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educational program for college
students.

2. Documents are used by school
personnel cited above in the following
manner to: a. Record teacher and/or
standardized test data; b. Record
attendance and absences of each
student; c. Form the basis for a decision
on a student request for permission to
be absent from a class or classes; d.
Determine proper class or grade
placement or graduation; e. Determine
scholastic grades and/or grade point
average; f. Form the basis for school
recommendations for student financial
aid for college education; g. Form the
basis for preparing the college
transcript; and h. Determine college
academic credits earned.

3. Used by DOD recruiting officials to
determine eligibility for military service.

Automated support. Automated
support is used by school and regional
officials (where applicable) to:

1. Provide academic data to each
student upon request, provide report
cards, etc., at the end of each grading
period, provide transcripts upon
request, and provide hard copy for
manual files.

2. Provide academic data within the
region and to ODS.

3. Provide data within the Department
of Defense on a need-to-know basis.

ROUTINE USES OF RECORDS MAINTAINED IN THE
SYSTEM, INCLUDING CATEGORIES OF USERS AND
THE PURPOSES OF SUCH USES:

In addition to those disclosures
generally permitted under 5 U.S.C.
552a(b) of the Privacy Act, these records
or information contained therein may
specifically be disclosed outside the
DoD as a routine use pursuant to 5
U.S.C. 552a(b)(3) as follows:

Records concerning sponsor’s names,
rank, and branch of service may be
released to former students for the
purpose of organizing reunion activities.

Academic data may be provided to
other educational institutions and
employers or prospective employers in
accordance with current policies and
procedures.

Academic achievements and data may
be provided to the public, via
distribution of information within the
school and through various media
sources, for positive reinforcement
purposes. This information will not be
distributed for commercial uses.

The ‘Blanket Routine Uses’ set forth at
the beginning of OSD’s compilation of
systems of records notices apply to this
system.

DISCLOSURE TO CONSUMER REPORTING
AGENCIES:

Disclosure pursuant to 5 U.S.C.
552a(b)(12) may be made from this

system to ‘consumer reporting agencies’
as defined in the Fair Credit Reporting
Act (15 U.S.C. 1681a(f)) or the Federal
Claims Collection Act of 1966 (31 U.S.C.
3701(a)(3)).

The disclosure is limited to
information necessary to establish the
identity of the individual, including
name, address, and taxpayer
identification number (Social Security
Number); the amount, status, and
history of the claim; and the agency or
program under which the claim arose
for the sole purpose of allowing the
consumer reporting agency to prepare a
commercial credit report.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Files are paper records in file folders.

RETRIEVABILITY:
Elementary school academic records

and secondary school and college
academic records (transcripts) are filed
alphabetically by school, school year,
and last name of student.

Elementary, secondary, and college
teacher class register files are filed by
school, school year, and last name of
teacher.

Remaining dependent school student
files are filed by school, school year,
and last name of student.

The automated files are indexed by a
variety of data, depending upon the
region and school involved (some have
regionally assigned student
identification numbers, others are by
last name of student). Also, any
combination of data in the file can be
used to select individual records. Only
authorized personnel have required
information to access the system or
process jobs.

SAFEGUARDS:
Paper records are maintained in files

accessible only to authorized personnel.
Authorized records:
Description of the automated process.

Current hard copy records of all
information are kept in locked file
cabinets in limited access school offices.
Computer-produced student records and
reports become an integral part of the
manual system and are retained in
limited access school offices and/or
locked cabinets. Computer disks, tapes,
etc., are maintained in limited access
areas within the various computer
centers, regional offices, and/or schools.
Approved special requests for data can
be supported by ad hoc inquiry. Any
combination of data can be used to
select individual records for special
processing.

Physical safeguards. Computer
facilities and remote terminals are
located in schools and regional offices
throughout the school system. Particular
regional systems vary; however, the
same basic safeguards are employed (in
various combinations) in all the
systems. Computer hardware disk cards
and other materials are secured in
locked facilities after normal duty hours
or are maintained in secure military
computer centers. During school hours,
storage media is stored in areas where
access can be monitored. On-line access
is protected by combinations of the
following various factors: (1) Users must
have file and/or disk names; (2) users
must have possession or approval to
gain possession of appropriate disk(s);
and, (3) users must have specifically
designed codes and/or keys to permit
read/write operations.

Storage media. Hard copy files are
stored in the school offices of each
participating school and regional
offices. Computer files are stored on
magnetic tape and disks, as outlined
above.

Risk analysis. All personal
information which is collected and/or
maintained for this system is stored in
locations adequately secure for such
information. Administrative safeguards
have been instituted to prevent access to
information in the automated systems.

RETENTION AND DISPOSAL:
Enrollment files: Maintained at the

respective school for one year after
graduation, withdrawal, transfer, or
death of the student, then destroyed.

Daily attendance register files:
Destroyed after reviewing attendance
registers for the next school year.

Elementary school academic records
files: When a student transfers to
another school, this file is forwarded by
mail to officials of the receiving school
on request in accordance with current
regulations, or destroyed at the school
five years after graduation, withdrawal,
or death of the student.

Elementary school report card files:
Documents reflecting grades,
personality traits, and promotion or
failure. Included are report cards and
similar or related documents.

Elementary school teacher class
register files: Destroyed at the school
concerned after five years.

Elementary school student files: 1.
When a student transfers to another
school, the reading and health records
are released to the parent or student (if
over 18 years of age) for hand-carrying
to the receiving school. 2. Remaining
documents pertaining to the students
are forwarded by mail to the officials of
the receiving school or the parent/


