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those of other projects. Sensitive records
are not left exposed to unauthorized
persons at any time. Sensitive data in
machine-readable form may be
encrypted.

3. Procedural safeguards: Access to
records is controlled by responsible
employees and is granted only to
authorized individuals whose identities
are properly verified. Data stored in
mainframe computers is accessed only
through the use of keywords known
only to authorized personnel. When
personal computers are used, magnetic
media (e.g. diskettes) are protected as
under Physical Safeguards. When data
is stored within a personal computer
(i.e., on a ‘‘hard disk’’), the machine
itself is treated as though it were a
record, or records, under Physical
Safeguards. Contracts for operation of
this system of records require protection
of the records in accordance with these
safeguards; PHS project and contracting
officers monitor contractor compliance.

These practices are in compliance
with the standards of Chapter 45–13 of
the HHS General Administration
Manual, ‘‘Safeguarding Records
Contained in Systems of Records,’’
supplementary Chapter PHS hf: 45–13,
and Part 6, ‘‘ADP Systems Security,’’ of
the HHS Information Resources
Management Manual and the National
Institute of Standards and Technology
Federal Information Processing
Standards (FIPS Pub. 41 and FIPS Pub.
31).

RETENTION AND DISPOSAL:
Records are retained and disposed of

under the authority of the NIH Records
Control Schedule contained in NIH
Manual Chapter 1743, Appendix 1—
‘‘Keeping and Destroying Records’’
(HHS Records Management Manual,
Appendix B–361), item 1100–C–2. Refer
to the NIH Manual Chapter for specific
disposition instructions.

SYSTEM MANAGER(S) AND ADDRESS:
See Appendix 1.
Policy coordination for this system is

provided by:
Associate Director, Office of Strategic

Planning and Evaluation, Office of
Science Policy and Technology
Transfer, National Institutes of Health,
6006 Executive Boulevard, Suite 312,
Rockville, MD 20892

NOTIFICATION PROCEDURE:
To determine if a record exists, write

to the official of the organization
responsible for the evaluation, as listed
in Appendix 2. If you are not certain
which component of PHS was
responsible for the evaluation study, or
if you believe there are records about

you in several components of PHS,
write to:
NIH Privacy Act Officer, Building 31,

Room 1B25, 9000 Rockville Pike,
Bethesda, MD 20892.
Requesters must provide the

following information:
1. Full name, and name(s) used while

studying or employed;
2. Name and location of the

evaluation study or other PHS program
in which the requester participated or
the institution at which the requester
was a student or employee, if
applicable;

3. Approximate dates of participation,
matriculation or employment, if
applicable.

The requester must also verify his or
her identity by providing either a
notarization of the request or a written
certification that the requester is who he
or she claims to be and understands that
the knowing and willful request for
acquisition of a record pertaining to an
individual under false pretenses is a
criminal offense under the Act, subject
to a five thousand dollar fine.

An individual who requests
notification of or access to a medical
record shall, at the time the request is
made, designate in writing, a
responsible representative, who may be
a physician, other health professional,
or other responsible individual, who
will be willing to review the record and
inform the subject individual of its
contents at the representative’s
discretion.

A parent or guardian who requests
notification of, or access to, a child’s or
incompetent person’s medical record
shall designate a family physician or
other health professional (other than a
family member) to whom the record, if
any, will be sent. The parent or guardian
must verify relationship to the child or
incompetent person as well as his or her
own identity.

RECORD ACCESS PROCEDURES:
Same as notification procedures.

Requesters should also reasonably
specify the record contents being
sought. Individuals may also request
listings of accountable disclosures that
have been made of their records, if any.

CONTESTING RECORD PROCEDURES:
Write to the official specified under

notification procedures above, and
reasonably identify the record and
specify the information being contested,
the corrective action sought, and your
reasons for requesting the correction,
along with supporting information to
show how the record is inaccurate,
incomplete, untimely or irrelevant. The
right to contest records is limited to

information which is incomplete,
irrelevant, incorrect, or untimely
(obsolete).

RECORD SOURCE CATEGORIES:
Information contained in these

records is obtained directly from
individual participants; from systems of
records 09–25–0036, ‘‘Grants: IMPAC
(Grants/Contract Information), HHS/
NIH/DRG;’’ 09–25–0112, ‘‘Grants:
Research, Research Training,
Fellowship and Construction
Applications and Awards, HHS/NIH/
OD’’; NSF–6, ‘‘Doctorate Record File’’,
NSF–43, ‘‘Doctorate Work History File’’
(previously entitled NSF–43, ‘‘Roster
and Survey of Doctorate Holders in The
United States’’ and other records
maintained by the operating programs of
NIH; the National Academy of Sciences,
professional associations such as the
AAMC and ADA, and other contractors;
grantees or collaborating researchers; or
publicly available sources such as
bibliographies.

SYSTEMS EXEMPTED FROM CERTAIN PROVISIONS
OF THE ACT:

None.

Appendix 1: System Managers
Associate Director, Office of Strategic

Planning and Evaluation, Office of Science
Policy and Technology Transfer, National
Institutes of Health, 6006 Executive
Boulevard, Suite 312, Rockville, MD 20892

National Institutes of Health, Office of the
Director, Director, Division of Personnel
Management, Building 1, Room B1–60,
9000 Rockville Pike, Bethesda, MD 20892

National Heart, Lung, and Blood Institute
(NHLBI), NHLBI Minority Coordinate, OD,
OPPE, Building 31, Room 5A03/5A06, 31
Center Drive, MSC 2482, Bethesda, MD
20892–2482

National Library of Medicine (NLM),
Associate Director for Health Information
Programs Development, Building 38, Room
2S20, Bethesda, MD 20894

National Eye Institute (NEI), Associate
Director for Science Policy and Legislation,
Building 31, Room 6A25, Bethesda, MD
20892

National Cancer Institute (NCI), Public
Health Educator, OCC, NCI, National
Institutes of Health Building 31, Room
4B43, Bethesda, MD 20892

National Institute on Aging (NIA), Chief,
Office of Planning, Analysis, Technical
Information and Evaluation, Federal
Building, Room 6A09, 7550 Wisconsin
Avenue, Bethesda, MD 20892

National Institute of Allergy and Infectious
Diseases (NIAID), Chief, Evaluation and
Reporting Section, Policy Analysis and
Legislation Branch, Office of
Administration Management, Building 31,
Room 7A–16, Bethesda, MD 20892

National Institute of Child Health and
Human Development (NICHD), Chief,
Office of Science Policy and Analysis,
Building 31, Room 2A10, Bethesda, MD
20892
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