
42415Federal Register / Vol. 60, No. 157 / Tuesday, August 15, 1995 / Notices

7 The policy requires depository institutions to
impose prudent controls over Fedwire transfers
initiated, received, or otherwise processed on their
behalf by a third-party service provider.

8 Data were provided by all Reserve Banks, expect
the Federal Reserve Bank of New York, for the
month of December 1993. The New York
Automated Clearing House provides essentially all
commercial ACH service in the New York District.

depository institution’s account directly
to a Federal Reserve Bank or a private
ACH operator. In other cases, a
respondent depository institution might
transmit transactions to a third-party
service provider, which would in turn
transmit the transactions to a Federal
Reserve Bank or private ACH operator.
The Board believes that there may also
be other types of third-party
arrangements that have not been
identified.

As noted above, depository
institutions are required to fund ACH
credit transactions on the settlement day
once they have been transmitted to a
Federal Reserve Bank. Therefore, the
transmission of ACH credit transactions
to a Federal Reserve Bank by a third-
party service provider or respondent
institution without the explicit review
and consent of the originating
institution or correspondent, whose
Federal Reserve account will ultimately
be charged for the transactions, can
expose the originating institution or
correspondent to credit risk. For
example, if a depository institution’s
customer that uses a third-party service
provider to originate payroll payments
declares bankruptcy before transactions
have settled, the depository institution
would be required to absorb any loss.
Similarly, if a third-party service
provider originated fraudulent
payments, a depository institution
could, at a minimum, be exposed to
liquidity risk and the safety and
soundness of the ACH service could be
undermined.

II. Risk in ACH Third-Party Processing
Arrangements

During the mid-1980s, the Board
became concerned about the credit
exposure faced by depository
institutions entering into arrangements
with service providers to send and
receive Fedwire funds transfers. To
address the credit exposure inherent in
these arrangements, as part of its risk
reduction policy, in 1987 the Board
approved a set of conditions under
which Fedwire third-party access
arrangements could be established. The
Board has adopted revisions to the
Fedwire third-party access policy. (See
notice published elsewhere in today’s
Federal Register.) 7

At the time the Fedwire controls were
adopted, they were not applied to the
ACH because it was considered a small-
dollar payment system. As a result,
there was little concern about the risks

created when third parties originated
and transmitted ACH transactions to
ACH operators on behalf of depository
institutions. Although the average value
of individual ACH credit transactions is
relatively small—$2,600 compared with
$3 million for Fedwire funds transfers
in 1994—the aggregate value of ACH
transactions originated by a customer of
an institution can be significant.
Moreover, the volume and value of
commercial ACH credit transactions has
increased rapidly. In 1987, when the
Fedwire policy was adopted, 206.8
million ACH credit transfers, with a
value of approximately $410.7 billion,
were processed by the Federal Reserve
Banks. In 1994, 955 million transfers,
with a value of almost $2.5 trillion, were
processed by the Federal Reserve Banks.
Thus, over the last seven years, the
volume of ACH credit transactions has
grown at an average annual rate of
nearly 25 percent and the value of these
transactions has increased at an average
annual rate of nearly 30 percent. A
number of factors indicate that
continued rapid growth is likely.

To assess the level of risk depository
institutions face due to ACH
transactions originated through third-
party service providers, the Board’s staff
surveyed the Reserve Banks to obtain
information on the value of ACH credit
transactions that are processed for
depository institutions that have
agreements with service providers.8 The
potential credit exposure was measured
by dividing the dollar value of the daily
average and peak-day ACH credit
transactions originated by service
providers for each depository institution
by the amount of the institution’s total
capital. In general, the survey results
indicated that the amount of risk faced
by institutions in third-party processing
arrangements is a small percentage of
capital. Peak-day exposure averaged
approximately 5 percent of the total
capital of institutions using third-party
processors. Although the average risk
exposure, as measured by the survey,
was not significant, for some
institutions significant exposure existed.
Of the 5,020 institutions that permitted
service providers to originate ACH
transactions, the peak-day exposure for
seven institutions exceeded 150 percent
of capital and, for one institution, it
exceeded 250 percent of capital. As
ACH volume continues to grow, the
potential risks created by the use of
service providers is likely to increase.

Further, anecdotal evidence suggests
that many depository institutions are
not fully aware of the extent to which
third parties originate ACH transactions
on their behalves.

The potential exposure created by the
use of third-party service providers to
institutions originating ACH
transactions, led the Board of Directors
of the National Automated Clearing
House Association to pass a resolution
addressing system controls for third-
party processors in November 1993.
That resolution, among other things,
recommended that ACH controls
include: ‘‘. . . a review and release
function capability for originating
depository financial institutions with
respect to all files sent directly to ACH
Operators by third parties and
respondent depository financial
institutions.. . .’’ The purpose of this
resolution was to provide originating
depository institutions a mechanism to
control the risks created by third-party
service providers and respondent
depository institutions.

The New York Automated Clearing
House (NYACH) has implemented a
voluntary mechanism that permits
originating institutions to set limits on
the aggregate amount of ACH credit
transactions that can be originated
against their accounts by third-party
processors. If the credit limit is
exceeded, NYACH will hold the files
and contact the originating institution.
Based on its instructions, NYACH will
either reject the file or permit the
institution to adjust the credit limit.
Visa, U.S.A. and the Arizona Clearing
House Association are considering
instituting third-party controls.

III. Proposed ACH Access Policy
The Board is concerned about the

potential lack of control in third-party
arrangements and believes that
appropriate measures should be taken to
ensure the safety and soundness of the
ACH service by enabling originating
institutions to control the risks created
by the use of service providers. Thus,
the Board requests comment on the
benefits and costs of adopting a policy
to control access to the Federal
Reserve’s ACH services. In particular,
the Board requests comment on the
scope of the proposed policy, risk
monitoring capabilities for
implementing ACH credit controls, and
several other controls.

A. Scope
The proposed ACH policy would

apply only to ACH credit transactions.
As noted above, a depository institution
is able to control its credit risk from
ACH debit transactions by delaying the


