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files of pensioners with service prior to
1930, personnel with service between
1940 and 1948 with VA insurance, and
partial lists of other Armed Forces
personnel indexed by service number. A
duplicate of the microfilm is also
located at VA Central Office.

Remote on-line access is also made
available to authorize representatives of
claimants and to attorneys of record for
claimants. A VA claimant must execute
a prior written consent or a power of
attorney authorizing access to his or her
claims records before VA will allow the
representative or attorney to have access
to the claimant’s automated claims
records. Access by representatives and
attorneys of record is to be used solely
for the purpose of assisting an
individual claimant whose records are
accessed in a claim for benefits
administered by VA.

RETRIEVABILITY:

Information is retrievable by the use
of name only, name and one or more
numbers (service, social security, VA
claims file and VA insurance file), name
and one or more criteria (e.g., dates of
birth, death and service), number only,
or initials or first five letters of the last
name with incorrect file number.

SAFEGUARDS:

Access to the basic file in the Austin
DPC (Data Processing Center) is
restricted to authorized VA employees

and vendors. Accredited service
organization representatives, VA-
approved claims agents and attorneys
acting under a declaration of
representation so that these individuals
can aid veterans in the preparation,
presentation, and prosecution of claims
under the laws administered by VA are
provided read-only access.

Access to BDN data
telecommunications network is by
authorization controlled by the site
security officer who is responsible for
authorizing access to the BDN by a
claimant’s representative or attorney
approved for access in accordance with
VA regulations. The site security officer
is responsible for ensuring that the
hardware, software and security
practices of a representative or attorney
satisfy VA security requirements before
granting access. The security
requirements applicable to access to
automated claims files by VA employees
also apply to access to automated claims
files by claimants’ representatives or
attorneys. The security officer is
assigned responsibility for privacy-
security measures, especially for review
of violation logs, information logs and
control of password distribution,
including password distribution for
claimants’ representatives.

Access to the computer room where
the basic file is maintained within the
DPC is further restricted to authorized

VA employees and vendor personnel on
a “‘need to know” basis and is protected
from unauthorized access by an alarm
system, the Federal Protective Service,
and VA security personnel. As to access
to Target terminals, see Safeguards,
Compensation, Pension, Education, and
Rehabilitation Records—58VA21/22.
Authorized terminals with access to the
VBA Benefits Delivery Network are
located only at VA regional officers, VA
medical facilities, VA Central Office,
VBA Debt Management Center, National
Cemetery System facilities, Railroad
Retirement Board through the Chicago
Regional Office, the National Personnel
Records Center, the U.S. Army Reserve
Components Personnel and
Administration Center at St. Louis, MO,
and at remote sites nationwide. The
adjunct file is accessible for official use
only by personnel assigned to Systems
Development Service (20M4), VA
Central Office, Washington, DC, and the
Administrative Division at VA Records
Processing Center, St. Louis, MO.

* * * * *

SYSTEM MANAGER(S) AND ADDRESS:

Director, VBA Systems Development
Service (20M4), VA Central Office, 810
Vermont Ave., NW., Washington, DC
20420.

* * * * *
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