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to personally identifiable information in
SSA records in order to perform their
assigned Agency functions.

31. To Federal, State, and local law
enforcement agencies and private
security contractors, as appropriate,
information necessary;

(a) To enable them to protect the
safety of SSA employees and customers,
the security of the SSA workplace and
the operation of SSA facilities, or

(b) To assist investigations or
prosecutions with respect to activities
that affect such safety and security or
activities that disrupt the operation of
SSA facilities.

32. Corrections to information that
resulted in erroneous inclusion of
individuals in the Death Master File
(DMF) may be disclosed to recipients of
erroneous DMF information.

POLICIES AND PRACTICES FOR STORING,
RETRIEVING, ACCESSING, RETAINING, AND
DISPOSING OF RECORDS IN THE SYSTEM:

STORAGE:
Records in this system are maintained

in paper form (e.g., paper lists, punch
cards, Forms SS–5 (Application for an
SSN), and systems generated forms);
magnetic media (e.g., magnetic tape and
disc with on-line access); and in
microfilm and microfiche form.

RETRIEVABILITY:
Records of SSN holders are indexed

by both SSN and name. Records of
applications that have been denied
because the applicant submitted
fraudulent evidence, or that are being
verified because the evidence is
suspected to be fraudulent, are indexed
either by the applicant’s name plus
month and year of birth, or by the
applicant’s name plus the eleven-digit
reference number of the disallowed
application.

SAFEGUARDS:
Safeguards for automated records

have been established in accordance
with the Systems Security Handbook.
This includes maintaining the magnetic
tapes and discs within a secured
enclosure attended by security guards.
Anyone entering or leaving this
enclosure must have a special badge
issued only to authorized personnel.

For computerized records
electronically transmitted between CO
and FO locations (including
organizations administering SSA
programs under contractual
agreements), safeguards include a lock/
unlock password system, exclusive use
of leased telephone lines, a terminal-
oriented transaction matrix, and an
audit trail. All microfilm, microfiche,
and paper files are accessible only by

authorized personnel who have a need
for the records in the performance of
their official duties.

Expansion and improvement of SSA’s
telecommunications systems has
resulted in the acquisition of terminals
equipped with physical key locks. The
terminals also are fitted with adapters to
permit the future installation of data
encryption devices and devices to
permit the identification of terminal
users.

RETENTION AND DISPOSAL:

All paper forms are retained for 5
years after they have been filmed or
entered on tape and the accuracy has
been verified. They then are destroyed
by shredding. All tape, discs, microfilm,
and microfiche files are updated
periodically. Out-of-date magnetic tapes
and discs are erased. Out-of-date
microfiches are disposed of by applying
heat.

SYSTEM MANAGER AND ADDRESS:

Director, Division of Data Support and
Enumeration, Office of Systems
Requirements, Social Security
Administration, 6401 Security
Boulevard, Baltimore, MD 21235.

NOTIFICATION PROCEDURES:

An individual can determine if this
system contains a record pertaining to
him/her by providing his/her name,
signature, and SSN to the address
shown under ‘‘System Manager’’ above.
(Furnishing the SSN is voluntary, but it
makes searching for an individual’s
record easier and avoids delay.) If the
SSN is unknown or no SSN has been
assigned because the evidence
presented with the application is being
verified or has been determined to be
fraudulent, the individual should
provide name, signature, date and place
of birth, sex, mother’s birth name, and
father’s name, and evidence of identity.
These procedures are in accordance
with HHS Regulations, 45 CFR part 5b.

RECORD ACCESS PROCEDURES:

Same as notification procedures. Also,
requesters should reasonably specify the
record contents which they are seeking.
These procedures are in accordance
with HHS Regulations, 45 CFR part 5b.

CONTESTING RECORD PROCEDURES:

Same as notification procedures
above. Also, requesters should
reasonably identify the record, specify
the information which they are
contesting, and state the corrective
action sought and the reasons for the
correction, with supporting justification
showing how the record is incomplete,
untimely, inaccurate, or irrelevant.

These procedures are in accordance
with HHS Regulations, 45 CFR part 5b.

RECORD SOURCE CATEGORIES:
Information in this system is obtained

from SSN applicants (or individuals
acting on their behalf). The SSN itself is
assigned to the individual as a result of
internal processes of this system.

SYSTEM EXEMPTIONS FROM CERTAIN PROVISIONS
OF THE ACT:

None.
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SYSTEM NAME:
Master Beneficiary Record (MBR),

HHS/SSA/OSR.

SECURITY CLASSIFICATION:
None.

SYSTEM LOCATION:
Social Security Administration, Office

of System Operations, 6401 Security
Boulevard, Baltimore, MD 21235.

CATEGORIES OF INDIVIDUALS COVERED BY THE
SYSTEM:

All Social Security beneficiaries who
are or were entitled to receive
Retirement and Survivors Insurance
(RSI), or Disability Insurance (DI)
benefits, including individuals who
have received a RSI or DI payment since
November 1978 even if their payment is
not part of an ongoing award of benefits;
individuals (nonclaimants) on whose
earnings records former spouses apply
for RSI or DI benefits; persons who are
only enrolled in the Hospital and/or
Supplementary Medical Insurance (SMI)
programs; and claimants whose benefits
have been denied or disallowed.

The system also contains short
references to records for persons
entitled to Supplemental Security
Income payments, Black Lung benefits
or Railroad Retirement Board (RRB)
benefits.

CATEGORIES OF RECORDS IN THE SYSTEM:
The MBR contains information about

each claimant who has applied for RSI
or DI benefits, or to be enrolled in the
Hospital or SMI programs; a record of
the amount of Federal tax withheld on
benefits paid to nonresident aliens; and
the aggregate amount of benefit
payments, repayments and reductions
with respect to an individual in a
calendar year. A record is maintained
under each individual’s Social Security
Number (SSN). However, if the
individual has filed on another person’s
SSN, only a short ‘‘pointer’’ record is
maintained. Personal and general data
about the claim is maintained under the
SSN of that claim. Data about the
claimant can be accessed using the


