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rom: |

Sent: Thursday, November 10, 2005 3:25 PM
Subject: Latest version

Attachments: ExchangeArchiveSOPv3.0.doc; CheckList.xls

Attached. Also a spreadsheet | put together for the Check List, which is also imbedded into the process
document, use as you will.

And for those informed minds,

- Crytonomicom and the Quicksilver.
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-+ Executive Office of the President SOP for Exchange Email Archival Process

1.0 Exchange Email Archival Process Functionality & Audit Check

1.1. Monitoring

Monitor any and all servers that support both the Exchange email journaling process (currently-
: ") and the PST archive files (currently -on a continuous basis to ensure that each
server is still active and functioning. The following must be monitored:

CPU utilization — If CPU utilization is greater than 75% with a wait queue length greater than 3
for more than five minutes, generate an alarm.

System Memory — If virtual memory usage exceeds 90%, generate an alarm. If physical memory
exceeds 75%, generate an alarm.

Storage Capacity - On the server maintaining the journal files, if any partitioned storage device
reaches 80% capacity, generate an alert. If any partitioned storage device reaches 90% capacity,
generate an alarm. On the server maintaining the PST files, if any partitioned storage device
reached 70% capacity, generate an alert. Generate an alarm at 80% capacity.

Server Activity — If the server cannot be polled, generate an alarm.

Application Activity — On the server maintaining the PST files, ensure that the Mail Attender
application is up and running. Generate an alarm if it is not. Note that this application should be
defined as a Tier 1 application until the implementation of ECRMS makes it no longer a needed

process.

Polling should be performed no later than 1 minute apart. Support personnel must respond to events that
trigger alarms based on the priority of the alarm. Refer to the Service Level Monitoring document which
defines the standards used within EOP for the monitoring of different tiers of systems. The email archival
process is part of the Message systems within EOP and is clasmﬁed as a Tier 1 system and must be

monitored accordingly.

1.2.  SetUp
Prior to the implementation of the email archival processes, perform the following steps:

1. Create twenty test email ids for each component, with two or more emails associated with each
journal file. These will be used for the daily and weekly verification steps. These should be
structured as XXXXX TESTNN@XXXXX.EOP.GOV, where XXXXX is the EOP component
found in Table 1, and NN is a two digit sequential number starting with 01.

2. Create one email id that will be used to send test emails from. This should be created within the
OA component. This email should be created as AUDIT _EMAIL ID@OA.EOP.GOV.
Associate this id with the first OA journal file.

Remove all PST files from the journal file server, currently

4. Ensure that all PST files on the PST server, currently ., reside in the appropriate
directories, that is, as defined in section 1.2 item 5.

5. Configure the Mail Attender rules so that the following naming constructs are used:
a. A separate drive will be used for each year of mail messages.
i. ES$ -2002, 2003
. F$-2004
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1 Executive Office of the President SOP for Exchange Email Archival Process
| iii. G$ - 2005 (minus PST files for OMB)
iv. HS$ - 2005 (OMB PST files)
v. I$ - All Issues and Other files
vi. J$ - 2006 (minus PST files for OMB)
vii. K$ - 2006 (OMB PST files)

On a go forward basis there will need to be two drives for each subsequent year
allocated similarly to vi and vii above.

b. Within the appropriate drive, a directory will be created using the component acronym
defined in Table 1.

c. Within the component directory, a directory will be created with the four digit year.

d. The file name will follow the following convention: ,
MS_XXXXX YYYYMMDD NN QQQQQQQPST. There is a one to one correlation
between journal files and PST files.

i. MS indicates the file is a Message Store
ii. XXXXX is the component as found within Table 1
ili. YYYY is the four digit year of the date the PST is created
iv. MM is the two digit month of the date the PST is created
v. DD is the two digit day of the month of the date the PST is created

vi. NN is the two digit sequence number starting from 01 of the PST file created for
each journal file within that component, incremented by 1.

vii. QQQQQQQ is the name of the journal file that was used to create the PST file, to
uniquely identify the multiple PST files created by the process.

This naming convention will be used for all files created on the PST server. For example,
G$:/ONDCP/2005 will hold PST files for ONDCP created in 2005, and
MS_ONDCP_20051028_01_ONDCPO1PST is the PST file created for ONDCP from journal
ONDCPO1.

6. Ensure that all of the journal files have been flushed out to the greatest extent possible before this
process is implemented.

The Mail Attender process will key off of the message received date, and will be based on the time in the
Eastern Time zone for consistency. Once the messages are place in the appropriate PST file, the journal
file will be flushed of all of the archived messages. Note that the Mail Attender rules will be configured
to process all messages for the previous day and prior, to ensure that all messages are accounted for in
the event of Mail Attender processing problems.

1.3.  Archiving (IS&T/SIS)

Start the electronic message archiving process daily at 12:0lam:

1. Determine and save the number of messages within the journal file for the preceding day and
prior using the MailStats software. This will initially be a manual process; the count should be
kept in a spreadsheet associated with the journal name and the file name of the PST that is
created. When automated, this number will be stored within the Inventory Daily Process
database.

‘ersi 0- i1, 2005 Page 5
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<+~ Executive Office of the President SOP for Exchange Email Archival Process

2. Execute the Mail Attender procedure. The rules that Mail Attender uses will be configured to
process all messages from the previous day and before. If the preceding step is manually
implemented, start this procedure manually upon completion of Step 1. If the preceding step is
automatic, start this procedure at the conclusion of Step 1 in the same script file that processes
Step 1.

3. In the initial manual process, update the daily spreadsheet with the date and time the Mail
Attender process ran, the from directory path and name of the journal file, the to directory path
and name of the resulting PST file, the earliest received date and time found within the PST file,
the latest received data and time found within the PST file, the size of the PST file, and the
number of messages found within the PST file. This information is derived from the Mail
Attender log file. When this step is automated, this information will be stored within the
Inventory database via an automated procedure. This process inventory database will be used for
independent verification during the Independent Verification and Validation (IV&V) process.

1.4.  Daily Verification

After the Mail Attender process has run, the email archival process functionality should be verified using
the following checklist (the group responsible for the step is indicated in ()’s after each step):

1. On the journaling server, ensure that no PST files are resident on any storage device associated
with the server. (IS&T/SIS)

2. On the PST server, ensure that no PST files are resident on the C:\ system drive, and that all PST
files are stored within the appropriate directory based on the defined naming conventions. This
should be an automated process and run once per day, at the conclusion of the PST file creation
facilitated by the Mail Attender software. (IS&T/SIS) '

3. Count the number of PST files created on the PST server after the Mail Attender process is run.
For the current Exchange 2000 environment, the number of PST files created per component must
be greater than or equal to the exact number of journal files that are being flushed. When there are
more PST files created for any individual journal file, send an alert to the operations support
personnel. Ifthere are fewer files, than send an alarm as an FY]I to the operations support
personnel for review. Do not store more than one journal file into any given PST file. For
Exchange 2003 there must be a one to one correlation between journal files and created PST files.
When there are not an equal number, send an alarm to the operations support personnel.

This will initially be a manual process, and can be determined by analyzing the daily spreadsheet
of journal files and created PST files created in the previous archiving step. The Mail Attender
process will limit the size of the PST files to 1.729 Gigabytes; after this is reached, Mail Attender
will create another PST file with the appropriate name, with an increment of 1. Do not archive
more than one journal file into any PST file. (IS&T/SIS)
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:2 Executive Office of the President SOP for Exchange Email Archival Process

The current number of journal files is 59, broken down into the following components:

EOP Component # of Journal Files
CEA 2
CEQ 2
NSC 4

OA 5
ODNITT* 2%
OMB 8
ONDCP 3
OPD* I*
OSTP 2
OVP 3
PFIAB 2
USTR 10
WHO 15

Table 1 - EOP Components and corresponding number
of journal files

*NOTE — The above table shows the component journal files that are currently defined. Steps for
adding and deleting journal files must be defined when journal files are no longer needed, or
additional journal files for a specific component are needed, or a new component is added with its
corresponding journal files. This will result in changes to the Inventory database (when
implemented) and/or the spreadsheet used in the manual verification Dprocess.

4. Using the information found in step 1 of this archive process and initially using the spreadsheet
from previous days/weeks processing, re calculate the average journal size for that day of the
week for that PST file from the corresponding day of the week over the last six (6) weeks, and
update the greatest and smallest PST sizes for that day of the week for that PST file. These
should be maintained in the spreadsheet as well. (IS&T/SIS)

5. Using the information found in step 1 of this archive process and initially using the spreadsheet
from previous days/weeks processing, re calculate the average number of messages for that day
of the week for that PST file from the corresponding day of the week over the last six (6) weeks,
and update the greatest number of emails and the smallest number of emails for that day of the
week for the PST file. (IS&T/SIS) '

6. Sign off on the daily process check list (found in Appendix A) and forward to IA, along with the
spreadsheet information generated from the previous steps.

7. Using the checklist and spreadsheet forwarded from IS&T, compare the PST file size from the
current day’s PST files with the average daily PST size for that PST file for that day of the week.
If there is more than a 20% plus or minus ditference for that file, generate an alert. Note that
holidays will atfect these numbers and should be accounted for as best as possible. As an alert,
the basis for this difference should be investigated as quickly as possible. This initially will be a
manual process. (IA)

8. Compare the PST message count from the current day’s PST files with the average daily PST
message count for that PST file for that day of the week. If there is more than a 20% plus or
minus difference for that file, generate an alert. Note that holidays will affect these numbers and
should be accounted for as best as possible. As an alert, the basis for this difference should be
investigated as quickly as possible. This will initially be a manual process. (IA)
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.x Executive Office of the President SOP for Exchange Email Archival Process

9. Verify that the overall email archival process ran correctly by performing a search for email
generated on the preceding day (note that the first day this process is run there will be no emails
from the preceding day to check). Follow the following steps:

a. Generate a test email in the afternoon of each day to be sent to a random number of test
emails for a specific component each day from the originating audit test email id. Record
the component and addresses that the email will be sent to. Within the subject and body of
the email, include the phrase “Archival Test Message NN, created date YYYYMMDD?”,
where NN is the two digit sequential test number starting with 01 (maintained within the
database supporting this audit process) and YYYY is the four digit year of the date the
email is sent, MM is the two digit month of the date the email is sent, and DD is the two
digit day of the date the email is sent.

b. Send the email generated in step 1 to the addresses defined in Step 1.

c. The following afternoon, perform a standard search looking for the pattern “Archival Test
Message NN, created date YYYYMMDD?” using the information from the previous day’s
test email. The number of emails for the targeted component should match the numbers
determined in Step a above. If this is an exact match, the archival process is working
correctly. If there is any deviation, the process has not worked correctly and an alert
should be generated for immediate checking by IS&T and IA. -

10. Fill out the daily check list with the results of these steps, and sign the appropriate area of
responsibility. This form is defined at the end of this document. Disseminate and store
appropriately. Additionally, forward the daily check list to the Federal Records Management
Group at FAX: . to the attention of the FRMG Manager. (IA):

This concludes the daily tunctionanty check for the archival process.

1.5. Weekly Verification

Verify the email archival process functionality on a weekly basis.

1. Generate a test email on Friday of each week to be sent to a random number of TEST email
addresses within a random set of components from the originating audit test email id. Record the
components and addresses that the email will be sent to. Within the subject and body of the email, .
include the phrase “Archival Test Message NN, created date YYYYMMDD”, where NN is the
two digit sequential test number starting with 01 (maintained within the database supporting this
audit process) and YYYY is the four digit year of the date the email is sent, MM is the two digit
month of the date the email is sent, and DD is the two digit day of the date the email is sent.

2. Send the email generated in step 1 to the addresses defined in Step 1.

3. On the following Monday, perform a standard search looking for the pattern “Archival Test
Message NN, created date YYYYMMDD?” using the information found in the preceding week’s
test email. The number of emails per component should match the numbers stored from Step 1. If
this is an exact match, the archival process is working correctly. If there is any deviation, the
process has not worked correctly and an alert should be generated for immediate checking by
IS&T and IA.

4. When all checks and audits of the email archival process are complete for the week, the Federal
Records Management Group must certify that the integrity of the email archival process is intact,
for external audit purposes. The daily check list should be signed off in the correct location that
the results have been certified for the week. Once this check list is complete, it should be
disseminated and stored as appropriate. (FRMG)
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-4 Executive Office of the President SOP for Exchange Email Archival Process

2.0 Roles and Responsibilities

The email archival process requires extremely detailed measures and management oversight to ensure that
errors in the archival process, such as gaps in the timelines of email files, missing and misnamed files, etc.
does not occur. This is extremely important due to the nature of the emails and the critical role they play
in the checks and balances of the Executive Office of the President. ’

The roles and responsibilities for these processes include:

Role/Process .. Responsibility Frequency
Active Email Archiving and Tracking Information Daily
: Systems and
Technology (IS&T)
Reconciliation of Counts and Size Information Daily
Assurance (IA)
IV&V (ensuring the tracking Information Weekly
spreadsheet/database is complete with no Assurance (IA)
gaps/holes for dates/components and 100%
compliance on all procedures)
Records Management Certification (checking Federal Records Weekly/Monthly
that IA validation has been complete and that Management Group
correct number of test emails are archived (FRMG)
properly)

Version 3.0 — November 11, 2005 Page 9
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Executive Office of the President SOP for Exchange Email Archival Check List

| Check List — Page 1

Date:
1. Use Mail Stats and record the number of messages per journal file
2. Run Mail Attender Procedure
3. Update daily spréadsheet with (see third page)
3.1. Date and time Mail Attender ran (start/end times)
3.2. Journal File Name / PST file name ‘
3.2.1. Journal message count/earliest received date/latest received date
3.2.2. PST message count/earliest received date/latest received date/file size
4. Ensure no PST files are resident on the Journal server’s storage devices
5. Ensure that no PST files are resident on the PST server’s C drive
6. Ensure that all PST files within any given directory share the same component in
their filename as in the directory path
7. Check the number of PST files created.
7.1. If less than the number of journal files, alert operations staff that Mail Attender
did not run properly
7.2. If greater than, ensure that no improperly named files were created, and that
one of the journal files was excessively large for the day, resulting in multiple
PST files being created
8. Calculate average PST message count for that journal for day of week over 6 weeks
9. Sign check list, forward with spreadsheet to IA .

DAILY| Signed By: Signature:

IS&T
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Executive Office of the President SOP for Exchange Fmail Archival Check List

R
h

- Check List Page 2
10. Compare daily PST file size with average PST file size
10.1. If 20% difference, alert IS&T and [A
11. Compare daily PST message count with average PST message count
11.1. If 20% difference, alert IS&T and IA
12. Create and send daily test emails (single component)
13. Run daily audit search check for previous days emails

13.1. If messages not found, alert IS&T, 1A, and FRMG

O 0O 0o o0 oo 0o 4

14. Sign check list, forward with spreadsheet to FRMG

DAILY| Signed By: Signature: ' 1A

Weekly Audit Check

15. Create and send weekly test emails (all components)
16. Run weekly audit search check for previous days emails

16.1. [f messages not found, alert IS&T, IA, and FRMG

o o o 0O

17. Sign check list

WEEKLY| Signed By: Signature: FRMG
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HOGR60A-022002

GEORGE W. BUSH PRESIDENTIAL RECORD
OAP00016102



T198eg

$00T ‘1T JOQUIRAUN - ()¢ UOISIOA

10adO

£0dDANO

$0dOANO

608NO

808WO

L08WO

9090

S0aiNO

Y0anNO

€08NO

¢0dno

¢0L1INdO

L0LLINGO

90vO

SOVO

POVO,

e0vo

¢0vo

Y0OSN

€00SN

C¢0OSN

LOOSN

20030

10030

¢0v3o

10V30

abessa|y ise
1sd

| abed

abe

Ssopy IS| Junon) Bsyy 8zIS  sweN 9l Uied Alojoaag

1Sd

1Sd 1sd 15d 18d

181 o3y [eArory rewyg a8ueyoxq 10§ JOS

ofessaly 1se abessap IS|

TYNHNOr

™MNANOr

unon Bspy awen 9|14
TYNENOr avNdanor

‘aun] pug

Buwll velg

(NJA) éAeplioH
(N/A) ¢puexaam
a9 M 8yl Jo Aed
:91eq

sieig Ajreg
$89201d IAIYIY

1WAPISAIJ Y JO 20O dAnNdAXT

Z0dOAaNO

HOGR60A-022003

GEORGE W. BUSH PRESIDENTIAL RECORD

OAP0O0016103



€] 38eq I S00T 11 JPQUIAAON — ('€ UOISIAA

SLOHM

?LOHM

ELOHM

CLOHM

LLOHM

O0LOHM

B60OHM

B0OHM

LOOHM

900HM

SG0OHM

POOHM

£00HM

COOHM

LOOHM

oLdisn

60d1SN

80d1sSN

L04d1sn

o0d1sn

S0HiSNn

y0d1sn

€0d1SN

20H1sn

Lod1sn

¢0gvidd

L0gvidd

€0dAO

2¢0dno

L0dAO

¢0d1S0

10d1SO

abessaly Jse7  obessopisi WNOQ BSy 9215 aweN 9|4 yied Aiojoauq abessopy 1se7 ebessapy S| junop Bspy awep 9|14
1Sd 1Sd 1Sd 1Sd 1Sd 1Sd TVYNAENOr TYNANOr  TVYNYNOr IVYNSNOr

siess Ajreq
Z 9beqd $$920.d 9AIYDIY

18T Y99Y) [eATyory [rewrqg a8ueyox 1o} JOS UDPTSaI Y3 JO DI 2ANNIAXT

HOGR60A-022004

GEORGE W. BUSH PRESIDENTIAL RECORD

OAPO0016104



abessayy 1se
i18d

1 abed

sbessoy I1s| wno) Bsiy azig  sweN a)4 yed Aopanqg

18d

1Sd

1Sd

1Sd

oo C o o OCQOOOOOO

o O

1Sd

obessapy 1se abessapy IS}

TYNYNOr

IYNANOr

uno) Bsyy
IVNYNor

Kepsiny]
800¢/1€/1

10dOANO
608NO
808N0O
L08N0
909N0
S0ano
Y0giNO
£09NO
209INO
¢0L1INdO
}0L1INGO
20v0
SOvO
yOvO
£E0V0
c0vOo
Y0OSN
€00SN
¢0OSN
LOOSN
20030
L0030
<0v30
L0v30

dweN 9|4
TvYNYNnor

‘awiy pu3
|wil Wers

(N/A) éAepiioH
(N/A) épuanaapm
M98 8Y) Jo Aeq
:0leq

sjess Ajleg
$58901d 9AIY2IY

HOGRAROA-N22005

GEORGE W. BUSH PRESIDENTIAL RECORD

OAPO0016105



abessaly 1se
1sd

L abed

ofessapis. wnon Bsyy 9215 aweN a4 Uied Aiopsag

1Sd

18d

1Sd

1sd

OO0 O0OO0O OO0 O OO

o

o o

0
0

1Sd

sbessa Jse] abessa| 1S}

IvNANor

TYNYNOr

uno? Bsyy
TYNdnor

Aepsiny i
800Z/L€/1

YOOHM
£00OHM
ZOOHM
LOOHM
ordisn
604.LSN
80d1LSN
L0d1SN
90d.1sN
SodiSN
P0d1SN
£0d1Sn
c0d1sn
L0d1sn
c0gvidd
Logvidd
€0dN0O
2¢0dNnO
10dAO
20d1S0
10d1SO
10Qd0
€0d400dNO
¢0dOaNO

aweN 9)i4
TYNYNOP

awi g pu3

‘Bwf wers

(N/A) ¢feplioH
(N/A) &puases
N99 M 81 Jo Aeq
:81eq

zsm, fireq
$§9204d 9AIYDIY

HOGR60A-022006

GEORGE W. BUSH PRESIDENTIAL RECORD

OAPO0016106



abessoyy 1s€7
1Sd

{ abey

0

0

0

0

0

0

0

0

0

0

0
abessapy 1s| Junon) Bspy 9z15  aweN a4 Uied Alojoaag obessopy 1se obessspyis,  uno) Bspy
1Sd 1Sd 1Sd 1Sd 1Sd - IVYNYNor IYNENOr  IVNYNOor
Kepsiny |
800Z/1¢/1

S1OHM
PLOHM
ELOHM
¢LOHM
LLOHM
CLOHM
600HM
800HM
LOOHM
900HM
SO0OHM

aweN 9|4
TYNHNOr

|uw] pug

‘swil] Jelg

(N/A) ¢heplioH
(N/A) ¢pusnas p
M99 B} Jo Aeq
:9leq

sieig Ajleq
§5990.1d 9AIYIIY

HOGR60A-022007

GEORGE W. BUSH PRESIDENTIAL RECORD

OAPO0016107



