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COPYRIGHT NOTICES
© 2002 by Riverstone Networks, Inc. All rights reserved.

Riverstone Networks, Inc.
5200 Great America Parkway
Santa Clara, CA 95054

Printed in the United States of America

This product includes software developed by the University of California, Berkeley, and its contributors.
© 1979 - 1994 by The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions, and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions, and the following disclaimer
in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following acknowledgement:
This product includes software developed by the University of California, Berkeley, and its contributors.

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Changes

Riverstone Networks, Inc., and its licensors reserve the right to make changes in specifications and other information contained in
this document without prior notice. The reader should in all cases consult Riverstone Networks, Inc., to determine whether any
such changes have been made.

The hardware, firmware, or software described in this manual is subject to change without notice.

Disclaimer

IN NO EVENT SHALL RIVERSTONE NETWORKS BE LIABLE FOR ANY INCIDENTAL, INDIRECT, SPECIAL, OR

CONSEQUENTIAL DAMAGES WHATSOEVER (INCLUDING BUT NOT LIMITED TO LOST PROFITS) ARISING OUT OF OR

RELATED TO THIS MANUAL OR THE INFORMATION CONTAINED IN IT, EVEN IF RIVERSTONE NETWORKS HAS BEEN

ADVISED, KNOWN, OR SHOULD HAVE KNOWN, OF THE POSSIBILITY OF SUCH DAMAGES.
Trademarks

Riverstone Networks, Riverstone, RS, and IA are trademarks of Riverstone Networks, Inc.

All other product names mentioned in this manual may be trademarks or registered trademarks of their respective companies.
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REGULATORY COMPLIANCE INFORMATION

This product complies with the following;:

SAFETY

UL 1950; CSA C22.2, No. 950; 73/23/EEC; EN 60950; IEC 950

ELECTROMAGNETIC

FCC Part 15; CSA C108.8; 89/336/EEC; EN 55022; EN 61000-3-2

COMPATIBILITY (EMC)

EN 61000-3-3; EN 50082-1, AS/NZS 3548; VCCI V-3

REGULATORY COMPLIANCE STATEMENTS

% Note  Complies with Part 68, FCC rules.
FCC Registration Number 6TGUSA-46505-DE-N
Riverstone Networks, Inc.

Model WICT1-12
Made in U.S.A.

FCC COMPLIANCE STATEMENT

This device complies with Part 15 of the FCC rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

é Note  This equipment has been tested and found to comply with the limits for a Class A
digital device, pursuant to Part 15 of the FCC rules. These limits are designed to
provide reasonable protection against harmful interference when the equipment is
operated in a commercial environment. This equipment uses, generates, and can
radiate radio frequency energy and if not installed in accordance with the
operator’s manual, may cause harmful interference to radio communications.
Operation of this equipment in a residential area is likely to cause interference in
which case the user will be required to correct the interference at his own expense.
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by the party responsible for compliance could void the user’s authority to

g Warning Changes or modifications made to this device that are not expressly approved
operate the equipment.

INDUSTRY CANADA COMPLIANCE STATEMENT

This digital apparatus does not exceed the Class A limits for radio noise emissions from digital apparatus
set out in the Radio Interference Regulations of the Canadian Department of Communications.

Le présent appareil numérique n’émet pas de bruits radioélectriques dépassant les limites applicables aux
appareils numériques de la class A prescrites dans le Reglement sur le brouillage radioélectrique édicté
par le ministére des Communications du Canada.

NOTICE: The Industry Canada label identifies certified equipment. This certification means that the
equipment meets telecommunications network protective, operational, and safety requirements as
prescribed in the appropriate Terminal Equipment Technical Requirements document(s). The department
does not guarantee the equipment will operate to the user’s satisfaction.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities
of the local telecommunications company. The equipment must also be installed using an acceptable
method of connection. The customer should be aware that compliance with the above conditions may not
prevent degradation of service in some situations.

Repairs to certified equipment should be coordinated by a representative designated by the supplier. Any
repairs or alterations made by the user to this equipment, or equipment malfunctions, may give the
telecommunications company cause to request the user to disconnect the equipment.

Users should ensure for their own protection that the electrical ground connections of the power utility,
telephone lines, and internal metallic water pipe system, if present, are connected together. This
precaution may be particularly important in rural areas.

CAUTION: Users should not attempt to make such connections themselves, but should contact the
appropriate electric inspection authority, or electrician, as appropriate.

NOTICE: The Ringer Equivalence Number (REN) assigned to each terminal device provides an indication
of the maximum number of terminals allowed to be connected to a telephone interface. The termination on
an interface may consist of any combination of devices subject only to the requirement that the sum of the
Ringer Equivalence Numbers of all the devices does not exceed 5.
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VCCI COMPLIANCE STATEMENT

This is a Class A product based on the standard of the Voluntary Control Council for Interference by
Information Technology Equipment (VCCI). If this equipment is used in a domestic environment, radio
disturbance may arise. When such trouble occurs, the user may be required to take corrective actions.

TR, HRUEEESEREEH ERAMNGHES (VCCI) 0K
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BSMI (TAIWAN BUREAU OF STANDARDS, METROLOGY AND INSPECTION,
MINISTRY OF ECONOMIC AFFAIR)WARNING:

Warning: This is a Class A product. In a domestic environment this product may cause radio interference..
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SAFETY INFORMATION: CLASS 1 LASER TRANSCEIVERS

This product may use Class 1 laser transceivers. Read the following safety information before
installing or operating this product.

The Class 1 laser transceivers use an optical feedback loop to maintain Class 1 operation limits. This
control loop eliminates the need for maintenance checks or adjustments. The output is factory set and does
not allow any user adjustment. Class 1 laser transceivers comply with the following safety standards:

e 21 CFR 1040.10 and 1040.11, U.S. Department of Health and Human Services (FDA)
* [EC Publication 825 (International Electrotechnical Commission)
* CENELEC EN 60825 (European Committee for Electrotechnical Standardization)

When operating within their performance limitations, laser transceiver output meets the Class 1 accessible
emission limit of all three standards. Class 1 levels of laser radiation are not considered hazardous.

LASER RADIATION AND CONNECTORS

When the connector is in place, all laser radiation remains within the fiber. The maximum amount of
radiant power exiting the fiber (under normal conditions) is ~12.6 dBm or 55 x 10 watts.

Removing the optical connector from the transceiver allows laser radiation to emit directly from the
optical port. The maximum radiance from the optical port (under worst case conditions) is 0.8 W cm™
x 10% W m? sr-1.

2or8

Do not use optical instruments to view the laser output. The use of optical instruments to view laser
output increases eye hazard. When viewing the output optical port, power must be removed from the
network adapter.
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SAFETY INFORMATION: WICT1-12 T1 CARD

Warning  To reduce the risk of fire, use only No. 26 AWG or larger
telecommunication line cord.

CONSUMER INFORMATION AND FCC REQUIREMENTS

1. This equipment complies with Part 68 of the FCC rules, FCC Registration Number
6TGUSA-46505-DE-N Riverstone Networks Inc. Model WICT1-12 Made in the USA. On the
DS1/E1 WAN Module of this equipment is a label that contains, among other information, the FCC
registration number and Ringer Equivalence Number (REN) for this equipment. If requested,
provide this information to your telephone company.

2. The REN is useful to determine the quantity of devices you may connect to your telephone and still
have all those devices ring when your number is called. In most, but not all areas, the sum of the
REN's of all devices should not exceed five (5.0). To be certain of the number of devices you may
connect to your line, as determined by the REN, you should call your local telephone company to
determine the maximum REN for your calling area.

3. Ifyour DS1/E1 WAN Module causes harm to the telephone network, the Telephone Company may
discontinue your service temporarily. If possible, they will notify you in advance. But if advance
notice isn't practical, you will be notified as soon as possible. You will be advised of your right to
file a complaint with the FCC.

4. Your telephone company may make changes in its facilities, equipment, operations, or procedures
that could affect the proper operation of your equipment. If they do, you will be given advance
notice so as to give you an opportunity to maintain uninterrupted service.

5. If you experience trouble with this equipment DS1/E1 WAN Module, please contact Riverstone
Networks Inc., 5200 Great America Parkway, Santa Clara, CA 95054, 408 878-6500, for
repair/warranty information. The Telephone Company may ask you to disconnect this equipment
from the network until the problem has been corrected or you are sure that the equipment is not
malfunctioning.

6. There are no repairs that can be made by the customer to the DS1/E1 WAN Module.

This equipment may not be used on coin service provided by the Telephone Company. Connection
to party lines is subject to state tariffs. (Contact your state public utility commission or corporation
commission for information).

EQUIPMENT ATTACHMENT LIMITATIONS NOTICE

The Industry Canada label identifies certified equipment. This certification means that the equipment
meets the telecommunications network protective, operational and safety requirements as prescribed in
the appropriate Terminal Equipment Technical Requirements document(s). The Department does not
guarantee the equipment will operate to the user's satisfaction.

Before installing this equipment, users should ensure that it is permissible to be connected to the facilities
of the local telecommunications company. The equipment must also be installed using an acceptable
method of connection. The customer should be aware that the compliance with the above conditions may
not prevent degradation of service in some situations.
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Repairs to certified equipment should be coordinated by a representative designated by the supplier. Any
repairs or alterations made by the user to this equipment, or equipment malfunctions, may give the
telecommunications company cause to request the user to disconnect the equipment.

Users should ensure for their own protection that the electrical ground connections of the power utility,
telephone lines and internal metallic water pipe system, if present, are connected together. This precaution
may be particularly important in rural areas.

Caution: Users should not attempt to make connections themselves, but should contact the appropriate
electric inspection authority, or electrician, as appropriate.

NOTICE: The Ringer Equivalence Number (REN) assigned to each terminal device provides an indication
of maximum number of terminals allowed to be connected to a telephone interface. The termination on an
interface may consist of any combination of devices subject only to the requirement that the sum of the
Ringer Equivalence Numbers of all the devices does not exceed 5.
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RIVERSTONE NETWORKS, INC.
STANDARD SOFTWARE LICENSE AGREEMENT

IMPORTANT: BEFORE UTILIZING THE PRODUCT, CAREFULLY READ THIS LICENSE

AGREEMENT.

This document is a legal agreement ("Agreement") between You, the end user, and Riverstone Networks, Inc. ("Riverstone"). BY
USING THE ENCLOSED SOFTWARE PRODUCT, YOU ARE AGREEING TO BE BOUND BY THE TERMS AND CONDI-
TIONS OF THIS AGREEMENT AND THE RIVERSTONE STANDARD LIMITED WARRANTY, WHICH IS INCORPO-
RATED HEREIN BY REFERENCE. IF YOU DO NOT AGREE TO THE TERMS OF THIS AGREEMENT, RETURN THE
UNOPENED LICENSED MATERIALS, ALONG WITH THE HARDWARE PURCHASED IF PROVIDED ON SUCH HARD-
WARE, AND PROOF OF PAYMENT TO RIVERSTONE OR YOUR DEALER, IF ANY, WITHIN THIRTY (30) DAYS FROM
THE DATE OF PURCHASE FOR A FULL REFUND.

The parties further agree that this Agreement is between You and Riverstone, and creates no obligations to You on the part of Riv-
erstone's affiliates, subcontractors, or suppliers. You expressly relinquish any rights as a third party beneficiary to any agreements
between Riverstone and such parties, and waive any and all rights or claims against any such third party.

1.

viii

GRANT OF SOFTWARE LICENSE. Subject to the terms and conditions of this Agreement, Riverstone grants You the right

on a non-exclusive, basis for internal purposes only and only as expressly permitted by this Agreement

a. to use the enclosed software program (the "Licensed Software") in object code form on a single processing unit owned or
leased by You or otherwise use the software as embedded in equipment provided by Riverstone;
to use the Licensed Software on any replacement for that processing unit or equipment;

c. touse any related documentation (collectively with the Licensed Software the "Licensed Materials"), provided that You
may not copy the documentation;

d. to make copies of the Licensed Software in only the amount necessary for backup or archival purposes, or to replace a
defective copy; provided that You (i) have not more than two (2) total copies of the Licensed Software including the
original media without Riverstone's prior written consent, (ii) You operate no more than one copy of the Licensed
Software, (iii) and You retain all copyright, trademark and other proprietary notices on the copy.

RESTRICTION AGAINST COPYING OR MODIFYING LICENSED MATERIALS. All rights not expressly granted
herein are reserved by Riverstone or its suppliers or licensors. Without limiting the foregoing, You agree
a.  to maintain appropriate records of the location of the original media and all copies of the Licensed Software, in whole or
in part, made by You;
not to use, copy or modify the Licensed Materials, in whole or in part, except as expressly provided in this Agreement;
c. not to decompile, disassemble, electronically transfer, or reverse engineer the Licensed Software, or to translate the
Licensed Software into another computer language; provided that, if You are located within a Member State of the
European community, then such activities shall be permitted solely to the extent, if any, permitted under Article 6 of the
Council Directive of 14 May 1991 on the legal protection of computer programs, and implementing legislations
thereunder.
TERM AND TRANSFER. You may transfer the License Materials with a copy of this Agreement to another party only on
a permanent basis in connection with the transfer to the same party of the equipment on which it is used, and only if the other
party accepts the terms and conditions of this Agreement. Upon such transfer, You must transfer all accompanying written
materials, and either transfer or destroy all copies of the Software. Any attempted transfer not permitted by this Agreement is
void. You may not lease or rent the License Materials. This Agreement is effective until terminated. You may terminate the
Agreement at any time by destroying or purging all copies of the Licensed Materials. This Agreement will terminate
automatically without notice from Riverstone if You fail to comply with any provision of this Agreement. Upon such
termination, You must destroy the Licensed Materials as set forth above. Sections 4, 5, 6, 7, 8, 9, and 10 shall survive
termination of this Agreement for any reason.

TITLE AND PROPRIETARY RIGHTS.

(a) The Licensed Materials are copyrighted works and/or trade secrets of Riverstone and are the sole and exclusive property
of Riverstone, any company or a division thereof which Riverstone controls or is controlled by, or which may result from
the merger or consolidation with Riverstone (its "Affiliates"), and/or their suppliers. This Agreement conveys a limited
right to operate the Licensed Materials and shall not be construed to convey title to the Licensed Materials to You.

(b) You acknowledge that in the event of a breach of this Agreement, Riverstone shall suffer severe and irreparable damages
for which monetary compensation alone will be inadequate. You agree that in the event of a breach of this Agreement,
Riverstone shall be entitled to monetary damages and its reasonable attorney's fees and costs in enforcing this Agreement,
as well as injunctive relief to restrain such breach, in addition to any other remedies available to Riverstone.
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10.

MAINTENANCE AND UPDATES. Updates, upgrades, bug fixes, and maintenance and support services, if any, are
provided to You pursuant to the terms of a Riverstone Service and Maintenance Agreement, and only if Riverstone and You
enter into such an agreement. Except as specifically set forth in such agreement, Riverstone is under no obligation to provide
any updates, upgrades, patches, bug fixes, modifications, enhancements, or maintenance or support services to You.
Notwithstanding the foregoing, if you are provided or obtain any software or documentation of Riverstone, which is not
otherwise provided under a license from Riverstone, then Your use of such materials shall be subject to the terms of this
Riverstone Networks, Inc. Software License Agreement.

EXPORT REQUIREMENTS. Licensed Software, including technical data, is subject to U.S. export control laws, including
the U.S. Export Administration Act and its associated regulations, and may be subject to export or import regulations in other
countries. You agree to comply strictly with all such regulations and acknowledge that you have the responsibility to obtain
licenses to export, re-export or import Licensed Materials.

UNITED STATES GOVERNMENT RESTRICTED RIGHTS. The Licensed Materials are provided with RESTRICTED
RIGHTS. Use, duplication or disclosure of the Licensed Materials and accompanying documentation by the U.S. Government
is subject to restrictions as set forth in this Agreement and as provided in DFARS 227.7202-1(a) and 227.7202-3(a) (1995),
DRAS 252.227-7013(c)(ii) (OCT 1988), FAR 12.212(a)(1995), FAR 52.227-19, or FAR 52.227-14 (ALT III), as applicable.
Riverstone Networks, Inc.

LIMITED WARRANTY. The sole warranty provided under this Agreement and with respect to the Licensed Materials is set
forth in Riverstone's Standard Limited Warranty, which is incorporated herein by reference. THE RIVERSTONE
STANDARD LIMITED WARRANTY CONTAINS IMPORTANT LIMITS ON YOUR WARRANTY RIGHTS. THE
WARRANTIES AND LIABILITIES SET FORTH IN THE STANDARD LIMITED WARRANTY ARE EXCLUSIVE AND
ESTABLISH RIVERSTONE'S ONLY OBLIGATIONS AND YOUR SOLE RIGHTS WITH RESPECT TO THE LICENSED
MATERIALS AND THIS AGREEMENT. ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OR CONDITIONS OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, NONINFRINGEMENT
OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE
EXTENT ALLOWED BY APPLICABLE LAW.

LIMITATION OF LIABILITY. Your exclusive remedy for any claim in connection with the Licensed Materials and the
entire liability of Riverstone are set forth in the Riverstone Standard Limited Warranty. Except to the extent provided there, if
any, IN NO EVENT WILL RIVERSTONE OR ITS AFFILIATES OR SUPPLIERS BE LIABLE FOR ANY LOSS OF USE,
INTERRUPTION OF BUSINESS, LOST PROFITS OR LOST DATA, OR ANY INDIRECT, SPECIAL, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES OF ANY KIND, REGARDLESS OF THE FORM OF ACTION, WHETHER IN
CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABILITY OR OTHERWISE, EVEN IF RIVERSTONE OR
ITS AFFILIATE OR SUPPLIER HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE, AND WHETHER
OR NOT ANY REMEDY PROVIDED SHOULD FAIL OF ITS ESSENTIAL PURPOSE. THE TOTAL CUMULATIVE
LIABILITY TO YOU, FROM ALL CAUSES OF ACTION AND ALL THEORIES OF LIABILITY, WILL BE LIMITED TO
AND WILL NOT EXCEED THE PURCHASE PRICE OF THE LICENSED MATERIALS PAID BY YOU. YOU
ACKNOWLEDGE THAT THE AMOUNT PAID FOR THE LICENSED MATERIALS REFLECTS THIS ALLOCATION
OF RISK.

GENERAL. The provisions of the Agreement are severable and if any one or more of the provisions hereof are illegal or
otherwise unenforceable, in whole or in part, the remaining provisions of this Agreement shall nevertheless be binding on and
enforceable by and between the parties hereto. Riverstone's waiver of any right shall not constitute waiver of that right in
future. This Agreement (including the documents it incorporates) constitutes the entire understanding between the parties with
respect to the subject matter hereof, and all prior agreements, representations, statements and undertakings, oral or written, are
hereby expressly superseded and canceled. No purchase order shall supersede this Agreement. The rights and obligations of
the parties to this Agreement shall be governed and construed in accordance with the laws of the State of California, excluding
the UN Convention on Contracts for the International Sale of Goods and that body of law known as conflicts of laws. Any
dispute in connection with the Licensed Materials will be resolved in state or federal courts located in Santa Clara County,
California, U.S.A.. You consent to the personal jurisdiction of and waive any objections to venue in such courts.
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STANDARD LIMITED WARRANTY

Limited Warranty

Riverstone Networks, Inc. (“Riverstone”) warrants that for a period of one (1) year from the date of shipment from
Riverstone that the Riverstone hardware purchased by Customer (“Hardware”) will be free from defects in materials
and workmanship under normal use. This limited warranty extends only to Customer as original purchaser. Cus-
tomer’s sole and exclusive remedy and the entire liability of Riverstone, its suppliers and affiliates under this war-
ranty is, at Riverstone’s option, either (i) repair of the Hardware, (ii) replacement of the Hardware, or (iii) refund of
the purchase price of the Hardware (as evidenced by a copy of Customer’s purchase receipt), less any rebates or cred-
1ts.

Riverstone warrants that for a period of one (1) year from the date of shipment from Riverstone that the media on
which the Riverstone software purchased by Customer (“Software”) is furnished will be free from defects in materi-
als and workmanship under normal use. This limited warranty extends only to Customer as original licensee. Cus-
tomer’s sole and exclusive remedy and the entire liability of Riverstone, its suppliers and affiliates under this
warranty is replacement of the media on which the Software is furnished. Riverstone makes no warranty with respect
to the Software, and specifically disclaims any warranty that the Software is error free or that Customer will be able
to operate the Software without problems or interruptions.

Restrictions. No warranty will apply if the Hardware and/or Software (collectively, “Product”) (i) has been altered,
except by Riverstone; (ii) has not been installed, operated, repaired, or maintained in accordance with instructions
supplied by Riverstone; or (iii) has been subjected to abnormal physical, thermal or electrical stress, misuse, negli-
gence, or accident. In addition, Products are not designed or intended for use in (i) the design, construction, operation
or maintenance of any nuclear facility, (ii) navigating or operating aircraft; or (iii) operating life-support or life-criti-
cal medical equipment, and Riverstone disclaims any express or implied warranty of fitness for such uses.

Warranty Service Procedures

Customer must notify Riverstone of any defect in the Product within the applicable warranty period and provide
dated proof of original purchase prior to the return of any defective Product. Within ten (10) business days of the date
of notification, Riverstone will provide Customer with a Return Material Authorization (“RMA”’) number and the
location to which Customer must return the defective Product. Customer is responsible for proper packaging of Prod-
uct returned to Riverstone, including description of the failure, shipment to Riverstone’s designated location, and
return of Product within ten (10) days after issuance of the RMA number. In no event will Riverstone accept any
returned Product which does not have a valid RMA number. Customer’s failure to return Product within thirty (30)
days of its receipt of an RMA may result in cancellation of the RMA and/or the charge of the list price of any
advanced replacement product. Riverstone does not accept responsibility for any Product lost in transit and recom-
mends that the return be insured for the full value. Riverstone will use all reasonable efforts within thirty (30) days of
receipt of defective Product to repair or replace such Product or refund Customer’s purchase price.

Transportation costs relating to warranty service and any applicable duties will be borne by Customer. If a warranty
claim is invalid for any reason, Customer will be charged at Riverstone’s then-current standard rates for services per-
formed and will be charged for all expenses incurred by Riverstone.

Replacement Products or replacement parts used in the repair of Products may be new or reconditioned.

Riverstone shall not be responsible for Customer’s or any third party’s software, firmware, information, or memory
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data contained in, sorted on, or integrated with any Product returned to Riverstone, whether under warranty or not.
Customer is responsible for backing up its programs and data to protect against loss or corruption.

Disclaimer. EXCEPT AS SPECIFIED ABOVE, ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTA-
TIONS AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLIED WARRANTIES OR CON-
DITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY,
NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE, ARE
HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLE LAW.

Limitation of Liability. IN NO EVENT WILL RIVERSTONE OR ITS AFFILIATES OR SUPPLIERS BE
LIABLE FOR ANY LOSS OF USE, INTERRUPTION OF BUSINESS, LOST PROFITS, OR LOST DATA, OR
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES, OF ANY KIND REGARDLESS OF
THE FORM OF ACTION, WHETHER IN CONTRACT, TORT (INCLUDING NEGLIGENCE), STRICT LIABIL-
ITY OR OTHERWISE, EVEN IF RIVERSTONE OR ITS AFFILIATE OR SUPPLIER HAS BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGE, AND WHETHER OR NOT ANY REMEDY PROVIDED SHOULD
FAIL OF ITS ESSENTIAL PURPOSE. THE TOTAL CUMULATIVE LIABILITY TO CUSTOMER, FROM ALL
CAUSES OF ACTION AND ALL THEORIES OF LIABILITY, WILL BE LIMITED TO AND WILL NOT
EXCEED THE PURCHASE PRICE OF THE PRODUCT PAID BY CUSTOMER.
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DECLARATION OF CONFORMITY ADDENDUM

Application of Council Directive(s)

Manufacturer’s Name
Manufacturer’s Address

Conformance to Directive(s)/Product
Standards

Equipment Type/Environment

89/336/EEC
73/23/EEC

Riverstone Networks, Inc.

5200 Great America Parkway
Santa Clara, CA 95054

EC Directive 89/336/EEC
EC Directive 73/23/EEC
EN 55022

EN 50082-1

EN 60950

Networking equipment for use in a commercial
or light-industrial environment
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1 PREFACE

This manual provides reference information for the commands in the Riverstone Networks RS Switch Router
Command Line Interface (CLI). For product information not available in this manual, see the manuals listed in
Section 1.2, "Related Documentation."

1.1 HOW TO USE THIS MANUAL

The CLI commands and facilities are organized alphabetically in this manual. To locate information about a
command, go to the chapter for the command or for the facility that contains the command. For example, to find
information about the i nt er f ace add command, go to the interface Commands chapter, then locate the
description of the i nt er f ace add command within that chapter.

1.2 RELATED DOCUMENTATION

The RS documentation set includes the following items. Refer to these other documents to learn more about your
product.

Table 1-1 Related Documentation

For information about... See the...
Installing and setting up the RS Riverstone Networks RS Switch Router Getting
Started Guide

How to use CLI (Command Line Interface) Riverstone Networks RS Switch Router User Guide
commands to configure and manage the RS

SYSLOG messages and SNMP traps Riverstone Networks RS Switch Router Message
Reference Manual
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1.3 CLI PARAMETER TYPES

The following table describes all the parameter types you can use with the CLI.

Table 1-2 Parameter Types

Data Type Descripton Example
conditional A numerical conditional expression. <1024 or >2048 or !=4096
Special symbols are used to describe a
numerical condition: > (greater than), <
(less than) and != (not equal to).
hexadecimal A hexadecimal number a7 or Oxa7
hostname Hostname of an IP host gauguin or john-pc
hostname/IP Hostname or IP address of a host nagasaki or 10.43.1.4
keyword A keyword described in the list of on or off

acceptable keywords in the online help

interface name
or IP address

Name of an interface or its IP address

intl or 10.1.4.33

interface name list

A list of one or more interface names
delimited by commas

intl or intl,int2,int3

IP address An IP address of the form x.x.x.x. Some 10.1.2.3
commands may explicitly require a
unicast or multicast address.
IP address/mask A pair of IP address and mask values.  10.1.4.0/255.255.255.0 or

Depending on the command, the mask
may be a network mask or filtering
mask. The mask can be described using
the traditional IP address syntax
(255.0.0.0) or a CIDR syntax (/8).

10.1.4.0/24

IP address list

A list of IP addresses separated by
spaces but enclosed in quotes.

“10.1.4.4 10.1.5.5 10.1.6.6”

IPX network An IPX network address in

address hexadecimal

IPX An IPX network and node address of  alb2c¢3d4.0820a1:f3:38:11
the form <netaddr>.<macaddr> where

Zggvrv;rsk.node <netaddr> is the network address ofa ~ ©" aa89f383

host and <macaddr> is the node or
MAC address of the IPX host. For some
commands, if the node address is not
given, the node address is assumed to
be a wildcard.
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Table 1-2 Parameter Types

Data Type Descripton Example

IPX SAP An alphanumeric string representing a  serverl
valid IPX SAP server name where the

server name . .
following characters are illegal:
<=\

MAC address A MAC address specified in one of two  08:00:50:1a:2b:c3 or
forms: XX:XX:XX:XX:XX:XX OF 080050:1a2bc3
XXXXXX XXXXXX

number An integer number 100

numerical range A number or a range of numbers 5or7-10

range of ports within a module,
describe the range in parenthesis. You
can also specify non-consecutive ports
by using commas to separate them. The
wildcard character (*) can also be used
to specify all modules or all ports
within a module

port A single port et.1.4, gi.2.1, hs.3.1.100, or
se.4.2.200
port list A list of one or more ports. To specifya et.1.(3-8) or et.1.(1,3,5),

hs.(1-2).1.100, or se.4.(1-3).200,
gi2*

slot number

A list of one or more occupied slots in
the RS

lor7

of URL depends on the command
where the URL is used. Currently, two
URLs are supported:

TFTP: tfip://host/pathname

RCP: rep://username@host/pathname

string A character string. To include spaces in  abc or “abc def”
a string, specify the entire string in
double quotes ().
URL A Uniform Resource Locator. The type  tftp://10.1.4.5/test/abc.txt

rep://dave@rtr/test/abe.txt
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1.4  <PORT-LIST> SYNTAX

The <port-list> parameter of the port set commands is a comma-separated list of ports to be configured. Wildcard or
range sequences may be used as the last field of a port name. For example, when specifying a channel, the channel
number may be a wildcard. However, when specifying a virtual circuit, the virtual circuit can be a wildcard or range,
but a channel number must be explicitly specified.

% Note = Where appropriate, the keyword al | - por t S may also be used, if a command is
to be applied to all the relevant ports.

The syntax for each <port-list> element is:

®  For channelized ports:

<port-type>.<slot>.<port>[:<channel-number>][.<vc>]

®  For other ports, including unchannelized T1/E1:

<port-type>.<slot><port>[.<vc>]

* For SRP ports:

<port-type>.<slot><port>[.<side>]

<port-type>
The type of interface being configured, which can be one of the types shown in Table 1-3.

Table 1-3 Port Types

Port Type Description

at An Asynchronous Transfer Mode (ATM) interface.

el A G.703 European level-1 interface, with optional G.704/G.706 framing
(Channelized E1).

e3 A G.703 European level-3 interface, with optional G.751 framing.
(Channelized E3 or Clear Channel E3).

et An Ethernet interface.

gi A Gigabit Ethernet interface.

hs A HSSI interface.

se A Serial interface.

so A Packet Over SONET (POS) interface.

sr A Spatial Reuse Protocol (SRP) port. An SRP interface contains two sides (A

and B). Some commands allow the user to affect only one side so command
syntax includes the use of . @ and . b suffixes to identify a specific side.
Example: sr. 5. 1. b. To address an SRP interface as a single entity, use an
identifier such as sr. 5. 1 (no . a or . b suffix).
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Table 1-3 Port Types (Continued)

t1 A DS-1 or DSX-1 interface, as specified in ANSI T1.403/T1.408, and so on
(Channelized T1).

t3 A DS-3 interface, as specified in ANSI-T1.404 (Channelized T3 or Clear
Channel T3).

You can create pseudo devices, with port types shown in Table 1-4.

Table 1-4 Pseudo Device Port Types

Port Type Description

mp A Multilink PPP Bundle.
st A SmartTRUNK.
<slot>

The number of the slot in the router chassis containing the device, or the number of the pseudo device. For an SRP
card pair always use the slot number of side A — see the <side> field below for commands that operate on a single side
only.

<port>
The number of the port to be configured. The range of ports for each port type is shown in Table 1-5.

Table 1-5 Line card port density for port types

Port Type Port Density

ATM 1to2

Channelized T1 or 1to4

Channelized E1

Channelized T3 RS 16000, RS 32000 and RS 38000:

Channelized E3 e 1to4
Other systems
* Jto2

Clear Channel T3or 1or3

Clear Channel E3

Ethernet 1to 8 or

1to 16
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Table 1-5 Line card port density for port types (Continued)

Gigabit Ethernet RS 16000, RS 32000 and RS38000:
* Jtodor

* J]to8

Other systems:

e 1to2
HSSI 1to2
POS OC-3¢ 1to4
POS OC-12¢ 1to2
Serial 1to4
SRP 1

You can specify a range of ports, for example, t1.3.1-4. Also, you can specify ports as a comma-separated list by
entering the list in parentheses. For example, e1.1.(1-4,6).

<channel-number>

Available only for Channelized T1, E1 and T3 and E3 interfaces. For Channelized T1 and E1, and fractional T1 and
El interfaces, a channel is a group of timeslots. For Channelized T3 and E3 interfaces, a channel is a T1 or E1 line.

The channel-number is a logical channel number. For T1 and E1 interfaces, this does not correspond to a physical
time-slot on the interface. For T3 interfaces, the logical channel number corresponds to the physical time-slot. The
maximum number of logical channels on any one interface is limited by the number of usable time-slots (T1 and E1)
or TDM frames (T3/E3). The lowest legal channel number is “1°.

The range of values depends on the interface you are configuring, as shown in Table 1-6.

Table 1-6 Channel Ranges for Channelized T1, E1 and T3 Ports

Port Type Channel Range
Channelized T1 1to24
Channelized E1 1to 31
Channelized T3 1to28
Channelized E3 1to 16

You can specify a single channel number, a comma-separated list of channel numbers, or a range of channel numbers.
For a channel range, you must specify a start-channel and an end-channel; the end-channel must be a value greater
than that specified for the start-channel. See “<port-list> Examples” for examples.

For other port types, including unchannelized T1 and E1 (that is, where port framing is set to none), omit
<channel-number> and the preceding colon (:). However, the <vc> parameter is still permitted.
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<yc>

A virtual channel (VC) number for a Frame Relay interface.

<side>

Most commands that refer to an SRP port operate on both sides of the port - for these cases no <side> specification is
required. However for selected SRP and SONET configuration commands it is permissible to configure the two sides
independently. If this is required then a <side> of a or b is used. Note that the slot number must always be the slot
number of side A, even if only side B is being referred to. Thus if a card pair occupies slots 4 and 6 then sr.4.1 refers
to the card pair, sr.4.1.a to side A (in slot 4) and sr.4.1.b to side B (in slot 6).

<port-list> Examples

at.
et.
gi.
hs.
se.
so.
sr.
sr.
el.
el.

.h)_\
o o
SRS

*

el.
t1.
t1.
t1.
t3.
t3.

NI S
- . N1 o= -
- 0 -
> w
1 1
(o2} ~
*

* =
o
o

t3.
e3.

WONPBEPRPOWLLONWNOOOWRAWN-=2DN
A A A A A NN WW_ A AN RN
1 .

1.5 USE OF WAN-ENCAPSULATION

Certain port commands require that you also include wan- encapsul ati on frame-rel ay| ppp|
ci sco- hdl ¢ as part of the same command. The port commands where you must include this are:

For HSSI and Serial ports

See “port set” on page 37 command for non-channelized interfaces:
port set <port-list>|all-ports [...] wan-encapsul ation frane-relay| ppp|cisco-hdlc

For Channelized T1, E1 and T3 and E3 ports

See “port set framing” on page 50 for Channelized T1 and E1:

port set <port-list> fram ng none wan-encapsul ati on frame-rel ay| ppp| ci sco-hdl c

See “port set timeslots” on page 66 for Channelized T1, E1 and T3:
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port set <port-list> tineslots <start-slot>[ - <end-slot>] wan-encapsul ati on frane-rel ay|
ppp| ci sco-hdl c

See “port set ts16” on page 68 for Channelized E1:

port set <port-list> ts16 wan-encapsul ation frame-rel ay| ppp| ci sco-hdlc

For Clear Channel T3 and E3 ports

For the Clear Channel T3 and E3 commands, wan- encapsul at i on is optional. However, you must specify
wan- encapsul ati on with one of the commands (see Table 55-7 and Table 55-8), for example:

port set t3.2.3 fram ng n23 wan-encapsul ati on ppp
port set t3.2.3 cablelength 100
port set t3.2.3 scranbling-node enabl e
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2 ACL COMMANDS

The acl commands allow you to create ACLs (Access Control Lists) and apply them to IP and IPX interfaces on
the RS. An ACL permits or denies switching of packets based on criteria such as the packet’s source address and
destination address, TCP or UDP port number, and so on. When you apply an ACL to an interface, you can specify
whether the ACL affects incoming traffic or outgoing traffic. You also can enable a log of the ACL’s use.

21 COMMAND SUMMARY

The following table lists the ACL commands. The sections following the table describe the command syntax.

acl <name> apply [interface <InterfaceName> | al | -i p] i nput|out put
[1 oggi ng on| of f| deny-only|permt-only][policy |ocal|external]

acl <name> apply port <portlist>input|output [l ogging [on]off] [policy
| ocal | external]

acl <mname> apply service <ServiceName> [ | oggi ng [on| of f]]

acl <name> cl ear Counters aclnane| all| interface| service| port

acl <name> permit|deny icnp <SrcAddr/Mask> <DstAddr/Mask> [log]

acl <name> permit|deny ignp <SrcAddr/Mask> <DstIP/mask> [log]

acl <name> permit|deny ip <SrcAddr/Mask> <DstAddr/Mask> <SrcPort> <DstPort>
<tos>[accounting 5-m nutes| 15-ni nutes|hourly] [l ogd]

acl <name> permit|deny ip-protocol <proto-nun> <SrcAddr/Mask>
<DstAddr/Mask> <tos> <tos-mask> [ | og]

acl <name> permt|deny ipx <SrcAddr> <SrcSocket> <DstAddr> <DstSocket>
<SrcNetMask> <DstNetMask>

acl <name> permit|deny ipxgns <Serverdddr> <Servicelype> <ServiceName>

acl <name> permt|deny ipxrip <FromNetwork> <ToNetwork>

acl <name> permit|deny ipxsap <Serverdddr> <Servicelype> <ServiceName>

acl <name> permt|deny ipxtype20

acl <name> perm t|deny tcp <SrcAddr/Mask> <DstAddr/Mask> <SrcPort> <DstPort>
<tos> <tos-mask> [ account i ng 5-m nut es| 15-mi nut es| hourly] [established]

[1og]
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acl <name> perm t|deny udp <SrcAddr/Mask> <DstAddr/Mask> <SrcPort> <DstPort>
<tos> <tos-mask> [ accounti ng 5-m nutes| 15-m nutes| hourly] [I og]

acl -policy enable external| policy-routing-external

acl show [acl name <string>|all] | [interface <string>|all-ip] | [service] |
[ port <portlist>| al | -ports] | [all]
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acl Commands aclapply interface

acl apply interface Mode
Configure

Format

acl <name> apply [interface <InterfaceName> |al | -i p] i nput| out put [| oggi ng

on| of f| deny-only| pernit-only] [policy |ocal|external]

Description

The acl apply interface command applies a previously defined ACL to an interface. When you apply an
ACL to an interface, you implicitly enable access control on that interface. You can apply an ACL to filter out inbound
traffic, outbound traffic, or both inbound and outbound traffic. Inbound traffic is packets coming into the interface
while outbound traffic is packets going out of that interface.

When you apply an ACL, you also can enable ACL Logging by using the | oggi ng keyword. When you enable ACL
Logging on an interface, the RS displays ACL Logging messages on the console. The ACL log provides information
such as the interface name, the ACL name, whether the packet is forwarded or not, and the internal details of the packet.

You can also specify if the ACL is allowed to be modified or removed from the interface by an external agent (such as
a policy manager application) by using the pol i cy keyword. If you do not specify the pol i cy keyword, an external
agent is allowed to modify or remove the applied ACL. Note that the acl - pol i cy enabl e ext er nal command
must be in the configuration before an external agent can modify or remove an applied ACL.

Parameter Value Meaning
acl <name> Name of the ACL. The ACL must already be defined. To define an ACL,
use one of the commands described in other sections in this chapter.
interface <InterfaceName> Name of the interface to which you are applying the ACL.
all-ip Apply the ACL to all IP interfaces
i nput Applies the ACL to filter out inbound traffic.
out put Applies the ACL to filter out outbound traffic.
| oggi ng Enables or disables ACL logging for this interface. You can specify one
of the following keywords:
of f Disables all logging.
on Enables logging of packets that are dropped or forwarded because of any

ACL policy applied on that interface.

deny-only Enables logging of dropped packets only.

permt-only Enables logging of forwarded packets only.

pol i cy Allows or prevents an external agent from modifying or removing the
applied ACL. You can specify one of the following keywords:

Riverstone Networks RS Switch Router Command Line Interface Reference 2-3



acl apply interface acl Commands

Parameter Value Meaning
| ocal External agent cannot modify or remove the applied ACL.
ext er nal External agent can modify or remove the applied ACL. This is the
default.
Restrictions

You can apply only one ACL of each type (IP or IPX) to an interface at one time. For example, although you can define
two ACLs, “ipacl1” and “ipacl2”, you cannot apply them both to the same interface.

However, you can apply two ACLs to the same interface if one is for inbound traffic and one is for outbound traffic,
but not in the same direction. This restriction does not prevent you from specifying many rules in an ACL. You just
have to put all of these rules into one ACL and apply it to an interface.

You can apply IP ACLs only to IP interfaces. Likewise, you can apply IPX ACLs only to IPX interfaces.

Examples

To apply ACL “100” to interface int4 to filter out inbound traffic:

rs (config)# acl 100 apply interface int4 input

To apply ACL “nonfs” to interface intl6 to filter out outbound traffic and enable logging:

rs(config)# acl nonfs apply interface intl16 output |ogging on

2-4 Riverstone Networks RS Switch Router Command Line Interface Reference



acl Commands aclapply port

acl apply port Mode

Configure

Format

acl <mame> apply port <port list> i nput | out put [l oggi ng on|off] [policy local| external]

Description

The acl apply port applies a previously defined ACL to one or more ports. This command only applies to ports
operating in Layer 4 bridging mode. The ACLs that are applied to a Layer 4 bridging port are only used with bridged
traffic. Routed traffic is still subject to the ACLs that are attached to the interface.

Parameter Value Meaning
acl <name> Name of the ACL. The ACL must already be defined. To define an ACL, use one of
the commands described in other sections in this chapter.
port <port list> Specifies the port(s) in the Layer-4 bridging VLAN to which you are applying the
ACL.
i nput Applies the ACL to filter out inbound traffic.
out put Applies the ACL to filter out outbound traffic.
| oggi ng Enables or disables ACL logging for this port. You can specify one of the following
keywords:
of f Disables all logging.
on Enables logging of packets that are dropped or forwarded because of ACL.
policy Allows or prevents an external agent from modifying or removing the applied ACL.

You can specify one of the following keywords:

| ocal External agent cannot modify or remove the applied ACL.

external External agent can modify or remove the applied ACL. This is the default.

Restrictions

The line cards that contain the specified ports must support Layer 4 bridging. The RS software checks the line card(s)
and displays an error message if new line card(s) are necessary.

Examples

To apply ACL “14” to slot 1, gigabit port 3 and slot 3, 10/100 port 6 for inbound traffic:

rs(config)# acl 14 apply port gi.1l.2 et.3.6 input
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To apply ACL “l4out” to slot 5, all ports for outbound traffic and enable logging:

rs(config)# acl |4out apply port et.5.* output |ogging on
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acl apply service Mode

Configure

Format

acl <name> apply service <ServiceName> [| ogging [on|off]]

Description

Theacl apply servi ce command applies a previously defined ACL to a service provided by the RS. A service
is typically a server or agent running on the RS, for example, a Telnet server or SNMP agent. By applying an ACL
to a service, you can control which host can access individual services on the RS. This type of ACL is known as a
Service ACL. It does not control packets going through the RS. It only controls packets that are destined for the RS,
specifically, one of the services provided by the RS. As a result, a Service ACL, by definition, is applied only to
check for inbound traffic to the RS. The destination host of a Service ACL is by definition the RS. The destination
port is the well-known port of the service.

When you apply an ACL, you also can enable ACL Logging by using the | oggi ng keyword. When you enable ACL
Logging on an interface, the RS displays ACL Logging messages on the console. The ACL log provides information
such as the interface name, the ACL name, whether the packet is forwarded or not, and the internal details of the packet.

In addition, you may apply an ACL to a service on a per-interface basis, based on the destination address defined by
the ACL.

Parameter Values Meaning

acl <name> Name of the Service ACL. The ACL must already be defined. To define
an ACL, use one of the commands described in other sections in this
chapter.

service <ServiceName>  Name of the service on the RS to which you are applying the ACL.

Currently, the following services are supported:

http HTTP web server
snnp SNMP agent
ssh Secure Shell server
t el net Telnet server
[1 oggi ng] Enables or disables ACL logging for this interface. You can specify one
of the following keywords:
of f Disables logging.
on Enables logging.
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Restrictions

You can apply only one ACL of each type (IP or IPX) to a service at one time. For example, although you can define
two ACLs, “ipacll” and “ipacl2”, you cannot apply them both to the same service.

Examples

To permit access to the SNMP agent only from the host 10.4.3.33 (presumably an SNMP management station):

rs(config)# acl 100 permt udp 10.4.3.33
rs(config)# acl 100 apply service snnp

The following commands permit access to the Telnet server from hosts on the subnet 10.4.7.0/24 with a privileged
source port. In addition, with logging enabled, all incoming Telnet accesses are logged to the console.

rs(config)# acl 120 permt tcp 10.4.7.0/24 <1024
rs(config)# acl 120 apply service telnet |ogging on

The following commands permit access to the HTTP web server from subnet 10.12.4.0/24. Notice that even though
the destination address and port are specified for this ACL (10.12.7.44 and any port), they are ignored. This service
ACL will match only packets destined for the RS itself and the well-known port of the service (port 80 for HTTP).

rs(config)# acl 140 permt ip 10.12.4.0/24 any 10.12.7.44 any
rs(config)# acl 120 apply service http
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acl clearCounters Mode
Configure

Format

acl cl earCounters acl nane <string> | all| interface| service| port

Description

The acl cl ear Count er s commands allows you to clear ACL counters. With ACL logging enabled, the router
prints out a message about whether a packet is forwarded or dropped and counters keep track of these statistics. With
this command, you can clear these ACL counters.

Parameter Value Meaning

acl name <string> Clears the counter based on the name of the ACL. Specify al | to clear all
ACLs.

al | Clears all ACL counters.

interface <string> Clears ACL counters attached to specific interfaces. Specify al | - i p to clear

all counters with IP interfaces.

service Clears ACL counters that are applied to services.
port <port list> Clears ACL counters on specific ports. Specify al | - port s to clear counters
on all ports.
Restrictions
None
Examples

To clear the ACL counters for ACL ‘engacl’:

rs(config)# acl clearCounters acl nane engacl
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acl permit|deny icmp Mode

Configure

Format

acl <name> permit|deny icnp <SrcAddr/Mask> <DstAddr/Mask> <tos> | og

Description

Theacl pernmit icnp and acl deny i cnp commands define an ACL to allow or block ICMP traffic from
entering or leaving the RS. For each of the values describing a flow, you can use the keyword any to specify a wildcard
(“don’t care”) condition. If you do not specify a value for a field, the RS applies a wildcard condition to the field, giving
the same effect as if you specify the any keyword.

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
icnp Defines an ACL for ICMP.

<SrcAddr/Mask> The source address and the filtering mask of this flow. If the source
address is a network or subnet address, you must supply the filtering
mask. Generally, the filtering mask is the network mask of this network
or subnet. If the source address is that of a host then no mask is required.
By default, if a mask is not supplied, the source address is treated as that
of a host. You can specify the mask using the traditional IP address
format (“255.255.0.0”) or the CIDR format (“/16”)

<DstAddr/Mask> he destination address and the filtering mask of this flow. The same
requirements and restrictions for <SrcAddr/Mask> apply to
<DstAddr/Mask>.

<tos> IP TOS (Type of Service) value. You can specify a TOS value from 0 —
255.

| og This optional parameter allows you to enable ACL logging for this
specific ACL rule. Note that logging must be turned off in the acl
appl y command for logging to occur only on this specific ACL rule.
This is because turning logging on for the acl appl y command
enables logging for all ACL rules applied on the interface.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.
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Examples

aclpermit|deny icmp

To deny ICMP traffic from the subnet 10.24.5.0 (with a 24 bit netmask) to any destination:

rs(config)# acl

310 deny icnp 10.24.5.0/ 24 any

To create an ACL to permit ICMP traffic from the host 10.12.28.44 to subnet 10.43.21.0:

rs(config)# acl

312 permit icnp 10.12.28.44 10.43.21.0/ 24
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acl permit|deny igmp Mode

Configure

Format

acl <name> permit|deny ignp <SrcAddr/Mask> <DstAddr/Mask> <tos> | og

Description

Theacl pernmit ignp and acl deny i gnp commands define an ACL to allow or block IGMP traffic from
entering or leaving the RS. For each of the values describing a flow, you can use the keyword any to specify a wildcard
(“don’t care”) condition. If you do not specify a value for a field, the RS applies a wildcard condition to the field, giving
the same effect as if you specify the any keyword.

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
i gnp Defines an ACL for IGMP.

<SrcAddr/Mask> The source address and the filtering mask of this flow. If the source address
is a network or subnet address, you must supply the filtering mask.
Generally, the filtering mask is the network mask of this network or subnet.
If the source address is that of a host then no mask is required. By default,
if a mask is not supplied, the source address is treated as that of a host. You
can specify the mask using the traditional IP address format
(“255.255.0.0”) or the CIDR format (“/16”).

<DstAddr/Mask> The destination address and the filtering mask of this flow. The same
requirements and restrictions for <SrcAddr/Mask> apply to
<DstAddr/Mask>.

<tos> IP TOS (Type of Service) value. You can specify a TOS value from 0 — 255.

| og This optional parameter allows you to enable ACL logging for this specific
ACL rule. Note that logging must be turned off in the acl appl y
command for logging to occur only on this specific ACL rule. This is
because turning logging on for the acl appl y command enables logging
for all ACL rules applied on the interface.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.
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Examples

aclpermit|deny igmp

To create an ACL to deny IGMP traffic from the subnet 10.1.5.0 (with a 24 bit netmask) to any destination:

rs(config)# acl

410 deny ignmp 10.1.5.0/24 any

To create an ACL to permit IGMP traffic from the host 10.33.34.44 to subnet 10.11.21.0:

rs(config)# acl

714 permit ignp 10.33.34.44 10.11.21.0/ 24
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acl permit|deny ip Mode

Configure

Format

acl <mame> permt|deny ip <SrcAddr/Mask> <DstAddr/Mask> <SrcPort> <DstPort> <tos> <tos-mask>
any [ accounting 5-m nutes| 15-m nut es| hourly] | og

Description

Theacl permit ipandacl deny ip commands define an Access Control List to allow or block IP traffic
from entering or leaving the router. Unlike the more specific variants of the acl commands for TCP and UDP, the IP
version of the command includes IP-based protocols such as TCP, UDP, ICMP and IGMP. For each of the values
describing a flow, you can use the keyword any to specify a wildcard (“don’t care) condition. If you do not specify
a value for a field, the RS assumes that the value is a wildcard (as if you had specified the any keyword). The two
exceptions to this rule are the optional parameters <tos> (type of service) and account i ng. <tos> is a value from
0to 15. Theaccount i ng keyword is only valid for the per mi t command, can be placed anywhere on the command
line, and must be followed by a checkpoint time interval. When you specify the account i ng keyword, LFAP
accounting information will be sent to the configured server for flows that match the ACL.

Parameter Value Meaning

acl <name> Name of this ACL. You can use a string of characters or a number. The
string must be less than 100 characters.

ip Defines an ACL for IP.

<SrcAddr/Mask> The source address and the filtering mask of this flow. If the source address
is a network or subnet address, you must supply the filtering mask.
Generally, the filtering mask is the network mask of this network or subnet.
If the source address is that of a host then no mask is required. By default,
if a mask is not supplied, the source address is treated as that of a host. You
can specify the mask using the traditional IP address format
(“255.255.0.0”) or the CIDR format (“/16”).

<DstAddr/Mask> The destination address and the filtering mask of this flow. The same
requirements and restrictions for <SrcAddr/Mask> apply to
<DstAddr/Mask>.
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acl permit|deny ip

Parameter Value

Meaning

<SrcPort>

For TCP or UDP, the number of the source TCP or UDP port. This field
applies only to TCP or UDP traffic. If the incoming packet is ICMP or
another non-TCP or non-UDP packet and you specified a source or
destination port, the RS does not check the port value. The RS checks only
the source and destination IP addresses in the packet.

You can specify a range of port numbers using operator symbols; for
example, 10-20 (between 10 and 20 inclusive), >1024 (greater than 1024),
<1024 (less than 1024),!=1024 (not equal to 1024). The port numbers of
some popular services are already defined as keywords. For example, for
Telnet, you can enter the port number 23 as well as the keyword t el net .

<DstPort>

For TCP or UDP, the number of the destination TCP or UDP port. This field
applies only to incoming TCP or UDP traffic. The same requirements and
restrictions for <SrcPort> apply to <DstPort>.

<tos>

IP TOS (Type of Service) value. You can specify a TOS value from 0 — 255.

<tos-mask>

Mask value used for the TOS byte. You can specify a mask value from 0—
255. Default is 30. Specify any for any TOS value.

accounting

Valid with the per mi t command only. This optional parameter causes
LFAP accounting information to be sent to the configured server for flows
that match the ACL. The account i ng option must be followed by one of
the following checkpoint time periods.

5-m nut es

Valid with the per ni t command only. This parameter causes LFAP
accounting information to be sent every 5 minutes. You must specify the
account i ng parameter with this.

15-m nut es

Valid with the per ni t command only. This parameter causes LFAP
accounting information to be sent every 15 minutes. You must specify the
account i ng parameter with this.

hourly

Valid with the permit command only. This parameter causes LFAP
accounting information to be sent every hour. You must specify the
account i ng parameter with this.

| og This optional parameter allows you to enable ACL logging for this specific
ACL rule. Note that logging must be turned off in the acl appl y
command for logging to occur only on this specific ACL rule. This is
because turning logging on for the acl appl y command enables logging
for all ACL rules applied on the interface.
Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.
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acl permit|deny ip acl Commands

Examples

To create an ACL to permit IP traffic from the subnet 10.1.0.0 (with a 16 bit netmask) to any destination:

rs(config)# acl 100 permit ip 10.1.0.0/16 any

The following command creates an ACL to deny any incoming TCP or UDP traffic coming from a privileged port (less
than 1024). If the incoming traffic is not TCP or UDP, then the RS check only the source and destination addresses,
not the port number. Therefore, this ACL will deny all non-TCP and non-UDP traffic.

rs(config)# acl 120 deny ip any any 1-1024 any

To create an ACL to permit Telnet traffic (port 23) from the host 10.23.4.8 to the subnet 10.2.3.0:
rs(config)# acl 130 permt ip 10.23.4.8 10.2.3.0/24

The following command creates an ACL to permit all IP traffic. Since none of the ACL fields are specified, they are
all assumed to be wildcards.

rs(config)# acl allip permt ip

The above command is equivalent to the following:

rs(config)# acl allip permt ip any any any any any
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acl permit|deny ip-protocol Mode

Configure

Format

acl <mame> permt|deny ip-protocol <proto-num> <SrcAddr/Mask> <DstAddr/Mask> <tos> | og

Description

Theacl permit ip-protocol andacl deny ip-protocol commands define an Access Control List to
allow or block IP traffic from entering or leaving the router for any protocol type. Unlike the more specific variants of
the acl commands such as i p,t cp and udp, thei p- pr ot ocol version of the command allows the user to specify
any valid IP protocol type. This command allows the user to specify an IP protocol other than the ones available with
other acl permi t| deny commands. For example, to specify an ACL for IP encapsulation in IP, one can use the
IPinIP protocol type, 4, in the ACL. For each of the values describing a flow, you can use the keyword any to specify
awildcard (“don’t care”) condition. If you do not specify a value for a field, the RS assumes that the value is a wildcard
(as if you had specified the any keyword).

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
i p- protocol Defines an ACL for IP-Protocol ‘n’.

<proto-num> IP protocol number of this flow.

<SrcAddr/Mask> The source address and the filtering mask of this flow. If the source address is
a network or subnet address, you must supply the filtering mask. Generally,
the filtering mask is the network mask of this network or subnet. If the source
address is that of a host then no mask is required. By default, if a mask is not
supplied, the source address is treated as that of a host. You can specify the
mask using the traditional IP address format (“255.255.0.0”) or the CIDR
format (“/16”).

<DstAddr/Mask> The destination address and the filtering mask of this flow. The same
requirements and restrictions for <SrcAddr/Mask> apply to

<DstAddr/Mask>.
<tos> IP TOS (Type of Service) value. You can specify a TOS from 0 — 255.
| og This optional parameter allows you to enable ACL logging for this specific

ACL rule. Note that logging must be turned off in the acl appl y command
for logging to occur only on this specific ACL rule. This is because turning
logging on for the acl appl y command enables logging for all ACL rules
applied on the interface.
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Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples

To create an ACL to permit VRRP traffic (IP protocol type 112) from the subnet 10.14.0.0 (with a 16 bit netmask) to
any destination:

rs(config)# acl 100 permt ip-protocol 112 10.14.0.0/16 any

The following command has the same function as acl 120 deny i gnp since the protocol type for IGMP is 2.

rs(config)# acl 120 deny i p-protocol 2
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aclpermit|denyipx

acl permit|deny ipx Mode

Format

Configure

acl <name> permit|deny ipx <SrcAddr> <SrcSocket> <DstAddr> <DstSocket> <SrcNetMask>

<DstNetMask>

Description

Theacl permit ipxandacl

or leaving the RS.

deny i px commands define an ACL to allow or block IPX traffic from entering

Parameter Value

Meaning

acl <name>

Name of this ACL. You can use a string of characters or a number.

i px

Defines an ACL for IPX.

<SrcAddr>

The source IPX address in <network>. <node> format, where <network> is
the network address and <node> is the MAC address. The RS will interpret this
number in hexadecimal format. You do not need to use a “0x” prefix. You can
use the keyword any to specify a wildcard (“don’t care”) condition.

To specify any network, enter FFFFFFFF.<node>; to specify any node, enter
<network>.FF: FF: FF: FF: FF: FF.

<SrcSocket>

Source IPX socket. The RS will interpret this number in hexadecimal format.
You do not need to use a “0x” prefix. You can use the keyword any to specify a
wildcard (“don’t care”) condition.

<DstAddr>

The destination IPX address in <network>. <node> format. The syntax for the
destination address is the same as the syntax for the source address <SrcAddr>.
The RS will interpret this number in hexadecimal format. You do not need to use
a “0x” prefix. You can use the keyword any to specify a wildcard (“don’t care”)
condition.

<DstSocket>

Destination IPX socket. The RS will interpret this number in hexadecimal
format. You do not need to use a “0x” prefix. You can use the keyword any to
specify a wildcard (“don’t care™) condition.
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acl Commands

Parameter Value

Meaning

<SrcNetmask>

Source network mask. This field specifies a group of networks for which the
ACL applies. This mask field is ANDed with the network portion of <SrcAddr>
and the source network of the incoming packets to determine a hit. The RS will
interpret this number in hexadecimal format. You do not need to use a “0x”
prefix.

This is an optional argument and if you omit the argument, the RS uses the
hexadecimal value FFFFFFFF.

<DstNetmask>

Destination network mask. This field specifies a group of networks for which
the ACL applies. This mask field is ANDed with the network portion of
<DstAddr> and the destination network of the incoming packets to determine a
hit. The RS will interpret this number in hexadecimal format. You do not need
to use a “0x” prefix.

This is an optional argument and if you omit the argument, the RS uses the
hexadecimal value FFFFFFFF.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples

The following command creates an ACL to permit IPX traffic from the host with IPX address
AAAAAAAA. 01: 20: OA: F3: 24: 6D, any socket, to any other IPX address (network.node), any socket.

rs(config)# acl 100 permt

i px AAAAAAAA 01: 20: 0A: F3: 24: 6D any any any

The following command creates an ACL to deny IPX traffic from the host with IPX address
F6D5E4.01:20:0A:F3:24:6D, with socket address 451, to any other IPX address (network.node), any socket.

rs(config)# acl 200 deny ipx F6D5E4. 01: 20: OA: F3: 24: 6D 451 any any
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acl permit|deny ipxgn Mode
Configure

Format

acl <name> permit|deny ipxgns <ServerdAddr> <Servicelype> <ServiceName>

Description

Theacl permit ipxgnsandacl deny i pxgns commandsdefine an ACL to allow or block replying to GNS
requests.

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
i pxgns Defines an ACL for IPX Get Nearest Server.
<ServerAddr> The SAP server’s IPX address in <network>. <node> format, where

<network> is the network address and <node> is the MAC address. You can
use the keyword any to specify a wildcard (“don’t care”) condition.

<ServiceType> The SAP service type. Express the service type in hexadecimal. You do not need
to use a “0x” prefix. You can use the keyword any to specify a wildcard (“don’t
care”) condition.

<ServiceName>  The SAP service name. This is an optional argument and if you omit the
argument, the RS applies a wildcard condition to the field.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic. You can only apply the acl permit i pxgns and acl deny i pxgns
commands to output.

Examples

To create a GNS ACL to permit the RS to reply with the server “FILESERVER”, whose IPX address is
F6D5E4.01:20:0A:F3:24:5D, to get nearest server requests:

rs(config)# acl 100 pernit ipxgns F6D5E4. 01: 20: OA: F3: 24: 5D 0004
FI LESERVER
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To create a GNS ACL to prevent the RS from replying with the server “ARCHIVESERVER”, whose IPX address is
F6D5E4.01:20:0A:F3:24:5C, to a get nearest server request:

rs(config)# acl 200 deny ipxgns F6D5E4. 01: 20: OA: F3: 24: 5C 0009
ARCHI VESERVER
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acl permit|deny ipxrip Mode

Configure

Format

acl <name> permit|deny ipxrip <FromNetwork> <ToNetwork>

Description

Theacl pernit ipxripandacl deny i pxripcommandsdefine an ACL to allow or block IPX RIP traffic
from entering or leaving the RS.

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
i pxrip Defines an ACL for IPX RIP.

<FromNetwork> The “from” IPX network address. You can use the any keyword to specify a
wildcard condition. If you use any, the RS uses the value 0 for <FromNetwork>
and FFFFFFFE for <ToNetwork>.

<ToNetwork> The “to” IPX network address. This is an optional parameter. If you omit this
parameter, the value that the RS assumes depends on whether you specified any
for <FromNetwork>. If you omit the <ToNetwork> value and you used the
value any for <FromNetwork>, the RS sets the <ToNetwork> to FFFFFFFE.
If you omit the <7oNetwork> value but do not use the value any for
<FromNetwork>, the RS sets <ToNetwork> to the same value you specified for
<FromNetwork>.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples

To create an ACL to permit IPX RIP traffic from networks AA000001 to AAFFFFFF:
rs(config)# acl 100 permt ipxrip AA000001 AAFFFFFF
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acl permit|deny ipxsap Mode
Configure

Format

acl <name> permit|deny ipxsap <Serverdddr> <Servicelype> <ServiceName>

Description

Theacl permit ipxsapandacl deny i pxsap commands definean ACL to allow or block IPX SAP traffic
from entering or leaving the RS.

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
i pxsap Defines an ACL for IPX SAP.
<ServerAddr> The SAP server’s IPX address in <network>. <node> format, where

<network> is the network address and <node> is the MAC address. You can
use the keyword any to specify a wildcard (“don’t care”) condition.

To specify any network, enter FFFFFFFF.<node>; to specify any node, enter
<network>.FF: FF: FF: FF: FF: FF.

<ServiceType> The SAP service type. Express the service type in hexadecimal. You do not need
to use a “Ox” prefix. You can use the keyword any to specify a wildcard (“don’t
care”) condition.

<ServiceName>  The SAP service name. This is an optional argument and if you omit the
argument, the RS applies a wildcard condition to the field.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples
To create a SAP ACL to permit SAP information related to the server “FILESERVER” whose IPX address is
F6D5E4. 01: 20: OA: F3: 24: 5D:

rs(config)# acl 100 pernit ipxsap F6D5E4. 01: 20: OA: F3: 24: 5D 0004
FI LESERVER
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aclpermit|deny ipxsap

To create a SAP ACL to deny SAP information related to the server “ARCHIVESERVER” whose IPX address is
F6D5E4. 01: 20: OA: F3: 24: 5C:

rs(config)# acl
ARCHI VESERVER

200 deny i pxsap F6D5E4. 01: 20: OA: F3: 24: 5C 0009
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acl permit|deny ipxtype20 Mode

Configure

Format

acl <name> perm t|deny ipxtype20

Description

Theacl permit ipxtype20andacl deny ipxtype20 commands define an ACL to allow or block IPX
type 20 packets from entering or leaving the RS.

Parameter Value Meaning

acl <name> Name of this ACL. You can use a string of characters or a number.
i pxt ype20 Defines a Type 20 ACL for IPX.
Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples

To create an ACL to deny IPX type 20 packets:

rs(config)# acl 100 deny i pxtype20
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acl permit|deny tcp Mode

Configure

Format

acl <name> permt|deny tcp <SrcAddr/Mask> <DstAddr/Mask> <SrcPort> <DstPort> <tos> <tos-mask>
[accounting 5-minutes|15-minutes|hourly] [established] [log]

Description

Theacl permnmit tcpandacl deny tcp commands definean ACL to allow or block TCP traffic from entering
or leaving the RS. For each of the values describing a flow, you can use the keyword any to specify a wildcard (“don’t
care”) condition. If you do not specify a value for a field, the RS applies a wildcard condition to the field, giving the
same effect as if you specify the any keyword. The two exceptions to this rule are the optional parameters <tos> (type
of service) and account i ng. <tos> is a value from 0 to 15. The account i ng keyword is only valid for the

per m t command, can be placed anywhere on the command line, and must be followed by a checkpoint time interval.
When you specify the account i ng keyword, LFAP accounting information will be sent to the configured server for
flows that match the ACL.

Parameter Value Meaning
acl <name> Is the name of this ACL. You can use a string of characters or a number.
tcp Defines an ACL for TCP.

<SrcAddr/Mask> Is the source address and the filtering mask of this flow. If the source
address is a network or subnet address, you must supply the filtering mask.
Generally, the filtering mask is the network mask of this network or subnet.
If the source address is that of a host then no mask is required. By default,
if a mask is not supplied, the source address is treated as that of a host. You
can specify the mask using the traditional IP address format
(“255.255.0.0”) or the CIDR format (“/16”).

<DstAddr/Mask> Is the destination address and the filtering mask of this flow. The same
requirements and restrictions for <SrcAddr/Mask> apply to
<DstAddr/Mask>.

<SrcPort> For TCP or UDP, is the number of the source TCP or UDP port. This field
applies only to incoming TCP or UDP traffic. You can specify a range of
port numbers using operator symbols; for example, 10-20 (between 10 and
20 inclusive), >1024 (greater than 1024), <1024 (less than 1024),!=1024
(not equal to 1024). The port numbers of some popular services are already
defined as keywords. For example, for Telnet, you can enter the port
number 23 as well as the keyword t el net .

<DstPort> For TCP or UDP, is the number of the destination TCP or UDP port. This
field applies only to incoming TCP or UDP traffic. The same requirements
and restrictions for <SrcPort> apply to <DstPort>.

Riverstone Networks RS Switch Router Command Line Interface Reference 2-27



acl permit|deny tcp acl Commands

Parameter Value Meaning
<tos> Is the IP TOS (Type of Service) value. You can specify a TOS value from 0
—255.
<tos-mask> Mask value used for the TOS byte. You can specify a mask value from 0—

255. Default is 30. Specify any for any TOS value.

accounting Is valid with the per mi t command only. This keyword causes LFAP
accounting information to be sent to the configured server for flows that
match the ACL.The account i ng option must be followed by one of the
following checkpoint time periods.

5-mi nut es Valid with the per m t command only. This parameter causes LFAP
accounting information to be sent every 5 minutes. You must specify the
account i ng parameter with this.

15-m nut es Valid with the per mi t command only. This parameter causes LFAP
accounting information to be sent every 15 minutes. You must specify the
account i ng parameter with this.

hourly Valid with the per mi t command only. This parameter causes LFAP
accounting information to be sent every hour. You must specify the
account i ng parameter with this.

est abl i shed Allows TCP responses from external hosts, provided the connection was
established internally.

| og This optional parameter allows you to enable ACL logging for this specific
ACL rule. Note that logging must be turned off in the acl appl y
command for logging to occur only on this specific ACL rule. This is
because turning logging on for the acl appl y command enables logging
for all ACL rules applied on the interface.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples

To create an ACL to permit TCP traffic from the subnet 10.21.33.0 (with a 24 bit netmask) to any destination:

rs(config)# acl 100 permt tcp 10.21.33.0/255. 255. 255. 0 any

To create an ACL to deny any incoming HTTP traffic:

rs(config)# acl noweb deny tcp any any http any

To create an ACL to permit FTP traffic (both command and data ports) from subnet 10. 31. 34. 0 to 10. 31. 60. O:
rs(config)# acl ftplOO pernit tcp 10.31.34.0/24 10.31.60.0/24 20-21 any

2-28 Riverstone Networks RS Switch Router Command Line Interface Reference



acl Commands aclpermit|deny udp

acl permit/deny udp Mode

Configure

Format

acl <name> perm t|deny udp <SrcAddr/Mask> <DstAddr/Mask> <SrcPort> <DstPort> <tos> <tos-mask>
[accounting 5-mi nutes|15-m nutes| hourly] [ og]

Description

Theacl permit udpandacl deny udp commands define an ACL to allow or block UDP traffic from entering
or leaving the RS. For each of the values describing a flow, you can use the keyword any to specify a wildcard (“don’t
care”) condition. If you do not specify a value for a field, the RS applies a wildcard condition to the field, giving the
same effect as if you specify the any keyword. The two exceptions to this rule are the optional parameters <tos> (type
of service) and account i ng. <tos> is a value from 0 to 15. The account i ng keyword is only valid for the

per m t command, can be placed anywhere on the command line, and must be followed by a checkpoint time interval.
When you specify the account i ng keyword, LFAP accounting information will be sent to the configured server for
flows that match the ACL.

Parameter Value Meaning
acl <name> Name of this ACL. You can use a string of characters or a number.
udp Defines an ACL for UDP.

<SrcAddr/Mask> The source address and the filtering mask of this flow. If the source address is
a network or subnet address, you must supply the filtering mask. Generally,
the filtering mask is the network mask of this network or subnet. If the source
address is that of a host then no mask is required. By default, if a mask is not
supplied, the source address is treated as that of a host. You can specify the
mask using the traditional IP address format (“255.255.0.0”) or the CIDR
format (“/16”).

<DstAddr/Mask> The destination address and the filtering mask of this flow. The same
requirements and restrictions for <SrcAddr/Mask> apply to
<DstAddr/Mask>.

<SrcPort> For TCP or UDP, the number of the source TCP or UDP port. This field
applies only to incoming TCP or UDP traffic. You can specify a range of port
numbers using operator symbols; for example, 10-20 (between 10 and 20
inclusive), >1024 (greater than 1024), <1024 (less than 1024),!=1024 (not
equal to 1024). The port numbers of some popular services are already
defined as keywords. For example, for Telnet, you can enter the port number
23 as well as the keyword t el net .

<DstPort> For TCP or UDP, the number of the destination TCP or UDP port. This field
applies only to incoming TCP or UDP traffic. The same requirements and
restrictions for <SrcPort> apply to <DstPort>.
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Parameter Value

Meaning

<tos>

IP TOS (Type of Service) value. You can specify a TOS value from 0 — 255.

<tos-mask>

Mask value used for the TOS byte. You can specify a mask value from 0—255.
Default is 30. Specify any for any TOS value.

accounting

Valid with the per mi t command only. This keyword causes LFAP
accounting information to be sent to the configured server for flows that
match the ACL. The account i ng option must be followed by one of the
following checkpoint time periods.

5-m nut es

Valid with the per m t command only. This parameter causes LFAP
accounting information to be sent every 5 minutes. You must specify the
account i ng parameter with this.

15-m nut es

Valid with the per mi t command only. This parameter causes LFAP
accounting information to be sent every 15 minutes. You must specify the
account i ng parameter with this.

hourly

Valid with the per m t command only. This parameter causes LFAP
accounting information to be sent every hour. You must specify the
account i ng parameter with this.

| og

This optional parameter allows you to enable ACL logging for this specific
ACL rule. Note that logging must be turned offinthe acl appl y command
for logging to occur only on this specific ACL rule. This is because turning
logging on for the acl appl y command enables logging for all ACL rules
applied on the interface.

Restrictions

When you apply an ACL to an interface, the RS appends an implicit deny rule to that ACL. The implicit deny rule
denies all traffic. If you intend to allow all traffic that doesn’t match your specified ACL rules to go through, you must
explicitly define a rule to permit all traffic.

Examples

Here are some examples of ACL commands for permitting and denying UDP traffic flows.

rs(config)# acl 100 permt udp 10.1.3.0/24 any

Creates an ACL to permit UDP traffic from the subnet 10. 1. 3. O (with a 24 bit netmask) to any destination.

rs(config)# acl notftp deny udp any any tftp any

Creates an ACL to deny any incoming TFTP traffic.

rs(config)# acl udpnfs permt udp 10.12.0.0/16 10.7.0.0/16 any nfs

Creates an ACL to permit UDP based NFS traffic from subnet 10. 12. 0. O to subnet 10. 7. 0. 0.

2-30 Riverstone Networks RS Switch Router Command Line Interface Reference



acl Commands acl-policy enable external

acl-policy enable external Mode
Configure

Format

acl -policy enable external| policy-routing-external

Description

The acl - pol i cy enabl e command allows ACLs to be configured by an external agent, such as SNMP . If this
command is in the active configuration, an external server can create, modify, and delete ACLs on the RS. If this
command is not in the active configuration, then ACLs can only be created, modified, and deleted using the CLI.

Parameter Value Meaning

ext er nal Enables ACLs to be configured by an external agent such as SNMP.

pol i cy-routing-external Enables policy routing to be configured by an external agent such as
SNMP.

Restrictions

The only action allowed by the acl - pol i cy enabl e ext er nal command is to allow an external server to

create, modify, and delete ACLs. Once entered, this command must be negated in order to prohibit an external server
from creating, altering, or deleting ACLs. An external server can only modify ACLs that it created, or ACLs that were
created using the CLI with the “external” flag. It cannot modify an ACL that was created using the CLI with the “local”

flag.
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acl show Mode
Enable

Format

acl show [acl nane <string>|all] | [interface <string>|all-ip] | [service] | [port <port

list>| all -ports] | [all]

Description

Theacl show command allows you to display the ACLs currently configured. Using the parameters associated with
this command allows you to sort and display the ACLs by the name, interface, port, or service type.

Parameter Value Meaning
acl nanme Use this parameter to display ACLs by name.
<string> The name of the ACL.
al | Specify all to display all ACLs.
interface
<string> The name of the interface.
all-ip Specify all to display ACLs attached to all IP interfaces.
servi ce Use this parameter to display ACLs applied to services.
port Use this parameter to display ACLs applied to a specified port(s).
<port list> The list of port(s) or SmartTRUNK(s)
all -ports  Specify all to display ACLs applied to all ports.
al | Use this parameter to display all ACLs.
Restrictions
None.

2-32 Riverstone Networks RS Switch Router Command Line Interface Reference




acl Commands

2.2

REFERENCE

aclshow

Table 2-1 contains the numbers associated with various IP protocols. These numbers are used when one of the
selection criteria of an ACL rule is the parameter i p- pr ot ocol :

Table 2-1  IP protocol numbers
Number Service Protocol Name Reference
1 ICMP Internet Control Message Protocol [RFC792, JBP]
2 IGMP Internet Group Management Protocol [RFC1112, JBP]
3 GGP Gateway-to-Gateway Protocol [RFC823, MB]
4 1P IP in IP (encapsulation) [JBP]
5 ST Stream [RFC1190, IEN119, JWF]
6 TCP Transmission Control Protocol [RFC793, JBP]
7 UCL UCL [PK]
8 EGP Exterior Gateway Protocol [RFC888, DLM1]
9 IGP any private interior gateway p. [JBP]
10 BBN-RCC-MON BBN RCC Monitoring [SGC]
11 NVP-1I Network Voice Protocol [RFC741, SC3]
12 PUP PUP [PUP, XEROX]
13 ARGUS ARGUS [RWS4]
14 EMCON EMCON [BN7]
15 XNET Cross Net Debugger [IEN158, JFH2]
16 CHAOS Chaos [NC3]
17 UDP User Datagram Protocol [RFC768, JBP]
18 MUX Multiplexing [IEN9O, JBP]
19 DCN-MEAS DCN Measurement Subsystems [DLM1]
20 HMP Host Monitoring Protocol [RFC869, RH6]
21 PRM Packet Radio Measurement [ZSU]
22 XNS-IDP XEROX NS IDP [ETHER, XEROX]
23 TRUNK-1 Trunk-1 [BWB6]
24 TRUNK-2 Trunk-2 [BWB6]
25 LEAF-1 Leaf-1 [BWB6]
26 LEAF-2 Leaf-2 [BWB6]
27 RDP Reliable Data Protocol [RFC908, RH6]
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Table 2-1  IP protocol numbers (Continued)
Number Service Protocol Name Reference
28 IRTP Internet Reliable Transaction P. [RFC938, TXM]
29 ISO-TP4 ISO Transport Protocol Class 4 [RFC905, RC77]
30 NETBLT Bulk Data Transfer Protocol [RFC969, DDC1]
31 MFE-NSP MFE Network Services Protocol [MFENET, BCH2]
32 MERIT-INP MERIT Internodal Protocol [HWB]
33 SEP Sequential Exchange Protocol [JC120]
34 3PC Third Party Connect Protocol [SAF3]
35 IDPR Inter-Domain Policy Routing Protocol [MXS1]
36 XTP XTP [GXC]
37 DDP Datagram Delivery Protocol [WXC]
38 IDPR-CMTP IDPR Control Message Transport [MXS1]
Protocol
39 TP++ TP++ Transport [DXF]
40 IL IL Transport Protocol [DXP2]
41 SIP Simple Internet Protocol [SXD]
42 SDRP Source Demand Routing Protocol [DXET]
43 SIP-SR SIP Source Route [SXD]
44 SIP-FRAG SIP Fragment [SXD]
45 IDRP Inter-Domain Routing Protocol [Sue Hares]
46 RSVP Reservation Protocol [Bob Braden]
47 GRE General Routing Encapsulation [Tony Li]
48 MHRP Mobile Host Routing Protocol [David Johnson]
49 BNA BNA [Gary Salamon]
50 SIPP-ESP SIPP Encap Security Payload [Steve Deering]
51 SIPP-AH SIPP Authentication Header [Steve Deering]
52 I-NLSP Integrated Net Layer Security Protocol =~ [GLENN]
53 SWIPE IP with Encryption [J16]
54 NHRP NBMA Next Hop Resolution Protocol [JBP]
55-60 Unassigned [JBP]
61 any host internal protocol [JBP]
62 CFTP CFTP [CFTP,HCF2]
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Table 2-1  IP protocol numbers (Continued)
Number Service Protocol Name Reference
63 any local network [JBP]
64 SAT-EXPAK SATNET and Backroom EXPAK [SHB]
65 KRYPTOLAN Kryptolan [PXL1]
66 RVD MIT Remote Virtual Disk Protocol [MBG]
67 IPPC Internet Pluribus Packet Core [SHB]
68 any distributed file system [JBP]
69 SAT-MON SATNET Monitoring [SHB]
70 VISA VISA Protocol [GXT1]
71 IPCV Internet Packet Core Utility [SHB]
72 CPNX Computer Protocol Network Executive  [DXM2]
73 CPHB Computer Protocol Heart Beat [DXM2]
74 WSN Wang Span Network [VXD]
75 PVP Packet Video Protocol [SC3]
76 BR-SAT-MON Backroom SATNET Monitoring [SHB]
77 SUN-ND SUN ND PROTOCOL-Temporary [WM3]
78 WB-MON WIDEBAND Monitoring [SHB]
79 WB-EXPAK WIDEBAND EXPAK [SHB]
80 ISO-IP ISO Internet Protocol [MTR]
81 VMTP VMTP [DRC3]
82 SECURE-VMTP SECURE-VMTP [DRC3]
83 VINES VINES [BXH]
84 TTP TTP [IXS]
85 NSFNET-IGP NSFNET-IGP [HWB]
86 DGP Dissimilar Gateway Protocol [DGPML109]
87 TCF TCF [GALS]
88 IGRP IGRP [CISCO,GXS]
89 OSPFIGP OSPFIGP [RFC1583,JTM4]
90 Sprite-RPC Sprite RPC Protocol [SPRITE, BXW]
91 LARP Locus Address Resolution Protocol [BXH]
92 MTP Multicast Transport Protocol [SXA]
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Table 2-1  IP protocol numbers (Continued)

Number Service Protocol Name Reference

93 AX.25 AX.25 Frames [BK29]

94 IPIP IP-within-IP Encapsulation Protocol [JI6]

95 MICP Mobile Internetworking Control [JI6]
Protocol

96 SCC-SP Semaphore Communications Sec. [HXH]
Protocol

97 ETHERIP Ethernet-within-IP Encapsulation [RXHI]

98 ENCAP Encapsulation Header [RFC1241,RXB3]

99 any private encryption scheme [JBP]

100 GMTP GMTP [RXB5]

101-254 Unassigned [JBP]

255 Reserved [JBP]

1 ICMP Internet Control Message Protocol [RFC792, JBP]

Table 2-2 lists the source and destination ports for IP-based selection criteria. Notice that a port is specified by the
keyword that represents the port-type. For example, if the sour ce- port selection criteria is port 80 is specified in

an ACL as the keyword HTTP.

Table 2-2  Port types, numbers, and keywords

CLI Keyword Port Type Port Number
any Any port type Any port number
dns DNS 53
finger Finger 79
ftp-cmd FTP command 21
ftp-data FTP data 20
http HTTP (WWW) 80
https HTTP-Secure (WWW) 443
imap3 IMAP3 220
imap4 IMAP4 143
lpr lpr 515
nfs NFS 2049
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Table 2-2  Port types, numbers, and keywords (Continued)

CLI Keyword Port Type Port Number
nntp NNTP 119
ntp NTP 123
pop3 POP3 110
portmapper Portmapper 111
rexec R-Exec 512
rlogin R-Login 513
rshell R-Shell 514
snmp SNMP 161
smtp SMTP 25
telnet Telnet 23
tftp TFTP 69
x11 X11 6000
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3 ACL-EDIT COMMANDS

The acl - edit command activates the ACL Editor mode. The ACL Editor provides a user-friendly interface
for maintaining and manipulating rules in an ACL. Using the editor, you can add, delete or re-order ACL rules. In
addition, if the modified ACL is currently applied to an interface, the ACL is automatically “re-applied” to the
interface and takes effect immediately. To edit an ACL, you enter the acl - edi t command in Configure mode.
The command must also specify the name of the ACL you want to edit. Only one ACL can be edited at one time.

3.1 COMMAND SUMMARY

The following table lists the commands available with the ACL Editor. The sections following the table describe
the command syntax.

acl -edit <aclname>

acl <name> permt| deny

del ete <rule#>

exit

nmove <rule#> after <rule#>

save

show
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acl-edit Mode

Configure

Format

acl -edit <aclname>

Description

The acl - edi t command enters the ACL Editor to edit an ACL specified by the user. Once inside the ACL editor,
the user can then add, delete or re-order ACL rules for that ACL. If the ACL happens to be applied to an interface,
changes made to that ACL will automatically take effect when the changes are committed to the running system.

Parameter Value Meaning
acl -edi t <aclname>  Name of the ACL to edit.
Restrictions

Inside the ACL Editor, you can only add rules for the ACL you specified in the acl - edi t command. You cannot add
rules for other ACLs. Basically, each ACL editing session works only on one ACL at a time. For example, if you start
withacl -edit 110, you cannot add rules for ACL 121.

Example

To edit ACL 111:

rs(config)# acl-edit 111
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any

rs(acl-edit)> ?

acl - Configure L3 Access Control List
delete - Delete an ACL rule

exit - Exit current mode

move - Move an ACL rule

save - Save changes made to this ACL
show - Show contents of this ACL
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acl permit|deny* Mode
ACL Editor

Format

acl <name> permit|deny <address>

Description

The acl permit|deny commands are equivalent to the same commands in the Configuration mode. You can use
these commands to create rules for the ACL that you are editing. Just like the ACL commands in Configuration mode,
new rules are appended to the end of the rules. You can use the move command to re-order the rules.

Parameter Value Meaning

Refer to Chapter 2, "acl Commands."  Refer to Chapter 2, "acl Refer to Chapter 2, "acl Commands."
Commands."

Restrictions

You can only add rules for the ACL you specified in the acl-edit command. You cannot add rules for other ACLs. For
example, if you start with acl - edi t 110, you cannot add rules for ACL 121.

Example

To add a new rule (deny all UDP traffic) to ACL 111:

rs(config)# acl-edit 111
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any

rs(acl-edit)> acl 111 deny udp

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*: acl 111 deny udp
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delete Mode
ACL Editor

Format

del ete <rule#>

Description

The del et e commands allows the administrator to delete a specific rule from an ACL. When in the ACL Editor, each
rule is displayed with its rule number. One can delete a specific rule from an ACL by specifying its rule number with
the delete command.

Parameter Value Meaning

del ete <rule#> Number of the ACL rule to delete.
Restrictions
None

Example

To delete ACL rule number 2 from the ACL:

rs(config)# acl-edit 111
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any

3*: acl 111 deny udp

rs(acl-edit)> delete 2
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any

2*: acl 111 deny udp
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exit Mode
ACL Editor

Format

exit

Description

The exi t command allows the user to exit the ACL Editor. Before exiting, if changes are made to this ACL, the
system will prompt the user to see if the changes should be committed to the running system or discarded. If the user
commits the changes then changes made to this ACL will take effect immediately. If the ACL is applied to an interface,
the ACL is automatically re-applied to the interface. Packets going through this interface will be matched against the
new rules in this ACL. If the user chooses not to commit the changes, the changes will be discarded. The next time the
user edits this ACL, changes from the previous edit session will be lost.

Parameter Value Meaning

exit Exits the ACL Editor.
Restrictions
None

Example

To create an ACL to deny IGMP traffic from the subnet 10. 1. 5. O (with a 24 bit netmask) to any destination:

rs(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
3*: acl 111 deny udp

rs(acl-edit)> delete 2
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 deny udp

rs(acl-edit)> exit

rs(config)# acl 410 deny ignp 10.1.5.0/24 any
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move Mode
ACL Editor

Format

nove <src-rule#> after <dst-rule#>

Mode

ACL Editor

Description

The nove command provides the user with the ability to re-order rules within an ACL. When new rules are entered
in the ACL Editor, they are appended to the end of the rules. One can move these rules to the desired location by using
the move command. The move command can also be used on existing ACL rules created in Configuration mode
instead of the ACL Editor.

Parameter Value Meaning
nove <src-rule# Rule number of the rule you want to move.
>
after <dst-rule# Rule number of the rule after which you want the source rule to move to.
>
Restrictions
None
Examples

To move rule #2 to the end of the list:

rs(config)# acl-edit 111

1*: acl 111 permit tcp 10.1.15.0/24 10.
2*: acl 111 permit tcp 10.1.15.0/24 10.
3*: acl 111 permit udp 10.1.17.0/24 10.
4*: acl 111 permit udp 10.1.18.0/24 10.

.11.0/24 2000-2002 any
.11.0/24 2003-2005 any
.22.0/24 2000-2002 any
.34.0/24 2003-2005 any

[ G G

rs(acl-edit)> nove 2 after 4

1*: acl 111 permit tcp 10.1.15.0/24 10.
2*: acl 111 permit udp 10.1.17.0/24 10.
3*: acl 111 permit udp 10.1.18.0/24 10.
4*: acl 111 permit tcp 10.1.15.0/24 10.

.11.0/24 2000-2002 any
.22.0/24 2000-2002 any
.34.0/24 2003-2005 any
.11.0/24 2003-2005 any

[ G G
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save Mode
ACL Editor

Format

save

Description

The save command saves any non-committed changes made by the ACL Editor. If changes are made to this ACL,
the changes will be saved and will take effect immediately. If the ACL is applied to an interface, the ACL is
automatically re-applied to the interface. Packets going through this interface will be matched against the new rules in
this ACL. The save command also contains an implicit exit command. Regardless of whether changes were made by
the ACL Editor or not, upon completion of the Ssave command, the user exits the ACL Editor and returns to
Configuration mode. Consequently, one should issue the Save command after all the changes are made.

Parameter Value Meaning

save Saves any non-committed changes made by the ACL Editor.
Restrictions

None

Examples

To save and commit the changes made by the ACL Editor.

rs(config)# acl-edit 111
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any

3*: acl 111 deny udp

rs(acl-edit)> delete 2
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any

2*: acl 111 deny udp

rs(acl-edit)> save
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show Mode
ACL Editor

Format

show

Description

The show command displays the contents of the ACL currently being edited.

Parameter Value Meaning

show Displays ACL currently being edited.
Restrictions
None

Examples

To display the contents of the ACL currently being edited:

rs(acl-edit)# show
1*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2000-2002 any
2*: acl 111 permit tcp 10.1.15.0/24 10.1.11.0/24 2003-2005 any
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4 AGING COMMANDS

The agi ng commands control aging of learned MAC address entries in the RS’s L2 lookup tables or L3/L4
flows. Using the agi ng commands, you can show L2 or L3/L4 aging information, set or disable L2 aging on
specific ports, set or disable aging of L3/L4 flows, or set or disable NAT or LSNAT flows.

4.1

The following table lists the L2 and L3 aging commands. The sections following the table describe the command

COMMAND SUMMARY

syntax.

agi ng | 2 disabl e <port-list>| al | -ports

aging |12 set aging-timeout <seconds> port <port-list>| all-ports
aging | 2 show status

aging |13 set tineout <seconds>|di sabl e

aging |13 set nat-flowtimeout <minutes>| di sabl e

agi ng | 3 show status
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aging 12 disable Mode

Configure

Format

agi ng | 2 di sabl e <port-list>| al | -ports

Description

By default, the RS ages learned MAC addresses in the L2 lookup tables. Each port has its own L2 lookup table. When
a learned entry ages out, the RS removes the aged out entry. You can disable this behavior by disabling aging on all
ports or on specific ports.

Parameter Value Meaning

di sabl e <port-list> The port(s) on which you want to disable aging. You can specify a single port or
a comma-separated list of ports.

all-ports Ifyouusetheal | - ports keyword, aging is disabled on all ports.

Restrictions

None.

Examples

To disable aging on slot 1, port 3:

rs(config)# aging 12 disable et.1.3

To disable aging on slot 4, port 2, and slots 1 through 3, ports 4, 6, 7, and 8:
rs(config)# aging |12 disable et.4.2,et.(1-3).(4,6-8)

To disable aging on all ports:

rs(config)# aging |12 disable all-ports
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aging 12 set aging-timeout Mode

Configure

Format

aging |2 set <port-list>| al | -ports agi ng-ti meout <seconds>

Description

Theagi ng | 2 set agi ng-ti meout command sets the aging time for learned MAC entries. When the aging
time expires for a MAC address, the RS removes the MAC address from the specified port(s). The aging time is
specified in seconds.

Parameter Value Meaning

set <port-list> The port(s) on which you want to set the aging time. You can specify a single
port or a comma-separated list of ports.

all-ports  Ifyouusetheal | - ports keyword, the aging time is set on all ports.

agi ng-timeout <seconds> The number of seconds the RS allows a learned MAC address to remain in the
L2 lookup table (for the specified port). You can specify from 15 to 1000000
seconds. The default is 300 seconds.

Restrictions

None.

Example

To set the aging time to 15 seconds on all ports:

rs(config)# aging |12 set all-ports aging-tineout 15
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aging 12 show status Mode

User

Format

aging | 2 show status

Description

Theagi ng | 2 show st at us command shows whether L2 aging is enabled or disabled on RS ports. For ports on
which L2 aging is enabled, this command also shows the aging time.

Restrictions

None.

Example

This partial output shows whether L2 aging is enabled and the aging time for each port:

rs# aging | 2 show status

Por t Agi ng Ti meout (secs)
gi.3.1 Di sabl ed 300
gi.3.2 Di sabl ed 300
gi.3.3 Di sabl ed 300
gi.3. 4 Di sabl ed 300
gi.3.5 Di sabl ed 300
gi.3.6 Di sabl ed 300
gi.3.7 Di sabl ed 300
gi.3.8 Di sabl ed 300
et.5.1 Di sabl ed 300
et.5.2 Di sabl ed 300
et.5.3 Di sabl ed 300
et.5. 4 Di sabl ed 300
et.5.5 Di sabl ed 300
et.5.6 Di sabl ed 300
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aging Commands aging 13 settimeout

aging I3 set timeout Mode
Configure

Format

aging | 3 set tineout <seconds>|disable

Description

Theagi ng | 3 set tineout command sets the aging time for an L3/L4 flow. The aging time is specified in
seconds.

Parameter Value Meaning

ti meout <seconds> The number of seconds the RS allows for an L3/L4 flow. You can specify a value
from 4 to 3600 seconds. For example, in an ISP environment (where thousands of
flows are possible), you could change this value to 180-300 (3-5 minutes) to help in
keeping with longer-term flows. The default is 30 seconds.

di sabl e Disables L3/L4 aging.

Restrictions

None.

Example

To set the L3/L4 flow aging time to 300 seconds (5 minutes):

rs(config)# aging |13 set tineout 300
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aging I3 set nat-flow-timeout Mode

Configure

Format

aging |3 set nat-flowtinmeout <minutes>| di sabl e

Description

Theaging | 3 set nat-flowtinmeout command sets the aging time for NAT and LSNAT flows. The aging
time is specified in minutes.

Parameter Value Menaing

nat-flowtineout <minutes> The number of minutes the RS allows for NAT and LSNAT flows. You can
specify from 2 to 120 minutes. The default is 2 minutes.

di sabl e Disables NAT and LSNAT flow aging.

Restrictions

None.

Example

To set the NAT aging time to 5 minutes:

rs(config)# aging |13 set nat-flowtinmeout 5
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aging I3 show status Mode

User

Format

aging | 3 show status

Description

Theagi ng | 3 show st at us command shows whether L3/L4 aging is enabled or disabled on RS ports. For ports
on which L3/L4 aging is enabled, this command also shows the aging time.

Restrictions

None.

Example

To show whether L3/L.4 aging is enabled and the aging time for enabled ports:

rs# aging |3 show status
L3 Aging: Timeout 30 seconds
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5 ARP COMMANDS

The ar p commands enable you to add, display, and clear ARP entries on the RS.

51 COMMAND SUMMARY

The following table lists the ar p commands. The sections following the table describe the command syntax.

arp add <host> mac- addr <MAC-addr> exi t - port <port>keep-ti me <seconds>

arp clear <host>|all [interface <string>| all] [port <port>]

arp disable arp-overwite port <port>

arp set drop-unresol ved di sabl ed| enabl ed

arp set interface <name>|all keep-tinme <number>

arp set unresol ve-threshol d <num>

apr set unresolve-tiner <num>

arp show<[Paddr>| all [undecoded] [unresolved] [interface <string>| all]
[ port <port>]
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arp add Mode
Enable and
Configure
Format

arp add <host> mac-addr <MAC-addr> exit-port <port> keep-tinme <seconds>

Description

The ar p add command lets you manually add ARP entries to the ARP table. Typically, the RS creates ARP entries
dynamically. Using the ar p add command, you can create an ARP entry to last a specific amount of time or as a
permanent ARP entry. This command exists in both Enable and Configure mode with a slight variation. The
keep-ti nme option is valid only in Enable mode. The keep- t i ne option allows you to create an ARP entry to last
a specific amount of time.

The Configure mode version of the ar p add command does not use the keep-t i ne option. ARP entries created
in the Configure mode are permanent ARP entries and they do not have an expiration time. If the exit port is not
specified, then packets to the IP address for which the ARP entry is created are transmitted on all ports of the interface.
If an ARP request is received from the host for which the ARP entry was created, then the exit port is updated with the
port on which the ARP request was received, so that subsequent packets are transmitted on one port only.

Parameter Value Meaning

add <host> Hostname or IP address of this ARP entry.

mec- addr <MAC-addr>  MAC address of the host.

exit-port <port> The port for which you are adding the entry. Specify the port to which the host

is connected.

keep-time <seconds> The number of seconds this ARP entry should remain in the ARP table. A
value of 0 means this is a permanent ARP entry. This option is available in
Enable mode only.

Restrictions

None.
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Examples

To create an ARP entry for the IP address 10.8.1.2 on port et.4.2 for 15 seconds:

rs# arp add 10.8.1.2 mac-addr 08:00:20:a2:f3:49 exit-port et.4.2 keep-tinme 15

To create a permanent ARP entry for the host nfs2 on port et.3.1:

rs(config)# arp add nfs2 mac-addr 080020: 13a09f exit-port et.3.1
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arp Commands arpclear

arp clear Mode
Enable

Format

arp clear <host>|all [interface <string>| all] [port <port>]

Description

The ar p cl ear command lets you manually remove entries from the ARP table. The command can remove both
dynamic and permanent entries.

Parameter Value Meaning
cl ear <host> Hostname or IP address of the ARP entry to remove.
all Remove all ARP entries, thus clearing the entire ARP table.
interface Specify this optional parameter to clear entries in the ARP table that corresponds

to a specific interface.

<string> Specifies the interface name.

all Specifies all interfaces.

port <port> Specify this optional parameter to clear only entries in the ARP table that
corresponds to a specific exit port.

Restrictions

None.

Examples

To remove the ARP entry for the host 10.8.1.2 from the ARP table:

rs# arp clear 10.8.1.2

To clear the entire ARP table:

rs# arp clear all

If the Startup configuration file contains ar p add commands, the Control Module re-adds the ARP entries even if
you have cleared them using the ar p ¢l ear command. To permanently remove an ARP entry, use the negat e
command or N0 command to remove the entry. The following example removes the ARP entry for “nfs2” with the no
command:

rs# no arp add nfs2 macaddr 080020: 13a09f exit-port et.3.1
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arp disable arp-overwrite Mode

Configure

Format

arp disable arp-overwite port <port>

Description

Disables arp-overwrite for the specified port.

Parameter Value Meaning
port <port> The port for which arp-overwrite is disabled.
Examples

This command disables the ARP overwrite operation for port et.4.4:

rs(config)# arp disable arp-overwite port et.4.4
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arp Commands arp setdrop-unresolved

arp set drop-unresolved Mode
Configure

Format

arp set drop-unresol ved di sabl ed| enabl ed

Description

Thearp set drop-unresol ved command lets you specify how to deal with traffic that is unresolved by ARP.
This command specifies that the router will drop all traffic to unresolved IP addresses in hardware until the next hop
MAC address is resolved. Sixth and subsequent packets are dropped.

Parameter Value Meaning

dr op- unr esol ved Specifies whether the router will drop all traffic to unresolved IP addresses.

di sabl ed Specifies that all unresolved ARP traffic will be handled by the software. This
is the default.

enabl ed  Specifies that all unresolved ARP traffic will be dropped into the hardware. The
router then tries to resolve the next hop MAC address by sending ARP requests.

Examples

To drop unresolved ARP traffic:

rs(config)# arp set drop-unresol ved enabl ed
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arp set interface Mode

Configure

Format

arp set interface <name>|all keep-tinme <number>

Description

Thearp set interface command lets you specify the time, in seconds, that ARP entries are stored.

Parameter Value Meaning
interface <name> Name of the interface(s).
all All interfaces
keep-tine <number> Number of seconds that ARP entries are stored on the specified interface(s). The
default value is 1200 seconds (20 minutes).
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arp Commands arp setunresolve-threshold

arp set unresolve-threshold Mode
Configure

Format

arp set unresol ve-threshold <number>

Description

Thearp set unresol ve-threshol d command sets the maximum number of ARP entries that the CPU will
try to resolve in each attempt when ARP entries have traffic stopped in hardware.

Parameter Value Meaning

unresol ve-threshold  <uumber> Specifies the maximum number of ARP entries that the CPU will try to
resolve in each attempt when ARP entries have traffic stopped in
hardware. Specify any number greater than or equal to 1. The default is

35.

Examples

To set the maximum number of ARP entries to 100:

rs(config)# arp set unresol ve-threshold 100
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arp set unresolve-timer Mode

Configure

Format

arp set unresolve-tinmer <seconds>

Description

Thearp set unresol ve-ti nmer command sets the timer that controls when the CPU sends ARP requests and
tries to resolve those ARP entries which have traffic stopped in hardware.

Parameter Value Meaning

unresol ve-timer <uumber> Specifies the number of seconds between ARP requests. Specify any number
greater than or equal to 20. The default is 5 seconds.

Examples

To configure the CPU to send out ARP requests every 10 seconds:

rs(config)# arp set unresolve-tiner 10
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arp Commands arpshow

arp show Mode
Enable

Format

arp show<[Paddr>|all [undecoded] [unresolved] [interface <string>| all] [port <port>]

Description

The ar p showcommand displays the entire ARP table.

Parameter Value Meaning
show <[Paddr> Shows the ARP entry for the specified IP address.
all Shows all entries in the ARP table.
undecoded Specify this optional parameter to show MAC addresses in hexadecimal format.
unr esol ved Specify this optional parameter to show only MAC addresses in the ARP table that

have yet to be mapped to a network layer address.

interface <string> Specify this optional parameter to show only addresses in the ARP table that are
associated with the specific interface.

al | Specifies all interfaces.

port <port> Specify this optional parameter to show only addresses in the ARP table that
correspond to a specific exit port.
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6 ASPATH-LIST COMMANDS

The aspat h-1i st commands allow you to create a single identifier for a list of AS path regular expressions.
You can then use the identifier in a route-map definition to match the AS path of a route.

6.1 COMMAND SUMMARY

The following table lists the aspat h-1i st commands. The sections following the table describe the command
syntax.

aspat h-1i st <identifier> perm t <sequence-number> <regular-expression>
aspat h-1i st <identifier> deny <sequence-number> <regular-expression>
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aspath-list permit/deny aspath-list Commands

aspath-list permit/deny Mode

Configure

Format

aspat h-1i st <identifier> perm t <sequence-number> <regular-expression>
aspat h-1i st <identifier> deny <sequence-number> <regular-expression>

Description

The aspat h- 1 i st commands allow you to create a single identifier for a list of AS path regular expressions. You
can then use the identifier in a route-map definition to match the AS path of a route. The aspat h-1i st perm t
command permits the routes that are matched by the regular expression to be imported or exported. The

aspat h-1i st deny command prevents the routes that are matched by the regular expression from being imported
or exported.

The RS does not append an implicit deny rule to deny routes that do not match the regular expressions in the AS path
list. If you want to prevent the import or export of routes that do not match a list of AS path regular expressions, you
must explicitly define an aspat h-1i st deny command with the last sequence number for that list.

The bgp show aspat h-regul ar - expr essi ons command shows the permit/deny commands and sequences
for each AS path regular expressions list.

Parameter Value Meaning

aspat h-11i st <identifier> Specifies the identifier for a list of
AS path regular expressions.

permit Permits the routes matched by this
regular expression to be
imported/exported.

deny Prevents the routes matched by
this regular expression from being
imported/exported.

<sequence-number> Number between 1-65535 that
indicates the position a new AS
path regular expression is to have
in the list of AS path regular
expressions already configured
with the same identifier. AS path
regular expressions with the same
identifier are executed in the order
of increasing sequence numbers.

<regular-expression> Specifies a regular expression that
is used to match the AS path in a
route-map definition. Enclose the
expression in quotes.
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aspath-list Commands aspath-listpermit/deny

Restrictions

None.

Example

In the following example, the first command permits routes that match the specified AS path regular expression and
associates it with the identifier “asl1”. The second command denies all routes that do not match the AS path regular
expression specified by the first command. Note that the second command has a sequence number of 50 and thus will
always be executed after commands with a lower sequence number.

rs(config)# aspath-list asl1 pernmt 10 “.* 300 .*”
rs(config)# aspath-list asl1 deny 50
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7 ATM COMMANDS

7.1 COMMAND SUMMARY

The following table lists the at mcommands. The sections following this table describe the command syntax for

each command.

atm add vcl <ATM port> to <vc group> [priority | ow medi uni hi gh|control]

[ broadcast-mul ticast]

atm apply service <string> port <port-listjvc group>

atm cl ear stats port <port-list>

atm create vcgroup <ve-group> sl ot <num>

atmcreate vcl port <port-list> [ aal 1]

at m define service <string> <options>

at m pi ng port <port>[count <num>] [end-to-end] [location-id <id>]
[discover] [none] [wait <number>]

atmrestart ppp port <port>

atm set cross-connect <ATM-port> to <ATM-port>

atm set peer-addr port <port>i p-address <ipaddr>|i px-address
<netaddr>.<macaddr>

atm set port <port-list>|al |l -ports ais-up <num>|ais-down <num>

atm set port <port-list>|al |l -ports cell-mapping direct|plcp

atm set port <port-list>all-ports location-id <id>

atm set port <port-list>| al |l -ports mac-addr- hop- prevention

atm set port <port-list>| all-ports oam detect-down <number>

atm set port <port-list>| all-ports oam detect-up <number>

atm set port <port-list>| all-ports oversubscription-enabl ed

atm set port <port-list>| all -ports pdh-cell-scranble on| of f

atm set port <port-list>|al | - ports vpi-bits <num>
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atm

set vcgroup port <ve group> forced- bri dged

atm

set vcl port <port>forced-bridged | traffic-stats-enable

atm

show port-settings <port-list>| al | -ports

atm

show port-stats <port-list>

atm
all |

show ppp port <port-list>|all [summary] [down-protocols
aut hori zation| bridging|ip| ipx||cp]

atm

show servi ce <service-name>| al |

atm

show vc-stats {port <port-list>| all} [oani

atm

show vcgroup port <vcgroup>| al |

atm

show vcl {port <port-list>|all} {summary port <port-list>|all}

atm

show vpl {port <portlist>|all} {summary port <port-list>| al |}
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atm Commands atmaddvcl

atm add vcl Mode

Configure

Format

atm add vcl <ATM port>to <vc group>[priority |ow nmedi uni hi gh|control]
[ broadcast-nul ti cast]

Description

The at m add vcl command adds a virtual channel to a predefined virtual channel group. A virtual channel group
is a grouping of up to four separate virtual channels. This grouping is handled by the RS as one large virtual circuit.
Create a VC group using the "atm create vegroup” command later in this chapter.

Each VC within a virtual channel group is assigned one (or more) of four priority levels: low, medium, high, and
control. The priority level prioritizes the data on the separate VCs in case of the connection becoming oversubscribed
and packets start dropping off. This feature is advantageous when various data traffic passing between two end devices
through one virtual channel needs to be prioritized.

One virtual channel within a VC group can be designated as a broadcast or multicast virtual channel.

Parameter Value Meaning

vel <ATM port> The port name in the format: medi a. sl ot . port. vpi . vci
medi a Is the media type. This is always at for an ATM port.
sl ot Is the slot number where the module is installed.
port Isthe number of the port through which data is passing.
vpi Is the Virtual Path Identifier.

vci Is the Virtual Channel Identifier.

to <vc group> Is the virtual channel group designation. Specify a designation in the
following format: vg.group_index, where the group index is any
number between 1 and 4095.

priority Is the priority level assigned to the virtual channel within the VC
group.
I ow Assigns low priority level for the virtual channel.
medi um Assigns medium priority level for the virtual channel.
hi gh Assigns high priority level for the virtual channel.
control Assigns control priority level for the virtual channel.
br oadcast - mul ti cast Specifies that the virtual channel being added will be designated as the

broadcast VC. Note that only one virtual channel may be designated as
the broadcast VC. The default is that broadcast-multicast traffic will be
transmitted through the lowest priority VC.
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Restrictions

This command is valid for the ATM OC-12 line card only.
There are some restrictions that should be observed when adding a virtual channel to a VC group.

Ifa VC group has a service applied to it, the VCs that are added to the VC group must not already have a service applied
to it. Either a service can be applied to each individual VC within the VC group, or the VC group can have a service
applied to it.

You must remove any service profile first, then add the virtual channel to a VC group. The virtual channel will then
take on the service profile applied to the whole group.

The virtual channel cannot already belong to a VLAN. You must remove the virtual channel from any VLAN before
adding it to a VC group.

The virtual channel cannot already belong to an interface. You must remove the virtual channel from any interface
before adding it to a VC group.

You cannot add a virtual channel with forced-bridged enabled to a VC group.

Example

To add the virtual channel ‘at.2.1.0.100° to the VC group ‘vg.1’, with a high priority:

rs(config)# atmadd vcl at.2.1.0.100 to vg.1 priority high
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atm apply service Mode
Configure

Format

atm apply service <service-name> port <port list | vc group>

Description

The at m appl y servi ce command applies a service profile to a VC, VC group, VP, and/or ATM port. Service
profiles define certain values for traffic and PPP parameters. Each service profile has its own unique set of traffic
guarantees in handling transmission of ATM cells.

An important concept when applying service profile definitions is the concept of inheritance. Since a service profile
definition can be applied to a virtual channel, virtual path, or on a port; the actual connection can inherit the service
profile definition from any one of the three. The virtual channel will inherit the service profile definition that is directly
applied on it. If no service profile was applied to the virtual channel, the connection will inherit the service profile
applied to the virtual path. If no service profile definition was applied to the virtual path, then the connection will
inherit the service profile applied to the ATM port. If no service prof