1/26/96-Rev: A1.2 Page 1 Sam Halabi-cisco Systems

BGP4 Case Studies/Tutorial

Sam Halabi-cisco Systems

The purpose of this paper is to introduce the reader to the latest in BGP4 terminology and design issues. It is targeted to the novice as well as the experienced user. For any clarification or comments please send e-mail to shalabi@cisco.com.

Copyright 1995 ©Cisco Systems Inc.

1/26/96-Rev: A1.2 Page 2 Sam Halabi-cisco Systems

1.0 Introduction..............................................................................................................4

1.1 How does BGP work ...........................................................................................................4 1.2 What are peers (neighbors) ..................................................................................................4 1.3 Information exchange between peers...................................................................................4

2.0 EBGP and IBGP ......................................................................................................5 3.0 Enabling BGP routing..............................................................................................6

3.1 BGP Neighbors/Peers ..........................................................................................................7

4.0 BGP and Loopback interfaces ...............................................................................10 5.0 EBGP Multihop .....................................................................................................11

5.1 EBGP Multihop (Load Balancing) ....................................................................................12

6.0 Route Maps ............................................................................................................13 7.0 Network command.................................................................................................17

7.1 Redistribution.....................................................................................................................18 7.2 Static routes and redistribution ..........................................................................................20

8.0 Internal BGP ..........................................................................................................22 9.0 The BGP decision algorithm..................................................................................23 10.0 As_path Attribute...................................................................................................24 11.0 Origin Attribute......................................................................................................25 12.0 BGP Nexthop Attribute..........................................................................................27

12.1 BGP Nexthop (Multiaccess Networks)..............................................................................29 12.2 BGP Nexthop (NBMA) .....................................................................................................30 12.3 Next-hop-self .....................................................................................................................31

13.0 BGP Backdoor .......................................................................................................32 14.0 Synchronization .....................................................................................................34

14.1 Disabling synchronization .................................................................................................35

15.0 Weight Attribute.....................................................................................................37 16.0 Local Preference Attribute.....................................................................................39 17.0 Metric Attribute .....................................................................................................41 18.0 Community Attribute.............................................................................................44 19.0 BGP Filtering.........................................................................................................45

19.1 Route Filtering ...................................................................................................................45 19.2 Path Filtering......................................................................................................................47 19.2.1 AS-Regular Expression .......................................................................................49 19.3 BGP Community Filtering.................................................................................................50

20.0 BGP Neighbors and Route maps ...........................................................................53

20.1 Use of set as-path prepend .................................................................................................55 20.2 BGP Peer Groups...............................................................................................................56

21.0 CIDR and Aggregate Addresses ............................................................................58

1/26/96-Rev: A1.2 Page 3 Sam Halabi-cisco Systems

21.1 Aggregate Commands........................................................................................................59 21.2 CIDR example 1 ................................................................................................................61 21.3 CIDR example 2 (as-set)....................................................................................................63

22.0 BGP Confederation................................................................................................65 23.0 Route Reflectors.....................................................................................................68

23.1 Multiple RRs within a cluster ............................................................................................71 23.2 RR and conventional BGP speakers ..................................................................................73 23.3 Avoiding looping of routing information...........................................................................74

24.0 Route Flap Dampening ..........................................................................................75 25.0 How BGP selects a Path ........................................................................................79 26.0 Practical design example: ......................................................................................80

1/26/96-Rev: A1.2 Page 4 Sam Halabi-cisco Systems

1.0 Intr oduction

The Border Gateway Protocol (BGP), defined in RFC 1771, allows you to
create loop free interdomain routing between autonomous systems. An
autonomous system is a set of routers under a single technical
administration. Routers in an AS can use multiple interior gateway
protocols to exchange routing information inside the AS and an exterior
gateway protocol to route packets outside the AS.

1.1 How does BGP work

BGP uses TCP as its transport protocol (port 179). Two BGP speaking
routers form a TCP connection between one another (peer routers) and
exchange messages to open and confirm the connection parameters.

BGP routers will exchange network reachability information, this
information is mainly an indication of the full paths (BGP AS numbers)
that a route should take in order to reach the destination network. This
information will help in constructing a graph of ASs that are loop free
and where routing policies can be applied in order to enforce some
restrictions on the routing behavior.

1.2 What ar e peers (neighbors)

Any two routers that have formed a TCP connection in order to exchange
BGP routing information are called peers, they are also called neighbors.

1.3 Information exchange between peers

BGP peers will initially exchange their full BGP routing tables. From
then on incremental updates are sent as the routing table changes. BGP
keeps a version number of the BGP table and it should be the same for all
of its BGP peers. The version number will change whenever BGP updates the
table due to some routing information changes. Keepalive packets are sent
to ensure that the connection is alive between the BGP peers and
notification packets are sent in response to errors or special
conditions.

1/26/96-Rev: A1.2 Page 5 Sam Halabi-cisco Systems

2.0 EBGP and IBGP

If an Autonomous System has multiple BGP speakers, it could be used as a
transit service for other ASs. As you see below, AS200 is a transit
autonomous system for AS100 and AS300.

It is necessary to ensure reachability for networks within an AS before
sending the information to other external ASs. This is done by a
combination of Internal BGP peering between routers inside an AS and by
redistributing BGP information to Internal Gateway protocols running in
the AS.

As far as this paper is concerned, when BGP is running between
routers belonging to two different ASs we will call it EBGP (Exterior
BGP) and for BGP running between routers in the same AS we will call it
IBGP (Interior BGP).

AS100

AS200

AS300

EBGP

IBGP

˙�ÔÓŒ)vR&)/FVR&)OÆGvR&)/ command or with route-maps as will be demonstrated in the following example: Thebgp default local-preference

                  <value> command will set the local pref-
erence on the updates out of the router going to peers in the same AS.
In the above diagram, AS256 is receiving updates about 170.10.0.0 from
two different sides of the organization. Local preference will help us
determine which way to exit AS256 in order to reach that network. Let us
assume that RTD is the preferred exit point. The following conf

                                   iguration
will set the local preference for updates coming from AS300 to 200 and
those coming from AS100 to 150.

IBGP

Local Pr ef = 200

Local Pr ef= 150 RTD RTC

RTA

170.10.0.0

RTB

set local pr ef 150 set local pr ef 200 AS256

AS300

AS100

1.1.1.1

1.1.1.2

128.213.11.1 128.213.11.2

3.3.3.3

3.3.3.4

AS34

<mask> <mask don’t care bits>

ex: access-list 101 permit ip 160.0.0.0 0.255.255.255 255.0.0.0 0.0.0.0

This list will permit 160.0.0.0/8 only.

Another type of f iltering, is path f iltering which is described in the next section.

1/26/96-Rev: A1.2 Page 47 Sam Halabi-cisco Systems

19.2 Path Filtering

You can specify an access list on both incoming and outgoing updates
based on the BGP autonomous system paths information. In the above figure
we can block updates about 160.10.0.0 from going to AS100 by defining an
access list on RTC that prevents any updates that have originated from AS
200 from being sent to AS100. To do this use the following statements.

ip as-path access-list access-list-number {permit|deny} as-regular-
expression^1

neighbor {ip-address|peer-group-name} filter-list access-list-number
{in|out}
The following example will stop RTC from sending RTA updates about
160.10.0.0

RTC#
router bgp 300
neighbor 3.3.3.3 remote-as 200
neighbor 2.2.2.2 remote-as 100
neighbor 2.2.2.2 filter-list 1 out (the 1 is the access list number
below)

1. This term will be discussed shortly

AS400

RTA

RTC

RTB

AS 100

AS 200

AS 300

150.10.0.0

160.10.0.0

170.10.0.0

2.2.2.2

2.2.2.1

3.3.3.3

3.3.3.1

Ü)?æÈñTb)/ �Tb)OÍÓ vTb)/

This will show us all the path that has matched the conf igured regular expression.

Regular expressions sound a bit complicated but actually they are not. The next section will explain what is involved in creating a regular expression.

1/26/96-Rev: A1.2 Page 49 Sam Halabi-cisco Systems

19.2.1 AS-Regular Expr ession

A regular expression is a pattern to match against an input string.
By building a regular expression we specify a string that input must
match. In case of BGP we are specifying a string consisting of path
information that an input should match.

In the previous example we specified the string ^200$ and wanted path
information coming inside updates to match it in order to perform a
decision.

The regular expression is composed of the following:

A- Ranges:
A range is a sequence of characters contained within left and right
square brackets. ex: [abcd]

B- Atoms
An atom is a single character

. (Matches any single character)
^ (Matches the beginning of the input string)
$ (Matches the end of the input string)
\character (Matches the character)
- (Matches a comma (,), left brace ({), right brace (}), the beginning
of the input string, the end of the input string, or a space.

C-Pieces
A piece is an atom followed by one of the symbols:

* (Matches 0 or more sequences of the atom)
+ (Matches 1 or more sequences of the atom)
? (Matches the atom or the null string)

D- Branch
A branch is a 0 or more concatenated pieces.

Examples of regular expressions follow:

a* any occurrence of the letter a, including none
a+ at least one occurrence of a should be present
ab?a this will match aa or aba

ex:
_100_(via AS100)
^100$ (origin AS100)
^100 .* (coming from AS100)
^$ (originated from this AS)

1/26/96-Rev: A1.2 Page 50 Sam Halabi-cisco Systems

19.3 BGP Community Filtering

We have already seen route filtering and as-path filtering. Another
method is community filtering. Community has been discussed in section
19.0 and here are few examples of how we can use it.

We would like RTB above to set the community attribute to the bgp routes
it is advertising such that RTC would not propagate these routes to its
external peers. The no-export community attribute is used:

RTB#
router bgp 200
network 160.10.0.0
neighbor 3.3.3.1 remote-as 300
neighbor 3.3.3.1 send-community
neighbor 3.3.3.1 route-map setcommunity out

route-map setcommunity
match ip address 1
set community no-export

access-list 1 permit 0.0.0.0 255.255.255.255

RTA

RTC

RTB

AS 100

AS 200

AS 300

150.10.0.0 160.10.0.0

170.10.0.0

2.2.2.2

2.2.2.1

3.3.3.3

3.3.3.1

™ Suppose in the above diagram that RTC is advertising its own network 170.10.0.0 to two different ASs: AS100 and AS200. When the information is propagated to AS600, the routers in AS600 will have network reachability information about 150.10.0.0 via two different routes, the f irst route is via AS100 with path (100, 300) and the second one is via AS400 with path (400, 200,300). Assuming that all other attributes are the same, AS600 will pick the shortest path and will choose the route via AS100.

AS300 will be getting all its traff ic via AS100. If we want to inf luence this decision from the AS300 end we can make the path through AS100 look like it is longer than the path going through AS400. We can do this by prepending autonomous system numbers to the existing path info advertised to AS100. A common practice is to repeat our own AS number using the following:

RTC# router bgp 300 network 170.10.0.0 neighbor 2.2.2.2 remote-as 100 neighbor 2.2.2.2 route-map SETPATH out

route-map SETPATH set as-path prepend 300 300

Because of the above conf iguration, AS600 will receive updates about 170.10.0.0 via AS100 with a path information of: (100, 300, 300, 300) which is longer than (400, 200, 300) received from AS100.

1/26/96-Rev: A1.2 Page 56 Sam Halabi-cisco Systems

20.2 BGP Peer Gr oups

A BGP peer group, is a group of BGP neighbors with the same update
policies. Update policies are usually set by route maps,
distribute-lists and filter-lists, etc. Instead of defining the same
policies for each separate neighbor, we define a peer group name and we
assign these policies to the peer group.

Members of the peer group inherit all of the configuration options of the
peer group. Members can also be configured to override these options if
these options do not affect outbound updates; you can only override
options set on the inbound.

To define a peer group use the following:

neighbor peer-group-name peer-group

In the following example we will see how peer groups are applied to
internal and external BGP neighbors.

RTA RTB

AS100

AS200

AS300

150.10.0.0

170.10.0.0

2.2.2.2

2.2.2.1

1.1.1.2

1.1.1.1

5.5.5.1 5.5.5.2

6.6.6.1 6.6.6.2

3.3.3.2

RTC

RTE RTF

RTG

4.4.4.2

AS600

RTH

fiÔæ�6�%bú�ôe$Bì˛�ñR )O�fi

                      route-reflector-client

The router with the above command would be the RR and the neighbors
pointed at would be the clients of that RR. In our example, RTC would
be configured with the “neighbor route-reflector-client” command point-
ing at RTA and RTB’s IP addresses. The combination of the RR and its cli-
ents is called a cluster. RTA, RTB and RTC above would form a cluster
with a single RR within AS100.

Other IBGP peers of the RR that are not clients are called non-clients.

RTA

AS 100

lector-client” command. The same RTD is the RR for its clients RTE and RTF; RTG is a RR in a third cluster. Note that RTD, RTC and RTG are fully meshed but routers within a cluster are not. When a route is received by a RR, it will do the following depending on the peer type:

RTA

AS 100

Òï�@I_⁄„Hy@IQ˚⁄ÈñSêïoØ˛‡

- change the half-life time.

A command that sets all parameters at the same time is:

bgp dampening<half-life-time> <reuse> <suppress> <maximum-suppress-time>

<half-life-time> range is 1-45 min, current default is 15 min. <reuse-value> range is 1-20000, default is 750. <suppress-value> range is 1-20000, default is 2000. <max-suppress-time> maximum duration a route can be suppressed, range is 1-255, default is 4 times half-life-time.

1/26/96-Rev: A1.2 Page 76 Sam Halabi-cisco Systems

Example:

RTB#
hostname RTB

interface Serial0
 ip address 203.250.15.2 255.255.255.252

interface Serial1
 ip address 192.208.10.6 255.255.255.252

router bgp 100
 bgp dampening
 network 203.250.15.0
 neighbor 192.208.10.5 remote-as 300

RTD#
hostname RTD

interface Loopback0
ip address 192.208.10.174 255.255.255.192

interface Serial0/0
 ip address 192.208.10.5 255.255.255.252

router bgp 300
 network 192.208.10.0
 neighbor 192.208.10.6 remote-as 100

RTB is configured for route dampening with default parameters. Assuming
the EBGP link to RTD is stable, RTB’s BGP table would look like this:

RTB S1 192.208.10.6

˛àÉ˝˝˝˝˛˝˝˛˝˝˛˝˝˛˝˝˛˝˝˛˝àèÔÔ‚˛_flÔflflÔflflÔflflÔflflÔflflÔflflÔflflÔflflÔflÔÿ˛˛ˇ˝˛˛ˇ˛ˇÌ�Ì�ïxï1�ñïï�# )VôTë)hiQÅÖ)d�RÑ)aIRf)c)Sí)`YT�"�S))ba!v)e�R0)gyR!)eôRì)hiT�%�R�íñq�*�X)XyZ0�))WâP�Crñ�ï‘C6`YP�"�D�X�9ñXyU1etI\ÉRIV�eÅi\�ÌÆÌÆvvÆwwYSÑ�æÆ�˙ÓÏ˙Ó�ñWâU1exï % �Å&ñÍ�ÆwôegE™´Ã‰F2gE�!�ñW8)�k´Ó$�Ì 2P�*ÕÈñW!)Ó›⁄Ì�

Origin codes: i - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path

*> 192.208.10.0 192.208.10.5 0 0 300 i

*> 203.250.15.0 0.0.0.0 0 32768 i

In order to simulate a route f lap, I will do a “clear ip bgp 192.208.10.6” on RTD. RTB’s BGP table will look like this:

RTB#sh ip bgp

BGP table version is 24, local router ID is 203.250.15.2 Status codes: s suppressed, d damped, h history, * valid, > best, i - internal

Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path

 h 192.208.10.0     192.208.10.5           0             0 300 i

*> 203.250.15.0     0.0.0.0                0         32768 i

The BGP entry for 192.208.10.0 has been put in a “history” state. Which
means that we do not have a best path to the route but information about
the route flapping still exists.

RTB#sh ip bgp 192.208.10.0

BGP routing table entry for 192.208.10.0 255.255.255.0, version 25
Paths: (1 available, no best path)

300 (history entry)

    192.208.10.5 from 192.208.10.5 (192.208.10.174)
Origin IGP, metric 0, external
Dampinfo: penalty 910, flapped 1 times in 0:02:03

The route has been given a penalty for flapping but the penalty is still
below the “suppress limit” (default is 2000). The route is not yet sup-
pressed. If the route flaps few more times we will see the following:

1/26/96-Rev: A1.2 Page 78 Sam Halabi-cisco Systems

RTB#sh ip bgp

BGP table version is 32, local router ID is 203.250.15.2 Status codes:
s suppressed, d damped, h history, * valid, > best, i - internal Origin
codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path

*d 192.208.10.0     192.208.10.5           0             0  300 i
*> 203.250.15.0     0.0.0.0               0       32768  i

RTB#sh ip bgp 192.208.10.0
BGP routing table entry for 192.208.10.0 255.255.255.0, version 32

Paths: (1 available, no best path)
300, (suppressed due to dampening)
192.208.10.5 from 192.208.10.5 (192.208.10.174)

      Origin IGP, metric 0, valid, external
Dampinfo: penalty 2615, flapped 3 times in 0:05:18 , reuse in 0:27:00

The route has been dampened (suppressed). The route will be reused when
the penalty reaches the “reuse value”, in our case 750 (default).The
dampening information will be purged when the penalty becomes less than
half of the reuse-limit, in our case (750/2=375). The Following are the
commands used to show and clear flap statistics information:

show ip bgp flap-statistics
(displays flap statistics for all the paths)

show ip bgp-flap-statistics regexp <regexp>
(displays flap statistics for all paths that match the regexp)

show ip bgp flap-statistics filter-list <list>
(displays flap statistics for all paths that pass the filter)

show ip bgp flap-statistics A.B.C.D m.m.m.m
(displays flap statistics for a single entry)

show ip bgp flap-statistics A.B.C.D m.m.m.m longer-prefixes
(displays flap statistics for more specific entries)

show ip bgp neighbor [dampened-routes] | [flap-statistics]
(displays flap statistics for all paths from a neighbor)

clear ip bgp flap-statistics (clears flap statistics for all routes)

clear ip bgp flap-statistics regexp <regexp>
(clears flap statistics for all the paths that match the regexp)

clear ip bgp flap-statistics filter-list <list>
(clears flap statistics for all the paths that pass the filter)

clear ip bgp flap-statistics A.B.C.D m.m.m.m
(clears flap statistics for a single entry)

clear ip bgp A.B.C.D flap-statistics
(clears flap statistics for all paths from a neighbor)

1/26/96-Rev: A1.2 Page 79 Sam Halabi-cisco Systems

25.0 How BGP selects a Path

Now that we are familiar with the BGP attributes and terminology, the
following list indicates how BGP selects the best path for a particular
destination. Remember that we only select one path  as the best path. We
put that path in our routing table and we propagate it to our BGP
neighbors.

Path selection is based on the following:

1-If NextHop is inaccessible do not consider it.
2-Prefer the largest Weight.
3-If same weight prefer largest Local Preference.
4-If same Local Preference prefer the route that the
specified router has originated.
5-If no route was originated prefer the shorter AS path.
6-If all paths are external prefer the lowest origin code
(IGP<EGP<INCOMPLETE).
7-If origin codes are the same prefer the path with the lowest
MULTI_EXIT_DISC.
8-If path is the same length prefer External path over Internal.
9-If IGP synchronization is disabled and only internal path remain prefer
the path through the closest IGP neighbor.
10-Prefer the route with the lowest ip address value for BGP router ID.

The ollowing is a design example thatis intended to show the configura-
tion and routing tables as they actually appear on the C.isco routers.

1/26/96-Rev: A1.2 Page 80 Sam Halabi-cisco Systems

26.0 Practical design example:

RTA

RTE

RTB

RTC

RTD

L0 203.250.13.41

E0 203.250.14.1

S0 128.213.63.1

S2/1 128.213.63.2

S2/0 128.213.63.5

S0/0 192.208.10.5

S1 192.208.10.6

L0 128.213.63.130

L0 192.208.10.174

L0 200.200.10.1

S1 128.213.63.6

AS400

AS200

AS300

AS100

S1 203.250.15.1

S0 203.250.15.2

E0 203.250.14.2 RTF

RTG S1 195.211.10.1

S0 192.208.10.1

S0/1 192.208.10.2

S0 195.211.10.2

L0 195.211.10.174

AS500

IBGP

203.250.X.X

128.213.X.X

192.208.X.X

195.211.X.X

200.200.X.X e6böæ‰�Ì 2P�*ôe5BúfiÓ›⁄Ì� Origin codes: i - IGP, e - EGP, ? - incomplete Network Next Hop Metric LocPrf Weight Path *i128.213.0.0 128.213.63.2 0 100 0 200 i *i192.208.10.0 128.213.63.2 100 0 200 400 500 300 i *i195.211.10.0 128.213.63.2 100 0 200 400 500 i *i200.200.10.0 128.213.63.2 100 0 200 400 i *>i203.250.13.0 203.250.13.41 0 100 0 i *>i203.250.14.0 203.250.13.41 0 100 0 i *>203.250.15.0 0.0.0.0 0 32768 i

Let me go over the basic notations of the above table. The “i” at the beginning means that the entry was learned via an internal BGP peer. The “i” at the end indicates the ORIGIN of the path information to be IGP. The path info is intuitive. For example network 128.213.0.0 is learned via path 200 with nexthop of 128.213.63.2. Note that any locally generated entry such as 203.250.15.0 has a nexthop 0.0.0.0.

1/26/96-Rev: A1.2 Page 85 Sam Halabi-cisco Systems

The > symbol indicates that BGP has chosen the best route based on the
list of decision steps that I have gone through earlier in this document
under "How BGP selects a Path". Bgp will only pick one best Path to
reach a destination, will install this path in the ip routing table
and will advertise it to other bgp peers. Notice the nexthop
attribute. RTB knows about 128.213.0.0 via a nexthop of 128.213.63.2
which is the ebgp nexthop carried into IBGP.

Let us look at the IP routing table:

RTB#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate
default

Gateway of last resort is not set

     203.250.13.0 255.255.255.255 is subnetted, 1 subnets
O       203.250.13.41 [110/75] via 203.250.15.1, 02:50:45, Serial0
     203.250.15.0 255.255.255.252 is subnetted, 1 subnets
C       203.250.15.0 is directly connected, Serial0
O    203.250.14.0 [110/74] via 203.250.15.1, 02:50:46, Serial0

Well, it doesn't look like any of the BGP entries has made it to the
routing table. There are two problems here:

Problem 1:

The Nexthop for these entries 128.213.63.2 is unreachable. This is
true because we do not have a way to reach that nexthop via our
IGP (OSPF). RTB has not learned about 128.213.63.0 via OSPF. We can
run OSPF on RTA s0 and make it passive, and this way RTB would know
how to reach the nexthop 128.213.63.2. We could also change the
nexthop by using the bgp nexthopself command between RTA and RTB.
RTA's configs would be:

1/26/96-Rev: A1.2 Page 86 Sam Halabi-cisco Systems

RTA#
hostname RTA

ip subnet-zero

interface Loopback0
 ip address 203.250.13.41 255.255.255.0

interface Ethernet0
ip address 203.250.14.1 255.255.255.0

interface Serial0
 ip address 128.213.63.1 255.255.255.252

router ospf 10
 passive-interface Serial0
 network 203.250.0.0 0.0.255.255 area 0
 network 128.213.0.0 0.0.255.255 area 0

router bgp 100
 network 203.250.0.0 mask 255.255.0.0
 neighbor 128.213.63.2 remote-as 200
 neighbor 203.250.15.2 remote-as 100
 neighbor 203.250.15.2 update-source Loopback0

The new BGP table on RTB now looks like this:

RTB#sh ip bgp
BGP table version is 10, local router ID is 203.250.15.2
Status codes: s suppressed, d damped, h history, * valid, > best,
i - internal Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path
*>i128.213.0.0      128.213.63.2           0    100      0 200 i
*>i192.208.10.0     128.213.63.2                100      0 200 400 500
300 i
*>i195.211.10.0     128.213.63.2                100      0 200 400 500 i
*>i200.200.10.0     128.213.63.2                100      0 200 400 i
*>i203.250.13.0     203.250.13.41          0    100      0 i
*>i203.250.14.0     203.250.13.41          0    100      0 i
*> 203.250.15.0     0.0.0.0                0         32768 i

Note that all the entries have >, which means that BGP is ok with
next hop. Let us look at the routing table now:

1/26/96-Rev: A1.2 Page 87 Sam Halabi-cisco Systems

RTB#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is not set

     203.250.13.0 255.255.255.255 is subnetted, 1 subnets
O       203.250.13.41 [110/75] via 203.250.15.1, 00:04:46, Serial0
     203.250.15.0 255.255.255.252 is subnetted, 1 subnets
C       203.250.15.0 is directly connected, Serial0
O    203.250.14.0 [110/74] via 203.250.15.1, 00:04:46, Serial0
     128.213.0.0 255.255.255.252 is subnetted, 1 subnets
O       128.213.63.0 [110/138] via 203.250.15.1, 00:04:47, Serial0

Problem 2:

We still do not see the BGP entries; the only difference is that
128.213.63.0 is now reachable via OSPF. This is the synchronization
issue, BGP is not putting these entries in the routing table and will
not send them in BGP updates because it is not synchronized with the
IGP. Note that RTF has no notion of networks 192.208.10.0 or
195.211.10.0 because we have not redistributed BGP into OSPF yet.

In this scenario, if we turn synchronization off, we will have the
entries in the routing table, but connectivity would still be broken.

If you turn off synchronization on RTB this is what will happen:

1/26/96-Rev: A1.2 Page 88 Sam Halabi-cisco Systems

RTB#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is not set

B    200.200.10.0 [200/0] via 128.213.63.2, 00:01:07
B    195.211.10.0 [200/0] via 128.213.63.2, 00:01:07
B    192.208.10.0 [200/0] via 128.213.63.2, 00:01:07
     203.250.13.0 is variably subnetted, 2 subnets, 2 masks
O       203.250.13.41 255.255.255.255
           [110/75] via 203.250.15.1, 00:12:37, Serial0
B       203.250.13.0 255.255.255.0 [200/0] via 203.250.13.41, 00:01:08
     203.250.15.0 255.255.255.252 is subnetted, 1 subnets
C       203.250.15.0 is directly connected, Serial0
O    203.250.14.0 [110/74] via 203.250.15.1, 00:12:37, Serial0
     128.213.0.0 is variably subnetted, 2 subnets, 2 masks
B       128.213.0.0 255.255.0.0 [200/0] via 128.213.63.2, 00:01:08
O       128.213.63.0 255.255.255.252
           [110/138] via 203.250.15.1, 00:12:37, Serial0

The routing table looks fine, but there is no way we can reach those
networks because RTF in the middle does not know how to reach them:

RTF#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is not set

     203.250.13.0 255.255.255.255 is subnetted, 1 subnets
O       203.250.13.41 [110/11] via 203.250.14.1, 00:14:15, Ethernet0
     203.250.15.0 255.255.255.252 is subnetted, 1 subnets
C       203.250.15.0 is directly connected, Serial1
C    203.250.14.0 is directly connected, Ethernet0
     128.213.0.0 255.255.255.252 is subnetted, 1 subnets
O       128.213.63.0 [110/74] via 203.250.14.1, 00:14:15, Ethernet0

So, turning off synchronization in this situation did not help this
particular issue, but we will need it for other issues later on.
Let’s redistribute OSPF into BGP on RTA , with a metric of
2000.

1/26/96-Rev: A1.2 Page 89 Sam Halabi-cisco Systems

RTA#
hostname RTA

ip subnet-zero

interface Loopback0
 ip address 203.250.13.41 255.255.255.0

interface Ethernet0
ip address 203.250.14.1 255.255.255.0

interface Serial0
 ip address 128.213.63.1 255.255.255.252

router ospf 10
 redistribute bgp 100 metric 2000 subnets
 passive-interface Serial0
 network 203.250.0.0 0.0.255.255 area 0
 network 128.213.0.0 0.0.255.255 area 0

router bgp 100
 network 203.250.0.0 mask 255.255.0.0
 neighbor 128.213.63.2 remote-as 200
 neighbor 203.250.15.2 remote-as 100
 neighbor 203.250.15.2 update-source Loopback0

The routing table will look like this:

RTB#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is not set

O E2 200.200.10.0 [110/2000] via 203.250.15.1, 00:00:14, Serial0
O E2 195.211.10.0 [110/2000] via 203.250.15.1, 00:00:14, Serial0
O E2 192.208.10.0 [110/2000] via 203.250.15.1, 00:00:14, Serial0
     203.250.13.0 is variably subnetted, 2 subnets, 2 masks
O       203.250.13.41 255.255.255.255
           [110/75] via 203.250.15.1, 00:00:15, Serial0
O E2    203.250.13.0 255.255.255.0
           [110/2000] via 203.250.15.1, 00:00:15, Serial0
     203.250.15.0 255.255.255.252 is subnetted, 2 subnets
C       203.250.15.8 is directly connected, Loopback1
C       203.250.15.0 is directly connected, Serial0
O    203.250.14.0 [110/74] via 203.250.15.1, 00:00:15, Serial0
     128.213.0.0 is variably subnetted, 2 subnets, 2 masks
O E2    128.213.0.0 255.255.0.0 [110/2000] via 203.250.15.1,
00:00:15,Serial0
O       128.213.63.0 255.255.255.252
           [110/138] via 203.250.15.1, 00:00:16, Serial0

1/26/96-Rev: A1.2 Page 90 Sam Halabi-cisco Systems

The BGP entries have disappeared because OSPF has a better distance
(110) than internal bgp (200).

I will also turn sync off on RTA in order for it to advertise
203.250.15.0, because it will not sync up with OSPF due
to the difference in masks. I will also keep sync off on RTB
in order for it to advertise 203.250.13.0 for the same reason.

Let us bring RTB’s s1 up and see what all the routes will look
like. I will also enable OSPF on serial 1 of RTB and make it
passive in order for RTA to know about the nexthop 192.208.10.5
via IGP. Otherwise some looping will occur because in order to
get to nexthop 192.208.10.5 we would have to go the other
way via EBGP. The updated configs of RTA and RTB follow:

RTA#
hostname RTA

ip subnet-zero

interface Loopback0
 ip address 203.250.13.41 255.255.255.0

interface Ethernet0
ip address 203.250.14.1 255.255.255.0

interface Serial0
 ip address 128.213.63.1 255.255.255.252

router ospf 10
 redistribute bgp 100 metric 2000 subnets
 passive-interface Serial0
 network 203.250.0.0 0.0.255.255 area 0
 network 128.213.0.0 0.0.255.255 area 0

router bgp 100
 no synchronization
 network 203.250.0.0 mask 255.255.0.0
 neighbor 128.213.63.2 remote-as 200
 neighbor 203.250.15.2 remote-as 100
 neighbor 203.250.15.2 update-source Loopback0

1/26/96-Rev: A1.2 Page 91 Sam Halabi-cisco Systems

RTB#
hostname RTB

ip subnet-zero

interface Serial0
 ip address 203.250.15.2 255.255.255.252

interface Serial1
 ip address 192.208.10.6 255.255.255.252

router ospf 10
 redistribute bgp 100 metric 1000 subnets
 passive-interface Serial1
 network 203.250.0.0 0.0.255.255 area 0
 network 192.208.0.0 0.0.255.255 area 0

router bgp 100
 no synchronization
 network 203.250.15.0
 neighbor 192.208.10.5 remote-as 300
 neighbor 203.250.13.41 remote-as 100

And the BGP tables look like this:

RTA#sh ip bgp
BGP table version is 117, local router ID is 203.250.13.41
Status codes: s suppressed, d damped, h history, * valid, > best,
i -internal Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path
*> 128.213.0.0      128.213.63.2           0             0 200 i
*>i192.208.10.0     192.208.10.5           0    100      0 300 i
*>i195.211.10.0     192.208.10.5                100      0 300 500 i
*                   128.213.63.2                         0 200 400 500 i
*> 200.200.10.0     128.213.63.2                         0 200 400 i
*> 203.250.13.0     0.0.0.0                0         32768 i
*> 203.250.14.0     0.0.0.0                0         32768 i
*>i203.250.15.0     203.250.15.2           0    100      0 i

1/26/96-Rev: A1.2 Page 92 Sam Halabi-cisco Systems

RTB#sh ip bgp
BGP table version is 12, local router ID is 203.250.15.10
Status codes: s suppressed, d damped, h history, * valid, > best,
i -internal Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path
*>i128.213.0.0      128.213.63.2           0    100      0 200 i
*                   192.208.10.5                         0 300 500 400
200 i
*> 192.208.10.0     192.208.10.5           0             0 300 i
*> 195.211.10.0     192.208.10.5                         0 300 500 i
*>i200.200.10.0     128.213.63.2                100      0 200 400 i
*                   192.208.10.5                         0 300 500 400 i
*>i203.250.13.0     203.250.13.41          0    100      0 i
*>i203.250.14.0     203.250.13.41          0    100      0 i
*> 203.250.15.0     0.0.0.0                0         32768 i

There are multiple ways to design our network to talk to the two
different ISPs AS200 and AS300. One way is to have a primary ISP and a
backup ISP. We could learn partial routes from one of the ISPs and
default routes to both ISPs. In this example, I have chosen to receive
partial routes from AS200 and only local routes from AS300.
Both RTA and RTB are generating default routes into OSPF with RTB
being more preferred (lower metric). This way I could balance outgoing
traffic between the two ISPs.

Potential asymmetry might occur if traffic going out from RTA comes back
via RTB. This might occur if you are using the same pool of IP
addresses (same major net) when talking to the two ISPs. Because of
aggregation your whole AS might look as one whole entity to the
outside world and entry points to your network could occur via RTA
or RTB. You might find out that all incoming traffic to your AS is
coming via one single point even though you have multiple points
to the internet. In our example, I have chosen two different major
nets when talking to the two ISPs.

One other potential reason for asymmetry is the different advertised
path length to reach your AS. One service provider might be closer to
a certain destination than another. In our example, traffic from AS400
destined to your network will always come in via RTA because of the
shorter path. You might try to affect that decision by prepending
path numbers to your updates to make the path length look longer
(set as-path prepend). But, if AS400 has somehow set its exit
point to be via AS200 based on attributes such as local preference
or metric or weight then there is nothing you can do.

This is the final configuration for all of the routers:

1/26/96-Rev: A1.2 Page 93 Sam Halabi-cisco Systems

RTA#
hostname RTA

ip subnet-zero

interface Loopback0
 ip address 203.250.13.41 255.255.255.0

interface Ethernet0
 ip address 203.250.14.1 255.255.255.0

interface Serial0
 ip address 128.213.63.1 255.255.255.252

router ospf 10
 redistribute bgp 100 metric 2000 subnets
 passive-interface Serial0
 network 203.250.0.0 0.0.255.255 area 0
 network 128.213.0.0 0.0.255.255 area 0
 default-information originate metric 2000

router bgp 100
 no synchronization
 network 203.250.13.0
 network 203.250.14.0
 neighbor 128.213.63.2 remote-as 200
 neighbor 128.213.63.2 route-map setlocalpref in
 neighbor 203.250.15.2 remote-as 100
 neighbor 203.250.15.2 update-source Loopback0

ip classless
ip default-network 200.200.0.0

route-map setlocalpref permit 10
 set local-preference 200

On RTA, the local preference for routes coming from AS200 is set
to 200. I have also picked network 200.200.0.0 to be the candidate
default, using the “ip default-network” command.

The “default-information originate” command is used with OSPF to
inject the default route inside the OSPF domain. This command is
also used with ISIS and BGP. For RIP, 0.0.0.0 is automatically
redistributed into RIP without additional configuration. For IGRP
and EIGRP, the default information is injected into the IGP
domain after redistributing BGP into IGRP/EIGRP. Also with
IGRP/EIGRP we can redistribute a static route to 0.0.0.0 into the
IGP domain.

1/26/96-Rev: A1.2 Page 94 Sam Halabi-cisco Systems

RTF#
hostname RTF

ip subnet-zero

interface Ethernet0
 ip address 203.250.14.2 255.255.255.0

interface Serial1
 ip address 203.250.15.1 255.255.255.252

router ospf 10
 network 203.250.0.0 0.0.255.255 area 0

ip classless

RTB#
hostname RTB

ip subnet-zero

interface Loopback1
 ip address 203.250.15.10 255.255.255.252

interface Serial0
 ip address 203.250.15.2 255.255.255.252
!
interface Serial1
 ip address 192.208.10.6 255.255.255.252

router ospf 10
 redistribute bgp 100 metric 1000 subnets
 passive-interface Serial1
 network 203.250.0.0 0.0.255.255 area 0
 network 192.208.10.6 0.0.0.0 area 0
 default-information originate metric 1000
!
router bgp 100
 no synchronization
 network 203.250.15.0
 neighbor 192.208.10.5 remote-as 300
 neighbor 192.208.10.5 route-map localonly in
 neighbor 203.250.13.41 remote-as 100
!
ip classless
ip default-network 192.208.10.0
ip as-path access-list 1 permit ^300$

route-map localonly permit 10
 match as-path 1
 set local-preference 300

1/26/96-Rev: A1.2 Page 95 Sam Halabi-cisco Systems

For RTB, the local preference for updates coming in from AS300 is set
to 300 which is higher than the IBGP updates coming in from RTA. This
way AS100 will pick RTB for AS300’s local routes. Any other routes on
RTB (if they exist) will be sent internally with a local preference of
100 which is lower than 200 coming in from RTA, and this way RTA will be
preferred.
Note that I have only advertised AS300’s local routes. Any path info
that does not match ^300$ will be dropped. If you wanted to advertise
the local routes and the neighbor routes (customers of the ISP) you
can use the following: ^300_[0-9]*
This is the output of the regular expression indicating AS300’s local
routes:

RTB#sh ip bgp regexp ^300$
BGP table version is 14, local router ID is 203.250.15.10
Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path
*> 192.208.10.0     192.208.10.5           0    300      0 300

RTC#
hostname RTC

ip subnet-zero

interface Loopback0
 ip address 128.213.63.130 255.255.255.192

interface Serial2/0
 ip address 128.213.63.5 255.255.255.252
!
interface Serial2/1
 ip address 128.213.63.2 255.255.255.252

router bgp 200
 network 128.213.0.0
 aggregate-address 128.213.0.0 255.255.0.0 summary-only
 neighbor 128.213.63.1 remote-as 100
 neighbor 128.213.63.1 distribute-list 1 out
 neighbor 128.213.63.6 remote-as 400

ip classless
access-list 1 deny   195.211.0.0 0.0.255.255
access-list 1 permit any

On RTC, I have aggregated 128.213.0.0/16 and indicated the specific
routes to be injected into AS100. If the ISP refuses to do this task
then you have to filter on the incoming end of AS100.

1/26/96-Rev: A1.2 Page 96 Sam Halabi-cisco Systems

RTD#
hostname RTD

ip subnet-zero

interface Loopback0
 ip address 192.208.10.174 255.255.255.192
!
interface Serial0/0
 ip address 192.208.10.5 255.255.255.252
!
interface Serial0/1
 ip address 192.208.10.2 255.255.255.252

router bgp 300
 network 192.208.10.0
 neighbor 192.208.10.1 remote-as 500
 neighbor 192.208.10.6 remote-as 100

RTG#
hostname RTG

ip subnet-zero

interface Loopback0
 ip address 195.211.10.174 255.255.255.192

interface Serial0
 ip address 192.208.10.1 255.255.255.252

interface Serial1
 ip address 195.211.10.1 255.255.255.252

router bgp 500
 network 195.211.10.0
 aggregate-address 195.211.0.0 255.255.0.0 summary-only
 neighbor 192.208.10.2 remote-as 300
 neighbor 192.208.10.2 send-community
 neighbor 192.208.10.2 route-map setcommunity out
 neighbor 195.211.10.2 remote-as 400
!
ip classless
access-list 1 permit 195.211.0.0 0.0.255.255
access-list 2 permit any
access-list 101 permit ip 195.211.0.0 0.0.255.255 host 255.255.0.0
route-map setcommunity permit 20
 match ip address 2
!
route-map setcommunity permit 10
 match ip address 1
 set community no-export

1/26/96-Rev: A1.2 Page 97 Sam Halabi-cisco Systems

On RTG, I have demonstrated the use of community filtering by adding a
no-export community to 195.211.0.0 updates towards RTD. This way RTD
will not export that route to RTB. It doesn’t matter in our case because
RTB is not accepting these routes anyway.

RTE#
hostname RTE

ip subnet-zero

interface Loopback0
 ip address 200.200.10.1 255.255.255.0

interface Serial0
 ip address 195.211.10.2 255.255.255.252

interface Serial1
 ip address 128.213.63.6 255.255.255.252

router bgp 400
 network 200.200.10.0
 aggregate-address 200.200.0.0 255.255.0.0 summary-only
 neighbor 128.213.63.5 remote-as 200
 neighbor 195.211.10.1 remote-as 500

ip classless

RTE is aggregating 200.200.0.0/16.

And following are the final bgp and routing tables for RTA, RTF and RTB:

RTA#sh ip bgp
BGP table version is 21, local router ID is 203.250.13.41
Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path
*> 128.213.0.0      128.213.63.2           0    200      0 200 i
*>i192.208.10.0     192.208.10.5           0    300      0 300 i
*> 200.200.0.0/16   128.213.63.2                200      0 200 400 i
*> 203.250.13.0     0.0.0.0                0         32768 i
*> 203.250.14.0     0.0.0.0                0         32768 i
*>i203.250.15.0     203.250.15.2           0    100      0 i

1/26/96-Rev: A1.2 Page 98 Sam Halabi-cisco Systems

RTA#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is 128.213.63.2 to network 200.200.0.0

     192.208.10.0 is variably subnetted, 2 subnets, 2 masks
O E2    192.208.10.0 255.255.255.0
           [110/1000] via 203.250.14.2, 00:41:25, Ethernet0
O       192.208.10.4 255.255.255.252
           [110/138] via 203.250.14.2, 00:41:25, Ethernet0
C    203.250.13.0 is directly connected, Loopback0
     203.250.15.0 is variably subnetted, 3 subnets, 3 masks
O       203.250.15.10 255.255.255.255
           [110/75] via 203.250.14.2, 00:41:25, Ethernet0
O       203.250.15.0 255.255.255.252
           [110/74] via 203.250.14.2, 00:41:25, Ethernet0
B       203.250.15.0 255.255.255.0 [200/0] via 203.250.15.2, 00:41:25
C    203.250.14.0 is directly connected, Ethernet0
     128.213.0.0 is variably subnetted, 2 subnets, 2 masks
B       128.213.0.0 255.255.0.0 [20/0] via 128.213.63.2, 00:41:26
C       128.213.63.0 255.255.255.252 is directly connected, Serial0
B*   200.200.0.0 255.255.0.0 [20/0] via 128.213.63.2, 00:02:38

1/26/96-Rev: A1.2 Page 99 Sam Halabi-cisco Systems

RTF#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is 203.250.15.2 to network 0.0.0.0

     192.208.10.0 is variably subnetted, 2 subnets, 2 masks
O E2    192.208.10.0 255.255.255.0
           [110/1000] via 203.250.15.2, 00:48:50, Serial1
O       192.208.10.4 255.255.255.252
           [110/128] via 203.250.15.2, 01:12:09, Serial1
     203.250.13.0 is variably subnetted, 2 subnets, 2 masks
O       203.250.13.41 255.255.255.255
           [110/11] via 203.250.14.1, 01:12:09, Ethernet0
O E2    203.250.13.0 255.255.255.0
           [110/2000] via 203.250.14.1, 01:12:09, Ethernet0
     203.250.15.0 is variably subnetted, 2 subnets, 2 masks
O       203.250.15.10 255.255.255.255
           [110/65] via 203.250.15.2, 01:12:09, Serial1
C       203.250.15.0 255.255.255.252 is directly connected, Serial1
C    203.250.14.0 is directly connected, Ethernet0
     128.213.0.0 is variably subnetted, 2 subnets, 2 masks
O E2    128.213.0.0 255.255.0.0
           [110/2000] via 203.250.14.1, 00:45:01, Ethernet0
O       128.213.63.0 255.255.255.252
           [110/74] via 203.250.14.1, 01:12:11, Ethernet0
O E2 200.200.0.0 255.255.0.0 [110/2000] via 203.250.14.1, 00:03:47,
Ethernet0
O*E2 0.0.0.0 0.0.0.0 [110/1000] via 203.250.15.2, 00:03:33, Serial1

Note RTF’s routing table which indicates that networks local to
AS300 such as 192.208.10.0 are to be reached via RTB. Other known
networks such as 200.200.0.0 are to be reached via RTA. The
gateway of last resort is set to  RTB. In case something
happens to the connection between RTB and RTD, then the default
advertised by RTA will kick in with a metric of 2000.

1/26/96-Rev: A1.2 Page 100 Sam Halabi-cisco Systems

RTB#sh ip bgp
BGP table version is 14, local router ID is 203.250.15.10
Status codes: s suppressed, d damped, h history, * valid, > best, i -
internal
Origin codes: i - IGP, e - EGP, ? - incomplete

   Network          Next Hop          Metric LocPrf Weight Path
*>i128.213.0.0      128.213.63.2           0    200      0 200 i
*> 192.208.10.0     192.208.10.5           0    300      0 300 i
*>i200.200.0.0/16   128.213.63.2                200      0 200 400 i
*>i203.250.13.0     203.250.13.41          0    100      0 i
*>i203.250.14.0     203.250.13.41          0    100      0 i
*> 203.250.15.0     0.0.0.0                0         32768 i

RTB#sh ip rou
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
       E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
       i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * -
candidate default

Gateway of last resort is 192.208.10.5 to network 192.208.10.0

 *   192.208.10.0 is variably subnetted, 2 subnets, 2 masks
B*      192.208.10.0 255.255.255.0 [20/0] via 192.208.10.5, 00:50:46
C       192.208.10.4 255.255.255.252 is directly connected, Serial1
     203.250.13.0 is variably subnetted, 2 subnets, 2 masks
O       203.250.13.41 255.255.255.255
           [110/75] via 203.250.15.1, 01:20:33, Serial0
O E2    203.250.13.0 255.255.255.0
           [110/2000] via 203.250.15.1, 01:15:40, Serial0
     203.250.15.0 255.255.255.252 is subnetted, 2 subnets
C       203.250.15.8 is directly connected, Loopback1
C       203.250.15.0 is directly connected, Serial0
O    203.250.14.0 [110/74] via 203.250.15.1, 01:20:33, Serial0
     128.213.0.0 is variably subnetted, 2 subnets, 2 masks
O E2    128.213.0.0 255.255.0.0 [110/2000] via 203.250.15.1, 00:46:55,
Serial0
O       128.213.63.0 255.255.255.252
           [110/138] via 203.250.15.1, 01:20:34, Serial0
O E2 200.200.0.0 255.255.0.0 [110/2000] via 203.250.15.1, 00:05:42,
Serial0