HOW THIS BOOK CAN
MAKE YOU INVISIBLE

Governmentskeep alot of secretsfrom their people. . .
Why aren't thepeoplein return allowedto keepsecrets
from the government?

—PHILIP ZIMMERMAN, DER SPIEGEL

Sometims life has a way of appearig as nothirg more than a
string of minor ard maja disasters a series of challengs that
when considerd in ther totality, can overwhein even the mog
levelheadd of individuals In fact, it's only pruden to prepae
for the worg tha life has to offer: thus life insurance hone
insurance extra batteries securiy systems deal bolts a little
fire extinguishe in the kitchen ard on ard on However theres
one glaring omissia in mog peoples planning ore g&p in ther
vigilance which is potentialy more devastatig than if they went
throudh lif e smokirg in bed shampooig with gasoline ard tak-
ing out-of-dae aspirin And this omissim is ther personhard
financid privacy.

So think of this bodk as flood insurance If the river nea you
has na ye startel to rise | can shav you how to mowe to highe



ground If the river is alread rising, | hope a leas to shav you
how to build a raft. And just becaus the river has neve flooded
before does na mean it will neve flood in the future Unex
pectal torrentid downpous can cone in mary forms

PHYSICAL HARM

In Europe rapes ard murdes are jugt a fraction of the numbe
committel in the United States No naticn on earh has more
gurs pea capita ard few if ary hawe a large percentag of the
populatia in prison Besids the muggers the robbers ard the
seria killers, you may sudden} be confrontel by:

« An irate neighbor a fellow worker, or a disgruntlel
client

» An ex-spousean ex-lover or an ex-employee
* In-laws outlaws or someor mentalyy deranged
« A kidnapper aburglar or acon man

MENTAL HARM

The menta damag from worry ard fear can be even more dewv
astatig than a physicéd attack This may cone from:

« Stalkers investigatorsor anonymos phore calks in the
night

» Telephoe conversatios secrey taped then passd
around . .

« "Confidential medica record releasd to your em:
ployer, your clients or your insurane company The®
records might divulge mentad problems impotence abor
tion, alcohol/drg abuse a sexué diseasgor [fill in the
blanks]



FINANCIAL HARM

Make arandan list of twenty peope you know. On the average
six of them haw alreag been sued or will be in the future
Lawsuit are na filed only becaus of accidentsnegligencesep
arations divorces or contrat disputes In the United States any
ore can SLe anyore else

One of Wiley Miller's Non Sequiturcartom strips is entitled
LEGAL MUGGING. It shows abusinessntaon the sidewak of
a dak stre¢ with his hand in the air. A signh on a pog read
"CAUTION: Watchfor trial attorneys." Steppig from a narrov
alley is alawyea wearirg a stockirg cap dak glassesard holding
out alegd document

"This is a frivolous lawsuit; says the attorng to his victim.
"You can eithe spenl yeas ard thousand of dollars defendirgy
yourself or we can settk out of cout right now:’

Although this was in a comc strip, what it portrays is na
comical More then ore million lawsuis are filed eah yea in
this country How mary of thos do you think are frivolous, but
are nevertheles settlel ou of courf? Thousand of privat in-
vestigatos would be ou of work tomorrawv if lawyers stoppé
employirg them to find ou who heas "deg pockets, tha is—
who has enoudp moneg/ to malke a lawsut worthwhile

By putting into practie wha you will lean in the page to
follow, you may wel be abk to shietl yoursel from lawsuit ard
the resultirg financid harm

TOTALLY UNFORESEEN TIDAL WAVES

You pe&k ou your window. Lookl Reporters photographers
and trucks with big satellie dishes If you think this cannd hap

pen to you, then kindly allow me to give you a homewok as

signment Fram this day forward when you real your newspape
or watdh the news on TV, stat searchig for cass where an

unknown persm is suddeny thrug into the nationa spotlight

Then ak yourself Could this possiblyhappento me?



Here are just a few of the mary things tha could bring the
medig or worse to you honre address

* A bonb goes off, you were in the area the FBI thinks
you fit the profile . . .

* You win the lottery. (More teas hawe bee shal over
winning a lottery than nat winning one)

* An Ident-a-Sketig of a the persm who robbel the con
veniene stoe & 11:46 lag night is flashel on TV, ard
it looks just like you And you dont hawe a plausibé al
ibi for tha time tha anyones going to believe

* Your were innocenty involved with the wrong peopé
and the 60 Minutescrew has just trackel you down

» Someoe faked your e-mal addres when searchig for
"young virgins' on the Interne ard the post inspectos
(yes the Net is now in ther jurisdiction) are abou to
confiscaé you computer

Do na for a momen think that the informatian to follow is
of mere acadent interest—i may usefu beyord your wildes
imagination A recen article in Newsweektitled "Getting the
Wrong Man;" gives a chilling exampé of somethiig tha occus
more often than we cae to think about

"Tom Kenneg found the body of his wife, Irene who had
beea stranglel ard stabbd 29 times while on he daily strol
through a pak in the Bostan subub of Walpole Then a few
hours later, the police called a a nearly dilapidatel bungalev
where Edde Burke a 48-year-all handyman lived with his
mothe . . . He was practicall atextbod matd for police pro-
filers: alonea who knew the victim ard was clearly eccentric.

[What on earh does "eccentri€ mear? My bes friends—wih
a smile—cal me eccentric Do |, thereforefit a certan profile?

"Burke was visibly nervows ard gawe contradictoy answes
when questiond by investigators.

[Wouldnt you be nervous too?



"There was bload on his clothes ard hands And forensc den
tists would soan matd his teeh with bite marks left on Mrs.
Kennedys breast.

Burke was arrestd for murder Within twenty-fou hours the
police learnel tha the DNA from the saliva on Mrs. Kennedys
ches coudd na hawe cone from Burke Did they then releas
him?

"Incredibly, they ran more tests which agan exoneratd him.
In addition blood found on Burke turned out to be feling he
had bee tendirg to injured cats A paim print left on Mrs. Ken
nedys thigh didnt matd Burkes hand while the bite-mak ew
idene proved inconclusie . . . Yet for sk weeks police kegt
insisting they had the right man in jail... While he was locked
away, Burkes life was put unde a microscopeHe was demon
ized in newspaper ard on TV, eat stoly accompanié by a
menaciig courtroan image of Burke The sociopaths profiles
were fueled by detaik of his homes contents—X-raté video
tapes kitchen knives the bodk Men WhoHate Womenandthe
WomenWhoLove Them."They didnt mentia the three Bibles
in my room; Burke says 'They coul justas easiy sad | was a
religious fanatic: "

The police claim they followed a logicd coure ard "had the
backirg of reputel scientifc experts. Let us assure tha is cor
rect The poirt is tha even thoudh Burke was the wrong man
the contentsof his house wergublishedby the media.

Suppos you are sudden} arrested even thoudh innocent
ard the contens of your horre are mack public? Would anythirg
on the following list—if found in your house—gie you caug
for concerr?

* Exces cash

» Gurs ard ammunition

* Telephoe record of al long-distane calls

» Books magazinesbrochurescorrespondence

» Empty whiskey bottles or evidene of substane abuse



« Statemerst from you bank you broker your credit
cad company

» The content on your computes had drive, including
so-callel deletel files, alorg with a list of sites you one
enterel on the World Wide Weh

If the police are afte you, whethe you are guilty or not, wha
is your first priority? Isit na time?

You neal time to think, time to ge certan itens ou of the
house time to locak your attorney or—heave forbid—time to
pick up sormre cash arrang transportationard flee Thisbodk is
designd to give you tha time, ard to hep you keep your privaie
information private

Before we continue let me say tha if someor with unlimited
fundsis afta you, you will eventualy be found If you douki
this, contat a competeh [repeat competent privae investt
gata ard say "l wish to disappeaso completey tha even you
couldnt find me Can you hep me? The six-word answe will
be "No, becaus | can find anyone!

And | agree Repeatedlyprivat investigatos (P19 male this
poirt in ther books articles ard personhinterviews And if the
police are truly after you, their recod isnt bad either Captan
Robet L. Snow apolice officer for morethan twenty-fiveyears
sas in his bod ProtectingYourLife, Home, and Property thet the
Indianapols Police Departmenfinds 98 or 99 percemof al per
sors reportel to than as missing

But in the private investigato sectiom of my horre library, |
find no Pls anywhee who will admt defea unde ary circum
stancesas long as paymenisforthcoming.The closes | can corre
to afailure is acertan Pl who says he successfujl trackel down
238 of the 29 targes he was given ove his lifetime. As for the
one he missed he eventualy concludel tha he was given false
information tha no suchpersoneverexisted.

The fud tha runs a private investigatos engire is M-O-N-
E-Y. In you presen situation a Pl may discove your home



addres with a singke phore call, ard cone up with alist of your
asset the nex day. The purpo® of this book then is to:

1. Plug the immediaé loopholes in your security

2. Pu you on guard befoe you eve agan give ou you
Socid Securiy number hone addressor corret¢ dae of
birth, to anyore othe than a governmehagency

3. Make it s0 expensie to trace you and/o you asset that
the bad guys or gak will give up before achievirg ther
goals

The dired correlation betwe@ mone ard resuls cannad be
overemphasizedn the sectiors to come I'll be referring to var
ious levek of security with a generé outline as follows. How-
ever, thee may be no clear-cu divisions betwea ore levd ard
the next—t depend on who is after you, why, ard the price he
or skeiswilling to pay.

Levd One Very basi¢c economich moves tha will give you
more privag/ than 98 percem of the genera population Your
telephomr will be unlisted ard your mailing addres will na be
connectd in ary way to where you actualy live. The oppositian
might hawe to pay a privake investigato severl hundrel dollars
to tradk you down

Levd Two: At this poirt your utilities ard your telephor will be
in alterna¢ namesThe license plates on your vehicles will na re-
ved your narre or true addressYour tras will be shreddedThe
Pl may now charg severathousad dollars to tradk you down

Levd Three: Welcone to my Level You ard you family hawe
now taken sone seriows privagy measuresyour hone (or rentd
property will be in the nane of atrust Ead vehick will be in
the namre of a limited-liability company No bark accouh nor
busines activity can be tracal badk to you When you travel
you will registe & motek usirg an alternaé name The black
ha boys and/a the law firms may haw pay a Pl sone truly



seriols mong to trak you down Are you worth tha mud to
then® If not sleg well.

Leve Four: At this levd you are duplicatirg the federd Witnes
Securiy Progran (incorrecty called the Witnes "Protection
Progran in the medig for criminak protecte by the U.S gow
ernment When the Fed do it for a felon it's legal When you
do it for yourself it's illegal. Your bridges are now ashesyour
friends ard relatives just a distart memory You've canceld all
magazie ard newslette subscriptions cu al ties with clubs
hobbies ard religion, no longe file tax returns ard will neve
agan work for an employer You may fed this is necessar if
theres abouny on yowr heal or a contrat on your life, but a
this point is lif e still worth living?

If sq ke running becaus you can still be found The P,
however mug now hawe unlimited funds a his disposal ard
will cal for help Jus as pinned-dow soldies on a battlefied
cal in air strikes Pls cal in investigatiw reporters The are the
men who dig up celebriy skeletos for tabloids sud as the Na
tional Enquirer, the Globe, ard the Star. Dont underestimat
them The® guys are good—the bes in the business

I recommed you stat working on Levd Ore even before
you finish readirg this book In the weels ard montts to come
raie yoursel to Levd Two. After that decice whethe or na
you wish to ea® up to Levd Three It may look difficult &t first,
but countles othes hawe dore it, ard S0 can you Not only is it
easie than you think, bu it is fun as well, ard leads to a more
stress-fre life.

However you mus first ak yoursel the following question

WHO SHALL | TRUST?

In 1978 a short baldirg man name Stanly Mark Rifkin
worked a the Securiy Pacific Nationd Bark in Los Angeles



Securiy Pacifc though of him as a compute programme but
Rifkin though of himsef as a consumma thief.

On Octobe 25 he enterel the bank crossd the lobby, ard
took the elevate up to the wire transfe@ room Fram this
room hundred of millions of dollars passd evely day from
Securiy Pacific throudh the Federh Resere systen ard on to
internationd banks Rifkin, identifying himsef as the banks
compute consultant was na challengd as he walkad into the
heavily guardel room By interviewirg one of the workers he
learnal the routing instructions transfe routines ard the days
securiy code Before he left, he memorize an employe ac
ces coce from an informatian boad on the wall. Late tha
day, posirg as a brandy manager he called the wire room

"This is Mike Hansa on International.

"Okay, ard the office number? askel afriendly femak voice

"It's 286"

"And the code?

"Code is 4739

"Okay."

Now carre the momen Rifkin had bean living for.

"The bank! he said speakig in acaim voice "is Irving Trug
in New York City. Paymehis to Wozchal Bank Zurich, Swit-
zerland The amourn is ten million two hundrel thousad even'

"Okay, ard whats the interoffice settlemehnumber?

"Let me check I'll cal you right back” He phonel anothe
numbe a the bank Pretendig to be calling from the wire
room he askel for the settlemethnumber They gaw it to him,
and he called the wire roam again The cleik then typed his orde
into the system Rifkin had just pulled off ore of the larges bark
thefts in history Before the day was out, he was high aboe the
Atlantic, bourd for Europe

In Switzerland he purchasd 250,0@ raw diamondsweigh
ing neary four pounds (Rav diamond are eay to sel ard can
not be traced) At this poirt it appeard tha Rifkin had pulled
off the perfed crime No ore a Securiy Pacific even knew the



moneg/ was goné Howeve there are conflicting stories as to
wha happend next

Sore sg he had an eg problem ard couldnt hep showirg
the diamond to his friends Othes sa he bragge abou the
heig to his lawye ard "trustal friend," assumig he was pro-
tectel by the attorney-clien privilege Whateve the case some-
onetold the FBI. They chasd him, they cauglt him, ard he wert
to prison

My origind choie for a quoe a the beginnimg of this sectim
was from Poor Richard's Almanac.There Benjamn Frankin
wrote "Three may ke a secret if two of them are dead: Stan
ley shoutl hawe followed Bens advice

However you ard | hawe na stolen ary money na are we
on the run for murder so there will be few if any instancewhere
if three know ou secrettwo mug be dead | cite the Rifkin ca®
not ou of admiratian for his cunnirg but as an exampé of stu
pidity.

Francs Beaumontore of Englands mog popula playwright
in the age of Shakespearehad this to say abou secrets "All
confidene@ which is na absolue ard entire is dangerousThee
are few occasios but where a man ough eithe to sa all, or
concedall, for, how little eve you hawe reveale of your secré
to a friend, you haw alrea¢ sad too mud if you think it nat
sak to male him privy to all particulars.

Allow me to rephras his comment boiled down to plain lan
guage of the 2000s Do nottrustyourattorney, CPA, privatedetec-
tive, banker, doctor, dentist, school authorities, relatives, family,
friends, or anyoneelseunless/ou wouldtrust themwith your life.

Here is my own shot list of who | do ard do na trust

* Family: | trug my wife. | always trustel my parentsbut
they are dead | see no reasao to confide confidentid
mattes in our grown children or in ther spousesna in
ow grandchildrenl love my millionaire kid siste in
Hollywood but do nat tel he my secrets (Sorry, Sis)



« Attorneys:| did trug ore in the Canay Islands but he
died before this bodk wert to press (Anothe ore in sad
islands todk mong/ from ny enemis to give me incor
red advice) | still trug an attorng in San Franciso that
| hawe had on retaine for the pas ten years He has
been testel ard was na found wanting Anothe ore in
Oaklard looks OK as of this writing.

» CPAs, bankers,doctors, dentists: One CPA in Texas
None of the others

* PrivateinvestigatorsSone of my client are Plsard look
to me for advice Thele are afew goda Pls anumbe of
medioce Pls ard a sizabk numbe tha are badly bent
To date | hawe neve had to trug a Pl. Shoud the neel
cone up in the future | would probaby choog ore of
the Pl/authos listed on page 248-24 becaue they
hawe reputatios too valuabé to risk with a betrayal

PRIVACY

This bodk has a singke theme How to keepyourprivatelife private.
It is nat abou avoidirg taxes nar specificalyy abou protectirgy
your assetsalthoudn the latte is an addel benefit Nor is it a
cal to disobg the law. | conside mysef a law-abiding tax
paying citizen of the world. Okay, perhas the way | trave by
air is alittte odd ard | do confes tha | am allergc to certan
kinds of permits However if | mentian ary procedue which |
suspetmight be construd as illegd in sone state or provinces
I will wam you of tha fac beforehad ard let you make your
own decision (Although I've mace privagy my busines for de
cades I'm na alawyer. Sq to repeat don'ttake actian without
the advie ard counse of a trainal legd professiona).

Fa example you may wish to opera¢ alegitimat but anon
ymous busines from your home This mears you may ignore the
requiremerd for a busines licene ard als the resae tax permt



(assumig you live in a sales-ta state) The city will lose asmal
fee when you dont pay for a license On the otha hand the
stak will gan when you pay sale taxes for supplies tha might
otherwie be exempt Othe smal pluses ard minuse will ente
in. Dependilg upa the community thele may or may na be
ary penaly if you are caught othe than catchirg up on sone
paymet you failed to make So then pleag note

* My job is to explan the options
« Your job is to make the decisions

WHAT MAKES THIS BOOK UNIQUE?

« Author'squalifications:My only businesis privacy. | live,
eat sleep ard breatte privacy. | hawe been living a pri-
vate life sinee 1959

« Anti-offshore:l do nat suggesyou leawe the country nor
do | recommed foreign corporationstrusts or bark ac
counts You can accomplit your goak right here—
cheaperbetter ard safer

« Lukewarnon corporations:With few exceptionsl will
sawe you the expens ard troublke of forming a corpora
tion, ard | will stee you away from Delawae ard Ne-
vada

* Newalternative:l will recommed alegd entity in acer
tain state—ome tha | hawe neve sea discusse in print—
that formed correctly can neve be traced badk to you
No managersno directors no annud report Nada.

< No rantingor raving: Well, mayle alittle rantirg but def
initely no raving abou Big Brother jack-bootel govern
mert thugs or the Internd Revene Service This is a
bodk abou Life in the Red World, na a treati® abou
the constitution or the Bill of Rights ard comman law.



 Up-to-dateadvicefor theyear2000andbeyond:Any bock
copyrightel 199 or earlie will be out-of-daé when it
comes to cout decisios abou warrantles searchesarti
cles abou the Internet recommendig mail-receiviry
services sud as PostN¢ ard Mail Boxes Etc, ard the in-
creasig dange in giving your corred¢ dae of birth. Al-
thoudh no bodk can be completey up-to-the-minute
with laws ard procedurs frequenty changing | devoe
much of my time to stayirg on top of anythirg tha af-
fects privag issues

HOW TO USE THIS BOOK

Ead chapte deat with basi¢ step-by-stp information Al-
thoudh | explan new terns when they are first introduced if
you run acros a word or initials you do na understandpleas
consul the glossay on page 245 Many of the chaptes hawe a
section for questios ard answes & the erd o if you wart more
information do review them But otherwise fed free to jump
ahead to the nex chapter You may decice to skip some chaptes
tha you fed do na appl to you However

Do notskipthenextchapter.Your journey to invisibility mug
begn with the way in which you receive your mail.

QUESTIONS & ANSWERS

Why are you against offshore trusts, when this is
recommendedy attorneysand promotersat so many
seminars?

Despie al the books Interne advertising ard island-base
seminars | cannd recommed them (Tho® tha do are of
course often selling a product) Many seen to overlok the
Smal Busines Protectim Act of 1996 The cock provisian (IRC



Sectimn 6048-¢ says ataxpaye who receive a distributian from
aforeign trug shal "make areturr which includes the nane of
the trust the amoun of the distribution ard "sud othe
information as the Secretay [of the Treasury may prescribé.
When this informatian is supplied al hope of secreg is lost

What about offshore corporations?

Sane answefr evan thoudh | one usal then myself Everly
yea the risk of troubk increasesas reportirg requiremers are
amplified ard tax-have governmert are subjectd to increasig
pressue from the United States governmentIf you fill out the
required reports you compromig you privacy. If you dont fill
them out ard are caught you can go to jail.

How about offshore banks?

You mean to maintan secrec{ If thee is onre comma de
nominata in al the repors | receive abou tax havensit is abou
the increasig likelihood of offshore banks beirg forced by U.S
authorities into revealirg confidentid information

I buy al the late$ books on privagy ard securiy ard | pay
out thousand of dollars for magazine ard newslettes in this
field. Not a monh goes by withou readirg a warnirg tha in
such-and-sut a tax haven privagy ard secreg are beirg whit-
tled away Why go offshore when you cen accomplif similar
goak right in the United State®

Are there anyhidden dangersin offshore communications?

Yes ard the nane of this dange is ECHELON which isrun
by the supersecteNationd Securiy Agency The NSA, with its
forty thousad employees—includijmmore mathematiciasthan
ary othe organizatio in the world!'—is the mothe of al snoop
ing operations It monitoss al electront communicatioa tha
cross nationa borders including e-mail phore calls faxes ard
shortwae radb signat on the airline ard maritime frequencies
German autha Rudolgh Kippenhahn in his new bodk Code
Breaking,says "Ther is sone evidene tha the NSA al has
acces to the dat flow betwea world banks:



An article in the May 31, 1999 Businesd®Veekhad thisto say
abou the NSA's Echelon "Americars shoutl know tha evey
time they plaee an internationé call, the NSA is listening, says
Jom E. Pike a military analys a the Federatia of American
Scientiss in Washington "Jug ge usel to the fact—Big Brothe
is listening"

Wha Big Brothe listers or watche for are key words in-
cluding all known slarg wordsfor drugs cash smugglingbombs
etc Therefore avoid all such words.

Example Ore of my American clients is arrangigy for
untraceald hawah exchange (see Chapte 14 betwea Calr
fornia ard Madrid. He first mailed a list of substitué words to
his contat in Madrid, s0 tha they can continte to use e-mail
However it will appea they are discussig anothe subject
wherwords like "dollars; "pesetas,"exchang rate; ard "bank’
will NOT be used



US. MAIL-SENDING IT,
RECEIVING IT

Do not, as long asyou live, everagain allow your real
nameto be coupled withyour homeaddress.

—J. J. LUNA

Washingto stae residem Elizabeh Reed 28 datel Anthory
Nitsch Jr, 32 for abou two montts in the fall of 1996 Then
concernd abou his drinking, Elizabeh told Anthory the rela
tionshp was over. When ste stoppé taking his calls he becane
angy ard bega stalking ard harassig her.

She continuel to live a the sane address

Anonymots package arrivad a he home ore with a deal
skunk anothe with a sex toy ard an obscer messageStrang
items began to appea in ha yard Someoe disconnectg her
heat-punp fuse bax ard defecatd on it. Her fiance cane to visit
her, ard when he returnel to his car he discoverd the tires had
bee slashed

Two yeas passed Elizabeh Real continuel to live a the
sane addressShe wert to ajudge ard sough arestrainirg order
agains Anthory Nitsch Jr. Thejudge refusel to grart it becaus



Elizabeh coud na prowe Anthory was the persm who was
harassig her.

On a warm Monday night in eary June Anthory cu the
telephor line tha led into ha home Then he broke in, threat
ena her, ard fired ore shd a ha from a .40 handgun

The endirg of this stoly is na as sal as might normally be
the case | hawe before me the TacomaNewsTribunedatel Jure
5, 1998 The headlire on page three reads "Intruder who was
shd held for $500,00 bail." Although Elizabeh Reel had failed
to mowe away she was armeal ard ready Nitsch missed She did
not "Nitsch remainel in seriows conditiacn Wednesday, says the
article "at Harborviev Medicd Cente with five gunshowounds
to his chest.

TO MOVE OR NOT TO MOVE

Mexican journalis Fernand Baldera ard his wife Yolanda Fi-
guera wrote a bodk called The Bossof the Gulf: The Life and
Captureof JuanGarcia Abrego,which was publishel in Augug
1996 The bodk was dedicatd to Mexicos federa attorng gen
eral Antonio Lozaro Gracia At tha time Fernand ard Yolanca
lived, with ther children Patricia Paul] ard Fernandpin an at
tractive home in an upscag neighborhod in Mexico City. Al-
thoudh nothirg in the bodk appeard to warrart retribution it
did discus Mexicos drug lords ard revealé bribery in high cir-
cles Wha follows is from the Decembe 9, 1996 edition of
USA Today:

MEXICO CITY—Policefoundjournalig¢ Fernand Bald-
eras his authe wife, Yolanda Figueroa ard ther three
children ages 18 13 ard 8, bludgeond to deah in ther
beds lag week.. a brutd murde tha shocke even
hardend residents Adding to the intrigue Police sa the
family was probaby murderel Tuesdg night a day after
Presideh Ernesp Zedillo fired Mexicos federd attorneg



generé Antonio Lozaro Gracig to whom the Figueroas
bod was dedicated

When Presiden Zedillo fired the guy ther bodk was dedicatd
to, they shoutl hawe fled ther hone tha very day (Reason
Guilt by association—especiglapplicabé amorg drug lords ard
crookel politicians) Sone sg tha if the bad guys are ou to gd
you, theres nothirg you can do, but | disagreeYou can be se@
in public bu still keep your hore addres private.

| suspetthat the Baldera family did indeel think abou mow
ing, but then decidel it would be too mud trouble Trug me
on this one Troubk or not moving is better However even if
all is quig ard you are unabg or unwilling to mowe a thistime,
| urge you to take the recommende stes in this ard succeedig
chaptersAs you will see there are legitimat ways to disconnet
your nanme from your property you telephoneyou utilities,
your licenses ard yes—eve on your tax returrs ard your
drivers license The plae to stat is with home deliveries be
tha by mail, by UPS by FedE or by your locd pizza parlor.

If you plan to mowe within the year perhajs you will stal on
sore of the othe suggestionsDo not, however delay on this
one If thee is only ore lessm you carly awgy from this book
let it be the ore listed a the beginnirg of this chapter

Do not, as long as youlive, everagain allow your real name to
be coupledwith your home address.

If you are still na convinced conside the cag of Georg
Josep Cvek as presentd in the bodk Diary ofaD.A. by Martin
M. Frank formerly an assistandistria attorne in the Bronx |
quotke from page 168

Included is numbe 134 Virginia Avenue where a abou 2:45
on the afternom of Januay 13th the doorbel of an apartmen
rang. Tha ring sé off ore of the greatesmanhung in the history
of the New York Police Department Although it was like the
sourd of countles othe doorbells in the succeedig montts it
was to eclo ard re-eclo from Maine to Louisiara ard beyord



the Mississipp to Nebraska It was the signa for a chag whee
the quary was an unknown unname individud whos descrip
tion might fit millions of men in tha vad area

When the doorbdl rarg on tha Januay afternoon a yourg
housewié opend he apartmeh doa to find a slim, ordinay
looking man of abou twenty-eigh standig at the threshold He
was a strange to her.

"Are you Mrs. Allen?' he asked

"Yes | am!

"Is your husbad home?

"No," stereplied "heisnt here now

"Gee I'm sorry; he said "I know him from Norwalk, Con
necticut | though this was his eary day. Maybe I'll conme badk
tonight” He seemd rathe wel acquaintd with he husband a
route salesma in Connectictifor a bakey company

The calle haf turned to gg then stoppe ard apologeticalf
asked "Could | hawe a drink of water?

"Sure; she said "wait hee a second. Leavirg him & the
door, Mrs. Allen wert into the kitchen When she returned ste
found tha he had walked throudh the foyer into the living room
ard was seatd on the sofa . . .

The caller continuel to deceie Mrs. Allen, then suddeny
struk ha down ard prepard to rape her. At tha moment the
telephoe rang He jumped up ard ran from the apartment
slammirg the doa behird him. But in the yeas to come more
than two hundrel women were na 0 fortunate Ther tele
phones did na ring. In virtually evey case the calle gainel
entrane by telling the wife he knew he husbangdard after gain
ing entrane throudh subterfuge he rapal ard killed her, then
burglarizel the home In ead ca® it was the husbad himsef
who had unwittingly given the villain—who was eventual} iden
tified as Georg Josep Cvek—informatian abou himsef and
when askel for an addres so Cvek coudd mai him a smal gift,
gawe him his homeaddress.At that instart he sealedhis wife's
deathwarrant.



This is but ore of mary chilling exampls of allowing mai to
come to your hone addressin fact, there are danges na only
in receivirg mal but in sendimg it out, as we shal see

MAIL THEFT

Evely day more than one hundrel thousad residentib maik
boxes in the United Stats are burglarized This applies to mai
being receivel both in the city ard in the country bot in private
homes ard in apartmehcomplexesin Hammond Indiana be
fore they werefinally arrestedtwo men ard awoman wert from
doa to doa but did na knod or ring ary bells The neighbos
saw nothirg more suspicios than eat persm depositilg an ad
vertising brochue in eahr mailbox Wha they didnt see was
the sleigh of hard when the persm tradel the brochue for
whateve mal was in the box

TheSeattldPost-Intelligencerecenty ran an articlewarnirg of
mai theft na only from home mailboxes but from mai collec
tion boxes on the street plus the boxes usal a thousand of
apartments condominiums ard commercih buildings in the
Northwest It seens tha for months thieves had been usirg
counterfei "arrov keys! Ead arrov key provides acces to
abou 2,50 mai collection boxes more than 10,0@ apartmerg
ard condominiumsard virtually al office ard commerciabuild-
ings in the region (The keys give postd workels eay acces to
the mailboxes makirg it easie for them to pick up ard deliver
messageard packages.

Reades were urged to st@ usirg outsice mailboxes to depodi
malil, including ther own home mailboxes Instead they were to
depodi mai only inside a pog office.

In additin to professionkthieves it was sad tha mary oth-
ers hawe bea stealig mail: drug addicts to suppot ther habit
teenagerdooking for cash petty thieves looking for ary numbe
of things



Inthe article headlinel "THEFT OF MAIL A PROBLEM
AT OUR DOORSTEP, U.S Posth Inspecto Jm Bor-
dene voiced mal securiy concerns

"Thieves rifle outgoirg mal for checls written to pay
bills. They then alter the checls 0 they can ca$h them
for large amounts He suggests.peoplna put outgoirg
mai into ther own boxes ard especiall adviss agains
usirg the red flag, which is a signa to thieves

Thieves sometims follow carries arourd ard ste&in-
comirg mail, he said They'e typically looking for boxes
of checls ard credit-cad offers'

I will spae you the flurry of follow-up articles ard letters to
the edita tha followed publication of the article just quoted
Sone of the questios raisal were

* Why didnt the Posth Servie wam the public abou
sud thefts yeas ag®?

* Why was nothirg sad unti the thefts were exposd by
the locd newspapef’s

* Why—evan now—is the problan na beirg solve®

Anothe article this one from the McClatcly Newspaperss
datelinel SacramentoMarch 5, ard titled "Pog Office Fights
Mailbox Theft”

It repors tha hundred of pieces of mai are stolen daily
in the Sacramemtarea In rurd area the criminaks watd
for raisel red flags the signa tha outgoirg mai is inside
Othes pry open "cluste boxe$ a apartmehcomplexs
or housirg developmergtard sted everybodys mal a the
same time. In sone case they even pry open the standad
blue U.S. mal collection boxes The article quotes Tom
Hall, a postd inspecto who investigate mai thet from
Sacramemt to the Oregm border "Today thaniks to



chemicas ard computersthieves can use almog ary kind
of financid information to commt a variety of financid
crimes If you write a ched to a utility ard abad guy ges
it, he can ‘wash the utility's narre off ard make the ched
out to himsef in a highe amount With tha ore check
he can al® male himsef awhole new sé of checls unde
your name. Even worse continue the article "sone
criminak 'assume the victim's identity ard apply for
credt card in the victim's name.

So then depodi al outgoirg mai inside abuilding Usually
this will be a U.S pog office but in sone cass there are mai
pickup statiors inside othe businessesud as in astrip mal or
in a supermarket

By putting the® suggestiosinto practice wha hawe you ac
complishe@ Firg of all, you hawe protecte both your incomirg
ard you outgoirg mai from randan theft Secondif you hawe
been targete for ary reason an investigato might be illegally
"borrowind' the mai from you home mailbox readirg it, ard
returnirg it the nex day, apparengt unopenedBut if no mali
comes to your home he will hawe nothirg to read

RECEIVING MAIL AT YOUR PRESENT HOME ADDRESS

If you are presentf receivirg mai a home you can st this
immediatey by turning in a forwardirg address But whee
shoutl this mai gd? Not to any addres you will use in the fu-
ture—one@ you hawe sert ou the changs of addressthe mai
will trickle down ard then you will cloe the new temporay
addressHere are somre options

1. If you presentf hawe a PO bax tha can be tracel bad to
you, choog tha addressWhen the forwarding comes to
a close close the PO box



2. If you still receie mal a a commercib mail-receivirg
ageny ("mai drop"), forward the mail there temporarily
As you will see the mal drgp shoutl be clos&l down fairly
soon

3. Haw it sert on to you plae of busines if you hawe one
or perhag to a friend who is in business

4. Forwad to afriend or relative preferaby acros the count
try. Tel him or he to keg the magazinestos ou the
junk mail, ard to remal the reg bad to you a your new
address.(You havert ga ore yet but be patient It's com
ing, it'scoming . . .)

How to forward your mail: With the exceptia listed below |
suggesyou na ched the little bax markedl "Permanenit. If you
do, your nane will go into the Posth Services Nationa Chang
of Addres list ard this list of persos tha hawe movel is sol to
the commercib mail-list folks ard thus your nane ard nev ad
dres will go into countles computers

Instead ched the "Temporary bax ard give a dae when this
is to end At the sane time, notify the pog office tha you are
moving awg ard do nat wish to hawe ary mai forwarded Malil
will then be returnel to sender

Exception If you wish to throw othes far off the trail, then do
file a PermanenChang of Address | suggesthe actua stree
addres of amai drop in northen Alaska or—if you alread live
up there—a mai drqgp in Florida or Hawaii Here is an eay way
to do it:

1. If you hawe acces to the Internet go to www.mbe.com
the hore page of Mail Boxes Etc, or to www.postnet.net
the home page of PostNet Look up the locatian you want
Or, look up ore of ther locatiors in the phore book cal
them ard ak tham to give you the addres a such-and
sudh a location



2. On you forwardirg addres card fill ou you name the
streg¢ addressan apartmehnumber city, state ard ZIP.
Example Your nane is Jare Winng ard you wart your
ex to think you moved to Florida

If the addres you pull up on the Internd is:

MBE #09%
9970 E Osceah Pkwy
Kissimmee FL 34748

Forwad your mai to:

Jare Winne
9970 E Oscech Pkwy, Apt. 201
Kissimmee FL 34743

Here then iswha will happenYour mai will be forwardel
to the addres shown but becaus this is a commercia mail
receivirg ageng (CMRA), ard becaus the new statuts prohibi
the delivery of mai to a CMRA unles it reacs PMB rathe than
"apt" or "suite; the envelog will be stampéd with a messag
similar to the ore tha follows ard will then be returnel to the
sender

UNDELIVERABLE, COMMERCIAL
MAIL RECEIVING AGENCY, NO
AUTHORIZATION TO RECEIVE
MAIL FORTHISADDRESSH

Will you locd pog office, the one forwardirg the mai to
Florida know wha is happening No, becaus the mai does na
cone bak to them

Will the persm you are trying to avod realiz you didnt go
ther after all? Not necessarilyThe stanp on the envelog does
na sy "No Sud Person. It merel says the CMRA na cur
rently acceptig mai for you.

Does this male a little extra work for the United States Posth
Servic® Yes bu 0 wha? They are the ones tha attackel the



CMRASs in 199 without warning ard drove the margind op-
eratos ou of business

RECEIVING MAIL AT YOUR FUTURE HOME ADDRESS

Although we ourselvs neve receive mail a ahone addresstwo
of my clients currenty receive nonpersonainal a home for spe
cific reasons

Holland moved to a rurd area in the summe of 1999 His
new addres for receivirg personh mai is a the home of a
widow in the neares smal town seventee miles awag/ from
where he actualy lives Ste rens severl roons in ha large
home Holland however is avoraciows reade ard subscribeto
more than thirty weekly ard monthly magazines Ratheé than
burden the widow with this volume he ordes eat new sub
scription in what appeas to be abusines name R & R Services
ard has them cone to his rurd mailbax a his actud address
He neve uses "R & R' for ary othe purpog whatsoever
Therefore if his nane is run throudh a nationd databas of mag
azire subscribersthere will be no trae bad to him.

Jang is a singke mothe with a six-month-odl baby Ske re-
cently fled from Washington D.C, to a southen stae to escap
an ex-love who was threatenig to kill her. Ske is establishig
hersel a the new location unde anothe name Ske has a new
(alternative addres a which she receives mail from ha mothe
ard sister as wel as bark statementstelephomw bills, ard othe
personh mail. However ste wantsto make ha nenv nane
known 0 she receives Family Circle ard Reader'Digest,aswel
as smal shipmeng of mail-orde vitamins a hea home The or-
ders ard the subscriptios havwe automaticalf put he nev nane
into variows databasesard she receive Sweepstakeoffers ard
othe junk mai in the new name

"If someor wishes to look a this mail," she says "or even
sted it, be my guest!



IT IS NO LONGER SAFE TO USE A PO BOX

Even in the past pog office boxes were insecure Privae inves
tigators seldon failed in obtainirg the information you gawe
when you rental the box U.S Marshas ard governmenhagens
didnt fail at all. Neverthelessl usal them from time to time by
having someor el®e rernt the box Usually, this was a persm
abou to move sud as atransiehwho would nat be listing ary
forwarding addressAt tha time the pog office did na ak for
ID checls for the extra (secondary nhames Therefore my red
nane would be connectd only with the transiens forme ad
dress which was of course no longe valid.

Now, however with the adven of the draconim measurs
taken by the United States Postha Servie (USPS in 1999 tha
privilege has ended The reasa given by the USPES for the recen
crackdown—o st mai scams—s na the red reason (The
crooks will always find a way.) The red reasa is surveillance
just as in the ca® of requiring picture ID for all air travelers
Little by little, the governmenis attemptig to kee trak of
evey citizen Thee is no poirt in screamingranting or writing
letters to your locd newspaperJus take it as a fad of life ard
work arourd it.

YOUR GHOST ADDRESS

I hawe bea referring to your "new' or "alternaté addres but
from this point forward it will be called your ghostaddressA
ghod addres is ore tha has no connectio with yowr actud
place of residenceHow this addres is obtainel will be explainel
in the following chapter

Becaus the secue sendimg ard receivirg of mai has becone
so complicated the question-and-answesection tha follows is
the larges in this book If you are in a hurry, however jump to
the nex chapter You can always cone badk hee later.



QUESTIONS & ANSWERS

What is a "mail cover?"

This is a systen usel by a numbe of governmerg to ched
your mai without a cout order Your mailman or the clek tha
"boxes your mai will be instructel to noke the retun addresse
and county of origin of your incomirg mail. If you live a
squeaky-clem life, you may s& to yourself imitating Mad
Magazine'sAlfred E. Neuman "What? Me worry?' Real on

Suppos you serd mai to a persm or compary tha is the
subjet of amali covef? If you list your nane ard retum address
you yoursel coud erd up on a suspetlist. Thee are a leas
two obviows solutions

1. Copy the British—eliminat a retumn addressOr,
2. Use sone othe retun addressfar, far away

Recently the postd authorities have bea gettig more cau
tious Fa ary parcé tha weighs sixteen ounce or more the
sende mug shav up in person ard the item mug bea aretum
addressThe day may na be far off when a retun addres will
be requira for all outgoirg mail.

/ sendout large volumesofmail so | use a postagemeter.
Any danger there?

I don'tknow how large a volume you refer to, but my wife
ard | usal to mai up to two thousad letteris aweek on aregula
basis We had a regula system usirg thirty-three-cenh self
adhesie stamps First we studk ore stanp on ead finger, then
we put then on four envelopesone two, three four, ard re-
peat

Why didnt we use a postag meteP Becaue ead postag
mete has an identification numbe that ties it to a rente ard to
a specift location thats why.



Does it matter if-—unsure of the exactpostage—I put on
morethanenough stamps?

Judee for yourself | know of aca® in Missour whele aman
put $38 postag on a smal packag tha weighal less than two
pounds Destination Los Angeles but it didnt arrive In view
of the exces postage the Drug Enforcemeh Administration
(DEA) was called in ard the packag turned ou to contan
$10,0® in cash Although | do na know if the soure of the
moneg/ was legal privagy newslettes claim tha the DEA "ar-
rest§ ard kees mog confiscate cash even thoudh the owne
may neve be convicta of anything Actually, cad can be mailed
mog anywhee usirg mary envelope ard smal suns pa en
velope With $38 the Missourian coudd hawe bough 118 first-
class stamps Had he then put just three one-hundred-doltabills
in ead envelope wrappirg the moneg/ with a page or two from
a magazine he coud haw mailed out na $10,000 but
$35,000 And if mailed on differert days from various pog of-
fices ard with avariety of fictitiousretun addressesvould any
ore even haw a clue?

This was nat the first time | head of incorred postag alerting
the authorities Ore of the telltale sigrs postd inspectos look
for, in the ca® of letter bombs is "exces postage. | ue an
electronc scak tha measurs in both pound ard grans ard |
double-chek all outgoirg mail.

At present,| receivea daily newspapein my own name.
It goesinto its own box alongsidanyrural mailbox. Is there
someway to at leastcontinueto receivemy dailypaper, both
at mypresenthome, and at the new one when move?

At ore time we had a Canadia newspapedeliveral directly
to a holiday honme unde anothe name No longer Too mary
casa like the ore cited in Carsm City's NevadaAppeal,headed
"Minden teen appeagin court may face 15 charges. The chargs
were tha three teenagexburglarizel houss in the Carsm Valley
whiletheoccupantsvereaway.And how did they know the occu
pans were away? From "information allegedy obtainel throudh



his job as a newspape carrier! Neverthelessif you canna live
without your daily newspaper(s)then & leas heeal this advice

» Canceé the newspapetha you now receive A month
later, orde a new subscriptio unde anothe name
Avoid payirg the newspapecarrig in person

* When you leawe on atrip, do na hawe the newspaper
held Ge afriend or neighbe to pick them up. (Never
theless the bes way is still to hawe the newspapie deliv-
eral to your ghos$ address.

How secureis my incoming mail?

Tha depend on whet it's cornirg from, wha it looks like,
ard who your enemis are. Unde normd circumstance!| hawe
far more confidene in regula mai (often referral to as snal
mail) than in electront mail, becaus thele is no possibé way
to scan the interiors of all the millions of lettes in the U.S postad
systen a ary onre time. Contras this with electrontc mail, which
can be computer-searclieat evey junction alorg the way, red
flagging message with ary of hundred or thousand of key
words sud as bomby gas gun rifle, money cash or with ary
specific nane including yours

Note, howevey tha certan governmen officials do monita
mai from tax-have countries especiaif those on the following
list:

Andorra Antigua Aruba Austrig the BahamasBelize Ber
muda British Virgin Islands Cayman Islands Channélslands
Colohibig Codk Islands Gibraltar Guernseylsle of Man, Li-
berig Liechtenstein Luxembourg Marshal Islands Naury
Nevis PanamaTurks ard Caica Islands ard Vanuatu

Also, wha do your incomirg lettess look like? If you are in
my age bracket you may remembe when your mothe dripped
hat red wax on the flap of an envelope then pressd a sed into
the wax befoe it cooled The more moden metha is to sed
the flaps with clea tape Neithe is secure ard boh method



(especiall the red wax seal) drav unwantel attentian to the
envelope sayirg "Somethilg valuabk in here'

Further anyore with asprg can of freongas—sad unde var-
ious trace name in spy shops—ca real whats inside without
openiry the envelo a all. When hit with the spray the enve
lope become transparentThirty second later, asthe gas evape
rates it returrs to its norma condition with no evidene of this
intrusion (The defeng againsthis isto ask the sendeto addres
the envelo by hard with afelt-tip pen or with a fountan pen
tha usesregula ink. Theink will run when the freon is sprayel on
the envelopethus a leas tipping you off that the mal was read)

Methods once confinal to the CIA are nov comman knowl
edgethanls (?) to Paladih PressThey publish the CIA Flapsand
SealsManualtha carefully detaik "surreptitios entries of highly
protecta items of mail." Using carban tetrachlorie to remowe
transparentape from an envelog is a the elementay level
Wha worries the CIA ard othe surreptitios reades of secre
mal is na the seald or tapel envelo but the norma one

"The mog innocuous-lookig envelopé, says the CIA man
ual, "may be the ore tha will ge the operato in the mog trou
ble!" Right So let's talkk abou innocuous-lookig envelope next

Protecting letters you mail out. Rememberthe envelo shoutl
appeanormal A junk-mal appearaneis bes (male sue the
ore receivirg it knowsthat) ard for tha reaso | prefe a stan
dad #10 envelog with a laser-printd label If a sealedtaped
or otherwi® obviousy protectel envelo is desired enclog ard
proted everythirg in a #9 envelog ard inset tha ore in the
#10 envelope If you are na familiar with envelog numbers
note thee measurements

#10 envelope 4% X 9% inches
#9 envelope 373 X 8 inches

To counteratthe envelopes transparencwhen spraye with
freon wrap the contensg of the #9 envelo with carban paper
if you can still find it in this moden age



Remailinglettersfrom other cities in the United States:Fram time
to timg, you may wish to hawe it appeatha you are in a certan
area | do na sg "city," sine huge area are now includal in a
postmak from sud cities as Denver Dallas ard Detroit Here
is the easiesway:.

Prepae you letter, sed it in an address##9 envelog (avait
abke a ary office-suppy store) ard put on the corre¢ postage
Enclog you letter in a#10 envelopgadd acove letta as shown
below, ard a $5 bill. Note tha you dont use a lag name 0
there is no way to prove you were na a guest

SheratonEl Conquistador

Attention: Concierge

| was a recentguestat your hotel, and most impressed
with yourfine servicel do, however,havea smallproblem,
and | must askyou a favor.

During my Arizona stay, | promisedto write to an asso-
ciate while in Tucson.l forgot to do this, so wouldyou kindly
help me covemy derriere by mailing the enclosedetter?

| include $5 for your trouble, and hope to thankyou in
personwhenl return to the Sheraton ElConquistadorater
this year.

Yours sincerely,

Jim

Mail your letter to "Conciergé a onre of the vely bes hotek
in the city of your choice (You can gd the nane ard addres
from AAA, or off the Internet) Here is a sampé of how to
addres the envelope

For the CONCIERGE:
Sherato El Conquistado
100® North Orack Roa
Tucson Arizona 8573

Note If ther is sone douli tha the hotd has a concierge



just addres the letter to "Receptior. (If there isnt a receptio
desk you've chosa too smal a hotel)

From now on when you travel pick up sampé envelops
ard letterhead from luxury hotels Stayirg a them is bes} but
you can often drift up to the dek when they're bug/ with check
ins ard kindly ask for "a sheé of pape ard an envelopé€. Ore
of eat is enough as you'l neve use a specifc hotd for re-
mailing more than once.

Remailinglettersfrom anywherein Europe: The procedue is sim
ilar to remailing from the U.S bu with two exceptions

First, you mug ak the concierg to put on corred¢ postag
for oversea airmail o | suggesyou enclog a leas $7 or $8
preferaby $1Q The ided way to do this is to enclog the locd
currency but if nat available then U.S. bills will serve

Tip: When you hea of afriend who's going to Europe hawe him
or he bring you postag stams for oversea airmail ard locd
curreny equivalerg of $5 to $10 from as mary countries as
possible And if this is a really god friend, ak for letterhead
ard envelops from various hotels picture postcardsa pad of
typing paper ard a pak of sizz DL envelops from an office-
suppy store You neve know when this foresigh might prove
to be mog opportuné

Secong Europea envelops ard stationey are na the sane
size as in the United Stats arnd Canadaso usirg 82 X 11 inch
pape ard a#10 envelog may be a giveaway Here are the Eur-
opea sizes

A4 pape 210 X 297 mm (abou 8Y, X 12 inche$
DL envelops 110 X 220 mm  (abou 4¥s X 8%, inche$
Personbenvelops 120 X 1% mm (4%, X 7 inche$

You can fake the sizz A4 paper Jusg buy legd size 11 %2 X
14 inch pape ard cu it with a pape cutte (not by hand to
8% X 12 inches Or, if you're into Europea remailirg big-time
hawe a print sh@ cu sheet to theg specifications The enve
lopes you'l hawe to order



If you write to a law firm, trug company or bank—especiafl
overseas—ti might be bette na to identify the office or insti
tution in the addressinstead use an individud name someoe
tha works there If you dont know ary of the names addres
the letter to "Office Managet or "Secretary, avoidirg ary men
tion of a bank law office, or trug company



YOUR "GHOST"
ADDRESS

. . averbalphantom,a shadowofa shade.
—Z0OUCH:.. LIFE OF WALTON

More than haf the peopk who cone to me for helg wishing to
ke variows asset invisible to others seeno problemin havirg
their homeaddressknown. Yes sorme may be abk to gd by, bu
for othes with this kind of attitude it can be a matte of life
ard death

An extrene viewpoin®? Mike Ketche of Burnsville Minne-
sotg edita of The Financial PrivacyReport, certainyy doesrt
think sa He hired Yon Som Yoon a divorcel woman to
work in his office. Yon Soors ex-husbandJa Choe had bea
harassig he for years When Mike hired Yon Soon Chce was
furious Eventualy he wert on a rampage shootirg Yon Soon
ther fourteen-year-al son Joohn ard two policemen after
which he killed himself The publishe of the newsletter Danid
Rosenthal suns up the two importart lessos learned as follows:

FIRST, if you think the police are thee to prote¢ you, let
me tell you differently. Yon Soo had arestrainiig orde agains



Choe So did we, a our honme ard our office. But the police
ignored ou repeatd request to enfore thes restrainimg orders
despie Choes continua violatiors ard threats On severl oc
casiors they literally laugha a ou request for enforcement

SECOND when the police dont work, privagy DOES work.
The only persm in our compary tha was truly sak was Mike
Ketcher He was sak becaus he kept his personhaffairs so pri-
vate tha Mr. Chae couldnt find him.

Let me reped tha lad pat one more Mike Ketche was
safebecaus he kept his personhaffairs so privatetha Mr. Chae
couldnt find him.

In the contex of this book a ghos addres refers to a future
addres you will use tha has no connectim to where you really
live. Although | will usualy spe& of this addres in the singular
you may wish to hawe multiple ghos addressedn my own case
| use ore addres for my clients a secon addres for bark state
ments utilities, ard telephom bills, ard a third addres for my
tax returns Fa my drivers liceng in a farawg stae | ue a
fourth addressl haw afifth addres for the companis tha own
my cais ard my boat ard my sixth addres is a CMRA addres
in Canada where commerci mail-receivig agencie are still
private The® are in addition to my two permaneh addresse
on Spains Fuerteventwu Island (If you eve happ@ to vacatian
in the Canay Islands dont bothe trying to tradk me down in
"Morro Jable LP de GC!" You could growv old ard die before
you succeed. . )



A PARTIAL LIST WHERE YOUR GHOST ADDRESS(ES)
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WILL BE USED

. All incomirg mail, including from you mothe or your

children

. The Internd Revene Service

. Your drivers license

Any red estat you own

. Any loars you hawe mack to others

. All license for your pets (A Pls favorite)
. Hunting ard fishing licenses

. Your library card

. Your voters registration (Sone prefe na to vote)

All insurane policies
All utilities: garba@ pickup electric gas water
Any membersip records as with your church

Your doctor dentist ard chiropractor

. Your attorng/ and your accountant

Your pilot's licene ard airplare registration

All LLCs (see Chapte 12 u< to title your vehicles etc
All purchasesespeciall whele a guarante is involved
Socia Securiy ard Medicare

Rental home storag unit, car, tools or whatever

. Cabk TV. (Anothe P favorite) Be sue the servie is

nat in you name ard tha monthiy bills go to your ghos
address



Until recently ore smal step towad privagy was to rert an
addres a a commerciimail-receivirg ageng sud as PakMail
PostNet or Mail Boxes Etc However tha has nowv changed

COMMERCIAL MAIL-RECEIVING AGENCIES (CMRAs),
d.k.a. MAIL DROPS

In the sprirg of 1999 a smal news item from the Associate
Pres was printed on the inside page of newspapexrfrom coas
to coas ard ser chills into the hears of more than a million
readers Unde new posth regulatiors intendel to stanp out
mai fraud, anonymiy was abou to disapperfor anyore who
was renting—a would rert in the future—a privaie mailboc
from a places like PostNé ard Mail Boxes Etc. Fram this time
onward na only would government-issuk picture ID be re-
quired (kept on file) but a speci identifier, called a PMB num
ber, would hawe to be included in the addressThis of course
would tip off stalkers ex-partners ard freaksard geels of al
persuasiositha the addressewas usirg an alterna¢ address

I quickly obtain&l ard real the official thirteen-pag govern
mert edict Fa all practicd purposesit was no longe possibé
to use the® private mailbok servics to prote¢ your privacy.
Therefore | sert the following letter to more than ore hundrel
of my cliens tha were usirg a certan address [Names hawe
been changed.

As you know, my mail-receivingaddressuntil now has been
Martin & Martin, 500N. ColumbiaRoad, Suite20, Grand
Forks, ND 58201 The "Martin" refers to my attorneyin an
other state and the mail was ofcoursesenton to an undis-
closed location. The N. Columbia Road address was a
telephoneansweringservicerun from the samelocationfor the
pasteighteenyearsby a tough oldlady namedVaggy. As a
sideline, shehad 30mailboxes, mostlyfor illegal aliens that
work onfarmsin the area. Shethoughtthat sinceshewasso



small, she would slip through the cracks, but no such luck.
Ratherthan cooperate withwhatshecalls the Postal Service's
"Gestapo tactics," she is closing down her mail service. All
mail received on or after August 23 will be returnedto
sender—not by Maggy but by the Grand Forks Post Office.

Whenl heard this news,| flew to Winnipeg, renteda car,
and made a quick trip to down to Grand Forks to wind up
my affairs with Maggy and to arrangefor a new mail drop.
| am going to describe what did in the hope thatthis may
give you some ideasas well. The first step was to make a
mental list of small businesseghat receive mail for at least
severaldifferentpersons. This included but was not limited to
accountants, attorneys, clinics(medical, chiropractic, etc.),
real-estateoffices, used-cardealers, barbershops,bookstores,
coffee shops, bars, contractors, martial-arts studios, tax con-
sultants, RVparks, day-care centers, and mom-and-popmo-
tels.

The nextstepwas to start driving aroundto look for such
businessesln lessthan halfa mile | cameacross a real-estate
office with threelittle cabinsin the rear. Two ofthemappeared
to belivedin, butthe third onewas obviouslhusedor storage.

Bingo!

| introduced myselo Jim, the owner. | explainedmy cir-
cumstancesand referredhim to Maggy at the maildrop. |
also offered to have him call my attorney in California if he
neededa further reference. (He did not checkwith eitherper-
son.)

"I have the perfect setup," he said witha smile. "Cabin
340 back there is justfor storage, but it has its own mailbox.
C'mon back, Il showyou." Unseerfrom the main street was
a row of rural mailboxeslined up on a woodencrossbar. Ail
were small, old, bent, anddirty. "I get mail here," he said,
pointing to one of the boxes, "for all seventeerof my sales-
men! | said he probably neededa larger box, and he said he
certainly did. . . .



Bottom line: | said | would put up new, larger mailboxes
for both us, and what could | do for him besides thatdim
was fascinatedabout mywork as a privacy consultantand
expressedconcernaboutall the things that he owned inhis
own name.l am now hisconsultantand will help him make
someneededchanges. hopethe above accounasgivenyou
someideasofyour own. My newbusinessaddress is ashown
below, and all mail should be addresseaxactly that way.
Do na use my nane when you addres the envelope

R, M&S

[street address,no suite number]

Grand Forks, ND 58201

In the montts tha followed addres change cane pourirg
in. No ore had ary questios abou how to find a nev address
Apparenty the foregoirg exampé was sufficient

Ther is areaso for the use of three lettess on the top line
of the new (ghos} addresslf—heaven forbidl—someoe shoutl
serd me a lette by registerd mail, the persm chose to shav
up a the pog office will be ore of three persos | know in Grard
Forks Ther lag name stat with R, M, or S. If they hawe to
shav ID, they will identify themselve as ore of the three as
sociats in the address The three-initid addres has been work-
ing wel eve since with no problems | highly recommed this
systen for & leas$ ore of your ghos addresses

MORE IDEAS FOR OBTAINING GHOST ADDRESSES

Ched the yellow page for smal offices tha offer busines serv
ices Sore of the categorie might be Accountants Advertising
Bookkeeping Consulting InsuranceDelively ServicesOffice &
Dek Spae Renta)] ard Delivery Services Dont cal them go
in person Discus whateve servics they offer, ard then as
you're leaving imitate Pete Fak in the old Columboshows



"Oh, by the way,do you happ@ to accep mai heee for ary
of your clients? If they do not mowe on If, however they say
"Well, only for three or four . . ." see if they will take you on If
they agree you can almog certainy be addel to ther list with-
out showirg ID. The® smal services sot mai by nane alone
without abax numbe added The ided addres is ore on a stre¢
tha alo has private residences—thtype of stre¢ addres you
will nea for sud things as a library cad or a drivers license

An out-of-stateaddresss Levd Three privag a its best Far
this, you will neeal the hep of someoe you trust When you
friend receives mali for you a his hone or busines addresshe
will mali it on to you in aplain envelope Sud an addres will
be a necessit if you obtan an out-of-stag¢ drivers licene be
caug you will nea an addres in tha sane state

Even if you are na yet prepard to ue an out-of-stag¢ ad
dress keep it in mind for the future It works beg if you know
a certan area wel in anothe state—perhapbecaus you usel
to live there or visit relatives there (More will be sad abou
this in Chaptes 12 ard 13)

SHOULD YOU ALLOW ANYONE AT YOUR GHOST
ADDRESS TO KNOW WHERE YOU LIVE?

Only you yoursel can answer Hopefully, when you mace the
arrangementsyou gawe an addres othe than your own, ard no
telephom number However hawe they gotten to know you? Do
they recogniz your car? If sq might they hawe sea it in front
of your home Wha follows is a chilling exampé of wha un-
fortunatey goes on evey day, na only a commerciamai drops
but even a sone of the gho$ addresses

Let's cal ha Saly Overstreet Ske is a newspapereporte
who has twice moval to avod an ex-lover who has beean stalkirg
he for years Unknown to Sally, he stalke is nov working with
a private investigator a.k.a a gumshe or privak eye

The PI shows up & hea ghos addressHe is wearirg a UPS



uniform ard carries a bax address# to Sally Overstreet The
retum addres is tha of amaja New York publisher The "UPS'
man says he mug pick up a certified chedk for $20 befoe leav
ing the box The nex day is a Saturday—ob a holiday—aml the
UPS man insisk the bax is somethiig Ms. Overstreehas to hawe
TODAY. Coud the folks a the ghos addres kindly tel him
where Ms. Overstree can be reache@ How abou a telephoe
numbe® Wheee does she work, mayle the bax can be deliverel
there? This ruse often works which iswhy it remairs so popular

The P in the uniform neal na appeato be from the UPS
Perhagit is from FedEx Brink's Security or Flowels R Us. The
retum addres ard the story tha comes with it can be anything
The objed is the same to find anyore a your mailing addres
tha knows how to locak you

There are two ways to proted yoursel from this deception
Ore is to make sue tha no ore a you ghos addres knows
anythirg abou you. The othe is to use persol who, althoudn
they know you, will positivey proted you. If the latter, then
make sue they know abou the variows scans tha may be useal
in an attemp to deceiwe them

NOW FOR THE HARD PART

The hardes pat of keepirg your actud hone addres a secreis
to educat your family to never eve give ou your home addres
to othe then relatives ard close friends And eventhen. . . na
always for theymay innocenty pas on your addres to others
Even privat investigatos ard policema& may hawe problens
within the family.

Geraldire Adams a privat investigato in a southen state
specializs in trackirg down corporag burglaries (A stolan note
bodk compute with corporag files can fetch up to $50,000.
She had recenty bee responsil@ for a police raid ard two ar
ress ard as aresult threas had bean mack on her life: Both ske
and he husbad Tom a self-employd accountanttodk the®



threas seriously sot ther home in the suburbs ard movel to
a nenv ard supposed secré apartmethin the city. They al
changd banks ard usel a telephoe answerig servie for re-
ceiving mail. Ore day Geraldire returnel home ard was stunnel
to find in the mal a bax of newv checls tha he husbad had
ordere from the locd bank Imprinted on evely ched& was the
Adamss new residene addreds (She destroyd the checks sad
somre unkind words to ha husband ard orderel newv checls
hersel from Checls in the Mail.)

Mateq a police detectie in Miami, was hatel by innumera
ble bad guys hed helpal put away Fo tha reason he was ob-
sessie abou keepirg his home addres secret Ore day, while
he was a work, his pregnanwife startel to hemorrhageWhen
she could na locae ha husband ske called 9-1-1 An ambu
lanee todk he to Emergenyg ard when asked rathe than give
therr alterna¢ addressshe gawe ha actua home address (For
wha she shoutl hawe done see the sectiom Callsto 9-1-1 later
in this chapter).

A monh later, as aresut of this indiscretion Mateo sod ther
home ard moved

YOUR HOUSE NUMBER

With ore exception there is no numbe or mailbox a any of
our homes on eithe side of the Atlantic. Thee may be sone
locd laws abou displayirg houg numbersbu if sq | have never
known it to be enforced The reasm we do na give anyore our
hous numbe istha eventualy someonevill write itdown.Then
they may use the addres to ser a thank-ya not ard the mai
persa will discove (1) who lives & tha addres ard (2) tha
there is no mailbox

Somre friends of ours did let the numbe remain on a houg
they purchasedThey neglectd to wam avisiting aurt that they
neve receivel mal a home At Christmastime she sert than



a gift subscriptio to Robb Report. Gues wha addres ste
used. ..

If you delee the numbe on your hous bu still neel to hawe
othes find it, heres alittle trick. If guest are coming tell them
tha once they pas a certan landmak or cros street "Watc
for a hou on the right with a pink flamingo on the lawn!
(Dont forge to go out ard plart the bird before they arrive
Extrad it afte they leave They may neve find the place again)

A FINAL SOLUTION

I hawe a cartom tackel on my office wall tha shows a middle
agal coupk in ther living room dressd to go out The front
doa is open ard four large suitcase are sitting in the entrance
The husbad is pourirg gasolire on the carpet The wife, who
holds a can of gasolire in he left hand is standig alorg one
wall, talking to ther daughte on the telephone Ske says "Oh,
tha sound lovely, dear but I'm afrad you fathe ard | hawe
alreay mack plans! Although arsa is na recommendedthe
following solutia is.

| learnel this ore from a FEMA (Federb Emergeng Man
agemehAgency agem | me while stayirg in a motd tha was
nea afloodad area Two yeas ag he bough a $98,9% mota
home unde anothe name ard did notlicense it. This was be
cau® he didnt purchas the RV for traved purposs but for his
person&residene tha would only occasionajl be moved (He
thus savel na only the licene fees ard road tax bu an
$8,513.5 sales tax as well.) Far $12 he ga afifteen-day permt
to mowe it to arurd locatian in anothe state Once or twice a
yea he moves it, ead time gettig a temporay permit Try to
find ou whetre this agen actualy lived



QUESTIONS & ANSWERS

What should | do if someonesendsme a registeredletter?

Although sone paranadil types refuse all registerd mail, |
am usualy curiows enoudp to accep it. However | neve sign
the nanme tha was usel in the address If there is no retumn
receifg requested| just scribbk some meaningles lines (se
Chapte 7). If a retuin receipp is requestedthen | write Not
Here. | haw practicel the "Not-Here' signatue enoudp times so
that a first glane it just looks like a norma signature Not once
has a postd employe even bothere to look a how | signal the
card When the sende receive his cad badk ard discoves the
signatue reads "Not Here, he will assure someoe ele had
to sign becaus | was away. . . ard perhag | haw na ye
receivel it.

Wedo useour home addressn our tax returns, butisn't
that information confidential?

Louis R. Mizell, Jr, aforme specih agen ard intelligene
officer with the U.S Departmehaof Stae ard a prolific author
tells the story of Lee Willis, alowly clek with the Internd Rewv
ente Service Willi s had been stalkirg his ex-girlfriend for sixtea
months She though she was sak becaus ha horme addres was
kept secret he telephoe numbe was ket secret ard ske mace
sure he friends ard neighbos ket a lookou for the stalker

Although fifty-six thousad IRS employes hawe acces to
taxpaye files, Willis was nat ore of them He did, however
persuad a coworke to run a searb for him illegally. The ex
girlfriend wasfilin g her tax returrs unde he true addressWilli s
racal to ha apartmenbuilding The lobby was locked but he
pressd al the buzzes ard ore of the neighbos let him in. At
the lag moment the girl discoverd he was in the building,
called the police ard they arrestd him. When they then
searchd Willis's car, they found a stun gun rope latex gloves
dud tape ard a knife.

Does tha answe your questiof? Let's say eat of the fifty -



six thousad IRS employes with acces to the record hes five
clos friends ard eat of the® friends has five close friends of
his own Are you willing to be you life tha na ore of thee
14 million would eve commt an illegd act or coere anothe
into doing sa@?

Is it OK to put my true homeaddresson the bags Icheck
when making a trip by air?

Am | na gettirg throudh heré "Do not, as long as you live,
eve agan allow you red narme to be couplel with your home
address. Thisincludesthe addres on baggag tags Baggag han
dlers are just as temptel by mong as anyore else ard sone
burglas pay well for the nanme ard addres of someoe who has
just left on atrip. Better yet do na chek ary bag a all. (See
Chapte 16)

Why would | want an out-of-statedriver's license?

As aresut of the stalkig ard murde of an actres a few
yeas ag (the murdere ga he addres from the Departmen
of Motor Vehicles) California passd alaw designd to keep the
information on ones drivers liceng private But is it? Not ac
cording to anews broadcatson Fax TV. "The stae of California;
sad the commentatqr "earrs $62 million a yea selling the in-
formation on drivers licenss to attorneys investigators em
ployers ard financid institutions: As for the othe forty-nine
states the genera public has acces to the records

If, therefore a privake investigato wans sone fag infor-
mation abou you, he may first try the Interné Departmenh
of Motor Vehicles (See the Web site & www.ameri.com/dnw
dmv.htm) Fa $2Q he can searb ary ore state to bring up
your addres ard dat of birth. If he assumeyou are licensel in
the stae whete you live, his searb will corme up blank He may
then searb the borderimy states a the sane price of $20 pea
state If you are na theee either he may assure you do na hawe
a licene ard therefoe na continte with tha particula search

If you hawe a choice use a distart stae for your drivers li-



cense As for whethe or na to hawe matchirg out-of-stag li-
ceng plates see Chapte 13

Do | needapassporteventhough | haveno plans to
traveloverseas?

Absolutely If you do na hawe a passport apply for ore as
som as you hawe an acceptald ghos addressU=e it for ID in-
steal of yowr drivers licene when cashirg checks identifying
yoursef a the airport etc Remembera passpordoesnotshow
your addressor your Social Security number.



HOME DELIVERIES,
HOUSE CALLS, BOUNTY
HUNTERS, FEDEX, UPS

Shy and unready men aregreat betrayersof secrets;for
there arefew wants moreurgentfor the momenthan the
wantofsomethingo say.

—sIR HENRY TAYLOR (1800-1886), AUTHOR
OF THE STATESMAN

George Josep Phillips who lives in the 600 blodk of Souh D
Stre¢ in TacomaWashingtonis aphotographerHis nightmae
began when he called Washingto Energy Services Co. to gd a
new furnae ard wate heate installed When work began an
employe spottel sone darkroan chemicas and apparentt un-
familiar with darkroan supplies told his bos he sawv chemicad
in the home tha he felt might be usel to manufactue drugs A
compauy official then notified the police Pleas pay more than
the usua attention to wha followed, accordilg to an article
abou Phillipsslawsut inthe Seattld?ost-Intelligencetitled"Util -
ity's hou® cal becane a nightmare!



". . . Phillips clains tha afte the compan reportal its sus
picions to police a membe of the Police Departmehaske the
compary to gathe informatian from Phillips honme so police
could obtan a searb warrant!

The article goes on to repot Phillipss claim tha the em
ployees—yesthe ones Phillips was payirg to instal the furnae
and wate heater—the tried to take "pictures of the homes
interior, searchd throudh Phillipss personh effecs ard opene
dozers of boxes of light-sensitie paper. Further he suspect
they also searched hiscomputerfiles becaus his compute was
broken ard beyord repar afta the search Whethe or nat this
was an illegd ard unconstitutionasearch—aa | think it was—
let's beneft from this shal we? The nex time a worke entes
your home think beforehad abou wha could possilby give him
a false impression Then when you let him in, stidk with him.

OBTAINING CONSENT TO ENTER BY DECEPTION

The following is basel on informatian from the Januay 199
FBI Law EnforcemenBulletin, now in the public domain This
applies to ary hone tha federa agens would like to searchbut
for ladk of evidene are unabé to obtan a warrant Here is how
it works

A van tha appeas to be from a well-known courig servie
pulls into your driveway ard the driver, with a packag in hand
rings you bell. He asls for a certan persm ard when you sg
no sud persam lives a this addresshe asls to use you telephoe
"to cal the company. If you allow him to do it, ard if—while
in your home—¥e observe anythirg tha mightbe illegal, he may
retum within a few hours This time he'l be with police officers
who might hawe a warrarn to searb your home basel on wha
the "deliverymari observe earlier

You ard | are law-abidirg personswith nothirg to hide New
erthelesswhy invite stranges into your home? Jus say no, ard



give the location of the neares pay phone Or, if you nea an
excuse hee are several

* "My husband, says the wife, "told me neve to allow
stranges into the houg when hes na here!

» "The phones na working right now:"
« "Our only phore line is tied into the Internet!

Sometimes of course no warrar is needed as the following
sectin explains

FEDEX, UPS, DHL, AIRBORNE EXPRESS

The only sue way to avod havirg someoe serl you an enve
lope or a packag by courie is to never ever let anyore othe
than your closes friends know wheee you really live. The resut
is that shoud a uniformed courig shav up on your doorstep—
or even a clown with balloons—ya automaticalf know tha he
or she doesrt'belorg there

In fact, if you see someore comirg up the walk—or obsere
them throudh the peephat | hope you haw in your door—arm
do na know them why open a all? When | was younger cars
were stolen nat hijacked but improvemerd in ca alarns hawe
brough abou a change The sane is startirg to be true with
hou® burglaries now tha locks ard burgla alarns hawe im-
proved Thug may just ring your doorbell When you open they
slam ther way in. Housejackig startlel in New York sorre yeas
agq ard it will soan be comimgy to a city nea you.

Now then just in cag you conside sone of my advice to be
extreme—ad | confes tha mary do— am willing to discus
sone options | dont recommed them but bette haf an oune
of preventim than nore a all.

Homedelivery: Remembethe cardina rule? "Do not, as long as
you live, eve agan allow you red nane to be couplal with



your hone address. If then you are going to hawe a delively
macke to wheee you really live, it mug na be in your name All
courig companie keg a nationd databas of name ard ad
dresse ard countles thousand of ther employes can run a
seart of your name PIs know this armd mary hawe contacs
inside the® companies

If, in fact you hawe everreceivel aletter or packag a your
preseh addres ard unde you red name the only way to pro-
ted you privag/ is to move One this mowe has beasn made
ard if you are determind to hawe delively made a you home
then it mug be in anothe name When you sign for the courier
you sign the othe name

You may ge by with no problens doing this, as long as you
do nat orde expensie items from ou of state If you do, how
ever keg in mind tha in stats with a sales tax it is nat un
comman for irate neighbos to cal the tax departmenard repot
that the peopk next doa are buying such-and-sucto avod the
states sales tax (You do know, do you not tha you are obli-
gatel to "voluntarily' pay the locd sales tax on merchandie pur-
chase from ou of statey

The logicd solutian to anonymiy with courie servics would
sedn to be to hawe you parcet cone into ore of ther nearly
offices ard jugt pick them up there Unfortunately thee com
panies do na emplg logic. Wherea they neve ak for ID a a
private home they absolutel demau it if you stqp by ore of
ther offices to pick anythirg up. 1 hawe argue this poirt in vain
with the various hone offices pointing out tha if | serd a pack
age in a certan name | will sigh awaive to the effed tha they
may delive to ary persm askirg for it in tha name After all,
this is similar to item numbe eight on all FedE labels which
reacs RELEASESIGNATURE Sign to authorize delivery withoubb-
taining signature.In fact, if you really wish to reman incognitq
hawe the sende sigh on the line for this releag ard when you
see the FedK trudk arrive do na answe the door.

But do na pick up a ther office. | sert an e-mal to the
FedEx man office, pleadirg for permissio to serd a letta to



one of my clients who would na preseh ID when he picked it
up a an office in Memphis | receive this reply, shot but nat
sweet

Thankyou foryourinquiry, FedExrequires avalid consignee
nameandphonenumbeffor shipmentghat are heldfor pick-
up. More hold for pick-up information can be found on our
websiteat:

http://fedex. com/us/services/conditions/domestic/hokttml
Thankyou foryour interestin FedEx.

SusarCarr

FedEx Webmaster

Mail-Drop Pickup:Although USPS regulatiors requile two forms
of ID in orde to receive mal a a commercih mail-receiving
agency FedeEx UPS ard othe couries servics are na bourd
by the® regulations So then you can receive a shipmehin youw
nanme or in a busines nane withou showirg ID. Heres how it
works

Assurre | live in Piang Texas | wish to hawe a friend from
New York City serd me a smal box tha will na be identified
with me in ary way. Not by my nhame ard na by my address
I look up Mail Boxes Etc in the yellow pages choo® ore of the
six offices listed ard hawe my wife make the call. The conver
satin goes like this

"Hello, this is Mary Johnsa with Triple-R Servica in New
York. | wish to serd a smal bax to your addressfor pickup by
one of our salesma travelirg through Will tha be satisfactory?

"No problem—n whos narre will it be?

"We'll jugt serd it to your addres in the nane of Triple-R
Services Anyore tha asls for a packag in tha nane can pick
it up.

"There is a smal pickuwp fee of coure . . ."

"No problem®

I then cal my friend, who ships the package The following
week | st by ard pick up the box (I had my wife malke the cal



so tha when | as for the box, the managedoes na recogniz my
rathe odd accenh ard connetit with the "New York™" caller) Or,
| can serd anyore el arourd on my behalf anyore a all.

ROBBERS MAY IMPERSONATE THE POLICE

If no ore knows wheee you live, it is extremey unlikely tha
police will eve shav up & you door If, therefore you see wha
appearto be policeme& comirg up you wak (or sea throudh
your peephole) do na open the door. Cal the police depart
ment or even 9-1-1 on you cel phone to chek them out

Severayeas agq two men who identified themselve as police
officers entere a honme in a Los Angeles subub ard tied up the
coupk who lived there Both wore dak clothing ard cags with
the word "POLICE" on the brow. They then stok a thousad
dollars in ca$ ard a laptgp computer

"Unfortunately this happes too often; sad LAPD spokes
man Lt. Anthory Alba, "but generaly on the eastsié or the
southsi@ of town, whete recen immigrans might na be familiar
with our law-enforcemetofficials. This ones abit different:’ He
referrel to the fad tha the victims were from a relatively quie
stre¢ in a predominantt middle-clas neighborhood

Later, two Los Angeles men suspectg of committig more
than eighy home-invasio robberies were arrestd ard a pres
conferene was held Among the more than ore hundrel itens
confiscatd from the mens home were night-visian goggles of-
ficial Los Angeles police badges handcuffs five handguns a
sawed-df shotgun an assaudl rifle, ard hundred of round of
ammunition

In summary a ghos addres will give you na only protectian
but peae of mind as well. No longe will you hawe to wonde
abou who is comirg to you door. If it is nad someoe you
recognize then—sine no ore ele has this address—thehawe



no busines there The postmaf Ignore himl Woman dressd in
a Fedk uniform? Ignore het Two or three guys with leathe
jacket® Dont even think of answeriig the doott (See how eay
it is, one you eliminae al traces of your hone addressS?

QUESTIONS & ANSWERS

Can a bounty hunter legally break intany home?

If you eve pod bal via abondsmanard fail to shav up in
court then the answe is YES, INDEED. There hawe beea a
numbe of articles ard prograns abou this fact As reportel on
the CBS progran 60 Minutes, a bouny hunter—unlile the
police—can searb whateve he likes withou awarrant He can
brek down doors read mail, bod up computers copy keys
whatever The justification for al this is tha anyore arrangimgy
bail throudh abondsma sigrs a contract ard the bouny hunte
is merey fulfillin g the fine print in sad contract So if any of you
reades eve forfeit bail, youd bette make sue you hone
addres is really private

A mote likely dange is that knowingly or unknowingly you
invite someoe into your hone tha has forfeited bail. This might
be arelative a clos friend, mayle even your brother or grown
san or daughter You might wish to give this sorre thought the
nex time a certan someoe "stos by." In somre casesthele is
a dange even in knowingthe persos the bouny huntes are
after. Ore persam intervieweal on the 60 Minutesprogram told
of a coupk beirg hed ard grilled for elevan hours by bouny
huntes intert on gettirg enoudp informatian to tradk down
someoe this coupk knew

If someoe pound on your doa and yells "Specid Agent!
you are abou to med one or more bouny huntes in person
Do na be fooled by the fad they may wea uniforms carly
badgesard a first glane appeato be with the FBI or the ATF.
Or, they may gd you to open the doa by dressig as an
employe of UPS FedEx or the U.S Posta Service In ore case



the huntes determind tha ore particula tough quarry—wito
was wise to al norma ruses—hd a yourg daughte whose
birthday was comirg up. They waited until that day, then sert
in a clown with balloons He passd muste with the closed
circuit videq the doa was opened ard you can gues the rest

We are aboutto moveto anotherstate.ls it safeto usea
mover such as Allied, Bekins, or Mayflower?

Not if you value your privacy. Most—if na all—interstag¢
moving service keg compute record ard Pls know ard use
this. Keep in mind tha even thoudh you give the moves a dif-
ferert name the computes can be searchd by addres as well.
If, therefore an investigato tracks down you preseh addres
and discoves you hawe moved he will hawe an accomplie ched
the record to se2 wha nane you used ard the destinatio streé
address

When we move—whid is more often than my wife would
like—I pay a driver to rent the larges sizz Ryde trudk in his
name | then look unde "Movers' in the yellow pages Thee is
usualy a subsectio called "Studem Movers, self-employe
husky yourg men tha load ard unloa trucks for an hourly
wage They load the truck the driver drives it, ard a the des
tination anothe sd¢ of studeh moves unload it. My driver then
eithe drops off the trudk in a nearly city, or drives it badk to
the city of origin. Ryde puts everythirg into ther computers
but wha do they have? Certainf/ na my name ard neithe the
previows stre¢ addres nor the new one Incidentally you will
often sawe a bundk of mone/ with this method

An alternatie solutin is to arrang for the Mothe of All
Moving Sales Then buy a one-tan pickup ard a fifth-whed
travd trailer. License eat in a separa company as discussd
in Chapte 12 ard be on you way in totd privacy.

What about the cleaning lady or the carpetcleaner?

At the vely least use someor tha you friends hawe usel
for yeas ard will recommed withou reservationsHowever if



you hawe secres to protect this precautio may na be enough
Pls hawe beer known to offer seriols money to obtan tras from
a hone office befor it has been shredded

My nex suggestio may be worth far more to you than the
price you pad for this book Use someoe who is an unusuay
active membe of the Seventh-da Adventists Jehovals Wit-
nessesor the Churd of Jess Chrid of Latter-dg Sains (Mor-
mons) Unlike those from mainstreen religions you will seldon
if eve find a longtime membe of the® three religiors in jalil
unless—a in sone countries—thg are thewe for ther faith.
The® peopek beliewe ther Creato is watchirg them ard mog
would rathe die than steal The only problem is, will they wart
to clean your home or your carpe?

Of the three groups | am leag familiar with the Adventists
| suggesyou contat the pasto of anearly SDA church explan
wha you are looking for, ard ak if ary membes do cleaning
work. If they do, tactfully ak how long they hawe been Ad-
ventiss ard how active they are in the church

If you contat the Mormons not tha they refer to ore an
othe as"LDS," or Latter-dg Saints Howard Hughes usel Mor-
mors for bodyguard ard trustel then completely | would al
trug certan ones infinancid matters sud as for hawab bankirg
(see Chapte 14) By "certan ones; | mean thos tha have dem
onstrate ther faith by beirg missionaris in a foreign land for
two years The only problen hee istha na mary LDS are into
cleaning They lean more towad commerciaenterprises

A little-known fad abou Jehovals Witnesss is tha in mary
cities they do 80 percem of the nightly cleanirg in office build-
ings ard an even highe percentagin clinics They also do mud
of the cleanirg in upscaé homes where securiy is especialf im-
portant These are three reasos for this

1. They prefe to work late & night or very early in the morn
ing 0 they are free to atterd three meeting a week ard
three conventios ayear They usualy clean for aflat rate
work fast ard ean from $20 to $40 an hour.



2. A numbe of than haw carpet-cleanig businesse ard
mary will accep ary honorabé work, howeve humble

3. They are 0 well-known for honest tha word of mouh
keers them in constahdemaul in the janitorid field.

Although we would be hapyy to emplyy LDS or Mormors
in ary of our homes in actua practie we usualy erd up with
Witnesses Although they cal ther churd buildings Kingdom
Halls, we look them up in the yellow page unde "Churches.
Ove the years we hawe learna tha the bes time to cal a
Kingdom Hall is betwea 6:45 ard 7:10 on a Tuesday Wednes
day, or Thursday This isjustbefore they have ore of ther meet
ings Ask to spe& to ore of the elders If they are busy leawe
your numbe ard hawe than cal back When an elde comes on
the ling, do na use atitle sud as pasto or Reverend—thg do
not use titles Jug explan wha you need

Ther is no nea to be embarrassk abou calling Non
Witness persos often cal Kingdam Halls to ak who is looking
for work. (Beside janitorial, they are in demaunl whee large
suns of mong/ are beirg handled. If you are unusualy con
cernal abou privacy, sa tha you prefe a workea who is a
"pioneer! This is the tetm Witnesss use for those who put mog
of ther time in the Bible-teachig work. They cannd be pio-
nees unles they hawe an excellen reputation both within ard
without ther congregation And na to worry—they wont
preat to you while on the job!

If ary of you reades know of anothe religious grow tha is
alo widely known for honesy ard integrity and oftendo cleaning
work, pleag let me know. Perhap | can include them in the
nex edition

What about letting a baby-sitterinto our home?

If the baby-sitte is Grandma theile shout be no problem
Othe than that tune you radio into the Dr. Laura Schlessinger
Show.Betta yet cal Dr. Laura Ask hea wha she thinks abou



abandonig your little trolls to a sitter (Beg to be sitting down
for the answei).

Even if you survive the phore cal ard are determind to cal
in asitter, do you still harba vagLe fear® Then spem abou $60
for a voice-activatd tape recorde with multiple pickup micro-
phones You may hea phore calls boyfriends comirg to visit,
or sound of child abuse A bette solutin is to instal a nanny
cam ard see what goes on in living color. Perhap steis checkiny
out your compute or going throudh your drawers

Actually, however if you suspetthe sitter may neal elec
tronic surveillanceyou fears are probaby justified Find some
ore el or bring in Grandma



UNTRACEABLE TRASH,
ANONYMOUS UTILITIES

Satisfaction Guaranteedor Double Your GarbageBack
—GARBAGE TRUCK, CAMBRIDGE, MASSACHUSETTS

This is a shot but vital chapter absolute) essentiain orde to
achiee you goal Let's stat ou with an opportuniy for you to
play detective Ses if you can sohe the mystery

A bilingud privaie investigato in San Jose Californig takes
acal from alaw firmin San Diega They wish to locak a certan
Victor R—in orde to sene a subpoea in a civil lawsuit They
hawe only three pieces of information

1. Victor, who was bom in Ameca Jaliscg is stayirg with
friends from his hone town They live "somewheré nea
Lake Tahoe on the California-Nevad border

2. Victor has a younge brothe namel Fernand who rens
a one-bedrom unit in a sixty-four-unt apartmen com
plex in San Jose However the Pl is notto contat Fer
nand becaus if he does Fernanad will tip off his brother



Worse the lawyers wart fag resuls ard yet they put a limit
on wha the P may spend If he need ary helpers he will have
to use slawe labor The intrepd P takes the job, despie the
followingdrawbacks

* If Victor is with friends there is no way to trak him
down via rentd agreementtelephone or utilities.

» Ther are more than ten thousad Latincs in the Lake
Tahee area ard neary 80 percen of them cone from
the sane place Ameca Jaliso (Mexico).

* A quick ched& shows tha theee is no telephoe a Fer
nandas apartment

Our intrepd Pl is on the job tha very evening prepare for
action Wha he wans is evey bit of the garbag ard tras tha
leaves Fernand® apartmenfor the nex thirty days He observe
tha thee are two large Dumpstes nea the entrane of the
parking lot, ard learrs tha they are dumpel betwea 3 ard 4
A.M. evey day Theee is no uniformity in the bags the residers
are using Sore are paper somne are white plastc bag from the
supermarketsard sone are large blad trash bags The Pl knows
of a Guatemala family whele three teenages are desperat for
work, ary kind of work, even diving into Dumpsters

Here is where you gd to play detective

How will his Guatemala friends know which garbag be
longsto Fernand®@

[Take five, see if you can gues the answer This is nat rocket
sciencd.

Okay, che& you answe with wha happend next Late tha
evening the Pl wert from doa to door, calling a eat of the
sixteen apartmerd tha were on Fernands floor. He wore a
uniform with a nane tag ard presentd eat rente with a free
suppy of thirty tras bags speakig Spanis or English as the
occasio warranted



"This is patt of an experimehby our company, he sad with
a disarmirg smile "The idea is to see if the® extra-strog bags
will caue less spillage when our trucks unloa a the processig
plant If you ard your neighbos use the® bags for the nex thirty
days we may continte to furnish theam a no charge.

A young pregnahwoman answerd the doa a Fernand®
apartment He gawe he the pitch ard handel he the bags

"Muchasgracias," ste said "Muy amable."

"No hayde que.Quetengaun buen dia."Hawe anice day.

Then the three Guatemalasga ther assignmentThey were
to take turns drifting pas the Dumpstes both mornirg ard eve
ning, checkirg to see if thele was a bag from Fernand® apart
ment Fa evey bag they brough in, the Pl would pay them $20
cash If he found wha he was looking for, thele would be a $1®
bonus

In the nex two weeks they brough in nine bag ard were
pad $180 Two days late they brough in the bag tha pad a
$50 bonus—Fernarmhad a cel phone ard he had tosse the
statemehin the trash afte tearirg it up. Pieca togethe with
tape it showa six long-distane calls to the sane numbe a
Zephy Cowe on the Nevadh sice of Lake Tahoe Tha was all it
would take to tradk down Victor, a a cog of $23) to the kids
ard $% for the bags

Hawve you hawe alread guessé how the kids knew which bags
to pick up?

Yes it was just as you thought At fifteen doors the Pl gawe
away dak green bags At Fernanda door, he handel over dak
blue bags

Tha was the windup Here comes the pitch

To paraphras Johnné Cochran

If it can be real
Then you mug shred



WHAT YOUR TRASH REVEALS ABOUT YOU

Trash is nat the remairs of food. Tha is garbageTrad is every
thing else Unfortunately the two may be mixed unles it is com
ing from an office building Trad is to a detectiv wha a gold
nugge is to a prospectarJus imagine—f you dare—whain-
vestigatos would hawe learn& abou you ard your family if they
had secrety gore throudh your tras for the lag ninelyy days We
shal assure they startel with a blark sheet havirg no idea as
to the occupard of yowr home To pu a picture togethey they
would hawe watchel for ary of the iterms in the following list. If
anythirg were tom up, it would hawe been piecal badk together

« Bark statemergtwith your name addressaccouh num
ber, etc

 Telephoe bills with your number ard the long-distane
calls you made

« Utility ard othe bills, showirg the nanme ard addres
you use for those

« Credit-cad statemerst ard receipts invoices automaitt
teller receipts

« Paychek and/d money orde stubs

« Empy bottles from prescriptim medicing with your
doctors name

* Personhard busines letters All addres labels

« Scras of pape tha might reved a namre or phore nunm
ber.

« Matchbooks Inside coves checke for phore numbers

« Anything to indicat drug use including triangula scras
of paper

« ltemizead grocey ard pharmay slips for evidene of al
cohol illness condoms birth-contrd pills, or anythirg to
indicae homosexulaactivity.

« Classifiel ads from newspaperdo see if anythirg is cir-
cled



» Magazinestravd brochuresor anythirg tha would indi-
cak interes$ in weapons stran@ practices or oversea
connections

What else can you think of, in your particula cas@ Or tha
of your friends relatives or even your childrer?

Do you hawe a weekly arrangemerfor awoman to comre in
ard clear? Does she hawe acces to the trasi?

If you work in an office, who handle the trast? Did you know
tha in soe casesjanitors are bribed to tum trash from a spe
cific office ove to privak investigatord Or—worse!l-—govern
mert agent8

Mogt likely, if you do everythirg else right, no one will be
abke to sift throudh your tras becaus they canna find you in
the first place But if theydo (perhag by following you home)
then male sue al papes hawe bea shreddd ard tha thee is
nothing furthe to be reveale from you trash

UTILITIES

By utilities | mean the companis tha furnish electricity, garbag
pickup wate ard sewe connectionsard naturd or propare gas
(Telephone will be discussé in Chapte 8) Neve give your
true name—muh less yor SN or dae of birth'—to a utility
company na to ary othe private compary tha will furnish a
servie a you actud residence

Rather if you own your hone in the nane of a trust give
eah compan the namre of the trug ard insid tha the nane in
the compan databas is in the nane of the trug only. In fact,
do na give them you own nane unde ary condition Try a
fictitious one or use the wife's maiden name Even then this
shoud just be ha middle initial plus lag name Do na furnish
her Socid Securiy numbe or dae of birth.

A quidk ard dirty methal of settirg up the utility accours
on shot notie is to ue a hominee someoer tha will ad on
your behalf (See Chapte 9) Usually, the utility comparny will



demam a cah depodiin lieu of beirg abk to ched your credt
by usirg your Socid Securiy number Fing give then a moneg/
orde or abark ched for the deposit It will be returnel to you
after ore yea of on-time payments Make sue tha the bills
nevercone to you homre addressGive than your ghos address
explainirg tha (a) you do na hawe a mailboax a the stre¢ ad
dres ard (b) al bills are pad from your "business (ghos) ad
dress

Wha has bean accomplishe®d Jus this If a private investt
gator—actiig on behal of a stalke or working with alaw firm
or insurane company—stastsearchig for you, ore of the first
places he will che& (after cabk TV) will be the utility compa
nies If you nane is in ary databasethe Pl will obtan the ad
dress But as long as your nane neve shows up, the seart will
be in vain

QUESTIONS & ANSWERS

How can I getrid oftrash other than by shreddingit?

If you hawe afireplac or awood-burniry stove perhag you
can bum it. Otherwise toss you statementsbills, etc into a
box tha is reserve for this purpose Be sue to include al
envelops tha indicae you nanme ard ghos$ address (Dont
forget the junk-mal offers) Then cu throudh the addresseard
put ore haf of eat addres in ore pile, the othe haf in aseconl
pile. Bundle thean up ard toss the piles in separat public trash
bins



YOUR SOCIAL SECURITY
NUMBER AND DATE OF
BIRTH

My Social Security number?If you insist.. . 078-05-
1120.

—FUTURE QUOTE FROM YOU, THE READER

In 1973 Georg Norman left Denver Coloradg in a borrowed
car. He was skippirg ou on an impendirg two-yea prisan
sentene for embezzlig sorre $500,00 from the now-defunt
Rocky Mountan Bank Ove the yeas he ran this "starte money
into $50 million by legd means dabblirg in oil in Housta ard
startirg softwae companis in Orega ard Utah

Although he knew tha U.S marshad were after him, rathe
than mowe to Mexico or Canaa he stayel in the United States
relying on alterna¢ name to prote¢ him. Sorre of the name
he usal were Georg Larson Max Morris, Georg Irving, Frick
JensenGunne Isoz J. Blankman ard Dr. Jame Hill.

Had privak parties been employirg detective to pursie him,
the mong would hawe run ou befoe mary yeas had passed



However with governmen agents moneg/ does nd run out
Twenty-three yeas passd befole Norman for whateve reason
felt compellel to give out a Socid Securiy number Rathe than
use his own, or invert one he usal the numbe of a persm he
knew was dead This Socid Securiy numbe cane up on a gow
ernmen compute as tha of Tom Dangelis red-flaggel as
Georg Normans wife's Donnas deceasdgrandfatherThe re-
suk was this headlire in the Sunday Decembe 1, 19% Los
Angeles Times: "FUGITIVE MILLIONAIR E NABBED AFTER
23 YEARS ON THE LAM."

Yes Norman needd catching ard they caugh him. But the
point is, privagy isnt only for criminals it's aloo desirabé for
white-ha folks like you ard me ard this story certainy illus-
trates the point abou nat usirg someoe elses SSN It alo tells
us as | sy in chapte 1, tha when the chips go down for what
eve reasonyou first priority may be to gain time to sot things
out

However a Socid Securiy numbe is na the only way to
quickly tradk you down—you dateof birth is another

DATE OF BIRTH

No matte hov comman your name you can be quickly iden
tified in a databas by couplirg eithe your nane or you birth
dake with your addressKeepirg you true honme addres a secré¢
has alrea@ beea discussedAs for abirth date | seldan give ou
ary dae whatsoever

For instance just a few days ag | stoppé in a a shoppim
mal to have my eyes tested The doctors assistanhande me a
long form to fill out, askirg amorg othe things my addresstele
phore number Socia Securiy numbey ard dae of birth. | ex
plained tha | did ha live in the area did na give out my SSN
ard my age was in the "early seventies.No objection was raised
During the exam the docto askel me wha | did for a living.

"I'm awriter."



"Oh? Wha do you write?'

"Articles ard books abou keepirg your privat lif e private.
Which is why | didnt give you a Socid Securiy numbe or a
dat of birth."

"Oh well," replied the doctor "excep for insurane cases |
dont ned tha stuff on the form anyway! (But they dont tel
you tha when they hard you the form, right?)

My nex stq was nearby a ore of thos nation# chairs tha
hawe opticd shogs in malls | picked ou the two frames | wantel
and the yourg salesclét startel to fill in the form.

"Address? she said

"No locd addressl live in Spain' After a puzzlel look, she
wrote down the addres of the stoe itself.

"Telephoe number?

"Sorry, no telephoné. Ske wrote down the numbe of the
store

"Date of birth?'

"Why on earth’ | said "would the purchas of two pairs of
glasss require a dae of birth?"

"The date of birth is how weidentify our customers."

"I do nat wish to be identified!' Long pause Then ste left it
blank The nex questia of the form was for a Socid Securiy
numbe bu a tha poirt the girl just shruggd ard didnt even
ak me

Personally | enjoy the® challengesbu sone of my clients
do not In fact, they hae confrontatios of ary kind. Often if
fillin g in aform yourself you can just write "legd age' Anothe
alternatiwe is to give afictitious mont ard day, ard ayea a bit
before or after the red one If you fed obligatel to give a dae
of birth, choo® ore tha is eay to remembersud as a nationa
holiday. Make yoursdl a few yeas younge a the sane time.



YOUR SOCIAL SECURITY NUMBER (SSN)

The PrivacyActof 1974 (Pub L. 93-579 | sectimm 7) requires
tha ary federa) state or locd governmehageny tha request
your Socid Securiy numbe mug tel you four things

1. Whethe disclosue of your SN is requiral or optional
2. Wha statue or othe authoriy requires this number
3. How they will use your SSN one they hawe it.

4. Wha will happea if you do na provide then with you
SSN

So then if you are askel for yor SN by ary federa) state
or locd governmehageng (including ary stae universiy tha
acceps federd funds) look for the Privagy Act Statement If it
isnt there ak to see it before you give you number (Failure
to provide a SN will na preven you from gettirg a passport
for examplée. Sine the subjet of this bod is privacy, na tax
evasion | se no problam in furnishirg your SN to the Interna
Revene Service

YOUR DRIVER'S LICENSE

Publc Law 104-208 passd in 1996 impos& an unprece
dentel thred regardigy drivers licenses Sectim 656 provides
tha after Octobe 1, 200Q federd agencie may na accep for
ary identification-relatd purpo® a drivers licens issue by a
stak unles the license contairs a Socid Securiy accout nunt
ber tha can be real visually or by electront means (Becaue of
strorg public objections Congres has just placal a one-yea
moratorium on implementatia of this provision pushirgy it
ahea to Octobe 1, 2001)

It appeas tha a few states—fo now—will continte to allow
an "alternaé numbet basel on your SSN The stae has a for-
mula for convertirg tha numbe bad into the SSN Thus the



SN is a leas hidden from mog nongovernmentaagencis tha
will ak to see or even photocopy you drivers license Chedk
with your locd Departmeh of Motor Vehicles (in sone states
called the Departmeh of Safey or somethig similafj for add:
tiond information

Actually, apat from the staté ageny tha issue drivers li-
censestheres na mud of a problen when dealirg with gow
ernmerm agencieslit's the private organizatios tha can give you
industrial-strendt depression The low-levd cleik behird the
counte expecs you to fill ou tha form completely.After all,
"everyore ele does; ard it's "the compary policy." So let's con
side sone of the® privaie agencis or organizations

YOUR EMPLOYER

If you work for wages the IRS requires the employe to gd your
SSN Sometime they will ak for it before you're hired so they
can che& your credi ard crimind (if any) record Tel tham
you'll give your SN if ard when actualy hired for the job. if
this is na acceptableak yourself "How badl do | wart this
job?'

If you do take the job, know tha your name addressard
Socid Securiy numbe mug by law go into the databas for the
Nationd Directoly of New Hires within twenly calenda days
This applies to virtually evey persm who is hired in the United
States The only wiggle room hete is with the addressRemem
ber the rule? "Do not, as long as you live, eve agan allow your
red name to be couplal with your home address. Therefore
you will give your employe only your ghos address

In some casesyou may be abk to work as an independein
contracto ard thus avod giving ou you Socid Securiy
number This is easie than it use&l to be becaus in 1998 the
IRS burden-of-probrules were changd in the independeincornt
tractors favor. If you think you might qualify as an independen
contractoy consul a CPA



HOSPITALS AND DOCTORS

If you qualify for Medicae and wish to useit, you'l neal to
furnish your true SSN Othe than that | know of no law tha
requires you SN to be an ID number Insurane companis can
often be persuade to ue anothe numbe in lieu of the SSN
True the insurane companis do ser informatian to the Med
icd Informatian Bureas (MIB), but I've bean told the MIB does
not usee SNNs as identifiers nor do they repot SSNs when mak
ing reports

Remember when a privae investigato has an associa
seart for your record in the Medicd Informatian Bureay mary
identicd name may cone up. His first choice for picking you
ou will be your dake of birth, ard his secod choie will be
whateve addres he may hawe for you (if any) The vely lag
thing you wart on you recod is a consultatio that indicates a
nervols disordey a psychiatrc problem or a sexualy transmittel
diseaseFa these pay ca$ ard use afalse name Bette yet pap
ove into Canae or Mexico. If you can afford it, skip Medicae
altogethe ard just pay al bills in cash No personhinformatian
needed for that

BANK S

If you mug hawe aU.S bark account open it in abusines namne
or in tha of anothe person When cashilg checks do na use
your drivers licens for identification Rather use you passpdr
because

* It does na shav your Socia Securiy humber

* It does na shaw ary addres for you, na even the stae
or county in which you live.

* Unlike the Departmen of Motor Vehicles (or whateve
nane it has in you state) you canne easiy be traced
with your passpdrnumber



Occasionally after presentig my passportl hawe bea askel
for my drivers license | reply tha | do na use my drivers
license for ID. In one smal town, the bark teller confessd tha
she had neve sea a passpdrbeforeé | had to point out where
the numbe was so she could write it on the third-pary chek
| was cashing

LANDLORDS

The emphags on the lad five letters is intentiona) becaus sorre
of them do indeal ad as lords A false SN will nat usualy work
here as landlords like to ched credt record ard in sone cass
there is a statewi@ databas tha is in effed a blacklig of un-
desirab¢ tenants How badl do you wart to live in the Bel-Air
penthoue apartment or (as the ca® may be in tha 193
Rick-A-Tee mobile home

You may be temptel to threate the landlod with legd ac
tion sud as discrimination bu in this ca® remember Sun beas
wind. Ask him or he to kindly cal you previows landlod (if
you dare) Or offer an extra-lar@ deposit interest-freewhich is
to be returnal afte one yea if you prowe to be the mode tenan
you s& you are

REAL ESTATE PURCHASES AND SALES

A Socid Securiy numbe is normally requiral for the IRS re-
porting forms Onre way arourd this is neve actualy to buy red
estate Rent lease or take options Anothe is to purchas ard
sel in the nane of an LLC. Your accountanmay suggesyou
ge a tax identification numbe (TIN) for the LLC. This is a
numbe tha is obtain& from the IRS by fillin g ou and submit
ting Fom SS-4 It is useal instea of a Socid Securiy numbe 0
if you hawe a TIN, use that A bette solution however is to
hawe a minority membe of the LL C furnish his or her SSN (If
a taxabk gan may resut when the propery is sold discus with
your accountahhow beg to hande this)



FALSE SOCIAL SECURITY NUMBERS

A federd cout of appead has ruled tha using a falss SN to
obtain a drivers licen® is illegal. Othe than that thee appeas
to be no legd penaly for giving awrong numbe as long as there
is no intert to:

(a) deceie a governmehagency
(b) commt fraud or
(¢) obtan a specift benefit

If, then you are somedsg askel for your SSN in an innocuos
circumstane wheie you know this numbe will not be checked,
you may be tempte@ to transpoe two digits in the lag four.
(Neve transpoe ary digits in the first three because.thesare
stat ID numbers. "If they eve ask; you might tell yourself
"I'l just sgy it was an accident.

However | do na recommed this You haw no way of
knowing who the red numbe belong to. What if it identifies a
drug dealey a child pornographeror someoewho diedin 19752

Wha | do recommed is tha you eithe give your true num
be when absolute}f required or elee no numbe a all. Never
theless knowing tha you may somedgt be temptal to give a
false number her are three ways to come up with a Socid
Securiy numbe which, althoudn false will notidentify you with
anyore else

1. Invert a numbe tha lists the stae of your choie in the
first field, followed by 00 in the secon field, as thele are
no legitimat SSNs with all zeroe in ary field.

2. Stat the numbe with 987-65 ard then pick a numbe
for the lad four digits betwea 4320 ard 4329 Theg are
the numbes allowed for use in advertisements

3. Fifty yeas agq new wallets with a celluloid window inset
came with a sampé Socid Securiy cad included ard this
numbe& was always 078-05-1120 You might therefore



jot this numbe down ard kee it your wallet or purse for
emergeng use

Thete is aweb site a www.informus.com/ssnlkup.htmiwher
you can ched to see if a Socid Securiy numbe has eve bea
issued Tho< listed for items ore ard two, above shav than to
be invalid. However when | ran the third numbe & this site
this was the response

SSN078-05-1120was VALIDLY ISSUED between 1934 and
1951in NY.

So then if you give tha numbe as your own but fea it might
be checked "remembeétl tha you were in New York at the time.
It would al® be helpfu to look a leas sixty-four yeas old, as
SSNs were seldan issue to children in those years

Veryimportant: Neve use ary of the above numbes with a
governmehagency Even lowly clerks will recogniz them

TIP

Who knows when you will ;

(@) lose you purse or wallet,
(b) haw it stolen or
(©) hawe the contens searchegdfollowing atraffic stog?

Therefore do na carly your Socid Securiy cad with you,
nor any documen that lists your SSN (Sine you will neve
agan use you drivers licens for identification leaw it in your
car) If you carly a health-insurarecad or are unde Medicare
| suggesyou photocop the cad ard block ou the SSN You
can give your SN to the health-cae provide orally, if ard when
required

OBTAINING CREDIT

In sone cass it may be extremey difficult to obtan credt with-
out revealirg your number so you'll hawe to ak yoursel a ques
tion: "How desperatelydo | needthis credit?"The corre¢ answe



shout be "Not thatdesperately!In the ComputePrivacyHand-
book, autha Andre Bacad quotes his grandfathes opinion of
credit

“I'm! 80 yeas old ard free becaus | neve owed a dime
Young peopk are addictel to credit Mark my words Andre
Credt will lead to a police stae in America | hope | die be
fore then"

My Scottih fathe ard my Norwegian mothe ran ther lives
the sane way, quotirg Proverls 22:7 to my siste ard me "The
borrowe is servamto the lender! The advie was sound | pas
it on to you.

RUN YOUR LIFE ON A CASH BASIS

If you truly wish to becone invisible, neve apply for personh
credit (Theke is occasionall a busines exception but credt in
this ca® shoutl be extendd only to your corporatiom or limited-
liability company). We raisal our children to pay cat or go
without, we recommed the sane to al ou friends ard we
stard by or own exampé even when discussig the Interna
tiond Dream "Owning Your Own Home"

Incidentally, hormme ownershp isoverrateditisusualy cheape
to rent or lea® you living quarters Further shoud disaste
strike from whateve direction as arente you can mowe before
the swn rises tomorrav morning The homeowneron the othe
hand will dawdk ard procrastinateard in somne cass this delay
can be fatal

Until my wife ard | were in ou fifties, we rented, period
When we finally did build our first home on Lanzarogé Island
perchel on a cliff fifteen hundrel fee abowe the Atlantic, we
followed the Spanif custon ard pad ca$ for evey brick ard
rock ard block Unlike the Spanit way of thinking, howevey
we were mentalyy prepare to walkk away ard leaw it if we had
to. Sine then we've built homes both there ard in North Amer-



ica, always for cash ard only becaus we can afford this totally
unnecessgruxury.

When the day comes tha we cant afford to walk (or run)
awgy ard leave a houg behind we'l sel it, stak the cash ard
go bad to renting In, as always anothe name

QUESTIONS & ANSWERS

Isn't giving out afalse SSN a federal offense according to
U.S. Code: Title 42, Section408?

Before preparim this chapte | read 42 U.SC 408 ard alo
Ca® 94-572 in the United States Coutt of Appeas for the
Fourh Circuit UnitedStateof Americav. EuniceArnettaHarris
Sparks.l an na an attorney so this is just alaymans opinion

There does nat seen to be ary bass for a cout ca if there
is no intert to deceive ard if no beneft is obtained (In the abowe
coutt casethe defendahpurchasd a ca on credit gaw afalse
SSN ard then failed to make the payments.

Can | getby withouta passport,and still maintain my pri-
vacy?

Yes of cour® ... if you neve trave by air, neve pay in a
stoe by check neve ca$ a chek & a bank neve receie a
registerd letter, ard are neve otherwi® called upa to prove
your age or identity. Sine this may na be practicé for you, let's
discus anothe aspet of drivers licenses

A recem news progran on nationa television discusse the
sak of pictures tha go with stae drivers licenses The buye is
a compan called Image Data Wha had previousy been kept
secréwas nov mack public (i.e, tha the sour@ of Image Datas
financing cane from the United States Secré Service) Image
Data saysthe only use for the® pictures will be for businesse
tha accep checks They will scan your drivers license ard ched
the picture on the screa to be sue it is really you Two ques
tions arise



(1) Wha use does the U.S Secre Servie hawe in mind for
the® picture®

(2) Why was Image Data attemptig to hide the U.S Secré
Servie connectiof?

I cannd answe the® questionsWha | can do howevey is
to continte to urge you nat to use your drivers licens for any
thing othe than showirg it to a policema if you are stoppel
for a violation (And do al within your powe neve to be
stopped!

Rememberfor the pag tweny years mog stats have bea
selling the dat from drivers licenses This includes your height
weight ard "home addres$, nore of which shows up on apass
port Also, as| hawe sad before if an investigato wishesto chedk
you out, ore of the first places he will ched is the DMV in the
stae in which you live. | therefoe say—one again—ore of the
very bes ways to maintan you privagy is to obtan a passpdr
ard use it for identification

What if a Social Security number is requiredfor a hunting
or fishing license?

Many states do requile a Socid Securiy numbe for register
ing a bod or buying a huntirg or fishing license The boat of
course can be registerd in the name of a limited-liability com
pary (see Chapte 12) You may wish to hurt or fish in anothe
state—oee tha does nat requie an SSN The nonresidetlicense
will cog you more but if savirg money is important med ard
fish are availabé a the supermarket

Can | just applyfor a new SocialSecurity number?

Many books hawe been publishel with advie abou how to
illegally obtan a new Socid Securiy number Sone authos
recommed you tel some wild story abou how you wete living
in the jungles of New Guinea ard just ga back More often it
is suggesie you conb old newspaper for children who died
young ard obtain—a fake—ther birth certificate The® books



are out-of-dae becausgas of Januay 1, 200Q the Socid Secu
rity Administration—wih only three exceptions—wil no longe
issLe Socia Securiy cards to anyore othea than newbon infants
The exceptios are

1. Tho® relocatel with new identities unde the Federh
Witness Securiy program

2. Individuak who can prowe they were victims of “identity
theft' when criminak useal ther numbe repeatedl to gd
credit cards male loans ard engag in othe financid
transactions

3. Abusel women who are hiding from husbands ex
husbandsor forme lovers Until the latter pat of 1999
only abou 13 nenv numbes were grantel eah year
However as of the yea 200Q the Socid Securiy Admin-
istration expecs to grart nev numbes mud more freely.
In addition to origind documerg establishig you age
identity, ard U.S citizenshp or lawful alien status you
will be askel for both your old ard nev names if you hawe
changd youwr name You mug alsb preseh evidene
showirg you hawe custod of children for whom you are
requestig nev numbes ard evidene you may hawe doc
umentirg the harassmenor abuse The be$ evidene of
abue will cone from third parties sud as police medica
facilities, or doctors Othe evidene may include cout re-
strainirg orders lettess from shelters family members
friends counselorsor othes who hawe knowledg of the
domesit violene or abuse (Fa additiond informatian
abou nev numbes for abusd women go to the agencys
Web site http://www.ssa.gov/pubs/10093.html.]

Canl avoidgiving my SocialSecuritynumber onthe basis
of Revelation Chapter 13?

| assum you are referrirg to the belief hed sincere} by
some tha a Socid Securiy numbe is the "mark of the beast.



Is it true tha in the past severl persos hawe won cout cass
objectirg on religious ground to stae requiremers for an SN
as a conditian to receivirg a drivers license In Leahyv. District
of Columbia,the circuit cout uphetl Jom C. Leahys religious
objectian to providing his Socid Securiy numbe in orde to g&
a drivers license

Later, five plaintiffs sueal the City of Los Angeles on religious
objecticn grounds objectirg to the states requiremen tha
drivers licens applicant mug provide a socid securiy numbe
as a conditin of gettirg a license They won the ca® in the stae
superio court but | hawe sine head the stae appeald tha
decision

An Octobe 25, 1997 headlire in the LosAngelesTimessaid
"Religious Objectiors to DMV Upheld" The subtite was "Judge
says five men do na neal Socid Securiy numbes to ge li-
censesThey contenl tha the identificatian is the satant 'mak
of the beast.” The article written by staf writer Jom Dart
reads in part

In the first coutt decisio to declae tha adrivers license
applican can refuse to give the Departmehof Motor Ve-
hiclesaSocid Securiy numbe for religiousreasonsal os
Angeles Superio Cout has ruled tha the DMV mug
accommodagfivemen who contenl tha the numbes are
the "mark of the beast in the Bible's Bodk of Revelation
In handirg down the decision Superio Cout Judge Di-
are Wayre sad lag week tha the stae ageng coud use
anothe methda of identificatian in light of the mens "sin-
cerey hel religious convictiors . . . tha anyorewho uses
his or he Socid Securiy numbe is in dange of nd re-
ceiving eternlife.”

If you really, truly believe tha the use of a Socid Securiy
numbe violates your religious beliefs then take your stand If
you go to jail—and sone have—ya will be sufferirg for what
you fed is arighteows cause But if you are thinking of challeng
ing the authorities ard jugt usirg religion as an excuse then |



urge you to badk off. Jon the res of us who do furnish the
numbe when absolutel necessar. . . but neve otherwise

How can wemaintain our privacywhen westart having
children, and especiallywhen they start inschool?

You are requiral to obtan a Socid Securiy numbe for eat
child thatyou claim as a dependenbn your tax return. The ob
vious solutin is na to claim then as dependents

In the public schod system the authorities demawl an SSN
from evey student The soluticn hee is eithe home schoolimg
or a private school At a no time do | eve sg privagy is cheap
a leas to begn with. (If a lawsuit—a worse—s somedy
avoidel by the measurs you hawe taken then it will hawe been
economichafter all.)

Friendly tip: Raise you children to be self-employd when they
leave home 0 tha ther name will never ever go into the
Nationd Directoly for New Hires And just think of all the
moneg you'l sawe by na sendirg them to college (I an auni-
versity dropout just like Bill Gates | dont knowv abou Gates
but | mysef haw neve regrettel droppirg ou badk in the
1940s Not for a day, an hour, or a minute)



YOUR ALTERNATIVE
NAMES AND
SIGNATURES

Why be difficult, when with a bit of effort, you can be
impossible?
—ANONYMOUS

Anyonecansignyourname If your attorney CPA or anyore ele
warrs you tha you canna legally sign anothe persors name
ak them to prowe it. (They will be unabé to do so) The only
cavea is tha the persors nane you are abou to sigh mug au
thorize this by telephome at the time of signature

Example:You hawe the tax retumn for your Wyoming corpo
ration Oliver's Oddities read/ to mai on the due date Problem:
you forga tha your coush Oliver, who is substitutirg for you
as the sok director will hawe to sign Although Oliver is cur
rently on an Arctic fishing trip, you read him by telephoe a
the Frontie Lodge on Gred Slawe Lake

"Oliver, we neal to mal the tax retun to the IRS today OK
if I sign your narre as president?



"Sure why not?

Thats it. Go ahea ard sigh his name All the IRS wans to
see is a signature My only suggestio hee is that when Oliver
returns hawe him sign an acknowledgmeraffirming for the pri-
vate corporag record tha permissio was given via atelephoe
cal the sane day. Clip this to your copy of the return

IF YOU SAY IT'S YOUR SIGNATURE, THEN IT'S YOUR
SIGNATURE

Example:Your husbad Jom is off huntirg ek in the Rocky
Mountairs when an unforesee emergeng leaves you shot of
ca$ for Saturds night binga In the mornings mal comes his
Socid Securiy check You cannad ready Jom becaus he is
campirg ou ard doesrt' hawe a cel phone Question Can you
sign his nanme ard depodi his ched in your joint accourf?

Yes becaus you know that if ary questiom comes up later,
he will acknowledg your signatue as his own Naturally, you
sign the chek beforeyou go to the bank (Note: Many husband
ard wives practi@ signirg eat others signaturs for just sud
purposs as this, ard sone are skilled enoudp to fool ary banke
in the land)

Warning: If, instea of going hunting Jom ran off with tha
cute little secretay from the office, he will notwart you to sign
his name in which case repea aftar me

"DO ... NOT.. . SIGN!"

You can use any number of different signatures, including illegible
ones.In fact amorg Europea businessmenllegible is the order
of the day. | usel to work with a banke in Sana Cruz de Ten
erife. His name was Hecta Adelfon® de la Torre Romebp y
Ortega This was his signature

—



"But why," I'm often asked "would anyore wart an illegible sig-
nature? Well, for signirg lettess to your friends you do na wart
ong bu why na hawe an alternative illegible signatue you can
reprodue a will ? Here are severlreasos why sud signaturs
are usal 0 widely in Europe

« If a copy of a secr¢ letter comes to light, the identity of
the signe will na be evident

« Far faxes the signatue is recognizd only by thos with
the right to know.

e Bark accounsg can be in the namre of anothe persm or
in the nane of alegd entity, ard the one receivirg sud
a che& will hawe no clue as to the signer (Note: Thee
shoutl be no problem in ary event with the bark itself.
Only the smalles of banls actualy che& signature$.

AN ALTERNAT ENAME

Why would you, a modé citizen ard taxpayer eve temporariy
neal anothe namé The reasos given in mary books include
overwhelmirg debts threatend vengeane by wrathfu in-laws
amarriage gore bad or gettirg on a Mafia hit list. But circunt
stance ard situatiors can chan@ in a heartbeatard thousand
of persos living a tranqui life one day hawe resorte to flight
the next The fad tha you are right ard the chargs are wrong
may be meaningless—jusak ary lawye if he can gd you jus
tice. The stok answe is, "How muda justice can you afford?
By the way, let's nat cal you secod nane an "alias’; thats
only for the crimind types Wha you war is a perfecty re-
spectal# alterna¢ hame an assumé name a nom de plume
nom de guerre alo calld a pseudonym (Theg can be useal
almog¢ anywhere as long as theke is no intert to defraud) Hawe
you eve though abou being in the movies even as an "extra'?
Then you'll wart a stagename.Or perhag youd like to be a
writer, like Samué Clemensa.k.a Mark Twain? If sq you jour-



ney will begn with the first step choosig apenname.(Women
often use ther maiden name in busines ard eithe men or
women can adap the British custon of using a hyphenate
name If Hillary Clinton did this, she would write ha nane Hil-
lary Rodham-Clintorard in an alphabetichlisting sud a name
would be unde "R.") However a pen nane can be ary nane
you like.

For privacy, nothirg beas a comman nane becaus it is 0
had to identify which ore belong to you (Jus ak ary Pl) If
your nane is, for example Meinhad Leuchtenmuelleryou will
wart to ue a much more comma nane whele possible Sup
pose you will be working out of an addres in Minneapolis Why
not use somethig like M. Andersm for your mail-orde bust
nes® (Thee are more than ten thousad M. Andersos in the
United States mog of them in the uppe Midwest) Or, if you
work ou of Miami or Los Angeles you might try M. Hernandez
Chek the locd telephoe directories for the mos commam
name in you area

TITLES

A surprisig numbe of people—eve in America—hae a desie
for some sot of title tha will male them fed important If they
wish, they can cal themselve a doctor a lawyer, a CPA or a
captan with Northwes Airlines. Tha is, in the United States
(Do na try this in Europe) In the Land of the Free it is na
what you cal yoursel but wha you practice If you are a"CPA,"
do na advie anyore on taxes If you po® as a lawyer, do na
give ary opiniors on the law.

For many the title of choice will be "doctor’ Here are some
guidelines for wanna-le doctors

Do notgive advice. Explan tha you are na "tha kind' of a
doctor Maybe you dead only with viruses from Chad Also, you
will certainy be truthfu when—f called upan for sorre emer



gency—ya sa you are na in "practicé ard do na therefoe
carty malpractie insuranceFrark AbagnaleJr, in hisintriguing
bodk CatchMe If You Can, say tha when passig himsef off
as adoctao in the stae of Georgia he had a standad answe for
anyore who askel wha kind of docta he was

“I'm nat practicirg right now," he said identifying himsef as
a pediatrician "My practi@ isin Californiaard I've taken aleave
of absene for ore yea to audt sone researh projecs a Emory
University ard to make sone investments.

However Abagnaé did na always stik to his standad an
swer On ore occasion an attractie brunete mentione an
"odd, tight feelind' in ha chest He did examire ha privately.
His diagnoss was tha he brassieg was too small

Do na do as he did unles you are willing to risk bot civil
ard crimind charges of assault

Itispermissibléo actthepart. Subscrileto acoupk of medica
magazine ard carly ore around Wea a smo& with a stethe
scope in the pocket

"You can even join the couny medic# society says Jak Lu-
ger, in his bok Counterfeit].D. Made Easy. He say you can
simply explan tha you are na licensel in the stat becaus
you're doing researh rathe than holding a practie ard tha the
mog tha can happe is they'l refuse to accep you

A CORPORATE NAME

As this bodk goes to press the stae of Wyoming still allows you
to incorporag in the name of a person with no corporae iden
tifier sud as Inc. or Ltd. a the erd of the name If you choo®
to go this route however | suggesyou ad quickly. The Wyo-
ming legislatue has a nasy habt of changig the rules with no
advane notice ard makirg them retroactive (Fa furthe de
tails, see Chapte 10)



MEDICAL RECORDS

From along article in the Los AngelesTimes,Februay 8, 1999
unde the subtite "Sone Fea Seekimg Care®

It's 10 p.m Do you know whee your medica recorc
are? . . . Your medicarecord can tum up in placesyoud
neve imagine real by peopé you've neve met . . . It's
had to beliewe tha in a county whele video renta rec
ords are protectd by law, medicé record are not.. ..

A survgy commissiond by the California HealthCae
Foundatio ... found tha ore in six Americars engagse
in "privacy protecte behaviors, sud as paying ou of
pocke for cae otherwi® coverel by insurancelying to
their docto abou ther medicé# history or beirg afrad to
g€ care. . .

LaTanya Sweeneyan assistanprofesso of public pol
icy a Mellon Universily in Pittsburgh demonstraghow
eay it is to piere the privagy in so-callel anonymos
medicd records Even when name hawe been strippe off
record tha contan dak of birth, sex race ard diagnos
tics, she can readily re-identify the individud by cross
referenciig with a $20 vote registration list. ...

In ore instance she looked & dat from the city of
Cambridge Mass, population 54,000 ard was abk to
identify forme Gov. William Weld becaus only fivepec
ple in the city—ard only ore in his ZIP Code—hd his
date of birth.

The conclusios tha sone peopé may drav from articles like
this are

« Do na give the docta a compleé medicé history.

e Chang the birth date Use a false Socid Securiy num
ber.

» Gd off vote rolls ard neve return



WEB SITES ADVERTISING FAKE ID

lIfyou hawe an e-mal accountyou are mog likely gettirg offers
to purchae eithe fake drivers licenses or compute prograns
tha will generag fake ID. Or, if you searb the Internd for
"Fake ID," you will come up with an endles suppl of offers
Becaus my cliens ke askirg me abou thee Web sites |
startel sendilg in mone/ ordes to che& than out Sometime
| receivel a grossy inferior product Othe times | receivel noth
ing a all. Eventualy | stoppe losing time ard money this way.
Lee Lapin, authe of Howto GetAnythingon Anybody—The
Newsletter,cane to the sane conclusion In his Septembe 199
issue referrirg to fake ID offers he wrote in capitd letters "AS
OF THIS WRITING | KNOW OF NO, ZERQ, SITES THAT
SELL ANYTHIN G EVEN VAGUELY WORTH BUYING!"

QUESTIONS & ANSWERS

How can | change my name legally?

This is seldan recommendedAfter all, you may use ore or
more additiond name ard still retan your legd name However
to answe the question When you legaly chang your name
you abandonyou presehnarne ard choog a new ore of your
liking. | suggesyou choog a comma name ore tha will be
sharel with thousand of others In the USA, 25 percem of men
of retirememh age haw ore of the following names John
William, JamesCharles or George As for alag hame why na
pick a family name from the Mayflower? Here are sorre of the
more comma names culled from a complee list keg by
Christophe Jones Master A.D. 1620

Alden, Browne Carter Clarke Cooke Fuller, Martin, Priest
Rogers Thompson Turner Warren White, ard Williams.

The usué rules apply (i.e, the new nane may na be the
sane as tha of a famous person nor can there be intert to
defraud) There are two method to do this



The use method: You simply begn usirg your new name
everywhere This may involve changig you drivers license
your bark accountsard all othe area where your presehnane
appearsBe prepard to spem some seriows time with this The
bigges stumblirg blodk may be a the DMV. At the vely least
you will neal to fill out aform for this purpog befoe receivirg
your new drivers license Often you will be askel for an origind
documensud as abirth or marriag certificate Rememberthis
usemethal requires no lawyer, no trip to the courthousgard is
nat legally registerd anywhere

Thecourtmethod:Stat statuts regardimg legd nane changs
vary, 0 if you dislike the requiremert in ore state ched those
in another A lawye is nd necessaryso do na use one they
kee record in ther files. Various books on nane change are
availabe ard you may find ore or more of the® a your locd
library. A dae will be sd for a cout appearanceard the judge
will questio you to make sue you are na changiig you name
for a deceitfu purpose If no sud rease emerges you can
expet approva of your nev name ard this nane chang will
be valid in al fifty stats ard the Districc of Columbia
Rememberyou haw left a pape trail. Thee is afile in sonme
file cabing tha contairs the nane you were bom with.

Warning: Sone name-changsihawe been known to bribe an
employee to take ther old fil e ard accidentall "misfile” it inside
anothey thicke file—sone old,cag thats long sine bee
settled Although tha does solve the "pape trail" problem do
nat do it. It is a crimind action Somre doing this have bea
caught Further it is na necessaryl hawe alread outlined ways
to use alternaé name in a hundrel percen legd way. Rered
this chapte again

What do you think aboutfake passports?

In 192 | was offered a passpdrfrom the "Dominion of Mel-
chizedeK: | turned it down (As you know, Melchized& wasthe
King of Salem mentionel in Genesis No county was eve



nameal for him.) Less than ayea later, | read abou ore of the
promotes beirg arrestd a Incline Village, on the Nevad side
of Lake Tahoe Wha surprisél me wasnt tha he was arrestee—
| expectd that—bu tha before beirg caugh hed sod
thousandsof the fake Melchized& passpos a inflated prices
Anothe "country' currenty beirg touted is Sealand

Remembe the murde of Giann Versac@ An article in the
SeattlePost-Intelligenceheadlingl "Cunana shave his head
grew a beard; discussé Miami Beat housebobowne Torstan
Frarz Reineck | quok from paragrah eight

Reineck 49, claims to be from an unrecognizd natin
calledthe Principality of Sealandaccordimgto law enforce
mernt authorities The Miami Herald reportel yesterds
tha Reine& claims to be a diploma from Sealandwhich
issues its own passportsHe drives a ca bearirg diplo-
matic plates from the make-beliee principality, the pape
said

I neve recommed false passportsna even from former
natiors sud as British Hondura [now Belize] Nor fake license
plates All this does is draw attentian to yourself which you do
not need

What if someonelike Sears demandsny name beforethey
will sell mea large item?

First, allow me to descrile my own experiene with SearslLess
than ayea agq my wife ard | wert to a Seas stoe to buy an up-
right vacuum The first hint of incompetene came when | askel
the salespersoif | coud spe& to someor who thoroughy ur+
derstodl the difference betwea the models Puffing ou a more
than ampk breast she assurd me tha shewas tha person

"OK, fine. How mary motois does this Whispertoe upright
have?

"Hey, Anna!'" ste yelled a a woman three aisles over. "How
mary motoss in this red one? Anna told hea thee were two, as



| suspectedSo mudh for this clerks expertise But the "red oné'
looked goad 0 | sad I'd take it, ard would she kindly take the
cas ard ring it up as we were in a hurry? Here is the conver
sati tha followed

"Name address ard telephoe number? she said chubly
fingers poisa ove the compute keyboad a the cash register

"We live in the Canay Island ard hawe no locd address
Besidesthis is cash remember?

"Doesnt matter the compute wont accepthe sak withou
a name addressard telephoe number:

"You mean to tel me you refuse to sel me avacuun cleane
unles | identify myself?

"Thats right, 1 cant sel it withou putting a name address
ard telephoe numbe into the computer.

"Call your supervisot.

The superviso appeard ou of nowhere ga the picture a a
glance ard whispere to the clerk "Type in Searsard pick ary
name whatever. So she typed in "Sears, choog the nane "Den
nis Searsoh ard as far as Seas is concernedDenns bough a
vacuun tha day | wert bak to the shippirg department
handel in the slip, ard three minutes later the vacuum cane ou
on a hard truck

"Denns Searsori?sad the yourg man looking around

"Here!" | said And tha was how we ga ou vacuun cleaner

And now to answe your question Dont make waves &s |
did. (For me makingafussis just a hobby but my wife is stil
embarrassbwhen | say "Cal you supervisor) Jus memoriz
a fake name addressard telephoe numbe tha you can rattle
off with ease Or go throudh an old fil e of busines cards pick a
nane you like, ard cary the card When you askel for you
name addressard phore number just hawe the cleik copy off
the informatian on the card



| don't have anyold businesscards. Where can | quickly
find some?

Go to arestauratwheie they hawe abax or bowl for busines
for busines cards (You drgp you cad in, with the objed of
winning a free mea for two if the cad is picked in a drawing)
I know of no law tha prohibits you from reachimgy in thele ard
grabbirg a handful Be discreet of course. . ..



TELEPHONES,
ANSWERING MACHINES,
FAXES, RADIOS,
BEEPERS

Question: Whatdo the police call an illegal wiretap?
Answer: A "confidential informant.”

In 1977 California millionaire Gary Allen Bandy purchasd land
nea the rurd communiy of Garding on Washingto states
Olympic Peninsula He then proceedd to build a caste ard
othea medieva buildings bringing in artiss to cane intricate
Norwegian trolls on wooden posts He was subsequentifeaturel
in the National Enquirer as an eccentc millionaire surroundd
by his medieva buildings ard trolls.

In 1991 asa was bom to Gary ard his wife Eva Later, they
separatedard in 1995 divorce proceeding were begun Eva
hired attorng Natale De Maar Gary hired attorng Steve
Fields Bitter chargsflew badk ard forth as Gar ard Eva battled
for custoy of san Geoff, then four.



Eva Band/ rentel a hone in the upscat communiy of Gig
Harbor, a the northen erd of the Taconma Narrows bridge The
owng lived just acros the street His nane was James Wilburn
ard he was aprivate investigator Wha followed nex was the
subje¢ of an article in the Peninsula DailyNews:

Bandys attorney Steve Fields was leavirg a voice mal
messag for Eva Bandys attorney Natale De Maar. He
was usirg the speakerphoneSitting in his office was
Band/ ard anothe attorney Fields though he discon
nectel the speakerpham ard proceedd to hawe a con
versatim with Bandy

What Fields failed to realiz was tha the speakerphanwas
not disconnectedTherefore when Band/ admittel tha he had
hired an investigato to put a wiretgp on his wife's phone his
words were beirg recordel on attorngy Natale De Maars an
swerirg machire tape The tape eventual}y wourd up in the
hand of the FBI, who then raided Bandys home a Gardineg
Bead ard his 50-fod yach a a nearly marina A wee later,
Bandy was arrestd while on a trip throudh Idaha

Wha hawe we learnal so far?

1. Sore PIswill bug cars ard residenceif the pay is right

2. Sone lawyers cannd be trustal with confidentid infor-
mation

3. When it comes to speakerphorgeard answerig machines
(to paraphras Murphys law), ary mistale tha can be
macke will be made ard a the worg possibé moment

We can lean more Gary Allen Bandy was sentence to two
months in prisan ard five yeas of probation He was als fined
$21,138 He will be subjetto drug ard alcohd testing ard as a
convictal felon, will be prohibited from possessmary firearms

Attorney Steva Fields did na go to jail. Thee are no laws
againg stupidity:



The privat investigato did na go to jail. The article did nat
sg if heturneal states evidenceso | can only stae ageneratruth:
No matte how mud you trug an attorney adoctor a CPA or a
private investigator when a prosecuto stars talking jail time
thes ard othe professionalmay giveyou up in aheartbeat(The
G. Gordo Liddy types are adisappearig species.

TELEPHONE SECURITY

"Telephore security is an oxymoran becaus a telephoe con
versatia is neve securelt goes ovea had lines may be beame
up ard down from satellites or trave via digitd or anala radio
waves ard it can be intercepted.Thee are othe ways to conmt
municate ard thousand of privacgy seekesin Europe ard North
America hawe cone to the sane conclusion So here is my very
beg adviee to you, right from the start Get ridof your telephones.

If, however you canno imagire life withou a telephone
then let us proced to Plan B. Here are sone of the questios
you will hawe to answer soone or later.

* In wha name will you telephom be (un)listed®
« Hard-line cordless cellular, and/a satellite?

* Incomirg calls forwardel from an 800 numbery or from
anothe locatior? Or via an alphanumed page?

* Will you use an answerig machire ard if sq with wha
message

» Shout you conside VHF-FM radid? Voice mail?
* Wha if—horror of horrors—ya mug cal 9-1-1?

UNLISTED NUMBERS

An unlisted numbe is no longe the protectian it usal to be
Many unlisted telephoe numbes now appea on the Interne



as wel as on the ubiquitols CD-ROM directories ard the®
allow for reverg searches

Example:Your wife ges the telephor in ha maiden name
Harriet Helpless It is unlisted ard has call-blocking Neverthe
less from time to times she calks toll-free numbers All toll free
numbes hawe Automattc Numbe Identificatian (ANI) ard thee
numbes are captured Eventualy this numbe will be in variows
databasesThen if this numbe is given ou to the wrong person
he or ste will type the numbe into a ProPhor or PhoneDis
program or ched on the Internet ard come up with both he
name ard stre¢ address

It may boggk your mind to know howv mary CD-ROM di-
rectories are out there with thousand more beirg sod in the
time it takes to rea this section In fact, if you have a CD-ROM
drive on your computey you, too, shout purchae a phore di-
rectoly from you favorite discoun price club, if you havert
alrea¢y dore sa The two bes CD-ROM phonebook are
PhoneDis PowerFinde (800-284-838 or 301-657-8548 ard
SelectPhoa Deluxe from ProPhoe (800-992-3766) Select
Phore is the mog user-friendly but arecen survey showel tha
amajority of private detective use PhoneDiscEithe isfine, ard
| use both Be suke to gd the lateg edition as they are update
quarterly

Alternatively, if you are on the Net, similar informatian is
availabk a www.searchgateway.com

The conclusion then abou unlistad numbers is tha they
are na secure Always remembetha if you give ou atelephore
numbe tha is on alard line, a revere searb may reved what
evea nane you useal to obtan the service plus the stre¢ address
Therefore neve give out sud a numbe to those nat entitled
to haw it.

If you list your telephorein an alternate name.. . .

Use a comman narre tha is the sane as tha of mary othe
people 0 tha you canno be singled out | like first names like
John Robert Mary, ard Elizabeth with surnamelike Johnson



Cohen McDonald Anderson ard Brown. Neve use a middie
name or initial. To see why, pick ary combinatim of the
foregoirg (Mary JohnsonJom McDonald et al) ard do asearb
on you CD-ROM phonebook Watth the hundred if na
thousand of duplicae name scrol by, which mears you tele
phore nane has a bette chane of beirg log in the clutter.

Note:Hownotto answethetelephoneUntil the presebmoment
you or membes of your family may hawe been answerig the
telephor with phrase sud as

"Buddy Barringtan here'

"This is the Barringta residencé.

"Hi, this is Betty!

"Barringtons Invisible Inc"

However wha if the telephoe compayy is calling or a pri-
vate detectie is on the line, or a proces serve with a subpoen
tha has you nane on tha documenh in his inside spot cod
pocke? A simpk "Hello" or "Goad mornind' will suffice or a
repetitin of the lag four digits of the telephoe number If tha
stifles your spirit, try

"Hello from the Garde City, how may | hep you?' or

"Hi there it's a gred day here in Butte Montana let's talk]"

Let the caller be the ore to mention a name ard when nec
essaryanswe with aquestion Let's say you're Buddy Barringtan
but the phore is in the name of Jom Johnsonthe cars in the
nanme of Ole Olson ard the hou ard utilities are in the name
of The Tin Man Trust.

Caller A: "Goad morning How are you today sir?"

You say "Wha are you seling? (When "How-are-you?
rathe than your name follows "Hello,” you know it's a sales
person)

Caller B: "May | spe& to Mrs. Johnsonplease™?

You say. "Whd is this in referene to, please”?

Caller B: "This is Cora with the Crystd Couny Sheriffs De-
partment. Dont panic Dont speak waitfor moreinformation.



Caller B: "We're sponsorig the Crystd Couny Crusae
Againg Crimeg ard for a smal donatian you can—

You say "Mrs. Johnsa wont be heefor a leastwo months
but thark you for calling good-byé.

Practie@ beforehad ard in time you'l st gettig sweay
hand ard an acceleraté heartbeat

ANSWERING MACHINE MESSAGES

We've al head instructiors like "Pleag leawe a messag for
Buddy, Betty, or Little Boseefus. Naot cool A simpk "Pleag
leave your name numbe ard messag at the sourd of the beef
will do fine.

Sone of our antisoci& friends do nat want messageleft by
anyore othe than friends who know them If we cal Betty ard
Buddy, this is the messag we get

"Hello, glad you called the hone of B, B, ard Little B. We
nevea answe in person Pleag leawe you first, middle ard lag
name Socid Securiy number dae of birth, stre¢ addressard
telephoe number Sorry, bu if you fail to leave compleg in-
formation your cal will na be returned—beeeeep!

If we cal Nick ard Amy, we gd anothe message

"Congratulations you'\e jugt reachd the Niccolo Machiaveli
Misinformation Centre Sine we neve answe in person be suie
to leawe you name ard number After we've doctorel the tape
your messag will implicate you in a KKK plot to assassinat
Suprene Cout Justi@ Clarene Thoma ard this will be
brough to the attentian of the FBI—beeeeef!

Friends of the® two couples know they can go ahead ard
leave a messag anyway



CHANGING YOUR LISTING

If you are na yet willing or abke to mowe to a new location you
may still contat¢ the telephoe compary to sy you are moving
away (If asked tell them you are moving to Mexico City or to
London) Se a dat for the servie to be discontinued

A few days or weels later, orde a newn telephonewhich will
of coure hawe differert numbers If you are usirg a nominee—
an alternatie person—ha& him or ha malke the call. This per
san will notadmt to havirg had servie before

Sin@ no credt histoly is available the telephore comparny
will ak for a ca$ depodito ensue payment St by ther of-
fices or mal in amone orde for the requestd amount—usuayl
a few hundrel dollars Assumirg you pay your bills on time,
expet your depodito be returnel to you & the erd of ore year

BLOCK ALL UNWANTED CALLS FOREVER

Various companis sel units that filter out unwantel calls Onre
of the origind ones was a unit called LineMinder, sod by LM
Communications 997 Senat Drive, Centerville Ohio 45459
Before your telephoe rings the LineMinde interceps the cal
ard replies in a recordel voice

"Hello, this is LineMinder, pleag ente you securiy code'

Your friends of course will know the coce becaus you hawe
given it to them but stranges will not If the calle entes a
wrong numbe or no numbe & all, the recorde voice says "Se
curity violatiori' ard terminats the call.

When the corred¢ coce is entered LineMindea responds
"Thark you, now ringing," ard then for the first time, you hea
your phore ring.

I recenty testel a similar unit, the Ad-Tec TS-3M Tele
Screen from the Edge Co P.Q Box 826 Brattleboro VT
0532@ for $44.% (1-800-732-9976) It is similar to the
LineMinder. When your telephoe numbe is dialed a femak



voice asls the calle to pleag pund in the four-digit securiy
number One again unles the corre¢ numbe is then entered
the cal will nat go through The four-digit coce can be sé to
ary number ard you can chang it a will. However the only
ring comes from the Tele-Scree untt itself. The ringa on you
telephor stays silent ard the ring from the Tele-Scree is na
very loud Thee mug be sone solutian to this problen but it
will be difficult to cal the manufacturebecaus they are macde
somewheg in Taiwan

CORDLESS PHONES

About two yeas agqg ABC televisiors GoodMorning America
ran a featue abou the extrene danges inheren in the use of
chea cordles phones Charles Gibson quotal authorities that
say 65 percem of al Americars hawe a cordles phore in the
hous ard "90 percem of al conversatios can be listenal to."
And mary aré Ore unhappy cordles owner interviewal in
shadow sad he was suirg the manufacturerbecaus the instruc
tion bookleg sad his cordles phore was "securée. He was al®
suirg the dealey becaus the salesma confirmed the informatian
that conversatioawould be secure Believing wha he head ard
read he then usal this phore to tak abou intimat detaib of
his life with his lawyer, his doctor ard others When a friend
finally confessd to him tha neighbos were scanniig ever con
versation—ad laughing!—le was so embarrassktha he sod
his home ard moved away

In ore sensge the ABC television progran was incomplete
Suppos you watchel tha progran and as aresult decidel nat
to use you cordles phore for ary sensitie conversatiogin the
future Let's sy you decice to make areally secré cal to your
friend Georg (knowing tha a certan party would ste both you
and Georg for slande if it was overheard)

Although there is only ore line in your hone (i.e, you hawe
just ore telephoe number) you hawe two phore jacks ore for



the cordles phore in the kitchen ard the othe for a norma
phore in you bedroom To avod the cordless you us the
phore in the bedroon to make you call. Are you saf& Not
necessarily

The ba® unit of mary olde cordles phone broadcastthe
incomirg haF of the conversatin no matte which phore is
picked up, so althoudn the neighbos may na hea wha you say
they'l certainy be abk to hea evey word from George ard
will fill in the blank$

If you still wart cordless purchas an upscat digitd (na
analog modé tha transmis in the 800 or 900 MHz range Al-
thoudh the® canbe scannegdthey are reasonalyl secue becaus
both ba® ard handstunits tak to eat othe in a digitd code
randomy sd to ore of more than 65,0M codes When | querial
internationh scanne expet Keith C—— abou the 800/9®@
MHz phones he replied

"The spread-spectm stuff is realy had to pick up—
nearly impossible Thee is alo les of a chane of inter
ferene from othe phones The 900 MHz cordles phore
bard has quite a mix of equipmeh on it. Sone of the
digital systers would be neary impossibé to listen in on
However thee ar alo che@ anal@ phone on the 900
bard 0 it's buya beware Do na be fooled by the claim
of digitd securiy codes Analag units cen hawe this ard
use the cock just to establid the connectio betwea the
bage ard handset It just prevens unauthorizd use of
your phore line."

Later, Keith said

"The red questim is who wans to lister? NSA coud
monita ary of the® easily A privatedetective caprob-
ably pick up your call just from windowpam vibrations in
your homeard may violate the law ard eavesdropThere
is sophisticatd military type stuff tha can captue your
keyboad strokes on you compute unles it is tempest
hardened ard high-erd eavesdroppip equipmen like



this may be useal by law enforcemenard the Mafia to
sene ther purposeslf you ate worried abou a kid with
a baly monita or Bearca scanner then the 900 MHz
spread-spectm phone probaby offer enoudp security!

Keep in mind, then tha digitd codes opera¢ only betwea
the ba® ard the handsetna from the line to the ba unit. If,
therefore you telephom line is tapped digitd securiy will be
of no help

THE TELEPHONE AT THE OTHER END

When you male a sensitie call, do you make suie the persm at
the othe erd is on a secue line? Earlig this year | macde a
sensitive telephoe cal to a certan persm who lives in a large
trailer coutt on ore of the island in Pugé Sound Washington
As the conversatin grev motre serious she said "Jug a minute
Jack I'm going to switch to a more secue telephoné. [Oh-oh!]
When she cane badk on the ling, | learna&l she had bear on a
portabe phone ard now though all was well becaus she was
using a hard-lire telephor on the sameline. When | askel he
how old the portabk phore was she sad abou six years For
tunately she ard he husbad alo hawe anothe line for the fax
machire so ste called me badk on tha line, ard agreel to toss
the portabé telephoe in the trash And listen to this She then
told me she knewhe calls were beirg monitored She sad thele
were sone "militi a types in the trailer court ard tha sone of
the neighbos had mace commerg abou conversatios shed
had on the portabe phong¢ Obviousy | shout hawe askel her,
"Are you on a portabk telephone?If shke sad no, then | shoud
hawe askel here "Is there a portabk phore on the sane line?"

A more serios problam arises when you cal someoe whoe
telephone—unknowto them—-s tapped In tha case no mat
ter wha preventive measure hawe bea taken you hawe a prob
lem. ...



OBTAINING A CELL PHONE

Two yeas agq when | needd a cel phore on the Wes Coast
I had abad experiene with AT&T . | was told tha unles | fur-
nished a Socid Securiy number | coud na haw atelephoe
unde ary conditian whatsoever

"No Socid Securiy number; sad aman namel Pedrg a an
AT&T office, "no telephone That's our policy."

| demandd tha Pedp cal his superior He did, ard ga the
sane answer He then called ore of AT&T s regiona offices ard
gat throudh to someoe who sad his nanme was "Georgé.
Geore sad | coud indea hawe a cel phore ... in retun for a
$10,000bank cashier'scheck. Pedrg stunned agan called his
superior He in tum put a cal throudh to a friend in AT&T's
administratio headquartershere he was informed tha no orne
there was namel George (This was nat a surprise Little peopé
with authoriy often deman totd identification from you bu
use false name themselve to avod responsibility)

And &s for requirirg a $10,00 deposit Pedras bos was told
tha sud athing coud nat hawe happenedimpossible "Either
we gd a Socid Securiy number; sad the AT& T man "or your
man ges no phone End of story”

| then called my attorng in San Francisco He sad thele was
nothing he could do personally "However, he said "you cen
always cal AT&T's legd departmenin eithe Seattt or Los
Angeles ard threate them with alawsut for discrimination Jus
dont tel 'em | sad to do this

The nex day | did cal (usirg a prepadl phore cad a a pay
phone) | spole to sone woman who gawe me afirst ard lag
namre which | assumé were both fakes She als told me sone
facts of life in atore of voice tha suggesia ste might hawe been
trained by F. Lee Bailey. The essene of the messag was tha
AT&T was na a public utility .

"Othe companie offer similar services—g to them; ste
said "Either that or take us to court ard loseyourcase."



It was now time for Plan B. | wert to Air Toud Cellular,
gawe than a bark cashies chek for $1,0® for a securiy de
post (in lieu of a Socid Securiy number) ard they hande me
a new phore on the spot This cel phore canna be tracel bad
to me The bills go to a remoe addres in Minnesoa ard are
pad from there by mone/ order This phore is neve turnel on
excepwhen | do s to cal out Thereforeit is almos impossibé
to locae the phone shoull anyore try to do sa (When a cel
phore is left on it send ou a continuos signa identifying the
nearescel tower) The servie includes voice mail, 0 | use this
numbe when atelephoe numbe is requirel for sonme form.

Here is asimple way. G& anominee—some@&who is will -
ing to use his Socid Securiy number pay him $1® (or what
eve it taked for the effort, ard hawe this persm gd the
telephonegiving ore of you ghos addresseso you receie the
bills. (Make sure tha mai will be receivel in his name alorg
with whateve othe name you are usirg there)

As this bodk goes to press AT& T is offering "Prepad Wire-
les$ to thos tha hawe poa credit Cost are higher bu sone
offices do nat require a Socid Securiy number (Sine manages
do nat always agree ched with your locd AT& T provide abou
the SN requiremenj. They do ak for atelephoe numbe but
the manage| spole with insistel they do na ched this numbe
sine the custome mug prepg al calls anyway

Neverthelessin view of my previols experiencel canndin
goal consciene recommed AT&T . If they do offer a prepadl
service othe companis will offer it as well. Ask around

SCANNING A CELL PHONE

It is often thought tha cel phone are reasonalyl secue becaus
U.S law prohibits the sak or impott of scannestha do nat hawe
sone of the frequencis blocked However there is no sud law
in CanadaThe resut istha Plsard othes smuggé in unblockel



scannersard thus the dange remains However if you yoursel
are thinking of obtainirg an unblockel scanne for yourselves
pleag note

Many scannes sod in Canaa are blockead becaue they were
manufacturd in the United States | recenty spole with the
manage of a RadioShak stoe in Surrey BC. He sad the scan
ness in his stoe al cane in from Radb Sha& in the Stats ard
were therefoe blocked even thoudh Canadia law does nat pro-
hibit him from carryirg unblockel Uniders if he wishes to do
sa Ore stoe tha does sel unblockel scannesis Durham Radb
Sales ard Servie@ Inc, 350 Wentworh Stre¢ East Unit #7,
Oshawa Ontarig Canada Phore 905-436-2100 If you are on
the Net, try www.durhamradio.com/ar8200.htm

I checkel with the owne of this store He will sel to me
acros the counter but will na shp to the Stats sine the
United States prohibits sud imports | then checke with UPS
to se if | might shp ore of the scannes to a certan addres
souh of the borde as a "gift" ard list it as a walkie-talkie They
handel me a copy of the form tha mug befilled out A signa
ture is requiral afte thee words "l certify that al of the infor-
mation given abow is true ard completé.

| was na prepard to sign this false statementmud less try
to sne& a scanne acros the border In fact when | did cros
the border—sas scanner—th Custons officer askel me wha |
had purchaseé in Canadaard | namel the items When it ap
peare | could then drive on, he sudden} barked "Did you buy
anythingelse?"l was relievead to be abke to say truthfully that no,
I had not

Later, | managd to tradk down a Canadia electronis expet
on the Internet He recommendg | purchae a perfecty legd
(cell-blocked Uniden Sportca 150 He claimed it would do a
god job receivirg cellular on "image' frequencies(This mears
that in additicn to broadcastig on the assignd frequency the
phore may accidentalf serd a secod signd on another—unau
thorized—frequencyimage frequencis shav up when goad de



sign is compromisd in the nane of cutting costs. The scanne
will pick up cel phore frequencis quite by accidem on fre-
quencis assignd for othe purposes (Cellula phone are na
transmittirg on frequencis they are na assignd to. Rather the
scanne picks up the chose frequeng ard the cel frequeng
simultaneously| was told that if | searche the 800 MHz band
I would hea cellular)

| then locata@l a Sportca on the Interné for $159.% plus
shipping in orde to teg his claims Onee | figured out how to
run it, | scannd the unblockel area of the 800 MHz range Yes
it did indeal pick up cell-phore conversations—includgone
by my wife!

This does na mean tha the bad guys are ou there night ard
day, searchig for your cell-phore conversationslt does mean
however tha you shoud think twice befoie having ary sensitive
conversationsard in ary evert you shoutl neve identify your
sef by you full name

TRACING A CELL PHONE

The Los AngelesTimes,in a recen article discussig so-callel
privagy protection for the next-generatio digitd cellular tele
phones had this to say

Bruce Schneier a well-known expet on coce breaking
and othe researchershawe found away to easiyy monita
ary numbes dialed on a digitd telephonesud as credt
caid numbes or passwordsin addition they say voice
conversatioacan easiy be decipheredThe findings could
be a setbak for the telecommunicatiamnindustry which
has touted the securiy feature of the new digitd cellula
ard PCS systems

Yes cel phone can be tracal to your generé location as



0. J Simpsam found ou when he was in the white Bronca But
if the police and/a a federd ageng are abou to go after you,
then you've ga bette things to do than to real this section Skip
straight to Sectimm 10 Anonymous traveh North America,ard
study the partt abou crossig the border

Beginnirg na late than Octobe 1, 2001 wireles carries
must—n theory—pinpoim the location of ead caller to within
38 feet Whethea they can actualy do tha in rurd area with
few cel towels remairs to be seen In ary event | often prefe
a cellula phore to a had line for the vely red reaso tha it is
nottiedto a physicallocation. In fact you may wish to use a page
in tanden with your cellular telephone (As long as your cel
phore is turnal off, it canna be targeted.

e Give ou only your page number

* When you receive an alphanumed messag tha you
wish to respon to, tum on you cel phore ard cal
back

Among othe things this will solve the problan of havirg
your batteries run down when your cel phore is on al the time

Pagers(alo callad beepers)Many page companis are na
as striad as the telephoe companies but if they are thee is
always the alternatie of usirg anothe persors name Two com
panies worth considerig are PageNe ard SkyTel The alpha
numert pages dont just beep they serd a visud messag to
your page whereve you may be

Persos wishing to conta¢ you cal an 800 numbe with alive
operator They give the messag to the operatoy who types it
into a computer from which it is sen to the pager If you hap
pen to hawe a SkyCel 2-Way, the sende can give you multiple
choices ard you can respoi by number



SATELLITE TELEPHONES

You'll se the® advertisd in yachtig magazinesThey were
developd for oceangoig ships but sone airlines use them now
for passengersard you ard | can use then anywhere even in
an isolatel mountan valley or in atrackles desert Many of them
cog thousand of dollars ard the rates are often three dollars pe
minute However there is a new six-oune satellie modd com
ing out—Ericssors 888-World—tha lists for $299 It is sad to
work in forty-eight countries It uses the newe GSM cellula
netwok ard bills internation calls a ore to two dollars per
minute ICO Globd al® has a smal unit in the works tha may
incorporag a page into the telephoneFa detaile informatian
in this rapidly changimg field, pick up the lates isste of Power &
Motoryacht magazine

VHF-FM RADIO

For yeas | hawe bee carrying apar of Standad HX250S VHF
radios—tle marire equivalemh of a CB radiq but without the
clutter. The FCC usal to requie a licens to run the® radios
but a the presehtime no licens is required

Almost ary VHF-FM radib can be special-order with a
scramble tha encryps the transmissionsThey mug be orderel
in pairs ard are popula amorg commercihfisherme who wish
to keeg othes from knowing wha the catd is ard whee it's
located You, however do notwart a scramble because

* All Coas$ Guad statiors automaticalf unscramt# all
conversationsard

« [f a normd conversatio is overheardit wont attra¢ at
tention wherea a scrambld messag may do jus that
ard in ary event

« If you are stoppe ard searchd for ary reasonyou
might pas off a regula radib as ore you normally use



when "renting afishing boat, but can you imagire ex
plaining a scramble by sayirg you are a commercih fish-
ermar?

Thes radics are legd to use from boa to boat or from boa
to shore bu na from land to land The Coas$ Guad monitois
VHF calls especialf channet 9 ard 16 o use othe channels
Even if they do overheayou, they may na try to locake you as
long as you avod buzzword like bomb drugs rape ard cash

Shoutl you decie to ue a VHF-FM in whateve location
remembe tha just one parly speak a atime You pudh a
buttan when you are speaking ard releag it when you finish.
You would decice beforehad which channé to use avoidirg
9 ard 16 The corre¢ form is to first stae the nane of the
boa you are calling, followed by your boa name like "Pretty
Baby, this is Liquid Assets."You would then wait for an an
swer Unde no circumstance will | admt tha ary of the fol-
lowing conversatios hawe eve taken place while tooling souh
on 15 leadirg the way for a friend behird me in a Rydea
truck

HYDROTHERAPYTHIS IS STRESRELIEFE CHECK OUT THE
TWO BLONDIES IN THE BEEMER CONVERTIBLE
LAWSUITONE, THIS IS LEGAL LOOPHOLE THROTTLE
DOWN FOR SMOKEY BEHIND THE PINE TREES
PLEASUREISLAND THIS IS DEBTMAN'SFLOAT. PULL
INTO PEA SOWP ANDERSONS AT THE NEXT INLET.

Lower in powa bu completey legd are the nevw UHF,
> wat Motorola TalkAbou radics tha provide dependald
two-way communicatia up to two miles Ched with your locd
RadioShak store

Note When you shg a Radb Shack ignote ther pleas for
a"lag namé and/a "the lad four digits' of your telephoe num
ber. If you tel than you do na wart your nane in ther com
puter they will still allow you to hard ove your money



(Despie mary of custome complains abou this mog Radb
Sha& stores continte this irritating practice)

However sore clerks do gd obnoxiows if you bring some
thing badk for arefund When | recenty returne&l somre expen
sive audb cables (havirg found cheape ones & Wal-Mart) ard
presentd my sales receipf the clek askel for my name

"I do na wish to hawve my nane in youwr computer.

"We canna refurd moneg/ withou a name Your name?

"Jom Johnsor, | said—om of my standadl genert names

"Address?

I mack ore up.

"Telephoe number? Wha would he ak for next a Socid
Securiy numbe®

"No telephoné.

"I beg you pardon?

“l...do...not.. .have...a... telephone,"l sad throuch
clenchel teeth

I ga my refund ard a Radb Sha& employe had create yet
anothe ca® of custome il will.

VOICE MAIL

If you can gd avoice-mai numbe (VMN) in a systen na tied
into your horre telephone by al mears do it, preferaby usirg
a simpk nane ard an out-of-sta¢ addressUse you red numbe
only for close friends ard relatives ard the VMN for everyore
else (Voice-mal systers vary na only from stae to stae bu
from town to town, so | canna give you ary overal advice This
one you mug researh on you own)

Usingyour voice-mailnumber:Fa alibrary card give your
ghog addres ard the VMN. When the lady a the usal book
store gives you credt for old books you tum in, ard aslks for your
telephoe number cheerfuly give ha your VMN. (Unlike a
RadioShackyou will na be aske for youwr nhame nar will the
telepho® numbe go into a nationd databaseThey just use it



in a singke compute for identification) When you take your old
Jagua to the deale to find tha bug in the electrich system give
the servi@ manage your VMN. When you buy tha round-trp
ticket to the Turks ard Caice Islands give the travd agen your
VMN. But if you go to aclinic for an AIDS test dont give than
any numbe a all. Youwill cal them.

PREPAID TELEPHONE CARDS

You've se@ than advertisd everywhergbut prices vary widely.
PostN¢ ard Targe stores charge betwe@ 19 ard 25 cens a
minute ard sone BP ges statiors hawe a cad for 17 cens a
minute (Thee haw bea a numbe of scan operations selling
prepad card tha do na work, 0 be sue to purchas only from
a legitimae source). In addition to usirng then when traveling
use than from hone for sensitie calls Sine you mus first did
an 80 number no recod will go on you hill, nor will your
numbe shav up on Calle ID.
Avoid ary cad tha has this sticke on it:

URGENT Your cad canna be usel until you cal us Cal
now from your homephoneto confirn you hawe receivel
your cad [followed by an 800 number]

The issuig compay wans you to cal from hone tele
phore so they can captue the numbe ard then sel it to tele
marketing companiesEven if thee is no sticker neve renew
becaue you will hawe to furnish a credit-cad number Buy a
new card

Unfortunately prepad phore cardg do na work for toll-free
destinatio numbers (A Pl onee tried to explan to me why this
is sq but | dont think he understod it himself) If you plan to
cal a sensitie 800 or 88 numbe sud as to the FBI or IRS,
first cal from apay phore or acellular phone Tel them afriend
wans to cal in from Europe ard need a regula numbe sine



the 8 doesrt' work from overseasThen anothe day, cal the
regula numbe from you home usirg the calling card

Do na cary the cad itself. If ore of the® card is tracel
badk to you, al numbes called from tha cad can be obtainel
from the issuirg company Copy the corre¢ 800 numbe but
alter the lad two digits Use the sane systen for al cards sut
as addirg or subtractiig sorre easy-to-rememiewo-digit num-
ber. Write this alterel numbe down ard then destry the card
| cary severh sudy numbes in my wallet jotted down alorg
with othe numbes ard abbreviatd notatiors tha will make no
seng to anyore else Fa ultra-ultraprivacy use separa cards
for separat sensitiwe calls o tha if the calls on ore cad becone
known, there will be no crossoveto the secod party.

Warning: Do nat fall for the lates phone-cat trick beirg usel
by PIs If the private investigato has your mailing addres but
does nat know whete you actualy live, he or she may mai you
a "free phore card. And yes it will indeeal hae free minutes—
lots of free minutes Wheres the catcl? The® cards are issuel
by a compay tha then furnishes the Pl with the numbe of
everysingle callyou makeusingthat card

CALLS TO 911

When you cal 911, your true addres shows up on the operatos
monitor, alorg with whateve nane you telephoe isin. If it is
listed in anothe name will you be abk to give areasa for this
when the police arrive? (Even if the cal was for an ambulance
the police usualy arrive first) To illustraie both the problam
and the solution conside the recen experiene we had in a
westen state

| was sitting a& my computer makirg a last-minué revisian
for this book when | happend to glan@ ou the window. Here
camre Walter, ore of my neighbors draggimg his big bladk dag
on a leash racirg up to my door He startel poundirg on it
before | could ge thee to open it.



"A horse jud fell on Julie;' he exclaimed pointing to the eas
pasture "ard ste broke he leg Call 9-1-11"

At this particula home | unfortunate} do hawe a had line,
usa only to receive incomirg faxes from a forwardel 800 num
ber, but of coure | can cal ou in an emergency ard Walte
knew it. Thoughs racel throudh my agirg brain

If / call 911 on the hard line, my call blocking will not work
The narre the telephome is in (ha ming will shav up, ard my
addres as wel (the hone is na in my narmre either) They will
ak my narre ard whee | live, compae it with the readot on
the compute screen ard the conversatia will be recordel ard
filed. While | stoa a the door, hesitatig nat more than a see
ond Walt sprea his hand ou ard shouted "JACK, CALL
9111

I grabbel my cel phore ou of its chargirg unit ard called
911

"This is 911," sad a femak voice addirg the nane of the
county,

"I'm calling from a cel phore and—

"Yes,| know. Whatis the emergency?"

"A lady just had an accidemn with he hore ard broke he

leg”

"Whereis the location?"[l describd the generalocatin of
the pasturd.

"How old is this lady?"

"I dont know, mayle fifty or sixty."

"Whereare you now?" (I namel the road ard sad | would
wait there hee to dired the emergeng vehicle)

"What is your nameand where dgou live?"

"One momern please somethiig has just—"' ard at this point
| punchel the powe off on my cel phone

| went to the stre¢ ard was thee to dired the emergeng
vehicle in on the prope lane A neighbo was alreag on the
scere with a blankef 0 | evaporatd before ary of the crenv
could ak me if | was the ore that called

Sone sy tha the 911 systen may na be abk to bring a



cel phore nane ard numbe onb the screenbu | suspettha
in sorre area it can However even if the numbe did come up,
the only detaik the telephoe compay could hawe provided
would hawe been a comman narre with no Socia Securiy num
ber, plus a mailing addres in anothe state

Earlier in this chaptey | discusse the ca® of a police detee
tive's wifewho called 911 ard thus reveald ther true address
They then had to sel ther home ard move But did ske hawe
arny option#? | think sq ard you would do wel to reviewv thee
with othe membes of your family.

1. If they had acel phore (ard they shoutl have!) she could
hawe usel tha to male the cal to 911

2. If they had norma police ard fire telephoe numbes
listed by the telephone she could hawe called ore of them
ard they would hawe passd on the information Or, she
coud hawe called the hospita) or dialed zeo for the op
erator

3. Had prior arrangemestbeen se¢ up, ste could hawe called
a friend who would in tum cal 911 from her home di-
rectig the ambulane to such-and-surt an addres whee
the Detectives wife was visiting.

4. When checkimg in a the hospital] she could hawe given
ther ghos$ addressaddirg tha she was just house-sittig
for a friend when the emergeng cane up.

WATCH OUT FOR THIS SNEAKY TRICK

Suppos a private investigato wans to hea you talking to your
lawye (or mistress or whoever) He may plae a conferene call,
recordirg evely word. Here is how it works The first cal would
go to you, ard when you answeythe Pl punche HOLD ard then
speed-dia you lawyer You stat sayirg "Hello? Hello? Then
your lawyea comes on the line. He recognizs you voice Ead



of you may then assumehe othe persm placel the call, ard
stat to chat

Remedy When a cal comes in from a sensitie party, ard
there is sone confusian abou who called whom, ask. If neithe
called the other you haw just had a heads-p tha someoe is
after ore or both of you

QUESTIONS & ANSWERS

Is there ANY alternativeto calling 9-1-1 in the caseofan
emergency?

Yes cal anothe number Pu a sticke on eah of you
telephonse with the numbes of the nearesoffices for the stae
highway patrd ard the fire departmentAs long as you hawe callF
blocking on your telephoneneithe the patrd nor the fire statian
shout be abk to captue ary information You will, of course
hawe to reved your addres if you wart police or an ambulane
to respond but na the nane in which you telephom is listed

In fact, Captan Robet L. Snow in his bodk Protecting Your
Life, Home and Property, discus this sane option althoudn for
anothe reason He says tha if you live in a high-crine area ard
cal 9-11 on a ha summe weeked and/a a bugy day, thee
may be a delay in getting a policema to your home He says
ther hawe bea cass whele police dispatches hawe listenal as
a calle was murderel before the police arrived

Sone persols unde the circumstancehawe called the fire
departmen ard report@ a fire. "This shoutl be dore only in
desperat situations, says Snow "since there will likely be sonme
legd consequenadater becaus of calling in afalsefirealarm . . .
But if you hawe absolute no douli ther is an intrude who
knows you're in the home ard is trying to gd in anyway theres
a velty goal chane you will be raped beaten and/ad murdered
At atime like this you cant really worry abou legd niceties
Theres na mud poirt in beirg completey law-abidirg if you're
dead:



How safe are public telephones?

Sorre of them especiall a the bigge airpors ard bus ter
minals are tapped Thee shouldrt be ary problen usirg ore
a arestauranor bar, as long as it's na in an area known for
prostitution or drug dealing Pay with coirs or use a prepadl
calling card But be carefu whomyou call—the telephome at the
otherendmay be tapped

Sometimed hear clicking noiseson my telephone.|
brought in a detectiveto checkfor bugs and he said there
weren't any, but what ifhe waswrong?How can | be sure
my telephoneisn't tapped?

If the governmenis after you, they will do thetap a acentra
office ard no detectiwe will eve tradk tha one down In fact a
little teg might be to hawe Detective A instal the bes tap he
knows ard then see if Detective B can find it. (Let me know if
you do that I've ga $20 tha says Detective B will missit.) Here
is the bes advie you'l eve gd abou telephoe security Hawe
a little labd studk on evey telephoe tha says THIS LINE IS
TAPPED

Can you recommenda hacker-proofanswering machine?

There is no sudh thing If | were an electronis engineertha
would be my first project to invert a secue answeriig machine
Ore P | know with six agens says this is numep uno on his
wish list—a numbe whele his agens coud cal in to leawe ard
pick up messagein absolué secrecy

The truth—sal to say—bs tha a numbe of companie sel
answering-machimcock breakes tha can bre& into a machire
in abou ninely secondsAlso, governmehagens hawe sone in-
terestirg equipment as outlined in Manhunter,abodk by U.S
Marsha Jom PascucciHe was in England trying to ge Scotlarml
Yard to put atap on a certan produces phone They refused

"After we struk ou on the phore tap;’ say Pascucgi "l
called the produces hou® to ses if he had an answerig ma
chine He did. So | had my compute guys make me alist of al



possibk three-digi acces codes Finally we hit the right numbe
ard startel monitorirg his messages.

How can | turn off the "redial" feature on my telephone?

You mean 0 no ore can ched you telephor in your ab
sence to see who you lad called? Although this featue cannd
be turnal off, it can be easy defeated When you finish your
call, harg up. Then pick up the receiver listen for the did tone
ard pund in a singk digit. Then harg up. If anyore checls the
"lag numbe called; all they will find is tha singke digit.

Caninternational telephonecalls be monitoredwithout a
warrant?

Of course becaus they are beamed by microwave ard there
is no law againg monitoring microwae transmissionsThe Na
tiond Securiy Ageny (NSA) does this al the time.

I am in serious need of privacy but | also need a moni-
toredburglar alarm, which requiresa telephondine. Any sug-
gestions?

For seriows privacy, | advocag havirg no hard-lire telephoe
in you hore a all. As for burgla alarms even if the telephoe
lines are buried ard na easiy accessiblecrooks can find a way
arourd this Ore way is to locake a junction bax ard cu the
servie to an entire neighborhod . . . including yours Alarms
are availabé tha connet your alam systen to the monitorirg
cente by radio waves—o way to cu those out Also, as | sad
earlier keg a cel phore clos by, in ca® you neal to cal the
police

How can | sendafax without having mymachineprint a
heading?

Many stand-aloe modes do print a heading ard this canna
be turned off. You may wish to sé the machire to print an x or
a zeo for everything Or, inset an addresin aland far, far away
Be sue to sd the fax's internd clodk to a time zore tha will
matd the foreign address



If you ser faxes from yow computey you shoutl be abk to
sd it S0 tha thee is no headig whatsoeverUse the fax machire
for receivirg only.

Warning: Accordirg to the Telephoe Consume Protectio
Act of 199] it isunlawfd for ary persm to serl afax unles the
fax clearly contairs informatian tha includes (1] the dae ard
time it was sent (2) the nane of the persm or busines sendiiy
the fax, ard (3) the telephoe numbe of the sendilg machine

However in my opinion as alayman na alawyer, the warn
ing can be taken as a very mild one The abowe law is violated
thousand of times a minute ard | hawe neve head of it eve
beirg enforced (If ary reade knows otherwise pleag contat
me with the details)

If I have Caller ID, will it alwaysshowthe true number of
an incoming call?

Usually, bu na always Thee are hundred of telephoe
companis ou there ard ead operats differently. Far example
suppos you live in Los Angeles Vito, a calle who lives nea
you, might hawe a friend in New York temporariy forward his
telephor to your number Then when Vito calls the New York
numbe ard it forwards on to your telephoneyou calla screa
may shav the New York number

More commonly you may g false reading when called by
ary governmehagency Although this is suppose to be a secret
Mickey Hawkins heal of the FBI officein Tulsg Oklahomain an
interview for an article in the July 5, 199 LosAngelesTimes,is
quota as saying "We use a devie tha gives adifferert number:

Wha wouldnt | give to g& my hand on asimilar device . . .

Ther is, howevey ore way to indicae you are calling from
a locaticn othe than you own The had pat is to find the
location the reg is easy If you hawe a farawgy friend who'l put
in an extra line for you with cal forwardirg (offer to pay his
complee basc phore bill evely month) hawe the phore jadk for
tha line hidden in a close there Your friend uses a phore a
tha phore jadk jugst long enoudp to forward al calls to your



home number then unplugs it. You will, of course pay long
distane charge from you friend's home to yours

What is a "trap line"?

A trap line is atoll-free numbe usel by private investigatos
to identify the location you are calling from. As som as the targe:
makes a call, the compary providing this servi@ contacs the Pl
to repot the numbe ard locatian of the incomirg call. Remem
ber, sine the trgp line numbe stars with eithe 800 or 888
you cannd blod the transmissia of information

If you are the targe ard the Pl has only your mai drop he
may serd you a convincirg postcad or letter, askirg you to ek
the cal him or ser a fax. If you cal or fax from home hes
ga you

Or, perhag he does nat hawe an addres for you but he does
hawe a telephoe numbe for a friend or relative He will cal
them while they are away a work, hopirg for an answerig ma
chine If ther is one he will leave a message—ha&vso-and-e
cal me before tomorrav midnight "Urgent there is a deadling
cant wait!"

On the othe hand in the ca® of a dispue betwe@ husbad
ard wife, the wife may go to a Pl to find ou if hubly really is
"working late;' or "on abusines trip." In this ca® the Pl knows
his addres ard homre telephoe number but he wans to knowv
whete the husbad is a the times he is absent Assune the hus
bard carries a beeper The wife gives this numbe to the Pl ard
explairs how to malk it urgent. During the nex suspicios ab
sence the P calls the beepe ard gives the trgp line number
Perhapg the husbad was supposd to be on a trip to Sacra
mentq bu the cal comes in from the Kit-Kat club north of
Renao



HOW TO FIND AND USE
NOMINEES

Panic comessuddenlylike thunderfrom a blue sky. No
shrewdnessan foreseeand no talent avert it.

—MATTHEW SMITH

As you know, an attorng filin g alawsut may name anyore he
pleasesFa instanceif he is suirg a corporation he may nane
the directors the officers ard even the part-time secretay who
writes the checks

No matte how innocer you are if you are namedyou hawe
to deferd yourself ard tha cost time, money ard extrene ag
gravation

So then if you wish to reman invisible, your nanme mug nat
surfa@ anywherelsthat difficult? Yed But isitimpossibl@ No,
but you canna do this alone When pant strikes like thunder
you will wart a nomines to take the strike

The dictionay definition of nomine is, "A persm named or
designatedby anotherto ary office, duty, or position ore nom
inated or proposedby othes for office or for electian to office.”
As usal here a nomines is someoer who will do your bidding



like a puppe on a string (No, dont name you dog J. Pierpor
Morgan ard use him—the nominee mug be abk to eithe sign
documers or give ord or written permissia to you to sign for
him.)

Furthe informatian abou runnirg a low-profile business—o
even ore tha is invisible—will be coveral in Chapte 15 What
will be discussé heee is the selectio of a nominee

A nomine is someoe you "nominaté to take you place
This coud be anothe persm who takes you plae as the ap
paren owneg or manage of acompan you own More often it
will be a persm who—a your behalf—opes a bark account
obtairs a cellula telephone or sigrs up for your utilities.

Who might be an ided candidat® You may alreagy hawe
someoe in mind, but if not hee are a few suggestions

» A homeles persm who has na filed a tax retumn sine
Truman bed Dewey

* Tha illegd Guatemala whom a friend hired to take
care of the kids

* The town drunk who sobes up just long enoudp to sign
sorre "papers in retun for a cag of Thunderbird

* A relative or close friend who will do this as a favor.

» Someor Who owes you money is na in a positin to
pay you back ard would ad as nomines in retun for
clearirg the loan

On the othe hand hee is who notto use

* Do na uxe a lover or a mistress—whe the affair goes
sout he or she will see you drawn ard quarteret!

» Do na use an unwilling candidate Example "Look, Bill,
eithe | name you as a membe ard you give me a nota
rized powe of attorney or I'll tell your parens abou the
time the police nailed you in tha XXX movie place!

This is blackmail



Whateve the case you shoutl choog someor who has no
assetsotherwie known as "judgment-proof. Then when alaw-
yer discoves thele are no asset to recover no lawsut will be
filed.

Age: Fram time to time | do use ayourg person especiay if
from Span or Mexico. However al el beirg equal olde is
bette ard really old is best There are severhproblens involved
in using young persons

For ore thing, althoudn broke now, they may ge ther ducks
in arow ard stat making money Or they might inhert money
when ther parens or grandparemtdie Or they might be injured
in an accidemn ard receie ters of thousand of dollars in com
pensation At tha point, they would not be judgment-proaf

QUESTIONS & ANSWERS

Is a nomineesomethingl should consider, eventhough |
am not in business?

Yes of course A nomine can hep you make a smooh
transitin to privacy. Imagine for example tha you decic to
mowe to anothe location even if close by. You ak you aurt
Bertha from Presqge Isle, Maine to travd to your area ard help
out Here is wha she can da

* Sign the new lease
» Gd all utilities in he name
» Orde norma telephonesa cel phone ard a pager

» Gd a gho$ addres tha is to sene for both you ard her.
(It will actualyy be yours only)

Whete required a depodi will be paid rathe than giving a
Socid Securiy number Hawe hea open a nev accoum ard tum



the accoumh ove to you Fram this point forward you will serd
all deposk by mail.

If you die befoe ske does she will own the account But
thats fair, is it not? However if you are worried abou herun
timely death then usirg he as the sok membe of a limited-
liability compary may solve ary complicatiors tha otherwig
might arise in sud a case as she coul leave the membershg to
you in he will. (See Chapte 12)
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USING A TRUST FOR
PRIVACY

To haveis nothing. To keepis all.
—UNKNOWN

Before writing abou truss | searchd the Internd for ary ref-
erene whatsoeveto forming a revocake trug (or "living trust’)
solely for purposs of privacy. Thousand of reference to revo
cabk truss (inter vivos) scrollel acros my computer brough
up by Magellan Yahoo! AltaVista Excite Elnd Galaxy
InfoSeek WebCrawley ard Lycos | can ard do real smal print
rapidly, but after three hours ard forty-two minutes | called it
quits

Unless my skills a& Boolean searche neal an update na ore
attorngy out there in cyberspae discusseprivagy asthe principal
reasm for the formation of a revocabé trust (By revocabg |
meal you can chan@ you mind ard cancé the whole deal)

Abandonimg the Net, | nex recheckd the indexes of thos
rare books in my library tha happa to hawe an index Ore bodk
on asse protection does hawe an index ard it does list two ref
erence unde the word "Privacy. The first referene doesrt’



apply to secré ownershp of asset within the United States
however ard the other on page 117, merey says "Deploy your
asset ard investmerg in a way tha requires the leas amoun
of detailel informatian on you tax returns.

So I, a nonlawyer am on my own here If you alrea¢ un
derstad terns like grantor trustor settlor trustee ard benefi
ciary, you may wish to skip the informatian tha follows.
Otherwise if your knowledg abou truss is a little fuzzy, then
perhaps the following will help But, rememberal | can provide
is my bes understandig as a layman which is no substitué for
professionklegd advice

WHAT IS A TRUST?

A living trug is alegd documentha resemble a will. It con
tains you instructiors for the distribution of the your asset
when you die By "asset$, | refer to your home vehicles bark
accounts stocks ard bonds copyrights ard so on Trusk can be
broadly categorizd as eithe testamentartruss or living (inter
Vivos) trusts A testamentar trud is createl within a will ard
takes effed only a death A living trug is atrud tha you creae
during your lifetime, ard tha is wha we are discussig here
Besides keepig your affairs private during your lifetime, if all
your asset are in a living trug when you die you completey
avod probae ard thus your privagy extend beyord the grave

The reaso tha atrud is 0 private is tha it is neve recorde
with ary county city, state or federd authority Thee is a doc
umert in you lawyers office ard ore for you files. Thats it.

Think of atrug as a holding pen a place whee you pu your
asset before they are released—aftedeath—o the peopé or
organizatios tha you designate Becaus you ard the trug are
separat legd entities anythirg you transfe from you to the trug
become propery of the trust The trug then holds the propery
for your benefit or for the beneft of those wham you designate
It consiss of four components



« The grantor who creats the trust Thats you and/@
your wife.

 The beneficiarieswho will eventual receie the assets
This is often your spousgard after the deah of your
spousgyour children

» The assetswhich are the properties transferrd to the
trust

 The trustee who is the persm or entity tha manage
the trusts asset ard distributes the propery accordimgy
to terns establishe by the grantor Even thoudh you are
the grantor you can alo be the trustee ard thus be in
charg of al assetin the trust When you die, of course
someoe ele mud take charge in orde to pas the as
set on to the beneficiaris

The trug heke beirg discusse is a revocabletrust which
mears you can chang it a ary time.

HOW A REVOCABLE TRUST IS FORMED

Let's sy your nane is Grart ard you wish to prepae a docu
mert ("trust’) tha will hold propery jus as if it were in your
own name First make aroudh drat on you own, basel on what
you hope to accomplish Then take it to your lawye for review
(Cal him "counselot or refa to him as you "attorney,; sin@
lawyers dislike the word "lawyer.")

Tell him or he you wart a simple revocab trug solely for
privacy, both ashot form ard along form, ard would he pleag
look ove you rouch draft? (You dont neal a draft, of course
but you sawe mong by na havirg him stat from scratch. He
asks you a few questions(l just namel you "Grart Settlef ard
gawe you a wife, "Trudy.")

Grant, who'sgoing to form this, youandyour wife?
"Yes Trudy ard me”’



And if both ofyou should die, who will get whateverthe trust
owng

"My niee@ Benita Ficiary'

Whowill be in chargeofputtingthingsinto the trust, and taking
things out?

"Me ard Trudy, isthat OK?'

That's fine. Andshouldyou both die, who should then take
charge of the trust?

"Um, let's put Gordan Goodfriend:

And if Gordon dies?

"Well, put, uh, lets see Mary Secondcousit.(In the unlikely
ever tha all the beneficiaris die the asset would then pas
into the estate.

No problema. I'll have it ready Tuesday. A hundrefifty will
cover it. Oh say, we needa name. How about "Settler Family
Trust"? (Doss this lawye hawe a room-temperatar|Q?)

“No, do not repeat NOT, ue my name Lets nane it after
Trudyslategreat-grandfathieard cal itthe Wladyslawl ruszowsky
Family Trust."(You read for apen to write out the name)

Listen, Grant, maybethere'ssomeone stithlive somewhereith
that name,and there's a chancehis could causeyou trouble. (Oh
oh, the attorng/ now earrs a brownie point) Wherewereyou
bom, Trudy?

"On a farm," says Trudy, "north of Moonshire Junction
Montana But the generé stoe burned down in 198 ard now
the town doest’' exid anymoré.

All the better] Let's call this the "MoonshineJunction Trust."

"Yeah tha has anicering to it," you answer "See you Tues
day then counselarHawe a goal day'

The lawye will give you bot a short-tem ard a long-tem
form of the trust The long form is to ke in you files. The
shot form, with less information iswha you will preseh(when
askedl to your bank a the Motor Vehicles Department a the
titte company or wherever The purpog for this is to prowe tha
you are atrustee ard hawe the authori/ to sigh on your own



DO NOT ASSUME ANYTHING

"Do na assume anything, | tell my clients "when you put a
title into a trust’ Thats wha | tel othes ard thats wha |
general practice but lag yea | was caught A certan "leadirg
lawyel' in aWesten city was to ad on my behal in the purchae
of somre rurd acreagel clearly explaingl my viewpoirt on pri-
vagy ard tha the title deel mug be in the name of my trug
only. The actud cotruste (me was na to be listed (Sometime
| gd by with this, sometime not—bu if not, | expectd him to
cal me for instructions).

Nevertheles when the title was recorded it appeard my
nane was listed as trustee | flew in to this city ard wert straigh
to the couny courthousewheie | askel the clekk in the asses
sors office to ched the propery list on ha compute for any
thing ownead by a"J. J. Luna.' Ten second latea my nane was
onthescreend. J. Luna, trusteeR—Trust!

When | stormel into the lawyers office | ga stonewalled—
he sad it certainy wasnt his fault, he "had to list the trustee
everybod knows that!" If | wanted the land retitled I'd hawe to
pay him at his usu# hourly rate Hah!

Here is wha ary dimwit so-callel lawye na more than two
taces shot of a comto plate would hawe done if told a the
courthous tha they had to list a trustee

1. He would mumbk somethiig abou incomplee daa ard
retreat.

2. He would then cal me with the® suggestions

(@ Allow him to list the alternag trustes (in this cag my
wife, using ha maidan name) or

(b) Suggesl| gd a newcotruste ard list tha one or

(0 Hawe him title the land with ore of my othe legd
entities or

(d) Furnid the nane of a temporay nominee—perhap
himselt



3. Until he had my answer he would hawe dore nothing.

The only reasa | do na list this lawyers nane is tha al
thoudh | transferrd the land into anothe nane (on my own),
he knows the location ard thus the details But othe than with
this poa excug for alawyer, I've had no problen with ary of
our trusts

A REVOCABLE TRUST IS NOT COMPLICATED

Dont let lawyess or authos confu® you with obscue terms A
revocabé trust when formed mainly for purposs of privacy, is
simple If your lawye confuse you ard tells you neve mind the
details you may wish to chang lawyers Poins to remember

* Although na a do-it-yoursdl project this is not or
shoutl nat be expensive Maybe $25) tops

* Thee are no annué fees

» Thee is no recod othe than the "shot form" copies
you choog to give to you bank the DMV, or atitle
company

* You can revoke (cance) the trud a ary time.

* It does nat affed your tax return you tred the asse as
your own

* Thee are ancillaly benefis in cag of death which your
lawyer will explain

There is of cour® no asseprotection with a revocabe trust
nor are thee ary tax savings bu we are here discussig privacy
only.

If you wart protection ard saving addel in, then we'l fast
forward to my absolug favorite kind of irrevocabé (unchange
ablg trust



THE CHARITABL E REMAINDER UNITRUST

Although little known just five yeas agq this unigque entitys
fifteen minutes of fame is fag approachingUnlike the assetin
a revocabe trust one you make a donatia to a charitabé re-
mainde unitrug the asset are beyord the read of anyone If
you are sua ard ajudgmert is filed agains you, or even if you
file for bankruptcy the asset canna be touchel becaus this is
an irrevocabletrust—yau can neve chang it. You'll ge tax-free
capitd gairs (if applicableé ard a huge tax deduction The trug
will ean tax-free income ard will pay you ahigh rate of interes
for as long as you (ard a surviving mate if any) live.

Although settirg up a charitabé remainde unitrug is na a
do-it-yoursdi project if you haw highly appreciaté assetsthe
legd fee which may be abou $3,000 is worth it. (See Chapte
15, the mail-orde busines from Nevada). Jus be sue you use
an experience lawye who has alreadyséd up mary sud trusts
For the annudtax returrs (no tax is eve due) find a CPA who
has reference from othes who hawe similar trusts It is vital tha
the calculation of the annud amoun withdrawn is correct

QUESTIONS & ANSWERS

What about "common law" trusts—are theyfor real?

| am sometims askel abou "constitutiondl or "comman law"
trusts Sormre think tha they can legaly avod payirg income
taxes by usirg the® trusts ard cite variols United State
Suprene Cout decisios in suppot of ther position Thee is
no legd foundatian for ary sud claims About thres yeas agq
an article in the Colorado Lawyerreportal tha the IRS was
conductig a nationwick progran to examire the® trusts Not
a god sign folks. Forge abou comma law trusts

What about "unorganized businesstrusts'"?
The infamows UBTS? Sane answer



STRANGE USES FOR
CORPORATIONS

Don't askthe barberwhethelyou needa haircut.
—FIRST LAW OF EXPERT ADVICE

Do na ak lawyea whethe you neal a corporation nor take the
advie in just ary book You could spem $10,00 on books
abou corporatios ard incorporating ard take three montts off
work to stud/ the laws of the fifty states ard the District of
Columbia At the erd of tha time you might be even more
confusel than you were a the beginning so here is how I'm
going to cove the subjet of corporatios in this chapter

First, Il define wha a corporatim is, in the simple$ way |
can (oversimplified wheie necessary)just to be suie you hawe
the generhidea of wha a corporatia is, ard isn't 7 will discuss
the standardor "C" corporation only becausewith the adventof
limited-liability companies, "S" corporations are en route to the
morgue.

Second,l'll cite example wheie even the "expert§ display
therr ignorance This will encourag you to pres on, lean this
sectilm by heart ard a the nex cocktal pary you can mayle



evan tel an F. Lee Bailey-type of lawyea athing or two abou
the very bes stats in America for privacy.

Third, I'll explan how | mysef hawe usal corporatios to
accompli& wha otherwi® couldnt hawe beea legally done ard
then I'll cite example of how othes hawe bee abk to attan
specific goak via corporatios ard limited-liability companies

Fourth, I'll discus which stae is the beg for incorporating
and review my reasos for na recommendig Delawae or Ne-
vada

Fith and final: The momen of decisioh By this time you'l
hawe decidel if I've walked the walkk or just talked the talk. If
the former, then you'll wan to pay attentian to wha follows.

Note: Much of what | say abou corporatios could al apply to
limited-liability companis (called LLCs—se= Chapte 12) Jus
keep in mind tha both of the® legd entities are like the puppé
| am abou to describe Think of a corporatim as abrothe whose
twin fraterna siste is an LLC. Both persoms are very similar,
samre family, sane traits It's just tha unde certan circunt
stance the anatomichdifferences mug be considered
OK, fasten your sed bet ard lets roll.

WHAT IS A CORPORATION?

A corporatio islike alegd persm who isbom in aspecifc place
called a domicile The domicile is the stat whele the corpora
tion was registered Far example if you form a corporatio in
lllinois, you can do busines with it in Florida However you will
registe it there as a "foreign’ corporatiam becaus the domicile
does na changelt remairs in lllinois.

A directa is appointél ard this director can tel this legd
persm whé to do. In othe words the corporatio is like amind
less puppet ard thus need a directa to pul the strings The
puppé can be owned by othe personsor by othe legd entities
or by the director (If it is nat owned by ore director then the



owners—calld shareholders—cefire the directa ard hire an
othe ore to pul the strings)

This puppé can do mog anythirg you can ard often—as
we'll see—i can do things tha you cannot Further if someor
tries to bonb you bad to the Store Age it's the puppé tha
ges zippeal into a body bag Or, if someoe sue ard get a
judgmen for $500,000 the only mone a risk is whats in the
puppet pocket Your private asset are safe We are talking se
rious privagy here

The abowe assume you hawe capitalizel your corporatio
with a reasonal@ amounn of money ke prope books ard
minutes ard hawe nat mingled you own funds in with the com
pany Otherwise in legaleseyou may be accusd of undercap
italization and/o maintainirg the compay as you alta ega
Shoutl sud be the case someoe suirg you might thus be abke
to "pierce the corporag veil."

This is ore area whete alimited-liability company has ahuge
advantag ove the corporation sine bookwork angbrotocolare
far simpler with an LLC.

"EXPERTS" DISPLAY THEIR IGNORANCE

I've me afew god lawyess in the Canay Island ard mary bad
ones which paralle my experience with American attorneys
The U.S has the mostcompetehattorney working side by side
with the least competent ard the latter outnumbe the former
666 to 1. In fact given a choie betwea the mos competenh
paralega ard the leas competenlawyer, I'll take the paralegh
in aheartbeatso let's hawe alittle cha abou U.S lawyers alorg
with othe expers red or imagined

In 1988 | flew from the Canaris to Nevadh to se& up two
corporatiors in that state [I no longe recommed Nevada but
a tha time it was satisfactony. In Carsa City | met with one
of the city's leadirg attorne to hae his office ad as the residem
agent rathe than going throudh ore of the “incorporatia mills.”



In the coure of a low-cog lunch a the Carsm Nugge Casing
| askel this lawye if hed kindly nane afew of the more unusua
uses for the mary Nevadh corporatios het formed ove along
lifetime. Tha is, uses othe than the ones in al the books (Li-
ability protection tax savings prestige continuity, etc) Well. . .
this lawyea couldnt think of any unusué uses na onée | wont
nanme him here becaus I've sine pu this sane questia to other
American lawyers ard they prety mud dont hawe ary origind
ideas eithet In fact a yea agp | askel an old-time corporag
attorng/ in Albuquerqe (license alo in Utah Wyoming ard
New York) how mary cliens hed had ove the yeas who
formed a corporatim specificalyy for the purpog of privacy.

"Uh, | guesmayle...um. . .none!

"None a all?" | said "I can scarceg) beliew it."

"Well, mayle it was my fault," he admitted "To tell the truth,
| neve though abodu it, neve gawe anyore a chance Jug told
'‘em they hadto list this list that put down everythirg . . ."

Gues which attorneg | didnt use in Albuquerqu® But let's
na leawe ou expers ard accountantsAn astronomicenumbe
of accountants—espechlCPAs—knav far less abou corpora
tions than they claim to know, ard few authos come out wel
when they write abou incorporating Here is a recemn example

My godl friends Pa ard Paty Lindquist who build houss
unde ther own name aske&l me to recommed a goal begin
ners guidebod to tead them abou corporatios in general |
sad I'd pick ore up. A few weels later | happend to be stayirg
a the Waterfrot Plaa Hotd in Oakland on Jak Londm
Square | had sone free time 0 | walked acros the squae to
the Barnes & Noble bookstoe there to chek ou the busines
section The beg¢ of the worst on the subjet of incorporating
was a well-known bodk by a recognized author

I bough this book the newes ninth edition but before | gawe
it to my friends | flipped throudh it. On page 22, it reads "All
corporatios mug hawe a word like Company Corporation In-
corporated or ther abbreviatios in ther titles." | hawe person
ally formed forty-seven corporatiors in the United State with



nore of those words & the end It can still be dore in this current
yea 2000 As for othe advice on page 39 the autho says tha
both saving ard checkig accours "require the impressio of
your corporag seal: This is simply na so—a& ary banker Also,
on the sane page the autha days "Stat your corporag checls
with high numbers like 626 or 34Q It makes your corporatiao
look like it's been establishe for years:

Far years?With a three-digi numbe like 626 or 342 | cur
rently stat al my company bark accoursg with & leas a high
four-digit numbe ard often with 15,0Q or higher This is an
eay way to "age your company

On page 45, referrirg to limited-liability companiesthe au
thor says "LLCs requie & leas two membes ... 0 if you are
a singk entreprenauor professionalyou may wish to form an
S corporatim instead. Many stats allow one-membe LLCs,
ard S corporatios [a tax option whele corporag incomre flows
throudh to the owner$ are dying

Neverthelessl do na mean to pu the autha down On the
contrary if al you wart is an introductian to the garden-varist
uses of corporationsthen | recommed the book | merey add
this caveat skip ha commerg on che& numbers corpora¢
seals ard LLCs.

Speakig of LLCs, be vely cautios abou gettirg informa
tion on thee companis from just ary lawyer. Why do | sg
this? Becaue of bad experiencs with lawyess who hold them
selves ou to be expers in a certan field, ard yet lack crucid
knowledg in tha velry field! A personbexperiene will sene as
an example

Fou yeas agq | needd to clarify a poirt of marire law be
fore forming an LL C that would take ownershp of asmal yacht
It was to be base in Poirt Roberts Washington which sits on
a little tip of land jutting into Puge Sourd from British Colum
bia. | therefoe made sorre calls to legd organizatios in the
Seattt area askirg for the absoluteexpertin marire law in the
Northwest It was agree tha my man was a certan attorng
nea the Canadia border | called this lawye to discus what |



plannel to do, bu & the instart | sad ownershp would be taken
with a limited-liability compawy he interruptel me

"You mean a corporatiori.

"No," | said "it hasto be an LLC."

"Samething as a corporation.”

When | tried to corred¢ him, did he admt he might be awee
tad behird the time® No! He insistedthda there was positively
no sud thing in the staé of Washington The nex day | mace
a copy of the Washingta LLC statuts tha | had in my files
(they todk effed Octobe 1, 1999 ard sen this to him by pri-
ority mail, askirg for his commentsNo answe was eve forth-
coming nar is ore expected—oaclas you will na find in mary
law schoos is CommonCourtesy101.

UNUSUAL USES FOR CORPORATIONS

There are mary uses for corporatios ard LLCstha your lawyer
has neve head of, but which may spak an idea of your own
The two exampls tha follow are culled from my cliens in
Europe who use American corporatios ard LLC for various
reasons—usuallprivacy. Ove the years | formed more then
14® U.S legd entities for them ard the principas involved
apply equaly wel for those of you who livein the United States
If ary of the true experience tha follow inspire you to come
up with your own unusué use pleag let me know. | may in-
corporaé you idea in the nex edition of this book

First allow me to explan the differene betwea United
States ard Europea corporationsin the U.S, corporatios are
tied na just to the county but to an individud stae or the
District of Columbia thus giving you a choie of fifty-one dif-
ferert ses of statuts ard regulations Not s0 in continenth Euw-
rope where theres but ore choie pa country nore of which
is appetizing Often $10,00 or more has to be postel perma
nently as a cas bond ard gettirg the right kind of nanme may
be impossible Thee are literally thousand of names acceptata



in the United State tha are verbotenoverseasard as you rea
alorg in this section | urge you to think na only abou unusua
uses but unusué corporag name as well.

Can't get no respect

My client Lazlo K. from Budapesstartel purchasig sone sott
of produc¢ from Russa (I didnt ak for detail ard exportirg it
in containers Ore containe was shippe to Mombasa Kenya
on the eas coas of Africa.

The port authorities wantel a large bribe to gd the containe
releasedhighea than the Hungarian was willin g to pay. The con
taing therefoe sa on the dod for five long months Thee was
no politica solution as Hungay ges no respetin the interna
tiond world of commerce Finally, in desperationthe bribe was
paid This wiped ou mog of the profit on the shipment ard
there was more bad news—wih the origind order Lazlo had
committel himsef to sendig two more containes to Kenyd
Can this stoy hawe ahapgy ending

Yes bu only becaus | formed in the United States on his
behalf the New York International ContainerandAir Freight Cor-
poration, with Lazlo as sok director He then shippel the nex
two containers na in his own name bu in the nane of the
New York Internationh Containe ard Air Freigh Corporation

The two containes arrived in MombasaKenya ard the Hun
garian flew in a day later. This time his first visit was na to the
port area but to the American consulate He presentéd his ship
ping papers identified himsef as the directa of the New York
Internation& Containe ard Air Freigh Corporation ard ex
plainad sone previols problens he had had with portt authori
ties The American consli mack just ore phore cal on his
behalf ard the containes were off the dodk within forty-eight
hours

Lessono be learned:If you, like Rodng Dangerfield "cant
ge no respect in the busines world, conside an upscat name
(The exampé just mentione would hawe worked equaly wel
as a limited-liability company).



PRESTIGE

When conversatio amory friends stars to drag | sometime pep
it up with this the stranges corporate-nam cag I've cone
acros 0 far. Heres the story At the erd of Februay 192 |
receivel a faxed orde from Achim Eckel| a cliert in Germay
who had previousy purchase severa U.S corporationsin his
previots ordes hed usel routine German-languagnames with
"A.G." as the corporag identifier, but this time was different
The narre sectia of the orde blark was filled in with five words
as follows:

EUROPEAN BANCORP DOCTCR ACHIM ECKEL

| though an erra had bean mack in this lag order so | faxed
Eckd bad for confirmation Did he perhag mean the corporag¢
nane was EUROPEAN BANCORP, bu he Dr. Achim Eckel was
to be listed as directof? Or perhajg sone punctuatioo was miss
ing? Badk came the answer Form the corporationas showm No
punctuation. No listed director.

OK, no problem even thoudh | failed to understad the logic
behird the name (Looking back | wonde how | missel it.)
Later on | ga the stoly from a man who knewv my cliert well,
but first, sone brief backgroud abou Germary ard Germans
The bast laws tha existal in Adolf Hitler's Germary are still
the laws of Germaly today—mos of the laws did not change
after World War II. And ore of Hitler's laws passd in the
1930s was tha no German could cal himsef a docta unles he
wasa doctor If he did, the penaly for the first offense was one
year in jail. Therefore no German would eve cal himsef a
docta withou the prope degree right? Uh, na necessarily

It may be difficult, if you are American-bornto understad
the Germa cravirg for a title, but for some German it is an
obsessionin fact, I've earn@ enoudp to pay for afew semester
a the Universily of Heidelbeg by forming corporatios with the
word "University' in the name The German cliert then gives
himsef a work contra¢ ard prints up new busines card with
PROFESS@® before his name



The absolut beg title, howevey is doctor ard if a German
is adoctort | neve fail to addres him as such Even there | was
caugh off bag once A fax came in from Berlin with sone ur-
gert questios abou beare sharesIt was from a Docta Docta
Klein, someor new | hurriedly answerd his questionsaddress
ing him, of course as Dr. Klein, as | though the second "doctof’
was atypo. Big mistake Bad cane afax within aminute Mes
sage

"Sir, I an na Docta Klein. | am Docta Doctor Klein!"

He claimed to hawe titles in twofields, ard thus mug be prop
erly addressg as "Docta Doctor!' Tha was the way | addressg
him in al future faxes althoudn I've privately wondere if he
might nat be a candidag for two yeas in a German jail—one
yea for ead "doctor:

Now, after hearirg more abou the German psycle than you
wanted to know, we retumn to the stran@ ca of the EUROPEAN
BANCORP DOCTCR ACHIM ECKEL corporation As | learnel
later, Achim Eckd neve was ard neve would be a doctor Nor
did he wish to cal himsef a docta ard run the vety red risk of
ayed injail. The U.S corporatiom solval his problem He sits
in his office in Berlin. The telephome rings ard he picks up the
receiver Notice the accemh ard the paug when he identifies his
business

"EUROPEAN BANCORP!' [pause] "Dr. Achim Befell"

Would you na then addres him as Docta Eckel? Of coure
you would, and—nad knowing the history—® would 1. Happily,
there is no law in Germay to condemn Ecké if it is only other
persois who cal him a doctor

Lessorto be learned:Would you like to be called "Judge™? Or
"King," or "Presiden for-life"? Now you know ore way to go
abou it.



DELAWARE AND NEVADA CORPORATIONS

Asyou know, ads have bean running for decads advertisiig low-
cog incorporatian in Delawae and to alesse extent in Nevada
Hundred of thousand of corporatiols hawe bea domiciled in
the® two states mary for as little as "$19 plus costs. Fa this
reaso alore | dislike the® two states Yes | know tha mary
huge corporatios are baseé in ore of the® two states but the
usud implication is tha anythirg from Delawae or Nevad is
sorre sot of Mickey Mouse operationJus ask ary judge private
investigator or courthous clerk

Delawake has an incone tax, s0 if you plan to accepincone
in the stae of domicile Delawae is out True Nevad has no
corporag income tax as this is written, bu they hawe bee qui-
etly raisirg fees for years ard now hawe both afranchig ard an
employe tax Some Nevad incorporatos claim tha Nevadh is
the only stae tha does na give informatian to the IRS. Of
coure they don't Nevadh does na hawe a stae incone tax, 0
wha would thee be to reporf Neithe do Alaska Florida Wy-
oming Souh Dakota New Hampshire or Texas

For privagy and—i sone casestax savings—Wyomig is
preseny the stae of choie for a corporation Directois need
nat be listed in the articles of incorporatian and unlike Delawae
and Nevada Wyoming does na requie a corporaé identifier.
As has bean previousy mentioned you can nane your corpc
ration (for examplé "Johnry Johnsoh [no "Inc."] ard no ore
will know this is a corporatim unles you choo to tell them

Now then let'stalkk abou money Are Delawae ard Nevad
really "low-cost? Certainy na Nevada Many incorporatos fail
to mention the additiond fee for the Nevada stake form for listing
directors Sone do na to mentian the franchie fee One prom
inert Nevadh incorporato does a brutd had sel for an "office
plar’' (i.e, an addres ard telephoe humbe for the corporatia
in Carsm City). The cog for a two-yea contrat is $25 pe
month Then when the custome realizes he doesrt' neal or



want that ard stops paying he is prompty sua via ther in-
hous lawyet

Accordirg to ore of my cliens in Livermore California the
pog office has on occasio refusel to deliver mai to corporatiors
with Nevad addresseunles the compary files a specid form
identifying evey corporag officer with his or he hone address
Further the Nevad stae offices now hawe a 900 numbe for
tracking down the names of corporag officers The cod is just
$3.50

As for Delaware advertisd low coss include neithe a cor
porat kit nor othe extras ard the companie make mong in
the long run by chargirg high annué fees for the required rest
dert agent

If you are going to incorpora¢ a all, ard if you plan to do
busines with the corporati in your hone state then the log-
ica choie® may be to incorpora¢ in the stat wheie you live.
This is becausgif you use an out-of-stag¢ corporatio in you
hone stae andwish to haw liability protection you will neal
to registe tha corporatia in your own stae anyway Thus you
will be payirg annu# fees to two states

However | know of only two unusualy goa reasos to use
a corporatio rathe than alimited-liability company Ore is for
the tax saving ard perks (sud as amedica plan) availabe with
a C corporatia ("C" is an option with the IRS wheie the cor
poratian is taxad separately)ard the othe is to use a narre with
no endirg (Inc, LLC, etc) torevedtha it is alegd entity rathe
than ared person This latte option is na availabé to limited-
liability companiesThey mug erd in LC or LLC, or similar.

Otherwise, for purposesof privacy, flexibility, and minimum
bookkeeping,| strongly recommenda limited-liability company.
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LIMITED-LIABILITY
COMPANIES (LLCs)

It may take some searchingput there's alid for every
pot.

—ANONYMOUS

Mary L——was a schoolteachewho lived with he husbad ard
four children nea Seattle Washington In the early 1990s Mary
purchasd a gray Volkswage Fox In al innocence ste titled
the ca in he own name Not in he wildes dreams—ob night
mares!—coud Mary haw foresea the bitter consequenceof
driving a ca with plates tha would shawv up in the compute
with he first name middle initial, ard lag name

Years passedUnexpectedlyMary fell in love with ore of her
students a thirteen-year-al boy. Despit beirg married she was
unabk to contrd ha emotions Ore thing led to anothe ard
Mary found hersdl pregnantin 1977 the affair becane known
She was arrestedjailed, ard sentence to eighty-nire montts in
prison Given he ladk of acrimind recod ard the fad ste posel
no thred to society Mary was releasd on parole Ore of the



conditiors of the parok was tha she would na contat he
yourg lover withou permissia from the authorities

Mary carried a pager The fathe of he future child, unable—
or unwilling—to sty away from Mary, sen ha a pag with the
numbe of a pay phone Ske called him back Tha sane evening
she picked him up in he little gray Volkswage Fox

They wert to a late movie Wagthe Dog. Then Mary parkel
her Volkswage alorg a stre¢ nea he home ard they talked
into the early-mornirg hours Mary had alrea¢y packel ard had
hidden money ard he passpdrin the car. They apparenyt made
plars to flee Seattk togethe ard to male anew life far, far away

At tha point, was thele ary obstact to ther plan® The pa
role boad had no idea tha Mary was violating parole She was
nat wantel by the police No ore el knewv of ther plars to
flee. Nor was sociey in danger

[Imagine backgroud must to the movie Jaws]

At 2:45 A.M., Seattk policeman Todd Harris was on aroutine
patrol He passd a ca tha was parkal alorg the curbh The
parking lights were on. The windows were steamd up, but it
appeard thee were two occupants

There was no sign of misbehavior NeverthelessHarris noted
the Washingta licens plate numbe as he drowe by. As he con
tinued on his patrol he ran the numbe throudh his compute
to male suie the car had na bean reportel stolen Severablocks
later the nane of the registerd owne cane on the screen
The ca was legally registerd ard was nat stolen but he rec
ognizeal the narre from readiry abou the ca® in the newspapers

Mary K. LeTourneau.

Officer Harris returned ard askel for ID. The two occupard
were Mary ard the boy.

The boy was taken home Mary was taken to the station then
arreste for violation of parole On Friday, Februay 6, 1998 the
judge revokel her parok ard sentence her to sene the full eighty
nine months Leavirng asice the morality of meetiry with the fathe
of he child, her isthe lessa | wart you to draw from this story. At
the time Mary titled the car, thee was not—coutl na hawe



been—itle slightes indicatian of the troubles tha lay ahead But
who amorg us can guarante tha quig wates will neve see a
storn? [See my own experience in Chapte 13)

After the LeTournea sentencing| ser a notice to al my
clients in the United Stats ard Canaa with this headline

SEVEN YEARS IN JAIL FOR NOT
USING A LIMITED LIABILITY COMPANY!

You will often hea tha a limited-liability compary is some
thing "new," but this refeis only to the United StatesIn Europe
LLCs hawe been usal for more than a centuy and as mentionel
previously | mysef formed my first one in Span in 1972 As |
sad in Chapte 10 "Think of a corporation as a brothe whose
twin fraterna siste is an LLC. Both persos are very similar,
sane family, sane traits It's just tha unde certan circum
stancs the anatomichdifference mug be considered. So then
let's discus anatomichdifferences as applied strictly to limited-
liability companies

Think of an LLC primarily as a partnership but withou the
liability ard (nowv hea this!) withou the necessit of actualy
having a partner It al® resembls a corporatim but withou
mary of the oneros bookkeepig detaik ard annualmeetings

I've gore ove the LLC statuts in virtually evey state ard
by no mears are they all the same Californig lllinois, ard New
York hawe outrageous! high fees ard are na recommendg ex
cef in the mog dire circumstancesNeithe are ary of the well-
known states usel for incorporation—tle LL C laws are entirely
different | haw discoverd severa stats that—althou@ unsuit
able for incorporating are ided for LLCs, becaus the onlyin-
formation requirel in the Articles of Organizatio is.

1. The nane of the company

2. The name ard addres of the residemh agen (to be ex
plained shortly) ard

3. The duration of the LLC.



The® stats do na require the name of membes or man
agers (Managersin ary case are na recommendell.The prin-
cipd office can be anywhee in the world, ard a stre¢ addres
is na needed Thee nea be no mention of capitalization
whethe ore dollar or a billion.

Further only asinge membe is required na two—as is the
ca® in 0 mary states ard thee are no annualreports. Thus
changsin membershp take place in totd darknessNeitherare
there any annual fees. Compae this with Californias annu
$8M (minimum)franchig tax

WHICH STATE, AND WHAT WILL IT COST?

At this writing, the stae | use for al LLCs—boh my own ard
for my clients—s New Mexico. If you use alawye to form the
company figure the cog to vary betwea $1,5@ ard $3,000
assumig the lawye will do it a all. Many will not as they do
not fed qualified to answe you questios ard drat a prope
operatirg agreementAn attorng from Florida sert me a video
offering his servica in settirg up limited-liability companiesard
quotal a price of $2,000 which is abou average However he
calls them Limited Liability "Corporations, which makes me
wonde abou his competene in this field.

RESIDENT AGENTS

The laws in al state requie tha both corporatios ard limited-
liability companis hawe a resideih agen in that statewho can
receiwe official communicatios ard serd them on promptly to
the owne or manageof the company This mug be ared streé¢
address na a mail-receivig agency (If the residenh agen re-
signs—perhapfor nonpaymenof his annua fee—then a new
residem agem mug be found within a shot time. If not the
stae will dissole the company).



Lawyers can form LLCs in ary stae becaus they use ore of
two nationad resident-agegncompanies eithe CT Corporatio
or Netwok (formerly Prentie Hall). Both companie charge at
torneys $120 plus fees ard coss to fil e Articles of Organization
plus $16b pe yea to ad as resideh agents

However in the appendt a the bad of this bodk | list two
trustwortty sourcs for obtainirg New Mexico LLCs. I've usel
both of than for the pas eleven yeas ard hawe totd confidene
in them (The secod one "M.M.M.," chargs me les than a
hundrel dollars ayea pe company).

At first, mary of my cliens seen confusel when | tel them
abou limited-liability companies| understad this When LLCs
first startel to be usa in the U.S, mary lawyers were confused
But for the purposs of privacy, the use of an LLC can be re-
markaby simple When formed correctly hee are the two page
you will receive

1. CERTIFICATE OF ORGANIZATION

This official-appearig documen with the stae seal
signal by the both the chairma ard the directa of the
Stae Corporatim Commission contairs this information

e Nane of the LLC
« Official numbe in the stae recordc
« The effective startirg dae

No ore has eve ask&l me for this documentEithe frame
it ard harg it on your office wall, or fileit.

2. ARTICLES OF ORGANIZATION

This is the working document It contairs the following

information all of which is of public record The organize

(which may or may na be a lawyel) prepars the arti

cles ard often lists a manager memberstrue addresses
and othe informatian which is not requiral by the state

However ary organize | refa you to will be privacy

orientel ard will include only the following informatian

in the Articles of Organization



* The nane of the LLC.

* The lates dae upa which the compayny is to dissohe
(usualy fifty yeas in advance)

» The stre¢ addres of the companys initial registerd
office ard the nane ard stre¢ addres of the com
panys residem agent [Both addressewill be the same
tha of your agen in the stae capital]

» The addres of the companys principd place of bust
ness [This is na a requiremenin New Mexico, but a
goad organize includes it for an extremey importart
reason You mug list any addres in the world other
than the stae where the LLC is registerd becaus oth
erwise it will be assume to be an in-stae compary
ard thus subjet to NM stae employmen laws with
forms to be filed ]

Make copies of the Articles of Organizatioo ard have them
read/ to preseh when registerig your new car, plane
boat trave trailer, or snowmobile (See Chapte 13 for
detailed step-by-stp instructions.

HOLDING A COPYRIGHT WITH AN LLC

There are unusué advantageto holding a copyrigh for a song
play, book or work of art in the nane of an LLC. Remember

* The LLC nane neal nat shav up on ary tax return
The incone is listed on you personhtax return No K-2
forms are requirel if there are no partners

* If you wish to transfe future income to anyore else
merel transfe ownershp of the LLC. (Jus a simpk let-
ter for the "files" shoutl be sufficient)

* If you wish to bring the incone into a corporatia or
ary othe legd entity, merel transfe the ownership



If you wish to pas ownershp on to you children leawe your
sole memberskp to them in your will.

SELLING OR TRANSFERRING OWNERSHIP
OF YOUR LLC

Thisiswhee an LLC really shines especiall if you live in astae
with a sales tax Rememberthe Articles of Organizatioo do not
namethe owner. If eve there was a cag whee possessio was
nine-tentls of the law, possessio of the Articles of Organizatio
isit. The LLC is owneal by whoeve you sy owns it—who can
prove different? The state does na know. The organize does nat
know. No oneknows unles you tel theni No shars are trans
ferred becaus an LLC does na hawe sharesNo repot is eve
mack to the stak on transfes becaus there is no annuéreport

An obviows questim is, "Wha if someor does nat believe
you?' | can only sgy tha in neary thirty yeas of usirg LLCs, |
hawe neve bea askel to prowe tha | ownad one na has ary
client to my knowledge However if sud a question eve cane
up, | might offer to prepae ard hawe notarizel a statementhat
I am the sok membe (assumig that to be the case) Or, more
likely, 1 would pick a nomines ard hard him the LLC, telling
him he was "Owne for a Day.!" To avod ary future questio
abodu this, | would dratt a simpk letter for thefilesto shaw the
ownershp was then transferrd badk to me We would both sign
However there is almo$ no chane sud a situation will eve
come up. In this respect havirg the Articles of Organizatio in
your hard is similar to havirng ache& in your hard tha is macde
out to "Cash

If you have multiple legd entities sud as corporationstrusts
ard othe LLCs, do you see how eay it is to transfe ownershi@
If you buy a new pickup ard late transfe it to a compary you
own, you take the Articles out of your personkfile ard drop
them into the compary file. Later, if you decice it would be
bette to hawe you trud own it, you switch the Articles to the



trug file. If your brother-in-lav wans to buy the ca later, you
hard him the Articles ard take the cash Here are the only
changes tha neal be made

1. Insurane company chang the name of the principd
driver.

2. Departmenof Motor Vehicles chang of addres (for re-
ceiving the annué registration notice)

Although a pickup is beirg usel as an example the sane
principles appl to red estateboats loans options or whatever
In summary

1. The article is purchasedreceived or acquirel in the nane
of an LLC.

2. Whoeve owrs the LLC owrs the article

3. Ownershp is transferrd by handirg (or mailing) the LLC
to the new owner alorg with a letter acknowledgig tha
fact

4. Theris no public recod for ary of the® changesNo sales
taxes neal be paid becaus the legd owne is still the same
the origind LLC.

TAX CONSEQUENCES OF A TRANSFER

In the previows example the pickup is neve sold Therefore
there are no transfe fees ard no statesalestax. | checke this
with an attorney He says a few stats may hawe sorre obscue
regulation abou "bulk sales transfers. However sine the stae
has no way to know abou the private transfers—p more than
they would know if an envelog of cap was beirg hande
around—hs advie was nat to worry. However | cannd guar
antee tha this is 101l percen legal To be certan abou the
regulatiors in your particula state chek with you legd or ac
countirg expert



Saleto a third party: Continuirg with the exampé of the
pickup, suppoe you brother-in-lav decide to sel his pickup
to a stranger The buye will then hawe two choices Eitha he
will buy the LLC (ard thus sawe the salestaxX) or he will purchae
the pickup from the LLC just as he would from anyore else
Most of the time the buyer unfamiliar with LLCs, will opt to
purchas the pickup outright ard thats fine. He is the ore tha
pays the tax na the seller

BANK ACCOUNTS AND TAX RETURNS FOR LIMITED-
LIABILITY COMPANIES

Inconme from an LLC flows throudh to memberswhich can in-
clude domesti or foreign individuak and/@ corporations etc
Therefore since there is no income thee is no nee for the LLC
to hawe atax identification numbe (TIN) from the IRS. In fact,
the IRS will na know the LLC even exiss unles you cho to
tell them

You may, of course decick to do just that in cag you wart
a bark accoum in the LLC name Let us assure tha this will
be a checkig accounfor asmal busines ard will notbe interes
bearing In tha case

1. You or your accountanwill fill out the simpke SS4 form
and ser it to the Internd Revene Service They will as
sign you a TIN.

2. You then open the bark accoum by furnishirg a phote
copy of the LLC's Articles of Organizatio ard giving the
new tax identification number

3. Onee this has been done advie the IRS to cancéthe LLC
becaus it will na be used (And from ther viewpoirt this
is essentiajl true The bark will nheve male a repot to
the IRS unde the TIN becaus no incone is eve gener
ated)



Until 1997 thele was sone uncertaing as to how single
membe limited-liability companie (LLCs) were to be taxed
However the IRS has sinee ruled tha a single-membelLL C does
nat nea a separat tax ID humbe becaus no separat retun
neal be filed. Incone (if any) form the LLC is reporte on the
normd schedut C alorg with ary othe "sole proprietof in-
come Oir, if the singe LLC membe is a corporation ary income
is merey reporta as abrand of the operation Ona again the
LLC doesnot need aseparatetax ID numberbecauseno separate
return need befiled.

If you are seriousy} interestd in Levd Three privacy, then |
suggesyou use multiple LLCs in evel aspet of your life, in-
cluding alterna¢ mail addresseshome ard ca ownership side
line businesseswhateveyr

If you decick to run an actua busines in your area with ore
of your LLCs, then for adde liability protection do qualify it to
do busines in your state But contrat¢ the work amorg various
LLCs, if necessaryto avod havirg ten or more employesin a
single compary ard thus subjectirg yoursel to the federd EP &
C Right to Know Act of 1986 [With fifteen employes it ges
worse—youl conme unde the Civil Rights Act ard al the
Americars with Disabilities Act.]

QUESTIONS & ANSWERS

What if | open a bank accountunth my New Mexico LLC
but thenfail to pay the residentagent?

If you fail to maintan aresidem agent then the LL C will be
in defaut (i.e, no longe "in goa standing") However the bark
will na know this The only way they could find out would be
to cal the Stae Corporatimn Commissio in Sana Fe to inquire
or che& the New Mexico Web site There would seldan be a
reasm to do sq however

Many yeas agp | formed a corporatim in a westen state
obtain@l a tax identificatim number opend severh bark



accounts bough two vehicles startel up a newv business ard
then transferred the assetto an LLC. | dissolvel the corporatio
and mack afinal tax return In the yeas to follow, | keg ard
usal ore of the bark accountsard to this day | hawe a leftover
GMC pickup that is still in the corporaé name (The sane
principles apply to an LLC.)

However | am na sayirg you shout na pay you residem
agent | am merey answerig the questio above All things
being equa) | suggesyou do kegp your companis in force by
paying the resideh agent just in cag® someoe a a future time
doesched to see if your LLC is in goal standing

Might an LLC be usedas a gift?

If you wish to instill the concep of personhprivagy into your
children | can think of no bette high-schobor universiy grad
uation gift than alimited-liability company Think of the privagy
tha you would be enjoyirg today had you startel working on
it right after graduatioh Here are two options

1. If you plan to presenthe actud documentsthe LL C will
hawe to hawe aname Why na choo® a geographidanane
from your are® Fa instanceif you live in San Pedro Cal
ifornia, ore of thee might work:

* Rolling Hills Associate

e Lomita Limited LC

* Poirt Fermn Enterprise LC
» Harbo Lake Services LC

2. Presenhagift certificat goal for ore limited-liability com
pany—aly hame—uwithi the nex year (Any incorporato
shoud be willing to do this)
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HIDDEN OWNERSHIP OF
VEHICLES AND
REAL ESTATE

Things are seldom what they seem/, Skim milk mas-
queradesas cream.

—W.S. GILBERT, H.M.S. PINAFORE(1878

It was less than ayea ag tha | swurg my blak Jagua seda
down the ranmp ard into a "24-hr, security parking garag a
Seattles SeaTa Airport, snatchd the ticket stub from the at
tendant racel for the shutte bus ard just barey caugh my
flight to Phoenix Eight days later | returnel to SeaTag caugh
the shuttk badk to the garage ard joined the check-n line.

When | presentd my ticket stul the cashie hesitated

"Sir," he said "Pleag ste to ore side The manage will be
right out.

The manage camre out, introducel himself ard led me badk
to his office. | had visiors of a scrath in the pairt or a ding in
a fender



"The day you left,” he said "your ca disappearet.

"Disappearedas in stolen?"(So much for the twenty-four
hou securiy . . .)

He explaing tha the sane eveniry | left, ore of the atten
dans parkel a ca in the stal where my ca had been When he
turned the numbe in to the cashier the compute showel the
stal was alrea¢y occupied They quickly searchéd the entire
building to see if my ca had bea parked in anothe spd in
error. When they failed to find it, they reportal it stolen The
nex mornirg the police spottel it, bady damaged sitting a
home plate on abasebdldiamord in a Seattk park

I hawe the King Couny Police Vehicle Impourd Repot be
fore me as | writethis Inthe Narrative section line 4, the officer
wrote, "Unableto contactowner." Heres why. The ca was in the
name of an LLC in stae A. The addres listed for this compary
was in farawgy Stae B, ard arevere directoy failed to shav a
telepho® numbe at tha address

Although for mary yeas | hawe bee registeriig my vehicles in
the nane of limited-liability companiesthis was the first time
my securiy precautios had been put to the test No damag
would hawe bea done of course had the police bean abk to
conta¢ me in this particula case However a shot time later
my securiy precautios were to prove worthwhile As som as
the insurane agem handel me a ched for my Jaguar—ii was
too badly damagd to repair— bough anothe ca ard headd
east

A few days later | arrivad in Minneapols ard sper Saturdgt
afternom visiting usel bookstores|t was just gettirg dak tha
evenirg when | pulled ou of a parkirg lot onto Wes Lake
Street in a hurty becaus | had to mee a friend from Madrid
who was abou to arrive a the airport | failed to ses an oncom
ing motorcyce ard almos clipped a Harley beirg ridden by a
three hundred-poud beardd bruiser He screamé somethig
like "$#*@%&!1," wavel his fist, ard mack violert gesturs to
hawe me pull over (If you've eve bean on Weg Lake Stree in



souh Minneapols after dark you know thisis na agod neigh
borhodal in which to pull over)

It was too dak for the rider to see ary "so-sorry gestures—
had | madck them—® | fed more gas to the horses unde the
hood The overweigh biker followed me right on to 35V going
south with all the time in the world to memoriz my licene
number Althougdh | do na scae easily thistime | was seriousy
alarmed enoudp to s¢ a new Minnesoa sped recod betwea
Weg Thirty-fifth ard the 1-49 junction where | cu the lights
ard peele off a the exit Whethe he memorizel the numbe
or not, ard whethe he was carryirg a gun or not, onee | log the
biker | was sak forever—tle plates would lead him nowhere
But my heat was still thumpirg when | pulled into airpott park
ing.

Five Saturdag late | was in Londonderry New Hampshire
to med Cat Prague an old friend who usd to live aboad the
Raider, a 1912 wooden sailboa with Sana Cruz de Tenerie
(Canay Island3 as a home base A stiff wind was blowing
when we stoppel a the County Markd on Highway 1@ to
pick up some wine ard snacks ard when we carne out, a few
abandoneé shoppilg cars were startirg to move Jusg as we
were putting the groceris in the ca a had gug sert a cat
racing pas us ard acros the parking lot directy towad a
parked Honda Civic with a man ard awoman in it. Thee was
no way to stq it, ard we watchel as it strudk the drivers
doa with a resoundig clarg ard bouncel back As we contin
ued to watch we coud ses tha the woman was obviousl
screamig a the man to do something ard the "something
turned ou to be a trip ove to see me Assumirg he wanteal
sorre help | lowerad my window halfway as he came arourd
my side ard sad hello.

"Your cat hit my carl’

"Excuse me? We didnt hawe a cart"

"Yes you did, ard we saw it cone from here’.

At leas he didnt weigh more than 14Q ard my friend Catt
is an ex-wrestler 0 this time | was just amusedna scared



"I wrote downyour licensenumber,"the man muttered bran
dishirg a scrag of paper "ard you'l hea from my lawyer:
Well, bes of luck, buddy ard hawe a nice day:.

PURCHASING A VEHICLE WITH AN LLC

It is easie than you think. (If you skippael Chapte 12 now
would be a goal time to go badk ard rea it) My clients new
ertheless are often reluctan to stat usirg limited-liability com
panies becaus they hawe neve dore it before

Ore sud persm was Jim in San Franciscowho ask&l me to
help him purchas a usel Lincoln Town Ca with almog no
miles on it. It was for sak by a private party in Washingto ard
Jim wantel to title it in tha stae for personhreasonsHe askel
for my hep becaus he was na sue he could hande the regis
tration ard yet ke his nane ou of it. Here is the transactio
step-by-step

1. Sine Jm was in a hurry, | pulled a New Mexico "shef
LLC from my filestha I'll cal Golden Gatewg LC. (A
shef LLC is ore tha has been formed in the pas for fu-
ture use ard jugt pu "on the shef until needed | rec
ommerd this procedue to all readersard personall keep
shef LLCs on hard & al times) We then flew to Seattle
rentel a car, ard drove ou to Pott Angeles to male the
deal

2. The seller a ninety-seven-year-al(!) woman who had
purchasd the ca in 199 ard then storel it, signel off on
the title. She al® signel the bill of sak | had prepard
beforehandWefilled in Golden Gatewa LC as the buye
ard gawe a ghos$ addres tha Jm had alreagy sd up
throudh a friend in CheyenngWyoming

3. Rathe than go to the Departmen of Motor Vehicles in
Port Angeles we checke the yellow page unde "Licens



ing Service$ ard picked a privat licensirg bureau (They
charge asmal fee for handlirg the paperwok but are eas
ier to ded with than stae employees$.Jim wert throudh
the line with me but only as an observer He wantal to
see how | would answe the questions

Clerk: "Whats the UBI numbe for this company?
[Washingta requires an ID numbe for al legd
entities doing busines in ther state]

Me: "Golden Gatewa LC doesrit' do busines in this
state ard Wyoming doesrt'requie aUBI num
ber’

Clerk "Then why na licens it in Wyoming?

Me: "For a leas six montts the ca will be in this
state ard the law requires we therefoe license
it here! [100 percen correct always]

The cleik acceptd that ard then askel mefor ID. | explainel
tha the ca was notfor me but for the company ard showel her
the LLC's Articles of Organization Ske let tha pass but had a
numbe of sone sot bea neededshe could hawe typed in the six-
digit filing numbe written & the top of the Articles Ske then
pushe a compute printou ove to me ard showel me wheee to
sign | scrawlel an illegible signatue tha matchel the one on the
bill of sak (althoudn ske didnt ak to see it).

Clerk: "Print your title after your signature pleasé.

Sinee | was neithe a membe nar a manage of Jim's newly
acquirel company | printed in "Sales Mgr." (Jim retroactivey
appointel me "Sales Manage for a Day.") We pad the various
license ard transfe fees in cash ard were on ou way. Wha had
been accomplished

Firg andforemost,otd privacy Suppos a privake investigato
sees Jims ca parkel in Las Vega & wha he consides a sus



picious address He makes a noe of the Washingta licens
plate ard obtairs whateve informatian is on file with the De-
partmenm of Motor Vehicles in Olympia He will ge the nane
"Golden Gatewg LC" ard an addres in Wyoming nothirg
more If the Pl then calls the Secretay of States office in Chey
enne he will lean tha it is na a Wyoming company Tha
leaves him forty-nine states plus the District of Columba to
ched out Even if he eventual} calls Sana Fe the record in
New Mexico will reved only the nane of the residemn agent If
he contactd the residem agent he would lean tha the agen
does nat give ou informatian withou a subpoenalf he were
able to sene afake subpoea (unlikely), he would ge an addres
in the Canay Islands from the agen becaus tha is the addres
| use for al shef companiesAnd trug me on this one—tle
Canay Islands addres is the erd of the line.

Secondif Jim s wishes ownershp can be transferre to one
of his companiesor to a friend, with no salestax (explaing in
Chapte 12)

SUMMARY: TITLES IN THE NAME OF AN LLC

LLCs are ided for tilting the following:

 Cars trucks tractors motorcycles
* Snowmobilesboats utility trailers
* RVs travd trailers pickup campers

How mary LLCs are neede@ Although | ue a separat
limited-liability company for evey purchasemary will conside
this as overkill. The othe extrene would be to use asinge LLC
for all purchasesThek is no seriows problem with this The two
minor drawback are

1. You cannd transfe ownershp of a singke item by trans
ferring ownershp of the LLC becaus everythimg is titled
together



2. If aP is searchig for asset ard discoves tha you own—
for example—a boa in the nane of an LLC, he will then
seart stak record for ary othe titles in the sane namre
. . . ard discove the othe things you own

Many of my clients work with four companiesThey use the
first for ther principd car, van or SUV, the second for an ad
ditiond vehicle the third for red esta¢ othe than ther home
and the fourth for everythirg else

HIDING OWNERSHIP OF YOUR RESIDENCE

The bes way to purchas a home is with a revocabe trust es
pecialy wheie amortgag is involved (See Chapte 10) A trug
is na a do-it-yoursdl project—ug atax attorng or a CPA who
has experiene with estat planning

When you decice to purchas a nev home mud more is
involved of course than merey the nane on the title deed The
true exampé tha follows [names hawe been changetl brings
everythirg together

AN ACTUAL MOVE, STEP-BY-STEP

The following accounis of an actua mowe by two of my reades
who shal hele be referral to as Harod ard Helen Bond They
decidel to mowe to a smal city two counties removed sin@
mary record are kegt by couny only, with no cross-reference
to othe counties The purpog of this mowe was to make acom
plete brek with al pag records I'll cal ther previols honme
Old-City in Old-County ard the mowe will be to New-City in
New-County

Before they starteq hee are soe questios they askel them
selves ard the answes they carre up with. (It is vital to make
the® decisios beforehand.



* When askel for our preseh addresswha will tha be?
[A ghostaddressat thefar end of the state.]

* When askel for ou presentelephoe number wha
shal we say? [Wejust had thetelephonedisconnecteds
we are selling our home.]

* When gettirg a new cel phore number wha will be
the reasof? [We are oftenin this area to seefriendsand
would like a local number.]

* When gettirg a new locd ghos$ addres for mail, wha
excug will we give? [Weplanto moveto thisareabut
will often be travelingand we needa permanent address.]

The Bonds hawe a history of makirg fag decisions Within a
week they locatal a neary new home in New-County with no
cloe neighbors It was listed for $219,50 ard had been on the
marke for six months The Bonds contactd the listed agent
Before writing up the offer, they explainel to the agem tha they
valual ther privacy. Therefore neithe of ther name was to
appea on ary written documeh whatsoever The offer was
then mack in the name of a trud they had alreag had drawn
up: the Cheyene Valley Trust As trustee Helen Bord signel
her maiden name "Helen Hennesy.

The owner an elderly woman no longe ableto live alone was
given just three hours to accep or refuse an offer of $200,000
with $50,00 payabt a the close Jim, the real-esta agent
explainal to he tha the buyes would pay the balane due in
ore yea or less ard unti tha time they would malke monthly
paymens of approximatet $1,000 representig intere$ only on
the loan a the rate of 10 percent [No Socid Securiy numbe
could be given ard thus no credt check But nore was needed
If the Bonds defaulted she would kegp the $50,0@ down] Ske
acceptd the offer. The Bonds nonv had a yea in which to sel
their old home ard pay off the private note (When the seller
owns his or he own home it is vetly comman to cary pat of
the loan for a shot periad of time It is al© perfecty sak



becaus the selle takes afirst mortga@ or deel of trus agains
the propery for the amoun of the loan)

When the title compary learnel tha title would be taken in
the nare of a trust ard signal by ore truste only, they askel
for a copy of the trust Although the trug documehshowel the
trustes to be Harod ard Helen Bond it containé this clause
"Helen Bord may sigh ary legd documeh with ha maiden
name Helen Hennesy ard this will hawe the sane legd validity
as if sle had signal ha nane as Helen Bond!' (This mears the
name Bond does na appea in the cout system It remairs hid-
den in the copy of the trust which resids only in the files of
the title company).

Insurance:All previows insurane had been carried via Stae
Farm The new home was insurel in New-City but the insurane
on the vehicles was left with the Stae Fam agert in Old-City.
Stae Fam allows this providing both agens are in the sane
state (An agem from ore area canna tap into the compute
from anothe area) Thus the Stae Fam agen in Old-City did
nat lean the addres of the new residence

Newtelephoneaumber:Harold Bord called GTE for "new res
identid service, sad his name was Martin Johnson ard askel
for two lines with unpublishe numbers He gawe the true ad
dres for installation ard his ghos addres for the billing address

"And your Socid Securiy number Mr. Johnson?

"I neve ue my Socid Securiy numbe for identification

"In tha ca® you will hawe to go to our GTE phore stoe in
New-City Mall ard identify yoursel with picture ID. Theyl
give you a receip with a coce number ard as som as you hawe
it, cal us back”

Harold put on a sut ard tie ard showel up a the phore
store Both a mak ard afemak were a the counter He recallel
readirg tha PIs afte information always say a mak Pl shoud
pick a femak clerk ard vice versa He explain&l his "problent
to the femak clerk

"My narre is Harod Bord but for mary yeas I've been writ-



ing articles abou home securiy for nationd magazine ard my
telephor is always listed in my pen name Martin Johnson.

"Well, we neal to know who you really are”

"Of course ard heres my passport.

One his identity was establishe with the passport he was
given a coce numbe ard assurd tha the telephore would be
listed in ther computes as Martin Johnson

With the receipt in hand Bord called GTE again He iden
tified himsetf as Martin Johnsonsad he had been to ther phore
store ard now had a coce number He gawe this number ard
was told tha all was now well, ard tha the two newv humbes
would be in servie within five busines days (It is na always
tha easy If you hawe atelephoe compary like U.S West you
may neal a nominee).

Propanegas: A propar tark was alreag in use at the new
home s0 Helen Bord called the compary to transfe the billing
nane to Cheyene Valley Trust When askel for ha name she
gaw it as Helen Hennesy All bills were to go to the ghos ad
dress

PowercompanyA phore cal for achang from the previols
owneg to Cheyene Valley Trud was all it took No depodire-
quired

Garbagepickup:In sone areathis can be extremey difficult,
but when Helen called the compary in New-City ste was merey
askel for the nev nanme ard billing address (I one tried to
arrang for garba@ pickup in arurd area but the clek was
adamant Sie refusel to conside a cath deposit "Socid Securiy
numbe or no pickup! | ende up haulig our garbag to the
locd sanitay landfill on a regula basis rathe than look for a
nominee)

Library card: Evely mowe presert differert problems In this
case the Bonds found that gettirg a library cad was as difficult
as the garbag pickup was easy Theke arefive libraries in New
Country—eah with financid difficulties—ard the rurd ares are
divided amorg the city libraries Cards from ore library canno



be usel a ary othe library. Non-city residers mug nat only
pay a forty-dollar annué fee but mug shaw picture ID along
with proofthat they reside atin addresswithin the library's terri-
tory. The Bonds left this ore till last Then Harod showel up
with sulit, tie, title insurane for his nev home (Cheyene Valley
Trust) ard his passportSine the phore bodk showe& a numbe
of Bord families in the county Harol filled out the application
as "Stanley Bond;' since the passpdrshowel Stanlg as his mid-
dle name

"Your telephoe number Stanley?

"Sorry, but we dont haw ore yet"

"Well, we neeal the lag four digits for a pin number:

"You can use 1812 from the lag phore we had! (Actually
just an easy-to-rememiberumber The War of 1812)

Technically this violated the rule of never eve havirg your
name ard you true addres listed together However the Bonds
did na worry abou it because

* They had alrea¢ checked ard learnel tha the five
countyy libraries do nat exchang informatian with one
another

» They knew from the locd telephore bod tha there
were seventee Bonds listed, ard a goad gues would be
at leas ten more Bond families unlisted Anyone looking
for "Harold' would na recogniz "Stanley becaus Har-
old had neve usel his middle nane in Old-City.

* The library did nat hawe Harolds Socid Securiy num:
ber, nor his dae of birth.

At the presehtime, no ore is afte the Bonds (as far as they
know). However suppos for whateve reason someoer namel
Heinrich from apreviots lif e decids to trad them down ard suwe
them He goesto aPl for help ard the Pl stars running the name
Harold Bord ard Helen Bord through compute databasedNoth
ing will shav up in cout records nor in utilities, nor telephoe
records Nothing in nationd databas&for magazie subscriptios
(othe than persos with the sane name of course) Nothing un-



de vehick ownership Nothing from the DMV in the preseh
state sin@ the Bonds use out-of-stag¢ licenses At this point
rathe than stat spendiig ters of thousand of dollars to continue
Heinrich will mog likely cal off the search

QUESTIONS & ANSWERS

I justmovedrom Denver toMiami. Sincel amkeeping
my Colorado driver's licenseshould| also keepmy Colorado
licenseplates?

This questim comes up constantly ard the answe is, "it
depends. Leslie L——isore of my clients Lesworks for awell-
known electronis compary in Californias Silicon Valley. He
alo happes to live there but he licensel his nev Porscle in
Texas (big tax saving$ ard obtainel a Texas drivers license He
does hawe aghogs addres in Texa ard he knowsthe areaarourd
Piano

Onre day he was stoppel ard questiond by the California
Highway Patrol The officer did na accep his stoly of beirg
from Texas He was orderel to obtan California plates within
thirty days or face aseriots penalty Rathe than accepthis, Les
wert to court

"I'm a Texas resident, he said "The officer made a mistake
Here in my Texas drivers license with my Texa home address.
The judge acceptd this explanatio ard Les kegd his Texas
plates Two montls later, Les was in a commute parkirg lot
taking angp in his car.

"A cgp woke me up ard was suspicios of the Texas plates
ard my Texas drivers license He aske&l me a lot of questios
abou wha | was doing ard how long had | been ou here |
simply said 'I'm a Texas residehworking ou hele temporarily.
He calld it in, ard everythirg was okay, o he left me alone’

However | suspettha with afew more experiencelike this,
Les will bite the bullet ard pay the costy fee for California
plates



Can| haveboth local and out-ofstatelicenseplatesfor the
samecar?

Absolutely—n fact, | currenty hawe dud plates for ore of
my own cars It was originally purchase ard registerd in Stae
A. | alo licensel it in Stae B, where | own ahome | explainel
to the clekk a the licensirg burea tha | was keepirg my old
registration as well, becaus | spern haf of my time bad there

"But then; sad the clerk "you will hawe to pay the annua
registration fees in both states. | assurd he tha was no prob
lem. Here is why | keep two plates

Localplate: Thisway | hawe no problens with nog/ neighbos
or the locd cops

Out-of-stateplate: | gda ou the screwdrive ard switch plates
only for shot periods of time. Ore of the® times is when | ar-
rangeto mee persoswho hawenoideal ‘'m intheareaThey as
sune | amjust passig throudh on atrip. Infact | cal attention to
the plaie when | male the appointment”l'll mee you a Dennys
a Exit 34 Watd for abladk seda with [Stake B] plates:

This is al® the plaie | would put on if | were going to mee
with someoe | did nat trust Far example a bert P with an
equaly bert pd in the police departmenhwho might somedyg
be askel to put ou a watch for my car. (They would seard in
vain for a ca with the Stat B plates becaus the plates for tha
ca would be hidden bad in my garage.

Summaryi highly recommed the use of dud plates for Levd
Three privacy.

I own severalvery expensive collectocars and it would
cost a fortune to pay the salestax if I refilled them in the
namesoflimited-liability companiesTheregistrations aren
my name andwith my trueaddressAny suggestions?

In the long term you may wish to sel your cars When you
buy more title them with LLCs nat only for privagy bu for tax
free transfes as explaing in Chapte 12 Meanwhile when you
nexX pay you annuéfeg tum in achang of addressThe ghos



addres shoud nat be traceal# bad to you, ard mug shav on
the registratio certificate Tha way, anyore looking for you will
be led astray

Warning: Lean from a mistale mace by Ira G——, ore of
my newe cliens who is adivorced attorneg in a Chicag suburb
His first mowe was to chan@ the addres on the registration for
ead of his collecto cars Ore of tham was a Triumph storel a
a friends hous abou an hours drive from where he lives He
handlel the chang of addres by mai ard did na ge arour
to driving ove to take the old registration ou of the glove com
partment Abou the sane time the ghos addres was registered
his Triumph disappearedra did nat discove this fad for abou
two montls ard when he did, the thief appeard to be someor
in a dispue with the friend. Ira called the thief, who turned ou
to be an ex-Hells Angd on a first-name bass with locd au
thorities An argumen ensud in which the thigf claimed he
took the ca from the friends gara@ in paymem of a debt He
was furious with the lawyer for threatenig him. Can you see it
comind? This ex-Hells Angd guy had the ca with the old reg
istration in it, which showel the homeaddressof the lawyers
wife, wheie sle lived alore with ther yourg son

Would this be a god time for you to go throudh the glove
compartmerg of you vehicles collector-ty@ or otherwis@

What do you think about vanity licenseplate®

Personally| prefe nat to use vanity plates becausthey draw
attention to the driver. If you do decice on a vanity plate you
may wish to copy ore of two plates I've sea ard liked. The first
was se@ on anew Jaguaseverayeas ago 000-000 Lag monh
| saw the second—strangglenough it was on anothemew Jag
uar NO NMBR.

Will hiding my true addressand having licenseplates that
cannot be tracedprotect mefrom stalkers?

You mean like, "guaranteed” When it comes to privagy ard
security there are few if ary guaranteesbu the precautios you



mentian will certainy balane the odds in your favor. Accordirg
to a 1997 Nationa Institue of Justi@ study ore in twelve
American women is stalkel a leas once ard stalkes pursue or
haras a leas 1 million women evel year The telephoe sur
vey, which contactd 8,00 women ard 8,00 men found tha
8.1 percem of women surveyel ard 2.2 percen of the men re-
ported that they had been stalkel a leas once Accordimg to the
study only haf the victims in the stud/ sad they reportal the
episoc to the police Of women who obtainel restrainirg ordes
agains stalkers 80 percen reportel tha the® ordes were vi-
olated

Note tha men as well as women may be stalked ard four
times ou of five, going to the police does na help Even thoudh
you follow evey instruction in this bodk ore dange still re-
mains—tle dange of beirng spottel and thenfollowed. If the
stalke knows wheee you play, work, or worship or who ard
where your friends are he (or aPl in his employ can follow you
home

Is thele aremedy Not entirely, unles you are neve locatel
in the first place If you hawe to mee with the stalker sud as
in court you may be followed, ard thee is always the dange
tha the stalke or his agem will be successful On the othe
hand ask ary privat investigato wha the greatesproblem he
faces is when doing surveillane ard you'll lean tha the dange
is tha the victim is aware. Perhap na awae of ary specift
thing, bu just awae in general Looking arourd when walking,
watchirg the mirrors when driving, etc

Carjackes sa the sane thing—maly crimes would hawe
been avoidel had the victims bean awae of ther approachIn
my own case | neve allow ary specift ca to follow me for a
periad of time in rurd area (whee my homes invariably are) |
drive a few miles ove the sped limit ard if a ca comes up
behird me | tum on the right tum the signal slov down ard
force him to pass Thee are afew othe measurg| take as well,
but you ge the idea

If you live in a city ard think a certan ca is following you,



male four right turns i.e, go arourd the block If the ca you've
sea in your mirrors follows you, do notgo home.Drive to the
neares police station or fire station or to a well-lighted gas sta
tion with a numbe of cassfillin g up. Hopefully you hawe your
cel phore with you, in which ca® you can did 911

If a stalker canbe identified, why not recommend that some-
onejustbeat himup?

The autho of a series of books on stre¢ fighting reviewel
this chapte ard recommens just that To quot from his lag
e-mait

Stalkel women shoutl immediatey g& a man (husbangd boy-
friend, father uncle godfather etc) to take ou the stalker I've
dore it twice With the first guy, | followed him into the mens
room of a bar (whee | knew the bounce ard didnt haw to
worry abou the complications) and quite literally, bed the s—
ou of him. | left him with the warning "Walk into the
same room with her, ard I'll feed you to my dogs: With the
othe guy, | cornerel him in an elevate ard gawe him a choice
eithe bre& his leag ard mowe ou of the building in which the
womanlived, or | was taking him to the rod for alittle 20-stoy
diving practice

However | do na recommed this procedue to othes because

1. ltisillegd (whichiswhy | havert namel the well-known
author) You could be suel or go to jail.

2. If the stalke survives the beating he may kill his targe in
revenge then kill himselt

What precautionscan be taken againstcarjackers?

Privagy ard securiy go together In the words of the Los An-
geles Police Department—referrigito carjackings—"Don'give
up your privacy: In othe words nevergd into your own ca a
gunpoint Jusg pretenl to faint (or mayke do it for real) ard fall
down limp.

Heres a scan | recenty head abou (again) It's an oldie, but



still works A new Merceds was parkel a aMinnesoa shoppiy
mal ore foggy mornirg ard someoe reportel to the office tha
the lights on awhite Mercedeslicens plate so-and-sphad bean
left on When the owne showel up the lights were noton—ard
she was robbal a gunpoint ard the ca taken

Femaé drivers when alone attra¢ more attention than
males Ore solutim is to tint your windows as dark—a darker—
than the law allows Then hawe a make mannequi in the pas
senge seat In fact, with dak enoudp tinting you may even gd
by with ore of thos rubbe masls from a costune store Jus
slip it ove the headrest—canhurt, might help (Jus dont use
this gag for the car-pod lane however Thee are afew cops out
there withou an adequat sens of humor)

While on this subject | hawe an article from the Skagit Valley
Herald, datel Januay 10 1998 ard titled "Accuseal Rapis had
been Jailed:

Accordirg to police the man rammael his ca into the
womans vehick abod 7 P.M. WednesdayThe woman
later told police ske ga out ard the man then pushel her
into his own car, climbeal in, ard drowe souh ... he beda
her up ard rapeal her.

Hint to you husbandsnote the words "shegotout.” Might this
be a goal time to review securiy with you wife, ard make sue
she always kees ha dooss locked ard has he cel phore with
her?



BANK ACCOUNTS AND
MONEY TRANSFERS

If you can't convincethem, confusethem.
—HARRY S. TRUMAN

Any bark accoun you hawe in your own nane (in whateve
state) tied in with your Socid Securiy numbey can be tracked
down by agencie specializig in assesearchefor lawyers This
includes certificates of depodi as well as IRA accounts

Robet O'Harrow Jr, from the WashingtorPost,writes tha
"lawyers deld collectos ard private investigatos buy the daiato
help in civil lawsuits divorces ard othe financid matters Prices
range from just ove $100 to severhthousad dollars for alook at
banks nationwice ard a repot tha includes informatian abou
stocks mutud funds ard safe-deposiboxes. O'Harrav relates
the accoum of a securiy official a BankBosta ". . . who noticed
an ad for ore of the services ard anonymousl orderel asearb on
himself When the repot cane back the official, Frederi& Tilley,
sai he learn&l new detaik abou his own accounts 'They came
bad with the accoun information down to the penny, sad Til-
ley. 'Thee ate lots of tham ard it's freely advertised!



For page ard pages of advertisemestwith heading like AS-
SETS LOCATED ard WE'LL SHOWVN YOU THE MONEY! se&
P.l. Magazind]isted in Appendk I) or CaliforniaLawyer.Copies
of the individud checls themselve may al be obtained sine
all checls are microfilmed front ard back This reveas na only
payes ard endorses but alo mema (if any) ard signatures

If you are the subjet of the search wha will the computes
reveaP Do you wish to be identified as ore with deg pockets
or would you prefe to be considerd judgment-prob (i.e, with
nat enoudn asset worth suirg you for)?

Or suppose with no forewarning you find yoursel unde
investigation by someoer who wishes to caug you harm This
could be anyore from an ex-employe to a disgruntle presen
or formea mate A privaie detectie may conme up with infor-
mation from so far in the pas$ tha you had forgotten it was
there Imagire tha you are forced via subpoena duces tecum
turm ove al bark record for the pas three years Are there
any checks any charges tha you would prefe to reman
secre? (Think abou this carefully Conside newslette sub
scriptions contributions trips, purchase of alcoho] guns am
munition, or whatever Conside rentals from autes to motek
to videos)

Yes | know tha smal ads run continualy in smal offbea
newslettes ard magazinesor in dired mal offers with ahead
ing like:

OPEN A BANK ACCOUNT WITHOUT
A SOCIAL SECURITY NUMBER

The cog is usualy $1Q | answe the® ads just to be sue tha
somethilg new hasrnt been discovered To date nothirg has
The repors tel you to attemp to open a bark accoum bu to
stae tha you will na give your Socid Securiy number The
bark representat® then refuses to proceed a which poirt you
threate to swe the bank listing rathe genert legd reference



designd to intimidate To satisf your curiosiy ard to sawe you
ten dollars—tle bark will refuse to open sud an account

Neverthelessal is na lost Difficult? Yes Hopelesg No. |
hawe been involved in the secré use of bark accouns in the U.S
and/a offshote sine 198 ard hawe na experience ary seriows
problems

As | sad in the previots section sine we are discussig pri-
vagy measure rathe than tax evasion you neal hawe no se
cres from the IRS. This repot is abou hiding bark accours
from you enemies not from the IRS. Sorne of my suggestios
tha follow may be offbea ard perhapg underhandedl agree
but they are na currently nor are they anticipatél to becone
illegal, accordimg to my American attorney who reviews all my
projects

USE A NOMINEE

This methal requires the assistane of a relative or friend. Let's
cal this persm Sally Faith Sally cen open a bark accounin he
own nane or as the principd in a trust a corporation or a
limited-liability company [We assura Sally is su alow-profile
persm tha no one would eve bothe to swe her) Let's assure
you wish to hawe ha open this accoumin hea own name Here
are the steps

1. Choog an independenbark in a stat wheie neithe you
nor Sally lives This will isolake both of you from routine
searche ard will hide Sallys possibé deah (shoud sud
occui from the bark authorities long enoudp for you to
cah afinal check closirg ou al bu the lag $10 from the
account

2. Prepae Sally for obviows questios sud as "Since you live
in California why are you openiry this accoum hee in
Pioche Nevada? The answe might be "I'm thinking abou
moving heie within the nex threes months.



3. Withdrav ca$ from your presen account(s) perhag
$1,000 Purchas abark cashies ched from abark whee
you are not known mack ou to Saly Faith ard with a
fictitious remitter

4. Next Sally practices hou after hour, an indecipherala
signature the kind businessmeus al ova Europe She
then assemble the necessar identificatian (a passpdris
best if she has one sine it gives far less informatian than
a drivers license) travek to the city where the bark is
located ard opers the account She acceps a few tem
porat checls ard depodi slips but does not order checls
throudh the bank Youorde them from a mail-orde com
pary sut as Checls in the Mail (1-800-773-444Bor Cur
rent Checls (1-800-533-3973)Use a startirg numbe of
800l or higher so tha the accoumh appeas to hawe bee
establishd yeas aga Orde ary printed nane you like,
sud as "S. F. Services, ard eithe list no addres a al
or just ary city ard stae you prefer When the checls
come—nhopeful} enoudp to lag you for years—Sali} sits
down ard sigrs them untl he signature stat to vary.
Time ou for coffee or Dr Pepper then she continue to
sign with breaks until finished

5. You, of course ke al the checks eithe wel hidden or
unde lock ard key. Fram this poirt on you use the® pre
signel checls in ary way you please (Fao deposits orde
ard use arubbe stamp)

| suggesyou keep the balane reasonalyl low. Open a non
interest-bearig accoun s tha there will be no repot to the
IRS. Perhap you pay Sally aflat fee for settirg things up, ard
then pay he $1 an hour if you neel he service late on, suh
as for signirg new checks Allowing five second pe signature
plus shot breals to res he fingers she shoud be abk to sign
five hundrel checls within an hour.



A CORPORATE BANK ACCOUNT

Ads ar constany runnirg in Inc. magazine the Wall StreetJour-
nal ard othe publicatiors by incorporatos sud as Laughln As-
sociate (Nevada ard Corp@ (Delaware) They offer to form
a corporatio for you tha in mary cass will include a corporag
bark account

Beware!lf you are actualy going to do businessn your own
area which does nat happ@ to be eitheg Delawae or Nevada
then the out-of-stag corporatio will hawe to be "qualified to do
business in your own state It will be simple ard cheape to
form your own corporatia (or limited-liability company in you
home state ard tha is, in fact, what | suggesyou dao.

However if you are not going to be doing busines locally,
then the ided stak for incorporatiig is nat Delawae or Nevada
but Wyoming Both Nevad ard Delawae drav too much at
tention both requile corporag identifiers sud as Inc. or Ltd.,
ard the IRS audis more corporatios in Nevadh (owing to prior
abusepthan in ary othe state Neverthelesswhicheve stae is
used you will be subjet to comple tax rules ard regulations
and unde a generh obligation to hold corpora¢ meeting ard
keg corporaé minutes If openirg a normd bark accoun is
your soleobijective then an LL C will sene your purposs bette
than a corporation But sometims othe factors do ente in, so
let's conside this subjet a bit more

In Wyoming you can form a corporatie with no corporate
identifier! Yes you can form corporatiols ard open bark ac
couns there in name suh as WOLFGANG AMADEUS, OL-
IVER JOHN SIMPSON or J. SMITH.

However | knov of no Wyoming bark tha will open an
accoun for anyore who admitsto beirg from ou of state If,
therefore you travd to tha stae to open a bark account first
arrang to hawe alocd address

You will find additiond informatian abou corporatios ard
limited-liability companis in Chaptes 11 ard 12



OR, OPEN NO BANK ACCOUNT AT ALL

Hundred of thousand of American citizens as wel as a similar
numbe of illegd aliens manag to live withou ary bark ac
court & all, ard nat al are financialy disadvantagedrhisis one
way to ensue tha you do na revead the name of your bark
when you write a ched& for the rent the mortgage utilities,
taxes or home repait

Worse there is a red dange if you eve write a chek to a
lawyer, CPA or anyore else who—unknown to you—is acrook
When investigatig this person—perhagpsurreptitiously—gov
ernmei agens will come up with a copy of you check Might
this possiby lead to yourmail ard bark accoumbeirg examine@
Or atap on yourtelephon@

Therefore you may decice to pay professiona in cas if
you're there in person If not you might mai a postd moneg
order, a cashies check or a travelers check Fa smal pay
ments | recommed the moneg/ ordes sod in conveniene stores
or a Westen Union offices They are economical can be pur
chase with no ID, ard the line for the payee is left blank You
fill in the paye= on your own The issuirg office has no recod
of the sende or the receiver Thele may be a limit of $50 or
$7M® for eath mong orde bu you can purchaes severh & a
time.

For amoung large than $2,000 you may prefe a bark
mone/ orde or cashies check Many banks do na requie ID
when you are purchasig the checls with cash If in doubt ched
out a bark beforehandaskirg them abou ther policies Or teg
ther policy by purchasig a smal chek to pay for somethig
you are goirng to orde by mail. If askel for ID, tel the absolue
truth: "1 didnt bring ary ID with me | didnt think I'd neel it."



HAWALA BANKING

This is the oldes bankirg systen in existenceusel for exchang
ing mong acros internation&borders Sinee no mone actualy
movesanywhere it cannad be traced Yes you rea correctly it
cannotbe traced.

Although it is widely practicel amorg Chineg ard Indiars
(from India), ard to a lesse extert by Spaniardsthe averag
American has neve head of it. The easiesway to explan it is
to review atransactia | had in the late 196G when | flew to
Madrid ard then to Bostan on businessWhile in the latter city,
| was invited to a cocktal pary ard when it cane up tha | lived
in Span | was introducel to a short grossy fat attorng I'll hele
refer to as Cabot After initial pleasantriesl was guidel ove to
a secludd area whete the following conversatio took place

"Jack; he said "mayle ore hard can was anothe here |
had a cliert from Barcelora who ran ou of convertibé pesetas
[Only convertibke pesetas—qgoverddy strid rules—ca be sert
out of the country] So this guy paid me by giving me title to
an apartmenhhe had nea the beat in Alicante | had a friend
sel it for me but it was in normd pesetasunderstand?

"Yes, you cant take the mone/ out How much in pesetas?

"Two million nine;' sad Cabof which a that time was equiv
alert to abou $47,000 "Can we do a little trace here maybe?

"Well," | answeregstalling "sometims | hawe the sane prob
lem myself Why na just speml the mone/ ove there?

"Listen, nat to offend you or anything but I've been to Span
twice, ard al in ore trip. Thefirst time ard the lasttime. | made
sone joke abou Fran® ard those guys with the triange has
almog took away my passpott So look, Jack can wework some
thing out? Like a ten percent?

"Thirty-two thousad is abou al I've got in dollars!

"C'mon you ga anothe five somewhereThirty-seve K ard
it's a dore deal’

Becaugs both Caba ard | trustel a mutud acquaintane
there we did the ded in his office the following morning | gawe



Cabda a che& for $37,0@ drawn on a Londonderry New
Hampshire bark (presignd by a nominee) ard receivel in re-
turn his check drawn on his accouhin Span ard mace ou to
Portador for 2,900,00 pesetas (Portador mears "bearer. In
thos happy days almos all checls in Span were mack ou to
the bearer) It cog me an extra day ard sone travé mone to
retun to the Canaris via Barcelona bu Cabots chek was
good | todk the mone in cadh from Ban® Hisparo Americang
lugging it bad to the airpot in a zippe case This is the pro-
cedue known from ancien times as hawala sometime spellel
hawalah ard occasionajl referrel to as hundi Let's review the
procedure

» Thee are no written documentsthe exchangs are
basel on mutud trug (perhag for tha reasm unpopu
lar in the U.S.?)

* Only locd currencis are used If you are sendirg money/
to the UK, for example you'l pay the U.S hawah
banke in dollars ard receive pound in London

* This exchang canna be traced—m money crosss a
border The hawah systen is neve advertisedard may
sott of, like, skirt sone laws or regulations However it
does male for interestig conversatios amory friends
Beyord that procee a your own risk.

QUESTIONS & ANSWERS

What if a bank requires my thumbprint on the back ofa
check?

I've neve given a thumbprin a a bank If they ak for it, |
go to anothe bark or endorg it ove to athird party (perhas
the nomines for an accoum | sé¢ up) ard depodi it to tha
account However here are a coupk of points to keg in mind



* As long as the che& does nat bounce ard assumig it is
not written on a smal bark wheie the ched is returnel
to the client the ched disappearinto the bark archives
forever.

« If you do give your thunb print, pres had ard slightly
twist your thumh Practi@ a hone first. The god is to
smea the print jugt atrace If dore right, this will male
a matd impossible ard yet the clelk may na notice it
a all.

Therk is al® sud athing as filling in the grooves of you
thumbprirt with glue then allowing it to dry. Then a secon
coatirg is given ard while still moig you pres it agains the
thunmb of anothe person But | dont think you neeal to ge into
all that unles you are on the FBI's top ten list.

Although | do wish to keep my private life private, | am
not paranoid. Can't | just keepa normalbank account anda
credit card—both in my owm name—and get by?

My answe may surprie you. Yes you may. | do urge you,
however to follow the® suggestions

1. Open anew accouhin anothe state ary plae whete you
can give alocd address(Tha of afriend? A relative} Use
your passpdrrathe than your drivers license becaus the
drivers license will tip theam off tha you are na local, ard
mary banls will na open an accoun if you live ou of the
area Try to avod it, but it may be tha the new bark will
ak to che& with your previows bank Use your own judg
mert on this.

2. One the new accoum is open cloe you preseh ac
count($ to blodk the bad trail.

3. Choog the smalles possibk bank preferaby with no out
of-stak branches This may redu@ the numbe of data
base your nane will be in.



4. Later, if necessaryyou can chang the addres for the
monthly statemerst to your ghos$ addressbu let a few
montls go by first. In a cove letter, give sone reasa for
the change Perhap you will be "badk ard forth" ard the
ghog addres is more convenient Or perhag the addres
is for your accountantwho handle your financid matters

5. Never ever as long as you live, reved your true addres
ard telephoe numbe to anyore a the nev bank

6. Do na use the checls the bark gives you Orde your own
by mail. Eithe leawe the upper-let corne blank or give
ore of your initials plus alag name Do na list arny addres
or phore number
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HOW TO SECRETLY RUN
A HOME-BASED
BUSINESS

A little inaccuracysometimesavestons of explanation.
—SAKI, THE SQUAREEGG (1924

"ARE YOU ZONED FOR BUSINESS? Tha was the title of an
article in Home Office Computingabou two yeas aga The sub
title was "Registeriig your hone office is adifficult but necessgr
evil."

In Chapte 1, you will recal tha | said ". . . if | mentia ary
procedue which | suspetmight be construd as illegd in sone
states or provinces | will wam you of tha faa beforehad ard
let you malke you own decision: When it comes to working a
home withou registerimg for a busines license conside yourset
warned

The authorities seldon if eve serd ou patrok to searb for
violators Rather they depen upa tips from your competitos
or complains from the neighbors Further the usua resut of a



complairt is merel awarning s sty cod ard keep the tips
in mind

* Never eve tel your neighbos abou you business

« Do na hawe you customes or cliens cone to your
home

* Neve receie deliveries @ home—bti then you alreay
knew that The beg invisible busines is run by mail, fax,
phone e-mail and/a the Internet Receips can be cah
ard moneg/ orders depositd in variols nomine ac
counts There will be no bouncel checks No one will
know your age race backgroundor if you're a first
cousn to the Roswel aliens

You can sel sud abusines to someoe el in ary stae or—
in sorre cases—ay natin in the world. In 1989 ore of my
clients startel a mail-orde busines from the spae bedromn in
his cheg trad hou® in a smal town in Nevada The initial
investmehwas $1,500 The produd had to do with a paralegh
servi@ tha was attractive to EuropeansThefirst yea al he did
was bre& even 0 he lived on his savings Then sales began to
grow by word of mouth In 192 he withdrew a six-figure bonts
(using a convolutal tax-free transactioh ard ke working. In
1994 aprivacy-orientd entrepreneufrom Nebrask purchasd
100 percenm of the stockin the corporationthat ownedthe customer
list for $500,000 | was thele alorg with the lawyess & the time
of the sale

Not a singke neighbe knew abusines had been run from tha
home mud les tha he had been nettig up to $20,00 a
month before taxes And the taxes werent al tha much—®
percen of the stok was in a charitabé remainde trust na
subje¢ to incone tax (See Chapte 11) However the bast
reasao for startirg the busines was privacy. The fad tha it did
bette than expectd was a bonus



SHOULD YOU WORK "OFF THE BOOKS"?

Millions do it, ard it certainy gives you privacy. . . unless of
course you are caught Nothing vely privaie abou gettirg ar
rested | hawe neve evade incomes taxes nar hawe | eve rec
ommendd tha cour® to anyore else Why chea ard run the
risk of ajail sentene when thee are o mary ways to make
moneg/ ard kegp enoudp for yoursel legally?)

Loompanic Unlimited (Pot Townsend Washingtoh pub
lishes a smal paperbak bod titled How to Do Business'Offthe
Books,"by "Adam Cash: Thele are enoudp warnings abou the
IRS in this bodk to make you mote fearfu after readiry it than
you were before

Paladih Pres (Bouldetr Coloradd publishe a similar book
Ragnar's Guide to the UndergroundEconomy.The autha lists
sud occupatios as housecleaningdog grooming bod repait
hauling tree remova) critter control locksmithing yard work,
window washing pd care house-sitting photography carpen
try, gunsmithing chimneg/ sweeping roofing, ard bookkeeping
An examinatio of the individud stories told indicates an averag
annua incone of les than $30,000

Dont even think abou working "off the books:

ANONYMOUS PROFITS IN REAL ESTATE

Years ag | ran acros an agirg landlod from ChesapeakeVir-
ginia, nameal Lonnie Scruggs Fa the pag ten yeas he had bean
buying old—ard | do mean old—mobile homes for a few thou
sard dollars each He then doublel or tripled the price ard fi-
nancel tham a up to 18 percem annua interest The reasa this
worked was becaus his low-income buyes had only two ques
tions (1) How mud dowr? (2) How mud a montt? Thee
deabk were eay to sel becaus down paymens were abou $50Q
ard monthly paymensg were les than $200 (Buyes pad rert



to the mobile home pak on ther own) Heres why it's so gred
from the standpoihof privacy.

« You purchas the mobile home for CASH s0 no ore
asls you for credt information

 You title it in the nane of a limited-liability company

» The buyer—f he doesrt' make his paymens in cah
(mary do!)—will make ou the che to whateve nane
you say

| assume Srugg had retired by now, but | recenty ran acros
acopy of A. D. Kessles CreativeReal Estatenagazie ard | see
he writes a colunm now for Kessler ard gives seminas teachirg
his system | note alsq tha his two books are still in print

INVISIBLE PROFILE

In generalthe idea behird runnirg ary low-profile businesisto
keg your nane ou of the picture so tha you cannd be namel
in a lawsuit You will, therefore run the busines in anothe
name It can be in the name of anomine only, or with abusines
license citing the nomines as the principal However a bette
way is to use alimited-liability company In fact, sone persois
use two LLCs, with the first one doing busines ard the seconl
ore as the sok membe of the first. A totally different methal
is to use ore or more establishe businesseas a "front,” ard |
just recenty deat with sud a busines in Boston Heres sone
backgroun information

Thirty yeas agp | wert to the Bombg Bazaaiin Las Palmas
Gran Canariato buy anew watch At tha time, Bulova was at
the cutting edge of time-keepig technolog with ther electront
Accutran model Insteal of tick-tick-tick from a balane move
ment the Accutrors emitted a pleasiig low-levd hum from a
tuning fork, ard the swe@ secod hard moved arourd the did
with silky smoothnesrathe than by littl e jerks

| bough the SpaceViev modé with a transparendial, ard



it is still my constahcompanion Among othe things it reminds
me to "always look for a secondsolution! Tha is, even when |
find a solutian for whateve problem | look for a secon ore as
well. (Bulova failed the test—thg neglectd to look into quark
movement as a "secom solution” Within afew shot yeas the
Japanesausirg quarz movementsran ove the Bulovafolkslike
a steamrollel.

| still prefe the tuning-fok technolog ard am determind
to wea my Accutran to the grave Not long agg when in Dallas
on businessthe battey in my watd wert dead Thinking thee
was "no problem; | had a new battey installed Unknown to
me, however Bulovas 1.35-vot mercurc oxide low-dran bat
tery had bean outlawel in the U.S becaus of its mercuy con
tent ard jeweles were substitutig a differert 1.5-vot battery
The resut was that two weels later, haf of the tuning fork's
electronc circuit blew out When | called the Bulova servie
departmena 1-800-233-336 in Woodside New York, | was
stunnel to lean tha they refuse to cary pars ard repar Ac-
cutrors ary longer So where am | going with al this? /founda
solutionwith arepairman whas I-N-V-I-S-I-B-L-B

| startel my seart by calling jeweles in the Yellow Pags
that listed "Bulova' as ore of the brand they sold Thefirst three
assurd me tha Bulova Accutrors could no longe be repaired
but the fourth jewelerwas my kind of man If I'd drop off the
watch hed see to it tha an independenrepairma would fix
it, and put in a nev Evereag #387 1.35-vot mercurc oxide
low-drain battey (a tha time availabé in Canada)

"May | tak to the repairmanplease?

"No, he doesrt'hawe ary contat with the public''

At first | though the jewele was jud trying to prote¢ a
commission but further investigation proved this was nat the
primary reasonWhoeve the repairma is, he dea only through
establishd dealerswith all checls beirg mace out to the jewelry
store And—listen to this!—the actud repairma has neve bean
seen ard no ore has a clue as to his name addressor telephoe
number



The only contat betwee@ the stores ard the repairma is a
courig known as Tony. Ever Friday "Tony," who appeas to be
in his late seventis ard walks with a limp, makes the rounds in
this city, picking up ard deliverirg Bulova Accutrors ard similar
models receivirg paymen in cash. The stoe ownes are happy
becaus they g& a commissio ard rende a needd servi@ to
their customersard we Bulova Accutran ownes are happy to
ke ou watche running Can this repar guy be trackel dowrf?
Without a subpoenasone industrial-strengt threats or a Ml
who successfujl trails Tony, | dont think sa And who would
wart to? Why would anyore care

Supposethen tha you wish to sdé up an invisible, untrace
abke busines ard for whateve reaso do nat wart to use a cor
poration an LLC, nar anominee OK, why na copy the Bulova
repairmar?

1. Locak retal businesseor public offices whee the ownes
are willing to ad on your behal in retun for a commis
sion Contat them in persm or via a representativeyour
busines could be in repair replacementsoftware smal
products information reports or ary othe kind of bust
nes wheie the customerwould contactthe store or office.

2. Checls will be mack out to you dealers ard the deales
will pay you or you rep in cash They will wart a receip
for ther tax records bu this can be in any busines nane
you like. Who cares who would eve check

3. You kee godl record with QuickBools (no audt trail
when you corred errors) list the income on your personh
tax retun (Schedu C), ard all's wel with your world.



QUESTIONS & ANSWERS

What is a "fictitious" businessname?Is it something
fraudulent?

No, it has nothirg to do with anythirg shag or illegal. Stae
laws requie ary persm who regulary transact busines for
profit, in the state unde a "fictitious namé to registe tha
busines nane with the Secretar of States office. Fa a soke
proprietorshp or partnership a busines nane is generaly
considerd "fictitious" unles it contairs the namre of the owne
or al of the generh partnes ard does na suggesthe existene
of addition& owners Use of a nane which includes words like
"company, "associate$, "brothers; or "sons; will sugges ad
ditiond ownes ard will make it necessarfor the businesto file
ard publish the fictitious busines name on compay letterhead
busines cards in advertising or on its product

The problen with a fictitious nane is tha the owne of the
busines ard the stre¢ addres will be mattes of public record
Although sometims usefu| | seldoan recommed a fictitious
name



16

ANONYMOUS TRAVELBY
LAND, SEA, AND AIR

/ wantto be invisible.... | paint my face and travel at
night.

—RALPH REED, AS QUOTED IN THE VIRGINIAN
PILOT AND LEDGER STAR, 11/9/A

Airport surveillane in this yea 20 is reachirg extrems un-

dreame of in times gore by, making this the leastanonymos

way to travel If, therefore anonymiy is your first concernyou

may wish to travd by train, bus or automobile Nevertheless
mog of us do trave by air, S0 let's tackke air trave first.

PURCHASING YOUR TICKET

Go to ary lengh to avod purchasig your ticket for cas a the
airport The persm a the ticket counte will take your money
but may secre§ hawe you put unde surveillance—a sone air-
ports the chance are fifty-fift y you will be stoppé ard ques
tioned if you pay cash especiall for a one-wg ticket If you



mug pay cash pay it to atravd ageng beforehandBette yet,
pay the travd agem with a mone/ ordetr or a che& from your
anonymos bark account

SHOWING ID WHEN YOU CHECK IN

Use you passpdr rathe than you drivers licene becaus a
passpdrdoes na shav you addressAnd by the way, resis the
temptatio to try to avod showirg ID. In the summe of 1996
a prominer newslette edita who "breatheseas ard sleejs pri-
vacy' [his own wordg refusel to shav picture ID & Bostors
Logan Internation& Airport. When he informed the agen tha
the requeswas illegal, two securiy men were called in, ard he
was given a choie of eithe producirg his drivers license or
missirg his flight.

"Since | absolute} positively hadto be in Chicag tha day
no matte what;' he said "I producel it. The® guys then pho
tocopial it—and it had my Socid Securiy numbel Then they
separaté my luggage searchd ard taggel it, ard escortd me
ont the plane They passd the word to the cabin attendants
who then ket an eye on me the whole flight!"

USING YOUR OWN NAME

Remembe when we usal to travd unde arny nane we chose
ard traded bought ard sod our ticket® You can still do tha
for nationa flightsin mog countries overseasas wel asin Can
ada ard Mexica No longer however in the United States The
so-callel reasa for this is tha it kees terroriss from traveling
I know of no travd agei tha believes this (After all, wha self
respectig terrorig would na hawe fake ID?) The actua fad is
that no one benefis othe than

Theairlines. Unusel nonrefundald tickets canna be sod or
transferred Previously if you purchase a ticket in advancea



a reducel fare ard then becaus of illness or a chang in plars
you decidel nat to go, you coul sel the ticket to anothe persm
who would then fly in your name Sine you pad for the ticket,
that was reasonablewas it not? But now, the airline keefs your
moneg/ ard selk the sed to someoe else

ThegovernmentAn ominots trerd in the United Stats over
the pas deca@ has bean ore of increasd governmensurveit
lance ove its noncrimina citizens This includes the increasig
demaunl for your Socid Securiy number the prohibitiors againg
depositirg or withdrawirg large suns of cad from your bark ac
count the iron-handd regulatiors aimed a commercia mai
receivirg agenciesard the demauwl for your government-issuke
picture ID & the airport | will na hee speculat on the red
reasos for this increasig control nar will | commen on the
claims othes have made tha U.S citizers now hawe less privagy
than did Germa citizers in the 1930s Let's be realist ard see
wha can be dore to lower ou profiles

You may decick tha travelig unde your own naneis na a
problan ard does nat compromig your privacy. Neverthelessl
suggesyou immediatey incorpora¢ one smal measue toward
anonymity—purchaesair tickets usirg justthe initial of your first
or middle name plus you lag name Do nat let your trave agert
tell you this cannd be done Thousand travd evey day with
tickets like J. Brown, R. Martin, ard S. Smith (Ore side benefi
is that—if anothe family membe has the sane first or middle
initial—he or ske can uske your ticket in ca® your plars change.

USING A "MISSPELLED" NAME

This is an emergeng methal for the future shoudt you be fear
ful tha someoe is checkig on your movemerg and may run
a searb via an air-travé databaseln this case do use your first
name ard perhap you middle nane or initial as well. Chang
the first lettar of your lag name thus throwing it into a com



pletely differert section of the alphabet With this system the
true names on the left becone "in errof’ the names on the right

Rodgers Dodges Russelt Mussél
Fox> Cax Gardener Dardene
Hall> Bal Long> Fory
Pery > Gery Stockwel Rockwel

As long as you are accurat with the first name ard middie
namre or initial, you shoutl na hawe a problen becaus you
could always explan it as a"clericd error:' Thisis especiayf true
if you hawe an unusuiname Example Your ticket naneisZen
aida Z. Aadbadi& ard you red nane is Zenaic Z. Zaabadick
(Naturally, you purchas you ticket a a traved ageng whee
they do na knowv you) Fladh your passpdr a the airpot
counter In actuéd practice | hawe neve found tha anyore a
the checksh counte even noticel the slight alteration

Anothe ploy is to use an open ticket ard shav up a the lag
minute thus avoidirg the advance-registratiocompute data
base If someoe is trying to trak you, by the time they hawe
your flight da& you will alreagy hawe arrivad & you destinatio
ard left the airport However if they are really after you, fly to
an alternag airport Far example if you are in Las Vega ard
neel to trave to Boston fly to Chicag ard catd a nonst@ to
Manchester New Hampshire Rert a ca in Mancheste ard
drive down to Boston

DO NOT CHECK YOUR LUGGAGE

Soone or later;, somethiig will be log or stolen Further you
walrt to be free to cancé a the lad minute switch to an earlieg
flight, or to anothe airlineg, or whatever Ore of ou sons-in-lav
travel the world for amanufacturig company often away from
home for weels & atime. He dresss wel becaus he mees
with corporag CEOs yet he has neve once checke a suitcase



(If you jugt cart live like that then shp a ca® ahed via UPS
or FedEx)

If, despie this advice you do ched your luggage then upm
arrival, go to the baggae claim withou delay Pick up your bag
and leave. Airports are hazardoa environmentsfull of federa
agents drug couriers ard othea unsavoy types This is no plae
to linger.

Also, you shout know tha you luggag may be subjectd
to industrial-strendt X-rays The Federh Aviation Administra
tion has purchasd ore hundr&l nev scannersmanufacturd by
InVision Technologis Inc. of Foste City, California Thege ma
chines similar to CAT scannes ard costirg $900,00 each are
much more powerfd then thos tha scan the carry-an cases
Further they are programmd to step up the powe if they come
acros an objed they canna penetrate In othe words wrappirg
a strang item in lead foil is na recommendedit useal to be OK
to cary film, and/o your camea with film, in your checke
luggage Not any more, once the® nev scannes corre on line.
Accordirg to leadirg film manufacturers even a singe pas
thoudh may ruin processe film.

FLYING WITH NO ID AT ALL

Sinee this systen may be illegal, | was na going to mentia it
in this book However thinking abou "Airport Insecurity is
making my bload pressue rise 0 here we go. | an na sug
gestirg you do the following but if eve my nane ard face shav
up sometine on the six o'clokk netwok news hee is wha /
shal da

1. I'll haw a friend, or a college kid who need sone extra
cad (they al do!), purchas aticket in his own nane to
whereve | wish to go in the U.S, Canadaor Mexica Or
even badk to the Canay Islands if the friend/studethas



a passpdrto show (On arrivd in the Canaries! will go
throudh custons with my own passporj.

2. We'l go to the departue gae togethe ard my confed
erake will shaw his ID ard trace the ticket for a boardiry
card

3. When the flight is called I'll use tha boardirg cad to
boad the plane My accomplie leaves the airport mission
accomplishd ard his commissio wel earned When |
outlined this plen to my attorney he said "Man, will tha
evea complicae the insurane claim if your plare crashes!
Well, if the plare crasheslet the hotsha airline folks sot
it out

In fact, if time is of the essencel may just go straight to the
boardirg area pick ou a sympathetic-lookig type give him or
he a suitabk sd story, ard pay whateve it takes to ged tha
boardirg card

HOW TO MAINTAIN YOUR PRIVACY AT YOUR
DESTINATION

You'll neal transportationa place to stay ard possiby away to
kee in toudh with your bookie Here are sorre tips

Do not rent acar at the airport: Nor, if you can hep it, any
wherre else Stik to taxis ard limos or borrov a ca from a
friend At the vely least take the shutte to you hotd ard then
ched the yellow pages for sone offbea cheap outfit that does
nat hawe a nationd 800 number (The 800 numbe mears they
hawe a nationd databas whete you can easiy be tracked)

Nameand addres$or registrationat yourmotel: Note that |
say mote| na hotel In the pas few years mog hotek hawe
picked up a nasy habt of demandig picture ID. | recenty flew
into LA to atterd Robet McKees Stoy Semina unde an "al-



ternaté name However when | tried to ched into a hotd nea
the Pacific Desigh Centey the manage insistel on ID. | askel
why.

"Well, mayle after you left, we found ou a parly had been
held ard your room was trashed.

"Do | look like the room-trashig type?

"No, but you can neve tell. Ore time it cog us more than
$4,0® to repar the damag in a room?'

"I can leaw you a bark cashies che& for $5,000 Tha
shoutl put you & ease.

"Sorry, but no. We require picture ID."

Motels however are mud less demanding Give than an
initial and acomma lag name ard ary addresyou like. (When
| trave in the USA ard Canaa | often use a mail-drqo addres
in Spain and when in Spain a mail-drqo addres in Canada.

Creditcards: Cas is preferabt to a credt card However if
you travd with a credt card noke tha with sone financid in-
stitutions—ya can hawe two credt cards ore in your own narre
ard asecondcard in any othernameyou like. If askel for a reason
tell them tha you often travd unde you professionname
sine you are a writer, an entertaine... or (ahem a foreign
movie star

Telephonealls: Neve charg acal to you room Use apre
paid telephore cad (see Chapte 8). If you prefe a pay phone
keep in mind tha sone pay phones in certan luxury hotek (es
pecialy in Miami, Las Vegas Houston Los Angeles ard New
York) are monitored If you're spendiig a few days a Motd 6,
however na to worry abou the pay phones

Here is a bette way, especiall if you'l be stayirg for aweek
or more

» Gd a newspapefrom you destinatio beforehandard
look up "Roorrs for Rent or "Roommate Wanted:

* Cal ahed ard arrang to see the room when you arrive

» Explan tha you hope to be there for abou a yea but,
as somethiig is pending youd like to take it for a provi



siond thirty days ard will pay doubk if you cant stay
longer (Even sq you'l save mone/ ove a hotd room)

* Arrange to hawe the temporay use of the landlords or
yow roommates telephone Promi® to plae ary long
distane calls on your phore card

Anonymots trave is Levd Three security As long as you
hawe taken the previows stes tha keg youwr true name from
eva beirg connectd to your residene addressyou may fed
free to travd unde you own first initial ard lag name But
if eve the time comes when you think you are beirg fol-
lowed then the informatian in this chapte may prowe to be
invaluable

QUESTIONS & ANSWERS

My employerrequires me to stayin five-star hotelsunder
my own name.Any privacy tips?

Yes If you hawe a notebo& compute take evey possibb
precaution As | sad in Chapte 3, a stolen notebo& compute
with corporag files can fetch up to $50,000 (And it is only a
matte of time unti Pam Pilots ard otheg smal computerizd
organizes will be targetel as well!) | sugges you take the
following precautions

1. Trave with a hard-sieé carry-on cag sud as ore of the
Samsonite tha featue both a key lock ard (more impor-
tan) two combinatimm locks When you leawe the room
lock your notebo®& compute inside

2. Chek ou IBM's Smat Cad Securiy Kit ($189) The
Smat Cad Reade instals in ary Type Il PC cad sla ard
uses high-tet encryptiom ard decryption Data is en
crypted ard store in the Smat Cards memory The
Smat Cards own processohandles al the securiy chores
so theres nothimg to learn Jug plug it in ard be safe Tha



way, even if the compute is stolen the dat will be safe
from prying eyes

3. Fa certan files tha are especiall sensitive keg them
only on a PC cad with flash memory—tfe kind the new
digitd camera use This will be you D drive. | ga& my
cards from SanDi& Corporatio in Sunnyvale California
(408-542-050Q)but mary othe companis make tham as
well. They are availabé in 20, 40, ard 85MB capacitis
ard are extremey eay to use When you leawe the room
just pop ou the credit-card-size disk ard take it with you.

4. When you leawe the room—whetheyou hawe a compute
or not—leaw the TV on ard harg the Do Not Distub
cad on the door Schedw# the maids time to coincice
with when you are there or el tel the housekeepeto
skip you room (You can ak for clean towek anytime)

5. Do na use the pay phone in the hotd for ary sensitie
calls Find an alternag¢ solution sud as usirg you cel
phore away from the area

6. If you are meetig someor clandestinely keep in mind
tha there are mary hidden surveillane camera in thee
hotels ard they kee videotapes

7. No sensitiveconversationsn the elevatorMany elevatos in
luxury hotek are bugged If you wish to prowe this, when
going up alone sg to a make-beliee companion "OK,
Bugsy, when Molly opers the door, shod the broal right
betwe@& hea baly blue eyes! Dont be surprisé if me
by the hotels securiy forces when the elevato doa
opens. . .

How can | make an anonymousoverseastrip?

If you prefe to avod U.S. Customsfirst cros into Cana@
or Mexico, then bodk a round-trp flight from there Even more
private bodk passag on a shp from eithe country This shoud



avod havirg you name shav up in a U.S databaseFurther
you will be less likely to suffa the fate of the travele whose
ca® was discusse on "Eye on America; paitt of the CBS nightly
news with Dan Rathe on April 6, 1998

Amanda a fifty-four-year-od socid worke who had been an
American citizen for the pas twent years todk atrip to India
Upon he retun to San Francisco she was taken asice by U.S
Custons personnkard strip-searchedWhen nothirg was found
she was x-rayed When the x-ray showel nothirg specifc ste
was taken to a hospitd ard x-rayed again Still nothing specifig
s0 was she release®d No. She was forced to take a powerfu lax-
ative tha ser he to the toilet twenty-eigh times with agens
presen to examire the stools Only when al resuls were neg
ative was sle releasegdtwenty-threenours later,withou an apot
ogy. As Dan Rathe correcty pointed out one you are in the
clutches of Custons agens you lose almog all rights No caug
whateve is needd for a strip searchard you will nat be allowed
to cal you lawyer, nar anyore else Why was Amanda carryirg
a U.S passportsubjectd to this treatmer? Becaus ste fit the
so-calle profile of a drug runner

1. Her U.S passpdrshowel aforeign county as a plae of
birth,

2. She was a "woman travelirg alone’; ard

3. She wore "bulky clothing"

My wife has flown betwea Span ard the United States a
numbe of times alone Until now, nothirg has happenedbut
the nex time she plars to cros into Canaa ard fly ove ard
badk from there We think the Canadias are a bit more civi-
lized.



What if the police pullmeover?I live in lllinois but drive
with a Utah driver's licenseand the licens@latesare from
Oregon.

Keep a suitcae in the trunk, an opené road map in the pas
senge seat ard a garmem bag hangirg from ahodk ove the left
rea window. Your residene is in Utah (ghos addres in Weg
JordanValley) but you work in Oregon Currenty you are on
vacation (It doesrt' matte if your ca is registerd in the name
of an LLC with an addres in yet anothe state Police seldon
worry abou the name a ca is registerd in as long as it's na
stolen)

Dress well, be polite, ard dont drive more than five miles an
hou ove the limit. In addition invesg in a Valentire One radaf
lase detector It has arrows to shav from which directian you're
beirng targeted

Dont cal attention to yoursel with a vanity plae suh as
TOPSCRT AU DGGER or 90KPLUS And by the way, there
are severhways to avod gettirg a ticket even if you are pulled
over. Oreisto dres as apreacheor prieg (or nun ard identify
yoursel as such Anothe is to "brek down ard stat crying,'
says SergeanJame M. Eagan New York Stae Police (retired)
autha of A Speeder'sGuide to Avoiding Tickets. Personally |
would prefe to pay the occasionkticket but | pas this on as
of possibé intere$ to femak readers whethe or na they are
normally of the crying type

Lag summer | admi to gettig pulled ove by a patrolman
on U.S 107 bu I'd jud rereal Captan Robet L. Snows book
Protecting Your Life, Home, and Property (mentionel previously)
| lookad the patrolman in the eye sad | knew | was guilty,
treatel him with respect ard offered no excuse In his book
Snowv says this has happend to him only two or three times in
twenty-five years ard eat time he was 0 flabbergaste he let
the driver go with a "Pleag drive carefully:’ Snav was right. No
ticket | was merel told to "plea® drive carefully:’



If a patrolmanpulls me overfor somethingminor like a
taillight out, or an expiredregistration, can he searchmy car?

Legally no, unles agun alcoho] or drugs are visible. [How-
ever, if you are carryirg a conceald weapon inform the officer
a once)

Constany ched your lights ard tum signals ard be surethe
annud tag on you plates has na expired (If you are not sure
st readirg ard ched the lights ard license plaie tag right now!)
The justification for refusirg to allow your ca to be searchd is
a U.S Suprene Cout ruling, Ohio v. Robinette(No. 95-891)
but the officer may intimidate you by sayirg "Pleag open your
trunk," or "Would you open you glove compartmentplease”?
Tell him, in your mostrespectfulmanner,tha you lawye has
told you neve to allow a seart of ary kind without a warrant
The patrolman may searb you ca anyway bu whateve is
seizel may na be legd evidene if the ca® goes to court

If | am a passengein a car and a patrolmanputts over
the driver, can the cop order me to step outofthe car?

until Februay 19 1997 the answe was no. On tha date
however the U.S. Suprene Court in a 7-2 decision sad yes
they can In an Associatd Pres dispatt the nex day, it was
observd that althoudn officers may now orde al passengsito
stgp out of the car, the Suprene Cout did nat decice whethe
officers can bar passengesrorderel ou of a ca from leavirg the
scene

If | amapassengercanthe copsearch mybelongings
without awarrant?

If your attorng is na up-to-date he may think you canna
be searchedHowever on April 5, 1999 there was a significart
chang in automobi seart law. The U.S Suprene Cout (Wy-
omingv. Houston119 SG 1297 hed tha law-enforcemenof-
ficers with probabé caug to searb aca may inspet passengers
belonging found in tha ca tha are capabd of concealig the
objed of the search



"Passengersno less than drivers posses a reducel expecta
tion of privagy with regad to the propery tha they transpor
in cars! (119 S Ct a 1298)

In othe words if the cp suspedt tha the driver has contra
bard of ary kind, he may al® seart the pursesbriefcasessuit
casesetc of the passengersven if he has no reasa to believe
that they are guilty of anythirg whatsoeverWam your friends
to be carefu with wham they ride . . . ard take cae yourself

Can the police demandmy Social Security number?

It depend on the stat ard whethe the cqp is having a goad
day. Ore of my reades (Vic) was caugh doing fifty in a thirty-
mile sped zore in Bellevue Washington The car, with Wash
ington plates was registerd in the name of an LL C with a Chey
enne Wyoming addressHis drivers licen is from anothe stae
tha does na require a Socia Securiy number

"Where do you live?' askel the cop Vic gawe the addres on
his drivers license

"Do you work for this compary in Wyoming? No, sad Vic,
he owndl it. And then cane the crunch as the cop was writing
out the ticket

"And your Socid Securiy number?

"With al due respect Officer, | do na give my Socid Secu
rity numbe to anyone."

"Tha may be the ca® in you state but here in Washingto
wetrad al trafficfineswith Socid Securiy numbersMay | have
your numbey sir?"

"I neve give this numbe out Does Washingto stae law
require the number?

"Our policy [note he didnt say law] is to list al Socid Se
curity numbes on traffic tickets!

"If it is nat the law," he sad in his mog humbk voicg "then
| regré to say tha | cannd give my Socia Securiy number
Officer."



After a pausethe cop sad to sign the ticket Vic signed was
given a copy, ard spel on his way. The bax for the Socid Se
curity numbe was left blank But note the questio tha follows:

Does it make any difference if | talk back to a police offi-
cer?

An article in the April 26 1998 SeattleTimeswas headlinel
"MAN ARRESTEDQ HANDCUFFED FOR LACKING LITTER
BAG." It stars out "A motorig stoppé for speedig was arrestd
ard handcuffel by Olympia police officersfor failing to hae alit-
ter bag in his car'' The arrestig officer mack it clea tha "not just
ary litter bag would do;" insistirg tha the motorig was requirel
to carly a"state-approweand-designetlitter bag” (Stae officials,
however admi tha sud bag are no longe made) The motorig
wasthen haulal off, handcuffedto the city jail.

Three montts later, the National Enquirerran a similar head
line, "HANDCUFFED AND JAILED—FOR NOT HAVING A
LITTER BAG IN HIS CAR." The Enquirerarticle however left
out avital detail The origind article in the Timesexplairs why
the unlucky motorig was really arrested

[The motoris} acknowledge mouthirg off to the officers

So then, if you dont wart you privagy invadel by seein
your narre in the papes ard in a nationa tabloid it might be
pruden na to "mout off' to a police officer.

If we leaveon a long trip, should we leavea key with a
neighbor?

Not only would I nat leawe a key— would na even tel the
neighba we were leaving (Our homes always hawe comple
timers tha tum on lights, TV, stereo sprinklers etc & varying
times) Louis R. Mizell, Jr, in his bodk Invasionof Privacy,tells
the stoly of a Marylard coupk who, before leavirg on avacation
in Augug 1994 left a key with a neighbor When they returnel
from ther trip they picked up the key, thankel the neighbor
ard though no more abod it.



"Then;" writes Mizell, "in Januay 1995 the coupk was ad
justing a heatirg vert in ther bathroon when they discoverd a
camera Late tha night, the coupk found a seconl camea be-
hind a heatirg vert in a dressig room ard followed cables lead
ing throudh ther attic down a drainpipge ard undergroud into
their neighbor home The neighbeo had beex watchirg the cou
ple in the bathroon ard dressig room for months—ad it
wasnt agains the law."

We rent an apartment, and although we never leave &ey
with anyone whergoing on vacation, the landlord doeshave
a key. How can weprotectourselves?

Landlords surreptitious) ente apartmerd more often than
you might think—in fact it one happend to me Tha was
forty-five yeas agq but thee were sud serios consequense
tha | havert forgotten it yet Anthory Herbert in his bodk
CompleteSecurityHandbook has this to say in the sectim abou
locks

* Chang them withou the managemerst'knowledge Re
mowe the cylinder, take it to a locksmith ard ge& combt
nation changedIf manage or janitor later complains ak
why he was attemptig to ente your apartmet while
you were nat present (Better to incur a minor lea® vio-
lation than to be dead)

* No ore shout be permittel to visit your apartmen urn-
accompaniedexcep in a life-and-dedt emergency



COMPUTERS, E-MAIL,
AND THE INTERNET

It is easierto get intothe enemy'doils thanout again.

_THE LION, THE FOX AND THE BEASTS
(AESOP

"When you belly up to you keyboad to trace notes with a col
leagué; writes Eryn Brown in an articke in Fortune,"you may fed
you're in a cozy/ conversationLegally ard technologically how
ever you are as exposd as dummies in a department-sterwin-
dow. Note well: If your compute belong to the company s
does its content The law lets bosse real wha you put there
ard becaus of the herd-of-elephastmemoy capaciy of mod
em systemstheres rarely a keystrole a suspicios or vengefu
boss cant drag up."

The autho is right "Deleted e-mail like the Energize
Bunny, just kee going ard going ard going This is becaus
mary networls routinely stoe backug of all mail tha passe
throudh them Securiy is no bette when it comes to your hone
computey or to you travek on the Internet This dange was



emphasizeé afew yeas ag in a Wall Streetlournalarticle "In-
terna Users Bette Beware Thee Are Prying Eyes Online"

While you sign on to the Interneé ard blithely zgp ard
receiwe electront mail, visit Web sites ard bae your sou
in on-line discussia groups you are increasingf beirg
watcheal ard tracked. . . Informatian abou youis alreag
on the Interneé for millions of eyes to see

YOUR HOME COMPUTER

If you alrea¢ have a computer ard have na previousy been
security-conscioysthen you narre is almos certainy insice
your compute somewhereWhen you are connectd to the out
side world, remembetha this is na a one-wg street Electronc
traffic moves in both directions Even when nat connectedyou
may gd a surpri® when installing newv softwae ard you nane
shows up as the use even thoudh you hadnt typed it in.

Therefore if you alreag have acomputeryour narreis prob
ably alread in it, alorg with your addressyour telephoe num
ber, ard othe personh detaik from yow computer To purge
this informatian you mug go into the registry—a delicae proces
indeed—s if you're na 1 perceh suke you can do it, cal in
professionhhelp

If you've purchasd a usel computer the selle may think he
cleanel up the files, but his nane will mog likely still be em
beddel somewherelf you wart to leaw it in, fine, but make
certain you havent alo enterel your own namne when installing
addition& software

When you purchas a compute in the future do not unde
ary circumstance whatsoeverfill in your own name address
telepho® number or ary othe personhdata If the compute
will na stat up, or the softwae will na load unti you fill in
the blanks pu in somethig like Bob or Suzy with a fake ad



dres in Canaa or Europe If a telephoe numbe mustbe en
tered use 55 after the area code asthis numbe will nat belorg
to anyone Example 307-555-1234 Only after your compute
has been certified as squeaky-clea shoutl you conside con
nectirg to the Internet

NOTHING ON YOUR HARD DRIVE IS SECURE

When you delet afile, you actualy delee only the addressThe
fil e itseF remairs on your had drive. Although there are mary
prograns tha purpot to erag the entire file by writing ove it,
they are na secue if the governmenis after you. You can even
reformda you had drive ard the informatian may still be on
there

Bruce Schneier autha of E-mail Security,says "The only se
cure compute is ore thats turned off, locked in a safe ard
buried 20 fee down in asecre¢location—aul I'm nat completey
confidert of tha ore either

When | purchas anev computey | take the haid drive ou
of the old ore ard literally smas it to pieces with a hammer

NOTHING ON YOUR RECORDABLE CD-ROM IS SECURE

An article in the Wall StreetJournaltitled "It Slices It Dices It
Disintegrats Digital Datd discusse the Securd Engineerd
Machiney Co. "They manufactue a machire abou the size of
a microwae ..." tha literally power-buft dat off CD-ROMS
and turns the surfa@ materié of the disks into afine plastc dust
This machinesells—aul is selling briskly—for $5,100 Why
not just bre& up the disk? To quoe from the article ". . . even
a fragmen of carelessl discardd plastc or silicon might yield
mary paragraph of text . . even burnirg the materiaé coud
produe as particles still large enoudn to produe data’



NOTHING ON THE INTERNET IS SECURE

There is no sud thing as electront securiy if a moden is in-
volved Sal news but bette to lean this now than later.

True a messag itself, when sert ovea the Internef can be
encryptel with Prety Goal Privagy (PGP) ard perhap the keys
can be successfuyl hidden but the sendersand receivers care
identified, as even superhackeKevin Mitnick learnel to his sor
row. | recenty had a cha with Michad Paciellg authe of WEB-
able ard an internationé consultah on Internd privacy. Fo
more than two houss | fired questios a him abou makirg e
mail more private "What abou afictitious nane on Jun® Wha
abou PGP encryptior? Wha abou putting e-mal on disks ard
sendirg them ou a Cybersmitf? Or with a phore card? Or
mailing the dik to Londm for resending?

"Jack! he answered"Nothing you've suggest is secure as
far as hiding who send the messag ard who receive it. Given
the time ard the motive back&l up with enoudp expens
money I'll trace you down evey singke time!"

ANONYMOUS REMAILERS

If you wish to serd an e-mal to someor ard hide the faa it
cane from you, you might sert it to aremailer This is a servie
using a compute that will strip away your old identity, give you
a nev one ard then sem you e-mal to its final destination
There are mary popula remailers althoudn sone hawe a shot
life. | do na use remailes because

1 It is almos a certainy sone of thee remailes are stirng
operatios run by a governmentThey are specificaly de
signel to trap you

2. Thee is a Pl who runs seminas for othe Pls teachiry
them how to tradk down thos tha serd anonymos e-
mails (I sern him an e-mal askirg for detaik ard receivel



this reply. "Why would | wart to give informatian to some
one writing a bodk abou how to hide asset ard identities
when tha is the velry thing tha | investigat® Dont you
think it would be rathe stupd of me. . . ?'

3. Unknown to the remailers administrato hackes can ard
do brek into the® systemsThey can then read ard copy
message & will. [In ore well-known case an unknown
hacke worked ou a methal to serd messagevia a re-
mailer in sud a way tha if the recipient answerd in a
similar fashion his true e-mal nane ard addres would be
instantyy captured)

4. Sone believe—ad | am ore of them—thathe U.S gow
ernmeib collects scansard stores al messages—includin
passcodes—thayo into ard ou from the remailers

E-MAIL FOR DUMB BUNNIES

Juro is ore of the leas objectional® of the variows free e-mai
service availabé to anyore willing to receive advertisements
The immediae ard obviows plus is tha no credit-cad numbe
neal be revealed Anothe featue is tha you addres will nat
tie you to a specift location To enroll hawe a friend serd an e
mal to "signup@ JUNO.COM; or write to New Membe De-
partment Jung 120 W. 45t St, New York, NY 10036 ard
you will be mailed a disk When the Juro progran installs
screes will come up on your monita where informatia is to
be enteredHere are my suggestions

When you fill in the blanks do na use anyinformatian tha
will reved your true identity. Use a pen name rememberig of
coure tha your pen narre will be transmittel alorg with your
e-mal name

Example If you give you true name Jom J Jones ard
choog e-mal addres UKMAN@JUNO.COM the recipien
will see in the forward [headirg abowe the message] "UK-



MAN@JUNO.CQM (Jom J. Jones). You might prefer, then to
fill ou the first nane as U, the middle initial as K, ard the lag
name as Man. The forward would then read UKMAN (U K
Man). Juro does nat approe of this of course but a recen
survey showel one-thid of Interné¢ uses admt to giving false
information & Web sites ResearchelJim Pitkov of Georga
Tedch says "Peopk on-line seriousy value ther anonymiy ard
privacy:'

STEGANOGRAPHY

"SteganograpHhyrefers to the sendigy of a picture with a hidden
text fil einsice the picture Even if interceptedthele is no out
ward clue tha a messag is hidden inside yet with a specia
progran it pops ou effortlessly A passwad is used known to
both the sende ard receiver 0 even if the bad guys chek all
images with the hidden messag progran they mug still brek
out the password At ore time | startel usirg Steganographyut
sine the othe pary has to hawe the sane softwae program—
and use it as well—it didnt work out The softwae progran |
was usirg for hidden images a tha time was S-Tools,availabe
on the Internet However change are 0 rapd in this field tha
| suggesyou searb the Net yoursel for the lates informatian
on "Steganography.(Be carefu to spel it as shown ard na as
"stenography)"

THE BOTTOM LINE FOR SENDING A SECRET MESSAGE

Assurre anythirg you sg in an e-mal will be real by others An
e-mal messag may linger on backyp tapes for yeas on end—
then cone badk to haurt you. (They are increasing} beirg used
in civil ard crimind caseg. Teadh your children tha a silly or
profare e-mal in ther youth could come bad to bite them yeas
later.



If you or anyore in you family has atruly confidentid mes
sag to send do as | do Sed it in an envelope stanp it, ard
mali it.

QUESTIONS & ANSWERS

If I neveruse my computerat workfor e-mail, will | have
a reasonableamount ofprivacy?

You still hawe to be carefd wha you type A newv generatio
of softwake is emergimg to permi employes to recod nat just
which Web sites employes browse but al which prograns
they use mema they write, e-mal they send—in short evey
keystroke Win Wha Where a softwae compary in Kennewick
Washingtonreleasd its entran into thefield in 1999 aprogran
which cost $2& for eat desktp computein whichitisinstalled
The company says its softwae keefs a recod of evey keystroke
mou<click, ard command

Anothe companyTed Assig of Largq Floridg began distrib-
uting Deskt@ Surveillane in North America a comprehense
computer-monitorig program by the British compay Omni
guad The softwake coss $5 pa compute ard has been on sak
in Europe for abou ayea ard ahalf. Deskt@ Surveillane isbe
ing markete as the "software equivalemhof avideo surveillane
camea on the desktog: It permis third-pary observes to view,
inred timeor in playback exacty wha tasks ause isperformirg
ard wha keystroke he or steisentering

Ead of the foregoirg prograns lets employes hide the
fad tha the softwae is runnirg on an employees computer
Deskt@ Surveillane even allows arecod of the employee ac
tivities to be e-mailel to a superviso withou an employees
knowledge

Officials from both Ted Assid ard Win Wha Where sad
they sav a deman from employes concernd abou employes
wastirg time on ther computersThey al sad tha employes
wantel a recod in ca® the employes sua or were sued



Is it safeto keepsecretfiles on my home computeras long
as they are encrypted?

If your homre is eve searchedcourt on your compute beirg
hauled away And when put to the test it will almog certainy/
talk. Many programs sud as Microsot Word or Lotus 1-2-3
make temporarycopies tha may linger on Is theie no solutior?
Well, na if the location of your compute is known So do na
let it be knowr If you work & home no ore besids you close
friends ard (perhap} relatives shoutl knowv wheee you live. If
the investigatos canna find you, they canna confisca¢ your
computer If you fear surreptitios enty when you are away
from home hele are two suggestions

« Use a notebod compute only, ard take it with you
when you leave or

« Use a compute with a removabt had drive ard take
the had drive with you when you leave

Here is somethig else to worry about—jusin ca® you ard
your spoug are na gettirg along Theile are mary companis
that offer to sno@ into ary compute you bring them Prices
range from $19 to $23 an hour, ard they seldon fail to bring
up supposed secrefiles. In ore recen nasy divorce case the
wife suspecte he husbad was na declarirg al his saving or
investmentsSkhe hired a compute snog to searb he husband
computer Bingd Up came a recod of his inquiries to an on
line service He had bea using it to trad his unreported stocks
If you still hawe confidene in youwr exotc encryptian system
conside this If alawsut is filed ard you are deposedyou will
be askel unde oah to explan whyyou hawe encryptel thes
files.

How can | accessmy e-mail when traveling, with at least a
smallamount of privacy?

First of all, you neal acces to afree accounsud as Stribmal
(www.startribune.com/stribmailEncryption can be installed on



your laptg or palmtg compute to prote¢ you e-mal (bu
the othe party often mug al hawe ard use it). You might wish
to hawe three sud e-mal addresseso tha if someoe penetrate
ore of your accountsthe othe two are still unknown

If you justwart to acces the Internet thee are airpors ard
city shogs tha provice Interne acces from kiosks | havert
worked with then enoudp to know how the accoum proces
worked bu | would suspetit's prety eay to log in unde an
alias



CROSSING THE

CANADIAN AND MEXICAN
BORDERS

Fear ofjail is the beginningfwisdom.

—SEEN ON A BRIGHTLY PAINTED CHAMBER
POT IN NIGERIA

Asyou hawe se@ in previols chaptersthere is seldan ary reaso
to leawe the countly merey to prote¢ youw privacy. Neverthe
less situatiors may arie tha indicak a temporay journgy to
Mexico or Canada

From the United State you can easiy cros into Canaa or
Mexico—legall or illegally. Legall is better Use your passpdr
for ID sine it has less informatian than a drivers license and—
unlike when making a trip to othe foreign countries it will na
be stampd to shav entry or exit The® two countries are thus
ided for thos of you who may neal emergeng asylum and/a
to keg afew asset ou of the country shoutl the floodgates of
heave eve opan to rain disaste down upa you U.S.A parade
If this is of interest | suggesyou practie crossim the bordes



both north ard south Dont make a speci&trip; just work it into
vacation time or perhag incorporag it into a tax-deductike
busines trip. If you are a U.S citizen there shoutl be no prob
lem eithe enterirg or leaving ard tha mug be you goal No
problems.

| say tha becaus thee are two types of borde inspections
primaty ard secondaryYou do na wart secondaryna evey
becaus then you name will go into the compute and to par
aphrae the ads for the Roat Motel, traveles who ched in to
the compute neve ched out Here then are sone randan com
ments

* Dress like a tourist Clean ard ned but no tie.

* Do na cros with anythirg to declare or with ary item
even remotey suspiciousNo fruit, no weaponsno
drugs Beg way to cros is on atour bus Next bes way
is on foot, a abug crossing during the busies hours
but taking a car is certainy more convenient despie the
fadt its license plate numbe may go into a computer

* Do na cros into Mexico with an RV if you can avod
it. Sone Americars hawe been arrestd in Mexico ard
heldd unde false pretenseswith the god of allowing the
American to go free if he leaves his mota home behind
(An RV is OK for Canadabut rada detectos are not,
s0 leawe you fuzzbuste behird you)

« If there are severalines leadirg to multiple bootts at
the crossing pick you lare ard then stik with it. If you
change lanes the inspecto from the origind lane may
spd you, think you're trying to avod him, ard make
you gd bad in line. Then when your tum comes you'l
gd more attention than you realy wantel to receive

Neve cros in eithe direction with a bad attitude as | did
ore Augug day in 1995 returnirg from Mexical when it was
112 degres in the sha@ ard thele was no shade The resut was



tha the U.S Immigratin ard Naturalization inspecto startel
searchig the ca | was driving (which was in anothe name ard
me withou backyp documentation!) Fortunately when going
through the trurk he opené my briefcag ard found awell-wom
Bible I usualy cary with me At this poirt | loosend up, forced
the hint of a smile ard sad it was always nice to tak to folks
abou the Scriptures Thats probaby al tha savel me from the
dreadd secondar inspection The inspecto snappd my brief-
ca® shut droppe the trurk lid, ard waved me on through
Relieved | stoppe down the road a Pepes Cantirain Calexio
for two chilled bottles of Miller's Genuire Draft.

Do you think a policeman a highway patrolman or an FBI
agen has powef? You ain't seenpower till you've metthe U.S.
borderinspector.Any kind of trouble ard you will be considerd
guilty until you can prowe yoursel innocent

Incidentally neve cal an inspectoworking for the Immigra
tion ard Naturalizatio Servie (INS) a "Customs official, nor
let him hea the phrag from your lips, "going throudh Custom$
(even thoudh thats wha | cal it myself as a generatem in
this report) Thee are two agencis & the border U.S Custons
ard the INS, ard I'm hele to tel you they do na ge alorg well
with ore another (INS deas with people Custons deat with
goods bu ther duties overlap) You dont haw to tel than
apart just dont addres them by ary title whatsoeverinstead
stik to "Sir" or "Ma'am’'

Men, go throudh you billfolds ard ladies examire you
purses Both Custons inspectos (Cls) ard immigratian inspee
tors (lls) can tred you ard you passengerlike pieces of med
to be inspected No, they are normally na ou to gd you, bu
we all hawe an off day onein awhile—sud asthe day | returnel
from Mexicali—ard the® folks hawe awesore authority no
seart warrans needed

If they ak you for your billfold, hard it over. If they ak you
to open evel bax ard suitcasgopen them If they wart to ched
the oil in your NorthSta engine hard them you lag Kleene



to wipe the dipstick Bum this into your brain Neve sg to the
inspector "You cant toudh that!" The inspecto certainy can
Andwill!

So if you're Senio Senato San from Sacramentotravelirg
with Sweé Suz Secretary eithe drgp thoe condons befoe
you gd to the borde or be prepard to stifle you embarrass
ment (Condons are not, of courseillegal) Both Cls ard Us can
ak you ary question no matte how embarrassip or insulting
ard they expet an answer

"Isthis yourg lady really you wife?"

"How mud mone/ do you malke ayear?

"Ever been arrestd for smugglin® How abou rape?

Lawyers (ard sone egocentg businessménwill respond
"Do | hawe to answe that? And the responsgeas given by ex
Immigration inspecto Ned Beaumonin his bodk Beatthe Bor-
der,is:

You dont haw to answer But then again you dont hawe to
cros the border And you're na going to cros the borde until
you answe tha questim ard any otherd seefit to ask. Under
stan®

Cls ard lisare skilled a deceptiona.k.a lying. If they prefae
somethiig by sayirg "You dont neal to worry abou thus-and
so . . ." startworrying They may try the goal cop/ba cap rou-
tine, like in the movies Remembetha it's really bad cop/worg
cop. The® folks are na you buddies Kegp cod ard collectel
on the outside skeptich ard cynicd on the inside

Leavirg the United State is easy especiaill when crossig the
southen borde a a bug location It's the retun trip to watd
out for, ard afinal word of warnirg here Dont try usirg afalse
ID. Even if it's perfect you'll know it's not, ard they'l seng tha
fact Beaumoh makes this poirt & gred lengh in Beatthe Bor-
der, ard | can do no bette then to quok a very smal pat of his
"Peopk Smart8 section



Inspectors by the vely natue of ther job, becone "peopk
smart very quickly. . . . They tum into mastes of readirg pec
ple. The chig people-smar skill an inspecto develop is the
ability to tel when someoe is lying. An inspectos ability to
spd a liar becoms a kind of instinct or sixth sense He may nat
always be abk to fully analyz or explan why he knows someoe
is lying, but the inspecto knows it nonethelessHe knows with
a certainy thats inexplicabé but real . . . All inspectos devel@
the sane instincts If theres one genuire skill I've retaineg from
my days on the line, it's the ability to spad a lie.

The autha then lists exampls of othes skilled & ther craft,
sud as an aub mechart who can diagnog an engines faults
just by listenirg to it run. He reminds the reade of the inspee
tor'sjob, how he questios hundred of peopé aday, six days a
week week after week

An inspecto talks to more liars in a mont than the layman does
in a lifetime. How goal a spottirg liars do you think that in-
specto is going to be in a yeaf? Or five? Or ter? I've worked
with inspectos whod been on the job for 20 years They coud
detet a lie ... withoutfail, in the first five second of the in-
spection

Now tha I've dore my beg to scae you, let me put your
mind & ease When you are reenteriig the United States the
inspectosfirst questio will be somethiig like "Of wha county
are you a citizen? You answe "U.S.A.;" ard he may ak the
town or couny where you were born Assumirg you do remem
ber tha ard answe honestly you're just abou hone ard shoutl
hawe no problems

Neverthelessa reviev of this section will do no harm Wha
occasionayl happes is tha the inspecto get bored To bre&k
this boredom-at-the-bordesyndrome he may vaty his questios
from time to time. In additian to the ones mentiond earlier he
might ask watchirg your eyes to see if you lie:



"What were you doing in Torontq Miss Curvilinear?

"What do you hawe to declare Dr. Shepherd?

"How long hawe you bea ou of the United States Judge
Josep Fore Crater?

"What was the purpog of your trip to Tijuang Counselor?

In this case dont just answe "business or "pleasure"—tk
inspectos hea tha al the time If it was pleasure be specifig
asin "l wen to see my girlfriend who works with the PRI." Or
if it was legd businessit's OK to say "l've ga a cag abou a
Mexican trademak ard | interviewal a guy a Lechuga Zana
horia & Batata! The inspecto doesrt cae if you're bribing one
of LZ&B's clerks to spil secrets hes just watchirg to see if
you're telling the truth.

"What do you do for aliving, Dr. Jekyll?

Oh-oh hele is where the rubbe may med the road If your
job ismarryirg old ladies for ther money ard then changig ther
medicine it's time for:

ILLEGAL BORDER CROSSINGS

Hopefully you will neve be in sud dange tha you will hawe
to think abou makirg an illegd crossig ard again | dont rec
ommem tha you bre& the law. But why na a leas briefly
conside what is involved?

CANADA

There are mary unmannd area alorg the borde betwea the
United States ard CanadaMy favorite is alorg the northen bor-
dea of Minnesota When you look a a map you will see tha
Highway 11 follows the souh sice of the Rairy River from In-
ternationh Falls to Baudette On the Ontarb side Canadia
Highway 11 follows the sane river on the northen side It ap-
pearstha you coub just drgp a raft in the river ard padde
across Dont be deceive by appearancesdomes line both sides



of this wide river ard there are informers on both sides The
borde patrd catche persos on aregula bass there with smal
fag boas tha appea ou of nowhere

Instead if you are in Baudett in the summe or fall, drive
north to Lake of the Woods This is hundred-mile-wid lake tha
spars the border Rent afad boa a ore of the mary resors ard
buy achat of the lake Leawe before dawn (when the lake is a
its calmest ard go north for nine miles Then cu to starboard
crossimg the invisible boundary ard make your way eas betwea
Big Islard ard Bigsly Island Your destinatio is beautifl Nesta
Falls on Highway 71

Let's say you hawe an accomplie namel Bud Ead of you
will carly aVHF-FM radia Bud will drive a car acros the bridge
from Baudett to the village of Rairy River, Ontaria Going
throudh Custons here takes abou forty-five seconds He will
drive thirty-four miles eas to Highway 71, then go north exacty
338 miles to the smal bridge tha crosse Nesto Falls just be
yond Helliar's resort The narrav highway curves arourd a cor
neg ard Bud can st a the wide turnou on his left, which
bordes Lake of the Woods It is directly opposie a blue-and
white sign tha says ONTARIO:SunsetGrove Camp.

A tiny twelve-by-twelve-fob vacarn cabn sits down towaid
the water Bud goes down the twenty-two stes (paintal with
blue trim tha is fading ard on to a seven-by-fourteen-fao
woodan dock When he looks around he will see tha this dod
is hidden from view in both directions He calls you on the radio
to say he is ready when you are As you approab the Nesta
Falls area by boat you will see atall radb towe to your left.
Tum left, then right, into the smal bay. You will see Bud stand
ing on the dock

| lag ran this— mean | was lad in the are in the fall of
1999 The old cabin ard the dodk were still there There are no
border-patrb boas this far north of the border ard no Custons
checkpoins betwea Rairy River ard Kenora far to the north
west Theie is considerala bod traffic betwea Nesto Falls ard
the Minnesoé sice in the summey as well as snowmobié traffic



in the winter. The locak on both sides merey obtan a yearly
pass Beliew it or not, thete is an hona systen here When they
make a run in eithe directicn they just cal Custons ard tel
them who they are ard wheee they are going

MEXICO

There is no hona systen alorg the southen border Worse
wha appeas to be the "obvious way—contactig a"coyote' ard
paying them the current price of $1,500 is the word way of
all—a gringo stand a goad chane of gettirg eithe ripped off or
killed outright

Instead take Highway 94 from San Diego ard go through
Jamu ard Dulzura to American Tecate a the border Tecate
BCN, isasmal city built arourd atypicd Spanis plaza wherea
its California namesa# is just a wide spd in the road o the
locak distinguid the two by calling the California one Tecatib
("Littl e Tecate")

After looking ove the borde crossiig into Tecate BCN to
gd afed for the area backtra& down Highway 94 six miles
slip on your pack ard heal into the foreg with compas ard
wire clippers As long as you heal northwes you'll be OK—
pretly had to miss Mexicd Allow five houss (it's a steg uphill
climb), take pleny of water ard plan to arrive justbefore dark
You'll corre to a poorly maintainel wire fenee ard thee will be
humble hovek on the far side Clip on throudh after dark or
climb over, or jug follow the fene weg until it end in the
forest Thee is no Mexican borde patrd to kegp gringes out
Nada.

Tecae is a very nice place in a high mountan valley with
excellen cod ard sunry weather simpati® people ard les
crime than elsewhee alorg the border Take atou of the Tecae
cervezdactory before you pres on



QUESTIONS & ANSWERS

If coyotesare to be avoidedat all costs,how can| cross
backinto the U.S. undetected?

| posel this questim to a friendly borde guard ard this is
his word-for-wod reply:

"If hes aU.S.C [U.S. citizen] I'd say walk acros the borde
a abug time a alegd PCE [Poirt of Entry]. It's unlikely he'l
gd sert to secondary/delayed/caught/etass long as he dresse
to fit in, is polite, doesrt'fit ary obvious profile, ard hes a legit-
soundirg story

How about crossing intoCanadanorth of Seattle,to the
eastof1-95?

You mean up by Elaine on the way to Vancouvey BC? True
abou haf of the U.S Borde Patrd agens a Elaine were trans
ferred to San Diego two yeas aga When tha happeneda num:
ber of persos incorrecty assume tha illegd crossing would
be easier Not so—tle remainirg agent knov mog of the "se
cret' crossings They hawe installel remote-contrb camera in
sone sections ard seismt sensas in others

How about crossing intoCanadathrough oneofthe In-
dian reservations alonghe border?

Actually, thats nat abad idea as long as you dont try to sne&
throudh on your own The reservatio bordes are tightly con
trolled by the Indian Mafia, sometims in collaboratia with the
red Mafia. They can gd you acros safey for areasonalafee The
trick is to contat them | hawe no magt formula bu thee are of-
ten casing on the reservationsard if sq tha is the place to start

Is it OK to applyfor a tax refund on Canadianpurchases,
whenreturning to the States?

We usal to stqp a ore of thoe "duty-free¢' stores on the

Canadia side tum in receips there for hotel maja purchases
etc ard gda a cah refurd on sone of the taxes We no longe



do this however because—sircFebruay 1, 1999—b g4 a
refund you mug give them your name addresstelephoe num
ber, drivers license numbey ard the license-plat numbe of the
ca you are driving. Yourdriver's licensewill be photocopied.(The
reasm they give me for this is "increasd fraud.")

Is there any speciaprecautionto take, for a day-trip into
Tijuana by car?

Yes Buy one-dg aub insurane as som as you cros the
border (There are shos alorg the way with signs) Tijuanas
police (totally corrup) are makirg routine stogs to see if Amer
ican drivers hawe Mexican insurancelf you hawe purchasd this
insurance shav them your receip ard you will be on your way.
Otherwise you will be offered a "choice" pay a stiff bribe on
the spd or spernl a few houss in jail. [Take it from this writer,
you'd rathe pay the bribe]

How doesthe U.S. Border Patrol pick and chooseat the
checkpoint?

This questio was askel by areade of the LosAngelesTimes.
He sad he passd the San Clemeng borde checkpoih near
evey day, ard was almos always wavel through However ore
day he noticed a Borde Contrd officer taking a close look &t his
ca 0 he stoppé to ak wha hewaslooking at The officer sad he
was checkirg to sesif the ca wasriding low. Thereade askel Da-
vid Haldane a staf writer a the Times,why he was almog invar
iably waved throudh when othes were sometims stoppedAlso,
why would the officer care if his ca rode low, or not?

Haldare referred the questio to Roy Villareal, aspokesmiafor
the U.S Borde Patrd in San Diega Valdare suggesigtha if the
reade was nat stoppedit might be tha he was a"regulat’ who was
recognize by the guards Anothe reasoa might be tha he did na
display ary of the suspicios behavios the borde patrd looks for.

What they look for is a visible increas in uneasinesas the
officer approachesard if they spa it, they will st the driver
for that reaso alone



"The first thing tha comes out of the officer's mouth' sad
Villareal, is "goad morning; or "goad afternoor!; and a tha
instant the subjecs levd of nervousnes escalate from zeio to
10Q "You can see the arteries in ther ned pulsing or they will
stat sweatiig even in the deal of winter. Sometims you sg
goad morning ard they cant even answe you." At tha point,
of course the officer will searb the car.

As for looking a& how the ca rides the purpog is to see if
there is an unusé weight aboard If the front erd of the ca is
high but the rea erd is clos to the ground the ca will be
stoppel ard the trurk opened

What is the bestway to sendmail to Mexico?

Mail servie souh of the borde is a disaster Mailmen are
underpaid undersupervisecard sone can justbarey read If a
letter does nat "look important; they may do ore of two things
throw it away immediatey or sd it asice to deliver "manand. In
Spain the word manam usualy mears "tomorrow.’ In Mexico,
however it merey indicates "not today” Tomorrav may neve
come Thee is no be$ way to serd mai there bu hee is the
leas word way. | learnel this from a mailman in Ameca Jaliso
ard | hawe testel it mary times The letter mug look important
If you plan to receive mai in Mexico, give the following sugges
tions to the sende in the U.S:

1. Use abusiness-s& (#10 envelope Smalle ones seen to
ge lost ard large envelops do na fit wel into the mali
pouch

2. Type the addressor print it on a lase printa in large
easy-to-red letters | use sixteen-poih bold

3. Pu aretun addres on the reverg sice of the envelope
Make it look important sud as putting "Dr." in front of
your name or perhag areligious title. Obispo(bishop) is
evan better



4. Pu small-denominatio postag stams acros the entire
top of the envelopeto male the envelo look impressive
A well-to-do Mexican friend of mine in Reng Nevada
puts haf a dozen first-clas commemoratig stamig on
evey lette he mails to his relatives in Calo San Lucas
but | hawe a bette way. | purchae old stams from Jce
Kenton PO Box 480456 Kansa City, MO 64148-0456
Like mary othe dealers he sels old stamps—som of
them dating bak to when first-clas postag was three
cents—a a ten-percendiscoun off face value In additian
to savirg money the old stams are red attention-getters

5. Use somre sott of rubbe stanp nea the left border to give
the impressio tha this is a registerd or certified letter. |
use three stams ard three ink pad colors on my letters
First, the outline of the U.S. eagk in red Then abax with
dotted bordes ard the word "FILED" abowe it. This isin
blue Lad comes the dake stanp (black) insertel into the
box with the border

About 95 percen of sud letteis ge through—quié a recod
for souh of the bordet



SECRET HIDING PLACES

Theyoungmanknowsthe rules, butthe old man knows
the exceptions.

—ANONYMOUS

Dont laudh when | tel you this, but after hiding it, be sue you
can somedw still remembemhereve it was you hid the ma
chine pistols/ammunition/jewelr ard precios stones/chemita
products clippings/videos/photographs/datoins/silve dollarg
negotiabd securities/sectemaps/compromisg documents/for
bidden books/red-hb love letters/Canadia $1,0® bills/what
ever

From 193 until GeneradFrano orderal Spains laws to be
changdin 197Q my companios ard | wetre hiding smal boxes
in al of Spairs fifty provinces ard with the adven of legality,
a plaintive cry was head acros the land "/ can't remembeall
the placeswherel hid things!"

And now, with tha warnirg out of the way, let's discus how
you can hide items of varying sizes ard values Here are the
categories

Small: Valuabk stampshills, gold coins (scatterd in various



locations) diamonds ard othe items up to the size of a mini-
ature pistol

Medium: Documentsbooks stacls of letters ard gurs up to
the size of arifle.

Large: Fran computes ard fil e cabine$ up to you yourself
your mate yowr mother or your mistress

In your home:With one exceptim (a secré alcove which I'll
mentian later) do na hide anythirg in the maste bedroom
Burglars sneak visitors police privat investigatorsU.S. mar
shals the DEA, ard membes of the Bureau of Alcohol, Tobaco
ard Firearns (ATF) will look thele first. Here are afew sugges
tions for hiding smal items in your hone or yard

* Interior of hollow doors or insice rolled-yp window
shades

« Inside a doghous or a rabbt hutch or in the craw
spae unde the house

« Unde the insulatian in the attic (ore of my favorites)

» Behird wall phones or cold air retun vents

« In the bottan of dog food or kitty litter bag

« In the bottan haF of doubk boiler, or abax of sanitay
napkins

« Insice zippera cushions hollow canes or umbrellas

« Inside a guitar or othe musicéd instrument or in the
empt ca® of an old portabe radia

« In fil e cabines (with innocuos file names)

« Insice an old ster® or TV sd in the garage

If you are hang/ with tools you might build your own secré
compartmentsIn The Big Book of SecretHiding Places, by Jak
Luge (Loompanis Unlimited, 1987) plars are given for build-
ing secré space unde bottan drawers inside upholsterd fur-
niture, behird medicire cabinets ard unde stairs There are al
sectiors on hiding places on your person in you the yard or in
your mota vehicle



In ary of our various homes it would seen to be no problem
to leave ca$ and othe valuable ou in plain view. After all, the
addresseare secret ard if the bad guys can'tfind the hou they
cant raid it! However | do ke valuable wel hidden ard 0
shoutl you Can you gues why?

Correct If aburgla is attractel to your home it doesit'mat
ter wha arrangemesthawe been mack for privagy becaus it's
not you hes after, it's the house Sine you will neve know
where | live, ard assumig ary burgla makirg a randan strike
will nat hawe real this book | fed confidert in telling you sone
of the ways | hide small medium ard large items in ore hormre
or another

Small: Sine I'm a gred believe in havirg ca$ availabé for
emergeng use | keg old junk-mal envelops with pesetas
pounds deutsb marks or dollars in:

» Sheé must in my wife's piaro bench
* In abax of old tax receips in a stora@ unit

* In the bock UsingMicrosoft Word 97, ore of more than
eight hundrel busines ard compute boolks in my li-
brary.

* In History of the Guanches,ore of the six-hundred-pls
hangirg filesin the storag cabines of my home office,
ard

* Rolled up ard insertel into a "foot powdel' sprgy can
with a removabé bottom | purchasé this via mai orde
ard keep it in my carry-an cag when traveling

When my ca was stolen from SeaTa airport the thieves
broke open the glove compartmehsearching | assumgefor a
gun All they found were stacls of what appeard to be junk
mail, 0 they tosse al thoe envelops on the floor ard the
envelope wete still thee when the police recoverd the car. The
police didnt notice either, tha two of thos so-callel junk mai
envelops had five $50 bills in each



When | travel | use a slim dres bel with two sections eat of
which will hold just two bills folded lengthwi® four times Does
tha limit me to just $40® Not a all, sine for this purpog
(emergeng only) | cary theg Canadia bills:

The four bills are worth (a the currenn exchang rate
$2,600 Lately, the® mone bels hawe been disappearig from
both mens stores ard travd shops | do na know why. You may
hawe to searb for them or hawe them custom-mad a a leathe
shop

As for outdos mildew ard rustprod storage nothirg beas
silver ard gold | like usel American silver dollars ard nev Ca
nadian Maple Led coirs are even better The® one-oune gold
coins currenty sel for abou $36 ove the spa price of the gold
ard can be scatterd abou in very smal hiding places indeed
Onre hundrel eight thousad dollars Maple Led coirs can be
stuffed into a coffee can in which cag youd haw a "medium*
sizad item to hide However sin@ gold pays no interes ard
there are deale commissios in both buying ard selling holding
a large quantiy of coirs has its disadvantages

Medium: My principd itens in this categoy are referene
books in the fields of scanning hacking vanishing ard doing



busines in the undergroud economy Shoutd my wife ard |
both die in an accident| do na cae to hawe the® cone to light.
It'sanuisancebut | kegp these—pla tax records—dfthe prem
ises in private storage (In cag of death a friend of totd confi-
dene will clean ou the unit ard destry al contents.

Large: A fireprod file cabiné ard a fireprod safe are storel
in anothe location | do na hawe a mistres to hide nar hawe |
arrange a hiding plae for my wife ard myself We both are
confidert tha betwea& ou almost-invisibé profile ard the se
curity devices in place we are na in danger All the more 0
sine we hawe no known enemies (If tha shoutl eve change |
do hawe somethig in mind)

Neverthelessa secré room can give you addel security es
pecially if you are the wife of a travelig man who leaves you
home alone We discoverd ore new homre with an unusu&ex-
tra' purely by accidem while travelirg from Las Vegas to Port
land in 1994 On the way (I wont say where for areasa tha
will becone obvious) my wife wantal to chek ou a certan
rurd upscat holiday-hone developmentThe builde included
an astonishig list of electront itens as "standard, na the leas
of which was a soundprobroam with a compleé hone movie
theate systen with seatirg for twenty. But thele was somethig
more na shown in the brochures The agem showirg us the
modé hone savel the maste bedroan for last After showirg
us the "his' ard "hers bathroons (ala Harrahs a Lake Tahoe)
we were shown "his' walk-in closet then "hers! At this point
the agent agray-hairel overweigh lady who sparklel with wha
mug hawe been zircors in view of the size askel us if wed sea
the entire home

"Yes,' sad my wife, "we've sea it all."

"Actually, you haven't, ste said ard with tha ske gawe a
firm push to the door-sizé shee radk a the far erd of the closet

The shee radk swurg badk on oiled offse hinges to reved a
secré room It was abou nine fee squae ard lined on two sides
with stora@ shelves Thee were no windows but | noticad a
vert for the heatirg system ard a telephose jadk on orne wall.



"Would you cae to comment, | askel her, "on the purpog
of this room?

"No, we cal this ou 'don't ask, don'ttell' room'

| pas this idea on to you as worthy of consideratio when
you plan your nex nev home The only hesitatimm I'd haw
would be tha the secré room would be comman knowledg
amory the architect the contractor ard the workers Also, the
building plars would be on file with the city or county Gore
are the days when pirates buried treasure in deg holes then
murderel the men whod dore the work.

To close this sectim I'll mentich away to hide whatever-size
item you hawe in a way tha na even Jan¢é Rero nar the ATF
can track down This is a methal you've neve sea in ary book

1. Pu sorre film in you camera borrov a fifty-foot or
hundred-fod tape measue ard purchas a handhed
Globd Positionirg Systen (GPS ard a compas a ary
marine store

2. Go to a "trackless state-ownd deser wildernes (first
choice centrd Nevada) ard look for a distinctive rodk in
a slightly raisel area to avod ary problan with a flash
flood.

3. Carefully take areadirg on the rodk itself, usirg the GPS
receiver Write down the preci® latitude ard longitude
Take pictures of the rock

4. Bury you containe a certan distane away ard not the
distane ard the magnett compas direction

5. With your will, leaw instructions Far extra security give
the latitude to your siste Josie withou telling he wha
the numbe representsThen in you will, you can de
scribe the rock, the exa¢ containe location ard the pre
cie longitude Tel the executor "Ask my siste Jose for
the secré numbe | gawe her! This is the latitude (And
without the latitude your cacte will be safe Wouldnt
Captan Kidd hawe liked to hawe a working GPS)



The GPS will pu the finder within seventy-fie fed of the
rock, the picture will identify the rock, the compas will indicae
the corret magnett direction ard the tape measue will bring
the searcheto the "X" tha marks the spot

By the way, neglectimg to put the® instructiors in your will,
ard then gettig Alzheimer's would be uncool

QUESTIONS & ANSWERS

What do you think about buying gold coins and burying
them?

Before | answe that note this gan from California Lawyer:

Texas attorng Scot Eriksan pleadel guilty to launderirg
nearly $34 million from two Resolutio Trug institutiors
after authorities found ahand-draw treasue map in his
home tha led than to $1 million in buried gold coirs
bough with sorre of the stolen money

He knew enoudp to hide the coing but na enoudn to hide
the map This remindg me of those with secré oversea bark
accourg who keep the bark statemersta home By the way, a
million in gold weighs abou 250 pounds Tha alore might dis-
courag me from trading cas for gold But if you wart to bury
just afew dozen pounds well, why not? Jus malke suie you hide
the mgp as wel as you hide the coins
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COOL STUFF THAT DID
NOT FIT IN EARLIER

Come, Watson, come! The gameis afoot. Not a word!
Into your clothesand come!

—SIR ARTHUR CONAN DOYLE,
"THEADVENTURE OF THEABBEY GRANGE'

If Sherlok Holmes were alive today he would nat hawe to leave
his renta first-floor flat & 22(B Bake Street London Instead
he would be sitting a his computer breakirg into confidentia
databasedf tha did na produ@ results then he would tum to
the telephoe ard malke "pretext calls

My dictionay says apretex is"apurpog or motive allegel or
an appearaneassumein orde to clo&k the red intentian or stae
of affairs! Privae investigatos pus this meanimg to the outer
mod limits. Complee books hawe been ard are beirg written for
private detectivesshowirg them how to obtan ary informatian
whatsoever The exampé tha follows will shav howv wel apre
text can work. Hereis atypicd exampé of how apretex works

For abrief time, Karl ard Loreld are lovers When Kan turns
violent, Lorele walks out Karl stalks her She read this sane
bodk you arereadirg ard follows the adviee by moving away ard
changirg everything Karl can no longe tradk he down so he



goss to Guidg a Pl known for gettirg resuls whele othes fail.
He tells Guido a made-p sd stoy ard the Pl does na bothe
to ched it out He takes a hefty retaine from Kar ard writes
down what scany information Karl has—he full name Socia
Securiy number formea address ard the nane of a hospita
whete she was once briefly admitted

The A

promise Karl resuls in ten days Actually, Guido will

hawe Loreleis nev addres within the hour, obtain& with just

two shot
Hospital

PGH:
PGH:
Guido:

PGH:
Guido:

PGH:

PGH:
Guido:
PGH:
Guido:
PGH:
Guido:

PGH:

Guido:

"pretext telephowe calls The first is to Piaro Genera

Hello, pleag hold, [long pausg

Piaro GenerhHospita] may | hep you?

Yes This is John with Dr. Childress office in Mc-
Kinney, ard I'm processig some insurane forms for
Loreld Altbusser Could you pull tha file for me? |
neal the dat of admission

Do you hawe he Socid Securiy numbe?

Let's see [makes sourd of papes shuffling]. Yeah it's
987-65-4325

OK, pleag hold for a minue while |1 gd the file.
[pausg

OK, ga it. She was admitted 10-10-99

Wha was the complain®

Looks like persistehpairs following arecemn abortion
Doss it indicae ary treatmerf2

Looks like thele was a prescription was all.

Well, thanls for the help and—oh one more thing.
On the form ste filled out does it list ha mothers
nane as Mary Altbusser with telephoe 344-1288
No, he admittane form lists nex of kin as Gertruck
Altbusse & 478-1991

Muchasgracias, and havea nice day.

Next, the Pl calls 478-199 becaus he figures Lorela keefs
in contat with ha mother One again he represerst himsef
as adoctor



Guido: Gertruae Altbussey please

Mother: Yes thisis she

Guido: Mrs. Altbusser this is Dr. Noe a the Codk Couny
Morgue We haw a body hee thats been tenta
tively identified as a Lorela Altbusser Do you hawe
a daughte by tha namé

Mother: Oh, my God Oh nd Oh God

Guido: Mrs. Altbusser is you daughte an African
Americar?

Mother: No, no, my daughteris white

[Guido's reaso for whipsawirg this poa woman

badk ard forth is to injed he with truth serum
Now she will tel him what he wans to know]

Guido: Mrs. Altbusser how do you explah this deal bladk
girl havirng your daughtes drivers licens@

Mother: | dont know. Maybe Loreleis purse was stoler?

Guido: Mrs. Altbusser whens the lag time you spole with
your daughte?

Mother: | talked to he lag Sunday Shes a god girl, ste
calls me evely Sunday

Guido: Mrs. Altbusser it's vely importart we spe& with
your daughte on this matte withou delay How
can | gd in touch with ha immediately

Mother: Shes living in Odesa now, ard doesrt' hawe a
phore in he apartmentShe works a a Circle K on
Centra Drive. | hawe tha number Would you like
it?

Guido: Yes plea® give it to me now, ma‘'am

Mother: It's 960-362-0464

Guido: Thark you, Mrs. Altbusser

Ore PI, writing abou the aboe pretext does adl this word
of caution "When usirg the Deal Bladk Femaé routine mothes
of the girl you are looking for may becone hysterical I've head
of cass whele the mothe has literally droppel the phore in
mid-sentene ard racel ove to the couny morgue . . ."



PRIVATE INVESTIGATORS-FRIENDS OR FOES?

In the foregoirg example from Loreleis viewpoint the Pl was
just amiserab Liar for Hire. (However shal we give that story
ahapy endin@ Kar drives to Odessalocates Lorelei, ard stars
waving a handgun She kicks him in the groin takes his gun
away, ard plugs him throudh the heart) But lets chang the
context Suppos the ore who goes to the Pl isyou, ard Lorela
is your daughter Ske justturnad sixtean ard ran off to Chicag
with sone guy namel Armen Bedrosia who is twice he age
You cal the Codk Couny Police but you think you are gettirg
a runaround You go to a Pl who checls Armen ou via the
Internd ard tells you the man is an ex-ca who was jailed in his
teers for rape ard attempted murder He has only bean badk on
the strees for two months The Pl tracks Armen down by first
locating his mother He calls her.

"Mrs. Bedrosianthisis Dr. Noe a the Cod Couny Morgue
We haw abody heke thats bean tentativey identified as Armen
Bedrosian Do you hawe a sm by tha nhame?

If the Pl save you teenag daughter will you na bles his
efforts to the erd of you day®

Are all PlscompetentNo more than all lawyess are compe
tent Asin ary othe professio there are experts ard thele are
thoe tha just bumbk through Conside the following two
cases

THE ELLEN DEVER CASE

April 10 1999 was "family day' for Ellen Devet forty-four, ard
he daughtes Genevieveseven ard Sarah nine After lunch a
asidewak cafe in Lucerne Switzerland they bough magazine
and shoppéd for sunglassesThen they strolled alorg the street
eatirg ice crean ard talking abou Sarals first Holy Commun
ion, which was scheduld for the following day.

Someoer had bean ou to gd Ellens daughtes for the pas



two yeas ard tha someor was ther millionaire father When
he had attemptd to ge sok custoy of the girls, Ellen sodd her
five-hundred-thousand-dotlahonme in Radno Township Penn
sylvania ard fled with the girls to Belgium Fram thee they
moved to Greee ard a monh later, unde aliases they arrived
in Lucerne where Ellen rentel a comfortabé apartmen tha
was pat of alarge house

Ellen, fearfu tha ha ex-husbad migh someds trak her
down startel taking jujitsu lessonsLittle by little, howevey he
fears faded The girls attendd the locd Montessar schoo) had
balle lessons ard todk classe in art By then they were fluent
in German ard Italian as wel as in English

Geneviee stoppé to take a drink from a fountain ard Sard
kidded he abou ha missirg tooth which had fallen ou the
previows week Ellen remindel hersel tha she had dore every
thing right. A new country nenv namesno conta¢ with the past
And then she spottel two men watchirg he from a distane up
ahead They looked like Bad Guys right ou of the movies wear
ing huge sunglasseard has with the brims pulled down They
were built like linebackers

"Let's go™" ste told the girls, hurrying them badk toward ther
apartment Within minutes the two men Ellen had sea& sud
denly appeard befor her, ard a third man came up behind As
the men reachd for the girls, Ellen attacke them with evey
jujitsu blow she coud muster At the sane time a white van
with tinted windows screeche to a stqp alongsi@ them ard the
girls were manhandld into the van fighting evey st of the
way. The sice doa was slamme shu ard the van spel off,
leavirg ableedirg Ellen behind clutchirg ore of the mens blue
and-bei@ hat

How had ste been found?

Not by the police or the FBI. Not by the one hundrel bouny
huntes tha had been searchig for ha eve sine the ex
husban offered a $2 million reward She was found by ore of
the privaie investigatos tha ha husbad had hired on four con
tinents



THE BARBAR A KURTH PAGAN CASE

Stephe ard Barbaa Paga had been married for fiveyears elop
ing to Haiti on the day tha Stepha divorceal Leah his first wife.
Then carre a venomos divorce He ga the house She gat the
kids. He didnt like that ard on Octobe 28 1979 he snatchd
the children then only two ard five, from his ex-wifes home in
suburba Boston He fled with the girls to Pam Beat County
Florida, where his parens ard a siste alread lived. He changed
the girls name to Rachak ard Lisa ard his own to William
Stepha Martin.

Bad in Massachusett8arbaa regainé ha maiden nane of
Kurth ard filed a crimind complaint Ove the years ste hired
various privat investigators but they cane up blank Finally,
she gawe up. Ste pressd ahed with he own life, remarried ard
becane a noted expet in cel biology.

Meanwhile he ex-husbad fashionel a god life for himsef
in souh Florida Big housesfad cars ard very rich wives Nearly
twenty yeas passd before someoe in his or his lateg wife's
family decidel Pagars days of high living shoutl conme to an
end A tip to the authorities was all it took Police nabbel him
at his $2.2-million-dolla oceanfrohestate bough by wife num-
be four, ard he was returnel to Massachusettto face felony
charge of kidnapping

Why couldnt Stephe Pagars wife tradk him dowr? Ore
reasm is given in the May 25 1993 isste of Newsweek:

Paga ard his daughtes insig Kurth shoutl hawe bee
abk to find them if shedl really searchedKurth's family
says she spehmore than $10,0@ on lawyeis ard private
investigators—d no avail A 192 repot from ore M
warrsher tha stakirg out Pagarssistershonein Florida
would be an expensie long shot

Othes sg ste spen triple tha but whateve it was eithe it
was na enough or ste hired the wrong investigatorsPIs like



Robet Scott Norma Tillman, Patrik Picciarelli Fay Faron or
Leigh Hearan charg from $% to $1% an hour, bu they may
be the cheapetsin the long run. | quot from an e-mai | receivel
from Norma Tillman, authe of How to Find Almost Anyone,
Anywhere:

Paga shoutl hawe bea locatel easily | worked in law-
enforcemen 11 yeas ard when detective couldnt find
their suspetthey would give it to me Onre time a detee
tive was looking for abrutd serid rapist He really wantel
to catd him. | was a hone abou to bale a cale when
he called ard askel me to hebp him find the suspect!| put
the cale in the oven ard found the offende before the
cale was done The detectie receivel "Officer of the
Year' for capturirg him.

Privak investigato Jon J. Nazaria says tha succes depend
on two things "How much you wart to spend ard how you
wart to play the game ..."

A CLUE (?) TO A TRUSTWORTHY PI

This questim one carre up: All othe things beirg equa) which
kind of PI would you be more likely to trust—a man or a
womar?

I am nat going to alienae haf my reades by giving apersonh
opinion Instead | shal mere} quot the first four paragraph
from along article in the LosAngelesTimesdatelingl Augug 3,
1999 ard titled POLICE CHIEF PUTS THE BRAKES ON
MEXICO CITY'S TRAFFIC COPS Real the following ard
draw your own conclusions

Mexico City: Imagire acorruption problem so seriows tha
you dont trug your traffic cops to give ou tickets
Mexico City Police Chidf Alejandio Gerz faced a



public outcy ova exacty tha dilemma So Monday he
took away al the citation books from the city's 90 traffic
officers

Instead Gerz authorizél just 30 police cars—eale
staffed by two policewomen who are deemd les cor
ruptible—ob isste traffic tickets The othe traffic cops will
be restrictel to directirg the capitals perpetuall snarlel
traffic.

In announcig the plan lag week Gertz sad residers
of the Feder& District—horre to 85 million peopé ard
neary 3 million registerd vehicles—wee 0 fed up with
paying bribes to traffic police tha he had no choie but
to st the officers from handirg ou tickets

WHO ARE THE "PT" PEOPLE?

The initials "PT" are usel to descrile an estimatd five hundrel
thousad Europea residers (which includes American expatri
ateg who hawe a certan stae of mind tha is differentfrom tha
of you ard me Thetem originatel with Harry Schultz of Guin-
nessBook of Recordsfame (“World's Highes Pad Consultant”)
and autho of the InternationalHarry SchultzLetter. Harry, orig-
inally from Milwaukee was aboy wonde in the newspapein-
dusty but, disillusionel with Americans growing penchanfor
suirg ore anothey todk off to see the world in the 196& ard
neve returnel as apermanenU.S resident

PT can stard for anythirg from Part-timeto PerpetualTourist.
The hard-coe PT consides himsef a part-time residem of var-
ious countries but ataxpayirg citizen of none since in whateve
county hefinds himself he is just "Passig Through' | suspet
Harry himsef is nat hard-corebu I've me pleny who are

Onre of than was Wolfgarg Winkler, who was bom in Swit-
zerlandlivesin London has an officein Singaporgdoesbusines
in the United States ard keefs his mone in an unknown coun
try. (Fird he pad me with thousand-doliamone ordes from



Barclays later with ca$ in hundred-dollabills, ard the lag time
he neglectd to pay me a all, which end& ou arrangement.

Winkler serve as substitug (i.e, nomineg directa for some
2,50 internationa corporatios secrety owned by fellow PT cli-
ents and—bak when we were still on speakig terms—edu
catel me on the exteri of the PT phenomenaon

"I've ga sone veryrich clients] he told me ore foggy after
noon ove tea a Londons Inn on the Park "who hawe neve pad
one penny frang or lirain incone taxes in the pas fifteen years.

Onre of the® clients who shal nat here be named | knowv
quite well. The following detais abou this persm are typicd of
thousand of PTs

1. He was bom in Germary but emigratel & age twenty
eight thus gettirg off the tax rolls in Germany as he was
"officially" moving to Souh Africa, where he would take
up permanetiresidenceHe neverarrived.

2. He obtainel adrivers licens from the UK, sine it could
be dore by mai ard the licens did na contan a picture
(This may hawe changd in recer years)

3. He purchasd a tourist-trgp ba ard club in Andora
throudh a resideh nhominee ard brough in a coush to
run it.

4. Hebough a"holiday home from meinthe Canay Islands
and pad me with a shoppimg bag full of dollars pounds
francs ard D marks

5. He travek extensivel ard owns rentad propertis in Las
Vegas

6. He banls in Gibraltay and has a safe-deposibax in
Guernsg in the Channe Islands

7. In no county of the world does he pay taxes sine
whereve he may happea to be hes jus "passimg through



| do na subscrile to the PT mentality ard neithe shoutl
you, but this does nat precluat learnirg bast principles Apply-
ing them you may wish to:

(@ Arrange to hawe you legd domicile (which will be yowr
ghog¢ addresgin New Hampshie (no stak sales tax, no
stae incone tax). If you are a voter, this is the stae
where you will cas your vote for the least-wors candi
dates in ead election

(b) Own a"secom homée in California which will actualy
be your true residence

(© Run an invisible busines basel in Pioche Nevada

(d) Domicile the corporatiam usel in Piocte in tax-free Wy-
oming (to avod the frequent-audiproblem with Nevad
corporations)

(e Title your Lincoln LS with an LLC ard obtan licens
plates from both New Hampshie ard California

If you follow al the® steps PT might stard for Prety Thor
ough (It might alo violate alaw or two in California so conside
the ramificatiors carefully)

SNEAK-AND-PEEK WARRANTS

(Basel on the FBI Law EnforcementBulletin, Februay 1997 |
checkel this one ou with severh attorneys who tell me this is
ore item they neve head abou in law school Basically law-
enforcemenofficers can obtan a sneak-and-péevarran "when
ther is alegitimae nea for the governmento coverty uncove
informatian tha could na be obtainel throudh other more tra-
ditiond mears of investigatior. Ona obtained the warrans are
to be usal within sevea days They ate just as the narre implies
Officers will ente surreptitiousf ard seart for evidene tha
could late be the bass for anormad seart warrant The victim
will almog neve know an ently has bean made



HOW TO DEAL WITH CLERKS AND TELLERS

First of all, dres like they do, or just a bit better Source:Jom
J. Molloy, Dressfor SuccessNo matte how convincel you are
tha clothes malke the man or woman readirg Jom J. Molloy's
best-sellerDressfor Successwill make you even more of atrue
believer To Molloy's bodk | adl the following: If you are a
woman dres ard ad like awoman emphas on "dres$ as in
the noun If you are a man ard if gettirg othes to accep your
request for privagy is high on your list of priorities shav up
freshly shave ard with arecen shot haircut Source:Me. Right
or wrong | often refuse request from anyore who draws atten
tion to himsef or hersdl by outwad appeararerathe than by
inward qualities of honesty integrity, loyalty, ard virtue. (I wish
theyd teat tha in grade schools.

Next when at all possibledealwith theoppositesex.Thisap
plies to trips to the bank the couny courthousgthe utility com
panies ard to ary othe location where low-levd clerks ded with
the public. If you are awoman se& ou aman If you are aman
talk to awoman Source:innumerale private investigators

HOW TO DELAY THE SERVING OF A SUBPOENA

A subpoesn is an order usualy signel by a notay public to
atterd a legd proceedig sud as atrial or deposition A sub
poeraducegectum—Latin for "bring with you"—meas you are
orderel to bring certan documerg with you, which can be any
thing from bark statemersito old love letters The purpo® of a
subpoeais to force you to produ@ somethiig you do na wart
to produce and/o to appea in a civil or crimind cout cag
when tha is on the very bottan of your "things-I'd-like-to-dd
list. Although it is nat corred to sg tha if they cant find you
they cant sene you, this proces certainy can ard often shoutl
be delayel as long as possible thus giving you time to think
things out



(At this late date dont do a Nixon ard erag tapes nar an
Ollie North ard shrel documents If your tape document or
phoo files neal work, st readigy NOW ard stat erasing
burning flushing burying encrypting ard shreddig before the
stom clouds gathern)

In a civil case a subpoea can be deliveral by a law-firm
employee a professionaproces server peae officer, or anyore
ele of legd age (in sone countries registerd ard bonded ca
pabke of makirg multiple attempts abk to correcty fill ou the
prod or certificat of service ard who can testify as a credibe
witness if the servi@ is challenged

In acrimind case servie will be achieve if you acknowledg
receip of the subpoen by telephom or mail, as wel as in per
son The way you identify yoursef (shoutl you ever wartto . . )
is by name dae of birth, ard drivers licene number

Delayirg servie of a subpoea is na for amateursBeyord a
certan point, if it can be shown tha you willfully disobeyd it,
the cout can isste a bend warrar for yow arrest Now is the
time to cal in an experience shark preferaby of the specis
gred white, bull, tiger, or oceant whitetip. This lawya will
know mary snealy tricks abou servingsubpoensard will thus
be abk to tel you hov ard up to wha point you can delay
service

Now then if servie appeas to be inevitable a leas take
contrd of whereard whenthis is to happen Dont geg caugh
unawae like Franklh K——from Cleveland He owed his lawyer
mong/ but he had a daughtes weddirg comirg up, so he cho®
to stal the lawye ard throw an elabora@ weddirg reception
The lawye learnel abou this ard decidel to cau® the greates
humiliation possibé to his delinquem client

At the preci®@ momen Frankln stoa up to propog a toas
to the newv bride ard groom the sherif bargel in ard servel
Franklin with a subpoenia Leamn from this ard if you fear you
will be servel with a subpoenado na atterd a public gatherimg
where you may be known ard do na admi your identity to a
stranger



If you are served hawe you legd beagk bring a motion to
quash (You may haw head tha the proces serve mug toud
your face or body with the papers Not true he can just toss the
papes a you feet or whateven. Hawe him claim tha servie
was imprope ard statutoy requiremerg were na met

Whenuncertain,
Or in doubt,

Run in circled
Screamand shout



AN EXAM, A SECRET,
AND AN INVITATION

And life is what we makeit. Alwayshas been, always
will be.

—-GRANDMA MOSES

What follows is atrue story, outlined in StreetSenséor Students

by Louis R. Mizell, Jr. A privat investigato ran up a bill of

$3,0® on this cag without a singke positive result You, howevey

having real this book are now equippeél to solve the mystery
Ready?

FINAL EXAM

Becky was atwenty-nine-year-al medicd studemliving alore in
an off-campts residence Her telephoe was listed in anothe
name Ste receivel the first cal from a stalke a three in the
morning

"| follow you everywheré, he said "I knonv you mog inti-
mat thoughts. He then proceedé to tell he things tha no ore
ele coud hawe known



Two nights later, he called again "Becky, | sav you buying
eges ard pancak mix & the Supe Giart yesterday How did
you know thats wha | like for breakfast? Anothe night he
called to ak he when she was going to shav him “the bra ard
panties we bough a Neiman Marcus'

Everythirg the man sad was trug bu how did he know?
Becky had been constanyl on the watch for anyore who was
following he bu had se@ nothing suspicious

She wert to the police who were unabek to help her Worse
they steerd he to an incompeteh Pl who tock he mone/ but
did na hep her Ske changd he telephor to anothe name—
unlisted—an for a while the calls ceasedThen three days be
fore Christmas the telephoe rarg a two in the morning

"I wish youd gd a femak doctor— dont like Dr. Johnsa
looking a my lady. Next time I'll give you a physical’

Increasingy distraught Becky flew horre to be with he family
ove the holidays On Christma morning while the family wasun-
wrappirg gifts, thetelephore rang Beckys mothe answeredThe
caller askel to spe& to Becky. When she cane on the line, he said
"I'd like to unwra you right now:" She broke down ard cried

Are you read to sohe the mystery? To assis you, hee is
sorre addition information

* The stalke neve watchel he or followed her.
* He had no accomplices

* He did nat bug he ca or he apartment

* He did na tap he telephone

* He did na clean ha cordles telephoe or he cel
phone

* He did nat use a compute in ary way.

» He did na contat anyore tha knew her.
* He did na mai from ha mailbox

* He did nat sted mai from he mailbox

* He did nat gd informatian abou he from ary othe
person



DesperateBecky wert to a securiy company When she de
scribel the problens she had bean having they recognized a
certan patten and—unlile the PI who chargel $3,000—thg
guessd the answe on the spot All they had to do nowv was
prowe it.

They hid acameanea Beckys driveway ard had an off-duty
police officer monita it from inside a van parkel nearby Jus
after 4 A.M., aman parkel aVolkswage nearby Hethen picked
up Beckys tras ard emptial it into a plastc garbag bag he had
brougtt along

The nex item to be picked up was the thirty-one-year-al
man He turnead out to hawe prior convictiors for burglary drug
and sex crimes ard had failed to repot to his parok officer. All
his informatian had cone from Beckys unshredde trash

» Cash-registereceips showe al of he purchases

* Her phore numbes cane from discardd telephoe
bills.

» The doctors name was on an empy prescription-drg
container

» The reg of the informatian carre from othe things
Becky had thrown away personbletters clas schedules
notes ard bills.

THE SECRET INGREDIENT

None of the informatian in this bodk will be of assistaneto you
unles you put the suggestios into practice | urge you to stat
now. Do na wait until you can find the time—yau may neve
find it. Do nat wait until you can "do it right," becaue tha day
may neve come

All successfupersoms can list one or more secres for success
My entrepreneurlaathe passd on his own two secret of suc



ces to me when | left hone to sed& my way in the world. ('To
make money you mug go where the monegy is," ard "Neve take
a partner.) Eat Nightingak wrote an entire best-sellig bodk
with asingke theme TheStrangesSecret('We becone wha we
think about.’

Well, my secréisnt very strange In fact, it's so obviows that
| fear you will disregad it:

For everydesiredaction, seta date, and whenthe date ar-
rives, justgo aheadand doit. NO MATTERWHAT.

My rule does na haw ary rhythm to it, it doesrt' even
rhyme but it works for me ard it will work for you. Here is the
application Make a list of wha you wish to accompli& ard set
a dateto complee ead item And when the time comes just
do it. Decick on your levd of privacy, then write down the sug
gestiors you plan to follow ard se a dae for ther completion
Your god is neve agan to hawe you true nane couplal with
your true addressHer is a shot review

« Obtah a leas$ orne gho$ addres ard give this to your
out-of-town relatives friends banks insurane compa
nies utility companiesIRS, DMV, ard everyorr else

 Disconnetyour presehtelephone Then haw it recon
nectal in anothe name Ge a cel phore in anothe
name

« Order new checls for you bark accoun from a mail
ordag compary ard do na list your nane on the checks
nor ary addressStat with a high number

« If you use e-mail chan@ to ore of the free service sud
as Juno.con or Stribmail.can ard be discreé when fill -
ing in the application blanks

« If you are renting move If you are a homeownersell
then stat over.



e Find a hominee Orde ore or more LLCs 0 they will
be on hard when you sudden} nea them

 Stat an invisible home-basa busines if you hawe na at
ready dore sa

 Trave with a lower profile. Practi@ crossiig into Canaa
and Mexico. Look a evey challeng to your privagy as
an adventure G4 a life, hawe fun during the day, sleg@
without worries a night

As this bodk goes to press it is as up-to-da¢ as | can make
it. However sone change may haw taken plae before you
hawe this bod in your hands If you hawe acces to the Internet
you may wish to che&k www.howtobeinvisible.coror ary up-
datal information The passwad is ssndob shot for SocialSe-
curity number-date dbirth.

If you have any comment®r suggestions] would be happy to
hear from you. Whenyou addressyour letter, pleasedo not start
outwith "J. J. Luna."Rather,addresst usingfour linesin this exact
order:

Marremo ard Luna

Apartad de Correos 2

3562 Morro dd Jable LP de GC
Canay Islands Span

Although | do na hawe the time to answe letters personally
all will be read The beg idea will be incorporatd into future
editiors of this book

Finally, if you remembe nothirg else remembe this Do
not, as long as you live, everagain allow your real nameto be
coupledwith your homeaddress.If you commi this to memoy
ard put it into practice then you will be well on your way to
invisibility .

Yoursfaithfully,

J.J. Luna

Fuerteventw Islard

April 2000



GLOSSARY

Aka or a.k.a: "Also known as'

CMRA: Commerciamail-receivirg agency More commony
known as a"mai drop’'’

CPA: Certified Public Accountant
IRS: Internd Revene Service
LLC: A limited-liability company

Mail drop: An addres othe then your own whele you can
receive mail, packagesard courig deliveries

Ghostaddress:A future addres you will use tha has no
connectio to whee you really live.

NSA: The Nationa Securiy Agency

PI: Privak investigato or private eye Sometims usel to re-
ferred to a privake detective althoudn the use of the word "de
tective' is prohibital in sone states ard mary countries (In the
Netherlandsfor examplethe title "Detective referisto aPl who
is working illegally withou a license)

SSN: Socid Securiy number
DOB: Dat of birth.






APPENDIX

PERSONAL RECOMMENDATIONS

I hawe no financid interes in ary of the following publications
The magazie ard the newslette are merel the ones | real first
when they arrive in the mail, ard the bod is the ore | hawe
underlingl ard refa to more than ary other

P.l. Magazine ("Americas Privae Investigatio Journal”) 75
Bronx, Toledq Ohio 43609 Phone/fax419-382-0967E-mait
PIMagal@aol.com.See & www.PIMag.com.

Thisisaquartery magazie ($24 pe yea) publishel for pri-
vate investigators Both the articles ard the advertisemestare
oriental towad tracking down peopk who do na wish to be
found | red it, of course to find out what the lateg tricks are
for the opposition ard then dream up ways to foil them

How to GetAnything on Anybody—The Newsletter: ("Investr
gative Techniques—Surveillance—Count8urveillance—Infor
mation Trackirg ard Privacy’) Intelligene@ Incorporated 355
S. H Camiro Red #309 San Mateq California 94403 Fax 650
728-0525 (No phore numbe is given out)

E-mail intelligence@earthlink.neéVelh www.intelligence.to
This is an eight-pag@ newslette for privat investigators pub
lished ten times a year The annud subscriptio rate is $109
The edita uses the name "Lee Lapin!" Ead isste usualy con
tains a numbe of interestiy Web sites The mog interestingy
ore I've run acros 0 far is www.searchgateway.combhis site
will lead you to internationa databasefor looking up persors
by nane and/a addresslt al® has reverg searchefor obtainirg
names from telephoe numbes or addressegplus mary othe
interestiy links.

Stoppinga Stalker: A Cop's Guideto Making the SystemWork
for You, by Captan Robet L. Snav (Plenum Press 1998 266



pages) If you think stoppirg a stalke is easy this bodk wiill
chang your mind Snaw cites ore accoum in which a stalke
wernt throudh the compute files of his targets hone computer
In anothe case a stalke burglarizel his targets parent hone
nea San Franciso in orde to obtan he curren addres in Los
Angeles (Warning This is na a goa bodk to read when you
are homre alore on a dak ard storny night)

Private Investigators: If you wish to tradk someoe down here
are four places to start (Presumablythe persm you are after
will na hawe real this book!

Norma Tillman: www.reunion.com/index.h
Fay Faron www.ratdogdick.com/main.htim
Patridk Picciarelli www. dp.net+condor/Pi

Robet Scott www.crimetime.cm

New Mexico Limited Liability Companies:Both of the follow-
ing are persos of confidence | hawe useal ore or the othe to
form corporatios ard LLCs for me sine 1989

JOHN CLARK. Jom has an extensie legd backgroud with
emphass on personh privacy. Contat Jom if you plan to use
your LLC in an actud busines operatim and/a with multiple
membes whele a detailel operatig agreemetnis required Al-
thoudh he chargs an hourly rate it is usualy les than an at
torney would charg ard he can be countel on to do a bette
job. My only complain is tha Jom is extremey bugy ard traveb
constantly Fa tha reason allow severh weels for him to re-
spond He may be reachd a this address

Jom Clak
22 Delgad PJace Ste 4
San Francisco CA 94109-202

M. M. M. (Valterra). This is the addres of a yourg lady who
charge les than $1® pe year She does nat give individud
advice bu she does include easy-to-follev instructiors ard uses



the sane form for the Articles as does Jom Clark Despit the
faraway addressshe respond with lightning speed If you write
to he a the addres below be sue to mak you lettar AIR-
MAIL ard add the corre¢ postage At presenh (sprirg 2000)
this is sixty cens for haf an ounce or ore dollar for an ounce
Pleag do notsem ha ary registerd or certified mail, nar any
thing by courie where a signatue is required becaus ste will
not sign for anything

M. M. M. (Valterrg
C/Benib Pere Armas 12
3550 Arrecife de Lanzarog
Canay Islands Span
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“Read this meticulously researched and highly enfertaining
book, learn its techniques...then vanish in plain sight!”
—Lieutenant Patrick Picciarelli, NYPD (ret.), bestselling
author of Jimmy the Wags: Street Stories of a Private Eve
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Your privacy is in your own hands!

“J. J. Lunao gives the smaortest, sonest, ond most practical
advice on just how to stay out of sight in the reol world. Buy
this book if you value your privacy.”

—MNed Beaumont, author of Beot the Border and

The Paoliceman Is Your Friend and Other Lies

rivacy is now poised fo become the most sought-

after luxury of the twenty-first century. From

cyberspace to crawl spoce, new innovations in

information gathering have left our private lives
open to scrutiny, monipulation, and exploitation. Mot only is
your privacy at risk, but so is the security of your assets and
the safety of your family. From secret hiding ploces to anonymous
travel, from “stealthy” e-mail to invisible bank accounts,
you'll learn:

= How to buy a car, boat, or real estate without ever
having your name appear on any document

* How to change your identity
* How to make sure your personal information remains

secure when everyone from telemarketers to con artists
is doing their best to hijack it

* How to keep your assels sale from prying eyes

* How lo take back control of your personal information

How fo Be Invisible shows you how anyone with enough
determination can easily invade your privocy and compile on
omazingly damoging list of personal information, and then
teaches you how to shield yourself from these intruders and
create a life that is completely off the record.
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$36.99 Can.

or most of us, privacy means

an unlisted telephone number.

But what about your Social

Security number? Your credit

card numbers? Your bank

account statements? Your
personal health data? You may think
this information is also secure, but if
you've ever ordered anything over the
Internet, or if your credit card is on file
at the local video store just in case you
never return that copy of Titanic, or if
you throw out bank statements without
shredding them, then this information is
now in the public domain and can easily
be discovered and used against you by
a private eye, a computer hacker, or
even a vengeful neighbor or former
lover. Once people gain control of even
a shred of your personal information,
they can gain control of your life. They
can transform this information into
access to your assets, your loved ones,
even your identity. And once your privacy
is gone, there's very little you can do to
get it back.

J. J. Luna, a highly trained and
experienced security consultant, can
show you how to achieve the privacy
you crave, whether you just want to
shield yourself from casual scrutiny or
take your life savings and disappear
without a trace. He reveals the shocking
secrets that private detectives use to
uncover information, and then shows
you how to safeguard against them.

Filled with vivid real-life stories
drawn from the headlines and from
Luna's own consulting experience,
How to Be Invisible is the essential guide
to preserving your personal security.
Privacy is commonly lamented as the
first casualty of the Information Age—Dbut
that doesn't mean you have to stand for it.
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This bodk is dedicatd to an anonymos membe of Spains
Secré¢ Police On Januay 27, 196Q during a brief encounte on
a quid badk stre¢ in Sana Cruz de Tenerife | askel him for
advie on how bes to avod ary problens in the land of
Generalissim Franciso Franco The advie he gawe me hes
servel me wel for forty years He sai there was only ore way
to avod troubles with the authorities "Make yoursel invisible:'
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