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PREFACE

This book was designed to set the groundwork for learning about sur-

veillance technologies.  The basic stepping stones presented here will make

it easier to understand more advanced texts devoted to individual tech-

nologies such as radar, sonar, video cameras, and genetic profiling.

Understanding Surveillance Technologies is the first comprehensive, in-

troductory overview of the field of surveillance devices.  It comprises 18

chapters and includes more than 700 photos and illustrations.  It is suit-

able for college surveillance courses, professional recruiting programs,

and as a reference for beginning professionals in the fields of law enforce-

ment, forensics, and military surveillance.  It has been designed with a

flexible, modular format.  The chapters can be read in almost any order

and chapters that share common topics are cross-referenced to alert the

reader.

Everyone needs to understand surveillance technologies.  Surveillance de-

vices are now everywhere and many people don’t even realize they’re

being surveilled, cataloged, and stored in a multitude of databases without

their knowledge.  Here are some examples that show how important it is

to get a better understanding of how we are being observed:

• It is now possible to locate extensive detailed information on the

Internet about people who have never even logged on to the Net

nor even used a computer.  It is even possible to quickly find out

the names, addresses, and phone numbers of their neighbors, pro-

viding the data to create a composite picture of a neighborhood’s

residents and their social and economic characteristics.  This book

provides a better understanding of who is collecting this infor-

mation, how they are doing it, and what they are doing with that

data once they have it.

• Some hospitals now routinely take DNA samples of newborn

babies and the U.S. armed forces require mandatory submission

of a DNA sample.  This book explains the background and ori-

gins of DNA matching and the possible social consequences of

its use.  In many instances, your DNA can reveal your gender,

race, medical tendencies, and physical characteristics.
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• Semi-nude and nude photos of unwary victims are being sold on the

Internet without their knowledge or permission.  How is this possible?

This book explains how these technologies work and why bootleg im-

ages may not yet be illegal.  It further describes ethical and social conse-

quences of these new forms of exploitation.

• Gaming centers, hotels, and trade shows are now using magnetic access

cards to keep track of their guests.  In casinos they can tell how often

patrons play, how much they spend, and how frequently they visit the

establishment.  Even universities are beginning to issue student cards

that are also access cards.  They work in vending machines, copy ma-

chines, and in various retail outlets on campus.  In some instances, this

information is stored in sophisticated databases.  This text describes a

variety of types of access and article surveillance technologies that pro-

vide travel suppliers, casinos, hotels, and retail outlets with detailed in-

formation on their patrons.

• Law enforcement agencies are consolidating their forensic and criminal

databases and providing Internet access from any part of the country.

This is providing new ways to solve serial murders and to catch felons

who move from state to state, but it also makes a criminal less distin-

guishable from a law-abiding citizen in a computer database.  However

good the intentions of the law enforcement personnel may be, there are

good ways and bad ways to structure databases so they don’t violate the

rights of honest people and not all programmers who create the software

are aware of the ethical consequences of their software design strate-

gies.  This text looks at some of the various databases that are being used

to fight crime and how we can take steps to support the efforts of law

enforcement officials without turning the country into a repressive Big

Brother society.

This is just a handful of the significant issues discussed in this book.  There are

also notes on the history and current state of intelligence-gathering in America,

concerns about chemical and nuclear treaty surveillance and enforcement, and

information about new technologies that are allowing us to surveil space and

other planets.

Surveillance devices are used in virtually every field of endeavor, from handheld

magnifying glasses to sophisticated magnetic resonance imaging machines, ‘spy’

devices allow us to see beyond the basic senses that nature gave us in ways we

wouldn’t have imagined two hundred or even fifty years ago.  This book is a

fascinating journey through technology and provides more than a little food for

thought as to how we can and should use these new devices.
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ABOUT THE AUTHOR

The author has been a technologist and writer since 1980 and has had a

life-long fascination with gadgets, codes, and machines.  Julie Petersen

chose to write this book because she couldn’t find a reference that covered

all the different emerging surveillance technologies that microelectronics

were making possible.  She felt that a ‘one-stop’ sourcebook was needed

to pull together all the diverse threads that make up this fascinating field

and to present some of the history and social evolution that brought us to

where we are now.

The author offered this further comment:

“Another motivation for writing this book was that I noticed the tech-

nology was being developed and implemented faster than society

could assimilate the information and establish safeguards for its posi-

tive use.  Surveillance devices are gradually being installed in every

office, shopping mall, school, and public area in the country, yet the

general public is only barely aware that it is happening and most

employees are not given a vote or a choice as to whether they want to

be constantly monitored in the workplace.

Because the technology is being put in place without any broad plan

or consensus, we need to take steps to ensure that this is a positive

change.  This book presents information that can aid in better deci-

sion-making.  It can help individuals communicate more coherently

with elected representatives.  It can help elected representatives un-

derstand how quickly these technologies are proliferating and how

legal protections relate to the new technologies.  It can help profes-

sionals decide on a branch of surveillance to pursue as a professional

career.  My overall hope is that the knowledge presented here will

make it not only more enjoyable to learn about surveillance devices

but will make it easier for us to enlist the technology to enhance our

lives rather than allow it to take away our hard-won freedoms.”

When she’s not writing technology references, the author enjoys fiction

writing, outdoor activities, playing and composing music, gourmet cook-

ing, strategy games, and computer graphics.
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THE FORMAT OF THIS BOOK

This book is modular.  Each chapter has the same basic format.  It starts with an

introduction, then describes some of the various types of devices within a cat-

egory, followed by the context in which the devices are usually used.  This is

followed by a historical overview of the major milestones associated with the

technology.  After the history and evolution is a description of basic functions

that have not already been covered in the first three sections.  The common appli-

cations for the technology are then described, followed by a discussion of some

of the legal and ethical implications.  At the end of each chapter, there is an

extensive annotated list of resources for further study.  The resources include

bibliographies and selected media and online resources, chosen for their relevance

to the chapter.  Web addresses are provided for many of the important organiza-

tions and educational sites associated with the topic of each chapter.

With the exception of Chapter 1, which should probably be scanned or read in its

entirety first, the chapters can be read in any order.  There are cross-references to

alert the reader or instructor to information in related chapters.  Some groups of

chapters make more sense if they are read together.  These include

Acoustic Surveillance - These three chapters can be read together as they are

strongly interrelated.  It is a good idea to read Infra/Ultrasound Surveillance

before reading Sonar Surveillance, as sonar is a specialized adaptation of

acoustics that relies heavily on ultrasound.

The history section in the Introduction & Overview and the history section

in the Audio Surveillance chapter describe a number of the controversies

over wiretapping and other methods of surveillance that are being heavily

debated.  These sections make more sense if they are cross-referenced and

read in the above order.

Electromagnetic Surveillance - It is a good idea to cross-reference the Infra-

red, Visual, and Ultraviolet chapters as together they comprise Light Sur-

veillance.  The Visual and Aerial Surveillance chapters make more sense if

they are read together and much of the information in the Infrared Surveil-

lance chapter is relevant to Aerial Surveillance.

Radar Surveillance uses radio waves, so it helps to read the Radio and Radar

Surveillance chapters together.

Chemical & Biological Surveillance - The Biometric Surveillance chapter is

really a specialized subset of Chemical Surveillance, so it helps to read these

chapters together and Genetic Surveillance is a subset of Biometrics.
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