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Foreword

his book is for those of you who participate in corporate govern-
ance and management, and are grappling with your organization’s
need to manage fraud and corruption risk in your operations and
strategic planning. It is for those of you who do not have the time,
and whose companies do not have the resources, to spend on inves-
tigating and defending major fraud or corruption incidents in your
organization.

If you hold, or have held, any senior role in corporate man-
agement or governance, you may already understand that you are
doing so at a time when scrutiny of your role and the expectation
that your organization will operate transparently and ethically
have never been higher. The world’s economy and markets, stead-
ily shrinking, have never provided so little in the way of resources
or revenue to do so. And these circumstances have only increased
political and public intolerance of corporate misfeasance and mis-
management, especially in the areas of fraud and corruption.

Add to this a revolution in global enforcement and regulation,
which now follows commerce across borders with lightning speed.
Ten years ago, it would have taken months for local or national
prosecutors to obtain the attention, much less the assistance, of col-
leagues on another continent. But in the beginning of this century
the war on terrorism required instant international communication
among law enforcement agencies, and corporate investigations and
prosecutions rapidly adopted these practices. By 2006, when the
investigation of the United Nations Oilfor-Food Programme had
been completed, prosecutors and regulators from dozens of coun-
tries were regularly meeting to sort out dozens of corruption cases.

The time needed to investigate a single cross-border matter has
now shrunk from years to weeks. Simultaneous raids of corporate
offices in multiple countries are no longer unusual events. Multiple
fines and sanctions, levied as on a single company, regularly exceed

xi
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hundreds of millions of dollars and can wipe out a year’s worth of
profits with the swipe of a pen.

You may have already witnessed first hand the cost of the investi-
gation and defense of a fraud or corruption incident in your organ-
ization. The costs often rival the fines your organization hoped to
avoid. Some employees, officers, or board members may have been
held personally responsible. And you and your colleagues may have
already realized that something far less costly could have been done
to avoid this, if the organization had been sensitive to the risks that
your company faced.

In this book, Toby Bishop and Frank Hydoski distill for senior
managers and board members their experience in the most effec-
tive ways in which businesses can build and develop strong fraud
and corruption risk management strategies. The authors, who have
conducted investigations and evaluations of hundreds of organiza-
tions, are recognized as leading authorities in fraud risk manage-
ment and innovators in forensic accounting and risk management
practices. Toby co-authored the Institute of Internal Auditors/
AICPA/ACFE 2008 paper, Managing the Business Risk of Fraud. Frank
has led two of the largest international investigations of fraud and
corruption, the investigations of the Holocaust-era accounts held
by Swiss banks and of the United Nations Oil-for-Food Programme.
He was instrumental in formulating recommendations on UN oper-
ations following the latter.

In keeping with their reputations, the authors of Corporate
Resiliency provide a new approach borne from their extensive
insight and common sense. The traditional, reactive view of cor-
porate fraud and corruption risk management is often that
of the media, prosecutors, regulators, and legislators who arrived at
the scene of the crimes, or sometime afterword. To be useful, these
stories need to be rewound to find the circumstances that led up to
them, and then fastforwarded to test the processes a company put
in place after the fact to see if the processes actually reduce the risk
of these incidents occurring. Bishop and Hydoski employ a delib-
erate review of this cycle to demonstrate the value of developing
corporate resiliency through the ability of a corporation to prevent,
detect, investigate, and remediate these risks, and to test and adjust
risk management systems to account for the constantly changing
signature of these risks. What the authors demonstrate is that this is
not guesswork, but a strategy that can be successfully applied by you
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and your company and that can reap real bottom-line benefits for
the organization.

Corporate Resiliency offers managers and directors a holis-
tic approach to the management of fraud and corruption risk
that speaks to the same measures of productivity and profitability
used in more conventional business processes. It walks the reader
through the relationships among the board of directors, the audit
committee, senior management and staff in the process of fraud
risk management, with a clear eye toward the intent and direction
of fast-changing legislation and regulatory guidance.

It makes clear the value of the continuous development of a
comprehensive, self-evaluating fraud and corruption risk manage-
ment program that operates with and through existing business
processes and that is championed by the board and management.
It outlines the essential role of the internal audit function in the
regular assessment of compliance programs, the risk of manage-
ment override of corporate controls, and the monitoring of fraud
and corruption risk programs.

It points out, tellingly, that courts and government regulators
faced with instances of corruption and fraud will not simply focus
on whether a company has a process to manage that risk, but on
the effectiveness of the process and on how well tended it is by the
corporation’s board, management, and risk professionals.

Continuous, self-evaluative risk management processes are not
new, but Corporate Resiliency is one of the few works that explains the
essentials of this risk management structure, and in doing so makes
it obvious that today’s directors and managers ignore the manage-
ment of fraud and corruption risks at their own peril.

Mark G. Califano
Head of Litigation
GE Capital Finance






Preface

recent article in the Wall Street Journal carried the headline,
“U.S., Other Nations Step Up Bribery Battle.” Only a few weeks ear-
lier, an article titled “Guilty Plea to Bribery Sets Legal Landmark”
ran in the Financial Times. About a year before those articles were
published, CFO.com ran an article with the title, “Count’ Em: 63
CFOs Convicted in Past Five Years.”

These are only three data points among thousands demon-
strating the global trend toward stricter enforcement of anti-fraud
and anti-corruption laws. Investigations are increasing, prosecutors
are getting tougher, fines are becoming heavier, settlements more
expensive, and violators are going to jail with far greater frequency
than in the past.

Tolerance of bribery as an accepted business practice is dimin-
ishing rapidly as more countries acknowledge the tremendous
downside risks of corruption and the fraud that almost always
accompanies it.

The Sarbanes-Oxley Act (“Sarbanes-Oxley”), the Patriot Act,
and the U.S. Foreign Corrupt Practices Act have armed U.S. pros-
ecutors with a formidable arsenal of legal weapons. New support
from the global community has boosted U.S. efforts, greatly extend-
ing the power and reach of numerous governmental agencies
tasked with combating fraud and corruption.

At the same time, there are no indications that attempts to per-
petrate acts of fraud and corruption are abating. If anything, the
creativity and willfulness of people involved in fraud and corrup-
tion seems inexhaustible. “What every senior executive needs to
know about anti-fraud strategy is that you’re never going to be able
to plug all the holes in your organization,” says Elizabeth Truelove
McDermott, director of internal audit at DeVry Inc. “There’s always
going to be somebody that finds a hole that no one knew was there.”

Like time and tide, fraud and corruption are apparently per-
petual phenomena. That doesn’t mean that we excuse them or
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accept them. It means that we need to develop better systems and
strategies for dealing with them. It means that we need to acknowl-
edge that the piecemeal, shotgun approaches often relied on in the
past to reduce fraud and corruption are unlikely to be effective in
today’s environment.

The revelation in December 2008 of an alleged $50 billion
fraud at Bernard Madoff Investment Securities seems strong evi-
dence of that, especially since the alleged fraud was reportedly
simply a classic Ponzi scheme and yet it apparently deceived some
substantial investors.

Some readers, no doubt, will argue that programs and tech-
niques for combating fraud and corruption have advanced mark-
edly since the passage of Sarbanes-Oxley in 2002. To some extent,
they are correct.

For example, corporate governance is no longer a phrase ban-
died about largely by academics. New technologies make it possible
to automate some anti-fraud controls on a truly global scale. Cross-
functional, enterprise-wide approaches to managing fraud risks
have become more common across the corporate landscape. It is
increasingly rare to find a large company that does not have a writ-
ten code of ethics and conduct.

Despite these real gains—or perhaps because of them—we
believe that many organizations may have developed a false sense of
security. They may have been lulled into believing that by “checking
the boxes,” they have somehow eliminated or greatly reduced the
chances that fraud or corruption will happen to them.

For example, Sarbanes-Oxley requires publicly held companies
to have a confidential reporting mechanism, such as a whistleblower
hotline. It is a key control, especially for dealing with the manage-
ment override of controls that is a common feature in many of the
largest corporate frauds. Yet at some companies, the hotline is under-
used compared with industry averages. Does that mean there is no
fraud or corruption at those companies?

Well, it can mean that. Or it can mean that employees are not
aware of the hotline, or that for a variety of cultural reasons, they
are afraid to use it. Or maybe the hotline is not getting any calls
because it is available only from 9 A.m. to 5 .M. and employees do
not want to be overheard calling from their cubicle. Or perhaps the
hotline is only operated in English, creating obstacles for employ-
ees who speak other languages.
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“When you peel back the layers of the onion, you find all kinds
of reasons why people are not using the whistle-blower hotline,”
notes our colleague Donna Epps. “Just because you have a hotline
set up does not mean it is working effectively.”

The illusion of security may be amplified by a general lack of
transparency and the absence of strong, universal standards that
might enable organizations to accurately measure the effectiveness of
their antifraud efforts. As Donna puts it, “There really has not been
a detailed framework for comparing anti-fraud programs, and as a
result, there has been a real diversity of practice—not all of it good.”

The wide range of practices, the absence of explicit standards, the
dizzying array of fraud and corruption schemes, in addition to
the speed with which new schemes arise make it tempting for some
organizations to view compliance as an acceptable end-point. After
all, they might reason, if it is impossible to eradicate fraud and cor-
ruption entirely, why take the trouble to go beyond the required
minimums?

In some instances, no doubt, achieving a state of regulatory
compliance might be considered to be an adequate defense against
many types of fraud and corruption risks. But for the vast majority
of organizations, merely complying with the existing regulations will
not be enough to mitigate the risks posed by fraud and corruption.

If you are really serious about effectively managing the risks
of fraud and corruption, we recommend that you take a business
approach and focus more on performance and effectiveness rather
than just compliance. You will also need a better strategy.

Under the umbrella of this better strategy, you would identify
your key fraud and corruption risks and implement processes to
manage each of those key risks. Different risks may be best dealt
with using different tactics, but your approach would be coordi-
nated, efficient, and transparent to those charged with governance.
It would involve many people and become a part of everyone’s
responsibility. It would require new kinds of thinking, along with
more effective involvement of senior management.

As we will show in this book, the downside risks of fraud and
corruption more than justify the efforts required to develop a
workable fraud risk management strategy. We will build a case for
managing fraud and corruption risks on a strategic level. We will
show you how fraud and corruption have become too expensive
and too dangerous to manage the old way.
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When management books describe the characteristics of suc-
cessful companies, they tend to use words and phrases such as
innovative, customer-centric, first-to-market, disruptive, world-class, and
ultracompetitive. We would like to add a word to that list. The word
is resilient.

We believe that in the 21st century global economy, organi-
zations need to be more than smart, sharp, and fast. They also
need to be resilient in regard to the risks of fraud and corruption.
Companies can achieve resiliency by identifying the risks they face
and developing strategies for managing those risks effectively.

We honestly do not think that you can count on being success-
ful for very long without being resilient. That is the basic premise of
this book.

The views expressed in this publication are solely those of the
authors and not necessarily those of Deloitte Financial Advisory
Services LLP. We hope you will nevertheless find useful the obser-
vations and insights we offer. As used in this book, “we,” “our” and
“us” refer to the authors. We would be happy to receive your feed-
back and suggestions for enhancements to this book. We can be
contacted through the Deloitte Forensic Center at www.deloitte.
com/forensiccenter.

— Toby J.F. Bishop and Frank E. Hydoski
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his book is written expressly for executives and others responsi-
ble for managing fraud and corruption risks in corporations. It is
a concise overview of both the challenges posed by fraud and cor-
ruption to modern corporations in a global economy and the tech-
niques for addressing them.

In addition to highlighting categories of fraud and corruption
risks, we present a brief series of focused operational strategies that
can be deployed to manage these risks and reduce the harmful con-
sequences of fraud and corruption when they occur.

It would be naive to assume that any set of strategies, no mat-
ter how rigorous or complex, could totally eliminate fraud and cor-
ruption. It would be equally foolhardy, and potentially disastrous, to
adopt a fatalistic attitude.

Although we believe that fraud and corruption cannot be fully
eradicated, we know that some opportunities for committing them
can be shut down. We also believe that many companies can do a
better job of identifying fraud risks generally and managing them.
In addition to preventing some occurrences of fraud, companies
can minimize the damaging effects of fraudulent events and curtail
their impact on the corporation.

This book uses the concept of resiliency to provide a practical
framework for achieving these objectives. Resiliency is the quality
of returning to form following stress. With respect to fraud and
corruption, we believe resiliency means a combination of avoid-
ing problems through appropriate planning and risk management,
reducing vulnerabilities such as by using early warning systems, and
limiting impact by establishing processes that help effect a quick
return to business. We suggest that the appropriate goal of compa-
nies is the adoption of policies and processes that lead to resiliency
in regard to the risks of fraud and corruption.

XXi
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Talk is cheap, fraud is not

When we think of corporate fraud, we tend to think of the cases
that are currently making headlines and those that arose within the
past several years. It is likely that the ones you have heard about are
the tip of the iceberg. Data analyzed by government agencies such
as the U.S. Securities and Exchange Commission (SEC) and pro-
fessional organizations such as the Association of Certified Fraud
Examiners (ACFE) reveals that fraud drains billions of dollars from
the economy each year.

In addition to reducing profits, fraud can lead to a host of other
negative consequences, including losses of reputation, customer
support, access to capital, brand power, market position, competi-
tive advantage, momentum, innovation, and talent. The same, of
course, can be said about corruption.

In today’s highly leveraged global economy, major fraud or cor-
ruption can set off a chain reaction resulting in serious corporate
harm or failure.

Economy down; fraud up?

Since the “Crash of 2008” led to economic conditions softening
dramatically around the globe, fraud risks for businesses appear to
be on the rise. A slowing economy may increase pressure on corpo-
rate executives to meet performance goals set in rosier times, or to
demonstrate that the current executive team should be retained by
shareholders. Individual managers may feel a much greater risk of
job loss than usual, potentially making them eager to avoid having
to report a performance shortfall in their operating unit.

At the same time, employees may be under greater personal
financial pressure, whether due to potential foreclosure on their
home, the loss of a spouse’s income due to layoffs, or other impacts
of the economic downturn.

Add in the possible weakening of internal controls that can
inadvertently be caused by corporate layoffs and you have a potent
recipe for a potential increase in fraud.

Gavin Ingram, corporate counsel Asia for BlueScope Steel, the
leading steel company in Australia and New Zealand, recognizes
that the risks of business conduct issues may increase during down-
turns in the economic cycle. He says, “Tough times are when the
organization becomes more susceptible to business conduct issues.
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This is probably the time we’re at the highest risk of these sorts of
issues happening. At such a time it is necessary to remind employ-
ees of the importance and expectation around business conduct
compliance. People within the company must take an even more
active role in reinforcing the message around business conduct.”

We concur. While a simple inverse relationship between eco-
nomic activity and fraud would be an oversimplification, our expe-
rience suggests that we may have entered a new cycle of revelations
of fraud that could last for several years.

In early 2008, the UK’s Financial Services Authority published
its annual Financial Risk Outlook in which it stated that, “Tighter
economic conditions could increase the incidence or discovery
of some types of financial crime or lead to firms’ resources being
diverted away from tackling financial crime.” With the benefit of
hindsight, that looks like prescient guidance.

What you don’t know can hurt you

Managing the risk of fraud and corruption requires an ongoing
commitment to acquiring fresh knowledge and putting it to work.
Quite often this fresh knowledge must be obtained from outside
your company. Organized criminal groups constantly evolve new
fraud schemes to part companies from their money. Customer
and vendor frauds develop new twists, taking advantage of new
technologies.

Entering new markets creates new business opportunities, but
also new risks that may be outside your previous experience. You
will need a proactive strategy for staying abreast of new fraud risks
as they emerge, and a process for sharing critical knowledge across
the company as it becomes available.

Ignorance, whether accidental or willful, will not help your
company manage the risks of fraud and corruption.

Risk comes at you faster every day

The speed at which fraud risks evolve is accelerating and will likely
continue to do so. All we can offer in terms of solace is advice to get
used to it and to embrace techniques, which we will describe in this
book, to reduce risk and minimize impact.

Thanks to the rapid emergence of global markets, the rise of
high-speed digital information technologies, and the ubiquity
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of the Internet, fraud can now evolve, mutate, and spread with
mind-numbing speed. Companies need to be able to adapt
with similar speed. Yesterday’s processes may not be agile enough.

Manage different categories of risk differently

Despite their sheer numbers, fraud schemes can be divided into a
handful of risk categories based on the degree of threat they repre-
sent to your company. Each category can be managed effectively with
different strategies, helping companies focus their anti-fraud and
anti-corruption resources to mitigate risk efficiently. Simple frame-
works can help manage fraud risks across companies, large or small.

This is the key takeaway: Fraud and corruption risks can be bet-
ter managed, and the practical frameworks for managing fraud
risks effectively already exist.

“Mind the gap”

Even the best and most practical strategies for managing fraud risks
will not be effective if they are not deployed properly across the
company.

Our work has identified a gap in important areas of fraud risk
management at many companies. The upside of this gap is that
many of these companies have significant opportunities for greatly
improving their fraud risk management processes—and achieving
advantages over their competitors.

The gap can be a benefit for nimble companies that recognize
their fraud risks and develop strategies to deal with them effectively.
By the same token, the gap can be a competitive disadvantage for
companies that either ignore their fraud risks or fail to deploy
rational fraud risk management programs.

Technology is a tool—use it (wisely)

As suggested above, the danger of fraud has been amplified by the
ability of fraudsters to leverage modern technologies such as com-
puters and the Internet.

Conversely, the ability of companies to monitor business processes
for potential fraud and to respond quickly when fraud events occur
has been greatly enhanced by the availability of technologies such
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as anti-money laundering (AML) software, advanced analytics, and
enterprise financial management systems.

Technologies such as these do more than just level the play-
ing field in the fight against fraud—they help companies enforce
higher standards of compliance, transparency, and efficiency.

While it would be unwise to rely solely on technology to man-
age fraud risks, it is fair to say that technology will play a crucial role
in your company’s anti-fraud efforts. As an executive, it’s important
to understand both the potential benefits of advanced technology,
and its inherent limitations.

It is also reasonable to suggest that the critical role of informa-
tion technology argues in favor of a closer relationship between the
chief information officer and the company officers responsible for
managing fraud and corruption risks.

Who'’s on first?

Whose job is it to prevent fraud and corruption? Ask that question
and you might often hear, “Not me,” or “Internal Audit does that.”

But managing these risks effectively requires involvement and
commitment from employees, managers, and executives in every
part of the company. They are the eyes and ears of the company
and are often in the best position to identify potential issues and
take action to prevent or quickly put a halt to fraud and corruption.
They need to be educated and supported to do this effectively.

In fact, we will argue that managing fraud and corruption risks
also requires a level of commitment from partners and allies out-
side of your company.

As an executive, it is your responsibility to encourage a corpo-
rate culture that deals honestly and effectively with fraud risks. In
addition to “walking the talk,” you are also expected to designate
the appropriate resources, both capital and human, to ensure that
fraud risk management strategies are developed, implemented, and
accepted across the company.

Designating the right people for key positions and holding
them accountable for managing fraud and corruption risks effec-
tively are crucial parts of your role as a top executive. What gets
measured gets done, so effective accountability requires good meas-
urement processes, too.

Our goal in writing this book is to support your efforts to help
your company achieve a state of resiliency in the face of fraud and
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corruption, helping it to survive and succeed in the increasingly
risky conditions of the 21st century.

Basic reasons for implementing fraud and corruption risk
management programs and controls

Corporate benefits

Greater chance of survival

Protect shareholder value

Greater profitability through loss reduction
Reduced risk of criminal prosecution
Enhanced organizational reputation
Reduce management distractions
Employee recruitment and retention

Individual benefits

Reduced risk of criminal prosecution
Enhanced personal reputation
Greater career opportunity

More attractive workplace

Reduced risk of job loss

Harmful impacts of fraud and corruption

Potential criminal prosecution or reputations destroyed for
people involved

Direct financial impact (e.g., fraud losses, cost of investiga-
tions, civil lawsuits)

Indirect costs (e.g., loss of customers, management distrac-
tion, loss of business opportunities, diminished brand value)
Negative public relations (e.g., reputation, brand image)
Decline in share price

Decrease in corporate governance ratings

Impact on recruitment and retention of talented employees
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CHAPTER

Can We Eliminate Fraud
and Corruption?

Key points:

> Fraud itself cannot be eradicated, but fraud and corruption
risks can be managed like other business risks.

> Fraud and corruption risk management strategies can help com-
panies avoid some frauds and help them reduce the impact of
frauds that occur.

> Resilient corporations focus more on strategies, not tactics, for
managing fraud and corruption risks intelligently.

> In today’s more brittle economy, fraud and corruption can more
easily set off a chain of events resulting in significant loss for the
companies affected.

Not a pretty picture

It is quite likely that fraud has existed in one form or another since
the earliest days of organized societies. Despite the fact that it is
illegal in most countries, despite the vigorous enforcement of anti-
fraud laws in many countries, despite corporate self-policing, and
despite significant attempts in many companies to create more
ethical cultures, fraud continues to be an inevitable and unpleasant
component of modern life.
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Duleep Thomas, former senior vice president and general
auditor at Wyndham Worldwide Corporation, describes this harsh
reality this way, “Senior management needs to acknowledge that
fraud can occur anywhere, at any time, and at any company. It is
not okay to say, ‘We operate in an environment of trust.” Once you
accept this reality, then you need to understand where fraud could
be perpetrated—both internally and externally—with respect to the
business.”

In general, fraud means taking financial advantage of another
party through deception. Frauds affecting companies, the subject of
this book, take a variety of forms. They can be threats from outside
and carried out by members of the public. For example, they can
be false claims made to a medical insurer, in which claims are made
for injuries or ailments that the claimant does not suffer. They can
also be threats from within and carried out by employees. An exam-
ple of this would be procurement or vendor fraud, in which an
employee sets up a false vendor in the company’s accounts payable,
then submits bills for goods or services, and collects payments in an
account controlled by the employee.

One of the most dangerous form of fraud for a company occurs
when the fraud is committed in the name of the company.
Examples are misleading claims about products, offering returns
on investment that can never be realized, or false financial state-
ments designed to mislead analysts and investors.

Fraud prevention remains an imperfect art for most companies,
with less than perfect results. Fraud in the corporate world, there-
fore, seems an inevitable fact. This is the result of several factors.
First, we need to accept the reality that some people will resort to
deception if they see an opening. Second, and building on this psy-
chological fact, we need to recognize the lag in time between when
schemes are invented and applied, and when they are detected and
placed into the knowledge base that fraud prevention techniques
rest on.

Third, there is also the difference between what is generally
known about fraud schemes and prevention techniques, on the one
hand, and what is known and practiced by a particular company,
on the other. To stop the fraud schemes that are generally known
requires that companies learn about them, evaluate the risks they
pose, and diligently apply lessons learned.

The creativity of those who commit fraud seems inexhaustible.
As a result, fraud itself can seem more like a disease than a simple
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criminal phenomenon. Its tendency to mutate suggests a cancer-
like quality. Its ability to mask or change its appearance suggests
some sort of predatory virus.

However, as we learn about fraud schemes and their character-
istics, we can act to prevent them. A significant part of this book is
devoted to strategies for applying knowledge about fraud in order
to try to prevent it, and certainly to detect and limit the effects of
schemes.

“It is unlikely that we will ever be able to eliminate fraud and
corruption completely. In some societies, it is systemic,” says our col-
league Mary Jane Schirber. “The more we trade globally, the more
likely we are to conduct business in countries with different social
norms. It is natural for different cultures to have different customs,
and it is important for us to remember that many of the rules we
are accustomed to following are not followed everywhere.”

That said, it is also important to remember that fraud often
accompanies corruption (usually as a way of compensating for the
money paid out as bribes) and that the true victims of fraud and
corruption are usually innocent people.

“Instead of receiving fair value in a business transaction or
exchange of goods, they are getting less than fair value in the form
of shoddy products, inferior services, or substandard food,” says
Schirber. “So they are being hurt by a system they do not have the
power to change.”

Focusing on the larger picture

It is worth noting that there are accelerating factors involved in the
prevalence of fraud and corruption in the contemporary world. These
include changing social norms, the democratization of finance, and
the unintended consequences of two decades, worth of market dereg-
ulation. It also seems clear that our collective ability to fight fraud, on
a company-by-company basis, has been hampered by a lack of appreci-
ation for what can happen when vigilance is inconsistent and urgency
is lacking.

As a society, we have tended to focus more on anti-fraud tac-
tics than on anti-fraud strategies. In this book, we will argue that
the companies that are successful in avoiding the consequences of
fraud employ strategies that allow them to be resilient. Such compa-
nies focus on developing practical strategies, workable frameworks
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and robust processes for preventing fraud, detecting fraud when
it occurs, and responding appropriately to minimize the impact of
fraud after it has occurred.

During one of our many conversations while writing this book,
we realized that the fight against fraud and corruption is in many
ways similar to the quest for good health. Our dieting, exercising,
and annual physicals won’t prevent us from dying one day—but
they will help us to live longer, healthier, and more fulfilling lives.

Just because a company has a great risk management pro-
gram in place does not guarantee that it will never experience
an incident of fraud or corruption—but it does mean that when
it occurs, the company is likely to recover more quickly and suf-
fer less damage than a company that has been getting by with
minimum efforts.

We suggested that fraud and corruption share some similari-
ties with disease. Some diseases we learn to cure; some we learn to
treat. We have not yet discovered a “cure” for fraud and corruption,
but we can do a lot to make companies resilient and to mitigate
their effects.

Potential for catastrophe

Make no mistake—fraud is a problem that drains hundreds of bil-
lions of dollars from the economy each year. In addition to directly
reducing corporate profits, fraud can lead to a host of other nega-
tive consequences down the road. This includes losses of brand
power, reputation, market position, competitive advantage, momen-
tum, innovation, revenue, and equity.

In today’s highly leveraged global economy, any one of those
losses can set off a chain reaction leading to catastrophic results for
a company.

Worse, fraud and corruption have a corrosive and damaging
effect on a key driver of progress—the competitive spirit. Fraud
dampens the human urge to compete because it creates uneven
playing fields and rewards behaviors that are fundamentally
uncompetitive.

It is no exaggeration to say that the qualities associated with
fraud—secrecy, deception and the destruction of value—are the
polar opposites of the qualities we now consider essential for success
in today’s markets—transparency, candor, and the creation of value.
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Why now?

Ongoing legal and regulatory requirements, board pressure, and
increased media coverage have created a new sense of urgency
and have raised legitimate questions about whether companies
are prepared to deal effectively with the complexities of fraud in a
global economy.

For example, despite the fact that the Foreign Corrupt Practices
Act (FCPA) has been around for years, it has only recently become
an issue for many companies. Prosecutions of FCPA violations have
increased rapidly over the past several years, due to increased focus
by U.S. and other authorities on anti-corruption. Several years ago,
bribery violations would not have been on the horizon as major risk
concerns. Today, for companies dealing with officials in other coun-
tries, they can be paramount, thanks to recent international fines
and penalties as high as $1.6 billion for a single company.

The unnerving speed at which new fraud risks appear and
grow seems to argue for a new kind of corporate agility based on
risk management processes supported by advanced analytical tech-
nologies. These newer technologies enable companies to develop
forward-looking capabilities for anticipating and responding quickly
to new risks as they emerge.

Ed Rosenberg, vice president, corporate security for financial
institution CIBC, says, “The nature of the threat has expanded. The
level of complexity or sophistication of the threat has changed. You
need to be responsive to these changes and recognize that sometimes
your controls need to be enhanced, need to be altered. The ability
to use information from monitoring systems to predict patterns or to
identify something that has gone wrong has been very valuable.”

What we hope to show in this book is that part of the answer to
“Why now?” lies in the knowledge and tools that are currently avail-
able to blunt the risk of fraud. In other words, aligning with the
sense of urgency is an expanding body of knowledge, techniques,
and strategies that can help companies today.

At the head of the list of such techniques and strategies are ways
to tackle the diversity of fraud, as well as its changing face, and visu-
alize the relationship between the likelihood of a fraud event in a
particular company and its impact on the company. Equally impor-
tant, there is today a sound set of strategies for deflecting the threats
identified and, after the fact, dealing with those not yet understood.
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Figure 1.1 Sample “Heat Map”

The start of any fraud and corruption risk management strategy
is an assessment of the risks facing a company. The details are com-
monly assembled in a spreadsheet or database, which can be great
for control purposes but may not be easy for senior executives or
directors to interpret quickly. A “heat map,” which illustrates cold
to hot risk scenarios, can be a great way to communicate the key
results. A sample heat map of fraud and corruption risks shows the
likelihood of specific risks and the potential significance of each
item’s impact, as shown in Figure 1.1.

This sample “heat map” depicts the hypothetical results of a
fraud risk assessment for one company with ten risks identified.
The map is simplified since in reality there would often be many
more risks identified that would be grouped together, or not con-
sidered significant and omitted entirely. Fraud and corruption risks,
and the resulting heat map, would vary by industry and by company
based on the entity’s facts and circumstances. Your company’s fraud
and corruption risk heat map might look quite different.

If we placed heat maps representing different time periods
over the course of two or three years next to each other, we would
see the fraud risks evolving over time. Think for example, about
stock option administration. A chart looking ahead to the year
2006 could likely be very different from the chart looking ahead to
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Figure 1.2 Fears, Fires, Fleas, and Flaw

Fears ("The Scream”) image: ©2008 The Munch Museum/The Munch-Ellingsen Group/Arfists
Rights Society (ARS), NY; Fleas image: ©iStockphoto.com/Oliver Sun Kim; Fires (match flame)
image: @iStockphoto.com/Sille Van Landschooft; Flaws (broken window) image: ©iStockphoto.
com/David H. Lewis.

2007 and later years, when stock option backdating risks became
prominent.

The next step in devising a strategy is to consider the fraud
and corruption risks in their four quadrants representing both the
likelihood of their occurrence and the significance of their impact
on a company-by-company basis.

The “Fears, Fires, Fleas, and Flaws” chart in Figure 1.2 repre-
sents the four quadrants of the fraud and corruption risk heat map,
characterized by the nature of the risks in each.

This type of chart helps us visualize existing and emerging fraud
risks more clearly from a strategic point of view. We will discuss this
chart in much more detail in Chapter 5, but we wanted to intro-
duce it to you now because the concept it represents is central to
one of our basic premises, which can be stated simply:

Fraud risks can be categorized in a way that makes it clear that
different fraud risk management strategies may be employed
for each.
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Resiliency as a corporate goal

The title of this book begins with the words “Corporate Resiliency.”
Why did we choose the word “resiliency” as a way to describe a
corporate goal? Partly because we understand that fighting fraud is
always a catchup game. More importantly, we know that companies
that genuinely prepare themselves to deal with fraud, meaning the
frauds they can prevent and those that they will have to react to and
contain, are generally successful and are a more appropriate model
for corporate success.

We will suggest that, broadly, there are four basic elements to
the strategies to be deployed by industry and by company, for man-
aging the categories of risks identified in heat maps and other risk
visualization devices. We maintain that these four elements can col-
lectively lead companies toward resiliency. Roughly speaking, the
elements of fraud and corruption risk management are assessment,
prevention, detection, and response.

We will define the connection between these four elements and
the goal of resiliency and corporate success in the remainder of this
book. For now we provide a brief overview.

Performing a competent fraud and corruption risk assessment
is the key first step to fraud risk management. Before putting pre-
ventive or detection strategies in place, it is necessary to identify,
categorize, and assess risks, on the one hand, and to determine
which risks require mitigation and what mitigation strategies to use,
on the other.

Second, and based on the fraud and corruption risk assess-
ment, is putting in place preventive strategies. There are a number
of them, ranging from enterprise-wide, non-fraud-specific strate-
gies, such as corporate ethics policies, to highly targeted controls
designed to prevent specific fraud schemes. Preventive strategies
prefigure actual frauds by focusing on elements of enterprise-wide
measures, such as avowals by corporate leaders that misrepresenta-
tions are off-limits, and other measures designed to discourage or
prevent the occurrence of specific frauds.

Third, detection strategies, which vary from periodic auditing to
continuous monitoring of transactions and relationships, can selec-
tively be put in place depending on the fraud risks identified by the
company. For most companies, detection strategies will fall along a
spectrum between after-the-fact sampling of selected transactions
and the continuous examination of all transactions in real time.
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It is worth noting that detection strategies are meant both
to deter frauds, due to employees knowing they are in place, and to
uncover those that occur. Clearly, the limiting factor of detection
strategies lies in the fact that we can test only for schemes we know
about in detail.

Finally, companies can develop response strategies designed to
minimize the impact of frauds that occur, are discovered, and come
to the attention of the company, authorities, and other interested
parties. The response strategies include the capability to conduct
sound investigations.

Response strategies occupy a wide range, varying from feedback
loop techniques for updating risk analyses and detection programs,
on the one hand. Then to the ability to quickly respond to discov-
ery requests from regulators and others, and to policies relating to
corporate self-investigation and disclosure to the Board, sharehold-
ers, and regulators and law enforcement officials, on the other.

We maintain that deploying these strategies collectively will put
companies on the path of resiliency in regard to the threat of fraud
and corruption.



CHAPTER

The Growing Risk of Fraud and
Corruption

Key points:

> Globalization exposes businesses to more and different fraud
and corruption risks.

> Economic uncertainty resulting from current trends will pres-
sure more people to commit fraud.

> Advanced digital information technologies have created more
fraud risks.

> Many companies are still using yesterday’s techniques to fight
today’s fraud and corruption risks. How can they reasonably
expect to cope with the risks of tomorrow?

Why should my company be especially concerned
about fraud and corruption now?

Four current trends suggest that the level of fraud risk facing many
companies has increased significantly.
1. Globalization

As many companies expand around the world to source supplies from
other countries, or to expand their sales in emerging markets, they
may encounter complex risks for which they may not be prepared.

12
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These risks range from bribery and corruption, to compliance
with export controls and anti-money-laundering statutes, to prod-
uct quality risks that can endanger customers.

It should also be noted that enforcement by the U.S. Depart-
ment of Justice of the Foreign Corrupt Practices Act (FCPA) has
also increased dramatically.

Globalization, in other words, increases the fraud risk manage-
ment pressures on multinational companies. Each market rela-
tionship poses distinct risks that must be taken into account when
developing risk strategies.

Where are some of these risks? Christian Kammer, senior foren-
sic accountant at the Integrity Vice Presidency Unit of the World
Bank, suggests, “in the fast-emerging developing countries there
is a lot of investment in markets that are not very well scrutinized,
especially in terms of infrastructure.” He adds, “the checks and bal-
ances are relatively low and therefore the opportunity for govern-
ment officials and corrupt companies to collude to skim off certain
amounts is really very high.”

2. Economic downturns

Downturns in the economy, such as the global recession that fol-
lowed the crash of 2008 can make it more difficult for executives
and managers to achieve planned results. It also puts more employ-
ees under personal financial pressure.

Fraud specialists suggest that economic pressures increase the
likelihood and the number of individuals resorting to fraud to
achieve corporate objectives or to meet personal needs. Financial
losses due to fraud are additional costs that companies will have a
hard time absorbing, especially in down points in the economic cycle.

3. Risk management surprises

From the boom in mortgage fraud to the “rogue trader” and Ponzi
scheme cases, recent events suggest that even companies with well-
articulated risk management programs in place can be vulnerable
to fraud and other business risks. Some past assumptions about risk
management and fraud risk assessments may now be obsolete as
changes in the economic environment, new technologies and shifting
patterns of organized criminal activity drive different fraud priorities.
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When stock option abuses hit the news a few years ago, the risk
assessments for many companies did not identify stock option man-
agement, and issues like backdating, as high in risk. Instead, the crisis
took many companies by surprise and necessitated rethinking risks.

While technology has helped us run our businesses more effi-
ciently and created new and better fraud-monitoring capabilities, it
has also added a level of complexity and exposure to fraud risk man-
agement. The interconnection of companies and their reliance on the
Internet have made them more vulnerable to attack from the outside.

Similarly, the rise of the data privacy movement and the com-
plex laws surrounding the protection of personally identifiable
information, in conjunction with the increased connectivity
between units of global companies, pose new challenges from a
fraud risk perspective.

4. Less-than-optimal performance by many companies in managing
fraud risks

Certain evidence suggests that current fraud risk management
programs at many companies need improvement. A 2007 survey
by the Deloitte Forensic Center, Ten Things About Fraud Control,
revealed a substantial “fraud control gap” between companies with
more effective anti-fraud programs in place and those operating
with less effective anti-fraud measures.

Moreover, even for the companies considered more effective in
detecting and preventing fraud, the executives surveyed believed
that significant opportunities to enhance their performance con-
tinue to exist.

Recognizing the importance of sound risk management poli-
cies, Standard and Poor’s (S&P) Rating Services announced in May
2008 that it would begin including an evaluation of enterprise risk
management as a component of its independent credit ratings and
credit analysis for nonfinancial companies, building on its experi-
ence doing this with financial companies.

We believe that the mere existence of risk management pro-
grams and anti-fraud controls may give some companies a false
sense of confidence. So now may be the right time for companies
to re-evaluate their programs and determine whether they are suffi-
ciently detailed to withstand new complexities, new fraud risks, and
external scrutiny.
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Based on the survey results and our experience with anti-fraud
programs and controls, we have identified a number of key areas,
which we explore in the balance of this book, where most compa-
nies can improve their fraud risk management programs, including
the following. We invite you to consider how your company is doing
on each:

Fraud and corruption risk assessment

Fraud and corruption control policy

Employee fraud awareness training and surveys

Hotline benchmarking

Monitoring of third-party relationships in the supply chain
Monitoring payments, revenue, and other financial
transactions

7. Investigative response plan

S PUk o=

Local problems, global pain

To be perfectly fair, not everyone agrees with the idea that fraud
and corruption risks have changed fundamentally over the past sev-
eral years. Some experts take a more nuanced approach, saying the
problem is less about new risks and more about the wider distribu-
tion of longstanding risks.

“It’s not so much that the risks have changed,” says our col-
league, Tim Phillipps, Deloitte Australia partner and Asia-Pacific
Forensic and Dispute Services practice leader. “The big change
has been in the way many countries—particularly the U.S.—have
cracked down on fraud and corruption. This worldwide trend
directly affects multinational companies. Today, local problems
cause global pain. Let’s say you are a multinational and your cor-
porate headquarters is in Iowa. If you have a subsidiary in the Far
East and someone there is accused of bribery, the U.S. government
will be calling you to find out what is going on. That is the big dif-
ference from years ago, when the problem would more likely have
been contained to the region in which it occurred.”

One result of this trend has been a greater awareness of new
vulnerabilities stemming from fraud and corruption risks in other
parts of the world. Sometimes the risks can be apparent; sometimes
they are less immediately obvious, says Phillipps. In one instance, a
U.S.-based multinational company invested in an Asian firm without



16 Corporate Resiliency

performing a comprehensive background check. Later, the multi-
national discovered that the Asian firm had a business relationship
with Cuba (a serious issue due to U.S. sanctions). Although this par-
ticular case was a compliance rather than a fraud and corruption
issue, the potential financial and reputational damage is not dissim-
ilar and the apparent cause, due diligence procedures, is the same.

In this case, the multinational withdrew its investment in the
Asian firm, but not before wasting significant amounts of time,
money, and effort. It also lost the competitive market advantage
it had originally gained when entering into the partnership, and
was forced to repeat the process of finding a new Asian business
partner.

Local problems can put global strategies at risk, and cause world-
wide reputational damage as well, cautions Phillipps. “Reputational
risk requires a new kind of due diligence. Call it ‘reputational due
diligence,’ if you will. When your business partners have problems,
those problems can become your problems very quickly.”

“Companies are more vulnerable now,” says Ed Rial, Deloitte
Financial Advisory Services LLP principal and global leader of
Deloitte’s FCPA consulting practice. “In the wake of corporate scan-
dals such as Enron and WorldCom, there has been much greater
emphasis on corporate transparency and much greater accountabil-
ity at senior levels. Companies are discovering corruption problems
in their operations abroad and are reporting them to the govern-
ment in the hope of getting reduced liability.”

But there’s another factor, too. “Other countries are really get-
ting on the stick about corruption as well,” Ed says. “For many years,
the U.S. stood alone in many ways in combating payments to for-
eign officials to gain business advantages. Now many European and
Latin American countries as well as a fair number of Asian coun-
tries have signed on to treaties and have enacted FCPA-like statutes.
We’re beginning to see greater interest from them enforcing their
own anti-bribery statutes.”

When you put those factors together, according to Ed, “All of a
sudden FCPA and corruption has come to the forefront and repre-
sents a major concern for a company doing business abroad.”

The good news is that this change helps to level the playing
field for businesses around the globe, so it can help to open mar-
kets and create more opportunities for companies that operate with
integrity.
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Awareness is crucial

Knowledge is the first step in creating a genuine awareness of fraud
risk and the starting point for developing the operational strategies
that your company requires for combating fraud.

“Some companies just are not aware of the risks; they do not
understand yet that they are vulnerable.” says our colleague Adam
Weisman. “If they were aware of the risks they are facing, they might
act differently. It is like the difference between driving your car on
a bright sunny day and driving your car on a dark stormy night.
During the day you might listen to the radio, chat with your pas-
sengers or even enjoy a little sightseeing. If you are driving at night
during a rainstorm, you are going to turn off the radio, hunch your
shoulders, lean forward and concentrate on the road ahead of you.”

Despite the sheer number of identifiable frauds, the truth is
that fraud risks can be divided into distinct groups. Focused opera-
tional strategies can be developed and deployed to deal effectively
with each group of fraud risks.

Ongoing processes can be designed and implemented to limit
the scope and impact of fraud, and to reduce the likelihood of
fraud recurring.

When advising clients, our colleague, Mohammed Ahmed, usu-
ally takes a minute to note that they probably already have some
of the key processes we recommend in place. The issue, he says, is
to fill in the gaps and round the programs and processes into the
right strategic whole.

At the heart of these processes is a large amount of common
sense and practical business wisdom. For example, even the most
sophisticated fraud-monitoring tools generate false positives on
a regular basis. Your company’s knowledge of its past history of
fraud—and its ability to spot the difference between an out-of-pat-
tern data point and a red flag—will be crucial to the overall success
of your fraud risk management strategies.

A company that understands its past experience with fraud,
warts and all, will be in a better position to deal effectively with
fraud when it arises in the future.

Understanding and acknowledging past experiences with
fraud requires a fairly high level of candor and transparency, and
the fact is that greater transparency is associated with superior
business results. From our perspective, the ability to deal effectively
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with fraud issues is both a core competency and a hallmark of man-
agement excellence.

Most important, we believe that the ability to deal with fraud on
a continuous basis and to minimize its potential for harm is a strong
indicator of organizational health. It is also one of the hallmarks of
a resilient corporation.

Common sense and observable reality

Once you accept the premise that the “infinite variety” of individual
fraud events can be parsed into a manageable number of catego-
ries, it becomes possible to devise methodologies for identifying
fraud risks, predicting the likelihood of their occurrence, imple-
menting tactics to monitor and detect fraud schemes, and devel-
oping appropriate response processes for minimizing damage and
guarding against recurrence.

In this book, we present what we believe are today’s leading prac-
tices in fraud risk management. Our goals are to raise your aware-
ness, provide an actionable framework for managing fraud risks,
and share general examples that illustrate how various companies
have dealt successfully (or unsuccessfully) with incidents of fraud.

It is important to begin with a broad understanding of the current
environment. Fraud is not evenly distributed across the economy.

Some types of fraud occur with greater frequency in some sec-
tors than in others. Certain types of fraud occur more often in the
retail industry than in the financial services or telecommunica-
tions industries. Other types of fraud occur more commonly in the
healthcare industry than in the manufacturing sector.

“In some regions of the world, people still do much of their
business on a cash basis. Companies are small and one or two
people often hold multiple roles. So there is little or no separa-
tion of duties. These circumstances can create temptations”, says
Dr. Olivier Brasseur, director of the Division for Oversight Services
at the United Nations Population Fund.

Tailoring efforts to avert damage

It is clear that fraud has a chameleon-like quality. Those who com-
mit fraud show no lack of imagination in customizing schemes to
work in new or different environments.
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There is also a general relationship between the level of those
who commit fraud, the type of fraud, and the resulting monetary
loss. This is well documented in the Association of Certified Fraud
Examiners’ 2008 Report to the Nation on Occupational Fraud and Abuse.

For example, the report shows that those engaging in asset-
misappropriation schemes, are more likely to be lower-level employ-
ees while those manipulating financial statements are more likely to
be business owners or executives higher levels are generally more
likely to be involved in manipulating financial statements.

The fact that certain types of fraud occur more frequently in
some industries and less frequently in others, and that certain types
of fraud occur more frequently at different levels of the company,
actually works to the advantage of management, since it makes the
job of targeting specific types of fraud easier.

In other words, instead of worrying about every conceivable
kind of fraud under the sun, you begin by concentrating on the
types of fraud most likely to occur in your industry and at your com-
pany, and you tailor your anti-fraud efforts to focus on the levels
within the company where fraudulent activities can inflict the most
damage. That, however, is just the beginning.



CHAPTER

The Costs of Fraud and Corruption

Key points:

> Despite recent legislation and an increased emphasis on anti-
fraud controls, U.S. companies are estimated in an ACFE survey
to lose 7 percent of their annual revenues to fraud.

The long-term impact of fraud and corruption is broad and exten-
sive, casting a shadow on future earnings and value creation.

The downside risks of fraud and corruption cannot be mea-
sured in purely monetary terms.

The Internet and other new media virtually guarantee that bad
news will spread globally like wildfire, creating more risks for
companies when they experience fraud.

Business executives convicted of fraud can expect to serve time
in prison.

Higher stakes

Measuring the extent of fraud and corruption is inherently diffi-
cult as it is purposely concealed by perpetrators and rarely tracked
separately in corporate accounting systems. But media stories, pros-
ecutions, government reports and private sector studies provide
insights into the perceived scale of the problem.

For example, the Association of Certified Fraud Examiners
(ACFE) conducts a fraud survey of its members every two years.
Most of the survey inquires about anonymized descriptive data from
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cases members have investigated. But the ACFE also asks each survey
participant to provide his or her best estimate of the percentage of
annual revenues lost by the typical U.S. organization to fraud each
year. In its 2008 Report to the Nation on Occupational Fraud and Abuse,
the ACFE reports that the median response from the nearly 1,000
anti-fraud professionals participating indicated that the typical U.S.
company loses seven percent of its annual revenues to fraudulent
activity. This is an increase from the five percent in the ACFE’s pre-
vious report published in 2006. In reports from 1996 to 2004, the
loss was consistently estimated at 6 percent of revenues.

The ACFE emphasizes that this estimate, “is based solely on
the opinions of CFEs [certified fraud examiners] who are in the
trenches fighting fraud on a daily basis, rather than on any specific
data or factual observations. Thus, this figure should not be con-
sidered a literal representation of the true cost of fraud facing U.S.
organizations.” At the same time, they say, “the 7 percent figure is a
meaningful and insightful estimate that may be as close to a reliable
measure of the cost of fraud as one can get. The figure provides
a best-guess point of reference based on the opinions of 959 anti-
fraud experts with a median of 15 years’ experience in the preven-
tion and detection of occupational fraud.”

The ACFE reports that seven percent of U.S. gross domestic
product would amount to an estimated $994 billion in fraud-related
losses for 2008 across the U.S. economy as a whole. We can say that
while some of this might be observable in the form of large credit
card fraud, insurance fraud, healthcare fraud and loan fraud losses
recorded by companies in certain industries, much would be invis-
ible, absorbed into the cost of goods and services businesses and
consumers purchase every day.

Other data in the ACFE’s 2008 Report to the Nation on Occupational
Fraud and Abuse is based not on opinion but on the analysis of data
from 959 cases of occupational fraud that were investigated between
January 2006 and February 2008. All the information was provided
by the CFEs who investigated those cases.

The ACFE reported that the median loss caused by each fraud
in its study was $175,000. More than one-quarter of the frauds
involved losses of at least $1 million. The typical fraud lasted two
years before it was uncovered.

Figure 3.1 compares the distribution of fraud losses in the
ACFE’s 2006 and 2008 reports.
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Figure 3.1 This chart from the ACFE’s 2008 Report to the Nation shows
the distribution of dollar losses in the fraud cases studied

Fraud is not only costly but can be hard to recover from. In other
words, fraud has a direct impact on the bottom line. A company
with a 10 percent profit margin that experiences a single $250,000
misappropriation of assets would have to generate an additional
$2.5 million in revenue to restore its net income to pre-fraud levels.
In today’s competitive marketplace, generating that additional rev-
enue may be difficult.

These numbers are not trivial, especially when you project them
across the width and breadth of the economy. But in a very real
sense, they are only part of a much larger tapestry because they rep-
resent only today’s losses.

Casting a shadow on the future

Ongoing fraud and corruption schemes represent a continu-
ing drain on a company’s profitability. Shutting down frauds and
removing or reducing the opportunity for similar schemes to be
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perpetrated in future can enhance profitability not only in the cur-
rent year but also for years to come.

Companies that experience financial statement fraud in their
operations may also experience a variety of other potentially costly
events subsequently, whether caused by the fraud or by other fac-
tors impacting at the same time. In 2008, the Deloitte Forensic
Center (DFC) completed a study of Accounting and Auditing
Enforcement Releases (AAERs) issued by the U.S. Securities and
Exchange Commission (SEC), which the SEC publishes when they
allege a company to have engaged in accounting fraud.

It was clear from the study that the experiences of these compa-
nies vary considerably.

From 2000 through 2007, the SEC pursued enforcement actions
related to 352 companies for financial statement fraud. The DFC
determined the incidence of certain events for these companies,
namely financial statement restatements, Chapter 11 bankruptcy fil-
ings, and primary exchange delistings, and determined the magni-
tude of securities class-action litigation settlements and declines in
stock value. See Figure 3.2.

Of the companies subject to financial statement fraud AAERs,
54 percent issued restatements of their financial statement results
with 96 percent of those restatements having an overall negative
financial impact on the company’s results.

The inter-correlations of the different events observed are also
of interest. Of the 54 percent of companies alleged by the SEC to
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have committed financial statement fraud and which restated, 20
percent filed for Chapter 11 of these United States Bankruptcy
Code. Twenty-eight percent of the companies that restated their
financial statements were also delisted from the primary exchange
on which their shares were traded. In addition, more than one-
third (37 percent) of the companies faced securities class-action
litigations brought by shareholders.

Twenty-four percent of the companies subject to SEC actions
settled Federal Court class-action security litigations. The average
settlement amount in these cases, for the 354 companies facing SEC
allegations and which were sued, was $286 million. That number
includes small number of “outliers” or unusually large settlements.
Excluding the top three and bottom three companies in order of
settlement size leads to an average settlement of $118 million.

The results of the study also show a positive correlation between
the number of fraud schemes alleged by the SEC at each company
and both (1) the likelihood of having to defend against a federal
securities class action and (2) the size of the settlements in such
litigations.

In its AAERs, the SEC details each fraud scheme they allege in
a company. Analyzing the AAERs we found that 78 percent of the
companies subject to AAERs had more than one accounting fraud
scheme alleged for the period of the SEC investigation.

Interestingly, 7 percent of the companies had more than 10
alleged fraud schemes, and 4 companies had more than 20. We
note that the companies with more than ten schemes settled filed
litigations for substantially greater amounts. These statistics sug-
gest that those performing fraud risk assessments and investiga-
tions be open to the possibility that multiple fraud schemes may be
present at one time in a given company and that controlling these
has significant implications regarding possible downside effects for
companies.

Seventy percent of the publicly-traded companies accused of
financial statement fraud saw their stock price drop between the
date of the outset of the fraud and the date of the SEC’s action.
More than half of those companies experienced a decrease in stock
value of greater than 50 percent, and 35 percent experienced a loss
ranging between 75 percent and 100 percent.

A variety of factors will influence stock price changes over these
periods, often lasting several years, so they cannot be attributed
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to the fraud. Companies experiencing financial statement fraud
are often also experiencing significant operational and market-
place difficulties and perhaps management challenges in parts of
their organization, which can impact their results, future prospects
and share price. Whatever the precise reasons for the stock price
changes, in the majority of cases the direction is unlikely to please
investors.

Cost and availability of capital

Two recent developments suggest that the time may be coming
when companies with weak risk management capabilities experi-
ence greater difficulty in obtaining capital and have to pay a higher
risk premium.

The announcement by Standard and Poor’s that it will factor
certain aspects of risk management into companies’ credit ratings
starting in 2009 has the potential to create greater differentiation
in the marketplace between those companies that have stronger
risk management capabilities and those that are weaker. The abil-
ity to look “under the hood” and identify such differences could be
highly valuable to lenders, enabling them to better identify poten-
tial sources of credit risk. At the same time, it could reward com-
panies with stronger risk management capabilities by leading to a
lower cost of capital.

The second development stems directly from the financial crisis
that began in 2008. Our colleague Humphry Hatton, leader of the
Forensic and Dispute Services practice for Deloitte UK, says, “Right
now the banks have lost their appetite for lending. But when they
do start, they’re going to be looking at this issue more carefully. A
company that is susceptible to fraud, or whose controls the markets
believe to be weak, is likely to find it harder to raise money than
before the credit crunch hit. I think we should expect there to be
some real financial penalty embedded in the control environment.”

With a number of major financial institutions reporting substan-
tial potential losses from the alleged $50 billion fraud at Bernard
L. Madoff Investment Securities LLC, their sensitivity to fraud risks
may well be enhanced. Whether the risk premium discussed above
arises quickly with the new credit rating system or takes more time,
the direction appears to be set. Greater emphasis on corporate risk
management capabilities seems likely for the future.
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Bad news travels even faster than before

As mentioned earlier, the downside risks of fraud cannot be meas-
ured in purely monetary terms. The proliferation of cable news out-
lets, web-based news portals, blogs, RSS feeds, text messaging, and
dozens of other “new media” platforms means that news (especially
bad news) travels faster than ever.

As Martin Biegelman, director of the Financial Integrity Unit
for Microsoft Corporation, puts it, “In today’s shrinking world, a
whisper uttered in New York is heard in Beijing, and a deal made in
Delhi is felt in London.”

It is fair to say that we have entered an era of “instantaneous”
trial by fire. Today, the court of public opinion does not wait for the
evening news; it is ready to pass sentence any time of day or night.

For companies or individuals implicated in fraud, the 24/7
news cycle is more than a nuisance. It is a source of steady, intense
pressure that can lead to harsh consequences.

Remember the fate of Arthur Andersen LLP. The firm effec-
tively vanished in 2002 after being convicted of a felony in con-
nection with the Enron scandal. The U.S. Supreme Court’s 2005
reversal of the conviction came too late to save Andersen.

Don’t expect a slap on the wrist

Since July 2002, the Department of Justice has obtained nearly
1,300 corporate fraud convictions, according to a presidential
report issued by the Corporate Fraud Task Force in 2008. These
figures include convictions of more than 200 chief executive
officers and corporate presidents, more than 120 corporate vice pres-
idents, and more than 50 chief financial officers, the report noted.

C-suite corporate officers are not the only ones feeling the
heat. In 2007, a record number of general counsels “were charged
with or pleaded to civil or criminal fraud in federal courts, most in
the wake of the stock-options backdating scandal,” according to the
National Law Journal.

Corporate fines and penalties are setting records. In 2007, a
U.S. engineering company pleaded guilty to violating the Foreign
Corrupt Practices Act and agreed to pay $44.1 million in penalties
and forfeitures, which the government said was the largest pen-
alty ever for violations of the act. But this seemed relatively small
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FY 2005 FY 2006 FY 2007

Investigations Initiated 102 40 124
Prosecution 115 76 77
Recommendations

Indictments/Information 69 78 53
Sentenced 51 36 51
Incarceration Rate 80.4% 86.1% 68.6%
Avg. Months fo Serve 23 49 20

Figure 3.3 Those Convicted of Fraud Can Expect Prison Time
Source: Corporate Fraud Task Force Report.

by 2008, when a European engineering company pleaded guilty
to violating U.S. anti-corruption laws and agreed to pay $1.6 billion to
settle bribery inquiries in the United States and Germany.

Clearly, there is evidence of a trend toward more aggressive
enforcement of anti-corporate fraud and anti-corruption laws, and a
far greater willingness to seek punishment for convicted malefactors.

But it is also important for executives to understand how
many separate agencies investigate corporate fraud. In addition to
the Department of Justice, the Department of the Treasury, and
the Securities and Exchange Commission, suspected occurrences of
corporate fraud and corruption are investigated by the Department
of Labor, the Federal Communications Commission, the Commodity
Futures Trading Commission, the U.S. Postal Inspection Service,
and the Department of Energy, not to mention officials in state and
local offices, officials from other countries, and so forth.

Inside many of these agencies are smaller units with investiga-
tory powers. For example, within the Department of the Treasury,
the Internal Revenue Service’s Criminal Investigations Division
focuses on fighting corporate fraud.

The resources of all these various federal agencies — combined
with hundreds of state and local agencies charged with enforcing
laws against fraud and corruption — represents truly formidable
powers that should be taken seriously.

Fraud should no longer be considered some kind of inferior
crime that rates a mere slap on the wrist. Legal jurisdictions all over
the world have demonstrated that they are willing, and some would
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say eager, to enforce laws against fraud and to sentence convicted
violators to prison terms.

So, as well as the costs borne by corporations and their share-
holders when fraud is committed, there are severe personal costs
to be considered. Prosecutors are likely to hold senior executives
accountable. Defense attorneys are expensive, prison is a very real
potential prospect, and even if you win your day in court, the cost,
strain and reputational impact of defending yourself in a criminal
trial can be substantial.

The decline in the incarceration rate reported for Fiscal Year
(FY) 2007 is the result of a larger number of sentenced cases identi-
fied as a corporate entity in the FY 2007 data, when compared to FY
2006. Corporate entities do not incur months to serve, and there-
fore reduce the incarceration rate.

As Figure 3.3 from the Corporate Fraud Task Force report
unmistakably shows, those convicted of fraud can expect to serve
time in prison.
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CHAPTER

Building a Resilient Corporation

Key points:

> In today’s complex environment, fraud and corruption risks are
virtually impossible to avoid completely.

> Resilient corporations develop effective strategies for prevent-
ing, detecting, and responding to fraud and corruption.

> Traditional methods for combating fraud and corruption can
be updated with newer strategies that are focused, flexible, and
relevant.

> Resiliency is both an achievable and a necessary goal; successful
companies are likely to view resiliency as a competitive asset.

What determines survivability?

Even in the worst natural disasters, it always seems as if one or two
buildings remain standing amid the rubble. Why is this? What
quality is it that enables them to avoid collapsing when everything
around them lies in ruin?

By the same token, why do some companies survive major inci-
dents of fraud or corruption while others fold under the strain?
What quality is it that enables them to stay in business, to recover
their equilibrium, to regroup and to move on?

These questions form the subtext of everything in this book.
Why do some companies disintegrate in the face of fraud? How do
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other companies absorb the shock and manage to keep going? In
fact, our study of companies accused of financial statement fraud
by the SEC shows that some companies not only weather the storm
but also enhance share values.

What sets the survivors apart? What are their special characteris-
tics? Why are they so resilient, and how did they get that way?

Reducing vulnerability

If we accept the idea that fraud cannot be eliminated completely,
then a realistic definition of success would be the ability of a com-
pany to reduce vulnerability and increase its capacity to bounce
back from a potential disaster.

Resiliency is the quality of returning to form following stress.
This definition comes loosely from the engineering world. In the
context of corporate entities, a return to form following the stress
of fraud means a continued focus on key business principles. This
means a successful focus on the market, on levels of profitability,
and so forth, combined with timely and effectively restoring con-
fidence in the company by customers, regulators, employees, and
other key stakeholders.

Traits of a resilient corporation

In the neurosciences, resiliency is now recognized as a descriptive
concept differentiating those victims of head injuries associated
with post traumatic stress syndrome who recover more readily from
those who do not.

In social policy, resiliency is the quality that enables nations or
regions to bounce back quickly from catastrophe. The key societal
characteristic are adequate planning and social investment in things
like warning systems, strong, enforced building codes, disaster
recovery measures, and adequate attention to the medical require-
ments disasters generate.

In other words, resiliency can be viewed as doing the things nec-
essary to minimize harmful effects and mobilize resources to facili-
tate recovery.

The resilient corporation neither neglects the possibility of
fraud nor attempts to build an impermeable wall against it. Instead,
the resilient corporation erects a practical antifraud framework,
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informed by a competent fraud risk assessment, and comprised of
the three fundamental strategies: prevention, detection, and response.

Three key characteristics of resiliency

As suggested above, the characteristics of resilient corporations, like
those of resilient people and resilient nations, allow them to avoid
problems by limiting the incidence of fraud, by reducing their
vulnerability to fraud events, and by limiting the impact of fraud.
More specifically, such companies put policies in place, whether
self-consciously or not, that work to achieve these objectives:

1. Avoiding problems through adequate planning and the installa-
tion of policies and procedures (e.g., establishing an ethical
corporate culture, or avoiding certain high-risk areas of busi-
ness) that limit the incidence of fraud

2. Reduction of vulnerabilities by focusing on early warning of
problems (e.g., employing detection mechanisms) and estab-
lishing policies to address problems identified

3. Limiting impact by establishing policies and procedures
prior to the event that help effect a quick return to business
(e.g., identification of problems via internal investigations and
self-reporting)

Why resiliency is achievable

Forensic accounting specialists, fraud examiners, regulators, law
enforcement officials, corporate governance specialists, academics, and
others have learned an enormous amount about fraud and corrup-
tion schemes. This includes both how fraud schemes work and meth-
ods that can be used to avoid and minimize them. This community of
experts has developed significant literature, a body of knowledge, and
canon of guidance regarding fraud and corruption risk management.

This knowledge and guidance creates an opportunity to adopt
corporate practices that foster resiliency. Without it, the task of fraud
avoidance and recovery would be much more daunting than it is.
Our goal is to present the available knowledge, as well as our own
experience, in a way that will enable executives to ask key questions
about the state of the fraud avoidance at their companies and to
guide their companies toward robust policies that put them on the
path of corporate resiliency.
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Why Resiliency?

Resiliency is usually defined as the ability of a person or organization to
adjust to events, especially those relating to misfortune or change. We sug-
gest that fraud risk management is really about fostering resiliency in regard
to fraud and corruption risks, and that corporations would be well-served to
adopt the goal of developing the ability to avoid and to adjust to fraud and
corruption risks by embracing the key strategies outlined in this book.

The strategies are easy to describe. They begin with, or are predicated
on, competent risk assessments. Following from there, they can include
strategies designed to help corporations avoid fraud, strategies designed
to watch out for and detect the frauds that occur, and response strategies,
like internal investigation capabilities, designed to limit the damage that
instances of fraud and corruption can inflict.

Accepting the key premise that we cannot eradicate fraud and corrup-
tion, the argument of this book is that we can, through appropriate meas-
ures, reduce the likelihood of their occurrence and/or minimize their
effects on our companies. We can, in other words, help companies become
resilient to the risk of fraud and corruption.

Learn from the experience of others

As we will emphasize in the next chapter, the existing professional
literature and guidance on anti-fraud risk assessment methods and
objectives form a particularly important part of an overall strategy
for managing fraud risk. As Chapters 6, 7, and 8 will make clear,
this literature and guidance couples closely with key fraud avoid-
ance techniques, such as the imperatives to create ethical corporate
cultures, employee testing and screening, and whistle-blower or tip-
ster policies, on the one hand, and active anti-fraud monitoring and
detection techniques, on the other.

The experience of professionals involved in fraud examination
and investigation provides significant guidance regarding the ques-
tion of policies that would desirably be in place to help companies
when frauds are suspected or revealed. This guidance ranges from
the question of what would be included in a corporate investigation
function to when to engage outside assistance as well as when to
self-report to regulators and law enforcement officials.

While techniques to combat fraud go back some decades, and
guidance has become increasingly knowledge based, concern about
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anti-corruption is more recent. Still, an increased focus on the effects
of corruption by international organizations, developed countries,
and nongovernmental organizations (NGOs) has led to the develop-
ment of due diligence techniques and policies designed to combat
official corruption.

Putting in place the policies the guidance suggests and realizing
the goal of becoming resilient requires ongoing preventative meas-
ures. This includes the development and nurturing of an ethical
corporate culture; the implementation of corporate governance,
risk, and compliance processes; and a working system of anti-fraud
controls, as well as developing robust processes for anti-fraud moni-
toring, investigation, and mitigation.

By way of summary, a practical fraud risk avoidance and mitiga-
tion framework might resemble Figure 4.1.

What are the benefits of fraud and corruption risk
management?

Strong fraud and corruption risk management makes good busi-
ness sense. In our experience, companies that implement detailed
fraud and corruption risk management processes can also experi-
ence related benefits, including:

* Reduced financial losses due to fraud and corruption

* Reduced costs of responding to fraud and corruption (inves-
tigations, legal costs, and regulatory enforcements)

¢ Assist in complying with applicable U.S. and other regulatory
requirements, such as the Sarbanes-Oxley Act and its foreign
counter-parts such as Japan’s “J-SOX” and Canada’s “CSOX?”,
the Foreign Corrupt Practices Act, USA Patriot Act, U.S.
sentencing guidelines, and the Organization for Economic
Co-operation and Development (OECD) anti-corruption
measures, among others

¢ Enhanced ethical culture (“tone at the top”) supporting
recruitment and retention of high-quality employees

* Increased reporting of potential frauds and other ethical issues

* More effective corporate governance and the potential for
improved governance ratings

Executives from companies considered to be more effective at fraud
control, surveyed for Ten Things About Fraud Control, anticipated
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Figure 4.1

Sample Fraud Avoidance and Mitigation Framework

that instances of fraud were much less likely to occur over the next
12 months as compared with companies with less effective fraud

controls.

Since fraud risks can have serious financial and reputational
consequences, potential risk reductions in these areas should be
especially valuable to companies, their directors, and their officers.
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Real World Example

Prior to establishing a claims investigation group, a company annu-
ally paid out millions of dollars relating to insurance claims, many of
which were false. After establishing an anti-fraud investigation group,
the company saved millions of dollars annually in false claims, thus
repaying the cost of the group many times over.

Hugh Hooker, chief compliance officer for Petro-Canada,
describes the value of a proactive approach to fraud and corrup-
tion risk management this way: “A reactive response is usually much
more expensive and you are risking already having suffered damage
to your reputation. So we much prefer a proactive approach and
have been able to convince our executives that a proactive approach
works. Proactive is safer and ultimately less costly.”

Convincing senior executives of the value of proactive fraud
and corruption risk management is sometimes more art than sci-
ence. Martin Biegelman, director of the Financial Integrity Unit
at Microsoft Corporation, describes it this way: “I like to say if the
vivid and disturbing images of former CEOs and CFOs being led
away in handcuffs isn’t convincing enough, I don’t know what is.
That’s an ultimate penalty.” As he puts it, “senior executives who
have integrity and honesty as core values, who truly believe in
accountability and transparency, who know that the tone at the top
means both talk and action on an ongoing basis, need no further
convincing.”

Christian Kammer, senior forensic accountant at the Integrity
Vice Presidency Unit of the World Bank, describes the value this
way: “It does actually make financial sense in terms of return on
investment if you are able to flag the fraud problems that the com-
pany has had and the benefits that they may have from putting in
place an internal investigation and a fraud prevention and compli-
ance program for the future.” He adds, “If you have a good reputa-
tion, people are more likely to look at you and want to do business
with you.”

Five principles of fraud risk management

In July 2008, new guidance, Managing the Business Risk of Fraud:
A Practical Guide (the “Guide”), was issued by the Institute
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of Internal Auditors (ITA), the American Institute of Certified
Public Accountants (AICPA), and the Association of Certified Fraud
Examiners (ACFE).

The Guide was developed for companies to use to help evalu-
ate their fraud risk management processes, identify improvement
opportunities, and take steps to enhance performance where it
makes sense to do so. The Guide should be of strong interest to
executives, boards, audit committees, internal auditors, and those
involved in compliance and risk management.

The Guide sets out five core principles:

Principle 1: As part of an organization’s governance structure, a
fraud risk management program should be in place, includ-
ing a written policy (or policies) to convey the expectations
of the board of directors and senior management regarding
managing fraud risk.

Principle 2: Fraud risk exposure should be assessed periodically
by the organization to identify specific potential schemes
and events that the organization needs to mitigate.

Principle 3: Prevention techniques to avoid potential key fraud
risk events should be established, where feasible, to mitigate
possible impacts on the organization.

Principle 4: Detection techniques should be established to
uncover fraud events when preventive measures fail or unmi-
tigated risks are realized.

Principle 5: A reporting process should be in place to solicit
input on potential fraud, and a coordinated approach to
investigation and corrective action should be used to help
ensure potential fraud is addressed appropriately and
timely.

Copyright 2008 by the institute of laternal Auditors, the American
Institute of Certified Public Accountants, Inc. and the

Association of Certified Find Examiners, Inc.

Reprinted with permission.

The Guide emphasizes the need for a company’s board of direc-
tors or other governing body to ensure that its governance prac-
tices set the tone for fraud risk management. Management’s role
includes implementing policies that encourage ethical behavior.
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The roles and responsibilities for personnel at all levels of the com-
pany involved in fraud risk management can be defined clearly.

In addition to the Guide, Section 301 of the Sarbanes-Oxley
Act, Securities & Exchange Commission rules, and the listing stand-
ards of the New York Stock Exchange and NASDAQ all address the
oversight role that the board of directors, especially the audit com-
mittee, performs with regard to risk management.

The fraud risk management responsibility of those charged with
governance is an important fiduciary duty that requires adequate
time and resources to respond to the charge.

While many companies have a process that governs fraud risks,
typical opportunities for improvement in this area might include:

¢ Implementing enhanced board of directors oversight of
fraud risk management

e Appointing an executive-level member of management
responsible for fraud risk management

¢ Establishing a formal fraud control policy/strategy

¢ Implementing risk management goals, performance mea-
sures, and periodic process evaluations

¢ Coordinating the efforts of different functions (e.g., internal
audit, security, legal, human resources, accounting, finance,
etc.) to reduce overlapping activities and address risk man-
agement gaps

¢ Formalizing roles and responsibilities of the board, audit
committee, management, and staff related to fraud risk
management

The first line of defense

While it is not possible to eliminate fraud entirely, the appropri-
ate prevention and detection measures can significantly mitigate
fraud risks.

The Guide emphasizes that fraud prevention is the first line
of defense in reducing fraud risk. Companies can increase their
fraud prevention efforts through continuous communication and
reinforcement.

The Guide also reminds us that “one of the strongest fraud
deterrents is the awareness that effective detective controls are
in place.”
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In our experience, typical improvement opportunities in fraud
prevention and detection might include:

¢ Improving employee fraud awareness training

* Benchmarking fraud helplines/hotlines to uncover perfor-
mance issues

* Reprioritizing fraud detection efforts to give greater empha-
sis to the most significant fraud risks

® Greater use of technology to enhance fraud detection and
deterrence

How can companies use the new guidance?

The most important message to take away from the Guide is that
fraud risk management is dynamic.

As businesses change and grow, so do their fraud risks.
We suggest a continuous improvement approach to fraud risk
management that involves regular measurements of where the busi-
ness is and where it wants to be in terms of effectively deterring,
detecting, and preventing fraud.

We call this approach the Measure, Improve, and Move
Methodology. Figure 4.2 summarizes the steps in this approach to
raising performance.

Building resiliency by enhancing fraud and
corruption risk management

We suggest that you make fraud and corruption risk management a
renewed priority. Have a discussion about the Guide, involving your

Real World Example

Fraud detection technology helped one company detect potential
fraud, waste, and abuse by flagging common bank account num-
bers between employees and vendors. Further investigation of these
flagged accounts indicated that an employee had diverted millions
of dollars in legitimate vendor payments to his own bank account.
The company was able to recover the monies and remediate the ac-
cess control that allowed the incidents fo occur.
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Evaluate Identify Risk Action Plan Mitigate Monitor Respond

Analyze the Assess, define,  Help prepare Enhance, Help enable Assist in responding
current status  and document  an action plan  implement, continuous to potential

and effectiv-  fraud risks to address and maintain monitoring occurrences of
eness of the and control areas of fraud preventative activities fraud within the
approachto  effectiveness; risk identified and detective  through an business
implementing establish fraud  for control confrol activities ongoing review

anti-fraud risk profile by improvement that help of activities to

programs and analysis of risk  or new control mitigate fraud  alert management
controls within - against controls implementation  risks identified of potential
the business during the fraud during the fraud fraud; incorporate
risk assessment  risk assessment  findings into annual
fraud risk assessment
process

Figure 4.2 Measure, Improve, and Move Methodology

Real World Example

For many years, a major international company performed audits
of its employees’ fravel and expense claims without identifying any
major frauds. However, after expanding its fraud awareness training to
all overseas locations, the company received several alerts through
its whistle-blower hotline. The allegations related to misuse of authority
and override of controls by senior executives at an overseas location
that was never subject to a full-scale internal audit due to its small
size. The resulting investigation revealed corruption and serious viola-
tions of the code of conduct by senior executives at this location.
Better awareness of fraud risks and an appreciation for headquarters’
commitment to ethics influenced the whistle-blowers to report such
activities.

senior management, board of directors, and audit committee to
garner top-level support.

We encourage you to talk about fraud and corruption risks and how
companies can benefit by enhancing their fraud and corruption risk
management capabilities. Also, share examples of fraud schemes in the
news or from your company’s past—intelligent risk management comes
with openness and awareness. It can be helpful to talk about frauds in
other companies in your same industry. History tends to repeat itself.

We suggest that you perform a gap analysis, compare your com-
pany’s fraud risk management practices with those recommended



42 Corporate Resiliency

in the Guide, and identify the missing elements and determine pri-
orities for how these gaps can be addressed.

For those practices your company already has in place, you can
use the leading practices suggested in the Guide to help uncover
further performance improvement opportunities. Some companies
find a scorecard or a simple “red, yellow, green” rating system effi-
cient and effective.

We encourage you to plan and execute a fraud and corruption
risk management program, establishing clear roles, responsibilities,
and accountability for fraud risk management and setting goals and
timelines. Measure your progress in implementing improvements.

You can put an annual process in place to update the fraud
and corruption risk assessment and re-evaluate your fraud and cor-
ruption risk management plan based on changes in the risk envi-
ronment. Some executives find a dashboard approach helpful for
monitoring and sharing information about their program.

The Guide also makes this excellent point: “Only through dili-
gent and ongoing effort can an organization protect itself against
significant acts of fraud.” While preventing all fraud is unlikely to
be achievable, we believe those companies that implement more
effective anti-fraud processes stand a better chance of survival and
success in today’s riskier environment.

Corporate resiliency self-assessment tool

Now that you have had a chance to consider corporate resiliency
in regard to fraud and corruption, you might want to think about
where your company stands and how extensive the performance
improvement opportunities might be.

This short self-assessment tool will help you assess whether your
company is well on its way toward corporate resiliency with respect
to fraud and corruption risks, or whether it may have some catch-
ing up to do.

These questions are not the only important ones. But they
tackle some of the issues leading companies are addressing to
enhance their preparedness, building their corporate resiliency
to fraud and corruption risks.

For each of the 10 questions in Figure 4.3, check “No, or some-
what” or “Yes, absolutely”, then total the number of responses of
each type. See the “So how did you do?” section below to help you
evaluate your score.
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So how did you do?

10 “Yes, absolutely” responses: You look like a leader on the
path to corporate resiliency. Don’t get complacent though;
there may still be fraud and corruption areas you can learn
more about and improve.

7-9“Yes absolutely” responses: It looks like you are doing well,
with some areas for improvement. Take advantage of the
opportunity to continue to raise your game in combating
fraud and corruption.

4-6“Yes absolutely” responses: You’ve made some progress on
the journey to corporate resiliency. There’s a way to go yet,
so you might want to think about ways to accelerate your
fraud and corruption risk management enhancements.

1-3“Yes absolutely” responses: You've made a start. There’s
much to do yet. Consider putting a fraud and corruption
risk management process improvement plan in place to
move quickly to a much higher level of corporate resiliency.

0 “Yes absolutely” responses: A clean slate gives you an
opportunity to implement leading fraud and corruption risk
management practices, reduce your vulnerability, and build
corporate resiliency. Take advantage of it while you can.



CHAPTER

Fraud and Corruption Risk
Assessment

Key points:

>

>

An effective fraud and corruption risk assessment is the corner-
stone of a fraud and corruption risk management program.

A good fraud and corruption risk assessment serves as a
valuable practical tool for the business process owners
managing these risks and for the board and audit committee
overseeing them.

Many companies have not yet achieved a high level of sophis-
tication in their fraud and corruption risk assessment, creating
significant opportunities for improvement.

Companies would desirably perform and update their risk
assessments regularly to understand evolving risks and new vul-
nerabilities that may emerge over time.

The risk of management override of internal controls is often
underestimated; the board and audit committee have a key role
to play in getting this robustly addressed.

Behind the facade

Regulators, judges, and other stakeholders are increasingly asking
notjustwhethera company has an anti-fraud, anti-money-laundering,

45
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or corporate ethics policy in place, but they are also asking how well
such programs work and whether their quality and results make
sense. Essentially, they are asking: How good are these programs?
This trend raises the stakes for everyone charged with governance
responsibilities.

We believe that companies now face as great a risk of fraud
and corruption as ever before. Current business trends, such as
supply chain globalization and further reliance on information
technology, coupled with economic instability, have increased
both the pressures and the opportunities for fraud and corrup-
tion to occur.

Additionally, companies should consider the heightened public
and regulatory scrutiny, and the potential for reputational damage
that follows fraud and corruption allegations. In this climate, com-
panies would be well-advised to take a fresh look at their fraud and
corruption risk management practices.

This chapter provides suggestions for executives facing the prac-
tical challenges of fraud and corruption risk management process
design and implementation, and especially the assessments of risk
on which they are based.

What is a fraud and corruption risk assessment?

Fraud and corruption risk assessment is an integral part of any
anti-fraud program that is based on the COSO framework. COSO
is short for the Committee of Sponsoring Organizations of the
Treadway Commission. It is a private-sector entity, the goal of which
is to reduce the incidence of fraudulent financial reporting by set-
ting standards for internal control systems.

It is also a crucial part of a company’s broader risk management
process, since it considers the ways that fraud and corruption can
occur by and against the company.

SEC Guidance to Management related to Section 404 of the
Sarbanes Oxley Act of 2002 (Release 33-8810) emphasizes the need
for management to assess risks and adequacy of controls. Essentially,
fraud and corruption risk assessments catalogue the frauds that
could occur in business units, determine how likely they are and
how material they might be, and match the risk with an action plan
to control it.
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How important is a good fraud and corruption risk
assessment?

Performing an effective fraud and corruption risk assessment is the
cornerstone of a fraud risk management program. Put simply, it’s
hard to have good fraud risk management if you haven’t identified
your fraud and corruption risks well.

Ideally, a fraud and corruption risk assessment addresses rel-
evant key areas and is tailored to the company’s size, complexity,
industry, and goals. Cookie-cutter risk assessments or those copied
from other companies might generate a lot of output quickly but
there is no substitute for actually thinking about your own compa-
ny’s risks.

Hugh Hooker, chief compliance officer for Petro-Canada,
describes how his company evaluates risks prior to entering new
international markets. As an energy company, their business can
take them to parts of the world where risks are often greater. He
says, “Before we enter any country, we review ‘aboveground risks’—
political, social, and stakeholder issues. We have a large cohort of
experienced international people to evaluate and design company-
specific responses. We also use a couple of consulting firms that advise
on country, political, and military risks.” Having a high profile in the
company’s home country, “does impact risk management,” he says.
“We have a good reputation and a retail business, too. We work hard
to make sure people realize we intend to live up to our reputation.”

It is desirable for a company to update its risk assessment regu-
larly and to understand evolving fraud risks and the specific vulner-
abilities that may apply to the company over time. It is common to
update risk assessments annually, but in times of significant organi-
zational change or economic volatility more frequent updates may
be appropriate.

Risks change and may be evaluated differently when a risk
assessment is updated. The application of the Foreign Corrupt
Practices Act, for example, has evolved over the past few years from
a law that was infrequently enforced and then only with modest pen-
alties into the basis for numerous pending investigations and signifi-
cant prosecutions with dramatically greater penalties. Globalization
has increased the likelihood of encountering bribery and corrup-
tion risks while more aggressive prosecutions have increased the
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consequences. This is a combination with potentially significant
impact on a company’s risk management needs in this area.

A detailed fraud and corruption risk assessment identifies what
types of fraud and corruption a company is most susceptible to,
where inside or outside the company it could occur, and how it
might be perpetrated.

A fraud and corruption risk assessment can be rendered, less
effective when risks are identified only very broadly, failing to be
specific in terms of the precise scheme, the part of the company in
which it might take place, and which job levels and functions might
be involved. For example, the impact of a single sales representative
fabricating sales contracts to meet her quota is likely to be radically
different from that of the CFO doing the same thing to meet Wall
Street’s expectations for the company as a whole. And the fraud
controls needed to mitigate these risks are quite different. So, being
quite specific in identifying fraud schemes and the levels as well as
roles of those potentially involved is normally vital.

Risks may vary by country of operations as well. U.S. companies
might consider some payments to foreign government officials not
to be a risk issue because of the exemption for small “facilitation
payments” in the Foreign Corrupt Practices Act. But as Jorge Garcia
Villalobos, Forensic and Dispute Services practice leader for Deloitte
Mexico, explains, “Here in Mexico everything is a bribe, even from
one penny. There is no exemption for a facilitation payment and
you need to record it accurately on the books.” So something that
may not seem like a fraud and corruption risk under U.S. law can
be an issue for the company under the laws of another country.

The identified fraud and corruption risks can then be priori-
tized based on their significance and likelihood. After that, each
identified risk can be linked to specific internal controls that
reduce the risk of that fraud scheme taking place. Often there will
be multiple controls that each partially reduce or mitigate the risk
of a particular fraud or corruption risk occurring. The extent of the
total risk reduction can be assessed, leading to determination of
the residual risk.

If the overall level of residual fraud and corruption risk is greater
than the company’s risk tolerance (as defined by management and
approved by the board of directors), then the company will need
to take action to reduce the risk to a tolerable level. This could be
a combination of business decisions to avoid certain opportunities
that bring excessive risks. It could also be actions to strengthen the
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fraud controls focused on particular risks, including proactive inter-
nal auditing aimed at detecting fraud and corruption schemes.

Fraud and corruption risk assessment overview

Figure 5.1 presents an overview of the fraud and corruption risk
assessment process that we suggest.

In our experience, this level of detail benefits the company by
fostering risk intelligence—an informed, balanced, and dynamic

approach to risk management.

Step

Approach

Output

1. Identify and Evaluate
Fraud Risk Factors

2. |dentify Possible Fraud
Schemes and
Scenarios

3.  Analyze Fraud Risks
and Evaluate Control
Design and
Implementation

4. Evaluate Fraud Risk
Assessment Results
and Prioritize Residual
Fraud Risks

5. Risk Treatment

|dentify fraud risk factors

Identify fraud risks

Identify specific fraud
schemes

Identify account balances
and potential errors related
to each fraud risk

Analyze the likelihood and
significance of possible
fraud schemes

Link fraud schemes to
mitigating controls and
evaluate control design

Evaluate the resulfs of
fraud risk analysis against
established criteria and
prioritize risks for
freatment

Prepare fraud risk action
plan
Implement plan

Schedule of fraud risk
factors

Sound knowledge of
fraud risk environment

Pervasive and specific
fraud risks
Catalog of fraud schemes

Inherent risk rating
(IRR) of entity

Catalog of existing
controls

Fraud control risk rating
Fraud risk related
control gap analysis

Residual risk rating

(RRR)

|dentification of fraud risks
requiring further tfreatment
Fraud risks prioritized

Fraud risk action plan
Fraud risks treated

Figure 5.1

Sample Fraud Risk Assessment Overview
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Opportunities for performance improvement in the area of
fraud and corruption risk assessment can often include:

¢ Linking identified fraud and corruption risks and schemes to
specific relevant control activities

¢ Involving personnel at all levels

* Focusing more on the risk of management override of inter-
nal controls

* Conducting assessments for key business units and key
countries

* Performing detailed assessments at the fraud and corruption
scheme level

Implementing fraud and corruption risk assessments

The fraud and corruption risk assessment is a critical step in addressing
fraud and corruption risks within a company and as such would desir-
ably be an area of significant focus for management. However, there
is no one standard method by which management may implement its
risk assessment. The sample overview shown above is one of several
approaches that can be used to assess fraud and corruption risks.

The following generalized implementation plan summarizes
elements of a fraud and corruption risk assessment process. It is
also a useful guide for developing a practical fraud and corruption
risk assessment plan.

In the steps below, we have referred simply to fraud but this
should be interpreted broadly to include corruption.

Step One: Identify and Evaluate Fraud and Corruption Risk Factors

As we illustrate in Figure 5.2, fraud risk factors are those events or
conditions that indicate:

* Incentives/pressures to perpetrate fraud and corruption,
¢ Opportunities to carry out the fraud or corruption, or
¢ Attitudes/rationalizations to justify such an action.

Fraud risk factors do not necessarily indicate the existence of fraud
or corruption; however, they often are present in circumstances
where fraud or corruption exists.
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oriives and Preg,

N 0’9\9

* Where could the fraud occur?
* What would the fraud look like?

* What type of fraud is the area
susceptible to?

* What are the effects on the
books and records?

* When could the fraud occur?

Figure 5.2 Three Categories of Risk Factors

Fraud risk factors are also sometimes referred to as “fraud
risk indicators.” They mean the same thing. In general, the more
fraud risk factors that are present, the greater the level of fraud
risk is likely to be overall, although there is not necessarily direct
correlation.

Many examples of fraud risk factors are listed in the appen-
dix to U.S. Auditing Standards AU316, Consideration of Fraud in a
Financial Statement Audit. It is not and cannot be a complete list, but
the examples can help to spur thought. In our experience, when
people reflect upon some fraud risk factors, others often come to
mind, helping to build a more extensive and more nuanced picture
of the risk environment. We have included this list of fraud risk fac-
tors as an appendix to this book. We encourage you to look it over
and consider which ones might apply to your company.
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Some fraud risk factors might point to a risk of fraud in a partic-
ular area while others are more general. For example, one potential
fraud risk factor is:

Financial stability or profitability is threatened by economic,
industry, or entity operating conditions, such as (or indicated

by):

* Significant declines in customer demand and increasing
business failures in either the industry or overall economy.

As you can see, this fraud risk factor describes a condition, a situ-
ation, rather than a particular action. Evaluating this fraud risk factor
further might lead one to the conclusion that there is a risk of fraud
in the form of management “cooking the books” to conceal financial
difficulties. That is a fraud risk, described in general terms. The par-
ticular fraud scheme or schemes that could be used to do this would
likely depend in part on the specific financial targets that have been
set, since sales revenues could be manipulated in a number of ways
and profitability generally could be manipulated in additional ways.

It is common for a company to have many fraud risk factors
present. Just as Thai food can range from mild through normal to
spicy and super-spicy, so, too can fraud risk factors vary in severity.
That can also be taken into consideration when fraud risk factors
are evaluated, both individually and collectively.

Ideally, personnel from different functions and levels of the
company—including management, internal audit, business process
owners, IT management, legal, HR, risk/compliance, and fraud/
security—would be involved in the fraud and corruption risk assess-
ment process. The audit committee would desirably take an active
role in the oversight of management’s efforts to identify and con-
sider fraud risk factors as part of the risk assessment process.

Fraud risk factors can be identified through several different
means, including interviews, brainstorming sessions, internal and
online research and analysis of reports prepared by management,
or the internal audit function. Some of these may already be used
by management in their consideration of internal controls. For
example, if management has elected to assess the control environ-
ment through an anonymous survey, the results could also be used
to evaluate the existence of fraud risk factors.
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Other ways of identifying fraud risk factors include studying
past frauds and allegations of fraud in the company, frauds in the
industry, unusual financial trends or relationships identified from
analytical procedures, and the potential role weak IT controls could
play in enabling fraudulent activity to occur.

For companies with more than one operating unit, the process
would desirably consider fraud risk factors at the entity level as well
as in significant operating units or segments.

Step Two: Identify Possible Fraud and Corruption Risks, Schemes and
Accounts Affected

This step involves both the systematic collection of knowledge about
fraud schemes and brainstorming about possible fraud schemes and
scenarios that could result from the identified fraud risk factors. For
example, if a company may find it difficult to comply with certain
financial ratios in loan covenants, the brainstorming would desir-
ably include the identification and consideration of scenarios and
fraud schemes that could be perpetrated to manipulate those ratios.

This process desirably involves personnel from different func-
tions and levels in the company, including management, internal
audit, business process owners, IT management, legal, HR, risk/com-
pliance and fraud/security, with oversight from the audit committee.

Consideration can be given to past frauds and allegations of
fraud within the company and the industry. Media searches and
databases of reported and alleged frauds can be helpful in identify-
ing fraud risks that could impact the company in the future.

As with investment returns, past experience is not necessarily
an accurate predictor of future experience. Organized criminal
groups experiment with fraud schemes to identify those with the
most promise. Then they exploit them, potentially on a much big-
ger scale, which can cause fraud losses to increase suddenly for the
companies targeted.

The identification of possible fraud and corruption risks would
desirably be performed without consideration of the existence or
effectiveness of internal controls. This can be a tough exercise, get-
ting to the “inherent risk” in the company, but separating the assess-
ment of fraud and corruption risks from the assessment of the risk
mitigation impact of controls, which follows later, helps to produce
a higher quality risk assessment.
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Where possible, it is desirable to identify the financial state-
ment accounts, the line items, that would be affected by each fraud
scheme. That can help make the fraud risk descriptions more pre-
cise and can help to integrate the company’s consideration of fraud
risks for operating and for Sarbanes-Oxley purposes.

Considering the Risk of “Management Override.” Special consid-
eration should be given to the risk of override of controls by man-
agement to perpetrate fraud. A 1999 study, Fraudulent Financial
Reporting: 1987-1997, sponsored by the Committee of Sponsoring
Organizations of the Treadway Commission (“COSO”), found that
of approximately 200 financial statement frauds at SEC-registered
companies between 1987 and 1997, either the CEO or the CFO was
involved 83% of the time. Audit committees and boards of directors
would be wise to bear this in mind and encourage management to
address this risk robustly in the fraud risk assessment.

Management override can also be perpetrated by mid-level
managers, exposing the company and senior management to sig-
nificant risks. It is in the interests of CEOs and CFOs to have strong
measures to detect management override taking place.

Our colleague, Jorge Garcia Villalobos, provides another exam-
ple that demonstrates the value of understanding country-specific
customs and practices when preparing a risk assessment and con-
sidering the risk of management override. He says that in Mexico,
“We have seen that excess trust in local company personnel com-
bined with lack of close supervision and control of subsidiaries by
corporate headquarters can result in serious frauds. Local employ-
ees may try to show very good results in order to be awarded extra
benefits such as bonuses. To accomplish this, they may have a dou-
ble accounting system, i.e., two sets of books; the real ones and the
ones they use to report to corporate headquarters.” Mexico is not
the only place where that practice takes place, but understanding
that it may be more common there could well change the fraud risk
assessment.

Staff preparing a company’s risk assessment may demonstrate a
reluctance to suggest that their CEO, CFO or other senior manag-
ers might intentionally “cook the books.” When the risk is quietly for-
gotten or is addressed in a scanty manner, senior executives need to
push back and the board or audit committee has the overall respon-
sibility to get that specific risk treated robustly. The staff’s position
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might be unenviable, but the desire to avoid potential conflict can-
not be allowed to result in a weak or ineffective fraud risk assessment.

U.S. Auditing Standards AU316 provides examples of ways in
which frauds have been committed by management override of
existing controls. These examples are:

(a) recording fictitious journal entries, particularly those
recorded close to the end of an accounting period to manipulate
operating results, (b) intentionally biasing assumptions and judg-
ments used to estimate account balances, and (c) altering records
and terms related to significant and unusual transactions.

Step Three: Assess Identified Fraud and Corruption Risks

This step involves the evaluation of identified fraud and corruption
risks and includes the consideration of the following:

Type — The type of risk (i.e., a misappropriation of assets,
fraudulent financial reporting, etc.)

Likelihood — The likelihood of the risk occurring. This might
be expressed using a simple scale of High, Medium and
Low, or using a scale designed to support assessments for

Sarbanes-Oxley purposes, such as Remote, Reasonably
Possible, and Probable.

Significance — The significance of the risk. For example,
is it of a magnitude that could result in a material loss to
the company or a material misstatement of the financial
statements? As with likelihood, this might be expressed
using a simple scale of High, Medium and Low, or using
a scale designed to support assessments for Sarbanes-
Oxley purposes, such as Inconsequential, More Than
Inconsequential, and Material.

Pervasiveness — The pervasiveness of the risk (i.e., whether
the potential risk is pervasive to the financial statements
as a whole or specifically related to a particular assertion,
account, or class of transactions).

With numerous potential fraud and corruption risks often
identified, prioritization becomes essential so that focus can be
placed on dealing with those risks that present the greatest threat
to the company. Emphasis can then be given to those risks consid-
ered to be likely, significant, and/or pervasive.
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Step Four: Evaluate Mitigating Impact of Controls

Having identified the potentially significant fraud and corruption
risks to which the company is exposed, the next step is to evaluate
the extent to which controls already in place mitigate the fraud risk.

It is really important to bear in mind at this point that mitigat-
ing risk means reducing that risk, not making it totally go away. If
only it were that easy! People often seem to think that if you have
enough controls the risk goes away and you don’t have to worry.
In reality, the risk is usually still there, just reduced to a lower level
that is desirably within the company’s “risk tolerance” set by man-
agement with approval of the board of directors.

So when it comes to evaluating the controls a company has
to mitigate fraud and corruption risk, the key question is to what
extent those controls reduce the risk. If your fraud and corrup-
tion risk assessment identifies a number of risks, then sets out a
laundry list of controls and assumes that’s enough to deal with the
problem, there’s a further step to take by making an assessment
of the extent to which each risk is mitigated. You almost certainly
have some fraud or corruption risk remaining, the so-called “resid-
ual risk,” and it is really valuable to see what that is, as we shall see
below.

Another common trap in evaluating the extent to which con-
trols mitigate fraud and corruption risks is grouping all the risks
together and then grouping all the controls together and making
an overall assessment of whether the group of controls collectively
reduces the group of risks to a tolerable level. Such bundling may
conceal myriad problems.

The assessment would desirably be made separately for each
fraud or corruption risk identified, linking or mapping it to the
controls that will help to reduce that risk. This group of controls
will typically include both entity-level controls that affect the compa-
ny’s entire control environment and process-level controls that impact
a particular process within a company, such as accounts payable.

In our experience, when each risk is mapped to the specific
controls that mitigate that risk, more fraud and corruption risks
may be revealed to be under-controlled. Controls may also be listed
that would not in practice mitigate the particular risk. For example,
requiring two authorized signatures on a journal entry before it is
permitted to be processed in the accounting system might help to
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foil a junior clerk’s attempt to cook the books with a bogus account-
ing entry, but is unlikely to be as effective if the CFO orders the
entry to be booked.

A comparison of fraud and corruption risks and controls may
also reveal some risks that are over controlled, with duplicative or
excessive controls that could be reduced. That scenario is not as
common as the under controlling of risks, but it can help to identify
control rationalization opportunities, potentially freeing up resources
to be redeployed to help protect against more significant risks.

Where controls are not already present, management should
consider the need to design and implement additional anti-fraud
controls to specifically address the identified fraud and corruption
risks. More commonly, the issue is the need to implement control
improvements to better mitigate certain fraud and corruption risks
that have been revealed to be under-controlled, leaving residual
risk in excess of the company’s risk tolerance.

Step Five: Evaluate Results & Prioritize Residual Fraud and Corruption
Risks for Treatment

Now you have identified your fraud and corruption risks and
evaluated the extent to which your fraud controls mitigate each
of these risks, you can see your residual risks. You can then compare
these with your company’s risk tolerance, which ideally has been
established by the board of directors.

If you have fraud and corruption risks that exceed your com-
pany’s risk tolerance, you may have several options to bring them
into line:

¢ Exit the line of business or location that gives rise to that risk.
Sometimes that is the best solution for the worst risks.

® Re-organize your business process to reduce the opportunity
for that fraud and corruption risk to arise, or to reduce its
potential impact. Centralizing cash collections is one exam-
ple. Sometimes business objectives permit it, sometimes they
do not. But look for the opportunity in case it is there.

¢ Explore ways to transfer that risk, through outsourcing, chang-
ing contract terms with suppliers/customers, or insurance.

¢ Add or strengthen controls focused on that fraud or corrup-
tion risk.
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Note that we put strengthening controls last. Make no mis-
take, we love strong fraud controls. We just do not believe in
adding more controls if there is a better solution. It is worth
considering other options before you conclude more controls are
needed.

Risk assessment reporis: the good, the bad, and the
invisible

Fraud and corruption risk assessments necessarily consider many
different risk factors, risks, specific schemes, and potential perpe-
trators. Keeping all of that organized usually requires a spreadsheet
or a database.

A good fraud and corruption risk assessment template can help
drive quality and consistency across a company as different business
units identify and assess their fraud risks. Consistency becomes very
important when you come to consolidate those risk assessments and
produce a summary for senior management, the board of directors,
or the audit committee.

The guidance paper, Managing the Business Risk of Fraud: A
Practical Guide, has an example of a fraud risk assessment framework
as an exhibit. It’s a good starting point, though some more sophis-
ticated companies may want to add some extra features. Figure 5.3
is our variation on this theme and adds a place to identify relevant
fraud risk factors, as well as separating the descriptions of fraud and
corruption risks and their specific schemes, to help drive the spe-
cificity that can be lacking in practice.

If your company’s fraud risk assessment contains these features,
you have a good chance of producing a useful end product.

Spreadsheets and databases are great for the people who need
the details, such as the managers responsible for fraud and corrup-
tion risks within their business units, or for the internal auditors
who monitor management’s fraud risk and controls assessments.
But they can easily become overwhelming for senior executives,
board members, and audit committees, especially if they become
voluminous. A one page summary of the top-ten fraud and cor-
ruption risks might be more effective with this audience than a

100-page detailed spreadsheet.
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Figure 5.4 Heat Map of Fraud and Corruption Risks

A “heat map” is a great tool to help you visualize what’s impor-
tant. Internal auditors and other risk assessment professionals use
these and they can work well for fraud and corruption risks too — if
you use them right.

Let’s revisit the heat map of fraud and corruption risks we
introduced earlier in the book. A heat map shows the likelihood of
specific types of fraud and corruption risks and the potential signifi-
cance of the each risk’s impact.

The sample heat map in Figure 5.4 shows the hypothetical
results of a fraud and corruption risk assessment for one company
with ten risks identified. It is simplified since in reality there would
often be many risks identified that were not considered significant,
cluttering up the bottom half of the chart.

The top right corner of the heat map is normally shaded hot
red, identifying fraud and corruption risks that have high likeli-
hood of occurring and high potential significance. These usually
get everyone’s attention, and rightly so.

The bottom-left corner of the heat map is normally shaded
cool green, identifying fraud and corruption risks with low likeli-
hood of occurring and low potential significance even if they do
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arise. These usually get little attention, and that’s generally fine as
long as they are accurately assessed.

The band across the heat map sweeping from the top-left cor-
ner to the bottom-right corner is normally shaded warm orange.
This contains fraud and corruption risks that have high significance
but low likelihood (top left) or high likelihood but low significance
(bottom right).

High-likelihood but low-significance fraud and corruption risks
might include thefts of office supplies or small travel and expense
claim frauds. They are unlikely to break the company. But high-
significance and low-likelihood fraud and corruption risks are dif-
ferent. They can break the company. These often include financial
statement fraud perpetrated by senior managers or executives—
unlikely but potentially devastating both financially and in terms of
the reputation of the company.

It would be a mistake to focus solely on the red section of
the heat map and the fraud and corruption risks in the top right
quadrant, giving insufficient attention to the potentially cata-
strophic risks lurking in the top left quadrant. The nasty surprises
that lead to major corporate frauds might be better prevented or sooner
detected if management, boards of directors and audit committees scruti-
nized the items in that top left quadrant skeptically.

Four quadrants; four risk management strategies

As we just discussed, a fraud and corruption risk heat map has four
quadrants, representing the four different possible combinations
of high and low likelihood and high and low potential significance.
Each fraud or corruption risk will fall into just one quadrant.

As you look at your fraud and corruption risk heat map and
consider how best to manage your company’s fraud and corruption
risks, an overarching strategy is good. But in reality you’ll likely want
to deal with the risks in those four quadrants in four different ways.

Imagine Figure 5.5 superimposed over the fraud and corrup-
tion risk heat map. Each of the four images characterizes the types
of fraud and corruption risks associated with each of the four quad-
rants of the heat map.

The bottom left quadrant we call the “fleas quadrant.” These
are fraud and corruption risks with low likelihood of occurring and
low significance even if they do occur. Normally you wouldn’t invest
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much time and effort to prevent them, but if you do discover them
then it is time for appropriate punitive action.

The bottom right quadrant we call the “flaws quadrant.” These
are fraud and corruption risks with high likelihood of occurring
but relatively low significance. Fraudulent travel and entertainment
expense claims are a common example. Frauds of this type exploit
imperfections in business processes that may be tolerable to the
company from a cost-benefit perspective, but which can permit rel-
atively small frauds to arise.

Computer-assisted internal audit techniques and continuous
monitoring systems can help to detect these kinds of frauds effi-
ciently. Once flagged, they can be investigated and resolved. But the
primary goal would desirably be to identify ways to strengthen
the core business process and refine controls across the company
as a whole to keep the cost of these frauds down. Individually, they
are small, so the investigation costs can best be justified by the value
of the additional frauds prevented through the process improve-
ments made.
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The top-right quadrant we call the “fires quadrant.” These are
fraud and corruption risks that have a high likelihood of occurring
and that have high potential significance to the company. For a
credit card issuer, these might be credit card frauds by customers and
organized criminal groups. For an insurer, claims fraud. For a banker,
loan fraud. If you do not manage these types of risks aggressively, you
could be out of business, or at least severely less profitable, quickly.

Aggressive investment in anti-fraud personnel, processes, and
technology to prevent, deter, and detect these kinds of frauds can
yield returns on investment (ROI) that can easily be several hun-
dred or even several thousand percent in industry segments with
raging fraud “fires.” Measure the ROI carefully and then continue
to invest aggressively until the ROI falls to match what you make by
selling your products or services. Antifraud chiefs in these indus-
tries often make their CFO’s smile with the ROI they achieve. And
their CFO’s are often happy to invest more.

We have saved the best, and most important, quadrant for last. We
call the top left quadrant the “fears quadrant,” and it is represented
in Figure 5.5 by Edvard Munch’s famous picture, “The Scream”. This
quadrant contains fraud and corruption risks that have a relatively
low likelihood of occurring, but have high potential significance,
either financially or in terms of reputation. As stated above, cooking
the books by senior management is a classic example.

Historically, companies may have put some general antifraud
controls in place (a code of conduct, ethics training and maybe a
whistle-blower hotline) and felt that was either sufficient or the best
they could do to address these unlikely risks. We see that changing.

Companies need not view these fraud and corruption risks
as unpredictable lightning strikes that cannot be managed. Just as
Doppler weather radar can warn airplane pilots of microburst condi-
tions that could be fatal upon takeoff or landing, so too can people,
processes and technology be deployed to better protect companies
from low-likelihood high-significance fraud and corruption risks.

In the “fires quadrant,” we discussed using ROI as a measure
and pursuing profit enhancement. In the fears quadrant the name
of the game is risk management. Based on its risk tolerance, the
company can look for indications that some of its most-feared fraud
and corruption risks may actually be occurring in practice.

Monitoring and detection tools can be programmed to search
accounting systems for signs of potential bribery and corruption.
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Different financial statement fraud schemes can be tested for using
computerized tools. You don’t expect to find these major frauds tak-
ing place, but you look to some extent, nevertheless, to help prevent
and deter them and to detect them more quickly if they do occur.

This is an area where we see a great opportunity for change in
fraud risk management practices. It is one where we think audit
committees, boards of directors, and senior executives will come to
confront their fears and will find that fraud and corruption risks
can be better managed by doing so.

Questions to ask about your fraud and corruption
risk assessment

Asking the following questions can help you identify potential
opportunities to enhance your company’s fraud and corruption risk
assessment:

1. Does your company have formal and regularly scheduled pro-
cedures to perform fraud and corruption risk assessments?

2. Are appropriate personnel involved in your fraud and cor-
ruption risk assessment?

3. Are fraud and corruption risk assessments performed at all
appropriate levels of the company (such as the entity level,
significant locations or business units, significant account bal-
ance, or major process level)?

4. Does your fraud and corruption risk assessment include
consideration of internal and external risk factors (includ-
ing pressures or incentives, rationalizations or attitudes, and
opportunities)?

5. Does your fraud and corruption risk assessment include the
identification and evaluation of past occurrences and allega-
tions of fraud and corruption within the entity and industry?
Does it include the evaluations of unusual financial trends
or relationships identified from analytical procedures or
techniques?

6. Does your fraud and corruption risk assessment consider the
risk of management’s override of controls?

7. Does management consider the type, likelihood, significance,
and pervasiveness of identified fraud and corruption risks?
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8. Is your fraud and corruption risk assessment updated peri-
odically to include considerations of changes in operations,
new information systems, acquisitions, changes in job roles
and responsibilities, employees in new positions, results from
self-assessments of controls, monitoring activities, internal
audit findings, new or evolving industry trends, and revisions
to identified fraud and corruption risks within the company?

9. Does management assess the design and operating effective-
ness of the fraud and corruption risk assessment process?

10. Does management adequately document its assessments and
conclusions regarding the design and operating effectiveness
of the fraud and corruption risk assessment process?

Real World Example

Even though a company had been performing a fraud risk assessment
in the past, it did not consider how it was vulnerable to specific fraud
schemes. After performing a detailed fraud risk assessment, the com-
pany identified exposure to collusive fraud, one where employees col-
luded with outside parties, in its treasury function that was unmitigated
by any controls. As a result, the company instituted an additional con-
trol for tfreasury disbursements that identified a collusive cash defalcao-
tion scheme, that had been occurring and had gone undetected for
some time. Making its fraud risk assessment more detailed by consid-
ering fraud schemes and mitigating controls helped this company to
identify the fraud and to minimize future financial losses.



CHAPTER

Company-wide Anti-Fraud
Controls: The Role of the Control
Environment and High-Level
Strategies

Key points:

>

>

Corporate wide strategies are an important element of setting a
fraud and corruption risk management strategy.

Such strategies emphasize the importance of the fraud and
corruption risk assessment process reviewed in the previous
chapter.

A key element of company-wide strategies is the control
environment.

Components of the control environment function to mitigate
risks identified in the fraud and corruption risk assessment.

A control environment is not scheme-specific — it is company-
specific.

The importance of a company’s control environment is
widely recognized by issuers of anti-fraud and anti-corruption
guidance.

A company’s control environment is an important element of
both its anti-fraud and anti-corruption strategies.

66
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Creating an anti-fraud control environment

In this chapter we discuss the primary importance of establishing
a strong control environment. As we will demonstrate, the control
environment is a crucial element of anti-fraud and anti-corruption
strategies. Like a well-built barn that protects the crops or livestock
in it from the storms that periodically rage outside, it is a vital piece
of equipment. Without its protection, activities could be disrupted
and assets destroyed every time a storm came along.

Make no mistake. The control environment is not window dress-
ing, nor can it be an afterthought. It is absolutely essential.

What exactly is a confrol environment and why is it
important?

A strong control environment sets an appropriate tone for the com-
pany’s attitude toward unethical behavior, including fraud. It’s not
a loose collection of touchy-feely management aphorisms. A strong
control environment:

* Fosters a culture of honesty

¢ Promotes ethical behavior

¢ Provides discipline for violations of the code of ethics/conduct

* Sets an appropriate tone for the entity’s attitudes toward
fraud and fraud prevention

* Promotes controls to prevent, deter, and detect fraud

The control environment usually includes, among other items, a
clearly written code of ethics and conduct, a confidential reporting
mechanism such as a whistle-blower hotline or helpline, suitable
employee training, and a system for responding meaningfully when
control deficiencies are pointed out and allegations of fraud are
raised.

Just as the barn creates a protective space in which the
farmer can operate effectively whatever the weather, so a strong
control environment creates a workplace where business can
be conducted, sheltered from some of the potential risks of fraud
and corruption.

The control environment can be supplemented with specific
anti-fraud and anti-corruption activities as well, just as a barn can
benefit from an alert farm cat to keep the mice and rats at bay.
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Other anti-fraud activities operate inside the environment, such
as controls targeting various forms of fraud and corruption, as well as
strategies designed to investigate and respond to crises.

Tone at the top

A key element of the control environment is the “tone at the top” of
a company. Every company has one, intentionally or otherwise. The
question is whether that tone fosters ethical behavior or whether
it seems to tolerate lapses in ethical behavior in favor of a focus on
short-term financial results. The words and actions of senior execu-
tives are a critical part of the tone at the top. Senior executives set
the tone and put in place the other elements of the control envi-
ronment to deliver their message across the company.

“Senior executives need to set the tone because their reputations
are at stake,” says Dr. Olivier Brasseur, director of the Division for
Oversight Services at the United Nations Population Fund. “Senior
executives need to understand that when their reputations are dam-
aged, they also lose their credibility and their authority to lead.”

Warren Buffett is a good example of a top executive who sets
high ethical standards for his employees. In testimony before
Congress, when he took the helm as chairman and chief executive
of embattled Salomon Brothers, he said:

I want employees to ask themselves whether they are willing to
have any contemplated act appear on the front page of their
local paper the next day, be read by their spouses, children,
and friends ... If they follow this test, they will not fear my other
message to them: Lose money for my firm and I will be under-
standing; lose a shred of reputation for the firm, and I will be
ruthless.

While the tone of the control environment flows from the
top, everyone in the company is responsible for its success. To
put it more bluntly, everyone needs to be on board and actively
participating.

For example, the audit committee can be actively involved in
the oversight of management’s efforts to create and deploy anti-
fraud controls, and can encourage management to confirm not
only that fraud risks are pinpointed but that control activities are
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established and carried out. The internal audit function in most
companies also has a critical role in making sure that anti-fraud
processes are implemented and working properly.

Public Company Accounting Oversight Board Auditing
Standard No. 5, issued July 12, 2007, puts the broad concept of the
control environment into sharp focus by noting the responsibility
of external auditors to judge the effectiveness of the control envi-
ronment at SEC registrants that are subject to certain reporting
requirements:

Because of its importance to effective internal control over
financial reporting, the auditor must evaluate the control envi-
ronment at the company. As part of evaluating the control environ-
ment, the auditor should assess:
* Whether management’s philosophy and operating style
promote effective internal control over financial reporting
® Whether sound integrity and ethical values, particularly of
top management, are developed and understood and
* Whether the Board or audit committee understands and
exercises oversight responsibility over financial reporting
and internal control.

The COSO internal controls framework, developed by the Committee
of Sponsoring Organization of the Treadway Commission (“COSO”),
is used by many companies as the framework for their internal con-
trol structure. The control environment is a key component of the
COSO framework. Establishing a control environment is critical to
the success of a company-wide anti-fraud strategy since it creates and
sustains a culture that embraces honesty and rejects fraud.

The control environment as a bulwark

As we have made clear throughout this book, preventing fraud
completely is not a realistic objective. It is, however, possible to put
measures in place that would prevent and discourage some frauds
from occurring, and detect many of those that do occur, focusing
on preventing and detecting significant frauds.

A strong control environment enhances a fraud risk management
program’s effectiveness. In a sense it is diffuse, desirably covering
an entire company. Among other things, it should desirably cause



70 Corporate Resiliency

employees, customers, and others who may be contemplating frauds,
or could be, to pause and consider. It is meant to cause people to
think about the right thing to do. Unlike more narrowly focused con-
trols, like those discussed in the next two chapters, its function is to
be generally preventive.

The control environment can involve many possible dimensions
and encompass multiple elements, ranging from very high-level
considerations such as the statements of directors and company
management to the effect that fraud and corruption will not be
tolerated, to more particular mechanisms such as compensation
schemes meant to encourage honesty and transparency in formu-
lating and reporting results.

The control environment also can entail recruiting practices
designed to identify candidate employees with desired versus unde-
sired psychological or behavioral attributes and the development
and propagation of ethics programs designed to encourage appro-
priate employee decision making.

By providing discipline, structure, and motivation, the control
environment serves as the foundation for all the various processes
that prevent, deter, and detect fraud. In a resilient corporation, the
control environment is pervasive. It is ingrained deeply into every
aspect of the company.

The control environment and governance

Effective governance processes are foundational elements of a com-
pany’s fraud risk management strategy. The audit committee, typi-
cally a committee of the board of directors, has responsibility for
some parts of governance, for monitoring the financial reporting
process, for overseeing the internal control system and anti-fraud
programs and controls, and for overseeing the internal audit and
independent public accountant.

The audit committee is also responsible for reporting its find-
ings to the board of directors. In general, it is desirable for those
charged with governance to have a reasonable basis for believing
that management implements policies encouraging ethical behav-
ior; monitor the company’s fraud risk management effectiveness;
and appoint at least one executive-level member of management to
be responsible for coordinating fraud risk management and report-
ing to the board on the topic.
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Put it in writing

As part of the company’s governance structure, a fraud risk man-
agement program would desirably be in place, including a written
policy to convey the expectations of the board of directors, the
audit committee, and executive management to assess and manage
fraud risk.

There are several formats for written policies, including varia-
tions of the options listed below:

¢ A single comprehensive and complete document addressing
all aspects of fraud control.

* A brief strategy outline emphasizing the attributes of fraud
control, but leaving the design to each of the business units.

¢ An outline referencing relevant policies.

Elements of an effective strategy usually include:

¢ Full commitment of the Board and company

¢ Fraud awareness training

* Roles and responsibilities of various functions and levels in
fraud risk management

¢ Conflict of interest disclosure processes

¢ Periodic affirmation processes

¢ Fraud risk assessment and control planning

* Reporting procedures

¢ Investigation, discipline and prosecution guidance

¢ Corrective action, where appropriate

¢ Fraud risk management process monitoring, evaluation and
improvement

An outline of a practical fraud and corruption control strategy can
be found in Australian Standard 8001-2008 Fraud and Corruption
Control, published in 2008 by Standards Australia.

Setting the tone

At the beginning of this chapter we touched on the central impor-
tance of the tone at the top, which sets the standard for behavior
across the company. Senior management, the board of directors,
and the audit committee have the primary responsibility of creating
the tone.
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It is also crucial to remember that the company’s tone at the
top extends beyond traditional boundaries by setting standards
for business partners, agents, investors, customers, suppliers — the
company’s entire extended value chain.

So, what is this tone at the top and how does a company create
an appropriate one? Let’s begin by looking at two key characteris-
tics of a good tone at the top.

1. The company has a culture and a work environment that
promotes open communication, consultation and ethical
behavior.

2. The senior executives walk the talk and lead by example
when it comes to ethical behavior.

What are the key determinants of ethical behavior? They include
company variables as well as variables at work outside the company:
the behavior of superiors, the behavior of peers, formal policies of
the company, industry-wide ethical standards and practices, and, of
course, the prevailing moral climate of society at large.

Good tone at the top reduces the chances of employees com-
mitting fraud by clearly communicating a zero-tolerance attitude
toward any and all fraud. Effective tone at the top unambiguously
rejects fraud and corruption as acceptable business practices. When
senior management sends clear, unambiguous messages stating its
unalterable opposition to fraud and corruption at every level and
for any reason, these messages can override potentially negative
influences that might tempt some people to commit wrongful acts.

A strong and unambiguous tone at the top is also likely to result
in a more favorable work environment that attracts better job can-
didates, encourages employee retention and reduces unnecessary
turnover, leading to a more stable and generally more motivated
workforce.

There are many ways for management to set the right tone, but
some of the simplest are straightforward:

Communicate what is expected of employees.
Lead by example.
Provide a safe mechanism for reporting violations.

Ll

Reward integrity.
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Internal audit’s role

Internal audit also has a role in supporting senior management’s
efforts to set the right tone for the company. It helps by testing con-
trols, such as those requiring employees to acknowledge that they
have received and read the company’s code of conduct and ethics.
Internal audit can evaluate how employees perceive and understand
the tone at the top. Internal audit, along with the company’s legal
function and human resources function, can also play a role in fol-
lowing up on allegations of employee conduct violations when they
are reported through the whistle-blower hotline or other channels.

Mike Novosel, chief audit executive at Chicago-based True
Value Company, puts it this way,

There are numerous fraud risks that you just can’t mitigate.
You can have all the controls in the world, but if two or three
people get together and decide to circumvent around a con-
trol, there’s not much you can do to stop them. So the most
important preventive controls are ‘soft controls’ such as hiring
the right people and setting the right tone at the top.

We are calling attention to the particular duties of internal audit
to underscore the notion that responsibility for establishing, main-
taining and communicating tone at the top across the company falls
on many shoulders. Good “tone at the top” isn’t just a responsibility
of senior executives — in a very real sense, it’s the responsibility of
everyone in the company.

Measuring tone at the top

The phrase, “if you can’t measure it, you can’t manage it” also
applies to “tone at the top.” But how do you measure something
that seems so, well, diffuse? Well, there are several quite sophisti-
cated ways that are increasingly used for this purpose. Employee
feedback, cultural surveys and exit interviews offer excellent oppor-
tunities for collecting valuable information about the quality and
effectiveness of a company’s “tone at the top.”

You can also conduct interviews and discussions with employees,
hold discussions with the internal audit team, and review manage-
ment’s communications with employees. Since those communica-
tions are disseminated across various channels (including email,
intranet, and voicemail) that will often provide enough material
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to develop a detailed picture of how well or how poorly manage-
ment communicates its moral and ethical policies to the rest of
the company, and how well this communication is understood and
applied by the broader employee workforce.

Written code of ethics/conduct

One of the most effective mechanisms for promoting ethical behavior
is a written code of ethics or code of conduct. Generally speaking, a
code of ethics/conduct includes provisions related to conflicts of
interest, related-party transactions, illegal acts, and the monitoring
of the code by management and the audit committee or board.

Section 406 of the Sarbanes-Oxley Act of 2002 and the SEC’s
Final Rule, Disclosure Required by Sections 406 and 407 of the Sarbanes-
Oxley Act of 2002, require a listed company to disclose whether it has
adopted a code of ethics and if it has not, to explain why. The NYSE
and NASDAQ listing standards require the adoption and public dis-
closure of a code of business conduct and ethics.

The SEC'’s final rule defines the term code of ethics as, written
standards that are reasonably designed to deter wrongdoing and to
promote:

® Honest and ethical conduct, including the ethical handling
of actual or apparent conflicts of interest between personal
and professional relationships

¢ Full, fair, accurate, timely, and understandable disclosure in
reports and documents that a registrant files with, or submits
to, the Commission and in other public communications
made by the registrant

¢ Compliance with applicable governmental laws, rules, and
regulations

* Prompt internal reporting to an appropriate person or per-
sons identified in the code of violations of the code

¢ Accountability for adherence to the code

Why is a code important?

As mentioned above, listed companies are required to dis-
close whether they have adopted a written code, and if they
haven’t adopted a code, they’re required to explain the reasons.
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Additionally, the code ideally provides a clear statement of business
principles encapsulating the company’s value system.

Imagine that for a moment—a single document setting
forth the expected cultural norms of an entire company. Such a
document has both power and value. Resilient corporations tend to
view the creation of a code of ethics/conduct as a process that cre-
ates value. They tend to see the code as a strategic asset, and not as
a cost of doing business.

So, what’s in a code? First, it provides all employees, officers,
directors, suppliers, and agents with guidance on acceptable behav-
ior relating to common areas of risk. These might include topics
such as:

Compliance with laws and regulations
General employee conduct

Conflicts of interest

Outside activities, employment, and directorships of employees
Relationships with clients and suppliers
Gifts and entertainment

Favors, kickbacks, or secret commissions
Entity communications

Privacy and confidentiality

Dealing with outside people and entities
Sexual harassment

¢ Fraud

Excerpts from Deloitie Code of Ethics and
Professional Conduct

An example that’s close to our hearts is the Code of Ethics and
Professional Conduct for our organization, Deloitte Financial Advisory
Services LLP. This Deloitte code provides detailed information, guid-
ance, and references to written policies and resources that can help
us “make the right choices on a daily basis.”

The code explains in detail the responsibilities of all employees,
clearly sets the firm’s level of expectation, and lists contact informa-
tion for sources of practical advice on following the code.

In addition to covering basic issues and values, the code unam-
biguously conveys Deloitte’s tone at the top. It asks every employee
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to consider these questions to aid in making the right decision
about a possible course of action:

* Are my actions illegal or unethical?

¢ Am I being fair and honest?

¢ Would I be unwilling or embarrassed to tell my family,
friends, or co-workers?

* Would the reputation of a Deloitte U.S. entity be harmed if
the action were revealed in the newspapers?

¢ Am I personally uncomfortable about the course of action?

* Could someone’s life, health, safety, or reputation be
endangered by my action?

¢ Could the intended action appear inappropriate to a third

party?

The code then states, “If you are still unsure of what to do, ask ques-
tions and seek additional guidance . . .” The code contains a wealth
of contact information, cross-references to detailed guidance and
applicable policies, and other useful suggestions for finding the
answers to potentially complex questions.

The code is useful and user-friendly. The code prominently
promotes integrity as a “core value”, and concisely defines integrity
as “always trying to do the right thing, the first time, every time.”

The code also states in highly visible type, “There will be no
reprisals against anyone because he or she, in good faith, reports
an ethics or compliance concern.”

We can tell you from our own experience that the code is both
a useful tool and an indispensable, foundational element of the
control environment here at Deloitte.

How does management create
a successful code of ethics/conduct?

Any code, no matter how valuable, is likely to encounter resist-
ance if employees feel as though it’s been imposed on them. So it’s
essential to encourage a sense of employee ownership of concept
and content when the code is developed.

It is probably not a good idea to write the code at a top-level
management retreat. Try to make sure the code is developed in a
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collaborative environment that encourages input from all levels
across the company. Don’t work in a vacuum.

The code should be written in a manner that makes it relatively
easy to update over time. Flexibility is the key here. The code can
be firm, but it shouldn’t be rigid.

After the code is written and distributed, it is important to
identify and explain the benefits of adhering to it. It is also crucial
to demonstrate that management is willing to reward ethical con-
duct, and punish unethical behavior. Actions that reinforce the
integrity of the code should be recognized, and when appropriate,
rewarded. Periodically, employees may be required to demonstrate
understanding of the code.

Ethics training for all
employees—including management

It would be naive to assume that every employee who reads their
company’s code of ethics/conduct will walk away with the same
understanding. You should consider implementing a formal training
regimen that could include testing and periodic refresher courses.

Training reinforces the company’s ethical values and anti-fraud
control environment. Tailored training based on the company’s
identified risks, including fraud risks, is likely to be more effective
than generic content.

Testing is often part of the training regimen, since you will want
a way of proving that employees have actually absorbed the lessons,
understand the code of ethics/conduct and know what is expected
of them in terms of ethical behavior.

Periodic surveys of the workforce can be valuable, since they
will tend to reveal deficiencies or problems in the control envi-
ronment that could open doors to fraud or other mis-behavior.

An adjunct to ethics training is fraud awareness training.
Making employees aware of common schemes and, at least in out-
line, the steps that the company is taking to avoid or mitigate them
can enhance employees’ effectiveness in deterring and detecting
fraud.

The net takeaway here is that new employees need training, and
all employees benefit from periodic refresher training. Training is
an essential component of the modern fraud control environment.
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Hotlines, helplines and whistle-blower programs

Section 301 of the Sarbanes-Oxley Act of 2002 requires each issuer’s
audit committee to establish procedures for:

* The receipt, retention, and treatment of complaints received
by the issuer regarding accounting, internal accounting con-
trols, or auditing matters

* The confidential, anonymous submission by employees of
the issuer of concerns regarding questionable accounting or
auditing matters

This requirement is commonly fulfilled by providing a hotline, (or
helpline as some companies prefer to position it) along with other
mechanisms for reporting such as email, Web forms, fax and mail.
In addition to making them accessible to employees, consider mak-
ing them available to individuals outside of the company (i.e., ven-
dors, customers, agents, and even the general public) to report
potential fraudulent behavior.

Training will help employees to know how and when to use the
hotline. Procedures will be needed for handling complaints and for
accepting confidential “whistle-blower” submissions about question-
able accounting or auditing matters.

Why are hotlines so important to the control environment? The
answer is stark and simple: the most common way in which work-
place frauds of all kinds are uncovered is through tips. According
to the Association of Certified Fraud Examiners’ 2008 Report to the
Nation on Occupational Fraud and Abuse, 46 percent of the nearly
1,000 frauds in their study were detected that way. In public com-
panies the figure was 54 percent and in private companies it was 38
percent. In any case, it is extremely valuable to have a robust system
in place for encouraging, enabling and rewarding the reporting of
potential wrongdoing.

Employees need to know that they can report their suspicions
without fear of retaliation. They need to know that their willingness
to use the system when necessary will not result in them losing their
jobs or getting entangled in legal proceedings.

In addition to serving as a deterrent for unacceptable behav-
ior, the goal of a hotline is to enable the company to identify and
resolve issues early, potentially mitigating liability. It demonstrates
management’s due diligence, and complies with the Sarbanes-Oxley
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Act of 2002 and the Federal Sentencing Guidelines for organiza-
tions, which define the elements of an effective compliance and
ethics program.

Our colleague David Williams, chief executive officer of Deloitte
Financial Advisory Services LLP, says you can learn a lot about the

state

of a company’s control environment simply by looking at its

whistle-blower program.

Some companies would prefer not having a whistle-blower pro-
gram because they think it will uncover issues they don’t really
want to deal with. Some companies mostly use their hotlines
to put out fires. Other companies see the hotline as a source
of valuable information and insight that can help them iden-
tify trends and deal with issues before they become potentially
dangerous. Those companies see their anti-fraud strategies as
investments, not as costs, and they’re the ones that tend to be
more successful.

We agree with David’s premise, and we urge you to ask yourself
whether your company regards its hotline as a cost or an asset.

Characteristics of a good whistle-blower program:

Hotlines or other confidential reporting mechanisms are
accessible to all personnel.

Management should consider making hotlines available to
people outside the company — vendors, customers, agents
and even the general public.

Management has made it clear there is zero tolerance for
retaliation for good faith reports.

Training to ensure that all employees know how to use the
hotline.

The adequacy of procedures for handling complaints is
assessed.

A formal program and procedures for proper follow up on
reported allegations is implemented.

Procedures are in place to support the confidentiality of the
whistle-blower processes and prevent unauthorized access to
data.

Key metrics of the hotline, such as call volume, are regularly
benchmarked against industry standards.
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* Regular communication to all personnel to advise them the
hotline is an available resource.

* Anonymous cultural surveys are used to gauge employees’
confidence in and understanding of the hotline mechanism.

The role of human resources—employee selection
and discipline

Let’s be candid. The effectiveness of automated controls to prevent
fraud can be overcome. In the real world, many internal control
activities still depend largely on the effectiveness and judgment of
individuals. The quality of these individuals is a relevant issue for
the simple reason that people, not machines, are currently the most
effective defense against most fraud and corruption.

Consistent hiring and promotion of high-integrity individuals
can be a visible demonstration that management is serious about
setting the right tone and maintaining a control environment
throughout the company.

The human resources function obviously plays a prominent role
in hiring and retaining a high-quality workforce. So it makes sense
for companies to ensure that appropriate standards exist for hiring
and promoting personnel.

For all employees, particularly senior management and those
individuals with influence over financial reporting or who are
involved in the preparation of the financial statements (including
board of directors, audit committee, general counsel, CFO, and
controllers), these standards may include a background investiga-
tion confirming prior education, work experience, evidence of
integrity, and a search for evidence of criminal activity. Such steps
taken should desirably be documented and reviewed by appropriate
personnel.

Management may also consider performing background inves-
tigations for existing employees being promoted into a position of
trust and on a periodic basis for those serving in such positions.
Employees who join the company through mergers or acquisitions
are also candidates for such checks, especially if comparable proce-
dures were not in place at their former company.

Moreover, the U.S. Sentencing Commission’s Federal Sentencing
Guidelines Manual states that specific individuals within manage-
ment should be assigned overall responsibility for compliance and
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ethics. The Commission also recommends that organizations use
due care not to delegate substantial discretionary authority to indi-
viduals the organization knows, or should have known through the
exercise of due diligence, to have engaged in illegal activities or
other conduct inconsistent with an effective compliance and ethics
program.

Management should also consider periodic communications to
employees regarding disciplinary actions the company has taken
against employees found to have engaged in unethical and perhaps
fraudulent behavior. A corner of the company’s employee newslet-
ter (likely an email or intranet page these days) is a great vehicle
to do this. The legal and human resources functions would play a
key role in qualifying and formulating the messages. Legal counsel
would likely require that names and other details that would iden-
tify the individuals be omitted.

Opportunities should not be missed to demonstrate to employ-
ees that the company takes its values and code of conduct seriously
and consistently takes disciplinary action, including termination,
where appropriate.

In Chapter 8, we will also take up the question of whether
employee psychological or behavioral evaluation makes sense as a
detection mechanism.

This is all another way of saying, “know your employees,”
because you may be held accountable if you have not taken the
proper steps to check their backgrounds and assess their integrity.

Other general strategies of which fraud risk
management is a component

Before moving on to our chapters about specific preventive and
detective controls, let’s take a brief look at several other existing
strategies for managing fraud risks. We do not believe that any of
these strategies would function as a stand-alone solution, but they
should be considered as potentially useful components of a com-
prehensive fraud risk management strategy.

We also note that the strategies, which tend to be cut from
whole cloth, and therefore involve concerns that are more varied
than managing fraud risk, are very much a part of current manage-
ment theory discourse.
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Enterprise risk management

Risk management and ERM (Enterprise Risk Management) have
been familiar terms in the financial services industry for more than
a decade. It is only recently that ERM programs have gained wider
acceptance beyond the financial services industry.

It appears likely that the financial sector’s experience with ERM
may be studied carefully by companies that want to do a better job
of managing the entire spectrum of risks facing them. Why do we
believe this is a particularly good idea at this time? Well, if we have
learned anything in the past decade, it is that the most dangerous
risks are the ones you do not anticipate and do not prepare for. As
we stated earlier, the pace at which new risks emerge seems to be
accelerating.

We think that ERM fits closely with the central thesis of this
book, that successful companies are the ones that foster resiliency
in regard to the risk of fraud and corruption and that do so by
focusing on assessing risks, then putting company-wide as well as
specific controls in place. Such companies also focus on the need
to put in place fraud investigation and other response capabilities.

What exactly is ERM? According to COSO, ERM is “a process
affected by an entity’s board of directors, management and other
personnel, applied in strategy setting and across the enterprise,
designed to identify potential events that may affect the entity. ERM
provides a framework to manage risk according to the company’s
appetite and offers reasonable assurance regarding the achieve-
ment of its objectives.”

The Institute of Internal Auditors defines ERM as “a rigorous
and coordinated approach to assess and respond to all risks that
affect the achievement of an organization’s strategic and financial
objectives; includes both upside and downside risks.”

Fundamentals of ERM

ERM can take many forms, so it would be useful to list some of its
fundamental concepts. Generally speaking, effective ERM is:

® A process, ongoing and flowing through an entity
¢ Effected by people at every level of a company
¢ Applied in a strategy setting
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e Applied across the enterprise, at every level and unit, and
includes taking an entity-level portfolio view of risk

® Designed to identify potential events that, if they occur, will
affect the entity and to manage risk within its risk appetite

¢ Able to provide reasonable assurance to an entity’s management
and board of directors

* Geared to achievement of objectives in one or more separate
but overlapping categories

In addition to aligning risk appetite and strategy, ERM should help
the company enhance its risk response decisions, reduce opera-
tional surprise and losses, identify and manage multiple and cross-
enterprise risks, seize legitimate business opportunities, and improve
the deployment of capital.

The goals of an ERM program are quite straightforward.
First, the program can facilitate an understanding among the
board and senior management of how their company’s risks
are being managed on a daily basis. The program can also aggre-
gate significant risk information and integrate it through the com-
pany to create one view of the enterprise’s risk profile and status.

Finally, an effective ERM strategy can have the capability of
equipping the various segments of the company with the capacity
to consistently identify, evaluate and report on the control of their
significant risks, both financial and non-financial.

Achieving risk intelligence

We believe that resilient corporations try to elevate their ERM
capabilities to the point at which they are “risk intelligent.” Our
colleagues who focus on this area like to call these model com-
panies “risk intelligent enterprises.” No matter what designation
you choose, these corporations are likely to share the following
characteristics:

¢ Their risk management capabilities span the entire company,
and are not limited to individual business units or silos.

¢ Their risk management practices cover a wide spectrum of
new and emerging risks, not just obvious ones.

® They disseminate what they learn from their risk manage-
ment practices across the enterprise so that everyone with an
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interest in mitigating risk can share the knowledge that is cre-
ated by the company’s risk management systems.

® They leverage their investments in risk management
technologies and processes to create value for the business.

Among the potential competitive benefits of an effective risk
intelligence strategy are:

¢ Improved ability to prevent, quickly detect, correct, and esca-
late critical risk issues

* Reduced burden on business operations by standardizing risk
management principles and language

* Reduced cost of risk management by improved sharing of
risk information and integration of existing risk management
functions

* A means to improve strategic flexibility for both upside and
downside scenarios

¢ The ability to provide a “comfort level” to the board and other
stakeholders that the full range of risks is understood and

managed

Fundamentals of GRC

Another corporate strategy involving fraud risk management that
has gained traction in recent years is GRC, which stands for govern-
ance, risk and compliance. For the purposes of this discussion, we’re
using these definitions:

Governance—culture, policies, organization structure, and
processes by which companies are directed and controlled;
provides the structure through which company objectives
are set, and the means of attaining those objectives and
monitoring performance

Risk—the effect of estimated uncertainty on business objectives;
risk management is the coordinated activity to pursue oppor-
tunity while managing adverse events and conduct

Compliance—the act of adhering to, and demonstrating adher-
ence to, external laws and regulations as well as corporate
policies, procedures, and controls
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Basically, GRC rests on the belief that an integrated approach to
governance, risk, and compliance can be a valuable tool in avoiding
the downsides of risks, including fraud. GRC can be viewed as a sys-
tem of related functions, with common activities, best approached
in a comprehensive, holistic manner.

Since each component of GRC includes numerous sub-
processes, it’s understandable that fashioning a well-integrated com-
mon methodology is considered a daunting task. We don’t dispute
the notion that developing a robust GRC strategy involves many
challenges, but we also believe that GRC is growing in importance
and deserves greater attention.

Complicated, but worth the effort

For an expert opinion on the complexities of GRC, we turned to Lee
Dittmar, a leading proponent of GRC at Deloitte Consulting LLP.

“Directors, CEOs, CFOs, and leaders everywhere are struggling
with ever-increasing challenges as they juggle strategy execution
and performance management with myriad risks and complex reg-
ulatory requirements in the global marketplace”, says Dittmar. “The
hard truth is that many executives don’t know what they need and
want to know — and that’s a huge problem.”

Many companies may be hard pressed to anticipate and prepare
for the multitude of risks generated by the economics of globalization.
“Individual and isolated areas of risk exist in abundance, and the result-
ing complexity is more costly and more risky than necessary or desired”,
says Dittmar. “The need for and value of implementing an integrated
approach to managing the GRC environment is greater than ever.”

Despite its complexity, GRC is a challenge worth embracing, and
overcoming. We firmly believe that mastering the complexities of
GRC can generate business value that is both real and measurable.

Integrated versus nonintegrated GRC

While it might seem obvious that an integrated approach to GRC
strategy is preferable to a nonintegrated approach, it’s worth a few
moments to consider the benefits of integration. The key objectives
of integrated GRC include:

¢ Integrated risk management
¢ Reduced chance of important risks falling through the cracks
by creating a system of checks and balances
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Increased assurance that objectives are met

Lower costs

Less duplication of effort and fewer error-prone manual
activities

Reduced need and cost for reconciling information across
the company

Improved business performance

Improved quality of information upon which decisions
are made

Improved efficiency by optimizing processes to fit collective
needs

Increased profitability providing resources to invest in strate-
gic, long-term objectives.

Survey results show desire for integrated GRC

A 2007 survey of 250 GRC professionals, sponsored by Deloitte

LLP,

SAP and Cisco, revealed six key areas of agreement on GRC

strategy:

SEENAN A

Integration, maturity and performance go hand in hand.
Integration enables efficient and proactive GRC.

Integrated GRC creates real business value.

Fragmentation is a risky business.

Fragmented entities want to change.

Everyone expects to spend more money on technologies that
will improve their GRC capabilities.

The survey shows that GRC professionals believe strongly that
companies with integrated GRC processes perform much better
than those whose GRC processes are fragmented. As the survey
report states:

When it comes to risk management, many fragmented entities
admit to being behind, and the contrast with integrated entities is
dramatic. While fully two-thirds of integrated respondents say
they are leaders or better than peers in risk identification and
assessment, nearly half of fragmented entities admit to being
worse than peers and see that they are lagging behind.
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Moreover, the poll indicates that companies with fragmented
GRC processes generally skew towards the immature end of the
compliance capability scale on every measure.

These are important findings since they seem to suggest a clear
message for senior executives when it comes to sorting out GRC pri-
orities. Take advantage of opportunities to integrate GRC processes
when they arise.

Key attributes of companies with
robust GRC strategies

Our sense is, as we noted in previous chapters, that resilient compa-
nies manage the risk of fraud from a strategic point of view. Taking
a page from GRC, we would also say that they manage risk in an
integrated fashion. Here are some of the key characteristics of resil-
ient corporations with integrated strategies for GRC:

* There is a true balance of power with a proactive, highly
independent board operating with objectivity and playing a
key role as valued advisors to management.

® Senior management sends a clear and consistent message
regarding the company’s commitment to responsible and
ethical conduct in all dealings and the message is reinforced
throughout the company.

* Senior executives and the board embrace risk intelligence as
a key principle to help manage performance in all areas.

¢ Risk is managed using a consistent approach and high-level
framework.

¢ Technology is highly leveraged to automate GRC monitoring,
including the use of key performance indicators, and is a key
tool used at all levels to manage performance.

¢ Risk intelligence and GRC are integrated with the company’s
rewards systems.

As it does with other anti-fraud strategies, internal audit can play
an important role as a trusted, objective advisor to management on
GRC policies and procedures. Internal audit should also evaluate
the design and effectiveness of GRC initiatives.

Even if your company does not embrace GRC, you may well dis-
cover that managing ethics, fraud, compliance, and risk management
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effectively requires careful coordination of people and activities
in different departments of your company. Duplicative activities
and possibly even turf wars may be an issue, while the risks that fall
through the cracks between departments may be less apparent. One
way or another, you may well end up pursuing the objectives of GRC,
but perhaps in a less ambitious way.

PACI, anti-corruption, and the control
environment

As mentioned earlier, a strong control environment also plays
a crucial role in deterring corruption. We are all likely to have
read about legal remedies against corruption, such as the Foreign
Corrupt Practices Act, and its increasing prominence in enforce-
ment circles. Criminalization, however, is not the only anti-corrup-
tion strategy for deterring corruption. Management may also be
aware of corporate level, self-imposed control programs aimed at
combating corruption and its effects.

Companies can enhance their reputation and even gain a com-
petitive advantage by taking a strong stance on anti-corruption.
In a September 16, 2008 article in the Nigerian publication This
Day, Patrick Ugeh reported that the president and CEO of GE
International, Ferdinando Nani Beccalli, gave an interview in Abuja
in which he stated, “One of the advantages of working with GE is
that if you work with GE, you are guaranteed that you are working
with a company that is clean, that is not giving bribes and that is
always making integrity as the first step in our business. So if the
government or anybody cooperates with a company like ours, it is
like the seal of guarantee that things are done in a clean way.”

With a number of major international companies affected by
allegations or investigations of bribery and corruption, winning
business under a global media spotlight may increasingly require a
strong anti-corruption approach.

The World Economic Forum’s Partnering Against Corruption
Initiative (PACI) was launched in 2004. It is a private-sector initiative
created by the Engineering & Construction, Energy, and Mining &
Metals Governors of the World Economic Forum, in cooperation with
Transparency International and the Basel Institute on Governance.

Its overarching goal is providing useful guidance on anti-
corruption strategies and policies for governments and companies all
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over the world. As such, it has established a valuable network of cor-
porate relationships with key players and institutions possessing expe-
rience and knowledge across a broad range of anti-fraud activities.

PACI has created a set of principles for countering bribery, which
includes “a common language on corruption and bribery valid for
all industries firmly believing that corruption cannot be countered
without leadership and commitment from the top.”

Indeed, one of PACI’s basic precepts is that corporations should
develop a zero-tolerance for bribery. Toward that end, the PACI
principles offer a framework for “good business practices and risk
management strategies for countering bribery.” The principles are
designed to help companies:

¢ Eliminate bribery.

¢ Demonstrate their commitment to countering bribery.

® Make a positive contribution to improving business standards
of integrity, transparency, and accountability whenever they
operate.

Because the PACI Principles “are designed to provide companies of
all sizes with practical guidance rather than specific prescriptions
for developing their own policy statements and programs for com-
bating bribery and other forms of corruption in international
business,” they are particularly useful and should be considered a
valuable set of resources for any company tasked with developing
or managing anti-fraud or anti-corruption processes.

It is important for senior executives to understand that PACI,
unlike other initiatives, does not focus on the criminal aspects of
corruption. It is fundamentally different from a governmental
approach to corruption, which centers on enforcement and pros-
ecution. The goal of PACI is helping companies eliminate bribery.
It attempts to do so by offering a practical anti-corruption frame-
work that can be implemented from within. In keeping with other
aspects of this chapter, one of its key issues is the tone at the top of
companies and what that tone says about corruption.

We believe that a resilient corporation would consider integrat-
ing the PACI concepts into its existing anti-fraud control environ-
ment. As a component of a comprehensive fraud risk management
strategy, PACI would likely offer significant benefits to any company
that is serious about combating fraud and corruption.






CHAPTER

Preventive Controls: Particular
Fraud and Corruption Avoidance
Strategies and Tactics

Key points:

> Inaddition to broader, entity-level controls discussed in Chapter 6,

effective fraud and corruption risk management also includes
the use of controls designed to prevent particular types of fraud
and corruption schemes.

The choice of preventive techniques can be driven by the risks
identified in the fraud and corruption risk assessment process.

Decisions about whether to implement particular controls may
include consideration of the cost-benefit perspective.

Risks change over time. Effective ongoing monitoring allows
management to determine whether current controls are still
relevant and whether newly identified risks can be managed
effectively.

Getting down to brass tacks

Hopefully, what you have read so far has convinced you that a proac-
tive approach to managing fraud and corruption risks offers many
advantages. In Chapter 5, we described the fraud and corruption risk
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assessment process and in Chapter 6 we discussed the importance of
the control environment and other corporate wide anti-fraud controls.
Now we are going to dive into the details of fraud and corruption con-
trols designed to help prevent particular schemes.

As you probably know, anti-fraud controls are divided into
two general categories: preventive and detective. In this chapter,
we focus on preventive controls. In Chapter 8, we look at detective
controls.

In general, preventive controls are designed to help stop or
deter fraud and corruption before it occurs. Since it is reasonable
to assume that potential fraudsters will hesitate before committing
a wrongful act if they know that specific detective controls are in
place; detective controls also can serve as everyday preventive con-
trols. As we will show later in this chapter, detective controls can
sometimes serve double-duty as monitoring tools to assess how well
the preventive controls are working.

The value of preventive controls can be enormous. In a
February 29, 2008 Chicago Tribune article by Joshua Boak, a rogue
trader in the Memphis office of futures firm MF Global was
reported to have made huge unauthorized trades in Chicago wheat
futures, leading to a loss of $141.5 million.

According to the article, the company’s chief executive said in
a conference call with analysts that MF Global had eliminated some
trading controls because they slowed the execution process. It was
decided after the loss to place controls on all systems, sacrificing
some efficiency for security.

Managing the Business Risk of Fraud: A Practical Guide (“the Guide”)
sums it up neatly in its section on fraud prevention:

If effective preventive controls are in place, working and well-
known to potential fraud perpetrators, they serve as strong
deterrents to those who might otherwise be tempted to com-
mit fraud. Fear of getting caught is always a strong deterrent.
Effective preventive controls are, therefore, strong deterrence
controls.

It is worthwhile to note that the idea of taking a systematic
approach to implementing preventive controls is a relatively new
development in the evolution of anti-fraud strategy.
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Until fairly recently, the accepted approach for dealing with
fraud was based to a large degree on finding it after the fact. “We
would stumble across fraud while we were looking for something
else,” is how one expert described the traditional approach.

People generally believed that fraud and corruption were
harsh facts of life that you couldn’t control, like lightning strikes.
As a result, there were few processes for dealing systematically with
fraud and corruption, and the processes that did exist were often
less than comprehensive.

Contemporary proactive strategies for managing fraud and
corruption risks challenge the traditional approach. In essence,
the modern strategies focus more effort on preventing and deter-
ring a fraud or corruption scheme from occurring, detecting it as
quickly as possible if it occurs, and taking greats steps to mitigate
its impact.

There’s good reason to be proactive. According to the
Association of Certified Fraud Examiners’ 2008 Report to the Nation on
Occupational Fraud and Abuse, the median duration of frauds at pub-
lic companies with whistle-blower hotlines was eight months, or one-
third, shorter than at those without hotlines. Even more significantly,
the median loss was only $100,000 instead of $784,000, a saving of
$684,000 or 87%. That looks like a wise investment, considering a
hotline service might cost just a few thousand dollars a year.

Confronting fraud and corruption risks

Fraud controls are devised to confront fraud risks. Like the control
environment discussed in the previous chapter, control activities are
present across the company, at every level and throughout all func-
tional areas. Their purpose is mitigating fraud and corruption risks
that have been identified in the fraud and corruption risk assess-
ment process and ensuring that the company’s risk management
goals are achieved.

Common wisdom dictates that when fraud and corruption
risks are identified, management designs and deploys the controls
required to address those identified risks. They can also create addi-
tional controls where control activities are nonexistent to address
potential risks that become a focus of a fraud and corruption risk
assessment. Employees, business process owners, and the internal
audit function can all assist in developing these controls.
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Companies have often fallen short in confronting fraud and cor-
ruption risks due to a misconception that their traditional internal
controls will protect them against such risks. Traditional inter-
nal controls are not necessarily designed to protect against fraud.
According to COSO’s definition of internal controls, they are of
limited value in fraud prevention due to the key role of collusion,
the prominence of management overrides in accounting fraud, and
human error.

Another misconception in such companies is the mindset that
certain types of fraud, such as those involving collusion and override
of controls, can never be prevented or detected. Companies that have
been successful in reducing their exposure to fraud have realized that
fraud controls can be designed and created, and that traditional con-
trols can be supplemented to help mitigate the risk of fraud.

The Guide illustrates the difference between traditional, gen-
eral controls and antifraud controls: “Where a general, internal
control might be executed with limited skepticism (e.g., agreeing
an accrual balance to underlying support) an anti-fraud control
would include an evaluation of the underlying support for consist-
ency in application from prior periods and for potential inappro-
priate bias.”

Preventive controls can be especially important in difficult eco-
nomic circumstances or when there is intense pressure to meet
expectations. Sometimes the temptation to “fix the numbers” can
seem overwhelming. Our colleague, Adam Weisman, puts it this way:

Every time that you’re not meeting expectations, a couple of
thoughts probably run through your mind: “What do I do to
fix this? How can I meet expectations?” There are ways to meet
expectations that are ethically proper and there are ways that
are ethically improper. Sometimes if the fix is small, you might
be tempted to do something improper. Even when you know
it’s not ethical, you tell yourself that it’s just so unimportant that
it really doesn’t matter. So you do it. Then the end of next quar-
ter arrives and the expectations have grown. Now the hole that
you have to fill is bigger than it was. That’s the insidious part
about fraud. In order to not get caught for what you did in the
previous quarter, you’ve got to do it again this quarter. And now
you have an even bigger hole to fill, so you have to do more
things that are probably improper. You find yourself deeper
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in the hole and you’ve got to keep digging in order to not get
caught for what you did in the past. It’s a vicious cycle.

A vicious cycle indeed. Eventually, a fraudster probably will be
caught. By that time, the damage would have been done. If your
company had implemented a robust set of preventive controls, one
might have thought twice and decided to do the right thing.

Background checks and enhanced due diligence

Preventive controls combating fraud and corruption risks can com-
mence right from the start of employment, at the point of recruit-
ing and hiring potential employees. An anti-fraud preventive
measure is to embed fraud controls into the recruiting and hiring
process. Companies can do this by assessing candidates from an
ethical perspective in the interview screening process. For this to
be effective, the company should be prepared to walk away from
making an offer to candidates who meet all the requirements of the
role but have questionable attitudes toward ethics and integrity.

The University of Notre Dame’s Institute for Ethical Business
Worldwide has developed ethical guidance for recruiters and job
applicants. Ethical Business Practice: Importance for the Recruiting
Process gives examples of ethics questions recruiters and candi-
dates can ask to help them make an ethically-informed recruiting
decision.

In addition, detailed background and reference checks prior
to hiring can act as a good fraud preventive control. After the
recruiting and hiring process, on-going fraud awareness education,
including active education about the red-flags of fraudulent or
corrupt activity and measures employees can take to prevent such
schemes, can equip employees with knowledge to help prevent and
detect fraud and corruption.

Background checks can also be a crucial part of the due diligence
process that is a normal part of any proposed acquisition or merger.
Our colleague Wendy Schmidt has been retained to conduct exten-
sive background research for global businesses that are interested in
acquiring or investing in other businesses, often in distant countries.

“I remember a case involving a large firm that was trying to invest
in a smaller company in Southeast Asia. Our research turned up local
newspaper stories linking the smaller company to an alleged plot to
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murder a reporter. Obviously, these were very serious allegations and
the firm decided not to invest in the company” says Schmidt.

Automation can be essential

A key consideration for companies in fraud and corruption preven-
tion is the degree of automation of controls. Generally speaking,
automated or information technology (“IT”) controls are usually
better fraud controls than manual controls.

While complete automation of controls is neither practical nor
desired, a higher mix of automated versus manual controls usually
results in better fraud prevention. Automated controls in the gen-
eral ledger can identify sensitive or high fraud risk transactions as
they happen so that they are flagged for consideration of fraud.

Access controls, meaning restrictions on access to company
information based on business needs, are a key example of auto-
mated controls. These restrictions are aimed at reducing the risk
of individuals accessing certain parts of the company’s system to
commit fraud. For example, a person who is permitted to make
payments for disbursements can be restricted from accessing the
general ledger in order to record journal entries. Otherwise, they
could initiate a disbursement and then use journal entries to help
cover their tracks.

Preventive controls and three broad categories of risk

Preventive fraud controls are generally aligned to confront three
broad categories of risk:

1. Fraudulent financial reporting
2. Misappropriation of assets
3. Bribery and corruption

Within each of the three categories there are a number of possi-
ble schemes to be considered, including schemes by employees,
by customers, by vendors, and by organized criminals. In its 2008
Report to the Nation on Occupational Fraud and Abuse, the Association
of Certified Fraud Examiners sets out its Occupational Fraud and
Abuse Classification System. While employee fraud schemes may
seem to come in as many different flavors as ice cream, this system



Preventive Controls: Avoidance Fraud and Corruption 97

demonstrates that in practice, they normally fall into a number of
standard varieties. They may be dressed up slightly differently to
help deceive the victims, but the core schemes can be remarkably
consistent.

This classification system also helps to demonstrate the advan-
tage of organizing your company’s potential fraud risks and
schemes, taking a complex issue and organizing it into more man-
ageable parts.

“As always, the first step is understanding your business. When
you understand your business, you can understand the risks associ-
ated with it. Then you can make sure that you have adequate inter-
nal controls, along with appropriate policies and procedures, for
mitigating those risks,” says our colleague Albert Lilienfeld.

Let’s now take a deeper dive into some strategies and practices
in developing fraud controls for each of these three categories.

Fraudulent financial reporting

One of the most significant concerns in financial reporting relates
to the possibility that individuals, often senior executives, may over-
ride existing controls in order to report false results. For example,
a controller might order an employee of the accounting staff to
record in the general ledger a fictitious entry that has no support-
ing documents and no basis in fact; thereby overriding the normal
control of only recording items on the books if there is appropriate
supporting documentation. Or a member of the management team
intent on committing fraud might violate segregation of duties con-
trols and make journal entries directly into the accounting system.

Examples of fraud controls that may help to mitigate the risk
of management override (according to the Public Company
Accounting Oversight Board’s Auditing Standard No. 5), along with
our observations on them, are:

e Controls over significant, unusual transactions particularly those
that result in late or unusual journal entries These could be spe-
cial transactions that enable earnings estimates to be met
despite adversity in actual business operations. Preventive
controls to address such transactions could include required
approval of transactions over a certain value by the board and
testing of such transactions by internal audit.
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Controls over journal entries and adjustments made in the period-
end financial reporting process These are manual entries that
are made to the books and records after the general jour-
nal entries have been processed and closed. An example
of such preventive controls would be system restrictions so
that such entries require multiple electronic approvals before
being processed. They might also be electronically flagged
for special attention by the internal audit function.

Controls over related party transactions Controls to prevent fraud
in this area could include a mechanism whereby anytime an
entry with a related party occurs a flag in the system is set that
calls such transactions out and allows for such transactions to
be separately viewed, approved and disclosed.

Controls related to significant management estimates These con-
trols reduce the leeway a perpetrator might have to manipu-
late accounting allowances for bad debts, excess and obsolete
inventory, warranty claims, or environmental remediation,
for example, thereby achieving the desired bottom line
results. Preventive controls here might include well-defined
processes for developing and documenting accounting
estimates, with testing by the internal audit function of adher-
ence to those processes.

Controls that mitigate incentives for, and pressures on, manage-
ment to falsify or inappropriately manage financial resulis—Here
the focus is on avoiding compensation mechanisms or per-
formance measures for management that could drive man-
agement to commit fraud. Preventive controls here include
board review and approval of senior management compen-
sation structures and amounts as well as performance mea-
sures, to help avoid undue incentives for fraud.

Misappropriation of assets

Fraud controls in this category vary greatly depending on the indus-
try and the type of assets involved. For many industries, misappro-
priation of physical assets is a relatively modest risk, occurring quite
frequently but in small amounts. Retailers have a more significant
issue due to organized retail theft. Technology companies have
small high value components that can go astray. And pharmaceuti-
cal companies have safety and security issues to consider for certain
products in addition to the potential loss of value.
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For safeguarding cash, it is particularly important to have good
treasury fraud controls. Preventive controls here include strict seg-
regation of duties. Different employees would be responsible for
different functions such as approving disbursements and preparing
bank reconciliations. More and more companies now have their
treasury department separate from their finance department to
maintain proper segregation of duties. Strong access controls are
also important to help prevent organized criminals on the other
side of the world from using online access to empty your company’s
bank account while you are sound asleep.

A much more challenging area these days is protecting against
theft of non-physical or intangible assets such as customer lists, sales
records, business plans, and personally identifiable information
relating to employees, customers, contractors or others.

A September 17, 2008, article in American Metal Market reported
that three former employees at auto parts supplier Metaldyne
Corp. had pleaded guilty to charges relating to alleged selling
of trade secrets to a Chinese competitor. Prosecutors alleged
that Metaldyne’s former vice president of sales and a metallur-
gist in the company’s Shanghai offices passed information about
the company’s manufacturing processes and internal costs to the
competitor.

As companies go global and stretch their supply chains around
the world, the risk of valuable proprietary information being mis-
appropriated increases. Cultural differences and the remoteness
of some facilities can render traditional preventive controls less
effective.

In this area, strong information security and access controls are
key. These might include limiting access to different pools of data,
encryption of proprietary customer information, or having a ’ster-
ile’ call center environment, meaning one in which no papers or
pencils or email access are permitted and information cannot be
downloaded to thumb drives or other portable media devices.

Bribery and Corruption

Preventive controls can also be designed to address risks related
to corruption. One effective measure is to put in place a program
requiring thorough background checks on any joint venture part-
ner, third party agent or vendor prior to doing business with them,
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including searches on databases of local newspapers and news
agencies.

When doing business overseas, it is always good to get feedback
from local personnel on the conduct and reputation of potential
business partners, agents, or vendors.

A growing practice is also to have a separate ethical code of
conduct for vendors, business partners, and agents and having the
other party certify adherence to such a code. In addition, contract
terms may include provisions on repercussions for bribery and
kickbacks and adherence to the Foreign Corrupt Practices Act
and other applicable laws and regulations.

To combat the risk of FCPA violations, another control could
be to require the review of payments made above a certain thresh-
old to third party agents, government officials, and other politi-
cally exposed persons. Such payments can also be subject to an
independent review, plus a rule that payments cannot be made out-
side the country where services are rendered. Such controls may
impact the speed and flexibility of doing business, but that may be
an acceptable trade-off given the potential downside risks of mak-
ing inappropriate payments.

Lastly, a good bidding system that requires bids for all procure-
ment activities above a certain dollar threshold can be an effective
control. For larger contracts, consider having a cross-functional
committee decide which bidders win. This may lessen risks of brib-
ery and kickbacks.

To sum up, each type of control involves costs and trade-offs.
Management is responsible for determining which controls are
appropriate based on a careful consideration of the potential fraud
risks identified in the fraud risk assessment.

Resilient corporations seek to match their fraud controls with
their identified risks. They find an efficient balance between pre-
ventive and detective controls. Since that balance will shift over
time as new tools emerge and risks evolve, be prepared to adjust
and refine your preventive controls periodically.

Monitoring and evaluating preventive controls

Monitoring the quality and effectiveness of controls is a critical part of
the COSO framework and that applies just as much to fraud controls
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as to controls designed to prevent and detect errors. While the COSO
framework established in 1992 formally introduced the concept of
monitoring, in 2009, COSO elaborated on the monitoring compo-
nent, issuing Guidance on Monitoring Internal Control Systems.

This part of COSO had a dual objective: helping companies
“improve the effectiveness and efficiency of their internal control
systems” and providing “practical guidance that illustrates how
monitoring can be incorporated into a company’s internal control
process.”

Stated simply, monitoring helps determine whether your anti-
fraud processes are working or need improvement. Monitoring
enables you to assess operating effectiveness of controls, identify
problems, and report deficiencies.

Monitoring activities consist of independent evaluations and
ongoing activities. Independent evaluations are commonly per-
formed by internal audit functions and vary in scope and frequency
depending on an assessment of risks and the effectiveness of ongo-
ing monitoring methods. Evaluations can involve implementing
detective activities, which are integral as they provide an additional
measure of the efficacy of preventative controls.

Detective control processes, which we will focus on in the next
chapter, can also help companies identify new fraud risk factors
and update their fraud risk assessments. When detective controls
identify new schemes that had not been anticipated, new preventa-
tive controls can be developed and deployed, creating a dynamic
process.

The monitoring process can pay special attention to the risk
of override of controls by management. Controls for preventing
management override can include active oversight from the audit
committee, whistle-blower hotlines and related systems for gather-
ing employee input and reviewing journal entries for evidence of
fraud.

Ongoing monitoring takes place within the normal course of
business operations. Monitoring activities can include procedures
such as the reconciliation of operating and financial reports, recur-
ring reviews and recommendations from internal auditors, and ses-
sions to solicit feedback regarding the effectiveness of controls.

“You don’t have to reinvent the wheel,” says Mike Novosel, chief
audit executive at Chicago-based True Value Company.
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You can embed ongoing monitoring within existing processes.
For example, we audit lots of corporate processes for Sarbanes-
Oxley compliance. I've embedded a piece of monitoring within
each of those audits. So when I audit the fixed asset process or
the accounts payable process or the accounts receivable proc-
ess, I do the required 404 key control compliance testing. And
then when I'm in front of the people who own that process, I'll
ask them about fraud risk. I’ll ask if they’ve had any frauds in
the past quarter or the past six months. I’ll ask them if there’s
anything new within their process or in their environment that
could make them more vulnerable to fraud. I ask those addi-
tional questions, take what I learn and plug it into my ongoing
monitoring.

Novosel says he tries not to turn the ongoing monitoring proc-
ess into another hassle for managers. “I always try to ride the coat-
tails of existing processes that people know and feel comfortable
with. So they don’t get a memo saying, ‘I'm setting up a 30-minute
interview to talk with you about fraud risk assessment.” Instead I’ll
try to get the information I need while I'm talking to them about
their 404 compliance work.”

We included this anecdote because we believe it illustrates how
some management savvy can facilitate a critical process and prevent
it from becoming just another tedious chore.

Many monitoring activities can now be automated with the help
of newer information technologies. We discuss the role of monitor-
ing along with examples of technologically advanced monitoring
tools in depth in Chapter 8.

Continuous controls monitoring

Continuous controls monitoring (CCM) is an example of the newer
data-driven technologies used by some companies to enhance their
anti-fraud controls systems and processes. Benefits derived from
CCM systems include:

* Enhanced capabilities for monitoring internal controls

* Ensuring the appropriate definition and tuning of controls,
in part by focusing on control failures and distributing infor-
mation about them
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¢ Integration of industry best practices with existing company-
wide policies

® Greater awareness and increased focus on compliance and
standards

* Improved compliance processes

* Better visibility into business and financial data and processes
across the company

* Greater efficiency of business and financial processes

CCM systems essentially enable companies to access and monitor
crucial data relating to controls more easily and more accurately,
providing management with critical information needed for mak-
ing better business decisions.

For example, if a company is experiencing significantly high
volumes of transactional data associated with its travel and enter-
tainment (T&E) systems, CCM technologies and processes could
be used to help the company gain greater control and oversight of
compliance with its T&E policies. The approach might include:

¢ Installing and customizing components of a CCM tool, allow-
ing management to receive timely, regular results on the
effectiveness of the existing internal controls

¢ Consolidating the company’s disaggregated T&E data into a
single, standard form to ensure consistency of data

¢ Establishing consistent processes, enabling the company to
effectively monitor its T&E policies on a continuing basis.

Correcting deficiencies

We believe that employing COSO’s monitoring guidance will help
companies get their controls working better and lead them to
greater levels of resiliency. COSO’s Guidance on Monitoring sets the
expectation for corporations to have monitoring that provides cred-
ible information on the effectiveness of the internal control system
to key people in the company. Ideally, monitoring can identify and
communicate system deficiencies to the people responsible for tak-
ing corrective action in a timely manner.

Obviously, the goal here is fixing the control deficiency before
an individual or group of individuals exploit it for the purpose of
committing fraud or corruption.



104 Corporate Resiliency

The roles of ERM and GRC

We touched briefly on Enterprise Risk Management (ERM) and
Governance, Risk and Compliance (GRC) in the previous chapter,
but it is worth noting again how both strategies can help companies
develop or improve their preventive controls.

It is also important to remember that most successful entrepre-
neurs consider risk and reward to be proportionally related. The
complete absence of risk can remove the potential for profit. It
would be unreasonable to expect top managers within companies
to be completely deterred by the presence of risk when they per-
ceive opportunities to profit. As some business scenarios become
inherently riskier, however, the need for more sophisticated preven-
tive controls is likely to increase.

ERM and GRC are high-level business strategies that place value
on superior risk analysis capabilities. From an operational perspec-
tive, some of these capabilities can be helpful when companies are
trying to identify new risks or gain a better understanding of how
particular risks fit into the larger business picture.

As mentioned earlier, using this perspective we refer to compa-
nies as “risk intelligent”, when they rely on advanced analytic tools
and enterprise-level strategies for identifying and assessing risk.

In the context of a discussion about preventive controls, ERM
and GRC can help companies find emerging risks and develop
effective controls to reduce the potential for harm.

In general, resilient corporations are highly effective and effi-
cient in managing risks to both existing assets and to future growth.
In our belief, they will, in the long run, outperform companies
that manage the risks of fraud and corruption less effectively or
efficiently.



CHAPTER

Detective Contirols and
Transaction Monitoring

Key points:

>

>

The main lesson is that monitoring for fraud and corruption is
everyone’s business.

Monitoring and detection come in a variety of forms, from
checks performed by internal audit, to tipster hotlines, to the
periodic review of particular transactions, to continuous moni-
toring of transactions.

The sheer volume of data that companies must process, screen,
sort, and protect demands ever-more-powerful tools to address
fraud and corruption in real time.

Monitoring and detection tools are becoming increasingly
prominent components of strong fraud and corruption risk
management strategies.

Advanced technologies are playing larger roles in fraud and cor-
ruption monitoring and detection.

More companies are using continuous monitoring techniques
to detect and respond to fraud on a near real-time basis.

The importance of monitoring and detection

Despite the measures we discussed in the previous two chap-
ters, frauds can and do still occur. In this chapter, we discuss the
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importance of using detection techniques to attempt to identify the
frauds and instances of corruption that are committed despite con-
trols. This discussion is necessarily oriented to particular schemes
and particular instances. Because previous chapters were about
controls, we spoke of monitoring, or observing, and testing con-
trols to determine whether they are working as intended or could
be improved. When we speak of monitoring here we do so in a dif-
ferent way than in the previous chapters. Here we mean monitoring
particular transactions to determine whether they are indicative of
fraud or corruption schemes.

Most of the frauds we know about have been discovered either by
tips or by people stumbling over them. In what is probably the most
comprehensive study of how frauds come to be known, the
Association of Certified Fraud Examiners’ 2008 Report to the Nation
on Occupational Fraud & Abuse, shows that 46 percent of the frauds
studied were learned about through tips, 23 percent through
internal controls, 20 percent were discovered accidentally, and
just under 20 percent were detected by internal audits (the total
exceeds 100 percent because multiple detection methods could be
reported for a single fraud).

It is our experience that knowledge of the fraud often begins
with an unusual event or unexplained action. In the case of the
tip, a fellow employee might see a colleague do something unusual
with a procurement situation, perhaps avoiding a control, and then
report that. In the instance of an accidental discovery, a clerk might
be trying to reconcile accounts and can’t find a way to do that
within usual business boundaries. Digging deeper, the clerk might
find an entry to the books that does not follow procedure and is
suspicious.

One premise of this book is that with the right fraud and cor-
ruption risk management strategy in place, more frauds and
instances of corruption can be prevented or identified through
controls. However, controls will get us only so far. We also recog-
nize that what we do not stop or find through the normal course of
business, still might be a problem. For this reason, companies can
encourage a skeptical attitude on the part of employees in order
to promote tips, adequately promote and fund their internal audit
function, and explore the use of active detective controls, such as
transaction monitoring, where possible.
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The ACFE’s report indicates that the median duration of an
occupational fraud is two years. The Deloitte Forensic Center’s 2008
study of financial statement frauds found that, on average, the time
between when frauds began and when the SEC published its most
recent enforcement release was 6.3 years. Bigger frauds tead to be
more time-consuming and more costly to resolve. Anything a com-
pany can do to shorten the period of loss and the time spent resolv-
ing such issues can translate directly into money saved and profit.

Monitoring and detection tactics

In this chapter, we profile several key monitoring and detection tac-
tics. This discussion is not meant to be either exhaustive or a road-
map. Rather, we are providing an overview and an introduction to a
number of what we perceive to be the more interesting tactics.

We begin with a number of considerations regarding whistle-
blower hotlines. We have already noted the role of tips in uncov-
ering frauds, the Sarbanes-Oxley requirement for companies to
employ hotlines, and the recent guidance on hotline effectiveness.
In this chapter we focus on the major issues regarding hotlines.

Next, we describe the role internal audit can play in conducting
fraud risk based audits and the benefits internal auditors can pro-
vide in terms of fraud risk management.

We then turn to monitoring tactics. First, we discuss manual
monitoring, then we turn to the use of technology in managing
fraud-risks by considering electronic transaction review and moni-
toring, as well as continuous fraud monitoring. The latter is of par-
ticular interest, because it has the promise of stopping some fraud
and corruption schemes before they have effect.

Whistle-blower hotlines

It is easy to put a whistle-blower hotline in place, but more difficult
to establish one that works and has the confidence of executives
and employees.

In a 2007 study by the Deloitte Forensic Center, only 32 percent
of the executives surveyed believed their whistle-blower hotlines
were very effective. Since hotlines are a critical part of compliance,
ethics and fraud risk management programs, executives’ lack of
confidence in them suggests improvements may be widely needed.
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Audit committees, boards of directors, and senior executives
may wish to look into the performance of their company’s hotline.
Asking the following questions may help identify performance
improvement opportunities.

How does our hotline’s performance compare to industry-
specific benchmarking data?

Ideally, you would benchmark your hotline annually using
industry-specific statistics for performance measures such
as call volume, call mix, anonymity usage, and prior notifi-
cation of management. Usage varies considerably by indus-
try, which makes using industry-specific benchmarking data
important.

According to the 2007 Corporate Governance and Compliance
Hotline Benchmarking Report, published by Security Executive
Council, an average hotline might generate around eight
incident reports per 1,000 employees on an annual basis
(e.g., if there are 20,000 employees, you might expect
around 160 incident reports per year). There may be lower
call volumes for companies with high volumes of unionized
or international workers due to cultural differences or pref-
erences for alternative reporting mechanisms. However,
low usage is not necessarily better. It may signal that a com-
pany is failing to promote an ethical culture and that per-
sonnel do not feel comfortable reporting issues without
fear of retribution, or the company is failing in its commu-
nication efforts.

Have we surveyed employees’ willingness to use the hotline?

Insights into the effectiveness of the whistle-blower reporting
mechanism can be gained by surveying employees to mea-
sure their willingness to use the hotline and their degree of
trust in management to resolve issues appropriately and not
to take retribution against those who report wrongdoing.
Evaluating the survey results by operating unit or by geo-
graphic area can identify areas where the hotline may be less
effective or not effective at all, enabling you to implement
appropriate remediation.
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How do we communicate and promote use of the hotline?

It is not enough to set up an 800 number or website and expect
employees to start asking their questions or making reports.
To be effective, employees need to know the hotline is avail-
able and why and when they should use it. Successful and
widelyused hotlines are generally promoted through a reg-
ular communication and education program, which may
include such mechanisms as wallet cards, newsletters, post-
ers, codes of ethics, payroll inserts, screensavers, giveaways
such as pens, and calculators, interest messaging, new-hire
training, and ethics training. Ultimately, the goal would be
for all personnel to know there is a hotline and how they
can access it. The company can determine how to commu-
nicate that message within its corporate culture in order for
the hotline to be effective.

Do we use a reputable third-party hotline provider?

A company could set up a hotline system of its own in-house
or it can obtain that service from a reputable third party.
Using a third party for a hotline involves having an inde-
pendent organization receive inquiries or reports of inci-
dents (through phone and Web-based reporting). Typically,
a company’s ethics and compliance officer is responsible
for overseeing the investigation and resolution of all issues
raised. The advantages of using a third-party professional
to provide the hotline may include extended hours of avail-
ability, increased perception of confidentiality, and reduced
cost. While absolute confidentiality cannot be guaranteed
even with an outsourced hotline, the third-party alternative
has the advantage of being an objective contractor who can
help alleviate fear of retribution and help reduce concerns
about confidentiality and anonymity.

A key advantage of using a reputable third-party hotline pro-
vider is that there may be greater confidence by the board
and audit committee that reports of potential wrongdoing
involving senior management or financial reporting will be
communicated by the third-party provider directly to the
audit committee or board of directors, in accordance with
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established protocols, without the opportunity for inappro-
priate intervention by senior management. While some com-
panies’ ethics officers or ombudsmen may have reporting
lines to the board or audit committee to provide a compara-
ble function, concerns may arise about hotlines overseen by
senior executives who report up to the CEO.

Does our hotline provider offer industry-leading capabilities?

There are many important issues in selecting a hotline provider.
They include finding vendors for whom hotlines are a core
business, whether the service is 24/7 and is staffed with live
interviewers, whether it includes foreign language support
and international calling, the nature of interviewer training
and the documentation of procedures, accuracy and speed
of dissemination of incident reports, whether reports are
available online, case management capabilities, system secu-
rity considerations, and, of course, short-term and long-term
cost.

Risk-based internal audits as a fraud detection tactic

Internal audits are a key way in which companies seek to detect
fraud and corruption, even though an increasing amount of fraud
and corruption detection work is also being done by operating
departments, as line managers take on more responsibility for man-
aging fraud risks in their business unit.

Internal auditors play a critical role in performing proactive
fraud and corruption detection work at the direction of the audit
committee or the board of directors. This work is likely to be targeted
at key risks such as avoiding the risk of management override of
internal controls. Since management should not be given the task
of checking itself, due to conflicts of interest, this is appropriately a
role for the internal audit function.

Although the audit committee and the board may not expect
management overrides of internal controls to occur, they may find
significant value in having the internal audit function conduct
testing to detect such overrides. Such testing can have a deterrent
effect on management as well as increasing the opportunity to
detect overrides and take corrective action where necessary.
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Internal auditors can also play a valuable role in identifying
potential flaws in business processes and in internal controls over
those processes. As we discussed toward the end of Chapter 5, com-
puter-assisted auditing techniques and continuous monitoring can
be very effective in scanning large volumes of transactions and
identifying a small subset that exhibit anomalies. These can then
be evaluated by internal auditors who can consider whether the
anomalies arise from normal operations and variations, or are due
to errors, or perhaps are indicative of fraud.

A key consideration in this type of work is balancing cost and
benefit. The goal here is not to chase down every $25 fraud. It is
to continuously improve business processes and controls so as to
achieve the control objectives in a cost-effective manner. Identifying
vulnerabilities in business processes and weaknesses in controls is
valuable if it enables them to be addressed before they are exploited
to commit either large frauds or numerous small ones that will col-
lectively be costly.

The role of internal auditors in addressing fraud risks has
been enhanced by changes to the Institute of Internal Auditors’
International Standards for the Professional Practice of Internal
Auditing (the “Standards”), which took effect January 1, 2009. A
new Standard, 2120.A2, states:

The internal audit activity must evaluate the potential for
the occurrence of fraud and how the organization manages
fraud risk.

This standard requires internal auditors to evaluate fraud risks
at their company. A revision to Standard 2210.A2 requires that
knowledge be put to work when designing the objectives of every
internal audit performed. The revised Standard states:

The internal audit activity must consider the probability of sig-
nificant errors, fraud, noncompliance, and other exposures
when developing the engagement objectives.

With this Standard, internal auditors are explicitly required
to consider the probability of fraud in a particular area when they
develop their plans for an internal audit of that area. This change
may lead to greater integration of fraud detection into the everyday
routine of internal auditors.
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Manual monitoring

While the use of technology-based tools for detecting fraud and cor-
ruption is expanding, there remains an important role for manual
monitoring.

Large volumes of similar transactions are well suited to auto-
mated monitoring, but smaller volumes of transactions of many dif-
ferent kinds, especially high-value or high-risk items, may currently
be more easily addressed through manual monitoring.

Financial statement fraud, for example, can be committed in
many different ways and many different types of transactions are
processed through a company’s accounting system. While software
will likely become increasingly available to screen for potential signs
of fraud in certain types of transactions, such as revenue recogni-
tion items or journal entries, manual monitoring still has a valuable
role to play in detecting fraud and errors in operating reports and
financial statements.

In larger organizations with many operating units, regional or
divisional financial managers who analyze financial reports from
individual units play an important role in detecting fraudulent
financial reporting being committed by managers in charge of par-
ticular entities. Their experience at analyzing reports, frequently
from the same entities, and their evaluation of the responses given
by local management to questions raised, can equip them to iden-
tify anomalies that might otherwise go undetected.

The effectiveness of such manual monitoring can be impacted
by office politics. Strong support from senior management may be
vital to overcome obstructionist or unresponsive tactics by business
unit managers trying to avoid well-aimed questions and conceal
their actions.

Technology-based detection tactics

Thanks to the emergence of various new technologies, many essen-
tial monitoring activities can be strengthened and automated at
reasonable cost. Solutions for continuous monitoring, continu-
ous auditing, employee testing-and data mining/data analytics are
widely available from numerous vendors.

The extremely rapid adoption of digital information
systems by companies of all sizes has fueled the explosive growth of
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technology-driven processes such as data mining and data analytics.
This growth has been accelerated by continuously declining prices
of computer hardware (a working example of Moore’s Law, which
says that computer capacities at minimum cost increase exponen-
tially) and the swift development of new software applications to
meet increasing market demand.

Data mining uses powerful software to sift through terabytes
of data and billions of transactions stored in data warehouses and
other data storage centers. Data analytics relies on highly sophis-
ticated programs that sort through mountains of information in
search of unseen patterns that might suggest wrongdoing or other
issues worth investigating. Analytics can also help companies build
test models and strengthen systems for monitoring and detecting
anomalous or suspicious activities.

Bill Coleman, audit compliance manager at Pfizer Inc., illus-
trates the extent of testing that can be accomplished using technol-
ogy but that would be prohibitively time-consuming and costly to
perform manually; “We took our database of 300,000 vendors and
matched them against our 200,000 colleagues to look for conflicts
of interest,” he said. “For example, vendors that have the same
addresses or phone numbers as employees. You can look for ven-
dors with no phone numbers. Do they have a tax ID number, and if
they don’t have one, why not? Tax ID numbers that match employ-
ees’ social security numbers; those are the types of cross referenc-
ing that are a great thing to do,” he added.

However, for data mining to be effective in the struggle against
fraud, an antecedent consideration must be addressed. Steps must
be taken to ensure the adequacy of data, which translates into the
need to maintain data integrity, security, and accuracy.

Indeed, data integrity has become a priority for compa-
nies large and small. Data that is entered, converted, stored, or
reported must meet the highest standards of quality and integrity.
But many companies do not possess the capabilities required to
ensure the reliability of their data, especially when dealing with
intricate business processes, applications, and complex data
requirements.

This inability to assess the quality of data can be disastrous to an
enterprise-wide anti-fraud strategy that relies on sophisticated infor-
mation technologies and advanced software solutions such as data
mining, data analytics, and continuous controls monitoring.
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We believe that corporations using sophisticated data interro-
gation and analysis, statistical sampling, and regression techniques
to assess the accuracy and integrity of system data quickly and
cost effectively are more likely to be resilient when faced with the
threat of fraud and corruption. They develop in-house capabilities
or reach out to external resources to acquire the combination of
analytical skills and IT knowledge necessary to make certain that
data is accurate, timely, secure, and accessible to authorized users
when they need it.

Examples of fraud detection using data
interrogation techniques

Many companies today extract data from their systems and perform
tests to determine if there is evidence of foul play. In this section,
we briefly describe four examples of testing in order to provide
an overview of what is an increasingly large and complex group of
technology-based anti-fraud and corruption detection techniques
that companies may use. These techniques cover many types of
schemes. They range from procurement fraud, accounting fraud,
anti-money laundering, and corruption, to such things as credit
card fraud and checking for fraudulent medical claims.

The monitoring we describe can be carried out by business
units, compliance groups, or internal audit, each working in con-
junction with the IT group.

Monitoring to detect procurement fraud

Procurement fraud poses a risk to many companies. It consists of
schemes perpetrated by employees that have the effect of defraud-
ing the company. The schemes, which are sometimes carried out
alone and other times in collusion with third parties, often involve
employees entering fake vendors in the accounts payable system,
then paying the vendor’s false bills to accounts controlled by the
employee or colluding entity.

The garden variety of procurement schemes can be detected
by such techniques as comparing vendor addresses to employee
addresses, or vendor bank accounts to employee bank accounts.
These are relatively simple searches and may be periodically
undertaken by companies. Other red flag items can also be
determined electronically, by, for example, comparing data in
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the vendor file with third-party data. Third-party data can pro-
vide reverse directory information or can verify tax identification
numbers.

A more difficult to detect version of the scheme occurs when
employees change the vendor’s address to an address they control
and then submit false invoices. This version of the scheme can be
detected by culling the group of transactions that involve both pay-
ments and antecedent address changes.

Paul Lucas, Chief of Investigations Branch for the United
Nations Population Fund, is an enthusiastic user of automated
transaction monitoring. “In the early stages we installed some mon-
itoring software on the ERP system,” he states. “That’s picked up
for us some of the biggest anomalies, usually around the payment
cycle.”

More difficult still are frauds based on collusion. These often
involve the violation of procurement rules by favoring vendors (pro-
viding them with competitor’s prices, for example) and kickbacks
to the employee from the favored vendor. Such situations are usu-
ally not apparent in the company’s records. Detecting them often
begins with complaints from losing vendors and/or tips. The data
work lies in investigating the complaint and/or the tip. For exam-
ple, using data interrogation techniques to review communications,
such as emails, can supplement other techniques such as reviewing
the personal finances of the suspected employees, if the company
requires mandatory financial disclosures and audit rights as a con-
dition for employment, for unexplained income.

Monitoring to detect financial statement fraud

Financial statement frauds are one of the dangers a company may
face. The Deloitte Forensic Center’s 2008 study of financial state-
ment frauds alleged in SEC Accounting and Auditing Enforcement
Releases showed that a large proportion involve manipulating rev-
enue recognition. This can be carried out by making false entries
in consolidated results toward the end of reporting periods. Other
things we know about such entries from experience is that they are
often made after hours or on weekends and can be made by higher
level personnel. Also, there is sometimes a reversing entry after
reports are issued.

Detecting such entries, if they occur, can begin with identify-
ing rules that specify the data conditions to search for and then
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extracting the accounting data that will be searched. In the simple
example, the company would search for a number of data condi-
tions: journal entries made around reporting periods, after hours,
or on weekends, journal entries made by high level employees, and
journal entries that are reversed in the following reporting periods.

There is an investigative function that must be a part of elec-
tronic detection techniques like this one. The transactions that
qualify would normally need to be further reviewed before there is
a conclusion that they are, in fact, indicative of fraud.

Monitoring to detect money laundering

Violations of anti-money laundering laws take many forms and,
even more so than the other types of transaction monitoring we dis-
cuss here, have a needle-in-the-haystack aspect. For most companies
facing compliance with anti-money laundering laws, such as banks,
and especially clearing banks, millions and billions of transactions
may have to be reviewed. It seems clear that using computer tech-
nology is usually the only way to accomplish the monitoring that
must be done.

As is widely known, banks in the U.S. must report on certain
transactions greater than $10,000. Those that are intent on avoid-
ing the attention reporting could entail, sometimes use a technique
called “structuring,” in which a number of smaller transactions are
made which when combined equal a sum equal to or greater than
$10,000.

Banks and other financial institutions have developed computer
search techniques to monitor for the possibility of structuring (as
is also the case with anti-corruption monitoring, as noted below).
Transactions between parties within time parameters are analyti-
cally combined by computer systems to look for instances in which
structuring may have occurred.

The computer system reports out the flagged transactions,
which must then be reviewed by bank personnel to determine
whether a suspicious activity report must be filed with the appropri-
ate governmental agency.

Monitoring to detect FCPA and other corruption violations

Violations of the U.S. Foreign Corrupt Practices Act and other
types of corruption usually take the form of bribes paid to
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government officials by company officials, employees, or agents.
The bribes can be paid in many ways, and, these days, are usu-
ally hidden as legitimate transactions. For example, they might
be called “tuition payments”, or they might be structured into a
number of smaller expense report transactions that collectively
equal the sum of the bribe. Sometimes they appear as agreements
for seemingly legitimate services. In the case of the Oil-for-Food
Programme, many of the companies that paid bribes to Saddam
Hussein’s government did so after agreeing, in side contracts, to
pay “after-service sales fees,” which turned out to be bogus and
simply bribes.

Based on data developed over the course of many corruption
investigations in our experience, the characteristics of bribes and
bribe payments are better understood than they were previously.
For example, most bribe payments are in even amounts, say $5
million, and are paid outside the normal accounts payable func-
tions through journal entries in ledgers. Typically, they are paid
to nonestablished vendors. To monitor for bribe payments, a com-
pany can query its payments for those that are in even numbers,
or that have been structured to produce even numbers. It can also
review the text in journal entries, using text processing and search-
ing software, to look for any number of terms designed to mislead,
like tuition. Lastly, it can examine the list of parties to whom it has
made payments and determine whether likely bribe recipients are
included (by, for example, comparing the list to databases of politi-
cally exposed persons maintained by third parties).

Once candidate transactions have been identified they must
be explored and qualified by examining the underlying account-
ing, contractual, and documentary information, in keeping with all
other forms of electronic detection. Increasingly, these checks are
initially conducted by the business units involved, then they are ele-
vated to compliance or investigation units if the facts warrant.

Continuous fraud monitoring

Fraud detection tools have evolved significantly over the past 15
years. Prior to the widespread adoption of digital information sys-
tems, almost all fraud detection involved the manual review of
paper documents and spreadsheet analysis.
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As fraud detection moved into the digital age, desktop data-
bases enabled transaction sampling and database analysis into areas
like the ones described above. More recently, server-based databases
enabled full transaction review and more robust analysis of larger
databases.

Within the past few years, web-based front-end systems and
other newer technologies have enabled what we know today as
continuous fraud monitoring, or CFM. With CFM, management can
put in place exacting transaction-by-transaction reviews according
to rules-based systems. They can also perform nearreal-time exami-
nations of the transactions flagged to identify potential problems
quickly and generate the appropriate response.

CFM differs from continuous controls monitoring (CCM) tech-
nologies discussed in the previous chapter in that it focuses on
identifying transactions that qualify as violations of rules or that
qualify as exceptions or outliers based on statistical or mathematical
tests. The goal of CFM is to identify the transactions used to carry
out fraud schemes or to engage in corrupt behavior. For example,
an accounting system might have a module that tests all journal
entries for after hour or weekend timestamps and reports the trans-
actions that qualify for review. This test is based on the fact noted
above: Entries in accounting frauds are often made outside normal
business routines and after hours. CCM, on the other hand, as we
have seen, is focused on the performance of controls, by develop-
ing statistics about rule violations.

CFM also differs from older, discrete fraud detection processes
in several important ways. Discrete fraud detection is generally based
on periodic reviews recurring every year, month, or week, depend-
ing on the application. Essentially, it consists of taking a “snapshot”
of selected transactions at a moment in time and then reviewing the
data for signs of fraud schemes. While it can be performed manually
or automatically, it usually requires a new data feed or data extrac-
tion each time it is performed. Moreover, not all transactions are
subject to review, either due to timing or sampling constraints.

On the other hand, CFM relies on a near-real-time surveil-
lance system to identify anomalies and handle them instan-
taneously, either by not allowing fraudulent transactions to
be executed or by flagging them and tagging them with a risk
score so they can be reviewed by appropriate personnel as soon as
they are detected.



Detective Controls and Transaction Monitoring 119

CFM systems can be rules-based (which means they are pro-
grammed to reflect common-sense rules of accounting), they
can be based on artificial intelligence (AI) technologies, or
they can be a hybrid combining features of both rules-based and Al
approaches.

Because CFM is an information technology-driven busi-
ness process, it is capable of performing real-time monitoring of
accounting systems and transactions to detect and address fraudu-
lent activity. Ideally, CFM can be used to identify particular fraud
schemes before they take effect.

A CFM system is intended to catch the anomalies in account-
ing systems, as defined by rules or algorithms, flag them, and route
them to the appropriate person with suggestions for how to address
the anomaly.

Potential advantages of continuous fraud monitoring processes:

¢ Identify fraudulent activities that traditional monitoring pro-
cesses are less likely to find, due to their episodic nature or
sampling techniques.

® Discover transactional information that reflects an attempt to
cover tracks, such as certain forms of reversing entries.

* Reveal intentional splits of transactions across multiple time
periods.

¢ Shortens time between the commission of a fraud and review
that might uncover it.

® Reduces time that fraudsters have to cover up their improper
activities.

® Reduce the chances of transactions being overlooked or
omitted during traditional monitoring processes.

* Reduce impact of fraud by bringing it to light sooner and
avoiding secondary effects.

* Enable tighter integration with business operations.

* Reduce costs associated with data extraction, delivery, and
loading.

Is CFM for everyone?

Increased computing speeds, greater storage capacity, and other
improvements in enterprise-level information technologies suggest
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that CFM is likely to play a greater role in the anti-fraud strategies of
large companies, and companies operating in especially complex
markets.

That being said, it is also important to understand that not
every company needs a comprehensive CFM system. Large, high-
volume businesses such as banks and other financial institutions,
healthcare companies, and certain types of multinational corpora-
tions are likely candidates for CFM implementations.

How can you tell whether your company can reasonably expect
to benefit from an investment in CFM technology? Here are three
questions you can ask yourself:

1. Does the company have enough transaction flow to justify the
effort?

2. Does the company have the resources necessary to commit
the time, energy and money required for implementing a
CFM system?

3. Does the company have an internal audit function that is
independent and experienced enough to interpret and
respond effectively to anomalies as they are identified by a
CFM system?

The imporiance of lookbacks as a control check

There is another important point to make about CFM solutions,
and in fact about any control regimen that relies on transaction
monitoring. Like any control mechanism, CFM and other compu-
terized monitoring systems must be reviewed for their effectiveness.
Are they finding the transactions they are intended to identify?
Are they reporting more transactions than they are intended to
identify?

To answer these and other questions, companies often rely on
what has come to be called lookbacks. In a lookback, the company
probes historical data, after first building a data warehouse, using
a variety of sophisticated search techniques, to determine whether
suspicious transactions have gone unreported. This technique is
also used to address the question of whether false positive rates are
appropriate or excessive.
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In some industries, financial services for example, regulators
require lookbacks if they have a question about the number of sus-
picious activity reports a company has filed.

Questions to ask about monitoring and detection

1.

2.

10.

Does the audit committee have oversight of monitoring
activities?

Does management assess the design and operating effective-
ness of monitoring activities?

Does management adequately document its assessments and
conclusions regarding the design and operating effectiveness
of the monitoring activities?

Has adequate attention been paid to employing the detec-
tion strategies available?

Is the internal audit group adequate for the size, complexity,
and risk profile of the company?

Is there an adequate, properly functioning tipster hotline in
place?

Is management reviewing the results of incidence reports
from the hotline or from other detection tests?

. Are controls being monitored for their effectiveness in man-

aging fraud and corruption risks?

Is there a handoff to an investigation group or function to
ensure that incidents flagged are properly addressed?

Are findings and weaknesses identified during monitoring
activities incorporated back into the fraud and corruption
risk assessment, the design of the control environment, and
anti-fraud control activities?



CHAPTER

Preparing for Fraud and Corruption
Investigations and Remediation

Key points:

> A crucial objective of a fraud and corruption risk management

strategy is mitigating the impact of frauds and instances of cor-
ruption once they occur.

Fraud investigation can help to restore confidence and reputa-
tion, while providing valuable information to improve business
processes and strengthen controls.

Anticipate that investigations of significant frauds or corruption
will be subject to intense scrutiny.

Identifying in advance the resources to be used to investigate
significant frauds can speed the response in a crisis.
Establishing investigation protocols in advance can help to avoid
missteps that can cause reputational harm.

Newer technologies exist, such as remote data collection, to help
with some of the key steps in investigations.

Be prepared

By now, we hope that you have accepted our basic premise that
since fraud cannot be completely eradicated, wisdom suggests
that preparedness is the best strategy to deal with the frauds that
may occur. Resilient corporations accept the reality that fraud will
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occur, and they take steps to make certain they are ready to respond
effectively when it does.

“It is fair to say that fraud investigations have become much
larger and much more complex than they were in the past,” notes
our colleague, Bill Pollard. “The fraud schemes themselves have
not changed that much, but I think they have become more sophis-
ticated and more pervasive. So, there is a greater burden to carry
when you are doing an investigation.”

In many instances, the way a company investigates an incident
of fraud can be just as critical—and sometimes even more critical—
than the fact that the fraud took place.

“I know of a company where allegations were not all that signifi-
cant,” recalls Pollard, “but the company had no records-retention
policy. They kept everything. And as a result, they were forced to
spend millions of dollars combing through old records. If they had
anticipated this risk, they could have avoided a substantial cost by
putting a retention policy in place.”

The lesson, says Pollard, is that “nobody is immune. You have to
understand that you could be susceptible to an investigation at any
time. So you have to think strategically and follow a prudent docu-
ment retention policy.”

We will now look at some practical strategies for avoiding some
of the common pitfalls that can occur when preparing for and
conducting corporate investigations. We will also discuss how some
companies get more value out of their investigations and use them
more effectively to help prevent future issues.

In our experience, we have observed that resilient corporations
adopt careful, disciplined approaches to all steps of an investiga-
tion. They do not rush to conclusions in an effort to save time or
money as such behavior can lead to incomplete or erroneous con-
clusions, as well as raise doubts about whether the allegations have
been fully explored. They also place strong emphasis on identifying
the vulnerabilities in business processes and internal controls that
permitted the wrongdoing and they work to remediate them across
their entire company.

Managing the Business Risk of Fraud: A Practical Guide (the
“Guide”) provides a useful overview of recommended practices for
conducting investigations and taking corrective actions.

The Guide suggests that the board of directors take responsi-
bility for seeing that the company develops “a system for prompt,
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competent, and confidential review, investigation, and resolution of
allegations involving potential fraud or misconduct.”

The Guide also shares leading practices for receiving, respond-
ing to, and evaluating allegations of fraud. Furthermore, it recom-
mends specific tasks for conducting an investigation, including
interviewing, evidence collection, computer forensic examinations,
and evidence analysis.

In our experience, some of the opportunities for companies to
enhance their processes in this area include:

¢ Identifying fraud and corruption investigation resources,
especially global response teams, in advance of a crisis

¢ Establishing and documenting fraud and corruption investi-
gation protocols

¢ Implementing a case management system to track and log
allegations of fraud and corruption and their resolution

¢ Implementing automated tools for collecting electronic
information in regulatory investigations and litigations

* Drawing on the results of investigations into instances of
fraud and corruption allegations at one’s own company or
more generally in an industry to implement process and con-
trol improvements enterprise-wide to gain efficiencies and
prevent recurrences

An ounce of planning . ..

Since the impact of fraud and corruption cases can be very signifi-
cant and time may be of the essence in resolving them, it is prudent
to make sure that your response plans are in place beforehand.
When the board of directors, audit committee, regulators, or the
news media suddenly want to know what management is doing to
resolve new allegations of wrongdoing, you will be glad you have a
response plan already prepared and in motion.

In addition to planning an initial response to a fraud allega-
tion, resilient corporations generally also set in place processes
for communicating information about the fraud, and about the
corporation’s response, to the various involved parties. This proc-
ess of communicating is more complicated than you might expect,
due in part to the tension between the need to calm constituents
and the lawyers’ likely preference to reveal relatively little. It would
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be unwise to leave the development of the communication process
until the last moment.

The planning process also includes steps to take, depending on
the conditions related to the alleged incident’s facts, scope, nature,
and timing.

Some companies train or hire crisis management teams before
a crisis occurs; others wait until the crisis is upon them. We think it
is prudent to prepare and to plan internally for the worst, especially
if your company is large with much shareholder value at stake.

As part of your response plan, you should consider establish-
ing predetermined roles and responsibilities for management,
legal counsel, the audit committee, the board and other key func-
tions within the corporation. Cases of alleged fraud or corruption
involving senior management or financial reporting will likely
have to be handled by the audit committee or a special commit-
tee of the board. In addition, there would typically be a policy to
notify the audit committee and the external auditors immediately
for any allegations relating to financial statements or internal
controls.

What to do when regulators come knocking . ..

Sometimes your company will receive allegations and be in charge
of initiating an internal investigation. At other times, the first you
learn of an issue may be when the government comes knocking at
your door. How a company responds to an external investigation
can be as important as the underlying issue being investigated.

“Mishandling a government investigation can cause more
problems than the original issue,” says Barry Goldsmith, partner
and co-chair of Gibson, Dunn & Crutcher LLP’s Securities Enforce-
ment Practice Group, and a member of that firm’s Securities Litigation
Practice Group and White Collar Defense and Investigations Practice
Group.

“It is critical to have a logical and effective response plan—if not
in place already, at least prepared quickly after notice is received,”
says Goldsmith, a former executive vice president for enforcement
at the National Association of Securities Dealers and the chief litiga-
tion counsel for the SEC.

Ideally, the response plan would include an analysis of the
documents requested by the government. Sometimes you can



126 Corporate Resiliency

gain helpful insight by re-examining what has been examined by
government investigators. You can also find out how the gov-
ernment has proceeded in similar cases. Knowing how the govern-
ment has acted in the past might provide valuable clues about how
it might act in your case.

It is also good practice to develop your own set of suggested
solutions to remediate the problems or issues under investiga-
tion. Some companies have preemptively drawn up lists of limi-
tations and remedial actions they are willing to consider. This
approach may appeal to the general desire of most regulators to
seek solutions.

At all points in the fact-gathering process, the guiding princi-
ples would generally be responsiveness and helpfulness.

Evaluating the allegation

Not every allegation requires a full-blown investigation. A prelimi-
nary analysis may indicate that the situation is a misunderstand-
ing, that the facts do not support the allegation, or that that there
is insufficient information to enable an effective investigation to be
conducted.

But one should not write-off allegations prematurely. Establishing
a formal process for evaluating allegations of wrongdoing, whether
received through the company’s whistle-blower hotline or otherwise,
is a prudent practice. A small group of individuals can be assigned
to that role to help achieve consistency and provide coverage at all
times. The company’s general counsel or designee might lead that
process with participation from the director of internal audit or the
director of fraud/security, depending on which group typically han-
dles day-to-day investigations in the company.

A senior representative of the human resources (HR) function
might also participate since many allegations involve HR issues, and
they can provide valuable insights on other cases, too.

Our colleague, Gerry Fujimoto, is an experienced forensic
investigator and he offered some suggestions to help guide the
decision-making processes around fraud investigations. “The com-
pany’s internal counsel and internal auditors are often the princi-
pal players in the early phase of an investigation,” says Fujimoto.
“Their goal should be to gather all necessary information about the
allegation so they can make an informed decision on how the inves-
tigation should move forward.”
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Fujimoto recommends that key players evaluate the quality and
quantity of the information that is known, including who raised the
concern—for example, anonymous, or someone in a position to be
knowledgeable about the issue—as well as how much information is
presently known, and whether it is a specific or general allegation.

Be careful not to make potentially false assumptions about the
scope and scale of the problem. “In our experience,” Fujimoto says,
“if there is any merit to the matter at all, it tends to grow in size,
number of issues and value.”

It is important to respond quickly and without delay. Fujimoto
advises not to take a wait-and-see approach. “This usually does not
sit well with a number of parties who are interested in the investiga-
tion, including your external auditors, regulatory agencies such as
the SEC, and the person who initially raised the allegations.”

Assembling the right investigation team

When potential accounting or financial reporting irregularities are
suspected, it is recommended that the audit committee or a spe-
cial committee of the board oversee the investigation, to help avoid
potential conflicts of interest with members of management. The
investigation would typically be led by independent counsel, who
can ensure that the engagement has the strongest legal protections
and that relevant legal and regulatory implications are considered.
“If the concern raised relates to an accounting or financial report-
ing matter, the people performing the initial steps should be dis-
interested parties,” says Fujimoto.

Since the goal is to conduct an investigation that will have credi-
bility and stand up to external scrutiny, consider the skills and expe-
riences of the individuals on your team. Be prepared, if necessary,
to reach out to external resources with special skills for gathering
or evaluating certain types of information.

“At the conclusion of the investigation,” says Fujimoto, “your
company will want to be able to thoroughly describe to the SEC,
other regulators, and other interested parties exactly what hap-
pened. Based on findings, you should also be able to identify reme-
dial actions to be taken. This can help you get the right internal
controls in place and also help restore public confidence.”

The organization and structure of an internal investigation
response team can be critical, says our colleague Kerry Francis,
chairman of the board of Deloitte Financial Advisory Services LLP.
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For example, if the allegation is related to financial report-
ing (but does not include allegations against management),
you would expect to see someone from internal audit with a
finance/accounting background participating in the investiga-
tion. Who will be ultimately responsible for the investigation
oversight is another key concern. Is it the Audit Committee,
the Board of Directors, or those in management who are not
implicated in the allegation?

A key tactical question to consider is whether the individual
members of the internal investigation team have been trained to
conduct investigations, says Francis. “Do they understand chain
of custody issues? Have they been trained to use the appropriate
technologies? Do they know how to conduct a proper interview?
Are they acquiring data properly? Are they analyzing data and facts
appropriately? These are the questions that a company can answer
to prepare itself in advance for conducting internal investigations.”

When to call for help

We have observed that an essential aspect of corporate resiliency
is to know when to escalate responses to crises. Resilient corpora-
tions develop decision-making procedures that enable them to
determine when it may be necessary to call in external resources
such as forensic accountants and when it may be adequate to rely
on internal resources. Here is a brief list of criteria a company may
consider during the decision-making process:

¢ Could the company’s financial statements be affected by the
fraud allegations?

* Are company officers or other senior executives potentially
involved?

¢ Will the allegations hurt the company’s brand or diminish its
reputation?

e What is the probability of the fraud allegations being dis-
closed to the public?

Not every situation rises to the level of concern that requires out-
side assistance. For example, everyday embezzlement cases can
often be handled by suitably trained internal resources such as
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fraud and security personnel or internal auditors, working under
the direction of in-house counsel.

As the potential impact (not just the amount) of the alleged
fraud or corruption grows, or as more senior people are poten-
tially touched by the allegations, so the value of an independent
and objective investigation grows. As Fujimoto puts it, “Companies
need to think about whether a managementled investigation is
worth the risk.”

For example, would a managementled probe send the wrong
signal? Would the fact that it was undertaken by in-house staff sug-
gest a level of nonindependence that could undermine the results
of the investigation? How would other interested parties, such as
the external auditors, SEC, and Department of Justice, view the
results of such an investigation?

Given the difficulty of these questions, it would seem wise to
discuss them and incorporate the results into your fraud response
plan before a serious fraud allegation occurs.

Establishing investigation protocols up front

One area where some companies have run into problems is with
the way in which their investigations were conducted, which can
adversely impact the credibility of the investigation, or lead to
charges being made against the people and the company perform-
ing the investigation.

We sometimes describe investigations as being akin to perform-
ing a ballet in a minefield. They require very careful choreography.
For example, overzealous investigators have at times misrepre-
sented their identities to obtain private telephone records to which
they were not entitled. Using experienced investigators can help to
preserve the reputation of the company and those commissioning
the investigation.

Interviews must be conducted in such a way as to avoid viola-
tions of laws, such as “false imprisonment” of interviewees. And any
searches of employees’ computers, desks or lockers need to comply
with laws that protect employees’ privacy.

The question of privacy expectations and legal standards is
increasingly complex, especially for companies operating interna-
tionally in multiple jurisdictions. One approach is for a company to
seek legal opinions to develop a roadmap of what can and cannot
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be done in the jurisdictions in which they do business, and to
review the roadmap periodically.

Establishing investigation protocols governing how the investi-
gation will be performed can help the company to achieve credibil-
ity for the investigation and reduce the risk of claims against the
company arising from the investigation. These protocols can be
established prior to each investigation, or, better still, be established
by your legal counsel for use on all investigations. If your company
does not have these in place already, now might be a good time to
develop them.

Collecting and preserving crucial data

Another of our colleagues, Kevin Condon, notes that the most
important first step in any investigation is preserving and collecting
potentially relevant data as evidence. Most investigations begin in
the accounting and finance departments, but important evidence
can also be found in sales, warehousing, shipping, purchasing, IT,
HR, and other key functional areas across the company.

Potentially relevant evidence can be found in both paper and
electronic formats, including word processing documents, spread-
sheets, presentations, ledgers, databases, and emails. By some
accounts, electronic data today represents 97 percent of the infor-
mation companies maintain. Fraud investigations reflect this
statistic; they increasingly require sophisticated computer forensics
and electronic evidence-handling capabilities, which are a specialty
skill set.

Quick action can be essential to secure evidence, especially
electronic evidence. People who commit fraud and corruption may
seek to cover their trail by destroying evidence that might incrimi-
nate them. Prompt action by investigators increases the likelihood
that this evidence can be secured from a backup file or recovered
from deleted files that have not yet been overwritten. In addition,
electronic evidence can be destroyed through day-to-day IT opera-
tions such as reusing backup tapes or automatically purging deleted
files. Securing critical evidence and achieving a successful investiga-
tion may depend on having computer forensic capabilities ready to
be deployed at a moment’s notice.

“Many computer operating systems don’t always work as people
expect,” according to our colleague, Bruce Hartley, an electronic
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discovery specialist. “They often don’t really delete things; they may
just remove pointers to things. Many times when we do a bitfor-
bit copy of a hard drive and search for text strings we get all kinds
of things that people don’t realize are resident on their machines.
People who may be committing fraud may have deleted their cache
and sent messages using a personal email system or through instant
messaging, but the contents may still in fact be traceable.”

Take the necessary precautions to ensure that data is not cor-
rupted, says Condon. Individuals with potentially relevant docu-
ments and other data would be instructed to safeguard them and
not to modify or discard them. Investigators or lawyers working with
computer forensic specialists then identify and collect the evidence
in a manner that preserves its integrity and its admissibility in poten-
tial legal proceedings. Crucial to this task is that the investigation
team is trained in evidence-handling and chain-of-custody issues.
You do not want to find that your critical evidence is deemed inad-
missible in court or, worse yet, corrupted or destroyed, because it
was mishandled.

As the relevant documents are collected and analyzed, the inves-
tigation team will move ahead and begin conducting interviews.
Typically, investigators start by identifying and interviewing the most
junior witnesses and work their way up the corporate structure,
building their understanding of the role of the most senior indi-
viduals. This process often reveals further evidence and witnesses,
identifies additional links between people and relevant documents,
and brings further pressure on those higher up who may have com-
mitted fraud or other malfeasance.

Newer challenges, newer technologies

Changes in corporate record keeping and document retention
practices, whether undertaken in order to prepare for disasters or
to comply with heightened regulations or enforcement and litiga-
tion requirements (e.g., electronic discovery obligations under the
2006 revisions to the Federal Rules of Civil Procedure), have led to
new challenges and opportunities for corporate investigators facing
exploding volumes of electronic data.

One challenge is that courts and regulators are becoming less
sympathetic to companies that fail to preserve, locate, and produce
responsive evidence from their electronically stored information
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(ESI). The revised Federal Rules and those of many state equivalents,
for example, place heightened obligations on litigants and potential
litigants to prepare and provide data maps showing the location of all
ESI'in a company’s active and archived computer systems.

The failure to comply with these obligations puts a company
at a disadvantage vis-a-vis opposing parties who come to the “meet-
and-confer” more prepared or government investigators who give
credit for “cooperation.” Conversely opportunity arises for those
companies that are prepared at the “meet-and-confer” or who can
“cooperate” with the government investigations.

Another challenge is the pervasiveness and complexity of cer-
tain ESI, especially email. Nearly everyone uses emails. Some
employees have multiple accounts plus instant messaging, and such
communications often grow into ongoing “threads” involving mul-
tiple recipients and numerous responses back and forth. Emails
can be archived on the user’s computer or on a network server.
However, sometimes emails are automatically deleted through IT
retention policies.

It is not difficult to imagine the challenges of having to iden-
tify potentially relevant ESI—emails, documents, spreadsheets, even
voicemails—throughout a sprawling enterprise and at the individual
personal computer (PC) level, preserving and collecting it both at
a point in time and incrementally as information is added or modi-
fied. This challenge can be a costly and complicated undertaking
for companies. It also poses distinct dangers if not carried out in a
way that is compliant with the law. Courts increasingly are willing to
impose sanctions on lawyers and companies for missteps in the elec-
tronic discovery process, and in some instances are effectively decid-
ing the merits of the case based on the lack of fidelity to procedure.

Fortunately, newer technologies are being developed to help
companies with these requirements. Especially promising are remote
collection technologies. These technologies can be installed on every
PC within a company and used to centrally search PCs for potentially
relevant evidence, then collect it onto servers designed to preserve
the evidence. Moreover, the search commands can be configured to
remain on the PCs and collect any newly developed information that
is potentially relevant and transfer it to the storage server. This proc-
ess can be initiated whenever desired, such as upon notice of litiga-
tion, or when the company learns of a government investigation, or
as part of an ongoing control to protect the company’s assets from
loss, misappropriation or misuse.
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As technology improves, the challenges of ESI open new oppor-
tunities for investigators. Already the complexities of email pres-
ervation and review are mitigated by new tools to uncover fraud.
Recently released software packages can track email communi-
cations graphically, giving an edge to investigators looking to dis-
cover who told what to whom and when. Other tools visually cluster
emails by concepts, making it easier to focus on the suspect activity.

The day may soon come when investigators will be able to
scour corporate computers for potentially relevant evidence, such
as emails, collect and preserve it for legal compliance, and investi-
gate the fraud, all remotely from a centralized location. Challenges
of course remain in the form of PDAs, thumb drives, personal
email accounts, personal server accounts, and other forms of non-
corporate devices.

Communication—enough but not too much

It is important to maintain an open channel of communication
among members of the investigation team so people understand
the purpose of the process and their roles. But communications
to others outside the team are generally tightly controlled to avoid
prejudicing the investigation, inadvertently waiving legal privileges
or leading to charges of defamation.

“Keep all interested parties informed on a timely basis,” says
Condon. “Make sure various parts of the team are communicating
among each other and that updates are provided to the audit com-
mittee, external auditors, regulators, and management, as appro-
priate.” Legal counsel leading the investigation typically manages
the communication process to ensure that only appropriate infor-
mation is shared.

The benefits of a case management system

It can be a challenge for senior management to keep tabs on the
status of a single fraud investigation, especially if it spans multiple
business units in the company and many different people. Now
imagine a large multinational company that may deal with tens or
hundreds of situations of potential wrongdoing of various kinds
during the course of a year. Making sure each of those is handled
appropriately and consistently can be extremely difficult.

Case management systems are increasingly used by leading
companies to keep track of allegations received and the status
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of the company’s actions to address the issue. The most sophis-
ticated systems provide workflow capabilities to help companies
assign follow-up tasks and direct them to the appropriate per-
sonnel while keeping track of the outstanding items. This func-
tionality has the potential to enhance productivity while driving
consistency and quality.

Some external providers of whistle-blower hotlines offer such
case management systems and can feed new hotline reports directly
into the system. They may also enable the company to enter into
the system reports received through other means, such as those
communicated directly to the legal function, human resources,
compliance, ethics, fraud, security, customer service, internal audit,
audit committee, board of directors, or to supervisors or managers
in any part of the company.

When a case management system is used to track the resolution
of allegations of wrongdoing, it can become a rich repository of
information that can be used to enhance the company’s fraud and
corruption risk assessment process. It can provide data to measure
the company’s performance in resolving issues promptly or apply-
ing discipline consistently. In short, it can enable performance
improvement.

Legal counsel may be involved in structuring the contents and
use of the case management system so as to avoid breaches of legal
privilege or confidentiality. Deploying case management tools can
bring a new level of sophistication and management to the reso-
lution of fraud, corruption, and other allegations in today’s more
complex companies.

Remediation—getting more value from
investigations

Leading companies use fraud and corruption investigations not
only to find out what happened but also to identify vulnerabilities
in their core business processes weaknesses in their internal con-
trols. Then they fix them, not only in the business unit where the
issue arose but enterprise-wide. That way they can get more value
out of fraud investigations and increase their fraud prevention
capabilities.

This may seem like simple common sense, but too often com-
panies fixate on putting out the immediate fire and do not take the
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time to better prevent future ones. Or they implement process and
control improvements, but only in the business unit where the issue
arose. Operating silos, communication challenges, or the lack of a
collective antifraud culture can deter people from sharing insights
that result from fraud investigations, leaving other parts of the com-
pany to learn them the hard way. That can be a costly way to operate.

As we stated above, what distinguishes more effective companies
in this area, in our experience, is that they embrace, the opportu-
nity to learn from incidents of fraud and corruption. They take the
time to identify vulnerabilities in business processes and weaknesses
in internal controls that permitted the wrongdoing to occur. They
involve their internal auditors and other consultants in designing
process and control improvements.

And they implement those improvements enterprise-wide. It is
not rocket science; but it takes diligence and management support
to make it happen. We believe that companies that employ these
principles will be more resilient when confronted by fraud and
corruption.



CHAPTER

The Players’ Roles
(Including Yours)

Key points:

> The better you understand your business, the better prepared

you might be to proactively manage fraud and corruption risks
and deal with fraud when it occurs.

Fraud and corruption risk management depends on close coop-
eration and coordination of the board, the audit committee,
management, staff, and the internal audit function.

Everyone in the company has a basic responsibility to help pre-
vent and detect fraud and corruption. One of management’s
key roles is to educate and encourage employees to do this.

The board and the audit committee play important roles in
fraud and corruption risk management, providing oversight and
a crucial check and balance on management.

New rules, new responsibilities

The first decade of the 21st century has been marked by a virtually
unprecedented chain of developments in the realm of corporate
governance. The public outcry that resulted in the Sarbanes-Oxley
Act of 2002 and the ensuing implementation of that legislation
brought a host of reforms and modifications to the financial
reporting system. It may be fair to say that many companies are

136
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still sorting through those changes, and grappling with their vari-
ous implications. The financial crisis of 2008 revealed additional
issues related to the effectiveness of risk management in a variety
of areas.

In most areas, the old rules still apply—the more thoroughly you
know and understand your business, the better prepared you will be
to deal with the challenges and obstacles that inevitably arise.

While this may seem obvious, a review of some of the more
spectacular failures of the recent past shows that in many instances,
top executives and boards appear not to have fully comprehended
the risks in the businesses they were charged with running.

If you do not understand the business itself, it is virtually impossi-
ble to understand the risks associated with the business. So, the first
rule of managing fraud and corruption risks is: Know your business.

But there are enough new rules to justify a review of how the
corporate governance landscape has changed since 2002, even
noting that it will likely undergo still more change as a result of
the sub-prime mortgage issue and the ensuing financial crisis
of 2008.

While the impact of Sarbanes-Oxley has been significant, it
is important to remember that it was only one component of a
broader effort to restore public confidence in the capital mar-
kets. In a February 2002 speech by Harvey Pitt, then chairman of
the Securities and Exchange Commission (SEC), Pitt asked that
national self-regulatory organizations (SROs), such as the New York
Stock Exchange (NYSE) and NASDAQ), critically review their listing
standards and propose modifications to enhance the corporate gov-
ernance of listed companies.

As a result, the NYSE and NASDAQ separately developed pro-
posals for new corporate governance rules and submitted them to
the SEC for consideration. After reviewing public comments and
various amendments submitted by the SROs, the SEC approved
the new corporate governance listing standards on November
4, 2003.

The new standards of the NYSE and NASDAQ include a range
of requirements affecting boards of directors, certain board com-
mittees, and management. For instance, both sets of standards:

® Require that a majority of the board be composed of inde-
pendent directors
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e Strengthen the criteria for an independent director
determination

® Place responsibility for director nominations and executive
compensation in the hands of the independent directors

* Require separate meetings for non-management or indepen-
dent board members

* Require a code of business conduct/ethics for all directors,
officers, and employees

Among other provisions, the NYSE standards required compa-
nies to establish and disclose corporate governance guidelines that
address specified criteria; the NASDAQ standards required compa-
nies to make a public announcement if they receive an audit opin-
ion with a going-concern emphasis.

In addition to the various general governance practices covered,
the new listing standards modified a number of audit committee
requirements, including composition criteria and responsibilities.

The NYSE standards are more detailed than the NASDAQ
standards in specifying the audit committee’s responsibilities. Many
of the responsibilities specified in the NYSE standards, but not spec-
ified in the NASDAQ standards, have become common practice for
a number of public companies, regardless of where they are listed.

In any event, it is absolutely crucial for top management to pos-
sess a broad understanding of the roles and responsibilities of the
different players involved in a strong fraud and corruption risk
management strategy.

In our view, fraud and corruption risk management depends on
close cooperation and coordination of the board, the audit com-
mittee, management, staff, and the internal audit function. It is
essential for everyone to have a basic grasp of who is responsible for
doing what.

There is another important point to make about who the play-
ers are in managing fraud and corruption risks. Not only is it vital
to recognize that virtually the entire company must be involved in
some way, it is also important to note the issues concerning for-
malization of roles and responsibilities. Managing the Business Risk of
Fraud: A Practical Guide clearly makes this point:

To help ensure an organization’s fraud risk management pro-
gram [is] effective, it is important to understand the roles and
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responsibilities that personnel at all levels of the organiza-
tion have with respect to fraud risk management. Policies, job
descriptions, charters, and/or delegations of authority should
define roles and responsibilities related to fraud risk man-
agement. In particular, the documentation should articulate
who is responsible for the governance oversight of fraud con-
trol (i.e., the role and responsibility of the board of directors
and/or designated committee of the board). Documentation
should also reflect management’s responsibility for the
design and implementation of the fraud risk strategy, and
how different segments of the organization support fraud risk
management.

The board of directors and audit commitiee

Under the new listing rules, the audit committee of the board has
emerged as a crucial point of connection between the various lev-
els and areas of the company responsible for managing fraud risks.
In addition to overseeing the company’s financial reporting proc-
esses and internal controls, the audit committee serves as the inter-
face between the company and its external auditor.

The board’s and audit committee’s roles and responsibili-
ties relating to fraud and corruption risk management generally
include:

* Setting the right tone at the top

¢ Understanding what constitutes fraud and corruption risk

e Appropriately involving those charged with governance in an
oversight capacity

¢ Conducting its own brainstorming discussion, including a
specific discussion about how senior management might
attempt to override existing controls

* Reviewing and approving management’s fraud and corrup-
tion risk assessment

* Opverseeing the whistle-blower program and enforcement by
management of the code of conduct

¢ Evaluating management’s effectiveness in establishing fraud
controls in light of any identified deficiencies

* Reporting violations, including fraud, to regulatory agencies
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Management

Ultimately management is responsible for implementing and
supporting the policies and procedures designed to mitigate
fraud and corruption risks and safeguard the assets of the com-
pany. Management is also responsible for making certain that the
controls and processes for mitigating risk are up to date and func-
tioning properly.

Additionally, of course, management is responsible for the com-
pany’s financial statements. For SEC registrants, the CEO and CFO
are required to certify the company’s financial statements, under-
scoring their fiduciary and personal responsibilities.

Management’s roles and responsibilities relating to fraud risk
management generally include:

* Performing a periodic fraud and corruption risk assessment

¢ Establishing and maintaining fraud controls

* Maintaining adequate documentation of design of fraud
controls

¢ Evaluating design and operating effectiveness of fraud controls

¢ Evaluating and communicating fraud control deficiencies

¢ Educating the employees on ethics and fraud

¢ Setting and modeling the right ethical tone for the company

¢ Enforcing the code of conduct

Some executives and other managers in a company may be
reluctant to accept these responsibilities, perhaps thinking that
it’s not their job. How can they be persuaded that it is important
to the company that they do this and do it well? Gavin Ingram is
Corporate Counsel Asia for BlueScope Steel Limited, the leading
steel company in Australia and New Zealand with operations in Asia
and the United States. According to Gavin, “It comes back to the
culture of the organization. I draw a parallel with our safety culture.
Above all else we value the safety of our employees and aiming for
zero harm is our number one priority. Everyone in the organization
has a part to play in making our employees feel safe and we believe
it is the same with business conduct. We make it very clear that busi-
ness conduct is everyone’s responsibility.”

There are several functions that can perform parts of manage-
ment’s roles and responsibilities. For example, Compliance and/or
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Legal could be responsible for enforcing the code of conduct, edu-
cating the employees on ethics and fraud, and working with the
CEO/Chairman to set and model the right ethical tone for the
company. The risk management function could be responsible for
facilitating the fraud and corruption risk assessment, with involve-
ment from various functions across the company. Finance and
accounting, with assistance from Internal Audit, may be responsible
for evaluating the design and operating effectiveness of financial
controls and communicating deficiencies.

A wide array of functions would typically establish and maintain
the fraud controls, including finance and accounting, information
technology, human resources, compliance, legal, security, and loss
prevention.

If there was previously any doubt about responsibilities for anti-
fraud controls, the Sarbanes-Oxley Act of 2002 made things more
certain. Let us begin by looking at some of the requirements for
SEC registrants.

Section 404 of the Sarbanes-Oxley Act of 2002, Management
Assessment of Internal Controls, requires company management to file
an annual report on internal control over financial reporting.

The SEC’s resultant Final Rule: Management’s Reports on Internal
Control Over Financial Reporting and Certification of Disclosure in
Exchange Act Periodic Reports provides guidance on management’s
responsibilities related to fraud:

The assessment of a company’s internal control over financial
reporting must be based on procedures sufficient both to eval-
uate its design and to test its operating effectiveness. Controls
subject to such assessment include . . . controls related to
the prevention, identification, and detection of fraud. (see
footnote 2)

The SEC’s Sarbanes-Oxley section 404 guidance to manage-
ment that was released August 2007 emphasizes the importance of
antifraud programs and controls in a company’s internal controls
over the financial reporting process. This guidance states:

Management’s evaluation of the risk of misstatement should
include consideration of the vulnerability of the entity to
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fraudulent activity (for example, fraudulent financial report-
ing, misappropriation of assets and corruption), and whether
any such exposure could result in a material misstatement of
the financial statements.

Management should recognize that the risk of material
misstatement due to fraud ordinarily exists in any organization,
regardless of size or type, and it may vary by specific location
or segment and by individual financial reporting element. For
example, one type of fraud risk that has resulted in fraudulent
financial reporting in companies of all sizes and types is the
risk of improper override of internal controls in the financial
reporting process. While the identification of a fraud risk is not
necessarily an indication that a fraud has occurred, the absence
of an identified fraud is not an indication that no fraud risks
exist. Rather, these risk assessments are used in evaluating
whether adequate controls have been implemented.

Our discussion of fraud and corruption risk assessment in
Chapter 5 illustrates the operational challenges that can be encoun-
tered when implementing this guidance, especially around the issue
of management override of internal controls. Noting these issues in
advance can help you to address them up front and produce a bet-
ter result.

Staff

It is not an exaggeration to say that in today’s business environ-
ment, more is expected of everyone. As corporate hierarchies flat-
ten, personal responsibility becomes more important at every level.
As such, every employee has become a potentially valuable player in
a company’s fraud and corruption risk management strategy.

Staff’s roles and responsibilities relating to fraud and corrup-
tion risk management generally include:

¢ Understanding their role in managing fraud and corruption
risks

* Reading and understanding policies and procedures

¢ Participating in the process of creating a strong control
environment
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* Business process owner’s involvement in fraud and corrup-
tion risk brainstorming

* Being aware of red flags

® Reporting incidences of potential fraud and corruption

We noted previously the key role that tips can play in detect-
ing fraud schemes and corruption, and the requirement for SEC
registrants to deploy confidential reporting mechanisms such as
hotlines. We also noted the difficulties in resisting management
overrides of controls. In both areas, the most important variable
is whether the staff believe in the company’s repudiation of fraud
and corruption and has incorporated that psychological stance into
their everyday corporate behavior.

The workforce itself clearly plays a fundamentally important role
as guardian and watchdog. For employees to play this crucial
role, however, they must be comfortable using hotlines and com-
fortable resisting attempts to go around controls. Developing that
comfort level starts with the tone at the top of the company, but it
extends into many features of the relationship of the staff to the
company, from compensation policies, to rewards for transparency,
to performance evaluation.

Internal audit

In many companies, the internal audit function reports directly and
primarily to the audit committee, giving it a higher degree of inde-
pendence from management than it had in the past. With greater
independence, however, comes heightened responsibility. Internal
audit is expected to communicate swiftly with the audit committee
particularly when there are significant deviations from policies or
procedures, or when there is a major breakdown in controls.

Internal audit’s roles and responsibilities relating to fraud and
corruption risk management generally include:

* Supporting management’s education of personnel regarding
ethics, fraud, and corruption

¢ Assisting in the evaluation of fraud risk factors, fraud and cor-
ruption risks, and schemes

¢ Assisting in the development of fraud controls based on its
understanding of operations and internal audit findings
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* Monitoring for compliance, including interrogation of data-
bases and applications

® Supporting the audit committee by performing proactive fraud
auditing to address the risk of management override of controls

® Performing proactive monitoring of various aspects of the
fraud and corruption risk management program

Of course, this implies that internal audit has appropriate staff-
ing and funding. The appropriate role of internal audit can be sti-
fled in more ways than one. In the case of the United Nations and
the Oilfor-Food Programme abuses, for example, the Independent
Inquiry Committee led by Paul Volcker found that the internal
audit function was compromised not only by program management
interference, but also by severe shortfalls in staffing and budget
restraints. The net result was that internal audit was not able to
conduct examinations in Iraq, the main site of abuses, and was not
therefore able to detect the rampant corruption that occurred.

Interestingly, the example of internal audit and the Oilfor-Food
Programme also raises a fundamental question of competency and the
way budget restraints can hamper the development of appropriate com-
petencies. We have stressed the importance of corruption risk assess-
ments. At a time when the United Nations was attempting to move to
risk based audits, the internal auditors asked for funds to engage a con-
sultant to help them develop additional competency for use in the Oil-
for-Food audits. The request was denied by the program management
executive. In hindsight, Mr. Volcker’s committee found that a compe-
tent risk assessment of the program had never been carried out.

Independent auditors

The role of independent auditors is described in Statement on
Auditing Standards (SAS) No. 1, Codification of Auditing Standards
and Procedures (AICPA, Professional Standards, vol. 1, AU section 110,
“Responsibilities and Functions of the Independent Auditor”),
which states:

The objective of the ordinary audit of financial statements by
the independent auditor is the expression of an opinion on the
fairness with which they present, in all material respects, finan-
cial position, results of operations, and its cash flows in con-
formity with generally accepted accounting principles.
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AU section 110 also states:

The auditor has a responsibility to plan and perform the audit
to obtain reasonable assurance about whether the financial
statements are free of material misstatement, whether caused
by error or fraud.

AU section 316, “Consideration of Fraud in a Financial
Statement Audit,” establishes standards and provides guidance
to auditors in fulfilling that responsibility, as it relates to fraud, in
an audit of financial statements conducted in accordance with gen-
erally accepted auditing standards.

Reporting on internal controls is not currently part of most
financial statement audits, such as those of private or smaller pub-
lic companies. Currently, some large public companies are required
under section 404 of the Sarbanes-Oxley Act to have their inde-
pendent auditors audit and report on management’s assessment
of internal control over financial reporting. Internal control over
financial reporting encompasses certain fraud controls.

The standard governing the independent auditor’s evaluation
of internal controls over financial reporting is issued by the Public
Company Accounting Oversight Board. Itis Auditing Standard No. 5
and it states:

. . the risk that a company’s internal control over financial
reporting will fail to prevent or detect misstatement caused
by fraud usually is higher than the risk of failure to prevent or
detect error. The auditor should focus more of his or her atten-
tion on the areas of highest risk.

This Standard also states:

When planning and performing the audit of internal control
over financial reporting, the auditor should take into account
the results of his or her fraud risk assessment. As part of identi-
fying and testing entity-level controls, as discussed beginning at
paragraph 22, and selecting other controls to test, as discussed
beginning at paragraph 39, the auditor should evaluate whether
the company’s controls sufficiently address identified risks of
material misstatement due to fraud and controls intended to
address the risk of management override of other controls.
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These requirements are currently only applicable to certain
large public companies (“accelerated filers”). It remains to be
seen if these additional measures that help to address the risk of
fraud will be implemented for smaller public companies as well.
Implementation has been deferred by regulators several times and
continues to be the subject of public debate.

Other consultants

Management and the Board should also consider calling on outside
consultants to assist in the development of fraud and corruption
risk management programs. Such consultants often have substan-
tial knowledge not only regarding what is possible in fraud and cor-
ruption risk management, but also about particular controls and
industry benchmarking that can be essential to balancing and tun-
ing controls to the risks that are dominant in the industry.

In this book, we have stressed the pivotal role of the fraud and
corruption risk assessment and of the controls that follow from it.
We argue that these things, if done correctly, can lead to corporate
resiliency. However, as important as they are, we should not assume
that all companies are fully equipped to carry them out.

Most companies, even large complex ones, are designed to
carry out business functions related to commercial transactions. As
such, they may require some form of assistance in developing fraud
and corruption risk management capabilities and programs, which
can also involve elements of change management.

This is especially the case with fraud and corruption risk assess-
ments, which, as Chapter 5 makes clear, present many traps for the
unwary. Leveraging assistance from outside the company can make
a lot of sense.

The value of a cross-functional committee

Fraud and corruption risk management is not just the responsibil-
ity of one department. It requires collaboration between people in
different functions such as finance and accounting, internal audit,
information technology, human resources, fraud/security, compli-
ance, legal, and risk management. In the real world, this can some-
times mean dealing with silos, turf issues, and empires, which can
hamper company-wide efforts to combat fraud and corruption.
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A cross-functional fraud and corruption risk management
committee representing various functions can help overcome the
obstacles posed by silos and enable a fraud and corruption risk
management strategy that is genuinely effective at multiple levels
and in multiple areas of the company.

Such a committee can include representatives from the key
business functions identified above. Ideally, the committee can
meet regularly to discuss their various tasks, share knowledge, and
foster a sense of teamwork.

It is important to assign one person or function as the project
manager to manage and facilitate the different tasks of this
committee, in addition to a chairperson to ensure that roles and
responsibilities are properly designed and that the fraud and cor-
ruption risk management strategy is properly implemented.

The role of the compliance officer

Back in Chapter 5, we discussed the role of senior management in
setting the proper tone to establish an effective control environ-
ment. A company’s compliance officer also plays a critical role in
setting the right tone for compliance. If the tone set by the compli-
ance officer is overly rigid, preachy, or authoritarian, people might
become too reluctant or too fearful to report suspected occur-
rences of fraud or corruption.

The tone set by the compliance officer can also affect business
operations across the entity. If the company’s compliance processes
are perceived as fair and rational, they are less likely to impede the
normal flow of business. If, on the other hand, they are perceived as
harsh and unreasonable, they might actually prevent people from
embracing normal and reasonable risks that are inherent in many
business activities.

“Compliance officers form the bridge between the worlds of
legal risk and business performance,” says our colleague Steve Vincze.
“They need to understand the business so they can make sure that the
compliance operations are integrated with the business operations.”

A former compliance officer in the life sciences industry,
Vincze has seen the role transform over time. “Historically, compli-
ance has been a reactive function. But that is changing. Nowadays,
the compliance officer is a team player. You have got to be collab-
orative, energetic, and knowledgeable. You need to resonate with
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credibility across all levels. You need to have an extraordinarily posi-
tive outlook.”

To a greater extent than before, today’s compliance officer is
expected to stay ahead of the curve by understanding the complex
and continually evolving relationships among business, risk, and
regulation.

Ideally, the compliance officer is perceived as a business
resource instead of an adversary. “Good compliance officers distill
very complicated requirements into simple concepts that people
can understand and act upon with confidence. A good compliance
program is ready to answer the question that has never been asked,”
says Vincze.

Compliance officers are more likely to be effective, says Vincze,
when they view compliance as an integrated business process, rather
than as a mandated “bolt on” that people might tend to resent.

“You need to show people that you are adding value and mak-
ing a difference in a positive way,” says Vincze. “Ironically, you have
got to take some risks to do the job right.”

Fraud and corruption risk management is
everyone’s business

We have argued in this chapter that managing fraud and corrup-
tion risk is not the business of “this or that” group within a company.
Instead, it is everyone’s business, from clerks in the accounting depart-
ment, to company management, to the audit committee of the board
of directors. Managing the Business Risk of Fraud: A Practical Guide sums
up this concept:

Reactions to recent corporate scandals have led the public
and stakeholders to expect organizations to take a “no fraud
tolerance” attitude. Good governance principles demand that
an organization’s board of directors, or equivalent oversight
body, ensure overall high ethical behavior in the organiza-
tion, regardless of its status as public, private, government, or
notfor-profit; its relative size; or its industry. The board’s role
is critically important because historically most major frauds
are perpetrated by senior management in collusion with other
employees. Vigilant handling of fraud cases within an organi-
zation sends clear signals to the public, stakeholders, and
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regulators about the board and management’s attitude toward
fraud risks and about the organization’s fraud risk tolerance.

Fraud and corruption may be tougher to manage than some
other risks, in part because it can involve getting many different
functions within the company to work together effectively. But
when that happens, duplicative activities can be negotiated away,
gaps can be identified and closed, and fraud and corruption risk
management performance can be raised. Fraud and corruption
risk management is everyone’s job in a company. And it is a great
thing to see when people embrace the opportunity to help create
a workplace that has more integrity, less fraud and corruption, and
more effective risk management.






Conclusion: What the
Future May Hold

e hope that by now we have made a strong case for building
a more proactive and more focused approach to managing fraud
and corruption risks across your company and for the way in which
such an approach can lead to increased corporate resiliency.

We have striven to present a strong argument in favor of pro-
active anti-fraud and anti-corruption strategies. We believe such strat-
egies are attractive to reduce the likelihood of fraud and corruption
occurring and to reduce the impact on the entity when they do.

In our experience, companies that prepare for the eventual-
ity of fraud and corruption do a better job of coping and recov-
ering than companies that wait until something unfortunate has
occurred. Formulating a response to fraud after it has occurred is
like closing the proverbial barn door after the horses have escaped.
It is sometimes too late.

Sadly, we have personally witnessed numerous occasions in
which companies have acted to address fraud risks only after embar-
rassing revelations, extensive investigations, and costly legal pro-
ceedings have occurred. We have seen too many companies wait
until after they have been publicly humiliated, had their reputations
tarnished, and lost substantial market value before taking what we
consider to be prudent steps to manage fraud risks.

We urge you to consider taking action before the storm hits. Be
prepared. Do not wait until circumstances force you into a reactive
mode. The processes and techniques for managing fraud and cor-
ruption risks proactively exist. Take the time to learn more about
them. Make the commitment to consider their relative merits and
advantages. Then act decisively to develop and implement a strong
fraud and corruption risk management strategy.
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We obviously cannot guarantee that taking these steps will result
in your experiencing no fraud or corruption, or protect you entirely
from their effects. But we can state that from our experience you
will likely avoid some frauds and be better positioned to recover
more quickly when some inevitably occur. You will also likely be in a
better position to limit the extent of the damage.

On a cautionary note, it seems reasonably fair to point out that,
based on the periodicity of previous business cycles, we appear
to be in another patch of relatively stormy weather. In other words,
batten down the hatches.

Why do we say this? Based on our personal experience and
observations, periods marked by economic turmoil, as in the case
of the current financial crisis and recession, are commonly accom-
panied by revelations of rampant episodes of fraud and corruption
(some committed during boom times, some during the subsequent
downturn). These periods are usually followed by times marked by
closer scrutiny, heightened regulation, and sterner punishments. After
that comes a period of relative calm during which people may in time
grow complacent and somewhat lax, thereby allowing more fraud and
corruption to be committed. And then the cycle starts again.

Whether you accept the inevitability of certain business cycles or
not, you cannot casually accept the inevitability of fraud and corrup-
tion. That would be wrong, and imprudent. It would also be bad for
business, since as we have maintained throughout this book, resilient
companies, those that do a good job of managing fraud risks, may
gain competitive advantages over companies that do not.

Additionally, one can argue that in today’s global economy, many
companies have more to lose than ever before. Their global value
chains now expose them to more fraud and corruption risks from
countries far away. Mergers have led to much larger companies with
more shareholder value dependent on intangibles like brand names
and reputation. But the global media now brings corporate misfea-
sance anywhere in the world to the public’s attention, increasing the
risk of reputational loss. And prosecutors and regulators in more coun-
tries are aggressively enforcing the growing array of anti-fraud and anti-
corruption laws. We believe all these factors can make companies more
brittle and therefore more vulnerable than companies of the past.

All this is before factoring in the impact of the ongoing global
recession and corporate financing challenges. The current shortage
of debtor-in-possession financing, for example, is turning Chapter 11
bankruptcy from a restructuring opportunity into a forced liquidation
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for more companies. Companies that experience major fraud or cor-
ruption and which in the past might have used Chapter 11 to help
them recover may now have greater difficulty surviving.

Resilient corporations understand that strong fraud and corrup-
tion risk management strategies can help them become more flex-
ible and more capable of surviving the next storm.

Today’s business environment clearly requires a greater emphasis
on effective risk management generally than was considered necessary
in the past. Does it not make sense to manage fraud risks better too?

“Look, most Western nations have foreign corrupt practices
legislation. The more you expand globally, the more you increase
your exposure to the risk of prosecution for fraud and corruption,
especially when you’re operating in countries that rank higher on
Transparency International’s Corruption Perceptions Index,” says
Peter Dent, a Deloitte Canada colleague and a former fraud and
corruption investigator at the World Bank.

“Prevention is always cheaper than the cure. But it’s hard con-
vincing people to invest in fraud prevention because they just can’t
envision the risks,” says Dent. “So we’re still seeing people enacting
preventive strategies after the fact, when they’re overwhelmed by
their circumstances and the damage has already been done.”

Dent, who spent much of his time with the World Bank investigat-
ing fraud and corruption in Southeast Asia, says the inability of exec-
utives to comprehend the enormous downside risk of fraud remains
a problem. “There are huge risks and the costs are astronomical. But
nobody wants to think negatively about the future. Many people still
believe that planning for fraud is like planning for a funeral. But
when the prosecutors start knocking at the door, you're more likely
to survive the crisis if you've already taken the right steps.”

Good fraud and corruption risk assessment is crucial

Once we accept the proposition that companies that develop fraud
risk strategies are more likely to be successful than those that do
not, we must turn to the key area of potential vulnerability, fraud
and corruption risk assessment. We believe that many companies
fall short in this area and would be better off if they were more
methodical in identifying the fraud and corruption risks they face
and coupling the risks to appropriate strategies.

More frequent, more skeptical, and more thorough fraud and cor-
ruption risk assessments are a crucial defensive strategy. The reason,
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of course, is simple: If you do not know what is out there waiting for
you, you cannot hope to prepare for it. Yesterday’s tactics will not
help you cope with the fraud risks of today and tomorrow. Honesty,
candor, and thoroughness are prerequisites for a fraud and cor-
ruption risk assessment strategy, especially when you consider how
quickly new risks can emerge.

One of the goals here is avoiding surprises. The more you know
about the risks you are facing, the less likely you are to be caught
“wrong-footed.” So, in addition to identifying fraud and corruption
risks more frequently and more methodically, you should also be
realistic about your company’s capabilities.

Companies rarely have all the resources at their disposal neces-
sary to solve or mitigate every conceivable fraud risk. Resilient cor-
porations are not afraid to leverage external resources to acquire
the knowledge, experience, or capabilities they need to strengthen
their anti-fraud strategies. That may, of course, seem self-serving
for advisors to say, but in practice we see many companies that have
fallen behind in their approach to fraud and corruption risk man-
agement and an external perspective can be valuable.

Resilient corporations resist the urge to rely on internal “group-
think” when confronted with potential risks. Sometimes trying to
solve a problem by relying solely on internal resources can misfire.
Consider reaching out to advisors that can help or assist you in find-
ing the information you need or develop the capabilities required
to solve the problem.

Embracing new roles and responsibilities

Resilient corporations we have worked with embrace the newer,
more substantive relationship between the board and the audit
committee. This relationship is a key difference between the pre—
and post— Sarbanes-Oxley era. Ideally, it can lead to greater strength
and greater resiliency for companies competing in complex, fast-
changing global markets.

The role of the corporate officer designated by the chief execu-
tive to be responsible for fraud and corruption risk management
will be increasingly important in coordinating the entity’s activities
across multiple functions and operating units. Healthy interrela-
tionships among the board, the audit committee, and the individu-
als tasked with assessing risks and managing them appropriately are
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a crucial part of an ongoing enterprise-wide fraud and corruption
risk management strategy.

Measuring performance

It would be foolish to suggest that you could manage your fraud and
corruption risks properly without first having the willingness and the
capability to monitor, test, and measure the effectiveness of your
anti-fraud processes.

Resilient corporations emphasize performance testing and
measurement and integrate them into their anti-fraud strategies.
They establish key performance indicators (KPIs), measure progress
and performance, produce reports on a periodic basis, share critical
data with the board and the audit committee, strive to accomplish
targets set by management with the board’s approval, take corrective
action when necessary, and drive toward continuous improvement.

In other words, they treat fraud and corruption risk manage-
ment as an integral part of the business, not as an afterthought.

We won’t predict the future, but ...

Predicting what is going to happen next in the world of fraud and
corruption is like predicting the weather — possible, but still sub-
ject to many uncertainties.

With that caveat in mind, we thought it would be useful to
share some general perceptions held by our colleagues and clients
regarding possible areas in which fraud and corruption challenges
might arise with greater frequency and potentially heavier impact.

Our colleague Greg Swinehart, national leader of the Forensic
and Dispute Services practice at Deloitte Financial Advisory Services
LLP, identifies four trends that he believes are likely to exert a
strong influence on the course of anti-fraud and anti-corruption
efforts over the next several years:

1. Globalization. As companies engage with more markets around
the world, the challenges of dealing with divergent accounting
systems, different regulatory environments, and varying degrees
of transparency will become greater. “Every cliché about the
world becoming flat is true,” says Swinehart. “Handling global
investigations, managing antifraud programs in a global scale —
the challenges are getting bigger, not smaller.”
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2. Changes in regulatory regimes. The worldwide financial prob-
lems are likely to result in regulatory changes in the United
States and other countries. “We have had an incrementally
changing regulatory environment for the past several years, but
I think given what is happening in the global financial markets,
we are likely to see accelerating change,” says our colleague.

3. Economic pressures. The global recession may create intense
economic pressures for an extended period, according to our
colleague. “We know from our past experience that as the eco-
nomic waters recede, more rocks are exposed. The real question
is whether companies will mitigate the growing pressure on their
people and help them avoid being tempted to resort to fraud
and corruption,” says Swinehart.

4. Technology. As companies rely more extensively on advanced
technologies to operate their businesses, new opportunities for
committing fraud will arise. “Every time that the guys with the
white hats get better at devising anti-fraud systems — anomaly
detection systems, control systems, security systems, firewalls and
anti-penetration techniques — technologically savvy fraudsters,
whether they are external to the company or internal, figure
out a way around the technology. This battle will become more

intense and it is likely to be with us for the rest of our lives.”

Take your first steps now

Now that you are almost finished reading our book, we urge you to
revisit Chapter 4 and take another look at the self-assessment tool.
Take some time to answer the questions and then see where your
company may be on the corporate resiliency scale with respect to
managing fraud and corruption risks.

Chances are that you will find some indications that your com-
pany has an opportunity to make significant improvements. Resolve
to take action as expeditiously as possible. Set a bar for yourself and
see how much further you can drive your company up the scale.
Remember that your specific areas of opportunity will likely include
items beyond those covered in the self-assessment tool; it is simply a
sample of questions intended to take your temperature on the issue
of corporate resiliency.

For more information about fraud, corruption and other com-
plex business issues, we encourage you to visit us at the Deloitte
Forensic Center online at www.deloitte.com/us/forensiccenter.

We wish you the best of luck, and we wish you a resilient future.
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hat are the best words to describe today’s business environ-
ment? Complex? Volatile? Challenging? Uncertain?

One thing is clear: The values and integrity of individuals and
the companies to which they belong are being tested to an unprec-
edented degree.

Our global economy is a new economy. It is a frontier, and we
are all pioneers. We are inspired, we are awed, and we are more
than occasionally confused by what we see happening around us.

In the midst of this uncertainty, we rightly look for standards of
proper behavior to guide us. We know that honesty and integrity
are still important and that even in the most competitive circum-
stances, the ability to behave ethically remains paramount.

That is why I am pleased that Toby and Frank devoted an entire
chapter of this book to the crucial role of tone at the top and estab-
lishing an effective control environment.

If you believe, as I do, that a control environment is perhaps
the single most important element of a company’s anti-fraud strat-
egy, then you will probably agree that one of management’s most
important responsibilities is setting the proper tone and making
certain that it becomes the prime motivating principle at every level
within the company.

This is not solely the job of the CEO. All of senior management
should be involved. The board of directors, the audit committee,
and internal audit also play key roles in setting the tone and culture
of the company.

An effective control environment reduces the chances that
employees will commit fraud. It clearly communicates a zero-
tolerance attitude toward any and all types of fraud. It rejects cor-
ruption unambiguously.

In my experience as a CEO and as an anti-fraud, anti-
corruption investigator and consultant, I have seen that a strong
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and unmistakable message from senior management can result in a
better work environment that attracts better job candidates, encour-
ages employee retention, and reduces unnecessary turnover.

At the risk of repeating some of the points made in this book,
there are many ways for senior management to go about the task of
setting the right tone. But the basic steps are straightforward and
relatively easy to convey, if not to accomplish:

1. Management communicates what it expects of employees.

2. Management leads by example.

3. Management provides a safe, usable mechanism for report-
ing violations.

4. Management rewards integrity and ethical behavior.

As you can see, this is not rocket science. However, it is not
completely intuitive, either, particularly in our challenging times.
We are not necessarily born with the skills and abilities required to
become effective and ethical leaders — that is why management
books such as Corporate Resiliency are so useful.

Successful leaders learn that promoting ethical behavior and
personal integrity is, above all, a team effort. Once the tone has
been set, everyone in the company is responsible for making sure
it is applied consistently. That is the hallmark of a truly ethical com-
pany. It is not just honest and ethical in some areas; it is honest and
ethical everywhere it operates.

This concept of a code of conduct may be new to many compa-
nies, especially if they have not operated in a global marketplace
before. But as Toby and Frank point out, it has become a necessary
concept. A quick glance at the headlines will show you that pros-
ecutions for alleged violations of the Foreign Corrupt Practices Act
have risen dramatically.

Foreign governments that might have ignored corruption previ-
ously are now increasingly taking it more seriously, and are actively
participating in efforts to chase down violators. Stiff fines and
prison sentences are becoming increasingly common. The reputa-
tional damages resulting from prosecution are difficult to quantify,
but it is hard to imagine that any company can benefit from having
one or more of its officers in jail.

Companies all over the world have grappled with the challenges of
fraud and corruption. But in many instances, and for a variety of rea-
sons, these challenges did not receive the attention they fully deserved.
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As a result, some companies never took the trouble to develop
comprehensive strategies for managing fraud risks intelligently over
time. Instead they settled for ad hoc mixtures of disparate tactical proc-
esses. Sometimes these makeshift approaches worked, and sometimes
they did not. We have all seen the results that sometimes followed.

In today’s business environment, fraud can no longer be consid-
ered a secondary concern. Smart companies are likely to perceive
fraud as a primary risk. They understand that fraud is like a game
of Russian roulette — even if the odds of surviving are in your favor,
the downside can be especially ugly.

They also understand that the phenomenon of fraud has
changed. In times past, a series of natural barriers normally pre-
vented the effects of fraud from rippling too far beyond the bound-
aries of an individual business unit or operational area within a
larger company.

In today’s highly communication-efficient world, many of those
barriers no longer exist. Modern companies tend to be flat, lean,
and decentralized. The speed of business, the emphasis on pro-
ductivity, and the relentless drive toward greater efficiency have
brought new wealth and prosperity to millions of people worldwide.
Moreover, analysts today move quickly and efficiently. Business
advances and communication have opened the doors to new risks.

In our rapidly evolving global economy, fraud can come from
any direction, at any time. New forms of fraud emerge at a dizzy-
ing pace, requiring companies to respond more quickly and with
far greater flexibility than in the past.

The sheer volume of data that companies must process, screen,
sort, and protect requires a new generation of more powerful tools that
can address fraud risks in real time, before they spiral out of control.

Today, the Internet and other new media virtually guarantee
that bad news will spread globally, amplifying risks and creating new
ones. Fraud and corruption now have greater potential to ignite a
chain reaction of events that could result in catastrophe.

In this book, Toby and Frank build a case for replacing short-
term tactical approaches with sustainable strategies for manag-
ing fraud risks. They argue that resilient corporations do not wait
for fraud to occur. Resilient corporations know that fraud and
corruption may occur, so they develop and deploy effective strate-
gies for preventing, detecting and responding to them.

The key is preparedness, and preparedness comes in two fla-
vors: operational and cultural.
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Operational preparedness includes all the people, processes and
technologies required to sustain an effective anti-fraud strategy. Of
the two kinds of preparedness, it’s the easier to achieve.

Cultural preparedness is a little more difficult, since it requires a
continual focus on managing fraud risks across the entire company.

As 1 suggested earlier, cultural preparedness begins with the
tone at the top. It radiates in all directions, informing every deci-
sion made at every level and in every area of the company. It even
extends beyond the traditional limits of the company, since it also
must inform the decisions of business partners, suppliers, agents,
and customers.

I would also like to make another point this book makes. As I
have said in many speeches and interviews, and as I have made sure
my company tries to live, innovation and new uses of technology
are key issues in the fight against fraud and corruption. Things like
a focus on the psychology of fraud and testing procedures to help
identify prospective employees whose personality shows a propen-
sity to commit fraud, as well as things like the continuous monitor-
ing of financial transactions to screen for those that raise red flags,
are examples of steps that companies should explore and be pre-
pared to take.

From my perspective, a resilient corporation is a company that
is both operationally and culturally prepared to manage fraud risks
on a 24/7 basis, throughout the company. And I pose this question
to you: Is your company prepared? Is it resilient?

Resiliency is not some kind of management-speak buzzword used
by consultants. Resiliency is the ability to bounce back and regain
your form after a shock. It is that simple. So, I ask you again: Is your
company resilient? When something bad happens, how quickly and
how completely will it recover?

I would not press the point if I did not believe wholeheartedly
that resiliency is both an achievable and a necessary goal. Resiliency
is a critical corporate asset. In fact, I would be willing to argue that
resiliency, as defined in this excellent book by Toby and Frank,
should be considered a core competency of successful companies.

By Frank Piantidosi
Chief Executive Officer, Deloitte North American
Financial Advisory LLC



Appendix: Examples of Fraud
Risk Factors

he following examples of fraud risk factors may be helpful to
directors, officers, executives, and managers for brainstorming
fraud risks at their organization and maintaining vigilance for indi-
cators of potential fraud risks. Chapter 5, Fraud and Corruption
Risk Assessment, describes how identification of fraud risk factors
fits into the overall fraud risk assessment process.

This material is based on U.S. Auditing Standards AU316.
Copyright 2002 by the American Institute of Certified Public
Accountants, Inc. Adapted with permission.

Risk factors relating to misstatements arising from
fraudulent financial reporting

The following are examples of risk factors relating to misstatements
arising from fraudulent financial reporting.

Incentives/pressures

a. Financial stability or profitability is threatened by economic,
industry, or entity operating conditions, such as (or as indi-
cated by):

e High degree of competition or market saturation, accom-
panied by declining margins

* High vulnerability to rapid changes, such as changes in
technology, product obsolescence, or interest rates

¢ Significant declines in customer demand and increasing
business failures in either the industry or overall economy
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Operating losses making the threat of bankruptcy, foreclo-
sure, or hostile takeover imminent

Recurring negative cash flows from operations or an inabil-
ity to generate cash flows from operations while reporting
earnings and earnings growth

Rapid growth or unusual profitability, especially compared
to that of other companies in the same industry

New accounting, statutory, or regulatory requirements

. Excessive pressure exists for management to meet the require-

ments or expectations of third parties due to the following:

Profitability or trend level expectations of investment ana-
lysts, institutional investors, significant creditors, or other
external parties (particularly expectations that are unduly
aggressive or unrealistic), including expectations created
by management in, for example, overly optimistic press
releases or annual report messages

Need to obtain additional debt or equity financing to stay
competitive—including financing of major research and
development or capital expenditures

Marginal ability to meet exchange listing requirements or
debt repayment or other debt covenant requirements
Perceived or real adverse effects of reporting poor finan-
cial results on significant pending transactions, such as
business combinations or contract awards

. Information available indicates that the personal financial sit-

uation of the management or those charged with governance
is threatened by the entity’s financial performance arising
from the following:

Significant financial interests in the entity

Significant portions of their compensation (for example,
bonuses, stock options, and earn-out arrangements) being
contingent upon achieving aggressive targets for stock
price, operating results, financial position, or cash flow
Personal guarantees of debts of the entity

There is excessive pressure on management or operating
personnel to meet financial targets set up by those charged
with governance, including sales or profitability incentive
goals.
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Opportunities

a. The nature of the industry or the entity’s operations provides
opportunities to engage in fraudulent financial reporting
that can arise from the following:
¢ Significant related-party transactions not in the ordinary

course of business or with related entities not audited or
audited by another firm

¢ A strong financial presence or ability to dominate a cer-
tain industry sector that allows the entity to dictate terms
or conditions to suppliers or customers that may result in
inappropriate or non-arm’s-length transactions

¢ Assets, liabilities, revenues, or expenses based on signifi-
cant estimates that involve subjective judgments or uncer-
tainties that are difficult to corroborate

¢ Significant, unusual, or highly complex transactions, espe-
cially those close to period end that pose difficult “sub-
stance over form” questions

¢ Significant operations located or conducted across inter-
national borders in jurisdictions where differing business
environments and cultures exist

¢ Significant bank accounts or subsidiary or branch opera-
tions in tax-haven jurisdictions for which there appears to
be no clear business justification

b. There is ineffective monitoring of management as a result of
the following:

* Domination of management by a single person or small
group (in a non-owner-managed business) without com-
pensating controls

¢ Ineffective oversight over the financial reporting process
and internal control by those charged with governance

c. There is a complex or unstable organizational structure, as
evidenced by the following:
¢ Difficulty in determining the organization or individuals

that have controlling interest in the entity

* Opverly complex organizational structure involving unusual
legal entities or managerial lines of authority

¢ High turnover of senior management, counsel, or board
members
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Internal control components are deficient as a result of the

following:

¢ Inadequate monitoring of controls, including automated
controls and controls over interim financial reporting
(where external reporting is required)

¢ High turnover rates or employment of ineffective account-
ing, internal audit, or information technology staff

¢ Ineffective accounting and information systems, includ-
ing situations involving significant deficiencies or material
weaknesses in internal control

Attitudes/Rationalizations

a.

Ineffective communication, implementation, support, or
enforcement of the entity’s values or ethical standards by
management or the communication of inappropriate values
or ethical standards

Nonfinancial management’s excessive participation in or pre-
occupation with the selection of accounting principles or the
determination of significant estimates

. Known history of violations of securities laws or other laws

and regulations, or claims against the entity, its senior man-
agement, or board members alleging fraud or violations of
laws and regulations

Excessive interest by management in maintaining or increas-
ing the entity’s stock price or earnings trend

. A practice by management of committing to analysts, credi-

tors, and other third parties to achieve aggressive or unrealis-

tic forecasts

Management failing to correct known significant deficiencies

or material weaknesses in internal control on a timely basis

An interest by management in employing inappropriate

means to minimize reported earnings for tax-motivated

reasons

Recurring attempts by management to justify marginal or

inappropriate accounting on the basis of materiality

The relationship between management and the current or

predecessor auditor is strained, as exhibited by the following:

¢ Frequent disputes with the current or predecessor auditor
on accounting, auditing, or reporting matters
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e Unreasonable demands on the auditor, such as unreason-
able time constraints regarding the completion of the audit
or the issuance of the auditor’s report

¢ Formal or informal restrictions on the auditor that inappro-
priately limit access to people or information or the ability to
communicate effectively with those charged with governance

* Domineering management behavior in dealing with the
auditor, especially involving attempts to influence the scope
of the auditor’s work or the selection or continuance of per-
sonnel assigned to or consulted on the audit engagement

Risk factors relating to misstatements arising from
misappropriation of assets

Risk factors that relate to misstatements arising from misappropria-
tion of assets are also classified according to the three conditions
generally present when fraud exists: incentives/pressures, oppor-
tunities, and attitudes/rationalizations. Some of the risk factors
related to misstatements arising from fraudulent financial reporting
also may be present when misstatements arising from misappropri-
ation of assets occur. For example, ineffective monitoring of man-
agement and weaknesses in internal control may be present when
misstatements due to either fraudulent financial reporting or misap-
propriation of assets exist. The following are examples of risk factors
related to misstatements arising from misappropriation of assets.

Incentives/pressures

a. Personal financial obligations may create pressure on man-
agement or employees with access to cash or other assets sus-
ceptible to theft to misappropriate those assets.

b. Adverse relationships between the entity and employees with
access to cash or other assets susceptible to theft may motivate
those employees to misappropriate those assets. For example,
adverse relationships may be created by the following:
¢ Known or anticipated future employee layoffs
* Recent or anticipated changes to employee compensation

or benefit plans
* Promotions, compensation, or other rewards inconsistent
with expectations
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Opportunities

a. Certain characteristics or circumstances may increase the sus-
ceptibility of assets to misappropriation. For example, oppor-
tunities to misappropriate assets increase when there are the
following:

Large amounts of cash on hand or processed

Inventory items that are small in size, of high value, or in
high demand

Easily convertible assets, such as bearer bonds, diamonds,
or computer chips

Fixed assets that are small in size, marketable, or lacking

observable identification of ownership

b. Inadequate internal control over assets may increase the sus-
ceptibility of misappropriation of those assets. For example,
misappropriation of assets may occur because there is the
following:

Inadequate segregation of duties or independent checks
Inadequate management oversight of employees responsi-
ble for assets, for example, inadequate supervision or mon-
itoring of remote locations

Inadequate job applicant screening of employees with
access to assets

Inadequate recordkeeping with respect to assets
Inadequate system of authorization and approval of trans-
actions (for example, in purchasing)

Inadequate physical safeguards over cash, investments,
inventory, or fixed assets

Lack of complete and timely reconciliations of assets

Lack of timely and appropriate documentation of transac-
tions, for example, credits for merchandise returns

Lack of mandatory vacations for employees performing key
control functions

Inadequate management understanding of information
technology, which enables information technology employ-
ees to perpetrate a misappropriation

Inadequate access controls over automated records, includ-
ing controls over and review of computer systems event
logs
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Atlitudes/rationalizations

a. Disregard for the need for monitoring or reducing risks
related to misappropriations of assets

b. Disregard for internal control over misappropriation of assets
by overriding existing controls or by failing to correct known
internal control deficiencies

c. Behavior indicating displeasure or dissatisfaction with the
company or its treatment of the employee

d. Changes in behavior or lifestyle that may indicate assets have
been misappropriated
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Chapter 3: The Costs of Fraud and Corruption

Statistics and the “Distribution of Dollar Loss” chart displayed in
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on Occupational Fraud & Abuse, authored by the Association
of Certified Fraud Examiners (ACFE).

This report, the latest in a series of reports issued by the
ACFE every two years, researches the monetary cost of occu-
pational fraud and how fraud is committed. Other sections
detail the detection of fraud schemes and profile types of
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report can be found on the ACFE website at: http://www.
acfe.com/rttn/2008-rttn.asp.

mentioned in the subchapter Accounting and Auditing
Enforcement Releases (AAERs) are issued when a company
has been found guilty of committing an accounting-related
crime. All AAERs are located under the SEC website at:
http://www.sec.gov/.

As mentioned in the report, the Enron scandal not only forced

Enron to cease operations, the accounting firm Arthur
Andersen LLP lost its business as well. The financial effects
of the Enron scandal are massive—stockholders lost $60 bil-
lion in shareholder value while employees lost $2 billion in
pension benefits. Arthur Andersen relinquished its licenses
to practice as a Certified Public Accounting firm in the
United States. The scandal was the main catalyst in the pass-
ing of the Sarbanes-Oxley Act of 2002.

The information of executive officer convictions was sourced

from an online report from Kate Plourd, Count Em: 63 CFOs
Convicted in Past Five Years, CFO.com, August 3, 2007.
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viding relevant legal news of national importance to attor-
neys. Their website is located at: http://www.nlj.com/.

The data in the chart appearing in this section is pulled

from the Report to the President—Corporate Fraud Task Force
2008. The report summarizes fraud enforcement actions
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2002.

The Corporate Fraud Task Force, created under President
Bush as a subordinate of the Department of Justice, was
formed on July 9, 2002, “to strengthen the efforts of the
Department of Justice and Federal, State, and local agencies to
investigate and prosecute significant financial crimes, recover
the proceeds of such crimes, and ensure just and effective pun-
ishment of those who perpetrate financial crimes.” The full-
length version of the report can be found on the Department
of Justice’s website at: http://www.usdoj.gov/.

Chapter 4: Building a Resilient Corporation

Various parts of this chapter were drawn from the Deloitte
Financial Advisory Services LLP point of view paper,
Managing the Business Risk of Fraud: New Guidance for a New
Risk Environment, published in 2008, to which the authors of
this book contributed. The paper addresses how companies
manage their fraud risks, as well as current trends for execu-
tives to consider in mitigating these risks.

This point of view paper is also referenced in the “Five
Principles of Fraud Risk Management,” “The First Line of
Defense,” “How Can Companies Use the New Guidance?”
and “Building Resiliency by Enhancing Fraud and Corruption
Risk Management sections”. The Real-World Example insets
and the Measure Improve and Move Methodology table also
source the paper.

The five principles of fraud risk management were reproduced
from the fraud guidance document, Managing the Business
Risk of Fraud: A Practical Guide, published in July 2008 by
the Institute of Internal Auditors, the American Institute
of Certified Public Accountants, and the Association of
Certified Fraud Examiners. The guide is available at:
http://www.theiia.org/guidance/standards-and-guidance /
additional-resources/managing-the-business-risk-of-fraud /
?search=managing %20fraud %20risk.

Section 301 of the Sarbanes-Oxley Act of 2002 establishes stan-
dards relating to audit committees including independence



References 177

standards, establishing whistle-blower hotlines, and the
authority to engage legal counsel. A downloadable PDF ver-
sion of the act is available at: http://www.pcaobus.org/.

The SEC has issued guidance increasing the responsibili-
ties of audit committees. An example of one such pronounce-
ment is Final Rule 33-8817: Disclosures Required by Sections
406 and 407 of the Sarbanes-Oxley Act of 2002. In this rule,
audit committees must disclose whether a financial expert cur-
rently serves on the audit committee. For more information
on audit committee responsibilities, visit the SEC Final Rules
website at: http://www.sec.gov/rules/final.shtml/.

Both the NYSE and NASDAQ exchanges require the
audit committees of their listed companies to adhere to
strict guidelines. Listing information for both exchanges is
available at their respective websites:

* NYSE: http://www.nyse.com/
¢ NASDAQ: http://www.nasdaq.com/

Chapter 5: Fraud and Corruption Risk Assessment

The Committee of Sponsoring Organizations of the Treadway
Commission, or COSQO, is a voluntary private-sector organi-
zation that provides in-depth analysis and research on cor-
porate governance best practices to improve organizational
operations. For more information on COSO, please visit
their website at: http://www.coso.org/.

As mentioned in the book, these Code of Ethics definitions
were pulled from the SEC Final Rule 33-8810: Commission
Guidance Regarding Management’s Report on Internal
Control Over Financial Reporting Under Section 13(a)
or 15(d) of the Securities Exchange Act of 1934. The rule
establishes a framework for companies to organize a top-
down, risk-based approach evaluation of internal control
over financial reporting. The interpretative guideline in the
final rule complies with the requirements set forth by Rules
13a-15(c) and 15d-15(c) under the Securities Exchange Act
of 1934.

All SEC final rules are located under the SEC website at:
http://www.sec.gov/rules/final.shtml/.



178 References

For our discussion of the fraud and corruption risk assessment
overview, we relied heavily on our personal knowledge
of the matter. We also found other sources useful such as
U.S. Auditing Standards AU316, Consideration of Fraud
in a Financial Statement Audit, and Managing the Business
Risk of Fraud: A Practical Guide, published in July 2008 by
the Institute of Internal Auditors, the American Institute
of Certified Public Accountants, and the Association of
Certified Fraud Examiners. The guide is available at http://
www.theiia.org/guidance/standards-and-guidance/addi-
tional-resources/managing-the-business-risk-of-fraud/
?search=managing %20fraud %20risk.

The authors were referring to a 1999 study performed by pro-
fessors Mark S. Beasley, Joseph V. Carcello, and Dana R.
Hermanson and sponsored by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO), titled
Fraudulent Financial Reporting 1987-1997: An Analysis of U.S.
Public Companies. The objectives of the report were to iden-
tify key company/management characteristics of the compa-
nies involved in instances of financial statement fraud and
provide an opinion to improve financial reporting based
on all findings. A PDF version of the report is available at:
http:/ /www.coso.org/publications/FFR_1987_1997.PDF.

A follow-up study covering the subsequent period is scheduled
for publication in the first quarter of 2009 and is expected
to be available at http://www.coso.org/.

The Sarbanes-Oxley Act of 2002 (SOX) was passed into federal
law in the wake of devastating accounting scandals such
as Enron, Tyco International, Adelphia, and WorldCom.
Some of the main tenets of the law include auditor inde-
pendence, corporate responsibility, internal control, and
the creation of the Public Company Accounting Oversight
Board (PCAOB). A downloadable PDF version is available
at: http://www.pcaobus.org/.

SEC Final Rules are those rules that the governing body has
agreed upon. For a listing of all rules, please visit: http://
www.sec.gov/rules/final.shtml/.

SAS 99, Consideration of Fraud in a Financial Statement
Audit, sets out procedures for external auditors to follow
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when conducting financial statement audits. SAS 99 has
been codified into Statements on Auditing Standards,
Section AU316. For more information, please visit: http://
www.aicpa.org/.

PCAOB Auditing Standard No. 5, An Audit of Internal Control Over
Financial Reporting That Is Integrated with an Audit of Financial
Statements, was approved by the Securities and Exchange
Commission in July 2007. The pronouncement aims to guide
auditors by setting out requirements and items that should
be considered when planning and executing an audit of
management’s assessment of internal controls over financial
reporting. PCAOB Auditing Standard No. 5 is available at the
PCAOB website at: http://www.pcaobus.org/.

The Committee of Sponsoring Organizations of the
Treadway Commission (COSO) is a voluntary private-sector
organization that provides in-depth analysis and research
on corporate governance best practices to improve organi-
zational operations. For more information on COSO, please
visit their website at: http://www.coso.org/.

Chapter 6: Company-wide Anti-Fraud Controls: The
Role of the Control Environment and High-Level
Strategies

For this discussion of the qualities of a strong control environ-
ment, we relied on a Deloitte & Touche LLP white paper,
Antifraud Programs & Controls. The white paper, published in
2004, is intended for internal auditors and company man-
agement looking for specific examples and considerations
to take note of when developing anti-fraud programs and
controls.

This white paper is also cited in other sections within
this chapter, including “Tone at the Top,” “The Control
Environment and Governance,” and “Setting the Tone.”

PCAOB Auditing Standard No. 5, An Audit of Internal Control
Over Financial Reporting That Is Integrated with an Audit of
Financial Statements, was approved by the Securities and
Exchange Commission in July 2007. The pronouncement
aims to guide auditors by setting out requirements and
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items that should be considered when planning and execut-
ing an audit of management’s assessment of internal con-
trols over financial reporting. PCAOB Auditing Standard
No. 5 is available at the PCAOB website at: http://www.
pcaobus.org/.

The material in this subchapter was drawn from the fraud guidance
paper, Managing the Business Risk of Fraud: A Practical Guide,
published in July 2008 by the Institute of Internal Auditors,
the American Institute of Certified Public Accountants, and
the Association of Certified Fraud Examiners. The guide is
available at: http://www.theiia.org/ guidance/standards-and-
guidance/additional-resources/managing-the-business-risk-of-
fraud/?search=managing% 20fraud %20risk.

This section on fraud risk governance indicates the
objectives that should be met from an effective fraud risk
management program. Within the discussion is an analysis
of the roles that the board of directors, audit committee,
management, staff, and internal auditors all play in support-
ing the program.

Sections 406 and 407 of the Sarbanes-Oxley Act of 2002 relate
to a code of ethics for senior financial officers and disclo-
sure of an audit committee financial expert, respectively.
For more information about these sections and the pro-
nouncement, please visit: http://www.pcaobus.org/.

Parts of this discussion were drawn from Developing a Fraud Risk
Management Program for Your Organization, a fraud education
seminar developed on behalf of Deloitte & Touche LLP by
Deloitte Financial Advisory Services LLP for the Institute of
Internal Auditors. The authors of this book contributed to
the development of this seminar.

This source has also been referenced in the subchapters
“Fundamentals of GRC,” and “Integrated versus Noninte-
grated GRC.”

As mentioned in the book, these Code of Ethics definitions were
pulled from the SEC Final Rule 31-8177: Disclosure Required
by Sections 406 and 407 of the Sarbanes-Oxley Act of 2002.
The rule mandates all SEC registrants, other than registered
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investment companies, to include two types of disclosures in
their annual financial statements. The first required disclo-
sure is if an audit committee has at least one financial expert
serving on the committee and whether he or she is indepen-
dent of management. The second disclosure will indicate
whether a company has adopted a code of ethics.

All SEC final rules are located under the SEC website at:
http://www.sec.gov/rules/final.shtml/.

As mentioned in the book, Section 301 of the Sarbanes-Oxley
Act of 2002 requires audit committees to establish proce-
dures for anonymous complaints. The pronouncement in
its entirety can be located at: http://www.pcaobus.org/.

The U. S. Sentencing Commission is an independent organiza-
tion serving under the judicial branch of government. One
of their main responsibilities is setting sentencing standards
for violators of federal crimes. For more information, please
visit their website at: http://www.ussc.gov/.

Established in 1941, the Institute of Internal Auditors (ITA) is an
international professional association of more than 150,000
members with global headquarters in Florida in the United
States. Throughout the world, the IIA is recognized as the
internal audit profession’s leader in certification, education,
research, and technical guidance. For more information,
please visit their website at: http://www.theiia.org/.

For this section, we relied on Enterprise Risk Managemeni—
Integrated Framework: Executive Summary, a study authored in
2004 by PricewaterhouseCoopers (PwC) for the Committee
of Sponsoring Organizations of the Treadway Commission
(COSO) to provide companies with an overview of risk man-
agement for various enterprises.

The paper primarily focuses on defining risk management
practices for enterprises and analyzing how the specific
objectives and components of enterprise risk management
(ERM) are interrelated.

The electronic version of the article is available at the
following website: http://www.coso.org/.

The goals of an Enterprise Risk Management (ERM) pro-
gram were drawn from the Deloitte & Touche LLP white
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paper, Assessing the Value of Enterprise Risk Management. The
paper, written in 2004 in cooperation with the Economist
Intelligence Unit (EIU), analyzes the benefits and costs of
implementing ERM within their fraud risk assessments. The
paper also introduces real-world case scenarios of compa-
nies that have benefited from implementing ERM.

The designation risk intelligence enterprises and its characteristics
were pulled from The Risk Intelligent Enterprise—ERM Done
Right, a Deloitte & Touche LLP 2006 study highlighting the
leading practices of firms that effectively implement ERM to
regularly assess and manage their fraud risks.

Also included in the study are points to define risk,
avoid silos, and establish fundamental steps to improve ERM
within a company.

The authors reference viewing Government, Risk, and Compliance
(GRC) “as a system of related functions, with common activi-
ties, best approached in a comprehensive, holistic manner.”
The authors are directly referring to a Deloitte-sponsored
illustration, entitled Making the Business Case for Integrated
GRC, emphasizing the drivers necessary in order to stream-
line and integrate processes, lower costs, and enhance greater
transparency and visibility of business operations.

The illustration is available at: http://www.deloitte.com/.

Deloitte LLP published in 2008 a book directed at top execu-
tives looking to bolster their corporate governance, risk, and
compliance procedures. Growing Confidence: The Smart Way
to Manage Governance, Risk and Compliance helps executives
understand emerging business trends and issues that could
potentially develop into unforeseen risks. The book offers
advice for boards to consider in their efforts to improve
GRC processes against silos and the lack of information nec-
essary to identify fraud risks.

The book Growing Confidence: The Smart Way to Manage
Governance, Risk and Compliance is available as a PDF down-
load at: http://www.deloitte.com/straighttalk/.

The survey referenced in the text is a 2007 OCEG GRC Strategy
Study conducted by the Open Compliance and Ethics
Group (OCEG), sponsored by Deloitte LLP, SAP, and Cisco.
The survey questioned 250 professionals with the objective
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of creating benchmarks of companies’ governance, risk, and
compliance (GRC) processes to compare with global organi-
zations and other peers.

A free copy (registration required) of the report is avail-
able at: http:www.oceg.org/Details/20056.

OCEG is a nonprofit organization offering guidance, standards,
benchmarks, and tools for integrating governance, risk
management, internal control, and compliance (GRC) pro-
cesses. For more information about the organization, please
visit: http://www.oceg.org/.

Various parts in this section were referenced from the World
Economic Forum Partnering Against Corruption Initiative
(PACI) website. For more information about PACI, please visit:
http:/ /www.weforum.org/en/initiatives/paci/index.htm/.

The Ferdinando Nani Becalli interview was provided in the
Nigerian politically based publication, This Day, and can be
found at: http://www.thisdayonline.com/.

Chapter 7: Preventive Controls: Particular Fraud and
Corruption Avoidance Strategies and Tactics

As mentioned in the chapter, the trader who made an unau-
thorized trade on wheat futures reportedly lost MF Global
$141.5 million. For a more in-depth discussion of this arti-
cle, please visit: http://www.chicagotribune.com/.

For our discussion on preventive controls, we turned to
Managing the Business Risk of Fraud: A Practical Guide, pub-
lished in July 2008 by the Institute of Internal Auditors, the
American Institute of Certified Public Accountants, and
the Association of Certified Fraud Examiners. The guide is
available at:  http://www.theiia.org/guidance/standards-
and-guidance/additional-resources/managing-the-business-
risk-of-fraud /?search=managing % 20fraud % 20risk.

This report has also been referenced in the subchapter
“Confronting Fraud and Corruption Risks.”

As mentioned in the chapter, the ACFE’s 2008 Report to the Nation
on Occupational Fraud & Abuse goes into great depth to dem-
onstrate the monetary cost of occupational fraud and how
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it is committed. Other sections detail the detection of fraud
schemes and the types of organizations that are frequently
victimized by fraud. The report can be found on the ACFE
website at: http://www.acfe.com/rttn/2008-rttn.asp.

Ethical Business Practice: Importance for the Recruiting Process was

produced by the Institute for Ethical Business Worldwide
at the University of Notre Dame’s Mendoza College of
Business, in collaboration with the Ethics Resource Center
and the Business Roundtable’s Institute for Corporate
Ethics. It is available at http://www.ethicalbuisness.nd.edu/
pdf/Ethical%20Bus%20Prac.pdf

PCAOB Auditing Standard No. 5, An Audit of Internal Control

Over Financial Reporting That Is Integrated with an Audit of
Financial Statements was approved by the Securities and
Exchange Commission in July 2007. The pronouncement
aims to guide auditors by setting out requirements and
items that should be considered when planning and execut-
ing an audit of management’s assessment of internal con-
trols over financial reporting. PCAOB Auditing Standard
No. 5 is available at the PCAOB website at: http://www.
pcaobus.org/.

mentioned in the chapter, we pulled information from
American Metal Market magazine relating to three employees
selling proprietary trade secrets to a competitor. The article
is available online at the American Metals Markets website
at: http://www.amm.com/.

COSO Guidance on Monitoring Internal Control Systems was released

in 2009 following a 1992 COSO publication, Internal Control—
Integrated Framework. The purpose of this white paper was to
further elaborate the monitoring component of the COSO
internal control framework. The objective of the report was
twofold: to improve the efficiency and effectiveness of orga-
nizational internal control systems and to identify and dem-
onstrate monitoring practices that can be intertwined into
internal control processes. A free online executive summary
of this report can be accessed at: http://www.coso.org/.

Though largely anecdotal, the table provided in this sub-

chapter is courtesy of The Risk Intelligent Enterprise—ERM
Done Right, a 2006 Deloitte & Touche LLP publication
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highlighting the leading practices of firms that effec-
tively implement Enterprise Risk Management (ERM)
to regularly assess and manage their risks. The publica-
tion is available at: http://www.deloitte.com/dtt/article/
0,1002,cid%253D119871,00.html.

Chapter 8: Detective Controls and Transaction
Monitoring

As directly mentioned in the chapter, statistics in this sub-
chapter are drawn from the 2008 Report to the Nation on
Occupational Fraud & Abuse, authored by the Association
of Certified Fraud Examiners (ACFE). For a downloadable
PDF version of the report, please refer to the ACFE website
at: http://www.acfe.com/rttn/2008-rttn.asp.

Section 301 of the Sarbanes-Oxley Act of 2002 establishes stan-
dards relating to audit committees establishing whistle-
blower hotlines. A downloadable PDF version of the act is
available at: http://www.pcaobus.org/.

The 2007 Deloitte Forensic Center study referred to in the book
is Ten Things About Fraud Control: How Executives View the
Fraud Control Gap.’ The study surveyed hundreds of execu-
tives involved with fraud controls to assess the level of their
companies’ effectiveness of managing fraud. The Deloitte
Forensic Center then developed key findings and observa-
tions from the survey. This report is available at: http://www.
deloitte.com/dtt/article /0,1002,cid %253D182092,00.html.

The Institute of Internal Auditors’ Professional Practice
Framework consists of mandatory guidance and strongly
recommended guidance. Within the mandatory category
is the Code of Ethics and Standards portions. For more
information, visit: www.theiia.org/bookstore/product/inter-
national-professional-practices-framework-ippf-1368.cfm.

Moore’s law refers to the advance in computer processing
power per unit cost. Moore’s law is based on the statement
by Gordon Moore, cofounder of Intel Corporation, who
predicted that computer memory will double in comput-
ing capacity while halving in cost approximately every 18
months.
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For parts of this discussion, we turned to the Deloitte article,
Continuous Fraud Monitoring: A Real-Time Solution to a Real
Problem? published in 2007 in Consulting magazine. This
article is available at: http://www.theiia.org/chapters/pub-
docs/241/CFM.pdf.

Chapter 9: Preparing for Fraud and Corruption
Investigations and Remediation

The leading practices in this section were adapted from Managing
the Business Risk of Fraud: A Practical Guide, published in July
2008 by the Institute of Internal Auditors, the American
Institute of Certified Public Accountants, and the Association
of Certified Fraud Examiners. The guide is available at:
http://www.theiia.org/guidance/standards-and-guidance /
additional-resources/managing-the-business-risk-of-fraud /
rsearch=managing % 20fraud %20risk.

Deloitte Financial Advisory Services LLP published in 2007
a white paper that dives further into responding to fraud
investigations, entitled, What to Do When Regulators Come
Knocking. A downloadable PDF version of this article is avail-
able at: http://www.deloitte.com/dtt/cda/doc/content/us_
fas_regulators_white_paper_070207.pdf.

We recommend reading the Deloitte Financial Advisory Services
LLP point of view paper Managing the Business Risk of Fraud:
New Guidance for a New Risk Environment for a more in-depth
discussion of the topic. A downloadable PDF version of
this article is available at: www.deloitte.com/dtt/article/
0,1002,sid %253D2007 %2526cid %253D217964,00.html.

Chapter 10: The Players’ Roles (Including Yours)

For a transcript of the Harvey Pitt speech, in addition to other
SEC speeches and public statements, please visit: http://
www.sec.gov/ .

For the discussion of NYSE and NASDAQ standards, we relied
on New Corporate Governance Listing Standards—Audit
Committee Handbook, a publication authored in 2004 by
Deloitte & Touche LLP. This report summarizes the audit
committee responsibilities set forth in the NYSE and
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NASDAQ corporate listing standards, in addition to actions
to consider when implementing the requirements and
resources and tools to use as a reference.

As mentioned in the section, the excerpt was taken from Managing
the Business Risk of Fraud: A Practical Guide, published in July
2008 by the Institute of Internal Auditors, the American
Institute of Certified Public Accountants, and the Association
of Certified Fraud Examiners. The guide is available at:
http://www.theiia.org/guidance/standards-and-guidance /
additional-resources/managing-the-business-risk-of-fraud/
?search=managing %20fraud %20risk.

This source is also referenced in the “Fraud and
Corruption Risk Management Is Everyone’s Business”
subchapter.

Section 404 of the Sarbanes-Oxley Act (SOX) of 2002, Manage-
ment Assessment of Internal Controls, is one of the most
important tenets of SOX. The pronouncement, in its
entirety, is available at: http://www.pcaobus.org/.

As mentioned in the book, this excerpt was pulled from the SEC
Final Rule 33-8238: Management’s Reports on Internal Control
Over Financial Reporting and Certification of Disclosure in Exchange
Act Periodic Reports. The report discusses the responsibilities
of the external auditor and management when conducting a
report of internal control and the disclosures necessary to ful-
fill all Section 404 requirements.

All SEC final rules are located under the SEC website at:
http:/ /www.sec.gov/rules/final.shtml/.

For extra reading on the Oilfor-Food program scandal, please
refer to Good Intentions Corrupted: The Oil-for-Food Scandal
and the Threat to the U.N., by Jeffrey A. Meyer and Mark G.
Califano, with an introduction by Paul A. Volcker, published
in the United States (New York, 2006) by PublicAffairs, a
member of the Perseus Books Group.

Parts of the section were drawn from PCAOB Auditing Standard
No. 5, An Audit of Internal Control Over Financial Reporting
That Is Integrated with an Audit of Financial Statements which
was approved by the Securities and Exchange Commission
in July 2007. The pronouncement aims to guide auditors
by setting out requirements and items that should be
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considered when planning and executing an audit of man-
agement’s assessment of internal controls over financial
reporting. PCAOB Auditing Standard No. 5 is available at
the PCAOB website at: http://www.pcaobus.org/.

Conclusion—What the Future May Hold

Transparency International (TI) is an organization whose mis-
sion is to create change with the hope of eradicating cor-
ruption. The scale that the authors were referring to is the
Corruption Perceptions Index—an index that employs
expert assessments and surveys to rank 180 countries based
on their perceived level of corruption. For more informa-
tion on the scale and TI in general, please visit: http://www
.transparency.org/ .
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