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Preface

orporate fraud continues to fascinate the masses, yet companies

as a whole have not been terribly effective in significantly

decreasing the occurrence and cost of occupational fraud.
While regulations have forced management to review policies and
procedures, a wide-scale shift toward proactive fraud prevention has
not occurred.

Understanding the root causes of fraud and learning about the
most effective fraud prevention techniques are critical to reducing
the incidence of corporate fraud. A long-term reduction in employee
fraud is not achieved easily, yet a company that is committed to
improving fraud prevention efforts can begin with some basic
Improvements.

This book 1s intended for executives, attorneys, and auditors who
need a basic understanding of corporate fraud. It addresses some of
the causes of fraud and the characteristics of those who commit fraud.
The book examines warning signs of fraud within companies and the
process of conducting a corporate fraud investigation. It further
discusses opportunities for proactive fraud prevention, which include
educating employees and implementing polices and procedures spe-

cifically designed to prevent fraud.

Xi



Preface

The topic of fraud is addressed broadly, as the book is intended to
give an overview of fraud methods and results. Companies are best
served by involving experienced anti-fraud professionals when they

attempt to detect, investigate, and prevent fraud.
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The Fraud Problem

After reading this chapter, you will be able to

® Understand the results of fraud prevention efforts over the

last several years.

® [dentify the three main components of any fraud scheme,

traditionally known as the fraud triangle.

® Discuss the various actions companies take against those
who perpetrate fraud and the reasons why they do not ini-

tiate criminal prosecutions.

Internal fraud at companies is a big enough problem to be considered
an industry unto itself. It is estimated that organizations lose an aver-
age of 5% of revenue annually to internal fraud, which equates to

$652 billion in losses each year just in the United States.'



The Fraud Problem

People often wonder why so much fraud occurs and why it is not
caught sooner, thereby limiting the losses. The answer is simple.
Companies have systems in place to help ensure that accounting
transactions are recorded accurately and that proper procedures are
followed. Companies have policies to guide the behavior of people
who would generally strive to act in an ethical manner, but occasion-
ally need rules to dictate their behavior. Those systems, procedures,
and policies often work to catch errors and honest mistakes in the
accounting process.

However, when an employee is committing fraud, he or she is
deliberately trying to thwart those systems and policies. The person
is purposely circumventing the system, while at the same time at-
tempting to conceal his or her actions. While systems, policies, and
procedures may be reasonably good at bringing errors to light, they
typically cannot and do not expose fraud. Fraud constitutes a pur-
poseful disregard for the system and a deliberate attempt to violate
that system for personal gain, and most companies’ systems aren’t de-
signed to stop this.

There are also the companies that have inadequate or nonexistent
systems to ensure accurate accounting records and financial state-
ments. Those companies can barely keep adequate and reliable re-
cords, even with honest employees. But if they can’t even ensure a
basic level of accuracy, management will hardly be able to prevent,
detect, and stop fraud from within.

Internal fraud itself is troubling. Companies entrust their emp-
loyees with assets, information, and customers. Business cannot be
done unless companies put trust in people to sell their products or

services, deliver them, collect the money, and keep accurate records.



Progress?

Employees must be charged with growing and managing the busi-
ness, as well as doing what is in the best interest of the owners and
the rest of the company. When those trusted people steal, it can be
disheartening. Maybe even more troubling is the fact that so little of
the proceeds of fraud are ever recovered.

A 2006 fraud survey by KPMG? found that in 42% of major frauds,
none of the stolen goods or money was recovered. None. The Associ-
ation of Certified Fraud Examiners (ACFE) found equally disappoint-
ing results in its 2006 survey of fraud examiners. In 42% of internal
fraud cases, there was no recovery of money or assets, and in 23% of
cases, the recovery amounted to 25% or less of what was stolen.” As
both of these studies show, close to half of internal fraud victims cannot
count on recovering any of the proceeds of fraud, and another one-
fourth will recover only a fraction of what was stolen. Clearly, compa-

nies cannot and should not expect to recover fraud proceeds.

Progress?

With the focus on fraud since the big cases of Enron, WorldCom,
and Tyco, an important question is whether or not companies are
making any progress in the fight against fraud. Has the focus on
the fraud issue caused them to tighten controls and take swift action
against perpetrators, or have companies remained largely complacent
in fighting fraud?

The general consensus seems to be that companies have made
some progress in protecting themselves against fraud, but still there
has not been a noticeable decrease in fraud overall. Some might argue

that the progress has not been swift enough, and that is why no real



The Fraud Problem

results have been seen. It also may be that companies have been so
focused on compliance with Sarbanes—Oxley, that most of the meas-
ures taken are merely for the sake of compliance and not designed for
true fraud prevention. Companies may think that they have im-
proved in terms of fraud prevention and detection, but that self-
assessment can often be overly optimistic. Until a marked decrease in
fraud is seen worldwide, the idea that companies have been effective
at reducing fraud is dubious.

The ACFE conducted studies on fraud detection, investigation,
and prevention in 1996, 2002, 2004, and 2006. In each of these stud-
ies, Certified Fraud Examiners were asked to estimate the amount of
revenue companies lose each year to internal fraud. In the 1996,
2002, and 2004 reports, Certified Fraud Examiners estimated that
6% of revenues would be lost by companies as a result of occupational
fraud and abuse. When applied to the U.S. gross domestic product,
that would total $600 billion in 2002* and $660 billion in 2003.>

Five percent of revenues were estimated to be lost to internal fraud
in 2006,° a 1% decrease from previous estimates. When applied to the
2005 U.S. gross domestic product, this is an estimated $652 billion lost
to occupational fraud. It’s important to remember that these particular
figures are all estimates and there is much room for error. The most
important conclusion we can draw from these surveys is that profes-
sional fraud investigators don’t think the instance of employee fraud
has decreased to any great extent during the past several years.

And let us not forget that any estimate of the total cost of fraud is
just that—an estimate. There is no way for anyone to know the exact
total impact of fraud, because we know that a lot of fraud goes unde-

tected. All we are left to do is make educated guesses about the total



How Companies See Themselves

cost of fraud by assessing the frauds that were discovered and making

assumptions about the frauds that were not discovered.

How Companies See Themselves

The results of the 2006 KPMG fraud study suggest that fraud risk
management is becoming more important to companies, and it is of
increased importance when companies engage in strategic planning.
Companies recognize the importance of image and reputation, and
this may be fueling a focus on reducing fraud scandals.”

The study further indicates that companies are devoting more
time and resources to fraud management, with the focus generally on
fraud detection and reporting. Less emphasis is being placed on fraud
prevention and responses to the discovery of fraud. Survey partici-
pants reported an overall decrease in the average time it took to de-
tect a fraud as a result of this greater focus on fraud detection.”

While the increased focus on fraud detection is a good thing,
the lack of attention to fraud prevention and management’s response
to fraud is troubling. As we will see later, a swift response to fraud
is necessary to deter other employees from committing fraud. And
clearly, fraud prevention efforts can pay dividends if only manage-
ment would value such activities.

A 2006 global survey by Ernst & Young had findings similar to
those of the KPMG study. The firm’s survey of more than 500 corpo-
rate leaders found that companies had increased their spending on
assessing and improving internal controls. As a result, the corporate
leaders believed they had made significant progress in detecting and

preventing internal fraud.”



The Fraud Problem

Although survey participants felt better positioned to detect and
prevent fraud, there was little hard evidence to prove that fraud has
been reduced. One out of five companies surveyed by Ernst & Young
reported “significant fraudulent activity” within the past two years.

These surveys seem to have one common theme: Corporate ex-
ecutives think their companies are doing better now than in the re-
cent past when it comes to preventing fraud, but none of the hard
data supports that assertion. That’s dangerous. Executives and man-
agement may very well be caught off guard by a fraud while they hold
onto this false sense of security. Unless management can come to
grips with the true effectiveness (or lack of effectiveness) of a com-
pany’s fraud detection and prevention efforts, marked improvement

cannot be made.

Tips AND TECHNIQUES

How Companies See Themselves

Overall, companies see themselves as having made significant
improvements in fraud prevention and detection during the past
several years. However, fraud does not appear to have been
reduced, according to studies by anti-fraud professionals. There
is clearly a disconnect between actual performance and the execu-
tives’ perception of their performance.

Defining Fraud

Occupational fraud and abuse goes by many other names, including
internal fraud, employee fraud, employee theft, and embezzlement.

The phrases “occupational fraud” or “internal fraud” are often



Defining Fraud

preferable when discussing corporate fraud, because they apply to a
range of employee misconduct while the other terms are a bit more
restrictive.

In lay person’s terms, occupational fraud is something that

® Violates a person’s fiduciary duties to the organization.
® [s done in secret and concealed.
® [s done for a direct or indirect benefit to the perpetrator.

® Costs the employer assets, revenue, or opportunities.

Legally speaking, fraud is generally defined as an intentionally
false representation about a material point, which causes a victim to
sufter harm. Essentially, when someone purposely lies about an im-
portant fact and someone else loses money because of that lie, a fraud
has been committed. Most of the instances of fraud are fairly straight-
forward to prove. After all, it’s usually pretty clear when something is

false, and whether it was material and there was a loss to a victim.

Tips AND TECHNIQUES

Legal Elements of Fraud

® [ntentional

® False

Representation

Material point

Victim suffers harm



The Fraud Problem

It 1s not always so easy to prove intent. One of the first defenses that
often surfaces in a fraud case is that the perpetrator simply made a
mistake or error and there was no intent to defraud. In some situa-
tions, that may truly be the case. Plenty of errors are made daily in
business, so that defense can’t immediately be ruled out.

Fraud investigators, therefore, look for evidence of intent to de-
fraud in the documents and actions of the accused. Manipulation of
documents and evidence is often indicative of such intent. Innocent
parties don’t normally alter documents and conceal or destroy evi-
dence. Although there may be times when these actions are taken
to cover up a mistake due to fear of discipline, these things are usually
perpetrated by those who had an active part in the fraud and its
cover-up.

Obstruction of an investigation can also signal criminal intent on
the part of a participant in a fraud scheme. Innocent parties don’t
usually lie or conceal information when being questioned relative to
an occupational fraud. Naturally, employees are sometimes nervous
or hesitant about providing information and evidence when fraud is
being investigated. They may be reluctant to participate in an inter-
view because of the fear of implicating others in the fraud. But again,
innocent parties are, for the most part, not inclined to cover up evi-
dence or lie about the situation. Therefore, false statements and other
obstruction of an investigation can be another factor that points to
the intent to defraud.

Finally, two additional factors to consider when determining the
intent of an involved party are past behavior and the benefits obtained
from the fraud. Employees, managers, and executives who have a pri-

or history of engaging in unacceptable behavior or being involved in



Fraud Triangle

inappropriate transactions should be eyed carefully. Although past be-
havior doesn’t prove fraud in a current investigation, a pattern of un-
ethical behavior certainly indicates something about the character
and tendencies of the accused.

It is important to determine whether an individual obtained any
benefits from a suspected fraud. Typically, errors are exactly that—
errors that don’t personally benefit the person responsible. However,
a transaction that creates a direct or indirect benefit for the person
involved should be viewed as suspicious. Fraud is meant to give ille-
gitimate benefits to the parties involved, and those benefits may be
indicators of a participant’s intent to defraud.

None of these factors alone can prove intent to defraud beyond all
doubt. In the absence of a confession from the accused, intent may need
to be established by compiling a list of behaviors that signal the intent.
The more factors identified in the commission of a fraud, the closer we

come to proving that a fraudster intended to commit the crime.

Fraud Triangle

One of the most basic concepts in the field of fraud examination or-
iginated with the famous criminologist, Donald R. Cressey. While
doing research for his doctoral thesis in the 1950s, Cressey developed
the following hypothesis about fraud:

Trusted persons become trust violators when they conceive of themselves
as having a financial problem which is nonsharable, are aware this problem
can be secretly resolved by violation of the position of financial trust, and
are able to apply to their own conduct in that situation verbalizations

which enable them to adjust their conceptions of themselves as trusted
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persons with their conceptions of themselves as users of the entrusted

funds or property.'”

Quite simply put, Cressey’s hypothesis states that three key ele-
ments are present in every internal fraud: motivation, opportunity,
and rationalization. These three elements have become known as the
“fraud triangle.”” Contemporary academics and investigators have
added their own ideas to modify this concept, but the fraud triangle

is still the most widely recognized basic framework of fraud.

Tips AND TECHNIQUES

Fraud Triangle

Motivation

Opportunity Rationalization

Motivation

The motivation component of fraud or embezzlement is the pressure
or “need” that a person feels. It could be a true financial need, such as
the need to replace belongings after a house fire. Other real needs
may include financial distress from a lost job, high medical bills, child

support payments, investment losses, or heavy personal debt.

10



Fraud Triangle

The motivation could also be a perceived financial need, whereby a
person strongly desires material goods but doesn’t have the money or
means to acquire them. A person may also have an addiction such as
gambling or drugs, and that could be a motivator. Nonfinancial
pressures and motivators may be in play as well, and these could
include such things as the expectation for good results at work,
the imposition of unachievable goals, or the need to cover up
a poorly performed job. Any pressure in one’s business or personal
life could conceivably motivate someone to commit occupational

fraud.

IN THE REAL WoORLD

Gambling as a Motivation
for Fraud

Looking back over the past 10 or 20 years, it may have been
unusual to hear about a fraud scheme in which the perpetrator had
a gambling addiction. Today, anecdotal evidence suggests that this
is occurring more and more often.

Opportunities for gambling are increasing as casinos open across
the country. Gambling is now recognized as an addiction that is not
too different from alcohol or drugs. It can be a strong motivator to
commit fraud, as casinos are clearly set up in order to make the
gamblers lose. It's a habit that gets expensive very quickly.

Further complicating the problem is the belief on the part of many
problem gamblers that one day they will win big and will pay back the
theft from the company. This makes it much easier for an employee
to justify the theft in her or his mind.

11



The Fraud Problem

Opportunity

The opportunity to commit fraud includes the access to assets, peo-
ple, information, and computer systems that enables the person not
only to commit the fraud but to conceal it. Employees are given all
sorts of access to assets and records in order to carry out their job
duties, and that access is one of the key components of fraud. This is
why it is so important to limit employees’ access to only the assets,
systems, and information that are necessary for them to properly per-
torm their jobs.

As corporate structures have become more complex and manag-
ers have become responsible for a wider range of employees and
functions, individual employees have been given more access and
control. Increased access to resources and data, along with increased
control over functional areas of companies, has created a situation in
which it may be easier than ever to commit occupational fraud.
Obviously, these increased opportunities to commit fraud involve
risk, but in many ways they are unavoidable in the modern business

world.

Rationalization

The third and final piece of the fraud triangle is rationalization. This
is the process by which an employee determines that the fraudulent
behavior is “okay” in her or his mind. For those with deficient moral
codes, the process of rationalization is easy. For those with higher
moral standards, it may not be quite so easy; they may have to con-
vince themselves that a fraud is okay by creating “excuses” in their

minds. A thief may convince himself that his theft just makes up for

12



Characteristics of Internal Fraud

the bonus or raise that he should have received but did not. An em-
bezzler may tell herself that she is just “borrowing” money from the
company and that she will eventually pay it back. Maybe the ration-
alization is that no one will “miss” the funds or assets, or that the
company “deserves” the theft because of lax supervision and security.

Management has the most control over the opportunity portion
of the fraud triangle. It can limit access to assets and put controls in
place that ensure monitoring of systems and people. Motivation can
be constrained by management as well, although not to the degree
that opportunity can be limited. The best way to reduce “needs” is
by paying employees fairly (to reduce perceived financial burdens)
and by creating performance systems that are reasonable (not requir-
ing job performance beyond what is realistic).

Rationalization is probably the most dangerous piece of the fraud
triangle because it is the one that companies have the least control
over. It is nearly impossible for management to eliminate the ration-
alization piece because they can’t control the minds of employees.
Management has no way of knowing what lies an employee may tell
himself in order to justify fraud in his mind, so there is virtually no

way of counteracting the lies.

Characteristics of Internal Fraud

Employee fraud falls into at least one of three widely recognized gen-

eral categories:

1. Asset misappropriation
2. Bribery and corruption

3. Financial statement fraud

13



The Fraud Problem

Many fraud schemes include components from more than one of
these three categories.

On average, an internal fraud scheme lasts 18 months and
costs a company $159,000."" Almost one-fourth of the cases studied
in the ACFE’s 2006 Report to the Nation caused losses over $1
million. '

When two or more employees collude to commit an internal
fraud, the losses to the company are more than four times higher than
the losses from a single-person fraud.'” The losses are dramatically
higher when employees collude, because they are able to jointly
cover up the fraud. A company with good supervision of employees
and cross-checking of work may still fall victim to a fraud scheme
if the right employees collude to cover one another’s tracks. This col-
lusion also increases the length of time a fraud scheme may continue
without being detected.

Smaller companies are generally hit harder by fraud than larger
companies. Their median dollar loss per fraud scheme is higher than
in larger companies, and naturally, smaller companies have smaller
budgets, which consequently feel an even greater impact from

fraud. ™

Detecting Internal Fraud

According to the 2006 study by the ACFE, 34% of frauds are de-
tected through a tip from an employee, vendor, customer, or anony-
mous person.'” This supports the idea of having anonymous hotlines
available for people to report fraud, which will be discussed further

on. If people are willing to report suspected fraud to the company, it

14



Detecting Internal Fraud

makes sense to make it as easy as possible to report the suspicious

behavior.

Tips AND TECHNIQUES

How Fraud Is Discovered®

Tip: 34.2%

By Accident: 25.4%
Internal Audit: 20.2%
Internal Controls: 19.2%
External Audit: 12.0%
Notified by Police: 3.8%

Note: Some frauds had more than one reported method of dis-
covery, causing the percentages here to exceed 100%.

22006 Report to the Nation, Association of Certified Fraud Examiners, Austin, TX.

The next most common way to detect internal fraud is by acci-
dent. About 25% of frauds are detected this way.'® An accidental de-
tection may include a phone call routed to the wrong person, who
then uncovers the fraud, or a piece of mail that is inadvertently inter-
cepted, or some other chance event that causes an outside party to
become aware of fraudulent activities. This statistic about accidental
detection is very disturbing to fraud prevention professionals. In spite
of all of the anti-fraud resources available to companies and the in-
creased fraud prevention efforts management says are being under-

taken, one-fourth of frauds are still discovered by accident.

15



The Fraud Problem

Following closely behind in the fraud detection spectrum are
internal audits and internal controls. Some may be surprised that
these methods of detecting fraud end up in third and fourth place,
given that they are often considered highly eftective methods of
preventing fraud. It is quite possible that companies still haven’t
developed internal controls sufficiently to make them as effective as

they might be.

Tips AND TECHNIQUES

Fraud Tips by Source®

Tips about internal fraud don’t come only from employees. Outside
parties can be a valuable source of credible fraud tips.

Employee: 64.1% of tips
Anonymous: 18.1% of tips
Customer: 10.7% of tips
Vendor: 7.1% of tips

22006 Report to the Nation, Association of Certified Fraud Examiners, Austin, TX.

Why Audits Don’t Find More Fraud

Users of financial statements often mistakenly believe that independ-
ent auditors are charged with finding fraud. If the auditors signed oft
on the financial statements, there must not be fraud. That couldn’t be
further from the truth, and boards of directors, investors, banks, and
executives need to understand the real purpose of audits.

Audits by independent auditors are not designed to detect fraud,

and most often they do not detect fraud that may be present. Instead,

16



Taking Action

an audit 1s aimed only at determining whether the financial state-
ments are free from material misstatements. That is, are the financial
statements fairly presented, and do they give an accurate picture
of the known financial condition of the company? The auditors test
only a small number of transactions in this quest to audit the financial
statements, and they will direct management to correct any material
errors that are found during that testing.

In no way are auditors required to look for fraud in a company.
They are required to be aware of the potential for fraud, to discuss
ways fraud could be committed, and to exercise professional skepti-
cism when auditing the books and records. If they come across evi-
dence that may suggest that fraud is occurring, the auditors have
some responsibility to look into those matters and report their find-
ings to management or the board of directors. This is a fairly low
level of responsibility, so outside auditors cannot be relied on to find

fraud in companies.

Taking Action

Companies that fall victim to occupational fraud have several choices
to make after the fraud has been discovered. First, the company must
decide how much to investigate and who should do the investigating.
But once the investigation results are in, the important choices need
to be made.

Something has to be done about the employee or employees in-
volved in the fraud. If no action is taken, it sets a bad precedent for
other employees. Studies have found that when employees perceive

that fraud is being detected and corrective action is taken, there can be

17



The Fraud Problem

a general deterrent eftect. For this reason, employees need to know
that there are fair and swift consequences for those who commit fraud.

If the company decides to punish the fraud perpetrator, the ques-
tion remains how far to take the punishment. On one end of the
spectrum 1s discipline, with the perpetrator remaining employed by
the company. The discipline may be formal or informal and may in-
clude some agreement to repay the fraud proceeds.

Somewhere in the middle of the spectrum, the employee is ter-
minated from the company. On the far end of the spectrum is legal
action, either civil or criminal or both. Of course, litigation is expen-
sive, and we’ve already seen that the likelihood of recovering the pro-
ceeds of fraud is low.

Criminal prosecution is many times difficult to initiate, inasmuch
as local, state, and federal law enforcement agencies are always busy
and seem to want to pursue only the largest or most egregious cases.
Companies can often increase the likelihood of a criminal prose-
cution if they are willing to do a lot of the hard work at their own
expense. A fully investigated case with well-organized evidence is
much more appealing to law enforcement agencies than a case with

many allegations but little substantive evidence uncovered.

Failing to Take Action

Plenty of companies take little or no legal action against perpetrators
of occupational fraud. The ACFE asked why companies didn’t refer
their fraud cases to law enforcement. The most common reason was
the fear of bad publicity, which accounted for 43% of cases. Thirty-

three percent of cases were not pursued because management

18



Why It Is Easy to Commit Fraud

believed that internal discipline was sufticient. Thirty percent of cases
were not pursued because a private settlement was reached, and 21%
of cases were deemed too costly to pursue. Note also that some cases
had more than one reason reported, causing the sum of the percen-
tages to exceed 100%."”

Often companies just want to move forward and put the fraud in
the past, particularly if it involved highly visible employees. Taking
action against those who commit occupational fraud prolongs the pain
and is an ongoing reminder of the fraud. That prospect is not appeal-
ing to many corporate managers and likely accounts for many of the

companies that don’t pursue employees who have stolen from them.

Why It Is Easy to Commit Fraud

Fraud can often be fairly easy to commit. Why is that so? One of the
major reasons is that employers must put trust in their employees and
give them access to data and assets. It’s also important to remember
that employers give responsibility to people who are trusted. If some-
one wasn’t deemed trustworthy enough to take money to the bank,
she or he wouldn’t be handed the bank deposit. That trust inherently
means that opportunities to commit fraud are handed to employees

each day.

IN THE REAL WoORLD

Trusting Employees

A family-owned manufacturing firm with a 15-year history of success
was interested in growing significantly. One important strategic

19
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IN THE REAL WORLD (CONTINUED)

step was the hiring of a chief financial officer (CFO). Up until that
point, the finance function was managed with a combination of an
in-house bookkeeper, an outside accounting firm, and the financial
knowledge of the owner, who was an engineer.

Immediately after being hired, the new CFO began making changes
to the finance procedures. The owners went along with all of it,
believing that he had the best interest of the company at heart.
Besides, he came highly recommended and was hired for his
expertise in finance. He knew what he was doing!

The truth is that all of the CFO’s changes were done to take
information and control away from the owners while he was stealing
everything the company owned. Any objection to new procedures or
lack of information was met with an “‘I’'m the finance professional’’
response.

In less than three years, the CFO succeeded at bankrupting the
company while lining his own pockets with enough money to retire
and live comfortably for the rest of his life.

The way modern business is conducted can contribute to the
fraud problem. Managers are supervising many people and can’t pos-
sibly watch over all of them. Some employees work offsite or
telecommute, making supervision of them more difficult. Lack
of real loyalty in the business world may contribute to the fraud
problem because employees may have an easier time rationalizing
bad acts.

Employees naturally become well educated on the inner work-
ings of a company. They analyze portions of the company’s business

process day after day. They know where the gaps and weaknesses are.
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Fraud-Fighting Lessons

They often know what will be reviewed by management and what
will not. They are so close to their work that they are able to devise
methods for concealing fraud. They see the details of their work each
day and become intimately familiar with their part of the business. It
is not difficult to find a way to exploit the system.

The fact that fraud is easy to commit is no excuse for employees
to scam their employers. But executives and managers must become
aware of the potential for fraud and must acknowledge the risk of

fraud and the ease with which it may be committed.

Fraud-Fighting Lessons

As you will learn throughout the rest of this book, there is much
work to be done by companies that want to reduce opportunities for
fraud. Although the concept of internal controls goes back many
years, management still has a lot of room for improvement. Specifi-
cally, internal controls at many companies need to be adjusted so that
they better address fraud risks. Whereas internal controls at one time
may have been primarily directed at preventing errors in the ac-
counting system, in today’s world those controls should focus on pre-
venting fraud.

Companies that have anti-fraud programs in place also have room
for improvement. The anti-fraud programs need to be more wide
reaching and comprehensive. Comprehensive fraud prevention pro-
grams involve all levels of employees and should integrate internal
controls with anti-fraud education and a formal ethics policy. It 1s

clear that the current fraud prevention efforts of companies have not
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been effective, and this book aims to assist executives, attorneys, and

auditors in learning the critical facts about fraud detection, investiga-

tion, and prevention.
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People Who Commit
Fraud

After reading this chapter, you will be able to

® Understand the relationship between an employee’s posi-
tion within a company and the frauds the person can

commit.

® [dentify personal red flags of fraud that may indicate a po-

tential fraud problem with an employee.

® Differentiate between senior management fraud and front-

line employee fraud.

Aren’t people who commit fraud all the same? They’re dishonest

types who are greedy by nature. They are deceitful in general, so by
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People Who Commit Fraud

hiring honest people, companies are protected from theft. Right?
Wrong.

Those who commit occupational fraud tend to have many similar
characteristics, but they’re not all quite as easy to spot or as common
as many people would think. Understanding what motivates employ-
ees to steal from companies is the key to detecting and preventing
internal fraud. Understanding the opportunities available for fraud at
the various employment levels is helpful as well. Knowledge 1is power,
and although just knowing about thieves and their characteristics
won’t prevent them from stealing, it is certainly a step toward im-
proving fraud prevention efforts and internal controls.

Is identifying common characteristics in fraudsters akin to stereo-
typing people? I hope not. Management should be able to use these
common characteristics to identify potential problem people and
problem situations. There are no absolutes regarding the character-
istics of those who commit fraud. Rather, there are some common
characteristics that have been identified by fraud investigators and
anti-fraud professionals. The identification of these characteristics
should be a tool in the fight against fraud, but not necessarily a hard-

and-fast rule.

The Facts

The Association of Certified Fraud Examiners (ACFE) has been
conducting regular surveys of fraud investigators during the past
decade to determine who commits fraud, how it is done, what com-
mon schemes occur, and how companies detect and pursue fraud

matters. Survey respondents are Certified Fraud Examiners who have
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Position Equals Power

investigated cases of internal fraud and are willing to provide many
details about the cases. From these detailed responses, the ACFE has
compiled some very revealing statistics.

Maybe the single most important statistic cited in the 2006 survey
about those who commit internal fraud is this: 92% have no prior
criminal charges or convictions related to fraud.' Even though we
can do a criminal records check to weed out undesirable employees
before they are hired, it’s important to understand that those who
commit theft and embezzlement while on the job often don’t even
have a criminal record. We may rely on clues to tip us off that fraud
may be occurring, yet one of the most basic clues—a prior record—
is most often not present in internal fraud.

Violent criminals often make it easy for us to spot them, develop-
ing criminal histories of an increasingly serious nature. White collar
criminals usually don’t do us any such favors by dropping hints about
themselves. They often have completely clean records that don’t in-
dicate any tendency to commit crimes.

Does this mean companies should stop doing criminal back-
ground checks? Absolutely not. They're still an important part of
weeding out bad actors. A company will still hire people who may
later steal, yet it is undeniably important at least to do the criminal
records check to identify those with prior histories. It’s one more

weapon in the anti-fraud arsenal.

Position Equals Power

The amount of money lost to an internal corporate fraud is most sig-

nificantly influenced by the perpetrator’s position in the organization.

27



People Who Commit Fraud

When we look at various characteristics of those committing fraud,
this makes sense, because access creates opportunity. Typically, the
higher a person moves in a company, the greater access she or he is
granted to information, assets, data, and people. That creates more
opportunities to commit fraud.

Men and women commit a fairly equal number of frauds at work.
The most recent ACFE survey indicated that 61% of fraud schemes
were perpetrated by men, while 39% were committed by women.”
The 2004 ACFE survey put the differential at 53% committed
by men and 47% by women,” while the 2002 survey cited that inter-
nal fraud was committed 54% by men and 47% by women.* These
differences are not terribly significant. Overall, the consensus is that
men and women participate in a fairly equal number of fraud schemes.

Of note, however, is the magnitude of those schemes. Men par-
ticipate in much more costly frauds. The most recent ACFE survey
puts the median fraud loss from a male-perpetrated scheme at
$250,000, whereas the median loss from a female-perpetrated scheme
is only $120,000.> This indicates that the frauds committed by men
are more than twice as expensive. The 2002 and 2004 ACFE surveys
put the losses from frauds committed by men at about three times
higher than those committed by women.

This difterence between the genders is probably related to the fact
that men still hold a proportionately higher number of senior man-
agement positions. Those higher positions ofter more access to op-
portunities to commit and conceal fraud.

As you may expect, tenure, age, and education are also close-
ly related to larger frauds. The more expensive internal frauds are

committed by the more tenured, the older, and the more educated.
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As with gender, these more costly frauds are likely due to the greater
access to people, information, assets, and computer systems that will
facilitate a fraud and its subsequent cover-up.

The higher the position in the company, the more access to data,
records, and personnel the employee has. This, in turn, can lead to a
larger fraud. Consider a senior-level executive who has access to al-
most all information in a company. This might make fraud easier to
commit. The same executive also wields power over many employ-
ees, so the opportunity to cover up a fraud or intimidate someone
who asks questions is more likely.

The data confirms that the largest fraud losses are caused by exec-
utives. They commit frauds that are 4.5 times more expensive than
those committed by managers. The disparity between executive
frauds and those committed by front-line employees is even greater,
with executive frauds almost 13 times more expensive.’

[t is often easiest to focus on the visible frauds committed by low-
level employees. Everyone can comprehend the idea of a dishonest
teenager stealing from a cash register. It’s not so easy to believe that
a long-term, trusted management employee is committing fraud.
Yet these less visible frauds need to receive more attention, because

clearly they cost companies the most.

Tips AND TECHNIQUES

. . a
Position of Fraud Perpetrator
The median loss from a fraud perpetrated by®

Employee: $78,000
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Tips AND TECHNIQUES (CONTINUED)

Manager: $218,000
Owner or Executive: $1,000,000

22006 Report to the Nation, Association of Certified Fraud Examiners, Austin, TX.

Personal Red Flags of Fraud

There are hundreds of personal characteristics or situations that may
indicate a greater likelihood of committing fraud, or that may be sig-
nals of a fraud in progress. It is important to be aware of these traits
and circumstances in order to head oft fraud early. The existence of
one, or two, or a few of these conditions certainly isn’t proof positive
of a fraud in progress. However, as more of these red flags are identi-
fied, the likelihood of a fraud increases and an investigation may be

warranted.

Lifestyle Issues

There are some common lifestyle themes in those who commit
occupational fraud. Most commonly, a noticeable and significant
change in lifestyle can be a red flag of fraud. The obvious question
that is raised is: Where did this newfound wealth come from? Clearly,
an employee who is suddenly wearing expensive watches and jewelry
or driving an expensive car or motorcycle has something unusual
happening. It is possible that there is an explanation for the expensive
possessions, but inheritances or other large windfalls are rare. Thieves
may use the “inheritance excuse” often, but reality demonstrates

something else.
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Many occupational thieves cannot help but flaunt their new-
found wealth. While conventional wisdom may suggest that some-
one who is stealing from the company might be best oft hiding the
proceeds, logic and reason do not always play a part in fraud.

One executive recounts the story of the company’s bookkeeper,
who showed up for work on a brand new Harley-Davidson motor-
cycle. Management knew her salary wasn’t enough to warrant the
purchase of such an expensive toy, but they ignored the signal this
should have sent. Many months later, it was discovered that the
bookkeeper had defrauded the company of hundreds of thousands of
dollars. Imagine the different outcome if they had paid attention to
the warning sign and investigated immediately.

It is important to be aware of these lifestyle changes, not only
when they occur suddenly, but also when they occur over a sustained
period of time. While it’s not possible to know everything about a
family’s finances, it is possible to get a sense of the earnings capacity
of an employee and spouse. When the family lives beyond the known
means and appears to outpace the earning capacity, it is cause for
concern.

Outpacing earnings capacity does not necessarily mean that an
employee is stealing from the company, although that is the first ques-
tion that should be raised. If an employee is not stealing to purchase
those possessions, it is possible that she or he is incurring debt to fi-
nance them. Excessive debt levels can become a motivator for fraud,
so this is of concern as well.

This particular issue can become more difficult to “diagnose”
when it relates to senior management. With large salaries, bonuses,

and perks dished out regularly, it may be hard to estimate an
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appropriate level of legitimate possessions for a senior-level execu-
tive. Certainly an affluent lifestyle is the norm for those employees,
so attempting to draw accurate conclusions about their job-related
honesty on the basis of lifestyle and possessions would be difficult, if
not impossible.

Longstanding financial difficulties can be a red flag for fraud as
well. High debts, bad credit, child support or alimony issues, or gen-
eral money mismanagement could all end up being motivators for
fraud. They all create a “need” in the employee, which could ulti-
mately be filled with money from the employer. Companies must
never underestimate a “need” for money, whether that need is real
or only perceived.

It seems that in this modern economy, people are more anx-
ious to buy material goods than ever before. The desire to keep up
with the neighbors or outdo the coworker sometimes outweighs
the ability of the family to afford the goods. As unlikely as it may
seem to people who would never steal, these desires can lead to
fraud. All sorts of justifications can be created in one’s mind when
there is a strong enough desire to have the money that will fund

the lifestyle.

IN THE REAL WoORLD

A History of Financial Problems

A family-owned construction company with a longstanding, success-
ful history hired its first non-family executive. He did well, and the
company flourished, but he was fired after almost 10 years with the
company; he was the mastermind behind an elaborate fraud
scheme that cost the company more than $12 million.
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IN THE REAL WORLD (CONTINUED)

A background check made after the executive was fired revealed
two bankruptcy filings in his past. Those financial troubles could
have tipped off the owners if only they had done the background
check before they hired him.

Personal Problems

The most obvious personal problems that could be red flags of fraud
are issues surrounding addiction. This includes addiction to drugs
and alcohol as well as to gambling. KPMG’s 2006 Fraud Survey, con-
ducted in Australia and New Zealand, found that “greed and lifestyle
considerations, together with gambling, were the most common mo-
tivators of fraud.”” Aside from the obvious expense of the addiction
itself, it often causes further financial distress through absences and
poor performance at work.

How does one know if a coworker or a subordinate is caught up
in an addiction? It might not be possible to know for sure. But if
warning signs are there, it makes sense for management to simply
keep an eye on the employee and the employee’s work product. It
doesn’t mean that a potential addiction deserves a full-blown fraud
investigation. It merely means that the supervision of the employee
should be stepped up a little, either on an informal or a formal basis,
depending on the severity of the warning signs.

A criminal background can be a red flag of fraud. Past criminal
behavior could be an indicator of the propensity to commit fraud in
the future. However, as we’ve already learned, many who commit

fraud are first-time offenders. So the correlation between prior
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criminality and fraud is not necessarily definitive, but it would be
foolish to totally ignore the existence of a criminal past.

Chronic legal problems in general can be a warning sign in employ-
ees. As with many of the other causes for concern, legal troubles can
quickly become expensive. Any situation that puts an unusual amount
of financial stress on an employee could be the catalyst for fraud.

Legal problems can also help highlight people who create or at-
tract trouble. That may sound unfair, but it still bears mentioning.
There are certain people in the world who seem to attract trouble
wherever they go. Those troubles aren’t necessarily turned “off”
when the employee enters the workplace. This is one of those warn-
ing signs that may indicate a problem employee and call for additional
supervision of that worker.

Unfortunately, infidelity can also be related to corporate fraud.
On one hand, infidelity can be very expensive. A cheating husband
needs to purchase dinners, flowers, and gifts with money that his wife
will not miss. Where will those funds come from? On-the-job fraud
can be one option, as it provides funds that a spouse wouldn’t miss.
And on the other hand, the deception involved in infidelity certainly
indicates a willingness to be deceitful in general. The compromised
morals of a cheating spouse cannot be ignored as such behavior re-
lates to the potential to lie to and steal from an employer.

The most common general cause for concern when assessing the
potential for fraud is instability. Instability in connection with a per-
son’s family or with employment and earnings can cause that person
to turn to fraud. A good rule of thumb is to ask yourself: “Could this
be expensive?” If so, you may have the first part of the fraud triangle

previously discussed—the motivation to commit fraud.

34



Personal Red Flags of Fraud

Tips AND TECHNIQUES

Personal Risk Factors for Fraud

Known financial problems

Obvious change in lifestyle
Addictions—alcohol, drugs, gambling
Criminal background

Chronic legal problems

Infidelity

Instability in personal life

Attitudes on the Job

Assessing an employee’s attitude on the job and drawing conclusions
about the likelihood of fraud are very subjective. These are not hard-
and-fast rules, nor are they meant to be stereotypes. Rather, they are
just certain characteristics that owners and managers of defrauded
companies have found to be typical of in fraudsters. In looking back
at those who stole from the companies, many items on this list were
identified as traits of the person stealing.

Certainly, taking one trait or attitude and trying to draw a con-
clusion from it would be misguided. For example, what accountant or
lawyer doesn’t work long days? It would be irresponsible to draw a
conclusion about those professionals just by looking at the one habit
of being the first employee in and the last employee to leave.

However, it is important to be attentive to multiple red flags of

fraud in one person. Those at-risk traits and characteristics should at
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least be warning signs that cause management to take notice. It is
good business to be on the lookout for potential problems with em-
ployees. So when management detects several red flags of fraud with-
in a person, and then notices that the employee is working unusually
long hours, that may merit further investigation.

One of the most common characteristics to look for in at-risk
employees is an overall weak code of ethics. If a person is willing
to engage in dishonest behavior in other parts of her or his life,
who’s to say she or he won’t be dishonest at work? It’s even more
troubling when a person boasts about dishonest behavior and the
benefits obtained by engaging in it. Listen carefully to conversa-
tions and look for clues that indicate the employee condones or
participates in unethical behavior. Dishonest behavior is a huge
warning sign.

Another common trait in occupational fraudsters is a constant
attempt to work “outside” the system. This means not following
the rules that everyone else abides by, not following established pro-
cedures, and generally trying to beat the system. Look for the per-
son who believes the rules don’t apply to her or him, or is always
trying to find a way around the rules for her or his own personal

benefit.

Work Habits

Work habits of individuals who commit fraud also show some telltale
signs. At-risk employees may have a history of poor work perform-
ance coupled with rationalization or justification of that poor per-

formance. Employees who might be more likely to commit fraud
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also sometimes have a track record of shirking responsibility for sub-
standard performance. An employee with these attitudes may more
easily justify a fraud in her or his mind.

Equally as troubling may be the employee who is desperately try-
ing to improve performance or meet certain targets. While goals and
benchmarks are necessary in the workplace, a laser focus on these by
an employee who has a recent history of poor performance could
indicate a disposition to fraud. Even an employee who has always had
an excellent level of performance can succumb to fraud in order to
maintain the appearance of that high level of performance. Particu-
larly when an employee’s job is at stake, it is easy to see that the moti-
vation to inflate numbers may exist.

Dishonest employees have been known to become overly protec-
tive of data and documents under their control. They may be reluc-
tant to share information with coworkers or even managers. They
may keep tight control of certain documents and never let them out
of their sight. They might be unwilling to swap tasks with another
employee, even temporarily. Employees engaging in theft also may
be unwilling to train anyone else to do their job duties. These em-
ployees may be unusually uncooperative with the auditors when
asked for supporting documentation.

Chronic dissatisfaction with the employee’s position, duties, cow-
orkers, or supervisors is also cause for concern. Employees who feel
unfairly treated or who feel persecuted on the job can more easily
justify stealing from the company. They can often feel that the com-
pany or the department of the manager “deserves” to become a vic-
tim of fraud. Equally at risk for fraud is the employee who believes it

is okay to steal to settle a score or supplement a perceived pay
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imbalance. A dissatistied or disgruntled employee is more likely to
rationalize a fraud as payback to the company.

Look for unusual behaviors on the job. Most broadly, a sudden
and significant change in behavior can signal a problem. For exam-
ple, an employee who is usually on time and relatively cheerful at
work may suddenly start showing up late and seem unhappy. This
isn’t necessarily indicative of fraud, but it might point to personal
problems that could indirectly influence an employee theft. A
change in behavior might not be a sign of fraud immediately, but it
may indicate other lifestyle issues that management should watch. As
previously mentioned, those types of problems can be catalysts for
fraud.

Other unusual behaviors include always being the first employee
in or the last one out. The employee who looks for an excuse to lin-
ger at work in order to be alone could pose a problem. Similarly, an
employee who never takes a vacation may cause concern. Companies
have uncovered many frauds when employees who were regularly on
the job had an unexpected illness or unexpected absence. It is during
such an absence that fraud can be uncovered, because the employee is
not there to cover all bases. Thus, someone who doesn’t want to take
planned time off may be covering up a fraud scheme.

Some employees engaged in fraud schemes will take vacations or
medical leaves, but this time oft is often carefully planned and leads to
tremendous anxiety for the employee. An absence requires orchestra-
tion of the work duties. Most commonly, the employee who is steal-
ing will attempt to insulate herself or himself from other employees in
the department. No one is allowed to “take over” the job duties

while she or he is on leave. If some duties absolutely must be handled
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by someone else during the absence, the specific duties are laid out
very carefully. The dishonest employee may also frequently call in to

check on the person overseeing those tasks.

Tips AND TECHNIQUES

Inexpensive Ways to Detect Fraud

Two classic fraud prevention techniques are mandatory vacations
and periodic job rotations. Mandatory vacations of one week or
more (consecutively) are helpful, because the employee cannot
continuously monitor a fraud scheme while away. Job rotations are
also effective at disrupting these schemes, especially when the
employees are not given advance notice.

Often overlooked when considering the potential for fraud is a
manager who does subordinate-level work. While it may be rea-
sonable that a supervisor or other manager may “fill in” for an ab-
sent employee or a vacant position, it is not reasonable that the
supervisor or manager would do a subordinate’s duties for the long
term. Doing these subordinate-level duties for an extended period
of time may indicate a manager who is engaging in a fraud scheme
and maintaining control of the lower-level tasks in order to cover

up the fraud.

IN THE REAL WoORLD

Unusual Work Habits

The CFO of a healthcare organization had divisional controllers who
were responsible for overseeing various locations in the United
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IN THE REAL WORLD (CONTINUED)

States. One controller left, and the CFO permanently took over her
responsibilities. Why? He was using those divisions to embezzle
from the company. Although it may have been reasonable for him to
temporarily take over some controller duties, it should not have
been a permanent situation.

This is a perfect example of an executive working ‘‘below’ his
responsibility level for an extended period of time, which can be a
significant red flag of fraud. What better way to funnel fraud through
a division than to take over sole responsibility for the finances of
that division?

In general, those looking for fraud should be aware that over time
employees become familiar with the company’s operations. Like it or
not, they can easily formulate ways to cover up a fraud, especially if
they are in a position of trust. It’s critical to remember that employees
are not necessarily above testing the system. Additionally, close asso-
ciations with people inside the company can facilitate fraud and the
process of covering up fraud. These red flags need to be carefully ex-

amined whenever they arise.

Senior Management

It is easy to focus on the fraud that we see, which is most commonly
the smaller thefts committed by front-line employees. It’s easy to talk
about installing security cameras to stop inventory theft, because it is
something tangible that everyone can see and relate to. It’s not so easy
to talk about putting in place safeguards to thwart potential fraud by

the man or woman who signs the paychecks.
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Fraud by upper-level executives is often not tangible to most
people in and around a company. Many might not even under-
stand what financial statement fraud is. (I was even asked by a CPA
whether anyone is actually harmed by a financial statement fraud.
Of course people and entities are harmed by financial statement
fraud!)

But it’s clear to those of us in the “fraud industry” that fraud by
senior management is important because of the huge cost it entails,

9

not to mention its other “side effects,” which are discussed else-
where in this book. So while it’s easier to focus on the smaller frauds
by front-line employees, it is more important to focus on the serious
fraud committed by management because it happens daily, all
around us.

Many wonder how the attitudes and characteristics of senior-
level executive thieves differ from those of lower-level employees. At
the core, they can be very much the same. Greed is greed. Small
greed may look a little different from big greed, but it is still charac-
terized by the same desire and the same motivation.

Where senior-management fraudsters distinguish themselves is
the depth of their greed and arrogance. They often take these to a
whole new level. Consider some high-profile executives who were
tried, convicted, and sent to prison. Often these executives can’t help
but exhibit these traits quite openly.

Executive fraudsters typically have highly material personal val-
ues, and they are likely to flaunt their wealth and possessions. Success
for this type of thief is almost always measured in financial terms.
Professional accomplishments outside of monetary gains are not val-

ued nearly as highly.
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IN THE REAL WoORLD

Senior Management Attitudes

Bernie Ebbers of WorldCom was a lavish spender who thought that
a code of conduct was a waste of time. His behavior provided an
unfortunate example for other executives at WorldCom. Addition-
ally, the culture at the company dictated that senior-level executives
were never challenged on questionable accounting applications or
inappropriate items.

’

The company was always in ‘‘deal mode,”” and the numerous
acquisitions made it hard for outsiders to compare current
numbers against relevant historic numbers. Certainly the attitude
of Mr. Ebbers relating to ethical behavior tainted other execu-
tives, and it ultimately led to a massive $11 billion accounting
scandal.

The interpersonal relationships of executives who commit fraud
are often strained or nonexistent. People are frequently treated as ob-
jects and not individuals, and these executives are usually extremely
self-centered, with few friends. They are often hostile to employees
or peers who challenge their ideas, and they are known for playing
favorites among subordinates. Even though loyalty is demanded from
subordinates, the executive is loyal to no one except herself or
himself.

Professionally, peers and competitors often do not like the top
management defrauder. The executive speaks often about her or his
achievements, but rarely discusses losses or failure. Facts are often em-

bellished to make achievements look even more impressive.
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IN THE REAL WoORLD

Senior Management Behavior

““Chainsaw Al'" Dunlap of Sunbeam fame is an example of how
easily a large-scale fraud can be perpetrated by an executive. He
rescued many companies from the brink of disaster, so when he
started at Sunbeam the same was expected.

Everyone knew of Dunlap’s reputation for slashing payroll and
closing plants, but these actions were welcomed by companies
that needed a major turnaround. However, the cuts at Sunbeam
went so deep that the company had difficulty functioning even at a
core level. Many of the company’s costs increased as a result of
Dunlap’s cuts, and the outlook was grim.

Yet the company’s stock was soaring, in large part based on
Dunlap’s reputation for turnaround success. Dunlap created out-
rageous financial expectations and pushed employees to do the
impossible, bringing Sunbeam to the brink of collapse.

Employees eventually produced the numbers Dunlap wanted or
found themselves unemployed. Fraud was accepted, and employ-
ees who didn’t play the game didn’t stay long. Financial statement
fraud was committed to meet the numbers Dunlap promised Wall
Street. The entire scheme eventually unraveled.

Encouraging or Discouraging Fraud

Maybe the single most effective way to prevent fraud committed by
employees is to create a corporate culture that places a high value on
ethical behavior. Doesn’t that sound like the same old “solution”

we’ve heard before? Maybe so, but it’s the truth.
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Proactively preventing fraud, investigating suspicions of fraud,
stopping frauds in progress, and punishing those who commit ethical
violations are integral elements of true fraud prevention. Employees
are aftected by how fraud is handled, so swiftly dealing with unethical
behavior is critical to encouraging good behavior.

To discourage fraudulent behavior, a company must be clear
about rules and expectations, and take action when fraud is commit-
ted. Management must emphasize the importance of internal con-
trols and adherence to policies and procedures. Internal controls will

be discussed in greater detail in later chapters.

Summary

Larger frauds are generally committed by those in higher positions
within a company. A higher position brings with it more access to
information, computer systems, people, and assets; therefore, the op-
portunity to commit fraud and cover it up is increased.

To help detect fraud, management and owners must be aware
of the common personal red flags that may indicate that an employee
is involved in a scheme to defraud the company. The clues lie in per-
sonal problems such as addictions, legal troubles, or a pattern of dis-
honest behavior. Unusual attitudes or behaviors at work can also raise
suspicions, particularly when employees are uncooperative with
others or overly possessive of job duties and documentation.

We may like to think of embezzlers and defrauders as horrible
people completely devoid of morals and ethics. That’s just simply not
the case. Many of them are people who have shown themselves to be

trustworthy throughout the years. By proving themselves to
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Summary

management, they have been given increased responsibility and have

been entrusted with assets and information.

How, then, do people end up committing fraud? And how do

they steal from the very people who have placed trust in them,

namely owners, shareholders, boards of directors, and management?

It goes back to that triangle of fraud, which includes motive, oppor-

tunity, and rationalization. When the opportunity arises and the thief

has a need or desire, along with a justification for the fraud, the theft

will happen.
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Red Flags of Fraud

After reading this chapter, you will be able to

® Recognize structural and operational defects that make

companies susceptible to internal fraud.

® [earn personnel practices that may increase the likelihood

of fraud committed by employees.

® [dentify some of the most common red flags of fraud as
they relate to a company’s accounting system and financial

performance.

We have already discussed a number of warning signs in individuals
that might lead management to consider whether an employee is

committing fraud against the company. This chapter examines
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characteristics of companies and their operations that might give rise
to suspicions of fraud.

There can be fraud warning signs in a company’s structure or op-
erations. Some companies are set up in a way that increases their risk
of internal fraud. Furthermore, a company may have certain opera-
tional characteristics that can put it at greater risk of fraud.

Finally, there may be signs that fraud is actually occurring. These
indicators of fraudulent activity can be as simple as questionable doc-
umentation or as complex as an unusual relationship between em-
ployees. Such signs must be evaluated to determine whether they
have legitimate explanations or whether fraud may actually be occur-
ring. More often than not, the evaluation will end with a conclusion
that nothing was amiss. This is okay. The important point is that an
evaluation was made and there was an opportunity to detect fraud if it
was indeed occurring.

Many indicators of fraudulent activity come to light through the
accounting process. Ideally, companies have policies and procedures
in place to prevent errors and fraud from occurring and to alert man-
agement when problems arise. However, companies don’t always
have processes in place to detect or prevent fraud, which is why addi-
tional fraud prevention measures are discussed in subsequent

chapters.

Structural Red Flags

A company’s setup and division of duties can create opportunities for
fraud, and employees who are familiar with the operations and the

processes can exploit these weaknesses. Companies have to trust their
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employees to carry out job duties, oversee data and assets, and protect
the company’s interests, but it is that trust that gives rise to fraud
opportunities.

When evaluating a company’s structure and system for fraud, it is
important to note that the company’s culture dictates behavior to a
large extent. A company that only pays lip service to ethical behavior
is more likely to experience fraud problems than a company that has a
strong policy on ethics that is adhered to and enforced. Ethical be-
havior toward employees, customers, vendors, and shareholders
should be both emphasized and exhibited.

[t 1s especially important for senior management to model the
behavior that employees are expected to exhibit. If management is
openly dishonest and deceitful, this example may easily work its way
through the ranks. Employees can be expected to behave ethically
only if their managers and executives are manifestly ethical as well.

The relationships that may develop between employees and peo-
ple who do business with a company are impossible to prevent. It is a
simple fact that a purchasing agent who has worked with a particular
vendor for years may have developed a friendship. It is these personal
relationships that can facilitate fraud. As we’ve learned, collusion be-
tween employees dramatically increases the length of time a fraud
scheme will go on as well as the dollar losses experienced by the com-
pany. Experts suggest that job rotation can cut down on the possibil-
ity of fraud that stems from these personal relationships, inasmuch as
job rotation disrupts those personal connections. What may be lost in
terms of good will because of a working relationship between the
purchasing agent and the vendor can be more than made up through

a decreased fraud risk.
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Companies without good educational programs in place may be
at a greater risk of fraud. First, a company should provide proper
training so employees can learn their job duties. If employees are not
adequately trained, they may fail to perform their duties properly.
Fraud may be one way to cover up this on-the-job failure. Second,
good educational programs also include training about fraud and
about ethical policies at the company. Employees must be educated
about the ethical behavior expected of them if they are going to act
ethically.

Ethical policies are of no use to a company if they are not en-
forced. When ethical violations are discovered, it is important to
punish the offenders appropriately. Punishment for fraudulent activ-
ities could range from a verbal reprimand to termination and legal
action. Whatever the punishment, it must be doled out in proportion
to the act committed. Rules must be enforced consistently and fairly
in order for them to have a deterrent effect on would-be thieves.

The physical security of the company’s premises and its assets
plays an important role in the prevention of internal fraud. Not only
does it directly prevent the theft and abuse of physical assets, it indi-
rectly protects the company in other ways. Visible physical security
sends a message to employees about how management secures the
company in general. Conversely, lax physical security might inadver-
tently send employees the message that the company is not diligently
monitoring its information, assets, and valuables.

Good security should also include restricted access to computers
and data. It’s easy to consider the need for security guards and locked
doors, but access to digital information must also be secured. Many

employees and managers don’t think about the security of the
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computer system because they don’t fully understand how the sys-
tems work anyway. But the fact remains that computer systems
must be secured in such a way that employees are able to access only
the information that they need. Access to unnecessary data and pro-
cesses can give way to acts of fraud and opportunities to cover up the
fraud.

Good fraud prevention depends on the presence and enforce-
ment of good internal controls, which include both policies and pro-
cedures designed to protect the company, its assets, and the integrity
of its financial data. When companies lack good internal controls or
they choose not to enforce the rules, they create opportunities for
employees to commit fraud. When employees know that the rules
will not be enforced and that fraud will not result in punishment, the

likelihood that fraud will occur is greater.

Personnel Red Flags

Employee screening and monitoring policies and procedures play an
important role in preventing and detecting fraud, and so do the rules
and restrictions placed on employees.

Although most employees who commit fraud have no prior re-
cord of fraud-related charges or convictions, that doesn’t mean per-
sonnel screening procedures should be scrapped altogether. Because
reasonable background checks and verifications can weed out some
higher-risk employees, they are key components of fraud prevention.
Furthermore, once employees are on board, they must have a clear
understanding of the policies they will be required to follow. Compa-

nies that are lax in communicating clear expectations about ethical
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behavior and adherence to the code of conduct are creating an envi-
ronment in which fraud may be more likely to occur.

Adequate staffing is a necessary component of fraud prevention,
whether management accepts it or not. Understaffing can cause bur-
densome workloads, and employees who aren’t completing work or
meeting expectations might turn to fraud as a quick fix. Staft bur-
dened under unrealistic work loads should be viewed as potential
fraudsters, and steps must be taken to correct this deficiency.

Proper training of employees is an important part of fraud pre-
vention. Employees should certainly be trained about fraud and its
warning signs, as well as about the company’s ethics policy. But it is
also important to sufficiently train an employee regarding her or his
job duties and responsibilities. Employees who can’t perform their
jobs might resort to fraud to make up for their incompetence. Proper
training in this regard can help avoid such a risk.

Procedurally, accurate personnel records should be maintained as
they relate to dishonest behavior and disciplinary actions. Companies
that do not do so are at greater risk of fraud, because there will not be
enough information available when employees are being considered
for job transfers or promotions. For example, an employee with un-
documented unethical workplace behavior might inadvertently get
promoted to a job that involves money-handling duties. With docu-
mentation of the prior behavior, management will have the necessary
information to deny that particular promotion.

How the employees are managed plays an important part in the
likelihood that a company will experience internal fraud. Employees
react definitively to the company’s management style. Domineering,

overbearing managers and executives can create discord and
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disloyalty. However, executives who are too hands-oftf may also en-
courage fraud and bad behavior because of a lack of oversight and
monitoring. There is a fine balance that must be achieved in manag-
ing employees to keep from creating an environment that inadver-
tently encourages fraud.

Treating employees fairly and paying them at market wage rates
can help prevent fraud too. One common justification for theft from
a business is that an employee felt underpaid. This can be mitigated
by being aware of pay rates at other companies for similar positions.
Employees who feel valued and properly compensated are less likely
to feel entitled to steal.

An employee may also justify a theft when she or he feels unfairly
treated. It is easy to justify by rationalizing that the employee is just
“getting back” at the company for all the wrongs she or he had to
endure. Again, companies should attempt to be swift but fair in ad-
ministration and discipline to help guard against this justification of
theft.

Strained relationships between employees can indicate a fraud
problem. This is especially evident if several employees from one area
of the company leave at the same time. This can indicate that a super-
visor 1is acting unethically or asking employees to do so, or both. At
the very least, mass departures indicate a management problem in
that area of the company. At worst, it suggests that something illegal
or unethical is occurring, something that needs to be examined.

Closely related to this is the problem of low employee morale and
low job satisfaction. Granted, there may always be some unhappy em-
ployees, but when this is a pervasive problem in a department or an

area of the company, it merits further investigation. Low motivation
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on the part of employees might indicate that the company simply
has a bad manager or supervisor. However, it could indicate a fraud
problem, so these things must be looked into.

Turnover in key positions in a company is also something that
should be examined. Although turnover can occur for various rea-
sons, possible indicators of fraud include unusual frequency or partic-
ular positions being vacated. The departure of key personnel with

finance positions is worthy of further investigation.

Operational Red Flags

One of the key red flags of fraud within a company is operating in
“crisis mode” or “fire drill mode” on an ongoing basis. This is partic-
ularly dangerous because no one within the company ever has a
chance to see what “normal” operations look like. How would an
employee ever be able to flag something as unusual when all opera-
tions are frenzied? It’s hard to pay attention to details when employees
are running a race that never ends.

It’s also dangerous for a company to operate without clear lines of
authority. If an employee is unclear about who manages what area or
who should receive complaints, that employee is less likely to report
suspicious behavior. It is imperative that all employees know who
their direct supervisor is, and who that person’s direct supervisor is,
and so on. The “pecking order” must be clear; that way, employees
who witness potentially unethical behavior know whom to approach
next.

Some companies run well with a “team” concept throughout,

but still the teams always know who ranks above them in the chain of
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authority if trouble should arise. Even though individual team mem-
bers may be empowered to make more decisions than employees
who work under a more traditional operating structure, fraud can still
be prevented and reported if clear lines of authority are drawn.

A common problem, particularly in smaller companies, is the lack
of segregation of duties. Segregation of duties is one of the most basic
internal control concepts in the accounting function. Simply put, du-
ties surrounding certain areas of the accounting process should be
divided so that one person does not have too much control over or
access to the entire area.

For example, a person depositing money in the bank should not
be responsible for updating customer accounts; that person might
steal from the deposit and then conceal it by making fraudulent en-
tries to customer accounts. Dividing the duties of depositing and up-
dating accounts makes it more likely that a theft from the deposit
could be both prevented and discovered.

In small companies, it is sometimes difticult to have proper segre-
gation of duties because there just aren’t enough people to divide the
tasks among. However, most often that is just an excuse. A company
committed to proper segregation of duties could have controls in
place with the help of management and owners. Even a small group
of three employees could have a reasonably eftective segregation of
duties to prevent fraud.

Companies with lax rules regarding authorization of transactions
have a higher risk of internal fraud. A company should have controls
in place to allow employees only certain predetermined levels of au-
thority, and there should also be a process for monitoring the author-

ization levels to determine the level of compliance.
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Management should be on the lookout for employees who fail to
receive proper authorization, or for employees who do things to get
around the controls. For example, if an employee is authorized to
spend up to $10,000 without prior approval but has two expenditures
of $6,000 each ($12,000 total) for the same vendor in a short period
of time, this should be questioned. Was this one $12,000 project that
was broken into two pieces to circumvent the authorization process?
If the answer is yes, management should look for additional instances
of such behavior and should take corrective action.

A lack of internal controls in general is one of the most significant
operational red flags a company can exhibit. Policies and procedures that
protect the integrity of the accounting and finance function are essential
for a company to have low internal fraud. Of course, when there are few
or even no controls in place, employees are free to engage in behavior
that harms the company, and it may go completely undetected.

Almost as bad as the absence of internal controls is the unwilling-
ness to correct deficient controls. Improvements can always be made,
especially in areas with higher levels of fraud risk. Management’s un-
willingness to improve internal controls or change procedures to re-

flect newer risks creates a major red flag for fraud.

IN THE REAL WoORLD

Failure to Reconcile Accounts

A small manufacturer was acquired by an investor group that did not
examine inventory on taking over. The accounting manager was
stealing cash and balancing the books by making numerous
accounting entries to the purchasing and inventory system. He
was aware that management didn’'t know whether the inventory
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IN THE REAL WORLD (CONTINUED)

records were accurate. He was also aware that management was
not likely to take a physical inventory at year-end.

If management had taken a physical inventory at some point, the
accounting manager’'s defense likely would have been that there
were inventory problems prior to the acquisition. It would have been
a plausible defense, one that couldn’t be refuted with concrete
evidence.

This failure to reconcile inventory records with the actual inventory
on hand allowed the accounting manager’s fraud of several hun-
dred thousand dollars to go on for many months without detection.

Accounting System Red Flags

The lack of adequate internal controls is both an organizational prob-
lem and an accounting system red flag. A good, secure accounting sys-
tem cannot exist without internal controls. The controls are the checks
and balances that ensure transactions are authorized, completed, and
recorded properly. Even if no employees are committing fraud, it is
next to impossible for the company to have accounting records that
are free from error if there are no controls.

[t is especially troublesome when weaknesses in the internal con-
trols are pointed out by auditors and consultants and they are not sub-
sequently corrected or improved. The longer employees are on the
job, the more familiar they become with these weaknesses and the
easier it is to exploit them.

Poor accounting records in general are also a red flag of fraud. For

one thing, poor recordkeeping systems encourage fraud because
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employees know that information is not being properly recorded and
evidence of fraud may be easy to conceal. In addition, poor account-
ing records may actually be a symptom of fraud that is occurring. It
can be difticult to keep good records when time is being spent on a
fraud scheme, or the records may have deteriorated because an em-
ployee doesn’t know how to keep them from looking suspicious
when committing fraud. Either way, as a cause or an effect of fraud,

poor accounting records are a concern.

Tips AND TECHNIQUES

Documentation Red Flags

® Missing or altered documents

Evidence of backdating documents

No original documents available

Documents that directly conflict with one another

® Questionable signatures on documents

Naturally, discrepancies in a company’s accounting records are
often a red flag of fraud. The key is being able to distinguish between
normal errors in the records and true red flags of fraud. Fortunately,
many questionable items can be cleared up rather quickly if they are
simply the result of an error in the system or an error committed by a
user of the system. Documentation can solve the mystery if it’s just an
error. It is those unexplained “errors” that are troublesome.

A quick look at a company’s financial statements may reveal that
certain account balances are the opposite of a normal ending balance.

For example, an accounts payable account shows a debit balance
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instead of a credit balance. (Some might say that this is a “negative”
accounts payable.) An examination of the account details might
quickly reveal a bill incorrectly entered into the system or an equally
simple explanation. However, when the source of an obvious error
like this cannot be found, questions about fraud should be raised.

A simple analytical review of income statement and balance sheet
accounts might reveal some interesting information about the finan-
cial statements. Accounts should be compared from period to period,
noting dollar differences and percentage changes. Again, there may
be some simple explanations for any significant variances. When the
variances can’t be explained, that is when a red flag goes up.

Transactions that are not recorded in a timely manner can be sus-
picious, as can be the lack of timeliness in reconciling accounts. Ac-
counting entries made at the end of an accounting period can be
perfectly normal, given that employees are completing reconciliations
and making adjustment entries. However, management should be on
the lookout for entries at the end of a period that significantly affect
the company’s financial results for the period. An unusual application
of accounting rules is also a red flag, all the more suspicious when that
unusual application enhances the company’s financial position.

Take for example a company that typically capitalizes a certain
cost and has a set schedule for expensing that cost. All of a sudden,
management decides to increase the length of time over which the
cost is expensed, eftectively decreasing the expense amount for each
accounting period. If there is no substantive change in the circum-
stances under which this cost is incurred and no change in the ac-
counting rules, this would appear to be unusual. It is especially

unusual because the new treatment (without any identifiable
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justification) will make the financial results for this period look bet-
ter. That is quite apparently a red flag of fraud.

There are hundreds and possibly thousands of things that could
be considered red flags of fraud when the details of accounting trans-
actions are examined. Some of the basic red flags—no matter the ac-

count in which a transaction is booked—include

® Unusual timing of the transaction. This includes the time

of day, the day of the week, or the season.

® Frequency of transactions. Transactions that are occurring
too frequently or not frequently enough are suspicious. Each
company has its own operating patterns, and the transactions

should be booked accordingly.

¢ Unusual amounts recorded. Take notice of whether an account
has many large, round numbers entered. Consider whether some of

the transactions in the account are far too large or far too small.

® Questionable parties involved. Should the company be pay-
ing an outside party? Is a payment being made to a related party?
[s the company paying large sums to a vendor whose name is not

easily recognizable?

Tips AND TECHNIQUES

Accounting System Red Flags:
Cash Receipts

® Cash and checks not properly secured

® Infrequent bank deposits
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Tips AND TECHNIQUES (CONTINUED)

® Missing or voided receipts

® Duties of receiving cash and posting to accounts not
segregated

® Duties of preparation of deposit and issuing receipts not
segregated

® |arge, recurring fluctuations in bank account balances
® Excessive voided transactions without explanations
® Delay in reconciling bank accounts

® |nsufficient supervision of cash receipts process

Tips AND TECHNIQUES

Accounting System Red Flags:
Accounts Receivable

® | ack of policies regarding write-offs
® No supervision or review of write-offs

® Duties of posting to accounts and receiving cash not
segregated

® Frequent undocumented or unapproved adjustments, credits,
and write-offs

® Dramatic increase in allowance for doubtful accounts, even re-
lated financial statement accounts are changing for the better

® Reluctance to reserve for or write off accounts receivable

® Accounts receivable increasing or decreasing in a way not in
accord with changing sales figures

® Unexplained deterioration in the collection cycle
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Tips AND TECHNIQUES

Accounting System Red Flags:
Accounts Payable

® Recurring identical amounts from the same vendor
® Multiple vendors with similar names in the accounting systems
® Multiple addresses for the same vendor

® Discrepancies between vendor addresses on checks and those
in the vendor master file

® | ack of documentation for changes to vendor master files
® Sequential invoice numbers from the same vendor

® Payments to a vendor increasing dramatically for no apparent
reason

® Duties of check preparation and posting to vendor accounts not
segregated

® Excessive credit adjustments for a particular vendor

® Pattern of adjustments to accounts payable for goods
returned

® Manually prepared disbursement checks

® Vendor payments booked directly to expense account instead
of accounts payable

Financial Performance Red Flags

When a company creates unrealistic performance measures for
individuals or the company as a whole, management can be set up
for disaster. Aggressive performance measures may seem like good

goal-setting tactics, but the unfortunate truth is that when people
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can’t meet those goals, they may turn to fraud. When a company’s
financial statements, financial performance, and financial position
are examined, a number of red flags may indicate the presence of
fraud.

Companies that are outpacing competitors in the same industry
merit additional scrutiny. Surely there is always an industry leader,
and someone must be the best. However, there are times when a
company’s industry-leading numbers are suspect. For example, a
company that has never been terribly successful and that hasn’t made
significant changes in management or operations probably won't le-
gitimately jump to the front of the pack.

A company that is having tremendous success when the rest of
the industry in depressed may also need to be examined closely. It is
plausible that a company has an advantage in an industry due to oper-
ating efticiencies, intellectual property, or other positive attributes.
But it is also possible that a company enjoying success during an in-
dustry downturn may be inflating sales figures and underreporting
expenses.

The case of WorldCom illustrates another problem in dissecting
financial statements and financial performance. A company that is
continuously acquiring companies and changing its core business is
next to impossible to analyze in a historical context. There is often
no way for an outsider to effectively segregate pieces of a company’s
business to make a meaningful comparison of financials from year to
year. WorldCom was acquiring companies and segments of busi-
nesses rapidly, and users of the financial statements couldn’t get a han-
dle on what “normal” operations really were and how the financials

for those operations should look.
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IN THE REAL WoORLD

Outpacing Competitors

WorldCom may be one of the most recognizable examples of a
company outpacing competitors. The stock price rose rapidly
because the company was doing well on paper. Competitors in
the telecommunications industry were doing well in the late 1990s,
but WorldCom was doing even better. This should have raised a
huge red flag for every user of the company’s financial statements.
How was WorldCom able to achieve such outstanding numbers as
compared with the rest of the industry?

Further complicating the situation was that the company was
constantly in ‘‘deal mode.”” Operations could almost never be
compared with those of a prior period, because the prior period
didn’t include the most recent acquisitions. As the company
acquired other businesses at a breakneck pace, the accounting
systems and the company’s accountability could not keep up.

In the end, the financial results reported by WorldCom were fic-
tional, and income restatements totaled in the billions.

Companies with insufficient working capital or high debt loads
are sometimes at a higher risk of fraud. In addition to normal pressure
on the company and its executives to perform well, the lack of work-
ing capital and a high debt load make good performance harder. Lim-
ited access to cash or restrictive loan agreements may create a
situation in which fraud helps in meeting goals.

Ratio analysis may be helpful in analyzing a company’s finan-
cial situation. Comparing the ratios across quarters and years can
yield some interesting information about operations, and it might

point to areas of the company that should be examined for
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evidence of fraud. Ratios might also be compared with industry
benchmarks or the ratios of other companies in the same industry.
These comparisons could uncover, for example, sales growing
much faster than normal for the industry or a high level of ac-
counts receivable to sales. Ratios aren’t evidence of fraud by them-
selves, but they can yield interesting information about a
company’s operations.

Companies feeling a profit squeeze may be at a higher risk for
fraud. When expenses are rising faster than revenues or when ex-
penses are eating up a greater percentage of the budget, fraud may be
more likely to occur. Difficult business conditions can trigger fraud.
Additionally, the presence of rising costs may indicate that a fraud is
in process and is being buried in the operating expenses, causing
them to be higher than normal.

When companies are reporting significant increases in revenue,
other accounts normally should show increases too. Accounts that
often increase in relation to sales increases include inventory on
hand and accounts receivable. It is only natural that these accounts
should increase if there are legitimate increases in revenue. When
they do not increase, the revenue figures should be examined very
carefully.

One common red flag of fraud is a consistent cash crunch even
when revenues are reported to be continuously growing. It makes
sense that higher sales may create a temporary cash shortage while
the company is spending money on materials and production and
waiting to be paid by customers. However, a consistent cash flow
problem period after period, even when the profit and loss statement

shows progress, is troubling.
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This was one of the many warning signs at Enron. The company
was reporting excellent revenues period after period, but never
seemed to have any cash to show for the sales. As it turned out, much
of the revenue stream was phony, created by improperly recognizing
revenue early and recognizing related-party transactions as revenue
when they should not have been. The sales figures weren't really sales
at all, and the result was that the company didn’t have any cash to
show for it.

Finally, audit results should be examined for indicators of inter-
nal fraud. In particular, a pattern of similar proposed audit adjust-
ments year after year could signal a problem. Even if repeated
adjustments are deemed immaterial to the financial statements, their
cumulative effect on the financial statements should be examined,
and the circumstances causing the repetitive problems should be

investigated.

Tips AND TECHNIQUES

Financial Performance Red Flags

® Doing business in a volatile industry

e High concentration of business with a small number of
customers

® Rapid expansion, especially when not planned well
® Deterioration in the quality of earnings over time
e Company involved in significant litigation

® Reduction in sales backlogs, indicating lower future sales
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Professional Service Red Flags

Companies with frequent or unusual changes in auditors, attorneys,
or banks merit additional scrutiny. One such problem is using multi-
ple firms or companies for services. Using more than one company is
not, in and of itself, a warning sign of fraud. However, it does be-
come suspicious when it seems that a company is using multiple firms
so that no one firm ever gets a complete picture of the company’s
situation.

For example, companies often use more than one law firm when
particular areas of expertise are required. For example, one law firm
may be hired specifically to handle intellectual property issues, while
another law firm is hired to handle all general legal matters. However,
it is questionable when a company is using multiple firms for general
legal matters or similar types of cases. Why would the company need
to use more than one law firm for similar legal matters? Suspicions
should be raised when there is no substantive reason for using more
than one firm or when the firms chosen appear to duplicate one an-
other’ efforts in certain areas.

Firm-hopping is also cause for concern. In terms of the outside
accountants and auditors, frequent switching may suggest disagree-
ments about material financial issues. The auditors may have required
certain audit procedures or disclosures to be implemented, and the
company may have refused. Frequent changes in attorneys may be
equally as troubling, and the reasons for the changes should be
questioned.

Using several banks can be a red flag of fraud as well. Although it
may be normal to have several bank accounts, when a company uses

several banks simultaneously, none of the banks has a full picture of
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the company’s financial situation. Using multiple banks also increases
fraud risk, because it is easier for a rogue employee to create or use a
bank account improperly without being noticed. It’s not unheard of
for management to lose track of a bank account, which is later used
by an employee to embezzle funds.

On a related note, how management interacts with its profes-
sional service providers is also important. Companies that are reluc-
tant to share information with their auditors and attorneys should be
carefully watched. The company should be volunteering details of
relevant legal and financial situations. Certainly in response to re-
quests for additional information and documentation, management
should be forthcoming and cooperative.

When management denies auditors or examiners access to per-
sonnel, customers, vendors, documents, or other professional service
providers, it is very alarming. Records and facilities should be easily
accessible, especially if the access is tied to risky areas of the financial
statements. For example, inventory is a much-abused line item on the
financial statements. Management should allow auditors full access to
inventory records and physical inventory at any and all locations. Any
denial of or delay in granting access should be viewed as a huge red
flag of fraud.

Aggressive deadlines or demands by management in regard to the
resolution of complex issues may signal a problem. It is only natural
that accountants, auditors, and attorneys would need ample time to
dissect an issue and give a proper opinion. A “rush job” on such
things might signal an attempt by management to force professionals

to do a less than thorough analysis of the situation.
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Summary

Structural deficiencies within a company can lead to a greater
instance of occupational fraud. In order to avoid a structure that en-
courages fraud, management must evaluate the lines of authority and
the division of duties among employees.

Precautions must be taken to prevent collusion between employ-
ees and between employees and outside parties. Being aware of the
potential for fraud involves having a finger on the pulse of employees.
Owners and executives need to constantly evaluate the relationships
between employees and the way employees perceive management.

Fraud prevention also relies heavily on good control procedures,
ethics policies that are enforced, and modeling of ethical behavior by
senior management. Personnel must be screened and evaluated for
high-risk attributes, and management must adequately supervise em-
ployees to detect any ongoing red flags of fraud.

Accounting records and financial statements must be regularly
examined for the presence of red flags of fraud. Performance goals
for individuals, departments, operating units, and the company as a
whole must be reasonable and attainable; if they are not, incentives to
commit fraud may exist. Actual financial performance should be ex-
amined in relation to industry benchmarks and competitor perform-
ance. Financial statement ratios can provide valuable information
about a company’s financial performance as well as areas at risk for
fraud.

One of the keys to detecting fraud is the consistent monitoring of
employees, operations, and financials for the presence of things that

are unusual.
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CHAPTER 4

Asset
Misappropriation,
Bribery, and
Corruption

After reading this chapter, you will be able to

® [dentify common asset misappropriation schemes and their

warning signs.

® Detect and prevent asset misappropriation schemes to limit

losses to the organization.
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® Recognize the warning signs of bribery and corruption,
and identify critical items to examine for evidence of brib-

ery and corruption.

® Understand procedures that may help prevent bribery and

corruption schemes.

The most commonly occurring fraud within corporations is asset
misappropriation. According to the Association of Certified Fraud
Examiners, more than 91% of all internal fraud schemes involved an
asset misappropriation element, and the median loss from an asset
misappropriation was $150,000." Asset misappropriations include the
misuse or theft of assets belonging to a company.

These are the white collar crimes we think about most, probably
because they are so commonplace in terms of the number of cases
that occur. Furthermore, they are the kinds of cases we most com-
monly hear about in the press.

By comparison, bribery and corruption schemes occur far less
frequently, with 31% of fraud schemes including this element.” Yet
these schemes are far more costly on a per-incident basis, with a me-
dian cost of $538,000 per fraud.® Such schemes include the use of
one’s position or power to influence a transaction, and more specifi-
cally these schemes could involve bribery, kickbacks, or conflicts of

interest.

Asset Misappropriation Schemes

Asset misappropriations can be divided between cash schemes and
non-cash schemes. Cash schemes simply involve the theft of money

via checks, money orders, or paper currency; they can be further
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divided between schemes focusing on cash receipts and those related
to cash disbursements. Non-cash schemes involve all other thefts of
assets, such as inventory, equipment, supplies, or information. Cash
theft is present in almost 88% of asset misappropriations schemes, and
non-cash theft is present in 23% of cases, with both cash and non-cash

theft present in some fraud schemes.*

Cash Receipts

Currency is easy to steal because it often comes with no paper trail.
Receipts help control this somewhat, but many thieves can devise
ways around receipts. In organizations that don’t use receipts, the
cash is at even greater risk of theft.

But cash fraud schemes aren’t limited to the theft of actual cur-
rency on hand. Most of the time, cash is stolen through schemes in-
volving checks or other financial instruments. These frauds are more
difficult to carry out because the thief has to find a way to forge a
signature, divert a check, or otherwise manipulate the systems within
an organization.

The theft of cash, either as check or as currency, can occur in two
ways. There can be skimming, which is the taking of funds before
they are ever recorded on the books of the company. For example,
this may include taking customer payments for services that haven’t
yet been recorded as sales on the books. Cash larceny, on the other
hand, involves the theft of funds after there has been a transaction
recorded. For example, cash larceny occurs when an employee steals
a customer check that was sent as a payment on account. Because the
account already has record of a sale and an expected payment, this

theft falls under larceny.
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IN THE REAL WoORLD

Cash Receipts Fraud

A large church suffered a significant cash fraud at the hands of an
unscrupulous bookkeeper. Controls were in place to guard against
theft. A group of volunteers counted the weekly cash collections
together, overseeing one another. A sheet documenting the cash
collections was prepared and submitted to the bookkeeper along
with the cash.

The bookkeeper never deposited the cash, but kept the documen-
tation in the church’s files. The documentation was never compared
against the bank deposits, so for more than two years, the book-
keeper stole nearly all cash collections without detection.

The fraud was detected when the bookkeeper took a sick day and
another employee received the bank statement. Although she did
not normally look at the bank statements, the envelope was already
open so she decided to examine the contents. She immediately
found checks made payable to the bookkeeper. An investigation
ensued, and the larger theft of cash was quickly uncovered.

Cash Receipts Schemes: Skimming

Cash skimming is harder to detect than cash larceny, because it in-
volves at least some element of unrecorded transactions. For example,
suppose a customer enters a business to make a purchase with cur-
rency. The sale of a product and the currency don’t exist for the com-
pany until some sort of record is created. Typically, this would happen
when the purchase entered into the cash register. If the employee
steals the cash prior to recording anything regarding the sale or pay-

ment, the employee has skimmed.
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A common cash-skimming scheme involves unrecorded sales,
whereby an employee sells items and receives payment but records
neither the sale nor the payment—and personally keeps the pro-
ceeds. Another skimming scheme involves theft of cash or checks
from customer payments, with the dishonest employee taking them
as they come into the company but before they can be recorded as
received.

Skimming cash seems easy enough to pull off, but still some work
must be done to conceal the theft. If the theft is not concealed, later
problems such as missing inventory or a customer complaint about an
account balance may reveal the fraud. Schemes such as these are usu-
ally concealed by using some sort of write-off or credit to force the
accounts to balance.

A more complicated way to conceal the theft of a customer pay-
ment is through lapping. In a lapping scheme, an employee steals a
customer’s payment and applies later payments by other customers to
make the first customer’s account balance. This type of scheme can
get complicated very quickly, because each time the thief corrects
one account, it leaves one or two new accounts out of balance, and

they must eventually be corrected as well.

Cash Receipts Schemes: Larceny

Cash larceny occurs when cash has been received, has been recorded
on the company’s books in some fashion, and then is later stolen.
Suppose that the customer comes into the business and pays with cash
but also requests a written receipt. The company has a record of that
cash payment, and if an employee tries to steal it, the employee

would be committing larceny.
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Cash larceny can be committed in several ways. One common
way 1s through theft of the bank deposit, whereby the employee takes
funds out of the deposit before it goes to the bank. This is more com-
plicated than skimming, because in this situation, a record has already
been created regarding the deposit.

Most often, additional work needs to be done to cover the theft;
deposit lapping is one option. In this scheme, funds from later deposits
are used to supplement the earlier deposit from which funds were stolen.
This way, when the original deposit finally goes to the bank, the total
deposit will match the company’s accounting records. This, too, can get

complicated quickly, and may require the employee to keep lots of notes.

Cash Dishursements

The next general category of cash misappropriations is referred to as
fraudulent disbursements. Fraudulent disbursements occur when an
employee causes an organization to pay money under false pretenses.
One of the most common ways that this can happen is through check
tampering, in which an employee may forge or alter a check for her
or his own benefit. The employee may also steal a legitimate check
and forge the endorsement to benefit from the funds. More modern
methods of committing fraudulent disbursements include false wire
transfers or electronic transfers, or fraudulent credit card transactions.

Billing schemes are another way of accomplishing a cash dis-
bursement fraud. One of the simplest billing schemes involves a ven-
dor inflating an invoice to a company. The inflated invoice may
include billings for items not ordered by the company, items not re-

ceived by the company, or inflated prices.
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A second straightforward way to advance a billing scheme is by
causing a company to pay for an employee’s personal expenses. Per-
sonal charges may be put on a company credit card that is paid with
company funds. A personal credit card could also be used for the per-
sonal expenses, and the company may pay that bill or pay the em-
ployee directly. Other schemes include billing the company for

goods and services received by the employee for personal purposes.

IN THE REAL WoORLD

Cash Disbursement Fraud

A company’s bookkeeper was responsible for preparing checks to
pay the company’s bills. The checks and the associated invoices
were presented to the check signer, who would briefly examine the
invoices and sign the checks.

One day the check signer decided that reviewing invoices was too
much trouble, so he signed a stack of blank checks for the book-
keeper to use for bill payments. The first thing she did was to get a
credit card from the same issuer the company used. She paid her
bill with company checks. If anyone later examined the checks, they
would see a check payable to the known credit card company and
would likely think nothing of it. The scheme was successful for more
than two years, and was eventually discovered only by accident.

A more complicated cash disbursement scheme involves setting up
a shell company. Here, the employee defrauds the company by setting
up a fake company (a “shell” company) to provide goods and services
to the company. The fake company often provides no goods or serv-

ices, but bills the victim company and receives payments. Other times,
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the fake company acts as a pass-through for legitimate goods and serv-

ices but inflates the prices that are billed to the victim company.

IN THE REAL WoORLD

Shell Companies

The purchasing manager of a high-tech company had a close
working relationship with a few key suppliers of computer compo-
nents. He devised a scheme to create a shell company in collusion
with his contacts at the suppliers. The shell company procured the
goods needed by the high-tech company and sold them to the
company at artificially high prices. The purchasing manager and his
conspirators split the proceeds from this shell company scheme.
Over a period of several years, the company paid millions of dollars
more than it should have for the components. The purchasing agent
pocketed hundreds of thousands of dollars from his portion of the
profits from the shell company.

There are a number of ways to manipulate legitimate vendors,
and one of them is through a pay-and-return scheme. A dishonest
employee causes the company to overpay a vendor, and then the
vendor is contacted and asked to return the overpayment. The dis-
honest employee devises a way to personally receive and keep that
overpayment.

Manipulation of the payroll system is yet another means by which
a cash disbursement scheme can be carried out. The schemes can in-
clude ghost employees, falsified hours, inflated pay rates, understated
leave and vacation time, and unauthorized bonuses and commissions.
All of these are designed to cause the victim company to pay money

or give benefits that are not really due to the recipient.
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Non-Cash Fraud

Non-cash frauds are aimed at stealing anything the company owns other
than cash or cash equivalents. This might be the theft of inventory, sup-
plies, fixed assets, or other hard assets owned by the company. Some of
these items are easy to steal simply because of a lack of management over-
sight. Items in areas with low foot traffic might be easy to steal because
the theft may not be noticed for a period of time. Lax monitoring and
security may also make hard assets fairly easy to steal at some companies.
The theft of inventory can be covered up by falsifying receiving re-
cords. An employee may steal items from an incoming shipment and
then falsify a receiving report to indicate that the missing items were
never received or were received but defective. This is typically only a
temporary solution to the problem, as the theft may come to light when
the vendor invoice is received and compared with receiving documents.
Another way to conceal the theft of merchandise 1s through false
sales orders or shipping documents. These items may explain the miss-
ing inventory, but the fraud is subject to discovery when a customer fails
to pay for the sale or return the merchandise. This scheme requires a
follow-up act to destroy documentation or cancel a sale in the system.
Company assets can also be stolen via a fraudulent write-off. A
dishonest employee can write oft assets or inventory as scrap, junk,
obsolete, or destroyed, and then appropriate the asset for herself or

himself with little chance of detection.

Detecting Asset Misappropriation

The most effective way to discover cash fraud schemes within com-

panies is through monitoring of employees. This doesn’t necessarily
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mean direct monitoring by supervisors or managers. It could also be
accomplished through proper segregation of duties whereby employ-
ees naturally are checking one another’s work.

Internal cash thefts can be discovered by monitoring write-off ac-
counts. Accounts that are used for customer credits, write-oft of bal-
ances, or other reconciling or adjusting items are ripe for abuse. They
are often not monitored carefully, and there are often a high number
of small transactions flowing through them. Management should also
be monitoring transactions such as “voids,” which may increase in fre-
quency when a fraud scheme is being perpetrated. Unusually high
shrinkage in inventory may also tip management off to theft.

The analysis of ratios and trends can be invaluable in detecting
asset misappropriations. Specifically, accounts should be analyzed for
higher-than-normal ratios related to accounts receivable write-offs,
credits, inventory obsolescence, warranty costs, rebates, and sales re-
turns. Management should also watch for declining gross profit mar-
gins, which could signal unrecorded sales.

Detecting shell company schemes can be difficult. It often in-
volves the analysis of vendor data, looking for unusual billing ad-
dresses, company names, and check endorsements. Management
must also compare invoices against actual goods and services received
to detect discrepancies in the data. Unfortunately, employees who
mastermind these schemes often have the ability to manipulate sys-
tems so that an analysis of goods and services received may not show
a discrepancy. Shell-company schemes often involve multiple em-
ployees and outside parties. This collusion makes the fraud even more
difficult to detect. A company may have good internal controls, but

collusion can easily nullify them.
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Software programs can analyze accounting system data to detect
anomalies. Such software looks for unusual amounts and other suspi-
cious data and can analyze a significant amount of data in a very short
period of time. Computer programs can also compare vendor data such
as addresses and phone numbers with employee data to search for any
duplicate information that may signal an inappropriate relationship.

Some data is best analyzed by human beings who are familiar
with the company’s operations, vendors, and accounting system.
They can look for unknown vendors, inappropriate pricing levels,
goods or services that appear unusual, excessive purchases of services,
and other such unusual characteristics.

Careful review of inventory and fixed asset records are necessary
to detect fraud. In particular, the details of write-off accounts and ad-
justing entries must be carefully examined for irregularities. Shipping
documents should be matched with sales and vice versa. Inventory
write-offs should be supported with documentation authorizing the

removal of scrapped or spoiled items.

Tips AND TECHNIQUES

Detecting Asset Misappropriation:
Accounts to Monitor

® Customer credits or write-offs

Adjustment accounts

Inventory scrap, spoilage, obsolescence
® |nventory shrinkage

® Fixed asset write-offs
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Preventing Asset Misappropriation

As with detecting asset misappropriation schemes, monitoring em-
ployees is probably the single best way to prevent the schemes. Proper
segregation of duties ensures that employees are checking and moni-
toring one another’s work. Also, proper segregation doesn’t allow
any one employee to have too much control over the process. That
means that if an accounting clerk has access to customer payments
she may be able to steal them. But if someone else updates customer
accounts, the first employee will be found out rather quickly.

Segregation of duties is also eftective in preventing cash disburse-
ment frauds, such as payroll schemes. It is one of the most common
fraud prevention techniques and can be implemented relatively easily
and cost effectively.

Examination of documentation can prevent both cash receipts
and cash disbursement schemes. In part, employees may be deterred
from committing fraud when they are aware that documentation is
being examined regularly. The other reason document examination
1s effective is because of its actual results. An attempted fraud can be
stopped when an astute employee compares documentation with
products and services actually received.

Although it may sound archaic, the examination of checks them-
selves can yield important information. The front and back of the
check should be examined, and the endorsement should be looked at
carefully. Checks need to be examined for evidence of forged signa-
tures, forged endorsements, and endorsement by inappropriate parties.
Some banks no longer allow companies to receive their canceled

checks with their bank statements, opting instead for providing digital
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images. This makes the examination of the checks more difticult, espe-
cially if the bank only provides only a copy of the front of each check.

Independent verification of accounts can help prevent and detect
fraud related to both accounts receivable and the purchasing func-
tion. Customers and vendors should be contacted periodically and
asked to verify account information. They can confirm the accuracy
of billing and payment details. Any discrepancies with the company’s
records should be immediately investigated.

Surprise audits throughout the purchasing function can help to pre-
vent disbursement schemes. It is advisable to examine accounts payable
details, looking for overpayments, appropriate documentation, and ap-
proved vendors. These audits can be helpful even when no fraud is
present, because they can uncover errors and inefficiencies in the process.

Companies should take action to prevent the possibility of collusion.
This involves adopting procedures such as job rotation and vendor rota-
tion. Employees should be rotated in order to disrupt relationships that
may foster fraud and to uncover frauds in progress.

Physical security can help prevent asset misappropriation as well.
Blank checks and critical documentation must be secured. Security
cameras should monitor areas critical to the company’s security and

areas in which valuable assets may be stored.

Tips AND TECHNIQUES

Techniques to Prevent Asset
Misappropriation

® Employee monitoring

® Segregation of duties
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Tips AND TECHNIQUES (CONTINUED)
e Examination of documentation
e Examination of canceled checks
® |ndependent verification
® Surprise audits
® Job rotation
® Vendor rotation

® Physical security

Bribery and Corruption Schemes

When people think of bribery and corruption, many often think first
of government involvement and politics. The reality is that bribery
and corruption happen across all industries, including both the pri-
vate and public sectors. These financial crimes can be some of the
hardest to discover and prove. While other types of internal fraud
usually have some sort of paper trail attached to them, many bribery
and corruption schemes involve cash and do not have a paper trail.
When a paper trail exists, it is often difficult to track down because
much of the paper trail is outside of the company.

Bribery involves giving or receiving something of value in order
to influence a transaction and ensure that something occurs in the
future. For example, in a commercial transaction a bribe may be given
in order to ensure that a certain contractor’s bid is accepted. Illegal
gratuities, in contrast, occur after a transaction has been completed.

Corruption schemes also include acts of extortion. Here, a perpe-

trator demands a sum of money or something of value with a threat of
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harm if the demands are not met. The harm could include physical
harm, but could easily be the denial of a business contract or oppor-
tunity or the threat of actions to damage the reputation of a person or
the company.

Conflicts of interest occur when an employee has an economic or
other personal interest in a transaction. For example, an independent
auditor should not own shares of stock in a company she or he is
auditing. Another typical example of a conflict of interest occurs
when a family member of an executive bids on a contract with the
company. Clearly, the auditor or the executive may have a vested in-
terest in the outcome of the business transaction, and that creates a
conflict of interest.

Kickbacks are often received by an employee in a purchasing func-
tion. An outside vendor ofters the purchasing agent a portion of the
proceeds if a contract is awarded to the vendor. The vendor may be
offering substandard products or services or may be charging a higher
price than the rest of the market. Sometimes no products or services
are rendered at all, but the purchasing agent sees to it that an invoice
is still paid. The purchasing agent is receiving a payment for assisting
the vendor in securing the contract or receiving payment, or both.

Corporate espionage 1s a fraud that is not as well-known as those
mentioned previously. It includes the theft of trade secrets or other
intellectual property, as well as copyright piracy. These schemes may
not be discussed often, but they are costly to corporations, and it is in
their best interest to be on the lookout for unscrupulous employees
who may compromise the security of data and secrets.

Intellectual property can have significant value to companies; in-

deed for some companies, it can be the lifeblood of the organization.
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High-tech companies in particular rely on their intellectual property
such as patents and software code to continue operating. When those
are compromised, a competitor may be given an unfair advantage.
There are many schemes that fall under the larger category of
bribery and corruption, and they are often expensive and difficult to
detect. As discussed further on in this chapter, companies must im-
prove policies and procedures for management to have any hope of

preventing and detecting schemes of these types.

Procurement Fraud

Procurement fraud is a subset of bribery and corruption schemes. It is
essentially the manipulation of the process of obtaining a contract for
goods and services. The manipulation is generally aimed at gaining an
advantage in the bidding or proposal process, and the bad acts can
range from the unfair use of insider information to the use of nefar-
ious means to influence the process.

This type of fraud is often very difticult to detect. This is partly
because companies are reluctant to admit that employees have been
violating their fiduciary duties to the employer and partly because so
much of the maneuvering happens outside the company’s system of
policies, procedures, and recordkeeping.

Procurement fraud can be broken down into three broad

categories:

1. Collusion between employees and vendors. This can in-

clude kickbacks, bid rigging, gifts, or other enticements.

2. Vendor fraud against a company. A vendor may commit

fraud against a company by substituting goods of inferior quality,
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overcharging the company, or engaging in other false billing

schemes.

3. Collusion between multiple vendors. Vendors may collude
to artificially inflate the prices of goods and services in bids or
proposals, or to help one another receive certain contracts based

on agreements between them.

Company employees can collude with vendors to push con-
tracts toward product or service providers that have a conflict of
interest with the employee. For example, an employee’s sibling
may run a company bidding on a contract. If the employee funnels
insider information toward the sibling, or if the employee gives
the sibling other preferential treatment in the bidding and pro-
posal process, a conflict of interest has unfairly influenced the
process.

Common in the purchasing and receiving function is the pay-
ment of kickbacks or secret commissions, as discussed previously.
The employee has a fiduciary duty to secure the best pricing for the
company, but with a kickback scheme, the vendor is allowed to in-
flate the price to the company and the proceeds of that fraud are
shared with the employee.

Vendors may also entice employees in a purchasing function to
purchase more of a particular good or service than the company
really needs. Some sort of kickback, commission, or gift may be
given to the employee for buying in excess. Naturally, the company
is harmed because it doesn’t really need the additional goods or serv-
ices; it 1s therefore spending too much money because of the bad acts

of the purchasing agent.
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Substitution of goods can be a costly and dangerous practice.
Companies contract to receive a certain quality of goods or services
within certain specifications. If the vendor substitutes lower-quality
goods or services, the vendor instantly increases its profit margins. But
the result for the company purchasing the goods can be dangerous.

A company relies on the receipt of a certain level of quality. The
company is being cheated when inferior goods are secretly substi-
tuted, and the substitution may cause regulatory or safety problems.
The company may require components that can withstand a certain
level of heat, pressure, or other measures. A lower-quality part may
be designed to withstand lower levels of those measurements and can
ultimately be prone to higher failure rates.

Collusive bidding, also called bid rigging or price fixing, can
be very damaging to the company that is purchasing goods and ser-
vices from vendors. In bid rigging, vendors align themselves with one
another to inflate the prices in the bids. While a company relies on a
competitive bidding process to obtain the lowest price for certain
goods or services, the bidders themselves are creating a situation in

which the company essentially overpays for what it receives.

Detecting Bribery and Corruption

Cases of bribery and corruption are hard to detect, but the harm they
cause to companies and organizations is undeniable. Companies end
up paying higher prices, receiving inferior goods, and losing out on
legitimate business opportunities.

Oft-books schemes are many times impossible to detect. By “oft-

books,” we mean transactions that don’t have anything reflected on
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the books of the company. If there is no documentation that a trans-
action occurred to begin with, it’s extremely difficult to detect.

However, the continued expansion of electronic transactions has
had an interesting eftect on fraud. Some may believe that the use of
computers and electronic transfers has made fraud easier to commit,
but in fact it often creates more of a “paper trail” of activity than a
perpetrator may realize. An employee who previously may have re-
ceived a cash bribe may now receive an electronic transfer of funds.
There’s no physical check to follow through the banking system, but
the electronic transfer has certainly created a trail leading from the
person who paid the bribe to the person who received it.

Fraud schemes involving transactions already on the books run a
greater risk of discovery. Since we at least know that a transaction
exists, the fraud investigator has a starting point for an investigation.
That doesn’t mean the details of an impropriety will necessarily be
found, but the chances of discovery are greater because the investiga-
tor has at least a small bit of information about a transaction and its
participants.

Bribery and corruption cannot be committed by a single individ-
ual. It is a group crime, and that particular aspect of it may increase
the chances of its being discovered. It is a simple fact that the more
mouths there are to keep quiet, the more chances someone will be
given a clue.

The key to detecting bribery and corruption is looking for red
flags that might suggest fraud has occurred. It is challenging to look
for red flags with the knowledge that much fraud is perpetrated with-
out a paper trail. An investigator may only have limited documenta-

tion with which to start, but that is better than nothing, and it’s
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advisable to start there. Investigators should search for the following

items:

¢ Documentation. Is the documentation missing or incom-
plete? Are there discrepancies in dates or other instances of con-
flicting information? Are there any apparent alterations to the

documents?

® Relationships between bidders and vendors. Is there an
apparent pattern or predictable relationship between the bids of
certain vendors? Do any of the vendors have related party issues?
Have any of the vendors been known to collaborate (either ethi-

cally or unethically) in the past?

® Related parties. Is there a related-party situation between
company employees and any of the bidding companies or em-
ployees? If there is a related party, was that fact revealed in the

beginning, or was it concealed?

® Timing. Did any of the bidders attempt to speed up or delay
the process? Is there an apparent legitimate reason for doing
s0°?

® Requirements. Are the company’s requirements for the goods
or services unusually broad or restrictive? Do the requirements
seem geared toward eliminating all but one or two of the poten-

tial bidders? Are the requirements unusually vague or open

ended?

¢ Employees involved. Is there an unusual involvement in the
procurement process, such as a senior-level employee apparently

working beneath his or her responsibility level? This unusual
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involvement could occur either on the side of the company

seeking bids or on the part of the vendors.

® Bids. Do any of the bids appear to be “dummy” bids by com-
panies unqualified to perform the work? Did some of the bids
fail to meet obvious requirements or provisions? Do some of
the bids appear hastily and sloppily prepared in order to ensure

that another bidder receives the contract?

o Withdrawal. Has the lowest bidder withdrawn after the bids
have been submitted? Has a bidder been allowed to withdraw

from the process without justification or penalty?

® Selection. Has a vendor other than the lowest bidder been se-
lected without any apparent legitimate reason? Has a bidder

with a poor history of performance been awarded the contract?

Preventing Bribery and Corruption

In order to enter into a corruption scheme, an employee generally
must be in a position to participate in a conspiracy with a vendor,
and the employee must have some level of authorization within the
company. This authorization level varies. It could include the ability
to recommend a purchasing contract, authorize vendors, approve
payments, manipulate invoices and other documentation, and cover
up a fraud.

Yet the answer to preventing bribery and corruption schemes is
not in taking away access and authority. The fact remains that compa-
nies need employees in positions of trust who can authorize transac-

tions and make judgment calls about the business.
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Proper oversight of the purchasing and accounts payable func-
tions is one important step in combating bribery and corruption.
Segregation of duties is also helpful. With the two of these in play, it
will be much more difticult for a purchasing agent to manipulate
contracts, payments, and vendor approval. Simply having additional
oversight in this area of the company will deter some people who
might have attempted to abuse the system.

Supervision and oversight go beyond routine observance of em-
ployees and their work. If a company is trying to prevent bribery and
corruption, preventive activities must include regular examination of
documentation, both paper and electronic. Management must look
for the override of controls, falsified approvals, alteration of docu-
ments or approvals, and authenticity of work orders. Purchase orders,
receipts, and invoices must be compared against actual products or
services received to determine whether the paperwork accurately re-
flects reality.

Preventing an employee from receiving gifts from an interested
party is often difficult, however. It’s hard for management to know
about these things, much less stop them. One way to deter these ac-
tivities is to rotate the people who have contact with outside vendors.
Frequent rotation of employees prevents them from developing close
relationships with any one vendor, and can decrease the likelihood
that gifts are being given.

Clear ethics policies can also go a long way toward preventing this
type of behavior. It won'’t stop those who are hell-bent on beating the
system or making money any way they can, but it may stop those

who are normally honest and will usually abide by the rules. It’s
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important to spell out what is and is not acceptable under the ethics
policy, and this may include actually giving some examples of prohib-
ited behavior. For example, not every employee will understand that
doing business with a family member could be classed as a conflict of

interest, so it might be necessary to illustrate it.

Tips AND TECHNIQUES

Techniques to Prevent
Bribery and Corruption

Oversight of purchasing and accounts payable

Segregation of duties

Examination of documentation

Job rotation

Ethics policy

Muiltinational Issues

Companies doing business in an international marketplace will have
numerous experiences involving bribery and corruption. It is impor-
tant to acknowledge that different cultures have difterent standards
and practices, and certain acts that are considered inappropriate in
one country may be perfectly allowable in another county. It is even
more important to understand how U.S. laws might affect the practi-
ces management may participate in when doing business with foreign

companies.
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Summary

Asset misappropriation schemes and bribery or corruption schemes
are far more common than financial statement fraud, but the individ-
ual fraud schemes cost companies less than financial statement fraud.
Asset misappropriation fraud involves taking cash and other assets,
and various schemes are used to accomplish this. Some of the more
common include cash skimming, cash larceny, theft of inventory or
equipment, and shell-company scams. This type of fraud is best pre-
vented through segregation of duties, monitoring employees, and ex-
amination of accounts and documentation.

Bribery and corruption schemes are aimed at providing an ad-
vantage or some other benefit to the recipients. Included in this cat-
egory of fraud are kickbacks, bid rigging, and conflicts of interest.
These schemes are often harder to detect than other frauds because
the victim company may have little or no information that even
points to the existence of a fraud scheme. Bribery and corruption
schemes can be prevented through careful monitoring of relation-
ships between employees and interested parties. Probably the most
effective tool in preventing this type of fraud is the establishment of

an ethical corporate culture.

Notes

1. 2006 Report to the Nation, Association of Certified Fraud
Examiners, Austin, TX.

2. Ibid.

3. Ibid.

4. Ibid.
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| CHAPTERS |
Financial Statement

Fraud

After reading this chapter, you will be able to

® [dentify the most common ways financial statements are

fraudulently manipulated.

® Recognize some of the common red flags of financial

statement fraud.

® Understand why traditional independent audits fail to de-

tect fraud most of the time.

Financial statement fraud is a means to an end. It doesn’t result in a
direct financial benefit to anyone. Rather, it provides an indirect ben-

efit, in the form of increased stock prices, a greater value to stock
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options, continued bank financing, a periodic bonus, a promotion,
or a host of other financial results.

Avoiding “failure to perform” for the stock market can be a huge
incentive for financial statement fraud. What company wants to miss
earnings expectations and take a hit to its stock price? Failure to per-
form is also a fear on the individual level, and executives with jobs
and promotions at stake sometimes give in to the temptation to ma-
nipulate the financial statements.

The true cost of financial statement fraud is quite likely under-
estimated by the business world at large. A CPA once theorized out
loud that there wasn’t really any “cost” to financial statement fraud, as
the problem was really only a matter of ink on paper. He said the
wrong numbers were printed on the paper, and there wasn’t a cost to
that. Of course, he was wrong. Very wrong.

Financial statement fraud is the most costly type of fraud commit-
ted at companies. Although financial statement fraud is present in
only about 10% of internal fraud cases, the median cost of a financial
statement fraud is $2 million.’

The enormous cost related to this category of fraud is likely a re-
sult of some of the characteristics of the perpetrators discussed in
Chapter 2. Those in a position to engineer a large financial statement
fraud are generally senior-level executives. These executives have the
most access to information, systems, and assets, and can more easily
use this access to carry out a fraud.

Additionally, because there is typically collusion in a financial
statement fraud, the dollar losses are likely to be higher. This type of
fraud usually cannot be carried out by a single perpetrator; often it

requires the participation of several people in the company to initiate
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fraudulent transactions, see to it that they are recorded on the books,
and ultimately conceal the fraud.

In addition to creating the largest dollar losses, financial statement
frauds often have an impact on many more people than other types of
frauds. A financial statement fraud can affect shareholders, investment

banks, and scores of employees.

Public Company Financial Statements

In addition to preparing financial statements in accordance with
Generally Accepted Accounting Principles (GAAP), public compa-
nies are required by the Securities and Exchange Commission (SEC)
to make disclosures about the company’s operations and numbers.
While the numbers on the face of the financial statements help users
of the statements to assess the quantitative aspects of the company, the
additional disclosures help users evaluate some of the qualitative
issues.

Companies engaging in fraud might make inadequate disclosures,
fail to disclose issues at all (also called nondisclosure), or make false
disclosures. These may all be cause for action by the SEC against a
company and its officers and directors.

However, it may be difticult to detect fraud in these disclosures.
While some defenders of public companies may suggest that compa-
nies are generally forthcoming in these disclosures, how do we know
that to be true? Without the benefit of being inside a company, a user
of the financial statements has nothing against which to gauge the
disclosures. That is, an outsider has no way of knowing whether the

disclosures are accurate or adequate.
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Executives know what users expect from a company’s financial
statements. If the numbers don’t fall within certain parameters, ques-
tions will likely be raised. So the clever executive will ensure that the
financial statements meet expectations on certain key measures. The
fraud in the financial statements will be well hidden in the numbers,
and a good investigator must look far beyond the numbers for evi-

dence of fraud.

Fraud Schemes

Financial statement fraud can include the deliberate misstatement of
numbers, caused by booking false accounting entries. It can also hap-
pen through the deliberate misapplication of accounting rules. Either
way, the financial statements are purposely inaccurate.

It’s important to know that mistakes are not fraud. Errors are
committed all the time in the accounting and financial reporting
process. What distinguishes fraud from errors is the intent behind the
actions. It 1s sometimes difficult to determine which is in play when
financial statements are misstated.

One of the first defenses often raised is that of a “mistake.” The
investigator is left to prove intent, which is not necessarily an easy
thing to do. Short of an admission from the perpetrator, intent is
most often proved through circumstantial evidence. That is, the facts
and circumstances surrounding a fraud demonstrate the intent.

Intent can be proved by the existence of concealed or destroyed
evidence, as well as altered documentation. It can usually be said that a
person who is behaving honestly (and possibly just made a mistake)

would have little or no reason to hide, alter, or destroy evidence. False
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statements or other obstruction of an investigation may also point to the
intent of the accused. A pattern of questionable behavior and unaccept-
able transactions may also point to intent, and certainly the receipt of
direct or indirect benefits from a fraud may signal intent as well.

One common phrase associated with financial statements is
“earnings management.” Some will tell you that this isn’t fraud; it
comes right up to the line and does not cross over. Others believe
that this is clearly fraud. “Earnings management” is really a phrase to
be used when we can’t bring ourselves to say the word “fraud.”

Managing earnings isn’t a noble effort. It is the purposeful manipu-
lation of account balances to make the financial statements conform
to some predetermined template. Especially with public companies,
there are expectations related to the financial results, and executives
may alter numbers to conform. It is easy to justify such behavior
when the manipulation occurs with accounts that are heavily influ-
enced by the judgment of management, such as reserve accounts.

This doesn’t make the practice right, however.

IN THE REAL WoORLD

Earnings Management

As ““Chainsaw’’ Al Dunlap and his management team attempted to
turn around Sunbeam, they manipulated earnings to make the
company look more attractive to Wall Street and potential
buyers of the company.

The manipulation started with a too-large accrual for restructuring
costs at the end of 1996. Although this reserve increased Sun-
beam’s losses in 1996, it provided a ‘‘cookie jar’’ that could be
used in future years to make results look better than they really
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IN THE REAL WORLD (CONTINUED)

were. The reserves were reversed during 1997, and the financial
statements falsely showed that Sunbeam’s revenue was growing
significantly.

An investigation later revealed that Sunbeam’s 1997 earnings were
overstated by at least $60 million on total earnings from continuing
operations of $189 million. The overstatement was more than 30%
of the reported earnings from operations.

Adding insult to injury, management failed to disclose that part of
the revenue growth was due to discounts given to customers who
purchased early. This would impact future periods, when normal
purchases by those same customers would not occur.

Overstating Revenue

The most common financial statement manipulation relates to sales. It is
in the company’s best interest to have higher sales, as opposed to lower
sales, so the risk of overstating sales is present in virtually every company.
In some industries, it’s easy to tell when a sale has occurred. Someone
has entered a store, selected an item, and given the cashier money. That
1s a straightforward transaction that does not need any interpretation.

In more complex industries, when a sale has occurred and when it
has not may not be so easily defined. Consider an industry such as in-
surance, in which a customer usually prepays for the service. Although
money has changed hands, the insurance company cannot just recog-
nize a sale immediately. GAAP rules require that the company actually
have earned the revenue before it may be recorded as a sale.

This can become increasingly complex for companies that enter into

very large, long-term contracts with customers who agree to purchase a
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certain amount of the product or service. Varying contract terms
can affect when revenue may be recognized from these transactions.

The more complicated the transaction or the accounting rules,
the greater the risk that revenue may be misstated. And I think a pret-
ty compelling argument could be made that companies usually aren’t
going to err on the side of booking too little revenue. Although
“conservatism” is a basic accounting concept, companies don’t al-
ways follow that guideline. Companies should be conservative with
their estimates instead of being too aggressive, and this definitely ap-
plies to the recognition of revenue.

Revenue overstatement can also occur in a much more straight-
forward fashion, and that is through booking revenue for sales that
have not occurred. In this case, there is no gray area. It might include
booking a completely fictitious sale. It may also include booking a
sale on an item for which title has not passed.

Take for example a company that manufactures large equipment.
The company has completed a machine, and the machine is sitting in
the plant while the customer’s financing arrangements are completed.
Clearly, title has not passed and the sale is not completed, as the ma-
chine still sits in the manufacturer’s plant while details are finalized.

Booking a sale for this item would be inappropriate.

IN THE REAL WoORLD

Revenue Overstatement

Companies like Enron can find themselves in deep trouble when
they recognize revenue from a long-term contract immediately upon
signing the papers. Recognizing that revenue immediately gave
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IN THE REAL WORLD (CONTINUED)

Enron’s financial statements a quick boost, but in later periods the
company had a gap to fill because the revenue from that ongoing
contract was already booked.

The correct approach would have been to book the revenue over the
life of the contract, providing a more accurate earnings picture in
terms of when the revenue was really earned. Clearly, it wasn’t
““‘earned’’ when the ink was put to paper; rather, it was earned when
the products and services were provided.

Understating Expenses

Simply not booking expenses as they are incurred is one surefire way
to increase a company’s earnings and enhance the financial state-
ments. The manipulation of expenses can be very straightforward. A
company can hold expenses and wait to book them until future
periods.

Instead of booking an expense, a company could improperly cap-
italize an item. Take, for example, a car dealership that had large ad-
vertising expenses. During a period of depressed sales, the owner of
the dealership was worried about presenting the true financial results
to the auto maker. Therefore, several months’ worth of advertising
expenses was capitalized. Not only did the income statement im-
prove immediately, the balance sheet looked better too because cur-
rent assets were increased.

A company with a large construction project may also utilize the
financial statement fraud method rather easily. As buildings and

equipment are rapidly being added to the balance sheet, it might go
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unnoticed if management plugs some expenses into fixed assets.
Again, this would create an instant improvement in the company’s
financial picture, and the risk of detection of the inflated fixed assets
is low.

Companies may also manipulate expenses by failing to write
down assets such as accounts receivable, inventory, or buildings and
equipment to the correct values under the accounting rules. There
are many instances in which companies should book an expense and
create a reserve for an asset whose value is impaired. It is tempting to
ignore this rule.

Finally, companies can reduce their expenses by failing to report
sales discounts, returns, and allowances. Failing to account for such
items eftectively reduces the company’s expenses, and additional
profit falls right to the bottom line. This 1s also an area of the financial
statements that may not be heavily scrutinized, minimizing the

chance of detection.

IN THE REAL WoORLD

Underreporting Expenses

From 1992 through 1997, Waste Management, Inc. executives
participated in a systematic scheme to falsify the company’s
financial results. They underreported expenses to the tune of
$41.7 billion, which increased net income by the same amount.
Quarterly financial statements were adjusted to align Waste Man-
agement’s results with predetermined earnings targets. By meet-
ing earnings targets, management received performance-based
bonuses and valuable stock options.
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Overstating Assets

Manipulation of asset accounts is often done to enhance a balance
sheet, especially the important ratios involving assets. At particular
risk for overstatement are current assets such as accounts receivable.
It is not fun to write down or reserve for outstanding balances that
customers will never pay. Yet the accounting rules require this to be
done if it is determined that an account is uncollectible.

As noted in the previous section, failing to expense items in favor
of improperly capitalizing them is a technique commonly used in fi-
nancial statement fraud. Accounts with a large amount of activity
during a given accounting period are ripe for fraud, as additions to
those accounts are less likely to be thoroughly scrutinized.

Other techniques include failing to write down assets with im-
paired values, such as goodwill or other intangible assets. Companies
may also resist writing down obsolete inventory or other assets with

impaired values or collection problems.

Understating Liabilities

Liabilities are understated in order to make the balance sheet look
better. Less money owed to outside parties means a stronger balance
sheet and better ratios when comparing debts to assets and equity.
One sneaky way to hide liabilities is by booking them as equity in-
stead. Again, this can dramatically improve the balance sheet.
Manipulations may also be aimed at moving liabilities between
current and long-term liability accounts. Management may be will-
ing to report the proper liabilities in total but may wish to juggle

items between current and long-term, depending on what their loan
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covenants require and what future financing plans the company may
have.

The most straightforward way to understate liabilities is by not
recording money owed to others. The company could hold a bill and
wait until next quarter to record it, or management could fail to do
something like properly accrue wages owed at the end of an account-
ing period. Companies could also fiddle with reserves, which will be
discussed in detail next.

The flip side of not recording proper liabilities is that expenses are
likely to be understated, and therefore the income statement is en-
hanced. These manipulations of the financial statements don’t hap-
pen in a vacuum. One manipulation may affect many accounts on

the face of the financial statements.

|mproper Use of Reserves

Commonly abused accounts include reserves for accounts receiv-
ables, sales returns, warranties, and inventory obsolescence. These
accounts are inherently risky accounts because they require a great
deal of judgment when determining the balance at the end of a
period. Management is entrusted with applying its best judgment
to these accounts to fairly calculate and estimate the proper
reserves.

Because the accounts require judgment and estimates, it’s not
very easy for auditors to challenge the calculated reserves. Manage-
ment may provide reasonable and believable explanations for why
the reserve balances are what they are. Only time will tell whether

those numbers were correct.
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Reserves that are too low will understate expenses in the current
period, inflating earnings. Down the road the company will have to
play “catch up” and recognize higher expenses to make up for the
inadequate reserves. That will have a negative impact on the earnings
of the future period.

Conversely, management may book reserves that are higher than
necessary in the current period. This sometimes happens when a
company has had an exceptional quarter or year. The company
doesn’t “need” to show such high earnings, and may inflate a reserve
account and corresponding expense. This reserve can then be used as
a “cookie jar” in future periods. The company can reverse out the
excess part of the reserve in order to increase earnings in a period that
may be a bit down.

Reserves are especially vulnerable to abuse because so many users of
financial statements do not truly understand how reserves really work.
They wouldn’t be able to determine whether a reserve is understated or
overstated in a period. They may not even be able to explain what a

reserve is or does. That lack of understanding is easy to exploit.

IN THE REAL WoORLD

Improper Use of Reserves

During 1996, First Merchants Acceptance Corp. experienced ris-
ing delinquent accounts receivable. To avoid charging off the
uncollectible accounts, the company manipulated the accounts
receivable to make more than 7,000 delinquent accounts appear
current. As a result, net income was overstated by $76.7 million, for
which the Securities and Exchange Commission took action.
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Mischaracterization as One-Time Expenses

Another way to manipulate the financial statements is by characteriz-
ing normal, recurring expenses as one-time or nonrecurring. This
effectively removes them from the heart of the financial statements
(operations) and puts them in an entirely separate category.

By removing the expenses from operations, users of the financial
statements are given a false impression of the true operating results.
What should be classified as normal expenses in operating the busi-
ness are falsely characterized as something that won’t occur in the
tuture.

How would a user of an income statement know whether some-
thing is truly a “one-time” expense or not? What about a company
that repeatedly books one-time charges? At some point aren’t those
one-time charges considered to be recurring if they occur quarter
after quarter or year after year?

This type of manipulation may be easy to get away with. The
restructuring of a business or the divestiture of a division can be ex-
pensive. Financial statement users expect to see large numbers. It’s
not too difficult to puff up those numbers a little bit to hide other

problems within the company.

Misapplication of Accounting Rules

R easonable people can disagree on the correct application of an ac-
counting rule. It is true that there are some gray areas, and it may take
significant research and debate in order to determine the correct ap-

plication of the rules.
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When fraud is being committed, these gray areas are exploited.
They’re not discussed and debated with the goal of determining the
correct way to treat a transaction. Rather, the gray areas provide an
opportunity to force an accounting treatment that is beneficial to the
fraud scheme.

One red flag of fraud is the unusual application of an accounting
rule, especially when that unusual application significantly enhances
the financial picture of the company. When an executive is especially
vehement in promoting this unusual accounting treatment, it casts

further suspicion on the situation.

Misrepresentation or Omission of Information

Financial statements of public companies are filed with the SEC with
many notes and explanations attached. These notes and explanations
are required to be made so that the user of the financial statements
can find them meaningful. Without the notes, it may be difticult to
understand the company’s business and financials.

In general, companies are required to include notes and explana-
tions about items that are material to the financial statements. One
way to defraud and mislead the users of financial statements is by
omitting information from these notes or providing deliberately mis-
represented information.

Consider, for example, a company that may be subject to a pro-
posed federal law that impacts its industry. That company may need
to disclose in the financial statements that the law is pending, and
what impact it may have on the company if passed. That sounds pret-

ty straightforward, but it is not necessarily so. What if the company
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first responded to the makers of the proposed law that such a law
would have dire and devastating consequences on the business?
Then, the company turns around and discloses in the financial state-
ments that the proposed law would only cause a minor change in the
business. Is this disclosure in the financial statements consistent with
the devastating consequences told to the lawmakers, or is it mislead-
ing? It seems as though it is meant to be misleading, and it attempts to
keep from the users of the financial statements the real potential im-
pact of the law.

This is just one short example of the way that shareholders,
banks, and other users of financial statements can be misled by the
disclosures of management. It is easy to see why companies may be
reluctant to report negative information, but that does not excuse
them from doing so.

One commonly omitted disclosure is that of material liabilities.
Companies are generally required to disclose pending lawsuits or oth-
er situations that might require the company to pay out a material
amount.

Significant events should also be disclosed, and these might in-
clude such things as new product or service offerings, key alliances
with vendors or customers, obsolescence of inventory, or any other
event that could have a material impact on the financial statements.

A change in the application of accounting rules must also be dis-
closed with the financial statements, and this is sometimes not done.
Users of financial statements need to be able to compare financial
statements from period to period; without disclosure of a new ac-
counting rule or a change in how an accounting rule is being applied,

the users cannot do so.
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Materiality

Sometimes the manipulation of financial statements is justified by
management because the manipulation is deemed “immaterial.” In
monetary terms, a material item is one that is large enough to matter
to the financial statements as a whole. Yet the issue of what is material
can and should go beyond absolute numbers.

In reality, “material” is used to refer to an item that would change
the judgment or decision of a user of the financial statements. For a
company that does $5 billion in sales each year, changing a number
on the financial statements by $10 million or $20 million may not
have much of an effect on the face of the financial statements. There-
fore, many may consider those amounts too small to matter and
immaterial.

But what about the circumstances behind that $10 million or $20
million? What if that was the amount of theft committed by the com-
pany’s chief financial ofticer (CFO)? Might it matter that the com-
pany’s accounting head was engaged in theft? Might it be important
that at least one person in the executive ranks was engaged in a fraud?
Would it affect the judgment of a user of the financial statements,
such as a banker or a stockholder? If the answer to those questions is
“yes,” then a theft of that “small” size to a larger company might still
be material.

It’s important to know that the accounting rules and regulations
in the United States do not allow for the use of only quantitative
measures of materiality. Those measures are most often cited and ac-
cepted as the bottom line, but accounting pronouncements specifi-
cally say that other situational considerations must be examined as

well.
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4 IN THE REAL WORLD

A3 Materiality

The president of a university was terminated due to theft of donor
funds. A look at his tenure with the school showed impressive
statistics. Fundraising during his presidency was at an all-time high,
and enrollment and retention of students was up as well. He
seemed like the perfect president for the university, until it was
discovered that he was engaged in a fraud that went on for several
years.

Were there any warning signs? Yes. It was well known among staff
members that the president of the university cheated on his
expense reports. Even with a comfortable salary and many expen-
sive perks, he still felt compelled to steal an additional $10 on cab
rides and other small amounts.

No one thought the small thefts mattered. After all, they were
immaterial to the school’s financial position, and the president was
the best fundraiser the school ever had. Surely the university could
‘‘afford’”’ his expense report indiscretions.

Even though the amounts the president stole on his expense
reports were not material, the totality of the situation was material.
Had the auditors been informed that he was engaging in a known
(albeit small) fraud, they might have altered some of their proce-
dures to uncover the much larger fraud of donor funds far earlier.

Why Financial Statement Audits
Don’t Find Fraud

With the potential for all this financial statement fraud out there,

some people rest easy knowing that companies have independent
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audits. They assume that the independent audits will guard against
fraud and will detect fraud if it is occurring. Even board members
and executives of companies often believe that outside auditors will
find fraud if it exists within the company. Nothing could be further
from the truth.

In fact, the Association of Certified Fraud Examiners’ 2006 Re-
port to the Nation found that companies with external audits did not
have lower fraud losses than those without.? External audits were re-
sponsible for detecting fraud in only 12% of the cases examined for
the report.”

Users of financial statements (investors, banks, the general public)
are often confused about what an audit is and is not. Specifically as it
relates to fraud, the users of financial statements are quite often mis-
taken about the auditor’s responsibility to find fraud.

Unfortunately, when fraud is committed the accounting system
and 1its processes are violated. Improper transactions are completed,
and actions are taken to conceal the true nature of these transactions.
So normal testing of transactions during a financial statement audit
can’t possibly deal with this effectively. Audit procedures have never
been meant to ferret out fraud.

The absolute bottom line is that detecting fraud is not the main
objective of a financial statement audit. Audits and reviews are proce-
dures performed on the financial statements of a company for the
purpose of determining whether the financial statements include any
material misstatements.

Auditors can’t possibly examine each and every transaction a
company makes throughout the year. They can’t even check “most”

b

of the transactions, or even “many” of the transactions. Therefore,
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the auditors use sampling techniques to test certain transactions dur-
ing the performance of an audit or review.

The sampling may be aimed at the largest items or the items
on the financial statements that pose the greatest risk of misstatement.
If material errors in the financial statements are discovered during
this sampling, the auditors will direct management to correct them.

If the sampled transactions are accurate and complete, it is gener-
ally assumed that the untested transactions must be accurate and com-
plete as well. If fraud didn’t exist, that might be a valid assumption.
All other things being equal, if the accounting system works and the
tested transactions are properly recorded, then it’s a fair assumption
that the untested transactions are equally as accurate.

The problem is that misstatements (wrong numbers) in the finan-
cial statements can be caused by either error or fraud. Errors are much
more likely than fraud to be discovered during an independent audit.
Fraud schemes are crafted to purposely exploit the accounting system
and controls, and therefore it is more difficult for an auditor to discover
them. Since auditors are not all-knowing beings, the assurance that
the financial statements are correct can only be “reasonable” assur-

ance, not total assurance.

IN THE REAL WoORLD

Why Audits Don’t Find Fraud

The bookkeeper at a small nonprofit organization was stealing for
several years and cleverly covering her tracks. She didn’t let
individual checks to herself get too large, and she divided
the check amounts between many accounts so that the entries in
each account would remain small. She knew that if the amounts
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IN THE REAL WORLD (CONTINUED)

were small enough, they probably would not be carefully examined
during the annual audits.

She was right, and her scheme worked until an auditor found a
problem with the bank reconciliation while dong a project not
directly related to the annual audit. That problem led to further
investigation, which ultimately uncovered the fraud. The fraud was
essentially discovered by accident.

The board of the directors wondered why the auditors hadn’t found
the fraud sooner, since it had been ongoing for at least three
years. The answer was simple. The auditors followed the rules, but
those rules aren’t always effective at uncovering a situation that is
purposely disguised by a dishonest employee.

The bookkeeper used what she knew about the accounting process and
the year-end audit to escape detection. She knew that management
wasn’t checking her work or monitoring the bank account. By utilizing
small-dollar transactions, recording false transactions in the account-
ing system, and discarding canceled checks, she successfully beat
the system and ran off with hundreds of thousands of dollars.

Auditing Rules

It’s important to understand the guidance given to auditors on the
topic of fraud. Accountants performing audits in the United States
follow Generally Accepted Auditing Standards (GAAS) in their per-
formance of audits. Additional guidance is provided in the State-
ments on Standards for Auditing and Review Services (SSARS) and
Statements on Auditing Standards (SAS). These sets of authoritative

guidance outline the responsibilities that auditors have for finding

fraud while performing audits and reviews.
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SAS No. 99, “Consideration of Fraud in a Financial Statement
Audit,” became eftective in late 2003. It replaced SAS 82, and was
intended to improve auditor performance and increase the likelihood
that auditors will detect fraud. However, the truth is that the newer
standard did not change an auditor’s responsibility to detect fraud.
That level of responsibility is low.

Even though SAS 99 does require auditors to perform certain
procedures, such as brainstorming the ways that fraud could be com-
mitted and maintaining professional skepticism, that doesn’t mean
they have a greater responsibility to detect fraud. Independent audits
are not designed to detect fraud, and therefore they are not likely to
detect fraud. The responsibility for preventing and detecting fraud
rests squarely on the shoulders of management.

One big problem with a standard such as SAS 99 is the expect-
ation gap between auditors and the general public. Users of financial
statements see a standard like this and are often lulled into a false sense
of security. They figure that if there is a whole standard devoted
to fraud and financial statements, the auditors must be devoted to
finding any fraud that exists. The guidance for auditors is continu-
ously evolving as the accounting profession acknowledges that fraud is
becoming a more significant issue for clients, but in the end, the audi-

tors do not have an absolute responsibility for the detection of fraud.

Tips AND TECHNIQUES

SAS 99 Auditor Requirements

® Brainstorm the ways fraud could be committed.

® Assess identified risks of fraud.
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Financial Statement Fraud

Tips AND TECHNIQUES (CONTINUED)
® Maintain professional skepticism.
® Assume that revenue overstatement is a fraud risk.

® Assume that management override of internal controls is a
fraud risk.

® |nquire with management about potential fraud.
® Evaluate audit evidence and the risk of fraud.

e Communicate fraud to management and the audit committee,
as appropriate.

Audit Alternatives

Executives, attorneys, and board members may be left asking them-
selves why they pay for audits if the procedures will not detect all the
potential problems with the numbers. Audits and reviews have their
place in the business world because they help companies identify ris-
ky areas of the financial reporting process, and they (hopefully) find
material errors and frauds. With that it mind, audits and reviews have
some limited usefulness.

Since reviews and audits can only provide limited (but not abso-
lute) assurance on the numbers, they are only one part of a company’s
financial picture. Management that wants to go a step further will
look beyond audits and reviews.

Internal control reviews with a “focus on fraud” can help prevent
fraud. They probably won’t detect old frauds, but the involvement of
an anti-fraud professional during the review of controls can help the

company identify areas of the company that are most at risk for fraud.
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Summary

The next step is the development of procedures specifically de-
signed to prevent fraud. This requires management to take a proac-
tive stance against fraud. Because management cannot fully rely on
audits and reviews to detect fraud, the better alternative is to shore
up controls so that the opportunities for fraud are decreased.

‘While traditional financial statement audits usually don'’t find fraud,
actual fraud examinations do. The two types of procedures require
many of the same skills, including technical accounting knowledge, an
understanding of business procedures, and financial statement expertise.

However, fraud examinations and investigations require an addi-
tional set of skills. That skill set includes a certain investigative intu-
ition that has been practiced and honed to detect fraud in businesses.
Good fraud examiners often can'’t tell you exactly how or why they
were able to find the fraud, because they just know that intuitively
they are able to follow the paper trail toward fraud.

At the end of the day, the responsibility for fraud prevention and
detection falls on the company’s management. Executives and man-
agers must clearly understand the inherent limitations of audits and
reviews and recognize that they cannot and will not detect all frauds.
Audits and reviews should not be avoided or discarded, but manage-
ment is advised to add proactive fraud prevention measures to help

the company maintain better control over the potential for fraud.

Summary

Financial statement fraud is the least common occupational fraud, but

it is easily the most costly.
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Revenue overstatement can occur through the early recognition
of revenue, the booking of completely fictitious revenue, or an incor-
rect application of the accounting rules. Expenses can be understated
by failing to book expenses, improperly capitalizing expenses, or not
booking returns and other credits.

A company can enhance its balance sheet by overstating assets and
understating liabilities. Reserve accounts can play a role in this ma-
nipulation, and they are very pliable, given that the ending balances
require the judgment of management.

A variety of nondisclosures and inadequate disclosures can play a
major part in financial statement fraud, because they aftect the
qualitative aspects of the statements. The classification of expenses as
one-time rather than recurring can have a dramatic impact on the
perceived financial condition of a company. Other issues, such as
pending legislation and pending lawsuits, may require disclosure, but
failure to make an adequate disclosure is a common practice among
executives committing fraud.

Traditional independent audits most often do not detect fraud.
These audits were never designed to detect fraud, and they’re not re-
quired to detect it. On occasion, an external audit does find fraud,
but users of financial statements should not count on this.

Procedures specifically designed to detect fraud are one alterna-
tive to help find fraud. Companies should design internal controls
with fraud in mind, and have internal audit staff test the controls to
see whether they are working. A fraud examination by an outside,
independent party may also be effective in finding fraud because the

examination is specifically designed to do so.
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Summary

Tips AND TECHNIQUES

Methods of Committing
Financial Statement Fraud

® Qverstating revenue

® Understating expenses

® (Qverstating assets

® Understating liabilities

® Improper use of reserves

® Mischaracterization as one-time

® Misapplication of accounting rules

® Misrepresentation or omission of information

® Misuse of materiality concepts

Notes

1. 2006 Report to the Nation, Association of Certified Fraud

Examiners, Austin, TX.
2. Ibid.
3. Ibid.
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Fraud Detection

and Investigation

After reading this chapter, you will be able to

® [dentify some common ways that fraud is detected within

companies.

® Develop a basic investigative policy and create a general

plan for dealing with reports of suspected fraud.

® Assemble a competent fraud investigation team to examine

cases of suspected fraud.

® Know the options for discipline and legal action once a

fraud investigation is concluded.
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Fraud Detection and Investigation

My favorite part of my job, by far, is getting in the trenches and in-
vestigating cases of suspected fraud. Following a trail of money and
tying together people is fun and rewarding. The problem is that a
company has to actually detect fraud before it can be investigated.
That’s not always as easy as it seems.

Remember that companies put controls in place to ensure that
transactions have proper approval and the numbers are recorded cor-
rectly. Some of those controls are effective, others are not. People
who commit fraud deliberately try to circumvent that system and ex-
ploit any perceived weaknesses. So while a system of controls may be
very effective for catching errors, it is not necessarily as eftective at
catching fraud.

Even when there are systems of checks and balances in place and
employees are charged with the task of overseeing one another’s
work, fraud can occur. When managers and executives override the
established policies and procedures, the risk of fraud rises dramati-
cally. The chances that fraud will be detected are also decreased when

managers and executives override the system.

Detecting Fraud

According to the Association of Certified Fraud Examiners (ACFE),
the most common way internal fraud is detected is through a tip from
someone. That tipster could be an employee, an outside vendor, a
customer, or an anonymous person. More than 34% of internal frauds
are detected with tips,' so it’s easy to see how important it is for a

company to have a way for people to report suspicious activities.
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Detecting Fraud

[t 1s disturbing, however, to note that 25% of all employee fraud
schemes are detected by accident.” An accidental detection might in-
clude a customer’s complaint about an account balance followed by
an investigation into that balance that reveals manipulation of the
customer’s account. Maybe an employee who always opens the mail
has an unexpected absence, and someone else collects the mail and
finds a notice for unpaid payroll taxes. Another possibility is a phone
call that’s routed to the wrong person, and the one answering the call
inadvertently receives information about a fraud.

Further down the list of ways to detect fraud are internal controls,
internal audits, and external audits. It’s important to know that audit-
related activities aren’t nearly as effective at detecting fraud as many
may believe. Audits are still an important part of the process, because
they do play a role in preventing some fraud from occurring. Yet they
should not be heavily relied on to detect fraud.

Detecting fraud committed by senior management is more diffi-
cult than detecting the fraud committed by lower-level employees.
As we’ve already learned, senior management has access to much
more information and can exercise authority over employees to help
conceal a fraud. The ability of executives to override internal controls
in order to commit fraud can be wide-reaching.

One logical way to actively look for fraud within a company is
through the computer systems. Sophisticated software can track and
log computer activity, and companies would be wise to track com-
puter login attempts, password attempts, data access attempts, and the
geographic location of computer access attempts. Unusual activity in
any of these areas can signal a fraud problem, and tracking these

things is simple once the software is in place.
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IN THE REAL WoORLD

Methods of Detecting
Internal Fraud

According to the Association of Certified Fraud Examiners, a tip from
avendor, customer, employee, or anonymous individual is the most
common way that occupational fraud is detected. Over 34% of
frauds were discovered following a tip.®

22006 Report to the Nation, Association of Certified Fraud Examiners, Austin, TX.

Software is also available to analyze data in the accounting system.
The software can scan information in the database and identify such

red flags as

® Similar vendor names. Has an employee been cutting checks
to Abbot Consulting, knowing that no one will notice it is
not the real vendor, Abbott Consulting? (Notice the two Ts in
the real vendor’s name, as opposed to one in the impostor’s.) This
is one way to issue a check that will not raise suspicions, and the
fraudster can easily take the check for her or his own purposes.

® Similar addresses for vendors. This is one way to identify

take vendors, particularly if the address is the same for many dif-

ferent vendors and the address is a post oftice box or mail service.

® Vendor with the same address as an employee. Has an em-
ployee set up a false vendor and sent the checks to her or his

residence?

e New vendors showing a high level of activity. Is it reason-

able to believe that a new vendor would have significant activity
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Detecting Fraud

immediately, or does our company routinely “try out” new

vendors before offering them larger contracts?

® Established vendors showing a new, higher level of
activity. And no apparent explanation, such as a special
project.

® Payments to unapproved vendors. Were payments made to

companies not approved to do business with our company?

® Payments or refunds being sent to addresses that differ
from the addresses on file in the vendor master file. Checks
should be sent to the “ofticial” address on file, and a payment

sent to any other address should be investigated.

® Recurring similar payment amounts. Did an employee
have a duplicate check issued, believing it would not be de-

tected because both checks matched an invoice amount?

® Checks issued out of sequence. Are there missing checks

that could be used fraudulently?

® Manually prepared checks. At a company with a full com-
puterized accounting system, manually prepared checks should
be rare. Normal checks should be processed through the pur-
chasing and accounts payable system, and any checks created

manually should be examined.

® Voids or refunds made by an employee. Does one emp-
loyee have an unusually high number of write-ofts entered into

the system compared with other employees?

® Voids or refunds made by customer. Does one customer

have a higher than normal amount of write-offs.
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Fraud Detection and Investigation

Tools to monitor accounting systems do not necessarily have to
be highly sophisticated or expensive. If a company hasn’t monitored
the data before, the first and most important step is to start monitor-
ing something. The company can always increase the sophistication
of the monitoring activities as management becomes more familiar

with the software and the techniques.

Audits versus Investigations

As we learned in Chapter 5, “Financial Statement Fraud,” traditional
external audits are not terribly effective in detecting fraud. They can
have a slight deterrent effect, and that may be one small part of a com-
pany’s fraud prevention efforts. But actually finding fraud through inde-
pendent audits is highly unlikely.

That’s where a difterent type of accountant and a different type of
audit come into play. Forensic accountants or fraud examiners con-
duct investigations, examinations, fraud audits, or procedures that
can be referred to by any of a number of other similar terms. What-
ever it is called, the examination is specifically geared at gathering
evidence of fraud (if any).

The procedures employed by a forensic accountant or fraud ex-
aminer may be similar in some ways to the techniques used by tradi-
tional auditors. Certainly both jobs require a technical understanding
of a business, the financial statements, and the accounting data. How-
ever, there is an intangible part of fraud examination that is also vital.
It 1s something that I call a “nose for fraud.” It is that intuition and
that creativity that allows the investigator to think like a criminal and

follow strong instincts to ultimately detect and solve a crime. This
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Investigative Policy

investigative intuition must be there for an examination of the tech-
nical books and records to be eftective.

Another significant difference between a traditional audit and a
fraud investigation is the concept of materiality. During a traditional
audit, there is generally a dollar figure under which auditors essentially
disregard errors or discrepancies. There is no such materiality thresh-
old in a fraud investigation. Any fraud, no matter the size, might be
material and should be examined. This is particularly true given the

fact that almost all large frauds started as small ones.

|nvestigative Policy

[t is important to implement a standard set of guidelines for managers
to follow when fraud is suspected. Most supervisors and managers
have never dealt with on-the-job fraud, so they need guidance about
the process of evaluating fraud allegations. Further, guidelines may
help guard against employees’ claims of selective treatment. Most im-
portantly, an investigative policy brings integrity and quality control
to the process.

An investigative policy helps management evaluate allegations of
fraud and decide when an actual investigation is warranted. The policy
may also help to determine how wide-reaching the investigation
should be. Additionally, the policy brings uniformity to the process and
helps management to treat accusations and oftenses similarly.

The first step in creating the policy is developing a series of red
flags that will cause management to consider investigating. For exam-
ple, a credible tip from an employee could be one red flag. Another

possibility is an account that can’t be reconciled and has unusual
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accounting entries. These are not detailed red flags; rather, they are
broad guidelines that suggest the minimum factors that trigger an in-
quiry. Those factors, as well as anything more serious, should be im-
mediate cause for further scrutiny.

Decide who is in charge of assessing the red flags and determining
the need for an investigation. In many cases, a departmental super-
visor can be the appropriate person to evaluate the red flags. The
higher the level of the accused, the higher the level of the person in
charge of evaluating the situation should be. For example, if the chief
financial officer (CFO) is potentially involved in a fraud, then the
chief executive officer (CEO) or the chairman of the board might be
the person to examine the situation and determine whether an inves-
tigation is warranted.

It may also be appropriate to have more than one level of man-
agement involved in the process. Some corporations are more com-
fortable with multiple levels of scrutiny prior to initiating a full-blown
investigation. For example, an area manager may gather information
about a potential fraud and present it to a higher-level manager;
working together, they decide how to proceed.

The investigative policy should then dictate the triggers for tak-
ing action. What criteria should be met for a high-level examination
to begin? What must happen for management to decide to skip the
high-level examination and move straight into a full-blown investiga-
tion? If a high-level examination is made, what criteria will then call
for escalating the process to a full investigation?

There may not be a black and white answer for every situation in
reaching a decision to make only a quick review or to proceed with a

thorough investigation. Many situations, however, will probably have
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Investigative Policy

a clear line of demarcation. For example, unusual accounting entries
in an unimportant account may require only a small amount of re-
search to resolve. However, a check with a forged endorsement may
be cause for an all-out investigation.

After an analysis has been completed, a decision must be made
about future action. One option is to forgo monitoring, because the
situation at hand was determined to be an innocent mistake or had
some other reasonable explanation. Another situation might not
yield any concrete results when reviewed but still might cause man-
agement to monitor an employee or department on an ongoing
basis.

The most serious situations will require disciplinary action against
one or more employees. Naturally, depending on the seriousness of
the infraction, that discipline might range from a verbal reprimand all
the way to dismissal and legal action. It is helpful to have some guide-
lines in place regarding the action that will be taken. Those guidelines
will difter greatly among companies and industries.

Companies with good internal controls and effective ethics poli-
cies should not discount the need for fraud investigations. Even the
most ethical corporate cultures experience fraud, and investigations
are necessary to discover the details of the frauds. Further, investiga-
tions send a message to employees that fraud will be fully investigated
and resolved. This can have a deterrent effect on employees who may
be considering engaging in unethical behavior.

People will always “test the system” as well as look for ways to
beat the system and get around internal controls. Investigations must
occur to let these scoflaws know that the company is actively pursu-

ing dishonest activities.
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Tips AND TECHNIQUES

Investigative Policy Checklist

® Which red flags cause a company to consider an investigation?

® Whois in charge?

What triggers a high-level examination?

When should a company escalate to a full-blown investigation?

What results cause a company to monitor employees?

What results trigger disciplinary action?

|nvestigative Team

The first step in a full-blown fraud investigation is creating a team of
qualified professionals. Some team members may be employees of the
company, while others might more appropriately be outside consul-
tants. Auditors, both internal and external, can play an important role
in a fraud investigation, but they should not have primary responsi-
bility for the investigation. Rather, a fraud examiner or forensic ac-
countant with experience investigating and analyzing fraud should
be “in charge” of the investigation. The auditors will support the in-
vestigation with information on company procedures and controls,
but they typically don’t have the same skill sets and experience as
fraud examiners.

An additional benefit of bringing in a fraud examiner or forensic
accountant is the independence that person brings to the project. An
internal or external auditor may have a level of familiarity with per-

sonnel and the operations that may cause her or him to not be
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Investigative Team

completely independent. In addition, a fresh set of eyes looking at the
company may be able to discover something new related to the
investigation.

Legal counsel should be a strong part of the team, often dictating
the direction of the investigation. While the fraud examiner or foren-
sic accountant will be the one to plan and perform the investigation,
the attorney will have an end result in mind and can point the inves-
tigation in the right direction. For example, a case that will probably
be litigated might require a somewhat different investigation than
one that is being pursued primarily for the purpose of shoring up
internal controls in the future. For this reason, I like to have the attor-
ney head up the investigation. The best investigations are often those
in which the attorney determines the overall objective of the inves-
tigation, but the fraud investigator guides the activities to secure the
right evidence for the case.

A management representative and a representative of the board
of directors should be involved in the investigation as well. They
definitely need to know about the potential fraud, and ought to have
a say in the investigation. While the fraud examiner or forensic ac-
countant can probably provide the best guidance about the direction
of the investigation, management and the board may also have valua-
ble input.

The management representative should be someone superior to
the person or persons being investigated. Thus, if an accounting clerk
is suspected of theft, it might be best to have her or his direct super-
visor fill this role. If the CFO is suspected of fraud, the likely manage-
ment candidate for the investigation team is the CEO. However, if

there are uncertainties as to the involvement of other senior-level
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managers in a fraud scheme, they most definitely should not be in-
volved in the investigation. In this case, one or two representatives of
the board of directors or owners’ group should be the ones who join
the investigative team.

Other company representatives who may play a minor role in a
fraud investigation include people from human resources and corpo-
rate security. Human resources people are important because they
possess personnel records, which may be needed for the investigation
or legal proceedings. Their input may also be helpful if an employee
is to be disciplined or terminated. Corporate security can bring skill
sets to the table that go beyond physical security records. They are
often former law enforcement officers who can lend investigative ex-
pertise, interviewing skills, or other qualities useful to the company.

Companies should consider using outside consultants when nec-
essary in an investigation—for example, a computer forensics expert.
Oftentimes, companies discipline employees and secure their company-
owned personal computers. They then have the information techno-
logy (IT) department look at the computer for evidence of misdeeds.
Unfortunately, those who are inexperienced in the rules of evidence
may actually destroy evidence in an attempt to find it. Therefore, a
better option is to bring in a consultant who secures digital evidence
for a living.

If law enforcement agents have been notified of a crime, the in-
vestigators should work carefully with them. While cooperation is
important, law enforcement should not be considered part of the
company’s “team.” The investigators can gather information that will
be helpful to the police, but their work should not be solely dictated

by law enforcement.
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Managing the Process

Police do not work for the company, and the investigators do not
work for the police. However, if we can provide information and
documentation that helps the criminal case, we certainly want to do
that. And if there are specific things they do not want us to do, such as
interviewing suspects, it is important to honor that in order to pre-

serve the criminal case.

Tips AND TECHNIQUES

Investigative Team

® Fraud examiner or forensic accountant
® |nternal and external auditors

® |egal counsel

® Management representative

® Board of directors representative

® Human resources

® Corporate security

e (Qutside consultants

Managing the Process

As with any project, there must always be one captain of the ship. Notice
I say “one,” because it is too confusing to have more than one person in
charge. On my investigations, the lead attorney is in charge of the inves-
tigation. This means that the attorney gives direction to the process and
makes major decisions based on the litigation that is planned.

The fraud examiner or forensic accountant should lead the

actual investigative field work. Anyone assisting with the actual
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investigation should report to this person, so that there is a central
point at which to gather all data.

Good document management procedures are critical, especially
in an investigation that is document intensive. It’s important to or-
ganize the documents properly from the start, so that the team
doesn’t have to go back through boxes and boxes of papers when it
decides that the initial process was inadequate. I recommend organiz-
ing documents chronologically, and possibly also separating docu-
ments by witness or transaction. For example, a fraud involving an
employee and three outside vendors may be best organized by ven-
dor, and then within each of those three vendor boxes, sort docu-
ments by date.

A database or spreadsheet for tracking documents is also helpful,
and the sophistication of that will probably depend on how large and
complex the case is. When tracking documents, my purpose is two-
fold. First, I want to be able to quickly locate a document if I need it.
Second, if someone asks if I saw document XYZ, I want to be able to
quickly determine whether or not I have it in my possession.

When logging documents into a database or spreadsheet, I like to
track the date of the document (if there is one), the source from
which I received it, the date on which it was received, a very brief
description of it, and who or what may be associated with it. For
example, if there are three suspects in an embezzlement scheme and
there is a paper showing a false journal entry generated by suspect C,
I will log the details of the document and note that it is related to
suspect C.

It’s often helpful to keep a “key document file” in addition to all

the boxes of documents you may have. Certain key pieces of
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evidence are copied, and the copy is kept in a separate file for quick
access. For example, a closing statement for an important real estate
transaction or an account statement for a vendor of interest may need
to be referenced quickly and often. The original documents will stay
in the proper box or file, but a copy will be made to be kept in the
key document file for easy referencing.

One of the most important parts of managing the investigative
process is properly supervising staff, particularly if the staff is generally
inexperienced with investigating fraud. The person supervising the
staft ought to be an experienced investigator. That supervisor should
make sure that proper investigative techniques are used, evidence is
preserved, and the work is thorough.

Finally, it’s important to maintain the integrity of the investiga-
tion. Part of this includes maintaining confidentiality throughout the
process. Only those who really “need to know” should be informed
that a fraud investigation is in process. An internal fraud often dam-
ages the morale of employees, and there is no need to constantly re-
mind them of the fraud by making a big deal of the investigation. In
fact, if investigators are able to effectively complete their work off

site, that may be the best way to go.

Tips AND TECHNIQUES

The Scope of an Investigation
Is Influenced By:

® Potential dollar losses. Larger losses likely mean a larger inves-
tigation is in order.
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Tips AND TECHNIQUES (CONTINUED)

® (Odds of recovery and amount of expected recovery. The less
likely we are to recover stolen funds, the less we probably
want to spend on the investigation.

® Insurance coverage. If an insurance policy may cover the loss,
the policy language may influence the investigation to some
degree.

® Size of budget. What the company can ‘‘afford’” will play a part
in determining how wide-reaching the investigation will be.

o Ability to perform tasks internally versus using outside consul-
tants. If company personnel can competently perform some
tasks without compromising the integrity of the investigation,
that may allow the company to undertake a wider
investigation.

® Goals of owners and executives. Management may decide on a
detailed investigation, in spite of other factors that might sug-
gest that a smaller scope is sufficient.

® Legal action. A potential civil or criminal action against the per-
petrator may serve to widen the scope of an investigation.

The Investigation

A description and discussion of a full-blown fraud investigation can
fill a book in and of itself. Naturally, the exact procedures followed
will vary with the type of case. Some of the general highlights of
fraud investigations do merit mentioning, however.

The purpose of a fraud investigation is to gather evidence of a
fraud, if any. Although allegations of fraud may have prompted the

investigation, the investigator must be objective in her or his work,
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attempting to determine whether or not a fraud has actually been
committed.

Evidence of embezzlement or other fraud does not just include
documentation such as paper, computer files, or other written or
printed sources. It also includes testimony received from interviews
and interrogations, physical evidence such as fingerprints and stolen
objects, personal observation on the part of the fraud investigators,
and information collected through surveillance and covert operations.

One of the key aspects of conducting an effective investigation 1is
knowing when to outsource certain parts of it. For example, most in-
house IT departments are not skilled at performing computer foren-
sic work. Gathering evidence from computers and properly preserv-
ing it for court activity is an art unto itself, and shouldn’t be left to IT
people who lack this specialized training. An outside specialist should
be brought in to gather digital evidence, to restore evidence that may
have been deleted or altered, and to testify in the future about the
evidence.

Performing analytical procedures at the beginning of an investi-
gation can yield some interesting results. Sometimes a company is
aware that a fraud has occurred, but has no idea where in the ac-
counting system the theft is buried. Horizontal ratio analysis can
point to differences in account balances from one year to the next.
Sometimes the percentage change from year to year is unusual, and
other times the difference in dollars between the years is what’s im-
portant. Vertical ratio analysis can highlight items that are unusual as
a percentage of sales. Although ratio analysis is only a tiny part of a
fraud investigation, it can be a tool that leads the investigator to ques-

tion certain financial items.

137



Fraud Detection and Investigation

The heart of a fraud investigation is examination of documents,
including both paper documents and digital evidence. I like to think
of this document examination as an audit on steroids. Consider the
documents examined by auditors during a financial statement and
multiply those by 10, or 100, or 1,000, or even more. A fraud inves-
tigation involves intensive scrutiny of details, and the number of
documents examined often dwarfs the number of those examined
during a traditional audit.

Fraud investigators are notorious for looking at many, many de-
tails. This may include examination of bank statements, canceled
checks, vendor invoices, accounting system reports, purchasing and
inventory records, payroll records, internal and external emails, along
with various other documents. Of course, the amount and type of
documentation examined depends on the scope of the investigation.

In addition to making a detailed examination of the company’s
books and records, fraud investigators may also wish to see other in-
directly relevant documentation. This may include prior audit and
investigation files, which can give insight into the operations of the
company along with prior fraud matters. Personnel records for al-
leged perpetrators can give background information that may be
helpful for further investigation. The fraud examiner may wish to
examine corporate policies and procedures, as well as official com-
pany communications to employees.

Security logs and records may be requested by a fraud investigator
as well. She or he may wish to examine logs regarding access to build-
ings or secured areas, and video evidence can be helpful. Finally, com-
puter access records, detailing which username accessed which records

at what time, can be another important source of information.
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Closing the Investigation

There are plenty of public records that are available to assist in
investigating people, companies, and transactions. The challenge is
finding the right source for the records. The sources range from free
to paid, and it’s important to work with someone who knows the
most reliable and reasonably priced resources. Many jurisdictions
now maintain online court records, which can be a source of
information about the people and businesses involved in a potential
fraud. Most states provide business registration records online too,
and some even provide names of officers and directors of registered
corporations. Each day, more and more records are becoming readily
available online, and they are an invaluable source of information
when trying to connect the dots between people, businesses, and
transactions.

Non-public records can easily become a part of a fraud investiga-
tion as well. These can include bank and tax records, stock brokerage
records, credit reports, credit card statements, telephone records, and
more. These records aren’t available to the general public and must be
requested—sometimes informally, other times formally through a
court of law. Don’t expect it to be easy to obtain these personal and
private records, but sometimes people involved in investigations are

motivated to cooperate and voluntarily turn over documents.

Closing the Investigation

A fraud investigation is most often concluded with a written report
that details the findings of the fraud examiner and the rest of the
team. A good report outlines the case, the documents, and the evi-

dence of fraud in a concise and clear manner. Any technical or
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accounting language should be clearly defined, and a report should
be written so that just about anyone could understand it. The report
could end up in front of a jury someday, and the jurors need to be

able to use the information it contains.

IN THE REAL WoORLD

When an Investigation Reveals
Nothing Incriminating

It can be disappointing to investigate a suspected fraud and come
to the conclusion that no fraud can be proved. Sometimes this may
be because a fraud did not occur, and other times it may be
because a fraud was committed but the evidence to prove it has
not been found.

What can management do after an investigation fails to yield any
results? The best two things a company can do are (1) improve
policies and procedures in light of any weaknesses found during the
investigation and (2) move on, focusing on growing the business
and preventing future frauds.

The report should outline what happened, what documents and
evidence were examined, and who was interviewed. It should detail
any calculations related to the evidence, and should lay out the find-
ings in a logical format. Complex calculations and voluminous data
are probably best left out of the body of the report; instead, they
should be attached at the end. A summary of those calculations and
data should be in the report.

At this point companies are faced with the decision whether to

take legal action or not. Sometimes legal action will already have
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been initiated by the time an investigation closes, but many times the
“powers that be”” are waiting for the results of the investigation before
they decide on legal action.

Ideally, management would present the fraud examiner’s findings
to the thief and the thief would confess to all the misdeeds and then
return all the money. Unfortunately, this almost never happens. On
occasion, a defrauded company receives a settlement from a fraudster,
but this is not as common as many would hope.

Civil actions are possible, but sometimes the cost of pursuing the
fraudster is higher than any potential recovery. I like to point out that
most thieves are not stealing to save. They are stealing to spend. Many
times the idea of recovering the proceeds of fraud is merely a fantasy.
What about the assets of the thief? Often there are few collectible
assets, but it doesn’t hurt to look into whether or not the thief has
some home equity or other assets to seize.

A final option is a criminal action, although it can be difticult
to get a prosecution. The reality is simple: violent crimes receive
most of the criminal justice system’s attention. Financial crimes
have a much lower priority for most law enforcement agencies.
But it can’t hurt to inquire with local, state, or federal authorities.
Sometimes a law enforcement agency will agree to investigate a
case, but other times the agency may be willing to pursue the case
only if the company does the bulk of the investigating and bears
that cost.

At any rate, prosecutors at various levels are looking for a reason
to pursue a case. They know there are plenty of white-collar crimes
being committed, and there are limited resources to go after them.

Prosecutors may look for a case that seems easy to win. There may
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also be an incentive to pursue cases that involve prominent people or
companies. Frauds involving large sums of money or very egregious
acts may also attract the attention of law enforcement.

Whether a matter is brought before a court or not, it is still im-
portant for management to use the information obtained in the in-
vestigation to improve the company’s position. If a discipline policy
is not already in place, one should be created with the help of labor
and employment attorneys. Discipline is important because it sends a
message to would-be fraudsters, so it’s important to have a consis-

tently enforced policy.

Tips AND TECHNIQUES

Disciplinary Options Following
the Detection of Internal Fraud

® Verbal or written reprimand

® Punishment such as unpaid suspension or loss of privileges or
benefits

® |Implementation of a probationary period, during which the em-
ployee will be carefully monitored

® Denial of a pending or planned promotion

e Demotion from the current position of authority

® Dismissal from the company

e Civil action to recover proceeds of fraud

® Report of fraud to law enforcement for possible criminal action

Note that any disciplinary action should be fully documented in the
employee’s personnel records.
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Summary

Detecting fraud in companies is difticult, but policies and procedures
can be put in place to encourage the reporting of fraud. Tips from
employees and customers are some of the most common ways that
companies discover in internal fraud, so it makes sense to make it easy
for people to report tips. Analysis of a company’s documents and da-
tabases can also yield information about potential frauds in progress.
[t’s important to periodically examine records to look for evidence of
misdeeds. This is especially important because when employees
know management is looking for fraud, they are less likely to engage
in questionable behavior.

The process of investigating fraud should begin with an investiga-
tive policy that guides the actions of management when fraud is sus-
pected. An investigative policy helps bring a level of fairness and
consistency to the process and offers some quality control. If an anal-
ysis of a situation results in a full-blown investigation, management
must assemble a team of qualified, competent professionals to carry
out the investigation. This often includes outside, independent par-
ties with expertise in fraud examinations.

The actual investigation may be a lengthy and expensive process.
[t is important, however, that the investigation be thorough and ac-
curate. Documents and records must be properly secured and in-
dexed so that they may later be used as evidence, if necessary. An
examination of the evidence will also likely include examination of
computer records, interviews with witnesses and participants, and

detailed scrutiny of documentation.
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A fraud investigation will likely conclude with a written report of
the methods and findings, and management will be left to decide on a
course of action. This may include discipline of employees, a civil
action against the perpetrator, or a referral to law enforcement. Police
agencies are sometimes reluctant to pursue white-collar crimes, but a
case that has been fully investigated and presented in an organized
and understandable manner has a greater chance of being accepted

by law enforcement.

IN THE REAL WoORLD

When Privileges Turn
into Fraud

When does an abuse of privileges at a company turn into fraud?
When does taking advantage of the system cross the line from
condoned theft to outright fraud?

This can be a very fine line. | have seen many companies exploited for
personal gain, especially those with family members in the executive
ranks. The rules may be lax for those executives, and it’s often not
clear when the executive has crossed over to fraud and abuse.

In one company, the owner's son was allowed liberal use of the
company’s credit card and fixed assets. He regularly purchased meals
and fuel on the company’s credit card, even when those expenses
were clearly of a personal nature. The owner did not say no until his son
crossed the line and issued unauthorized checks to himself. Imagine
the son’s shock when his father fired him for this transgression.

The lesson from this company can be summed up as follows: Make
expectations clear and define acceptable and unacceptable con-
duct. Apply the company’s rules on a consistent basis to all
employees.
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Notes

1. 2006 Report to the Nation, Association of Certified Fraud Exam-
iners, Austin, TX.
2. Ibid.
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| CHAPTER7 |
Fraud Prevention

After reading this chapter, you will be able to

® [dentify the types of internal controls and their importance

to the business as a whole.

® Evaluate the control activities within a company and deter-

mine the deficiencies from a fraud prevention perspective.

® Discuss the key components of an effective comprehensive

fraud prevention program.

The impact of fraud hits a company straight in the bottom line.
While large corporations may be able to withstand a six- or seven-
figure fraud, a smaller corporation or a nonprofit organization may
never recover. To survive in today’s competitive marketplace, busi-

nesses must be proactive in the fight against fraud.
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When accountants think of fraud prevention, they think of inter-
nal controls. The outsider asks “What are internal controls?”” Internal
controls are exactly what they sound like—the set of rules or proce-
dures that control the way things are done within a company. In
theory, if the procedures are set up properly and everyone follows
them, errors are averted and fraud does not occur.

The problem is that people who commit fraud are intentionally
going around, over, and through those internal controls to accom-
plish their own agendas. They break the rules when they commit the
fraud, and then usually break more rules to cover up the fraud.

So why bother with internal controls if fraud still happens? That’s
easy. Internal controls, when set up correctly, can and do prevent
many frauds. People are generally honest, and for them the idea of
breaking the rules or circumventing prescribed procedures is un-
thinkable. And when dishonest employees do commit fraud, good

internal controls can help honest employees discover the fraud.

Internal Control Basics

At all times, the management of a company bears ultimate responsi-
bility for establishing, maintaining, and enforcing a secure and con-
trolled system of checks and balances. The cost to create, implement,
and maintain effective controls can be high. As with any business de-
cision, it’s important to weigh the cost against the benefits that may
be achieved with the controls.

Remember, however, that the risk of internal fraud is high. Fraud
examiners estimate that 5 to 6% of a given company’s revenues are

lost to fraud each year. An executive might say, “Not at my company.”
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It may be true that a particular company hasn’t discovered fraud of
that magnitude from within. That doesn’t mean it’s not happening,
though. The cost of fraud prevention and management should be
weighed against the company’s total annual fraud risk before deci-
sions are made about the money to be spent on prevention efforts.

Even when budgetary constraints rule, it is important for man-
agement to institute at least some level of controls. There are some
checks and balances that are not costly to implement (such as segre-
gation of basic duties, on-time reconciliation requirements, and the
like), and those should be done, at a very minimum.

Certainly, some controls can be much more eftective and secure
than others, but they could also be cost prohibitive. When cost is the
overriding consideration, controls should not be ignored altogether,
but management should search for the cost-eftective method that
brings an adequate level of regulation to a risk area.

Internal controls related to fraud fall into one of three categories:

1. Preventive controls. These are focused on protecting the
company’s assets and information by stopping fraud from

occurring.

2. Detective controls. These are aimed at finding fraud when it

occurs, hopefully as soon as possible.

3. Corrective controls. These attempt to remedy problems that
are discovered, so that future frauds can be better prevented and

detected.

All three of these categories are important to an effective set of

internal controls. If any one is missing, the other two automatically
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become less eftective. Take for example, corrective internal controls.
These might include the prescribed punishment to be imposed after a
fraud has been discovered. If a company elects not to punish those
who commit fraud, the other processes become immediately less ef-
fective because employees observe that policies aren’t being enforced.
Thus, the policies hold little meaning for employees and they are

more likely to violate them.

Internal Controls and Sarbanes-Oxley

The Sarbanes-Oxley Act of 2002 (SOX) generally applies to U.S.
public companies and their auditors, but numerous multinational
public companies and private companies are complying with the reg-

ulations voluntarily. SOX generally requires

® Management to assess the eftectiveness of the company’s internal
control structure over financial reporting. Are the controls ef-
fective at ensuring that the financial statements will be presented

accurately?

® An auditor’s report on management’s assessment. Do the audi-
tors believe that management’s assessment of the internal con-

trols is accurate?

® New auditing standards and rules for auditing firms with public
clients. Auditors of public companies are limited in the other
services that they may provide to their clients, in order to ensure

their independence.

Other broad requirements of SOX include whistleblower

provisions, under which companies must establish a confidential,
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anonymous reporting mechanism for employees. This is most often
accomplished with an anonymous hotline; this can be set up through
a vendor, which guarantees anonymity for callers. The company
must also disclose whether a Code of Ethics has been established for
executives and make it available to the public. SOX defines conflicts
of interest and prohibits certain actions, such as personal loans to ex-
ecutive ofticers or directors.

SOX does not specify a particular set of internal controls that
must be in place in companies. There are certain elements of inter-
nal controls that are required, such as the whistleblower provisions
and management’s evaluation of the internal controls, but the regula-
tion does not specify a large set of controls that must be put into
place.

Understanding what SOX does not require of companies may be
even more important than knowing what is required. Many individ-
uals and investors do not understand that SOX actually requires very
little in the way of substantive improvement to the internal controls
of a company. As long as management is willing to admit publicly
that its controls are not good, the company is not forced to improve

the internal controls.

Tips AND TECHNIQUES

Considering a Whistleblower
Program?

® Anonymous hotlines cut fraud losses in half.

® Tips are the leading method of detecting fraud.
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Tips AND TECHNIQUES (CONTINUED)

® Promote a culture in which employees view whistleblowing as a
necessary component of an ethical environment that protects
their futures.

® Consider extending the whistleblower program to suppliers,
customers, and others outside the organization.

® Programs must be confidential, and whistleblowers must be as-
sured that there will be no retaliation.

e Complaints against senior management must go directly to the
audit committee.

Auditing and Internal Controls

As the audits done by independent auditors have become more fo-
cused on risk-based procedures, the eftectiveness of a company’s in-
ternal controls has been put in the spotlight.

Risk-based audits focus on identifying the functions and accounts
in a company that pose the highest risk for errors or irregularities—
that is, the areas that are most at risk for misstatements in the financial
statements.

Instead of just looking for the result (misstated financial state-
ments), the auditor is looking for the cause (deficient controls). So
the focus is on evaluating quality within the financial reporting proc-
ess, rather than just examining the accounting records.

Statement on Auditing Standards (SAS) 99, “Consideration of
Fraud in a Financial Statement Audit,” gives auditors specific guid-
ance on the issue of fraud within a company. This standard requires

auditors to identify a company’s risk of fraud; they are expected to
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assume that improper revenue recognition constitutes a fraud risk, as
does management override of internal controls.

So auditors may be somewhat more mindful of issues surround-
ing internal controls and their impact on the financial report. How-
ever, this doesn’t mean that external auditors are any more likely to

detect fraud than they have been in the past.

Control Activities within a Company

The policies and procedures of a company fall into a number of cate-
gories, the most common of which are discussed in this section. One
of the most obvious parts of a company’s set of internal controls is
safeguards over assets. This means that the company is securing the
physical assets through locked doors, secured desks and filing cabi-
nets, locked storage areas, and the use of identification badges. Accu-
rate records of the assets and information owned by the company
must also be kept.

Additionally, blank checks are secured, computers are secured
with passwords, and data is protected with security software. Access to
data is given only to those who need it, and attempts to access the
computer system from the outside are controlled and monitored.
Limiting access to digital information is especially critical in this infor-
mation age. Computerized data is vulnerable to hackers and disgrun-
tled employees, and customer information must be guarded diligently.

Segregation of duties 1s another aspect of internal controls. In smaller
companies, it is one of the most widely disregarded internal
controls. This is disheartening, as it is not terribly difficult to divide

duties between employees so that one employee doesn’t have too much
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control over a given area. Yet smaller companies are reluctant to take
this step, because it isn’t always easy or efficient to divide tasks among
employees. But it only takes one fraud for companies to realize the im-
portance of segregation of duties and the relatively small amount of ef-
fort and cost involved compared with the risk of fraud.

The heart of segregation of duties is separating the custodial, record-
ing, and authorization functions throughout the company. For example,
in relation to accounts receivable, the custodian would have possession
of the assets—the customers’ payments in cash or check. The recording
function is twofold, including the updating of customer accounts to ac-
count for the payments and the recording of the bank deposit. The em-
ployee in the authorization function would only be permitted to record
adjustments to accounts or authorize other unusual transactions.

By separating all three of these duties, it is less likely that customer
payments will be stolen. If the person holding the money steals, this
will surface when the customer accounts and the bank account are rec-
onciled by another employee. It’s easy to see why the person in posses-
sion of the money shouldn’t be making entries to customer accounts or
bank accounts, or reconciling either of them. It’s also clear that at least
a third person must be involved in the process to allow for adjustment
to accounts, and this shouldn’t be the person who had custody of the

money, preventing her or him from adjusting accounts to cover a theft.

IN THE REAL WoORLD

Segregation of Duties

A small manufacturing company had one person in control of all of
the company’s accounting processes. The accounting manager

154



Control Activities within a Company

IN THE REAL WORLD (CONTINUED)

retrieved the mail, deposited customer payments, updated custo-
mer accounts, recorded the bank account balance, and reconciled
the bank statements. He also had the authority to book adjusting
entries to the accounting system.

Three years later, it was determined that the accounting manager
had stolen a significant sum of money. He stole so much that the
company teetered on the edge of bankruptcy.

The theft was made easy because there was no supervision of the
accounting function and absolutely no segregation of duties. With-
out even one other person involved in the customer payment
process, it was easy for the accounting manager to take customer
payments and adjust customer accounts accordingly to cover the
theft. The bank account always balanced because he made adjust-
ments to that account as well.

Proper authorization of transactions relates to the level of authority of
employees initiating, approving, and recording transactions. Activities in
this category can include sign-oft on transactions (either a signature on a
paper or a digital approval), verifying that proper authorization had been
granted before a transaction was completed, and taking corrective action
if transactions are completed without proper authorization.

For example, a company may have a policy that any transaction
under $10,000 can be approved by an area supervisor but over that
amount the area supervisor’s manager must do the approval. This is
an example of an authorization control, and further components
would include follow-up by someone within the company to verify
that the proper level of authorization was being obtained for trans-

actions over $10,000.
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It is also important to determine that authorizations are not being
falsified. This could happen through a forged signature on a paper, or
through unauthorized access to computer data to give an electronic
authorization. One final component of checking authorizations is
determining whether or not the authorization system is being cir-
cumvented. For example, if a $14,000 transaction requires a higher
level of authorization, an employee may be inclined to break this
down into two $7,000 transactions, thereby negating the need for
additional authorization.

One way to examine whether transactions are being processed
properly is through independent checks on performance. Such checks
may include such things as surprise audits of accounts, reconciliation of
records, cash drawer counts, and physical inventory counts. For these
types of checks to have a degree of independence, they must
be performed by someone other than those charged with maintaining
the accounts, records, or assets. For example, test counts of
inventory should not be made by the employee who oversees the ware-
house or the employee who maintains the inventory records. Rather,
they should be done by someone outside of those functions, who
would have no apparent interest in manipulating any of the counts.
That person could be an internal auditor or an accounting clerk

who deals only with accounts receivable, and not the inventory records.

IN THE REAL WoORLD

Common Anti-Fraud Measures

According to the Association of Certified Fraud Examiners, 75% of
companies that were victims of an internal fraud use external audits
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IN THE REAL WORLD (CONTINUED)

as an anti-fraud measure. Fifty-nine percent of victim companies
use internal audits to help prevent fraud, and 46% utilize fraud
training to combat fraud.®

22006 Report to the Nation, Association of Certified Fraud Examiners, Austin, TX.

An anonymous reporting mechanism, such as an employee fraud hot-
line, is one way to maintain control. If employees take the hotline
seriously, believe they will truly remain anonymous, are encouraged
to use it, and see action taken based on anonymous reports, they will
be more likely to make use of it. It is important that unreliable tips be
weeded out quickly, so that efforts can be focused on the legitimate
information provided. For the reporting mechanism to be taken seri-
ously, employees need to see that appropriate action is in fact being

taken, to the extent that it is legal and practical.

IN THE REAL WoORLD

Effectiveness of Anonymous
Hotlines

According to the Association of Certified Fraud Examiners, organi-
zations that had fraud hotlines or other anonymous reporting
mechanisms suffered median internal fraud losses only half as
large as those that did not have them. Companies with hotlines had
median losses of $100,000, whereas those without had median
losses of $200,000.2

22006 Report to the Nation, Association of Certified Fraud Examiners, Austin, TX.
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The final common piece of the internal controls puzzle is the com-
pany’s monitoring activities. Management can and should monitor access to
computers, buildings, storage areas, and the accounting system. In this
information age, it is necessary to monitor such things as email usage,

attempts at cracking passwords, and changes or adjustments to accounts.

Tips AND TECHNIQUES

Key Control Activities
within a Company

® Safeguards over assets. Physical security and data security

® Segregation of duties. Not giving one person too much authority
or access; having employees cross-check one another as a
normal part of the process

® Proper authorization. Ensuring that transactions are properly
authorized and that the rules related to authorization are
enforced

® Independent checks on performance. Surprise audits and
other internal analysis of compliance with policies and
procedures

® Anonymous reporting mechanism. A hotline that is taken seri-
ously and properly utilized by employees

® Monitoring activities. Examining and tracking access to compu-
terized data, buildings, assets, and accounting systems

Fraud Prevention Framework

One proposed fraud prevention framework is a three-part pro-

gram that is applied to every department and employee. This
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comprehensive fraud prevention program 1is not just a one-
dimensional plan that focuses on accounting department activities;
it must be implemented companywide for the best possible results.
Such a program can be expensive and can take months or years to
implement fully. Furthermore, the most effective comprehensive
fraud prevention program will not be a one-time project. It will re-
quire ongoing work as the company monitors the effectiveness of the
program, makes updates to keep up with changes in operations and
technology, and improves processes based on results of the program.
The three-part program includes fraud education, fraud investiga-
tions, and proactive fraud prevention techniques. All three ultimately
depend on one another, so eliminating any one of them severely
damages the framework and makes it wholly ineffective. Each section
is divided into four major components, and the components are cir-
cular in that the completion of all four components starts the process

over again.

Tips AND TECHNIQUES

Comprehensive Fraud Prevention
Program Components

® Fraud education: Teaching employees about fraud risks

® Fraud investigation: Investigating instances of suspected
fraud

® Fraud prevention: Evaluating, designing, and implementing
controls that proactively prevent fraud
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Fraud Prevention: Education

The fraud education part of the program begins with an “intro-
duction to fraud.” All employees receive fraud awareness training,
and in conjunction with this, management garners buy-in from
the employees. Employees must believe that fraud prevention in
general, and fraud education specifically, are important to them as
individuals and to the company as a whole. Naturally, management
and executives must be on board with the program as well. They
set the tone for all other employees, so their cooperation is key to
the implementation.

Fraud awareness training is important because studies have shown
that employees are excellent corporate watchdogs, willing to report
fraud if they know what to look for and have a way to notify manage-
ment. It makes sense, then, to give them the tools they need to help
in detecting fraud. Initially, all employees should be given one to two
hours of training that introduces them to fraud, how it is committed,
who perpetrates it, and what it looks like. On an ongoing basis, sim-
ilar training should be given to new employees, and annual “update”
training should be done for all employees.

Targeted training must then be done for departments and job
functions that may have a higher incidence of fraud. Development of
a training strategy is the first step, as it’s necessary to determine who
needs more than just the basics on fraud. The company should then
develop the training program so that management knows what will
be taught before the education process begins. Key employees may
assist in creating the plan, along with the training programs and

materials.
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When the training strategy is being developed, it is important to
determine the departments that are at greater risk for fraudulent activ-
ities and the departments that have a better chance of detecting fraud.
Naturally, the finance and accounting functions will receive more
training than other departments. Additional training may also be war-
ranted for employees who deal with inventory control or other at-risk
assets. Employees may receive several training sessions, depending on
their job duties and the types of fraud they are likely to encounter.

One component of fraud education includes participative develop-
ment of the education programs, as well as participation in the devel-
opment of fraud prevention policies and procedures. So as employees
are recelving training on fraud, they can also be encouraged to help
develop preventive techniques. It certainly makes sense to solicit input
from those on the front lines of the company. That knowledge can be
used not only for the development of educational programs but to as-
sist in the development of the fraud prevention procedures.

Quarterly workshops for updating fraud awareness training should
be planned, rotating the employees so that they each participate in at
least one workshop per year. Employees may be enlisted to train other
employees. This can be a very effective teaching method when it is
done by people who are motivated to help and who are experienced
in public speaking.

Actually, designing the fraud prevention educational programs is
not overly difficult if management brings in an anti-fraud professional
who is experienced in these matters and if the focus remains on “the
real world.” That is to say, during educational sessions the focus is on

the real situations that employees will encounter while on the job.
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They don’t need to learn a lot of theories about how and why fraud
occurs. They need to know the reality about fraud, what it might
look like at their company, how they might notice that something is
wrong, what kind of tips are encouraged, and what will happen after
they report a suspected fraud.

Anti-fraud education at a company should not be just another
mandatory training class for employees. It should be a valuable session
that can get the employees thinking about how they can help man-

agement detect and prevent fraud.

Tips AND TECHNIQUES

Designing an Anti-Fraud
Education Program

® |ntroduction to fraud—a short primer on fraud and why it’s so
important for employees to learn about it

e Common ways that fraud could be committed at a company’s
place of business

® Discussion of areas of the company that are particularly vulner-
able to fraud

® How fraud is detected—what to look out for and what consti-
tutes suspicious behavior that should be reported

® How to report fraud; include anonymous reporting methods as
well as in-person methods. Who should receive the information?

o What we do with tips about fraud—how tips are evaluated and
the follow-up steps. How we protect the identity of the person
who reported the suspected fraud

® \Whom to contact if more information is need about fraud
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Fraud Prevention: Investigation

The fraud investigation portion of the comprehensive fraud prevention
program is necessary even if the company has truly effective fraud con-
trols in place and rare occurrence of employee fraud. Ideally, the need
for investigations will decrease as the preventive controls become more
effective. Still, the need for investigations will never completely go
away, given that some frauds will still occur and that investigations can
provide a deterrent effect. When employees see that the company in-
vestigates suspicions of fraud, they are less likely to engage in it.

Fraud investigations were discussed in detail in Chapter 6, but
some basics as they relate to the comprehensive program merit dis-
cussion. The first step in developing the investigation portion of the
program is identifying the fraud indicators and the monitoring proc-
ess. Management must be aware of the red flags that indicate fraud
within the company, and develop a process for evaluating evidence
and commencing an investigation.

Evaluating a fraud in the context of a company’s internal controls is
critical to the investigation part of the comprehensive fraud prevention
program. Not many companies do this, but it can be instrumental in
preventing future frauds. Conducting an investigation provides an ideal
opportunity to examine the controls involved in the fraud. Which
controls did or did not work in this situation? Why didn’t they work,
and how can they be improved? The investigators should evaluate
additional controls that might have stopped the fraud and determine
whether they would be practical to develop and implement.

After performing the investigation using the company’s method-

ology, the results must be communicated to the appropriate parties.
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In public companies, that will likely be senior management and the
audit committee of the board of directors. In private companies, it
will likely be the owner and the board of directors. Decisions about
discipline and legal action must then be made, keeping in mind that
disciplining those who steal from the company can have a deterrent
effect on other would-be fraudsters.

The final critical piece of the investigation component of the
comprehensive fraud prevention program is tracking the fraud inci-
dents, analyzing what occurred and who was involved, analyzing
the controls involved, and utilizing the findings to prevent future
frauds. Each fraud yields competitive intelligence that can help
management refine training, policies, and procedures and prevent

future frauds.

Fraud Prevention: Proactive Prevention
Techniques

The third portion of a comprehensive fraud prevention program
consists of the proactive fraud prevention techniques. If the three portions
were to be compared on the basis of cost, time, and effort involved,
this would be the most significant part of the program. This is where
all the internal controls are developed and put into place, and the cost
and time commitment for this section may dwarf those of the inves-
tigation and education sections.

The process of developing appropriate internal controls within a
company must always start with a risk assessment. If management
does not know the risks, how could it possibly design controls to deal

with them? Therefore, it’s imperative not only to identify the risks
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faced by the company but to rank them according to their severity so
that the most critical risks can be addressed first.

Every business faces many of the same general risks, particularly
in the accounting systems. Common general risks include inventory
control, proper recording of revenues, and over- or understatement
of assets. There may also be risks that are common to companies in a
particular industry. For example, telecommunications companies in-
cur “line costs” and risk improper expensing of costs related to those
lines, as seen in the WorldCom fraud.

Finally, there are company-specific risks. For example, if a com-
pany has a high debt level as compared with its competitors, the pres-
sure to meet debt covenants and make debt payments may create
certain financial statement risks. Company-specific risks can be op-
erational, people-related, or related to the structure of the company:.

Once the appropriate risks have been identified, management
must develop a strategy to deal with them. This involves prioritizing
the risks, determining which are the most risky, which could create
the largest financial losses, which have regulatory importance, and
which are the most urgent from an operational standpoint. Hopefully,
the company already has some internal controls in place to deal with
the risks identified, and the development of strategy will take into
account the effectiveness of current controls.

Also important is identifying the risks that might require opera-
tional changes and determining the changes to which the employees
might be most receptive. First making changes that will be received
well by employees can help create early support for the fraud preven-
tion program. Companies should determine some areas in which

quick improvements can be made and positive results can be quickly
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seen. This can energize employees and help their buy-in to the idea
of fraud prevention.
The following steps should be taken to ensure a thorough assess-

ment of the risks and control activities within a company:

e Step 1. Ensure that those participating in the evaluation have a

thorough understanding of the business.

e Step 2. Identify the functional areas to be assessed, and develop

a process for ensuring that all areas are evaluated.

® Step 3. Identify significant accounts in the accounting system
that will be evaluated, as well as the classes of transactions that

must be examined.

® Step 4. Examine the company’s financial reporting objectives

and assess the risks surrounding them.

® Step 5. Acquire a detailed understanding of the company’s cur-
rent control activities, and test them to determine how they
have been implemented, how they are working, and how they

are affecting the numbers recorded in the accounting system.

® Step 6. Based on testing performed, determine the eftective-
ness of current control activities. Also, identify deficiencies and
the financial statement assertions that may be affected by these

deficiencies.

® Step 7. Evaluate the deficiencies and begin development of

enhanced and new internal control activities.

This process should involve employees from throughout the
company to the extent that it is practical and desirable to do so.

Since all departments throughout the company will have new controls
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implemented, it is important that management seek buy-in and assis-
tance from key employees. The key employees have first-hand knowl-
edge of many of the risks and possible solutions, so they are a natural
source of information in the development of fraud prevention
procedures.

One way to look at the development of the strategy for creating
and implementing the proactive prevention policies and procedures is
as though it were a business plan. Actions to be taken include map-
ping out the goals and priorities and figuring out when these will be
implemented, who will be involved and what their roles will be, and
what outcomes are desired. This plan will be something that manage-
ment updates on an ongoing basis, as the timing and participants are
likely to change as the project progresses.

Developing and implementing preventive policies and proce-
dures begins with the creation of a reporting mechanism. How will
fraud be reported? This should include creating an anonymous hot-
line and distributing guidelines on reporting fraud to management.
Managers and executives should make themselves available for re-
ports of fraud and should appear receptive to these reports.

Then the hard work really begins. The development of the inter-
nal controls is the heart of the whole comprehensive fraud prevention
program. These are developed in light of the identified risks and with
applicable regulations in mind. The company should develop the
policies and procedures using the methodical approach and timing
developed in the strategic portion of the process.

Policies and procedures must be put into action, and it’s advis-
able to develop a small set of procedures, implement those, and

then develop another small set and implement those. This is better
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than spending hours and hours behind closed doors developing
procedures and then trying to implement them all at once. By de-
veloping and then implementing a small set of procedures, man-
agement can receive feedback and see how things are going.
Immediate adjustments can be made when creating the next set of
procedures.

When implementing new internal control procedures, it’s impor-
tant that employees are instructed on the procedures, how they work,
and what their role is. Management should also consult with employ-
ees during the implementation process to determine whether any of
the procedures are unworkable or inefticient. It is appropriate to re-
vise the procedures as they’re being implemented if something that
looked good on the drawing board doesn’t seem to work well in
reality.

Formal evaluation of the policies and procedures is the final part
of putting proactive fraud prevention into motion. It is critical to de-
termine whether or not employees are following the new rules, and
to be able to monitor compliance on an ongoing basis.

If employees are not following the new procedures, management
must determine why. Is it because the procedures are impractical or
impossible in practice? Are they too complex? Is an employee just
noncompliant? Is the control deemed to be ineffective? Management
needs to evaluate the answers to these questions and throw out the
procedures in question if theyre not working, improve them if nec-
essary, or take action against the noncompliant employee. If the con-
trols are deemed effective, is there an opportunity to make them even

better and more effective?
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When all this has been completed, it is time to go back to the start
and reassess the internal controls. First on the list are new areas of the
business. If the business and operations have changed since the com-
pany started the process of implementing the comprehensive fraud
prevention program, those areas need to be evaluated first.

R eassessing existing business and operations should not be nearly
as time consuming or expensive as it was the first time around. Man-
agement should be maintaining the program, not completely rewrit-
ing it. The company should consider creating an annual schedule for
evaluating the effectiveness of controls in the various departments or
tunctions. This type of planning spaces out the work and ensures that

every department is kept current.

IN THE REAL WoORLD

Designing and Implementing
a Comprehensive Fraud
Prevention Program

A large public company decided that the time was right to reevaluate
the company'’s effectiveness at preventing fraud, and management
wanted to go beyond Sarbanes Oxley in its efforts. It was determined
that this would not be a “*project.”’ This was not going to be an activity
to be feared, one that everyone hoped would be over soon.

Management took the approach that this was the new way business
would be done. Fraud prevention would be an ongoing focus that
wouldn’t end once some new internal controls were established.
Senior-level executives became involved immediately, telling em-
ployees face-to-face that the company was making changes for the
better, and fraud prevention was a new focus that was here to stay.
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Summary

Eftective fraud prevention relies heavily on effective internal controls
within a company. Internal controls are divided into preventive, de-
tective, and corrective controls. Essentially, the controls will help a
company stop fraud and detect it when it does occur.

Sarbanes-Oxley (SOX) has made it mandatory for public compa-
nies to evaluate and report on their internal controls over financial
reporting. Specific control procedures are not dictated by SOX, for
the most part. Additionally, the legislation doesn’t necessitate many
substantive improvements within companies.

In general, internal controls in companies should focus on safe-
guarding assets, segregating duties, ensuring proper authorization of
transactions, independently checking on performance, allowing for
the anonymous reporting of fraud, and monitoring the activities of
employees.

An effective fraud prevention framework includes three core com-
ponents: fraud education, fraud investigation, and proactive fraud pre-
vention efforts. The educational component offers employees the
opportunity to learn about fraud, how to identify it, and how to
report it. The investigation component is focused on taking action
when controls fail and employees commit and conceal fraud. The
proactive prevention portion of the framework requires significantly
more effort than the others and is aimed at assessing a company’s risks
and evaluating the control procedures. After that has been completed,
management must design procedures and policies that specifically

address and mitigate the fraud risks.
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CHAPTER 8

Best Practices
in Fraud Management

After reading this chapter, you will be able to

® [dentify the most critical components of an eftective cor-

porate code of conduct.

® Develop an anonymous hotline for the reporting of sus-

pected fraud.

® Apply best practices to the screening and management of

employees.

When it comes down to it, executives are left to decide how to best
prevent and control fraud within their companies. Those fraud pre-

vention efforts must also include modifications to the way executives
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conduct business. We’ve seen that there are plenty of frauds commit-
ted by executive-level employees, and those are some of the most
costly from a financial standpoint. Frauds by executives also have a
high likelihood of damaging the reputation of a company, and that is
a cost that must not be underestimated.

Given the realization that fraud will never be completely elimi-
nated, and the reality that companies have limited budgets, managers
must make strategic decisions regarding fraud prevention efforts. They
take the actions that are most likely to have an immediate positive im-
pact on fraud, while still being cost effective and easy to implement.

One of the single most effective means of reducing corporate
fraud is anti-fraud education. Educating employees is attractive be-
cause it has been known to help reduce fraud and increase the detec-
tion of fraud, and at the same time it can be done relatively cheaply as
compared with other preventive mechanisms. This is one way to
jumpstart a company’s fraud prevention efforts, and if it is done right,
it can get a company’s employees on board for what’s about to come

in the fraud-fighting future.

Fraud Awareness Training

In creating and developing an honest corporate culture, fraud aware-
ness training for all employees is critical. The statistics show that
training employees about fraud helps to decrease the occurrence of
fraud in companies as well as to increase the likelihood of detecting
fraud. Employees must be aware of what is and is not acceptable in
their behavior. If they aren’t educated, they have no way of knowing

what is permitted.
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Fraud awareness training should include information on how
fraud affects both the company and the employees. General fraud
schemes should be presented, and employees should be educated on
the types of frauds they might see while doing their jobs. Employees
should be made aware of the options available to them for reporting
fraud, whether it is through an anonymous hotline or direct report-
ing to a member of management. It should be stressed that the
company has a “zero tolerance policy” toward fraud, and the conse-
quences for unethical behavior should be clearly mapped out and

explained.

Creating and Instilling a Culture of Integrity

Among the options for creating an overall system or program for re-
ducing fraud across the board in a company, the development of a
corporate culture that does not tolerate fraud is probably the most
effective. Of course, it is not just the development of a culture that 1s
important; instilling it in the employees is crucial. Employees must be
as committed to the ethical culture as management and must be will-
ing to live it each day at work.

[t’s important to remember that creating a culture is not some-
thing that is done only for a short period of time. It is not a “project”
that ends after a few months. The true “development” of a culture
often takes years and is something that requires constant attention to
maintain.

But it’s worth it. At the end of the day, all the regulations in the
world and all the rules that can be piled on the employees won'’t really

stop them from committing fraud. Sure, there are procedures that can
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be implemented to reduce and prevent fraud. But a sufficiently moti-
vated and creative employee can always find a way to commit fraud.

Fraud is truly prevented when employees and managers under-
stand and believe that ethics are a core component of a company’s
business methods. It takes a combination of generally honest people,
reasonable rules, and a commitment to a fraud-free environment to
really prevent fraud in the long term.

The active involvement of senior management in the develop-
ment of this ethical corporate culture cannot be underestimated. Em-
ployees regularly look to senior managers to model appropriate
behavior at work. Executives and managers must be committed to

creating an ethical culture and performing ethically each day at work.

Code of Ethics

A code of ethics is not a one-size-fits-all proposition. The idea of buy-
ing a ready-made ethics policy to apply to a company is a bad idea.
Although it may help to have some materials that guide management
through the process of developing an ethics policy and a code of ethics,
each company has a unique culture and, therefore, unique needs.

The best ethics policies are not necessarily filled with rule after
rule describing specific situations. Rather, good ethics policies ad-
dress general conduct and promote an ethical corporate culture, pro-
viding a small number of examples as needed to demonstrate the
application of the rules. It’s impossible to create a rule for every situa-
tion that may arise, so codes of ethics should not be aimed at specifi-

cally defining each and every ethical dilemma that may occur.
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A good code of conduct should address the following general is-

sues and topics:

® General employee conduct while at work. Make it clear
that the company generally expects ethical and honest behavior
at work, and expects that employees will give their best eftorts

on behalf of the company.

® Conflicts of interest. Give clear examples of conflicts of in-
terest in case employees aren’t aware of what constitutes a con-
flict. For example, some employees may not be aware that doing
business with one’s brother’s company could create a conflict,
and certain guidelines should be followed. Distinguish between
acceptable conflicts of interest (those that are disclosed and

monitored) as opposed to those that are unacceptable.

® Confidentiality. Address confidentiality issues within the
company (sharing information with other employees or depart-
ments) as well as issues connected with sharing information

with people outside the company.

® Relationships with customers and suppliers. What goes
beyond an acceptable professional relationship? If an employee
is “friends” with a customer or supplier, how will that be
handled? Must it be disclosed? Is it the company’s policy to as-
sign a different employee to the account?

e Gifts. What may be received, if anything, from outsiders or
from people within the company? Both the dollar value that is
acceptable and the type of gift that that may be allowed should
be addressed.
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® Entertainment. What types of entertainment activities are al-
lowed with customers and vendors, and how often may these
events occur? A sporting event may be an acceptable event with
a customer, but a trip to a gentlemen’s club may be considered

inappropriate. Make these distinctions clear.

® Unethical behavior. It’s important to define ethics and to
outline certain behaviors that are unacceptable and strictly pro-
hibited. Strictly prohibited behaviors may include taking kick-
backs or bribes, giving confidential information to parties

outside the company, or falsifying employment documents.

¢ Using the organization’s assets for personal activities.
Address the company’s stance on using company resources (Inter-
net access, office supplies, copiers, and vehicles) for personal pur-
poses. Many companies allow some limited use of company
computers and copiers for personal purposes, but the boundaries
need to be clearly defined. The same should go for more valua-

ble assets owned by the company, such as vehicles or credit cards.

® Reporting fraud or unethical behavior. Encourage em-
ployees to report their suspicions; the company can follow up
on them and determine whether further investigation is needed.
Employees should be aware that nothing is considered “too
small” to be reported, and if it is a minor matter, management
can just resolve it quickly and quietly. Stress an open-door policy
and the availability of the fraud hotline, the supervisors, and the

managers going up the chain of command.

Anti-fraud training must include education on the ethics policy.

The code of conduct must be explained and demonstrated, and

176



Code of Ethics

employees should be given a chance to ask questions both publicly
and in private. It is dangerous to assume that an employee can read
the code of conduct and automatically understand all of its provi-
sions. Examining the code of conduct during fraud awareness train-
ing is time well spent.

Employees should affirm their receipt and understanding of
the policy with an annual acknowledgment. It is a good idea to
repeat the ethics policy training each year when these acknowl-
edgments are due, in order to point out any changes or enhance-
ments to the policy and to make employees aware of the new
provisions.

A good code of ethics is not worth anything if the company does
not enforce its provisions. It is necessary to implement consequences
for violations of the code, and those consequences must reach all lev-
els of employees. Disciplinary options should be clearly communi-
cated to employees, and a consistent and fair application of the rules

and consequences is key.

Tips AND TECHNIQUES

Ethics Policy Checklist

® Background. Explain the intent behind creating the code of
ethics.

® Scope. What and who does the ethics policy apply to? The poli-
cy should apply to suspected irregularities involving employ-
ees, as well as to outside parties such as vendors,
consultants, shareholders, and the like.

® Policy. Describe what fraud is and that management will be re-
sponsible for the detection and prevention of fraud. Instruct
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Tips AND TECHNIQUES (CONTINUED)

employees on how to report instances of suspected fraud or
suspicious behavior.

® Actions deemed to be fraud. Describe general behaviors that
are prohibited because they are considered fraudulent, such
as the misappropriation of assets, divulging confidential
information to third parties, or seeking compensation from
vendors for offering them a contract. This section must strike
a balance between thoroughly defining general instances of
fraudulent behavior, and going overboard with hundreds of
points.

® Whom to contact. Offer employees a contact person if they
need clarification about whether or not a certain act is
considered fraud.

® Confidentiality. Explain the company’s policy with regard to tips
and investigation results. It is suggested that the company
share information from tips with only those who need to know.

® Reporting procedures. Explain the process for reporting
instances of suspected fraud. Detail who should receive
complaints and how anonymous tips may be reported.
Discuss what happens after the tip has been received.

® Disciplinary action. Briefly explain what action might be taken if
an investigation reveals evidence of fraud. Keep this section
very general with some ranges of discipline.

Tone at the Top

The actions of those at the top of a company influence the actions of
those below. In many cases, the actions of an executive become the

model for behavior of the subordinates.
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This is why when trying to create an ethical culture within a
company, it is so important that senior managers exhibit integrity
and transparency in everything they do.

Executives can be instrumental in the successful deployment of
new anti-fraud initiatives and policy changes. Their “front-and-center”
support and promotion of new initiatives can mean the difference be-
tween success and failure.

It has been shown time and again that when the senior-level ex-
ecutives demonstrate their adherence to the code of ethics, employees
in general are more likely to follow the rules too. Executives should
be actively involved in the development and deployment of anti-

fraud initiatives in order to send a strong message to employees.

IN THE REAL WoORLD

Tone at the Top

A worldwide beverage producer was implementing a new ethics
policy and compliance programs. Senior management was very
involved in this implementation, primarily with leading by example
and holding employees accountable for compliance. The new ethics
program was kicked off with a speech from the company’s chief
executive officer (CEO). He made it clear that he believed in this new
ethics program and would see to it that all employees complied.

His words were not empty promises, and employees found out
quickly that he meant business. Employees who didn’t return their
ethics compliance forms promptly were contacted by the CEO
personally to find out why they hadn’t completed them. At many
company meetings and gatherings, the CEO mentioned the new
ethics program, his support of it, and his commitment to making
sure all employees complied.
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IN THE REAL WORLD (CONTINUED)

Words were followed up with consistent actions that reinforced
management’s commitment to high ethics. The result was in-
creased employee cooperation and compliance with the program,
and it was deemed a success.

Anonymous Hotlines

The Sarbanes-Oxley Act of 2002 (SOX) requires public companies
to have an “anonymous reporting mechanism” in place for employ-
ees to report fraud. Most often, companies have an anonymous hot-
line to address this requirement. Studies have shown that anonymous
hotlines are an effective fraud prevention and fraud detection tool, so
the inclusion of this element in SOX was wise.

[t is probably easiest and most eftective for companies to contract
with a company specializing in fraud hotlines. There are companies
that provide excellent hotline services at reasonable prices. Outside
companies also offer the employees added confidence that the hotline
is truly anonymous.

If a company decides to implement its own in-house hotline,
many issues will arise. The company must have a dedicated phone
number and possibly additional contact options such as an email
account or a website. Each reporting method must be continu-
ously monitored so that information submitted is examined
quickly.

Employees must be reassured that internal methods of reporting

fraud are truly anonymous and confidential. This means that employees
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need to know how caller ID, email tracking, and Internet technologies
are dealt with by the company. If an employee fears her or his identity
will be revealed during the reporting process, the number of reports is
likely to go down.

The in-house hotline must have trained employees responding to
communications and evaluating information reported. A voicemail
system for receiving tips may be sufficient, but a live person receiving
a phone call can do much more to gather information, ask questions,
and reassure an uneasy employee.

The company should have a formalized case management system
to track the action taken after receiving a fraud tip. An employee who
offers a tip on suspicious behavior should have a way to follow up on
the report and receive status updates. The case management system
should include clear guidelines on initiating investigations based on
tips. Those receiving the fraud reports must know whom to contact
to forward communications from employees.

Companies should consider disseminating information about the
hotline to outside parties that might be in a position to report suspi-
cious behavior. For example, an outside vendor may have informa-
tion that a company’s purchase agent is soliciting kickbacks in
exchange for awarding contracts to the vendor.

Finally, management should regularly evaluate the effectiveness
of the hotline and make improvements accordingly. If the hotline
is not being used much, management should determine whether em-
ployees are distrustful of the process and should then solicit sugges-
tions for improving the hotline. Management should also consider
whether employees have been properly educated about the establish-

ment and use of the hotline.
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Tips AND TECHNIQUES

Things to Consider When
Creating an Internal Fraud Hotline

® Do you have a dedicated phone number, email system, or web-
site for collecting information?

® |s your reporting system continuously monitored so that reports
of fraud are addressed quickly?

® Do employees believe that the reporting system is truly
anonymous?

® Are trained employees evaluating and responding to fraud
tips?

® Might employees respond better to a live person rather than a
voicemail system?

® Have employees been educated as to the function and proper
use of the hotline?

® Has a case management system been developed to ensure
that employee tips are being forwarded to the proper parties
for follow-up?

® Are employees able to receive status updates about their fraud
complaints?

® |s the fraud hotline available to outside parties?

® |s management regularly evaluating the effectiveness of the
fraud hotline?

Creating a Positive Work Environment

A positive working environment can promote ethical behavior

among employees. When employees feel secure in their jobs and
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valued as people, they are less likely to justify stealing from the com-
pany. If they further believe that it is okay to voice concerns about
their jobs and the workplace, it will also help them feel valued and
respected. In turn, this belief that they are valued as people and em-
ployees will help decrease motivators for fraud.

An open-door policy with employees tells them that you care
about them and you value their input. Giving employees an option
to talk to someone if they are having problems or feel pressured is a
positive step. This can help in the case of employees who might be
motivated to commit fraud because of pressure, either in their per-
sonal life or their work life. Allowing them a voice about issues at
work, such as feelings of inequality or feeling overworked, will make
it less likely that an employee will use feelings of unfairness as a justi-
fication for committing fraud.

Employees value flexible rules, responsive management, job se-
curity, and job stability. They do not appreciate continual crisis situa-
tions or negative and oppressive work environments. Managers
should keep these things in mind when they try to create a positive
and supportive work environment. They should try to put themselves
in the shoes of the employee and ask themselves how the company’s
policies and procedures might be interpreted.

Another positive step is to implement simple anti-fraud techni-
ques such as job rotations and mandatory vacations. Employees are
less likely to find themselves involved in a long-term fraud when
these basic techniques are applied.

Employee assistance programs can help minimize the likelihood
of internal fraud. A perceived pressure is one-third of the fraud trian-

gle. Oftering tools to help employees cope with life and work
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pressures may keep them (hopefully) from turning to fraud to address

their issues.

Managing the Fraud Risk

As with any area of the company, when it comes to fraud, manage-
ment must measure the cost of potential losses against the risk of
fraud occurring. Even with excellent fraud prevention controls in
place, no company can be completely free from fraud. Therefore, in-
surance coverage for employee theft losses is an important part of
anti-fraud best practices.

Basic coverage against fraud losses in many business policies will cov-
er against fraud committed by the company’s employees, usually with a
deductible and a smaller policy limit. The basic coverage often does not
cover acts by people outside the company, so separate coverage must be
obtained to cover acts of vendors, directors, or other outside parties.

In addition, it’s advisable to increase coverage beyond standard
policy limits. As any company that has experienced an internal fraud
will state, the policy limits will be quickly exhausted if a scheme con-
tinues for any length of time. It pays to investigate the cost of addi-
tional coverage.

Another optional coverage includes indirect and consequential
losses caused by employee dishonesty. Under this category are such
things as lost profits, lost business opportunities, investigative costs,
and legal fees. These items are not covered by the standard policies,
but companies can usually purchase this coverage separately. It’s no
secret that the costs to investigate and prosecute an internal fraud can

escalate quickly, so this might be a worthwhile option.
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Hiring the Right Employees

If true fraud prevention comes down to developing and enforcing an
ethical corporate culture, hiring the right employees is critical. Even
though studies show that most people who commit internal fraud
don’t have prior histories of committing fraud, it is still important to
look into the backgrounds of potential employees.

To the extent allowable by law, it is important to do criminal records
checks, especially on people who are applying for sensitive positions.
Drug screening has become fairly standard, and is not a bad idea, consid-
ering the link between addictions and the propensity to commit fraud.

Verifications of credentials, past employment, and references are
critical parts of the employment process that are (surprisingly) not al-
ways done. Any dishonesty that occurs in the hiring process should
be regarded as a huge red flag, and the only way to discover that dis-
honesty is by verifying the information presented by the candidate. In
today’s business world, verification of education and certificates is
mandatory, because technology has made it very easy to create coun-

terfeit documents.

Tips AND TECHNIQUES

Employment Checklist

® Criminal records

® Drug screening

Credential verification

Employment verification

® Reference checks
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IN THE REAL WoORLD

Verification of Credentials

An engineering firm fired a manager-level employee for misconduct
on the job, and he subsequently was accused of stealing trade
secrets and sensitive company information. A background check on
the former employee revealed that he did not have the engineering
degree he cited on his résumé prior to becoming employed with the
company. Had management verified his credentials before hiring
him, he probably would not have been hired, because of the false
information on the résumé. If he hadn’t been hired, he also
wouldn’t have had the opportunity to steal trade secrets and
sensitive information.

Coming Full Circle

Fraud management is not a simple process. There is no one meth-
od, technique, or control that prevents fraud. It is a combination
of education, discipline, modeling ethical behavior, and develop-
ment of preventive controls that can reduce fraud. To suggest that
there is anything straightforward or easy about that process would
be silly.

Experts estimate that up to 75% of corporate frauds may go un-
detected. We’ll never know the exact figure, as the fact that the frauds
are undetected means that we don’t know about them. Therefore,
managing fraud also includes attempting to prevent those previously
undetected frauds.

There are many actions that should be taken by management,

and only a limited amount of time and resources are available to do
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so. As management balances the risks of fraud and the costs of pre-
vention eftorts, the most important thing is to start making prog-
ress. If companies begin to move in the right direction and begin
to see progress, that is an ideal way to move toward effective fraud
management. The fraud prevention programs can be developed

over time.

Summary

Time and again, we see that educating employees about fraud is one
of the most basic and most effective anti-fraud measures. Training
programs must include information on the company’s ethics policy
to ensure that employees have a good understanding of the rules
management expects them to follow. The ethics policy is part of a
larger corporate culture that values and demands ethical behavior.
Companies are served well by efforts to develop this ethical culture
over time, and by management’s strict adherence to ethical standards
in a very public manner. Executives must lead by example, and this
leadership in regard to ethics is critical.

The development of an anonymous hotline is important, espe-
cially if a company is subject to SOX. It may be easiest and most
cost-effective to outsource the hotline to a third-party provider.
A company that decides to develop a fraud hotline from within
must ensure that it is secure and reliable. The identity of those report-
ing fraud must be protected, and the systems must be in place to log
and manage complaints, as well as to appropriately follow up on

them.
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Hiring the right employees and creating a positive work environ-
ment are two keys to reducing corporate fraud. With the right em-
ployees in place, an ethical culture is more likely to be achieved. In a
positive work environment that values people and their efforts, em-

ployees will be less motivated to commit fraud.
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CHAPTER 9

The Future of Fraud

After reading this chapter, you will be able to

® [dentify some of the most basic causes of corporate fraud.

® Understand the effect Sarbanes-Oxley and other modern

legislation has had on fraud in businesses.

® Be aware of some of the most promising ways for compa-

nies to prevent fraud in the long-term.

Since the start of the current century, the focus on fraud has contin-
ued to increase. The public at large has become generally more aware
of the issue of fraud, although maybe not overly knowledgeable
about its methods and frequency.

Fraud is being studied more heavily by academics and by profes-

sional services firms. This focus on fraud can hardly be a bad thing.
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The more attention the topic gets, the more likely that fraud preven-
tion methods and tools will become more sophisticated and more
effective. As time goes on, anti-fraud professionals are also developing
their fraud-fighting skills and are able to better assist companies in
detecting and preventing fraud.

But as we learned early on in this book, companies are currently
out of touch with the effectiveness of their fraud prevention efforts.
Management believes that newer internal controls, policies, and
procedures have been effective in reducing fraud, but still there has
been no substantive decrease in the occurrence or cost of fraud
worldwide.

Until companies face the reality of their fraud situations, things
won’t improve. It is only by acknowledging and examining the defi-
ciencies in systems that companies will be able to decrease their ex-

posure to occupational fraud.

Root Causes of Fraud

We have already examined the many pieces of the fraud puzzle that
go into the decision to commit fraud and the subsequent act of com-
mitting the fraud. The are many variables, but when it comes to the
big frauds that make the headlines, one of the most common themes
is the short-term pressure on executives to meet earnings targets.
Constant market pressure to increase share prices is an overriding fac-
tor in most companies, and fraud prevention efforts may take a back-
seat in importance.

Investors are looking for a return on their capital investments in

the short term, and this could push management to create aggressive
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and possibly unethical accounting practices to increase current earn-
ings. In some ways, the marketplace condones fraud so long as
earnings and stock prices increase. Unless investors object to putting
earnings and share price ahead of fraud prevention, companies will
not change their operational practices.

Enron may forever be a case study illustrating a company’s
dedication to the stock price. It’s clear that the financial statement
fraud at Enron started relatively small, and was done to conceal a
quarter that wasn’t going to meet analysts’ expectations. Quarter
after quarter, the financial statement fraud grew in magnitude be-
cause Wall Street expected continuous revenue growth from the
company. When revenue wasn’t there, Enron executives created ficti-
tious revenue, and the share price responded with each successive
quarter.

Compounding this short-term growth problem is the fact that
senior management compensation is often tied closely to stock price.
Granting stock options and awarding bonuses increases the pressure
for positive financial results. If financial targets can be met in the ab-
sence of extensive fraud prevention controls and policies, executives
have essentially met the objectives laid out for them.

One further complication is the fact that greed is a part of hu-
man nature. Greed on the part of executives may lead to the mani-
pulation of earnings. Stories abound of executives using public
companies as their own personal piggy banks. From senior managers
buying lavish home furnishings on their employers’ dime to ex-
ecutives making huge sums from stocks traded with insider infor-
mation, the temptation and opportunity to commit fraud may be

overwhelming.
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Regulating Fraud

As larger frauds came to light, seemingly one after another, faith in
the executives and financial statements of companies was rocked to
the core. Regulations were implemented to help restore that faith
and direct the business practices of companies. While the publicity
and the regulations have altered the way companies do business, how
significant is that effect and how long will the eftect last?

Some think that tighter regulations for public companies and
auditing firms will do a lot to prevent and reduce fraud. Yet recent
history has shown that regulation is not necessarily the answer to the
fraud problem.

The Sarbanes-Oxley Act of 2002 (SOX) was implemented
quickly as a reaction to the major frauds at Enron, Tyco, and World-
Com. Although the intent behind the legislation was good, it has
been extremely costly to implement, and some doubt that the bene-
fits have justified the high price tag.

The legislation was intended to help protect retail investors in
public companies by bringing certain standards to the financial re-
porting process. SOX requires the executives and directors of the
company to certify financial results, which holds them responsible
for the accuracy and completeness of the financial data.

SOX also put into place provisions that were intended to give
investors more confidence in the audit reports issued by audit firms.
It created tighter rules related to auditor independence and the serv-
ices provided to audit clients. The legislation was intended as a step
toward preventing fraud in public companies, but opinions on the

results vary widely.
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Rules Under Sarbanes-Oxley

SOX created the Public Company Accounting Oversight Board
(PCAOB), which is a private, not-for-profit entity that reports to the
Securities and Exchange Commission (SEC). This organization is fo-
cused on providing useful and independent audit reports to the pub-
lic. To this end, the PCAOB registers public accounting firms, sets
quality and ethical standards for the issuers of audit reports, inspects
registered public accounting firms, and leads investigations into and
disciplinary actions against auditors.

Under SOX, companies must assess their internal controls, which
are the policies and procedures that ensure the accuracy of financial
data. In practice, public companies have spent thousands of hours
documenting procedures and their eftectiveness. The legislation does
not explicitly require companies to improve their internal controls,
but if a company has significant deficiencies in this area that remain
uncorrected, the public must be notified.

SOX required changes to the boards of directors of public
companies. It made it mandatory for companies to have outside,
independent directors. It also required companies to have a “finan-
cial expert” on the audit committee of the board of directors. The
legislation also included increased prison terms for those involved
in financial statement fraud, accelerated reporting requirements
for insider trading, and requirements to establish a whistleblower
program to allow employees to report wrongdoing and fraud
anonymously.

SOX prohibits auditors of public companies from engaging in

other consulting work for those companies. In the past, the audit was
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often used as a “loss leader” to reel in a new client, with the hope of
picking up more lucrative consulting work from the client later.
Although audits are supposed to be an “independent” examination
of the financial statements of a company, audit firms had their true
independence questioned because of the amount of work done on
behalf of companies and the huge fees generated from that work.
With significant revenue on the line, is an audit firm really willing to
hold a company’s feet to the fire on a financial reporting issue and

risk losing the company’s business altogether?

Sarbanes-OxIey in Practice

Companies are required under SOX to evaluate their internal con-
trols. The objective of internal controls is to give users of the financial
statements reasonable assurance that the financial statements are reli-
able and corporate assets are secure.

If a company does not have effective controls in place, it may be
required to report a material weakness, which signifies that there 1is
more than a remote likelihood that a material misstatement in the
financial statements will not be prevented or detected. Notice that a
company is not necessarily required to correct the problem, as long as
management is willing to report the weakness to the public.

It is clear that SOX has created some positive benefits for public
companies and their investors. When companies were compelled to
evaluate their internal control processes and procedures, deficiencies
were brought to light and proactive companies corrected them. Not

all companies corrected the problems, however. Users of financial
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statements should not be fooled into thinking that SOX has solved all
of the financial reporting problems.

Companies have also cited new operational efficiencies and cost
savings that can be tied to SOX work. In addition to improving the
reliability of the financial reporting process, some companies took
advantage of the opportunity to improve operations as well.

However, the legislation itself is nof a fraud prevention tool. It
mandated that certain improvements be made and certain actions be
taken. Still, SOX did not require the implementation of internal con-
trols that would create a long-term reduction in fraud.

Since the independent auditors of a public company are now pro-
hibited from providing consulting services to that company, audit
firms have changed how they conduct business. In theory, the audi-
tors are now more independent in their work. Therefore, while the
audit firms still rely on the payment of fees by clients, the sole focus
on providing an audit may have increased the level of skepticism and
independence maintained by the auditors.

Corporate governance has been improved as a result of SOX.
Boards of directors have become more involved, and more informed
on financial matters. Audit committees have become more proactive
in policing the activities of companies and executives. All in all, there
is more oversight of the executives and more analysis of the financial
results of companies, which are undeniably positive results of the
legislation.

The current legislation has also increased prison sentences for
executives engaged in fraudulent activities. However, these longer

sentences are not likely to have a significant deterrent effect. An
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executive who commits fraud generally does so with the expectation
that she or he will not be caught. Therefore, the executive is unlikely
to compare old and new prison sentences when considering whether

or not to commit fraud.

Critics of Sarbanes-Oxley

Some critics of SOX say that the legislation was done in haste in an
attempt to quickly allay the fears of the investing public. They main-
tain that some provisions of the legislation do not work as well as they
should and need changing. Critics have called SOX “overregulation”
and shortsighted, and since its inception, there have been many pro-
posals regarding changes and improvements to it.

It has been suggested that the small improvements at companies
came at too high a price. Most will admit that there were improve-
ments at companies that implemented SOX, but that the improve-
ments were really just incremental and not sufficiently eftective to
justify the price tag.

A 2006 survey by Financial Executives International (FEI) on
SOX showed that compliance costs have decreased but remain sub-
stantial. FEI surveyed 200 companies, that had average revenues of
$6.8 billion. The average cost for annual SOX compliance in 2006
was $2.9 million, a decrease of 23% from the prior year’s survey. It
appears, then, that companies are becoming more efficient in com-
plying with SOX;; still, the costs are significant.

The survey by FEI also confirmed one of the primary criticisms
of SOX: the cost-versus-benefit issue. Just under 50% of survey re-

spondents believed that their financial reports were more accurate
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and more reliable. Increased accuracy and reliability is good, but 78%
of survey respondents told FEI that the cost of compliance exceeds

the benefits.

Unintended Consequences

SOX critics further maintain that the legislation has created a situa-
tion that is even worse than it was without any legislation. They fear
that this law has been mostly misinterpreted by the general public and
therefore may do more harm than good.

If investors and users of financial statements mistakenly believe
that Sarbanes-Oxley has caused companies to make great strides in
preventing fraud, they may be caught off guard. A false sense of se-
curity when it comes to the existence of fraud cannot be a good
thing. In fact, it may mean that the public is actually worse off than it

was before the legislation came into effect.

Regulating Accounting Firms

Public accounting firms that perform independent audits are also
subject to a lengthy list of rules and regulations governing their work.
These auditing standards require the auditors to be truly independent
with respect to the companies being audited; they also specify some
quality control procedures.

Overall, these standards for auditors are a good idea. However,
they do not really do a lot to enhance the detection and prevention
of fraud. Audits are not designed to find fraud, and therefore regula-

tions of auditors to date haven’t done much about fraud either.
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Alternatives to Legislation

Could similar positive results have been achieved with something
other than the Sarbanes-Oxley legislation? Was legislation even the
answer at all?

At the very least, critics are suggesting that changes should be
made to SOX, particularly as they relate to the cost of compliance.
They say that the regulation went too far in terms of requirements
and related costs, and that it unfairly penalizes business as a whole for
the well-publicized bad acts of certain executives at certain
companies.

It is reasonable to propose changes that make compliance easier
and less costly. The costs of complying with Sarbanes-Oxley have
been burdensome, and it only makes sense that the legislation should
be revisited and improved to find a better balance between costs and
benefits. Those proposing changes should be careful what they wish
for, however, as there is no guarantee that a modified SOX won’t be

worse than what is already in place.

CIosing Thoughts

When one looks critically at the regulatory efforts aimed at curbing
fraud, it is easy to come to the conclusion that regulation is really not
the answer. Dishonest people will commit fraud and other crimes if
they can get away with it, laws or no laws.

Even with extensive fraud examinations and effective internal
controls, dishonest executives may always find a way to commit
fraud. They can override controls or engage in even more creative

practices to cover up theft. Only a shift in ethics and values could stop
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this. The greedy executive who wants to meet earnings targets cannot
be stopped by even the best controls and examinations.

Companies would be better served by addressing the fraud issues
specific to their own companies, and then developing an “ethical
corporate culture” that will serve them well in the long run. Proac-
tive fraud prevention efforts are most certainly more worthwhile than
a check-the-box process that is aimed primarily at meeting the re-
quirements of regulations.

By developing a customized, comprehensive fraud prevention ef-
fort with the assistance of trained and experienced anti-fraud profes-
sionals, management can decrease a company’s likelihood of being
victimized by fraud. At the very least, the company may well decrease
the opportunities for fraud and increase the chances of its early
detection.

But if regulations aren’t holding companies and executives ac-
countable, who will? The stakeholders of companies will force them
to solve the problem of fraud if it becomes costly enough. Share-
holders, employees, lenders, and other interested parties will be
called on to hold companies to higher standards than in the past.
Ethical behavior will be rewarded by the marketplace if the market-
place deems it important.

Companies that do business in a reckless manner and executives
who are not held accountable will be punished by the marketplace if
it is deemed sufficiently important. The parties impacted negatively
by fraud will demand changes and will speak with their support and
their money. Constant pressure on companies to mitigate the risk of
fraud is necessary to force them to remain focused on good fraud pre-

vention controls and protection of investors.
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