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1

1.1HistoryofthisBookandWhatYou’llGetFromReadingIt

Overthecourseofroughlyayear,aftercompletingmyfirstbook,Iresurrectedanold
petprojectofbuildinganautonomoussubmarine(referredtoastheE-2project)with
certainfairlychallengingfunctionalityrequirements.Inthecourseofdevelopingthis
idea,IspentmanyhoursontheInternetandelsewhere,researchingtechniquesfor
rapiddevelopmentofvariouselectromechanicalcontrolsystemsandplatformstorun
fairlycomplexsignal-processingalgorithms.Althoughthereare,ofcourse,thousands
ofusefulprojectsandsnippetsofinformationtobeobtainedfromtheInternetand
booksonhobbyistrobotics,Ifoundthatnobodyelseseemedtohavemyexactpriori-
ties.Inparticular,thereisapparentlynosinglereferencethatgatherstogetherat
leastintroductorysolutionstoalltheembeddeddesignissuesthataffectedmyproj-
ect:aneedtouselow-cost(open-source)toolsandoperatingsystems,arequirement
forseveralfeatureswithfairlyhardreal-timerequirements,andadesiretousecheap,
off-the-shelfconsumergradecomponentswhereverpossible.Availableresourceson
manytopicsconcentrateeitheronveryexpensiveoff-the-shelfindustrialcompo-
nents,orontightlyconstrainedsystemsbuiltaroundasinglemicrocontroller,with
delicatelyoptimized,nonportablecodetocontrolperipherals—andaverylimited
rangeofperipheralsupport,atthat.Theselattersystemdesignrestrictionsareun-
avoidablewhenyou’reworkingtotightpowerrequirements,spaceconstraints,ora
rock-bottombillofmaterial(BOM)cost,butit’saninordinateamountofeffortto
buildandtunesuchsystemsforaone-offprojectoraprototype.Furthermore,learn-
ingallthedetailsrequiredtoassemblesuchasystemisanenormoustask;it’seasyto
getlostinfine-tuningdetailswithoutevermanagingtofieldacomplete,workingsys-
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tem.Irritatingly,manyofthetweaksandmostofthecarefulplanningyoudotoget
thatsystemoperationalwillhavetobethrownawayifyoumoveintoactualproduc-
tion,orifyouneedtobuildsomemoreunitswithslightlydifferentcomponents.

WhatIwassearchingforwhiledevelopingtheE-2projectwasawaytobuild
varioushardreal-timemodules(sensorsandactuators)thatcouldeasilyandcheaply
beinterfacedtoageneral-purposecomputerrunningLinux.TheLinuxboxserved
asatestbedforalgorithmswhichwouldlaterbeporteddownintoasmaller,cooler,
morepower-efficientprocessingmoduleofsomekind.Ineededasolidbasisof
known-goodcodeandtechniquessothatIcouldstrikeoutfromthatpointandbuild
myowncustomizedsystem.Ialsowantedasimpleup-and-runningguidetobuilding
embeddedLinuxdistributions.Fortheinitial,nonfieldableprototypeofmysubma-
rine,Ididn’thaveanexactideaofhowmuchCPUhorsepowerIwouldneedinthe
finalversion—soIdidn’twanttogettiedtoaspecificmicrocontrollerarchitecture,
nordidIwanttogetboggeddownintryingtotweakandtunemanyreal-timetasks
onasinglemicrocontroller.Ialsowantedtouseafewperipherals—suchascameras
—whichareeasiestinterfacedthroughageneral-purposeoperatingsystem.

Theserequirementsmaysoundachordwithyourownworkinglife.Chancesare
you’veencounteredsituationswhereitwouldbeusefultoautomatesomelong-term
data-gatheringexperimentorcreateasimpleautomatedcontrollerforaprogram-
ming,manufacturingorothertask.Inthisvein,threeotherinstanceswhereIhave
appliedthetechniquesinthisbookare:

■ Thedevelopmentofarangeofsuccessful(commercially-fielded)networked
multimediaappliances,designedforunattendedadvertisingandart-gallery
applications.

■ Thedevelopmentofspecialized,almostwhollyautomaticmechanicalfailure
testingapparatusforcertainconsumerelectronicsarticles.

■ Constructionofanautomatichigh-speeddataloggerthatmonitorsaradio
linkandextractsDTMFmessagestargetedatspecificreceivers.

Theseconditemaboveisofparticularinterest,becauseitdemonstratesnicely
howthisbookcanbeofpracticalvalueinprocesscontrolandtestingapplications.
During2002,Ibrieflyworkedforasmalldivisionofamultinationalcompanywhose
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majorfocuswashouseholdandofficeplasticware.Itwasmostinstructivetoexamine
theirautomatedtestfixtures—proprietarysystems—andcomparethecostandsetup
complexityofthesefixtureswiththerelativelylowcostandsetuptimeofasimple
Linux-basedSBCcontrollingthesamepneumaticactuatorsandsensors.Clearly,
thereisanunder-exploitedmarketforlow-costtestsystemsofthistype.Thepro-
prietarysystemsinuseatthisparticularfacilitycostalmost$20,000forahalf-dozen
actuatorsandtheassociatedPLCs,plusuncountedhoursofsetuptime1.Thecontrol
softwareforthesedeviceswasspecializedandnotwell-understood;infact,mostof
thisequipmentwasstandingidlebecausethepeoplewhooriginallyconfiguredithad
leftthecompany.Bywayofcontrast,thesametaskscouldeasilybeaccomplished
witharegularPCcostingamerefewhundreddollars,plusperhaps$200peractua-
torfortheassociatedpneumatics.Moreimportantly,thecontrolsoftwareforsuch
asystemisasimpleCprogrameasilyunderstoodandadaptablebyanycompetent
computerscienceorelectronicengineeringmajor;therewereseveralcandidates
readilyavailableinthecompanylab.

Duetothenatureoftheresearchwhichledtothisbook’sinception,Ihave
includedasprinklingofnavaldetailswithinthetext,notallofwhicharedirectly
relevanttotheembeddedengineer.Ifthismaterialisnotofinterest,youcansafely
ignoreitwithoutcompromisingyourunderstandingoftheremainingtextinanyway.
Thereasonthisinformationisincludedalongsidethe“pure”embeddeddevelop-
mentdiscussionisprincipallytoillustratethereal-worldrequirementsandthinking
thatledtovariousdesigndecisionsintheE-2project.Engineeringisnottheoreti-
calscience;itisanapplieddiscipline,anditiswiththisinmindthatIusespecific
examplestoillustratetheoreticalpoints.

Youshouldalsonotethatsomeoftheopinionsexpressedinthisbook,ifnot
exactlycontroversial(exceptbyUsenetstandards—everythingonUsenetiscon-
troversial!),areatleastarguable;forexample,thechoiceofAVRasmyreal-time
controlplatform.Forthisreason,Ihaveprovidedadditionaljustificationforthe
decisionsIhavemadeinthistext.Thisadditionalexplanationshoulddemonstrate
thereasonsIhadforchoosingspecificpaths,butit’sexpresslynotdesignedtoprosely-

1 Thesystemwasoriginallysetupby“free”interns,sotheirtimewasn’trigorouslytracked.
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tizetheAVRtopeoplewhohaveexperiencewith,andprefer,anotherarchitecture.
Again,this“bonusmaterial”isnotcriticaltoyourunderstandingofthebasiccon-
ceptspresentedhere,andyoucansafelyskipitifyouwish.

Alsokeepinmindthatthisbookisintentionallynota“bible.”Itisnotanex-
haustivecoverageofeverysinglenuanceofthetopicscovered;suchaworkwould
spanseveralshelves.Theprimarygoalofthisbookistodescribeandillustratea
simple,modular,inexpensivemethodologyforimplementingcomplexembedded
systems,andtopresentsomeready-to-usemodulesforthereadertoadapttohisor
herownprojects.Theparticularemphasisisonrealizingend-to-endsolutionsusing
low-costdevelopmenthardwareandfreesoftwaretools.Bythetimeyoureachthe
lastfewpages,hopefullyyoushouldhavethefollowing:

■ Afunctionalunderstandingofthecritical“under-the-hood”detailsrequired
tobootstrapLinuxonx86platforms.

■ Anintroductiontothetypesofproblemsyouwillfaceinusingembeddedx86
single-boardcomputersasthecoreofdataloggingandmotion-controlling
systems.

■ BasicinformationabouttheAtmelAVRmicrocontrollerfamily.

■ Apracticalintroductiontobuildingsomesimpledataacquisitionandmotor
controlcircuits,andconnectingthemtoPCs.

■ Somebasic“primer”informationondatasecurity,authenticationand
reliabilityissuesastheyaffectembeddedsystems.

Theunderlyingideaisthatthereaderhasreasonablyintimateexperiencewith
oneorotherofthetopicsofLinuxapplicationdevelopment,ordevelopmentof
deeplyembeddedsystems—thisbookisdesignedtoboostyouuptheleadingedgeof
yourlearningcurvewiththeessentialsofwhicheversideoftheequationyou’remiss-
ing.Italsoprovidesthegluethatbindsthesepiecesofinformationtogetherinthe
overallcontextofafairlycomplexproject.Note,bytheway,thatIusedthetitular
word“cookbook”withsomediffidence.Purelycookbookengineering—slotting
ill-understoodpiecestogetherlikeCapselaspheres—isnevergoodpractice.Inthis
book,I’mgivingyousomeready-to-useCapselapieces,butI’malsotellingyouhow
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andwhyImadethegearsandshaftsineachpiece,andtosomeextenthowyoucan
gofurtherandmakebetterpiecesforyourself.Theseexplanationsaremuchmore
importantthantheblueprintsforthepiecesthemselves.

Whenplanningabooklikethis,it’seasytofallintooneoftwotraps:either
tocreateasingle,monolithic“mega-application”whichillustratesallthedesired
points,butisextremelydifficulttoexplainsuccinctly,orontheotherhandtobreak
thetopicdownintonumeroussmallabstractnotesthatmanyreaderswillhave
troubleintegratingintoreal-worldprojects.Ihavetriedtosteerbetweenthesetwo
extremesbybreakingthemoreinterestingmodulesoftheE-2projectintoafew
small,practicalapplicationstogetherwithbasicallystandalonecodeandenough
theorytomodifyandextendtheseapplicationsforyourownuses.

Finally,anotetopeoplewhoownmypreviousbook,EmbeddedSystemDevelop-
mentonaShoestring.Thisbookisnotdesignedtobeasequeltothatvolume,but
itisdefinitelyrelatedmaterial.Ifyoufollowthetechniquesinthisbooktobuilda
prototypedevice,andyoulaterwanttosqueezeitdownintoanoptimizedsingle-chip
solution,myearlierworkwillhelpyouunderstandhowtousefreeGNUtoolstoget
yoursoftwareeasilyportedacrosstoanARMmicrocontroller.Theprincipalcriti-
cismsIreceivedforthatpreviousbookwerethatitneededtocoverawiderrangeof
information,andthatthereweretoofewillustrations,makingitaratherdryread.
I’velistenedtothesecommentsandIhopeyouwillfindthisbooksatisfiesyourneeds
inbothrespects.Asalways,yourcommentsandsuggestionsarewelcome;youcan
emailmeatsysadm@zws.comorvisitmywebsiteathttp://www.zws.com/.

1.2TargetReadershipandRequiredSkillsandTools

Throughoutthistext,IassumethatthereaderisacompetentCprogrammer,with
someexperienceinusing(thoughnotnecessarilyembedding)UNIX-likesystems,
specificallyLinux.Ialsoassumeaverybasiclevelofknowledgeofreal-timesystems
andsimpledigitalelectronics.ThisbookisnotanintroductiontoLinux,norisitan
introductiontotheconceptsofembeddedprogramming;therearehundredsofsuch
booksalready.
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Inordertofollowalongwiththeexamplesinthisbook,youwillneedthe
following:

■ Anx86-basedPCsystemrunningLinux.Thisbookwasdevelopedusing
FedoraCore1,whichcanbedownloadedforfree(orpurchasedonCD)from
http://fedora.redhat.com/.AfullLinuxdistributionisnotincludedwiththis
bookduetodiskspaceconstraints.Forsimplicity’ssake,IsuggestyouuseFe-
doraCore1unlessyouhavespecialreasonsforusingadifferentdistribution.

■ Ideally,anx86-basedSBCselectedfromthelistinSection2.5,withahard
driveandCD-ROMdriveattached,andaCompactFlash®cardofatleast8MB
capacity—however,noneoftheseitemsareabsolutelyessential.

■ AmeansforburningAVRmicrocontrollers.Therearenumerousschematics
forsimpleAVRprogrammersavailablefreelyontheInternet,andaminimal
programmerissimpletobreadboard.(MoreonthisinSection2.3).Ispecifi-
callyrecommendtheSTK500developmentboardfromAtmel,becauseitis
fullyintegratedwithAtmel’sAVRStudioIDE,andthe$79priceisbetter
valuethantheeffortofbuildingacomparabledevelopmentsystemfrom
schematics.

■ AnAVRdevelopmentenvironment,oratleastanassembler.Theprojectsin
thisbookweredevelopedusingthefreeWindows®-basedAVRStudio®from
Atmel,whichisincludedontheCD-ROM.Pure-Linuxshopsmaypreferto
usethefreeavrasmassembler,whichIhavealsoincluded.Theavrdudepack-
agecanbeusedtoburnchipsunderLinux.

■ Anoscilloscopeishighlyrecommended,thoughnotmandatory.Whenyou’re
debuggingserialcommunicationsprotocolsinparticular,nothingbeatsbeing
abletoseetheactualbitsgoingtoandfro.Thewaveformscreenshotsinthis
bookweretakenusingaTektronixTDS21060MHztwo-channeldigital
scope.
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1.3ConventionsUsedintheText

Throughoutthisbook,Ihaveattemptedtoadheretoasinglesetofconventions:

■ Forthesakeofconsistency,allmeasurementsaregiveninmetricunits,except
wheretheyrefertoacontrollingdimensionthatwasoriginallyspecifiedin
nonmetricunits.Inthelattercase,thecontrollingdimensionisspecifiedin
itsnativeunit,andthemetricequivalentisshowninparentheses,asin“The
lengthofafoot-ruleis12inches(30cm).”Insomecases,thisresultsinade-
parturefromacceptedindustrystandards;forexample,thespeedofaseagoing
vesselisnormallyspecifiedinknots(nauticalmilesperhour),notms–1.

■ URLsarewritteninitalics,forexample,http://www.zws.com/inordertosepa-
ratethemfromsurroundingpunctuation.

■ Incommonwithmostothertechnicalpublications,sourcecodeandcom-
mandlinetextthatisintendedtobetypedverbatimisrenderedina
fixed-spacefont.

■ Occasionally,youwillfindUNIXcommandsandlibraryfunctionsmentioned
withthestandardnomenclatureofcommand(n),wherenisthesectioncon-
tainingthemanualpageforthecommandinquestion.Forexample,youcan
findoutmoreaboutrdev(8)bytypingman8rdevatashellprompt.Don’t
golookingfornonexistentfootnotes!

■ WhenIdiscussproceduresthataccesstheenclosedCD-ROMfromLinux,I
assumethatthediskismountedat/mnt/cdrom,becausethatiswheremost
desktopLinuxdistributionswillputit.Ifyoumountitsomewhereelse,you’ll
needtoedityourcommand-lineentryappropriately.

■ Allsourcecodeandmakefilesaredesignedtobeviewedwithatabwidthof
fourcharacterspaces.
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Microcontrollers,Single-Board
ComputersandDevelopmentTools

2.1TheDivisionofLabor

Thedesignerofacomplexmulti-levelprojectsuchastheE-2mustfrequentlyjuggle
thefollowingconflictingrequirements,amongothers:

■ Hardreal-timeresponserequirementsofsectionsoftheoverallsystem.

■ Thehardwareandfirmwarecomplexityofinterfacingspecialperipherals
suchascameras,Ethernetnetworking,802.11bwirelessnetworking,andothers.

■ Bill-of-materialscostsforbothprototypesandproductionpieces.

■ Developmenttime.

■ Costofdevelopmenttools.

■ Relativelyhighcostofcomponentsdesignedforembeddedsystems,ascom-
paredtothepricingofcomparable-performance,generally-available
consumerproducts.

It’saterriblydauntingtasktoapproachalloftheseproblemsatonce,particu-
larlyatthestartofaprojectwhenyourexactneedsaregenerallynotwell-specified.
Limitedtimeormonetarybudgetsaddstress,becausetheresimplymaybenodaysor
dollarssparetobewastedexploringdead-endresearchpathsonthewaytoaworking
system.Furthermore,manyofthesystemsofinteresttoreadersofthisbookwillei-
therbeunique,orwillbeproducedinverysmallvolumes.Forsuchsystems,it’shard
tojustifyintensetimeexpendituresresearchingandfine-tuningnoncorefeatures
(i.e.,theinfrastructurefeaturesyouhavetodebugbeforeyoucandebugthefunction-
alityyouactuallywanttodevelop).
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ThebasicmethodologyIhaveusedtocutthroughmostofthisGordianknotis
asfollows:Tobeginwith,Idivideallthesystemprocessesintotwocategories,which
Iwillterm“hard”and“soft.”Forthepurposeofthisdiscussion,hardprocessesare
definedasdirectphysical-worldinteractiontaskswheretimingandsystemrobust-
nessarelikelytobecriticaltoperformanceand/orsafety.ExamplesintheE-2system
are:Steppermotorcontrolforrudderanddiveplanes,batterychargeandthermal
monitoring,depthmonitoring,propulsionmotorcontrol,andbilgesensors.Hard
processesaretypicallyeasytoidentifyandcharacterizeprecisely,andcanoftenbe
implementedinasmall8-bitmicrocontroller.IntheE-2,wewillperformallthehard
tasksusingmicrocontrollersintheAVRseries,fromAtmel.

Bycontrastwithhardprocesses,softprocessesarenotatallmission-critical,and
haverelaxedornonexistentreal-timerequirements.Generally,softtaskscancrash,
provideerroneous,untimelyordownrightmissingdata,andtheoverallsystemhealth
willnotbeundulycompromised.ExamplesintheE-2projectareimagecapture,stor-
ageandanalysis,datalogging,andsometelemetryfunctions.Manysofttasksrequire
interactionwithcomplexsensoryorcommunicationsmodulessuchascamerasand
wirelessnetworks.Forthisreason,itisconvenienttousestandardoff-the-shelfcon-
sumerperipheralssuchasUSBwebcams,CompactFlashstoragemedia,USBwireless
LANpods,andothers.Interfacingtothesesortsofperipheralsfromasmallmicro-
controllerisoftendecidedlynontrivial—oftentimes,technicaldataishardtocome
by,andit’salsofrequentlydifficulttoacquireloosesamplepartsinsmallquantities.
Prototypingwiththesepartsisalsousuallydifficult.

Inthecaseoflow-costCMOSimagesensors,forexample,virtuallytheonlyway
togetthesepartsofftheshelfistobuyacompletecameraandcannibalizeit—IF
youcanidentifythedevicesinitwithoutmicroscopicexamination,andIFyoucan
getdatasheets!Furthermore,manufacturersofconsumerelectronicsaremoreorless
constantlyrefiningandcostingdowntheirproducts.YoumaycannibalizeMyWidget
V1.0andspendmanyhoursgettingthecomponentstoworkinyoursystem,only
tofind(whenyoustarttobuildasecondunit,e.g.,toreplacealostprototype)that
MyWidgetV1.0hasbeensupersededbyV1.1,containingtotallydifferentcompo-
nents—maybeevenanundocumentedASIC.
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InasimilarmannertothewayIhandledtaskmanagement,Idividesystemcom-
municationsintotwoclasses;control-criticalandnoncritical.InthecaseofE-2,
allcontrol-criticaldatatransfersoccurwithinthevehicleitself,betweenthevari-
ousreal-timemodulesandthemaincontroller.Thesecommunicationstakeplace
overaninternalthree-wireSPI-styleserialbus.Noncriticalcommunicationsare,for
example,theship-to-shoretelemetrylink.Thesedatastreamscanbecarriedusing
whatevermediaandprotocolsareconvenient,withlessattentionpaidtoreal-time
issuessuchaslag2.

Youmaywishtopausehereandconsidertheimplicationsoftheprecedingdeci-
sions.Inparticular,notetheimplicationthathardtasksandcontrol-criticallinksare
trustedandsofttasksandnoncriticallinksarenottrusted.We’regoingtoberunning
allthehard,criticalstuffinsmallmicrocontrollerscarefullyprogrammed“tothe
metal,”and—hopefully—completelyunderstoodandcharacterizedinallconceivable
situations.Themessystufflikenetworking,snappingpicturestoaharddrive,andso
on,willallberunonatotallyseparatepieceofhardware.Ifitcrashes,itcansim-
plyberesetorshutdownwithnoimpactonsystemsurvivability.Thisisimportant,
becausemostofthesoftwarerunningonthatuntrustedpieceofhardwarewasn’t
developedforembeddeduse,anditcertainlyisn’taswell-definedasthesoftwarewe
custom-engineeredintothehard-taskcontrollers.

Ishouldstressthatnoneofthepreviousdiscussionisperseanindictmentof
thereliabilityofembeddedLinux.Itisperfectlypossibletobuildrock-solidcontrol
systemsbasedaroundasingleLinuxprocessor,andtherearemanysuchsystemsin
existence.However,auniprocessorsystemrequiresconsiderablefine-tuningofthe
operatingsystemandapplicationsoftwaretoachieveasufficientlyreal-timeend
result3.Furthermore,inordertoachievesucharesult,itisoftennecessarytouse
nonstandardsoftwarecomponentsintendedspecificallyforembeddedsystems(real-

2 Obviously,thisisn’ttrueofalltelemetryapplications.InE-2,thetelemetrysignalisprovidedsolely
asaconveniencetotheshoresideoperator;it’snotcriticalthatitbestrictlyrealtimeorthatit
implementstrenuouserrorcorrection.

3 UncharitablepeoplesayofembeddedLinuxthatthestandarddevelopmenttechniqueistowrite
thedevicedriverorapplicationthewayyouthinkitshouldbewritten,thenaddhardwareuntilit
performssuccessfully,tothedesiredapproximationof“realtime.”Thefactthatthisissooftentrue
ismoreanindictmentofthedevelopersthantheOS,though.
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timeLinuxextensionssuchasRTLinux,forexample).Theneteffectofbothof
thesefactorsisgreatlytoincreasedevelopmenttime,andgenerallyalsototieyouto
aspecifichardware/softwarecombination.Themajoradvantagegainedbythedual-
tier,trusted-vs.-untrustedlayersolutionistheabilitytolashtogetherfunctional,but
hard-to-guaranteefeaturesontheuntrustedlayer,usingoff-the-shelfsoftwareand
hardwarecomponents.

Thecruciallyimportanttechnicaladvantagesofourmethodofputtingtogether
ourcomplexembeddedsystemare,therefore:

■ Thereal-timecharacteristicsofanygivenhardmodulecanbetunedright
downtotheCPU-cyclelevel,ifdesired.

■ Changestoanyonereal-timemoduledon’tdirectlyimpactthetimingprop-
ertiesofanyoftheothermodules.

■ Standardizingcommunicationprotocolsamongstthevariousmodules
establishesa“firewall”ofsorts,whichisusefulbothfortestingpurposes(as-
yet-unbuiltmodulescanbesimulatedwithapieceofexternalhardware)and
forfutureupgrades(modulescanbereplacedwithupdatedversionsaslongas
aconsistentsoftwareinterfaceismaintained).

■ Reuseofhardwaremodulesinotherprojectsisveryeasy,sinceitisthesystem
thatisproject-specific,nottheindividualparts.

■ Becauseaccesstocomplexperipheralsisabstractedatafairlyhighlayer
(throughtheoperatingsystemrunningontheuntrustedsoft-taskcontroller),
it’spossibletoswapoutthesecomponentsforfunctionallyequivalentparts
withoutwritingcustomdevicedrivers.

Infairness,atthistimeIshouldalsopointoutthedownsidesofthemulti-module
wayofdoingthings:

■ Theoverallbill-of-materialscostforamulti-modulesystemislikelytobe
muchhigherinthelongterm.Thisisnotlikelytobeabigfactorforproto-
typeorshort-runconstruction,wheresetupcostsdominatetheunitprice.
Formass-production,however,thepriceadvantagesofauniprocessorsystem
becomeprogressivelymoreattractive.Note,though,thatforlow-volumeor
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uniqueapplications,thehigherBOMcostofthemultiprocessorsystemmay
bepartiallyorcompletelyoffsetbythehighcostofobtainingrequiredevalu-
ationhardwareforthedevicesusedinthe“cheap”uniprocessordesign,sothe
developmentmethodIdescribehereislikelytoworkoutcheaper,perunit,
forlow-volumedesigns.

■ Powerconsumptionandphysicalsizewillbelargerthanforafine-tunedsystem.

Inclosingthissection,I’dliketorebutonecommonly-raisedargumentagainst
multiprocessorsystems:Manypeoplebelievethatbyintroducingmultiplemicro-
controllers,youareincreasingthenumberofpossiblepointsoffailureandthereby
makingtheoverallsysteminherentlylessreliable.Themostsuccinctcounter-argu-
menttothis,towhichIsubscribe,isthatconceptually,thesamebugsanddesign
shortcomingswillexistwhetheraparticularsetoffeaturesA,B,Careimplemented
ononeprocessororthreeindividualprocessors.Keepingthethreefunctionsphysi-
callyseparatepreventsthemfrominterferingineachothers’addressspaces,andalso
allowsfastsystemrecovery—becauseif,say,processorBcrashes,processorsAandC
cancontinuetooperateunaffectedwhileBreboots.

Itis,ofcourse,truethataddingmoresiliconincreasesthepossibilityof“SEUs”
(single-eventupsets)causedbyenvironmentalstressessuchasincidentradiation,
simplybecausethereismoresiliconrealestatetobeaffectedbysuchfactors.Thisis,
however,arelativelysubtlepointandisunlikelytobeanoverridingconcerninthe
majorityofsystemstobebuiltbyreadersofthisbook.

2.2CandidateMicrocontrollersfor‘Hard’Tasks

Giventhatweneedtochooseamicrocontrollerfamilytohandlethereal-timeparts
ofoursystem,let’sfirstcreateashortlistofrulesforselectingthisfamily:

■ Assemblersandcompilersmustbefreelyavailable,eitherfromthemanufac-
turerorasaresultofopen-sourceeffortssuchasgcc.

■ Deviceprogramminghardwaremusteitherbelow-costorsimpleenoughto
buildathomeusingoff-the-shelfparts.

■ Partstobeusedmustbeavailableexstockfrommajormail-orderdistributors
suchasDigi-Key,Newark,andothers,withnominimumpurchaserequirements.
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■ Devicefamilymustcontainpartsspanningthewidestpossiblevarietyof
ROM,RAMandperipheralrequirements,withasmuchfirmwareandhard-
waredesigncommonalityaspossible.

■ Ideally,thepartschosenshouldenableeasyimplementationofaslaveSPIin-
terface,butthisisn’tvital(andSPIisextremelysimpletobit-bang,anyway).

Therearethreeobvioustargetsthatpresentthemselvesimmediately:8051,
MicrochipPIC®,andAtmelAVR®.Theancient8051isindubitablytheworld’s
best-knowncandidatefor8-bitapplications,sowe’llstartbyexaminingthisfamily
briefly.It’sveryinexpensive,availablefromanunparallelednumberofsources(At-
mel,Philips,Winbond,Cypress,andDallas/Maximarejustafewofthevendorswith
standard8051parts;dozensmorehave8051-coredASICsandASSPs),andthebasic
architectureisfamiliartomostembeddedengineers.Therearenumeroushigh-qual-
itytoolsandreferencedesigns,andmegabytesofsamplesourcecodeavailable.

ThemainreasonIhavechosentoavoidthe8051familyisbecauseofthelackof
standardizationacrossmanufacturers.Nosinglemanufacturercarriesan8051variant
tosuiteverysingleapplicationneed,andalmosteverymanufacturerhasaddedsome-
whatproprietaryfeaturestothecoreorperipherals.Becauseofthelonghistoryof
thispart,itisevencommonforagivenmanufacturertohavetwoormorecomplete-
lydifferentlinesof8051-coredparts,withdifferentfamilytrees,idiosyncrasiesand
programminghardwareandsoftwaretools.Some8051sub-familiesrequireexternal
programminghardware;somehavein-systemprogrammingcapabilities,manydonot
haveflashmemory,andinordertomigratefromonevarianttoanothermayrequire
investmentinrelativelyexpensiveprogramminghardware.It’spossibletoavoidsome
ofthisnonstandardizationbystickingtoasetof“vanilla”8051-coredpartsthatare
implementednearlyidenticallyacrossmanufacturers,butthisalsomeansavoiding
useofmostofthe8051swithinterestingnonstandardperipherals;LCDcontrollers,
USB,on-chipA/DandD/Aconverters,expandedROMorRAM,in-circuitpro-
gramming,etc.Italsomeansthat,inamodulardesignwhereeachmicrocontroller
hasminimalduties,youwilllikelybespendingfartoomuchonover-specifiedmi-
crocontrollers.Forinstance,youdon’tneedkilobytesofRAMorROMforasimple
steppermotorcontroller!
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Asasecondary,butstillrelevantpoint,the8051’sarchitectureispositivelyarchaic.
Theupsideofthisisthatcompilervendorsunderstanditverywell,andcommercial
compilersforthe8051areaboutasgoodasthey’regoingtoget.Thedownsideisthat
eventhebest8051compiler(arguably,Keil’sproduct)isunavoidablylessefficientthan
goodcompilerstargetedatmoremodernprocessors.Worsestill,theonlyhalfwayde-
centopen-sourceCcompilerforthe8051(sdcc)isexactlythat—onlyhalfwaydecent.
Andwritingandmaintaininglargevolumesof8051assemblylanguageisirritating.
It’sanentirelyjustifiableeffortifyou’remakinglargevolumesofsomethingorhave
anothergoodreasontopickthatarchitecture,butifyou’retryingtofollowthepath
ofleastresistancetobuildalow-volumesystemwiththeminimumpossibleperson-
nelresources,othermicrocontrollersareabetterinvestment.

Inmyopinion,therefore,8051variantsareagreatchoicewhenyouhaveaspe-
cificapplicationinmind,andyouarelookingforaone-chipsolution.Becauseofthe
anarchicdifferencesbetweendifferentvendors’sub-families,andthefactthatnosin-
glevendorcarriescompletelycode-compatiblepartstosuiteveryapplication,Ifeel
that8051isn’tsuchagoodchoiceformodularapplicationswhereyouanticipatethe
needtousemanytinymicrocontrollersinasingleproject.Theworkloadrequiredto
keepcodemobileamongstdifferent8051variantswithdisparateperipheralsisquite
significant.If,however,youareexperiencedwiththe8051,thereisnoreasonwhy
youcan’tapplythatknowledgetothetechniquesinthisbook.

Fortheprojectsyouwillfindhere,IhavechosentousetheAtmelAVRseriesof
microcontrollers.Thesepartsareallflash-based;thefamilyoffersareasonablywide
rangeoffunctionality,andtheinstructionsetiseasy-to-learnandtoalargedegree
commonamongstfamilymembers.Undermostcircumstances,AVRsareprogram-
mablein-systemorinanexternalsocketusingasimple-to-manufactureparallelport
cable.TheofficialSTK500developmentboard,shouldyouwishtoacquireit,is
cheap($79isthecurrentlistprice)andfully-featured.AfunctionalWindowsIDE
andassemblerarefreefromAtmel,aportofgccisalsoavailableandsupportedby
Atmel,andtherearefreewareassemblersandothertoolsforUNIX-basedoperating
systemsaswellasWindows.
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Anotherubiquitousmicrocontrollerfamily,commonlyusedinlow-volumeand
hobbyistapplications,istheMicrochipPIC.Thisfamilymeetsessentiallyallofthe
requirementsintheprecedinglist.Ihavenotchosentouseit,however,simplybe-
causeitisslightlyhardertolearnandusethanAVR.(Bytheway,Ibasethatcomment
onmyownexperienceinlearningthetwocores,aswellascommentaryIhaveread
fromneophytesaskingforhelpandadvice.Thisis,however,oneofthosepotentially
controversialtopicsIwarnedaboutintheintroduction.I’mcertainlynotcondemn-
ingthePICasahard-to-usemaverick,I’msimplypointingoutthatmanypeopleseem
tofindtheAVRfamilyeasiertouse).OneotherdownsidetothePICfamilyisthat
the“official”entry-leveldevelopmentkit(PICstartPlus)ismoreexpensivethanthe
STK500—almostthreetimestheprice,infact—andit’snowherenearasflexible,being
simplyadumbchip-burnerwithnoprototypingfunctionalityatall.

Thereareacoupleofotherreasonablypopularmicrocontrollerfamiliesthatwe
couldhaveconsidered,andyoumaywishtoinvestigatethemyourself.TheTexas
InstrumentsMSP430family,forexample,isaveryinterestingrangeofparts.It
combinesa16-bitRISCcore(somevariantshaveabonushardwaremultiplier)with
varioususefulperipherals,atanattractivepricepoint.Thepartsareflash-basedand
supportJTAGdebuggingusinganinexpensiveparallel-portorUSB-basedwiggler;a
mostusefulfeature.ThedownsidestotheMSP430areprototypingissuesduetothe
smallpackagesused,andalsointerfacingproblemsariseduetothefactthattheyare
3.3Vparts.However,ifyou’retryingtocutdownyourpowerbudget,oryou’relook-
ingforahigh-performancecorethat’sinexpensiveandwell-supportedbyamajor
vendor,MSP430isagoodchoice.

Anothermicrothatisworthatleastaquicklookistherangeof8-bitdevices
fromRabbitSemiconductor,http://rabbitsemiconductor.com/.Thesepartsarederived
fromtheZiLOGZ-180,sodependingonyourbackgroundyoumightnothavetoo
muchofalearningcurve.Theyarefirmlytargetedatconnectedapplications;Rab-
bitsuppliesafreeTCP/IPstackandprovidesseveralevaluationboardsandfairly
low-cost,end-application-integratableCPUmodules,someofwhichhaveEther-
netonboard.TheyevenhaveaWi-Fikit,althoughit’sratherexpensive.Themain
downsidestoRabbitarethesmallsizeofthecompany,whicharguesagainstlong-
termavailability(however,theyhavebeenaroundforseveralyearsandseemto
enjoygoodpopularityinthehobbyistmarket),andthefactthattheirfree“Dynamic
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C”compilerishorriblynonstandard;it’stediousandmostineleganttoportcodeinto
oroutofaRabbitdesign.ThereisanANSICcompileravailable,butitisbuyware.
ArgumentsinfavorofRabbitarelowentrycost(allthebasictoolsarefreeandthe
developmenthardwareisreasonablypriced),easeoflow-volumemanufacture(since
Rabbitsuppliesthechipsready-to-run,alreadysoldereddowntoaboard,ifyou
wish),andarichfeatureset(largeflashmemory,largeRAM,fairlysimpleprogram-
mingwithaC-likelanguageaswellasassemblylanguage,andalotofready-to-use
application-specificcode,particularlyintherealmofTCP/IPnetworkingprotocols).
PossiblythemostcompellingargumentforRabbit,however,isthefactthatyoucan
migratefromone-timeprototypeproductiondirectlytolow-volumemanufacturing
(afewhundredpiecesayear,perhaps)withoutanyneedtoredesign.

2.3TheAtmelAVRanditsDevelopmentHardwareUpClose

Aftersomecarefulthoughtabouttheprosandcons,Ihavedecidedtouseasingle
typeofAVRchipforalltheexampleprojectsinthisbookbutone.Thereasonsfor
thisaretwofold:first,toreducethenumberofseparatepartsyouneedtoacquire
inordertobuildtheseprojects(andtoallowyoutousethesamechipfordifferent
projects,ifyouwish),andsecondtoavoidtoomuchexplanatorytextdevotedto
pedestriancompatibilityissues.TheparticularAVRIhavechosenistheATtiny26L,
whichprovidesagoodcross-sectionoftheperipheralsavailableintheAVRfamily.
MigratingcodesnippetstootherAVRsisnotdifficult.

TheAVRseriesconsistsofafairlybroadrangeofhybrid-bit-widthmicrocon-
trollers(nominally16-bitcodeword,8-bitdatabusandALU)sharingacommon
instructionsetanddifferingprimarilyintheon-chipperipheralsandpackageop-
tions.Thesedevicesdon’tshowacleargenealogicalrelationshiptoanyother
microcontrollercoreI’mawareof,butsomevariantsdoshowsuperficialsignsof
havingbeendesignedforpeoplemigratingawayfromthe8051(the40-pinAVRs
areinaverysimilarpinouttoastandard40-pin8051,forinstance).AVRisaHar-
vard-architectureRISCcorewith328-bitgeneral-purposeregisters,namedR0–R31.
Theseregistersaremappedintothecore’sdataaddressspaceataddress$00-$1F.
RegistersR26–R31haveasecondaryfunctionforindirectaddressingmodes;they
aredividedintopairsnamedX(R26–R27),Y(R28–R29)andZ(R30–R31).Anyof
thesethreepairedregisterscanbeusedasa16-bitpointerintodataRAM(thefirst
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registernamedis,ineachcase,thelesssignificantbyteoftheaddressword).Most
instructionscanoperateonanyregister;afewinstructions(suchasword-add,word-
subtract,andloadimmediate)canoperateonlyonasubsetoftheregisters,R16–R31.

TheAVRcorealsohasaseparate64-byteI/Oaddressspacetointerfacewiththe
on-chipperipherals.Alloftheseperipheralcontrolregistersareconvenientlymir-
roredinthegeneraldataaddressspaceatlocations$20-$5F,sothatyoucanaccess
themwithdifferentaddressingmodesifyouwish.TheATtiny26Lalsohas128bytes
ofSRAMfrom$60-$DF,andtheremainderofthedataaddressspaceisunimple-
mented.UnlikePICvariantsthathavealimited-depthhardwarestackseparatefrom
theprocessor’sotheraddressspaces,AVRsupportsatraditionalstackintheon-chip
SRAM.Thestackpointerissimplyan8-bitregisterintheI/Oaddressspace.

Someotherfeaturesofthetiny26L,innoparticularorder,are:

■ 128bytesofEEPROM,usefulforstoringconfigurationandcalibrationdata,
orfailureinformationforpostmortemanalysis.

■ Asimplebutveryflexible“USI”(UniversalSerialInterface)peripheral,
configurabletoactasanI2C,SPIorasynchronousserialport.Fortrademark
reasons,theI2CmodeisreferredtoinAtmelliteratureasTwo-wire,andthe
SPImodeisreferredtoasThree-wire.

■ Twotimer/counters,configurableinavarietyofmodes.Oneofthesetimers
canbeprogrammedtoprovidetwoPWMchannelswithpositiveandinverted
outputs.

■ Eightanalog-to-digitalconverterchannels.

■ Brownoutdetector,configurablefor3.3Vor5Voperation,andwatchdog
timer.

■ In-systemprogrammingcapabilityusingthebuilt-inSPIinterface.

Oneimportantfacttonoteaboutin-systemserialprogrammingisthatthemicro-
controllerneedstohaveacoreclocksource.SimplyprovidingtheSPIdataclockis
notenough!Thismeansthatifyou’retinkeringwiththefusesettings,youhaveto
becarefulthatyoudon’tdisablethesystemclock.Thedesignsinthisbookallusean
externalcrystaloscillator.Itisunlikely,thoughnotentirelyimpossible,thatyou’ll
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getyourselfintoa“clockless”situationwithsuchcircuits.However,indesignsthat
usetheAVR’sinternalRCoscillatorandthatre-usetheclockinputlinesforother
functions,thereisarealhazardthatyoucandisablethedevicebyselectinganexter-
nalclockmode.Torecoverfromthis,youcantristateyourexternalhardware(orlift
aCPUpin)andfeedinanexternalclocktemporarily.

Inthesamevein,AVRfusesettingsallowyoutodisabletheresetinputanduse
thepinasaGPIO.Ifyoudothis,youcannotuseserialin-systemprogramming;you
mustuseaparallelprogrammer.TheSTK500isasuitablepieceofhardware.

TheseissuesarebynomeansuniquetotheAVRfamily;mostmicrocontrollers
thatsupportin-systemprogramminghavethesamesortoflimitation.Theseprob-
lemsarealsonot,asarule,veryimportantforhobbyistcircuits,whichtypicallyuse
socketedDIPmicrocontrollers.OnceyoustartetchingPCBsforyourdesigns,howev-
er,itbecomesveryattractivetousesurface-mountpackagesforsizeandcostreasons;
becarefulnottopaintyourselfintoacornerwhenyou’reupgradingthefirmwareon
anassembledPCB.Bytheway,notethatAtmelshipsAVRsfromthefactorywith
aninternalRCclocksourceselectedbydefault,sothatyoucanstuffyourboardwith
blank,factory-freshchipsandprogramthemlaterovertheSPIinterface.

Whataboutfirmwaredevelopmenttools?Thereareanumberofproductsyou
canuseforcompilingandburningAVRcode.Inordertomaketheexamplesource-
codeinthisbookaseasilyportablebetweentoolchainsaspossible,Ihavewritten
itentirelyinassemblylanguage.ThesoftwaredevelopmentenvironmentIused
wasAtmel’sfreeAVRStudioforWindows,version4.08,inconjunctionwiththe
STK500evaluationboard.AVRStudioisincludedontheCD-ROMwiththisbook
inthe“utils/AVRStudio4.08”directory,andIstronglyadvocateusingit.However,if
youneedtouseadifferentassembler(forexample,ifyou’redevelopingunderLinux),
pleasetrytousethestandardAtmelincludefiles,oratleastduplicatewhateversnip-
petsyouneed,ratherthanwritingyourownsetofsymbolstodescribetheregistersin
thechip.Itwillbeveryannoying—toyouaswellastootherlucklesssoulsupdating
yourwork—tohavetoportcodetoanothermemberoftheAVRfamilyifyouuse
hand-rolledregisterandbitfieldnames.

TheSTK500isaveryflexible,serial-controlleddevelopmentboardthatdirectly
supportsalloftheDIP-packagedAVRchipsand,withtheSTK501adapterboard,
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thelarger64-pinsurface-mountparts.Itcanbeusedtoburnmicrocontrollersinsert-
edintheDIPsocketsontheSTK500itself,oritcanburndevicesalreadymounted
ontoyoursubassemblies,viaanin-system-programmingcable.Itsportseightpush-
buttonsandeightLEDs,anditbringsalltheI/Olinesto100milheaders-soyou
candosomeorallofyourcodedebuggingdirectlyonthedevelopmentboard.The
onboardsupervisormicrocontrollerthatmanagestheSTKalsoallowsyoutoprogram
variousclockratesforthedeviceundertest,whichisaboontodebuggingsometypes
ofproblems—bringingtheclockdownREALLYslowletsyouexaminesignalstate
changesinslowmotion.Forthoseofyoustrugglingundertheeviloppressionofa
legacy-freePCwithonlyUSBports,theSTK500alsoworksperfectlyoveraUSB-to-
serialadapter.

OneaspectoftheSTK500thatisslightlyunusualisthatyouhavetosetup—by
hand—theconnectionsbetweenthedeviceundertestandtheclock/programming
netsrequiredtoaccessit.Thisisnotdocumentedaswellasyou’dprobablylike—and
itisn’tdocumentedatallforsomenewdevicesliketheATtiny26L,atleastatthe
timeofwriting.Fortheprojectsinthisbook,youshouldtakenoteofthefollowing:

■ YourATtiny26Lchipshouldbeinsertedinthebluesocketlabeled
SCKT3700A1.

■ TheISP6PINheadershouldbejumpedtotheSPROG1(blue)6-pinheader.

■ XT1/XT2onthePORTE/AUXheadershouldbejumpedtoPB4/PB5(respec-
tively)onthePORTBheader.

■ RSTonthePORTE/AUXheadershouldbejumpedtoPB7onthePORTB
header.

■ WhileIwastestingthecodeinthisbook,IgenerallyhadPORTAjumpedto
theLEDSconnector,sothatLED0-7reflectthestateofPA0-7,andIjumped
SW0-3ontheSWITCHESheadertoPB0-3onthePORTBconnector.

■ Jumpersshouldbesetasfollows:VTARGET,AREF,RESET,XTAL1all
shorted,OSCSELpins1-2shorted,BSEL2open.

Allthecablesrequiredtoperformtheaboveinterconnectionsareshippedaspart
oftheSTK500package.
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AfinalnoteonAVRStudio:Thecurrentversionofthisprogramcanberather
sensitivetothepresenceofsoftwarethatinstallsfilesystemhooks.Ifyouarehav-
ingdifficultybuildingcode(typically,thesymptomyouwillgetisthatyouhitF7to
build,andnothingappearsintheoutputwindow),trydisablinganyantivirussoft-
wareorautomaticfileversioningutilityyouhaverunninginthebackground.This
conflictisknowntooccur,onsomesystemsatleast,withbothNortonAntivirusand
Vet.

2.4Candidatex86-basedSBCsfor‘Soft’Tasks

ThereasonforchoosinganIntel-typePC-compatibleSBCratherthanapropri-
etaryorsemi-proprietaryarchitecturebasedaroundsomeRISCmicrocontrolleris
primarilyeaseofdevelopment,followedcloselybycost.Therearenumerousread-
ily-availableRISC-coredsystem-on-chipdevices(andSBCsbasedontheseparts)
whichwouldhaveadequateprocessingperformancefortheE-2project,andMUCH
leanerpowerrequirements.However,theSBCsbasedonthesedevicesare,byand
large,verylow-volume,expensiveappliances,anddevelopingforandinterfacing
tothempresentssignificantlygreaterengineeringchallengesthansimplyattaching
peripheralstostandardPCportsandinstallingapre-builtdriver.Byusingahardware
platformthatisessentiallyjustanoff-the-shelfPC-compatible,wecanconcentrate
ontheapplicationathand,ratherthanspendingtimeoncreatingatoolchain,
configuringandcompilingacompatiblekernel,andworkingouttheminutiaeofin-
terfacingtheperipheralsweneedtouse.Ourdevelopmentprocessistherebygreatly
accelerated;refertothenextchapterforamoredetailedanalysisofthispoint.

IfyourrequirementsaresuchthatyouabsolutelyMUSThavelowpowerconsumption
inthemastercontroller,thenyoudohaveafewoptions.Severalcompanies—includ-
ingAdvantech—sellSBCsbasedonIntel’sXScale®CPU;forexample,lookatthe
VIPERproductfromArcom,http://www.arcom.com/.Theseboardsaregenerallybuilt
onthestandard3.5″biscuitformfactor(seethefollowing)andaresupportedwith
ARM-Linux.Ifyouarewillingtoconsidermoredeeply-embeddedsolutionsrunning
leaneroperatingsystems,thereareevenmoreoptionsforyou,suchastheLPC-xxxx
seriesofevaluation/prototypingboardsfromOlimex,http://www.olimex.com/.These
boardsarebasedaroundthenewPhilipsLPC2000seriesofARM7-coredmicrocon-
trollers;they’resupportedbyGNUtools,simpletoprogram,andtheofferingsfrom
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Olimexareveryreasonablypriced(around$60).DuetoRAMlimitations,youwon’t
beabletouseLinuxontheseboards;they’rebestsuitedtoproprietaryOS-lessenvi-
ronments,orverysmalloperatingsystemssuchasuCos-II.

Ourselectionofx86leavesusalotofterritoryfromwhichtochoose,however.
Therearenumerousvendorsofferingsingle-boardx86-Linux-compatiblecomput-
ersbasedaroundprocessorsrangingfromthe80386(intheformoftheInteli386EX
embeddedcontroller)allthewayuptohigh-endmultiprocessorPentium4andeven
64-bitboards4.Theseboardsarereadilyavailableinavarietyoflargelystandardized
formfactors:

■ 3.5″biscuit.Thisformfactorhasthesamefootprintasa3.5″diskdrive.
Powerinputisviaa4-pinconnectorcarrying+5V,+12Vandtwoground
returns,thesametypefoundonaharddiskorCD-ROMdrive.

■ 5.25″biscuit.Thisformfactorhasthesamefootprintasa5.25″diskdrive.
Generally,thepowerinputisviaanoldAT-style(notATX!)connector.

■ ISAorPCIprocessormodulecards,intendedtoplugintoapassiveback-
planealongsideperipheralcardswiththesamebusarchitecture.Bytheway,
acommonmisconceptionisthatmultipleCPUcardsofthistypecanbe
pluggedintoasinglebackplanetobuildamultiprocessorsystem;thisisnever
thecaseforISAboards,andonlyoccasionallytrueforPCIcards.Unlessthe
card’sdocumentationspecificallysaysthatit’sdesignedforuseinamultipro-
cessorenvironment,youshouldassumethatitcan’toperatethisway.Evenif
itispossibletobuildmultiprocessorsystemsaroundaparticularCPUcard,a
specializedbackplanewillalmostcertainlyberequired.Inmanycases,these
“multiprocessor”backplanesactuallyhavenocommonconnectionsexcept
thepowerrails;anyinter-processorcommunicationsyouwishtoimplement
havetoberoutedthroughEthernetorsomeotheruser-suppliedinterconnect
mechanism.

■ Mini-ITXmotherboards.Thisformfactorismechanicallyasubsetofthe
standardITXboardusedindesktopPCs,andithasaconnectorforastandard

4 Somevendorsstillsellsystemsbasedaroundolderx86processors—80186-compatiblesarequite
common—butwewon’tdiscussthese.
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ATXpowersupply.Mini-ITXimplementationsextantatthetimeofwriting
require+3.3V,+5Vand+12Vrails.

■ Standard-sizedPCmotherboardswithvaryinglevelsofon-boardperipheral
integration.

TheMini-ITXformfactormentionedpreviouslystraddlesthelinebetweenthe
“consumeroff-the-shelf”and“embedded”markets,anddeservesalittleadditional
explanation.Atthetimeofwriting,themajorvendorofMini-ITXboardsisVia
Technologies,http://www.viavpsd.com/,butothermanufacturersarepreparingto
releasesimilarproducts.AmongtheseisTransmeta,whohavechosentheMini-ITX
formfactorfortheevaluationboardsfortheirnewestx86-compatibleprocessors.
Mini-ITXisaphysicallycut-down(170×170mm),backwards-compatibleversionof
theITXmotherboardformfactor;ithasscrewholesandconnectorzonesdesignedto
matewithastandardPCcasingandATXpowersupply.ViaTechnologiesvigorously
marketsthisformfactortoasectoronemightcharacterizeas“consumerembedded”
applications;i.e.,hobbyistprojectsbuiltaroundaPC-compatiblemotherboard.The
TV-outfeatureincludedonVia’sEpiaMini-ITXrangehasledtoalargenumberof
hobbyistsusingtheseboardstobuilddedicatedset-topboxesforplayingvideocon-
tentdownloadedfromtheInternet.Therearealsoquiteafewcommercialthinclient
sortsofapplicationsbuiltaroundtheseboards.

Via’slatestmini-ITXboardsaremuchmoreembedded-friendlythantheolder
boards(whichwerebasicallyjustaregularPCmotherboardwritsmall).Thelatest
modelshavePCMCIAandCompactFlashslotsandanevensmalleroutlinethan
Mini-ITX(Viatermsthis“Nano-ITX”);theyarealsosubstantiallycheaperthan
standard3.5″and5.25″SBCsbasedaroundtheexactsamechipsets.Speakingof
prices,justasadatapointforyou,Mini-ITXboardsstartatjustunder$90retail,
single-unitpricing,foracompleteboardwith533MHzViaEdenCPUandvari-
ousintegratedperipherals;3DacceleratedAGPSuper-VGA,twoIDEbuses,serial,
parallel,Ethernet,fourUSBports,etc—justaddRAM.Pentium-classSBCs(of
comparableperformance)in3.5″or5.25″formfactorsstartatjustabove$350with
asimilarsetofperipherals.However,thatisn’tthewholestory.Onemajordownside
toMini-ITXisthatitassumestheavailabilityofanATX-stylepowersupply.Via’s
boards,forinstance,absolutelyrequire+3.3V,+5Vand+12Vrails—theywon’top-
eratewithoutallofthesevoltagespresent.MostSBCsarehappywithasingle+5V
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rail5;theyhaveonboardregulationtoprovidewhateverothercoreandI/Ovoltages
theyrequire.Youshouldtakethecostofasuitablepowersupplyintoaccountwhen
buildingyoursystem—andalsoconsiderissueslikesize,airflow/airspacerequire-
ments,andnoisefromcoolingfans.Rememberthatmostactivecoolingsystemswork
constantlytopullanydangerousaerosolsordustintheatmosphererightthrough
yoursystem!Mysuggestion,ifyouplantobuildMini-ITXintoyoursystem(assum-
ingyoudon’twanttodesignyourownpowersupplyfromscratch)istolookatthe
powersupplymodulesmanufacturedfor1Urack-mountcases.Thesearestandardized
insize(hence,interchangeable)andmostofthemhavevariable-speedfans,which
runonlywhenthepowersupplyisactuallyinneedofactivecooling.Theyalsohave
enoughpowercapacitytosupplyanyperipheralyouarelikelytoaddtosuchasystem.

OnefinalcommentonMini-ITXandNano-ITX—Thestarofthisformfactoris
mostdefinitelyrising.Severalmanufacturersproducearangeofstandardizedhous-
ings,powersuppliesandslimperipheralsdesignedspecificallyforMini-ITXboards.
Someoftheseareintendedfor“thinclient”disklessapplications,othersforsemi-in-
dustrialrack-mountinstallations,andsomeofthemevenforset-top-boxuse.Ifyou
wanttousetheminimumpossiblequotaofcustompartsinyourdesign,Mini-ITXis
agreatpathtoinvestigate.

Averyimportantfactorwhichyoushouldalwayskeepinmindisthatconsumer-
gradePCproductsareconstantlychanging.It’sextremelydifficulttostandardizea
productifyou’rebuildingitoutofill-specifiedparts,andthattranslatesintoongoing
costsforyouinrevisinghousingdesigns,re-testingyourexternalcircuitandfirmware
withdifferentmotherboardchipsets,andsoon.Obviously,thisisn’tmuchofanissue
foraone-offproject,butitisamajorsourcingissueforlow-volume,long-termongo-
ingproduction,whereyourorderquantitiesaren’thighenoughtoguaranteesupply
ofolderparts.Asaruleofthumb,ifyouanticipatetheproductionlifeofyourdevice

5 Most(ifnotall)SBCshaveinputsforatleast+5Vand+12V;manyhaveinputsfornegativerails
too.However,inmostcasesyou’llfindthattheseextravoltagesareonlypassedthroughtoexpan-
sionports;they’renotactuallyusedontheSBC.ThePCM-5820,forinstance,reliesonlyonthe
+5Vrail.Ifavailable,itcanusethe+12Vrailtoachieveawiderswingontheaudiooutputs,butif
youdon’twanttoprovideadual-voltagepowersupply,justsettheaudiojumperfor“no12V”and
theboardisquitehappytorunoff+5Vonly.
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tospansixmonthsormore,andithastobesqueezedintoaspecialformfactorofany
sort,thenIstronglyadviseyoutodesignaroundanSBCratherthananoff-the-shelf
motherboard.You’llpaysomethingofapremium,butitwillsavealotoftimeand
moneyinthemediumtolongtermbecauseyouwon’tneedtorevisecableharnesses,
housingdesigns,powersupplyrequirements,andsoon.Rememberalsothatinmost
jurisdictions,youhavetopayforEMIcompliancetestingeverytimeyoumakea
designchangelikethis,orriskenormousfines!

Ifyou’rewillingtoshouldertheannoyanceof(atleastpotentially)keepingtrack
ofseveralsoftwareversions,andyourapplicationisnottightlyspace-constrained,
thenstandardPCmotherboardformfactorsdohaveacertainappeal—theATX
standard(andbyextension,Mini-ITX)specifiesasinglestandardizedsquarecutout
connectorzone.Everymotherboardshipswithasmallspringysteelplatethatmates
withthisconnectorzoneandprovidesprecisecutoutstomatchwhateverconnec-
torsareprovidedonthatspecificmotherboard.ThisneatlytakescareoftheEMI
problemsImentionedearlier—thebiggestannoyance(besidesthefactthatATX
motherboardsarerelativelylarge,andthevolumeofairspaceyouneedtokeepclear
tomatchtheATXclearancesstandardfullyisprettyvast)isthatassuppliesofa
particularmotherboarddryup,you’llneedtotestandqualifyyoursoftwaredistribu-
tiononnewplatforms.Ifyourapplicationisthesortofanimalthatrequiresongoing
softwareupdates,youhavetodecidewhethertomakeasuper-intelligentsoftware
upgradebundlethatcanworkoutwhatkindofhardwareit’srunningonandconfig-
ureitselfappropriately,orkeeptrackofwhichusershavewhichhardwareversions.
Thelatterapproachiseasywhileyouhaveonlyafewcustomers,butonceyour
userbaseswells,itbecomesabigexerciseindatabasemanagement,particularlyonce
afewunitshavebeeninforrepairandhavehadparts“upgraded”—becauseyoucan
nolongerusesimpleserialnumberrangecheckstoknowwhat’sinsideaparticular
unit.Yoursituationmayhavespecialcircumstances,butwhenI’vebeeninvolved
inaprojectlikethis,ithasalwaysbeenlesswork,ultimately,tobuildasinglesoft-
warebundlethatworksonallsupportedhardwareversions.Attheveryleast,design
yoursysteminsuchawaythatit’spossibleforthesoftwaretodeterminewhatkind
ofhardwareit’srunningonbeforeitneedstodoanyhardware-specificstartuptasks.
Thatmightsoundcrazy,butunlessyoudesignwiththisideainmind,it’snotuncom-
montorunintochicken-and-eggsituationswheretheonlywayyoucanidentify
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somepieceofhardwareisbyassumingtheexistenceofsomeotherpieceofhardware,
probingwhichmaycrashthesystemifitdoesn’tcontainthisparticulardevice.

Onthetopicofhousingyoursystem,ifyou’rebuildingadeviceinanyreasonable
productionquantity,youwillwantaprofessional-lookingenclosureforit.Jiffyboxes
work,butthey’reugly.Unfortunately,thetoolingcostforacustomplasticenclosure
isprohibitive—tensofthousandsofdollarsatminimum.Amuchcheaperoption,
whichpeoplerarelyseemtoconsider,isbentsheet-steel.Numerousmetalenclosure
shopscanbuildyouquitecomplexshapesatasurprisinglylowcost.Modernmetal-
workingshopsuseCNClasercuttingtoolsontherawsheetstocktomakeholesand
tabsofpracticallyanyshape.Thepartsarethenbentbyhand,andspotweldedwhere
necessary.Fasteners—threadedpostsreadytoacceptanut,tappedpoststoaccepta
screw,reinforcedspotsforrivets,andsoon—arepermanentlybondedtothesheet
partsusingapressapparatus.Thepartscanthenbepaintedandbaked,ifdesired.As
adatapointforyou,aproductionrunofaroundonehundredpieces,withanexterior
paintjobandapproximatelythesamecomplexityasadesktopPC’scasing,manu-
facturedlocallyintheUnitedStates,willcostaroundUS$60perpiece.It’sentirely
possibletogetevencheaperpricesifyoushoparound—thereareliterallythousands
ofmetalshopsthatcandothissortofwork.

Anotherpossiblehousingsolutionistouseasectionofaluminumextrusionwith
custom-punchedendplates.Thistypeofhousingworksverywellwith3.5″SBCs
andotherboardsthatrunalltheirimportantconnectorstoanedge.It’slesswork-
ablewhenyouneedtomountlotsofconnectorsontheendpanelsusingflyingleads.
(Cheapexternalmodemswereoftenmanufacturedusingthismethodafewyears
ago).Ifyou’recontemplatingthisoption,youmaywanttovisithttp://www.frontpan-
elexpress.com/,whereyoucandownloadsoftwaretocreateyourcustomend-panels
andgetaninstantonlinequoteonproduction.

Inanycase,beforeyousignoffonyourcustomenclosuresolution,compareyour
designwithstandardproductsanddecideifthecustomizationyou’veaddedisre-
allyworthit.Remember—ifyou’reusingaMini-ITXboard,therearenumerous
low-profilehousingsavailabletoyouofftheshelfinavarietyofshapes.Youcanalso
thinkaboutusingastandard1U19″ATXrack-mountcasing,whichwillalready
haveastandardconnectorzonecutoutinthebackandasuitable,UL-listedpower
supply—plus,ithastheadvantageofintegratingneatlywithalotofotherindustrial
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equipment.Anothersubtleadvantageofthisapproachisthatifyoubuildacomputer
systemoutofFCC-approvedparts,youdon’tneedtoseekaseparateapprovalforthe
assembledsystem—itjustridestheapprovalofitsindividualcomponents.

2.5TheAdvantechPCM-5820Single-BoardComputerUpClose

Forthistext,IhavechosentousetheAdvantechPCM-5820single-boardcomputer
asmyreferenceplatform.Thisboardhasacombinationoffactorsworkinginits
favor,whichiswhyIhavebeenworkingwithitforacoupleofyears:

■ Itisreadilyavailableex-stockatareasonableprice(aroundUS$235atthetime
ofwriting;cheaperthanmanyindustrialSBCsofmuchlowerperformance).

■ Itisphysicallyquitesmall,at145×102mm(itisa3.5″biscuit)anditiseasy
tomount.

■ ItspowerrequirementsarerelativelymodestforaPentium-classx86system;
Advantechquotestypicalcurrentrequirementsof1.5Afromasingle+5V
rail,althoughpeakcurrentrequirementscanbeasmuchas4A.Asidebenefit
ofthisisthatitdoesnotabsolutelyrequireactivecooling(Advantechshipsit
withathinpassiveheatsink);aslongasyoudon’tactuallywrapitinablan-
ket,overheatingisunlikelytobeaproblem.

■ TheboardsportsahealthyselectionofperipheralsandI/Ofeatures,makingit
veryeasytointerfacewithawidevarietyofexternalsystems.

■ Theprice-performancebalanceisveryattractive.Thenextstepdownwould
beaboardbasedonalow-speedPentium,i486oreveni386CPU;these
boardsarejustafewdollarscheaperthanthePCM-5820,andmuchless
capable.Inparticular,theintegratedUSBisarealboon;itallowsyoutohook
incheapconsumerperipheralsratherthanfiercelyexpensivePC/104expan-
sioncards.

Let’stakeamomenttoexaminethePCM-5820hardwareindetail.Figures2-1
and2-3detailphotographsofthetopandbottomoftheboard,showingthehigh
levelofintegration.Notethelow-profileheatsinkandabsenceofactivecooling.I
didn’tremoveanythingfromtheboardtotakethesephotos;thisishowtheboard
ships,anditdoesn’tneedanyfurthercoolinginmostsituations.
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Figure2-2:BottomofPCM-5820

Themajorhardwarefeaturesareasfollows:

■ Microprocessor–NationalSemiconductorGeode6.Thefastestflavorofthis
processoravailableonthe5820is300MHz;someothervendorsoffer333
MHzproducts.Geodeisa“Pentium-ish”CPU;itishardtoestablishanexact
equivalentwithanIntelCPU,buttheperformanceissomethinglikeanac-
celeratedPentium1.ItsupportstheMMX-1instructionsetextensions,butit
lackssomePentiumcorecomponentssuchasMTRRs(MemoryTypeRange
Registers).Geodehasanarchitecturalequivalent,ARRs(AddressRange
Registers).Italsohasanextensivesystemofsoftwaretrapsthatallowitto
emulatemanystandardPChardwarefeaturesinfirmware;moreonthistopic
later.Veryroughlyspeaking,a300MHzGeodeiscomparableinperformance
toa200MHzPentiumwithMMX.Archaeologically,Geodeisdescended
directlyfromtheCyrixMediaGXprocessor.Itappearstosharesomehistory
withtheearlyIBM/Cyrix486SLC(clock-multiplied486-compatibleinan
i386SXpinout)and“BlueLightning”(clock-multiplied486-compatiblein
ani386DXpinout)processors.Becauseoftheslightlyunusualarchitecture,
therearesomebehavioralodditiesintheGeodeplatform;we’lldiscussmost
oftheseinthetexttofollow.

6 TheGeoderangeofx86-compatibleInternetapplianceprocessorswassoldbyNationalSemicon-
ductortoAMD,inadealannouncedinmid-2003.However,asatthetimeofwriting,Ihaveyetto
seeanAMD-brandedGeodechip.

Figure2-1:TopofPCM-5820
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■ RAM–ThereisasinglestandardSODIMMslotsupportingmemorysizesup
to256MB.Theboarduses3.3VunbufferedPC100SDRAM.Inourexam-
ples,wewillbeassumingasystemwith64MBRAM.

■ Ethernet–TheboardhasaRealtekRTL813910/100EthernetMAC;well-
supportedandrelativelytrouble-free.Thereisanetworkbootextension
availableinthesystemBIOS,shouldyoucaretouseit.

■ USB–ThesystemhastwoUSB1.0OHCI-compatibleportsprovidedbythe
CS5530companionIC.Ihavereadscatteredreportsofproblems(lockups
andincompatibilities)withtheUSBimplementationinthischip,mostly
withhigh-bandwidthdevices(videocapturepods,storagedevicesandLAN
adapters).Todate,Ihavenotencounteredanyproblemsofthisnature,andit
maybethattheseissuesonlyaffectolderoperatingsystemkernels.

■ Serial–Therearetwoserialports,oneofwhichisRS-232-only,andthe
otherofwhichcanbeconfiguredaseitherRS-232,RS-422orRS-485.

■ Parallel–Theboardfeaturesastandardparallelport,configurableforSPP,
EPPorECPmodes.Thisportisveryusefulasgeneral-purposeI/O.

■ Audio–TheCS5530companionICon-boardhasanAC97codecinterface.
Atthetimeofwriting,currentproductionofthePCM-5820isshippingwith
aRealtekALC201codec.OlderproductionusedanAnalogDevicescodec.
Byandlarge,thishardwaredifferenceshouldnotrequireanysoftwaremodi-
fications.Theboardhasline-levelandmicrophone-levelinputs,line-level
output,andindividualspeakerdriveoutputs.Itisnotcapableofdelivering
muchpowertothespeakeroutputs,soforanythingotherthanheadphone
connectionsyouwillprobablywantanexternalaudiopoweramplifier.

■ Video–The5820hasastandardanalogVGAoutput,aswellasaheaderfor
connectingtoparallelTFTLCDs.AnLVDStransmitterIC(andassociated
LVDSoutputconnector)isoptionallyavailableonsomeboardvariants.Sup-
portedresolutionsrangeupto1280×1024(at8bpp,onCRTonly)or1024
×768(at16bpp,onCRTorLCD).Passivepanelsarenotsupported;the
CS5530requiresadditionalexternalDRAMtosupportpassivedisplays,and
AdvantechhasnotallocatedspaceontheboardforthisadditionalRAM.
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■ Mass-storage–Thereisastandardfloppydriveheadersupportingtwodrives.
Moreusefully,thereisasinglestandardIDEbus(witha44-pin2mmpitch
“laptop”typeconnector)andabootableCompactFlashslotonthesecondary
IDEport.NotethattheCompactFlashslotiswiredinTrue-IDEmode,andit
isthereforenotpossibletousenonstoragedevicesorto“hotswap”Compact-
Flashcards.(TheCompactFlashspecificationrequiresapower-cycleinorder
toswapmediaifthesocketisruninTrue-IDEmode.Thisrequirementhasto
dowiththelengthofthepinsinthesocket,whichcontrolpowersequenc-
ing;hot-swapwillsometimesworkonaTrue-IDEslot,especiallyifyoupush
thecardinswiftlyandfirmly,butitcan’tbeguaranteed,andyoushouldavoid
tryingitbecausethereisariskofdamagingthecard).

■ Expansionbus–AlthoughtheGeodesystemusesaPCIarchitecture,the
5820doesnotofferameanstoconnectPCIperipherals.Theboardhasa
standardPC/104header,essentiallyanISAinterface.

■ Miscellaneous–AsinglePS/2portallowsconnectionofakeyboardand
mousebywayofaY-cable,suppliedwiththeboard.Thereisalsoaportto
connectanIrDAtransceiverorCIRreceivermodule;theinbuiltIRUART
canbeconfiguredforvariousinfra-reddecodingmodesincludingASK,FSK
andIrDA.(Enablinginfra-redfunctionalityusuallydisablesnormaluseofthe
secondserialport).

If,forwhateverreason,youneedtoseekanalternativesupplierofboards,and
you’retryingtofindsomethingsimilartothehardwaredescribedinthisbook,there
aremanyoptionsforsecond-sourcing.(Thisisyetanotheradvantageofchoosinga
PC-basedarchitecture).Hereisashortlistofcompatible,oratleastbroadlysimilar
productsfromdifferentvendors,withcommentsontheirdifferencesfromthePCM-
5820.Youshouldbeabletoruntheexamplecodeinthisbookonanyoftheseboards
withfewornomodifications:
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Vendor Model Notes
Acrosser
www.acrosser.com.tw

AR-B1551 PracticallyidenticaltothePCM-5820,
exceptforadifferentmechanicallayoutanda
DiskOnChipsocketaswellasCompactFlash.
TheLVDSLCDinterfaceisincludedasstandard
onthisproduct.Notethatthereareacoupleof
othervariantsinthisfamily.

BCM7
www.bcmcom.com

EBC-3410 TwinEthernetports(basedonRealtek
RTL8139),otherwisefunctionallyidenticalto
thePCM-5820.

BCM EBC-5410 Thisisa5.25″form-factorboardwithfourserial
ports,asinglePCIslot,64MBofon-board
SDRAM,andastandardDIMMsocketfor
additionalSDRAM.

ICPAmerica8
www.icpamerica.com

WAFER-
5820

ThisboardhasaDiskonChipsocketinsteadof
aCompactFlashslot.Otherwise,theproduct
isalmost100%mechanicallyandelectrically
identicaltotheAdvantechboard,exceptthat
theboardisnotcapableofdrivingloudspeakers
directly;itrequiresanexternalpoweramplifier.
Notethatthissameboardissoldasa“Gorilla
SystemsGORWAFER-5820”insomemarkets.

NetcomIPC
www.netcomipc.com.tw

NC-529 VerysimilartothePCM-5280exceptthatithas
aDiskonChipsocketinsteadofaCompactFlash
slot.Thisboardisthe“oddmanout”ofallthe
otherGeodeboardsI’veinspected,inthatituses
theNationalSemiconductorPC97317Super
I/OchipratherthantheWinbondW83977AF
favoredbyothervendors.Thisdifferenceis
unlikelytoaffectyouinanysignificantway,
however;themaindifferenceisthattheNational
chipdoesn’thavequitethesamerangeofinfra-
reddecodingsupportastheWinbondpart.

7 BCMisalsoknownbythebrandnamee-valuetech.

8 ICPdistributesproductsfromIEI,aTaiwaneseOEM.Thesameproductsareavailablefromother
vendorsunderdifferentnames.
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AllofthecodeandothermaterialsinthisbookhavebeentestedwiththePCM-
5820,EBC-3410,EBC-5410andWAFER-58209,soifyouacquireanyoneofthese
boardsyoucanbeassuredthattheexampleswillrunforyou“outofthebox.”

Bytheway,youshouldnotethatalthoughtheboardoutlineandscrewholes
arestandardizedforthe3.5″biscuitformfactor,theoverallmechanicallayoutis
definitelynotstandardized.Oneexampleyou’llobserveinparticularisthatonthe
AdvantechPCM-5820,theCompactFlashslotismountedonthesoldersideofthe
board,underneaththePC-104connector.OntheBCMEBC-3410(bywayofcom-
parison),theCompactFlashslotisonthesoldersideoftheboard,alongthesame
edgeastheconnectorpanel.Otherimportantmechanicaldifferencesarethelayout
ofconnectorsontheI/Oedgeoftheboardandalsotheoverallairspacerequirements
oftheboard,includingheatsinks.Forinstance,theICPWAFER-5820hasalarge
custom-madealuminumheatspreadercoveringboththeGeodeandCS5530ICs,
andasmall,standard-sizeheatsinkisgluedontopofthat.

Theupshotofallthisisthatyoushouldbeawarethatitisverydifficulttodesign
acompletelygenericcasingthatcanguaranteeablyaccommodateallthird-party
variationsonaparticularboardconfiguration,unlessyou’rewillingtowastealotof
internalspace.Thisisespeciallytrueifyouneedtomakeconnectorsontheboard
directlyaccessibleoutsidethehousing.Youshouldkeepthisinmindwhenorganiz-
ingaproductthatwillhaveasignificantenoughproductionlifespantorequirea
backupSBCsupplier,particularlyifyourendproductneedstomeetEMIcompliance
standards(toearnFCCorCEapproval,forinstance).Itispossibletomakeyour
housingfairlygenericbycuttingalargeholetoexposetheentireconnectoredgeof
theboard,butthiswillincreaseoverallsystememissions.

2.6SelectinganInter-ModuleCommunicationsProtocol

Whenyou’rebuildingyourreal-timedataacquisitionandcontrolsystems,youwill
needtoselectsomekindofinterfacetoconnecttheseperipheraldeviceswiththe
PCorother“master”systemyou’reusingtorecordand/oranalyzethedata.Issuesyou
willneedtoconsiderwhenchoosinginterfacesinclude:

9 AstheWAFER-5820lacksaCompactFlashslot,obviouslyIhavenottesteduseofCompactFlash
withthisboard.
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■ Noiseimmunityoftheselectedprotocolvs.anticipatednoiseinyour.system’s
environment.

■ Datatransferratesandlatencies.

■ Deliverydelays.

■ Complexityofanyrequiredwiring.

■ Maximumpermissiblecablelength(thisisusuallyafunctionofdatatransfer
rate).

■ Costanddifficultyofimplementationonthetargetmicrocontroller.

■ CostofamatchinginterfaceonthePCside,andavailabilityofdriversforthe
operatingsystemyouintendtorunonthePC.

■ Clockrecoveryissues,suchasmaximumallowablesystemclockdrift.

I2C®(Inter-ICCommunication),alsoknownastwo-wireserial,isawidely-used
synchronousserialprotocol.Itisahalf-duplexsystemimplementedontwobidirec-
tionallines,SCL(clock)andSDA(data).DevicesontheI2Cbusarerecognizedby
meansofuniqueaddresscodes.TheissuingauthorityfortheseaddressesisPhilips,
whichalsoownsthetrademarkontheI2Cnameitself,aswellaspatentsrelatedto
itsimplementation.Thereareactuallythree“grades”ofI2C:basic(100kbps,7-bit
addresses),fastmode(400kbps,7-bitaddresses)andhigh-speedmode(3.4Mbps,
10-bitaddresses).Fastermodesarebackwards-compatiblewithslowermodes,andthe
protocolisdesignedinsuchawaythatslowerperipheralscancoexisthappilyonthe
samebuswithfastdevices.Regardingthepatentissue,itisnotnecessaryforyouto
licensetheinterface;ICsthatimplementI2Cincludethelicensecostaspartofthe
chipprice.Ifyoustudythedatasheetcarefully,youwillseeastatementtotheeffect
thattheI2Cbusimplementationislicensedtoyouwiththepart,forusewithother
licensedcomponents.(Thereasonfortheaddendumontheendofthatstatementis
tomakeitclearthatusingasinglelicensedcomponentdoesn’tautomaticallylicense
everythingelseonthebus;eachindividualpartneedstohavealicense).

SPI(SerialPeripheralInterface),alsoknownasthree-wireserial,isamechanical-
lysomewhatsimplersynchronousserialprotocol,thetrademarkforwhichisowned
byMotorola.Three-wireisabitofamisnomer,asSPIactuallyrequiresfoursignals
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perdevice(plusagroundreference);datain,dataout,clockandselect.Theexact
namesgiventothesesignalsvaryamongdifferentimplementations,buttheofficial
namesareMOSI(MasterOutSlaveIn),MISO(MasterInSlaveOut),SCLKand
SS(SlaveSelect),respectively.Notethatthedatadirectioninthesenames(Serial
In/SerialOut)isdescribedwithreferencetotheslavedevice;i.e.,MOSIisanoutput
onthemasterandaninputontheslave(s).

SPIworksbestforsingle-master,many-slaveapplications.Becauseoftheneedto
provideaseparateselectlinetoeachdevicethatcanactasaslave,tryingtoengineer
asystemwithmultiplepossiblemastersisirksome;it’snotreallywhattheprotocol
wasdesignedtodo.TheadvantageofSPIisthatit’sverysimpletoimplement,it’s
full-duplex,andit’sinherentlymoreefficientthanI2C—transfersareinitiatedsimply
byassertingthetargetdevice’sselectline,withnoadditionalsetupprocessorad-
dressinghandshakephaserequiredbeforetheactualdatatransfer.Thearchitectureof
theinterface(fromaslaveperspective)issimplyan8-bitshiftregisterwiththemost
significantbitconnectedtoMISOandtheleastsignificantbitconnectedtoMOSI.
Whilethedeviceisselected,ateachclockpulse(polarityisuser-definableinmost
SPIimplementations)theshiftregisterrotatesleftonebit,samplesMOSIintoits
least-significantbit,andtheMISOpinisupdatedwiththemost-significantbit10.If
theSSlinegoeshigh(inactive),MISOistristatedtopreventbuscollisions.

I2CandSPIarefrequentlyusedtocarrycontrolinformationaroundasingle
board,orbetweenmultipleboardsinasubassembly;I2Cisalsofrequentlyusedto
communicatebetweenahostsystem(forexample,alaptopcomputerorcellphone)
anda“smart”rechargeablebatteryorotherperipheral.You’llalsofindI2Cused
variouslyinconsumerA/Vequipment(communicatingbetweenamicrocontroller
andtuner,digitalpotentiometer,displaycontrollerandsoon)andmiscellaneous
otherappliances(I2CEEPROMsarefrequentlyusedtostoreconfigurationdatain
everythingfromburglaralarmstodigitalcameras).Neitheroftheseprotocolsis
intrinsicallydesignedtodrivelongcablerunsandbothprotocolscanbebothgenera-
torsofandvictimstonoise.

10Notethatincomingdataissampledononeclockedge,andoutgoingdataislatchedontotheoutput
pinontheoppositeclockedge.
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NotealsothattheofficialnamesI2CandSPIaretrademarked,andasaresult
you’llfrequentlyfindchipcompaniesimplementingverysimilar,unlicensedinter-
facesunderdifferentnames.Suchthird-partyinterfacesareusuallyintentionalclones
ofoneorotherofthese“bigtwo”synchronousprotocols;ifyou’relookingatamicro-
controllerorperipheralthatimplementssomestrangely-namedsynchronousserial
interface,thechancesareexcellentthatitis,oratleasttriestobe,compatiblewith
eitherI2CorSPI.

Onedesignadvantageofsynchronousprotocolsisthatclockrecoveryisintrinsicto
thehardwareinterface,andaslongasyoudon’texceedthemaximumpermissibledata
rates,itisn’tnecessarytomaintaintightclockcontrol.Thisworkswell,particularlyfor
cost-sensitiveapplicationsthatuseRCoscillatorsastheirclocksource.However,there
arevariousreasonsyoumaywanttoconsideroneofthestandardasynchronousserial
interfaces;amongwhich,theyareallmoreamenabletolongcableruns.

RS-232—straightasynchronousserial11—isthecheap,simplecommunications
standardusedsuccessfullyinmillionsofdevicesformanyyears.However,complete
andcorrectRS-232implementationsarerarelyencounteredinconsumer-grade
electronicssuchaspersonalcomputers,andtheyareevenmorerareinembedded
devices.Mostembeddeddevicesimplementoneofthefollowingfourschemes:

■ SimpleTTLdriverswitha5Vswing,occasionallybiasedinsomewaysothat
theswingiscenteredaround0V.Theseinterfacesarealmostalwaysthree-
wire,thatis,theyonlyconnectRxD(receivedata),TxD(transmitdata)
andground.Interfacesofthistypearetotallyoutofspecandthereforehor-
riblyunreliable.ThevagariesofthePCindustryaresuchthatsomePCswill
receivethesesignalsproperly(whichiswhypeoplecangetawaywithdesigns
likethis)butmanyPCswon’tworkatall.Ingeneral,it’saverybadideato
playfastandloosewiththestandardlikethis.You’llfindthispoorman’s
RS-232interfaceusedmostcommonlyinhobbyistgrademicrocontrollerpro-
grammers(severalolderPICmicroprogrammersworkedthisway,forinstance,
thoughmercifullythehabitseemstobedyingout).

11It’srarelymentioned,buttheRS-232specificationalsoincludessynchronousoperation.Inpractice,
virtuallynoterminalequipment(includingPCs)thatyou’llencounteractuallysupportssynchro-
nouscommunications,soforallreal-worldpurposes,RS-232isapurelyasynchronousinterface.
PedantswhoassertotherwisearelikelytoemailtheircomplaintsinEBCDIC.
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■ Solutionsthatuseolddriver/receiverlevelshiftingchipsliketheMotorola
MC1488andMC1489,inconjunctionwith+/–9Vrails(oftensuppliedby
back-to-back9Vbatteries,andoccasionallysuppliedbytappingsignalson
theRS-232interfaceitself;thehostisreliedontodrivethosesignalstoap-
propriatelevelsbeforetheperipheraliscalledupontofunction).Thiskindof
interfaceisdyingout,butwestillseeitfromtimetotime.

■ Three-wirecharge-pumptypedriver/receiverimplementationsusingplug-n-
playtransceiverchipslikeMaxim’sMAX232A.Theseinterfacesusuallyhave
avoltageswingbetween–10Vto+10V(atleast)andarecompatiblewitha
widerangeofPChardware.

■ Deviceswhichusethepreviouslymentionedchargepumpinterfacechips,
andimplementatleastsomeoftheflowcontrollines,butfallshortofa
completeimplementation.Probablythemostcommonexampleofthisisto
implementRxD,TxD,RTSandCTS.Theadditionalflowcontrollinesare
generallynotusedfortheirtextbookfunctioninembeddeddevices;theyare
oftenusedtosignalsomeproprietarystatusinformation.

Inafewrarecases,peripheralsuseodd,veryproprietarymethodstodrivethe
seriallines;oneexampleishobbyistdataslicercircuitsfor(radio)scanners,which
oftendrivetheseriallinesdirectlyfromtheoutputofanop-amp,thepositiveand
negativerailsofwhicharesuppliedbytwoflowcontrolsignalsfromthehost.These
sortsofsystemsaremercifullyrare.Ifyou’regoingtouseRS-232,Iheartilyrec-
ommendoneofthelattertwooptionsfromtheprecedinglist;ifyouintendtodo
high-speedtransfers,thenflowcontrolisalsostronglyrecommended.

RS-232isabidirectionalone-to-onecommunicationsinterface;thestandard
permitsonetransmitterandonereceiveroneachline,andnomore.RS-423is
electricallysimilar(inthatitissingle-ended;withreferencetoground,–4Vto–6V
isdefinedasmark,and+4Vto+6Visdefinedasspace)butitisdesignedforuni-
directional,one-to-manycommunications.RS-423isratherarareinterface,andI
mentionitonlyforcompleteness.TheproblemsthatRS-423wasdesignedtosolve
aregenerallysolvedevenmoreeffectivelybyRS-485.

RS-422andRS-485aredifferentialserialinterfaces.Theseinterfacesareca-
pableofdrivingmuchlongercableruns(upto4,000feet),orhigherbaudrates(up
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to10Mbps),thanRS-232.RS-422isamulti-dropinterfacespecifiedtodriveupto
10receiversfromasingletransmitter;RS-485isatruemultipointnetworkallowing
bidirectionalcommunicationsamongstupto32driversand32receiversonasingle
two-wirebus.RS-485iscommonlyusedinapplicationssuchasburglarorfirealarm
systems,andinindustrialcontrolapplications.

NotethatRS-232,RS-422andRS-485drivermodesarecommonlyprovidedas
jumper-selectableoptionsonindustrialandcommercialsingle-boardcomputers,so
youoftengetthem“free”aspartofyoursystem.RS-423isquiterareandifyouwant
tosupportit,youwillprobablyhavetobuyaspecialconverterforyourPC.

ThegreatthingaboutRS-232,RS-422,RS-423andRS-485isthatit’sveryeasy
totestthem(allyouneedisaterminalprogram),thesignalscaneasilybecaptured
andanalyzedonalow-enddigitalstorageoscilloscope(oreven,atapinch,witha
pieceofsoftwarerunningonyourPC),andanyoperatingsystemwillhaveallthe
driversrequiredtotalkovertheselinks.

Movingtowardsthehighendofserialprotocols,evenUSBisslowly(andreluc-
tantly)becomingmoreacceptableasaninterfacemethodforembeddedsystems.Of
course,itisalreadyextremelypopularinhigh-volumeconsumerandcommercial
applications,butit’smuchhardertojustifyselectingitforlow-volumeorunique
systems,simplybecausethere’sgenerallyaverylargeamountofsoftwarework(on
boththePCanddeviceside)requiredtogetitfunctional.Thisancillaryworkwastes
engineeringresourcesthatwouldbemuchbetterspentdevelopingtheapplicationof
interest.USBisalsoseverelylimitedastocablerunlength,whichprecludesitsuse
inanyapplicationthatisnotphysicallyadjacenttoaPC.Itsprincipaladvantage,
fromtheembeddedengineer’sperspective,isfastertransferspeedsthanthesimplest
asynchronousprotocols,coupledwithreliablehot-pluggability12andconsiderably
betternoiseimmunitythantheintra-boardsynchronousprotocolsdescribedabove.
Inisochronousmode(typicallyusedbyUSBaudiodevices)itevenhasgoodreal-
timecharacteristics.Plus,awelcomeside-effectofUSBisthatitdeliversaregulated
powersupplytoyourdevice,althoughitisquitedrasticallycurrent-limited(500mA).

12Technically,serialandparallelinterfacesonPCsarenothot-pluggable.Youaresupposedtopower
downboththePCandtheperipheraltobeconnected,connectthecablebetweenthem,then
powerupfirstthePC,thentheperipheral.



38

Chapter2

Mostlow-volumeembeddedapplicationsthatcommunicateoverUSBdosoby
cheating;theyuseanoff-the-shelfUSBinterfacechipthatemulatesastandardin-
terface(forexample,RS-232)onthedeviceside,andhasready-to-runPCdriverson
thePCside.Thebest-knownmanufacturerofsuchchipsisFutureTechnologyDe-
vicesInternationalLtd,http://www.ftdichip.com/.Althoughtheirsolutionsareabout
asseamlessandplug-n-playasUSBdevelopmentgets,therecanstillbeannoying
analogissuestocontendwithwhenlayingoutaPCBusingthesedevices.Ifyou’re
atruemasochistandwanttodothedevice-sideUSBcodeaswellaswriteyourown
driverforthehostoperatingsystemofinterest,probablythemostpopularpartsare
PhilipsPDIUSB011(serialinterfaceonthemicrocontrollerside)andPDIUSB012
(parallelinterface).ThesechipsarereadilyavailablefromdistributorssuchasDigi-Key.

Ifyouwanttogoonestepfurtherthanthis,andbuildyourentireembedded
appintotheUSBchip,thereareplentyofdevicesthatimplementaUSBinterface.
OneofthemostinterestingisCypressSemiconductor’sEZ-USBAN2131QC.This
consistsofaROMless8051microcontrollerwithsomeSRAMandanon-chipUSB
interface,withaninterestingwayofgettingcodeintothechip:thedriveronthe
hostsidedownloadsthefirmwarefromthePCtothemicro,thensimulatesadetach
andreattachevent;themicrothenattachesitselfwithitsnew“personality”deter-
minedbythecodethatwassenttoitinthefirstphase.Averylow-costevaluation
boardforthischipcanbeobtainedfromDeVaSys,http://www.devasys.com/.Itoffers20
I/OpinsandanI2Cinterface,plusa16KBEEPROM.(Ifdesired,themicrocanbe
configuredtograbitscodefromtheEEPROMinsteadofrelyingonthehostPC).

Forsomeapplications,itmayevenbeusefultoemployEthernetasthecommu-
nicationsinterfacebacktothehostPC.Althoughtherearenumerousprotocolsthat
canrunovertheEthernetphysicallayer,forthevastmajorityofapplications,“Eth-
ernetcapable”isreallyawayofsaying“runsTCP/IPoverEthernet.”Thegreatthing
aboutTCP/IPoverEthernetisthatthereisavastselectionofready-madecabling
optionsandtrafficforwarding/filteringhardwareandsoftwareavailableofftheshelf.
Providedyouimplementstandardprotocols(HTTP,FTP,SNMPandsoforth)onthe
microcontrollerend,youalsogetafreeuserinterfaceonthePCendintheformof
webbrowsers,SNMPagents,andsoon.TherearealsoreferenceTCP/IPstacksfor
manymicrocontrollers.Ethernetisrobust,well-understoodandreasonablynoise-im-
mune,andcan(withcarefulplanning)bestrungoverlargedistances.
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TheprincipaldownsidestoEthernetarelatencyandcost.Thereallycheap
Ethernetpartsareofcoursethehigh-volumepartsusedinPCapplications;these
chipshavePCIinterfacesandarethereforevirtuallyimpossibletointerfacetosmall
microcontrollers.ThemarketspaceforembeddedEthernetpartsismuchsmaller.
The“goldstandard”embedded10MbpsEthernetpartistheCrystalSemiconduc-
torCS8900A;anotherpopularchoiceistheRealtekRTL8019.Bothoftheseparts
areinfactstandardISA-buschipsofyesteryearthathavebeengivenareprievefrom
discontinuationpurelybecauseoftheirpopularityinnon-PCprojects.

BesidestheactualcostoftheEthernetMACchipitself(andaPHY,ifapplica-
ble),youshouldalsoconsidertheRAMrequirementsoftheTCP/IPstack,theeffort
requiredtoportaMACdriverandthestackitselftoyourtargetarchitecture,and
thedifficultyofperfectingalltheanalogengineeringaroundtheEthernetport.In
betweentheRJ45jackonyourboardandthechipthattalkstoitisroomenoughfor
alotoftediousdebugging!Forthepurposesofthisbook,IwilltreatEthernetcapa-
bility,ifdesired,asbeingoneofthosefunctionsthat’sbesthandledinthesoft-task
controller.

Inadditiontothesestandardinterfaces,thereareofcoursenumerousproprietary
options.Fortheprojectsinthistext,howeverIhaveselectedaflavorofSPI.Ichose
thisprotocolbecauseitisverysimpletoimplementinfirmware,anditiseasyto
interfacedirectlywithaPC.I2CrequiresbidirectionalI/Osonbothmasterandslave
device;thisaddsanextradimensionofcomplexitywhenworkingwithPCs,because
notallparallelportmodesproperlysupportbidirectionalI/O.Thebaselineparal-
lelportspecificationstipulatesthatcertainsignalsareinputsandcertainsignalsare
outputs;neitherreadingoutputsnorwritinginputsisguaranteedtowork.
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3.1Introduction

Inthischapter,Iwillpresentafewuseful“cookbook”applicationsforreal-time
controlcircuitsdesignedtoperformsomespecificlow-leveltaskandinterfacewitha
mastercontrollerforinstructionsandovermonitoring.Forthemoment,wewilldeal
principallywiththedesignandfirmwareoftheperipheralsthemselves.Inthenext
chapter,youwillfindmoredetaileddetailedexplanationsofhowtodevelopLinux
codetoaccesstheseperipheralsfromanembeddedPC-compatibleSBCordesktop
PC.Thepurposeofthischapteristoprovideintroductory-levelinformationonhow
tointerfacewithsomecommonrobotics-typesensorsandactuators,andinparticu-
lartoshowhowthesecanbetiedintothetypeofsystemwehavebeendiscussing.
Althoughtheprojectsarestandaloneanddon’tdirectlydeveloponeachother,you
shouldreadatleastthedescriptionofthesteppermotorcontrollerinfull,because
thatsectiondescribeshowtheSPIslaveinterfaceisimplemented.Thisinformation
isn’trepeatedinthedescriptionsoftheotherprojects.

Notethatinthisbook,wewilldiscussanoverallsystemconfigurationwhereall
devicesareconnecteddirectlytotheLinuxSBC,asillustratedinFigure3-1.

Thisconfigurationiseasytodevelopandtest,andisanexcellentbasisformany
typesofprojects;infact,thisishowIprototypedalltheE-2hardware.Forthesake
ofcompleteness,however,IshouldpointoutthatintheactualE-2system,allofthe
peripheralsareconnectedtoasinglemastercontroller(anAtmelATmega128,in
fact).ThiscontrollerisconnectedtotheSBCoveranRS-232linkasillustratedin
Figure3-2.

SomeExampleSensor,ActuatorandControl
ApplicationsandCircuits(HardTasks)
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Figure3-1:
Simplifiedsystemlayout

Figure3-2:
ActualE-2systemlayout
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Themastercontrolleristherealbrainsofthevehicle.Infact,inE-2theLinux
systemcanbeconsideredjustanotherperipheralofthemastercontroller.TheLinux
boardperformsstrictlyhigh-levelfunctions;itinterfacestotwoUSBcamerasandan
802.11bWLANadapter,besideswritingthevehiclelogonahigh-capacitystorage
mediumandperformingsomecomputationallyintensivetaskssuchasimageanalysis
anddigitalspectrumanalysisofaudiocominginfromtheexteriormicrophones.This
designisbasicallyanengineeringrefinementofthesystemwe’llbetalkingaboutin
thisbook;discussingitindetailreallywouldn’taddmuchtothematerialyoualready
havehere.Paynoattentiontothatmanbehindthecurtain!

Foryourconvenience(andmine,too!),Ihavedevelopedrough-and-readyPCB
artworkforalltheexamplecircuitsinthisbook.ThePCBartworkissubjecttorevi-
sion,andasaresultisnotprovidedontheCD-ROM;youcandownloaditfreely
fromhttp://www.zws.com/.Theschematicsare,however,providedonthedisk.In
ordertoeditthePCBlayoutsorviewtheschematicsfromwhichtheyaregenerated,
youwillneedtoinstalltheevaluationversionoftheCadsoftEaglePCBCADpack-
age,whichisincludedontheaccompanyingCD-ROM.VersionsforbothWindows
andLinuxareprovided.Pleasenotethattheselayoutsaredesignedwithlargely
surface-mountedcomponents.Thisreducesthemanufacturingandassemblycostsof
thePCB(anditalsomakesroutingeasierinsomecircumstances).However,itdoes
makehand-assemblyslightlymorechallenging.ThepartsIhaveusedcaneasilybe
hand-solderedwithalittlepractice,butifyouaren’tsureofyourself,everypartI’ve
usedisavailableinathrough-holeversion,withtheexceptionoftheAnalogDevices
accelerometerchips.

ErgonomicsTip:Ascroll-wheelmouseishighlyrecommendedifyou’reusing
Eagle.Thewheelcontrolszoomlevel.Sincethezoomin/outfunctionsarecentered
onthecurrentpositionofthemousecursor,youcannavigateallaroundalarge
schematicorPCBlayoutusingonlythescrollwheelandminimalmousemovements.
It’srarelynecessarytotouchthescrollbarsintheEaglewindow;it’seasierandmuch
fastertozoomout,thenzoombackinontheareaofinterest.
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3.2E2BUSPC-HostInterface

InternalcontrolsignalsinE-2arecarriedonasimpleSPI-style(“three-wire”)in-
terface13usinga10-conductorconnectorreferredtoasthe“E2BUS”connector.
ThePCBlayoutsIhaveprovidedwiththisbookuseJST’sPHseries2mm-pitch
disconnectablecrimptypeconnectors.Thesearecommonlyusedforinter-boardcon-
nectionsinapplicationssuchasVCRs,printersandCD-ROMdrives;theyprovide
fairlygoodvibrationresistanceandtheyhitanexcellentprice-performancepoint,as
longasyoudon’tmindinvestingintheappropriatecrimptool.If,however,youare
buildingthesecircuitsonbreadboards,youwillprobablyprefertousestandard5.08
mm(100mil)headers.

TheE2BUSpinoutusedbythecircuitsinthisbookis:

Pin Name Function
1 +12V +12VDCregulatedsupply
2 GND Ground
3 +5V +5VDCregulatedsupply
4 GND Ground
5 MOSI SPIdatainput(toperipheral)
6 MISO SPIdataoutput(fromperipheral)
7 SCK SPIclock
8 _SSEL Activelowslavedeviceselectline
9 _RESET Activelowresetinput
10 GND Ground

E2BUSisspecifiedtocarryupto500mAoneachofthe12Vand5Vlines.Pe-
ripheralsthatexpecttodrawmorethan500mAoneitherrailshouldhaveseparate
powerinputconnectors(themaindrivemotorcontrollerisoneexamplethatfalls
intothiscategory).

13Notethat3-wireSPIisinnowayrelatedto“three-wireserial”RS-232interfaces,whicharesimply
anormalserialconnectionwithonlyRxD,TxDandgroundconnected.SPIisasynchronousprotocol.
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TherearetwousefulthingstonoteabouttheE2BUSconnector:

1. It’spossibletoassembleacablethatwillletyouconnectaPC’sparallelport
directlytoanE2BUSperipheral(atapinch,youcandispensewithbuffering
andsimplyrunwiresdirectfromtheparallelportsignalstotheE2BUSde-
vice).Afairlysimplebit-bangingpieceofsoftwareonthePCwillallowyou
tocommunicatewiththeperipheral.

2. TheE2BUSinterfacebringsoutallthesignalsnecessarytoperformin-system
reprogrammingoftheflashandEEPROMmemoryoftheAVRmicrocon-
trollersweareusing,sointheorythisportcouldbeusedtoupdatethecodeand
nonvolatileparameterdata,ifany,inanE2BUSmodulewithoutneedingto
removethemicrocontroller.Forvariousreasons,however,itisn’talwayspos-
sibletoachievethiswithanAVR-basedcircuit;eitherbecausetheISPpins
arebeingusedforotherfunctionsbythecircuit,orbecausethemicrocontroller
lacksanexternalclocksource(whichmayberequiredforin-systemprogram-
ming).However,theconnectordesignis,atleast,flexibleenoughtoallowthe
possibilityifyouwanttotakeadvantageofit.

Atthispoint,youmightbewonderingwhyIchosetouseSPIratherthan,say,
I2C(whichrequiresfewerI/Olinesandwouldallowatrue“bus”configurationwith
asinglesetofsignalsroutedtoallperipherals)orCAN,whichisbettersuitedfor
unfriendlyenvironmentssuchasautomotiveapplications.Thefirstreasoniscode
simplicity.CANandI2Careboth,bycomparisonwithSPI,relativelycomplex
protocols.Forexample,I2CusesbidirectionalI/Olinesandit’salittlecomplicated
toisolateanI2Cdevicefromtherestofthebus,becauseyourisolationcomponent
needstounderstandthestateofthebus.I2Cisalsobestsuitedforapplicationswhere
amasterdeviceisprogrammingregistersormemorylocationsinaslavedevice.SPIis
aslightlybetterprotocol—withvirtuallynooverhead—forperipheralsthatdelivera
constantstreamofdata.

Forthepurposesofthisbook,we’llprimarilybetalkingaboutcontrollingE2BUS
peripheralsdirectlyfromtheparallel(Centronics)printerportofaPC-compatible
runningLinux.Thisistheeasiestscenariotodescribe,anditillustratesallofthe
requiredtechniquesnicely.Followingisaschematicforafairlysimpleparallelport
interfacethatallowsyoutoconnectuptoeightSPI-styleperipheralstoaPC.The
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schematicforthisprojectisavailableintheprojects/parbusdirectoryontheCD-
ROM.BymeansofLEDs,theinterfaceshowsyouwhichdeviceiscurrentlyselected,
andactivityonthedatainputandoutputpins.

Figure3-3:ParallelportE2BUSinterface

Thiscircuitmightappearunnecessarilycomplicated,butit’sreallyquitesimple.
Theeightdatalinesfromtheparallelportareusedasselectlinesfortheeightpe-
ripherals.Thesesignalsarebufferedthrough74HC244s,theoutputsofwhichare
tristatedbytheparallelport’s_STROBEsignal.Thereasonforthetristatecontrolis
toreducethechanceofspuriousbustransactionswhiletheSBCisperformingpower-
oninitialization.NOTEthatthissystemassumesthatthedevice(s)inuseinyour
peripheralshavetheirownpullupresistorsontheselectlines.AnadditionalHC244
buffersthesamesignalstoarowofindicatorLEDsthatshowyouwhichdeviceis
currentlyselected.AthirdHC244buffersthecontrolsignalsusedforMISO,MOSI
andSCK,andadditionallydrivesthe_RESETline.
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Asidebenefitofthiscircuit:Ifyouuse5V-tolerant,3.3V-capabledeviceswhere
Ihavespecified74HC244s,youcanusethedesigninFigure3-3,virtuallyunmodi-
fied,tocommunicatebetweenastandard5V-levelPCparallelportandexternal
devicesthatuse3.3VI/Os.

Ifyou’relookingattheschematicIprovidedontheCD-ROM,you’llobserve
thatmyaccompanyingPCBlayoutincludesastandardright-angleDB25Mconnec-
tortomatedirectlywiththeparallelportonaPC.Ifyouareplanningtobuildsome
kindofenclosurecontaininganSBCandconnectedE2BUS-styleperipherals,you
mightinsteadconsiderusinga26-pin,2mmor0.1″—spacedheader.MostSBCsuse
oneorotheroftheseconnectorsfortheirparallelport.

Infact,youdon’tneedtobuildthisentirecircuittocommunicatewiththe
projectsinthisbook.Ifyouonlywanttotalktooneperipheralatatime,ifyou’re
exceedinglylazy,andifyou’rewillingtotakeabitofariskonportcompatibility,you
canexperimentwithaquick-n-dirtycablewiredasfollows.Theleft-handcolumn
indicatestheE2BUSpinnumber,andtheright-handnumberindicateswhichcorre-
spondingsignalshouldbewiredonaDB25Mconnector.

Pin Name Connectto
1 +12V External+12VDCregulatedsupply
2 GND +12VDCgroundreturn
3 +5V External+5VDCregulatedsupply
4 GND +5VDCgroundreturn
5 MOSI Pin15ofDB25M.
6 MISO Pins17and13ofDB25M.
7 SCK Pin16ofDB25M.
8 _SSEL Pin2ofDB25M.
9 _RESET Pin14ofDB25M.
10 GND Ground,pins18–25ofDB25M.

Bewarned—thereisabsolutelynoprotectionforyourcomputer’sparallelport
ifyouusethiscircuit.Ifyouaccidentallyshort,say,a24Vmotorsupplyontooneof
theparallellines,youwillneedanewmotherboard.Istronglywarnyounottouse
thisquickanddirtyhackwithalaptopcomputer,unlessit’sadisposable$50laptop
youboughtoffeBay!
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Alsobewarnedthatthesimplecableissubstantiallylesstolerantofvariations
inthemotherboard’sparallelportimplementationthanthefullE2BUSinterface
board.Ifyoufindyourselfmissingtransmitorreceivebits,orgettinggarbagedata,try
addingaratherstrongpullup,say1K,totheSCLKandMOSIlines.Ifyoustillhave
problems,itmaybepossibletomitigatethembyslowingdownyourdatarates,but
therewillcertainlybesometrialanderrorwaitingforyou.

AsImentionedintheintroductiontothischapter,theactualE-2projectisn’t
structuredexactlyasIhavedescribedinthissection,andtheprincipalreasonis
energyconsumption.ThePCM-5820anditsdependentperipheralsarethegreedi-
estpowerhogintheentiresubmarine(thesemodulesofthecircuitpullconsiderably
morecurrentthanbothdrivemotorsoperatingatfullspeed),anditsbrainsaren’t
requiredmostofthetimeonatypicalE-2voyage.Forthisreason,themastercon-
trolleronthevoyageisanotherAVRmicrocontroller—anATmega128,tobeexact.
TheperipheralselectsignalsaregeneratedbythreeGPIOsfedtoa74HC1381-of-
8decoder.However,Ioriginallystartedtheprojectbyconnectingtheperipherals
directlytotheSBCinthemannerdescribedinFigure3-1,becauseitwastheeasiest
waytodebugtheprotocolandtheperipheralsthemselves.Foranearlyprototype,or
foranylaboratoryfixtureapplicationthatdoesn’trequirebatterypower,youalmost
certainlywanttodothesamething;it’smuchlesschallengingtodebugtheprotocol
andfront-endinterfaceissuesinthisconfiguration.

Intheinterestofcompleteness,Ishouldpointoutonemajorweaknessofthe
simplifiedE2BUSdesigninthisbook:Itreliesontheperipheralstoperformbusar-
bitration.TheATtiny26Ldoesn’timplementafullSPIinterfaceinhardware,sothe
firmwareineachperipheralneedstotrackthestateoftheselectlineandmanually
tristateitsserialdataoutputlinewhendeselected.Ifanymodulehappenstocrashin
anon-busstate,theentirebuscouldpotentiallybebroughtdown.Thisdesignflaw
couldbemitigatedtosomedegreebyaddingtristatebuffersgatedbytheselectline,
orbymigratingtheperipheralstoadifferentmicrocontrollerthatimplementsthe
fullSPIinterfaceinhardware.Alsoobservecarefullythatthereisnoresetgenera-
tioncircuitryontheindividualperipheralmodules;theyrelyonreceivinganexplicit
software-generatedresetfromtheattachedSBC.Areal-worlddesignshouldimple-
mentanexternalresetgeneratorwithbrownoutdetection,toensurethatallmodules
arereliablyresetafterabrownoutorpower-upevent.
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3.3Host-to-ModuleCommunicationsProtocol

TheSPIspecificationonlydefinesthebareoutlineofthecommunicationsproto-
col,includinglittlemorethanthephysicalinterface.Thisisagoodthingandabad
thing.It’sgood,becauseyoucanmakeyourprotocolsassimpleasyoulike—and
bad,becauseitmeansyouhavetospecifyanddevelopyourownhigh-levelprotocols!
Thebasicrulesareasfollows:Eachslavedevicehasanactive-lowslaveselectline
(SS),aclockinput(SCK),adatainput(MOSI)andadataoutput(MISO).Note
thatthewords“input”and“output”herearewithreferencetotheslavedevice.It
isfairlynormalpracticeinschematicsofSPIequipmenttolabeltheentire“output
toslave(s)”netasMOSIandthe“inputfromslave(s)”netasMISO,whichcanbe
slightly,andpulseSCKhigh.Atthispointwecansamplethedatastreamoutofthe
microatMISO.Here’sasamplewaveformwherethehostissendingthecode0xFE
toaperipheral.ThetoptraceisMOSIandthebottomtraceisSCK.Notehowthe
pulseshaveroundedleadingedges(“sharkfins”).Thistracewascapturedonasystem
connectedusingthequickanddirtycableasdescribedpreviously.

Figure3-4:ExampleSPIclockanddatasignals
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Thebitcellisapproximately9.6µs,correspondingtoaserialclockrateof104.2
kHz.ThisisthefastestspeedwecangetoutofthePCM-5820usingthecodein
e2bus.cwithalltimingdelayscommentedout.Notethatwe’reonlyusinghalfthe
availablebandwidth;it’sentirelypossibletoimplementafull-duplexprotocolover
theinterfacedescribedinthissection.

Fromadesignperspective,youshouldobservealsothatfortheprojectsdescribed
here,theLinuxmachineisalwaysthebusmaster.Thisisasignificantweakpointin
systemreliability,becauseacrashedLinuxboxcouldpotentiallyleaveoneormore
peripheralmodulesinthe“selected”state,listeningtorandomnoisecomingdown
thebus.Ifyouplantoimplementarealsystemwiththisarchitecture,youshould
implementhardwareand/orfirmwareinterlockstopreventsuchoccurrences.For
example,youcouldimplementatimeoutintheroutinethatmonitorstheSSline;if
thereisnoSCKwithinaspecifiedtimeperiodfromSSgoingactive,theperipheral
shouldassumeacrashedmaster,andgooff-bus.Ofcourse,thisdoesn’thelpyouifthe
Linuxboxhaspulledthemasterresetlinelow.Youshouldn’tuseaconfigurationlike
thistocontrolhardwarethatmayneedtobe“safed”ineventofalossofcontrol,un-
lessyouhavesomeotherexternalhardwarethatcanovermonitorthecontrolsystem
andshutthingsdowngracefullyifthecontrollerfails.

IhavedevelopedasimplepieceofLinuxcodetodoallthesynchronousserialI/
Oyouwillneedtotalktotheseprojects.Thiscodeisprovidedintheprojects/e2bus
directoryontheCD-ROM.ThemeatofthiscoderesidesinfivesimpleCfunctions.
NotethatthesefunctionsassumethatyourE2BUSinterfaceisconnectedonthe
firstparallelport.Alsonotethatthetimingtheyexhibitisquitesloppy,sincewe’re
notattemptingtomakeLinuxappearrealtime.Youshouldnotrunthiscodeinside
alow-prioritythread,becauseotherthingswillpreemptitandmaycausespurious
timeoutproblems.
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Followingarethebasicfunctionprototypes:

Prototype Description
intE2B_Acquire(void) Youmustcallthisfunctionbeforecallinganyother

E2BUSfunctions.Itattemptstogetexclusiveaccess
tothefirstparallelport.Itreturns0forsuccessor–1
foranyerror.

voidE2B_Release(void) Youcancallthisfunctionaspartofyourat-exit
cleanuproutines.Itensuresthatalldevicesare
deselected,andreleasestheparallelport.Ifyouexit
withoutcallingthisfunction,theportwillstillbe
releasedimplicitlyasyourtaskceasestoexist,but
devicesmaystillbeselected.

voidE2B_Reset(void) Deselectsalldevices,assertstheresetlineontheSPI
busfor250ms,thenpausesforanadditional250ms
beforereturning.

voidE2B_Tx_
Bytes(unsignedchar*bytes,
intcount,intdevice,int
deselect-after)

Assertstheselectlineforthespecifieddevice(valid
devicenumbersare0–7),thenclocksoutthespecified
numberofbytesonebitatatime.Ifdeselect-afteris
nonzero,thedeviceisdeselectedafterthetransmit
operationiscomplete.Settingthisargumentto0
allowsyoutoreadbackacommandresponsewithout
havingtosetupanewSPItransaction.

voidE2B_Rx_
Bytes(unsignedchar*bytes,
intcount,intdevice,int
deselect-after)

WorksexactlythesameasE2B_Tx_Bytes(),but
receivesdatainsteadoftransmittingit.

Thesefunctions,particularlyE2B_Rx_BytesandE2B_Tx_Bytes,arethelow-
levelunderpinningsoftheE2BUSprotocol.Theworkingsofthesefunctionsare
describedinmoredetail,alongwiththecompletesourcecode,inSection4-6.
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Onthedeviceend,alltheexamplecircuitshereshareprettymuchexactlythe
samecodeforserialtransferoperations,thoughcommandprocessingdetailsare
naturallyspecifictoeachproject.IncomingSPIdataisreceivedbytheATtiny26L’s
USARTandprocessedbyaverysimpleandhencerobuststatemachine.You’llfind
thestatesdefinedatthestartofthesourcecodeforeachproject,withconstants
namedFSM_xxxx.Whenadevice’sSELlineisinactive,thestatemachineisina
quiescentmode(FSM_SLEEP);theMISOpinissettoinputmode(topreventit
fromdrivingthebus);clockanddatafromtheUSIareignored,andUSIinterrupts
aredisabled.AssertingSELpushesthestatemachineintoa“listenforcommand
byte”mode,resetstheUSI,andenablesdatareceiveinterrupts.Thefirstcomplete
bytereceivedgeneratesaninterruptwhichcausesastatetransition.Thedestination
stateisdeterminedbythevalueofthecommandbytereceived.Themachinemay
transitthroughfurtherstatesdependingonwhetherthecommandrequiresaddi-
tionaldatabytesornot.Ifthereceivedcommandrequiresadditionaldata,thesystem
proceedsthroughintermediatestatestoreceivetheseadditionalbyte(s),andthen
executesthecommandbeforereturningtoquiescentmode.

Ifthedestinationstateinvolvestransmittingdatabacktothehost,thedata
requiredfortransmissionisassembledforreturntothehost,andsubsequentUSART
overflow(orrather,underflow)interruptsclockthedataoutabyteatatime.After
thelastreplybyteisclockedout,thefinalunderflowinterruptcausesatransition
backtothequiescentstate.

DeassertingSELatanytimeimmediatelydisablestheUSARTandtristatesMISO.
Thiscompletelyabortsanydatatransferorcommandinprogress;anypartiallyreceived
commandwillbediscarded,andpartially-transmitteddatablockswillbeforgotten.

3.4StepperMotorController

Steppermotorsareusefulforrelativelylow-speed,intermediate-torquedriveand
positioningapplications,particularlywhereaccuratesub-revolutionrotorposition
controlisnecessary.Motorsofthistypearecommonlyusedtodrivethereelson
electromechanicalslotmachines(one-armedbandits),topositionfloppydiskdrive
heads,operatetrainablecameraplatforms,andtopowerthedrivewheelsofsmall
mobilerobots.Intimesofyore,theywerealsousedtopositionharddiskheads,
thoughsuchapplicationshavelongagobeentakenoverbyvoice-coiltypemecha-
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nisms.Steppermotorsaresimpleandcheaptouse,andyoudon’tneedtohaveafully
closed-loopcontrollertousethemaccurately.Servomotorsaremuchfaster,butfor
guaranteeablepositioningaccuracy,youneedtohaveapositionencoderontheshaft
toprovidefeedbackontheactuator’sposition.Bycontrast,aslongasyoudon’tstray
outsideyoursystem’snominalaccelerationprofile(seethefollowing),astepper-based
systemcanreliablymaintainitspositionindefinitelywithoutrecalibration.

Thereareseveraltypesofsteppermotor,withvaryingelectricaldriverequirements.
However,byfarthemostcommontypeofmotortobefoundonthesurplusmarket(or
scavengedfromunwantedcomputerequipment)isthefour-poleunipolartype14,sothis
isthetypeourcircuitisdesignedtouse.Withoutfurtherado,here’stheschematic15:

14Whenfacedwithanunknownsteppermotorofsmalltointermediatesize,averyreliablegambleto
playisasfollows:ifithasmorethanfourwires,it’sprobablyafour-poleunipolarmotor,0.9degrees
perstep,andlikelyratedforeither5Vor12Voperation.Therearevastnumbersofmotorscon-
structedwiththesecharacteristics.

15Thealternatefunctionforpin1ismisprintedhereasNOSI—itshouldbeMOSI.Thisisan
unimportanttypographicalerrorintheatmel.lbrlibrarysuppliedbyCadsoftaspartoftheEAGLE
package.

Figure3-5:Steppermotorcontrolcircuit
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ThisprojectusestheULN2803octalhigh-voltage,high-currentDarlingtonarray
toswitchthesteppercoils.Thischipisreadilyavailableforaround$0.75insmall
quantities,anditisahandysolutionfordrivingmoderateloads.Untilrecently,one
couldoftenfindthischip,oritscloserelatives,incommercialsteppermotorappli-
cationssuchasinkjetprintersandbothsheet-fedandflatbedscanners.Atpresent,
however,itappearstobeindeclineasapplication-specificmicrocontrollerswith
high-currentdriverson-chiptakeoveritsmarketspace.Onthesubjectofprices,
you’llnoticethatI’vespecifiedanNTSCcolorburstcrystalastheclocksource,
despitethefactthatthetiny26Lisratedatupto8MHzfora5Vsupplyvoltage.I
chosethe3.579545MHzvalue,althoughit’snotaniceintegertoworkwith,because
thesecrystalsareavailableeverywhereandareoftencheaperthanotherspeeds.
Chancesareyouhaveseveralinyourjunkboxalready,infact.You’llalsofindthat
applicationnotesformicrocontrollersalmostalwaysgiveprecalculatedexample
timingconstantvalues(e.g.,forsettingthebaudrateofaUART)forthisbaseclock
speed.

Ourexamplesteppercontrollermodulealsohastwoactive-lowlimitswitch
inputs.Theseareoptionallyusedtosignalend-of-travelintheincrementanddec-
rementstepdirections.NotethatJP4,whichselectsbetween5Vor12Vdrivefor
thesteppercoils,isintendedtobeawirelinkforfactoryconfiguration,ratherthan
auser-changeablejumper.Ifyouareusingthedevicein5Vdrivemode,youshould
alterorremoveZD1;youcanalsoomitC2,sinceitservesnofunctionifyou’redriv-
ingthemotoroffthe+5Vrail.

Thecontrolleroperatesinoneoftwomodes:“drive”or“train.”Indrivemode,
yousimplyspecifyaspeedanddirection,andthemotorturnsinthatdirectionuntil
commandedtostop.Optionally,youcanrequestthatittraveluntileitherofthe
limitswitchesistriggered.Trainmodeisintendedforpositioningapplications.In
thismode,youcommandthesteppercontrollertoseektoaspecificoffsetfromthe
currentposition,anditwillautomaticallyseektothatpositionwhileyoucarryout
othertasks.Thestepperwillautomaticallycutoffifithitsthehighlimitswitch
whileseekingforwards,orthelowlimitswitchwhileseekingbackwards.

Notethatthelimitswitchesarepermanentlyassociatedwithspecificseekdi-
rections.The“low”limitswitchisonlyenforcedfor“backwards”seeking,andthe
“high”limitswitchisonlyenforcedfor“forwards”seeking.Thereasonsforthisare
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twofold:First,anexternalforce—say,waterrushingpastasubmarine’srudder—might
turnthestepperpastthemake-pointforthelimitswitch,beforeitreachesame-
chanicalstop.Second,switchesarepracticallyneverperfect—inotherwords,the
displacementrequiredtomakeacontactisn’tnecessarilythedisplacementrequired
tobreakit.Youmightneedtopushthearmofamicroswitchtwostepsintopen-
etratetheoxidelayeronitscontacts;thefirststepintheotherdirectionmight
leavethecleanedmetalcontactsurfacesstilltouching.Oryoumightbeusingareed
switch—youneedtobringthemagnettoacertainproximitytoclosetheswitch,
butaweakerfieldwillsufficetoholdtheswitchclosed.Inanyofthesesortsofcases,it
couldrequireoneormore“extra”reversestepstoclearthelimitcondition.

Thesteppercontrolleraccepts8-bitcommandbytes,optionallyfollowedby
additionaldata.Essentiallythesameserialreceptioncodeisusedinalltheprojects
inthisbook,soitdeservesalittleadditionalstudyhere.Tobeginwith,pleasenote
thatmychoiceofI/Opinassignmentswasbynomeansarbitrary.TheAVR’spin-
state-changeinterruptsareuseful,butnotveryintelligent.Onthetiny26L,there
areonlytwosuchinterrupts:PCINT0,which(ifenabled)firesonstate-changesfor
pinsPB0-PB3,andPCINT1,whichfiresonstate-changesforpinsPA3,PA6,PA7,
andPB4-PB7.Whenoneoftheseinterruptsfires,thereisnodirectwayofdetermin-
ingwhichpincausedtheinterrupt;youhavetomaintainashadowcopyoftheport
registersandcomparethemtodeterminewhichpin(s)changedstate.

Fortunately,whenanalternatefunctionisenabledforapin,thatpinwillno
longergeneratestate-changeinterrupts(notethatthereareacoupleofexceptions
tothisrule).Evenmorefortunately,thethreeUSIsignalsusedforSPI-stylecommu-
nicationsaremappedtopinsPB0-PB2.Thus,byconfiguringtheUSIinthree-wire
mode,PCINT0willfireonlyifPB3changesstate.SincetheUSIinthetiny26L
doesn’timplementslaveselectlogicinhardware,weneedtodoitinsoftware—and
asaresultofallthediscussioninthepreviousparagraph,itmakesexcellentsenseto
usePB3astheSPIselectline,sinceithasastate-changeinterruptalltoitself.

Theentiremeatofthesteppercodeiscontainedinthreeinterrupthandlers:USI
overflow,timer0overflow,andPCINT0.PCINT0isprobablythesinglemostim-
portantfunctioninthefirmware—itisresponsibleforcheckingthestateofPB3and
disablingtheoutputdriveronMISO(PB1)whenthesteppercontrollerisdeselected
(sowedon’tfightwithanythingelseonthebus),orenablingitif_SSELisasserted.
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Whenthedeviceisdeselected,thisISRalsodisablesUSIinterrupts,becausewe
don’tcareaboutothertransactionsthatmaybeoccurringonthebus,andhavingto
serviceUSIinterruptscausestimingjitterinanystepoperationwehappentoberun-
ninginthebackground.Here’sthecodeinthishandler:

;====================================================================
;I/Opinchangeinterrupt
;TheonlyvalidsourceofthisinterruptisPB3,whichisusedas
;the3-wireslaveselectline.
entry_iopins:
 pushr0

 pushr16
 pushr17
 inr0,SREG

 ;Checkstateofselectline,whichistheonlylinethatshould
 ;havegeneratedthisinterrupt.
 sbicPINB,PORTB_SEL
 rjmpusi_disable

 ;SELlineisLOW.EnableandresetUSIandswitchPB1tooutput
 ldir24,FSMS_RXCMD
 ldir16,$00
 outUSIDR,r16  ;EmptyUSIdataregister
 outUSISR,r16  ;ClearUSIstatus(includingclockcount!)
 sbiDDRB,PORTB_DO ;setPB1tooutput

 sbiUSISR,USISIF ;Clearstartconditionstatus
 sbiUSISR,USIOIF ;Clearoverflowstatus
 sbiUSICR,USIOIE ;EnableUSIoverflowinterrupts

 rjmpiopin_exit

 ;SELlineisHIGH.DisableUSIandswitchPB1toinputtotake
 ;usoff-bus

usi_disable:

 ;disableUSIstartandoverflowinterrupts
 cbiUSICR,USISIE
 cbiUSICR,USIOIE

 ;DisableoutputdriveronPB1(DO)
 cbiDDRB,PORTB_DO ;setPB1toinput
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iopin_exit:

 outSREG,r0
 popr17
 popr16
 popr0
 reti

Actualsteppingoperationsareperformedinthetimer0overflowinterrupt.Timer
0,whichhasan8-bitcountregister,isclockedthroughtheprescaleratCK/256,
whichisapproximately14.053kHz.Whentheoverflowinterruptfires,thefirstthing
thehandlerdoesistoreloadthetimerregisterwithastepspeedvalue.Thedefault
speedvalueis$00.Sincetimer0countsupwards,thismeansthatbydefaultthestep
speedisroughly55Hz,whichistheslowestconfigurablespeed.Youcanconfigure
fasterspeedsbyusingtheCMD_STEP_SETTICKcommand,followedbyan8-bit
parameterthatsetsanew(larger)reloadvalue.Forinstance,ifyouconfigureareload
valueof$E0,thetimerwilloverflowevery33rd($21)tickinsteadofevery256th,
therebyyieldingastepspeedofapproximately425Hz.Theoretically,youcould
specifyareloadvalueof$FF,resultinginanoverflowoneverytickanda14.053kHz
stepspeed,butinpracticethereisanupperboundaryonlegalvaluesforthetimerre-
loadfigure.ThisboundaryissetbythenumberofCPUinstructioncyclesrequiredto
serviceanincominginterruptandmakereadyforthenext,anditcapsthestepspeed
atabout7.1kHz(reloadvalue$FE)forthecheapNTSCcolorburstclockcrystalI
specified.Thisshouldn’tbeaseriousimpediment:althoughmanysteppermotorsare
ratedforasmuchas10,000steps/sec,realapplicationsrarelyexceed2,000steps/sec
(300rpm)duetothefactthatthetorqueofasteppermotorrapidlydecreasesasstep
speedincreases.ThecodeforTimer0handler,alongwiththesubroutinesitcalls,is
asfollows:

;====================================================================
;Timer0overflow
entry_timer0:

 pushr0
 pushr16
 pushr17
 inr0,SREG

 ;ResetTMR0countertostartpositionfornexttick
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 ldsr16,tick_speed
 outTCNT0,r16

 ;Updatestateoflimitswitchflagsinmachine
 ;statusbyte(forthebenefitofthemainthreadonly)
 sbrr25,(1<<LIM_H)
 sbicPINA,PORTA_LIM_H
 cbrr25,(1<<LIM_H)

 sbrr25,(1<<LIM_L)
 sbicPINA,PORTA_LIM_L
 cbrr25,(1<<LIM_L)

 ;Loadcurrenttick-commandandseewhatweshouldbedoing
 cpir19,TICK_FWD
 breqtick_seek_fwd
 cpir19,TICK_REV
 breqtick_seek_rev
 cpir19,TICK_POWERDOWN
 breqtick_poweroff
 cpir19,TICK_SEEK
 breqtick_seekto
 cpir19,TICK_SEEK_FWEND
 breqtick_seek_fwdend
 cpir19,TICK_SEEK_RVEND
 breqtick_seek_revend

 ;Note-TICK_SLEEPfallsthroughtohere
 rjmptick_done

;====================================================================
;Tickevent-Seekforward,ignoringlimitswitch
tick_seek_fwd:

 rcallseek_fwd
 rjmptick_done

;====================================================================
;Tickevent-Seekbackward,ignoringlimitswitch
tick_seek_rev:

 rcallseek_rev
 rjmptick_done
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;====================================================================
;Tickevent-Seekforward,honoringlimitswitch
tick_seek_fwdend:

 sbisPINA,PORTA_LIM_H
 rjmpseekto_finished

 rcallseek_fwd
 rjmptick_done

;====================================================================
;Tickevent-Seekbackward,honoringlimitswitch
tick_seek_revend:

 sbisPINA,PORTA_LIM_L
 rjmpseekto_finished

 rcallseek_rev
 rjmptick_done

;====================================================================
;Tickevent-Powerdownmotor
tick_poweroff:

 andir25,~(1<<SEEKING)  ;Turnoffbusyflag
 inr16,PORTA
 andir16,$F0
 outPORTA,r16
 ldir19,TICK_SLEEP
 rjmptick_done

;====================================================================
;Tickevent-Genericseekoperation
tick_seekto:

 ;Firstcheckifthestepcountis0-ifitis,thenthere’s
 ;nothinglefttodoandweshouldgobacktosleep.
 cpir23,$00
 brneseekto_nz
 cpir22,$00
 brneseekto_nz
 cpir21,$00
 brneseekto_nz
 cpir20,$00
 brneseekto_nz

 rjmpseekto_finished
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seekto_nz:
 sbrcr25,DIRECTION
 rjmpseekto_fwd

 ;Seekto-REVERSE
 ;Checklimitswitch.Ifit’sactive,westop.
 sbisPINA,PORTA_LIM_L   ;Checklimitswitch
 rjmpseekto_finished

 rcallseek_rev
 rjmpseekto_update_count

 ;Seekto-FORWARD

seekto_fwd:
 sbisPINA,PORTA_LIM_H   ;Checklimitswitch
 rjmpseekto_finished

 rcallseek_fwd
 rjmpseekto_update_count

seekto_update_count:
 decr23
 cpir23,$FF
 brneseekto_notz
 decr22
 cpir22,$FF
 brneseekto_notz
 decr21
 cpir21,$FF
 brneseekto_notz
 decr20

 ;Noterminalconditionshavebeenencountered-continuestepping
seekto_notz:
  rjmptick_done

seekto_finished:
  ldir19,TICK_SLEEP
  andir25,~(1<<SEEKING)  ;Turnoffbusyflag
  rjmptick_done
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tick_done:
 outSREG,r0
 popr17
 popr16
 popr0
 reti

;====================================================================
;SUBROUTINE-Seekforwardonestep
;DestroysR16,R17,SREG
;UpdatesX,Y
;Implicitlypowersupmotorandleavesitinpoweredstate
seek_fwd:

 ldsr16,stepper_phase
 incr16
 andir16,$03    ;Onlythelowertwobitsinterestus
 stsstepper_phase,r16 ;Storenewcurrentphase

 ldir17,$01

sf_lp:
 cpir16,$00
 breqsf_lp_done
 decr16
 lslr17
 rjmpsf_lp

sf_lp_done:
  inr16,PORTA

 andir16,$F0
 orr16,r17
 outPORTA,r16

sf_update:
 incr29      ;incrementstepposition
 brnesf_done
 incr28
 brnesf_done
 incr27
 brnesf_done
 incr26

sf_done:
  ret
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;====================================================================
;SUBROUTINE-Seekbackwardonestep
;DestroysR16,SREG
;UpdatesX,Y
;Implicitlypowersupmotorandleavesitinpoweredstate
seek_rev:

 ldsr16,stepper_phase
 decr16
 andir16,$03    ;Onlythelowertwobitsinterestus
 stsstepper_phase,r16 ;Storenewcurrentphase

 ldir17,$01

sr_lp:
 cpir16,$00
 breqsr_lp_done
 decr16
 lslr17
 rjmpsr_lp

sr_lp_done:
 inr16,PORTA
 andir16,$F0
 orr16,r17
 outPORTA,r16

sr_update:
 ;Checkforzerocondition.
 sbicPINA,PORTA_LIM_L
 rjmpsb_notz
 clrr26
 clrr27
 clrr28
 clrr29
 ret

sb_notz:
 decr29      ;decrementstepposition
 cpir29,$FF
 brnesr_done
 decr28
 cpir28,$FF
 brnesr_done
 decr27
 cpir27,$FF
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 brnesr_done
 decr26
 cpir26,$FF
 brnesr_done

sr_done:
 ret

Themostcomplexcodesegment,atleastintermsofcodevolume,istheUSI
handler.Thishandlerimplementsasimplestatemachine.Thefirstbytereceived
aftertheselectlinegoesactiveisacommandbyte.ThisbyteeithercausestheUSI
receiveISRtomodifythesystemstatedirectly,ortotransittheISR’sstatemachine
throughfurtherintermediatestateseithertoreceivemoredata,ortotransmita
multi-byteresponsebacktothehost.Iwon’treproducethecodehere,becauseit’s
largelyaverylongswitch...casestatementimplementedinassemblylanguage.

Thetheoreticaltransferspeedbetweenthesteppercontrolleranditsmasteris
limitedbyacoupleoffactors.First,hardwareabsolutelylimitstheUSItotransfer
clockratesoffCK/4inthree-wireslavemode.Inourcase,thisisapproximately895
kHz,andwehavetobecarefulthattheSPImasterdoesn’texceedthisspeed.In
thecaseofaPCparallelportmaster,aswearediscussinginthisbook,itisunlikely
(however,notentirelyimpossible)thatyouwillbeabletooutruntheUSI.The
reasonforthisistiedupintheancientPCarchitectureoftwentyyearsago,andthe
factthattheparallelinterfaceisdesignedforbackwardscompatibilitywith9-pin
dot-matrixprintersrunbyslow8-bitmicrocontrollers.Becauseofthesecompatibility
issues,theparallelportregistersare,conceptuallyorphysically,ontheotherendof
anISAbridge;theyarelimitedtoISAbusclockspeeds(nominally8MHz)andmay
evenhaveadditionalwaitstatesinserted.Furthermore,thelayerswetraversewhen
makingcallstochangetheparallelportregistersaddextradelays,theconstantSMM
interruptsontheGeodeplatformarestealingcyclesfromusregularly—andtocap
italloff,theapplicationlayerinLinuxisinherentlysononreal-timeastomakethe
ideaofaccuratelymarkingoff1µSdelaystepsinuserlandquitesillyindeed.Youwill
observe,therefore,thattheSPIcodeIprovideine2bus.cdoesnothaveexplicittim-
inginstructionsthroughoutallofthestate-changes.Thiscodeistestedonthe300
MHzGeodeplatformwithAdvantech’sBIOS1.23;ifyouneedtorelyonittowork
faultlessly,itwillneed,atminimum,testingandrequalificationonothersystems.
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Followingisacompletelistofcommandsrecognizedbythesteppercontroller’s
firmware.(Themnemonicnamesaredefinedforyouine2bus.h):

Mnemonic Value Description
STEP_CMD_STOP 0 Abortsanycurrentstepoperation.Note

thatthecurrentstepposition,andthesteps-
remainingcounter,arenotaltered—youcan
resumethestepoperationlater,ifnecessary.
Thesteppermotorcoilsremainpowered.

STEP_CMD_SLEEP 1 Abortsthecurrentstepoperationandde-
energizesallsteppercoils.Themotormay
moveasteportwounpredictablywhenyou
re-energizeit;acalibrationmaybenecessary.

STEP_CMD_SETTICK 2 Setthesteprate(largervalues=faster
rate).Thiscommandshouldbefollowed
immediatelybyaone-bytesteprate.

STEP_CMD_DRIVE_FWD 3 Startsthemotordrivingforwardsat
theconfiguredstepspeed.Themotor
willcontinuetospinuntilanotherstep
commandisreceived,ignoringthelimit
switches.

STEP_CMD_DRIVE_REV 4 WorksthesameasSTEP_CMD_DRIVE_
FWDbutstepsbackwardsinsteadof
forwards.

STEP_CMD_STEP_FWD 5 Stepsforwardsaspecifiednumberofsteps,or
untilthe“high”limitswitchisclosed.This
commandshouldbefollowedimmediately
byafour-bytestepcount(MSBfirst).

STEP_CMD_STEP_REV 6 WorksthesameasSTEP_CMD_STEP_
FWDbutstepsbackwardsinsteadof
forwards,andmonitorsthe“low”limit
switch.Thecurrentsteppositionissetto
00000000whenthisswitchisclosed.

STEP_CMD_FWD_END 7 Stepsforwardscontinuouslyuntilthe“high”
limitswitchisasserted.
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Mnemonic Value Description
STEP_CMD_REV_END 8 Stepsbackwardscontinuouslyuntilthe

“low”limitswitchisasserted.Thecurrent
steppositionissetto00000000whenthis
switchisclosed.

STEP_CMD_READ_STATUS 254 Readsbackthecontrollerstatusbyteand
four-bytestepposition.

STEP_CMD_RESET 255 Performsasoftreset.

ThestatusbytereturnedbySTEP_CMD_READ_STATUSisformattedas
follows:

Bit Function
7 Unexpectedinterruptorinternalerrordetected.

6
Steperror,e.g.,attempttoseekbeyondcalibratedrange.(LED2–ERR
–tracksthestateofthisbit).

5 Reserved.
4 Reserved.
3 Reserved.
2 Highlimitswitchasserted.
1 Lowlimitswitchasserted.

0
Currentlyseekingtorequestedposition(LED1–BSY–tracksthestateof
thisbit).

Thisisanextremelysimplesteppercontroldesign;itisintendedforlow-speed
positioningandsimplelow-torquedriveapplicationsonly.TheE-2projectuses
thesemodulestopositionitsrudderanddiveplanes,andtoswivelacameraplat-
form,neitherofwhichareparticularlydemandingapplications.Foralittlemore
understandingofthesubtletiesofsteppermotorcontrol,tryrunningthislittlecode
snippet,whichassumesthatyouhaveasteppermoduleconnectedasE2BUSdevice
#0.(You’llfindthissourcecode,withamakefile,inthestepper1directoryofthe
samplesourcecodearchive):
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#include<stdio.h>
#include“e2bus.h”
intmain(int_argc,char*_argv[]){
  unsignedcharpkt[2];

  //Openportandstartsteppermotor
  if(E2B_Acquire()){
    printf(“ErroropeningE2BUS.\n”);
    return-1;
  }

  E2B_Reset();

  pkt[0]=STEP_CMD_DRIVE_FWD;
  E2B_Tx_Bytes(pkt,1,0,1);

  //Speedmotorupgradually
  pkt[0]=STEP_CMD_SETTICK;
  for(pkt[1]=0;pkt[1]<255;pkt[1]++){
    printf(“Settingspeed:%d\n”,pkt[1]);
    E2B_Tx_Bytes(pkt,2,0,1);
    sleep(1);
  }

  //Stopmotorandde-energizeit
  pkt[0]=STEP_CMD_SLEEP;
  E2B_Tx_Bytes(pkt,1,0,1);

  return0;
}

Thiswilltakeafewminutestocompleteitsrun.Whileit’sproceeding,listento
andwatchyourmotor.Youwillobservetwothings:

1. Certainstepspeedsareverynoisy,buttherewillbearangeofspeeds—typi-
cally,thefasterspeeds—forwhichthemotoriscomparativelysilent.

2. Dependingonyoursteppermotor,atsomepointonthespeedramp,themo-
torwillprobablystopspinningandwillsimplybegintohum.Takeanoteof
theapproximatespeedvaluewhenthishappens;forthemotorsIamusing
(undernomechanicalload),thisisabout240.
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Thesecondpointinparticularisimportant,andneedselucidation.Tryrunning
thissecondcodesnippet(thisprojectislocatedinthestepper2directory):

#include<stdio.h>
#include“e2bus.h”

intmain(int_argc,char*_argv[])
{
  unsignedcharpkt[2];

  //Openportandstartsteppermotor
  if(E2B_Acquire()){
    printf(“ErroropeningE2BUS.\n”);
  }
  E2B_Reset();

  //Setthemaximumspeedyourmotorcanwithstand
  pkt[0]=STEP_CMD_SETTICK;
  pkt[1]=230;
  printf(“Settingspeed:%d\n”,pkt[1]);
  E2B_Tx_Bytes(pkt,2,0,1);

  printf(“Startingmotor.\n”);
  pkt[0]=STEP_CMD_DRIVE_FWD;
  E2B_Tx_Bytes(pkt,1,0,1);

  sleep(2);

  //Stopmotorandde-energizeit
  pkt[0]=STEP_CMD_SLEEP;
  E2B_Tx_Bytes(pkt,1,0,1);

  printf(“Finished.\n”);

  return0;
}

Hereweattempttosetaspeedjustshyofthefastestpossiblesteprateweob-
servedinthefirsttest,whilethemotorisstopped—andthenwetrytostartthe
stepper.Youwillobserve,however,thatitdoesn’trotateatall—itjuststallsand
whineslikeanengineerawakenedbyhiswife’salarmclock.(Ifyoudon’tseethis
behavior,thenincreasethespeedvaluealittle,recompile,andtryagain).



68

Chapter3

Tounderstandwhat’sgoingonhere,youneedtothinkaboutthemechanicsof
thesituation.Eachpositionofthestepper’srotorisastablemechanicalstatefor
acertaincorrespondingelectrical(magnetic)stateofthecoils.Thisstatecanbe
visualizedasavalleybetweentwohillsofaplotofnetforcevs.angle;themotortries
toseekthelowpointinthevalley,wheretheclockwiseandcounterclockwiseforces
ontherotorareequal.Ifyouputanexternalmechanicalforceontherotor,in(say)
aclockwisedirection,youarepushinguponesideofthehill.Ifyoupushalltheway
tothetop,thenwhenyoureleasetherotor,itwillfalldownintothenextvalley,i.e.,
thenextstablestepposition.

Whenweadvancethestepphaseinsoftware,wealtertheelectricalstateofthe
coils,whichcreatesanewpositionofmechanicalequilibrium.Effectively,wemove
thetwohillsandvalleyalongaquarter-phase,whichmeansthemotorisnolonger
sittinginthemiddleofthevalley.Sincetheclockwiseandcounterclockwiseforces
ontherotorarenolongerequal,therotorturnsuntilitisinanequilibriumposi-
tiononceagain;thestepoperationisthencomplete.However,thisprocessdoesn’t
happeninstantly,becausetherotor–andwhatevermechanicalloadit’sdriving—has
inertia.Thetimerequiredfortherotortofinditsnewequilibriumpointdepends,
amongotherthings,ontheinertia(whichisdeterminedbythemechanicalloadon
themotor)andtheforceexertedbythecoils—whichisdirectlyproportionaltocoil
current.

Theaboveexplainsbothwhyweobserveunreasonablesteppernoiseatcertain
combinationsofloadandsteprate,andthefactthatwecan’tnecessarilygofromsta-
tionarytomaximumachievablestepspeedinstantly.Atslowspeedsand/orwithlight
loads,themotorwillsnaptoeachnewequilibriumpointveryquicklycomparedto
thesteprate,andwillinfactstopatthebottomoftheequilibriumvalleywaitingfor
thenextchangeofmagneticstate.Thisishorrificallywastefulofenergy—everysingle
step,we’reinjectingenoughenergytoovercomestaticfrictionforcesandimpart
someamountofangularmomentumtothesteppershaftanditsattachedload.The
motorrespondsquicklyandreachesitsnewstablestate,butourcontrolsoftwareisn’t
readytomoveontothenextstepstateyet.Themotor’sstoredinertiacausesitto
startclimbingtheslopeofthenext“hill,”whichturnsthesteppertemporarilyintoa
generator.Theenergywejustpumpedinisshortedthroughthetransientprotection
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circuitryandturnedintoheat.Themotorslumpsbackdowntothestableposition
untilthenextsteppulsecomesalong,whereupontheentireprocessisrepeated.This,
alongwiththepossibilityofsimplemechanicalresonancesinthemotorandother
componentsatcertainstepspeeds,createsaloudandobjectionablenoise.

Themostefficientwaytodrivethemotoristotransittothenextstepstateas
soonastherotorreachesitsnewequilibriumposition;thisway,youarealwayspush-
ingtheloadinthedesireddirection.Knowingexactlywhenthisoccursisdifficult,
anditleadsnicelyintothenextissue,whichexplainsmypoint#2onp.66:We’re
notexertingaconstantforceontherotor;rather,wearekickingitperiodically.In
orderforourkickstodothemostgood,wehavetotimethemtocoincidewithcer-
tainrotorpositions.Atslowspeeds,themotorrespondstothesteppulsesfasterthan
weissuethem(sothemotorcanbesaidtobe“led”bythesteppulses).However,as
thespeedincreases,westarttorelyincreasinglyonthefactthatthemotor’sinertia
willcarryittotheequilibriumpointbythetimewekickitnext.Thisiswhyyou
can’tsimplystartthemotoratitsmaximumpossiblestepspeed—startingfromrest,
therotorwon’thavetimetoreachequilibriumpointbeforewetransittothenext
state.

Ontheflipsideofthecoin,oncethemotoriswhirlingmadlyathighspeeds,
simplystoppingthesteppulsesdeadwillverylikelyleadtomechanicalovershoot.
Youprobablywon’tobservethatphenomenononabaremotor—atleast,notthe
small,lightmotorsyou’relikelytobeusing—butit’saveryrealissueunderload.The
mostcommonapproachtothisistoimplementan“accelerationprofile,”whichisa
tableofstepratesdescribinghowtogetfromonemotorspeedtoanothermosteffi-
cientlyandreliably.Thesesortsoftablesareeasilyhandledinsmallmicrocontrollers.
Advancedstepperdesignswillalsousehigherdrivecurrent(inotherwords,steeper
hills)toachievefasterspeedchanges.

Completelygeneralsolutionstotheseproblems(andothersnotmentioned)
arepossible—forexample,Ishouldpointoutthatassoonasthemotorovershoots
thecurrentequilibriumposition,itwillstartgeneratingabackEMFthatcanbe
measuredviaasuitablydelicatecircuit.However,suchcomplexsolutionsarenot
requiredforsimple,low-speedstepperapplications,andtheyliebeyondthescopeof
thistext.
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3.5Speed-ControlledDCMotorwithTachFeedbackand
ThermalCutoff

E-2’smainpropulsionsystemconsistsoftwoDCmotorsdirectlydrivingcontra-rotat-
ingpropellers.Anunderwatervehiclewithasinglepropellerissubjecttoundesirable
torqueforces,especiallyifthevehiclehasnosignificantkeel.It’spossibletocoun-
teractthisbyusingastatortostraightenthewaterflowbehindthepropeller.It’salso
obviouslypossibletodrivetwopropellersfromasinglemotorusinggears.However,
usingtwoindependently-controllablemotorsallowsustotightenthevehicle’sturn-
ingcirclebyrunningthemotorsinoppositedirections,ifdesired.Italsoletsthe
devicelimphomeifonemotorfails,oronepropellerhappenstofoulsomething.

ThetextbookcircuitconfigurationforcontrollingareversibleDCmotoristhe
H-bridge,illustrated(representativelywithbipolartransistors)inFigure3-6:

Figure3-6:StandardH-bridgecircuit

Thisisverymucha“lowestcommondenominator”circuit,andalthoughyou
mightbuildoneonabreadboardforaveryquickanddirtytestofsomething,you
wouldneverwanttofieldadevicebuiltaroundsuchasimpleconfiguration.How-
ever,it’sagoodstartingpointtoillustratethebasicprinciples.Torunthemotorin
onedirection,turnonthePNPtransistorononesideofthebridge(say,atA),and
theNPNtransistorontheotherside(say,atD).Torunthemotorintheopposite
direction,turnontheoppositepairoftransistors;BandCinourexample.Youcan
controlthemotor’sspeedbymodulatingtheon-timeofeitherorbothoftheactive
transistors.

VccVcc
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Therearenumerouspracticalproblemswithsuchasimplisticdesign.Perhaps
mostimportantly,thereisnoprotectionfortheswitchingtransistorsfromthein-
ductive“kick-back”fromthemotorwindings.Youcouldmitigatethisbyputtinga
protectiondiodeacrossthecollectorandemitterofeachtransistor.Alsoconsider
whatwouldhappenifyoureversethemotordirectionbyswitchingfromtheconfigu-
ration(AON–DON)totheconfiguration(BON–CON).Theswitchingtimes
oftheindividualBJTsorFETsyouwouldbeusingarenotexactlyidentical,soyou
runtheriskthat,foraninstant,bothsidesofthebridgecouldbe“on,”thusshorting
thepowerrails—andprobablyeitherburningoutpartofthedrivercircuit,blowing
afuseorjustcausingamomentarypowerglitchthatcouldresetsomeorallofyour
systemtoanunknownstate.Youcouldworkaroundthisproblembyensuringthat
thefirmwarenevergoesdirectlyfromthe“poweredup—forwardrotation”to“pow-
eredup—backwardrotation”states;instead,itshouldswitchbothsidesofthebridge
offforabriefrecoveryperiodbeforechangingdirections.

Furthermore,thereisalsonointrinsichardwareprotectiontopreventafirmware
bugfromshortingthepowerrailsdirectlythroughonesideofthebridge(forexam-
ple,byswitchingonAandBsimultaneouslyduetoasoftwareerrorwritinggarbage
valuestoanI/Olatch)—youcouldsolvethisbyprovidingsomeexternallogicpro-
viding“direction”and“enable”inputsthatonlyallowthedriverstobeturnedonin
permissiblecombinations.Finally,asthecircuitstands,youhavenowaytodiagnose
thehealthoftheswitchingcircuitorgaugethecurrentbeingdrawnbythemotor,so
youcan’tdetectastalledrotororshortedwinding.

Ratherthanreinventingallthesewheelsandengineeringacustomsolution,we
cutaroundthesemessyproblemsbyusingtheNationalSemiconductorLMD18200T
integratedH-bridge.Thischipisnotexactlycheap,ataround$11.50(insingle-piece
quantities).However,thepriceiswellworththeengineeringtimesaved.Ifnothing
else,youwouldprobablyspendatleasttwicethisamountondestroyingMOSFETs
whiledebuggingyourowncircuitdesign.TheLMD18200alsooffersseveraluseful
bonusfeatures,includinganinternaljunctiontemperaturewatchdogthatwillsignal
toyourmicrocontrollerwithasimpledigitalsignalifthechipisoverheating(and
shutthedriversoffiftheH-bridgeoverheats),integralshoot-throughprotection,
nonregenerativebraking(thisshortsthemotorwindings)andacurrentmonitoring
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outputthat,withanappropriateshuntresistorandADC,canbeusedtomeasure
howmuchcurrentisbeingdrawnbythemotor.Infact,wewon’tbeusingthelatter
feature,soyoumightprefertousetheslightlycheaperLMD18201,whichisidentical
totheLMD18200exceptthatitdoesn’thavethehandydrive-current-monitoring
feature.ThereasonIspecifytheLMD18200issimplybecauseitseemstobestocked
bymorevendorsthanitscheapersibling.Thepricedifferenceisonlyafewpennies
fromthedistributorsIuse,butmaybeyou’llcomeacrossaloadofamazinglycheap
LMD18201sinthesurplusmarketplace.

Thereisonemorefeatureourcircuitoffers,whichisn’talwaysessentialbutis
oftenuseful—tachometerfeedback.Withoutsomefeedbackontheactualphysi-
calnumberofrevolutionsbeingexecutedpersecond,itispracticallyimpossibleto
controlthespeedofamotorundervaryingload.Thetachinputoftheboardexpects
toseeanactivelowpulseonceperrevolution.ThesensormethodIuseontheE-2is
aHalleffectsensormountednexttothemotorshaft,andatinyneodymiummagnet
gluedtotheshaft.Youmightprefertousesomeothermethod,suchasanoptical
sensorandareflective(ordark)markpaintedontheshaft.Somemotorsevenhave
tachhardwareofsomesortbuiltin;thisisparticularlycommoninsmallcoolingfans,
whichfrequentlyhaveanintegralHalleffectsensor.Withsuchmotors,allyouneed
todoisconnectthewiresproperly,andyou’redone16.However,youshouldnotethat
thetachonthesemotorsmaynotbereliableatanythinglessthan100%PWMduty
cycle.Thesecoolingfansareoftendesignedtoruncontinuouslyatfullspeed,with
thetachprovidingfeedbacktothesystemthatthefanhasn’tstalled.Thetachsensor
isprobablypowereddirectlyoffthepowerinputwire,andmaynothaveenoughof
adecouplingcapacitorconnectedtoremainaliveduringthe“off”portionofyour
PWMsignal.

Enoughtalk,let’slookattheschematicforourmotorcontroller:

16Note:Almostallfansoutputtwotachpulsesperrevolution.Dependingonwhatkindoftachsensor
youemploy,andhowyoumountit,yoursystemmayoutputonlyonepulseperrevolution.
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Thefirstthingyou’llnoticeisthatit’squitedifficultforustousethetiny26L’s
inbuiltPWMhardware,becauseitsfunctionsoverlaythepinsusedbytheUSI.If
youstudythetiny26L’sdatasheetclosely,you’llobservethatwecouldusePB3(which
doublesastheOC1Boutput)asthePWMdrivesignal.However,thiswouldmean
eithermovingtheSPIselectfunctionalitytoanoninterruptpin—unacceptable,
becausewehavetorespondtochangesintheselectstatequicklysowecangetoff
thebus—orenablingthesecondpin-changeinterrupt,PCINT1.Thelatterinter-
ruptisabittoo“global”forcomfort—itfiresevenwhenalternatehardwarefunctions
havebeenselectedfortheI/Opins.Extracarewouldbenecessarytosuppressthese
unwantedinterrupts.

Asaresult,wehavetouseasoftwarePWMdrivescheme.Essentially,Ihadto
choosebetweeneithersoftwareUSIorsoftwarePWM,andinordertokeepasmuch
codeaspossiblecommonbetweenthevariousmodulesofthisproject,Ichosetodo
thePWMinsoftware.Anunavoidableside-effectofthisisthatserialI/Oandtach
pulseswillcauseminorglitchesinthePWMoutput.Asecondside-effectisthatthe
PWMfrequencyisseverelylimitedbytheAVR’scoreclockspeed.(Thehardware

Figure3-7:DCmotorcontrolcircuit



74

Chapter3

PWMfeaturecanbedrivenbyanasynchronousclockgeneratedbyanon-chipPLL).
Neitheroftheseareseriousproblemsforourapplication.

ObservealsothatweusethededicatedINT0lineforthetachometerinput.The
reasonforthisisthatwe’reonlyinterestedinoneedgeofthetachsignal.Although
we’vegotenoughfreeGPIOstodedicateoneofthepin-changeinterruptstotach
input,thisinterruptwouldfireonbothedgesofthetachsignal,whichintroducesun-
necessaryglitchesintoourothertasks.INT0canbeprogrammedtofireonlyonthe
edgeofourchoice.

Nowlet’sstudythefirmwareforthisdevice.It’smoderatelycomplicated,because
thereisalotgoingon,solet’sstudythemajortasksseparately.We’llfirstlookatthe
taskthathandlesthePWM:

;====================================================================
;Timer0overflow-PWMmotoroutput
;WARNING-Thiscodemustbebare-minimumoptimized.Itrunsso
;frequentlythatitcaneasilytakeovertheentireCPU.
entry_timer0:

 inr3,SREG
 sbiPORTA,PORTA_TEST

 ;ResetTMR0countertostartpositionfornexttick
 ldir24,TMR0_RELOAD
 outTCNT0,r24

 ;IncrementPWMcountvariable
 incr22
 cpir22,100
 brnepwm_no_overflow

 ;Ifwe’veoverflowed,resetto0.Doaspecial-casechecktosee
 ;iftherequesteddutycycleis0-ifso,turnoffthePWMout-

put.
 ldir22,0
 cpr1,r22
 brnepwm_duty_nonzero

 cbiPORTA,PORTA_PWM
 rjmptmr0_done
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pwm_duty_nonzero:
 sbiPORTA,PORTA_PWM
 rjmptmr0_done

 ;Ifwedidn’toverflowthe100%counter,thencompareto
  ;requesteddutycycle.

 ;Ifcount=dutycycle,turnoffthePWMoutput.Notethatthe
  ;100%specialcaseisalreadyhandledbytheoverflowtrapping
  ;above.

pwm_no_overflow:
 cpr22,r1
 brnetmr0_done
 cbiPORTA,PORTA_PWM

tmr0_done:
  cbiPORTA,PORTA_TEST
  outSREG,r3
  reti

Thereareafewparametersthatneedtobebalancedhere:

■ ThedesirednumberofPWM“grayscales”between0%(alwaysoff)and100%
(alwayson)dutycycle.We’regoingtouse100levels,sothePWMvaluein
useisactuallythesamenumberasthedutycyclepercentage.Thereareacou-
pleofreasonsforchoosingthisvaluebesidesthemereeleganceofspecifying
apercentagedirectly:firstly,sincetheAVRisan8-bitmicro,it’sconvenient
forustouseavaluethatfitsinan8-bitvariablewithsomewiggleroomsowe
canavoidfenceposterrors17withouthavingtoinsertanyunwieldyspecial-
casecodeforboundaryconditions.Secondly,100stepsisreallymorethan
enoughformostdrivemotorapplications;infact,E-2onlyadjuststheduty
cyclein10%increments.

17Imagineyouarebuildingafence100meterslong.Thepostsalongthisfencearetenmetersapart.
Howmanypostsdoyouneedtobuy?Theinstinctiveresponseoftenisthecanonicalfencepost
error.
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■ ThetargetPWMfrequency.200Hzisaworkable(thoughnoisy)frequency
formotordriving.Togiveanadmittedlyoversimplifiedruleofthumb:ultra-
sonicfrequenciesaregenerallybetterforPWMapplications,becausethey
pushthepulsenoiseoutbeyondourhearingrange.However,thetiny26Lis
tooslowtoimplementthisinsoftware.IfwewereusingthehardwarePWM,
itwouldn’tbeaproblem,butunfortunatelywedon’thavethatluxury,for
reasonsdescribedpreviously.200Hzisareasonablecompromise.

■ Systemclockspeedandinterruptloadingissues.

PWMinourdesignisimplementedusingTimer0.This8-bittimerincrements
withaselectableratio(/1,/8,/64,/256or/1024)ofthesystemclockfrequency,and
interruptswhenitrollsoverfrom0xFFto0x00.Theparameterswecanvaryhereare
theclockdivisorandthevaluetobereloadedintothetimerduringtheinterrupt.In
ordertocalculatethesevalues,weneedtoworkbackwardsfromthe200Hzfigure.
Ineachcycleofthat200Hzsignal,weneedtohave100samplepointsatwhichthe
PWMdrivesignalcanbeeitherofforon.Thismeansweneedatimerinterruptrate
of20kHz.Givenoursystemclockof3.579545MHz,theTimer0clockfrequencies
availabletousareapproximately3.58MHz,447kHz,55.9kHz,14.0kHzor3.50
kHz.Theslowesttimerspeedthatisfasterthanour25kHztargetis55.9kHz.Di-
vidingthesefrequenciesweseethatweneedtodividethetimer0clocksource(by
reloadingthetimerwithsomenonzerovalue)by2.24togettherightinterruptrate.
Theclosestwecangetiseitherareloadvalueof0xFE(2ticksperinterrupt,28.0
kHz)or0xFD(3ticksperinterrupt,18.6kHz).We’lluse0xFE,becauseeventhough
itrepresentsagreatererrorwithrespecttoournominaltargetfrequency,it’sanerror
“intherightdirection”—thatis,towardsbetterperformance.

Asanasideatthispoint,you’llnoticebyinspectingthesubroutineshownon
thepreviouspagethatmycodesetsPA7highonentrytotheTimer0interrupt,and
bringsitlowagainjustbeforereturningfromthatISR.Thepurposeofthisstrobeis
sothatwecanobserveonanoscilloscopetheamountofCPUtimebeingchewedup
bythePWMfunction.Sincethisisthemostfrequently-executedcodepathinthe
chip,it’sinstructivetohavesomemeansofmeasuringhowbigatimesliceitoccu-
pies.Fromquickinspection,ratherlessthan10%oftheavailableCPUtimeisbeing
occupiedinthePWMISR,whichisquiteacceptable.Whilewe’retalkingabout
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performance,though,alsonotehowI’vefine-tunedtheregisterusageinthisproject
toavoidhavingtosaveanythingonthestackinthehigh-loadISRs.Itgetsharder
andhardertodothesekindsofdown-to-the-last-nibbleoptimizationsasyouadd
moretaskstoasystem(simplybecauseeachtaskhasacertainamountofstatethat
needstobestored).Thisisanotherusefulargumentinfavorofbreakingupasystem’s
real-timeresponsibilitiesacrossmultiplemicrocontrollers.

Thesecondtaskinthismoduleistachometermeasurement.Thisishandled
byTimer1.Timer1isafree-runningupcounter.Timer1hasaricherselectionof
prescalervaluesthanTimer0,from/1(3.58MHz)allthewaydownto/16384(218Hz).
Whatscalervalueshouldwechoose?Itdependsonthedesiredaccuracyandan-
ticipatedrangeoftheinputsignal.Let’ssaythatwearegoingtouseamotorwitha
maximumunloadedspeedof3,600rpmandarbitrarilypickadivisorofCK/8192,or
437Hz.Togetareasonablyaccuratemeasurement,weareactuallygoingtoperform
akindofrunningaverage:Thetachinterruptincrementsa16-bitcounter,butdoes
NOTpermitittorolloverpast0xFFFF.Timer2’soverflowinterruptisallowedtofire
eighttimes(2048ticks,orinotherwords~4.69seconds).Attheeighthinterrupt,
thetachcounteriscapturedandreset;itcanrangefrom0(nomotion)to0xFFFE
(838,000rpm;exceedinglyunlikely).Foranunloadedmotorofthetypeyou’relikely
tobeusing,expecttoseevaluesaround274,(3,500rpm).0xFFFFvaluesshouldbe
displayedbyyouruserinterfaceas“outofrange,”and0shouldprobablybedisplayed
as“tachfailure,”sincetheseareextremeboundaryconditions.Notethatyoucan
tinkerwiththedynamicrangeandsamplerateofthismeasurementverysimplyby
alteringthetachometerdivisorvalueintheTimer1interrupt.Theactualcodefor
thetwotachometer-relatedISRsareasfollows:

;====================================================================
;Timer1overflow-Tachsampler
entry_timer1:
  inr5,SREG

  incr21
  cpir21,TACH_DIVISOR
  brnetmr1_done

  ldir21,$00
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  ;UpdateRAMcopyofcounter
  ststach_low,r30
  ststach_high,r31

  ;Cleartachcounter
  ldir30,$00
  ldir31,$00

tmr1_done:
  outSREG,r5
  reti

;====================================================================
;Tachometerinputhandler(INT0)
;Thisinterruptfiresonceeveryrevolution,andwouldtypically
;betriggeredbyastationaryHalleffectsensorsensingamagneton
;theshaft.
entry_int0:
 inr4,SREG

 ;Incrementtachcounter
 incr30
 brnetach_done

 incr31
 brnetach_done

 ;Iftachhasoverflowed,pegitat$FFFF.
 ldir30,$ff
 ldir31,$ff

tach_done:
  outSREG,r4
  reti

Sincethismoduleisn’tdirectlyconcernedwiththeactualmotorspeed,wejust
providetheabove16-bitcounterresultwhenqueriedforstatus—thehostisexpected
todothemathtoconverttherawcountintoarotationspeedinaunitacceptableto
theend-user.Thevaluecanbecalculatedverysimplyby:

speedinrpm=(tachvalue*60)/4.69.
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ThefinaltaskistheSPIinterfacemanagementcode.Thiscodeisverysimilarto
theanalogousportionsofthesteppermotorcontroller;asimplestatemachinewhich
isstimulatedbyeithertheUSIinterrupt(forincomingdata)orthepin-changeinter-
ruptthathandlesSPIslaveselectionandbus-on/-offevents.Thefirmwaresupports
thefollowingcommandcodes:

Mnemonic Value Description
MTR_CMD_STOP 0 Stopmotor.
MTR_CMD_FWD

1

SetPWMdutycycleandstartmotor
spinningintheforwarddirection.Thenext
bytefollowingthiscommandbyteshould
bethedutycycle(0–100%).

MTR_CMD_REV

2

SetPWMdutycycleandstartmotor
spinninginthereversedirection.Thenext
bytefollowingthiscommandbyteshould
bethedutycycle(0–100%).

MTR_CMD_READ_STATUS

254

Readsbackcurrentspeedandtachometer
status.Thehostcanreadbackuptothree
bytesfollowingthiscommand;thefirst
byteisthestatus/speedbyte(lower7bits
=currentPWMdutycycle,upperbitisset
ifthethermalwarningflagisactive),and
thenexttwobytesarethemostrecenttach
count,lowbytefirst.

MTR_CMD_RESET 255 Performsasoftreset.

3.6Two-AxisAttitudeSensorusingMEMSAccelerometer

Foravarietyofreasons;navigation,hazardavoidance,andsoon,it’sdesirablefor
avehicletobeabletoknowitsorientationwithrespecttotheearth.Aship,sub-
marineorairplanehassixdegreesoffreedom(land-boundvehiclesgenerallyhave
fewer).Threeofthesearerotational:rotationaroundanimaginarylinefrombow
tostern(roll),rotationaroundanimaginarylineperpendiculartothebow-stern
lineandparalleltotheEarth’ssurface(pitch),androtationinaplaneparallelto
theEarth’ssurface(yaw;turningthebowofthevehicletopointtowardsanew
destination).Theotherthreearetranslational,alongthesameaxesjustmentioned;
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respectively,surge(movementforwardsorbackwards),sway(movementfromsideto
side)andheave(movementupordown).

Yawisrelativelydifficulttomeasuredirectly,solet’sdiscussitfirst.Oneapproach
istouseaflux-gatesensor;anelectroniccompass,essentially.Thedifficultywith
thisisthateveryspotontheEarth’ssurfacehasmoreorlessinterferencefromlocal
metallicdepositsandothergeographicalfeatures,soacompassneedledoesn’talways
pointataknownreferencepoint(magneticnorth).Magneticnorthalsomoves
about,anditdoesn’tcoincidewiththetruegeographicnorthpole.Forshorttrips,
afixedvariancesettingcanbelookeduponamapofyourarea,andyoucanjust
ignoreanyerrorscausedbyroamingaboutclosetovastlodestonedeposits!E-2’score
electronicmoduledoesn’tdirectlymeasureyaw;itassumesthatmostofthevessel’s
motionvectorisparalleltothebow-to-sternaxisandhenceusesGPSvelocitydata
(whilesurfaced)toinferthedirectionthebowispointing.Ifyouwanttotryyour
handatmagneticnavigationmethods,therearenumerouskitscontainingflux-gate
compassboards,intendedforthehobbyistroboticsmarket.Mostoftheseincorporate
somecleverfirmwaretodealwithvarianceissues.

Staticrollandpitch,ontheotherhand,caneasilybeascertainedbymeasuring
thegravityvectoractingonthecraftandcomparingittoanimaginaryreference
vectoratrightanglestoboththebow-sternandport-starboardaxesofthevehicle.
Toperformthismeasurementtask,weuseanaccelerometer.

Atitssimplest,anattitudeoraccelerationsensorissimplyapendulum.Infact,
areasonablyusefultwo-dimensionalattitudesensorcanbeconstructedbysimply
takingatwo-axispotentiometerassemblyoutofanoff-the-shelfanalogjoystick,
attachingaheavyweighttothejoysticklever,andmountingthewholethingupside-
downsothattheweightedjoystickcanswingaroundfreely.(Payattentiontoalign
theaxesofthesensorwiththeaxesaroundwhichthesensorisexpectedtorotate).
Incaseswherefineaccuracyisnotessentialanditisdesirabletoconnectthissen-
sordirectlytoaPC,cannibalizingajoystickinthiswayisdefinitelythepathofleast
resistance,nottomentionanextremelyfastwaytoconstructaprototype.Aproposof
theE-2project,itisinterestingtonotethatattitudeanddepthcontrolintorpedoes
ofWorldWarIIvintagewereactuallycontrolledusingamechanicallyinterlinked
systemofapendulumandamanometer.
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Despiteitssimplicity,thereareanumberofdisadvantagestothesimplependu-
lummethod—itisbulky,andfrictioninthepotentiometersandjoystickbearings
tendstomakesthedeviceinsensitivetosmallaccelerations.Abettersolutionfor
someapplicationsistousefree-turningweightsorgyroscopesonexquisitelylow-fric-
tionbearings,withsomesortofopticalormagneticscaleread-out,butthesesortsof
machinesareexpensiveandrelativelyhigh-maintenance.Themodernsolutionto
thisdesignproblemisanintegratedMEMS(MicroElectroMechanicalSystem)part
suchastheAnalogDevices’ADXL202two-axisaccelerometer.Thisparticularde-
viceisonlyrateduptotwogravities(approximately19.7ms–2)ofacceleration.This
makesitsuitableforassessingtheoverallattitudeofabody,butnotterriblyusefulfor
moredemandingtasks.Fortrulychallengingtaskslikemeasuringdecelerationduring
acarcrash,orrockettakeoffforces,youneed(attheveryleast)apartratedformuch
higheraccelerations.

Beforewegoanyfurther,pleasenotethatthistexttalksspecificallyaboutthe
olderADXL202JQC(commercialtemperaturegrade)andADXL202AQC(in-
dustrialtemperaturegrade)parts,whichwereavailableina14-leadceramicSOIC
package.ThisvarianthasbeendiscontinuedbyAnalogDevicesinfavorofaceramic
8-pinleadlesschipcarrier,theADXL202JE(commercial)andADXL202AE(indus-
trial).However,theolderpartisstillavailableindistributionchannelsandisquite
widelyusedinhobbyisttypeapplicationsbecauseoftherelativeeasewithwhichit
canbehand-prototyped.

Thebestwaytoprototypewitheitherpartis,ofcourse,withasmallPCBor
theevaluationboardforthepart.Ifthisisnotpossible(notethattheEVBisap-
proximatelythreetimesthecostofthebarepartinsingle-piecequantities),thenan
acceptablealternativefortheolderSOICpartistogluethesensortothenon-cop-
peredsideofapieceofprotoboard,andsolderthinwirestothepins(wire-wraptype
wireperformsthisdutyverywell).Iprototypedthecircuitinthisbookusingthis
method;Iusedatwo-partepoxyresintogluethechipdown.Ifyouareusingthe
moremodernLCCpart,however,lifeismoredifficult.Here’sapictureoftheolder
device(gluedtoapieceofprototypeboard),alongsideacoupleofsamplesofthe
LCCpart,oneofwhichhasbeenturnedupside-downtoshowthecontactpatternon
theunderside.Thosecontactsareveryfinegolddepositsontheceramicchipbody;
ifyousolderwirestothem,youcanquiteeasilypullthecontactsrightoffthechip.



82

Chapter3

Nevertheless,ifthat’syouronlyprototypingoption,itcanbedone—justbevery
carefulnottoapplyanyunnecessarystress,becausethosepartsareexpensive(about
$15–20each,insmallquantities).

Mechanicalpackageconsiderationsofthissortaside,theADXL202isveryeasy
tointerface.Thedeviceoutputstwosquarewavesignals(oneforeachaxis)with
anidenticalperiod,T2,andavariabledutycyclewithanon-timeofT1.Notethat
althoughthetwosignalsareguaranteedtohavethesameperiod,theyarenotguar-
anteedtostartatthesametime—theycanhaveanyamountofphasedifference.The
periodcanbeconfiguredfrom1to10msbymeansofanexternalresistor(RSETin
AnalogDevicesliterature),selectedaccordingtotheformula:

T2=RSET/125000000,

whereT2isinseconds,andRSETisinohms.Ihavechosena1Mresistor,which
givesusanominalperiodof8ms.Actualmeasurementofarealdevicein-circuit
showsaperiodof7.2ms,whichisgratifyinglyclosetothemark.Ratherthansketch
thewaveformsartificially,hereisapictureofanactualscopetraceshowingbothX

Figure3-8:DifferentADXL202variants.
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(bottom)andY(top)outputsforanADXL202JQC.Thedevicegeneratingthese
signalswasflatonmydesk,whichisapproximatelyhorizontalwithreferencetothe
Earth’ssurface.

Figure3-9:ADXL202outputsignals

Theon-timeperiodT1(the“hump”inthewaveformsinFigure3-9)isnominally
supposedtobe0.5T2whentheaccelerationontheaxisinquestionis0g.Inpractice,
though,thereisawidedeviation—asyoucanseefromthemeasurementsinFigure
3-9,wheretheaccelerometerwasknowntobeapproximatelyhorizontal.

Followingistheschematicforourcircuit:
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Thefirmwaresupportsonlytwocommandcodes:

Mnemonic Value Description
ACL_CMD_READ_STATUS 254 Readsbacksixbytesofaccelerometer

status.
ACL_CMD_RESET 255 Performsasoftreset.

ACL_CMD_READ_STATUSreturnsthree16-bitwordsofstatusinformation;
first,themeasuredvalueofT2,thentheT1valuemeasuredfortheXaxis,andfinally
theT1valuemeasuredfortheYaxis.Thehigh-orderbyteistransmittedfirst.Ob-
servethatwedon’tneedtocalibrateandtransmittwocopiesofT2,sinceitisknown
(bydesign)tobeidenticalforbothaxes.

ThemeatofthisprojectiscontainedintheTimer1andpin-changeinterrupt
handlers.TheinterrupthandlerforoverflowsinTimer1,whichrunsatthefullCPU
clockspeed,merelyincrementsahigh-ordercounterbyte,therebyextendingTimer
1’srangeto16bits.ThiscorrespondstoamaximummeasurableT2ofapproximately
18ms,withatheoreticalresolutionof279ns.

Figure3-10:Accelerometerschematic



85

SomeExampleSensor,ActuatorandControlApplicationsandCircuits(HardTasks)

;====================================================================
;Timer1interrupt
entry_tmr1:
  inr4,SREG

  incr1

  outSREG,r4
  reti

;====================================================================
;I/Opinchangeinterrupt
;TheonlyvalidsourcesofthisinterruptarePB3,whichisusedas
;the3-wireslaveselectline,PA6(X-input)andPA7(Y-input)
entry_iopins:
 inr3,SREG

 ;Grabcurrenttimervalueincaseweneeditlater
 inr22,TCNT1

 ;Getlastvalueofshadowregister
 ldsr26,porta_shadow

 ;ScanX-input.First,handlethecaseifitishigh.
 sbisPINA,PORTA_X
 rjmpx_is_low

 sbrcr26,PORTA_X
 rjmptest_y    ;Nochange.TestY-input.

 orir26,PORTA_X

 ;+veedgedetectedonX.WeneedtocalculateT2
 ;bysubtractinglast-edgefromcurrenttimer,andaddingX-T1

  ;tothatresult.
 movr21,r22    ;timerlobyte
 ldsr25,xle_lo
 subr21,r25    ;r21=intermediatevallobyte
 movr24,r1    ;timerhibyte
 ldsr25,xle_hi
 sbcr24,r25    ;r24=intermediatevalhibyte
 ldsr25,x_t1_lo
 addr21,r25
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 ldsr25,x_t1_hi
 adcr24,r25
 stst2_hi,r24
 stst2_lo,r21

 rjmpupdate_x_edge

 ;X-inputislow.Testfor-veedge.

x_is_low:
 sbrsr26,PORTA_X
 rjmptest_y

 ;-veedgeonXdetected.WeneedtocalculateX-T1
 ;bysubtractinglast-edgefromcurrenttimer.
 movr21,r22   ;timerlobyte
 ldsr25,xle_lo
 subr21,r25   ;r21=T1lobyte
 movr24,r1     ;timerhibyte
 ldsr25,xle_hi
 sbcr24,r25   ;r24=T1hibyte
 stsx_t1_hi,r24
 stsx_t1_lo,r21

 ;Updatelast-edgetimestampforXaxis

update_x_edge:
 stsxle_hi,r1
 stsxle_lo,r22

 ;ScanY-input-First,handlethecaseifitishigh.

test_y:
 sbisPINA,PORTA_Y
 rjmpy_is_low

 sbrcr26,PORTA_Y
 rjmptest_spi   ;Nochange.GotoSPItest.

 ;+veedgedetectedonY.WeneedtostartcalculatingY-T1.
 rjmpupdate_y_edge


y_is_low:

 sbrsr26,PORTA_Y
 rjmptest_spi   ;Nochange.GotoSPItest.
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 ;-veedgeonYdetected.WeneedtocalculateY-T1
 ;bysubtractinglast-edgefromcurrenttimer.
 movr21,r22   ;timerlobyte
 ldsr25,yle_lo
 subr21,r25   ;r21=T1lobyte
 movr24,r1     ;timerhibyte
 ldsr25,yle_hi
 sbcr24,r25   ;r24=T1hibyte
 stsy_t1_hi,r24
 stsy_t1_lo,r21

 ;Updatelast-edgetimestampforYaxis

update_y_edge:
  stsyle_hi,r1
  stsyle_lo,r22

test_spi:
 inr26,PINA
 stsporta_shadow,r26

 ;CheckstateofSPIselectline.
 sbicPINB,PORTB_SEL
 rjmpusi_disable

 ;IfPB1isalreadyanoutput,don’tresettheUSI.This
  ;specialcodeisnecessarysoaccelerometerinterruptsdon’t
  ;messwithpartiallycompleteUSItransactions.

 sbicDDRB,PORTB_DO
 rjmpiopin_done

 ;SELlineisLOW.EnableandresetUSIandswitchPB1tooutput
 ldir23,FSMS_RXCMD
 ldir26,$00
 outUSIDR,r26  ;EmptyUSIdataregister
 outUSISR,r26  ;ClearUSIstatus(includingclockcount!)
 sbiDDRB,PORTB_DO ;setPB1tooutput

 sbiUSISR,USISIF ;Clearstartconditionstatus
 sbiUSISR,USIOIF ;Clearoverflowstatus
 sbiUSICR,USIOIE ;EnableUSIoverflowinterrupts

 rjmpiopin_done
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 ;SELlineisHIGH.DisableUSIandswitchPB1toinputtotake
 ;usoff-bus

usi_disable:
 ;disableUSIstartandoverflowinterrupts

 cbiUSICR,USISIE
 cbiUSICR,USIOIE

 ;DisableoutputdriveronPB1(DO)
 cbiDDRB,PORTB_DO  ;setPB1toinput

iopin_done:
  outSREG,r3
  reti

SomeaveragingorfilteringisadvisableonthePCendofthisequation.Here’sa
simpleprogramthattakesoutcontinuousreadingsandprintsthemtoasingleline
ontheconsole(you’llfindthesourcecodeandmakefileforthisprogramintheaccel
directoryofthesamplesourcearchive):

/*
 main.c

 DemonstrationappletforE2BUSstepperinterfacecode

 From“Open-SourceRoboticsandProcessControlCookbook”
 LewinA.R.W.Edwards(sysadm@zws.com)
*/

#include<stdio.h>

#include“e2bus.h”

intmain(int_argc,char*_argv[])
{
 unsignedcharpkt[6];
 inti=0,j;

 //Openport
 if(E2B_Acquire()){
  printf(“ErroropeningE2BUS.\n”);
  return-1;
 }
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 E2B_Reset();
 printf(“Resetcomplete,pausing...\n”);
 sleep(1);
 printf(“XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX”);
 while(1)
 {
  usleep(750000);
  pkt[0]=ACL_CMD_READ_STATUS;
  E2B_Tx_Bytes(pkt,1,0,0);
  E2B_Rx_Bytes(pkt,6,0,1);
  for(j=0;j<37;j++)printf(“\b”);
  printf(“Sample%-08.8Xstatus%-02.2X%-02.2X,”
  ”%-02.2X%-02.2X,%-02.2X%-02.2X”,
  i,pkt[0],pkt[1],pkt[2],pkt[3],pkt[4],pkt[5]);
  fflush(stdout);
  i++;
 }

 return0;
}

Ifyourunthisprogram,you’llseethateveniftheaccelerometerisstationary,
there’sacertainamountofjitterintheoutputvalues.Thisispartlyduetotheirritat-
inglyanalognatureoftheUniverse,partlyduetovibrationoftheaccelerometer,and
partlyduetothefactthatserialinterruptscanslightlyskewthetimemeasurement
task.Forexample,hereisasequenceofthreeconsecutivereadingsfrommyproto-
type:

6821,2C0A,3AD6

67D7,2BFC,3AF0

67E9,2C46,3A2C

Becausethisphenomenonisunavoidable,someaveragingorfilteringisdesirable
beforeworkingwiththesensoroutput.Simpleaveragingisacceptable,butaKalman
filterisbetter;formoreinformationonthistopic,Irecommendthereferencedu
Plessis,R.M.,1967;Poorman’sexplanationofKalmanFiltersorHowIstoppedworrying
andlearnedtolovematrixinversion,ISBN0-9661016-0-X.
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3.7RS-422—CompatibleIndicatorPanel

Thiscircuitisabitofadeparturefromtherestofthecontentinthischapter,in-
asmuchastheapplianceIdescribehereisnotpartoftheE-2project.ThereasonI
haveincludedthissectionisbecausethecircuitandfirmwareillustrateseveralrel-
evantandinterestingpoints,includingmultidropdifferentialserialcommunications
overrelativelylongdistancesandusingtheAVR’sinternalRCoscillatorinsteadof
anexternalcrystal.Thisapplicationalsoprovidesaniceexampleofhowthesortsof
systemsinthisbookcanbeusedinreal-worldsituations.

Idevelopedthisdeviceforashippingcenterapplicationusedintwoofacom-
pany’swarehouses.Theproductsshippedfromthesecentersconsistofstandard
andcustomizedkitsofindividually-packagedparts.Anumberofconveyorbelts
runthroughthewarehousearea,pastthevariousbinsofparts.Atthe“start”endof
eachconveyorbeltisalargematrixof416pigeonholesarrangedas26rowsby16
columns.Beforeeachshift,administrativestaffstockthesepigeonholeswithpick-
listsdescribingdifferentstandardsubassemblies.Eachpigeonholehasanindicator
lamp(actually,anLED)overit.Acentralcomputer,connectedtothecompany’s
orderprocessingsystem,controlsalltheseindicatorlampsoverapieceofCategory
5ecablethatrunsapproximately800feetfromthecomputerroomtothewarehouse
floor;theindicatorpanelsshowworkersalongtheconveyorbeltwhichpick-liststo
gatherforanindividualorderasitprogressesdowntheline.Asinitiallyinstalled,all
thepanelsweretorepeatasinglesetofcommands,howeveritwasdesiredtoleave
thefunctionalityopen-endedsothatinfuture,morepanelscouldbeaddedtothe
samebus,butshowadifferentsetofsignals(toprocessmultipleorderssimultane-
ouslyonthesameline).Forthisreason,eachpanelhasan8-bitaddress;commands
comingdownthewirehaveanaddressfieldindicatingtheintendedrecipient.It’s
legalformultipleindicatorstohavethesameaddressifyouwantthemtorepeat
duplicatedata.
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Followingistheschematicforourcircuit:

Figure3-11:SchematicforRS-422-compatibleindicatorpanel

TheactualLEDsareomittedfromthisschematicforclarity’ssake;theyarewired
inasimplematrixwiththecathodesconnectedtotheULN2803sdrivingthecol-
umnlines,andtheanodesconnectedtotherowlines.

IchoseanATmega16partforthisdesignpurelyforthelargeI/Oandmemory
budget;.althoughitwouldbepossibletoimplementtheprojectinamuchsmaller
part,itwassimplyconvenientandquicktopickthemega16.You’llobservethatthis
projectusestheAVR’son-chipclockgeneratorratherthanrelyingonanexternal
crystal.NotethattheinternalRCoscillatorintheAVRpartsisfactory-calibrated
withadevice-specific“fudgefactor.”Thisfudgefactorisdifferentforeachsupported
oscillatorspeed.Thespecificcalibrationconstantsforeachfrequencyarestoredina
nonuser-accessible(probablyOTP)areaofthemicro,andcanbereadoutwiththe
chipsignature.Theycannotbereaddirectlybycoderunningonthetargetdevice;
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youcanonlyreadthemoutwithadeviceprogrammerliketheSTK500.You’ll
noticethatthecodeIprovideissetupfor1MHzoperation,butthatIhavealso
includedcommented-outinitializationcodefor8MHzoperation.Ifyouwanttorun
theprojectat8MHz,youneedtodoslightlymorethanjustuncommentthefaster
initializationcode,though—youneedtomakesurethechipiscorrectlyinitialized
withtherightoscillatorfudgefactorfor8MHz.It’ssomethingofadesignshortcom-
ingintheAVRseries,butwhenthedeviceisconfiguredforanyRCoscillatormode,
itautomaticallyloadsthe1MHzcalibrationfactor(thefirstcalibrationbyte)into
theprocessor’soscillatorcalibrationregister,regardlessofwhatRCoscillatorspeedyou
haveselected.Ifuncorrected,thiscanleadtoconsiderableclockdeviationfromthe
expectedspeed.Theoscillatormightnotevenbereliableifit’sgrosslymiscalibrated.

Atmel’sofficialsuggestionistouseanEEPROMorprogramflashlocationto
storethefactorycalibrationvalue,andcopyitintotheoscillatorcalibrationregis-
teratpower-up.IfyourunAVRStudio,selectTools—STK500/AVRISP/JTAGICE
—STK500/AVRISP/JTAGICE,andclicktheAdvancedtab,you’llbeabletoread
thesignaturebytesoutofthechipusingtheReadSignaturebutton.Selectthede-
siredspeedfromthedrop-downlistintheOscillationCalibrationbytesection,and
click“ReadCal.Byte.”TheappropriatecalibrationvaluewillappearintheValue:
box.(Remember—thisvalueisspecifictotheindividualchipyou’relookingat;you
can’treusethiscalibrationvalueinadifferentchip).Youcannowselectaflashor
EEPROMaddressusingthefieldsunderWriteAddress,andclick“WritetoMemory”
tocopythecalibrationbyteintoflashorEEPROM,asillustratedbythefollowing
twoscreenshots:
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Whilewe’reonthetopicofburningchips,notethattheATmega16shipswith
JTAGenabledbydefault.YouneedtosetthefusestodisableJTAGinordertofree
uptheassociatedI/Opinsforuseasgeneral-purposeI/Oinourapplication.

Theindicatorpanel’sserialinterfaceoperatesat2400bpswith8databits,no
parityandonestopbit.Thispanelisoperatedusingaseriesofcommandstrings,
formattedasfollows(notethatthesestringsarecase-sensitive):

■ Anattentioncharacter,‘!’.

■ Anaddresscharacterindicatingwhichboard(s)shouldhearthemessage.
Thecodeinthisbookhasbeenhardcodedtouseaddress‘A’(65).Referto
thesourcecodetochangetheunitaddress.Ifmultipleindicatorpanelsonthe
samebushavethesameaddress,theywillallrespondtomessagesatthesame
time.

Figure3-12:
SelectthedesiredAVRclockspeed

Figure3-13:
Readtheappropriatecalibrationbyte
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■ Acommandcharacter,whichisoneof:‘R’(reset;turnoffallLEDs),‘1’(turn
onspecifiedLED),‘0’(turnoffspecifiedLED),‘B’(turnonblinkingfora
specifiedcolumn),‘b’(turnoffblinkingforaspecifiedcolumn),or‘T’(start
testmode;testmoderunsuntilcanceledwiththe‘R’command).

■ The1and0commandsrequiretwoadditionalbytes—acolumnidentifier
(A~P,correspondingtocolumns0through15)andarowidentifier(A~Z).

■ TheBandbcommandsrequireoneadditionalbyteidentifyingthecolumnto
blink(A~P,correspondingtocolumns0through15).

Examplecommandstrings:

!AR -TurnsoffallLEDsonunitwithaddressA.

!A1BG -TurnsontheLED(onunitwithaddressA)atcolumn1,rowG.

!AT -StartstestmodeonunitwithaddressA.

!A0FK -TurnsofftheLED(onunitwithaddressA)atcolumn5,rowK.

!ABD -Startsblinkmodeforcolumn3(onunitwithaddressA).

!AbD -Stopsblinkmodeforcolumn3(onunitwithaddressA).

Sincethisisthemostcomplexproject,bycodevolume,includedwiththisbook,
Iamdetailingtheentiresourcecodeinthetext.

;====================================================================
;Miscellaneousconstants
.equ MY_ID   =65  ;IDnumberofthisunit(default‘A’)
.equ BLINK_RATE  =30  ;Framesperblink-toggle

;====================================================================
;SpecialserialRxcharacters
.equ CHR_ATTENTION  =$21  ;!
.equ CHR_RESET   =$52  ;R
.equ CHR_TESTMODE  =$54  ;T
.equ CHR_LEDOFF   =$30  ;0
.equ CHR_LEDON   =$31  ;1
.equ CHR_BLKON   =$42  ;B
.equ CHR_BLKOFF   =$62  ;b
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;====================================================================
;StatesforserialRxstatemachine
.equ SRX_WAIT  =0  ;Waitforattentioncharacter
.equ SRX_ID   =1  ;WaitforunitID
.equ SRX_GETCMD  =2  ;Waitforcommandbyte
.equ SRX_ON_GETCOL =3  ;WaitforcolumnbyteforLED-oncommand
.equ SRX_ON_GETROW =4  ;WaitforrowbyteforLED-oncommand
.equ SRX_BLKON_COL =5  ;Waitforcolumnforblink-oncommand
.equ SRX_BLKOFF_COL=6  ;Waitforcolumnforblink-offcommand
.equ SRX_OFF_GETCOL=7  ;WaitforcolumnbyteforLED-offcommand
.equ SRX_OFF_GETROW=8  ;WaitforrowbyteforLED-offcommand

;====================================================================
;Bitsinflags
.equ FLAG_BLINK  =7  ;Blinkflag,toggledeveryBLINK_RATE
frames
.equ FLAG_TESTMODE =6  ;Nonzero=unitintestmode

;====================================================================
;VariablesinSRAM
.DSEG
.ORG0x60
currentline: .BYTE1   ;Column#currentlybeingdriven
frameptr_lo: .BYTE1   ;Pointertoframedataforcurrentcolumn
frameptr_hi: .BYTE1
framecounter: .BYTE1   ;Incrementedeachframerefresh
flags:   .BYTE1
serialmode: .BYTE1   ;serialFSMcode
tmpcol:   .BYTE1   ;Temporaryholdingbufferforcolumn#

.ORG0x80
;BUGBUGDonotmovethisstructure.Thearithmeticthatworkswith
;itwillbreakifthis64-bytestructurecrossesa256-byteboundary.
;Forsafety,leaveithere.
;Eachtableentryisformattedasfollows:
;BYTE-A-H
;BYTE-I-P
;BYTE-Q-X
;BYTE-Z(bit7),Y(bit6),blink(bit0)-otherbitsreserved,
leave0
framedata:  .BYTE(4*16) ;Each4bytesisacolumnofLEDdata
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;====================================================================
;Interruptvectors
;Thismustbethefirstthingintheexecutableflashimage.
.CSEG
.ORG0x0000
  jmp  entry_reset ;Reset
  jmp  bad_irq   ;Externalinterruptrequest0
  jmp  bad_irq   ;Externalinterruptrequest1
  jmp  bad_irq   ;Timer/Counter2CompareMatch
  jmp  bad_irq   ;Timer/Counter2Overflow
  jmp  bad_irq   ;Timer/Counter1CaptureEvent
  jmp  bad_irq   ;Timer/Counter1CompareMatchA
  jmp  bad_irq   ;Timer/Counter1CompareMatchB
  jmp  bad_irq   ;Timer/Counter1Overflow
  jmp  tc0_overflow ;Timer/Counter0Overflow
  jmp  bad_irq   ;Serialtransfercomplete
  jmp  usart_rx  ;USARTRxComplete
  jmp  bad_irq   ;USARTdataregisterempty
  jmp  bad_irq   ;USARTTxComplete
  jmp  bad_irq   ;ADCconversioncomplete
  jmp  bad_irq   ;EEPROMready
  jmp  bad_irq   ;Analogcomparator
  jmp  bad_irq   ;Two-wireserialinterface
  jmp  bad_irq   ;Externalinterruptrequest2
  jmp  bad_irq   ;Timer/Counter0CompareMatch
  jmp  bad_irq   ;StoreProgramMemoryReady

;====================================================================
;Invalidexceptionhandler
bad_irq:ldir16,$BB
   outPORTA,r16
   rjmpbad_irq

;====================================================================
;Power-onresetentrypoint
entry_reset:
  ;InitializestackpointertotopofRAM
  ldir16,high(RAMEND)
  outSPL,r16
  ldir16,low(RAMEND)
  outSPH,r16

  ;ConfigureportsA,B,Casoutputs
  ldir16,$FF
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  outDDRA,r16
  outDDRB,r16
  outDDRC,r16

  callclear_outputs

  ;clearstatusflagsandserialFSM
  ldir16,$00
  stsflags,r16
  stsserialmode,r16

  ;ConfigurePD1(TxD)asoutput
  ldir16,$02
  outDDRD,r16

;8MHzsetupcode
;  ldir16,$CF
;  outUBRRL,r16
;  ldir16,$00
;  outUBRRH,r16

  ;1MHzclocksetup
  ;SetupUSARTfor2400bpsasynchronousmode
  ;FormulaforcalculatingUBRRinthiscaseisfosc/(16*baud)-1
  ldir16,$19
  outUBRRL,r16
  ldir16,$00
  outUBRRH,r16

  ;clearUSARTstatus
  outUCSRA,r16

  ;configurecontrol/statusregisterB
  ldir16,(1<<RXCIE)+(1<<RXEN)+(1<<TXEN)
  outUCSRB,r16

  ;configurecontrol/statusregisterC
  ;8bits,noparity,
  ldir16,(1<<URSEL)+(1<<UCSZ1)+(1<<UCSZ0)

  ;setframepointerto0andclearframecounter
  ldir16,$00
  stscurrentline,r16
  stsframecounter,r16
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  ;PointXatstartofframebufferdata
  ldir26,low(framedata)
  ldir27,high(framedata)
  stsframeptr_lo,r26
  stsframeptr_hi,r27

  ;cleartimercounter
  ldir16,$00
  outTCNT0,r16

  ;cleartimer0interruptflag
  ldir16,$00
  outTIFR,r16

;8MHzsetupcode
;  ldir16,$03     ;/64prescaler
;  outTCCR0,r16

  ;1MHzsetupcode
  ;setuptimer0forfosc/8(=125kHz)
  ;Thiscorrespondstoalinerateof~977Hz,framerate~61Hz.
  ldir16,$02     ;/8prescaler
  outTCCR0,r16

  ;enabletimer0interrupt
  ldir16,(1<<TOIE0)
  outTIMSK,r16

  ;enableinterrupts
  sei

  callclearscreen

TheUSI-completeinterrupthandlesallthevideowritetasks:

;====================================================================
;ISR
;SerialRxcomplete
usart_rx:
  pushr27
  pushr26
  pushr18
  pushr17
  pushr16
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  pushr0
  inr0,SREG

  ;GetreceivedbytefromUSART
  inr16,UDR

  ;ActonthebytedependingontheFSMstate
  ldsr17,serialmode

  cpir17,SRX_WAIT
  brnerx_notwait

  ;==============================================================
  ;Checkforattentioncharacter
  cpir16,CHR_ATTENTION
  breqrx_atn
  rjmprx_done
rx_atn:

  ;Attentioncharreceived!NowwaitforID
  ldir17,SRX_ID
  stsserialmode,r17
  rjmprx_done

  ;==============================================================
  ;CheckfortargetID
rx_notwait:cpir17,SRX_ID
  brnerx_notid

  ;Ifthisisn’tourtarget,waitforthenextcommandframe
  cpir16,MY_ID
  breqtargeted
  rjmprx_finish
targeted:
  ;IfweHAVEbeentargeted,wenextexpectacommandbyte
  ldir17,SRX_GETCMD
  stsserialmode,r17
  rjmprx_done

  ;==============================================================
  ;Getcommandbyte
rx_notid: cpir17,SRX_GETCMD
  brnerx_notcmd

  ;COMMAND-Reset
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  cpir16,CHR_RESET
  brnecmd_notres
  ldsr16,flags
  andir16,~(1<<FLAG_TESTMODE)
  stsflags,r16
  callclearscreen
  rjmprx_finish

  ;COMMAND-Testmode
cmd_notres:cpir16,CHR_TESTMODE
  brnecmd_nottest
  ldsr16,flags
  orir16,(1<<FLAG_TESTMODE)
  stsflags,r16
  rjmprx_finish

  ;COMMAND-Blinkon
cmd_nottest: cpir16,CHR_BLKON
  brnecmd_notblkon
  ldir17,SRX_BLKON_COL
  stsserialmode,r17
  rjmprx_done

  ;COMMAND-Blinkoff
cmd_notblkon: cpir16,CHR_BLKOFF
  brnecmd_notblkoff
  ldir17,SRX_BLKOFF_COL
  stsserialmode,r17
  rjmprx_done

  ;COMMAND-LEDon
cmd_notblkoff:cpir16,CHR_LEDON
  brnecmd_notledon
  ldir17,SRX_ON_GETCOL
  stsserialmode,r17
  rjmprx_done

  ;COMMAND-LEDoff
cmd_notledon: cpir16,CHR_LEDOFF
  brnecmd_notledon
  ldir17,SRX_OFF_GETCOL
  stsserialmode,r17
  rjmprx_done
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cmd_notledoff:

  rjmprx_finish

  ;==============================================================
  ;GetcolumnbyteforBLINKON
rx_notcmd: cpir17,SRX_BLKON_COL
  brnerx_notblkon_col
  subir16,$41     ;normalizecolumn
  andir16,$0F
  lslr16       ;multiplyby4
  lslr16
  ldir26,low(framedata)
  ldir27,high(framedata)
  addr26,r16
  incr26
  incr26
  incr26
  ldr16,X
  orir16,$01
  stX,r16
  rjmprx_finish

  ;==============================================================
  ;GetcolumnbyteforBLINKOFF
rx_notblkon_col:cpir17,SRX_BLKOFF_COL
  brnerx_notblkoff_col
  subir16,$41     ;normalizecolumn
  andir16,$0F
  lslr16       ;multiplyby4
  lslr16
  ldir26,low(framedata)
  ldir27,high(framedata)
  addr26,r16
  incr26
  incr26
  incr26
  ldr16,X
  andir16,$fe
  stX,r16
  rjmprx_finish
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  ;==============================================================
  ;GetcolumnbyteforLEDON
rx_notblkoff_col:cpir17,SRX_ON_GETCOL
  brnerx_noton_col
  subir16,$41    ;normalizecolumn
  andir16,$0F
  ststmpcol,r16
  ldir17,SRX_ON_GETROW
  stsserialmode,r17
  rjmprx_done

  ;==============================================================
  ;GetrowbyteforLEDONandswitchLEDon
rx_noton_col: cpir17,SRX_ON_GETROW
  brnerx_noton_row
  subir16,$41    ;normalizerow

  ;FirstcalculatecolumnRAMoffset
  ldsr17,tmpcol
  lslr17      ;multiplyby4
  lslr17
  ldir26,low(framedata)
  ldir27,high(framedata)
  addr26,r17

  ;DoesdesiredLEDlieinthecurrentbyte?
  cpir16,$08
  brshon_b2     ;no->

  ldir17,$01
b1_l:cpir16,$00
  breqon_done
  lslr17
  decr16
  rjmpb1_l

on_b2:incr26      ;Seektonextbyteinframebuffer
  subir16,$08    ;Chopoff8fromrow#
  cpir16,$08
  brshon_b3

  ldir17,$01
b2_l:cpir16,$00
  breqon_done
  lslr17
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  decr16
  rjmpb2_l

on_b3:incr26      ;Seektonextbyteinframebuffer
  subir16,$08    ;Chopoff8fromrow#
  cpir16,$08
  brshon_b4

  ldir17,$01
b3_l:cpir16,$00
  breqon_done
  lslr17
  decr16
  rjmpb3_l

  ;RowsYandZtakespecialhandling.
on_b4:incr26
  subir16,$08
  cpir16,$00
  breqon_ry
  cpir16,$01
  breqon_rz

  rjmprx_finish    ;Columnoutofrange.

on_ry:  ldir17,$40
  rjmpon_done

on_rz:  ldir17,$80
  rjmpon_done

  ;Finallywe’vefinishedthisfandangoandwewritethevideo
byte
on_done:ldr16,X
  orr16,r17
  stX,r16
  rjmprx_finish

  ;==============================================================
  ;GetcolumnbyteforLEDOFF
rx_noton_row: cpir17,SRX_OFF_GETCOL
  brnerx_notoff_col
  subir16,$41    ;normalizecolumn
  andir16,$0F
  ststmpcol,r16
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  ldir17,SRX_OFF_GETROW
  stsserialmode,r17
  rjmprx_done

  ;==============================================================
  ;GetrowbyteforLEDOFFandswitchLEDoff
rx_notoff_col:cpir17,SRX_OFF_GETROW
  brnerx_notoff_row
  subir16,$41    ;normalizerow

  ;FirstcalculatecolumnRAMoffset
  ldsr17,tmpcol
  lslr17      ;multiplyby4
  lslr17
  ldir26,low(framedata)
  ldir27,high(framedata)
  addr26,r17

  ;DoesdesiredLEDlieinthecurrentbyte?
  cpir16,$08
  brshoff_b2    ;no->

  ldir17,$01
ob1_l:  cpir16,$00
  breqoff_done
  lslr17
  decr16
  rjmpob1_l

off_b2:  incr26    ;Seektonextbyteinframebuffer
  subir16,$08    ;Chopoff8fromrow#
  cpir16,$08
  brshoff_b3

  ldir17,$01
ob2_l:  cpir16,$00
  breqoff_done
  lslr17
  decr16
  rjmpob2_l

off_b3:  incr26    ;Seektonextbyteinframebuffer
  subir16,$08    ;Chopoff8fromrow#
  cpir16,$08
  brshoff_b4
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  ldir17,$01
ob3_l:  cpir16,$00
  breqoff_done
  lslr17
  decr16
  rjmpob3_l

  ;RowsYandZtakespecialhandling.
off_b4:  incr26
  subir16,$08
  cpir16,$00
  breqoff_ry
  cpir16,$01
  breqoff_rz

  rjmprx_finish    ;Columnoutofrange.

off_ry:  ldir17,$40
  rjmpoff_done

off_rz:  ldir17,$80
  rjmpoff_done

  ;Finallywe’vefinishedthisfandangoandwewritethevideobyte
off_done: ldr16,X
  ldir18,$FF
  eorr17,r18
  andr16,r17
  stX,r16
  rjmprx_finish

rx_notoff_row:

  rjmprx_done

  ;Finishtransaction,returntoSRX_WAIT
rx_finish: ldir17,SRX_WAIT
  stsserialmode,r17

  ;CleanupandexitISR
rx_done:
  outSREG,r0
  popr0
  popr16
  popr17
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  popr18
  popr26
  popr27
  reti

Videorefreshfunctionality,includingblinkingofrowsforwhichtheblinkbitis
set,ishandledinthetimer0ISR:

;====================================================================
;ISR
;Timer/counter0overflow
tc0_overflow:
  pushr27
  pushr26
  pushr21
  pushr20
  pushr19
  pushr18
  pushr17
  pushr16
  pushr0
  inr0,SREG

  ;Turnoffallcolumndrivers
  ldir16,$00
  outPORTA,r17
  nop
  ldir16,$03 ;loadzerosintoU2,U3
  outPORTB,r16
  nop
  ldir16,$00
  outPORTB,r16;disableload-enableforU2,U3

  ;PointXatframebufferdata
  ldsr26,frameptr_lo
  ldsr27,frameptr_hi

  ;Loaddataontorowdrivers
  ldr18,X+
  outPORTA,r18
  nop
  ldir19,$04
  outPORTB,r19
  nop
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  ldir19,$00
  outPORTB,r19
  nop

  ldr18,X+
  outPORTA,r18
  nop
  ldir19,$08
  outPORTB,r19
  nop
  ldir19,$00
  outPORTB,r19
  nop
   
  ldr18,X+
  outPORTC,r18

  ldr18,X+
  movr21,r18
  andir18,$C0
  outPORTB,r18

  movr20,r18

  ;Checkblinkmodeforthisrow
  andir21,$01
  breqnoblink

  ldsr21,flags
  andir21,(1<<FLAG_BLINK)
  brnenoblink
  rjmpcolumn_done

  ;Enablecolumndriver
noblink:ldsr18,currentline

  sbrcr18,3 ;Ifthecolumnmodulo16is>=8...
  rjmpsc_hi  ;->

  orir20,$01 ;LowbitsarestrobedwithLE0
  rjmpsc_calc

sc_hi:orir20,$02 ;HighbitsarestrobedwithLE1
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sc_calc:andir18,$07 ;maskoffhighbitofcolumn#

  ;Shiftleft(R1)timestogetthedesiredcolumnlatchbyte
  ldir17,$01
sc_c_lp:cpir18,0
  breqsc_c_done
  lslr17
  decr18
  rjmpsc_c_lp

sc_c_done:
  outPORTA,r17;putlatchbyteonPORTA
  nop
  nop
  outPORTB,r20
  nop
  nop
  andir20,$C0
  outPORTB,r20

  ;Incrementcolumn
column_done: ldsr18,currentline
  incr18
  andir18,$0F
  stscurrentline,r18

  ;Havewewrappedaroundtocolumn0?
  cpir18,$00
  brnerfsh_cont

  ;Yes!Resetpointerandupdateblinkcount
  ldir26,low(framedata)
  ldir27,high(framedata)
  ldsr18,framecounter
  incr18

  ;Seeifwe’vehadablinkoverflow
  cpir18,BLINK_RATE
  brneblink_ok

  ldsr18,flags
  ldir19,(1<<FLAG_BLINK)
  eorr18,r19
  stsflags,r18
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  ldir18,$00
blink_ok:
  stsframecounter,r18

rfsh_cont:

  ;storenewframepointer
  stsframeptr_lo,r26
  stsframeptr_hi,r27

  ;Force$80intotimerregistertodoubleframe-rate
  ldir18,$80
  outTCNT0,r18

  outSREG,r0
  popr0
  popr16
  popr17
  popr18
  popr19
  popr20
  popr21
  popr26
  popr27
  reti

Thisistheonlyprojectherethatincludessignificantfunctionalityinthemain
loop.Thislooppollsthetest-modebit,andwhenitissetbytheserialISR,themain
loopcallsthetest-modefunction.Testmodeisprovidedmainlysotheusercanverify
thatallLEDsarewiredandfunctioningcorrectly.Intestmode,eachentirecolumn
isilluminatedsequentially(0–15),theneachentirerowisilluminatedsequentially
(A–Z).Anymiswiredorshortedrow/columnlineswillbecomeimmediatelyapparent.

;====================================================================
;Mainprogramloop.MostofthefunctionalityisactuallyinISRs.
mainloop:
  ldsr16,flags
  sbrsr16,FLAG_TESTMODE
  rjmpml_nottest
  calltestmode
  callclearscreen
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ml_nottest:
  rjmpmainloop

;====================================================================
;Testmode
;DestroysR16,R19,R26,R27
testmode:
  ;PHASE1
  ;WalkalineofFFsacrossthe(16)columns
  callclearscreen
  ldir18,$10

  ;PointXatstartofframebufferdata
  ldir26,low(framedata)
  ldir27,high(framedata)
  ldir20,$FF
  ldir21,$C0

w_f_0:
  ldsr16,flags
  sbrsr16,FLAG_TESTMODE
  ret

  ldsr16,framecounter
  cpir16,$00
  brnew_f_0

  ;storenewdata
  callclearscreen
  stx+,r20
  stx+,r20
  stx+,r20
  stx+,r21

w_f_1:
  ldsr16,flags
  sbrsr16,FLAG_TESTMODE
  ret

  ldsr16,framecounter
  cpir16,BLINK_RATE/2
  brnew_f_1

  decr18
  brnew_f_0
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  ;PHASE2
  ;WalkalineofFFsdownthe(26)rows
  callclearscreen
  ldir18,26

  ;Initializedata
  ldir28,$01
  ldir29,$00
  ldir30,$00
  ldir31,$00

w_r_0:
  ldsr16,flags
  sbrsr16,FLAG_TESTMODE
  ret

  ldsr16,framecounter
  cpir16,$00
  brnew_r_0

  ;storenewdata
  ldir26,low(framedata)
  ldir27,high(framedata)
  ldir25,$10
s_c_lp:  stx+,r28
  stx+,r29
  stx+,r30
  stx+,r31
  decr25
  brnes_c_lp

w_r_1:
  ldsr16,flags
  sbrsr16,FLAG_TESTMODE
  ret

  ldsr16,framecounter
  cpir16,BLINK_RATE/2
  brnew_r_1

  ;shift“on-bit”oneleftthroughall26bits
  cpir28,$00
  breqt_b1
  lslr28   
  brnet_done
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  ldir29,$01
  rjmpt_done

t_b1: cpir29,$00
  breqt_b2
  lslr29
  brnet_done
  ldir30,$01
  rjmpt_done

t_b2: cpir30,$00
  breqt_b3
  lslr30
  brnet_done
  ldir31,$40
  rjmpt_done

t_b3: lslr31

t_done:
  decr18
  brnew_r_0

  rjmptestmode

Attheveryendofthecode,wehaveacoupleofmiscellaneoussubroutinesto
clearvideoRAM,andtoresetalltheoutputlatches:

;====================================================================
;SUBROUTINE
;ClearALLframebufferRAM
clearscreen:
  pushr27
  pushr26
  pushr18
  pushr16

  ldir18,$00
  ldir16,(4*16)
  ldir26,low(framedata)
  ldir27,high(framedata)

clslp:  stx+,r18
  decr16
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  brneclslp

  popr16
  popr18
  popr26
  popr27
  ret

;====================================================================
;SUBROUTINE
;SetsalloutputlatchestoLOWstate(ieturnoffrow/coldrivers)
clear_outputs:
  pushr16

  ;SetoutputdriversforportsA,B,Clow
  ldir16,$00
  outPORTA,r16
  outPORTB,r16
  outPORTC,r16

  ;LatchzerosintoU2,U3,U4,U5
  ldir16,$0f
  outPORTB,r16
  nop
  ldir16,$00
  outPORTB,r16

  popr16
  ret
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4.1ABriefIntroductiontoEmbeddingLinuxonPCHardware

Beforewestartbuildingan“embedded”distributionofLinuxforourtargetplatform,
weneedtoformalizeourgoalsforthissystemcomponent.Therequirementswe
defineatthispointwillguideusinselectingourLinuxcomponentsanddetermining
howweconstructtheinstallation.

■ Almostanyembeddedapplicationneedstohaveturnkeycharacteristics;it
needstostartaspecificprogramatpower-onandcontinueexecutinguntil
power-down.Interactivestartupevents(forexample,“pressakeytocontinue”
or“pleaseloginnow”)shouldbeoptionalornonexistent.

■ Thetimerequiredbetweenpower-onandfullsystemfunctionalityshouldbe
minimized.

■ Unnecessarybackgroundtasksreduceoverallperformance,canonlyhave
anegativeimpactonreliability,andmayevenintroduceotherdifficulties
suchasincreasedsystempowerconsumptionorsubtlesecurityvulnerabili-
ties.Therefore,anysoftwaremodulesandinterfacelayersnotessentialtothe
actualapplicationshouldbeprunedout.

■ StoragespaceandRAMarebothusuallygoingtobeconstrained.Itisthere-
foredesirabletoconfigureinstalledsoftwarefortheminimumpossible“disk”
andmemoryusage.(Iputquotationmarksaround“disk”becausethenon-
volatilebootmediumweusemayinfactbesomenonrotatingstoragedevice,
suchasflashmemory).
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■ Themajorreasonforbringingalarge,complexoperatingsystemintoour
projectistofacilitatetheintegrationofoff-the-shelfperipherals.Therefore,
weneedtoselectourvariousLinuxsoftwarecomponentversionsforcompat-
ibilitywiththelargestrangeofcommonconsumer-gradehardware.

Inthisbook,wewillconcentrateonkernelversion2.4.24,whichisincluded
ontheCD-ROMforyourconvenience.Thisisnotthemostrecentkernelversion
availableatthetimeofwriting;norisittheversionmostcommonlyassociatedwith
embeddedLinuxapplications.ThereasonIhaveselecteditisbecauseitisthemost
recentstableversioninthe2.4.xversionstream18.Thepreviousmajorrelease(2.2.x)
isverywidelyusedinembeddedapplicationstoday(particularlynon-x86Linuxap-
plications;ARM,MIPS,PowerPC,andsoforth),butitisaless-than-idealchoicefor
usbecausethemajorityofongoingmaintenanceworkiscurrentlyaimedat2.4.xand
laterkernels.

Thelatest2.6.xkernelshavegreatlyreducedinterruptlatency(vs.2.4.x)andother
featureshighlydesirableinembeddedsystems,buttherehavebeensomefairlymajor
structuralchangesinthesekernels.Asaresult,numerousthird-partydrivers(e.g.,
LIRCandthedriversforAtmel-basedUSBWLANadapters,totaketworandombut
personallyimportantexamples)cannot,atthetimeofwriting,bebuiltfor2.6.Inorder
tomakethistextaswidelyapplicableaspossible,andtoavoidgettingboggeddown
indescriptionsofhowtopatchvariousdriverstoworkwiththe2.6kerneltree,Ihave
chosentoignorethesenewerkernels.Youshouldbeawarethat2.6isthewayofthe
future;pleaserefertothecompanionwebsiteforthisbook,http://shoestring2.zws.com/,
whereIwillpostnotesandcommentsonembeddingkernel2.6inthecontextofthis
text.

Inthenextfewsectionsofthischapter,Iwilldescribehowtobuildabootable
filesystemonaCompactFlashcard,readytostartyourembeddedapplicationauto-
maticallyatpower-on.Theexactsamesteps—perhapswithveryminormodifications
suchasdifferenttargetdevicename—canbeusedtoprepareavarietyofbootable
media,incluingZIPdisks,USB“pendisks,”andothermiscellaneousremovableme-

18Thisisconstantlychanging.Asthisbookwasbeingreviewed,kernel2.4.26wasreleased.Although
morethanlikelyeverythingI’vewrittenherewill“justwork”with2.4.26,Ithoughtitinadvisable
totaketheriskofrewritingthistextatsuchalatedate.
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dia(aslongasyourtargetsystemhasBIOSsupportforbootingfromthesedevices).
I’llalsoshowyouhowtobuildabootablesystemrestoreCD-ROMthatcanbeused
todumpanentiresystemloadontoablankharddiskandmakeitbootable.Ifyou’re
shippingturnkeyLinuxsystemsthatmustbootoffaharddrive,asystemrestore
CDisvirtuallymandatory—itisarobustwayofensuringthateveninaworst-case
scenario,youwon’thavetogooutforfieldservicecallsorwastemoneyshippingcor-
ruptedunitstoandfro.

Itisimportanttostressthatthemethodsandaimswewilldescribeinthis
chapterarenotpreciselythesameasthoseforbuildingtraditionalmonolithicsingle-
processorsystemsrunningLinux.Totakeoneexampleinparticular,therun-time
librarywewillbeusingtointerfaceapplicationcodetotheLinuxkernelisthe“full”
versionofglibc.Embeddedapplicationswouldnotnormallyusethisveryheavyrun-
time;theywouldnormallyuseacut-downruntimesuchasuclibc.Deeplyembedded
projectswouldalsobeconsiderablymorerigorousabouteliminatingcruftthanthe
textyou’reabouttoread.TheemphasisI’mpushingiseaseofassemblyand,even
moreimportantly,goodcompatibilitywith“desktop”Linuxsoyoudon’thaveto
delvetoodeeplyintothemysteriesofguru-levelembeddedLinuxmagic.Ifyouwant
moredetailaboutthesubjectmatterofthischapter,anexcellentplacetostartyour
furtherreadingistheLinuxfromScratchprojectathttp://www.linuxfromscratch.org/.
Thecompanionbooktothatwebsiteis“LinuxfromScratch,Version4.1,”ISBN
0-9659575-6-X,publishedbyClearlyOpen.(ThatISBNisforthebookwithcom-
panionCD-ROM—aversionwithouttheCD-ROMisalsoavailable).Linuxfrom
ScratchcoversalotmoreterritorythanIwillhere,sincetheyareconcernedwith
providingyouwithenoughinformationtobuilddistributionswiththecomplexity
levelofacompletedesktopsystem.

4.2ConfiguringtheDevelopmentSystemand
CreatingOurCustomKernel

Oneveryusefulside-effectofusingaPCasthecentralsystemcontrolleristhat
youcanrunallthedevelopmenttoolsdirectlyonthetargethardware(orpossibly
aslightlyexpandedversionofthathardware),eliminatingtheneedforacomplex
cross-developmentsystem.ThemainreasonIadvocatedoingthisisbecausebit-
terexperiencehastaughtmethatthebuildandinstallprocessforsomethird-party



118

Chapter4

Linuxdrivershasonlybeentestedinthe“vanilla”case,thatis,buildingandinstalling
intothecurrentlyactivesystem.Automaticconfigurationscriptsthattestfortheavail-
abilityofspecificlibrariesand/orhardwarefeatures(forexample,CPUinstructionset
extensionssuchasMMX,SSE,3DNow!andsoon)willalsorequirecoercionifyou’re
runningthemonasystemotherthanthetargethardware.Debuggingthesesortsof
issueswithcross-compilingandmanualinstallationofthesecomponentsisawasteof
yourtime.Thus,IsuggestthatyoustartbybuildingyourSBCintoafully-configured
PCbyaddingakeyboard,mouse,harddiskandCD-ROMdrive,19andperformallyour
kernelandutilitycompilationdirectlyontheSBC.YoushouldinstallFedoraCore
withacustomconfiguration;don’tinstallXFree8620orassociatedfrippery(graphicalIn-
ternettools,games,GNOME,KDE,etc.)unlessyouspecificallywantthem.Otherwise,
justinstallthecoreoperatingsystem,developmenttools,andkerneldevelopment.If
youwantanexactlistofwhattoselectintheinstalldialogs,hereisapainstakingly
exactdescriptionofhowtonavigatetheinstallationprocess(note:thisinformationis
correctforFedoraCore1“Yarrow.”ThereasonIamspellingitoutinsuchpainstaking
detailissothatyoucanbecertainyou’reworkingwiththeexactsamesystemconfigu-
rationIwasworkingwithwhenIwroteandtestedthecodeinthisbook):

■ BootofftheCDandtypelinuxtexttousethetext-modeinstaller.Vagaries
oftheGeodegraphicssubsystemmeanthatthegraphicalinstallerprobably
willnotworkcorrectly.

■ Choose“Skip”toskiptestingofinstallationmedia,andselect“OK”inthe
welcomedialog.

■ Select“English,”then“us”.Choosethetypeofmouse,ifany,connectedto
yoursystem.Ifyouselectedaserialmouse,indicatetheporttowhichitisat-
tached(probably/dev/ttyS0).

19YoucanactuallybuysomeoftheSBCsonourrecommendedhardwarelistpreassembledinabox
withapowersupply,CD-ROMdriveandharddisk.However,it’smuchcheaper—asmuchas50%
cheaper–toputittogetheryourself.Thesystemfitsveryelegantlyintoahousingfromanexternal
5.25″diskortapedrive,ifyouhappentohaveonelyingabout.

20IfyouinstallXFree86,thesystemwillprobablynotbootcorrectlyunlessyoufirstgointoCMOS
setupandensurethattheLCDresolutionissetfor1024×768andvideomemorysizeissetfor
4.0MB.WithcertainolderBIOSversions,youneedtodothesestepsevenifyou’renotusingthe
digital-outputLCDportontheboard.
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■ Acceptthedefaultmonitorsettings,andselect“Proceed”inthewarning
dialogthatfollows.

■ Ifyou’reinstallingonaharddiskthatalreadycontainsaLinuxinstallation,
Fedorawillaskyouifyouwanttoupgradetheexistinginstallation,orreinstall.
Select“Reinstall”.

■ Selectthe“Custom”installationtype.

■ Select“DiskDruid”partitioning.ThenextdialogyouseewillbeDiskDruid.
Howyoupartitionyoursystemisuptoyourownpreference,butforthissort
ofapplicationInormallycreatea256MBswappartitionandusetheremain-
derofthediskastherootpartition.(No,thisisnotnormallyregardedasbest
practice;butunlessyouhavespecialrequirements,it’sthesimplestpartition-
ingschemeforthissingle-functiondevelopmentsystem).Alwaysforceyour
partitionstobeprimarypartitions.Afterpartitioning,you’llprobablygeta
dialogwarningthatswapspaceisgoingtobeturnedonimmediately;just
select“OK”.

■ Select“UseGRUBBootLoader”.Inthenextfourdialogs(allofwhichare
titledBootLoaderConfiguration),youshouldnotneedtospecifyanyspe-
cialparameters;justselectOK.ThiswillinstallGRUBintheMBR,withno
specialoptionsorpasswordprotection.

■ Younowneedtoconfigurethebuilt-inRTL8139Ethernetadapter.Sincethe
configurationwe’resettingupnowisonlyusedfordevelopment,Isuggestyou
leaveitatthedefaultsettings,whichactivatetheinterfaceautomaticallyon
bootandattempttoacquireanIPaddressusingDHCP.

■ Inthenextdialog(HostnameConfiguration),youcaneitherleavetheset-
tingsatdefaults,ormanuallyenterahostnameforthissystem.

■ Sincethisisadevelopmentsystemthatshouldalreadybeisolatedfromnet-
workattacks,select“Nofirewall”intheFirewalldialog.Select“Proceed”in
thewarningdialogthatwillfollow.

■ Inthenextdialog(LanguageSupport),justselect“OK”.
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■ IntheTimeZoneSelectiondialog,selectthetimezoneyou’reworkinginand
select“OK”.

■ ChoosearootpasswordandenterittwiceintheRootPassworddialog.

■ TherewillnowbeaLONGpausewhiletheinstalleranalyzesthelistof
installablepackages.Thesystemisn’tcrashed;justbepatient.Oncethe
PackageGroupSelectiondialogcomesup,selectonlythefollowingpackages
(deselectallothers):“Editors,”“Text-basedInternet,”“WindowsFileServer,”
“NetworkServers,”“DevelopmentTools,”“KernelDevelopment,”and“Sys-
temTools.”Notethatinsomecases,whenyoupressSpacetoenablean
option,thesystemwillbecomeunresponsiveforupto30seconds;thisisthe
installscriptanalyzingthepackagesyou’veselected.AfteryouselectOKin
thePackageGroupSelectiondialog,selectOKinthe“Installationtobegin”
dialog,select“Continue”intheRequiredInstallMediadialog,andtheinstall
processwillcommence.Attheendoftheinstallation,select“Reboot”and
you’redone.

TheprocessIjustdescribedyieldsasystemonwhichyoucanbuildandtestyour
embeddedkerneldirectly.YoucanalsoassembleyourbootableCompactFlashimage
andwriteittoaCFcardonthissamepieceofhardware,thentestbootingoffitsimply
byalteringtheCMOSsettingsontheSBC—whichisabigtime-saverwhileyou’re
debuggingCompactFlashstartupissues.However,ifyou’reunwillingorunabletouse
thetargetSBCasyourdevelopmentsystem(forinstance,ifit’sphysicallyinstalledinto
apieceofequipmentandit’sdifficulttoattachdevelopmentperipherals),thereisan
alternativemethodyoucanuse.Thismethodcanbesummarizedasfollows:

■ TakethesourceforthekernelversionyouintendtouseontheSBC,and
configureandbuilditforyourdevelopmentsystem.

■ Installthekernelandmodulesonyourdevelopmentsystem,andmodify
yourbootloadersothatitloadsthiskernel.Forthesakeofthisdiscussion,
I’llassumethatyounamedtheactive,bootingkernelimage“/boot/bzimage-
2.4.24”.Edityourbootloader’sconfigurationappropriately.

■ Rebootsothatyou’rerunningthesamekernelversionthatyouintendtouse
ontheSBC.
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■ Archivethekernelanditsconfiguration.Youcanbackuptheimportantparts
oftheactiveLinuxenvironmentsimplywiththecommand:

 tarcvfz/activekernel.tar.gz/lib/modules/*/boot/bzImage-2.4.24
/etc/modules.conf

■ Cleanupthekernelandmoduledirectoriesbyexecutingthecommands
makecleaninthekernelsourcedirectoryandrm-rf/lib/mod-
ules/2.4.24toremovetheactivekernelmodules.

■ ConfigurethekernelforyourSBC,buildandinstallit.Ifyou’reusingtheAd-
vantechboardoracompatibledevice,youcanusethekernelconfiguration
IhavesuppliedontheCD-ROM.Don’tusethesamepathforthekernel
imagefile(bzImage)asyou’reusingfortherealkernelthatbootsyour
developmentsystem,oryoumightnotbeabletostartthedevelopment
systemeasilyifsomethinggoeswrongandyouhavetoreboot.Isuggestyou
installtheSBC-specifickernelas/boot/bzImage-sbc.Ifyou’reusingthemate-
rialssuppliedontheCD-ROM,here’stheexactsetofcommandsyou’llneed
toexecute:

 cd/usr/src
 tarzxvf/mnt/cdrom/linux/linux-2.4.24.tar.gz
 cdlinux-2.4.24
 cp/mnt/cdrom/linux/geode-config.config
 makedep;makebzImage;makemodules;makemodules_install
 cparch/i386/boot/bzImage/boot/bzImage-sbc

■ Configure,buildandinstallanyadditionaldriversyouneed(forexample,
LIRC,mentionedlaterinthistext,driversforWLANdevices,andsoon).

■ ArchivetheSBC’skernelconfiguration:

 tarcvfz/sbckernel.tar.gz/lib/modules/*/boot/bzImage-sbc/
etc/modules.conf

■ Immediatelyafteryoufinisharchivingupthecompletedkernelinstallation
fortheSBC,restoreyourdevelopmentsystem’sbootablekernelsetwiththe
followingcommands:



122

Chapter4

rm-rf/lib/modules/2.4.24

cd/

tarzxvfactivekernel.tar.gz

Thiswayofdoingthingsisnotquiteasdesirableasdevelopmentonthereal
hardware,becauseyoustillhavetohand-tweakconfigurationfilesforapplications
andlibrariesthatauto-configureforinstalledhardware.Youmayalsohavesome
(usuallyveryminor)problemswithmoduledependencies,requiringmanualediting
ofthemodules.depfile,andyouobviouslycan’tactuallytestthekernelanddrivers
onyouraliendevelopmenthardware.However,thissystemdoesallowyoutobuild
thekernelandalltheinstallablekernelmodulesinareasonablyrobustandsimple
way.Note,bytheway,thatmanyinstallabledriverpackagesplacedaemons,libraries,
utilitiesandotherfilesinvariousdirectoriesotherthan/lib/modules/kernelversion,
andsomeofthesepackagesmodifystartupscriptstoloaddaemonsautomaticallyon
boot.You’llhavetoidentifyandcopytheseextrafilesandscriptmodificationsacross
totheSBCbyhand.

ThereasonIadvocatethissomewhattortuousprocessinlieuofperformingatrue
“cross-build”(coercinginstallscriptstouseakernelbuildtreedifferentfromtheactive
onereportedbyuname(1))isbecauseIhavefrequentlyencounteredbugsinthescripts
andmakefilesforvariousthird-partykerneldriversandothersoftware,whichonly
manifestifyouareinstallingtoadestinationotherthanthecurrent(booted)kernel
directory.Itwouldappearthatmostsuchdriversaredevelopedandtestedunderthe
assumptionthatyouwillbebuildingandinstallingthedriverintothecurrentlyactive
environment.Ratherthananalyzingandtestingtheconfigurescriptsandmakefiles
foreachthird-partydriveronacase-by-casebasis(andperhapsriskingthatacritical
componentwon’tbetransferredcorrectlytoyourtargetsystem),itismuchsimpler
simplytobuild“live.”Ifyoucan’torwon’tbuildonatrulyliveinstallationonthe
realtargethardware,thenextbestthingistosimulate,onyourdevelopmentPC,the
samekernelenvironmentthatwillberunningontheSBC.

AllofthiscomplexityisavoidedifyoubuildyourLinuxenvironmentdirectlyon
thetargetplatform,soIreiterate:ifatallpossible,buildupyourSBCintoasemi-
complete,usablesystemsoyoucanbuildyoursoftwaredirectlyontherealhardware.
Itwillsaveyouavastamountoftimeandfrustration.
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4.3TheLinuxBootProcess—CreatingaBootableCompactFlashCard

Let’sbeginthissectionwhereyourembeddedapplicationbegins:withthepower-
onbootprocessoftheSBCandLinux.Atpower-onorhardreset,theBIOSprobes
attachedhardwareandbuildsalistofbootabledevices.Itreferstoabootpriority
tableinROMornonvolatileCMOSRAMandscansavailablebootdevicesinthe
orderspecifiedinthatprioritytable.Foreachdevice,thefirstsectoronthediskis
readintoRAMandscannedforabootsignature.Ifthesignatureisfound,theBIOS
assumesthediskisbootable,andjumpsintothebootsectorcodecopyinRAM.This
code,installedbytheoperatingsystem’spartitioningorformattingutility,loadsthe
remainderoftheoperatingsystem,possiblyinseveralstages.InaLinuxsystem,this
tinysnippetofbootstrapcodeiseitheraheaderprependedtothekernelitself(such
aconfigurationhasjustenoughintelligencetoloadtheremainderofthekernel
fromconsecutivesectorsandjumpintoit),orthefirststageofabootloaderprogram
thatcangatherconfigurationinformationfromvarioussourcesandhandleamore
complicatedloadprocess.InthecaseofaLinuxinstallation,thebootloaderloads
atleastthekernelimage,andperhapsalsoaninitialRAMdisk(initrd)imageinto
memorybeforepassingcontroltothekernel.TheinitialRAMdiskimageisintended
tocontainmodules,scriptsandotherdatathatmayberequiredbythekernelbe-
foretherealrootfilesystemcanbemounted.Itisnormalfortheon-diskcopyofthe
imagetobecompressedwithgzip(1).OncetheinitrdimageisloadedintoRAM,
decompressedandmounted,thekernelspawns/sbin/init,whichcontinuestheboot
process21.

Thereareamyriaddifferentpossiblewaystoorganizethebootprocessofa
Linuxsystem.Whenbootingfromaharddisk,itisusualtoemployeitherLILO
(LInuxLOader)orgrub—modernLinuxdistributionstendtofavorgrub.Bothof
theseprogramsarepowerfulboot-managerapplicationscapableofloadingdifferent,
user-selectedoperatingsystemsatboottime,offeringsimplepasswordprotection,
operatingsystemselectionmenusonthelocalconsoleoraserialport,andnumerous

21Pleasenotethatthisisaconsiderablesimplification.Thereisactuallyahandoverpointwherethe
initialRAMdiskisdestroyedandtherealrootfilesystemismounted,andthereareseveralother
possiblestepsandforksinthebootprocess.Wewon’tbedealingwithalltheseoptionsinourap-
plication,becausewewillberunningpermanentlyoutoftheinitialRAMdisk.



124

Chapter4

otherfeatures.They’renotroutinelynecessaryforanembeddedapplication,though
itispossibletousethemonmediaotherthanharddisksifyouwantto.Oneap-
plicationwherethissortofbootmenucanbehandyisifyouwanttoprovidesome
kindofemergencyrecoveryfacilitywheretheusercanbootthesysteminemergency
modeandperformsomesortofrecoveryordiagnosticoperations.However,whatwe
aretryingtodo(makeabootableCompactFlashcardorCD-ROM)ismoreakinto
preparingabootableLinuxfloppydiskthanafull-blownharddiskboot.Infact,in
thecaseofthebootableCD-ROM,it’salmostexactlylikeafloppydisk.

Theancientandstillsomewhatdocumentedmethodofpreparingabootable
Linuxkernelfloppyistopatch(somemightsay,“mercilesslyhack”)thekernelim-
ageusingtheancientanddeprecatedrdev(8)utility,thenusethedd(1)utilityto
writethekernelimageitself(bzImage)directlytoafloppydisk,possiblyfollowedby
aninitialRAMdiskimage.Ifyou’researchingtheInternetforinformationonhow
tobuildbootablefloppydisks,thismethodislikelytocropuphighinyoursearch
results,butit’saredherring.Thereareafewproblemswithit,andthemainprob-
lemisthis:Afterthekernelcodestartsexecuting,BIOSfunctionalityismoreorless
completelypreempted.Thismeansthatifyouwantthekerneltobeabletoloadan
initialRAMdisk,iteitherhastobeonanactual,separatefloppydisk,orithasto
besmallenoughtofitrightafterthekernelimageonthefirstfloppydisk.Askernel
sizeshaveincreased,ithasbecomeclosetoimpossibletofiteverythingneededin
akernel(typicallyasmuchas700K)andinitialrootfilesystemontoasinglefloppy
disk.Thus,it’sunreasonablydifficulttomake,say,abootableCD-ROMusingthis
method,becauseassoonasthekernelstartsexecutingandgoeslookingforitsinitial
RAMdiskimage(onasecondfloppydisk),itwilltrytoloaditoffactualfloppysec-
torsinsteadofgoingthroughtheBIOS’semulatedfloppy-on-CD-ROMlayer,andthe
bootprocesswillfail.

Anotherwayofconstructingabootablemediumistoformatyourdevice,ora
portionofit,asFAT,makeitbootablewithyourchoiceofDOSversions,andcre-
ateanAUTOEXEC.BATthatusestheLOADLINutilitytoloadakernelandinitial
RAMdisk.LOADLINwaspopularformaking“StartLinuxnow!”iconsonsystems
runningWindows3.xthrough98,becauseitallowsyoutostartLinuxdirectlyfrom
aDOS-basedoperatingsystemwithoutneedingtoreboot.Italsoallowsyoutodo
trickythingslikehavingLinuxonasecondarydrive(perhapsaremovabledrive)



125

TheLinux-BasedController(ASoftTask)

withnofootprintatallonyourmainWindowsdrive—andfurthermore,youdon’t
needtoworryaboutWindowsorabootsectorvirusaccidentallywipingoutyour
LILOorgrubinstallation.AslongasyoucanbootWindows,youcanbootLinux.
ThedownsidetotheDOS+LOADLINmethodofdoingthings,fromourperspec-
tive,isthatitrequiresawholethrowawayoperatingsystemkerneljusttoactasa
bootloader.Thisisanunnecessarywasteofflashspace,anditalsoviolatestheuni-
versalcommonsensedesignruleofeliminatingsoftwarelayersnotactuallynecessary
fortheapplicationathand.

Asaresult,we’regoingtousetheSYSLINUXbootloaderinoursystem.SYS-
LINUXisabeautifullysmallandsimplepieceofsoftware.Itconsistsofaninstaller
utility(syslinuxunderLinux,SYSLINUX.EXEunderDOS/Windows),asmallloader
module,andakernelandinitialRAMdiskimagethatyousupply.Thefunctionof
thesyslinuxutilityisbasicallythesameasthe“/s”switchtotheDOSFORMAT
command;itmakesthetargetmediabootable.InsteadofinstallingtheMS-DOS
IO.SYS,MSDOS.SYSandCOMMAND.COMfiles,however,syslinuxcopiesacross
itsownloadermodule,whichiscalledLDLINUX.SYS.Theloadermoduleexamines
andexecutestheconfigurationfileSYSLINUX.CFG,whichisaplaintextfile(in
therootdirectoryofthebootmedium)instructingSYSLINUXwhichkerneltoload,
whatoptionstopassit,andwhatinitialRAMdisktoload.

OncethekernelandinitialRAMdiskareloaded,a“normal”Linuxdistribution
willmounttherealrootfilesystem(usuallyaharddisk—sometimesanNFSshare-
pointorsomeothersortofdevice)anddiscardthecontentsoftheinitialRAMdisk.
Inourembeddedapplication,however,we’regoingtorunwithaRAM-basedroot
filesystem.Thisminimizeswearontheflashmedia,andalsoimprovessystemreliabil-
ity(sincewe’reneverwritinganychangestotheon-diskcopyofourrootfilesystem,
itisalwaysaknown-goodstartpoint).Whetherrunningtherootfilesystemoutof
RAMorfromsomeotherdevice,thenextthingthekerneldoesistorun/sbin/init
toprocesssystemstartupscriptsandbringupwhatevernetworkconnections,device
driversanddaemonsyouwishtohaverunningonthesystem.

Figure4-1summarizesjustafewofthepossiblepathswecouldtravesetostartup
ourLinuxsystem,includingthemethodsdescribedabove.Wearegoingtofollowthe
paththatgoesfromBIOStoSYSLINUXtokernel,andthendirectlyto/sbin/init.
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Figure4-1:SomepossibleLinuxbootpaths

Bytheway,thisisanappropriatemomenttopointoutwhyit’sextremelydesir-
abletouseFATformatonyourbootableCompactFlashcard.Themostobvious
reasonisthatWindowscanreadandwriteitdirectly.Thismakesfield-upgradesof
firmwaremucheasierthantheywouldbeifyouwereusingaLinux-specificfilesys-
tem.Insteadofhavingtowrite,oratleastdeploy,adisk-imagingutilitytoyourusers,
youcansimplyemailthemnewkernelandinitrdfiles,andtellthemtousearegular
USBCompactFlashreadertocopythenewfilesontotheirexistingcard.Another
relatedbenefitisthatanyloggeddatayourembeddedappliancecarestowritetothe
cardwillbeaccessibledirectlybyWindowsusers,withoutrequiringanyspecialdrivers.

AmoresubtlereasonforusingFATisthat,byandlarge,removableflashmedia
aredesignedwiththeassumptionthatFATwillbethefilesysteminuse.Theexact
implicationsofthisarerather“gray”(i.e.,implementation-andsituation-specific),
butforexample,manyNANDflashdevices—primarilySmartMedia,butalsosome
CompactFlashcards—havealow-levelformatspecificationthatspecifiesa1:1cor-
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respondencebetweenFATclustersanderasableflashblocks.UsingthecorrectFAT
formatforyourparticularcardsizeresultsinfarfewererase-writecycles,thereby
extendingtheoperationallifeofthecard.

Note:IfyouareusingextremelysmallCompactFlashmedia(lessthan16MB
insize),youmayencounterproblemsusingmkfs(or,morestrictlyspeaking,mkfs.
msdos)toformatthecard;youwillreceiveanerrorthatthevolumeistoosmallto
createafilesystem.Ihavenotfoundafullysatisfactoryworkaroundforthisproblem.
Theeasiestwaytoavoidtheproblemistousesomeotherapplianceoroperating
system—Windowsoradigitalcamera,forinstance—toformatthecard.Youcanalso
usethemformat(1)command,fromthemtoolspackage,toformatthecardproperly.

NowthatI’veoutlinedtoyouthecombinationofsoftwareweintendtouse,let’s
actuallyinstallitonthecard.I’llassumeyouaredoingthisonanactualPCM-5820or
similarSBC,wheretheCompactFlashslotiswiredintrue-IDEmode,configuredasthe
masterdeviceandconnectedtothesecondaryIDEinterface;i.e.,at/dev/hdc22.I’llalso
assumethatthecardisalreadypartitionedandformattedasFAT12,FAT16orFAT32
(thiswillbetrueofabrand-newcardoutofthebox).Thesequenceofstepstofollowis:

1. InstallSYSLINUXonthecard:syslinux/dev/hdc1.

2. Mountthecardsowecanaccessit:mount/dev/hdc1/mnt.

3. CopytheLinuxkernelacross:cp/boot/bzImage-sbc/mnt/LINUX.

4. CreateatextconfigurationfilecalledSYSLINUX.CFGintherootofthe
card(/mnt/SYSLINUX.CFG).Asuggestedconfigurationfilemightbesimply:

 DEFAULTLINUXinitrd=INITRD.IMGroot=/dev/ram

 Youcanalsoaddotherkernelparameterstothisfile—forinstance,youcould
redirecttheconsoletoaserialport(console=/dev/ttyS0),specifyadifferent
videostartupmode(vga=mode-number),andsoon.

5. Unmountthecard:umount/mnt.

6. Thecardisnowbootable(thoughnotusefullyso—readon!).

22Keepinmindthattrue-IDEmodedoesnotsupporthot-swapping.Youmustpoweroffthesystem
beforeinsertingorremovingCompactFlashcards.
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Bytheway,thefilenamecapitalizationI’veusedisn’tmandatory—SYSLINUX
won’tcare—butI’veexplicitlyusedcapitalshereincaseyouhappentomountthe
cardwithVFATlongfilenamesupport,whichalsoincludessupportformixed-case
filenamesviasomeslightlytorturedsemantics.

We’rehalf-waytoahand-madestandaloneLinuxsystem!Proceedtothenext
sectionfortheotherhalfofthepuzzle.Ifyouwanttotestwhatyouhavecreatedso
far,youcandisabletheharddriveinyourSBC’sCMOSsettingsandletthesystem
bootofftheCompactFlashslot.You’llseetheusualkernelstartupmessages,followed
byanerrorstatingthattherootfilesystemcouldn’tbemounted.

4.4CreatingaRootFilesystemforourEmbeddedSystem

Attheendoftheprevioussection,wehadthesystemsuccessfullybootingoffthe
CompactFlashcard,atleastasfarasloadingthekernel.Thisisn’tenough,though—
inordertodoanythinguseful,wealsoneedtobuildatleastabasicrootfilesystemto
liveintheRAMdisk.

Inordertogeneratetherootfilesystemimage,weneedtoberunningwitha
kernelthatsupportstheloopbackdevice,sothatwecanmountandmanipulatedisk
imagefilesjustasiftheywerephysicalstoragedevices.ThekernelconfigurationI
suppliedforyouontheCD-ROMhasthissupportenabled.Ifyou’reusingadiffer-
entcomputertobuildyourLinuxsoftware,youmayneedtorecompileyourkernel
andaddloopbacksupport;you’llfinditunder“Blockdevices”in2.4.xkernels,orin
“DeviceDrivers—Blockdevices”in2.6.x.

Let’sfirstcreateanemptyfilecalled/initrd.img,exactly8MBinsize,tocontain
ourrootfilesystemimage.Weusedd(1)toachievethis(ddisoneofseveral*NIX
commandsthatareapparentlyofficiallydepreciated,butwithoutwhichpeopledon’t
seemtobeabletolive):

ddif=/dev/zeroof=/initrd.imgbs=1kcount=8192

BearinmindthattheentirediskimagewillbeinRAM—sothelargeryoumake
it,thelessheapwillbeavailabletoyourapplications.Alsoconsiderthattheversion
oftheimagefilestoredonthebootmediumwillbecompressedwithgzip.Thekernel
willloadtheentireimageintoRAManddecompressitbeforemountingit.The
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largeryoumakeyourimagefile,theslowerthebootprocess—thoughinitrddecom-
pressionisn’tusuallyamajortimehogduringboot.Inanycase,Ichosethesize8MB
becauseit’saconvenientnumber,andbecauseIhappentoknowthatalltheitems
Iwanttoincludewillfitintherewithplentyofspaceleftover.Ifyouneedtofine-
tunethismore,sometrialanderrorwillbenecessary.

Withtheseconsiderationsinmind,wenextturnthisemptyfile-o-nullsintoa
validext2fsfilesystemimageusingmke2fs(8):

    echoy|mke2fs-m0-N2000/initrd.img

Notetheoptionshere.Bydefault,5%ofeveryext2volumeisreservedforthesu-
peruser.Wehavenoneedofsuchmulti-userfrippery,soweturnthatoptionoffwith
-m0.Thisisn’tabsolutelynecessary,butit’saneatnessissue,likesecuringintercon-
nectcablesinsideyourdevicewithzip-tiesinsteadofleavingthemflappingintheair.
Secondly,andmuchmoreimportantly,theext2filesystemisbuiltonaninodetable,
thesizeofwhichisfixedatformat-time.Bydefault,mke2fscalculatesthedefault
numberofinodesbasedonthevolumesize.Forthetinyvolumesyou’llbeworking
with,thedefaultnumbersarealmostcertainlynotgoingtobebigenough,whichwill
meanyou’llbeunabletocopyallthefilesyou’regoingtoneed—notbecausethereis
insufficientdiskspace,butbecausethereareinsufficientinodestodescribethefiles.
The–N2000parameterforcesthecreationof2000inodes,whichshouldbeenough
forus.Ifyouencounterstrangeerrorswhencopyingfilesintotheimage,reformatit
withalarger–Nparameterandtryagain.

Todigressslightly,thisissuecaneasilybeputinaperspectiveappropriatetoFAT
mavens.ItisverycloselyanalogoustoDOS’slimitationthattherootdirectoryofa
volumecanonlycontainafixedmaximumnumberofentries,thenumberofwhichis
setatformattime(andisbasedontheclustersize—hence,indirectly,onthevolume
size).Attempttocreateonetoomanyfilesorsubdirectoriesintherootdirectoryof
aFATvolumeandyou’llgetanerrormessage,theexactunintelligibilityofwhich
dependsontheoperatingsystemyou’rerunning(WindowsExplorerunhelpfullyand
inaccuratelyreportsthatthediskisfull).ThisFATmisfeaturecananddoescreate
technicalsupportissuesinembeddedenvironments.It’salsowhyapplianceslike
digitalcamerasalwaysstoretheirfilesinsideasubdirectory—becausesubdirectories
canbeexpandedindefinitely,uptoavailablediskspace.
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We’vepulledtogetheralmostallthecomponentsweneed.However,we’restill
missingabunchoflittleutilitiesthatareessentialtocreatingaLinuxdistribution;
/sbin/init,ashell,andsoon.Althoughwecouldsimplypulltheappropriateutilities
outofouractivedesktopLinuxdistribution,thisisn’taveryefficientorembedded-
friendlywayofdoingthings.Amuchbetteransweristousethebusyboxtool,which
isdesignedspecificallytofillinthesegapsforembeddedenvironments.Busyboxis
foundinalargemajorityofembeddedLinuxdistributions;itisanall-in-oneprogram
thatincludesthefunctionalityofseveraldozenstandardLinuxcommand-lineutili-
ties.Ingeniously,alltheseutilitiesarerolledintoasingleexecutable;youaccessthe
variousgoodiesburiedinthebusyboxprogrambycreatingmultiplesymlinkswith
differentnames.Busyboxlooksat_argv[0]anddetermineshowtobehavebasedon
whichsymlinkwasusedtoinvokeit.Ihaveincludedbusyboxversion0.60.5onthe
CD-ROM.Notethatyoucanselectwhichfunctionalblocksarecompiledintothe
mainexecutablebyeditingtheConfig.hfileinthebusyboxsourcedirectory.The
configurationIusedforthisbookissuppliedforyouontheCD-ROMas/linux/busy-
box-config.h.

Let’sstartbuildingthecollectionoffilesthatwilleventuallycompriseourroot
filesystem.(Inthefollowingdiscussion,Iassumeyouwilluse/tmprootasthedirec-
torytoassemblethenewrootfilesystem).Beforeyoustartgroaningattheamount
oftypingtobedone,restassuredthatI’vedoneallthehardworkforyou—youcan
findthecompleterootfilesysteminthefilecard-root.tar.gzintherootdirectoryof
thisbook’sCD-ROM.Untarthisarchiveandyouwillbeleftwithadirectorycalled
“tmproot”containingallthefilesrequiredfortherootfilesystemdescribednext.

Tocreatesuchafilesystemfromscratch,thefirstthingweneedtodoiscreatea
collectionofsymlinkstobusyboxwithintheroothierarchy,andcopythebusybox
executableitself.Thisisthekindoftediousjobyouonlyeverneedtodoonce.Cre-
ateabindirectoryin/tmproot,andcopythebusyboxexecutablethere.Hereisalist
oftheitemsthatneedtobesymlinkedtoit.Notethatthesepathsarerelativeto
the/tmprootdirectory—Isuggestthatyoucd/tmproot/bin(orwhateverdirectory
you’reassembling)thenln-s[filename]./busybox,orfortheitemsin/sbin,
ln-s[filename]../bin/busybox.
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/bin/ash

/bin/basename

/bin/cat

/bin/chgrp

/bin/chmod

/bin/chown

/bin/chroot

/bin/chvt

/bin/clear

/bin/cp

/bin/cut

/bin/date

/bin/dd

/bin/df

/bin/dirname

/bin/dmesg

/bin/du

/bin/echo

/bin/env

/bin/false

/bin/find

/bin/free

/bin/grep

/bin/gunzip

/bin/gzip

/bin/halt

/bin/head

/bin/id

/bin/kill

/bin/killall

/bin/linuxrc

/bin/ln

/bin/logger

/bin/ls

/bin/lsmod

/bin/mkdir

/bin/mknod

/bin/mkswap

/bin/more

/bin/mount

/bin/mv

/bin/pidof

/bin/poweroff

/bin/ps

/bin/pwd

/bin/reset

/bin/rm

/bin/rmdir

/bin/sed

/bin/sh

/bin/sleep

/bin/sort

/bin/swapoff

/bin/swapon

/bin/sync

/bin/tail

/bin/tar

/bin/test

/bin/touch

/bin/true

/bin/tty

/bin/umount

/bin/uname

/bin/uniq

/bin/uptime

/bin/wc

/bin/which

/bin/whoami

/bin/xargs

/bin/yes

/bin/zcat

/sbin/init

/sbin/klogd

/sbin/modprobe

/sbin/reboot

/sbin/swapoff

/sbin/swapon

/sbin/syslogd
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Tosupportsomeapplicationswe’regoingtotalkaboutlater,youshouldalsocopy
acrossafewfilesfromyouractiveLinuxinstallation:/bin/eject,/sbin/fdisk,/sbin/
mke2fs,and/sbin/mkswap.Moreaboutthosealittlelater.

Thenextthingweneedtodoiscreatea/devdirectorycontainingentriesforall
thedeviceswe’relikelytouse.(Thisstepcouldbeavoidedbycompilingdevfssup-
portintothekernel,butdevfsisnotterriblywell-supportedyetandinmyhumble
opinionisbestavoideduntilitisuniversallyembraced).Therearetwowaystocreate
your/devdirectory:thetidyway,andtheeasyway.Thetidywayistomakealistof
allthedevicesyouknowyou’regoingtouse,andusemknod(1)tocreateexactly
thoseentries—nomore,noless.Onamoderatelycomplexsystem,however,thiscan
beaREALLYtedioustask,withalotoftrial-and-errortestinglater.Theeasywayis
tocheat:cp-athe/devdirectoryfromyourdevelopmentsystemintothefilesystem
image(cp-a/dev/tmproot),thendeletethedeviceentriesyoudon’tneedfrom
/tmproot/dev.Itisn’tnecessarytobeparticularlyrigorousinthelatteroperation—if
youleaveinsomethingunwanted,atworstyou’llbewastingalittlediskandRAM
space.Sinceourkernelisverygeneral-purpose—Idon’tknowwhatyouwanttodo
withit,soIincludedalotofoptionaldrivers—theeasywayisbetterforus.

AlthoughnotabsolutelynecessaryforabasicLinuxsystem,weshouldalsocreate
a/procmountpoint—manyutilitiestrytogetsystemstatusinformationoutof/proc
pseudofilesandwon’tworkproperlyifthe/procpseudofilesystemisn’tmounted.

Thepenultimatepieceofmagicweneedtoaddisthenecessarydynamic-link
librariestosupportbusybox(andanyotherprogramsweareincludingontheboot
medium).Todiscoverwhatlibrariesarerequiredbybusybox,wefirstcompileit,then
usetheldd(1)utilitytoshowitsdependencies.Thiswilltellusthefollowing(the
exactoutputyouwillgetheredependsontheLinuxenvironmentyouusedtobuild
theprogram):

#ldd./busybox
 libc.so.6=>/lib/tls/libc.so.6
 /lib/ld-linux.so.2=>/lib/ld-linux.so.2
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So,weneedtosupplythelibc.so.6runtimelibraryandtheld-linux.so.2dynamic
loader.Normally,libc.so.6isasymlinktothe“real”runtimelibrary,andld-linux.so.2
willbeasymlinktotherealloader.InFedoraCore1,thesewillbelibc-2.3.2.soand
ld-2.3.2.so,respectively(botharelocatedin/lib)23.Sowecansetuptheenviron-
mentforbusyboxusing:

 cp/lib/libc-2.3.2.so/tmproot
 cp/lib/ld-2.3.2.so/tmproot
 cd/tmproot
 ln-slibc-2.3.2.solibc.so.6
 ln-sld-2.3.2.sold-linux.so.2

Youcanusebasicallythesameprocesstodeterminethelibrarydependenciesof
anyotherprogramsyouwanttoincludeinyourlittledistribution.OftheprogramsI
listedonp.131,onlymke2fsrequiresadditionallibrariesoverandaboveld-linux.so
andlibc.so.

Note,however,thatlddisusuallynotthecompleteanswertotransferringapro-
gramfromyourfulldesktopdistributiontoalimitedembeddedenvironment.For
example,itwon’ttellyouwhattemporarydirectoriesaprogramistryingtocreate,or
whereit’stryingtowriteitslogfile,orwhereittriestoreadconfigurationinformation.
Inafewrareandextraordinarilyevilcases,youwillalsoencounterprogramsthatload
dynamic-linklibrariesexplicitlyatruntime(onesuchprogramispasswd(1)).There’s
noautomaticwaytofindoutiftheprogramdoestricksofthatsort.

Toascertainthedetailsofmoreadvancedcaseslikethis,youshouldfirstreferto
thedocumentationfortheprogramyou’retryingtotransfer.Ifyoustillcan’tgetit
working,thebrute-forceapproachistorunthetroublesomeprograminsidestrace(1)
andlogtheresult,forexamplewiththecommandlinestracemyprogram2>&1
|teemyprogram.out.Thiswillgiveyouaveryverboselogfile,whichyoushouldpe-
ruselookingforfileopencalls—youcaninferfromthisinformationwhatdirectories
and/orfilestheprogramistryingtoaccess.Thestraceattackisreallyanapproach
oflastresort,though—it’stedious,requireslotsofanalysis,andisnotentirelyerror-
proof.

23Thistechniqueallowsyoutoupgradetheunderlyinglibrarywithoutbreakinginstalledapplications.
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Atthispoint,youhaveenoughmaterialcopiedacrosstotestyourcopyofthe
soon-to-berootfilesystem.Simplyexecutechroot/tmproot/bin/ash-iand,if
everythinghasgonetoplan,you’llseetheBusyboxshellprompt.Theenvironment
you’renowinisprettyclosetowhatyourembeddedsystemwillsee;anyway,it’sclose
enoughforyoutobeabletotestshellscriptsandsomeexecutables.

Whatyou’veassembledsofarisenoughforthesystemtobeabletodouseful
work;theonlythingwe’remissingisstartupinstructionstotellitwhatworkwewant
ittodo!Theseinstructionsarecontainedinthreefiles:/etc/fstab,/etc/inittaband
/etc/sysinit.Iwon’tdwellontheformatoffstab,whichspecifiesthemountpointsfor
thefilesystemsinyourenvironment;it’saminorpieceofstudyandyoucanlearnall
youneedtoknowfromman5fstab.Let’sstartwithinittab.Thisistheconfigura-
tionfileforinit(8).ThesamplefileI’veprovidedisasfollows:

 ::sysinit:/etc/sysinit
 ::respawn:/bin/ash
 ::ctrlaltdel:/sbin/reboot
 ::shutdown:/bin/umount-a-r
 ::shutdown:/sbin/swapoff-a

Thistellsinittorun/etc/sysinitatsystemstartup,torun/bin/ashaftersystem
startupandtorespawnitautomaticallyifitexits,anditalsoprovidessomeclean-up
functionalitytohandletheuserpressingCtrl-Alt-Delorshuttingdownthesystem
someotherway.Notethatthisfileisinthecorrectformatfortheinitvariantbuilt
intobusybox;duetominorsyntacticdifferences,yougenerallycan’ttakeaninit-
tabfroma“normal”desktopdistributionanduseitwithbusybox.Alsonotethatif
youwantedthiscardtorunyourownapplicationautomaticallyatstartup,youcould
specifythepathtoyourexecutableinsteadof/bin/ashintherespawnline.Formore
informationonthespecificsofwritinganinittabforthebusyboximplementationof
init,refertothebusyboxdocumentation.

Our/etc/sysinitcontainsthefollowing:

 #!/bin/ash
 HOSTNAME=geode
 mount-n-tproc/proc/proc
 mount-n-oremount,rw/
 #swapon-a-e
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 >/etc/mtab
 mount-f/
 mount-f/proc
if(cat/proc/cpuinfo|grep-sGeode>/dev/null);then
 echo“WelcometotheGeode-basedSBC.”
else
 echo“Warning:ThisisnotrecognizedasaGeode.”
 echo“Somekernelfeaturesmaynotworkcorrectly.”
fi

Thisscriptisjustanexampleofsomeofthehousekeepingsortoffunctionsyou
mightneedtocarryoutatsystemboottime;wesetafriendlyhostnameforthis
machine,mountthe/procfilesystem,thenremounttherootfilesystemasread-write.
Notetheuseofthe–nparametertomount—becauseatthispoint,therootfilesys-
temisstillreadonly,andunlesswespecify–n,mountwilltrytoupdate/etc/mtaband
fail.Afterremountingtherootfilesystem,wemightwanttoturnonswap,ifoursys-
temhasaswapfile(theexampleI’vepreparedassumesyoudon’t.It’snotagoodidea
toputaswapfileonaCompactFlashcardorotherflashdevicebecauseyourapidly
eatupthewriteenduranceoftheflashchips).Afterthat,weclearoutanyancient
datathatmightbein/etc/mtab,thenfake(withthe–fswitch)remounting/and
/proc,sothatmtabcontainsup-to-dateinformation.Finally,Iperformalittlesanity
testtoshowawelcomemessageappropriateforthemachine.

Withallthesecomponentsprepared,we’renowreadytocopytherootfilesystem
intotheimagefilewepreparedforit.Noteasubtlepitfalllurkingfortheunwary:
Theimagefilecreatedwithddstartsofffullofhighly-compressibleall-zerodata(this
iswhyweuse/dev/zeroasthedummydatasourcetofillthatimagefileduringcre-
ation).IfyoumanipulatethecontentsofamountedimagefileusingstandardLinux
filemanagementfunctions,theimagewillgraduallyfillupwithless-compressiblefile
datadroppingsbelongingtomovedordeletedfiles.Eventually,youmightbeunable
tofitthecompressedversiononyourbootmedium.(Rememberhowdefragmenting
adiskcompressedwithDrivespace/Doublespaceusedtoincreasetheavailablespace
magically?Sameprinciple).Forthisreason,whenyouarepreparingasetoffilesto
createanewinitrdimagefile,evenifyou’rejustchangingafewbytesfromtheprevi-
ousversionoftheimage,it’sbetterifyoucreateanew,all-zeroimagefile,formatit,
andcopythecompletesetofup-to-datefilesintoit.WhatIusuallydoiscreatea
workingdirectoryonmyharddrive,containingthecompleterootimage,andwrite
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asimpleshellscriptthatcreatesavirginimage,formatsit,copieseverythingintoit,
andcompressesitreadyforuse.Suchascriptmightlooklikethis:

#!/bin/sh
cd/tmproot
ddif=/dev/zeroof=/initrd.imgbs=1kcount=8192
echoy|mke2fs-m0-N2000/initrd.img
mount-oloop/initrd.img/mnt
cp-R*/mnt
umount/mnt

gzip/initrd.img24

Runtheabovescript,ortypethecommandsmanually,andcopythe/initrd.img.
gzfilethusgeneratedintotherootdirectoryofyourCompactFlashcardwiththe
nameINITRD.IMG.RebootyourSBCandgointoCMOSsetup.Disablethehard
diskorsimplychoosetheCompactFlashslotastheprimarybootdevice25,andrestart
thesystemagain.Ifeverythingwenttoplan,youshouldbegreetedwithausable
busyboxshellpromptwithinlessthan30seconds.

4.5CreatingaBootableLinuxSystem-RestoreCD-ROMDisc

PracticallyallmodernIBM-PCcompatibleBIOSes(includingtheAwardBIOSused
onourSBC)supporttheElToritostandardforbootableCD-ROMs.Thisstandard
placesaspecialpreambleareaonthedisk,whichcontainsabootableimagefile.The
bootimageisnormallyasector-by-sectorcopyofafloppydisk,althoughitislegal
tohaveaharddiskimagethereinstead.AfterPOST,ifthesystemisconfiguredto
attemptbootingoffCD,theBIOSscansthediskintheattachedCD-ROMdrive
foranElToritopreamble.Ifthispreambleisfound,theBIOSredirectsreadand
(doomed!)writerequestsforINT13hunit0(driveA:)tothebootimageareaon
theCD-ROMdrive,andcontinuesthebootprocessfromtheresultantvirtualdisk.

24Remember,gzipwillautomaticallyadda.gzextensiontothecompressedfile.
25Unfortunately,onafewsystems,youmayneedtophysicallydisconnecttheharddrivetoforcethe
systemtoprobefurtherforabootabledevice.ThisbehaviorisBIOS-specific.OnthePCM-5820,
simplysettingtheprimarymasterharddisktypetoNoneandthesecondarymastertypetoAuto
willallowyoutobootofftheCompactFlashslot.
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Asfarasyourstartupsoftwareisconcerned(atleast,aslongasitusesBIOSservices
toread/writethedisk),youjustbootedthesystemoffafloppy.

Inthissection,I’lldemonstrateonepossiblemethodofconstructingabootable
CD-ROMforsystemrestorepurposes,asthisisacommonrequirementforembedded
Linuxapplications.Forinstance,ifyouruserneedstoreplaceorupgradethehard
drive,areinstallationCDistheeasiestwayto“bless”theblankdrive.Youcould,of
course,usethesamebasicinfrastructuretobuilda“bootapplication”disktoperform
anydesiredfunction,inexactlythesamewayaswepreparedthebootableCompact-
Flashcardabove.Forinstance,youcouldputamovieplayerintheimagefile,and
putthemovieitselfinthemainfilesystemoftheCD.

TheprincipaladvantagesofCD-ROMsaretheirread-onlynature,andtheirlow
cost.ThesefeaturesmaketheCDidealfordistributingupdatedsoftwareversions
andemergencyrecoverytoolstoyourusers.However,youshouldthinkcarefully
abouttheinstallationenvironmentbeforeusingabootableCDasthemainoperat-
ingsystemstoragedeviceinaturnkeyembeddedsystem.CD-ROMdrivesarevery
complexelectromechanicalsystemswithfreeaccesstotheatmosphere,andassuch
theyarehorriblysensitivetodust,humidity,vibrationandorientationissues.They
alsohaveslowaccesstimesandarelativelyshortlifespan.IfyoudecidetouseaCD
astheprimarybootmediumforyourappliance,thenyoumaywishtoconsider,atthe
veryleast,installingtheelectronicsinanairtightenclosurewithvibration-damping
mounts.MostCD-ROMdrives,especiallytheslimlaptopdrivesfavoredbybuilders
ofembeddedPCsystems,donotprovideaverygoodairtightsealwhenthetrayis
closed,soyou’llhavetolocktheentiredriveawayinsideamorerobustenclosure.

Beforewestart,weneedtodecidehowtopackupthesoftwarerestoreimage
we’llbedistributingonthisdisk,adecisionwhichincludesthesub-decision“how
dowemakethetargetsystem’sharddiskbootableafterloadingallthefilesontoit?”
Theeasiestwaytodothisissimplytostartintherootdirectoryofyouractivesystem
andtarcvfzeverythingyouneed—includingtheinstallprogramforyourchosen
bootloader—intoonemassiveimage.(Thereasonforthatspecialinstructionwill
becomeapparentshortly).I’mgoingtoassumethatyouhaveeitherenoughspacein
yourrootfilesystemforatarballofeverythingyouneed,orthatyoucanmountsome
othervolumetemporarilytoholdthefile;Inormallymountascratchvolumeover
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NFSorSMB.Forthepurposeofthisdiscussion,Iwillassumeyourscratchlocationis
/scratch—ifnot,modifythefollowingtextasappropriate.

Now,let’slookattherootdirectoryofatypicalLinuxsystemanddeterminewhat
needstobecopiedandwhatneedsspecialhandling:

/bin,/sbin,/dev–Youshouldcopyovereverythinginhere.

/mnt–Inorderforyoursystemtobehavenormally,youneedtoensurethat 
anymountpointdirectoriesinherearecreatedonthetargetsystem.

/proc–Theseareallpseudofiles.Youshouldnotcopyanythinginthisdirectory
intoyourinstallimage;strangethingswillusuallyhappenifyoustarttrying
toarchiveupthe/procpseudofiles.Youmust,however,ensurethatanempty
/procmountpointiscreatedduringthesystemrestoreprocess.

/var–Mostofthefilesinthisdirectoryarelogs,temporaryfilesandotherephem-
eraldatathatdoesn’tstrictlyneedtobecopiedtothetargetsystem.However,
itcanbeimportanttohavethecompletedirectoryhierarchyunderheresuc-
cessfullyduplicated;someprogramsmaynotstartupiftheycan’topenlogfiles
forwriting.Theeasiestwaytohandlethisdirectoryissimplytocopyitacross.

/tmp–Similarlyto/var,thisdirectorycontainsonlyvolatileinformation,noneof
whichneedstobesaved.However,youmustensurethatthedirectoryexists
onthetargetsystem.

Hereisanexampleshellscriptthatarchivesupmostoftheneededinformation.I
haveascriptsimilartothisonmydevelopmentmachines;Iputitsomewhereinthe
pathandcallit“master.sh.”NOTE:Beforerunningthisscript,ensurethatnothing
ismountedinside/mnt!

#!/bin/sh
echoDuplicatingrootfilesystem
mkdir/scratch/tmproot
cd/scratch/tmproot
cp-a/bin.
cp-a/boot.
cp-a/dev.
cp-a/etc.
cp-a/home.
cp-a/lib.
cp-a/mnt.
mkdirtmp;chmod777tmp
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mkdirproc;chmod777proc
cp-a/root.
cp-a/usr.
cp-a/var.
tarcvfz../reload.tar.gz*
cd..
rm-rftmproot

Sonowwehaveacomplete,compressedcopyoftheentirefilesystemofour
targetsystemat/scratch/reload.tar.gz,andit’stimetocreatetheboot/rootimagethat
willloaditontotheharddisk.Preparingthekernelandrootfilesystemforabootable
CD-ROMisthesameprocessaspreparingaflashfilesystembootimage;theonly
realdifferenceisthatourstartupscriptwillnoninteractivelyperformtheinstallation
steps:partitionandformatthesystem’sharddisk,untartherootimage,createany
neededdirectorystructures,installthebootloader,ejecttheCD-ROM,andreboot.

WecanusetheexactsameinfrastructureaswecreatedfortheCompactFlash
cardearlier,withonlytwodifferentfiles:anadditionalfilecalledfdisk.script(inthe
rootdirectory)andadifferentsysinitscript:

#!/bin/ash
HOSTNAME=geode
mount-n-tproc/proc/proc
mount-n-oremount,rw/
#swapon-a-e
>/etc/mtab
mount-f/
mount-f/proc
mount-tiso9660-oro/dev/hdb/mnt/cdrom
clear
echo“LinuxRescueCD”
echo“===============”
echo“”
echo“ATTENTION!”
echo“”
echo“Allfilesonyoursystemwillbeerasedandthesystemwillbe
reloaded”
echo“withadefaultconfiguration.Ifyoudonotwanttodothis,”
echo“EJECTTHECD-ROMNOWandSWITCHOFFTHECOMPUTERIMMEDIATELY!”
echo“”
echo“Theautomatedrestorewillcontinueinfifteenseconds...”
sleep15
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clear
echo“RestoringSystemSoftware”
echo“=========================”
echo“”
echo“Settingupharddisk...”
fdisk/dev/hda</fdisk.script
echo“Creatingsystemarea...”
mke2fs-m0-j/dev/hda1
echo“Settingupmemory...”
mkswap/dev/hda2
echo“Creatinguserdataarea...”
mke2fs-m0-j/dev/hda3

echo“Copyingfilestoharddisk...(Thiswilltakeseveralminutes)”
mount-text3/dev/hda1/mnt/hda1
cd/mnt/hda1
tarzxvf/mnt/cdrom/reload.tar.gz
umount/mnt/cdrom

echo“Makingharddiskbootable...”
chroot/mnt/hda1/sbin/grub-install/dev/hda
cd/
umount/mnt/hda1
clear
echo“**************************************************************”
echo“***Restoreiscomplete-Systemwillrestartautomatically***”
echo“**************************************************************”
eject/dev/hdb
sync
sleep2
/sbin/reboot

Theabovescriptpartitionstheharddisk,reformatsit,extractsthecomplete
systemimageoutofafilecalled“reload.tar.gz”intherootdirectoryoftheCD-ROM,
andinstallstheGRUBbootloader.I’veincludedacompletecopyofthisreloadroot-
filesysteminthefile“cdrom-root.tar.gz”intherootdirectoryofthisbook’sCD-ROM.
Notethatthefdisk.scriptfileprovidedinthatfilesystempartitionsthediskintothree
sections:hda1(750MB,ext3),hda2(128MB,swap)andhda3(allremainingspace
onthedisk,ext3).Ifyouwanttochangethisbehavior,simplyeditthefdiskscript,
butbeawarethatyoumightneedtoaltertheabovescriptfileifyouchangetheparti-
tionorderoron-diskformat.
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Onceyouconverttherootfilesystemdirectorytreeintoacompressedimage
(usingthesametechniqueasfortheCompactFlashrootimage;again,callthecom-
pressedfileinitrd.img),youneedtoputit,alongwithSYSLINUXandthekernel
andsyslinux.cfgfiles(thesamefilesyouputontotheCompactFlashcard)insidean
MS-DOS-formatted2.88MBdiskimage:

ddif=/dev/zeroof=/288mboot.imgbs=1kcount=2880
mkfs-tmsdos/288mboot.img
syslinux/288mboot.img
mount-oloop/288mboot.img/mnt
cpinitrd.img/mnt
cplinux/mnt
cpsyslinux.cfg/mnt
umount/mnt

That’sright—we’veburiedtherootfilesystemimageinsideanotherdiskimage!
NowallyouneedtodoisfireupyourfavoriteCDburningsoftware,andcreatea
newbootabledisk.Whenpromptedforthebootimage,selectthe288mboot.imgfile.
(Notethatthisfilewon’tshowupinthedirectoryoftheCDitself.Alsobecarefulto
specifytoyourCDburningsoftwarethattheimageisa2.88MBdisk;somesoftware
won’tautodetectthis).Putthereload.tar.gzfile,containingyourentirebacked-up
filesystem,intotherootdirectoryoftheCD.Burnthedisk,andvoila!Youhavean
automaticsystem-restoreCD.

Finalnote:Ihavechosentousea2.88MBElToritoboot-areadiskimageforour
examplebecauseitgivesusalotofspaceforusefulprograms,andIknowbyexperi-
mentthattheBIOSinthePCM-5820supportsit.However,oldBIOSesmaynot
supportbootableCD-ROMswith“2.88MBfloppy”bootimageareas.Aftersomeex-
perimentation,Ihavefoundthatthesafestheuristictouseis:whenindoubt,make
yourbootimagea1.44MBdiskette.Thisissimplyageneralruleforthebroadest
possiblecompatibility;ifyouareselectingthetargethardwareonwhichyouintend
thesoftwaretorun,thenyoucansafelyignorethisrule.
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4.6UsingtheParallelPortasaGeneral-PurposeI/OInterfaceinLinux

TheparallelportisofficiallyadyinginterfaceonthePC,havingbeenlargelysup-
planted(atleast,foritsoriginalpurposeofconnectingprinters)byUSB.However,
despiteMicrosoft’sdriveforlegacy-freesystems,themajorityofPC-compatiblesstill
haveaparallelport.SBCplatforms,beinglargelybasedonslightlyolderchipsetsand
producedonmuchlongerguaranteeddeliveryschedules,alsohaveparallelports,
andarelikelytosportthemformanyyearstocome.

ManySBCplatformsprovideafewbitsofgeneral-purposeI/Oforapplication-
specificfunctions.Theseareoften“spare”GPIOsthatareprovidedbymultifunction
chipsetstosupportvarioussystemfunctionalitythattheSBCmanufacturerdecided
nottoimplement.However,thereisnostandardizedmethodforaccessingthese
bits,andinmanycasesthereis,incredibly,nodocumentationavailable;youneed
tofindandgrubthroughthedatasheetsforthechipsetusedontheboardinorder
toworkouthowtoconfigureandaccessthoseI/Olines.Thereareotherissues,too,
suchassignalvoltageconversion,whichmaybiteyou(theGPIOsmightrunatthe
board’sinternalI/Ovoltage,orat5V,andiftheyrunatsomeinternalvoltage,they
mightormightnotbe5V-tolerant).Allthesedetailsare,unfortunately,frequently
notwell-documentedbytheboardmanufacturer.Worstofall,thereisrarelyany
directsupportfortheseproprietaryinterfacesinthird-partyoperatingsystemssuchas
Linux.Asaresult,it’smuchmoreportableandgenerallylessinvolvedjusttoreach
fortheparallelportwhenyouneedahandfulofgeneral-purposeI/Obits.

Inthissection,I’llgiveyouabriefintroductiontothePCparallelporthard-
wareandhowtouseitasasimplepipelinetotheoutsideworld.Thisisbyno
meansacompletereference;it’sjustenoughinformationforyoutobeabletoin-
terfaceE2BUSperipheralsandunderstandwhattheexampleLinuxcodeIprovide
isdoing.Ifyourequiremoreinformation,Irecommend“ParallelPortComplete:
Programming,Interfacing&UsingthePC’sParallelPort,”byJanAxelson,ISBN
0-9650-8191-5,PubResource1997.Avastquantityofusefulinformationisalso
providedfreelyontheLakeviewResearchwebsite,http://www.lvr.com/.
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AstandardPC/ATarchitecturesupportsuptothreeparallelports,withbaseI/O
addressesof0x3BC,0x378and0x278.Theportisaccessedthroughthree8-bitregis-
tersmappedintotheprocessor’sI/Ospace.Theseregistersarereferredtoasthedata
port,thecontrolportandthestatusport.StandardPC/AT-compatiblesnamethe
threeparallelportsLPT1,LPT2andLPT3.Thesenamesarepurelyhistoricalarti-
factsofMS-DOSandhavenodirectrelationshiptoI/Oportassignments.Atboot
time,theBIOSwritesatestbytetothedataportofeachpossibleparallelinterface,
andattemptstoreaditback.Ifthereadbackmatches,aparallelinterfaceisassumed
tobeinstalledatthataddress,andatableintheBIOSdataareaisupdatedtoindi-
catethatfact.Asystemwiththreeparallelportsinstalledwouldhavethefollowing
I/Oportassignments:

Port Data Status Control
LPT1 0x3BC 0x3BD 0x3BE
LPT2 0x378 0x379 0x37A
LPT3 0x278 0x279 0x27A

Ifoneormoreofthepossibleportaddressesisnotpopulated,theremainingports
moveuptofillthespace.Forinstance,ifyoursystemhasonlyonephysicalprinter
port,itwouldbereferredto(byDOSand/orWindows)asLPT1regardlessofwhat
portaddressit’sat.Becauseofthisissue,softwarethataccessesparallelporthardware
directlyusesallsortsofconfusinglyinconsistentnomenclature.Somesoftwareprobes
theBIOSdataareaorWindowsregistryandusesthesamenamesforportsthatMS-
DOSwoulduse.Somesoftwareusesthefixedtableabove,oravariantofit,tomap
portnamestoI/Oaddresses.(Onecommonvariantistocall0x378LPT1,0x278
LPT2,and0x3BCLPT3—thereasonforthisisthat0x3BCwasoriginallyreserved
forparallelportsintegratedontoaCGAorMDAgraphicscard.Sincethosecards
areveryrarenow,thefirst—LPT1—portinaPCsystemismoreusually0x378).
Somesoftwarerequiresyoutospecifytheactualportaddress.It’samess;fortunately,
thereareonlythreepossibilities,sotrialanderrorisareasonablemethodforgetting
thingstowork!
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Regardlessofthisslightlyirritatingmashofnomenclature,thephysicalmapping
ofparallelportpinstoI/Oregisterbitsisdescribedinthefollowingtable(notethat
somereferenceswillgivethesesignalsslightlydifferentnames):

Pin Name Function Dir Port Invert
1 _STROBE Datastrobe Out Controlbit0 Yes
2–9 D0-D7 Databits0–7 Out Databits0-7 No
10 _ACK Acknowledge In Statusbit3 No
11 _BUSY Busy In Statusbit4 Yes
12 PEND Paperout In Statusbit2 No
13 SELECT Deviceselect

feedback
In Statusbit1 No

14 _AUTOFD Autolinefeed Out Controlbit1 Yes
15 _ERROR Error In Statusbit0 No
16 _INIT Initialize(reset) Out Controlbit2 No
17 SELECTIN Deviceselect Out Controlbit3 Yes

18–25 GND Ground – – –

Thereareseveraltypesandoperationalmodesofmodernparallelports.Inthe
lowestcommondenominatorconfiguration,thestatusregisterisread-only,thecon-
trolregisteriswrite-only,andthedataregistercanbeconsideredaswrite-onlyalso.
(Thisisn’tstrictlytrue,ofcourse—forexample,ifitwastrue,theBIOS’sautoprobing
technique,whichIoutlinedbrieflyearlier,wouldn’tbepossible—butforourpurposes
it’sanacceptablyapproximatedescriptionoftheport’sbehavior.Ifyouwantmore
detailsonhowtheparallelportisreallyconstructed,consultoneofthereferences
Imentionedearlier).PracticallyallmodernPCsystemssupportseveralmodesof
operationselectableinCMOSset.ThesemodesareusuallySPP,EPP1.7,EPP1.9and
ECP.Althoughtheoreticallyourcircuitshouldworkwithanyofthesemodescon-
figured,inpracticeyouarelikelytoencounterproblemsifyourPCisconfiguredfor
ECP.IsuggestthatyouconfiguretheportforSPPmodeunlessyouhavesomespecial
reasonforneedingadifferentmode.

Onefinalnotehere,beforewegoontosoftwareissues:Youshouldbeawarethat
therearevariousbizarreelectricalissueswithcertainPC-compatibles,particularly
oldername-brandmachines,andespeciallyportablemachines.Theonlythingthat
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youcansayforcertainabouta“standards-compliantPC”parallelportisthatfor
somespecifieddrivecurrent,itdefinestheoutput“high”voltageas2.4V,andthe
output“low”voltageas0.4V,withanythinginbetweenbeingillegal.Thisleaves
alotofroomfordifferentimplementationstobiteyourdesign.Ingeneral,ifyou’re
designingadevicethathastohaveagoodchanceofworkingonawiderangeofPCs:

■ Don’tmakeheavydrivedemandsonanyoutputlines.ThreeorfourTTL
loadsisprobablyasafecutoffpoint.Particularlyifyouplantorunanysignifi-
cantlengthofcablebetweenthePCandyourcircuit,it’sbesttorunthelines
straighttoabufferinyourdevice,andfanoutfromthere.

■ Neverconnectparallelportoutputlinesdirectlytoanylogicthatisn’t5V-
tolerantatyourchoseninternalsupplyvoltage.Many(ifnotall)modern
motherboardsandportablemachineswillshowamaximumvoltageswing
of0Vto+3.3V(reflectingtheVIOof3.3Vfoundinmodernmotherboard
logic),butyoucertainlycan’trelyonthis.

■ It’sadvisabletohaveSchmitttriggersbetweenyourcircuit’sinputsandthe
parallelportoutputlinesyouintendtouse.Someofthecontrollinesare
implementedasanopen-collectordriver,withapullupresistorandacapaci-
tortogroundtolimittherisetime.

WitholderPCs,itwasusually(butnotcertainlynotalways)possibletoavoid
manyoftheseproblemsbygoingintotheBIOSsetupmenuandconfiguringthepar-
allelportforSPPmode.Unfortunately,manymodernPCshaveeliminatedeventhat
lastmousehole—theyarelockedintoECPmode,anditcanbedifficultorimpossible
togetthemtoworkwithsomeparallel-connectedperipherals.(Thefactory-supplied
ICEsandflashprogrammerhardwareforseveralmicrocontrollersfallintothiscat-
egoryofill-behavedappliances,bytheway).

Nowthatweknowhowtheparallelportworks,howdoweaccessitinsideLinux?
Thereareaseveralpossibilitieshere.First,wecouldwriteakerneldrivertodowhat
weneedtodo.ThekerneldriverwouldhavefullI/Oprivilegesandcouldwriteto
theparallelportI/Oaddressesdirectly.Second,wecouldjumpthroughacoupleof
hoopsandwriteauser-modeprogramthatpokeddirectlytotheparallelI/Oad-
dresses.Finally,wecouldusethestandardLinuxparallelportdeviceAPI,ppdev.I
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recommendthislattermethodunlesstherearereallycompellingreasonstochoose
otherwise.Writingakerneldriverisjustadistraction—itcertainlygivesyoufairly
completecontrolovertheprocess,includingallowingyoutodisableinterruptswhile
youtwiddletheportbits,butit’sfranklyoverkillforthekindofthingwe’redoing.
Writingtotheportaddressesdirectlyfromusermodeispossible,butit’sclumsy.We
wouldalsohavetowritesomecodetoworkoutwheretheparallelportsareinstalled
inthemachine’sI/Ospace.UsingthestandardAPIavoidsalotofunnecessary
tweakinganditaddsverylittleoverhead—thisAPIwasdesignedforusebydrivers
liketheparallelportZIPdevice,soit’scapableofquitehighthroughput.

Tousetheparallelport,weopenafiledescriptorto/dev/parportn(wherenis
theparallelportnumber—we’regoingtouseparport0,i.e.,LPT1,foralloursample
code)anduseioctlonthisdescriptortocommunicatewiththeunderlyingdriver.If
youaretestingthiscodewithanythingotherthanthekernelconfigurationIhave
supplied,notethatyouMUSTdisableparallelprintersupport—butnotparallelport
support—inthekernelforthecodeinthisbooktowork.

Thefirstthingtodoisopentheparallelportdeviceandacquireexclusivecontrol
overit.Thisissimplyachievedwithsomethingsimilartothefollowingcodefragment:

#include<stdio.h>
#include<fcntl.h>
#include<linux/parport.h>
#include<linux/ppdev.h>
#include<sys/ioctl.h>

inthandle=0;

handle=open(“/dev/parport0”,O_RDWR);
if(handle<0){
 //reportfatalerror
}
//Getexclusiveaccesstoport
ioctl(handle,PPEXCL,0);
ioctl(handle,PPCLAIM,0);
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Don’tthrowthathandleaway;we’lluseitforaccessingtheotherfunctions
describednext.Now,howtowigglethepinsontheport?Theparallelportcontrol
registerisaccessedthroughthePPFCONTROLioctl.Thiscalltakesapointerto
appdev_frob_structstructureconsistingofamaskbyteandanewdatabyte.This
way,youcantoggleindividualcontrolbits—potentially,differentbitsfrommultiple
threads—withouthavingtomaintainyourowncopyofthecurrentportstate.This
structure,foundin<linux/ppdev.h>,isdefinedasfollows:

structppdev_frob_struct{
 unsignedcharmask;
 unsignedcharval;

};

Tosetorclearbitsinthecontrolregister,setthebitsinmaskcorresponding
tothebitsthatyouwishtochange,andloadthedesirednewdataintoval.Then
simplycallioctl(handle,PPFCONTROL,&fs),wherefsisthenameofyourppdev_
frob_struct.Tomakelifeeasyforyou,theppdev.hheadercontainsdefinitionsforthe
controlbits:

#definePARPORT_CONTROL_STROBE0x1
#definePARPORT_CONTROL_AUTOFD0x2
#definePARPORT_CONTROL_INIT0x4
#definePARPORT_CONTROL_SELECT0x8

Forexample,tocleartheSTROBEbit,youwouldusethefollowingcode:

fs.mask=PARPORT_CONTROL_STROBE;
fs.val=0;
ioctl(handle,PPFCONTROL,&fs);

ReadingthestatusregisterisaccomplishedusingthePPRSTATUSioctl.Again,
thekerneincludesdefinenamesforthebits:

#definePARPORT_STATUS_ERROR0x8
#definePARPORT_STATUS_SELECT0x10
#definePARPORT_STATUS_PAPEROUT0x20
#definePARPORT_STATUS_ACK0x40
#definePARPORT_STATUS_BUSY0x80
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YouusethePPRSTATUSioctlsimplybypassingapointertoa1-bytebufferto
storetheport’scurrentstatus:

unsignedcharc;
ioctl(handle,PPRSTATUS,&c);

Readingandwritingthedatalinesisachievedusingthesamesyntaxasfor
PPRSTATUS,butthetwoioctlsarePPRDATAandPPWDATA,respectively.Note
thatbeforereadingorwritingthedatabus,youmustensurethatithasbeensetinto
thecorrectmode(inputoroutput)usingthePPDATADIRioctl.Forexample,take
thiscode,whichreadsabytefromthedatabus,thenwritesadifferentbyte:

inti;
charc1,c2;

//Anarbitrarybytetobewrittentotheport
c2=0xf5;

//Setporttoinputmode
c1=0xff;
ioctl(handle,PPWDATA,&c1);
i=-1;
ioctl(handle,PPDATADIR,&i);

//Readbytefromport
ioctl(handle,PPRDATA,&c1);

//Writenewdatatoportandsetittooutputmode
ioctl(handle,PPWDATA,&c2);
i=0;
ioctl(handle,PPDATADIR,&i);

Notehowwewrite0xFFtotheoutputlatchbeforewereadtheport.Thereason
forthisisthatwhentheportisinreadbackmode,theoutputlatchesareopen-collec-
tor.Writing0xFFtothedatalatcheffectivelytristatestheoutputssotheydon’ttry
topulldownsignalsfromtheoutsideworld.Alsonotethatyoucan’treallymixand
match—eithertheentireportisaninput,ortheentireportisanoutput.Youcan’t
specifythedatadirectionatafinerresolution,althoughthereareterrifyinghardware
trickstoworkaroundthislimitation.
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4.7ImplementingGraphicalControlInterfaces

4.7.1Introduction

Inthissection,I’mgoingtogiveyouaveryshortoverviewoftheoptionsavailableto
youwhenimplementinggraphicalcontrol/overmonitoringinterfacesonLinuxsys-
tems.Inparticular,I’mgoingtoconcentrateoninterfacesthatlendthemselveswell
toembedded-friendlyfeatureparing.Thistextisobviouslynotintendedtobeanin-
depthhow-toguideforanyofthespecificgraphicssystemsImention.It’sintended
toshowyoutheadvantagesanddisadvantagesofanumberofdifferentpossibleGUI
choices,andprovideyouwithsomepointerstofurtherresearchintotheoptionsyou
likethebest.

Theissueofimplementinggraphicsfunctionalityonyoursystemreallybreaks
downintotwosubproblems:howyougetthesystemintoacorrectlyinitialized
graphicsmode,andwhatyouhavetodoinordertogetgraphicalelementsontothe
screenoncethegraphicsmodeisset.

ThefirstthingI’dliketoimpressonyouisthehorriblebutvirtuallyirresistable
temptationtore-inventwheels.Manyprojectsthatneedorwantagraphicalinter-
facestartoutwithextremelymodestneeds;forexample,somesimplebitmapped
graphicsandasingletextfont.Forsuchatinyamountofcode,itseemsthatthe
mostefficientapproachistowriteyourowngraphicsroutinesentirelyfromscratch
ratherthaninvestalotoftimeclimbingthelearningcurveforanoff-the-shelfli-
brary.Therearetwohiddenflawsinthispieceoflogic:first,thegoldenruleisthatall
projectsmushroombeyondtheirinitialidea(meaningthatonedayyou’llinevitably
findyourselfslavingtoimplementanddebugahand-rolledversionofsometricky
functionthatyoucouldhavejustcalledoutofapre-existinglibrary),andsecond,
you’llprobablyhavetorepeatalotofthispedestrianworkeverytimeyoustarta
newproject.Boththeseissuesaremoreorlessavoided,andyourlifeismademuch
simpler,ifyoupickareasonablyportablegraphicslibraryanduseitacrossmultiple
projects.

Essentially,thereareonlyahandfulofgoodreasonstorollyourown(andeven
thesereasonsareprobablyarguable):
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■ Youaredoingsomethingtrulyuniqueandfundamentallyincompatiblewith
thedesignparadigmofanyextantgraphicallibrary.Ihaveonlyoncebeen
involvedinsuchaproject26:designingaGUIbasedaroundhexagonsinstead
ofrectangles.Allscreensurfaces,windows,gadgets,etc.wereexpressedin
termsofsixside-lengthsinsteadofthenormalwidthandheightparametersin
arectangularcoordinatesystem.

■ Yourtargethardwarehassomespecialaccelerationfeaturesorotherhard-
waremagicforwhichyouwouldneedtowritedriversanyway.Perhapsyou
cangainbetterperformancebydesigningyourGUI’sstructurearoundthe
capabilitiesoftheacceleratorhardware,ratherthanwritingadriverforan
existingGUI.

■ Youhaveunusuallystrictperformancerequirements—real-timeissues,mem-
oryconsumption,andsoon.Anexampleofthetypeofsystemthatsatisfies
thiscondition(aswellasthepreviouscondition,usually)isalow-enddigital
camera.Thesedevicesareoftenbasedon8051-coredASSPwithspecialized
JPEGcompressionhardwareon-chip.

■ Youneedtomaintainrigorouscontrolovertheportabilityandplatform-in-
dependenceofthecode.Forinstance,youmightneedtosupporttwoorthree
differenthardwareplatforms(andnoothers),andyoumightwanttomake
designoptimizationsspecifictothoseparticularplatforms.

■ Youneedtobeabletotest,certifyandguaranteeeverylineofcodethatis
goingintothefinalsystem,forsecurityorreliabilitypurposes(orsomesimi-
larlycriticalreason).WritingaproprietaryGUIcansaveyouanenormous
amountofworkonthebackendoftheprojectifyouhavearequirementlike
this.Imaginehowmanyman-hourswouldberequiredtoperformacomplete
sourcecodeauditon,say,XFree86!

26Itwasaverysillyproject,too—theclientwantedauserinterfaceinKlingon.AvidwatchersofStar
Trek®willnotethatmostoftheKlingoncomputerdisplaysusehexagonalgridsandcontrols.Don’t
expectprojectslikethistocomealongeveryday.
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Havingdonemybesttosteeryoutowardsthestraightandnarrow,let’sconsider
someofthechoicesopentoyou.Foreachoption,I’llprovidesomeminimalsample
codesoyoucangetasimpleapplicationofyourownupandrunning.Whereappro-
priate,I’llalsopointyoutosomefurtherreadingonthetopic.

4.7.2TheFramebufferGraphicsConsole(fbdev)

Theframebuffergraphicsconsoleisoftenusedinembeddedsystems,particularly
systemsthatarebasedaroundnon-x86microcontrollerswithbuilt-indisplaycontrol-
lerhardware.Ifyourparticularhardwarecombinationissupportedbythekernel,it
providesasimplewaytogetthesystemintoagraphicsmodeandtoquerytheaddress
ofvideoRAM.YoucantheneitheruseyourownproprietaryGUIcode,orportone
ofthemanygraphicslibraries(suchasQt-embedded)toimplementtheactualinter-
faceportionofthecode.Ifyouareusingx86Linuxtoprototypesomethingthatwill
eventuallybesqueezedintoanARM,MIPSorsimilarSOC(system-on-chip)device,
theframebufferdriverisalmostcertainlyyourlineofleastresistance.

Geode’sgraphicshardware(CS5530)isn’texplicitlysupportedbyaLinuxframe-
bufferdriver,butthereisagenericdriverthatusesVESABIOSExtension(VBE)
callstosetvideomodes,whichyoucanusetoprodthesystemintoagraphicsmode
atboottime.ThesamplekernelconfigurationIincludedontheCD-ROMincludes
theVESAgraphicalframebufferdriver.IfyourebootyourSBC,hitanykeyatthe
GRUBprompt,andeditthekernelbootlinetoincludethecommand“vga=0x311,”
yoursystemwillstartupina640×480,16bppgraphicsmode.(Formoreinforma-
tiononVGAmodenumbers,refertoDocumentation/fb/vesafb.txtinyourLinux
kernelsourcedirectory).

Here’sabasicoutlineofhowtouseframebuffermode:First,makesurethatthe
systemisinagraphicsmodebyeditingyourkernelcommandlineasIjustdescribed,
andrebootingthesystemifnecessary.Next,openahandletotheframebufferdevice
ofinterest(probably/dev/fb0).UsetheFBIOGET_FSCREENINFOandFBIOGET_
VSCREENINFOtoobtainfixedandvariable(mode-specific)screeninformation,
respectively.Thisinformationisnecessarytocalculatetherowstride(bytesperscan-
line),determinethesizeoftheframebuffermemorytobemappedintoyourprocess’s
addressspace,andotherwiselocatebytesonscreen.
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Notethatifyou’rereadingthissection,you’llmostlikelyhaveselectedaspecific
resolutionandbitdepthforyourapplicationinadvance,andyourcodewillbetar-
getedspecificallytothatbitdepth.Yourscreenlayoutswillprobablyalsobetailored
specificallyforacertainscreenresolution.Forthisreason,inembeddedapplications
you’llmostlikelysimplybevalidatingthesystemsettingsagainstyourhardcoded
constraints,ratherthaninspectingthesystemanddynamicallyadaptingyourcodeto
matchthehardware’scapabilities.

Hereissomeillustrativecodeforyou(thisprogramisincludedinthefbtestdirec-
toryofthesampleprogramsarchive):

/*
 main.c

 Demonstrationappletforframebuffer

 From“ACookbookforOpen-SourceRoboticsandProcessControl”
 LewinA.R.W.Edwards(sysadm@zws.com)
*/

#include<stdio.h>
#include<fcntl.h>
#include<string.h>
#include<sys/ioctl.h>
#include<sys/mman.h>
#include<linux/fb.h>

#defineFB_DEVICE“/dev/fb0”

intmain(int_argc,char*_argv[])
{
 inthandle,i,j,screensize;
 unsignedchar*framebuffer,*backup;
 structfb_fix_screeninfofi;
 structfb_var_screeninfovi;

 //Openframebufferdevice
 handle=open(FB_DEVICE,O_RDWR);
 if(handle==-1){
  printf(“Erroropening“FB_DEVICE“.\n”);
  return-1;
 }
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 //Getfixedscreeninformationandshowaninformativemessage
 ioctl(handle,FBIOGET_FSCREENINFO,&fi);
 printf(“Deviceis‘%s’.\n”,fi.id);
 printf(“Buffer:0x%-08.8Xbytesatphysicaladdress0x%-08.8X.\
nMMIOat0x%-08.8X,accelflags%-08.8X.\n”,fi.smem_len,fi.smem_start,
fi.mmio_len,fi.accel);
 printf(“%dbytesperphysicalscanline.\n”,fi.line_length);

 //Getvariablescreeninformationandshowaninformativemessage
 ioctl(handle,FBIOGET_VSCREENINFO,&vi);
 printf(“Currentlyviewing(%d,%d)windowof(%d,%d)display
at%dbpp.\n”,vi.xres,vi.yres,vi.xres_virtual,vi.yres_virtual,
vi.bits_per_pixel);

 screensize=vi.xres_virtual*vi.yres_virtual*(vi.bits_per_pixel
/8);

 framebuffer=mmap(0,screensize,PROT_READ|PROT_WRITE,MAP_
SHARED,handle,0);
 if(!framebuffer){
  printf(“Errormappingframebufferintoprocess.\n”);
  return-1;
 }

 //Allocatememoryforbackupscreenandcopyit
 backup=malloc(screensize);
 if(!backup){
  printf(“Cannotallocatememoryforframebufferbackup.\n”);
  return-1;
 }
 memcpy(backup,framebuffer,screensize);

 //Waitforafewseconds,thenshowsomecoruscatingcolors
 sleep(3);
 for(i=0;i<256;i++){
  for(j=0;j<640*480*2;j++)
   framebuffer[j]=i;
 }

 //Restoreoriginalscreencontents
 memcpy(framebuffer,backup,screensize);
 return0;
}
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Themaindisadvantagestousingtheframebufferare:

1. Yougenerallyhavelittleornoaccesstohardwareaccelerationfeatures.There
areahandfulofplatform-specificframebufferdriversincurrentkernels,and
thesesupportasmallcoreofaccelerationfunctionality,butthegenericVESA
driverisunaccelerated.Workingwiththeframebufferisabitlikeaskingfor
asalad,andbeinghandedashovelandapacketofseeds;it’spossibletodo
almostanything,butitcanbetime-consuming.

2. It’softennotpossibletochangetoanydifferentvideomodeatruntime—you
bootupinacertainmode,andyou’restuckthere.AlthoughthereareAPIs
intheframebuffercodetochangevideomodes,thispartofthecodeisquite
unstable(again,particularlytheVESA-basedcode).

3. InthecaseoftheVBE-basedframebufferdevice,theremaybeBIOSissues
thatmakethegraphicsmodesquirky.Unfortunately,thisfactistrueforall
versionsofGeodeBIOSesthatIhavetested.

Theframebufferdevicedoes,however,havetheadvantageofbeingverysimple
toworkwith.Anotherusefulcharacteristicoftheframebuffercodeyou’llbewriting
isthatit’shighlyportabletoothersystems—includingOS-lesssystems—aslongas
theyhavethesamepixelformat.BecausetherearealmostnorequiredAPIsexcept
thestartupjobofascertainingthegraphicsmodeandstartlocationofvideomemory,
usingfbdevdoesn’ttieyoudownbyforcingyoutomakeaninvestmentinanypartic-
ularsoftwarearchitecture.WhenLinuxisportedtonewplatforms(microcontroller
evaluationboards,PDAs,videogameconsoles,set-topboxesandsoforth),invariably
thefirstgraphicssubsystemportedistheframebufferconsole,soifyouworkwiththe
framebufferyou’llalwaysbeabletoexploretheleadingedgeofnewhardwareports.

4.7.3SVGAlib

SVGAlibisacoupleofstepsmoreadvancedthanthedumbframebuffer.Itincludes
APIsforafewusefulfunctions,andonsomeplatformscantakeadvantageofhard-
wareaccelerationfeatures.Itwasoriginallydesignedforgamesandemulators,which
meansthatitsupportshandyanimation-friendlyfeaturessuchasdouble-buffering.
(Infact,SVGAlibisanevolutionaryphenomenonbasedonanolder,lessgeneral-
purposelibrarycalledvgalib).
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Thecurrentreleaseversionofsvgalib(1.4.3)isveryslightlysyntacticallyincom-
patiblewithcurrentversionsofgcc,soitisn’tpossibletocompileandinstallthis
versiondirectlyonmodernLinuxdistributionssuchasFedoraCore1.Tosaveyou
somehead-scratchingtime,Ihavepatchedtheaffectedfile,src/vga.c,andrearchived
thetarball,whichyouwillfindaslinux/svgalib-1.4.3-patched.tar.gzonthe
CD-ROMwiththisbook.Tobuildandinstall,simplyunpackthetarball,cdsvgal-
ib-1.4.3,andmakeinstall;makedemoprogs.Aftercompilingandinstallationare
complete,addtheline/usr/local/libto/etc/ld.so.conf(ifitisn’ttherealready),
andrunldconfig(8)sothatSVGAlibprogramscanfindthesharedlibraries.You’ll
alsowanttoedittheconfigurationfile/etc/vga/libvga.configtoreflectyourhardware
configuration(atleastthevideocardselection,andpossiblyalsothemousetype).
Ifyou’reconfiguringfortheGeodeSBCfamilywe’vebeendiscussing,atminimum
you’llneedtoaddthelinechipsetVESAtousethegenericVESABIOScode.

Withthelibraryinstalledandconfigured,wecanstartwritingsomeactualcode.
We’regoingtowriteanapplicationthatincorporatessomeofthemachinevision
codeinSection4.9.1tocaptureimagesfromanattachedvideocameraanddisplay
themonscreen,withanoverlayshowingtheoutlinesofsharply-definedobjectsin
theimage.Theeasiestwaytoshowyouhowtodothisistopresentthemain()meat
oftheprogramandgothroughitlinebyline,sohereitis(thisisalistingofthe
main.cfile):

/*
 Examplesvgalib+V4Lapplication-Displayscamerainputonscreen
 2004-04-03larwecreated
*/

#include<sys/types.h>
#include<sys/stat.h>
#include<stdio.h>
#include<stdlib.h>
#include<fcntl.h>
#include<unistd.h>
#include<sys/ioctl.h>
#include<linux/videodev.h>

#include<vga.h>
#include<vgagl.h>
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#include“v4lcap.h”

//Keycodedefinitions
#defineKEY_ESCAPE 27 //Esc

//Miscellaneousdefaultsettings
#defineVIDEO_MODEG640x480x64K
#defineDEFAULT_NOISEFLOOR  8

//Internalvariables
GraphicsContext*phys_screen,*virt_screen;
BMINFOedge_image;
unsignedcharnoisefloor=DEFAULT_NOISEFLOOR;

/*
 Demonstrationmainfunction
*/
intmain(int_argc,char*_argv[])
{
 intfQuit=0,c,blit_x,blit_y;
 intk;

 //Initalizecapturedevice
 if(V4LC_Init(320,240)){
  printf(“Errorinitializingvideocapturedevice.\n”);
  return-1;
 }

 //Createasecondbitmapstructuretoholdthederivededgedata
 memcpy(&edge_image,&V4L_bitmap,sizeof(edge_image));
 edge_image.bitmapdata=malloc(edge_image.allocsize);
 if(edge_image.bitmapdata==NULL){
  printf(“Couldnotallocatememoryforedgeimage.\n”);
  return-1;
 }

 //InitializeSVGAgraphics,physicalandoffscreencontexts
 vga_init();
 vga_setmode(VIDEO_MODE);
 gl_setcontextvga(VIDEO_MODE);
 phys_screen=gl_allocatecontext();
 gl_getcontext(phys_screen);
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 gl_setcontextvgavirtual(VIDEO_MODE);
 virt_screen=gl_allocatecontext();
 gl_getcontext(virt_screen);

 //SelectoffscreendrawingenvironmentastargetforSVGAlibops
 gl_setcontext(virt_screen);

 //Selectdefault8x8textfont
 gl_setfont(8,8,gl_font8x8);
 gl_setwritemode(WRITEMODE_OVERWRITE|FONT_COMPRESSED);

 //Calculatedesiredblitsizeanddrawaborderaroundthetargetarea
 blit_x=V4L_bitmap.width;
 blit_y=V4L_bitmap.height;
 if(blit_x>352)
  blit_x=352;
 if(blit_y>288)
  blit_y=288;
 gl_line(0,0,blit_x+1,0,0xffff);
 gl_line(blit_x+1,0,blit_x+1,blit_y+1,0xffff);
 gl_line(0,blit_y+1,blit_x+1,blit_y+1,0xffff);
 gl_line(0,0,0,blit_y+1,0xffff);

 while(!fQuit){
  inti,j;
  unsignedshortpixel,*dest;
  unsignedchar*src;
  unsignedshortr,g,b;
  chartmps[80];

  //Acquireoneframefromthecapturedevice
  V4LC_Acquire();

  //Copyframedatatotempprocessingareaandrunedgedetection
  memcpy(edge_image.bitmapdata,V4L_bitmap.bitmapdata,
  edge_image.allocsize);
  for(i=0;i<blit_y;i++){
   DER_ScanlineToGrayscale(edge_image.bitmapdata+
   (i*edge_image.width*3),edge_image.width);
   DER_DeriveScanline(edge_image.bitmapdata+
   (i*edge_image.width*3),edge_image.width);
  }
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  //Runoverlaypassovercapturedimage
  for(i=0;i<blit_y;i++){
   unsignedchar*ovldest=V4L_bitmap.bitmapdata+
   (i*V4L_bitmap.width*3)+1;

   src=edge_image.bitmapdata+(i*edge_image.width*3)
   +1;
   for(j=0;j<blit_x;j++){

    if(*src>noisefloor)
     *ovldest=255;
    src+=3;
    ovldest+=3;
   }
  }

  //Copyimagetotheframebuffer(convertingto5:6:5RGB)
  for(i=0;i<blit_y;i++){
   src=V4L_bitmap.bitmapdata+(i*V4L_bitmap.width*3);
   dest=(unsignedshort*)((((unsignedchar*)VBUF)+
   (i+1)*BYTEWIDTH)+2);
   for(j=0;j<blit_x;j++){
    r=*(src++)&0xf8;
    g=*(src++)&0xfc;
    b=*(src++)&0xf8;
    pixel=(r<<8)|(g<<3)|(b>>3);
    *(dest++)=pixel;
   }
  }

  //Displaycurrentprocessorsettings
  gl_setfontcolors(0x0000,0x07e0);
  sprintf(tmps,”CapSize:(%d,%d)“,blit_x,blit_y);
  gl_write(blit_x+4,0,tmps);
  sprintf(tmps,”NoiseFloor:%d“,noisefloor);
  gl_write(blit_x+4,8,tmps);

  gl_setfontcolors(0x0000,0xffe0);
  gl_write(0,blit_y+4,
  “Esc-ExitW/X-Increment/decrementnoisefloor”);

  //Copycurrent[offscreen]contexttovisibleframebuffer
  gl_copyscreen(phys_screen);
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  //Checkifthereisakeystroke-ifso,actonit
  k=vga_getkey();
 
  switch(k){
   case‘w’:
   case‘W’:
     noisefloor++;
     if(noisefloor==0)
      noisefloor=255;
    break;

   case‘x’:
   case‘X’:
     noisefloor—;
     if(noisefloor==255)
      noisefloor=0;
    break;

   caseKEY_ESCAPE:
     fQuit=-1;
    break;
   default:;
  }
 }

 //Cleanupdisplayenvironment
 gl_clearscreen(0);
 vga_setmode(TEXT);
}

Thefirstfewlinesarehousekeepingsetupforthevideocapturefunctionsand
afewdatastructuresthatarerequiredbytheimage-processingroutines.Thefirst
svgalib-specificcallisvga_init().Thisfunctionshouldbecalledveryearlyinyour
program(certainlybeforeusinganyothersvgalibfunctions);itinstallshandlersto
catchvarioussignalssothatifyourprogramdies,svgalibgetsachancetorestorethe
videoenvironment.

Next,wesetanextendedvideomodewithvga_setmode().Themodeconstants
aredefinedinvga.hwitheasy-to-understandmnemonicnames.(Notethatthe“x”
characterinthemodenamesisalwayslowercase;Iinvariablymistypethiswhen
writingsvgalibcode).Changingvideomodesisprobablythemoststressfulthing
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svgalibwilldotoyoursystem.Thepotentialdangersvaryaccordingtothetypeof
chipsetsupportyou’reusing,andwhatyourdefinitionofafatalproblemmightbe.
Inaworst-casescenario,modechangescanlockupthesystemsohardthatapower-
cycleorhardreset(orawatchdogbite,ifyoursystemisequippedwithsuitableWDT
hardware)istheonlywaytoresurrectit.Thisscenariois,unfortunately,mostlikely
tooccurwhenyou’reusingVESABIOSsupport—VESABIOSextensionsand
ACPItablesseemtobethemostbug-proneandhaphazardlytestedpiecesofcode
inamodernPC.Notethatifyouhappentoberunningyoursvgalibprogramwithin
XFree86,svgalibwillautomaticallyallocateanewconsoleandswitchtoit—the
XFree86videostatewillbepreservedandintheoryitshouldbepossibletoreturnto
Xafteryourprogramterminates.Inpractice,thisfacilityishorriblybrokenonalot
ofplatforms,includingGeode27.ThesoundestadviceIcanofferyouhereisthatif
you’reusingsvgalib,youshouldsetasinglevideomodeandneverchangeit—andif
you’reusingXFree86,don’tmixinsvgalibapplications.

Havingpresumablybeensuccessfulinpullingthesystemintoourchosenvideo
mode(640×480,5:6:516bppdirectcolor),wenowusegl_vgacontextvga()toset
thecurrentgraphicscontexttoreflectthephysicalscreen’sparameters,allocatea
newcontextvariablewithgl_allocatecontext()tostoretheseparameters,andcopy
thecurrentgraphicscontextintothisnewlyallocatedvariablewithgl_getcontext().
Similarly,weallocateanoffscreendrawingsurfacewiththesamecharacteristicsas
thephysicalscreen,andwepointtheSVGAlibfunctionstoworkonthisoffscreen
bufferwithgl_setcontext().Thenextfewlinesdrawthescreenlayoutandonscreen
help.Rememberthattheseitemsareallbeingdrawnintotheoffscreenbuffer;they’re
invisibleforthemoment.

Wenowbeginthemainprogramloop,whichloopscontinuouslyuntilthequit
flagissetbyakeystroke.TheV4L_Acquire()functiongrabsasingleframefromthe
webcam(refertothesourcecodeondiskforthegorydetailsofthisprocess).Wethen
processitalittlebitaccordingtothecurrentsettings,superimposetheedgeoverlay,
andcopyitintotheoffscreenbuffer.Afterthecompleteframeisassembled,weuse
gl_copyscreen()toblittheentireoffscreenbufferontotheactivedisplayarea.Fi-

27LikemostcommentsaboutGeodecompatibility,thisissuedependsonyourBIOSversion.
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nally,weusethevga_getkey()functiontogetakeystroke,ifany,outofthekeyboard
buffer,andiftheuserhaspressedakeyweprocessitappropriately.

Allofthisgymnasticactivitysoundslikealotofmanipulation,buteventhe
Geodemanagestoachieveafairlyrespectableframerate(about15fps).

IfyourememberthedarkagesofprogramminggraphicsinDOSusingthegraphi-
calconsolelibrariesprovidedbyWatcom(nowSybase),BorlandandMicrosoft,you
won’thavemuchtroubleworkingwithsvgalib.

4.7.4X

Withitsminimalistnamebutafar-from-minimalistarchitecture,Xisthenonplus
ultraofgraphicalinterfaces.AnythingyouwanttodocanbedoneinX—theques-
tionismerelyifyou’llstillwanttodoitonceyoufindouthowmuchworkit’sgoing
tobe.Theoldtaglinesays“ProgramminggraphicsinXislikecomputingsqrt(pi)in
Romannumerals,”andwithgoodreason.IfyouintendtouseXasyourenvironment,
youwillprobablybeusingawrapperlibrarytomakeyourlifeeasier,butit’sstillnota
trivialmattertodevelopanXapplication.IfIcanextendtheanalogyImadeinmy
discussionoftheframebuffer(makingasaladfromseeds),developingXapplications
isoftenlikeaskingforasaladandbeinggivenaprintoutofthelettuceandcarrot
genomes;technically,alltheinformationyouneedisthere,butsometimesitseemsas
ifalientechnologiesarerequiredtosynthesizethedesiredproductfromtheavailable
ingredients.

Xitselfisalsoterriblyresource-intensiveandthearchitecturehasinherentper-
formancebottlenecks.Therearevariousextensionfeatures,withdifferingdegreesof
portability,toalleviatethesebottlenecks,buttheyaren’tuniversallyavailableand
addyetmorecomplexitytoyourprogram.MyrecommendationistoeschewXin
embeddedsystemsunlessyouneedtobeabletorunextantthird-partyprogramsthat
requireit,oryoualreadyhaveanX-baseddesktopapplicationthatyouarepruning
downforembeddeduse.Xwasdesignedtosolveavarietyoftechnicalproblemsthat
simplydon’texistinthemajorityofembeddedsystems;primarily,itwasdesignedto
provideaGUIlayeroveracommunicationssessionwithapplicationsrunningona
remotemachine.Thisintroducesallkindsofirritatingassumptionsandschizophren-
icbottlenecksduetothefactthattheGUIandtheprogramsrunninginsideitare
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conceptuallyonoppositeendsofanetworkconnection.Sharedmemorytechniques
areonlyaworkaround,notasolution—theydon’taddresstheconceptuallimitation
thatcertainresourcesanddatastructuresare“serverside”andcertainstructuresare
“clientside.”

Unfortunately,thebestwayofescapingtheprogramcomplexityissues(besides
usingsomeotherGUI)istouseahighlyabstractedprogrammingenvironmentlike
Java.Ofcourse,thatapproachintroducesitsownfrustrations.Iwouldn’tadviseat-
temptingtowriteanycomplexJavaprogramsforuseonGeode;althoughtheydo
runatasemi-reasonablespeedwithJITcompilation,therecanbeliterallyminutesof
startupdelayforevenrelativelysimpleprograms.

IfyoudowanttouseXontheGeodeplatform,youshouldbeawarethatthere
aresomehoopstojumpthrough.I’veassembledheresomespecialnotesthatmay
helpyoutogetitworkingproperlyforyoursituation.Therearethreemajorroutes
youcantaketowardsbringinguptheXserver:

Method1–UsetheframebufferconsoleandtheXF86_FBDevserver.This
methodmightnotworkonallGeode-basedsystemsbecauseitreliesonthepresence
ofaVESABIOSextension.ItworksonthePCM-5820(butnotethefollowingim-
portantdrawbacks).Fortestingpurposes,youcansimplytype“video=vesavga=xxx”
attheLILOboot:prompt,ormakewhateverchangesareappropriatetoyourboot-
loaderifyou’renotusingLILO.Thiswillallowyoutocheckvariousvideomodes
(xxx=videomode;lookinDocumentation/vb/vesafb.txtinsideyourLinuxkernel
sourcedirectoryformoreinformationonthis).Onceyou’veestablishedwhichmode
worksbestforyou,addingtheselinestotheappropriateparagraphinlilo.conf,or
modifyingyourbootloader’swillmakeyourchoicepermanent:

vga=xxx
append=”video=vesa”

Notethatthisfeaturerequireskernelframebufferconsolesupport.Assumingyou
haveeverythingworkingfortheframebufferconsole,simplyinstalltheXF86_FBDev
serverandlinkitto/usr/X11R6/bin/Xandyou’llbeset.Followingisanexample
XF86Configfileforframebufferoperation.Usingthisfile,Xwillstartupinthereso-
lutionyouselectedatboottime.
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Section“Files”
RgbPath“/usr/X11R6/lib/X11/rgb”
FontPath“unix/:7100”
EndSection

Section“ServerFlags”
EndSection

Section“Keyboard”
Protocol“Standard”
AutoRepeat5005
LeftAltMeta
RightAltMeta
ScrollLockCompose
RightCtlControl
XkbKeycodes“xfree86”
XkbTypes“default”
XkbCompat“default”
XkbSymbols“us(pc101)”
XkbGeometry“pc”
XkbRules“xfree86”
XkbModel“pc101”
XkbLayout“us”
EndSection

Section“Pointer”
Protocol“PS/2”
Device“/dev/mouse”
Emulate3Buttons
Emulate3Timeout50
EndSection

Section“Monitor”
Identifier“Panel”
VendorName“Unknown”
ModelName“Unknown”
HorizSync31-90
VertRefresh40-160
#Modelinesaren’tactuallyused
Modeline“640x480”31.5640656720864480488491521
EndSection

Section“Device”
Identifier“Geode”
VendorName“Unknown”
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BoardName“Unknown”
VideoRam4096
EndSection
Section“Screen”
Driver“FBDev”
Device“Geode”
Monitor“Panel”
Subsection“Display”
Depth16
Modes“default”
ViewPort00
EndSubsection
EndSection

Therearetwomajordisadvantagestothissetup(andsomeminorones).The
twobigproblemsare(a)it’sslow,becauseyouhavenoaccesstoanyaccelerated
hardwarefeatures,and(b)youcan’tswitchresolutionsonthefly.Inthemultimedia
applicationImentionedintheintroductiontothisbook,wewantedtorunat1024
×768,16bppforstillimages,butuselowerresolutionsforfull-screenmotionvideo
(MPEG-1playback)sincethesourcematerialislowresolutionanyway,andstretch-
ingitouttofillalargescreenisacompletewasteofCPUbandwidth.

Importantnote:IfyouareusingtheVESAframebufferconsole,itisnotadvis-
abletousenon-FBDevXservers,norgraphicslibrarieslikeSVGAlib.Thesystem
willoftengointoanundefinedvideomodeassoonasyouattempttoswitchmodes
awayfromtheboot-timedefault.

IfthosedisadvantagesputyouoffMethod1,considerMethod2–UsetheXF86_
SVGAserverfromXFree86version3.x.ThebestmatchIhavefoundsofaristhe
XF86_SVGAserver,version3.3.6a.IfyouinstallRedHat7.2andselectGeode,this
serverwillbeinstalledbutitwillNOTbeenabled!TheRedHat7.2installprocess
bydefaultlinks/etc/X11R6/bin/Xto/etc/X11R6/bin/XFree86,whichistheXFree86
4.1.0“mega-wrapper”;itattemptstoinstalltheCyrixMediaGXdriver,whichdoes
notworkwithGeode.NewerLinuxdistributionsdon’tusuallyinclude3.xserversat
all.

Notethatthe3.3.6aserverImentionhereisNOTthesameversionAdvantech
suppliesontheirdriverCD-ROM.TheAdvantechversionseemstocalculatedot
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clocksandothertimingsquitebizarrely,andI’vehadtroublegettingproperlycen-
teredvideowiththeirserver.Unfortunately,there’sacatch-22lurkinghere,whichI
describenext.

OneessentialpointtonoteisthatthereisabugintheCS5530,ormorelikely
theVSAcode(yetagain!)whichcanmaketheSVGAserverextremelyunstable.
YoucanworkaroundthisbugbyspecifyinganoddvirtualscreensizeusingtheVir-
tualxykeyword(Iuse1024×769becauseoursystemnormallyrunsat1024×768.
Ifyouareusingalowerscreenresolutionlike640×480andwanttoconservevideo
memoryrequirements,useanappropriatelyodd-sizedvirtualbuffersuchas640×
481).ThecauseofthisbugisacombinationofXF86_SVGA’sbehaviorandaquirk
oftheCS5530.TheGeodesystemreliesheavilyonI/Otrapsand“faked”hardware
emulationforsomeofitsfunctionality,particularlyvideo.Inthe“standard”resolu-
tions,XF86_SVGAattemptstoenabledisplaycompression,whichcausesproblems.
Inthebestcase,youwillgetsomegarbageonthedisplay;intheworstcase,the
systemwilllockhardandrequireahardresetorpower-cycle.Specifyingthestrange
virtualresolutionimplicitlydisablesthecompresseddisplayfeatureandworksaround
theproblem.Thisworkaroundmayormaynotbeidealforyoudependingonyour
systemsetup;inthecaseoftheapplicationIwasimplementing,thesystemhasno
pointingdevicesoit’snotpossiblefortheusertoscrollthedisplaywindowandsee
theextra“phantom”scanline.

UsingXF86_SVGAyouwillhaveaccesstosomehardwareaccelerationfea-
turessuchasahardwaremousecursor.Moreimportantly,youwillbeabletochange
resolutionsonthefly.HereisasuitableXF86Configfileforthethreestandardresolu-
tions,640×480,800×600and1024×768.Itispossibletogetthelow-resolution
videomodesworkingalso,butonlywiththeAdvantech-suppliedserver.(Argh!This
isthecatch-22Imentioned.)Ifyoudon’tneedlowresolutioncapabilities,Isuggest
yousticktotheRedHat-suppliedserver.It’smucheasiertogetstable,easily-cen-
teredvideowiththatserver.

Section“Files”
RgbPath“/usr/X11R6/lib/X11/rgb”
FontPath“unix/:7100”
EndSection
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Section“ServerFlags”
EndSection

Section“Keyboard”
Protocol“Standard”
AutoRepeat5005
LeftAltMeta
RightAltMeta
ScrollLockCompose
RightCtlControl
XkbKeycodes“xfree86”
XkbTypes“default”
XkbCompat“default”
XkbSymbols“us(pc101)”
XkbGeometry“pc”
XkbRules“xfree86”
XkbModel“pc101”
XkbLayout“us”
EndSection

Section“Pointer”
Protocol“PS/2”
Device“/dev/mouse”
Emulate3Buttons
Emulate3Timeout50
EndSection

Section“Monitor”
Identifier“Panel”
VendorName“Unknown”
ModelName“Unknown”
HorizSync31-90
VertRefresh40-160
#640x480@72Hz,36.5kHzhsync
Modeline“640x480”31.5640656720864480488491521
#800x600@72Hz,48.0kHzhsync
Modeline“800x600”508008169761040600637643666+hsync
+vsync
#1024x768@70Hz,56.5kHzhsync
Modeline“1024x768”751024104011841328768771777806-hsync
-vsync
EndSection

Section“Device”
Identifier“Geode”
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VendorName“Unknown”
BoardName“Unknown”
VideoRam4096
EndSection

Section“Screen”
Driver“svga”
Device“Geode”
Monitor“Panel”
DefaultColorDepth16
Subsection“Display”
Depth16
Modes“1024x768”“800x600”“640x480”
Virtual1024769
EndSubsection
EndSection

OnefinalnoteonXFree863.x—NationalSemiconductorhassuppliednumerous
subtlydifferentversionsofthe3.xSVGAserverforGeode;somewithsourcecode,
someasbinary-only.Since3.xisofficiallydead,Ihavenotexperimentedwithallof
these.Ifyou’redesperatetofixsomeparticularissue,feelfreetogothetrial-and-error
route!

IfneitherMethods1nor2appealtoyou,tryMethod3–UseXFree864.x.Mod-
erndistributionsofLinux,suchasRedHat9.0andFedoraCore1,shipwithXFree86
4.x.However,theinstallationprocessdoesn’tcorrectlydetecttheCS5530chipset;
itinstallstheCyrixMediaGXdriver,again.Togetthesystemworkingproperly,use
thisXF86Config,whichusesthensc_drv.odriver.NotethatthisXF86Confighas
onlybeentestedonXFree864.2.99.3betaandthecurrentrelease,4.3.0.

Section“ServerLayout”
Identifier“XFree86Configured”
Screen0“Screen0”00
InputDevice“Mouse0”“CorePointer”
InputDevice“Keyboard0”“CoreKeyboard”
EndSection

Section“Files”
RgbPath“/usr/X11R6/lib/X11/rgb”
ModulePath“/usr/X11R6/lib/modules”
FontPath“/usr/X11R6/lib/X11/fonts/misc/”
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FontPath“/usr/X11R6/lib/X11/fonts/Speedo/”
FontPath“/usr/X11R6/lib/X11/fonts/Type1/”
FontPath“/usr/X11R6/lib/X11/fonts/CID/”
FontPath“/usr/X11R6/lib/X11/fonts/75dpi/”
FontPath“/usr/X11R6/lib/X11/fonts/100dpi/”
EndSection

Section“Module”
Load“extmod”
Load“dbe”
Load“dri”
Load“glx”
Load“record”
Load“xtrap”
Load“speedo”
Load“type1”
EndSection

Section“InputDevice”
Identifier“Keyboard0”
Driver“keyboard”
EndSection

Section“InputDevice”
Identifier“Mouse0”
Driver“mouse”
Option“Protocol”“auto”
Option“Device”“/dev/mouse”
EndSection

Section“Monitor”
Identifier“Monitor0”
VendorName“MonitorVendor”
ModelName“MonitorModel”
HorizSync31.5-50.0
VertRefresh50.0-75.0
EndSection

Section“Device”
#Option“SWcursor”#[bool]
#Option“HWcursor”#[bool]
#Option“NoCompression”#[bool]
#Option“NoAccel”#[bool]
#Option“TV”#[str]
#Option“TV_Output”#[str]
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#Option“TVOverscan”#[str]
#Option“ShadowFB”#[bool]
#Option“Rotate”#[str]
#Option“FlatPanel”#[bool]
#Option“ColorKey”#i
#Option“OSMImageBuffers”#i
Identifier“Card0”
Driver“nsc”
Option“NoAccel”“True”
VendorName“CyrixCorporation”
BoardName“5530Video[Kahlua]”
BusID“PCI:0:18:4”
EndSection

Section“Screen”
Identifier“Screen0”
Device“Card0”
Monitor“Monitor0”
DefaultDepth16
SubSection“Display”
Depth16
Modes“1024x768”“800x600”“640x480”“400x300”“320x240”“320x200”
EndSubSection
EndSection

TherearemanygoodreasonstoswitchtousingXFree864ifyoucan,including:

■ XvandDGAacceleratedgraphicssupport.

■ Anendtotheneedtospecifyweirdvirtualscreensizes(theOptionDisplay-
Compressionsettingachievesthis).

■ Moreflexibleserveroptions.

■ Thedefaultvideomodeshave“friendlier”syncratesthanthe3.xserver.

■ Translucentmousecursors.

Now,that’sonlyhalfthepicture.Duetoabug,theXFree86.orgofficialrelease
codedoesnotsupportscandoubledmodes(forexample,320×240)onGeode.Ihave
generatedapatchforthisbug.Ifyou’reinterestedinthegorydetails,youcanfindmy
originalpostingonthetopic,withanexplanationoftheproblem,athttp://www.mail-
archive.com/devel@xfree86.org/msg00455.html.Here’sthepatch:
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---Beginpatchfordisp_gu1.c

130a131,135
>/*
>*Bugfixtogfx_is_mode_supportedtofixproblemswithdoublescan
modes
>*LewinA.R.W.Edwards<[EMAILPROTECTED]>
>*/
>
839d843
<
840a845,850
>inttmp_yres;
>
>tmp_yres=yres;
>if(DisplayParams[mode].flags&GFX_MODE_LINE_DOUBLE)
>tmp_yres=tmp_yres/2;
>
842,843c852,853
<(DisplayParams[mode].vactive==(unsignedshort)yres)&&
<(DisplayParams[mode].flags&hz_flag)&&
---
>(DisplayParams[mode].vactive==(unsignedshort)tmp_yres)&&
>(DisplayParams[mode].flags&hz_flag)&&
850a861
>
878a890
>

---Beginpatchfornsc_gx1_driver.c

150a151,155
>/*
>*Minorpatchestoallowsupportoflow-resvideomodes
>*LewinA.R.W.Edwards<[EMAILPROTECTED]>
>*/
>
475c480
<{NULL,25175,135000,0,FALSE,TRUE,1,1,0};
---
>{NULL,10000,135000,0,FALSE,TRUE,1,1,0};
937c942
<minHeight=480;
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---
>minHeight=200;
1850c1855,1856
<if(MemIndex==-1)/*nomatch*/
---
>
>if(MemIndex==-1)/*nomatch*/
2363a2370
>

---Beginpatchfornsc_gx2_driver.c

145a146,150
>/*
>*Minorpatchestoallowsupportoflow-resvideomodes
>*LewinA.R.W.Edwards<[EMAILPROTECTED]>
>*/
>
474c479
<{NULL,25175,229500,0,FALSE,TRUE,1,1,0};
---
>{NULL,10000,229500,0,FALSE,TRUE,1,1,0};
911c916
<minHeight=480;
---
>minHeight=200;

Usingmypatcheddriverenables400×300,320×240and320×200graphics
modes,whichareusefulifyouneedtoplayVideoCDorotherlow-resolutionmovie
contentonaGeodeplatform.However,youwillstillhavetocontendwiththefol-
lowingissues:

■ TheNSCdriverdoesnot,apparently,fullysupportautoprobing.Thismeans
thatrunningXFree86-configurewillnotgenerateacompletelyvalid
XFree86Configfile(itwill“kinda”work,butitwon’tgiveyouafullrangeof
resolutionsandwillrequiresomemanualtweaking).

■ ItappearsthattheGeode,oratleasttheXdriverforit,doesn’tsupportDDCso
themonitorsyncratesinanauto-generatedXFree86Configwillbearbitrary.
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■ Ifyou’rerunningwithdisplaycompressionenabled,youmayseeminorvideo
glitchesonscreen,particularlyifyourapplicationwritesdirectlytodisplay
memory.Thisphenomenonappearstobeamomentarylossofsync,likea
skippedv-syncpulse,anditisyetanotheroftheproblemscausedbythe
ridiculous“videocompression”featureoftheCS5530.Theline:

 Option“NoCompression”“True”

 intheDevicestanzainyourXFree86Configfilefixesthis.

■ UIrotationissupportedusingtheOption“Rotate”“CW”orOption“Rotate”
“CCW”switches.However,thesewillfailcatastrophicallyunlessyoualsouse
Option“ShadowFB”“true”.Thishasafairlysevereperformancedownside
andIdon’trecommendit.

■ Flat-panelsupportappearstobepartlybroken,atleastonthePCM-5820
withcurrentBIOSversions.Ifyouneedtouseadirect-connectparallelor
LVDSLCD,thenforthetimebeingyouareprobablybestoffusingtheVESA
driver.NeitherthevanillaXFree86drivernormypatcheddriverwillwork
correctlyonmostoftheLCDsIhavetested.TheNationalSemiconductor
serverdoeswork,butitdoesn’tsupportscandoubledvideomodes.(Note,by
theway,thatyouneedtospecifyOptionFlatPanelTrueifyouareusing
XFree864.xwithanLCDsystem).

■ Thensc_drv.odriverdoesnotcorrectlysave/restoretheentirevideosubsys-
temstatewithsomeBIOSversions.Thismakesitimpossibletoswitchfrom
Xtoadifferentvirtualconsole.Italsomeansthatthesystemwilllosesync
andgointoanundisplayablevideomodeifyouexitX.Thereisnowork-
aroundforthisissueatthistime;useXFree863.xifthisisaproblemforyou.
ThisproblemisknowntoexistonthePCM-5820(all1.xBIOSversions),
Wafer-582x(allversions)andthee-valuetechEBC-3410.Itdoesnotaffect
theEBC-5410withtheBIOSversionsIhavetestedtodate.
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4.7.5HybridandUnusualInterfaces

ChoosingagraphicsinterfacemethodinLinuxisquitecomplicated,becausemany
ofyourpossibleoptionsoverlap,andcertaincombinationsofthemcancoexisthap-
pilyontheonesystem.Forexample,it’spossibleforeithersvgaliborXtorunontop
oftheframebufferdevice;infact,embeddedARM-LinuxsystemswithLCDs(such
asPDAs)arealmostuniversallyimplementedwithanXserverrunningontopofthe
appropriateframebufferdriver.EventhoughXisusingtheframebuffer,there’snoth-
ingtostopyourapplicationfromwritingintovideomemorydirectlyandonlyusing
Xforfeaturesthatabsolutelyrequireit.

I’dliketosharewithyou,briefly,twoapparentlylittle-knownmethodsofimple-
mentingaGUI,neitherofwhicharetalkedaboutveryfrequently(ifatall).I’ve
hadsuccesswithbothoftheseincommercialproducts,andIfeelthattheysavedme
considerabletimeintheapplicationsIwasimplementing.Eachonesolvesaverydif-
ferentsetofproblems.

Myfirstsuggestionistoincludeanembeddedwebbrowserandasimpleweb
serveronyourappliance,andimplementasmuchaspossibleoftheuserinterface
aswebformsprocessed(throughthewebserver)byabackendprogram.Thegreat
thingaboutthismethodisthatyouautomaticallyget“free”remotecontrolofthe
applianceoveraTCP/IPnetworkconnection,ifavailable.Thistechniquedoesn’t
workwellforalltypesofappliances(forinstance,Iwouldn’ttryitwithsomething
likeadigitalvideorecorder),butitdoesworkexceedinglywellforimplementingthe
configurationfront-endonanappliancethatspendsmostofitstimedoingnonin-
teractivethings.Anexampleofthiswouldbeanelectronicadvertisingsignsortof
application;mostofthetime,it’srunningmoviesandplayingstillimages,butoc-
casionallytheuserneedstotwiddletheconfiguration.Anothergoodexampleisa
machineonafactoryfloor,controllingsomelargelyautomatedprocesssuchascount-
ingorsorting;youmightwanttohavealocalconsolesothatoperatorscanperform
occasionalmaintenancefunctionsdirectlyatthemachine,butmostlyyouwillwant
tooperateitremotely.
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Onesuitablebackendforthistypeofsystemistheindustry-standardApache
webserverincludedwithmostLinuxdistributions(includingFedora).Although
it’sratheroverkillforthetypeofapplicationwe’rediscussing,it’seasytouse,itis
easytowritecompatibleCGImodulesinmanydifferentlanguages,andtheserveris
pre-integratedwiththeOSdistribution,whichmakeitanobviousstartingpoint,if
nothingelse.

Choosingawebbrowsertorunlocallyisabitmorechallenging.Mozilla/
Netscapeisagrotesqueleviathan;it’sslowtostartandhasanenormousRAMand
diskfootprint.ItisextremelysluggishonGeode,mostlyduetotheslowperformance
ofXingeneral.Operaisapossibility,butit’sacommercialproductanditstilldoesn’t
havewonderfulperformance.Fortheapplicationwehaveinmind,Irecommend
usingeitherDillohttp://www.dillo.org/,oreLinkshttp://elinks.or.cz/.Dilloisasmall,
reasonablyfastX-basedbrowser,andit’sparticularlygoodatrenderingpagesina
cosmeticallysimilarfashiontothe“big”browsers.Thismaybeimportantinapplica-
tionswherethebrowserwillbecalledupontorenderexternalcontentinaddition
tothelocalconfigurationpages.However,ifthatfeatureisn’toverridinglyimportant
toyou,IsuggesteLinksasabetterchoice.eLinkscanruneitheronthestandard
framebufferconsole,orasanXapplication.Ineithercase,itusesitsownfont-ren-
deringengine,whichleadstocosmeticallydifferentpresentationthanyouwouldsee
withamoreconventionalbrowser.However,itdoessupportalargenumberofuseful
features—secureconnections,supportforforms,somescriptingfunctionality,andso
on.Sinceitdoesn’trunwithanXeventmodel,italsolendsitselfadmirablytobeing
adaptedforuseinembeddedenvironmentsthatdon’thavetraditionalinputdevices.
Forexample,inoneapplication,IhaveadaptedeLinkstousefivepushbuttonsfor
pagenavigation;twobuttonsscrollthepageupanddown,twobuttonsselect“previ-
ouslink”or“nextlink”(amongstthehyperlinksonthecurrentlyvisiblepage),and
theremainingbuttonentersthecurrentlyactivatedlink.Holdingdownthatfifth
buttonbringsupacontextmenuthatallowsyoutomoveforwardsorbackwardsin
thepagehistory.

Mysecondsuggestioncontainsratheralotofcheating.Foraratherlargeproject,I
neededtoimplementasystemthatwasabletorunafewXapplicationsandcouldalso
runanXFree86-basedmovieplayerapplicationthatneededtobeabletochangevideo
modesandusehardwareMPEGplaybackacceleration.However,thedeviceneededto



175

TheLinux-BasedController(ASoftTask)

presentaslightlysouped-upversionofaproprietaryGUIthatwasoriginallydeveloped
onamucholderproduct.(TheolderproductwasOS-less;itranonafairlylow-perfor-
mance32-bitarchitecturewithverylittleoperatingsystemsupport).

ItjustsohappenedthattheproprietaryGUIportionofthiscodewasalready
entirelyextantintheolderproject,soIdidn’twanttomoveitontopofanexisting
graphicslibrary.Ieventuallydevelopedahybridsortofsystem.Themachineboots
intoXFree86,andlaunchesmyapplication.Tocutdownonsystemresourceusage,
thereisnowindowmanager;thestartupscriptssimplyspawntheXserver,pausefor
ittofinishstartingup,thenlaunchmyexecutable.Myprogramthenobtainsthe
startingaddressofvideoframememory,andmmap()sitintoitsaddressspace(ina
similarmannertotheframebufferexamplecodeIdescribedearlier).Bymakingafew
assumptionsaboutvideomemorylayout,itcanruntheexactsamecodeusedinthe
olderOS-lessproduct.Whenitneedstoprovideafunctionthatrequiresinteraction
withX,itsimplyspawnsasubprocess;amovieplayer,webbrowser,andothersimilar
“high-level”applicationsareallprovided.

Thisramshackle-soundingsystemactuallyworksverywell,anditallowsthe
proprietaryportionsoftheGUItoremainportablebacktotheolder,non-PC-based
versionsoftheappliance.Furthermore,themainapplicationdoesn’thavetodeal
withGeode’ssluggishXperformance.

Quitepossibly,neitherofthesesuggestionsexactlymatchesyoursystemneeds.
ThepointI’mtryingtomakehereisthatthereisroomforlateralthinkingwhen
choosingyourinterface.It’sentirelypossibletotailoryouruserinterfacetechnology
tothespecificneedsoftheapplicationyou’retryingtoimplement.

4.8Infra-RedRemoteControlinLinuxUsingLIRC

Thereareseveralsortsofapplicationswhereitmaybeusefultoofferinfra-redre-
motecontrolcapabilities.TheobviousexampleisahomebrewDVR(digitalvideo
recorder)orTV-topplayerboxforvideocontentdownloadedofftheInternet.Inan
industrialorlaboratorysetting,however,thereareotherpossibleusesforIRcon-
trol.Forexample,youmaywanttohaveyourelectronicsinasealedboxtoprotect
againstenvironmentalhazards(water,corrosivechemicals,etc).Yourappliancemay
bemountedsomewheredifficulttoreach.Oryoumaysimplywanttopreventran-
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dompassersbyfromtamperingwithequipmentsettings—authorizedpersonnelwith
theappropriateremotecontrolcanstillaccessthesesettingseasily.

Mostsuper-I/Ochips,includingtheWinbondW83977onourAdvantechboard,
includeanIRdecodingfunction,configurableeitherforbidirectionalIrDAcommu-
nicationsorforreceivingcommandsfromCIR(consumerinfra-red)remotecontrols.
Notethatthesetwofunctionsareverydifferent,andaresupportedbycompletelydif-
ferentsoftware.IrDAisaverycomplexbidirectionalprotocol;althoughsomeremote
controlsuseIrDA,almostanyconsumerremotecontrolyou’relikelytoacquirewilluse
asimplerconsumerprotocol,suchasthePhilipsRC5codeset.Inthissection,I’llshow
youhowtosetupyourSBCtoreceivethesignalsfromalmostanyarbitraryremote
control.ThespecificremoteI’musinginmyworkedexamplehereisagenericcable
boxcontrollersuppliedbyInfraredRemoteSolutionsInc.http://www.infraredremote.
com/,partIRSI-07-15-01.AsampleisshowninFigure4-2.

Figure4-2:
ExampleIRremote
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IchosethisdevicetoworkwithbecauseithasthefewestbuttonsofanyremoteI
own,thusmakingforanicesimpleexample.Forconvenience,Iwillrefertothebut-
tons(fromupperlefttolowerright)as1,3,W,A,S,D,andX—becausethislayout
cannicelybeemulatedonaQWERTYkeyboardwitharoughlysimilarbuttonlay-
out.Youmayprefertouseauniversalremote,inwhichcaseyoucansimplypickan
appliancetypeandmodel(say,Sony®DVDplayer)andfollowtheremote’sinstruc-
tionmanualtosettheuniversalremotetoemulatethecontrollerforthatdevice.
Thistechniquehastheadvantageofongoingreproducibility;youcanbefairlysureof
beingabletoacquireasteadysupplyofanoff-the-shelfuniversalremote—andeven
ifyourspecificmodelisdiscontinued,youwillbeabletoswitchtoanothermodelas
longasithandlesthesameappliancetypes.

Let’sbeginwithathumbnaildescriptionofhowaninfra-redremoteoperates:
Theremotecontrolitselfconsistsofakeymatrix,anapplication-specificmicro-
controller,andanIRLED.Whenakeyisdepressed,themicrocontrollergenerates
asequenceofburstsofcarriersignal,typicallysomewherebetween30~40kHz—in
ourcase,38kHz.TheburstsequenceencodesabuttonID;thesecodesarearbitrarily
mappedtoappliancefunctions.Thereareseveralcommonencodingprotocols,and
mostoftheseprotocolsincludesomekindofsubprotocoltodifferentiatebetween
multipledevicesofthesametype.

Onthereceiverside,itisnormaltouseanintegratedIRreceivermoduleasthe
front-end,ratherthanassemblingsomethingoutofdiscretecomponents.Anexam-
pleofthesortofcomponentyouwouldfindhereistheVishayTSOP12xxorSharp
GP1Useriesofparts.Ingeneral,thesereceivermodulesconsistfirstlyofanoptical
IRfilterandphotodetector.InthecaseoftheSharpandVishaydevices,thehousing
issimplymoldedoutofanIR-transparentresin.Someoldermoduleswerecon-
structedofmetalwithasmallIR-transparentwindowatoneend.Thishardwareis
followedby,atminimum,abandpassfiltercenteredonthenominalcarrierfrequency,
andademodulatorcircuitthatturnsthecarrierfrequencyintoasolidlogiclevel,
normallyHIGH(orhigh-impedance)fornocarrier,andLOWforcarrierdetected.
Mostavailabledetectormoduleshavealittleextraintelligenceinthemtoreduce
noisesensitivitybyignoringextremelyshortcarrierbursts.
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Notethattherearetwocompatibilityparametershere:thesensitivebandof
theIRdetector(andthetransparentrangeofitsassociatedfilter)mustincludethe
outputwavelengthoftheLEDinyourselectedremote,andthedetectormodule’s
filterfrequencymustmatchyourremote’scarrierfrequency.Inpractice,youwillfind
thatthesensitivebandofthedetectoriswideenoughtocoveranyIRLEDyoucan
purchase,soyougenerallydon’tneedtoworryaboutit.Thereisalsoafairlywide
rangeofacceptabilityinthecarrierfrequencyparameter,andagainyou’llfindthat
almostanyreceivermodulewillappeartoworkwithmostremotecontrols.However,
thesensitiverangeandviewangleofthesensorwillbereduced,perhapsseverely,
themoredeviationthereisbetweenyourremote’scarrierfrequencyandthereceiver
module’snominalfrequency.

Bytheway,thereisasignificantexceptiontothestatementsIjustmade:Inan
efforttoreduceerrorratesforhigh-speeddatatransfers,someIrDAtransceivermod-
ulesfilteroutconsumerremotesignalsveryeffectively.Youmayrunintothisissue
ifyou’reattemptingtoembedyourapplicationonalaptoporotherappliancethat
alreadyhasitsIRreceiverbuiltin.Theonlywayyoucanworkaroundthissortof
problemisbyusingadifferentreceivermodule.

Tip:Sometimeswhiledebuggingyou’llfindyourselfwonderingiftheIRtrans-
mitterisactuallysendinganything.ThereareIR-sensitivecardssoldfordetecting
thesekindsofemissions,butifyoudon’thaveone,youcanalsousealmostany
digitalcameraorcamcorderwithanelectronicviewfinder(asopposedtoasimple
opticalviewfinder).Justpointthecameraattheremoteandlookattheviewfinder
screen;IRoutputwillshowupasabrightblue-whitelight.TheCCDsusedincon-
sumercamerasarequitesensitivetolongwavelengths;althoughcamerashavefilters
inthemtoremoveambientIRlight,theoutputoftheremote’sLEDisstrongenough
topiercethroughthisfilter.

Beforewegoanyfurther,weneedtoconnectanIRreceivermoduletoour
SBC.FortheremoteIspecified,wecanusetheSharpGP1UV701QSorVishay
TSOP1238receiver,oranequivalentpart(thevitalcriteriabeing+5Vsupply
compatibility,and38kHzcarrierfrequency).OnthePCM-5820,theIRinterfaceis
CN7,whichisafive-pin,2mm-pitchsingle-in-lineconnectormanufacturedbyJST.
ThecorrectmatingconnectorisJST’sPHR-528.Hirose(HRS)makesavisuallyvery
similarbuttragicallyincompatibleconnector;beware!Thepinoutisasfollows:
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Pin Name Description
1 Vcc +5Vsupplyfortransceiverorreceivermodule
2 NC Noconnection(butseethefollowingnote)

3
IR_RX DemodulateddatainputtoSBC(connecttooutputpin

ofreceiverifusinga3-pinreceivermodule)
4 GND Ground
5 IR_TX IRLEDcontrolsignalforIrDAtransmission

NOTE:Thispinoutisalmoststandardized.However,someotherboards(for
example,theBCMEBC-5410)usepin2foradedicatedCIRinput.Advantechhas
chosennottoimplementthededicatedCIRfunctionalityprovidedbytheWinbond
SuperI/O.Ifyouareusingaconsumerinfra-redreceivermoduleonanon-Advan-
techboardandyouhavereceptionproblems,tryconnectingyourIRreceiver’soutput
topin2insteadofpin3.

Nowweneedtolookatthesoftwaresupportrequiredtomakeuseofthisdetec-
tor.Beforedoinganythingfurther,however,youneedtoensurethattheWinbond
super-I/OchipontheSBCisconfiguredforIRreception.GointoCMOSsetupand
navigatetothe“INTEGRATEDPERIPHERALS”page.Configurethefollowingset-
tings29:

■ OnboardSerialPort2:Disabled

■ OnboardIRController:Enabled

■ IRAddressSelect:2F8H

■ IRMode:IrDA

■ IRTransmissiondelay:Enabled

■ IRIRQSelect:3

28Tip:Thecrimptoolfortheseconnectorsisquiteexpensive,thoughthepartsthemselvesaredirt
cheap.Youcaneitherimprovisewithapairofpliersoradifferentcrimptool(yourresultswon’tbe
verystrong;reinforcewithhot-meltglue)oralternativelysalvageonefromsomethingelse.Inmany
CD-ROMdrivesandportableaudioCDplayers,theconnectoryouneedisusedtoconnectthehub
motortothemainPCB.Ifyouhaveadeadoneoftheseapplianceslyingaround,lookinsideit!

29ThesesettingsarecorrectforBIOSversion2.00—olderBIOSeshaveslightlydifferentoptionsand
aspellingmistakeortwo.Theimportantfeaturesare:IrDAmode,I/Oaddress2F8(COM2),IRQ3,
andensurethattherealCOM2portisdisabled.
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Withthisaccomplished,we’rereadytocompileandinstalltheLinuxIRre-
mote-controlsoftware,LIRC.You’llfindthesourcecodearchiveontheCDas
/linux/lirc-0.6.6.tar.gz.

LIRCconsistsofseveralcomponentsandaddons,ofwhichthreeareofprincipal
interesttous.FirstisthekernelmodulethattalkstotheIRUARTandpipesthe
mark-spaceburstdatatothenextoverlyingsoftwarelayer.Thelircprojectsupports
severaldifferenttypesofIRinterface;theonewe’llbeusingislirc_sir.Thenwehave
lircd,adaemonthatrunsinthebackgroundandlistenstothekernelmodule,trans-
latingthemark-spacecodesintoastandardizeddataformatviaaconfigurationfile
thatdescribestheparticularremotecontroltransmitteryou’reusing.Lastly,wehave
irrecord,whichisatestprogramusedtoanalyzeanunknownremotecontroland
generatealircdconfigurationfilethatwillworkwithit.

Webeginbyconfiguring,compilingandinstallingthekernel-modedriver.First,
extractthelircsourcearchiveandruntheconfigurescript.AssumingtheCD-ROM
accompanyingthisbookismountedat/mnt/cdrom:

 cd/usr/src
 tarzxvf/mnt/cdrom/linux/lirc-0.6.6.tar.gz
 cdlirc-0.6.6
 ./configure

Inthetop-levelconfigurationdialog,selectoption1(Driverconfiguration)and
pressEnter.Navigatedowntooption6(IrDAhardware)andpressEnter.Select
option1(SIRIrDA)andpressEnter.Navigatedownto“COM2(0x2f8,3),”press
Spacetoselectit,andpressEnter.You’llbereturnedtothemainmenu;selectoption
2(Softwareconfiguration)andpressEnter.Makesurethatallfiveoptionshereare
unchecked,andselectOK.You’llbebackatthemainmenuoncemore;selectoption
3andpressEnter.You’renowreadytobuildandinstalltheLIRCmodulewithmake
;makeinstall.

Atthispoint,youshouldalsoedit/etc/modules.confandaddtheline:

     aliaschar-major-61lirc_sir
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Note,bytheway,thatit’salsopossibletospecifyoptionsinmodules.conftoover-
ridethecompiled-indriverdefaults.However,wealreadysetthedriverupcorrectly
forourhardwareduringtheconfigurationphase,sowedon’tneedtoaddanyover-
rides.

InordertousetheIRcapabilitiesoftheserialport,wehavetomakesurethe
portinquestionisn’tattachedtotheLinuxserialdriver.Therearebasicallythree
waysofdoingthis:don’tloadthekernelserialportdriver(leaveitoutofthekernel),
unloadthedriver(whichrequiresthatyouhavebuiltitasamodule),orforceitto
relinquishtheportwe’reusingforIR.Thelastmethodisthesimplest,andcanbe
achieved(onthePCM-5820)withthecommandsetserial/dev/ttyS1uart
none.Now,typemodprobelirc_sirtoloadtheIRdrivermodule30.Ifyougetan
errorthatthemodulecouldn’tbefound,manuallyedit/lib/modules/2.4.24/modules.
depandaddadependencylinethatreads:

 /lib/modules/2.4.24/misc/lirc_sir.o:

Atthispoint,wehavethebasicdriverinfrastructureworking,andbeforegoing
anyfurther,weneedtoteachLIRCaboutthecharacteristicsofourremotecontrol,
usingtheirrecordutility.Runirrecord-f/etc/lircd.conftostartthetraining
process.Notethatthiscommandlineforcesirrecordtorunina“dumb”rawmode.
Duetohardwareorpossiblyfirmware-inducedglitchesonthePCM-5820,you
MUSTusethisrawmodetotrainavalidconfiguration.Ifyouarerunningona
non-AdvantechSBC(orifyouareperformingthisexperimentonalaptop),feelfree
toomitthe–fparameter.You’llgetamoreflexibleandmuchsimplerconfiguration
file.

30Itisn’tnormallynecessarytoloadtheportdrivermodulemanuallylikethis.Ifyousetupthede-
vicesin/devandthealiaslineinmodules.conf,thenstartingthelircddaemonshouldautomatically
loadtheappropriateportdriver.I’vedetailedtheprocessheremanuallysoyoucanseeimmediately
ifthereisaproblemwiththeportdriver,ratherthangettingacrypticerroroutoflircdwhenyou
cometorunitlater.Butit’sgoodpracticetoloadyourexpecteddrivermanuallyanyway—thatway
youcanprovidemoremeaningfulblack-boxinformationwhensomethinggoeswrong.
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Whenyourunirrecord,youwillfirstbepromptedtoreadacoupleofpagesof
information;pressEntertwicetoskippastthisandstartrecording.Inthefirststage
ofthisprocess,you’llbeaskedtoholddowneachbuttonontheremoteforatleast1
second.Dotswillappearonthescreentoindicatethatirrecordissuccessfullyreceiv-
ingdatafromtheremotecontrol.Thisprocesscontinuesuntilyou’vecompleteda
fulllineofdots.(Iftherearen’tenoughbuttonsonyourremotetomeetthiscondi-
tion,youcanpressthesamebuttonmultipletimes.Theimportantthingistobesure
you’vegivenirrecordagoodsampleofthedifferentcodesgeneratedbyyourremote).

Onceyou’vecompletedafulllineofdots,ifyou’renotusingrawmode,irrecord
willproceedtothesecondstageoflearning.Again,youshouldgothroughevery
buttonontheremote,holdingeachonedownforatleastasecond.Ifeverythingis
workingcorrectlyatthispoint,holdingdowneachbuttonshouldgenerateonlyone
dot,evenifyouholddownthebuttonforaconsiderabletime.Asbefore,thissecond
stagecontinuesuntilyouhavecoveredanentirescreenlinewithdots.

Atthispoint,webeginassigningnamestothebuttons.Simplyenteratextlabel
forthebuttontobe“learned”andpressEnter.Irrecordwillpromptyoutoholddown
thebuttoninquestion,andwillstartlisteningforacodeontheIRport.Forsome
typesofremote(notthespecificonewe’reusing,though),irrecordshouldsay“Got
it.,”followedbythemessage“Signallengthis[integer]”foreachlearnedbutton.
Thesesignallengthsshouldbesimilarforallthebuttonsonyourremote;ifyousud-
denlygetaveryshortsignallength(typically1),thismeansthataglitchinterrupted
thelearningprocess.Youshouldre-teachLIRCthatbutton—justenterthesame
buttonnameagain,letLIRCrecognizeit,andmanuallyedittheconfigurationfileto
removetheerroneousentryafteryou’vefinishedwithirrecord.You’llrecognizethe
badentrybecauseitwillbeveryshortincomparisonwiththegoodentries.

Dependingonwhatsortofremoteyouweretraining,youmaynowbeprompted
topressasinglebuttonrepeatedlyasfastasyoucan,sothatirrecordcancheckfor
togglebits.SomeIRprotocolsincludeasparebitineachbuttonIDcode,whichis
toggledeachtimeyoupressthebutton.Thepurposeofthisbitistodetectwhena
continuously-repeatedsignalistemporarilyinterruptedbyaphysicalobstacle.To
demonstratethisfeatureinoperation,pointyourTVremoteattheset,pressand
holdthepowerbutton,andwaveyourhandinfrontoftheremote’sLED.Notethat
theTVsetdoesn’tgooffandonasyouuncovertheLED!
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Note:ItisextremelyimportantthatyourIRenvironmentisasquietaspossible
whiletrainingLIRCtorecognizeanewremotecontrol.Althoughthereceivermod-
uledoeshavesomehardwareintelligenceinittofilteroutspurioussignals,under
normalconditionsitiscommonforglitchestomakeitallthewaythroughtothe
SBC.Fluorescentlights,includingenergysavercompactfluorescentbulbsandthein-
fernoofnuclearfusionthatbeatsinonusthroughunshadedwindows(ifyouhappen
tobeontheday-sideoftheterminator)areparticularlyevilsourcesofnoise.Ifyou
arehavingtroubleteachingLIRC,trydarkeningtheroomorcoveringtheremote
andIRreceiverwithatowelandworkingbyfeelunderthetowel.

Ifyoucaretoexaminetheconfigurationfilegeneratedbythisprocess,youwill
seeasmallheaderfollowedbyastanzaofinformationforeachtrainedbutton.For
instance,thestanzadescribingthe1buttonwouldlooksomethinglikethis:

name1

 39 1350739 1086 39 2222

 39 1086 39 1086 39 1085

 39 1085 39 1086 39 2223

 39 2221 39 2225 39 1084

 39 1086 39 2223 39 1085

 39 1085 39 1086 39 1085

 39 1086 39 1084 39 1087

 39 1085 39 1086 39 1084

 39 1085 39 2224 39 2223

 39 2222 39 2223 39 2222

 39 2224 39 2223 39 2223

 39

Thisrepresentsaheaderpulse(the3913507leadin),followedbya32-bitbutton
code,MSBfirst.Ourremoteusesthesequence39,1086torepresentazeroand39,
2222torepresent1(notetheslightvariancesinthedataabove;LIRCoffersa“fuzzi-
ness”parameterallowingyoutotweakjusthowmuch“wobble”isacceptableinthe
burstlengths).Thus,theactualcodebeingtransmittedforthisbuttonis,inbinary,
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01000001110010000000000011111111—or0x41C800FF.(Infact,the0x41C8
headerisavendor-specificcodeusedtodistinguishourOEMremotefromother
remotesusingthesameprotocol;onlythelast16bitsofthebuttoncodeareactually
usefuldata).

Thelongformatyoujustsawillustratedisaveryverbosewayofdescribingthe
buttoncode.Inaconfigurationfilethatwasn’trecordedinthedumbrawmode,
LIRCsimplydefineswhatisrecognizedas“1,”whatisrecognizedas“0,”thecommon
prefix,ifany(0x41C8inourcase)andsomeotherinformationabouthowthebut-
tonpressesareencoded.Itthendescribeseachbuttonsimplywiththehexadecimal
numberthat’sbeingtransmittedbythatbutton;0x00FFinthecaseinthepreceding
paragraph.Thesesortsofconfigurationfilesaremucheasiertoreadandedit,butun-
fortunatelytheAdvantechboardcan’tworkproperlywiththem.It’sunclearatthis
timewhetherthisisahardwareissueoraBIOSbug,butitseemstobeaBIOSissue
sincetheexactsamesoftwareconfigurationcanbemadetoworkonotherGeode
boardswiththesamehardware.

YoushouldnowtestthatyourconfigurationfileisvalidbyrunningtheLIRC
daemon,lircd,andthenstartingthe“watcher”programirw.Onceirwisrunning,
aimtheremoteatthesensorandpressafewbuttons.Youshouldseeoutputsome-
thinglikethis(onelineofoutputforeachbuttonyoupressed):

0000000000000001001/etc/lircd.conf

000000000000000500s/etc/lircd.conf

000000000000000700x/etc/lircd.conf

Thefourfieldsinthisoutputare:the64-bitcodeofthebuttonbeingpressed,the
repeatcount,thenameyouassignedtothisbuttonduringtraining,andthenameof
theremotecontrol.Youcaneditthenameoftheremoteintheconfigurationfile;for
example,youcanrenameitfromthedefault“/etc/lircd.conf”to,say,“dvd-remote.”If
youthenconcatenatemultiplelircd.conffiles,lircdwillrecognizeallthedefinedbut-
toncodesandwillinformyounotonlythecodeofthebuttonthat’sbeingpressed,
butalsowhichremotecontrolit’son.Thisishandyif,forexample,youhavetrained
LIRCtorecognizeremotecontrolsforbothaVCRandaDVDplayer,andyouneed
todeterminewhich“Play”buttonhasbeenpressed.
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Notethatforaconfigurationfilerecordedinrawmode,thebuttoncodesimply
representsthepositionofthebuttondescriptionwithintheconfigurationfile;the
firstbuttonencounteredisnumbered“1,”thenext“2,”andsoon.Ifyouareusinga
“smart”configurationfile,thebuttoncodewillbetheactualbinarydataforthebut-
ton;forourremote,thiswillbeanumberoftheform0x0000000041C8????,where
????representsthebuttoncode.Thisdetailisn’tparticularlyimportant,however,as
wewillbeworkingwiththenamesweassignedthebuttons,ratherthantheirraw
codes.

Nowit’stimetointegrateIRsupportintoourownapplication.Becauseofthe
unusuallimitationoftheAdvantechIRhardware,I’mgoingtoillustrateonlynon-
repeatedkeystrokes.Therawconfigurationfilewegeneratedearlierwon’trecognize
held-downbuttons;itwillrecognizethefirstpress,butnotsubsequentrepeatevents.
Thisisroughlyequivalenttohavingarigorouslydebouncedpushbuttonmountedon
yourappliance.

Inordertolistentothelircddaemon,wemustopenaconnectionto/dev/lircd.
Fromthisweobtainaregularfilestreamfromwhichwecanreadincomingbutton
data,inexactlythesametextformatdisplayedbyirwduringthetestswejustper-
formed.Let’ssupposeweonlywanttoreadthebuttonsdefinedfortheremotecontrol
Idescribedearlier.FollowingisacompletesuiteoffunctionsforreadingtheIR
streamandimplementingabufferofincomingbuttonpresses.Themainlimitation
ofthissetoffunctionsisthatitonlyworkswhenyouhavedefineduniquesingle-
characternamesforeachbuttonontheremote.

Tousethesefunctions,firstcallInit_LIRC().Thisfunctionopensaconnection
tolircdandthenclonesoffaseparateprocessthatcontinuouslyrunstheDo_LIRC()
function.Do_LIRC()doesn’tchewoverlymuchCPUtime,becauseitspendsmost
ofitstimeblockedonthereadoperation,waitingfordatafromlircd.Togetagood
ideaofhowmuchjitterthistaskintroducestoyoursystem,createamainloopthat
strobesabitontheparallelport,thensleepsfor,say,100msandrepeatsthepro-
cessindefinitely.Putyourscopeonthepinofinterest,withaslowsweeprate,and
observehowthesystembehaveswhenyou’repressingIRbuttons.(Trynottohave
anythingelserunning.Pagefileaccess,inparticular,willmessupyourresultshere).
Ifeverythingisworkingproperly,youshouldseethatincomingIRdoesn’tinterfere
verymuch,ifatall,withsystemtimings.
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//Thisbufferstoresincoming“keystrokes”.
charinput_buffer[16];

//SocketforcommunicationwiththeLIRCdaemon
intlirc_fd;

//StackareafortheLIRCsubprocess
unsignedcharLIRCstack[8192];

/*
 Insertcharactertoheadofkeyboardbufferandpushothersdown
*/
voidCON_Buf_Insert(charc)
{
 inti;

 for(i=1;i<sizeof(input_buffer);i++)
  input_buffer[i]=input_buffer[i-1];
 input_buffer[0]=c;
}

/*
 Checkforpresenceofacharacterinbuffer;don’tremoveit
 Returnsnonzeroifthereisacharacterwaitinginthebuffer
*/
intCON_Count_Buffer(void)
{
 inti=-1;

 if(!input_buffer[0])
  return0;

 for(i=0;i<sizeof(input_buffer)&&input_buffer[i];i++)

 returni;
}

/*
 Flushinputbuffer
*/
voidCON_Buf_Flush(void)
{
 memset((char*)input_buffer,0,sizeof(input_buffer));
}
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/*
 Getkey
 Returnscharacterfromheadofkeyboardbuffer[andmovesbuffer
uponestep!]
 or0ifnocharacterisavailable.
*/
charCON_Buf_Get(void)
{
 inti;
 charc;

 if(!input_buffer[0])
  return0;

 c=input_buffer[0];

 for(i=0;i<sizeof(input_buffer)-1;i++)
  input_buffer[i]=input_buffer[i+1];
 input_buffer[sizeof(input_buffer)-1]=0;
 returnc;
}

/*
 Getkey(waitifnoneavailable)
*/
charCON_Buf_GetWait(void)
{
 charc=0;
 while(!c){
  c=CON_Buf_Get();
 }
 returnc;
}

/*
 SubprocesstocommunicatewithLIRC
*/
intDo_LIRC(void*p)
{
 charbuf[128];

 while(1){
  intcr;
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  memset(buf,0,sizeof(buf));

  cr=read(lirc_fd,buf,80);
  if(cr>0){
   charkey[16];
   intcount;
   char*p=buf;

   key[0]=0;
   //skipserial#
   while(*p&&*p!=’‘)
    p++;
   if(*p)p++;

   //skipcount
   count=atoi(p);
   while(*p&&*p!=’‘)
    p++;
   if(*p)p++;

   if(count){
    //Weignorerepeatcodes.Youcanprocessthem
    //ifyouwish.
   }

   if(*p&&(count==0)){
    CON_Buf_Insert(*p);
   }//if(*p&&(count==0))
  }//if(cr>0)
 }//while(1)
}

/*
 Callthisfunctiononceatprogramstartup.Itconnectstothe
LIRCdaemon
 andstartsasubprocessthatscanstheincomingdatastream.
*/
voidInit_LIRC(void)
{
 addr.sun_family=AF_UNIX;
 strcpy(addr.sun_path,“/dev/lircd”);
 lirc_fd=socket(AF_UNIX,SOCK_STREAM,0);
 connect(lirc_fd,(structsockaddr*)&addr,sizeof(addr));



189

TheLinux-BasedController(ASoftTask)

 //startsubprocess
 clone(Do_LIRC,LIRCStack+sizeof(LIRCStack)-4,CLONE_VM|
CLONE_FILES,NULL);
}

OnefinalnoteaboutLIRCandsystemperformance:thismoduleisonlywell-
behavedifitisrunningona“real”infra-redUART.Ifyourmachinelacksthis
hardware,andyou’rerunningwithoneofthehomebrewedadaptersdiscussedinthe
LIRCdocumentation,youwillnoticeasignificantdrainonsystemresources.When
usingthosesimplebit-bangeddongles,LIRChastomeasureallthemark-spacetim-
ingsinsoftware,whichisexcruciatinglyCPU-intensive.

4.9IntroductiontoMachineVisionUsingVideo4Linux

4.9.1AcquiringImageDatafromCameras

TheE-2isequippedwithseverallow-resolutioncolorcameras,connecteddirectly
tothecontrollingSBCviaUSB.Besidesprovidinginterestingunderwaterpictures,
thesecamerasareusedforautonomoustarget-seeking.Inthissection,we’llbriefly
lookatsomeofthesimplemachinevisionconceptsthatIuseintheE-2project.
PleasenotethatwhatI’mconcentratingonhereishowtoacquirereal-timeimages
inaLinuxenvironment;thatis,theinputsideofthemachinevisionequation.Al-
gorithmsforanalyzingimagedatalikethisareexplainedinthick,dryandgenerally
ratherexpensivebooksthatyouarewelcometoacquireandstudyseparately.Here,
I’mprimarilyofferingyoutheacquisitioninfrastructureyoucanusetosliptheex-
amplesourcecodeinthosebooksdirectlyintoyourreal-timesystem,alongwithsome
informationaboutpre-processingthepixeldata.

Forourexamplecode,we’regoingtouseacheappencamcamerabasedonthe
STSTV0680chip.ThespecificcameraIusedisa“JazzDigi-StixJDC11,”whichis
availableunderseveraldifferentnamesforbetween$10–$20.Ifyou’relookingfor
thisexactcamera,probablytheeasiestplacetofindoneiseBay.Therearenumerous
otherinexpensivecamerasbasedonthesamechip.Youcan,however,useanyvideo
capturedevicethathasaVideo4Linuxdriver;theproceduresarealmostexactlythe
same.
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TheapplicationsideoftheV4LdriverAPIisdescribedforyou—verytersely—in
Documentation/video4linux/API.htmlinyourLinuxsourcedirectory.Notethat
2.4.xandearlierkernelsimplementthefirstversionoftheV4LAPI,referredtoas
V4L1.ThereisanewAPIunderdevelopment—V4L2—whichisgoingtobethe
standardAPIinkernel2.6andcanberetrofittedto2.4.x.Atthetimeofwriting,
supportforV4L2isn’tascompleteasV4L1,sowewon’tdealwiththenewerAPI
here.Unfortunately,asidefromthekerneltreedocumentation,it’sstrangelydifficult
tofindconciseprogramminginformationaboutV4L131—thedefinitivereferenceis
thesourcecodeforthexawtvapplication,whichishorriblygeneral-purposeanddif-
ficulttounderstand.OneofmymotivationsforincludingsampleV4Lsourcehereis
toillustratethatvideocaptureinLinuxdoesn’thavetobecomplex(atleast,notas
longasyou’rewillingtoworkwithaconstrainedsubsetofthevideocapturedevices
supportedbythekernel).

Inthevidcapdirectoryofthesamplesourcecodearchive,you’llfindthesource
forasmall(nongraphical)appletthattriestoacquireasingleframefrom/dev/video0
andsaveitasa24bppWindows-compatibleBMP.Duringtheprocess,variousinter-
estinginformationabouttheimagecapturedeviceisdisplayedonscreen.BMPisa
convenientfileformat,becauseitbasicallyconsistsofrawRGBframebufferdatawith
asmallheaderthatindicatestheframesize.Ihavecreatedasmalllibrarycontain-
ingfairlyportablecode32toreadandwriteBMPfilesintoflatmemoryarrays;you’ll
findthiscode,ademoprogramandsomedocumentationintheprojects/bmpdemo
directory.ThefunctionsIhaveprovidedhandlebyte-orderconversionfromBMP’s
blue-green-redorderingtothemorenormalred-green-blueorder,andtheyalso
automaticallyfliptheimagevertically(foroddhistoricalreasonsdatingbacktothe
halcyondaysofOS/2,BMPsarestoredinupside-downscanlineorder).Myfunctions
are,however,NOTafully-standards-compliantBMPread/writealgorithm.Donot
usethisBMPcodeasthebasisofanycommercialsoftwareproduct!

31SearchingfordocumentationonVideo4Linuxwill,atthetimeofwriting,leadyoualmostexclu-
sivelytoV4L2referencematerials.

32Mycodeis“portable”inthesensethatit’sendianness-independent—youcanrunitdirectlyon
ARM,x86,MIPS,etc.—butitdoesassumethatintisatleast32bits.
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Fortheremainderofthisdiscussion,I’llassumeyou’relookingatthesample
appletsourcecodeIprovided(projects/vidcap/main.c)andpossiblytheV4Lheader
fileoutoftheLinuxkernel.TheV4LAPIisquitesimpletouse—considerablyeasier
thanotherinterfacessuchasTWAIN,forinstance.Youbeginbyopeningthedesired
videodevice(/dev/videon,usually/dev/video0)withopen(2).Next,youuseioctl(2)
toquerythedevicecapabilitiesandmakesureit’sadeviceyoucanworkwith.The
V4LAPIswe’reinterestedinsupportstraightstream-typevideocapturedevicessuch
asUSBcameras,butV4Lalsosupportsradios,teletextreceiversandoverlay-type
videocapturedevicesthatdropcapturedvideodatadirectlyintoyourgraphicscard’s
videomemory.Wewon’tdealwiththoselatterthreeclassesofdevice,becausethe
firsttwoareirrelevanttoourapplication,andtheUSBpencamsI’mtalkingabout
aresimplertoaccessandneverimplementtheoverlaytypeofcapturemethod.It
will,however,almostcertainlybenecessaryforyoutoimplementoverlaycapture
ifyou’reusingaPCIframegrabbercard,orananalogvideoinputfeatureintegrated
intoyourSVGAadapter.Thesedevicesaremostunlikelytosupportthesimple
read(2)-basedinterface.

DevicecapabilitiesarequeriedusingtheVIDIOCGCAPioctl.Youpassthisioctl
apointertoanemptyvideo_capabilitystructure(thisstructure,alongwiththeioctl
namesandotherV4Lconstants,isdefinedinthevideodev.hheaderfromtheLinux
kernel).Onreturn,thevaluesinthisstructurearefilledouttoreflectthedevice’s
functionality.Thetwothingsweareinterestedinaretheflagsintype(VID_TYPE_
CAPTUREmustbesetforustoworkwiththedevice),andthemaximumcapture
windowsizeinpixels,definedbythemaxwidthandmaxheightstructuremembers.

NowweneedtolookattheimagegrabbingparametersusingtheVIDIOCG-
PICTioctl.Thisfunctionfillsinavideo_picturestructuretoreflectthecurrent
driversettings.Themainthingwe’reinterestedinisthepalettemode–weonly
supporttheRGB24(8:8:8)dataformat.Ifthepaletteparameterisn’tVIDEO_PAL-
ETTE_RGB24,wesetpalette=VIDEO_PALETTE_RGB24,passthestructureback
totheVIDIOCSPICTioctl,thenre-querythedevicewithVIDIOCGPICTagain
toseeiftherequestedsettingwasacceptedbythedriver.Ifnot,wehavetoabort,
becausewedon’tsupportconversionfromtheotherdataformats.
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Thepenultimatestepistosetthevideocapturewindowsize,andquerythedriver
stateimmediatelyafterthisprocessinordertoascertainwhatcapturewindowwas
actuallyset.Thereasonthisstepisnecessaryisthatnotallcombinationsofpalette,
capturewindowsize,andcaptureflagsaresupportedbyalldrivers;youmightnotget
thesamewindowsizeyourequested,andit’simportantthatyouknowexactlywhat
thedriverisgoingtodeliverbecausewhenyouactuallycometogetimagedata,it
arrivesasanunformattedstreamofbytes.So,wecreateavideo_windowstructwith
thexandy(startingcoordinate)parameterssetto(0,0)andthewidthandheight
parameterssettothemaximumwidthandheightvaluesarereturnedbyVIDIOCG-
CAP.Theremainingmembersofthevideo_windowstructshouldbezeroed–we’re
notusingthem.Next,wepassthevideo_windowstructuretotheVIDIOCSWIN
ioctl,thenimmediatelyreusethestructurewithaVIDIOCGWINioctl,whichwill
returnustheactualvaluesbeingusedbythedriver.

Assumingallthesegyrationsweresuccessful,wecanreadaframeofdataoutof
thedevicesimplybyusingtheread(2)functiononthe/dev/video0handle.Thesize
ofthereadoperationisthewindowwidth*height*3bytesperpixel.Theformatis
orderedlogicallywiththeredbytefirst,thenthegreenbyte,thenthebluebyte.It’s
assimpleasthat,atleastwiththebasicpencamdriversinLinux2.4.x.Here’sthe
sourcecodeforoursimplegrabberapplet:

/*
 main.c

 SimpleV4L1applet-Captureoneframefrom/dev/video0andsave
itasaBMP.
 2004-04-03larwecreated
*/

#include<sys/types.h>
#include<sys/stat.h>
#include<stdio.h>
#include<stdlib.h>
#include<fcntl.h>
#include<unistd.h>
#include<sys/ioctl.h>
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#include<linux/videodev.h>

#include“bmplib.h”

/*
 Demonstrationmainfunction
*/
intmain(int_argc,char*_argv[])
{
 BMINFObi;
 BLERRstatus;
 unsignedchar*capbuffer;
 structvideo_capabilityvc;
 structvideo_picturevp;
 structvideo_windowvw;
 intvideo,rc;

 if(_argc<2){
  printf(“Usage:vidcapfilename.bmp\n”
   “Capturesoneframefrom/dev/video0tofilename.bmp\n”);
  return-1;
 }

 printf(“Opening/dev/video0...“);
 fflush(NULL);
 video=open(“/dev/video0”,O_RDWR);
 if(video==-1){
  printf(“Cannotopen,aborting.\n”);
  return-1;
 }
 printf(“OK.\nGettingdevicecapabilities...“);

 //Ascertainanddisplaycapturedeviceproperties
 rc=ioctl(video,VIDIOCGCAP,&vc);
 if(rc){
  printf(“VIDIOCGCAPfailed,aborting.”);
  return-1;
 }
 printf(“OK.\n”);
 printf(“Name:‘%s’\n”
  “Channels:%d\n”
  “Audios:%d\n”
  “Size:%dx%dto%dx%d\n”,vc.name,vc.channels,
vc.audios,vc.minwidth,vc.minheight,
  vc.maxwidth,vc.maxheight);
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 printf(“Capabilities:“);
 if(vc.type&VID_TYPE_CAPTURE)
  printf(“VID_TYPE_CAPTURE“);
 if(vc.type&VID_TYPE_TUNER)
  printf(“VID_TYPE_TUNER“);
 if(vc.type&VID_TYPE_TELETEXT)
  printf(“VID_TYPE_TELETEXT“);
 if(vc.type&VID_TYPE_OVERLAY)
  printf(“VID_TYPE_OVERLAY“);
 if(vc.type&VID_TYPE_CHROMAKEY)
  printf(“VID_TYPE_CHROMAKEY“);
 if(vc.type&VID_TYPE_CLIPPING)
  printf(“VID_TYPE_CLIPPING“);
 if(vc.type&VID_TYPE_FRAMERAM)
  printf(“VID_TYPE_FRAMERAM“);
 if(vc.type&VID_TYPE_SCALES)
  printf(“VID_TYPE_SCALES“);
 if(vc.type&VID_TYPE_MONOCHROME)
  printf(“VID_TYPE_MONOCHROME“);
 if(vc.type&VID_TYPE_SUBCAPTURE)
  printf(“VID_TYPE_SUBCAPTURE“);
 printf(“\n”);

 printf(“Gettingimageproperties...“);
 rc=ioctl(video,VIDIOCGPICT,&vp);
 if(rc){
  printf(“VIDIOCGPICTfailed,aborting.”);
  return-1;
 }
 printf(“OK.\n”);

 if(vp.palette!=VIDEO_PALETTE_RGB24){
  //AttempttosetRGB24palette
  printf(“AttemptingtosetRGB24palette...“);
  vp.palette=VIDEO_PALETTE_RGB24;
  rc=ioctl(video,VIDIOCSPICT,&vp);
  if(rc){
   printf(“VIDIOCSPICTfailed,aborting.\n”);
   return-1;
  }
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  rc=ioctl(video,VIDIOCGPICT,&vp);
  if(rc){
   printf(“VIDIOCGPICTfailed,aborting.\n”);
   return-1;
  }
  if(vp.palette!=VIDEO_PALETTE_RGB24){
   printf(“DevicedoesnotsupportRGB24palette,aborting.\
n”);
   return-1;
  }
  printf(“OK.\n”);
 }

 printf(“Brightness:%d\n”
  “Hue:%d\n”
  “Color:%d\n”
  “Contrast:%d\n”
  “Whiteness:%d\n”
  “Depth:%d\n”,
  vp.brightness,vp.hue,vp.colour,vp.contrast,vp.whiteness,
vp.depth,vp.palette);
 printf(“Palette:“);
 switch(vp.palette){
  caseVIDEO_PALETTE_GREY: printf(“VIDEO_PALETTE_GREY”); break;
  caseVIDEO_PALETTE_HI240: printf(“VIDEO_PALETTE_HI240”); break;
  caseVIDEO_PALETTE_RGB565: printf(“VIDEO_PALETTE_RGB565”);break;
  caseVIDEO_PALETTE_RGB555: printf(“VIDEO_PALETTE_RGB555”);break;
  caseVIDEO_PALETTE_RGB24: printf(“VIDEO_PALETTE_RGB24”); break;
  caseVIDEO_PALETTE_RGB32: printf(“VIDEO_PALETTE_RGB32”); break;
  caseVIDEO_PALETTE_YUV422: printf(“VIDEO_PALETTE_YUV422”);break;
  caseVIDEO_PALETTE_YUYV: printf(“VIDEO_PALETTE_YUYV”); break;
  caseVIDEO_PALETTE_UYVY: printf(“VIDEO_PALETTE_UYVY”); break;
  caseVIDEO_PALETTE_YUV420: printf(“VIDEO_PALETTE_YUV420”);break;
  caseVIDEO_PALETTE_YUV411: printf(“VIDEO_PALETTE_YUV411”);break;
  caseVIDEO_PALETTE_RAW:  printf(“VIDEO_PALETTE_RAW(BT848)”);
break;
  caseVIDEO_PALETTE_YUV422P:printf(“VIDEO_PALETTE_YUV422P”);break;
  caseVIDEO_PALETTE_YUV411P:printf(“VIDEO_PALETTE_YUV411P”);break;

  default:  printf(“Unrecognized”);  break;
 }
 printf(“\n”);
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 if(vp.palette!=VIDEO_PALETTE_RGB24&&vp.palette!=VIDEO_PAL-
ETTE_RGB32){
  printf(“ThisprogramsupportsONLYVIDEO_PALETTE_RGB24and
VIDEO_PALETTE_RGB32.\n”);
  return-1;
 }

 //Setwindow
 vw.x=0;
 vw.y=0;
 vw.width=vc.maxwidth;
 vw.height=vc.maxheight;
 vw.chromakey=0;
 vw.flags=0;
 vw.clips=NULL;
 vw.clipcount=0;
 printf(“Settingvideocapturewindow...“);
 rc=ioctl(video,VIDIOCSWIN,&vw);
 if(rc){
  printf(“Failed,aborting.\n”);
  return-1;
 }
 printf(“OK.\n”);
 printf(“Queryingvideocapturewindow...“);
 rc=ioctl(video,VIDIOCGWIN,&vw);
 if(rc){
  printf(“Failed,aborting.\n”);
  return-1;
 }
 printf(“OK,windowsizeis%dx%d.\n”,vw.width,vw.height);

 //AllocateRAMforcapturebuffer.AtMOSTweneed32bitsper

pixel.

 capbuffer=malloc(vw.width*vw.height*4);
 if(capbuffer==NULL){
  printf(“Errorallocatingmemoryforcapturebuffer!\n”);
  return-1;
 }

 //Captureanimageusingtheread()interface.Thisispotential-
lyunsupported.
 printf(“Readingbuffer...“);
 if(vp.palette==VIDEO_PALETTE_RGB24)
  read(video,capbuffer,vw.width*vw.height*3);
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 elseif(vp.palette==VIDEO_PALETTE_RGB32)
  read(video,capbuffer,vw.width*vw.height*4);
 printf(“OK.\n”);

 printf(“Closing/dev/video0...“);
 close(video);
 printf(“OK.\n”);

 //ForRGB32,weneedtoconverttheimagedowntoRGB24.
 if(vp.palette==VIDEO_PALETTE_RGB32){
  //BUGBUG-Notimplementedyet!
  printf(“CONVERSIONNOTIMPLEMENTED.\n”);
  return-1;
 }

 //Createoverlyingbitmapstructure
 bi.width=vw.width;
 bi.height=vw.height;
 bi.bitmapdata=capbuffer;

 //Openoutputfile
 printf(“Savingoutputfile...“);
 fflush(NULL);
 bi.fd=open(_argv[1],O_WRONLY|O_CREAT|O_TRUNC,S_IRWXU);
 if(bi.fd<=0){
  printf(“Can’topenoutputfile.\n”);
  return-1;
 }
 status=BL_Save_Bitmap(&bi);
 close(bi.fd);
 printf(“Returncode%d\n”,status);
}

4.9.2DetectingObjectEdges

Nowwe’vegottherawimagedata,whatdowedowithit?Mostmachinevisiontasks
involverecognizingandlocatingshapes.Inordertorecognizeshapes,youfirstneed
tolocatetheedgesofanyobjectsintheimage.Thesimplestapproachtothisprob-
lemistoregardeachscanlineoftheimageasrepresentingasectionofacontinuous
function(grayscalepixellevel),andtakeanarithmeticalfirstderivativeofthisfunc-
tiontoyieldan“edginessplot”oftheimage.Variousfurtherprocessingcanbedone
onthisinordertogenerateagreatlymassagedimagereadytofeedintoyourartificial
intelligencesystem.
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Alltheaboveisabitofamouthful,solet’slookatacoupleofpracticalexamples,
withsourcecode.ThesampleprogramsI’mgoingtotalkaboutheredon’tworkdi-
rectlywithV4L,becauseit’sabitinconvenienttotestwithknown-to-be-interesting
testimageswhenyouneedtoaimacameraatthem.So,forportabilityandease-of-
testingreasons,thesampleprogramsworkwithuncompressed24-bitBMPfiles.In
thistext,I’llbereferringtospecificsampleimagesIacquiredmyself;youcanfindall
theseimagesintheprojects/imagesdirectory.Youwillalsofindtheoutputimages
showninthetext.ThefilesontheCD-ROMaretherawoutputfromthesample
codeshownhere;forprintproductionreasons,whatyouseeonthepageherehas
beenpost-processedsomemoretoimprovecontrast.

Let’sfirstrunasimpleleft-to-rightscanlinederivativeontheimage,toidentify
areasofchange(edges,inotherwords).Ademoprogramtoachievethisislocatedin
projects/bmpdemo-derive.Themeatofitisthefollowingfunction:

voidDER_DeriveScanline(unsignedchar*pixels,intwidth)
{
 inti;
 unsignedcharp1,p2,result;

 for(i=0;i<width-1;i++){
  p1=*(pixels+1);
  p2=*(pixels+4);
  if(p2>p1)
   result=p2-p1;
  else
   result=p1-p2;
  *(pixels++)=result;
  *(pixels++)=result;
  *(pixels++)=result;
 }
 //PutdummycolumnonRHside
 *(pixels++)=0;
 *(pixels++)=0;
 *(pixels++)=0;
}
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Thissnippetofcodeworksfromlefttorightonasinglescanlineoftheinput
image,andreplaceseachpixelPwiththeabsolutevalueofthearithmeticderiva-
tiveoftheoriginalimagecontentsatPandP+1.Wetaketheabsolutevaluefortwo
reasons;firstly,wedon’tcareifwe’redetectingatransitionfromlighttodarkordark
tolight(anedgeisanedgetous),andsecondly,storingtheabsolutevalueobviates
theneedforawiderdataoutputstoragetype(withasignbit).Thealgorithmignores
theredandbluecomponentsofeachpixel;thedemoprogram,bytheway,performs
acolor-to-grayscaleaveragingbeforerunningtheabovealgorithm.Notethatthere
isoneunavoidablyincalculablepixelattheright-handedgeofthescanline.This
dummypixelissetto0forconvenienceinlateranalysis.

Here’sapictureofmyapartmentwallandatticdoor,beforeandafterprocessing
withthecommandderivewall-flash.bmpwall-flash-1.bmp1(moreaboutthe
“1”parameterinamoment,justfornowsufficeittosaythatthisadditionalparame-
terensuresthattheoutputyouseeistheresultoftheabovearithmeticdifferentation
only).Ichosethissubjectmaterialbecauseit’sarelativelyclean,noise-freeenviron-
mentillustratinganumberofinterestingpoints.

Theimageabovewastakenwithbright(xenonflash)light.Let’slookatan
almostidenticalpicturetakenwithambientlightingonly,andsubjectittotheexact
sameprocessing:
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You’llnotethatalthoughthecolorbalanceandoverallbrightnessofthetwo“be-
fore”imagesareverydissimilar—andthere’saverynoticeablepatternofconcentric
brightnessringscenteredaroundtheceilinglightinthesecondpicture—hedifferen-
tiatedimageslookalmostthesame.Thisverysimplealgorithmhasthereforehelped
uspickoutedgesintheimage,andsimultaneouslyerasedsomeoftheabsoluteeffects
ofvariablelighting.It’shardtoestablishquantifiablyjusthowmuchthelatterprob-
lemhasbeenmitigated,becausethereareotherfactorsatworkinthecamera.For
example,inlow-lightconditionstheexposureisautomaticallyincreased,which
meansthatbrightspotstendtogetover-saturated(losingalldetail)andmechanical
vibrationshavemorechancetoblurtheacquiredimage.

Tohelpyoubettervisualizewhat’sgoingon,I’vealsoincludedsomesimpleedge
amplificationcodeinthederiveprogram,andthat’swhatthethirdcommand-line
parametercontrols.Thewaythisamplificationworksisasfollows:Theentireoutput
imageisscannedtodeterminethebrightnessbofthebrightestpixelitcontains(i.e.,
thesharpnessofthesharpestedgeintheoriginalimage).Thisvalueisthensubtract-
edfromthemaximumpossiblepixelvalue(255)toobtaina“brighteningfactor”
f=255–b.Eachpixeloftheimageisthenanalyzedwithauser-suppliedamplifica-
tionconstanta.(Thisisthethirdparameteronthecommandline).Theanalysis
rulesare:

■ Ifthepixelisdimmerthanb/a,thenitisleftunaltered.

■ Otherwise,thebrighteningfactorfisaddedtothepixel.

Theneteffectofallthisistomaketheverybrightestedgesstandoutfromthe
restofthecrowd.Atthesametime,therelativebrightnessofallpixelsispreserved;
ifagivenpixelwasbrighterthanitsneighborbeforeprocessing,itwillstillbebright-
erafterprocessing.

Now,onethingyouwillobserveaboutallthe“after”imagesisthatthehorizon-
talscanprocesscanonlydetectedgeswithaverticalcomponent.Thehorizontal
crossbarsofthemoldingsonthewallhavethereforedisappeared.Iwon’tillustrateit
here—youcancheckitforyourselfeasilyenoughusingtheprograminthebitmap-
derive2directory,butobviouslyavertical-scanningderivativeisequallyasblindto
verticallinesasthehorizontalscanwastohorizontalimagefeatures.Onepossible
solutiontothisproblemistotaketwopassesovertheinitialdata,onescanning
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verticallyandonescanninghorizontally,andthenaveragethetworesultantbitmaps.
Thisapproachtakessomewherebetweentwoandthreetimestheprocessinghorse-
powerofasimpleone-dimensionalderivative,butitwillcapturealotofdetailyou
wouldotherwisemiss.

IfyourunthesvgacapprogramdescribedinSection4.7.3(whichusesthepre-
cedingcode)andtinkerwiththenoisethresholdparameter,youwillalsoquickly
observethatsimplyscanningforsharpbrightnesstransitionsisn’tthebestwayof
identifyingedges.Amorerefinedapproachistolookforsignchangesinthederiva-
tive.Ihaven’tincludedexamplecodetodothis,butyoucaneasilymodifythesimple
left-to-rightscanningalgorithminprojects/bmpdemo-derivetogiveyouanideaof
thedatathatcanbepulledoutofthenoiseusingthisapproach.Thissecondderiva-
tivealgorithmisthebasisofmostsimpleshape-recognitionalgorithms,becauseitisa
truemethodofdetectingedges.

Itisinterestingtorunthesampleprogramsdescribedhereoveravarietyofsource
materialandobservetheoutput,becauseitgivesyouaninstructivewindowinto
theeasewithwhichvariousclassesofimagedatacanbealgorithmicallyanalyzed.I
particularlyencourageyoutotinkerwithvariousprocessingoptionsusingsomeofthe
navigationandhazardavoidancecameraimagestakenbyNASA’sMER-AandMER-B
Marsrovers;youcangetsomefeelofjustwhattheonboardsoftwareinthoserobots
isseeing.ThehomepageoftheMarsroverproject,whereyoucandownloadhigh-
resolutionrawimagedatafrombothrobots,ishttp://marsrovers.nasa.gov/home/index.
html.

4.10CustomizingYourBIOS—TheStructureofaModernBIOS

AlloftheSBCvendorsyou’lldealwithwillofferyoutheopportunitytopurchase
acustomBIOS.Chargesforthiscustomizationrangefromfreetomorethanten
thousanddollarsup-front,plus(generally)aper-unitpremiumtopreloadyourspe-
cialBIOSversionbeforeshippingboardstoyou.Herearefourofthemostcommon
reasonswhyyoumightwantacustomizedBIOSforyourproduct:

1. CustomCMOSdefaultsettings.Mostapplicationsthatuseanembedded
PCwillwantorneedtohavenondefaultsettings;forexample,nohalton
keyboarderroratboottime,abootdeviceorderthatdoesn’tstartwiththe
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firstfloppydrive,andsoon.It’salotsafertohavethesesettingslockedinto
flashthansimplytosettheboarduponceatproductiontimeandrelyonthe
CMOSbatterytoretainthoseparameters.Ifyoursystemshipswithoutakey-
boardordisplaythatwouldallowtheusertoreconfigurelostCMOSsettings,
thenit’sabsolutelymandatorythatyouburncustomizeddefaultsintoflash;
anythingfromabriefpowerglitchtorandomsoftwareerrorscouldcorrupt
theCMOScontentsandleavethesystemunstartable.

2. Security.Youmightwanttolockoutaccesstothesystem’sBIOSsetuputility
bysettinganonerasablepassword.Thisisverycommoninset-top-boxInter-
netappliancesbasedaroundgenericPChardware.

3. Cosmeticissues.HidingthenormalPOSTmessagescanconceal,tosome
degree,theembedded-PCnatureoftheproduct.Manyvendorsalsochoose
toinsertacustombootlogoormessage,oftenincludingacompanyURLfor
productsupport.

4. Functionalissues.ExamplesofthismightincludespecialBIOSextensions
fornetworkbooting,aROMlessSCSIcard,orsomeproprietarypieceofhard-
ware.PerhapsyourBIOSneedstobeupdatedwithcustomvideoparameters
foranLCDyou’reusing.YoumightalsoneedtotweakyoursystemBIOSto
workaroundsomespecificcompatibilityproblems,asdescribedbelow.

I’llbasethissectionaroundananecdoteaboutthePCM-5820thatillustrates
nicelywhyyoumightbeforcedtopokeaboutintheinternalsofyoursystemBIOS,
nomatterhowreluctantyouaretodoso.Thefollowingdiscussionspecificallyde-
scribestheAwardModularBIOS,butthebasicideasareapplicabletomostmodern
BIOSvendors;thetoolsandexactusageproceduresdifferslightly,buttheavailable
optionsareverysimilar.Althoughthisparticularissuemayneverbeaproblemfor
you,it’sanexcellentwaytodiscusstheoptionsandproceduresavailableforin-house
BIOScustomization.

WhenwestartedtousethePCM-5820,wetestedandqualifiedourapplication
onthethen-currentBIOSversion.Wecontinuedtoshipproductsbasedaroundthe
boardforabouttwoyears,andovertimeAdvantechrevisedtheBIOSonseveraloc-
casions.Wenotedthenewversions,anddidsomebasiccompatibilitychecking,but
nothinguntowardhappened,andwecontinuedtoshipgoodswithoutinterruption.
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Now,youshouldnotethatthereisgenerallynoproactivenotificationofupcoming
BIOSrevisions.It’spossibletobenotifiedofupcominghardwarerevisionsifyou’re
savvyenoughtorequestsuchnotification,butyouonlyfindoutaboutnewfirmware
revisionswhenthenextshipmentofboardsarrives.Thisannoyingbehavior,bythe
way,isbynomeansuniquetoAdvantech—it’sfairlyconsistentacrossalltheven-
dorsI’veworkedwith.Theonlywayyoucanassureacontinuingsupplyofabsolutely
identicalboardsisbygettingthevendortosetupacustompartnumberforyou.Not
onlydoesthisusuallyresultinaslightlyhigherunitcost,butthereareobviously
largevolumerequirementsaswell.

Ourapplication’svolumesdidn’tjustifyafrozen,guaranteed-identicalSBCsupply
chain,soonedaywereceivedashipmentofboardsloadedwithBIOSversion1.23,
andsuddenlytheworldfellapart.UsingthisBIOSversionundercertaincircum-
stances33hastheinterestingpropertythat,onapproximatelythreeattemptsoutof
twenty,XFree86doesnotinitializethevideooutputcorrectly;althoughthecom-
puterisstillrunninghappily,theVGAportisoutputtingbizarresyncratestowhich
noknowndisplaycansync.Arebootisrequiredtofixthiscondition.

Ourfirst,obviouscoursewastotrybacklevelingthesenewboardstoanearlier
BIOSversion.Unfortunately,wewerethwartedinthis,becausethereleaseofthe
V1.23BIOSupdatecoincidedwithahardwarespin,too.Duetosupplyorprice
issues,AdvantechhadswitchedfromusinganAnalogDevicesaudiocodectoa
nominallypin-and-register-compatibleRealtekchip.“Nominallycompatible”isof
coursevendorpatoisfor“subtlydifferentinirritatingandshow-stoppingways,”and
thespecificirritationinthiscaseisthatBIOScodeintendedfortheAnalogDevices
chipwillplaybackaudionoticeablytoofastontheRealtekchip.

33Ifthisproblemhitsyou,oneworkaroundissimplytoinstall128MBofRAM.It’snotcompletely
clearwhythisaffectsthevisibilityoftheproblem,butwehaveperformedalotoftestingwithvari-
ousconfigurations,anddetermined,withhelpfromAdvantech,thattheissuedoesn’tappearwith
anyBIOSversionwhenthereis128MBormoreofRAMinstalled.It’sprettyclearlyaracecondi-
tionofsomekind,probablytodowithaSMMinterruptoccurringduringtheCRTCinitialization
codeinXFree86,andaddingRAMjustchangeslatenciesenoughto“fix”theproblem.Thisisan
evilworkaroundandIpromisetowearamaskofshameforevenmentioningit,butaproperfixis
verydifficulttoengineerwithoutgoodsupportfromtheoriginalBIOSsupplier,anditisn’teven
certainwhothatreallyis.
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Thenetresultofthisisthatwewereinacatch-22—BIOSV1.23orlaterhas
thevideoinitializationbug,andanyBIOSearlierthanV1.23onaboardthatorigi-
nallyshippedwithV1.23orlaterresultsinincorrectaudioplaybackspeeds.After
someconsiderabletesting,wefoundthatourXFree86problemwasshownbyBIOS
versions1.22andonwards,butnotbyV1.21,andsoweneededtodeterminewhat
exactlyhadchangedbetweenV1.21andV1.22.Officially,theonlychangewasa
“minorchangetoreduceserialportinterruptlatency.”

There’squitealotofexploringwecandointheboard’sfirmwarewithoutactually
havingtofireupadebuggerandstartpokingaroundinthecode.Modernmainboard
BIOSesarenolongerjustasinglemonolithicblockofexecutablecodewithanentry
pointatFFFF:0000h;they’readistinctmini-filesystemandarepracticallycomplex
enoughtobeconsideredmini-operatingsystemsintheirownright.We’lllookat
theAwardModularBIOS(usedontheAdvantechGeode-basedboards—andin
fact,alloftheSBCsImentionedinthecompatibilitytableinSection2.5),butthe
generalideasarethesameforallmodernBIOSes.TheBIOSimagecontainsasmall
bootstrapprogram,arelativelylargefilesystemareafullofcompressedcodeand
datamodules,andasmallamountofmeta-informationdescribingthosemodules.
Atpower-on,thebootstrapcodedecompressesthemainsystemBIOSintoshadow
RAM,andthendecompressesthevariousothermodulesintootherareas(usually
inthehigh-memoryareabetween640Kand1MB)34.Typically,ahighlyintegrated
boardliketheSBCswe’reusingwillincludeVGABIOS,anetworkbootROM,and
perhapssomeotherextensions(forexample,aSCSIBIOSextension).

TheofficialutilitiesrequiredtoworkwithAwardBIOSesarethreeDOSapplica-
tionscalledAWFLASH,CBROM,andMODBIN.AWFLASHistheflash-upgrader
utility,madeavailabletothegeneralpublicsotheycanupdatetheirmotherboards.
YoucandownloadthisfromAdvantech’ssite,amongothers.CBROMisautility
thatcandecomposeaBIOSimageintoitscomponentmodulesorgatherupalistof
specifiedmodulesintoacompleteBIOSimage.MODBINworksonthemainsystem

34Thisisjustageneraloutlineofwhathappens.Thedetailedmechanicsofaspecificsituationmay
varysomewhat.Forexample,someoftheROMcontentsmayalreadybedecompressed,andthe
bootloadermaysimplypointsomechipsetregisterorinterruptvectortothedatainROM.
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BIOScodemodule,editingtheCMOSsetupmenutablesandagreatdealofother
configurableinformationthattheuserwouldnotnormallygettomodify;special
CPUflags,floppydrivesteprate,IDEtimeouts,theBIOSversionstringshownat
bootandsoon.MODBINandCBROMaretheoreticallysuppliedtoOEMsonly,for
factorycustomization.Inpractice,theyarereadilyavailableandapparentlytheirdis-
tributionisnotactivelysuppressed.TheimpressionIhaveformedisthattheBIOS
vendorsdon’tparticularlycareaboutkeepingtheseprogramssecret,buttheydon’t
wanttodealwiththetechnicalsupporteffortofreleasingthemofficially.

Inanycase,therealsoexistsanopen-sourceprojectcalledAwardMod,which
performsthesamegeneralfunctionsasCBROM.Themaindifferencesare:(a)itcan
legallybedistributed(IhaveincludeditontheCD-ROMwiththisbook),and(b)
beingaWindows-basedGUIprogram,itissomewhateasiertousethantheAward
command-lineutilities,thoughitisdefinitelyapieceofhackersoftware,andrather
idiosyncratic.Here’sascreenshotofAwardModwiththeAdvantechV1.21BIOS
loaded:
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AwardModcanworkwitheitherasingle-fileBIOSimage,orwithadecomposed
setofBIOScomponentsinsideadirectory.Toloadorsaveanimagefile(suitablefor
flashingontoaboardwithAWDFLASH),enterthepathandfilenameinthe“BIOS
Filename”box(orusethebrowsebuttonnexttoit)andclickLoadorStore.Toload
orsaveasetofcomponents,enterthepathtothedesireddirectoryinthe“BIOSDi-
rectory”box(or,again,usethebrowsebuttonnexttoit)andclicktheLoadorStore
button.

Fromtoptobottominthescreenshot,themodulesofAdvantech’sV1.21BIOS
forthePCM-5280are:thePnPextension,graphicsdatafortheEnergyStarlogo
shownatsystemboottime,theVGABIOS,theGeodeVirtualSystemArchitecture
(VSA)code,thenetworkbootextension,asmalldatastructuredescribingtiming
parametersfortheattachedLCD,andthemainsystemBIOScode.Thenumberin
thesecondcolumnisa“magicnumber”identifyingwhatkindofdataisinthemod-
ule.Somedocumentationdescribesthisfieldasthetargetsegmentaddressforthe
module.Thismayhavebeentrueonce,butitappearstobeobsoleteinformation;
now,itseemsthatthisnumberispurelymagic(i.e.,arbitrarilychosenfromsome
unpublishedtable).Notethatthefilenamesofthecomponentsareofnoimportance,
excepttotellaviewerwhat’sinthefile—thebootstrapcodeidentifiesthefunction
ofeachcomponentusingthemagicnumber.Youwillfindthatthesamemodulewill
frequentlyhavedifferentnamesindifferentBIOSversions.

BydumpingoutthecomponentizedversionsofV1.21andV1.22,wecouldim-
mediatelyeliminatethevideoBIOSandnetworkbootROMfromconsiderationin
ourproblem,becausetheywerebyte-for-byteidenticalbetweentheworkingV1.21
andbrokenV1.22BIOSes.ByswappingV1.21’smodulesonebyoneintoaV1.22
image,wedeterminedthatourvideoproblemlayintheVSAcode.Unfortunately,
thehardware-specificcodethathandlestheaudiocodecisalsointhismodule,
becauseitcontainsalltheaudioandvideovirtualizationroutines.So,transplanting
afixforthevideoproblemfromV1.21intoV1.23unavoidablybroughtinbrokenau-
diocode.Eventually,wefoundadifferentGeodeboardthatusedtheRealtekaudio
codecchip,mergeditsapparentlybug-freeVSAcodeintotheBIOSforthePCM-
5820,andwehadaworkingsystemagain.It’svitaltoperformthoroughtestingofall
boardfeatureswhenyoudoabreathtakingpieceofhackerylikethis,however—we
foundseveralVSAdumpsthatappearedtowork,butsubtleproblemsappeareddue
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tosmallimplementationdifferences—forinstance,inonecasetheMACaddressof
theon-boardEthernetportwouldcomeupas00:00:00:00:00:00,andinanothercase
theUSBportsdidn’tworkcorrectly.Rigoroustestingforthesekindsofissueswill
preventembarassmentand/orextracostsforyoulateron.

WhatisthisVSAcode,anyway?It’salargeblockofemulationroutines,code
thatrunsinthe“super-supervisor”SystemManagementMode(SMM)oftheGeode
processor.Amongotherthings,ithandlesspecialI/OprocessingforVGAtextmodes
(whicharen’tsupportedinhardwarebytheCS5530videochip),SoundBlaster
emulation,andothermanyothersimulated“virtualhardware”features.I’vereceived
conflictinginformationonthispoint,butitseemsthatsomeSBCvendors,atleast,
buytheirVSAcodeasa“blackbox”—iftheyencounteraprobleminthefield,they
passareportupthelinetoNational,andwhenanupdatedversionoftheVSAcode
arrives,deusexmachina,itgetsmergedintotheshippingBIOS—presumablyafter
sometesting.ThedownsidetothisarrangementisthatiftheVSAcodeiscausing
youaproblem,youcan’tget“real”technicalhelp,becausealmostnobodyinthe
knownuniverseunderstandstheVSAcode’stimingissuesandregister-levelprogram-
mingoftheGeodechipset.Perhapswewouldhavebeenabletofixourproblemby
switchingoffsomechipsetfeatureoralteringatimingvaluebeforestartingXFree86,
butintheendthesolutionwefoundwastogothroughallthehoopsabove.

Hopefully,thisanecdotehastaughtyoutwothings.First,nofirmwarechangeis
insignificant,andyoushouldtrytofreezethefirmwareyoushipinyourproducts,
wheneverfeasible.Second,unlessyourvolumesareenormousenoughtojustifya
customline-itemfromyourvendor,thevendorwillseemtoworkactivelytodefeat
thisgoal,soyouhavetobepreparedtodosomepotentiallytime-consuminglegwork
fromtimetotime.ThestoryIdescribedhereisclosetoaworst-casescenario(the
absoluteworstcase,ofcourse,beingaproblemthatrequiresyouactuallytodisas-
semble,reverse-engineerandpatchtheBIOScodeordatastructures).Hopefully,
youwillneverneedtogothroughasituationliketheoneweencountered.However,
ifyouareshippinganembeddedPCapplication,youmorethanlikelywillneedto
alterLCDparameters,defaultCMOSsettings,etc.andit’simportantyou’reawareof
thetoolsthatareavailabletoyou,becausetheSBCvendorswillwanttochargeyou
specialfeesfortheseservices.
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Notethatforcopyrightreasons,Ican’tincludeanyofthevendor-suppliedBIOS
customizationutilitiesontheCD-ROMwiththisbook;Icanonlypointouttheir
existenceanddemonstratetoyouwhatkindofthingstheycando.However,these
utilitiesarereadilyavailablebysearchingontheInternet.Unquestionablythe
definitivejumping-offpointishttp://www.biosmods.com/,whichcarriesmanyver-
sionsofthecustomizationutilitiesforpopularBIOSesforfreedownload.Paycareful
attentiontotheversioninginformationsuppliedwiththeseutilities.Althoughthe
programwillusuallyperformfairlythoroughversion-checkingwhenloadingaBIOS
image,therearesomanysubversionsandsub-subversionsofBIOScode,eachof
whichisvirtuallyacustomproduct,thatcautionisadvisable.



Encryptionand
DataSecurityPrimer

5C H A P T E R

209

5.1Introduction

Itisimpossibletobuildatrustworthycontrolnetworkunlessthetopicofsecurity
isaddressedanddesignedintotheproductfromthebeginning.Whetheryouare
designingasystemforyourownuse,orforinstallationintosomeindustrialorcom-
mercialapplication,youwillneedtoconsiderhowtoprotectitagainstsomelevelof
attackfromtheoutsideworld,andhowtoprotectrecordeddatafromtheftorforgery.

Althoughdatasecurityinvolvesphysical,proceduralandotherholisticaspects,
mostsecuritytechniquesinconsumerandcommercialapplicationsarecentered
aroundaddingencryptiontoexistingprotocolsanddataformats.Thisisprimarily
becauseencryptionischeap,beingprovidedby“free”software,anditisalsomuch
easiertoforceuserstoruna“secure”versionofaprogram(withencryptionfeatures
forcedtobeon)thanitistogetthemtochangetheirdatasecurityhabits.Notethat
encryptiontechnologyreallyembracestworelatedtopics:protectingvaluabledata
frombeinginterceptedandreadbypeoplewhoaren’tentitledtoreadit,andauthen-
ticatingtransmissionssothatcommandsfromuntrustedsourcescanbeidentifiedand
ignored.Thelattertaskinvolvesencodingorwrappingdatafromatrustedsource
withalayerthatcannotbeforgedbyathirdparty.Itdoesn’tnecessarilyinvolveen-
cryptingtheactualdatabeingtransmitted.Besurenottoconfusethesetwopoints.

Whenconsideringmeasurestoprotectyourdata,youmusttakeaccountofthe
followingfactors:
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■ Whatpartofthedataneedstobeprotected.Inmanyapplications,aconsid-
erableproportionofthedatathroughputdoesn’tneedtobeprotected;onlya
smallcoreofdataneedsprotection.Inothercases,itmaybenecessarytouse
differentlevelsofprotectionfordifferentclassesofdata.35

■ Whattypesofattackyouneedtoprotectagainst.

■ Resourcesavailabletoyou.Thisincludesanyspecialrestrictionsonyoursys-
tem;powerordutycyclelimitations,availableCPUhorsepower,andsoon.

■ Resourcesavailabletoyourpotentialattacker.Thisisusuallyafunctionof
themonetaryvalueoftheinformationbeingprotected.Exceptionstothis
ruleexist,ofcourse;forexample,disgruntledex-employeesormalicious
hackersmaybewillingtodedicateenormoustimeandinsomecasesstolen
distributedcomputingruntime.

Notethatencryptionalgorithmsarepoliticallyhotdiscussiontopics.Many
jurisdictionshave,andoccasionallyevenenforce,lawsthateitherpreventconsumers
fromusingcertainencryptiontechnologies,orrestrictthestrengthofthealgorithms
thatcanbeused.Someoftheselawsareintendedtoregulatetrafficin“armaments,”
i.e.,encryptiontechnologiesthatcouldbeusedbyanenemy.(TheUnitedStates,
whichwasonceafiercedefenderoflawsinthiscategory,haslargelyrelaxedits
requirements.ItusedtobeillegalforaUScitizentosellordisclosemostencryption
technologytoanynoncitizen.Now,itisonlyillegaltoprovidethesetechnologiesto
embargoeddestinations).

Theotherclassofencryption-relatedlawsisintendedtoenforceintellectual
propertyrights.Thebest-knowngolemamongtheselawsistheUnitedStates’
DigitalMillenniumCopyrightAct(DMCA),althoughsomeothercountrieshaveor
areproposingsimilarlegislation.AmongstthenumerousprovisionsoftheDMCA,
itisnowacrimeintheUnitedStatestodisclosemoreorlessanyinformationabout

35Forexample,ifyouwereimplementingasecureemailsystem,youmightwanttheentiremessage
(includingroutinginformation)tobeillegibletopeoplelisteningonthewire.Howeveryouwould
needtomaketheroutinginformationaccessibletomaildeliverysoftwareateachendofthecon-
nection.Youwouldn’twanttoallowsuchsystemstheabilitytodecryptthemessagebody,though.
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certainproprietarytechnologiesthatareusedforcopyprotection36.Regardlessofthe
originalintentionsofsuchlegislation—Ifindthemsuspectatbest—theneteffectof
theselawsistoinhibitfreediscussionofsuchcryptosystems.Forapracticalexample
ofthis,youneedlooknofurtherthanthedebacleaboutDeCSS,theencryption
systemusedoncommercialDVDs.

Theupshotofallthisisthatit’spotentiallycontroversial,andhenceinadvis-
ableformetoincludestrongencryptionsourcecodewiththisbook—soIhaven’t.
However,thisshouldnotbeaseriousimpediment:youcansimplyuseyourfavorite
websearchenginetofind“xxxalgorithmsourcecode”andyouareguaranteedtofind
exactlywhatyouwant.

Now,anyreferenceyoureadonencryptiontechnologieswillmakethefollowing
assertion,andI’dliketoreinforceitinyourmind:Securitythroughobscurityisan
illusion.Whatthismeansisthatanysystemthatbasespartofits“security”onthe
factthatthesystem’sstructureitselfissecret,isfundamentallyflawed.Itshouldbe
assumed,evenforrelativelylow-valueapplications,thatanyattackerhascomplete
knowledgeofthealgorithmsandproceduresinuse.Thereasonthisispractically
alwaystrueisverysimple:Ifyourapplicationishigh-value,high-security,thereis
afinancialincentiveforpeopletodiscoverhowitworks,nomatterhowsecretand
proprietaryitmightbe.Ontheotherhand,ifit’salow-valueapplication,you’re
probablyusingastandardcommercialproducttoprotectit,andcommercialprod-
uctsaresoldinsuchlargevolumethattheyshouldbeassumedvulnerabletosome
typeof“scriptkiddie”attack—thatis,anautomatedattackprogramwrittenbyone
knowledgeableperson,butwidelydistributedandeasilyoperatedbyanovice.The
encryptionusedinthepasswordprotectionfeatureofmanycommonarchivingpro-
gramsisafairlygoodexampleofthis.

Philosophyaside,inagoodcryptosystemtheonly“key”todecryptingagiven
blockofdataisthesecretkeythatwasusedtoencryptit,oranequivalentrelated
secretthatisonlyknownbyauthorizedpersons.Anyapproachtosecurity—andthis
extendsbeyondencryption,bytheway—shouldstartwiththeassumptionthatapo-

36Thisisn’texactlytheletterofthelaw,butit’sessentiallyhowthingsstand.Worsestill,it’seffective-
lyalmostaworldwidelaw—ifyouperformperfectlylegalreverse-engineeringin,say,Europe,then
visittheUnitedStates,youcouldbearrested.
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tentialattackerisfullyinformedaboutthesystemarchitecture.Theywillquitelikely
evenhavesourcecodetothesoftwareyouareusing.Touseaphysical-worldanalogy,
relyingonalgorithmsecrecyislikehangingyourfrontdoorkeyfromthedoorbell,
butconcealingthelocksothatapotentialthiefcan’tworkoutwheretoputthatkey.

Onacloselyrelatednote,others(particularlyvendorsofproprietaryencryption
products)willarguewiththefollowingstatement,butIstandbyitnevertheless:Any
closed-sourceproductorproprietaryalgorithmisinherentlyinsecure.Itisatbestvery
difficulttoperformrigorousanalysisonsuchproducts;generallyspeaking,it’simpos-
sible.Thesecurityofagivencryptosystemcanonlybeprovenmathematicallyupto
apoint;amuchmoreeffectiveproofistodocumentexactlyhowthesystemworks
andlettheworldofprofessionalcryptanalystsbeatonit,tryingtobreakit.Asystem
thatwithstandsexpertpublicscrutinywillwithstandprivateattack.Analgorithm
thatdoesn’tattractanyexpertscrutinywhenreleasedtothepublic’sgazeisprobably
notinnovativeorcontainsobviousflaws;whyuseitwhenwell-testedalgorithms
exist?Furthermore,evensecureencryptionalgorithmscanberenderedtotallyinef-
fectivebyimplementationsthatleakinformationanattackercouldusetodeducethe
encryptionkey(s).

Note,bytheway,thatwhenIusetheword“cryptosystem,”I’mreferringtoa
muchlargerconceptthansimplytheencryptionalgorithm.Merelyselectingarobust
encryptionalgorithmdoesnotasecuresystemmake,absentcarefulscrutinyofthe
entiresystemandthepathsyourdatacantakein,throughandoutofthatsystem.

Asanexample,Iwasoncecalledupontoworkonapieceofcommercialencryp-
tionsoftwarethatcomprisedtwoprincipallayers37;atthebottomlayer,thecomputer
onwhichthissoftwarewasinstalledhaditsentireharddriveencryptedatasector
levelwithaweakproprietaryalgorithm(topreventsimpletextsearchesfromfinding
directoryinformation).Atthetoplayer,theuserhadtheoptionofsuperencrypt-
ingspecificfileswithDES,whichatthetimewasconsideredsufficientlysecurefor
thetypeofinformationbeingprotected.Unfortunately,thissystemwasrelatively
easytobreak,toonedegreeoranother.BecausethestructureofaDOS-formatted
diskcontainsmanysnippetsofdatawithmeaningsdefinedbytheoperatingsystem,

37These“layers”refertocryptolayersonly.Thesoftwareitselfhadnumerousmodules,interlinkedto
makeitdifficultforuserstoaccidentallyuninstallorbypasstheproduct.
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theunencryptedcontentsoftheseareascanbeguessedbyanattacker.Thus,itwas
easytopenetratethelowerleveloftheencryptionsystemwithaknown-plaintext
attack.Alotofpotentiallysensitiveinformationwasthenimmediatelyaccessible,
unencrypted,intemporaryfilesandtheWindowspaging(swap)file.Inearlyimple-
mentationsoftheprogram,searchesthroughthepagingfilecouldevenoccasionally
findtheoriginalencryptionkey,inplaintext,exactlyastheuserhadtypeditinto
thekey-requestboxwhenencryptingordecryptingafile.

Anevenmoreblatantexampleofinsecureimplementationscanbefoundina
certainWindows-basedencryptionprogram(nolongeronthemarket)fromawell-
knownsoftwarepublisher.Theproductinquestionimplementsseveralstandard
algorithms—DES,1024-bitRSA,andacoupleofothers.Theimplementationsof
thesealgorithmsarelikelytobetextbook-correct.However,theproductis,byde-
fault,configuredtostoreuserkeysinakeyringfile.Thisfileispassword-protected;it
isencryptedwithaone-wayhashofsomeuser-selectedpassword.Theproblemwith
thisarrangementisthatthesecurityoftheentiresystemhingesonthesecurityofthe
hashalgorithmandthealgorithmusedtoencryptthekeychain.Forunknownrea-
sons38,thesoftwaredeveloperchosetouseonlya32-bitkeytoencryptthiscritical
datafile.Recoveringtheentirestoreofkeyscouldeasilybeaccomplishedbybrute
force;therebyunlockingalltheuser’sfilesdespitethefactthattheywereencrypted
with“secure”algorithmsandfairlylargekeylengths.

Thelatterexampleisanobviousexampleofhighsecurityalgorithmsdefeated
bylow-securitykeymanagement.Unfortunately,notallsuchexposuresofsensitive
keyinformationaresoeasytodetect.Itisfrequentlyrumoredthat(insertthename
ofyourfavoriteencryptionsoftwarehere!)hasbeendeliberatelystructuredsothatit
leaksafewbitsofkeyinformationhereandthere,insuchawaythatapersonwith
specialsoftwarecanexamineseveralmessagessentbyyouandtherebyrecoveryour
entirekey.It’spracticallyimpossibletorefutetheseargumentsconvincinglywith-
outfullpublicdisclosureofthesourcecode.So,I’mgoingtostateapersonaldogma:
Allclosed-sourceencryptionproductsshouldberegardedaspotentiallyrelyingon

38ConspiracytheoristswouldspeculatethattheNSAorsomesimilarbodycoercedthesoftware
publisherintomakingtheproducteasilybreakable.You’llhearalotofconspiracytheorieslikethis
ifyoudoanycryptographicwork.Someofthemareaccurate.
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“securitythroughobscurity”tosomedegree.Itisimpossibletoprovetheirimplemen-
tationtobesecure,andhenceyoushouldonlytrustencryptionsoftwareforwhich
thefullsourcecodeismadepubliclyavailable.Theonlyexceptiontothisrule—and
it’sapartialexceptionatbest—isthatifthisclosed-sourcesoftwareimplementssome
knownalgorithms,youcancompareitsciphertextoutputwiththeoutputprovided
byatextbookimplementationofthealgorithm,operatinginthesamemode,with
thesameplaintextinputandkey.Youshouldperformsuchtestingwithawidevari-
etyofrandomdata.Don’tuseindustry-standardtestvectors,orvectorssuppliedby
thesoftwarevendor—thesoftwaremightbedesignedtodetectthesespecialcases
and“playitstraight”becauseitknowsit’sbeingscrutinized.Bytheway,Idonot
meantoimplythatanycryptoproductwithanopen-sourcelicenseistrustworthy—
it’squitepossibletoimaginethataskilledcryptographercouldhideasubliminal
keyescrowchannelinhiscodethatyousimplycouldn’tobservebysimpleexamina-
tion,orevendetailedanalysis,ofthesourcecode.(Again,practicallyeverypopular
encryptionalgorithm—particularlyalgorithmsapprovedorrecommendedbygovern-
mentbodies—hashadaccusationsofthisnatureleveledagainstit).Thepointisthat
it’smuchhardertohidedirtylaundryofthiskindinanopen-sourceproduct.

Ifyou’restartingtobecomesuspiciousandparanoidatthispoint,thencongratu-
lations—andwelcometotheworldofdatasecurity.I’dofferyouadrink,butyou
probablywon’ttrustmeenoughtotakeit.

5.2ClassesofAlgorithm

Intheoverallcontextofacompletecryptosystem,thereareseveraltypesofalgo-
rithmswhichyoumayneedtouseinordertoachieveaspecificblendoffeatures.
Probablythemostfamiliartypeofcryptographicalgorithmisthesymmetric-keyci-
pher.TheancientandvenerableDESencryptionstandardisanexampleofthistype
ofalgorithm.Itschiefcharacteristicisthatthereisasinglesecretkeywhichmustbe
knowntoboththeauthorandrecipientofamessage.Formany(butnotall)sym-
metric-keycryptosystems,thereisasingletransformationfunctionwhichperforms
boththeencryptionanddecryptiontasks.IfwetakeadatablockD,applythetrans-
formationfunctionFwithkeyK,yieldinganencrypteddatablockD′,wecantake
D′,runthesametransformation(withthesamekey)overit,andgetDbackagain.
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Symmetric-keyciphersareusuallyfast,andgenerallyareselectedforhigh-band-
widthbulkdatatransfers.Onemajordownsidetothesealgorithms,however,is
theneedforbothpartiestoknowthesecretkeyK.Ifyouwanttotalktosomeone
securely,somehowyouneedtogetthekeytothemwithoutanyoneeavesdropping
ontheconversation.Clearly,it’simpracticaltocommunicatethekeyintheclear
(unencrypted)overyourregularcommunicationchannel;ifitwassecureenoughfor
suchtraffic,youwouldn’tneedtohavethisadditionalcryptosysteminthefirstplace.
Ultimately,youneedtoestablishsomesecurechannel(bondedcouriers,forin-
stance)todeliverthesecretkeymaterial,andthisisanexpensiveanddifficulttask.

Asymmetric-keyalgorithmssolvethisproblembysplittingthekeyintotwo
halves,referredtoasthepublicandprivatekeys.Anydataencryptedwiththepublic
keycanonlybedecryptedwiththeprivatekey,andviceversa.Thekeygeneration
mechanismisdevisedsothatitiscomputationallyunfeasibletocalculatethepri-
vatekeyfromthepublickey.Thebeautyofthissystemisthatyouandyourfriend
cangiveeachotheryourpublickeysoveraninsecurechannel,andnotworryabout
eavesdroppers.Whenyousendamessagetoyourfriend,youencryptitwithhis
publickey.Theonlywayitcanbedecryptediswithhisprivatekey,whichonlyhe
knows.Similarly,hisrepliestoyouareencryptedwithyourpublickey,andonlyyou
areprivytothecorrespondingprivatekey.

Othermoreorlessspecial-purposealgorithmsexist.Forexample,thereisaclass
ofshared-secretalgorithmswherethedecryptionkeyisbrokenintoanumberof
parts.Thealgorithmisdesignedsothatthecompletekeycanbereconstitutedby
bringingtogetheranymofntotalparts,wheremandnareselectedaccordingto
thecustomer’sneeds.Suchalgorithmsaretypicallyused,inthecommercialworldat
least,forescrowingkeystoinformationthatmustbekeptsecretfromeverybodyin
thecompany,butwhichiscriticaltothebusinessandmustberecoverableifsome-
thinghappenstooneormoreofthefewpeoplewhoknowit.Forexample,ifyou
workatacompanythatrequiresyoutoencryptallyourdatawithakeythatyoukeep
absolutelysecret,theymightimplementatwo-of-threesharedsecretsystem;one
secret(A)willbeknowntobothyouandMIS,onekey(B)willbeyourprivatekey,
knowntoyoualone,andonekey(C)willbeknowntoMISonly.Withthissystem,
younormallyusekeysBandCtoencryptyourfiles.Ifyouleavethecompanyand
don’ttellanyoneyourkey,MIScanstillrecoverallyourfilesbycombiningkeysA
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andC.Yourco-workerinthenextcubiclewon’tbeabletolookatyourfilesbecause
heonlyknowsA(andmaybenoteventhat);hehashisownprivatekeyB′,which
won’thelphimgetintoyourdata,andhedoesn’thavetheMISmasterkeyC.

Alsoessentialformanycryptographicapplications,althoughnotanencryption
algorithminitself,isasecurerandomnumbergenerator(RNG).“Secure”inthis
contextmeansthattheRNGgeneratesastreamofoutputbitswhichareentirely
unpredictable.Amongotherthings,thismeansthatobservationofevenaninfinite
numberofoutputbitswillnotgivethevieweranyabilitytopredictthenextbit.Fur-
ther,thedistributionofbitsshouldbeperfectlyuniform;goodrandomdataiswhite
noise.Unfortunately,computersaredeterministicstatemachines—thereisnowayof
generatingastreamoftrulyrandombitsinsoftwarealone.Thebestthatcanbedone
istogenerateapseudorandomsequence,whichrepeatsaftersomelonginterval.The
cornerstoneofacryptographicimplementationthatreliesonpseudorandomnum-
bersisfindingsometrulyrandom“seed”informationtoselectanarbitrarystarting
positioninthepseudorandomsequence.Someprogramsusetheuser’skeystroke
latencies;someusereal-timeclocks,andsoon.Ultimately,noneofthesemethods
(alone)issecureenoughtobereliedupon;hardwaresolutionsmustbesoughtifpos-
sible(forexample,recentPentiumprocessorshaveagoodhardwareRNGbuiltinto
thechip).Ifyoucan’taddtruerandomnumberhardware,thenareasonablesecond
bestistocombineseveralsourcesofpotentiallyrandominformationtoobtainyour
seed.RSALaboratoriespublishesavarietyofinterestinginformationonthisand
othertopics;theirpapersarewellworthreading.Youcanvisittheirwebsiteat
http://www.rsasecurity.com/rsalabs/.

Asymmetric-keysystems,mentionedearlier,canbeusedtoperformmessage
authenticationinadditiontosimpleencryption.Inordertoachievethiswhile
stillleavingthemessageinplaintext(oftenarequirementfordigitalsignatureal-
gorithms),itisnecessarytohaveanotherclassofalgorithm—asecurehashing
function.Agoodhashfunctionwillgenerateveryunpredictableoutputforagiven
changeininputbits.Youcanthinkofitasaverygoodpseudorandomnumbergen-
eratorwherethemessagetobetransmittedconstitutestheseed.

Inthenextfewsections,wewillapplysimpleanalysistechniquestoafewcom-
mondatasecurityscenarios,tosuggestcryptosystemsthatareappropriatetothetask.
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Pleasenotethatthefollowingsuggestionsarenotexhaustive—therearemanyways
toskinacryptographiccat.Theaimistoshowyouthesortofthinkingyou’llneedto
doinordertopickagoodmatchofcryptographictechnologyforaparticularjob.

5.3ProtectingOne-WayControlDataStreams

Letusconsideraremote-controlledhobbyistaircraft,ormorespecificallythelink
betweenthecontrolboxandthevehicleitself.Inthisapplication,thedatatobe
protectedisarelativelylow-bandwidthstreamofcontrolinformation.Thereal-time
characteristicsofthisareveryimportant;ifcontrolinformationisdelayed,thecraft
willprobablycrash.Becausetheaircrafthasweightrestrictions(andbyimplication
powerrestrictions),wecanalsosafelyassumethatonboardcomputationalresources
availablewillbelimited.Similarly,thecontrolboxislikelytobehandheldandbat-
tery-powered,soitwillalsohavecomputationallimitations.Thepotentialattackers
wecananticipatearepeoplewhowanttosubvertthecontrolstreamandeithersteal
theaircraftorsimplymakeitcrash.Ourlikelyattackerwill,atbest,havealaptop
computerorotherrelativelylow-powercomputingappliancetoattempthisattack
(althoughit’snotinconceivablethatsomeonecouldhaveawirelessInternetconnec-
tionanduseadistributedcomputingattack,itdoesseemveryunlikelythatanyone
wouldgotothistrouble).

Afewotherpertinentfactsaboutthissystemareasfollows:

■ Beforelaunchingtheaircraft,wecanestablishaknownsecurechannelto
its“brains,”forexamplebyattachingaphysicalcablebetweenthecontrol
boxandaircraft.Thus,weknowthatwecantransmitkeyinformationtothe
vehiclewithnopossibilitythataneavesdropperwillpickitup.

■ Becauseit’seasyforustoconnecttothevehicle’scomputer—wehavephysi-
calaccesstothevehiclewheneverit’sontheground—itisfeasibleforusto
changetheencryptionkeyeverytimewelaunch.

■ Thecontrolsessionhasafairlylimitedduration(theenduranceofthevehi-
cle’spowersource—minutesorhoursatmost,notweeksoryears).Recordings
ofcontrolsessionsareofnointeresttoanattacker—heneedstosubverta
controlsessionwhileit’sactuallyinprogressinordertoachievehisgoals.
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■ Wehavegoodphysicalcontroloverallcomponentsofthecryptosystem,so
wedon’tneedtobeoverlyconcernedthatsomeonecouldstealapieceof
equipmentwithavaluablekeyinit.Anykeyinformationstolenthiswayis
worthless,becauseitrelatesonlytoapastcommunicationsession.

Withallthisinformationinhand,areasonablechoiceofcryptosystemforthis
applicationisamoderate-security(say,64-bit)symmetricalgorithm,optimizedfor
speed.Thecomplexityofthealgorithmshouldbechosentostrikeabalancebetween
computationalresourcesavailableonboardthevehicle,andthecomputational
powerwebelievetheattackercanbringtobearduringthetimeperiodofatypical
communicationssession.(Inotherwords,ifweweredesigningsomeadvancedradio-
controlledsolarplanethatcouldstayaloftforweeks,weshouldchooseastrongerkey
widththanforatypicalplanethatwillonlyflyforanhourorsowithoutrecharging).
Furthermore,inordertoguardagainstthepossibilitythatanattackermightintercept
onecommunicationssession,takeithomeandcryptanalyzeitatleisure,weshould
useadifferent,randomkeyeverytimewelaunchtheaircraft.

5.4ProtectingOne-WayTelemetry

Aone-waytelemetrylinkisaninterestingreversalofthescenariodescribedinthe
previoussection.Thedifferencebetweentelemetryinformationandcontrolinfor-
mationisthattelemetryfrequentlyremainsvaluablelongafterit’scollected,which
controlinformation(generally)doesnot.Inthiscase,wemayberelyingonthecryp-
tosystemtoprovidebothauthentication(verifyingthatthetelemetrywe’rereceiving
isactuallycomingfromthesourceit’ssupposedtobecomingfrom)andencryption
(makingsurethatotherpeoplecan’tuseourcollecteddata).Anexampleofthissort
ofapplicationmightbestockcontrolusinghandheldwirelesstransmitters.Youwant
tobesurethatonlyauthorizedpersonnelcancheckstockoutofinventory;youalso
wanttoavoidbroadcastingtheexactcontentsofyourwarehousetoeveryoneinthe
neighborhood.

Again,let’slookatourrequirements.Oncemore,wehavearelativelylow-
poweredhandheldtransmitter,butit’sfeasiblethatitcouldbeareasonablyspeedy
32-bitpart,perhapsanARM7microcontrollerwithanLCDcontrolleron-chip.
Let’sassume,however,thatitistooslowtoimplementanasymmetricalgorithm.Itis
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probablysafetoassumealsothatwecancollectthetransmittersattheendofevery
dayandperformsomephysicallinktothem.Ouraim,forthesakeofargument,isto
preventthecompetitoracrosstheroadfrominterceptingourshipmentordersand
deducingwhichproductswe’resellingbriskly.(We’reinacut-throatbusiness.Ifour
competitorfindsoutthatourleft-handedwidgetsaresellingquickly,hemightchoose
toundercutourprice,evenifitmeansanetlosstohim,anddriveusoutofthemar-
ket.Orifheseesthatwe’reusingahugequantityofsomeparticularpart,maybehe’ll
trytobuyupstocksofthatpartandraisethemarketpricetodamageouroperations).
Asmallamountofdataleakageisacceptable.

Wecansatisfyallourrequirementswithasystemthatcomprisesthefollowing
features:

■ Thetransmittersuseasymmetric-keyalgorithmwithakeywidththat’srea-
sonablyhardtocrackwithcommercial-gradecomputationalpower.

■ Eachtransmitterhasaserialnumberthatcanbereadoutusingaphysical
connectiontotheunit.

■ Employeesareinstructedtoputthetransmittersontocharge/reprogramming
stationsaftereveryshift.

■ Eachunitisloadedwithanewrandomkeywhenitisputonthecharge
station.Thestationinterrogatestheunittofindoutitsserialnumber,and
informsthecentralcomputer(overasecure,wiredlink)oftheserialnumber
andtheassignedkey.Nomechanismisprovidedforthecurrentkeytobe
readoutoftheunit.

■ Everytransmissionfromtheunitisencryptedwiththekeyassignedforthis
specificunitforthisshift.Sincethisisconstantlychanging,ifourattacker
happenstobreakaparticularkey,hecanonlyrecoveroneshift’sworthof
messagesfromonehandheldunit.

■ Thestock-controlcomputerisoff-site.Allstockadd/removerequestsare
forwardedtothestock-controlcomputerverbatim;thatis,thelocalreceiver
hardwaredoesnotrememberassignedkeys,andthereisnoon-siteinforma-
tiontodecryptthoseon-airmessages.
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NotethatIhaven’texplicitlydiscussedthecryptosystemthatprotectsthelink
betweenthiswarehouseandthecentralcomputer;I’veassumedthatit’sstrongand
reliable.Onegoodchoicewouldbetouseanasymmetricalgorithm,wheretheran-
dom-key-generatorboxinthewarehouseusesthecentralcomputer’spublickeyto
encryptitsreportsonwhichkeyshavebeenassignedtowhichunits.

5.5ProtectingBidirectionalControl/DataStreams

Manyofthesortsoflinksyou’lldealwithwillbefullybidirectional.Forinstance,
youmighthaveanapplicationwithanembeddedwebserverthatcanbeusedto
controltheapplianceaswellasretrievingdatafromit.Protectingsystemsofthissort
isaninterestingtopicwithseveralsolutions,dependingonwhatyournetworklooks
likeandthelevelofsecurityyourequireversusthedegreeofannoyanceyouarewill-
ingtoendure.

Probablythebestwayofsecuringyourdatalink(shortofaone-timecodepad)
istouseawide-keysymmetriccryptosystem.It’sfast,it’ssecure—itworksverywell.
Theproblemisthatkeymanagementisdifficult—ifyouhaveonesinglekeythat’s
usedforallappliances,thatkeybecomesaverytemptingtargetandanappallingly
riskysinglepointoffailure.Ontheotherhand,ifyouhaveadifferentkeyforevery
applianceyoutalkto,managingallthosekeysbecomesabigchore.Furthermore,you
havetofindsomewayofdeliveringthosekeyssecurely,whichputsyoualmostback
atsquareone,lookingforasecurecommunicationschannel.

Agoodsecondbest—potentiallymoresecure,butnotalwaysfeasible—isto
useanasymmetric-keyalgorithm.Atthestartofthecommunicationslink,thetwo
partiesexchangepublickeys,andusetheotherperson’spublickeytoencryptdata
theyaresending,andtheirownprivatekeytodecryptdatatheyarereceiving.This
techniqueis,however,usuallyavoidedduetothehighcomputationrequirementsof
asymmetric-keyalgorithmswithreasonablywidekeys.

Onesystemthatworksaroundthisissuequitewellistouseacombinationof
asymmetric-andsymmetric-keyencryption.ThissystemisfrequentlyusedforIn-
ternetcommunicationsprotocols;infact,IwrotetheencryptionsystemforaVPN
tunnelingpackage,usingthistypeofmethodology.
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Thewayitworksisasfollows:Letusimaginetwousers,AliceandBob.Alicehas
aprivatekeyAandapublickeya.BobhasaprivatekeyBandapublickeyb.Inreal
implementations,A,a,Bandbarefrequentlyrandom,andaresometimesgenerated
immediatelybeforeaconnectionisestablished.Tobeginacommunicationssession,
AlicefirstsendsatoBob.Thistransmissiondoesn’tneedtobeencryptedinanyway.
Bobrespondsbypickingarandom(symmetric)sessionkeySB.HeencryptsSBwith
Alice’spublickeya,yieldingSB′andsendsbackamessagethatcontainsthisSB′,
alongwithhispublickeyb.Anyonelisteningtothetransactioncan’tworkoutSB
becausetheydon’tknowAlice’sprivatekeyAandcan’tfeasiblydeduceitfroma.

Atthispoint,AliceusesAtodecryptSB’andtherebyreconstructalocalcopyof
SB.ShenowgeneratesasecondrandomsymmetricsessionkeySA.Thisisencrypted
withBob’spublickeybtoyieldSA′.AlicenowsendsBobanothermessage,contain-
ingSA′.BobuseshissecretkeyBtodecryptthisandreconstructalocalcopyofSB.
Secretsessionkeyshavenowbeensecurelyexchanged;thelinkisalmostreadyto
use,butshouldfirstbetested.Forsomeunfathomablereason,someimplementations
Ihaveinspectedchoosetoperformthislinktestbyencryptingsomeknown,con-
stantpieceofdata(forexample,“Haveaniceday”)andsendingitacrossthelink.
Thisisaveryserioussecurityflaw,becauseitgivesanyattackerafreeheadstartin
crackingthesessionkeys.AmuchbetterideaisforbothAliceandBobtogener-
ateasmallblockofcryptographicallysecurerandomdata.Theymaketwocopiesof
thedata;oneisencryptedwiththeotherparty’spublickey,theotherisencrypted
withtheappropriatesessionkey.Thesedoublepacketsarethenexchanged.Each
partyuseshisownprivatekeytodecrypttheasymmetrically-encryptedcopyofthe
randomdata,andtheappropriatesessionkeytodecrypttheothercopy.Ifthetwo
copiesmatch,thenthelinkisknowngood,andthetesthasbeencarriedoutusinga
methodthatdoesn’tleakanyinformationtoaneavesdropper.

Fortheremainderofthesession,BobusesSBtoencryptdataheistransmittingto
Alice,andSAtodecryptdatahehasreceivedfromAlice.Conversely,AliceusesSA
toencryptdatasheissendingtoBob,andSBtodecryptdatareceivedfromBob.This
handshakingprocesscanberepeatedasoftenasdesired,toenhancesecurity—inthe
tunnelingapplicationImentioned,forexample,newsessionkeysweregenerated
every15minutes.Thealgorithmsbeingusedwere2kbitRSAandtripleDESforthe
asymmetricandsymmetricmodules,respectively.
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ThemainvulnerabilityofthesystemasI’vejustdescribeditisthatitdoesn’tpro-
tectatallagainstsomeonewhositsbetweenAliceandBobandwhocanpreventthem
fromhearingeachotherdirectly.SuchanentitycouldpretendtobeBobwhenhe’s
talkingtoAlice,andAlicewhenhe’stalkingtoBob.Youcouldavoidthispossibility
byexchangingthepublickeysaandboveraknown-to-be-trustedchannel.Itdoesn’t
havetobeasecurechannel(eavesdroppersareokay),itjusthastobeguaranteeable
thatthereisnobodyinbetweeninterceptingandmodifyingcommunications.Inthis
way,thepublickeyitselfbecomesanauthenticationtoken.Atthestartofeachsession,
AlicecansendBobatestmessage(inplaintext),alongwithahashofthemessagethat
hasbeenencryptedwithherprivatekeyA.Bobcanhashthemessagehimself,decrypt
Alice’shashwithherpublickeya,andcomparethetwohashes;iftheymatch,then
heiscertainthathe’sreallyspeakingtotheownerofpublickeya.Similarsignatures
shouldbeaddedtothehandshakingmessagesdescribedabove.Anentitybetween
AliceandBobwillnotknowtheirprivatekeysandwillbeunabletofakethesemes-
sages.Givenasecurehashalgorithm,hewillalsobeunabletofakeoutthetestmessage
contentsinsuchawayastogeneratethecorrectencryptedhash.

5.6ProtectingLoggedData

ConsideraprojectlikeE-2,orperhapsmoreaccuratelyconsidertheprobablespecifi-
cationsofagovernment-sponsoredversionofsuchadevice.Ifyou’resendingarobot
toperformsurveillanceduties,it’sveryimportantthatthedataitrecordsshouldnot
berecoverablebyathirdparty.Thisisaveryinterestingproblem.We’renotmerely
protectingsomeephemeraldatalinkagainstattack—wehavetoassumethatthe
vehicleitselfwillfallintoenemyhands.Wewanttoensurethattheycan’tdiscover
whatthevehiclelearned.Wewouldalsoliketoavoidthepossibilitythatanenemy
couldcapturethevehicle,overwriteitslogwithfalsifiedinformation,andthensend
thevehiclebackonitswaytodeliverfakeinformationtous.

Notethatitisnotacompletesolutionsimplytomovetheloggingfunctioninto
ourmonitoringstationandoutofthevehicleitself.Iftheenemyinterceptsand
recordsthedatalink,thencapturesthevehicle,they’vegotallthetimeintheworld
torecoverthekeysanddecrypttheirtranscriptofthetelemetryuplink.Besides,in
someapplications(submarines,forinstance!)it’sverydifficulttoestablishaguaran-
teedreal-timetelemetrylinkbacktohomebase.



223

EncryptionandDataSecurityPrimer

Thisfactimmediatelyleansusawayfromsymmetric-keyalgorithms.Ifwewere
usingasymmetric-keysystem,wewouldhavetohavethekeyitselfstoredinthe
appliance,readyforanattackertorecover.Therearesomespecializedprocesses
(chemicalsecuritycoatingsforthedice;thesecoatingsreacttolightoratmospheric
exposureanddestroythechipcontents)thatcanbeappliedtocryptographicmicro-
processorsandASICstopreventkeyrecovery,butthey’reveryexpensiveandthere’s
ariskthattheycouldbedefeated.

Abetterapproachistouseanasymmetricalgorithm,wheretheloggingdevice
knowsapublickey,whichisusedtoencryptallstoreddata.Anyonewhorecovers
theunit,eveniftheyteardownthehardwareandreverse-engineeritfully,willnot
beabletorecoverordeducethematchingprivatekey.Theproblemnowbecomes
oneofauthentication.Howcanwebesurethattheenemyhasn’tcapturedthe
device,reverse-engineereditandgeneratedafakelogusingthepublickeythatwas
storedinit?Thisisamuchtoughernuttocrack,anditwillmostlikelyultimately
boildowntosomelevelofhardwaresecurity.Forexample,youcanhavethelog
datarunthroughapieceofseparatehardwarethatsignsthelogentriesbeforethey
arestoredtodisk.Thispieceofhardwarecanbeburied(physically)deepinside
theappliance.Intrusionsensorscanthenbeusedtodetectreverse-engineeringand
destroythecontentsofthesignaturemodule.Hardwarelikethisisoftenalsotime-
sensitive—itrequiresallcommunicationstobeonaregularschedule,otherwiseit
self-destructs.Thispreventsanenemyfromfreezingthesystemandgainingleisure
timetothinkabouthowtoattackit.

It’salsovital,inanapplicationlikethis,toensurethatsensitiveinformationisn’t
storedtemporarilyinunencryptedform.Forinstance,wemightbeusingadigital
cameratocaptureimagesintoRAM;theyarethencompressed,encryptedandstored
onaharddrive.Anattackercouldopenthedevice,freezethemicroprocessor(by
haltingtheclocksignal)andusealogicanalyzertoreadoutthecontentsofthe
RAM.Protectingagainstthesesortsofissuestendstobecomeamatterofsimply
closingwindowsasquicklyaspossible.InthespecificcaseIjustmentioned,you
shouldcompressandencrypttheimageimmediatelyitisacquired,thenerasethe
unencryptedbuffer.
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Ifyouareusinganoperatingsystemthatimplementsvirtualmemory,youshould
alsomakeabsolutelycertainthatmemoryusedforsensitivedatadoesnothave
virtualmemorybehindit.Secureoperatingsystemsaredesignedtotaketheseissues
intoaccountimplicitly.

5.7WheretoObtainEncryptionAlgorithms

Linuxkernel2.4.24includesacomprehensivecryptographicsubsystemwithnumer-
ousalgorithmspre-implementedandtestedforyou.

■ MD4(RFC1320)andMD5(RFC1321)digestalgorithms.

■ SHA1(FIPS180-1/DFIPS180-2)hashalgorithm.

■ SHA256,SHA384andSHA512(DFIPS180-2)hashalgorithms.

■ DES(FIPS46-2)andTripleDESEDE(FIPS46-3).DESisaratherhoaryold
56-bitsymmetric-keycryptosystem,formerlyconsideredadequateforcivilian
communications.Exceptforbackwardscompatibilitywithotherproducts,
DESshouldbeconsidereduselesslyobsolete—AES,below,wasintendedto
replaceit.

■ Blowfish,a32to448-bitsymmetric-keycipher.

■ Twofish,a128/192/256-bitsymmetric-keycipher.

■ Serpent,an0to256-bitsymmetric-keycipher.

■ TheFIPS-197AESalgorithms,i.e.,Rijndaelwithkeysizesof128,192or256
bits.

■ CAST5/CAST-128(RFC2144)symmetric-keycipher.

Asymmetric-keycryptosystemsareconspicuouslyabsentfromtheabovelist.
(Thisappearstobemorebecauseofpatentrestrictionsthangovernmentregulation).
Youmaywanttovisithttp://www.thefreecountry.com/sourcecode/encryption.shtml,
whereready-to-runsourcecodeformanypopularalgorithmsisavailableforyouto
download.



225

EncryptionandDataSecurityPrimer

Warning:Many,ifnotall,ofthesealgorithmsarepatented.Youshouldconsult
localfair-uselegislationbeforeusingthemforanycommercialorpublicizedpurpose.
Privateresearchisusuallycoveredbyfair-uselawsandcangenerallybepursued
withoutfearofreprisal,butinsomecases(DMCAagain!)evenprivateresearchis
prohibited.
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6.1Introduction

You’llrecallthatintheintroduction,Isaidthatmytargetreadershipisfamiliarwith
eitherLinuxapplicationprogrammingorembeddeddevelopment.Thischapteris
mainlyaimedattheformercategoryofreader;mostembeddeddevelopersshouldbe
familiarwithmostofthematerialinhere.

Inthischapter,I’lldescribealittleoftheengineeringbehindfaultdetection
andmitigation.Morespecifically,I’lltalkabitaboutthefaultdetectionandfailsafe
mechanismsIhaveputinE-2.Therearenumerousexcellentreferencesonthemore
generaltopic,andifyoureadthemyou’llbestruckbythelossoflifeandfinancial
costsoftheanecdotestheyusetoillustratetheirexamples.Tworeportsthatyou’ll
findtobemostinterestingreading(theyaretheusualstartingpointfordiscussionsof
softwarereliability)arethereportonthedemiseoftheEuropeanSpaceAgency’sfirst
Ariane-5rocket,andthereportonthefailuresoftheTherac-25radiotherapyunits.
Aquickwebsearchoneitherofthosetopicswillleadyoutotheoriginalreports.

FailuresinE-2’ssoftwareandfirmwarewon’tbringdownanynationalbudgetsor
killanyone,butlossofthecraftdoesrepresentahugefinancialsetbackformeper-
sonally.Asaresult,thefirmwareisstructuredtowardsrecoveryofthevehicleafter
anyfailure.Thisreflectsmyparticulardesignpriorities.Ifthiswereagovernment
project,itwouldquitepossiblybedesignedwithdatasecurityasitsfirstpriority—the
hardwarewouldbeconsideredexpendable.
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6.2DangerousExceptionConditionsandRecoveringFromThem

Inanalyzinghowtoprotectasystemagainstenteringunknownorillegalstates,you
willneedtocreatealistofthings—voltages,memoryvariables,andsoon—thatcan
bemonitored.Ofonlyslightlylesserimportancethananalyzingthedevice’spossible
failuremodes,however,istodecideexactlyhowtorecoverfromaproblemdetected
inoneoftheparametersyou’remonitoring.Atypicalanalysiswouldidentifythe
following:

■ Theparametertobemonitored.Forexample,thismightbeananalogvoltage
(perhapscorrespondingtosomereal-worldmeasurementsuchastempera-
ture),thestateofavariable(acounter,forinstance).

■ Arangeofvaluesforwhichtheparameterisconsideredwithinnormaloper-
atinglimits.

■ Arangeofvaluesforwhichthesystembehaviorshouldbetemporarily
constrainedinsomeway,andaclearlydefinedrecoverymethodology.Forin-
stance,ifabatteryisoutsideitsrecommendedchargetemperaturerange,the
systemshouldnotenablecharging.Ontheotherhand,thisisnotnecessarily
anerror;thebatterymayjusthavebeenbroughtinfromacoldenvironment,
orsomethingofthekind.Thesystemshouldallowsomeperiodoftimebefore
declaringafatalerrorcondition.

■ Arangeofvaluesforwhichthesystemshouldbepartlyorwhollyshutdown,
andtheoperator(ifany)informedofaseriousproblem.

■ Analysisofwhichsystemfunctionscanstillbeprovidedifapartialshutdown
occurs.Forinstance,ifyourcar’sECMdetectsenginesensorproblems,itcan
switchintoanemergency“limp-home”mode,whereitoperateswithconsid-
erablyreducedfuelefficiencyorotherundesirablebehavior,butitcanatleast
functionsufficientlywelltogetyouoffthehighway.

■ Anestimateofthetimeavailablebetweenanexcursionfromnormalvalues
andaphysicalsystemproblem(explosionofabattery,forinstance!)

■ Preferably,ameanstocross-verifythatthevaluebeingreadcorrespondsto
theactualsystemstate.
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■ Externalinterlocksthatcanclamprelatedsignalsoreffectsautomaticallyif
thegivenparametergoesoutofrange.

E-2monitorsalargeamountofenvironmentalinformationaspartofitsnormal
missionprofile.Someofthisinformationcanbeusedtodetermineifthesystemisin
danger.Mostofthedangerconditions(forourlimiteddefinitionoftheword“dan-
ger,”anyway)occurwhenthevesseliscompletelysubmerged.Forthisreason,the
focusinE-2isonbringingthevehicletothesurface,ifpossible.Ifthat’snotpos-
sible,thesecondaryemphasisisonadvertisingthevessel’slocationsothatitcanbe
recovered.Thereisamodulededicatedentirelytoenergymanagementandvehicle
recovery;ithasitsownindependentpowersupply.

Here’salistofsomeofthethingswemonitorandrecoverystepswetake:

■ Theabsoluteexternalwaterpressure,andthedifferentialpressureacrossthe
hull.Thevehiclehasanemergencycanisterofcarbondioxide(connected
totheinteriorcompartmentoftheboatviaasolenoidvalve)whichcanbe
usedtopressurizethehullandexpelwater.Ifthepressuredifferentialacross
thehullexceedsratedlimits,weaddgaspressuretotheboattoreducewater
leaks.Iftheexteriorpressurefallsbelowtheinteriorpressure,weopenasec-
ondvalveinthekeeltoreleasegaspressure.Thispreventsthevehiclefrom
causinginjurieswhenit’sopenedatthesurface.

■ Internalbilgesensors.Somewaterinthebottomoftheboatisinevitable,but
ifitrisesaboveacertainthresholdlevel,theCO2cylinderisfired,thekeel
valveisopened,andtheboatiscommandedtosurface.

■ Systembatterystate.Thevesselhasamainbattery,usedtopoweritformost
ofthemission,andareservebatterythatcanbeusedforemergencyma-
neuvers.Ifthecontrolmoduledetectsthatthemainbatteryislow,itaborts
whateveractivityisinprogress,disconnectsnonessentialmodules(camera,
SBC,andsoon)fromthepowerbus,andswitchestothereservebattery.The
vehicleisthencommandedtosurface;diveplanesarebroughttoamildrising
angle,therudderisstraightened,andthemotorsarecommandedtohalf-
speedahead.



230

Chapter6

■ Internaltemperatureofmotorsandbatterycompartment.Risingmotortem-
peratureindicatesafrictionproblem,andcanabortthemission.Abnormal
batterytemperaturesmayaffecttheirabilitytodelivercharge;again,ifthings
gettoofaroutofrange,weabortautomatically.

■ Ifthesystemandreservebatteriesarebothlow,orifnochangeisdetected
inexteriorpressureduringanemergencysurfacingoperation,asolenoidis
triggeredtoreleaseasmallpolystyrene-foambuoy,tetheredtothevehicleby
fishingline.Itishopedthatthisbuoycanreachthesurfaceandindicatethe
vehicle’sposition.

■ Onceanemergencyrecoverysituationisdeclared,therecoverymoduledisas-
sociatesitselffromthevehicle’smainpowerbusandbeginstransmittingan
intermittentacousticbeaconandblinkinganarrayofwhiteLEDs(witha
verylowdutycycle).Therecoverymodule’sbatteryiscalculatedtooperate
itinthismodeforabout72hours,whichshouldbelongenoughtofindand
recoverthevessel.

Eventheexternallightlevelhaspotentialsystemsurvivabilityvalue,although
inthecurrentdesignthisinformationisusedonlytodeterminewhetherthevehicle
shouldturnonitsexteriorlightsornot.AfutureversionoftheE-2projectwill
includesolarcellsforlong-rangemissions(primarily,floatingaboutinthemiddleofa
bodyofwater,collectinglong-termdata—thesolaroptionisnotintendedtoincrease
travelrangesignificantly).

6.3On-Chipvs.Off-ChipWatchdogHardware

Mostmicrocontrollershaveanon-chipwatchdog.Thisisasimpletimercircuitthat
resetsthemicroifitdoesnotreceivesomeregularsignal(referredtoasa“kick”).
Thegreatthingabouton-chipwatchdogsisthattheyarefree.Thedownsidetothem
isthatyou’restuckwithwhateverthemanufacturerthoughtsuitabletoimplement,
andthiscanleavealotofgapsinyourarmoragainstrunawayconditions.Herearea
fewcommonshortcomingsofwatchdoghardwareingeneral:
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1. Somewatchdogscanbemanuallydisabledaftertheyhavebeenexplicitly
enabled.Thisisaverybaddesignflaw.Agoodwatchdogshouldbeenabled
byaregisterwriteorsimilaroperation(oncethesystemhasfinishedpower-on
initialization),anditshouldbeimpossibleforsoftwaretodisablethewachdog

2. Manyon-chipwatchdogsdonotgenerateexternalsignalswhentheyfire.
Ingeneral,whatthismeansisthatawatchdogbitewillusuallynotcausethe
microcontrollertodriveitsresetoutputnetwork(ifithasone)active.This
canbeablessingoracurse.It’sacurseifyouwantthewatchdogbitetolead
guaranteeablytoafully-resetsystemconfiguration;youhavetodedicatean
I/Opintoprovidinga“resetout”signal.

3. Someon-chipwatchdogsacceptuselesslybroadkickconditions.Forin-
stance,theymightregardanywritetoarangeofportsasavalidkick.It’s
bettertohaveawatchdogthatrequiresatleasttwosequencedwritesofspe-
cificdatatodifferentaddresses;thatway,youcanbesurethatakickisreally
akick,notjustarandomwritethroughadanglingpointer.

4. Allwatchdogsareuselessifusedinappropriately.Toomanyembedded
programmersthinktheyhaveasafesystemifthewatchdogisenabledand
isbeingkickedregularlyenoughtokeepthesystemfromresetting.Infact,
it’snecessarytodosomesanitycheckingbeforeyoukickthewatchdog.This
canrangefromsimplykickingthedogonceinyourmainloop(thisworks
quitewellinround-robintaskschedulers,ifyouonlywanttoprotectagainst
infiniteloopconditions)toverysophisticatedtechniqueswhereyoumeasure
thetimespentinvariousdifferentsubroutinesandcomparethisagainsta
nominalexecutionprofile—toomuchtimespentinoneroutine,ortimeslice
starvationofotherroutines,willcauseareset.Inbetweenthesetwoextremes
aremethodsthatcheckthestateofafewvariablesandotherparametersfor
consistency.

5. Ittakesafinitetimeforthesystemtorestartafterawatchdogbite.This
isaveryseriouslimitationofpracticallyallwatchdoghardware.Anysafety-
criticalsystemneedstohaveexternalinterlockstomitigatethisproblem.



232

Chapter6

Acommonexternalhardwarewatchdogtechniqueisthe“pulsemaintainedre-
lay”(PMR).E-2usesthistechniqueinadditiontoon-chipwatchdoghardware.The
PMRconsistsofasimplecircuitthatexpectstoseeanACvoltageonitsinput.This
voltageisgeneratedbyapulsetraincomingoutofoneofthemicrocontroller’sI/Os.
Ifthepulsefrequencyfallsoutsideacertainrange,therelayopensforaspecifiedtime
period,therebyinterruptingthecircuit’spowerand,hopefully,resettingthesystem
toaknownstate.Thisisaveryidiot-proofmethodofprotectingacircuitagainst
unexplainedlockups.

Youcanfindsomeinterestingreadingonrelaysingeneral,andmoreparticularly,
specializedrelaycircuitsofthistype,athttp://www.ibiblio.org/obp/electricCircuits/Digi-
tal/DIGI_5.html.AnexcellentpieceofreadingonmicrocontrollerwatchdogsisNiall
Murphy’s“WatchdogTimers”articleinEmbeddedSystemsProgramming,http://
www.embedded.com/2000/0011/0011feat4.htm.

6.4GoodPower-OnResetPractices

Ataroughguesstimate,somethinglike75%ofhobbyistandcommercialmicro-
controllercircuitsgeneratetheirpower-onreset(POR)signalsusingasimpleRC
network.AnexampleofthissortofconfigurationisshowninFigure6-1(thiscircuit
iscorrectforanactive-lowresetsignal).

Figure6-1:SimplePORcircuit
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Itisassumedthatthecapacitoriscompletelydischargedatthemomentwhenthe
applianceisswitchedon.Atpower-up,Vcc(theoretically)risesinstantlytoitsnomi-
nalvalue,sothemicrocontrollershouldbepowered-upimmediately.Thecapacitor
holdstheresetpinlowuntilthecurrentflowingthroughtheresistorhaschargedit
uptotheinputpin’slogichighthreshold.Thus,thelengthoftimetheresetsignal
isactivedependsonthetimeconstantRC,thevoltageVcc,andthespecifiedlogic
thresholdvalueofthemicrocontroller’sresetinputpin.

What’swrongwiththisconfiguration?Well,thefirstthingtoconsideristhatI
liedshamelesslytoyouintheprecedingparagraph.Theactivepulsewidthonthe
resetsignalalsodependsonthecharacteristicsoftheinputpin(s)towhichtheRC
networkisconnected.IfyouconnectmorethanoneinputpintoasingleRCnet-
work,theoverallbehaviorwilldeviatefurtherandfurtherfromthecalculatedideal.
Ontheotherhand,ifyouuseaseparateRCnetworkforeachsectionofthecircuit
thatrequiresapower-onreset,you’llinevitablyhavedifferentpartsoftheappliance
comingoutofresetatdifferenttimes.Thus,animprovementonthecircuitinFigure
6-1wouldbetorunthesignalintoabuffer(typicallyaNANDgate,oroneortwo
invertersareused,dependingonwhateverdiscretegateshappentobespareinthe
circuitbeingconstructed),andtofanoutthebufferedresetoutputtowhateverparts
ofthecircuitneedaresetsignal.Forexample,thefollowing:

Figure6-2:SlightlyrefinedPORschematic
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Thesecondthingtokeepinmindisthattheactivetimeisn’ttheonlyimportant
parameterontheresetsignal.Alllogicinputshaveamaximumrise/fall-timespeci-
fication,whichyou’llfindinthedevice’sdatasheet.RecallthattheV/tchargecurve
foracapacitorisexponentialinnature;itrisesveryquicklyfromzero,butflattens
offand,intheoreticalterms,willneveractuallyreachVcc.Whatthismeansisthat
dependingonthespecificvaluesofyourresistorandcapacitor,it’spossiblethatthe
micromayseeanabnormallyslowrisetimearoundthelogicthresholdvoltage.This
situationisexacerbatedbythefactthatthepowerrailitselfexhibitsless-than-ideal
behavior.Somelocalslumpingcanbeexpected,particularlysinceatpower-onand
duringbrownouts,thesupplyrailisheavilyloadedbytheneedtochargeupallthe
bypasscapacitorsontheboard.Inpracticalterms,then,it’sbesttochooseCtobe
largeandRtobesmall,sothatwhenthevoltagecrossesthecriticallogicthreshold,
thecapacitorisstillinthesteepearlyregionsofitschargecurve—evenifVccisac-
tuallyabitlowerthanitsnominalvalue.Aslightlymorecompletesolutionistouse
abufferwithSchmitttriggerinputs.Thiswillensurethatthelogiclevelpresentedto
themicrocontrollerisalwaysacleanstate.

Onepartialworkaroundfortheseshortcomings—andImustadmitthatI’vebeen
guiltyofperpetratingthisincommerciallyfieldedproducts—istowiretheproduct’s
powerswitchsothat,inthe“off”position,itshortsoutVcctoground.Thishelps
thesituationinnormal-usagecircumstancesbecauseitensuresthatthePORcapaci-
torisfullydischargedveryshortlyafterthepoweristurnedoff.Theinadequacyof
thisworkaroundliesinthefactthatnotallpotentialpowerfailuresarecausedbya
userflippingthepowerswitchonthedevice.Temporaryinterruptions(blackouts)or
slumps(brownouts)inthemainssupplyvoltagecan,formains-poweredappliances,
simulateapower-onconditionwithoutanyoneevertouchingthepowerswitch.If
theseinterruptionsareshort,thecapacitorinourresetnetworkwon’thavetimeto
dischargefully,anditwillconsequentlychargeupoverthelogicthresholdfaster
thanweexpect.Inaworst-casescenario,abriefbrownoutorblackoutwilllowerVcc
belowthemicro’soperatingthreshold,butwon’tallowthecapacitortodischargefar
enoughtogenerateaproperresetpulsewhenpowerisrestored.Prettymuchany-
thingcouldbehappeningtothemicrointhisscenario;itcouldberunningnormally
(albeitwithnoI/OsbecauseofadepressedI/Oringvoltage),itcouldbefrozen,it
mightbeexecutingoutofunimplementedROMspace,oritmighthavereached
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someundefinedinternalstatewhereitcan’texecuteanycodeatalluntilitreceives
anexternalresetsignal.

Acarefully-structuredPORcircuitis,therefore,integralwithabrown-outdetec-
tor.Itshouldasserttheresetsignalwhenpowerisappliedtothesystem.Ideally,reset
shouldbeassertedbeforethemicrocontrollerispoweredup,andthePORcircuit
shouldholdthesignalactiveuntilthepowerrailisatanominalvalue.Furthermore,
ourmythicalPORcircuitshoulddetectbrownoutconditionsonthepowerrail,and
shouldsupplyaclean,known-widthresetpulseifsuchaconditionoccurs.Fortu-
nately,wedon’tneedtodesignachiptodothis.Maxim,forexample(http://www.
maxim-ic.com/),sellsseveralappropriatedevices,andthey’reverycheap.E-2uses
theseintegratedpower-on-resetgenerators/brownoutdetectorsextensively.

6.5AFewAdditionalConsiderationsforBattery-PoweredApplications

Battery-poweredappliances,inthemain,needtoexerciseparticularcareoverhow
theydetectandhandlehardwareexceptionconditions.Specialrulesapplytoer-
rorrecovery,becauseit’spossiblethatyoumightnothaveenoughlifelefttogetall
thewaythrougharecoveryalgorithm.Whenexceptionsoccurinabattery-powered
device,yourfirstpriorityshouldbetogetthesystemintoastatewhereitwillbesafe
ifthemicrocontrollergoescompletelyoffline.Systemsoperatingoffbatterypower
constantlyliveundertheSwordofDamocles;theyscurrynervouslyfromonesafe
statetothenext,withaslittletimeaspossiblespentinbetween.InE-2’scase,the
mostworryingtimeforusiswhenthekeelvalveisopenforanyreason;it’slatched,
tosavepower,andwemightnothaveenoughenergytocloseitagain.

Anotherconsiderationwhichaffectsmostdevicesthatuserechargeablebatteries,
isthatthesebatterieswilltypicallybedamagediftheyaredischargedbelowacertain
cellvoltage.Itisnormal,insuchcircuits,tosetupalow-batterywarningthatgives
thesystemaknowngraceperiodtoshutdown,andthenforthemicrocontrolleror
anexternalpowersupplycircuittoshutthesystemdownexplicitlywhenacritical
batterylevelisreached.Notonlydoesthisprotectyourbatteriesagainstover-dis-
charge,italsoallowsthesystemtoshutdownimportantsystemsgentlyandelegantly.
Notethatonepotentialproblemwiththissystemoccursiftheuserpowersoffthe
device,thenswitchesitbackononcethebatterieshavehadtimetoaccumulatea
surfacecharge.Thesebatteriesarealreadyfurtherdowntheirdischargecurvethan
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theyappear(fromsimplevoltagemeasurements).Theunitmaynothaveasmuch
timeasitthinksbetween“lowbattery”andactualdeath.Thebestwaytomitigate
thisproblemisbyincludingagasgaugefunctioninthebatteryitself,sothattheunit
cannotbepoweredupagainuntilthebatteryisswappedoutorcharged.Cellphones
andlaptopsfrequentlyimplementthissortofsystem.

Andfinally,whilewe’retalkingaboutbattery-poweredappliances,youshouldbe
particularlycarefulaboutimplementingchargecontrollerfeatures(forrechargeable
batteries)entirelyinsoftware.Ifyoudouseamicrocontrollertoperformchargecon-
trol,thecodemustberigorouslydesignedandcarefullydebugged—andyoushould
haveanexternalhardwareinterlockaswell(thermalfusestoprotectagainstover-
temperature,regularfusestoprotectagainstovercurrent,andsoon).
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Item Path Description
AVRStudio4.08 /utils/AVRStudio4.08/ TheAtmelAVRStudiodevelopmentenvi-

ronmentforWindows.
Busybox /linux/busybox-

0.60.5.tar.gz
TheBusyboxutilitypackageforLinux.

EAGLE(Linux) /utils/eagle-4.11e.tgz EAGLEPCBCADpackageforLinux.
EAGLE(Windows) /utils/eagle-4.11e.exe EAGLEPCBCADpackageforWindows.
Linuxkernel /linux/linux-2.4.24.tar.gz SourcecodeforLinuxkernel2.4.24.
Linuxkernel
configuration

/linux/geode-config ConfigurationfileforLinuxkernel2.4.24
onAdvantechPCM-5820orcompatible
Geode-basedSBC.

LIRC /linux/lirc-0.6.6.tar.gz SourcecodeforLIRCinfra-reddriver.
Sampleprograms
forLinux

/linux/sample-programs.
tar.gz

Containsentiresourcetreeforallsample
Linuxprogramsmentionedinthistext.

Samplehardware
projectschematics

/projects Schematicsandfirmwareforcircuits
describedinthisbook.Theseareallin
EAGLEformat.

EAGLElibrariesfor
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Sampleroot
filesystemfor
CompactFlashor
CD-ROMboot

/card-root.tar.gz

/cdrom-root.tar.gz

Acompleterootfilesystemascreatedby
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SVGAlib /linux/svgalib-1.4.3.tar.gz

/linux/svgalib-1.4.3-
patched.tar.gz

TheSVGAlibgraphicslibrarysourcecode.
The-patchedarchivehasbeenpatchedto
buildcorrectlywithgcc3.x.
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