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Preface

[ have spent almost ten years doing the research for, thinking about, and fi-
nally writing this book. In the pages that follow, I emphasize the importance
of understanding standpoint when critically evaluating information on the
Internet, so it seems only fitting that I should say something about my own
relation to the text.

This book grows out of my experience with Internet technologies in a
wide range of milieux but particularly from my time spent teaching with the
aid of technology in the classroom in 1996 at a suburban, privately funded
university. Students entering college for the first time in the fall of 2008 were
born in 1990, about the same time the Internet began to emerge, and they
have never known a time without its existence. Now I teach in a publicly
funded urban university with students from a diverse range of backgrounds,
most of whom have grown up digitally fluent. I wrote this book with them in
mind.

My research is also informed by working in the Internet industry. For a
time during what came to be known as the dot-com boom 1 left academia to
serve as senior producer for Talk City, Inc., a firm that specialized in provid-
ing online community to a client list of Fortune 500 corporations. That foray
provided me both insight into the culture that gave rise to the Internet in-
dustry and also some knowledge about the mechanics behind the seemingly

Xi
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automagical qualities of the Internet. That experience also taught me how
very difficult it is to create online community in any predictable way.

Along the way I have had a great deal of fun with Internet technologies,
meeting new friends, connecting with old friends, and starting (and aban-
doning) a number of websites, blogs, and other online spaces. Perhaps what
[ find most compelling about this new medium is that I have learned new
things in and through Internet technologies. For someone who loves knowl-
edge for the sake of knowledge, the Internet can seem like a paradise, and at
times just wandering this vast universe has afforded me great pleasure. For al-
most as many years as this book has been in process, I have been involved in
Brainstorms, an online community comprised of several hundred people from
around the world. I have been privileged to meet many of those people in
person, forming long-term friendships—and mourning the passing of one
very good friend I met there. I also benefited from that community’s material
assistance, learning a valuable lesson about what Saskia Sassen calls the “im-
brication of the digital and the material” (Sassen, 2002).

My standpoint is also informed by Internet technologies themselves and
by myriad forms of activism I have participated in. I have volunteered my
time in a number of Internet- and technology-related endeavors, including
Computers for Youth (www.cfy.org), a New York City-based nonprofit. CFY
distributes free computers equipped with educational software to low-income
families in some of the city’s poorest neighborhoods. I also volunteer to main-
tain the websites for my (queer) church and the shelter it sponsors for
LGBTQ homeless youth; and these too are forms of online activism. In 2007,
I (along with Joe Feagin) began Racism Review (racismreview.com), a blog
by a group of scholar-activists who analyze current events through a critical-
race lens.

My purpose in detailing this is to provide context for my digital-media re-
search. For me, digital media is not merely an object of study, at some remove
from the rest of my life. Rather, it permeates every aspect of my life. Yet while
the Internet animates me as a source of seemingly endless fascination, most
of the people who share this passion and who write the books I read about
the Internet seem to regard the discussion of race and racism as irrelevant to
this brave new world.

Alongside my enthusiasm for all things related to the Internet and digital
media, I also have a lifelong interest, both professional and personal, in try-
ing to understand and dismantle white supremacy. In the preface to my ear-
lier book I wrote about my perspective as an antiracist, white lesbian grow-
ing up in a family who held decidedly racist values. After reading that
preface, my father never spoke to me again and tried (unsuccessfully) to halt
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the book’s publication. His response was a powerful reminder for me of how
white supremacy, male dominance, and heteronormativity are interwoven.
That experience also informs my analysis in this current book.

Upon learning that I grew up in Texas in the 1960s and 1970s and finished
my graduate work at the University of Texas at Austin in the early 1990s, my
academic colleagues and acquaintances often remark that, “Well, that’s a
good place to be from when studying white supremacy.” And, indeed, it is.
But Texas does not hold a monopoly on white supremacy. In fact, for more
than a dozen years now I have lived and worked in New York City. For five
of those years I directed a research project at Rikers Island, the city’s largest
jail. The fact that 95 percent of the people who are locked up at Rikers Is-
land are African American and Latino (although black and brown folks
make up only about half the city’s total population), while the island of Man-
hattan is increasingly white and only affordable for the city’s wealthiest resi-
dents, suggests to me that New York City is a very good place from which to
understand how systematically white supremacy works.

Professionally, | have studied and written about racism and white su-
premacy in a variety of settings. Personally, | have tried in number of ways to
challenge the corrosive legacy of white supremacy in my own life, through
the people I choose to include in my life, through the institutions in which
I choose to invest my time, through the books I decide to read, and through
those that I write. Yet the people, the institutions, and the books I read con-
cerned with race and dismantling systems of white supremacy are, for the
most part, unconcerned with or even uninterested in the Internet.

Thus, my standpoint in this book is rooted in multiple worlds: In one the
focus is on the Internet and how digital media shape life in the twenty-first
century. In another the focus is on critically understanding racial inequality
with an eye toward changing it. And in still another the focus is on gender,
male dominance, and sexuality. In this book I aim to address these disparate
conversations in ways that contribute new meaning to all of them.

As this book went into production, the United States elected Barack
Obama, the first African American president. While some have speculated that
this means we are entering a “postracial era,” the increased popularity of white
supremacy online suggests otherwise. In the days immediately following the
election, so many people visited the white supremacist site Stormfront.org (dis-
cussed at length in this volume) that the increased traffic caused their servers
to crash.
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CHAPTER ONE

White Supremacy in the Digital Era

The Internet gives millions access to the truth that many didn’t even
know existed. Never in the history of man can powerful information
travel so fast and so far. I believe that the Internet will begin a chain re-
action of racial enlightenment that will shake the world by the speed of
its intellectual conquest.

—David Duke

White supremacy has entered the digital era. Avowed white supremacist ex-
tremists, such as David Duke, who is quoted above, were early adopters! of
digital-media technologies. They were among the first to create, publish,
and maintain Web pages on the Internet. The reality that David Duke and
other white supremacists were early adopters of digital media challenges pre-
vailing notions about who white supremacists are and about the Internet.
Many assume that white supremacists are gap-toothed, ignorant, unsophis-
ticated, and uneducated; others believe that the Internet is a place without
race. In fact, neither of these notions is supported by empirical evidence.
White supremacists have customized Internet technologies in ways that are
innovative, sophisticated, and cunning. And the Internet is an increasingly
important front on the political struggle to contest the meanings of race,
racism, and civil rights. The emergence of cloaked websites illustrates a
central feature of propaganda and cyber racism in the digital era: the use of
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difficult-to-detect authorship and hidden agendas intended to accomplish
political goals, including white supremacy.

Cyber racism, a term coined by Les Back and chosen as the title of this
book, refers to a range of white supremacist movements in Europe and North
America and to the new horizons the Internet and digital media have opened
for expression of whiteness across national boundaries.2 The empirical inves-
tigations in this book specifically reference the paradigm shift that global,
digital, and participatory white supremacy represents in the Information
Age. Furthermore, this study frames white supremacy as inherent to white
identity and examines how this corrodes democratic ideals of equality. The
emergence of the United States as a haven for global white supremacy online
makes critical the discussion of whether America was built with white su-
premacy as a central guiding principle and whether equality is available to all
citizens, regardless of race.

By focusing on cyber racism, and specifically on white supremacy, I do not
mean to diminish the important progressive rhetoric and political-organizing
work that is also generated online. Democratic movements, organized at the
grassroots by people of good will with Internet-enabled mobile phones, have
transformed elections.? In 2007, using e-mail, blogs, Facebook, MySpace, and
YouTube, cyberactivists organized nearly ten thousand people to the march
in protest against a white supremacist judicial system in Jena, Louisiana.*
And almost ten years earlier black women excluded by the white-dominated
mainstream media and the male-dominated African American press took ad-
vantage of the participatory quality of Internet technologies to organize the
Million Woman March.’ Many take these encouraging signs about the use of
the Internet to mean that the technology itself is inherently democratizing,
while others see the presence of white supremacy online as clear evidence
that the Internet is a source of danger, which offers little that is of value to
those committed to equality. My aim here is to challenge both these as-
sumptions and to offer a more nuanced analysis that causes readers to rethink
their preconceived notions about and means of researching racial equality
and civil rights in the digital era.

Why Study White Supremacy Online?

Marx wrote, “The philosophers have only interpreted the world, in various
ways; the point is to change it.”® And so the main reason to study white su-
premacy online is, in my view, to challenge it; thus this book is about activism
that opposes white supremacy as well as scholarship that aims to understand
it. Still, it is fair to question the value of such study and most scholars (and
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authors) are accustomed to answering it. Why, you ask, should I care? When
supremacist rhetoric existed in the print-only era, it was easier to dismiss their
hardly ubiquitous publications as the rants of a lunatic fringe. Now, however,
with such racist vitriol easy to locate online, an important shift has occurred:
anyone with an Internet connection—from a sixth-grader doing a report on
Martin Luther King Jr. to a disaffected, potentially violent skinhead—can find
white supremacy online. However, distinguishing between those producing
white supremacy online, those seeking it out, and those stumbling upon it by
chance, or ascertaining how people, especially young people, make sense of
white supremacy online, is a complicated proposition, much more compli-
cated than the mainstream media’s reports about the “dangers of the Internet”
would suggest. So, why should you read this book? Because, in short, the pres-
ence of white supremacy online critically informs our understanding of global
society, social movements, race, the Internet, and even how young people
learn in the digital era, and this book helps make sense of all this. I expand on
that answer—that this study makes a number of theoretical, methodological,
and empirical contributions to a range of intellectual traditions and theoreti-
cal perspectives—in the next chapter.

Estimating the Global Reach of White Supremacy Online

A majority of all websites on the Internet originate in the United States. Not
surprisingly, then, according to the Council of Europe (COE) the majority of
hate websites are U.S.-based, with 2,500 out of 4,000 racist sites originating
in the United States.” However, estimates on the total number of hates sites
are wildly divergent and not very reliable.

One source from the United Kingdom estimated that there were as many
as ten thousand® such sites online in 2004, while a different source, based in
France, estimated that the number was upward of sixty thousand that same
year.” The number cited by the British source is suspect, as it comes from a
software company whose marketing strategy for selling their filtering software
relies on emphasizing the perceived threat from these groups. The higher
number courtesy of the French is possibly more reliable, but the source fails
to explain how they arrived at these numbers, and they undoubtedly have
their own organizational imperative for inflating numbers.

The lowest estimates come from the U.S.-based monitoring organization
Southern Poverty Law Center (SPLC), which counted 762 active hate groups
in 2004. This number was compiled using hate-group publications and web-
sites, citizen and law-enforcement reports, field sources, and news reports.
Websites that appear to be merely the work of a single individual, rather than
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the publication of a group, are not included on the list. Interpreting the SPLC’s
numbers is further complicated by region. While the UK and French estimates
del include all websites globally, the SPLC estimate focuses on sites based in
the United States. Yet such a criterion creates ambiguity, given how difficult it
can be to determine ownership, residence, and server location of a domain
name—all three of which can be different.

Realistically estimating the number of white supremacist sites is compli-
cated by the difficulties inherent in evaluating content across languages.
Cloaked websites further obscure defining what constitutes white supremacy
in the digital era, since they appear to be legitimate sources of civil rights in-
formation yet actually disguise—or cloak—white supremacist content several
page-layers down. Still, despite the difficulty of culling reliable statistics,
most experts agree that the prevalence of white supremacist sites online with
a global reach has increased and that the majority of these are based in the
United States.

What Is the Harm of White Supremacy Online?

Given the information glut generated and made available every day on the
Internet,'° one could reasonably argue that white supremacists’ messages
might be lost among the millions and millions of websites on the Internet.!!
Even so, white supremacy online is troubling. Consider (1) its easy access
and global linkages, (2) harm it may precipitate in real life, and (3) the chal-
lenge it presents to honoring cultural values such as racial equality.

Easy Access and Global Linkages

White supremacist discourse is certainly more accessible today, thanks to the
Internet. As David Duke makes plain in the epigraph at the beginning of this
chapter, more so than ever before in the print-only era, the Internet facili-
tates publication and distribution of white supremacist discourse and ideol-
ogy for those committed to producing it and increases its availability to those
interested in reading it. I know this from first-hand experience researching
my books. For a previous book I wrote addressing print-based white su-
premacist discourse, I was faced with the option of either adding my name to
the mailing list of various white supremacist groups (something I was not
comfortable with ethically) or visiting the Klanwatch archive of white su-
premacist materials housed at the Southern Poverty Law Center (which I
did). My research for this book did not necessitate physical travel, since I
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could easily find the material I needed for a discussion of white supremacist
websites merely by sitting at any computer connected to the Internet.!? Just
as using the Internet facilitated my research in some ways,!? so too does the
Internet aid those interested in reading white supremacist rhetoric for the
purpose of “racial enlightenment,” as Duke suggests.

The capacity of the Internet to facilitate relatively inexpensive means of
communication between and among people in dispersed geographic regions of
the world is certainly one of the primary benefits white supremacists see in the
medium. The fact that this communication can be encrypted and anonymous
is appealing for a portion of white supremacists although certainly not all.!4
While anonymity is appealing for some, networked communication simulta-
neously reinforces what Back has referred to as a translocal whiteness!>—that
is, a form of white identity not tied to a specific region or nation but reimag-
ined as an identity that transcends geography and is linked via a global net-
work. Recruitment is often mentioned as the chief hazard of white supremacy
online.!® Although the Internet is a potential site for white supremacist re-
cruitment, the empirical evidence suggests that, thus far, such groups have
failed to fully realize this potential.!” More sinister than possible recruitment
is the Internet’s capacity to globally link white supremacists, regardless of na-
tional boundaries, thus affirming translocal white identity.

Harm in Real Life

White supremacy online sometimes leads to violence, harassment, intimida-
tion, and racial terror, transcending the virtual world to damage real, live hu-
man beings. In August 1999 Buford Furrow armed himself and walked into a
Jewish daycare center in Los Angeles and opened fire, wounding five people,
including three small children. Furrow told authorities that the shooting was
“a wake-up call to America to kill Jews.” He reportedly drew some of his in-
spiration for this attack from white supremacist websites. Similarly, extensive
Internet files concerning white supremacist Eric Rudolph were found among
the possessions of David Copeland, an engineer charged with three nail-
bomb attacks on ethnic minorities and homosexuals in London in April
1999. In these attacks three people were killed and more than one hundred
injured. Fortunately, these types of assaults are relatively rare; that is small
consolation if you or someone you love are victims of a hate crime. This book
discusses a number of cases in which white supremacist rhetoric online leads
to harm in real life, and the analysis aims to balance these attacks’ potential
versus real threat.
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Cultural Values: Eroding the Ideal of Racial Equality Online

The least-recognized—and, hence, most insidious—threat posed by white su-
premacy online is the epistemological menace to our accumulation and pro-
duction of knowledge about race, racism, and civil rights in the digital era.
As David Duke suggests in the above epigraph, his goal in bringing white su-
premacy to the Internet is “racial enlightenment” by making “the truth”
available to millions. Duke’s brand of white supremacy undermines hard-won
political battles for racial and ethnic equality by rearticulating an essential-
ist notion of white racial purity borrowing the rhetoric of civil rights. This is
an example of the epistemology of white supremacy, “an inverted epistemol-
ogy,” as philosopher Charles W. Mills has noted, “an epistemology of igno-
rance,” ironically resulting in whites generally being “unable to understand
the world that they themselves have made.”'® The epistemology of white su-
premacy reinforces the white racial frame by allowing whites to retreat from
pluralistic civic engagement into a whites-only digital space where they can
question the cultural values of tolerance and racial equality unchallenged by
anyone outside that frame.

As the lived experience of the civil rights movement fades with time,
hard-won political truths about racial equality, secured at great cost, slide
into mere personal opinion, open to multiple interpretations. Two cases (dis-
cussed at length in chapter 8) illustrate what is at stake here. The first pres-
ents a young woman who reads a cloaked white supremacist site that de-
scribes American slavery as a “sanitary, humane, relaxed” institution; she
remarks, “Well, I guess there’s two sides to everything.” In another instance,
yet another young woman, reading a legitimate civil rights site associated
with the King Center in Atlanta, questions the site’s validity because “it’s
created by his widow, so it could be biased.” The two sites and how each is
misinterpreted suggest that the very ideas of civil rights and racial equality
are eroded within a digital media landscape that equalizes all websites. While
each site presents information from differing points of view, merely suggest-
ing that both are biased misunderstands the larger meaning here. It is pre-
cisely taking into account the standpoint of the site and the reader—whether
situated in the white supremacist movement or in the struggle for civil rights
and against racism—that facilitates the more accurate reading. The issue of
deciding what is biased and what is not is inherently political. And on the
Internet making this distinction is even more complicated.

Search engines have replaced libraries for young people in the digital
age.!® Consequently, the Internet is often the first, and sometimes only,
source that young people consult when researching race. A random sample
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survey conducted in 2005 by the Pew Internet & American Life Project con-
cluded that over 80 percent of teens in the United States are connected to
the Web.20 My preliminary research of a nonrandom, online sample suggests
that a significant portion of teens connected to the Internet conduct online
research (84 percent), and of those a large proportion (over 63 percent) have
sought civil rights information online.2! Whether it is youth of color explor-
ing the history and political struggles of their own racial and ethnic heritage,
white youth attempting to understand diverse “others,” or youth of any given
ethnicity attempting to craft a personal identity from the clues offered on-
line, search engines are often the first and only information destinations for
young researchers. Thus, the early emergence and persistent presence of
white supremacy online calls for multiple literacies: one of digital media and
one not merely of tolerance but of social justice, which offers a depth of un-
derstanding about race, racism, and multiple, intersecting forms of oppres-
sion and civil rights in the digital era.

Some Parameters and Definitions

This book is about white supremacy online in the context of globalization. I
am primarily interested in understanding the obstacles and passageways to
working toward a racially just and equitable future by articulating the con-
verging relationship between the social forces of the Internet, white su-
premacy, and global society. In keeping with that overall goal, I am also
partly interested in organized white supremacist social movements and the
way the Internet affects the discourse of those social-movement organiza-
tions; however, | am less interested in exploring the supposed pathologies of
individuals who possess a racist mind?? or a racist self?? and leave that to
other scholars. Rather, I am more interested in the interplay between the ex-
tremist expressions of white supremacy and broader cultural expressions of
systemic racism and the white racial frame. Furthermore, rather than focus-
ing on the back stories of ideologues who create white supremacy online, I
am interested in how young people make sense of the white supremacist sites
they encounter online. I concur with leading scholars who have long held
that racialized masculinity is constitutive of white supremacy?* and relation-
ships online,?> so a gendered analysis scaffolds much of my interrogation
here. I see tremendous potential in digital media for civic engagement and a
reenergized democratic future, yet my research indicates a number of ways in
which this future is threatened. Therefore, this book is meant to navigate a
narrow ledge between the all-too-common rhetoric of moral panic over the
dangers of the Internet (especially when the subject is white supremacy) and
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the uncritical glee over digital media’s transformative potential (especially
where race and gender are concerned).

Throughout the book I use a number of specific terms that I intend to clar-
ify with the following.

White Supremacy
White supremacy in the United States is a central organizing principle of so-
cial life rather than merely an isolated social movement.2¢

Race

Race, as I use the term, is a constructed identity and social category with
boundaries that are permeable. The notion that there are distinct races of
people is relatively new, historically speaking.2’ While genetic research re-
vives the debate as to whether or not there exists a biological basis for racial
categories,?8 | do not subscribe to this view.

Systemic Racism

W. E. B. Du Bois wrote that the “problem of the twentieth century is the
problem of the color line.”? Now at the beginning of a new century we con-
tinue to grapple with this problem. Du Bois, along with a number of other
scholars in sociology and other disciplines, has written extensively about
racism as an endemic feature of modern society.’® The term, as I use it here,
refers to the way that enduring racial stereotypes, ideas, images, emotions,
proclivities, and practices have thoroughly pervaded social, cultural, and
economic institutions. Though systemic racism has undergone significant
changes over time, primarily through the political struggles organized by peo-
ple of color, it yet remains a central feature in most major social institu-
tions.’! Joe R. Feagin has transformed this idea into a theory that explains
the American context and argues that systemic racism is a mechanism for
maintaining racial inequality that developed with European colonialism,
particularly as an ideological justification for the Atlantic-basin slave trade
and slavery plantations.’? The slave-based economic systems generated the
wealth on which modern Europe and the United States are based.

White Racial Frame

In his Frame Analysis, Erving Goffman was the first sociologist to develop the
notion of frames.>* His idea was widely adopted by sociologists interested in
the study of social movements, and an important trend of identifying con-
cepts as frames has since developed. The term frame refers to the set of labels
that receivers affix to social phenomena so as to make sense of them. Build-
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ing on this sociological tradition and merging it with his explanation of the
systemic racism that characterizes the U.S. experience, Feagin has developed
the notion of the white racial frame that includes the following dimensions:
(1) a white racial framing of society with its racist ideology, stereotypes, and
emotions; (2) whites’ discriminatory actions and an enduring racial hierar-
chy; and (3) pervasively racist institutions maintained by discriminatory
whites over centuries. The extensive rationalizing of the white racial frame
began in the 1600s as a justification for the economic and racial hierarchy of
colonialism and continues even today through constant reinforcement.3*

Globalization

Globalization can be broadly defined as the movement of money (capital)
and people (labor) across time, space, and national boundaries.?> Globaliza-
tion also refers to a cultural process that accompanies these flows of capital
and labor.>® Here I am primarily interested in the latter, specifically the
dialectical way that white supremacy online shapes—and is shaped by—
cultural values in the United States and in turn the way white supremacy on-
line shapes a translocal white identity and a transnational white supremacist
culture. Racism has always been an essential condition for capital accumula-
tion and expansion, and that is true in the current era of globalization. Yet,
globalization, in its present phase, is also producing a number of contradic-
tions that are relevant for the analysis that follows.3” Some scholars contend
that globalization and the emergence of the Internet represent an important
realignment of power away from nation-states.>® Others scholars disagree,
saying that globalization requires the existence of a strong state to (1) man-
age rule making and organization so that a stable environment exists to fa-
cilitate global investment and (2) maintain social order as global capitalism
works against the redistribution of wealth.3® More recently scholars have
noted that rather than undermining state power, the Internet has been uti-
lized by the joined forces of repressive governments (China) and Internet-
technology firms (Google) to control and limit access to certain types of con-
tent (about democracy) within specific geographic boundaries. Later I will
return to the implications globalization, the Internet, and the power of na-
tion-states have in the fight against white supremacy.

Internet

Precisely defining the Internet—or cyberspace—can be tricky. Take, for example,
the much-maligned attempt made by U.S. Senator Ted Stevens (R-Alaska),
who advised his colleagues on the Senate floor that “the Internet is not some-
thing that you just dump something on. It’s not a big truck. It’s a series of



12~ Chapter One

tubes.”® Stevens’s unintentionally humorous description was mercilessly sati-
rized in the blogosphere and by late-night comedians. It is ironic that someone
empowered to legislate the Internet so profoundly misunderstands the medium.
Still, Stevens’s blunder is perhaps explicable, as there is no clear and consistent
definition for the Internet or information technology.*! One fairly basic definition
maintains that information technology (IT) refers “only to computer-based sys-
tems” and the software and hardware that make up computer-based systems.*2
While this is a portion of what [ consider to be IT, it fails to capture the current
technological moment in which digital technologies are shifting away from
desktop computing to mobile, wireless, and ubiquitous computing through
small, handheld devices.*® In this book, I use interchangeably the terms Inter-
net, information technology (or IT), Web, digital technologies, and occasionally cy-
berspace.** 1 adopt DiMaggio and colleagues’ definition of the Internet as the
“electronic networks that connect people and information through computers
and other digital devices allowing person-to-person communication and infor-
mation retrieval.”#

Though we have yet to define it precisely, the Internet has had an enor-
mous impact on society, as observed by a number of sociologists and various
social commentators. In his three-volume work, The Rise of the Network So-
ciety, Manuel Castells contends that the Internet’s societal influence will ul-
timately be comparable to that of the invention of the alphabet.% Barry
Wellman asserts that the Internet has contributed to a shift from a group-
based society to a network-based society and that this shift is decoupling
community and geography.*? Saskia Sassen claims that the Internet is “a cru-
cial force for new forms of civic participation”® and that Internet technol-
ogy “brings with it a destabilizing of older hierarchies of scale and often dra-
matic rescalings.”*® DiMaggio and colleagues much more cautiously argue
that Internet technology has transformative potential for society, noting that
“the economic and psychological dynamics of Web-based human communi-
cation . . . are potentially distinct enough from those of traditional print and
broadcast news media that in time we may see evidence of the Internet ef-
fect.”>° While none of the academics here posit a unidirectional relationship
between Internet technology and society, their assertions about the transfor-
mational potential of the Internet are relevant to discussions of race, racism,
and white supremacy in the digital era.

Globalization and the Internet are often touted as liberatory, beneficial, or
even the “key to ensuring a lifetime of success,” as suggested by Al Gore
(among others).>! Yet globalization—a process—and the Internet—a network
of communication technologies—come together in seemingly contradictory
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ways. On the one hand globalization and the Internet have combined to fos-
ter new economic growth, common cultural values, an undermining of lo-
cally driven prejudices, and greater awareness of other cultures.’? On the
other hand critics contend that this economic growth has benefited only
an elite few and that globalization has led to increasing economic inequallity,
an intensification of racism and national chauvinism, and a willingness to re-
strict civil liberties and democracy.>?

The Organization of the Book

In the chapter that follows, I take up several of the more theoretical ques-
tions concerning white supremacy online, particularly as related to episte-
mology, race, and the Internet within the context of globalization. Part II is
an examination of white supremacy in a global context, and as such I con-
trast individual acts of white supremacy with white supremacist online social
movements. | discuss the case of Richard Machado, a Mexican-American
student at UC, Irvine, convicted of violating the civil rights of Asian stu-
dents on campus when he sent them racist e-mails. I then turn to the subject
of white supremacist social movements online and the distinctions between
varying degrees of involvement.

In part 111, I continue the empirical investigation of white supremacy on-
line in four chapters that each address white supremacist discourse as it has
moved from the print-only era to the digital era. In chapter 5, I look at gen-
der and white supremacy online within a global context; specifically, I juxta-
pose a transnational “ladies only” discussion board at a white supremacist site
with two case studies of virtual and actual harassment by white supremacists.
In chapter 6, I follow the translation of five previously print-only white su-
premacist publications onto the Web to examine how social movement dis-
course has, or has not, changed for each. In chapter 7, I address cloaked sites,
which at first appear to be legitimate civil rights sites but are in fact fronts for
white supremacist sites. These digital forms of propaganda have significance
for contested racial politics within a global context of networked informa-
tion. In chapter 8, I move beyond a text-only analysis of the discourse of web-
sites and begin to consider how their audience makes sense of them,>* with a
particular focus on young people interpreting cloaked white supremacist
sites.

In the final section, part IV, I look at what is being done to combat online
white supremacy in the digital era. In chapter 9, I explore the oppositional
transnational efforts by individuals, organizations, and governments. Most
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nations in the industrialized North and West view racism on- and offline rad-
ically differently from their counterparts in the United States, who are fond
of protecting even bigotry as free speech. And, finally, in chapter 10, I ad-
dress racial justice and civic engagement in the digital era, arguing that while
the white racial frame complicates identifying white supremacy on- and of-
fline, the task is made clearer with critical race consciousness. I conclude this
chapter and the book by calling for a complete reassessment of how we ac-
quire and produce knowledge about race in a global networked era and how
this informs social movement organizing, pedagogical practice, and engage-
ment in civil society and life in a democracy.
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CHAPTER TWO

Theorizing White Supremacy Online

Race is under construction in cyberspace.

—Lisa Nakamura

The Internet and the stories we tell about it have become our collective vi-
sion of the future. One of the pervasive myths about the Internet is that it al-
lows us to escape race, racism, and racial inequality. In the late 1990s this no-
tion was evocatively captured in a television advertisement for telecom giant
MCI when the narrator assured the viewer that “Here, there is no race” and
then asked rhetorically, "Utopia?’ The answer: “No, Internet.”! That the In-
ternet might allow us to escape from embodiment, from racial and gender
identity, and, indeed, from oppression and inequality altogether is a powerful
idea that resonates broadly in mainstream, post—civil rights era U.S. culture,
as well as in much of the social theory developed to explain the Internet. Yet
the presence of white supremacy online debunks the myth and necessitates a
critical inspection of race and the Internet from a sociological perspective.
Social theories about race and the Internet can help make sense of white
supremacy in the digital era. Unfortunately, most theories about race do not
take the Internet into account, and most theories about the social aspects of
the Internet do not take race into account. Sociologists, for reasons that re-
main puzzling to me, have been generally slow to take up the challenge of
studying the Internet,’ particularly those interested in the intersections of

17
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race, class and, gender. Daniel Bell, writing in the 1970s, was among the ear-
liest sociologists to study digital media.? Sociology’s major theoretical tradi-
tions each have different insights regarding the Internet. Marxists tend to fo-
cus on elite control of production and politics through cultural hegemony
and increased surveillance.* Weberians emphasize elements of rationalization
facilitated by the Internet’s capability to reduce limits of time and space, and
they highlight distinctive status cultures within the digital-media landscape.
Durkheimians focus attention on the way digital media reinforce shared cul-
tural values and organic solidarity.® Critical theorists problematize the effects
of technological change on political deliberation and the integrity of civil so-
ciety.” Notably absent from any of these mainstream analyses of the sociol-
ogy of the Internet is any discussion of race. Imminent sociologist W. E. B.
Du Bois is frequently left off the roster of founding sociologists, and I do not
mean to repeat that mistake here. Cultural critic Kal{ Tal was among the first
to point out that Du Bois’ work offers sophisticated tools for the analysis of
cyberculture, in part because of African Americans’ experience of liminality
as a result of hundreds of years of racist oppression.®

Understanding Race in the Information Age

The Information Age is as racialized as the previous Industrial Age. In her
book Cybertypes cultural studies scholar Lisa Nakamura criticizes the notion
that the Internet is a raceless utopia and demonstrates precisely how, using
interface design elements like pull-down menus with categorical lists of racial
and ethnic identities, the online world reproduces racial identity constructed
offline. Nakamura coined the term identity tourism® to describe “the process
by which members of one group try on for size the descriptors generally ap-
plied to persons of another race or gender.”!® The link between racial op-
pression and visibility has been discussed eloquently by African American
scholars since Du Bois!! and emerges in discussion of race, as in this passage
from Mark Hansen:

The suspension of the social category of visibility in online environments
transforms the experience of race in what is potentially a fundamental way: by
suspending the automatic ascription of racial signifiers according to visible
traits, online environments can, in a certain sense, be said to subject everyone
to what I shall call a zero degree of racial difference.!2

Yet the supposed invisibility online and the “decoupling identity from any
analogical relation to the visible body” rests in part on an assumption that
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the Internet is an exclusively text-based medium in which racial identity is
not visible.!> While that may have been true at one point in time or may be
true today in certain online contexts, it does not adequately describe the ma-
jority of life online now. Today’s Internet is full of digital video, photographic
technologies (such as webcams!*), photo-sharing sites (like Flickr.com), and
video-sharing sites (like YouTube.com). Most social-networking sites—such
as MySpace.com and Facebook.com—prominently feature digital photos and
videos that serve as important markers of digital representation and identity
for the users. (Indeed, as the name Facebook suggests, the notion of linking
visual representation of the physical body to text is the whole point.) And in
the white supremacist online forum Stormfront.org, each registered user
chooses a digital photo or graphic representation of their online identity.
Clearly visual technologies inherently link the physical to the gendered and
racialized virtual world. Furthermore, empirical research increasingly demon-
strates that people go online, even to text-only online spaces, not in search
of some disembodied libertarian utopia but to engage in the construction and
affirmation of embodied racial identities,!> and these identities are in turn
shaped by power relations.!® To the extent that race is ever discussed in
scholarly literature about the Internet, it is usually framed around issues of
racial and ethnic identity, with precious little discussion devoted to issues
of race and epistemology as they relate to life online.

Epistemology and White Supremacy Online

The presence of white supremacy online raises some compelling questions of
epistemology—the investigation of how we actually know what we claim to
know. David Duke and other white supremacists like him have a vested in-
terest in redefining truth in ways that promote their versions of racial en-
lightenment and that undermine racial equality. The fact that in the digital
era white supremacists online have rebranded racial truths calls into question
any cultural value that asserts racial equality, since the rebranding calls into
question what constitutes the truth we say we know about race, racism, and
racial inequality.

Traditional epistemologies tied to enlightenment notions of reason and
objectivity divorced from lived experience suggest that universal Truth is
knowable. Scientists committed to such an epistemology follow strict
methodological rules intended to distance themselves from the values, vested
interests, and emotions generated by their race, class, gender, sexuality, or
unique lived experience.!” Despite these aspirations, though, both empiri-
cism and rationalism have facilitated racism from the seventeenth century
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onward, as David Theo Goldberg has thoroughly documented in his book
Racist Culture. As a consequence, race is one of the central conceptual in-
ventions of modernity, one that shapes our perceptions of social subjects, fel-
low human beings, in primarily racial terms.!® As for understanding racial in-
equality, this sort of epistemology detached from an acknowledged awareness
of race is what philosopher Charles W. Mills calls “an inverted epistemology,
an epistemology of ignorance, . . . producing the ironic outcome that whites
will in general be unable to understand the world that they themselves have
made.”? What follows from this epistemology is a white racial frame, or lens,
though which the social world is interpreted and misunderstood.2® White su-
premacy online is founded in an epistemology of ignorance in which whites
who adopt the white racial frame are unable to see the worlds they have cre-
ated and their privileged position within it but instead configure themselves
as victims.

Some feminists and postmodern theorists argue that knowledge is always
partial, situated, and embodied.?! Such an epistemology renders universal
Truth an impossibility, since only a relational truth between knower and
known is possible. Postmodern epistemologies also call into question the no-
tion of social justice (if not render it altogether impossible), since without
Truth there is no standard from which to judge justice.?? In many ways cy-
berspace is the realization of postmodern epistemologies, creating an unre-
stricted publication of ideas without reference to the traditional publishing
gatekeepers and allowing identity formation wholly unconnected to geo-
graphically rooted identities. In this new digital era all ideas, and indeed all
our identities, are up for renegotiation. White supremacy online exploits
uniquely Web-based mechanisms to undermine civil rights and values of
racial equality with overtly racist and anti-Semitic speech. As such, we must
reexamine how we make and evaluate knowledge claims and reconceive our
vision for social justice in this new digital terrain. These competing episte-
mologies create a theoretical impasse, with one rooted in Enlightenment
ideals of objective truth, supposedly disconnected from lived experience, and
the other recognizing lived experience, without any ethical ground on which
to found claims of social justice.

Sociologist Patricia Hill Collins suggests a possible resolution by offering
a third alternative—an epistemology in which ideas cannot be divorced from
the individuals who create and share them. Instead, Collins’s black, feminist
epistemology establishes lived experience, ethics, and reason as intercon-
nected, essential components for assessing knowledge claims.?? Since values
are the heart of the knowledge-validation process in this alternative episte-
mology, inquiry always has an ethical aim. And it is imperative that those
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who value racial equality not only have an apparatus for evaluating knowl-
edge claims but also train their focus on the ethical aim of racial equality.
Thus, this third, alternative epistemology of black feminist thought is crucial
for evaluating the knowledge claims in white supremacy online that chal-
lenge the basis of racial equality.

This investigation into white supremacy online also raises theoretical
questions about how social movement rhetoric differs online and in print.
It also raises questions about how social movements with vested political
interests use digital media to contest what is true and what is not. Those
who produce and participate in white supremacy have not adapted uni-
formly to the advent of the Internet. Some white supremacists who have
maintained a continuous presence in print for many years are not online
today. Others that once published white supremacist newsletters have
simply copied and pasted printed text onto one-way information transfer
brochure-like websites. And others still have been incredibly savvy, even
prescient, in understanding the potential of the Internet for furthering
their ideological goals. This technologically evolved white supremacy is es-
pecially menacing when we remember that young people are increasingly
much more likely to research using a search engine than consulting a tra-
ditional library collection. What is at stake for the future of political truths
won in the sphere of public opinion concerning racial equality and civil
rights? Sociologist Manuel Castells argues that social movements in the In-
formation Age try to influence cultural values. I concur and argue that
white supremacy online is undermining the value of racial equality.
Whether or not that is a shared value (as Durkheimians might suggest) or
simply reflects the systemic racism and white racial frame that sustains and
reinforces an enduring racial inequality (as Feagin suggests) will be ad-
dressed at length throughout the text.

Words that Wound in the Information Age

White supremacy online is a global issue and creates new challenges for crit-
ical race theory—and specifically for the idea that words can wound (that
is, that hate speech causes real harm in real life). Critical race theory places
race at the center of the analysis with the stories of victims of hate speech
as the starting point. Those who believe that speech can do lasting harm un-
derstand the urgency of addressing the problems posed by white supremacy
online.

After the UN’s 2001 World Conference on Racism in South Africa iden-
tified the Internet as a crucial mechanism for both spreading and combating
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“racism, racial hatred, xenophobia, racial discrimination,” and related intol-
erance, a number of nations decided to address online racism. In 2002, for ex-
ample, the Acting Race Discrimination Commissioner of Australia, Dr.
William Jonas, convened a symposium on cyber racism to raise awareness
and generate policy options. In 2003 the Council of Europe (COE), com-
prised of forty-four member states, drafted a protocol intended to shut down
racist and xenophobic websites. The protocol, signed by twelve member
states, reflects a strong European stance against hate speech online and
stands in stark contrast to the American view that white supremacist rheto-
ric ought to be protected as free speech. One legal scholar refers to these di-
vergent reactions to white supremacy online as “the U.S.—Europe cyberhate
divide.”?* The cyberhate divide also means that the United States is the
global destination of choice for those wishing to create and distribute white
supremacy online without fear of prosecution. It is critically important that
we consider white supremacy online in a global context and understand how
the United States’ position on “protected speech” undermines global efforts
to combat this insidious racism.

Research Design and Methodological Framework

Sociology’s established research design and methodologies are in a state of
flux, sending scholars scrambling to determine which methods are suitable
to the task of investigating society in the digital era. Faced with such a
transformation in the discipline’s established research design and method-
ologies, I chose to adapt traditional research-design frameworks and meth-
ods and improvise some new elements. The overall design of this study was
inspired by Wendy Griswold’s conceptualization of the “cultural diamond.”
In her conceptualization Griswold estab-lishes four connected points that
are crucial to the analysis of any cultural artifact—producer, text, social con-
text, and audience.?> For my purposes [ adapted Griswold’s diamond for use
with digital media. I explore a range of white supremacist websites as texts
and also examine producers and texts through postings at the white
supremacist discussion boards at Stormfront.org. In this, I drew on the
few but important exemplars of virtual ethnographies.?® Throughout this
book I explore the social context, both North American and transna-
tional, in which white supremacy online appears using a variety of sec-
ondary sources.

[ was also interested in how young people who might be considered an au-
dience for white supremacist sites made sense of what they inadvertently en-
countered while searching for information online. There is a growing and



Theorizing White Supremacy Online —~ 23

widely interdisciplinary field of digital media and learning that examines
how the Internet is transforming social life and learning, particularly for
young people who have grown up with digital technologies.2” While some
important work looking at race online has been undertaken in this field,?8 to
date there are only a handful of studies that specifically seek to understand
how young learners are affected by white supremacy online.?’ This study is
intended to contribute to that emerging field of study by considering just
such a link.

I employed a mixed-method study design and selected the most efficacious
method for answering the theoretical questions I wanted to explore.3® These
methods include ethnographic observation of a white supremacist online fo-
rum; qualitative-discourse analysis of Web text and graphic design, layout,
and images; secondary analysis of Web analytics; case studies; and au-
toethnography. In addition, I developed an innovative combination of exper-
iment, usability study, and in-depth interview in which I asked young people
to try and distinguish between legitimate civil rights websites and cloaked
white supremacist sites (see methods appendix for further discussion).

What I found from this mixed-method analysis is that old forms of overt
white supremacy (e.g., racist hate speech) have entered the digital era along-
side new, emergent forms of white supremacy that include mass e-mail, user
names, participatory discussion boards, overtly racist online games, and
covertly racist websites with obfuscated propaganda addressing the meaning
of civil rights. What I found from talking with young people is both disturb-
ing and heartening: today’s urban, multicultural, Internet-savvy youth are
not likely to be recruited into white supremacist organizations merely by
stumbling upon a website; that said, most of those I interviewed had diffi-
culty distinguishing between cloaked white supremacist websites and legiti-
mate civil rights websites.

Social-Movement Rhetoric in Print and Online:
A Naturally Occurring Experiment

In his analysis of “virtual fascism in cyberculture,” Les Back asserts that there
is both little discussion in the literature that examines the ways in which the
extreme right has utilized the medium and almost no understanding of how
white supremacy online might relate to its previous media incarnations.3!
Antecedent to my study is another in which I examined white supremacist
discourse in printed media; specifically, I analyzed over three hundred indi-
vidual newsletters published by five different white supremacist groups, iden-
tifying themes in text and images.>* The sample for that study spanned the
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years 1970 to 1993, and that arbitrary end date turned out to be signifi-
cant. Shortly after 1993 white supremacists such as Don Black and David
Duke began using the Internet as part of their social movement commu-
nication and media strategy. The timing of this development meant that |
had a naturally occurring experiment for examining and understanding
digital media and social movement discourse that would allow for prior
and post-Internet comparison. As far as | know, this is the first study to
date that does such a comparison, and, therefore, this research is intended
to help bridge the gap in our knowledge about how social movement rhet-
oric is, or is not, transformed through digital media. Not all white
supremacy online is part of an organized social movement, as I discuss in
the following chapter with an examination of individual acts of white
supremacy online.

Conclusion

Though this book is intended to make a number of theoretical and method-
ological contributions, it is primarily intended as an empirical work, illuminat-
ing how the discourse of one particular social movement—white supremacy—
has been translated into the digital era. The methodological design, inspired by
Griswold’s framework, is meant to draw a fuller picture of this cultural phe-
nomenon than would an examination that only looks at movement discourse.
To summarize this book’s theoretical themes in the broadest terms, I want
to understand how racism and white supremacy manifest online. The speed
and ease with which hate speech travels across national boundaries and the
willingness of repressive regimes to regulate Internet content that has to do
with democracy and democratic ideals of equality, raises certain challenges to
critical race theory, which has presented a strong case for the regulation of
hate speech. Namely, it asks how free speech might be balanced with equal-
ity and human rights within a democratic society. Further, I explore the con-
nection between extremist white supremacy and more mundane expressions
of white identity and the white racial frame for defining the terms of the de-
bate about race and controlling the production of knowledge. I assert that
the threat of white supremacy online in a democratic society is less about the
supposed threat of recruitment or political mobilization than it is about the
real epistemological challenge it poses to undermining the very basis of racial
equality. Finally, I explore the theoretical implications of white supremacy
online for understanding the tension between globalization and the forces of
intolerance. In the following chapter I begin the empirical investigation
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with a case study that illustrates many of the themes of globalization and the
Internet and the way that these two forces combine to enable individual acts
of white supremacy online.
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CHAPTER THREE

Individual Acts
of White Supremacy Online

The standardization of world culture, with local popular or traditional
forms driven out or dumbed down to make way for American television,
American music, food, clothes, and films, has been seen by many as the
very heart of globalization.

—Fredric Jameson

In February 1998 Richard Machado, a twenty-one-year-old Los Angeles
man, was convicted of violating the civil rights of Asian students at the Uni-
versity of California, [rvine, after sending them threatening e-mails. Just over
a year earlier, in September of 1996, Machado had sent a nine-line, profan-
ity-riddled e-mail message to fifty-nine students he had identified as Asian by
their names. The message said, in part, “I personally will make it my life ca-
reer [sic] to find and kill everyone [sic] of you personally” and was signed
“Asian Hater.” After being indicted in November 1996, Machado, then
nineteen years old, fled to Mexico to avoid prosecution; he was subsequently
apprehended and spent a year in federal custody. In addition to receiving a
fine and probation, Machado was sentenced to undergo psychiatric counsel-
ing, with mandated participation in a racial tolerance program as a compo-
nent of that counseling; furthermore, he was ordered to neither enter the
[rvine campus nor attempt to contact any of the recipients of the threaten-
ing e-mail message.!

29
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The case of Richard Machado illustrates a number of interesting points
about globalization, individual acts of white supremacy, and the Internet. In
many ways Machado’s racialized crime was only possible because of global-
ization, both in terms of flows of people across national borders that brought
him and the students he targeted together in Orange County and also in
terms of the kind of Americanization of world culture to which Frederic
Jameson refers in the epigraph. Clearly, Machado’s e-mail crime was only
possible because of the Internet. The combination of an increasingly ho-
mogenized global culture and the possibility of acts of individual white su-
premacy have implications for our understanding of race as well. At this
point in the study I examine published accounts in mainstream news sources
about Machado’s story to construct a case study.2 My two goals in this case
study are (1) to offer a preliminary exploration of how an individual, quite
apart from any involvement in white supremacist social movement organiza-
tions, might be involved in individual acts of white supremacy, and (2) to sit-
uate those acts within a broader social context in which globalization, the In-
ternet, and race are imbricated. To accomplish these goals, I analyze this case
thematically looking at elements of globalization, the Internet, and race.
Whenever possible [ also include the victims’ stories, which are typically left
out of the mainstream accounts; I explore this absence as well.

Globalization

In understanding globalization, and in particular global flows of people across
national boundaries, we get a fuller view of what set Machado on a path toward
the individual acts of online white supremacy he committed from a computer
lab on the UC, Irvine, campus in the late 1990s. Globalization is always local
in its consequences, and for Southern Californians one of the consequences of
globalization has been a pattern of immigration and out-migration of Mexicans
and Mexican Americans from Tijuana to San Diego, up through the agricultural
Santa Maria Valley, and into northern California and as far north as Seattle.
Published reports about Richard Machado’s life indicate that his family mi-
grated along a similar path, traveling from Mexico to Los Angeles. Machado,
the youngest of seven children and the first in his family to go to college, then
continued this migration to Irvine, forty miles east of Los Angeles.
Globalization also facilitated the growth of the University of California
system, as well as the expansion of wealthy Orange County, where UC,
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Irvine, is located.* While the growth of Orange County originally developed
in the 1960s as a suburban appendage to Los Angeles, by the 1980s it had be-
come an economic and cultural center with its own linkages to the global
economy.’ And globalization is partly responsible for Machado’s contact with
Asian and Asian-American fellow students. Orange County has seen the
growth of an international Asian and Pacific Islander community and a large
Asian-American population. These communities were formed in the 1970s
and 1980s by individuals and families with enough personal capital to pursue
higher education in the United States and today are interlinked with other
ethnically based communities in geographically dispersed locations within
the global political economy.® Many in this diaspora stay digitally connected
to others in dispersed, global locations via e-mail, video chat, and online
communities.” The ethnic concentration of Asians and Pacific Islanders in
Orange County is reflected in data from the U.S. Census. In 2000 approxi-
mately 29.8 percent of those living in Irvine were of Asian descent, com-
pared to 10.9 percent for rest of the state; that same year the Latino popula-
tion in Irvine was just 7.9 percent compared to 32.4 percent for California as
a whole.8 Further, the fact that Machado, who is Mexican American,
adopted racist elements of the dominant culture by targeting Asians and
Asian Americans is not surprising given the historical legacy of white su-
premacy in California with its complex interplay of economic forces and
racial attitudes that simultaneously structure and allocate group position.? In
the late 1990s the racial fault lines in California were perhaps most pro-
nounced in higher education, as the University of California system barred
the use of race and gender as admissions factors, and, as a result, the enroll-
ment of Latino students at the university’s most selective campuses plum-
meted; indeed, between 1997 and 1998, at one UC campus, admissions of
Latinos dropped by 43 percent.l® UC’s policy shift significantly affected
Machado, according to published reports, who sent threatening e-mails to
the campus newspaper staff because he was upset that the paper supported
the policies.!! While globalization and state policies have worked together to
provide opportunities for some, they have simultaneously excluded others,
and Machado saw himself among those pushed out by such policies.

The fact that Machado and the Asian and Asian-American students were
on the same campus in the UC system was, at least partially, due to global-
ization. What each student faced—though it is unlikely that Machado rec-
ognized his commonality with his victims’ causes—was the pressure of as-
similation into the dominant white, American culture. Jameson articulates
the standardization of world cultures as making way for American culture
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(and cultural products) and standards, which gets played out on college cam-
puses and can be agonizing for U.S.-born minority and foreign-born students
who are pressured to assimilate or suffer discrimination.!? The racial and ethnic
identities of Machado (Mexican American) and the students he targeted
(Asian and Asian American) were in part constructed by these global flows of
people across national borders. The global trend toward creating sameness from
diverse cultures has repercussions within the United States as well, as a diverse
range of people with different religions, languages, and cultural histories are ho-
mogenized by the dominant culture and lumped into broad categories like
Asian, Asian American, and Mexican American, descriptives devoid of meaning
outside of an American context. However, these were not the relevant aspects
of globalization that earned Richard Machado headlines.

The Internet

Machado’s crime was newsworthy because he used the Internet to send
threatening hate messages; as such there were unique technological features
to this crime. First, Machado created an e-mail address using an alias. This is
easy enough to do, and many people who are online have multiple aliases
that they use for separate e-mail accounts as a way of managing different sets
of relationships (e.g., a personal e-mail with the user ID hot]1@myemail.com
versus a work-related e-mail with the user ID jsmith@myworkplace.com).
Such online aliases are easy to create, easy to discard, and, most of the time,
innocuous. In Machado’s case, the fact that he used an alias meant that his
identity could remain anonymous (at least initially), thus allowing him to
launch an attack via e-mail hidden behind a fictitious online identity.

Second, in order to locate the students he wanted to target Machado
checked user names in a searchable database of enrolled students on the UC,
[rvine, network and looked for names that sounded Asian to him. Here race is
part of a routine technological artifact of a college database, which Machado
was able to effectively use as a racial filter. While I have no doubt that the
campus’ cyberinfrastructure was created by well-meaning software engineers and
information architects who gave no thought to race as they coded the software
to run their searchable database, that race can be identified—or at least
intimated—means that it is like a ghost in the machine, operating in unseen
ways.!3 Machado’s using the searchable database as a racial identifier is consis-
tent with the way race is built into cyberinfrastructure in other ways; recall
Nakamura’s example of the drop-down menus with a list of possible racial iden-
tities from which to choose.!4
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Third, Machado used the cc!® function of an e-mail program to send his
hateful messages to multiple users; as such the Internet worked as a force
multiplier of hate speech. Rather than passing a note in class to a student he
identified as Asian, Machado could easily send one message to as many Asian
students as he could identify at once. And because of the real-time sending
and receipt of e-mail messages on the Internet, after sending the first e-mail
Machado sat back and waited for a typewritten response, able to gauge the
reaction to his poison-pen letter, thanks to the Internet’s unique capabilities.
When no reply from his victims was immediately forthcoming, Machado re-
sent the original racist e-mail message to the same list of recipients.

Race and the White Racial Frame

The fact that Machado is Mexican American and the students he targeted
were Asian and Asian American suggests just how race and racial identity
figure into white supremacy online. Machado was not, according to pub-
lished accounts, involved in an organized white supremacist group nor was
he known to have visited white supremacist sites online. Yet the language of
his e-mail was clearly hate speech. One explanation for Machado’s action is
that, no less than most other people in the United States, he had adopted the
dominant white racial frame. Part of what is useful about this theoretical
framework is that it situates racist actions within a larger system of racial op-
pression rather than in either individual identity (not only whites adopt the
white racial frame) or individual pathology of racial prejudice tied to a per-
sonality disorder. Machado need not have been white to send the racist e-
mails. Nor did he necessarily need to be mentally ill to have sent the e-mails,
and there is no indication from the published accounts that he was. Instead,
he merely needed to grow up in the United States, which he did, and adapt
to the dominant culture’s white racial frame. By targeting Asian and Asian-
American students, Machado was simply echoing this frame.

Machado adopted this frame when he selected his targets from a list of names
that sounded homogenously Asian to him. Such a strategy is ultimately a racist
one that dehumanizes and deindividualizes people from a diverse range of cul-
tures and ethnic backgrounds. In the United States the racial or ethnic identity
Asian does not distinguish people from nations as diverse as China, Japan, and
Korea, nations that have markedly different cultural, historical, and political
viewpoints and, in each case, have engaged in protracted battles with one an-
other. That Machado was unable or unwilling to differentiate between his fel-
low students further evidences his adoption of the white racial frame.
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While Machado, as a Mexican American, represents a somewhat anom-
alous case of an individual engaging in acts of cyber racism, it is also possible
that he could have found a welcoming online community at Stormfront.org,
the home of “white pride world wide.” As I discuss at some length in chapter
5, the boundaries of whiteness are quite flexible and can expand to include in-
dividuals that might, in another context, be considered nonwhite. For exam-
ple, the participant at Stormfront who goes by the name diabloblancol4 de-
scribes himself as a Southern Italian from a “Pan Aryan neighborhood” in
Brooklyn where he grew up with neighbors from a variety of white ethnic
identities, including “White Hispanics.” This participant describes his choice
of a Spanish screen name by saying that he “wanted to use a Med language to
express White Med pride,” a rhetorical strategy for demarcating Mediter-
ranean peoples as white, when historically within the United States, they
have been considered nonwhite. Whether or not Machado self-consciously
identified as white, or even as white Hispanic, remains an open question.
What seems clear from his e-mail attack on Asian and Asian-American stu-
dents is that he saw them as explicitly nonwhite, and in this way Machado
adopted one of the more quotidian aspects of the white racial frame in iden-
tifying a racial Other.

E-mails that Wound

Placing the victims’ story at the center of this analysis of hate speech, as crit-
ical race theorists suggest, !0 is difficult because of the way this story and oth-
ers like it are reported in the mainstream news.!” This is especially so in this
case of hate speech via e-mail because the press accounts mainly leave out
the perspective of those who are the targets of hate speech, that is, the UC
Irvine students who received Machado’s e-mail messages. For the most part,
mainstream press accounts in this instance were written from within the
white racial frame and left out the systemic pattern of virulent anti-Asian
racism on the UC campus. At the time of Machado’s attacks Asian students
on at least four UC campuses had been the targets of virulent anti-Asian
telephone calls, graffiti, and e-mail.!8

Although many Asian-American victims of racism keep such hostility to
themselves,!? a handful of UC students organized to bring the harassment of
Asian-American students to the attention of administrators.2® Research in-
dicates that hate crimes exact an especially heavy toll on the victims.?! And
while there is less research that examines Internet hate crimes,?? we can in-
fer, based on other research about the impact of hate crimes, including hate
crimes that are verbal and not physical, that these crimes committed online
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still negatively impact people’s lives. In the absence of empirical research or
press accounts, we can only speculate that these hate messages, sent anony-
mously and multiple times via e-mail, may have created a greater sense of fear
and violation for the recipients than if Machado had passed a note in class
with a similar message.

The fact that Machado was convicted of a hate crime involving the In-
ternet reveals some features of the law and the Internet in the United States.
Within the States, the only time white supremacy online loses its First
Amendment (speech) protection is when it is joined with conduct that
threatens, harasses, or incites illegality.?3 Yet the Machado case suggests
that the law is not evenly applied to all people in the United States. The fact
that the only individual prosecuted so far for white supremacy online is Mex-
ican American is consistent with the racialized bent of the American crimi-
nal justice system in which minority men are viewed as inherently suspect
and differentially arrested, prosecuted, and incarcerated. The fact Machado’s
victims were Asian and Asian American, often stereotyped as model mi-
norities and unlikely to name this harassment as part of systemic discrimina-
tion, made it easy for those outside the case to ignore the larger context of
white supremacy. While Machado’s conviction may seem like a triumph for
the critical race perspective that places victims’ accounts at the center of the
analysis, on closer inspection it is, in fact, one of the few places that critical
race theory and more absolutist interpretations of the First Amendment
overlap. Even in the very limited number of instances in which white su-
premacy online does not constitute legally protected speech in the United
States, the aggressive prosecution of such cases?* seems to rely on racialized
notions of who is suspect. There seems to be a disturbing difference between
the class of citizen held suspect of such crime and the class of citizen whose
speech is protected.

Conclusion

The Machado case represents an individual act of cyber racism and is signif-
icant for several reasons. First, it underscores that acts of cyber racism are not
all committed by people involved in organized white supremacist groups. In-
deed, just as the majority of hate crimes are committed by people who are not
affiliated with any form of organized racism, it may be that subsequent em-
pirical investigations into cyber racism reveal that the majority of these types
of acts are committed by individuals who are not affiliated with any organi-
zation. The case-study method is limited by its inability to address such a
conclusion based on these limited data.
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This case study also illustrates a unique example of legal precedence.
Machado remains the only person convicted of an Internet hate crime in the
United States. The decision to prosecute Machado is consistent with current ju-
risprudence, which limits First Amendment protection of speech when it is
joined with conduct that threatens, harasses, or incites illegality. However, the
fact that the only person ever convicted of such a crime is a man of Mexican-
American ancestry reflects the racism of the criminal justice system and the fact
that it is overwhelmingly minority men who are regarded as suspects.

The Machado case study also highlights the interconnectedness of global-
ization, the Internet, and race. His crime was possible precisely because of
two realities of the modern era: the global flows of people across borders and
the Internet. Globalized migrations across national boundaries are partly re-
sponsible for landing Machado and his chosen victims at the same campus in
Orange County and are part of what systematically set him at a disadvantage
relative to his fellow students. Rather than fostering tolerance, this multi-
cultural reality in the context of an intense pressure to conform and succeed
in an Americanized and homogenous global culture negatively affected both
Machado and the Asian and Asian-American students on campus. This in-
dividual act both retains many elements of the previous era of white su-
premacy (e.g., racist messages of hate) alongside some new features of the
digital era (e.g., targets selected by user name, multiple messages sent from
one to many over a short period of time).

The way that Machado was ultimately caught suggests how globalization
and the Internet might combat online white supremacy. Upon receiving the
racist hate e-mail, several students responded with e-mails of their own to the
Office of Academic Computing (OAC). The staff at the OAC were able to
identify Machado as the sender by tracing the e-mails he sent using SMTP
(Simple Mail Transfer Protocol). Then, they identified the lab and located
the individual computer from which the messages were being sent. When
staffers went to the terminal, they found Machado still sitting there and
asked him to leave. Surveillance cameras in the computer lab later confirmed
that Machado was in fact the author of the threatening e-mail messages.?
Part of what this technological hate-crime-busting story suggests is that there
is the means to address similar individual acts of white supremacy where
there is the will to do so.

This individual act of cyber racism also illustrates how certain minorities
might choose to embrace the dominant white racial frame instead of choos-
ing an oppositional, alternative epistemology. This has important implica-
tions for understanding both epistemology and how more extremist expres-
sions of white supremacy are connected to the banal, everyday expressions of
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white identity. While Machado could have chosen to interpret his ex-
periences and struggles in a way that aligned him with Asian and Asian-
American students, he instead adopted the white racial frame and viewed
them as racial Others. Adopting this white racial frame led to the production
of a particular kind of knowledge—that is, seeing these students as Others. If
he had adopted an alternative epistemology in which he critically evaluated
his own social position and that of his fellow students within the context of
globalization, Machado might have been less inclined to send those threat-
ening e-mails. If Machado had adopted an epistemology that helped him
clearly see the way that globalization relies on racism and racial inequality to
operate smoothly, then that would have surely produced a different kind of
knowledge about his fellow students.

While Machado acted individually and without any known affiliation to a
white supremacist group offline or online, in order for us to understand white
supremacy online more fully, we must move beyond the analysis of individual
acts of white supremacy to examine organized white supremacist social move-
ment organizations. Placing both the Machado case and white supremacist so-
cial movements within a global context, I turn next to the work of Manuel
Castells, a leading figure in the sociology of globalization and the Internet.
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CHAPTER FOUR

White Supremacist
Social Movements Online and
in a Global Context

Social movements in the Information Age are essentially mobilized
around cultural values. The struggle to change the codes of meaning in
the institutions and practice of the society is the essential struggle in the
process of social change in the new historical context, movements to
seize the power of the minds, not state power.

—Manuel Castells

The Internet enables social movements to cross national boundaries in ways
simply not possible in any previous era. In this new global era the existence
of online white supremacist social movements has been scrutinized from
three distinct angles. First, scholars such as Manuel Castells have examined
how racial identity and globalization are connected in online social move-
ments.! Second, others express concern about whether such social move-
ments online threaten the broader political landscape, endangering the pub-
lic sphere and democratic society.2 And third, mainstream press accounts and
certain scholars have voiced concern that white supremacists with an online
presence are recruiting. Yet the reality of white supremacist movements on-
line, I posit, is more complex than any of these perspectives suggest. A good
place to begin my explanation is with a discussion of race, globalization, and
identity.

39
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Translocal Whiteness: Shaping Online White Identity
through Global, Networked Social Movements

As Castells indicates in the epigraph opening this chapter, social movements
in the digital era are centered on cultural values. For the most part, analyses
of social movements and the Internet have concentrated heavily on progres-
sive and left-leaning movements, while there has been far less attention
given those of the far right. In the minority, Castells chose to write about the
Internet and both progressive movements (e.g., feminism and environmen-
talism) and far-right social movements. Thus, Castells’s voice is central to
any discussion of white supremacist social movements on the Internet.
Sociologist Anthony Giddens has favorably compared Castells’s three-
volume Information Age: Economy, Society, and Culture to Max Weber’s clas-
sic Economy and Society. Originally published in 1996, Castells’s collective
work presciently anticipated the enormous impact of the Internet and glob-
alization on everyday life. Given that The Power of Identity (volume 2) ad-
dresses social movements in the Information Age and specifically refers to
the patriot movement in the network society, Castells’s work is particularly
relevant to this discussion. He conceptualizes globalization and identity for-
mation as conflicting trends,® a point similar to that made in Benjamin Bar-
ber’s Jihad vs. McWorld. In two possible political futures—“both bleak, nei-
ther democratic”—Barber envisions McWorld as a commercialized,
homogenized, depoliticized, and bureaucratized future, while Jihad is
parochial, tribal, and factious.* For both Castells and Barber globalization
is allied with tolerance, pluralism, and cosmopolitanism, whereas identity is
implicated in racism, tribalism, and ethnic identities. In The Power of Iden-
tity Castells explicitly grapples with white supremacy, globalization, and the
Internet in a segment he titles “Up in Arms against the New World Order:
The American Militia and the Patriot Movement in the 1990s.”> The sec-
tion’s primary source is the Southern Poverty Law Center’s Klanwatch/Militia
Task Force from 1996, which today the SPLC publishes online and in print
as The Intelligence Report.” Similarly informing Castells’s work is Ken Stern’s
1996 A Force upon the Plain, which discusses the American militia move-
ment. These two sources buttress Castells’s claims (1) that white supremacy
is an extreme libertarian trend that identifies the federal government as a pri-
mary enemy, (2) that it perceives the new world order (i.e., globalization) to
be a greater threat still, (3) that the movement features a backlash against
feminism, gays, and racial or ethnic minorities, and (4) that it promotes an
“intolerant affirmation of the superiority of Christian values.”8 Castells’s
larger point here is that along with the Japanese Aum Shinrikyo—the cult
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responsible for the 1995 sarin gas attacks in the Toyko subway—the patriot
movement is reactive, reflexively resisting globalization. As such, he considers
the movement to be a rebellion against the more cosmopolitan strains of glob-
alization, quite similar to Barber’s Jihad, which opposes McWorld.

Considering the global perspective, however, highlights a number of prob-
lems with Castells’s analysis of online white supremacy. First, he misinter-
prets the patriot movement to be the umbrella organization under which all
other white supremacist groups meet. He says

The militia are the most militant, and organized, wing of a much broader, self-
proclaimed “patriot movement,” whose ideological galaxy encompasses estab-
lished, extreme, conservative organizations, such as the John Birch Society; a
whole array of traditional, white supremacist, neo-Nazi, and anti-Semitic
groups, including the Ku Klux Klan and the Posse Comitatus; fanatic religious
groups, such as Christian Identity, an anti-Semitic sect emanating from Victo-
rian England’s British Israelism; antifederal groups, such as the Counties’
Rights Movements, Wise Use anti-environmental coalition, the National Tax-
payers’ Union, and the defenders of common-law courts. The patriots’ galaxy
also extends, in loose forms, to the powerful Christian Coalition, as well as to
a number of militant right-to-life groups, and counts on the sympathy of many
members of the National Rifle Association and progun advocates.’?

While the patriot movement in the 1990s was certainly an important
“force upon the American plain” for white supremacists, it did not then, and
does not now, represent the epicenter of the “ideological galaxy” of white su-
premacist organizations listed above. Rather, the patriot movement is and al-
ways has been a single element, and increasingly insignificant one at that, of
the broader white supremacist movement. Indeed, as the SPLC reports, the
patriot movement is currently in free fall, suffering dramatically declining
participation. According to the SPLC, at its peak in 1996 the patriot move-
ment was comprised of 858 groups, yet by 2001 that number had declined by
almost 82 percent to a mere 158 identified groups; even that number, char-
acterized by the SPLC as “anemic,” was perhaps inflated.!® While the patriot
and militia branches declined, other offshoots of white supremacy grew. As
of the SPLC’s spring report of 2008, there were an estimated 888 groups in
the United States, up 48 percent since 2000.1! Essentially, Castells mistook a
dying limb of white supremacy to be the movement’s heart. This first mistake
in analysis begets another: for by making the patriot movement his index
case study, on which his entire understanding of white supremacy is based,
Castells erroneously locates the movement as an exclusively U.S.-based phe-
nomenon, which it is not.
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On the contrary, in the Information Age white supremacy is global and
quite self-consciously so. Don Black, a white supremacist based in south
Florida, established one of the earliest white supremacist websites, Storm-
front.org, in 1995. Stormfront’s tagline from the beginning has been “white
pride worldwide,” a motto that speaks to the global vision of the site’s cre-
ators as well as to the current reach of the site. For some time, Stormfront has
featured discussion rooms where supporters from across the globe connect,
logging in from Australia, the Baltics, Belgium, Britain, Canada, France,
Germany, Hungary, Italy, the Netherlands, South Africa, and Switzerland.
As valuable a resource as the Southern Poverty Law Center is, its data about
white supremacy in the global era are of limited value, since they restrict
their scope to activity within the United States. Sources outside the United
States, such as the French antiracist group J’Accuse, estimate there may be
as many as sixty thousand racist websites worldwide, much higher than the
SPLC’s calculation of just under nine hundred sites based in the United
States. The disparity can be explained in part by the French organization’s
global focus.!? It is admittedly difficult for various methodological reasons to
accurately estimate the number of white supremacist organizations or their
individual supporters. Yet Castells forces an error by culling the primary data
in this case exclusively from U.S.-based sources like SPLC and Stern’s Force
upon the Plain—a curious choice, in any case, given that his book is about
globalization. White supremacy is a worldwide concern in the Information
Age, not merely an American scourge.

Third, while Castells is quite right in his assessment that “identity is peo-
ple’s source for meaning and experience,”? because he situates his under-
standing of white supremacy by region rather than race, he overlooks the In-
ternet’s importance in forming a global white identity that transcends local
and regional ties. For instance, following a lengthy discussion of militias,!4
Castells shifts to the role of the Internet:

For conspiracy enthusiasts like militia members, unverified statements from cy-
berspace reaffirmed their set conclusions by providing an endless stream of ad-
ditional “evidence.” Also the frontier spirit characteristic of the Internet fits
well with the freemen, expressing themselves and making their statement
without mediation or government control. More importantly, the network
structure of the Internet reproduces exactly the autonomous, spontaneous net-
working of militia groups, and of the patriots at large, without boundaries and
without definite plan, but sharing a purpose, a feeling, and most of all an en-
emy. It is mainly on the Internet (backed up by fax and direct mailing) that the
movement thrives and organizes itself.!?
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Castells is mostly correct here in terms of the linkages the Internet pro-
vides to social movement members, but he neglects an analysis of race, or
more specifically, of whiteness and white identity and the way they are cen-
tral to those linkages. To be fair, when The Power of Identity was written in
the late 1990s, thinking in terms of linkages characterized popular under-
standing of the Internet. Since that time, however, a new field of scholarship
has emerged that in great part draws on or is influenced by sociologist Sherry
Turkle’s Life on the Screen: Identity in the Age of the Internet.!® This new inter-
disciplinary field examines the formation and reaffirmation of social identi-
ties online,!? particularly tracing links forged by race and at racially dedicated
social-networking sites.!® This entire area of scholarship is unaccounted for
by Castells or anyone who orients their understanding of white supremacy on
region to the exclusion of race. Hence, Castells has no way to envision global
white identity developing online.

Global white identity, which sociologist Les Back has referred to as
translocal whiteness,!? is crucial to understanding cyber racism in the Infor-
mation Age. Writing about the racially motivated menacing of an Aborigi-
nal community in Sydney, Australia, Suvendrini Perera illuminates the In-
ternet’s development of the phenomenon:

The appearance of the “race-mixing” posters . . . was clearly designed to ter-
rorize the long-standing and highly visible Aboriginal community in the area,
as well as [to target] other racial minorities and people of color in the vicin-
ity—notably, international students at the nearby universities and English-lan-
guage colleges. The originating point for the poster was the website of the
White Pride Coalition, from where it could be downloaded, along with a vari-
ety of other racist literature, images, and regalia. The availability of these ma-
terials on the website allows their owners to disclaim responsibility for their
dissemination and public display on the street. It also enables individuals or
small cells of people to act alone and in anonymity while drawing on the re-
sources of a global white racist cyberculture.20

In Perera’s account, a self-consciously white-defined group avails itself of
racist materials courtesy of a white supremacist website—part of a global,
white, racist cyberculture—to torment nonwhite community members. In
the Information Age the Internet facilitates the formation of a transna-
tional, explicitly racist white identity, as it has expedited the establishment
of other transnational subcultural identities—queer identities, for in-
stance.?! (One of the key differences between these groups is that the for-
mation of white racist identity portends terror for any outside that group,
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while the formation of queer identity often means terror for those inside that
group.) The point here is that translocal whiteness is a racial identity shaped
by global information flows, yet Castells’s race and ethnicity are territorial
identities (i.e., “religious, national, ethnic, territorial”??). By orienting racial
and ethnic identity with a specific region, nation, or territory, Castells’s
analysis fails to account for the digital diasporas—that is, the way online
communities shape racial and ethnic identities constructed at the intersec-
tion of technologies and globalization.?3 More to the point, Castells’s analy-
sis fails to account for the Internet’s pivotal role in the formation of global
white identities.

Castells further undermines his analysis by asserting that race, in addition
to being tied to regional or territorial boundaries, is also configured as a de-
mographic characteristic. For instance, he writes that “there is one clearly
predominant characteristic in the patriot movement: in a large majority, they
are white, heterosexual males.”?4

Castells dilutes the importance of racial identity, systemic racism, and the
white racial frame when he categorizes race as merely one of many demo-
graphic characteristics rather than as a fundamental organizing principle of
the movement. While he goes on to acknowledge that the angry-white-male
theme “does connect with much older rejection of racial equality by white
supremacist groups,” his analysis concludes prematurely. Instead, he argues
that:

“Rather, they are, fundamentally, a cultural and political movement, defender of the
traditions of the country against cosmopolitan values. . . . Right-wing populism is
hardly a novelty in the United States; indeed, it is a phenomenon that has
played an important role in American politics throughout the country’s his-
tory. Furthermore, angry popular reactions to economic distress have occurred
in both America and Europe in different forms, from classic fascism and
Nazism to the xenophobic and ultranationalist movements of recent years.
One of the conditions that can help explain the fast spread of the militia, be-
sides the Internet, is growing economic hardship and social inequality in
America. Men’s average income has deteriorated substantially in the past two
decades, particularly during the 1980s.%5 (emphasis added)

Once again, Castells limits his examination of white supremacy by focus-
ing on geography—in this instance the United States—and then tying these
movements to other forms of “right-wing populism” formed in response to
“economic distress.” Such class-based analysis is drawn from the classic
Marxist view in which race is “epiphenomenal.”?¢ While Castells, a neo-
Marxist, is careful in other sections of the chapter to not overinterpret the
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patriot movement with the language of class, he does not offer anything that
might be considered a robust racial analysis. Indeed, as the passage immedi-
ately above illustrates, race is missing from his analysis. And the lack of
something as critical as a thorough racial analysis substantially weakens
Castells’s overall argument, as becomes evident in the passage immediately
following, when he asserts that economic inequality cultivated militias in the
American West: “For instance, Montana, the seedbed of the new militia, is
also one of the favorite destinations of the new billionaires, fond of acquir-
ing thousands of acres of pristine land to build ranches from which to run
their global networks. Ranchers in the area resented these moves.”??

Perhaps Ted Turner and other billionaires grabbing up land in Montana
have fomented resentment among some ranchers in the area, but this geo-
graphically specific example hardly seems adequate to the task of under-
standing white supremacy and globalization as a whole in the Information
Age. Castells concludes with the following: “The social movements I have
analyzed in this chapter are very different. And yet, under different forms, re-
flecting their diverse social and cultural roots, they all challenge the current
processes of globalization on behalf of their constructed identities, in some in-
stances claiming to represent the interests of their country, or of humankind,
as well”28 (emphasis added).

By drawing parallels between the Japanese Aum Shinrikyo cult and the
white patriot movement, Castells asserts that reactive movements respond
negatively to globalization, but he fails to explain the Internet’s role in the
identity formation of those individuals within these groups and demotes the
Internet to a mechanism for providing “linkages.”

Castells is to be commended for his farsighted sociological vision in rec-
ognizing the importance of the coinciding trends of globalization and the In-
ternet for the transformation of social, economic, and cultural life. Yet, the
analysis he puts forward in Power of Identity, Vol. 2, fails to adequately ana-
lyze white supremacy online in the global Information Age. First of all, he
mistakenly takes the patriot movement as the ideal type for all other white
supremacist organizations. He then uses the patriot movement as his index
case study and thus erroneously locates white supremacy as a U.S.-only
movement when, in fact, it is global. This focus on the patriot movement
leads to a second error that emphasizes region rather than on race as the fun-
damental organizing category of the white supremacist movement. Thus,
Castells misses the extent to which the Internet figures in the formation of a
global white identity that transcends local and regional ties. And, finally, by
adopting race as one among many demographic “characteristics” rather than
a fundamental organizing frame, Castells misses the importance of racial
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identity, systemic racism, and the white racial frame for understanding white
supremacy online.

White supremacy online in the global information era facilitates the for-
mation of a translocal white identity, which is in turn shaped through global
information technologies rather than in opposition to them. Here it is useful
to return to Benjamin Barber’s conceptualization of Jihad vs. McWorld.
Rather than Castells’s oppositional notion of globalization versus identity,
Barber (despite the somewhat misleading title of his book) articulates a
slightly more nuanced, dialectical view in which Jihad is enacted via Mc-
World; that is, in Barber’s view racial, ethnic, and religious identities are con-
structed and affirmed through various mechanisms of globalization.?” This is
relevant to this discussion of white supremacy online as whiteness is con-
structed and affirmed through global information flows and in racially dedi-
cated online communities committed to “white pride worldwide” (such as
Stormfront.org). This leads to my next point of examination: namely,
whether this kind of online activism endangers democratic society.

A Threat to Democracy? White Supremacist Social Movement
Activism and the Internet in a Global Context

When it comes to political mobilization, the Internet undisputedly amplifies
many messages, values, and ideas. People interested in the same ideas can
easily connect using the Internet, and, as such, the Internet amplifies those
connections and strengthens networks of like-minded people.® The neolo-
gism cyberactivism refers to the proliferation of social movement organiza-
tions that avail themselves of Internet technologies to further their goals,
which often include promoting a more inclusive, democratic society.’! Much
of the scholarship about new social movements on the Internet is guided by
a conviction in the liberatory potential of the Internet to transform society
in more democratically?? inclusive ways and therefore tends to focus on pro-
gressive movements.’> For example, a good deal has been written about the
Zapatistas uprising,>* antiwar activism,*> and feminist organizing.’® New dig-
ital media (like blogs and wikis) and mobile computing technology (like
SMS) have made formerly obscure activist subcultures accessible to more
people and have created new inroads to political participation for those in-
terested.3” For activists in extremist white supremacist organizations, like
others in obscure subcultures, the Internet provides a relatively inexpensive
venue for widespread communication of their ideas unimpeded by monitors
or wardens.’® Whether or not this wider availability of white supremacy



White Supremacist Social Movements Online and in a Global Context —~~ 47

online politically mobilizes the movement remains to be seen. Jeffery Kaplan
and his colleagues are among those who have taken up this question, and I
believe their assessment comes closest to offering an answer:

Internet or no Internet, barring some cataclysmic development, WAR, [and sim-
ilar organizations] . . . currently seeking to take advantage of the new technol-
ogy are unlikely to become serious political contestants. Nevertheless, the In-
ternet does furnish them with a link, a way of circumventing the gatekeepers
of the other channels of mass communication.?

A serious consequence of participatory media is its accessibility to spe-
cialist and nonspecialist users alike. And the very openness of the system in-
vites anyone with a nefarious agenda to join in and author their own suspect
content. It is key, here, that we parse the actual harm from the potential. |
agree with Kaplan and his colleagues that the likelihood of a white suprema-
cist organization emerging as a serious political contender is remote. How-
ever, the issue of communicating without gatekeepers is significant for the
epistemology of white supremacy online and a topic to which I will return to
in subsequent chapters. For the moment, let me continue to address why the
larger political mobilization of white supremacists remains a distant, but nev-
ertheless troubling, possibility.

In order to affect change, social movement organizations must mobilize re-
sources, such as attracting financial backing, garnering media coverage, estab-
lishing organizational structures, and forming political alliances with those in
power.*0 The Internet is an important new tool, because it increases the speed
at which resources can be marshaled and then utilized to achieve the move-
ment’s goals.#! Adopting a resource-mobilization framework, Noriko Hara and
Zilia Estrada compared Stormfront.org’s use of the Web with that of
MoveOn.org, a website with a liberal-to-progressive political agenda.** They
found that while there are some similarities between these two websites in terms
of attempts at political mobilization, they are not equally effective: MoveOn.org
is more popular and more effective than Stormfront.org for a variety of reasons.
For example, Hara and Estrada point to the use of other media, such as print
journalism and network news, to drive traffic to the websites and garner support
for the respective movements. Both Stormfront.org and MoveOn.org have been
featured in mainstream media reports, yet MoveOn.org has been much more ag-
gressive in seeking out this media attention, and, Hara and Estrada argue, it is
this strategy rather than content alone that has enabled MoveOn to sustain the
broad-based political mobilization that has eluded Stormfront.#* The broader
appeal of MoveOn.org is borne out using additional data (figure 4.1).
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Figure 4.1. Comparative reach in millions for Stormfront and MoveOn.
Source: Alexa Web Service, www.alexa.com, 2008.

A comparison of the Web traffic to the two sites* confirms Hara and
Estrada’s analysis that MoveOn.org has broader appeal than Stormfront.org.
As alarming as the Web traffic at Stormfront is, the fact that MoveOn re-
mains consistently more popular than Stormfront should be heartening for
those committed to democratic ideals. However, the fact that there are many
people sufficiently interested in white supremacy to register at Stormfront
should give those interested in social justice great pause to consider which
civil rights goals have been achieved and which goals remain unfilled.

Online Recruitment: Distinguishing between a Registered User
and a Member of a Social Movement

In a typical twenty-four-hour period there were 129,717 registered users on-
line at Stormfront.#> A number of writers have asserted that the Internet is
a potential site for recruiting people to white supremacist groups; however,
these claims are largely unsupported by empirical evidence. Instead, recruit-
ment rhetoric plays on collective fears about the Internet and particularly
fears about children’s online activities. For example, in an article for the
Psychiatric News, Lynne Lamberg writes that “hate websites aggressively pur-
sue impressionable children and teenagers.”#® Compounding one apprehen-
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sion with another, the author adds that “surveys show parents worry most
about children’s access to Internet sex sites and that many parents know lit-
tle about hate websites.”#7 Articles such as this suggest that recruitment into
organized white supremacy functions like a virus, infecting vulnerable young
people through brief, but deleterious, encounters. Given these concerns,
what are we to make of the 129,000-plus people logged in at Stormfront?
Are some members and others recruits? Or does some of this online in-
volvement mean something else entirely for online social movements? My
exploration of these questions and the issue of recruitment into white su-
premacist-movement organizations via the Internet builds on Abby Ferber’s
insights in her book Home Grown Hate that, taking into account the web, it
may be time to rethink what constitutes a social movement.*® In the fol-
lowing, | examine the empirical evidence of online white supremacist re-
cruitment and draw distinction between varying types of participation in
these groups, for which I suggest an analytic framework for different types of
web participation.

Little data exist to support the claim that the Internet is an effective re-
cruiting tool. The handful of research studies that do empirically question
whether, and precisely how, white supremacists recruit young people online
are inconclusive.* For instance, in their valuable study of the effects that
hate sites’ “persuasive storytelling” have on adolescents, Elissa Lee and Laura
Leets found that adolescents who were infrequently exposed to explicit hate
messages suffered only minimal effects.’® By design their research neither fol-
lowed adolescents repeatedly exposed to such messages nor examined how
adolescents might be exposed in the first place. What the Lee and Leets study
does show is that recruitment is a complex social process.

Traditional social movement organizations (formed before the Internet)
consist of a formal organizational structure of leaders and members (think of
labor unions, for example). New social movements are very differently or-
ganized, however, and are considered by sociologists to be less formal, con-
sisting of loosely organized social networks of supporters rather than members,
such as the Berkeley Free Speech Movement or the anti—Vietnam War
movements. Membership in a social movement suggests formally recognized
leaders, a somewhat rigid member status perhaps conferred through payment
of membership dues, and a formal structure within the social movement or-
ganization. Supporters, on the other hand, may never be recognized as official
members, may never pay dues, and may be only marginally involved in the
activities of the movement but think of themselves as part of the movement.
Thus, the social movement member has been defined by sociologists to have a
narrowly constructed social identity.
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This distinction between supporters and members is significant because it re-
lates to the peripheral involvement of many online social movements. For ex-
ample, in a well-grounded quantitative study of both online and offline envi-
ronmental activists in the Netherlands, researchers found that online actions
were more popular among those who did not take part in any traditional street
actions; researchers thus suggest that online activism may be an easy entry
point for more peripheral participants.”® Whether or not peripheral online
participants inevitably, or eventually, become supporters or more-fully in-
volved activists, and what the mechanisms of that evolution might be, remain
unclear. In terms of predicting offline collective action by those involved in
white supremacy online, there is simply insufficient evidence to make such pre-
dictions at this time.

In order to better conceptualize the meaning of 129,000 registered users at
Stormfront.org, I suggest the following schema for distinguishing types of Web
participants (see table 4.1).52 First, in the broadest terms there are active and pas-
sive participants; the primary distinction I draw here is between those who create
content in some form or another and those who do not but instead only lurk.>
Online communities in general rather famously suffer from participation in-
equality, in which an estimated 90 percent of those in any given community do
not actively add to the dialogue but instead lurk (or read without posting),’* and
this trend holds true at Stormfront as well. Within the broad category of passive
participants, there is a whole range of possible ideological stances, and here 1
have designated three: passive supportive lurkers, passive curiosity-seeking lurkers,
and passive oppositional lurkers. What unites these types is that they are all non-
posting, read-only participants. They are not registered users at the site and
therefore are not counted as members in the website statistics; they instead ap-
pear as guests or visitors. I make no claim that there are only three types of pas-
sive lurkers, and there are, no doubt, many other types. Certain participants
might, for example, move from one category to another over time. Others might
find themselves curious, only to strongly oppose some of the views expressed but

Table 4.1.  Distinguishing between Types of Web Participants

Passive Active
(guests or visitors) (registered users)

innovators, creators, and

) early adopters
supportive lurkers

sustaining members

curiosity-seeking lurkers supportive members

oppositional lurkers oppositional members
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also ardently support others. These are merely suggestive categories rather than
an exhaustive taxonomy. My point here is that none of these categories of web
participants at Stormfront meets the sociological definition of a social movement
member, and only one category (the Passive Supportive Lurkers) might be con-
sidered a supporter in the traditional sense.

Active users comprise the second broad category: these are participants who
create content, from building the technological architecture (e.g., creating the
discussion board) to maintaining the community (e.g., discussion-board moder-
ator), to creating new threads (e.g., topics of discussions) or fora (e.g., plural
form of forum, usually an entire area for discussion threads around a related
theme), to simply posting (e.g., an individual entry in response to another’s
thread). Within this broad category exists a range of possible ideological stances
slightly less varied than among passive participants. It follows that the active
participants are more ideologically similar than passive lurkers, as the people
with the energy to devote to participating in the site are likely those most sup-
portive of the site’s ideological aims. I have designated four categories: active in-
novators, creators, early adopters, active sustaining members; active supportive mem-
bers; and active oppositional members. As previously, I do not mean to pose these
as an exhaustive taxonomy but rather a heuristic device for systematically con-
sidering Web participation. The first category, active creators, innovators, early
adopters, includes people at Stormfront such as Don Black (the creator), David
Duke (an early adopter), and Jamie Kelso (an innovator), the latter of whom is
senior moderator and, according to at least one report,> is chiefly responsible
for Stormfront’s success as an online community. The second category, active
sustaining members, refers to those who, in addition to posting, donate money to
the site administrators. Some of these members also serve as moderators who
guide the online discussion. The third category, active supportive members, in-
cludes those who are registered at the site, post regularly, and are generally sup-
portive of Stormfront’s ideological aims. And the fourth category, active opposi-
tional members, includes the handful of members registered at Stormfront who
do not identify as white and/or are not supportive of the site’s goals. Of these
four categories only the first two (shaded in table 4.1) meet the sociological cri-
teria for social movement membership. In a typical twenty-four-hour period,
at Stormfront there were 129,717 registered users online, and of those 21,413
(approximately 16 percent) were designated active users by the site administra-
tor (meaning they had posted at least once in the last three months) and there
were 31,631 visitors (approximately 24 percent). Examining Stormfront’s num-
bers indicates that there are actually more visitors (e.g., passive participants)
than supportive, registered users (e.g., active participants). While I do not di-
minish the significance of over one hundred thousand people having registered
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at Stormfront, I do believe we need to think more carefully about what we mean
when we talk about “recruitment.”

The term recruitment is perhaps the wrong one here, because it reverses
the online dynamic. The underlying issue, and the much more troubling one,
is not that white supremacists online may be recruiting but that people are
seeking out Stormfront and the message of “white pride worldwide.” This
speaks to the existence of cultural, embedded, and internal white supremacy
rather than to an extremist one, external to the core culture. This embedded
white supremacy is part of a white racial frame.’? This is further reaching
than an individual bigotry and reflects four centuries of systemic racism pet-
meating all of our major societal institutions. The U.S. Constitution, recall,
was substantially crafted by white male slaveholders, such as Thomas Jeffer-
son, whose Notes on the State of Virginia discuss enslaved African Americans
in fiercely racist language.”® At Stormfront, one of the regular banner ads at
the site (figure 4.2) features Thomas Jefferson and a quotation, which reads
“Nothing is more certainly written in the book of fate than these [the Negro]
people are to be free. Nor is it less certain that the two races, equally free,
cannot live in the same government.”>

The fact that some fifty years after the civil rights movement there are
more than one hundred thousand registered users at Stormfront suggests that
the message of white supremacy, far from being an anachronism, still res-
onates. Here again, the white racial frame is useful for understanding white
supremacist social movements online. As individuals adopt the white racial
frame, the racial foundations of the United States, such as these statements
by Jefferson, get ignored because to pay attention to such passages would
open up the possibility of an analysis of systemic racism. Opportunities for
such analysis are forestalled by the white racial frame.

Additionally, there is widespread ignorance about the history of racist op-
pression extant in four hundred years of U.S. history. The legacy of this racial
oppression includes a number of racial disparities in U.S. society, such as sig-
nificant differences in poverty, educational attainment, and levels of incar-
ceration between blacks and whites. When people who adopt the white
racial frame begin to note these racial disparities and have only that frame to
draw on to interpret these disparities, they misunderstand racial and social
inequality as the result of individual inadequacy rather than the predictable
result of systemic racism. Whether one identifies as racially white or not
(e.g., Machado), trying to understand the inequality through the white racial
frame leads down a cul-de-sac of misinterpretations. Thus the Thomas Jef-
ferson quotation resonates deeply within this broader white racial frame. Jef-
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Thomas Jefferson:

White Nationalist

Figure 4.2. Banner featuring Thomas Jefferson.
Source: Stormfront.org.

ferson’s expressly racist belief that two races cannot coexist under the
same government confirms beliefs about persistent racial disparity for
many who have adopted the white racial frame. And, having the Jefferson
quote as a recurring banner on Stormfront confirms for visitors that they
have found a source for true yet otherwise hidden information about race.
The Jefferson banner also sends a message that allegiance to the white
race above all others is consistent with the core values of the founders of
the United States, and in that they are correct. In fact, the discussion fo-
rum at Stormfront.org includes a thread called “Thoughts of Thomas Jef-
ferson regarding blacks” and features explicit statements from participants
about what they see as the wisdom of the founders. For example, a partic-
ipant at Stormfront using the screen name kojac67 writes on April 11,
2006, that he is reading a book about John Adams that includes “real let-
ters from the founding fathers as source material.” Based on that reading,
this participant concludes the following:

The truth is that when our founding fathers spoke of all men being created
equal . . . they had very certain ideas on what constituted “men.” To them
blacks were more animal in nature, and, therefore, not equal. How we have
twisted the words of the constitution is criminal. The founding fathers created
the foundation of a great society, with racial divisions. Who are we to say we
know better? The more we pay attention to the men and the words of our na-
tion’s founders . . . the better off we will be. (kojac67)

Here kojac67 uses moderate-sounding rhetoric and an appeal to the na-
tion’s founding ideals to make a point that runs counter to democratic ideals
of equality for all. In this way kojac67 shifts white supremacist rhetoric away
from extremist expressions and places it within the more mundane, everyday
expressions of white identity. In this passage, the two sit alongside each
other. While some would argue we no longer live within an unequal system
and that the values of the founders of the United States have been over-
thrown in favor of equality,®° there is a large and growing body of evidence
to suggest that the values of the slave-owning founders remain the core
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cultural values of this country.®! In many ways, online participants in white
supremacy are responding to core American values and extending them glob-
ally by logging onto “white pride worldwide.”

The confluence of global linkages facilitated by Internet technologies
means that through Stormfront true believers®? in white pride can connect
with their translocal and white identity. Those who view the world through
a white racial frame may find that participating at Stormfront resonates in
significant ways with the way they (mis)understand the world, but this is a
different dynamic than being recruited into a social movement organization.

In contrast to the frightening, but mostly unrealized, potential of recruit-
ment into white supremacy via the online world, actual recruitment into or-
ganized racism is a complex social process that happens primarily offline in
face-to-face interaction. In his seven-year ethnography of white supremacist
groups in the Pacific Northwest region of the United States, Blazak found
that in face-to-face interactions the groups used “red flags of strain to guide
recruiting activity.”®® Among these “red flags” are four main areas of strain:
racial/ethnic (shifts to multicultural curricula), gender (feminist-activist
groups), heterosexuality (gay-pride events), and economic (factory layoffs).o
Youths, most often although not exclusively, young white males, experience
cultural alienation or anomie,% because shifts in any of these areas of strain
make them susceptible to recruitment and targeting by white supremacist
groups. As Blazak describes it, this is a years-long process that happens almost
entirely offline, in face-to-face social gatherings. The transformation from
“white boys” to “terrorist men” also makes clear the ways gender and sexual-
ity, and specifically heteronormative masculinity, are central to white su-
premacist discourse and recruitment.®® This kind of young-white-male alien-
ation predates the advent of digital media; to locate the harm in this we need
look no further than to the 168 people killed at the Murrah Federal Building
in Oklahoma City in 1995.

Conclusion

White supremacist social movements online are a complicated social phe-
nomenon. First, rather than racial identity being constructed as oppositional
to forces of globalization, white supremacy online in the global information
era facilitates the formation of a translocal white identity. This translocal
white identity, rather than being moored to extremist expressions, is often
rooted in core American values and draws upon the rhetoric that self-
consciously aligns itself with the “founding fathers,” while simultaneously
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seeking to transcend national boundaries and exert a global reach. And this
translocal white identity, as illustrated in the previous chapter about the
Machado case, is one that is malleable and may expand to include individu-
als not considered white in other social or historical contexts.

Second, the likelihood that a white supremacist organization could pose a
serious political challenge in a contemporary democracy is remote, though
worrisome. The more serious threat to the democratic ideal of equality has to
do with the epistemological challenge to the cultural value of racial equality,
rather than with political mobilization of an army of extremist white su-
premacists. The emergence of white supremacy online allows for the pos-
sibility of knowledge communities where those who oppose racial equality
can gather and affirm for each other their shared ideas about white superi-
ority. And, within these online communities, they can engage in a self-
perpetuating cycle of validating those knowledge claims. By asserting ideas in
opposition to racial equality, then connecting those ideas to widely respected
figures, such as Thomas Jefferson who also opposed racial equality, white su-
premacists lending further legitimacy to the effort to erode the knowledge
base for the idea of racial equality.

Third, white supremacist social movements online cannot be adequately
understood by drawing on facile and vague notions of recruitment via the In-
ternet that play on people’s fears. Instead, what it means to participate on-
line is multidimensional and may or may not overlap with social movement
membership. In this way, participation online in white supremacist forums
overlaps with participation in other online forums. Some may participate ac-
tively and be true believers or passionate resisters; others may only lurk and
may be supportive, nonsupportive, or fall somewhere else on a rubric of pos-
sible types of online participation. In general, the relationship between the
multifaceted dimensions of online participation and active social movement
involvement are not widely understood, and this is no less true for white
supremacist social movement organizations. While the potential exists for a
multinational white-pride social movement that organizes across national
and geographic boundaries, this potential has thus far been unrealized.

[ agree with Castells that social movements in the Information Age are mo-
bilized around cultural values. White supremacist social movements are organ-
ized around the cultural value of whiteness, white identity, and the notion that
the white race is distinct from and superior to all others. This is a value that the
founders of the United States also shared, and now white supremacists, largely
based in the United States, are using the Internet to reach across national
boundaries to unite with others who value white identity as a marker of cultural
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superiority. Whether or not whiteness remains a core value in the American
context or merely represents the values of an oppositional subculture depends
on one’s standpoint and epistemology for understanding racial equality—sub-
jects I will address in greater detail in subsequent chapters. Next, I turn my
analysis to the ways in which white supremacy is connected with gender and
sexuality, because these are constitutive elements of cyber racism.
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CHAPTER FIVE

Gender, White Supremacy,
and the Internet

Ask others not what a “woman’s role [in] white nationalism” is; ask your-
self what you can do for white nationalism.

—MistWraith

Bonnie Jouhari is a white mother of a biracial child who was harassed, forced
from her home, stalked, and terrorized for years by a white supremacist. Jouhari
is a former social worker who helped people file housing-discrimination com-
plaints in the Reading, Pennsylvania, area; her work apparently enraged a white
supremacist. In March of 1998 a white supremacist website published by Roy
Frankhouser began posting pictures of Jouhari’s workplace exploding amid com-
puter-generated video flames. Jouhari and her daughter began receiving threat-
ening telephone calls, and Jouhari found a flier on her car reading, “Race trai-
tor, beware.” The local police and the Justice Department declined to file
criminal charges, citing Mr. Frankhouser’s First Amendment rights to free
speech. Jouhari moved first to another town in Pennsylvania, then to Seattle,
and eventually to an undisclosed location in order to get away from this on-
going threat to her life and the life of her child.! It is important to understand
the experiences of women like Jouhari and her daughter who have suffered the
real harm of white supremacy online in their real lives. However, women are
not only victims of white supremacy online; they are also creators of and par-
ticipants in white supremacy online.

61
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The 129,000-plus registered members at Stormfront have created an as-
tounding 389,620 threads (e.g., discussion topics) with a staggering
4,833,278 posts (e.g., individual entries under each topic).2 Within this vast
arena is a small forum, linked off the main page, designated “For Storm-
front.org Ladies Only.” This ladies-only forum is popular with white women
who frequent Stormfront and includes some 159 threads with 3,661 individ-
ual posts.> The women who post in this forum, such as MistWraith, quoted
above, are committed to the cause of white pride worldwide; yet, it is white
men who remain the chief architects of the white supremacy online.

P

The centrality of a white, heteronormative masculinity to white supremacy
has extended from the print-only era to the digital era. Juxtaposing Bonnie
Jouhari’s experience as a target of white supremacy online (and the very real
consequences in her real life) with the emergence of women-only spaces
within larger white supremacist sites can illuminate different aspects of gen-
der, white supremacy, and the Internet. However, by using these two exam-
ples I do not mean to suggest that we can understand gender by only looking
at women.* Indeed, as | have argued elsewhere,” masculinity is constitutive
of white supremacy; this characterized white supremacy in the print-only era
as it does in the digital era. What I mean to suggest by using these two ex-
amples is that, first of all, Jouhari illustrates the impact in real life and the
persistence of the miscegenation theme. Second, the designated ladies-only
space within Stormfront.org illustrates both the growing engagement of
women in white supremacy and in life online more broadly and the male
dominance that is central to both. My investigation into these two gendered
illustrations leads me to conclude that the print-only era of white supremacy
featured a more top-down, tightly controlled ideological articulation,
whereas white supremacy in the digital era, and particularly the involvement
of women online, offers more openness and dissent within white supremacist
discourse. However, this greater fluidity in white supremacist discourse does
not lead to anything like a political critique that materially improves the
lives of either women at Stormfront or women, who like Jouhari, are victims
of white supremacy online.

In this chapter | examine white women, white men, gender, and sexuality
as they are represented on a number of white supremacist websites, with a
particular focus on Stormfront.org. I include illustrative examples from sev-
eral case studies, such as the Jouhari case, and I focus primarily on Storm-
front.org.® Stormfront is an important case of white supremacy online,
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perhaps the case (as discussed in the previous chapter) because it is the oldest
and most successful” white supremacist site online and because it is an en-
tirely participatory site in which a multitude of users, both men and women,
almost all white and identifying as white nationalists,® create and post
content. Thus, what I offer here is a preliminary gendered analysis of what
white supremacy, enacted by both white women and white men, looks like
in the digital era. My purpose in this chapter is twofold: (1) to suggest how
white supremacy online might be gendered in ways that are similar to and
different from both white supremacy in the print-only era and other sorts of
online communication beyond those white supremacist sites and (2) to situ-
ate white supremacy online within a global context of inequality, particularly
along lines of race, class, gender, and sexuality.

Choosing an Online Identity: Gender, Race,
and Screen Names at Stormfront.org

White supremacy online is a male-dominated racial project as it is offline. In
the print-only era, white men were the primary, but not exclusive, publishers
of white supremacist newsletters. Although white women who qualified as
“pure” (racially and sexually) figured prominently in the symbolic discursive
universe of white supremacist rhetoric in print, actual white women played
relatively small but still significant roles in the movement.® In order to un-
derstand the way white supremacy online is gendered, it is first necessary to
examine some of the ways the movement is gendered offline.

Despite the male-dominance of white supremacy as a movement, some es-
timates suggest that white women may be the fastest-growing part of face-to-
face organized racism, with some suggesting that women make up as much as
50 percent of new members.!? To the extent that anyone has a stereotype of
women in organized racist movements, the image conjured is probably one of
a poor, uneducated woman with an abusive family history who has followed
her racist boyfriend or husband into the movement. However, in her study of
thirty-four women in the organized racist movement, Kathleen Blee found
that there was no single racist type.!! In fact, the women in her sample were
educated and employed, and most were neither poor before joining the
movement nor reared in abusive families.!? While some of them did follow
men into the white supremacist movement, not all of them did.?*> The ma-
jority of the women in Blee’s research found their way into organized racism
the same way others find their way into movement organizations: by meeting
people who were already in those organizations. Once in the movement
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organizations, the women began to self-consciously identify as white, thus
making explicit a racial identity that is taken for granted by most whites.4

Many of the gendered aspects of the movement offline carry over into on-
line versions of white supremacy. While the men in white supremacist groups
tend to emphasize a cult of heroes and martyrs,!> Blee found that the women
in the movement she interviewed express comparatively little interest in
identifying with heroic figures; instead they report finding more satisfaction
in feeling selflessly engaged in a struggle for what they see as right.!¢ Evi-
dence for a similar gendered phenomenon exists online in the sorts of screen
names!? (e.g., nicknames, nicks, user IDs, or handles) Stormfront.org partici-
pants choose for themselves. To illustrate this point, I conducted a content
analysis!'® of screen names of users who posted on the Sustaining Members
discussion board, where participants who made donations to Stormfront.org
in 2005 were acknowledged by screen name. Participants who self-identify!?
as women choose names such as MistWraith (quoted in the epigraph that
opens this chapter), DrivenSno, WarMaiden, KinderKucheKirche, Classic God-
dess, AryanAngel, chaOs_kkkitten, and Norwegianl4Beauty, which I coded as
female. Participants at Stormfront.org who self-identify as men choose names
such as Charles A. Lindberg, Ironmanl, Spartan, and Von Bismarck, which 1
coded as male. Not all the nicknames are easily recognizable as gender-spe-
cific; a number of participants select user IDs that are gender-ambiguous, and
users do not always self-identify by gender. Screen names such as anglo
saxon, Prepare, or Unconditioned Canuck I coded as indeterminate vis-a-vis
gender. I counted a total of 149 contributors. Of those, nineteen had clearly
identifiable female screen names, eighty-two had male screen names, and
forty-eight had screen names that could be either male or female. The pat-
tern that emerges in the choice of screen names by Stormfront.org partici-
pants reflects the kind of distinction Blee points out in the face-to-face
movement. That is, men tend to choose screen names that refer to and honor
heroes and martyrs of the movement, while women mostly do not. The pat-
tern in screen names at Stormfront.org is one that simultaneously reflects the
broader gendered structure of society as it constructs gender identity and sex-
uality as well. This sort of pattern is consistent with other research that finds
that these user-created nicks are important in shaping online interactions,
because they offer an explicit indicator of gender identity and sexual avail-
ability.20

Screen names also signify racial identity in online interactions in general?!
and at Stormfront.org. Online at Stormfront.org racial identity is largely pre-
sumed, but there are ruptures in the assumed whiteness of participants. These
ruptures are evident in thread called What Inspired Your Screen Name? In
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this thread members are invited by senior moderator Jamie Kelso, a.k.a.
Charles A. Lindberg, to share the back story of their screen names:

Screen names are fascinating. How did you dream up yours? Was your name in-
spired by a philosophy, a private meaning, an historical figure, a humorous
idea, mythology, literature, history, a people, your work, your family, or some

other idea? (Charles A. Lindberg, post dated 05-20-2003)

The hundreds of replies that follow in this thread (1,656 replies and
82,075 views as of March 1, 2008) reveal screen names chosen to signify na-
tional identity and racial ideology as well as racial and gender identity. For ex-
ample, a participant that uses the screen name diabloblancol4 (mentioned in
chapter 3) describes the origin of the name this way:

My name of course is Spanish for Whitedewil. I remember Muhammad Ali la-
beling us White Devils, and I thought to my self that that was exactly what we
needed to be if we wanted to take our societies back and protect our women.
So I turned it into a compliment and a badge of pride. The 14 of course is for
the fourteen words “We must secure the existence of our race and a future for
white children.”

My original diablo ID, which I still have on Yahoo, is Diabloblanco92, but
it was lost in an earlier incarnation of Stormfront but remains on Yahoo. The
92 is for 92nd Street and Fort Hamilton Parkway in Bay Ridge, Brooklyn, the
tough, white ethnic, VERY pan-Aryan neighborhood I grew up in (Italians,
Irish, Germans, Norwegians, Greeks, Poles, white Hispanics, white Lebanese)
where nearly EVERYONE was a racist.

Although I’'m Southern Italian rather than Spanish [ used Spanish because
[ wanted to use a Med language to express white Med pride, and more people
understand Spanish than Italian, and also as a tribute to some of the way
hot and lovely WHITE Hispanic GFs I have had. (diabloblancol4, post dated
05-21-2003)

The lengthy description that diabloblancol4 offers here of his screen name
is laden with meaning that illuminates the malleability of the boundaries of
whiteness. He identifies his ethnically diverse neighborhood in the Bay
Ridge section of Brooklyn as a “VERY pan-Aryan neighborhood” in which
he situates himself as not merely within the boundaries of whiteness but also
Aryan-ness. This identification as white and Aryan is doubly ironic, given
his Southern Italian heritage, which in a different context in the United
States would have marked him and his neighbors in Bay Ridge as decidedly
nonwhite. In fact, as late as the 1920s and 1930s most social commentators
wondered publicly whether Southern Italians were even capable of ever fully
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assimilating into mainstream U.S. culture. By choosing a Spanish-language
name to “express white Med pride,” diabloblancol4 effectively expands the
bounds of whiteness here. Further, by including in his description a tribute to
his sexual alliances with “WHITE Hispanic” girlfriends, diabloblancol4 both
challenges and affirms white supremacist rhetoric about the prohibitions on
interracial sexual relationships. He challenges this by asserting his right to
cross racial and ethnic boundaries to sleep with “Hispanic” women; yet, he
affirms the white supremacist notions of the importance and value of same-
race sexual relationships, along with the implicit message that only white
women are attractive, by using all caps to emphasize the whiteness of the
Latina women he dates. The underlying referent to “white devil” is intended
to challenge a black-nationalist critique of white racism, while the number
fourteen signals his identification with white pride. So, diabloblancol4 is en-
gaged in a complex identity construction through his choice of screen name.
Each time he logs in and posts (a total of 7,762 posts from his join date of
March 2002 through my last count in March 2008), his screen name appears
alongside the post, affirming this complicated identity of race, nationality, re-
gion, gender, sexuality, and racial ideology.

British scholar Les Back has written about “translocal whiteness”—that is,
the possibility that whites from a range of nations and disparate global re-
gions choose to identify across those boundaries as, first and foremost, white.
There is evidence of the construction of a translocal white identity from
Premisyl, another participant in the What Inspired Your Screen Name?
thread. Premisyl, who says that he is from Canada and “before then Czech
Rep.” writes, “My username should really be spelt Premysl, but I think that it
somehow got messed up one day and I used this spelling. Anyway, Premysl
was one of the first and greatest kings of Bohemia, although he is more leg-
end than known fact now” (Premisyl, post dated 09-21-2003).

This prompts a much longer and referenced post from senior moderator
Jamie Kelso (a.k.a. Charles A. Lindberg) who responds with the following:

This is history that I did not know. Thanks Premisyl.

Quote:

The House of Premysl . . . also called Premyslid Dynasty . . . first Czech rul-
ing house, founded, according to tradition, by the plowman Premysl, who was
married to the princess LibuSe. The members of the Premyslid dynasty ruled
Bohemia and the lands associated with it from about 800 to 1306. The head of
the Premyslid house was usually designated a prince, or duke (knize), until
1198, when Premysl Otakar I raised Bohemia to the status of a hereditary king-
dom within the Holy Roman Empire. Historical records of the early Premyslid
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rulers are scanty. According to legend, Prince Borivoj is said to have been con-
verted to Christianity by Saint Methodius (fl. mid-ninth century). Bohemia
was consolidated politically in the tenth century, and the best known of its
rulers at this time was Borivoj’s grandson Vaclav, whose zeal for spreading
Christianity in his dominions prompted his murder by his pagan brother
Boleslav I (reigned 929-967). (Charles A. Lindberg, post dated 09-21-2003)

What happens here in this exchange between Premisyl, currently based in
Canada and originally from Czech Republic, and Jamie Kelso, who is Amer-
ican based in South Florida, is that they enact translocal whiteness. That is,
these two participants at Stormfront together reinforce their shared white
identity across national boundaries (Canada and the United States) by draw-
ing on a historical example from a third nation, the Czech Republic. While
some may have configured each of these countries as ostensibly white in the
print-only era of white supremacist newsletters, the digital era makes possi-
ble asynchronous exchanges such as this one between Premisyl and Jamie
Kelso. What is happening in these exchanges is the formation of a new iden-
tity, a translocal whiteness, to use Les Back’s term, which transcends national
boundaries in favor of racial and ideological boundaries.

The women who participate in the What Inspired Your Screen Name?
thread also cross national boundaries in favor of racial and ideological iden-
tification as white, yet the posts by women in this thread are markedly dif-
ferent from the posts by men. In the following post White Rose explains her
screen name this way:

[ picked this name because I love roses, especially white ones, symbols of love,
purity, and friendship. I'm proud of being white, and I love my English/Saxon
heritage. The national flower of England is represented by the rose (depicted
as either red or white). One of the most beautiful cities in England is Yorkshire,
which is also called the City of the White Rose. The name also sounds very
English to me. (White Rose, post dated 07-23-2003)

The women often describe their screen names in terms of beauty, in refer-
ence to their own appearance or to a beautiful flower and city, as White Rose
does here. Like the men posting in this thread, White Rose is doing race by en-
acting a white identity that supersedes national and geographic boundaries.
This post by White Rose is actually quite verbose compared to others by
women in this thread. More commonly, women post using fewer words, tend
to begin their posts with some form of self-deprecation, and are less likely to
reference a larger historical or ideological point to describe why they chose
their screen name. For example, this post from Isabella is typical: “I'm fright-
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fully boring. I couldn’t think of anything neat, so I signed up with my middle
name” (Isabella, post dated 05-23-2003).

Note that she begins her post with a defensive claim that she is “fright-
fully boring” and then reveals that she used her own middle name. The post
from Isabella draws no response from the moderator; yet when a man posts
that his screen name is, in fact, his “real name” some months later, senior
moderator Jamie Kelso steps in to praise the man for this “encouraging sign”
and urges other participants to do the same (Charles A. Lindberg, post dated
10-08-2003). Another woman explains her screen name, pixie, in these suc-
cinct terms: “Mine is not real original—it’s my nickname” (pixie, post dated
06-26-2003).

Like Isabella, pixie is defensive about not being “real original.” Part of the
defensiveness seems to involve not being overtly ideological in their choices
of screen names, but this does not explain all of their reticence. When one
woman with a strongly ideological screen name, FEMALE14WORDS, posts
to the thread, her reply is exceptionally terse: “< —— Direct and to the
point” (FEMALE14WORDS, post dated 07-02-2003). Here she economizes
on words by using the keyboard to create an arrow that points in the direc-
tion of her screen name (which displays to the left). Even though she has a
strongly ideological screen name, the gendered structure of online interac-
tion serves as a constraint on a longer post.

Screen names are an important site of racial and gender-identity construc-
tion at Stormfront as well as an indicator of the male dominance of white su-
premacy online. Screen names suggest some of the ways that white supremacy
has shifted from the print-only era to the digital era. White supremacist dis-
course is no longer contained by the one-way, top-down communication strat-
egy of printed newsletters published by a few (mostly male) leaders. White su-
premacy in the digital era has expanded to include participation from many
people in disparate geographic regions who are actively engaged in crafting a
translocal white identity that privileges race and racial ideology over national
identity. The gendered quality of screen names, as well as the gendered structure
of online communication, illustrate some of the many ways race, nation, gen-
der, and sexuality intersect for participants at Stormfront.

“For Stormfront Ladies Only”:
Liberal Feminism and White Supremacy Online

The fact that there is a ladies-only discussion board at Stormfront.org speaks
to the gendered structure of online communication more broadly than just



Gender, White Supremacy, and the Internet —~ 69

white supremacist discussion boards. Online communication in mixed-
gender settings generally tends to disadvantage women,2? and it is often the
case that women and girls in mixed-gender online groups create a space of
their own.2? Women in mixed-sex online discussion groups post fewer mes-
sages and are less likely to persist in posting when their messages receive no
response. Even when they do persist, women receive fewer responses from
others (both females and males).?* In addition, women do not generally con-
trol discussion threads except in groups where women make up a clear ma-
jority of participants.?> In part, this lack of influence by women in mixed-sex
groups explains why women-only online groups are common,2¢ yet explicitly
designated men-only groups are rare. This gendered pattern to online com-
munication is evident in the item about screen names discussed above, and
it explains the emergence of the ladies-only forum at Stormfront.

The white women involved in organized racism online, like the women in
studies of white supremacy offline,?? appropriate the discourse of white fem-
inism to define their participation in the movement. The range of topics is
familiar and incorporates a surprising amount of liberal feminist rhetoric.
The threads started by women in the ladies-only forum is remarkably banal;
many of the topics listed here could just as easily be found on a forum at
iVillage.com or an afternoon talk show. The “ladies” at Stormfront.org are
interested in health and beauty and dating and marriage and children and
losing weight and feeling safe when home alone. There are also overtly racist
(“hit on by negros!”) and anti-Semitic (“Eliot Spitzer: Another Immoral
Jew”) threads, but these are much less common than the more pedestrian
concerns of many women’s lives. Of the 159 threads, 44 (27 percent) address
some issue connected to women’s roles as wives and mothers, 18 (11 percent)
have to do with some version of health, and 8 concern issues related to
beauty (5 percent).

In a thread within the ladies-only forum, a participant with the screen
name ConcernedKaia (join date July 2007, fifty-four posts) started a new
thread by posing this question: Should abortion continue to be legal? Her ini-
tial post mixes the overt racism of white supremacist rhetoric with a chal-
lenge to the pro-life rhetoric that “abortion is murder.” She writes the fol-
lowing:

[ realize the commonly held view that abortion is murder and that white
women should be having children instead of aborting them. However, black
women are much more likely to have abortions than white women. It’s as that
joke goes, “What do you call an abortion clinic in Harlem?” “Crime Stoppers.”
LOL. Those fetuses that are aborted are oftentimes better off dead. Sorry, but
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considering the environments that most of them would have been raised in, it’s
usually true. Plus, if [ were ever raped by a black guy, I'd definitely want rid of
what was growing inside of me. I don’t think that abortion should be used as
ordinary birth control, but under a lot of circumstances it seems justified.
What’s your thoughts on this issue? (ConcernedKaia, post dated 02-19-2008)

Here the rhetoric of an earlier white supremacy is transposed to the digi-
tal era unchanged from the print-only era in many ways. The view of repro-
ductive rights through a racist lens that ConcernedKaia and others express
here is little different than the kind of rhetoric I found in printed white su-
premacist newsletters. What shifts in white supremacy in the digital era is
that now this sort of racist rthetoric is no longer simply ideology that is dis-
tributed in one direction, from movement leaders to movement followers,
but instead is interactive and participatory. Following after this, thirty-five
additional women read ConcernedKaia’s initial post, and in reply, many of
them ignore the racist rhetoric and respond in rather straightforward, liberal
feminist terms, as in the following two: “Yes. End of story” (Komrade Dikta-
tor, post dated 02-19-2008); and this: “I'm firmly pro-choice, and, no,
abortion is not nor should it ever be considered a method of birth control”
(Bubble2, post dated 02-19-2008).

Of course, this is not the end of the discussion. Following several posts by
women who identify as pro-choice, a participant with the screen name Am-
berDawn88 writes, “Abortion cannot be kept legal. . . . So stop making ex-
cuses, and realize abortion for what it is, which is murder. By the by, pro-
choice is not the opposite of pro-life. The opposite of pro-life is pro-death”
(AmberDawn88, post dated 02-20-2008). Then another participant quotes
the original post from ConcernedKaia and writes the following:

I fully agree with you. I do believe that abortion is and should be the woman’s
right. She should have the ability to abort the fetus if she is unable to care for
it, or has HIV, or was raped, etc. . . . Nobody should have to live with the fact
that they had a baby just because the law prevented the (early term) aborting
of the fetus. . . . Bottom line: It’s the woman’s choice. She has to birth the baby,
take care of it night and day, and if she is unable to do so either by mental or
physical status or if she has HIV or some other kind of terminal illness, she
should have the RIGHT to abort for her and her baby’s own wellbeing.”
(Ibones3, post dated 02-20-2008)

In this post 1bones3 articulates a stance that is indistinguishable from
mainstream, liberal feminist rhetoric in support of women’s right to control
their own bodies when she writes “abortion is and should be the woman’s
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right.” Indeed, she recognizes the unequal distribution of childcare and
housework in her assessment that the hypothetical woman in her example
must “birth the baby [and] take care of it night and day.” While 1bones3 con-
cedes some ground to pro-life thetoric when she alludes to late-term abor-
tions (i.e., “the law prevented the [early-term] aborting the fetus”), even with
this concession her overriding message is one that is consistent with the lib-
eral feminism of organizations like N.O.W. and Planned Parenthood. The
debate in this forum continues on with a volley of back-and-forth posts, such
as this one, which immediately follows 1bones3’s post: “Abortion is murder,
plain and simple. It’s blaming an unborn for mistakes that aren’t theirs”
(chika4gw, post dated 02-21-2008).

The conversation or, more accurately, the competing monologues is very
similar to exchanges found outside white-supremacy groups. After
the initial post in this thread by ConcernedKaia, few participants take up
the racially charged implications of the original post until four days after the
initial thread began, when another participant writes this:

Abortion should be legal in nonwhite countries who are populating the Earth
so fast and at unsustainable numbers. They are crushing us in every which way.
It is different with the white race, however. I am firmly PRO-LIFE. For those
people justifying abortion in America because black women get them too,
what you are saying is that abortions should stay legal because black females
get them too but at the expense of unborn white children? No young white life
is worth one hundred black abortions; am I wrong? Abortion has taken a toll
on our worldwide numbers. One out of every two pregnancies in Russia ends
in abortion. Do you know how many millions of babies that could have been?
Think of all the Italian, English, Norwegian, and Swedish children growing in
the womb who have been reduced to medical waste.

Naturally, the father of the baby gets no “choice”—his feelings don’t matter
one bit. Feminism at its best. She can go off and have your son/daughter vac-
uumed out or poisoned with saline with the snap of a finger. Have you ever
seen the photos of a saline-induced abortion? Sorry, that’s not what I want for
my race.

Interracial rape, okay. It was a crime and can be taken care of in the hospi-
tal on an emergency basis. “For the mother’s health”—and incest, how often
does that REALLY happen? A hospital can take care of it; there is no need for
abortion mills in every city or suburb across America and Europe.

Abortion should be severely curtailed for us. . . . And alternatives like adop-
tion (white babies are in HUGE demand) should be considered. We have an
obligation to protect the youngest of our race, because who else will? That is
my opinion. (whitebread, post dated 02-24-2008)
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Here whitebread directly challenges the implicit feminism in the others’
support for abortion and more forcefully questions the feminist rhetoric of
pro-choice when she asserts that “the father of the baby gets no ‘choice,”
then charges that this is an example of “Feminism at its best.” This post also
addresses the racial questions raised at the beginning of the thread by Con-
cernedKaia. Despite her broad antiabortion stance, whitebread advocates for
abortion in “nonwhite countries,” which she perceives to be “crushing us” in
“every which way.” Such rhetoric clearly reaffirms white supremacy. Then
she puts this white supremacy in stark numeric terms by asserting that “No
young white life is worth one hundred black abortions,” an assessment that
white lives are a hundred times more valuable than black lives.

What whitebread, ConcernedKaia, and the other participants are negotiat-
ing in this ladies-only Should abortion be legal? discussion thread is what
feminism viewed through a white supremacist lens means for the women who
participate at Stormfront.org. In particular, they are creating space for both
ardently pro-life and vehemently pro-choice articulations of white su-
premacy, thus effectively expanding the appeal of white supremacy beyond a
narrowly conceived constituency. In contrast, white supremacist discourse in
the print-only era was created almost exclusively by white men who pub-
lished this in newsletters that left no room for negotiation or for women’s
voices. While it is certain that women read these newsletters in resistive
ways, the discussion boards at Stormfront open up the production of white
supremacist discourse to multiple voices and perspectives. In this gendered
white supremacy online, enacted here by white women, the one-dimensional
view of abortion in the rhetoric of white supremacy of the print-only era is
broadened through a participatory engagement with the movement’s dis-
course made possible by the Internet.?8

This sort of negotiation around what feminism means when viewed
through a white supremacist lens appears in a variety of different threads in
the ladies-only forum. For instance, in a thread called 1943 Guide to Hiring
Women, a participant links to a (not white supremacist) blog? that carries a
scanned document that appears to be from the July 1943 issue of a magazine
and features a laughably sexist list of ten instructions on how to hire and
manage women.>° The women at Stormfront.org are in on the joke intended
by posting this dated article. Several women come through this thread and
agree with the feminist message inherent in poking fun at such an article. It
is clear from this thread and others that the women of Stormfront.org include
many women who work outside the home and for whom such work is cen-
tral. One woman uses the screen name Future_Lawyer to designate her occu-
pational aspirations, although most of the women appear to hold jobs that
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they find less than fulfilling, as indicated by a thread called My Work Week
Sucked, where women share stories from their work lives. The women par-
ticipating in these discussions share a taken-for-granted acceptance of work
outside the home and an expectation of being hired, paid, promoted, and
treated equitably. This reflects the embrace of significant portions of liberal
feminism, and yet, they resist other dimensions of liberal feminism, such as
identifying as ladies and subtitling their forum Sugar and Spice and Every-
thing Nice. Despite this embrace of some elements of liberal feminism, the
women posting at the ladies-only forum continue to feel powerless in relation
to the men in their lives in various ways.

Within the ladies-only forum, the most popular thread with 391 individ-
ual posts (and 12,957 views) is an item called Powder-Room Confessions.
The title of the thread suggests a nostalgic period when restrooms were eu-
phemistically referred to as powder rooms, and women engaged in a gendered
practice of exchanging information away from the surveillance of men. Some
of the confessions involve racist acts or encounters with people perceived to
be nonwhite, but the vast majority of the posts in this item run to the mun-
dane and cover routine confessions about watching television shows and
movies that qualify as guilty pleasures and about acts such as eating entire
boxes of cookies consumed in secret, childhood shoplifting, and revenge
taken against deserving men. In this post one woman confesses to the way
she left a job:

Years ago, one of my bosses was trying to screw me over—wanted me to do the
work of a supervisor without the PAY of a supervisor. I gave my two weeks’
notice, and that made him so mad that he told me I should just leave right
away. Later that evening I drove into the parking lot and took the personalized
sign above his parking space. It still hangs on my wall. (suepeace, post dated

11-26-2007)

Here suepeace is clearly in a subordinate position at her job, and rather
than negotiate a raise or a new position to address the inequity she encoun-
ters, she quits. And to take revenge rather than confront her boss, she steals
his personalized parking sign late at night. Stealing a trivial but symbolically
important memento from the workplace is an act of employee sabotage fre-
quently committed by people who feel both aggrieved and powerless. The fo-
cus in suepeace’s narrative in the context of Powder-Room Confessions is on
“one of” her “bosses” who was “trying to screw” her over, suggesting both a
series of similar sorts of petty, unfair (male) bosses and a lack of awareness of
any sort of political consciousness about the structure of gendered inequality
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inherent in a segmented labor force. Thus, while the women posting at
Stormfront.org embrace some elements of liberal feminist rhetoric and
share similar expectations about work outside the home that it implies, like
many women the material reality of their lives remains constrained by gen-
der inequality.

The gender inequality that the women posting at Stormfront.org experi-
ence extends beyond the workplace to include intimate, heterosexual rela-
tionships. While many women express satisfaction with heterosexuality, as in
the thread The Sweetness of Married Life (begun by suepeace, 12 replies, 577
views), many others articulate a different view. In an alternate view of
heterosexual relationships expressed by the women at Stormfront.org, men
figure in the women’s lives as inattentive, unfaithful, sometimes abusive
boyfriends and husbands. One woman describes a wave of revenge on an abu-
sive boyfriend that is similar to suepeace’s clandestine sign-stealing:

I was in a crappy, abusive relationship up ’til last year, when I finally got away, so
I got small acts of revenge. I put dirt in his food, sand in his side of the bed, cut
up dog roll very thin and put it in his sandwiches, and lots of other things. It gave
me great pleasure to watch him eat this stuff. Never mess with the person who

cooks all the meals . . . hahahaha. (littlemissevil, post dated 11-21-2007)

This narrative of revenge mixed with the intimacy of food preparation is
a familiar one and, like the sign stealing, suggests a surreptitious act of re-
venge carried out by someone who is relatively powerless who gains a sort of
power in retelling the story. Another participant affirms littlemisseuvil’s post by
responding “Hahahaha,” and the banter in the virtual Powder Room contin-
ues with others’ confessions. A few hours later, another woman posts this
confession about her unfaithful ex-husband: “When I found out that my ex-
husband was cheating on me, I stopped cleaning the toilet. About a week
later, before he came home from work to get his things and leave perma-
nently, I used his toothbrush to scrub said toilet. I never told him” (Untainted
Truth, post dated 11-21-2007).

Here the woman who goes by Untainted Truth gains a sort of victory in
retelling this story in which she was both humiliated and relatively pow-
erless but managed to humiliate her ex-husband from a safe distance. Like
the other women, her revenge is exacted through a domestic chore that
she continues to perform, and she takes pleasure, and, indeed, perhaps en-
sures her own safety, in not telling him. Like the sign-stealing revenge of
suepeace and the food preparation revenge of littlemissevil, the woman post-
ing as Untainted Truth exacts revenge in secret and gains power in the rel-
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ative safety of a ladies-only confessional. The next day, the woman known
as littlemissevil is back and responds to Untainted Truth’s toothbrush con-
fession with this post: “Hahaha, I sooo did that as well . . . but I thought
people might think it’s too mean. . . . LOL. Glad to see there is another
vengeful women out there with clever ways of getting back at the bastards
in their lives” (littlemissevil, post dated 11-22-2007). And Madeinlreland
adds to the chorus when she responds, “Really? I thought all of us love
when women get revenge! | know I do” (Madeinlreland, post dated 11-22-
2007).

These confessions from the women posting at Stormfront.org suggest an
acknowledgment of a gendered pattern of behavior on the part of the men in
their lives as well as an acknowledged lack of power on the part of the
women, yet the confessions fail to achieve a fully realized feminist critique
because they lack any sort of connection to a larger political analysis of ei-
ther the men’s behavior or the women’s position within society as women
that makes them vulnerable to these men. In the Powder Room the confes-
sions are merely personal, not political. Although the women draw strength
from each other’s confessions, they remain locked in a relatively powerless
position within the gendered structures of both the online forum at Storm-
front and the broader society. Still, this kind of discussion within the context
of white supremacist discourse at Stormfront.org represents a significant
rupture in the smooth, unvarnished representation of powerful, white mas-
culinity. In the print-only era of white supremacist newsletters such a repre-
sentation of white masculinity goes unchallenged, whereas in the era of
participatory media, in which all users create their own discourse the fissures
of white-masculine power are exposed.

Controlling Sexuality:
Heterosexual Miscegenation and Queer Sexuality

Controlling sexuality is a key feature of white supremacy,’! and to better un-
derstand how this dynamic works online I need to first provide some back-
ground on how heterosexual miscegenation and queer sexuality were repre-
sented in the print-only era of newsletters. A core feature of white
supremacist discourse of the print-only era was the sexual dominance of
white men over others—of white women, to be sure, as well as controlling
images and discourse of the sexuality of black men and black women and of
Jewish men and Jewish women. A trope in extremist discourse and in main-
stream American culture particularly in the nineteenth and twentieth
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centuries was the danger and allure of sexual contact between a black man
and a white woman. The twist to this meme when viewed through a white
supremacist lens is that such alliances (e.g., miscegenation) are viewed as part
of a larger Jewish-led conspiracy to both degrade the white race and simulta-
neously distract whites and blacks from Jewish attempts at control.3

Along with the fear of heterosexual interracial contact, the pages of the
print-only-era newsletters also contained an asymmetrically gendered view of
racialized homosexuality. The rhetoric that expressed concern about queer
sexuality took up a relatively small, but ideologically significant, space within
white supremacist discourse in print. Specifically, rthetoric about male sexu-
ality focused rather narrowly on bodily penetration, and white gay men were
regarded as emasculated race traitors for their supposed willingness to be pen-
etrated. In two line drawings on opposing pages of a white supremacist
newsletter, a white man stands triumphantly over a black man as he anally
penetrates him with a confederate flagpole; in another image, a white gay
man (described as an “A.1.D.S.-Ravaged Fag”) walks with a cane, his emaci-
ated body visibly penetrated. In both these images and the surrounding text
sexual dominance and white masculinity are inextricably linked.33

In the print-only era, homosexuality was also frequently linked to Jewish
identity. Lesbians in the pages of the newsletters were universally configured
as Jewish and as feminists. In keeping with the conspiracy theories of Jewish
power, lesbian-Jewish feminists were represented as threats to the purity of
white womanhood as temptresses who might lure otherwise heterosexual
white women into a same-sex relationship or perhaps indoctrinate her with
feminist ideas of gender equality, a threat no less sinister. Either way,
the formerly pure and racially loyal white woman would be “spoiled for the
white supremacist cause.”*

This brief sketch of gender and sexual ideology in white supremacist dis-
course is one that was created by a handful of white men who published
newsletters that sought to promote this ideology. In the digital era, and
specifically at Stormfront, these views have been challenged, extended, and
rearticulated in new ways made possible by the participatory quality of dis-
cussion boards. Unlike printed newsletters where a select few decide on one
particular version of the ideology and print that, in the participatory medium
of discussion boards, each individual participant writing at the boards is read-
ing, evaluating, and reinterpreting white supremacist discourse for him- or
herself. At the same time that the shift in print and new media has occurred,
there have also been a series of social and political developments that have
altered the discourse. First, the rise of a global, network society®® and with it
the global transfer of people, goods, and information across national borders
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has meant there are simply more and greater opportunities for international
contact. Second, there is greater acceptance of interracial relationships and
families in U.S. culture and society as a whole (including interracial adop-
tions, which are part of the global transfer of people, goods, and information)
and, along with that, a significant increase in the visibility and political
power of lesbian, gay, bisexual, transgender, and queer (LGBTQ) people, not
just in the United States but globally. These two issues—interracial marriage
and lesbian/gay rights—have dovetailed, sometimes quite uncomfortably, in
the rhetoric of same-sex marriage. Some advocates for marriage equality have
drawn an analogy between laws prohibiting same-sex marriage and those that
prohibited interracial marriage. Thus, the combination of a changing social
and political world along with the rise of new media have altered white
supremacist discourse about interracial relationships and queer sexuality in
the digital era.

There are new, unexpected, and complicated expressions of white su-
premacist concerns around interracial contact and homosexuality at Storm-
front. In the white supremacist imagination interracial relationships remain
a central concern and are now joined by an almost equal concern about ho-
mosexuality. Evidence for this is clear in the proportion of threads and posts
dedicated to each subject. Using the search function built into Stormfront, I
searched for terms related to interracial relationships and homosexuality. |
then counted the number of threads returned on each of the search terms
and calculated a mean number of hits (threads containing the search term)
for each category; the mean for interracial terms was 576.5 items, and the
mean for homosexual terms was 411.4.

Interracial relationships remain a concern, but what precisely constitutes
interracial is up for negotiation. As in the example of diabloblancol4 (dis-
cussed above in the section on Screen Names), he counts himself as not
merely white but Aryan, despite his Southern Italian heritage. And he dates
Latina women whom he describes as “WHITE Hispanic.” Thus, a relation-
ship that might be termed interracial by some is recast by diabloblancol4 as
one that stays within the boundaries of whiteness and upholds the standard
that prohibits race mixing. While the question of who is and is not white
comes up for discussion at Stormfront, there seems to be little doubt about
who is black, as this is regarded as both immutable and plainly evident visu-
ally. It is interracial relationships involving blacks, and especially black men
and white women, that remain a central concern. This centuries-old preoc-
cupation of white supremacists has expanded to new, digital terrain, as in a
thread called MySpace Advertises Interracial Sex. In this thread, started by
forum member White Garden, he expresses grave concern about a banner ad
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at the social-networking site, MySpace.com. He refers to the site advertised
(interracialromance.com), quotes from their advertising copy about their ser-
vice for people who “enjoy interracial relations,” and then writes:

Truly disgusting. The filth should be removed from the Internet. Again, any-
one age fourteen and over who registers on the site CAN SEE THESE ADS!

Special note: All the pictures I've seen on the site so far are of white women
(with amazing face and body) with black males. (White Garden, post dated
02-29-2008)

Other forum members join in the discussion, each adding their own take
on how “disgusting” they find black-male sexuality and reaffirming white
supremacist prohibitions on interracial dating. While there is nothing new in
this anti-race-mixing ideology, the digital era does suggest new forms for ex-
pressing both white supremacy and resistance to it. Here, the copy/
paste function allows White Garden to copy advertising text paid for by
InterracialRomance.com displayed on MySpace.com and paste it into
Stormfront.org. In so doing, he effectively expands the reach of white
supremacist commentary to include these other online spaces. In contrast
to his reactionary judgment, the mere presence of the dating site Interracial
Romance.com (and even MySpace.com) suggests a significant move away
from societal norms that prohibit relationships across color lines. And global,
networked connections make such relationships and interracial families even
more likely. Thus, both the dating site InterracialRomance.com and Storm-
front.org are engaged in a contested struggle, staking racial claims on the In-
ternet, albeit on very different sides.

Along with shifts in discourse about interracial relationships, there have
been profound changes in the discussion about queer sexuality within white
supremacist discourse. To be sure, homophobia and virulent antiqueer dis-
course remain features of white supremacist ideology at places like Storm-
front. People who identify as LGBTQ are routinely referred to as “disgusting”
and “freaks,” and all manner of bad behavior is attributed to gay identity.
Alongside this hate-filled rhetoric, a new, more expansive version of white
supremacy is being articulated by forum members who, while not openly gay
or openly supportive of LGBTQ equality, are nevertheless quite reserved in
their judgments of homosexuality. This rupture in white supremacist dis-
course appears in a number of threads that pose a question, such as one
thread simply titled Homosexuality. The person who initiated the thread
wonders, “What is it that makes homosexuals bad for the WN [white na-
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tionalist] cause?” Another thread poses a similar question: “Why exactly is
homosexuality wrong?” A forum member responds with this:

Homosexuality is not ideal because it doesn’t produce white children, and its
male version tends to spread disease. But homosexuality is a part of the white
condition. There have been loyal prowhite homosexuals who have found ways
to contribute, like donating lots of money to prowhite causes. Far, far too many
whites aren’t having children, yet singles, including homosexuals, are freed up
to work for the cause in ways family men and women aren’t. I think a healthy
white society would not encourage it and would rightly seek to marginalize it
but not criminalize it or do violence to those so inclined. (Hugh Lincoln, post

dated 10-22-2007)

The response here from Hugh Lincoln sounds almost moderate compared
to the universally hostile rhetoric about homosexuality in the era of printed
newsletters. Hugh Lincoln’s statement here about his willingness to consider
the possibility of incorporating “prowhite homosexuals” into the cause is fur-
ther evidence of the way that white supremacy in the digital era has changed.
In addition, the strong connection between lesbian and Jewish identity
seems to be missing, or at least much less prevalent than in print. Whether
or not this represents a significant shift away from an intertwined homopho-
bia and anti-Semitism in the digital era or simply the everyday invisibility of
lesbians in discussions of homosexuality remains an open question. What
seems clear is that rather than the one-way communication determined by a
handful of movement leaders publishing newsletters for movement followers,
the participatory forums at Stormfront allow for a multiplicity of white su-
premacist voices. And at least some of those voices express acceptance of a
vision of white supremacy that includes openly gay members who are white
and support the cause of white supremacy.

Consequences of Gendered White Supremacy IRL
(In Real Life)

White supremacist rhetoric online can have very real consequences in real
life. In the opening to this chapter I referred to the website that depicted
Bonnie Jouhari’s workplace exploding amid animated GIF flames and the
very real harassment she suffered once her address and phone number were
published on the site.3¢ In this instance, the white supremacist rhetoric also
had consequences for Roy Frankhouser, the self-described chaplain to the Ku
Klux Klan in Pennsylvania, who terrorized Jouhari and her daughter. This
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sort of hate-filled targeting of an individual on the Web is part of what ap-
pears to be an emerging trend.’”

In a 2007 incident with some striking similarities to the Jouhari case, a
white supremacist from Roanoke, Virginia, with the redundantly appropriate
name William White published the home addresses and phone numbers of
the families of six Louisiana high school students known as the Jena 6. What
became known as the Jena 6 incident started as a racially charged schoolyard
brawl in which white youths hung a noose in a tree on school property as a
way to warn black youths that the tree was designated as a whites-only hang-
out spot. A black youth challenged this, white youths retaliated, and several
students were injured. The controversy heated up when the black youths
were charged with felonies that carried long prison sentences for attacking a
white youth while the white teens who had targeted their black schoolmates
were released on very minor charges that involved no jail time. In addition
to using a racial slur in the title of the posting, White also encourages read-
ers to “get in touch, and let them know justice is coming.”?® In another post-
ing, White is even more explicit about what he is advocating: “Lynch the
Jena 6.” As antiracism protests grew,’® white supremacists grew increasingly
enraged and violent. Retaliation for the antiracism protests were often ex-
pressed in violent, hypermasculine terms, as this quote from a white man
posting to the Vanguard News Network illustrates:

I think a group of white men with AK rifles loaded with high-capacity maga-
zines should close in on the troop of howler monkeys from all sides and com-
press them into a tight group, and then white men in the buildings on both
sides of the shit-skinned hominids shall throw Molotov cocktails from above
to cleanse the nigs by fire.—NS Cat (post at Vanguard News Network)

This quote from an online forum reflects the militaristic swagger and
tactics of bullying and intimidation that are characteristic of some branches
of male-dominated white supremacy.®® The website threatening Bonnie
Jouhari and her daughter received over 97,000 visits in a three-year time pe-
riod.#! Thus, the Internet in both of these instances functions as a mecha-
nism of harassment and as a force multiplier, expanding the reach of that ha-
rassment. In the Jouhari case, real-life harassment followed in the wake of
the online harassment, yet local police and the Justice Department declined
to file criminal charges against Frankhouser, citing his First Amendment
rights. Eventually, the Department of Housing and Urban Development
(HUD), under the direction of Andrew Cuomo, took action against
Frankhouser in the form of a civil suit that ended in penalties and fines be-
ing levied against him.*? In the Louisiana case, while there were reports that
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the FBI was investigating William White for the posting that threatened the
Jena 6, as of this writing White has not been arrested or charged with
any crime. If William White’s threat had occurred in a number of European
nations—say, Germany or Norway—the targeted families would have had le-
gal recourse under antiracism laws (more about this in chapter 7). Consistent
with gendered white supremacy, it is relevant to note that in each of these
cases the online harassers were white males.

Mainstream news reports suggest there is growing apprehension that this
kind of targeted harassment is becoming an all-too common practice.®® In
what some have termed cyberbullying,* schoolyard bullies use various digital
technologies, such as MySpace pages and text messages sent from mobile
phones, to target other young people for online harassment. This type of ha-
rassment is often based on physical characteristics (like size, disability, or age)
or social identities (such as gender, sexuality, race, or ethnicity). Initial re-
search in this area suggests that the targets of harassment are most often
women and girls*® and that the perpetrators of cyberbullying—whether chil-
dren or adults—tend to be white males.

Even without this type of direct, overt harassment, there is additional ev-
idence of a hegemonically white, heterosexual, masculine culture online.
Lori Kendall argues in her richly nuanced ethnography of the gendered dy-
namics in the multiuser domain (MUD) BlueSky that digital technologies
reproduce white, heterosexual, masculine cultures and hierarchies of power.46
While this is by no means conclusive evidence, the preliminary research does
indicate a pattern of white-male dominance of online spaces.

When viewed in a global context, it becomes clear that the ability of
white women (such as Concerned Kaia, whitebread, and Lycia) to create white
supremacist Web content—whether starting threads, reading and replying to
others’ posts, or serving as a discussion-board moderator—is at least partly
the result of a privileged economic and geopolitical position in which those
who live in industrialized nations are more likely to own computers and have
Internet access than those living in developing societies.*” This disparity in
owning a computer and having Internet access reflects a parallel inequality
in usage; together these have been referred to as “the digital divide.” Al-
though women still account for less than half of all Internet usage in a num-
ber of developing countries, globally women are rapidly catching up with in-
creasing rates of participation online, often at faster rates than men.*® One
U.S.-based advocate for equal access to technology refers to the digital divide
as “the civil-rights issue of the new millennium.”# Others take issue with the
divide terminology for a variety of reasons.’® Empirical research indicates
that most of the apparent digital divide in the United States concerning
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computer ownership and Internet access originally attributed to gender or
racial difference is the effect of class (or socioeconomic status) more than gen-
der and race.’! As of 2006 in the United States Internet access has converged
between men and women who are white.>? Thus, white supremacists such as
Concerned Kaia, whitebread, and Lycia are increasingly likely to be the online
representatives of white supremacy but just as unlikely to be leaders.

Masculinity, the Internet, and White Supremacy

White men, such as Don Black, have led the way in the shifting white su-
premacist-movement rhetoric from print to the Web. This fact reflects the
confluence of several others: the predominance of white men in leadership
positions in organized racism, their dominance as early innovators in the
fields of computer programming and Internet technology, as well as the con-
tinued dominance of elite white men in positions of power in U.S. political
institutions and in global capitalism. Given the pervasiveness of white male
dominance, in capitalism and in particular in the development of the Inter-
net, it is perhaps not surprising that white men within organized racism were
among the early adopters of this technology to advance the movement’s
goals.

The Internet has a history, geography, and demography grounded firmly in
the material realities of gender, class, and race, and these shape the technol-
ogy and influence our experience of the technology.? The collection of dig-
ital technologies that we now refer to as the Internet began as an initiative of
the United States Department of Defense, called ARPAnet (Advanced Re-
search Projects Agency Network).”* The architects and early adopters of In-
ternet technologies have predominantly been white men.>> While the ac-
complishments of African Americans®® and women across racial and ethnic
categories have often been neglected, these exceptional individuals are fre-
quently tokens in an otherwise white-male domain of computer technology.
This white-male dominance of computer technology continues. Today the
leaders of both the software and Internet-related industries and the cultural
commentators who write most often for mass media outlets about digital cul-
tures are predominantly men and exclusively white. The digerati, a play on
the term literati, is a group of industry and cultural leaders appointed by the
media (some might say “anointed”) as spokespeople. To illustrate this point,
one list of the digerati includes forty names, thirty-five of which are men, all
of whom are white, and most of whom are from the United States.5” The de-
velopment of the Internet by white men as a communication technology for
the military, along with the continued predominance of white men in the
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elite technoclass of both the digital economy and culture, has led some to
argue that the Internet is inherently masculinist,® while many progressive
activists, including many feminists, have carved out a space for resistance
within this terrain.>® This debate over gender and technology remains unre-
solved and reverberates through the racially charged use of the Internet.
White masculinity informs the online practices of participants at Storm-
front and the actions of individuals like Roy Frankhouser. While offline or-
ganized racist groups project a sense of hypermasculinity in their militaristic
swagger and tactics of bullying and intimidation,®! online participatory sites
such as Stormfront allow for a variety of expressions of gender and sexuality.
Although these new online expressions of white supremacy remain quite nar-
rowly constrained, they simultaneously allow for reinvigoration of this ideol-
ogy by including participation by white women who espouse liberal feminist
rthetoric about equality, by including new interpretations of “interracial dat-
ing” and by offering limited support of “prowhite homosexuals.” These digi-
tal, online expressions of white supremacy are embedded in the material
structures of gender, race, and globalization. One of the ironies of masculin-
ity and the Internet is that, even as the technologies reproduce masculine
cultures and hierarchies of power, online space also enables women to engage
in new forms of contestation.®? And one of the ironies of white supremacy
online is that, even as the broadcast television commercial aired touting the
Internet as a “place where there is no race,” Don Black and others were work-
ing to create Stormfront, a site that ardently advocates for a racist vision.
Stormfront is not successful because there is a vast reservoir of pathological
individuals ready to be recruited into a white supremacist army or because in-
nocents are lured in by the dangers of the Internet. Rather, the forum owes
much of its success to the effective deployment of the white racial frame that
goes unacknowledged in the United States and the site’s ability to use that
frame to coalesce a translocal whiteness that ignores national boundaries.
The white men who have led the white supremacist movement into the dig-
ital era, such as Don Black, David Duke, and James Kelso, are not the elite
white men who are captains of global capitalism. Yet they are relatively priv-
ileged within a global context of economic, gender, and racial inequality.
Similarly, white men who have led the innovations of cyber racism are not
on a technological or entrepreneurial par with those creative individuals who
first conceptualized the Internet, but they have translated the white su-
premacist movement into the digital era in ways that belie the conventional
notions that white supremacists are backward and that technological inno-
vations always bring progress. And, given that the white supremacist move-
ment remains male-dominated, despite the greater inclusion of women’s
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voices, it is not surprising that white men are the ones who translated white
supremacy into the digital era.

The fact that white men have been the primary innovators in translating
white supremacy into the digital era has had important implications for the
material lives of women, girls, and those who are viewed as racial Others. In
this way, the extremist expressions of white supremacy map onto the every-
day expressions of white identity. The kind of cyber-racist attacks launched
against Bonnie Jouhari, her daughter, and the young African American men
of the Jena 6 case are the result of white men’s use of Internet technologies
to attack the perceived Other. This shares many features of the cyberbully-
ing phenomenon, in which young children labeled Other along some axis of
identity are targeted for attack online; the emerging research here suggests it
is young boys who are most often the aggressors. Taken together, this indi-
cates that white supremacy is inherently linked with white identity and that
the Internet has been a particularly effective mechanism for furthering the
goals of white supremacy. These goals corrode the ideals of equality in a dem-
ocratic society.

Conclusion

The people who participate in and create white supremacy online actively
shape their identity online in ways that are explicitly racialized, gendered,
and, to some extent, sexualized. The participatory quality of Web 2.0, where
everyone creates online content, opens up white supremacist rhetoric in
ways that were simply not possible in the print-only era. While it is certainly
likely that people reading white supremacist newsletters read those in ways
that resisted the intended purpose of the author, that resistance never be-
came part of the publication. The Internet, and specifically the participatory
form of the Internet referred to as Web 2.0, changes that so the resistive read
of the prevailing white supremacist ideology gets built into the medium.
When the women of the ladies-only forum post responses that resist the
views that male leaders of the movement espouse, they are both challenging
and reaffirming white supremacist ideology through the medium of the on-
line forum. In this way the resistive response gets incorporated into the
medium and the movement ideology, and in this way it is different than
movement discourse in print.

The women at Stormfront incorporate key elements of white liberal fem-
inism into their rhetoric, thereby expanding white supremacist ideology and
making the movement potentially more inclusive to those who hold a range
of other political views along with a shared valued in white identity. Thus
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the women at Stormfront illustrate that white feminism is not in-
compatible with key features of white supremacy. By resisting a more male-
dominated version of white supremacy and articulating a form of white
supremacy that is more inclusive and egalitarian along lines of gender, and
even allowing for the possibility of a version of equal rights within white su-
premacy for gays and lesbians, the women of Stormfront illustrate another
way in which white supremacy is inherent in white identity. This suggests
something troubling about liberal feminism. To the extent that liberal femi-
nism articulates a limited vision of gender equality without challenging racial
inequality, white feminism is not inconsistent with white supremacy. With-
out an explicit challenge to racism, white feminism is easily grafted onto
white supremacy and useful for arguing for equality for white women and pos-
sibly for white gays and lesbians within a white supremacist context.

While there is a slight opening for the acceptance of queer sexuality
within white supremacy, the vigilant protection against the perceived threat
of miscegenation, or transracial heterosexual contact still predominates.
Within the context of white supremacy online, miscegenation remains a pri-
mary concern, even as the idea of the possibility of gays and lesbians within
the movement gains more acceptance. Within this framework race and no-
tions of racial purity trump sexuality and notions of sexual impurity. This
shift toward greater acceptance (although this seems too strong a word) of
gays and lesbians also suggests that the participants at Stormfront do not rep-
resent a monolithically conservative ideology, in which racism, misogyny,
and homophobia all line up neatly with a shared belief that the Holocaust
was a hoax. Instead, the rather more disturbing news is that white suprema-
cists at Stormfront are not as different from many white Americans in their
views about gender equality and the acceptance of queer sexuality as we
might prefer to believe.

Masculinity and whiteness are embedded in various ways in the Internet
and in online communication. Race is, as one scholar puts it, “like an ever-
present ghost in the machine” of American technology.®> The emergence of
the online community at Stormfront.org expresses what may be an authen-
tic human desire for community, yet it is an expression of community that is
articulated in ways that rely on the construction of a unified white, male,
heterosexual subject and an explicit discourse of white supremacy.®* The
emergence of a ladies-only space provides for some participation by white
women at Stormfront, but the very existence of the women-only forum
speaks to the overriding male dominance of the site and online communica-
tion as whole. The use of the Internet as a tool for harassment and intimida-
tion by white supremacists like Roy Frankhouser, and more broadly in the
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culture by cyberbullies who are predominantly white and male, suggests that
hate speech online has real consequences on- and offline.

Both the harassment of Bonnie Jouhari and the emergence of a ladies-only
forum at Stormfront illustrate the way that the digital and the material are
embedded in each other; in many ways, the online and offline distinctions
are false. The digital world is embedded in the material world, and the ma-
terial in the digital. White masculinity is a feature of Internet technology,
and white masculinity is embedded in our culture, in our institutions, and,
indeed, in globalization. At the same time that white masculinity operates as
a “ghost in the machine,” the participatory media of sites like Stormfront,
where users create the content, mean that articulations of gendered white su-
premacy have opened in new ways that expand the scope of who might be
included in such a world.

In the following chapter, I examine the presence of overt white supremacy
online and explore the ways that movement rhetoric published in newslet-
ters prior to the digital era has been translated to the Web. Then I explore
the emergence of cloaked white supremacy online and the ways some white
supremacist groups have taken advantage of the unique features of the Web
to shift knowledge claims about race, racism, and civil rights. And following
that, [ offer a brief glimpse at the ways some young people in the United
States make sense of these cloaked sites before shifting focus once again to
white supremacy in a global context.
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Signature file of a sustaining member of Stormfront.org
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CHAPTER SIX

White Supremacist Discourse:
In Print and Online

We want [our website] to give an accurate portrayal of The Knights.
Most people base their opinions on what we call comic-book research.
They go to the library and pick up a book written by someone who has
his own agenda. They may watch a ridiculous Hollywood movie or
watch the Jerry Springer show and then think they are experts on the
Klan. Hogwash! Any good researcher goes straight to the source. On this
website we offer our ideas, explanations, goals, agenda, beliefs, etc. for
your examination—straight from the national headquarters of America’s
largest and oldest Klan organization—the authority on the subject.

—Thom Robb

In the fall of 1998, I was teaching at a predominantly white, suburban Long
Island university. Those of us on the faculty who used computers as part of
our teaching repertoire were involved in something called the Pioneer Pro-
gram,! which encouraged technological innovation in the classroom. With
that encouragement, | scheduled the Race and Ethnicity course I was teach-
ing for a session in the computer lab. I had, I realize now with the clear vi-
sion of hindsight, a rather vague idea that students in that class would use the
Internet to conduct research about their topics of interest, and I would help
them develop websites rather than the traditional term papers for their final
class projects (a pedagogical strategy I would probably not use today). On the
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first day in the lab, the class of thirty or so students, all white, mostly white
ethnic from relatively prosperous Italian, Irish, Russian, or Jewish families,
and most of whom were first-generation college students, filed into the state-
of-the art computer lab and settled into the high-end office chairs, each one
in front of a recently installed PC monitor. I watched in dismay as two of my
students began surfing the Internet before I could even begin to give my in-
structions for the class assignment. One of those students was searching for
information on Dr. Martin Luther King Jr. and encountered a cloaked site.2
I looked on as another student typed the letters KKK.com into the first
browser window he opened. This led him to the website for Knights of the
Ku Klux Klan, hosted by Thom Robb, quoted in the opening of this chapter.
Once at the website, my student laughed and pointed at the screen to share
the image with his classmates.

I

The story of my experience with my students in that computer lab illustrates
a number of themes that I want to address in this and the following chapters
about white supremacy online. In this chapter I focus on the overtly racist
white supremacist websites created by those that previously published white
supremacist newsletters. My goal here is to offer a preliminary framework for
studying social movement discourse in print and online and specifically to of-
fer a preliminary analysis of how white supremacist movement discourse has
been translated from print into the digital era. For instance, Thom Robb’s
printed newsletter, The Torch, was one of those I included in my previous
study that examined movement publications of five different white suprema-
cist groups,’ and it was Robb’s website that my student visited in the lab. To
date there has been scant scholarly investigation that compares social move-
ment discourse prior to and after the widespread adoption of the Internett;
and there is no research to my knowledge that offers a comparison of white
supremacist movement rhetoric in print and online. According to scholar
Les Back, such studies would contribute to “the qualitative understanding of
how virtual fascism might relate to its previous media incarnations.” In this
chapter [ do this by examining how “virtual fascism,” or what I refer to as
white supremacy online, relates to its previous media incarnation in printed
material. This analysis is by no means an exhaustive study of white su-
premacy online, as there is a growing body of literature already that examines
this online discourse in interesting and innovative ways.® What I want to
contribute to this ongoing scholarly discussion is an investigation into what
[ referred to in the opening chapter as a “naturally occurring experiment,”
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based on the coincidence of my earlier research on white supremacist dis-
course in print (the sample for which ended in 1993) and the timing of the
emergence of white supremacy online (circa 1994). As a result of this acci-
dent of timing, a unique opportunity for inquiry presents itself.

My focus here is on the broadest possible view of the five groups I exam-
ined in print and their transition to digital media. These five groups are: The
Church of the Creator (COTC), the Ku Klux Klan (KKK), the National As-
sociation for the Advancement of White People (NAAWP), the National
States Rights Party (NSRP), Christian Identity, and White Aryan Resistance
(WAR). I selected these as the sample for my earlier study because they rep-
resented a broad ideological spectrum within the white supremacist move-
ment and, while certainly not comprehensive, these groups continue to rep-
resent a wide range of perspectives within the white supremacist movement.
[ am primarily interested in investigating whether or not the five groups I stud-
ied in 1993 made the transition from print-based newsletters to publishing on the
Internet by 2007. If they did not make this shift, I wanted to know why not.
And if they did make the transition, I wanted to know what kind of Web
presence’ they have now. That is, if they are online, in what ways are they
using digital media? Thus, I organize the discussion that follows according to
the ways white supremacists have made use of the Internet, from the least to
the most successful measured in terms of Web traffic.

404: Defunct White Supremacist Websites and Organizations

In the digital era an organization without a Web presence is barely recogniz-
able as part of a viable global social movement. As a practical matter, a
social-movement organization without a Web presence faces greater diffi-
culty mobilizing social-movement resources than a group with a Web pres-
ence.® Three of the white supremacist organizations that once published
newsletters have not made the transition from old to new media because the
organizations themselves no longer exist. The COTC, the Invisible Empire
of the KKK, and the NAAWP do not have websites, because their organiza-
tions are defunct. The violent white supremacist group Church of the Cre-
ator failed in their attempt to exploit the Internet to spread their ideology
and build their organization. However, two of the individuals in those or-
ganizations, Thom Robb and David Duke, are active online elsewhere.

If you were to type the URL for the group Church of the Creator into a
browser window (www.cotc.com), you would get a 404 message, meaning “file
not found”— that website does not exist.” Ben Klassen founded COTC in 1973
and over the next twenty years shaped his own version of white supremacy
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based on his text, The White Man’s Bible. In that text he formulated Creativity,
a religion with the worship of the white race as the central tenet. According to
Klassen’s cosmology, the white race is “nature’s highest creation,” and “white
people are the creators of all worthwhile culture and civilization.”!® From 1984
through 1992, Klassen published approximately!! forty-six issues of Racial Loy-
alty, a printed newsletter dedicated to spreading his message of RAHOWA
(which stands for “RAcial HOly WAr”), the publication’s tagline, the group’s
motto, and later a URL. In the late 1990s COTC was among the most violent
and quickly growing groups within the white supremacist movement.!2

In the mid-1990s Klassen died, and Matt Hale took over the organization.
Hale had global aspirations for COTC and added World to the name of the
group. This was a choice that would later have serious consequences for Hale
and his movement, but in the late 1990s it must have seemed easy and al-
most inevitable for someone with Hale’s ambition to add “world” to the
group’s name and Web presence—a re-branding that Hale believed would
connect him with others around the world who shared his views. In 1998 and
1999 Hale began establishing an early Web presence for his group by regis-
tering several domain names (rahowa.com, creator.com, and wcotc.com) and
creating a variety of websites to spread the religion of Creativity and the mes-
sage of white supremacy (see figure 6.1). However, Hale’s communication
strategy for his organization was not limited to websites and domain names.

For a number of years Hale crafted a public image as a clean-cut, suit-and-
tie-wearing boy wonder of American neo-Nazism who played the violin and
attended law school. In this guise Hale had a gift for attracting national
media attention, both in print and from broadcast television, including the
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A POWERFUL NEW RELIGIOUS CREED STRUCTURED FOR THE SURVIVAL, EXPANSION, AND ADVANCEMENT OF
NATURE'S FINEST, THE WHITE RACE.

huech of the Crentor
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Figure 6.1. Archived screen shot of Matt Hale’s World Church of the Creator, 1999.
Source: Retrieved from the Internet archive www.archive.org/web/web/php, 2007.
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major networks. After he graduated from law school, the Illinois bar blocked
Hale’s admission based solely on his ideology, and this case gained him a
great deal of sympathetic media attention from mainstream news sources like
GQ magazine and NBC’s Today show. At the same time that Hale was culti-
vating his clean-cut public image through the mainstream media, he worked
on recruiting followers through face-to-face meetings throughout the United
States. When he spoke to small-town library audiences he savvily modulated
his views for maximum appeal. During this time Hale was also cultivating a
violent group of supporters by attending neo-Nazis rallies, urging participants
to join the cause of white supremacy.

From 1999 to 2004 several violent, racist attacks were linked to COTC,
including the 1999 shooting spree by Benjamin Smith that left two people
dead and seven wounded; at first Hale was able to distance himself from these
violent acts. During this time Hale also become entangled in a lawsuit over
the use of the name World Church of the Creator, including his use of the
corresponding domain name (wcotc.com). When Hale added World to
Church of the Creator he was infringing upon the name of another group, a re-
ligious organization already in existence with no ties to white supremacy.
Eventually, Joan Lefkow, a federal judge, ruled against Hale and in favor of
the other group of the same name. This apparently enraged Hale and those
in his group. Not long after the ruling, Judge Lefkow’s husband and mother
were killed in brutal attacks in their home (Judge Lefkow was not at home at
the time). Hale was arrested, stood trial, and was convicted for soliciting the
murder of Judge Lefkow.!> On April 6, 2005, Hale was sentenced to forty
years in prison for his involvement in the assassinations. As Hale went to
trial, it became apparent that few of his former supporters would stand by
him, and fewer still were interested in continuing the racist mission on his
behalf. Once Hale was incarcerated and his organization was defunct, there
was no one left to maintain the site, so COTC’s public Web presence disap-
peared. As of 2007 the organization that Klassen founded when he was pub-
lishing Racial Loyalty, has all but ceased to exist and has no discernible Web
presence, although a few sites do repurpose some of the COTC rhetoric.

J. W. Farrands once boasted that his newspaper The Klansman was the “only
publication for the white race that has never failed to publish.” This publication
did not make the transition from print to digital media. Farrands was the leader
of the Invisible Empire of the KKK and publisher of The Klansman from 1976 to
1992. During those years he published an estimated 106 issues of the newslet-
ter.!> In 1993 he lost a civil lawsuit filed against his Invisible Empire by the
Southern Poverty Law Center (SPLC) for the empire’s violent attacks in 1987
on civil rights marchers in Forsyth County, Georgia. Farrands was ordered by
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the court to pay $37,500 in damages to the plaintiffs in the class-action suit. The
settlement with the SPLC prohibited use of the Invisible Empire’s name or the
publication of their newspaper, The Klansman.!¢ Conflicting reports suggest that
Farrands has either reorganized his Klan forces under a new name, taken his op-
eration further underground, or abandoned organized racism altogether.!? While
Farrands’s Invisible Empire had a long-running print publication, as well as a
reputation of being the most violent Klan faction in the United States, neither
he nor the group he led has a visible, public Web presence today. Indeed, there
is no evidence that Farrands or his organization ever created a website or had
any discernible Web presence. Other white supremacists that previously pub-
lished newsletters have made the transition to digital media, even though their
organizations have not.

David Duke is a leader in promoting the cause of white supremacy online,
yet his organization, the National Association for the Advancement of
White People (NAAWP), no longer has a Web presence. Duke published
forty-one newsletters for the NAAWP from 1980 through 1991. The ideol-
ogy espoused by the NAAWP was couched in the moderate tones of a suit-
and-tie brand of white supremacy (rather than the stridently extremist terms
of the robes and hoods). Duke, a former member of the KKK, has transformed
white supremacist rhetoric through the NAAWP by advocating for the rights
of European Americans in ways that mimicked the language of civil rights.!8
Duke’s organization dissolved beginning around 1998 due to internal strug-
gles regarding the organization’s ideology and rhetorical styles used to pres-
ent that ideology to the broadcast media.!® Duke never resolved those issues
with his fellow members, and as of 2007 the former NAAWDP website is 404
and now advertises the sale of the domain name.

Although his organization and its website are now defunct, David Duke
maintains an extensive, interactive personal website (davidduke.com) and
actively participates in white supremacy online elsewhere. Duke was among
the first white supremacists to embrace the Internet as a key to the future of
the white supremacist movement He set out this vision of how the Internet
could be used by the movement in his essay “The Coming White Revolu-
tion: Born on the Internet,” originally published online in 199820 about the
same time that the NAAWP collapsed and still in the very early days of the
Internet.

The examples of 404 websites and organizations—Matt Hale’s COTC,
Farrands’s Invisible Empire, and David Duke’s NAAWDP—together illustrate
that a prerequisite for any organization hoping to make the transition from
print to digital media is the survival of the organization itself. White su-
premacist organizations disappear because of efforts by activists, such as the
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legal team at the Southern Poverty Law Center (as in the case of Farrands)
or law enforcement officials who imprison the leaders with cause (as in the
case of Hale), thus driving the organizations out of existence (as happened to
COTC). And they cease to exist because of internal strife and dissention, as
with the NAAWP. Whatever the reason for its demise, once the organization
is defunct the website disappears shortly thereafter as well.

Copy/Paste: White Supremacist Brochure Websites

White supremacists Ed Fields and Thom Robb created websites that reproduced
their printed publications virtually unaltered. The transfer of text from print to
the Web is fairly simple using copy/paste commands, the set of keyboard com-
mands that allow a user to copy text and images from one document or program
and transfer or paste them into another.2! Brochure websites are one-way static
displays of information controlled by one content creator.2* The use of brochure
sites by extremists such as Thom Robb and Ed Fields to showcase racist propa-
ganda has been a common application of the Web.

Ed Fields is a white supremacist and publisher of a newsletter called The
Truth at Last. From 1978 to 1992 Fields published 102 issues of his periodical.3
Fields is the founder of the National States Rights Party (NSRP), a segrega-
tionist-era organization. J. B. Stoner served as national chairman of the NSRP
and was a popular figure among members. In 1983 Stoner was convicted of the
1958 bombing of Rev. Fred Shuttlesworth’s church in Birmingham. Stoner’s
conviction and allegations of financial wrong-doing led to the disintegration
of the organization in the early 1990s. Yet despite the dissolution of the group,
Fields managed to maintain control of publishing the newsletter and re-
mained throughout the 1990s “one of the busiest networkers on the far right,”
frequently attending rallies, conferences, and other face-to-face events organ-
ized by white supremacists.2 In 2003 Fields joined the National Alliance, led
by William Pierce.

Fields’s Web presence is a rather literal translation of his newspaper, The
Truth at Last, to a clunky brochure site of the same name (see figure 6.2).
Once established in the late 1990s,2% it appears that the site has never been
updated. This is evident from a couple of places on the site, including the
home page that has not changed since the site went up and reads “Now in
Our 39th Year.” Primarily, Fields uses the site to appeal for funds by selling
back issues of and current subscriptions to the print version of The Truth at
Last. In fact, a full half of the main page is taken up by text advertising
the subscription rates (one-year subscriptions costing $18, six-month sub-
scriptions $10, four-month subscriptions $6) with an assurance that “This
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The Truth at Last

News suppressed by the daily press
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E-MAIL Only)
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financed Communist Revolution,"
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Patriot newspaper, a work in
progress. "Benjamin Franklin Wanted Jewish
Immigration Banned," His full

statement.

Figure 6.2. Ed Fields’s Truth at Last, 2007.

Source: wwww.stormfront.org/truth_at_last/, 2007.

newspaper is mailed in a plain, sealed envelope.” Visitors to this site can also
access Fields’s particular version of white supremacist ideology, which in-
cludes denial of the Holocaust; references to the threat of supposedly unrec-
ognized Jewish control of media, banking, and government; expounding on
the perceived threat of civil rights advances like integrated housing and non-
discrimination laws; and the corruption of mainstream white politicians who
are complicit in allowing this state of affairs to continue unchecked. On the
Web this ideological content is unchanged and nearly indistinguishable from
the discourse contained in Fields’s print publication.

It is also clear from the site that Fields does not maintain it or even go on-
line, as the text on the contact page says that “Dr. Fields is not on line [sic].
To communicate with Dr. Fields, or for enquiries [sic] about book orders
etcetera please use the U.S. mails.” It then lists his PO. box. If Fields had
been digitally inclined, he might have used his famed networking skills to
great advantage for the white supremacist cause. As sociologist Barry Well-
man observed, “computer networks are social networks,”?6 and the internet-
working capabilities of the Web could have solidified and expanded Fields’s
face-to-face contacts in white supremacist organizations.

There are several indicators that Fields’s Web presence has been con-
structed for him by someone else. The URL for Fields’s Web presence is
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stormfront.org/truth_at_last/, which indicates that Fields does not own his
own domain name and that his website is in fact a subdomain of (or a page
within) another white supremacist website. In addition, the reference to “Dr.
Fields” in the third-person along with the indication that he is “not on line”
together suggest someone else is writing the content and that Fields is not the
creator of the site. Yet because it so closely follows the script of his printed
newspaper, the site clearly represents his perspective. In this case, it is very
likely that the actual copy-and-paste commands were executed by someone
else on Ed Fields’s behalf. Having a Web presence created by someone else is
not the same as creating content of one’s own, but the fact that someone else
assisted with the transfer of The Truth at Last from print to digital media does
not alter the fact that Fields is the author of the site, and it reflects his vision
of the “truth.” This highlights the difficulty in assessing authorship on the
Web. And it points to the fact that Web authorship, even of a brochure site,
is often a collaborative endeavor.

Thom Robb is a minister in the Christian Identity branch of the white su-
premacist movement and a member of the Knights of the Ku Klux Klan (al-
though a different branch than the one Farrars led). Robb published approx-
imately thirty-three volumes of his newsletter called The Torch from 1977 to
1991.27 Robb owns the domain names for two related sites: kkk.com
(1998-2000; no site active for 2001-2007) and kkk.biz (2004-2007) (see fig-
ures 6.3 and 6.4). The first site is one where he maintains a fairly active on-
line presence with periodic updates; the second site, .biz, is a site that Robb

Ku Klux Klan
Welcome to The Knights Party
Please Click Here

A

Or Click Here for KKK T-Shirts and other stuff ect,

PO Box 2222
Harrison, Arkansas 72601
United States of America

870-427-3414

Please Support the Ku Klux Klan

Figure 6.3. Archived screen shot of Thom Robb’s KKK.com, 2005.
Source: Internet archive, www.archive.org/web/web/php, 2005.
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Figure 6.4. Archived screen shot of Thom Robb’s KKK.com, 2007.

Source: Internet archive, www.archive.org/web/web/php, 2007.

uses to sell kkk-themed merchandise (e.g., mugs, caps, t-shirts, and key
chains). Robb was another white supremacist who was an early adopter of the
Internet; his first website went up in 1998. While the site design and layout
of his sites have changed somewhat since then, his sites still retain many of
the characteristics of the text and imagery of The Torch. Robb’s version of
white supremacy favors rather aggressive Americana and Confederate
iconography, such as the top banner that includes images of the Capitol
dome, the American flag, Mount Rushmore, and the Confederate flag. The
advance in digital media that Robb has over other brochure sites, such as
Fields’s, is that he has added some multimedia content, including digital
video and audio. Despite this content, the site remains a brochure that re-
produces The Torch, entirely copied and pasted onto the Web.

The copy/paste brochure sites of Thom Robb and Ed Fields illustrate a
rather literal transition of white supremacist rhetoric from print to digital
media, and neither are particularly artful or sophisticated adaptations of the
available technologies. If the 404 sites were the least successful in terms of
the transition from print to digital media, these copy/paste sites are at least
more successful than those when measured in terms of Web presence and
Web traffic. While it is not possible to measure traffic separately for Fields’s
site because it is a subdomain, the Web traffic for Robb’s site is markedly
lower than that of Tom Metzger’s Resist.com.
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C3: The Quasi-private Web

For committed extremists, the Internet has been useful for showcasing racist
propaganda and for what Michael Whine refers to as “communication, com-
mand, and control” (C3).28 The distinction here between the capacity for
public showcasing and the ability to communicate in quasi-private ways
through chat rooms, e-mail lists, and encrypted and/or password-protected
Web spaces highlights what many commentators have noted are the limita-
tions of using monolithic terms like the Internet or the Web or even, cyber-
space.?? In fact, there is not just one Web, but rather multiple forms of com-
munication media contained under that umbrella term, some of them public
and some of them quasi-private or altogether anonymous.>°

Tom Metzger, a former Ku Klux Klan leader, a television repairman by
trade, and a one-time candidate for Congress,?! both showcases and exercises
private use of the Internet at his website The Insurgent. He is one of the few
that has renamed his newsletter in the transition from print to the Web.
Metzger’s former print-media incarnation was called “W.A.R.,” an acronym
for White Aryan Resistance. Metzger broke with the Klan when he formed
W.A.R. in 1983 and developed a more radical analysis of political economy
than the KKK and dropped any reference to Christianity.3? To spread the
message of W.A.R., Metzger created both print and broadcast vehicles: the
W.A.R. newsletter, a cable-access television show called “Race and Reason,”
and a radio broadcast.>* All these media are now showcased and available via
The Insurgent (resist.com). The website includes position statements on a
variety of topics, including immigration, international conflicts (most often
involving Israel), homosexuality, and women. Prominently featured on the
website is a link to purchase Aryan-branded merchandise (t-shirts, caps, key
chains). The merchandise page includes the use of some forms that require a
user login, but to actually place an order the end-user has to print out and
mail in an order form with a check or money order. Aside from these forms,
most of the website’s features are primarily static, functioning only as one-
way transfers of information.

Much of the content on Metzger’s website is unique to the digital-media
environment and was never available in printed form, although there is some
overlap between his print and Web incarnations. A noteworthy and unique-
to-the-Web feature of his site is an array of hate-filled computer games (see
figure 6.5). These games—with names like “Drive By 2” where players can
experience “what it is like in the ghetto,” “African Detroit Cop,” and
“Watch Out Behind You Hunter”—situate gamers as shooters (in the con-
vention of video games). In Metzger’s racist and homophobic version of these
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RACIST GAMES
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Figure 6.5. Metzger’s computer games warning message.
Source: Internet archive www.archive.org/web/web/php, 2007.

games, players are instructed to “shoot the fags before they rape you”; in the
game called “Border Patrol,” with the tagline “Don’t let those spics cross our
border,” gamers are encouraged to “shoot the spics.” The games allow indi-
vidual users to download and play the games on their own computers. In ad-
dition to being violently racist and homophobic, the computer games are also
deeply gendered in ways that are consistent with more mainstream games;
that is, the games socialize boys into misogyny and exclude girls from all but
the most stereotypical roles.>* Research clearly demonstrates that adolescents
are more likely to play computer games than adults; among adolescents, boys
are more likely than girls to be gamers.?> Adolescents are also significantly
more likely than adults to say that violence is their favorite part of gaming.3¢
Metzger has included these computer games on his website to appeal to his
core audience: young, white males. However, Metzger’s computer games are
crude bits of gaming code that barely adhere to standards in gaming3? and
seem unlikely to meet the minimum demands of sophisticated gamers who
have grown up playing Everquest, Mortal Kombat, or Grand Theft Auto.
Without an evaluation of his internal website statistics, which are not
publicly available,?8 it is impossible to know how popular Metzger’s racist
games are; there are some indications these games have been unsuccessful in
reaching a wider audience since he recently removed them from the site.
Visitors to the site are also invited to sign up for a listserv and to get an e-
mail address with an @resist.com suffix, hosted by Metzger himself. This type
of feature points to the quasi-private Web technology of e-mail listservs, pass-
word-protected Web spaces, and encrypted communications. These are only
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quasi-private because the privacy used in these sorts of communication tools
is easily breached, and I use this term to distinguish these modes of Internet-
facilitated communication from the World Wide Web. It is to this use of en-
crypted Internet technology that Michael Whine refers when he speaks of
the “communication, command, and control” used by extremists and terror-
ists.3? The capacity of the Internet to facilitate relatively inexpensive means
of communication between and among people in dispersed geographic re-
gions of the world is certainly one of the primary benefits white supremacists
see in the medium. Further, the fact that this communication can be en-
crypted and anonymous is appealing for many white supremacists,*° although
certainly not all, such as Metzger, who clearly relishes the spotlight.#! At the
same time that anonymity is appealing for some, networked communication
also reinforces translocal whiteness*>—that is, a form of white identity not tied
to a specific location but reimaged as an identity that transcends geography
and is linked via a global network.

The idea of “command and control” is based on a military style of leader-
ship in which a designated authority figure commands and controls troops or
followers. While encrypted communications may provide the capacity for us-
ing the communication technology for command and control purposes for
groups with a cohesive ideological vision and a clearly stated goal, this does
not accurately describe white supremacy online as a whole. The reality is that
the potential destructive force of command and control is mitigated against
by significant fissures in the movement along ideological, often religious,
lines.¥ Metzger’s split with the KKK over religion was no small matter within
the movement, and religion is still a hotly contested issue that countervails
the power of the communication technology to unify social movements (as
discussed in chapter 4).# The command and control model is further weak-
ened by the strategy of leaderless resistance advocated by other white su-
premacists. Metzger describes the philosophy behind The Insurgent this way:

THE INSURGENT is a NETWORK of highly motivated White Racists. Each
person is an individual leader in his or her own right. THE INSURGENT pro-
motes the Lone-Wolf tactical concept. Made up of individuals and small cells.
Each INSURGENT associate serves the idea that what’s good for the White
European Race race is the highest virtue. Whatever is bad for the White Eu-
ropean Race is the ultimate Evil. Each Associate works at whatever his or her
talents allow. ([original emphasis]) (resist.com/audio.htm)

The notion of a “leaderless resistance,” in which small, covert cells acting
independently work toward one shared political goal, has been popularized
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by another white supremacist, Louis Beam (louisbeam.com), and widely
adopted within the movement. The strategy of leaderless resistance has been
wildly popular among extremists beyond white supremacists, including ex-
tremist environmentalists and Islamic jihadists. The actions of Timothy
McVeigh, the white supremacist who bombed the Murrah Federal Building
in Oklahoma City, are perhaps the best-known example of leaderless resist-
ance in the white supremacist movement. The presence of quasi-private hate
speech online, and the sort of overt hate speech that Metzger showcases, is
disturbing because of the potential it has for translating into violent at-
tacks.*> Measured in terms of Web traffic, Metzger has been the most suc-
cessful in making the transition from print to digital media of the five groups
[ examined in print; yet Metzger’s Web presence is a distant second to the gi-
ant in the field of white supremacy online, Stormfront.org (see figure 6.6).

Virtual Community: “White Pride World Wide”

The white supremacist Internet portal*® and virtual community*’ at Storm-
front.org (discussed in the previous chapter) represent a qualitative shift in
the Internet and the greatest success for white supremacy online. Don Black
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Figure 6.6. Web traffic for Stormfront, resist.com, KKK.com, and KKK.bz, November
2007 to April 2008.
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founded Stormfront in November 1996 and established it as a simple
brochure site that explained his views on white supremacy. Since approxi-
mately 2002, David Duke has also participated actively at Stormfront; he and
Don Black host a weekly online “radio show” or audio broadcast that is avail-
able through the website both live (available to anyone at the site, including
guests) and in archived, downloadable format (available only to registered
users). In addition, a number of other white supremacists prominent in the
print-era, such as Ed Fields and Thom Robb, also maintain a Web presence
at Stormfront—Fields through his brochure website, which is hosted there,
and Robb through a weekly audio address. As with other forms of promo-
tional marketing online, having a recognizable brand will attract partici-
pants. For people who are fans of David Duke, knowing that he posts and
reads regularly at Stormfront may encourage them to spend time there if they
think that they might have the opportunity to interact with someone that
they respect and admire.

The central feature that makes Stormfront.org qualitatively different from
other efforts at white supremacy online is that it has adopted the technolog-
ical features that characterize Web 2.0 in that it allows the kind of interac-
tive member participation and content creation highlighted in the analysis
of the “ladies-only” forum discussed in the previous chapter. By opening up
his Web space for participation, Don Black, along with the “senior modera-
tor” Jamie Kelso, has built something exceedingly rare on the Internet: a suc-
cessful virtual community.

Virtual community, a term popularized by Howard Rheingold,* describes
the complex set of relationships between people who hang out online and
sometimes meet face-to-face as well. This is a fairly complicated social phe-
nomenon, and while it is widely regarded as a new one, there are historical
antecedents in other media. For example, Benedict Anderson describes how
national newspapers of the print-only era contributed to the development of
national and regional consciousness among early nation-states.*® Barry Well-
man was the first sociologist to study the Internet version of virtual commu-
nities with his “community liberated” study in 1979. More recently, sociolo-
gist Peter Kollock,’® among several other scholars and writers, has set out
various rules, guidelines, and principles for how virtual communities work
and what makes some successful and others not. Mike Godwin, for example,
suggests nine principles for how to make online communities work, admon-
ishing us to “use software that promotes good discussion,” to not “impose a
length limitation on postings,” to “front-load your system with talkative, di-
verse people,” and to “provide a space for kids.”! Kollock’s understanding of
why people participate in online communities includes a sense of efficacy,
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reciprocity, and recognition that their participation yields.’? Marc Smith
adds another motivation, which is significant for the analysis here: a sense
of community. The quest to understand virtual community is motivated, at
least in part, by a desire for commercial profit by U.S.-based entrepreneurs.>
What research by sociologists and attempts by marketers clearly demon-
strate is that a successful online community is exceedingly difficult to
achieve. This makes the success of the virtual community at Stormfront an
all the more compelling example of white supremacy online. Online com-
munities are often formed around a common interest or purpose. In this in-
stance, people that seek out Stormfront are looking for others who share a
belief in the value of whiteness as a distinct and inherently superior racial
identity.

Unlike the white supremacist brochure sites described earlier, the regis-
tered users at Stormfront can post opinions, read responses from others, then
post more feedback for all to read. The potential for dialogue is built into the
software, and, indeed, without this user-created content, there would be
nothing at the site to read. Stormfront uses a software program called vBul-
letin (www.vbulletin.com), a standard, off-the-shelf software that facilitates
online discussion. This software is not free (“freeware”) but is relatively in-
expensive ($85 to $160) compared to newer, more feature-rich software used
by online communities.>* The vBulletin software is a widely used commercial
software package for online communities, and a number of corporate enter-
prises use it, including Sunset Magazine and MacWorld. The fact that com-
mercial ventures use this software to facilitate their online communities con-
tributes to the normalization of Stormfront as an online community. If a user
is accustomed to visiting one of these commercial sites and then seeks out or
stumbles upon the vBulletin interface at Stormfront, the site appears as le-
gitimate as any other forum the user has encountered online.

Jamie Kelso joined Stormfront in approximately 2003 and transformed
the virtual community. He pushed for leading white supremacist movement
leaders to start posting. Furthermore, Kelso is an expert online community
manager who seems to be well versed in the principles that contribute to a
successful online community. Kelso regularly moderates the boards at Storm-
front and often initiates innocuous threads to encourage people to join the
conversation; softball questions include “Where is your home?” or “What in-
spired your screen name?” (discussed in chapter 5). This is a reliable strategy
for getting “lurkers” to move from passive to active engagement. By asking a
question that nearly everyone has an answer to and nobody minds sharing,
people may feel more at ease “de-lurking” and posting a response instead of
just reading. Kelso also brought emoticons (smiley faces) to Stormfront,
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added a feature to recognize members’ birthdays on the main entry page, and
created essay contests with $2,000 scholarships for white kids. Emoticons al-
low for a greater range of personal expression, birthday celebrations enable
people to build relationships with each other, and contests draw registrations
and participation. Kelso’s initiatives in the area of online community have
paid off rather spectacularly for Stormfront in terms of number of registered
users. In January 2002, Stormfront had five thousand registered members. A
year later, membership reached eleven thousand. A year after that, in early
2004, it had twenty-three thousand members. By January 2005 membership
hit the forty-two thousand mark and climbed to fifty-two thousand in June
2005.5 Since then it has more than doubled, to over 129,000 registered
users. To put these numbers into perspective, I again employ the comparison
to MoveOn.org (their tag line is “Democracy in action”), which claims to
have 3.2 million members at their site; yet, there is no virtual community
dedicated to civil rights and racial equality that has a reach anywhere near
Stormfront’s.

Understanding White Supremacist Groups’
Transition to Digital Media

There is a great deal of variation in white supremacist groups’ transition from
print to the digital era, and this has to do with a variety of factors relating to
social movement organizational resources, white supremacist ideology, and the
Internet (see table 6.1). Websites do not exist apart from the people and or-
ganizations that support them, so the first requirement for the transition from
print to digital media is access to organizational resources, such as stable lead-
ership, a small amount of capital to invest in the necessary hardware, software
and Web-hosting services, and members or volunteers (or hired hands) with
the technical knowledge to coordinate all these. So part of understanding the
range of success has to do with the variation in mobilizing social movement re-
sources, such as people, money, and, in the digital era, technology.

The second reason for the variation has to do with different types of white
supremacist ideology within the movement. The white supremacist move-
ment is notoriously sectarian, and there are frequent battles over the minu-
tiae of ideological debates. Religion is a frequent point of disagreement, as
when Ben Klassen wanted to retire from his Church of the Creator operation
and approached Tom Metzger about taking it over, only to have Metzger re-
fuse because he is “opposed to religion” (even when the white race is the ob-
ject of worship). In light of these sorts of turf wars, it is telling that the
NAAWP failed to make the transition from print to digital media because of
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an internecine feud that was never resolved. The transitions from print to dig-
ital media in the middle range, the copy/paste and the C3 sites, have managed
to maintain a Web presence through their ability to mobilize the necessary re-
sources but have not grown at anything like the pace of Stormfront because
they have remained ideologically isolated from others in the movement.
Stormfront owes much of its ability to attract and retain a large number of reg-
istered users to the fact that it pitches a very broad ideological tent and tries to
include as many variations of white supremacy under that tent as possible.*® In
addition to looking at the within-group differences among all those who previ-
ously published in print, it is important to examine the sharp distinction be-
tween them and Stormfront, which did not have a print incarnation.

All five organizations that I examined in print shared a conceptualization of
the Internet as primarily a mechanism for one-way transfers of information.
This is evident in the failed attempts of the 404 sites and in the literal transla-
tions of the copy/paste sites. Even Tom Metzger’s C3 site has many elements of
his newsletter (such as the racist line drawings and jokes) that are reproduced
wholesale from his printed newsletters. This assumption about the Internet is
rooted in the way previous forms of media, such as broadcast or print, work
based on a one-to-many model. But this assumption seems to have constricted
their view of the possibilities of the Internet for new and innovative approaches
to social movement discourse. The question remains, though, as to why Storm-
front has been so successful in terms of generating traffic when other attempts
at white supremacy online, bound to print media in significant ways, have failed
to or have received much less traffic (see figure 6.6 above).

Stormfront succeeds because the people who participate in this form of
white supremacy online seek it out. They return because it offers them some-
thing meaningful. People seek out Stormfront because it resonates with a
white racial frame, and they return because they enjoy a sense of community
built on a collective white identity. For a virtual community such as Storm-
front to thrive, people have to not only seek it out, they also have to invest
time and energy in order to sustain it. Also, Stormfront’s remarkable success
at creating and sustaining a virtual community suggests a very different on-
line dynamic than the brochure sites or even Metzger’s moderately interac-
tive site that mainly showcases racist propaganda. The presence of a long-
running and robust virtual community for “white pride worldwide” suggests
that this online space offers something that a large and growing number of
people desire and find worth returning to repeatedly. People that participate
at Stormfront can be sure they will find other people who share their value
of whiteness as a separate and superior racial identity and can freely express
that idea and have it affirmed by others.
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Old and New Media Forms of White Supremacy Converge

This investigation into the transition of white supremacist ideology from print
to digital media is by no means exhaustive, but one that is meant to offer a
broader framework for similar analyses of other social movements’ transition
into digital media. Using a different social movement’s discourse, locating a
physical archive of that movement’s documents prior to 1993 or so could sup-
ply a sample for the print-only analysis. Then that analysis could be analyzed
alongside contemporary digital media versions of the movement’s discourse.
Such an analysis would expand our understanding of both digital media and so-
cial movement discourse. While I see this as a worthwhile and much-needed
area of research, I do not want to overstate the disparateness of old print media
and new digital media, for these forms are increasingly converging.

The Internet represents an important transformation in a number of ways,
not the least of which is how people create, publish, and distribute social move-
ment discourse. Yet it would be a mistake to draw a broad line of distinction be-
tween print and digital media as if these were discrete categories. They are not.
Ed Fields, for example, uses his website (digital media) to sell his newspaper
(print media), not unlike mainstream publications in the digital era (e.g., most
magazines and newspapers now have an online presence where you can also sign
up for a print-based subscription). Several of the sites—Robb’s kkk.com, Met-
zger’s Resist.org, and Black’s Stormfront.org—include a variety of multimedia
elements that incorporate old and new media forms of white supremacy. Storm-
front has a number of discussion threads dedicated to mainstream popular cul-
ture, such as Hollywood films in which participants offer detailed analyses of
these cultural products through a rather matter-of-factly racist interpretive lens.
And, in 2001, someone from COTC cross-posted a link from a Creator website
onto Stormfront. The link included Leni Riefenstahl’s classic documentary Tri-
umph of the Will “online in its entirety” and available for download. All of these
are examples of what Henry Jenkins refers to as “convergence culture,” which rep-
resents as a paradigm shift within the Information Age in which media flow
across platforms, there is an interdependence of communications systems, and
multiple methods are used to access content.>? Riefenstahl’s film is old media
(printed on celluloid) converging with new media (made available online).
Thus, rather than think in terms of print as completely separate from digital me-
dia, the two are converging together in new ways.

Even white supremacists like Thom Robb, who created one of the clunky
copy/paste websites that my student in the computer lab encountered in 1998,
are aware of the multiple forms of media converging in the Information Age and
the place of white supremacy online within it. Robb makes reference to these
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multiple media forms on the FAQ (frequently asked questions) page on his web-
site. In the quotation that opens this chapter, Robb refers to a hypothetical in-
dividual who “may watch a ridiculous Hollywood movie or watch the Jerry
Springer show” and, based on that information, claim to have some knowledge
of the Klan. Robb challenges this way of knowing, contrasting it with an old
media, print-based forms of gaining knowledge. He grumbles, “They go to the
library and pick up a book written by someone who has his own agenda.” In
Robb offers an alternative means of knowing by going to his website, a path that
leads “straight to the source.” And, presumably, this is what my student was do-
ing in the lab that day when he typed KKK.com into the browser window. In
the following chapter, I address the type of site my other student stumbled upon
when looking for information on civil rights—cloaked sites.

Conclusion

White supremacy in the print-only era included the voices of a few white
men who represented the leadership of the movement. Now, as the message
has been converted into digital media, white supremacy online is increas-
ingly multivocal and less one dimensional than when it relied primarily on
printed newsletters for movement communication. In some ways the partic-
ipation of women in white supremacy online is more pronounced and more
noticeable than in the print-only era. Yet, white male supremacists remain
the primary producers, publishers, and architects who have led the charge of
translating white supremacy into the digital era.

It is important to note that not all white supremacist organizations or indi-
viduals have been successful in translating their rhetoric onto the Internet. A
number of those who published printed newsletters simply failed to understand
either the mechanics of how to establish and maintain a Web presence or failed
to see its value for their cause. The translation of printed texts to new media,
despite hyperbolic references to materials being available at the “flick of a
switch,” can be a challenging, even daunting, task. Causing even greater con-
sternation, as anyone who works in the Internet industry can attest, is figuring
out how to drive traffic to a site. Internet marketers talk about this in terms of
“eyeballs,” as in “how many eyeballs can we get to the site.” And, indeed, an en-
tire cottage industry has sprung up of Internet marketers offering “search engine
optimization,” the industry’s term for boosting a particular site’s ranking in most
search engines in order to maximize the number of “eyeballs” that see it. Given
the complex (and often mysterious) algorithms that many search engines use,
these consultants are well paid for their services. My point in raising this here is
to suggest that directing Web traffic to an individual website is a complicated
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business. Thus, the rather simplistic notion that white supremacists can simply
put up a plain text brochure site and successfully recruit scores of new members
is a misunderstanding of how the Web works.

Still other white supremacist organizations and individuals have successfully
translated their movement into the digital era, and it is worth noting some of
the reasons for this success and what it can tell us about racism and the Inter-
net. The quasi-private and overtly violent racism of Tom Metzger’s Resist.com
falls in the middle range of white supremacist organizations that have success-
fully converted their print endeavors into a Web resource. Metzger, like many
of his brethren, has primarily established a copy/paste website that reproduces
wholesale many of the features of his previous newsletter “White Aryan Resis-
tance.” The difference here is that Metzger has been able to use the Web to
merge in one place several other media forms, including his radio broadcast and
telephone hotline. The Internet also offers Metzger the opportunity for quasi-
private communication and command and control with loyal followers intent
on violence. Given that Metzger has once already been found liable in a civil
case for inciting racial violence, the threat of violence from a site like Metzger’s
poses a real danger to those he counts as his enemies. While the overt racist
thetoric that Metzger airs on his site’s public forum may be considered passé
among many middle-class whites, the fact that they can access and possibly
laugh at Metzger’s racist “jokes” in private is consistent with the data indicating
how whites who are not involved in organized racism behave in private, back-
stage settings.’8 In terms of attracting Web traffic, Metzger’s site is not nearly as
successful as the virtual community at Stormfront.

A successful virtual community of any kind with over a hundred thousand
visitors is difficult to achieve. The fact that Stormfront has been able to ac-
complish this feat speaks in part to a general need among human beings for
community; and, specifically, it speaks to the fact that Stormfront is meeting
a real desire among its participants for a community that values whiteness
and white identity above all else. By retreating into this white-dominated
chimera, participants at Stormfront produce and validate knowledge claims
that affirm the value of whiteness by drawing on an epistemological tradition
that stakes a claim on “truth” with the intended goal of undermining the
hard-won political value of racial equality.

Notes

1. I remain grateful to Celina Morejon for her technological wizardry in and out
of the classroom and to my colleague Chris Toulouse (and cofounder of
teachtools.com), who encouraged my early forays into technology and education.
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2. I recognized the site as cloaked for a number of reasons, mostly because I asked
the student to scroll all the way to the bottom and saw the small text that read
“Hosted by Stormfront,” which I knew to be a white supremacist site. My student,
who was not familiar with Stormfront, did not initially discern the politics of the
site’s creators. In many ways | have been trying to make sense of this experience in
the lab since 1998. I explore cloaked sites such as this one in great detail in the fol-
lowing two chapters.

3. Daniels 1997.

4. There is a growing field of scholarship that examines how social movements are
making use of digital media. See, for example, Atton 2003. See also Olesen 2005,
Salazar 2003. But none that [ am aware of that specifically compares the discourse of
one social movement organization in print to that in digital media. I find this gap in
the literature somewhat curious, given the growth of the Internet and its increasing
importance for social movements.

5. Back 2001, 96.

6. Adams and Roscigno 2005.

7. Having a Web presence refers to whether or not an individual or an organization
has an established existence on the World Wide Web through a Website, e-mail,
blog, or collection of Web files.

8. Part of why the Internet has been so popular with social movement organiza-
tions, as discussed in chapter 4, is that it makes the routine activities of organizing
much easier. Certainly social-movement organizations can and do effectively engage
in activism by relying solely on non-Internet-based forms of communication, such as
landline telephones and printed materials sent via fax or postal mail. And this is how
much of white supremacist organizing was done in the past and continues to be done
today. Social movement organizations that use entirely analog (non-Internet) forms
of communication may have greater difficulty reaching potential supporters and al-
ready committed members to coordinate their activities and to distribute information
about the organization. Of course this assumes that the potential supporters and al-
ready committed members are online. On a more existential level, in the digital era
an organization without a Web presence is often said to not exist. However, this is
not how [ use the term here. | am interested in whether or not the organizations ex-
ist in the material, face-to-face world and whether they “exist” on the Web. These
are connected, as [ will demonstrate.

9. In a practice known as cybersquatting, speculators buy up domains that have
not been renewed by their owners and put up a placeholder site to sell the Website
to someone else. Cybersquatters have taken over Matt Hale’s former domains, and
they are now for sale. The religious organization that filed suit against Hale is now
the owner of the domain name www.wcotc.com and maintains a Website there.

10. Anti-Defamation League 2005b.

11. All the numbers referring to the total number of volumes of white supremacist
newsletters published in this chapter are approximate. I based these estimates on the
printed versions of these documents housed in the Klanwatch archive at Southern
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Poverty Law Center in Montgomery, Alabama, where I did original research (Daniels
1997). All the estimated numbers in this chapter are drawn from Daniels 1997, 145-56,
Appendix B: Publications Inventory (N = 369).

12. Daniels 1997, 30 and Appendix B: Publications Inventory.

13. T am skipping over a vast amount of detail about the intricacies of this branch
of the movement in service of my theoretical question here, which is about how these
groups did or did not make the transition to digital media. For readers interested in a
more thorough account of this recent history, I suggest they turn to a number of ex-
cellent online resources. The Southern Poverty Law Center has an extensive collec-
tion of materials that document the demise of Hale and the COTC, available here:
splcenter.org/intel/news/item.jsp’aid=11. The Anti-Defamation League’s Extremism
in America, Matt Hale, offers additional information, adl.org/learn/ext_us/Hale.asp?x
picked=2&item=6. For a detailed genealogy of the broader movement, I recommend
Berlet 2006.

14. There are a few Websites that mention Creativity or Church of the Creator, but
there is no active movement anymore according to monitors at the ADL and SPLC.
As of February 2009, the URL for Rahowa (www.rahowa.com) was live again but
does not seem to represent an active organization apart from this limited, brochure
Website. The registrant info is anonymized but a search at AboutUs.org (www.aboutus
.org/Rahowa.com) reveals a West Palm Beach address for the Website’s owner. It is
possible that Don Black, a resident of West Palm Beach, or one of his associates is re-
sponsible for the renewed Web presence of Rahowa. My thanks to Charles Cameron
for alerting me to this development.

15. Daniels 1997, 27 and Appendix B: Publications Inventory.

16. Ross 1995.

17. Ross, in her Public Eye report (previous note), suggests that Farrands has
reorganized his Invisible Empire and continues to carry out racist activities, while
an online journalist and blogger writes that Farrands may still be engaging in racist
activities or he may have “found Jesus” and taken a new path (thetroublemaker
.blogspot.com/2006/05/carolina-KKK.html). If Farrands has a public Web presence, I
was not able to find it.

18. Daniels 1997, 27 and Appendix B: Publications Inventory.

19. There are interesting elements of this story concerning media and the ex-
tremist-versus-mainstream versions of white supremacy. According to the SPLC, the
split and eventually demise of the NAAWP has its origins in a 1997 report by ABC’s
Prime Time Live, showing Klan members consorting with NAAWP followers at the
Florida ranch of NAAWP official Dan Daniels. It also featured an interview with
Paul Allen—the Duke crony who headed the NAAWP through the mid-1990s—in
which Allen appeared awkward and defensive. In the aftermath of the report,
Daniels, the former sheriff of Polk County, Florida, resigned “to spend more time with
his family.” Allen then sent all NAAWP local leaders a contract in which they were
to promise “to never publicly express themselves in an extremist racist manner” or to
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be connected to anyone who did. Allen also complained that NAAWP members
were brainwashed into leaving the group by the ABC report. See Southern Poverty
Law Center 1998.

20. Anti-Defamation League 2001.

21. Learning the one-handed keystrokes for these commands (control + C,
control + V) is often included in basic computer-literacy courses. And at least one
researcher has suggested that copy/paste literacy may be integral for digital literacy
in the future (Dan Perkel, UC Berkeley, personal communication). The term
(along with its corollary cut and paste) comes from the print-only era, in which
people cut printed text apart by hand with scissors and glued pieces of text back
together in a different order. Students and their teachers are familiar with the ease
(and pitfalls) of Web-to-print copy/paste strategies. Less frequently discussed are
the ways that print-to-Web copy/paste technology has facilitated the spread of so-
cial-movement discourse. The use of the copy/paste commands allows white su-
premacists to take documents that are already in digital format, such as a word-
processed document, and simply copy that text into a Web-based format, such as
HTML.

22. Brochure sites are characteristic of the early days of the Web and stand in stark
contrast to the multiple user-created sites that characterize Web 2.0, such as
Craigslist or Wikipedia, where anyone can add content to the site.

23. Daniels 1997, 29 and Appendix B: Publications Inventory.

24. Fields is connected in some way to nearly every other figure in the white su-
premacist movement discussed in this chapter. For instance, in 1988 he taped an in-
terview for Metzger’s “Race and Reason” cable-access show. In 1991 Fields organized
a Klan rally in Montgomery, Alabama, along with Thom Robb of the Knights of the
KKK. In 1996 Fields spoke at the Second Annual White Rights Rally of David
Duke’s National Association for the Advancement of White People. In 1998 Fields
began organizing speaking engagements for Holocaust denier David Irving. Fields
also connected with those in the COTC, while it was in existence. See Anti-
Defamation League 2005c.

25. This is an estimate on my part, based on my recollection that the first time I
encountered Fields’s Website was around 1998, and it has not changed since that
time. It is not possible to confirm this through the Internet Archive, as I have done
with other Websites here, because Fields’s site is a subdomain and therefore does not
appear as a separate site (with individual dates) in the archive.

26. Wellman 2001.

27. Daniels 1997, 29 and Appendix B: Publications Inventory.

28. Daniels 1997, 29 and Appendix B: Publications Inventory.

29. See, for example, Agre 2002b. See also Dean 2003 and Hull 2003.

30. Wellman 2004.

31. In 1979 Metzger won forty-three thousand votes in a losing bid for a Demo-
cratic Congressional seat in a San Diego primary.
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32. For an in-depth analysis of Metzger, there are a number of good resources,
most notably Ezekiel 1995; Langor 2003. For a broad overview of many of the groups
discussed here, including more about Metzger, see Marks 1996.

33. Dees and Fiffer 1993. See also Turner 1986.

34. Cassell and Jenkins 2000.

35. Cassell and Jenkins 2000.

36. Griffiths, Mark, and Chappell 2004.

37. Salen and Zimmerman 2004.

38. In my analysis I have chosen to use only publicly available data. I discuss the
logic and ethics behind this decision in further detail in the methods appendix.

39. Whine 1999.

40. Whine 1999.

41. Bostdorff 2004. See also Thiesmeyer 1999.

42. As discussed in chapter 4 (and elsewhere in the text) and originally concep-
tualized by Les Back 2001, 94-132.

43. The literature on the divisions within the white supremacist movement is
vast. Some notable work in this area includes the following: Barkun 1997, Dobratz.
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CHAPTER SEVEN

Cyber Lies: Cloaked Websites

Fascist [propaganda] has by now come to be a profession, as it were, a
livelihood. It had plenty of time to test the effectiveness of various ap-
peals and . . . only the most catchy [sic] ones have survived. Their effec-
tiveness is itself a function of the psychology of consumers. . . . The sur-
viving appeals have been standardized, similar to the advertising slogans
which proved to be the most valuable in the promotion of business.

—Theodor W. Adorno

Propaganda analysis is an antidote to the excesses of the Information

Age.

—Aaron Delwiche

Shortly after the biopolitical disaster that followed Hurricane Katrina in Au-
gust 2005! a wide constellation of websites with domain names like Katri-
naFamilies.com and ParishDonations.com appeared on the Internet featur-
ing digital photos of distressed people in the flooded Gulf Coast region.
Beyond the digital photographs, exclusively featuring white people, the sites
contained no overtly white supremacist or racist rhetoric and appeared to be
legitimate appeals to help people in the devastated coastal area. Web traffic
to those sites was redirected to a single site, InternetDonations.org, which
also appeared to be a rather generic site, except for the fact that the domain
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Katrina Families We Need Your Help Now!

Katrina Families Makes It Easy
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The Web site katrinafamilies.com is one of several with ties to a white supremacist group that has been ordered
to stop fund-raising activities.

Figure 7.1. Screen shot of KatrinaFamilies.com, published in the New York Times,
September 8, 2005.
Source: New York Times, September 8, 2005.

name was registered to Frank Weltner, a white supremacist based in St. Louis,
Missouri. The state of Missouri sued Weltner, a member of the neo-Nazi Na-
tional Alliance, in September 2005 for violating state fund-raising law and
for “omitting the material fact that the ultimate company behind the defen-
dants’ websites supports white supremacy” (see figure 7.1).2 Weltner’s Kat-
rina-related sites are no longer on the Internet because of the prohibition in
Missouri’s fund-raising law, but he continues to maintain a number of other
websites, including the overtly anti-Semitic JewWatch.com and the cloaked
site AmericanCivilRightsReview.com.

P

The emergence of websites such as Weltner’s KatrinaFamilies.com and
AmericanCivilRightsReview.com are illustrative of one aspect of white su-
premacy online: the emergence of hard-to-detect racist propaganda in the digi-
tal era. While many writers have expressed much concern that unsuspecting In-
ternet users are in danger of being recruited into white supremacist groups
online,? in my view, these sites present a different kind of danger. Rather than
being lured into social-movement participation through overt white suprema-
cist sites (such as those discussed in the previous chapter), it is much more likely
that the casual Web user will inadvertently encounter white supremacy through
cloaked websites.* I define cloaked websites to be those published by individuals
or groups who conceal authorship or intention in order to deliberately disguise
a hidden political agenda.” The danger in cloaked websites is less about recruit-
ment into social movement organizations within organized racism and more
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about a threat to the cultural value of racial equality. Cloaked sites call into
question the value of racial equality by challenging the epistemological basis of
hard-won political truths about the civil rights era, about the Holocaust, and
even about the end of slavery. By that [ mean that the cultural values about race,
racism, and racial equality that many consider to be settled by the victories of
the civil rights movement, going back to the end of slavery, are, in fact, open for
debate once again as white supremacy online offers an alternative way of pre-
senting, publishing, and debating ideas that take issue with these cultural val-
ues. Taken together, this alternative way of presenting, publishing, and debating
ideas constitutes an alternative way of knowing—that is, an alternative episte-
mology. It is this epistemological threat to the cultural value of racial equality,
along with the absence of both critical thinking about race and a vibrant move-
ment toward racial equality, that I see as the most insidious threat posed by
white supremacy online—a threat that is especially pernicious for generations
born after the civil rights era. Before I examine how young people make sense
of cloaked white supremacy when they encounter it online (which I do in the
next chapter), I analyze cloaked websites in some detail. In this chapter | ex-
plore a wide variety of examples of cloaked websites and situate them within the
study of propaganda more generally, and then I turn to the specific issue of racist
propaganda in a digital era.

Cloaked Websites: Propaganda in the Digital Era

Cloaked websites are similar to previous versions of print- and electronic-
media propaganda in which the authorship, source, or intention of a publica-
tion or broadcast is obscured.® So-called “black” propaganda is false material in
which the source is disguised, “grey” propaganda is that in which the source is
not identified, and “white” propaganda is that in which the real source is iden-
tified.7 For example, in a study of revolutionary and counterrevolutionary elec-
tronic communication using radio the authors® distinguish between these three
types of propaganda: (1) white propaganda, in which stations openly identify
themselves (e.g., Radio Free Europe); (2) grey propaganda, in which stations are
purportedly operated by dissident groups within a country although actually
they might be located in another nation (e.g., the supposedly anti-Castro La Voz
del CID?); and (3) black propaganda stations, which transmit broadcasts by one
side disguised as broadcasts by another (e.g., the Lord Haw-Haw broadcasts of
the English voice of Nazi Germany!?). While the crudely color-coded designa-
tions of white, grey, and black are problematic linguistic constructions,!! the dis-
tinctions drawn by these conceptualizations are useful for understanding
cloaked websites. Websites, like radio broadcasts or printed media, can be used
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to advance the goals of propagandists,!2 and, as with black and grey propaganda,
cloaked websites are rendered more effective precisely because they conceal
their intention.!?> There has been a good deal of attention, both in the main-
stream press and in scholarly journals, to the use of the Internet to advance po-
litical agendas in support of marginalized subcultures. Generally, this is seen as
a good thing because of the participatory aspect in the face of large, corporate
monopolies controlling media.l* Yet relatively little has been written about
websites that intentionally conceal, disguise, or obfuscate their authorship in or-
der to advance a political agenda.!> A few examples of cloaked websites other
than those published by white supremacists follow to illustrate my point.

Cloaked Websites: Some Examples

Cloaked websites arise from a variety of political agendas. Perhaps the most
widely known example of a cloaked site is that of www.GWBush.com,!¢
which was set up in the early days of the junior Bush’s first presidential cam-
paign. The activist group behind this project, known collectively as ® ™ark,
holds views that would be considered far left-wing on the American political
landscape as they are primarily interested in drawing attention to the system
of corporate power and challenging the legal convention in the United
States of corporate personhood.!” This cloaked site was very effective, in part
because of the clever use of a domain name similar to the official campaign’s
URL, and in part because it used the exact same graphics from the official
site. Initially a number of reporters were taken in by the site and phoned the
Bush campaign to ask for clarification on policy issues. Bush and his cam-
paign advisors objected strenuously to the site, going so far as to issue a cease-
and-desist letter to the site’s creators and file a complaint with the Federal
Election Committee.!8 And it was in response to this cloaked site that
George W. Bush twice remarked that “there ought to be limits to freedom.”??
One of the ironies here is that the GWBush.com site was arguably more en-
gaged with actual issues, such as corporate responsibility and the war on
drugs, than was the official Bush campaign site.?°

On the other side of the political spectrum from the ® ™ark activists, cor-
porations utilize cloaked websites to counter criticisms of corporate practices
and to give the appearance of grassroots support, a practice known as astro-
turfing.?! In 2006, corporate giant Wal-Mart launched Working Families for
Wal-Mart (forwalmart.com) and Paid Critics (paidcritics.com), two thinly
cloaked sites written by a public relations firm, Edelman, employed by Wal-
Mart.22 Wal-Mart launched this aggressive online disinformation campaign
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after receiving scathing criticisms for its global-business practices from a
number of sources.2 While even a casual Internet user is sure to pick up on
the shill-like tone of the corporate rhetoric on this site, the company never-
theless tries to disguise its involvement with this text on the About Us page:
“Working Families for Wal-Mart is a group of leaders from a variety of back-
grounds and communities all across America.” The site describes their mis-
sion as “fostering open and honest dialogue with elected officials, opinion
makers, and community leaders that conveys the positive contributions of
Wal-Mart to working families.”?# It is deeply ironic, not to mention disin-
genuous, that a site that hides its intention and authorship states that its mis-
sion it to foster honest dialogue. Perhaps most brazen here is the second site,
which attempts to discredit any critics of Wal-Mart by labeling them paid
critics when in fact it is Wal-Mart who is paying people to write and publish
both sites. This is a profoundly cynical move on the part of Wal-Mart and
Edelman that betrays their assumption about the lack of sophistication of
Wal-Mart customers, whom they presume will be duped by the cloaked sites.
By establishing these cloaked sites, Wal-Mart and Edelman are attempting to
manipulate customers into ignoring the criticisms, regarding the company
more favorably, and, thus, continuing to spend money there. And they are
betting there will be very little resistance.

Cloaked sites are not exclusive to the United States. In a site called Youth
for Volpe,?> Canadian politician Joe Volpe’s alleged corruption is the target
of this cloaked site, intended as satire. In 2006 Volpe was a liberal Member
of Parliament, who was also campaigning for a leadership position. The
cloaked site, which features images of children who are supposedly pledging
donations to Volpe, appeared sans authorship after news reports about illegal
campaign donations surfaced. Volpe later said he would return five contribu-
tions made to his campaign after it was revealed that eleven-year-old twins
had each donated more than $10,000 and a fourteen year old had given an-
other $5,400, but by this time the site was already up. Volpe, like Bush and
global corporate giant Wal-Mart, was not amused; and, unlike the other two,
Volpe could use Canadian laws and his political power to have the site shut
down. An additional site has been launched that he has not been able to re-
move.20 Whether or not cloaked sites can actually sway an election or influ-
ence consumers remains an open question. Still, these three examples suggest
that powerful politicians and corporations clearly see both danger and op-
portunity in cloaked sites. Politicians worry that their lack of control over
cloaked sites not of their own creation could mean a rupture in a highly
crafted public persona and influence constituents to vote against them. Pub-
lic-relations firms try to use cloaked sites to shape public perception of their
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client corporations in order to influence consumers. In both instances what
is at stake with cloaked sites is managing a public identity.2? At risk is the po-
tential loss of votes, money, and power.

Cloaked websites can also conceal a hidden political agenda connected to re-
productive politics, such as Teen Breaks (teenbreaks.com). This site is very so-
phisticated in its use of domain name, graphic user interface, professional-
looking design, layout, and moderate-sounding rhetoric. To all but the most as-
tute political observer and experienced Internet veteran, the site appears to be
a legitimate source of reproductive-health information. In fact, it is a disguise for
pro-life propaganda. Nowhere on the site does it reveal the political affiliation
of the publisher nor even who the publisher is beyond a vague mention of the
Rosetta Foundation, which is a front for a pro-life activist.2® On a page called
Complications for Girls, the site quotes literature from the conservative group
Focus on the Family to support the notion that there are many (and exclusively)
negative physical and emotional consequences from abortion,? part of a “post-
abortion syndrome.” This supposed syndrome is not a medically recognized con-
dition but rather a rhetorical strategy of the pro-life movement to advance its
agenda. This cloaked site is in many ways a digital version of the brick-and-
mortar Women’s Health Clinics advertised in the phone book alongside legiti-
mate clinics, intentionally concealing the fact that all the counselors and infor-
mation are designed to prevent women from accessing abortion services.’® The
danger in a cloaked site of this type, as with the brick-and-mortar locations, is
that young girls or women looking for reliable reproductive-health information
might be persuaded that post-abortion syndrome is a reality and, in the worst
case scenario, that they would endure an unwanted pregnancy and childbirth
rather than end a pregnancy for fear of the fictitious syndrome and lack of ac-
cess to services. The tautological strategy here of using conservative sources to
substantiate conservative “facts” is a commonplace tactic of the right-wing
propaganda machine in the United States. Indeed, a cottage industry of con-
servative think tanks and pundits churning out scientific distortions has created
what one writer calls a “war on the Enlightenment” ideal of rationality.3! What-
ever one’s personal politics might be concerning the right to abortion, the fact
that this site presents itself as neutral and conceals its authorship and political
agenda qualifies it as a cloaked site.

Deception is not a new rhetorical strategy, but some features of the digital
era can make it more difficult to discern which sites are legitimate and which
sites disguise a hidden political agenda. Of course, designating a site as legit-
imate or cloaked is at some level a political distinction, similar to calling
some organizations front groups and others legitimate social movement ac-
tivism.3? Shying away from such political distinctions in evaluating informa-
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tion online only serves to obfuscate the key issues. Rather, I contend that the
kind of critical consciousness that enables one to make these kinds of judg-
ments possible is urgently needed, particularly when it comes to the racist
propaganda of cloaked white supremacist websites.

The cloaked white supremacist websites I explore in the rest of this chap-
ter conceal political agendas intended to subvert civil rights and affirm white
supremacy through an audacious deployment of the rhetoric of the civil
rights movement. Indeed, a number of these sites deliberately seek to disguise
the racist motives of the website’s author by using carefully chosen domain
names, deceptive graphic user interfaces (GUIs), and language that is not
only less strident than what appears in overt hate speech online but also
mimics the language of civil rights.

Cloaked White Supremacist Sites

Frank Weltner, mentioned in the opening of this chapter, is perhaps most
widely known for his overtly anti-Semitic website JewWatch.com.’3> Weltner
also maintains a cloaked site called American Civil Rights Review (ACRR)
(see figure 7.2). The main page of this site features blue and red text on a bright
yellow background, an audio file upon loading, and inexplicable animated GIFs
throughout. Across the top of the main page is an image map—that is, a series
of images that link to other pages within the website. The featured images, from
left to right, include a black and white digital photo of Malcolm X (linked to an
interior page called Civil Rights Positions), a digital reproduction of a Currier
and Ives painting of a plantation (with a link to a page titled Cotton Plantation
by the Mississippi River, High Self-Esteem for Many Slaves), a black and white
digital photo of Ché Guevera (with a link to Diversity and Multiculturalism in
International Areas), and a graphic of a sign with stenciled letters that reads “St.
Louis—No Trespassing—No Loitering” (with a link to a page called St. Louis
Home Page, with further links to pages about the devastation wrought by urban
renewal at the hands of Housing and Urban Development). The blue high-
lighted text above the image map reads “American Civil Rights Review,” and
the smaller, red text beneath says, “Speaking Out for the New Civil Rights
Movement.” Below that is another heading in red: “Civil Rights/Human Rights
SUPER-NEWS Search,” which invites visitors to “Access Daily Happenings in
Major NEWS Sources.” These all link to an external site, the search engine Ya-
hoo, by the category noted in the linked text. Only this is visible from most
Web browsers without scrolling further down the page. If the Web user does
scroll down (and usability research indicates that only about 10 percent of users
scroll all the way to the bottom of a page), the page does continue below this
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Figure 7.2. Archived screen shot of cloaked American Civil Rights Review, 2007.
Source: Internet archive, www.archive.org/web/web/php, 2007.

where there is more linked text in blue, this headlined with “Civil Rights/Hu-
man Rights Web Resources on ACRR,” which links to internal pages. Further
down are still more animated GIFs, a number of badges or emblems (“Made on
a Mac”), and at the very bottom, red all-caps text that reads “COPYRIGHT
NOTICE,” with a link to an external page hosted at Cornell University Law
School with language about the fair-use provision within U.S. copyright law.
There is no identification anywhere on the page (even scrolling all the way
down) of the author or publisher or the intended message of the site beyond
speaking out for the “new civil rights movement.” And, indeed, determining au-
thorship of this site is impossible without going to an external source.?*

It would be a mistake to dismiss the harmful potential of the cloaked
ACRR based on its crude graphic design. While it is true that the unappeal-
ing text and background colors, use of animated GIFs, screaming all-caps
headlines, and default font settings give this site away as a first-generation or
“last century”? website, the racism and anti-Semitism on the cloaked site are
fairly nuanced in some unexpected ways. On the interior page linked through
the Currier & Ives painting, Weltner describes the “High high Self-Esteem”
of “Many Slaves” and goes on to make an argument for slavery as an “idyllic”
social system in which plantations were “sanitary, happy, and humane” places
rather than sites of a cruel, dehumanizing system of brutal torture and forced
labor that they were. Weltner further erodes the historical reality of the
racialized system of slavery by arguing that “Europeans” were equally mis-
treated by bad working conditions as enslaved Africans and African Ameri-
cans were by chattel slavery. Weltner’s argument defending slavery as a “hu-
mane” system is not particularly new and harkens back to centuries-old
versions of white supremacy, such as that found in Thomas Jefferson’s Notes
on the State of Virginia.3¢ The nuance here exists in the combination of the
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use of digital media and the evidence Weltner selects to make this argument.
Weltner draws on oral histories of former slaves recorded by WPA workers in
the 1930s and provides links to audio files and transcribed texts.3? The Li-
brary of Congress has championed the collection and archiving of oral his-
tories, and oral histories have been used by educators to engage students
about slavery, abolition, and the civil rights struggle, as on another Library of
Congress project website, “Voices of Civil Rights,”® which features oral his-
tories of the civil rights movement. However, in Weltner’s hands the oral his-
tories take on a different meaning. On his cloaked site, he selectively com-
piles excerpts on a page titled “Forgotten Black Voices,” such as this
quotation from “Adeline, 91”: “I wants to be in Heaven with all my white
folks, just to wait on them and love them, and serve them, sorta like I did in
slavery time.” Here, he uses the oral-history data to support his revisionist®
claim that slavery was a “humane” institution in which enslaved people were
not mistreated. This is a remarkable use of digital media to undermine the
cultural value of racial equality. With this repurposing, Weltner takes an
oral-history project created by the Library of Congress intended to valorize
the African American experience of surviving the horrors of slavery, a legit-
imate and laudable project by most standards, and twists that same source
material to call into question that very experience and the struggle to over-
come it. Weltner uses the oral-history data from the Library of Congress and
reinterprets them though a white racial frame to suggest that chattel slavery
was, after all, a humane system and thereby diminishes both the harm done
to African Americans in this system and white Americans’ culpability for
that system. By using language such as “forgotten black voices,” Weltner
draws on the language of multiculturalism. This rhetorical choice further
complicates Weltner’s attempt at revising the history of slavery because it of-
fers the patina of credibility by suggesting black authorship (and, thus, au-
thenticity). This language also serves to further disguise Weltner’s political
intentions and avoid waving any red flags that overt white supremacist rhet-
oric might raise. However, Weltner’s attempt at retelling the history of slav-
ery falls short of being thoroughly successful.

There are a number of features characteristic of digital media that make
Weltner's strategy both potentially very effective and a failed attempt. Weltner’s
appropriation of civil rights discourse on the Internet is potentially much more
effective than if it were published in a printed newsletter of the pre-Internet era.
While there were (and still are) vanity presses that publish books and newslet-
ters without review, the cost and distribution function as built-in constraints. In
addition, recognizing some forms of racist propaganda in printed media is easier
in part because they are distributed outside conventional channels.#® The fact
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that Weltner deploys language that mimics civil rights using digital media, and
does so on a cloaked website that conceals his authorship and political agenda,
means that without the gatekeeping of editors, publishers, and broadcasters
Weltner’s rhetoric takes on a veneer of legitimacy. Furthermore, Weltner’s ap-
propriation of oral-history source material from another online source, the Li-
brary of Congress, further blurs the line between legitimate and revisionist his-
tory. The link to the Library of Congress connects Weltner to a credible source;
then his interpretation of the data from that source reinterprets and subverts
long-established historical facts. Finally, the Internet has a kind of leveling ef-
fect that renders one source as valid as another because they are both accessible
via the same media—the same connection and browser window that delivers
the Library of Congress or The New York Times also offers up Weltner’s cloaked
site.*! This leveling effect makes other evidence, such as visual cues like graphic
design and page layout, even more important for assessing the credibility of web-
sites.#2 This is where Weltner's site fails dramatically; his crude page design and
layout render all the text-based content at the site suspect. But this particular
kind of failure is an easy one to fix by either a person with good graphics-design
skills or by downloading a generic website templatest® and customizing it to in-
clude white supremacist political content. This also means that Weltner is one
good graphic designer away from a much more pernicious Web presence.

Don Black, the white supremacist who maintains Stormfront.org (dis-
cussed in previous chapters), also publishes a number of cloaked sites, in-
cluding one called Bamboo Delight (bamboo-delight.com) (see figure 7.3).
The Bamboo Delight Company website purports to offer visitors “Acupunc-
ture Lessons, Kung-Fu, Alternative Medicine, Weight-Loss Secrets,” and
guidance in “Chinese Wealth Secrets.” The headline on the top of the page
tells visitors that by “Combining Aryan Knowledge with Chinese Medicinal
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Combining Aryan Knowledge with Chinese Medicinal
Exercises, we have been able to develop Healing
and Exercise methods superior to all others.

Figure 7.3. Archived screen shot of Bamboo-Delight, 2007.
Source: Internet archive, www.archive.org/web/web/php, 2007.
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Exercises” an unidentified “we” have been able to develop “healing and Ex-
ercise methods superior to all others.” The word Aryan is the only clue on
this portion of the page that this is a white supremacist site; the author or
publisher of the site is not disclosed.

As with the previous cloaked site, the graphics and page layout are all am-
ateurish. The anti-Semitism of the site’s author is evident as one scrolls down
the page. At the bottom of the page the text situated between animated
flashing multicolored horizontal bars suggests that “diseases are never cured
but only treated” because Jewish physicians are religiously prohibited from
treating non-Jews. This cloaked site supposedly offers information about al-
ternative medicine and conceals its anti-Semitism by disguising the author-
ship, placing the overtly anti-Semitic text at the bottom of a long page, and
distracting the user with the unexpected reference to “Chinese medicine”
not typically associated with white supremacy.

Don Black also hosts a site called Martin Luther King: A True Historical
Examination, which is, in many ways, the archetypal cloaked site (see figure
7.4). Black registered the URL martinlutherking.org in 1998 and has main-
tained this cloaked site continuously since then.
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Figure 7.4. Archived screen shot of MartinLutherKing.org, 2007.

Source: Internet archive www.archive.org/web/web.php, 2007.
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At first glance, the website appears to be a tribute site to Dr. Martin
Luther King Jr., albeit one intended for a younger audience as indicated by
the link at the top (“Attention, Students: Try our MLK Pop Quiz,”) and the
one further down the page indicating that there are “Rap Lyrics.” There are
a number of clues that something is amiss. The first is the description of the
website as a “A True Historical Examination.” The use of the word true here
suggests an uncovering of some formerly untold truth about Dr. King. And
the inclusion of this version of the truth is an additional clue about the in-
tention of site’s author. The main page features an unflattering quote of clan-
destine FBI audio tapes recorded while King was engaged in sexual activity
with a woman other than his wife. The fact that this quotation is taken from
actual recordings and was originally published in Newsweek (and this source
is noted on the website) works in a similar fashion to Weltner’s use of oral-
history material from the Library of Congress. It is possible to read the tran-
script of King’s conversations taped by the FBI within the larger context of
systemic white supremacy in which nascent civil rights movements are rou-
tinely stamped out by the government,* within the context of this cloaked
site the quotation is intended to undermine King’s legitimacy as a civil rights
leader and with that the racial equality that he stood for.

Once on the website, there are a number of additional indications as to the
source of the information, including a link in the right margin that reads “Jews
and Civil Rights,” thus hinting at its anti-Semitic agenda.*® Clicking on that
link leads to a page that more than suggests anti-Semitism, as it includes a chap-
ter called “Jews, Communism, and Civil Rights” from white supremacist David
Duke’s book My Awakening. For the astute Web user this is a giveaway about the
ideological orientation of the website’s author. Still, for many younger, less-ex-
perienced Web users or those unfamiliar with recent U.S. racial political history,
the name “David Duke” may have no resonance. Going back to the first page,
there is one more clue if a casual Web user wanted to know the origin of this
“True historical examination.” Scrolling down to the very bottom of the first
page, there is a link that reads “Hosted by Stormfront,” and clicking on that link
takes the user to Don Black’s “White Pride World Wide” at Stormfront.org. Al-
though these clues might seem fairly obvious to some relatively savvy Web
users, other users can easily miss them. What makes this cloaked site archetypal
is only partially about what is on the site itself; just as significant is the domain
name and the place the site appears in search-engine results.

Using a standard search enginet’ and the search terms Martin Luther King,
this website regularly appears third or fourth in the results returned by Google.
Before even viewing the content of this site, the URL makes it appear to be le-
gitimate, in part because the main Web reference is made up of only the domain
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name martinlutherking, and the URL ends with the suffix .org. The decision to
register the domain name martinlutherking.org relatively early in the evolution
of the Web was a shrewd move for advocates of white supremacy and similarly
a lost opportunity for advocates of civil rights. Recognizing that domain-name
registration is now a political battleground, a number of civil rights organiza-
tions have begun to reserve domain names to prevent them from being used by
opponents of racial justice. For example, the NAACP registered six domain
names that include the word nigger, and the ADL registered a similar number of
domain names with the word kike.*8 However, registering offensive epithets is
only a small part of the struggle. The move by opponents to register the es-
teemed symbols of civil rights as domain names, such as Martin Luther King,
and use them to undermine racial justice is one that was clearly unanticipated
by civil rights organizations. To be effective, cloaked sites with domain names
such as www.martinlutherking.org or www.AmericanCivilRightsReview.org
rely on the naiveté of their target audience, a predominantly white audience
that each year moves further away from the experience of the civil rights era.

The presence of cloaked sites raises important questions about white su-
premacy in the digital era. One of these questions has to do with whether
someone could stumble upon virulent anti-Semitism or racism online. It is
not only possible but likely that casual or novice Web users could inadver-
tently come across white supremacist rhetoric while looking for legitimate
civil rights information (see chapter 8). The cloaked Martin Luther King site
is a case in point. Using the Web monitoring service Alexa, I charted the
traffic to this cloaked site and to the legitimate civil rights website The King
Center, published by the King family’s organization in Atlanta, and then I
also charted them comparatively (see figure 7.5). The estimated traffic for
both sites is in the tens of millions in terms of number of hits, and the traf-
fic patterns for the two sites are strikingly similar. Not surprisingly, traffic to
both sites peaks annually, around the time of Martin Luther King Day (to-
ward the end of January) and during Black History Month (February). There
is also one noticeable difference in traffic between the two sites, evident
when looking at the graphs side-by-side.

Here, there is evidence of a spike in traffic to the King Center site (the le-
gitimate site) on January 31, 2005, the day Mrs. King died. Other than this
one rather dramatic difference the traffic patterns for the two sites are re-
markably comparable. The patterns are so similar, in fact, that it suggests that
Web users who are looking for legitimate civil rights information may very
well be ending up at the cloaked white supremacist site.

The online home of the Institute for Historical Review (www.ihr.org) is a
cloaked?® site that may be more nefarious for its skillful graphic user interface
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Figure 7.5. Comparative reach in millions for TheKingCenter.org and MartinLuther
King.org.

Source: Alexa Web Service, www.alexa.com, 2006.

(see figure 7.6). Here the GUI is much more polished than on any of the pre-
vious sites discussed. There are no audio files or animated GIFs as there were
with Weltner’s site, and none of the amateurish background colors or fonts as
with Black’s sites. There are books and tapes available for sale on the left and
right sides of the page, and down the center is a list of brief, paragraph-long de-
scriptions of various news stories, each accompanied by a hyperlink and a photo.
Across the top of the main page is a row of links to other pages on the site. The
rhetoric on the site appears quite moderate, at first glance, and the mission is
described as “dedicated” to “truth and free speech.” The structure, graphic de-
sign, and language on this page look completely benign; of course, they are not.

As critically aware readers will know, the Institute for Historical Review
(IHR) is an organization that seeks to deny the existence of the Holocaust
published by Mark Weber based in Orange County, California. IHR touts it-
self as a source of scholarly information to which “countless scholars, re-
searchers, and journalists have turned” for “solid and reliable information.”>®
The Web users who know who Mark Weber is or who are already aware of
the mission and deceptive nature of the IHR will not be misled by the
cloaked website, but, for the uninitiated, it is very likely that the combina-



Cyber Lies: Cloaked Websites «—~ 131

INSTITUTE FOR HISTORICAL

R s B ] D
Hawrs and Comimsnt

Major Bank Warms of Danger From Credit Spree

The Telegraph (Britain)

The Bank for international Settlements, the world's ‘

maost prestigious financial body, has wamed that
years of locse monetary policy has fuelled a 8 ae

dangerous credit bubble, leaving the global

aconomy mon vulnerable to ancther 1830s-style

skump than generally understood... The BIS, the s
ultimate bank of contral bankers, pointed to a

confluence 8 wormying signs, citing mass issuance of newfangled Frcugh this. m"m Sarvios,
credit instruments, soanng levels of household debl, extreme L
appetite for risk shown by investors, and entrenched imbalances in roundupe of news, snalysis

$:‘{§ Subscribe o

commantary. To subscribe, small
the world curmency systam. Bibv.org with in the
subject line.
Cheney Pushes Bush to Act on lran Bunic, Weber and Smith Address
The Guardian (Britain} Spirited [HR Meosting
March 24, 2007
The balance in the intemal White House debate
over iran has shifted back in favour of military . Behind the Iran Crisls.
action belore President George Bush leaves The lsrael Lobiy's Campaign for War
office In 18 months, the Guasdian has laamed By Mark Wober

The shift follows an internal review invalving the

White House, the Pentagon and the state - —=_
department over the last month. Although the Bush administration is | T3 Holocaust (| -“ | |
In desep trouble over Irag, i remains focused on lran. A well-placed i

source in Washington said: *Bush i not going to leave office with | Saking fha

lemn sl in Mk * -

Figure 7.6. Archived screen shot of The Institute for Historical Review, 2007.
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tion of professional-looking graphic design and nonextremist-sounding rhet-
oric can be disarming and effectively deceptive. The historical revisionists of
IHR adhere to a philosophy that their pursuit of “solid and reliable informa-
tion” is stigmatized knowledge, similar to the revisionist history of slavery ac-
cording to Weltner and the “untold truth” about Dr. King according to Don
Black.’! When this commitment to “uncovering” stigmatized knowledge co-
incides with anti-Semitism as it so often does, precyber frauds such as the
Protocols of the Elders of Zion find a renewed life in the digital era.’? Thus,
while historical revisionists, conspiracy theories, and white supremacy cer-
tainly existed in the print era, the Internet offers a new terrain for those who
seek and produce stigmatized knowledge, blurring the lines between history
and propaganda.

Racist Propaganda in the Digital Era

The emergence of cloaked white supremacist websites illustrates a central
feature of racist propaganda in the digital era: the use of the Internet to
spread difficult-to-detect lies that are intended to undermine racial equality.
Cloaked white supremacist websites take issue with historical facts in some-
times oblique ways. By concealing authorship and intention, such sites com-
bine old forms of black and grey propaganda with digital media. This combi-
nation of racist propaganda and digital media constitutes a new way of
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presenting, publishing, and debating ideas about race, racism, and racial
equality. To better understand racist propaganda in the digital era, we can
learn from critical theorists who wrote about propaganda in another era
shaped by an earlier medium.

In a 1951 essay about American fascist propaganda, Theodor Adorno,
writing about the persuasive tactics of a broadcast media, points to the simi-
larities between mass culture and fascist ideology. In the epigraph that opens
this chapter Adorno critiques the manipulation inherent in both advertising
and fascism when he writes that fascist propaganda has “by now come to be
a profession” that relies on consumer psychology in which propagandists “test
the effectiveness of its various appeals” and only the catchiest ones survive.>3
In a similar fashion, cloaked white supremacist sites repackage overt racism
in the language of multiculturalism, thus deploying public-relations-savvy
rhetoric intended to appeal to a large audience in order to manipulate and
subvert previously agreed-upon facts. This is a strategy that extends beyond
extremist white supremacist cloaked sites to the larger, mainstream culture.
Evidence of this in the digital era is clear in sites such as Conservapedia (con-
servapedia.com), created by Andrew Schlafly (Phyllis Schlafly’s son) and in-
tended to be an antidote to the supposedly liberal bias of the popular
Wikipedia (wikipedia.org), the “free encyclopedia anyone can edit.”* Such
attempts by the more mainstream branches of the American right to use dig-
ital media to challenge the “liberal bias” of encyclopedia definitions is simi-
lar to the strategy of cloaked white supremacist websites use of digital media
to challenge racial equality. Both strategies use digital media to call into
question cultural values in favor of changing the audience’s mind and per-
suading them of the site’s political views. In this new political landscape,
conservatives and white supremacists use the guise of cultural tolerance and
a variety of digital media to engage in an assault on “fact-based reality.”>
This strategy draws on a fairly radical postmodern deconstructionism in
which truth is no longer possible. When claims to knowledge and truth are
entirely relative, then there can be no basis for equality or social justice in a
democratic society.

Adorno and other critical theorists associated with the Frankfurt School
responded to similar challenges to a democratic society by reasserting the ca-
pacity of reason as a crucial strategy in the liberation of human beings from
oppressive regimes of domination.>® Adorno’s articulation of the connection
between reason and liberation represents a precursor to epistemologies of
Black/Chicana feminist thought,’” and both are particularly relevant for un-
derstanding and resisting racist propaganda in the digital era. To the extent
that racist propaganda on cloaked websites succeeds, it does so in part by re-
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lying on the assumption that what they are presenting is unbiased and ob-
jective. In fact, every website, just like every book, film, work of art, or other
cultural product, has an author and a particular point of view. Rather than
seeing point of view as bias and therefore discrediting it, critical race femi-
nists argue instead that it is only by taking standpoint into account that we
can arrive at the truth. The experiential knowledge of those at the bottom of
multiple hierarchies of oppression provides an understanding of the “systemic
forces at work in their oppression” that is less available to those at the top of
those hierarchies.’® Along with lived experience as a criterion of meaning,
this alternative epistemology places an ethic of caring central to the process
of arriving at the truth. The goal of such a process of arriving at truth is self-
conscious struggle that empowers women and men to actualize a humanist
vision of community.”® An epistemology that envisions lived experience, an
ethic of caring, and a humanist vision of community as integral to the process
of arriving at the truth is what is required to uncover the racist propaganda
concealed by cloaked white supremacist websites.

Conclusion

Cloaked websites represent a unique new form of white supremacy online be-
cause they disguise white supremacy in the rhetoric of multiculturalism and
civil rights. While David Duke and others attempted to mimic the discourse
of civil rights in print (e.g., the National Association for the Advancement
of White People), the deception inherent in cloaked sites is a new twist,
made all the more effective because of the medium of the Internet. This new
form of cyber racism shares a number of features with traditional propaganda.
The epistemological challenge to the value of racial equality in a democratic
society is that the landscape of the online universe is a relatively flat one, in
which all content appears virtually equivalent without the critical ability to
distinguish between sites. Thus, without at least some critical awareness of
racial inequality, detecting and evaluating cloaked sites is difficult.

One of the many promises of digital media is that it opens up the possi-
bility for multiple perspectives. Understanding multiple perspectives is an
important corrective to the racism, sexism, and homophobia generated by
corporate-owned media outlets, and this is a vital contribution of participa-
tory media.®®© However, the idea of valuing multiple perspectives does not
mean all perspectives should be valued equally. If valuing multiple perspec-
tives is the only standard, then we have no basis on which to critically dis-
tinguish between a cloaked website and a legitimate civil rights website, no
way to evaluate the content at The King Center site or the material on Don
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Black’s cloaked Martin Luther King site. The cloaked white supremacist sites
examined here are grounded in an epistemology of white supremacy that
seeks to undermine hard-won political battles for racial and ethnic equality
by rearticulating an essentialist notion of white racial purity and, along with
it, a sense of entitled privilege based on that whiteness. The usual approach
of “understanding multiple perspectives” is simply inadequate to the task of
critically evaluating cloaked sites. Valuing multiple perspectives without re-
gard to content means that there is no way to distinguish between white su-
premacy and racial equality, no basis for a vision of social justice.

The shifting terrain of white supremacy online raises important questions
about epistemology, how we know what we say we know, and knowledge claims
in the digital era. In the following chapter I investigate how young people, many
of whom have come of age in the digital era immersed in Internet technologies,
find and evaluate information about civil rights online and how they make
sense of the cloaked white supremacist websites that they encounter.
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CHAPTER EIGHT

Searching for Civil Rights, Finding
White Supremacy: Adolescents
Making Sense of Cloaked Websites

It is essential in a democratic society that young people and adults learn
how to think, learn how to make up their minds. They must learn how
to think independently, and they must learn how to think together. . . .
So far as individuals are concerned, the art of democracy is the art of
thinking and discussing independently together.

—The Fine Art of Propaganda, 1939!

The art of democracy is intricately linked to critical thinking, and both
are facing new challenges as white supremacy moves into the digital era. An
anecdote from a colleague illustrates these challenges. In 2005 I attended
a small conference in New York hosted by the Anti-Defamation League
and the International Network Against Cyberhate. The conference was
attended by a range of academics and law-enforcement officials concerned
about the presence of white supremacy online. I ended up chatting with
scholar/activist Ken Stern,? who told me a story that illustrates just how
effective cloaked sites can be. While Ken’s son, Daniel, was attending He-
brew school, Daniel’s teacher, a rabbinic student, gave the sixth-grade stu-
dents three Web resources for a research project on the Holocaust. The
Web resource the teacher highlighted as the best of the three was IHR .org,
the Institute for Historical Review. Fortunately for Daniel, his father is an
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expert in recognizing white supremacy and anti-Semitism and was able to
intervene in this assignment; that Daniel’s teacher, a rabbinical student,
could be fooled by a cloaked site indicates just how effectively deceptive
such sites can be. Ken’s story about his son’s experience is anecdotal evi-
dence to be sure, but this story resonated with my own experience with
students in the computer lab who stumbled upon the cloaked MLK site
(chapter 7). These sorts of experiences with cloaked sites stand in sharp
contrast to the popular perception of young people as “digital natives,” an
unfortunate turn of phrase meant to suggest that those who grow up with
digital media have a greater facility with it (as opposed to “immigrants,”
who become familiar with digital media later in life).? Perhaps young peo-
ple who are fluent* in digital technologies could easily detect cloaked
white supremacist sites and distinguish them from legitimate civil-rights
sites, or perhaps not. | wanted a more systematic approach to investigate
how young people make sense of cloaked white supremacist sites. What
follows is a small, qualitative exploration intended as a beginning toward
such a systematic analysis.

I

Examining the text of Web pages, discussion forums, and newsgroups is the
method that has come to dominate the study of white supremacists online.”
More difficult and less prevalent are investigations into the connections be-
tween online interaction and face-to-face social networks among extremists.°
Most vexing still and least common are studies of the Web user. In other me-
dia, this type of research is called audience reception and explores how the lis-
tener, viewer, or reader interprets the text, whether that text is visual (as in
films or television shows) or printed (as in novels or newspaper articles). A
number of critics have suggested that while this is an important area of study,
the terms audience and reception are rooted in old, broadcast media and do not
work well for digital media for a variety of reasons.” When it comes to em-
pirical explorations of how people find, read, and interpret extremist rheto-
ric on racist websites, there is scant research. An important exception to this
is the work of Lee and Leets, who examine how adolescents respond to what
they call “persuasive storytelling” online by hate groups.® Lee and Leets
found only minimal effects on adolescents who were infrequently exposed to
explicit hate messages. However, their research did not explore how adoles-
cents might be exposed to these messages, and it only focused on explicitly
racist sites and not on cloaked websites. This chapter is intended to address
this gap in the emerging body of knowledge about race and the Internet and
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examines how teens find information online about race and asks how they
interpret cloaked websites.

For young people who have come of age during the digital era, the notion
of “doing research” does not mean going to a library: it means going online
to use a search engine to find information.® This shift in how young people
look for and find information has a number of far-reaching consequences
about digital media and learning.!° Race and racism are part of this new dig-
ital era in ways both predictable and unexpected. Many adolescents, like
many adults, in the United States are naive about matters of race and racism,
and this naiveté makes discerning cloaked white supremacist websites even
more difficult. I contend that both digital literacy and critical race con-
sciousness are necessary for understanding race in the digital era. How young
people look for information about race, racism, and civil rights and how they
make sense of that information once they find it are the questions to which
[ now turn.

Searching for Dr. King and Finding David Duke

Using a combination of experiments and interviews, I analyzed how a small
sample (N=10) of racially and ethnically diverse young people (ages fifteen
to nineteen) made sense of cloaked white supremacy online.!! I recruited
participants via the Internet, asked them to use any search engine and any
search terms they chose to find information about Dr. Martin Luther King Jr.,
and then asked them to do the same to find information about the goals of
the civil-rights movement, “as if doing a report for school.” Following that, I
paired a series of legitimate and cloaked sites and asked the participants to
tell me which of these sites they would use “if doing a report for school.” Dur-
ing both, I asked the participants to “talk aloud,” describing their decision-
making process. Nine of the ten participants selected the search engine
Google (the remaining participant used the search engine Yahoo.com). All
of the participants used the same search engine throughout their interview
and did not switch to another search engine. The participants also used sim-
ilar search terms. The most commonly used search terms for the first scenario
were martin luther king or martin luther king + biography. And, for the second
scenario, the most commonly used search terms were civil rights, civil rights
movement, and civil rights goals.

When asked about how they evaluate the search-engine results, most said
that they relied on the order that search results appeared on the screen as a
valid and reliable way to evaluate whether or not a site was trustworthy.
This was a consistent theme across the interviews and is reflected in this
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quotation from a participant, reporting that she would “never” go beyond
the first page of results in her research of a topic:

[ actually have never, I think, in my life gone to like the third page, or the sec-
ond page, because I just stop at the first page. . . . Because, I mean, there must
be a reason why everything’s on the first page and the rest of the stuff is later.
(study participant, age sixteen)

In a sense, this young woman is correct when she says that “there must
be a reason” for the results on the first page to be listed there. There is a
reason, and it is an algorithm created by software engineers at Google.
Given the huge popularity of Google as the search engine of choice by so
many, we might expect that there would be familiarity with how the
search engine works. As it turns out, this is not the case. Actually, differ-
ent search engines work differently, and the way Google works is through
a fairly complex algorithm that includes a Web-crawling robot, the
Google indexer, and a query processor. PageRank is Google’s mechanism
for ranking one Web page higher than another based on the results. Cen-
tral to this mechanism are links from outside pages; each link from an out-
side page to a website is, in Google’s evaluation schema, a vote for the im-
portance of that site.!? So, while there is a reason that those results appear
on the first page, it is not because someone sitting in an office at Google
headquarters has read and evaluated each site and rank ordered them
based on an agreed upon set of criteria. In fact, because of the way
Google’s algorithm works, it is possible to intentionally manipulate the
ranking of a site by linking to a page using consistent anchor text. This is
commonly referred to as Google bombing and has been used a number of
times as a form of political critique of the Bush administration; thus, be-
cause people on a number of websites across the Internet have repeatedly
used the same linking anchor text, in 2006 anyone who typed the search
terms miserable failure into Google would find that the first result was a
link to the biography of George W. Bush.!3 When I asked the participants
if they had ever heard of a Google bomb, not one said that they had and
were perplexed and amused when I showed them the George W. Bush re-
sults for the miserable failure search. Trusting the results on the first page
of Google might not be an issue for understanding race, except in two key
circumstances: (1) when searching for information on race, racism, and
civil rights, cloaked white supremacist sites appear alongside results for le-
gitimate sites, and (2) people like the young woman quoted above implic-
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itly trust the order of results as a valid and reliable mechanism for assess-
ing trustworthiness.

The cloaked site www.martinlutherking.org consistently appears third or
fourth on the first page of results in Google when using the search terms mar-
tin luther king, and this, along with the URL, has implications for how young
people find information about race, racism, and civil rights. Typical of the
way participants in this research evaluated the cloaked site when it appeared
in search engine results was this young woman’s response (responses from
participants are indicated by A, questions and prompts from the interviewer
by Q, and descriptions of what is displayed on the computer screen by italic
script):

[COMPUTER SCREEN: Opens Google, uses search terms martin luther king without
quotations. Once the search results are returned, she scrolls the page quickly, using
the mouse button.]

A: Right now, 'm just reading the sites, to see what they’re about, to see which
ones are easier for me.

Q: Okay, and what kinds of information do you look at? What pops out at you?

A: 1 guess maybe something like this would pop out, an article from . . . about
his life and impact.

Q: Okay. And is that a link that you might click on?
A: I would just look at it; I wouldn’t click on it yet. . . . But this one . . .

[COMPUTER SCREEN: Points her mouse to the martinlutherking.org link returned
third in the list of results from Google.]

A: ... this one looks good.
Q: You think you would click on that one?

A: Yeah, because the site itself, it says, “Martin Luther King dot org,” so I guess
they’re dedicated to that. (study participant, age eighteen)

Here, in the span of just a few seconds after typing in the search terms
looking for information about Dr. King, this young woman has come across
the cloaked white supremacist site and evaluates it positively, along with a
legitimate site about Dr. King hosted by The Seattle Times newspaper. In part,
this participant is responding to the anchor of the site’s universal resource lo-
cator (URL); in other words, the fact that the Web address is comprised of
the civil-rights leader’s name makes it seem legitimate. She is also respond-
ing to the suffix or ending of the Web address, the .org. This kind of response
to the URL martinlutherking.org was a consistent theme throughout the
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interviews. Participants understood the suffix .org to mean that a site was a
legitimate source of information, as this young woman explains:

[COMPUTER SCREEN: Scrolls up and down the list of search results, including the
martinlutherking.org link returned third in the list of results from Google.]

Q: Okay. Anything else about the URL that lets you know it’s trustworthy?

A: That’s about it. Basically, like the source where it’s coming from. I mean, if
it’s like a personal Web page or something, they just have information about
him, I wouldn’t go there.

Q: And how do you know when it’s a personal Web page? How can you tell?

A: Well. . . . Okay, like if it’s dot edu, then you know it has to do with educa-
tion, like a university or something. And, you know, like this one. . . .

[COMPUTER SCREEN: Scrolls over the results for a legitimate site, hosted at Lucid
Café, a Web portal created and run by Robin Chew, a Web developer and market-
ing executive in San Francisco.]

A: Lucid Café. That doesn’t look too . . . I don’t know . . . the title looks seri-
ous, but the URL. . ..

Q: Alright, based on the URL you wouldn’t go there even though the title and
the description look okay.

A: Yeah. And dot org, too. . . .
Q: Yeah, and what does that mean for you?
A: I don’t know what it means, actually. . . . [laughs] . . . Organization?

Q: No, it’s fine. . . . I don’t mean What does it actually mean, I meant, What
does it indicate to you?

A: Oh, okay. . . . Again, it’s more of a trustworthy website. Because dot coms
are everywhere, and dot org and dot edu are more specific. (study participant,
age eighteen)

The fact that URLs ending in .com are more common (“everywhere”)
leads this participant to conclude that the less common .org websites are
more trustworthy. For the most part, Internet literacy skills—based classes
have instructed Web users to read the URL as a first step for evaluating the
legitimacy of a website and to trust URLs ending in .org more than those
ending in .com. Thus, this participant is doing precisely as she has been
taught. While it is possible to read the URL of a site and sometimes ascertain
where the site is hosted or who is sponsoring it, it is also possible for the site
creator to disguise the nature of a site using a clever or nefarious domain-
name registration. In the case of the martinlutherking.org site, the cloaking
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of white supremacist political and ideological goals began when Don Black
registered the domain name and launched the site in 1998. This suggests that
racial politics in the digital era have shifted to a new location: domain-name
registration. It also suggests that typical approaches to teaching Internet
literacy skills are inadequate on their own to meet the demands of this new
form of struggle over meaning in racial politics. Also necessary is a basic
understanding of racism and the struggles against it; without at least a basic
understanding of this, the possibility of being duped by a cloaked white su-
premacist site is much greater.

The lack of understanding about racism and the civil-rights struggle can
contribute to an inability to recognize a cloaked site and is illustrated in the
following interview. This is an account of the first four and a half minutes
from the time the participant begins the search scenario looking for infor-
mation about Dr. King:

[COMPUTER SCREEN: Google results for search terms martin luther king]

A: And see what results come up? Am I looking for any particular website?
Q: No, just any website that comes up, maybe the first three.

A: Okay, and I'm finding information on his life history?

[COMPUTER SCREEN: Stanford University’s site about Dr. King]

A: Okay, this is a website by Stanford University, so I think it would be pretty
well-established and accurate. His biography is on here. Other sites that we
found included . . .

[COMPUTER SCREEN: back to Google results]

A: ... The Seattle Times on Martin Luther King on the civil-rights movement,
and . ..

[COMPUTER SCREEN: Clicks on the Seattle Times page . . . then, back to Google
results.]

Q: Could you try clicking on some of those links and see what they say also,
like once you get inside of the website?

[COoMPUTER SCREEN: Clicks on the www.martinlutherking.org main page.]

A: Sure. . . . There’s a Martin Luther King pop quiz, there’s some historical
writings, essays, sermons, speeches, . . .

[COMPUTER SCREEN: Clicks on what seems to be a broken link on www.martin-
lutherking.org, to Historical Writings; the link takes more than a couple of seconds
to load, and she abandons it as a broken link. Then she skips to the Truth about
King link without comment and clicks on Death of the Dream link, subtitle The
Day King Was Shot.]
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A: ... There’s information here about the day he was shot. It has some pho-
tographs of Dr. King the day before his death . . . and some information about
what happened the night before he died, which is not apparently public knowl-
edge, or, yeah, it’s not like common knowledge. . . .

[COMPUTER SCREEN: Goes back to scrolling over the links on the right. Clicks on
suggested books, and on that page several titles appear, including a picture of David
Duke on the cover of his book My Awakening.]

A: ... Then there’s some information on some books that were written by Dr.
King and biographies that were written by— about him by other people. . . .

[COMPUTER SCREEN: Clicks on Truth about King page.]

Q: Do you know who that person was? [referring to David Duke]
A: No, I have no idea.

[COMPUTER SCREEN: Clicks back to the Suggested Books page.]
Q: David Duke, have you ever heard of him?

A: No.

Q: You've never heard of him?

A: Uh-uh [no]. Who is David Duke?

Q: He’s a Klan leader.

A: Oh, is he? I had no idea. I actually don’t know much about the civil-rights
movement at all.

[COMPUTER SCREEN: Reading Duke book description more closely now.]

A: Hmmm. . . . Interesting. It’s interesting how that would be on Martin
Luther King’s website. (study participant, age eighteen)

In less than three minutes from when she began using a search engine to
look for information about Dr. King, this young woman has selected a
cloaked white supremacist site and is reading a page that contains the views
of David Duke, an avowed white supremacist, yet she does not recognize that
this site is cloaked. Consistent with conventional Internet-literacy skills
training, she is reading the URL as legitimate. What is lacking here is not her
Internet-literacy skill; it is her understanding of the historical context of
racism in the United States and David Duke’s place in it. As she says, “I ac-
tually don’t know much about the civil-rights movement at all.” Although it
may be possible to have an understanding of racism and the civil-rights strug-
gle against it in the United States and still not know who David Duke is, not
knowing seems to suggest a lack of critical awareness about contemporary
racial politics. This young woman is certainly not alone in her lack of criti-
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cal awareness, and it is not surprising given the push toward a mediocre,
testing-based educational system that lacks critical thinking in general'# and is
completely absent any analysis of racism, either historical or contemporary.}®

Evaluating Civil Rights Online:
Photographic Evidence and Visual Cues

When asked to evaluate the differences between the legitimate site and
the cloaked site participants used a variety of strategies, including exam-
ining digital photographs and visual cues. The Web is a visual, as well as
(hyper)textual, medium.!® As such, those who have grown up using the
Web expect to find visual and photographic images in their search results.
Indeed, they rely on these as important sources of information, as this
young man explains while exploring the (legitimate) Voices of Civil
Rights website:

This site looks good. I mean, it has a lot of pictures and photos, so you can see
for yourself what happened. (study participant, age eighteen)

Seeing photos as a window into what happened was a consistent theme
across the interviews. Here another participant describes her initial impres-
sion of the cloaked Martin Luther King site:

First thing [ notice is the colors. . . . And although the colors are more, are
duller, they’re in black and white. And, his picture, the picture of Martin
Luther King, that makes a major difference. Because, you know, it’s this picture
that attracts all your attention to it. (study participant, age seventeen)

And a third participant describes her impression of The Seattle Times’ use
of photographic images this way:

A: Well, they have a photo gallery which I would probably click on, because
photos are, photography interests me, so. . . .

Q: Okay, and would that be useful to you in doing your report on King, and if
so how?

[COMPUTER SCREEN: Clicks on a black-and-white photograph of Mrs. King kissing
a smiling Dr. King; there is a caption to the right.]

A: Well, like this photo: Without even reading the caption . . . I already know
what he looks like, so I know that’s him, that’s his wife, and it looks like a good
occasion. (study participant, age sixteen)
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Visual images are not simply decoration for a site but carry messages, con-
vey meaning, and suggest connotations for these participants. This expecta-
tion of and reliance on visual images was consistent across all the interviews.
Without visual images, a particular website was not only deemed less reliable,
it was simply less interesting and often discarded as a possible resource, as this
participant describes in her assessment of a site that was text-only:

This site seems awfully wordy. . . . I don’t know that I would use this one. (study
participant, age fifteen)

In particular, images that appear to be historical were a significant part of
what the young people in this study were looking for and expected to find
when they went online to search for information about Dr. King or the civil-
rights movement. And photographic images seemed to carry the weight of
authenticity for them, because they reportedly allow one to “see what hap-
pened.” This reliance on the supposed veracity of photographic images is
ironic at a time that some have referred to as the postphotographic era.l” In
the digital era, the widespread use of software that can alter photographs in
ways that are virtually imperceptible to the untrained eye makes photogra-
phy less a window to the truth and more of an act of interpretation. That this
has significance for racial politics became evident in 1994 when O. J. Simp-
son was arrested and a photograph of him appeared on the cover of TIME
magazine in which the color of his skin had been tinted several shades darker
than his actual skin tone.!8

Aside from photography, the teens reported that they relied heavily on other
visual cues when evaluating civil-rights information online. Background and
text color, font, layout, and the entire graphic user interface (GUI) of websites
were primary criteria used to evaluate whether or not a site was trustworthy, as
this participant describes in her assessment of one of the cloaked sites:

This site looks like someone, you know, just an individual created it. It doesn’t
look very professional. (study participant, age seventeen)

Here, a site that does not look “professional” is deemed an untrustworthy
source of information. Conversely, a site that has a GUI that gets positively
evaluated is deemed to have trustworthy content. The distinction between a
site that is “professionally” designed and one that “an individual” created is
the important distinction here, as this participant illustrates in her evalua-
tion of the paired websites:
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[CoMPUTER SCREEN: Clicks on the cloaked MLK site.]

A: This one certainly looks less professional.

Q: And what tells you that it looks less professional?

A: Uhm, it doesn’t have a clean layout, like this one. . . .
[COMPUTER SCREEN: Clicks back to the King Center.]

Q: Okay, and so . . . what does that mean? What do you believe about the site
or the people who created it?

A: Well, this one was designed— like, they hired someone to design it. . . .
(study participant, age sixteen)

In these examples both the participants take visual cues from graphic de-
sign about the trustworthiness of the information contained there. While vi-
sual cues are important elements in evaluating Web content, they can also be
easily manipulated. If the cloaked websites under investigation here made use
of “more professional” Web-design graphics and layout, it would make them
much more difficult for these young people to distinguish their illegitimacy.

Critical Race Consciousness and Assessing Bias Online

Thinking critically about race is crucial to being able to distinguish cloaked
websites from legitimate civil-rights websites, because this is, ultimately, a
political distinction. Unless we are able to think critically, all websites are re-
duced to the level of personal opinion without reference to the power rela-
tions that imbue racial politics. And without a critical race consciousness,
one website is just as “legitimate” or “biased” as another. A number of the
young people in the study evaluated websites in a way that reflected a lack of
critical race consciousness, and it made evaluating the sites more difficult:

[COMPUTER SCREEN: Clicks from cloaked site to the King Center site.]

Well, you know, in looking at this site, it appears to be created by his widow,
or his family, so, it could be biased. (study participant, age seventeen)

In this instance, the legitimate civil-rights website sponsored by the King
Center is evaluated as a less than reliable source of information because it is
affiliated with Mrs. King and therefore likely “biased.” This young woman is
doing what she has been taught in skills-based approaches to Internet liter-
acy, to “look for bias.” Yet in this instance it leads to the erroneous conclu-
sion that the King Center site might not be a good source of information
about civil rights or Dr. King. While the King Center site certainly presents
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information from a point of view, it is precisely this point of view—situated
in the struggle for civil rights and against racism—that gives it credibility.
Another teen assesses bias in a cloaked site:

Q: Do you know who published this site, who’s behind it?

[COMPUTER SCREEN: Looking at graphic on the top of High Self-Esteem for Many
American Slaves page on American Civil Rights Review.]

A: Uhm, Currier and Ives?
Q: No.
[COMPUTER SCREEN: Spends some time clicking through the site . . . then comes to

a page that has all those badges on it and a copyright link to copyright legalese on a
page hosted by Cornell University.]

A: Is it by Cornell?
Q: No.

[COMPUTER SCREEN: Reading from the text on the page about slavery, American
Civil Rights Review.]

A:Imean, I don’t think I would disagree with it. I’'m sure there are some slaves
that were treated well. So, I can understand their point of view. There’s always
two sides to everything. (study participant, age seventeen)

In this case the young woman determines that this site represents just an-
other “point of view,” another “side” of a two-sided argument. She is also un-
able to ascertain who it is that’s publishing the site, which is hosted by anti-
Semite and racist Frank Weltner whose rewrite of history would have us
believe that plantations were “sanitary, humane, and relaxed” workplaces
rather than institutions predicated on human misery. As in the previous
example, this illustrates how a lack of critical thinking about racial politics
offline can lead to misreading online.

For young people who possess critical race consciousness, recognizing
cloaked websites is within their reach. The following is how another teen ap-
proached the same cloaked website created by Frank Weltner:

A: So, I'm looking at the URL, and it says, American Civil Rights Review
slash slavery, so I'm looking at the main thing; it says American Civil Rights,
so it’s probably something that I would depend on. And now I'm looking at the
picture of a cotton plantation on the Mississippi River, and, you know, planta-
tions and slaves are related a lot, so that relates to slaves. ’'m going to just scroll
down. . . . There does seem to be useful information.

[COMPUTER SCREEN: Reading from the American Civil Rights Review.]
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A: “Idyllic View of American Slavery” . . . they just have pictures; I would
rather have— Oh, they’re actually talking about how the artist basically por-
trayed the slaves.

[COMPUTER SCREEN: Reading from the American Civil Rights Review.]
A: “Now notice how the artist has painted the slaves in relaxed positions.”
[COMPUTER SCREEN: Pause; reads silently.]

A: It kinda sounds like— like, I'm reading this, “Were the slaves mistreated?” It
says “Sometimes.” . . .

[COMPUTER SCREEN: Points to screen.]

A: .. .and that just throws me off, because I think, Yes, slaves were mistreated
all the time. And then it says “Sometimes.”

Q: And so what does that mean? What do you think now that you've read
that?

A: Now I don’t think it’s accurate anymore! Because it says . . .
[COMPUTER SCREEN: Reading from the American Civil Rights Review.]

A: ... “Sometimes, but most probably no more than were other workers in-
cluding whites.” I highly would disagree with that; it sounds so false to me, be-
cause most of the slaves, they were all black. And white people would not have
been treated the same way. And then it goes into [reading] “Europeans were
sometimes given the hardest jobs.” When you're talking about slaves and then
they’re going to Europeans which were obviously not treated the same as slaves
because the slaves weren’t even treated like people. So, that just throws off
everything.

Q: So now what do you do with this site? You said before that the URL looked

good and it might have some useful information.
A: 1 wouldn’t use it.
Q: You wouldn’t use it?

A: No, because even if I find other information that seems accurate, this just
makes the whole thing biased to me. Because, to me, the answer would be
“Yes.” There’s no “Sometimes” or “No.” It’s “Yes.” So, I wouldn’t even use this.
(study participant, age eighteen)

Here the participant decides to not use the cloaked site based not on an eval-
uation borrowed from her Internet-literacy skills, but rather on her ability to
think critically about race. She reads the text about slaves being mistreated
sometimes and says, “That just throws me off.” Ultimately, she decides the site
is not a credible source of information and she would not use it. And even with
her negative evaluation of this site, she uses the same language as the previous
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two interviews when she says that the site is “biased,” slipping back into the
skills-based language of Internet-literacy curricula. New ways of thinking about
racism in the digital era will have to move beyond two dimensional notions of
bias, in which there are “two sides to everything.”

Epistemology and White Supremacy in the Digital Era

The way that the young people who participated in this study do or do not make
sense of cloaked white supremacist websites tells us something about episte-
mology and white supremacy in the digital era. For example, the effectiveness
of cloaked domain names, such as www.martinlutherking.org or www
.AmericanCivilRightsReview.org, rests in part on the racial naiveté of their tar-
get audience, particularly a white audience unaccustomed to taking racial mat-
ters into account. If the technical cues of rudimentary graphic design and lay-
out are resolved, reliance on the usual hints about Web credibility will not be
enough to distinguish cloaked sites from legitimate ones. Instead, it will become
that much more difficult to parse the white supremacist rhetoric that exploits
the vocabulary of multiculturalism and political victories that championed
racial equality and social justice. In the digital era discerning white supremacy
online requires an epistemology that recognizes the importance of the stand-
point of those making claims to “truth,” incorporates the lived experience of
racial (and multiple) oppressions, and places an ethic of caring and human com-
munity at the center. Obviously, unsuspecting or racially naive white people are
not the only ones who read these cloaked sites.

People of color, particularly youth of color, also read cloaked sites. For young
people of color reading cloaked sites means having their own culture and his-
tory distorted in the retelling, and this is characteristic of the epistemology of
white supremacy. This, however, is not new or unique to digital media; people
of color have had their culture and history distorted by whites, both those with
and without good intentions, for many centuries. This is where youth of color
who can draw on their lived experiences of racism may have an advantage in
critically evaluating these sites. If they draw on lived experience of everyday
racism and do the critical work of evaluating who is creating the ideas contained
in cloaked websites, then they may have an advantage over those steeped in the
epistemology of a white supremacy that reinforces illiteracy about racism.!?

Conclusion

Understanding any element of culture, as Wendy Griswold reminds us, must
involve an investigation into how people use it and attempt to make sense of
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it. This is no less true with the Internet, and here I have attempted to ex-
amine how people, particularly young people who often rely heavily on the
Internet in their knowledge gathering, make sense of cloaked sites. What I
find is that the young people who participated in this study were, in fact,
fooled by cloaked sites. Using a popular search engine to look for informa-
tion about an important civil-rights leader, the young people 1 observed
moved quickly and seamlessly from legitimate sources of information, such as
Stanford University and The Seattle Times, to the cloaked site hosted by Don
Black without realizing it. Therefore, I conclude that cloaked white su-
premacist sites are accessible and easily within the knowledge landscape of
young people using search engines to find information about civil rights. The
threat posed is not the shrill panic over possible recruitment but rather is an
epistemological hazard—that is, danger that the ideas and values of racial
equality will be undermined and eroded. Cloaked websites are an attempt at
the discursive production of uncertainty?® about racial equality.

Assessing the relative merit of online content within this landscape re-
quires more than Internet literacy. In a skills-based approach to Internet lit-
eracy, we often learn to “look at the URL” or domain name as an initial step
for evaluating whether the content at a particular site is worthwhile. Yet this
way of knowing whether or not a site contains legitimate civil-rights infor-
mation leads to more confusion rather than less. In this way, the domain
names themselves are part of the epistemology of white supremacy online.
And in order to evaluate these with a discerning eye, one must incorporate
a critical understanding of racial inequality alongside other skills for assess-
ing content online.

This research is limited because it is a small, qualitative study drawing
on a nonrandom sample of urban adolescents in New York City who re-
sponded to an Internet advertisement for the study. Future research should
include a randomly selected sample not drawn from those who are likely
to respond to an ad on the Internet. A more comprehensive study would
include a larger sample size and perhaps a purposive sampling of specific
populations by age. In addition, teen girls were overrepresented in this
sample, and more research is needed on teen boys and their use of the In-
ternet. The focus here is on urban young people from New York City who
have grown up using digital media. Future studies would do well to expand
beyond this demographic and examine the way that Web users from rural
areas, from other cities and other countries, and from a range of age groups
make sense of cloaked sites. Even with these limitations, the findings from
this small study are an initial step toward understanding how people make
sense of cloaked sites.
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For those readers primarily interested in race, the findings suggest that it
is important to understand digital media and its relationship to the contested
terrain of race, racism, and civil rights. For those readers primarily interested
in Internet technologies and digital media, these findings suggest that it is
important to think critically about race, racism, and racial equality in trying
to understand emerging online worlds. This research also has implications for
those readers who are in the classroom and increasingly faced with issues of
digital literacy as we all rely more heavily on the Internet. These issues are
particularly urgent when we rely on the Internet as a source of information
about race, racism, and civil rights. Given the context of cloaked white su-
premacy online, it is imperative that we move beyond a skills-based approach
to Internet literacy that would have us assume that “looking at the URL” is
a sufficient filter in determining the credibility of the site. Trying to under-
stand a cloaked website exclusively in terms of a skills-based Internet liter-
acy, which lacks critical thinking about race and racism, is doomed to fail.
The emergence of cloaked white supremacist websites calls for different and
multiple kinds of literacies: a literacy of digital media and new literacies not
merely of tolerance but also of social justice that offer a depth of under-
standing about race, racism, and multiple, intersecting forms of oppression.
At stake in this shifting digital terrain is our vision for racial and social jus-
tice in a democratic society. Since both the Internet and white supremacy
online are global in the Information Age, our understanding of racial and so-
cial justice must be globally informed. It is to global efforts to combat white
supremacy online that I turn in the next chapter.
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FIGHTING WHITE SUPREMACY
IN THE DIGITAL ERA






CHAPTER NINE

Combating Global White Supremacy
in the Digital Era

In cyberspace the First Amendment is a local ordinance.

—John Perry Barlow

In 2002 Tore W. Tvedt, founder of the hate group Vigrid and a Norwegian cit-
izen, was sentenced to time in prison for posting racist and anti-Semitic propa-
ganda on a website. The Anti-Racism Center in Oslo filed a police complaint
against Tvedt. On Vigrid’s website, Tvedt puts forward an ideology that mixes
neo-Nazism, racism, and religion. Tvedt was tried and convicted in the Asker
and Baerum District Court on the outskirts of Oslo. The charges were six counts
of violating Norway’s antiracism law and one count each of a weapons violation
and interfering with police. He was sentenced to seventy-five days in prison,
with forty-five days suspended, and two years’ probation. Activists welcomed
this as the first conviction for racism on the Internet in Norway. Following
Tvedt’s release from prison, his Vigrid website is once again online.!

In contrast to the Norwegian response, many Americans seem to view
white supremacy online as speech obviously protected under the First
Amendment. Senator Orrin Hatch (R-Utah) articulated this view following
congressional hearings about hate crime on the Internet in September 1999:

We must be vigilant and prompt in our efforts to begin eliminating hate on the
Internet, but we must also do so with exactitude. From this complicated maze
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of issues, there is simply no simple answer, and with the First Amendment as
our country’s first premise, we know that any solutions that we endorse must
recognize that the surest way to defeat the message of hate is to hold it under
the harsh light of public scrutiny.?

The U.S. Senate’s legislative response to those hearings was to adopt a se-
ries of technical approaches, such as filtering software, to block particular
websites.?

Both the Norwegian and the American responses to online hate are no-
tably from democratic nations theoretically committed to egalitarian ideals.
In Norway, a man is arrested for creating a website filled with racist and anti-
Semitic propaganda, even though the server for that website is located in the
United States; ultimately, the man is released from jail and the website goes
back online. In the United States, citing the protection of hate on the In-
ternet as the country’s “first premise,” senators take a narrowly focused tech-
nolegal view of white supremacy online by attempting to mandate the use of
software filters in public schools and libraries. These examples well illustrate
John Perry Barlow’s point (and this chapter’s epigraph) that in the Informa-
tion Age the First Amendment, which protects free speech, is a “local ordi-
nance”—that is, one specific to the U.S. context. Barlow’s views about In-
ternet regulation, as well as critiques of his views from outside the United
States and oppositional views from U.S.-based critical race theorists, can
shed some light on these disparate democratic responses to white supremacy
online.

John Perry Barlow, retired Wyoming cattle rancher, former lyricist for the
Grateful Dead, and cofounder of the Electronic Frontier Foundation, is a
widely known critic of Internet regulation. Barlow authored A Declaration of
the Independence of Cyberspace,* an influential essay written in the polemical
style of a manifesto and declaring the Internet a place that should remain free
from control by “governments of the industrial world,” which he refers to as
“weary giants of flesh and steel.” In that essay Barlow also writes that “we”
(those people online in 1996) would “create a civilization of the mind in cy-
berspace. May it be more humane and fair than the world your governments
have made before.” Barlow variously describes himself as an anarchist® or cy-
berlibertarian® and believes that government should have no power over the
Internet and that the “only thing that is dangerous is the one that is designed
to stop the free flow of information.” Barlow’s views are acclaimed’ and
shared by most of cyberculture’s leading writers and thinkers® in the United
States. In fact, it could even reasonably be argued that within the United
States the cyberlibertarian view of the absolute protection of free speech on-
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line is one that is hegemonic—an idea so pervasive as to be taken for granted
as a fundamental, unquestionable truth. In contrast to the cyberlibertarian
view, critical race theorists have argued that interpretations of the First
Amendment that categorize hate speech as protected speech effectively arm
“conscious and unconscious racists—Nazis and liberals alike—with a consti-
tutional right to be racist.”” My purpose here is to complicate both views in
light of the research presented in the rest of this book about white supremacy
online.

These two opposing views—one focusing on the Internet, the other on
race—reflect the point I made earlier (chapter 2) that most theories about
race do not take the Internet into account and most theories about the In-
ternet do not take race into account. However, | can now add one small ex-
ception to that overarching observation: when it comes to hate speech on-
line a number of critical race theorists have begun to explore the
implications of this theoretical perspective for the Information Age,!° and
some cyberculture writers have thoughtfully considered hate speech in digi-
tal media. The discussion here is intended to contribute to this emerging lit-
erature by using a comparative, transnational perspective to understand the
global response to white supremacy online.

In this comparative analysis I first take up a number of illustrative exam-
ples of responses to white supremacy online outside the United States and
then contrast them with analogous responses inside the United States, re-
turning to two cases discussed earlier in the book (e.g., Machado and
Jouhari). The United States’ response to white supremacy online is markedly
different from that of other democratic nations and has been referred to as
the cyberhate divide. | explore the significance of this divide by examining the
case of France v. Yahoo! Inc., the California-based international Internet
company. While others have focused on the case’s implication for American
notions of free speech, what it reveals about transnational responses to white
supremacy online is equally interesting.

[ then shift from this comparative analysis using selected case studies and
offer a more theoretical analysis. I locate the different responses between the
United States and other democratic nations within the conceptually oppos-
ing views of cyberlibertarians and critical race theorists. In the last section, I
analyze the connection between online extremist white supremacy and
mainstream white supremacy through the lens of interpretation and imple-
mentation of the First Amendment and the Patriot Act in the United States.
I place this comparison within the theoretical tradition of critical theory,
drawing on Marcuse’s notion of repressive tolerance to clarify the links.
Namely, the American absolutist interpretation of the First Amendment,
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which views of white supremacy online as protected speech, is an interpreta-
tion born out of a white racial frame, rooted in colonialism, and stands at
odds with the wider democratic global community.

Responses to White Supremacy Online
in Transnational Perspective

Efforts to combat white supremacy online extend across national bound-
aries.!! In fact, according to one scholarly assessment there has been a “nearly
unanimous international institution of regulations restricting online hate
speech.”1?2 While in the earliest days of the Internet many people imagined
a borderless world in which the regulation of nation-states no longer mat-
tered,’3 now that expectation is beginning to fade away.!* Instead of a truly
global network, the Internet is increasingly a collection of nation-state
networks—networks still linked by the Internet protocol, but for many pur-
poses separate.!®> Today national governments around the world can and do
make laws that govern the content posted on the Internet (or sent via e-
mail). Australia, Canada, Denmark, England, France, Germany, Israel, Italy,
Norway, and Sweden are among the long list of nation-states that have taken
such action.1

Governments in democratic societies are supposed to be responsive to
their citizens, and this responsiveness should extend to considering white su-
premacy online. In the Norwegian case described at the beginning of this
chapter, a citizen-led nongovernmental organization (NGO) prompted the
government to take action against Tore W. Tvedt’s online white supremacy.
The Anti-Racism Center in Oslo filed a complaint against Tvedt, citing his
racist website, and since the Norwegian government had an existing an-
tiracism law on the books that extended to white supremacy online, they
honored their law and responded swiftly.

Individual citizens acting apart from any institutional or governmental af-
filiation can elicit government response. For example, Canadian citizen
Richard Warman has, over the past six years or so, lodged fifteen different
complaints with the Canadian Human Rights Commission against white su-
premacists who use the Internet to persecute Jews, blacks, and gays and les-
bians, among others.!” As with the Norwegian NGO, Warman’s complaints
find traction in Canada, where antiracism laws, including prohibitions
against white supremacy online, are already enacted. Such individual actions
by citizens like Warman do not occur in a vacuum; they take place within
specific national contexts with particular cultural and social histories, and of
course, these contexts vary tremendously.
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In Germany freedom of speech is a central tenet of their view of democ-
racy, and their interpretation of this right includes bans on certain forms of
white supremacy online. For example, the German ban on Nazi emblems,
like the swastika, extends to the prohibition of the sale of such items on the
Internet. To enforce this law, in March 2008 police in eight German states
raided the homes of twenty-three suspects as part of a lengthy probe into the
illegal sale of right-wing extremist literature and audio material. Another
seventy suspects were identified in the investigation, which had begun in
August of 2006 after the German unit of the U.S. online-auction company
eBay Inc. reported the online sale of far-right material. Among the items
seized were twenty-four computers, some fifty memory devices, and approxi-
mately 3,500 right-wing extremist CDs and LPs. According to a spokesper-
son for the Federal Crime Office (BKA), the raids were part of the ongoing
“fight against right-wing extremism on the Internet. These raids demonstrate
that the Internet is not a law-free zone.”!® (Adjudication of this case is still
pending as of this writing.) The Germany Constitutional Framework, em-
bodied in the Grundgesetz, or Basic Law, became the foundation for the Ger-
man constitutional system in the aftermath of World War II. Drafters of the
Basic Law were careful to include broad guarantees of freedom of expression
in order to prevent any recurrence of Nazi-style totalitarianism, with the Ba-
sic Law specifically noting that “there shall be no censorship.”® The
Grundgesetz conditions all rights and guarantees to free speech on preserva-
tion of the right to “human dignity,” that constitution’s most highly prized
value. It is within this framework that German legislators have established
severe penalties for hate speech on the Internet. Even before the emergence
of the Internet, German law prohibited speech that incited racial hatred,? so
with the dawn of the Information Age, lawmakers extended the prohibitions
to the Internet. Germany was the first among Western democratic nations to
regulate white supremacy online with the 1995 passage of its Information
and Communications Services Act (ICSA). The ICSA holds ISPs liable for
knowingly making illegal content available, has established a cybersheriff
who monitors the Internet for objectionable content, and makes it a crime
to disseminate or make accessible materials deemed harmful to children.?! In
1998 the general manager of California-based CompuServe Germany, Felix
Somm, was prosecuted and convicted under the ICSA as an accessory to the
dissemination of Hitler images and Nazi symbols. Somm’s conviction was
overturned in 1999, but the case sent a powerful message to all ISPs that they
can and will be held liable in Germany for the content on their servers.2?
Although the outcome of this one case remains unknown, it reflects a
wider pattern of response from the German government. In 2002 the
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German government adopted a broad strategy to combat right-wing extrem-
ism. The “four pillars,” as they are called, aim to educate all citizens of their
human rights, strengthen civil society and promote civil courage, help inte-
grate foreign nationals into society, and target suspected far-right extrem-
ists.23 This approach acknowledges that it is important and possible to strike
a balance between safeguarding human dignity and protecting freedom of ex-
pression in a democratic civil society. Germany embraces democratic ideals
while seriously addressing the racist, anti-Semitic propaganda that threatens
them. Other Western industrialized democratic nations take similar ap-
proaches, broadening the scope of their existing antiracism laws to address
online racism.

In 2001 the Council of Europe (COE)’s Committee on Legal Affairs and
Human Rights submitted a report titled “Racism and Xenophobia in Cyber-
space.”?* The COE (comprised of forty-seven nations) was founded in 1949
with the ideals of the European Convention on Human Rights as its basis.
The report recommended the COE adopt a protocol that would define and
criminalize the “dissemination of racist propaganda and abusive storage of
hateful message(s).” In 2003 the COE passed the Additional Protocol to the
Convention on Cybercrime, an agreement between member states “to ensure
a proper balance between freedom of expression and effective fight against
acts of a racist and xenophobic nature.”?> There is disagreement among Eu-
ropean nations as to how and when white supremacy online should be ad-
dressed at a governmental level (e.g., a Nazi symbol is illegal in Germany but
not in Denmark). Still, transnational agreements between European Union
(EU)%® member nations address expressions of white supremacy and racism.
In a 2007 vote EU ministers passed a broad antiracism law applying mainly
to racist expressions offline. It took six long years to finalize the wording of
the motion, and in the end some NGOs, like the European Network Against
Racism, complained that the language was too weak.2” The transnational di-
alogue is not perfect, but it is vital, and the cross-border work of such NGOs
is critical to moving the discussion forward.

The Amsterdam-based International Network Against Cyberhate
(INACH) is an NGO that organizes transnational efforts to fight online
white supremacy (www.inach.net). Established in 2002 as a foundation un-
der Dutch law, INACH’s original mission was to connect online complaint
bureaus in a number of different nation-states that were actively monitoring
white supremacy online. INACH has since evolved to include a cross-
national network with fourteen participating states called by one leading ac-
tivist a “model for international cooperation in the fight against cyber-

hate.”?8 Since 2005 INACH has been administered by American Chris Wolf,
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known as a leader in the practice of Internet law and as chair of the ADLs
Internet Task Force. Each year INACH convenes an international confer-
ence of legal, academic, nongovernmental, and antiracism activist-leaders to
address the issue of white supremacy online. Throughout the year, INACH
connects the network nodes—or members—who actively monitor white su-
premacy online from Austria, Canada, Denmark, France, Germany, Latvia,
Moldova, The Netherlands, Poland, Russia, Slovakia, Spain, Sweden,
United Kingdom, and the United States (represented by the ADL). Within
this coalition of nation-states, the United States represents something of an
anomaly. While other democratic nations enshrine free speech as a funda-
mental right for each of their citizens, they have found ways to simultane-
ously preserve their citizens’ right to human dignity.? The American view is
quite different.

Responses to White Supremacy Online
within the United States

In 1999 Richard Machado was the first person to be convicted of using the
Internet to commit a hate crime (discussed in chapter 3). Unlike Tvedt, the
man in the Norwegian case, Machado did not publish a white supremacist
website but rather sent threatening e-mails. White supremacy online forfeits
its First Amendment protection in the United States only when it is joined
with conduct that threatens, harasses, or incites illegality.’® Yet even when
this narrow prosecutorial standard is legitimately met, the law fails to be con-
sistently applied.

Uneven prosecution of hate speech is rooted in racial inequality. The only
individual prosecuted to date for white supremacy online is a Mexican Amer-
ican, which is disturbingly consistent with racial trends in the rest of the U.S.
criminal justice system. There minority men are suspected, arrested, prose-
cuted, and incarcerated differently than are whites. In the lone conviction
for Internet hate speech the victims were Asian and Asian American, who,
because they are often stereotyped as model minorities, might be less likely to
interpret and then condemn their harassment as part of systemic discrimina-
tion. The victims’ lack of public recrimination only made it easier for those
outside the case to ignore any connection it had to white supremacy.

When Bonnie Jouhari reported that she and her daughter were being tar-
geted by Roy E. Frankhouser’s online threats, local authorities in Reading,
Pennsylvania, neglected to enforce the law, believing that to do so violated
Frankhouser’s right to free speech. Jouhari’s biracial daughter and work at
HUD assisting minorities made their household a target for white supremacist
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harassment, and her gender situated her as a comparatively powerless member
of society, thus rendering her initial attempts to get protection from the legal
system ineffectual because her complaints were given less legitimacy. Inter-
pretation of the First Amendment and what speech it protects is often in the
hands of local law-enforcement officials, and so Jouhari was powerless when
they refused to assist her. Eventually Frankhouser was prosecuted only after
additional legislation was passed by Jouhari’s employer, the Department of
Housing and Urban Development (HUD), which moved to create new legis-
lation to protect employees from racially-motivated harassment.

And though William A. White posted to his website threatening messages
along with the names, addresses, and telephone numbers of the African
American youth involved in the Jena 6 case, as of this writing he has not
been prosecuted. Why White remains free is troubling, as he is well known
to local and federal law-enforcement officials.’!

The prosecution of white supremacy online3? seems to rely on racialized
notions of whose speech is protected (white supremacists Frankhouser and
White) and whose is not (Mexican American Machado). Sadly, rather than
prosecuting online white supremacy, the United States prefers to hide behind
a technolegal stance and advocate filtering software.

Technolegal Responses

In fall of 1999 the U.S. Congress held hearings on hate crime on the Internet
(mentioned in the opening of this chapter). Following the hearings, legislators
decided that mandating Internet-filtering software was the best way to deal with
white supremacy online. Filtering software uses key themes or words (e.g., racial
epithets) to block some websites from appearing in searches. With filtering soft-
ware installed, a search-engine query for information that is on the blocked list
will trigger a pop-up window to appear that informs the user that the site they
are searching for is prohibited; none of the text or images from that site load into
the user’s browser. In 1999 Congress attempted to require public libraries to use
filtering software capable of screening out white supremacist (and porno-
graphic) sites on computers used by children. The proposed legislation would
also have required Internet service providers (ISPs) to offer the necessary soft-
ware to their customers free or at cost. The legislation also made teaching and
demonstrating how to make explosives a crime. This bill failed to pass into law,
largely opposed due to concerns about the First Amendment and protection of
free speech. While national efforts have been unsuccessful, one state, Arizona,
passed a law in 1999 that mandates public schools and libraries use filtering soft-
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ware. In practice, even without that legislative requirement, most public li-
braries and schools in the United States frequented by children do use filtering
software. Since 1999 the issue of white supremacy online has failed to receive
national legislative attention,? an approach both deeply flawed and character-
istically American.

For a number of reasons filtering software is grossly inadequate to addressing
white supremacy online. First, it offers a technological solution to what is an
inherently social problem, and such solutions are doomed to failure. Also, the
software typically blocks only certain predetermined words and themes, which
the deceptive cloaked sites will have no trouble sidestepping. Furthermore, fil-
ters frequently block sites not intended for censorship. For instance, a block
programmed to exclude any sex-related sites will include terms that also appear
on legitimate sites, filtering out any websites about breast cancer or other med-
ical concerns in addition to pornographic sites. In a related issue, the filtering
software infringes on the First Amendment rights of children. Chris Hansen, a
senior lawyer with the ACLU who specializes in Internet matters, argues that
children have the right to obtain material, such as sexual- and reproductive-
health information—even if some adults find the information offensive. In ad-
dition, children who may be wondering about their own gender or sexual iden-
tity are usually blocked from exploring LGBT() sites because gay civil rights
organizations are included under the filtering umbrella of pornography.3+

In the early days of the Internet, when Congress first held the hearings
on hate crime and the Internet, anything associated with the online world
elicited an air of panicked moralizing; managing online white supremacy
with filtering software was a quintessentially American response. The deci-
sion was premised on an unwavering faith in American ingenuity to con-
quer all obstacles, completely ignored race as central to the problem, and in-
cluded a market-based approach that relied on software companies to
produce and sell filtering programs as the centerpiece in combating white
supremacy online. If the proposed legislation had passed, it would have re-
quired all public schools and libraries to install filtering software. The one or
few private companies who won those contracts would have enjoyed an eco-
nomic windfall, yet white supremacist content online would have continued
to proliferate, unchecked. And so passing legislation to mandate filtering
software would have profited the few, confirmed the American can-do
mythology, and entirely ignored white supremacy’s racial component. On-
line white supremacy can be addressed, but not through a solution that re-
lies exclusively on market-based strategies and benefits an elite few while
discounting a racial analysis.



168 —~ Chapter Nine

Market-Economy Responses

The American approach to handling white supremacy online has routinely
featured market-economy responses from leading companies in the Internet
industry, most notably AOL (America Online) and Google. AOL, the In-
ternet division of Time Warner, has emerged as the world’s largest Internet
service provider (ISP), with some 21.7 million subscribers in the United
States and Europe as of 2005.3> Unlike other ISPs, AOLs original business
model was known as a walled-garden model—that is, they offered a propri-
etary network of content, online shopping, and other services to AOL paid
subscribers only. This changed in June 2005 when AOL began offering free
access to certain features and content. Even after this shift, AOL continues
to advertise itself as a safe Internet environment. Jonathan Miller, the com-
pany’s CEO, was asked in an interview whether or not there was still reason
to subscribe. He said, “Yes, because AOL in part—in particular for kids—is
very much tied up in providing a safe environment.”¢ AOL has fairly ag-
gressively marketed itself as a safe online space because of its vigilance
against pornography, though they have paid comparatively little attention to
racism online. The Rules of the Road, or Terms of Service (TOS) agreement,
used by AOL prohibits attacks based on personal characteristics like race, na-
tional origin, ethnicity, or religion. Yet AOL provided hosting for the web-
site of a KKK group, The Knights of the Ku Klux Klan—Realm of Texas, and
did not regard the site as violating its terms of service. It was in this context
that the Anti-Defamation League (the ADL) challenged AOL to adhere to
its own TOS agreement, which states that AOL has the right to “remove
content they deem harmful or offensive,” and remove the Klan website.3?
AOL declined, arguing that even the KKK’s racism is protected under the
First Amendment, and pointed out that the AOL search engine does block
the use of some terms. AOL prohibits the search of terms like nigger, kike, slut,
and whore in their Member’s Directory and its site. Nor can member profiles
include such words.38 While AOL has been criticized by activist groups like
the ADL for its inconsistent enforcement of its own TOS agreement, white
supremacists like David Duke see such enforcement as infringing on their
constitutional right to free speech. Duke posted the following to his personal
website in 2002:

The ADL works to ensure that commercial ISPs create terms of service that
limit what their users can read or say. By lobbying commercial carriers to
censor their users, the ADL achieves [sic] their aim of outlawing free speech
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and expression without the contraints [sic] of the First Amendment’s pro-
tections.??

Here Duke sounds like any other American concerned about encroach-
ment on his civil liberties. Duke’s rhetoric, when separated from the anti-
Semitism in the rest of his post, fits seamlessly with that of others who would
argue that the First Amendment is intended to protect his speech. Non-
governmental organizations like the ADL can bring political pressure to bear
on Internet-industry companies, like AOL, to get them to enforce their own
TOS agreements. But when the First Amendment is popularly seen to pro-
tect white supremacy online, Internet companies are put in a difficult posi-
tion. From the perspective of AOL, they are caught between upholding a
constitutional right and removing content that is clearly offensive and in vi-
olation of their TOS agreement.

Google, the search engine company whose motto is “Don’t be evil,” has
had its own encounters with white supremacy online. In 2004 Steven Wein-
stock (described in press accounts as “a real estate investor and former
yeshiva student”) did a Google search using the term Jew and was shocked to
find that Frank Weltner’s anti-Semitic website JewWatch.com appeared first
in the Google search results. Weltner, you will recall, is the white suprema-
cist who also published the cloaked sites soliciting donations for victims of
Hurricane Katrina and maintains the cloaked American Civil Rights Review
site (discussed in chapter 7). Weinstock began an online petition in an effort
to get Weltner’s site removed from the Google index that produces search
results. He hoped that if he could amass fifty thousand requests to remove
the site, Google would comply. Although his petition fell far short of this
goal (he got about 2,800 signatures), it would not have mattered. According
to Google spokesperson David Krane, the company “can’t and won’t change”
the ranking for Jew Watch, regardless of how many signatures the petition at-
tracts. Krane went on to say that “Google’s search results are solely deter-
mined by computer algorithms that essentially reflect the popular opinion of
the Web. Our search results are not manipulated by hand. We’re not able to
make any manual changes to the results.”

This is both true and not true. Google receives about thirty requests per
month to remove specific pages from its search results, usually because of al-
leged copyright or trademark infringement, and Google complies with most
of these requests, even though many of those pages are located on servers
outside the United States.?! When Google issued the statement through
Krane, it was true that Google was not in the habit of altering the results of
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their algorithm based on political content, but by 2006 Google had followed
chief competitor Yahoo! Inc. into China. In order to receive permission from
the Chinese government to gain access to its enormous market, Google
would first have to restrict the results of their algorithm to block any sites
about human rights, democracy, Tibet, Taiwan, and the Tiananmen Square
uprising. At the World Economic Forum in Switzerland, Google CEO Eric
Schmidt explained the decision-making process this way: “We concluded
that, although we weren’t wild about the restrictions, it was even worse to
not try to server those users at all. We actually did an evil scale.”* Google
executives said that its approach in China would be to notify users when re-
sults had been blocked by the government.

Google applied a similar strategy to search results for Jew. Weltner’s Jew
Watch site is still first in Google’s search-engine results, but in response to
protests by Weinstock and intervention by the ADL,* above the result for
Jew Watch is a message from Google warning of “offensive search results”
(google.com/explanation), with small text on that page that reads “We’re
disturbed by these results as well,” followed by an invitation to “Please read
our note here.” For those who follow the link, Google offers a lengthy expla-
nation with this central argument:

A site’s ranking in Google’s search results relies heavily on computer algo-
rithms using thousands of factors to calculate a page’s relevance to a given
query. Sometimes subtleties of language cause anomalies to appear that cannot
be predicted. A search for Jew brings up one such unexpected result.44

The “subtleties of language” that Google attributes causality to here are
the distinction between Jew and Jewish in common usage. Google’s explana-
tion page points out the social and political context of the usage of these two
words in which the former is “often used in an anti-Semitic context” and the
latter is more likely used by members of the community talking about their
faith. This acknowledgment of the anti-Semitic context marks a curious and
impartial departure from the usual business of search engines in which infor-
mation is presumed to be free of social and political context. It is curious, be-
cause there is no similar disclaimer above the search-engine results for a
search for other common racial (or sexual) epithets, such as a common racial
epithet for African Americans. And it is impartial because, along with
Google’s disclaimer about anti-Semitism, the Google algorithm also returns
related searches, including Jew jokes.

The responses to white supremacy online from Internet-industry giants
AOL and Google may seem contradictory at first. AOL wants to provide a
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safe environment yet allows KKK websites. Google claims the company op-
erates according to its motto “Don’t be evil” though Jew Watch remains at
the top of the search returns and the company blocks prodemocracy websites
for users in China. These responses are not all contradictory when viewed
through the lens of a cyberlibertarian interpretation of the First Amendment
and neoliberal capitalism. The cyberlibertarian ethos that information exists
apart from social and political context (e.g., information wants to be free) al-
lows white supremacy online to continue unchecked and is beneficial to the
Internet industry as a whole.> For Internet companies operating within the
framework of a cyberlibertarian ethos and neoliberal capitalism, matters of
race are always viewed as irrelevant unless and until they are seen to be in-
terfering with the smooth operation of the market system. Of course, the sup-
posedly free-market approach of neoliberal capitalism relies heavily on na-
tion-states to operate. Nation-states, by maintaining the rule of law, provide
the infrastructure necessary for companies like AOL and Google to operate.
AOL and Google could not exist in the anarchy that prevailed in Russia in
the 1990s or in the failed states of Africa, where the lack of basic public
goods would make thriving Internet businesses impossible.*® As long as the
status quo of white supremacy online does not threaten the profits for those
in charge of large corporations and their shareholders, racism will continue
to be regarded as irrelevant.

If someone posted online their clear intention to violate the prohibition
against discrimination in housing, guaranteed by the Civil Rights Act of
1964, then surely that would constitute a form of white supremacy online
that the courts would address. Or so thought some activist lawyers in
Chicago. It was this logic that prompted the Chicago Lawyers’ Committee
for Civil Rights Under Law to file suit against the online classified advertis-
ing site Craigslist.org, arguing it violated the Fair Housing Act when real es-
tate ads displayed racially discriminatory statements like “no minorities.” A
judge in the Seventh Circuit Court of Appeals ruled that Craigslist.org was
not responsible for the listings, as they were simply a messenger and should
not be liable for the content of the ad. Furthermore, the judge in this case
ruled that monitoring the ads for discriminatory language was “impractical,”
due to the “complexity of the task.” And, indeed, the model developed by
Craigslist founder Craig Newmark relies on an extremely small staff of peo-
ple to run the site (fewer than twenty people), while users throughout the
world do the bulk of the work of posting and responding to ads. Any user on
any Craigslist can flag a post as inappropriate, but this is a far cry from the
site itself eliminating racist ads in clear violation of the Fair Housing Act. In
effect, the judge in this case ruled in favor of the market economy, giving
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Craigslist a free pass because to do otherwise would be “impractical” and
“complex.”? Given the expansion of white supremacy online, the simulta-
neous unwillingness of U.S. courts to address it, and the ineffectiveness of
technolegal and market-economy responses, the task of responding to white
supremacy online in the United States is left principally to three NGOs and
the rare individual.

NGO s in the United States Fighting White Supremacy Online

The effort to combat white supremacy online in the United States is led by
three nongovernmental organizations: the Anti-Defamation League (ADL),
the Simon Wiesenthal Center, and the Southern Poverty Law Center
(SPLC). The ADL (adl.org) is the oldest of these, founded in 1913 to “stop,
by appeals to reason and conscience and, if necessary, by appeals to law, the
defamation of the Jewish people.” Their mission includes monitoring and
taking action against white supremacy online. Currently led by Abraham
Foxman and headquartered in New York City (with twenty-nine offices
across the United States), the ADL has an annual budget of over $50 mil-
lion.* Brian Marcus, a scholar and activist, serves as director of the ADL’s In-
ternet Monitoring Unit, comprised of a team of investigative researchers and
analysts who, since 1985, have gathered information about white supremacy
online from their New York offices. Over the last twenty years the ADL has
expanded their Internet monitoring to include the monitoring of extremists
of all types, including Islamic terrorists. The ADL shares the information col-
lected with law enforcement via a number of mechanisms, including pub-
lished reports, e-mail newsletters, and professional trainings. A valuable
source for law enforcement is the ADL Law Enforcement Agency Resource
Network (adl.org/LEARN), an online resource that receives over a million
visitors per year. The ADL is also the only NGO in the United States that is
part of the International Network Against Cyberhate (inach.net).

A major resource in the effort to combat white supremacy online and off-
line is the Simon Wiesenthal Center (wiesenthal.com). The Wiesenthal
Center is an international Jewish human-rights organization with a major
presence in the United States, primarily in Los Angeles and New York, and
an operating budget of just over $35 million. The center includes a values-
based educational effort aimed at confronting anti-Semitism, racism, and
hate; teaching the lessons of the Holocaust for future generations; and con-
fronting Islamic terrorism, a relatively new emphasis. The center’s educa-
tional efforts are administered primarily through the Museum of Tolerance in
Los Angeles and the New York Tolerance Center. Digital Terrorism and Hate,
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the annual interactive report (CD-ROM) produced by the center, analyzes
over six thousand problematic website portals, terrorist manuals, blogs, chat
rooms, videos, and hate games on the Internet that promote racial violence,
anti-Semitism, homophobia, hate music, and terrorism. The report is based
on data collected by a team of researchers led by scholar-activist Mark Weitz-
man, the director of Task Force Against Hate and Terrorism (Weitzman also
serves as director of the New York Tolerance Center), and Rabbi Abraham
Cooper, associate dean of the center. Translated into multiple languages, the
report is distributed to government agencies, community activists, educators,
and members of the media as part of the center’s broader educational efforts
to teach tolerance.

The Southern Poverty Law Center (splcenter.org) based in Montgomery,
Alabama, has an annual operating budget of around $37 million and an
endowment of approximately $200 million. When founded in 1971, the
SPLC was originally the small civil rights law firm of Morris Dees and Joe
Levin, two lawyers committed to fighting for racial equality through the
courts. Since 1981 the SPLC has been monitoring extremist white suprema-
cist activity throughout the United States. Additionally, the SPLC has de-
veloped a K-12 curriculum for teaching tolerance and respect in U.S.
schools. Dees and Levin pioneered the legal strategy of filing civil suits
against white supremacists for activities offline that escaped the reach of
criminal prosecution. One of the SPLC’s notable lawsuits was in response to
the murder by skinheads of an Ethiopian immigrant in Portland, Oregon.
The skinheads who beat this man to death were acolytes of White Aryan Re-
sistance leader Tom Metzger. In October 1990 attorneys for the SPLC won a
civil case on behalf of murdered hate-crime victim Mulugeta Seraw’s family
against Tom Metzger and his son John Metzger for a total of $12.5 million.*
The SPLC, through the efforts of Mark Potok, who heads the Intelligence
Project, is also actively engaged in monitoring white supremacy online, and
they keep an extensive archive of websites, blogs, and chat rooms associated
with extremist groups based in the United States.

It is worth briefly mapping out the conceptual differences between these
three premier organizations. The ADL is a Jewish organization with a pri-
mary focus on anti-Semitism online as well as racism. As the Internet Mon-
itoring division has expanded their work, they have broadened their scope to
include all types of political extremism, such as Islamic extremists. Similarly,
the Simon Wiesenthal Center is primarily focused on anti-Semitism and
casts a wide net when collecting the six thousand “problematic” Web sources
for their Digital Hate and Terrorism report, which includes white supremacists
as well as Islamic terrorists. Of the three organizations, the SPLC is the most
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narrowly focused on white supremacist groups in the United States. While
the SPLC does not actively monitor Islamic extremists, it does include black
separatist groups in its tracking data. There is, as far as I can tell,>° some co-
operation between the three organizations but very little, if any, strategically
coordinated efforts at addressing white supremacy online. In part, this has to
do with the different missions that overlap significantly but not completely
or seamlessly. In part, the lack of strategic coordination has to do with the
unique histories and constituencies of each organization. These divergent
backgrounds mean that, for each organization, there is a slightly different
definition of the problem that overlaps or diverges from the organizations’
missions in various ways. In an ironic turn, the widening focus of the ADL
and the Simon Wiesenthal Center to include Islamic extremists converges
with the U.S. government’s interest in fighting terrorism in the post-9/11 era.
Similarly, the SPLC’s widening scope to include black separatist groups con-
verges with the long history of the U.S. government’s interest in monitoring
domestic black-nationalist groups. While Islamic extremists are certainly a
source of violent anti-Semitism, it is difficult to see how black-nationalist
groups pose a serious threat to a democratic society within the context of
decades of targeted violence and harassment by the U.S. government itself.
My point here in mapping out these areas of similarities and differences in
strategies between and among these organizations is to illustrate how the
understanding shifts depending on the lens: if the lens is extremists world-
wide, with an emphasis on anti-Semitism, then Islamic extremists are in-
cluded with white supremacists. If the lens is extremists solely in the United
States with a focus on race, then black separatists are included. When
mapped in this way, the efforts the ADL, Simon Wiesenthal Center, and
SPLC set in sharp relief a broader failure within American society as a whole
to address embedded white supremacy in a meaningful way within its cultural
and social institutions.

Individual Efforts within the United States

Some have argued that the most appropriate response to white supremacy
online is for individual computer users to infiltrate white supremacist web-
sites to try and change the discursive subculture.’! Others have hacked hate
websites to disrupt their Internet service.”? Perhaps the most significant re-
sponse from an individual activist in the United States to white supremacy
online was that of David Goldman. Goldman, a Harvard Law School librar-
ian, created a website in 1995 called Hatewatch, the first site to track white
supremacy online. Goldman’s Hatewatch attracted incredible media cover-
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age and Web traffic, at one point attracting one million visitors a year.”? It
also attracted controversy. In 2000 film critic Roger Ebert launched a
scathing public attack on Goldman at the Conference on World Affairs for
linking to hate sites. Ebert argued that Hatewatch gave free publicity to
haters, providing a “virtual supermarket” for those interested in finding white
supremacy online. Ebert also criticized Goldman for his failure to offer any
critical analysis of the racist propaganda at these sites (unlike the ADL and
Simon Wiesenthal Center that point out the lies and distortions).>* A year
later, in 2001, Goldman stopped maintaining the site.>> He said it was not
because of the criticisms he had received but because he felt that the site had
done its job. “We have succeeded in fulfilling the mission we set for our-
selves,” he wrote in a farewell message posted on the site. Goldman was
bolstered by news that “hate sites simply weren’t proving to be such power-
ful recruitment tools as many had feared.”>® Goldman’s assessment is inter-
esting in light of the earlier discussion about social-movement recruitment
and the Internet. His view coincides with my own analysis that brochure
sites with static displays of information are not effective mechanisms for
social-movement recruitment. However, Goldman disbanded Hatewatch in
2001 just prior to the phenomenal increase in participation at Stormfront.
Still, no one can blame Goldman for wanting to stop monitoring white su-
premacist websites after six years; it is difficult, sometimes courageous, and
often thankless work. Individual approaches such as Goldman’s brave (if per-
haps a bit misguided) actions ultimately offer limited effectiveness on a broad
scale (and tend to be site-specific and small scale).

Valuing Free Speech Differently

Free speech is among the most highly valued ideals in mainstream American
culture. This ideal is tied to Enlightenment philosophical traditions of rea-
son and tolerance. Yet this supposedly shared American value of free speech
seems less than ideal when viewed by those who are targets of hate speech.
For example, a 2005 Knight Foundation study of U.S. high school-aged stu-
dents found that African American students (43 percent) and Hispanic stu-
dents (41 percent) were more likely than white students (31 percent) to
think the First Amendment “goes too far” in the rights it guarantees.’” Such
findings from public-opinion polling suggest that at an early age young
African American and Hispanic people realize that the ideal of free speech
does not apply to them equally; thus they evaluate the First Amendment less
favorably than white youths. The findings also suggest an epistemology that
begins with an understanding of racial inequality and an ethic of caring
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(about the victims of hate speech) at the center of analysis. When divorced
from this analysis of racial inequality and ethic of caring, however, it is clear
that in the United States white supremacy online benefits from near absolute
First Amendment protection.”8

The Cyberhate Divide: How the U.S. Response Affects
Global Response to White Supremacy Online

Given the nearly unanimous international adoption of regulations restricting
online hate speech, the United States stands alone in its support of free
speech—including white supremacy online.”® One scholar has called these
divergent approaches to white supremacy online the U.S./Europe cyberhate
divide.® Global efforts to combat white supremacy online are seriously un-
dermined by the U.S. position in a number of ways.

The cyberhate divide also means that the United States becomes the lo-
cation of choice for white supremacists worldwide who wish to post their
hate speech online without fear of prosecution. This practice is what another
scholar has referred to as “importing” hate.o! It is possible to prosecute some-
one within one national jurisdiction for material on the Web that is hosted
on a server in the United States, and this is what happened in the Norwe-
gian case. Tvedt’s Vigrid website was hosted on a U.S. server, yet he was
successfully prosecuted. Even so, because U.S.-based servers allow for such
content, fighting white supremacy becomes an international game of whack-
a-mole: hate material is quashed in one jurisdiction only to pop up in an-
other. And this is exactly what happened in Tvedt’s case: after serving one
year in prison and denied a Web presence for one year, Tvedt was released
from jail and put his site back online.

In addition, the United States exports white supremacy via the Internet.
The majority of white supremacist sites online are created by Americans and
hosted in the United States. Given the global nature of the Web, these sites
made in the United States are, then, available anywhere in the world, even
in countries where the material is illegal.

An important example of the very literal way that U.S.-based under-
standings of First Amendment protections for white supremacy online get
exported around the world is the France v. Yahoo! Inc. case.®? In 2000 two
French NGOs, the International League Against Racism and Anti-Semitism
(LICRA) and the Union of Jewish Students, filed a complaint in the French
courts against Yahoo! Inc., the Cupertino, California~based Internet com-
pany. LICRA and the Union of Jewish Students charged that Yahoo’s auc-
tion sites, available through the company’s French-based affiliate Yahoo.fr,
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allowed Nazi memorabilia to be sold in France where such materials are ille-
gal. The French courts ruled in May 2000 that Yahoo! Inc. was in violation
of French law and must therefore “make it impossible” for Internet users in
France to access any Yahoo! websites that auction anti-Semitic material.
CEQ Jerry Yang refused to comply with the judge’s decision, saying, “We are
not going to change the content of our sites in the United States just because
someone in France is asking us to do s0.”> When Yang failed to comply, the
French courts began levying fines against Yahoo! Inc., costing the company
estimated millions.

What followed was a years-long legal battle between France and Yahoo!
Inc. fought in both French and U.S. courts that hinged in a very central way
on the ability of individual nation-states to control white supremacy online
in a global context. On the one side were the antiracism activists who argued
that French laws applied to Internet content. One lawyer representing the
French groups said, “There is this naive idea that the Internet changes every-
thing. It doesn’t change everything. It doesn’t change the laws in France.”¢4
On the other side were leading figures in the United States who adopted a
cyberlibertarian approach, such as MIT’s Nicholas Negroponte, who said,
“It’s not that the laws aren’t relevant; it’s that the nation-state’s not relevant.
The Internet cannot be regulated.”® This “impossibility” argument was the
main tenet of Yahoo! Inc.’s defense; they argued that to limit what Internet
content users in one geographic location (e.g., France) could access on the
Internet was an impossible technological request.% Yet this claim was at odds
with the shifting technological and political reality of the Internet. A key
turning point in the case was evidence introduced about new technology, re-
ferred to as geo-ID, that could identify and screen Internet content on the
basis of geographical source.

In 2001 Yahoo! Inc. seemed to change course and embrace the geo-ID and
governmental control of the Internet. Early in that year the company issued
a statement that it would stop selling Nazi memorabilia on sites available in
France, citing bad publicity rather than the judge’s ruling. Later in 2001 Ya-
hoo! Inc. contracted with a geo-ID firm to target advertising to Web visitors
in geographically specific locations. Then in the summer of 2002 they signed
an agreement with China called the Public Pledge on Self-discipline for
the Chinese Internet Industry. By signing this pledge Yahoo! Inc. won a lu-
crative contract to provide Internet services for China with the condition
that it would block any content the Chinese government deemed objection-
able, such as prodemocracy websites. Despite this seeming shift toward em-
bracing the possibility of government control of the Internet, in 2005 Yahoo!
Inc. filed a countersuit in California against the French government for the
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decision in the Nazi memorabilia case, and the 9th U.S. Circuit Court of Ap-
peals said it would rehear some arguments in the case.®? As of this writing,
there has been no decision in this case, but the lengthy court battle and
Yahoo! Inc.’s conflicting stance on whether and when to cooperate with na-
tion-states who want to control Internet content is telling. In the French
case, Yahoo! Inc. resisted the French government’s efforts to protect its
citizens from Nazi memorabilia; in the Chinese case, Yahoo! Inc. was com-
plicit in the antidemocratic wishes of the Chinese government to prevent its
citizens from accessing texts about democracy. The decisions by U.S.-based
Internet companies that operate globally have an impact well beyond the
geographic borders of their home country.

The United States holds a disproportionate amount of economic resources
and wields an extraordinary amount of cultural and military power in the
global context. Therefore U.S. policies exert an enormous amount of influ-
ence over the rest of the world. In protecting white supremacy online the
United States dramatically reduces the likelihood that nations who wish to
regulate it will be able to do s0.9® For other democratic nations white su-
premacy online is viewed as an important human-rights issue, based on a col-
lective awareness of historical inequality. Reflecting on past confrontations
with Nazis and other extremists, most Europeans feel that their concerns
about white supremacy online are more than justified.®” In contrast, the pre-
vailing view in the United States is one of intentional disregard and indif-
ference, in which U.S. policymakers are virtually absent from the interna-
tional scene. For example, in 2000 the United States failed to send any
representatives to an international conference on Internet extremism hosted
by the German justice minister.”® This is not the first time that the United
States has stood apart from the international democratic community on is-
sues of human rights.

The United States hesitated for forty years before ratifying and imple-
menting a key international UN human-rights convention. For years the
U.S. Senate rejected human-rights treaties on the grounds that they dimin-
ish basic rights—including the First Amendment right to free speech—
guaranteed under the U.S. Constitution. Among the other justifications for
not ratifying the terms of the 1948 Genocide Convention was an assertion
that the treaty would violate states’ rights, promote world government, en-
hance communist influence, subject citizens to trial abroad, threaten the
United States’ form of government, and increase international entangle-
ments. In 1988, after decades of work by Senator William Proxmire, the
United States finally ratified and enacted into national law the Genocide
Convention Implementation Act. At that point it became illegal under U.S.
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law for any group or individual to “directly and publicly incite another” to vi-
olate the 1948 Genocide Convention, including inciting racial or ethnic ha-
tred. To date, this is the only international human-rights norm with media
consequences to be incorporated into U.S. law.”! And it seems reasonable to
suggest that this international law be leveraged to effectively fight white su-
premacy online transnationally. The biggest barrier to this is the United
States, for not only is it indifferent to addressing this issue within the global
democratic community, but it also simultaneously undermines such efforts
abroad by operating as a safe haven for white supremacy online and serving
as the primary creator of this content available globally.

The resistance to restricting white supremacy online betrays an ignorance
about both the history and contemporary reality of racial inequality in the
United States. Often the embrace of restrictions for white supremacy online
in other countries is contextualized by reference to specific histories of op-
pression, from which the United States is presumably free. For example, in
Goldsmith and Wu’s Who Controls the Internet?, the authors briefly offer an
explanation for why some countries ban hate speech online. They write,
“Germany bans Nazi speech for yet a different reason, the same reason that
Japan’s Constitution outlaws aggressive war: it is a nation still coming to grips
with the horrors it committed in its past, and it is terrified that they could
happen again.””?

Here Goldsmith and Wu locate aggression, war, and “horrors” within other
countries and within a distant past, far removed in time, distance, and polit-
ical reality from the contemporary American context. The authors here also
read a kind of neurosis into these national responses, saying Germany and
Japan are terrified that this could happen again, not, say, that they are “tak-
ing reasonable precautions” or “learning the lessons of history.” Thus, while
the history of fascism and totalitarianism is seen as relevant for understand-
ing restrictions on white supremacy online in Germany and Japan, there is a
tendency in the United States to ignore or downplay the formative effects of
colonialism, slavery, ongoing and systemic racism, and the white racial frame
on the acceptance of white supremacy online.

Free Speech, Freedom from Hate:
Cyberlibertarians vs. Critical Race Theory

Cyberlibertarians like John Perry Barlow view Internet regulation as anti-
thetical to principles of freedom in cyberspace and in the U.S. Constitu-
tion. The cyberlibertarian view holds that “a select number of essential
freedoms—including freedom of speech—are understood to be absolute
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and not negotiable or subject to being balanced.”” For cyberlibertarians,
white supremacy online is a trivial concern compared to the regulation of
white supremacy online, which is viewed as a more serious threat. For
those who adopt this view, the stories of the Norwegian man arrested for
authoring a white supremacist website or the raid on Germans who used
eBay to trade in Nazi memorabilia are cautionary tales about what hap-
pens when free speech gets trampled. Indeed, they view the regulation of
the Internet as perhaps the most important threat to the civil rights in the
digital age, to the exclusion of all other threats.

Mike Godwin,? author of Cyber Rights: Defending Free Speech in the Digi-
tal Age,” argues convincingly for the need to protect freedom of expression
as a fundamental right for ensuring individual liberty in a democracy. In a
chapter of his book called “When Words Hurt: Two Hard Cases about On-
line Speech,” Godwin takes on the critique of feminist legal scholar Cather-
ine MacKinnon, who argues that words have power to harm.” Her argument,
consistent with that made by critical race theorists, claims that beyond in-
stances in which words incite people to act in violent ways, some words enact
domination and oppression. Godwin takes this claim and uses it to shore up
his assessment that free speech is to be valued above all other rights:

The reason freedom of speech matters is that words do have power—they can
inspire both pleasant and unpleasant thoughts and feelings in the minds of
others. If speech and expression didn’t matter—if they weren’t able to have
such a strong effect on us much of the time—far fewer of us would feel the im-
pulse to ban or restrict what other people say. But neither would so many of us
defend free speech as vehemently as we do.”?

Here Godwin acknowledges the power of words and reaffirms the need to
protect free speech. Yet Godwin frames his analysis in this chapter in such a
way as to trivialize’ the power of words and the critique of that power offered
by MacKinnon.” Godwin’s assessment of the importance of free speech rests
on an analysis of the Internet, and the exchange of information it facilitates
as existing apart from political and social context. Such an analysis does not
take race into consideration and offers no mechanism for evaluating claims
for racial or social justice against the protection of free speech.

Godwin’s cyberlibertarian frame of free speech as separate from a social
and political context systematically disadvantages some members of society
while it privileges others. For example, the lived experience of Bonnie
Jouhari and her daughter illustrates the way this interpretation of free speech
online can have real consequences for people’s lives. The ethos that “infor-
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mation wants to be free” means that Bonnie Jouhari and her daughter are less
free. Framing white supremacy online exclusively as a free-speech issue si-
multaneously enables the formation of a translocal white identity through
the Internet and shifts focus away from any analysis of the human rights of
those targeted by violent white supremacy online, people who are members
of already marginalized groups. Arguments in favor of an absolutist interpre-
tation of the First Amendment are the product of historically, socially, and
culturally situated knowledge.

Many of the first-developed technological advances that gave rise to the
Internet were created in Northern California, much of it in and around Palo
Alto Research Center (PARC).8 Following those technological innovations
were a remarkable series of innovations in business that gave rise to a new in-
dustrial sector centered in San Jose, California, just south of San Francisco,
in an area dubbed Silicon Valley. The inequalities of race, class, and gender of
the broader social context were reinscribed within this newly developed in-
dustrial sector.8! Given this confluence of cybertechnology and Internet in-
dustry in one geographic region, it is not surprising that a particular set of so-
cial and cultural commentators emerged alongside these milieux and shaped
our view of cyberculture. Cyberlibertarians Barlow and Godwin are part of
this cultural milieu, and their view of free speech is a product of this setting.
Critics outside the United States, such as Richard Barbrook, have argued
that beyond the “techno-mysticism” (for example, in Barlow’s Manifesto) is a
legitimating ideology for a nineteenth-century form of nasty, brutish capital-
ism. Barbrook argues that those who share this perspective envision the In-
ternet as a sort of unregulated marketplace usually found only in economics
textbooks. Barbrook (with Cameron) writes, “Instead of supporting a caring
society, they hope that technological progress into the twenty-first century
will inevitably lead back to nineteenth-century ‘tooth-and-claw’ capital-
ism.”82 While Barbrook’s critique errs in its hyperbole, the cyberlibertarian
view of free speech does support an analogous cyberlibertarian model of busi-
ness that is peculiar to a specific geographic, temporal, social, and cultural
context. The cyberlibertarian view of the Internet is one rooted in a partic-
ular American geography imbued with a frontier ethos, tied to both a free-
market analysis of the Internet and a very recent (mis)reading of the First
Amendment as an absolute protection of all speech. Barlow’s pithy aphorism
that in cyberspace the First Amendment is a “local ordinance” takes on new
meaning when we consider the specific context of the emergence of an ab-
solutist defense of free speech online. Of course, this is not a view of the First
Amendment that is universally shared, even within the United States.
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Critical race theorists take a different approach to the First Amendment.
Writing from a critical-race perspective in the introduction to their volume
Words that Wound, legal scholars Mari J. Matsuda, Charles R. Lawrence III,

Richard Delgado, and Kimberle Crenshaw address those who defend an ab-
solutist view of the free speech in the following:

Words like intolerant, silencing, McCarthyism, censors, and orthodoxy are used to
portray women and people of color as oppressors and to pretend that the pow-
erful have become powerless. . . . Stripped of its context, this is a seductive ar-
gument. The privilege and power of white male elites is wrapped in the rheto-
ric of politically unpopular speech.8

At the same time that critical race theorists argue that we should enter-
tain the absolutist free-speech arguments, they also contend that we should
place the stories of the victims, those on the receiving end of hate speech, at
the center of our analysis. Indeed, when we reframe white supremacy online
such that at the center of our analysis is the damage to the dignity of human
beings, the issue looks quite different than when framed exclusively as an is-
sue of free speech. This may be a more challenging task within the Informa-
tion Age in which there is a plethora of multivocal stories to be heard; it is
not impossible.

Critical race theory faces other, very real, challenges in the digital era.
One particularly strenuous critique of the speech act perspective (the notion
that speech constitutes action and a central feature of critical race theory) is
Judith Butler’s critique.8* Butler incorporates MacKinnon’s argument about
speech enacting gender oppression with the critical race theorists’ argument
that words wound in the realm of racial oppression. Butler argues that when
race and gender scholars emphasize the damage that words can do, they of-
ten fail to fully take into account the state’s ability to powerfully enact words
in a way that has the potential to harm real people in life-altering ways. In
an analysis of white supremacy, such as the one at hand, it seems that the
racist state, as David Theo Goldberg argues, is a powerful force for maintain-
ing racial inequality.®> Given that the racist state implements systemic
racism, most notably through the criminal-justice system, the notion that the
state might be an effective arbiter of white supremacy online seems deeply
flawed. This is a different argument than the content-free version offered by
cyberlibertarians. Furthermore, while critical race theory offers a powerful
critique of racist hate speech, it inadequately addresses the more sophisti-
cated forms of white supremacy online, such as cloaked sites and the vast
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number of posts at Stormfront, many of which do not meet the legal standard
of hate speech.

Conclusion

The move from print to digital media marks a new, global and Internet-
worked era of white supremacy online that requires global responses. Free-
dom of speech and the protection of equality are both fundamental to the
preservation of human dignity. Within a global context, there is near-
universal agreement among democratic nations that these human rights
should be weighed against one another. The United States stands in stark re-
lief against this global community, functioning as a haven and importer-
exporter for white supremacy online. Yet even the type of antiracism legisla-
tion adopted in the rest of the world would be inadequate to address the kind
of cloaked sites developed by white supremacists in the United States. In or-
der to engage in a meaningful fight against white supremacy online and of-
fline in a global context, we need a new strategy. In the Information Age old-
and new-media white supremacy converge to undermine civil rights, mean-
ing that we need better and more ways to think critically about the Internet,
race, and multiple, intersecting forms of oppression. And it is to that need for
an alternative that I turn in the next, last, chapter.
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CHAPTER TEN

Conclusion: Racial Justice and
Civic Engagement in the Digital Era

[ refuse to accept the view that mankind is so tragically bound to the
starless midnight of racism and war that the bright daybreak of peace
... can never become reality.

—Martin Luther King Jr.

White supremacy in the digital era raises important new questions about
racism, racial equality, and civil rights. It also raises questions about the
transformation of social-movement discourse on the Internet. The center-
piece in this book is an empirical investigation into white supremacist move-
ment discourse across print and digital media that is meant to make a con-
tribution to our understanding of the way five organizations within one
particular social movement changed their communication strategies to ac-
commodate the Information Age. The five organizations I studied varied in
their relative success or failure in making the transition from print to digital
media as the result of a number of different variables (resources, group cohe-
sion, and savvy use of interactive Web features). These five organizations and
their transition from print to digital media constitute only part of the inves-
tigation offered here.

White supremacy online is a complicated social phenomenon that poses
real threats but not necessarily the threats that receive the most attention.
The perceived threat of recruitment into organized racism via the Internet
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belies a more complex reality and calls into question the definition of a so-
cial movement member in the era of registered users. White supremacists are
often regarded as ignorant, poor, and marginal to mainstream culture in var-
ious ways, but the manifestation of white supremacy online suggests a differ-
ent reality in which the Internet offers the opportunity for a racialized, gen-
dered, and global white supremacy. This new media form of white supremacy
collides with old media and white supremacy in various ways as it constructs
a unified white male heteronormative subject that remains embedded in a
relatively privileged position in the material, offline world. The emergence
of global white supremacy online supports the formation of a translocal
whiteness that is simultaneously rooted in American culture and transcends
national geographic borders.

Digital media is neither a raceless panacea nor a dangerous place where
people (particularly young people) are unsuspectingly lured into hate
groups. Old forms of overt white supremacy (e.g., racist hate speech) have
moved into the Information Age alongside new, emergent forms of white
supremacy that include searchable databases of (racially identifiable) user
names easily exported for use in mass e-mails, along with new forms of
covert white supremacy at cloaked sites, whose goal is to undermine the
very idea of racial equality. Domain-name registration, GoogleRank, and
Graphic User Interface (GUI) are the new terrain of racial politics. Gender
and sexuality are key here, and, as in the old print-only era of white
supremacy, masculinity is constitutive of white supremacy. Yet, there are
important new dimensions as well. More women participate in white
supremacy online, and they redraw the boundaries of whiteness and ques-
tion white supremacist orthodoxy and male dominance in ways that include
significant elements of (white) liberal feminism. Even so, these women re-
main marginalized within white supremacy online and within larger society
because of structural gender inequality.

White supremacy online matters to democratic societies committed to
equality for all of its citizens. It matters because the increased ease of access
to white supremacist discourse and the global linkages between groups and
individuals in virtual communities like Stormfront.org hold the potential for
harm in real life. In addition to this potential harm, the emergence and in-
creasing popularity of white supremacy online undermines cultural values of
racial equality and inclusion. Cloaked sites that challenge the advances of
the civil rights movement and even question whether the end of slavery was
necessary given that it was a “humane” institution shift the ground beneath
taken-for-granted and supposedly shared values about racial equality.
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White supremacy online challenges the notion that we who live in the
United States have a shared culture that values all our citizens equally. In-
deed, the popularity of online communities like Stormfront, which features
a rotating banner of Thomas Jefferson reiterating for the digital age his colo-
nial-era belief that “distinct races” are unable to live together under one gov-
ernment, suggests that the white racial frame is one that resonates broadly
within American culture. And epistemologies that ignore the lived experi-
ence of racial and gender inequality seem inadequate to the task of either un-
derstanding or fighting white supremacy online.

The Epistemology of White Supremacy Online

Epistemologies of race, how we know what we say we know about race and
racism, are rooted in profoundly different experiences for whites and people
of color living in a social context of racial inequality. Within such a context,
some people experience the constant drumbeat of racism as part of everyday
life,! while others enjoy the privilege? of ignoring it on a daily basis. The epis-
temological peril of white supremacy online lies in its ability to change how
we know what we say we know about issues that have been politically hard
won, issues such as civil rights.

Both forms of online hate speech discussed here, overt and cloaked, are
grounded in an epistemology of white supremacy. The presence of overt hate
speech online reinforces this epistemology by allowing white racists to retreat
from civic engagement into a whites-only fantasy of superiority and victim-
hood. For those who create overtly white supremacist content, the Internet
provides a forum for amplifying racist propaganda. For those who seek it out,
overt hate speech online validates essentialist notions of white racial purity,
privilege, and entitlement by rearticulating white supremacy using the rhet-
oric of civil rights. Such a rearticulation rests on a disavowal of everyday
racism and blindness to the myriad ways in which whites are privileged by
race. Within a context filled with like-minded individuals and absent gate-
keepers, these rearticulations set up an infinite loop within the technology,
reinforcing white supremacy by design. Even for nonracist whites, the Inter-
net and white supremacy work as reinforcing mechanisms. For well-meaning
white liberals, extremists often represent an Other, which signifies racism
and undermines any examination of the ways white supremacy is embedded
in the broader culture and institutions of the United States.? For some white
liberals hate speech online is a reliable target for focusing attention on issues
of racism, because it is easy to point to distinctions between liberals and
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extremists. Yet this focus often obfuscates the more difficult investigation
into the ways that white supremacy is built into the mechanisms of the dom-
inant culture, institutions, even the technology itself, administered by those
with no ties to extremist groups.

Multiple Literacies:
Digital Media, Antiracism, and Social Justice

To fight white supremacy online, we need multiple literacies, including lit-
eracies of digital media, antiracism and social justice. We live in an era in
which education is under siege,* and so I recognize how daunting calling for
multiple literacies may seem in the face of these other challenges. However,
one of the reasons that digital media is so compelling and part of the reason
that it has sparked innovation is because it opens people’s minds to new pos-
sibilities and reminds us that we are, in fact, designers of our own social fu-
tures.> New ways of thinking and learning have emerged. Among those lead-
ing the way in thinking about these issues are Richard Kahn and Doug
Kellner, who have called for a multiple-literacies approach.® A multiple-
literacies approach combines traditional print literacy with critical media
literacy and new forms of literacies about how to access, navigate, create, and
participate in digital media.” Digital media also pose new challenges and
opportunities for parents, educators, activists, and scholars for understanding
racism, antiracism, and social justice.

Ten years into the digital-media revolution, our initial ways of educating
young people about digital-media literacy are ineffectual at best and mis-
leading at worst. For example, one strategy widely used in Internet-literacy
curricula is instructing students to “look at the URL,” especially the three-
letter suffix (.com, .edu, .org). In the case of the cloaked websites, following
this advice only serves to make the cloaked site appear more legitimate rather
than less so. Another response popular with some parents and youth-
oriented organizations is to install “hate filters,” software programs designed
to filter out hate sites encountered through search engines. These filters are
woefully inadequate for addressing anything but the most overt forms of hate
speech online, and, even when they work as intended, they disable the crit-
ical thinking in the person using the technology, which is the central feature
needed in our approach to digital-media literacy. The direction that digital-
media literacy must take is one that promotes reading text, URL, and exter-
nal and incoming links closely and carefully, as well as the skills necessary to
critically interpret visual imagery and graphic design in relation to the text.
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As they exist at this moment, many of the white supremacist sites contain
clearly amateurish graphic design and layout; when these sites grow in visual
sophistication (and I think it is inevitable that they will), it will be even
more difficult to detect racist propaganda. Along with visual and textual lit-
eracy, the critical-thinking skills required to decipher Web authorship, in-
tended audience, and cloaked political agendas in making knowledge claims
must be combined with at least some understanding of how domain-name
registration works. At a minimum, this is what is required to be a fully en-
gaged, thoughtful user of the Web. In my view, it is especially important for
young people to become content creators actively engaged in authoring their
own digital media, which helps demystify the medium in significant ways.
And introducing young people to the regular use of a range of free online
tools for Web analysis is important as well. Technology such as the Who Is
Registry (internic.net/whois.html) can sometimes help determine the author
of a website in the absence of clear information. Alexa (alexa.com) Web-
trafficking service shows how many visitors a particular site gets and provides
some analysis about how that site relates to other sites (by showing which
sites link to it). The free software Touch Graph (touchgraph.com) uses a Java
applet to visually display the relationship between links leading to and from
a site. Even though many youth are fluent in the use of digital media, they
are not necessarily adept at thinking critically about digital media, and this
is where adults, whether parents, teachers, activists, or scholars, can play a
role in connecting them to technology that facilitates this critical thinking.
However, simply being literate and even fluent in digital media is not enough
for addressing the challenges of white supremacy online.

Critical-media literacy needs to be added to the technical skills of digital flu-
ency. Among the advantages of incorporating principles of critical-media liter-
acy is that it calls for valuing multiple voices as well as deconstructing images
produced by corporate-owned media. Understanding multiple perspectives is an
important corrective to the racism, sexism, and homophobia generated by cor-
porate-owned media outlets, and as Henry Jenkins has rightly pointed out, this
is a vital contribution of participatory media.® However, | want to add a small
but significant corrective to the idea of valuing multiple perspectives, by sug-
gesting that not all perspectives are to be valued equally. If “valuing multiple
perspectives” is our only standard, then we have no basis on which to critically
distinguish between a cloaked website and a legitimate civil rights website, no
way to evaluate the content generated by The King Center over that produced
by the cloaked site martinlutherking.org. The usual approach within critical-
media literacy of “understanding multiple perspectives” is simply not adequate
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to the task of resisting white supremacy online. If we merely advocate valuing
multiple perspectives without regard to content, there is no way to distinguish
between different perspectives, no basis for a vision of social justice.

Alongside digital-media literacy and critical-media literacy, we need to de-
velop literacies of racism, antiracism, and social justice. Most whites in the
United States have very little understanding of the historical context of racial
oppression, and very few have a depth of understanding that might fairly be
termed racial literacy. These issues are particularly relevant for youth. Part of the
empirical investigation in this book focused on interviews with young people,
and it is young people who are often seen as holding the promise of transform-
ing the intergenerational transmission of white supremacy. However, disrupting
the inheritance of white supremacy does not happen on its own, inevitably nor
automatically; it requires thoughtful, engaged, and ethically informed education
joined with political action to transform structured inequality. Young people of
all racial and ethnic backgrounds need to read histories of the United States
that include critical-race perspectives and critiques of entrenched power elites.
Youth of color need critical consciousness to go with lived experiences of every-
day racism, and white youth need to begin the lifelong process of unlearning the
epistemology of white supremacy, which hobbles them by blinding them to
racial inequality. Bringing these multiple literacies together—visual and textual
literacy, critical-media literacy, and a racial literacy informed by an ethic of so-
cial justice—will empower young people to resist white supremacy, whether
overt or cloaked, whether online in digital media, or offline in culture and in-
stitutions.

The possibilities of these multiple literacies should give us tremendous hope
for the future when it comes to fighting white supremacy online. None of the
small sample of young people I interviewed for this study, nor indeed any of the
students | have met teaching in the urban, northeastern United States, are, in
my view, in any serious danger of being recruited into organized white su-
premacist movement organizations. But I do see some convincing evidence
that, for young people who are often fluent in digital media but not in critical-
media literacy or who do not have an understanding of racial inequality, the
cloaked white supremacist sites do pose a serious threat to how they understand
the history of civil rights in this country, how they view civil rights in the pres-
ent, and how they value racial equality and human rights in a global society.
The good news is that those who already possess those multiple literacies and
have an ethic of caring can pass that on intergenerationally, and some are do-
ing that well already.” What we have not done particularly well in the United
States after the civil rights movement is to engage in civic life in a way that
meaningfully transforms the core elements of white supremacy built into our
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culture and institutions. Even as the United States has elected its first African
American president in its history and many point to this as a harbinger of a new,
“postracial” era, the stark facts of racial inequality remain grimly in place. Some
forty percent of black children still grow up in poverty; black women are more
likely to give birth to low-birth-weight babies, regardless of income or educa-
tion; and young black men remain more likely to go to prison than to college.
The fact that one black family has moved into the White House certainly sig-
nifies a blow to white supremacy but not the end of the struggle against it. In
order to change the deeply embedded white supremacy in our culture and insti-
tutions, we have to first acknowledge that it exists, and then we must become
more engaged in civic life.

Civic Engagement

Given the presence of white supremacy online, those who are neophytes to dig-
ital media may express trepidation about going online at all. Yet I contend that
we should engage in civic activism online not in spite of the presence of white
supremacy online but precisely because of it. For those of us who are concerned
with racial equality, civil rights, and democratic ideals, then civic engagement!©
via the Internet offers a tremendous opportunity for speaking out against injus-
tice. C. Wright Mills recognized this urgent need to speak out against injustice
when he wrote that “Everytime intellectuals have the chance to speak yet do
not speak they join the forces that train [people] . . . not to be able to think and
imagine and feel in morally and politically adequate ways.”!! In this passage
Mills was challenging his fellow academics to speak out against the increasing
militarization of global politics, and his analysis is as cogent and relevant today
as when it was written in 1958. [ agree with Mills and his sociological heirs like
Stanley Aronowitz,!? who argue that a new democratic public needs a reinvig-
orated civic life. Part of what is necessary for that to be realized is an impas-
sioned, radical critique of a hegemonic American elite that threatens demo-
cratic institutions in the United States and around the world through an
increasingly militarized presence and by promoting a locked-down global soci-
ety that systematically and efficiently reproduces racial inequality.!* One of the
differences between when Mills was writing and now is that the “chance to
speak” in the digital era is ever-present. For example, when people wanted to
mobilize a protest against the racial injustices of the criminal prosecution and
incarceration of six African American teens in Jena, Louisiana, they organized
that protest almost entirely through digital media, including e-mail, blogs, Face-
book, MySpace, and YouTube. One young man who joined the protest of almost
ten thousand people said, “One of the things about it that inspired me and a lot
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of other students was the online-activism component.”!* A proliferation of on-
line activists such as Afro-Netizen (www.afro-netizen.com) are leading the way
in digital civil rights activism and civic engagement. And African American
women have long been engaged in civic activism online, organizing the Million
Woman March using digital media back in 1999.1> Today it is black women
bloggers that continue to focus attention and activism on the Dunbar Village
atrocity, challenging both white-dominated mainstream media indifference to
race and the gender bias male-dominated civil rights activists.1¢

For those of us who share Martin Luther King Jr.s vision and reject the
view that we are all “so tragically bound to the starless midnight of racism”
that peace and justice can never become reality, civic engagement online of-
fers real hope for organizing political activism to make that vision real. The
shifting terrain of race, civil rights, and white supremacy online compels us
to think critically about how we make and evaluate knowledge claims within
digital media. How we develop and teach multiple literacies, how we articu-
late a vision for social justice, and whether or not we become engaged in po-
litical struggle for equality in the Information Age will determine whether
we will carry forward hard-won civil rights victories and the ideals of demo-
cratic society here and abroad or we will relinquish them in the dawn of a
new global era of white supremacy.
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Methodology Appendix: On the
Craft of Sociology in the Digital Era

Sociologists are still deciding which methods are suitable for the task of in-
vestigating society in the digital era. The social world is changing because of
the Internet, and sociological methods for studying patterned human behav-
ior must change as well. Yet sociologists have been slow to take up the chal-
lenge of Internet research, as DiMaggio and colleagues have observed.!
There are many possible reasons for this including, perhaps, a distrust and
anxiety about the new.2 Ben Agger poses the question, “Does the Internet re-
quire that we revise sociology’s and social theory’s categories? That can
seem a daunting task to those contemplating a study that includes some In-
ternet component. Sociologists of a certain generation may also view the In-
ternet as something for the young or the not-sufficiently serious. A former
colleague of mine assured me the Web was a fad and urged me to abandon
my interest in it if [ wanted to be taken seriously as a scholar. That was in
1997, and he was wrong, as it turns out. Although some of these concerns
may explain part of sociology’s failure to take up the challenge of Internet re-
search, I think there is another reason still.

One of the main barriers to the sociological study of the Internet has to do
with the fact that there is not, as of yet, a well-developed sociological method
for studying patterned human behavior involving the Internet. While there are
some empirical studies in the sociology of the Internet, including large-scale,
quantitative studies of people’s Internet skills,* content analysis of the Web,?
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ethnographies of online games,® studies of community formation among Fil-
ipinos in diaspora,’ and neighborhood-based use of new media® as well as some
impressive theoretical contributions about understanding the social implica-
tions of the Internet by some of the leading figures in sociology,’ there is com-
paratively little about the sociological research methods most appropriate for
studying the Internet.!? The field of Internet studies is also widely (even wildly)
interdisciplinary, and some sociologists may be daunted by the prospect of ven-
turing beyond disciplinary boundaries. While in the rest of this book I have
drawn on a broad range of literature from diverse disciplines, including library
science, psychology, cultural studies, and communications, this appendix is in-
tended for my fellow sociologists and those interested in sociological methods.
In this appendix my goal is to contribute some notes toward the emerging craft
of sociology in the digital era.

The study at hand draws on a range of sociological methods, including
ethnographic observation of a white supremacist online forum; qualitative-
discourse analysis of Web text and graphic design, layout, and images; sec-
ondary analysis of Web analytics; case studies; and autoethnography. In ad-
dition, I developed an innovative combination of experiment, usability
study, and in-depth interview in which I asked young people who were par-
ticipants to try and distinguish between legitimate civil rights websites and
cloaked white supremacist sites. This appendix, then, is meant to offer much
more detail about precisely what I did in conducting this research. The in-
tended audience here includes the graduate student embarking on a socio-
logical study of the Internet and more experienced sociologists who may be
considering how to incorporate some aspect of digital media into an existing
research agenda. My framework for this discussion is: (1) what other sociol-
ogists have to say about a particular methodological problem or issue of In-
ternet research, (2) what I did in my research for this book and how I dealt
with that issue, and (3) a suggestion for a general principle that may guide
other researchers interested in conducting a qualitative sociological analysis
that involves the Internet beyond the specific case of white supremacists or
even social movements more generally. [ follow this with a discussion about
some of the ethical issues involved in doing such research.

Content Analysis of Social-Movement Discourse

before and after the Web

There is a strong sociological tradition of analyzing social-movement dis-
course and framing of issues.!! And today there is a quickly growing body of
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literature that examines the use of the Internet by social movements in the
form of research on cyberactivism!? and Internetworked Social Movements
(ISMs).13 However, there is no other research that I know of that is taking
advantage of the opportunity to use the Web to study social-movement dis-
course on either side of the advent of the Internet. This strikes me as a lost
opportunity for sociologists interested in social movements, particularly
those interested in social-movement discourse.

In this research I followed an earlier qualitative content analysis of move-
ment documents in print by looking at how those same groups had translated
themselves (or had failed to make the transition) to the Web. To do this I
kept a close watch on the Internet for the emergence of websites by white su-
premacists | had examined in my earlier research. One of the tools I used to
do this (more recently) was Google Reader, which I configured to track rel-
evant research terms, such as white supremacist, and the names of specific in-
dividuals, such as Matt Hale. I also used the Internet Archive (archive.org),
a.k.a. the way-back machine, a site that provides the general public free ac-
cess to old versions of websites. I utilized this rich source of data to retrieve
older versions of the sites when they were no longer available as live sites on
the Web. This was especially useful in the instances in which the groups no
longer have a current Web presence. This became particularly important in
the case of Matt Hale, who is now incarcerated and whose WCOTC site is
no longer active. The Internet Archive also provided me with the opportu-
nity to track the evolution of particular sites’ design and content over a num-
ber of years (e.g., Thom Robb’s KKK-affiliated sites) and also allowed me to
see when a site had not changed since its creation (e.g., Ed Fields, The Truth
at Last).

The principle here is straightforward: sociologists should use the available
Internet tools, such as the Internet Archive, to study social-movement dis-
course on the Web and at different points in time. The Internet Archive is
intended for use by researchers and the general public. Sociologists with
qualitative interests and skills could use the archive to explore themes in
movement websites. And those with more quantitative inclinations could
use existing data-mining software to examine statistical patterns in the
archive.

(Auto)ethnographic Observation Online and Offline

C. Wright Mills, in his methodological appendix to The Sociological Imagina-
tion, wrote, “I do not like to do empirical work if I can possibly avoid it. If
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one has no staff, it is a great deal of trouble; if one does employ staff, then the
staff is often even more trouble.”’* And, indeed, it is a great deal of trouble.
Research involving the Internet can seem, in contrast, deceptively easy: turn
on the computer, log onto the Internet, do some research. While some soci-
ologists may still be under the misguided impression that studying new me-
dia is something one does sitting in front of a computer, there is, as Howard
Becker has pointed out, a limit to what this method can accomplish.?> Soci-
ologists who have engaged in ethnographic observation online have written
primarily about online ethnography as participant observation,!¢ and as such
one of the primary dilemmas for researchers so engaged is building rapport
with subjects.

Instead of focusing primarily on white supremacists with websites as sub-
jects, per se, | spent time in other online spaces to try to understand white
supremacists in comparison to other groups. I was also reflexive about my
own encounters with such sites online and, in particular, was interested in
the ways that my students encountered white supremacy online both inten-
tionally (by seeking it out) and inadvertently (by stumbling upon it). Thus,
the kind of autoethnographic narrative that opens chapter 3, in which I de-
scribe my experience of my students’ encounters of white supremacy online,
is an experience that was part of an ongoing research process in which I for-
mulated and reformulated questions about what I was investigating. I also
spent much of the time I was working on this project immersed in Internet
technologies (using them for personal connection and knowledge-seeking,
teaching with them, reading, writing, and thinking with them, even briefly
working in the industry). I systematically spent time and collected data
(posts from Web-based discussion forums) at Stormfront. In addition, I kept
up with changes in various white supremacist organizations through news re-
ports, their own Web sites, and monitoring organizations such as the ADL,
Simon Wiesenthal Center, and the Southern Poverty Law Center. Thus, the
form that this (auto)ethnographic investigation took was one that led me
down a number of different paths, but all brought me back to my central
question about what it means—both for the Internet and for our under-
standings of race—that white supremacists are online.

There are a number of principles or guidelines to derive from such a
methodology, including taking time to pay attention. While some may want
to view white supremacy online as a separate, distinct subculture apart from
mainstream society, | was interested in understanding how white supremacy
online is similar to and part of mainstream American culture. In my method-
ological approach, online and offline worlds overlap in complex ways. Re-
search that looks only at online worlds suggests a false dichotomy between
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the Internet and offline interactions and thus limits our understanding of
how the Internet and society work in tandem.

Adapting the Cultural Diamond to the Digital Era

In an influential article Wendy Griswold developed the cultural diamond as
a methodological framework for the sociological study of culture. Griswold’s
schema sets out four points for examining any cultural artifact, and in this re-
search, | have adapted this framework for studying the Web. Examining the
text of Web pages, discussion forums, and newsgroups is the most straight-
forward method, and it is also the most common way of studying white su-
premacy online.!” Much less common are studies of the Web user. In other
media, this type of research is called audience reception and explores how the
listener, viewer, or reader interprets the text, whether that text is visual (as in
films or television shows) or printed (as in novels or newspaper articles). So-
nia Livingstone has suggested that the terms audience and reception do not
work well for digital media for a variety of reasons, such as interactivity
(rather than one-to-many, with producer and receiver separate as in broad-
cast media).!® When it comes to empirical explorations of how people find,
read, and interpret extremist rhetoric on racist websites, there is scant re-
search. An important exception to this is the work of Lee and Leets, who ex-
amine how adolescents respond to what they call persuasive storytelling online
by hate groups.!® More difficult and less prevalent are investigations into the
connections between online interaction and face-to-face social networks
among extremists.20

Among the questions I wanted to investigate in this study was how young
people make sense of white supremacy online. I was much less interested in
investigating how avowed white supremacists come to be part of an organ-
ized movement or how those in the movement first decided to start using the
Internet. My interest in how the young make sense of white supremacy on-
line originated in those classroom lab sessions back in 1997. I struggled for a
long time to come up with a way to investigate such an accidental discovery
in any sort of systematic way. Then I encountered the work of Dina
Borzekowski?! in 2004 and had the chance to meet her in 2005 at the foun-
dation where I was scholar-in-residence. It was there that Dina suggested |
use the talk-aloud method, and this sparked further ideas about how to con-
struct these interviews in conjunction with viewing cloaked sites. In January
and February 2006, I asked adolescents (ages fifteen to nineteen) to use the
Internet to search for information and to evaluate two preselected pairs of
websites about Dr. King and about the civil rights movement. I utilized a
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mixed-method study design, which included search scenarios, paired website
evaluations, and the talk-aloud technique (also referred to as think aloud).
There were two search scenarios: The first asked participants to “find infor-
mation on Martin Luther King as if you had a report to write for school.” The
second scenario asked participants to “find information about the goals of the
civil rights movement as if you had a report to write for school.” As they re-
viewed the results of their query returned by the search engine, | asked them
questions about what they saw, what looked interesting to them and why, and
which websites they would select to read.

After completing the search scenarios task, I asked the participants to
evaluate the differences between pairs of websites. The first pair included the
legitimate King Center site (thekingcenter.org) and the cloaked Martin
Luther King site (martinlutherking.org); the second pair included the cloaked
American Civil Rights Review site (americancivilrightsreview.com) and the
legitimate Voices of Civil Rights site (voicesofcivilrights.org). I preselected
these sites based on the similarity of content and traffic. For example, the
traffic in 2006 to the websites for the King Center and the cloaked Martin
Luther King site are nearly identical, with an overall peak in February, which
is African American History Month.

I minimized the windows for all four websites on the computer and intro-
duced pairs of sites to each participant. I made sure to change the sequence,
introducing a cloaked site first, followed by a legitimate site, and then re-
versing the order. Some participants had already found these sites during the
initial search scenario, and I asked them to look at the sites again, in relation
to the paired website and talk aloud about which site they would choose as a
source of information if they were forced to select one for a school report.

During both tasks, the search scenarios and the paired-website evalua-
tions, | asked participants to talk aloud about what they were doing. The
talk-aloud technique, which is common in usability studies of graphic user
interface (GUI) website design and frequently used by marketing firms, asks
Web users to describe what they are doing, seeing, thinking, reading, and
clicking on—and why they are making those choices—as they navigate a
website.22 Completing both tasks took participants approximately thirty to
forty-five minutes. I recorded these sessions using a digital video camera,
recording audio of the participants’ voices and accounts of their searching
and evaluating the Web, and capturing video images of the computer screens
as they searched.

To analyze this data | transcribed the audio portion of the interviews and
noted in the transcripts what was on the computer screen at the same time
so that I could recall to which websites the participants were referring in
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their interviews. I also noted the sequence of their navigation through the
sites, the images on the screen, and the way they responded to these. I then
coded the transcripts by theme and analyzed them for similar and discordant
themes across interviews and for consistencies or changes in patterns within
interviews. This process, although time-consuming, is useful, because it situ-
ates the Web user in relation to the visual images, the text, and hypertext of
the Web. Reviewing the video portion of the interviews and noting it in the
transcripts also provided additional information about the way participants
searched, navigated, read, and made meaning of search results or of a partic-
ular website.

[ used a snowball sampling strategy to find participants for the interviews.
Participants for the study were recruited through a variety of means, includ-
ing through a youth-focused human-rights foundation, word-of-mouth,
printed flyers, and online bulletin-board postings. The resulting convenience
sample includes ten (N=10) participants. The majority (N=8) were recruited
from the online bulletin board, one through word-of-mouth and one from
the foundation. Almost all (N=9) were female and came from a variety of racial/
ethnic backgrounds (one African American, one Asian-Chinese, two white,
two Latina, and three South Asian); the one male respondent was Latino.
All indicated that they were born in the United States, and all were enrolled
in high school, in the eleventh or twelfth grade, at the time of the study. Par-
ticipants under age eighteen who participated in the study were required to
get parental consent and were guided through the informed assent process.
Participants eighteen and over were guided through the informed consent
process. Except for the participant at the foundation, all participants were
asked to travel to my faculty office at a college campus in the city to com-
plete the interview that lasted less than an hour. Participants usually arrived
alone to the interview, although one participant brought her mother, who sat
quietly while we completed the interview. Participants who completed the
interview received a $20 stipend for their time and were given information
about Internet searching during the debriefing following the interview.
While I wanted to include a larger sample, constraints of both time and
money prohibited more interviews. I hope to continue to develop this
methodological approach in future research.

Given that almost all of the participants volunteered for the study via the
online bulletin-board postings (newyork.craigslist.org), it is likely that this is
a sample of relatively digitally fluent and Internet-savvy teens. Of course, be-
cause of the convenience sampling strategy employed, these results are not
generalizeable to all teens or even all teens using the Internet in New York
City. However, the Pew Internet and American Life Project has conducted
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large, national, random-sample survey research into the online practices of
adolescents that found that of the majority (87 percent) of adolescents ages
twelve to seventeen who were online in 2005 51 percent use the Internet on a
daily basis and 76 percent get news or information about current events online.
This is in contrast to adults, who are less likely to use the Internet, with 66 per-
cent of adults using the Internet.?> This research also indicates that among
older teens (fifteen to seventeen) girls are power users of the Internet and
search for information about a variety of subject areas; they are more likely to
use a greater variety of digital technology—including e-mail, instant messag-
ing, and text messaging—than are their male peers.2* It is likely that the sam-
ple for this study includes participants who are similar in their Web usage to
the national sample. In particular, the fact that I was able to recruit a majority
female sample using an online bulletin-board posting suggests that these young
women are typical of the power users identified in the Pew research.

There are a number of principles for the sociology of the Internet from this
research. The key is that the Internet is a many-to-many medium (rather than
a one-to-many medium, such as broadcast or traditional print) and draws an au-
dience that is much more interactive than a television audience. For example,
users are also often creators and producers. Therefore, our ways of studying Inter-
net audiences need to become more sophisticated as well. Further, one of the
key insights I gleaned from talking with the young people in this study is the im-
portance of the Internet as a visual as well as text-based medium. Visual cues are
important to young people who use the Internet. Our sense of what reading
means needs to expand to include the interpretation of the visual, as long sug-
gested by visual sociologists and cultural-studies scholars. And, finally, a further
principle is that sociologists must recognize that text on a website is contested,
that is read differently by different Web visitors. This is another reason that In-
ternet-only content analysis of websites is a limited methodology at best.

You Never Step in the Same Internet Twice:
Doing Sociology on Internet Time

“Sociology is slow journalism,” Dale McLemore was fond of saying. And in
many ways Dale—a professor of mine at University of Texas—was absolutely
correct. Sociology often tackles subjects that have first been brought to light
by journalists. We approach the study of the same subject much more slowly,
because we like to think of ourselves (as a discipline) as being methodical and
systematic. The relative slowness of sociology is a significant factor in keeping
pace with the rapidly changing Internet. Manuel Castells has pointed out,
“The speed of transformation has made it difficult for scholarly research to fol-



Methodology Appendix —~ 203

low the pace of change with an adequate supply of empirical studies on the
why and wherefores of the Internet-based economy and society.”*

Even as [ write this, the Internet grows and changes every minute of every
day as websites are created and abandoned, domain names are reserved and
let go. Yet sociology is the study of patterned human behavior, and the chal-
lenge is to be able to say something meaningful about those patterns of on-
line behavior before they change again.

In this study I dealt with this problem in a number of ways. Primarily, I
used many different research methods over a long period of time. Many times
it felt like just as I had figured out what I wanted to say about a particular as-
pect of white supremacy online something would shift, and my insight into
how the Internet worked seemed no longer valid. For example, when I first
started writing about white supremacy online, states had not yet figured out
how to control Internet content within national borders. That has dramati-
cally changed. But the fact is that it all may change again tomorrow. At some
point you have to make an argument and get what you have observed writ-
ten down and out the door (Becker and Richards 2007).

The principle here for sociologists is to recognize that things change
quickly on the Internet and that sociology cannot actually stay ahead of this
rapid pace of change. However, it is possible to bring sociology’s insights to
the study of the Internet, as a number of scholars have already demonstrated.
The key, I think, is to try and be part of the phenomenon, to create content
and participate in online communities, in order to gain a deep understand-
ing of the medium and the myriad ways it is changing society. This way the
data that sociologists systematically collect and the knowledge we create will
reflect this deeper understanding and rather than be undermined by the rapid
pace of change.

Some Ethical Issues in Doing Online Research

Any research with human subjects carries with it certain ethical concerns,
particularly if those subjects are minors. This research was no exception.
While 1 would argue that there was no risk of harm to the young people
who were participants in this research, it is possible that participants might
find the websites unsettling. Given that possibility, following each interview,
I took additional steps to ensure that participants were equipped to think
critically about these sites, and others like them, should they encounter them
again outside the parameters of the study. Specifically, I took deliberate steps
to debrief each participant. I asked each participant if they were upset by
anything they saw. I gave each participant a handout that included a tip
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sheet for critically evaluating Internet websites. And, finally, I had partici-
pants type the URL of one of the cloaked sites into TouchGraph, a free Web-
based software program that graphically and dynamically maps the links to a
site. All these efforts were intended to protect the human subjects partici-
pating in the study from any potential harm they may have experienced.
Opverall, study participants did not encounter any risk greater than that
which they would have encountered in the course of their usual, everyday
lives. And there were some potential benefits for the participants in terms of
greater awareness about the presence of cloaked sites.

A portion of this research that involved content analysis of the websites
was funded, and because of that, the initial phase of this research had to go
through the Institutional Review Board at my institution. In my view, there
is no reasonable threat of harm to any human subject in a study that involves
a researcher looking at websites. The requirement that such a study undergo
IRB review says more about the iron cage of bureaucracy than it does about
any legitimate ethical concern regarding protecting human subjects.

Some Ethical Issues in Doing Research about White Supremacy

Given that my research questions about white supremacy have always been
about the ideological constructions within movement discourse, interview-
ing individual white supremacists has never been an appropriate or necessary
research method for answering my research questions. In addition, I found it
ethically troubling to interview subjects that I disagreed with so fundamen-
tally, lest I inadvertently lend support to their cause (as I wrote in my earlier
book). This stance is a difficult one to sustain while doing research into
white supremacy online, because, with the advent of discussion-board soft-
ware that counts the number of users and guests logged on to a particular
website, every visit to a white supremacist website becomes a de facto vote of
support. Or, say, to the people who run and maintain those sites. Given this,
I chose to remain an oppositional lurker at Stormfront (and at the other
white supremacist sites, but it was somewhat less of an issue at these sites be-
cause of the way the sites counted users). That is, I never registered as a user
at the site but instead read there as a guest. As an online guest I copied and
pasted content from the forums as part of my data collection strategy, but 1
never had access to any personal information of anyone at the site and did
not disclose any confidential information about anyone there. Some may
challenge this use of these online forums as ethically questionable; however,
I do not think it violates ethical standards of research. Others have also chal-
lenged me on the very enterprise of studying white supremacists because, my
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detractors argue, it is a scholarly activity that lends support for the cause of
white supremacy and drives interest (and traffic) to their sites. Indeed, one
of the ethical dilemmas inherent in writing a book such as this is that I may
unintentionally encourage the reader to visit these sites, driving additional
traffic there and, thus, unintentionally bolstering the cause of white su-
premacy by increasing the hits at various sites. I am resigned to the fact that
such collateral benefit to white supremacists is beyond my control. It is my
sincere hope that the benefits of writing this book will be a sufficient coun-
terbalance and that by offering a critique of white supremacy I will encour-
age others to look critically at white supremacy online and to think in more
complex ways about race, racism, and the Internet.
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