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Answers to Your
Wireless Questions

N

Q: Will i-Mode be
available in North
America or Europe?

A: Although i-Mode
parent NTT DoCoMo
has ownership stakes
in several North
American and
European cellular
operators, it is not
expected that i-Mode,
as it currently exists,
will be offered in these
markets. This is
primarily due to the
limited 9.6 Kbps access
rates.
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Notes from the
Underground...
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Lucent Gateways
broadcast SSID in clear
on encrypted networks

It has been announced
(www.securiteam.com/
securitynews/5ZP01154UG
.html) that the Lucent
Gateway allows an
attacker an easy way to
join a closed network.

Lucent has defined an
option to configure the
wireless network as
“closed.” This option
requires that to associate
with the wireless network
a client must know and
present the SSID of the
network. Even if the
network is protected by
WEP, part of the broadcast
messages the gateway
transmits in cleartext
includes the SSID. All an
attacker need do is sniff
the network to acquire the
SSID, they are then able to
associate with the
network.
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Foreword

The simple way to make a wireless system or device more secure is to put it into a
taraday cage. Unfortunately, while this strategy leaves you with a device that 1s
unreachable by attackers, it also leaves you with a de