Complele coverage of all 10
Certifled Information
Spystems Secarily
Prafessional domains
Eher 4 RN proanfiw L | )

——— Fdeal as both a study tool ﬁ:?""’

# Vil ] P
Fradid e ma

and an on-the-fob I'T' secarily
. reference
L}

Filled with practice exam
gquestions and in-depth
explanations

| EXAMGUIDE

SHON HARRIS




Chapter |
Chapter 2
Chapter 3
Chapter 4
Chapter 5
Chapter 6
Chapter 7
Chapter 8
Chapter 9

Chapter 10
Chapter |1
Chapter 12

Appendix A

Appendix B

vi

CONTENTS AT A GLANCE

Becominga CISSP ... . |
Security Trends .. ...t 17
Information Security and Risk Management  ....... ... ... ... ... ... .. 45
Access Control ... ... 153
Security Architecture and Design . ....... ... ... .. oL 281
Physical and Environmental Security — .......... ... ... .. . ... 401
Telecommunications and Network Security  ........................ 483
Cryptography ... .. e 665
Business Continuity and Disaster Recovery ....... ... ... ... ... ..... 777
Legal, Regulations, Compliance, and Investigations  ................... 845
Application Security ... ... 921
OPperations SECUNItY . ...ttt e e e e 1049
Security Content Automation Protocol Overview —................... 1133
About the CD-ROM ... 1141
GloSSary e 1145
Index ..o 6l



CONTENTS

Forewords . ..... ... . e xviii
Acknowledgments ........... ... Xxi
Introduction ... ... xxii
Chapter | Becominga CISSP ... ... . . ... |
Why Become a CISSP? .. ... ... ... i 1
The CISSP EXam ... ..ttt et e 2
CISSP: A Brief HIStOIy ... ...ttt e 7
How Do You Become a CISSP?  ........... ... ... ... . .. 8
What Does This Book Cover? ........... .. .. .. ..., 8
Tips for Taking the CISSPExam  ........... ... .. .. .. i, 9
How to Use This Book  ....... ... .. ... . . i, 1
QUESHIONS ...ttt i i i e 11
ADNSWEIS ..o e 15
Chapter 2 Security Trends .. ... it e 17
How Security Became an Issue .............. ... .ottt 17
Areas of Security . ... .. ... e 20
Benignto Scary ......... ... 21
Evidence of the Evolution of Hacking ........................ 22

How Are Nations Affected? ................ .. ... .. .. ... .... 25

How Are Companies Affected? ................. ... ... ...... 27

The U.S. Government’s Actions . .............c..covuiunenen.. 29
Politicsand Laws . ... ... .. i e 33
So What Does This Meanto Us?  ............... ... ... ...... 35
Hacking and Attacking ........ ... . . . 36
Management . ... ... 37
ALayered Approach ........ ... .. .. 39
An Architectural View ........ .. ... . . i i i 40
ALayer Missed . ... ... .. ... e 41
Bringing the Layers Together .................. ... ... ...... 42
Education ... ... e 42
SUMMATY ... e e it e s 43
Chapter 3  Information Security and Risk Management  ........................ 45
Security Management . ........... .. e e 45
Security Management Responsibilities ....................... 46

The Top-Down Approach to Security ......................... 47
Security Administration and Supporting Controls .................... 48
Fundamental Principles of Security .......................... 51
Availability ... .. 51
Integrity . ... . e e 52
Confidentiality ......... ... .. . . . . 53
Security Definitions ........ ... .. .. .. . i 54
Security Through Obscurity .......... ... ... ... ... ... .... 56
Organizational Security Model . ....... .. ... .. ... ... . ... .. . ... 57
Security Program Components  ..................cciuiuinnnn. 59
Information Risk Management ............... .. ... .. . . ... 73
Who Really Understands Risk Management?  .................. 73
Information Risk Management Policy ........................ 74

The Risk Management Team . ................c.ciuiuenenann. 75

vii



CISSP All-in-One Exam Guide

viii

Risk Analysis
The Risk Analysis Team .......
The Value of Information and Assets

Summary

Quick Tips
Questions  ..................
Answers . .........iieea...

Costs That Make Up the Value

Identifying Threats ...........
Failure and Fault Analysis ... ..
Quantitative Risk Analysis .. ...
Qualitative Risk Analysis ......

Quantitative vs. Qualitative

Protection Mechanisms .......
Putting It Together ...........

Total Risk vs. Residual Risk

Handling Risk ..............
Policies, Standards, Baselines, Guidelines, and Procedures .............
Security Policy ..............
Standards ..................
Baselines ...................
Guidelines .................
Procedures .................
Implementation .............
Information Classification

Private Business vs. Military Classifications ...................

Classification Controls ........
Layers of Responsibility
Who's Involved? .............
The Data Owner .............
The Data Custodian ..........
The System Owner ...........

The Security Administrator

The Security Analyst ..........
The Application Owner .......
The Supervisor ..............

The Change Control Analyst

The Data Analyst ............
The Process Owner ...........
The Solution Provider ........
TheUser ...................
The Product Line Manager .....
The Auditor .................
Why So Many Roles? .........
Personnel ..................
Structure ...................
Hiring Practices .............
Employee Controls ...........
Termination ................
Security-Awareness Training

Different Types of Security-Awareness Training ................

Evaluating the Program .......

Specialized Security Training

76
77
78
79
80
83
86
91
94
95
99
100
101
102
103
106
107
108
108
109
111
112
115
117
117
125
125
126
126
127
127
127
127
128
128
128
128
129
129
129
130
130
131
133
133
134
135
136
137
138
139
142
148



Contents

Chapter 4

Chapter 5

Access Control ... ...

Access Controls Overview ..................
Security Principles .............. ... .. ...
Availability ........... ... .. o oL
Integrity ........... ... .. . .
Confidentiality .....................

Identification, Authentication, Authorization, and Accountability .......

Identification and Authentication ......
Password Management ...............
Authorization ......................
Access Control Models  ....................
Discretionary Access Control ..........
Mandatory Access Control ............
Role-Based Access Control ............
Access Control Techniques and Technologies ..
Rule-Based Access Control ............
Constrained User Interfaces ...........
Access Control Matrix ................
Content-Dependent Access Control . ....
Context-Dependent Access Control ... ..
Access Control Administration ..............
Centralized Access Control Administration

Decentralized Access Control Administration ..................

Access Control Methods  ...................
Access Control Layers ................
Administrative Controls ..............
Physical Controls ...................
Technical Controls ..................

Access Control Types . ................o....
Preventive: Administrative ............
Preventive: Physical .................
Preventive: Technical ................

Accountability ......... . L Lol
Review of Audit Information ..........
Keystroke Monitoring ...............
Protecting Audit Data and Log Information

Access Control Practices ...................
Unauthorized Disclosure of Information

Access Control Monitoring .................
Intrusion Detection .................
Intrusion Prevention Systems .........

A Few Threats to Access Control .............
Dictionary Attack ...................
Brute Force Attacks ..................
SpoofingatLogon ..................

SUmMMmAry ............iuiiiiiiiiiiin,

Quick Tips .o vi i
Questions  ............ ..,
ANSWEIS .ottt

Security Architecture and Design . ...... ... ... i i

Computer Architecture ....................
The Central Processing Unit ................
Multiprocessing ....................

153
153
154
155
155
155
156
158
169
194
210
210
211
213
216
216
218
218
220
220
221
222
229
229
230
230
232
233
236
238
238
239
242
244
244
245
245
246
248
249
258
260
261
262
262
266
266
269
276

28I
283
283
288

X



CISSP All-in-One Exam Guide

X

Operating System Architecture .............. .. ... .cuuuu...
Process ACtivity . ..... ...
Memory Management ............. .. ... i
Memory Types ...t e
Virtual Memory ... ... e
CPU Modes and Protection Rings  ...........................
Operating System Architecture ................ ... . .coouu...
Domains ....... .. e
Layering and Data Hiding ............. ... ... .. ... ... ....
The Evolution of Terminology ............. ... ... ... .. .....
Virtual Machines ... ... .. ... .. .. ... .
Additional Storage Devices  .............. .. ...
Input/Output Device Management — ...................c.......
System Architecture . ......... ... .. ...
Defined Subsets of Subjects and Objects . .....................
Trusted Computing Base ............. .. ... ...
Security Perimeter ......... ... ... ... i
Reference Monitor and Security Kernel .......................
Security Policy ... ...
Least Privilege .. ... ... ... .. .. . e
Security Models . ... . ... .
State Machine Models  ......... .. ... ... .. . . i i,
The Bell-LaPadulaModel ........ ... ... ... ... ... ... .. ...
The BibaModel ........ ... ... ... . .. i
The Clark-Wilson Model  ........ .. .. .. ... .. . ... oot
The Information Flow Model ............ .. ... . .. .. ... .....
The Noninterference Model ............. .. .. .. ... ... .....
The Lattice Model ......... .. ... .. .. .. . i
The Brewer and Nash Model .......... ... ... ... ... .. .. ...
The Graham-DenningModel ......... ... ... ... ... ... .....
The Harrison-Ruzzo-Ullman Model .............. .. ... ... ...
Security Modes of Operation — ............c.iuiineniinenennnnen.n.
Dedicated Security Mode ........... ... .. .. ... . . oo,
System High-Security Mode ......... ... .. .. ... ... ... .....
Compartmented Security Mode .............. .. ... ... .. ....
Multilevel Security Mode .......... ... ... . L il
Trust and ASSUTANCe ... .. ititii it it
Systems Evaluation Methods  ......... .. .. ... ... ... .. ... ... ...
Why Put a Product Through Evaluation? ......................
The Orange Book ... ... ... .. .. . ..
The Orange Book and the Rainbow Series ..........................
TheRed Book ........ .. ... ... . . i
Information Technology Security Evaluation Criteria .................
Common Criteria ......... ... i e
Certification vs. Accreditation .............. . i i
Certification ......... .. . .
Accreditation .. ... ...
Openvs. Closed Systems  ............... . ittt
Open SYSteMS . ...ttt s
Closed Systems . ...ttt
Enterprise Architecture ............. ... ... i
A Few Threats to Review ......... ... .. .. . i,
Maintenance Hooks ........... ... .. .. ... . i,
Time-of-Check/Time-of-Use Attacks . ............. ... ..
Buffer Overflows ........... ... .. .. .. i,

Summary

289
296
297
300
308
309
312
313
314
316
318
320
320
324
325
326
329
330
331
332
332
334
336
338
341
344
347
348
350
351
351
353
353
353
354
354
356
357
357
358
362
363
364
367
370
371
371
372
372
373
373
382
382
383
384
388



Contents

XI

QUICK TIPS oottt e 389
QUESHIONS ..ottt i i i e e 392
ADNSWEIS ..o 397
Chapter 6 Physical and Environmental Security —......... ... ... ... .. oo 401
Introduction to Physical Security ........... .. ... ... . .. 401
The Planning Process . ....... ...ttt 404
Crime Prevention Through Environmental Design .............. 408
Designing a Physical Security Program ....................... 413
Protecting ASSets . ........ ..ttt e 428
Internal Support Systems ......... ... . . i 429
Electric Power ........... . .t 430
Environmental Issues ............... . . . i, 434
Ventilation ...... ... ... .. .. e 437

Fire Prevention, Detection, and Suppression  .................. 438
Perimeter Security ........ ... ... .. 446
Facility Access Control  ......... .. ... ... ... .. ... . L. 447
Personnel Access Controls .......... ... ... oo, 454
External Boundary Protection Mechanisms .................... 455
Intrusion Detection Systems . ........... ... ... . ... ... .. 464

Patrol Forceand Guards ............ ... ... . i, 468

DOgS o 468
Auditing Physical Access . ........ ... .. i 469
Testingand Drills ... ... ... . .. . . . . 469
SUMMATY ..o i 470
QUICK TIPS ..ttt e 471
QUESHIONS ...ttt i i ettt e e 473
ADNSWRIS Lo e e e 478
Chapter 7  Telecommunications and Network Security — ........................ 483
Open Systems Interconnection Reference Model ..................... 485
Protocol .. ... .. 485
Application Layer ........... ... 489
Presentation Layer ............. ... .. i 489
Session Layer .......... ... 491
Transport Layer ............ ... ... . i 492
Network Layer . ...... ...ttt e 493
DataLink Layer .......... ... .. ... i 494
Physical Layer ......... ..ottt 496
Functions and Protocols in the OSIModel .................... 496

Tying the Layers Together ............. .. ... ... ... .. .. ..... 498
TCP/IP o e 499
TCP o e 500

IP Addressing .......... .. ... 506

IPVG o e e 508

Types of TranSmisSiON ... ...ttt ittt et 510
Analog and Digital ......... .. ... ... .. L il 510
Asynchronous and Synchronous ............. ... ... ........ 511
Broadband and Baseband ............. ... ... oLl 512

LAN Networking ... ... ... i i 513
Network Topology .. ..ottt e e 513

LAN Media Access Technologies ................ ... ... .. .... 516
Cabling ... ... . e 522
Transmission Methods . ......... ... .. ... ... . 528
Media Access Technologies .............. ... ... ... ... ... 529

LAN Protocols . ... e e e 533



CISSP All-in-One Exam Guide

Xl

Routing Protocols . ... ... e 538
Networking Devices — ...........o ittt 541
Repeaters ....... ... .. . . e 541
Bridges . ... .. 542
Routers ... ... .. .. 544
Switches ... .. .. 546
GateWAYS . o vttt e e s 550

PBXS e e 552
Firewalls ...... .. ... 553
Honeypot .. ... . . e 572
Network Segregation and Isolation .......................... 572
Networking Services and Protocols  ........... ... .. ... ... . ... ... 573
Domain Name Service ............ ... .. i, 573
Directory Services .......... ... e 578
Lightweight Directory Access Protocol ........................ 580
Network Address Translation ................ ... ... .. ...... 580
Intranets and Extranets ............... ...t 582
Metropolitan Area Networks ........... ... ... ..., 585
Wide Area Networks . ... ... 586
Telecommunications Evolution ............................. 587
Dedicated Links  ......... ... .. .. ... . . i 589

WAN Technologies .......... ... .. ... i, 592
Remote ACCeSS . ... . e 610
Dial-Upand RAS ... ... 610

ISDN e 611

DS e e e 613
CableModems ........... .. ... .. . i 613

VPN e 615
Authentication Protocols  ......... ... ... .. ... .. . i, 621
Remote Access Guidelines ............. ... ... .. ... ... ... 623
Wireless Technologies ........... ... ... . i, 624
Wireless Communications ............... ...t 625
WLAN Components . ...........iuuuteiinineeennnnneennnnnnn 627
Wireless Standards  ........ ... ... 630

/N 641
i-Mode .. 642
Mobile Phone Security ............ .. . ... i 643

War Driving for WLANS .. ... i 644
Satellites . ... ... ... ... 646
ROOLKItS ..o 649
Spywareand Adware ........... ... ... 650
Instant Messaging .............. i 651
SUMMATY ..ottt e et e ittt 652
QUICK TIPS ..t e e e 652
QUESLIONS ..ottt e e e e 656
ANSWRIS L e e e e 660
Chapter 8  Cryptography . ...ttt e 665
The History of Cryptography . ... ... .. ... 666
Cryptography Definitions and Concepts  ............... .. ..., 671
Kerckhoffs’ Principle ........ ... .. ... .. . . . i 672

The Strength of the Cryptosystem .. ............c..coeuenn.n. 674
Services of Cryptosystems . ...........ouvunieneunenenennen.. 675
One-Time Pad ... ... . i 677
Running and Concealment Ciphers .......................... 679

Steganography ............ ... .. . . i 680



Contents

Types of Ciphers .....................
Substitution Ciphers ............
Transposition Ciphers ...........

Methods of Encryption  ................
Symmetric vs. Asymmetric Algorithms
Symmetric Cryptography .........
Block and Stream Ciphers ........
Hybrid Encryption Methods .......

Types of Symmetric Systems ............
Data Encryption Standard ........
Triple-DES  ....................

The Advanced Encryption Standard

International Data Encryption Algorithm .....................

Blowfish ......................
RC4 ... e

RC6 ...
Types of Asymmetric Systems ...........
The Diffie-Hellman Algorithm . ....
RSA ...
ElGamal ......................
Elliptic Curve Cryptosystems . .....
LUC ... .. i
Knapsack .....................
Zero Knowledge Proof ...........
Message Integrity ....................
The One-Way Hash ..............
Various Hashing Algorithms .. ....
MD2
MD4 ...
MD5 ...

Attacks Against One-Way Hash Functions .....................

Digital Signatures ...............
Digital Signature Standard ........
Public Key Infrastructure ..............
Certificate Authorities ...........
Certificates ....................
The Registration Authority ........
PKISteps .......... ... ...
Key Management .....................
Key Management Principles .......

Rules for Keys and Key Management
Link Encryption vs. End-to-End Encryption

E-mail Standards  .....................

Multipurpose Internet Mail Extension

Privacy-Enhanced Mail ...........
Message Security Protocol ........
Pretty Good Privacy .............
Quantum Cryptography ..........
Internet Security .....................
Start with the Basics .............
Attacks ...l
Cipher-Only Attacks  .............
Known-Plaintext Attacks .........
Chosen-Plaintext Attacks .........
Chosen-Ciphertext Attacks ........

683
683
684
686
686
686
691
696
702
703
710

711

711
712
712
712
712
713
713
716
719
719
720
720
720
721
721
726
727
727
727
729
730
733
733
734
737
737
738
740
741
742
742
745
745
746
747
747
748
750
750
761
761
761
761
762

xiii



CISSP All-in-One Exam Guide

Xiv

Chapter 9

Chapter 10

Differential Cryptanalysis  ............. .. .. ... ...
Linear Cryptanalysis ............ ... . ... . ..
Side-Channel Attacks .......... .. ... .. ... ... . .

Replay Attacks .
Algebraic Attacks
Analytic Attacks
Statistical Attacks
Summary ..........
Quick Tips  .........
Questions . ...
Answers . ....

Business Continuity and Disaster Recovery ........................
Business Continuity and Disaster Recovery .........................
Business Continuity Steps . ........ ... .. i i
Making BCP Part of the Security Policy and Program ............

Project Initiation

Business Continuity Planning Requirements ........................
Business Impact Analysis ............ ... ... . i
Preventive Measures .............. . ... .. i
Recovery Strategies ............. ...t
Business Process Recovery .............. ... ... . i,

Facility Recovery

Supply and Technology Recovery ................. ... .......
The End-User Environment ........... ... ... ... ... ...
Data Backup Alternatives ............... ...,
Electronic Backup Solutions  ......... .. ... ... ... .. . ...
Choosing a Software Backup Facility .........................

Insurance ....

Recovery and Restoration .................coiuiuiiiiean..
Developing Goals forthe Plans  .............................
Implementing Strategies ............... .. ...
Testing and Revising the Plan . ........ ... ... ... ... .. .....
Maintainingthe Plan ........ ... ... .. ... ... ... .. . ...

Summary ..........
Quick Tips .........
Questions . ...
Answers  .....

Legal, Regulations, Compliance, and Investigations  ...................

The Many Facets of Cyberlaw  ........ .. ... ... ... ... . .. . o...
The Crux of Computer Crime Laws .. ..........ooitvtinennnnenn..

Complexities in Cybercrime . ............ ... ... ... ... .. ... ...

Electronic Assets

The Evolution of Attacks .. ........... ... ..o iinean...
Different Countries ..............uuitiittnnrennennennnennn

Types of Laws .

Intellectual Property Laws . ... ... ... .ottt

Trade Secret ..
Copyright . ...
Trademark ...
Patent .......

Internal Protection of Intellectual Property ....................

Software Piracy
Privacy ............

Laws, Directives, and Regulations ...........................

762
763
763
764
764
764
764
765
765
769
773

778

781



Contents

XV

Liability and Its Ramifications .......... ... .. .. ... . ... 874
Personal Information ............ .. .. ... .. i 877
Hacker Intrusion  ........... .. ... .. . . i 878
Investigations . ....... .. ... e e 879
Incident Response . ......... ... .t 879
Incident Response Procedures ............. ... ... ... ...... 883
Computer Forensics and Proper Collection of Evidence .......... 887
International Organization on Computer Evidence ............. 888
Motive, Opportunity, and Means ............................ 889
Computer Criminal Behavior .................. ... ... ...... 890
Incident Investigators ................c.iiiitiniiiiininan. 890

The Forensics Investigation Process . ......................... 892

What Is Admissible in Court? ............... .. ... .. ... ... 898
Surveillance, Search, and Seizure .............. ... . ... .. .. ... 901
Interviewing and Interrogating ............ ... ... . ... ... ... 902

A Few Different Attack Types . ....... ..ottt 903
Ethics ... o e 906
The Computer Ethics Institute ............ .. ... .. ... .... 907

The Internet Architecture Board ............................. 908
Corporate Ethics Programs  ............ .. ... ... ... 909
SUIMIMNATY .ottt e i e i et e i 910
QUICK TIPS oottt e 910
QUESHIONS ...ttt i i i e e 913
ADNSWEIS ..o e 918
Chapter |l  Application Security ... .t 921
Software’s Importance . .......... ... e 921
Where Do We Place the Security? .......... ... ... . ... . ..., 922
Different Environments Demand Different Security .................. 924
Environment vs. Application  ......... .. ... . . i 924
Complexity of Functionality ........... .. ...t 925
Data Types, Format, and Length ......... ... .. ... ... .. ... ... .... 926
Implementation and Default Issues .................. ... ... .. .... 926
Failure States ......... ... ... . e 928
Database Management .................c.i.iiitiiii e 928
Database Management Software ............... ... ... .. .... 929
Database Models ......... ... .. ... .. . i 930
Database Programming Interfaces ........................... 935
Relational Database Components ......................o.... 936
Integrity ... ... . 940
Database Security Issues  ......... ... ... ... . .. i 942

Data Warehousing and Data Mining  ......................... 948
System Development ............ ... .. .. .. i 951
Management of Development . .............. ... .. ... ...... 951
Life-Cycle Phases ......... .. ..o i 952
Software Development Methods  ............................ 968
Computer-Aided Software Engineering ....................... 969
Prototyping . ...t e 970
Secure Design Methodology ................. ... ... ... ... 970
Secure Development Methodology .......................... 971
Security Testing ... ... . e 972
Change Control ......... .. .. ... .. .. . i 972

The Capability Maturity Model ............. ... ... ... .. ... 974
Software ESCrow  ........ ... .. i 976
Application Development Methodology ............................ 976

Object-Oriented Concepts .. ........iutiniutintintennenennenn.. 978



CISSP All-in-One Exam Guide

XVI

Chapter 12

Polymorphism ... ... .. .. . 984
DataModeling ........ .. ... . . 986
Software Architecture ............ ... .. ..l 986
DataStructures ............ ... i e 987
Cohesionand Coupling ............ ... ... .. .. ... .. ... 987
Distributed Computing . ......... .. ... 989
CORBAANd ORBS ... .ottt 989
COMand DCOM ... e e 991
Enterprise JavaBeans ........... ... ... i i 993
Object Linking and Embedding . .......... ... ... ... ....... 993
Distributed Computing Environment ........................ 994
Expert Systems and Knowledge-Based Systems . ..................... 995
Artificial Neural Networks  ......... .. .. ... . .. .. . .. it 998
Web Security ... ... 1000
Vandalism ....... ... ... . . 1000
Financial Fraud .......... .. .. .. .. . . i i 1001
Privileged Access . ... ... 1001
Theft of Transaction Information  ........................... 1001
Theft of Intellectual Property ............ .. ... .. ... vuo... 1001
Denial-of-Service (DoS) Attacks . .......... ... .. .. ..., 1001
Create a Quality Assurance Process .......................... 1002
Web Application Firewalls .......... .. ... ... ... ... ....... 1002
Intrusion Prevention Systems  ............... ... .. o, 1002
Implement SYN Proxies on the Firewall ...................... 1003
Specific Threats for Web Environments ....................... 1003
Mobile Code . ... ... . e 1013
Java Applets . ... e 1013
ActiveX Controls ... ... .. i 1015
Malicious Software (Malware) ............ .. .. ..covuiiion... 1016
Antivirus Software . ... .. 1022
Spam Detection ........ ... ... 1025
Anti-Malware Programs  ............... ... i 1026
Patch Management ................i.tintiitii . 1027
Step 1: Infrastructure .......... ...ttt 1028
Step2: Research ....... ... . ... .. i 1028
Step 3: Assessand Test . ...ttt 1028
Step 4: Mitigation (“Rollback”) ......... ... ... .. ... ... ... 1029
Step 5: Deployment (“Rollout”) ......... ... ... ..., 1029
Step 6: Validation, Reporting, and Logging .................... 1029
Limitations to Patching .......... .. ... .. .. ... . . i 1030
Best Practices ....... ... ..t e 1030
Anything Else? . ... ... ... .. . 1030
Attacks ... 1031
SUMIATY ...ttt e e et e 1035
QUICK TIPS ..ttt e 1036
QUESHIONS .ottt t ittt e e e 1040
ADNSWRIS Lo e e e 1044
OPperations SECUMItY ...ttt ettt e 1049
The Role of the Operations Department  ........................... 1050
Administrative Management .............. ... . i 1051
Security and Network Personnel ............................ 1053
Accountability . ... ... L 1055
Clipping Levels . ...... ... .. .. .. i 1055
Assurance Levels . ... ... ... . . 1056
Operational Responsibilities . ........ .. ... .. ... ... ... . ... ... 1056

Unusual or Unexplained Occurrences ........................ 1057



Contents

Appendix A

Appendix B

Deviations from Standards  .............. .. ... ... . L.
Unscheduled Initial Program Loads (a.k.a. Rebooting) ..........
Asset Identification and Management . .......................
System Controls . ....... ... .
Trusted RecOVery . ........ ...ttt
Input and Output Controls ............ ... ... .iuieinnan..
System Hardening .......... ... ... .ttt
Remote Access Security .......... ... .. i il
Configuration Management ............... ...ttt
Change Control Process ..............coiiiiuinenennnnenen.
Change Control Documentation .......................ou...
Media Controls ........ ... ... .
DataLeakage ... ........ .ttt e
Network and Resource Availability ................................
Mean Time Between Failures (MTBF) ........................
Mean Time to Repair (MTTR) ............ ... ...,
Single Points of Failure .......... .. .. ... .. .. .. .. ...,
Backups ... ...
Contingency Planning ............ ... it
Mainframes . ... ..ot
E-mail Security ... .. .. .
How E-mail Works ......... .. ... .. ... ... i i
Facsimile Security ......... .. .. ... .. .
Hack and Attack Methods . .......... ... ... .. ... ... ... ...
Vulnerability Testing ... ......... 0.ttt
Penetration Testing . ........ ... ... .. i
Wardialing ... ..
Other Vulnerability Types . ........... ...
Postmortem ........ ... e
SUIMIMATY .ottt i et i et e
QUICK TIPS .« ottt e
QUESHIONS ...ttt i i i e
ADNSWEIS ..o e

Security Content Automation Protocol Overview ...................
Background ... ...
SCAP—More Than Just a Protocol ... ... .
A Vulnerability Management Problem .............................
A Vulnerability Management Solution—SCAP and SCAP

Specifications .. ... ...
SCAP Product Validation Program ............ ... .. . vuiuin.n.
The Future of Security Automation . ...............cieuiunenenenn..
Conclusion . ... . e

About the CD-ROM ...
Running the QuickTime Cryptography Video Sample .................
Troubleshooting . ........ ... ... .. . i
Installing Total Seminars’ Test Software . ....................c.......
Navigation ... ... .. .. e e
Practice Mode ...... ... .. ... i
Final Mode ... ... .. .. .
Minimum System Requirements for Total Seminars’
Software .. ...
Technical Support . ... ... ... e

GlOSSaArY ottt e

INdeX o

Xvii



Becoming a CISSP

This chapter presents the following:
* The definition of a CISSP
* Reasons to become a CISSP
* What the CISSP exam entails
* The Common Body of Knowledge and what it contains
* The history of (ISC)? and the CISSP exam
* An assessment test to gauge your current knowledge of security

This book is intended not only to provide you with the necessary information to help
you gain a CISSP certification, but also to welcome you into the exciting and challeng-
ing world of security.

The Certified Information Systems Security Professional (CISSP) exam covers ten
different subjects, more commonly referred to as domains. The subject matter of each
domain can easily be seen as its own area of study, and in many cases individuals work
exclusively in these fields as experts. For many of these subjects, you can consult and
reference extensive resources to become an expert in that area. Because of this, a com-
mon misconception is that the only way to succeed at the CISSP exam is to immerse
yourself in a massive stack of texts and study materials. Fortunately, an easier approach
exists. By using this fifth edition of the CISSP All-in-One Exam Guide, you can success-
fully complete and pass the CISSP exam and achieve your CISSP certification. The goal
of this book is to combine into a single resource all the information you need to pass
the CISSP exam. This book should also serve as a useful reference tool long after you've
achieved your CISSP certification.

Why Become a CISSP?

As our world changes, the need for improvements in security and technology continues
to grow. Security was once a hot issue only in the field of technology, but now it is be-
coming more and more a part of our everyday lives. Security is a concern of every orga-
nization, government agency, corporation, and military unit. Ten years ago computer
and information security was an obscure field that only concerned a few people. Because
the risks were essentially low, few were interested in security expertise. Ethical hacking
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and vulnerability assessments required great talent and knowledge and thus were not a
common practice.

Things have changed, however, and today corporations and other organizations are
desperate to recruit talented and experienced security professionals to help protect the
resources they depend on to run their businesses and to remain competitive. With a
CISSP certification, you will be seen as a security professional of proven ability who has
successfully met a predefined standard of knowledge and experience that is well under-
stood and respected throughout the industry. By keeping this certification current, you
will demonstrate your dedication to staying abreast of security developments.

Consider the reasons for attaining a CISSP certification:

¢ To meet the growing demand and to thrive in an ever-expanding field
e To broaden your current knowledge of security concepts and practices
e To bring security expertise to your current occupation

e To become more marketable in a competitive workforce

e To show a dedication to the security discipline

e To increase your salary and be eligible for more employment opportunities

The CISSP certification helps companies identify which individuals have the ability,
knowledge, and experience necessary to implement solid security practices, perform
risk analysis, identify necessary countermeasures, and to help the organization as a
whole to protect its facility, network, systems, and information. The CISSP certification
also shows potential employers you have achieved a level of proficiency and expertise
in skill sets and knowledge required by the security industry. The increasing importance
placed on security in corporate success will only continue in the future, leading to even
greater demands for highly skilled security professionals. CISSP certification shows that
a respected third-party organization has recognized an individual’s technical and theo-
retical knowledge and expertise, and distinguishes that individual from those who lack
this level of knowledge.

Understanding and implementing security practices is an essential part of being a
good network administrator, programmer, or engineer. Job descriptions that do not spe-
cifically target security professionals still often require that a potential candidate have a
good understanding of security concepts as well as how to implement them. Due to staff
size and budget restraints, many organizations can’t afford separate network and security
staffs. But they still believe security is vital to their organization. Thus, they often try to
combine knowledge of technology and security into a single role. With a CISSP designa-
tion, you can put yourself head and shoulders above other individuals in this regard.

The CISSP Exam

Because the CISSP exam covers the ten domains making up the CISSP Common Body
of Knowledge (CBK), it is often described as being “an inch deep and a mile wide,” a
reference to the fact that many questions on the exam are not very detailed and do not
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require you to be an expert in every subject. However, the questions do require you to
be familiar with many different security subjects.

The CISSP exam comprises 250 multiple-choice questions, and you have six hours
to complete it. The questions are pulled from a much larger question bank to ensure
the exam is as unique as possible for each entrant. In addition, the test bank constantly
changes and evolves to more accurately reflect the real world of security. The exam
questions are continually rotated and replaced in the bank as necessary. Each question
has four answer choices, only one of which is correct. Only 225 questions are graded,
while 25 are used for research purposes. The 25 research questions are integrated into
the exam, so you won't know which go toward your final grade. To pass the exam, you
need a minimum raw score of 700 points out of 1,000. Questions are weighted based
on their difficulty; not all questions are worth the same number of points. The exam is
not product- or vendor-oriented, meaning no questions will be specific to certain prod-
ucts or vendors (for instance, Windows 2000, Unix, or Cisco). Instead, you will be
tested on the security models and methodologies used by these types of systems.

(ISC)?, which stands for International Information Systems Security Certification
Consortium, has also added scenario-based questions to the CISSP exam. These ques-
tions present a short scenario to the test taker rather than asking the test taker to iden-
tify terms and/or concepts. A scenario-based question would be worded something like
“John returned from lunch and found that the company’s IDS indicated that a critical
server has had continuous ICMP traffic sent to it for over 45 minutes, which is taking
up 85 percent of the server's CPU resource. What does John need to do at this point?”

The goal of the scenario-based questions is to ensure that test takers not only know
and understand the concepts within the CBK, but also can apply this knowledge to real-
life situations. This is more practical because in the real world, you won't be challenged
by having someone asking you “What is the definition of collusion?” You need to know
how to detect and prevent collusion from taking place, in addition to knowing the
definition of the term.

NOTE Hundreds of scenario-based questions have been added to the
CD-ROM in the back of this book to help you prepare for this exam.

The (ISC)? requires candidates for any of the (ISC)? credentials to obtain an en-
dorsement of their candidature exclusively from an (ISC)?-certified professional in
good standing. The professional endorsing the candidate can hold any (ISC)? certifica-
tion, such as the CISSP, SSCP (Systems Security Certified Professional), or CAP (Certi-
fication and Accreditation Professional). This sponsor will vouch for your years of
experience.

After passing the exam, you will be asked to supply documentation, supported by a
sponsor, proving that you indeed have this type of experience. The sponsor must sign a
document vouching for the security experience you are submitting. So, make sure you
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have this sponsor lined up prior to registering for the exam and providing payment.
You don't want to pay for and pass the exam, only to find you can’t find a sponsor for
the final step needed to achieve your certification.

The reason behind the sponsorship requirement is to ensure that those who achieve
the certification have real-world experience to offer companies. Book knowledge is ex-
tremely important for understanding theory, concepts, standards, and regulations, but
it can never replace hands-on experience. Proving your practical experience supports
the relevance of the certification.

A small sample group of individuals selected at random will be audited after pass-
ing the exam. The audit consists mainly of individuals from (ISC)? calling on the can-
didates’ sponsors and contacts to verify the test taker’s related experience.

What makes this exam challenging is that most candidates, although they work
in the security field, are not necessarily familiar with all ten CBK domains. If a secu-
rity professional is considered an expert in vulnerability testing or application security,
for example, she may not be familiar with physical security, cryptography, or security
practices. Thus, studying for this exam will broaden your knowledge of the secu-
rity field.

The exam questions address the ten CBK security domains, which are described in
Table 1-1.

(ISC)? attempts to keep up with changes in technology and methodologies in the
security field by adding numerous new questions to the test question bank each year.
These questions are based on current technologies, practices, approaches, and stan-
dards. For example, the CISSP exam given in 1998 did not have questions pertaining to
wireless security, but present and future exams will.

Other examples of material not on past exams include security governance, instant
messaging, phishing, botnets, VoIP, and spam. Though these subjects weren't issues in
the past, they are now.

The test is based on internationally accepted information security standards and
practices. If you look at the (ISC)? web site for test dates and locations, you may find,
for example, that the same test is offered this Tuesday in California and next Wednesday
in Saudi Arabia.

If you do not pass the exam, you have the option of retaking it as soon as you like.
(ISC)? used to subject individuals to a waiting period before they could retake the exam,
but this rule has been removed. (ISC)? keeps track of which exam version you were
given on your first attempt and ensures you receive a different version for any retakes.
(ISC)? also provides a report to a CISSP candidate who did not pass the exam, detailing
the areas where the candidate was weakest. Though you could retake the exam soon
afterward, it's wise to devote additional time to these weak areas to improve your score
on the retest.
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Domain Description

Access Control This domain examines mechanisms and methods used to enable
administrators and managers to control what subjects can
access, the extent of their capabilities after authorization and
authentication, and the auditing and monitoring of these activities.
Some of the topics covered include:

® Access control security models

® |dentification and authentication technologies and techniques
® Access control administration

® Single sign-on technologies

® Attack methods

Telecommunications and This domain examines internal, external, public, and private

Network Security communication systems; networking structures; devices; protocols;
and remote access and administration. Some of the topics
covered include:

® OSI| model and layers

® Local area network (LAN), metropolitan area network (MAN),
and wide area network (WAN) technologies

® |nternet, intranet, and extranet issues

® Virtual private networks (VPNs), firewalls, routers, bridges, and
repeaters

® Network topologies and cabling
® Attack methods

Information Security and This domain examines the identification of company assets,

Risk Management the proper way to determine the necessary level of protection
required, and what type of budget to develop for security
implementations, with the goal of reducing threats and monetary
loss. Some of the topics covered include:

® Data classification

® Policies, procedures, standards, and guidelines
® Risk assessment and management

® Personnel security, training, and awareness

Application Security This domain examines the security components within operating
systems and applications and how to best develop and measure
their effectiveness. It looks at software life cycles, change control,
and application security. Some of the topics covered include:

® Data warehousing and data mining
® Various development practices and their risks
® Software components and vulnerabilities
® Malicious code
Table 1-1 Security Domains That Make Up the CISSP CBK
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Domain Description

Cryptography This domain examines methods and techniques for disguising data
for protection purposes.This involves cryptography techniques,
approaches, and technologies. Some of the topics covered include:

® Symmetric versus asymmetric algorithms and uses
® Public key infrastructure (PKI) and hashing functions
® Encryption protocols and implementation

® Attack methods

Security Architecture and This domain examines concepts, principles, and standards for

Design designing and implementing secure applications, operating systems,
and systems. This covers international security measurement
standards and their meaning for different types of platforms. Some
of the topics covered include:

® Operating states, kernel functions,and memory mapping
® Enterprise architecture
® Security models, architectures, and evaluations

® Evaluation criteria: Trusted Computer Security Evaluation
Criteria (TCSEC), Information Technology Security Evaluation
Criteria (ITSEC),and Common Criteria

® Common flaws in applications and systems
® Certification and accreditation

Operations Security This domain examines controls over personnel, hardware,
systems, and auditing and monitoring techniques. It also covers
possible abuse channels and how to recognize and address them.
Some of the topics covered include:

® Administrative responsibilities pertaining to personnel and job
functions

® Maintenance concepts of antivirus, training, auditing, and
resource protection activities

® Preventive, detective, corrective, and recovery controls
® Standards, compliance, and due care concepts

® Security and fault tolerance technologies

Business Continuity This domain examines the preservation of business activities

Planning (BCP) and Disaster ~ when faced with disruptions or disasters. It involves the

Recovery Planning (DRP) identification of real risks, proper risk assessment, and
countermeasure implementation. Some of the topics covered
include:

® Business resource identification and value assignment
® Business impact analysis and prediction of possible losses
® Unit priorities and crisis management

® Plan development, implementation, and maintenance

Table I-1 Security Domains That Make Up the CISSP CBK (continued)
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Legal Regulations, This domain examines computer crimes, laws, and regulations. It
Compliance, and includes techniques for investigating a crime, gathering evidence,
Investigation and handling procedures. It also covers how to develop and

implement an incident-handling program. Some of the topics
covered include:

® Types of laws, regulations, and crimes

® Licensing and software piracy

® Export and import laws and issues

® Evidence types and admissibility into court
® Incident handling

Physical (Environmental) This domain examines threats, risks,and countermeasures to

Security protect facilities, hardware, data, media, and personnel.This involves
facility selection, authorized entry methods, and environmental and
safety procedures. Some of the topics covered include:

® Restricted areas, authorization methods, and controls

® Motion detectors, sensors, and alarms

® Intrusion detection

® Fire detection, prevention, and suppression

® Fencing, security guards, and security badge types
Table I-1 Security Domains That Make Up the CISSP CBK (continued)

CISSP: A Brief History

Historically, the field of computer and information security has not been a structured
and disciplined profession; rather, the field has lacked many well-defined professional
objectives and thus has often been misperceived.

In the mid-1980s, members of the computer security profession recognized they
needed a certification program that would give their profession structure and provide
ways for computer security professionals to demonstrate competence and to present
evidence of their qualifications. Establishing such a program would help the credibility
of the computer and information security profession as a whole and the individuals
who make up the profession.

In November 1988, the Special Interest Group for Computer Security (SIG-CS) of
the Data Processing Management Association (DPMA) brought together several organi-
zations interested in forming a security certification program. They included the Infor-
mation Systems Security Association (ISSA), the Canadian Information Processing
Society (CIPS), the Computer Security Institute (CSI), Idaho State University, and sev-
eral U.S. and Canadian government agencies. As a voluntary joint effort, these organi-
zations developed the necessary components to offer a full-fledged security certification
for interested professionals. (ISC)? was formed in mid-1989 as a nonprofit corporation
to develop a security certification program for information systems security practitioners.
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The certification was designed to measure professional competence and to help compa-
nies in their selection of security professionals and personnel. (ISC)? was established in
North America, but quickly gained international acceptance and now offers testing ca-
pabilities all over the world.

Because security is such a broad and diversified field in the technology and business
world, the original consortium decided on an information systems security CBK com-
posed of ten domains that pertain to every part of computer, network, business, and
information security. In addition, because technology continues to rapidly evolve, stay-
ing up-to-date on security trends, technology, and business developments is required to
maintain the CISSP certification. The group also developed a Code of Ethics, test speci-
fications, a draft study guide, and the exam itself.

How Do You Become a CISSP?

To become a CISSP, start at www.isc2.org, where you will find an exam registration
form you must fill out and send to (ISC)?. You will be asked to provide your security
work history, as well as documents for the necessary educational requirements. Gradu-
ating with a master’s degree from one of the listed National Centers of Excellence and
having two years of experience will also qualify you. These National Centers of Excel-
lence are listed at www.nsa.gov/ia/academia/CAE.pdf, and the list of colleges and uni-
versities is growing. You will also be asked to read the (ISC)? Code of Ethics and to sign
a form indicating that you understand these requirements and promise to abide by
them. You then provide payment along with the completed registration form, where
you indicate your preference as to the exam location. The numerous testing sites and
dates can be found at www.isc2.org.

Although (ISC)? used to count cumulative years of job experience toward the re-
quirements to take the CISSP exam, it has tightened its criteria; test takers must carry
out full-time employment in two or more domains. People often think they do not
have the necessary experience required to take this exam when they actually do, so it’s
always a good idea to contact (ISC)? directly to find out if you are indeed qualified be-
fore throwing away this chance.

What Does This Book Cover?

This book covers everything you need to know to become an (ISC)?-certified CISSP. It
teaches you the hows and whys behind corporations’ development and implementa-
tion of policies, procedures, guidelines, and standards. It covers network, application,
and system vulnerabilities, what exploits them, and how to counter these threats. The
book explains physical security, operational security, and why systems implement the
security mechanisms they do. It also reviews the U.S. and international security criteria
and evaluations performed on systems for assurance ratings, what these criteria mean,
and why they are used. This book also explains the legal and liability issues that sur-
round computer systems and the data they hold, including such subjects as computer
crimes, forensics, and what should be done to properly prepare computer evidence as-
sociated with these topics for court.
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While this book is mainly intended to be used as a study guide for the CISSP exam,
it is also a handy reference guide for use after your certification.

Tips for Taking the CISSP Exam

The test is 250 questions, and you are given up to six hours to take it. The exams are
monitored by CISSP proctors. Depending on the facility that hosts the test, you may or
may not be allowed to bring in food or drink, so plan ahead and eat a good breakfast
full of protein and fructose for brainpower. Proctors who allow food and beverages
typically require they be in a closable container and generally do not allow you to place
them on the desk or table where you could spill anything on your exam paper. Some
proctors let you keep your goodies in a bag next to you on the floor, or at the front or
back of the room. Proctors may inspect the contents of any and all articles entering the
test room. Restroom breaks are usually limited to allowing only one person to leave at
a time, so drinking 15 cups of coffee right before the exam might not be the best idea.

The exam questions are not long, which is good because the test has so many ques-
tions, but this also means you get less information about what the questions are really
asking for. Make sure to read the question and its answers thoroughly instead of read-
ing a few words and immediately assuming you know what the question is asking.
Some of the answer choices may have only subtle differences, so be patient and devote
time to reading through the question more than once.

As with most tests, it is best to go through the questions and answer those you know
immediately; then go back to the ones causing you difficulty. The CISSP exam is not
computerized, so you will receive a piece of paper with bubbles to fill in, and one of
several colored exam booklets containing the questions. If you scribble outside the lines
on the answer sheet, the machine that reads your answers may count a correct answer as
wrong. I suggest you go through each question and mark the right answer in the booklet
with the questions. Repeat this process until you have completed your selections. Then
go through the questions again and fill in the bubbles. This approach leads to less eras-
ing and fewer potential problems with the scoring machine. You are allowed to write
and scribble on your question exam booklet any way you choose. You will turn it in at
the end of your exam with your answer sheet, but only answers on the answer sheet will
be counted, so make sure you transfer all your answers to the answer sheet.

Other certification exams may be taking place simultaneously in the same room,
such as exams for certification as an SSCP (Systems Security Certified Professional), IS-
SAP or ISSMP (Architecture and Management concentrations, respectively), or ISSEP
(Engineering concentration), which is the (ISC)?/NSA government certification. These
other exams vary in length and duration, so don't feel rushed if you see others leaving
the room early; they may be taking a shorter exam.

Another certification offered by (ISC)? is the Certification and Accreditation Profes-
sional (CAP). This was developed by (ISC)? along with the U.S. Department of State’s
Office of Information Assurance to create what they consider the gold standard in the
field of global information security. This CAP credential is intended to be an objective
gauge of the level of knowledge, abilities, and skills personnel will be required to have
to participate in the certification and accreditation process. This deals directly with
those professionals tasked with the creation and assessment of a formalized process to
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be used in determining risk and establishing security requirements. They will also be
tasked with ensuring that information systems possess the security necessary to counter
potential risks. This is another certification that, depending upon your field, can benefit
not only your career but also the organization you work for.

When finished, don’t immediately turn in your exam. You have six hours, so don't
squander it just because you might be tired or anxious. Use the time wisely. Take an
extra couple of minutes to make sure you answered every question, and that you did
not accidentally fill in two bubbles for the same question.

Unfortunately, exam results take some time to be returned. (ISC)? states it can take
up to six weeks to get your results to you, but on average it takes from four days to two
weeks to receive your results through e-mail and/or the mail.

If you passed the exam, the results sent to you will not contain your score—you will
only know that you passed. Candidates who do not pass the test are always provided
with a score, however. Thus, they know exactly which areas to focus more attention on
for the next exam. The domains are listed on this notification with a ranking of weakest
to strongest. If you do not pass the exam, remember that many smart and talented se-
curity professionals didn't pass on their first try either, chiefly because the test covers
such a broad range of topics.

One of the most commonly heard complaints is about the exam itself. The ques-
tions are not longwinded, like many Microsoft tests, but at times it is difficult to distin-
guish between two answers that seem to say the same thing. Although (ISC)? has been
removing the use of negatives, such as “not,” “except for,” and so on, they do still ap-
pear on the exam. This is slowly being remedied and should become less and less of an
issue over time.

Note that (ISC)? is currently introducing scenario-based questions, which will be
long and will expect you to understand concepts in more than one domain to properly
answer the question.

Another complaint heard about the test is that some questions seem a bit subjec-
tive. For example, whereas it might be easy to answer a technical question that asks for
the exact mechanism used in Secure Sockets Layer (SSL) that protects against man-in-
the-middle attacks, it's not quite as easy to answer a question that asks whether an
eight-foot perimeter fence provides low, medium, or high security. This complaint is
mentioned here not to criticize (ISC)? and the test writers, but to help you better pre-
pare for the test.

This book covers all the necessary material for the test and contains many questions
and self-practice tests. Most of the questions are formatted in such a way as to better
prepare you for what you will encounter on the actual test. So, make sure to read all the
material in the book, and pay close attention to the questions and their formats. Even
if you know the subject well, you may still get some answers wrong—it is just part of
learning how to take tests.

Familiarize yourself with industry standards and expand your technical knowledge
and methodology outside the boundaries of what you use today. I cannot stress enough
that just because you are the top dog in your particular field, it doesn’t mean you are
properly prepared for every domain the exam covers. Take the assessment test in this
chapter to gauge where you stand, and be ready to read a lot of material new to you.
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How to Use This Book

Much effort has gone into putting all the necessary information into this book. Now it’s
up to you to study and understand the material and its various concepts. To best ben-
efit from this book, you might want to use the following study method:

1. Study each chapter carefully and make sure you understand each concept
presented. Many concepts must be fully understood, and glossing over a
couple here and there could be detrimental to you. The CISSP CBK contains
over 300 individual topics, so take the time needed to understand them all.

2. Make sure to study and answer all of the questions at the end of the chapter,
as well as those on the CD-ROM included with the book. If any questions
confuse you, go back and study those sections again. Remember, some of
the questions on the actual exam are a bit confusing because they do not
seem straightforward. I have attempted to draft several questions in the
same manner to prepare you for the exam. So do not ignore the confusing
questions, thinking they're not well-worded. Instead, pay even closer attention
to them because they are there for a reason.

3. If you are not familiar with specific topics, such as firewalls, laws, physical
security, or protocol functionality, use other sources of information (books,
articles, and so on) to attain a more in-depth understanding of those subjects.
Don't just rely on what you think you need to know to pass the CISSP exam.

4. After reading this book, study the questions and answers, and take the practice
tests. Then review the (ISC)? study guide and make sure you are comfortable
with each bullet item presented. If you are not comfortable with some items,
revisit those chapters.

5. If you have taken other certification exams—such as Cisco, Novell, or Microsoft—
you might be used to having to memorize details and configuration parameters.
But remember, the CISSP test is “an inch deep and a mile wide,” so make sure
you understand the concepts of each subject before trying to memorize the small,
specific details.

Questions

To get a better feel for your level of expertise and your current level of readiness for the
CISSP exam, run through the following questions:

1. What is derived from a passphrase?
A. A personal password
B. A virtual password
C. Auser ID
D. A valid password
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. Which access control method is user-directed?

A. Nondiscretionary
B. Mandatory
C. Identity-based

D. Discretionary

. Which item is not part of a Kerberos authentication implementation?

A. A message authentication code
B. A ticket-granting ticket
C. Authentication service

D. Users, programs, and services

. If a company has a high turnover rate, which access control structure is best?

A. Role-based
B. Decentralized
C. Rule-based

D. Discretionary

. In discretionary access control, who/what has delegation authority to grant

access to data?

A. A user

B. A security officer
C. A security policy

D. An owner

. Remote access security using a token one-time password generation is an

example of which of the following?
A. Something you have

B. Something you know

C. Something you are

D. Two-factor authentication

. What is a crossover error rate (CER)?

A. A rating used as a performance metric for a biometric system
B. The number of Type I errors
C. The number of Type II errors

D. The number reached when Type I errors exceed the number of Type II
errors
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What does a retina scan biometric system do?
A. Examines the pattern, color, and shading of the area around the cornea

B. Examines the patterns and records the similarities between an
individual's eyes

C. Examines the pattern of blood vessels at the back of the eye
D. Examines the geometry of the eyeball

. If you are using a synchronous token device, what does this mean?

A. The device synchronizes with the authentication service by using internal
time or events.

B. The device synchronizes with the user’s workstation to ensure the
credentials it sends to the authentication service are correct.

C. The device synchronizes with the token to ensure the timestamp is valid
and correct.

D. The device synchronizes by using a challenge-response method with the
authentication service.

What is a clipping level?

A. The threshold for an activity

B. The size of a control zone

C. Explicit rules of authorization

D. A physical security mechanism

Which intrusion detection system would monitor user and network behavior?
A. Statistical/anomaly-based

B. Signature-based

C. Static

D. Host-based

When should a Class C fire extinguisher be used instead of a Class A?
A. When electrical equipment is on fire

B. When wood and paper are on fire

C. When a combustible liquid is on fire

D. When the fire is in an open area

How does halon suppress fires?

A. Tt reduces the fire's fuel intake.

B. It reduces the temperature of the area.

C. It disrupts the chemical reactions of a fire.

D. It reduces the oxygen in the area.
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14.

15.

16.

17.
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20.

What is the problem with high humidity in a data processing environment?
A. Corrosion

B. Fault tolerance

C. Static electricity

D. Contaminants

What is the definition of a power fault?

A. Prolonged loss of power

B. Momentary low voltage

C. Prolonged high voltage

D. Momentary power outage

Who has the primary responsibility of determining the classification level for
information?

A. The functional manager

B. Middle management

C. The owner

D. The user

Which best describes the purpose of the ALE calculation?

A. It quantifies the security level of the environment.

B. It estimates the loss potential from a threat.

C. It quantifies the cost/benefit result.

D. It estimates the loss potential from a threat in a one-year time span.
How do you calculate residual risk?

A. Threats x risks x asset value

B. (Threats x asset value x vulnerability) x risks

C. SLE x frequency = ALE

D. (Threats x vulnerability x asset value) x control gap

What is the Delphi method?

A. A way of calculating the cost/benefit ratio for safeguards

B. A way of allowing individuals to express their opinions anonymously

C. A way of allowing groups to discuss and collaborate on the best security
approaches

D. A way of performing a quantitative risk analysis
What are the necessary components of a smurf attack?
A. Web server, attacker, and fragment offset

B. Fragment offset, amplifying network, and victim
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C. Victim, amplifying network, and attacker

D. DNS server, attacker, and web server

What do the reference monitor and security kernel do in an operating system?
A. Intercept and mediate a subject attempting to access objects

B. Point virtual memory addresses to real memory addresses

C. House and protect the security kernel

D. Monitor privileged memory usage by applications

Answers
1. B
2.D
3. A
4. A
5.D
6. A
7. A
8. C
9. A

10. A
1. A
12. A
13. C
14. A
15. D
16. C
17. D
18. D
19. B
20. C
21. A



Security Trends

This chapter presents the following:
* Evolution of computing and how it relates to security
* Different areas that fall under the security umbrella
* Politics that affect security
* Introduction of information warfare
* Examples of security exploits
* A layered approach to security

Security is a fascinating topic because it covers so many different areas (physical, net-
work, platform, application, and so on), each with its own risks, threats, and solutions.
When information security is discussed, the theme is usually hackers and software vul-
nerabilities. Although these are big security concerns, they are only two components
within the larger field of security issues. Hacking is foremost in people’s minds with
regard to security because it is considered flashy and newsworthy, whereas not much
coverage is given to what is going on behind the scenes with corporations’ global secu-
rity issues and with the Internet as a whole.

How Security Became an Issue

Various computer books usually have a history section that sets the stage for where so-
ciety is today pertaining to computing and data processing. Unlike histories that tell of
times long past, the history of computing typically begins in the 1960s. A lot has hap-
pened in a short period, and computer security is just starting to attract the limelight.
Roughly 25 years ago, the only computers were mainframes. They were few and far
between and were used for specialized tasks, usually running large batch jobs, one at a
time, and carrying out complex computations. If users were connected to the main-
frames, it was through “dumb” terminals that had limited functionality and were to-
tally dependent on the mainframe for their operations and processing environment.
This was a closed environment, with little threat of security breaches or vulnerabilities
being exploited. This does not mean things were perfect, that security vulnerabilities
did not exist, and people lived in a computing utopia. Instead, it meant that a handful
of people working in a “glass house” knew how to operate the mainframe. They de-
cided who could access the mainframe and when. This provided a much more secure

17
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environment, because of its simplicity, than what we see in today’s distributed and in-
terconnected world.

In the days of mainframes, web sites describing how to break into a specific applica-
tion or operating system did not exist. Relatively few people understood network stacks
and protocols compared with the vast number of individuals who understand stacks and
protocols today. Point-and-click utilities that can overwhelm buffers or interrogate ports
did not exist. This was a truly closed environment that only a select few understood.

If networks were connected, it was done in a crude fashion for specific tasks, and
corporations did not totally depend on data processing as they do today. The operating
systems of that time had problems, software bugs, and vulnerabilities, but not many
people were interested in taking advantage of them. Mainframe operators were at the
command line, and if they encountered a software problem, they usually just went in
and manually changed the programming code. All this was not that long ago, consider-
ing where we are today.

As companies became more dependent on the computing power of mainframes,
the functionality of the systems grew, and various applications were developed. It was
clear that giving employees only small time-slices of access to the mainframes was not
as productive as it could be. Processing and computing power was brought closer to the
employees, enabling them to run small jobs on their desktop computers, while the big
jobs still took place within the glass house. This trend continued and individual com-
puters became more independent and autonomous, only needing to access the main-
frame for specific functionality.

As individual personal computers became more efficient, they continually took on
more tasks and responsibilities. People discovered that several users accessing a main-
frame was an inefficient model; some major components needed to be more readily
available so users could perform their tasks in an efficient and effective way. This think-
ing led to the birth of the client/server model. Although many individual personal
computers had the processing power to compute their own calculations and perform
their own logic operations, it did not make sense that each computer held information
needed by all other computers. Thus, programs and data were centralized on servers,
with individual computers accessing them when necessary and accessing the main-
frames less frequently, as shown in Figure 2-1.

With the increasing exposure to computing and processing, individuals who used
computers learned more about using the technology and getting the most out of it.
However, the good things in life often have a darker side. Taking technology down from
the pedestal of the mainframe and putting it into so many individuals’ hands led to
many issues never dealt with in the mainframe days. Now thousands of inexperienced
users had much more access to important data and processes. Barriers and protection
mechanisms were not in place to protect employees and systems from mistakes, so
important data got corrupted accidentally, and individual mistakes affected many other
systems instead of just one.

Because so many more people were using systems, the software had to be made
more “idiot-proof” so that a larger group could use the same platform. Computer op-
erators in the mainframe days understood what the systems expected, how to format
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Mainframe

Servers

Figure 2-1 The relationship between a mainframe, servers, and terminals

input, and how to properly read output. When this power was put into individuals’
desktops, every imaginable (and unimaginable) input was used, which corrupted infor-
mation and mangled operating systems.

Companies soon realized that employees had to be protected from themselves and
that data had to be protected from mishaps and mistakes. The employees needed layers
of software between them and the operating system components and the data they
could potentially destroy. Implementing these layers not only enhanced security—by
separating users from the core of the operating systems and files—but also increased
productivity, as functionality continued to be added to make computers more useful to
businesses and individuals.

As the computing world evolved, symbiotic relationships grew among the techno-
logical advances of hardware, circuitry, processing power, and software. Once a break-
through was made that enabled a computer to contain more memory and hard drive
space, new software was right on its heels to use it and demand more. When software
hit a wall because it was not supplied with the necessary registers and control units, the
hardware industry was Johnny-on-the-spot to develop and engineer the missing pieces
to the equations. As the hardware end grew to provide a stable and rich platform for
software, programmers developed software that provided functionality and possibili-
ties not even conceived of a few years earlier. It has been a wonderful game of leapfrog
that does not seem to have any end in sight.

Lovely story, but what does it mean to security?

In the beginning, the issues associated with bringing computing closer to individuals
brought along many mistakes, technological hurdles, and operational issues not
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encountered in the workforce before. Computers are tools. Just as a knife can be a use-
ful tool to cut meat and vegetables, it can also be a dangerous tool in the hands of
someone with malicious intent. The vast capabilities and functionality that computers
have brought to society have also brought complex and troubling methods of destruc-
tion, fraud, abuse, and insecurity.

Because computers are built on layers (hardware platform, chips, operating sys-
tems, kernels, network stacks, services, and applications), these complex issues have
been interwoven throughout the strata of computing environments. Plugging the holes,
writing better software, and providing better perimeter security are often easier said
than done because of the density of functionality within an infrastructure, interopera-
bility issues, and the availability requirements of the necessary functionality.

Over a short period, people and businesses have come to depend greatly upon com-
puter technology and automation in many different aspects of their lives. Computers
run public utilities, military defense systems, financial institutions, and medical equip-
ment, and are heavily used in every possible business sector. Almost every company
relies on data processing for one reason or another. This level of dependence and the
extent of integration that technology has attained in our lives have made security a
much more necessary and essential discipline.

Computer security is a marathon to be run at a consistent and continual pace. It is
not a short sprint, and it is not for those who lack dedication or discipline.

Areas of Security

Security has a wide base that touches on several different areas. The developers of the
CISSP exam had the vision to understand this and to demand that an individual who
claims to be a security expert and wants to achieve this certification must also show that
his expertise does not just lie in one area of security. Many areas of security affect each
other. Physical security is interrelated with information security, database security lies
on top of operating system security, operations security affects how computer systems
are used, disaster recovery deals with systems in emergency situations, and almost every
instance has some type of legal or liability issue tied to it. Technology, hardware, peo-
ple, and procedures are woven together as a security fabric, as illustrated in Figure 2-2.
When it is time to identify and resolve a specific problem, several strands of the secu-
rity fabric may need to be unraveled and scrutinized so the best and most effective solu-
tion can be provided.

This chapter addresses some specific security issues regarding computers, informa-
tion, and organizations. This is not an attempt to cover all relevant subjects, but rather
to show specific instances to give you an idea of the vast area that security encompasses.
The information in these sections is provided to set the stage for the deeper levels of
coverage that will be addressed in the following chapters.
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Figure 2-2 Technology, hardware, people, and procedures are woven together as a security fabric.

Benign to Scary

Computers and networks touch every facet of modern life. We are increasingly depen-
dent on computer/network technology for communication, funds transfers, utility
management, government services, military action, and maintaining confidential
information. We use technology to provide energy, water supplies, emergency services,
defense systems, electronic banking, and public health services. At the same time, this
technology is being abused to perform illegal or malicious activities, such as to steal
credit card numbers, use telephone systems fraudulently, illegally transmit trade secrets
and intellectual property, deface web sites for political reasons, disrupt communica-
tions, reveal critical national secrets and strategies, and even to commit extortion.

The term “information warfare” covers many different activities that pertain to in-
dividuals, organizations, and nations. Information warfare can be defined as any action
to deny, exploit, corrupt, or destroy the enemy’s information and its function, while at
the same time protecting oneself against those same actions. Governments have used
information warfare techniques to gather tactical information for years. Organizations
have stolen competitors’ trade secrets and plans for new products. Individuals have also
used computers to steal money, access personal financial information, steal individual
identification information, deface web sites, and to cause destruction to draw attention
to a particular cause.
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There once was a time when hacking activities, viruses, and malware incidents were
relatively benign. Many hackers carried out such activities to impress their peers and
show they were clever enough to disrupt some businesses, but overall their intent was
not to inflict massive damages to an entity.

But where once the developer of a worm or virus received only the self-satisfaction
of overcoming a challenge, things today have changed dramatically. The trend of hacking
for “fun” is disappearing, to be quickly replaced by hacking with profit-driven motives.
There is an old saying that goes, “Why did the thief rob the bank?” Answer: “Because
that was where the money was kept.” If we apply that to today’s world, it may go more
like this: “Why are the thieves hacking computers?” Answer: “Because today that is
where the financial information and critical data are kept.”

Today, security breaches, malware, and hacking often target specific victims and
have specific goals. Viruses used to spread via users opening infected attachments, fol-
lowed by the virus sending copies of itself to the victim's contact list. Thus, it simply
replicated itself—big deal. Now, hackers work together to steal data used for identity
theft, raid funds from online accounts, and carry out extortion when holes are discovered
in a company’s security program. Some individuals are even being hired by organized
crime rings for just such objectives.

In short, hacking is constantly evolving. In an industry driven by continual techno-
logical innovation, hackers remain abreast of these changes and often are a step ahead
of the good guys who are trying to protect company assets. The level of sophistication
has increased as well because the stakes are now that much higher. It is not unheard of
for organizations to secretly employ hackers to perpetrate all kinds of maliciousness
against their competitors. Everything from business contracts, customer lists, industrial
secrets, product blueprints, and financial data can be culled from an organization’s
computer systems by those with the necessary technological skills if aided by security
weaknesses at the target organization. Routinely, news stories arise about international
crime rings targeting banks and credit card companies through cyberattacks, the results
of which are the loss of millions of dollars, through identity fraud and outright theft of
funds. In many cases, the greatest damage done to these companies is to their reputa-
tions and the confidence consumers have in the organizations.

Evidence of the Evolution of Hacking

Several incidents indicate that not only is hacking activity on the rise, but the sophisti-
cation of the attacks is also advancing rapidly. Alarmingly, a majority of attacks are using
methods that have been understood for quite some time and for which fixes have been
readily available. This proves that not enough network maintainers have kept up-to-
date on security changes and have installed the necessary patches or configurations.

It is an unfortunate but common occurrence to see hackers exploiting the various
computer vulnerabilities in order to steal millions of credit card and account numbers
from systems associated with e-commerce, online banking, or the retail sector. Some
hackers will extort the organization with the threat of releasing the sensitive data to
others. The hackers will offer a “security service” to fix the systems they have attacked
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for a fee, and if the institutions do not agree to pay, the attackers will threaten to do
even more damage by posting the customers’ credit card numbers on web sites available
to the public. Some organizations call the hacker’s bluff and refuse to pay, while some
organizations pay the “hush money” and get the FBI involved.

The public is often very much in the dark about the kinds of damage worms,
viruses, and hacks have inflicted on companies. Unless these events make the news, the
attacked organization usually only notifies their customers when absolutely necessary,
or just sends them new cards and account numbers without any real explanation as to
why they are being issued. It is usually only when more and more people are affected
by attacks that they make the news and the general public becomes aware of them.
Because of this common secrecy regarding security breaches, a majority of the states in
America have privacy laws that require customers to be told of those issues that could
directly affect them.

Organizations have their own motivation behind keeping the news about these
kinds of attacks as quiet as possible. First, they don’t want to lose their customers
due to a lack of confidence and thereby lose their revenue. Second, they don’t want to
announce to the world that they have holes in their enterprises that lead right to the
company jewels. Public knowledge of these vulnerabilities can bring about a storm of
new attackers. It is similar to being attacked by a shark in the ocean only to have more
sharks appear for their afternoon snack. It is not pretty.

You can visit www.cybercrime.gov to see convictions that have taken place. Follow-
ing are some items that never hit the headlines:

e OnJuly 15, 2009, a former director of information technology for an organ and
tissue donation center was sentenced to two years in prison for hacking into
her former company’s network. She was charged with a criminal indictment
for unauthorized computer access. She also had to pay $94,222 to her former
employer for the damages she inflicted.

e A man was convicted for hacking into financial institutions and credit card
processing centers to obtain credit card information. He purchased merchandise
and then sold the rest of the credit card numbers on his web site named
CardersMarket. CardersMarket had about 4,500 members around the world.

e OnJuly 19, 2009, an engineer in California was convicted for economic
espionage and working for the People’s Republic of China. He stole Boeing
trade secrets, as in information about the Space Shuttle program.

e OnJune 26, 2009, it was discovered that a man downloaded his employer’s
trade secrets on a thumb drive before he quit and went to work for his former
employer’s competitor.

¢ A mutual fund management company had their former network administrator
attempt to extort better severance benefits, including extended medical
coverage and stellar references from the company, by threatening to damage
the computer systems and company data. The network administrator also
threatened to contact the Wall Street Journal, Newsweek, and the New York
Daily News to publicize the damage that would take place.
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Sadly, the examples at www.cybercrime.gov represent only a small percentage of the
hacking activity going on. These attacks were identified and reported. Most are not.
Many organizations do not report hacking activity because they are afraid of damaging
their reputation, losing the faith of their customer base, and adversely affecting their
shareholders and stock prices. Other attacks go unnoticed or unidentified, and thus are
not reported, while international attacks against military and government systems typi-
cally go unreported to the public. So, even though computers and networks remain
great tools and have brought society much advancement, like many other tools, they
are often used for sinister purposes.

Let’s look at some of the attacks that have made some of the headlines:

e In July 2009 one of the gadgets that most of us are addicted to, the BlackBerry,
was compromised. Hackers sent a piece of code that BlackBerry owners thought
was a safe update for the Java code that runs on this device, but instead it was a
piece of spyware that allowed the hackers to intercept e-mail and text messages.
The “update software” was labeled: “Etisalat network upgrade for BlackBerry
service. Please download to ensure continuous service quality.” This sounds
convincing enough. It is probable that many BlackBerry devices have been
infected by this malicious code, and it is just laying dormant without the
owners knowing about it.

e [t was also discovered in 2009 that over 166,000 computers that were infected
with botnet software resided in 74 different countries and pointed to several
U.S. web sites. The goal of most botnets is to carry out denial of service (DoS)
attacks and to render their victim systems unusable. Botnet software connects
to control servers that give the infected systems instructions on which victim
to attack and how. So all of these systems connected to one of the eight
controllers every three minutes and carried out DoS attacks on web sites all over
the nation. Was one of the infected computers yours? How can you be sure?

e Many of us have Facebook, MySpace, and Twitter accounts, and they could be
a venue to allow our systems to be infected and to infect our friends and loved
ones. A worm called Koobface can be installed on a computer, and when a
user logs into one of these social networking sites, it sends a bogus tweet (or
message) that has a link to what seems like a video. The link actually goes
to a server that installs the worm on the new system. So if you log into
your Twitter account, a message that you do not create or send can go
from your account to others, trick them into clicking on a link, and then
infecting their system. This is not a way to make new friends.

e Another loved gadget is the iPhone. In April 2009 a bug in the software was
discovered that allows someone to crash the iPhone software, disconnect
from the network that the iPhones use, and potentially execute code remotely
on it. The remote code could allow someone to turn on the microphone of
the phone and allow it to become a bugging device. As of this writing, this
vulnerability is still being studied, but it is a good indicator of what is going
on in the world.
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There was a time when people could understand most if not all of the software that
was running on computers, the hardware, and could work on their own cars. Now our
TVs, microwaves, cars, and telephones are small and complex computers running soft-
ware that is full of vulnerabilities yet to be uncovered. Soon the computers will unite
and turn on humans and take over the world. Right now you don't need to worry about
that, just concentrate on passing your CISSP exam.

How Are Nations Affected?

The art of war requires soldiers to outmaneuver the enemy and strike them down if
necessary. In traditional warfare, the enemy was usually easily detectable. They were
driving a tank, bombing from an airplane, attacking from a submarine, or shooting
missiles. Today, the enemy may be harder to find, some attacks are harder to track, and
the objectives of the attacker are at times more nebulous. Many governments’ military
intelligence agencies have had to develop new methods of collecting information on
potential foreign enemy movement, conducting surveillance, and proving guilt in crim-
inal activities.

Although militaries still train most soldiers how to shoot, fight in combat, and
practice evasive maneuvers, a new type of training is being incorporated. Because a
majority of the military vehicles, weapons systems, and communication systems are
controlled by technology, new soldiers must know how to use these technological tools
to achieve the same goal of the soldier of the past—to win in war. Today’s soldiers need
to know not only how to operate the new technology-driven weapons systems, but also
how to defend these systems from attacks and possibly use them to attack the enemy’s
defense systems.

Disrupting communication has always been an important tactic in war because it
impedes proper planning and warnings of imminent attacks. Knocking out communi-
cation lines is one of the first steps in the recipe of a successful attack. Today, most
military communication is handled through computer-based systems, and the tools to
disrupt communication of the enemy have changed. For example, the CIA reported to a
U.S. congressional committee that foreign nations include information warfare in their
military arsenal and provide defensive and offensive attack methods. These nations are
devising documentation, strategic plans, and tools to carry out information warfare on
other nations.

During the Persian Gulf War in 1991, it was reported that hackers from the Nether-
lands penetrated 34 American military sites that supported Operation Desert Storm
activities. They extracted information about the exact location of military troops, weap-
on details, and movement of American warships. It could have been a different war if
Saddam Hussein had actually bought this information when it was offered to him, but
he did not—he thought it was a trick.

In another example, it was reported that the Irish Republican Army stole telephone
bills to determine the addresses of potential targets in their political attacks. Authorities
seized a batch of computer disks in Belfast and were able to decrypt the information
after months of effort. This information was most likely gained by successfully hacking
into the telephone company’s database.
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A report declassified in May 1995 stated that prior to the August 1991 coup attempt
in the Soviet Union, the KGB had been writing and developing viruses to disrupt com-
puter systems during times of war. Another report, by the U.S. Defense Intelligence
Agency, indicated that Cuba had developed viruses to infect and damage U.S. civilian
computers. There is no proof these viruses were released and actually caused damage,
but there is no proof they weren't released either. It has also been reported that during
the 1999 Kosovo Air Campaign, fake messages were injected into Yugoslavia's com-
puter-integrated air defense systems to point the weapons at false targets. Examples like
these make it clear that military use of computer-based tools and attacks is growing in
sophistication and utilization.

Critical to the function of the Internet are the 13 root DNS servers that participate
in managing Internet traffic. If some of these go down, some web sites may become
unreachable, and some e-mail may not delivered. If they all came down, the Internet
would basically stop functioning. On February 6, 2007, another cyberattack occurred
that targeted the 13 root DNS servers. Three computers used in this capacity were over-
whelmed, but to the great relief of many, the attack went largely unnoticed by most
computer users around the globe. Computer scientists involved claim this is due to the
increased resiliency of the Internet and the sharing of duties that has taken place since
the last major attack upon these computers in 2002.

Today, reports indicate that many terrorist groups are now using propaganda on the
Internet to find prospective recruits. Luckily, these tactics have also spawned their cyber
opposites, such as the cyber-antiterrorist group, Internet Haganah, founded by Aaron
Weisburd. Weisburd, and others like him, now track down terrorist-related web sites
and pose as individuals sympathetic to the web sites’ creators. They then gather as
much information as they can and pass it along to various law enforcement agencies in
order to shut down the web sites and, when possible, prosecute those responsible.

In another aspect of cyberterrorism, the U.S. Department of Defense believes at least
20 countries have now established cyber war organizations in an effort to create and
develop the tools and techniques needed to attack other national militaries and civilian
targets via the Internet. Possible cyber wars like this are already a reality. The number of
attacks and intrusion attempts on the Department of Defense (DoD) has continued to
rise in recent years. In some cases, the DoD has endured more than 500 cyberattacks a
day. Fortunately, the number of successful attempts has declined due to a strategic effort
to train personnel and to implement the best security measures available.

Almost every task in an individual’s day interrelates with a technology that is con-
trolled or monitored by a computer-based system. Turning on the lights, paying a gas
bill, flying on a plane, talking on the telephone, and receiving medical treatment are all
events that depend on large computer systems monitoring and providing a flow of
service. Even sophisticated military defense systems rely on commercial power,
communication, transportation, and monitoring capabilities that are computer based.
A country’s strength depends on its privately owned critical infrastructures and indus-
tries. These private-sector infrastructures have already been victimized by computer
attacks, and a concerted attack on any of these key economic sectors or governmental
services could have widespread ramifications. Most governments have recognized this
vulnerability and have started taking the necessary defense steps because it is very likely
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that in future wars a country’s entire infrastructure could be targeted via these new
methods—computer-generated attacks.

NOTE The examples here are U.S.-centric, but the CISSP exam is not. It has
evolved over the years to have a greater international focus.

The world’s war strategies have moved from large organized groups fighting each
other to smaller, noncentralized terrorist groups attacking each other and countries
directly. Because of this, sometimes information warfare is more successful and crucial
than conventional weapons.

If country A is attacking country B, the leaders and top decision-makers are usually
apparent, and who they are is not secret. In terrorist groups, many times it is hard to
identify the leaders, their goals, tribal affiliations, and the social and political structure
of the groups themselves. It is hard to penetrate these terrorist groups, so intelligence
that is gathered through information warfare means is commonly the only thing coun-
tries have to work with.

The amazing feats of information warfare tactics reach from implanting malware
on enemies’ systems, building products that could be used to spy and relay data back to
the developers, infecting combat devices to allow for remote control, and other intriguing
approaches. One item that may not be thought of as “information warfare” is affecting
how terrorist groups and countries are carrying out their internal or external political
fights—social networking.

At one time many countries had tighter, more defined and controlled boundaries.
Physical control and the control of conventional news media allowed leaders to dictate
who came in and out of their areas and how their activities were viewed by the world.
Today people in different countries can take pictures or videos with their cell phones
and upload them to YouTube for the world to see. Individuals can post real-time infor-
mation on Twitter and other social networks, which took place during the presidential
election of the Iran president in 2009. Social networks have flattened the world of
social media and control of information.

After the Iran presidential election, protesters in great numbers stated their opin-
ions on a medium that did not exist during their last presidential election. People
around the world could get more up-to-date information through Twitter, YouTube,
and reading blogs than from the conventional news stations. Many news stations also
tuned to these networks to get their information.

The use of technology is making the world smaller, making almost all information
accessible and real-time data available to thousands and millions within seconds. This
is not only changing our social interaction, but also world events.

How Are Companies Affected?

Many companies fail to understand how security implementations help their bottom
line. After all, businesses are created to turn a profit, and if there is no direct correlation
for an item—tying it in neatly to the linear concept of cost and profit—that item is often
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given low priority. Thankfully, more companies today are discovering how security
affects their bottom line in ways they never expected.

If a company suffers a security breach, it must deal with a wide range of issues it
likely wasn’t prepared for. Several companies recently had their databases attacked and
their customers’ information compromised. Once customers find out that a company
is not protecting their confidential and financial information properly, they will often
take their business elsewhere. If the number of customers affected is in the range wit-
nessed over the last year (10,000 to 1.4 million credit cards stolen at a time), and if the
company loses a similar number of customers at one time, the company could go out
of business. Of course, these events also affect the reputation of the company, its share-
holders, and its stock price. In addition, the customers can sue the company, which
could result in punitive damages and court fees. This would definitely impact the bot-
tom line.

NOTE Companies have added detailed security questions to requests from
business partners. Many requests for proposal (RFPs) now include questions
regarding security practices, infrastructure, and how data will be protected.

Organizations have had trade secrets and intellectual property stolen by employees
who left to work for a competitor. In such instances, unless the original company has
taken the proper steps to protect this data and informed its employees that this action
is wrong, the company has no legal recourse. The company must practice due care both
inside and outside its walls to protect its intellectual property from competitors. (For
more information on legal issues, see Chapter 10.)

The industry is seeing more and more cases of employees being fired for improper
use of computer systems. Many large companies have instituted policies of zero toler-
ance with respect to unauthorized or improper computer and Internet usage. However,
if companies do not take the proper steps by having a comprehensive security policy in
place and providing security awareness to the employees, they are often successfully
sued for unfairly ending employment.

Companies and organizations are increasingly finding themselves responsible for
compliance with more and more regulations pertaining to how they handle their data
and personal information. The following is a short list of different privacy and confi-
dentiality regulations:

e Electronic Communications Policy (ECP)

e Health Insurance Portability and Accountability Act (HIPAA)
e Public Records Act (PRA)

¢ Information Practices Act (IPA)

e Family Educational Rights and Privacy Act (FERPA)

e Children’s Online Privacy Protection Act (COPPA)

e Fair Credit Reporting Act (FCRA)
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e Gramm-Leach-Bliley Act
e Sarbanes-Oxley Act of 2002

Each year this list expands.

Many other regulations that companies need to comply with in conducting their
business are imposed at the state and federal levels. It is important to know that many
of these regulations go much further than to just dictate the levels of protection a com-
pany must provide for the data they are responsible for. It is becoming more common
to see these newer regulations requiring that CEOs and CFOs of organizations be held
personally responsible, and perhaps criminally negligent, if anything untoward occurs
in regard to the data they have been entrusted with. Long gone are the days where upper
management can claim they didn’t realize what was going on at lower levels of their
organization. These regulations and laws can hold them directly accountable, and
require them to sign off on regular reports and audits pertaining to the financial health
and security of their organizations.

Another way a company can lose money and time is by being ill-prepared to react
to a situation. If a network does not have properly configured security mechanisms, the
company’s IT staff usually spends unnecessary time and resources putting out fires. In
addition, when they are racing in a chaotic manner to find a solution, they may be
creating more open doors into the network without realizing it. Without proper secu-
rity planning, a lot of money, staff productivity, and time are wasted that could be used
for other tasks. As discussed in subsequent chapters in this book, companies that have
a solid incident response plan or disaster recovery plan in place will know what to do
in the event of a physical intrusion or cyberattack.

Many companies are covered by insurance in case of a natural disaster or a major
security breach. However, to get a good insurance rate, companies must prove they have
a solid security program and that they are doing all they can to protect their own invest-
ments. In some cases, insurance providers refuse to pay for a company’s loss because
the company failed to have the correct security measures in place. A recent legal case
involved a company that did not have a security policy, proper security mechanisms,
and an updated disaster recovery plan in place. When disaster struck, the insurance
company refused to pay. The case went to court and the insurance company won; how-
ever, the greater loss to the company was not the court case.

Every business market is full of competition. If a company endures a security com-
promise that makes the press—which has been happening almost every month—it will
have an even harder time attracting new business. A company wants to be in a position
where all the customers come to it when another company suffers a security compro-
mise, not the other way around.

The U.S. Government’s Actions

One of the U.S. government’s responsibilities is to protect American resources, people,
and their way of life. A complex task the government has been faced with recently is
protecting several critical infrastructures from computer-based attacks. Because com-
puter technology is relatively young and changing rapidly, and because security has
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only come into real focus over the last few years, all these core infrastructures contain
their own vulnerabilities. If attackers disrupt these infrastructures, the ramifications
may be far reaching. For example, if attackers were able to take down electrical grids,
thus forcing the government to concentrate on that crisis, they could then launch mili-
tary strikes on other fronts. This might sound like a John Grisham novel, but the U.S.
government must consider such scenarios and devise defensive plans to respond. One
of the biggest threats the United States faces is that terrorists or a hostile nation will
attempt to inflict economic damage, disrupt business or productivity, and degrade our
defense response by attacking the critical infrastructures.

On July 15, 1996, President Clinton approved the establishment of the President’s
Commission on Critical Infrastructure Protection (PCCIP). The responsibility of this
commission was to investigate the types of attacks that were happening, extrapolate
how attacks could evolve in the future, determine how they could affect the nation’s
computer infrastructures, and assess how vulnerable these structures were to such
attacks at that time.

The PCCIP published its sobering report, “Critical Foundations: Protecting America’s
Infrastructures,” in 1997. The report outlined the current vulnerability level of critical
U.S. infrastructures pertaining to criminal activity, natural disasters, international
terrorists, hackers, foreign national intelligence, and information warfare. Longstand-
ing security weaknesses, placing federal operations at serious risk, were identified and
reported. In response to this report, President Clinton signed two orders, Presidential
Decision Directives (PDDs) 62 and 63, to improve the nation’s defenses against terrorism,
other computer-based attacks, and information warfare activities. The focus of these
directives was to address cyberattacks at a national level.

The report recognized that many of the nation’s critical infrastructures were pri-
vately owned and operated. It was obvious the government and the private sector had
to work together to properly and successfully defend against cyberattacks. In fact, it was
recognized that these government departments could not provide this level of protec-
tion without the help and sharing of information with the public sector. The position
of national coordinator was created within the Executive Office of the President to fa-
cilitate a partnership between the government and the private sector. The goal was for
the government and the private sector to work together to strengthen the nation’s
defenses against cyberterrorism, theft, fraud, and other criminal activity. Out of this
came the Critical Infrastructure Assurance Office (CIAO) under the Department of
Commerce, Information Sharing and Analysis Centers (ISACs), and the National Infra-
structure Protection Center (NIPC) under the sponsorship of the FBI. Recently, the
NIPC was fully integrated into the Information Analysis and Infrastructure Protection
Directorate of the Department of Homeland Security (DHS). Thus, the former NIPC's
responsibilities of physical and cybercritical infrastructure assessment are now being
addressed by two new divisions.

ISACs provide a mechanism that enables information sharing among members of
a particular industry sector. The information comes from public-sector organizations
and government agencies, and is shared by both. Sources of information can be authen-
ticated or anonymous, and the information can pertain to vulnerabilities, incidents,
threats, and solutions. Submitted information is directed to the appropriate team mem-



Chapter 2: Security Trends

3

bers, who then investigate each submittal, quantify the seriousness of the vulnerability,
and perform a trend analysis to identify steps that might thwart this type of attack. The
intent is to enhance the security of individual organizations, as well as the entire nation,
one industry sector at a time.

In 2002, President Bush created the Department of Homeland Security in response
to the attack on the United States on September 11, 2001. Divisions of information
technology and cybersecurity were included, and specific committees and roles were
developed to protect against attacks that could negatively affect the nation'’s infrastructure.
The bill was signed November 25, 2002, and allocated $2.12 billion for technology and
cybersecurity.

As with the position of drug czar in the war on drugs, in many countries in recent
years there has also been a call for the appointment of a cyber czar—that is, a govern-
ment official responsible for keeping the critical infrastructure of a country’s cyber-
world secure and protected. In the United States, it has proved to be a revolving-door
post at the White House, with no real momentum. The position has been a part of the
Department of Homeland Security and actually oversees two other divisions: the National
Communications System division and the National Cyber Security division. Many
experts in the security industry feel that ever since President Bush issued his national
strategy to secure cyberspace in February 2003, not enough has been done, and that
those policies that have been created have been, for the most part, nonstarters. Since
2001, more than four people have held the position of cyber czar, and in one instance
(Howard Schmitt), for only two months. Many of the cyber czars have quit due to a lack
of support or a feeling that the position and its division weren’t being taken seriously
by other government agencies. Late into 2006, the position remained open, with the
Bush administration claiming they were whittling down the list of possible candidates.
Finally, in 2007, Greg Garcia was named as DHS's first assistant secretary for commu-
nications and cyber security.

In 2008, President Bush’s administration developed the Comprehensive National
Cybersecurity Initiative (CNCI). This is the National Security Presidential Directive 54
(aka Homeland Security Presidential Directive 23), and its overall goal is how to im-
prove the protection of the U.S. federal systems and the sensiti