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1
Chapter

LayingtheGroundwork
Tobegin,inthischapterIintroduceyoutotheproblemwithdecompilersand
whyvirtualmachinesandtheAndroidplatforminparticularareatsuchrisk.You
learnaboutthehistoryofdecompilers;itmaysurpriseyouthatthey’vebeen
aroundalmostaslongascomputers.Andbecausethiscanbesuchanemotive
topic,Itakesometimetodiscussthelegalandmoralissuesbehind
decompilation.Finally,you’reintroducedtosomeofoptionsopentoyouifyou
wanttoprotectyourcode.

Compilers and Decompilers 
Computerlanguagesweredevelopedbecausemostnormalpeoplecan’twork
inmachinecodeoritsnearestequivalent,Assembler.Fortunately,people
realizedprettyearlyinthedevelopmentofcomputingtechnologythathumans
weren’tcutouttoprograminmachinecode.Computerlanguagessuchas
Fortran,COBOL,C,VB,and,morerecently,JavaandC#weredevelopedto
allowustoputourideasinahuman-friendlyformatthatcanthenbeconverted
intoaformatacomputerchipcanunderstand.

Atitsmostbasic,it’sthecompiler’sjobtotranslatethistextualrepresentationor
sourcecodeintoaseriesof0sand1sormachinecodethatthecomputercan
interpretasactionsorstepsyouwantittoperform.Itdoesthisusingaseriesof
pattern-matchingrules.A l exicalanalyzertokenizesthesourcecode-----andany
mistakesorwordsthataren’tinthecompiler’slexiconarerejected.These
tokensarethenpassedtothelanguageparser,whichmatchesoneormore
tokenstoaseriesofrulesandtranslatesthetokensintointermediatecode
(VB.NET,C#,Pascal,orJava)orsometimesstraightintomachinecode
(Objective-C,C++,orFortran).Anysourcecodethatdoesn’tmatchacompiler’s
rulesisrejected,andthecompilationfails.
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Nowyouknowwhatacompilerdoes,butI’veonlyscratchedthesurface.
Compilertechnologyhasalwaysbeenaspecializedandsometimescomplicated
areaofcomputing.Modernadvancesmeanthingsaregoingtogetevenmore
complicated,especiallyinthevirtualmachinedomain.Inpart,thisdrivecomes
fromJavaand.NET.Justintime(JIT)compilershavetriedtoclosethegap
betweenJavaandC++executiontimesbyoptimizingtheexecutionofJava
bytecode.Thisseemslikeanimpossibletask,becauseJavabytecodeis,after
all,interpreted,whereasC++iscompiled.ButJITcompilertechnologyismaking
significantadvancesandalsomakingJavacompilersandvirtualmachines
muchmorecomplicatedbeasts.

Mostcompilersdoalotofpreprocessingandpost-processing.The
preprocessorreadiesthesourcecodeforthelexicalanalysisbystrippingoutall
unnecessaryinformation,suchastheprogrammer’scomments,andaddingany
standardorincludedheaderfilesorpackages.Atypicalpost-processorstageis
codeoptimization,wherethecompilerparsesorscansthecode,reordersit,
andremovesanyredundanciestoincreasetheefficiencyandspeedofyour
code.

Decompilers(nobigsurprisehere)translatethemachinecodeorintermediate
codebackintosourcecode.Inotherwords,thewholecompilingprocessis
reversed.Machinecodeistokenizedinsomewayandparsedortranslatedback
intosourcecode.Thistransformationrarelyresultsintheoriginalsourcecode,
though,becauseinformationislostinthepreprocessingandpost-processing
stages.

Considerananalogywithhumanlanguages:decompilinganAndroidpackage
file(APK)backintoJavasourceisliketranslatingGerman(classes.dex)into
French(Javaclassfile)andthenintoEnglish(Javasource).Alongtheyway,bits
ofinformationarelostintranslation.Javasourcecodeisdesignedforhumans
andnotcomputers,andoftensomestepsareredundantorcanbeperformed
morequicklyinaslightlydifferentorder.Becauseoftheselostelements,few(if
any)decompilationsresultintheoriginalsource.

Anumberofdecompilersarecurrentlyavailable,buttheyaren’twellpublicized.
DecompilersordisassemblersareavailableforClipper(Valkyrie),FoxPro(ReFox
andDefox),Pascal,C(dcc,decomp,Hex-Rays),Objective-C(Hex-Rays),Ada,
and,ofcourse,Java.EventheNewton,lovedbyDoonesburyaficionados
everywhere,isn’tsafe.Notsurprisingly,decompilersaremuchmorecommon
forinterpretedlanguagessuchasVB,Pascal,andJavabecauseofthelarger
amountsofinformationbeingpassedaround.
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Virtual Machine Decompilers 
Therehavebeenseveralnotableattemptstodecompilemachinecode.Cristina
Cifuentes’dccandmorerecentlytheHex-Ray’sIDAdecompilerarejusta
coupleofexamples.However,atthemachine-codelevel,thedataand
instructionsarecomingled,andit’samuchmoredifficult(butnotimpossible)
tasktorecovertheoriginalcode.

Inavirtualmachine,thecodehassimplypassedthroughapreprocessor,and
thedecompiler’sjobistoreversethepreprocessingstagesofcompilation.This
makesinterpretedcodemuch,mucheasiertodecompile.Sure,thereareno
commentsand,worsestill,thereisnospecification,butthenagainthereareno
R&Dcosts.

Why Java with Android? 
BeforeItalkabout‘‘WhyAndroid?’’Ifirstneedtoask,‘‘WhyJava?’’That’snot
tosayallAndroidappsa rewritteninJava-----IcoverHTML5appstoo.ButJava
andAndroidarejoinedatthehip,soIcan’treallydiscussonewithouttheother.

TheoriginalJavavirtualmachine(JVM)wasdesignedtoberunonaTVcable
set-topbox.Assuch,it’saverysmall-stackmachinethatpushesandpopsits
instructionsonandoffastackusingalimitedinstructionset.Thismakesthe
instructionsveryeasytounderstandwithrelativelylittlepractice.Because
compilationisnowatwo-stageprocess,theJVMalsorequiresthecompilerto
passalotofinformation,suchasvariableandmethodnames,thatwouldn’t
otherwisebeavailable.Thesenamescanbealmostashelpfulascomments
whenyou’retryingtounderstanddecompiledsourcecode.

ThecurrentdesignoftheJVMisindependentoftheJavaDevelopmentKit
(JDK).Inotherwords,thelanguageandlibrariesmaychange,buttheJVMand
theopcodesarefixed.ThismeansthatifJavaispronetodecompilationnow,
it’salwayslikelytobepronetodecompilation.Inmanycases,asyou’llsee,
decompilingaJavaclassisaseasyasrunningasimpleDOSorUNIX
command.

Inthefuture,theJVMmayverywellbechangedtostopdecompilation,butthis
wouldbreakanybackwardcompatibilityandallcurrentJavacodewouldhave
toberecompiled.AndalthoughthishashappenedbeforeintheMicrosoftworld
withdifferentversionsofVB,manycompaniesotherthanOraclehave
developedvirtualmachines.

Whatmakesthissituationevenmoreinterestingisthatcompaniesthatwantto
Java-enabletheiroperatingsystemorbrowserusuallycreatetheirownJVMs.
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OracleisonlyresponsiblefortheJVMspecification.Thissituationhas
progressedsofarthatanyfundamentalchangestotheJVMspecificationwould
havetobebackwardcompatible.ModifyingtheJVMtopreventdecompilation
wouldrequiresignificantsurgeryandwouldinallprobabilitybreakthis
backwardcompatibility,thusensuringthatJavaclasseswilldecompileforthe
foreseeablefuture.

TherearenosuchcompatibilityrestrictionsontheJDK,andmorefunctionality
isaddedwitheachrelease.Andalthoughthefirstcropofdecompilers,suchas
Mocha,dramaticallyfailedwheninnerclasseswereintroducedintheJDK1.1,
thecurrentfavoriteJD-GUIismorethancapableofhandlinginnerclassesor
lateradditionstotheJavalanguage,suchasgenerics.

YoulearnalotmoreaboutwhyJavaisatriskfromdecompilationinthenext
chapter,butforthemomentherearesevenreasonswhyJavaisvulnerable:

 Forportability,Javacodeispartiallycompiledandthen
interpretedbytheJVM.

 Java’scompiledclassescontainalotofsymbolicinformation
fortheJVM.

 Duetobackward-compatibilityissues,theJVM’sdesignisn’t
likelytochange.

 TherearefewinstructionsoropcodesintheJVM.

 TheJVMisasimplestackmachine.

 Standardapplicationshavenorealprotectionagainst
decompilation.

 Javaapplicationsareautomaticallycompiledintosmaller
modularclasses.

Let’sbeginwithasimpleclass-fileexample,showninListing1-1.

Listing1-1.SimpleJavaSourceCodeExample

public class Casting { 
 public static void main(String args[]){ 
 for(char c=0; c < 128; c++) { 
     System.out.println("ascii " + (int)c + " character "+ c); 
 } 
 } 
} 

Listing1-2showstheoutputfortheclassfileinListing1-1usingjavap,Java’s
class-filedisassemblerthatshipswiththeJDK.YoucandecompileJavaso
easilybecause-----asyouseel ateri nthebook-----theJVMisasimplestack
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machinewithnoregistersandalimitednumberofhigh-levelinstructionsor
opcodes.

Listing1-2.JavapOutput

Compiled from Casting.java 
public synchronized class Casting extends java.lang.Object  
 /* ACC_SUPER bit set */ 
{ 
 public static void main(java.lang.String[]); 
/* Stack=4, Locals=2, Args_size=1 */ 
 public Casting(); 
/* Stack=1, Locals=1, Args_size=1 */ 
} 
 
Method void main(java.lang.String[]) 
 0 iconst_0 
 1 istore_1 
 2 goto 41 
 5 getstatic #12 <Field java.io.PrintStream out> 
 8 new #6 <Class java.lang.StringBuffer> 
 11 dup 
 12 ldc #2 <String "ascii "> 
 14 invokespecial #9 <Method java.lang.StringBuffer(java.lang.String)> 
 17 iload_1 
 18 invokevirtual #10 <Method java.lang.StringBuffer append(char)> 
 21 ldc #1 <String " character "> 
 23 invokevirtual #11 <Method java.lang.StringBuffer append(java.lang.String)> 
 26 iload_1 
 27 invokevirtual #10 <Method java.lang.StringBuffer append(char)> 
 30 invokevirtual #14 <Method java.lang.String toString()> 
 33 invokevirtual #13 <Method void println(java.lang.String)> 
 36 iload_1 
 37 iconst_1 
 38 iadd 
 39 i2c 
 40 istore_1 
 41 iload_1 
 42 sipush 128 
 45 if_icmplt 5 
 48 return 
 
Method Casting() 
 0 aload_0 
 1 invokespecial #8 <Method java.lang.Object()> 
 4 return< 

Itshouldbeobviousthataclassfilecontainsalotofthesource-code
information.Myaiminthisbookistoshowyouhowtotakethisinformationand
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reverse-engineeritintosourcecode.I’llalsoshowyouwhatstepsyoucantake
toprotecttheinformation.

Why Android? 
Untilnow,withtheexceptionofappletsandJavaSwingapps,Javacodehas
typicallybeenserversidewithlittleornocoderunningontheclient.This
changedwiththeintroductionofGoogle’sAndroidoperatingsystem.Android
apps,whetherthey’rewritteninJavaorHTML5/CSS,areclient-side
applicationsintheformofAPKs.TheseAPKsarethenexecutedontheDalvik
virtualmachine(DVM).

TheDVMdiffersfromtheJVMinanumberofways.First,it’saregister-based
machine,unlikethestack-basedJVM.Andinsteadofmultipleclassfiles
bundledintoajarfile,theDVMusesasingleDalvikexecutable(DEX)filewitha
differentstructureandopcodes.Onthesurface,itwouldappeartobemuch
hardertodecompileanAPK.However,someonehasalreadydoneallthehard
workforyou:atoolcalleddex2jarallowsyoutoconverttheDEXfilebackintoa
jarfile,whichthencanbedecompiledbackintoJavasource.

BecausetheAPKsliveonthephone,theycanbeeasilydownloadedtoaPCor
Macandthendecompiled.Youcanuselotsofdifferenttoolsandtechniquesto
gainaccesstoanAPK,andtherearemanydecompilers,whichIcoverlaterin
thebook.ButtheeasiestwaytogetatthesourceistocopytheAPKontothe
phone’sSDcardusinganyofthefile-managertoolsavailableinthe
marketplace,suchasASTROFileManager.OncetheSDcardispluggedinto
yourPCorMac,itcanthenbedecompiledusingdex2jarfollowedbyyour
favoritedecompiler,suchasJD-GUI.

GooglehasmadeitveryeasytoaddProGuardtoyourbuilds,butobfuscation
doesn’thappenbydefault.Forthemoment(untilthisissueachievesahigher
profile),thecodeisunlikelytohavebeenprotectedusingobfuscation,so
there’sagoodchancethecodecanbecompletelydecompiledbackinto
source.ProGuardisalsonot100%effectiveasanobfuscationtool,asyousee
inChapter4and7.

ManyAndroidappstalktobackendsystemsviawebservices.Theylookfor
itemsinadatabase,orcompleteapurchase,oradddatatoapayrollsystem,or
uploaddocumentstoafileserver.Theusernamesandpasswordsthatallowthe
apptoconnecttothesebackendsystemsareoftenhard-codedintheAndroid
app.So,ifyouhaven’tprotectedyourcodeandyouleavethekeystoyour
backendsysteminyourapp,you’rerunningtheriskofsomeonecompromising
yourdatabaseandgainingaccesstosystemsthattheyshouldnotbe
accessing.
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It’slesslikely,butentirelypossible,thatsomeonehasaccesstothesourceand
canrecompiletheapptogetittotalktoadifferentbackendsystem,anduseit
asameansofharvestingusernamesandpasswords.Thisinformationcanthen
beusedatalaterstagetogainaccesstoprivatedatausingtherealAndroid
app.

Thisbookexplainshowtohideyourinformationfromthesepryingeyesand
raisethebarsoittakesalotmorethanbasicknowledgetofindthekeystoyour
backendserversorlocatethecredit-cardinformationstoredonyourphone.

It’salsoveryimportanttoprotectyourAndroidappbeforereleasingitintothe
marketplace.SeveralwebsitesandforumsshareAPKs,soevenifyouprotect
yourappbyreleasinganupdatedversion,theoriginalunprotectedAPKmaystill
beoutthereonphonesandforums.Yourweb-serviceAPIsmustalsobe
updatedatthesametime,forcinguserstoupdatetheirappandleadingtoa
baduserexperienceandpotentiallossofcustomers.

InChapter4,youlearnmoreaboutwhyAndroidisatriskfromdecompilation,
butforthemomenthereisalistofreasonswhyAndroidappsarevulnerable:

 TherearemultipleeasywaystogainaccesstoAndroidAPKs.

 It’ssimpletotranslateanAPKtoaJavajarfileforsubsequent
decompilation.

 Asyet,almostnobodyisusingobfuscationoranyformof
protection.

 OncetheAPKisreleased,it’sveryhardtoremoveaccess.

 One-clickdecompilationispossible,usingtoolssuchas
apktool.

 APKsaresharedonhackerforums.

Listing1-3showsthedexdumpoutputoftheCasting.javafilefromListing1-1
afterithasbeenconvertedtotheDEXformat.Asyoucansee,it’ssimilar
informationbutinanewformat.Chapter3looksatthedifferencesingreater
detail.
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Listing1-3.DexdumpOutput

Class #0        - 
 Class descriptor : 'LCasting;' 
 Access flags  : 0x0001 (PUBLIC) 
 Superclass    : 'Ljava/lang/Object;' 
 Interfaces    - 
 Static fields - 
 Instance fields - 
 Direct methods - 
 #0          : (in LCasting;) 
  name      : '<init>' 
  type      : '()V' 
  access    : 0x10001 (PUBLIC CONSTRUCTOR) 
  code      - 
  registers : 1 
  ins       : 1 
  outs      : 1 
  insns size : 4 16-bit code units 
  catches   : (none) 
  positions :  
    0x0000 line=1 
  locals    :  
    0x0000 - 0x0004 reg=0 this LCasting;  
 #1          : (in LCasting;) 
  name      : 'main' 
  type      : '([Ljava/lang/String;)V' 
  access    : 0x0009 (PUBLIC STATIC) 
  code      - 
  registers : 5 
  ins       : 1 
  outs      : 2 
  insns size : 44 16-bit code units 
  catches   : (none) 
  positions :  
    0x0000 line=3 
    0x0005 line=4 
    0x0027 line=3 
    0x002b line=6 
  locals    :  
 Virtual methods - 
 source_file_idx : 3 (Casting.java) 

History of Decompilers 
Verylittlehasbeenwrittenaboutthehistoryofdecompilers,whichissurprising
becauseforalmosteverycompiler,therehasbeenadecompiler.Let’stakea
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momenttotalkabouttheirhistorysoyoucanseehowandwhydecompilers
werecreatedsoquicklyfortheJVMand,toalesserextent,theDVM.

Sincebeforethedawno fthehumblePC------scratchthat,sincebeforethedawn
ofCOBOL,decompilershavebeenaroundinoneformoranother.Youcango
allthewaybacktoALGOLtofindtheearliestexampleofadecompiler.Joel
DonnellyandHermanEnglanderwroteD-NeliacattheU.S.NavyElectronic
Labs(NEL)laboratoriesasearlyas1960.Itsprimaryfunctionwastoconvert
non-NeliaccompiledprogramsintoNeliac-compatiblebinaries.(Neliacwasan
ALGOL-typelanguageandstandsforNavyElectronicsLaboratoryInternational
ALGOLCompiler.)

OvertheyearstherehavebeenotherdecompilersforCOBOL,Ada,Fortran,and
manyotheresotericaswellasmainstreamlanguagesrunningonIBM
mainframes,PDP-11s,andUNIVACs,amongothers.Probablythemainreason
fortheseearlydevelopmentswastotranslatesoftwareorconvertbinariestorun
ondifferenthardware.

Morerecently,reverse-engineeringtocircumventtheY2Kproblembecamethe
acceptablefaceo fdecompilation------convertinglegacycodetogetaroundY2K
oftenrequireddisassemblyorfulldecompilation.Butreverseengineeringisa
hugegrowthareaanddidn’tdisappearaftertheturnofthemillennium.
ProblemscausedbytheDowJoneshittingthe10,000markandtheintroduction
oftheEurohavecausedfinancialprogramstofallover.

Reverse-engineeringtechniquesarealsousedtoanalyzeoldcode,which
typicallyhasthousandsofincrementalchanges,inordertoremove
redundanciesandconverttheselegacysystemsintomuchmoreefficient
animals.

Atamuchmorebasiclevel,hexadecimaldumpsofPCmachinecodegive
programmersextrainsightintohowsomethingwasachievedandhavebeen
usedtobreakartificialrestrictionsplacedonsoftware.Forexample,magazine
CDscontainingtime-bombedorrestrictedcopiesofgamesandotherutilities
wereoftenpatchedtochangedemonstrationcopiesintofullversionsofthe
software;thiswasoftenaccomplishedwithprimitivedisassemblerssuchasthe
DOS’sdebugprogram.

AnyonewellversedinAssemblercanlearntoquicklyspotpatternsincodeand
bypasstheappropriatesource-codefragments.Piratesoftwareisahuge
problemforthesoftwareindustry,anddisassemblingthecodeisjustone
techniqueemployedbyprofessionalandamateurbootleggers.Hencethe
downfallofmanyanarcanecopy-protectiontechnique.Buttheseareprimitive
toolsandtechniques,anditwouldprobablybequickertowritethecodefrom
scratchratherthantore-createthesourcecodefromAssembler.
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Formanyyears,traditionalsoftwarecompanieshavealsobeeninvolvedin
reverse-engineeringsoftware.Newtechniquesarestudiedandcopiedallover
theworldbythecompetitionusingreverse-engineeringanddecompilationtools.
Generally,thesearein-housedecompilersthataren’tforpublicconsumption.

It’slikelythatthefirstrealJavadecompilerwaswritteninIBMandnotby
HanpetervanVliet,authorofMocha.DanielFord’swhitepaper‘‘Jive:AJava
Decompiler’’(May1996)appearsinIBMResearch’ssearchengines;thisbeats
Mocha,whichwasn’tannounceduntilthefollowingJuly.

Academicdecompilerssuchasdccareavailableinthepublicdomain.
CommercialdecompilerssuchasHex-Ray’sIDAhavealsobeguntoappear.
FortunatelyforthelikesofMicrosoft,decompilingOfficeusingdccorHex-Rays
wouldcreatesomuchcodethatit’saboutasuserfriendlyasdebugora
hexadecimaldump.Mostmoderncommercialsoftware’ssourcecodeisso
hugethatitbecomesunintelligiblewithoutthedesigndocumentsandlotsof
source-codecomments.Let’sfaceit:manypeople’sC++codeishardenough
toreadsixmonthsaftertheywroteit.Howeasywoulditbeforsomeoneelseto
decipherwithouthelpCcodethatcamefromcompiledC++code?

Reviewing Interpreted Languages More Closely: Visual 

Basic 

Let’slookatVBasanexampleofanearlierversionofinterpretedlanguage.
EarlyversionsofVBwereinterpretedbyitsruntimemodulevbrun.dllina
fashionsomewhatsimilartoJavaandtheJVM.LikeaJavaclassfile,thesource
codeforaVBprogramisbundledwithinthebinary.Bizarrely,VB3retainsmore
informationthanJava-----eventheprogrammercommentsareincluded.

TheoriginalversionsofVBgeneratedanintermediatepseudocodecalledp-
code,whichwasinPascalandoriginatedintheP-System
(www.threedee.com/jcm/psystem/).Andbeforeyousayanything,yes,Pascalandall
itsderivativesa rej ustasvulnerabletodecompilation-----thatincludesearly
versionsofMicrosoft’sCcompiler,sonobodyfeelsleftout.Thep-codesaren’t
dissimilartobytecodesandareessentiallyVBopcodesthatareinterpretedby
vbrun.dllatruntime.Ifyou’veeverwonderedwhyyouneededtoinclude
vbrun300.dllwithVBexecutables,nowyouknow.Youhavetoincludevbrun.dll
soitcaninterpretthep-codeandexecuteyourprogram.

DoctorH.P.Diettrich,whoisfromGermany,istheauthoroftheeponymously
titledDoDi-----perhapsthemostfamousVBdecompiler.Atonetime,VBhada
cultureofdecompilersandobfuscators(orprotectiontools,asthey’recalledin
VB).ButasVBmovedtocompiledratherthaninterpretedcode,thenumberof

http://www.threedee.com/jcm/psystem/
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decompilersdecreaseddramatically.DoDiprovidesVBGuardforfreeonhissite,
andprogramssuchasDecompilerDefeater,Protect,Overwrite,Shield,and
VBShieldareavailablefromothersources.Buttheytooallbutdisappearedwith
VB5andVB6.

Thatwasofcoursebefore.NET,whichhascomefullcircle:VBisonceagain
interpreted.Notsurprisingly,manydecompilersandobfuscatorsareagain
appearinginthe.NETworld,suchastheILSpyandReflectordecompilersas
wellasDemeanorandDotfuscatorobfuscators.

Hanpeter van Vliet and Mocha 

Oddlyenoughforatechnicalsubject,thisbookalsohasaveryhumanelement.
HanpetervanVlietwrotethefirstpublic-domaindecompiler,Mocha,while
recoveringfromacanceroperationintheNetherlandsin1996.Healsowrotean
obfuscatorcalledCremathatattemptedtoprotectanapplet’ssourcecode.If
MochawastheUZImachinegun,thenCremawasthebulletproofjacket.Ina
now-classicInternetmarketingstrategy,Mochawasfree,whereastherewasa
smallchargeforCrema.

ThebetaversionofMochacausedahugecontroversywhenitwasfirstmade
availableonHanpeter’swebsite,especiallyafteritwasfeaturedinaCNET
article.Becauseofthecontroversy,Hanpetertooktheveryhonorablestepof
removingMochafromhiswebsite.Hethenallowedvisitor’stohissitetovote
aboutwhetherMochashouldonceagainbemadeavailable.Thevotewasten
tooneinfavorofMocha,andsoonafteritreappearedonHanpeter’swebsite.

However,MochanevermadeitoutofBeta.Andwhiledoingsomeresearchfor
aWebTechniquesarticleonthissubject,Ilearnedfromhiswife,Ingrid,that
Hanpeter’sthroatcancerfinallygothimandhediedattheageof34onNew
Year’sEve1996.

ThesourcecodeforbothCremaandMochaweresoldtoBorlandshortlybefore
Hanpeter’sdeath,withallproceedsgoingtoIngrid.Someearlyversionsof
JBuildershippedwithanobfuscator,whichwasprobablyCrema.Itattempted
toprotectJavacodefromdecompilationbyreplacingASCIIvariablenameswith
controlcharacters.

ItalkmoreaboutthehostofotherJavadecompilersandobfuscatorslaterinthe
book.
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Legal Issues to Consider When Decompiling 
Beforeyoustartbuildingyourowndecompiler,let’stakethisopportunityto
considerthelegalimplicationsofdecompilingsomeoneelse’scodeforyour
ownenjoymentorbenefit.JustbecauseJavahastakendecompilingtechnology
outofsomeveryseriouspropeller-headterritoryandintomoremainstream
computingdoesn’tmakeitanylesslikelythatyouoryourcompanywillbesued.
Itmaymakeitmorefun,butyoureallyshouldbecareful.

Asasmallsetofgroundrules,trythefollowing:

 Don’tdecompileanAPK,recompileit,andthenpassitoffas
yourown.

 Don’teventhinkoftryingtosellarecompiledAPKtoanythird
parties.

 TrynottodecompileanAPKorapplicationthatcomeswitha
licenseagreementthatexpresslyforbidsdecompilingor
reverse-engineeringthecode.

 Don’tdecompileanAPKtoremoveanyprotection
mechanismsandthenrecompileitforyourownpersonaluse.

Protection Laws 

Overthepastfewyears,bigbusinesshastiltedthelawfirmlyinitsfavorwhenit
comestodecompilingsoftware.Companiescanuseanumberoflegal
mechanismstostopyoufromdecompilingtheirsoftware;youwouldhavelittle
ornolegaldefenseifyoueverhadtoappearinacourtoflawbecausea
companydiscoveredthatyouhaddecompileditsprograms.Patentlaw,
copyrightlaw,anti-reverse-engineeringclausesinshrinkwraplicenses,aswell
asanumberoflawssuchastheDigitalMillenniumCopyrightAct(DMCA)may
allbeusedagainstyou.Differentlawsmayapplyindifferentcountriesorstates:
forexample,the‘‘noreverseengineeringclause’’softwarelicenseisanulland
voidclauseintheEuropeanUnion(EU).Butthebasicconceptsarethesame:
decompileaprogramforthepurposeofcloningthecodeintoanother
competitiveproduct,andyou’reprobablybreakingthelaw.Thesecretisthat
youshouldn’tbestanding,kneeling,orpressingdownveryhardonthe
legitimaterights(thecopyright)oftheoriginalauthor.That’snottosayit’snever
oktodecompile.Therearecertainlimitedconditionsunderwhichthelawfavors
decompilationorreverseengineeringthroughaconceptknownasfairuse.
Fromalmostthedawnoftime,andcertainlyfromthebeginningoftheIndustrial
Age,manyofhumankind’sgreatestinventionshavecomefromindividualswho
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createdsomethingspecialwhileStandingontheShouldersofGiants.For
example,theinventionofthesteamtrainandthelightbulbwererelatively
modestincrementalstepsintechnology.Theunderlyingconceptswere
providedbyotherpeople,anditwasuptosomeonelikeGeorgeStephensonor
ThomasEdisontocreatethefinalobject.(Youcanseeanexcellentexampleof
Stephenson’sdebttomanyotherinventorssuchasJamesWattat
www.usgennet.org/usa/topic/steam/Early/Time.html).Thisisoneofthe
reasonspatentsappeared:toallowpeopletobuildonothercreationswhilestill
givingtheoriginalinventorssomecompensationfortheirinitialideasforperiod
of,say,20years.

Patents 

Inthesoftwarearena,tradesecretsaretypicallyprotectedbycopyrightlawand
increasinglythroughpatents.Patentscanprotectcertainelementsofaprogram,
butit’shighlyunlikelythatacompleteprogramwillbeprotectedbyapatentor
seriesofpatents.Softwarecompanieswanttoprotecttheirinvestment,sothey
typicallyturntocopyrightlaworsoftwarelicensestopreventpeoplefrom
essentiallystealingtheirresearchanddevelopmentefforts.

Copyright 

Butcopyrightlawisn’trocksolid,becauseotherwisetherewouldbeno
inducementtopatentanidea,andthepatentofficewouldquicklygooutof
business.Copyrightprotectiondoesn’textendtointerfacesofcomputer
programs,andadevelopercanusethefair-usedefenseiftheycanprovethat
theyhavedecompiledtheprogramtoseehowtheycaninteroperatewithany
unpublishedapplicationprogramminginterfaces(APIs)inaprogram.

Directive on the Legal Protection of Computer Programs 

Ifyou’relivingintheEU,thenyoumorethanlikelycomeundertheDirectiveon
theLegalProtectionofComputerPrograms.Thisdirectivestatesthatyoucan
decompileprogramsundercertainrestrictivecircumstances:forexample,when
you’retryingtounderstandthefunctionalrequirementstocreateacompatible
interfacetoyourownprogram.Toputitanotherway,youcandecompileifyou
needaccesstotheinternalcallsofathird-partyprogramandtheauthorsrefuse
todivulgetheAPIsatanyprice.Butyoucanonlyusethisinformationtocreate
aninterfacetoyourownprogram,nottocreateacompetitiveproduct.Youalso
can’treverse-engineeranyareasthathavebeenprotectedinanyway.

http://www.usgennet.org/usa/topic/steam/Early/Time.html
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Formanyyears,Microsoft’sapplicationshadallegedlygainedunfairadvantage
fromunderlyingunpublishedAPIscallstoWindows3.1andWindows95that
areordersofmagnitudequickerthanthepublishedAPIs.TheElectronicFrontier
Foundation(EFF)cameupwithausefulroad-mapanalogytohelpexplainthis
situation.Sayyou’retravellingfromDetroittoNewYork,butyourmapdoesn’t
showanyinterstateroutes;sure,you’lleventuallygettherebytravelingonthe
backroads,butthetripwouldbealotshorterifyouhadamapcompletewith
interstates.Iftheseconditionsweretrue,theEUdirectivewouldbegroundsfor
disassemblingWindows2000orMicrosoftOffice,butyou’dbetterhireagood
lawyerbeforeyoutryit.

Reverse Engineering  

PrecedentsallowlegaldecompilationintheUnitedStates,too.Themost
famouscasetodateisSegav.Accolade(http://digital-law-
online.info/cases/24PQ2D1561.htm).In1992,Accoladewonacaseagainst
Sega;therulingsaidthatAccolade’sunauthorizeddisassemblyoftheSega
objectcodewasn’tcopyrightinfringement.Accoladereverse-engineeredSega’s
binariesintoanintermediatecodethatallowedAccoladetoextractasoftware
keytoenableAccolade’sgamestointeractwithSegaGenesisvideoconsoles.
Obviously,Segawasn’tgoingtogiveAccoladeaccesstoitsAPIsor,inthis
case,thecodetounlocktheSegagameplatform.Thecourtruledinfavorof
Accolade,judgingthatthereverseengineeringconstitutedfair-use.Butbefore
youthinkthisgivesyoucarteblanchetodecompilecode,youmightliketo
knowthatAtariv.Nintendo(http://digital-law-
online.info/cases/24PQ2D1015.htm)wentagainstAtariunderverysimilar
circumstances.

The Legal Big Picture 

Inconclusion-----youcantellt hisi sthel egalsection-----boththecourtcasesinthe
UnitedStatesandtheEUdirectivestressthatundercertaincircumstances,
reverseengineeringcanbeusedtounderstandinteroperabilityandcreatea
programinterface.Itcan’tbeusedtocreateacopyandsellitasacompetitive
product.MostJavadecompilationdoesn’tfallintotheinteroperabilitycategory.
It’sfarmorelikelythatthedecompilerwantstopiratethecodeor,atbest,
understandtheunderlyingideasandtechniquesbehindthesoftware.

Itisn’tclearwhetherreverse-engineeringtodiscoverhowanAPKwaswritten
wouldconstitutefairuse.TheUSCopyrightActof1976excludes‘‘anyidea,
procedure,process,system,methodofoperation,concept,principleor
discovery,regardlessoftheforminwhichitisdescribed,’’whichsoundslikethe

http://digital-law-online.info/cases/24PQ2D1561.htm
http://digital-law-online.info/cases/24PQ2D1561.htm
http://digital-law-online.info/cases/24PQ2D1561.htm
http://digital-law-online.info/cases/24PQ2D1015.htm
http://digital-law-online.info/cases/24PQ2D1015.htm
http://digital-law-online.info/cases/24PQ2D1015.htm
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beginningofadefenseandisoneofthereasonswhymoreandmoresoftware
patentsarebeingissued.Decompilationtopirateorillegallysellthesoftware
can’tbedefended.

Butfromadeveloper’spointofview,thesituationlooksbleak.Theonly
protection-----auserl icense-----isaboutasusefulasthelawsagainstcopying
MP3s.Itwon’tphysicallystopanyonefrommakingillegalcopiesanddoesn’t
actasarealdeterrentforthehomeuser.Nolegalrecoursewillprotectyour
codefromahacker,anditsometimesseemsthatthepeopletryingtocreate
today’ssecuresystemsmustfeellikethey’reStandingontheShoulderof
Morons.YouonlyhavetolookattheinvestigationintoeBook-protection
schemes(http://slashdot.org/article.pl?sid=01/07/17/130226)andthe
DeCSSfiasco(http://cyber.law.harvard.edu/openlaw/DVD/resources.html)to
seehowpaper-thinalotofso-calledsecuresystemsreallyare.

Moral Issues 
DecompilingisanexcellentwaytolearnAndroiddevelopmentandhowthe
DVMworks.Ifyoucomeacrossatechniquethatyouhaven’tseenbefore,you
canquicklydecompileittoseehowitwasaccomplished.Decompilinghelps
peopleclimbuptheAndroidlearningcurvebyseeingotherpeople’s
programmingtechniques.TheabilitytodecompileAPKscanmakethe
differencebetweenbasicAndroidunderstandingandin-depthknowledge.True,
thereareplentyofopensourceexamplesouttheretofollow,butithelpseven
moreifyoucanpickyourownexamplesandmodifythemtosuityourneeds.

Butnobookondecompilingwouldbecompleteifitdidn’tdiscussthemorality
issuesbehindwhatamountstostealingsomeoneelse’scode.Duetothe
circumstances,Androidappscomecompletewiththesourcecode:forcedopen
source,ifyouwish.

Theauthor,thepublisher,theauthor’sagent,andtheauthor’sagent’smother
wouldliketostatethatwearenotadvocatingthatreadersofthisbook
decompileprogramsforanythingotherthaneducationalpurposes.Thepurpose
ofthisbookistoshowyouhowtodecompilesourcecode,butwearen’t
encouraginganyonetodecompileotherprogrammers’codeandthentrytouse
it,sellit,orrepackageitasifitwasyourowncode.Pleasedon’treverse-
engineeranycodethathasalicensingagreementstatingthatyoushouldn’t
decompilethecode.Itisn’tfair,andyou’llonlygetyourselfintrouble.(Besides,
youcanneverbesurethatthedecompiler-generatedcodeis100%accurate.
Youcouldbeinforanastysurpriseifyouintendtousedecompilationasthe
basisforyourownproducts.)Havingsaidthat,thousandsofAPKsareavailable

http://slashdot.org/article.pl?sid=01/07/17/130226
http://cyber.law.harvard.edu/openlaw/DVD/resources.html
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that,whendecompiled,willhelpyouunderstandgoodandbadAndroid
programmingtechniques.

Toacertainextent,I’mpleadingthe‘‘Don’tshootthemessenger’’defense.I’m
notthefirsttospotthisflawinJava,andIcertainlywon’tbethelastpersonto
writeaboutthesubject.Myreasonsforwritingthisbookare,liketheearlydays
oftheInternet,fundamentallyaltruistic.Inotherwords,Ifoundacooltrick,andI
wanttotelleveryoneaboutit.

Protecting Yourself 
Piratedsoftwareisabigheadacheformanysoftwarecompaniesandbig
businessforothers.Attheveryleast,softwarepiratescanusedecompilersto
removelicensingrestrictions;butimaginetheconsequencesifthetechnology
wasavailabletodecompileOffice2010,recompileit,andsellitasanew
competitiveproduct.Toacertainextent,thatcouldeasilyhavehappenedwhen
CorelreleasedtheBetaversionofitsOfficeforJava.

Isthereanythingyoucandotoprotectyourcode?Yes:

 Licenseagreements:Licenseagreementsdon’tofferanyreal
protectionfromaprogrammerwhowantstodecompileyour
code.

 Protectionschemesinyourcode:Spreadingprotection
schemesthroughoutyourcode(suchascheckingwhetherthe
phoneisrooted)isuselessbecausetheschemescanbe
commentedoutofthedecompiledcode.

 Codefingerprinting:Thisisdefinedasspuriouscodethatis
usedtomarkorfingerprintsourcecodetoproveownership.It
canbeusedinconjunctionwithlicenseagreements,butit’s
onlyreallyusefulinacourtoflaw.Betterdecompilationtools
canprofilethecodeandremoveanyspuriouscode.

 Obfuscation:Obfuscationreplacesthemethodnamesand
variablenamesinaclassfilewithweirdandwonderfulnames.
Thiscanbeanexcellentdeterrent,butthesourcecodeis
oftenstillvisible,dependingonyourchoiceofobfuscator.

 IntellectualPropertyRights(IPR)protectionschemes:These
schemes,suchastheAndroidMarketdigitalrights
management(DRM),areusuallybustedwithinhoursordays
andtypicallydon’toffermuchprotection.
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 Server-sidecode:ThesafestprotectionforAPKsistohideall
theinterestingcodeonthewebserverandonlyusetheAPK
asathinfront-endGUI.Thishasthedownsidethatyoumay
stillneedtohideanAPIkeysomewheretogainaccesstothe
webserver.

 Nativecode:TheAndroidNativeDevelopmentKit(NDK)
allowsyoutohidepasswordinformationinC++filesthatcan
bedisassembledbutnotdecompiledandthatstillrunontop
oftheDVM.Donecorrectly,thistechniquecanadda
significantlayerofprotection.Itcanalsobeusedwithdigital-
signaturecheckingtoensurethatnoonehashijackedyour
carefullyhiddeninformationinanotherAPK.

 Encryption:Encryptioncanalsobeusedinconjunctionwith
theNDKtoprovideanadditionallayerofprotectionfrom
disassembly,orasawayofpassingpublicandprivatekey
informationtoanybackendwebserver.

Thefirstfouroftheseoptionsonlyactasdeterrents(someobfuscatorsare
betterthanothers),andtheremainingfourareeffectivebuthaveother
implications.Ilookatalloftheminmoredetaillaterinthebook.

Summary 
DecompilationisoneofthebestlearningtoolsfornewAndroidprogrammers.
WhatbetterwaytofindouthowtowriteanAndroidappthanbytakingan
exampleoffyourphoneanddecompilingitintosourcecode?Decompilationis
alsoanecessarytoolwhenamobilesoftwarehousegoesbellyupandtheonly
waytofixitscodeistodecompileityourself.Butdecompilationisalsoa
menaceifyou’retryingtoprotecttheinvestmentofcountlesshoursofdesign
anddevelopment.

Theaimofthisbookistocreatedialogueaboutdecompilationandsource-code
protection-----toseparatefactfromfictionandshowhoweasyitistodecompile
anAndroidappandwhatmeasuresyoucantaketoprotectyourcode.Some
maysaythatdecompilationisn’tanissueandthatadevelopercanalwaysbe
trainedtoreadacompetitor’sAssembler.Butonceyoualloweasyaccesstothe
Androidappfiles,anyonecandownloaddex2jarorJD-GUI,anddecompilation
becomesordersofmagnitudeeasier.Don’tbelieveit?Thenreadonanddecide
foryourself.





2
Chapter

GhostintheMachine
Ifyou’retryingtounderstandjusthowgoodanobfuscatorordecompilerreally
is,thenithelpstobeabletoseewhat’sgoingoninsideaDEXfileandthe
correspondingJavaclassfile.Otherwiseyou’rerelyingonthewordofathird-
partyvendoror,atbest,aknowledgeablereviewer.Formostpeople,that’snot
goodenoughwhenyou’retryingtoprotectmission-criticalcode.Atthevery
least,youshouldbeabletotalkintelligentlyabouttheareaofdecompilationand
asktheobviousquestionstounderstandwhat’shappening.

‘‘Paynoattentiontothemanbehindthecurtain.’’

TheWizardofOz

AtthismomentthereareallsortsofnoisescomingfromGooglesayingthat
thereisn’tanythingtoworryaboutwhenitcomestodecompilingAndroidcode.
Hasn’teveryonebeendoingitforyearsattheassemblylevel?Similarnoises
weremadewhenJavawasinitsinfancy.

Inthischapter,youpullapartaJavaclassfile;andinthenextchapter,youpull
aparttheDEXfileformat.Thiswilllaythefoundationforthefollowingchapters
onobfuscationtheoryandhelpyouduringthedesignofyourdecompiler.In
ordertogettothatstage,youneedtounderstandbytecodes,opcodes,and
classfilesandhowtheyrelatetotheDalvikvirtualmachine(DVM)andtheJava
virtualmachine(JVM).

ThereareseveralverygoodbooksonthemarketabouttheJVM.ThebestisBill
Venners’InsidetheJava2VirtualMachine(McGraw-Hill,2000).Someofthe
book’schaptersareavailableonlineatwww.artima.com/insidejvm/ed2/.Ifyou
can’tfindthebook,thencheckoutVenners’equallyexcellent‘‘UndertheHood’’

http://www.artima.com/insidejvm/ed2/
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articlesonJavaWorld.com.Thisseriesofarticleswastheoriginalmaterialthat
helaterexpandedintothebook.Sun’sJavaVirtualMachineSpecification,2nd
edition(Addison-Wesley,1999),writtenbyTimLindholmandFrankYellin,is
bothcomprehensiveandveryinformativeforwould-bedecompilerwriters.But
beingaspecification,itisn’twhatyouwouldcallagoodread.Thisbookisalso
availableonlineathttp://java.sun.com/docs/books/vmspec.

However,thefocushereisverydifferentfromotherJVMbooks.I’m
approachingthingsfromtheoppositedirection.Mytaskisgettingyoufrom
bytecodetosource,whereaseveryoneelsewantstoknowhowsourceis
translatedintobytecodeandultimatelyexecuted.You’reinterestedinhowa
DEXfilecanbeconvertedtoaclassfileandhowtheclassfilecanbeturned
intosourceratherthanhowaclassfileisinterpreted.

Thischapterlooksathowaclassfilecanbedisassembledintobytecodesand
howthesebytecodescanbeturnedintosource.Ofcourse,youneedtoknow
howeachbytecodefunctions;butyou’relessinterestedinwhathappensto
themwhenthey’reintheJVM,andthechapter’semphasisdiffersaccordingly.

The JVM: An Exploitable Design 
Javaclassfilesaredesignedforquicktransmissionacrossanetworkorviathe
Internet.Asaresult,they’recompactandrelativelysimpletounderstand.For
portability,aclassfileisonlypartiallycompiledintobytecodebyjavac,theJava
compiler.ThisistheninterpretedandexecutedbyaJVM,usuallyonadifferent
machineoroperatingsystem.

TheJVM’sclass-fileinterfaceisstrictlydefinedbytheJavaVirtualMachine
Specification.ButhowaJVMultimatelyturnsbytecodeintomachinecodeisleft
uptothedeveloper.Thatreallydoesn’tconcernyou,becauseonceagainyour
intereststopsattheJVM.Itmayhelpifyouthinkofclassfilesasbeing
analogoustoobjectfilesinotherlanguagessuchasCorC++,waitingtobe
linkedandexecutedbytheJVM,onlywithalotmoresymbolicinformation.

Therearemanygoodreasonswhyaclassfilecarriessomuchinformation.
ManypeopleviewtheInternetasabitofamodern-dayWildWest,where
crooksareplottingtoinfectyourharddiskwithavirusorwaitingtograbany
credit-carddetailsthatmightpasstheirway.Asaresult,theJVMwasdesigned
fromthebottomuptoprotectwebbrowsersfromrogueapplets.Througha
seriesofchecks,theJVMandtheclassloadermakesurenomaliciouscode
canbeuploadedontoawebpage.

Butallcheckshavetobeperformedlightningquick,tocutdownonthe
downloadtime,soit’snotsurprisingthattheoriginalJVMdesignersoptedfora
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simplestackmachinewithlotsofinformationavailableforthosecrucialsecurity
checks.Infact,thedesignoftheJVMisprettysecureeventhoughsomeofthe
earlybrowserimplementationsmadeacoupleorthreeseriousblunders.These
days,it’sunlikelythatJavaappletswillruninanybrowsers,buttheJVMdesign
isstillthesame.

Unfortunatelyfordevelopers,whatkeepsthecodesecurealsomakesitmuch
easiertodecompile.TheJVM’srestrictedexecutionenvironmentand
uncomplicatedarchitectureaswellasthehigh-levelnatureofmanyofits
instructionsallconspireagainsttheprogrammerandinfavorofthedecompiler.

Atthispointit’sprobablyalsoworthmentioningthefragilesuperclassproblem.
AddinganewmethodinC++meansthatallclassesthatreferencethatclass
needtoberecompiled.Javagetsaroundthisbyputtingallthenecessary
symbolicinformationintotheclassfile.TheJVMthentakescareofthelinking
andf inalnameresolution,l oadinga llt herequiredclasses-----includingany
externallyreferencedf ieldsandmethods-----onthefly.Thisdelayedlinkingor
dynamicloading,possiblymorethananythingelse,iswhyJavaissomuch
morepronetodecompilation.

Bytheway,Iignorenativemethodsinthesediscussions.Nativemethodsof
coursearenativeCorC++codethatisincorporatedintotheapplication.Using
themspoilsJavaapplicationportability,butit’sonesurefirewayofpreventinga
Javaprogramfrombeingdecompiled.

Withoutfurtherado,let’stakeabrieflookatthedesignoftheJVM.

Simple Stack Machine 
TheJVMisinessenceasimplestackmachine,withaprogramregistertotake
careoftheprogramflowthrowninforgoodluck.TheJavaclassloadertakes
theclassandpresentsittotheJVM.

YoucansplittheJVMintofourseparate,distinctparts:

 Heap

 Programcounter(PC)registers

 Methodarea

 JVMstack

EveryJavaapplicationorapplethasitsownheapandmethodarea,andevery
threadhasitsownregisterorprogramcounterandJVMstack.EachJVMstack
isthenfurthersubdividedintostackframes,witheachmethodhavingitsown
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stackframe.That’salotofinformationinoneparagraph;Figure2-1illustratesin
asimplediagram.



Figure2-1.TheJavavirtualmachine

TheshadedsectionsinFigure2-1aresharedacrossallthreads,andthewhite
sectionsarethreadspecific.

Heap 

Let’sdealwiththeheapfirsttogetitoutoftheway,becauseithaslittleorno
effectontheJavadecompilationprocess.

UnlikeCorC++developers,Javaprogrammerscan’tallocateanddeallocate
memory;it’stakencareofbytheJVM.Thenewoperatorallocatesobjectsand
memoryontheheap,whicharethenautomaticallyfreedbytheJVMgarbage
collectorwhenanobjectisnolongerbeingreferencedbytheprogram.

Thereareseveralgoodreasonsforthis;securitydictatesthatpointersaren’t
usedinJavasohackerscan’tbreakoutofanapplicationandintotheoperating
system.Nopointersmeansthatsomethinge lse-----inthiscase,theJVM-----hasto
takecareoftheallocatingandfreeingmemory.Memoryleaksshouldalso
becomeathingofthepast,orsothetheorygoes.Someapplicationswrittenin
CandC++arenotoriousforleakingmemorylikeasievebecauseprogrammers
don’tpaya ttentiontof reeingupunwantedmemorya ttheappropriatet ime-----not
thatanybodyreadingthiswouldbeguiltyofsuchasin.Garbagecollection
shouldalsomakeprogrammersmoreproductive,withlesstimespenton
debuggingmemoryproblems.

Ifyoudowanttoknowmoreaboutwhat’sgoingoninyourheap,tryOracle’s
HeapAnalysisTool(HAT).ItusesthehproffiledumpsorsnapshotsoftheJVM
heapthatcanbegeneratedbyJava2SDKversion1.2andabove.Itwas
designed-----getthis-----‘‘todebugunnecessaryobjectretention’’(memoryleaksto
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youandme).See,garbage-collectionalgorithms,suchasreference-counting
andmark-and-sweeptechniques,aren’t100%accurateeither.Classfilescan
havethreadsthatdon’tterminateproperly,ActionListenersthatfailtode-
register,orstaticreferencestoanobjectthathangaroundlongaftertheobject
shouldhavebeengarbagecollected.

HAThaslittleornoimpactonthedecompilationprocess.Imentionitonly
becausei t’ssomethinginterestingtop laywith-----oracrucialutilitythathelps
debugyourJavacode,dependingonyourmindsetorwhereyourbossis
standing.

Thisleavesthreeareastofocuson:programregisters,thestack,andthe
methodarea.

Program Counter Registers 

Forsimplicity’ssake,theJVMusesveryfewregisters:theprogramcounterthat
controlstheflowoftheprogram,andthreeotherregistersinthestack.Having
saidthat,everythreadhasitsownprogramcounterregisterthatholdsthe
addressofthecurrentinstructionbeingexecutedonthestack.Sunchoseto
usealimitednumberofregisterstocatertoarchitecturesthatcouldsupport
veryfewregisters.

Method Area 

Ifyouskiptothe‘‘InsideaClassFile’’section,youseetheclassfilebroken
downintoitsmanyconstituentsandexactlywherethemethodscanbefound.
Withineverymethodisitsowncodeattribute,whichcontainsthebytecodesfor
thatparticularmethod.

Althoughtheclassfilecontainsinformationaboutwheretheprogramcounter
shouldpointforeveryinstruction,theclassloadertakescareofwherethecode
isplacedinthememoryareabeforethecodebeginstoexecute.

Astheprogramexecutes,theprogramcounterkeepstrackofthecurrent
positionoftheprogrambymovingtopointtothenextinstruction.Thebytecode
inthemethodareagoesthroughitsassembler-likeinstructions,usingthestack
asatemporarystorageareaasitmanipulatesitsvariables,whiletheprogram
stepsthroughthecompletebytecodeforthatmethod.Aprogram’sexecution
isn’tnecessarilylinearwithinthemethodarea;jumpsandgotosarevery
common.
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JVM Stack 

Thestackisnomorethanastorageareafortemporaryvariables.Allprogram
executionandvariablemanipulationtakeplaceviapushingandpoppingthe
variablesonandoffastackframe.EachthreadhasitsveryownJVMstack
frame.

TheJVMstackconsistsofthreedifferentsectionsforthelocalvariables(vars),
theexecutionenvironment(frame),andtheoperandstack(optop).Thevars,
frame,andoptopregisterspointtoeachdifferentareaofthestack.Themethod
isexecutedinitsownenvironment,andtheoperandstackisusedasthe
workspaceforthebytecodeinstructions.Theoptopregisterpointsatthetopof
theoperandstack.

AsIsaid,theJVMisaverysimplemachinethatpopsandpushestemporary
variablesoffandontheoperandstackandkeepsanylocalvariablesinthevars,
whilecontinuingtoexecutethemethodinthestackframe.Thestackis
sandwichedbetweentheheapandtheregisters.

Becausethestackissosimple,nocomplexobjectscanbestoredthere.These
arefarmedouttotheheap.

Inside a Class File 
Togetanoverallviewofaclassfile,let’stakeanotherlookattheCasting.java
filefromChapter1,shownhereinListing2-1.Compileitusingjavac,andthen
makeahexadecimaldumpofthebinaryclassfile,showninFigure2-2.

Listing2-1.Casting.java, Now with Fields! 

public class Casting { 
 
 static final String ascStr = "ascii "; 
 static final String chrStr = " character "; 
 
 public static void main(String args[]){ 
 
 for(char c=0; c < 128; c++) { 
  System.out.println(ascStr + (int)c + chrStr + c); 
 } 
 } 
} 
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Figure2-2.Casting.class

Asyoucansee,Casting.classissmallandcompact,butitcontainsallthe
necessaryinformationfortheJVMtoexecutetheCasting.javacode.

Toopentheclassfilefurther,inthischapteryousimulatetheactionsofa
disassemblerbybreakingtheclassfileintoitsdifferentparts.Andwhilewe
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breakdownCasting.classwe’realsogoingtobuildaprimitivedisassembler
calledClassToXML,whichoutputstheclassfileintoaneasy-to-readXML
format.ClassToXMLusestheJavaClassFileLibrary(jCFL)from
www.freeinternals.orgtodotheheavyliftingandisavailableasadownload
fromthebook’spageonApress.com.

Youcanbreaktheclassfileintothefollowingconstituentparts:

 Magicnumber

 Minorandmajorversionnumbers

 Constant-poolcount

 Constantpool

 Accessflags

 thisclass

 Superclass

 Interfacescount

 Interfaces

 Fieldcount

 Fields

 Methodscount

 Methods

 Attributescount

 Attributes

TheJVMspecificationusesastruct-likeformattoshowtheclassfile’sdifferent
components;seeListing2-2.

Listing2-2.Class-fileStruct

Classfile { 
    int                 magic, 
    short               minor_version, 
    short               major_version, 
    short               constant_pool_count, 
    cp_info             constant_pool[constant_pool_count-1], 
    short               access_flags, 
    short               this_class, 
    short               super_class, 
    short               interfaces_count, 

http://www.freeinternals.org
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    short               interfaces [interfaces_count], 
    short               fields_count, 
    field_info          fields [fields_count], 
    short               methods_count, 
    method_info         methods [methods_count], 
    short               attributes_count 
    attributes_info     attributes[attributes_count] 
} 

Thishasalwaysseemedlikeaverycumbersomewayofdisplayingtheclassfile,
soyoucanuseanXMLformatthatallowsyoutotraverseinandoutoftheclass
file’sinnerstructuresmuchmorequickly.Italsomakestheclass-fileinformation
easiertounderstandasyoutrytounravelitsmeaning.Thecompleteclass-file
structure,withalltheXMLnodescollapsed,isshowninFigure2-3.



Figure2-3.XMLrepresentationofCasting.class

Youlooknextateachofthedifferentnodesandtheirformandfunction.In
Chapter6 ,youl earntocreateC lassToXMLfora llJavac lassf iles-----thecodein
thischapterworksonCasting.classonly.Torunthecodeforthischapter,first
downloadthejCFLjarfilefromwww.freeinternals.organdputitinyour
classpath.Thenexecutethefollowingcommands:

javac ClassToXML.java 
java ClassToXML < Casting.class > Casting.xml 

Magic Number 

It’sprettyeasytofindthemagicandversionnumbers,becausetheycomeat
thestarto ft hec lassf ile-----youshouldbeabletomakethemoutinFigure2-2.
Themagicnumberinhexisthefirst4bytesoftheclassfile(0xCAFEBABE),and
ittellstheJVMthatit’sreceivingaclassfile.Curiously,thesearealsothefirst
fourbytesinmultiarchitecturebinary(MAB)filesontheNeXTplatform.Some

http://www.freeinternals.org
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cross-pollinationofstaffmusthaveoccurredbetweenSunandNeXTduring
earlyimplementationsofJava.

0xCAFEBABEwaschosenforanumberofreasons.First,it’shardtocomeup
withmeaningfuleight-letterwordsoutofthelettersAthroughF.Accordingto
JamesGosling,CafeDeadwasthenameofacaféneartheirofficewherethe
GratefulDeadusedtoperform.Andso0xCAFEDEADandshortlythereafter
0xCAFEBABEbecamepartoftheJavafileformat.Myfirstreactionwastothink
it’sapity0xGETALIFEisn’talegitimatehexadecimalstring,butthenIcouldn’t
comeupwithbetterhexadecimalnameseither.Andthereareworsemagic
numbersoutthere,suchas0xFEEDFACE,0xDEADBEEF,andpossiblythe
worst,0xDEADBABE,whichareusedatMotorola,IBM,andSun,respectively.

Microsoft’sCLRfileshaveasimilarheader,BSJB,whichwasnamedafterfour
oftheoriginaldevelopersofthe.Netplatform:BrianHarry,SusanRadke-
Sproull,JasonZander,andBillEvans.OK,maybe0xCAFEBABEisn’tsobad
afterall.

Minor and Major Versions 

Theminorandmajorversionnumbersarethenextfourbytes0x0000and
0x0033,seeListing2-2,orminorversion0andmajorversion51,whichmeans
thecodewascompiledbytheJDK1.7.0.Thesemajorandminornumbersare
usedbytheJVMtomakesurethatitrecognizesandfullyunderstandsthe
formatoftheclassfile.JVM’swillrefusetoexecuteanyclassfilewithahigher
majorandminornumber.

TheminorversionisforsmallchangesthatrequireanupdatedJVM,themajor
numberisforwholesalefundamentalchangesrequiringacompletelydifferent
andincompatibleJVM.

Constant-Pool Count 

Allclassandinterfaceconstantsarestoredintheconstantpool.Andsurprise,
surprise,theconstant-poolcount,takingupthenext2bytes,tellsyouhow
manyvariable-lengthelementsfollowintheconstantpool.

0x0035orinteger53isthenumberintheexample.TheJVMspecificationtells
youthatconstant_pool[0]isreservedbytheJVM.Infact,itdoesn’teven
appearintheclassfile,sotheconstantpoolelementsarestoredin
constant_pool[1]toconstant_pool[52].
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Constant Pool 

Thenextitemistheconstantpoolitself,whichisoftypecp_info;see
Listing2-3.

Listing2-3.cp_infoStructure
cp_info { 
    byte tag, 
    byte info[] 
} 

Theconstantpoolismadeupofanarrayofvariable-lengthelements.It’sfullof
symbolicreferencestootherentriesintheconstantpool,laterintheclassfile.
Theconstant-poolcounttellingyouhowmanyvariablesareintheconstant
pool.

Everyconstantandvariablenamerequiredbytheclassfilecanbefoundinthe
constantpool.Thesearetypicallystrings,integers,floats,methodnames,and
soon,allofwhichremainfixed.Eachconstantisthenreferencedbyits
constant-poolindexeverywhereelseintheclassfile.

Eachelementoftheconstantpool(rememberthatthereare53intheexample)
beginswithatagtotellyouwhattypeofconstantiscomingnext.Table2-1lists
thevalidtagsandtheircorrespondingvaluesusedintheclassfile.

Table2-1.Constant-PoolTags

Constant Pool Tag Value 

Utf8 1 

Integer 3 

Float 4 

Long 5 

Double 6 

Class 7 

String 8 

Fieldref 9 

Methodref 10 
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Constant Pool Tag Value 

InterfaceMethodref 1 1  

NameAndType 1 2 

Manyofthetagsintheconstantpoolaresymbolicreferencestoothermembers
oftheconstantpool.ForexampleeachStringpointsataUtf8tagwherethe
stringisultimatelystored.TheUtf8hasthedatastructureshowninListing2-4.

Listing2-4.Utf8Structure

Utf8 { 
    byte  tag, 
    int length, 
    byte  bytes[length] 
} 

I’vecollapsedthesedatastructureswhereverpossibleinmyXMLoutputofthe
constantpool(seeListing2-5)soyoucanreaditeasily.

Listing2-5.ConstantPoolforCasting.class

<ConstantPool> 
<ConstantPoolEntry> 
<id>1</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>13,27</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>2</id> 
<Type>Fieldref</Type> 
<ConstantPoolAddress>28,29</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>3</id> 
<Type>Class</Type> 
<ConstantPoolAddress>30</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>4</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>3,27</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>5</id> 
<Type>String</Type> 
<ConstantPoolAddress>31</ConstantPoolAddress> 

D
ow

nl
oa

d 
fr

om
 W

ow
! e

B
oo

k 
<

w
w

w
.w

ow
eb

oo
k.

co
m

>



CHAPTER2:GhostintheMachine 31

</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>6</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>3,32</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>7</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>3,33</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>8</id> 
<Type>String</Type> 
<ConstantPoolAddress>34</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>9</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>3,35</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>10</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>3,36</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>11</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>37,38</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>12</id> 
<Type>Class</Type> 
<ConstantPoolAddress>39</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>13</id> 
<Type>Class</Type> 
<ConstantPoolAddress>40</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>14</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>ascStr</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>15</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/String</ConstantPoolValue> 



CHAPTER2:GhostintheMachine32

</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>16</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>ConstantValue</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>17</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>chrStr</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>18</id> 
<Type>Utf8</Type> 
<ConstantPoolValue><init></ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>19</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>V</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>20</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Code</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>21</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>LineNumberTable</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>22</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>main</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>23</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/String</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>24</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>StackMapTable</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>25</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>SourceFile</ConstantPoolValue> 
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</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>26</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Casting</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>27</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>18,19</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>28</id> 
<Type>Class</Type> 
<ConstantPoolAddress>41</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>29</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>42,43</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>30</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>java/lang/StringBuilder</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>31</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>ascii</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>32</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>44,45</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>33</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>44,46</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>34</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>character</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>35</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>44,47</ConstantPoolAddress> 
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</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>36</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>48,49</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>37</id> 
<Type>Class</Type> 
<ConstantPoolAddress>50</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>38</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>51,52</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>39</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Casting</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>40</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>java/lang/Object</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>41</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>java/lang/System</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>42</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>out</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>43</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/io/PrintStream</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>44</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>append</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>45</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/StringBuilder</ConstantPoolValue> 
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</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>46</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/StringBuilder</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>47</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/StringBuilder</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>48</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>toString</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>49</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/String</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>50</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>java/io/PrintStream</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>51</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>println</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>52</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/String</ConstantPoolValue> 
</ConstantPoolEntry> 
</ConstantPool> 

It’sasimpleyetelegantdesignwhenyoutakethetimetoexaminetheoutputof
theclassfile.Takethefirstmethodreference,constant_pool[1]:

<ConstantPoolEntry> 
<id>1</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>13,27</ConstantPoolAddress> 
</ConstantPoolEntry> 

Thistellsyoutolookfortheclassinconstant_pool[13]aswellastheclass
nameandtypeinconstant_pool[27]
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<ConstantPoolEntry> 
<id>13</id> 
<Type>Class</Type> 
<ConstantPoolAddress>40</ConstantPoolAddress> 
</ConstantPoolEntry> 

whichpointstoconstant_pool[40]:

<ConstantPoolEntry> 
<id>40</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>java/lang/Object</ConstantPoolValue> 
</ConstantPoolEntry> 

Butyoualsohaveconstant_pool[27]toresolve,whichgivesyouthenameand
typeofthemethod:

<ConstantPoolEntry> 
<id>27</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>18,19</ConstantPoolAddress> 
</ConstantPoolEntry> 

Elements18and19oftheconstantpoolcontainthemethodnameandits
descriptors.AccordingtotheJVMspecification,methoddescriptorstakethe
followingform:

(ParameterDescriptor *) ReturnDescriptor 

ThereturndescriptorcanbeeitherVforvoidoroneoftheFieldTypes(see
Table2-2):

<ConstantPoolEntry> 
<id>18</id> 
<Type>Utf8</Type> 
<ConstantPoolValue><init></ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>19</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>V</ConstantPoolValue> 
</ConstantPoolEntry> 

Inthiscase,thenameofthemethodis<init>,aninternalJVMmethodthatisin
everyclassfile;itsmethoddescriptoris()V,orvoid,forthefielddescriptor
mapping(seeTable2-2).

Soyoucannowre-createthemethodasfollows:

void init() 
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Table2-2.FieldDescriptors

Descriptor Name 

B Byte

C Char

D Double

F Float

I Int

J Long

L<classname> Class

S Short

Z Boolean

[ Array

Youcantrytounravelsomeotherclassestoo.Itmayhelpifyouworkbackward
fromthetargetclassormethod.Someofthestringsareprettyunintelligible,but
withalittlepracticethemethodsignaturesbecomeclear.

Theearliesttypesofobfuscatorssimplyrenamedthesestringstosomething
completelyunintelligible.Thisstoppedprimitivedecompilersbutdidn’tharmthe
classfile,becausetheJVMusedapointertothestringintheconstantpooland
notthestringitselfaslongasyoudidn’trenameinternalmethodssuchas
<init>ordestroythereferencestoanyJavaclassesinanexternallibrary.

Youalreadyknowwhatclassesyouneedforyourimportstatementsfromthe
followingentries:constant_pool[36, 37, 39, 46].Notethatthereareno
interfacesorstaticfinalclassesintheCasting.javaexample(seeListing2-1).
Thesewouldcomeupasfieldreferencesintheconstantpool,butsofarthe
simpleclassparseriscompleteenoughtohandleanyclassfileyoucareto
throwatit.
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Access Flags 

Accessflagscontainbitmasksthattellyouwhetheryou’redealingwithaclass
oraninterface,andwhetherit’spublic,final,andsoon.Allinterfacesare
abstract.

Thereareeightaccessflagtypes(seeTable2-3),butmoremaybeintroducedin
thefuture.ACC_SYNTHETIC,ACC_ANNOTATION,andACC_ENUMwererelativelyrecent
additionsinJDK1.5.

Table2-3.AccessFlagNamesandValues

FLAG NAME Value Description 

ACC_PUBLIC 0x0001Public class

ACC_FINAL 0x0010Fina lclass

ACC_SUPER 0x0020 Alwaysset;usedfor
compatibilitywitholderSun
compilers

ACC_INTERFACE 0x0200In terfaceclass

ACC_ABSTRACT 0x0400 Alwayssetforinterfaces

ACC_SYNTHETIC 0x1000 Classgeneratedbythe
compiler

ACC_ANNOTATION 0x2000 Codeannotations;alwaysan
interface

ACC_ENUM 0x4000 Enumeratedtypeclass

Accessflagsareor’dtogethertocomeupwithadescriptionofthemodifier
beforethethisclassorinterface.0x21tellsyouthatthethisclassin
Casting.classisapublic(andsuper)class,whichyoucanverifyiscorrectby
goingallthewaybacktothecodeinListing2-1:

<AccessFlags>0x21</AccessFlags>    
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The this Class and the Superclass 

Thenexttwovaluespointattheconstantpoolindexforthethisclassandthe
superclass.

<ThisClass>12</ThisClass> 
<SuperClass>13</SuperClass> 

IfyoufollowtheXMLoutputinListing2-5,constant_pool[12]pointsat
constant_pool[39];heretheUtf8structurecontainsthestringCasting,telling
youthatthisistheCastingclass.Thesuperclassisinconstant_pool[13],
whichpointsatconstant_pool[40];heretheUtf8structurecontains
java/lang/Objectbecauseeveryclasshasobjectasitssuperclass.

Interfaces and Interface Count 

TheCasting.javaexampleinListing2-1doesn’thaveanyinterfaces,soyou
havetolookatadifferentexampletogetabetterunderstandingofhow
interfacesareimplementedintheclassfile(seeListing2-6).

Listing2-6.InterfaceExample

interface IProgrammer { 
    public void code(); 
    public void earnmore(); 
} 
 
interface IWriter { 
    public void pullhairout(); 
    public void earnless(); 
} 
 
public class Person implements IProgrammer, IWriter { 
 
    public Person() { 
         Geek g = new Geek(this); 
         Author t = new Author(this); 
    } 
     
    public void code() { /* ..... */ } 
    public void earnmore() { /* ..... */ } 
    public void pullhairout() { /* ..... */ } 
    public void earnless() { /* ..... */ } 
     
} 
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class Geek { 
    IProgrammer iprog = null; 
     
    public Geek(IProgrammer iprog) { 
         this.iprog = iprog; 
         iprog.code(); 
         iprog.earnmore(); 
    } 
} 
 
class Author { 
    IWriter iwriter = null; 
     
    public Author(IWriter iwriter) { 
         this.iwriter = iwriter; 
         iwriter.pullhairout(); 
         iwriter.earnless(); 
    } 
} 

Listing2-6hastwointerfaces,IProgrammerandIWriter.RunningClassToXML
againsttheclassfilesgivesthefollowinginformationintheinterfacessection:

<InterfaceCount>2</InterfaceCount>  
<Interfaces> 
  <Interface>8</Interface>  
  <Interface>9</Interface>  
</Interfaces> 

ThisresolvestotheIProgrammerandIWriterstringsintheconstantpoolas
follows:

<ConstantPoolEntry> 
<id>8</id> 
  <Type>Class</Type>  
  <ConstantPoolAddress>27</ConstantPoolAddress>  
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>9</id> 
  <Type>Class</Type>  
  <ConstantPoolAddress>28</ConstantPoolAddress>  
</ConstantPoolEntry> 
 
 
<ConstantPoolEntry> 
<id>27</id> 
  <Type>Class</Type>  
  <ConstantPoolAddress>27</ConstantPoolAddress>  
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>28</id> 
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  <Type>Class</Type>  
  <ConstantPoolAddress>28</ConstantPoolAddress>  
</ConstantPoolEntry> 

Fields and Field Count 

Thefield_infostructureisshowninListing2-7.

Listing2-7.field_infoDataStructure

field_info { 
u2 access_flags; 
u2 name_index; 
u2 descriptor_index; 
u2 attributes_count; 
attribute_info attributes[attributes_count]; 

} 

Casting.classasitstandshastwostaticandfinalfields,ascStrandchrStr
(seeListing2-1).Ialsomadethemstaticandfinal,toforceaConstantValuefield
attribute.

Now,ifyoupullouttherelevantsectionintheXML,youseethattherearetwo
fields(Listing2-8).Let’sfocusonthefirst.

Listing2-8.Casting.javaFieldInformation

<FieldCount>2</FieldCount> 
<Fields> 
<Field> 
<AccessFlags>ACC_STATIC, ACC_FINAL</AccessFlags> 
<Name>ascStr</Name> 
<Descriptor>java.lang.String</Descriptor> 
<Attributes> 
<Attribute> 
<AttributeType>String</AttributeType> 
<AttributeName>ascii</AttributeName> 
</Attribute> 
</Attributes> 
</Field> 
<Field> 
<AccessFlags>ACC_STATIC, ACC_FINAL</AccessFlags> 
<Name>chrStr</Name> 
<Descriptor>java.lang.String</Descriptor> 
<Attributes> 
<Attribute> 
<AttributeType>String</AttributeType> 
<AttributeName>character</AttributeName> 
</Attribute> 
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</Attributes> 
</Field> 
</Fields> 

Fieldaccessflags(seeTable2-4)tellyouwhetherthefieldispublic,private,
protected,static,final,volatile,ortransient.

Table2-4.FieldAccessFlagNamesandValues

FLAG NAME Value Description 

ACC_PUBLIC 0x0001 Publicfield

ACC_PRIVATE 0x0002Priva tefield

ACC_PROTECTED 0x0004Prote ctedfield

ACC_STATIC 0x0008Sta ticfield

ACC_FINAL 0x0010Fina lfield

ACC_VOLATILE 0x0040 Volatilefield;can’tbe
cached

ACC_TRANSIENT 0x0080 Transientfield

ACC_ENUM 0x0100 Enumelement

Thefirstfiveandthelastkeywordsshouldbeobvioustoanyonewhohas
writtenJava.Thevolatilekeywordtellsathreadthatthevariablemaybe
updatedbyanotherthread,andthetransientkeywordisusedinobject
serialization.Anaccessflagof0x0018inthisexampledenotesastaticfinalfield.

GobacktoTable2-2torefreshyourmindbeforeyouunravelthedifferentfield
descriptors:

<Field> 
<AccessFlags>ACC_STATIC, ACC_FINAL</AccessFlags> 
<Name>ascStr</Name> 
<Descriptor>java.lang.String</Descriptor> 
<Attributes> 
<Attribute> 
<AttributeType>String</AttributeType> 
<AttributeName>ascii</AttributeName> 
</Attribute> 
</Attributes> 
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</Field> 

Thedescriptorpointsbacktotheconstant_pool[14]fieldascStr,whichhasthe
fielddescriptorconstant_pool[15]orLjava/lang/String;thisisaninstanceofa
Stringclass.

Field Attributes 

Theattributecountis,nosurprise,thenumberofattributes,whichis
immediatelyfollowedbytheattributesthemselves.Attributesthroughoutthe
classfileareintheformatshowninListing2-9.

Listing2-9.attribute-infoStructure

attribute_info { 
u2 attribute_name_index; 
u4 attribute_length; 
u1 info[attribute_length]; 

}

Severaldifferentattributetypesarefoundinthefielddatastructure,themethod
datas tructure,andthea ttributedatastructure-----thefinalelementoftheclass-
filedatastructure.Buttherearereallyonlytwofieldattributes,ConstantValue
andSynthetic,ofinteresthere.ConstantValueisusedforconstantvariables,
suchasthosedeclaredasstaticandfinalinthecurrentexample.TheSynthetic
variablewasintroducedinJDK1.1tosupportinnerclasses.

SignatureandDeprecatedattributesarealsopossibleanduserscanalsodefine
theirownattributetypes,butthey’reirrelevanttothecurrentdiscussion.

Listing2-11.FieldAttributeData

<Attributes> 
<Attribute> 
<AttributeType>String</AttributeType> 
<AttributeName>ascii</AttributeName> 
</Attribute> 
</Attributes> 

Theattributeforthefirstfield(seeListing2-11),isaconstantthatcanbefound
inconstant_pool[5](seeListing2-12),astring,whichinturnpointsatthestring
‘‘ascii’’.
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Listing2-12.FieldsintheConstantPool

<ConstantPoolEntry> 
<id>5</id> 
<Type>String</Type> 
<ConstantPoolAddress>31</ConstantPoolAddress> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>31</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>ascii</ConstantPoolValue> 
</ConstantPoolEntry> 

Youhavenowdecompiledthefirstfieldintoitsoriginalformat:

static final String ascStr = "ascii "; 

Methods and Method Count 

Andnowforthemostimportantpartoftheclassfile:themethods.Allthe
sourcecodeisconvertedintobytecodeandstoredorcontainedinthe
method_infoarea.(Well,it’sactuallyinthecodeattributewithinthemethods,
butyou’regettingveryclose.)Ifsomeonecangetatthebytecode,thentheycan
trytoconvertitbackintosource.TheMethodselementisprecededbyamethod
countandthedatastructure(seeListing2-13)andisnotdissimilartothe
field_infostructureintheprevioussection.Threetypesofattributesnormally
appearatthemethod_infolevel:Code,Exceptions,andonceagainSyntheticfor
innerclasses.

Listing2-13.method_infoStructure

method_info { 
u2 access_flags; 
u2 name_index; 
u2 descriptor_index; 
u2 attributes_count; 
attribute_info attributes[attributes_count]; 

} 

ThemethodsinListing2-1’sCasting.classareasshowninListing2-14.

Listing2-14.Casting.classMethodInformation

<MethodCount>2</MethodCount> 
<Methods> 
<Method> 
<Attributes> 
<Attribute> 
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<AttributeName>Code:</AttributeName> 
<Max_Stack>1</Max_Stack> 
<Max_Locals>1</Max_Locals> 
<Method_Args>1</Method_Args> 
<Method_Code> 
         0: aload_0        
         1: invokespecial #1                   
         4: return 
</Method_Code> 
<Method_LineNumberTable>line 1: 0</Method_LineNumberTable> 
</Attribute> 
</Attributes> 
<AccessFlags>public</AccessFlags> 
<Name>Casting</Name> 
<Descriptor>();</Descriptor> 
</Method> 
<Method> 
<Attributes> 
<Attribute> 
<AttributeName>Code:</AttributeName> 
<Max_Stack>3</Max_Stack> 
<Max_Locals>2</Max_Locals> 
<Method_Args>1</Method_Args> 
<Method_Code> 
         0: iconst_0       
         1: istore_1       
         2: iload_1        
         3: sipush        128 
         6: if_icmpge     51 
         9: getstatic     #2                   
        12: new           #3                   
        15: dup            
        16: invokespecial #4                   
        19: ldc           #5                   
        21: invokevirtual #6                   
        24: iload_1        
        25: invokevirtual #7                   
        28: ldc           #8                   
        30: invokevirtual #6                   
        33: iload_1        
        34: invokevirtual #9                   
        37: invokevirtual #10                  
        40: invokevirtual #11                  
        43: iload_1        
        44: iconst_1       
        45: iadd           
        46: i2c            
        47: istore_1       
        48: goto          2 
        51: return 
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</Method_Code> 
<Method_LineNumberTable> 
        line 8: 0 
        line 9: 9 
        line 8: 43 
        line 11: 51 
</Method_LineNumberTable> 
<Method_StackMapTableEntries>2</Method_StackMapTableEntries> 
<Method_StackMapTable> 
        frame_type = 252 /* append */ 
        offset_delta = 2 
        locals = [ int ] 
        frame_type = 250 /* chop */ 
        offset_delta = 48</Method_StackMapTable> 
</Attribute> 
</Attributes> 
<AccessFlags>public, static</AccessFlags> 
<Name>main</Name> 
<Descriptor>(java.lang.String[]);</Descriptor> 
</Method> 
</Methods> 

Differentaccessflagsaresetforeachmethoddependingonwhatmodifiers
wereusedintheoriginalsource;seeTable2-5.Anumberofrestrictionsexist,
becausesomeoftheaccessflagsaremutuallyexclusive—inotherwords,a
methodcan’tbedeclaredasbothACC_PUBLICandACC_PRIVATEoreven
ACC_PROTECTED.However,youwon’tnormallybedisassemblingillegal
bytecodes,soyou’reunlikelytocomeacrossanysucheventualities.

Thefirstmethodsintheexampleispublic;thesecondisapublicstaticmethod.

Table2-5.MethodAccessFlags

FLAG NAME Value Description 

ACC_PUBLIC 0x0001 Classorinterface

ACC_PRIVATE 0x0002Cla ss

ACC_PROTECTED 0x0004Cla ss

ACC_STATIC 0x0008Sta ticfield

ACC_FINAL 0x0010Fina lfield
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FLAG NAME Value Description 

ACC_SYNCHRONIZED 0x0020Cla ss

ACC_BRIDGE 0x0040Compile rgenerated

ACC_VARARGS 0x0080 Variablenumberofarguments

ACC_NATIVE 0x0100 Classorinterface

ACC_ABSTRACT 0x0400 Abstract

ACC_STRICT 0x0800Stric t

ACC_SYNTHETIC 0x1000Synthe tic

Youcannowfindthenameandthemethoddescriptorsofthefinalmethod:

<Name>main</Name> 
<Descriptor>(java.lang.String[]);</Descriptor> 

Youpulloutthenameanddescriptionofthemethodfromconstant_pool[22]
andconstant_pool[23],asshowninListing2-15. 

Listing2-15.Casting.classMethodNameandDescriptorConstant-PoolInformation

<ConstantPoolEntry> 
<id>22</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>main</ConstantPoolValue> 
</ConstantPoolEntry> 
<ConstantPoolEntry> 
<id>23</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>Ljava/lang/String</ConstantPoolValue> 
</ConstantPoolEntry> 

Youcannowreassemblethemethodwithoutanyoftheunderlyingcode:

public static void main(java.lang.String args[]) { 
 /*  */ 
} 
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orsimply:

import java.lang.String; 
... 
public static void main(String args[]) { 
 /*  */ 
} 

Theremainingmethodsfalloutoftheconstantpoolinasimilarfashion.

Method Attributes 

Attributesappearinthefield,method,andattributeselementsoftheclass-file
structure.Eachattributebeginswithanattribute_name_indexthatreferences
theconstantpoolandanattributelength.Butthemeatoftheclassfileisinthe
methodattributes(seeListing2-16).

Listing2-16.InitMethodAttributes

<Attributes> 
<Attribute> 
<AttributeName>Code:</AttributeName> 
<Max_Stack>1</Max_Stack> 
<Max_Locals>1</Max_Locals> 
<Method_Args>1</Method_Args> 
<Method_Code> 
         0: aload_0        
         1: invokespecial #1                   
         4: return 
</Method_Code> 
<Method_LineNumberTable>line 1: 0</Method_LineNumberTable> 
</Attribute> 
</Attributes> 

Theattributetypeinthisexampleisacodeattribute.Thecodeattributeis
showninListing2-17.

Listing2-17.CodeAttribute

Code_attribute { 
u2 attribute_name_index; 
u4 attribute_length; 
u2 max_stack; 
u2 max_locals; 
u4 code_length; 
u1 code[code_length]; 
u2 exception_table_length; 
{  

u2 start_pc; 
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u2 end_pc; 
u2 handler_pc; 
u2 catch_type; 

} exception_table[exception_table_length]; 
u2 attributes_count; 
attribute_info attributes[attributes_count]; 

}

Theattribute_lengthisthelengthofthecodeattributeminusthefirst6bytes.
Theattribute_typeandtheattribute_nametakeupthefirst6bytesandaren’t
includedintheattribute_length.Themax_stackandmax_localsgivethe
maximumnumberofvariablesontheoperandstackandlocalvariablesections
ofthestackframe.Thistellsyouhowdeepthestackwillgoandhowmany
variableswillbepushedonandoffthestack.

Thecodelengthgivesthesizeofthefollowingcodearray.Thecodearrayis
simplyaseriesofbyteswhereeachbytecodeisareservedbytevalueor
opcodefollowedbyzeroormoreoperands-----or,toputitanotherway:

opcode operand 

Lookingattheoutput(Listing2-14)fromrunningClassToXMLon
Casting.class,youseethattherearetwomethods,mainandinitwhichisthe
emptyconstructorthattheJavacompileralwaysaddswhenthedeveloper
choosesnottoaddtheirownconstructor.EachmethodhasitsownCodearray.

<init> method 

BeforeIexplainwhatbytecodemapsontowhichopcode,let’slookatthe
simplestmethodtounravel,whichisthefirstcodesegment:

2ab70001b1  

Whenyouconvertthisintoopcodesandoperands,itbecomes

2a           aload 0 
b70001       invokespecial #1  
b1           return 

2abecomesaload 0.Thisloadsthelocalvariable0ontothestack,requiredby
invokespecial.b70001becomesinvokespecial #1,whereinvokespecialis
usedtoinvokeamethodinalimitednumberofcasessuchasaninstance-
initializationmethod(<init>toyouandme),whichiswhatyouhavehere.#1isa
referencetoconstant_pool[1],whichisaCONSTANT_Methodrefstructure.Listing
2-18collectstogetheralltherelatedconstant-poolentriesforconstant_pool[1].
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Listing2-18.<init>MethodConstant-PoolResolution

<ConstantPoolEntry> 
<id>1</id> 
<Type>Methodref</Type> 
<ConstantPoolAddress>13,27</ConstantPoolAddress> 
</ConstantPoolEntry> 
 
<ConstantPoolEntry> 
<id>13</id> 
<Type>Class</Type> 
<ConstantPoolAddress>40</ConstantPoolAddress> 
</ConstantPoolEntry> 
 
<ConstantPoolEntry> 
<id>40</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>java/lang/Object</ConstantPoolValue> 
</ConstantPoolEntry> 
 
<ConstantPoolEntry> 
<id>27</id> 
<Type>NameAndType</Type> 
<ConstantPoolAddress>18,19</ConstantPoolAddress> 
</ConstantPoolEntry> 
 
<ConstantPoolEntry> 
<id>18</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>init</ConstantPoolValue> 
</ConstantPoolEntry> 
 
<ConstantPoolEntry> 
<id>19</id> 
<Type>Utf8</Type> 
<ConstantPoolValue>V</ConstantPoolValue> 
</ConstantPoolEntry> 

Youcanresolvethesymbolicreferencesbyhandto

<Method java.lang.Object.<init>()V> 

Thisistheemptyconstructorthatthejavaccompileraddstoallclassesthat
don’talreadyhaveaconstructor.Thefinalb1opcodeisasimplereturn
statement.Sothefirstmethodcanbeconvertedstraightbackintothefollowing
code,anemptyconstructor:

 public class Casting() 
 { 
 return; 
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 } 

main method 

Thesecondcodeattributeislesstrivial.Togetanyfurther,youneedtoknow
whateachhexadecimalvaluemapsontowhatopcode.

NOTE:Althoughtheexamplelistisshorterthanmostotheropcode
lists(you’reignoringanyopcodesabove201),itstillrunsonforseveral
pages;youcanreferenceitinAppendixAandatwww.apress.com.
Notethatopcodesbeyond201arereservedforfutureuse,because
theyhavenoeffectontheoriginalbytecodeinaclassfileandcanbe
safelyignored.

YoualsoneedtoknowhoweachelementoftheJavalanguageiscompiledinto
bytecodesoyoucanreversetheprocess.Thenyoucanseehowtheremaining
codeattributescanbeturnedintoopcodesandtheiroperands.

Themainmethodhasthefollowing52-bytebyte_codeattribute,whichisbroken
downinListing2-19intoopcodesandoperands

033c1b110080a2002db20002bb000359b700041205b600061bb600071208b600061bb60009b6000a
b6000b1b0460923ca7ffd2b1 

Listing2-19.MainMethod

<Method> 
<Attributes> 
<Attribute> 
<AttributeName>Code:</AttributeName> 
<Max_Stack>3</Max_Stack> 
<Max_Locals>2</Max_Locals> 
<Method_Args>1</Method_Args> 
<Method_Code> 
 0: iconst_0       
         1: istore_1       
         2: iload_1        
         3: sipush        128 
         6: if_icmpge     51 
         9: getstatic     #2                   
        12: new           #3                   
        15: dup            
        16: invokespecial #4                   
        19: ldc           #5                   
        21: invokevirtual #6                   

http://www.apress.com
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        24: iload_1        
        25: invokevirtual #7                   
        28: ldc           #8                   
        30: invokevirtual #6                   
        33: iload_1        
        34: invokevirtual #9                   
        37: invokevirtual #10                  
        40: invokevirtual #11                  
        43: iload_1        
        44: iconst_1       
        45: iadd           
        46: i2c            
        47: istore_1       
        48: goto          2 
        51: return 
</Method_Code> 
<Method_LineNumberTable> 
        line 8: 0 
        line 9: 9 
        line 8: 43 
        line 11: 51 
</Method_LineNumberTable> 
<Method_StackMapTableEntries>2</Method_StackMapTableEntries> 
<Method_StackMapTable> 
        frame_type = 252 /* append */ 
        offset_delta = 2 
        locals = [ int ] 
        frame_type = 250 /* chop */ 
        offset_delta = 48</Method_StackMapTable> 
</Attribute> 
</Attributes> 
<AccessFlags>static</AccessFlags> 
<Name>main</Name> 
<Descriptor>(java.lang.String[]);</Descriptor> 
</Method> 
</Methods> 

Youcanreverseengineertheopcodesandoperandsinasimilarfashiontothe
previousmethod,asyoucanseeinTable2-6.

Table2-6.MainCodeAttributeBreakdown

PC Bytecode Opcode Operand Constant Pool Resolution 

(if applicable) 

0 03 iconst_0   

1 3c istore_1   
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2 1b iload_1   

3 110080 sipush         128  

6 a2002d if_icmpge 51  

9 b20002 getstatic      #2 Field 
java/lang/System.out:Ljav
a/io/PrintStream; 

12 bb0003 new #3 class 
java/lang/StringBuilder 

15 59 dup   

16 b70004 invokespecial  #4 Method 
java/lang/StringBuilder."
<init>":()V 

19 1205 ldc #5 String ascii 

21 b60006 invokevirtual  #6 Method 
java/lang/StringBuilder.a
ppend:(Ljava/lang/String;
)Ljava/lang/StringBuilder
; 

24 1b iload_1   

25 b60007 invokevirtual  #7 Method 
java/lang/StringBuilder.a
ppend:(I)Ljava/lang/Strin
gBuilder; 

28 1208 ldc #8 String  character 

30 b60006 invokevirtual  #6 Method 
java/lang/StringBuilder.a
ppend:(Ljava/lang/String;
)Ljava/lang/StringBuilder
; 

33 1b iload_1          
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PC Bytecode Opcode Operand Constant Pool Resolution 

(if applicable) 

34 b60009 invokevirtual  #9 Method 
java/lang/StringBuilder.a
ppend:(C)Ljava/lang/Strin
gBuilder; 

37 b6000a invokevirtual  #10 Method 
java/lang/StringBuilder.t
oString:()Ljava/lang/Stri
ng; 

40 b6000b invokevirtual  #11 Method 
java/io/PrintStream.print
ln:(Ljava/lang/String;)V 

43 1b iload_1          

44 04 iconst_1         

45 60 iadd             

46 92 i2c              

47 3c istore_1         

48 a7ffd2 goto           2  

51 b1 return           

 

iconst_0andistore_1pushthenumber0ontothestack,sipushpushesthe
number128ontothestack,andif_icmpgecomparesthetwonumbersandthe
gotoprogramcounterorPC = 51(thatis,returnsifthenumbersareequal).This
isthefollowingcodesnippetfromtheCasting.classcode:

for(char c=0; c < 128; c++) { 
} 

Inthesamemanner,youcancompletetheanalysistoreturnthecompletemain
method.Theaimofthisbookistoshowyouhowtodothatprogrammatically.
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ClassToXML,availablefromthedownloadsareaoftheApresssite,outputs
bytecodelikeatruedisassembler.Andnowthatyou’veseenhoweasyitisto
createadisassembler,youcanprobablyseewhysomanydisassemblershave
userinterfaces.

Attributes and Attributes Count 

Thefinaltwoelementscontainthenumberofclass-fileattributesandthe
remainingattributes,whichareusuallySourceFileandInnerClasses.

SourceFileisthenameoftheJavafilethatwasusedtooriginallygeneratethe
code.TheInnerClassesattributeisabitmorecomplicatedandisignoredby
severaldecompilersthatcan’thandleinnerclasses.

You’renotlimitedtotheSourceFileandInnerClassesattribute.Newattributes
canbedefinedhereorinanyofthefieldormethodsattributesections.
Developersmaywanttostoreinformationinacustomattribute,perhapsusingit
forsomelow-levelcheckorforstoringencryptedcodeattributestopossibly
preventdecompilation.Assumingyournewcodeattributefollowstheformatof
allotherattributes,youcanaddanyattributeyouwant,whichwillbeignoredby
theJVM.Eachattributeneeds2bytesthatprovideanumberpointingintothe
constantpooltogivethenameoftheattribute,attribute_name_index;and4
bytesgivingthelengthoftheremainingbytesintheattribute,attribute_length.

Summary 
You’vefinallycometotheendofthegutsoftheclassfileandmanually
disassembledClassToXMLintheprocess(refertotheappropriatefileson
www.apress.com).Ihopeyoubegintoseehowitallfitstogether.Althoughthe
designoftheclassfileisneatandcompact,becauseofthesplitbetweenthe
initialandfinalcompilationstagesyouhaveanawfullotofinformationtohelp
yourecoverthesource.Formanyyears,programmershavebeenprotectedby
theencodingthatcompilingtoanexecutableusuallyoffers,butsplittingthe
compilationandcarryingaroundsomuchinformationattheintermediatestage
isaskingfortrouble.

Chapter3looksatunravelingtheDEXfileformattohelpyouunderstandhowto
reverse-engineerthatbackintoJavasourcecode.

http://www.apress.com




3
Chapter

InsidetheDEXFile
ItmightseemoddthatwewouldneedanothervirtualmachineforAndroid
phonesandthattheJavavirtualmachine(JVM)wouldn’tbegoodenough.But
foroptimizationandperformance,theDalvikvirtualmachine(DVM)isusedonall
Androidphones.ItwasnamedafteraplaceintheIcelandichomelandofonethe
originaldevelopersandisconsiderablydifferentindesignfromtheJVM.Instead
ofapush-popstackmachine,theDVMusesregisters.ThecorrespondingDVM
bytecodeorDEXfilesarealsoacompletelydifferentdesignthanJavaclass
files.

Butallisnotlost.ThereismorethanenoughinformationabouttheDEXfile
specificationtorepeatthesameexerciseyoulookedatfortheclassfilein
Chapter2andcometothesamehappyconclusionthatletsyougainaccessto
theDEXfilebytecodeandconvertitbackintoJavasourcecode,evenifyouare
doingitmanuallyinthischapter.TheDEXfilecanbeunraveledintoitsdifferent
sections:theheaderandtheDEXversionoftheconstantpool,whichhouses
pointersforstrings,fields,methods,andclassinformationinitsdatasection.

Ghost in the Machine, Part Deux 
WhenyoudownloadanapplicationfromtheAndroidMarketorAmazon
MarketplaceontoyourAndroidphone,you’redownloadinganAndroidpackage
(APK)file.EachandeveryAPKfileisinazipformat.Changethe.apkfile
extensionto.zip,andunzippingthefilegivesyoutheresources,theimages,
theAndroidManifest.xmlfile,andtheclasses.dexfilecontainedintheAPK,ina
structuresimilartothatshowninFigure3-1.
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Figure3-1.UnzippedAPKfile

WhereasaJavajarfilehasmanyclassfiles,eachAPKfilehasonlyasingle
classes.dexfile,asshowninFigure3-2.AccordingtoGoogle,theAPKformat
differsfromtheclass-fileformatforperformanceandsecurityreasons.But
regardlessofwhatthereasonsare,fromareverse-engineeringperspectiveit
meansyourtargetisnowtheclasses.dexfile.Youhavemovedcompletely
awayfromtheJavaclass-fileformatandnowneedtounderstandwhatisinside
theclasses.dexfilesoyoucandecompileitbackintoJavasource.

 

Figure3-2.ClassfilevsDEXfile
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Chapter4looksatmanyAndroidandthird-partytoolsthatareavailabletohelp
youpullapartAPKsandclasses.dexfiles.Inthischapter,youmanuallycreate
yourownclasses.dexdisassembler.

Converting Casting.class 

Tobegin,youneedtoconvertyourCasting.classfilefromChapter3intoa
classes.dexfilesoyouhavesomethingtoworkwith.Thisclasses.dexfilewill
runonthecommandlineonanAndroidphone,butit’snotaclassicAPKfile.
However,theclasses.dexformatwillbethesame,soit’sagoodplacetostart
yourDEXfileinvestigation.

Youdothisconversionusingthedxprogram,whichcomeswiththeAndroid
platformtools.MakesuretheCasting.classfileisinthecastingfolder,and
executethefollowingcommand:

javac c:\apress\chap3\casting\Casting.java 
 
dx --dex --output=c:\temp\classes.dex C:\apress\chap3\casting 

Figure3-3showstheresultingclasses.dexfilefortheCasting.javacodein
Listing3-1,inhexadecimalformat.

Listing3-1.Casting.java

public class Casting { 
 
 static final String ascStr = "ascii "; 
 static final String chrStr = " character "; 
 
 public static void main(String args[]){ 
   for(char c=0; c < 128; c++) { 
          System.out.println("ascii " + (int)c + " character "+ c); 
   } 
 } 
} 
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Figure3-3.classes.dex

ToopentheDEXfilefurther,inthischapteryousimulatetheactionsofa
disassemblerbybreakingtheDEXfileintoitsparts.Youdothisbybuildingyour
ownprimitivedisassemblercalledDexToXML,whichtakestheDEXfileand
outputsthecodeintoaneasy-to-readXMLformat.
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Breaking the DEX File into Its Constituent 

Parts 
Youcanbreaktheclassfileintothefollowingconstituentparts:

 header

 string_ids

 type_ids

 proto_ids

 field_ids

 method_ids

 class_defs

 data

 link_data

Theheadersectioncontainsasummaryofthefile’sinformation,itssizes,and
pointersoroffsetstowheretheotherinformationcanbefound.String_idslists
allthestringsinthefile,andtheJavatypesarefoundinthetype_idssection.
Youseelaterhowtheproto_idsforprototypes,field_ids,method_ids,and
class_defssectionsletyoureverse-engineertheclassnames,methodcalls,
andfieldsbackintoJava.ThedatasectionistheAndroidversionofthe
constantpool.Thelink_datasectionisforstaticallylinkedfilesandisn’t
relevanttothisdiscussion,sonorelatedsectionisprovidedinthischapter.

TheDEXfileformatspecification
(http://source.android.com/tech/dalvik/dex-format.html)usesastruct-like
formattoshowtheDEXfile’scomponents;seeListing3-2.

Listing3-2.DEXFileStruct

Dexfile { 
header        header_item, 
string_ids    string_id_item[], 
type_ids      type_id_item[], 
proto_ids     proto_id_item[], 
field_ids       field_id_item[], 
method_ids method_id_item[], 
class_defs   class_def_item[], 
data            ubyte[], 
link_data     ubyte[] 

} 
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Andasinthelastchapter,youuseanXMLformatbecauseitallowsyouto
traverseinandoutoftheDEXfile’sinnerstructuresmuchmorequickly.Italso
makestheDEXfileinformationeasiertounderstandasyouunravelitsmeaning.
TheDEXf iles tructure-----witha lltheXMLnodescollapsed-----isshownin
Listing3-3.

Listing3-3.DexToXML

<root> 
<header /> 
<string_ids /> 
<type_ids /> 
<proto_ids /> 
<field_ids /> 
<method_ids /> 
<class_defs /> 
<data /> 
</root> 

Thefollowingsectionsexplainwhatisineachofthenodes.

The Header Section 

Theheadersectioncontainsthetop-levelinformationfortheremainderofthe
file.ThestructureoftheDEXfileisdramaticallydifferentthanitsoriginal-format
JavaclassfileandresemblesthemetadatasectionofaMicrosoft.NetPEfile
morethanwhatyousawinthelastchapter.Theheaderpreamblecontainsthe
magicnumber,checksum,signature,andsizeoftheclassfile.Theremaining
informationtellsyouhowbigthestrings,types,protos,methods,andclasses
areandprovidesanaddresspointeroroffsettowhereyoucanfindtheactual
strings,types,protos,methods,andclassesintheclasses.dexfile.Thereisalso
apointertothemapinfointhedatasection,whichrepeatsmuchofthe
informationintheheadersection.

Listing3-4usesastruct-likeformattoshowhowtheheaderislaidout.

Listing3-4.HeaderSectionStruct

DexfileHeader{ 
ubyte[8]           magic, 
int                checksum, 
ubyte[20]          signature, 
uint               file_size, 
uint               header_size, 
uint               endian_tag, 
uint               link_size, 
uint               link_off, 
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uint               map_off, 
uint               string_ids_size, 
uint               string_ids_off, 
uint               type_ids_size, 
uint               type_ids_off, 
uint               proto_ids_size, 
uint               proto_ids_off, 
uint               field_ids_size, 
uint               field_ids_off, 
uint               method_ids_size, 
uint               method_ids_off, 
uint               class_defs_size, 
uint               class_defs_off, 
uint               data_size, 
uint               data_off              

} 

TheheaderfieldsaredetailedinTable3-1.

Table3-1.DexFileHeader

Name Format Hex Value Comments 

magic 8
bytes

64 65 78 0A 30 33 35 
00 

dex\n035\0 Similartothe
CAFEBABEmagic
numberintheclassfile

checksum 4
bytes

62 8B 44 18 0x18448B62 Checksum,not
includingmagic.Little-
endian.

signature 20
bytes

DA A9 21 CA 9C 4F B4 
C5 21 D7 77 BC 2A 18 
4A 38 0D A2 AA FEW 

0xDAA921CA 
9C4FB4C5 
21D777BC 
2A184A38 
0DA2AAFE 

SHA-1signaturenot
includingthemagic
andchecksumfields.

file_size 4
bytes

50 04 00 00 0x450 Little-endian.

header_size 4
bytes

70 00 00 00 0x70 Always0x70;little-
endianagain.

endian_tag 4
bytes

78 56 34 12 0x12345678 classes.dexuses
little_endiantostore
thedata.
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Name Format Hex Value Comments 

link_size 4
bytes

00 00 00 00 0x0 Sizeofthelinkdataat
theendofthefile.

link_offset 4
bytes

00 00 00 00 0x0 Addressofthe
link_datasection.

map_off 4
bytes

a4 03 00 00 0x3a4 Addressofthemap
areainthedata
section.

string_ids_size 4
bytes

1a 00 00 00 0x1a or 26 Numberofstrings.

string_ids_off 4
bytes

70 00 00 00 0x70 Addressofthestrings
section.

type_ids_size 4
bytes

0a 00 00 00 0xa or 10 Numberoftypes.

type_ids_off 4
bytes

d8 00 00 00 0d8  Addressofthetypes
section.

proto_ids_size 4
bytes

07000000 0x7or7 Numberofprototypes.

proto_ids_off 4
bytes

00 01 00 00 0x100 Addressoftheproto
section.

fields_ids_size 4
bytes

03 00 00 00 0x3or3 Numberoffields.

field_ids_off 4
bytes

54 01 00 00 0x154 Addressofthefields
section.

method_ids_size 4
bytes

09 00 00 00 0x9or9 Numberofmethods.

method_ids_off 4
bytes

6c 01 00 00 0x16c Addressofthemethods
section.

class_defs_size 4
bytes

01 00 00 00 0x1or1 Numberofclasses.
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class_defs_off 4
bytes

b4 01 00 00 0x1b4 Addressoftheclasses
section.

data_size 4
bytes

7c 02 00 00  0x27c  676bytesofdata.

data_off 4
bytes

d4 01 00 00  0x1d4 Datasectionaddress.



TheheadersectionintheDEXfileishighlightedinFigure3-4,andyoucanjust
aboutfollowwhereeachfieldappearsusingTable3-1.Butreadinghexadecimal
requiresacertaintypeofmasochism,whichiswhyDexToXMLoutputsthe
samedatainamucheasiertoreadXMLformat.TheDexToXMLheaderfields
areshowninListing3-5.

 

Figure3-4.Headerfieldsinclasses.dex
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Listing3-5.DexToXMLOutputoftheheaderSection

<root> 
<header> 
   <magic>dex\n035\0</magic> 
   <checksum>628B4418</checksum> 
   <signature>DAA921CA9C4FB4C521D777BC2A184A380DA2AAFE</signature> 
   <file_size>0x00000450</file_size> 
   <header_size>112</header_size> 
   <endian_tag>0x12345678</endian_tag> 
   <link_size>0</link_size> 
   <link_offset>0x00000000</link_offset> 
   <map_offset>0x000003A4</map_offset> 
   <string_ids_size>26</string_ids_size> 
   <string_ids_offset>0x00000070</string_ids_offset>  
   <type_ids_size>10</type_ids_size> 
   <type_ids_offset>0x000000D8</type_ids_offset>  
   <proto_ids_size>7</proto_ids_size> 
   <proto_ids_offset>0x00000100</proto_ids_offset>  
   <field_ids_size>3</field_ids_size> 
   <field_ids_offset>0x00000154</field_ids_offset>  
   <method_ids_size>9</method_ids_size> 
   <method_ids_offset>0x0000016C</method_ids_offset>  
   <class_defs_size>1</class_defs_size> 
   <class_defs_offset>0x000001B4</class_defs_offset>  
   <data_size>0x0000027C</data_size> 
   <data_offset>0x000001D4</data_offset>  
</header> 
<string_ids /> 
<type_ids /> 
<proto_ids /> 
<field_ids /> 
<method_ids /> 
<class_defs /> 
<data /> 
<link_data /> 
</root> 

Severalofthesefieldsrequirefurtherexplanation:magic,checksum,header_size,
andEndian_tag.Theremainingfieldsintheheadersectionaresizesandoffsets
intoothersections.

Magic  

TheDEXfilemagicnumberisthefirst8bytesandisalways64 65 78 0A 30 33 
35 00inhexorthestringdex\n035\0.Thespecificationmentionsthatanewline
and\0aretheretopreventcertaintypesofcorruption.The035isexpectedto
changeovertimelikethemajorandminorversionintheclassfile.
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Checksum 

ThechecksumisanAdler32checksumofthefile,notincludingthemagic
number.Intheclasses.dexfileinFigure3-4,thehexadecimalonthefirstlinein
thesecondblockis62 8B 44 18.Butthedataisstoredlittle-endian,sothereal
checksumisreversedandisthevalue0x18448B62.

Header_size 

Headersizeisthesameforallclasses.dexfiles:0x70. 

Endian_tag 

Theendian_taginallclasses.dexfilesis0x12345678,whichtellsyouthatthe
dataisstoredlittle-endian(reversed).Thiswon’tnecessarilyalwaysbethecase
forfutureDEXfiles.Butforthetimebeing,youcanassumeit’slittle-endian.

The string_ids Section 

Youknowfromtheheadersectionthatthereare
<string_ids_size>26</string_ids_size>stringsinthisclasses.dexfile,which
youcanfindatthefollowingaddress:
<string_ids_offset>0x00000070</string_ids_offset>.Conveniently,thisisat
theendoftheheadersection.Butyoualreadyknewthatfromtheheadersize:
<header_size>0x00000070</header_size>.

Eachofthese26entriesintheclasses.dexfileisan8byteaddressoffsetor
string_data_offthatpointsattheactualstringinthedatasection.InFigure3-
5,youcanseethatthefirststring_idsentryis72 02 00 00.Rememberingthat
thestorageislittle-endian,thistellsyouthatthefirststringcanbefoundat
address0x00000272,furtherdownthefileinthedatasection.Thelaststrings
entryis73 03 00 00,whichtellsyouthatthelaststringisatanoffsetoraddress
of0x00000373.
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Figure3-5.string_idssectionofclasses.dex

Listing3-6showsthestrings_idssectioninXMLformatasyoucontinueto
buildouttheXMLrepresentationofthefile.

Listing3-6.DexToXMLstring_idsSection

<root> 
<header /> 
<string_ids> 
   <string> 
       <id>0</id> 
       <address>0x00000272</address> 
   </string> 
   <string> 
       <id>1</id> 
       <address>0x0000027F</address> 
   </string> 
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   <string> 
       <id>2</id> 
       <address>0x00000287</address> 
   </string> 
   <string> 
       <id>3</id> 
       <address>0x0000028A</address> 
   </string> 
   <string> 
       <id>4</id> 
       <address>0x00000298</address> 
   </string> 
   <string> 
       <id>5</id> 
       <address>0x0000029B</address> 
   </string> 
   <string> 
       <id>6</id> 
       <address>0x0000029E</address> 
   </string> 
   <string> 
       <id>7</id> 
       <address>0x000002A2</address> 
   </string> 
   <string> 
       <id>7</id> 
       <address>0x000002A2</address> 
   </string> 
   <string> 
       <id>8</id> 
       <address>0x000002AD</address> 
   </string> 
   <string> 
       <id>9</id> 
       <address>0x000002B1</address> 
   </string> 
   <string> 
       <id>10</id> 
       <address>0x000002B5</address> 
   </string> 
   <string> 
       <id>11</id> 
       <address>0x000002CC</address> 
   </string> 
   <string> 
       <id>12</id> 
       <address>0x000002E0</address> 
   </string> 
   <string> 
       <id>13</id> 
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       <address>0x000002F4</address> 
   </string> 
   <string> 
       <id>13</id> 
       <address>0x000002F4</address> 
   </string> 
   <string> 
       <id>14</id> 
       <address>0x0000030F</address> 
   </string> 
   <string> 
       <id>15</id> 
       <address>0x00000323</address> 
   </string> 
   <string> 
       <id>16</id> 
       <address>0x00000326</address> 
   </string> 
   <string> 
       <id>17</id> 
       <address>0x0000032A</address> 
   </string> 
   <string> 
       <id>18</id> 
       <address>0x0000033F</address> 
   </string> 
   <string> 
       <id>19</id> 
       <address>0x00000347</address> 
   </string> 
   <string> 
       <id>20</id> 
       <address>0x0000034F</address> 
   </string> 
   <string> 
       <id>21</id> 
       <address>0x00000357</address> 
   </string> 
   <string> 
       <id>22</id> 
       <address>0x0000035F</address> 
   </string> 
   <string> 
       <id>23</id> 
       <address>0x00000365</address> 
   </string> 
   <string> 
       <id>24</id> 
       <address>0x0000036A</address> 
   </string> 
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   <string> 
       <id>25</id> 
       <address>0x00000373</address> 
   </string> 
</string_ids> 
...... 
</root> 

Unlikeintheclassfile,thestringsaren’tintermixedintheconstantpool.The
string_idssectionconsistsentirelyofpointerstothestringsstoredinthedata
section.Thestringscanbefoundinthedatasectionbeginningat0x00000272
andarealsopresentedinListing3-7.

Listing3-7.StringsinthedataSection

string[0]:  character  
string[1]: <init> 
string[2]: C 
string[3]: Casting.java 
string[4]: I 
string[5]: L 
string[6]: LC 
string[7]: LCasting; 
string[8]: LI 
string[9]: LL 
string[10]: Ljava/io/PrintStream; 
string[11]: Ljava/lang/Object; 
string[12]: Ljava/lang/String; 
string[13]: Ljava/lang/StringBuilder; 
string[14]: Ljava/lang/System; 
string[15]: V 
string[16]: VL 
string[17]: [Ljava/lang/String; 
string[18]: append 
string[19]: ascStr 
string[20]: ascii  
string[21]: chrStr 
string[22]: main 
string[23]: out 
string[24]: println 
string[25]: toString 

The type_ids Section 

Theheadersectiontellsyouthereare10type_idsthatstartatanoffsetof
0x000000D8 (Listing3-8).Thefirsttype_id,asyoucanseeinFigure3-6,is02 00 
00 00.Thatpointstostring_id[2],whichpointstoCinthedatasection(see
strings_ids).Theremainingtype_idsfalloutinasimilarfashion.
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Figure3-6.type_idssectionofclasses.dex

Listing3-8.DexToXMLtype_idsSection

<root> 
<header /> 
<string_ids /> 
<type_ids> 
   <type> 
       <id>0</id> 
       <string_id>2</string_id> 
   </type> 
   <type> 
       <id>1</id> 
       <string_id>4</string_id> 
   </type> 
   <type> 
       <id>3</id> 
       <string_id>10</string_id> 
   </type> 
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   <type> 
       <id>4</id> 
       <string_id>11</string_id> 
   </type> 
   <type> 
       <id>5</id> 
       <string_id>12</string_id> 
   </type> 
   <type> 
       <id>6</id> 
       <string_id>13</string_id> 
   </type> 
   <type> 
       <id>7</id> 
       <string_id>14</string_id> 
   </type> 
   <type> 
       <id>8</id> 
       <string_id>15</string_id> 
   </type> 
   <type> 
       <id>9</id> 
       <string_id>17</string_id> 
   </type> 
</type_ids> 
... 
</root> 

Asyousawinthelastsection,thestringsarefoundinthedatasectionatthe
offsetoraddressgiveninthestring_idssection.I’vepulledoutthestringsthat
aretype_idssoyoucanmoreeasilyfollowthereverse-engineeringprocess;see
Listing3-9.

Listing3-9.TypesinthedataSection

type[0]: C 
type[1]: I 
type[2]: LCasting; 
type[3]: Ljava/io/PrintStream; 
type[4]: Ljava/lang/Object; 
type[5]: Ljava/lang/String; 
type[6]: Ljava/lang/StringBuilder; 
type[7]: Ljava/lang/System; 
type[8]: V 
type[9]: [Ljava/lang/String; 
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The proto_ids Section 

Proto_idscontaintheprototypemethodsinCasting.java.TheDVMusesthe
Proto_idstogetherwiththerelevanttype_idstoassemblethemethod_ids.
Figure3-7showsonceagainwherethesearelocatedintheclasses.dexfile.

Eachproto_idhasthreeparts,shownintheProtoIDstructinListing3-10.
Thesearepointerstothestring_idfortheshortdescriptionorShortyDescriptor
(seeTable2-2)ofthemethodparameter,apointertothetype_idforthereturn
type,andanaddressoffsetintothedatasectiontofindtheparameterlist.

 

Figure3-7.proto_idssectionofclasses.dex 

Listing3-10.proto_idStruct

ProtoID{ 
uint    shorty_idx, 
uint    return_type_idx, 
uint    parameters_off 
} 
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Inthisexample,therearesevenproto_idsaccordingtotheheaderfile.These
areshowninDexToXMLinListing3-11;theprototypesthemselvesareshownin
Listing3-12.

Listing3-11.DexToXMLproto_idsSection

<root> 
<header /> 
<string_ids /> 
<type_ids /> 
<proto_ids> 
   <proto> 
       <id>0</id> 
       <string_id>5</string_id> 
       <type_id>5</type_id> 
       <address>0x0</address> 
   </proto> 
   <proto> 
       <id>1</id> 
       <string_id>6</string_id> 
       <type_id>6</type_id> 
       <address>0x254</address> 
   </proto> 
   <proto> 
       <id>2</id> 
       <string_id>8</string_id> 
       <type_id>6</type_id> 
       <address>0x25c</address> 
   </proto> 
   <proto> 
       <id>3</id> 
       <string_id>9</string_id> 
       <type_id>6</type_id> 
       <address>0x264</address> 
   </proto> 
   <proto> 
       <id>4</id> 
       <string_id>15</string_id> 
       <type_id>8</type_id> 
       <data_off>0x0</data_off> 
   </proto> 
   <proto> 
       <id>5</id> 
       <string_id>10</string_id> 
       <type_id>8</type_id> 
       <address>0x264</address> 
   </proto> 
   <proto> 
       <id>6</id> 
       <string_id>10</string_id> 
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       <type_id>8</type_id> 
       <address>0x26c</address> 
   </proto> 
</proto_ids>       
.... 
</root>  

Listing3-12showstheprototypesfromthedatasection.

Listing3-12.PrototypesinthedataSection

proto[0]: Ljava/lang/String; proto(  ) 
proto[1]: Ljava/lang/StringBuilder; proto( C ) 
proto[2]: Ljava/lang/StringBuilder; proto( I ) 
proto[3]: Ljava/lang/StringBuilder; proto( Ljava/lang/String; ) 
proto[4]: V proto(  ) 
proto[5]: V proto( Ljava/lang/String; ) 
Proto[6]: V proto( Ljava/lang/String; ) 

The field_ids Section 

Nextuparethefield_ids.Eachfield_idhasthreeparts:thenameofthe
class,thetypeofthefield,andthenameofthefield.Listing3-13showsthisina
structformat.

Listing3-13.field_idStruct

FieldID{ 
ushort  class_idx, 
ushort  type_idx, 
uint     name_idx 
} 

Figure3-8showsthelocationofthefield_idssectionintheclasses.dexfile.
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Figure3-8.field_idssectionofclasses.dex

Inthisexample,therearethreefields_idsaccordingtotheheaderfile.These
areshowninDexToXMLinListing3-14,andthefieldsthemselvesareshownin
Listing3-15.

Listing3-14.DexToXMLfield_idsSection

<root> 
<header /> 
<string_ids /> 
<type_ids /> 
<proto_ids /> 
<fields> 
   <field> 
       <id>0</id> 
       <type_id>2</type_id> 
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       <type_id>5/type_id> 
       <string_id>19</string_id> 
   </field> 
   <field> 
       <id>1</id> 
       <type_id>2</type_id> 
       <type_id>5</type_id> 
       <string_id>21</string_id> 
   </field> 
   <field> 
       <id>2/id> 
       <type_id>7</type_id> 
       <type_id>3</type_id> 
       <string_id>23</string_id> 
   </field> 
</fields> 
... 
</root> 

Inthissection,youcanassemblethefieldsfromtheinformationintheprevious
string_idsandtype_idssections.Forfield [0],youcanseethatthenameof
theclassistype_id[2]orCasting,thetypeofthefieldistype_id[5]orstring,
andthenameofthefieldisstring_id[19]orascStr:

type_id[2] = LCasting; 
type_id[5] = Ljava/lang/String; 
string_id[19] = ascStr 

Listing3-15showsthisandthesimilarlyresolvedremainingfields.

Listing3-15.FieldsInformation

field_ids[0]: Casting.ascStr:Ljava/lang/String; 
field_ids[1]: Casting.chrStr:Ljava/lang/String; 
field_ids[2]: java.lang.System.out:Ljava/io/PrintStream;  

The method_ids Section 

Eachmethod_idhasthreeparts:thenameoftheclass,theprototypeofthe
methodfromtheproto_idssection,andthenameofthemethod.Listing3-16
showsthisinastructformat.

Listing3-16.method_idStruct

MethodIDStruct{ 
ushort  class_idx, 
ushort  proto_idx, 
uint     name_idx 
} 
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Figure3-9showsthelocationofthemethod_idssectionintheclasses.dexfile.

 

Figure3-9.method_idssectionofclasses.dex

Inthisexample,thereareninemethod_idsaccordingtotheheaderfile.These
areshowninDexToXMLinListing3-17,andthemethodsthemselvesareshown
inListing3-18.

Listing3-17.DexToXMLmethod_idsSection

<root> 
<header /> 
<string_ids /> 
<type_ids /> 



CHAPTER3:InsidetheDEXFile80

<proto_ids /> 
<fields /> 
<methods> 
   <method> 
       <id>0</id> 
       <type_id>2</type_id> 
       <proto_id>4</proto_id> 
       <string_id>1</string_id> 
   </method> 
   <method> 
       <id>1</id> 
       <type_id>2</type_id> 
       <proto_id>6</proto_id> 
       <string_id>22</string_id> 
   </method> 
   <method> 
       <id>2</id> 
       <type_id>3</type_id> 
       <proto_id>5</proto_id> 
       <string_id>24</string_id> 
   </method> 
   <method> 
       <id>3</id> 
       <type_id>4</type_id> 
       <proto_id>4</proto_id> 
       <string_id>1</string_id> 
   </method> 
   <method> 
       <id>4</id> 
       <type_id>6</type_id> 
       <proto_id>4</proto_id> 
       <string_id>1</string_id> 
   </method> 
   <method> 
       <id>5</id> 
       <type_id>6</type_id> 
       <proto_id>1</proto_id> 
       <string_id>18</string_id> 
   </method> 
   <method> 
       <id>6</id> 
       <type_id>6</type_id> 
       <proto_id>2</proto_id> 
       <string_id>18</string_id> 
   </method> 
   <method> 
       <id>7</id> 
       <type_id>6</type_id> 
       <proto_id>3</proto_id> 
       <string_id>18</string_id> 
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   </method> 
   <method> 
       <id>8</id> 
       <type_id>6</type_id> 
       <proto_id>0</proto_id> 
       <string_id>25</string_id> 
   </method> 
</methods> 
</root> 

Youcanmanuallyassemblethemethodsfromtheinformationintheprevious
sectionswithouthavingtogotothedatasection.Formethod [0],thenameof
theclassistype_id[2]orLCasting,theprototypeofthemethodisproto_id[4]
orV proto (),andthenameofthemethodisstring_id[1[ <init>:

type_id[2] = LCasting; 
proto_id[4] = V proto( ) 
string_id[1] = <init> 

Listing3-18showsthisandthesimilarlyresolvedremainingmethods.

Listing3-18.Methods

method[0]: Casting.<init> (<init>()V) 
method[1]: Casting.main (main([Ljava/lang/String;)V) 
method[2]: java.io.PrintStream.println (println(Ljava/lang/String;)V) 
method[3]: java.lang.Object.<init> (<init>()V) 
method[4]: java.lang.StringBuilder.<init> (<init>()V) 
method[5]: java.lang.StringBuilder.append (append(C)Ljava/lang/StringBuilder;) 
method[6]: java.lang.StringBuilder.append (append(I)Ljava/lang/StringBuilder;) 
method[7]: java.lang.StringBuilder.append 
(append(Ljava/lang/String;)Ljava/lang/StringBuilder;) 
method[8]: java.lang.StringBuilder.toString (toString()Ljava/lang/String;) 

The class_defs Section 

Eachclass_defhaseightparts:theidoftheclass,theaccess_flagsofthe
class,atype_idforthesuperclass,anaddressfortheinterfaceslist,a
string_idforthesourcefilename,anotheraddressforanyannotations(which
aren’trelevantforreverse-engineeringsourcecode),anaddressfortheclass
data(whereyoucanfindmoreclassinformation),andafinaladdresswhereyou
canfindthedatawiththeinitialvaluesofanystaticfields.Listing3-19shows
thisinastructformat.
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Listing3-19.class_defsStruct

ClassDefsStruct { 
uint class_idx, 
uint access_flags, 
uint superclass_idx, 
uint interfaces_off, 
uint source_file_idx, 
uint annotations_off, 
uint class_data_off, 
uint static_values_off, 
} 

Figure3-10showsthelocationoftheclass_defssectionintheclasses.dexfile.

 

Figure3-10.class_defssectionofclasses.dex

Inthisexamplethereisonlyoneclass,showninDexToXMLinListing3-20.



CHAPTER3:InsidetheDEXFile 83

Listing3-20.DexToXMLclass_defsSection

<root> 
<header /> 
<string_ids /> 
<type_ids /> 
<proto_ids /> 
<fields /> 
<methods /> 
<classes> 
   <class> 
       <id>0</id> 
       <type_id>2</type_id> 
       <access_flags> 
          <access_flag>public</access_flag> 
       </access_flags> 
       <type_id>4</type_id> 
       <address>0x0</address> 
       <string_id>3</string_id> 
       <address>0x0</address> 
       <address>0x00000392</address> 
       <address>0x0000038D</address> 
   </class> 
</classes> 
... 
</root> 

Inclasses.dex,theaccess_flagsvaluefortheclassCastingis0x00000001.
Table3-2liststheconversionsforaccessflags;inthiscase,theaccessflagis
public.

Table3-2.AccessFlags

Name Value For Classes For Fields For Methods 

ACC_PUBLIC 0 x1 public public public 

ACC_PRIVATE 0 x2 private private private 

ACC_PROTECTED 0 x4 protected protected protected 

ACC_STATIC 0 x8 static static static 

ACC_FINAL 0 x10 final final final 

ACC_SYNCHRONIZED 0x20     synchronized 
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Name Value For Classes For Fields For Methods 

ACC_VOLATILE 0x40   volatile   

ACC_BRIDGE 0x40      

ACC_TRANSIENT 0x80   transient   

ACC_VARARGS 0x80     Variable 
method args 

ACC_NATIVE 0x100     native 

ACC_INTERFACE 0x200 interface     

ACC_ABSTRACT 0 x400 abstract   abstract 

ACC_STRICT 0x800     strictfp 

ACC_SYNTHETIC 0 x1000    

ACC_ANNOTATION 0x2000      

ACC_ENUM 0 x4000     

(Unused) 0x8000   

ACC_CONSTRUCTOR 0x10000     constructor 

ACC_DECLARED_SYNCHRONIZED 0x20000      



BymanuallyassemblingtheJavacodeyoucanseethattheclassisdefinedas
publicclassCastingfromtype_id[2],thesuperclassisjava/Lang/Objectfrom
type_id[4],andthesourcefileisCasting.javafromstring_id[3]:

access_flags = public 
type_id[2] = LCasting; 
type_id[4] = Ljava/lang/Object; 
string_id[3] = Casting.java  
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The data Section 

You’renowinthedatasection,whichistherealmeatofclasses.dex.The
earlierinformationhasledtothispoint.Andyouhaveachoiceasyouparsethe
remainderofthefile:youcaneitherparseitsequentiallyorbeginfollowingthe
addressesinthedataoffsetstofindthebytecodesyouwanttodecompile.

Themostobviousthingtodoistofollowthedataoffsets,solet’strythat
approach.Firstontheagendaisclass_data_itemfromclass_defs,giventhat
you’relookingforthebytecode.Theclass_data_itemsectioncontains
informationaboutthefieldsandmethods;thisisfollowedbythecode_item
section,whichhasthebytecode.

class_data_item 

Fromdisassemblingclass_defs,youknowthattheaddressoftheonlyclassin
thisfile,Casting.java,is0x392.Theinformationisinaclass_data_item
structure,similartoListing3-21.

Listing3-21.class_data_itemStruct

ClassDataItemStruct { 
uleb128                                static_fields_size, 
uleb128                                instance_fields_size, 
uleb128                                direct_method_size, 
uleb128                                virtual_method_size, 
encoded_field[static_fields_size]      static_fields, 
encoded_field[instance_fields_size]    instance_fields, 
encoded_method[direct_fields_size]     direct_methods, 
encoded_method[virtual_fields_size]    virtual_methods 
} 

Uleb128isanunsignedlittle-endianbase128encodingformatforstoringlarge
integers.Toconvertanintegertouleb128,youconvertittobinary,padittoa
multipleof7bits,splititintosevenbitgroups,addahigh1bitonallbutthelast
grouptoformbytes(thatis,8bits),converttohexadecimal,andthenflipthe
resulttobelittle-endian.Thismakesalotmoresenseifyoulookatanexample.
ThefollowingexamplecomesfromWikipedia
(http://en.wikipedia.org/wiki/LEB128):

10011000011101100101        In raw binary 
010011000011101100101           Padded to a multiple of 7 bits 
0100110  0001110  1100101   Split into 7-bit groups 
00100110 10001110 11100101   Add high 1 bits on all but last group to form 
bytes 
0x26     0x8E     0xE5    In hexadecimal 
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0xE5 0x8E 0x26                Output stream 

Thankstothesmallintegerintheexample,theconversionismucheasier:0x2in
uleb128is2.

Therearetwootherstructuresforencoded_fieldandencoded_method,which
taketheformatshowninListings3-22and3-23.Field_idx_diffisunusualin
thatalthoughthefirstentryisthedirectfield_id[]reference,anysubsequent
field_id[]entriesarelistedasthedifferencefromthepreviouslistedfield_id.
Method_idx_difffollowsthesamepattern.

Listing3-22.encoded_fieldStruct

EncodedFieldStruct{ 
       uleb128    field_idx_diff, (explain that it's diff and directly for the 
first) 
       uleb128    access_flags 
} 

Listing3-23.encoded_methodStruct

EncodedMethodStruct{ 
       uleb128    method_idx_diff, (explain that it's diff and directly for the 
first) 
       uleb128    access_flags, 
       uleb128    code_off 
} 

Figure3-11showswhereyouareintheclasses.dexfile:rightinthemiddleof
thedatasection.

 

Figure3-11.class_data_itemsectionofclasses.dex

Listing3-24showstheDexToXMLoutputfortheclass_defssection.
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Listing3-24.DexToXMLclass_defs

<root> 
<header /> 
<string_ids /> 
<type_ids /> 
<proto_ids /> 
<fields /> 
<methods /> 
<classes /> 
<data> 
   <class_data_items> 
       <class_data_item> 
          <static_field_size>2</static_field_size> 
          <instance_field_size>0</instance_field_size> 
          <direct_method_size>2</direct_method_size> 
          <virtual_method_size>0</virtual_method_size> 
          <static_fields> 
              <static_field> 
                 <id>0</id> 
                 <field_id>0</field_id> 
                 <access_flags> 
                     <access_flag>static</access_flag> 
                     <access_flag>final</access_flag> 
                 </access_flags> 
              </static_field> 
              <static_field> 
                 <id>1</id> 
                 <field_id>1</field_id> 
                 <access_flags> 
                     <access_flag>static</access_flag> 
                     <access_flag>final</access_flag> 
                 </access_flags> 
              </static_field> 
          </static_fields> 
          <instance_methods /> 
          <direct_methods> 
              <direct_method> 
                 <id>0</id> 
                 <method_id>0</method_id> 
                 <access_flags> 
                     <access_flag>public</access_flag> 
                     <access_flag>constructor</access_flag> 
                 </access_flags> 
                 <address>0x1d4</address> 
              </direct_method> 
              <direct_method> 
                 <id>1</id> 
                 <method_id>1</method_id> 
                 <access_flags> 
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                     <access_flag>public</access_flag> 
                     <access_flag>static</access_flag> 
                 </access_flags> 
                 <address>0x1ec</address> 
              </direct_method> 
          </direct_methods> 
          <virtual_methods />                   
   </data> 
</root> 

Manuallyassemblingtheinformation,youcanseethestaticfieldandmethod
informationshownhere:

static_field[0] 
field[0]: Casting.ascStr:Ljava/lang/String; 
access_flags = static & final 

static_field[1]  
field[1]: Casting.chrStr:Ljava/lang/String; 
access_flags = static & final 

direct_method[0] 
method[0]: Casting.<init> (<init>()V) 
access_flags = public & constructor 
code_offset = 0x00001d4 

direct_method[1] 
method[1]: Casting.main (main([Ljava/lang/String;)V) 
access_flags = public & static 
code_offset = 0x00001ec 

Younowhavealltheinformationaboutthemethodsandfieldsinyourclass;in
caseit’snotobvious,you’rere-creatingtheCasting.javacodefromtheoutside
in.Youshouldalsotakespecialnoteofthecode_offset,becausethat’swhere
thebytecoderesidesthatwillbeusedtore-createthesourcecode.That’s
whereyou’regoingnext.

code_item 

class_data_itemtoldyouthatcode_itembeginsat0x1d4forthefirst<init>
methodand0x1ecforthemainmethod.Theinformationisinacode_item
structure,similartoListing3-25.

Listing3-25.code_itemStruct

CodeItemStruct { 
ushort                                 registers_size, 
ushort                                 ins_size, 
ushort                                 outs_size, 
ushort                                 tries_size, 
uint                                   debug_info_off, 

4
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uint                                    insns_size, 
ushort[insns_size]                      insns, 
ushort                                  padding, 
try_item[tries_size]                    tries, 
encoded_catch_handler_list              handlers 
} 

Ittooksometimegettinghere,butpayspecialattentiontotheinsnselementin
CodeItemStruct:thatiswhereclasses.dexstoresthebytecodeinstructions.

Figure3-12showsthelocationofthecode_itemsections(initandmain)inthe
classes.dexfile.Thishighlightedareaisforbothcode_items,whicharestored
oneaftertheother.

 

Figure3-12.code_itemsectionofclasses.dex
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Listing3-26showstheDexToXMLoutputforeachcode_itemsection.

Listing3-26.DexToXMLcode_item

<root> 
<header /> 
<string_ids /> 
<type_ids /> 
<proto_ids /> 
<fields /> 
<methods /> 
<classes /> 
<data> 
   <class_data_items /> 
   <code_items> 
       <code_item> 
          <id>0</id> 
          <registers_size>1</registers_size> 
          <ins_size>1</ins_size> 
          <outs_size>1</outs_size> 
          <tries_size>0</tries_size> 
          <debug_info_off>0x37d</debug_info_off> 
          <insns_size>4</insns_size> 
          <insns> 
              <insn>invoke-direct {v0},java/lang/Object/<init>   ; 
<init>()V</insn> 
              <insn>return-void</insn> 
          </insns> 
          <padding /> 
          <handlers /> 
       </code_item> 
       <code_item> 
          <id>1</id> 
          <registers_size>5</registers_size> 
          <ins_size>1</ins_size> 
          <outs_size>2</outs_size> 
          <tries_size>0</tries_size> 
          <debug_info_off>0x382</debug_info_off> 
          <insns_size>44</insns_size> 
          <insns> 

 <insn>const/4  v0,0</insn> 
 <insn>const/16    v1,128</insn> 
 <insn>if-ge  v0,v1,l252</insn> 
 <insn>sget-object   v1,java/lang/System.out 
Ljava/io/PrintStream;</insn> 
 <insn>new-instance v2,java/lang/StringBuilder</insn> 
 <insn>invoke-direct {v2},java/lang/StringBuilder/<init>   ; 
<init>()V</insn> 
 <insn>const-string   v3,"ascii "</insn> 
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 <insn>invoke-virtual {v2,v3},java/lang/StringBuilder/append   ; 
append(Ljava/lang/String;)Ljava/lang/StringBuilder;</insn> 
 <insn>move-result-object    v2</insn> 
 <insn>invoke-virtual {v2,v0},java/lang/StringBuilder/append   ; 
append(I)Ljava/lang/StringBuilder;</insn> 
 <insn>move-result-object    v2</insn> 
 <insn>const-string   v3," character "</insn> 
 <insn>invoke-virtual {v2,v3},java/lang/StringBuilder/append   ; 
append(Ljava/lang/String;)Ljava/lang/StringBuilder;</insn> 
 <insn>move-result-object    v2</insn> 
 <insn>invoke-virtual {v2,v0},java/lang/StringBuilder/append   ; 
append(C)Ljava/lang/StringBuilder;</insn> 
 <insn>move-result-object    v2</insn> 
 <insn>invoke-virtual {v2},java/lang/StringBuilder/toString   ; 
toString()Ljava/lang/String;</insn> 
 <insn>move-result-object    v2</insn> 
 <insn>invoke-virtual {v1,v2},java/io/PrintStream/println  ; 
println(Ljava/lang/String;)V</insn> 
 <insn>add-int/lit8 v0,v0,1</insn> 
 <insn>int-to-char v0,v0</insn> 
 <insn>goto  l1fe</insn> 
 <insn>return-void</insn> 

          </insns> 
          <padding /> 
          <handlers /> 
       </code_item> 
   </code_items> 
</data> 
</root> 

NOTE:TableA-2,"DVMbytecodetoopcodemapping,”inthe
appendixliststheDVMopcodesyoucanusetoconvertthehexcode
totheequivalentopcodeorbytecodeandcompletethedisassembly.
Refertothatwhenmakingyourconversions.

YouknowthatthefirstmethodinListing3-26,<init>,hasfourinstructions,
basedon<insns_size />.Youcanseefromthehexfilethatthefourhexcodes
are7010 0300 0000 0e00.Youcanmanuallyconvertthisintothefollowing:

   7010 invoke-direct 10 string[16]: VL 
   0003 method[3]: java.lang.Object.<init> (<init>()V) 
   0000 no argument 
   0e00 return-void  

Thisistheemptyconstructorthatthejavaccompileraddstoallclassesthat
don’talreadyhaveaconstructor.So,yourfirstmethodcanbeconverted
straightbackintothefollowingcode,whichisanemptyconstructor:
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 public class Casting() 
 { 
 } 

Summary 
Thiscompletesyourunravelingoftheclasses.dexfile.ThecompleteDexToXML
parsercodeisontheApresswebsite(www.apress.com).Itincludesother
sectionssuchasmap_dataanddebug_info,whicharealsointheclasses.dex
filebutaren’trelevanttothedecompilationprocess.Thenextchapterdiscusses
allthetoolsandtechniquesavailableintheworldofAndroiddisassembly,
decompilation,andobfuscation.YoureturntoDexToXMLandDexToSource,
yourAndroiddecompiler,inChapter5and6.

  

 

http://www.apress.com




4
Chapter

ToolsoftheTrade
Thischapterlooksatsomeofthetoolsaswellassomesimpletechniquesthat
hackersusetoreverse-engineertheunderlyingsourcecodefromanAndroid
packagefile(APK).Italsotakesabrieflookatthemajoropensourceand
commercialobfuscators,becauseobfuscationisfarandawaythemostpopular
toolforprotectingsourcecode.Inaddition,thechaptercoversthetheory
behindtheseobfuscatorssoyou’rebetterinformedaboutwhatyou’rebuying.

Let’sbeginthechapterbylookingathowsomeonemightcrackyourAndroid
APKfile.Thatway,youcanbegintoavoidsomeofthemostobviouspitfalls
whenyou’reattemptingtoprotectyourcode.

Downloading the APK 
IthasbeennosecretformanyyearsthatJavacodecanbedecompiledor
reverse-engineeredintosomethingthat’softenveryclosetotheoriginalcode.
Butit’sneverbeenaburningissuesincebrowserappletswentoutoffavor
yearsago.Thereasonforthatisplainandsimple:access.MostJavacodeon
theInternetlivesonserversandnotinthebrowser.Somedesktopapplications
arewritteninJavaSwing,suchasCorel’sWordPerfect.Butthesearenotable
exceptions,andmostJavacodelivesonwebserversbehindfirewalls.So,you
wouldhavetohackintoaservertogetaccesstotheclassfilesbeforeyou
coulddecompilethem.Thisisanunlikelyscenario;andfrankly,ifsomeonehas
gainedaccesstoyourclassfilesbyhackingintoyourserver,thenyouhave
worsethingstoworryaboutthanthemdecompilingyourcode.

ButthisisnolongerthecaseonAndroidphones.InChapter3,yousawhow
Javacodeiscompileddownintoaclasses.dexfile.Theclasses.dexfileisthen
bundledtogetherwithalltheotherresources,suchasimages,strings,files,and
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soon,intotheAPKthatyourcustomerdownloadsontotheirphone.Your
Androidappisclientside;giventherightknowledge,anyonecangainaccessto
theAPKand,ultimately,yourcode.

TherearethreewaystogainaccesstoanAPK:bybackingitupontoanSD
card;viaInternetforums;andbyusingAndroid’splatformtools,whichcome
withtheAndroidSDK.Theseoptionsarediscussedinthefollowingsections.

Backing Up the APK 

PerhapsthesimplestwaytogainaccesstoanAPKistouseabackuptoolto
downloadtheAPKontoamicroSDcardforlaterexaminationonaPC.The
stepsareasfollows:

1. DownloadandinstallthefreeeditionofASTROFileManager
fromtheAndroidMarket.

2. InsertmicroSDcardintophone

3. OpenASTRO,andpresstheMenubuttononthephone.

4. ChooseToolsApplicationManager/Backup.

5. SelectthecheckboxbesidethetargetAPK,andclickBackup,
seeFigure4-1.

6. CloseASTROFileManager.

7. RemovethemicroSDCard,andplugitintothecomputer.
Alternatively,ifyoudon’thaveanSDcard,e-mailtheAPKto
yourself.
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Figure4-1.BackingupanAPKusingASTROFileManager

Forums 

Ifyou’relookingforoneofthemorepopularAPKs,it’sprobablyreadilyavailable
onWeb.Forexample,theXDADevelopersforumathttp://forum.xda-
developers.comisaplacewheredevelopersshareoldandnewAPKs.

Platform Tools 

IfyoudevelopAndroidapps,thenit’smorelikelythatyou’regoingtowantto
usetheAndroidplatformtoolstogainaccesstotheAPK.Thisistrivialwayto
downloadanAPK,butonlywhenyou’vegainedrootoradminaccesstothe
phone,whichisknownasrootingthephone.Inmynot-so-scientificopinion,
AndroidphonesaremorelikelytoberootedorjailbrokenthaniPhonesor
WindowsmobilephonesbecauseoftheopensourcenatureoftheAndroid
platform.Opensourceattractsmoredeveloperswhotypicallywanttoknow(or
havetheoptiontoknow,iftheyeverhavetime)howtheirphoneworksby

http://forum.xda-developers.com
http://forum.xda-developers.com
http://forum.xda-developers.com
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pullingthesoftwareorhardwareapart.Othersmaysimplywanttotethertheir
phoneandgetfreeWi-Fi,whichthecarriersdiscourage.

RootingiseasyontheAndroidandhasbeenencouragedbyGooglesincethe
earlydayswithitsunlockedNexusphoneline.Thenextsectionshowshow
easyitistorootaphone;Ican’tcovereverydeviceandAndroidversion,but
theyallfollowasimilarpattern.Thehardestthingaboutrootingaphoneisoften
gettingtherightUSBdriverforyourdevice.

Keepinmindthattherearerisksinvolvedwhenrootingyourphone.Among
otherthings,doingsomayinvalidatethewarranty;soifanythinggoeswrong,
youmaybeleftwithadeaddevice.

Rooting the Phone 

Thereareanumberofdifferentoptionswhenitcomestorootingyourphone.
Thebestapproachforyourphonedependsonthephonetypeaswellasthe
versionofAndroidrunningonthephone.Themoststraightforwardwayisto
downloadZ4Root,SuperOneClick,orUniversalAndrootAndroidappfromthe
XDADevelopersforumsandinstallitonyourphone.Forawhile,Z4Rootwas
availableintheAndroidmarket;but,notsurprisingly,itandotherAPKsthatwill
rootyourphonecannolongerbefoundthere.

Z4RootworkedwellonearlyDroidsrunningAndroid2.2(Froyo)andusedthe
RageAgainstTheCagevirustogainrootaccess.ThiswasfixedbyGooglein
Android2.3(Gingerbread).ButGingerBreakwasthencreatedtoallowhackers
togainaccesstophonesrunningGingerbread.Andonandonitgoestothe
presentday,withSuperbootnowavailabletogainrootaccesstoAndroid4.0
(IceCreamSandwich)phones.

Let’slookathowZ4RootworksonAndroid2.2.1orFroyo.Althoughit’sanearly
versionofAndroid,theprocessisthesamewhenusingGingerBreakon
GingerbreadorHoneycomborSuperbootonIceCreamSandwich.

ThestepstoinstallZ4RootonyourAndroid2.2.1phoneareasfollows:

1. Backupyourphone.

2. DownloadtheAPKfromhttp://forum.xda-developers.com.If
youhaveavirusscanneronyourPC,itwillpopupamessage
sayingyou’vedownloadedafilewiththeRageAgainstTheCage
virus,whichistheexploitthatZ4Rootusestohackthephone.

3. CopytheAPKontoanSDcardfromyourcomputer.

http://forum.xda-developers.com


CHAPTER4:ToolsoftheTrade 97

4. PuttheSDcardintoyourphone,andinstallZ4Rootusing
ASTROFileManager.

5. FollowthestepsinZ4Root,asshowninFigures4-2and4-3.
ChooseRootonthefirstscreen;then,chooseTemporaryRoot
torootyourphoneuntilyourphoneisrebooted,orchoose
PermanentRoottokeepitrooted.Itcantakeseveralminutes
forZ4Roottorootyourphone,butifit’ssuccessful,thedevice
willrebootandthephonewillberooted.

 

Figure4-2.Z4Rootinstall
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Figure4-3.ChoosingatemporaryorpermanentrootinZ4Root

IfyourunZ4Rootafterthephonehasbeenrooted,itoffersyoutheoptionto
unrootthephone.Thisisusefulincaseyouneedtoreplaceyourphoneand
don’twanttoinvalidatethewarranty(seeFigure4-4).
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Figure4-4.DisablingrootusingZ4Root

TheRageAgainstTheCagevirusthatZ4Rootusesspawnsnumerousadb
(AndroidDebugBridge)processesuntilthephonemaxesoutonthenumberof
processesitcanhandle.Z4Rootkillsthelastprocess;then,duetoabugin
Android2.2.1,thelastadbprocessremainsrunningasrootandalsoallowsadb
torunasrootwhenrebooted,sothephoneiscompromised.

Installing and Using the Platform Tools 

Toseeifyourphonehasbeensuccessfullyrooted,youneedtoinstallthe
AndroidSDKfromhttp://developer.android.com.Youcanfindlotsofgoodies
intheplatform-toolsandtoolsdirectoriesoftheSDK,includingtheDalvik
DebugMonitorService(DDMS),whichletsyoudebugthephoneaswellastake

http://developer.android.com
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screencaptures;phoneemulators;andthededexertool,whichhelpsyousee
insidetheclasses.dexfile.

Theadbtool,brieflymentionedearlier,connectsyourcomputertothephone.
Usingadb,youcanconnecttothephoneortabletandexecuteUnixcommands
fromitscommandline;seeListing4-1,shownusingaWindows7machine.If
yougetthe#promptafterrunningthesucommand,asshown,thenyourphone
issuccessfullyrooted.

Listing4-1.RootedPhone

C:\Users\godfrey>adb devices 
List of devices attached 
0A3A9B900A01F014        device 
C:\Users\godfrey>adb shell 
$ su 
su 
#  

ArootedphoneconnectedtoacomputergivesyoueasyaccesstoalltheAPKs
onthephone.YoucanfindyourtargetAPKbyexecutingthecommandls 
/data/apporls /data/app-privateforthepaidorprotectedappsonyour
deviceusingtheadbshell;seeListing4-2.

Listing4-2.FindingtheAPKtoDownload

c:\android\android-sdk\platform-tools>adb shell 
$ su 
# ls /data/app 
com.apps.aaa.roadside-1.apk 
com.pyxismobile.Ameriprise.ui.activity-1.zip 
com.s1.citizensbank-1.zip 
com.hungerrush.hungryhowies-1.apk 
com.huntington.m-1.apk 
com.netflix.mediaclient-1.apk 
com.priceline.android.negotiator-1.apk 
com.google.android.googlequicksearchbox-1.apk 
# ls /data/app-private 
com.s1.citizensbank-1.apk 
com.pyxismobile.Ameriprise.ui.activity-1.apk 

Ifyouseea.zipfileinthe/data/appdirectory,thentheAPKisinthe
/data/app-privatedirectory.

Exittheadbshell,and,fromyourcomputer’scommandline,usetheadb pull
commandtocopytheAPKtoyourlocalfolder;seeListing4-3.
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Listing4-3.Usingtheadb pullCommand

c:\android\android-sdk\platform-tools>adb pull data/app/com.riis.mobile.apk 

Decompiling an APK 
InChapter3,yousawthattheformatofclasses.dexisadistinctbreakfromthe
Javaclass-fileformat.Butcurrentlytherearenoclasses.dexdecompilers------only
Javaclass-filedecompilers.YouhavetowaituntilChapters5and6tobuild
yourowndecompiler.Inthemeantime,youcanusedex2jartoconvertthe
classes.dexbackintoaclassfile.

dex2jarisatoolforconvertingAndroid’s.dexformattoJava’s.classformat.It
convertsfromonebinaryformattoanotherbinaryformat,nottosource.andis
availablefromhttp://code.google.com/p/dex2jar.Onceyouconverttoaclass-
fileformat,youstillneedtouseaJavadecompilerlikeJD-GUItoseetheJava
source.

Fromthecommandline,runthefollowingcommandsonyourAPK:

c:\temp>dex2jar com.riis.mobile.apk 
c:\temp>jd-gui com.riis.mobile.apk.dex2jar 

Alternatively,youcanuseapktoolfromRyszardWiśniewski,whichisavailable
fromhttp://code.google.com/p/android-apktool.OnWindows,afterinstalling
apktool,youcandecompileanAPKwitharight-clickofthemouse.apktool
unzipstheAPK,runsbaksmali(adisassembler),decodesthe
AndroidManifest.xmlfileusingAXMLPrinter2,convertsclasses.dextoajarfile
usingdex2jar,andthenpopsuptheJavacodeinJD-GUI.

What’s in an APK File? 

APKsareinazippedformat.Youcanunzipthefilebychangingtheextensionto
.zipandusingyourfavoriteunzippingtool.(Manytools,suchas7-Zip,will
recognizethatit’sazipfileandupzipitwithoutyourneedingtochangethe
extension.)ThecontentsofsuchazipfileareshowninFigure4-5.
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Figure4-5.ContentofanunzippedAPKfile

TheMETA-INFdirectoryincludesamanifest.mformanifestfile,whichcontainsa
manifestdigestforallthefiles.cert.rsahasthecertificateusedtosignthefiles,
andcert.sfhasthelistofresourcesintheAPKalongwiththeSHA-1digestfor
eachofthefiles.TheresdirectorycontainsalltheAPKresources,suchasXML
layout-definitionfilesandrelatedimages,andassetscontainsimagesand
HTML,CSS,andJavaScriptfiles.AndroidManifest.xmlcontainsthename,
versionnumber,andaccessrightsoftheAPK.Thisisusuallyinabinaryformat
andneedstobeconvertedtoareadableformatusingAXMLPrinter2.Finallyyou
havetheclasses.dexfilewiththecompiledJavaclassfiles;and
resources.asrc,whichcontainsanyprecompiledresourcesnotintheresources
directory.AXMLPrinter2isavailableathttp://code.google.com/p/android4me.
Listing4-4showshowtouseittodecodetheAndroidManifest.xmlfile.

Listing4-4.AXMLPrinter2.jarCommand

java -jar AXMLPrinter2.jar AndroidManifest.xml > AndroidManifest_decoded.xml 

Listing4-5showsan AndroidManifest.xmlfileafterithasbeendecodedusing
AXMLPrinter2.

Listing4-5.DecodedAndroidManifest.xml

<?xml version="1.0" encoding="utf-8"?> 
<manifest 
   xmlns:android="http://schemas.android.com/apk/res/android" 
   android:versionCode="1" 
   android:versionName="1.0" 
   package="com.riis.agile.agileandbeyond.android" 
   > 
   <application 
       android:label="@7F070000" 
       android:icon="@7F020015" 
       android:name=".OpenSourceBridgeApplication" 

http://code.google.com/p/android4me
http://schemas.android.com/apk/res/android
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       android:debuggable="true" 
       > 
       <activity 
          android:theme="@android:01030006" 
          android:label="@7F070000" 
          android:name=".LaunchActivity" 
          > 
          <intent-filter 
              > 
              <action 
                 android:name="android.intent.action.MAIN" 
                 > 
              </action> 
              <category 
                 android:name="android.intent.category.LAUNCHER" 
                 > 
              </category> 
          </intent-filter> 
       </activity> 
       <activity 
          android:theme="@android:01030006" 
          android:label="@7F070000" 
          android:name=".ScheduleActivity" 
          > 
       </activity> 
   </application> 
   <uses-sdk 
       android:minSdkVersion="3" 
       > 
   </uses-sdk> 
</manifest> 

TherecanbeotherdirectoriesinanAPK.IfthefileisaHTML5/CSSapp,thenit
willhaveanassetslibrarywiththeHTMLpagesandJavaScriptcode.IftheAPK
usesotherJavalibrariesoranyC++codeinanativelibrary,therewillbe.jar
and.sofilesinalibfolder.

Random APK Issues 

Ofarandomsampleof50APKsthatIdownloaded,only1hadanysortof
protection.ThisislikelytochangeastheissueofdecompilingAndroidcode
becomesbetterunderstood.ThissectionoutlinessomeoftheissuesI
encounteredinmysample.Allcompanynames,webserviceURLs,andAPI
keysorlogininformationhavebeenmodifiedtoprotecttheinnocent.
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Web Service Keys and Logins 

AlthoughmanyAndroidappsarestand-alone,manyareclassicclient-side
applicationsthatcommunicateviaweb-servicekeystoback-endsystems.
Listing4-6showsdecompiledsourcecodewithanAPIkeytotheproduction
webserviceaswellashelpandsupportinformation.Thismightnotbeenough
tohackintothewebservice,butit’saninvitationforthehackertoexplorethe
APIsomemore.

Listing4-6.ExposedWeb-ServiceAPIKeys

public class PortalInfoBuilder 
{ 
  public static List a(Context paramContext) 
  { 
    ArrayList localArrayList = new ArrayList(); 
    Boolean localBoolean = Boolean.valueOf(0); 
    PortalInfo localPortalInfo = new PortalInfo("Production",     

  "https://runapiportal.riis.com/portal.svc",  
"d3IWwZ9TjkoNFtNYtwsLYM+gk/Q=", localBoolean); 

    localPortalInfo.b("https://support.riis.com/riis_payroll//%d/help.htm"); 
    localPortalInfo.c("http://www.riis.com/ /guided_tours.xml"); 
    boolean bool = localArrayList.add(localPortalInfo); 
    return localArrayList; 
  } 
} 

Listing4-7showsanAPIthatisprotectedbyausernameandpassword.Butby
decompilingtheAPK,thehackergainsaccesstotheanyinformationstreamed
bytheAPI.Inthiscase,theAPIdidn’tchecktoseeifthebrowserwasfroma
mobiledeviceandtheinformationcouldberepurposedfromawebsite.Ifthe
informationservedupbyyourAPIisvaluable,thenit’sbettertohidethe
usernamesandpasswords;youseehowtodothisinthe‘‘ProtectingYour
Source’’sectionlaterinthischapter.

Listing4-7.ExposedAPIUsernameandPassword

  private String Digest(ArrayList<String> paramArrayList) 
  { 
   // setup 
    String str5 = "CB8F9322-0C1C-4B28A4:" + str2 + ":" + "cxYacuzafrabru5a1beb"; 
    String str7 = "POST:" + "https://www.riis.com/api/"; 
  } 

Listing4-8showsthesameusernameandpassword,whichwereduplicatedin
aconfigurationfilefornogoodreason.Makesureallusernamesandpasswords
areproperlyprotectedwherevertheyappearbeforeyoureleaseanapp.

https://runapiportal.riis.com/portal.svc
https://support.riis.com/riis_payroll//%d/help.htm
http://www.riis.com/
https://www.riis.com/api/
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Listing4-8.ExposedWebServiceUsernameandPassword

public static final String USER_NAME = ”CB8F9322-0C1C-4B28A4"; 
public static final String PASSWORD = " cxYacuzafrabru5a1beb"; 

Database Schemas 

Anotherareaofconcernisdatabases,wheresensitiveinformationisoften
stored.DecompilingtheAPKallowsthehackertoseethedatabaseschema
informationforaSQLiteorotherdatabasethatisstoredonthephone.A
numberofAPKsstoreanindividual’scredit-cardinformationinthelocal
database.Gainingaccesstothatdatamightrequiresomeonetoeithersteal
yourphoneorcreateanAndroidvirus,whichmaynotbeverylikely;butagain,
it’sanotherpieceofinformationthatshouldn’tbeexposed.

Listing4-9showssomedatabaseschemainformationforaphoneapp,and
Listing4-10showsinformationforanHTML5appthatstorescredit-card
informationlocally.

Listing4-9.CreatingSchemasandDatabaseLocationInformation

public class DB 
{ 
  public static final String ACTIVATION_CODE = "activationcode"; 
  public static final String ALLOWEDIT = "allowedit"; 
  private static final String ANYWHERE_CREATE = "create table %s  

(_id integer primary key autoincrement, description text,  
phoneNumber text not null, isActive text not null);"; 

  private static final String ANYWHERE_TABLE = "anywhere"; 
  private static final String AV_CREATE = "create table SettingValues  

(_id integer primary key autoincrement, keyname text not null,  
attribute text not null, value text not null);"; 

  private static final String AV_TABLE = "SettingValues"; 
  private static final String CALLCENTER_CREATE = "create table callcenters  

(_id integer primary key autoincrement, ServiceUserId text not null,  
Name text, PhoneNumber text, Extension text,  
Available text not null, LogoffAllowed text not null);"; 

  private static final String DATABASE_NAME = "settings.db"; 
  private static final int DATABASE_VERSION = 58; 
} 
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Listing4-10.StoringCredit-CardInformation

// ****************************** Credit Cards Table  
 
api.createCustCC = function (email,name,obj){ 
var rtn=-1; 
try{ 
   api.open();           
   conn.execute('INSERT INTO CustomerCC (Email,CCInfo,Name)  
 VALUES(?,?,?)',email,JSON.stringify(obj),name); 

   rtn=conn.lastInsertRowId; 
} 

HTML5/CSS 

AsignificantnumberofAndroidAPKsareoriginallywritteninHTML5/CSS.
UsingtoolssuchasPhoneGap,theHTML5/CSSfilesareconvertedintoAPKs
andthenuploadedintotheAndroidmarket.TheJavacodeintheseappsisa
frameworkthatsimplycallstheHTML5appfromwithinanAndroidframe.
UnzippingtheAPKyoucanfindtheoriginalJavaScriptintheassetsfolder.

SometimesJavaScriptcontainsevenmoredangerousinformationthanJava
sourcecode,becausethecommentstypicallyaren’tremovedbeforetheAPKis
created.UsingaJavaScriptcompressorhelpssolvethisissue(seethe
‘‘Obfuscators’’sectionlaterinthischapter).

Fake Apps 

DecompilingAPKsdoesn’toftenresultin100%ofthecodebeingreverse-
engineered.dex2jaroftenfailstocompletelyconvertclasses.dextotheJavajar
files.Butwithsomeeffort,it’spossibletotweaktheresultingJavasourcetoget
ittorecompileintoastolenorhijackedAPKthatcanthenberesubmittedtothe
Androidmarketunderadifferentname.Fakeappscanalsobecreatedto
captureusernamesandpasswordsfrombankingapplicationsoranyapplication
thatrequiresalogin.

ThemostfamousfakeapptodatewasaphonyNetflixappthatcollectedNetflix
accountinformation.Thatparticularexampledidn’tuseanydecompiledcode,
butahijackedappthatlookedliketherealappwouldofferalevelof
sophisticationthatwouldfoolmostpeopleintogivinguplogininformation.Fake
appswouldalsobegoodvehiclesforuploadingmalwareontothephoneor
devicewithlittlechanceofbeingdetected,becausethereisnopreapprovalon
theAndroidmarket.Note,though,thatthewonderfullynameAndroidBounceris
nowcatchingsomeofthesefakeapps.
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Disassemblers 
IfyouspendanytimewithAndroidbytecode,yougraduallynoticedifferent
patternsandlanguageconstructs.Withpracticeandalotofpatience,bytecode
becomesjustanotherlanguage.

Sofar,you’veseentwodisassemblers:dx,whichcomesaspartoftheAndroid
SDK;andDexToXML,whichdisassemblesclasses.dexintoanXMLstructure.
YouusedAndroid’sdxtoolinChapter3tocompileCasting.classintoa
classes.dexformat,butitcanalsodisassembletheclasses.dexfileintotext.

Let’stakeabrieflookatthedxoutputandsomeotheralternativestoshow
whetherthey’rebetterthanDexToXML.Tobegin,don’tforgetabout
hexadecimaleditors,whichoftenprovidealltheinformationahackerneeds.

Hex Editors 

Formanyyears,hackershavebeenusinghexadecimaleditorsandothermore
sophisticatedtoolssuchasNumega’sSoftICEandmorerecentlyHex-Rays’IDA
togetaroundlicensingschemesontime-bombedversionsofallkindsof
software.Crackingdemonstrationversionsofthegamesthatcamewithalmost
everycomputermagazineinthelate1980sand1990swasariteofpassagefor
manyofmyfellowprogrammers.

Typically,programmerstriedtoprotecttheirgamesandutilitiesbycheckingto
seeifthedatewas30daysaftertheinstallationdate.After30days,the
evaluationcopyceasedtorun.Ifyoujustcouldn’taffordtobuytherealthing,
you’dsetthetimeonyourcomputertobepermanentlyacoupleofdaysbefore
theevaluationexpired.Or,ifyouwereclever,you’drealizethatthedeveloper
hadtostoretheinstalldatesomewhere:ifyouwerelucky,itwassomewhere
simplelikeinthe.inifileortheregistry,andyoucouldpermanentlysetitto
somefar-offfuturedatesuchas1999.

Theriteofpassagewastrulycompletewhenyoucouldjustaboutread
assembler;setabreakpointtonarrowinonthesecurityfunctions;andfindthe
pieceofcodethatcheckedtheevaluationdateanddisableitorcreateaserial
numberorkeythattheprogramwouldaccept,sotheevaluationcopybecamea
fullyfunctionalversionofthesoftware.

Therewerecountlessmoresophisticatedmechanismsforprotectingmore
expensiveprograms;thedongleusedonmanyexpensiveCADprograms
immediatelyspringstomind.Usually,mostprotectionmechanismsdidlittle
morethankeeptheaveragepersonfromdisablingorcrackingthem.Thetoolof
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choiceforattackingsuchmechanismsintheJavaworldisthehexadecimal
editor.

Farfromlearningfromthepast,mostprogrammersarecondemnedtorepeatit.
Thevastmajorityoflicense-protectionexamplesoutthererelyonsomethingas
simpleasaconditionaljump.InListing4-11,themodifiedsamplecodefrom
Googleshowshowtoexpireademoattheend2012.

Listing4-11.TimebombedTrialAppCode

if (new Date().after(new GregorianCalendar(2012,12,31).getTime())) {  
    AlertDialog.Builder ad = new AlertDialog.Builder(SomeActivity.this); 
    ad.setTitle("App Trial Expired"); 
    ad.setMessage("Please download Full App from Android Market."); 
    ad.setPositiveButton("Get from Market", new 
DialogInterface.OnClickListener() { 
    public void onClick(DialogInterface dialog, int whichButton) { 
        Intent i = new Intent(Intent.ACTION_VIEW,  
Uri.parse("http://market.android.com/search?q=pname:com.riis.app_full")); 
        startActivity(i); 
        finish(); 
     } 
}).show(); 
} 

UsingtheinformationinChapter3makesitpossibletofindtheAndroid
bytecode.Thenaquickpeekandapoke,changingaftertobeforeusinga
hexadecimaleditor,turnsthetrialappintoafullversion.Somehexadecimal
editorssuchasIDAmakethisverysimpletodo;seeFigure4-6.



Figure4-6.IDAhexadecimaleditor
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dx and dexdump 

DxispartoftheAndroidSDKandcanbefoundintheplatform-toolsdirectory
alongwithdexdump.Thedxcommandwiththeverboseoptioncompletely
unravelsanyclasses.dexfileandiscurrentlythebestdisassemblerifyou’re
tryingtoseeinsideclasses.dex.Thefollowingcommandoutputsa
disassembledversionofclasses.dex:itcompilestheCasting.classfileinthe
castingdirectoryandoutputscasting.dump:

dx --dex --verbose-dump --dump-to=c:\temp\casting.dump c:\temp\casting 

Listing4-12showstheoutputoftheheadersectionforthefile.

Listing4-12.DxOutputoftheHeaderSectionofclasses.dex

000000: 6465 780a 3033 |magic: "dex\n035\0" 
000006: 3500          | 
000008: 628b 4418      |checksum 
00000c: daa9 21ca 9c4f |signature 
000012: b4c5 21d7 77bc | 
000018: 2a18 4a38 0da2 | 
00001e: aafe           | 
000020: 5004 0000      |file_size:       00000450 
000024: 7000 0000      |header_size:     00000070 
000028: 7856 3412      |endian_tag:      12345678 
00002c: 0000 0000      |link_size:       0 
000030: 0000 0000      |link_off:        0 
000034: a403 0000      |map_off:         000003a4 
000038: 1a00 0000      |string_ids_size: 0000001a 
00003c: 7000 0000      |string_ids_off:  00000070 
000040: 0a00 0000      |type_ids_size:   0000000a 
000044: d800 0000      |type_ids_off:    000000d8 
000048: 0700 0000     |proto_ids_size:  00000007 
00004c: 0001 0000      |proto_ids_off:   00000100 
000050: 0300 0000     |field_ids_size:  00000003 
000054: 5401 0000      |field_ids_off:   00000154 
000058: 0900 0000     |method_ids_size: 00000009 
00005c: 6c01 0000      |method_ids_off:  0000016c 
000060: 0100 0000      |class_defs_size: 00000001 
000064: b401 0000      |class_defs_off:  000001b4 
000068: 7c02 0000      |data_size:       0000027c 
00006c: d401 0000      |data_off:        000001d4 

DexdumpistheAndroidSDKequivalentofjavap,theJavaclass-file
disassembler.ThedexdumpcommandtoproducetheoutputinListing4-13is
asfollows:

dexdump -d -h classes.dex 
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Listing4-13.PlainDexdumpOutputwithDisassembledFileHeader

Processing 'classes.dex'... 
Opened 'classes.dex', DEX version '035' 
Class #0 header: 
class_idx           : 2 
access_flags        : 1 (0x0001) 
superclass_idx      : 4 
interfaces_off      : 0 (0x000000) 
source_file_idx     : 3 
annotations_off     : 0 (0x000000) 
class_data_off      : 914 (0x000392) 
static_fields_size  : 2 
instance_fields_size: 0 
direct_methods_size : 2 
virtual_methods_size: 0 
 
Class #0            - 
  Class descriptor  : 'LCasting;' 
  Access flags      : 0x0001 (PUBLIC) 
  Superclass        : 'Ljava/lang/Object;' 
  Interfaces        - 
  Static fields     - 
    #0              : (in LCasting;) 
      name          : 'ascStr' 
      type          : 'Ljava/lang/String;' 
      access        : 0x0018 (STATIC FINAL) 
    #1              : (in LCasting;) 
      name          : 'chrStr' 
      type          : 'Ljava/lang/String;' 
      access        : 0x0018 (STATIC FINAL) 
  Instance fields   - 
  Direct methods    - 
    #0              : (in LCasting;) 
      name          : '<init>' 
      type          : '()V' 
      access        : 0x10001 (PUBLIC CONSTRUCTOR) 
      code          - 
      registers     : 1 
      ins           : 1 
      outs          : 1 
      insns size    : 4 16-bit code units 
0001d4:                                        |[0001d4] Casting.<init>:()V 
0001e4: 7010 0300 0000                            |0000: invoke-direct {v0},  
     Ljava/lang/Object;.<init>:()V // 
method@0003 
0001ea: 0e00                                   |0003: return-void 
      catches       : (none) 
      positions     :  
        0x0000 line=1 
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      locals        :  
        0x0000 - 0x0004 reg=0 this LCasting;  
 
    #1              : (in LCasting;) 
      name          : 'main' 
      type          : '([Ljava/lang/String;)V' 
      access        : 0x0009 (PUBLIC STATIC) 
      code          - 
      registers     : 5 
      ins           : 1 
      outs          : 2 
      insns size    : 44 16-bit code units 
0001ec:                                        |[0001ec] 
Casting.main:([Ljava/lang/String;)V 
0001fc: 1200                                   |0000: const/4 v0, #int 0 // #0 
0001fe: 1301 8000                              |0001: const/16 v1, #int 128 // 
#80 
000202: 3510 2800                              |0003: if-ge v0, v1, 002b // 
+0028 
000206: 6201 0200                              |0005: sget-object v1, 
Ljava/lang/System;.out:Ljava/io/PrintStream; // field@0002 
00020a: 2202 0600                              |0007: new-instance v2, 
Ljava/lang/StringBuilder; // type@0006 
00020e: 7010 0400 0200                         |0009: invoke-direct {v2}, 
Ljava/lang/StringBuilder;.<init>:()V // method@0004 
000214: 1a03 1400                              |000c: const-string v3, "ascii " 
// string@0014 
000218: 6e20 0700 3200                         |000e: invoke-virtual {v2, v3}, 
Ljava/lang/StringBuilder;.append:(Ljava/lang/String;)Ljava/lang/StringBuilder; 
// method@0007 
00021e: 0c02                                   |0011: move-result-object v2 
000220: 6e20 0600 0200                         |0012: invoke-virtual {v2, v0}, 
Ljava/lang/StringBuilder;.append:(I)Ljava/lang/StringBuilder; // method@0006 
000226: 0c02                                   |0015: move-result-object v2 
000228: 1a03 0000                              |0016: const-string v3, " 
character " // string@0000 
00022c: 6e20 0700 3200                         |0018: invoke-virtual {v2, v3}, 
Ljava/lang/StringBuilder;.append:(Ljava/lang/String;)Ljava/lang/StringBuilder; 
// method@0007 
000232: 0c02                                   |001b: move-result-object v2 
000234: 6e20 0500 0200                         |001c: invoke-virtual {v2, v0}, 
Ljava/lang/StringBuilder;.append:(C)Ljava/lang/StringBuilder; // method@0005 
00023a: 0c02                                   |001f: move-result-object v2 
00023c: 6e10 0800 0200                         |0020: invoke-virtual {v2}, 
Ljava/lang/StringBuilder;.toString:()Ljava/lang/String; // method@0008 
000242: 0c02                                   |0023: move-result-object v2 
000244: 6e20 0200 2100                         |0024: invoke-virtual {v1, v2}, 
Ljava/io/PrintStream;.println:(Ljava/lang/String;)V // method@0002 
00024a: d800 0001                              |0027: add-int/lit8 v0, v0, #int 
1 // #01 
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00024e: 8e00                                   |0029: int-to-char v0, v0 
000250: 28d7                                   |002a: goto 0001 // -0029 
000252: 0e00                                   |002b: return-void 
      catches       : (none) 
      positions     :  
        0x0000 line=8 
        0x0005 line=9 
        0x0027 line=8 
        0x002b line=11 
      locals        :  
 
  Virtual methods   - 
  source_file_idx   : 3 (Casting.java) 

dedexer 

DedexerisanopensourcedisassemblertoolfromGaborPaller,whoisan
engineerinHungary.It’savailableathttp://dedexer.sourceforge.net.Dedexer
worksasanexcellentalternativetodx.Listing4-14showstheDedexerdex.log
outputfileafterexecutingthefollowing:

java -jar ddx1.18.jar -o -d c:\temp casting\classes.dex 

Listing4-14.DedexerHeaderSectionOutput

00000000 :  64 65 78 0A  
       30 33 35 00  
       magic: dex\n035\0 
00000008 :  62 8B 44 18  
       checksum 
0000000C :  DA A9 21 CA  
       9C 4F B4 C5  
       21 D7 77 BC  
       2A 18 4A 38  
       0D A2 AA FE  
       signature 
00000020 :  50 04 00 00  
       file size: 0x00000450 
00000024 :  70 00 00 00  
       header size: 0x00000070 
00000028 :  78 56 34 12  
       00 00 00 00  
       link size: 0x00000000 
00000030 :  00 00 00 00  
       link offset: 0x00000000 
00000034 :  A4 03 00 00  
       map offset: 0x000003A4 
00000038 :  1A 00 00 00  
       string ids size: 0x0000001A 

http://dedexer.sourceforge.net
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0000003C :  70 00 00 00  
       string ids offset: 0x00000070 
00000040 :  0A 00 00 00  
       type ids size: 0x0000000A 
00000044 :  D8 00 00 00  
       type ids offset: 0x000000D8 
00000048 :  07 00 00 00  
       proto ids size: 0x00000007 
0000004C :  00 01 00 00  
       proto ids offset: 0x00000100 
00000050 :  03 00 00 00  
       field ids size: 0x00000003 
00000054 :  54 01 00 00  
       field ids offset: 0x00000154 
00000058 :  09 00 00 00  
       method ids size: 0x00000009 
0000005C :  6C 01 00 00  
       method ids offset: 0x0000016C 
00000060 :  01 00 00 00  
       class defs size: 0x00000001 
00000064 :  B4 01 00 00  
       class defs offset: 0x000001B4 
00000068 :  7C 02 00 00  
       data size: 0x0000027C 
0000006C :  D4 01 00 00  
       data offset: 0x000001D4 
00000070 :  72 02 00 00  

baksmali 

BacksmaliisIcelandicfordisassemblerandcontinuestheIcelandicthemeof
namesassociatedwiththeDalvikvirtualmachine,whichyoumayremember
wasnamedafteranIcelandicvillagewheretheoneoforiginalprogrammers’
(DanBornstein)ancestorshailedfrom.Baksmaliwaswrittenbysomeonecalled
JesusFrekeandisavailableathttp://code.google.com/p/smalialongwith
smali,whichisassemblerinIcelandic.Listing4-15showsthebaksmalioutput
forclasses.dexwhenthefollowingcommandisexecuted:

java -jar baksmali-1.3.2.jar -o c:\temp casting\classes.dex 

Listing4-15.Casting.smali

.class public LCasting; 

.super Ljava/lang/Object; 

.source "Casting.java" 
 
 
# static fields 

http://code.google.com/p/smali
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.field static final ascStr:Ljava/lang/String; = "ascii " 
 
.field static final chrStr:Ljava/lang/String; = " character " 
 
 
# direct methods 
.method public constructor <init>()V 
    .registers 1 
 
    .prologue 
    .line 1 
    invoke-direct {p0}, Ljava/lang/Object;-><init>()V 
 
    return-void 
.end method 
 
.method public static main([Ljava/lang/String;)V 
    .registers 5 
    .parameter 
 
    .prologue 
    .line 8 
    const/4 v0, 0x0 
 
    :goto_1 
    const/16 v1, 0x80 
 
    if-ge v0, v1, :cond_2b 
 
    .line 9 
    sget-object v1, Ljava/lang/System;->out:Ljava/io/PrintStream; 
 
    new-instance v2, Ljava/lang/StringBuilder; 
 
    invoke-direct {v2}, Ljava/lang/StringBuilder;-><init>()V 
 
    const-string v3, "ascii " 
 
    invoke-virtual {v2, v3}, Ljava/lang/StringBuilder;-
>append(Ljava/lang/String;)Ljava/lang/StringBuilder; 
 
    move-result-object v2 
 
    invoke-virtual {v2, v0}, Ljava/lang/StringBuilder;-
>append(I)Ljava/lang/StringBuilder; 
 
    move-result-object v2 
 
    const-string v3, " character " 
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    invoke-virtual {v2, v3}, Ljava/lang/StringBuilder;-
>append(Ljava/lang/String;)Ljava/lang/StringBuilder; 
 
    move-result-object v2 
 
    invoke-virtual {v2, v0}, Ljava/lang/StringBuilder;-
>append(C)Ljava/lang/StringBuilder; 
 
    move-result-object v2 
 
    invoke-virtual {v2}, Ljava/lang/StringBuilder;->toString()Ljava/lang/String; 
 
    move-result-object v2 
 
    invoke-virtual {v1, v2}, Ljava/io/PrintStream;->println(Ljava/lang/String;)V 
 
    .line 8 
    add-int/lit8 v0, v0, 0x1 
 
    int-to-char v0, v0 
 
    goto :goto_1 
 
    .line 11 
    :cond_2b 
    return-void 
.end method  

Decompilers 
Sincetheearly1990s,atleastadozendecompilershavebeenreleased:Mocha,
WingDis,JavaOptimizeandDecompileEnvironment(JODE),SourceAgain,
DejaVu,Jad,Homebrew,JReveal,DeCafe,JReverse,jAscii,andJD-GUI.There
area lsoa numbero fp rograms-----JasmineandNMI,forexample-----thatprovidea
frontendtoJadorMochaforthecommand-lineimpaired.Some,liketheone
thatisperhapsthemostfamous,Mocha,arehopelesslyoutofdate;andmost
decompilersotherthanJD-GUIandJadarenolongeravailable.Thefollowing
sectionsreviewsomeofthem.

Mocha 

Manyoftheearliestdecompilershavelongsincedisappeared;Jivenevereven
sawthelightofday.Mocha’slife,likethatofitsauthor,HanpeterVanVliet,was
short.TheoriginalbetafromJune1996hadasisterprogram,Crema,which
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cost$39;itprotectedclassfilesfrombeingdecompiledbyMochausing
obfuscation.

Asoneoftheearliestdecompilers,Mochaisasimplecommand-linetoolwith
nofront-endGUI.ItusesJDK1.02andwasdistributedasazipfileofclasses,
whichwereobfuscatedbyCrema.Mochaisprimedtorecognizeandignore
classfilesobfuscatedbyCrema.Notsurprisingly,jarfilesaren’tsupportedby
Mocha,becausetheydidn’texistwhenMochawasoriginallywritten.Andlikeall
earlydecompilers,Mochacan’tdecompileinnerclasses,whichonlyappearedin
theJDK1.1.

TodecompileafileusingMocha,makesurethemocha.zipfileisinyour
classpath,anddecompileusingthefollowingcommand:

java mocha.Decompiler [-v] [-o] Casting.class 

Thedecompilerwasonlyreleasedasabeta;itsauthormetwithanuntimely
demisebeforehecouldturnitintowhatyoucouldcallproductionquality.
Mocha’sflowanalysisisincomplete,anditfailsonanumberofJavaconstructs.
SeveralindividualshavetriedtopatchMochainthepast,buttheseeffortshave
beenlargelywasted.ItmakesmuchmoresensethesedaystouseeitherJD-
GUIorJad.

Justbeforehepassedawayfromcancerattheageofonly34,Hanpetersold
thecodeforMochaandCrematoBorland;someoftheCremaobfuscation
codemadeitintoearlyversionsofJBuilder.JustafewweeksafterHanpeter’s
deathonNewYear’sEve1996,MarkLaDue’sHoseMochaappeared,which
allowedanyonetoprotecttheirfilesfrombeingdecompiledwithMochawithout
havingtopayforCrema.

Jad 

Jadisfast,free,andveryeffective,andwasoneofthefirstdecompilersto
handleinnerclassesproperly.It’stheworkofPavelKouznetsov,agraduate
fromtheFacultyofAppliedMathematicsatMoscowStateAviationSchool,who
waslivinginCypruswhenJadwasreleased.It’savailablefrom
www.varaneckas.com/jadandisprobablythesimplestcommand-linetooltouse
inthischapter.

ThelastavailableversionofJadisv1.58,from2001.AccordingtotheFAQ,the
majorknownbugisthatitdoesn’thandleinlinefunctionsverywell;this
shouldn’tbeanissuebecausemostcompilersleaveittotheJITenginesto
performinlining.

Inmostcases,allyouneedtodoistypethefollowing:

http://www.varaneckas.com/jad
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jad target.class 

Foraone-manshow,Jadisremarkablycomplete.Itsmostinterestingfeatureis
thatitcanannotatesourcecodewiththerelevantpartsofaclassfile’s
bytecodesoyoucanseewhereeachpartofthedecompiledcodecamefrom.
Thisisagreattoolforunderstandingbytecode;Listing4-16showsanexample.

Listing4-16.Casting.classDecompiledbyJad

// Decompiled by Jad v1.5.8g. Copyright 2001 Pavel Kouznetsov. 
// Jad home page: http://www.kpdus.com/jad.html 
// Decompiler options: packimports(3)  
// Source File Name:   Casting.java 
 
import java.io.PrintStream; 
 
public class Casting 
{ 
 
    public Casting() 
    { 
    } 
 
    public static void main(String args[]) 
    { 
        for(char c = '\0'; c < 128; c++) 
            System.out.println((new StringBuilder()).append("ascii 
").append(c).append(" character ").append(c).toString()); 
 
    } 
 
    static final String ascStr = "ascii "; 
    static final String chrStr = " character "; 
} 

JD-GUI 

In2012,JD-GUIisthedefactoJavadecompiler.ItwaswrittenbyEmmanual
Dupuy,ofParis,andisavailablefromhttp://java.decompiler.free.fr.

DraganddropyourJavaclassfiles,andthey’reimmediatelydecompiled.JD-
GUIalsohasaneclipseplugin,JD-Eclipse,aswellasacorelibrarythatcanbe
integratedwithotherapplications.

JD-GUIwaswrittenforJDK1.5andhasallofthemodernconstructsuptothat
point.Italsoworksseamlesslywithjarfiles.Figure4-7showsJD-GUIinaction.

http://www.kpdus.com/jad.html
http://java.decompiler.free.fr
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Figure4-7.Casting.classdecompiledbyJD-GUI

dex2jar 

Dex2jarisatoolforconvertingAndroid’s.dexformattoJava’s.classformat-----
justonebinaryformattoanotherbinaryformat,nottoJavasource.Youstill
havetorunaJavadecompilerontheresultingjarfiletoviewthesource.
Dex2jarisavailablefromhttp://code.google.com/p/dex2jar/andwaswritten
byPanxiaobo,agraduateofZhejiangUniversityofScienceandTechnology
whoiscurrentlyworkingforacomputersecuritycompanyinChina.

Dex2jarisn’tperfect:itfailstoconvertanot-insignificantnumberofmethodsin
aclasses.dexfile.Butifitwasn’tfordex2jarand,toalesserextent,undx,(See
sectionbelow)therewouldn’tbeanyAndroiddecompilation.

ToconvertanAPKfiletoajarfileforfurtherdecompilation,runthefollowing
command:

c:\temp>dex2jar com.riis.mobile.apk 
c:\temp>jd-gui com.riis.mobile.apk.dex2jar 

undx 

Undxisanother,lesser-knownDEX-file-to-class-fileconverter.Itwasoriginally
writtenbyMarcSchoenefeldin2009andwasavailableat

http://code.google.com/p/dex2jar/
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www.illegalaccess.org.Itnowseemstobeadeadprojectandpredatesthe
moveofdexdumpintheAndroidSDKfolderfromtoolstotheplatform-tools
directory.

apktool 

Apktoolisafrighteningadditiontothedecompiler’sarsenal.Onceit’sinstalled,
aright-clickofamousewillunziptheAPK,runbaksmalifollowedby
AXMLPrinter2anddex2jar,andl aunchJD-GUI-----itcompletelyautomatesthe
processofdecompilinganAPK.Thismovesthedecompilationprocessfroman
arttoamouse-clickandallowsanyonewhocaninstallASTROFileManagerthe
abilitytoseeanAPK’ssource.Apktoolisavailablefrom
http://code.google.com/p/android-apktool/.

Protecting Your Source 
Nowthatyouunderstandtheproblemandhaveseenhoweffectivedex2jarand
JD-GUIcanbe,you’reprobablywonderingifthere’sanywaycodecanbe
protected.Ifyou’reatthepointofaskingwhyyoushouldwriteAndroidapps,
thisisthesectionforyou.

ThefollowingquotewillhelpdefinewhatImeanwhenItalkaboutprotecting
yoursource:

[Wewant]toprotect [the]codebymaking reverseengineering
sotechnicallydifficultthatit becomesimpossibleoratthevery
leasteconomicallyinviable.

-----ChristianCollberg,ClarkThomborson,andDouglasLow1

Youprobablyhaveafootinoneoftwocamps:programmersmaybeinterested
inunderstandinghowothersachieveinterestingeffects,butfromabusiness
pointofviewnobodywantssomeoneelsetorebadgetheircodeandsellitto
thirdpartiesastheirown.Evenworse,undercertaincircumstances,
decompilingAndroidcodecanallowsomeonetoattackotherpartsofyour
systemsbygainingaccesstoback-endweb-serviceAPIs.

                                                 

1‘‘ATaxonomyofObfuscatingTransformations,’’ComputerScienceTechnicalReports
148(1997), https://researchspace.auckland.ac.nz/handle/2292/3491. 

http://www.illegalaccess.org
http://code.google.com/p/android-apktool/
https://researchspace.auckland.ac.nz/handle/2292/3491
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You’veseeninthepreviouschaptersthatforanumberofreasons,Android
classes.dexfilescontainanunusuallylargeamountofsymbolicinformation.
Andasyou’veseen,DEXfilesthataren’tprotectedinsomewayreturncode
thati sa lmostidenticaltotheo riginal-----except,ofcourse,foracompletelackof
programmercomments.Thissectionlooksatthestepsyoucantaketolimitthe
amountofinformationinthedexfileandmakethedecompiler’sjobasdifficult
aspossible.

Theidealsolutionwouldbeablack-boxapplicationthatwouldtakeaDEXfile
asinputandoutputanequivalentprotectedversion.Unfortunately,asyet,
nothingouttherecanoffercompleteprotection.

It’sdifficulttodefinecriteriaforevaluatingeachcurrentlyavailableprotection
strategy.Butyoucanmeasurejusthoweffectiveeachtoolortechniqueisusing
thefollowingthreecriteria:

 Howconfusedisthedecompiler(potency)?

 Canitrepelallattemptsatdecompilation(resilience)?

 Whatistheapplicationoverhead(cost)?

Iftheperformanceofthecodeisbadlydegraded,thenthat’sprobablytoohigh
acost.Orifyouconvertyourcodeintoserver-sidecodeusingwebservices,for
example,thenthatwillincuramuchgreaterongoingcostthanastand-alone
application.

Let’slookattheopensourceandcommercialobfuscatorsandothertools
availableonthemarketandhoweffectivetheyareatprotectingyourcode.
Chapter1lookedatlegalmeansofprotectingyourcode.Thefollowingisa
technicallistofwaystoprotectyourAndroidsourcecode:

 WritingtwoversionsoftheAndroidapp

 Obfuscation

 Webservicesandserver-sideexecution

 Fingerprintingyourcode

 Nativemethods

Writing Two Versions of the Android App 

Standardmarketingpracticeinthesoftwareindustry,especiallyontheWeb,is
toallowuserstodownloadafullyfunctionalevaluationcopyofthesoftwarethat
stopsworkingafteracertainperiodoftimeornumberofuses.Thetheory
behindthistry-as-you-buysystemisthataftertheallottedtime,say30days,the
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userhasbecomesoaccustomedtoyourprogramthattheyhappilypayforafull
version.

Butmostsoftwaredevelopersrealizethatthesefull-versionevaluationprograms
areadouble-edgedsword.Theyshowthefullfunctionalityoftheprogrambut
areoftenverydifficulttoprotect,nomatterwhatlanguageyou’retalkingabout.
Earlierinthischapter,yousawseenhowhandyhexadecimaleditorsareat
rippingthroughlicensingschemes,whetherwritteninC++,VisualBasic,or
Java.

Manydifferenttypesofprotectionschemesareemployed,butintheworldof
Javayouhaveonlyoneverysimpleprotectiontool:

if boolean = true 
      execute 
else 
      exit 

Thesetypesofschemeshavebeencrackedsincethefirsttimetheyappearedin
VBshareware.Theprotectionismodifiedbyflippingabitinthehexadecimal
editorto

if boolean = false 
      execute 
else      
      exit 

Howmuchbetteritwouldbetowriteademonstrationappletorapplicationthat
givesthepotentialcustomeratasteoftheproductwithoutgivingawaythe
goods.Considercripplingthedemobyremovingallbutthebasicfunctionality
whileleavinginthemenuoptions.Ifthat’stoomuch,thenthinkaboutusinga
third-partyvendorsuchasWebExorCitrixsothepotentialcustomergetstosee
yourapplicationbutneverhasachancetorunitagainstadecompiler.

Ofcourse,thisdoesn’tstopanyonefromdecompilingalegitimatecopyofthe
fullyfunctionalversionafterthey’veboughtit,removinganylicensingschemes,
andthenpassingtheappontootherthirdparties.Buttheywillhavetopayto
getthatfar,andoftenthatisenoughofanimpedimentthathackerslook
elsewhere.

Obfuscation 

AdozenorsoJavaobfuscatorshaveseenthelightofday.Mostoftheearlier
versionsofthistypeoftechnologyarenowdifficulttolocate.Youcanstillfind
tracesofthemontheWebifyoulookhardenough,butapartfromoneortwo
notableexceptions,Javaobfuscatorshavemostlyfadedintoobscurity.
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Thisleavestheinterestingproblemofhowtotellwhetheranyoftheremaining
handfulofobfuscatorsareanygood.Perhapssomethingveryusefulinthe
originalobfuscatorshasbeenlostthatwouldhaveprotectedyourcodebut
couldn’tholdonlongenoughwhenthemarkettookaturnfortheworse.You
needtounderstandwhatobfuscationmeans,becauseotherwiseyouhaveno
wayofknowingwhetheroneobfuscatorisbetterthananother(unlessmarket
demandisyourdecidingfactor).

Whenobfu scationis outlawed, onlyoutlaw swill sifj difdm
wofiefiemfeifm.

-----PaulTyma,PreEmptiveSoftware

Thissectionlooksatobfuscationtheory.I’llborrowfromCollberg,Thomborson,
andLowtohelpshedsomelightonwhereIstand.Intheirpaper,theauthors
splitobfuscationintothreedistinctareas:

 Layoutobfuscation

 Controlobfuscation

 Dataobfuscation

Table4-1listsareasonablycompletesetofobfuscationsseparatedintothese
threetypesandinsomecasesfurtherclassified.Sometransformationtypes
fromthepaperthatareparticularlyineffectiveforJavaareomittedfromthe
table.

Table4-1.ObfuscationTransformations

Obfuscation Type Classification Transformation 

Layout Scrambleidentifiers.

Control Computations Insertdeadorirrelevant
code.

  Extendaloopcondition.

  Reducibletonon-reducible.

  Addredundantoperands.

  Removeprogramming
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 idioms.

 Parallelizecode.

 Aggregations Inlineandoutlinemethods.

 Interleavemethods.

 Clonemethods.

 Looptransformations.

Ordering Reorderstatements.

 Reorderloops.

 Reorderexpressions.

Data Storageandencoding Changeencoding.

 Splitvariables.

  Convertstaticdatato
proceduraldata.

 Aggregation Mergescalarvariables.

  Factoraclass.

  Insertabogusclass.

 Refactoraclass.

  Splitanarray.
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 Mergearrays.

  Foldanarray.

  Flattenanarray.

 Ordering Reordermethodsand
instancevariables.

 Reorderarrays.



MostJavaobfuscatorsonlyperformlayoutobfuscation,withsomelimiteddata
andcontrolobfuscation.ThisispartlyduetotheJavaverificationprocess
throwingoutanyillegalbytecodesyntax.TheJavaVerifierisveryimportantif
youwritemostlyappletsbecauseremotecodeisalwaysverified.Thesedays,
whentherearefewerandfewerapplets,themainreasonJavaobfuscatorsdon’t
featuremorehigh-levelobfuscationtechniquesisthattheobfuscatedcodehas
toworkonavarietyofJavavirtualmachines(JVMs).

AlthoughtheJVMspecificationisprettywelldefined,eachJVMhasitsown
slightlydifferentinterpretationofthespecification,leadingtolotsof
idiosyncrasieswhenitcomestohowaJVMwillhandlebytecodethatcanno
longerberepresentedbyJavasource.JVMdevelopersdon’tpaymuch
attentiontotestingthistypeofbytecode,andyourcustomersaren’tinterested
inwhetherthebytecodei ssyntacticallycorrect-----theyjustwanttoknowwhyit
won’trunontheirplatform.

Rememberthatthereiscertaindegreeoftightrope-walkinginadvancedforms
ofobfuscation-----whatIcallhigh-modeobfuscation-----soyouneedtobevery
carefulaboutwhattheseprogramscandotoyourbytecode.Themorevigorous
theobfuscation,themoredifficultthecodeistodecompile,butthemorelikelyit
istocrashaDVM.

Thebestobfuscatorsperformmultipletransformationswithoutbreakingthe
DVM.Notsurprisingly,theobfuscationcompanieserronthesideofcaution,
whichinevitablymeanslessprotectionforyoursourcecode.
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Layout Obfuscations 

Mostobfuscatorsworkbyobscuringthevariablenamesorscramblingthe
identifiersinaclassfiletotryandmakethedecompiledsourcecodeuseless.
AsyousawinChapter3,thisdoesn’tstopthebytecodefrombeingexecuted
becausetheDEXfileusespointerstothemethodsnamesandvariablesinthe
datasectionratherthantheactualnames.

Obfuscatedcodemanglesthesource-codeoutputfromadecompilerby
renamingthevariablesintheconstantpoolwithautomaticallygenerated
garbagevariableswhileleavingthecodesyntacticallycorrect.Thisthenendsup
inthedatasectionofaDEXfile.Ineffect,theprocessremovesallcluesthata
programmergiveswhennamingvariables(mostgoodprogrammerschoose
meaningfulvariablenames).Italsomeansthedecompiledcoderequiressome
reworkbeforethecodecanberecompiled,becauseofduplicatenames.

Mostcapableprogrammerscanmaketheirwaythroughobfuscatedcode,with
orwithouttheaidofhintsfromthevariablenames.Withduecareandattention,
perhapstheaidofaprofilertounderstandtheprogramflow,andmaybea
disassemblertorenamethevariables,mostobfuscatedcodecanbechanged
backintosomethingthat’seasiertohandlenomatterhowsignificantthe
obfuscation.

EarlyobfuscatorssuchasJODEreplacedmethodnameswitha,b,c,d...z().
Crema’sidentifiersweremuchmoreunintelligible,usingJava-likekeywordsto
confusethereader(seeListing4-17).Severalotherobfuscatorswentonestep
furtherbyusingUnicode-stylenames,whichhadthenicesideeffectofcrashing
manyoftheexistingdecompilers.

Listing4-17.Crema-ProtectedCode

private void _mth015E(void 867 % static 931){ 
  void short + = 867 % static 931.openConnection(); 
  short +.setUseCaches(true); 
  private01200126013D = new DataInputStream(short +.getInputStream()); 
  if(private01200126013D.readInt() != 0x5daa749) 
        throw new Exception("Bad Pixie header"); 
  void do const throws = private01200126013D.readShort(); 
  if(do const throws != 300) 
        throw new Exception("Bad Pixie version " + do const throws); 
  _fld015E = _mth012B(); 
  for = _mth012B(); 
  _mth012B(); 
  _mth012B(); 
  _mth012B(); 
  short01200129 = _mth012B(); 
  _mth012B(); 
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  _mth012B(); 
  _mth012B(); 
  _mth012B(); 
  void |= = _mth012B(); 
  _fld013D013D0120import = new byte[|=]; 
  void void = |= / 20 + 1; 
  private = false; 
  void = = getGraphics(); 
  for(void catch 11 final = 0; catch 11 final < |=;){ 
        void while if = |= - catch 11 final; 
        if(while if > void) 
             while if = void; 
        private01200126013D.readFully(_fld013D013D0120import, catch 11 final, 
while if); 
        catch 11 final += while if; 
        if(= != null){ 
             const = (float)catch 11 final / (float)|=; 
             =.setColor(getForeground()); 
             =.fillRect(0, size().height - 4, (int)(const * size().width), 4); 
        } 
  } 
} 

Mostobfuscatorsaremuchbetteratreducingthesizeofaclassfilethan
protectingthesource.ButPreEmptiveSoftwareholdsapatentthatbreaksthe
linkbetweentheoriginalsourceandobfuscatedcodeandgoessomeway
towardprotectingyourcode.Allthemethodsarerenamedtoa,b,c,d,andso
on.Butunlikeotherprograms,PreEmptiverenamesasmanymethodsas
possibleusingoperatoroverloading.Overloadedmethodshavethesamename
butdifferentnumbersofparameters,somorethanonemethodcanberenamed
a():

getPayroll()                      becomes   a() 
makeDeposit(float amount)          becomes   a(float a) 
sendPayment(String dest)             becomes   a(String a) 

AnexamplefromPreEmptiveisshowninListing4-18.

Listing4-18.OperatorOverloading

// Before Obfuscation 
 
private void calcPayroll(RecordSet rs) { 
 
    while (rs.hasMore()) { 
        Employee employee = rs.getNext(true); 
        employee.updateSalary(); 
        DistributeCheck(employee); 
    } 
}  
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// After Obfuscation 
 
private void a(a rs) { 
 
    while (rs.a()) { 
        a = rs.a(true); 
        a.a(); 
        a(a); 
    } 
} 

Givingmultiplenamestothedifferentmethodscanbeveryconfusing.True,the
overloadedmethodsaredifficulttounderstand,buttheyaren’timpossibleto
comprehend.Theytoocanberenamedintosomethingeasiertoread.Having
saidthat,operatoroverloadinghasprovedtobeoneofthebestlayout-
obfuscationtechniquestobeatbecauseitbreaksthelinkbetweentheoriginal
andtheobfuscatedJavacode.

Control Obfuscations 

Theconceptbehindcontrolobfuscationsistoconfuseanyonelookingat
decompiledsourcebybreakingupthecontrolflowofthesource.Functional
blocksthatbelongtogetherarebrokenapart,andfunctionalblocksthatdon’t
belongtogetherareintermingledtomakethesourcemuchmoredifficultto
understand.

Collbergetal’spaperbrokedowncontrolobfuscationsintoafurtherthree
classifications:computation,aggregation,andordering.Let’slookatsomeof
themostimportantoftheseobfuscationsortransformationsinalittlemore
detail.

Computation Obfuscation 

Let’slookatcomputationobfuscation,whichattemptstohidethecontrolflow
andsprinklesinadditionalcodetothrowhackersoffthescent.

(1) Inserting Dead or Irrelevant Code 

Youcaninsertdeadcodeordummycodetoconfuseyourattacker;itcanbe
extramethodsorsimplyafewlinesofirrelevantcode.Ifyoudon’twantthe
performanceofyouroriginalcodetobeaffected,thenaddthecodeinsucha
waythatit’sneverexecuted.Butbecareful,becausemanydecompilersand
evenobfuscatorsremovecodethatnevergetscalled.
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Don’tl imityourselftoi nsertingJavacode-----there’snoreasonyoucan’tinsert
irrelevantbytecode.MarkLaduewroteasmallprogramcalledHoseMochathat
alteredaclassfilebyaddingapopbytecodeinstructionattheendofevery
method.AsfarasmostJVMswereconcerned,thisinstructionwasirrelevant
andwasignored.ButMochacouldn’thandleitandcrashed.Nodoubtif
Mocha’sauthorhadsurvived,theproblemcouldhavebeeneasilyfixed,buthe
didn’t.

(2) Extending Loop Conditions 

Youcanobfuscatecodebymakingloopconditionsmuchmorecomplicated.
Youdothisbyextendingtheloopconditionwithasecondorthirdconditionthat
doesn’tdoanything.Itshouldn’taffectthenumberoftimestheloopisexecuted
ordecreasetheperformance.Trytousebitshiftor?operatorsinyourextended
conditionforsomeaddedspice.

(3) Transforming Reducible to Non-Reducible 

Theholygrailofobfuscationistocreateobfuscatedcodethatcan’tbe
convertedbackintoitsoriginalformat.Todothis,youneedtobreakthelink
betweenthebytecodeandtheoriginalJavasource.Theobfuscatortransforms
thebytecodecontrolflowfromitsoriginalreducibleflowtosomething
irreducible.BecauseJavabytecodeinsomewaysismoreexpressivethanJava,
youcanusetheJavabytecodegotostatementtohelp.

Let’srevisitanoldcomputingadage,whichstatesthatusingthegotostatement
isthebiggestsinthatcanbecommittedbyanyself-righteouscomputer
programmer.EdsgerW.Dijkstra’spaper‘‘GoToStatementConsidered
Harmful’’(http://dl.acm.org/citation.cfm?doid=362929.362947)wasthe
beginningofthisparticularreligiousfervor.Theanti-gotostatementcamp
producedenoughanti-gotosentimentinitsheydaytoputitrightuptherewith
thebestiPhoneversusAndroidflamewars.

Commonsensesaysit’sperfectlyacceptabletousethegotostatementunder
certainlimitedcircumstances.Forexample,youcanusegototoreplacehow
Javausesthebreakandcontinuestatements.Theissueisinusinggototo
breakoutofalooporhavingtwogotostatementsoperatewithinthesame
scope.Youmayormaynothaveseenitinaction,butbytecodeusesthegoto
statementextensivelyasameanstocontrolthecodeflow.Butthescopesof
twogotosnevercross.TheFortranstatementinListing4-18illustratesagoto
statementbreakingoutofacontrolloop.

http://dl.acm.org/citation.cfm?doid=362929.362947
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Listing4-18.BreakingOutofaControlLoopUsingagotoStatement

do 40 i = 2,n 
if(dx(i).le.dmax) goto 50 

dmax = dabs(dx(i)) 
40   continue 
50    a = 1 

Oneoftheprincipalargumentsagainstusingthistypeofcodingstyleisthatit
canmakeitalmostimpossibletomodelthecontrolflowofaprogramand
introducesana rbitrarynaturei ntotheprogram-----whichalmostbydefinitionisa
recipefordisaster.Thecontrolflowhasbecomeirreducible.

Asastandardprogrammingtechniques,it’saverybadideatoattempttodo
thisbecausenotonlyi si tl ikelytoi ntroduceunforeseens idee ffects-----it’sno
longerpossibletoreducethef lowintoa s inglef lowgraph-----butitalsomakes
thecodeunmanageable.

Butthereisanargumentthatthisistheperfecttoolforprotectingbytecodeif
youcanassumethatthepersonwhoiswritingtheprotectiontooltoproduce
theillegalgotosknowswhatthey’redoingandwon’tintroduceanynastyside
effects.Itcertainlymakesthebytecodemuchhardertoreverse-engineer
becausethecodeflowdoesindeedbecomeirreducible;butit’simportantthat
anynewconstructsaddedbeassimilaraspossibletotheoriginal.

AfewwordsofwarningbeforeIleavethistopic.Althoughatraditionally
obfuscatedclassfileisalmostcertainlyfunctionallythesameasitsoriginal
counterpart,thesamecan’tbesaidofarearrangedversion.Youhavetoplacea
largeamountoftrustintheprotectiontool,oritwillbeblamedforodd
intermittentbehavior.Ifpossible,alwaystestyourtransformedcodeonyour
targetdevices.

(4) Adding Redundant Operands 

Anotherapproachistoaddextrainsignificanttermstosomeofyourbasic
calculationsandrounduptheresultbeforeyouusetheresult.Forexample,the
codeinListing4-19prints‘‘k=2’’.

Listing4-19.BeforeRedundantOperands

import java.io.*; 
 
public class redundantOperands { 
  public static void main(String argv[]) { 
        int i=1; 
        int j=2; 
        int k; 
 



CHAPTER4:ToolsoftheTrade130

        k = i * j; 
        System.out.println("k = " + k); 
  } 
} 

Addsomeredundantoperandstothecode,asshowninListing4-20,andthe
resultwillbeexactlythesamebecauseyoucastktoanintegerbeforeyouprint
it.

Listing4-20.AfterRedundantOperands

import java.io.*; 
 
public class redundantOperands { 
 
  public static void main(String argv[]) { 
        int i = 1, j = 2; 
        double x = 0.0007, y = 0.0006, k; 
 
        k = (i * j) + (x * y); 
        System.out.println(" k = " + (int)k); 
  } 
} 

(5) Removing Programming Idioms (or Writing Sloppy Code) 

Mostgoodprogrammersamassabodyofknowledgeovertheircareers.For
increasedproductivity,theyusethesamecomponents,methods,modules,and
classesoverandoveragaininaslightlydifferentwayeachtime.Likeosmosis,a
newlanguagegraduallyevolvesuntileveryonedecidestodosomethingsin
moreorlessthesameway.MartinFowleretal’sbookRefactoring:Improving
theDesignofExistingCode(Addison-Wesley,1999)isanexcellentcollectionof
techniquesthattakeexistingcodeandrefactoritintoshape.

Butthistypeoflanguagestandardizationcreatesaseriesofidiomsthatgivethe
hackerwaytoomanyhelpfulhints,eveniftheycanonlydecompilepartofyour
code.Sothrowoutallyourprogrammingknowledge,stopusingdesignpatterns
orclassesthatyouknowhavebeenborrowedbylotsofotherprogrammers,
anddefactoryourexistingcode.

Writingsloppycode,ordefactoringthecode,iseasy.It’sahereticalapproach
thatgetsundermyskinandultimatelyaffectstheperformanceandlong-term
maintenanceofcode,butitmayworkwellifyouusesomesortofautomated
defactoringtool.

g
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(6) Parallelizing Code 

Convertingyourcodetothreadscansignificantlyincreaseitscomplexity.The
codedoesn’tnecessarilyhavetobethread-compatible,asyoucanseeinthe
HelloThreadexampleinListing4-21.Theflowofcontrolhasshiftedfroma
sequentialmodeltoaquasi-parallelmodel,witheachthreadbeingresponsible
forprintingadifferentword.

Listing4-21.AddingThreads

import java.util.*; 
 
public class HelloThread extends Thread 
{ 
   private String theMessage; 
 
   public HelloThread(String message) { 
      theMessage = message; 
      start(); 
   } 
 
   public void run() { 
    System.out.println(theMessage); 
   } 
 
   public static void main(String []args) 
   { 
      new HelloThread("Hello, "); 
      new HelloThread("World"); 
   } 
} 

Thedownsideofthisapproachistheprogrammingoverheadinvolvedtomake
surethethreadsaretimedcorrectlyandanyinterprocesscommunicationis
workingcorrectlysotheprogramexecutesasintended.Theupsideisthatitina
real-worldexample,itcantakesignificantlylongertorealizethatthecodecan
becollapsedintoasequentialmodel.

Aggregation Obfuscation 

Inaggregationobfuscation,youtakecodethatshouldbelongtogetherandsplit
itup.Youalsomergemethodsthatwouldn’tnormallyorlogicallybelong
together.
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(1) Inlining and Outlining Methods 

Inliningmethods-----replacingeverymethodcallwiththeactualbodyofthe
method-----isoftenusedtooptimizecodebecausedoingsoremovesthe
overheadofthecall.InJavacode,thishasthesideeffectofballooningthe
code,oftenmakingitmuchmoredauntingtounderstand.Youcanalsoballoon
thecodebycreatingadummymethodthattakessomeoftheinlinedmethods
andoutlinesthemintoadummymethodthatlookslikeit’sbeingcalledbut
doesn’tactuallydoanything.

Mandate’sOneClassobfuscatortookthistransformationtotheextremeby
inliningeveryclassinanapplicationintoasingleJavaclass.Butlikeallearly
obfuscationtools,OneClassisnolongerwithus.

(2) Interleaving Methods 

Althoughit’sarelativelysimpletasktointerleavetwomethods,it’smuchmore
difficulttobreakthemapart.Listing4-22showstwoindependentmethods;in
Listing4-23,I’veinterleavedthecodetogethersothemethodsappeartobe
connected.Thisexampleassumesyouwanttoshowthebalanceande-mailthe
invoice,butthereisnoreasonitcouldn’tbeinterleavedtoallowyoutoonly
emailtheinvoice.

Listing4-22.showBalanceandemailInvoice

void showBalance(double customerAmount, int daysOld) { 
  if(daysOld > 60) { 
        printDetails(customerAmount * 1.2); 
  } else { 
        printDetails(customerAmount);       
  } 
} 
void emailInvoice(int customerNumber) { 
  printBanner(); 
  printItems(customerNumber); 
  printFooter(); 
} 

Listing4-23.showBalanceEmailInvoice

void showBalanceEmailInvoice(double customerAmount, int daysOld, int 
customerNumber) { 
  printBanner(); 
  if(daysOld > 60) { 
        printItems(customerNumber); 
        printDetails(customerAmount * 1.2); 
  } else { 
        printItems(customerNumber); 
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        printDetails(customerAmount);       
  } 
  printFooter(); 
} 

(3) Cloning Methods 

Youcancloneamethodsothatthesamecodebutdifferentmethodsarecalled
undernearlyidenticalcircumstances.Youcouldcallonemethodoveranother
basedonthetimeofdaytogivetheappearancethatthereareexternalfactors
whentherereallyaren’t.Useadifferentstyleinthetwomethods,orusecloning
inconjunctionwiththeinterleavingtransformationsothetwomethodslookvery
differentbutreallyperformthesamefunction.

(4) Loop Transformations 

Compileroptimizationsoftenperformanumberofloopoptimizations.Youcan
performthesameoptimizationsbyhandorcodetheminatooltoobfuscatethe
code.Loopunrollingreducesthenumberoftimesaloopiscalled,andloop
fissionconvertsasingleloopintomultipleloops.Forexample,ifyouknow
maxNumisdivisibleby5,youcanunrolltheforloopasshowninListing4-23.
Listing4-24showsanexampleofloopfission.

Listing4-23.LoopUnrolling

// Before 
for (int i = 0; i<maxNum; i++){ 
    sum += val[i]; 
} 
// After 
for (int i = 0; i<maxNum; i+=5){ 
    sum += val[i] + val[i+1] + val[i+2] + val[i+3] + val[i+4]; 
} 

Listing4-24.LoopFission

// Before 
for (x=0; x < maxNum; x++){ 
  i[x] += j[x] + k[x]; 
} 
// After 
for (x=0; x < maxNum; x++) i[x] += j[x]; 
for (x=0; x < maxNum; x++) i[x] += k[x];  

h
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Ordering Obfuscation 

Withthistechnique,youreordervariablesandexpressionsintoodd
combinationsandformatstocreateconfusioninthedecompiler’smind.

(1) Reordering Expressions 

Reorderingstatementsandexpressionshasaveryminoreffectonobfuscating
thecode.Butthereisoneexamplewherereorderingtheexpressionsata
bytecodelevelcanhaveamuchmoresignificantimpactwhenitonceagain
breaksthelinkbetweenbytecodeandJavasource.

PreEmptivesoftwareusesaconceptknownastransientvariablecaching(TVC)
toreorderabytecodeexpression.TVCisastraightforwardtechniquethathas
beenimplementedinDashO.Sayyouwanttoswaptwovariables,xandy.The
easiestwaytoaccomplishthisistouseatemporaryvariable,asshownin
Listing4-24.Otherwiseyoumayendupwithbothvariablescontainingthesame
value.

Listing4-24.VariableSwapping

temp = x; 
x = y; 
y = temp; 

ThisproducesthebytecodeinListing4-25tocompletethevariableswap.

Listing4-25.VariableSwappinginBytecode

iload_1 
istore_3 
iload_2 
istore_1 
iload_3 
istore_2 

ButthestackbehavioroftheJVMmeansthereisn’tanyneedforatemporary
variable.Thetemporaryortransientvariableiscachedonthestack,andthe
stacknowdoublesasamemorylocation.Youcanremovetheloadandstore
operationsforthetemporaryvariable,asshowninListing4-26.

Listing4-26.VariableSwappinginBytecodeUsingDashO’sTVC

iload_1 
iload_2 
istore_1 
istore_2 
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(2) Reordering Loops 

Youcantransformaloop,makingitgobackward(seeListing4-27).This
probablywon’tdomuchinthewayofoptimization,butit’soneofthesimpler
obfuscationtechniques.

Listing4-27.LoopReversals

// Before 
x = 0; 
while (x < maxNum){ 
  i[x] += j[x]; 
        x++; 
} 
// After 
x = maxNum; 
while (x > 0){ 
  x--; 
  i[x] += j[x]; 
}  

Data Obfuscations 

Collbergetal’spaperbreaksdataobfuscationsintoafurtherthreedifferent
classifications:storageandencoding,aggregation,andordering.Manyofthe
transformationsyou’velookedatsofarexploitthefactthattherearestandard
conventionstohowprogrammerswritecode.Turntheseconventionsontheir
head,andyouhavethebasisofagoodobfuscationprocessortool.Themore
transformationsyouemploy,thelesslikelyitwillbethatanyoneoranytoolcan
understandtheoriginalsource.Thissectionlooksatdataobfuscationsthat
reshapethedataintolessnaturalforms.

(1) Storage and Encoding 

Storageandencodinglooksatunusualwaysofstoringthedatabyencodingit
inbitmasksorbysplittingvariables.Thedatashouldalwaysendupthesameas
itwasoriginally.It’softendifficulttounderstandsomeoneelse’sorevenyour
owncode6to12monthsafteritwaswritten,butifit’sstoredinthesenovel
waysthenthistypeofencodingmakesitalothardertounderstand.

(2) Changing Encoding 

Collbergetal’spapershowsasimpleencodingexample:anintegervariableint 
i = 1istransformedtoi' = x*i + y.Ifyouchoosex = 8andy =3,yougetthe
transformationshowninListing4-28.
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Listing4-28.VariableObfuscations

// Before 

int i = 1; 

while (i < 1000) { 

  val = A[i]; 

  i++; 

} 

// After 

int i = 11; 

while (i<8003) { 

  val = A[(i-3)/8]; 

  i+=8; 

} 

(3) Splitting Variables 

Variablescanalsobesplitintotwoormorepartstocreateafurtherlevelof
obfuscation.Collbergsuggestsalookuptable.Forexample,ifyou’retryingto
definetheBooleanvalueofa= true,thenyousplitthevariableintoa1=0and
a2=1anddoalookuponthetableinTable4-2toconvertitbackintothe
Booleanvalue.

Table4-2.BooleanSplit

a1a2 A

10 false

01 true

(4) Converting Static to Procedural Data 

Aninterestingifnotverypracticaltransformationistohidethedataby
convertingitfromstaticdatatoproceduraldata.Forexample,thecopyright
informationinastringcouldbegeneratedprogrammaticallyinyourcode,
possiblyusingacombinationinterleavetransformationsasdiscussedearlier.
Themethodtooutputthecopyrightnoticecouldusealookup-tablemethodor
combinethestringfromseveraldifferentvariablesspreadthroughoutthe
application.

(5) Aggregation 

Indataaggregation,youhidethedatastructuresbymergingvariables,putting
variablesintoarraysofunrelatedvariables,andaddingthreadswherethey
aren’tneeded.
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(6) Merging Scalar Variables 

Variablescanbemergedtogetherorconvertedtodifferentbasesandthen
merged.Thevariablesvaluescanbestoredinaseriesofbitsandpulledout
usingavarietyofbitmaskoperators.

(7) Class Transformations 

Oneofmyfavoritetransformationsistousethreadstoconfuseahackerwhois
tryingtostealcode.Thereisanoverheadbecausethreadsareharderto
understandandhardertogetright.Ifsomeoneisdumbenoughtotryto
decompilecodeinsteadofwritingtheirowncode,thenthelikelihoodisthat
they’llbescaredoffbylotsofthreads.

Sometimesthreadsaren’tpracticalbecausetheoverheadisjusttoobig;the
nextbestobfuscationistouseaseriesofclasstransformations.Thecomplexity
ofaclassincreaseswiththedepthofaclass.ManyofthetransformationsI’ve
discussedgoagainsttheprogrammer’snaturalsenseofwhat’sgoodandright
intheworld,butifyouuseinheritanceandinterfacestotheextreme,thenyou’ll
begladtohearthatthiscreatesdeephierarchiesthatthehackerwillneedtime
tounderstand.

Youalsodon’thavetodefactor(seethesection‘‘RemovingProgramming
Idioms’’)ifyoudon’twantto;youcanrefactortoo.Refactortwosimilarclasses
intoaparentclass,butleavebehindabuggyversionofoneormoreofthe
refactoredclasses.Youcanalsorefactortwodissimilarclassesintoaparent
class.

(8) Array Transformations 

Likevariables,arrayscanbesplit,merged,orinterleavedintoasinglearray;
foldedintomultipledimensions;orflattenedintoaone-ortwo-dimensional
array.Astraightforwardapproachistosplitanarrayintotwoseparatearrays,
onecontainingevenandtheothertheoddindicesofthearray.Aprogrammer
whousesatwo-dimensionalarraydoessoforapurpose;changingthe
dimensionofthearraycreatesasignificantimpedimentintryingtounderstand
yourcode.

Ordering 

Orderingdatadeclarationsremovesalotofthepragmaticinformationinany
decompiledcode.Typically,dataisdeclaredatthebeginningofamethodor
justbeforeit’sfirstreferenced.Spreadthedatadeclarationsthroughoutyour
code,whilestillkeepingthedataelementsintheappropriatescope
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Obfuscation Conclusion 

Thebestobfuscatorwoulduseanumberofthetechniquesthissectionhas
lookeda t.Butyoudon’tneedtobuyanobfuscator-----youcanaddlotsofthese
transformationsyourself.Theaimistoconfusethewould-bedecompileras
muchaspossiblebyremovingasmuchinformationasyoucan.Youcandothis
programmaticallyorasyouwriteyourcode.Someofthetransformationsask
thedevelopertosimulatewhathappensinanoptimizationstageofacompiler;
othersaresimplybadcodingpracticetothrowthehackeroffthescent.

Acoupleofcaveatsbeforeyouleavethissection.First,rememberthatifyou
obfuscateyourcodebyusingthesameidentifiermultipletimesintheconstant
pool,youmightwanttotalktoPreEmptiveSoftwarefirstbecauseitholdsthe
patentonthistechnique.Second,youtakeyourchanceswithanyformofhigh-
modeobfuscationbecauseusuallyyouwon’thavetheluxuryofinsistingthat
yourcodeberunonlyoncertainspecificphoneordevice.

Finally,writingreallybadcodemakesyourcodeverydifficulttoread.Becareful
thatyoudon’tthrowthebabyoutwiththebathwater.Obfuscatedcodeishard
tomaintainand,dependingonthetransformation,coulddestroythe
performanceofyourcode.Becarefulwhattransformationsyouapply.
Automatingdefactoringsoitcanberefactoredautomaticallywillhelpyouinthe
longrun.BothProGuardandDashOletyourevertyourobfuscationsifyouneed
todoit.

Web Services 

Sometimesthesimplestideasarethemosteffective.Oneofthesimplerideas
forprotectingcodeistosplityourAndroidsourcecodeandkeepmuchofthe
functionalityonaremoteserverawayfromanypryingeyes.Thedownloaded
APKisthenastraightforwardGUIfrontendwithoutanyinterestingcode.The
servercodedoesn’thavetobewritteninJava,andthewebservicecanbe
writteninalightweightRESTfulAPI.Butasyousawearlierinthischapter,be
carefultohideanyusernamesandpasswordssohackersdon’tattackyourweb
service.Therearesomedrawbackstosplittingyourcodethough,asitwon’t
workifthedeviceisoffline.

Fingerprinting Your Code 

Althoughitdoesn’tactuallyprotectyourcode,puttingadigitalfingerprintinyour
softwareallowsyoutolaterprovethatyouwroteyourcode.Ideally,this
fingerprint-----usuallya copyrightnotice-----actslikeasoftwarewatermarkthatyou
canretrieveatanytimeevenifyouroriginalcodewentthroughanumberof
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changesormanipulationsbeforeitmadeitintosomeoneelse’sJavaapplication
orapplet.AsI’vesaidseveraltimes,thereisno100%surefirewayofprotecting
yourcode,butthatmightnotmatterifyoucanrecoversomelossesbyproving
youwrotetheoriginalcode.

Ifyou’reconfused,notethatdigitallyfingerprintingyourcodeiscompletely
differentthansigningyourappletorapplication.Signedappletsdon’thaveany
effectwhenitcomestoprotectingyourcode.Signinganapplethelpsthe
persondownloadingorinstallingthesoftwaredecidewhethertotrustanapplet
bylookingatthedigitalcertificateassociatedwiththesoftware.It’saprotection
mechanismforsomeoneusingyoursoftwaretocertifythatthisapplicationwas
writtenbyXYZWidgetCorp.TheusercanthendecidewhethertheytrustXYZ
WidgetCorpbeforetheycontinuedownloadingtheappletorlaunchingthe
application.Adigitalfingerprint,ontheotherhand,istypicallyrecoveredusinga
decodingtool.Ithelpsprotectthedeveloper’scopyright,nottheenduser’s
harddrive.

Severalattemptsatfingerprintingattempttoprotecttheentireapplicationusing,
forexample,adefinedcodingstyle.Moreprimitivetypesoffingerprinting
encodethefingerprintintoadummymethodorvariablename.Thismethod
nameorvariablemaybemadeupofavarietyofparameterssuchasthedate,
developer’sname,nameoftheapplication,andsoon.Butthisapproachcan
createaCatch-22.Supposeyouputadummyvariableinyourcodeand
someonejusthappenstocutandpastethedecompiledmethod,completewith
thedummyvariable,intotheirprogram.Howcanyouknowit’syourcode
withoutdecompilingtheircodeandprobablybreakingthelawintheprocess?

Mostdecompilersandevensomeobfuscatorsstripthisinformation,becauseit
doesn’tplayanactiveroleasthecodeisinterpretedorexecuted.Ultimately,
youneedtobeabletoconvincethedecompilerorobfuscatorthatany
protectedmethodispartoftheoriginalprogrambyinvokingthedummymethod
orusingafakeconditionalclausethatwillneverbetruesothemethodwillnever
getcalled:

if(false) then{ 
  invoke dummy method 
} 

Asmartindividualcanseeadummymethodevenifthedecompilercan’tsee
thatthepreviousclausewillneverbetrue.Theywillcometotheconclusionthat
thedummymethodisprobablysomesortoffingerprint.So,youneedtoattach
thefingerprintinformationatthemethodlevelforamorerobustfingerprint.

Finally,youdon’twantthefingerprinttodamagethefunctionalityor
performanceofyourapplication.Asyou’veseen,theJavaVerifieroftenplaysa
significantroleindeterminingwhatprotectionmechanismsyoucanapplyto
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yourcode,soyouneedtomakesureyourfingerprintdoesn’tstopyour
bytecodefrommakingitthroughtheVerifier.

Let’susethisdiscussiontodefinethecriteriaforagooddigital-fingerprinting
system:

 Itdoesn’tusedead-codedummymethodsordummy
variables.

 Thefingerprintneedstoworkevenifonlypartoftheprogram
isstolen.

 Theperformanceoftheapplicationshouldn’tbeaffected.The
endusershouldn’tnoticeadifferencebetweenthe
fingerprintedandnon-fingerprintedcode.

 Thefingerprintedcodeshouldbefunctionallyequivalenttothe
originalcode.

 Thefingerprintmustberobustorobscureenoughtosurvivea
decompilationattackaswellasanyobfuscationtools.
Otherwiseitcansimplyberemoved.

 Thebytecodeshouldbesyntacticallycorrecttogetpastthe
JavaVerifier.

 Theclassfileneedstobeabletosurvivesomeoneelse
fingerprintingthecodewiththeirownfingerprint.

 Youneedacorrespondingdecodingtooltorecoverandview
thefingerprintusing,preferably,asecretkey.Thefingerprint
shouldn’tbevisibletothenakedeyeorotherhackers.

Youdon’tneedtobeworriedaboutwhetherthefingerprintishighlyvisible.On
theonehand,ifit’sbothvisibleandrobust,thenit’slikelytoscareoffthecasual
hacker.Butthen,themoreseasonedattackerwillknowexactlywheretoattack.
Ifthecasualhackerdoesn’tknowtheapplicationisprotected,thenthere’sno
up-frontdeterrenttolookelsewhere.PreEmptive’sDashOhasafingerprinting
option.

Native Methods 

Anapproachtohelpobscurecriticalinformation,suchasloginusernamesand
passwords,istomovethepasswordstoanativelibrary.Nativecode
decompilesintoassemblycode,whichismuchhardertoreadandcanonlybe
disassembled,notdecompiled.
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TheAndroidNativeDevelopmentKit(NDK)isacompaniontooltotheAndroid
SDKthatletsadevelopercreateportionsoftheirappinnativecode.Tocreatea
nativelibrarythatusestheJavaNativeInterface(JNI),createafoldercalledjni
attherootoftheproject.TheJNIfilecanbecalleddecompilingandroid-jni.c.
Itmusthavethesuffix-jni.cfortheNDKtopickitup.Listing4-29isan
exampleofasimplemethodindecompilingandroid-jni.ctoreturnastring.

Listing4-29.NativeMethoddecompilingandroid-jni.c

jstring Java_com_riis_decompilingandroid_getPassword(JNIEnv* env, jobject thiz) 
{ 
  return (*env)->NewStringUTF(env, "password"); 
} 

Thereferencetothismethodishandledincom.riis.decompilingandroid:

static 
{ 
  // Load JNI library 
  System.loadLibrary("decompilingandroid-jni");      
} 
   
/* Native methods that is implemented by the 
 * 'decompilingandroid-jni' native library, which is packaged 
 * with this application. 
 */ 
public native String getPassword(); 

Thereturntypeisjstring,andthemethodnameisprefacedwithJava_
followedbytheclasspath,classname,andmethod.Thisfullnameisimportant
fortheJNItomapthismethodtothecom.riis.exampleclass.

CreateamakefilecalledAndroid.mkthatdescribesthenativesourcestothe
NDKbuild:

LOCAL_PATH := $(call my-dir) 
include $(CLEAR_VARS) 
LOCAL_MODULE    := decompilingandroid-jni 
LOCAL_SRC_FILES := decompilingandroid-jni.c 
include $(BUILD_SHARED_LIBRARY) 

Buildyournativecodebyrunningthendk-buildscriptfromyourproject’s
directory.Thendk-buildscriptisinstalledaspartoftheNDKSDKandmustto
berunundertheLinux,OSX,orWindows(withCygwin)platform:

cd <project> 
<ndk>/ndk-build 

Ifthebuildissuccessful,youendupwiththefollowingfile:

<project>/libs/armeabi/libdecompilingandroid-jni.so 
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Simplymovingthestaticstringintoanativelibrarydoesn’tnecessarilyeliminate
theproblemofinsecurestrings.Inthepreviousexample,thestring‘‘password’’
canbeeasilyfoundbyviewinglibdecompilingandroid-jni.soinatexteditor.
Tosecurethepasswordevenfurther,breakitupintomultiplechunksand
concatenatetheresultsbacktogether.Listing4-30isanexampleofbreakingup
thecxYacuzafrabru5a1bebwebserviceAPIpassword.

Listing4-30.HidingPasswordsfromDisassemblers

char str[80]; 
char *str1 = "bru"; 
char *str2 = "1beb"; 
char *str3 = "5a"; 
char *str4 = "fra"; 
char *str5 = "cxY"; 
char *str6 = "uza"; 
char *str7 = "ac"; 
     
strcpy(str, str5); 
strcat(str, str7); 
strcat(str, str6); 
strcat(str, str4); 
strcat(str, str1); 
strcat(str, str3); 
strcat(str, str2);   
     
return (*env)->NewStringUTF(env, str); 

Nativecodewillonlyrunonaspecificprocessorthatitwastargetedforat
compiletime.EveryAndroiddevicerunsonanARMprocesserexceptafewthat
aren’tgenerallyavailable,butthatmaychangeinthefuture.GoogleTVdoesn’t
supporttheNDK.

Non-Obfuscation Strategies Conclusion 

ThefactthattheJavaclassfileandnowtheDEXfilecontainsomuch
informationmakesitexceptionallydifficulttoprotecttheunderlyingsource.And
yetmostsoftwaredeveloperscontinuetoignoretheconsequences,leaving
theirintellectualpropertyatrisk.Agoodobfuscationprocessshouldtake
polynomialtimetoproduceandexponentialtimetoreverse.Ihopethis
section’sfairlyexhaustivelistofobfuscationtransformationshelpsyou
approachsomethingnearingthatgoal.Attheveryleast,Collbergetal’spaper
containsenoughinformationforanydeveloperwhowantstogetstartedinthis
area.
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Table4-3summarizestheapproachesdiscussedinthischapter.It’sworth
notingthatmanyoftheoriginalobfuscationtoolsdidn’tsurvivethedot-com
implosion,andthecompanieshaveeitherfoldedormovedintootherareasof
specialization.

Table4-3.ProtectionStrategiesOverview

Strategy  Potency Resilience Cost Notes 

Writingtwoversionsofthe
appletorapplication

HighHigh Medium 

Obfuscation Medium MediumMe diumMa ybreakDVM

Webservicesandserver-
sideexecution

High HighHigh

Fingerprintingyourcode Low Low Low Usefulforlegalprotection

Nativemethods High High Low Breakscodeportability



Onefinalword:beverycarefulaboutrelyingonobfuscationasyouronly
methodofprotection.Rememberthatdisassemblerscanalsobeusedtorip
apartyourclasses.dexfileandallowsomeonetoeditthebytecodedirectly.
Don’tforgetthatinteractivedemonstrationsovertheWeborlimited-functionality
demonstrationversionsofyoursoftwarecanbeveryeffective.

Obfuscators 

Basedonyournewfoundunderstandingofobfuscationtechniques,let’stakea
quicktouroftheavailableAndroidobfuscators.

Crema 

Althoughitwon’tworkforAndroidAPKs,it’sworthmentioningCremafor
historicalreasons.LikemanyoftheJavaobfuscatorsofitsday,it’snolonger
around.Asmentionedearlierinthechapter,Cremawastheoriginalobfuscator
andwasacomplementaryprogramtotheoft-mentionedMocha,writtenbythe
lateHanpeterVanVliet.Mochawasgivenawayfree,butCremacost
somewherearound$30.TosafeguardagainstMocha,youhadtobuyCrema.

Cremaperformssomerudimentaryobfuscationandhasoneinterestingside
effect:itflagsclassfilessothatMocharefusestodecompileanyappletsor
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applicationsthatwerepreviouslyrunthroughCrema.Butotherdecompilers
sooncameontothemarketthatwerenotsoCremafriendly.

ProGuard 

ProGuardisanopensourceobfuscatorthatshipswiththeAndroidSDK.In
ordertoenableitinyourbuildprocess,addthefollowingtoyour
project.propertiesfilebeforebuildingareleasebuild.Everyoneshoulddothis
togetbasicobfuscationintotheirAndroidprojects:

proguard.config=proguard.cfg 

ProGuardprovidesmostlylayoutobfuscationprotection,asyoucanseefrom
Figure4-8.Itdoesn’thideusernamesandpasswordsbutrenamesthemethods
andstringssothattheynolongerprovideanycontextualinformationtothe
hacker.

 

Figure4-8.ProGuard-protectedcode
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Ifyou’reusingProGuard,becarefulhowmanypublicclassesyouuse,because
bydefaulttheywon’tbeobfuscated.Practicinggoodobject-orienteddesign
paysoffwhenusingProGuard.Agoodruleofthumbistoalwaysdecompileyou
APKafterobfuscationtomakesureit’sdoingexactlywhatyouthinkit’sdoing.

DashO 

DashOisacommercialobfuscatorfromPreEmptivesoftwarethathasbeen
aroundsincetheearlyJavadays.Itperformslayout,control,anddata
obfuscations.UsethewizardtogetDashOtoobfuscateanAndroidapp.Figure
4-9showstheDashOGUI;intheleftmenuyoucanseetheControlFlow,
Renaming,andStringEncryptionoptions.

 

Figure4-9.DashOGUI

Figure4-10usesthesameappasinFigure4-8,butthistimeit’sbeen
obfuscatedusingDashOinsteadofProGuard.Notethestringencryption.
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Figure4-10.DashO-protectedcode

JavaScript Obfuscators 

JustlikeJavaobfuscators,thereareawidevarietyofJavaScriptobfuscators.If
you’reusingaHTML5/CSSapproachtocodingyourAndroidapp,thenitwould
benefityoutouseaJavaScriptobfuscatororcompressortoatleastremovethe
commentsfromyourcode.Commentsaresimplytoousefultosomeonewhois
tryingtohackyourapp.Hackersalsodon’tneedtodecompileaHTML5/CSS
app-----alltheyneedtodoisunzipit.Thismakesitveryeasytocreateafake
versionofyourapp.

HerearetwoJavaScriptobfuscatorsareworthinvestigating:

 YUICompressor,availablefrom
https://github.com/yui/yuicompressor

 JSMin,availablefrom
www.crockford.com/javascript/jsmin.html

Ididn’tincludeanyweb-basedproductsbecauseyouwanttobeabletorunan
obfuscatorfromthecommandlinetoincludeitinyourbuildprocess.Thatway,
youcanmakesureyourJavaScriptisalwaysobfuscated.

https://github.com/yui/yuicompressor
http://www.crockford.com/javascript/jsmin.html
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YUICompressoriscalledasfollows,wheretheminimizedversionsofthe
JavaScriptfilesarenameddecompilingandroid-min.jsinsteadof
decompilingandroid.js:

java -jar yuicompressor.jar -o '.js$:-min.js' *.js 

Listing4-31showsthecodebeforeYUICompressor,andListing4-32shows
thecodeafterYUICompressor.

Listing4-31.BeforeYUICompressor

window.$ = $telerik.$; 
$(document).ready(function() { 
movePageElements(); 
 
var text = $('textarea').val(); 
 
if (text != "") 
$('textarea').attr("style", "display: block;"); 
else 
$('textarea').attr("style", "display: none;"); 
 
//cleanup 
text = null; 
}); 
 
function movePageElements() { 
var num = null; 
var pagenum = $(".pagecontrolscontainer"); 
if (pagenum.length > 0) { 
var num = pagenum.attr("pagenumber"); 
if ((num > 5) && (num < 28)) { 
var x = $('div#commentbutton'); 
$("div.buttonContainer").prepend(x); 
} 
else { 
$('div#commentbutton').attr("style", "display: none;"); 
} 
} 
 
//Add in dropshadowing 
if ((num > 5) && (num < 28)) { 
var top = $('.dropshadow-top'); 
var middle = $('#dropshadow'); 
var bottom = $('.dropshadow-bottom'); 
$('#page').prepend(top); 
$('#topcontainer').after(middle); 
middle.append($('#topcontainer')); 
middle.after(bottom); 
} 
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//cleanup 
num = null; 
pagenum = null; 
top = null; 
middle = null; 
bottom=null; 
} 
 
function expandCollapseDiv(id) { 
$telerik.$(id).slideToggle("slow"); 
} 
 
function expandCollapseHelp() { 
$('.helpitems').slideToggle("slow"); 
 
//Add in dropshadowing 
if ($('#helpcontainer').length) { 
$('#help-dropshadow-bot').insertAfter('#helpcontainer'); 
$('#help-dropshadow-bot').removeAttr("style"); 
} 
} 
 
function expandCollapseComments() { 
var style = $('textarea').attr("style"); 
if (style == "display: none;") 
$('textarea').fadeIn().focus(); 
else 
$('textarea').fadeOut(); 
 
//cleanup 
style = null; 
} 

Listing4-32.AfterYUICompressor

window.$=$telerik.$;$(document).ready(function(){movePageElements();var 
a=$("textarea").val();if(a!=""){$("textarea").attr("style","display: 
block;")}else{$("textarea").attr("style","display: none;")}a=null});function 
movePageElements(){var e=null;var 
b=$(".pagecontrolscontainer");if(b.length>0){var 
e=b.attr("pagenumber");if((e>5)&&(e<28)){var 
a=$("div#commentbutton");$("div.buttonContainer").prepend(a)}else{$("div#comment
button").attr("style","display: none;")}}if((e>5)&&(e<28)){var f=$(".dropshadow-
top");var d=$("#dropshadow");var c=$(".dropshadow-
bottom");$("#page").prepend(f);$("#topcontainer").after(d);d.append($("#topconta
iner"));d.after(c)}e=null;b=null;f=null;d=null;c=null}function 
expandCollapseDiv(a){$telerik.$(a).slideToggle("slow")}function 
expandCollapseHelp(){$(".helpitems").slideToggle("slow");if($("#helpcontainer").
length){$("#help-dropshadow-bot").insertAfter("#helpcontainer");$("#help-
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dropshadow-bot").removeAttr("style")}}function expandCollapseComments(){var 
a=$("textarea").attr("style");if(a=="display: 
none;"){$("textarea").fadeIn().focus()}else{$("textarea").fadeOut()}a=null}; 

WhereasYUICompressorobfuscatesaswellasminimizes,JSMinjust
minimizestheJavaScript.BewarnedthattherearealsoJavaScriptbeautifiers
thatcanreversetheprocess;seehttp://jsbeautifier.org.

Summary 
Inthischapter,you’velearnedhowtorootaphone,downloadanddecompile
anAPK,andobfuscatetheAPKusingacoupleoftools.That’salottodigest.In
thenexttwochapters,youbuildyourownAndroidobfuscatoranddecompiler.
InChapter5,youworkonthedesign,andinChapter6youcompletethe
decompilerimplementation.Inthefinalchapterofthebook,youreturntothe
manyofthetoolsyoufirstusedinthischaptertoseehoweffectivetheyare
againstaseriesofreal-worldAndroidapps.Eachofthemwillactasacase
studyinwhichyouhavetheoriginalsourcecodetotestyoursourceprotection
againstthedecompilersanddisassemblers.

http://jsbeautifier.org




5
Chapter

DecompilerDesign
Thenexttwochaptersfocusonhowtocreatethedecompiler,whichisinfacta
cross-compilerthattranslatesbytecodetosourcecode.Icoverthetheory
behindtherelevantdesigndecisionsastheyarise,buttheintentionistoprovide
enoughbackgroundinformationtogetyougoingratherthangiveyouafull-
blownchapteroncompilertheory.

Don’texpectyourdecompiler,DexToSourcetobemorecomprehensiveor
betterthananythingcurrentlyonthemarket;tobehonest,it’sprobablycloser
toMochathanJadorJD-GUI.Aswithmostthings,thefirst80---90%isthe
easiest,andthelast10---20%takesmuchlongertocomplete.ButDexToSource
showsyouinbasicstepshowtowriteasimpleAndroiddecompilerthatcan
reverse-engineerthemajorityofcodeyou’llcomeacross.Andit’salsothefirst
pureclasses.dexdecompiler-----everythingelserequiresthatyoutranslatethe
classes.dextoJavaclassfilesbeforeyoucandecompileit.

IcoverthegeneraldesignoftheDexToSourcedecompilerinthischapterand
delveintoitsimplementationinthenext.I’llroundoffthebookbyshowingyou
howtodecompilesomeopensourceAPKsandlookingatwhatthefuturemay
haveinstoreforAndroiddecompilers,obfuscators,andbytecoderearrangers.

Thetoneofthenexttwochaptersisaspracticalaspossible;Itrynottoburden
youwithtoomuchtheory.It’snotthatitisn’ttemptingtopadthebookwith
endlesspagesofcompilertheory;it’sjustthattherearetoomanyothergood
booksonthesubject.Compilers:Principles,Techniques,andToolsbyAlfred
Aho,RaviSethi,andJeffreyUllman(PrenticeHall,2006),alsoknownasthe
Dragonbookbecauseofitscoverdesign,isjustoneofthebetterexamplesthat
quicklyspringstomind.AndrewAppel’sModernCompilerImplementationin
Java(CambridgeUniversityPress,2002)isanotherhighlyrecommendedtome.
I’mgoingmoreforthestyleofCraftingaCompilerWithCbyCharlesFischer
andRichardLeBlanc(AddisonWesley,1991).Havingsaidthat,whenthereare
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theoreticalconsiderationsthatyouneedtoknowabout,Idiscussthemas
necessary.

Theory Behind the Design 
Asmentionedearlier,writingadecompilerisprettysimilartowritingacompiler
orcross-compilerbecausebothtranslatedatafromoneformattoanother.The
essentialdifferencebetweenadecompilerandacompileristhattheygoin
oppositedirections.Inastandardcompiler,sourcecodeisconvertedtotokens
andthenparsedandanalyzedtofinallyproduceabinaryexecutable.

Asithappens,decompilingisaverysimilarprocesstocompilation,butinthis
casethebackendofthecompilerischangingtheintermediarysymbolsback
intosourcecoderatherthanintoassembler.Becauseofthebinaryformatofan
Androidclasses.dexfile,youcanquicklytransformthebinaryintobytecode;
thenyoucantreatthebytecodeasjustanotherlanguage,andthedecompiler
becomesacross-compilerorsourcecodetranslatorthattransformsbytecode
toJava.

Anabundanceofothersourcecodetranslatorstranslatebetweendifferent
languages:forexample,fromCOBOLtoC,orevenfromJavatoAdaorC,
whichgivesyouplentyofplacestolookforideas.

Incaseyou’reconfusedaboutthedifferencebetweenopcodesandbytecodes,
anopcodeisasingleinstructionsuchassget-objectthatmayormaynotbe
followedbyadatavalueoroperand.Opcodesandoperandstogetherare
generallyreferredtoasbytecodes.[max255]

Defining the Problem 
Atitssimplest,theproblemyou’retryingtosolveishowtoconvertclasses.dex
intoaseriesoffilesofcorrespondingJavasourcecode.Listing5-1showsthe
bytecodefromadisassembledversionoftheclasses.dexfileofthe
Casting.javasourcecodefromthepreviouschapter’sListing4-15.Theseare
yourbefore(bytecode)andafter(Casting.java)pictures.

Listing5-1.CastingBytecode

const/4 v0,0 
const/1 6 v1 ,1 28 
if-ge         v0,v1,28 
sget-object v1 , field[2] 
new-instance v2, type[6] 
invoke-direct method[4], {v2} 
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const-string           v3, string[20] 
invoke-virtual           method[7], {v2, v3} 
move-result-object   v2 
invoke-virtual           method[6], {v2, v0} 
move-result-object   v2 
const-string           v3, string[0] 
invoke-virtual           method[7], {v2, v3} 
move-result-object   v2 
invoke-virtual           method[5], {v2, v0} 
move-result-object   v2 
invoke-virtual           method[8], {v2} 
move-result-object   v2 
invoke-virtual            method[2], {v1,v2} 
add-int/lit8           v0, v0, 1 
int-to-char          v0, v0 
goto                   d7 
return-void  

Fillingintheoverallstructureofthefile,field,andthemethodnameslooks
straightforwardenough;youcangetthatinformationfromDexToXML.Butthe
realmeatoftheproblemisconvertingtheopcodesandoperandsintoJava.You
needaparserthatcanmatchtheseopcodesandconvertthedatabackinto
Javasource.Youalsoneedtobeabletomirrorthecontrolflowandanyexplicit
transfers(notethegotostatements)aswellashandleanycorrespondinglabels.

Opcodescanbebrokendownintothefollowingtypes:

 Loadandsaveinstructions

 Arithmeticinstructions

 Type-conversioninstructions

 Objectcreationandmanipulation

 Operandstack-managementinstructions

 Control-transferinstructions

 Method-invocationandreturninstructions

 Handlingexceptions

 Implementingfinally

 Synchronization

Everyopcodehasadefinedbehaviorthatyouuseintheparsertore-createthe
originalJava.Google’s‘‘BytecodefortheDalvikVM’’at
www.netmite.com/android/mydroid/dalvik/docs/dalvik-bytecode.htmldoesa
goodjobofdescribingDalvikopcodesinwhatcanonlybetermedTechnicolor

http://www.netmite.com/android/mydroid/dalvik/docs/dalvik-bytecode.html
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detail.You’llusethisinformationinthedecompiler’sgrammartocreateaparser
thatwillconverttheopcodesandoperandsinListing5-1backintotheoriginal
source.

Thegoalofthischapteristoshowyouhowtoachievethis.Thestructureof
yourparseratitsmostbasicwillbesimilartoFigure5-1.

 

Figure5-1.DexToSourceparser

Theincomingcharacterstreamofbytecodeneedstobesplitintoatoken
stream(what is known as the lexer) fortheparsertoanalyze.Theparser
consumesthistokenstreamandoutputsJavasourcebasedonaseriesofrules
definedintheparser.

Thischapterexplainshowtocreatethelexerandparseranddiscusseswhether
thisapproachmakesthemostsenseandhowyoucantweakittocreate
somethingmorerobust.Tobegin,thenextsectiontalksaboutthecompiler
toolsavailabletohelpyoucreatethelexerandparserpiecesofFigure5-1,
ratherthanbuildingthembyhand.

(De)Compiler Tools 
Youneedtomakeanumberofchoicesbeforewritingyourdecompiler.You
couldcodetheentiredecompilerbyhand,ashasbeendoneforseveralJava
decompilers;oryoucanlookattoolsthathelpmakethejobaloteasiertocode.
Thesetoolsarecalledcompiler-compilers,andthey’redefinedasanytoolsthat
helpcreateaparser,interpreter,orcompiler.ThisistheapproachIoutlinehere,
focusingonthefollowingtools:

 Lex

 Yacc

 JLex

 CUP

 ANTLR

ThemostcommonofthesetoolsareLexandYacc(YetAnotherCompiler-
Compiler).Suchcompiler-compilertoolscanbeusedtoscanandparsethe
bytecodeandhavebeenusedbymanydevelopersformorecomplextasks.Lex
andYaccoperateontextualinputfiles.TheLexinputfiledefineshowtheinput
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characterstreamistobetokenizedusingpatternmatching.TheYaccinputfile
consistsofaseriesofproductionrulesforthetokens.Thesedefinethe
grammar,andthecorrespondingactionsgenerateauser-definedoutput.

ThetokenizingrulesandthepatternmatchingrulesdefinedinLexandYaccare
usedtogeneratetypicallyCfilesthatarethencompiledandusedtotransform
theinputfilesintothedesiredtargetoutput.Foryourpurposes,thecompiler-
compilertoolswillgenerateJavafiles,notCfiles,whichwillbecomethesource
foryourdecompilerengine.

Therearetwoprincipalreasonsforusingcompiler-compilertools.First,these
toolsdramaticallyreducethenumberoflinesofcode,whichmakesitalot
easierforreaderstounderstandconcepts.Second,usingsuchtoolscuts
developmenttimeinhalf.

Onthenegativeside,thegeneratedcode,oncecompiled,canbemuchslower
thanwhatcanbeachievedbyhandcraftingacompilerfrontend.Butmakingthe
codeeasytofollowi sap rerequisiteo fthisbook-----nobodywantstoreadreams
ofcodetounderstandwhatishappening.So,thebookusesaversionor
derivativeofLexandYacc.

MyriadalternativesarebasedonLexandYacc.IfyoutakeJavaasthetarget
outputlanguage,thenyourchoicesareJLexorJFlexandCUP(Constructionof
UsefulParsers)orBYACC/JasclassicLexandYaccvariants.Thenthereis
AnotherToolforLanguageRecognition(ANTLR,www.antlr.org),thecompiler-
compilertoolformerlyknownasPCCTS,andJavaCC
(http://javacc.java.net),whichcombinethelexerandparserstepsintoone
file.

Lex and Yacc 

LexandYaccworktogether.Lexparsestheincomingstreamintotokens,and
Yaccparsesthesetokensandgeneratesoutput.LexandYaccareUnix
command-linetoolsthatcomewithmostvariationsofUnixandLinux,although
they’reoddlyabsentonMacOSs.

Lexusesregularexpressionstobreakuptheincomingstreamintotokens,and
Yacctriestotakethesetokensandmatchthemtoanumberofproductionrules
usingashift/reducemechanism.Mostproductionrulesareassociatedwithan
action,andit’sthesecontext-sensitiveactionsthatoutput,inthiscase,Java
sourcecode.

Tokensarealsoknownasterminals.Productionrulesareidentifiedbyasingle
non-terminal.Eachnon-terminalismadeupofaseriesofterminalsandother

http://www.antlr.org
http://javacc.java.net
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non-terminals.Ananalogythatmostpeopleuseistothinkofterminals(tokens)
asleavesandnon-terminalsasbranchesonatree.

Yaccisabottom-upLALR(1)parser.Bottomupmeansyouconstructtheparse
treefromtheleaves,whereasatop-downparsertriestoconstructthetreefrom
theroot.LALR(1)meansthistypeofparserprocessestokenssuppliedbythe
scannerLexfromlefttoright(LALR(1))usingtherightmostderivationandcan
lookaheadonetoken(LALR(1)).AnLRparserisalsoknownasapredictive
parser,andanLALRistheresultofmergingtwoLRsetswhoseitemsare
identicalexceptforthelookaheadsets.It’sverysimilartoanLR(1)parser,but
LALR(1)parsersaretypicallymuchsmallerbecausethelookaheadtokenhelps
reducethenumberofpossiblepatterns.

LALR(1)parsergeneratorsarethedefactostandardintherestofthecomputing
world.ButJavaparsersaremorelikelytofallintotheLL(k)category.LL(k)
parsersaretop-downparsers,scanningfromlefttoright(LL(k))usingthe
leftmostderivation(LL(k))-----whichi swherethetopdowncomesfrom-----and
lookingaheadktokens.

Manyofthestandardcompiler-constructionbooksheavilyfeatureLexandYacc
ratherthananyotherLL(k)alternatives.See
http://dinosaur.compilertools.net/formoreinformationandlinkstosome
excellentresources.

StephenJohnsonatAT&TBellLaboratoriesinNewJerseywrotetheoriginal
versionofYacc.LexandYaccaswellasSedandAwkwerehavebeenincluded
ineveryUniximplementationsincetheearlydaysofBerkeleyinthe1980s.Sed
andAwkweretypicallyusedforsimplecommand-lineparsingtools,andLex
andYaccwerereservedforcomplicatedparsers.Unixsystemadministrators
anddeveloperstypicallyusesomeorallofthesetoolsfromtimetotimeinan
efforttotransformortranslateaninputfileintosomeotherformat.Thesedays
Perl,PythonandRubyhavelargelytakenoverfromsuchutilitieswithLexand
Yaccbeingreservedforonlythemostdifficultoftasks(ifthey’reusedatall).

LexandYacchavebeencopiedmanytimesandareavailableonmany
platforms.Commercialandpublic-domainvariantsa reavailableonWindows-----
forexample,fromMKSandGNU(Flex/Bison).

It’sdoubtfulthataremanycommercialcompilersarebuiltaroundLexandYacc,
becausetheyhavelimitedfunctionalityandcan’tdealwithquirkyaspectsof
someprogramminglanguages.Fortran,forexample,isanightmaretotokenize,
because(amongotherthings)it’soblivioustowhitespace.

http://dinosaur.compilertools.net/
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JLex and CUP Example 

WhereasLexandYaccgenerateCcode,JLexandCUPareversionsofLexand
YaccthatgenerateJavacode.ElliotBerkoriginallydevelopedJLexatPrinceton
University;JLexhasalsobeenmaintainedbyAndrewAppel(alsoatPrinceton),
theauthorofModernCompilersinJava/ML/C(CambridgeUniversityPress,
2002);andC.ScottAnanian,whoisadirectorattheOneLaptopperChild.

LikeallversionsofLex,JLexallowsyoutouseregularexpressionstobreakup
theinputstreamandturnitintotokens.ItcanbeusedinconjunctionwithCUP
todefinegrammars,butfirstlet’suseJLexonitsownasasimplescanner.

Lex,whetherit’srunningonUnixorDOSinCorinJava,isapreprocessing
languagethattransformsthespecificationorrulesintothetargetlanguage.AC
languagespecificationbecomeslex.yy.candaJavaspecificationbecomes
filename.lex.javaafterit’srunthroughtheLexprogram.Thecodeoutputthen
needstobecompiledlikeanyotherCorJavaprogram.Lexisnormallyusedin
conjunctionwithYacc,butitcanalsobeusedonitsownforsimpletaskssuch
asremovingcommentsfromsourcecode.Ifyouneedtoattachanylogictothe
program,you’llalmostcertainlyneedtohookituptosomesortofparser,such
asYaccor,inthiscase,CUP.

Earlier,thechaptermentionedthatLexandYacchavebeenusedformany
yearsbycompilerdevelopersintheUnixcommunity.Ifyou’reusedtoLex,JLex
doesdifferinanumberofways.Let’stakeacloserlook.

JLex 

AJLexfileissplitintothreesections:

 Usercode

 JLexdirectives

 Regular-expressionrules

Althoughthestructure(shownlater,inListing5-3)isdifferentfromtheUnix
versionofLextypicallycompiledusingCinsteadofJava,andthedefinitions
andmacrosarequitedifferenttoo,fortunatelytheregular-expressionrulesuse
standardregularexpressions.So,ifyou’refamiliarwithLexorevenviorPerl,it
won’tseemasthoughyou’vestrayedtoofarfromfamiliarground.Ifyouhaven’t
comeacrossregularexpressionsbefore,thentheJLexmanual
(www.cs.princeton.edu/~appel/modern/java/JLex/current/manual.html)isa
greatplacetostart.

http://www.cs.princeton.edu/~appel/modern/java/JLex/current/manual.html
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Everythingthatprecedesthefirst%%isusercode.It’scopied‘‘asis’’intothe
generatedJavafile.Typically,thisisaseriesofimportstatements.Andbecause
you’reusingJLexinconjunctionwithCUP,yourusercodeconsistsofthe
following:

import java_cup.runtime.Symbol; 

Thedirectivessectionisnext,beginningafterthefirst%%andendingwith
another%%.ThisseriesofdirectivesorflagstellsJLexhowtobehave.For
example,ifyouusethe%notunixoperatingsystemcompatibilitydirective,then
JLexexpectsanewlinetoberepresentedby\r\nandnot\nasitisintheUnix
world.Theremainingdirectives,listednext,allowyoutoenteryourowncode
intovariouspartsofthegeneratedfileorchangethedefaultnameofthe
generatedlexclass,function,ortype(forexample,fromyylextoscanner):

 Internalcode

 Initclasscode

 Endoffileclass

 Macrodefinitions

 Statedeclarations

 Charactercounting

 Linecounting

 JavaCUPcompatibility

 Componenttitles

 Defaulttokentype

 Endoffile

 Operatingsystemcompatibility

 Charactersets

 Formattoandfromfile

 Exceptionscode

 End-of-filereturnvalue

 Interfacetoimplement

 Makingthegeneratedclasspublic



CHAPTER5:DecompilerDesign 159

Thisexampleisonlyinterestedinafewofthedirectives,suchasthe%cup(CUP
compatibility)directive.Foryourpurposes,thedirectivessectionissomething
assimpleasListing5-2.

Listing5-2.JLexDirectives

%% 
 
%cup 
 
digit  = [0-9] 
whitespace  = [\ \t\n\r]  
%% 

Theregular-expressionssectioniswheretherealscanningtakesplace.The
rulesareacollectionofregularexpressionsthatbreakuptheincomingstream
intotokensfortheparsertodoitsjob.Asasimpleexampletoputthisall
together,Listing5-3addslinenumberstoanyfileinputfromthecommandline.

Listing5-3.JLexScannerthatAddsLineNumberstoFiles

import java.io.IOException;          // include the import statement in the 
generated scanner  
 
%%                   // start of the directives 
 
%public                        // define the class as public 
%notunix           // example is running on Windows 
%class  Num                     // rename the class to Num 
  
%type  void                      // Yytoken return type is void 
%eofval{                  // Java code for execution at end-of-
file 
   return;    
%eofval}    
 
%line                    // turn line counting on 
  
%{                    // internal code to add to the scanner 
                   // to make it a standalone scanner 
public static void main (String args []) throws IO Exception{ 
   new Num(System.in).yylex(); 
} 
%}  
 
%%                 // regular expressions section 
^\r\n                                   { System.out.println((yyline+1)); } 
\r\n                                   { ; } 
\n                                      { System.out.println(); } 
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.*$   { System.out.println((yyline+1)+"\t"+yytext()); } 

InstallJLexbyobtainingacopyofMain.javafrom
www.cs.princeton.edu/~appel/modern/java/JLex/.Copyitintoadirectory
calledJLex,andcompileitusingyourfavoriteJavacompiler.SavetheNum.lex
file(seeListing5s-3),removingallthecomments,andcompileitasfollows:

java JLex.Main Num.lex 
mv  Num.lex.java Num.java 
javac Num.java 

Nowyoucanaddlinenumberstoyourfilebytyping

java Num < Num.java > Num_withlineno.java 

Normally,inascanner/parsercombination,thescanneroperatesasparser
input.Inthefirstexample,youdidn’tevengenerateatoken,sothereisnothing
topasstoCUP,yourJavaparser.Lexgeneratesayylex()functionthateats
tokensandpassesthemontoyyparse(),whichisgeneratedbyYacc.You’ll
renamethesefunctionsormethodsscanner()andparse(),buttheideaisthe
same.

CUP 

CUP,beingaYaccparser,isclosesttoanLALR(1)(lookaheadleft-right)parser.
It’soneofanumberofYaccparsergeneratorswrittenfortheJavalanguage;
BYACCandJellaretwootherexamples.Ifyou’rehappierwithanLLparserand
don’twanttouseanLALRgrammar,thenyoumightwanttolookatANTLRor
JavaCC.

Asexplainedearlier,Yaccletsyoudefinegrammarrulestoparseincoming
lexicaltokensandproducethedesiredoutputasdefinedbyyourgrammar.CUP
isapublic-domainJavavariantofYacc,whichbecauseofJava’sportability
compilesonanymachinethathasaJVMandJDK.

Bewarned:CUPdoesn’thaveexactlythesamefunctionalityorformatasa
YaccgrammarwrittenforanyCcompiler,butitdoesbehaveinasomewhat
similarfashion.CUPcanbecompiledonanyoperatingsystemthatsupportsa
JDK.

ToinstallCUP,copythesourcefilesfrom
http://www2.cs.tum.edu/projects/cup/.Compilebytypingthefollowinginthe
CUProotdirectory:

javac java_cup/*java java_cup/runtime/*.java 

CUPfilesaremadeupofthefollowingfoursections:

http://www.cs.princeton.edu/~appel/modern/java/JLex/
http://www2.cs.tum.edu/projects/cup/
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 Preambleordeclarations

 Userroutines

 Listofsymbolsortokens

 Grammarrules

ThedeclarationssectionconsistsofaseriesJavapackageandimport
statementsthatvarydependingonwhatotherpackagesorclassesyouwantto
import.AssumingtheCUPclassesareinyourclasspath,addthefollowingline
ofcodetoincludetheCUPclasses:

import java_cup.runtime*; 

Allotherimportsorpackagereferencesareoptional.Astartdeclarationtells
theparserwheretolookforthestartruleifyouwantittostartwithsomeother
parser rule.Thedefaultistousethetopproductionrule,soinmostgrammars
you’llcomeacrossthestartruleisredundantinformation.

FourpossibleuserroutinesareallowedinCUP:actionandparserareusedto
insertnewcodeandoverridedefaultscannercodeandvariables,initisused
foranyparserinitialization,andscanisusedbytheparsertocallthenexttoken.
Alloftheseuserroutinesareoptional(seeListing5-4).

Listing5-4.CUPUserRoutines

action code {: 
        // allows code to be included in the parser class  
        public int max_narrow = 10; 
        public double narrow_eps = 0.0001; 
:}; 
 
parser code {: 
        // allows methods and variables to be placed  
        // into the generated parser class  
        public void report_error(String message, Token tok) {  
             errorMsg.error(tok.left, message);  
        } 
:}; 
 
// Preliminaries to set up and use the scanner. 
init with {: scanner.init(); :}; 
scan with {: return scanner.yylex(); :}; 

Bothinitandscanarecommonlyused,evenifonlytochangethenameofthe
scanner/lexertosomethingmoremeaningfulthanYylex().Anyroutineswithin
initareexecutedbeforethefirsttokenisrequested.
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Mostparsershaveaseriesofactionsdefinedinthegrammarsection.CUPputs
alltheseactionsinasingleclassfile.Theactionuserroutineallowsyouto
definevariablesandaddextracode,suchassymbol-tablemanipulation
routines,thatcanbereferencedinthenon-publicactionclass.Parserroutines
areusedtoaddextracodetothegeneratedparserc lass------don’texpecttouse
themoften,ifatall,exceptperhapsforbettererrorhandling.

CUP,liketheoriginalYacc,actslikeastackmachine.Everytimeatokenis
read,it’sconvertedintoasymbolandplacedorshiftedontothestack.These
tokensaredefinedinthesymbolssection.

Unreducedsymbolsarecalledterminalsymbols,andsymbolsthathavebeen
reducedintosomesortofruleorexpressionarecallednon-terminalsymbols.
Toputitanotherway,terminalsymbolsarethesymbols/tokensusedbythe
JLexscanner,andnon-terminalsymbolsarewhattheterminalsbecomeafter
theysatisfyoneofthepatternsorrulesinthegrammarsection.Listing5-5
showsagoodexampleofbothterminalandnon-terminaltokens.

Symbolscanhaveassociatedinteger,float,orstringvaluesthatarepropagated
upthegrammarrulesuntilthegroupoftokenseithersatisfiesaruleandcanbe
reducedoralternativelycrashestheparserifnoruleiseversatisfied.

Listing5-5.Parser.CUP

import java_cup.runtime.*; 
 
// Interface to scanner generated by JLex. 
parser code {: 
        Parser(Scanner s) { super(); scanner = s; } 
        private Scanner scanner; 
:}; 
scan with {: return scanner.yylex(); :}; 
 
terminal NUMBER, BIPUSH, NEWARRAY, INT, ASTORE_1, ICONST_1; 
terminal ISTORE_2, GOTO, ALOAD_1, ILOAD_2, ISUB, IMUL; 
terminal IASTORE, IINC, IF_ICMPLE, RETURN, END; 
 
non terminal    function, functions, keyword; 
non terminal    number; 
 
functions       ::=     function 
                        |       functions function 
                        ; 
                         
function        ::=     number keyword number number END 
                        |       number keyword number END 
                        |       number keyword keyword END 
                        |       number keyword END 

D
ow

nl
oa

d 
fr

om
 W

ow
! e

B
oo

k 
<

w
w

w
.w

ow
eb

oo
k.

co
m

>



CHAPTER5:DecompilerDesign 163

                        |       END 
                        ;        
 
keyword         ::=     BIPUSH 
                        |       NEWARRAY 
                        |       INT 
                        |       ASTORE_1 
                        |       ICONST_1 
                        |       ISTORE_2 
                        |       GOTO 
                        |       ALOAD_1 
                        |       ILOAD_2 
                        |       ISUB 
                        |       IMUL 
                        |       IASTORE 
                        |       IINC 
                        |       IF_ICMPLE 
                        |       RETURN 
                        ; 
                         
number          ::=     NUMBER 
         ; 

Aparser’sfunctionalitydependsonitsabilitytointerpretastreamofinput
tokensandturnthesetokensintothedesiredoutputasdefinedbythe
language’sgrammar.Inorderfortheparsertohaveanychanceofsuccess,it
needstoknoweverysymbolalongwithitstypebeforeanyshift/reducecycles
cantakeplace.Thissymboltableisgeneratedfromthesymbollistinthe
previoussection.

ThelistofterminalsinthesymboltableisusedbyCUPtogenerateitsownJava
symboltable(Sym.java),whichneedstobeimportedintotheJLexscannerfor
JLexandCUPtoworktogether.

Asmentionedearler,CUPisanLALR(1)machine,meaningitcanlookahead
onetokenorsymboltotrytosatisfyagrammarrule.Ifaproductionruleis
satisfied,thenthesymbolsarepoppedoffthestackandreducedwiththe
productionrule.Theaimofeveryparseristoconverttheseinputsymbolsintoa
seriesofreducedsymbols,rightbacktothestartsymbolortoken.

Inlayman’sterms,givenastringoftokensandanumberofrules,thegoalisto
tracetherightmostderivationinreversebystartingwiththeinputstringand
workingbackwardtothestartsymbol.Youreducetheseriesofnon-terminalsto
aterminalusingbottom-upparsing.Allinputtokensareterminalsymbolsthat
aresubsequentlycombinedintonon-terminalsorotherintermediateterminals
usingthisshift/reduceprinciple.Aseachgroupofsymbolsismatchedtoa
productionrule,itultimatelykicksoffanactionthatgeneratessomesortof
outputdefinedintheproduction-ruleaction.
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TheparserinListing5-5parsestheinputfromthemainmethodbytecode
showninListing5-6.ThecorrespondingscannerisshowninListing5-7.It
doesn’tproduceanyoutput,tokeepitassimpleaspossible.

Listing5-6.MainMethodBytecode

0 getstatic #7 <Field java.io.PrintStream out> 
3 ldc #1 <String "Hello World"> 
5 invokevirtual #8 <Method void println(java.lang.String)> 
8 return 

Listing5-7.Decompiler.lex

package Decompiler;    // create a package for the 
Decompiler 
import java_cup.runtime.Symbol;   // import the CUP classes 
 
%% 
%cup      // CUP declaration 
%% 
 
"getstatic"  { return new Symbol(sym.GETSTATIC, yytext()); } 
"ldc"   { return new Symbol(sym.LDC, yytext()); } 
"invokevirtual"  { return new Symbol(sym.INVOKEVIRTUAL, yytext()); } 
"Method"  { return new Symbol(sym.METHOD, yytext()); } 
"return"  { return new Symbol(sym.RETURN, yytext()); } 
\"[a-zA-Z ]+\"  { return new Symbol(sym.BRSTRING, yytext()); } 
[a-zA-Z\.]+  { return new Symbol(sym.BRSTRING, yytext()); } 
\<   { return new Symbol(sym.LABR, yytext()); } 
\>   { return new Symbol(sym.RABR, yytext()); } 
\(   { return new Symbol(sym.LBR, yytext()); } 
\)   { return new Symbol(sym.RBR, yytext()); } 
\#[0-9]+|[0-9]+  { return new Symbol(sym.NUMBER, yytext());} 
[ \t\r\n\f]  { /* ignore white space. */ } 
.   { System.err.println("Illegal character: "+yytext()); } 

Undercertaincircumstances,it’spossiblethatinputtokensorintermediate
symbolscansatisfymultipleproductionrules:thisisknownasanambiguous
grammar.Theprecedencekeywordinthesymbolsectionallowstheparserto
decidewhichsymboltakesh igherp recedence-----forexample,givingthe
symbolsformultiplicationanddivisionprecedenceovertheadditionand
subtractionsymbols.

It’sworthmentioningthatCUPletsyoudumptheshift/reductiontablefor
debuggingpurposes.Thecommandtoproduceahuman-readabledumpofthe
symbolsandgrammar,theparse-statemachine,andtheparsetablesandshow
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thecompletetransitionsisasfollows(someoftheoutputisshownin
Listing5-8):

java java_cup.Main -dump < Parser.CUP 

Listing5-8.PartialCUPDebugOutput

-------- ACTION_TABLE -------- 
From state #0 
 [term 2:SHIFT(to state 2)] [term 18:SHIFT(to state 5)] 
From state #1 
 [term 0:REDUCE(with prod 0)] [term 2:REDUCE(with prod 0)] 
 [term 18:REDUCE(with prod 0)] 
From state #2 
 [term 2:REDUCE(with prod 23)] [term 3:REDUCE(with prod 23)] 
 [term 4:REDUCE(with prod 23)] [term 5:REDUCE(with prod 23)] 
 [term 6:REDUCE(with prod 23)] [term 7:REDUCE(with prod 23)] 
 [term 8:REDUCE(with prod 23)] [term 9:REDUCE(with prod 23)] 
 [term 10:REDUCE(with prod 23)] [term 11:REDUCE(with prod 23)] 
 [term 12:REDUCE(with prod 23)] [term 13:REDUCE(with prod 23)] 
 [term 14:REDUCE(with prod 23)] [term 15:REDUCE(with prod 23)] 
 [term 16:REDUCE(with prod 23)] [term 17:REDUCE(with prod 23)] 
 [term 18:REDUCE(with prod 23)] 
From state #3 
 [term 3:SHIFT(to state 13)] [term 4:SHIFT(to state 14)] 
 [term 5:SHIFT(to state 8)] [term 6:SHIFT(to state 18)] 
 [term 7:SHIFT(to state 11)] [term 8:SHIFT(to state 10)] 
 [term 9:SHIFT(to state 23)] [term 10:SHIFT(to state 12)] 
 [term 11:SHIFT(to state 17)] [term 12:SHIFT(to state 15)] 
 [term 13:SHIFT(to state 20)] [term 14:SHIFT(to state 9)] 
 [term 15:SHIFT(to state 19)] [term 16:SHIFT(to state 22)] 
 [term 17:SHIFT(to state 21)] 
From state #4 
 [term 0:SHIFT(to state 7)] [term 2:SHIFT(to state 2)] 
 [term 18:SHIFT(to state 5)] 
From state #5 
 [term 0:REDUCE(with prod 7)] [term 2:REDUCE(with prod 7)] 
 [term 18:REDUCE(with prod 7)] 
From state #6 
 [term 0:REDUCE(with prod 2)] [term 2:REDUCE(with prod 2)] 
 [term 18:REDUCE(with prod 2)] 
From state #7 
 [term 0:REDUCE(with prod 1)] 
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ANTLR 

ANTLRstandsforANotherToolforLanguageRecognition.It’savailablefor
downloadatwww.antlr.org.ANTLRisarecursivedescent,LL(k),ortop-down
parser,whereasYaccisanLRorbottom-upparser.ANTLRstartsatthe
uppermostruleandtriestorecognizethetokens,workingoutwardtotheleaves;
Yaccstartswiththeleavesandworksuptothehighestrule.

ANTLRalsodiffersfundamentallyfromJLexandCUPinthatthelexerand
parserareinthesamefile.Lexicalrulesthatcreatetokensarealluppercase(for
example,IDENT),andthetoken-parsingrulesarealllowercase(forexample,
program).

ThenextexampleusesANTLRv3,whichwasacompleterewriteofANTLRv2.
v3alsoincludessomeveryusefuladditionalfunctionality,suchas
StringTemplatesthatpullyouroutputstatementsoutoftheparser.

Figure5-2showsANTLRintegrationwiththeEclipseIDE.ScottStanchfieldhas
someexcellentvideosofsettingupANTLRinEclipseandcreatingaparserat
http://vimeo.com/groups/29150.ThisisoneofbestANTLRresourcestohitthe
groundrunningregardlessofwhetheryou’reusingEclipseasyourIDE.Ifyou
don’twanttouseEclipse,ANTLRWorksisanexcellentalternative.

http://www.antlr.org
http://vimeo.com/groups/29150
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Figure5-2.ANTLRplug-inforEclipse

TerenceParr,themainforcebehindANTLR,hasalsopublishedtwobookson
ANTLR:TheDefinitiveANTLRReference(PragmaticBookshelf,2007)and
LanguageImplementationPatterns(PragmaticBookshelf,2010).

ANTLR Example 

DexToXMListheclasses.dexparserfromChapter3.DexToXMLiscompletely
writteninANTLRv3;hereitparsesdedexeroutputandconvertsthetextinto
XML.

ThewayDexToXMLparseshexadecimaldigitsservesasasimpleexampleof
howyoucanputtogetheranANTLRgrammarfile.Thefirstlineofthededexer
outputshowsthemagicnumberheaderlinefromtheclasses.dexfile:

00000000 :  64 65 78 0A     30 33 35 00     magic: dex\n035\0 

ANTLR,likemostotherparsers,usesregularexpressions(regex)initslexer.The
lexerbreakstheinputstreamintotokensthatarethenconsumedbyrulesinthe
parser.Youcanusethefollowingregextorecognizethehexdigitpairsinyour
ANTLRgrammar:
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HEX_DIGIT : ('0'..'9'|'a'..'f'|'A'..'F')('0'..'9'|'a'..'f'|'A'..'F') ; 

UnlikeLexandYacc,inANTLRthelexerandparserareinthesamefile(see
Listing5-9).Thelexerusestheuppercaserules,andtheparserworkswiththe
lowercaserules.

Listing5-9.DexToXML.g

grammar DexToXML; 
options { 
  language = Java; 
} 
@header { 
  package com.riis.decompiler; 
} 
@lexer::header { 
  package com.riis.decompiler; 
} 
rule: HEX_PAIR+; 
 
HEX_PAIR : ('0'..'9'|'a'..'f'|'A'..'F')('0'..'9'|'a'..'f'|'A'..'F') ; 
WS : ' '+ {$channel = HIDDEN;}; 

EachANTLRparserhasanumberofsections.Atitsmostbasic,thegrammar
sectiondefinesthenameoftheparser.Theoutputlanguageofthegenerated
ANTLRparserissettoJavaintheoptionssection,andthepackagenamefor
theparserandlexeraresetinthe@headerand@lexer::headersections.These
arefollowedbytheparserandlexerrules.Thelexerrecognizesgroupsoftwo
hexadecimaldigits,andtherulerecognizesmultiplegroupsofthese
hexadecimalpairs.AnywhitespaceisignoredbytheWSruleandplacedona
hiddenchannel.

Forexample,supposeyoupass64 65 78 0A.Figure5-3illustrateswhatthe
parsersees.

 

Figure5-3.Parsedpairsofhexadecimalnumbers 
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Strategy: Deciding on your Parser Design 

ANTLRhasbeencompletelyrewrittenandcontinuestobedeveloped;italso
hasmanyextrassuchastheANTLRWorkstoolandEclipseplug-insthatmake
debuggingparsersatreat.Asyou’veseen,debuggingYaccoutputisn’tforthe
fainthearted.

So,you’llbuildtheparserusingANTLRv3.Doingsooffersanumberof
benefits:

 Lexerandparserareinthesamefile

 StringTemplatesfunctionalitypullstheoutputfunctionality
fromtheparser

 ANTLRWorkstoolallowsyoutodebugyourparser

 Plentyofparserpatternstouse

 SimpleASTintegration

 Eclipseintegration

AddingStringTemplatesandASTtotheoriginaldesigninFigure5-1yieldsa
newparserdesign,showninFigure5-4.



Figure5-4.Finaldecompilerdesign 

StringTemplatesmeansthereisnolongeranyneedforendless
System.out.printlnstatementsintheparsertooutputtheJavacode.Froma
programmer’spointofview,thoseprintlnsalwaystroubledmewhenI
designedparsersinthepast.Theyhaveabadcodesmell.StringTemplates
allowyoutoseparatetheoutputfromthelogicthatproducesit.Thataloneisa
goodenoughreasontochooseANTLRoverJLexandCUPbecauseit
dramaticallyincreasesyourabilitytounderstandhowtheparsergrammar
works.It’salsoanotherreasonwhytheparseriscalledDexToSourceandnot
DexToJava:youcouldpotentiallywriteyourowntemplatesthatwouldoutput
C#orC++byretargetingthetemplatestowritetheoutputinadifferent
language.

Forsimplicity’ssake,youcanuseoneofthedisassamblerssuchasDexToXML,
baksmali,dedexer,ordxfromtheAndroidtoolkittoprovidethebytecodeasa
characterstreamratherthanmakingyourdecompilerparsebinaryfiles.Then
yourANTLRparserwillconvertthebytecodefilesintoJavasource.
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Asignificantpartoftheproblemwithbuildingadecompilerismakingitgeneral
enoughtodealwitharbitrarycases.WhenMochacomesacrossanunexpected
languageidiom,iteitherabortsorshootsoutillegalgotos.Ideally,youshouldbe
abletocodeageneral-solutiondecompilerratherthanonethatislittlemore
thanaseriesofstandardroutinesandanawfullotofexceptioncases.Youdon’t
wantDexToSourcetofailonanyconstruct,soageneralsolutionisvery
attractive.

Beforeyoutakethatapproach,though,youneedtoknowwhetherithasany
disadvantagesandwhetheryou’llgainabettersolutionattheexpenseof
outputtingillegiblecodethatlooksnothingliketheoriginalsource.Or,worse
still,willittakeaninordinateamountoftimetogetthere?Youcouldreplaceall
thecontrolstructuresinaprogramwithaprogramcounterandasinglewhile
loop,butthatwoulddestroythemapping-----andlosingstructuralorsyntactical
equivalenceisdefinitelynotyourgoal,evenifit’sageneralsolution.

Frommydiscussion,youknowthatunlikeinotherlanguages,youdon’thave
theheadacheofseparatingdataandinstructionsbecauseallthedataisinthe
datasection.Theremainderofthischapterandthenextalsoshowthat
recoveringsource-levelexpressionsisrelativelyeasy.Soitseemsthatyour
mainproblemandanycorrespondingstrategyyouusemainlyinvolvehandling
thebytecode’scontrolflow.

Thefocushereisonthesimplerapproachwherehigh-levelstructuresarehard-
coded,becauseitfitswellwiththeparsermethodologyI’vediscussed.Butthis
chapteralsolooksatsomeadvancedstrategieswherethedecompilerinfersall
complicatedhigh-levelstructuresfromtheseriesofgotostatementsinthe
bytecode.

Thissectionlooksatacoupleofdifferentstrategiesyoucanusetoovercome
thisproblemofsynthesizinghigh-levelcontrolconstructsfromgoto-like
primitives.AsIsaid,anidealgeneralsolutionwouldletyoudecompileevery
possibleif-then-elseorforloopcombinationwithoutrequiringanyexception
cases,whilekeepingthesourceascloseaspossibletotheoriginal.The
alternativeistoattempttoanticipateallhigh-levelcontrolidioms.

Youmaywonderwhyyouneedtohavea s trategy-----whycan’tyoujustbuilda
grammarinANTLRandseewhatcomesouttheotherside?Unfortunately,the
parsercanrecognizeonlysequentialinstructionsequences.So,youmightnot
beabletoparseallDalvikinstructionsinasinglepass,becausebytecodeshave
anawfulhabitofbranching.Registersareusedastemporarystorageareas,and
youneedtobeabletocontrolwhathappenstothatpartialsequencewhenthe
codebranches.ANTLRonitsowndoesn’tofferthatleveloffunctionality,soyou
needtofigureoutwhatapproachyouneedtotaketostorethesepartially
recognizedsequences.
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Choice One 

ThefirstchoiceistousethetechniquesbasedonCristinaCifuentes’andK.
JohnGough’sworkdescribedinthepaper‘‘AMethodologyforDecompilation,’’
availablefromwww.itee.uq.edu.au/~cristina/clei1.ps.Thepaperdescribes
dcc,Cifuentes’decompilerforCprogramsonIntelboxes.Althoughdccrecovers
CandnotJavacode,agreatdealofthediscussionanddesignofthisuniversal
decompilerisdirectlyapplicabletothetaskathand.

Choice Two 

Thesecondchoiceismoregeneral-----youtransformgotostatementsinto
equivalentforms.ItwouldbemuchsimplerifyoucouldfireoffanANTLR
scannerandparserattheclasses.dexfileanddecompilethecodeinasingle
passorattheveryleastdispensewithanycontrol-flowanalysis.Well,that’s
whatToddProebstingandScottWattersonattempttodointheirpaper
‘‘Krakatoa:DecompilationinJava,’’availableat
www.usenix.org/publications/library/proceedings/coots97/full_papers/proe
bsting2/proebsting2.pdf.

Krakatoa,anearlydecompilerandnowpartoftheSumatra/Tobaproject,uses
Ramshaw’salgorithmtotransformgotosintoloopsandmultilevelbreaks.It
claimstoofferaneatone-passsolutionwhilestillkeepingtheoriginalstructure.
TheKrakatoaapproachistempting,becauseit’slesslikelytofailduetocontrol-
flowanalysisproblems.

Choice Three 

ThethirdchoicecomesfromDanielFordofIBMResearchandwaspartof
possiblytheveryf irstdecompiler,J ive-----whichIbelievenevermadeitoutof
IBMResearch.Inhispaper‘‘Jive:AJavaDecompiler,’’Fordputsforwardatruly
multipassdecompilerthat‘‘integratesitsparsestateinformationwiththe
sequenceofmachineinstructionsitisparsing.’’Jivedecompilesbyreducing
tokensasmoreandmoreinformationbecomesavailablewitheachsuccessive
pass.

Choice Four 

Afinalchoiceistousetheconceptofabstractsyntaxtrees(AST)tohelpyou
generalizeyourdecompiler.Ratherthanhavingasingle-passparser,youcan
abstractoutthemeaningofthetokensintoanAST;thenasecondparserwrites

http://www.itee.uq.edu.au/~cristina/clei1.ps
http://www.usenix.org/publications/library/proceedings/coots97/full_papers/proe
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outthetokensinJavasourcecode.Figure5-5showsanASTof(2+3).Youcan
outputthisinanumberofdifferentways,asshowninListing5-10.

Figure5-5.ASTof(2+3)

Listing5-10.PossibleOutputsfortheASTinFigure5-3

2 + 3 
(2 3 +) 
bipush 2 
bipush 3 
iadd 

TheexampleinListing5-10expressestheASTinstandardmathematical
notation,inreversePolishorpostfixnotation,andfinallyinJavabytecode.All
theoutputsarerepresentationsofthesameAST,buttheyaren’tclutteredwith
anyoutputlanguageimplementation.LikeStringTemplates,butatahigher
level,theoutputisdivorcedfromtheparsing,givingyouamoreconciseor
abstractrepresentationofwhatyou’retryingtomodelinyourparser.

Parser Design 
Themaindifferencebetweenunderstandingaconversationandacompiler
generatingmachinecodeisthatthecompilerrequiresmanyfewerkeywords
andrulestoproduceoutputthecomputercanunderstand------whatiscalledits
nativeformat.Ifcompilingacomputerprogramisasmallersubsetof
understandingahumanlanguage,thendecompilingDalvikbytecodeisastill
smallersubset.

Thenumberofkeywordsandthelimitednumberofgrammarrulesallowyouto
easilytokenizetheinputandsubsequentlyparsethetokensintoJavaphrases.
Turningthatbackintocoderequiressomefurtheranalysis,butIgettothata
littlelater.Youneedtoturntheinputdatastreamintotokens.Listing5-10
showssomeDalvikbytecodefromtheCasting.javafile.
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Listing5-10.Casting.smaliMethod

sget-object v1, field[2] 
new-instance v2, type[6] 
invoke-direct method[4], {v2} 
const-string v3, string[20] 
invoke-virtual method[7], {v2, v3} 

Lookingatthebytecode,youseethattokenscanbesplitintothefollowing
types:

 Identifiers:Typically,referencesthattaketheform{v1}or
{v2}. 

 Integers:Usuallythedataornumbersthatfollowtheopcode
tomakeupacompletebytecodestatement.Goodexamples
arenumbersthatareplacedonthestackorlabelsforagoto
statement,suchasgoto_1.

 Keywords:The200orsoopcodesthatmakeupthebytecode
language.YoulookattheseandtheirconstructsinChapter6.

 Whitespace:Includestabs,blankspaces,newlines,and
carriagereturnsifyou’reusingDOSorWindows.Most
decompilersdon’tencounteralotofwhitespaceinareal
classes.dex,butyouneedtodealwithitinDalvikbytecode

Allthesetokensarecrucialfortheparsertobeabletodoitsjobandtryto
matchthemwiththepredefinedgrammaticalrules.

ThedesignofthedecompilerisshowninFigure5-4.Everythingstartswiththe
bytecode fileorcharacterstream.ANTLRparsesthisintoatokenstream,which
isconvertedintoanAST.TheASTisparsedbyasecondparserthatconverts
theabstractrepresentationintoJava;andthetemplateswrittenusingthe
StringTemplatelibraryoutputthetokensintoJavatext.

Summary 
Sofar,I’vetalkedaboutthetoolsthatareavailabletohelpyoucreateaworking
decompiler.You’veseenthedifferentstrategiesyoumaychoosetoemploy.I’ve
includedalternativestoourdesignincaseyouwanttotakeoneoftheother
optionsandrunwithityourself.Ifyou’remorecomfortablewithLexandYacc
thenyou’relikelytowanttouseJLexandCUPandnotANTLR.PersonallyI
thinkthatJLexandCUPhavenotchangedmuchinrecentyearswhichiswhy
I’mrecommendingANTLRnow.Andnowyouhaveadecompilerdesignto
implement.Bytheendofthenextchapter,you’llhaveaworkingdecompiler



CHAPTER5:DecompilerDesign174

thatcanhandlethesimpleclasses.dexfiles.Chapter6looksatthevarious
internalstructuresandgraduallywalksthroughcreatingamoreeffective
decompilerthatcanhandlemorethantheCasting.javaexample.

 





6
Chapter

Decompiler
Implementation
You’renowatthepointwhereyoulearntodealwiththeindividualbytecodes
anddecompiletheopcodesintopartialstatementsandexpressionsand,
ultimately(that’stheplan,anyway),backintocompleteblocksofsourcecode.

IfI’mgaugingmyaudiencecorrectly,thischapter,andpossiblytheChapter5,
willappealtoasignificantcrosssectionofreaders.Thisisthenubofthe
problemofhowtoimplementadecompilerusingaparserbuiltusingANTLR.

Tokeepthischapteraspracticalaspossible,youuseatestsuiteofsimple
programs,eachwithadifferentlanguageconstruct.Foreachprogram,you
reconstructtheoriginalsourcegradually,buildingthedecompilerasyougo.
Eachprogramisfirstcompiledandthendisassembled.Youthenlookatthe
Javasourcecodeandthecorrespondingmethodbytecodeandcreateaparser
specificationforeachexampletoconvertthebytecodebackintosource.

Becausetheclasses.dexfileismorethanmethodbytecode,youalsoneedto
beabletoincorporatetheremaininginformationintheclassfiletorecover
importstatements,packagenames,andvariablenamesfromthenon-data
sectionofthefile.

YoustartbygettingmorecomfortablewithANTLRbycompletingthe
implementationofDexToXMLfromChapter3.DexToXMLisabasicANTLR
parserwithnobellsandwhistles.AfterthatyoulookatDexToSource(the
decompiler)todecompilethebytecodeinstructionsbackintoJavasource.
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DexToXML
DexToXMLfunctionsasaneasyintroductiontoANTLRparsing.ItusesANTLR
asitsparsertechnology.TheearlierversionofthisbookusedJLexandCUP,
whichwered ifficulttogetworkingandevenmored ifficulttodebug-----youcould
spendhourstryingtofigureoutwhyaddingasimplechangetoarulebrokethe
entireparser.Alothaschangedsince2004,andANTLRnowoffersexcellent
integrationwithEclipseaswellasANTLRWorks,astandaloneANTLRtoolthat
turnstheartofcreatingaparserbackintoasimplercodingtask.

ANTLRisalsoanexcellenttechnologytocreateyourownparsersforallsortsof
domain-specificlanguage(DSL)tools.Thesearetypicallyone-offmini-
programminglanguages,rulesengines,graphingtools,andsoonthatare
createdtosolveaparticularproblem;they’reoftenusedwhenscriptingtools
suchasgrep,sed,andawkaren’tuptothejob.

Let’sfirstlookatparsingdex.log,whichisoneoftheoutputsfromthededexer
tool.Dedexerisadexfiledisassemblerthatistypicallyusedtogeneratesmali-
likedisassembleroutputinaDDXfilebutcanalsogiveyoucompleteoutputof
classes.dexinthedex.logfile.Youcouldalsousetheoutputfromthe
dexdumpfilethatispartoftheAndroidSDK,butpersonallyIpreferthesimpler
outputofthedex.logfile.

Parsingthedex.logOutput
dex.logisthelogfilecreatedwhenyourunthefollowingdedexercommandon
thecompiledversionofyourCasting.javafile:

c:\temp>java -jar ddx1.18.jar -o -d c:\temp casting\classes.dex 

dex.logisrawoutputofaclasses.dexfilethatallowsyoutodecompilewithout
theoverheadofparsingthebytes,whichisjustwhatyouwant.Listing6-1
showstheoutputoftheheaderoftheclasses.dexfile.

Listing6-1.HeaderoftheClass

00000000 :  64 65 78 0A  
       30 33 35 00  
       magic: dex\n035\0 
00000008 :  62 8B 44 18  
       checksum 
0000000C :  DA A9 21 CA  
       9C 4F B4 C5  
       21 D7 77 BC  
       2A 18 4A 38  
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       0D A2 AA FE  
       signature 
00000020 :  50 04 00 00  
       file size: 0x00000450 
00000024 :  70 00 00 00  
       header size: 0x00000070 
00000028 :  78 56 34 12  
       00 00 00 00  
       link size: 0x00000000 
00000030 :  00 00 00 00  
       link offset: 0x00000000 
00000034 :  A4 03 00 00  
       map offset: 0x000003A4 
00000038 :  1A 00 00 00  
       string ids size: 0x0000001A 
0000003C :  70 00 00 00  
       string ids offset: 0x00000070 
00000040 :  0A 00 00 00  
       type ids size: 0x0000000A 
00000044 :  D8 00 00 00  
       type ids offset: 0x000000D8 
00000048 :  07 00 00 00  
       proto ids size: 0x00000007 
0000004C :  00 01 00 00  
       proto ids offset: 0x00000100 
00000050 :  03 00 00 00  
       field ids size: 0x00000003 
00000054 :  54 01 00 00  
       field ids offset: 0x00000154 
00000058 :  09 00 00 00  
       method ids size: 0x00000009 
0000005C :  6C 01 00 00  
       method ids offset: 0x0000016C 
00000060 :  01 00 00 00  
       class defs size: 0x00000001 
00000064 :  B4 01 00 00  
       class defs offset: 0x000001B4 
00000068 :  7C 02 00 00  
       data size: 0x0000027C 
0000006C :  D4 01 00 00  
       data offset: 0x000001D4 

Let’sbeginbytakingalookatthemagicnumbersection,whichisatthestartof
thefile;seeListing6-2.

Listing6-2.MagicNumber

00000000 :  64 65 78 0A  
       30 33 35 00  
       magic: dex\n035\0 
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Theformatisthesameforallclasses.dexfiles.Thegoalistoparsethemagic
numberandoutput

<root><header><magic>dex\n035\0</magic></header></root>

usingthisinformation:

 Eighthexadecimaldigits,theaddress inthefile

 Acolon

 Twoseriesofeighthexadecimaldigits

 Themagickeyword

 Anothercolon

 Theclasses.dexmagicnumber

ANTLRatWork
ANTLRworksbyfirsttokenizingtheinputandthen,throughaseriesofparsing
rules,producingthedesiredoutput.Thefirststepistobreaktheinformation
intotokens.Anobvioustokenisahexadecimaldigit(HEX_DIGIT)alongwiththe
WSorwhitespacethatyouwanttheparsertoignore.TheANTLRparserfor
tokenizingthemagic-numberheaderinformationisshowninListing6-3.The
grammar,theoptions,and@headerand@lexertelltheparserthenameofthe
grammar,thelanguageinwhichtheparserwillbegenerated,andthepackage
namesfortheparserandlexer,respectively.

Listing6.3.ANTLRMagic-NumberParser

grammar DexToXML; 
options {language = Java;} 
@header {package com.riis.decompiler;} 
@lexer::header {package com.riis.decompiler;} 
 
rule : header 
  ; 
 
header : magic 
  ; 
 
magic: address eight_hex eight_hex IDENT ':' MAGIC_NUM 
  ; 
   
hex_address: '0x' eight_hex 
  ; 
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address 
  : eight_hex ':'  
  ; 
   
eight_hex 
  : DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT 
  ; 
   
IDENT: ('a'..'z')+; 
MAGIC_NUM: 'dex\\n035\\0'; 
DIGIT : ('0'..'9'|'A'..'F'); 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

WorkingfromthebottomupinListing6-3,WSdefineswhatyoumeanby
whitespacethatissenttoahiddenchannelandisignored.DIGITdefinesa
hexadecimaldigitasbeing0---F.MAGIC_NUMistheescapedversionofdex\n035\0;
andfinally,IDENTisanystringofcharacters.Theparserrulestakethesetokens
andarrangethemintoanexpectedpattern.Forexample,youknowfromListing
6-2thatthehexadecimaldigitsaregroupedineightsfortheaddressesandthe
magicnumber.Andanaddresshasacolonafterit.Listing6-2lookssomething
likeListing6-4whenit’stokenized.

Listing6-4.TokenizedMagicNumber

address  eight_hex  
            eight_hex         
            IDENT MAGIC_NUM 

Rules
InANTLR,asinallparsers,youneedaruletotelltheparserwheretostart
parsing.Therulesaysthattheincomingfileconsistsofaheader;andthat
header,forthemomentonly,hasamagicnumber.Themagicruleexpectsthe
incomingfiletobeformattedasinListing6-4.Seehttp://vimeo.com/8001326
fordirectionsonhowtosetupanANTLRprojectinEclipse.UsingEclipse,the
incomingtokensfromListing6-2areparsedasshowninFigure6-1.

http://vimeo.com/8001326
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Figure6-1.Magic-numberparsingrules

Nowthatthemagicnumberhasbeensuccessfullyparsed,thenextstepisto
outputitinthecorrectformat.

OutputtingtheMagicNumber
Listing6-5isupdatedwiththeSystem.out.printlnstatements.Usethe@init
and@afterANTLRstatementstoprintthe<root>and<header>statementsin
thecorrectorder.YoucanalsouseANTLRStringTemplatestoremoveallthe
printlnstatementsifyoudon’tlikealltheextraJavacodeinyourparser.

Listing6-5.DexToXMLMagic-NumberParser

grammar DexToXML; 
options {language = Java;} 
@header {package com.riis.decompiler;} 
@lexer::header {package com.riis.decompiler;} 
 
rule  
  @init {System.out.println("<root>");} 
  @after {System.out.println("</root>");}  
  : header 
  ; 
 
header 
  @init {System.out.println("<header>");}  
  @after {System.out.println("</header>");}  
  : magic 
  ; 
 
magic: address eight_hex eight_hex IDENT ':' id=MAGIC_NUM 
  {System.out.println("<magic>" + id.getText() + "</magic>");} 
  ; 
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hex_address: '0x' eight_hex 
  ; 
   
address 
  : eight_hex ':'  
  ; 
   
eight_hex 
  : DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT 
  ; 
   
IDENT: ('a'..'z')+; 
MAGIC_NUM: 'dex\\n035\\0'; 
DIGIT : ('0'..'9'|'A'..'F'); 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

Listing6-6hastheJavacodenecessarytocalltheANTLRcodefromthe
commandlineoutsideofEclipse.Thistakestheinputfromc:\temp\input.log.

Listing6-6.DexToXML.java

package com.riis.decompiler; 
 
import java.io.*; 
 
import org.antlr.runtime.ANTLRInputStream; 
import org.antlr.runtime.CommonTokenStream; 
import org.antlr.runtime.RecognitionException; 
import org.antlr.runtime.TokenStream; 
 
 
public class DexToXML { 
 
  public static void main(String[] args) throws RecognitionException, IOException {  
     DexToXMLLexer lexer = new DexToXMLLexer(new ANTLRInputStream(System.in)); 
     TokenStream tokenStream = new CommonTokenStream(lexer); 
     DexToXMLParser parser = new DexToXMLParser(tokenStream); 
   
     parser.rule();     
  } 
 
} 

Compilethecodeinacom\riis\decompilerdirectoryusingthefollowing
commands,makingsuretheANTLRv3.4libraryisinyourclasspath.Thefirst
commandgeneratesthelexerandparser,andthesecondcommandcompiles
theDexToXMLcode:

java org.antlr.Tool DexToXML.g 
javac DexToXMLLexer.java DexToXMLParser.java DexToXML.java  
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SaveListing6-2asmagic.log,andrunthefollowingcommandinthetop-level
directorytogettheDexToXMLoutputshowninListing6-7:

java com.riis.decompiler.DexToXML < magic.log 

Listing6-7.DexToXMLOutput

<root> 
<header> 
<magic>dex\n035\0</magic> 
</header> 
</root> 

Nextcreatethegrammarfortherestoftheheader.Initiallyyoucansetupthe
ruletobreakouttheheaderasshowninListing6-8.

Listing6-8.HeaderRule

header 
  @init {System.out.println("<header>");}  
  @after {System.out.println("</header>");}  
  : magic 
    checksum 
    signature 
    file_size 
    header_size 
    link_size 
    link_offset 
    map_offset 
    string_ids_size 
    string_ids_offset 
    type_ids_size 
    type_ids_offset 
    proto_ids_size 
    proto_ids_offset 
    fields_ids_size 
    fields_ids_offset 
    method_ids_size 
    method_ids_offset 
    class_defs_size 
    class_defs_offset 
    data_size 
    data_offset 
  ; 

Butmanyo fthepatternsa rerepeated------forexample,thesizesandoffsetsare
verysimilar,soyoucanrefactortheparserbypullingoutthenameofthenode.
YoucanputthesepatternstogetherasshowninListing6-9,whichmatchesthe
differentheaderentries.
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Listing6-9.Refactoredheader_entryRule

header_entry 
   : address eight_hex IDENT 
   | address eight_hex xml_id ':' hex_address 
   | address eight_hex eight_hex xml_id ':' hex_address 
   ; 

Puttingthis codetogether into the modified parser,yougetthecompleteheader
showninListing6-10.

Listing6-10.RefactoredDexToXMLHeaderGrammar

grammar DexToXML; 
options {language = Java;} 
@header {package com.riis.decompiler;} 
@lexer::header {package com.riis.decompiler;} 
 
rule  
   : header 
   ; 
 
header 
   : magic 
     header_entry 
     signature 
     header_entry+ 
   ; 
 
magic: address eight_hex eight_hex IDENT ':' MAGIC_NUM 
   ; 
 
header_entry 
   : address eight_hex IDENT 
   | address eight_hex xml_id ':' hex_address 
   | address eight_hex eight_hex xml_id ':' hex_address 
   ; 
 
xml_id  
   : IDENT IDENT 
   | IDENT IDENT IDENT 
   ; 
    
signature: address signature_hex 'signature' 
   ; 
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signature_hex: eight_hex eight_hex eight_hex eight_hex eight_hex 
   ; 
 
hex_address: '0x' eight_hex 
   ; 
    
address 
   : eight_hex ':'  
   ; 
    
eight_hex 
   : DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT DIGIT 
   ; 
    
IDENT: ('a'..'z')+; 
MAGIC_NUM: 'dex\\n035\\0'; 
DIGIT : ('0'..'9'|'A'..'F'); 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

MoreofthefileisparsedinListing6-11,rightuptothecode_itemsection.I’ve
alsoincludedthecodetooutputtheXMLsoyoucanseehowthatisdone.

Listing6-11.DexToXMLANTLRGrammar

grammar DexToXML; 
 
options { 
  language = Java; 
} 
 
@header { 
  package com.riis.decompiler; 
} 
 
@lexer::header { 
  package com.riis.decompiler; 
} 
 
rule  
 @init {System.out.println("<root>");}  
 @after {System.out.println("</root>");}  
 : header 
   string_ids 
   type_ids 
   proto_ids 
   field_ids 
   method_ids 
   class_defs 
   data 
 ; 
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header 
 @init {System.out.println("<header>");}  
 @after {System.out.println("</header>");}  
 : magic 
   header_entry 
   signature 
   header_entry+ 
 ; 
 
magic: address eight_hex eight_hex IDENT ':' id=MAGIC_NUM 
 {System.out.println("<magic>" + id.getText() + "</magic>");} 
 ; 
 
header_entry 
 : address id1=eight_hex id2=IDENT 
  {System.out.println("<" + $id2.text + ">" + $id1.text + "</" + 
$id2.text + ">");} 
 | address eight_hex id3=xml_id ':' id4=hex_address 
  {System.out.println("<" + $id3.result + ">" + $id4.text + "</" + 
$id3.result + ">");} 
 | address eight_hex eight_hex id5=xml_id ':' id6=hex_address 
  {System.out.println("<" + $id5.result + ">" + $id6.text + "</" + 
$id5.result + ">");} 
 ; 
 
xml_id returns [String result] 
 : id1= IDENT id2=IDENT 
  {$result = id1.getText() + "_" + id2.getText();} 
 | id1= IDENT id2=IDENT id3=IDENT 
  {$result = id1.getText() + "_" + id2.getText() + "_" + 
id3.getText();} 
 ; 
  
signature: address id=signature_hex 'signature' 
 {System.out.println("<signature>" + $id.text + "</signature>");} 
 ; 
 
signature_hex: eight_hex eight_hex eight_hex eight_hex eight_hex 
 ; 
 
string_ids 
 @init {System.out.println("<string_ids>");}  
 @after {System.out.println("</string_ids>");}  
 : string_address+ 
 ; 
  
string_address  
 : address eight_hex IDENT id1=array_digit  ':' 'at' id2=hex_address 
  {System.out.println("<string>\n<id>" + $id1.result +  
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"</id>\n<address>" + $id2.text + "</address>\n</string>");} 
 ; 
 
type_ids 
 @init {System.out.println("<type_ids>");}  
 @after {System.out.println("</type_ids>");}  
 : type_address+ 
 ; 
  
type_address  
 : address eight_hex IDENT id1=array_digit  'index:' id2=eight_hex '(' 
id3=proto_type_string ')' 
  {int addr = Integer.parseInt($id2.text,16);  
   System.out.println("<type>\n<id>" + $id1.result + 
"</id>\n<string_id>"  
     + addr + "</string_id>\n<string>" + 
$id3.text + "<string>\n</type>");} 
 ; 
 
proto_ids 
 @init {System.out.println("<proto_ids>");}  
 @after {System.out.println("</proto_ids>");}  
 : proto_address+ 
 ; 
  
proto_address  
 : address eight_hex eight_hex eight_hex IDENT id1=array_digit ':'  
   'short signature:' id2=proto_type_string ';'  
   'return type:' id3=proto_type_string ';' 
   'parameter block offset:' eight_hex 
   {System.out.println("<proto>\n<id>" + $id1.result + 
"</id>\n<string>"  
  + $id3.text + "</string>\n<signature>" + $id2.text + 
"<signature>\n</proto>");} 
 ; 
  
field_ids 
 @init {System.out.println("<field_ids>");}  
 @after {System.out.println("</field_ids>");}  
 : field_address+ 
 ; 
  
field_address  
 : address eight_hex eight_hex IDENT id1=array_digit ':' 
id2=proto_type_string id3=proto_type_string 
   {System.out.println("<field>\n<id>" + $id1.result + 
"</id>\n<name>"  
   + $id2.text + "</name>\n<type>" + $id3.text +  

q
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"<type>\n</field>");} 
  
 ; 
 
method_ids 
 @init {System.out.println("<method_ids>");}  
 @after {System.out.println("</method_ids>");}  
 : method_address+ 
 ; 
  
method_address  
 : address eight_hex eight_hex IDENT id1=array_digit ':' 
id2=proto_type_string '(' id3=proto_type_string ')'  
   {System.out.println("<method>\n<id>" + $id1.result + 
"</id>\n<name>"  
   + $id2.text + "</name>\n<proto>" + $id3.text + 
"<proto>\n</method>");} 
 ; 
 
  
class_defs 
 @init {System.out.println("<classes>");}  
 @after {System.out.println("</classes>");}  
 : class_address+ 
 ; 
 
class_address 
 : address id1=eight_hex id2=eight_hex id3=eight_hex id4=eight_hex 
id5=eight_hex id6=eight_hex id7=eight_hex id8=eight_hex id9=IDENT id10=IDENT 
   {System.out.println("<class>\n"  
     +"<class_id>" + $id9.text + " " + $id10.text + 
"</class_id>\n" 
     +"<type_id>" + $id1.text + "</type_id>\n"  
   
    +"<access_flags>" + $id2.text + 
"</access_flags>\n" 
    +"<superclass_id>" + $id3.text + 
"<superclass>\n" 
    +"<interfaces_offset>" + $id4.text + 
"<interfaces_offset>\n" 
    +"<source_file_id>" + $id5.text + 
"<source_file_id>\n" 
    +"<annotations_offset>" + $id6.text + 
"<annotations_offset>\n" 
    +"<class_data_offset>" + $id7.text + 
"<class_data_offset>\n" 
    +"<static_values_offset>" + $id8.text +  
    +"<static_values_offset>\n" + "</class>");}  
 ; 
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data  
 @init {System.out.println("<data>");}  
 @after {System.out.println("</data>");}  
 : class_+ 
 ; 
 
class_ 
 @init {System.out.println("<class>");}  
 @after {System.out.println("</class>");}  
 : class_data_items  
 ; 
 
class_data_items 
 @init {System.out.println("<class_data_items>");}  
 @after {System.out.println("</class_data_items>");} 
 : class_data_item 
 ; 
 
class_data_item 
 @init {System.out.println("<class_data_item>");}  
 @after {System.out.println("</class_data_item>");} 
 : class_data_item_header static_fields //instance_methods  
  direct_methods // virtual_methods 
  encoded_arrays 
 ; 
  
class_data_item_header 
 : address HEX_DOUBLE 'static fields size:' id1=DIGIT 
  address HEX_DOUBLE 'instance fields size:' id2=DIGIT 
  address HEX_DOUBLE 'direct methods size:' id3=DIGIT 
  address HEX_DOUBLE 'virtual methods size:' id4=DIGIT 
   {System.out.println("<static_field_size>" + $id1.getText()  

+ "</static_field_size>\n"      
+"<instance_field_size>" + $id2.getText() + 
"</instance_field_size>\n"    
+"<direct_methods_size>" + $id3.getText() + 
"</direct_methods_size>\n" 

   +"<virtual_methods_size>" + $id4.getText() + 
"</virtual_methods_size>");}  
 ; 
 
static_fields 
 @init {System.out.println("<static_fields>");}  
 @after {System.out.println("</static_fields>");} 
 : static_field+ 
 ; 
 
static_field 
 @init {System.out.println("<static_field>");}  
 @after {System.out.println("</static_field>");} 
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 : address id1=HEX_DOUBLE id2=HEX_DOUBLE 
   {System.out.println("<field_id>" + $id1.getText() + 
"</field_id>\n" 
     +"<access_flags>" + $id2.getText() + 
"</access_flags>");}  
 ; 
 
direct_methods 
 @init {System.out.println("<direct_methods>");}  
 @after {System.out.println("</direct_methods>");} 
 : direct_method+ 
 ; 
 
direct_method 
 @init {System.out.println("<direct_method>");}  
 @after {System.out.println("</direct_method>");} 
 : address id1=HEX_DOUBLE id2=HEX_DOUBLE  

id3=HEX_DOUBLE id4=HEX_DOUBLE id5=HEX_DOUBLE id6=HEX_DOUBLE 
   {System.out.println("<method_id>" + $id1.getText() + 
"</method_id>\n" 

+"<access_flags>" + $id2.getText()  + $id3.getText()  + 
$id4.getText()   

+ "</access_flags>\n" 
  +"<address>0x" + $id5.getText() + $id6.getText() + 
"</address>");}  
 | address id1=HEX_DOUBLE id2=HEX_DOUBLE id3=HEX_DOUBLE id4=HEX_DOUBLE  
   {System.out.println("<method_id>" + $id1.getText() + 
"</method_id>\n" 
     +"<access_flags>" + $id2.getText() + 
"</access_flags>\n" 
    +"<address>0x" + $id3.getText() + $id4.getText() + 
"</address>");}  
 ; 
 
encoded_arrays 
 : address HEX_DOUBLE 'array item count:' DIGIT encoded_array+ 
 ; 
 
encoded_array 
 : address HEX_DOUBLE HEX_DOUBLE IDENT IDENT array_digit ':' '"' IDENT 
'"' 
 ; 
 
proto_type_string  
 : IDENT 
 | IDENT ';'  
 | IDENT '.' IDENT 
 | IDENT '/' IDENT 
 | IDENT '/' '<' IDENT '>'  
 | '<' IDENT '>' '()' IDENT  
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 | IDENT '/' IDENT '/' IDENT ';'  
 | '[' IDENT '/' IDENT '/' IDENT ';'  
 | IDENT '()' IDENT '/' IDENT '/' IDENT ';'      
 | IDENT '/' IDENT '/' IDENT '.' IDENT      
 | IDENT '/' IDENT '/' IDENT '/' IDENT          
 | IDENT '/' IDENT '/' IDENT '/' '<' IDENT '>'    
 | IDENT '(' IDENT '/' IDENT '/' IDENT ';' ')' IDENT     
 | IDENT '(' '[' IDENT '/' IDENT '/' IDENT ';' ')' IDENT 
 | IDENT '(' IDENT ')' IDENT '/' IDENT '/' IDENT ';'   
 | IDENT '(' IDENT '/' IDENT '/' IDENT ';' ')' IDENT '/' IDENT '/' IDENT 
';'   ; 
  
  
hex_address: '0x' eight_hex 
 ; 
  
address 
 : eight_hex ':'  
 ; 
  
eight_hex 
 : HEX_DOUBLE HEX_DOUBLE HEX_DOUBLE HEX_DOUBLE  
 ; 
 
array_digit returns [String result] 
 : id=ELEMENT 
  {String str = id.getText(); $result = str.substring(1, 
str.length()-1);} 
 ; 
  
HEX_DOUBLE: 
('0'..'9')('0'..'9')|('0'..'9')('A'..'F')|('A'..'F')('0'..'9')|('A'..'F')('A'..'
F'); 
MAGIC_NUM: 'dex\\n035\\0'; 
IDENT: ('a'..'z'|'A'..'Z')+;  
DIGIT: ('0'..'9'); 
ELEMENT: ('[')('0'..'9')+(']'); 
CONST_4: 'const/4'; 
CONST_16: 'const/16'; 
CONST_HIGH_16: 'const/high16'; 
COMMENT:  '//' ~( '\r' | '\n' )* {$channel = HIDDEN;}; 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',' | '-' | '*')+ {$channel = HIDDEN;};    

Listing6-12showstheXMLoutputfromthegrammarfromListing6-11.This
doesn’tincludeall the XML nodes as we already covered that in Chapter 3 and it is 

lengthy..ThelargerandmorecompleteDexToXMLthatparsesallclasses.dex
filesandnotjustCasting.javaisavailableinthesourcecodeontheApress
website(www.apress.com).

http://www.apress.com
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Listing6-12.DexToXMLOutput

<root> 
<header> 
<magic>dex\n035\0</magic> 
<checksum>62 8B 44 18</checksum> 
<signature>DA A9 21 CA  9C 4F B4 C5  
 21 D7 77 BC  
 2A 18 4A 38  
 0D A2 AA FE</signature> 
<file_size>0x00000450</file_size> 
<header_size>0x00000070</header_size> 
<link_size>0x00000000</link_size> 
<link_offset>0x00000000</link_offset> 
<map_offset>0x000003A4</map_offset> 
<string_ids_size>0x0000001A</string_ids_size> 
<string_ids_offset>0x00000070</string_ids_offset> 
<type_ids_size>0x0000000A</type_ids_size> 
<type_ids_offset>0x000000D8</type_ids_offset> 
<proto_ids_size>0x00000007</proto_ids_size> 
<proto_ids_offset>0x00000100</proto_ids_offset> 
<field_ids_size>0x00000003</field_ids_size> 
<field_ids_offset>0x00000154</field_ids_offset> 
<method_ids_size>0x00000009</method_ids_size> 
<method_ids_offset>0x0000016C</method_ids_offset> 
<class_defs_size>0x00000001</class_defs_size> 
<class_defs_offset>0x000001B4</class_defs_offset> 
<data_size>0x0000027C</data_size> 
<data_offset>0x000001D4</data_offset> 
</header> 
<string_ids> 
<string> 
<id>0</id> 
<address>0x00000272</address> 
</string> 
<string> 
<id>1</id> 
<address>0x0000027F</address> 
</string> 
<string> 
<id>2</id> 
<address>0x00000287</address> 
</string> 
<string> 
<id>3</id> 
<address>0x0000028A</address> 
</string> 
<string> 
<id>4</id> 
<address>0x00000298</address> 
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</string> 
<string> 
<id>5</id> 
<address>0x0000029B</address> 
</string> 
<string> 
<id>6</id> 
<address>0x0000029E</address> 
</string> 
<string> 
<id>7</id> 
<address>0x000002A2</address> 
</string> 
<string> 
<id>8</id> 
<address>0x000002AD</address> 
</string> 
<string> 
<id>9</id> 
<address>0x000002B1</address> 
</string> 
<string> 
<id>10</id> 
<address>0x000002B5</address> 
</string> 
<string> 
<id>11</id> 
<address>0x000002CC</address> 
</string> 
<string> 
<id>12</id> 
<address>0x000002E0</address> 
</string> 
<string> 
<id>13</id> 
<address>0x000002F4</address> 
</string> 
<string> 
<id>14</id> 
<address>0x0000030F</address> 
</string> 
<string> 
<id>15</id> 
<address>0x00000323</address> 
</string> 
<string> 
<id>16</id> 
<address>0x00000326</address> 
</string> 
<string> 
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<id>17</id> 
<address>0x0000032A</address> 
</string> 
<string> 
<id>18</id> 
<address>0x0000033F</address> 
</string> 
<string> 
<id>19</id> 
<address>0x00000347</address> 
</string> 
<string> 
<id>20</id> 
<address>0x0000034F</address> 
</string> 
<string> 
<id>21</id> 
<address>0x00000357</address> 
</string> 
<string> 
<id>22</id> 
<address>0x0000035F</address> 
</string> 
<string> 
<id>23</id> 
<address>0x00000365</address> 
</string> 
<string> 
<id>24</id> 
<address>0x0000036A</address> 
</string> 
<string> 
<id>25</id> 
<address>0x00000373</address> 
</string> 
</string_ids> 
<type_ids> 
<type> 
<id>0</id> 
<string_id>2</string_id> 
<string>C<string> 
</type> 
<type> 
<id>1</id> 
<string_id>4</string_id> 
<string>I<string> 
</type> 
<type> 
<id>2</id> 
<string_id>7</string_id> 
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<string>LCasting;<string> 
</type> 
<type> 
<id>3</id> 
<string_id>10</string_id> 
<string>Ljava/io/PrintStream;<string> 
</type> 
<type> 
<id>4</id> 
<string_id>11</string_id> 
<string>Ljava/lang/Object;<string> 
</type> 
<type> 
<id>5</id> 
<string_id>12</string_id> 
<string>Ljava/lang/String;<string> 
</type> 
<type> 
<id>6</id> 
<string_id>13</string_id> 
<string>Ljava/lang/StringBuilder;<string> 
</type> 
<type> 
<id>7</id> 
<string_id>14</string_id> 
<string>Ljava/lang/System;<string> 
</type> 
<type> 
<id>8</id> 
<string_id>15</string_id> 
<string>V<string> 
</type> 
<type> 
<id>9</id> 
<string_id>17</string_id> 
<string>[Ljava/lang/String;<string> 
</type> 
</type_ids> 
<proto_ids> 
<proto> 
<id>0</id> 
<string>Ljava/lang/String;</string> 
<signature>L<signature> 
</proto> 
<proto> 
<id>1</id> 
<string>Ljava/lang/StringBuilder;</string> 
<signature>LC<signature> 
</proto> 
<proto> 
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<id>2</id> 
<string>Ljava/lang/StringBuilder;</string> 
<signature>LI<signature> 
</proto> 
<proto> 
<id>3</id> 
<string>Ljava/lang/StringBuilder;</string> 
<signature>LL<signature> 
</proto> 
<proto> 
<id>4</id> 
<string>V</string> 
<signature>V<signature> 
</proto> 
<proto> 
<id>5</id> 
<string>V</string> 
<signature>VL<signature> 
</proto> 
<proto> 
<id>6</id> 
<string>V</string> 
<signature>VL<signature> 
</proto> 
</proto_ids> 
<field_ids> 
<field> 
<id>0</id> 
<name>Casting.ascStr</name> 
<type>Ljava/lang/String;<type> 
</field> 
<field> 
<id>1</id> 
<name>Casting.chrStr</name> 
<type>Ljava/lang/String;<type> 
</field> 
<field> 
<id>2</id> 
<name>java/lang/System.out</name> 
<type>Ljava/io/PrintStream;<type> 
</field> 
</field_ids> 
</root> 



CHAPTER6:DecompilerImplementation196

DexToSource
ToimplementDexToSource,theAndroiddecompiler,thissectionlooksatthree
examplesofhowthecodewascompiledintotheclasses.dexfile;thenyou
reverse-engineeritbackintoJavaandcodeyourANTLRparsertoautomatethe
process.ThethreeexamplesaretheCasting.javacodefromChapters2and3;
HelloWorldAndroid;andanifstatementfromtheWordPressAndroidapp(an
opensourceAndroidapp),whichisavailableat
http://android.svn.wordpress.org/trunk/src/org/wordpress/android/.

Theanalysisofeachexamplestartswitharawbytecodethatisthenbroken
downandparsedintosomethingresemblingtheoriginalJavasourcecode.Two
resourcesareveryhelpfulwhenpullingapartthebytecode:Google’sbytecode
fortheDalvikvirtualmachine(DVM),at
www.netmite.com/android/mydroid/dalvik/docs/dalvik-bytecode.html;and
GaborPaller’sexcellent‘‘DalvikOpcodes’’paperfromhisblog,whichyoucan
findathttp://pallergabor.uw.hu/androidblog/dalvik_opcodes.html. 

Example1:Casting.java
EachexamplestartswiththeoriginalJavacodefollowedbythebytecodeyou
wanttoreverse-engineerfromclasses.dex,theparser,andfinallythereverse-
engineeredJavasource.SeeListing6-13fortheCasting.javacode.

Listing6-13.Casting.java

public class Casting { 
 
 static final String ascStr = "ascii "; 
 static final String chrStr = " character "; 
 
 public static void main(String args[]){ 
 
  for(char c=0; c < 128; c++) { 
      System.out.println(ascStr + (int)c + chrStr + c); 
  } 
 } 
} 

CompilingCasting.javaintoclasses.dexandrunningitthroughdedexerresults
inthebytecodeshowninListing6-14.

http://android.svn.wordpress.org/trunk/src/org/wordpress/android/
http://www.netmite.com/android/mydroid/dalvik/docs/dalvik-bytecode.html
http://pallergabor.uw.hu/androidblog/dalvik_opcodes.html
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Listing6-14.Casting.ddx

.class public Casting 

.super java/lang/Object 

.source Casting.java 
 
.field static final ascStr Ljava/lang/String; = "ascii " 
.field static final chrStr Ljava/lang/String; = " character " 
 
.method public <init>()V 
.limit registers 1 
; this: v0 (LCasting;) 
.line 1 
 invoke-direct {v0},java/lang/Object/<init> ; <init>()V 
 return-void  
.end method 
 
.method public static main([Ljava/lang/String;)V 
.limit registers 5 
; parameter[0] : v4 ([Ljava/lang/String;) 
.line 8 
 const/4 v0,0 
l1fe: 
 const/16 v1,128 
 if-ge v0,v1,l252 
.line 9 
 sget-object    v1,java/lang/System.out Ljava/io/PrintStream; 
 new-instance    v2,java/lang/StringBuilder 
 invoke-direct    {v2},java/lang/StringBuilder/<init> ; <init>()V 
 const-string    v3,"ascii " 
 invoke-virtual    {v2,v3},java/lang/StringBuilder/append ; 
append(Ljava/lang/String;)Ljava/lang/StringBuilder; 
 move-result-object v2 
 invoke-virtual    {v2,v0},java/lang/StringBuilder/append ; 
append(I)Ljava/lang/StringBuilder; 
 move-result-object v2 
 const-string    v3," character " 
 invoke-virtual    {v2,v3},java/lang/StringBuilder/append ; 
append(Ljava/lang/String;)Ljava/lang/StringBuilder; 
 move-result-object v2 
 invoke-virtual    {v2,v0},java/lang/StringBuilder/append ; 
append(C)Ljava/lang/StringBuilder; 
 move-result-object v2 
 invoke-virtual    {v2},java/lang/StringBuilder/toString ; 
toString()Ljava/lang/String; 
 move-result-object v2 
 invoke-virtual    {v1,v2},java/io/PrintStream/println ; 
println(Ljava/lang/String;)V 
.line 8 
 add-int/lit8    v0,v0,1 
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 int-to-char   v0,v0 
 goto l1fe 
l252: 
.line 11 
 return-void  
.end method 

BytecodeAnalysis 

Beforeyoucanbegincodingtheparser,youneedtounderstandbytecode.
Table6-1showstherawbytecodealongwiththecorrespondingopcodesand
operandsandarunningtallyofthevaluesintheProgramCounter(PC),v0,v1,
v2,andv3DVMregisters.

Table6-1.Casting.javaAndroidBytecodeAnalysis

PC RawBy Opcode Operand v0 v1 v2 v3 Comments 

0 1200 const/4 v0, 0 0    Puttheinteger0
intoregisterv0

1 1301 
0800 

const/16 v1, 128  128   Puttheinteger
128intoregister
v1

3 3510 
2800 

if-ge v0, v1, 28     JumptoPC2b
(plus28)if
v0>=v1

5 6201 
0200 

sget-
object 

v1, 
field[2] 

 java.lang
.System.o
ut:Ljava/
io/PrintS
tream 

  Readtheobject
infield[2],
java.lang.Syste
m.out:Ljava/io/
PrintStream,
andstoreinv1

7 2202 
0600  

new-
instance 

v2, type[6]   java/l
ang/St
ringBu
ilder 

 Createanobject
type[6],
java/lang/Strin
gBuilder,and
storeinv2

9 7010 
0400 
0200 

invoke-
direct 

method[4], 
{v2} 

    Callmethod[4]
withone
argument,
java/lang/Strin
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PC RawBy Opcode Operand v0 v1 v2 v3 Comments 

gBuilder/<init>
(<init>()V)with
parameters{v2}

c 1a03 
1400 

const-
string 

v3, 
string[20] 

   "asci
i"  

Store
string[20],
"ascii "inv3

e 6e20 
0700 
3200 

invoke-
virtual 

method[7], 
{v2, v3} 

    Callmethod[7],
java/lang/Strin
gBuilder/append 
(append(Ljava/l
ang/String;)Lja
va/lang/StringB
uilder;),with
parameters{v2, 
v3}

11 0c02 move-
result-
object 

v2   "ascii
" + 

 Movetheresult
oftheprevious
methodcallto
v2

12 6e20 
0600 
0200  

invoke-
virtual 

method[6], 
{v2, v0} 

    Callmethod[6],
java/lang/Strin
gBuilder/append 
(append(I)Ljava
/lang/StringBui
lder;),with
parameters{v2, 
v0}

15 0c02 move-
result-
object 

v2   "ascii
" + 
"0" 

 Movetheresult
oftheprevious
methodcallto
v2

16 1a03 
0000 

const-
string 

v3, 
string[0] 

   " 
chara
cter" 

Storestring[0],
" character"in
v3
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PC RawBy Opcode Operand v0 v1 v2 v3 Comments 

18 6e20 
0700 
3200 

invoke-
virtual 

method[7], 
{v2, v3} 

    Callmethod[7],
java/lang/Strin
gBuilder/append 
(append(Ljava/l
ang/String;)Lja
va/lang/StringB
uilder;),with
parameters{v2, 
v3}

1b 0c02 move-
result-
object 

v2   "ascii
" + 
"0" + 
" 
charac
ter" 

 Movetheresult
oftheprevious
methodcallto
v2

1c 6e20 
0500 
0200 

invoke-
virtual 

method[5], 
{v2, v0} 

    Callmethod[5],
java/lang/Strin
gBuilder/append 
(append(C)Ljava
/lang/StringBui
lder;),with
parameters{v2, 
v0}

1f 0c02 move-
result-
object 

v2   "ascii
" + 
"c" + 
" 
charac
ter" + 
"c" 

 Movetheresult
oftheprevious
methodcallto
v2

20 6e10 
0800 
0200 

invoke-
virtual 

method[8], 
{v2} 

    Callmethod[8],
java/lang/Strin
gBuilder/toStri
ng 
(toString()Ljav
a/lang/String;)
,with
parameters{v2}
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PC RawBy Opcode Operand v0 v1 v2 v3 Comments 

23 0c02 move-
result-
object 

v2   "ascii
" + 
"c" + 
" 
charac
ter" + 
"c".to
String
() 

 Movetheresult
oftheprevious
methodcallto
v2

24 6e20 
0200 
2100 

invoke-
virtual  

method[2], 
{v1,v2} 

  printl
n 

 Callmethod[2],
java/io/PrintSt
ream/println 
(println(Ljava/
lang/String;)V)
,with
parameters{v1, 
v2}

27 d800 
0001 

add-
int/lit8 

v0, v0, 1     Addint1tov0

29 8e00 int-to-
char       

v0, v0     Convertv0to
charandstore
inv0

2a 28d7 goto d7     GotoPC=1(go
back–29)

2b 0e00 return-
void 

     Return

Parser
MuchoftheoutsideshelloftheJavacode,suchasthenameoftheclassand
thenameofthestrings,methods,fields,andsoon,seenintheCasting.ddxfile.
Listingin6-14canbetransformedusingtheparserinListing6-15.Theoutputis
showninListing6-16.

Listing6-15.Casting.javaWithoutBytecodeParser

grammar DexToSource; 
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options {language = Java;} 
@header {package com.riis.decompiler;} 
@lexer::header {package com.riis.decompiler;} 
@members{String flag_result = "";}   
 
rule 
 @after {System.out.println("}");}  
 :  class_name super_ source fields methods+  
 ; 
  
class_name  
 : CLASS f1=flags id2=IDENT 
  {System.out.println($f1.text + " class " + $id2.text + " {");} 
 ; 
   
super_: SUPER package_; 
source: SOURCE IDENT '.java';     
fields: field+ ; 
 
methods: method_start method_end; 
 
field: FIELD f1=flags id2=IDENT p1=package_ ';' '=' '"' id4=IDENT '"' 
 {System.out.println($f1.text + " " + $p1.result + " " + $id2.text + " = 
\"" + $id4.text + "\"" );} 
 ; 
 
method_start: METHODSTRT f1=flags INIT p1=params r1=return_ 
 {System.out.println($f1.text + " " + $r1.result + " init " + $p1.result 
+ " {");} 
 | METHODSTRT f1=flags id1=IDENT p1=params r1=return_ 
 {System.out.println($f1.text + " " + $r1.result + " " + $id1.text + " (" 
+ $p1.result + ") {");} 
 ; 
 
method_end 
 @after {System.out.println("}");}  
 : METHODEND 
  ; 
  
flags: flag+; 
 
flag  returns [String flag_result] 
 : f1='public'  {flag_result += $f1.text;} 
 | f1='static'  {flag_result += $f1.text;} 
 | f1='final'  {flag_result += $f1.text;} 
 ; 
 
   
params returns [String result] 
 : '(' ')' {$result = "()";} 
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 | '(' '[L' id1=package_ ';' ')' {$result = $id1.result + " args[]";} 
//([Ljava/lang/String;) 
 ; 
 
package_ returns [String result] 
 : IDENT '/' IDENT '/' id1=IDENT {$result = id1.getText();}   
  ; 
  
return_ returns [String result] 
 : 'V' {$result = "void";} 
 ; 
  
CLASS: '.class'; 
PUBLIC: 'public'; 
STATIC: 'static'; 
FINAL: 'final'; 
SUPER: '.super'; 
SOURCE: '.source'; 
FIELD: '.field'; 
METHODSTRT: '.method'; 
METHODEND: '.end method'; 
INIT: '<init>'; 
IDENT: ('a'..'z'|'A'..'Z')+; 
COMMENT:  '//' ~( '\r' | '\n' )* {$channel = HIDDEN;}; 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

Thestructureofthefile,beforeparsinganybytecode,isnowshownin
Listing6-16.

Listing6-16.Casting.javaWithoutPytecode

public class Casting { 
static final String ascStr = "ascii" 
static final String chrStr = "character" 
public void init () { 
} 
public static void main (String args[]) { 
} 
} 
 

ButthecorelogicoftheJavacodeisintheopcodesattheendoftheDDXfile.
LookingatTable6-1,itshouldbeclearerhowtheopcodesmaptothetarget
JavacodeCasting.java;seeListing6-13,whichyou’vebeenusingthroughout
thebook.

Themethodcodehastwoparts:theforloopandtheSystem.out.println
statementwithintheforloop.Fromtheparser’sperspective,youcancreatethe
forloopasfollowsinListing6-17.Notethatreservedkeywordssuchasreturn
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haveanaddedunderscoresothegeneratedANTLRcodecompileswithoutany
errors.

Listing6-17.forLoopParser

rule: class_name super_ source fields methods+ ; 
 
class_name : CLASS flags IDENT ; 
 
super_: SUPER package_; 
 
source: SOURCE IDENT '.java';     
 
fields: field+ ; 
 
field: FIELD flags IDENT package_ ';' '=' '"' IDENT '"'; 
 
methods: method_start scrap* method_end 
  | method_start scrap* for_start for_body scrap* for_end method_end 
  ; 
   
method_start: METHODSTRT flags INIT params return_ 
 | METHODSTRT flags IDENT params return_ 
 ; 
  
method_end: METHODEND; 
 
for_start : put_in_reg label put_in_reg if_ge scrap*; 
 
const_string: CONST_STRING reg ddx_string; 
 
ddx_string: '"' IDENT '"'; 
 
for_end : add_int int_to_char goto_ label scrap*; 
 
new_instance: NEW_INSTANCE reg package_ scrap*; 
 
add_int: ADD_INT reg reg DIGIT; 
 
int_to_char: INT_TO_CHAR reg reg; 
 
goto_: GOTO label; 
 
if_ge: IF_GE reg reg label; 
 
put_in_reg: const_ reg DIGIT; 
 
reg_args: '{' reg+ '}'; 
 
label: LABEL  
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 | LABEL ':' 
 ;  
 
invoke_direct: INVOKE_DIRECT regs package_ ; 
 
flags: flag+; 
 
flag  : f1='public'   
 | f1='static' 
 | f1='final' 
 ; 
 
params : '(' ')'  
 | '(' '[L' package_ ';' ')' 
 | '(' IDENT ';' ')'  
 | IDENT '(' package_ ';' ')'  
 | IDENT '(' IDENT ')'  
 | IDENT '(' ')' 
 ; 
 
package_  
 : IDENT '/' IDENT '/' IDENT  
 | IDENT '/' IDENT '/' IDENT '/' IDENT 
 | IDENT '/' IDENT '/' IDENT '.' IDENT 
 | IDENT '/' IDENT '/' IDENT '/' '<init>' 
 |  'L' IDENT '/' IDENT '/' IDENT 
  ; 
 
return_ : 'V'; 
 
regs: '{' reg+ '}'; 
 
reg : 'v' DIGIT; 
 
const_ : CONST_4  
 | CONST_16 
 | CONST_HIGH_16 
 ;    
 
scrap: LIMIT REGISTERS DIGIT 
 | ';' 'this:' reg params 
 | LINE DIGIT+ 
 | invoke_direct ';' '<init>' params return_  
 | RETURN_VOID 
 | ';' 'parameter[' DIGIT ']' ':' reg params 
 ;  
 
CLASS: '.class'; 
PUBLIC: 'public'; 
STATIC: 'static'; 
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FINAL: 'final'; 
SUPER: '.super'; 
SOURCE: '.source'; 
FIELD: '.field'; 
METHODSTRT: '.method'; 
METHODEND: '.end method'; 
INIT: '<init>'; 
LIMIT: '.limit'; 
REGISTERS: 'registers'; 
LINE: '.line'; 
INVOKE_DIRECT: 'invoke-direct'; 
RETURN_VOID: 'return-void'; 
IF_GE: 'if-ge'; 
ADD_INT: 'add-int/lit8'; 
INT_TO_CHAR: 'int-to-char'; 
GOTO: 'goto'; 
CONST_STRING: 'const-string'; 
CONST_4: 'const/4'; 
CONST_16: 'const/16'; 
CONST_HIGH_16: 'const/high16'; 
DIGIT: ('0'..'9')+; 
IDENT: ('a'..'z'|'A'..'Z')+; 
LABEL: 'l' ('0'..'9'|'a'..'f')('0'..'9'|'a'..'f')('0'..'9'|'a'..'f'); 
COMMENT:  '//' ~( '\r' | '\n' )* {$channel = HIDDEN;}; 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

Thelexertokensareinuppercase,andtheparserrulesareinlowercase.
for_startisagreater-than-or-equal-to conditionfollowedbyalabeltojumptoif
theconditionistrue.Thefor_endrule,asyousawinthetablebreakdown,adds
1tothevariablecandthenjumpsbacktothefor_startcondition.Notethis
isn’tgeneric:itwon’tworkforanyotherforloop.I’mshowingittogiveyouan
ideaofhowtoputtheparsertogether.

NextyouneedtoaddtheparsercodefortheSystem.out.printlnorfor_body
statement,whichyouplacebetweenthefor_startandfor_endpartsofthe
for_looprule;seeListing6-18.

Listing6-18.Casting.javaParser

for_body: sget stmt_builder invoke_virtual; 
 
stmt_builder returns : new_instance invoke_move+; 
 
invoke_move  
 : invoke_virtual move_result   
 | const_string invoke_virtual move_result   
 ; 
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move_result: MOVE_RESULT_OBJECT reg; 
 
const_string: CONST_STRING reg ddx_string; 
 
ddx_string: '"' IDENT '"'; 
 
new_instance: NEW_INSTANCE reg package_ scrap*; 
 
sget : SGET_OBJECT reg package_ package_ ';'; 
 
invoke_virtual 
 : INVOKE_VIRTUAL reg_args package_ ';' params 'V' 
 | INVOKE_VIRTUAL reg_args package_ ';' params package_ ';'  
 ; 

Nowthattheopcodescanbeparsed,youcanaddyourownprintlnstatements
tooutputtheJavacode;seeListing6-19.Althoughthislistingislong,itisoneofthe
mostcompleteparsersprovidedandthusimportanttoreviewinitsentirety.



Listing6-19.Casting.ddxParser

grammar DexToSource; 
 
options {language = Java;} 
@header {package com.riis.decompiler;} 
@lexer::header {package com.riis.decompiler;} 
@members{String flag_result = "";}   
 
rule 
 @after {System.out.println("}");}  
 :  class_name super_ source fields methods+  
 ; 
  
class_name  
 : CLASS f1=flags id2=IDENT 
  {System.out.println($f1.text + " class " + $id2.text + " {");} 
 ; 
   
super_: SUPER package_; 
source: SOURCE IDENT '.java';     
fields: field+ ; 
 
field: FIELD f1=flags id2=IDENT p1=package_ ';' '=' '"' id4=IDENT '"' 
 {System.out.println($f1.text + " " + $p1.result + " " + $id2.text + " = 
\"" + $id4.text + "\"" );} 
 ; 
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methods: method_start scrap* method_end 
  | method_start scrap* for_start for_body scrap* for_end method_end 
  ; 
 
 
method_start: METHODSTRT f1=flags INIT p1=params r1=return_ 
 {System.out.println($f1.text + " " + $r1.result + " init " + $p1.result 
+ " {");} 
 | METHODSTRT f1=flags id1=IDENT p1=params r1=return_ 
 {System.out.println($f1.text + " " + $r1.result + " " + $id1.text + " (" 
+ $p1.result + ") {");} 
 ; 
 
method_end 
 @after {System.out.println("}");}  
 : METHODEND 
  ; 
 
for_start : id1=put_in_reg label id2=put_in_reg if_ge scrap* 
  {System.out.println("for(a=" + $id1.result + "; a < " + 
$id2.result + "; a++){");}    
 ; 
 
 
for_body: id1=sget id3=stmt_builder id2=invoke_virtual   
  {System.out.println($id1.result + "." + $id2.result + "(" + 
$id3.result);} 
 ; 
 
stmt_builder returns [String result] 
 : new_instance id1=invoke_move id2=invoke_move id3=invoke_move  

id4=invoke_move id5=invoke_move 
{$result = "\"" + $id1.result + "\" + " + $id2.result + " + \"" + $id3.result + 
"\" +" + $id4.result + ")";} 
 ; 
 
invoke_move returns [String result] 
 : id1=invoke_virtual move_result   
  {$result = $id1.result;} 
 | id1=const_string invoke_virtual move_result   
  {$result = $id1.result;} 
 ; 
 
move_result: MOVE_RESULT_OBJECT reg   
 ; 
  
const_string returns [String result] 
 : CONST_STRING reg id1=ddx_string {$result = $id1.result;} 
 ; 
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ddx_string returns [String result] 
 : '"' id1=IDENT '"' {$result = $id1.getText();} 
 ; 
  
for_end : add_int int_to_char goto_ label scrap* 
  {System.out.println("}");} 
 ; 
 
new_instance: NEW_INSTANCE reg package_ scrap*; 
 
sget returns [String result] 
 : SGET_OBJECT reg id1=package_ id2=package_ ';' {$result = $id1.result;} 
  ; 
 
invoke_virtual returns [String result] 
 : INVOKE_VIRTUAL reg_args id1=package_ ';' params 'V' {$result = 
$id1.result;} 
 | INVOKE_VIRTUAL reg_args package_ ';' id1=params package_ ';' {if 
($id1.result.compareTo("I") == 0) { $result = "(int)a"; } else {$result = 
"(char)a";}} 
 ; 
 
add_int: ADD_INT reg reg DIGIT 
 ; 
 
int_to_char: INT_TO_CHAR reg reg 
 ; 
 
goto_: GOTO label 
 ; 
  
if_ge: IF_GE reg reg label  
 ; 
 
put_in_reg returns [String result] 
 : const_ reg id1=DIGIT {$result = $id1.getText();} 
 ; 
 
reg_args: '{' reg+ '}' 
 ; 
 
label: LABEL  
 | LABEL ':' 
 ;  
 
invoke_direct: INVOKE_DIRECT regs package_  
 ; 
   
flags: flag+; 
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flag  returns [String flag_result] 
 : f1='public'  {flag_result += $f1.text;} 
 | f1='static'  {flag_result += $f1.text;} 
 | f1='final'  {flag_result += $f1.text;} 
 ; 
  
  
params returns [String result] 
 : '(' ')' {$result = "()";} 
 | '(' '[L' id1=package_ ';' ')' {$result = $id1.result + " args[]";} 
 | '(' id2=IDENT ';' ')' {$result = $id2.getText();}     
 | IDENT '(' id3=package_ ';' ')' {$result=$id3.result;}   
 | IDENT '(' id4=IDENT ')' {$result = $id4.getText();}    
 | IDENT '(' ')' {$result = "()";}     

; 
 
package_ returns [String result] 
 : IDENT '/' IDENT '/' id1=IDENT  {$result = id1.getText();}   
 | IDENT '/' IDENT '/' IDENT '/' id1=IDENT {$result = 
id1.getText();}   
 | IDENT '/' IDENT '/' id1=IDENT '.' id2=IDENT{$result = id1.getText() + 
"." + id2.getText();}   
 | IDENT '/' IDENT '/' IDENT '/' '<init>'  {$result = "init";}  
 |  'L' IDENT '/' IDENT '/' id1=IDENT    {$result = 
$id1.getText();} 
 ; 
 
  
return_ returns [String result] 
 : 'V' {$result = "void";} 
 ; 
 
 
regs: '{' reg+ '}'; 
 
reg : 'v' DIGIT; 
    
const_ : CONST_4  
 | CONST_16 
 | CONST_HIGH_16 
 ;    
 
scrap: LIMIT REGISTERS DIGIT 
 | ';' 'this:' reg params 
 | LINE DIGIT+ 
 | invoke_direct ';' '<init>' params return_  
 | RETURN_VOID 
 | ';' 'parameter[' DIGIT ']' ':' reg params 
 ;  
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CLASS: '.class'; 
PUBLIC: 'public'; 
STATIC: 'static'; 
FINAL: 'final'; 
SUPER: '.super'; 
SOURCE: '.source'; 
FIELD: '.field'; 
METHODSTRT: '.method'; 
METHODEND: '.end method'; 
INIT: '<init>'; 
LIMIT: '.limit'; 
REGISTERS: 'registers'; 
LINE: '.line'; 
INVOKE_DIRECT: 'invoke-direct'; 
INVOKE_VIRTUAL: 'invoke-virtual'; 
MOVE_RESULT_OBJECT: 'move-result-object'; 
NEW_INSTANCE: 'new-instance'; 
RETURN_VOID: 'return-void'; 
IF_GE: 'if-ge'; 
SGET_OBJECT: 'sget-object'; 
ADD_INT: 'add-int/lit8'; 
INT_TO_CHAR: 'int-to-char'; 
GOTO: 'goto'; 
CONST_STRING: 'const-string'; 
CONST_4: 'const/4'; 
CONST_16: 'const/16'; 
CONST_HIGH_16: 'const/high16'; 
DIGIT: ('0'..'9')+; 
IDENT: ('a'..'z'|'A'..'Z')+; 
LABEL: 'l' ('0'..'9'|'a'..'f')('0'..'9'|'a'..'f')('0'..'9'|'a'..'f'); 
COMMENT:  '//' ~( '\r' | '\n' )* {$channel = HIDDEN;}; 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

Java
ThegeneratedJavacodeisshowninListing6-20.Notethatdedexermade
somesubtlechangestotheopcodes,soyoulostthevariablesintheprint
statement.TheJavacodealsoneedssometabstomakeitmorereadable,but
youshouldseethatclasses.dexhasbeentransformedbackintoJava.

Listing6-20.GeneratedCasting.java

public class Casting { 
static final String ascStr = "ascii" 
static final String chrStr = "character" 
public void init () { 
} 
public static void main (String args[]) { 
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for(a=0; a < 128; a++){ 
System.out.println("ascii" + (int)a + "character" +(char)a) 
} 
} 
} 

Example2:HelloWorld
TheAndroidSDKcomeswithasimpleHelloWorldapplication,showninFigure
6-2.Thenextexampletakesthecodeandreverse-engineersit.

Figure6-2.HelloAndroidscreen

TheoriginalJavacodeisshowninListing6-21.

Listing6-21.Hello.java

package org.example.Hello; 
 
import android.app.Activity; 
import android.os.Bundle; 
 
public class Hello extends Activity { 
    /** Called when the activity is first created. */ 
    @Override 
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    public void onCreate(Bundle savedInstanceState) { 
        super.onCreate(savedInstanceState); 
        setContentView(R.layout.main); 
    } 
}  

ThecorrespondingDDXfileisshowninListing6-22.

Listing6-22.HelloWorld.ddx

.class public org/example/Hello/Hello 

.super android/app/Activity 

.source Hello.java 
 
.method public <init>()V 
.limit registers 1 
; this: v0 (Lorg/example/Hello/Hello;) 
.line 6 
 invoke-direct {v0},android/app/Activity/<init> ; <init>()V 
 return-void  
.end method 
 
.method public onCreate(Landroid/os/Bundle;)V 
.limit registers 3 
; this: v1 (Lorg/example/Hello/Hello;) 
; parameter[0] : v2 (Landroid/os/Bundle;) 
.line 10 
 invoke-super {v1,v2},android/app/Activity/onCreate ; 
onCreate(Landroid/os/Bundle;)V 
.line 11 
 const/high16 v0,32515 
 invoke-virtual {v1,v0},org/example/Hello/Hello/setContentView ; 
setContentView(I)V 
.line 12 
 return-void  
.end method 

BytecodeAnalysis
Table6-2explainswhateachbytecodesegmentfromListing6-22meansand
presentsarunningtallyofthevaluesinthev0,v1,andv2DVMregisters.
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Table6-2.HelloWorld.javaAndroidBytecodeAnalysis

PC Raw Bytecode Operand Opcode v0 v1 v2 Comments 

0 6 f20 0100 
2100 

invoke-super  {v1, v2}  this savedInstanceSt
ate 

Invokethevirtual
methodofthe
parent(v1)with
method[1] 
Landroid/app/Ac
tivity;.onCreat
e:(Landroid/os/
Bundle;)Vwith
argumentv2

3 1 500 037f const/high16 v0, 32515 32515   Putconstant
#7f03or32515in
v0

5 6 e20 0500 
0100 

invoke-
virtual  

{v1, v0} 32515   Invokevirtual
method[5] 
Lorg/example/He
llo/Hello;.setC
ontentView:(I)V
withargumentv0

8 0 e00 return-void     Return

Parser
ToparseHelloWorld,youneedtoaddsupportfortheinvoke-superandnew 
const16/highkeywordsaswellasthecontentViewstructure.Theparseris
showninListing6-23.

Listing6-23.HelloWorldandCastingParser

rule : for_loop return_ 
   | super_stmt return_ 
   ; 
 
super_stmt : invoke_super invoke_virtual_content 
  ; 
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for_loop : put_in_reg+ for_start println for_end  
       ; 
 
for_start: 'if-ge' reg reg HEX_DIGIT+ 
  ; 
 
for_end: add_int int_to_char goto_   
  ; 
   
put_in_reg : const_ reg HEX_DIGIT+ 
      ; 
 
reg : 'v' HEX_DIGIT 
  ; 
 
const_ : CONST_4  
    | CONST_16 
    | CONST_HIGH_16 
    ; 
     
add_int : ADD_INT reg reg HEX_DIGIT 
  ; 
 
int_to_char: 'int-to-char' reg reg  
  ; 
 
goto_: 'goto' HEX_DIGIT+ 
  ; 
   
return_: 'return-void' 
  ; 
      
println: sget new_instance invoke_direct const_string invoke_virtual_move+ 
  ; 
   
sget: SGET reg obj 
  ; 
 
new_instance: NEW_INSTANCE reg obj 
  ; 
 
invoke_direct: INVOKE_DIRECT obj param   
  ; 
 
invoke_super: INVOKE_SUPER param 
  ; 
 
invoke_virtual_move: invoke_virtual 
  | invoke_virtual move_result_object 
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  | invoke_virtual move_result_object const_string 
  ; 
 
invoke_virtual_content: content_view invoke_virtual  
  ; 
 
content_view: const_ reg HEX_DIGIT+  
  ; 
   
invoke_virtual: INVOKE_VIRTUAL obj param 
  | INVOKE_VIRTUAL param 
  ; 
 
move_result_object: MOVE_RESULT_OBJECT reg 
  ; 
 
const_string: CONST_STRING reg obj 
  ; 
   
obj : IDENT '[' HEX_DIGIT+ ']'  
  ; 
 
param : '{' reg '}'  
  | '{' reg reg '}' 
  ; 
   
INVOKE_DIRECT: 'invoke-direct'; 
INVOKE_SUPER: 'invoke-super'; 
INVOKE_VIRTUAL: 'invoke-virtual'; 
NEW_INSTANCE: 'new-instance'; 
MOVE_RESULT_OBJECT: 'move-result-object'; 
SGET: 'sget-object'; 
CONST_STRING: 'const-string'; 
HEX_DIGIT: ('0'..'9'|'A'..'F'|'a'..'f'); 
IDENT: ('a'..'z')+; 
ADD_INT: 'add-int/lit8'; 
CONST_4: 'const/4'; 
CONST_16: 'const/16'; 
CONST_HIGH_16: 'const/high16'; 

Java
ThegeneratedJavacodeisshowninListing6-24.classes.dextellsyouthat
savedInstanceStateisinv2whenthemethodisfirstinvokedand
setContentViewiscallingthenumericvalueofR.layout.Main.
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Listing6-24.GeneratedHelloWorld.java

super.onCreate(savedInstanceState); 
setContentView(32515);  

Example3:ifStatement
Tocompletetheseexamples,youneedanifstatement.Theopensource
AndroidappfromWordPressisagreatresourcebecauseit’saprofessionalapp
thatgivesyouaccesstothesourcecode.escapeHTML.javainListing6-25hasa
simpleifconditions.

Listing6-25.escapeHTMLMethod

public static void escapeHtml(Writer writer, String string) throws IOException { 
    if (writer == null ) { 
        throw new IllegalArgumentException ("The Writer must not be null."); 
    } 
    if (string == null) { 
        return; 
    } 
    Entities.HTML40_escape.escape(writer, string); 
} 

ThebytecodefromthedexfileisshowninListing6-26.

Listing6-26.escapeHTML.ddx

.method public static escapeHtml(Ljava/io/Writer;Ljava/lang/String;)V 

.throws Ljava/io/IOException; 

.limit registers 4 
; parameter[0] : v2 (Ljava/io/Writer;) 
; parameter[1] : v3 (Ljava/lang/String;) 
.line 27 
 if-nez v2,l7ba4c 
.line 28 
 new-instance v0,java/lang/IllegalArgumentException 
 const-string v1,"The Writer must not be null." 
 invoke-direct {v0,v1},java/lang/IllegalArgumentException/<init>
 ; <init>(Ljava/lang/String;)V 
 throw v0 
l7ba4c: 
.line 30 
 if-nez v3,l7ba52 
l7ba50: 
.line 34 
 return-void  
l7ba52: 
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.line 33 
 sget-object v0,org/wordpress/android/util/Entities.HTML40_escape 
Lorg/wordpress/android/util/Entities; 
 invoke-virtual {v0,v2,v3},org/wordpress/android/util/Entities/escape
 ; escape(Ljava/io/Writer;Ljava/lang/String;)V 
 goto l7ba50 
.end method 

BytecodeAnalysis
Table6-3explainswhateachbytecodesegmentfromListing6-23meansalong
witharunningtallyofthevaluesinthev0,v1,v2,andv3DVMregisters.The
onlyrealpuzzleinreverse-engineeringthebytecodeisthelastinstruction:28fa.
The28opcodetranslatestogotowithanoperandoffa.Theoperandisstored
intwo’scomplementformat(see
http://en.wikipedia.org/wiki/Twos_complementformoreinformation).Toget
theaddress,youneedtoconverteachofthehexadecimaldigitstobinary,flip
thebits,andadd1.Inthisexample,fa=11111010,whichwhenthebitsare
flippedbecomes00000101.Ifyouadd1,thenumberis00000110ordecimal6.
Gobacksixwords,andyouhaveyouraddress:000c.

Table6-3.escapeHTMLAndroidBytecodeAnalysis

PC Bytecode Opcode Operand v0 v1 v2 v3 Comments 

0 3 902 0a00 if-nez v2, 000a 0  write
r 
Ljava
/io/W
riter
; 

string 
Ljava/
lang/S
tring; 

JumptoPC=aifv2is
null

2 2200 0202  new-instance v0, type[514] Ljava/la
ng/Illeg
alArgume
ntExcept
ion; 

   Puttype[514] 
(0x202)intov0

4 1 a01 bf0d const-string v1, 
string[3519] 

 " The 
Writer 
must 
not be 
null" 

  Putstring[3519] 
(0x0dbf)intov1

http://en.wikipedia.org/wiki/Twos_complement
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PC Bytecode Opcode Operand v0 v1 v2 v3 Comments 

6 7 020 fe0b 
1000 

invoke-
direct 

{v0, v1}     Callmethod[3070] 
0x0bfe with 2 arg, 
Ljava/lang/IllegalAr
gumentException;.<in
it>:(Ljava/lang/Stri
ng;)V with
parameters{v0, v1}

9 27 00  throw v0     Throwexception
objectv0

a 3 903 0300 if-nez v3, 000d     JumptoPC=difv3is
null

c 0 e00 return-void      Return

d 6 200 260a sget-object v0, 
field[2598] 

org/word
press/an
droid/ut
il/Entit
ies.HTML
40_escap
e 
Lorg/wor
dpress/a
ndroid/u
til/Enti
ties; 

   Readtheobjectin
field[2598](0xa26),
org/wordpress/androi
d/util/Entities.HTML
40_escape 
Lorg/wordpress/andro
id/util/Entities;,
andstoreinv0

f 6 e30 4115 
2003 

invoke-
virtual 

{v0, v2, v3} 
method[5441] 

    Callmethod[5441]
(0x1541),
org/wordpress/androi
d/util/Entities/esca
pe 
(escape(Ljava/io/Wri
ter;Ljava/lang/Strin
g;)V),with
parameters{v0, v2, 
v3}
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PC Bytecode Opcode Operand v0 v1 v2 v3 Comments 

12 2 8fa goto 000c     Gotoaddressc;fais
storedastwo’s
complement

Parser
Toparsetheif not equal thenbranchaswellasthegotostatements,you
needtoaddthemtotheparser.Youalsoneedtoaddmoreparameteroptions
totheinvoke-virtualstatements;seeListing6-27.

Listing6-27.HelloWorld,Casting,andIfParser

rule : for_loop return_ 
   | super_stmt return_ 
   | if_stmt+ 
   ; 
 
if_stmt: if_ new_instance const_string invoke_direct throw_ 
  | if_ return_ goto_stmt 
  ; 
 
goto_stmt: sget invoke_virtual goto_ 
  ; 
   
if_ : IF_NEZ reg HEX_DIGIT+  
  ; 
 
throw_ : THROW reg 
  ; 
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super_stmt : invoke_super invoke_virtual_content 
  ; 
 
for_loop : put_in_reg+ for_start println for_end  
       ; 
 
for_start: 'if-ge' reg reg HEX_DIGIT+ 
  ; 
 
for_end: add_int int_to_char goto_   
  ; 
   
put_in_reg : const_ reg HEX_DIGIT+ 
      ; 
 
reg : 'v' HEX_DIGIT 
  ; 
 
const_ : CONST_4  
    | CONST_16 
    | CONST_HIGH_16 
    ; 
     
add_int : ADD_INT reg reg HEX_DIGIT 
  ; 
 
int_to_char: 'int-to-char' reg reg  
  ; 
 
goto_: 'goto' HEX_DIGIT+ 
  ; 
   
return_: 'return-void' 
  ; 
      
println: sget new_instance invoke_direct const_string invoke_virtual_move+ 
  ; 
   
sget: SGET reg obj 
  ; 
 
new_instance: NEW_INSTANCE reg obj 
  ; 
 
invoke_direct: INVOKE_DIRECT obj param   
  | INVOKE_DIRECT param 
  ; 
 
invoke_super: INVOKE_SUPER param 
  ; 
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invoke_virtual_move: invoke_virtual 
  | invoke_virtual move_result_object 
  | invoke_virtual move_result_object const_string 
  ; 
 
invoke_virtual_content: content_view invoke_virtual  
  ; 
 
content_view: const_ reg HEX_DIGIT+  
  ; 
   
invoke_virtual: INVOKE_VIRTUAL obj param 
  | INVOKE_VIRTUAL param 
  | INVOKE_VIRTUAL param obj 
  ; 
 
move_result_object: MOVE_RESULT_OBJECT reg 
  ; 
 
const_string: CONST_STRING reg obj 
  ; 
   
obj : IDENT '[' HEX_DIGIT+ ']'  
  ; 
 
param : '{' reg '}'  
  | '{' reg reg '}' 
  | '{' reg reg reg '}' 
  ; 
   
 
CONST_STRING: 'const-string'; 
IF_NEZ: 'if-nez'; 
INVOKE_DIRECT: 'invoke-direct'; 
INVOKE_SUPER: 'invoke-super'; 
INVOKE_VIRTUAL: 'invoke-virtual'; 
NEW_INSTANCE: 'new-instance'; 
MOVE_RESULT_OBJECT: 'move-result-object'; 
SGET: 'sget-object'; 
THROW: 'throw'; 
HEX_DIGIT: ('0'..'9'|'A'..'F'|'a'..'f'); 
IDENT: ('a'..'z')+; 
ADD_INT: 'add-int/lit8'; 
CONST_4: 'const/4'; 
CONST_16: 'const/16'; 
CONST_HIGH_16: 'const/high16'; 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 
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Java
ThegeneratedJavacodeisshowninListing6-28.

Listing6-28.GeneratedescapeHTML.java

if (writer == null ) { 
    throw new IllegalArgumentException ("The Writer must not be null."); 
} 
if (string == null) { 
    return; 
} 
Entities.HTML40_escape.escape(writer, string); 

Refactoring
Asyoubuildtheparser,itquicklybecomesclearthatyouneedtoputthe
instructionsintodifferentfamilies.Otherwise,theparsermayendupbeing
unmanageable,andyou’llalsoenduphard-codingthestructurestomatchthe
inputfiles.Withoutsomerefactoring,you’llneverhaveagenericsolutionto
reverse-engineeringtheAndroidAPKs.GaborPallerhassplittheinstructionsas
showninTable6-4.

Table6-4.OpcodeClassifications

Classification Opcodes 

Movingbetweenregisters move,move/from16,move-wide,move-wide/from16,move-
object,move-object/from16 

Obtainingandsettingthe
resultvalue

move-result,move-result-wide,move-result-object,
return-void,return,return-wide,return-object 

Exceptionhandling throw,move-exception 

Constantstoregisters const/4,const/16,const,const/high16,const-wide/16,
const-wide/32,const-wide,const-wide/high16,const-
string,const-class 

Synchronization monitor-enter,monitor-exit 

Typechecking check-cast,instance-of 
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Classification Opcodes 

Arraymanipulation new-array,array-length,filled-new-array,filled-new-
array/range,fill-array-data 

Instancecreation new-instance 

Executioncontrol goto,goto/16,packed-switch,sparse-switch,if-eq,if-
ne,if-lt,if-ge,if-gt,if-le,if-eqz,if-nez,if-ltz,if-
gez,if-gtz,if-lez 

Comparisons cmpl-float,cmpg-float,cmpl-double,cmpg-double,cmp-
long 

Read/writememberfields iget,iget-wide,iget-object,iget-boolean,iget-byte, 
iget-char,iget-short,iput,iput-wide,iput-object,
iput-boolean,iput-byte,iput-char,iput-short 

Read/writearrayelements aget,aget-wide,aget-object,aget-boolean,aget-byte,
aget-char,aget-short,aput,aput-wide,aput-object,
aput-boolean,aput-byte,aput-char,aput-short 

Read/writestaticfields sget,sget-wide,sget-object,sget-boolean,sget-byte,
sget-char,sget-short,sput,sput-wide,sput-object,
sput-boolean,sput-byte,sput-char,sput-short 

Methodinvocation invoke-virtual,invoke-super,invoke-direct, invoke-
static,invoke-interface,invoke-virtual/range,invoke-
super/range,invoke-direct/range,invoke-static/range,
invoke-interface/range 

Operationsonint,long,
float,double

add,sub,mul,div,rem,and,or,xor,shl,shr,ushr,neg-
(int,long,float,double),not-(int,long) 

TherefactoredparserisshowninListing6-29.Nowthatyouhaveasmalltest
suiteofcodefromtheexamples,youcanuseittotestwhetheranychanges
havebrokentheparser.

Listing6-29.RefactoredParser

rule : for_loop return_ 
   | stmt return_ 
   | stmt+ 
   ; 
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for_loop : put_in_reg+ for_start stmt for_end  
       ; 
 
stmt : if_stmt 
  | super_stmt 
  | println 
  ; 
 
if_stmt: if_ new_instance const_string invoke throw_ 
  | if_ return_ goto_stmt 
  ; 
 
println: sget new_instance invoke const_string invoke_move+ 
  ; 
   
super_stmt : invoke invoke_content 
  ; 
 
goto_stmt: sget invoke goto_ 
  ; 
      
for_start: 'if-ge' reg reg HEX_DIGIT+ 
  ; 
 
for_end: add_int int_to_char goto_   
  ; 
   
put_in_reg : const_ reg HEX_DIGIT+ 
      ; 
     
add_int : ADD_INT reg reg HEX_DIGIT 
  ; 
 
int_to_char: 'int-to-char' reg reg  
  ; 
 
invoke_move: invoke 
  | invoke move_result_object 
  | invoke move_result_object const_string 
  ; 
 
invoke_content: content_view invoke  
  ; 
 
invoke : invoke_virtual 
  | invoke_direct 
  | invoke_super 
  ; 
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invoke_virtual: INVOKE_VIRTUAL obj param 
  | INVOKE_VIRTUAL param 
  | INVOKE_VIRTUAL param obj 
  ; 
 
invoke_direct: INVOKE_DIRECT obj param   
  | INVOKE_DIRECT param 
  ; 
 
invoke_super: INVOKE_SUPER param 
  ; 
 
content_view: const_ reg HEX_DIGIT+  
  ; 
 
sget: SGET reg obj 
  ; 
 
new_instance: NEW_INSTANCE reg obj 
  ; 
 
if_ : IF_NEZ reg HEX_DIGIT+  
  ; 
 
reg : 'v' HEX_DIGIT 
  ; 
 
const_ : CONST_4  
    | CONST_16 
    | CONST_HIGH_16 
    ; 
 
move_result_object: MOVE_RESULT_OBJECT reg 
  ; 
 
const_string: CONST_STRING reg obj 
  ; 
   
obj : IDENT '[' HEX_DIGIT+ ']'  
  ; 
   
//helper functions  
param : '{' reg+ '}'  
  ; 
   
goto_: 'goto' HEX_DIGIT+ 
  ; 
 
throw_ : THROW reg 
  ; 
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return_: 'return-void' 
  ; 
 
CONST_STRING: 'const-string'; 
IF_NEZ: 'if-nez'; 
INVOKE_DIRECT: 'invoke-direct'; 
INVOKE_SUPER: 'invoke-super'; 
INVOKE_VIRTUAL: 'invoke-virtual'; 
NEW_INSTANCE: 'new-instance'; 
MOVE_RESULT_OBJECT: 'move-result-object'; 
SGET: 'sget-object'; 
THROW: 'throw'; 
HEX_DIGIT: ('0'..'9'|'A'..'F'|'a'..'f'); 
IDENT: ('a'..'z')+; 
ADD_INT: 'add-int/lit8'; 
CONST_4: 'const/4'; 
CONST_16: 'const/16'; 
CONST_HIGH_16: 'const/high16'; 
WS: (' ' | '\t' | '\n' | '\r' | '\f' | ',')+ {$channel = HIDDEN;}; 

Atthemomenttheparseronlyhandles3simpleprogramstructuresandis
missingcompletecoverageofallDalvikbytecodes.Ifincludeditwouldmake
thischapterlongerthantherestofthebook.Butforthoseinclinedtolearn
morethecompleteddecompilerisavailableontheApresswebsite
(www.apress.com),alongwithalargertestsuiteandinstructionsonhowto
runit.

Summary
Inthischapter,you’vecreatedDexToXMLandDexToSourceusingthededexer
outputs,bothofthatareavailableontheApresswebsite.Thesecanbeusedto
breakdowntheclasses.dexfileintoXMLandJavasource,respectively.The
DexToSourcecodeonthewebsiteusesanASTandStringTemplatesforthe
morecomplicatedtest-suiteexamples.

Thenextchapterfinishesthisbookwithacasestudyoftheargumentsforand
againstobfuscationaswellasbestpracticestoobfuscateyourcodeusingopen
sourceoracommercialobfuscator.

http://www.apress.com
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Chapter

HearNoEvil,SeeNo
Evil:ACaseStudy
You’renowalmostattheendofyourjourney.Bynowyoushouldhaveasound
understandingoftheoverallprinciplesofhowtodecompileandhowtomake
someattemptsatprotectingyourcode.Havingsaidthat,I’vefoundfrom
workingwithclientsandcolleaguesthatevenifyouunderstandwhat
decompilationandobfuscationreallymean,itdoesn’thelpyoufigureoutwhat
practicalmeasuresyoucantaketoprotectyourcode.Alittleknowledgecan
oftencreatemorequestionsthananswers.

AstheCompetencyCentreforJava(JCC)saysonitsdeCafwebsiteFAQ:

Isit true thatnoone willever b eable to decompilemydeCaf 
protectedapplication? NO.de Caf doesno t makedecompilat ion
impossible.ItmakeIsittruethatnoonewilleverbeabletodecompile
mydeCafprotected application s itd ifficult.Maki ngd ecompilation
impossibleisimpossible.

Thegoalofthisbookistohelpraisethebarandmakeitmoredifficultfor
anyonetodecompileyourcode.CurrentlyintheAndroidworldthereseemsto
bea‘‘hearnoevil,seenoevil’’approachtodecompilation,butsoonerorlater
thatwillchange.Afterreadingthisbookyoushouldbeforewarnedand,more
important,forearmedaboutthebestpracticalapproachtosafeguardyourcode,
givenyourspecificcircumstances.

Thischapterexaminesacasestudytohelpovercomethisconundrum.Almost
everyonewhotriestoprotecttheircodedoessousingsomesortofobfuscation
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tool.Thecasestudylooksatthisapproachinmoredetailtohelpyoucometoa
conclusionabouthowtobestprotectyourcode.Ithasthefollowingformat:

 Problemdescription

 Myths

 Proposedsolutions:ProGuardandDashO

ObfuscationCaseStudy
Formanypeople,thefearofsomeonedecompilingtheirAndroidapplicationis
nowherenearthetopofthelistofthingsthey’reworryingabout.Itranksway
belowinstallingthelatestversionofMavenorAnt.Sure,they’dliketoprotect
againstdecompilation,butnobodyhasthet ime-----anddoesn’tProGuardtake
careofthatanyway?

Therearetwosimpleoptionsinthisscenario:useobfuscationtoprotectthe
application,orignoredecompilationasifit’snotaproblem.Thelatter,of
course,isn’tarecommendedchoiceforobviousreasons.

Myths
Overtheyears,I’veheardmanydifferentargumentsaboutwhetheritmakes
sensetoprotectyourcode.Themostcommononetodayisthatifyoucreatea
goodAndroidapplicationandcontinuetoimproveit,thatwillsafeguardyou
againstanyonedecompilingyourcode.It’sacommonbeliefthatifyouwrite
goodapplications,thesourcewillprotectitself-----thatupgradesandgood
supportaremuchbetterwaysofprotectingyourcodethanusingobfuscationor
anyoftheothertechniquesdiscussedinthisbook.

Otherargumentsarethatsoftwaredevelopmentisabouthowyouapplyyour
knowledge,notgettingaccesstosomeoneelse’sapplications.Theoriginal
codethesedaysmaycomefromawell-describeddesignpattern,sonobody
caresifit’shacked.Andalldevelopers(thegoodones,anyway)canalways
thinkofabetterwayofdoingsomethingafterit’scompleted,sowhyworry?
Chancesarethatifsomeoneissounimaginativethattheyhavetoresortto
stealingyourcode,theywon’tbecapableofbuildingonthecodeandturningit
intosomethinguseful.Andit’simpossibleforyoutoreadyourowncodesix
monthsafterit’sdeveloped,sohowwouldanyoneelsemakesenseofit? 

Obfuscatedcodecanalsobeverydifficulttodebug.Errorreportsfromthefield
needtobetracedbacktothecorrectmethodsothedevelopercandebugand
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fixthecode.Ifnothandledcorrectly,thiscanbecomeamaintenancenightmare
andmakesupportchallenging.

Butsurelythep roblemi ssomeonec rackingthep rogram-----andthatcanhappen
oniOSaswellasAndroid.It’snotlikethenewspapersarefullofreportsof
peopledecompilingaproductandrebadgingitastheirown;andwe’reforever
hearingaboutthelatestMicrosoftexploit,soitcan’tbeaproblem.Forme,this
argumentisvalidforcoderunningonwebserversbutnotforcoderunningon
Androiddevices.InChapter4,yousawhoweasyitistogainaccesstothe
codeandresourcesinanAPK.Ifitcontainsanycluestogainingaccessto
backendsystems,suchasAPIkeysordatabaselogins,orifyourapplication
hasanycustomerinformationthatneedstobesecure,thenyouoweittoyour
customerstotakebasicstepstoprotectyourcode.

Ifusedcorrectly,obfuscationsignificantlyraisesthebarandstopsthemajority
ofpeoplefromrecoveringyoursourcecode.Thischapter’scasestudyusesthe
opensourceWordPressAndroidapplicationfromthelastchapterasagood
sampleapptoobfuscate.Becauseit’sopensource,youhavetheoriginal
sourcecode,whichyoucancompareagainsttheobfuscatedcodetoseeif
obfuscationiseffective.ThecasestudyexamineshowProGuard(whichships
withtheAndroidSDK)andDashO(acommercialobfuscator)mungetheclass
files.

DownloadtheWordPresssourcecodefrom
http://android.svn.wordpress.org/.ThecasestudyusesthebuildfromMarch
17,2012.

Useandroid update projecttoupdatetheprojectforyourenvironment:

android update project -t android-15 -p ./  

Solution1:ProGuard
Bydefault,ProGuardisn’tturnedon.ToenableProGuardforobfuscation,edit
theproject.propertiesfileandaddthefollowingline:

proguard.config=proguard.cfg 

We’llcoverthesettingsinproguard.cfginmoredetaillaterinthischapter. Only
productionorreleaseAPKsareeverobfuscated,somakesurethe
android:debuggableflagissettofalseintheAndroidManifest.xmlfile.Compile
theapplicationusingtheant releasecommand,assumingAntisyourbuild
tool. 

http://android.svn.wordpress.org/
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SDKOutput
ProGuardobfuscatestheJavajarfilebeforeit’sconvertedtoaclasses.dexfile.
Theoriginalandobfuscatedfilescanbefoundinthebin\proguardfolderif
you’reusingAntor\proguardundertheprojectfolderifyou’reusingEclipse.

ProGuardalsooutputsthefollowingfiles:

 dump.txt 

 seeds.txt 

 usage.txt 

 mapping.txt 

Whatwouldbeusefulisanobfuscation-coveragetoolsimilartoacode-
coveragetool,toshowyouhowmuchcodehasbeenobfuscated.Butsucha
tooldoesn’texistyet,sothesefilesaretheclosesttoacoveragetoolthatyou
have.

dump.txtcontainstheoutputofalltheinformationintheclassfiles,notunlikea
Javaclass-filedisassembler;itisn’tmuchhelpforyourpurposes.seeds.txt
liststheclassesandmethodsthatweren’tobfuscated.It’svitallyimportantto
understandwhysomecodeisobfuscatedandothercodeisn’t;moreonthat
laterinthe‘‘Double-CheckingYourWork’’section.Butyouneedtocheck,for
example,thatthemethodswithyourAPIkeysaren’tinseeds.txt,becauseas
otherwisetheywon’tbeprotectedinanyway.

ProGuardnotonlyobfuscatesbutalsoshrinksjarfilesbyremovinganylogfiles,
classes,orcodethatwereintheoriginalcodebutnevercalled,andsoon.
usage.txtlistsalltheunnecessaryinformationthatwasstrippedfromthe
originaljar.BecausestorageisatapremiumonAndroiddevices,thisaloneisa
goodreasontouseanobfuscatoronyourcode.Butbecarefulthatitdoesn’t
removecodeyoumightwanttokeep.

mapping.txtisprobablythemostusefulfileinthisdirectorybecauseitmapsthe
originalmethodnametotheobfuscatedmethodname.ProGuard,likemost
obfuscators,heavilyrenamesmethods;andifyouneedtodoanydebuggingin
thefields,mapping.txtisnecessarytotracebacktotheoriginalmethod.You
usethisinthenextsectiontoseehoweffectivetheobfuscationcanbeforthe
WordPressapplication.

Listing7-1,usingProGuard4.4,showstheAntoutputduringabuild;thiscan
alsobeusefulforseeinghowmuchorhowlittleworkProGuardisdoing.Ifthe
obfuscatesectionisblank,youcanbesurethatProGuardisn’tbeingcalled
correctly.Ifyoutrythisyourself,don’tworryifthenumbersareslightlydifferent:
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you’reprobablyusingamorerecentversionofProGuardand/ortheWordPress
code.

Listing7-1.AntOutput

-obfuscate: 
    [mkdir] Created dir: G:\clients\apress\chap7\wordpress\bin\proguard 
    [jar] Building jar: 
G:\clients\apress\chap7\wordpress\bin\proguard\original.jar 
 [proguard] ProGuard, version 4.4 
 [proguard] ProGuard is released under the GNU General Public License. The 
authors of all 
 [proguard] programs or plugins that link to it (com.android.ant, ...) therefore 
 [proguard] must ensure that these programs carry the GNU General Public License 
as well. 
 [proguard] Reading input... 
 [proguard] Reading program jar 
[G:\clients\apress\chap7\wordpress\bin\proguard\original.jar] 
 [proguard] Reading program jar [G:\clients\apress\chap7\wordpress\libs\CWAC-
AdapterWrapper.jar] 
 [proguard] Reading program jar [G:\clients\apress\chap7\wordpress\libs\CWAC-
Bus.jar] 
 [proguard] Reading program jar [G:\clients\apress\chap7\wordpress\libs\CWAC-
Task.jar] 
 [proguard] Reading program jar [G:\clients\apress\chap7\wordpress\libs\android-
support-v4.jar] 
 [proguard] Reading program jar 
[G:\clients\apress\chap7\wordpress\libs\httpmime-4.1.2.jar] 
 [proguard] Reading program jar [G:\clients\apress\chap7\wordpress\libs\tagsoup-
1.2.1.jar] 
 [proguard] Reading library jar [C:\Program Files (x86)\Android\android-
sdk\platforms\android-14\android.jar] 
 [proguard] Initializing... 
 [proguard] Note: the configuration refers to the unknown class 
'com.android.vending.licensing.ILicensingService' 
 [proguard] Note: there were 1 references to unknown classes. 
 [proguard]       You should check your configuration for typos. 
 [proguard] Ignoring unused library classes... 
 [proguard]   Original number of library classes: 3133 
 [proguard]   Final number of library classes:    888 
 [proguard] Printing kept classes, fields, and methods... 
 [proguard] Shrinking... 
 [proguard] Printing usage to 
[G:\clients\apress\chap7\wordpress\bin\proguard\usage.txt]... 
 [proguard] Removing unused program classes and class elements... 
 [proguard]   Original number of program classes: 644 
 [proguard]   Final number of program classes:    469 
 [proguard] Optimizing... 
 [proguard]   Number of finalized classes:                 331 
 [proguard]   Number of vertically merged classes:         0     (disabled) 
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 [proguard]   Number of horizontally merged classes:       0     (disabled) 
 [proguard]   Number of removed write-only fields:         0     (disabled) 
 [proguard]   Number of privatized fields:                 520   (disabled) 
 [proguard]   Number of inlined constant fields:           1196  (disabled) 
 [proguard]   Number of privatized methods:                163 
 [proguard]   Number of staticized methods:                61 
 [proguard]   Number of finalized methods:                 1062 
 [proguard]   Number of removed method parameters:         98 
 [proguard]   Number of inlined constant parameters:       61 
 [proguard]   Number of inlined constant return values:    15 
 [proguard]   Number of inlined short method calls:        9 
 [proguard]   Number of inlined unique method calls:       169 
 [proguard]   Number of inlined tail recursion calls:      2 
 [proguard]   Number of merged code blocks:                6 
 [proguard]   Number of variable peephole optimizations:   1434 
 [proguard]   Number of arithmetic peephole optimizations: 0     (disabled) 
 [proguard]   Number of cast peephole optimizations:       31 
 [proguard]   Number of field peephole optimizations:      3 
 [proguard]   Number of branch peephole optimizations:     416 
 [proguard]   Number of simplified instructions:           196 
 [proguard]   Number of removed instructions:              1074 
 [proguard]   Number of removed local variables:           184 
 [proguard]   Number of removed exception blocks:          8 
 [proguard]   Number of optimized local variable frames:   493 
 [proguard] Shrinking... 
 [proguard] Removing unused program classes and class elements... 
 [proguard]   Original number of program classes: 469 
 [proguard]   Final number of program classes:    455 

Double-CheckingYourWork
ToseehoweffectiveProGuardcanbe,let’slookatwhatitdidagainstthe
EscapeUtils.javamethodthatyouusedinChapter6.Listing7-2showsthe
originalWordPresssource.

Listing7-2.OriginalEscapeUtils.javaCode

package org.wordpress.android.util; 
 
import java.io.IOException; 
import java.io.StringWriter; 
import java.io.Writer; 
 
public class EscapeUtils 
{ 
  public static String escapeHtml(String str) { 
         if (str == null) { 
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             return null; 
         } 
         try { 
             StringWriter writer = new StringWriter ((int)(str.length() * 
1.5)); 
             escapeHtml(writer, str); 
             return writer.toString(); 
         } catch (IOException e) { 
             //assert false; 
             //should be impossible 
             e.printStackTrace(); 
             return null; 
         } 
     } 
 
 
     public static void escapeHtml(Writer writer, String string) throws 
IOException { 
         if (writer == null ) { 
             throw new IllegalArgumentException ("The Writer must not be 
null."); 
         } 
         if (string == null) { 
             return; 
         } 
         Entities.HTML40_escape.escape(writer, string); 
     } 
 
    public static String unescapeHtml(String str) { 
        if (str == null) { 
            return null; 
        } 
        try { 
            StringWriter writer = new StringWriter ((int)(str.length() * 1.5)); 
            unescapeHtml(writer, str); 
            return writer.toString(); 
        } catch (IOException e) { 
            //assert false; 
            //should be impossible 
            e.printStackTrace(); 
            return null; 
        } 
    } 
     
    public static void unescapeHtml(Writer writer, String string) throws 
IOException { 
        if (writer == null ) { 
            throw new IllegalArgumentException ("The Writer must not be null."); 
        } 
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        if (string == null) { 
            return; 
        } 
        Entities.HTML40.unescape(writer, string); 
    } 
  
} 

Listing7-3showstheunobfuscatedcodedecompiledbyJD-GUI.Thebestway
toseehowwellyourobfuscationworksistofirstlookatthedecompiledcode
fromthejarfilebeforeithasbeentransformedintoaclasses.dexfile.This
removesanyunintendedobfuscationthatthedxprocessintroduces.Youcan
seethatit’sidenticaltotheoriginalcode;theonlydifferenceisthatthereareno
commentsinthedecompiledversion.

Listing7-3.UnobfuscatedEscapeUtils.java

package org.wordpress.android.util; 
 
import java.io.IOException; 
import java.io.StringWriter; 
import java.io.Writer; 
 
public class EscapeUtils 
{ 
  public static String escapeHtml(String str) 
  { 
    if (str == null) 
      return null; 
    try 
    { 
      StringWriter writer = new StringWriter((int)(str.length() * 1.5D)); 
      escapeHtml(writer, str); 
      return writer.toString(); 
    } 
    catch (IOException e) 
    { 
      e.printStackTrace(); 
    }return null; 
  } 
 
  public static void escapeHtml(Writer writer, String string) 
    throws IOException 
  { 
    if (writer == null) { 
      throw new IllegalArgumentException("The Writer must not be null."); 
    } 
    if (string == null) { 
      return; 
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    } 
    Entities.HTML40_escape.escape(writer, string); 
  } 
 
  public static String unescapeHtml(String str) { 
    if (str == null) 
      return null; 
    try 
    { 
      StringWriter writer = new StringWriter((int)(str.length() * 1.5D)); 
      unescapeHtml(writer, str); 
      return writer.toString(); 
    } 
    catch (IOException e) 
    { 
      e.printStackTrace(); 
    }return null; 
  } 
 
  public static void unescapeHtml(Writer writer, String string) throws 
IOException 
  { 
    if (writer == null) { 
      throw new IllegalArgumentException("The Writer must not be null."); 
    } 
    if (string == null) { 
      return; 
    } 
    Entities.HTML40.unescape(writer, string); 
  } 
} 

Listing7-4showsthecodeobfuscatedbyProGuard.Iusedthemapping.txtfile
togetthenameoftheobfuscatedfile,whichist.java. Thereisacertain
randomnesstothechoiceoffilename,anditprobablywon’tbet.javaifyou
obfuscatetheWordPresscodeyourself. 

Listing7-4.Obfuscatedt.java(EscapeUtils.java)

package org.wordpress.android.util; 
 
import java.io.IOException; 
import java.io.StringWriter; 
 
public final class t 
{ 
  public static String a(String paramString) 
  { 
    if (paramString == null) 
      return null; 



CHAPTER7:HearNoEvil,SeeNoEvil:ACaseStudy238

    try 
    { 
      StringWriter localStringWriter; 
      String str = paramString; 
      paramString = localStringWriter = new 
StringWriter((int)(paramString.length() * 1.5D)); 
      if (str != null) 
        r.b.a(paramString, str); 
      return localStringWriter.toString(); 
    } 
    catch (IOException localIOException) 
    { 
      localIOException.printStackTrace(); 
    } 
    return null; 
  } 
 
  public static String b(String paramString) 
  { 
    if (paramString == null) 
      return null; 
    try 
    { 
      StringWriter localStringWriter; 
      String str = paramString; 
      paramString = localStringWriter = new 
StringWriter((int)(paramString.length() * 1.5D)); 
      if (str != null) 
        r.a.b(paramString, str); 
      return localStringWriter.toString(); 
    } 
    catch (IOException localIOException) 
    { 
      localIOException.printStackTrace(); 
    } 
    return null; 
  } 
} 

Thepublic static String escapeHtml(String str)andpublic static String 
unescapeHtml(String str)methodslookverysimilartotheoriginals.Butthe
public static void escapeHtml(Writer writer, String string)andpublic 
static void unescapeHtml(Writer writer, String string)methodshave
beenpushedtoaseparatefiler.java,whichisunintelligible(seeListing7-5).
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Listing7-5.r.javaClass

package org.wordpress.android.util; 
 
import java.io.Writer; 
 
final class r 
{ 
  private static final String[][] c = { { "quot", "34" }, { "amp", "38" }, { 
"lt", "60" }, { "gt", "62" } }; 
  private static final String[][] d = { { "apos", "39" } }; 
  private static String[][] e = { { "nbsp", "160" }, { "iexcl", "161" }, { 
"cent", "162" }, { "pound", "163" }, { "curren", "164" }, { "yen", "165" }, { 
"brvbar", "166" }, { "sect", "167" }, { "uml", "168" }, { "copy", "169" }, { 
"ordf", "170" }, { "laquo", "171" }, { "not", "172" }, { "shy", "173" }, { 
"reg", "174" }, { "macr", "175" }, { "deg", "176" }, { "plusmn", "177" }, { 
"sup2", "178" }, { "sup3", "179" }, { "acute", "180" }, { "micro", "181" }, { 
"para", "182" }, { "middot", "183" }, { "cedil", "184" }, { "sup1", "185" }, { 
"ordm", "186" }, { "raquo", "187" }, { "frac14", "188" }, { "frac12", "189" }, { 
"frac34", "190" }, { "iquest", "191" }, { "Agrave", "192" }, { "Aacute", "193" 
}, { "Acirc", "194" }, { "Atilde", "195" }, { "Auml", "196" }, { "Aring", "197" 
}, { "AElig", "198" }, { "Ccedil", "199" }, { "Egrave", "200" }, { "Eacute", 
"201" }, { "Ecirc", "202" }, { "Euml", "203" }, { "Igrave", "204" }, { "Iacute", 
"205" }, { "Icirc", "206" }, { "Iuml", "207" }, { "ETH", "208" }, { "Ntilde", 
"209" }, { "Ograve", "210" }, { "Oacute", "211" }, { "Ocirc", "212" }, { 
"Otilde", "213" }, { "Ouml", "214" }, { "times", "215" }, { "Oslash", "216" }, { 
"Ugrave", "217" }, { "Uacute", "218" }, { "Ucirc", "219" }, { "Uuml", "220" }, { 
"Yacute", "221" }, { "THORN", "222" }, { "szlig", "223" }, { "agrave", "224" }, 
{ "aacute", "225" }, { "acirc", "226" }, { "atilde", "227" }, { "auml", "228" }, 
{ "aring", "229" }, { "aelig", "230" }, { "ccedil", "231" }, { "egrave", "232" 
}, { "eacute", "233" }, { "ecirc", "234" }, { "euml", "235" }, { "igrave", "236" 
}, { "iacute", "237" }, { "icirc", "238" }, { "iuml", "239" }, { "eth", "240" }, 
{ "ntilde", "241" }, { "ograve", "242" }, { "oacute", "243" }, { "ocirc", "244" 
}, { "otilde", "245" }, { "ouml", "246" }, { "divide", "247" }, { "oslash", 
"248" }, { "ugrave", "249" }, { "uacute", "250" }, { "ucirc", "251" }, { "uuml", 
"252" }, { "yacute", "253" }, { "thorn", "254" }, { "yuml", "255" } }; 
  private static String[][] f = { { "fnof", "402" }, { "Alpha", "913" }, { 
"Beta", "914" }, { "Gamma", "915" }, { "Delta", "916" }, { "Epsilon", "917" }, { 
"Zeta", "918" }, { "Eta", "919" }, { "Theta", "920" }, { "Iota", "921" }, { 
"Kappa", "922" }, { "Lambda", "923" }, { "Mu", "924" }, { "Nu", "925" }, { "Xi", 
"926" }, { "Omicron", "927" }, { "Pi", "928" }, { "Rho", "929" }, { "Sigma", 
"931" }, { "Tau", "932" }, { "Upsilon", "933" }, { "Phi", "934" }, { "Chi", 
"935" }, { "Psi", "936" }, { "Omega", "937" }, { "alpha", "945" }, { "beta", 
"946" }, { "gamma", "947" }, { "delta", "948" }, { "epsilon", "949" }, { "zeta", 
"950" }, { "eta", "951" }, { "theta", "952" }, { "iota", "953" }, { "kappa", 
"954" }, { "lambda", "955" }, { "mu", "956" }, { "nu", "957" }, { "xi", "958" }, 
{ "omicron", "959" }, { "pi", "960" }, { "rho", "961" }, { "sigmaf", "962" }, { 
"sigma", "963" }, { "tau", "964" }, { "upsilon", "965" }, { "phi", "966" }, { 
"chi", "967" }, { "psi", "968" }, { "omega", "969" }, { "thetasym", "977" }, { 
"upsih", "978" }, { "piv", "982" }, { "bull", "8226" }, { "hellip", "8230" }, { 
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"prime", "8242" }, { "Prime", "8243" }, { "oline", "8254" }, { "frasl", "8260" 
}, { "weierp", "8472" }, { "image", "8465" }, { "real", "8476" }, { "trade", 
"8482" }, { "alefsym", "8501" }, { "larr", "8592" }, { "uarr", "8593" }, { 
"rarr", "8594" }, { "darr", "8595" }, { "harr", "8596" }, { "crarr", "8629" }, { 
"lArr", "8656" }, { "uArr", "8657" }, { "rArr", "8658" }, { "dArr", "8659" }, { 
"hArr", "8660" }, { "forall", "8704" }, { "part", "8706" }, { "exist", "8707" }, 
{ "empty", "8709" }, { "nabla", "8711" }, { "isin", "8712" }, { "notin", "8713" 
}, { "ni", "8715" }, { "prod", "8719" }, { "sum", "8721" }, { "minus", "8722" }, 
{ "lowast", "8727" }, { "radic", "8730" }, { "prop", "8733" }, { "infin", "8734" 
}, { "ang", "8736" }, { "and", "8743" }, { "or", "8744" }, { "cap", "8745" }, { 
"cup", "8746" }, { "int", "8747" }, { "there4", "8756" }, { "sim", "8764" }, { 
"cong", "8773" }, { "asymp", "8776" }, { "ne", "8800" }, { "equiv", "8801" }, { 
"le", "8804" }, { "ge", "8805" }, { "sub", "8834" }, { "sup", "8835" }, { 
"sube", "8838" }, { "supe", "8839" }, { "oplus", "8853" }, { "otimes", "8855" }, 
{ "perp", "8869" }, { "sdot", "8901" }, { "lceil", "8968" }, { "rceil", "8969" 
}, { "lfloor", "8970" }, { "rfloor", "8971" }, { "lang", "9001" }, { "rang", 
"9002" }, { "loz", "9674" }, { "spades", "9824" }, { "clubs", "9827" }, { 
"hearts", "9829" }, { "diams", "9830" }, { "OElig", "338" }, { "oelig", "339" }, 
{ "Scaron", "352" }, { "scaron", "353" }, { "Yuml", "376" }, { "circ", "710" }, 
{ "tilde", "732" }, { "ensp", "8194" }, { "emsp", "8195" }, { "thinsp", "8201" 
}, { "zwnj", "8204" }, { "zwj", "8205" }, { "lrm", "8206" }, { "rlm", "8207" }, 
{ "ndash", "8211" }, { "mdash", "8212" }, { "lsquo", "8216" }, { "rsquo", "8217" 
}, { "sbquo", "8218" }, { "ldquo", "8220" }, { "rdquo", "8221" }, { "bdquo", 
"8222" }, { "dagger", "8224" }, { "Dagger", "8225" }, { "permil", "8240" }, { 
"lsaquo", "8249" }, { "rsaquo", "8250" }, { "euro", "8364" } }; 
  private static r g; 
  private static r h; 
  public static final r a; 
  public static final r b; 
  private s i = new ag(); 
 
  private void a(String[][] paramArrayOfString) 
  { 
    for (int j = 0; j < paramArrayOfString.length; j++) 
    { 
      int k = Integer.parseInt(paramArrayOfString[j][1]); 
      String str = paramArrayOfString[j][0]; 
      this.i.a(str, k); 
    } 
  } 
 
  public final void a(Writer paramWriter, String paramString) 
  { 
    int j = paramString.length(); 
    for (int k = 0; k < j; k++) 
    { 
      int m = paramString.charAt(k); 
      int n = m; 
      String str; 
      if ((str = this.i.a(n)) == null) 
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      { 
        if (m > 127) 
        { 
          paramWriter.write("&#"); 
          paramWriter.write(Integer.toString(m, 10)); 
          paramWriter.write(59); 
        } 
        else 
        { 
          paramWriter.write(m); 
        } 
      } 
      else 
      { 
        paramWriter.write(38); 
        paramWriter.write(str); 
        paramWriter.write(59); 
      } 
    } 
  } 
 
  public final void b(Writer paramWriter, String paramString) 
  { 
    int j; 
    if ((j = paramString.indexOf('&')) < 0) 
    { 
      paramWriter.write(paramString); 
      return; 
    } 
    int k = j; 
    String str1 = paramString; 
    paramString = paramWriter; 
    paramWriter = this; 
    paramString.write(str1, 0, k); 
    int m = str1.length(); 
    while (k < m) 
    { 
      int n; 
      String str2; 
      if ((n = str1.charAt(k)) == '&') 
      { 
        int i1 = k + 1; 
        String str4; 
        if ((str4 = str1.indexOf(';', i1)) == -1) 
        { 
          paramString.write(n); 
        } 
        else 
        { 
          int i2; 
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          if (((i2 = str1.indexOf('&', k + 1)) != -1) && (i2 < str4)) 
          { 
            paramString.write(n); 
          } 
          else 
          { 
            str2 = str1.substring(i1, str4); 
            n = -1; 
            if ((i1 = str2.length()) > 0) 
              if (str2.charAt(0) == '#') 
              { 
                if (i1 > 1) 
                { 
                  n = str2.charAt(1); 
                  try 
                  { 
                    switch (n) 
                    { 
                    case 88: 
                    case 120: 
                      n = Integer.parseInt(str2.substring(2), 16); 
                      break; 
                    default: 
                      n = Integer.parseInt(str2.substring(1), 10); 
                    } 
                    if (n > 65535) 
                      n = -1; 
                  } 
                  catch (NumberFormatException localNumberFormatException) 
                  { 
                    n = -1; 
                  } 
                } 
              } 
              else 
              { 
                String str3 = str2; 
                n = paramWriter.i.a(str3); 
              } 
            if (n == -1) 
            { 
              paramString.write(38); 
              paramString.write(str2); 
              paramString.write(59); 
            } 
            else 
            { 
              paramString.write(n); 
            } 
            str2 = str4; 



CHAPTER7:HearNoEvil,SeeNoEvil:ACaseStudy 243

          } 
        } 
      } 
      else 
      { 
        paramString.write(n); 
      } 
      str2++; 
    } 
  } 
 
  static 
  { 
    (r.g = new r()).a(c); 
    g.a(d); 
    (r.h = new r()).a(c); 
    h.a(e); 
    r localr; 
    (localr = r.a = new r()).a(c); 
    localr.a(e); 
    localr.a(f); 
    b = new r(); 
    (localr = a).a(e); 
    localr.a(f); 
  } 
} 

FromChapter4,youcanseethatProGuardisusinglayoutobfuscationby
renamingthevariables,whichisonlymildlyeffective.Butitalsoemployssome
impressivedataobfuscationbysplittingvariablesandconvertingstaticdatato
proceduraldata.Round1toProGuard.

LookattheleftmenuinFigure7-1,whichshowstheobfuscatedjarfileopened
inJD-GUI.Asignificantnumberoftheclassnameshaven’tbeenobfuscated.
Themethodshavesomelayoutobfuscation,buttheclassnamescontain
informationthatmakesiteasytounderstandwhatthemethodsaredoing.By
default,allActivity,Application,Service,BroadcastReceiver,and
ContentProviderclasseslistedinthemanifest.xmlfilearen’tobfuscatedby
ProGuard.Thebestsolutionistominimizethesetypeofclasses.
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Figure7-1.ObfuscatedWordPressjarfileinJD-GUI
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Configuration
ProGuardisconfiguredintheproguard.cfgfile.Thedefaultconfigurationfileis
showninListing7-6.Atitssimplest,thefiletellsProGuardnottousemixed-
caseclassnames(whichcancauseproblemsonWindowswhenthejarfileis
unzipped);nottoperformthepreverifystep;tokeeptheclassnamesfor
Activity,Application,Service,BroadcastReceiver,andContentProvider
classes;nottoremoveanynativeclasses;andmuchmore.

Listing7-6.proguard.cfgFilefortheWordPressApp

-optimizationpasses 5 
-dontusemixedcaseclassnames 
-dontskipnonpubliclibraryclasses 
-dontpreverify 
-verbose 
-optimizations !code/simplification/arithmetic,!field/*,!class/merging/* 
 
-keep public class * extends android.app.Activity 
-keep public class * extends android.app.Application 
-keep public class * extends android.app.Service 
-keep public class * extends android.content.BroadcastReceiver 
-keep public class * extends android.content.ContentProvider 
-keep public class * extends android.app.backup.BackupAgentHelper 
-keep public class * extends android.preference.Preference 
-keep public class com.android.vending.licensing.ILicensingService 
 
-keepclasseswithmembernames class * { 
    native <methods>; 
} 
 
-keepclasseswithmembers class * { 
    public <init>(android.content.Context, android.util.AttributeSet); 
} 
 
-keepclasseswithmembers class * { 
    public <init>(android.content.Context, android.util.AttributeSet, int); 
} 
 
-keepclassmembers class * extends android.app.Activity { 
   public void *(android.view.View); 
} 
 
-keepclassmembers enum * { 
    public static **[] values(); 
    public static ** valueOf(java.lang.String); 
} 
 
-keep class * implements android.os.Parcelable { 
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  public static final android.os.Parcelable$Creator *; 
} 

AgoodconfigurationsettingsresourceforAndroidAPKsthatechoesmanyof
thesesettingscanbefoundat
http://proguard.sourceforge.net/manual/examples.html#androidapplication.
It’susefulespeciallyifyourAPKfailsonyourdeviceafterusingProGuard.

AneasieroptionistousetheProGuardGUI,whichwalksyouthroughthe
configurationsettingswithmuchmoreexplanation.Forexample,the
optimizationsettingsinproguard.cfgarearcane,butthey’remucheasierto
understandandsetintheGUI(seeFigure7-2).



Figure7-2.ProGuardGUI

TolaunchtheGUI,firstmakesureyou’vedownloadedfromSourceForgeat
http://proguard.sourceforge.net.Unzipitandexecutethefollowingcommand
inthelibfolder,assumingyou’vecopiedyourtargetproguard.cfgfileintothe
proguard\libfolder.Youshouldseethatmanyoftheoptimizationoptionsare
straightoutoftheobfuscationtransformationsfromChapter4:

http://proguard.sourceforge.net/manual/examples.html#androidapplication
http://proguard.sourceforge.net
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java -jar proguardgui.jar proguard.cfg 

Debugging
YoumayfindthatyourAPKfailsinthefieldafterit’sbeenobfuscated.
Debuggingthecodeisdifficultbecausemanyofthemethodnamesare
changedbyProGuard.Fortunately,ProGuardhasaretraceoptionthatallows
youtogetbacktotheoriginalnames.Thecommandisasfollows:

java -jar retrace.jar mapping.txt stackfile.trace 

mapping.txtisinthebin\proguardfolder,andstackfile.traceisthestack
tracesavedwhentheapplicationcrashed.

Solution2:DashO
ProGuardisn’tyouronlyobfuscationoption.Commercialobfuscatorssuchas
PreEmptive’sDashO,availableatwww.preemptive.com,areworthyalternatives
thatdomuchmorecontrol-flowandstring-encryptionobfuscationthan
ProGuard.Figure7-3showstheDashOinterface,whichincludesControlFlow,
Renaming,andStringEncryptionobfuscationoptions.

http://www.preemptive.com
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Figure7-3.DashOGUI

TheControlFlowoptionreordersthebytecodeandaimstomakeitimpossible
todecompile.TheStringEncryptionoptionencryptsmanyofthestrings,which
canbeveryusefulasanotherdefenseagainstsomeonestealingAPIkeysor
passwords.OverloadInduction(oneoftheRenamingoptions)isamoreintense
formofclassrenaming:morethanoneclasscanbenameda()orb()because
doingsoislegalJava,aslongastheclasseshavedifferentmethodparameters.

ThesimplestwaytoobfuscateanAndroidprojectinDashOistousetheDashO
wizard(seeFigure7-4).Later,youcanusetheGUItotweakanyoptionsyou
maywanttoset.
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Figure7-4.DashOwizard

Output
DashOoutputsaprojectreportfileandamapreportormappingfileintotheant-
bin\dasho-resultsfolder.Forexample,themapreportfiletellsmethatthe
EscapeUtils.classhasbeenrenamedtoi_:

org.wordpress.android.i_         public org.wordpress.android.util.EscapeUtils 

Listing7-7showstheJD-GUIoutputafterdecompilation.

Listing7-7.EscapeUtils,ObfuscatedbyDashO

package org.wordpress.android; 
 
import java.io.IOException; 
import java.io.StringWriter; 
import java.io.Writer; 
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public class i_ 
{ 
  public static String e(String paramString) 
  { 
    if (paramString != null); 
    try 
    { 
      StringWriter localStringWriter = new 
StringWriter((int)(paramString.length() * 1.5D)); 
      o(localStringWriter, paramString); 
      return localStringWriter.toString(); 
      return null; 
    } 
    catch (IOException localIOException) 
    { 
      localIOException.printStackTrace(); 
    } 
    return null; 
  } 
 
  public static void o(Writer paramWriter, String paramString) 
    throws IOException 
  { 
    if (paramWriter == null) 
      break label24; 
    do 
      return; 
    while (paramString == null); 
    xd.v.v(paramWriter, paramString); 
    return; 
    label24: throw new 
IllegalArgumentException(R.endsWith("Rom)]yeyk}0|g``5xxl9x~<sksl/", 554 / 91)); 
  } 
 
  // ERROR // 
  public static String f(String paramString) 
  { 
    // Byte code: 
    //   0: aload_0 
    //   1: ifnonnull +16 -> 17 
    //   4: goto +10 -> 14 
    //   7: astore_1 
    //   8: aload_1 
    //   9: invokevirtual 33 java/io/IOException:printStackTrace    ()V 
    //   12: aconst_null 
    //   13: areturn 
    //   14: aconst_null 
    //   15: areturn 
    //   16: areturn 
    //   17: new 7 java/io/StringWriter 
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    //   20: dup 
    //   21: aload_0 
    //   22: invokevirtual 29   java/lang/String:length ()I 
    //   25: i2d 
    //   26: ldc2_w 3 
    //   29: dmul 
    //   30: d2i 
    //   31: invokespecial 30  java/io/StringWriter:<init>   (I)V 
    //   34: astore_1 
    //   35: aload_1 
    //   36: aload_0 
    //   37: invokestatic 37   org/wordpress/android/i_:d  
(Ljava/io/Writer;Ljava/lang/String;)V 
    //   40: aload_1 
    //   41: invokevirtual 32   
java/io/StringWriter:toString()Ljava/lang/String; 
    //   44: goto -28 -> 16 
    // 
    // Exception table: 
    //   from  to target  type 
    //   17 477  java/io/IOException 
  } 
 
  public static void d(Writer paramWriter, String paramString) 
    throws IOException 
  { 
    if (paramWriter != null) 
    { 
      if (paramString != null) 
      { 
        xd.t.h(paramWriter, paramString); 
        return; 
      } 
    } 
    else 
      throw new IllegalArgumentException(d9.insert(49 * 25, "\035\".l\032<&$4 s9 
%#x75/|?;•.4./j")); 
  } 
} 

ThemostobviousthinginthecodeisthateithertheescapeHTMLorunescapeHTML
methodfailedtodecompile.ThereisalsosomeinterestinguseofJava,suchas
variablenameslabelsandstringencryption.Thefollowingcodesnippetisa
goodexampleoftheconfusingcodewhendecompiledusingJD-GUI:

    label24: throw new 
IllegalArgumentException(R.endsWith("Rom)]yeyk}0|g``5xxl9x~<sksl/", 554 / 91)); 

Itwouldtakesomeefforttorecompilethiscode.Round2toDashO.
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ReviewingtheCaseStudy
IhopethiscasestudyhasshownyouhowmuchcodeJD-GUIcanrecoverfrom
unprotectedcodeandhowclosethatcodeistotheoriginalsource.Inthis
chapter’srandomsample,theonlydifferencebetweenthetwosourcefileswas
themissingcomments.ProGuardandDashOmakeanydecompiledcodemuch
moredifficulttounderstand.Attheveryleast,youshouldadd
proguard.config=proguard.cfgtoyourproject.propertiesfile;andcommercial
obfuscatorscanofferadditionalprotection.

Alwaysdoublecheckthatanysensitiveinformationhasbeenprotectedby
downloadingtheproductionAPKanddecompilingit.IfyouhaveanyAPIkeys
orusernamestobackendsystems,andtheyaren’thiddentoyoursatisfaction
byProGuardorDashO,youmightwanttoconsiderhidingthecodeinC++
usingtheAndroidNativeDevelopmentKit(NDK;seeChapter4formore
information).

Summary
Whentheideaforthisbookwasconceived,itseemedthatJavadecompilation
wasgoingtobeasignificantissue.Butthatneverhappened.Sure,therewere
somedesktopapplications;butmostofthecodewaswrittenforwebservers,
andjarfileswerefirmlylockedawaybehindfirewalls.

It’sfairtosaythatwithAndroid,Javahasoutgrownitsearlyroots.Android
APKsarereadilyaccessibleonauser’sdevice,andthedecompilation
techniquesfirstdevelopedforJavanowmakeitveryeasytorecoverany
unprotectedAPKs.TheseAPKsaretypicallysmallenoughthataprogrammeror
hackercanquicklyunderstandhowtheywork.Ifyou’retryingtohideanythingin
anAPK,youneedtoprotectit.

Willthissituationchangeinthenearfuture?Notifthereisstillthelinkbetween
theDVM,theJVM,andJavacode.IpredictthatthetoolswillmovetotheDVM,
and,ifanything,thesituationwillprobablygetworse.Thearmsracebetween
obfuscationanddecompilationwillbeplayedoutinfastmotion,replicating
manyo fthesames tepsthattookp laceinthelast10years-----butthistimeon
theDVM.

Thepremiseofthisbookistoshowindividualusershowtodecompilecode
fromclasses.dexfiles,whatprotectionschemesareavailable,andwhatthey
mean.Ingeneral,peoplearemuchmorecuriousthanfraudulent,andit’shighly
unlikelythatanyonewilluseadecompilertostealasoftwarecompany’scrown
jewels.I nstead,theyjustwanttotakea peekandseehowi ta llf itstogether-----
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Javadecompilersenabletheaverageprogrammertolookmuchfurtherinto
whatarenormallyblackboxes.Thisbookhelpsyoupeekoverthatedge.

ThingstotryfromhereincludeusingANTLRandextendingthecodeifitdoesn’t
decompileyourparticularclasses.dexfile.Therearealsoseveralopensource
decompilersavailableontheWeb------suchasJODE,availableat
http://jode.sourceforge.net------thatprovideawealthofinformation.Smaliand
baksmali,availableathttp://code.google.com/p/smali/,arealsoexcellent
placestobeginyourresearch.

I’vetriedmybesttomakethisbookeasytoread.Iconsciouslydecidedtomake
itmorepracticalthantheoreticalwhiletryingtoavoiditbecomingAndroid
DecompilersforDummies.Ihopeitwasworththeeffortonmypartandyours.
Justremember,thingschangequicklyaroundhere,sokeeponeyeonthe
Apresswebsiteforupdates.
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Appendix 

Opcode Tables 

In Chapter 2, you saw that Java bytecode is found in the code attribute part of 
the Java class file. Table A-1 lists all the possible Java bytecodes. The hex value 
for each opcode is shown along with the assembler-like opcode mnemonic.  

Table A-1. Java Bytecode-to-Opcode Mapping 

Opcode Hex Value Opcode Mnemonic 

0 (0x00) Nop 

1 (0x01) aconst_null 

2 (0x02) iconst_m1 

3 (0x03) iconst_0 

4 (0x04) iconst_1 

5 (0x05) iconst_2 

6 (0x06) iconst_3 

7 (0x07) iconst_4 

8 (0x08) iconst_5 

9 (0x09) lconst_0 
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Opcode Hex Value Opcode Mnemonic 

10 (0x0a) lconst_1 

11 (0x0b) fconst_0 

12 (0x0c) fconst_1 

13 (0x0d) fconst_2 

14 (0x0e) dconst_0 

15 (0x0f) dconst_1 

16 (0x10) bipush 

17 (0x11) sipush 

18 (0x12) ldc 

19 (0x13) ldc_w 

20 (0x14) ldc2_w 

21 (0x15) iload 

22 (0x16) lload 

23 (0x17) fload 

24 (0x18) dload 

25 (0x19) aload 

26 (0x1a) iload_0 

27 (0x1b) iload_1 

28 (0x1c) iload_2 

29 (0x1d) iload_3 

30 (0x1e) lload_0 
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31 (0x1f) lload_1 

32 (0x20) lload_2 

33 (0x21) lload_3 

34 (0x22) fload_0 

35 (0x23) fload_1 

36 (0x24) fload_2 

37 (0x25) fload_3 

38 (0x26) dload_0 

39 (0x27) dload_1 

40 (0x28) dload_2 

41 (0x29) dload_3 

42 (0x2a) aload_0 

43 (0x2b) aload_1 

44 (0x2c) aload_2 

45 (0x2d) aload_3 

46 (0x2e) iaload 

47 (0x2f) laload 

48 (0x30) faload 

49 (0x31) daload 

50 (0x32) aaload 

51 (0x33) baload 

52 (0x34) caload 
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Opcode Hex Value Opcode Mnemonic 

53 (0x35) saload 

54 (0x36) istore 

55 (0x37) lstore 

56 (0x38) fstore 

57 (0x39) dstore 

58 (0x3a) astore 

59 (0x3b) istore_0 

60 (0x3c) istore_1 

61 (0x3d) istore_2 

62 (0x3e) istore_3 

63 (0x3f) lstore_0 

64 (0x40) lstore_1 

65 (0x41) lstore_2 

66 (0x42) lstore_3 

67 (0x43) fstore_0 

68 (0x44) fstore_1 

69 (0x45) fstore_2 

70 (0x46) fstore_3 

71 (0x47) dstore_0 

72 (0x48) dstore_1 

73 (0x49) dstore_2 
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74 (0x4a) dstore_3 

75 (0x4b) astore_0 

76 (0x4c) astore_1 

77 (0x4d) astore_2 

78 (0x4e) astore_3 

79 (0x4f) iastore 

80 (0x50) lastore 

81 (0x51) fastore 

82 (0x52) dastore 

83 (0x53) aastore 

84 (0x54) bastore 

85 (0x55) castore 

86 (0x56) sastore 

87 (0x57) pop 

88 (0x58) pop2 

89 (0x59) dup 

90 (0x5a) dup_x1 

91 (0x5b) dup_x2 

92 (0x5c) dup2 

93 (0x5d) dup2_x1 

94 (0x5e) dup2_x2 

95 (0x5f) swap 
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Opcode Hex Value Opcode Mnemonic 

96 (0x60) iadd 

97 (0x61) ladd 

98 (0x62) fadd 

99 (0x63) dadd 

100 (0x64) isub 

101 (0x65) lsub 

102 (0x66) fsub 

103 (0x67) dsub 

104 (0x68) imul 

105 (0x69) lmul 

106 (0x6a) fmul 

107 (0x6b) dmul 

108 (0x6c) idiv 

109 (0x6d) ldiv 

110 (0x6e) fdiv 

111 (0x6f) ddiv 

112 (0x70) irem 

113 (0x71) lrem 

114 (0x72) frem 

115 (0x73) drem 

116 (0x74) ineg 
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117 (0x75) lneg 

118 (0x76) fneg 

119 (0x77) dneg 

120 (0x78) ishl 

121 (0x79) lshl 

122 (0x7a) ishr 

123 (0x7b) lshr 

124 (0x7c) iushr 

125 (0x7d) lushr 

126 (0x7e) iand 

127 (0x7f) land 

128 (0x80) ior 

129 (0x81) lor 

130 (0x82) ixor 

131 (0x83) lxor 

132 (0x84) iinc 

133 (0x85) i2l 

134 (0x86) i2f 

135 (0x87) i2d 

136 (0x88) l2i 

137 (0x89) l2f 

138 (0x8a) l2d 
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Opcode Hex Value Opcode Mnemonic 

139 (0x8b) f2i 

140 (0x8c) f2l 

141 (0x8d) f2d 

142 (0x8e) d2i 

143 (0x8f) d2l 

144 (0x90) d2f 

145 (0x91) i2b 

146 (0x92) i2c 

147 (0x93) i2s 

148 (0x94) lcmp 

149 (0x95) fcmpl 

150 (0x96) fcmpg 

151 (0x97) dcmpl 

152 (0x98) dcmpg 

153 (0x99) ifeq 

154 (0x9a) ifne 

155 (0x9b) iflt 

156 (0x9c) ifge 

157 (0x9d) ifgt 

158 (0x9e) ifle 

159 (0x9f) if_icmpeq 
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160 (0xa0) if_icmpne 

161 (0xa1) if_icmplt 

162 (0xa2) if_icmpge 

163 (0xa3) if_icmpgt 

164 (0xa4) if_icmple 

165 (0xa5) if_acmpeq 

166 (0xa6) if_acmpne 

167 (0xa7) goto 

168 (0xa8) jsr 

169 (0xa9) ret 

170 (0xaa) tableswitch 

171 (0xab) lookupswitch 

172 (0xac) ireturn 

173 (0xad) lreturn 

174 (0xae) freturn 

175 (0xaf) dreturn 

176 (0xb0) areturn 

177 (0xb1) return 

178 (0xb2) getstatic 

179 (0xb3) putstatic 

180 (0xb4) getfield 

181 (0xb5) putfield 
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Opcode Hex Value Opcode Mnemonic 

182 (0xb6) invokevirtual 

183 (0xb7) invokespecial 

184 (0xb8) invokestatic 

185 (0xb9) invokeinterface 

186 (0xba) invokedynamic 

187 (0xbb) new 

188 (0xbc) newarray 

189 (0xbd) anewarray 

190 (0xbe) arraylength 

191 (0xbf) athrow 

192 (0xc0) checkcast 

193 (0xc1) instanceof 

194 (0xc2) monitorenter 

195 (0xc3) monitorexit 

196 (0xc4) wide 

197 (0xc5) multianewarray 

198 (0xc6) ifnull 

199 (0xc7) ifnonnull 

200 (0xc8) goto_w 

201 (0xc9) jsr_w 
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Table A-2 lists all the possible Dalvik bytecodes encountered first in Chapter 3 
and then throughput the book. The hex value for each opcode is shown along 
with the assembler-like opcode mnemonic.  

Table A-2. Dalvik Bytecode-to-Opcode Mapping 

Opcode Hex Value Opcode Mnemonic 

1 (0x00) Nop 

2 (0x01) move vx, vy 

3 (0x02) move/from16 vx, vy 

4 (0x03) move/16 

5 (0x04) move-wide  

6 (0x05) move-wide/from16 vx, vy 

7 (0x06) move-wide/16 

8 (0x07) move-object vx, vy 

9 (0x08) move-object/from16 vx, vy 

10 (0x09) move-object/16 

11 (0x0A) move-result vx 

12 (0x0B) move-result-wide vx 

13 (0x0C) move-result-object vx 

14 (0x0D) move-exception vx 

15 (0x0E) return-void 

16 (0x0F) return vx 

17 (0x10) return-wide vx 

18 (0x11) return-object vx 

19 (0x12) const/4 vx, lit4 
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Opcode Hex Value Opcode Mnemonic 

20 (0x13) const/16 vx, lit16 

21 (0x14) const vx, lit32 

22 (0x15) const/high16 v0, lit16 

23 (0x16) const-wide/16 vx, lit16 

24 (0x17) const-wide/32 vx, lit32 

25 (0x18) const-wide vx, lit64 

26 (0x19) const-wide/high16 vx, lit16 

27 (0x1A) const-string vx, string_id 

28 (0x1B) const-string-jumbo 

29 (0x1C) const-class vx, type_id 

30 (0x1D) monitor-enter vx 

31 (0x1E) monitor-exit 

32 (0x1F) check-cast vx, type_id 

33 (0x20) instance-of vx, vy, type_id 

34 (0x21) array-length vx, vy  

35 (0x22) new-instance vx, type 

36 (0x23) new-array vx, vy, type_id 

37 (0x24) filled-new-array {parameters}, type_id 

38 (0x25) filled-new-array-range {vx..vy}, type_id 

39 (0x26) fill-array-data vx, array_data_offset 

40 (0x27) throw vx 
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41 (0x28) goto target 

42 (0x29) goto/16 target 

43 (0x2A) goto/32 target 

44 (0x2B) packed-switch vx, table 

45 (0x2C) sparse-switch vx, table 

46 (0x2D) cmpl-float 

47 (0x2E) cmpg-float vx, vy, vz 

48 (0x2F) cmpl-double vx, vy, vz 

49 (0x30) cmpg-double vx, vy, vz 

50 (0x31) cmp-long vx, vy, vz 

51 (0x32) if-eq vx, vy, target 

52 (0x33) if-ne vx, vy, target 

53 (0x34) if-lt vx, vy, target 

54 (0x35) if-ge vx, vy, target 

55 (0x36) if-gt vx, vy, target 

56 (0x37) if-le vx, vy, target 

57 (0x38) if-eqz vx, target 

58 (0x39) if-nez vx, target 

59 (0x3A) if-ltz vx, target 

60 (0x3B) if-gez vx, target 

61 (0x3C) if-gtz vx, target 

62 (0x3D) if-lez vx, target 



APPENDIX A: Opcode Tables 268 

Opcode Hex Value Opcode Mnemonic 

63 (0x3E) unused_3E 

64 (0x3F) unused_3F 

65 (0x40) unused_40 

66 (0x41) unused_41 

67 (0x42) unused_42 

68 (0x43) unused_43 

69 (0x44) aget vx, vy, vz 

70 (0x45) aget-wide vx, vy, vz 

71 (0x46) aget-object vx, vy, vz 

72 (0x47) aget-boolean vx, vy, vz 

73 (0x48) aget-byte vx, vy, vz 

74 (0x49) aget-char vx, vy, vz 

75 (0x4A) aget-short vx, vy, vz 

76 (0x4B) aput vx, vy, vz 

77 (0x4C) aput-wide vx, vy, vz 

78 (0x4D) aput-object vx, vy, vz 

79 (0x4E) aput-boolean vx, vy, vz 

80 (0x4F) aput-byte vx, vy, vz 

81 (0x50) aput-char vx, vy, vz 

82 (0x51) aput-short vx, vy, vz 

83 (0x52) iget vx, vy, field_id 
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84 (0x53) iget-wide vx, vy, field_id 

85 (0x54) iget-object vx, vy, field_id 

86 (0x55) iget-boolean vx, vy, field_id 

87 (0x56) iget-byte vx, vy, field_id 

88 (0x57) iget-char vx, vy, field_id 

89 (0x58) iget-short vx, vy, field_id 

90 (0x59) iput vx, vy, field_id 

91 (0x5A) iput-wide vx, vy, field_id 

92 (0x5B) iput-object vx, vy,field_id 

93 (0x5C) iput-boolean vx, vy, field_id 

94 (0x5D) iput-byte vx, vy, field_id 

95 (0x5E) iput-char vx, vy, field_id 

96 (0x5F) iput-short vx, vy, field_id 

97 (0x60) sget vx, field_id 

98 (0x61) sget-wide vx, field_id 

99 (0x62) sget-object vx, field_id 

100 (0x63) sget-boolean vx, field_id 

101 (0x64) sget-byte vx, field_id 

102 (0x65) sget-char vx, field_id 

103 (0x66) sget-short vx, field_id 

104 (0x67) sput vx, field_id 

105 (0x68) sput-wide vx, field_id 
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Opcode Hex Value Opcode Mnemonic 

106 (0x69) sput-object vx, field_id 

107 (0x6A) sput-boolean vx, field_id 

108 (0x6B) sput-byte vx, field_id 

109 (0x6C) sput-char vx, field_id 

110 (0x6D) sput-short vx, field_id 

111 (0x6E) invoke-virtual { parameters }, methodtocall 

112 (0x6F) invoke-super {parameter}, methodtocall 

113 (0x70) invoke-direct { parameters }, methodtocall 

114 (0x71) invoke-static {parameters}, methodtocall 

115 (0x72) invoke-interface {parameters}, methodtocall 

116 (0x73) unused_73 

117 (0x74) invoke-virtual/range {vx..vy}, methodtocall 

118 (0x75) invoke-super/range 

119 (0x76) invoke-direct/range {vx..vy}, methodtocall 

120 (0x77) invoke-static/range {vx..vy}, methodtocall 

121 (0x78) invoke-interface-range 

122 (0x79) unused_79 

123 (0x7A) unused_7A 

124 (0x7B) neg-int vx, vy 

125 (0x7C) not-int vx, vy 

126 (0x7D) neg-long vx, vy 
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127 (0x7E) not-long vx, vy 

128 (0x7F) neg-float vx, vy 

129 (0x80) neg-double vx, vy 

130 (0x81) int-to-long vx, vy 

131 (0x82) int-to-float vx, vy 

132 (0x83) int-to-double vx, vy 

133 (0x84) long-to-int vx, vy 

134 (0x85) long-to-float vx, vy 

135 (0x86) long-to-double vx, vy 

136 (0x87) float-to-int vx, vy 

137 (0x88) float-to-long vx, vy 

138 (0x89) float-to-double vx, vy 

139 (0x8A) double-to-int vx, vy 

140 (0x8B) double-to-long vx, vy 

141 (0x8C) double-to-float vx, vy 

142 (0x8D) int-to-byte vx, vy 

143 (0x8E) int-to-char vx, vy 

144 (0x8F) int-to-short vx, vy 

145 (0x90) add-int vx, vy, vz 

146 (0x91) sub-int vx, vy, vz 

147 (0x92) mul-int vx, vy, vz 

148 (0x93) div-int vx, vy, vz 
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Opcode Hex Value Opcode Mnemonic 

149 (0x94) rem-int vx, vy, vz 

150 (0x95) and-int vx, vy, vz 

151 (0x96) or-int vx, vy, vz 

152 (0x97) xor-int vx, vy, vz 

153 (0x98) shl-int vx, vy, vz 

154 (0x99) shr-int vx, vy, vz 

155 (0x9A) ushr-int vx, vy, vz 

156 (0x9B) add-long vx, vy, vz 

157 (0x9C) sub-long vx, vy, vz 

158 (0x9D) mul-long vx, vy, vz 

159 (0x9E) div-long vx, vy, vz 

160 (0x9F) rem-long vx, vy, vz 

161 (0xA0) and-long vx, vy, vz 

162 (0xA1) or-long vx, vy, vz 

163 (0xA2) xor-long vx, vy, vz 

164 (0xA3) shl-long vx, vy, vz 

165 (0xA4) shr-long vx, vy, vz 

166 (0xA5) ushr-long vx, vy, vz 

167 (0xA6) add-float vx, vy, vz 

168 (0xA7) sub-float vx, vy,vz 

169 (0xA8) mul-float vx, vy, vz 
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170 (0xA9) div-float vx, vy, vz 

171 (0xAA) rem-float vx,vy,vz 

172 (0xAB) add-double vx, vy, vz 

173 (0xAC) sub-double vx, vy, vz 

174 (0xAD) mul-double vx, vy, vz 

175 (0xAE) div-double vx, vy, vz 

176 (0xAF) rem-double vx, vy, vz 

177 (0xB0) add-int/2addr vx, vy 

178 (0xB1) sub-int/2addr vx, vy 

179 (0xB2) mul-int/2addr vx, vy 

180 (0xB3) div-int/2addr vx, vy 

181 (0xB4) rem-int/2addr vx, vy 

182 (0xB5) and-int/2addr vx, vy 

183 (0xB6) or-int/2addr vx, vy 

184 (0xB7) xor-int/2addr vx, vy 

185 (0xB8) shl-int/2addr vx, vy 

186 (0xB9) shr-int/2addr vx, vy 

187 (0xBA) ushr-int/2addr vx, vy 

188 (0xBB) add-long/2addr vx, vy 

189 (0xBC) sub-long/2addr vx, vy 

190 (0xBD) mul-long/2addr vx, vy 

191 (0xBE) div-long/2addr vx, vy 
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Opcode Hex Value Opcode Mnemonic 

192 (0xBF) rem-long/2addr vx, vy 

193 (0xC0) and-long/2addr vx,  vy 

194 (0xC1) or-long/2addr vx,  vy 

195 (0xC2) xor-long/2addr vx, vy 

196 (0xC3) shl-long/2addr vx, vy 

197 (0xC4) shr-long/2addr vx, vy 

198 (0xC5) ushr-long/2addr vx, vy 

199 (0xC6) add-float/2addr vx, vy 

200 (0xC7) sub-float/2addr vx, vy 

201 (0xC8) mul-float/2addr vx, vy 

202 (0xC9) div-float/2addr vx, vy 

203 (0xCA) rem-float/2addr vx, vy 

204 (0xCB) add-double/2addr vx, vy 

205 (0xCC) sub-double/2addr vx, vy 

206 (0xCD) mul-double/2addr vx, vy 

207 (0xCE) div-double/2addr vx, vy 

208 (0xCF) rem-double/2addr vx, vy 

209 (0xD0) add-int/lit16 vx, vy, lit16 

210 (0xD1) sub-int/lit16 vx, vy, lit16 

211 (0xD2) mul-int/lit16 vx, vy, lit16 

212 (0xD3) div-int/lit16 vx, vy, lit16 
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213 (0xD4) rem-int/lit16 vx, vy, lit16 

214 (0xD5) and-int/lit16 vx, vy, lit16 

215 (0xD6) or-int/lit16 vx, vy, lit16 

216 (0xD7) xor-int/lit16 vx, vy, lit16 

217 (0xD8) add-int/lit8 vx, vy, lit8 

218 (0xD9) sub-int/lit8 vx, vy, lit8 

219 (0xDA) mul-int/lit8 vx, vy, lit8 

220 (0xDB) div-int/lit8 vx, vy, lit8 

221 (0xDC) rem-int/lit8 vx, vy, lit8 

222 (0xDD) and-int/lit8 vx, vy, lit8 

223 (0xDE) or-int/lit8 vx, vy, lit8 

224 (0xDF) xor-int/lit8 vx, vy, lit8 

225 (0xE0) shl-int/lit8 vx, vy, lit8 

226 (0xE1) shr-int/lit8 vx, vy, lit8 

227 (0xE2) ushr-int/lit8 vx, vy, lit8 

228 (0xE3) unused_E3 

229 (0xE4) unused_E4 

230 (0xE5) unused_E5 

231 (0xE6) unused_E6 

232 (0xE7) unused_E7 

233 (0xE8) unused_E8 

234 (0xE9) unused_E9 
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Opcode Hex Value Opcode Mnemonic 

235 (0xEA) unused_EA 

236 (0xEB) unused_EB 

237 (0xEC) unused_EC 

238 (0xED) unused_ED 

239 (0xEE) execute-inline {parameters}, inline ID 

240 (0xEF) unused_EF 

241 (0xF0) invoke-direct-empty 

242 (0xF1) unused_F1 

243 (0xF2) iget-quick vx, vy, offset 

244 (0xF3) iget-wide-quick vx, vy, offset 

245 (0xF4) iget-object-quick vx, vy, offset 

246 (0xF5) iput-quick vx, vy, offset 

247 (0xF6) iput-wide-quick vx, vy, offset 

248 (0xF7) iput-object-quick vx, vy, offset 

249 (0xF8) invoke-virtual-quick {parameters}, vtable offset 

250 (0xF9) 
invoke-virtual-quick/range {parameter range}, vtable 
offset 

251 (0xFA) invoke-super-quick {parameters}, vtable offset 

252 (0xFB) 
invoke-super-quick/range {register range}, vtable 
offset 

253 (0xFC) unused_FC 

254 (0xFD) unused_FD 
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255 (0xFE) unused_FE 

256 (0xFF) unused_FF 
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Preface


DecompilingJavawasoriginallypublishedin2004and,foranumberofreasons,becamemoreof
anesotericbookforpeopleinterestedindecompilationratherthananythingapproachinga
generalprogrammingaudience.

WhenIbeganwritingthebookwaybackin1998,therewerelotsofappletsonwebsites,
andthethoughtthatsomeonecoulddownloadyourhardworkandreverse-engineeritintoJava
sourcecodewasafrighteningthoughtformany.Butappletswentthesamewayasdial-up,andI
suspectthatmanyreadersofthisbookhaveneverseenanappletonawebpage.

Afterthebookcameout,IrealizedthattheonlywaysomeonecoulddecompileyourJava
classfileswastofirsthackintoyourwebserveranddownloadthemfromthere.Ifthey’d
accomplishedthat,youhadfarmoretoworryaboutthanpeopledecompilingyourcode.

Withsomenotableexceptions—applicationssuchasCorel’sJavaforOfficethatranasa
desktopapplication,andotherSwingapplications—foradecadeormoreJavacodeprimarily
livedontheserver.Littleornothingwasontheclientbrowser,andzeroaccesstoclassfiles
meantzeroproblemswithdecompilation.Butbyanoddtwistoffate,thishasallchangedwith
theAndroidplatform:yourAndroidappsliveonyourmobiledeviceandcanbeeasily
downloadedandreverse-engineeredbysomeonewithverylimitedprogrammingknowledge.

AnAndroidappisdownloadedtoyourdeviceasanAPKfilethatincludesalltheimages
andresourcesalongwiththecode,whichisstoredinasingleclasses.dexfile.Thisisavery
differentformatfromtheJavaclassfileandisdesignedtorunontheAndroidDalvikvirtual
machine(DVM).ButitcanbeeasilytransformedbackintoJavaclassfilesanddecompiledback
intotheoriginalsource.

Decompilationistheprocessthattransformsmachine-readablecodeintoahuman-
readableformat.WhenanexecutableoraJavaclassfileoraDLLisdecompiled,youdon’tquite
gettheoriginalformat;instead,yougetatypeofpseudosourcecode,whichisoftenincomplete
andalmostalwayswithoutthecomments.But,often,it’smorethanenoughtounderstandthe
originalcode.

DecompilingAndroidaddressesanunmetneedintheprogrammingcommunity.For
somereason,theabilitytodecompileAndroidAPKshasbeenlargelyignored,eventhoughit’s
relativelyeasyforanyonewiththeappropriatemindsettodecompileanAPKbackintoJavacode.
Thisbookredressesthebalancebylookingatwhattoolsandtricksofthetradearecurrently
beingemployedbypeoplewhoaretryingtorecoversourcecodeandthosewhoaretryingto
protectitusing,forexample,obfuscation.

ThisbookisforthosewhowanttolearnAndroidprogrammingbydecompilation,those
whosimplywanttolearnhowtodecompileAndroidappsintosourcecode,thosewhowantto
protecttheirAndroidcode,and,finally,thosewhowanttogetabetterunderstandingof.dex
bytecodesandtheDVMbybuildinga.dexdecompiler.

Thisbooktakesyourunderstandingofdecompilersandobfuscatorstothenextlevelby
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• ExploringJavabytecodesandopcodesinanapproachablebutdetailedmanner

• ExaminingthestructureofDEXfilesandopcodesandexplaininghowitdiffers

fromtheJavaclassfile

• UsingexamplestoshowyouhowtodecompileanAndroidAPKfile

• Givingsimplestrategiestoshowyouhowtoprotectyourcode

• Showingyouwhatittakestobuildyourowndecompilerandobfuscator

DecompilingAndroidisn’tanormalAndroidprogrammingbook.Infact,it’sthecomplete
oppositeofastandardtextbookwheretheauthorteachesyouhowtotranslateideasand
conceptsintocode.You’reinterestedinturningthepartiallycompiledAndroidopcodesback
intosourcecodesoyoucanseewhattheoriginalprogrammerwasthinking.Idon’tcoverthe
languagestructureindepth,exceptwhereitrelatestoopcodesandtheDVM.Allemphasisison
low-levelvirtualmachinedesignratherthanonthelanguagesyntax.

ThefirstpartofthisbookunravelstheAPKformatandshowsyouhowyourJavacodeis
storedintheDEXfileandsubsequentlyexecutedbytheDVM.Youalsolookatthetheoryand
practiceofdecompilationandobfuscation.Ipresentsomeofthedecompiler’stricksofthetrade
andexplainhowtounravelthemostawkwardAPK.Youlearnaboutthedifferentwayspeopletry
toprotecttheirsourcecode;whenappropriate,Iexposeanyflawsorunderlyingproblemswith
thetechniquessoyou’resuitablyinformedbeforeyouuseanysourcecodeprotectiontools.

ThesecondpartofthisbookprimarilyfocusesonhowtowriteyourownAndroid
decompilerandobfuscator.YoubuildanextendableAndroidbytecodedecompiler.Althoughthe
Javavirtualmachine(JVM)designisfixed,thelanguageisn’t.Manyoftheearlydecompilers
couldn’thandleJavaconstructsthatappearedintheJDK1.1,suchasinnerclasses.Soifnew
constructsappearinclasses.dex,you’llbeequippedtohandlethem.
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