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Introduction 

Kerneldevelopmentcanbeadauntingtaskandisverydifferentfromprogrammingtraditionaluser
applications.Thekernelenvironmentismorevolatileandcomplex.Extraordinarycaremustbetakento
ensurethatkernelcodeisfreeofbugsbecauseanyissuemayhaveseriousconsequencestothestability,
security,andperformanceofthesystem.Thisbookcoversthefundamentalsnecessarytobegin
programminginthekernel.Wecoverkerneldevelopmentfromatheoreticalandpracticalpointofview.
Wecoverconceptsfundamentaltokerneldevelopmentsuchasvirtualmemoryandsynchronization,as
wellasmorepracticalknowledge.ThebookprimarilyfocusesonMacOSX,howevertheXNUkernelis
alsousedbyiOS,andhencethetheoreticalmaterialinthisbookwillalsoapplytoit.Byfarthemost
commonreasonfordoingdevelopmentwithinthekernel’sexecutionenvironmentistoimplementa
devicedriverforcontrollinginternalorexternalhardwaredevices.Becauseofthis,muchofthefocusof
thisbookiscentredonthedevelopmentofdevicedrivers.Theprimaryframeworkfordevicedriver
developmentintheXNUkernelisI/OKit,whichwecoverextensively.Astheorybecomesboringquickly
wehaveprovidedworkingcodesampleswhichyoucanplaywithtolearnmoreoruseasastartingpoint
foryourowndrivers.

Wehopeyouhaveasmuchfunreadingthisbookaswehaveenjoyedwritingit.

WhoIsThisBookFor?
ThebookwaswrittenforanyoneinterestedinApple’siOSandMacOSXoperatingsystems,withafocus
onpracticalkerneldevelopment,especiallydriverdevel.Regardlessofwhetheryouareahobbyist,
student,orprofessionalengineer,wehopetoprovideyouwithmaterialofinterest.Whilethefocusison
kernelprogramminganddevelopment,wewillcovermanytheoreticalaspectsofOStechnologyand
provideadetailedoverviewoftheOSXandiOSkernelenvironments.Theaimofthebookistoprovide
theknowledgenecessarytostartdevelopingyourownkernelextensionsanddrivers.Wewillfocusin
particularontheI/OKitframeworkforwritingdevicedriversandextensions,butwewillalsocover
generalknowledgethatwillgiveyouadeeperunderstandingofhowI/OKitinteractswiththeOS.Ifyou
aremainlyinterestedindevelopingOSXoriOSuserapplications,thisbookmaynotbeforyou.Wewill
notcoverCocoaoranyotherframeworkusedfordevelopingend-userapplications.Thisbookcovers
kernel-programmingtopicssuchasdriverandkernelextensiondevelopmentonApple’sOSXandiOS
platform.

Someknowledgeofoperatingsysteminternalswillbeusefulinunderstandingtheconcepts
discussedinthisbook.Havingcompletedanintroductorycomputerscienceorengineeringcoursewill
beahelpfulstartingpoint.Additionally,knowledgeofatleastoneprogramminglanguagewillbe
requiredinordertounderstandexamplesthroughoutthebook.SincewefocusonI/OKit,whichis
writteninasubsetofC++calledEmbeddedC++,itwouldbehighlybeneficialtohavesomeexperience
withC++(oratleastC)tomakethemostofthisbook.Thebookdoesnotcovergeneralprogramming
topicsortheory.WewillbrieflycoversomefundamentalsofOStheorytoprovideacontextforfurther
discussions.
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BookStructure
Thefollowingisabriefdescriptionofeachchapterinthisbook:

Chapter1,OperatingSystemFundamentals.Detailsthefunctionalityofanoperatingsystemand
itsroleinmanagingthecomputer’shardwareresources.Wedescribethepurposeofdevicedriversand
whentheyareneeded,andintroducethedifferencesbetweenprogramminginthekernelenvironment
ascomparedtostandardapplicationdevelopment.

Chapter2,MacOSXandiOS.ProvidesabriefoverviewofthetechnicalstructureofXNU,thekernel
usedbyMacOSXandiOS.

Chapter3,XcodeandtheKernelDevelopmentEnvironment.Providesanoverviewofthe
developmenttoolsprovidedbyAppleforMacOSXandiOSdevelopment.Thechapterendswithashort
“Helloworld”kernelextension.

Chapter4,TheI/OKitFramework.IntroducestheI/OKitframeworkthatprovidesthedrivermodel
forMacOSXanditsobject-orientedarchitecture.WeexplainhowtheI/OKitfindstheappropriate
devicedrivertomanageahardwaredevice.Wedemonstrateagenericdevicedrivertoillustratethebasic
structureofanyI/OKitdriver.

Chapter5,InteractingwithDriversfromApplications.Explainshowapplicationcodecanaccessa
kerneldriver.Wedemonstratehowtosearchandmatchagainstaspecificdriveraswellashowtoinstall
anotificationtowaitforthearrivalofadriveroraparticulardevice.Wewillshowhowanapplication
cansendcommandstoadriverandwatchforeventssentbythedriver.

Chapter6,MemoryManagement.Providesanoverviewofkernelmemorymanagementandthe
differenttypesofmemorythatadriverneedstoworkwith.Wedescribethedifferencesbetweenphysical
andkernelvirtualaddressesanduser-spacememory.Wealsointroducethereadertotheconceptssuch
asmemorydescriptorsandmemorymapping.

Chapter7,SynchronizationandThreading.Describesthefundamentalsofsynchronizationand
whyitisanecessityforeverykerneldriver.Wediscusstheusageofkernellockingmechanismssuchas
IOLockandIOCommandGateandtheirappropriateuse.Weexplainhowatypicaldriverrequires
synchronizationbetweenitsownthreads,user-spacethreads,andhardwareinterrupts.Wediscussthe
kernelfacilitiesforcreatingkernelthreadsandasynchronoustimers.

Chapter8,USBDrivers.IntroducesthereadertothearchitectureofUSBandhowadriver
interfaceswiththem.WeprovideanoverviewoftheI/OKitUSBAPIandtheclassesitprovidesfor
enumeratingdevicesandtransferringdatatoorfromaUSBdevice.Wealsodiscussstepsneededto
supportdeviceremovalandprovideanexampletoshowhowadrivercanenumerateresourcessuchas
pipes.

Chapter9,PCIandThunderbolt.ProvidesanoverviewofthePCIarchitecture.Wealsodescribethe
conceptsthatareuniquetoPCIdrivers,suchasmemory-mappedI/O,high-speeddatatransferthrough
DirectMemoryAccess(DMA),andhandlingofdeviceinterrupts.WegiveanoverviewoftheIOPCIDevice
classthattheI/OKitprovidesforaccessingandconfiguringPCIdevices.Wealsodiscusstherelatedand
morerecentThunderbolttechnology.

Chapter10,PowerManagement.Describesthemethodsthatdriversneedtoimplementinorderto
allowthesystemtoenterlowpowerstatessuchasmachinesleep.Wealsodescribeadvancedpower
managementthatadrivercanimplementifitwishestoplaceitshardwareintoalowpowerstateaftera
periodofinactivity.

Chapter11,SerialPortDrivers.DescribeshowtoimplementaserialportdriveronMacOSX.We
introducerelevantdatastructuressuchascircularqueuesandtechniquesformanagingdataflow
throughblockingI/Oandnotificationevents.Weshowhowauserapplicationcanenumerateand
accessaserialportdriver.
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Chapter12,AudoDrivers.Discusseshowsystem-wideaudioinputandoutputdevicescanbe
developedusingtheIOAudioFamilyframework.Wedemonstrateasimplevirtualaudiodevicethat
copiesaudiooutputtoitsinput.

Chapter13,NetworkDrivers.Describeshowanetworkinterfacecanbeimplementedusingthe
IONetworkingFamily.Wealsocoverhowtowritenetworkfilterstofilter,block,andmodifynetwork
packets.ThechapterconcludeswithanexampleofhowtowriteanEthernetdriver.

Chapter14,StorageDrivers.CoversthestoragedriverstackonMacOSXthatprovidessupportfor
storagedevicessuchasdisksandCDs.Wedescribethedriversateachlayerofthestoragestack,
includinghowtowriteaRAMdisk,apartitionscheme,andafilterdriverthatprovidesdiskencryption.

Chapter15,UserspaceUSBDrivers.Describeshowcertaindriverscanbeimplementedentirely
insideauserapplication.Wedescribetheadvantagestothisapproachandalsowhenthismaynotbe
applicable.

Chapter16,Debugging.Containspracticalinformationonhowtodebugdrivers,aswellas
commonproblemsandpitfalls.Itwillenableareadertoworkbackwardsfromakernelcrashreporttoa
locationintheircode,acommonscenariofacingakerneldeveloper.WewilldiscussthetoolsOSX
providestoenablethis,suchastheGNUdebugger(GDB).

Chapter17,AdvancedKernelProgramming.Exploressomeofthemoreadvancedtopicsinkernel
programming,suchasutilizingSSEandfloatingpointorimplementingadvanceddriverarchitectures.

Chapter18,Deployment.Concludesthebookbydescribinghowtodistributeadrivertotheend
user.WecovertheuseoftheAppleinstallationsystemforbothfirst-timeinstallationandupgrades.The
chapterincludespracticaltipsonhowtoavoidcommondriverinstallationproblems.
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Operating System Fundamentals 

Theroleofanoperatingsystemistoprovideanenvironmentinwhichtheuserisabletorunapplication
software.Theapplicationsthatusersrunrelyonservicesprovidedbytheoperatingsystemtoperform
taskswhiletheyexecute,inmanycaseswithouttheuser—oreventheprogrammer—givingmuch
thoughttothem.Foranapplicationtoreadafilefromdisk,forexample,theprogrammersimplyneeds
tocallafunctionthattheoperatingsystemprovides.Theoperatingsystemhandlesthespecificsteps
requiredtoperformthatread.Thisfreestheapplicationprogrammerfromhavingtoworryaboutthe
differencesbetweenreadingafilethatresidesonthecomputer’sinternalharddiskorafileonan
externalUSBflashdrive;theoperatingsystemtakescareofsuchmatters.

Mostprogrammersarefamiliarwithdevelopingcodethatisrunbytheuserandperhapsusesa
frameworksuchasCocoatoprovideagraphicaluserinterfacewithwhichtointeractwiththeuser.Allof
theapplicationsavailableontheMacoriPhoneAppStorefitintothiscategory.Thisbookisnotabout
writingapplicationsoftware,butratheraboutwritingkernelextensions—thatis,codethatprovides
servicestoapplications.Twopossiblesituationsinwhichakernelextensionisnecessaryareallowing
theoperatingsystemtoworkwithcustomhardwaredevicesandaddingsupportfornewfilesystems.
Forexample,akernelextensioncouldallowanewUSBaudiodevicetobeusedbyiTunesorallowan
Ethernetcardtoprovideaninterfacefornetworkingapplications,asshowninFigure1-1.Afilesystem
kernelextensioncouldallowaharddiskformattedonaWindowscomputertomountonaMacasifit
wereastandardMacdrive.
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Figure1-1.ThenetworkinterfaceslistedintheMacOSXsystempreferencesrepresentnetworkkernel

extensions.

Animportantroleoftheoperatingsystemistomanagethecomputer’shardwareresources,suchas
memoryandtheCPU,andperipherals,suchasdiskstorageandthekeyboard.Thecollectionof
hardwaredevicesthattheoperatingsystemneedstosupportvariesgreatlyfrommachinetomachine.
ThehardwareconfigurationofaMacBookAirisverydifferenttothatofaMacPro,althoughtheyboth
runthesameoperatingsystem.Toallowtheoperatingsystemtosupportmultiplehardware
configurationswithoutbecomingbloated,thecoderequiredtosupporteachhardwarecomponentis
packagedintoaspecialtypeofkernelextensionknownasadriver.Thismodularityallowstheoperating
systemtoloaddriversondemand,dependingonthehardwarethatispresentonthesystem.This
approachalsoallowsfordriverstobeinstalledintothesystembyvendorstosupporttheircustom
hardware.ThestandardinstallationofMacOSXcomeswithoveronehundreddrivers,ofwhichonlya
subsetisneededtorunaparticularsystem.

Developingakernelextensionisverydifferentfromwritinganapplication.Theexecutionofan
applicationtendstobedrivenbyeventsoriginatingfromtheuser.Theapplicationrunswhentheuser
launchesit;itmaythenwaitfortheusertoclickabuttonorselectamenuitem,atwhichpointthe
applicationhandlesthatrequest.Kernelextensions,ontheotherhand,havenouserinterfaceanddo
notinteractwiththeuser.Theyareloadedbytheoperatingsystem,andarecalledbytheoperating
systemtoperformtasksthatitcouldnotperformbyitself,suchaswhentheoperatingsystemneedsto
accessahardwaredevicethatthekernelextensionisdriving.
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Tohelpwiththesecurityandstabilityofthesystem,modernoperatingsystems,suchasMacOSX,
isolatethecoreoperatingsystemcode(thekernel)fromtheapplicationsandservicesthatarerunbythe
user.Anycodethatrunsaspartofthekernel,suchasdrivercode,issaidtorunin“kernelspace.”Code
thatrunsinkernelspaceisgrantedprivilegesthatstandarduserapplicationsdonothave,suchasthe
abilitytodirectlyreadandwritetohardwaredevicesconnectedtothecomputer.

Incontrast,thestandardapplicationcodethatusersworkwitharesaidtorunin“userspace.”
Softwarethatrunsinuserspacehasnodirectaccesstohardware.Therefore,toaccesshardware,user
codemustsendarequesttothekernel,suchasadiskreadrequest,torequestthatthekernelperforma
taskonbehalfoftheapplication.

Thereisastrictbarrierbetweencodethatrunsinuserspaceandcodethatrunsinthekernel.
Applicationscanonlyaccessthekernelbycallingfunctionsthattheoperatingsystempublishestouser
spacecode.Similarly,codethatexecutesinkernelspacerunsinaseparateenvironmenttouserspace
code.RatherthanusingthesamerichprogrammingAPIsthatareavailabletouserspacecode,the
kernelprovidesitsownsetofAPIsthatdevelopersofkernelextensionsmustuse.Ifyouareaccustomed
touserspaceprogramming,theseAPIsmayappearrestrictiveatfirst,sinceoperationssuchasuser
interactionandfilesystemaccessaretypicallynotavailabletokernelextensions.Figure1-2showsthe
separationofuserspacecodeandkernelspacecode,andtheinteractionbetweeneachlayer.



Figure1-2.Theseparatelayersofresponsibilityinamodernoperatingsystem

Anadvantageofforcingapplicationstomakearequesttothekerneltoaccesshardwareisthatthe
kernel(andkerneldriver)becomesthecentralarbiterofahardwaredevice.Considerthecaseofasound
card.Theremaybemultipleapplicationsonthesystemthatareplayingaudioatanyonetime,but
becausetheirrequestsarefunneledthroughtoasingleaudiodriver,thatdriverisabletomixtheaudio
streamsfromallapplicationsandprovidethesoundcardwiththeresultingmixedstream.

Intheremainderofthischapter,weprovideanoverviewofthefunctionalityprovidedbythe
operatingsystemkernel,withafocusonitsimportanceinprovidinguserapplicationswithaccessto
hardware.Webeginatthehighestlevel,lookingatapplicationsoftware,andthendiggingdownintothe
operatingsystemkernellevel,andfinallydownintothedeepestlevel,thehardwaredriver.Ifyouare
alreadyfamiliarwiththeseconcepts,youcansafelyproceedtoChapter2.
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TheRoleoftheOperatingSystem
Aspartofthebootsequence,theoperatingsystemdeterminesthehardwareconfigurationofthe
system,findsanyexternaldevicesconnectedtoUSBportsorpluggedintoPCIexpansionslots,and
initializesthem,loadingdriversalongtheway,ifnecessary.

Oncetheoperatingsystemhascompletedloading,theuserisabletorunapplicationsoftware.
Applicationsoftwaremayneedtoallocatememoryorwriteafiletodisk,anditistheoperatingsystem
thathandlestheserequests.Totheuser,theinvolvementoftheoperatingsystemislargelytransparent.

Theoperatingsystemprovidesalayerofabstractionbetweenrunningapplicationsandthephysical
hardware.Applicationstypicallycommunicatewithhardwarebyissuinghigh-levelrequeststothe
operatingsystem.Becausetheoperatingsystemhandlestheserequests,theapplicationcanbe
completelyunawareofthehardwareconfigurationonwhichitisrunning,suchastheamountofRAM
installedandwhetherthediskstorageisaninternalSSDoranexternalUSBdrive.

Thisabstractionallowsapplicationsoftwaretoberunonawidevarietyofdifferenthardware
configurationswithouttheprogrammerhavingtoaddsupportforeachone,evenifnewhardware
devicesarecreatedaftertheprogramhasbeenreleased.

Applicationdeveloperscanoftenignoremanyofthedetailsoftheworkingsofacomputersystem,
becausetheoperatingsystemabstractsawaytheintricaciesofthehardwareplatformonwhichthe
applicationisrunning.Asadriverdeveloper,however,thecodethatyouwritebecomespartofthe
operatingsystemandwillinterfacedirectlywiththecomputer’shardware;youarenotimmunetothe
inner-workingsofasystem.Forthisreason,abasicunderstandingofhowtheoperatingsystem
performsitsdutiesisnecessary.

ProcessManagement
Ausertypicallyhasmanyapplicationsinstalledonhisorhercomputer.Thesearepurelypassive
entities.Theprogramsondiskcontaindatathatisneededonlywhentheprogramisrun,consistingof
theexecutablecodeandapplicationdata.Whentheuserlaunchesanapplication,theoperatingsystem
loadstheprogram’scodeanddataintomemoryfromdiskandbeginsexecutingitscode.Aprogram
beingexecutedisknownasa“process.”Unlikeaprogram,aprocessisanactiveentity,andconsistsofa
snapshotofthestateoftheprogramatasingleinstanceduringexecution.Thisincludestheprogram’s
code,thememorythattheprogramhasallocated,andthecurrentstateofitsexecution,suchastheCPU
instructionofthefunctionthattheprogramiscurrentlyexecuting,andthecontentsofitsvariablesand
memoryallocations.

Therearetypicallymanyprocessesrunningonasystematonce.Theseincludeapplicationsthatthe
userhaslaunched(suchasiTunesorSafari),aswellasprocessesthatarestartedautomaticallybythe
operatingsystemandthatrunwithnoindicationtotheuser.Forexample,theTimeMachinebackup
servicewillautomaticallyrunabackgroundprocesseveryhourtoperformabackupofyourdata.There
mayevenbemultipleinstancesofthesameprogrambeingexecutedatanyonetime,eachofwhichis
consideredadistinctprocessbytheoperatingsystem.Figure1-3showstheActivityMonitorutilitythat
isincludedwithMacOSX,whichallowsalloftheprocessesrunningonthesystemtobeexamined.
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Figure1-3.ActivityMonitoronMacOSXshowingallprocessesrunningonthesystem.Comparethisto

theDock,whichshowsthevisibleuserapplications.

ProcessAddressSpaces
Althoughtherearetypicallymanyprocessesrunningatanyonetime,eachprocessisunawareofthe
otherprocessesrunningonthesystem.Infact,withoutexplicitcode,oneprocesscannotinteractor
influencethebehaviorofanotherprocess.

Theoperatingsystemprovideseachprocesswitharangeofmemorywithinwhichitisallowedto
operate;thisisknownastheprocess’saddressspace.Theaddressspaceisdynamicandchangesduring
executionasaprocessallocatesmemory.Ifaprocessattemptstoreadorwritetoamemoryaddress
outsideofitsaddressspace,theoperatingsystemtypicallyterminatesit,andtheuserinformedthatthe
applicationhascrashed.

Althoughprotectedmemoryisnotnew,itisonlywithinthelastdecadethatithasbeenfoundon
consumerdesktopsystems.PriortoMacOSX,aprocessrunningunderMacOS9wasabletoreador
writetoanymemoryaddress,evenifthataddresscorrespondedtoabufferthatwasallocatedby
anotherprocessorbelongedtotheoperatingsystemitself.

Withoutmemoryprotection,applicationswereabletobypasstheoperatingsystemandimplement
theirowninter-processcommunicationschemesbasedondirectlymodifyingthememoryandvariables
ofadifferentprocess,withorwithouttheconsentofthatprocess.Thiswasalsotrueforoperating
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systemstructures.Forexample,MacOS9hadaninternalglobalvariablethatcontainedalinkedlistof
everyGUIwindowthatwasopen.Althoughthislinkedlistwasnominallyownedandmanipulatedby
theoperatingsystem,applicationswereabletowalkandmodifythelistwithoutmakinganycallstothe
operatingsystem.

Withoutmemoryprotection,anoperatingsystemissusceptibletobugsinuserapplications.An
applicationrunningonasystemwithmemoryprotectioncan,atworst,corruptitsownmemoryand
structures,butthedamageislocalizedtotheapplicationitself.Onasystemwithoutmemoryprotection,
suchasMacOS9,abuginanapplicationcouldpotentiallyoverwritetheinternalstructuresofthe
operatingsystem,whichcouldcausethesystemtocrashentirelyandrequireareboottorecover.

ItisworthnotingthatonamodernoperatingsystemsuchasMacOSX,thekernelhasanaddress
spaceofitsown.Thisallowsthekerneltooperateindependentlyofallrunningprocesses.OnMacOSX,
asingleaddressspaceisusedforboththekernelandallkernelextensionsthatareloaded.Thismeans
thatthereisnothingprotectingcoreoperatingsystemstructuresfrombeinginadvertentlyoverwritten
byabuggydriver.Unlikeauserprocess,whichcansimplybeaborted,ifthissituationoccursinthe
kernel,theentiresystemisbroughtdownandthecomputermustberebooted.Thistypeoferror
presentsitselfasakernelpaniconMacOSX,orthe“bluescreenofdeath”onWindows.Forthisreason,
developersofkernelextensionsneedtobecarefulwithmemorymanagementtoensurethatallmemory
accessesarevalid.

OperatingSystemServices
Withamodernoperatingsystem,thereisaclearseparationbetweenthefunctionsperformedbythe
operatingsystemandthefunctionsperformedbytheapplication.Wheneveraprocesswishesto
performatasksuchasallocatingmemory,readingdatafromdisk,orsendingdataoveranetwork,it
needstogothroughtheoperatingsystemusingasetofwell-definedprogramminginterfacesthatare
providedbythesystem.Systemfunctionssuchasmalloc()andread()areexamplesofsystemcallsthat
provideoperatingsystemservices.Thesesystemcallsmaybemadedirectlybytheapplicationor
indirectlythroughahigher-leveldevelopmentframeworksuchastheCocoaframeworkonMacOSX.
Internally,theCocoaframeworkisimplementedontopofthesesamesystemcalls,andaccesses
operatingsystemservicesbyinvokinglower-levelfunctionssuchasread().

However,becauseuserprocesseshavenodirectaccesstohardwareortooperatingsystem
structures,acalltoafunctionsuchasread()needstobreakoutoftheconfinesoftheprocess’saddress
space.Whenafunctioncalltoanoperatingsystemserviceismade,controlpassesfromtheuser
applicationtotheprivilegedsectionoftheoperatingsystem,knownasthekernel.Transferringcontrol
tothekernelisusuallyperformedwiththehelpoftheCPU,whichprovidesaninstructionforthis
purpose.Forexample,theIntelCPUfoundinmodern-dayMacsprovidesasyscallinstructionthat
jumpstoafunctionthatwassetupwhentheoperatingsystembooted.Thiskernelfunctionfirstneeds
toidentifywhichsystemcalltheuserprocessexecuted(determinedbyavaluewrittentoaCPUregister
bythecallingprocess)andthenreadsthefunctionparameterspassedtothesystemcall(again,setupby
thecallingprocessthroughCPUregisters).Thekernelthenperformsthefunctioncallonbehalfofthe
userprocessandreturnscontroltotheprocessalongwithanyresultcode.ThisisillustratedinFigure
1-4.
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Figure1-4.Theflowofcontrolinasystemcall

Thekernelisaprivilegedprocessandhastheabilitytoperformoperationsthatarenotavailableto
userprocesses,butarenecessaryforconfiguringthesystem.Whencontroltransferstothekernel,such
asfollowingasystemcall,theCPUentersaprivilegedmodewhilekernelcodeisexecutedandthen
dropsbacktorestrictedprivilegesbeforereturningtotheuserprocess.

Sincethekernelexecutesatahigherprivilegelevelthantheuserprocesswhileitisexecutinga
systemcallonbehalfoftheprocess,itneedstobecarefulthatitdoesn’tinadvertentlycauseasecurity
breach.Thiscouldhappenifthekernelweretrickedintoperformingataskthattheuserprocessshould
notbeallowedtodo,suchasbeingaskedtoopenafileforwhichtheuserdoesnothaveread
permission,orbeingprovidedwithadestinationbufferwhoseaddressisnotwithintheprocess’s
addressspace.Inthefirstcase,althoughthekernelprocessitselfhaspermissiontoopenanyfileonthe
system,becauseitisoperatingonbehalfofalesser-privilegeduserprocess,therequestneedstobe
denied.Inthesecondcase,ifthekernelweretoaccessaninvalidaddress,theresultwouldbean
unrecoverableerror,whichwouldleadtoakernelpanic.

Kernelerrorsarecatastrophic,requiringtheentiresystemtoberebooted.Topreventthisfrom
occurring,wheneverthekernelperformsarequestonbehalfofauserprocess,itneedstotakecareto
validatetheparametersthathavebeenprovidedbytheprocessandshouldnotassumethattheyare
valid.Thisappliestosystemcallsimplementedbythekerneland,aswewillseeinsubsequentchapters,
wheneveradriveracceptsacontrolrequestfromauserprocess.

VirtualMemory
TheRAMinacomputersystemisalimitedresource,withalloftherunningprocessesonthesystem
competingforashareofit.Whentherearemultipleapplicationsrunningonasystem,itisnotunusual
forthetotalamountofmemoryallocatedbyallprocessestoexceedtheamountofRAMonthesystem.

Anoperatingsystemthatsupportsvirtualmemoryallowsaprocesstoallocateandusemore
memorythantheamountofRAMinstalledonthesystem;thatis,theaddressspaceofaprocessisnot
constrainedbytheamountofphysicalRAM.Withvirtualmemory,theoperatingsystemusesabacking
storeonsecondarystorage,suchastheharddisk,tokeepportionsofaprocessaddressspacethatwill
notfitintoRAM.TheCPU,however,canstillaccessonlyaddressesthatareresidentinRAM,sothe
operatingsystemmustswapdatabetweenthediskbackingstoreandRAMinresponsetomemory
accessesmadebytheprocessasitruns.
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Ataparticulartime,aprocessmayonlyneedtoreferenceasmallsubsetofthetotalmemorythat
hasbeenallocated.Thisisknownastheworkingsetoftheprocessand,aslongastheoperatingsystem
keepsthisworkingsetinRAM,thereisnegligibleimpactontheexecutionspeedimposedbyvirtual
memory.Theworkingsetisadynamicentity,anditchangesbasedonthedatathatisactivelybeing
usedastheprocessruns.IfaprocessaccessesamemoryaddressthatisnotresidentinRAM,the
correspondingdataisreadfromthebackingstoreondiskandbroughtintoRAM.IfthereisnofreeRAM
availabletoloadthedatainto,someoftheexistingdatainRAMwillneedtobeswappedouttodisk
beforehand,thusfreeingupphysicalRAM.

Virtualmemoryishandledbytheoperatingsystem.Auserprocessplaysnopartinits
implementation,andisunawarethatportionsofitsaddressspacearenotinphysicalRAMorthatdatait
hasaccessedneededtobeswappedintomainmemory.

Aconsequenceofvirtualmemoryisthattheaddressesusedbyaprocessdonotcorrespondto
addressesinphysicalRAM.Thisisapparentifyouconsiderthataprocess’saddressspacemaybelarger
thantheamountofRAMonthesystem.Therefore,theaddressesthataprocessreadsfromandwritesto
needtobetranslatedfromtheprocess’svirtualaddressspaceintoaphysicalRAMaddress.Sinceevery
memoryaccessrequiresanaddresstranslation,thisisperformedbytheCPUtominimizetheimpacton
executionspeed.

Operatingsystemstypicallyuseaschemeknownas“paging”toimplementvirtualtophysical
addresstranslation.Underapagedmemoryscheme,physicalmemoryisdividedintofixed-sizedblocks
knownaspageframes.Mostoperatingsystems,includingbothMacOSXandiOS,useaframesizeof
4096bytes.Similarly,thevirtualaddressspaceofeachprocessisdividedintofixed-sizeblocks,knownas
pages.Thenumberofbytesperpageisalwaysthesameasthenumberofbytesperframe.Eachpagein
aprocesscanthenbemappedtoaframeinphysicalmemory,asshowninFigure1-5.



Figure1-5.Thepagesinaprocess’saddressspacecanbemappedtoanypageframesinmemory.
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Anotheradvantageofvirtualmemoryisitallowsabufferthatoccupiesacontiguousrangeofpages
intheprocess’svirtualaddressspacetobespreadoveranumberofdiscontiguousframesinphysical
memory,asseeninFigure1-5.Thissolvestheproblemoffragmentationofphysicalmemory,sincea
process’smemoryallocationcanbespreadoverseveralphysicalmemorysegmentsandisnotlimitedto
thesizeofthelongestcontiguousgroupofphysicalpageframes.

Aspartoflaunchingaprocess,theoperatingsystemcreatesatabletomapaddressesbetweenthe
process’svirtualaddressspaceandtheircorrespondingphysicaladdress.Thisisknownasa“page
table.”Conceptually,thepagetablecontainsanentryforeachpageintheprocess’saddressspace
containingtheaddressofthephysicalpageframetowhicheachpageismapped.Apagetableentrymay
alsocontainaccesscontrolbitsthattheCPUusestodeterminewhetherthepageisread-onlyandabit
thatindicateswhetherthepageisresidentinmemoryorhasbeenswappedouttothebackingstore.
Figure1-6describesthestepsthattheCPUperformstotranslateavirtualaddresstoaphysicaladdress.



Figure1-6.Virtualtophysicaladdresstranslationfora32-bitaddresswithapagesizeof4096bytes(12

bits)

IfaprocessaccessesamemoryaddressthattheCPUcannottranslateintoaphysicaladdress,an
errorknownasa“pagefault”occurs.Pagefaultsarehandledbytheoperatingsystem,runningat
privilegedexecutionlevel.Theoperatingsystemdetermineswhetherthefaultoccurredbecausethe
addresswasnotintheprocess’saddressspace,inwhichcasetheprocesshasattemptedtoaccessan
invalidaddressandisterminated.Ifthefaultoccurredbecausethepagecontainingtheaddresshas
beenswappedouttothebackingstore,theoperatingsystemperformsthefollowingsteps:

1. Aframeinphysicalmemoryisallocatedtoholdtherequestedpage;ifnofree
framesareavailableinmemory,anexistingframeisswappedouttothe
backingstoretomakeroom.

2. Therequestedpageisreadfromthebackingstoreintomemory.
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3. Thepagetablefortheprocessisupdatedsothattherequestedpageismapped
totheallocatedframe.

4. Controlreturnstothecallingprocess.

Thecallingprocessre-executestheinstructionthatcausedthefault,butthistimearound,theCPU
findsamappingfortherequestedpageinthepagetableandtheinstructioncompletessuccessfully.

Anunderstandingofvirtualmemoryandpagingisessentialforkerneldevelopers.Althoughthe
kernelhandlesrequestsonbehalfofuserapplications,italsohasanaddressspaceofitsown,so
parametersoftenneedtobecopiedormappedfromaprocess’saddressspacetothekernel’saddress
space.Inaddition,kernelcodethatinterfacestohardwaredevicesoftenneedstoobtainthephysical
addressofmemory.Consideradiskdriverthatishandlingareadrequestforauserprocess.The
destinationforthedatareadfromdiskisabufferthatresidesintheaddressspaceoftheuserprocess.As
withtheCPU,thehardwarecontrolledbythedrivercanwriteonlytoanaddressinmainmemory,and
nottoadestinationinthebackingstore.Therefore,tohandlethereadrequest,thedriverneedsto
ensurethattheuserbufferisswappedintomainmemoryandremainsinmainmemoryfortheduration
ofthereadoperation.Finally,thedriverneedstotranslatetheaddressofthedestinationbufferfroma
virtualaddressintoaphysicaladdressthatthehardwarecanaccess.Wedescribethisinfurtherdetailin
Chapter6.

It’sworthnotingthatalthoughiOSprovidesapagetableforeachprocess,itdoesnotsupporta
backingstore.Atfirst,itmayseemthatthiscompletelydefeatsthepurposeofpaging.However,itserves
twoveryimportantpurposes.First,itprovideseachprocesswiththeviewthatithassoleaccessto
memory.Second,itavoidsproblemscausedbythefragmentationofphysicalmemory.

Scheduling
AnotherresourcethatisunderhighcontentioninacomputersystemistheCPU.Eachprocessrequires
accesstotheCPUinordertoexecute,buttypically,therearemoreactiveprocesseswantingaccessto
theCPUthanthereareCPUcoresonthesystem.TheoperatingsystemmustthereforesharetheCPU
coresamongtherunningprocessesandensurethateachprocessisprovidedregularaccesstotheCPU
sothatitcanexecute.

Wehaveseenthatprocessesrunindependentofeachotherandaregiventheirownaddressspaces
topreventoneprocessfromaffectingthebehaviorofanyotherprocess.However,inmanyapplications,
itisusefultoallowtwoindependentexecutionpathstorunsimultaneously,withouttherestrictionof
havingeachpathrunwithinitsownaddressspace.Thisunitofexecutionisknownasa“thread.”
Multiplethreadsallexecutecodefromthesameprogramcodeandarerunwithinthesameprocess(and
hencesharethesameaddressspace),butotherwiserunindependently.

Totheoperatingsystem,athreadisthebasicunitofscheduling;theoperatingsystemscheduler
needstolookatonlytheactivethreadsonthesystemwhenconsideringwhattoschedulenextonthe
CPU.Foraprocesstoexecute,itmustcontainatleastonethread;theoperatingsystemautomatically
createstheinitialthreadforanewprocesswhenitbeginsrunning.

Thegoalofthescheduleristwofold:topreventtheCPUfrombecomingidle,sinceotherwisea
valuablehardwarecomponentisbeingwasted,andtoprovideallthreadswithaccesstotheCPUina
mannerthatisfairsothatasinglethreadcannotmonopolizetheCPUandstarveotherthreadsfrom
running.Todothis,athreadisscheduledonanavailableCPUcoreuntiloneoftwoeventsoccurs:

• Acertainamountoftimehaselapsed,knownasthetimequantum,atwhichpoint
thethreadispreemptedbytheoperatingsystemandanotherthreadisscheduled.
OnMacOSX,thedefaulttimequantumis10milliseconds.
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• Thethreadcannolongerexecutebecauseitiswaitingforthecompletionofan
operation,suchasfordatatobereadfromdisk,orfortheresultofanotherthread.
Inthiscase,theschedulerallowsanotherthreadtorunontheCPUwhilethe
originalthreadisblocked.ThispreventstheCPUfromsittingidlewhenathread
hasnoworktodoandmaximizesthetimethattheCPUisspentexecutingcode.A
threadcanalsovoluntarilygiveupitstimeontheCPUbycallingoneofthe
sleep()functions,whichdelayexecutionofthecurrentthreadforaspecified
duration.

Onereasonforaddingmultiplethreadstoanapplicationistoallowittoexecuteconcurrently
acrossmultipleCPUcoressothattheapplication’sexecutioncanbespedupbydividingacomplex
operationintosmallerstepsthatareruninparallel.However,multithreadinghasadvantagesevenona
computerwithasingleCPUcore.Byrapidlyswitchingbetweenactivethreads,theschedulergivesthe
illusionthatallthreadsarerunningconcurrently.Thisallowsathreadtoblockorsitinatightloopwith
negligibleimpactontheresponsivenessofotherthreads,soatime-consumingtaskcanbemovedtoa
backgroundthreadwhileleavingtherestoftheapplicationfreetorespondtouserinteraction.

Acommondesignusedinapplicationsthatinterfacewithhardwareistoplacethecodethat
accessesthehardwareinitsownthread.Softwarecodeoftenhastoblockwhileitiswaitingforthe
hardwaretorespond;byremovingthiscodefromthemainprogramthread,theprogram’suserinterface
isnotaffectedwhentheprogramneedstowaitforthehardware.

Anothercommonuseofthreadsoccurswhensoftwareneedstorespondtoaneventfromhardware
withminimaldelay.Theapplicationcancreateathreadthatisblockeduntilitreceivesnotificationfrom
hardware,whichcanbesignaledusingtechniquesdiscussedinlaterchapters.Whilethethreadis
blocked,theschedulerdoesnotneedtoprovideitwithaccesstotheCPU,sothepresenceofthethread
hasnoimpactontheperformanceofthesystem.However,oncethehardwarehassignaledanevent,the
threadbecomesunblocked,isscheduledontheCPU,anditisfreetotakewhateveractionisnecessary
torespondtothehardware.

HardwareandDrivers
InadditiontomanagingessentialhardwareresourcessuchastheCPUandmemory,theoperating
systemisalsoresponsibleformanaginghardwareperipheralsthatmaybeaddedtothesystem.This
includesdevicessuchasthekeyboardandmouse,aUSBflashdrive,andthegraphicscard.Althoughthe
operatingsystemisresponsibleformanagingthesedevices,itdoessowiththehelpofdrivers,whichcan
bethoughtofasplug-insthatruninsidetheoperatingsystemkernelandallowthesystemtointerfaceto
hardwaredevices.

Thecodetosupportahardwaredevicecanbefoundintwoplaces:onthedeviceitself(knownas
firmware)andonthecomputer(knownasthedriver).Theroleofthedriveristoactonbehalfofthe
operatingsystemincontrollingthehardwaredevice.Drivercodeisloadedintotheoperatingsystem
kernelandisgrantedthesameprivilegesastherestofthekernel,includingtheabilitytodirectlyaccess
hardware.

Thedriverhastheresponsibilityofinitializingthehardwarewhenthedeviceispluggedintothe
computer(orwhenthecomputerboots)andoftranslatingrequestsfromtheoperatingsystemintoa
sequenceofhardware-specificoperationsthatthedeviceneedstoperformtocompletetheoperating
system’srequest.

Thetypeofrequeststhatadriverwillreceivefromtheoperatingsystemdependsonwhatfunction
thedriverperforms.Forcertaindrivers,theoperatingsystemprovidesaframeworkfordriver
developers.Forexample,asoundcardrequiresanaudiodrivertobewritten.Theaudiodriverreceives
requestsfromtheoperatingsystemthatarespecifictotheworldofaudio,suchasarequesttocreatea
48kHzaudiooutputstream,followedbyrequeststooutputaprovidedpacketofaudio.
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Driversmayalsobebuiltontopofotherdriversandmayrequestservicesprovidedbyotherdrivers.
Forexample,thedriverofaUSBaudioinputdeviceusestheservicesofalower-levelgenericUSBdriver
toaccessitshardware.ThisrelievesthedeveloperfromhavingtobecomeintimatewiththeUSB
protocol,andthedeveloperisinsteadfreetoconcentrateonthespecificsofhisowndevice.Asinthe
previousexample,theaudiodriverreceivesrequestsfromtheoperatingsystemthatrepresentaudio
streamoperations,andinrespondingtothese,thedrivercreatesrequestsofitsownthatarepassedtoa
lower-levelUSBdriver.Thisallowsaseparationintheresponsibilityofeachdriver:Theaudiodriver
needstoconcernitselfonlywithhandlingaudiorequestsandconfiguringtheaudiodevice,andtheUSB
driverneedstoconcernitselfonlywiththeUSBprotocolandperformingdatatransfersovertheUSB
bus.AnexampleofthewayinwhichdriverscanbelayeredisillustratedinFigure1-7.



Figure1-7.Thechainofcontrolrequestsinanaudiorequestfromapplicationtohardware

Notallhardwarefitsintoaspecificclassthatisunderstoodbytheoperatingsystem.Aspecialized
device,suchasa3Dprinter,isunlikelytohavesupportfromtheoperatingsystem.Instead,the
hardwaremanufacturerneedstowriteagenericdriverfortheirhardware.Asagenericdriver,the
operatingsystemdoesnotrecognizethedeviceasaprinterandissueprintingrequeststoit,butinstead
thedriveriscontrolledbyspecializedapplicationsoftware,whichcommunicateswiththeprinterdriver
directly.Theoperatingsystemprovidesaspecialsystemcalltoallowauserapplicationtorequestan
operationfromadriver,knownasan“i/ocontrol”request,oftenshortenedto“ioctl.”Anioctlspecifies
theoperationtobeperformedandprovidesthedriverwithparametersrequiredbytheoperation,which
mayincludeabuffertoplacetheresultoftheoperation.Althoughtheioctlrequestisimplementedasa
systemcalltotheoperatingsystem,therequestispasseddirectlytothedriver.
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Summary
Theoperatingsystemisresponsibleformanagingthehardwareresourcesinacomputer.Itprovidesan
abstractmodelofthecomputersystemtouserprograms,givingtheappearancethateachprogramhas
fullaccesstotheCPUandtheentirememoryrange.Programsthatarerunbytheusercannottouch
hardwarewithoutcallinguponservicesprovidedbytheoperatingsystem.Inhandlingservicesthat
involveperipheralhardwaredevices,theoperatingsystemmayneedtocallfunctionsprovidedbythe
driverofthatdevice.

Insubsequentchapters,wewillputtheconceptswehavecoveredhereintopractice.Wewill
introduceyoutotheinterfacesprovidedbyMacOSXtoallowdriverstoworkwithvirtualandphysical
memoryaddresses,respondtorequestsfromuserapplications,andcommunicatewithPCIandUSB
devices.
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Mac OS X and iOS 

MacOSXisamodernUnix-basedoperatingsystemdevelopedbyAppleIncfortheirMacintosh
computerseries.OSXisthetenthincarnationofMacOS.

OSXfeaturesagraphicaluserinterfaceknownforitseaseofuseandvisualappeal.Applehas
gainedacult-likefollowingfortheirproducts,andanynewfeatureadditiontoeitherOSXoriOS
receiveswidespreadattention.InadditiontotheregulareditionofOSX,Applealsoprovidedaserver
editionofOSXcalledMacOSXServer.

TheserverversionwaslatermergedwiththeregularversioninMacOSX10.7(Lion).OSXwasthe
successortoMacOS9,andrepresentedaradicaldeparturefromearlierversions.Unlikeits
predecessors,OSXwasbasedontheNeXTSTEPoperatingsystem.Atpresent,therehavebeeneight
releasesofMacOSX,withthelatestbeingMacOSX10.7,codenamedLion.TheMacOSXreleasesto
dateareshowninTable2-1.

Table2-1.MacOSXReleasestoDate

Version Name Released 

10.0C heetah March2001

10.1Puma September2001

10.2Jagua r August2002

10.3Pant her October2003

10.4Ti ger April2005

10.5Leo pard October2007

10.6 SnowLeopard August2009

10.7Li on July2011
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MacOSXcomeswitharangeoftoolsfordevelopers,includingXcode,whichallowthedevelopment
ofawiderangeofapplications,includingthemajortopicofthisbook—kernelextensions.

Fortheend-user,OSXusuallycomesbundledwiththeiLifesuite,whichcontainssoftwarefor
photo,audio,andvideoediting,aswellassoftwareforauthoringwebpages.

NEXTSTEP 

OSXandiOSarebasedontheNeXTSTEPOSdevelopedbyNeXTComputerInc,whichwasfoundedby
SteveJobsafterheleftApplein1985.ThecompanywasinitiallyfundedbyJobshimself,butlatergained
significantoutsideinvestments.NeXTwaslateracquiredbyApple,andNeXTSTEPtechnologymadeits
wayintoOSX.TheaimofNeXTwastobuildacomputerforacademiaandbusiness.Despitelimited
commercialsuccessrelativetothecompetition,theNeXTcomputers(mostnotablytheNeXTcube)hada
highlyinnovativeoperatingsystem,calledNeXTSTEP,whichwasinmanywaysaheadofitstime.

NeXTSTEPhadagraphicaluserinterfaceandcommandlineinterfacelikethecurrentversionsofOSX(iOS
doesnotprovideauseraccessiblecommandlineinterface).Manycoretechnologiesintroducedby
NeXTSTEParestillfoundinitssuccessors,suchasapplicationbundlesandInterfaceBuilder.Interface
BuilderisnowpartoftheXcodedevelopmentenvironmentandiswidelyusedforbothOSXandiOSCocoa
applications.NeXTSTEPprovidedDriverKit,anobject-orientedframeworkfordriverdevelopment,which
laterevolvedintoI/OKit,oneofthemajortopicsofthisbook.


iOSwaslaterderivedfromOSX,anditisApple’sOSformobiledevices.Itwaslaunchedwiththe

releaseofthefirstiPhone,in2007,andatthatpointitwascallediPhoneOS,thoughitwaslaterrenamed
iOStobetterreflectthefactthatitrunsonothermobiledevices,suchastheiPodTouch,theiPad,and
morerecentlytheAppleTV.iOSwasbuiltspecificallyformobiledeviceswithtouchinterfaces.Unlike
thebiggestcompetitor,Windows,neitherOSXnoriOSarelicensedforusebythirdparties,andtheycan
officiallyonlybeusedonApple’shardwareproducts.Ahigh-levelviewoftheMacOSXarchitectureis
showninFigure2-1.
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Figure2-1.MacOSXarchitecture

ThecoreofMacOSXandiOSisPOSIXcompliantandhassinceMacOSX10.5(Leopard)complied
withtheUnix03Certification.ThecoreofOSXandiOS,whichincludesthekernelandtheUnixbaseof
theOS,isknownasDarwin,anditisanopensourceoperatingsystempublishedbyApple.Darwin,
unlikeMacOSX,doesnotincludethecharacteristicuserinterface,asitisabarebonessystem,inthatit
onlyprovidesthekernelanduserspacebaseoftoolsandservicestypicalofUnixsystems.Atitsrelease,
theonlysupportedarchitecturewasthePowerPCplatform,butIntel32and64-bitsupportwas
subsequentlyaddedaspartofApple’sshifttotheIntelarchitecture.Applehasthusfarnotreleasedthe
ARMversionofDarwinthatiOSisbasedon.Darwiniscurrentlydownloadableinsourceformonly,and
hastobecompiled.TheDarwindistributionincludesthesourcecodefortheXNUkernel.Thekernel
sourcesareaparticularlyusefulresourceforpeoplewantingtoknowmoreabouttheinnerworkingsof
theOS,andfordevelopingkernelextensions.Youcanoftenfindmoredetailedexplanationsinthe
sourcecodeheaders,orthecodeitself,thanaredocumentedonApple’sdeveloperwebsite.

TheDarwinOS(andthereforeOSXandiOS)runstheXNUkernel,whichisbasedoncodefromthe
Machkernel,aswellaspartsoftheFreeBSDoperatingsystem.Figure2-2showstheMacOSXdesktop.

4
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Figure2-2.TheMacOSXdesktop

ProgrammingAPIs
AsyoucanseefromFigure2-1,OSXhasalayeredarchitecture.BetweentheDarwincoreandtheuser
applicationthereisarichsetofprogrammingAPIs.ThemostsignificantoftheseisCocoa,whichisthe
preferredframeworkforGUI-basedapplications.TheiOSequivalentisCocoaTouch,whichis
principallythesame,butoffersGUIelementsspecializedfortouch-baseduserinteraction.BothCocoa
andCocoaToucharewrittenintheObjective-Clanguage.Objective-CisasupersetofC,withsupport
forSmalltalkstylemessages.

OBJECTIVE-C 

Objective-CwasthelanguageofchoiceforapplicationdevelopmentunderMacOSXandiOS,aswellas
theirpredecessor,NeXTSTEP.Objective-CisasupersetoftheClanguageandprovidessupportforobject-
orientedprogramming,butitlacksmanyoftheadvancedcapabilitiesprovidedbylanguageslikeC++,
suchasmultipleinheritance,templates,andoperatoroverloading.Objective-CusesSmalltalk-style
messaginganddynamicbinding(whichinmanywaysremovestheneedformultipleinheritance).The
languagewasinventedintheearly1980sbyBradCoxandTomLove.Objective-Cisstillthede-facto
standardlanguageforapplicationdevelopmentonbothOSXandiOS,althoughdriverorsystemlevel
programmingistypicallydoneinCorC++.ManycoreframeworksstillusetheNS(forNeXTSTEP)prefixin
theirclassnames,suchasNSStringandNSArray.
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OtherprogrammingAPIsincludetheBSDAPI,whichprovidesapplicationaccesstolow-levelfile
anddeviceaccess,aswellasthePOSIXthreadingAPI(pthreads).TheBSDlayer,unlikeCocoa,doesnot
providefacilitiesforprogrammingapplicationswithagraphicaluserinterface.MacOSXhasanother
majorAPI,calledCarbon.CarbonisaC-basedAPIthatoverlapswithCocoaintermsoffunctionality.It
originallyprovidedsomebackwardcompatibilitywithearlierversionsofMacOS.TheCarbonAPIisnow
deprecatedinfavorofCocoaforGUIapplications,butremainsinOSXtosupportlegacyapplications,
suchasApple’sFinalCutPro7.ThepublicallyavailableversionofCarbonremains32-bitonly,soCocoa
isneededfor64-bitcompatibility.ThefourthmajorAPIisJava,whichhasnowalsobeendeprecated.
JavawasremovedfromdefaultinstallationinMacOSX10.7,althoughitisstillprovidedasanoptional
install.

GraphicsandmultimediaarekeydifferentiatorsthatOSXandiOSofferoverotheroperating
systems.BothofferarichsetofAPIsforworkingwithgraphicsandmultimedia.Thecoreofthegraphics
systemistheQuartzsystem.Quartzencompassesthewindowingsystem(QuartzCompositor),aswellas
theAPIknownasQuartz2D.QuartzisbasedonthePDF(PortableDocumentFormat)model.Itoffers
resolutionindependentuserinterfaces,aswellasanti-aliasedrenderingoftextandgraphics.TheQuartz
Extremeinterfaceoffershardware-assistedOpenGLrenderingofwindows,wheresupportedbythe
graphicshardware.Here’sashortoverviewofsomeimportantgraphicsandmultimediaframeworks:

• Quartz:ConsistsoftheQuartz2DAPIandtheQuartzCompositor,whichprovides
thegraphicalwindowserver.CocoaDrawingoffersanobject-orientedinterface
ontopofQuartzforuseinCocoaapplications.

• OpenGL:TheindustrystandardAPIfordeveloping3Dapplications.iOSsupports
aversionofOpenGLcalledOpenGLES,asubsetdesignedforembeddeddevices.

• CoreAnimation:Alayer-basedAPIintegratedwithCocoathatmakesiteasyto
createanimatedcontentanddotransformations.

• CoreImage:Providessupportforworkingwithimages,includingaddingeffects,
cropping,orcolorcorrection.

• CoreAudio:Offerssupportforaudioplayback,recording,mixing,andprocessing.

• QuickTime:Anadvancedlibraryforworkingwithmultimedia.Itallowsplayback
andtherecordingofaudioandvideo,includingprofessionalformats.

• CoreText:AC-basedAPIfortextrenderingandlayout.TheCocoaTextAPIis
basedonCoreText.

SupportedPlatforms
Atitsrelease,OSXwasonlysupportedonthePowerPCplatform.InJanuary2006,Applereleased
version10.4.4,whichfinallybroughtMacOSXtotheIntelx86-platform,asannouncedatWWDC2005.
ThereasonfortransitioningawayfromthePowerPCplatformwas,accordingtoApple,their
disappointmentinIBM’sabilitytodeliveracompetitivemicroprocessor,especiallyforlow-power
processorsintendedforlaptops.ThetransitiontoIntelwassmoothforApple,andindeeditisoneofthe
fewexamplesofasuccessfulplatformshiftwithintheindustry.

Appleprovidedanelegantsolution,calledRosetta,whichisadynamictranslatorthatwouldallow
existingPowerPCapplicationstorunonx86-basedMacs(naturallywithsomeperformancepenalties).
ApplealsoprovideddeveloperswithUniversalBinaries,whichallowednativecodeformorethanone
architecturetoexistwithinasinglebinaryexecutable(alsoreferredtoasfatbinaries).Whilesupportfor
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PowerPCwasdiscontinued,asofMacOSX10.6(SnowLeopard),UniversalBinariesisstillusedto
provide32-bit,and64-bitx86orx86_64,executables.

64-bitOperatingSystem
MacOSX10.5(Leopard)allowed,forthefirsttime,GUIapplicationstobe64-bitnative,accomplished
throughanew64-bitversionofCocoa,whichalloweddeveloperstotaptheadditionalbenefitsprovided
bythe64-bitCPUsfoundinthecurrentgenerationofMacs.ApplicationsbasedontheCarbonAPIare
still32-bitonly.ThesubsequentreleaseofMacOSX10.6(SnowLeopard)tookthingsone-stepfurther
byallowingthekerneltorunin64-bitmode.

WhilemostapplicationsandAPIswerealready64-bitinLeopard,thekernelitselfwasstillrunning
in32-bitmode.AlthoughSnowLeopardmadea64-bitmodekernelpossible,onlysomeofthemodels
defaultedto64-bit,whileothermodelsrequiredittobeenabledmanually.SnowLeopardwasthefirst
releasethatdidnotincludesupportforPowerPCcomputers,althoughPowerPCapplicationscouldstill
berunwithRosetta.SupportforRosettawasremovedinLion,alongwithsupportforthe32-bitkernel.
Whileuserspaceisabletosupportboth64-bitand32-bitapplicationssidebyside,thekernelis
incompatiblewith32-bitdriversandextensionswhenrunningin64-bitmode.A64-bitkernelprovides
manyadvantages,andalargeraddressspacemeanslargeamountsofmemorycanbesupported.

iOS
iOS,oriPhoneOS1.0asitwasinitiallycalled,wasreleasedinJune2007(seeTable2-2foriOSreleases).
ItwasbasedonMacOSXandsharedmostofitsfundamentalarchitecturewithitsoldersibling.It
featured,however,anewandinnovativeuserinterfaceprovidedbytheCocoaTouchAPI(sharingmany
traitsandpartswiththeoriginalCocoa),whichwasspecificallydesignedfortheiPhone’scapacitive
touchscreen.InadditiontoCocoaTouch,iOShadanumberofotherprogrammingAPIs,likethe
Accelerateframework,whichprovidedmathandotherrelatedfunctions,optimizedfortheiOS
hardware.TheExternalAccessoryFrameworkallowsiOSdevicestocommunicatewiththird-party
hardwaredevicesviaBluetoothortheinbuilt30-pinconnector.

Table2-2.iOSReleases

Version Device Released 

iPhoneOS1.0 iPhone,iPodTouch(1.1) June2007

iPhoneOS2.0 iPhone3G July2008

iPhoneOS3.0 iPhone3GS,iPad(3.2) June2009

iOS4.0 iPhone4 June2010

iOS5.0 iPhone4S October2011


Atitslaunch,iPhoneOSwasnotabletorunnativethirdpartyapplications,butitcouldrunweb

applicationstailoredtotheiPhone,whichcouldbeaddedtotheiPhone’shomescreen.AnSDKforthe
iPhonewaslaterannouncedatthebeginningof2008,whichalloweddevelopmentofthirdparty
applications.Unlikemostcomputerplatforms,however,ApplerequiresalliPhoneapplicationstobe
submittedandpre-approved,andthusdigitallysigned,beforeacustomercaninstallitthroughtheApp
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Store.Whilemanycriticizedtheapproach(andstilldo),itallowedAppletoweedoutpoorlywritten,
slow,andmalicioussoftware,therebyimprovingtheoveralluserexperience,andultimatelythe
popularityoftheplatform.Unofficially,ithasbeenpossibleto“Jailbreak”iOSandgainaccesstothe
underlyingUnixandkernelenvironment,butthisvoidsthewarranty.Duetoconcernsaboutbatterylife,
theiPhonewasnotabletoproperlymultitaskthird-partyapplicationsuntilthereleaseofiOS4.0.iOS
nowsupportstheiPhone,iPodTouch,andiPad,andalsorunsonthelatestgenerationofAppleTVs,
whichwerepreviouslybasedonOSX,runningonIntelx86CPUs.Appledoesnotsupportthirdparty
applicationsontheAppleTVatthistime.

TheXNUKernel
TheXNUkernelislargeandcomplex,andafullarchitecturaldescriptionisbeyondthescopeofthis
book(thereareotherbooksthatfillthisneed),butwewill,inthefollowingsections,outlinesomeofthe
majorcomponentsthatmakeupXNUandofferabriefdescriptionoftheirresponsibilitiesandmodeof
operation.Inmostcaseswhenprogrammingforthekernelyouwillbewritingextensionsratherthan
modifyingthecorekernelitself(unlessyouhappentobeanAppleEngineerorcontributortoDarwin),
butitisusefultohaveabasicunderstandingofthekernelasawhole,asitwillgiveabetter
understandingofhowakernelextensionfitwithinthebiggerpicture.Subsequentchapterswillfocuson
someofthemoreimportantprogrammingframeworksthatthekernelprovidessuchasI/OKit.

TheXNUkernelisthecoreofMacOSXandiOS.XNUhasalayeredarchitectureconsistingofthree
majorcomponents.TheinnerringofthekernelisreferredtoastheMachlayer,derivedfromtheMach
3.0kerneldevelopedatCarnegieMellonUniversity.ReferencestoMachthroughoutthebookwillrefer
toMachasitisimplementedinOSXandiOSandnottheoriginalproject.Machwasdevelopedasa
microkernel,athinlayerprovidingonlyfundamentalservices,suchasprocessormanagementand
scheduling,aswellasIPC(inter-processcommunication),whichisacoreconceptoftheMachkernel.
Becauseofthelayeredarchitecture,thereareminimaldifferencesbetweentheiOSandMacOSX
versionsofXNU.

WhiletheMachlayerinXNUhasthesameresponsibilitiesasintheoriginalproject,otheroperating
systemservices,suchasfilesystemsandnetworking,runinthesamememoryspaceasMach.Apple
citesperformanceasthekeyreasonfordoingthis,asswitchingbetweenaddressspaces(context
switching)isanexpensiveoperation.

BecausetheMachlayerisstill,tosomedegree,anisolatedcomponent,manyrefertoXNUasa
hybridkernel,asopposedtoamicrokerneloramonolithickernel,whereallOSservicesruninthesame
context.Figure2-3showsasimplifiedviewofXNU’sarchitecture.
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Figure2-3.TheXNUkernelarchitecture

ThesecondmajorcomponentofXNUistheBSDlayer,whichcanbethoughtofasanouterring
aroundtheMachlayer.BSDagainprovidesaprogramminginterfacetoend-userapplications.
Responsibilitiesincludeprocessmanagement,filesystems,andnetworking.

ThelastmajorcomponentistheI/OKit,whichprovidesanobject-orientedframeworkfordevice
drivers.

Whileitwouldbeniceifeachlayerhadclearresponsibilities,realityissomewhatmorecomplicated
andthelinesbetweeneachlayerareblurred,asmanyOSservicesandtasksspanthebordersofmultiple
components.

■TipYoucandownloadthefullsourcecodeforXNUatApple’sopensourcewebsite:
http://www.opensource.apple.com.

KernelExtensions(KEXTs)
TheXNUkernel,likemost,ifnotall,modernoperatingsystems,supportsdynamicallyloadingcodeinto
thekernel’saddressspaceatruntime.Thisallowsextrafunctionality,suchasdrivers,tobeloadedand
unloadedwhilethekernelisrunning.Amainfocusofthisbookwillbethedevelopmentofsuchkernel
extensions,withaparticularfocusondrivers,asthisisthemostcommonreasontoimplementakernel
extension.Therearetwoprincipalclassesofkernelextensions.ThefirstclassisforI/OKit-basedkernel
extensions,whichareusedforhardwaredrivers.TheseextensionsarewritteninC++.Thesecondclassis
forgenerickernelextensions,whicharetypicallywritteninC(thoughC++ispossiblehere,too).These
extensionscanimplementanythingfromnewnetworkprotocolstofilesystems.Generickernel
extensionsusuallyinterfacewiththeBSDorMachlayers.

http://www.opensource.apple.com
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Mach
TheMachlayercanbeseenasthecoreofthekernel,aprovideroflower-levelservicestohigher-level
componentsliketheBSDlayerandI/OKit.Itisresponsibleforhardwareabstraction,hidingthe
differencesbetweenthePowerPCarchitectureandtheIntelx86andx86-64architectures.Thisincludes
detailsforhandlingtrapsandinterrupts,aswellasmanagingmemory,includingvirtualmemoryand
paging.Thisdesignallowsthekerneltobeeasilyadaptedtonewhardwarearchitectures,asprovenwith
Apple’smovetoIntelx86,andlatertoARMforiOS.Inadditiontohardwareabstraction,Machis
responsiblefortheschedulingofthreads.Itsupportssymmetricmultiprocessing(SMP),whichrefersto
theabilitytoscheduleprocessesbetweenmultipleCPUsorCPUcores.Infact,thedifficultyof
implementingproperSMPsupportintheexistingBSDUnixkernelwasinstrumentalinthedevelopment
ofMach.

Interprocesscommunication(IPC)isthecoretenetofMach’sdesign.IPCinMachisimplemented
asaclient/serversystem.Atask(theclient)isabletorequestservicesfromanothertask(theserver).The
endpointsinthissystemareknownasports.Aporthasassociatedrights,whichdetermineifaclienthas
accesstoaparticularservice.ThisIPCmechanismisusedinternallythroughouttheXNUkernel.The
followingsectionswilloutlinethekeyabstractionsandservicesprovidedbytheMachlayer.

■TipMachAPIdocumentationcanbefoundintheosfmk/mandirectoryoftheXNUsourcepackage.

TasksandThreads
Ataskisagroupconsistingofzeroormoreexecutablethreadsthatshareresourcesandmemoryaddress
space.Ataskneedsatleastonethreadtobeexecuted.AMachtaskmapsonetoonetoaUnix(BSD
layer)process.TheXNUkernelisalsoatask(knownasthekernel_task)consistingofmultiplethreads.
Taskresourcesareprivateandcannotnormallybeaccessedbythethreadsofanothertask.

Unlikeatask,athreadisanexecutableentitythatcanbescheduledandrunbytheCPU.Athread
sharesresources,suchasopenfilesornetworksockets,withotherthreadsinthesametask.Threadsof
thesametaskcanexecuteondifferentCPUsconcurrently.Athreadhasitsownstate,whichincludesa
copyoftheprocessorstate(registersandinstructioncounter)anditsownstack.Thestateofathreadis
restoredwhenitisscheduledtorunonaCPU.Machsupportspreemptivemultitasking,whichmeans
thatathread’sexecutioncanbeinterruptedbeforeitsallocatedtimeslice(10msinXNU)isup.
Preemptionhappensunderavarietyofcircumstances,suchaswhenahighpriorityOSeventoccurs,
whenahigherprioritythreadneedstorun,orwhenwaitingforlongI/Ooperationstocomplete.A
threadcanalsovoluntarilypreemptitselfbygoingtosleep.AMachthreadisscheduledindependently
fromotherthreads,regardlessofthetasktowhichitbelongs.Theschedulerisalsounawareofprocess
parent-childrelationshipstraditionalinUnixsystems(theBSDlayer,however,isaware).

Scheduling
TheschedulerisresponsibleforcoordinatingtheaccessofthreadstotheCPU.Mostmodernkernels,
includingXNU,useatimesharingscheduler,whereeachthreadisallocatedafinite(10msinXNU,as
we’veseen)timequantuminwhichthethreadisallowedtoexecute.Uponexpirationofthethread’s
quantum,itisputtosleepsothatotherthreadscanrun.Whileitmayseemreasonableandfairthateach
threadgetstorunforanequalamountoftime,thisisimpractical,assomethreadshaveagreaterneed
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forlowlatencies,forexampletoperformaudioandvideoplayback.TheXNUscheduleremploysa
priority-basedalgorithmtoschedulethreads.Table2-3showstheprioritylevelsusedbythescheduler.

Table2-3.SchedulerPriorityLevels

Priority Level Description 

Normal 0–51 Normalapplications.Thedefaultpriorityforaregular
applicationthreadis31.Zeroistheidlepriority.

HighPriority 52–79 Highprioritythreads.

KernelMode 80–95 Rangeisreservedforhighprioritykernelthreads,for
examplethoseusedbyadevicedriver.

Real-time 96–127 Real-timethreads(userspacethreadscanruninreal-
time).


Thekernelorganizesthreadsindoubly-linkedlists.Thiscollectionoflistsisknownastherun

queue.Thereisonelistperprioritylevel(currently0–127).Eachprocessor(core)inthesystemmaintains
itsownrunqueuestructure(osfmk/kern/sched.h):

  struct run_queue { 
        int                         highq;                  /* highest runnable queue */ 
        int                         bitmap[NRQBM];          /* run queue bitmap array */ 
        int                         count;                  /* # of threads total */ 
        int                         urgency;                /* level of preemption urgency */ 
        queue_head_t                queues[NRQS];           /* one for each priority */ 
  }; 

Aregularapplicationthreadstartswithapriorityof31.Itsprioritymaydecreaseovertime,asaside
effectoftheschedulingalgorithm.Thiswillhappen,forexample,ifathreadishighlycomputeintensive.
Byloweringthepriorityofsuchthreads,itwillimprovetheschedulinglatencyofI/Oboundthreads,
whichspendmostoftheirtimesleepingin-betweenissuingI/Orequests,thususuallygoingbackto
sleepbeforetheirquantumexpires,andthusallowingcomputeintensivethreadsaccesstotheCPU
again.Theendresultisimprovedsystemresponsiveness.

Toavoidgettingintoasituationwherethethread’sprioritywillbetoolowforittorun,theMach
schedulerwilldecayathread’sprocessorusageaccountingovertime,eventuallyresettingit,andthusa
thread’sprioritywillfluctuateovertime.

TheMachschedulerprovidessupportforreal-timethreads,althoughitdoesnotprovide
guaranteedlatency;however,everyeffortismadetoensureitwillrunfortherequiredamountofclock
cycles.Areal-timethreadmaybedowngradedtonormalpriorityifitdoesnotblock/sleepfrequently
enough,forexampleifitishighlycomputebound.

MachIPC:PortsandMessages
Aportisaunidirectionalcommunicationsendpoint,whichrepresentsaresourcereferredtoasan
object.IfyouarefamiliarwithTCP/IPnetworking,manyparallelscanbedrawnbetweenMach’sIPC
andtheUDPprotocol,thoughunliketheUDPprotocol,MachIPCisusedformorethanjustdata
transfers.Itcanbeusedtoprovidesynchronization,ortosendnotificationsbetweentasks.AnIPCclient
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cansendmessagestoaport.Theowneroftheportreceivesthemessages.Forbidirectional
communication,twoportsareneeded.Aportisimplementedasamessagequeue(thoughother
mechanismsexist).Messagesfortheportarequeueduntilathreadisavailabletoservicethem.Aport
canreceivemessagesfrommultiplesenders,buttherecanbeonlyonereceiverperport.

Portshaveprotectionmechanismsknownasportrights.Ataskmusthavetheproperpermissionsin
ordertointeractwithaport.Portrightsareassociatedwithatask;therefore,allthreadsinataskshare
thesameprivilegestoaport.Thefollowingareexamplesofportrights:send,sendonce,andreceive.
Therightscanbecopiedormovedbetweentasks.UnlikeUnixpermissions,portrightsarenotinherited
fromparenttochildprocesses(Machtasksdonothavethisconcept).Table2-4showstheavailableport
righttypes.

Table2-4.PortRightTypes(frommach/port.h)

Port Right Type Description 

MACH_PORT_RIGHT_SEND Theholderoftherighthaspermissiontosendmessagestoa
port.

MACH_PORT_RIGHT_RECIEVE Theholderhastherighttoreceivemessagesfromaport.
Receiverightsprovideautomaticsendrights.

MACH_PORT_RIGHT_SEND_ONCE Sameassendrights,butonlyvalidforonemessage.

MACH_PORT_RIGHT_PORT_SET Receive(andsend)rightstoagroupofports.

MACH_PORT_RIGHT_DEAD_NAME Denotesrightsthathavebecomeinvalidorbeendestroyed,
suchasaftermessagingaportwithsendoncerights.


Agroupofportsarecollectivelyknownasaportset.Themessagequeueissharedbetweenallports

inaset.A32-bitintegernumberaddressesportsinthesystem.Thereisnoglobalregisterornamespace
forports.

TheMachIPCsystemisalsoavailableinuserspaceprogramsandcanbeusedtopassmessages
betweentasksorfromatasktothekernel.Itoffersanalternativetosystemcalls,thoughthemechanism
usessystemcallsunderthehood.

MachExceptions
ExceptionsareinterruptssentbyaCPUwhencertain(exceptional)eventsorconditionsoccurduring
theexecutionofathread.Anexceptionwillresultintheinterruptionofathread’sexecution,whilethe
OS(Mach)processestheexception.Thetaskmayresumeafterwards,dependingonthetypeof
exceptionthatoccurred.Commoncausesforexceptionsincludeaccesstoinvalidornon-existing
memory,executionofaninvalidprocessorinstruction,passinginvalidarguments,ordivisionbyzero.
Theseexceptionsusuallyresultintheterminationoftheoffendingtask,buttherearealsoanumberof
non-erroneousexceptionsthatcanoccur.

Asystemcallisonesuchexception.Auserspaceapplicationmayissueasystemcallexception
whenitneedstoperformalow-leveloperationinvolvingthekernel,suchaswritingfromafile,or
receivingdataonanetworksocket.WhentheOShandlesthesystemcall,itinspectsaregisterforthe
systemcallnumber,whichisthenusedtolookupthehandlerforthatcall,forexampleread()orrecv().
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Ataskmayalsogenerateanexceptionifattemptingtoaccesspagedoutmemory.Inthiscase,apage
faultexceptionisgenerated,whichwillbehandledbyretrievingthemissingpagefromthebacking
store,orresultinaninvalidmemoryaccess.Ataskmayalsoissuedeliberateexceptionswiththe
EXC_BREAKPOINTexception,whicharetypicallyusedindebuggingortracingapplications,suchasXcode,
totemporarilyhalttheexecutionofathread.

Itispossible,ofcourse,forthekernelitselftomisbehaveandcauseexceptions.Inthiscase,theOS
willbehaltedandthegreyscreenofdeathwillbeshown(unlessthekerneldebuggerisactivated),
informingtheusertorebootthecomputer.Table2-5showsasubsetofdefinedMachexceptions.

Table2-5.CommonMachExceptionTypes

Exception Type Description 

EXC_BAD_ACCESS Invalidmemoryaccess.

EXC_BAD_INSTRUCTION Thethreadattemptedtoaccessanillegal/invalidinstructionor
gaveaninvalidparameter(operand)totheinstruction.

EXC_ARITMETHIC Issuedondivisionbyzeroorintegeroverflow/underflow.

EXC_SYSCALL and 
EXC_MACH_SYSCALL 

IssuedbyanapplicationtoaccesskernelservicessuchasfileI/Oor
networkaccess.

… OtherMachexceptionsaredefinedinmach/exception_types.h.
Processordependentexceptionsaredefinedinmach/(i386,ppc, 
…)/exception.h.


Whenanexceptionoccurs,thekernelwillsuspendthethreadwhichcausedtheexception,andsend

anIPCmessagetothethread’sexceptionport.Ifthethreaddoesnothandletheexception,it’s
forwardedtothecontainingtask’sexceptionport,andfinallytothesystem’s(host)exceptionport.The
followingstructureencapsulatesathread,task,orprocessor’s(host)exceptionports:

struct exception_action { 
        struct ipc_port*               port;               /* exception port */ 
        thread_state_flavor_t          flavor;             /* state flavor to send */ 
        exception_behavior_t           behavior;           /* exception type to raise */ 
        boolean_t                      privileged;         /* survives ipc_task_reset */ 
}; 

Eachthread,task,andhosthasanarrayofthestructureexception_action,whichspecifies
exceptionbehavior,onestructureisdefiendforeachexceptiontype(asdefinedinTable2-5).Theflavor
andbehaviorfieldsspecifythetypeofinformationthatshouldbesentwiththeexceptionmessage,such
asthestateofgeneralpurpose,orotherspecializedCPUregisters,andthehandler,whichshouldbe
executed.Thehandlerwillbeeithercatch_mach_exception_raise(),
catch_mach_exception_raise_state()orcatch_mach_exception_raise_state_identity().Whenan
exceptionhasbeendispatched,thekernelwaitsforareplyinordertodeterminethecourseofaction.A
returnofKERN_SUCCESSmeanstheexceptionwashandled,andthethreadwillbeallowedtoresume.

Athread’sexceptionportdefaultstoPORT_NULL,unlessaportisexplicitlyallocated,exceptionswill
behandledbytask’sexceptionportinstead.Whenaprocessissuesthefork()systemcalltospawna
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childprocess,thechildwillinheritexceptionportsfromtheparenttask.TheUnixsignalingmechanism
isimplementedontopoftheMach’sexceptionsystem.

TimeManagement
PropertimekeepingisavitalresponsibilityofanyOS,notonlytoserveuserapplications,butalsoto
serveotherimportantkernelfunctionssuchasschedulingprocesses.InMach,theabstractionfortime
managementisknownasaclock.AclockobjectinMachrepresentstimeinnanosecondsasa
monotonicallyincreasingvalue.Therearethreemainclocksdefined:thereal-timeclock,thecalendar
clock,andthehigh-resolutionclock.Thereal-timeclockkeepsthetimesincethelastboot,whilethe
calendarclockistypicallybatterybacked,soitsvalueispersistentacrosssystemreboots,orinperiods
whenthecomputerispoweredoff.Ithasaresolutionofsecondsandasthenameimplies,itisusedto
keeptrackofthecurrenttime.TheMachtimeKPIconsistsofthreefunctions:

void clock_get_uptime(uint64_t* result); 
void clock_get_system_nanotime(uint32_t* secs, uint32_t* nanosecs); 
void clock_get_calendar_nanotime(uint32_t* secs, uint32_t* nanosecs); 

Thecalendarclockistypicallyonlyusedbyapplications,asthekernelitselfrarelyneedstoconcern
itselfwiththecurrenttimeordate,anddoingso,infact,isconsideredpoordesign.Thekernelusesthe
relativetimeprovidedbythereal-timeclock.Thetimefromthereal-timeclocktypicallycomesfroma
circuitonthecomputer’smotherboardthatcontainsanoscillatingcrystal.Thereal-timeclockcircuit
(RTC)isprogrammable,andwiredtotheCPUs’(everyCPU/core)interruptpins.TheRTCgets
programmedinXNUwithadeadlineof100Hz(usingclock_set_timer_deadline()).

MemoryManagement
TheMachlayerisresponsibleforcoordinatingtheuseofphysicalmemoryinamachineindependent
manner,providingaconsistentinterfacetohigher-levelcomponents.Thevirtualmemorysubsystemof
Mach,theMachVM,providesprotectedmemoryandfacilitiestoapplications,andthekernelitself,for
allocating,sharing,andmappingmemory.Asolidunderstandingofmemorymanagementisessentialto
asuccessfulkernelprogrammer.

TaskAddressSpace
EachMachtaskhasitsownvirtualaddress(VM)space.Fora32-bittask,theaddressspaceis4GB,while
fora64-bittaskitissubstantiallylarger,with51-bits(approximately2petabytes)ofusableaddress
space.Specializedapplications,suchasvideoeditingoreffectssoftware,oftenexceedthe32-bitaddress
space.Supportfor64-bitvirtualaddressspacebecameavailableinOSX10.4.

■NoteWhile32-bitapplicationsarelimitedtoa4GBaddressspace,thisdoesnotcorrelatewiththeamountof
physicalmemorythatcanbeusedinasystem.TechnologiessuchasPhysicalAddressExtensions(PAE)are
supportedbyOSXandallow32-bitx86processors(or64-bitprocessorsrunningin32-bitmode)toaddressupto
36-bits(64GB)ofphysicalmemory;however,atask’saddressspaceremainslimitedto4GB.



CHAPTER2MACOSXANDIOS

28

Atask’saddressspaceisfundamentaltotheconceptofprotectedmemory.Ataskisnotallowedto
accesstheaddressspace,andthustheunderlyingphysicalmemorycontainingthedataofanothertask,
unlessexplicitlyallowedtodoso,throughtheuseofsharedmemoryorothermechanisms.

KERNEL ADDRESS SPACE MANAGEMENT 

Thekernelitselfhasitsowntask,thekernel_task,whichhasitsownseperateaddressspace.Let’s
assumea32-bitOSsuchasiOS.SomeUnix-basedoperatingsystems,includingLinux,haveadesign
wherethekernel’saddressspaceismappedintoeachtask’saddressspace.Thekernelhas1GBof
addressspaceavailable,whileataskhas3GBavailable.Whenataskcontextswitchesintokernelspace,
theMMU(memorymanagementunit)canavoidreconfiguringthetranslationlookasidebuffer(TLB)witha
newaddressspace,asthekernelisalreadyataknownlocation,thusspeedinguptheotherwise
expensivecontextswitch.Thedrawback,ofcourse,isthelimitedamountofaddressspaceavailablefor
thekernel,aswellashavingonly3GBavailableforthetask.InXNU,thekernelrunsinitsownvirtual
addressspace,whichisnotsharedwithusertasks,leaving4GBforthekerneland4GBfortheusertask.

VMMapsandEntries
Thevirtualmemory(VM)mapistheactualrepresentationofatask’saddressspace.Eachtaskhasits
ownVMmap.Themapisrepresentedbythestructurevm_map.Thereisnomapassociatedwithathread
astheysharetheVMmapofthetaskthatownsthem.

AVMmaprepresentsadoubly-linkedlistofmemoryregionsthatismappedintotheprocess
addressspace.Eachregionisavirtuallycontiguousrangeofmemoryaddresses(notnecessarilybacked
bycontiguousphysicalmemory)describedbyastartandendaddress,aswellasothermeta-data,such
asprotectionflags,whichcanbeanycombinationofread,write,andexecute.Theregionsare
representedbythevm_map_entrystructure.AVMmapentrymaybemergedwithanotheradjacententry
whenmorememoryisallocatedbeforeorafteranexistingentryorsplitintosmallerregions.Splitting
willoccuriftheprotectionflagsaremodifiedforarangeofaddressesdescribedbyanentry,as
protectionflagscanonlybesetonVMmapentries.Figure2-4showsaVMmapwithtwoVMmap
entries.
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Figure2-4.RelationshipbetweenVMsubsystemstructures

■TipTherelevantstructurespertainingtotaskaddressspacesaredefinedinmach/vm_map.hand
mach/vm_region.hintheXNUsourcepackage.

ThePhysicalMap
EachVMmaphasanassociatedphysicalmap,orpmapstructure.Thisstructurehelpsholdinformation
onvirtualtophysicalmemorymappingsbeingusedbythetask.TheportionoftheMachVMthatdeals
withphysicalmappingsismachinedependent,asitinteractswiththememorymanagementunit
(MMU),aspecializedhardwarecomponentofthesystemthattakescareofaddresstranslation.

VMObjects
AVMmapentrycanpointtoeitheraVMobjectoraVMsubmap.Asubmapisacontainerforother(VM
map)mappings.Asubmapisusedtosharememorybetweenaddressesspaces.TheVMobjectisa
representationofthelocation,orratherhowthedescribedmemoryisaccessed.Memorypages
underlyingtheobjectmaynotbepresentinphysicalmemory,butcouldbelocatedonanexternal
backingstore(aharddriveonOSX).Inthiscase,theVMobjectwillhaveinformationonhowtopagein
theexternalpages.Transfertoorfromabackingstoreishandledbythepagerdiscussednext.

AVMobjectdescribesmemoryinunitsofpages.ApageinXNUiscurrently4096bytes.Avirtual
pageisdescribedbythevm_pagestructure.AVMobjectmaycontainmanypages,butapageisonlyever
associatedwithoneVMobject.
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PAGES 

Apageisthesmallestunitofthevirtualmemorysystem.OnMacOSXandiOS,aswellasmanyother
operatingsystems,thesizeofapageis4096bytes(4KB).Thepagesizeisdeterminedbytheprocessor,
astheprocessor,orratheritsmemorymanagementunit(MMU),isresponsibleforvirtualtophysical
mappingsandmanagestheVMpagetablecache,alsocalledaTLB.Thepagesizeofmanyarchitectures
canbesetbytheoperatingsystem,andcanbe,forarchitecturessuchasthex86,upto4MB,orevena
mixturebetweenmorethanonepagesize.Theoperatingsystemmaintainsadatastructurecalledthe
pagetable,whichcontainsonestruct vm_pageforeachpage-sizedblockofphysicalmemory.The
structurecontainsmetadata,suchaswhetherthepageisinuse.


Whenmemoryneedstobesharedbetweentasks,aVMmapentrywillpointintotheforeignaddress

spaceviaasubmap,asopposedtoaVMobject.Thiscommonlyhappenswhenasharedlibraryisused.
Thesharedlibrarygetsmappedintothetask’saddressspace.

Let’sconsideranotherexample.WhenaUnixprocessissuesthefork()systemcalltocreateachild
process,anewprocesswillbecreatedasacopyoftheparent.Toavoidhavingtocopythememoryfrom
theparenttothechild,anoptimizationknownascopy-on-write(COW)isemployed.Readaccesstoa
child’smemorywillsimplyreferencethesamepagesastheparent.Ifthechildprocessmodifiesits
memory,thepagedescribingthatmemorywillbecopied,andashadowVMobjectwillbecreated.On
thenextreadtothatmemoryregion,acheckisperformedtoseeiftheshadowobjecthasacopyofthe
page,andifnottheoriginalsharedpageisreferenced.Thepreviouslydescribedbehaviorisonlytrue
whentheinheritancepropertyoftheoriginalVMmapentryfromtheparentissettocopy.Other
possiblevaluesareshared,inwhichcasethechildwillcontinueboththereadandwriteoperationtothe
originalmemorylocation.Ifthesettingisnone,thememorypagesreferencedbythemapentrywillnot
bemappedintothechild’saddressspace.Thefourthpossiblevalueiscopyanddelete,wherethe
memorywillbecopiedtothechildanddeletedfromtheparent.

■NoteCopy-on-writeisalsousedbyMachIPCtooptimizethetransferofdatabetweentasks.

ExaminingaTask’sAddressSpace
ThevmmapcommandlineutilityallowsyoutoinspectaprocessvirtualmemorymapanditsVMmap
entries.Itclearlyillustrateshowmemoryregionsaremappedintoatask’sVMaddressspace.Thevmmap
commandtakesaprocessidentifier(PID)asanargument.Thefollowingshowstheoutputofvmmap
executedwiththePIDofasimpleHelloWorldCapplication(a.out),whichprintsamessageandthen
goestosleep:

==== Non-writable regions for process 46874 
__PAGEZERO           00000000-00001000   [     4K] ---/--- SM=NUL  /Users/ole/a.out 
__TEXT               00001000-00002000   [     4K] r-x/rwx SM=COW  /Users/ole/a.out 
__LINKEDIT           00003000-00004000   [     4K] r--/rwx SM=COW  /Users/ole/a.out 
MALLOC guard page    00004000-00005000   [     4K] ---/rwx SM=NUL   
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MALLOC metadata     00021000-00022000   [     4K] r--/rwx SM=PRV   
__TEXT              8fe00000-8fe42000   [   264K] r-x/rwx SM=COW  /usr/lib/dyld 
__LINKEDIT          8fe70000-8fe84000   [    80K] r--/rwx SM=COW  /usr/lib/dyld 
__TEXT              9703b000-971e3000   [  1696K] r-x/r-x SM=COW  /usr/lib/libSystem.B.dylib 
STACK GUARD         bc000000-bf800000   [  56.0M] ---/rwx SM=NUL  stack guard for thread 0 
==== Writable regions for process 46874 
__DATA              00002000-00003000   [     4K] rw-/rwx SM=PRV  /Users/ole/a.out 
MALLOC metadata     00015000-00020000   [    44K] rw-/rwx SM=PRV   
MALLOC_TINY         00100000-00200000   [  1024K] rw-/rwx SM=PRV  DefaultMallocZone_0x5000 
MALLOC_SMALL        00800000-01000000   [  8192K] rw-/rwx SM=PRV  DefaultMallocZone_0x5000 
__DATA              8fe42000-8fe6f000   [   180K] rw-/rwx SM=PRV  /usr/lib/dyld 
__IMPORT            8fe6f000-8fe70000   [     4K] rwx/rwx SM=COW  /usr/lib/dyld 
shared pmap         a0800000-a093a000   [  1256K] rw-/rwx SM=COW   
__DATA              a093a000-a0952000   [    96K] rw-/rwx SM=COW  /usr/lib/libSystem.B.dylib 
shared pmap         a0952000-a0a00000   [   696K] rw-/rwx SM=COW   
Stack               bf800000-bffff000   [  8188K] rw-/rwx SM=ZER  thread 0 
Stack               bffff000-c0000000   [     4K] rw-/rwx SM=COW  thread 0 

Theresulthasbeentrimmedforreadability.Theoutputisdividedbetweennon-writableregions
andwritableregions.Theformer,asyoucansee,includesthepagezeromapping,whichisread-only
andwillgenerateanexceptionifanapplicationtriestowritetomemoryaddresses0-4096(4096decimal
=0x1000hex).Thisiswhyyourapplicationwillcrashifyoutrytodereferenceanull-pointer.Thenext
mapentryisthetextsegmentoftheapplication,whichcontainstheexecutablecodeoftheapplication.
Youwillseethatthetextsegmentismarkedashavingasharemode(SM)ofCOW,whichmeansthatif
thisprocessspawnsachild,itwillinheritthismappingfromtheparent,thusavoidingacopyuntilpages
inthatsegmentaremodified.

Inadditiontothetextsegmentforthea.outprogramitself,youwillalsoseeamappingfor
libSystem.B.dylib.OnMacOSXandiOS,libSystemimplementsthestandardCLibraryandthePOSIX
threadAPI,aswellasothersystemAPIs.Thea.outprocessinheritedthemappingforlibSystemfromits
parentprocess/sbin/launchd,theparentofalluserspaceprocesses.Thisensuresthelibraryisonly
loadedonce,savingmemoryandimprovingthelaunchspeedofapplications,asfetchingalibraryfrom
secondarystorage,suchasaharddrive,isusuallyslow.

Inthewritableregionsyoucanseethedatasegmentofa.outandlibSystem.Thesesegments
containvariablesdefinedbytheprogram/library.Obviously,thesecanbemodified,soeachprocess
needsacopyofthedatasegmentforasharedlibrary,howeveritisCOW,sonooverheadisnecessary
untilaprocessmakesmodificationstothemapping.

■TipIfyouwanttoinspectthevirtualmemorymapofasystemprocess,suchaslaunchd,youneedtorun
vmmapwithsudo,asbydefaultyouruserwillonlybeabletoinspectitsownprocesses.

Pagers
Virtualmemoryallowsaprocesstohaveavirtualaddressspacelargerthantheavailablephysical
memory,anditispossiblefortasksrunningonthesystemtobecombined,consumingmorethanthe
availableamountofmemory.Themechanismthatmakesthispossibleisknownasapager.Thepager
controlsthetransferofmemorypagestoandfromthesystemmemory(RAM),toasecondarybacking
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store,usuallyaharddrive.Whenataskthathashighmemoryrequirementsneedstorun,thepagercan
temporarilytransfer(pageout)memorypagesbelongingtoinactivetaskstothebackingstore,thereby
freeingupenoughmemorytoallowthedemandingtasktoexecute.Similarly,ifaprocessisfoundtobe
largelyidle,thesystemcanopttopageoutthetask’smemorytofreememoryforcurrentorfuturetasks.
Whenanapplicationruns,andittriestoaccessmemorythathasbeenpagedout,anexceptionknownas
apagefaultwilloccur,whichisalsotheexceptionthatoccursifatasktriestoaccessaninvalidmemory
address.Whenthepagefaultoccurs,thekernelwillattempttotransferback(pagein)thepage
correspondingtothememoryaddress,andifthepagecannotbetransferredback,itwillbetreatedasan
invalidmemoryaccess,andthetaskwillbeaborted.TheXNUkernelsupportsthreedifferentpagers:

• DefaultPager:Performstraditionalpagingandtransfersbetweenthemain
memoryandaswapfileonthesystemharddrive(/var/vm/swapfile*).

• VnodePager:TiesinwiththeUnifiedBufferCache(UBC)usedbyfilesystemsand
isusedtocachefilesinmemory.

• DevicePager:Usedformanagingmemorymappingsofhardwaredevices,suchas
PCIdevicesthatmapregistersintomemory.Mappedmemoryiscommonlyused
byI/OKitdrivers,andI/OKitprovidesabstractionsforworkingwithsuch
memory.

Whichpagerisinuseismoreorlesstransparenttohigher-levelparts,suchastheVMobject.Each
VMobjecthasanassociatedmemoryobject,whichprovides(viaports)aninterfacetothecurrentpager.

MemoryAllocationinMach
SomefundamentalroutinesformemoryallocationinMachare:

kern_return_t kmem_alloc(vm_map_t map, vm_offset_t *addrp, vm_size_t  size); 
kern_return_t kmem_alloc_contig(vm_map_t map, vm_offset_t *addrp,  
                                vm_size_t size, vm_offset_t mask, int flags); 
void kmem_free(vm_map_t map, vm_offset_t addr, vm_size_t size); 

kmem_alloc()providesthemaininterfacetoobtainingmemoryinMach.Inordertoallocate
memory,youmustprovideaVMmap.Formostworkwithinthekernel,kernel_mapisdefinedandpoints
totheVMmapofkernel_task.Thesecondvariant,kmem_alloc_contig(),attemptstoallocatememory
thatisphysicallycontiguous,asopposedtotheformer,whichallocatesvirtuallycontiguousmemory.
Applerecommendsagainstmakingthistypeofallocation,asthereisasignificantpenaltyincurredin
searchingforfreecontiguousblocks.Machalsoprovideskmem_alloc_aligned() function,which
allocatesmemoryalignedtoapoweroftwo,aswellasafewothervariantsthatarelesscommonlyused.
Thekmem_free()functionisprovidedtofreeallocatedmemory.Youhavetotakecaretopassthesame
VMmapasyouusedwhenyouallocated,aswellasthesizeoftheoriginalallocation.

TheBSDLayer
UnlikeMach,whichonlyprovidesafewfundamentalservices,theBSDlayersitsbetweenMachandthe
userapplicationsandimplementsmanycoreOSfunctions,buildingontheservicesprovidedbyMach.
InOSXandiOS,theBSDlayerisrunningwiththeprocessorinprivilegedmodeandnotasausertask,as
originallyintendedbytheMachproject.Thelayerthereforedoesnothavememoryprotection,andruns
inthesameaddressspaceasMachandI/OKit.TheBSDlayerreferstoaportionofthekernelderived
fromtheFreeBSD5operatingsystem,anditisnotacompletesysteminitself,butratheraportionof
codeoriginatingfromit.
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TheBSDlayerprovidesservicessuchasprocessmanagement,systemcalls,filesystems,and
networking.Table2-6showsabriefoverviewoftheservicesprovidedbytheBSDlayer.

Table2-6.BSDLayerServicesOverview

Service Description 

ProcessandUserManagement Providessupportforuser(uid),group(gid),andprocess(pid)ids,as
wellasprocesscreation(fork)andtheUnixsecuritymodel.POSIX
threadsandsynchronization.Sharedlibrarysupport,signal
handling.

FileManagement Files,pipes,sockets,andPOSIXIPC.TheVFS,aswellastheHFS,
HFS+,ISO,andNFSfilesystems.AsynchronousI/O.

Security Securityauditingandcryptographicalgorithms,suchasAES,
Blowfish,DES,MD5,andSHA-1.

MemoryManagement Thevnodefile-basedpager.Facilitiesformemoryallocation.Unified
BufferCache(UBC).

Drivers Variousdrivers,includingtheconsoleandothercharacterdevice
driverssuchas/dev/null,/dev/zero,/dev/random,andRAMdisk
driver(/dev/md*).

Networking TCP/IP4&6,DHCP,ICMP,ARP,Ethernet,RoutingandFirewall,
Packetfilters(BPF),andBSDsockets.Low-levelnetworkdriversare
foundinI/OKit.

SystemCalls ProvidesanAPIforgrantinguserspaceapplicationsaccessto
basic/low-levelkernelservicessuchasfileandprocessmanagement.


TheBSDlayerprovidesabstractionsontopoftheservicesprovidedbyMach.Forexample,its

processmanagementandmemorymanagementisimplementedontopofMachservices.

SystemCalls
Whenanapplicationneedsservicesfromthefilesystem,orwishestoaccessthenetwork,itneedsto
issueasystemcalltothekernel.TheBSDlayerimplementsallsystemcalls.Whenasystemcallhandler
executes,thekernelcontextswitchesfromusermodetokernelmodetoservicearequestbythe
application,suchastoreadafile.ThisAPIisreferredtoasthesyscallAPI,anditisthetraditionalUnix
APIforcallingfunctionsinthekernelfromuserspace.Therearehundredsofsystemcallsavailable,
rangingfromcallsrelatedtoprocesscontrol,suchasfork()andexecve(),orfilemanagementcalls,
suchasopen(),close(),read(),andwrite().

TheBSDlayeralsoprovidesioctl()function(itselfasystemcall),whichisshortforI/Ocontrol,
andthisistypicallyusedtosendcommandstodevicedrivers.Thesysctl()functionisprovidedtosetor
getavarietyofkernelparameters,includingbutnotlimitedtothescheduler,memory,andnetworking
subsystems.
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■TipAvailablesystemcallsaredefinedin/usr/include/sys/syscall.h.

Machtrapsaremechanismssimilartosystemcalls,usedforcrossingthekernel/userspace
boundary.Unlikesystemcallsthatprovidedirectservicestoanapplication,theMachtrapsareusedto
carryIPCmessagesfromauserspaceclienttoakernelserver.

Networking
NetworkingisamajorsubsystemoftheBSDportionofXNU.BSDhandlesmostaspectsofnetworking,
suchasthedetailsofsocketcommunicationandtheimplementationofprotocolslikeTCP/IP,exceptfor
low-levelcommunicationwithactualhardwaredevices,whichistypicallyhandledbyanI/OKitdriver.
TheI/OKitnetworkdriverwillinterfacewiththenetworkstackthatisresponsibleforhandlingreceived
buffersfromthenetworkingdevice,inspectthem,andensuretheymaketheirwaydowntotheinitiator,
forexampleyourwebbrowser.Similarly,theBSDnetworkingstackwillacceptoutgoingdatafroman
application,formatthedatainapacket,thenrouteordispatchittotheappropriatenetworkinterface.
BSDalsoimplementstheIPFWfirewall,whichwillfilterpacketsto/fromthecomputeraccordingto
policysetbythesystemadministrator.

TheBSDnetworkinglayersupportsawiderangeofnetworkandtransportlayerprotocols,including
IPv4andIPv6,TCP,andUDP.AtthehigherlevelwefindsupportforBOOTP,DHCP,andICMP,among
others.Othernetworking-relatedfunctionsincluderouting,bridging,andNetworkAddressTranslation
(NAT),aswellasdevicelevelpacketfilteringwithBerkeleyPacketFilter(BPF).

NETWORK KERNEL EXTENSIONS (NKE) 

TheNetworkKernelExtensionsKPI(kernelprogramminginterface)isamechanismthatallowsvariouspartsof
thenetworkingstacktobeextended.NKEsallownewprotocolstobedefined,andforhooksorfilterstobe
insertedatvariouslevelsinthenetworkingstack.Forexample,itwouldbepossibletocreateafilterthat
interceptedTCPconnectionstoacertainaddressbyacertainapplicationoruser.Itisalsopossibleto
temporarilyblocknetworkpackets,ormodifythembeforetransmissiontoahigher/lowerlevel.NKEsoriginate
fromAppleandarenotpartofthetraditionalBSDnetworkingstack,but,duetotheirnature,theyarenow
intimatelytiedtoit.NKEsarediscussedinChapter13.

FileSystems
Thekernelhasinbuiltsupportforarangeofdifferentfilesystems,asshowninTable2-7.Theprimary
filesystemusedbyMacOSXandiOSisHFS+.ItwasdevelopedasareplacementfortheMacOSfile
systemHFS.
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Table2-7.FileSystemsSupportbyXNU

Name Description 

HFS+ ThestandardfilesystemusedbyMacOSXandiOS

HFS LegacyMacOSfilesystem

UFS TheBSDUnixfilesystem

NFS NetworkedFileSystem

ISO9660andUDF StandardfilesystemsusedbyCDsandDVDs

SMB ServerMessageBlock,anetworkedfilesystemusedtoconnectwith
MicrosoftWindowscomputers

AFP AppleFilingProtocol


HFS+gainedsupportforjournalinginMacOSX10.2.2.Journalingimprovesthereliabilityofafile

systembyrecordingtransactionsinajournalpriortocarryingthemout.Thismakesthefilesystem
resilienttoeventssuchasapowerfailureoracrashofthekernel,asthedatacanbereplayedafter
rebootinordertobringthefilesystemtoaconsistentstate.

HFS+supportsverylargefiles,upto8EiBinsize(1Exbibyte=260bytes),whichisalsothemaximum
possiblevolumesize.ThefilesystemhasfullsupportforUnicodecharactersinfilenamesandiscase
insensitivebydefault.SupportforbothUnixstylefilepermissionsandaccesscontrollists(ACLs)exists.

TheVirtualFileSystem
Thevirtualfilesystem,orVFS,providesanabstractionoverspecificfilesystems,suchasHFS+andAFP,
andmakesitpossibleforapplicationstoaccessthemusingasingleconsistentinterface.TheVFSallows
supportfornewfilesystemstobeeasilyaddedaskernelextensionsthroughtheVFSKernel
ProgrammingInterface(KPI),withouttheOSasawholeknowinganythingaboutitsimplementation.
ThefundamentaldatastructureoftheVFSisthevnode.Thevnodeishowbothafileandadirectoryare
representedinthekernel.Avnodestructureexistsforeveryfileactiveinthekernel.

UnifiedBufferCache
TheUnifiedBufferCache(UBC)isacacheforfiles.Whenafileiswrittento,orreadfrom,itwillbe
loadedintophysicalmemoryfromabackingstore,suchasaharddrive.TheUBCisintimatelylinked
withtheVMsubsystemandtheUBCalsocachesVMobjects.Thestructureusedtocacheavnodeis
showninListing2-1.
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Listing2-1.Theubc_infoStructure

struct ubc_info { 
      memory_object_t             ui_pager;       /* pager */ 
      memory_object_control_t     ui_control;     /* VM control for the pager */ 
      uint32_t                    ui_flags;       /* flags */ 
      vnode_t                     ui_vnode;       /* vnode for this ubc_info */ 
      kauth_cred_t                ui_ucred;       /* holds credentials for NFS paging */ 
      off_t                       ui_size;        /* file size for the vnode */ 
    
      struct  cl_readahead*       cl_rahead;      /* cluster read ahead context */ 
      struct  cl_writebehind*     cl_wbehind;     /* cluster write behind context */ 
    
      struct  cs_blob*            cs_blobs;       /* for CODE SIGNING */ 
}; 

PriortotheintroductionoftheUBC,thesystemhadtwocaches,apagecacheandabuffercache.
Thebuffercachewasindexedbyadeviceandblocknumberthataddressedachunkofdataonthe
physicaldevice,whereasthepagecacheperformedcachingofmemorymappings.

ThesizeoftheUBCshrinksandgrowsdynamicallydependingontheneedsofthesystem.Ifafilein
thecacheismodified,itismarkedasdirty,toindicatethatthecachedcopydiffersfromtheoriginal
foundondisk.Dirtyentriesareperiodicallyflushedtodisk.Itispossibleforauserspaceprogramto
bypassUBC,andgodirectlytodisk,byusingtheF_NOCACHEoptionofthefcntlsystemcall,whichmay
improveI/Operformanceforworkloadsthatdonotbenefitfromsuchcaching,suchaslargesetsofdata
thatareunlikelytobereused.

TheI/OKit
ThelastmajorcomponentthatmakesupXNUistheI/OKit,whichisanobject-orientedframeworkfor
writingdevicedriversandotherkernelextensions.Itprovidesanabstractionofsystemhardware,with
pre-definedbaseclassesformanytypesofhardware,makingitsimpletoimplementanewdriver,asitis
abletoinheritmuchofitsfunctionalityfromabaseclassdriver,achievingahighdegreeofcodereuse.
TheI/OKitframeworkconsistsofthekernellevelframework,aswellasauserspaceframeworkcalled
IOKit.framework.ThekernelframeworkiswritteninEmbeddedC++,asubsetofC++,whereastheuser
spaceframeworkisC-based.

TheI/OKitmaintainsadatabaseknownastheI/OCatalog.TheI/OCatalogisaregistryofall
availableI/OKitclasses.Anotherdatabase,theI/ORegistrytracksobjectinstancesofclassesintheI/O
Catalog.ObjectsintheI/ORegistrytypicallyrepresentdevices,drivers,orsupportingclasses,andare
structuredinahierarchicalmanner,whichmimicsthewayhardwaredevicesarephysicallyconnected
toeachother.ForexampleaUSBdeviceisachildoftheUSBcontrolleritisconnectedto.Theioreg
commandlineutilityallowsyoutoinspecttheI/ORegistry.

TheI/OKitisbasedaroundthreemajorconcepts:

• Families

• Drivers

• Nubs

Familiesrepresentcommonabstractionsfordevicesofaparticulartype.Forexample,an
IOUSBFamilyhandlesmanyofthetechnicalitiesofimplementingsupportforUSBrelateddevices.
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Driversareresponsibleformanagingaspecificdeviceorbus.Adrivermayhavearelationshipwith
morethanonefamily.InthecaseofaUSB-basedstoragedevice,itmightdependontheIOUSBFamily,as
wellastheIOStorageFamily.Nubsareinterfacesforacontrollableentity,suchasaPCIorUSBdevice,
whichahigher-leveldrivermayusetocommunicatewiththedevice.

Asakernelprogrammer,youwillprobablyspendmostofyourtimeworkingwiththeI/OKit,and
thusmuchofthisbookwillbedevotedtoit,andafulldescriptionofI/OKitisprovidedinChapter4.

TheLibkernLibrary
Thelibkernlibrary,unlikeMachandBSD,whichprovideAPIsforinteractingwiththesystem,provides
supportingroutinesandclassestotherestofthekernel,andinparticulartheI/OKit.Thatis,building
blocksandutilitiesusefultothekernelitself,aswellasextensions.ThelimitedC++runtimeis
implementedinlibkern,whichprovidesimplementationforservicessuchasthenewanddelete
operators.

InadditiontostandardC++runtime,libkernalsoprovidesanumberofusefulclasses,themost
fundamentalbeingOSObject,thesuperclassofeveryclassinI/OKit.Itprovidessupportforreference
counting,whichworksconceptuallythesameasNSObjectinCocoa,orCocoaTouchinuserspace.
OtherclassesofinterestincludeOSDictionary,OSArray,OSString,andOSInteger.Theseclasses,and
others,arealsousedtoprovideadictionaryofvaluesfromthekernelextension’sInfo.plist.

ThelibkernlibraryisnotallaboutcoreC++classesandruntime,asitalsoprovidesthe
implementationofmanyfunctionsnormallyfoundinthestandardClibrary.Examplesofthisarethe
printf()andsccanf()functions,aswellasotherssuchasstrtol()andstrsep().Otherfunctions
providedbylibkernincludecryptographichashalgorithms(MD5andSHA-1),UUIDgeneration,andthe
zlibcompressionlibrary.Thelibraryisalsohometokxld,thelibraryusedtomanagedynamicallyloaded
kernelextensions.

Last,butnotleast,wefindfunctions,suchasOSMalloc(),forallocatingmemoryandforthe
implementationoflockingmechanismsandsynchronizationprimitives.

■NoteThesourcesforlibkernarefoundinthelibkern/andbsd/libkern/ directoriesintheXNUsource
distribution.

ThePlatformExpert
Theplatformexpertcontainsanabstractionlayerforthesystem.Partsofitareavailableaspartofthe
publicXNUsourcecodedistribution,buttheremainderisimplementedinthe
com.apple.driver.AppleACPIPlatformKEXT,forwhichnosourcecodeisavailable.Theplatformexpert
handlesdeviceenumerationanddetectionforthesystembus.Itcanbeseenasthedriverforthe
motherboard.TheplatformexpertisresponsiblefortheinitialconstructionoftheI/OKitdevicetree
afterthesystemboots(knownastheI/ORegistry).Theplatformexpertitselfwillformtherootnodeof
thetree,IOPlatformExpertDevice.

Summary
Inthischapterwehave:
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• GivenanoverviewoftheMacOSXandiOSoperatingsystems.Wehavediscussed
theirgeneralbackgroundandorigin,withaparticularfocusonthekernel,the
majortopicofthisbook.

• LookedattheXNUkernel,whichisthekernelforbothOSXandiOS.

• DiscussedthelayeredarchitectureoftheXNUkernel,whichconsistsofthree
majorcomponents:theMach,theBSD,andtheI/OKit.TheMachlayercanbe
seenastheinnerring,closesttothehardware,whichprovidesservicestotherest
ofthekernel.ServicesprovidedbytheMachlayerincludehardwareabstraction,
virtualmemory,andtaskscheduling.

• DiscussedtheoperationoftheMachscheduler,andthedifferencebetweentasks
andthreads.Ataskcanbeseenasacontainerforthreadsthatshareacommon
memoryaddressspace,aswellasotherresources,suchasopenfiles.

• DiscussedMachIPC,whichisthemechanismusedforcommunicationwithinthe
kernelandthevariouslayersitcontains.Furthermore,webrokedownthevarious
componentsinvolvedinprovidingvirtualmemoryinMach.Namely,theVMmap,
VMmapentry,andVMobjects.

• Discussedtheroleandoperationofpagers.

• DiscussedtheBSDlayer,whichwasderivedfromtheFreeBSDoperatingsystem
andrunsontopoftheMachcore,butinthesamekerneladdressspace.It
providestheinterfaceapplicationsusedtocommunicatewiththekernel,most
importantlythesystemcalls.TheBSDlayerimplementsthenetworkingstack,
includingTCP/IPandotherprotocols.Italsoprovidessupportforfilesystems
suchasHFS+thatareimplementedontopofthevirtualfilesystemlayer(VFS),
whichisaunifiedinterfaceforfilesystems.

• DiscussedtheI/OKit,aC++basedkernelframeworkforwritingdevicedriversand
otherextensions.Thelibkernlibraryprovidesmanyutilityfunctionsandbuilding
blocks,includingthesetofclassesthatI/OKitisbuiltintopof,suchasOSObject.
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Xcode and the Kernel  
Development Environment 

Applehasagoodtrackrecordoftakingcareofitsdevelopersandprovidingthemwithintuitive,user-
friendlytoolsandAPIstodevelopfortheMacandiOSplatforms.Anyonewhohaswrittenapplication
softwarefortheMacoriPhonewillbefamiliarwiththeobject-orientedCocoaframework,which
providesarichsetofinterfacestosupportgraphicaluserinterfacesandotherservicesrequiredbyuser
applications.Likewise,kerneldevelopersareprovidedwithAPIsthataredesignedtohelpwiththetasks
performedbyakernelextension.Fordriverdevelopment,AppleprovidestheI/OKit,whichisanobject-
orientedframeworkforinterfacingwithhardware.Thefollowingchapterdiscussesthetoolsand
frameworksyouwillneedtogetstartedwithkerneldevelopmentandincludesatutorialforbuildingand
installingasimplekernelextension.

LanguageofChoice:C++
TheClanguagehasbeenthedefactosystem-levellanguagefordecades.Indeed,thelanguagewas
originallydevelopedasanalternativetowritingnon-portableassemblycodespecificallyfortheoriginal
Unixsystem.TheXNUkernelandmanyMacOSXcoreservicesarewritteninC,whiletheI/OKit
frameworkusedfordriverdevelopmentiswritteninasubsetoftheC++language.ApplechoseC++for
theI/OKitbecauseitisanobject-orientedlanguageandthereforeallowsadrivermodelthatabstracts
thephysicalhardwareconnections.AppledidtoywiththeideaofanObjective-C-basedframeworkfor
drivers,butfinallysettledonC++.DespitethewidespreaduseofC++forthedevelopmentofapplication
software,MacOSXisstilloneofthefewoperatingsystemsthatallowsandinfactencouragesC++code
toberuninitskernel.However,thisisnottosaytheMacOSXkernelisimmunefromthesame
problemsthatmakeC++codeproblematicinotherkernels.Toavoidsomeoftheseproblems,MacOSX
kernelcodemustusearestrictedsubsetofthefeaturesprovidedbyC++,referredtoasEmbeddedC++.
Thefeaturesthatarenotavailableincludethefollowing:

• Exceptions

• Multipleinheritance

• Templates

• Runtimetypeinformation

Itisworthnotingthat,becauseEmbeddedC++isasubsetofthestandardC++language,anycode
writtenforEmbeddedC++iscompatiblewitharegularC++compiler.
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Whiletechnicallypossibletoincludetheselanguagefeaturesinthekernel,Appledecidedtodisable
thembecausetheycangreatlyincreasethesizeofthecompiledcode,whichinturnincreasesthe
memoryfootprintofthekernel.Supportforexceptionswasdisablednotonlybecauseoftheadditional
codesizebutalsobecausefailuretocatchanexceptionwouldresultinakernelpanic.

Althoughthestandardruntimetypeinformationisdisabled,theI/OKitdoesprovideitsown
limitedimplementation,whichisdiscussedinthefollowingchapter.Kerneldevelopersalsohaveaccess
toalimitedimplementationoftheC++runtimelibraryandwithlanguagesupportfortemplates
disabled,theSTLclassesareunavailable.

Asageneralrule,C++isusedwhenwritingkernelextensionsbasedontheI/OKitframework,
whereasCisusedforeverythingelse,includingimplementationoffilesystemsandlow-levelnetworking
code.

Xcode
Tobegindevelopingakernelextension,youwillneedtoinstallApple’sdevelopmenttools,knownas
Xcode.TheseareavailablefromtheMacAppStore.InstallingtheXcodepackageaddsadirectorytothe
rootlevelofyourharddisknamed“Developer,”whichincludeseverythingthatisrequiredforbothMac
OSXandiOSdevelopment,includingthefollowing:

• Anintegrateddevelopmentenvironment(theXcodeapplication)

• CompilersforC,C++,andObjective-C

• Asourcecodedebugger

• TheAPIsandheaderfilesusedforkernelandapplicationdevelopment

• Profilingtoolsformeasuringyourcode’sexecutiontimeandidentifying
performancebottlenecks

• Utilitiesforexaminingthehardwaredevicesconnectedtothesystemandthe
driverthathasbeenloadedforeachdevice

Ofthesetools,theXcodeapplicationistheoneinwhichyouwillspendmostofyourtimewhen
writingakernelextension,sinceitprovidesthesourcecodeeditorandafront-endtothecompiler.
Figure3-1showstheXcode4userinterface.
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Figure3-1.TheXcode4userinterface

Underthehood,Xcodeisafront-endtothecommand-linecompileranddebugger.Infact,thereis
nothingtostopyoufrombypassingXcodecompletelyandbuildingyourkernelextensionsbyinvoking
GCCdirectlyonthecommandline.However,aswewillseeinthenextsection,Xcodeprovidesproject
templatesthatpasstheappropriatecompilerflagsforbuildingakernelextension.

PreviousversionsofXcodeusedtheGCCcompiler;however,startingfromXcode4,analternative
andmoderncompilerbasedonLLVMisprovidedasthedefaultcompiler.TheLLVMcompilerisan
opensourceprojectledbyApplethatsupportsObjective-C,C,andC++.ThegoalofLLVMistoprovide
fastercompiletimesthanGCCandtoprovidetighterintegrationintoIDEs,suchasXcode,byproviding
morelegiblewarninganderrormessagesandbyallowingsyntaxhighlightingandcodecompletiontobe
drivenbythesemanticanalysisperformedbythecompileritself.

■NoteMoreinformationaboutXcode,includinginformationabouthowtoobtainit,canbefoundat
http://developer.apple.com/xcode.

“HelloWorld”KernelExtension
Togetstartedwithkernelprogramming,let’sbeginbyimplementingaverysimpleexample,themuch
beloved“HelloWorld”applicationor,inourcase,kernelextension.First,launchXcodeandchoose
“CreateanewXcodeproject”fromthewelcomescreen.Thiswillpresentyouwithalistoftemplatesfor
thenewproject.Ifyouselectthe“SystemPlug-in”category,youwillseethatXcodeprovidestemplates
forbotha“GenericKernelExtension”andan“I/OKitDriver.”Althoughbothtemplatescreateakernel
extension,anI/OKitdriverrequiresustonominateahardwaredeviceitwillmatchagainstandwillload
onlyifthatdeviceispresent.Agenerickernelextension,ontheotherhand,isnotahardwaredriverand
canbeloadedanytimebytheuser.

http://developer.apple.com/xcode
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Forthistutorial,wewillcreateaprojectbasedonthe“GenericKernelExtension”template,soselect
thatitemandclickthe“Next”button.Wearenowaskedforaproductnameandcompanyidentifier.
Theproductnamecorrespondstothenameoftheexecutablefileasseenbytheuser,soforthis
example,wewilluse“HelloWorld.”ThecompanyidentifiershouldbeareverseDNSstylestringfora
domainnameyouoryourcompanyhasregistered.Forthisexample,youarefreetouse
“com.osxkernel,”whichisadomainregisteredforthepurposeofthisbook.Byappendingtheproduct
nametothecompanyidentifier,Xcodecreatesastringthatisguaranteedtobeuniquefortheproject
andwillnotcollidewiththenameofanyexistingkernelextension(theuniqueidentifierforthistutorial
wouldbe“com.osxkernel.HelloWorld.”)

■NoteThereverseDNSconventionisusedthroughoutMacOSXinplaceswhereauniqueidentifierisrequired.
WewillseeinlaterchaptersthattheI/OKitusesasimilarschemetoensurethenamesofC++classesare
unique.PreviousversionsofMacOS9usedauniquefour-characterconstanttoidentifyapplications,which
requireddeveloperstoregistertheirchosenstringwithApple.UsingreverseDNSallowsdeveloperstogenerate
theirownuniqueidentifierwithouthavingtoregisterthemwithApple.

Afterclickingthe“Create”button,Xcodewillgenerateaprojectforyou,includingan
implementationfilenamed“HelloWorld.c.”Youcanexaminethecontentsofthesourcefilenamed
“HelloWorld.c”byclickingonitsiconintheleftpartoftheprojectwindow.Forthistutorial,modifythe
generatedsourcecodetoincludetheheaderfile<libkern/libkern.h>andtoaddtwocallstoprintf().
ThefunctionnamedHelloWorld_start()willbecalledwhenourkernelextensionisloadedandthe
functionnamedHelloWorld_stop()willbecalledwhenthekernelextensionisunloaded.Whenyouhave
finishededitingthefile,thecodeshouldlooklikeListing3-1.

Listing3-1.The“HelloWorld.c”Tutorial

#include <mach/mach_types.h> 
#include <libkern/libkern.h> 
 
kern_return_t   HelloWorld_start (kmod_info_t * ki, void * d) { 
    printf("Hello world\n"); 
    return KERN_SUCCESS; 
} 
 
 
kern_return_t   HelloWorld_stop (kmod_info_t * ki, void * d) { 
    printf("Goodbye world\n"); 
    return KERN_SUCCESS; 
} 

AswementionedinChapter1,theAPIsusedforwritingkernelcodearegenerallydifferenttothose
availabletouserapplications;thisapplieseventofunctionssuchasprintf().Ratherthanincludingthe
userspaceheader<stdio.h>,thekernelhasitsownimplementationofprintfthatisdeclaredinthe
headerfile<libkern/libkern.h>.Ifyoutrytoinclude<stdio.h>inakernelproject,thecompilerwill
reportthatitcannotfindtheincludedheaderfile.
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Aswellasincludingtheheaderfilethatdefinestheprintf()function,wealsoneedtolinkour
kernelextensionagainstthelibrarythatprovidestheactualimplementationofprintf.Ratherthana
compile-timelinking,thekernelresolvesanylibrarydependenciesofakernelextensiononlywhenthe
kernelextensionisloaded.Toinformthekernelofourdependencies,weneedtodeclarethelibrarieswe
wishtolinkagainstinourkernelextension’spropertylist,afilethatgoesbythename“HelloWorld-
Info.plist”inthistutorialproject.

Tomodifythepropertylist,clickonthefilenamed“HelloWorld-Info.plist”intheprojectwindow.
Althoughtheformatofthefileistext-basedXML,Xcodecontainsagraphicaleditorformanipulating
propertylistfiles,asshowninFigure3-2.AddanewitemtotheOSBundleLibrariesdictionaryofyour
propertylisttoincludeanitemwiththekeynamecom.apple.kpi.libkernandthevalue9.0.0 When
youarefinished,yourpropertylistshouldlookidenticaltoFigure3-2.



Figure3-2.ThegraphicalpropertylisteditorinXcode

TheXMLthatcorrespondstotheadditionwemadetothepropertylistfileisshowninListing3-2.

Listing3-2.TheValueoftheOSBundleLibrariesEntryforOurTutorialKernelExtension

<key>OSBundleLibraries</key> 
<dict> 
        <key>com.apple.kpi.libkern</key> 
        <string>9.0.0</string> 
</dict> 

Theproject’spropertylistisnotusedbythecompiler(otherthantoperformsomepreprocessing,
whichreplacesvariablessuchas${PRODUCT_NAME}withtheiractualvalue),butisintendedforthekernel.
Thepropertylistiscopiedtothecompiledkernelextensionandisreadwhentheextensionisloaded.
Theentryweaddedtothedictionaryconsistsofakey-valuepair;thekeyidentifiesakernellibraryon
whichwedependandthevaluecorrespondstotheminimumrequiredversionofthatlibrary.Inour
case,weareinformingthekernelthatwerequirealibrarywiththeuniqueidentifier
com.apple.kpi.libkernandthatwerequireversion9.0.0orlaterofthislibrary.Thelibraryidentifieruses
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areverseDNSprefixtoensurethenameisunique;inthiscase,theprefix“com.apple”allowsusto
recognizethelibraryasastandardlibraryprovidedbyApple.

■TipTheversionofthelibrary,inourcase9.0.0,istheversionoftheMacOSXkernel,nottheversionofMac
OSXitself.Version9.0.0correspondstoMacOSX10.5.0.Youcandeterminetheversionofthekernelonyour
machinebytypingthecommanduname –rintoTerminal.

■NoteYoumayhavenoticedthattheprojectcreatedfromtheXcodetemplateincludesanitemnamed
“Kernel.framework”inthe“Frameworks”group.Thisisnotusedbythelinkerwhentheprojectisbuilt,butis
simplyincludedtohelpthedeveloperbyprovidingeasyaccesstokernelheaders.

Thekernelextensionprojectisnowcompleteandisreadytobebuilt.Todothis,choose“Build”
fromthe“Project”menu.Youshouldnotreceiveanybuilderrors,butifyoudo,makesurethecontents
ofyour“HelloWorld.c”filematchthoseshowninListing3-1.

Beforewerunthiskernelextension,itisworthtakingamomenttounderstandhowthekernel
knowswhichentrypointstocall,giventhatthetwofunctionscontainedinthesourcefileappeartobe
user-defined.Asyoumayhavesuspected,Xcodegivesusagentlepushandgeneratessomeofthe
boilerplatecodeforusautomatically.Ingeneratingthiscode,Xcodeusestwovaluesthataredefinedin
theproject’ssettings,whichdefinethekernelextension’sstartandstoproutines.Thesevaluesare
showninFigure3-3.YouarefreetorenametheentrypointsfromHelloWorld_startand
HelloWorld_stop,aslongasyouchangethenameofthefunctionsdefinedinthesourcecodeandthe
valuesintheprojectbuildsettings.
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Figure3-3.Theprojectsettingsforthe“HelloWorld”kernelextension

Followingasuccessfulcompileoftheproject,Xcodewillhavecreatedakernelextensionwiththe
name“HelloWorld.kext.”ThisfileispackagedintoaspecialfileknownasaKEXTbundle.Ifyouarenot
familiarwithbundles,theyareessentiallyadirectorythatcontainsallthefilesrequiredbythe
executable,butwhichtheFinderpresentstotheuserasasinglefile.Listing3-3showsthecontentsof
thebundlecreatedwhenwebuiltthe“HelloWorld”kernelextension.

Listing3-3.TheContentsoftheHelloWorld.kextBundle

HelloWorld.kext/ 
HelloWorld.kext/Contents/Info.plist 
HelloWorld.kext/Contents/MacOS 
HelloWorld.kext/Contents/MacOS/HelloWorld 
HelloWorld.kext/Contents/Resources 
HelloWorld.kext/Contents/Resources/en.lproj 
HelloWorld.kext/Contents/Resources/en.lproj/InfoPlist.strings 

Thefilenamed“Info.plist”shouldbefamiliar,sincethisisacopyofthepropertylistwemodified
earlier(withsomeminorprocessingappliedbyXcodealongtheway).Theotherfilethatdeservesa
mentionissimplynamed“HelloWorld”andislocatedinthesubdirectoryofthebundlewiththepath
“Contents/MacOS.”Thisfilecontainstheactualexecutablecodeofthekernelextension.

LoadingandUnloadingKernelExtensions
Akernelextensionisacodemodulethatrunsinsidetheoperatingsystemkernel.Havingbuiltourkernel
extension,itnowneedstobeloadedintothekernelwhereitcanberun.WhileXcodeisgreatforwriting
andbuildingkernelextensions,itcannotbeusedfortestingordebuggingakernelextension;infact,for
akernelextension,thebuttonnamed“Run”intheXcodewindowwillbuildtheprojectonly,butwon’t
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actuallyloadorruntheresultingoutput.Instead,kernelextensionsonMacOSXcanbeloadedoneof
twoways,automatically,bycopyingthekernelextensionbundletothedirectory
/System/Library/Extensions,ormanuallythroughthecommandline.

Toloadthekernelextension,wefirstneedtolocatethecompiledbinarythatwasbuiltbyXcode.By
default,Xcode4willplacetheoutputfromthecompilerinadifferentlocationthantheprojectdirectory
thatcontainsthesourcecode,whichcanmakeitdifficulttofindthepathtothekernelextensionin
ordertoloaditonthecommandline.TolocatethepathinwhichXcodehaswrittenthekernel
extension,right-clickontheproductnamed“HelloWorld.kext,”whichdisplaysacontextualmenu,and
selecttheitem“ShowinFinder,”asshowninFigure3-4.



Figure3-4.Locatingthepathtothebuiltkernelextension

Akernelextensionthatiscopiedtothe/System/Library/Extensionsdirectorywillbeloadedwhen
neededbytheoperatingsystem.Thiscouldbewhenthesystembootsor,inthecaseofadriver,whena
hardwaredevicethatrequiresthedriverisconnectedtothecomputer.However,duringdevelopment,it
istypicallymoreconvenienttoloadthekernelextensionmanuallyfromthecommandline.

Forsecurity,becauseakernelextensionisgrantedthesameelevatedprivilegesasthecore
operatingsystemcode,kernelextensionscanonlybeinstalledorloadedbyauserwithadministrative
accesstothesystem.Asafurthersecuritymeasure,thesystemhasstrictrequirementsregardingthefile
permissionsofthekernelextension’sbundleandwillrefusetoloadakernelextensionthatdoesnot
meettheserequirements,particularlythefollowing.

• TheKEXTbundleandallfilesandfoldersinsideitmustbeownedbytheuser
“root”(userid0).
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• TheKEXTbundleandallfilesandfoldersinsideitmustbeownedbythegroup
“wheel”groupid0).

• TheKEXTbundleandanydirectoryinsideitmusthavethepermissionsmask
0755(rwxr-xr-x).

• AllfilesinsidetheKEXTbundlemusthavethepermissionsmask0644(rw-r--r--).

WhenyoubuildakernelextensioninXcode,theKEXTbundleitproduceswillhavethecorrect
permissionmaskforthebundleanditscontents,butuserandgroupownershipwillcorrespondtothe
userwhoranthecompiler.Tocorrectthefileownershiptothatrequiredbyakernelextension,youcan
usethefollowingcommandinTerminal.

sudo chown -R root:wheel HelloWorld.kext 

NotethatifyouchangetheownershipoftheKEXTinsidetheXcodebuilddirectory,Xcodewillnot
havesufficientpermissiontooverwritetheKEXTwhentheprojectisnextbuilt,whichwillresultina
builderror.Toovercomethis,youcancopytheKEXTfromtheXcodebuilddirectorytoanother
directory(suchas/tmp)beforechangingitsownershipandloadingit.

MacOSXcontainsanumberofcommandlineutilitiesforthepurposeofworkingwithkernel
extensions.Someofthecommonlyusedcommandsinclude:

• kextload,whichloadsaKEXTintothekernel

• kextunload,whichstopsaloadedKEXTandunloadsitfromthekernel

• kextutil,whichisadeveloper-orientedutilityforloadingKEXTsintothekernel
andcanprovidediagnosticinformationdetailingwhyakernelextensionfailedto
loadandcanproducesymbolsthatareusefulwhendebugginganactivekernel
extension

• kextstat,whichdisplaysalistofallKEXTsloadedintothekernel

Withtheexceptionofkextstat,whichdoesnotactivelymodifythestateofthekernel,allthese
commandsmustberunwithsuper-userpermissions.Thiscanbeaccomplishedbyprefixingcommands
withsudo.

Wearenowreadytoloadthe“HelloWorld”kernelextension.Todothis,runthefollowing
commandinTerminal:

sudo kextload HelloWorld.kext  

Althoughthe“HelloWorld”kernelextensionhasbeenloadedanditsstartentrypointcalled,you
won’tseetheresultofourcalltoprintfintheterminalwindow.Instead,theoutputfromcallingthe
kernel’simplementationofprintfiswrittentoalogfile.Toconfirmthe“HelloWorld”kernelextension
wasloaded,youcanusethekextstatcommand,asfollows:

kextstat  

Thiswillprintalistoftherunningkernelextensions.Sincethe“HelloWorld”extensionwillbeone
ofthemostrecentextensionstohavebeenloaded,itshouldappearattheendofthelist.Anexampleof
theoutputfromkextstatisshowninListing3-4.
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Listing3-4.TheOutputfromthekextstatCommand,withOurKernelExtensionHighlighted

Index  Refs   Address             Size        Wired     Name (Version) <Linked Against> 
  1      85  0xffffff7f80742000   0x683c      0x683c    com.apple.kpi.bsd (11.1.0) 
  2       6  0xffffff7f8072e000   0x3d0       0x3d0     com.apple.kpi.dsep (11.1.0) 
  3     110  0xffffff7f8074c000   0x1b9d8     0x1b9d8   com.apple.kpi.iokit (11.1.0) 
  4     116  0xffffff7f80738000   0x9b54      0x9b54    com.apple.kpi.libkern (11.1.0) 
  5     103  0xffffff7f8072f000   0x88c       0x88c     com.apple.kpi.mach (11.1.0) 
... 
130       0  0xffffff7f810ce000   0x51000     0x51000   com.apple.filesystems.afpfs (9.8) <129 7 6 5 4 3 1> 
144       0  0xffffff7f807b8000   0x2000      0x2000    com.osxkernel.HelloWorld (1) <4> 

Finally,wewillunloadthe“HelloWorld”extension,whichwillresultintheHelloWorld_stop()
functionbeingcalledandthekernelextensionbeingunloadedfromthekernel.Thiscanbe
accomplishedwiththefollowingcommand:

sudo kextunload HelloWorld.kext  

UsingConsoletoViewOutput
Theresultingoutputfromcallingprintf()inthekerneliswrittentoalogfileondisk.Thislogtakesthe
formatofaplaintextfilethatallowsittobeexaminedwiththestandardUnixcommandstailandcat,
passingthepathtothelogfile/var/log/kernel.log.Alternatively,thecontentsofthelogcanbeinspected
withanapplicationincludedwithMacOSXnamed“Console,”whichcanbefoundinthe
/Applications/Utilitiesdirectory.TheConsoleapplicationconsolidateslogsfromawiderangeofsystem
servicesandapplications,includingthekernellogfile.Ascreenshotoftheoutputfromourtutorial
viewedthroughConsoleisshowninFigure3-5.
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Figure3-5.Theoutputfromasuccessfulloadandunloadofourkernelextension,asshownintheConsole

utility

Althoughitmayseemprimitiveifyouareaccustomedtosourceleveldebuggersfromuser-space
development,beingabletoprintdebugoutputtotheconsoleremainsoneofthefundamentaldebug
techniquesforkernelcode.YoucanfindmoreinformationondebugginginChapter16.

Summary
KernelextensionsforMacOSXaredevelopedusingthetoolscontainedwithintheXcodepackage
providedbyApple.Inthischapter,wecreatedatutorial“HelloWorld”kernelextension,showedhowto
importsymbolsfromotherkernellibraries,andintroducedthecommandlineutilitiescommonlyused
toloadandworkwithkernelextensions.





C H A P T E R  4 



 

51

The I/O Kit Framework 

DevicedriversforMacOSXarewrittenusingaframeworkknownastheI/OKit.TheI/OKitconsistsof
headerfilesandlibrariesthatprovidetheservicesrequiredbydrivers,aswellasheaderfilesandlibraries
thatareusedbyuserspacecodetolocateakerneldriverandinteractwithit.Therearetwomainpartsof
theI/OKit:

• Kernel.framework

• IOKit.framework

Althoughitisslightlycounterintuitive,theI/OKitframeworkisdesignedforuserspaceapplications
andnotfordevelopingI/OKitdriversinthekernel.Instead,theKernelframeworkcontainstheheader
filesusedforkernelspacedriverdevelopment.IfyouexaminethecontentsoftheKernelframework,you
willseethatitcontainsadirectorynamedIOKitthatconsistsoftheheaderfilesusedforkernelspace
driverdevelopment.AnotherimportantdirectoryintheKernelframeworkisnamedlibkern,which
containsthefoundationclassesandtypesonwhichthekernelI/OKitframeworkisbuilt.

TheuserspaceI/OKitframeworkservestwopurposes.Itprovidesuserapplicationswithfunctions
fordeterminingthehardwaredevicespresentonthemachineonwhichitisrunning,functionsfor
locatingtheappropriatedriverforaparticularhardwaredevice,andfunctionsforsendingcontrol
requestsandrequeststatusesfromthatdriver.ThesetopicsarefurtherdiscussedinChapter5.In
addition,theuserI/OKitframeworkprovidestheuserspaceapplicationtheabilitytocommunicate
withcertainhardwaredevicesdirectly,removingtheneedforakerneldriver.Thisispossibleforaselect
rangeofdevices,mostnotablyUSBandFireWiredevicesthatdonotneedtobesharedbetween
multiplerunningapplications.WediscussthisaspectoftheI/OKitinChapter15.

TheI/OKitModel
TheI/OKitisanobject-orientedframework,thusitrequiresalanguagethatprovidesanobject-oriented
programmingabstraction.ApplechosetoimplementtheI/OKitintheC++language,andconsequently,
driversthatarewrittenforMacOSXaredevelopedinC++.

WhilethechoiceofC++fordriverdevelopmentisuniqueamongoperatingsystems,itreflectsthe
modernnatureofMacOSX.TheinitialversionofMacOSXwasreleasedin2001,andAppletookthe
opportunitytodesignacompletelynewmodelfordriverdevelopment.ThechoiceofC++reflectsthe
stateofbothcomputerhardwareandcompilerswhentheI/OKitwasdesigned.

Thechoiceofanobject-orientedlanguagehasconsiderableadvantages.Hardwareinacomputer
systemis,byitsnature,aninterconnectedseriesofdevicesconnectedviaanumberofdifferentbuses.
Forexample,aUSBdevicemaybeconnectedtotheinternalUSBhubofakeyboard,whichitselfis
connectedtotheUSBportonaniMac.Internally,theUSBportishandledbyaUSBcontrollerchipon
theiMac’smotherboard,whichisconnectedtothemotherboard’schipsetcontrollerviaaninternalPCI
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bus.Byadoptinganobject-orienteddrivermodel,theI/OKitisabletomirrorthissamehardware
connectionthroughthedriverobjects.

Theroleofadriveristoenabletheoperatingsystem—andultimatelytheuser—totakeadvantageof
theservicesthatareimplementedbyhardware.Theoperatingsystemhelpsthedriverbyloadingthe
driverwhenitshardwaredeviceispresent,providingthedriverwithawaytoaccessandinteractwithits
hardwaredevice,andbyprovidingaccesspointsforthedrivertoplugitsownservicesintotheoperating
system.

■NoteTheI/OKitusestheterm“nub”todescribeadriverthatprovidesservicestootherdrivers.Forexample,
thedriverofaUSBhubwouldbeanubbecauseitprovidesservicestothedriversoftheUSBdevicesthatconnect
toit.

Thechoiceofanobject-orienteddesignservestheI/OKitwell.EachdriverisimplementedasaC++
class,whichallowstheI/OKittoinstantiateanewdriverobjectforeachinstanceofthehardwaredevice
presentonthesystem.Thedriver’shardwaredeviceisaccessedthroughanobjectknownasthedriver’s
“provider,”whichisprovidedtothedriveratinitialization.TheI/OKitwilluseaproviderclassthatis
appropriateforthehardwarebususedbythedevice.Forexample,aUSBdevicewillhaveaprovider
classthatisaninstanceofanIOUSBDevice,whereasadriverforaPCIcardwillhaveaproviderclassthat
isaninstanceofanIOPCIDevice.Thedifferentcapabilitiesofthesebusinterfacesareabstractedbythe
differentproviderclasstypes.Forexample,USBdeviceshaveanumberofendpointsthatdatais
transferredtoorreadfrom,sotheIOUSBDeviceclasscontainsmethodsforreadingorwritingadata
buffertoaspecifiedendpoint.Ontheotherhand,aPCIcardisaccessedbymappingasetofregisters
intothekernel’saddressspace,whichcanthenbereadfromandwrittentobythedriverthesameway
inwhichitwritestoanyothermemoryaddress.

Lastly,driversneedawaytoprovidetheirservicestotherestoftheoperatingsystem.Thisis
perhapstheareawheretheobject-orienteddesignoftheI/OKitshines.Themainclassofthedrivercan
beimplementedasthesubclassofoneofthespecializedclassesprovidedbytheI/OKitforcertaintypes
ofdriver.Forexample,adriverthatimplementsaserialportwillsubclassthestandard
IOSerialStreamSyncclass.Similarly,adriverthatimplementsanaudiooutputdevicewillsubclassthe
IOAudioDeviceclass.

Theadvantageofimplementingadriverbysubclassingisthatyourdriverinheritsthebehaviorand
implementationfromtheparentclass.Therearecertainoperationsthatarecommontoeveryserialport
andtoeveryaudiodevice,andthisbehaviorisimplementedbythesuperclass,savingdriverdevelopers
fromhavingtowriteboilerplatecode.Developerscanthenconcentrateoncodethatisspecifictotheir
particularhardwaredevice.Thesuperclasswillcallthedriverwhenadevice-specificactionisrequired.

Ifyou’veimplementedadriverforanyotheroperatingsystem,youhavenodoubthadtoimplement
adispatchroutinethatusuallytakestheformofonelargeswitchstatementinordertohandleallthe
possiblerequeststhattheoperatingsystemmaymakeandthencallingtheappropriatefunctioninyour
driverthatimplementsthatrequest.TheI/OKittakesadifferentapproach.Driverrequeststakethe
formofmethodcalls.Thedriversimplyneedstoimplementoroverridemethodsthatareprovidedbyits
superclass.Thesemethodsarespecifictothedrivertype.Forexample,aserialdriverisconcernedwith
transmittingbytesandreceivingbytesovertheserialport,sotheIOSerialStreamSyncclassprovides
purevirtualmethodsenqueueData()anddequeueData()tobeimplementedbythesubclasswhenthese
actionsneedtobeperformed.

Foraspecializeddevice,theI/OKitmaynotprovideasuitablesuperclass.Forexample,thereisno
suitablesuperclassprovidedbytheI/OKittoimplementadriverforaspecializedmedicalimaging
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device.Thedriverforsuchadevicewouldbeimplementedbyaclassthatsubclassesfromthegeneric
IOServiceclass.TheIOServiceprovidesmethodstomanagethedriver’slifecycle,including
initializationanddestroyingthedriverobject.

Lastly,adrivermayprovideaninterfacetouserspaceapplications.InI/OKitterminology,thisis
handledbyimplementingaclassknownasa“userclient.”Theuserclientisacustomclass
implementedbythedriverthatsubclassestheIOUserClientclass.Wheneveranapplicationopensa
connectiontothedriver,theI/OKitinstantiatesanewuserclientobjectthathandlesalltherequests
comingfromthatapplication’sconnectiontothedriver.Whentheapplicationclosesthatconnectionto
thedriver,ortheapplicationterminates(orcrashes),theuserclientisdestroyed.Ifanapplicationopens
multipleconnectionstothedriver,theI/OKitwillinstantiateasmanyuserclientobjectsasthereare
connectionsmade.

ObjectRelationship
Aswehaveseen,therearetwoimportantclassesforanI/OKitdriver,onebeingthesuperclassthatthe
maindriverclassinheritsfromandtheotherbeingtheproviderclassthatthedriverusestoaccessits
hardware.Thisdesignmeansthatthefunctionalitythatthedriverimplementsisseparatefromtheway
inwhichthedriver’shardwaredeviceconnectstothecomputer.Forexample,adriverthatsupportsa
PCIsoundcardandadriverthatsupportsaUSBaudiooutputdevicewillbothinheritfromthesame
IOAudioDevicesuperclass,andtheoperatingsystemwillinterfacetobothdriversbymakingthesame
callstoeachdriver.Afterall,theoperatingsystem’saudiosubsystemshouldn’tneedtocarehowan
audiooutputdeviceconnectstothecomputer.

Thisseparationalsoencouragescodereuse.AcompanythatmanufacturesbothPCIandUSBbased
audiodevicescouldpotentiallyusethesamedriverforbothdevices,withthedriverreceivingaprovider
classthatisoftypeIOPCIDeviceorIOUSBDevice,dependingonwhichofthetwohardwaredevicesis
connectedtothecomputer.Or,perhapsmoreconceivably,thehardwarevendorcouldcreateitsown
superclassthatimplementsthecommonfunctionalityforbothdevices,whichisitselfasubclassof
IOAudioDevice.Thedriverforthevendor’sPCIandUSBdeviceswouldneedonlyaminimal
implementation,withmuchofthecommonfunctionalitycomingfromtheircustomsuperclass.Suchan
arrangementisshowninFigure4-1.



Figure4-1.AnexampleoftherelationshipbetweenanI/OKitdriveranditssuperclassandproviderclass

TheInfo.plistFile
TheMacintoshplatformhasalwayssupportedaplug-and-playdesignfordevices,whichrequiresno
configurationafterinstallingthedriver.MacOSX,withthehelpoftheI/OKit,isnoexception.Unlike
thekernelextensionthatwedevelopedinthepreviouschapter,whichloadsassoonasitisaddedtothe
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system,adriverisloadedonlywhenoneofthedevicesthatitsupportsisconnectedtothecomputer.In
thisway,eventhoughtheremaybehundredsofdriversinstalledonasystem,onlythosethat
correspondtohardwarethatisactuallyconnectedtothecomputerwillbeloadedandtakingup
memory.

InChapter3,wesawthatakernelextensionrequiresapropertylistfiletodefinesuchthingsasits
entrypoints.ThepropertylistisevenmoreimportantforakernelextensionthatimplementsanI/OKit
driver.ForanI/OKitdriver,thepropertylistspecifiesthelistofhardwaredevicesthatthedriverisable
tosupport.Eachdevicesupportedbyadrivercontainsitsown“personality”inthepropertylist,which
consistsofa“matchingdictionary”thatconsistsofanarraythatdescribeseachhardwaredeviceto
matchagainst.Thedriverwillbeloadedonlyifoneofthehardwaredevicesdescribedinitsmatching
dictionaryisconnectedtothecomputer.

Oneofthemostimportantvaluescontainedineachmatchingdictionaryisthe“IOProviderClass,”
whichdefinestheclasstypeofthedriver’sprovider,suchasIOUSBDeviceorIOPCIDevice.Whenevera
newhardwaredeviceisconnectedtothecomputer,theI/OKitcreatesanappropriatenubforthat
device,andthenbeginstheprocessoffindingasuitabledriverforthatnub.Forexample,aUSBdevice
connectionishandledasfollows:

1. TheuserconnectsaUSBdevicetothecomputer.

2. AnewinstanceofIOUSBDeviceiscreatedtorepresentthedevice.

3. TheI/OKititeratesoveralldriversthatcontainamatchingdictionarylistinga
providerclassofIOUSBDevice.

4. TheIOUSBDeviceexaminestheentirecontentsofthematchingdictionaryfor
thedriver.

5. Iftherequestedpropertiesofthematchingdictionarycorrespondtothe
propertiesofthedevice,thedriverisaddedtoalistofpotentialdriversforthe
device.

Importantly,itistheproviderclassthatdecideswhetheradriverissuitableforaparticular
hardwaredevice.Itdoesthisbyexaminingthepropertiesfromapotentialdriver’smatchingdictionary;
however,theparticularpropertiesthatareusedwillbespecifictothedriverfamily.Forexample,aUSB
drivermaymatchagainstaspecificvendorIDandproductIDoftheUSBdevice,ormaymatchagainsta
genericclassofdevicesuchasanyUSBkeyboard.APCIdevicemaybematchedonthevendorIDand
deviceIDspecifiedinthedevice’sPCIconfigurationspaceoragainstanyPCIclass,suchasanetwork
cardoradisplaycard.

Followingtheprecedingsteps,theI/OKithasnarrowedthelistofdriversforthedevicedowntoan
arrayofpotentialmatches.Todeterminethebestdriverforthehardwaredevice,theI/OKitusesthe
notionofa“probescore”foreachdriver.Eachdrivernominatesaprobescorethatprovidesarelative
measure,insomeway,ofthatdriver’ssuitabilityforthedevice.Thedriverwiththehighestprobescore
istheonethatisultimatelychosentoworkwiththedevice.

Thedriver’sprobescorecanbesetintwoways.Onewayisforadrivertoprovideaprobescorein
itsmatchingdictionary.Forexample,acompanythatmanufacturesacustomUSBkeyboardcould
provideadriverwhosematchingdictionarymatchesagainsttheexactproductIDofthecompany’s
keyboard,withaprobescorethatishigherthanthesystem’sdefaultkeyboarddriver.Anotherwaythat
theprobescorecanbesetisthrough“activematching,”inwhichtheI/OKitinstantiateseachpotential
driver,temporarilyattachesittothehardwaredevice,andprovidesitwithachancetointerrogatethe
deviceanddetermineitsprobescore.Duringprobe,thedriverhasfullaccesstothehardware,soitcan
performasmuchinterrogationofthedeviceasisrequiredtodetermineitssuitabilitytodrivethat
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device.Thedrivercanadjustitsprobescore,ormorecommonly,canusetheprobemethodtoopt-out
ofmatchingagainstadeviceifitdeterminesthatitisunabletoworkwiththeconnectedhardware.

Forexample,adriver’simplementationofprobecoulddeterminetheversionoffirmwarethatis
loadedonthedevice,andifthefirmwareisofalaterversionthanthatsupportedbythedriver,itcould
refusetoload.Failingduringtheprobestageismoreefficientthanfailinglateron,whenthedriverhas
beenselectedasthedriverforthedevice,becausetheI/OKitdoesnotneedtocontinueonandstart
yourdriver,although,inbothcases,theI/OKitwillcontinuebyattemptingtoloadthedriverwiththe
nexthighestprobescore.

Whileinalmostallcasesonlyonedriverisattachedtoadevice,theI/OKitdoesallowmultiple
driverstobeloadedforasingledevice.Byaddinganextrakeytoadriver’smatchingdictionaryknown
asa“matchcategory,”theI/OKitwillloadthedriverwiththehighestprobescoreineachmatch
categoryandattachittothedevice.Ifnomatchcategoryisgiveninthedriver’smatchingdictionary,a
defaultcategoryisassumed.

Thematchingprocessisrecursive,anddriversmaythemselvesbenubsthatactasaproviderto
otherclasses.Forexample,thedriverforaPCIcardthatimplementsaUSBhostcontrollerwouldmatch
againstanIOPCIDevice,butwouldcreateIOUSBDeviceinstancesofitsowntorepresentdevicesthathave
beenconnectedtoitsownports.Inthisway,theIOUSBDeviceinstancescreatedbythedriverwouldin
turnbecometheproviderclassforotherdrivers,asshowninFigure4-2.Ratherthaninstantiateaclass
oftypeIOUSBDevicedirectly,adriverofthistypewouldlikelyprovideitsownimplementationofaclass
thatinheritsfromIOUSBDevice,whichisshowninFigure4-2as“MyUSBDevice.”

AnydriverthatusesaninstanceofMyUSBDeviceasaproviderwouldtalktotheproviderthroughits
standardIOUSBDeviceinterface,buttheuseofvirtualmethodswouldallowtheMyUSBDevice
implementationtooverridethesemethodsandprovideitsownimplementation.



Figure4-2.Anexampleofadriverthatisalsoanub,creatingobjectsthatserveastheproviderclassto

otherdrivers

Anotherexampleofadriverthatactsasanub,whichisinfactafarmorecommonscenario,isa
driverthatacceptsconnectionsfromuserapplications.Asmentionedearlier,foreachconnectionthata
userapplicationmakestoadriver,theI/OKitinstantiatesanewobjectknownasa“userclient”to
handlethecontrolrequestsfromtheapplicationandtopassthemontothedriver.Likethemaindriver
class,theuserclientclassisalsoanI/OKitserviceanditinheritsfromthesameIOServicebaseclassas
anyotherdriverobject.Eachuserclientusesthemaindriverobjectasitsproviderclass.Unlikethemain
driver,however,auserclientdoesn’tneedtogothroughthematchingstagebecausethedriver
nominatesthespecificclassnameofitsuserclient.
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Listing4-1.TheDriverPersonalitiesforaHypotheticalExternalDisk,ContainingMatchingDictionaries

forbothFireWireandUSBConnections

<key>IOKitPersonalities</key> 
<dict> 
        <key>MyExternalDiskFireWire</key> 
        <dict> 
                <key>CFBundleIdentifier</key> 
                <string>com.mycompany.driver.MyExternalDiskDriver</string> 
                <key>IOClass</key> 
                <string>com_mycompany_driver_MyExternalDiskDriver</string> 
                <key>IOProviderClass</key> 
                <string>IOFireWireUnit</string> 
                <key>Unit_SW_Version</key> 
                <integer>1111</integer> 
                <key>Unit_Spec_ID</key> 
                <integer>2222</integer> 
        </dict> 
        <key>MyExternalDiskUSB</key> 
        <dict> 
                <key>CFBundleIdentifier</key> 
                <string>com.mycompany.driver.MyExternalDiskDriver</string> 
                <key>IOClass</key> 
                <string>com_mycompany_driver_MyExternalDiskDriverUSB</string> 
                <key>IOProviderClass</key> 
                <string>IOUSBDevice</string> 
                <key>idProduct</key> 
                <integer>3333</integer> 
                <key>idVendor</key> 
                <integer>4444</integer> 
                <key>IOProbeScore</key> 
                <integer>9000</integer> 
 
        </dict> 
</dict> 

Listing4-1showsthematchingdictionaryforahypotheticalexternaldiskdevicethatfeaturesboth
FireWireandUSBconnections.Assuch,itcontainstwoentriesinitsmatchingdictionary,thefirstof
whichmatchesagainstaspecificFireWiredevice,andanotherthatmatchesagainstaspecificUSB
device.Thedriverclasscom_mycompany_driver_MyExternalDiskDriverwillbeinstantiatedandgivena
chancetoprobethedevicewheneveraFireWiredevicewithaunitsoftwareversionof1111andaunit
specIDof2222ispluggedintothecomputer.Likewise,thedriverclass
com_mycompany_driver_MyExternalDiskDriverUSBwillbeinstantiatedandgivenachancetoprobethe
devicewheneveraUSBdevicewithaproductIDof3333andavendorIDof4444ispluggedintothe
computer.TheUSBdevicewillhaveadefaultprobescoreof9000,whichshouldmakeitthepreferred
driverforthisdevice.
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TheDriverClass
Aswesawintheprevioussection,whentheI/OKitloadsadriver,itdoessobyinstantiatingaclassthat
isdesignatedinthedriver’spropertylist.ThisclassmustbeasubclassoftheIOServiceclass,either
directlyorbysubclassingaclassthatisitselfachildoftheIOServiceclass.TheIOServiceclassprovides
virtualmethodsthatarecalledatvariouspointsduringthelifetimeofthedriver—forexample,whenitis
loadedandinitialized,whenitshouldprobeitsprovider,andwhenthedriverisstopped.Becausethese
methodsaredeclaredasvirtualmethodsinthedefinitionoftheIOServiceclass,theycanbeeasily
overriddeninthecustomdriverclassthatinheritsfromIOService.

Atthispoint,itmaybeagoodtimetoputwhatyouhavelearnedintopracticebycreatingasimple
I/OKitdriver.Tobegin,openXcodeandcreateanewprojectbasedonthe“IOKitDriver”template.
Whenpromptedforaproductname,enter“IOKitTest”.Youcanusethecompanyidentifier
“com.osxkernel”,whichisadomainnamethathasbeenregisteredforthepurposesofthisbook.Xcode
willcreateaprojectforyouwithtwofiles,aC++implementationfilenamed“IOKitTest.cpp”andits
correspondingheaderfilenamed“IOKitTest.h”.

Let’sbeginbydeclaringtheclassdefinitionofourdriver.Giventhatweareimplementingageneric
driver,andnotonethatprovidesspecializedfunctionalitysuchasaserialportordiskstorage,wewill
defineourdriver’smainclassasasubclassofIOServiceandnotoneofthemorespecializedclassesthat
theI/OKitprovides.EnterinthetextfromListing4-2asthecontentsofIOKitTest.h.

Listing4-2.The“IOKitTest.h”Tutorial

#include <IOKit/IOService.h> 
 
class com_osxkernel_driver_IOKitTest : public IOService 
{ 
        OSDeclareDefaultStructors(com_osxkernel_driver_IOKitTest) 
         
public:  
        virtual bool    init (OSDictionary* dictionary = NULL); 
        virtual void    free (void); 
         
        virtual IOService*      probe (IOService* provider, SInt32* score); 
        virtual bool    start (IOService* provider); 
 virtual void    stop (IOService* provider); 
}; 

Thecontentsoftheheaderfileshouldbefairlystraightforward,withthepossibleexceptionofthe
macroOSDeclareDefaultStructors.AsyouwillrecallfromChapter3,theI/OKitisimplementedina
subsetoftheC++languagethatdoesnotincludeexceptionsandruntimetypeinformation.Themacro
OSDeclareDefaultStructorsisneededasaconsequenceofbothoftheselimitations;itprovidesthe
declarationoftheclass’sconstructoranddestructorandmetadatathatprovidesthecustom
implementationoftheI/OKit’sversionofruntimetypeinformation.Wediscussthisingreaterdepth
laterinthischapter.
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■NoteYoumaybewonderingwhyweusedsuchanelaboratenameforourclass.Thekernelhasaglobal
namespaceintowhichallsymbols(includingclassnames,functions,andglobalvariables)exportedbyanyactive
kernelextensionsareloaded.Thekernelwillrefusetoloadanextensionthatcontainssymbolsthatcollidewithan
extensionthatisalreadyloaded,andsotoavoidthis,Applerecommendsthatallglobalfunctions,classes,and
variablesaredecoratedwithareverse-DNSnamingscheme.

Theimplementationofthedriverclassshouldbeplacedinthefilenamed“IOKitTest.cpp.”The
contentsofthisfilearegiveninListing4-3.

Listing4-3.The“IOKitTest.cpp”Tutorial

#include "IOKitTest.h" 
#include <IOKit/IOLib.h> 
 
// Define the superclass. 
#define super IOService 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_IOKitTest, IOService) 
 
 
bool com_osxkernel_driver_IOKitTest::init (OSDictionary* dict) 
{ 
        bool res = super::init(dict); 
        IOLog("IOKitTest::init\n"); 
        return res; 
} 
 
void com_osxkernel_driver_IOKitTest::free (void) 
{ 
        IOLog("IOKitTest::free\n");     
        super::free(); 
} 
 
IOService* com_osxkernel_driver_IOKitTest::probe (IOService* provider, SInt32* score) 
{ 
        IOService *res = super::probe(provider, score); 
        IOLog("IOKitTest::probe\n");     
        return res; 
} 
 
bool com_osxkernel_driver_IOKitTest::start (IOService *provider) 
{ 
        bool res = super::start(provider);       
        IOLog("IOKitTest::start\n");     
        return res; 
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} 
 
void com_osxkernel_driver_IOKitTest::stop (IOService *provider) 
{ 
        IOLog("IOKitTest::stop\n");     
        super::stop(provider); 
} 

■NoteItisaconventionoftheI/OKittodefineamacronamed“super”asthenameofthesuperclassofthe
currentclass.Thisallowsamethodtobedelegatedtothesuperclassimplementationeasily,asisshowninListing
4-3.

Finally,weneedtodefinethedriver’smatchingdictionaryandlibrarydependenciesthroughthe
Info.plistfile.Addanewdictionarykeynamed“IOKitTest”totheIOKitPersonalitiesdictionarythat
containsthefollowingvalues:



Key Type Value 

CFBundleIdentifierString com.osxkernel.${PRODUCT_NAME:rfc1034identifier}

IOClassSt ring com_osxkernel_driver_IOKitTest

IOMatchCategoryString com_osxkernel_driver_IOKitTest

IOProviderClassSt ring IOResources

IOResourceMatchString IOKit


WealsoneedtoaddtwoentriestotheOSBundleLibrariesdictionary:


Key Type Value 

com.apple.kpi.iokitSt ring 9.0.0

com.apple.kpi.libkernSt ring 9.0.0


Thefinalversionoftheproject’spropertylistisshowninFigure4-3.
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Figure4-3.Thepropertylist,includingthematchingdictionary,fortheIOKitTesttutorial

Giventhatthepurposeofadriveristocontrolhardware,andthattheI/OKitwillloadadriveronly
whenitshardwaredeviceispresent,youmaybewonderinghowitispossibletotestthisdriver.
Thankfully,theI/OKitprovidesaspecialnubknownasIOResourcesthatcanbeusedastheprovider
classofadriverthathasnohardwaredevice,suchasthetutorialdriverlistedhere.Inasystem,therewill
bemultipledriversmatchingagainsttheIOResourcesnub,andsotoallowmorethanonedriverto
attachitselftoIOResources,theIOMatchCategorykeyinthedriver’smatchingdictionarymustbe
defined.

SincetheI/OKitallowsanubtohaveonedriverattachedtoitpermatchcategory,specifyinga
uniquecategoryallowsthedrivertoloadanddoesn’tpreventotherdriversfrommatchingagainstthe
IOResourcesproviderclassafterwehaveloaded.Tocompletethematchingdictionary,weneedto
specifymatchingcriteriathatareuniquefortheproviderclass.IftheproviderclassisaUSBdevice,this
maytaketheformofaUSBproductIDandvendorID.Inthecaseofourtutorial,theproviderclassis
IOResources.Asinglekeynamed“IOResourceMatch”isthematchingcriteriausedbyIOResources.Inthe
sampledriver’smatchingdictionary,thisvalueissetto“IOKit”.Thistellstheproviderclasstodefer
loadingthedriveruntiltheIOKitsubsystemhasbeenfullyloadedandinitializedduringsystemstartup.

YoucannowbuildtheIOKitTestproject,whichcanbeloadedusingthesame“kextload”command
thatwasusedinChapter3.Ifyouopenthe“Console”utilityandexaminethecontentsofthe
“kernel.log”file,youshouldseethatthevariousmethodsofthedriver’sclasshavebeencalled.

Theorderinwhichthemethodsofthedriverclassarecalledisasfollows:

1. init().Thismethodisguaranteedtobecalledbeforeanyothermethodinthe
class.ItspurposeisthesameasaconstructorofaC++class.Adriver’sinit()
methodshouldfirstcalltheimplementationprovidedbythesuperclass,andif
thisfails,itshouldabortimmediately.Thismethodispassedoneparameter,a
copyofthematchingdictionarycorrespondingtotheselecteddriver
personalityintheInfo.plistfile.Ifthismethodsucceeds,itshouldreturntrue;
otherwise,itshouldreturnfalse.
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2. probe().Thismethodiscalledduringmatchingtogivethedriverachanceto
examinethehardwaredevice,whichispassedtothemethodthroughthe
argumentnamed“provider.”Althoughtheparameter“provider”isapointer
toanIOService,itcanbecasttothemorespecializedproviderclassspecified
inthematchingdictionary(suchasIOUSBDevice).Thedriver’simplementation
ofprobe()shouldfirstcallthesuperclass’simplementation,andifthis
succeeds,performanyinvestigationofthehardwarerequiredtodetermine
whetherthedriverisabletocontrolit.Ifthedriverisunabletocontrolthe
hardware,itshouldreturnNULLfromtheprobe()method;otherwise,itshould
returnaninstanceoftheIOServicesubclassthatshouldcontrolthisdevice.In
almostallcases,thismethodwillreturnthecurrentIOServiceinstance
(“this”).

3. start().Ifthepreviouscalltoprobe()succeeded,andthedriverhasbeen
chosenasbeingthebestsuitedtocontrolthehardwaredevice(basedonits
probescore),itsstart()methodiscalled.Theimplementationshouldfirstcall
thesuperclass’simplementationofstart(),andifthisfails,itshouldabort
immediately.Thedrivershouldusethestart()methodtoconfigurethe
hardwareforoperation,andshouldinitializeanyresourcesthatitneedswhile
running.Ifforanyreasonthemethodfailsandthedriverisunabletogoonto
controlthehardware,themethodshouldreturnfalse.TheI/OKitwillthen
providethedriverwiththenexthighestprobescoreachancetocontrolthe
device.

4. stop().Thismethodisn’tcalleduntileitherthedeviceisremovedorthedriver
ismanuallyunloaded.Thismethodistheoppositeofstart();any
configurationorallocationthatwasperformedinthestart()methodshould
bereleasedwhenstop()iscalled.Finally,theimplementationshouldcallthe
superclass’simplementationofstop().

5. free().Finally,beforethedriver’sobjectisdestroyed,theI/OKitcallsits
free()method.ItspurposeisthesameasadestructorofaC++class.This
providesthedriverwithachancetoreleaseanyresourcesthatwereallocated
initsinit()method.Thismethodiscalledevenifadriverwasneverselected
asthebestmatchforaparticulardevice.Theimplementationshouldendby
callingthesuperclass’simplementationoffree().

AconsequenceoflimitedexceptionsupportisthatratherthanusingthetraditionalC++approach
ofperformingobjectinitializationintheclass’sconstructorandthrowinganexceptionifanerror
occurs,theinitializationofI/OKitobjectsisperformedinacustommethodnamed“init,”which
returnsaBooleanvaluetosignalsuccess.

IORegistryExplorer
Appleprovidesaveryusefultoolforvisualizingthedriversloadedonasystem,knownas
“IORegistryExplorer.”ThisisincludedaspartoftheXcodetools.IORegistryExplorerdisplaysagraphical
representationofthedriversthatarecurrentlyloadedonthesystemandtheirrelationshiptoother
drivers.Thisrelationshipisshownasahierarchicalrepresentation,withaproviderclasshavingaparent
relationshiptotheclientsthatareconnectedtoit.

IORegistryExplorershowsarepresentationofanentityknownastheI/ORegistry.Ifyou’recoming
fromaWindowsbackground,don’tconfusetheI/ORegistrywiththeWindowsRegistry.TheI/O
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RegistryisatreeofI/OKitobjectsthatiscreatedwhenthesystemisstarted,andthenitdynamically
growsorshrinksashardwaredevicesandtheircorrespondingdriversareloadedorunloadedfromthe
system.UnliketheWindowsRegistry,theI/ORegistryisneverwrittentodiskorsavedbetweenreboots
ofthecomputer.

TheIOServiceplaneincludesallobjectsintheI/ORegistry.Assuch,itcanbealittleoverwhelming
whentryingtolocateaparticulardriver.TohelpfindaparticulardriverintheI/ORegistry,
IORegistryExplorerprovidesasearchfieldthatcanbeusedtofiltertheobjectsshowntothosewhose
namematchesaparticularstring.

IORegistryExploreralsodisplaysthepropertytableforeachdriverobject.WhentheI/OKitloadsa
driver,itinitializesitspropertytabletothecontentsofthematchingdictionarythatcorrespondstothe
driverpersonalitythatwasloaded;thiscorrespondstotheOSDictionaryobjectthatwaspassedtothe
driverclass’sinit()method.Asthedriverruns,itmaymanipulateitspropertylistbyaddingor
removingadditionalkey/valuepairsorbychangingthevalueofaparticularkey.Thesechangesarelocal
tothedriverinstance(andsoifthesamedriverisloadedmultipletimesforseveraldevicesinthe
system,theyeachhavetheirownpropertytable).Figure4-4showsIORegistryExplorerforthesample
IOKitdriverthatwedevelopedearlier.



Figure4-4.IORegistryExplorerdisplayingtheIOKitTestsample.Thepropertytableshownontherightwas

initializedfromthecontentsofthedriver’smatchingdictionaryinitsInfo.plistfile.

ObjectsintheI/ORegistryareorganizedintoseveralplanes.Eachplaneshowsonlythoseobjects
thatsharecertainfunctionality.Whenlaunched,IORegistryExplorerwilldefaulttoshowingthe
relationshipofobjectsinthe“IOService”plane,whichincludesallobjectsintheI/ORegistry.Someof
theotherplanesthatarecommonlyusedinclude:
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• IODeviceTree:Thisisastaticplanethatreflectsthehardwareconfigurationofthe
system;itdoesnotchangeashardwaredevicesareconnectedtothesystem.The
contentsofthedevicetreelargelydependonthesystemmotherboardandwill
consistofastaticsnapshotofthecomputer’sconfigurationatboottime,
includingPCIslots,built-inUSBports,andanyhardwarecontrollersthatareon
themotherboard,suchastheCPU,memory,andUSBcontrollers.

• IOPower.Thisplaneshowsalldriverobjectsthathaveimplementedpower
managementandwillreceivenotificationsfromtheI/OKitwhenthesystemis
switchingtoadifferentpowerstatesuchaswhenenteringsleepmode.

• IOUSB.ThisplaneshowsallUSBdevicesandhubsthatareconnectedtothe
system.ItincludestheUSBdevicesonly;thecorrespondingdriverthathasbeen
loadedforadevicecanbeseenintheIOServiceplane.

TheI/ORegistryisalsoaccessibleonthecommandlinethroughthetool“ioreg.”Unlike
IORegistryExplorer,whichisavailableiftheXcodetoolshavebeeninstalled,ioregisastandardpartofa
MacOSXinstallationandisusefulwhendebuggingonanend-user’smachineoranyothersystemin
whichthedevelopertoolsareunlikelytobeinstalled.

TheKernelLibrary:libkern
TheruntimesupportandbaseclassesonwhichtheI/OKitisbuiltareimplementedinalibraryknown
aslibkern.Thelibkernlibraryprovidessupportthatmakesupformuchofthefunctionalitythatis
excludedintheembeddedC++language.ThelibkernlibrarydefinesaclassknownasOSObject,which
providesthebaseclassthatisusedbyallI/OKitclasses.SincethebasedriverclassIOServiceisa
subclassofOSObject,themainclassofadriverwillalsobederivedfromOSObject.Anyclassthatis
derivedfromOSObjectgetsthefollowingfunctionality:

• RuntimeTypeInformation,whichisimplementedthroughcustommacros
providedbylibkern.Thesemacrosprovidefunctionalitythatincludes

• Typeintrospection,whichistheabilityatruntimetodeterminethetypeof
anobjectorwhetheritisderivedfromagivenbaseclass

• Dynamiccasting,whichistheabilitytocastanobjecttothetypeofoneof
itsderivedclasses(forexample,tocasttheproviderclassfromanobjectof
typeIOServicetoIOUSBDevice)

• Objectcreation,includingtheabilitytoinstantiateanobjectbasedonastring
representationofitsclassname

• Objectreferencecountingbasedonretain/releasesemantics

• Objecttracking,thatis,theabilitytodeterminehowmanyinstancesofacertain
classhavebeeninstantiatedbutnotyetreleased

OSObject
Someofthefeaturesprovidedbylibkernshouldbeveryfamiliarifyouhavewrittenuserapplications
withApple’sCocoaframework.Inparticular,theOSObjectclasscanbethoughtofasthekernel
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equivalentoftheNSObjectclassinCocoa,andthedynamictypeintrospectioncapabilitiesarealmost
identicaltotheircounterpartsprovidedbytheObjective-Cruntime.

ThereisnorequirementtouseOSObjectasthesuperclassforclassesthatareprivatetoyourdriver,
althoughyoumayfindthatthereferencecountingandobjecttrackingthatOSObjectprovides(without
anyextraworkfromyou)isreasonenoughtoadoptit.

AdoptingOSObjectasthebaseclassinvolvesthefollowingsteps:

1. UsingthestandardC++syntax,declareyourclasstobeasubclassofOSObject,
oraclassthatisderivedfromOSObject(suchasIOService).Ifyouare
subclassingfromOSObject,youmayneedtoincludetheheaderfile
<libkern/c++/OSObject.h>.

2. Asthefirstlineofyourclass’sdeclaration(inyourclass’sheaderfile),include
themacroOSDeclareDefaultDestructors(),passingthenameofyourclassas
itsargument.Thismacro,amongotherthings,declaresthestandardC++
constructoranddestructorforyourclass,andsoyoushouldnotaddeitherto
yourclassdeclaration.Instead,addamethodnamedinit()toyourclassto
actastheconstructor,andamethodnamedfree()toactasthedestructor.
Youarefreetoaddanyargumentsthatyourclassrequirestotheinit()
method,asisshowninthefollowingexample.

class com_osxkernel_driver_MyObject : public OSObject 
{ 
   OSDeclareDefaultStructors(com_osxkernel_driver_MyObject) 
public: 
   virtual bool     init (const char* name); 
   virtual void     free (); 
   … 
}; 

3. Inthefilethatimplementsyourclass,placethemacro
OSDefineMetaClassAndStructors(),whichtakestwoarguments,thenameof
theclass,andthenameofitsdirectsuperclass.Thefirstfewlinesofan
implementationfiletypicallyfollowthepattern

#include "MyObject.h" 
 
// Define super as a convenience macro to refer to the superclass 
#define super OSObject 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_MyObject, OSObject) 

4. Provideanimplementationofthemethodsinit()andfree().Thesetwo
methodsplaytheroleoftheconstructoranddestructor,respectively,asshown
inthefollowingexample.

bool com_osxkernel_driver_MyObject::init (const char* name) 
{ 
   if (! super::init()) 
           return false; 
    
   // Additional initialization 
   return true; 
} 
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void com_osxkernel_driver_MyObject::free () 
{ 
   // Release resources allocated in init() 
   super::free(); 
} 

HavingdefinedanobjectthatsubclassesfromOSObject,itcanbeinstantiatedinyourcodeby
callingtheC++newoperatorfollowedbytheinit()method.Asaconvenience,manyclassesprovidea
staticmethodthatperformsbothofthesesteps,andreturnanon-NULLobjectonsuccess,asshownin
Listing4-4.

Listing4-4.TheDefinitionofaStaticHelperMethodtoConstructaNewInstanceofaCustomClass

com_osxkernel_driver_MyObject* 
        com_osxkernel_driver_MyObject::withName (const char* name) 
{ 
        com_osxkernel_driver_MyObject* me = new com_osxkernel_driver_MyObject; 
         
        if (me && !me->init(name)) 
        { 
                me->release(); 
                return NULL; 
        } 
         
        return me; 
} 

ThelifetimeofanyobjectthatisbasedonOSObjectisdeterminedbyreferencecounting.Whenan
objectisfirstcreated,itsreferencecountisinitializedto1.Tofreeanobject,ratherthanusingtheC++
operatordelete(whichtheOSDeclareDefaultStructorsmacrosdeclareasaprotectedmethod),your
codeshouldinsteadcalltherelease()method.ThismethodisimplementedbytheOSObjectclassand
decrementsthereferencecountoftheobjectby1.Whentheobject’sfinalreferenceisreleased,andthe
object’sreferencecountbecomes0,theobjectisreleasedandthefree()methodiscalled.Ifyourcode
takesapointertoanobjectthatitneedstoholdonto,itwillneedtoextendthelifetimeofthatobjectto
ensurethattheobjectisnotreleasedwhileyourcodeisholdingareferencetoit.Thisisdonebycalling
theretain()method,whichincrementsthereferencecountofthetargetobjectby1.Toprevent
memoryleaks,itisimportantthateachcalltoretain()ismatchedwithacalltorelease().

AnyobjectthatisderivedfromOSObjectallowstypeintrospection.Tocastanobjectintoanother
type,libkernprovidesamacronamedOSDynamicCast(type, object),whichperformstheequivalentof
theC++operatordynamic_cast<type>(object).Themacroverifieswhethertheobjectisderivedfromthe
requestedclass,andifso,apointertotheobjectisreturned;otherwise,themacroreturnsNULL.The
mostcommonuseofdynamiccastingistosafelyconvertanobjectfromabaseclasstoamore
specializedclass.Forexample,thedriver’sstart()methodispassedapointertoitsproviderclassasan
IOServiceobject.However,theproviderisactuallyamorespecializedclasssuchasIOUSBDeviceor
IOPCIDevice,andadynamiccastallowsthisconversiontobemadesafely.Forexample,adriverthat
controlsaUSBdevicewillcontainthefollowingcodeinitsstart()methodtoconverttheproviderfrom
anIOServicetoanIOUSBDevice:

IOUSBDevice* usbDevice = OSDynamicCast(IOUSBDevice, provider); 
if (usbDevice == NULL) 
{ 
        IOLog("Unknown provider class\n"); 
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        return false; 
} 

TheOSObjectbaseclasscanalsotrackthenumberofinstancesofeachofitsderivedclassesthat
havebeeninstantiatedbutnotyetreleased.ThisinformationisnotonlyusefulfortheI/OKit;italso
providesaninvaluablemechanismfortrackingmemoryleaks.Internally,theI/OKitusestheinstance
countofeachclasstoensurethatitdoesnotunloadakernelextensionthathasoutstandingobjects,
whichwouldleadtoakernelpanic.Whenakernelextensionnolongerhasanyoutstandinginstances
forallclassesthatitdefines,thekernelwillunloadthatkernelextension.Thenumberofinstancesof
eachOSObject-derivedclasscanbeexaminedthroughthecommandlinetool“ioclasscount.”

■TipIfyouopenTerminalandrunthecommandioclasscountafterloadingtheIOKitTesttutorial,youwillseea
singleinstanceoftheclasscom_osxkernel_driver_IOKitTest.

ContainerClasses
Aswellasdefiningthebaseclassandprovidingaruntimeenvironmentforthekernel,libkernalso
definesanumberofcontainerclassestomanageacollectionofobjects.Thecontainerclassesprovided
bylibkernincludearrays,dictionaries,andbothorderedandunorderedsets.Whileallthesecontainers
cancontainobjectsofvaryingtypesandcanevencontainobjectsofdifferingtypeswithinthesame
container,acontainercancontainonlyobjectsthatarederivedfromtheOSObjectclass.

■NoteIfyouarefamiliarwithuserspaceprogrammingonMacOSX,thelibkerncontainerclassesare
equivalenttoNSMutableArray,NSMutableDictionary,andNSMutableSet,ortheCoreFoundationtypes
CFMutableDictionary,CFMutableArray,andCFMutableSet.

Toallownon-objectscalartypessuchasBooleans,integers,andstringstobeincludedinthe
containertypes,libkernprovidesthecorrespondingclassesOSBoolean,OSNumber,andOSStringfor
wrappingabool,anintegervalueofupto64bitsinlength,andaC-string,respectively.

Thehandlingofstringsinlibkerndeservesspecialmention.Thelibkernlibraryprovidestwoclasses
forrepresentingastring,OSStringandOSSymbol(whichisasubclassofOSString).Thepurposeof
OSSymbolisnottoprovideageneralwrapperforastring,butrathertoholdstringvaluesthatrepresent
“symbols”inthekernel,suchascommonlyusedkeysinamatchingdictionary.Whenanewinstanceof
OSSymboliscreated,theconstructorchecksforanexistingOSSymbolobjectthatcontainsthesamestring
value,andifoneisfound,returnsaninstanceoftheexistingobjectratherthancreatinganewinstance.
Thismeansthatforagivenstringvalue,thereisatmostoneOSSymbolobjectrepresentingthatvalue.As
aconsequence,adictionarythatiskeyedonOSSymbolvaluesneedstocomparetheaddressofonlytwo
OSSymbolvaluesratherthanperformingamoreexpensivestringcomparison.

Allthecontainerclassesfollowthesamebehaviorwithregardtoobjectownership.Anyobject
addedtoacontainerisretainedbythatcontainerclass,andobjectsarereleasedbythecontainerclass
oncetheyareremovedfromthecontainerorthefinalreferenceofthecontaineritselfisreleasedandso
thecontainerisdeallocated.Afterinsertinganobjectintoacontainer,ifthecallernolongerrequiresits
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ownreferencetothatobject,itisfreetoreleasetheinsertedobjectsincethecontainerclasswill
maintainareferencetotheobject.

Afterqueryingacontainerforanobjectthatitcontains,thecallershouldretainthatobjectifthereis
anychancethatthecontainercouldbereleasedwhilethecallerisstillusingthereturnedobject.The
libkerncontainerclassesdonotincrementthereferenceoftheircontentobjectsbeforereturningitto
thecaller(forexample,theOSArraymethodgetLastObject()willnotincrementthereferencecountof
itslastobjectbeforereturningittothecaller).

Itisimportanttonotethatthecontainerclassesdonotprovideanysynchronizationforuseina
multi-threadedenvironment.Thatisnottosaythattheycannotbeusedinadriverthatcontainsmulti-
threadedcode,butratherthatitisthecaller’sresponsibilitytoadditsownlockingtoensurethatcallsto
thecontainerclassesareserialized.

Thecontainerclassesprovidedbylibkernincludethefollowing:

• OSArray,whichprovidesstorageandretrievalofobjectsbasedontheindexwithin
thearray

• OSDictionary,whichprovidesstorageandretrievalbasedonaprovidedstring
value(whichisknownasthe“key”)

• OSSet,whichprovidesstorageforobjectsandtheabilitytotestwhetheranobject
isintheset

• OSOrderedSet,whichprovidesstoragethatissortedbasedonaprovided
comparisonfunctionandretrievalbasedonanindex

AlllibkerncontainerclassescanbeiteratedoverusingtheclassOSCollectionIterator,asshownin
Listing4-5.WheniteratingoveranOSDictionary,theobjectsreturnedbytheiteratorrepresentthekeys
ofthedictionary,andnotthevaluescontainedinthedictionaryitself.

Listing4-5.ASampleFunctiontoIterateOvertheObjectsContainedinanOSArray

void    IterateArray (OSArray* array) 
{ 
        OSCollectionIterator*   iter; 
 
        iter = OSCollectionIterator::withCollection(array); 
        if (iter != NULL) 
        { 
                OSObject*       anObject; 
                 
                while ((anObject = iter->getNextObject()) != NULL) 
                { 
                        // Assume the array only contains string values: 
                        // OSString* aString = OSDynamicCast(OSString, anObject); 
                } 
                 
                iter->release(); 
        } 
} 

Aspecialcontainerobjectfordriversistheirpropertytable.Thisisadictionarythatcontainsa
numberofkey/valuepairsthatarelocaltoaparticulardriverinstance.Whenadriverisloaded,theI/O
Kitfillsitspropertytablewiththeentriesofthematchingdictionaryfromthedriver’sInfo.plistfile.
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However,asthedriverruns,itisfreetoaddorremoveadditionalvaluesfromitspropertytable.A
driver’spropertytableisspecialbecauseitcanbeaccessedbyuserspaceapplications,including
IORegistryExplorer.Thismakesitaperfectmeansforpassingsmallamountsofdata,suchasinteger
values,betweenthedriveranduserspace.

Alternatively,adrivercanwritethevaluesofcertainimportantvariablestokeysinitspropertytable,
whichcanthenbemonitoredinIORegistryExplorer(oracustomapplication)totrackthestateofthe
driver.

Summary
• TheI/OKitprovidesanobject-orientedframeworkfordevelopingdriversonMac

OSX.

• Driverswrittenusingtheframeworkinheritfromasuitablebaseclassthatis
chosenbasedonthefunctionalitythatthedriverimplements.TheI/OKit
providesbaseclassesfordriverssuchasaudioinputandoutputstreams,serial
ports,anddiskdevices.

• Adriveraccessesitshardwarethroughanobjectknownasitsprovider,which
allowscommunicationwithhardwareinawaythatisnaturaltothebusonwhich
thehardwareisconnected.

• Adriverisloadedonlywhenitshardwareispresentinthesystem,asdescribedby
matchingcriteriadescribedinthedriver’spropertylist.

• TheI/OKitisbuiltontopofalibraryknownaslibkern,whichprovidesruntime
supporttothekernelbywayofobjectinstantiation,referencecounting,and
containerclasses.





C H A P T E R  5 




69

Interacting with Drivers  
from Applications 

Inthepreviouschapter,welearntaboutI/OKitdrivers,whichliveinthekernel.Ontheotherhand,the
applicationsthatusersinteractwithliveinuserspace.So,iftheuserisgoingtousetheservicesprovided
byyourdriver,thekernel/userspaceboundaryneedstobecrossed.

MacOSXprovidesseveraldifferentmechanismsthroughwhichadrivercanprovideitsservicesto
userspaceapplications.Themethodthatadeveloperchoosestoallowaparticulardrivertoprovideits
servicestouserspaceapplicationsisdependentonthetypeoffunctionalitythatthedriverimplements.
Forexample,allserialports,audiodrivers,andstoragedeviceshavetheirowninterfacethatisdefined
bytheI/OKit.Thisinterfaceallowsauserspaceapplicationtoworkwiththesedevices.Anapplication
willworkwithdevicesprovidedbyanyhardwarevendor,providedthatthevendor’sdriverimplements
thestandardI/OKitinterfaceforthatdevice.Fromadriverdeveloper’spointofview,usingthecommon
interfaceprovidedbytheI/OKitisintheirbestinterestbecauseitensuresthatthedriverisaccessibleto
alargenumberofuserspaceapplicationswithoutforcingdeveloperstoadoptacustominterfaceforthe
driver.Italsorequireslessworkonyourpart.

Agoodexampleofthisisaserialportdriver.AMacOSXuserspaceapplicationaccessesserialports
throughacharacterdevicethatisrepresentedbyafileinthe/devpathofthefilesystem.To
communicateoveraserialdevice,auserapplicationcallsthesamefunctionsasitwouldtoopen,read,
orwritetoanyotherfileonthefilesystem;thatisopen(),read(),andwrite().Inthekernel,adriverthat
providesaserialportwillcreateaninstanceofthestandardI/OKitclassIOSerialStreamSync.TheI/O
Kit’sserialfamilywillcreateadevicenodeinthe/devdirectory,publishingthepathofthenodeinthe
I/ORegistrysothatapplicationscanfindit.Itwillalsopassrequestsfromuserapplicationstomethod
callsinthedriver’simplementation,whichisasubclassofthestandardIOSerialDriverSyncclass.There
wasnoworkrequiredbythedriverdeveloperinpublishingitsservicestouserspace.Thisisillustratedin
Figure5-1.
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Figure5-1.Theclassesinvolvedincommunicatingwithaserialportfromauserspaceapplication.With

theexceptionofMySerialDriver,alloftheobjectsandtheirconnectionsarecreatedbytheI/OKit.

NotalldriverdevelopersareasfortunateasthedevelopersofaserialportdriverinhavingtheI/O
Kittakecareofcrossingtheuserspace/kernelboundary.Forahardwaredevicethatprovidescustom
functionality,theI/OKitmaynotprovideanappropriateclientinterfacethatyourdriverisabletouse.
Inthiscase,yourdriverwillneedtoimplementacustominterfaceforuserspaceapplicationstouse
wheninteractingwithit.AswesawinChapter1,MacOSXhasastrictbarrierbetweenuserspaceand
thekernel.Thisplacesrestrictionsonthenatureofhowthisinteractiontakesplace.Thischapter
describesthemethodsprovidedbytheI/OKittocrosstheuser/kernelboundaryandallow
communicationbetweenuserapplicationsandakerneldriver.

TheI/OKitFramework
TheuserspaceAPIthroughwhichaprocesscommunicateswithakerneldriverisprovidedbya
frameworkknownas“IOKit.framework,”whichwillhereafterbereferredtoasthe“I/OKitframework.”
TheI/OKitframeworkallowsauserspaceapplicationtodeterminethehardwaredevicesandkernel
driversthatarepresentonthesystem,towatchforthearrivalorremovalofhardwarethatcanbehot-
plugged(suchasUSBdevices),andtointeractwithI/OKitdrivers.TheI/OKitframeworkdefinesthe
datatypesthatprovideauserspacerepresentationofkernelobjectsandthefunctionsthatareneeded
tomanipulatethesekernelobjects.AlthoughtheI/OKitisaC++basedframeworkinthekernel,theuser
spaceI/OKitframeworkisprovidedasasetofC-basedfunctions,soitcanbeusedbyprojectsthatare
writteninbothCandC++orbyprojectsthatarewritteninObjective-C,whichisofparticular
importanceforGUIapplications.

TheI/OKitframeworkprovidesaccesstothekernelobjectsthatarepresentintheI/ORegistry,
whichcanbeexaminedwiththeIORegistryExplorerutility(seeChapter4).TheI/ORegistryconsistsof
kernelobjectsthatrepresenthardwaredevicesthatareconnectedtothecomputerordriversthathave
matchedagainstconnectedhardwaredevicesandhavebeenloadedintothekernel.Theobjectsinthe
I/ORegistrycanbecreatedonlywithinthekernel,includingbykerneldrivers,buttheI/OKitframework
providesawayforapplicationsinuserspacetoexaminethecontentsoftheI/ORegistry,including
iteratingtheregistry,determiningtherelationshipbetweenobjects(forexample,todeterminewhich
driverhasbeenloadedagainstaparticularhardwaredevice),andtoreadandwritethepropertiesofan
objectintheI/ORegistry.

TheI/ORegistrycontainskernelobjectsthatmayrepresenteitherloadeddriversorconnected
hardwaredevices.ThismeansthatthefunctionalityprovidedbytheI/OKitframeworkcanbeappliedto
bothadriverandtoahardwaredevice.Insomecases,anapplicationcandirectlymanipulatea
hardwaredevicethroughitscorrespondingI/ORegistryobjectwithouttheneedforakerneldriver;this
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isdiscussedinChapter15forUSBdevices.TheI/OKitframeworkalsoallowsanapplicationtoinstalla
notificationtowatchforthearrivalofaparticulardriverorhardwaredevice.

FindingaDriver
Thefirststepincommunicatingwithakerneldriverfromauserspaceapplicationistolocatethe
runninginstancesofthedriverofinterest.OnasystemsuchasMacOSX,hardwaredevicescanbe
pluggedintothemachineatanytimeandtheremaybeseveralinstancesofadriverloadediftheuser
hasconnectedmultiplehardwaredevicesthataresupportedbyyourdriver.Tohandlethesecases,the
I/OKitframeworkprovidesfunctionstonotonlyiterateoveralldevicesanddriversintheI/ORegistry
thatmatchcertaincriteria,butalsoallowsacallbackfunctiontobeinstalledtowatchforthearrivalor
removalofadriveroradevicethatmatchescertaincriteria.

TolocateaspecificdriverintheI/ORegistry,theI/OKitframeworkusesamatchingdictionarythat
includesthepropertiesofthedriverordevicethatyouareinterestedin.ThebeautyoftheI/OKitdesign
isthatthematchingdictionarythatauserspaceapplicationusestolocateadriverorahardwaredevice
takesexactlythesameformasthematchingdictionaryfoundinthedriverpersonalityofakernel
driver’spropertylist(seeChapter4).Infact,thesamecodethatthekernelusestocompareadriver’s
matchingdictionarywhendecidingwhethertoloadadriveragainstadeviceistheverycodethatisused
todecidewhetheradeviceordriverisofinteresttotheapplicationwhencomparingauserspace
application’smatchingdictionary.

Aswiththematchingdictionaryinadriver’spropertylist,anapplicationcancreateamatching
dictionarythatisasgenericorspecificasrequired.Forexample,dependingonthepropertiesyouaddto
thematchingdictionary,itcouldmatchagainstallUSBdevicesor,byaddingaspecificUSBvendorIDto
thematchingdictionary,againstanyUSBdeviceproducedbyacertainmanufacturer.Addingafurther
USBproductIDtothematchingdictionarywouldallowittomatchagainstonlyaspecificUSBdevice.

Asanexample,Listing5-1createsamatchingdictionarythatwillmatchagainstanyUSBdeviceand
usesittoiterateovertheI/ORegistry,printingthenameofallmatchingdevices.Tocompilethissample,
anewprojectinXcodethatisbasedontheMacOSXapplicationtemplatenamed“CommandLine
Tool”iscreated.Whenpromptedtonametheproject,enter“DriverIterator”andselect“Core
Foundation”astheprojecttype.Youwillneedtoaddtheframework“I/OKit.framework”totheproject;
otherwise,youwillreceivealinkerrorwhentheprojectisbuilt.

Thestructureofthecodeshouldbefairlystraightforward:

1. Itcreatesamatchingdictionarythatspecifiesthepropertiesofthehardware
deviceordriversthatweareinterestedin.Thisexampleusesthehelper
functionIOServiceMatching(),whichcreatesadictionarywithasingleentry
fortheIOProviderClasskeywiththespecifiedvalue.Thishasthesameeffect
asaddinganIOProviderClassentrytothematchingdictionaryofadriver’s
propertylist;anykernelobjectthatisasubclassofthespecifiedclass,
IOUSBDeviceinthisexample,willmatchagainstthedictionary.

2. ItcallsIOServiceGetMatchingServices()passinginthematchingdictionary
andreceivesasoutputaniteratorthatcanbeusedtotraverseallkernelobjects
intheI/ORegistrythatmatchthematchingdictionary.Theiteratorrepresents
thestateofthesystematthetimethatthefunctionwascalled;oncethe
iteratorobjecthasbeencreated,itwillnotbemodified,evenifadditional
matchingdevicesareaddedtothesystem.

3. ThefunctionIOIteratorNext()iscalledrepeatedly,andoneachcallitreturns
thenextobjectthatmatchedthespecifieddictionary.Whenthefinalobject
hasbeenreceived,anyfurthercallstoIOIteratorNext()willreturn0.Any
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objectreturnedbytheiteratorhashaditsreferencecountincrementedand
needstobereleasedbythecallerthroughacalltoIOObjectRelease().

4. Torefinethissample,thecodeexcludesUSBhubsandonlyliststhenamesof
actualUSBdevices.Thisalsoallowsthesampletodemonstratethetype
introspectionfunctionalitythatuserspaceapplicationscanperformonkernel
objects.Todothis,thefunctionIOObjectCopyClass()iscalled,whichreturns
theobject’sclasstypeasaCoreFoundationstring.Thematchingdictionary
willincludeallobjectsthatareeitherinstancesofIOUSBDeviceorinstancesof
classesthatarederivedfromIOUSBDevice,whichincludestheIOUSBHubDevice
class.ToexcludeUSBhubdevicesfromthelisting,thissamplewillignoreany
objectswhoseclassnameisnotanexactmatchofthestring“IOUSBDevice.”

Listing5-1.CodeToIterateAllConnectedUSBHardwareDevices

#include <CoreFoundation/CoreFoundation.h> 
#include <IOKit/IOKitLib.h> 
 
int main (int argc, const char * argv[]) 
{ 
        CFDictionaryRef         matchingDict = NULL; 
        io_iterator_t           iter = 0; 
        io_service_t            service = 0; 
        kern_return_t           kr; 
         
        // Create a matching dictionary that will find any USB device. 
        matchingDict = IOServiceMatching("IOUSBDevice"); 
         
        // Create an iterator for all I/O Registry objects that match the dictionary. 
        kr = IOServiceGetMatchingServices(kIOMasterPortDefault, matchingDict, &iter); 
        if (kr != KERN_SUCCESS) 
                return -1; 
         
        // Iterate over all matching objects. 
        while ((service = IOIteratorNext(iter)) != 0) 
        { 
                CFStringRef     className; 
                io_name_t       name; 
                 
                // List all IOUSBDevice objects, ignoring objects that subclass IOUSBDevice. 
                className = IOObjectCopyClass(service); 
                if (CFEqual(className, CFSTR("IOUSBDevice")) == true) 
                { 
                        IORegistryEntryGetName(service, name); 
                        printf("Found device with name: %s\n", name); 
                } 
                CFRelease(className); 
                IOObjectRelease(service); 
        } 
         
        // Release the iterator. 
        IOObjectRelease(iter); 
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        return 0; 
} 

NoteThefunctionIOServiceGetMatchingServices()isguaranteedtoreleaseareferenceonthematching
dictionarythatispassedin.ThisiswhythecodeinListing5-1doesnotneedtocallCFRelease()onthe
CFDicionaryRefthatitcreates.

Listing5-1usesafunctionnamedIOServiceGetMatchingServices()tocreateamatchingdictionary
forkernelobjectsthattheapplicationisinterestedin.Thefirstparametertothefunction
IOServiceGetMatchingServices()isaMachportthatisusedforcommunicatingbetweentheuserspace
processandtheI/OKit.InMacOSX10.2andlater,aconveniencemacronamedkIOMasterPortDefault
wasintroduced,althoughsomeoftheApplesamplecodestillusesthepre-MacOSX10.2approachof
callingtheIOMasterPort()functiontoobtaintheI/OKit’sMachport.

OnasystemsuchasMacOSX,hardwaredevicescanbepluggedintothesystematanytime.The
problemwiththeapproachthatweusedintheprevioussectionisthatitrequirestheapplicationtopoll
foralistofconnecteddevices.AbetterapproachistohavetheI/OKitnotifyyourapplicationwhenever
adevicethatyouareinterestedinisconnectedtothecomputer.TheI/OKitframeworkprovidesan
alternativeapproachinwhichtheapplicationspecifiesamatchingdictionaryandacallbackfunctionto
benotifiedwhenanobjectthatmeetsthematchingdictionaryisaddedtotheI/ORegistry.Aswith
similarfunctionsinMacOSX,notificationsfromtheI/OKitframeworkaredeliveredusingthestandard
eventdispatchmechanismknownasa“runloop.”

TherunloopisthefundamentalmeansbywhichaMacOSXoriOSapplicationisnotifiedofevents
frommultiplesourceswithouthavingtospendCPUtimepollingeachsource.TherunloopisaCore
Foundationobjectthatmonitorsmultiple“runloopsources.”Wheneveranyofthemgeneratesanevent
thatrequiresprocessing,therunloopdispatchestheeventtoaregisteredcallbackfunction.Eachthread
onMacOSXcontainsarunloop,includingthemainthread.TheeventlooponMacOSX,whichrunson
themainthread,issimplyarunloopthatcontainssourcesforkeyboardandmouseevents.Forexample,
inresponsetotheuserclickingthemousebutton,themainthread’srunloopwillawakeandgeneratea
Cocoamousedowneventfortheapplicationwindowinwhichtheuserclicked.

Listing5-2demonstrateshowacommandlineutilitycanregistertoreceivenotificationswhenever
aUSBdeviceisconnectedtothecomputer.Youwillnoticethatthesamematchingdictionarycanbe
usedwhetherusingapollingmethodorthenotificationcallback.

Listing5-2.CodeToWatchfortheArrivalofUSBDevices

#include <CoreFoundation/CoreFoundation.h> 
#include <IOKit/IOKitLib.h> 
 
int main (int argc, const char * argv[]) 
{ 
        CFDictionaryRef                 matchingDict = NULL; 
        io_iterator_t                   iter = 0; 
        IONotificationPortRef           notificationPort = NULL; 
        CFRunLoopSourceRef              runLoopSource; 
        kern_return_t                   kr; 
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        // Create a matching dictionary that will find any USB device 
        matchingDict = IOServiceMatching("IOUSBDevice"); 
         
        notificationPort = IONotificationPortCreate(kIOMasterPortDefault); 
        runLoopSource = IONotificationPortGetRunLoopSource(notificationPort); 
        CFRunLoopAddSource(CFRunLoopGetCurrent(), runLoopSource, kCFRunLoopDefaultMode); 
         
        kr = IOServiceAddMatchingNotification(notificationPort, kIOFirstMatchNotification,  
             matchingDict, DeviceAdded, NULL, &iter); 
        DeviceAdded(NULL, iter); 
         
        CFRunLoopRun(); 
         
        IONotificationPortDestroy(notificationPort); 
         
        // Release the iterator 
        IOObjectRelease(iter); 
         
        return 0; 
} 

Tocreateanotificationcallbackfordeviceanddriverobjectsthatmeetcertaincriteria,thecodein
Listing5-2performsthefollowingsteps:

1. Amatchingdictionaryiscreatedthatdescribesthepropertiesofthedevice
thattheapplicationisinterestedin.

2. ThefunctionIONotificationPortCreate()iscalledtosetupthe
communicationchannelthroughwhichtheI/OKitisabletodeliver
notificationmessagestotheuserspaceapplication.

3. Becausewewanttousearunlooptodispatchnotificationstoourapplication,
wecreatearunloopsourcetorepresentthenotificationportandinstallthat
sourceonthecurrentthread’srunloop.

4. WethencallIOServiceAddMatchingNotification()toassociatethematching
dictionarywiththenotificationport(andrunloopsource).Thisfunction
allocatesandreturnsaniteratorobject,whichplaysanimportantroleinthe
operationofnotificationmessages.Followingthecallto
IOServiceAddMatchingNotification(),theiteratorcontainsallobjectsfromthe
I/ORegistrythatmatchthematchingdictionary.TheI/OKitframeworkwon’t
delivernotificationsforthesedevices,soweneedtomanuallycallourcallback
function,passinginthereturnediterator.It’salsoimportanttodothis
because,untiltheendoftheiteratorisreachedbycallingIOIteratorNext(),
nonotificationswillbedeliveredandthecallbackfunctionwillnotbecalled.
Similarly,thedevicecallbackmustrunthroughtheiteratoruntilthefinal
objectisreached.Thecallermustnotreleasetheiteratoruntilthenotification
callbackisnolongerneeded.AswiththeIOServiceGetMatchingServices()
function,whenIOServiceAddMatchingNotification()iscalled,itwillalways
decrementthereferencecountofthematchingdictionary.Therefore,ifthe
callerrequiresthedictionaryafterinstallingthenotification,itshould
manuallyretaintheobjectbeforehand.
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5. Sincethisexampleisacommandlineutility,weneedtomanuallyruntherun
loopbycallingCFRunLoopRun().IfthiswereaCocoa-basedapplicationandwe
wereinstallingthenotificationintothemainrunloop,therunloopwouldbe
startedforusbytheNSApplicationMain()function.

6. Finally,whentheapplicationexits,wedestroythenotificationport.This
automaticallyremovestherunloopsourcefromtherunloopintowhichitwas
addedandreleasestheiteratorobject.

ThecallbackfunctionDeviceAddedisshowninListing5-3.Youwillnoticethatitisidenticaltothe
codethatweusedinthepollingimplementation.Theiteratorobjectthatispassedtothecallback
functionisthesameobjectthatisreturnedfromtheinitialcalltoIOServiceAddMatchingNotification().
Becausethesameobjectisre-usedforalldevicesthatthenotificationinformsusof,itisimportantthat
thecallbackdoesnotreleasetheiteratorobject,sincetheiteratormustremainvalidwhilethe
notificationisinstalled.

Listing5-3.CodeToWatchfortheArrivalofUSBDevices

void DeviceAdded (void* refCon, io_iterator_t iterator) 
{ 
        io_service_t            service = 0; 
         
        // Iterate over all matching objects. 
        while ((service = IOIteratorNext(iterator)) != 0) 
        { 
                CFStringRef     className; 
                io_name_t       name; 
                 
                // List all IOUSBDevice objects, ignoring objects that subclass IOUSBDevice. 
                className = IOObjectCopyClass(service); 
                if (CFEqual(className, CFSTR("IOUSBDevice")) == true) 
                { 
                        IORegistryEntryGetName(service, name); 
                        printf("Found device with name: %s\n", name); 
                } 
                CFRelease(className); 
                IOObjectRelease(service); 
         } 
} 

TipAcommoncauseofproblemswithdevicenotificationcallbacksisfailingtoemptytheiteratorbycalling
IOIteratorNext()until0isreturned.Oncetheendoftheiteratorisreached,theiteratorisre-armedandthe
callbackisenabled.

Forhardwaredevicesthathaveakerneldriver,userspaceapplicationswillcontrolthehardwareby
sendingcontrolrequeststothedriverratherthaninteractingwiththehardwaredevicedirectly.Inthis
case,theapplicationisn’tsomuchinterestedinthearrivalofaparticularhardwaredeviceasitis
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interestedinwhenthedriverforthehardwarehasloaded.Thiscanbeperformedbycreatinga
dictionarythatmatchestheclassnameofthedriverusingthefunctionIOServiceMatching().For
example,tocreateadictionarythatwillmatchagainstthesampleI/OKitdriverthatwasdevelopedin
Chapter4,anapplicationwouldusethefollowingcode:

IOServiceMatching("com_osxkernel_driver_IOKitTest"); 

Thereverse-DNSnamingschemeensuresthatthedriver’sclassnameisunique,whichmeansthat
anydriverthatmatchesthematchingdictionaryisguaranteedtobeourdriver.

ObservingDeviceRemoval
Aswellaswatchingforthearrivalofdevices,anapplicationmaywishtowatchforadevicebeing
removedfromthesystem,suchasaUSBdevicebeingunplugged.Unlikedevicearrivalmessages,which
aredeliveredforanydevicethatmeetsthecriteriadescribedbyamatchingdictionary,adeviceremoval
messageisdeliveredonlyforaparticulardevicethattheapplicationhasregisteredaninterestin.An
applicationwilltypicallyregisteraninterestinalldevicesthatithasopened,sincetheapplicationwill
wanttorespondtotheremovalofadevicethatitisaccessing.

Inourpreviouscodeexamples,suchasListing5-3,weobtainedareferencetoadriverobject,read
propertiesfromthedriver,andthenreleasedthedriverobject,allwithintheonefunction.Itisfarmore
commonthatanapplicationwillholdontothedriverobjectbeyondthedevicearrivalcallbackfunction,
perhapsonlyreleasingitwhentheapplicationexitsorthedeviceisremoved.

NoteInourpreviousexamples,wewereabletousethelocalvariablesofafunctiontoholdthedriverobject,
sincethedriverwasreleasedbeforewereturnedfromthefunction.However,ifanapplicationwishestousethe
driverobjectafterreturningfromthefunction,itwillneedtoallocateastructureontheheaptoholdthedriver
state.

Havingobtainedareferencetoadriverinstance,anapplicationcanregistertoreceivenotifications
whenthedriver’sstatechanges,includingwhenthedriverhasterminatedinresponsetoitshardware
devicebeingremoved.Thisnotificationcallbackisinstalledbycallingthefunctionnamed
IOServiceAddInterestNotification(),whichisdefinedintheI/OKitframework.Aswiththenotification
fordevicearrival,theapplicationneedstoprovideaportonwhichtheI/OKitwillsignaltheapplication
whenthedriver’sstatehaschanged.ThiscanbecreatedwiththefunctionIONotificationPortCreate(),
aswasshowninListing5-2.Iftheapplicationhasalreadycreatedanotificationportfordevicearrival
events,itcansharethatsamenotificationportanditscorrespondingrunloopsourcetoreceivedevice
removalnotifications.Thisisdonebypassingtheexistingnotificationporttothefunction
IOServiceAddInterestNotification().

Whentheapplicationreceivesanotificationthatadriverinstancehasterminated,itshouldrelease
itsreferencetothatdriverandtakeanyactionthatisnecessarytoinformtheuserthatthedevicehas
beenremoved.

Listing5-4demonstratesamodificationtotheDeviceAdded()functionfromListing5-3thatcreates
astructuretorepresentaninstanceofadriverwithintheapplicationandtheninstallsacallbackto
receivenotificationsfromthedriver(suchasdrivertermination).
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Listing5-4.CodeSnippetDemonstratingHowanApplicationCanInstallaCallbackFunctionToReceive

aNotificationWhenaDriverTerminates

#include <IOKit/IOMessage.h> 
 
// Structure to describe a driver instance. 
typedef struct { 
        io_service_t    service; 
        io_object_t     notification; 
} MyDriverData; 
 
// Notification port used for both device arrival and driver state changes. 
IONotificationPortRef   gNotificationPort = NULL; 
 
void DeviceAdded (void* refCon, io_iterator_t iterator) 
{ 
        io_service_t            service = 0; 
         
        // Iterate over all matching objects. 
        while ((service = IOIteratorNext(iterator)) != 0) 
        { 
                MyDriverData*   myDriverData; 
                kern_return_t   kr; 
                 
                // Allocate a structure to hold the driver instance. 
                myDriverData = (MyDriverData*)malloc(sizeof(MyDriverData)); 
                // Save the io_service_t for this driver instance. 
                myDriverData->service = service; 
                 
                // Install a callback to receive notification of driver state changes. 
                kr = IOServiceAddInterestNotification(gNotificationPort, 
                                        service,                        // driver object 
                                        kIOGeneralInterest, 
                                        DeviceNotification,             // callback 
                                        myDriverData,           // refCon passed to callback 
                                        &myDriverData->notification); 
        } 
} 
 
void DeviceNotification (void* refCon, io_service_t service, natural_t messageType,  
     void* messageArgument) 
{ 
        MyDriverData*   myDriverData = (MyDriverData*)refCon; 
        kern_return_t   kr; 
         
        // Only handle driver termination notifications. 
        if (messageType == kIOMessageServiceIsTerminated) 
        { 
                // Print the name of the removed device. 
                io_name_t       name; 
                IORegistryEntryGetName(service, name); 
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                printf("Device removed: %s\n", name); 
                 
                // Remove the driver state change notification. 
                kr = IOObjectRelease(myDriverData->notification); 
 
                // Release our reference to the driver object. 
                IOObjectRelease(myDriverData->service); 
 
                // Release our structure that holds the driver connection. 
                free(myDriverData); 
        } 
} 

ModifyingDriverProperties
Onceanapplicationhaslocatedthedriverobjectthatitisinterestedin,itcaninteractwiththedriver
andthehardwaredevicethatitcontrols.TheI/OKitframeworkprovidestwowaystointeractwitha
driverfromuserspace.Onemethodrequirestheapplicationtoopenaconnectiontothedriverandthen
tousethatconnectiontosendcontrolrequeststothedriverandreceivestatus.Aconnection-based
approachisnecessaryifthedriverneedstomaintainthestateofaclientorneedsaccesscontrolto
ensurethatonlyoneclientatatimecanaccessthehardwaredevice.Thisisdiscussedlaterinthis
chapter.

Anothermethod,whichisfarsimpler,istoallowanapplicationtoreadandwritekey/value
propertyvaluestothedriver.Thedrivercanperformcertaintypesofoperationswithouthavingtoknow
whichclientsenttherequest,suchasreadingorwritingdriverpreferencevaluesorconfiguringthe
settingsofahardwaredevice.Forexample,thevolumelevelofanaudiodeviceisasinglevaluethat
couldbereadorwrittenbyanyuserapplication.Whenthatvalueisset,thedrivercanreconfigurethe
hardwaredeviceforthenewvolumesetting,regardlessofwhichapplicationsetthevalue.

AswesawinChapter4,eachI/OKitdrivercontainsapropertytablethatisadictionaryofkey/value
pairs.Adriver’spropertytableisaccessiblefromanyuserspaceapplicationwithoutrestriction(whichis
howtheI/ORegistryExplorerutilityisabletodisplayeachdriver’sproperties).Furthermore,an
applicationcanaddnewkey/valuepairstoadriver’spropertytableandcanmodifythevalueofan
existingproperty.Thiscanbeusedtoeasilyexchangesmallamountsofdatabetweenauserspace
applicationandakerneldriver.Sincethisapproachisnotconnectionbased,thedrivercannotmodify
itsbehaviorfordifferentuserapplications;everyuserapplicationcanaccessthesamepropertytable
values.However,iftherearemultipleinstancesofthesamedriverloaded,eachinstancehasitsown
propertytable.Itshouldbenotedthatthedriver’spropertytableisvolatileandwillnotbesavedwhen
thedriverisunloaded.

Onceanapplicationhaslocatedthedriverthatitisinterestedin,theI/OKitframeworkcontains
functionsthatmakeitveryeasytoreadandwriteadriver’spropertytable.Thefunction
IORegistryEntryCreateCFProperties()providesthecallingapplicationwithasnapshotofthestateofa
driver’spropertytableasaCoreFoundationdictionary.Iftheapplicationisinterestedinthevalueofa
particularkey,thenthefunctionIORegistryEntryCreateCFProperty()canbeused.Forexample,
supposewewishedtomodifythecallbackfunctionfromListing5-3sothatitprintsthenameofthe
manufacturerforeachUSBdevicethatisconnectedtothecomputerratherthanprintingthedevice
name.TheIOUSBDeviceclassmakesthemanufacturerstringavailablethroughitspropertytablewitha
key“USBVendorName.”ThecodeinListing5-5showsthemodifiedcallbackfunction,whichreadsthe
vendornamefromthedevice’spropertytable.



CHAPTER5INTERACTINGWITHDRIVERSFROMAPPLICATIONS

79

Listing5-5.ReadingthePropertyTableofaUSBDeviceToObtaintheDevice’sManufacturerString

void DeviceAdded (void* refCon, io_iterator_t iterator) 
{ 
        io_service_t            service = 0; 
         
        // Iterate over all matching objects 
        while ((service = IOIteratorNext(iterator)) != 0) 
        { 
                CFStringRef     className; 
                 
                // List all IOUSBDevice objects, ignoring objects that subclass IOUSBDevice. 
                className = IOObjectCopyClass(service); 
                if (CFEqual(className, CFSTR("IOUSBDevice")) == true) 
                { 
                        CFTypeRef               vendorName; 
                         
                        vendorName = IORegistryEntryCreateCFProperty(service,  
                              CFSTR("USB Vendor Name"), kCFAllocatorDefault, 0); 
                        CFShow(vendorName); 
                } 
                CFRelease(className); 
                IOObjectRelease(service); 
        } 
} 

AsthecodeinListing5-5shows,thepropertytableisaveryconvenientwayforadrivertopublish
informationtouserapplications,suchasadescriptionofitshardware,thedriver’scurrentstate,or
debugginginformation.Anotheruseofadriver’spropertytableistoallowanapplicationtopasssmall
amountsofdatatoadriver.Asanexample,let’smodifythesampleI/OKitdriverthatwasdevelopedin
Chapter4toallowanapplicationtospecifyacustommessagetobeprintedwhenthedriverisunloaded.
Wewilldothisbyaddingastringvaluetothepropertytableunderthekey“StopMessage.”Thiskeywill
beaddedtothepropertytablebyauserspaceapplicationbutwillbereadfromthepropertytablebythe
kerneldriverwhenitisbeingunloaded.

Let’sbeginbymodifyingtheuserspaceapplication.First,itneedstolocatetheI/OKitdriverthat
waswritteninChapter4.Thiscanbedonebycreatingthefollowingmatchingdictionary:

matchingDict = IOServiceMatching("com_osxkernel_driver_IOKitTest"); 

Next,wewillwritestringvalue“Thedriverhasstopped”tothedriver’spropertytableandmakeit
accessibleunderthekey“StopMessage”:

IORegistryEntrySetCFProperty(service, CFSTR("StopMessage"), CFSTR("The driver has stopped")); 

That’sallthatisrequiredfromtheuserspaceapplication.Inthisexample,wehavechosentousea
stringvalue,althoughthevalueofadriver’spropertymaybeanyoftheCoreFoundationtypesCFString,
CFNumber,CFBoolean,CFData,oraCFArrayorCFDictionarycontainingobjectsofthesupportedCore
Foundationtypes.

Whenadriver’spropertyissetfromauserspaceapplication,themethodsetProperties()inthe
correspondingdriverobjectiscalledwithaparametercontainingadictionaryofthepropertiesthat
havebeenset.ThemethodsetProperties()isdefinedintheIORegistryEntryclass,butsinceeveryI/O
KitdriverclassisasubclassofIOService,whichisitselfasubclassofIORegistryEntry,everydriver
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objectcanoverridethismethod.Bydefault,thebaseclassimplementationofsetProperties()does
nothing.Sounlessyourdriverprovidesanimplementation,anypropertiessetonyourdriverbyauser
spaceapplicationwillbeignored.

ThesetProperties()methodprovidesadriverwithachancetoimmediatelyrespondtoavaluethat
hasbeensetfromauserspaceapplication.Ifthemodifiedpropertyrequiresthedrivertoreconfigure
theunderlyinghardwaredevice,thesetProperties()methodistheplaceinwhichthisshouldbe
performed.Foroursampledriver,whenanapplicationchangestheStopMessageproperty,wewillhave
thedriverupdateitspropertytableandinserttheprovidedstringvalue.Thiswillalsomaketheproperty
availablesothatitcanbereadbyuserapplications,includingI/ORegistryExplorer.Thecodetohandle
thisisshowninListing5-6.

Listing5-6.ASampleImplementationoftheDriver’ssetProperties() Method

IOReturn com_osxkernel_driver_IOKitTest::setProperties (OSObject* properties) 
{ 
        OSDictionary*   propertyDict; 
         
        // The provided properties object should be an OSDictionary object. 
        propertyDict = OSDynamicCast(OSDictionary, properties); 
        if (propertyDict != NULL) 
        { 
                OSObject*               theValue; 
                OSString*               theString; 
                 
                // Read the value corresponding to the key "StopMessage" from the dictionary. 
                theValue = propertyDict->getObject("StopMessage"); 
                theString = OSDynamicCast(OSString, theValue); 
                if (theString != NULL) 
                { 
                        // Add the value to the driver's property table. 
                        setProperty("StopMessage", theString); 
                        return kIOReturnSuccess; 
                } 
        } 
         
        return kIOReturnUnsupported; 
} 

Finally,whenthesampledriverunloads,itshouldprintthecustomstopmessageifonewasset
fromauserspaceapplication.Thiscanbedonebyqueryingthedriver’spropertytableforthevalueof
thekey“StopMessage,”asshowninListing5-7.Inthisexample,wehavechosentowritethepropertyto
thedriver’spropertytable.ThereisnorequirementforadrivertohandlethesetProperties()methodin
thisway.Wecouldhavesavedtheprovidedstringvalueinaninstancevariableor,ifthevaluewasused
toreconfigurehardware,wecouldhavewrittenthevaluetohardwareinthesetProperties()method,
afterwhichthedriverwouldhavenofurtherneedforthevalueandcoulddiscardit.

Listing5-7.UsingtheCustomStringValueThatHasBeenSetbytheUserApplication

void com_osxkernel_driver_IOKitTest::stop (IOService *provider) 
{ 
        OSString*       stopMessage; 
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        // Read a possible custom string to print from the driver property table. 
        stopMessage = OSDynamicCast(OSString, getProperty("StopMessage")); 
        if (stopMessage) 
                IOLog("%s\n", stopMessage->getCStringNoCopy()); 
         
        super::stop(provider); 
} 

State-BasedInteraction
Althoughtheapproachofgettingandsettingdriverpropertiesprovidesaveryeasywaytointeractwitha
driverandahardwaredevice,itisratherinflexible,whichmakesitsuitableonlyforveryspecificuses.
TheI/OKitFrameworkprovidesanothermethodforinteractingwithdriversfromuserspace
applicationsthatisbasedonaconnectionbetweenauserapplicationandthedriver.Theuseofa
connectionallowsthedrivertodeterminewhichuserapplicationarequesthasoriginatedfromandcan
thereforeassociateastatewiththeconnection.(Alternatively,becauseanapplicationcanhavemultiple
connectionsopentoadriver,thedrivercandeterminewhichconnectionarequestisoriginatingfrom.)
Thisallowsfortheimplementationofcomplexprotocolsandstate-basedcontrol.

Forexample,ahardwaredevicemaybeaccessibletooneuserspaceapplicationatatime,which
requiresanapplicationtorequestexclusiveaccesstothedevice.Havingobtainedexclusiveaccess,it
maythenneedtoconfigurethedevicebeforereadingorwritingdata.Withaconnection-based
approach,thedrivercanallowcontrolofthehardwaretotheclientthathasbeengrantedexclusive
accesstothedeviceandrejectrequestsfromotherconnections.Furthermore,itcanensurethataclient
cannotreadorwritedataifthatconnectionhasn’tpreviouslyconfiguredthehardwareasrequired.The
useofaconnectionalsoallowsadrivertoimplementasynchronousoperations.Anapplicationcansend
arequesttothedrivertobeginabackgroundoperationandcouldthenpollthedrivertodetermine
whetherthetransactionhasbeencompleted.Becausethedriverseestherequesttobegintheoperation
andeachrequesttopollthestatusoftheoperationisbeingmadefromthesameconnection,itcanuse
thistodeterminewhichoperationtheapplicationispolling.Alternatively,thedrivercouldusethe
application’sconnectiontosendanotificationtotheapplicationwhenthebackgroundoperationhas
completedandthuseliminatetheneedforthestatustobepolled.

Inthekernel,eachconnectionmadetothedriverfromauserapplicationisrepresentedbyaclass
knownasIOUserClient.Foreachconnectionmadetoadriver,theI/OKitinstantiatesanIOUserClient
object,andthatobjectisdestroyedonlywhentheapplicationclosesitsconnectiontothedriverorwhen
theapplicationterminates.Allcontrolrequeststhattheapplicationmakestothedriverarehandledby
theuserclientobjectthatrepresentsthatparticularconnection.Adriverprovidesitsown
implementationofaclassthatsubclassesfromIOUserClient,addinganymethodsandinstance
variablesthatitneedstomaintainthestateofanapplication’sconnection.

TheingenuityoftheI/OKitdesignisthatuserclientobjectsarethemselvesadriverobject:the
IOUserClientclassinheritsfromIOServiceand,aswithanyotherIOServiceinstance,eachuserclient
hasaproviderclassthat,forauserclient,istheinstanceofthedriverthattheapplicationiscontrolling.
AnexampleoftherelationshipbetweenadriveranditsuserclientinstancesisshowninFigure5-2.
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Figure5-2.Therelationshipbetweenadriverobjectanditsuserclientobjectsthatprovidethekernel-side

representationofanapplication’sconnectiontothedriver.

Toestablishaconnectiontoadriver,anapplicationsimplyhastocallthefunctionIOServiceOpen()
asfollows:

task_port_t     owningTask = mach_task_self(); 
uint32_t        type = 0; 
io_connect_t    driverConnection; 
kern_return_t   kr; 
 
kr = IOServiceOpen(service, owningTask, type, &driverConnection); 

Intheprecedingcode,servicerepresentsthedriverthattheapplicationwishestoconnectto,
whichisfoundusingthestandarddrivermatchingtechniquesdescribedearlier,owningTaskrepresents
therunningapplication,andtypeisanunsigned32-bitintegerwhosevalueisinterpretedbythedriver
inanywaythatitchooses.ThedriverConnectionparameterisreturnedtothecallerifthefunction
completessuccessfullyandrepresentstheestablishedconnectiontothedriver.Anyrequestthatthe
applicationsendstothedriverwillbemadebycallingafunctionthattakesthisconnectionobjectasa
parameter.Whentheapplicationisnolongerinterestedincontrollingthedriver,itmakesacalltothe
functionIOServiceClose().

WhenanapplicationcallsthefunctionIOServiceOpen(),theoperatingsystemcallsthespecified
driverobjectinthekernel,whichhandlestherequest.Thedriver’sclassreceivesthefollowingmethod
call:

IOReturn    DriverClass::newUserClient (task_t owningTask, void* securityID, UInt32 type,  
OSDictionary* properties, IOUserClient** handler) 

ManyoftheparameterstothenewUserClient()methodshouldlookfamiliar.Theyaresimplythe
valuesthattheuserspaceapplicationpassedtotheIOServiceOpen()function.Thekernel
implementationofnewUserClient()isresponsibleforinstantiatinganewuserclientobjectand
returningittothecallerthroughthehandlerparameter.However,mostdriverswillneverneedto
implementthe newUserClient()methodbecauseanimplementationthatissuitablefornearlyalluses
isprovidedbytheIOServicebaseclass.Totakeadvantageofthisstandardimplementation,allthata
driverneedstodoisaddastringvaluetoitspropertytablewiththekey“IOUserClientClass.”Thevalue
ofthispropertyisastringvaluethatcontainstheclassnameofadriver’suserclientclass.Thiscanbe
doneeitherbyaddinganentrytothedriver’spersonalityintheInfo.plistfile(becausethedriver’s
propertytableisinitializedfromthevaluesintheInfo.plistfile)orbymanuallysettingtheproperty
whenthedriverloads.Forexample,thedriverinFigure5-2hasauserclientthatisimplementedbya
classnamedMyUserClientand,asaresult,wouldsetitsuserclientclasswiththefollowingcall:
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setProperty("IOUserClientClass", "MyUserClient"); 

ThestandardimplementationofnewUserClient()willinstantiatethedriver’sspecifieduserclient
classandinitializethenewuserclient,makingthemaindriverclassitsprovider.

Let’slookathowwewouldimplementauserclientclassforthetutorialI/OKitdriverthatwas
developedinChapter4.TheheaderfileforaskeletonuserclientclassforthisdriverisshowninListing
5-8.Youwillnoticethatmanyofthemethodsthattheuserclientimplementsaresimilartothemethods
implementedbythemaindriverclass,whichisbecausetheclassIOUserClientisderivedfromthesame
IOServiceclassthateverydriverisultimatelyderivedfrom.Auserclientthereforeimplementsthesame
initializationandterminationmethodsthatanyotherdriverclassmustimplement.

Listing5-8.TheHeaderFileforaBasicUserClientClass

class com_osxkernel_driver_IOKitTestUserClient : public IOUserClient 
{ 
        OSDeclareDefaultStructors(com_osxkernel_driver_IOKitTestUserClient) 
         
private: 
        task_t                          m_task; 
        com_osxkernel_driver_IOKitTest* m_driver; 
         
public:  
        virtual bool    initWithTask (task_t owningTask, void* securityToken, 
                                        UInt32 type, OSDictionary* properties); 
        virtual bool    start (IOService* provider); 
 
        virtual IOReturn        clientClose (void);      
        virtual void    stop (IOService* provider); 
        virtual void    free (void); 
}; 

Alongwiththefamiliarmethodsstart(),stop(),andfree(),theuserclientprovidesanadditional
methodthatispartofauserclient’sobjectmanagement,namelyclientClose().Thismethodiscalled
whentheuserspaceapplicationhascloseditsconnectiontothedriver,eitherthroughacallto
IOServiceClose()orbecausetheapplicationhasterminatedorcrashed.Adrivershouldnottrustauser
spaceapplicationtobewell-writtenandtotidyupafteritselfbeforetheuserclientisclosed.Therefore,
theclientClose()methodisagoodplaceforadrivertomakesurethatthehardwareisreturnedtoan
idlestateandreadyforthenextuserspaceapplicationthatwishestouseit.

TipTheIOUserClientclassprovidesamethodnamedclientDied().Asubclasscanchoosetoimplement
thismethodifitneedstodistinguishbetweenaclientconnectionclosingasaresultoftheuserspaceprocess
terminatingwithoutcallingIOServiceClose().SincethedefaultimplementationofclientDied()simplycalls
clientClose(),mostuserclientimplementationscangetbywithanimplementationoftheclientClose()
methodwhichhandlesbothcases.
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TheimplementationofasampleuserclientclassisshowninListing5-9.Forbrevity,the
implementationmethodsofstop()andfree()havebeenomittedbecause,forourbasicuserclient,
thesemethodsaresimplycallingthroughtotheimplementationprovidedbythesuperclass.

Listing5-9.TheImplementationofaBasicUserClientClass

// Define the superclass. 
#define super IOUserClient 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_IOKitTestUserClient, IOUserClient) 
 
bool    com_osxkernel_driver_IOKitTestUserClient::initWithTask (task_t owningTask, void* 
securityToken, UInt32 type, OSDictionary* properties) 
{ 
        if (!owningTask) 
                return false; 
         
        if (! super::initWithTask(owningTask, securityToken , type, properties)) 
                return false; 
         
        m_task = owningTask; 
         
        // Optional:  Determine whether the calling process has admin privileges. 
        IOReturn ret = clientHasPrivilege(securityToken, kIOClientPrivilegeAdministrator); 
        if ( ret == kIOReturnSuccess ) 
        { 
                // m_taskIsAdmin = true; 
        } 
         
        return true; 
} 
 
bool    com_osxkernel_driver_IOKitTestUserClient::start (IOService* provider) 
{ 
        if (! super::start(provider)) 
                return false; 
         
        m_driver = OSDynamicCast(com_osxkernel_driver_IOKitTest, provider); 
        if (!m_driver) 
                return false; 
         
        return true; 
} 
 
IOReturn        com_osxkernel_driver_IOKitTestUserClient::clientClose (void) 
{ 
        terminate(); 
        return kIOReturnSuccess; 
} 

Thereareseveralimportantpointstonoteabouttheimplementationofthethreeuserclient
methodsshowninListing5-9:
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• IntheinitWithTask()method,wesavetheparameterowningTasktoaninstance
variable.Aswewillseelaterinthechapter,thisvalueisneededwhenwewishto
accessmemoryintheclient’saddressspace,suchaswhenwritingdatafromthe
drivertoabufferthathasbeenallocatedbytheclientprocess.TheinitWithTask()
methodisalsoanopportunitytodeterminetheprivilegesofthecallingprocess.
Althoughnotcommonlyneeded,itispossiblethattheuserclientmaywishto
limitcertainoperationstotasksthatarerunningwithadministrativeprivileges.
Forexample,anEthernetcardcouldusethistopreventanon-privilegedprocess
fromenablingpromiscuousmodeandhavingaccesstoallnetworkpackets.

• Thestart()methodisfairlystraightforward,althoughitisworthnotingthatthe
providerclassthatispassedinasanargumentisaninstancetothemaindriver
class.Sincetheuserclient’sroleistoacceptcontrolrequestsfromauserspace
applicationandpasstheserequestsontothedriver,theproviderclasswillneeda
referencetothemaindriverclass.Thiscanbeobtainedbysavingtheprovider
classfromthestart()methodtoaninstancevariable.

• TheclientClose()methodiscalledinresponsetothecallingprocessclosingits
driverconnectionbycallingtheIOServiceClose()functionorotherwise
terminatingwithoutclosingitsconnectiontothedriver.Theuserclientreceives
clientClose()beforeanyothermethodsthatarecalledaspartofanIOService
termination,suchasstop()andfree().AnimplementationofclientClose()
shouldreleaseanyresourcesthatwereallocatedonbehalfofthecallingprocess
andreturnthehardwaretoanidlestate.Finally,itisimportantthatthe
implementationcallstheterminate()method,whichbeginstheprocessof
destroyingtheuserclientobject.

Theroleoftheuserclientistoactasanintermediarybetweenallcommunicationsbetweenan
applicationinuserspaceandakerneldriver.Requestsfromuserspaceareidentifiedbya32-bitinteger
controlcodethatisdefinedbythedriverdeveloper.Alongwitheachrequest,theapplicationcanalso
provideparametersandreceiveresultsbackfromthecontrolrequest.Havingcreatedtheuserclient
class,allthatremainsisforustodefineaninterfacetoexposethedriver’sfunctionalitytouserspace
applications.Thisinterfacewillconsistoftwoparts:

• Alibraryoffunctionsthatcanbecalledbyuserspaceapplicationsthatwishto
takeadvantageofservicesprovidedbythekerneldriver

• Anumberofmethodsintheuserclientclassthatcorrespondtoeachuser
functionandthatprovidethekernel-sideimplementationoftheinterface

Boththelibraryfunctionsinuserspaceandtheuserclientmethodsinthekernelrequireonlya
basicimplementation,sincethefunctionalityitselfcomesfromthemaindriverclass.Theroleofthe
functionsintheuserspaceinterfaceistoencodetheoperationanditsparametersandpasstherequest
ontothedriver.Whentheuserclientreceivestherequest,itsroleistodecodetheoperationand
parametersandtocalltheappropriatedriverfunctionthatimplementstherequestedfunctionality.

Foroursimpleuserclient,wewilldefineaninterfacethatprovidestimingfunctionalityto
applications.Theuserspaceinterfacewillimplementthefollowingfunctions:

kern_return_t   StartTimer (io_connect_t connection); 
kern_return_t   StopTimer (io_connect_t connection); 
kern_return_t   GetElapsedTimerTime (io_connect_t connection, uint32_t* timerTime); 
kern_return_t   GetElapsedTimerValue (io_connect_t connection, TimerValue* timerValue); 
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kern_return_t   DelayForMs (io_connect_t connection, uint32_t milliseconds); 
kern_return_t   DelayForTime (io_connect_t connection, const TimerValue* timerValue);  

Alldriverinterfaceshavevaluesandtypedefinitionsthatareneededbyboththeuserspace
implementationandthekernel’suserclientimplementation.Fortheinterfacethatwehavedefined,the
shareddefinitionsincludetherequestcodesandthedefinitionoftypes,suchastheTimerValue
structure.Toallowthesedefinitionstobesharedbetweenbothprojects,suchdefinitionsareusually
placedinacommonheaderfilethatcanbeincludedbyboththeuserspaceapplicationandthekernel
project.TheshareddefinitionsforourdriverareshowninListing5-10.

Listing5-10.TheContentsof“TestDriverInterface.h”ContainingDefinitionsThatAreRequiredbyBoth

theKernelUserClientandtheUserSpaceInterface.

typedef struct TimerValue 
{ 
        uint64_t        time; 
        uint64_t        timebase; 
} TimerValue; 
 
// Control request codes for user client methods. 
enum TimerRequestCode { 
        kTestUserClientStartTimer, 
        kTestUserClientStopTimer, 
        kTestUserClientGetElapsedTimerTime, 
        kTestUserClientGetElapsedTimerValue, 
        kTestUserClientDelayForMs, 
        kTestUserClientDelayForTime, 
         
        kTestUserClientMethodCount 
}; 

NoteTheinterfacebywhichIOUserClientdispatchesacontrolrequeststoanappropriatehandlerwas
changedinMacOSX10.5tosupporta64-bitkernel.Thenewimplementationisnotbackwardscompatiblewith
olderversionsofMacOSX.Thischapterdescribestheupdatedinterfaceonly.

TheI/OKitframeworkcontainsanumberoffunctionsthatanapplicationcanusetoinvokea
methodinadriver’suserclient.Thechoiceofwhichfunctionanapplicationshoulduseforaparticular
controlrequestdependsonthetypeofparametersthatarerequiredbytheoperation.Forarequest
whoseparametersareinteger-based,thefunctionIOConnectCallScalarMethod()isanappropriate
choicesinceitallowsavariable-sizedarrayof64-bitintegerstobepassedfromtheuserprocesstothe
kerneluserclientandreceivesanarrayof64-bitintegersfromthekerneldrivercontainingtheresultof
theoperation:

kern_return_t   IOConnectCallScalarMethod( 
                        io_connect_t            connection, 
                        uint32_t                selector, 
                        const uint64_t*         inputValues, 
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                        uint32_t                inputCount, 
                        uint64_t*               outputValues, 
                        uint32_t*               outputCount); 

Thefirstargumenttothefunctionisaconnectiontoadriver’suserclient,whichthecallerwillhave
previouslyobtainedbycallingIOServiceOpen().Thenextargument,selector,isthecontrolcodethatis
definedbythedriveranddescribeswhichoperationtheuserclientshouldperform.Thiswillbeavalue
fromtheTimerRequestCodeenumerationdefinedinListing5-10.Theremainingargumentstothe
functionallowtheapplicationtopassanyparametersthatareneededbytheuserclientwhenit
performstheoperationandtoreceiveanyresultsbackfromtheuserclientfollowingtheoperation.
Parametersthatarelabeledasinputsareprovidedbythecallingapplicationtotheuserclient.
Parametersthatarelabeledasoutputsarereturnedtotheapplicationbytheuserclient.The
outputCountargumentisbothaninputandanoutputargument;thecallerinitializesitsvaluetothe
numberofelementsintheoutputValuesarray,whichtellstheuserclienthowmanyvaluesitcansafely
writetothearray.Whenthefunctioncompletes,thenumberofvaluesthatwereactuallywrittentothe
outputValuesarrayisreturnedinthevalueofoutputCount.Ifthecallerisn’texpectinganyvaluestobe
returnedbytheuserclient,itcansimplypassNULLastheoutputCountargument.

Ifacontrolrequesttakesparametersofdifferenttypes,itmaybemorenaturaltodefineastructure
thatcombinesalloftheparametersthatareprovidedtotheuserclientandastructuretoreceivethe
resultofthemethod.ThisisprovidedbytheI/OKitframework’sIOConnectCallStructMethod()function:

kern_return_t   IOConnectCallStructMethod( 
                        io_connect_t    connection, 
                        uint32_t        selector, 
                        const void*     inputStruct, 
                        size_t          inputStructSize, 
                        void*           outputStruct, 
                        size_t*         outputStructSize); 

ApointertothestructurecontainingtheinputparametersisprovidedthroughtheinputStruct
argument,andthesizeoftheinputstructureinbytesispassedastheinputStructSizeargument.As
withthescalarfunction,theargumentoutputStructSizeisbothaninputandanoutputargument.The
callerinitializesitsvaluetothemaximumsizeinbytesoftheoutputStructbufferand,oncompletion,
theuserclientreturnsthroughtheoutputStructSizeargumentthenumberofbyteswrittentothe
outputStructbuffer.

Youmaybewonderingwhythesizeofthereturnedstructurewouldeverdifferfromtheexpected
sizeoftheoutputstructure.ThefunctionIOConnectCallStructMethod()maybeusedtoreadavariable-
lengtharrayoravariable-lengthstringfromtheuserclient.Intheseinstances,thecallerdoesn’tknow
beforehandthenumberofbytesthatwillbereturned.Ifthecontrolrequesttakesnoinputstructure,
thenNULLcanbepassedastheinputStructargumentwithaninputStructSizeof0bytes.Ifthecontrol
requestreturnsnooutputstructure,thenNULLcanbepassedforboththeoutputStructandthe
outputStructSizearguments.

TheI/OKitframeworkalsoallowsamixofbothscalarparametersandstructureparametersfor
functionsthathavesomeinteger-basedinputoroutputparameters,aswellasrequiringaninputor
outputstructureparameter:

kern_return_t   IOConnectCallMethod( 
                        io_connect_t    connection, 
                        uint32_t        selector, 
                        const uint64_t* inputValues, 
                        uint32_t        inputCount, 
                        const void*     inputStruct, 
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                        size_t          inputStructSize, 
                        uint64_t*       outputValues, 
                        uint32_t*       outputCount, 
                        void*           outputStruct, 
                        size_t*         outputStructSize); 

AlthoughtheI/OKitframeworkprovidesthreefunctionsforcallinguserclientmethods,the
functionsIOConnectCallScalarMethod()andIOConnectCallStructMethod()aremerelyconvenience
functionsthatarebuiltontopofIOConnectCallMethod().

GiventhethreemethodsthattheI/OKitframeworkprovidesforcallinguserclientmethods,let’s
lookathowwecanimplementtheuserspaceinterfaceforoursampledriver.Thefunctions
StartTimer()andStopTimer()passnoadditionalparameterstotheuserclient,sotheycouldbe
implementedbycallinganyofthethreeIOConnectCallXXX()functions.Wehavechosentoimplement
StartTimer()andStopTimer()usingtheIOConnectCallMethod()function.Theuserspace
implementationforStartTimer()isasfollows:

kern_return_t   StartTimer (io_connect_t connection) 
{ 
        return IOConnectCallMethod(connection, kTestUserClientStartTimer, 
                                NULL, 0, NULL, 0, NULL, NULL, NULL, NULL); 
} 

TheimplementationofGetElapsedTimerTime()readsa32-bitintegerfromtheuserclient,andsoit
seemsnaturaltoimplementitusingthefunctionIOConnectCallScalarMethod().Theintegertypeusedto
representscalarvaluesusedbytheI/OKitisa64-bitunsignedintegerandnotthe32-bitvaluethatour
callerisexpectingsoweneedtothunktheresultthatisreceivedfromtheuserclientthrougha
temporary64-bitvariable.Wedon’tcheckthevalueofscalarOutCountafterthe
IOConnectCallScalarMethod()functioncompletes,becausewecantrustourdriver’simplementationto
havereturnedasingleintegeriftheoperationcompletessuccessfully.

kern_return_t   GetElapsedTimerTime (io_connect_t connection, uint32_t* timerTime) 
{ 
        uint64_t                scalarOut[1]; 
        uint32_t                scalarOutCount; 
        kern_return_t           result; 
         
        scalarOutCount = 1;     // Initialize to the size of scalarOut array 
        result = IOConnectCallScalarMethod(connection, kTestUserClientGetElapsedTimerTime, 
                                        NULL, 0, scalarOut, &scalarOutCount); 
        if (result == kIOReturnSuccess) 
                *timerTime = (uint32_t)scalarOut[0]; 
         
        return result; 
} 

Finally,let’stakealookattheimplementationofthefunctionDelayForTime()inouruserspace
library.Thisfunctionpassesitsparameterstotheuserclientthroughastructure,sowehave
implementeditusingthefunctionIOConnectCallStructMethod().

kern_return_t   DelayForTime (io_connect_t connection, const TimerValue* timerValue) 
{ 
        return IOConnectCallStructMethod(connection, kTestUserClientDelayForTime, 
                                        timerValue, sizeof(TimerValue), NULL, 0); 
} 
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AllrequestsfromauserspaceapplicationwillinvokeamethodnamedexternalMethod()intheuser
clientclass,whichhastheresponsibilityofdispatchingtheappropriatemethodtohandlethecontrol
requestandunpackingtheparametersthatwereprovidedbytheuserspaceapplication.The
IOUserClientbaseclassprovidesanimplementationofexternalMethod();however,anyuserclientthat
providessupportforcontrolrequestsshouldoverridethebaseclass’simplementation.Beforelooking
anyfurtherintohowadriver’suserclientshouldimplementexternalMethod(),itisworthtakingalook
atitsinterface:

IOReturn IOUserClient::externalMethod (uint32_t selector, IOExternalMethodArguments* args, 
                        IOExternalMethodDispatch* dispatch, OSObject* target,  
                        void* reference); 

WhentheI/OKitcallsyourclass’simplementationofexternalMethod(),onlythefirsttwo
argumentswillbefilledin;thevalueofdispatch,target,andreferencewillallbesettoNULL.Thefirst
argument,selector,isthe32-bitcontrolcodethatspecifieswhichoperationtheclientapplicationis
requesting.Thenextargument,args,containsallofthescalarandstructureparametersthatthe
applicationpassedtotheuserclient.ThedefinitionoftheIOExternalMethodArgumentsstructureis
showninthefollowinglisting,withsomefieldsomittedforclarity:

struct IOExternalMethodArguments 
{ 
        … 
        const uint64_t*         scalarInput; 
        uint32_t                scalarInputCount; 
 
        const void*             structureInput; 
        uint32_t                structureInputSize; 
 
        IOMemoryDescriptor*     structureInputDescriptor; 
    
        uint64_t*               scalarOutput; 
        uint32_t                scalarOutputCount; 
 
        void*                   structureOutput; 
        uint32_t                structureOutputSize; 
 
        IOMemoryDescriptor*     structureOutputDescriptor; 
        uint32_t                structureOutputDescriptorSize; 
}; 

ThefieldsoftheIOExternalMethodArgumentsstructureshouldlookfamiliarsincetheyareanalmost
perfectmatchoftheargumentslistoftheuserspaceIOConnectCallMethod()function.Twofieldsthat
deserveanexplanationarestructureInputDescriptorandstructureOutputDescriptor.Thesefieldsare
usedtopassstructuresthatarelargerthan4096bytesbetweentheuserprocessandthekerneldriver.
Forstructuresthataresmallerthanthevirtualmemorypagesize,theI/OKitwillcopytheentire
structurebetweentheuserbufferandakernelmemorybuffer.Forlargerbuffers,theI/OKitcreatesan
IOMemoryDescriptorobjecttoreferencethebufferfromtheuserprocess’saddressspacedirectly.The
IOMemoryDescriptorclassisdescribedinChapter6“MemoryManagement.”

GiventhatthefirsttwoargumentstoexternalMethod()providetheimplementationwithallthe
informationthatitrequirestoperformtherequestedoperation,youmaybewonderingwherethe
remainingthreeargumentsfitin.Theconventionalapproachtakenbyadriver’suserclientin
implementingexternalMethod()istocalltheIOUserClientsuperclass’simplementation,passingthe



CHAPTER5INTERACTINGWITHDRIVERSFROMAPPLICATIONS

90

valuesforselectorandargsthatwereprovidedtoitsmethodbutfillinginthedispatch,target,and
referenceargumentstodescribetheclassmethodthatshouldbecalledtohandlethecontrolrequest.

AlthoughthereisnothingtostopadriverfromimplementingexternalMethod() withoutcalling
throughtothesuperclass,theadvantageofusingtheimplementationprovidedbytheIOUserClient
classisthatitsimplementationperformsvalidationoftheparametersthathavebeenprovidedbythe
callingprocess.ThevalidationperformedbytheIOUserClientislimitedtoensuringthattheuserclient
hasreceivedtheexpectedparametersfromthecallingprocess—forexample,ensuringthattheprocess
hasprovidedthecorrectnumberofscalarinputandoutputparametersandthatthesizeofstructure
parametersthathasbeenprovidedbytheprocessmatchesthesizeofthestructuresthatthedriverwill
bereadingandwriting.Todothis,theIOUserClient’simplementationofexternalMethod()needsto
knowtheparametersthatthedriverisexpectingforacontrolrequest;thisinformationcomesfromthe
IOExternalMethodDispatchstructurethatispassedtothesuperclassimplementationthroughthe
dispatchargument.ThetypedefinitionofIOExternalMethodDispatchisasfollows:

struct IOExternalMethodDispatch 
{ 
        IOExternalMethodAction          function; 
        uint32_t                        checkScalarInputCount; 
        uint32_t                        checkStructureInputSize; 
        uint32_t                        checkScalarOutputCount; 
        uint32_t                        checkStructureOutputSize; 
}; 

TheIOExternalMethodDispatchstructuredescribesthecallbackfunctionthatshouldbeinvokedto
handlethecontrolrequest,thenumberofscalarinputandoutputparameters,andthesizeofanyinput
andoutputstructureparametersthatthecallbackfunctionisexpecting.Foracallbackfunctionthatcan
acceptavariablenumberofscalarparametersoravariable-lengthstructure,theconstant
kIOUCVariableStructureSizecanbewrittentothecorrespondingfieldoftheIOExternalMethodDispatch
structure.

Thecallbackfunctionhasthefollowingsignature:

typedef IOReturn (*IOExternalMethodAction)(OSObject* target, void* reference, 
                        IOExternalMethodArguments* args); 

Youwillnoticethattheargumentstothecallbackfunctioncorrespondtothreeoftheargumentsof
IOUserClient::externalMethod(),includingtargetandreference.Thisismorethanjustacoincidence.
WhenyourdrivercallsthroughtothesuperclassimplementationofexternalMethod(),itvalidatesthe
parametersthatwereprovidedbytheuserspaceprocessand,ifthecorrectparameterswereprovided,it
callsthespecifiedhandlerfunction,passingthevaluesoftarget,reference,andargstothecallback.
Sincethecallbackfunctionisastaticmethod,itcannotaccessanyinstancevariablesoftheuserclient
throughthe“this”pointer.Therefore,thevalueoftargetshouldbesettotheinstanceoftheuserclient
thatwillhandlethecontrolrequestor,ifthecontrolrequestwillbehandledbyamethodinadifferent
class,targetshouldbesettotheinstanceofthatclass.Thevalueofreferenceisfreefortheuserclient
forpassingarbitrarydatatothecallbackfunction.

Theentireprocessofhandlingacontrolrequestfromauserspaceclient,includingthestepsthat
areperformedbythedriver’scustomuserclientimplementationandthestepsperformedbythe
standardIOUserClientimplementation,isdescribedinthefollowingpseudocode:
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// Implementation provided by the driver’s IOUserClient subclass 
IOReturn           MyUserClient::externalMethod (selector, args, dispatch, target, reference) 
{ 
 
        Use “selector” to determine which control request has been requested 
         
        Initialize “newDispatch” to the appropriate callback function to handle the control  
        request 
        Initialize “newTarget” to the current MyUserClient instance 
        Initialize “newReference” if we wish to provide additional data to the callback  
        function 
         
        Call the superclass: 
        IOUserClient::externalMethod(selector, args, newDispatch, newTarget, newReference) 
} 
 
// Implementation provided by the I/O Kit’s superclass 
IOReturn           IOUserClient::externalMethod(selector, args, dispatch, target, reference) 
{ 
        Check that the parameters provided by the user process through “args” match the  
        parameters expected by the user client as described in “dispatch”. 
         
        If the parameters do not match, exit with the result kIOReturnBadArgument 
         
        Otherwise, call the callback handler for this control request: 
        dispatch->function(target, reference, args) 
} 

Byconvention,mostdriversimplementexternalMethod()byaddingadispatchtabletotheiruser
clientclassthatcontainsthevalueofIOExternalMethodDispatchforeachoftheselectorvaluesthatthe
userclientaccepts.Forexample,apossibledispatchtableforourtimeruserclientisshowninListing
5-11.

Listing5-11.TheDispatchTablefortheTutorialUserClientInterface

const IOExternalMethodDispatch 
com_osxkernel_driver_IOKitTestUserClient::sMethods[kTestUserClientMethodCount] = 
{ 
        // kTestUserClientStartTimer   (void) 
        { sStartTimer, 0, 0, 0, 0 }, 
 
        // kTestUserClientStopTimer   (void) 
        { sStopTimer, 0, 0, 0, 0 }, 
 
        // kTestUserClientGetElapsedTimerTime   (uint32_t* timerValue) 
        { sGetElapsedTimerTime, 0, 0, 1, 0 }, 
 
        // kTestUserClientGetElapsedTimerValue   (TimerValue* timerValue) 
        { sGetElapsedTimerValue, 0, 0, 0, sizeof(TimerValue) }, 
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        // kTestUserClientDelayForMs   (uint32_t milliseconds) 
        { sDelayForMs, 1, 0, 0, 0 }, 
         
 
        // kTestUserClientDelayForTime  (const TimerValue* timerValue) 
        { sDelayForTime, 0, sizeof(TimerValue), 0, 0 } 
}; 

Forconvenience,wewillbeaccessingitemsinthedispatchtableusingvaluesfromthe
TimerRequestCodeenumerationasanindexintothearray,soitisimportantthattheorderofitemsinthe
dispatchtablematchtheorderoftherequestcodesthatweredefinedinListing5-10.

Withadispatchtabledefined,theimplementationofouruserclient’sexternalMethod()becomes
significantlyeasier,sincenearlyallofthevaluesthatitrequirescomestraightfromthedispatchtable.A
possibleimplementationisshowninListing5-12.

Listing5-12.AnImplementationofaCustomUserClient’sexternalMethod()

IOReturn        com_osxkernel_driver_IOKitTestUserClient:: 
                externalMethod (uint32_t selector, IOExternalMethodArguments* arguments, 
                                IOExternalMethodDispatch* dispatch, OSObject* target, 
                                void* reference) 
{ 
        // Ensure the requested control selector is within range. 
        if (selector >= kTestUserClientMethodCount) 
            return kIOReturnUnsupported; 
         
        dispatch = (IOExternalMethodDispatch*)&sMethods[selector]; 
        target = this; 
        reference = NULL; 
        return super::externalMethod(selector, arguments, dispatch, target, reference); 
} 

Finally,tocompleteouruserclient,let’stakealookatthepossibleimplementationfortwoofthe
selectorsprovidedbyourcustomuserclient:GetElapsedTimerTime()andDelayForTime().Aswehave
seen,eachselectorthatauserclientimplementshasacorrespondingcallbackfunctionthatisinvoked
tohandletheselector.Thatcallbackfunction’sargumentsarepassedthroughthe
IOExternalMethodArgumentsstructure.Itwouldbemucheasiertoworkwiththeparametersiftheywere
insteadpassedasparameterstothefunction,soitiscommonforeachcontrolselectortohavetwo
methodhandlers:thestaticcallbackhandlerandaninstancemethodthatprovidestheactual
implementation.

ThestaticcallbackmethodunpackstheparametersfromtheIOExternalMethodArgumentsstructure
andpassesthemtoaninstancemethodintheuserclientclassorthemaindriverclasstoperformthe
actualwork.ThisarrangementisshowninListing5-13fortheimplementationofthe
GetElapsedTimerTime()andDelayForTime()methods.

Listing5-13.AnImplementationofTwoUserClientMethods

IOReturn        com_osxkernel_driver_IOKitTestUserClient:: 
                sGetElapsedTimerTime (OSObject* target, void* reference, 
                                        IOExternalMethodArguments* arguments) 
{ 
        com_osxkernel_driver_IOKitTestUserClient*       me; 
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        uint32_t                timerTime; 
        IOReturn                result; 
         
        me = (com_osxkernel_driver_IOKitTestUserClient*)target; 
         
        // Call the method that implements the operation. 
        result = me->getElapsedTimerTime(&timerTime); 
        // Return the scalar result of the operation to the calling process. 
        arguments->scalarOutput[0] = timerTime; 
         
        return result; 
} 
 
IOReturn        com_osxkernel_driver_IOKitTestUserClient:: 
                sDelayForTime (OSObject* target, void* reference, 
                                IOExternalMethodArguments* arguments) 
{ 
        com_osxkernel_driver_IOKitTestUserClient*       me; 
         
        me = (com_osxkernel_driver_IOKitTestUserClient*)target; 
        return me->delayForTime((TimerValue*)arguments->structureInput); 
} 

NoticethatwedonotneedtoverifythesizeofthearrayscalarOutputintheimplementationof
sGetElapsedTimerTime()orthesizeofthebufferstructureInputintheimplementationof
sDelayForTime().Thisisbecausewecanknowthattheseparametershavebeenverifiedbythe
IOUserClientsuperclass’simplementationofexternalMethod(),whichhascomparedtheprovided
parametersagainstthedriver’sexpectedparameters.However,theactualimplementationof
getElapsedTimerTime()wouldverifythattheclienthaspreviouslystartedthetimerbycalling
StartTimer()beforeattemptingtoreadthetimer’stime.

NoteAdriver’suserclientshouldalwaysvalidatethevalueofparametersthatitreceivesfromauserprocess.
Theprocessmayhavebeencompromisedormaybedevelopedbyathirdpartywhosecodeprovidesparameter
valuesthatyourdriverdoesnotexpecttoreceive.Failingtorejectillegalparametervaluescouldcauseyourdriver
tokernelpanicorcouldintroducevulnerabilitiesintothesystem.

NotificationsfromtheDriver
Themethodsthatwehaveimplementedinthesampledriver’suserclientaredesignedtobeblocking
functions;thatis,theuserprocessdoesnotcontinueexecutionuntiltheuserclienthascompletedthe
requestedoperation.Forexample,themethodinouruserclientDelayForMs()wouldsuspendthethread
onwhichitwascalleduntilthespecifieddelayhaselapsed.Whilethismaynotbeabadthingfora
functionwhoseaimistoexplicitlydelaythecallingthread,auserspaceapplicationmaynotalwayswish
towaitforadriveroperationtocomplete,particularlyifthatoperationmaytakeanindeterminate
amountoftimeorisdependentonaneventoverwhichthedriverhasnocontrol,suchasthearrivalof
dataonaserialport.
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Twoapproachesareusedtoovercomethisproblem.UnliketheWindowsdrivermodel,which,
unlessexplicitlyenabled,doesnotallowanapplicationtosendmultiplecontrolrequeststoadriver
simultaneously,theI/OKitallowsasmanythreadstosendrequeststoauserclientastheapplication
requires.Thismeansthatonesolutionforblockingoperationsisfortheapplicationtocreatea
secondarythreadonwhichtocallblockinguserclientmethods.Thisfreesuptherestoftheapplication
tocontinueexecutingwhilethedriverprocessestherequest.Thesecondapproachisfortheuserclient
toimplementasynchronousoperationsandnotifytheapplicationwhentheoperationcompletes
throughacallbackfunction.

TheI/OKitframeworkmakesiteasyforadevelopertoturnanoperationfromasynchronous,
blockingoperationintoanasynchronousoperation.Toseehowitisdone,let’sextendthedriver
interfacethatwehavedevelopedinthischaptertoincludeafunctionnamedInstallTimer(),whichwill
delayforaspecifiedperiodandthennotifytheapplicationthroughacallbackfunction.Inthisway,the
InstallTimer()functioncanbethoughtofasanasynchronousimplementationofourexistingfunction
DelayForTime().

TheI/OKitframeworkusesanimplementationforasynchronousnotificationsthatisverysimilarto
thedeliveryofnotificationsfordevicearrivalthatwasdescribedatthestartofthischapter(SeeListing5-
2).Infact,thenotificationsreceivedfordevicearrivalcanbethoughtofasaspecialasynchronous
completioncallbackthatisimplementedbytheI/OKitframeworkitself.Toinitializeourdriverlibrary
tosupportthedeliveryofcompletioncallbacks,weneedtocreateanotificationportonwhichthekernel
driverwillsignaltheuserspaceprocesswhenanoperationhascompleted.Thisisdoneinthesameway
inwhichwecreatedanotificationportforthedeliveryofdevicearrivalnotifications,bycallingthe
IONotificationPortCreate()function.Althoughthisnotificationportwillbeallocatedbythedriver’s
userspacelibrary,it’sgooddesignpracticetoprovideafunctionthatallowstheapplicationtoaccess
theportsothattheapplicationcaninstallthenotificationportontherunloopofitschoice.Apossible
implementationofanaccessorfunctionforadriver’snotificationportisshowninListing5-14.

Listing5-14.AllocatingaPortonWhichanApplicationCanReceiveNotificationsWhenanAsynchronous

OperationCompletes

IONotificationPortRef   gAsyncNotificationPort = NULL; 
 
IONotificationPortRef   MyDriverGetAsyncCompletionPort () 
{ 
        // If the port has been allocated, return the existing instance. 
        if (gAsyncNotificationPort != NULL) 
                return gAsyncNotificationPort; 
         
        gAsyncNotificationPort = IONotificationPortCreate(kIOMasterPortDefault); 
        return gAsyncNotificationPort; 
} 

Anapplicationcanthenallocateandinstallthenotificationportinoneofitsrunloops,asfollows:

CFRunLoopSourceRef      runLoopSource; 
notificationPort = MyDriverGetAsyncCompletionPort (); 
runLoopSource = IONotificationPortGetRunLoopSource(notificationPort); 
CFRunLoopAddSource(CFRunLoopGetCurrent(), runLoopSource, kCFRunLoopDefaultMode); 

Havingallocatedanotificationportonwhichtheuserspaceapplicationcanreceivemessagesfrom
thekerneldriver,wenowneedtoprovidetheporttoourkerneldriversothatithasaportonwhichit
cansignalthecompletionofasynchronousoperations.Thenotificationportisprovidedtothedriver’s
userclientoneachasynchronouscontrolrequest.TheI/OKitframeworkprovidesasynchronous
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variationsofeachoftheIOConnectCallXXX()functionsnamedIOConnectCallAsyncXXX().The
asynchronousformofthesefunctionstakeadditionalarguments,includinganotificationport,a
callbackfunction,andacontextparameterthatispassedtothecallbackfunction.

Inallregards,theasynchronousvariationoftheIOConnectfunctionsbehaveidenticallytotheir
synchronouscounterparts;forexample,IOConnectCallAsyncScalarMethod()passesanarrayofinteger
valuestotheuserclientandreceivesanarrayofintegervaluesfromtheuserclient.Aswiththe
synchronousformofthesefunctions,anyoutputparametersarewrittenassoonasthefunctionreturns
andnotwhentheasynchronousoperationcompletes(thedrivermaystillbehandlingtheoperation
whenthefunctionreturns).

Toprovideanexampleofhowtheasynchronousfunctionsareused,let’sexaminethe
implementationofoursampleInstallTimer()function.TheuserspacecodeisshowninListing5-15.

Listing5-15.TheUserSpaceImplemenationofanAsynchronousControlRequestforOurDriver’s

InstallTimer()Function

kern_return_t   InstallTimer (io_connect_t connection, uint32_t milliseconds, 
                        IOAsyncCallback0 timerCallback, void* context) 
{ 
        io_async_ref64_t        asyncRef; 
        uint64_t                scalarIn[1]; 
         
        // Set up the callback function. 
        asyncRef[kIOAsyncCalloutFuncIndex] = (uint64_t)timerCallback; 
        asyncRef[kIOAsyncCalloutRefconIndex] = (uint64_t)context; 
         
        // Set up the input parameter. 
        scalarIn[0] = milliseconds; 
        return  IOConnectCallAsyncScalarMethod(connection, kTestUserClientInstallTimer,  
                IONotificationPortGetMachPort(gAsyncNotificationPort),  
                asyncRef,  kIOAsyncCalloutCount, 
                scalarIn, 1, NULL, NULL); 
} 

IfyoucomparetheprecedingfunctiontotheimplementationforDelayForTime(),youwillnotice
thatbothfunctionshavealotincommonandpassthesameinputandoutputparameterstotheuser
client.TheonlydifferencebetweenthetwofunctionsistheadditionofthetimerCallbackandcontext
arguments.ThecallbackfunctionanditscontextparameterareprovidedtotheIOConnectCallAsync
functionsthroughthestructureio_async_ref64_t,whichisdefinedasanarrayofunsigned64-bit
integers.Becausecertainelementsoftheio_async_ref64_tarrayareusedinternallybytheI/OKit,an
applicationshouldusetheconstantskIOAsyncCalloutFuncIndexandkIOAsyncCalloutRefconIndexto
accessthearray,asshownintheexample.

Thisisallthatanapplicationneedstodotoperformanasynchronousoperation.Whenthe
operationcompletes,theprovidedcallbackfunctionwillbenotifiedandwillexecuteontherunloopon
whichtheapplicationinstalledtherunloopsource.Thecallbackfunctionhasthefollowingsignature:

typedef void (*IOAsyncCallback0)(void* context, IOReturn result); 

Notethatthe“0”inIOAsyncCallback0referstothenumberofparametersfromthedriverthatthe
functionreceives.Theseareseparatefromtheoutputscalarcountpassedtothefunction
IOConnectCallAsyncScalarMethod()andarespecifiedbythekernelwhentheasynchronousoperationis
complete.
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Ofcourse,foranoperationtobeasynchronous,thekerneldrivermustensurethatitreturns
immediatelyfromtheuserclientbutwillcontinuetohandletherequestedoperationinthebackground
andsignaltheprocesswhentheoperationcompletes.Anasynchronousmethodcallisreceivedbythe
userclientnodifferentlythanfromanyothermethodcallandisdispatchedbyexternalMethod()toa
handlerfunctionthatreceivesitsargumentsthroughanIOExternalMethodArgumentsstructure.However,
unlikeasynchronousmethod,theIOExternalMethodArgumentsstructurecontainsfieldsthatareusefulto
anasynchronousoperation,asshowninthefollowingdefinition:

struct IOExternalMethodArguments 
{ 
        … 
        mach_port_t             asyncWakePort; 
        io_user_reference_t*    asyncReference; 
        uint32_t                asyncReferenceCount; 
        … 
}; 

BycheckingthevalueofasyncWakePort,themethodthatimplementsacontrolrequestcan
determinewhethertheuserapplicationinvokeditthroughanasynchronousfunctioncall.Ifitisnon-
zero,anasynchronousoperationwasrequested.Giventhatthehandlerfunctionwillperformthe
requestedoperationinthebackground(sinceanasynchronouscontrolrequestshouldavoidblocking
thecallingapplication),itneedstosaveanyvaluesfromtheIOExternalMethodArgumentsstructurethatit
willneedtorefertowhileperformingtheoperation.Thisincludescopyinganyscalarandstructure
inputparametervaluesthatwereprovidedbythecaller(notingthattheoutputvaluesarereturnedto
thecallingapplicationassoonastheuserclientreturnsandnotwhentheasynchronousoperationis
completed).AnimportantvaluefromtheIOExternalMethodArgumentsstructurethatneedstobesavedis
theasyncReferencebuffer,sincethisisusedtosignaltheapplicationwhentheoperationhascompleted.

AnexampleofhowanasynchronousoperationisperformedisshownbelowinListing5-16.

Listing5-16.TheUserClientImplementationofanAsynchronousOperation.ThisImplementstheKernel-

sideoftheInstallTimer()Function.

// A structure to hold parameters required by the background operation. 
struct TimerParams 
{ 
        OSAsyncReference64              asyncRef; 
        uint32_t                        milliseconds; 
        OSObject*                       userClient; 
}; 
 
IOReturn  com_osxkernel_driver_IOKitTestUserClient:: 
       sInstallTimer (OSObject* target, void* reference, IOExternalMethodArguments* arguments) 
{ 
        TimerParams*    timerParams; 
        thread_t        newThread; 
         
        // Allocate a structure to store parameters required by the timer. 
        timerParams = (TimerParams*)IOMalloc(sizeof(TimerParams)); 
        // Take a copy of the asyncReference buffer. 
        bcopy(arguments->asyncReference, timerParams->asyncRef, sizeof(OSAsyncReference64)); 
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        // Take a copy of the "milliseconds" value provided by the user application. 
        timerParams->milliseconds = (uint32_t)arguments->scalarInput[0]; 
        // Take a reference to the userClient object. 
        timerParams->userClient = target; 
        // Retain the user client while an asynchronous operation is in progress. 
        target->retain(); 
         
        // Start a background thread to continue the operation after returning to the caller. 
        kernel_thread_start(DelayThreadFunc, timerParams, &newThread); 
        thread_deallocate(newThread); 
         
        // Return immediately to the calling application. 
        return kIOReturnSuccess; 
} 
 
void    com_osxkernel_driver_IOKitTestUserClient:: 
                DelayThreadFunc (void *parameter, wait_result_t) 
{ 
        TimerParams*    timerParams = (TimerParams*)parameter; 
         
        // Sleep for the requested time. 
        IOSleep(timerParams->milliseconds); 
        // Send a notification to the user application that the operation has competed. 
        sendAsyncResult64(timerParams->asyncRef, kIOReturnSuccess, NULL, 0); 
         
        // The background operation has completed, release the extra reference to the  
        // user client object. 
        timerParams->userClient->release(); 
         
        IOFree(timerParams, sizeof(TimerParams)); 
} 

Althoughthereisalottotakeinfromtheprecedingcode,itisimportanttonotethewaythatit
allocatesanobjecttoholdtheparametersthatarerequiredwhilethedrivercompletestherequested
operationonabackgroundthread.Topreventtheuserclientobjectfrombeingreleasedwhilethe
operationisinprogress,themethodincrementsitsretaincountwhenstartingtheoperationand
decrementsitsretaincountwhentheoperationcompletes.Finally,whenthebackgroundoperationhas
completed,theuserclient(ordriver)signalstheuserapplicationbycallingsendAsyncResult64().The
finaltwoparametersofsendAsyncResult64(),whichareunusedinthisexample,allowadriverto
provideadditionalvaluestotheapplication’scallbackfunction.Forexample,anasynchronousread
operationcouldusethistoreturnthenumberofbytesthatitread.

Summary
• Nearlyalldriverswillneedtoexposetheirservicestoapplicationsrunbytheuser.

• Toallowapplicationstointeractwithakerneldriver,thedriverneedstocrossthe
barrierthatexistsbetweenuserspacecodeandkernelcode.Adriverwrittenusing
theI/OKitframeworkachievesthisbyimplementingaclassthatderivesfromthe
IOUserClientclass.
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• Applicationscaniterateloadedkerneldriversorcaninstallacallbackfunctionto
receivenotificationswhendriversareloadedandunloaded.

• TheI/OKitprovidesseveralfunctionsthatallowauserapplicationtorequest
servicesprovidedbyadriver,includingbyreadingandwritingdriverproperties,
orbyestablishingaconnectiontothedriverandsendingcontrolrequeststothe
driveroverthatconnection.
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Memory Management 

Memorymanagementinthekernelissignificantlymorecomplexthanitisforauserspaceprogram.A
userspaceprogramtypicallydealswithaflatlinearaddressspaceandcanallocatememoryinmoreor
lessarbitraryblockswithoutworryingaboutthesourceorarrangementofthismemory.Ithassimple
interfacesthattypicallytakeasizeinbytesasanargumentanddeliverayayornayresult,dependingon
theavailabilityoftherequestedmemory.Atworst,theconsequenceofafailedallocationormisuseof
memoryistheterminationoftheoffendingprocess.However,thingsarenotasstraightforwardinthe
kernel.Thekernelhastodealwithmultiplememoryspaces,includingitsown,aswellasthemappingof
memorybetweenthosememoryspacesandphysicalmemory.Whileuserspaceprogramsdealwith
virtualmemory,wheretheunderlyingphysicalarrangementisirrelevant,thekerneloftenneedstoknow
whetherthememoryiscontiguousandwhereitislocated.Thisisbecausesomehardwaredevicesare
unabletoreadfromcertainmemoryaddressesorhavespecificrequirementsregardingthealignmentof
thememory,forexample,becauseitcanreadonlyfrommemorythathasbeenalignedtoa16-byte
boundaryorbecauseitcannotreadfromaddresseshigherthan32-bit.However,themostobvious
challengeofkernelmemorymanagementistouseaslittleaspossiblebecauseitisascarceresource,
especiallyforembeddeddevicessuchastheiPhoneoriPad.Incorrectuseofmemoryinthekernelcan
leadtosubtleandnotsosubtleconsequences.

Inthischapter,weaimtoexplainthevarioustypesofmemoryyouwillencounterasakernel
programmer,theirpurpose,andthemosteffectiveandsafeuseofmemory.Wealsodiscuss
mechanismsandmethodsforallocatingandmanagingmemory,aswellassomelow-levelmechanisms
usedbytheOStomanagememory.Wewillalsolookathowtoperformmemorymappingoperations,
wherememoryfromoneaddressspacecanbemappedintotheaddressspaceofanothertask.

TypesofMemory
Thekerneldealswithmultipletypesofmemory,sounderstandingthedifferenceiskeytoimplementing
asuccessfuldriverorkernelextension.

Thetypesofmemorycanbecategorizedas:

• CPUphysicaladdress

• busphysicaladdress

• userandkernelvirtualaddresses

Inadditiontothethreetypesofmemoryaddresses,theamountofaddressablememorydiffers
betweenarchitecturesandcanbefrom32-bitto64-bit.Memorymayalsobeordereddifferently
dependingonthearchitectureandcanbeoflittleorbigendian.

Thefollowingsectionswilldiscusstheimportanceandusageofeachtypeofmemoryasitappliesto
kernelprogramming.
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CPUPhysicalAddress
AphysicaladdressreferstotheaddressingsystemusedbytheCPUtoaccessphysicalmemory.
Typically,physicaladdressesarehiddenbehindtheMemoryManagementUnit(MMU)oftheCPU.The
MMUtranslatesvirtualaddressesnormallyusedbythekernelanduserspaceintophysicaladdresses.
Thephysicaladdressspaceislinearandgoesfrom0to0xffffffff(232)for32-bitsystemsand0to
0xffffffffffffffff(264)for64-bitsystems.Accesstophysicalmemoryiscachedinsmallermemorybuffers,
suchasL1andL2cachestypicallycontainedontheCPUdie.

Itisgenerallyunnecessarytodealdirectlywithphysicaladdresses,evenwhenwritingdrivers.

PHYSICAL ADDRESS EXTENSIONS 

PhysicalAddressExtensions(PAE)isafeaturedevelopedbyInteltoallowalargerphysicaladdressspace,
whichworksaroundthe4GBmemorylimiton32-bitsystems.PAEisavailableonallversionsofMacOSX
thatsupportIntelprocessors(10.4.4andhigher).PAEexpandsavailableaddressspaceupto36bits
(obviously,thereareno36-bitdatatypessoaddressesarerepresentedwitha64-bittype),whichallowsit
toaddressupto64GBofphysicalmemory.However,PAEdoesnotchangethesizeofthevirtualaddress
spaceusedbyaprocess,whichisstilllimitedto4GB.Whilenoprocess(orthekernel)canusemorethan
4GB,thesystemcollectivelycanuseupto64GB.

BusPhysicalAddresses
Theintroductionof64-bitcomputingpresentedachallengeaslegacyI/ObusessuchasPCIandPCI-X
wereunabletoaccessmemoryaddressesover32-bit.Toworkaroundthis,PowerPCG5-basedMacshad
anadditionalMMUontheirnorthbridge,usedforremappingmemoryfrom64-bitaddressesinto32-bit
addressesthedevicecanreadfrom.ThisMMUisreferredtoastheDeviceAddressResolutionTable
(DART).TheDARTpresentsthetranslatedmemoryasphysicaladdressestothedevice,howeverthese
addressesaretranslatedandnotthesamephysicaladdressastheCPUuse.Intel-basedcomputershave
similarcapabilitiesknownasI/Omemorymanagementunit(IOMMU),oneofthevirtualization
technologiesfordirectedI/O(VT-d).

Abusphysicaladdressappearstobeaphysicaladdresstoahardwaredevice,thoughinreality,itisa
virtualaddresstranslatedbytheDART.Ifyouareconfused,don’tworry;yourarelyhavetodealwith
theseaddresses.Infact,ifyouuseI/OKit,itwilldoalltherequiredtranslationsforyouautomaticallyif
youuseIOMemoryDescriptor,whichisdiscussedlaterinthischapter.Driverscanusethe
IOPhysicalAddresstypetohandlephysicaladdresses.Thesizeofthetypedependsontheunderlying
architecture.BecauseofPAE,itmaybe64-bit,evenon32-bitsystems.

UserandKernelVirtualAddresses
Virtualaddressesarelinearaddressesthataretranslatedintophysicaladdressesbyaspecialchiponthe
CPUcalledtheMemoryManagementUnit(MMU).Eachuserspaceprocesshasitsownmemory
addressspace,andforallintentsandpurposesitlookslikeaprocessownsallphysicalmemory.Itmay
useanymemorylocationinitsaddressspace,evenonaddresseslocatedbeyondtheamountofphysical
memory.Thevirtualaddressspaceappearslineartoaprocess,althoughthememorythatbacksitmay
befragmented.

InMacOSX,theentirevirtualaddressspaceisavailableforaprocesstouse.Ona32-bitsystemthis
includesmemoryaddressesfrom0–4GB.OperatingsystemssuchasMicrosoftWindowsorLinuxusea
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splitmodel,wherethekernelismappedintothevirtualaddressspaceofeachprocess.Forexample,on
Windows(32-bit),userspacevirtualmemoryoccupiesaddressesfrom0to0x7FFFFFFF,whereas
memoryaddressesreservedforthekernelgofrom0x80000000to0xFFFFFFFF.Becausethekernelis
alreadymapped,theCPUdoesn’thavetochangethepagetableswhenaprocesscontextswitchesinto
kernelmode(analreadyexpensiveoperation).Thedownsideofthisapproachisthatthekernelanduser
spaceprocesseshavelessaddressspaceavailable,andhenceinthecaseofWindows,only2GBcanbe
accessedatanygiventimebyeitherthekernelorauserspaceprocess.OnLinux,thesplitistypically3
GB/1GB,withonly1GBavailabletothekernel(thougheverythinginLinuxisconfigurableandother
configurationsarealsoavailable).IfthesystemhasaGPUenabled,thistypicallycomeswithonboard
memoryofupto1GB,whichhastobemappedintovirtualaddressspaceandmayresultinsome
physicalmemorybeingunabletobeusedastheGPU’slargeframebuffershadowsit.

Toavoidtheshadowingproblem,MacOSXhascompletelyseparateaddressspacesforthekernel
(4GB)anduserspaceprocesses(4GB),butasmentionedthedownsideismoreexpensivecontext
switching.

The64-bitkernelintroducedinMacOSX10.6SnowLeopardsolvedtheproblemoflimitedaddress
spaceonceforall.In64-bitkernels,thekerneladdressspaceisalwaysmappedin.MacOSXsplitsthe
addressspacesotheupper128terabytes(!)arereservedforthekernel,whilethelower128terabytes
belongtothecurrentlyrunninguserspacetask.Thoughtheaddressspaceissharedwithuserspace,
tasksarenotabletoaccesskernelmemoryduetopageprotectionflags.

Avirtualmemoryaddressmaynotalwaysbebackedbyaphysicalmemorylocation,asmemory
mayhavebeenmigratedtoanexternalbackingstore,suchasaharddrive,becauseitwasinfrequently
usedorbecausearunningprocessrequiredmorememorythanwasavailable.IftheCPUaccessesan
addressandthememoryfortheaddressisnotresident,itwillresultinapagefaultexception.Thepager,
acomponentoftheOS,willattempttofetchthepagecontainingthegivenmemoryaddress.

Thefirstpage(0–4KB)ofthevirtualaddressspaceisinaccessibletoaprocessandanexceptionwill
begeneratedifaccessisattempted.

ThearchitectureagnostictypeIOVirtualAddresscanbeusedtohandlevirtualaddressesinI/OKit
code.Thistypeis,again,thealiasofmach_vm_address_t,thetypeforvirtualmemoryaddressesinthe
Machlayer.

TipForamoredetaileddiscussionaboutvirtualmemory,seeChapter1,orfordetailsabouttheOSXandiOS
implementation,seeChapter2.

MemoryOrdering:Bigvs.LittleEndian
Endianessreferstotheorderingofthecomponentsofabinarywordinmemory.Theorderingwillbe
eitherlittle-endianorbig-endiandependingontheCPUarchitecturethatisused.Theeffectsofthiscan
beillustratedwithasimpleCprogram,asshowninListing6-1.

Listing6-1.PrinttheByteOrderofa32-bitWord

#include <stdio.h> 
#include <stdint.h> 
int main(int argc, char *argv[]) 
{ 
        uint32_t word = 0xaabbccdd; 
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        uint8_t* ptr = (uint8_t*)&word; 
        printf("%02x %02x %02x %02x\n", ptr[0], ptr[1], ptr[2], ptr[3]); 
        return 0; 
} 

Theresultofexecutingonasystemwithlittleendinanesswillbe:

dd cc bb aa 

Whileonabigendiansystem:

aa bb cc dd 

Asyoucansee,theorderingisreversedonlittle-endiansystems.Allcurrent-generationMacsare
little-endian,astheIntelx86/x86_64processorsarelittle-endian;sotooareARM-basediOSdevices.The
olderPowerPC-basedMacswerebig-endian.Whyshouldyoucareaboutbig-endianthen?Well,some
hardwarearchitecturesornetworkprotocols,suchasTCP/IP,usebig-endian;additionally,yourdriver
orkernelextensionsmayhavetobecompatiblewitholderMacsthatarebasedonthePowerPC
architecture.Furthermore,OSXhassupportforRosetta,whichemulatesPowerPCapplicationsonIntel-
basedMacs.ItispossibleyourdriverwillbeaccessedbyaRosettaclienttask.SomeuserspaceAPIs,
suchastheCarbonFileManager,alsoworkwithbig-endiandatastructures.

TheCpre-processormacros__LITTLE_ENDIAN__and__BIG_ENDIAN__aredefinedbythecompiler
andcanbeusedtodeterminethebyteorderatcompiletime.

32-bitvs.64-bitMemoryAddressing
ModernMacOSXsystemsarenow64-bit.By64-bit,wemeantheCPU’sabilitytoworkwithaddresses
ofa64-bitwidth,includinggeneral-purposeregisters,andtheabilitytousea64-bitdatabusand64-bit
virtualmemoryaddressing.

THE INTEL 64 ARCHITECTURE 

TheIntel64(x86-64)architectureisanextensionofthetraditionalIntelx86instructionset,whichenables
ittooperatein64-bitmodeandallowsittosupportlargequantitiesofphysicalmemory.WhileIntel
inventedthex86compatibleprocessors,thisextensionwasoriginallycreatedbyAMDandwasmarketed
asAMD64.Intelsubsequentlyreleasedtheirversionofthe64-bitextensions,initiallynamedEM64Tand
IA-32e,whichprovidedcompatibilitywithAMD’ssolution.Inteloriginallyplacedtheirbetsonthe
designed-from-scratchIA64(Itainum).IA64ditchedthelegacyofx86.HPandotherhigh-performance
servervendors,suchasSGI,pushedIA64heavilybutadoptionwasslow.Intel64/AMD64remainthe
dominantarchitecturestoday.Intel64-capableCPUsarefoundinallcurrent-generationMacs.Anx86-64
processorcanoperateintwomodes,longmodeorlegacymode.Theformeristhe64-bitmodeandoffers
compatibility,whichallows32-bitand16-bitapplicationstoexecute.TheOShastobe64-bitawareto
operateinthismode.Thelatterisa32-bitmode,for32-bitonlyoperatingsystems.



CHAPTER6MEMORYMANAGEMENT

103

Table6-1showsthesupportedaddressingmodesandnativepointersizesofarchitectures
supportedbyOSXandiOS.

Table6-1.MemoryAddressingforOSXandiOSUnderVariousPlatforms

Architecture 64-bit kernel 64-bit apps 

32-bit apps  

(in 64-bit mode) 32-bit kernel Pointer size 

32-bitPowerPC No No N/A Yes 4

64-bitPowerPC No Yes Yes No 8

32-bitIntel No No N/A No 4

64-bitIntel Yes Yes Yes Yes 8

iOSNo No Yes Yes 4


Becauseitispossibleforthekerneltoberunningin32-bitmodewhileanapplicationrunsin64-bit

mode,greatcaremustbetakenwhena64-bitprocessexchangesdatawiththekernel,forexample,
throughanioctl()oranIOUserClientmethod.Thesameistruewhenrunninga64-bitkerneland
communicatingwitha32-bitapplication.Theproblemisthat32-bitand64-bitcompilersmaydefine
datatypesdifferently.Forexample,theCdatatypelongis4byteswidein32-bitprogramsand8bytesin
aprogramcompiledfora64-bitinstructionset.

MemoryAllocation
TheXNUkernelprovidesarichsetoftoolsforallocatingmemory.Kernelmemoryallocationisnotas
trivialandstraightforwardasthemalloc()/free()interfacefoundinuserspacelibraries.Kernelmemory
allocationfacilitiesrangefromhigh-levelmechanismsanalogoustotheuserspacemalloc()interfaceto
directallocationofrawpages.Therearedozensofvariousfunctionsforobtainingmemory.Whichone
tousedependsonthesubsystemyouareworkingwithin—forexample,Mach,BSD,ortheI/OKit—as
wellastherequirementsforthememory,suchassizeoralignment.Memoryisarguablyoneofthemost
limitedresourcesonacomputersystem,especiallyfortheiOSplatform,whichhaslimitedamountsof
physicalmemorycomparedtomostMacOSX-basedcomputers.

Atthefundamentallevel,thekernelkeepstrackofphysicalmemoryusingthestructurevm_page.A
vm_pagestructureexistsforeveryphysicalpageofmemory.Availablepagesarepartofoneofthe
followingpagelists:

• ActiveList:Containsphysicalpagesmappedintoatleastonevirtualaddressspace
andhaverecentlybeenused.

• InactiveList:Containspagesthatareallocatedbuthavenotrecentlybeenused.

• FreeList:Containsunallocatedpages.

Gettingafreepagefromthefreelistisdonewiththevm_page_grab()functionoritshigher-level
interfacevm_page_alloc(),whichunliketheformer,placesthepageinavm_objectasopposedtomerely
removingitfromthefreelist.Thekernelwillsignalthepageoutdaemonifitdetectsthattheleveloffree
pagesfallsbehindathreshold.Inthiscase,thepagerwillevictpagesfromtheinactivelistinaleast
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recentlyused(LRU)fashion.Pages,whicharemappedfromanon-diskfile,areprimecandidatesand
cansimplybediscarded.TheVMpagecacheandfilesystemcachearecombinedonMacOSXandiOS,
whichavoidsduplication,andarecollectivelyreferredtoastheUniversalBufferCache(UBC).Pages
originatingfromthefilesystemaremanagedbythevnodepager,whilepagesintheVMcacheare
managedbythedefaultpager.

Thefollowingsectionswillprovideanoverviewofthevariousmechanismsformemoryallocation
availabletokerneldevelopers,aswellasoftheiruseandrestrictions.

Low-LevelAllocationMechanisms
Thekernelhasseveralfamiliesofmemoryallocationroutines.Eachmajorsubsystem,suchasMach,
BSD,orI/OKit,hastheirownfamiliesoffunctions.TheVMsubsystemlivesintheMachportionofthe
kernel,whichimplementsthefundamentalinterfacesforallocatingmemory.Theseinterfacesarein
turnusedtoformhigher-levelmemoryallocationmechanismsforuseinothersubsystemssuchasBSD
andI/OKit.

ForworkingintheMachsectionsofthekernel,thekmem_alloc*()familyoffunctionsisused.These
functionsarefairlylow-levelandareonlyafewlevelsawayfromtherawvm_page_alloc()function.The
followingfunctionsareavailable:

kern_return_t kmem_alloc(vm_map_t map, vm_offset_t* addrp, vm_size_t  size); 
kern_return_t mem_alloc_aligned(vm_map_t map, vm_offset_t* addrp, vm_size_t size); 
kern_return_t kmem_alloc_wired(vm_map_t map, vm_offset_t* addrp, vm_size_t size); 
kern_return_t kmem_alloc_pageable(vm_map_t map, vm_offset_t* addrp, vm_size_t size); 
kern_return_t kmem_alloc_contig(vm_map_t map, vm_offset_t* addrp, vm_size_t size,  
                                vm_offset_t mask, int flags); 
void kmem_free(vm_map_t map, vm_offset_t addr, vm_size_t size); 

AllthefunctionsrequireyoutospecifyaVMMapbelongingtoeitherauserspacetaskor
kernel_map.Alltheabovefunctionsallocatewiredmemory,whichcannotbepagedout,withthe
exceptionofkmem_alloc_pageable().

TheMachZoneAllocator
TheMachzoneallocatorisanallocationmechanismthatcanallocatefixed-sizeblocksofmemory
calledzones.Azoneusuallyrepresentsacommonlyusedkerneldatastructure,suchasafiledescriptor
orataskdescriptor,butcanalsopointtoblocksofmemoryformoregeneraluse.Examplesofdata
structuresallocatedbythezoneallocatorinclude:

• filedescriptors

• BSDsockets

• tasks(struct task)

• virtualmemorystructures(VMMaps,VMObjects)

Asakernelprogrammer,youcancreateyourownzoneswiththezinit()functionifyouhavea
needforfrequentandfastallocationandde-allocationofdataobjectsofthesametype.Tocreateanew
zone,youneedtotelltheallocatorthesizeoftheobject,themaximumsizeofthequeue,andthe
allocationsize,whichspecifieshowmuchmemorywillbeaddedwhenthezoneisexhausted.
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ThekallocFamily
Thekallocfamilyprovidesaslightlyhigher-levelinterfaceforfastmemoryallocation.TheAPIwouldbe
familiartothosewhohaveusedthemalloc()interfaceinuserspace.Infact,thekernelalsohasa
malloc()functiondefinedbythelibkernkernellibrary,whichagainusesmemorysourcedbykalloc().

void* kalloc(vm_size_t size); 
void* kalloc_noblock(vm_size_t size); 
void* kalloc_canblock(vm_size_t size, boolean_t canblock); 
void* krealloc(void** addrp, vm_size_t old_size, vm_size_t new_size); 
void kfree(void *data, vm_size_t size); 

MemoryforthekallocfamilyoffunctionsisobtainedviatheMachzoneallocatordiscussedinthe
previoussection.Largermemoryallocationsarehandledbykmem_alloc()function.Becausememory
cancomefromtwosources,thekfree()functionneedstoknowthesizeoftheoriginalallocationto
determineitsoriginandtofreethememoryintheappropriateplace.ThekallocfamilyprovidestheAPI
uponwhichfundamentalmemoryfunctionsinI/OKitandtheBSDlayerarebuilt.Itisalsothefunction
usedtoprovidememoryfortheC++newandnew[]operatorsformemoryallocation.

Thekallocfunctionsandvariants,exceptkalloc_noblock(),mayblock(sleep)toobtainmemory.
Thesameistrueforthekfree()function.Therefore,youmustusekalloc_noblock()ifyouneed
memoryinaninterruptcontextorwhileholdingasimplelock.

Theavailablezonescanbequeried;followingisthetrimmedoutputofthezprintcommand
showingthezonesusedbythekallocfunctions.

                      elem   cur      max    cur      max    cur    alloc    alloc 
zone name             size   size    size   #elts    #elts   inuse   size    count 
----------------------------------------------------------------------------------- 
kalloc.16               16    660K    922K   42240   59049   30284    4K     256 C 
kalloc.32               32   3356K   4920K  107392  157464   73407    4K     128 C 
kalloc.64               64   4792K   6561K   76672  104976   75837    4K      64 C 
kalloc.128             128   2732K   3888K   21856   31104   20571    4K      32 C 
kalloc.256             256   4248K   5184K   16992   20736   15950    4K      16 C 
kalloc.512             512    968K   1152K    1936    2304    1870    4K       8 C 
kalloc.1024           1024    784K   1024K     784    1024     735    4K       4 C 
kalloc.2048           2048   3396K   4608K    1698    2304    1586    4K       2 C 
kalloc.4096           4096   2204K   4096K     551    1024     508    4K       1 C 
kalloc.8192           8192   3160K  32768K     395    4096     383    8K       1 C 
kalloc.large         41375   5697K   6743K     141     166     141   40K       1 C 

Thereisonezoneforeachsizeupto8KB.Allocationssmallerthan8KBreturnanelementfromthe
smallestmatchingzone.Itisnotpossibletopartiallyallocateanelement,so,forexample,ifyouneed
5000bytesofmemory,youwillactuallybeallocated8192bytes(3192byteswastedperallocation!).
Allocationsgreaterthan8KBarehandledbytheappropriatekmem_alloc()functioninsteadofthezone
allocator,butareneverthelessrecordedinthevirtualzonekalloc.large.

MemoryAllocationinBSD
MemoryallocationintheBSDsubsystemisimplementedbythefollowingfunctionsandmacros:

#define MALLOC(space, cast, size, type, flags)  (space) = (cast)_MALLOC(size, type, flags) 
#define FREE(addr, type)_   FREE((void *)addr, type) 
#define MALLOC_ZONE(space, cast, size, type, flags)  
                   (space) = (cast)_MALLOC_ZONE(size, type, flags) 
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#define FREE_ZONE(addr, size, type) _FREE_ZONE((void *)addr, size, type) 
 
void* _MALLOC(size_t size, int type, int flags); 
void _FREE(void *addr, int type); 
void* _MALLOC_ZONE(size_t size, int type, int flags); 
void _FREE_ZONE(void *elem, size_t size, int type); 

Underthehood,the_MALLOC()functionallocatesmemoryusingsomevariantofkalloc(),depending
ontheflagsthatarepassed;forexample,ifnon-blockingallocationisrequired,(M_NOWAIT)
kalloc_noblock()iscalled.The_MALLOC_ZONE()functioninvokesthezoneallocatordirectlyinsteadof
indirectlythroughkalloc().Insteadofusingthegeneralpurposekalloc.Xzones,itallowsyoutoaccess
zonesofcommonlyusedobjecttypes,suchasfiledescriptors,networksockets,ormbufdescriptors,used
bythenetworkingsubsystem.Thetypeargumentisusedtodeterminewhichzonetoaccess.Although
_MALLOC()alsotakesatypeargument,itisignored,excepttocheckthatthevalueislessthanthe
maximumallowed.Thereareoverahundreddifferenttypesdefined.Theflagsparametercanbeoneof
thefollowing:

#define M_WAITOK                0x0000 
#define M_NOWAIT                0x0001 
#define M_ZERO                  0x0004          /* bzero the allocation */  

TipMALLOCfamilyoffunctions,alongwithzonetypes,aredefinedinsys/malloc.h.

TheM_ZEROflag,ifspecified,willusethebzero()functiontooverwritethememorywithzerosbefore
thememoryisreturnedtothecaller.Ifnot,thememorywillstillhavethecontentswrittentherebythe
lastuserorwillcontainrandomgarbageifneverused.

I/OKitMemoryAllocation
TheI/OKitprovidesafullsetoffunctionsformemoryallocation.Allthefollowingfunctionsreturn
kernelvirtualaddresses,whichcanbeaccesseddirectly:

void* IOMalloc(vm_size_t size); 
void* IOMallocAligned(vm_size_t size, vm_size_t alignment); 
void* IOMallocPageable(vm_size_t size, vm_size_t alignment); 

Thecorrespondingfunctionsforfreeingmemoryareasfollows.

void IOFree(void* address, vm_size_t size); 
void IOFreeAligned(vm_size_t size); 
void IOFreePageable(void* address, vm_size_t size); 

Thefirstfunction,IOMalloc(),isawrapperforkalloc()andissubjecttothesamerestrictions.
Specifically,itcannotbeusedinanatomiccontext,suchasaprimaryinterrupthandler,asitmayblock
(sleep)toobtainmemory.NorcanIOMalloc()beusedifalignedmemoryisrequired,asnoguarantees
aremade.IOFree()isawrapperforthekfree()functionandmayalsoblock(sleep).Itisalsopossibleto
deadlockthesystemifyoucalleitherIOMalloc()orIOFree()whileholdingasimplelock,suchas
OSSpinLock,asthethreadmaybepreemptedifeitherfunctionsleeps.Itcouldcauseadeadlockifan
interrupthandlerattemptedtoclaimthesamelock.Furthermore,memoryfromIOMalloc()isintended
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forsmallandfastallocationsandisnotsuitableformappingintouserspace.Becausethememory
reservedforIOMalloc()comesfromasmallfixed-sizepool,excessiveuseofIOMalloc()candrainthis
poolandpanicthekernelifthepoolisexhausted.

CautionItisabugtofreememoryallocatedby,forexample,IOMallocAligned()withIOFree().Alwaysuse
thefreefunctioncorrespondingtotheoriginalallocationfunction.Evenifitworksnow(byaccident),the
mechanismcouldchangeinafutureupdateandcauseacrash.

IOMallocAligned()issubjecttothesamerestrictionsasIOMalloc(),butunlikeIOMalloc(),itwill
returnmemoryaddressesalignedtoaspecificvalue.Forexample,ifyouneedpage-alignedmemoryyou
canpassin4096togetanaddressalignedtothebeginningofapage.Followingaresomereasonsfor
requestingalignedmemory.

• Hardwarecannotaccessmemorythatisnotalignedtoaspecificboundary,orit
doessoslowly.

• Memoryusedinvectorcomputationmaybeexcessivelyslowfromaddressesnot
alignedtoaspecificbyteboundary(typically16bytesforSSE).

• Memorywillbeusedformappingintoauserspaceprocess.Sincemappingisonly
possibleforwholepages,youmaywishtoensurethebufferstartsonapage
boundary.

• YouwantadatastructurethatisfriendlytotheCPUcache.

IOMallocPageable()allocatesmemorythatcanbepaged,unliketheothervariants,whichalways
creatememorythatiswiredandcannotbepagedout.TherestrictionsthatapplytoIOMalloc()and
IOMallocAligned()arealsovalidforIOMallocPageable().Memoryobtainedbyitcannotbeusedfor
deviceI/OsuchasDMAorinacodepaththatisnotabletoblock/sleepwithoutitbeingwireddown
first.

Thereisalsoalastvariant,IOMallocContiguous(),thatallocatesmemorythatisphysically
contiguous.Itsuseisnowdeprecated.ApplerecommendsusingIOBufferMemoryDescriptorinstead.

Eachofthememoryallocationfunctionshasacorrespondingfunctiontofreethememory.Itis
importanttocalltherightfreefunctionthatmatchesthefunctionyouusedforallocatingthememory.
Eachofthevariantssourcememoryfromdifferentlow-levelmechanisms,hencetheyarenot
interchangeable.Infact,IOMalloc()maysourceitsmemoryfrommorethanonesource.Larger
allocations(>8KB)maybeallocatedwithkmem_alloc();however,smallerallocationscomefromthe
zoneallocator.

Thishappenstobethereasonwhyyoumustpassinthesizeoftheoriginalallocationtothe
IOFree*()functions,asitisusedtodeterminewherethememorycamefrom.

AllocatingMemorywiththeC++NewOperator
ThelibkernlibraryimplementsabasicC++runtime,uponwhichI/OKitisbuilt.Memoryallocationin
C++istypicallydonewiththenewandnew[]operatorsforsingleobjectsandarrays,respectively.In
libkern,thenewoperatorisimplementedinternallybycallingkalloc()toobtainmemory.Because
kfree()requiresthesizeoftheoriginalallocation,libkernmodifiesthesizepassedtothenewoperator
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toincludespaceforasmallstructurethatcanholdthesizeoftheallocation,sothatwhenthedelete
operatorcallskfree(),itcanretrievethesizeinthefourbytesprecedingtheaddressreturnedbynew.

Memoryallocatedbynewornew[]isalwayszeroedout,unlikemostimplementationsofthese
operatorsinuserspace.

TipTheimplementationofthenew,new[],delete,delete[]operatorscanbefoundintheXNUsource
distributionunderlibkern/c++/OSRuntime.cpp.

MemoryDescriptors
MemorydescriptorsareimplementedbytheIOMemoryDescriptorclassandisfundamentaltoworking
withmemoryinI/OKit.Theclass alsoservesasasuperclassforotherimportantmemory-related
classes,whichwewilldiscusslaterinthischapter.ManypartsoftheI/OKitacceptan
IOMemoryDescriptorasanargument.Forexample,theUSBfamilyusestheclasstodescribememory
usedforUSBreadandwriterequests.

TheIOMemoryDescriptordescribesthepropertiesofamemorybufferorrangeofmemory,butdoes
notallocate(orfree)thedescribedmemory.Itcontainsmetadataandallowssomeoperationstobe
performedonthememory.Itcandescribevirtualandphysicalmemory.Theclassisversatileandcanbe
usedforanumberofpurposes.Consequently,therearealsoanumberofwaystoconstructan
IOMemoryDescriptor.AcommonwayistousethewithAddressRange()method,asfollows.

static IOMemoryDescriptor* withAddressRange(mach_vm_address_t address,  
                                            mach_vm_size_t length, IOOptionBits options, 
                                            task_t task); 

• Thefirstargument,address,isthestartaddressofthememorybufferthe
descriptorshouldoperateon.

• Thelengthargumentisthenumberofbytesofthebufferpointedtobyaddress.
Thetaskargumentspecifiesthetask,whichownsthevirtualmemory.

• Theoptionsargumentspecifiesthedirectionofthedescriptorintheeventthatit
isusedforI/Otransfers.Itmayaffectthebehaviourofprepare()andcomplete(). 
The following flags are possible:

• kIODirectionNone

• kIODirectionIn

• kIODirectionOut

• kIODirectionOutIn

• kIODirectionInOut

• Thelastparamteristhetaskthatownsthememory.Ifthekernelownsthe
memory,youcanpasskernel_task,whichisaglobalvariablepointingtothe
task_tstructureforthekernel.
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TheoptionsflagsindicatethedirectionofanI/Otransferandmaybeusedtodetermineifitisnecessary
toflushprocessorcachestoensurecachecoherency.

IfthedescriptoristobeusedforanI/Otransferyoumustfirstcallitsprepare()method,whichwill
dothefollowing:

• pageinmemory,iftheunderlyingmemoryispagedout

• pinthememorydown,soitcannotbepagedoutuntilthetransferiscomplete

• configuredeviceaddresstranslationmappingsifnecessary

CautionCallstoprepare()mustbebalancedwithacalltocomplete().Caremustalsobetakennottocall
complete() unlessprepare()wascalledfirst.

Theprepare()methodisnotthreadsafe.However,itisvalidtocallprepare()multipletimes,but
youmustthencallcomplete()thesamenumberoftimes.Callingthedescriptors’release()methodwill
notundotheeffectsofprepare()orcallcomplete()foryou,socomplete()mustbecalledbeforecalling
release().Ifthedescriptorismappedintoanaddressspace,itwillbeunmappedautomaticallyon
release().IOMemoryDescriptorcanalsobeusedtodescribeothertypesofmemory,suchasphysical
addresses.Withphysicaladdresses,theprepare()andcomplete()methodsdonothing,butreturn
successfully.Moreover,aphysicalmemorydescriptorisnotassociatedwithatask.Thestaticmember
methodwithPhysicalAddress()canbeusedtoconstructanIOMemoryDescriptorforaphysicalsegment,
asinthefollowing.

static IOMemoryDescriptor* withPhysicalAddress(IOPhysicalAddress address,   
                                                                                                  
IOByteCount withLength, IODirection withDirection);  

TheIOBufferMemoryDescriptor
TheIOBufferMemoryDescriptor isasubclassofIOMemoryDescriptor,butunlikeitssuperclass,italso
allocatesmemory.Itiscurrentlythepreferredwayofallocatingmemoryintendedtobemappedtouser
spaceorforperformingdeviceI/Ofromakernel-allocatedbuffer.However,theallocationmethodused
internallydependsonthesizeoftherequestandtheoptionspassedduringconstruction.The
IOBufferMemoryDescriptorisalsothepreferredwayforobtainingphysicallycontiguousmemory.
IOBufferMemoryDescriptorscanbeallocatedbythestaticfactorymethodinTaskWithOptions()or
inTaskWithPhysicalMask(),asfollows.

static IOBufferMemoryDescriptor* inTaskWithOptions( 
    task_t                       inTask,  
    IOOptionBits                 options,  
    vm_size_t                    capacity,  
    vm_offset_t                  alignment = 1); 
 
static IOBufferMemoryDescriptor* inTaskWithPhysicalMask(  
    task_t                       inTask,  
    IOOptionBits                 options,  
    mach_vm_size_t               capacity,  
    mach_vm_address_t            physicalMask); 
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TheinTaskargumentspecifieswhichtaskthememoryshouldbemappedto.Forakernelbuffer,
thisshouldbesettokernel_task.Ifyouspecifyanothertaskidentifier,thememorywillbeallocatedand
reachableinthattask’saddressspace.Inadditiontotheflagsandoptionsavailableto
IOMemoryDescriptor,thefollowingoptionscanbepassedtocontroltheallocationbehavior.

• kIOMemoryPhysicallyContiguousallocatesmemorythatisphysicallycontiguous.

• kIOMemoryPageableallocatesmemorythatcanbepagedout.Allmemoryisnon-
pageablebydefault.

• kIOMemoryPurgeableappliesonlytopageablememory.Ifthisoptionisspecified,
thememorypagescanbediscardedinsteadofpagedout.

• kIOMemoryKernelUserSharedshouldbespecifiedifthememorywillbemapped
intothekernelandauserspacetask.Itensuresmemorywillbepage-aligned.

ThesecondwaytoconstructanIOBufferMemoryDescriptorisviatheinTaskWithPhysicalMask(),
whichallowsonetospecifyabitmaskusedtorestrictthephysicaladdressrangeofthebuffer.Thisis
mainlyusefulwhenallocatingmemoryforDMAforadeviceunabletoaccesscertainaddressranges.For
example,someolderdevicesmaybeunabletoaccessphysicalmemoryover32bits.

Itisgenerallyfrownedupontorequestphysicallycontiguousmemory,particularlyafterthesystem
hasbooted,asthememorybecomesfragmentedquickly.Thiswouldmakeitdifficulttofindfree
contiguousbuffers,particularlylargerones.Requestingcontiguousmemorymayalsoresultinsome
memorybeingpagedouttohandletherequest,whichcantakealongtime.Hardwaredevicesgenerally
supportscatter/gatheroperations,wheremultiplesmallerbuffersarechainedtogetherinalistand
passedtothedevice,whichthenreadsthelisttoworkoutwhereinphysicalmemorytofinditsdata.
Thus,contiguousmemoryisoftenunnecessary.

JustliketheIOMalloc() familyoffunctions, IOBufferMemoryDescriptormaysleep,soitshouldnot
becalledfrominterruptcontextsorwhileholdingsimplelocks.Infact,IOBufferMemoryDescriptoruses
IOMalloc()andIOMallocAligned()internallytoallocatememory.

OtherMemoryDescriptors
IOMemoryDescriptorhasanumberofotherrelatedsubclasses,asfollows.

• IODeviceMemory isusedtodescribearangeofmemorymappedfromadevice.

• IOMultiMemoryDescriptor canbeusedtorepresentalargercontiguousbuffer
consistingofsmallerIOMemoryDescriptorobjects.

MappingMemory
Mappingmemoryreferstothefunctionofmakingarangeofmemoryfromonetaskavailableto
another.Atthelowestlevel,mappingishandledbytheMachVMsubsystem,asdiscussedinChapter2.
Memorymappingprovidesafastwayfortaskstoshareresourceswithoutcopyingmemory,asmapping
makesthesamememoryavailablebetweentasks.Writablemappingscanbeshareduntilamodification
ismade,inwhichcasethecopy-on-write(COW)optimizationisusedtocopyonlythememorythatwas
modified.Memorymappingscanoccurinavarietyofdifferentways,betweenmultipletasks,orfrom
thekerneltoauserspacetaskorviceversa.
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MappingMemoryfromaUserSpaceTaskintoKernelSpace
Mappingmemoryfromauserspacetaskisacommonoperationperformedbyadriver.Let’susethe
exampleofanaudiodevicedriverwhereanapplicationwantstosendusadatabuffercontainingaudio
samplesforplayoutonahardwaredevice.Todothis,theusertask—thatis,theaudioplayer—passesus
amemorypointer,whichdescribeswhereinmemorythebufferislocated.Inuserspace,thecopyingof
memoryisassimpleascallingthememcpy()function.

Thingsarenotsosimpleinthekernel.Theaddresspassedbytheusertaskismeaninglesstothe
kernel,asitisvalidonlywithinthetask’sprivateaddressspace.Inordertoaccessthememoryinthe
kernel,weneedtocreateamappingfortheunderlyingphysicalmemoryofthebufferinthekernel’s
ownaddressspace.Atthelowlevel,thisprocesshappensbymanipulatingthekernel’sVMMap.Whileit
ispossibletodothisusingtheMachlow-levelinterfaces,itismostcommonlyperformedwiththehelp
oftheI/OKitIOMemoryDescriptorandIOMemoryMapclasses.Listing6-2showstheportionofour
imaginaryaudiodriverthatcopiesmemoryfromtheuserspaceaudioplayerbymappingthememory
bufferintothekernel’saddressspace.

Listing6-2.MappingaUserSpaceBufferintotheKernel

void copyBufferFromUserTask(task_t userTask, void* userBuffer,  
                            uint32_t userBufferSize, void* dstBuffer) 
{ 
     uint32_t                 bytesWritten = 0; 
     bool                     wasPrepared = false; 
     IOMemoryDescriptor*      memoryDescriptor = NULL; 
     IOMemoryMap*             memoryMap = NULL; 
 
     memoryDescriptor = IOMemoryDescriptor::withAddressRange 
                            (userBuffer, userBufferSize,                       
                            kIODirectionOut, userTask); 
     if (memoryDescriptor == NULL) 
         goto bail; 
         
     if (memoryDescriptor->prepare() != kIOReturnSuccess) 
         goto bail; 
     wasPrepared = true; 
         
     memoryMap = memoryDescriptor->createMappingInTask 
                     (kernel_task, 0, kIOMapAnywhere | kIOMapReadOnly); 
     if (memoryMap == NULL) 
         goto bail; 
 
    void* srcBufferVirtualAddress = (void*)memoryMap->getVirtualAddress(); 
 
    if (srcBufferVirtualAddress != NULL) 
        bcopy(srcBufferVirtualAddress, dstBuffer, userBufferSize); 
         
    memoryMap->release(); // This will unmap the memory 
    memoryMap = NULL; 
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bail: 
    if (memoryDescriptor) 
    { 
        if (wasPrepared) 
            memoryDescriptor->complete(); 
        memoryDescriptor->release(); 
        memoryDescriptor = NULL; 
    } 
} 

Tomapthememory,wefirstcreateanIOMemoryDescriptorfortheuserspacebuffer.The
IOMemoryDescriptorprovidesaninterfacetocreatethememorymapping,butitalsoallowsustopinthe
memorydownwhilewecopyfromthebuffer.Thispreventsthememoryfrombeingpagedoutto
secondarystorageordisappearingiftheaudioplayershouldcrashortheuserexitstheapplicationwhile
weareperformingthecopy.

NoteYoumayhavenoticedtheuseofgotointheprecedingmethod,whichlanguagepuristsoftenconsidera
badpractice.However,itisoftenusedinkernelcodeandprovidesaconvenientwayofprovidingcentralized
cleanupifanerroroccurs,inlieuofexceptionsthatcannotbeusedinthekernel.

TheactualmappingoccurswiththeinvocationofthecreateMappingInTask()method:

    IOMemoryMap* createMappingInTask( 
        task_t                  intoTask, 
        mach_vm_address_t       atAddress, 
        IOOptionBits            options, 
        mach_vm_size_t          offset = 0, 
        mach_vm_size_t          length = 0 ); 

TipYoucanuseIOMemoryDescriptor::map()methodasashortcuttocreateastandardmappingintothe
kernel’saddressspace.Alsobewarethattheoverloadedvariantofmap()isdeprecatedinfavorof
createMappingInTask(),whichwasintroducedinMacOSX10.5.

• Thefirstargument,intoTask,isthetaskwewanttocreatethemappingin.Forour
purposes,thisisthekernel_task,thoughitwouldbepossibletoprovidethetask
structureofanothertask,therebymakingmemoryavailablefromonetaskto
another.
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• Thesecondargument,atAddress,isinterestingaswell.Itspecifiesanoptional
destinationaddressintheaddressspaceofintoTask.Thisallowsthetargettaskto
locatethemappingatafixedaddress.Inourexample,wedon’treallycarewhere
inouraddressspacethemappingwillbemade;wejustwantoneaddressto
accessit,sowepassinzeroinsteadofafixedaddressandsetkIOMapAnywherein
options.

• Thethirdargument,options,controlshowthemappingwillbeperformedusing
theflagsdescribedintheMemoryDescriptorssection,forexample,read-onlyor
read/write.Optionsalsoexisttocontrolhowthememoryshouldbehavein
relationtotheCPUcache.Thefollowingoptionscanbeset:

• kIOMapDefaultCache,whichspecifiesthecachingpolicyforthemapping.It
willdisablethecacheforI/Omemory;otherwise,kIOMapCopybackCacheis
used.

• kIOMapInhibitCache,whichdisablescachingofthismapping.

• kIOMapWriteThruCache,whichuseswrite-thrucaching.

• kIOMapCopybackCache,whichusescopy-backcaching.

• kIOMapReadOnly,whichspecifiesthemappingwillberead-only.

• kIOMapReference,whichisusedwhenmappinganalreadyexisting
mappingandwillfailifthememoryisnotpreviouslymapped.

• kIOMapUnique,whichensuresnopreviousmappingexistsforthememory.

• Thelasttwoargumentsareusedtospecifyanoptionaloffsetandlengthintothe
buffer,ifyouwanttomapuponlypartsofit.However,notethatmappingsarea
conceptofthevirtualmemorysystemandoperateonpages.Youcanmap
memoryonlyinunitsofthepagesize(4096bytes).Theroundinghappens
internallyandgivestheillusionofworkingwithbyteboundaries.

TheIOMemoryMapClass
ThecreateMappingInTask()methodinListing6-2willreturnaninstanceofIOMemoryMaptorepresentthe
mapping.Inourpreviousexample,wecalltheIOMemoryMap::getVirtualAddress()method,which
returnsavalueoftheIOVirtualAddresstype.TheexactprimitivedatatypeofIOVirtualAddressdepends
onthearchitecture,butfor64-bitkernels,a64-bitunsignedinteger(uin64_t)isusedandnotapointer
type.

Whenwenolongerneedthemapping,wesimplyreleasetheIOMemoryMapobject,whichtakescareof
unmapping.YoumaywonderwhywedonotcalltheIOMemoryMap::unmap()functiontoreleasethe
mapping.Whenyoucreateamapping,itispossibleforanotherthreadorthesamethreadtomapthe
bufferagain.Whilethemappingwillofcourseonlybecreatedonce,performingthemappingmultiple
timeswillincrementaninternalreferencecounter.However,callingunmap()willnotsimplydecrement
thereferencecountandremovethemappingifthecounthitszero,itwilldestroythemapping
regardlessofhowmanytimesitisreferenced.Thismayleadtothekernelaccessinganinvalidaddress;
hence,careshouldbetakenwhenusingunmap().Simplycallingrelease()forthemapwilldecrementor
removethemappingifrequired.AcollectionofotherinterestingIOMemoryMapmethodsaredescribedin
Table6-2.
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NotethatintheListing6-2example,wecouldjustaswellhavecopiedmemoryintothemapped
bufferwithsomesmallmodificationstocreateawritablemapping.

Table6-2.IOMemoryMapMemberFunctionOverview

Function Description 

getAddressTask() Getsthetaskofthemapping.

getMemoryDescriptor() Returnsthememorydescriptorthismapwascreatedfrom.

getPhysicalAddress() Getsthephysicaladdressofthefirstbyteinthemapping.

getPhysicalSegment() Takesandoffsetsintothemappingandreturnstheaddressaswell
thelengthofthephysicalsegmentbackingthisvirtualmemory.
Thelengthmaybetheentiremappingifitisbackedbycontiguous
memory.

redirect() Allowsthememoryforthemaptobeswappedwithnewphysical
memory.ThisisdonebysupplyinganewIOMemoryDescriptorand
consequently,themappingwillbeupdatedtopointtothenew
physicalmemoryownedbythepasseddescriptor.Theredirect()
functionwillonlysucceedifthememorymapwascreatedby
kIOMapUnique.IfNULLispassedinplaceofanIOMemoryDescriptor,
anyaccesstothememoryrangeofthemappingbyausertaskwill
blockuntilavalidmemorydescriptorhasbeensupplied.

… ThefulldefinitionfortheIOMemoryMapclasscanbefoundin
IOMemoryDescriptor.h.

NoteItisnotnecessarytomapmemoryintothekernelunlessthekernelneedstoactivelymodifyit.IfDMAis
performedfromauserspacebufferandthedatainthebufferdoesnothavetobemodifiedbythekernel,itisnot
necessarytomapitintothekernel’saddressspace,thebuffercanbetransferreddirectlytoahardwaredevice.
SeeChapter9formoreinformationaboutDMA.

MappingMemoryfromtheKerneltoaUserSpaceTask
Theprevioussectionsshowedhowwecantakememoryallocatedinuserspaceandmapthatmemory
intothekernel’saddressspacesothekernelcanaccessit.Whileitispossibleforthekerneltobothread
andwritefromthemapping,itmaysometimesbedesirableforauserspacetasktomapkernelmemory
intoitsaddressspace.ItshouldbenotedthatApplerecommendsagainstthispracticeforsecurityand
stabilityreasonsanditshouldbeavoidedwheneverpossible.Onepossiblereasonfordoingitmightbe
theneedtomapdevicememory(forexample,fromaPCIdevice)touserspacesoitcanaccessthe
device’sregisters.
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InI/OKitthisformofmemorymappingisusuallydonethroughtheIOUserClientclass.Available
memorymappingsshouldbereturnedviatheclientMemoryForType()method.Agenericexampleof
howthiscanbeachievedisshowninListing6-3.

Listing6-3.MappingKernelMemorytoUserSpaceviaIOUserClient

#define kTestUserClientDriverBuffer             0  
IOReturn com_osxkernel_TestUserClient:: 
clientMemoryForType(UInt32 type, UInt32 *flags, IOMemoryDescriptor **memory) 
{ 
     IOReturn ret = kIOReturnUnsupported; 
     switch (type) 
     { 
          case kTestUserClientDriverBuffer: 
              // Returns a pointer to an IOMemoryDescriptor or 
              // if a hardware device, an IODeviceMemory pointer which is a 
              // subclass of IOMemoryDescriptor 
              *memory = driver->getBufferMemoryDescriptor(); 
              *memory->retain(); 
              ret = kIOReturnSuccess; 
              break; 
          default: 
              break; 
     } 
     return ret; 
} 

Notethatweneedtocallretain()ontheIOMemoryDescriptorbeforereturningit,asitwillbe
releasedwhentheuserclientclosesandwedonotwantthedescriptortobede-allocatedasitisashared
resourceownedbythedriver.Inthisexample,wecallahypotheticaldriverthat,forthesakeofthe
example,hasamethodcalledgetBufferMemoryDescriptor()thatreturnsanIOMemoryDescriptorfora
kernel-allocatedbuffer(oritcouldevenbedevicememorymappedintothekernel’saddressspace).The
typeargumenthereissimplyanintegerandcanbeanything;theimportantthingisthattheuserspace
programthatwillaccessthememoryknowsthevaluesoitcanreferencetherightmemorymapping.

Inuserspacecode,youcandothefollowingtomapthememoryfromtheIOUserClient.

void* addressOfMappedBuffer = NULL; 
int sizeOfMappedBuffer; 
IOConnectMapMemory(openDeviceHandleHere, 
                   kTestUserClientDriverBuffer, 
                   mach_task_self(), 
                   (vm_address_t *) &addressOfMappedBuffer, 
                   &sizeOfMappedBuffer, 
                   kIOMapAnywhere); 

Youmaynoticethesimilaritytocreatingamappinginthekernel.ThekIOMapAnywhereheresignifies
thatwedon’tcarewhereinouraddressspacethemappingismade;theaddressOfMappedBuffer
argumentwillcontaintheaddressofthemappingifthecallsucceedsandcanbeusedtoaccessthe
mappedmemory.IfkIOMapAnywhereisnotspecified,theaddressOfMappedBufferargumentisusedto
specifythepreferredaddressforthemapping.Thesecondlastargumentwilltellusthesizeofthe
mapping.Thesmallestamountthatcanbemappedisasinglepage;therefore,ifyoumapbuffers
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smallerthan4096,itwouldallowaclienttoseethememoryoftheentirepagethebufferiscontained
within,whichcouldbeapotentialsecurityproblem.

MappingMemorytoaSpecificUserSpaceTask
Theprecedingexampleallowsanytasktomapthememoryandourdrivercodedoesnotneedtoknow
whichtaskthememorywillbemappedto.However,ifyouknowthespecifictaskmemoryshouldbe
mappedto,youcanusetheapproachfromListing6-2.Thedifferenceissimplythattheuserspacetask
identifierispassedtoIOMemoryDescriptor::createMappingInTask() inplaceofkernel_task.

ApplerecommendsnotmappingmemoryobtainedfromfunctionssuchasIOMalloc()and
IOMallocAligned()(thoughitispossibleusingthelatter)becausetheycomefromthezoneallocator,
whichisintendedforprivateandtemporaryallocationsandnotforsharing.Therecommendedwayof
mappingmemoryistousetheIOBufferMemoryDescriptor,asubclassofIOMemoryDescriptorthatalso
allocatesmemory,asfollows.

IOBufferMemoryDescriptor* memoryDescriptor = NULL;   
memoryDescriptor = IOBufferMemoryDescriptor::withOptions( 
    kIODirectionOutIn | kIOMemoryKernelUserShared, sizeInBytes, 4096); 

AninterestingparametertonoteiskIOMemoryKernelUserShared,whichindicatestotheallocatorthat
wewishtosharethememorywithausertask.Wepass4096(thepagesize)togetpage-alignedmemory,
asmemorymappingscanonlybedoneonpage-sizedunits.

PhysicalAddressMapping
VirtualmemoryaddressesareonlyavailabletotheCPUandaremeaninglesstoahardwaredevice,
whichrequiresphysicaladdresses.InordertocommunicatewithhardwareoutsidetheCPU,weneedto
translatevirtualmemoryfromthekernelorauserspacetaskintophysicaladdressesthedevicecanuse
toaccessinformationfromRAM.Thistaskisnotalwaystrivialasvirtualmemoryisoftenfragmented.
Let’slookatanexample,a128KBvirtualmemorybufferwewanttosendtoahardwaredevice.The
buffercanintheworstcaseconsistof32individual4KBpagesscatteredanywherethroughoutthe
systemmemory.Becauseofthis,wecannotsimplytranslatetheaddressofthefirstbyteofthebuffer
andtellthedevicethebufferis128KBlong;weneedtoworkouthowmanyfragmentsthebuffer
consistsofandinsteadsendalist/arrayofaddressesandlengths.Thisisoftenreferredtoasa
scatter/gathertableorlist.TheIOMemoryDescriptorandclassesderivedfromitprovidetwomethodsto
helpwithphysicaladdresstranslation,asfollows.

• getPhysicalAddress():Translatestheaddressofthefirstbytetoitsphysical
address.Thisismainlyusefulifthebufferisknowntobecontiguous.

• getPhysicalSegment():Translatestheaddressataspecifiedoffsetintothebuffer
andreturnsthelengthofthephysicalsegmentfromthatoffset.Foracontiguous
buffer,thiswillalwaysbethesizeofthebufferminustheoffset.

CautionThismethodcancauseakernelpanicifusedimproperly.Seethefollowingdiscussionforcorrect
usage.
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NotethattherearetwoversionsofgetPhysicalSegment()dependingonifyouareusinga64-bit
kernelor32-bitkernel,asfollows:

#ifdef __LP64__ 
    virtual addr64_t getPhysicalSegment( IOByteCount   offset, 
                                         IOByteCount * length, 
                                         IOOptionBits  options = 0 ) = 0; 
#else /* !__LP64__ */ 
    virtual addr64_t getPhysicalSegment( IOByteCount   offset, 
                                         IOByteCount * length, 
                                         IOOptionBits  options ); 
#endif /* !__LP64__ */ 

Forthe32-bitversion(!__LP64__)theoptionsargumentmustspecify:kIOMemoryMapperNoneorthe
methodwillpanicforaddressesoverthe4GBmark.Amoreflexible,saferandeasierapproachto
memorytranslationistouseIODMACommandclass,whichworksinconjunctionwithIOMemoryDescriptor.
WediscussIODMACommandandthistopicinmuchmoredetailinChapter9. 

Summary
Inthischapter,wehavediscussed:

• Typesofmemoryaddressesinusebythekernel.Thekerneltypicallyworkswith
virtualaddressesbothforitsownthreadsaswellasthoseofuserspacetasks.
PhysicalmemoryaddressesareusedbetweentheCPUandmemory,aswellas
hardwaredevices.

• Thesignificanceof32-bitand64-bitmemoryaddressingandmodes.

• Howmemoryallocationisperformedacrossthedifferentkernelsubsystems,
Mach,BSD,andI/OKit.InI/OKit,thepreferredmechanismistousethe
IOMalloc*()functionsortheIOBufferMemoryDescriptor.

• HowtheIOMemoryDescriptorandrelatedsubclassesareusedbymanypartsofthe
I/OKittomanageanddescribememorybuffers.TheIOBufferMemoryDescriptoris
onesuchsubclass,whichinadditiontoprovidingamemorydescriptoralso
allocatesmemoryinvariousforms,withalignmentorevenphysicallycontiguous
memory.

• HowtheIOMemoryMapclassisusedtomanagememorymappingsandallowsthe
kerneltomapauserspacebufferintoitsvirtualaddressspacesomemorycanbe
manipulatedbythekernel.

• HowtheIOUserClient classprovidesausefulmethod,clientMemoryForType(),
whichwillhandlethedetailsofmappingakernelbufferintouserspace.

• HowtheIOMemoryDescriptorprovidesmethodssuchasgetPhysicalSegment()
thatallowmappingofvirtualmemoryaddressestophysicaladdresses.





C H A P T E R  7 


119

Synchronization and Threading 

Aswehaveseenthroughoutthisbook,theroleofadriveristomakethefunctionalitythatisprovidedby
ahardwaredeviceavailabletotheoperatingsystemandtouserapplications.Thismeansthatthecode
insideadrivermaybecalledfromanynumberofrunningapplicationsatanytime,dependingonwhen
anapplicationwishestorequesttheservicesofthehardwaredevice.Inhandlingtheserequests,the
driverrunsinthethreadcontextoftheapplicationthatmadethecontrolcall.Inadditiontothese
requests,thehardwareitselfcanrequireservicingandmaygenerateinterruptsatarbitrarytimesthatthe
drivermustrespondto.Theendresultforthedriverdeveloperisthatdrivercoderunsinacomplex
multithreadedenvironment,evenwithoutthedrivercreatinganyadditionalthreadsofitsown.

ThecomputerhardwareonwhichadriverwillexecutewilllikelyhavemultipleCPUcores.So,in
additiontothedrivercodebeingpreemptedbyaninterruptfromthedeviceorarequestfromathread
inanotherapplication,it’spossibleforyourdrivertoberunningonmultiplecoressimultaneously.This
applieseventotheinterruptserviceroutineforyourdriver,whichcanruninparalleltothenon-
interruptcodeofyourdriveronanotherCPUcore.

Asisthecasewithmultithreadedapplicationcode,it’simportantthatadriverprovides
synchronizedaccesstoitsinternalstructuresandanydatathatcouldpotentiallybereadorwrittenfrom
multiplethreads.Howadriverprovidesthearbitrationbetweenmultiplethreadsthatareattemptingto
accessitshardwareisdependentonthetypeofdevice.Somehardwarecanonlybeaccessedbyone
clientatatime.Forexample,aserialportdevicewillgrantexclusiveaccesstooneuserprocessatatime;
thedriverwillmakesurethatanattemptbyanotherprocesstoopentheserialportwillberejected.On
theotherhand,adiskdevicecanexpecttoreceiverequestsfrommultipleprocessesand,sincethe
hardwareitselfcanhandleonlyonerequestatatime,itistheresponsibilityofthedrivertoqueuethe
incomingrequestsandissuethemtothediskdeviceinaserialmanner.

TheI/OKitprovidesseveraldifferentmechanismsthatadrivercanusetoimplementaschemethat
providesarbitratedaccesstoitshardwarewhileensuringthatthedriver’sinternalstructuresremain
validinamultithreadedenvironment.Thischapterassumesthatyouhaveabasicunderstandingof
codesynchronizationandhavepreviouslywrittenmultithreadedapplicationcode.

SynchronizationPrimitives
Synchronizationproblemsoccurwhencodethatisexecutingontwoormorethreadsattemptstoaccess
acommonresourceorstructure.AcommonsynchronizationproblemforI/OKitdriversariseswhena
driverneedstoaccessitsinstancevariables,sincethesearesharedbetweenallofthethreadsthatthe
driverisexecuting.Togiveaconcreteexample,let’sconsideranactualexamplefromtheI/OKit,
namely,theOSObjectbaseclass’simplementationofreferencecounting.

TheOSObjectclassisthebaseclassforallobjectsintheI/OKit,andoneofitsrolesistomaintaina
referencecountforeachobjectinstanceandtoreleaseanobjectwhenitsreferencecountis
decrementedto0.AsimplifiedversionoftheOSObjectimplementation,withoutthesynchronization
providedbytheactualimplementation,isshowninListing7-1.
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Listing7-1.APossibleImplementationofObjectReferenceCounting

void    Object::retain () 
{ 
        retainCount += 1;               // An instance variable defined as an int 
} 
 
void    Object::release () 
{ 
        retainCount -= 1; 
        if (retainCount == 0) 
                this->free(); 
} 

Althoughtheprecedingcodelookscorrectandwillrunperfectlywellifallcallstoretain()and
release()aremadefromasinglethread,thecodeisnotthread-safeandmayfailifmultiplethreads
weretosimultaneouslycallretain()andrelease()forthesameobject.Tounderstandtheproblem,itis
necessarytoexaminethecompileroutputforthepreviouscode.Inthiscase,theassemblerinstructions
thatfollowweregeneratedwhentheimplementationwascompiledforthe64-bitIntelarchitecture
underaDebugbuild.Thecodeforretain()containsthefollowingsequenceofinstructions:

        mov     eax, retainCount          ; Load retainCount into CPU register EAX 
        add     eax, 0x1                  ; Increment value in EAX 
        mov     retainCount, eax          ; Write value in EAX to retainCount 

Andthecodeforrelease()containsthefollowingsequenceofinstructions:

        mov    eax, retainCount           ; Load retainCount into CPU register EAX 
        sub    eax, 0x1                   ; Decrement value in EAX 
        mov    retainCount, eax           ; Write value in EAX to retainCount 
        mov    eax, retainCount           ; Load retainCount into CPU register EAX 
        cmp    eax, 0x0                   ; Determine whether the value of EAX is 0 
        jne    skipFree                   ; If EAX is not zero, jump over the next instruction 
        call   free()                     ; Otherwise, call the free() method 
skipFree: 
        … 

ThecauseoftheprobleminamultithreadedenvironmentisthattheCcodebothtoincrementand
todecrementtheinstancevariableretainCountcompilestothreeCPUinstructions:thevalueheldby
theinstancevariableretainCountisloadedfrommemoryintoaCPUregister,thevalueoftheCPU
registeriseitherincrementedordecremented,andtheresultisthenwrittenbacktomemory.Let’ssee
whatcanhappeniftwothreadsweretocallretain()simultaneouslyforthesameobject.Forsimplicity,
letusassumethatthecodeisexecutingonamachinewithasingleCPUcoreandthattheoperating
system’sschedulerpreemptsthefirstthreadatthepointwheretheinitialmovinstructionhasbeen
executed.
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Thread 1 Thread 2 

mov    eax, retainCount  

 mov    eax, retainCount 

 add     eax, 0x1 

 mov    retainCount, eax 

add    eax, 0x1  

mov    retainCount, eax  


Inthisscenario,thread1willreadthevalueofretainCountfrommemoryintotheEAXregister.At

thispoint,theoperatingsystem’sschedulerpreemptsthread1andswitchestothread2(aftersavingthe
stateofthread1’sCPUregisters).Thread2nowrunsandwillreadthesamevalueofretainCountinto
theEAXregisteraswasreadbythread1.Itthenincrementsthevalueandwritestheincrementedvalue
backtomemory.Theoperatingsystemschedulerthenpreemptsthread2andswitchesexecutionback
tothread1afterrestoringthestateofthread1’ssavedCPUregisters.Thread1nowcontinuesexecuting
fromwhereitleftoff,incrementingtheoriginalvalueofretainCount,andwritingtheresultbackto
memory.Followingthis,retainCounthasonlyincreasedinvalueby1,eventhoughtheretain()method
wascalledtwice.

Notethatthisproblemwillonlyshowupunderspecificconditions:EithertheretainCountinstance
variablemustbemodifiedbytwothreads,withonepreemptingtheotherinthewayillustrated,orthe
twothreadsmustberunningsimultaneouslyontwoCPUcores.Aproblemsuchasthis,inwhichthe
resultofexecutingcodedependsonthetimingandtheorderinwhichthecoderuns,isknownasarace
condition.Raceconditionscanleadtoproblemsthatareverydifficulttodebugsincetheproblembyits
natureistiming-dependentandthereforemaynotoccureverytimethecodeisrun.Infact,thecode
mayappeartorunperfectlyfineduringtestinganditwillonlybecomeapparentthatthedriverhas
problemswhenreportscomeinfromusers.

Aswellasbeingdifficulttoreproduce,raceconditionscanbeverydifficulttodiagnosewhenthey
docauseproblems.Taketheexampleoftheraceconditionoutlinedpreviouslyinwhichanobject’s
retaincountisincrementedby1,eventhoughtwocallstoretain()weremade.Thiswouldn’tcauseany
immediateproblemsandthedriverwouldcontinuetofunctionasifnothingwerewronguntilmuch
later,whentheobjectisreleased.Sincetheobjectwasretainedtwice,thecallingcodeshouldbe
expectedtoreleasetheobjecttwice.However,sincethevalueoftheretaincountisonelessthanthe
valueitshouldbe,theobjectwillbedestroyedwhilethedriverstillholdsonereferencetoit.Thismeans
that,atsomelatertime,thedriverwilltrytoaccesstheobjectthatitthinksitholdsareferenceto.But
thatobjectwillhavebeendestroyedandthedriverwillcrashwithanaccesstoinvalidmemory.Note
thatthecodethatendsupcrashingmaybeinacompletelydifferentfunctiontothefunctionthat
containstheracecondition.Asaresult,tracingthecauseofthebugbacktoretain()andrelease()will
involveconsiderablesleuthwork.
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AtomicOperations
Sincetheraceconditioninthepreviousexamplewascausedbythecompilergeneratingasequenceof
threeinstructionstoincrementanddecrementtheinstancevariableretainCount,onesolutionisto
replacethecompileroutputfromthesequenceload-modify-storewithasingleinstructionthat
performsanequivalentoperation.Inthisway,thereisnochancefortheoperationtobeinterrupted
whenexecutionispreemptedbyanotherthread.Inreality,however,itmaynotalwaysbepossibleto
replaceanoperationwithasingleinstruction.Instead,weuseasequenceofinstructionsthatbehaveas
iftheywereasingleinstruction.Thisisreferredtoasan“atomic”operationbecausetheresultofthe
operationisthesameasiftheinstructionsequencehadexecutedasasingle,indivisiblegroup.

TheimplementationofanatomicoperationrequiressupportfromtheCPU.Forexample,theIntel
CPUusedinMacintoshcomputersprovidesaninstructiontoatomicallyaddonevaluetoanothervalue
inmemory.However,thisaloneisnotenoughtomaketheoperationatomicinamultiprocessor
environment.SotheIntelinstructionsetprovidesaLOCKprefixthatpreventsanyotherCPUinthe
systemfromaccessingmemorywhiletheinstructionisexecuting.Sincetheimplementationofatomic
operationsreliesonsupportthatisspecifictotheCPUarchitecture,iOSdevices,whichusetheARM
instructionset,requireadifferentimplementationforeachatomicoperation.

Tomakeiteasytoaccessatomicoperationsindrivercode,theI/OKitincludesanumberof
functionsthatprovideanatomicimplementationofbasicoperations,suchasintegeraddition,
incrementinganddecrementingavalue,andbitwiseoperations.ThesefunctionsarelistedinTable7-1,
whicharedefinedintheheaderfile <libkern/OSAtomic.h>.

Table7-1.AtomicOperationsProvidedBytheLibkernFramework

Function Description 

OSIncrementAtomic(address); 

OSIncrementAtomic8/16/64(address); 

Adds1tothesigned8-,16-,32-,or64-bitvalue
atthespecifiedaddress.Theoriginalvalue
priortotheincrementisreturned.

OSDecrementAtomic(address); 

OSDecrementAtomic8/16/64(address); 

Subtracts1fromthesigned8-,16-,32-,or64-
bitvalueatthespecifiedaddress.Theoriginal
valuepriortothedecrementisreturned.

OSAddAtomic(amount, address); 

OSAddAtomic8/16/64(amount, address); 

Addsthevaluein“amount”tothesigned8-,16-,
32-,or64-bitvalueatthespecifiedaddress.
Theoriginalvaluepriortoadditionisreturned.

OSBitAndAtomic(mask, address); 

OSBitAndAtomic8/16(mask, address); 

PerformsabitwiseANDoperationofthevalue
in“mask”andthe8-,16-,or32-bitunsigned
valueatthespecifiedaddress.Theoriginal
valuepriortothebitwiseoperationisreturned.

OSBitOrAtomic(mask, address); 

OSBitOrAtomic8/16(mask, address); 

PerformsabitwiseORoperationofthevaluein
“mask”andthe8-,16-,or32-bitunsignedvalue
atthespecifiedaddress.Theoriginalvalue
priortothebitwiseoperationisreturned.
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Function Description 

OSBitXorAtomic(mask, address); 

OSBitXorAtomic8/16(mask, address); 

PerformsabitwiseXORoperationofthevalue
in“mask”andthe8-.16-,or32-bitunsigned
valueatthespecifiedaddress.Theoriginal
valuepriortothebitwiseoperationisreturned.

OSCompareAndSwap(oldValue, newValue, address); 

OSCompareAndSwapPtr(oldValue,newValue, 
address); 

OSCompareAndSwap64(oldValue, newValue, 
address); 

Ifthevalueofthe32-or64-bitintegeratthe
specifiedaddressisequalto“oldValue”,then
“newValue”iswrittentotheaddress.Otherwise,
thevaluestoredattheaddressisnotmodified.
ThefunctionreturnsaBooleanthatindicates
whethernewValuewaswritten.

OSTestAndSet(bit, address); Setsabitwithinthebyteatthespecified
address.ReturnsaBooleanthatindicates
whetherthebitwasalreadyset.

OSTestAndClear(bit, address); Clearsabitwithinthebyteatthespecified
address.ReturnsaBooleanthatindicates
whetherthebitwasalreadyclear.


Withthesefunctionsatourdisposal,wearenowinapositiontoprovideanimplementationof

retain()andrelease()thatavoidstheraceconditionthatwaspresentinthepreviousexample.Thisis
showninListing7-2,whichassumesthattheinstancevariableretainCountisa32-bitinteger.

Listing7-2.AnImplementationofObjectReferenceCountinginaMultithreadedEnvironment

void    Object::retain () 
{ 
        OSIncrementAtomic(&retainCount); 
} 
 
void    Object::release () 
{ 
        uint32_t                originalValue; 
         
        originalValue = OSDecrementAtomic(&retainCount); 
        if (originalValue == 1) 
                this->free(); 
} 

IfwegobackandexaminetheoriginalimplementationinListing7-1andthecorresponding
compileroutputfortherelease()method,wecanseethatthecodeactuallycontainedtworace
conditions.Theconditionalcalltofree()occurswhenthevalueofretainCounthasbeendecremented
to0.However,sincethecompiledcodereloadsthevalueofretainCountfrommemorybeforetestingits
valueagainst0,it’spossiblethattwocallstorelease()bothreadthevalue0andthefree()methodis
calledtwicefortheobject,whichwilllikelyresultinacrash.Toillustratehowthiscouldoccur,assume
thatonethreadexecutingrelease()hasdecrementedtheretainCountfrom2to1andhaswrittenthe
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decrementedvaluebacktomemory.Alsoassumethat,beforeitcanreloadthevalueofretainCount
frommemoryandtestwhetheritsvalueis0,thethreadispreempted.Anotherthreadnowhasachance
torunand,ifitweretoexecuterelease(),theretainCountwouldbedecrementedfrom1to0andthe
objectwouldbedestroyed.Whenexecutionreturnstotheoriginalthread,itwillreloadthevalueof
retainCount,findthatitis0,anddestroytheobjectasecondtime.

ThisraceconditionisavoidedinListing7-2byusingthevaluereturnedbyOSDecrementAtomic()to
determinewhenthefinalreferencecounthasbeenreleased.ThefunctionOSDecrementAtomic()returns
theoriginalvalueofitsparameterbeforeitwasdecremented.Weknowthatiftheoriginalvaluewas1,
thevalueofretainCounthasnowbeendecrementedto0andtheobjectcansafelybedestroyed.

Onegroupofatomicoperationsthatdeservesspecialmentionisthecompare-and-swapfamilyof
functions.Thecompare-and-swapoperationwritesavaluetoamemoryaddressbut,importantly,the
writewillonlytakeplaceifthevaluethatisbeingoverwrittenisequaltosomeexpectedvaluethatis
providedbythecaller.TheresultoftheoperationisaBooleanvaluethatindicateswhetherthewrite
succeeded.Importantly,forthepurposesofsynchronization,theentireoperationisperformed
atomically.

Thecompareandswapfunctioncanbeusedtobuildmorecomplexatomicoperations.For
example,supposewewishtoimplementafunctiontoperformabitwiseANDfollowedbyabitwiseOR,
withtheoveralloperationbeingatomic.Clearly,wecannotsimplycallOSBitAndAtomic()followedby
OSBitOrAtomic()becausethereisnothingtopreventtheexecutionfrombeingpreemptedbetweenthe
twofunctions.WiththeOSCompareAndSwap()functionatourdisposal,wecanimplementafunctionthat
atomicallyperformsabitwiseANDfollowedbyabitwiseORasfollows:

uint32_t        AtomicBitAndOr (uint32_t andMask, uint32_t orMask, volatile uint32_t* address) 
{ 
        uint32_t        oldValue; 
        uint32_t        newValue; 
         
        do { 
                oldValue = *address; 
                newValue = oldValue & andMask; 
                newValue = newValue | orMask; 
        } while (OSCompareAndSwap(oldValue, newValue, address) == false); 
         
        return oldValue; 
} 

Youwillnotethatwehavenosynchronizationatallwhileweperformthetwobitwiseoperations.
ThereasonthatthisimplementationworksandisatomicisbecauseitusestheOSCompareAndSwap()
functiontoensurethatthevalueataddresshasn’tchangedfromtheoriginalvalueonwhichwebased
ourcalculationofthenewvaluetobewritten.Ifanotherthreadhadmodifiedthevalueataddresswhile
thisfunctionwasexecuting,thentheOSCompareAndSwap()functionwouldreturnfalseandwouldnot
performthewrite.Asaresult,wewouldhavetogobacktothebeginningoftheloopandrepeatthe
entirebitwiseoperationafterre-readingthevalueataddress.Onthisnextattempt,wehopetohave
betterluckinperformingtheoperationwithoutanotherthreadmodifyingthevalueataddress
underneathus,althoughwewillcontinueretryinguntilwesuccessfullywritetheresulttomemory.
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NoteAllatomicoperations,suchasOSAddAtomic(),OSIncrementAtomic(),andOSBitOrAtomic()canbe
implementedusingonlyOSCompareAndSwap().Infact,anumberofatomicfunctionsprovidedbythelibkern
libraryareimplementedthisway,includingallbitwiseatomicoperationsandthe8-bitand16-bitvariationsof
eachoperation,whichperformacompareandswaponthefull32-bitwordcontainingthevaluebeingmodified.

Locking
Theuseofatomicoperationsisagoodsolutionforsynchronizingaccesstoasinglevariable.Weoften
needtosynchronizemorecomplexsectionsofcode,suchasalgorithmsthatrelyonthevalueofmultiple
variablesorfunctionsthattouchhardware.Toremovethepossibilityofraceconditionsfromthesemore
complexareasofcode,werelyonmutualexclusion;thatis,anyotherthreadthatwishestoexecutecode
whichcouldinterferewiththeresultofouroperationisblockeduntiltheoperationiscomplete.Theact
ofobtainingexclusiveaccessisreferredtoas“acquiringalock.”

Thebasicideabehindlockingisthatanycodethataccessesasharedresource,suchastheinstance
variablesofadriver,willfirstacquirealockbeforeexecutingthecode.Itwillthenreleasethelockwhen
ithasfinishedaccessingthesharedresource.Theimportantpointaboutalockisthatitcanbeheldby
onlyoneclientatatime;anyotherthreadthatwishestoaccessthesamesharedresourcewillblock
whenitattemptstoobtainthelockandwillremainblockeduntilthelockisreleased.Obtainingalock
willpreventanyotherthreadthatreliesonthesamelockfromexecutingsoit’sgoodpracticetoholda
lockforasshortatimeasisneeded.

TheI/OKitprovidesseveraldifferentstylesoflockingmechanisms,eachofwhichisappropriatein
differentsituations.ThelocksprovidedbytheI/OKitinclude:

• IOSimpleLock,whichimplementsaspinlock

• IOLock,whichimplementsatraditionalmutex

• IORecursiveLock,whichimplementsamutexthatcansafelybeacquiredmultiple
timesfromthethreadthatisholdingthelock

• IORWLock,whichimplementsaread/writelockthatcanbesharedbetween
multiplethreadsthatneedtoreadthesharedresourcebutprovidesexclusive
accesstoathreadthatwishestowritetothesharedresource.

Spinlocks
Themostbasicimplementationoflockingisthespinlock,whichcanbeimplementedusingnothing
morethanatomicoperations(whichmayexplainwhythespinlockisknownasIOSimpleLockintheI/O
Kitimplementation).AspinlockmayconsistofnothingmorethanaBooleanflagthatindicateswhether
thelockiscurrentlyheldbyanythread.Whenathreadwishestoacquirethelock,theimplementation
determineswhetherthelockisheldand,ifnot,performsanatomicsetofthelock’sflag.Ifthelockis
held,thenthefunctionwillsimplyrepeatedlytrytoobtainthelockuntilthelockbecomesavailable.An
exampleimplementationforaspinlockisshowninthefollowingcode.Thisimplementationusesan
unsigned32-bitintegertorepresentthelockstate,withavalueof0indicatingthelockisavailableanda
valueof1indicatingthatthelockisheld.
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typedef    uint32_t    MySpinLock; 
 
void    MyAcquireSpinLock (MySpinLock* lock) 
{ 
        // If the value of the lock is 0, set its value to 1.   
        // Keep trying until the value of lock is successfully set. 
        while (OSCompareAndSwap(0, 1, lock) == false) 
                ; 
} 

Athreadthatholdsaspinlockmustbecarefulnottoobtainthelockthatitiscurrentlyholdinga
secondtime.Ifthisweretohappen,thenthethreadwouldattempttoacquirethelockandspinbecause
thelockisnotavailable.However,inthiscase,thethreadwillspinindefinitelysincetheonlythreadthat
canreleasethelockisblockedwaitingforthelock.Thissituationisknownasadeadlock.

TheactualimplementationofIOSimpleLockusedbytheI/OKitisslightlymoreadvancedthanthe
examplegiven,sinceitdisablespreemptionoftherunningthreadwhilethelockisheld.Thismeansthat
whileasimplelockisheld,thethreadholdingthelockwillnotbetakenofftheCPUonwhichitis
runninguntilthelockisreleased.Consequently,anIOSimpleLockshouldonlybeacquiredforverybrief
periods(suchaswhileadriver’sinstancevariablesarebeingupdated)andshouldneverperforman
operationthatmayblocktherunningthread,suchasallocatingmemoryoracquiringamutex,sincethis
couldresultinadeadlock.

Althoughitmayseemthatspinlocksareaninefficientlockingmechanismbecauseathreadspends
CPUcyclesspinningifitcannotimmediatelyobtainalock,theycanactuallybemoreefficientthan
otherlockingmechanisms,providedthatthelockisonlyheldforshortperiodsoftime.Onamachine
withasingleCPU,IOSimpleLockwillneverspinbecause,withthreadpreemptiondisabled,thereisno
possibilityoflockcontention(ineffect,synchronizationisprovidedbydisablingthreadpreemptionand
preventingtheexecutionofanyotherthreadthatmayacquirethelock).Onamultiprocessorsystem,
disablingpreemptionwhenanIOSimpleLockisacquireddoesnotpreventathreadrunningonanother
CPUfromattemptingtoaccessthesamelock(infact,threadpreemptionisonlydisabledfortheCPU
corethathasacquiredthelock).However,providingthataspinlockisheldforonlyashortperiodof
time,thetimespentbyathreadspinningwhileitwaitsforthelocktobecomefreewilltypicallybemuch
lessthantheoverheadofblockingthethreadhadamutexbeenusedinsteadofaspinlock.

Unlikeamutex,anIOSimpleLockwillneversuspendtherunningthread.Insteaditwillspinuntilthe
lockbecomesavailable.ThismakesIOSimpleLockperfectforprovidingsynchronizationbetweencode
thatrunswithinaprimaryinterrupthandlerandnon-interruptcode.Inreality,thisfunctionalityis
rarelyneededwithinanI/OKitdriversincemostdriverswon’teverhavetohandleaninterruptdirectly
and,iftheydo,mostwilldefertheinterrupttoasecondaryinterrupthandler.TheI/OKitprovidesother
lockingmechanismsthatareappropriateforsecondaryinterrupthandlers,whicharediscussedlaterin
thischapter.

Toprovidesynchronizationwithcodethatrunsinsideaprimaryinterrupthandler,weneedto
makesurethatcodethatacquiresanIOSimpleLockatnon-interrupttimeisneverpreemptedbycode
runninginsideaninterrupthandlerthatattemptstoacquirethesamelock,sincethiswouldresultina
deadlock.Tosolvethis,theI/OKitprovidesafunctionthatdisablesinterruptsfortherunningCPU
beforeacquiringthespinlockandacounterpartthatreleasesthespinlockandthenre-enables
interrupts.JustasdisablingthreadpreemptionguaranteesthatathreadholdinganIOSimpleLockwill
notbepreemptedbyanotherthreadonthesameCPU,disablinginterruptsguaranteesthatathread
holdinganIOSimpleLockwillnotbepreemptedbyaninterrupthandleronthesameCPU.Aninterrupt
mayfireonanotherCPUonthesystemandmayattempttoacquireanIOSimpleLockthatisheldbya
threadonanotherCPUcore(resultingintheinterrupthandlerspinning)but,becausethethreadis
runningonanotherCPU,itcancontinuetoexecuteandwillreleasetheIOSimpleLockshortlyafterwards.

AsummaryoftheIOSimpleLockfunctionsprovidedbytheI/OKitisgiveninTable7-2.
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Table7-2.SpinLockSynchronizationFunctionsProvidedBytheI/OKit

Function Description 

IOSimpleLock*   IOSimpleLockAlloc(void); AllocatesanewIOSimpleLockandreturnsa
pointertotheinitializedobjectorNULLon
failure.

void    IOSimpleLockFree(IOSimpleLock* lock); DeallocatesanIOSimpleLockobjectthatwas
allocatedbyIOSimpleLockAlloc(). 

void    IOSimpleLockLock (IOSimpleLock* lock); Acquiresasimplelock,spinningifthelockis
currentlyheldbyanotherclient.Whenthe
functionreturns,preemptionforthecurrent
CPUisdisabled.

boolean_t 
IOSimpleLockTryLock(IOSimpleLock* lock); 

Acquiresasimplelock,butonlyifthelockis
notalreadyheld.Thefunctionreturnsa
Booleanthatindicateswhetherthefunction
wasabletoacquirethelock.

void    IOSimpleLockUnlock(IOSimpleLock* 
lock); 

Releasesasimplelockthathasbeenacquired
byeitherIOSimpleLockLock()orasuccessful
calltoIOSimpleLockTryLock().Preemptionfor
thecurrentCPUisre-enabled.

IOInterruptState 
IOSimpleLockLockDisableInterrupt 
(IOSimpleLock* lock); 

Acquiresasimplelockanddisablesthread
preemptionandinterruptsforthecurrent
CPU.Thisfunctionisonlyneededforlocksthat
aresharedbetweeninterruptcontextand
threadcontext.Thevaluereturnedbythe
functionisrequiredwhenreleasingthelockto
ensurethattheCPU’sinterruptstateis
restoredtoitsoriginalcondition.

void 
IOSimpleLockUnlockEnableInterrupt 
(IOSimpleLock* lock, IOInterruptState state); 

Releasesasimplelockthathasbeenacquired
byIOSimpleLockLockDisableInterrupt().
Threadpreemptionisre-enabledandthe
interruptstateisrestoredtotheparameter
“state”.

Mutexes
Althoughspinlocksareefficientforcertainapplications,theyarenotsuitableincasesinwhichathread
needstoholdthelockforalongtimeorwhenathreadperformsanoperationthatmayblockwhilethe
lockisheld,suchasallocatingmemoryoracquiringasecondlock.Inthesecases,theuseofaspinlock
wouldbeveryinefficient,sinceanylockcontentionwillresultinathreadspinningcontinuouslywhileit
attemptstoobtainthelock,whichwouldpreventtheCPUfromperforminganyusefulwork.Amutex
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lockdoesnothavethisproblembecauseathreadthatattemptstoacquireamutexlockthatisalready
takenwillbesuspendeduntilthelockbecomesavailable.RatherthanspendingCPUtimespinning,the
operatingsystemisabletoscheduleanotherthreadontheCPU.TheI/OKitprovidessupportformutex
locksthroughanobjectknownasanIOLock.Becauseamutexmayblockifitcannotbeacquired
immediately,mutexlockscannotbeusedwithinaninterrupthandler.

ThefunctionalityprovidedbyIOLockisverysimilartothatprovidedbythePOSIXmutexlock
functionsthatareavailabletouserspaceapplications.YoucanuseanIOLockindrivercodeinsimilar
waystohowyouwoulduseaPOSIXmutexinuserspacecode.UnlikeanIOSimpleLock,whichshouldn’t
beheldforlongperiodsbecauseitdisablespreemption(andpossiblyinterrupts),amutexhasnosuch
effectonthestateoftheCPUoroperatingsystem’sscheduler.Athreadholdingamutexwillstillbe
preemptedbyanotherthreadonceitstimequantumhasexpiredandathreadholdingamutexcanstill
bepreemptediftheCPUneedstohandleaninterrupt.However,thesepointscanbeseenasadvantages
ofusingamutex,sincetheymeanthattherearenorestrictionsonwhatoperationscanbeperformed
whileamutexisheld.Whileamutexisheld,athreadcanallocatememory,mapmemoryfromuser
spaceintothekernel(whichmayresultinmemorypaging),andcanobtainanothermutex(whichisan
operationthatmayblock).

Aswithaspinlock,athreadthatholdsamutexmustbecarefulnottoobtainamutexthatitis
currentlyholdingasecondtime.Otherwise,adeadlockwilloccur.Atfirst,thismayseemlikeanartificial
problem,sinceit’ssimplyamatterofensuringthatathreaddoesn’tattempttoobtainalockthatitis
alreadyholding.However,thiscanbecomecomplicatedifthecodethatisexecutedwhilealockisheld
callsotherfunctionsthatmaythemselvescallotherfunctionsthatendupacquiringthelock.

Forexample,let’spretendthatwehaveafunctionnamedListEnqueue()thatrequires
synchronizationbecauseitcanbecalledfrommultiplethreads.TheListEnqueue()functionmaybe
calledfrommanylocationsinourproject’scodebaseandsomeofthecallingfunctionsmayalreadyhold
thesynchronizationlockbutothercallingfunctionsnaynotholdthelock.IfoursampleListEnqueue()
functionweretoacquirealocktoensurethatitissynchronizedwhencalledfromfunctionsthatdonot
alreadyholdthelock,wewouldintroduceadeadlockwhenListEnqueue()iscalledfromfunctionsthat
doholdthelock.Thissituationcanbesolvedbyusingarecursivemutex.

Onceathreadhasacquiredarecursivemutex,anycodethatrunsonthatsamethreadisableto
reacquirethemutexmultipletimeswithoutresultinginadeadlock.Thesharedresourceisstill
synchronized,sinceanyotherthreadthatattemptstoacquirethemutexwillbeblockeduntilall
acquisitionsmadebytheowningthreadhavebeenreleased.TheI/OKitprovidessupportforarecursive
mutexthroughtheIORecursiveLockobject.

AsummaryofthemutexoperationsprovidedbytheI/OKitisgiveninTable7-3.

Table7-3.MutexSynchronizationFunctionsProvidedBytheI/OKit

Function Description 

IOLock* IOLockAlloc(void); 

IORecursiveLock* 
IORecursiveLockAlloc(void); 

AllocatesanewIOLockorIORecursiveLockand
returnsapointertotheinitializedobjector
NULLonfailure.

void    IOLockFree(IOLock* lock); 

void    IORecursiveLockFree(IORecursiveLock* 
lock); 

DeallocatesanIOLockobjectthatwasallocated
byIOLockAlloc()oranIORecursiveLockobject
thatwasallocatedbyIORecursiveLockAlloc(). 
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Function Description 

void    IOLockLock(IOLock* lock); 

void    IORecursiveLockLock(IORecursiveLock* 
lock); 

Acquiresamutex,blockingthecallingthreadif
thelockisheldbyanotherthread.Oncea
threadhasacquiredarecursivelock,itcan
safelyreacquirethesamelockmultipletimes.

boolean_t 
IOLockTryLock(IOLock* lock); 

boolean_t 
IORecursiveLockTryLock(IORecursiveLock* lock); 

Acquiresamutexlockbutonlyifthelockisnot
heldbyanotherthread.Thisfunctionwill
neverblockthecallingthreadifthelockcould
notbeacquired,butwillreturnaBooleanthat
indicateswhetherthefunctionwasableto
acquirethelock.

void    IOLockUnlock(IOLock* lock); 

void    IORecursiveLockUnlock(IORecursiveLock* 
lock); 

Releasesamutexthathasbeenacquiredby
eitherIOLockLock()orasuccessfulcallto
IOLockTryLock().Or,forarecursivemutex,it
releasesalockthatwasacquiredbyeither
IORecursiveLockLock()orasuccessfulcallto
IORecursiveLockTryLock().

boolean_t 
IORecursiveLockHaveLock 
(const IORecursiveLock* lock); 

Testswhetherarecursivemutexisheldbythe
callingthread.Ifthemutexhasbeenacquired
bythethread,thenthevaluetrueisreturned.If
themutexhaseithernotbeenacquiredorhas
beenacquiredbyanotherthread,thevalue
falseisreturned.

ConditionVariables
Aswellasprovidingamutexforexclusiveaccesstoasharedresource,theIOLockandIORecursiveLock
objectsprovidesupportforasynchronizationprimitiveknownasaconditionvariable.Acondition
variableallowssynchronizationbetweenmultiplethreadsbyprovidingamechanismbywhichone
threadcansuspenditsexecutionuntilaparticularcondition(orevent)occurs.

Asanexample,let’sconsiderthedriverforaserialport.Ourhypotheticaldriverwillreceiveblocking
readrequestsfromauserspaceapplication.Theserequestswillblockandonlyreturntouserspaceonce
datahasbeenreceivedontheserialport.Ratherthancontinuallypollinginsidethedriveruntildatais
available,abetterapproachistocreateaconditionvariableandsuspendthethreadsothatitdoesnot
useanyCPUtimewhileitiswaiting.Whenthedriverreceivesdatafromhardware,itwillwakeany
threadsthatarewaitingontheconditionvariable.Thisisillustratedinthefollowingsamplecode:

void    MyDriver::read (void* buffer, uint32_t* bytesRead) 
{ 
        IOLockLock(m_lock); 
        do { 
                // Attempt to read from hardware 
                *bytesRead = readFromHardware(buffer); 
                 
                // If no data available, sleep until the hardware receives data 
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                if (*bytesRead == 0) 
                { 
                        int     result; 
                         
                        result = IOLockSleep(m_lock, m_readEvent, THREAD_ABORTSAFE); 
                        if (result != THREAD_AWAKENED) 
                                break; 
                } 
        } while (*bytesRead == 0); 
        IOLockUnlock(m_lock); 
} 
 
void    MyDriver::DataAvailable () 
{ 
        // Wake any threads that are sleeping on m_readEvent 
        IOLockWakeup(m_lock, m_readEvent, false); 
} 

Intheprecedingexample,theread()methodwillattempttoreceiveanydatafromthehardware
device,butifnodataisavailable,thenitwillblockthecurrentthreaduntilthehardwarehasdata.When
thehardwarehasdataavailable,theDataAvailable()methodiscalled(whichcouldbecalledin
responsetoahardwareinterrupt)andanyblockedthreadiswoken.Notethattheentirecontentsofthe
read()methodareprotectedbyanIOLock.Thisensuresthatallattemptstoreaddatafromthehardware
deviceareserialized.Otherwise,apotentialraceconditionwouldexistwhenthehardwaresignalsthe
availabilityofdataasmultiplethreadsareawokenandsimultaneouslyattempttoreaddatafromthe
device.ThebehaviorofIOLockSleep()issimilartothatofitsequivalentuserspacefunction
pthread_cond_wait().Thefirstparameterisalockthatmustbeheldbythecaller;IOLockSleep()will
atomicallyreleasethelockwhenitsleepsandreacquirethelockoncetheeventhasbeensignaled.In
thisway,thelockisnotheldwhilethethreadissuspended.

Theparameterm_readEventistheconditionvariable;thewaitingthreadspecifiestheeventthatitis
waitingonthroughtheconditionvariable.Thesignalingthreadindicatestheeventthathasoccurredby
providingthesameconditionvariable.Adriverwilldefineanumberofconditionvariablesthat
correspondtoeventsthatitusestocoordinatebetweenitsthreads.ConditionvariablesintheI/OKitdo
nothaveaspecifictype,ratheraconditionvariableisanarbitraryvoid*thatuniquelyidentifiesan
event.Adriverwillusuallyusetheaddressofaninstancevariable(suchastheaddressofthelockitself)
asaconditionvariable,sincetheuseofanaddressguaranteesthatthevaluewillbeuniqueamong
multipleinstancesofthedriverandotherdriversinthesystem.

AsummaryoftheconditionvariablesynchronizationoperationsprovidedbytheI/OKitisgivenin
Table7-4.
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Table7-4.ConditionVariableSynchronizationFunctionsProvidedBytheI/OKit

Function Description 

int 
IOLockSleep(IOLock* lock, void* event, UInt32 
interruptType); 

int 
IORecursiveLockSleep(IORecursiveLock* lock, 
void* event, UInt32 interruptType); 

Atomicallyunlockstheprovidedlock,which
mustbeheldbythecaller,andwaitsonthe
specifiedevent.

Ifthecallerisrunningonauserspacethread
aspartofacontrolrequest,theinterruptType
parameterspecifieswhetherthesleepshould
beabortediftheuserprocessreceivesa
signalsuchasSIGHUPorSIGKILL.

Thelockisreacquiredbeforethefunction
returns.

int 
IOLockSleepDeadline(IOLock* lock, void* event, 
AbsoluteTime deadline, UInt32 interruptType); 

int 
IORecursiveLockSleepDeadline(IORecursiveLock* 
lock, void* event, AbsoluteTime deadline, UInt32 
interruptType); 

Performsasleeponaneventwithaspecified
timeoutparameter.Iftheeventisnot
signaledbeforethespecifiedtime,the
functionwillwakeandreturntothecaller,
withthelockreacquired.

void 
IOLockWakeup(IOLock * lock, void *event, bool 
oneThread); 

void 
IORecursiveLockWakeup(IORecursiveLock* lock, 
void* event, bool oneThread); 

Signalsthataneventhasoccurredandwakes
anythreadsthataresleepingonthatsame
event.TheparameteroneThreadallowsthe
callertospecifywhetheronlyonesleeping
threadshouldbeawokenorwhetherall
threadsthataresleepingontheeventshould
beawoken.


TheinterruptTypeparameterthatisprovidedtothesleepfunctionsdetermineswhetherthe

functionshouldreturniftheprocessthatownsthethreadreceivesasignalsuchasSIGHUPorSIGKILL.
Thisisusefulifthewaitisbeingperformedbyauserclientinresponsetoacontrolrequestinwhichcase
thedriverfunctionwillberunningonathreadthatwascreatedbytheuserspaceapplication.
Dependingonthesituation,thedrivermaywishtoabortthewaitiftheprocessreceivesasignal,since
theclientprocessmayhavebeenterminated.ThepossiblevaluesforinterruptTypeare:

• THREAD_UNINTspecifiesthatthesleepshouldnotbeabortedbyanysignal

• THREAD_INTERRUPTIBLEspecifiesthatthesleepmaybeabortedifaSIGKILLsignalis
received

• THREAD_ABORTSAFEspecifiesthatthesleepmaybeabortedifanysignalisreceived

Uponwakingfromasleep,thefunctionwillreturnoneofthefollowingresultvalues:

• THREAD_AWAKENEDindicatesthefunctionreturnednormallyandtheeventwas
signaledbyacalltoIOLockWakeup()
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• THREAD_TIMED_OUTindicatesthattheeventwasnotsignaledbythespecified
deadline

• THREAD_INTERRUPTEDindicatestheuserprocessthatownsthethreadonwhichthe
driverwassleepingreceivedasignal

• THREAD_RESTARTindicatesthatthewaitoperationshouldberestartedentirely

Read/WriteMutexes
Oneoftheproblemswithamutexisthatallowingonlyasinglethreadtoholdthelockcanoftenbe
unnecessarilyrestrictive.Inmanycases,thereisnoreasonwhymultiplethreadsshouldnotbeallowed
toreadasharedresource.Itisonlywhenathreadwishestowritetothesharedresourceorotherwise
modifyitthatexclusiveaccessisrequired.Thisproblemissolvedbyaspecializedtypeofmutexknown
asaread/writemutex.

TheI/OKitprovidesread/writemutexesthroughanobjectknownasIORWLock.Aread/writemutex
canbeusedinasimilarwaytoastandardmutex.Theonedistinctionisthecallermustdetermine
whetheritintendstoreadthesharedresource(inwhichcaseitcansharethemutexwithotherreaders)
orintendstowritetothesharedresource(inwhichcaseitrequiresexclusiveaccesstothemutex).The
I/OKitprovidestwoseparatefunctionsdependingontheactionthatthecallingcodewishestotake.

Asummaryoftheread/writemutexsynchronizationoperationsprovidedbytheI/OKitisgivenin
Table7-5.

Table7-5.Read/WriteMutexSynchronizationFunctionsProvidedBytheI/OKit

Function Description 

IORWLock*       IORWLockAlloc(void); AllocatesanewIORWLockandreturnsa
pointertotheinitializedobjectorNULLon
failure.

void    IORWLockFree(IORWLock* lock); DeallocatesanIORWLockthatwasallocatedby
IORWLockAlloc().

void    IORWLockRead(IORWLock* lock); Acquiresaread/writemutexwiththe
intentionofreadingthesharedresource.The
mutexmaybesharedwithotherreadersbut
willblockifthemutexisheldbyawriter.

void    IORWLockWrite(IORWLock* lock); Acquiresaread/writemutexwiththe
intentionofwritingtothesharedresource.
Thecallerisgrantedexclusiveaccesstothe
sharedresourceandwillblockifthe
read/writemutexisheldbyanyreadersor
writers.

void    IORWLockUnlock(IORWLock* lock); Releasesaread/writemutexthathasbeen
acquiredbyeitherIORWLockRead()or
IORWLockWrite().
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NoteTheI/OKitlockingprimitivesareallbuiltontopofMachtypes.TheI/OKitcontainsfunctionstogetatthe
underlyingMachlockingtypes,includingIOSimpleLockGetMachLock(),IOLockGetMachLock(),
IORecursiveLockGetMachLock(),andIORWLockGetMachLock().Thesefunctionscanbeusefultotake
advantageofbehaviorthatisimplementedattheMachlevelbutnotexposedbytheI/OKitfunctions.Forexample,
Machread/writelockscanbeupgradedfromsharedreadaccesstoexclusivewriteaccess,buttheI/OKitprovides
noequivalentfunction.

SynchronizingAsynchronousEvents:WorkLoops
Synchronizationwithinadriverbecomesdifficultifthedriverneedstorespondtoasynchronousevents
suchashardwareinterruptsortimers.Thisaddsanextralayerofcomplexitysince,inadditionto
requiringsynchronizationbetweenmultiplethreadsofexecution,thedrivernowhastocontendwith
thesynchronizationofcodethatrunsonmultiplethreadsandcodethatrunsinresponseto
asynchronousevents.Tosimplifytheworkrequiredbythedriverdeveloper,theI/OKitprovidesaclass
knownasIOWorkLoopthatcreatesasinglethreadonwhichallasynchronouseventsarehandled.InI/O
Kitnomenclature,thisthreadisknownasa“workloop”andadriverregistersanyofitsasynchronous
eventsources,suchasinterrupthandlersandtimers,withanIOWorkLoopobject.

Formuchofthetime,theworkloopthreadwillbeidle,consumingnoCPUtimeandsimplywaiting
foraneventtooccur.Onceaneventoccurs,thecorrespondingeventsourcewillsignaltheworkloop.
Theworkloopthreadwillwakeup,handletheevent,andthenreturntothesleepstate.Sinceallevents
arehandledonthesameworkloopthread,thisdesignprovidesanelegantsolutionforsynchronizing
multiplesourceswithinadriver.Anotheradvantageofthisdesignisthat,sincealleventsourcesare
handledonthesamethread,thehandlerfunctionsdonotneedtoprovideanyadditionallocking
becausethereisnopossibilityofmultiplehandlersrunningatthesametime.

TheworkloopisanintrinsicpartofeveryI/OKitdriver.TheIOServiceclass,whichisthebaseclass
fromwhicheverydriverobjectisultimatelyderived,providesamethodnamedgetWorkLoop()through
whichaproviderclasscanshareitsworkloopwithitschilddrivers.Adrivercanchoosetousethe
IOWorkLoopobjectcreatedbyitsproviderclass(bycallingIOService::getWorkLoop())orcanopttocreate
itsownIOWorkLoopobject.Ifadriverexpectstoreceiveonlytheoccasionalasynchronouseventandthe
latencyoftheeventhandlerdoesn’tneedtobekepttoaminimum,thensharingtheworkloopofits
providerclassisanattractiveapproach.Thiswillalsosimplifythecodethatformsthedriver’s
constructoranddestructorandeliminatetheoverheadofcreatinganadditionalkernelthreadforthe
driver’sownworkloop.Driversthathandlehardwareinterruptsshouldcreatetheirowndedicated
IOWorkLoopobjectsincethisguaranteesminimumlatencybecausetheworkloopisnotsharedwith
eventsourcesfromitsproviderdriver.

Adriverwilltypicallyinitializeitsworkloopinsidethedriver’sstart()method.Ifadriverdecides
thatitwillsharetheworkloopofitsprovider,thenitcanobtainaworkloopinthefollowingway:

m_workLoop = getWorkLoop();        // Implemented by the IOService superclass 
if (m_workLoop == NULL) 
        abort with error; 
m_workLoop->retain(); 

Ifadriverdecidesthatitwillcreateadedicatedworkloopofitsown,thenitcaninstantiateanew
IOWorkLoopobjectasfollows:



CHAPTER7SYNCHRONIZATIONANDTHREADING

134

m_workLoop = IOWorkLoop::workLoop(); 
if (m_workLoop == NULL) 
        abort with error; 

IfadriverinstantiatesitsownIOWorkLoopobject,thenitshouldconsideroverridingtheIOService
methodgetWorkLoop()toexposeitsworklooptoanychilddriversofitsown.

HavingobtainedanIOWorkLoopobject,thedrivernextneedstoregistertheeventsourcesthatit
wishestohandleontheworkloopthread.EventsourcesareobjectsthatinheritfromtheIOEventSource
baseclass.TheI/OKitprovidesspecializations,includingtheIOInterruptEventSourceclassandthe
IOTimerEventSourceclass,forcreatinganeventsourceforaPCIcard’sinterrupthandlerandatimer
event,respectively.Whenaneventsourceisinstantiated,acallbackfunctionisprovided,whichwillbe
invokedwhentheeventrequiresservicing.Thecallbackfunctionisguaranteedtoeitherbecalledfrom
theworkloopthreadortobesynchronizedwithanycoderunningontheworkloopthread.Anexample
ofcodetocreateaneventsourceforatimerandaddittoaworkloopisgivenhere:

m_timerEventSource = IOTimerEventSource::timerEventSource(this, TimerFiredFunc); 
if (m_timerEventSource == NULL) 
        abort with error; 
 
result = m_workLoop->addEventSource(m_timerEventSource); 
if (result != kIOReturnSuccess) 
        abort with error; 

NoteInthecaseofaninterrupthandler,thecallbackthatisrunontheworkloopthreadcorrespondstothe
secondaryinterrupthandler;theprimaryinterruptisstilltakenatthehardwareinterruptlevelandwillruninan
arbitrarythreadcontext.

Adriverwilltypicallyspecifyastaticmethodinitsmaindriverclassasthecallbackfunctionofan
IOEventSource.Althoughtheargumentsprovidedtothecallbackfunctiondifferdependingonthetype
ofeventsourcethatisbeinginvoked,thefirstargumentisalwaysapointertoanOSObjectclassthatcan
beusedtopassthedriver’sinstancetothecallbackfunction.Dependingonthecomplexityofthe
callbackfunction,theimplementationmayeitherhandletheeventdirectlyinthestaticclassfunctionor
callthroughtoaninstancemethodofthedriver.

IOCommandGate
Oneproblemthatremainsisthatadrivermayneedtosynchronizecoderunningonitsownthreads
againsteventactionsthatrunontheworkloopthread.Forexample,considerthedriverforadiskdevice
thatreceivesrequestsforreadandwritetransactionsfromuserspaceapplications.Sincethehardware
canonlyserviceonetransactionatatime,anyadditionaltransactionswillbeaddedtoaqueueand,
wheneveratransactionhascompleted(whichissignaledthroughaninterrupt),thedriverwillremove
thenexttransactionfromtheheadofthequeueandserviceit.Sincethishypotheticaldriver
manipulatesthetransactionqueuebothfromwithinitsinterrupthandler(whichwillrunonthework
loop)andfromitsuserclient,itrequiressomewayofsynchronizingcodethatrunsontheworkloop
threadwithcodethatrunsinanarbitrarythreadcontext.
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Tosolvethisproblem,theI/OKitprovidesaspecialeventsourceknownasacommandgate,
implementedbyaclassnamedIOCommandGate.Acommandgateisinstalledonaworklooplikeanyother
eventsourcebut,insteadofgeneratingeventsitself,itisusedtoexecuteanarbitrarycallbackfunction
ontheworkloopthread.TheIOCommandGateclasscontainsamethodnamedrunAction()thattakesa
functionpointerandrunsthatfunctionsuchthatitissynchronizedwithanyotherworkloopevent.A
functionthatisexecutedthroughanIOCommandGateobjectissaidtobea“gated”function.Thegated
functionisn’tactuallyrunontheworkloopthread.Itissimplyserializedagainstallotherworkloop
sources,includingothergatedfunctionsthatarecalledthroughthesameIOCommandGate.Thecommand
gateactuallyrunsthefunctiononwhicheverthreadmadethecalltorunAction().Thisremovesthe
overheadofacontextswitchtotheworkloopthread.Anexampleofcallingafunctionthroughan
IOCommandGateisshowninthefollowingcode:

// Method called outside the gate 
IOReturn MyDriver::startTransaction(Transaction* transaction) 
{ 
        // Call the function StartTransactionAction through the command gate 
        return m_commandGate->runAction((IOCommandGate::Action)StartTransactionAction); 
} 
 
// IOCommandGate::Action 
IOReturn MyDriver::StartTransactionAction(MyDriver* self, Transaction* transaction) 
{ 
        // This static method is synchronized against all work loop methods 
        ... 
        return kIOReturnSuccess; 
} 

Inthepreviousexample,weprovidedasingleparametertotheactionfunction,namelythe
argument“transaction”.TheIOCommandGateallowsuptofourparameterstobeprovidedtoanaction
function.

TheIOCommandGateachievesitssynchronizationthrougharecursivelock.Thisallowsafunctionthat
hasbeencalledthroughtheIOCommandGatetocallotherfunctionsthroughthesameIOCommandGate
withoutcausingadeadlock.Italsoallowsagatedfunctiontosleepandwakeonconditionvariables,
usinganapproachthatissimilartothatdiscussedearlierinthischapter.TheIOCommandGateclass
containstwomethodsforsleepingonaconditionvariable,onewhichwilltimeoutafteraspecified
periodandonewhichwillsleepuntiltheconditionvariableissignaled.Thesetwomethodsare
describedasfollows:

IOReturn             commandSleep(void* event, UInt32 interruptType); 
IOReturn             commandSleep(void* event, AbsoluteTime deadline, UInt32 interruptType); 

Theparametersevent,interruptType,anddeadlinehavethesamemeaningastheparametersof
thesamenamethatarepassedtothefunctionsIOLockSleep()andIOLockSleepDeadline()describedin
Table7-4.Aswesawinthesectionon“ConditionVariables,”athreadcanonlysleeponacondition
variableifitisholdingasynchronizationlock.ThesameruleappliesforthecommandSleep()method,
whichmustbecalledfromafunctionthathasbeencalledthroughanIOCommandGateobject.

Tosignalacommandgate’sconditionvariablewhenaneventhasoccurred,theIOCommandGateclass
providesthefollowingmethodthattakesthesameformastheIOLockWakeup()functiondescribedin
Table7-4:

void    commandWakeup(void* event, bool oneThread); 
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TheIOCommandGateobjectprovidesallofthesynchronizationcapabilitiesofanIORecursiveLock,
includingmutexlockingandconditionvariablesupport.ThisallowsadrivertouseanIOCommandGate
objectinsteadofanI/OKitlockforallofitssynchronization.Thiscanbeusefulifadriverneedsawork
looptoprovidesynchronizationagainstasynchronousevents;thedrivercancreateanIOCommandGate
andusetheworkloopthroughoutitsimplementationinsteadofcreatingadditionallocks.

Timers
ThefinaleventsourcethatwewilldiscussistheIOTimerEventSource,whichprovidesabasic,non-
periodictimer.AcommonuseofanIOTimerEventSourceisforcreatingawatchdogtimertocancel
operationsthathavenotcompletedwithinacertainperiodoftime.

Whenatimeriscreated,thecallerprovidesacallbackfunctionthatwillberunwhenthetimer
expires.Likeanyothereventsource,atimermustbeaddedtoanIOWorkLoopobjectanditscallback
functionwillberunfromacontextthatissynchronizedtoallothereventsourcesinstalledonthework
loop.

Atimercanbeinitializedandaddedtoanexistingworkloopasshowninthefollowingcode:

m_timer = IOTimerEventSource::timerEventSource(this, TimerFired); 
if (m_timer == NULL) 
        abort with error; 
 
result = m_workLoop->addEventSource(m_timer); 
if (result != kIOReturnSuccess) 
        abort with error; 

ThemethodIOTimerEventSource::timerEventSource()instantiatesanewIOTimerEventSource
object.ItsfirstparameterisapointertoanOSObject,whichispassedtothecallbackfunction,allowingit
toaccessthedriverobject.

Next,thetimerneedstobeactivated.Thisisdonebyspecifyingatimeoutperiodfromthecurrent
timeuntilthetimerfires.TheIOTimerEventSourceclassprovidesmethodstospecifythetimeoutin
milliseconds,microseconds,nanoseconds,orinarbitrarytimeunits:

IOReturn         setTimeoutMS(UInt32 ms); 
IOReturn         setTimeoutUS(UInt32 us); 
IOReturn         setTimeout(UInt32 interval, UInt32 scale_factor = kNanosecondScale); 

Whenthetimerfires,thespecifiedcallbackfunctionwillberun,whichhasthefollowingsignature:

void    MyDriver::TimerFired(OSObject* owner, IOTimerEventSource* sender) 
{ 
} 

AlthoughthetimerprovidedbyIOTimerEventSourceisnotperiodic,thetimer’snexttimeoutvalue
canbesetfromwithinitscallbackfunction.YouwillnoticethattheIOTimerEventSourceinstanceis
providedasaparametertothecallbackfunction,whichallowsthecallbacktoeasilyre-installthetimer.
Ifthedriftbetweensubsequentfiringsofthetimerneedstobeavoidedforaspecificapplication,the
IOTimerEventSourceprovidesawakeAtTime()methodthatallowsthetimeouttobespecifiedasan
absolutetime.Aperiodictimerthatdoesnotdriftovertimecanbecreatedbyspecifyinganabsolute
timeeachtimethetimerisreinstalled.

Ifatimerneedstobecancelled,forexample,becausetheoperationthatawatchdogtimerwas
guardinghassuccessfullycompleted,theIOTimerEventSourceclassincludesamethodnamed
cancelTimeout().Thismethodisalsoasynchronizationpoint,andwillguaranteethatthetimer’s
callbackfunctionwillnotbecalledbythetimethismethodhasreturned.
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ReleasingWorkLoops
Whenadriverisunloaded,itwillneedtoreleaseanyworkloopthatithascreated.Thisisatwo-step
processandinvolvesremovingeventsourcesfromtheworkloopandthenreleasingtheIOWorkLoop
object.Thefirstpartisusuallyperformedbyadriverinitsstop()method,buttheworkloopitselfis
typicallynotreleaseduntilthedriver’sfree()methodiscalled.Apossibleimplementationfollows:

void    MyDriver::stop(IOService* provider) 
{ 
        // Remove and release the command gate event source. 
        if (m_commandGate != NULL) 
        { 
                m_workLoop->removeEventSource(m_commandGate); 
                m_commandGate->release(); 
                m_commandGate = NULL; 
        } 
         
        // Remove and release the timer event source. 
        if (m_timer != NULL) 
        { 
                m_timer->cancelTimeout(); 
                m_workLoop->removeEventSource(m_timer); 
                m_timer->release(); 
                m_timer = NULL; 
        } 
         
        super::stop(provider); 
} 
 
 
void    MyDriver::free() 
{ 
        // Release the work loop 
        if (m_workLoop != NULL) 
        { 
                m_workLoop->release(); 
                m_workLoop = NULL; 
        } 
         
        super::free(); 
} 

KernelThreads
Unlikeauserspaceapplication,adriverdoesn’thaveamainthreadthatisalwaysrunningwhilethe
driverisactive.Instead,adrivertypicallyexecutesonexistingthreadsinresponsetocertainevents.For
example,whenauserspaceprocessmakesacontrolrequestthroughthedriver’suserclient,thedriver
executeswithinthecontextofthecallingthreadownedbytheuserprocess.Similarly,whenadriver’s
hardwaregeneratesaninterrupt,thedriver’ssecondaryinterrupthandlerisexecutedfromthework
loopthread.Becauseadriverexecutesinresponsetosuchevents,ifadriverisn’thandlinganevent,
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suchasacontrolrequestoraninterrupthandler,itwilltypicallyhavenocodeexecutingonanythread
inthesystem.

Thelackofanequivalentofamainthreadcanbeaproblemforadriver,particularlyifitneedsto
havecodeexecutingcontinuallysothatitcanperiodicallypollitshardwaredeviceorifitwishesto
performatime-consumingoperationsuchasdownloadingfirmwaretoitshardware.Inthesecases,a
drivercancreateitsownkernelthreadonwhichtocontinueexecutingcodewithouttyingupthethread
ofauserprocessortheworkloopthread.

AgoodexampleoftheuseofakernelthreadisshowninListing5-16fromChapter5.Inthis
example,auserspaceapplicationmadeacontrolrequesttothedrivertoperformadelayoperation.
Ratherthanperformingthedelaywithinthecontextoftheprocessthread,whichwouldhaveblocked
thecallingprocess,thedriverinsteadchosetocreateabackgroundthreadonwhichtoperformthesleep
operation.Oncethedelayhadcompleted,thedriverthensignaledtheuserprocesswithan
asynchronousnotification.Thissimpledesignpatterndemonstrateshowadrivercanuseakernel
threadtoturnasynchronousoperationthatwouldblockthethreadfromthecallingprocessintoan
operationthatappearstobeasynchronoustothecallingprocess.

TheAPIsforcreatingakernelthreadcomefromthelower-levelMachlayerandaredeclaredinthe
headerfile<kern/thread.h>.Youshouldneverneedtoincludethisheaderfiledirectlythough,sinceitis
includedbytheheaderfile<IOKit/IOLib.h>.IfyoulookatthecontentsofIOLib.h,youwillseethatit
containsasmallnumberofthreadingfunctions,includingsupportforcreatingathread.StartinginMac
OSX10.6,however,thesefunctionshavebeendeprecatedbyAppleinfavoroftheMachfunctions.

Thefunctionkernel_thread_start()canbeusedtocreatekernelthread.Itsprototypeisgivenas
follows:

kern_return_t   kernel_thread_start(thread_continue_t continuation, void* parameter, 
                        thread_t* new_thread); 

Theargument“continuation”isactuallyafunctionpointertothestartroutineofthenewlycreated
thread.Ifathreadwassuccessfullycreated,thereturnvaluefromkernel_thread_start()willbe
kIOReturnSuccessandtheargument“new_thread”willcontainareferencetothenewlycreatedthread,
muchlikethereferencethatisreturnedbytheuserspacefunctionpthread_create().Thethread_t
objectthatisreturnedisn’tterriblyusefultothecaller,sincethereareveryfewpublickernelAPIsfor
threadmanipulation.However,thethread_tvaluecanbecomparedagainstthevaluereturnedby
current_thread()todeterminewhethertheactivefunctionisrunningonaparticularthread.

Inmostcases,thecallerimmediatelyreleasesthethread_tobjectaftersuccessfullycreatinga
thread;thisdoesnotimpacttheexecutionofthebackgroundthreaditself.Toreleasethethread_t
object,thefunctionthread_deallocate()shouldbeused,whichhasthefollowingprototype:

void    thread_deallocate(thread_t thread); 

NoteItisimportantthatthethread_tobjectthatisreturnedbykernel_thread_start()isreleasedto
preventamemoryleak.

Thestartroutineforthethreadhasthefollowingsignature:

void    ThreadFunction (void* parameter, wait_result_t waitResult) 

Thefirstargumenttothefunction,parameter,correspondstothevaluethatwaspassedto
kernel_thread_start()andallowsthecreatorofthethreadtopasscontexttothethread’sfunction.The
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secondargumenttothefunction,waitResult,isnotusefulforthreadscreatedthrough
kernel_thread_start();itspresenceissimplyaconsequenceofthethreadfunctionbeingdefinedasthe
typethread_continue_t.Internally,thekernelmakesuseofthetypethread_continue_telsewhereand
thevalueofwaitResultisusedinthesecases.

Finally,onceathreadhascompleteditsoperationandwishestoterminate,thethreadfunction
shouldcallthefunctionthread_terminate(),asdemonstrated:

thread_terminate(current_thread()); 

Notethatalthoughitmightseemthatitispossibletoterminateabackgroundthreadfromanother
thread,thiswillfailwithanerrorreturnedtothecaller.Thethread_terminate()functiononlyallowsthe
currentthreadtobeterminated.Toterminateabackgroundthread,forexample,whenadriveris
unloaded,thedrivershouldinsteadsignalthebackgroundthreadthatitneedstoexitandallowthe
threadtoterminateitself.ThissignalingcanbedoneeitherbysettingaBooleanflagthatthe
backgroundthreadchecksperiodicallyorbysettingaconditionvariablethatthebackgroundthread
sleepson.

Summary
• Adriverrunsinamultithreadedenvironment.

• Themethodsofadriverclasscanpotentiallybecalledfromanarbitrarythread.
Thismeansthat,evenifadrivercreatesnothreadsofitsown,itcannotescapethe
needforsynchronizedaccesstoitssharedinstancevariablesandhardware.

• TheI/OKitprovidessynchronizationfunctionsthatadrivercanusetoprevent
multiplethreadsfrommodifyingshareddataatthesametime.

• Aspinlockisasuitablesynchronizationmechanismforcodethatwillholdthe
lockonlyforashortperiodoftimeorforcodethatwillexecuteinsideaprimary
interrupthandler.

• Amutexisabetterchoiceifthelockwillbeheldforlongerperiods,butitcannot
beusedinsideaprimaryinterrupthandler.

• Tosynchronizeeventsthatcanoccuratanarbitrarytime,suchasahardware
interruptorasoftwaretimer,theI/OKitprovidesadedicatedthreadonwhichthe
handlerfortheseeventsisrun.ThisisknownastheworkloopthreadandtheI/O
Kitensuresthatalleventsourcesthatareinstalledontheworkloopareexecuted
inaserialmanner.
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Universal Serial Bus 

TheUniversalSerialBus(USB)isaubiquitoustechnologyfoundinawidevarietyofproducts,notably
computerperipherals,includingmice,keyboards,harddrives,andprinters,aswellasalmostanyother
typeofdeviceorequipmentthatcanbeconnectedtoacomputer.TheUSBisaspecificationthat
definesthecommunicationbetweenadevice,suchasaprinterormobilephone,andahostcontrolled
byacomputerdevice,suchasyourMacoriPad.TheUSBspecificationwasdevelopedin1996bya
consortiumofcompanies,includingCompaq,DEC,IBM,Intel,Microsoft,NEC,andNortel.The
motivationwastoreplaceaseriesofconnectorswithauniversalconnector,makingiteasiertoconnect
externaldevicestopersonalcomputers.TheUSBspecificationiscurrentlyatversion3.0.Supportfor3.0
isstillemerging,andsupportforversion2.0isbyfarthemostubiquitousatthistime.Applehasyetto
releasehardwarecapableofsupportingthelatestUSB3.0specification,butApplecomputershave
shippedwithUSBsupportsincebeforeOSX.TheiOSseriesofdevicesarethemselvesUSBdevices,but
theycanalsoactasUSBhosts.AnexampleofthisistheiPad,whichcanactasahostforUSBdevices,
suchasdigitalcameras.

USBisbasedonamaster-slavesystem,whereacontroller(host)communicateswithslavedevices.
Ahostcommonlyhasaone-to-onerelationshipwithabus.

Asakernelprogrammer,ifyouaretaskedwithwritingadriverforahardwaredevice,thereisa
majorchancethatitwouldbeforaUSBdevice.Thegoodnews(foruslazyprogrammers,anyway)isthat
youcangetawaywithouthavingadriverifyourdeviceconformstooneoftheclassesdefinedbythe
USBImplementersForum(USB-IF).Forexample,keyboardsandmicecomplywiththehumaninterface
device(HID)specification,whichmakesitunnecessaryforavendortosupplyadriver,astheOSwill
alreadyhaveagenericdriverthatcanbeusedtocommunicatewiththesedevices.However,thevendor
couldstillelecttodevelopadriver—forexample,ifthedevicehasadvancedcapabilities,suchas
additionalcustomizablebuttonsonamouse.

ThischapterwillprovideabroadoverviewoftheUSBspecificationandarchitecture.The
specificationismuchlongerthanthisbook,soobviouslyadetaileddiscussionisoutofthequestion.We
willinsteadfocusonthepartsthatmatterwhenimplementingadriverforaUSBdevice.Wewillalso
discussthearchitectureoftheUSBsubsystemprovidedbyI/OKit,aswellasprovidecodeforafictional
USBdevicedriver.ItisworthmentioningthatUSBdriverscanbewrittenbothinthekernelandinuser
space.Akerneldriverisgenerallyneededwhenadriver/devicecanbeaccessedconcurrentlybymany
applications,oriftheprimaryclientofthedriveristhekernelitself.Examplesofdevicestypically
implementedinthekernelarestorage,networking,audio,anddisplaydrivers,whereasdriversfor
printers,mice,andkeyboardsmaybehandledfullyorpartiallybyauserspacedriver.Inthischapter,we
willfocusontheUSBingeneral,andontheimplementationofkernelspacedrivers.Adiscussionabout
userspacedriversisprovidedinChapter15.
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USB Architecture 
InaUSBsystem,thehostcontrolleristhemasterandtheUSBdevicesarethesubordinates.TheUSB
topologyisorganizedinatree-likestructure,whichformsabus,withthehostcontrollerbeingtheroot
andthecontrollerofthesubordinateddevice.Thehostcontrollerisresponsibleforcoordinating
activitiesonthebus,andadeviceisnotabletoperformI/O,oranyotheractivityonthebus,without
firstbeingaskedtodosobythehost.

Thetreestructurebranchesoutwiththehelpofhubs,whichallowconnecteddevicestobecome
partofthebus,andthusextendit,asanewbranch.Thesubordinatedevicesofahubcanhaveother
hubsconnectedtothem—uptofourlevelsdeepispossible.Theroothubisusuallyembeddedinto,and
partof,thehostcontrolleritself.Figure8-1showstheUSBtopologyforaMacBookcomputer.



Figure8-1.SystemInformationshowingtheUSBtopologyofaMacBook,withexternaldevicesconnected

ThesysteminFigure8-1hasfourbuilt-inUSBbuses,butonlytwobusesareactuallyconnectedto
externalUSBports.WhilemostpeopleassociateUSBdeviceswithexternaldevices,USBisoftenusedto
communicatewithfixedinternaldevicesinthecomputersystem.ThefirsttwoUSBbusesofthe
MacBookinFigure8-1areinternaltothenotebook,andareusedtoconnecttotheinternalkeyboard,
thetrackpad,andtheIRReceiver.ThesecondinternalbusconnectstotheBluetoothUSBhost
controller.BothofthesebusesareUSB1.1buses,whichisfinebecausethedevicesconnectedtothem
allhavelowbandwidthrequirements.

ThisMacBookhastwoexternalUSBdevicesconnected,anexternalharddriveandaniPhone,each
connectedtoaseparatephysicalUSBportonthesystem.Althoughyouwouldthinkthatanexternal
USBporthasitsowndedicatedbus,thismaynotalwaysbethecase.AsyoucanseeinFigure8-1,oneof
thebuseshasanadditionalUSBdeviceattachedtoit,namelythebuilt-iniSightcamera.Thecamera
requiresmorebandwidththanthe1.1USBbuses/controllerscanprovide,soitisinsteadattachedtoone
ofthetwoUSB2.0controllers,likelytoavoidhavingaseparatecontrollerjustfortheiSight,saving
space,parts,cost,andbatterypower.Thedownsideisthatanexternaldevicewillsharebandwidthwith
theiSightcamera(whenitisinuse).
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TheexactUSBtopologywillvaryfromsystemtosystem,andthisisjustoneexampleofhowitcan
beorganized.

EachbusinaUSBsystemcansupportupto127devices,includinghubdevices,whicharealsoUSB
devices.BandwidthonaUSBbusissharedbetweentheconnecteddevices,sohavingalargenumberof
activedeviceswillincurasignificantpenalty,whichiswhyitisnowcommontohavephysicalUSBports
onseparatehostcontrollers—eachprovidingabus,ratherthanhavingportsconnectedtoasingle
controller.

AUSBisdesignedtobehot-pluggable,whichmeansthatthesystemcanhandletheinsertionor
removalofanydeviceatanytimeduringoperation,although,dependingonthetypeofdevice,thismay
notnecessarilybesafetodo—theprimeexampleisaharddrive,which,ifunpluggedatthewrongtime,
canleadtocorruptionofthedrive’sfilesystem.Fromadeveloper’sperspective,thismeansthatyour
drivercodeneedstobedesignedtoanticipatethearrivalorremovalofadevice.

TheUSBspecificationalsosupportspowerfordevicesthroughthebus,amajoradvantageover
olderbustechnologies,asthis,forexample,willallowyoutochargeaniPhonesimplybypluggingitin
toyourlaptop,ortoself-poweradevicesuchasaharddrive.

ThekeycharacteristicsoftheUSBcanbesummarizedasfollows:

• Singleconnectortypeforalldevices,designedtoreplaceavarietyofolder
connectors,suchasthePS/2.

• Abilitytoconnectmanydevicestothesameconnector.

• USBbusescanbeexpandedwiththehelpofhubs,supportingupto127devices
perbus.

• Devicesarehot-pluggable.

• Devicescanbepoweredbythebus,whichenablesthemtobechartedorfully
poweredthroughthebus,dependingonpowerrequirements.

• Bandwidthissharedbetweendevicesonabus.

• AUSBdeviceisaslavedeviceandcannotinitiateanyactivityonthebuswithout
thepermissionofthehost.

OnekeycharacteristicthatsetstheUSBapartfromtraditionalhardwarearchitectures,suchasthe
PCI,isthatitdoesnotdirectlygeneratesysteminterrupts.Theabilityforadevicetoasynchronously
notifythesystemofsomeeventisessentialfortheoperationofmanytypesofcommondevices—for
example,anetworkdevicethatwillnotifythesystemeachtimeanewnetworkpacketarrives,ora
mouseorkeyboardthatreliesontellingthesystemitscurrentpositionorwhichkeywaspressed.

AUSBdevicecanstillprovideinterrupt-likecapabilities,butitisnotabletodirectlyinterruptaCPU
inthesamewaythataPCIdevicecan.ToreceiveaninterruptfromaUSBdevice,aninterrupttransfer
hastobeissuedtothedevice.Oncethetransferisissued,andaneventoccurs,suchasthearrivalofa
networkpacket,theUSBdeviceisnotsimplyfreetosignalthehostcontroller—ithastobepolledbythe
hostcontroller.AUSBdevicecanonlyinteractonthebusiftoldtodosobythehost.Thehostcontroller
providesamaximumlatencyguaranteeforinterrupttransfers.Thelowestachievablelatencyis125
microseconds.Adevicecanspecifythedesiredintervalforinterruptpollinginitsendpointdescriptors.

ItshouldbenotedthatalthoughaUSBdevicecannotdirectlyinterruptaCPUitself,aUSBhost
controllercertainlycan,andmaydosoinresponsetoacompletedinterrupttransferfromadevice.Most
moderncomputersystemstalktoUSBcontrollersviaPCI.
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TipTheUSBspecificationsaregovernedbytheUSBImplementersForum(USB-IF),anot-for-profit
organization.Theirwebsitecanbefoundathttp://www.usb.org.

USBTransferSpeeds
ThefirstiterationoftheUSBstandardsupportedtwospeeds:alowspeed,at1.5Mbit/s,andafullspeed,
at12Mbit/s.Lowspeeddevicesarelesssusceptibletoelectromagneticinterference,andthereforethese
canbemadecheaper,astheycanbecreatedusinglowerqualityparts.Thisreducesthecostofsimpler
USBdevices,whichdonotrequiretheadditionalbandwidthneededforafullspeeddevice.TheUSB2.0
standardincludedthefullspeedmode,capableofoperatingatspeedsupto480Mbits/s,whilealso
beingbackwardcompatiblewithUSB1.0.ThismadetheUSBcompetitivewiththeFirewire
specification,whichatthetimeoperatedat400Mbits/s(seeTable8-1forUSBtransferspeeds).

Table8-1.USBTransferSpeeds

Name Rate Introduced In 

Low-speed 1.5Mbits/s USB1.0

Full-speed 12Mbits/s USB1.0

High-speed 480Mbits/s USB2.0

SuperSpeed 5.0Gbits/s USB3.0

TheUSB3.0specificationsupportsspeedsupto5Gbits/s,anditwasthefastestgenerallyavailable

externalbusuntilThunderboltwasreleasedin2011.ApplehassofarnotoptedtoincludeUSB3.0
compatibledevicesinitscomputers,althoughtherearethirdpartyofferingsavailableforMacsthat
supportExpressCardorPCI-Express.

HostControllers
Hostcontrollersaregovernedbyseparatespecificationsthatdeterminehowthecomputersystemwill
communicatewiththehostcontroller.ModernsystemstypicallyembedtheUSBhostcontrolleronthe
motherboard’sI/Ocontroller(southbridge).MosthostcontrollershaveaPCIinterfacethatisusedby
thesystemforcommunicationwiththecontroller.WhenadrivertalkstoaUSBdevice,itdoesnotdoso
directly—ittalkstothehostcontrolleroverPCI,althoughtothedriveritlooksasifitiscommunicating
withthedevicedirectly,duetotheobject-orientedabstractionlayerprovidedbytheI/OKit.TheUSB
doesnotgenerateinterruptsdirectly;however,thehostcontrollerusesbothDMAandinterrupts.

Typically,a32-bitx86systemhasonly16interruptlines,andoftenasfewas2–3interruptlines,
availableforusebyexternalperipherals.TheUSBsolvesthisproblem,asthecomputersystemneeds
onlyasingleinterruptlinetotheUSBhostcontrollertocommunicatewithallofthedevicesconnected
tothecontroller.TheUSBspecificationsstandardizethewayinwhichahostcommunicateswithaUSB
device;however,thereareseveralstandardsforhowacomputersystemcommunicateswithahost
controller:

http://www.usb.org
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• UniversalHostControllerInterface(UHCI):UHCIwasdevelopedbyIntel.The
UHCIspecificationsupportsUSB1.xdevicesatlowandfullspeed.

• OpenHostControllerInterface(OHCI):OHCIwasdevelopedbyMicrosoftand
Compaq,amongothers,alsoforUSB1.xdevices.TheOCHIcontrollerissmarter
thanUHCI,inthatithasmorelogicembeddedinthecontrolleritself,asopposed
toUHCI,whichissimpleronahardwarelevel,butrequiresamorecomplicated
hostcontrollerdriverintheOS.

• EnhancedHostControllerInterface(EHCI):EHCIwascreatedforUSB2.0and
supports480Mbits/shigh-speeddevices.TheEHCIdoesnothandleUSB1.x
devices,soitneedstoincorporateaUCHI-orOHCI-basedcontrollertohandle
devicesbasedonthe1.xseriesofspecifications.

• ExtensibleHostControllerInterface(xHCI):xHCIwasdesignedbyInteland
supportstheUSB3.0specification.Itwasdesignedasaunifiedhostcontroller,
makingEHCI,OHCI,andUHCIredundant.

Itisnotuncommonforacomputersystemtohaveseveralhostcontrollers,eachsupportinga
differenthostcontrollerinterface.Forexample,theMacBookinFigure8-1hastwoOHCIcontrollersand
twoEHCIcontrollersforUSB2.0support.MacOSXpresentlyhascontrollerdriverstosupportOCHI,
UHCI,andEHCI,butnotxHCI.

USB ON-THE-GO 

AnadditionalstandardexistsaspartoftheUSB2.0specification,calledUSBOn-The-Go(OTG).While
embeddeddevices,suchasmobilephones,typicallyactasUSB(slave)devices,USBOTGallowsforarole
switch,withthemobiledeviceitselfactingasaUSBhost.TheUSBOTGonlyworksbetweentwodevices
anddoesnotsupporthubs.TheiPadisagoodexampleofthis,astheiPadcanbeconnectedtoa
computersystemasaUSBdevice.However,usingaspecialadapter,theiPadcanalsoactasaUSBhost,
towhichyoucanconnectdigitalcamerasormemorycards.

TheUSBProtocol
Unlikeserialportdevices,wheretherearenoprotocols(it’suptotheapplicationtoimplementone)and
juststreamsofbitsandbytes,theUSBhasapacket-basedprotocol.Thisisnecessaryasthebusisshared
andtherecanbemanydevicesconnectedtoit,whichhastobeindividuallyaddressed.Unlessyouarea
hardwareengineerprogrammingthefirmwareforaUSBdevice,youdon’treallyneedtounderstand,or
evenknowabout,thespecificsofhowthiscommunicationoccurs,butitmaybehelpful,insomecases,
tohaveabasicunderstandingofhowthecommunicationhappensattheprotocollevel,inorderto
debugproblems.

TheUSBprotocolisimplementedbetweenthehostcontrollerandthedevice,anditdetermines
howdataistransferredonthebus.Adriverdoesnotreallyhaveinsightorinfluenceoverthisprocess,as
thedetailsarehandledbytheelectronicsofthehostandthedevice,andnotthedriver—unlikewith
networking,wheremanyaspectsofthecommunicationprotocolareundersoftwarecontrol.Inorderto
seeorinterceptwhatisactuallycrossingthewire,aUSBpacketanalyzerisneeded.AUSBanalyzerisa
specialized(usuallyveryexpensive)devicethatcanbeconnectedbetweenthedeviceandthehostto
capturethetrafficbetweenthem.
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USBpacketsconsistof8-bitwordsinlittle-endianformat(LSB).TheUSBprotocolhasfourmain
packettypes:

• Tokenpacket:Thisactsaheader,andtellstherecipientwhattypeofpacket/data
follows.ThethreetypesoftokenpacketsareIN,OUT,andSetup.Thefirsttwo
specifythedirectionofthepacketandthelastisusedtoinitiateacontroltransfer.
Thedirectionisseenfromthehostside,soINmeansatransferfromthedeviceto
thehost,andOUTmeansatransferfromthehosttothedevice.

• Datapacket:Thiscancarryarbitrarydata,with0–1024bytesperdatapacket.

• Handshakepacket:Thisissenttoacknowledgethesuccessful(ACK)or
unsuccessful(NAK)deliveryofapacket,aswellastoreportstalls(STALL).

• StartofFramepacket:Thisissentatregularintervalstosynchronizedataflowfor
isochronoustransfermodes.

ThelayoutofeachpackettypecanbeseeninFigure8-2.

TokenPacket

DataPacket

HandshakePacket

SOFPacket
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Sync

Sync

Sync PID

PID

PID

PID

EOP

Frame number 11 -bit

Data 0 - 1023 bytes

EndpointAddress

CRC

CRC

CRC EOP

EOP

EOP



Figure8-2.LayoutofUSBpackettypes

AllUSBpacketsstartwiththesyncandPID(packetidentifier)fields.Thesyncfieldprecedesother
dataandcanbeusedbythereceiverforclocksynchronization.Thefieldis8-bitsforlowandfullspeed
devices,and32-bitsforhigh-speeddevices.ThePID(packetidentifier)fieldallowsthedecoderto
determinethepackettypethatfollowsit.PossiblevaluesforthePIDfieldareshowninTable8-2.The
PIDis4-bitswide,thoughitis8-bitsintotal.Thelastfourbitsareacheckfieldcontainingacomplement
ofthefirstfourbits,whichhelpsdetermineifthepacketisvalidandhasnotbeencorrupted.
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Table8-2.PossiblePacketIdentifier(PID)Values

 









































Tokenpacketsareusedforaddressingaspecificdevice.Theaddressfieldspecifieswhichdevicethe

packetistoorfrom,andisanumberfrom1–127,whichaddressesthedeviceonthebus.AUSBdevice
mayhaveseveralendpoints,whichareindependentcommunicationchannels,andtheendpointfield
specifiestowhichendpointonadevicethepacketwillbedelivered.Endpointsarediscussedlaterinthis
chapter.

AllpackettypeshaveaCRC(CyclicRedundancyCheck—usedtoverifytheintegrityofthedata)
field.AllpackettypeshaveaCRCfieldthatis5-bitswide,exceptdatapackets,whichinsteadhavea
wider16-bitCRCfield.

Type PID Description 

Token0001 OUTToken

Token100 1 INToken

Token0101 SOFToken

Token1101 SetupToken

Data001 1 DATA0

Data101 1 DATA1

Data011 1 DATA2

Data111 1 MDATA

Handshake0 010 ACKHandshake

Handshake1 010 NAKHandshake

Handshake111 0 STALLHandshake

Handshake011 0 NYET—Notyet

Other110 0 Preamble

Other110 0 Error

Other100 0 Split

Other010 0 Ping
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Theendofpacket(EOP)fieldisusedasadelimiter.
AUSBtransactioncanconsistofuptothreedatapackets.DatapacketsareindicatedbythePID

fieldandcanbeoneofthefollowing:DATA0,DATA1,DATA2,andMDATA,thoughthelattertwoare
usedonlyforisochronoustransfermodes.ThePIDfielddetermineswhichofthedatapacketsare
transmitted,asshowninTable8-2.

Adatatransferfromthehosttoadevicemightlooklikethis:

1. TokenPacketcontainingtheaddressofthedeviceandtheendpoint.PID
indicatesanOUTtransfer.

2. Data0Packetcontaining1024bytesofpayloaddata.

3. Data1Packetcontaining322bytesofpayloaddata.

4. HandshakePacketsentfromthedevicetothehostindicatingthestatusofthe
transfer,suchasACK,NAK,orSTALL.

Endpoints
CommunicationbetweenahostcontrollerandaUSBdeviceisbasedontheconceptofendpoints.An
endpointisuni-directional,andthedirectioniseitherINorOUT—thatis,communicationfromthe
devicetothehost,orcommunicationfromthehosttothedevice.Theconnectionfromahostcontroller
toanendpointisreferredtoasapipe.Therearetwotypesofpipes:astreampipe,whichcarriesdata,
andamessagepipe,whichcarriescontrolrequests.AUSBdevicecansupportupto32endpoints,witha
maximumof16INendpointsand16OUTendpoints.Endpointaddress0isspecial,reservedfordevice
configuration.Therearefourdifferenttypesofendpointsavailable:

• Bulkendpoints:Theseareusedfortransferringlargeamountsofdata.Bulk
transfersoffernoguaranteesabouttimelydeliveryorbandwidth,butdooffer
guaranteeddeliveryanderrordetection.Bulktransfersarenotavailableforlow
speedmodes.Harddrives,scanners,printers,andnetworkcardstypicallyuse
bulktransfers.

• Controlendpoints:Theseareusedfordeviceconfigurationandstatusretrieval.
Requeststoacontrolendpointareguaranteeddeliverybyusingreserved
bandwidth.

• Interruptendpoints:Theseareintendedforexchangingsmallamountsoftime-
sensitivedatawithguaranteeddelivery.

• Isochronousendpoints:Theseprovideguaranteedbandwidth,butnotguaranteed
delivery.Dataisnotre-sentifitislost,whichisidealforvideoandaudio
applications.

USBDescriptors
AUSBdescriptorisusedtodescribeadevice’scapabilities,type,requirements,andmore.Descriptors
areorganizedinahierarchyconsistingofthefollowingmaindescriptortypes:
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• DeviceDescriptor:ThiscontainstheproductID(idProduct)andvendorID
(idVendor)oftheUSBdevice.Thereisonlyonedevicedescriptorperdevice.It
alsocontainsinformationonhowmanydescriptorsfollowit.BoththevendorID
andproductIDare16-bitintegers.ThevendorIDisassignedbytheUSB-IF.A
vendorcanchooseany16-bitvaluefortheproductID.Thevendor/productID
combinationmustbeuniquetoavoidproblems,astheyareusedtodeterminethe
correctdriversforadevice.Thedevicedescriptoralsocontainstwofieldsto
indicatethetypeofdevice:bDeviceClassandbDeviceSubClass.

• ConfigurationDescriptor:Thisspecifiesanalternateconfigurationinwhicha
devicecanoperate.Forexample,adevicemighthavetwoconfigurations:one
configurationwhenitisself-poweredandoneconfigurationwhenitisbus-
powered.Thelattercanoperateinalimitedmodethatonlyallowsasubsetof
overallfunctionality,orperhapsonlyprovidetheabilitytoprogramthedevice’s
firmware.Onlyoneconfigurationcanbeactiveatanygiventime.The
configurationdescriptormayhaveseveralinterfacesunderneathit,anditis
uncommonforadevicetohavemorethanoneconfigurationdescriptor.

• InterfaceDescriptor:Thisisacollectionorgroupofendpointsthattogether
performafunction.Itcanbeusefultothinkofitasalogicalsubdevice.An
interfacemayhavezeroormoreendpoints.Forexample,inFigure8-3,weseea
multifunctionUSBdevice,whichcontainstwointerfaces:interface#0isaprinter,
whileinterface#1isascannerdevice.Multipleinterfacesmaybeactiveand
operatesimultaneously.Justlikethedevicedescriptor,theinterfacedescriptor
hasfieldstoindicatetheclassofinterface,whichisgivenbybInterfaceClassand
bInterfaceSubClass.

• EndpointDescriptor:Thisdescribesthetype(bulk,interrupt,isochronous,or
control)andthedirection(IN,OUT)ofanendpoint.

USBDevice-Muiti-functionPrinter

Interface#0(Printer)

Interface#1(Scanner)

EP 0 OUT

EP 1 IN

EP 1 OUT

EP 0 IN

EP 0 OUT

EP 1 IN

EP 1 OUT

EP 0 IN

EP 2 IN

EP 2 OUT

Firmware /

Hardware

ADDR1

Host

Controller

Printer

Driver

Scanner

Driver



Figure8-3.USBcompounddevicewithtwointerfaces
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USBDeviceClasses
TheUSBdescriptorscontainclasscodes,whichidentifytheclassofadevicetothesystemandcanbe
usedtoidentifytheappropriatedrivertoloadforthedevice.Theclasscodemaybespecifiedinthe
devicedescriptor,theinterfacedescriptor,orboth.Aclasscodeof00hspecifiedinthedevicedescriptor
meansthattheactualclasscodeshouldbereadfromtheinterfacedescriptorsinstead.Thereisalsoa
subclassfieldthatfurthernarrowsdownthetypeofdevice.Table8-3showsasmallsubsetofavailable
classcodes.

Table8-3.ASubsetofStandardUSBClassCodes

Base Class Descriptors Used Type of device 

0x00 Device Classinformationisprovidedin
interfacedescriptors.

0x01Int erface Audio

0x03 Interface HumanInterfaceDevice(HID),
mouse,keyboard,trackpadetc.

0x08 Interface MassStorage,harddrives,thumb
drivesetc.

0xFFBoth VendorSpecific


Manyoperatingsystems,includingMacOSXandiOS,providedefaultdriversfordevicesthat

conformtothestandardclasses,andthereforetheOScanhandleanymassstorageoraudioUSBdevice
withouthavingtoinstallathirdpartydriver.Itisstillpossibleforavendortosupplyanoptionaldriver
fordevicesthatprovideadditionalcapabilitiesnotfoundinthegenericdriversuppliedbytheOS.For
this,theI/OKitmatchingsystemcanbeusedtoensurethatthemorespecificdriverismatched,rather
thanthedefaultdriver.

TipThefulllistofclasscodes,aswellasmoredetaileddescriptions,canbefoundat
http://www.usb.org/developers/defined_class.

I/O Kit USB Support 
USBsupportintheI/OKitisprovidedbytheIOUSBFamily,whichisadynamicallyloadableKEXT,
identifiedbythebundleidentifiercom.apple.iokit.IOUSBFamily.TheUSBfamilyprovidesthecentral
coreofUSBhandlinginthekernelandcontainsdriversforthehostcontrollers,aswellasabstraction
classesforrepresentingUSBdevices,interfaces,andpipes.TheclasshierarchyoftheUSBFamilyis
showninFigure8-4.

http://www.usb.org/developers/defined_class
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Figure8-4.IOUSBFamilyclasshierarchy

MostoftheseclassesareirrelevantifyouonlywanttoimplementadriverforaUSBdevice.The
mainclassesusedforUSBdriverdevelopmentareshowningray,inFigure8-4,andincludeIOUSBPipe,
IOUSBDevice,andIOUSBInterface,whichwewilldiscussindetaillater.

Ifyouneedtoimplementsupportforanewhostcontroller,thiscanbedonebyinheritingfrom
IOUSBController;however,kernelalreadyprovidesdriversforUHCI-,OHCI-,andEHCI-complianthost
controllers.AlthoughnotshowninFigure8-4,thesearesubclassesofIOUSBController,andtheyare
calledAppleUSBUHCI,AppleUSBOHCI,andAppleUSBEHCI,respectively.

TipTheUSBFamilyisnotpartoftheXNUsourcedistribution,butisneverthelessavailableinsourcecodeform
asadownloadfromhttp://opensource.apple.com.ThesourcepackageincludessourcefortheentireUSB
Family,includingtheimplementationoftheUHCI,OCHI,andEHCIcontrollers.ItalsoincludessamplecodeforUSB
drivers,andhowtoenumerateandaccessUSBdevicesfromuserspace.

USBDeviceandDriverHandling
WhenaUSBdeviceisinserted,theUSBFamilywillcreateaninstanceoftheIOUSBDevice class,a
subclassofIOService,andinsertitintotheI/ORegistry.ExactlyoneinstanceofIOUSBDevicewillbe
createdforeachdeviceinsertedontothebus.TheproviderforanIOUSBDeviceistheIOUSBControllerto
whichthedeviceisattached.TheIOUSBDeviceclassprovidesanabstractionoftheUSBdevice’sdevice
andconfigurationdescriptors.InterfacedescriptorscanbeaccessedfromtheIOUSBInterfaceclass.The
IOUSBDeviceactsasaproviderforIOUSBInterfaceclasses,asseeninFigure8-5.

http://opensource.apple.com
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Figure8-5.USBdeviceanddriverproviderrelationships

Figure8-5showsthreeUSBdevicesandhowtheyrelatetotheirhigher-levelproviders:

• Thedriverontheleft:Thisisadriverforanaudiodevice.Youmayhavenoticed
thatthereisanadditionaldriverbetweenIOUSBDeviceandIOUSBInterfacecalled
IOUSBCompositeDriver.Thiscompositedriverismatchedagainst,andloadedfor,
anyUSBdevicethathasitsdeviceclassandsubclasssettozeroinitsdevice
descriptorandthathasnoothervendorspecificdrivermatchedagainstit.The
nameofthedrivermaysuggestthatitisonlyforcompositedriverswithmultiple
functions,butthedriverisloadedevenfordeviceswithasingleinterface.The
onlyfunctionthecompositedriverperformsistoselectthedevice’sactive
configuration(ifithasmultipleconfigurationdescriptors),andthenensurethat
otherdriverscanbematchedagainsttheselectedconfiguration’sinterfaces.

• Thedriverinthemiddle:Thisisavendorspecificdriverattacheddirectlytothe
IOUSBDevicenub.TheIOUSBCompositeDriverwasnotloadedasthedeviceclass,
andthesubclassfieldsinthedevicedescriptorweresetto0xFF/0xFF,indicatinga
vendorspecificdevice,andadriverwasproperlymatchedagainstthedevice.

• Thedriverontheright:Thishasthesameorganizationasontheleft,withan
IOUSBCompositeDriverattachedtotheIOUSBDevicenub.Thecompositedriverwill
enumeratealldeviceinterfacesandensurethattheyaremadeavailablefor
matching.Inthiscase,therearetwointerfaces,eachwithanattached
independentdriver.
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LoadingUSBDrivers
Tohaveyourdriverloadedautomaticallywhenadeviceisinserted,youmustconfigureyourdriver’s
Info.plist,aswelearnedinChapter4.Aswesawintheprevioussection,asingledrivermayhandlea
USBdevice,oritmayhaveseveraldrivers,oneforeachinterface(function)presented.ForaUSBdevice,
adriverismatchedagainstitusingkeysfromthedevice’sdevicedescriptor.TheI/OKitfollowstherules
fordrivermatchingsetbytheUniversalSerialBusCommonClassSpecification.Thefollowing
combinationsofkeysarevalidformatchingadriveragainstaUSBdevice:

• idVendor&idProduct&bcdDevice

• idVendor&idProduct

• idVendor&bDeviceSubClass&bDeviceProtocol(onlyifbDeviceClass==0xff)

• idVendor&bDeviceSubClass(onlyifbDeviceClass==0xff)

• bDeviceClass&bDeviceSubClass&bDeviceProtocol(onlyifbDeviceClass!=0xff)

• bDeviceClass&bDeviceSubClass(onlyifbDeviceClass!=0xff)

Eachkeyrepresentsanentryinthedevice’sdevicedescriptor.ThebcdDevicefieldisusedtostore
thedevice’srevisionnumber.IfthebDeviceClassfieldis0xff,itmeansthedeviceclassisvendorspecific.
AmatchingdictionaryinInfo.plist,whichmatchesagainstavendorID,aproductID,andarevision
number(bcdDevice),isshowninListing8-1.

Listing8-1.MatchingDictionaryforMatchingAgainstVendorID,ProductID,andDeviceRevision

<key>MyUSBDriver</key> 
<dict> 
<key>CFBundleIdentifier</key> 
    <string>com.osxkernel.MyUSBDriver</string> 
    <key>IOClass</key> 
    <string>com_osxkernel_MyUSBDriver</string> 
    <key>IOProviderClass</key> 
    <string>IOUSBDevice</string> 
    <key>bcdDevice</key> 
    <integer>1</integer> 
    <key>idProduct</key> 
    <integer>2323</integer> 
    <key>idVendor</key> 
    <integer>0001</integer> 
</dict> 

TheentrymustbelocatedintheIOKitPersonalitiessectionofyourdriver’sInfo.plistfiletohave
anyeffect.

DevicesthatarenotmatchedbythepreviousruleswillbehandledbytheIOUSBCompositeDriver,
whichselectsadeviceconfiguration,ifthedevicehasmultipleconfigurationspresent,andtheninitiates
matchingagainstthedevice’sinterfacesinstead.Thekeysthatcanbeusedtomatchagainstdevice
interfacesareshownhere:

• idVendor&idProduct&bcdDevice&bConfigurationValue&bInterfaceNumber

• idVendor&idProduct&bConfigurationValue&bInterfaceNumber
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• idVendor&bInterfaceSubClass&bInterfaceProtocol(onlyifbInterfaceClass==
0xff)

• idVendor&bInterfaceSubClass(onlyifbInterfaceClass==0xff)

• bInterfaceClass&bInterfaceSubClass&bInterfaceProtocol(onlyif
bInterfaceClass!=0xff)

• bInterfaceClass&bInterfaceSubClass(onlyifbInterfaceClass!=0xff)

NoteYoucannotcreateyourowncombinationsofkeys;youhavetouseoneofthecombinationsshownabove
foreitheraninterfaceoradevice.However,youcanaddseveralpersonalitiestoyourdriver,whichcaneach
matchagainstadifferentcombination,butithastobeoneofthevalidcombinations.

Eachkeyrepresentsafieldinaninterfacedescriptor.Thematchingrulesareorderedaccordingto
howspecifictheyare.Thelastrule,forexample,whichmatchesagainsttheinterfaceclassandsubclass,
isusedbyApple’sUSBMassStoragedrivertomatchalldevicesthatconformtothatinterface,regardless
ofvendororproductID.TheInfo.plistfortheApplemassstoragedriverisshowninListing8-2
(thoughsomekeysunrelatedtomatchingweretrimmedforreadability).

Listing8-2.MatchingDictionaryforMatchingAgainstaUSBInterfaceClassandSubclass

<key>IOUSBMassStorageClass6</key> 
<dict> 
    <key>CFBundleIdentifier</key> 
    <string>com.apple.iokit.IOUSBMassStorageClass</string> 
    <key>IOClass</key> 
    <string>IOUSBMassStorageClass</string> 
    <key>IOProviderClass</key> 
    <string>IOUSBInterface</string> 
    <key>bInterfaceClass</key> 
    <integer>8</integer> 
    <key>bInterfaceSubClass</key> 
    <integer>6</integer> 
</dict> 

UnliketheexampleinListing8-1,theIOProviderClassisspecifiedasIOUSBInterface,whichwillbe
theproviderpassedtoyourdriver’sstart()methodinsteadofIOUSBDevice.

USBProber
Beforewestartlookingatactualcode,itisworthmentioningahighlyusefultoolcalledUSBProber.USB
ProberisautilitythatisbundledwiththeXcodedistribution.TheUSBProbertoolisshowninFigure
8-6.
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Figure8-6.USBProberutility

USBProberallowsyoutoprobeavailableUSBbusesonyoursystemandinspectthehierarchyof
devicesattachedtoeachbus.Italsoallowsyoutoinspectthedevice,configuration,interface,and
endpointdescriptors.TheIORegistrytaballowsyoutoinspecttheIOServiceplaneoftheI/ORegistryas
itpertainstoUSBdevices,whichisveryusefulduringdevelopmentofaUSBdriver,asitallowsyouto
verifythatyourdriverwasmatchedcorrectly.USBprobercanalsoperformUSBspecifictracingfromthe
IOUSBFamily,whichmaybeusefulfordebuggingyourdriverinsomecases.Thisrequiressomesetup,
includingdownloadingtheUSBDebugKitfromApple’sdeveloperwebsite.Thekitcontainsanalternate
versionofIOUSBFamily,whichprovidesverboselogging.Accesstothedebugkitisrestrictedto
membersoftheMacdeveloperprogram.

DriverExample:USBMassStorageDeviceDriver
Let’sputwhatwe’velearnedsofarintopracticebyputtingtogetherasimpleUSB-baseddriver,which
willprintlogmessagesasvariouseventsoccur.Nowwecouldmakeapurelyvirtualdriver,butthat
wouldn’tbeanyfun,solet’sinsteadcreateadriverthatpiggybacksonarealUSBdevicesothatwecan
seewhathappenswhenthedeviceispluggedinandremovedfromthebus,butwithoutinterferingwith
thedevice’soperation.Theobject-orientednatureoftheI/OKitmakesitsuchthatwritingadevice
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driverrequiresrelativelylittleeffort.Moreover,writingadevicedriverforaUSBdeviceisverysimilarto
writingadriverforFirewire,PCI,orthevirtualIOKitTestdriverfromChapter4.

Totrythisexample,youneedathumb/flashdriveorexternalUSBharddrive.Itdoesn’thavetobe
formattedforMac,aswearenotgoingtoaccessthedata.

CautionItisrecommendedtotryexamplesinthisbookonaMacthatisnotbeingusedtostoreimportant
data.Akernelcrashmaycorruptyourfilesoroperatingsystem.IfyoudonothaveadedicatedMacforthis
purpose,ensureyouhaveworkingbackupsofyourdata.

OurdriverwillbecalledMyFirstUSBDriver,andtheclassdeclarationisshowninListing8-3.

Listing8-3.MyFirstUSBDriver.h:ClassDeclarationforMyFirstUSBDriver

#include <IOKit/usb/IOUSBDevice.h> 
 
class com_osxkernel_MyFirstUSBDriver : public IOService 
{ 
    OSDeclareDefaultStructors(com_osxkernel_MyFirstUSBDriver) 
     
public: 
    virtual bool init(OSDictionary *propTable); 
    virtual IOService* probe(IOService *provider, SInt32 *score );  
    virtual bool attach(IOService *provider); 
    virtual void detach(IOService *provider); 
    virtual bool start(IOService *provider); 
    virtual void stop(IOService *provider); 
    virtual bool terminate(IOOptionBits options = 0); 
}; 

YouwillnoticethattheclassisstructurallynearlyidenticaltotheIOKitTestdriver,withafewminor
changes,whichwewilldiscusslater.TheimplementationofMyFirstUSBDriverisshowninListing8-4.

Listing8-4.MyFirstUSBDriver.cpp:ImplementationofMyFirstUSBDriverClass

#include <IOKit/IOLib.h> 
#include <IOKit/usb/IOUSBInterface.h> 
#include "MyFirstUSBDriver.h" 
 
OSDefineMetaClassAndStructors(com_osxkernel_MyFirstUSBDriver, IOService) 
#define super IOService 
 
void logEndpoint(IOUSBPipe* pipe) 
{ 
    IOLog("Endpoint #%d ", pipe->GetEndpointNumber()); 
    IOLog("--> Type: "); 
    switch (pipe->GetType()) 
    { 
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        case kUSBControl: IOLog("kUSBControl "); break; 
        case kUSBBulk: IOLog("kUSBBulk "); break; 
        case kUSBIsoc: IOLog("kUSBIsoc "); break; 
        case kUSBInterrupt: IOLog("kUSBInterrupt "); break; 
    } 
    IOLog("--> Direction: "); 
    switch (pipe->GetDirection())  
    { 
        case kUSBOut: IOLog("OUT (kUSBOut) "); break; 
        case kUSBIn: IOLog("IN (kUSBIn) "); break; 
        case kUSBAnyDirn: IOLog("ANY (Control Pipe) "); break; 
    }         
    IOLog("maxPacketSize: %d interval: %d\n", pipe->GetMaxPacketSize(), pipe->GetInterval());     
} 
 
bool com_osxkernel_MyFirstUSBDriver::init(OSDictionary* propTable) 
{ 
    IOLog("com_osxkernel_MyFirstUSBDriver::init(%p)\n", this); 
    return super::init(propTable); 
} 
 
IOService* com_osxkernel_MyFirstUSBDriver::probe(IOService* provider, SInt32* score) 
{ 
    IOLog("%s(%p)::probe\n", getName(), this); 
    return super::probe(provider, score); 
} 
 
bool com_osxkernel_MyFirstUSBDriver::attach(IOService* provider) 
{ 
    IOLog("%s(%p)::attach\n", getName(), this); 
    return super::attach(provider); 
} 
 
void com_osxkernel_MyFirstUSBDriver::detach(IOService* provider) 
{ 
    IOLog("%s(%p)::detach\n", getName(), this); 
    return super::detach(provider); 
} 
 
bool com_osxkernel_MyFirstUSBDriver::start(IOService* provider) 
{ 
    IOUSBInterface* interface; 
    IOUSBFindEndpointRequest request; 
    IOUSBPipe* pipe = NULL; 
     
    IOLog("%s(%p)::start\n", getName(), this); 
 
    if (!super::start(provider)) 
        return false; 
     
    interface = OSDynamicCast(IOUSBInterface, provider); 
    if (interface == NULL) 
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    { 
        IOLog("%s(%p)::start -> provider not a IOUSBInterface\n", getName(), this); 
        return false; 
    } 
     
    // Mass Storage Devices use two bulk pipes, one for reading and one for writing. 
     
    // Find the Bulk In Pipe. 
    request.type = kUSBBulk; 
    request.direction = kUSBIn; 
    pipe = interface->FindNextPipe(NULL, &request, true); 
    if (pipe) 
    { 
        logEndpoint(pipe); 
        pipe->release(); 
    } 
     
    // Find the Bulk Out Pipe. 
    request.type = kUSBBulk; 
    request.direction = kUSBOut; 
    pipe = interface->FindNextPipe(NULL, &request, true); 
    if (pipe) 
    { 
        logEndpoint(pipe); 
        pipe->release(); 
    }   
    return true; 
} 
 
void com_osxkernel_MyFirstUSBDriver::stop(IOService *provider) 
{ 
    IOLog("%s(%p)::stop\n", getName(), this); 
    super::stop(provider); 
} 
 
bool com_osxkernel_MyFirstUSBDriver::terminate(IOOptionBits options) 
{ 
    IOLog("%s(%p)::terminate\n", getName(), this); 
    return super::terminate(options); 
} 

Asyoumaysee,thereisverylittlelogicinthisdriver,withtheexceptionofloggingwhenthevarious
methodsofourdriverarecalled.Thestart()methodwillalsoattempttofindthebulkINandbulkOUT
endpoints,andloginformationabouttheendpoints.Wewilltestthedrivershortly,butfirstwehaveto
createamatchingdictionarysothattheI/OKitwillknowwhentoloadourdriver.Thematching
dictionaryforMyFirstUSBDriverisshowninListing8-5.

Listing8-5.MatchingDictionaryforMyFirstUSBDriver

<key>IOKitPersonalities</key> 
<dict> 
    <key>MyFirstUSBDriver</key> 
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    <dict> 
        <key>bInterfaceClass</key> 
        <integer>8</integer> 
        <key>bInterfaceSubClass</key> 
        <integer>6</integer> 
        <key>CFBundleIdentifier</key> 
        <string>com.osxkernel.MyFirstUSBDriver</string> 
        <key>IOClass</key> 
        <string>com_osxkernel_MyFirstUSBDriver</string> 
        <key>IOMatchCategory</key> 
        <string>com_osxkernel_MyFirstUSBDriver</string> 
        <key>IOProviderClass</key> 
        <string>IOUSBInterface</string> 
    </dict> 
</dict> 

ThematchingdictionaryismoreorlessthesameastheexampleinListing8-2.Itwillmatchagainst
aUSBinterfaceratherthanaUSBdevice.WesetbInterfaceClass to8,whichistheclasscodeformass
storagedevices,andwesetbInterfaceSubClassto6,whichindicatesthatitusestheSCSIcommandset
tocommunicatewiththedevice(whichdoesn’tnecessarilyimplythatthedrive/storageitself
understandstheSCSIprotocol,butitisusedtotunnelcommandstothedeviceoverthebus,where
anothercontrollermaytranslateitinto,forexample,ATAcommands).

BecauseApple’sdefaultIOUSBMassStorageClass matchesagainstthesamekeysasus,weneedto
specifyamatchcategorysothatourdriverwillalsobeloaded.WedothisbyaddingtheIOMatchCategory
key.Wesetittothenameofourclass,butitcouldbeanystring.

TipWhenyouopenaInfo.plistfileinXcode,itisopeninginthepropertylisteditorbydefault.Ifyouwishto
cutandpastetothepropertylist,oryouarecuriousabouttheformatitisstoredin,youcanright-clickthefileand
choose“Openas,”andthenchoose“SourceCode,”whichwillpresentitinXMLformat.

Thereisoneadditionalchangeweneedtomaketoourdriver’spropertylistfile,andthatisto
includeourdependenciesundertheOSBundleLibrariesdictionary;otherwise,thedriverwillfailtoload.
Dependenciescanbefoundusingthekextlibstool.Weusedthefollowingsectiontoaddadependency
tolibkernandIOUSBFamily:

<key>OSBundleLibraries</key> 
<dict> 
        <key>com.apple.iokit.IOUSBFamily</key> 
        <string>4.1.8</string> 
        <key>com.apple.kernel.libkern</key> 
        <string>6.0</string> 
</dict> 

Wearenowreadytoloadthedriver,orrathertoallowI/OKittoloadthedriverforus.Forthedriver
toloadautomatically,astheUSBdeviceispluggedin,itmustbelocatedinthedirectory
/System/Library/Extensions,thestandardlocationforallKEXTs.
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Whenallisdone,youshouldnowbeabletoplugthedevicein.Beforeyoudo,however,youcan
bringuptheConsoleapplication,andselectkernel.logfromtheloglist.Onceyouinsertyourcompatible
device,youshouldseethefollowingentriesbeingprintedtotheloginresponsetotheinsertion:

Jun 16 22:37:56 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver::init(0x1361f900) 
Jun 16 22:37:56 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0x1361f900)::attach 
Jun 16 22:37:56 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0x1361f900)::probe 
Jun 16 22:37:56 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0x1361f900)::detach 
Jun 16 22:37:56 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0x1361f900)::attach 
Jun 16 22:37:56 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0x1361f900)::start 
Jun 16 22:37:56 macbook kernel[0]: Endpoint #4 --> Type: kUSBBulk --> Direction: IN (kUSBIn) 
maxPacketSize: 512 interval: 0 
Jun 16 22:37:56 macbook kernel[0]: Endpoint #3 --> Type: kUSBBulk --> Direction: OUT 
(kUSBOut) maxPacketSize: 512 interval: 0 

Thefirstfivecallsarepartofthematchingprocess.Thefirstmethodattach()isusedtoconnectour
driverintotheIOServiceplaneoftheI/ORegistry,whichinthiscasewillattachusasaclientofthe
IOUSBInterfacenub,whichagainistheclientoftheIOUSBDevicewejustpluggedin.Asweknowfrom
Chapter4,theprobemethodisusedforactivematching,andallowsustofurtherinterrogatethedevice,
orinterfaceinthiscase,todetermineifweareamatchforit.I/OKitthencallsdetach(),andthe
decisiontowhichdrivertoloadismadeonceallpossiblematcheshavebeenexamined.Itisusuallynot
recommendedtoallocateanyresourcesinattach()asitcanbecalledmultipletimes.Usually,itisnot
necessarytooverrideattach()ordetach(),asthedefaultonesprovidedbyIOServicearealmostalways
sufficient.OnceI/OKithasselectedourdriver,whichisguaranteedinourcase(aswespecifiedaunique
IOMatchCategory),wewillbegettingacalltoourattach()methodagain,andthenfinallythestart()
methodofourdriver.WecannowuseUSBProbertoverifywhereinthehierarchyourdriverwasplaced,
asshowninFigure8-7.



Figure8-7.USBProbershowingthecom_osxkernel_MyFirstUSBDriverattachedtotheIOServiceplane
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YouwillnoticethatweareattachedtotheIOUSBInterface ofthestoragedevice,togetherwiththe
IOUSBMassStorageClassdriver,andthattheUSBdeviceitselfismanagedbythecompositedriver
IOUSBCompositeDriver.

DriverStartup
Theimplementationofourstart()methodinMyFirstUSBDriverisdeliberatelysparsebecausethe
IOUSBMassStorageClassdriverisalsomanagingtheinterface,andwedonotwishtointerferewithitsuse
oftheUSBinterface.Wedoabasicsanitycheck,whichiscommonlydoneinthestart()method,to
ensurethatwegetaproviderthatisofthetypeweexpect.However,nothingispreventingyoufrom
writingadriverthatcanacceptandworkwithmultipletypesofproviders—forexample,anIOUSBDevice
andIOUSBInterface,orevenanIOPCIDeviceprovider.

Here’sanoutlineofthestepsaUSBdrivertypicallymustperforminitsstart()method:

• VerifythattheIOServiceproviderobjectpassedtousisofthetypeweexpect.We
dothiswiththehelpoftheOSDynamicCast()macro,whichworkswithI/OKit’s
runtimetypeidentificationsystem,andreturnsapointertotheobjectifthecastis
successful,orNULLotherwise.

• Storeapointertotheproviderforlateruse.

• Attempttoopentheproviderbycallingitsopen(IOService* forClient, …)
method.

• IfyourdriverisoperatingonanIOUSBDeviceyoumayhavetosetthedevice’s
configuration.ForIOUSBInterface-baseddrivers,theIOUSBCompositeDriver
normallyhandlesthis.Youcansettheconfigurationusing
IOUSBDevice::SetConfiguration().

• FindandverifytheinterfacesyouwilluseforadriverthathasanIOUSBDevice
provider.Andsearchfortheappropriateendpointsneededbyyourdriver.More
aboutthisinthesection“EnumeratingDeviceResources.”

• Interrogatethedeviceforstatusinformation,andperformtheneeded
configurationofthedevicebyissuingcontrolrequeststoit.

• Allocateanydriverspecificresourcesyoumayneed,forexampleI/Obuffersor
auxiliaryclassesneededbyyourdriver.

• Ifyourdriverisanubandintendstoprovideservicestootherdrivers,itneedsto
allocateandregisterthese.Forexample,inthecaseofIOUSBMassStorageClassit
willallocateIOSCSILogicalUnitNubobjectsforeachlogicalunitprovidedbythe
interface,andforeachofthesecallregisterService(),amethodinheritedfrom
IOService.Themethodensuresthatmatchingwillbeginforeach
IOSCSILogicalUnitNubobject.

• Ifeverythingsucceeds,start()shouldreturntrue.Iffalseisreturned,thedriver
willobviouslynotbeloaded,andtheI/OKitwilltrytoloadanewdriver,ifany,
possiblyonethat“lost”andgotalowerscorepreviously.Beawarethatstop()will
notbecalledifyoureturnfalsefromstart().
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TipTouninstallMyFirstUSBDriver,simplyusethecommand:sudo rm –rf 
/System/Library/Extensions/MyFirstUSBDriver.kext

HandlingDeviceRemovals
USBdevicesanddriversmustbeabletocopewiththeremovalofadeviceatanypointintime.When
theIOUSBControllerdetectsthatadeviceisremoved,itwillpropagatethisinformationrecursivelydown
thedriverstack.Thefirstnotificationtoadriverismadebycallingitsterminate()method.The
followingsequenceofcallsistheresultofunpluggingthemassstoragedevicethatMyFirstUSBDriveris
attachedto:

Jun 16 22:58:46 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0xb4e6100)::terminate 
Jun 16 22:58:46 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0xb4e6100)::stop 
Jun 16 22:58:46 macbook kernel[0]: com_osxkernel_MyFirstUSBDriver(0xb4e6100)::detach 

AnyincompleteI/OcanbecancelledusingIOUSBPipe::Abort()andcanbedonewhenthe
terminate()methodgetscalled,orinthewillTerminate()ordidTerminate()methodsifoverriddenby
thedriver.

Thenextstepintheremovalprocessisthatthedriver’sstop()methodwillbecalled,whichshould
reverseactionstakeninthestart()method.Afterthatdetach()andfinallyfree()willbecalled,which
shouldcleanupallremainingresources.

Ifyourdriverisopenedbyauserapplication,forexamplethroughaIOUserClient,itwillnotbe
deallocated(thefree()methodwillnotbecalled)untiltheapplicationreleasesitsreferencetothe
device.Ifthedevicehappenstobere-insertedatthistime,theapplicationisnotabletoresumeusing
thedevice,asanewinstanceofthedriveriscreatedeachtimeadeviceisinserted.Theapplicationcan
handlethisbyusingnotifications,asdescribedinChapter5.

EnumeratingInterfaces
DuringaUSBdriver’sstart()method,itisusuallynecessarytofindandconfiguretheendpointsand
interfacesthatwillbeusedbythedevice.IfyourdriverisbasedontheIOUSBDeviceprovider,chancesare
thatyouneedtosearchforoneormoreoftheinterfacesthatwillbeusedbyyourdriver.Thiscanbe
doneusingtheIOUSBDevice::FindNextInterface()method:

virtual IOUSBInterface* FindNextInterface(IOUSBInterface* current, 
                                          IOUSBFindInterfaceRequest* request);  

ThefirstparametercanbespecifiedtostartthesearchfromanexistingIOUSBInterfaceinstance
andignoreanyinterfacesbeforeit.NULLcanbespecifiedtostartthesearchfromthefirstinterface.

ThesecondparameterisastructureofthetypeIOUSBFindInterfaceRequest:

typedef struct {  
    UInt16 bInterfaceClass; 
    UInt16 bInterfaceSubClass; 
    UInt16 bInterfaceProtocol; 
    UInt16 bAlternateSetting; 
} IOUSBFindInterfaceRequest; 
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Tofindaninterface,youcanfillouttheIOUSBFindInterfaceRequeststructurewiththedesired
propertiesfortheinterface.

• bInterfaceClassandbInterfaceSubClasscanbefilledintosearchforaninterface
ofaspecificclassandsubclass.ThevaluescorrespondtothecodesinTable8-3.
TheheaderfileUSBSpec.hintheIOUSBFamilysourcedistributiondefinesymbolic
constantssuchaskUSBMassStorageInterfaceClassorkUSBPrintingClass.

• ThebInterfaceProtocolspecifiestheprotocolusedbytheinterface.Thefieldis
meaninglesswithouttheclassandsubclass.AHID(HumanInteractionDevice)
mayforexamplespecifytheprotocolaskHIDKeyboardInterfaceProtocolor
kHIDMouseInterfaceProtocol.

• Itispossibleforaninterfacetohavealternateversionsofitselfthatusesadifferent
setofendpoints,thebAlternateSettingfieldcanthereforebesettorequestthe
specificinterfacedesired.

FieldsthatdoesnotmattercanbesettokIOUSBFindInterfaceDontCare.Settingeveryfieldtothis
valuewillsimplyreturnthenextinterfaceregardless.

Listing8-6showsanextractfromtheAppleUSBEthernetdriverwhichusesthe
FindNextInterface()methodtosearchaUSBdevice(IOUSBDevice)foraninterfacethatsupports
Ethernet.

Listing8-6.SearchingaIOUSBDeviceforaInterface(fromUSBCDCEthernet.cpp)

IOUSBFindInterfaceRequest               req; 
IOUSBInterface*                         fCommInterface = NULL; 
 
req.bInterfaceClass =    kUSBCommClass; 
req.bInterfaceSubClass = kEthernetControlModel; 
req.bInterfaceProtocol = kIOUSBFindInterfaceDontCare; 
req.bAlternateSetting =  kIOUSBFindInterfaceDontCare; 
     
fCommInterface = fpDevice->FindNextInterface(NULL, &req);     
if (!fCommInterface) 
{ 
     // not found 
     … 
} 

EnumeratingEndpoints
Aninterfacedoesnotdoanythingusefulbyitself,sooncethecorrectinterfaceisretrievedbythedriver,
itmustenumeratetheinterface’sendpointswhichareusedforactualI/O.Theenumeration/searchis
processissimilartothatoffindinganinterfaceandisdonewiththeIOUSBInterface::FindNextPipe() 
method:

virtual IOUSBPipe *FindNextPipe(IOUSBPipe *current, IOUSBFindEndpointRequest *request);  
virtual IOUSBPipe* FindNextPipe(IOUSBPipe *current, IOUSBFindEndpointRequest *request, 
        bool withRetain); 

Thefirstparameterifnon-NULLtellsthemethodtoignorepipesbeforeit.Thesecondparameterisa
pointertoanIOUSBFindEndpointRequest:
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typedef struct {  
    UInt8 type;  
    UInt8 direction;  
    UInt16 maxPacketSize;  
    UInt8 interval;  
} IOUSBFindEndpointRequest;  

• ThetypefieldcanbekUSBControl,kUSBIsoc,kUSBBulk,kUSBInterrupt,or
kUSBAnyType.

• ThedirectionfieldmustbesettokUSBOut,kUSBIn,orkUSBAnyDirn.

• ThemaxPacketSizefieldisthemaxpacketsizeinbytesthatendpointzero
supports,andshouldbe8,16,32,or64.Itcanbesetto0ifirrelevant.

• Theintervalfieldcanbeusedtosearchforanendpointthathasaspecificpolling
interval.Thepollingintervalonlyappliestoisochronousandinterrupts
endpoints.

Listing8-7showshowtheAppleUSBEthernetdriverusestheFindNextPipe()methodtoenumerate
endpoints.

Listing8-7.EnumeratingIOUSBPipeInstancesforanInterface(fromUSBCDCEthernet.cpp)

IOUSBFindEndpointRequest        epReq;          // endPoint request struct on stack 
… 
// Open all the end points 
 
epReq.type = kUSBBulk; 
epReq.direction = kUSBIn; 
epReq.maxPacketSize     = 0; 
epReq.interval = 0; 
fInPipe = fDataInterface->FindNextPipe(0, &epReq); 
if (!fInPipe) 
{ 
    … 
    return false; 
} 
… 
epReq.direction = kUSBOut; 
fOutPipe = fDataInterface->FindNextPipe(0, &epReq); 
if (!fOutPipe) 
{ 
    … 
    return false; 
} 
fOutPacketSize = epReq.maxPacketSize; 
… 
// Interrupt pipe - Comm Interface 
 
epReq.type = kUSBInterrupt; 
epReq.direction = kUSBIn; 
fCommPipe = fCommInterface->FindNextPipe(0, &epReq); 
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if (!fCommPipe) 
{ 
      …. 
} 

ThedriverinListing8-7isaUSBEthernetdriver.Itusesthreeendpointsforitsoperation.Thefirst
isabulkINendpoint,whichisusedtoreadnetworkdatafromthedevice.Thesecondendpointisabulk
OUTpipe,whichisusedtotransmitpacketstothedevice.ThelastendpointisaninterruptIN
endpoint,whichisusedtosignalthearrivalofanetworkpacketandfornotificationofotherevents.In
thefollowingsections,wewilllookathowendpointsareusedtoperformI/O.

PerformingDeviceRequests
DevicerequestsareI/Orequeststothedefaultbi-directionaldefaultcontrolpipezerooftheUSBdevice,
typicallyusedfordeviceconfigurationandaccessingdeviceregisters.Therearethreeclassesofdevice
requests:

• StandardUSBrequests:Thesearestandardrequestsimplementedbyalldevice.
Anexampleofastandarddevicerequestisqueryingadevice’sstatus.Alistof
symbolicconstantsforstandardrequestscanbefoundinUSBSpec.h.

• Classspecificrequests:Thesearespecifictoaclassofdevice.Forexample,an
EthernetdevicemayprovideanumberofrequestsforconfiguringEthernet
relatedparameters.

• Vendorspecificrequests

Toperformadevicerequest,bothIOUSBDeviceandIOUSBInterfaceprovideaspecial
DeviceRequest()conveniencemethod,whichunderthehoodusestheIOUSBPipeobject,representing
thedefaultpipe,totransmittherequest.Ifyouwish,youcanenumeratetheIOUSBPipeinstanceforthe
zeroendpointanduseitdirectlyaswell.Themethodisdeclaredasfollows:

DeviceRequest(IOUSBDevRequest *request, UInt32 noDataTimeout,  
              UInt32 completionTimeout, IOUSBCompletion *completion); 
DeviceRequest(IOUSBDevRequestDesc *, UInt32 noDataTimeout,  
              UInt32 completionTimeout, IOUSBCompletion *completion); 

Inordertosendarequest,youmustcreateanIOUSBDevRequestorIOUSBDeviceRequestDescstructure
andfillintheappropriatefields.

typedef struct {  
    UInt8 bmRequestType;  
    UInt8 bRequest;  
    UInt16 wValue;  
    UInt16 wIndex;  
    UInt16 wLength;  
    void *pData;  
    UInt32 wLenDone;  
} IOUSBDevRequest;  

typedef struct {  
    UInt8 bmRequestType;  
    UInt8 bRequest;  
    UInt16 wValue;  
    UInt16 wIndex;  
    UInt16 wLength;  
    IOMemoryDescriptor *pData;  
    UInt32 wLenDone;  
} IOUSBDevRequestDesc; 



CHAPTER8UNIVERSALSERIALBUS

166

• ThebmRequestTypefield:Isacompositefieldthatspecifiesthetypeofrequest,the
direction,thetype,andtherecpient.Thefieldcanbegeneratedbyusingthe
USBmakebmRequestType(direction, type, recpient)macrowiththefollowing
paramters:

• ThedirectionwillbeeitherkUSBIn,kUSBOut,orkUSBNone.

• ThetypewillbeeitherkUSBStandard,kUSBClass,orkUSBVendor.

• TherecpientwillbeeitherkUSBInterface,kUSBEndpoint,orkUSBDevice.

• ThebRequestfield:Thisisa8-bitvaluethatselectstherequesttobeperformed.

• ThewValueandwIndex:Thesecanbeusedtopassargumentsalongwiththe
request.Theirmeaningdependsontherequest.Forinterfaceandendpoint
requests,thewIndexnumberspecifiestheindexnumberoftheendpoint/interface
towhichtherequestisaddressed.Youcangettheindexnumberbycallingeither
IOUSBPipe::GetEndpointNumber()orIOUSBInterface->GetInterfaceNumber().

• ThewLengthfield:ThisisthenumberofbytesforthepDatafield.

• ThepDatafield:Thisiseitherapointertoamemorybufferoran
IOMemoryDescriptor.ThepDatapointermaybesettoNULLifnoadditionaldatais
neededfortherequest.Thebufferwilleitherbereadfromorwrittento,
dependingonthedirectionoftherequest.IfanIOMemoryDescriptorisusedyou
shouldcallprepare()onitfirsttoensurethememoryispagedinandpinned
downuntiltherequestiscompleted.Thememorymaycomefromuserspaceifa
memorydescriptorisused.Ifthevoid*variantisused,thepointermustbeinthe
kernel’svirtualaddressspace.

• ThewLenDonefield:Thisshouldnotbefilledin,asitisusedtoreturnthenumber
ofbytesactuallytransferred.

Apartfromtherequestparameters,theDeviceRequest()methodstakesanotherthreeparameters.

• noDataTimeout:Thisisthetimeout,inmilliseconds,towaitbeforeabortingthe
requestifnodatahasbeensent/received.

• completionTimeout:Thisspecifiesatimeoutvaluefortheentirecommandwith
data,andisalsoinmilliseconds.

• completion:Thisisoptional,andifspecifieditallowsustoperformtherequest
asynchronously,whichmayoftenbedesiredtoavoidblockingthecallingthread.
Wewilldiscussasynchronousrequestsinmoredetaillaterinthischapter.

Let’slookatanexampleofhowadevicerequestcanbeissued,againusingtheAppleUSBEthernet
driverasanexample.ThecodeinListing8-8iscalledbythedriverfromaperiodictimerandisusedto
getstatisticsandstatusinformationfromtheEthernetdevice,suchascollisions,droppedpackets,
incomingpackets,etc.

Listing8-8.DeviceRequestforDownloadingStatisticsFromAnEthernetDevice(USBCDCEthernet.cpp)

STREQ = (IOUSBDevRequest*)IOMalloc(sizeof(IOUSBDevRequest)); 
if (!STREQ) 
{ 
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     ... 
} else { 
     bzero(STREQ, sizeof(IOUSBDevRequest)); 
     // Now build the Statistics Request 
    STREQ->bmRequestType = USBmakebmRequestType(kUSBOut, kUSBClass, kUSBInterface); 
    STREQ->bRequest = kGet_Ethernet_Statistics; 
    STREQ->wValue = currStat; 
    STREQ->wIndex = fCommInterfaceNumber; 
    STREQ->wLength = 4; 
    STREQ->pData = &fStatValue; 
         
    fStatsCompletionInfo.parameter = STREQ; 
         
    rc = fpDevice->DeviceRequest(STREQ, &fStatsCompletionInfo); 
    if (rc != kIOReturnSuccess) 
    { 
    ... 
        IOFree(STREQ, sizeof(IOUSBDevRequest)); 
    } else { 
       fStatInProgress = true; 
    } 
} 

TherequestinListing8-8isperformedasynchronously.BecausetheIOUSBDevRequeststructure
mustpersistuntiltherequestfinishes,itmustnotbeallocatedonthestack,althoughthisisfinefora
synchronousrequest.TherequestperformedinListing8-8isdirectedtoaspecificinterface,anditisa
classspecificrequest,whichmeansitwillworkthesameonallinterfaceswiththesameclasscode.The
wValuefieldoftherequestisanindexnumberspecifyingthestatisticthatshouldbetransferred.

Control Requests 

Devicerequests,discussedintheprevioussection,areI/Otothedefaultcontrolpipe(zero).The
DeviceRequest()methodcannotbeusedforcontrolendpointsotherthanthedefault.Ifwewishto
performrequeststoanothercontrolendpoint,wemustusetheIOUSBPipe::ControlRequest()method
instead.TherearefourControlRequest()methodsavailable:

virtual IOReturn ControlRequest(IOUSBDevRequestDesc* request, 
        IOUSBCompletion* completion = 0); 
virtual IOReturn ControlRequest(IOUSBDevRequest* request, IOUSBCompletion* completion = 0); 
virtual IOReturn ControlRequest(IOUSBDevRequestDesc* request, 
        UInt32 noDataTimeout, 
        UInt32 completionTimeout, 
        IOUSBCompletion* completion = 0); 
virtual IOReturn ControlRequest(IOUSBDevRequest* request, 
        UInt32 noDataTimeout, 
        UInt32 completionTimeout, 
        IOUSBCompletion* completion = 0); 

ThetwofirstmethodsusetheexactsameargumentsastheDeviceRequest()methoddiscussed
earlier.ThetwolastalsosupportthenoDataTimeoutandcompletionTimeoutparameters.
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PerformingI/OtoBulkandInterruptEndpoints
SendingandReceivingdataisperformedwiththehelpoftheIOUSBPipeclass,whichrepresentsan
endpoint.TheIOUSBPipeclasspresentsasimpleinterfaceforperformingI/O,whichisreminiscentof
howuserspaceperformsfileI/O.USBdoesnotutilizeDMAdirectly,althoughthehostcontrollerdoes
useDMAtotransferdata,butthedetailsofthisareabstractedawayfromus.Thisalsomeansthatwedo
notneedtoworryaboutmemoryalignment,ifthememoryisphysicallycontiguous,isinthecorrect
addressrange,ortranslatingmemoryaddressestophysicaladdresses.WecanalsoperformI/Ofroma
userspacebuffer.

TheIOUSBPipeclasssupportsI/Otoallendpointtypes:control,bulk,interrupt,andisochronous.
ThemethodsforperformingbulkandinterruptI/OaretheRead()andWrite()methods:

virtual IOReturn Read(IOMemoryDescriptor* buffer, 
                      UInt32 noDataTimeout, 
                      UInt32 completionTimeout, 
                      IOByteCount reqCount, 
                      IOUSBCompletion* completion = 0, 
                      IOByteCount* bytesRead = 0); 
 
virtual IOReturn Write(IOMemoryDescriptor* buffer, 
                       UInt32 noDataTimeout, 
                       UInt32 completionTimeout, 
                       IOByteCount reqCount, 
                       IOUSBCompletion* completion = 0); 

• ThebufferisanIOMemoryDescriptor containingthebufferforwhichdatashould
bereadorwritten.Thememorydescriptorshouldhaveitsprepare()method
calledtoensurememoryispagedinandpinneddown.Thememorymaybeinthe
kernelorausertask’saddressspace.

• ThenoDataTimeoutargumentspecifiestheamountoftime,inmilliseconds,towait
fordatatransferonthebusbeforetherequestisconsideredunsuccessful.

• ThecompletionTimeout isthetimetoallow,inmilliseconds,fortheentirerequest
tocompletebeforeitisconsideredunsuccessful.

• ThereqCountistheamountofdata,inbytes,thatshouldbereadorwritten.It
mustbelessorequaltothesizeofthebuffer,asreturnedby
IOMemoryDescriptor::getLength().

• ThecompletionparameterisastructureofthetypeIOUSBCompletion,andisused
forasynchronousrequests.TheparametercanbespecifiedasNULLtoperformthe
requestsynchronously,inwhichcasethecallwillblockuntiltherequestis
completeortimesout.WewilllookatasynchronousI/Olater.

• FortheRead()methodbytesReadwillreturnthenumberofbytesthatwereread.It
maybelessthanwhatwasrequested.Thevalueisonlysetforsynchronous
requests.

Listing8-9showsexampleinvocationsoftheRead()andWrite()methods.
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Listing8-9.ExamplesofSynchronousRead()andWrite()toaBulkPipe

UInt32 bytesRead; 
IOMemoryDescriptor* readBuffer; 
IOMemoryDescriptor* writeBuffer; 
… 
if (myBulkPipeIn->Read(readBuffer, 1000, 5000,  
                       readBuffer->GetLength(), 0, &bytesRead) != kIOReturnSuccess) 
{ 
     // Handle error 
} 
else 
    IOLog(“We read: %u bytes\n”, bytesRead); 
 
if (myBulkPipeOut->Write(writeBuffer, 1000, 5000,  
                         writeBuffer->GetLength()) != kIOReturnSuccess) 
{ 
    // Handle error 
} 

Sincewedidn’tspecifythecompletionargumentforeithermethod,theywillbothbeexecuted
synchronously,whichmeansthattherequestwillbeexecutedinitsentiretybythetimethemethod
returnscontroltous.Recallthatallpipesareuni-directional,withtheexceptionofthedefaultcontrol
pipe,sotheINandOUTrequestsareperformedontwoseparatepipes.

NoteAnotheroverloadedsetofRead()andWrite()existsthatdoesnotacceptareqCountparameter,but
ratherusestheGetLength()methodoftheIOMemoryDescriptor.Thesemethodsarenowdeprecatedand
shouldnotbeused.

TheexampleinListing8-9willalsoworkforaninterruptendpoint.Thereisnospecial
programminginterfaceneededtoworkwithinterruptendpoints.I/Oishandledinthesamewayaswith
bulkendpoints.Thedifferenceisinbehavior.Aninterruptendpointprovidesboundedlatencyandthe
hostcontrollerguaranteestopollthedevicefordatanolessoftenthanwhatisrequestedinthe
endpoint’sdescriptor.Theminimum-pollingintervalis125microseconds.Interrupttransfersuse
reservedbandwidth,whichguaranteesthattherequestsmakeitthroughevenintheeventthatthereare
highamountsofactivityonthebus.Unlikebulktransfers,interrupttransfersarenotsuitablefor
transferringlargeamountsofdataandarelimitedto8,64,or,1024bytesforlow-speed,full-speed,and
high-speed,respectively.Notethatinterruptendpointsarenotrelatedtosysteminterruptsinanyway.
I/Otointerruptendpointsisperformedinanormalkernelthread.

Dealing with Errors and Pipe Stalls 

Whenanendpointisunabletotransmitorreceivedataduetoanerror,thehostordevicemaysetthe
HALTbit.Communicatingwithanendpointinthisstate,oranendpointwithanerror,willreturna
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STALLhandshakepacket.AnerrorneedstoberesolvedbeforeI/Ocancontinueontheendpoint.The
IOUSBPipeclassprovidestwomethodsforclearingapipestallandallowingI/Otoresume:

virtual IOReturn ClearStall(void);  
virtual IOReturn ClearPipeStall(bool withDeviceRequest); 

Thesecondversionclearstheerror(togglebit)onthecontroller,butitdoesnotsendoutadevice
requesttotheendpointifwithDeviceRequestisfalse.BothmethodswillcauseoutstandingI/Otobe
completedwiththereturncodekIOUSBTransactionReturned.

Isochronous I/O 

Isochronoustransfersarecontinuousinnatureandaresuitableforusewithdevices,suchasaudioand
video,whereinformationiscontinuouslystreamingandthereisaneedforguaranteedbandwidthand
boundedlatency.DataintegritycanbeverifiedusingaCRC,butcorrupteddataisneverre-sent
automatically.Theamountofbandwidthneededbyadeviceisspecifiedintheisochronousendpoint
descriptor.Ifthehostcontrollerisunabletoguaranteeenoughbandwidthtosupportthedevice,which
canhappenifanotherdevicealreadyhasreservedbandwidthonthebus,thedevicemaybeunableto
function.Ifthedeviceisabletooperatewithlessbandwidth,itcandefinealternateinterfacedescriptors
withmoreconservativerequirements.Maximumpayloadsforisochronoustransfersareasfollows:

• High-speeddeviceshaveamaximumpacketsizeof1024bytes.

• Full-speeddeviceshaveamaximumpacketsizeof1023bytes.

• Low-speeddevicesdonotsupportisochronoustransfers.

Isochronoustransfersusetheconceptofmicroframes.Amicroframeis125microsecondslong.For
high-speeddevices,uptothreepacketscanbetransmittedpermicroframe,givingamaximumdata-rate
of3x1024x8000microframespersecond=24MB/s.Thisisslightlylowerthanthemaximum
bandwidthpossibleoverabulkendpoint.

AmicroframeisrepresentedbytheIOUSBIsocFramestructure:

typedef struct IOUSBIsocFrame { 
    IOReturn              frStatus; 
    UInt16                frReqCount; 
    UInt16                frActCount; 
} IOUSBIsocFrame; 

ThestructuredescribeshowmanybytesofdatashouldbetransmittedorreceivedfromttheI/O
bufferineachmicroframe.ThefrReqCountfieldistheamountofbytesrequested,whereasthe
frActCountisthecountactuallytransferred.Thestructurealsocontainsastatusfield.

Themethodsforreadingandwritingtoanisochronousendpointaresimilartothoseusedtoread
andwritefrominterruptandbulkendpoints:

virtual IOReturn Read(IOMemoryDescriptor* buffer, UInt64 frameStart, UInt32 numFrames,  
                      IOUSBIsocFrame* frameList, IOUSBIsocCompletion* completion = 0); 
virtual IOReturn Write(IOMemoryDescriptor* buffer, UInt64 frameStart, UInt32 numFrames,  
                       IOUSBIsocFrame *frameList, IOUSBIsocCompletion * completion = 0); 

Themethodstakethefollowingarguments:
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• Thebufferargumentisavirtuallycontiguousbuffercontainingthedatatobe
transferred.Thememorydescriptorshouldhaveitsprepare()methodcalledto
ensurememoryispagedinandpinneddownforthedurationofthetransfer.
Therearenospecialrequirementsotherwiseforthememoryanditcanbeeither
userspaceorkernelmemory.

• TheframeStartargumentspecifiestheindexoftheUSBframefromwhichtostart.
OneUSBframecorrespondsto8microframes.

• ThenumFramesargumentisacountofthemicroframedescriptorscontainedinthe
frameListarray.

• TheframeListargumentisapointertoanarrayofIOUSBIsocFramestructures.

• Anoptionalcompletionstructure.Ifspecified,thiswillperformthetransfer
asynchronously.

Asynchronous Requests 

ItisoftennecessarytoperformrequeststoUSBdevicesasynchronously—forexample,whenperforming
largebulkrequeststoaharddrive.Insteadofhavingthecallerthreadblocked,therequestcanbe
handledbytheUSBcontroller,anditwillnotifyus,throughacallbackmethod,whentherequestis
completed.

Todothis,youmustsupplyanIOUSBCompletionstructuretotheRead(),Write(),DeviceRequest(),
orControlRequest()methods:

typedef struct IOUSBCompletion {  
    void* target;  
    IOUSBCompletionAction action;  
    void* parameter;  
} IOUSBCompletion;   

• Thetargetfieldisapointerthatcancontainuser-defineddata.Oftenitisusedto
passthepointertotheclassthatsenttherequest,sothatyoucancastthepointer
backtotheoriginalclassinthecompletionfunction.

• Theactionfieldistheactualcallback,andshouldbeapointertoafunction
matchingtheIOUSBCompletionActionprototype.Themethodwillbecalledonce
therequestcompletes.

• Theparameterfieldcancarryanadditionalparameter,whichwillalsobepassed
tothecompletionfunction.

TheIOUSBCompletionActioncallbackhasthefollowingprototype:

typedef void ( *IOUSBCompletionAction)(void* target, void* parameter,  
                                       IOReturn status, UInt32 bufferSizeRemaining); 

Asyoucansee,thetargetandparameterfieldsoftheIOUSBCompletionstructurearepasseddirectly
tothecallback.Thecallbackwillalsogetthestatusofthetransfer,andthebufferSizeRemainingfield
willcontainthenumberofbyteslefttotransferiftherequestwasnotfullycompleted.
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AsynchronousrequestsarecompletedontheIOUSBFamilyworkloopthread,whichmeansthatif
youaccessdatainthecallbackfromyourowndriver,youmustensurethatthisaccessisproperly
synchronized.

Generallyspeaking,USBdriversneveroperateinaprimaryinterruptcontext,withtheexceptionof
thelowlatencyversionsoftheisochronousRead()andWrite()methods,whichallowsasynchronous
isochronousI/Otohavethecompletioncallbackcalledatprimaryinterrupttime.Inthiscase,extreme
careneedstobetakentoavoidcallingcodethatmayblock.TheuseoflowlatencyisochronousI/O
shouldbeusedsparingly,andisgenerallynotrequiredevenforaudioandvideodrivers.

Summary 

• Atthetimeofwriting,theUniversalSerialBusSpecificationexistsinthreemajor
revisions,thelatestbeingUSB3.0.USB3.0,althoughemergingrapidlyinthePC
segment,hasnotyetbeenadoptedbyApple,whichatthetimeofwritingonly
supportsUSB2.0,

• AUSBusesasharedbustopology,whereupto127devicescanbecontrolledbya
singlehost.Thehostcontrolleristhemasterofthebus,andcontrolsallactivityon
thebus.Adeviceisneverallowedtousethebuswithoutpermissionfromthe
host.

• AUSBdeviceisdescribedbyahierarchicalstructureofdescriptors,whichcontain
informationabouttheclass,type,capabilities,andrequirementsofthedevice.

• AUSBdevicemayconsistofzeroormoreinterfaces,whicharegroupsof
endpoints.Aninterfacetypicallyrepresentsalogicaldevicefunction,suchasa
printerorscanner.

• Therearefourtypesofendpoints:control,bulk,interrupt,andisochronous.
Controltransfersareusedfordeviceconfigurationandcontrol.Bulkendpoints
areusedforapplicationssuchasharddrivesornetworkdevices.Interrupt
endpointsprovideboundedlatency,buttheycanonlytransfersmallamounts.
Isochronousisidealforvideoandaudioapplicationsthatrequireguaranteedand
predictablebandwidth,aswellaslowlatency.

• TheIOUSBFamilyhandlesUSBsupportinthekernel.Thefamilyimplements
supportforcommonUSBcontrollers.Thethreeprincipalclassesrelevanttoa
driverdeveloperareIOUSBDevice,IOUSBInterface,andIOUSBPipe.AUSBdriver
canuseeitherIOUSBDeviceorIOUSBInterfaceasitsprovider.

• TheIOUSBPipeprovidesanabstractionaroundendpoints.Ithasmethodstodeal
withallfourendpoints.ItsupportssynchronousandasynchronousI/O.
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PCI Express and Thunderbolt 

PCI(PeripheralComponentInterconnect)isahigh-speedbusdevelopedbyIntel,intheearlynineties,
toreplacevariousolderandslowerbustechnologiessuchasEISA,ISA,MCA,andVESA.ThetermPCIis
oftenusedtodescribethefamilyoftechnologiesbasedontheoriginalPCIspecification.Throughout
thischapter,whenwerefertoPCI,werefertocommonalitiesfoundinthePCI–basedtechnologies;
namely,PCIExpress,Thunderbolt,andtoalesserextentExpressCard.MostpeopleassociatePCIwith
expansionboardspluggedintoacomputer,butitisworthnotingthatPCIisfundamentaltomany
computersystems—eventhosewithoutPCIslots,suchasiMacs—thathaveinternalPCIbusesthat
connecttheCPUtoUSB,Firewire,andSATAcontrollers.RecentPCI-basedadvancements(like
Thunderbolt)allowthePCIbustobeextendedoutsideofthecomputer,muchinthesamewayasUSB
andFirewire.

PCIenjoyedwidespreadadoptionandsolvedmanyoftheproblemsfoundinolderbus
technologies;forexample,iteliminatedtheneedtoconfigurejumpersonexpansioncards,asresources
suchasmemoryregionsandinterruptswereconfiguredautomaticallybythesystemBIOSand/orthe
OSitself.

PCIwasextendedbythePCI-XandPCI-X2.0standards,whichallowedfora64-bitbuswidthas
opposedtotheLegacyPCI’s32-bitbuswidth.PCI-Xstandards,havingbeensucceededbythePCI
Express(PCIe)standard,havebecomeobsolete.UnlikePCI-Xhowever,PCIeusesapacket-basedserial
protocol,ratherthantheparallelinterfacecharacteristicofitspredecessors.PCIeallowsdevicesona
bustohavededicatedbandwidthinsteadofsharingbusbandwidthwithotherdevicesonthesamebus.
WhilePCIeandPCIaresubstantiallydifferentfromanelectricalandphysicalstandpoint,theyare
backwardscompatiblefromasoftwarepointofview;consequently,driversrequireonlyminor(orno)
changestosupportnewerstandards.

Aspreviouslymentioned,therearemyriadsofPCI-relatedstandards.Wewilldiscussonly
technologiescurrentlysoldbyApple,whichincludePCIe,Thunderbolt,andExpressCard.Thunderbolt
isfoundinmost2011ornewerMacs.ThunderboltandExpressCardarebasedonPCIetechnologyand
connecttothePCIhostbridge.However,ExpressCardisbeingphasedoutinfavorofThunderboltonall
Macs,andisnowfoundonlyinthe17”MacBookPro.TheMacProiscurrentlytheonlyMactohave
physicallyaccessiblePCIExpressslotsaftertheXServewasdiscontinued.

ThischapterbeginswithadiscussionofthevariousPCItechnologiesthatapplytothecurrent
generationofMacs.Wewillfocusonthepartsthatareimportanttounderstandfromasoftwarepointof
viewandnecessarytobuildafunctionaldriverforaPCI-baseddevice.Forexample,weasprogrammers
neednotbeconcernedwithhowPCIfunctionsattheelectricallevel.Thesecondpartofthischapter
focusesonhowwecaninterfacewithPCI-baseddevicesinI/OKit,howtomatchandconfigurethem,
readregisters,anddealwiththeremovalofdevices.Wewillalsoaddresshowtohandleinterruptsand
performDMA(DirectMemoryAccess),whicharetwotypicaltasksperformedbyaPCI-baseddriver.
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PCIExpress
PCIewasdesignedtoreplacePCIandPCI-X,aswellastheAGP(AcceleratedGraphicsPort),astopgap
employedbygraphicscardsallowingforhigherbandwidthsnotpossiblewithPCI-X.PCIeusesuni-
directional,point-to-pointconnectionsknownas“lanes.”ThisapproachavoidsthePCIandPCI-X’s
sharedbusproblem;althoughsystemdesignerscouldsomewhatalleviatethisissuebyputtingeach
physicalPCIslotonitsowndedicatedbus.Still,PCIeissubstantiallyfasterthanitspredecessors.

Sofar,threerevisionsofthePCIestandardhavebeenreleased.Thesecondgenerationdoubledthe
possiblebandwidthforasinglePCIelanefrom250MB/sto500MB/s.Thethirdrevisiondoubledthat
andcanhandleupto1GB/sperlane.PCIetypicallyuseslaneconfigurationsof1x,4x,8x,16x,and32x;
although,thelatterislesscommon,especiallyforphysicalslots.Slotsforgraphicscards/GPUsare
typically16xlaneswide,astheyrequiremassiveamountsofbandwidth.ThelatestrevisionoftheMac
ProconformstothePCIe2.0standard.ThelatestversionofMacPro(5,1)hasfour16xlaneslots,but
onlyslots1and2areabletooperateat16x,whileslots3and4operateat4x.

Thunderbolt
Thunderbolt,arelativelynewtechnology,wasinitiallydevelopedbyIntelandlateradoptedbyApple;
thelatteriscurrentlytheonlyvendorshippingThunderbolt-enabledcomputers.Althoughthe
availabilityofdevicesislimited,severalcompanies,includingBlackmagicDesign,PromiseTechnology,
andWesternDigital,haveannouncedtheirsupportforthetechnology.Thunderboltisanexternal
expansioninterfacethatallowsPCIeandDisplayPort1.1tobetunneledoverthesamecable.Acablecan
carrytwobi-directionalchannelsofupto10Gbpsofdata,whichamountstoatotalbandwidthof40
Gbpspercable.Thechannelsareindependentofeachother,anditisnotpossibletoaggregatethe
bandwidthbetweenthem.Thunderboltisalsoabletoprovideupto10Wattsofpowertodevices
connectedtothebus.ThecableusestheMiniDisplayPortconnector,whichisindenticalatbothends.

ThecurrentspecificationofThunderboltallowsuptosixdevicestobedaisychained.Laterrevisions
willshowcaseatree-liketopologysimilartothatofUSB.However,unlikeUSB,Thunderboltallowshost-
to-hostconnectionslikeFirewire.ApplehasalsoenabledatargetdiskmodeusingThunderbolt,aswell
astheabilitytoboottheoperatingsystemfromThunderboltattachedstorage.Duetothefactthat
ThunderboltdevicescommunicatedirectlywiththePCIehostsystem,existingdevicescanbeupdated
tosupportThunderboltwithrelativelyfewmodificationstothehardware(ignoringthefactthatan
externalcaseandpossiblyanexternalpowersourceareneeded).Onthesoftwareside,veryfewchanges
areneeded(devicesarestillmanagedbytheIOPCIFamily);however,onerequirementisthatthedriver
mustsupportbeingdynamicallyunloaded.

ThunderboltmakesitpossiblefortheMacMini,iMacorMacBookseriescomputerstoaccesshigh-
speedstorageandstorageareanetworks,aswellashigh-bandwidthuncompressedvideocapture,which
waspreviouslyreservedforthehigh-endMacProandXserve.

ExpressCard
ExpressCardisanolderexpansioninterfacefoundintheMacBookProseries.ExpressCardisbeing
phasedoutinfavourofThunderbolt;however,laptopswithbothExpressCardandThunderboltports
areavailable(atthetimeofwriting).ExpressCardisthemodernversionofPCMCIAandisbasedon
PCIe.Thelateststandardsupportstransferspeedsofupto5Gbps.
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ConfigurationSpaceRegisters
AllPCIdevices(includingbridges)haveasetofregistersknownastheconfigurationspace.Thisspaceis
aminimumof256bytesforconventionalPCIdevices,butontechnologiesbasedonPCI-X2.0andPCI
Express,theconfigurationspaceisupto4096byteslongandisreferredtoastheextendedconfiguration
space.Thefirst48bytesoftheconfigurationspaceregistersareshowninFigure9-1.



Figure9-1.StandardPCIconfigurationspaceregisters

Therequiredregistersareshowningray;otherregistersareoptional.Thefirst48bytesare
standardizedandyouwillfindthesamelayoutregardlessofwhetherthedeviceisPCI,PCI-X,orPCIe-
based.ManyoftheregistersarenolongerapplicablebecausePCIExpressispoint-to-pointbased—it
doesn’tuseasharedbus.

Let’slookatthemandatoryregistersfromFigure9-1inmoredetail.

• VendorID:Containsa16-bitidentifieruniquetoeachhardwaremanufacturer.
VendorIDsareassignedbythePCI-SIG(specialinterestgroup)ofeachhardware
manufacturer.Apple,forexample,isassignedthevendorID0x106b.The
combinationofvendorIDanddeviceIDisoftenusedbyoperatingsystemsto
determinewhichdrivertoloadforadevice.0xffffisnotavalidvendorID.

• DeviceID:Also16-bitswide.UnlikethevendorID,thedeviceIDcanbeassigned
bythemanufacturerandisnotmaintainedinacentralregister.

• ClassCode:A24-bitregisterthatholdsthetypeclassificationforthedevice.The
first8bitsholdthebaseclass.ExamplesofbaseclassesincludeUnclassified(0x0),
MassStoragecontroller(0x1),NetworkController(0x2),DisplayController(0x3),
etc.Thenext8bitsholdthesubclass.Ifthebaseclassisadisplaycontroller,for
instance,thesubclassesmightbeVGA(0x0),XGA(0x1),orother(0x80).The
remaining8bitsareusedtospecifytheprograminterface(register-levelinterface)
ofthedeviceifmorethanoneispossible.ThisisusedforUSBcontrollerstoverify
whethertheycomplywiththeUHCI,OHCI,EHCI,orXCHIinterfaces,whichare
register-levelspecificationsthatdeterminehowadrivershouldinteractwitha
device.
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• SubsytemVendor/DeviceID:Followsthesamerulesandassignmentsasthevendor
anddeviceIDs.ThesubsystemIDsareusedtoidentifythechip,whenmany
differentmanufacturerssellproductsusingthesamechip(OEM).Primeexamples
ofthisareNvidiaandATI.TheymanufactureGPUchipsthataresubsequently
usedbythird-partymanufacturerstomakethefinalproduct.ThePCI
configurationspaceofsuchadevicecontainsthethird-party’svendorIDand
deviceID,butuseseitherNvidiaorATIasthesubsystemvendorID,aswellas
theirdeviceIDasthesubsystemdeviceID.ThisallowsATI’sandNvidia’sdrivers
tobeused,eveniftheydidn’tmanufacturetheboarddirectly.

• BaseAddress0-5:ContainsuptosixI/Oregions,whichcanbeeitherI/Oportsor
memoryregions.Thelatterismuchmorecommon.WewilldiscussI/Oregionsin
moredetailshortly.AbaseaddressisoftenabbreviatedBAR(BaseAddress
Register).

PCIinI/OKit
PCIintheI/OKitishandledbytheIOPCIFamily,which,justliketheIOUSBFamily,isimplementedinits
ownKEXT.TheIOPCIFamilyissimplerthantheIOUSBFamilyintermsofthenumberofprovidedclasses.
Thismeanstherearefewerbuildingblockstohelpusoutwhenimplementingdrivers.PCIismorelow-
levelthanUSBfromadriverpoint-of-view,and,assuch,thewritingofdriversforPCIdevicesisoften
morecomplex.Figure9-2showstheclasshierarchyoftheIOPCIFamily.



Figure9-2.IOPCIFamilyclasshierarchy

TheIOPCIDeviceobjectactsanuborproviderforallPCI-baseddevices,includingPCIe,
Thunderbolt,andExpressCard.AnIOPCIDevicesubclasscalledIOAGPDevice handlesolderAGP
(AdvancedGraphicsPort)-basedgraphicscards;however,noIntel-basedMacsfeatureAGP.Inmany
cases,youonlyneedtointeractwiththeIOPCIDeviceclassfromtheIOPCIFamily.Aninstanceofthis
objectisprovidedforeachPCIdeviceinthesystem;similarly,anIOPCIBridge instanceexistsforeach
PCIbridgeinthesystem.Therearecaseswhereadrivermayneedtointeractwithitsbridgetoreador
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writethebridge’sconfigurationspace.Althoughuncommon,itisalsopossibletocreateyourownPCI
bridgedriver.Wewilldiscussdeviceandbridgeaccesslaterinthischapter.TherootPCIbridge(also
knownasthehostbridgeandrootcomplex)isimplementedbyasubclassofIOPCIBridgecalled
AppleACPIPCIclass.ThisclassispartofthePlatformExpertimplementedbytheAppleACPIPlatform
KEXTandcontrolsaccesstoalldevicesandbridgesinthesystem.Thereisonlyoneinstanceofthis
class.TheIOPCI2PCIBridgeclassisthedriverforPCI-to-PCIbridges.

■TipAswiththeIOUSBFamily,theIOPCIFamilyisnotpartofthexnusourcedistribution;rather,itisavailable
asaseparatedownloadfromhttp://opensource.apple.com.Thesourcepackagecontainsthesourcecodefor
theclassesdiscussedabove,aswellasasamplePCIdriverandsourcecodeforuserspacetoolstodump
informationfromaPCIdevice.

MatchingandLoadingDrivers
PCIdriversarecommonlymatchedagainstpropertiesfoundintheirconfigurationspaceregisters,such
asthevendorID,deviceID,class,subsystemvendorID,andsubsystemdeviceID.Often,thelattertwo
areneededifaPCIdeviceisbasedonagenericchip.

Thoughtheconfigurationspacescontainmorefields,theycannotbematchedagainstusinga
matchingdictionary(property-basedmatching).Ifyouneedmoreadvancedmatching,yourdriverwill
havetooverridetheIOService::probe(IOProvider* service)method,andyouwillhavetoexaminethe
IOPCIDeviceyourselftodetermineifyourdrivermatchesthedevice.ThekeyslistedinTable9-1canbe
usedformatchingagainstPCI-baseddevices.

Table9-1.KeysforMatchingPCIDevices

Key Description 

IOPCIMatch MatchagainstvendorIDanddeviceID;ifa
matchisnotfound,trytomatchagainst
subsystemvendorIDandsubsystemdevice
ID.

IOPCIPrimaryMatch OnlymatchagainstvendorIDanddeviceID.

IOPCISecondaryMatch OnlymatchagainstsubsystemvendorIDand
subsystemdeviceID.

IOPCIClassMatch MatchagainstthePCIclasscode.

IONameMatch NotPCI-specific;canbeusedtomatch
againstthenameproperty.


Listing9-1showsthematchingdictionaryforatypicalPCIdevicewithavendorIDorsubsystem

vendorIDof0xabcdandadeviceIDorsubsystemdeviceIDof0x1234.

http://opensource.apple.com
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Listing9-1.SimpleMatchingDictionaryforaPCIDriver

<key>IOKitPersonalities</key> 
<dict> 
    <key>MyPCIDriver</key> 
    <dict> 
        <key>CFBundleIdentifier</key> 
        <string>com.osxkernel.MyPCIDriver</string> 
        <key>IOClass</key> 
        <string>com_osxkernel_MyPCIDriver</string> 
        <key>IOProviderClass</key> 
        <string>IOPCIDevice</string> 
        <key>IOPCIMatch</key> 
        <string>0x1234abcd</string> 
     </dict> 
</dict> 

Thevalueisspecifiedasa32-bithexadecimalstringinlittle-endianformat.Thefirstfourcharacters
willrepresentthedeviceIDandthelastfourcharacterswillrepresentthevendorID.Itisworthnoting
thatthevalueisofthestringtypeandnotaninteger.ThekeyIOProviderClassmusthavethevalue
IOPCIDeviceinorderfortheI/OKittopassyourdriveranIOPCIDeviceinstance.Ifyouneedtomatch
againstthevendorIDanddeviceID,youcansubstituteIOPCIMatchwithIOPCIPrimaryMatchor,ifyou
onlywishtomatchthesubsystemIDs,youcanuseIOPCISecondaryMatch.

Ifyourdriverhandlesmultipledevices,thiscanbedoneasaspace-separatedlistasfollows:

<key>IOPCIMatch</key> 
<string>0x1234abcd 0x1235abcd 0x1236abcd</string> 

ThiswillmatchdeviceIDs0x1234,0x1235,and0x1236ofvendor0xabcd.Ifyourdriversupportsa
largefamilyofdevices,youcanusemaskstoachievethesameeffect,ratherthanenumeratingeach
deviceseparately.

<key>IOPCIMatch</key> 
<string>0x1230abcd&0xfff0ffff</string> 

■NoteIfyouareeditingInfo.plistdirectly,youmustexpresstheampersand(&)as&amp,astheampersand
symbolisusedtoindicateanescapesequenceinXML.

ThiswillmatcheverydeviceIDbeginningwith0x123X;forexample,therangefrom0x1230to
0x123F,andavendorIDof0xabcd.Bitsthatshouldbeignoredbythemaskmustbesettozero.

Youcanalsomatchagainsttheclassregister.Todothis,youmustspecifytheIOPCIClassMatchkey.
Theclassregisteris3byteswide.However,tomatchagainstit,theI/OKitrequiresyoutospecifya4
bytevalue.Thelastbyteisignored.Thefollowingexamplematchesdisplaycontrollers(baseclasscode
0x03):
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<key>IOPCIClassMatch</key> 
<string>0x03000000&amp;0xFF000000</string> 

AsallPCIdevicesareassignednamesaccordingtotheirdevicesandvendorIDs,itisalsopossibleto
useIONameMatchtomatchPCIdevicesasshowninListing9-2.

Listing9-2.MatchingBasedonNameProperty

<key>IONameMatch</key> 
<array> 
    <string>pciabcd,1234</string> 
    <string>pciabcd,1235</string> 
    <string>pciabcd,1236</string> 
</array> 

Thepreviousapproachisperhapsmorereadable,butthedownsideisthatitisnotpossibleto
matchagainstthesubsystemvendoranddeviceID.

■NoteRemembertoaddadependencytotheIOPCIFamilyinyourdriver’sInfo.plistfileunderthe
OSBundleLibrariessection.

Duringsystemboot,driversforPCIdevicesinstalledinaphysicalslotorembeddedonthe
motherboardareloaded.ThunderboltandExpressCarddriversareloadedatboot-timeorondemandas
theyarepluggedin.

WhileThunderboltdevicesfollowPCIdevices’rulesforidentification,theyneedanadditional
changeinorderforthedrivertoload.Inthedriver’sInfo.plistfile,undereachpersonalityspecified,the
followingkeyneedstobeset:

<key>IOPCITunnelCompatible</key> 
<true/> 

ThistellsthesystemthatthedriverisThunderbolt-ready,andtherefore,issafetounload.Itis
possibleforaThunderboltandaPCIedevicetosharethesamedevicedriver;however,PCIdriversmay
inmanycasesbewrittenundertheassumptionthatthedriver/devicewillneverberemovedduring
operation.AdriverwillnotbeloadedagainstaThunderboltdeviceunlessthiskeyisset.

THUNDERBOLT UNIQUE INDENTIFIER 

AllThunderboltdeviceshaveadeviceROM(DROM)thatcontainsanadditionalIDidentifyingthevendor,
referredtoasanAuthorityID.ThisIDispartofa64-bitUIDnumber,whichisuniqueforeveryThunderbolt
device,justliketheMACaddressofanetworkinterface.TheauthorityIDisassignedbytheThunderbolt
namingauthority(Intel)andnotthePCI-SIG.Atthetimeofwriting,therearenopublicationsexplaining
howtoaccessthisnumberfromtheI/OKit,orifitcanbeusedtomatchThunderboltdevices.
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DriverExample:ASimplePCIDriver
It’stimetogetourhandsdirty.InordertodemonstrateaPCIdriverinaction,wewilltakeadvantageof
theIOMatchCategory keytoallowtheloadingofasecondarydriverforadevice.Wewillloadourdriver
againstthedisplaycontroller(graphicscard/GPU)inthiscase,asitisadeviceguaranteedtobepresent
onallMacs—evenlaptops—astheyallusePCIeinternally.Wewillusethefollowingtomatchagainst
thedisplaycontroller:

<key>IOPCIClassMatch</key> 
<string>0x03000000&amp;0xFF000000</string> 

■CautionBecarefulaboutmakingyourownmodificationstoMyFirstPCIDriver,asitattachestoadevice
alreadycontrolledbyanotherdriver.Therefore,performingactionsotherthanqueryinginformationmaybeunsafe
andcauseyoursystemtocrashorbecomecorrupt.

Recallthat0x03isabaseclassfordisplaycontrollers.IfyouhavemorethanoneGPU,thiswillcause
multipleinstancesofthedrivertobeinstantiated—oneperdevice.

Let’sstartwiththeclassdeclarationforourdriver,asshowninListing9-3.

Listing9-3.MyFirstPCIDriverClassDeclaration

#include <IOKit/IOLib.h> 
#include <IOKit/pci/IOPCIDevice.h> 
 
class com_osxkernel_MyFirstPCIDriver : public IOService 
{ 
    OSDeclareDefaultStructors(com_osxkernel_MyFirstPCIDriver); 
     
private: 
    IOPCIDevice*        fPCIDevice; 
     
public: 
    virtual bool start(IOService* provider); 
    virtual void stop(IOService* provider); 
}; 

Thereshouldbefewsurpriseshereifyou’vefollowedearlierexamples.Wesimplydeclareasub-
classofIOServiceandoverridethestart()andstop()methods.Notethatweincludethefile
IOKit/pci/IOPCIDevice.hthatcontainsthedefinitionoftheIOPCIDeviceclass.

TheimplementationofMyFirstPCIDriverisshowninListing9-4.

Listing9-4.MyFirstPCIDriverClassImplementation

#include "MyFirstPCIDriver.h" 
 
#define super IOService 
OSDefineMetaClassAndStructors(com_osxkernel_MyFirstPCIDriver, IOService); 
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bool com_osxkernel_MyFirstPCIDriver::start(IOService * provider) 
{     
    IOLog("%s::start\n", getName()); 
     
    if(!super::start(provider)) 
        return false ; 
     
    fPCIDevice = OSDynamicCast(IOPCIDevice, provider); 
    if (!fPCIDevice) 
        return false; 
     
    fPCIDevice->setMemoryEnable(true); 
   
    registerService(); 
     
    return true; 
} 
 
void com_osxkernel_MyFirstPCIDriver::stop( IOService * provider ) 
{ 
    IOLog("%s::stop\n", getName()); 
    super::stop(provider); 
} 

Whenadriverismatchedsuccessfully,eitherfromtheInfo.plistdictionaryorbyinvocationofthe
driver’sprobe()method,yourdriverwillhaveitsstart()methodcalled.AswiththeUSBdriverin
chapter8,wechecktoensurethattheproviderthatispassedtousisinfactoftherighttype
(IOPCIDevice),whichisgoodpracticealthoughitshouldn’thappenifyourInfo.plistcorrectlyspecifies
theIOProviderClasskey.

IfwehaveavalidIOPCIDevice,thenextstepistoenabletheI/Oresourcesofthedevicebycalling
theIOPCIDevice::setMemoryEnable(bool enable)method.Thiswillsetatogglebitinthedevice’s
commandregister,lettingitknowthatwewanttoaccessitsresources.Finally,ourdrivercalls
registerService(),whichwillnotifypotentialclients(possiblyahigher-leveldriver)ofourdriver’s
arrival.WereturntruetoindicatetotheI/OKitthatthedriverwasloadedsuccessfully.

WecannowattempttoloadMyFirstPCIDriverusingthekextloadutility.Youcanverifythatitgets
loadedcorrectlybycheckingkernel.loginConsole.apporbysearchingforitusingIORegistryExplorer
asshowninFigure9-3.
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Figure9-3.IORegistryExplorershowingMyFirstPCIDriverloaded

AccessingConfigurationSpaceRegisters
TheIOPCIDeviceclasscontainsanumberofhelpermethodsthatmakeiteasytoaccessadevice’s
configurationspaceregisters.Thefollowingmethodsallowyoutoreadandwriteconfigurationspace
registers.

virtual UInt8 configRead8(UInt8 offset); 
virtual UInt16 configRead16(UInt8 offset); 
virtual UInt32 configRead32(UInt8 offset); 
 
virtual void configWrite8(UInt8 offset, UInt8 data); 
virtual void configWrite16(UInt8 offset, UInt16 data); 
virtual void configWrite32(UInt8 offset, UInt32 data); 

Therearethreevariantsofreadmethodsandthreevariantsofwritemethods,whichallowyouto
readorwritean8-bitvalue,a16-bitvalue,ora32-bitvaluefromtheoffsetspecified.Theoffset
parameterisabyte-offsetintotheconfigurationspaceandmustbebetween0-255.Toreadadevice’s
deviceIDandvendorID,wecandothefollowing:

UInt16 vendorID = fPCIDevice->configRead16(0); 
UInt16 deviceID = fPCIDevice->configRead16(2);  
IOLog(“vendor ID = 0x%04x device ID = 0x%04x\n”, vendorID, deviceID); 

Thepreviousrequestcouldalsobeachievedbyasinglecall:

UInt32 bothIDs = fPCIDevice->configRead32(0); 
IOLog(“vendor ID = 0x%04x device ID = 0x%04x\n”, bothIDs >> 16, bothIDs & 0x0000FFFF); 

Theprecedingcallusesintegerbyteoffsets,buttheIOPCIDevice.hfilespecifiesconstantsthatcan
beusedtoaddresscommonregisterlocations.Sotomakethecodemorereadable,youcanuse
kIOPCIConfigVendorIDandkIOPCIConfigDeviceIDinsteadofthehardcodedvalues.Thefulllistof
availableconstantsisshowninListing9-5.
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Listing9-5.ConstantsforOffsetsofCommonPCIConfigurationSpaceRegisters(IOPCIDevice.h)

enum { 
    kIOPCIConfigVendorID = 0x00, 
    kIOPCIConfigDeviceID = 0x02, 
    kIOPCIConfigCommand = 0x04, 
    kIOPCIConfigStatus = 0x06, 
    kIOPCIConfigRevisionID = 0x08, 
    kIOPCIConfigClassCode = 0x09, 
    kIOPCIConfigCacheLineSize = 0x0C, 
    kIOPCIConfigLatencyTimer = 0x0D, 
    kIOPCIConfigHeaderType = 0x0E, 
    kIOPCIConfigBIST = 0x0F, 
    kIOPCIConfigBaseAddress0 = 0x10, 
    kIOPCIConfigBaseAddress1 = 0x14, 
    kIOPCIConfigBaseAddress2 = 0x18, 
    kIOPCIConfigBaseAddress3 = 0x1C, 
    kIOPCIConfigBaseAddress4 = 0x20, 
    kIOPCIConfigBaseAddress5 = 0x24, 
    kIOPCIConfigCardBusCISPtr = 0x28, 
    kIOPCIConfigSubSystemVendorID = 0x2C, 
    kIOPCIConfigSubSystemID = 0x2E, 
    kIOPCIConfigExpansionROMBase = 0x30, 
    kIOPCIConfigCapabilitiesPtr = 0x34, 
    kIOPCIConfigInterruptLine = 0x3C, 
    kIOPCIConfigInterruptPin = 0x3D, 
    kIOPCIConfigMinimumGrant = 0x3E, 
    kIOPCIConfigMaximumLatency = 0x3F 
}; 

IOPCIDevicealsoprovidesaconvenientmethodforsettingindividualbitsofaregistercalled
setConfigBits().

Areadrequesttoamissingormalfunctioningdevicewillreturnavalueof0xFFFF(0xFFor
0xFFFFFFFFforthe8and32-bitvariants),whichisaninvaliddevice/vendorID.Soifthisvalueis
returnedwhilereadingeitherregisteritcanbeusedtodetermineifaproblemhasoccurredorifa
Thunderboltdevicehasbeenunplugged.

Writingvaluestotheconfigurationspaceissimplebutthereareafewthingstonote.Manyareasof
theconfigurationspaceareread-only.Forexample,thedeviceIDandvendorIDareprogrammedinto
thedevice’sPCIcontrollerfirmware.Alsonotethatitisnotpossibletodetermineifawritetoaregister
locationsucceeded;youwouldhavetoreadbacktheregisteroranotherthatwasaffectedbythewrite
transactioninordertodetermineitssuccess.

■NoteIfyourdriverneedstomaintaincompatibilitywithPowerPC-basedsystems,beawarethatthePCIconfig
spaceisstoredinlittle-endianformat,howeverIOPCIDevicehandlesbyteswappingforyou.

AnumberofmethodsofIOPCIDevice,suchassetMemoryEnable(),aresimplyconvenient
abstractionsthatperformtheappropriateconfigurationspacereadsorwritesonyourbehalf.I/Oto
configurationspaceisforwardedbyanIOPCIDevicetoitsparent(anIOPCIBridgeinmostcases)untilit
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reachestherootbridge,whichisimplementedbythePlatformExpert,astheexactdetailsaresystem
dependent.

AccessingtheExtendedConfigurationSpace
YoumayhavenoticedaninconsistencywiththeI/Ofunctionsintheprevioussection.Wesawearlier
thattheextendedconfigurationspaceis4096bytes.Howdoyouaddressoffsetsgreaterthan255when
theconfig*()functionstakeaUInt8typefortheoffsetargument?Theansweristhefollowingfamilyof
methods.

UInt32 extendedConfigRead32(IOByteCount offset); 
UInt16 extendedConfigRead16(IOByteCount offset); 
UInt8 extendedConfigRead8(IOByteCount offset); 
 
void extendedConfigWrite32(IOByteCount offset, UInt32 data); 
void extendedConfigWrite16(IOByteCount offset, UInt16 data); 
void extendedConfigWrite8(IOByteCount offset, UInt8 data); 

Themethodshavethesameinterfaceasisshownabove.However,theyusethewiderdata-type
IOByteCountfortheoffsetparametertoallowaccesstooffsetsgreaterthan255.

SearchingforCapabilitiesRegisters
Becausecapabilityregistersarenotlocatedatafixedoffset,theprocessoffindingacapabilityregister
involvessearchingforacapabilityIDandthenreadingthenextbytetodeterminethelengthofthe
capability,whichalsotellsyoutheoffsetofthenextcapability.Thisprocessisfollowedmovingdown
thelistuntiltherightcapabilityislocated.Fortunately,wedonotneedtowritethiscodemanuallyasthe
IOPCIDeviceclassprovidestwohelpermethodstolocatecapabilities:

virtual UInt32 findPCICapability(UInt8 capabilityID, UInt8* offset = 0 ); 
virtual UInt32 extendedFindPCICapability(UInt32 capabilityID, IOByteCount* offset = 0 ); 

ThefollowingdemonstrateshowtofetchthePCIelinkstatusregister,whichcontainsthenumberof
activelanes(bits4-9)andthelinkspeed(bits0-3)forthedevice.

IOByteCount offset = 0; 
if (fPCIDevice->extendedFindPCICapability(kIOPCIPCIExpressCapability, &offset)) 
{ 
       UInt16 value = fPCIDevice->extendedConfigRead16(offset + 0x12); 
} 

ThemethodwillreturnthecapabilityID(kIOPCIExpressCapabilityinthiscase)orzeroifthe
capabilitywiththespecifiedIDcouldnotbefound.Theoutputargumentoffsetisusedtostorethe
offsetofthefoundcapability.Oncethecapabilityisfoundwecanreadthelinkstatusregisterbyadding
0x12(18)totheoffset.

PCII/OMemoryRegions
PCIdevicesmayhaveuptosixI/Oregions.EachregioncontainseitherI/OmemoryorI/Ospace
(ports).ThelatterisseldomusedinnewdevicesasI/Oportsaregenerallyaveryslowwayofperforming
I/Oandcanonlybeaccessedusingspecialin/outCPUinstructions.Somelegacydevices,suchasIDE
controllers,mayhavebothI/Oportsandmemoryandcanbecontrolledbyeither.Ontheotherhand,
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I/Omemoryismoreefficientandalsoeasiertoaccess,asitcansimplybemappedintothesystem’s
memoryspaceandaccessedlikeregularmemory.I/OmemoryiscommonlyreferredtoasMemory
MappedI/O(MMIO).Thisconceptisnottobeconfusedwithmappingofmemorybetweenvirtual
addressspacesorthemappingoffilesinmemory(mmap).

AccesstoandfrommappeddevicememorycanbecachedbytheCPUiftheregionhasthememory
prefetchablebitset.

Howisadevicecontrolledthroughamemoryregion?Thatisentirelyuptothedevice.Forexample,
oneregioncouldbeusedforcontrolandstatusregisters,whileasecondregioncouldbeusedtoreador
writedata,forexampleinputvideofromacamera.Ifyouarereadingthisinelectronicform,thenthis
verytextmaybecontinuouslywrittentothememoryregionrepresentingtheframebufferofyour
graphicscard.JustlikeUSB,thereareanumberofstandardizedinterfacesforPCI-baseddevicesaswell.
AnexampleofthisisVGAcompatiblegraphicscards,whichallowforthebasicoperationofagraphics
cardusingaknowninterfaceincludingmemoryregionsand/orports.StandardizedinterfacesforIDE,
SATA,andPCI-basedUSBcontrollersalsoexist,enablinganoperatingsystemtouseitsdefaultdriverfor
anydevicethatcomplieswithsuchaninterface.

BecausePCIis“plugandplay,”I/OresourceforaPCIdeviceisconfiguredautomaticallybythe
kernel/EFI(orBIOSintraditionalPCs),incontrasttotheobsoleteISAbus,wherejumpershadtobe
physicallyplacedtoselectthebaseI/Oaddressesandinterruptlineforeachdeviceseparatelyinan
attempttoavoidresourceconflicts.

Whenadeviceisconfigured,eachregionpresentintheconfigurationspacewillbeconfiguredwith
itsownaddressrange.Thesizeoftherangedependsonthedevice.

Whenadeviceisconfigured,itwillbeassignedaphysicalmemoryaddressrangebythesystem.As
youcanseefromFigure9-1thereisnoregisterforstoringthesizeofeachmemoryregion.Sohowdoes
thesystemknowhowbigeachregionis?Thesizeofamemoryregionisdeterminedbythesystemby
settingallbitsinoneofthebaseaddressslotsintheconfigurationspaceandthenreadingbackthe
value.Aregionmustbeofasizethatisapoweroftwo.Devices,iftheysupportit,cancombinetwoBARs
toforma64-bitaddress.

BeforethesystemoradrivercanaccessanyoftheI/Oregions,theyneedtobeenabledbytogglinga
bitinthedevice’scommandregister.WealreadysawhowthiswasdoneinMyFirstPCIDriverbycalling
fPCIDevice->setMemoryEnable(true)inthedriver’sstart()method.

EnumeratingI/ORegions
TodiscoveravailablememoryregionsofaPCIdevice(theremaybeuptosix),let’smodify
MyFirstPCIDrivertodumpsomeadditionalinformationaboutthedeviceinitsstart()method,by
addingthecodeinListing9-6afterthecalltosetMemoryEnable().

Listing9-6.EnumeratingPCII/OMemoryRegions

for (UInt32 i = 0; i < fPCIDevice->getDeviceMemoryCount(); i++)  
{ 
    IODeviceMemory* memoryDesc = fPCIDevice->getDeviceMemoryWithIndex(i); 
    if (!memoryDesc) 
        continue; 
    #ifdef __LP64__ 
        IOLog("region%u: length=%llu bytes\n", i, memoryDesc->getLength()); 
    #else 
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        IOLog("region%lu: length=%lu bytes\n", i, memoryDesc->getLength()); 
    #endif 
} 

Ifyoucompileandloadthedriver,youshouldseesomethinglikethefollowingprintedinthe
kernel.log:

Apr 1 11:06:18 macbook kernel[0]: com_osxkernel_MyFirstPCIDriver::start 
Apr 1 11:06:18 macbook kernel[0]: region0: length=16777216 bytes 
Apr 1 11:06:18 macbook kernel[0]: region1: length=268435456 bytes 
Apr 1 11:06:18 macbook kernel[0]: region2: length=33554432 bytes 
Apr 1 11:06:18 macbook kernel[0]: region3: length=128 bytes 
Apr 1 11:06:18 macbook kernel[0]: region4: length=131072 bytes 

Youroutputmaydifferdependingonyoursystemmodelandgraphicscard(youmayevenhave
multiple).Inthiscase,thelargestregion(256MB)isregion1,whichisthegraphicscard’sframebuffer.

MappingandAccessingDeviceMemoryRegions
TheprevioussectionshowedushowwecanobtaininformationaboutavailableI/Omemoryregions.
Weneedtodosomemoreworkbeforewecanactuallyaccessdatafromtheregions.Furthermore,in
mostreal-worlddrivers,itisunnecessarytoexplicitlyenumeratetheregions,asadriverusuallyknows
exactlywhichregions,ifnotallthatitneedstomap.ThefollowingIOPCIDevicemethodcanbeusedto
mapaBARregiondirectly:

virtual IOMemoryMap * mapDeviceMemoryWithRegister(UInt8 reg, IOOptionBits options = 0); 

Thefollowingisanexampleofitsuse.

IOMemoryMap *bar0Map = fPCIDevice->mapDeviceMemoryWithRegister(kIOPCIConfigBaseAddress0); 
IOMemoryMap *bar1Map = fPCIDevice->mapDeviceMemoryWithRegister(kIOPCIConfigBaseAddress1); 
if (bar0Map) 
{ 
     UInt8 *address = (UInt8*)bar0Map->getVirtualAddress(); 
     // do something with address 
} 
… 

IfyouhavealreadyobtainedanIODeviceMemory(subclassofIOMemoryDescriptor)objectbycalling
getDeviceMemoryWithIndex()asinListing9-6,youcansimplycallthemap()methodwhichdoesthe
samething.Infact,thatisexactlywhatmapDeviceMemoryWithRegister()doesunderthehood.Oncean
IOMemoryMapobjectisobtained,youcancallthegetVirtualAddress()methodtoobtainakernelvirtual
addresswhichcanbeusedtoaccessthemapping.Thereturnedpointercanbereadandwrittentoin
thesamewayasregularmemoryassumingitpointstoI/OmemoryandnotI/Ospace.

Whenadriverisdoneaccessingthememoryitshouldcalltheunmap()method.

AccessingI/OSpace
I/OSpaceconsistsofa16-bitaddressspaceandisanolderwayofcommunicatingwithdevices.I/O
portswerealsousedforcommunicationwithserialandparallelportsinoldercomputers,soitisnot
specifictoPCI,butratherawayforanexternaldevice(totheCPU)tointerfacewiththeprocessor.I/O
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Spacerangesassignedtoadevicecanbeaccessedandmappedjustlikememoryregionsbyusing
mapDeviceMemoryWithRegister()andgetDeviceMemoryWithIndex().Thedifferencehowever,isthatyou
cannotsimplyaccessthepointerreturnedbygetVirtualAddress()asabovedirectly.Youhavetouse
oneofthefollowingmethods.

virtual void ioWrite32(UInt16 offset, UInt32 value, IOMemoryMap* map = 0); 
virtual void ioWrite16(UInt16 offset, UInt16 value, IOMemoryMap* map = 0); 
virtual void ioWrite8(UInt16 offset, UInt8 value, IOMemoryMap* map = 0); 
virtual UInt32 ioRead32(UInt16 offset, IOMemoryMap* map = 0); 
virtual UInt16 ioRead16(UInt16 offset, IOMemoryMap* map = 0); 
virtual UInt8 ioRead8(UInt16 offset, IOMemoryMap* map = 0); 

UsingI/Ospaceinnewdevicesisfrownedupon,duetopoorperformanceandthelimitedaddress
spaceitprovides.Accessingmappedmemorycantakeaslittleas1CPUcycle,whileaccessingaportcan
takeasmanyas100cyclesoncertainarchitectures.

BeforeI/Ospacecanbeaccessed,itneedstobeenabledinthedevice’scommandregister.
IOPCIDeviceprovidesthesetIOEnable()methodforthispurpose.

HandlingDeviceRemoval
ThunderboltandExpressCarddevicesmaybeunpluggedduringoperation.Therefore,driversthat
handlethesedevicesneedsomeadditionalmodificationsovertraditionalPCIdrivers,whichareusually
notwrittenwithremovalofthedeviceinmind.Improperhandlingofdeviceremovalmayleadto
hangingapplications,systemcrashes,ordisruptionstosystemstabilityorperformance.For
Thunderboltdevices,removalisnotanexceptionalconditionsoadrivermustbeabletocopewiththe
removalofthedevice.

■CautionStoragedeviceswithmountedfilesystemsmayNOTbeunpluggedwithouttheuserfirst“Ejecting”
(unmounting)thefilesystem.Failuretodosomayresultinlossor,intheworst-casescenario,corruptionofthe
filesystem.Thunderboltbasedstoragedriversshouldcall:
setProperty(kIOPropertyPhysicalInterconnectLocationKey, kIOPropertyExternalKey)earlyinthe
driver’sstart()methodtoindicatetotheI/OKitthatthestorageisexternallyconnected.

Whileitmayseemcomplicatedtohandledeviceremovals,theI/OKitwasdesignedspecificallyto
allowremovalofdevices.TheIOServiceclasshandlesalotoftheheavyliftingforusautomatically.

Yourdrivermaydetectthefirstsignthatadevicehasbeenremovedifitreceivesthevalue0xffffffff
(assuminga32-bitread)whilereadingavaluefrommemorymappedI/O(MMIO)orPCIconfiguration
spaceregisters.Ofcoursethevaluemightactuallybevalidforsomeregisters,howeveryoucanreadan
alternateregisterormemorylocationthatyouknowisguaranteednevertocontainthatvaluetoconfirm
ifthedeviceisunresponsive.ThedrivermaydetectthisconditionbeforetheI/OKitmessagesthedriver
informingitthatthedevicehasbeenremoved.Ifadriverdeterminesthatadeviceisremoved,itshould
ceaseallaccesstomappedmemoryandtheconfigurationspaceasfurtherrequestswillresultintiming
outrequests,whichcantakeuptoseveralmillisecondsandmayaffectoverallsystemperformance.
ApplerecommendsfunnelingallaccessestoMMIOthroughasinglemethod,asfollows:
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UInt32 com_osxkernel_MyFirstPCIDriver::readRegister32(UInt32 offset) 
{ 
    UInt32 res = 0xffffffff; 
    if (!fDeviceRemoved) 
    { 
        res = OSReadLittleInt32(fBar0Address, offset); 
        if (res == 0xffffffff) 
            fDeviceRemoved = true; 
    } 
    return res; 
} 

Themethodwillpreventfurtheraccessestoregistersoncethedevicehasbeenremoved.Wecan
nowusethemembervariablefDeviceRemovedinotherpartsofthedrivertopreventoperationsthatwill
communicatewiththehardware.

TheI/OKithandlesdeviceremovalinthreephases:

1. Thebuscontroller(PCIroot)willcalltheterminate()methodonitsclientnub,
whichwillmessageitsclientsagainandsoforthuntilitreachesthebottomof
thestack.AnIOServiceobjectthatoverridesthemessage()methodwillalso
receiveakIOServicesIsTerminatedmessage.Thedriverisnowconsidered
inactiveandcannotbeenumeratedorattachedtobynewclients.Existing
clientsholdingthedriveropenwillstillremainactive.

2. DriversinthestackwillhavetheirwillTerminate()methodcalled,and
thereafterdidTerminate().Thisprocesshappensinreverseorder,soclients
willcalltheirprovidersinsteadoftheotherwayaround,untilitreachesthe
originalproviderthatinitiatedthecalltoterminate()inthefirstplace.
Rememberthatthesemethodsareoptional,andyoucanchoosetoimplement
thesebasedonyourdriver’sneeds.InresponsetohavingitswillTerminate()
methodcalled,adrivershouldclearallqueuedrequestsandcancelin-flight
I/OsuchasunfinishedDMAtransfers.

3. Thelastphaseoftheremovalwillcallthedriversstop()method,then
detach()whichwillremoveitfromtheI/ORegistry.Ifthedriver’sretaincount
reacheszero,thedriverwillbedeallocatedanditsfree()methodwillbe
called.

Ifauserplugsthesamedevicebackagain,anewinstanceofthedriverwillbeallocated.Any
applicationsaccessingthedriveratthetimewillstillbeattachedtotheoldinstanceofthedriver.To
handlethissituation,theapplicationmustinstallanotificationtodetectwhenthedriver/deviceis
removedoraddedtothesystem.Becauseadriverinstanceisnotreusedwhenadeviceisreinserted,it
doesn’tneedtoreturntoitsdefaultstateonceithashandledadeviceremoval.However,itisimportant
itproperlyreleaseandfreeanyusedresources,asthenewinstancewillreallocateorreclaimthose
whichcouldresultinamemoryleakorthenewdriverinstancenotcomingupproperly.
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■TipXcodesuppliesacommand-linetoolcalledioclasscountthatprintsinstancecountsforOSObjectderived
classesandcanbeusedtohelpdebugmemoryleaksrelatedtodeviceremovals.SeeChapter16formore
information.

Interrupts
InterruptsprovideamechanismforPCIandotherhardwaredevicestosignaltheCPUasynchronously
whenaneventofinterestoccurs,suchaswhenakeyonakeyboardispressedorwhenthepositionof
themouseismovedoritsbuttonsclicked.Awebcameramightsendaninterrupteverytimeanewvideo
framebecomesavailable,whichwillallowitsdrivertoknowwhenthenewframecanbereadfromits
mappedmemoryregion.InterruptssavetheCPUfrompollingeachdevicetodetermineifnewdatais
available.LegacyPCIdevicesuseddedicatedinterruptpinsthatwerephysicallywiredfromthePCI
card/slottoapinontheCPU.MoremodernThunderboltandPCIe-basedtechnologiesusemessage-
signaledinterrupts(MSI),avoidingtheneedfordedicatedphysicallinesbetweenadeviceandtheCPU
orinterruptcontrollerchip.TraditionalPCIcardshadfourinterruptpins,whichlimitedtheamountof
interruptsthatcouldbeusedforadevice.MSIhoweverallowforupto32interruptsperdevice.While
MSIiselectricallydifferentfromtraditionalinterrupts,theydoappeartofunctionidenticallyfroma
driver’spointofview.

WhenaCPUreceivesaninterrupt,itputsthecurrentlyrunningthreadtosleep,evenifthethread
belongstothekernelitself.WhentheinterruptoccurtheCPUwilltrytolocateanInterruptService
Routine(ISR)fortheinterruptthatwastriggered.

TheISRgetsroutedtothedriverthat“owns”thedevice.Itispossibleforlegacyinterruptbased
devicestoshareinterruptlines.Inthiscase,thedriverwillneedtointerrogatethedevice,usuallyby
readingamemorymappedregistertodetermineifitsdeviceraisedtheinterrupt.

MSIinterruptsarenevershared,althoughitisstillgoodpracticetoanticipatethisscenario.
InterruptsarenotalwaysgeneratedjustfromhardwaredevicessuchasPCI.Interruptsarealsosentby
thesystemtimer,whichisusedtodriveOSservicessuchasthescheduler.

WhileanISRruns,theCPUhandlingtheinterruptwilldisableotherinterrupts,whichmeansthat
nothingwillexecuteontheCPUuntiltheISRhascompleted.

Asyoucanimagine,itwouldnotbeidealforsystemperformanceifadriverperformedlarge
amountsofworkintheISRcallback.Infact,itishighlyrecommendedthatadriverdonothingbut
acknowledgetheinterrupt.Iftheinterruptisnotacknowledged,itmaycausetheISRtogooff
continuously,whichwouldaffectbothperformanceandstability.WhenanISRruns,thisisoften
referredtoastheprimaryinterruptcontext.Toimprovesystemperformance,mostOSs,includingOSX
andiOS,havemechanismstodeferhandlingofinterruptstoakernelthreadatalatertime.Thisisoften
referredtoasthesecondaryinterruptcontext.Itisinthesecondaryinterruptcontext(thread)thatthe
realworkofhandlinganinterruptisperformed,suchascopyingincomingpacketsfromanetwork.The
primaryhandlerusuallyacknowledgestheinterruptandthen,ifthereisworktodo,signalsthe
secondaryhandler.

Intheprimarycontext,itisnotpossibletodoanoperationthatblocksorsleeps,whichincludes
mostmemoryallocationroutinesandholdinglocksotherthanspinlocks.Thisisbecause
blocking/sleepingisperformedbygivingupaccesstotheCPUandtemporarilyyieldinginfavorofsome
otherthread.However,theISRisnotassociatedwithataskorthreaddescriptor.Therefore,the
schedulerisnotabletoscheduletheISRbackagainasitisfireddirectlybytheCPU.

Thesecondaryinterrupthandlerhasnosuchrestrictionsandcanhappilyallocatememoryand
blockwaitingforlockstobecomeavailable.ThisispossibleunderOSXandiOS,butsomeoperating
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systemsmayrunthesecondaryhandler(alsocalledbottomhalf,theprimarybeingthetophalf)ina
contextthatdoesnotallowthis.

WhileOSXandiOSimposefewerrestrictionsforwhatyoucandoinasecondaryinterrupthandler,
itstillhastobeveryefficient.

Handlingofprimaryinterruptscannotbedonebyauserspaceprogram.Ifauserspaceprogram
needstoknowwhenaninterruptoccur,itwouldneedtobesignaledbythedriverinstead.

InOSX,allprimaryinterruptsareroutedtoCPU0(core)andsecondaryinterruptsarespreadacross
allcores,whichallowsmultipledriverstoruninparallel.Becausesecondaryinterruptsruninaseparate
kernelthread(highpriority),itcanbescheduledlikeanyotherthreadandthusrunwhileinterruptsare
enabled.Interruptmechanismsareconceptuallysimpletoimplement.However,theycanbe
complicatedbytheirparallelismifdataissharedbetweentheprimaryandsecondaryhandler,andalso
byuserthreadsthatmaycallintothedriverthatneedstoaccessthesamedata.Greatcareneedstobe
takentoensurethattherearenodeadlocksandalsotoreducecontentionbetweenthevariousthreads
ofexecution.Thisensuresthatnothreadwillhavetowaitexcessivelytogainaccesstoneededresources.
Formoreinformationonsynchronization,refertoChapter7.

■NoteThetermprimaryinterruptissometimesreferredtoasdirectinterrupt,andsecondaryinterruptsas
indirectinterrupts.

I/OKitInterruptMechanisms
ThepreferredwaytohandlebothprimaryandsecondaryinterruptsinI/OKitisthroughtheworkloop
system.However,directhandlingisalsopossible.Ifyouareunsureabouthowworkloopsoperate,
checkoutChapter7formoredetails.Therearethreemainmechanismsavailabletohandledriver
interrupts.Figure9-4showshowthethreedifferentmechanismsrespondtoprimaryinterrupts.



Figure9-4.I/OKitmechanismsforhandlingdeviceinterrupts
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• IOInterruptEventSource:Thestandardandeasiestwaytohandledevice
interrupts.Yousimplyregisterahandlermethod,whichisexecutedinthe
secondaryinterruptcontext.Yourdriverneverhastodealwithprimaryinterrupts.
Interruptswillbedisabledfromtheprovideruntiltheinterrupthandlerhas
completed,thusguaranteeingsingle-threadedhandlingoftheinterrupt,as
anotherhandlercannotruninparallel.IOInterruptEventSourceisthepreferred
wayofhandlinginterrupts.

• IOFilterInterruptEventSource:ShownontheleftinFigure9-4,itisasubclassof
IOInterruptEventSourceandprovidesmoreflexibility.Itallowsacustomfilter
actiontobesupplied.Thisfilteractionisinvokedinprimaryinterruptcontextand
allowsadrivertointerrogateahardwaredevicetoseeifitreallyhasaninterrupt.
Iftheinterruptissharedbetweenseveraldevicesorthedeviceisacomplexor
multi-functiondevicewithmanypossibleinterruptsorhaverequirementsforvery
lowlatency,thismethodisrecommended.Thesecondaryinterruptsare
scheduledbasedonthereturnvalueoftheinstalledfilteraction(routine).

• IOService::registerInterrupt():Thelastmethodistouse
IOService::registerInterrupt()toregisteraCfunctionthatwillbeinvoked
duringprimaryinterrupt.Thismethoddoesnotusethedriver’sworkloopand
providesnomeanstoinvokeasecondaryinterrupthandler.Ifsecondary
interruptsarerequired,themechanismforhandlingthemwouldhavetobe
implementedmanually.

RegisteringtoReceiveInterrupts
AswithmanythingsintheI/OKit,registeringinterruptsissimpleandmostoftheheavyliftingis
handledinternallybytheI/OKitandthePlatformExpert.Wedonothavetoworryaboutassigningan
IRQnumberorinterruptroutingbecausethatisautomaticallyhandled.Atypicalblockofcode
demonstratinghowtoregisteradrivertoreceiveinterruptsfromitsprovider(IOPCIDevice)witha
primaryinterruptfilterisshowninListing9-7.

Listing9-7.CreatingaFilteringInterruptEventSource

bool MyFirstPCIDriver::start(IOService * provider) 
{ 
    ... 
    IOWorkLoop *workLoop = (IOWorkLoop*)getWorkLoop(); 
    if (!workLoop) 
        return false; 
  
    IOFilterInterruptEventSource* interruptSource = 
        IOFilterInterruptEventSource::filterInterruptEventSource(this, 
                (IOInterruptEventAction) &MyFirstPCIDriver::interruptOccurred, 
                (IOFilterInterruptAction) &MyFirstPCIDriver::interruptFilter, 
                provider, 0); 
     
    if (workLoop->addEventSource(interruptSource) != kIOReturnSuccess)  
            return false; 
    ... 
} 
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Therearefourstepsinvolved:

1. ObtainorallocateanIOWorkLoopinstance.

2. Allocatetheeventsource,whichisdoneusingthefactorymethod
filterInterruptEventSource().Wepassfiveparameters:

• Apointertoourselves,

• ApointertothesecondaryinterrupthandlerinterruptOccurred()method

• Thefilteractionmethodthatwillbeexecutedinprimaryinterruptcontext.

• Thelastargumentistheinterruptindexnumberoftheproviderandcanbe
specifiedifaproviderhasmorethanoneinterrupttype.Forexample,the
providermaysupportMessageSignaledInterrupts(MSI)inadditionto
sharedinterrupts.

• Theindexoftheinterrupttype.Seethesection“EnablingMessage
SignaledInterrupts”fordetails.

3. AddtheeventsourcetotheIOWorkLoopinstanceusingaddEventSource().

4. Thelaststepistoenabletheeventsource,asitisdisabledbydefault,even
afteritisaddedtotheworkloop.Tostartreceivinginterrupts,simplycall
interruptSource->enable().

Itisimportanttomakesurethedriverisfullyinitializedandreadytoreceiveinterruptsbeforethisis
calledor,ifpossible,ensureinterruptsaredeactivatedonthehardwareitselfuntilthedriverisreadyto
processthem.

ToregisteranIOInterruptEventSource,theprocessisnearlyidenticalandisshowninListing9-8.

Listing9-8.CreatinganInterruptEventSource

IOWorkLoop *workLoop = (IOWorkLoop*)getWorkLoop(); 
if (!workLoop) 
        return false; 
  
IOInterruptEventSource* interruptSource = 
        IOInterruptEventSource::interruptEventSource(this, 
                    (IOInterruptEventAction) &MyFirstPCIDriver::interruptOccurred, 
                    provider, 0); 
     
if (workLoop->addEventSource(interruptSource) != kIOReturnSuccess)  
        return false; 
... 

Theonlydifferenceisthatitdoesn’tacceptafilteraction,asisthecasewith
IOFilterInterruptEventSource.

EnablingMessageSignaledInterrupts
IfyouneedtobesurethatMessageSignaledInterrupts(MSI)isused,youmustfirstenumeratetheindex
oftheMSIinterrupttype.InListings9-7and9-8,wesimplypassed0togetthefirstinterrupttypeofthe
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provider,whichmayormaynotbeMSIcapable,dependingonthedevice.Thefollowingmethodwill
enumerateavailableinterrupttypesoftheproviderandreturntheindexoftheMSIinterrupttype,
whichcanthenbepassedinastheindexargumentto
IOInterruptEventSource::interruptEventSource():

int com_osxkernel_MyFirstPCIDriver::findMSIInterruptTypeIndex() 
{ 
    IOReturn ret; 
    int index, source = 0; 
     
    for (index = 0; ; index++) 
    { 
        int interruptType; 
        ret = fPCIDevice->getInterruptType(index, &interruptType); 
        if (ret != kIOReturnSuccess) 
            break; 
         
        if (interruptType & kIOInterruptTypePCIMessaged) 
        { 
            source = index; 
            break; 
        } 
    } 
    return source; 
} 

HandlingPrimaryInterrupts
Let’shavealookattheimplementationoftheprimaryinterruptfilterandhowtoschedulethe
secondaryinterrupthandler.APrimaryinterruptfilterforanaudiodevicemightlooksomethinglike
showninListing9-9.

Listing9-9.PrimaryInterruptFilterMethod

bool com_osxkernel_MyAudioPCIDriver::interruptFilter(OSObject* owner, 
IOFilterInterruptEventSource * src) 
{ 
    bool scheduleSecondaryInterrupt = false; 
         
    com_osxkernel_MyAudioPCIDriver* me = (com_osxkernel_MyAudioPCIDriver*)owner;  
       
    uint32_t registerContents = me->readRegister(kHardwareInterruptRegisterOffset); 
    if (registerContents & kAudioInputInterruptBit) 
    { 
         scheduleSecondaryInterrupt = true; 
         me->fAudioInputInterruptPending = true; 
    } 
    else if (registerContents & kAudioOutputInterrupt) 
    { 
         scheduleSecondaryInterrupt = true; 
         me->fAudioOutputInterruptPending = true; 
     } 
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     return scheduleSecondaryInterrupt;  
} 

Themethodacceptstwoarguments.ThefirstisanOSObjectpointer,whichvaluewaspassedduring
constructionoftheIOFilterInterruptEventSourceinstance.Weusedthethispointertopassourselves.
ThereasonforthisisthattheinterruptFilter()functionisastaticclassmember,asregularmember
functionscannotbeusedasfunctionpointersinC++.Wesimplycasttheownerargumentbacktoatype
ofourdriverclasstoretrieveourinstance.Wearealsopassedaninstanceoftheeventsource.

■CautionItmaybetemptingtoputdebugstatementsintheprimaryinterrupthandlertoseeifittriggersorthat
therightregistersaresetinhardwarewithIOLog().DoNOTdothis.Itisaverybadidea.Didwementionitwasa
badidea?Yoursystemwillcrash.

Becausethefilterfunctionrunsinprimaryinterruptcontext,itisunsafetocallmostpartsoftheI/O
Kitframework,includingmemoryallocationfunctionsandmostlockingfunctions.Youshouldalso
avoiddoingI/Oorotherlong-windedoperationsinprimaryinterruptcontext.Inthehypothetical
exampleshowninListing9-9,wearehandlinginterruptsforabi-directionalaudiodevicethathastwo
interrupts,oneforeachdirection.Inourfilter,wefirstreadthedevice’sinterruptregister.Ifeitherofthe
interruptsareset,wesetthevariablescheduleSecondaryInterrupttotrue,whichweuseasareturn
value.Areturnoftruemeanswewantthesecondaryinterrupthandlertorun,andareturnoffalse
meansthatourdevicewasn’tinterrupting.Thiseithermeanswearesharinganinterruptlinewith
anotherdevice,whichwastheonethatraisedtheinterrupt,oritcouldbeafalseinterruptdueto
malfunctioninghardwareorinterference.Ifwereturntruefromthefilter,ourdevice’sinterruptwillbe
disableduntilthesecondaryhandlerisscheduledanditcompletesitsexecution.Thisensuresthatan
interruptisserializedsoourdriverdoesn’tneedtoworryaboutlockingbetweentheprimaryand
secondaryhandlers,astheyneverruninparallel.

Therearesomecaseswherethisbehaviorisundesired,andwecanpreventtheinterruptfrombeing
disabledbymodifyingourinterruptfiltertoalwaysreturnfalse,whichwillensuretheinterruptdoesn’t
getdisabled,butthatalsopreventsthesecondaryinterruptfrombeingscheduled.However,wecan
manuallyscheduleitasfollowsinstead:

bool com_osxkernel_MyFirstPCIDriver::interruptFilter(OSObject* owner, 
IOFilterInterruptEventSource * src) 
{ 
… 
… 
    if (scheduleSecondaryInterrupt) 
            src->signalInterrupt(); 
    return false; 
} 

Thiswillhavetheeffectofallowingthedevicetoissueprimaryinterrupts,evenifoursecondary
interrupthandlerisalreadyrunning.Inthecaseofouraudiodevice,thismayallowconcurrent
processingofinputandoutputinterrupts.
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HandlingSecondaryInterrupts
ThesecondaryinterrupthandleristhesameregardlessifitisusedwithanIOInterruptEventSourceor
anIOFilterInterruptEventSource.Theprototypeissimilartothatoftheprimaryinterruptfilter
function,buthasanadditionalparameterthatcontainstheindexoftheinterruptsourceoftheprovider,
ifaproviderhasmorethanoneinterrupt.Ouraudiodevicehasonlyoneinterrupt,andweneedtoread
thedevice’sregistertodeterminewhicheventsweresignaled.Ifthedevicehadseveralinterrupts,we
couldinsteaddifferentiatethisbylookingattheintCountparameter.Averysimplisticimplementation
ofthesecondaryinterrupthandlerforourimaginaryaudiodeviceisshowninListing9-10.

Listing9-10.SecondaryInterruptHandlerMethod

void com_osxkernel_MyAudioPCIDriver::interruptOccurred(OSObject* owner, 
IOInterruptEventSource* src, int intCount) 
{ 
    com_osxkernel_MyFirstPCIDriver* me; 
    me = (com_osxkernel_MyFirstPCIDriver*)owner; 
         
    if (me->fAudioInputInterruptPending) 
            me->handleAudioInputInterrupt();         // Start next DMA 
    if (me->fAudioOutputInterruptPending) 
            me->handleAudioOutputInterrupt();        // Start next DMA 
} 

Wedetectwhichinterruptthatwaspendingandexecutedrivermethodsforhandlingtheinterrupts.
Themethodsmay,forexample,signalauserapplicationthatdataisnowavailableandsetupanew
DMAtransactiontofillanotherbuffer.Thereasonwhyweusetheinstancevariables
fAudioInputInteruptPendingandfAudioOutputInterruptPendingratherthanre-readingtheinterrupt
statusregisterfromListing9-9isthatmanyhardwaredeviceswillautomaticallycleartheinterrupt
registeroncetheregisterisread,whichalsoservestoacknowledgetheinterrupt.

Thesecondaryinterrupthandlermayruninparalleltouserspacethreadscallingourdriver,soitis
importanttohavepropersynchronizationinplacetoguardshareddata.Notethatthesecondary
interrupthandleritselfrunsonthedriver’sworkloop,whichissingle-threaded,sotwosecondary
interrupthandlersareguaranteednottoruninparallel.

DirectMemoryAccess
DirectMemoryAccess(DMA)isaconceptthatallowsadevicetotransferdatatoorfromsystem
memorywithouttheinvolvementoftheCPU,leavingitfreetoperformothertasks,whichhasa
significantimpactonoverallsystemperformance,asI/Otransfersaretypicallyveryslowrelativetothe
CPU.DMAalsoallowsforso-calledzero-copy,inthatwecantransfermemoryfromauserspacebuffer
directlytoadevicewithoutanymemorycopies.PCIdoesn’thaveacentralDMAcontroller,butusesthe
conceptofbusmastering,whichallowsthedevicetotakecontroloverthebusandinitiatetransfers.The
IOPCIDeviceclassoffersthesetBusMasterEnable()method,whichgivesthedevicepermissiontoactasa
busmaster.DMAtransfersaredirectional.WhentheCPUwishestotransferdatafromsystemmemory
toadevice,thisisreferredtoasoutboundDMA,whereastransfersfromadevicetothesystemmemory
arereferredtoasinboundDMA.

TherearenostandardI/OKitclassesforcontrollingDMAtoPCIdevicesaseachdevicemay
implementDMAdifferently(theDMAfunctionofadeviceisoftenreferredtoasaDMAengine).
However,inmostcases,theprocessisverysimilar.AdevicemaysupportseveralconcurrentDMA
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transfersandeachtransferissaidtohaveitsownDMAchannel.TheconceptofaDMAtransferis
simple.ForanoutboundDMAtransfer,thefollowingstepstypicallyoccur.

1. Thedriverneedstoidentifythememorybuffertobetransferredandpinthe
memory.

2. Thedriverwillinformthedeviceofthelocation(physicaladdress)andsizeof
thememory,whichistypicallydonebywritingthevaluestoaregister.

3. Thedriverwilltoggleabitinoneofthedevice’sregisterstoindicatethatit
shouldstarttheDMA.

4. Thedevicewilltransferthecontentsofthebufferdirectlyfromsystem
memorywithouttheinvolvementoftheCPU.Itsetsanotherregisterbitto
indicatethecompletionofthetransferandraiseaninterrupt.

5. Thedriverwillhandletheinterrupt,checkiftheDMAcompletionbitisset,
andpossiblyprimeanotherDMAtransactioniftherearemoredatatosend.

TheprocessofsettingupandhandlinganinboundDMAtransferisthesame.Theonlydifferenceis
thatthedevicewritestothebufferinsteadofreadingfromit.Westillneedtotellthedevicethememory
locationwherethedataisandwestillgetaninterruptoncethetransferisdone.Foradevicelikea
storagedevice,thedriveralwaysinitiatesI/O,anditwillcontrolwhentoreadandwhentowritedata.
However,devicessuchasnetworkcontrollersareslightlydifferent,inthatdatamayarriveonthedevice
asynchronouslyinresponsetoanexternalevent.Inthiscase,thedevicewillraiseaninterruptandseta
flaginitsregisterssothedriverknowsthatthedevicehasdatainitsinputbuffer.Thedriverwillthen
primeanewDMAbufferandstartatransfertoemptythedevice’sinputbuffer.Oncethedevicehas
completedthetransaction,itwillraiseanotherinterrupttoinformthedriverthatthetransferhas
completed.

WhileDMAissimplefromaconceptualpointofview,itiscomplicatedbythefollowingfactors:

• MemorycachingontheCPUcancausecoherencyissuesbecausedatawrittenby
theCPUmaybeheldinacacheontheCPUandnotbecommittedtosystem
memorystraightaway.IfaDMAtransferisstartedatthistime,thedevicemay
readtheincorrectdata,thepreviouscontentsoftheRAM,orsimplygarbage.On
Intelsystems,thisissueishandledautomaticallybyhardwareanddoesnot
requireadrivertointervene.ForPowerPCprocessors,I/OKitprovidesthe
IOFlushProcessorCache()functionwhichflushtheCPUcachestosystemmemory
ensurethatthedevicewillseethecorrectmemorycontents.Thefunctionexists
butdoesnothingonIntelbasedsystems.

• On64-bitplatforms(orwhenPAEisused),someolderPCI-basedhardware
devicesmaybeunabletoaccessmemoryaddressesgreaterthan32-bit.Two
strategiesexistforhandlingthesesituations.Thepoorest,intermsof
performance,usesabouncebufferthatislocatedatanaddressrangethedevice
canaccess.ContentsofanI/Obufferlocatedataddressesover32-bitwouldhave
tobecopiedtothenewbufferbeforethedevicecanaccessthedata.Thesecond
approachinvolvesusingspecialhardwarecircuitryfoundonmoderncomputers
thatcandynamicallyremapanymemorylocationintoa“virtual”physicaladdress
thatthedevicecanaccess.
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• Although,fromauserapplication’spointofview,memoryappearstobe
contiguous,userspacememoryiscomposedofphysicalpagesthatmaybe
scatteredacrossRAM.Let’ssayanapplicationwantstooutputabuffercontaining
alargeHDvideoframetoavideodevice.Becausetheframeisseverely
fragmentedinphysicalmemory,itisnotenoughtosimplytellthedevicethe
addressandsizeofasinglebuffer.Weneedtotellitaboutallthefragmentsthat
makeupthevideoframe.Soinsteadofatellingthedevicealocationandsizeofa
buffer,weinsteadprovideitwithabuffercontainingalistoflocationsforeach
fragment.Thisbufferisknownasascatter/gatherlist.Wewilldiscussthisconcept
inmoredetailshortly.

Mostofthecomplexityfromadriver’spointofviewexistsinsettingupandpreparingthememory
bufferfortransfer.Thereareanumberofstepstoperform.Thebufferneedstobepinneddown,asa
page-outoperationontheunderlyingmemorycouldbedisastrous,particularlyifthetransferisdirected
toastoragedevice.Sincesomedevicescanonlyaccessmemorysituatedina32-bitphysicaladdress
range,weneedtoensurethatthephysicalmemorybackingourbufferislocatedinarangethedevice
canaccess,orwehavetoensureitwillbecopiedorremapped.Wethenneedtoworkouttheindividual
segmentsofphysicalmemorythatourbufferisbackedbyandcaptureeachsegment’sphysicaladdress
andlengthtocreateascatter/gatherlist.Thingsmaybecomplicatedfurtherdependingonthe
capabilitiesofthedevice,ifithasspecialrequirementsforalignment,orlimitsonthelengthof
individualsegments.Figure9-5showsasimplescatter/gatherlist.

 

Figure9-5.Simplescatter/gatherlist

Anactualimplementationmightbemorecomplexandhaveadditionaldataassociatedwitheach
descriptor,butwehavekeptitsimpletoillustratetheconcept.Figure9-5showshowa32Kvirtualbuffer
iscomposedoffourphysicalsegmentsofdifferentlengths.Thescatter/gatherlistisanarrayofDMA
descriptorelements,eachcontainingapointertothenextdescriptorinthelist.Eachelementhasan
addressandlengthofthephysicalsegmentitrepresents.WhenaDMAtransferisstarted,wecansimply
tellthedevicethelocationofthefirstdescriptor,andthedevicewillreadmemoryfromthefirst
descriptorandthenfollowthenextpointertothenextdescriptorelementuntiltheendofthelist,which
isterminatedbyaNULLpointerinthiscase.SomedevicesmayhaveS/Gliststhatconnectthelast
descriptortothefirstcreatingacircularbufferforcontinuous(streaming)DMA.

InFigure9-5,weareusingadatastructure,whichincomputerscienceandengineeringparlanceis
knownasasinglylinkedlist.Itwouldperhapsbesimplertojustimplementthelistasastandardarray.
However,thesinglylinkedlistapproachismoreflexibleastheS/Glistitselfcaneffectivelybescatter-
gathered,aseachDMAdescriptorelementdoesn’tnecessarilyneedtobeadjacenttoeachotherin
memoryeither.



CHAPTER9PCIEXPRESSANDTHUNDERBOLT

198

TranslatingPhysicalAddressestoBusAddresses
Moderncomputersystemsmaytakeadvantageofaspecialmemorymanagementunit(MMU)referred
toastheIOMMU,orI/OMemoryManagementUnit.TheIOMMUissimilartothesystemMMUthat
providesvirtualtophysicalmemorytranslationfortheCPU,buttheIOMMUdiffersinthatitprovides
translationtoahardwaredeviceinstead.WhenanIOMMUisinvolvedahardwaredevicewilluse
addressesprovidedbytheIOMMUinsteadofusingphysicaladdressesdirectly.Thetermbusaddressis
typicallyusedtoavoidconfusionwithphysicaladdresses.Figure9-6showshowtheIOMMUinteracts
withasystemconceptually.



Figure9-6.IOMMUaddresstranslation

WhenanIOMMUisnotused,ahardwaredevicewillusethesamephysicaladdressesastheCPU.
TheIOMMUoffersmanyadvantagesthatrangefromsecuritytoperformanceandsolvessomeofthe
issuesdiscussedearlier,suchasDMAtransferstoolderdevicesthatarelimitedto32-bitaddressing.The
IOMMUcanremapmemory,evenifthephysicalmemoryislocatedathighmemoryaddresses,sothat
thedevicecanaccessthememory.Thishelpssystemperformance,astheonlyothersolutionforthis
problemistohavea“bouncebuffer”thatwecancopytoandperformDMAfrom,shouldtheoriginal
bufferbelocatedatanaddressinaccessibletothedevice.Fromasecurity/stabilitypointofview,the
IOMMUworkslikeprotected/virtualmemorydoesbetweentasks.PCIdevicesnormallyhavefullaccess
tohardware,soifadriverordeviceismalfunctioning,itispossibleforittocorruptrandompartsof
memory.TheIOMMUcanmapupalimitedapertureandpreventaccesstoaddressesoutsidethat
window.TheIOMMUistraditionallyusedforvirtualizationonPCserversasitallowshardwaretobe
sharedwithoutinterferencebetweenvirtualmachineinstancesandpreventsroguedriversfrom
performingDMAtransferstopartsofmemorybelongingtootherVMinstances,whichposesaserious
securityproblem.

MacOSXwilltakeadvantageoftheIOMMUwherepresent.AnIOMMUwouldberepresentedbya
subclassoftheIOMapperclass,soyoucansearchforthatinIORegistryExplorertodetermineifyour
systemhasone.Fortunately,weneverhavetodealwiththeIOMMUdirectly.Classeslike
IOMemoryDescriptorandIODMACommand(discussedlaterinthischapter)takecareofsettingthisup
internally,andwecanremainblissfullyunawareiftheaddressfromfunctions,suchas
getPhysicalAddress(),isabusaddressmappedbytheIOMMUoranactualphysicaladdress.Though
thereshouldbefewreasonstodoso,youcanimplementyourownsubclassofIOMappertohandle
addresstranslationyourself,andsupplythistoclassessuchasIODMACommand.IOMMUsweretypically



CHAPTER9PCIEXPRESSANDTHUNDERBOLT

199

onlyfoundinhigh-poweredworkstationsandservers,butarenowalsofoundinconsumergrade
platformssuchasIntel’sCorei7.

PreparingMemoryforDMA
BeforeaDMAtransfercanoccur,thereareafewthingsthatneedtobedonetopreparethememoryfor
transfer.Thefirstistoensurethememoryispagedintoresidentmemory,andthatthememorypages
backingthebufferarelocked(pinned)sotheywillnotbepaged-outduringtheDMAtransfer.Toachieve
this,youneedtocreateanIOMemoryDescriptorforthebuffer.Thememorydescriptormustbe
constructedwiththetaskthebufferbelongsto,kernel_taskifthekernelownsthebuffer,otherwisethe
taskpointerofauserspaceprocess.Ifthedirectionoftransferisknownatthistime,youcanpassthat
whileconstructingthedescriptor.ThedirectionwillbekIODirectionOut,ifmemoryistobetransferred
tothedevice,andkIODirectionIn,ifmemoryistobetransferredfromthedevice.Thereisalso
kIODirectionInOut,whichcanbeusedforbuffersthatneedtobeusedfortransfersineitherdirection.It
isimportanttospecifythecorrectdirectionasitmayhaveimplicationsforcache-coherencyas
discussedabove.

IfyouneedtoDMAfromakernelbuffer,therecommendedwayistouse
IOBufferMemoryDescriptor,whichisasubclassofIOMemoryDescriptorthatalsoallocatesmemoryfor
you.

Theprepare()methodofIOMemoryDescriptortakescareofpaginginmemoryandpinningitdown.
YoucanoptionallypassthedirectionoftheDMAtransferto prepare()ifitwasn’tspecifiedatthetime
thedescriptorwasinitialized.

■CautionCallstoIOMemoryDescriptor::prepare()mustbematchedwithacallto
IOMemoryDescriptor::complete().Itisabugtocallcomplete()onadescriptorthatwasnotpreviously
preparedorpreparedunsuccessfully.

BuildingaScatter/GatherList
ThereareseveralwaysofbuildinganS/Glist.Themostbasicwayistouse
IOMemoryDescriptor::getPhysicalSegment()toenumeratetheunderlyingphysicalsegmentsasshown
inListing9-11.

Listing9-11.RetrievingPhysicalSegmentsfromaBuffer

IOBufferMemoryDescriptor* fDMABuffer = 
IOBufferMemoryDescriptor::inTaskWithOptions(kernel_task, kIODirectionOut, 1024 * 1024, 4096); 
IOByteCount offset = 0; 
while (offset < fDMABuffer->getLength()) 
{    
    IOByteCount segmentLength = 0; 
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#ifdef __LP64__ 
    addr64_t address = fDMABuffer->getPhysicalSegment(offset, &segmentLength);  
    // In a real driver, we would store the address and length in a S/G list. 
    // We just log it here. 
    IOLog("Physical segment: address 0x%llx segmentLength: %llu\n", address, segmentLength); 
#else 
    addr64_t address = fDMABuffer->getPhysicalSegment(offset, &segmentLength, 
kIOMemoryMapperNone); 
    IOLog("Physical segment: address 0x%llx segmentLength: %lu\n", address, segmentLength); 
#endif 
    offset += segmentLength; 
} 

TheoutputofListing9-11willproducesomethingsimilartowhatisshownhere:

Jun 3 22:28:12 macpro kernel[0]:  Physical segment: address 0x13837000 segmentLength: 4096 
Jun 3 22:28:12 macpro kernel[0]:  Physical segment: address 0x143b6000 segmentLength: 4096 
Jun 3 22:28:12 macpro kernel[0]:  Physical segment: address 0x1c035000 segmentLength: 4096 
… 
… 
Jul 3 22:28:12 macbook kernel[0]: Physical segment: address 0x14172000 segmentLength: 4096 

Intheprecedingoutput,therewerenocontiguoussegmentssoeverysegmentconsistsofaseparate
page(4096bytes).However,ifwepassthekIOMemoryPhysicallyContiguousflagwhenweallocatethe
buffer,wegetthefollowing:

Jun 3 22:21:08 macpro kernel[0]:  Physical segment: address 0x5975000 segmentLength: 1048576  

It’snotagoodideatoallocatememorycontiguouslyinadriver;forafulldiscussionwhy,seethe
sectiononIOBufferMemoryDescriptorinChapter6.Wedoitherefordemonstrationpurposes.

TheapproachinListing9-11mayworkjustfinedependingonthecapabilitiesofyourdevice,but
therearesomeproblemswiththistechnique:

• Somehardwaredeviceshaveconstraintsonthemaximumorminimumlengthof
aphysicalsegmentitcanhandleinanS/Glist.

• Thedevicemayrequiresegmentsofacertainsize,forexample,pagesized
segments,soitwillmatchthehardware’sbuffer.Inthiscasewemayneedtobreak
largersegmentsintosmallerchunksmanually.

• Manyhardwaredevicesworkwithbig-endianaddressing.Therefore,weneedto
manuallybyteswapthephysicaladdressestoensurethatthedeviceactually
accessesthecorrectlocation.

TheIODMACommandClass
TheIODMACommandsolvesanumberofthepreviouslydiscussedproblemsassociatedwithDMA.Itcan
automaticallydividesegmentstothecorrectsizeneededbythehardware,aswellasensurethatdevices
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onlycapableof32-bitaddressingareguaranteedtobeinthecorrectrange.Thisisachievedbyusingthe
IOMMUtoremapaddressesifanIOMMUispresent,orbyemployingaworkaroundifnot.Itisalso
capableofproviding32-bitor64-bitphysicalorbusaddressesinlittleorbig-endianformat.The
IODMACommandclasssupersedestheIOMemoryCursorclass,whichperformsmanyofthesamefunctions,
butoffersfeweroptions.

AninstanceoftheIODMACommandcanbeconstructedwiththefactorymethodwithSpecification()
asfollowing.

static IODMACommand * withSpecification( 
    SegmentFunction outSegFunc,  
    UInt8 numAddressBits,  
    UInt64 maxSegmentSize,  
    MappingOptions mappingOptions = kMapped,  
    UInt64 maxTransferSize = 0,  
    UInt32 alignment = 1,  
    IOMapper *mapper = 0,  
    void *refCon = 0); 

Let’slookattheparametersinmoredetail.Thefirstparameterisafunctionpointertoafunction
thatisusedtooutputsegmentinformation.Youcanwriteyourownifyouaresupportinganesoteric
hardwaredevice,however,formostcases,youcanuseoneofthesuppliedones:

• kIODMACommandOutputHost32outputs32-bitaddressesinhostbyteorder

• kIODMACommandOutputBig32outputs32-bitaddressesinbig-endianformat

• kIODMACommandOutputLittle32outputs32-bitaddressesinlittle-endianformat

• kIODMACommandOutputHost64outputs64-bitaddressesinhostbyteorder

• kIODMACommandOutputBig64outputs64-bitaddressesinbig-endianformat

• kIODMACommandOutputLittle64outputs64-bitaddressesinlittle-endianformat

Thenextparameter,numAddressBits,allowsyoutospecifythemaximumnumberofaddressbitsthe
hardwarecanaddress,whichisnotalways32-bitor64-bit.Itcan,forexample,be36-bitorevenless
than32-bitinsomecases.Ifthevaluepassedisgreaterthan32-bit,youmustspecifyoneofthe64-bit
outputsegmentfunctions.

Ifphysicalpagesarelocatedatanaddresshigherthanwhatthedevicecanaddress,someorall
pagesmaybecopiedtotemporarypagesthatmeettheaddressrequirements,unlessthereisanIOMMU
present.NeedlesstosayextracopyingisexpensiveandcanbeavoidedifyouDMAfrommemory
allocatedbyanIOBufferMemoryDescriptor withtheinTaskWithPhysicalMask()factorymethod,asit
allowsyoutoallocatememorywithphysicaladdressesthatareintherangespecifiedbyabitmask.This
methodcanalsobeusedtoallocatememorydirectlyintotheaddressspaceofauserspacetask.Thisis
usefulasDMAto/fromuserspaceallocatedbufferscanbeproblematic,asthereisnowaytocontrol
howthememoryisallocated.

TheparametermaxSegmentSize shouldbesettothelargestphysicalcontiguoussegmentthata
devicecanhandleasasegmentinascatter/gatherlist.Zerocanbepassediftherearenosuch
restrictions.

ThemappingOptionsparameterallowsbypassingoftheIOMMUifoneispresentinthesystem.The
defaultistousetheIOMMU.ThemapperparameterallowsyoutospecifyanalternateIOMapperinstance
tobeusedinsteadofthedefault.
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ThemaxTransferSize isthetotalnumberofbytesthatcanbetransferredperDMAtransaction.For
example,aharddrivemayhave1MBcachebuffer,sowewouldnotwanttotransfermoreinformation
thanwhatitcanaccept.

Ifthehardwarehasspecificalignmentrequirements,thiscanbespecifiedwiththealignment
parameter.Ifthesuppliedmemoryisnotalignedproperly,itmayagainresultinthecopyingor
remappingofmemory.

Let’smodifythepreviousexampleinListing9-11thatused
IOMemoryDescriptor::getPhysicalSegment()toinsteaduseIODMACommandasshowninListing9-12.

Listing9-12.GeneratingaScatter/GatherListUsingIODMACommand

IOReturn com_osxkernel_MyFirstPCIDriver::prepareDMATransfer() 
{     
    IODMACommand*      dmaCommand; 
    IOReturn                        ret = kIOReturnSuccess; 
     
    dmaCommand = IODMACommand::withSpecification(kIODMACommandOutputHost64, 36, 2048,                  
                 IODMACommand::kMapped, 0, 1); 
    if (!dmaCommand) 
    { 
        return kIOReturnNoMemory; 
    } 
     
    // Will also prepare the memory descriptor. 
    ret = dmaCommand->setMemoryDescriptor(fDMABuffer); 
    if (ret != kIOReturnSuccess) 
        return ret; 
             
    UInt64 offset = 0; 
    while (offset < fDMABuffer->getLength()) 
    { 
        IODMACommand::Segment64 segment; 
        UInt32 numSeg = 1; 
             
        ret = dmaCommand->gen64IOVMSegments(&offset, &segment, &numSeg); 
         
        IOLog("%s::gen64IOVMSegments() addr 0x%qx, len %llu bytes\n", 
              getName(), segment.fIOVMAddr, segment.fLength); 
     
        if (ret != kIOReturnSuccess) 
            break; 
    } 
     
    // 
    // Setup DMA transfer here for real hardware devices. 
    // 
     
    if (dmaCommand->clearMemoryDescriptor() != kIOReturnSuccess) 
    { 
        IOLog("Failed to clear/complete memory descriptor\n"); 
    } 
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    dmaCommand->release(); 
    return ret; 
} 

Inthepreviousexample,wecreatedanIODMACommandwithconstraintsonthemaximumphysical
addressbitswewantto36bits,andthemaximumphysicalsegmentsizetoahalfpage,or2048bytes.
Theoutputofthiscodegivessomethingasfollows:

kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x13b9d5000, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x13b9d5800, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x1335d4000, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x1335d4800, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x3f913000, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x3f913800, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x3b1d2000, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x3b1d2800, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x18b11000, len 2048 
kernel[0]: com_osxkernel_MyFirstPCIDriver::gen64IOVMSegments() addr 0x18b11800, len 2048 
…. 

Youwillnoticefirstthatwehavesomeaddressesthataregreaterthan32-bit,butstillbelowour36-
bitspecification,andthatsegmentsarenowlimitedto2048bytes,eventhoughthefirstsegmentis
physicallycontiguouswiththesecond.

Summary
Inthischapter,wehavediscussed:

• AtechnologyoverviewofthePCIrelatedstandardsPCIExpress,Thunderboltand
alsothelesser-usedExpressCardstandard.

• ThePCIconfigurationspace,whichisusedbytheoperatingsystemtoenumerate,
control,andoperatePCI–baseddevices.Laterinthechapter,wealsodiscussed
howaccessingthesefromadriverusingI/OKitprovidedfunctionality.

• PCIsupportintheI/OKitwithIOPCIFamily.ThecornerstoneofthekernelPCI
layeristheIOPCIDeviceclass,whichisusedasaproviderforPCI-baseddrivers.

• ThunderboltdevicesarecompatiblewithPCIandalsorepresentedbythe
IOPCIDeviceclass.

• HowtocreateamatchingdictionaryforPCI-baseddevicessothatadrivercanbe
loadedautomaticallywhenthedeviceispluggedinoratboot.

• HowtoaccessandusememorymappedI/Omemoryandregions.

• Howtohandleremovalofexternallyconnecteddevices,notablyforThunderbolt
andExpressCard.

• InterrupthandlingintheI/OKitforprimaryandsecondaryinterruptsusing
IOInterruptEventFilterandrelatedclasses.
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• DirectMemoryAccessandhowtocreatescatter/gatherlistsfortransferringlarge
non-contiguouschunksofmemory.Wealsodiscussedcommonproblemsrelated
toDMA.

• TheIODMACommandisusedtohelptranslatememoryaddressesintobusaddresses
andtohelpmanagethecomplexityofbuildingscatter/gatherlists.
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Power Management 

Powermanagementhasbecomeafundamentalfeatureacrossallcomputingdevices.Everyplatform
thatrunsMacOSXcanbeputintoalowerpowermode,andsopowermanagementisjustasimportant
foradesktopcomputerthatisalwaysconnectedtoapowersupplyasitisforalaptoporaniPhonethat
isrunningfromabattery.

EvenaMacPro,forexample,canbeplacedinto“sleep”mode,whichputsthecomputerandits
connectedperipheralsintoalowpowermode.Duringsleepmode,theCPUisputintoasuspended
state,thecomputer’sdisplayispoweredoff,andtheharddriveisspundown.IfthecomputerhasPCI
expansionslots,thesewillbepowereddownduringsleep,withonlyasmallamountofauxiliarypower
providedtoallowaPCIcardtoinitiatewakingthecomputerfromsleep.

Notalldriverswillneedtohandlepowermanagementevents.Whetheradriverneedstoimplement
powermanagementwilldependonthecapabilitiesofthedeviceandwherethedevicedrawspower
from.Forexample,ifthedriverforaPCIdevicedoesn’tsupportpowermanagement,thesystemmust
maintainfullpowertoitsPCIslotswhenitenterssleepmodebecauseaPCIcardispoweredfromthe
computer’smotherboard.Thisleavesthecomputerinastatecalled“doze”,whichisnotacomplete
sleepmode.NotethatifthepowertoPCIslotsissuspendedduringsleep,anyPCIdeviceswilllosetheir
configurationandmustbereinitializedbytheirdriverwhenthesystemwakes,whichcanonlyhappenif
thedriverreceivespowermanagementevents.

AstheexampleofaPCIcard’sdriverdemonstrates,thedriversforhardwaredevicesplayarolein
thesystem’stransitionfromonepowerstatetoanother.Driverscanopttoreceiveanotificationbefore
thesystemgoesintothelowpowersleepmode,atwhichtimethedrivercanprepareitsdeviceforthe
newpowerstate.Similarly,adrivercanreceiveanotificationwhenthesystemwakesfromsleep,at
whichtimethedrivercanrestoreitsdevicetofulloperatingfunctionality.

TheI/ORegistryPowerPlane
Partofthecomplexitiesofpowermanagementisthatthepowerstateforonedeviceusuallycannotbe
lookedatinisolation,sinceadevicewilltypicallybedependentonanotherdevicethroughwhichit
drawspowerand,inturn,mayhavedevicesthataredependentonitfortheirpower.Consider,for
example,aPCIperipheralcardthatimplementsaUSBhostandprovidesUSBports.Thecardwillbe
poweredbythePCIbusandwillprovidepowerovertheUSBbustodevicesthatareconnectedtoits
ports.Thishasimplicationsforthepowermanagementsystem;thePCIcardcanonlyenteralowpower
stateiftherearenoUSBdevicesconnectedtoitoronlyifalloftheUSBdevicesconnectedtoitareina
lowpowerstatethemselves.Similarly,whenthesystemisputtosleep,thePCIslotwilllosepower,and
anyUSBdevicesthatareconnectedtothecardmustbeinformedofthechangeinpowerstateaswell.

Tomodelthispowerdependency,theI/OKitmaintainsatreethatrepresentsthepower
dependenciesbetweenhardwaredevicesinthesystem.ThistreeisstoredinitsownsectionoftheI/O
Registryinaplaneknownasthe“powerplane.”Thepowerplanecanbeviewedusingthe
IORegistryExplorerutility,asshowninFigure10-1.
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Figure10-1.AviewofthepowerplaneinIORegistryExplorer

Eachdriverthatsupportspowermanagementisrepresentedasanodeinthepowerplane
connectedtotheparentnodes,whichrepresentsdevicesthatprovideitpower,andwithchildrennodes,
whichrepresentdevicesthatitprovidespowerto.Theparentofadeviceinthepowerplaneistypically
thedriver’sproviderclass(thatis,thesameobjectthatthedriverisconnectedtointheserviceplaneof
theI/ORegistry),althoughthisdoesnotneedtobethecase.

Thetreerepresentationmakesitveryeasytovisualizethepowerdependenciesbetweendevicesin
thesystemandtoseewhichdevicesdrawtheirpowerfromaparticularhardwaredevice.Thetree
structurealsoprovidesanimportantroleforthesystemitself,sinceitallowsthesystemtodetermine
whichdeviceswillbeaffectedwhenthepowerstateofonedevicechanges.

PowerManagementintheI/OKit
Thesystem’spowermanagement,includingtransitionsfromonepowerstatetoanother,ishandledby
theI/OKit.Powermanagementisperformedbydriversthatruninthekernel;userspacedriversthat
canbewrittenforhardware,suchasUSBdevices,cannotplayapartinthepowermanagementofthat
device.TheI/OKitprovidessupportforpowermanagementintheIOServicesuperclassfromwhichall
MacOSXdriversareultimatelyderived.Thismakespowermanagementaccessibletoalldrivers,
providingthatthedriverhaschosentoinsertitselfintothepowerplane.

TheIOServicealsomanagessynchronizationbetweenaparentdeviceandthechildrendevicesthat
dependonitforpower.Forexample,beforetransitioningintoalowerpowerstate,thesystemwill
ensurethatallchildrendeviceshavetransitionedtothelowerpowerstatebeforetheparentdevice,on
whichtheyrelyonforpower,issentarequesttoloweritspowerstate.Similarly,whenwakingfrom
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sleep,thesystemwillensurethataparentdevicehasbecomefullypoweredbeforesendingarequestto
thedependentchildrendevicestoraisetheirpowerstate.

Transitionsfromonepowerstatetoanotherareincrediblydifficultbecauseitcantakesometime
forhardwaretochangetothenewstate.Thiscanleadtosituationswhereapowerstatetransitionis
initiatedwhileanexistingpowerstatetransitionisinprogress.Forexample,aharddiskmayspindown
duetoinactivity,butthenareadrequestmayimmediatelybemade,requiringthedisktospinupagain.
TheIOServiceclasshandlesalotofthedetailsthatwouldotherwisemakepowermanagementdifficult
toimplement.EachpowerstatetransitionisserializedbyIOService,andadriverwillneverreceivea
powerrequestuntilithasfinishedhandlingitspreviouspowerrequest.

ThesupportprovidedbytheIOServiceclassforpowermanagementmeansthatadriverisfreeto
concentrateonlyonthepowermanagementofitsowndevice;theI/OKitframeworkwilltakecareofthe
detailsthatwouldotherwisemakepowermanagementdifficulttoimplement.

Powerstatechangescanbeinitiatedbytwosources.Thesystemmayrequestthatadevicebe
placedintoanewpowerstateinresponsetothecomputerbeingputtosleep,oradevice(oritsdriver)
mayinitiateachangeofitspowerstate.Anexampleofadeviceinitiatingatransitiontoalowerpower
stateisthecomputerdisplayswitchingitselfoffwhenthecomputerhasn’tbeenusedforaperiodof
timeoraharddiskspinningdownifithasn’treceivedareadorwriterequestforsometime

Adrivercanchoosetoimplementsupportforeitherofthesetwotypesofpowermanagement;itcan
choosetorespondtochangestosystempower,suchasasleepevent,oritcanvolunteertolowerits
powerstateitself,suchasbyspinningdownitsdisk.BothofthesecasesarehandledthroughtheI/OKit
andarediscussedinthischapter.

Ingeneral,powermanagementisnecessaryforadevicethatnotonlyhashardwaresupportfor
beingplacedintoalowerpowerstatebutalsohastheopportunitytobeplacedintoalowpowerstate
duetothewaythatitisused.Dependingonthetypeofhardwaredevicethatyourdrivermanages,there
maybelittleworktosupporttransitionsbetweenvariouspowerstates.

■NoteThischapterdescribestheworkthatagenericI/OKitdriverneedstotaketohandlepowermanagement
requests.CertainI/OKitdriverfamilies,suchastheaudiofamily,willaddtheirdrivertothepowerplaneand
respondtopowermanagementrequestsonbehalfofthedriver.Beforeaddingpowermanagementsupporttoyour
driver,youshouldcheckthatyourdriver’ssuperclassisnotalreadyhandlingpowerrequests.

RespondingtoPowerStateChanges
Themostbasiclevelofpowermanagementsupportthatadrivercanimplementistoopt-intoreceive
notificationsforchangestotheoverallsystempowerstate.Theseincludenotificationsbeforethesystem
isputtosleepandanotificationwhenthesystemwakesfromsleep.Thisisparticularlyimportantforthe
driverofaPCIdevice,sincethesenotificationsneedtobehandledtoallowthePCIbustobepowered
downcompletelyduringsystemsleep.

TheI/OKit’spowermodelisuniqueinthattheframeworkdoesn’tdictatethesetofpowerstates
thatadrivermustimplement;ratheradriverdefinesitsownlistofpowerstatesthatmatchthe
capabilitiesofthedevicethatitcontrols.Attheveryleast,adrivermustdefinetwostates:oneinwhich
thedeviceisoff,andanotherinwhichthedeviceisfullyoperational.Duringtheoffstate,thedevice
consumesnopower(andsodrawsnopowerfromitsparentinthepowerplane).Inthisstate,thedevice
isunusable.Duringtheonstate,thedeviceisdrawingpowerandallofitsfunctionalityisavailabletothe
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user.Whenthesystemisputtosleep,thedeviceisputintotheoffstate,andwhenthesystemisawake,
thedeviceisputintotheonstate.

Inadditiontotheoffandonstates,adrivercandefinepowerstatesthatcorrespondtostatesin
which,forexample,thedeviceisstillpoweredbutatalowerpowerstatewhereitisstillusablebutwith
reducedcapabilities.Forexample,thedriverforanLCDmonitorcouldcreateapowerstatetodescribea
modeinwhichthedisplayisstillrunningbutthebacklighthasbeendimmed.

EachpowerstatethatadevicesupportsisdescribedbyastructureknownasIOPMPowerState,which
isdefinedintheheaderfile<IOKit/pwr_mgt/IOPMpowerState.h>.TheIOPMPowerStatestructureisdefined
asfollows:

struct IOPMPowerState 
{ 
        unsigned long   version; 
        IOPMPowerFlags  capabilityFlags; 
        IOPMPowerFlags  outputPowerCharacter; 
        IOPMPowerFlags  inputPowerRequirement; 
        unsigned long   staticPower; 
        unsigned long   unbudgetedPower; 
        unsigned long   powerToAttain; 
        unsigned long   timeToAttain; 
        unsigned long   settleUpTime; 
        unsigned long   timeToLower; 
        unsigned long   settleDownTime; 
        unsigned long   powerDomainBudget; 
}; 

Thefieldsofthisstructurearedescribedasfollows:

• version:HoldstheversionofthisIOPMPowerStatestructure,allowingthestructure
tobeextendedinfutureversionsoftheI/OKitwhilemaintainingbackwards
compatibility.AsofMacOSX10.7,thestructureisstillatversion1;theheaderfile
providesadefinitionkIOPMPowerStateVersion1thatcanbeused.

• capabilityFlags:Abitmaskofflagsthatdescribesthecapabilitiesofthedevicein
thispowerstate.Possibleflagsare:

• kIOPMPowerOnindicatesthatthedevicerequirespowerfromitsparentand
isabletoprovidepowertoitschildren.

• kIOPMDeviceUsableindicatesthatthedeviceisusableinthisstate.

• kIOPMLowPowerindicatesthatthedeviceisrunningatareducedpowerstate
comparedtothekIOPMPowerOnstate.Thedevicemaystillbeusableinthis
state,whichcanbeindicatedbysettingboththekIOPMDeviceUsableand
kIOPMLowPowerbits.Thedevicemayormaynotbeabletoprovidepowerto
itschildrenwhileinthelowpowerstate.

• kIOPMPreventIdleSleepissettodisablethesystemfromgoingtosleep
whilethispowerstateisactive.Notethattheuserisstillabletoputthe
systemtosleep(suchasbyselecting“Sleep”fromtheApplemenu).Itonly
stopsthesystemfromautomaticallysleepingafteraperiodofinactivity.
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• kIOPMInitialDeviceStateindicatesthatthedevicestartsupinthisstate,
andthereforethedriverdoesn’tneedtobesentapowerrequestafterbeing
loaded.NotethattheI/OKitmaydecidetostartthedriverinapowerstate
thatdoesn’thavethekIOPMInitialDeviceStateflagset,andinthiscase,the
driverwillreceiveapowerrequestwhenitloads.

• outputPowerCharacter:Aflagthatdescribesthepowerthatthedeviceisableto
providetodevicesthatdependonitforpowerwhileinthisstate.Thiscanbe
eitherkIOPMPowerOn,toindicatethatthedeviceisabletopoweritschildren,or0,
toindicatethatthedevicecannotprovidepowertoitschildren.

• inputPowerRequirement:Aflagthatdescribesthepowerrequiredbythedevice
fromitsparentwhileinthisstate.ThiscanbeeitherkIOPMPowerOn,toindicatethat
thedevicerequiresitsparenttoprovideitwithpower,or0,toindicatethatthe
devicedoesnotdrawanypowerfromitsparentinthisstate.

• staticPower:Theaveragepowerconsumptionofthedevicewhileinthisstate(in
milliwatts).Notethatifthisvalueisunknown,adrivercanprovideavalueof0for
thisfield(asisdonebymanyoftheAppledriversintheDarwinrepository).

• unbudgetedPower:Thepowerthatthisdevicedrawsfromaseparatepowersupply
(andnotfromitsparent)whileinthisstate.ThisvalueiscurrentlyunusedinMac
OSX,andsoadrivercanprovideavalueof0forthisfield.

• powerToAttain:Thepowerthatthisdevicerequirestotransitionintothisstate
fromthepreviouslowerpowerstate.ThisvalueiscurrentlyunusedinMacOSX,
andsoadrivercanprovideavalueof0forthisfield.

• timeToAttain:Thetimerequiredtotransitionthehardwareintothisstatefromthe
previouslowerpowerstate(inmicroseconds).Ifthisvalueisunknown,adriver
canprovideavalueof0forthisfield.

• settleUpTime:Thetimerequiredforthepowertosettleafterenteringthisstate
fromthepreviouslowerpowerstate(inmicroseconds).Ifthisvalueisunknown,a
drivercanprovideavalueof0forthisfield.

• timeToLower:Thetimerequiredtotransitionthehardwarefromthisstateintothe
nextlowerpowerstate(inmicroseconds).Ifthisvalueisunknown,adrivercan
provideavalueof0forthisfield.

• settleDownTime:Thetimerequiredforthepowertosettleafterleavingthisstate
andenteringthenextlowerpowerstate(inmicroseconds).Ifthisvalueis
unknown,adrivercanprovideavalueof0forthisfield.

• powerDomainBudget:Theamountofpowerthatthedeviceisabletoprovidetoits
childrenwhileinthisstate.ThisvalueiscurrentlyunusedinMacOSX,andsoa
drivercanprovideavalueof0forthisfield.

EachpowerstatethatadevicesupportsisdescribedbyanIOPMPowerStatestructure.Thedevice’s
drivercreatesanarrayofIOPMPowerStatestructures,eachoneofwhichcorrespondstoadevicepower
state.Everydriverthatsupportspowermanagementmustcontainapowerstatethatcorrespondstothe
offstate(inwhichthedeviceusesnopower)andapowerstatethatcorrespondstothedevice’sfullyon
state(inwhichthedeviceisfullyoperational).Theoffstatemustbethefirstelementinthedriver’s
powerstatearray,andtheonstatemustbethefinalelementinthedriver’spowerstatearray.Thedriver
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candefineasmanypowerstatesasitneedstodescribethedistinctpowerstatesprovidedbyits
hardwaredevice,withtheonlyrequirementbeingthatthepowerstatearraymustbesorted,starting
withtheoffstate,throughthe(optional)intermediatepowerstatesthatrequiremorepowerandare
morefunctional,tothefinalstateinwhichthedeviceisrunningatitsfullpowerandiscompletely
operational.

BecausetheI/OKitprovidessupportforpowermanagementwithintheIOServiceclassfromwhich
everydriverisultimatelyderived,alldrivershavetheabilitytotakepartinthepowermanagementofthe
system.Todemonstratethis,wewilladdpowermanagementnotificationstothesimpleIOKitTest
samplethatwasdevelopedinChapter4(seeListing4-2andListing4-3).

Tobeginwith,weneedtodefinethepowerstatesthatthedevicesupports.Thisistypicallydone
withaglobalarrayofIOPMPowerStatestructuresthatisdefinedatthetopofthedriver’simplementation
file.TheexampleinListing10-1showsaverybasicsetofpowerstatesthatprovideanoffstateandanon
state.

Listing10-1.DefiningaSetofPowerStatesforaDriver

enum { 
     kOffPowerState, 
     kOnPowerState, 
     // 
     kNumPowerStates 
}; 
 
static IOPMPowerState gPowerStates[kNumPowerStates] = { 
     // kOffPowerState 
     {kIOPMPowerStateVersion1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0}, 
     // kOnPowerState 
     {kIOPMPowerStateVersion1, (kIOPMPowerOn | kIOPMDeviceUsable), 
                                kIOPMPowerOn, kIOPMPowerOn, 0, 0, 0, 0, 0, 0, 0, 0} 
}; 

WhentheI/OKitmakesarequesttochangetoanewpowerstate,therequestedstatewillbe
identifiedbytheindexofthatstateinthegPowerStatesarray.Ratherthanreferringtoapowerstateby
itsindex,wedefineanenumerationthatallowsustogiveeachpowerstateasymbolicconstant,which
makesthedrivercodeeasiertoreadandmaintain.

Havingdefinedasetofpowerstates,theIOServiceclass,whichprovidesthepowermanagement
API,needstobeinformedthatourdriverwishestoreceivenotificationswhenthesystem’spowerstate
changes.Thisisdoneinthedriver’sstart()method,asshowninListing10-2.

Listing10-2.RegisteringaDriverforPowerManagementSupport

bool com_osxkernel_driver_IOKitTest::start (IOService *provider) 
{ 
        if (super::start(provider) == false) 
                return false; 
         
        // Register driver for power management 
        PMinit(); 
        provider->joinPMtree(this); 
        registerPowerDriver(this, gPowerStates, kNumPowerStates); 
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        return true; 
} 

ThecalltothePMinit()methodinitializesinstancevariablesintheIOServicesuperclassthatare
neededonlyforadriverthatimplementspowermanagement.Toreceivepowermanagement
notifications,thedriverneedstobepartofthepowerplane.ThisisdonebythejoinPMtree()method,
whichiscalledonthedriverobjectfromwhichourdeviceobtainsitspower(inthiscase,ourprovider
class)andtakesasitsargumentthechilddriver(ourinstance).Finally,wecallthe
registerPowerDriver()methodtoprovidetheI/OKitwiththearrayofpowerstatesthatourdriver
supports.

Adriverthatregistersforpowermanagementmustmakesurethatitremovesitselffromthepower
planebeforeitisunloaded.Ifthisisnotdone,theI/OKitwillattempttosendpowernotificationsto
yourdriver,eventhoughitisnolongeractive,whichcouldpotentiallyresultinakernelpanic.Adriver
removesitselffromthepowerplanebycallingPMStop(),whichisshowninListing10-3.

Listing10-3.RemovingaDriverfromthePowerManagementSystem

void com_osxkernel_driver_IOKitTest::stop (IOService *provider) 
{ 
        PMstop(); 
        super::stop(provider); 
}  

Havinginsertedthedriverintothepowerplaneandregistereditforpowermanagementevents,the
driverwillreceivepowerrequestsfromtheI/OKitinresponsetochangesinthesystem.Whenthe
system’spowerstatechanges,forexamplewhenthecomputerisputintoasleepstateorwakesfrom
sleep,theI/OKitwillchooseoneofthepowerstatesthatthedriverregisteredandrequestthatthedriver
transitionintothatnewstate.ThesepowerrequestsaremadetothedriverthroughitssetPowerState()
method,whichisavirtualmethoddefinedintheIOServicebaseclass.Toreceivetheserequests,adriver
simplyneedstoprovideitsownimplementationofsetPowerState()inwhichtohandlethechange.A
sampleimplementationisshowninListing10-4.

Listing10-4.RespondingtoaRequesttoChangetheDevice’sPowerState

IOReturn com_osxkernel_driver_IOKitTest::setPowerState (unsigned long powerStateOrdinal, 
IOService* device) 
{ 
        switch (powerStateOrdinal) 
        { 
                case kOffPowerState: 
                      // Save device configuration (if necessary) and prepare our hardware for 
                      // sleep 
                      // ... 
                      break; 
                case kOnPowerState: 
                      // Bring our hardware out of sleep and initialize it with the saved 
                      // configuration 
                      // ... 
                      break; 
        } 
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        return kIOPMAckImplied; 
} 

TheparameternamedpowerStateOrdinaldescribesthepowerstatethatthedrivershouldplaceits
deviceinto.Theparameterisexpressedasanindexintothearrayofpowerstatesthatthedriverpassed
totheregisterPowerDriver()methodduringitsinitialization.Inthecaseofoursampledriver,we
registeredtwopowerstatesthatwehandleinaswitchstatement.

TheI/OKitserializescallstosetPowerState(),soadrivercanbesurethatitwillnotreceivea
requesttochangepowerstateswhileitisinthemiddleofhandlinganearlierpowerstatetransition.
However,thisdoesnotguaranteethatthedriverwon’treceivearequesttochangepowerstateswhileit
ishandlingotheroperationsthatdonotrelatetopowermanagement.Forexample,adrivermaybe
performinganasynchronousreadoperationwhenapowerrequestismadetotransitionadrivertothe
sleepstate.Inthiscase,thedrivermustwaituntilthereadoperationhascompletedbeforepowering
downthehardware.Thiscanbeachievedbyusingthestandardsynchronizationprimitivesthatare
providedbytheI/OKit.MostI/OKitdriverswillusethecombinationofacommandgateandawork
looptoprovidesynchronization,andsoadrivercouldobtainthecommandgateinitssetPowerState()
methodtoensurethatpowereventsaresynchronizedwiththerestofthedriver’scode.

AsofMacOSX10.5,thesetPowerState()methodiscalledonitsownthread,andsoadriverisable
toperformactionsinitsimplementationthatmayblockormayotherwisetakesometimetocomplete.
Whenthedriverhassuccessfullyplacedthehardwareintothenewpowerstate,itshouldreturnwiththe
resultcodekIOPMAckImplied.

IfyourdriverwillsupportversionsofMacOSXpriortoMacOSX10.5,youshouldnotperform
blockingoperationsinsidethesetPowerState()method,butratheryourdrivershouldperformthetasks
necessarytoplacethehardwareintothenewpowerstateonabackgroundthread.Insteadofreturning
kIOPMAckImpliedfromthesetPowerState()method,yourdrivershouldreturnanon-zerovaluethat
indicatesthemaximumtimethatyourdriverrequirestoplacethehardwareintothenewpowerstate
(measuredinmicroseconds).Whenyourbackgroundthreadhascompletedswitchingthehardwareto
thenewdevice,itsignalscompletionbycallingacknowledgeSetPowerState().Thankfully,noneofthis
codeisnecessaryifyouaretargetingMacOSX10.5andlater.

RequestingPowerStateChanges
Sofarwehavelookedathowadriverrespondstorequestsfromthesystemtochangeitspowerstatein
responsetoeventssuchasthesystembeingputintothesleepstate.However,therearetimeswhena
drivermaywishtoinitiateachangeinthepowerstateofitsdeviceindependentoftheoverallpower
stateofthesystem.Forexample,anLCDmonitormaydimitsbacklightafterafewminutesofinactivity,
oradiskmayspindownifithasn’tbeenaccessedforsometime.

AdrivershouldusetheI/OKit’spowermanagementAPIevenforpowerstatechangesthataffect
onlythedevicethatitiscontrolling.Doingsowillnotonlyensurethatanychangeofpowerstatethatis
initiatedbythedriverissynchronizedwithpowerstatechangesrequestedbythesystembutitalso
allowsyourdrivertotakeadvantageofsupportprovidedbytheI/OKitforsuchtasksasinstallinga
timertomonitorthedevice’sactivityandrequestatransitiontoalowerpowerstateifthedeviceisnot
accessedforaperiodoftime.Lastly,iftherearedevicesthatrelyonyourhardwarefortheirpower,you
willneedtousetheI/OKitmethodstotransitionyourhardware’spowersothatanychildrendevicesare
informedofpossiblechangestotheirinputpower.

Therearethreemethodsthatcanbecalledtochangethecurrentpowerstateofadevice:

• changePowerStateTo(powerStateOrdinal):Requestsachangetothepowerstateat
thespecifiedindexintheregisteredpowerstatearray.
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• changePowerStateToPriv(powerStateOrdinal):Performsasimilarfunctiontothe
previousmethod,withthedifferencethatthisisaprotectedmethodinthe
IOServiceclass,andsocannotbecalledbyobjectsotherthanthedriveritself.

• makeUsable():Requestsapowerchangetothehighestpowerstatesupportedby
thedriver.Thismethodistypicallycalledbyanotherclientofthisdriver(suchas
thedriver’suserclient)toensurethatthedeviceisfullyfunctionalbeforeitmakes
furtheruseofthedevice.

ThesethreemethodsareimplementedbytheIOServiceclass,andthereistypicallynoneedfora
drivertooverrideanyofthesemethods.Internally,theimplementationofthemakeUsable()method
callsthroughtothesamecodepathaschangePowerStateToPriv(),whichmeansthateachdriverhastwo
powerstatesassociatedwithit:thevaluerequestedthroughchangePowerStateTo()andthevalue
requestedthroughchangePowerStateToPriv()/makeUsable().

ThepowerstatethattheI/OKitultimatelyswitchesthedevicetoisthemaximumofthevalue
requestedbychangePowerStateTo(),thevaluerequestedbychangePowerStateToPriv(),andthe
maximumstatethatsatisfiestherequirementsofanychildrenthataredependentonthedevicefor
power.Ifthedevicehasanychildreninthepowerplanethatrequirepower,thentheparentdevice
cannotbeplacedinapowerstatethathasanoutputPowerCharacterpropertythatisnotkIOPMPowerOn.

YoumaybewonderingwhytheI/OKitprovidestwonearlyidenticalmethodsforsettingadevice’s
powerstate.TheprivatemethodchangePowerStateToPriv()allowsadrivertosetaminimumpower
levelthatcannotbeaffectedbyanyclientsofthedriver,whichonlyhavetheabilitytocallthepublic
changePowerStateTo()method.Aclientmayraisethepowerstateabovethelevelsetby
changePowerStateToPriv(),butthedriverwillneverbeplacedintoapowerstatelowerthanthevalueset
bychangePowerStateToPriv().Theoneexceptiontothisbehavioriswhenthesystemisplacedintothe
sleepstate,atwhichtimethedevicewillbeputintothelowestpowerstate,overridingthepowerstate
thathasbeensetthroughchangePowerStateToPriv().Whenthesystemwakesfromsleep,itreturnsto
thepowerstatethatwaspreviouslyactive.

Byconvention,adrivershouldsetitspowerstatethroughtheprotectedmethod
changePowerStateToPriv().Toremoveanyinfluencefromthepublicpowerlevel,adrivershouldplacea
calltothepublicmethodchangePowerStateTo(0)initsstart()methodafterregisteringthedriverfor
powermanagement.Settingthepublicpowerstateto0allowsthepowerstatethatisrequestedby
changePowerStateToPriv()tobeappliedwithoutalteration(providingthatthepowerrequirementsof
anychildrendevicescanbesatisfied).

Becausethepowerstateforthedeviceisderivedfromthreepossiblevalues,itisrecalculated
wheneverthepowerstateofoneofitspowerchildrenchangesoracallitmadetoeitherthe
changePowerStateTo()orchangePowerStateToPriv()methodiscalled.Ifthecalculatedpowerstate
differsfromthecurrentpowerstateofthedriver,theI/OKitwillsendthedriverarequesttochangeits
powerstate.Thedriverwillreceivethisrequestasdescribedintheprevioussectionofthischapter,
“RespondingtoPowerStateChanges”,andshouldrespondtotherequestinthewaypreviously
described.

ThemethodschangePowerStateTo(),changePowerStateToPriv(),andmakeUsable()areall
asynchronous,andmayreturntothecallerbeforethedevicehastransitionedtoitsnewpowerstate.
Theimplicationofthisisthatadriverthatwishestochangeitsownpowerstate(using,forexample,the
changePowerStateToPriv()method)shouldwaituntilitssetPowerState()methodiscalledbefore
reprogrammingitshardwaretothenewpowerstate.Aclientthatwishestochangethepowerstateof
anotherdriverbycallingapublicmethod(suchaschangePowerStateTo()ormakeUsable())cannot
assumethatthedeviceisrunninginthenewpowerstatewhenthemethodreturns.Instead,itshould
registertoreceivenotificationswhenthedevice’sstatechanges.Thisisdiscussedinthesection
“ObservingDevicePowerStateChanges”laterinthischapter.
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HandlingDeviceIdle
Acommonreasonforadrivertolowerthepowerstateofitsdeviceistoreduceitspowerconsumption
whenthedevicehasn’tbeenaccessedforacertainperiodoftime.Thisinvolvescreatingatimerforthe
idleperiodofthedevice.Ifthetimerexpiresandthedevicehasn’tbeenaccessedduringthatperiod,the
driverplacesthedeviceintoalowerpowerstate.Afterthedevicehasbeenplacedintoalowerpower
state,thenexttimethatthedriverneedstoaccessthedevice,itwillneedtoplacethehardwarebackina
usablestate.Becausetheseoperationsarecommonforalldriversthatperformanidlepowersaving
mode,thisfunctionalityisbuiltintotheI/OKitandprovidedtodriverdevelopersthroughtheIOService
class.

TherearetwobasicmethodsthatadriverneedstocalltolettheI/OKittrackwhenitsdevicehas
beenidleandloweritspowerstate.

• setIdleTimerPeriod(period):Installsatimerthatexpiresafterthespecified
numberofsecondshaselapsed.

• activityTickle(type, powerState):Iscalledbythedriverbeforeeveryaccessof
thedevice,whichinformstheI/OKitofthetimeatwhichthehardwarewaslast
accessed.

ThemethodsetIdleTimerPeriod()istypicallycalledonce,followingtheinitializationofpower
managementinthedriver’sstart()method.Oncecalled,theI/OKitcreatesatimerthatrunsatthe
specifiedtimeoutperiod(inseconds).Ifthedevicehasn’tbeenaccessedduringthisperiod,theI/OKit
willlowerthepowerstateofthedrivertothestatebelowthedriver’scurrentpowerlevel.Ifthedevice
remainsinactiveforthenextidleperiod,thedriver’spowerstateisloweredagain.Inbothcases,the
driverreceivesarequesttoloweritspowerstatethroughthesamemethod,setPowerState(),thatisused
todeliverallpowerrequestchanges,asdescribedinthesection“RespondingtoPowerStateChanges”
earlierinthischapter.Thiscontinuesuntilthedevicehasbeenplacedintotheoffstate(powerstate0).

Whenthedevice’spowerstateisloweredasaresultofinactivity,theI/OKitsetsthepowerstate
usingthemethodchangePowerStateToPriv().JustasifthedriverhadcalledchangePowerStateToPriv()
itself,thenewpowerstateforthedevicecannotdropbelowthevaluesetbythepublicmethod
changePowerStateTo()orthepowerstaterequiredbythedevice’schildren.Thismeansthatthepublic
powerlevelthatissetthroughchangePowerStateTo()determinestheminimumpowerstatethatthe
devicecanbeplacedinwhenidle.Typically,adriverthatusesanidletimerwillmakeacallto
changePowerStateTo(0)initsstart()method,therebyallowingtheidletimertotakethedeviceallthe
waydowntotheoffstate.

TheidletimerrequiresthedrivertoinformtheI/OKitofeveryaccesstothehardwaredevice,
otherwisetheidletimerwillfireandlowerthepowerstateofthedevicewhileitisinuse.Todothis,the
drivermakesacalltotheactivityTickle()methodwhenthedeviceisused,typicallyatthestartofeach
operation.ThesignatureoftheactivityTickle()methodisprovidedasfollows:

bool    activityTickle(unsigned long type, unsigned long stateNumber); 

TheactivityTickle()methodtakestwoparameters,atypeandapowerstateordinal,thatthe
callerusestospecifytheminimumpowerlevelthatthedevicemustbeintohandletheupcoming
operation.TheI/OKitprovidestwopre-definedvaluesforthetypeparameterintheheaderfile
<IOKit/pwr_mgt/IOPM.h>:

• kIOPMSubclassPolicy 

• kIOPMSuperclassPolicy1 
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ThetypeparameterdefineswhichimplementationshouldhandletheactivityTickle()request,
eitherthedriveritself(inwhichcasekIOPMSubclassPolicyispassed)ortheIOServicesuperclass(in
whichcasekIOPMSuperclassPolicy1ispassed).Ifthedriverwishestoprovideacustomimplementation
ofactivityTickle(),aswellaspassingkIOPMSubclassPolicyasthetypeparameterforeachcallto
activityTickle(),italsoneedstooverridetheimplementationoftheactivityTickle()method.

Mostdrivers,however,willbeabletousethedefaultimplementationofactivityTickle()provided
bytheIOServicesuperclass.It’simportantthatadriverthatwishestousethedefaultimplementation
passesavalueofkIOPMSuperclassPolicy1forthetypeparameterofeachcalltoactivityTickle(),since
theIOServiceimplementationwillignorearequestthathasanyothervaluepassedasthetype
parameter.

ThedefaultimplementationofactivityTickle()willraisethepowerlevelofthedevicetothe
powerstatespecifiedbythestateNumberparameter.Internally,theIOServiceclassraisesthedevice’s
powerstatebycallingthechangePowerStateToPriv()method,whichthedriverwillreceivethroughacall
toitssetPowerState()method.TheBooleanvaluereturnedfromthemethodindicateswhetherthe
devicewasalreadyintherequestedpowerstate;areturnvalueoftrueindicatesthatnopowerstate
transitionwasnecessary,whereasareturnvalueoffalseindicatesthatthepowerstateofthedevice
neededtoberaised.

SincetheactivityTickle()methodisasynchronous,itisimportantthatthecallerwaituntilthe
driverhascompletedthetransitiontothepowerstate,andshouldnotassumethatthedeviceisina
usablestatewhentheactivityTickle()methodreturns.Themeansbywhichadrivercanobserve
powerchangesinadriver,includingpowerchangesinotherdriverobjects,isexplainedinthenext
section.

ObservingDevicePowerStateChanges
TheI/OKitallowsadrivertoobservethepowerstateofanydeviceinthesystemandtoreceive
notificationswhenthedevice’sdriverchangesitspowerstate.Thiscanbeused,forexample,byadriver
thatisnotpartofthepowerplanebutneedstointerfacewithdriversthatarepowermanaged.
Alternatively,thesenotificationsallowadriverthatinitiatesachangetoitsownpowerstatethrougha
methodsuchaschangePowerStateToPriv()oractivityTickle()todeterminewhenthepowerchange
hascompleted.

Toreceivenotificationswhenanotherdriver’spowerstatechanges,yourdrivermustregisterfor
interestinthatdriver’spowerstate.TheIOServicesuperclassprovidestwomethodsfordoingthis:

• registerInterestedDriver(IOService* driver) 

• deRegisterInterestedDriver(IOService* driver) 

Bothofthesemethodsarecalledonthedriverobjectwhosepowerstateyouareinterestedin
observing.Theparametertothemethodisthedriverthatwillreceivethenotifications,andsoyouwill
typicallypassthe“this”pointer.Adrivercancalleitherofthesemethodsatanytimetostartandstop
receivingnotificationsforchangestothepowerstateofanotherdriver.Itisimportantthatadriver
deregisteranynotificationsthatareinstalledbeforeitunloads;failuretodosocouldleadtoakernel
panic.

Whenadriverhasregisteredinterestinanotherdriver’spowerstatechanges,itwillreceivea
notificationbeforethedevicebeginsitstransitiontothenewpowerstateandanothernotificationonce
thedevicehascompletedthetransitiontothenewpowerstate.Thesetwonotificationsaredelivered
throughthetwomethodsdescribedasfollows:

• IOReturn       powerStateWillChangeTo(IOPMPowerFlags capabilities, 

                     unsigned long stateNumber, IOService* whatDevice) 
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• IOReturn       powerStateDidChangeTo(IOPMPowerFlags capabilities, 

                     unsigned long stateNumber, IOService* whatDevice) 

Thesetwonotificationmethodsarevirtualmethodsthatareimplementedbythedriverthatwishes
toreceivethenotifications.ThenotificationpowerStateWillChangeTo()isdeliveredbeforetheobserved
driver’ssetPowerState()methodiscalled.ThenotificationpowerStateDidChangeTo()isdeliveredafter
theobserveddriver’ssetPowerState()methodiscalled.Bothmethodsarepassedanidenticalsetof
arguments.ThecapabilitiesargumentisthevalueofthecapabilityFlagsbitmaskfromthe
IOPMPowerStatethattheobserveddriveristransitioningto.ThestateNumberargumentistheindexofthe
powerstatethattheobserveddriveristransitioningto.ThewhatDeviceargumentisthedriverobject
whosepowerstateisbeingchanged.

Afterhandlingeithernotification,thedrivershouldreturnavalueofIOPMAckImplied.Ifyourdriver
wishestohandlethenotificationasynchronously,itcanreturnanon-zerovaluefromthenotification
methodthatindicatesthemaximumamountoftime(inmicroseconds)thatthedriverrequiresto
completetherequest.Thedrivercanthencontinueprocessingthenotificationonabackgroundthread;
oncethedriverhascompletedthenotification,itshouldcallthemethodacknowledgePowerChange()to
informtheI/OKitthatthenotificationhasbeenhandled.ThemethodacknowledgePowerChange()canbe
calledtoacknowledgeboththewillChangeanddidChangenotifications.

Adriverthathandlespowermanagementwillautomaticallyregisterforinterestinitself,andsothe
twonotificationmethodswillbecalledforadriverthatisrespondingtoachangeinitspowerstate.Most
drivers,however,willhavenoneedtoimplementthesetwonotificationmethodsunlessthedriveris
observingthestateofanotherdevice,sinceadriver’sownpowerchangesshouldbehandledwithinthe
setPowerState()method.Instead,forthispurpose,theI/OKitprovidesanothernotificationmethod
thatissenttoadriverwhenitsownpowerstatehasbeenchangedandallofitschildrendrivershave
acknowledgedthepowerchange.Toreceivethisnotificationmethod,adrivershouldimplementthe
followingvirtualmethod:

void    powerChangeDone (unsigned long previousStateNumber); 

Themethodissentoncethedriverhashandledthepowerstatechange(throughthe
setPowerState()method)andalldriversthathaveregisteredaninterestforthedevice’spowerstate
havebeennotifiedofthepowerchange.ThepowerChangeDone()methodprovidesaconvenientwayfora
drivertodeterminewhenapowerstatechangethatitinitiatedhasbeencompletedandthedevicehas
becomeusable.ItisimportanttonotetheparameterthatispassedtothepowerChangeDone()methodis
thepowerlevelthatthedevicechangedfromandnotthenewpowerstateofthedevice.Todetermine
thepowerstatethatthedeviceiscurrentlyin,theI/OKitprovidesanaccessormethodnamed
getPowerState(),asdescribedasfollows:

UInt32  getPowerState(void); 

PuttingItAllTogether
Inthissection,wecombinewhatwehavecoveredinthischapterintoasinglesamplethatdemonstrates
onewayofstructuringadriverthatnotonlyrespondstopowerstatechangesfromthesystem,butalso
lowersitsownpowerstatewhenthedevicehasbeenidlefor5minutes.

Fordemonstrationpurposes,thesampledriverdefinesfourpowerstatesconsistingofthe
mandatoryoffandonstates,aswellastwolowerpowermodes.Theoffandonstatewillbesetbythe
powermanagementsystemwhenthecomputerisputtosleepandwokenfromsleep.Thetwo
intermediatestatesarereachedwhenthedevicehasbeenleftidleforaperiod;thedriversetsupanidle
timerinitsstart()methodtolowerthedevice’spowerstateafteraperiodofinactivity.
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Thissamplealsodemonstratesoneapproachtosynchronizingchangesinthedevice’spowerstate
againsthardwareaccessesthatthedrivermakeswhileperformingarequestedoperation.Thedriver
includesasampleoperationcalledmyReadDataFromDevice(),whichcallsactivityTickle()toensurethat
thehardwareisinausablepowerstatebeforeattemptingtoperformtheoperation.However,since
powerstatechangesareasynchronous,thedriverneedstowaituntilthedevicehasfullytransitionedto
thenewpowerstate.Thesampledriverdoesthisbysleepingonaconditionvariablethatissignaled
fromthepowerChangeDone()method.

Anothersynchronizationproblemthatthisdriverneedstohandleisthatthedevicecannotbe
placedintoasleepstateifthedriverishandlingoutstandingoperations.Thesampledriverusesan
instancevariablenamedm_outstandingIOtokeepcountofthenumberofoutstandingoperationsthat
thedriverisprocessing.Ifarequestismadetolowerthepowerstateofthedevice,thesetPowerState()
methodwillwaituntilalloutstandingoperationshavebeencompletedbeforeitremovesthepowerto
thehardware.Whilewaitingforoperationstocomplete,thedriverneedstomakesurethatnofurther
operationsarestarted;thisisdonebysettingtheinstancevariablem_devicePowerStatetoalowerpower
stateatthestartofthesetPowerState()method.Thismeansthatthem_devicePowerStateinstance
variablewillbeinthereducedpowerstatewhilewearewaitingforoperationstocompletebut,more
importantly,italsomeansthatanewoperation,suchasmyReadDataFromDevice(),willsleepandwaitfor
thedevice’spowertotransitiontotheonstate.

TheimplementationofthissampledriverisgiveninListing10-5andListing10-6.

Listing10-5.ADriverThatCanBothRespondtoPowerStateChangesandCanControlitsOwnPower

State(headerfile)

 

#include <IOKit/IOService.h> 

 

class com_osxkernel_driver_IOKitTest : public IOService 

{ 

       OSDeclareDefaultStructors(com_osxkernel_driver_IOKitTest) 

        

private: 

       IOLock*          m_lock; 

       unsigned long    m_devicePowerState; 

       SInt32           m_outstandingIO; 

        

protected: 

       virtual void             powerChangeDone (unsigned long stateNumber); 

        

public:   

       virtual void             free (void); 

       virtual bool             start (IOService* provider); 

       virtual void             stop (IOService* provider); 
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       virtual IOReturn setPowerState (unsigned long powerStateOrdinal, IOService* device); 

       

       IOReturn          myReadDataFromDevice (); 

}; 



Listing10-6.ADriverThatCanBothRespondtoPowerStateChangesandCanControlitsOwnPower

State(implementationfile)

#include "IOKitTest.h" 
#include <IOKit/IOLib.h> 
 
// Define the superclass 
#define super IOService 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_IOKitTest, IOService) 
 
// Define our power states 
enum { 
     kOffPowerState, 
     kStandbyPowerState, 
     kIdlePowerState, 
     kOnPowerState, 
     // 
     kNumPowerStates 
}; 
 
static IOPMPowerState gPowerStates[kNumPowerStates] = { 
     // kOffPowerState 
     {kIOPMPowerStateVersion1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0}, 
     // kStandbyPowerState 
     {kIOPMPowerStateVersion1, kIOPMPowerOn, kIOPMPowerOn, kIOPMPowerOn, 0, 0, 0, 0, 0, 0, 0, 
0}, 
     // kIdlePowerState 
     {kIOPMPowerStateVersion1, kIOPMPowerOn, kIOPMPowerOn, kIOPMPowerOn, 0, 0, 0, 0, 0, 0, 0, 
0}, 
     // kOnPowerState 
     {kIOPMPowerStateVersion1, kIOPMPowerOn | kIOPMDeviceUsable, 
                                kIOPMPowerOn, kIOPMPowerOn, 0, 0, 0, 0, 0, 0, 0, 0} 
}; 
 
 
bool com_osxkernel_driver_IOKitTest::start (IOService *provider) 
{ 
     if (super::start(provider) == false) 
        return false; 
      
     // Create a lock for driver/power management synchronization 
     m_lock = IOLockAlloc(); 
     if (m_lock == NULL) 

3
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        return false; 
      
     // Register driver for power management 
     PMinit(); 
     provider->joinPMtree(this); 
     makeUsable();                      // Set the private power state to the highest level 
     changePowerStateTo(kOffPowerState);// Set the public power state to the lowest level 
     registerPowerDriver(this, gPowerStates, kNumPowerStates); 
      
     // Lower the device power level after 5 minutes of activity (expressed in seconds) 
     setIdleTimerPeriod(5*60); 
      
     return true; 
} 
 
void com_osxkernel_driver_IOKitTest::stop (IOService *provider) 
{ 
     PMstop(); 
     super::stop(provider); 
} 
 
void com_osxkernel_driver_IOKitTest::free (void) 
{ 
     if (m_lock) 
        IOLockFree(m_lock); 
     super::free(); 
} 
 
 
IOReturn com_osxkernel_driver_IOKitTest::setPowerState (unsigned long powerStateOrdinal, 
                                                        IOService* device) 
{ 
     // If lowering the power state, update the saved power state before powering down the 
     // hardware 
     if (powerStateOrdinal < m_devicePowerState) 
        m_devicePowerState = powerStateOrdinal; 
      
     switch (powerStateOrdinal) 
     { 
        case kOffPowerState: 
        case kStandbyPowerState: 
        case kIdlePowerState: 
                // Wait for outstanding IO to complete before putting device into a lower  
                // power state 
                IOLockLock(m_lock); 
                        while (m_outstandingIO != 0) 
                        { 
                                IOLockSleep(m_lock, &m_outstandingIO, THREAD_UNINT); 
                         } 
                IOLockUnlock(m_lock); 
                 
                // Prepare our hardware for sleep 



CHAPTER10POWERMANAGEMENT

220

                // ... 
                break; 
     } 
      
     // If raising the power state, update the saved power state after reinitializing the  
     // hardware 
     if (powerStateOrdinal > m_devicePowerState) 
        m_devicePowerState = powerStateOrdinal; 
      
     return kIOPMAckImplied; 
} 
 
void com_osxkernel_driver_IOKitTest::powerChangeDone (unsigned long stateNumber) 
{ 
     // Wake any threads that are waiting for a power state change 
     IOLockWakeup(m_lock, &m_devicePowerState, false); 
} 
 
 
// *** Sample Device Operation *** // 
IOReturn com_osxkernel_driver_IOKitTest::myReadDataFromDevice () 
{ 
     // Ensure the device is in the on power state 
     IOLockLock(m_lock); 
        if (activityTickle(kIOPMSuperclassPolicy1, kOnPowerState) == false) 
        { 
                // Wait until the device transitions to the on state 
                while (m_devicePowerState != kOnPowerState) 
                { 
                        IOLockSleep(m_lock, &m_devicePowerState, THREAD_UNINT); 
                } 
         } 
         
        // Increment the number of outstanding operations 
        m_outstandingIO += 1; 
     IOLockUnlock(m_lock); 
      
     // Perform device read ... 
      
     // When the operation is complete, decrement the number of outstanding operations 
     IOLockLock(m_lock); 
        m_outstandingIO -= 1; 
        // Wake any threads that are waiting for a change in the number of outstanding  
        // operations 
        IOLockWakeup(m_lock, &m_outstandingIO, false); 
     IOLockUnlock(m_lock); 
      
     return kIOReturnSuccess; 
} 

Inanactualdriver,themethodnamedmyReadDataFromDevice()wouldbecalledinresponsetoan
actiontakenbytheuserthatrequiresthehardwaredevicetobeaccessed.Assuch,themethodcanbe
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calledirregularlyandmaybecalledatanytime.Althoughwedon’tcallthemethod
myReadDataFromDevice()intheexampleinListing10-6,thecodecouldbeextendedtoaddauserclient
tothedriver,allowingauserspaceprocesstocallthemethodmyReadDataFromDevice().

Summary
• EverycomputerthatrunsMacOSXhastheabilitytobeplacedinalowpower

modeknownas“sleep”.Whileinsleepmode,mosthardwarecomponentsare
eitherpowereddowncompletelyorareprovidedwithonlyareducedcurrent.

• Adevicedrivercanregisterandrespondtorequestsfromthepowermanagement
systemtoprepareitshardwareforalossofpowerbeforesleepandtorestorethe
stateofitshardwarewhenthesystemiswokenfromsleep.

• TheI/OKit’spowermanagementAPIisimplementedbytheIOServicebaseclass.
Thismakesitpossibleforeverydrivertoprovidesupportforpowermanagement.

• Adrivermayopttolowerthepowerstateofitsdeviceindependentlyofwhether
thecomputerisinthesleepmode.Thiscanbeusefulforreducingthepower
consumptionofthedevicewhenithasnotbeenusedforaperiodoftime.

• Adrivercanobservethepowerstateofanyhardwaredeviceinthesystem.This
canbeusedbyadrivertoreceiveanotificationbeforeadevicechangesitspower
stateandanotificationafterthedevicehastransitionedtoitsnewpowerstate.
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Serial Port Drivers 

Aserialportprovidesabasiccommunicationsinterfaceforthepurposeofgettinglowbandwidthdata
intoandoutofacomputer.AlthoughmoderninterfacessuchasUSBandFireWirehavereplacedmany
applicationsinwhichthetraditionalserialportwasonceused,theserialportdriverisstillwell
supportedinmoderndayoperatingsystems,includingMacOSX,despitethefactthatApplehasnot
releasedhardwarewithabuilt-inserialportforoveradecade.

Thereareseveralreasonsforthelongevityoftheserialport.First,aserialportissimpleand
inexpensivetoimplementinhardware,makingitapopularchoiceforhobbyistswhoareadding
computercommunicationstotheirelectronicprojects.Second,itisaveryflexibleinterface.Theserial
driverisconcernedonlywithtransferringdatabytesbetweentheserialportandtheuserspace
application.Thedriverplaysnoroleininterpretingthedatastream;itsimplydealswiththe
transmissionofthedata.

Thisleavestheuserspaceapplicationtoimplementtheprotocoloftheconnecteddevice,which
meansthatmuchoftheworkthatwouldusuallybedonebyadriverisinsteadlefttotheuserspace
application.Thismeansthatahardwarevendordoesn’thavetoprovideadriverfortheirdevice;they
cansimplypublishtheprotocoldescribingtheformatofthedatathattheytransmitovertheirserial
port,andleavetheimplementationoftheprotocolforothers.DevicesthatuseserialportsincludeGPS
receiversandbarcodescanners.Theyarealsocommonlyusedtoprovidedebuggingoutputon
hardware.

SerialportsarenolongerfoundonMacintoshcomputers;theyhavebeenreplacedbyUSBand
FireWireports.Serialdevices,suchasGPSreceiversandbarcodescanners,attachtoacomputerbyUSB,
buttheyappeartothesystemasaUSB-basedserialportthatauserspaceapplicationcanconnectto.If
youareinteractingwithadevicethatcommunicatesoveraserialport,innearlyallcasesyour
applicationwillbeabletouseanexistingserialportdriver.Thereareveryfewcaseswhereyouwillneed
toimplementyourownserialportdriver;evenprojectsthatuseaUSB-basedserialportwilluse
standarddriverstoprovidetheserialportinterface.

ThischapterdescribeshowaserialportdriverisimplementedwithintheI/OKit,andhowtoread
andwritefromaserialportinauserspaceapplication.Theimplementationofaserialportdrivercanbe
seenasapracticalexampleofdrivertechniques,includingimplementingblockingcalls,circularbuffers,
andsynchronizationandnotification.Therefore,evenifaserialportdriverisnotdirectlyrelevantto
you,theconceptsthatwewillcovercanbeappliedtootherdrivers.

MacOSXSerialPortArchitectureOverview
OnMacOSX,serialportshaveaninterestingarchitecture.Inthekernel,aserialdriverisimplemented
usingtheobject-orientedI/OKitframework,butinuserspaceitisaccessedthroughtheBSDlayer,and
theserialportispresentedasatraditionalUNIXdevicefile.Foreachserialdriverthatisloadedinthe
kernel,theI/OKit’sserialfamilycreatesacorrespondingdeviceobjectinthe/devdirectoryofthefile
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system.Tointeractwithaserialport,applicationsopenthedevicefileandreadandwritetoitasifit
wereanordinaryfile.Thisisanalternativetocommunicatingwithadriverthroughauserclient;infact,
serialdriversdon’thaveauserclient.TheadvantageofthisarchitectureisthatitallowstraditionalUNIX
applicationsthathavebeenwrittenusingthePOSIXAPIstoaccessaserialportonMacOSXwithoutany
changestotheircode.

AlthoughserialportdriversarenotaccessedthroughtheI/OKitframeworkfromuserspace,they
arestillimplementedinthekernelasafullI/OKitdriver.Thismeansthataserialdrivercantake
advantageofallofthefeaturesthattheI/OKitbrings,includingobject-orienteddesignanddynamic
driverloadingandmatching.TheI/OKitincludesafamilythatisspecifictoserialdevices,knownasthe
IOSerialFamily.TheIOSerialFamily,whichisavailablethroughtheDarwinopensourceproject,contains
theheaderfilesforthebaseclassesthataserialportdriverisderivedfrom,aswellasthe
implementationoftheserialportsubsystemofMacOSX.

Figure11-1showsthevariousentitiesthatareinvolvedinhandlingcommunicationsoveraserial
portonMacOSX.Forthisexample,wehaveassumedthattheserialportisimplementedbyaUSB
device(suchasaUSBtoRS-232adapter),whichiswhytheleftmostproviderobjectinthediagramisan
IOUSBDevice.



Figure11-1.Theobjectsinvolvedincommunicatingwithaserialportfromauserspaceapplication

Startinginuserspace,anapplicationconnectstoaserialportdriverbyopeningacharacterdevice
filefromthe/devdirectorythatcorrespondstotheserialportdriver.Eachserialdriverhastwoentriesin
the/devdirectory,onewhosenamebeginswiththeprefix“tty.”andanotherwhosenamebeginswith
theprefix“cu.”.Thereasonforthisislargelyhistoricalandcomesfromatimewhentheserialportwas
themeansbywhichamodemorafaxwasconnectedtoacomputer.Inthissituation,the“tty”device
wasthedial-indevicethatwasusedtoreceiveacall,andthe“cu”wasthecalloutdevicethatwasusedto
makeacall.

Aprocessthatwishedtoreceiveacallwouldopenthedial-indevice;theopenfunctionwouldblock
untilthecarrierdetectlinewassignaled,meaningthatthemodemhadestablishedaconnection.
However,tomakeanoutgoingcall,aprocessneededtobeabletoopentheserialportwithoutwaiting
forthecarrierdetectline,soitwouldopenthecalloutdevice,whichdoesn’tblockonthecarrierdetect
signal.Whencommunicatingwithmodernserialdevices,giventhatmostdeviceswillnotbeconnected
toaphoneline,Applerecommendsopeningthecalloutdevice.

Thetwodevicefilesin/devarecreatedbyanI/OKitclassknownasIOSerialBSDClient.Thisisa
classthatisprovidedbytheIOSerialFamilyandhandlesthekernel-sideofoperationsthataremadebya
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userspaceprocessonthedevicefile.TheIOSerialBSDClienthandlesanysystemcallmadebyauser
spaceprocesstooperateonaserialport,includinganyofthefollowingthefunctions:open(),close(),
read(),write(),ioctl(),andselect().Inthisway,theIOSerialBSDClientcanbethoughtofasplaying
theroleoftheuserclientforaserialdriver(althoughitisn’tderivedfromtheIOUserClientclass).Likea
userclient,theIOSerialBSDClientclassissimplyaconduitbetweenauserspaceprocessandthekernel
driverobject.Theclassisresponsibleforhandlingthedifferencesbetweenblockingandnon-blocking
calls,butitsmainroleistotranslatefunctioncallsreceivedfromuserspaceintomethodcallstothe
IOSerialStreamSyncobject.

TheIOSerialStreamSyncclassisanotherclassthatisprovidedbytheI/OKitintheIOSerialFamily
package.ItsroleisnothingmorethanaconduitbetweentheIOSerialBSDClientandthe
implementationoftheactualserialdriver.Infact,foreachmethodoftheIOSerialStreamSyncclass,it
callsamethodofthesamenameintheIOSerialDriverSyncclass.

TheIOSerialDriverSyncclassisapureabstractinterfacethatprovidesthebaseclassforanyserial
driveronMacOSX.Itprovidesmethodsforreadingandwritingdata,andforreportingchangesinthe
stateoftheserialport,suchaswhetheracarriersignalhasbeendetected,thearrivalofdataontheserial
portforreading,andwhethertheserialportcanacceptmorebytesfortransmission.

Finally,thelastobjectthatisinvolvedintheserialdriverstackistheproviderclassoftheserial
driver.Inthisexample,weareassumingthattheserialportisimplementedbyaUSB-to-serialadapter,
whichiswhytheproviderclasshasthetypeIOUSBDevice.Whenevertheserialportdriverneedstoread
datafromtheserialportorwritedataovertheserialport,itwillaccesstheunderlyinghardwaredevice
throughtheIOUSBDeviceinstance.

Theroleofeachclassthatplaysapartinimplementingaserialportdriverisasfollows:

• Theserialportdriver’sproviderclass,IOUSBDeviceinourexample,performsthe
datatransferintoandoutofthecomputertotheserialportadapter.

• Themaindriver,whichisasubclassofIOSerialDriverSync,managestheserial
port’sreceiveandtransmitbuffers,readingdatafromthehardwareasitarrives,
andwritingdatatothehardwarewhenitisprovidedbyuserspace.

• TheIOSerialBSDClientmanagesinteractionwithuserspaceapplications.

SerialPortDrivers
SerialportdriversonMacOSXareimplementedbycreatingaclassthatisderivedfromthe
IOSerialDriverSyncclass.Inthissection,wedescribetheimplementationofaserialportdriverby
walkingthroughthesourcecodeofadriverprovidedbyAppleforUSBserialcommunicationdevices.
Althoughitisunlikelythatyouwillneedtoimplementyourownserialdriverdirectly,thissectioncanbe
seenasprovidingaworkingapplicationofI/OKittechniquesanddriverdesign,andmanyofthe
techniquesusedbytheAppleUSBserialdrivercanpotentiallybeappliedtootherdriversthatyouwill
develop.

Tofollowalongwiththissection,youmaywishtodownloadthesourcecodefortheserialport
driverthatwearediscussing.Theclassesthatplayapartinthekernelserialdriverstackarespread
betweenthefollowingtwoprojectsintheDarwinsourcecoderepository:

• Thebaseclasses,onwhichallserialdriversarebuilt,includingthe
implementationoftheIOSerialBSDClientclass,arecontainedwithinthe
IOSerialFamilyproject.Toimplementyourownserialportdriver,youwouldneed
onlytheclassescontainedwithintheIOSerialFamilyproject.
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• ThedriverthatloadsagainstUSB-basedserialcommunicationdevicesis
containedwithintheprojectnamedAppleUSBCDCDriver.(USBCDCisanacronym
forUSBCommunicationsDeviceClass.)

GiventhenumberofsupportingclassesthatarecreatedtohandleaserialportdriverbytheI/OKit,
it’sinstructivetounderstandhowtheseclassesareinstantiated.WhenaUSBdevicethatimplementsthe
CommunicationsDeviceClassisconnectedtoaMac,theUSBhostcontrollerwillcreateanew
IOUSBDeviceobjecttorepresentthatdevice.WhenthisIOUSBDeviceobjectispublished,itinitiatesthe
I/OKit’sdrivermatchingprocess,whichsearchesforanappropriatedriverfortheUSBdevice.Inthis
case,theI/OKitwillselecttheAppleUSBCDCdriver,sinceitsmatchingdictionaryspecifiesthatitshould
loadagainstanyUSBdevicethatsupportstheCommunicationsDeviceClass.NotethattheAppleUSBCDC
driverisnotaserialdriver.ItisasubclassofthegenericIOServiceclass,anditsroleissimplyto
configuretheUSBhardwareforuseasaserialdevice.ItdoesthisbyiteratingovertheUSBinterfaces
thatthedevicesupportsandsettingtheactiveinterfacetoonethatprovidescommunicationssupport.

OncetheAppleUSBCDCdriverhasconfiguredtheactiveUSBdeviceinterface,theI/OKit’sUSBfamily
createsanIOUSBInterfaceobjecttorepresenttheactiveinterface.ThiskicksoffanotherroundoftheI/O
Kit’sdrivermatchingprocess,whichsearchesforanappropriatedriverfortheIOUSBInterfaceobject.
Forthepurposeofthissection,wewillexaminetheimplementationoftheAppleUSBCDCDMMclass,which
willmatchagainstanyIOUSBInterfaceobjectthatimplementsaspecifictypeofUSBCommunications
Devices.ThisclassisimplementedinthefileAppleUSBCDCDMM.cpp,andtheclassisdeclaredinthefile
AppleUSBCDCDMM.h.

TheAppleUSBCDCDMMclassisadirectsubclassoftheIOSerialDriverSyncclass,soitisresponsiblefor
implementingthemethodsthatarerequiredforaserialportdriver.Tosendandreceivedataoverthe
hardwaredevice,theAppleUSBCDCDMMclasssendsUSBtransferrequeststoitsproviderclass,whichisan
IOUSBInterfaceobject.

ManuallyInstantiatingaDriverObject
Untilthispoint,theinstantiationandloadingofkernelobjectshasbeenfairlystandardandhasfollowed
thesameI/OKitdrivermatchingprocessthatalldriversgothrough.However,aserialportdriveris
differentfrommanydriversthatyouwillwrite,inthatithasachilddriver.Thus,yourserialportdriver
willactastheproviderforanotherI/OKitdriver.

ThechildofaserialportdriverisanobjectthatinheritsfromtheIOSerialStreamSyncclass(ora
classthatisderivedfromIOSerialStreamSync).Foraserialportdriver,itschilddriverisn’tcreated
throughtheI/OKit’sdrivermatchingprocedure;rather,thechilddriverobjectisexplicitlyinstantiated
andattachedtotheserialdriverbytheserialdriveritself.

InthecaseoftheAppleUSBCDCDMMdriver,thechilddriverhasthetypeIOModemSerialStreamSync,a
classthatinheritsdirectlyfromtheIOSerialStreamSyncclass.TheAppleUSBCDCDMMclassinstantiatesits
childobjectinamethodnamedcreateSerialStream(),whichiscalledfromtheserialportdriver’s
start()method.ThemethodcreateSerialStream()isacustommethodthatisprivatetothe
AppleUSBCDCDMMclass.AsampleimplementationofcreateSerialStream()thatisbasedonthe
AppleUSBCDCDMMdriverisshowninListing11-1.
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Listing11-1.TheImplementationofaMethodtoCreatetheIOSerialStreamSyncObjectofaSerialPort

Driver

#include <IOKit/serial/IOModemSerialStreamSync.h> 
#include <IOKit/serial/IOSerialKeys.h> 
 
bool   MySerialDriver::createSerialStream() 
{ 
       IOSerialStreamSync*    pChild; 
       bool                   result; 
        
       // Instantiate the child driver object 
       pChild = new IOModemSerialStreamSync; 
       if (pChild == NULL) 
              return false; 
        
       // Initialize the child driver 
       result = pChild->init(0, 0); 
       if (result == false) 
              goto bail; 
        
       // Attach pChild as a child device of ourself 
       result = pChild->attach(this);   // Pass "this" as the child driver's provider 
       if (result == false) 
              goto bail; 
        
       // Setup the properties used when naming the device file in /dev 
       pChild->setProperty(kIOTTYBaseNameKey, "my_serial"); 
       pChild->setProperty(kIOTTYSuffixKey, ""); 
        
       // Allow matching of drivers that use pChild as their provider class 
       pChild->registerService(); 
        
       // Fall-through on success 
bail: 
       pChild->release(); 
       return result; 
} 

ThecodeinListing11-1providesanexampleofhowadrivercaninstantiateitsownchilddriver
explicitly,withouthavingtocreateapropertylistfileforthechilddriverandhavetheI/OKit’smatching
mechanisminvoked.Thethreebasicstepstocreatinganewdriverobjectare:(1)allocatinganinstance
ofthedriverclassbycallingtheC++newoperator,(2)initializingthereturnedobjectbycallingitsinit()
method,and(3)attachingthedriverobjecttoitsparentthroughtheattach()method.Theparameter
passedtoattach()istheproviderclassofthechilddevice,whichwilltypicallybetheobjectthat
instantiatedthechilddriver.

YouwillnoticethatbecausetheembeddedC++languageusedbytheI/OKitdoesnotsupport
exceptions,tocheckwhetherthecalltotheC++newoperatorhasfailed,wechecktoseeifthereturned
valueisNULL.Notethatweunconditionallyreleaseareferencetothechildobjectbeforereturningfrom
themethod;ifthecalltoattach()succeeded,thechilddriverobjectwillberetainedbytheI/OKit,so
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thecalltorelease()attheendofthemethodwon’tdestroytheobjectbutwillreleasethereferenceto
theobjectthatwehold(preventingaleak).Ontheotherhand,ifthechilddriverfailedinitsinit()
methodorcouldn’tbeattached,weneedtorelease(anddestroy)thechilddriverobject.

TheIOModemSerialStreamSyncclassthatisinstantiatedbythecreateSerialStream()method
performstheroleofaconduitbetweentwoclasses,namelytheIOSerialBSDClientclassthathandles
operationsontheserialportthatareperformedbyuserspaceapplications,andtheimplementationof
theserialportdriver(MySerialDriverinthepreviousexample).However,theserialportdriverhasno
directaccesstotheIOSerialBSDClientclass.Tospecifythenameofthecharacterdevicefilethatis
createdinthe/devdirectory,itneedstobeabletopasscertainparameterstotheIOSerialBSDClient’s
initializationmethod.Todothis,itsetstwopropertiesontheIOSerialStreamSyncobjectbeforethe
IOSerialBSDClientclassiscreated,andtheIOSerialBSDClientobjectisthenabletoreadthese
propertiesinitsinitialization.

TheserialportdrivercallstheregisterService()methodontheIOSerialStreamSyncobject,which
informstheI/OKitthatitshouldbeginthematchingprocedureforthechilddevice.Anydriverthat
wishestousetheIOSerialStreamSyncobjectasitsparent(providerclass)willbeloaded.Thisisthe
meansbywhichtheIOSerialBSDClientclassisloadedandattachedtotheIOSerialStreamSyncobject
createdbytheserialportdriver.TheIOSerialFamilykernelmodulecontainsamatchingdictionaryfor
theIOSerialBSDClientclasswhichmatchesagainstanyIOSerialStreamSyncobject(oraclassderived
fromIOSerialStreamSync).

■NoteIngeneral,adriverthatexplicitlyinstantiatesandattachesachilddrivertoitselfshouldnotneedtocall
registerSerivce()forthechilddriver,sincethiswillusuallybetakencareofbythechilddriveritself.However,
inthecaseoftheIOSerialStreamSyncclass,itdoesnotregisteritselffordrivermatching,soafterinstantiatingit
weexplicitlycallitsregisterDriver()method.

WhentheIOSerialStreamSyncclassisregisteredwiththeI/OKit,aninstanceofthe
IOSerialBSDClientclassiscreatedandattached,completingthesetofdriverobjectsthatarerequired
foraserialport.WhentheIOSerialBSDClientclassisinitialized,itcreatestwodevicenodesfortheserial
portinthe/devdirectory,onecorrespondingtothedial-incharacterdevicefileandtheother
correspondingtothecalloutcharacterdevicefile.Todeterminethenametogivethesefiles,the
IOSerialBSDClientclassreadsthevalueofthekIOTTYBaseNameKeyandthekIOTTYSuffixKeyproperties
andthencreatestwofilesusingtheformat:

“tty.” + kIOTTYBaseNameKey + kIOTTYSuffixKey 

and

“cu.” + kIOTTYBaseNameKey + kIOTTYSuffixKey 

FortheexampleinListing11-1,thisresultsinacharacterdevicefilewiththenametty.my_serial
forthedial-indeviceandacharacterdevicefilewiththenamecu.my_serialforthecalloutdevice.
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ImplementingtheIOSerialDriverSyncClass
SerialdriversonMacOSXmustbederivedfromtheIOSerialDriverSyncclass.TheIOSerialDriverSync
classisapureabstractclassthatprovidesaninterfacethatmustbeimplementedbytheserialdriver.
ThemethodsthatmustbeimplementedbyaserialdriveraregiveninListing11-2.

Listing11-2.TheInterfaceofIOSerialDriverSync,WhichDeclarestheMethodsThatMustBeImplemented

byaSerialPortDriver

class IOSerialDriverSync : public IOService 
{ 
       OSDeclareAbstractStructors(IOSerialDriverSync); 
 
public: 
       virtual IOReturn  acquirePort(bool sleep, void *refCon) = 0; 
 
       virtual IOReturn  releasePort(void *refCon) = 0; 
 
       virtual IOReturn  setState(UInt32 state, UInt32 mask, void *refCon) = 0; 
 
       virtual UInt32    getState(void *refCon) = 0; 
 
       virtual IOReturn  watchState(UInt32 *state, UInt32 mask, void *refCon) = 0; 
 
       virtual UInt32    nextEvent(void *refCon) = 0; 
 
       virtual IOReturn  executeEvent(UInt32 event, UInt32 data, void *refCon) = 0; 
 
       virtual IOReturn  requestEvent(UInt32 event, UInt32 *data, void *refCon) = 0; 
 
       virtual IOReturn  enqueueEvent(UInt32 event, UInt32 data, 
                                   bool sleep, void *refCon) = 0; 
 
       virtual IOReturn  dequeueEvent(UInt32 *event, UInt32 *data, 
                                   bool sleep, void *refCon) = 0; 
 
       virtual IOReturn  enqueueData(UInt8 *buffer, UInt32 size, UInt32 *count, 
                                   bool sleep, void *refCon) = 0; 
 
       virtual IOReturn  dequeueData(UInt8 *buffer, UInt32 size, UInt32 *count, 
                                   UInt32 min, void *refCon) = 0; 
}; 

Youwillnoticethateachmethodisprovidedwithaparameternamed“refCon”.TherefConvalue
canbeusedbyaserialportdrivertoidentifywhichserialportthemethodisoperatingon.TherefCon
valueisactuallyspecifiedbytheserialportdriveritself,andispassedtotheIOSerialStramSyncobjectat
instantiation.Inreturn,theIOSerialStreamSyncclasspassesthisrefConvaluebacktothedriver
wheneveritcallsamethodfromthedriver’sclass.Inmostcases,therefConvalueisnotneeded,since
anydatathattheserialportdriverneedscanbeaddedasinstancevariablestothedriverclass.However,
inthecaseofaserialportdriverthatmanageshardwarewithmultipleserialports,suchasaUSB
adapterwithaCOM1andaCOM2port,thedriverwouldneedsomewaytoidentifywhichportisbeing
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referredtoinamethodcall.Todothis,theserialdriverwouldcreatetwoinstancesofthe
IOSerialStreamSyncclass,oneforeachofitshardwareports,andprovideauniquerefConvalueforeach
port.

Theinterfacemayappeartobedaunting,butthemethodscanbebrokenintothreecategories:

• Methodsthatadjusttheserialport’sstatusandwatchforchangesintheserial
port’sstate

• Methodsthatgetorsetpropertiesoftheserialport

• Methodsthatreadandwritedataovertheserialport

ThefollowingarebriefdescriptionsofthemethodsdefinedbytheIOSerialDriverSyncinterface:

• Openingandclosingtheserialport:
acquirePort()
releasePort()

• Managingabitmaskthatrepresentsthestateoftheserialport,andblockingthe
callingthreaduntilaparticularconditionoccurs.Statebitsdescribesuch
conditionsaswhethertheserialporthasbeenopened,whetherdatahasbeen
receivedovertheserialportandisavailableforreading,andwhethertheserial
portcanacceptbytesforwriting:
setState()
getState()
watchState()

• Settingpropertiesoftheserialport:
executeEvent()
enqueueEvent()

• Gettingpropertiesoftheserialport:
nextEvent() 
requestEvent()

• Writingdataovertheserialport:
enqueueData()

• Readingdatathathasbeenreceivedfromtheserialport:
dequeueData()

OneofthecomplexitiesinimplementingtheIOSerialDriverSyncinterfaceisthatitrequirescareful
synchronization.Theinterfacemethodsmaybecalledfrommultiplethreadsatanytime,meaningthat
theimplementationneedstomakesurethateachmethodiscorrectlysynchronizedtopreventsuch
situationsasthedequeueData()methodreturningdataoncetheserialporthasbeenclosed.Tofurther
complicatematters,severalmethodsmayblockthecallingthreaduntilaparticulareventoccurs;thisis
particularlytrueofthewatchState()method,whichdoesn’treturnuntiltheserialporthasentereda
requestedstate.Bothofthesesynchronizationproblemscanbesolvedbyusingamutexlockanda
conditionvariabletosignalchangesintheserialport’sstate.

InthecaseoftheAppleUSBCDCDMMdriver,thereisanevengreatersynchronizationproblem;the
methodscalledthroughtheIOSerialDriverSyncinterfaceneedtobecoordinatedwithcallbacksthatfire
uponthecompletionofanasynchronoustransferoverUSB.Thisisnecessarytopreventthecompletion
callbackforaUSBwritefromplacingdataintoabufferatthesametimethatthedequeueData()method
attemptstoreadoutofthatsamebuffer.
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Althoughthisdescriptionpaintsthepictureofaverydifficultsynchronizationproblem,theI/OKit
designoffersasurprisinglyelegantsolution.AllUSBcompletioncallbacksarerunontheUSBworkloop,
sotosynchronizeserialportmethodswithUSBcode,theAppleUSBCDCDMMdriverensuresthatallserial
portmethodsarehandledontheUSBworkloop.Thisisperformedasfollows:

bool AppleUSBCDCDMM::start(IOService *provider) 
{ 
       … 
       // Get the USB work loop (superclass will use the provider class’ work loop) 
       fWorkLoop = getWorkLoop(); 
       … 
       // Create a command gate and install it on the USB work loop 
       fCommandGate = IOCommandGate::commandGate(this); 
       fWorkLoop->addEventSource(fCommandGate); 
       … 
} 

Foreachserialportmethod,theAppleUSBCDCDMMdrivercallseachmethodthroughthecommand
gate,ensuringthatitissynchronizedtotheUSBworkloop.Thisisshownbelowfortheimplementation
ofreleasePort():

IOReturn AppleUSBCDCDMM::releasePort(void *refCon) 
{ 
       IOReturn       ret = kIOReturnSuccess; 
        
       // Call the static method releasePortAction() on the work loop, which requires no  
       // parameters 
       ret = fCommandGate->runAction(releasePortAction); 
 
       return ret; 
} 
 
IOReturn AppleUSBCDCDMM::releasePortAction(OSObject *owner, void *, void *, void *, void *) 
{ 
       // Call through to the method releasePortGated() 
       return ((AppleUSBCDCDMM*)owner)->releasePortGated(); 
} 
 
IOReturn AppleUSBCDCDMM::releasePortGated() 
{ 
       … 
       // Implementation of releasePort 
       … 
} 

TheIOCommandGatealsoprovidesanobjectthatathreadcansleeponandcanbeusedtosignal
sleepingthreadswhenaneventoccurs.Aswewillsee,thisprovidesaconvenientmeansfor
implementingtheserialportwatchState()method.
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SerialPortState
AcentralpartofimplementingtheIOSerialDriverSyncinterfaceismanagingtheserialport’sstate.The
serialportstateisabitfieldof32-bitsthatisusedtoreportevents,suchasthearrivalofdataontheserial
port,aswellastosavetheoverallstateoftheport,suchaswhetherithasbeenopenedbyauserspace
processornot.Althoughtherearemethodsthataredirectlyinvolvedinmanipulatingthestatebitmask,
ultimatelyeverymethodthattheserialportimplementsfromIOSerialDriverSyncwillneedtoaccessthe
serialport’sstate,eveniffornootherreasonthantoverifythattheserialporthasbeenopenedbefore
attemptingtoperformanoperation.

ThestatebitsaredefinedintheheaderfileIOSerialStreamSync.h.Themeaningofeachbitis
describedasfollows:

• PD_S_ACQUIREDindicatesthattheserialporthasbeenopenedandisinusebya
userspaceapplication.ThisstatebitisneversetorclearedthroughthesetState()
methodbutratherissetintheacquirePort()methodandclearedinthe
releasePort()method.

• PD_S_ACTIVEissetimmediatelyfollowingtheacquisitionoftheserialportandis
clearedimmediatelybeforetheserialportisreleased.Thisstatebitisneversetor
clearedthroughthesetState()method;instead,thebitissetorclearedthrough
theexecuteEvent()method,whichusesaneventtypeofPD_E_ACTIVEto
manipulatethisstatebit.

• PD_S_TX_ENABLEandPD_S_RX_ENABLEaresettoindicatethattheserialport’s
transmitandreceiveinterfacesareenabled.Mostimplementations,includingthe
AppleUSBCDCDMMdriver,setthesebitswhentheserialportisopenedandclearthem
whentheserialportisclosed,butotherwisemakenootheruseofthesestatebits.

• PD_S_TX_BUSYandPD_S_RX_BUSYaresettoindicatethattheserialportdriverisin
themiddleofsendingdatafromitstransmitbuffertotheserialporthardware,or
itisinthemiddleofreadingdatathathasbeensentovertheserialporthardware
intoadriverbuffer.

• PD_S_TX_EVENTandPD_S_RX_EVENTaretwostatesthatareusedinternallybythe
IOSerialBSDClientclasstosignalthebeginningofawriteorreadoperation.
Althoughthesestatebitsareunusedbytheserialdriver,itneedstosetthe
correspondingbitinsetState()andallowaclienttoobservethebitthrough
watchState()toensurethattheIOSerialBSDClientoperatescorrectly.

Anumberofbitsdescribethestatusoftheserialdriver’stransmitandreceivebuffers.Thetransmit
bufferisusedbytheserialdrivertoholdbytesthatithasbeenprovidedwiththroughtheenqueueData()
methodbutthatithasyettosendovertheserialporthardware.Thereceivebufferholdsbytesthatthe
serialdriverhasreadfromtheserialporthardwarebuthasyettopassonthroughthedequeueData()
method.Followingaredescriptionsoftheserialdriverbufferstatebits:

• PD_S_TXQ_EMPTYandPD_S_RXQ_EMPTYindicatethatthetransmitbufferorreceive
bufferisemptyandcontainsnobytes.

• PD_S_TXQ_LOW_WATERandPD_S_RXQ_LOW_WATERindicatethatthenumberofbytesin
thetransmitbufferorreceivebufferisbelowa“lowwaterlevel.”The
AppleUSBCDCDMMdriversetsthelowwaterleveltobeone-thirdofthesizeofthe
overalltransmitbufferorreceivebuffer.
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• PD_S_TXQ_HIGH_WATERandPD_S_RXQ_HIGH_WATERindicatethatthenumberofbytes
inthetransmitbufferorreceivebufferisabovea“highwaterlevel.”The
AppleUSBCDCDMMdriversetsthehighwaterleveltobetwo-thirdsofthesizeofthe
overalltransmitbufferorreceivebuffer.

• PD_S_TXQ_FULLandPD_S_RXQ_FULLindicatethatthetransmitbufferorreceive
bufferiscompletelyfullandcannotacceptanyfurtherdata.

TheheaderfileIORS232SerialStreamSync.hdefinesstatusbitsforthestandardRS-232signals.For
example,definitionsareprovidedforsignalssuchasClearToSend(PD_RS232_S_CTS)andDataTerminal
Ready(PD_RS232_S_DTR).Thestateofsoftwareflowcontrol,whichusesthetransmissionofspecialXON
andXOFFcharacters,isindicatedthroughstatebitsPD_RS232_S_TXOandPD_RS232_S_RXO.

Aserialportdrivermaintainsa32-bitintegerthatholdsabitmaskofthestatebitsthatdescribethe
currentstateoftheserialport.Aserialdrivermustimplementthefollowingthreemethodstoallowthe
serialportstatetobemanipulated:getState(),setState(),andwatchState().Aswellasbeingcalledby
theIOSerialBSDClientclasswhenitrequiresaccesstothestateoftheserialport,thesethreemethods
arecalledintheimplementationofmanyothermethodsintheserialportclass.

Forexample,theserialportmethodacquirePort(),whichiscalledtoopenaserialportforexclusive
access,andreleasePort(),whichiscalledtoclosetheserialport,dosobysettingthestatebit
PD_S_ACQUIRED.ApossibleimplementationoftheacquirePort()methodisshowninListing11-3.This
sampleusessetState()tosetthePD_S_ACQUIREDbit.Iftheserialporthasalreadybeenacquiredandthe
callerhasrequestedthatthemethodshouldblockuntiltheserialportbecomesfree,theimplementation
callswatchState()towaituntilthePD_S_ACQUIREDstatebithasbeencleared.

Listing11-3.ASampleImplementationoftheacquirePort()Method.TheMethodIsAssumedtoHave

BeenCalledThroughanIOCommandGate.

IOReturn       MySerialDriver::acquirePortGated (bool sleep, void* refCon) 
{ 
       UInt32      state; 
       IOReturn    rtn; 
        
       // If the serial port is already acquired, wait until it is released 
       while (m_currentState & PD_S_ACQUIRED) 
       { 
              // Abort if the caller has requested non-blocking operation 
              if (sleep == false) 
                     return kIOReturnExclusiveAccess; 
               
              // Sleep until the acquired bit becomes clear 
              state = 0; 
              rtn = watchState(&state, PD_S_ACQUIRED, refCon); 
              if (rtn != kIOReturnSuccess) 
                     return rtn; 
       } 
               
       // Set the acquired bit and clear all other state bits 
       setState(PD_S_ACQUIRED, 0xFFFFFFFF, refCon); 
        
       // Serial port has been acquired, perform further initialization 
       ... 
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       return kIOReturnSuccess; 
} 

ApossibleimplementationofthereleasePort()method,whichusessetState()toclearthe
PD_S_ACQUIREDstateisgiveninListing11-4.

Listing11-4.ASampleImplementationofthereleasePort()Method.TheMethodIsAssumedtoHave

BeenCalledThroughanIOCommandGate.

IOReturn       MySerialDriver::releasePortGated (void* refCon) 
{ 
       // Return an error if trying to release a port that hasn’t been acquired 
       if ((m_currentState & PD_S_ACQUIRED) == 0) 
              return kIOReturnNotOpen; 
        
       // Clear the entire state word, which also deactivates the port 
       setState(0, 0xFFFFFFFF, refCon); 
        
       return kIOReturnSuccess; 
} 

Often,theIOSerialBSDClientclass,oreventheserialportdriveritself,needstoblockthecurrent
threaduntilaparticularstatehasbecomeactiveorinactive.Theserialdriverprovidesthisfunctionality
throughamethodnamedwatchState().Theeventsthatthecallerwishestoobservearedescribedby
twoparameters.The“mask”parametercontainsabitmaskofthestatebitsthatthecallerwishesto
observe.The“state”parameterdescribesthecorrespondingvalueofeachstatebitthatthecallerwishes
toobserve.Forexample,ifabitissetin“mask”,butnotsetin“state”,thecallerisinterestedinthatstate
becominginactive.Ifabitissetin“mask”andalsosetin“state”,thecallerisinterestedinthatstate
becomingactive.

ThewatchState()methodwillreturnassoonasanyoftheobservedstatebitsmatchthecurrent
stateoftheserialport.Uponreturn,thecurrentstateoftheserialportisreturnedtothecallerthrough
the“state”parameter.IftheserialportisclosedwhileathreadisblockedinwatchState(),thesleepwill
beabortedandthemethodwillfailandreturnanerrorcodetothecaller,suchaskIOReturnNotOpen.The
followingcodegivesanexampleofhowwatchState()canbeused;thiscodewillblockuntileitherthe
driver’stransmitbufferbecomesempty(PD_S_TXQ_EMPTYisset)orthehardwarefinishesawritetothe
serialporthardware(PD_S_TX_BUSYisclear):

UInt32       state; 
IOReturn     rtn; 
 
state = PD_S_TXQ_EMPTY; 
rtn = watchState(&state, PD_S_TXQ_EMPTY | PD_S_TX_BUSY, refCon); 
if (rtn != kIOReturnSuccess) 
       handle error; 

TheimplementationofthewatchState()methodiscloselyrelatedtotheimplementationofthe
setState()method.Aswellassettingbitsintheserialportstateword,thesetState()methodisalso
responsibleforwakinganythreadsthatarewaitingforaparticularstatetobeset.InChapter7,we
introducedconditionvariablesandsawhowonethreadcouldsleeponaconditionvariableandremain
blockeduntilanotherthreadsignaledtheconditionvariabletoindicatethataneventhadoccurred.This
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providesamechanismthataserialportdrivercanusetosuspendathreadinthewatchState()method
andtosignalitfromthesetState()methodwhentheobservedstatehaschanged.

WhenthesetState()methodiscalled,theserialdriverupdatesavariablethatmaintainsthe
currentserialportstate,andthensignalsallthreadsthatareblockedinthewatchState()method,
allowingthemtotestwhetherthestateonwhichtheyarewaitinghasbecomeactive.Asanoptimization,
ratherthanwakingupthreadsblockedinwatchState()foreverychangetotheserialportstate,the
AppleUSBCDCDMMdrivermaintainsaunionofallstatebitsthatarebeingwaitedonacrossallcurrentcalls
towatchState(),andwillonlyunblockthethreadsifthevalueofastatebitthatisbeingwatchedhas
changed.

AsampleimplementationofthesetState()andwatchState()methodsisprovidedinListing11-5.

Listing11-5.ASampleImplementationofthesetState()andwatchState()Methods.TheMethodsAre

AssumedtoHaveBeenCalledThroughanIOCommandGate.

IOReturn       MySerialDriver::setStateGated(UInt32 state, UInt32 mask, void* refCon) 
{ 
       UInt32 newState; 
       UInt32 deltaState; 
        
       // Verify that the serial port has been acquired or is being acquired by this call 
       if ((m_currentState & PD_S_ACQUIRED) || (state & PD_S_ACQUIRED)) 
       { 
              // Compute the new state 
              newState = (m_currentState & ~mask) | (state & mask); 
              // Determine the mask of changed state bits 
              deltaState = newState ^ m_currentState; 
              // Set the new state 
              m_currentState = newState; 
               
              // If any state that is being observed by a thread in watchState() has changed, 
              // wake up all threads asleep on watchState() 
              if (deltaState & m_watchStateMask) 
              { 
                     // Reset watchStateMask; it will be regenerated as each watchStateGated()  
                     // sleeps 
                     m_watchStateMask = 0; 
                     fCommandGate->commandWakeup((void*)&m_currentState); 
              } 
               
              return kIOReturnSuccess; 
               
       } 
        
       return kIOReturnNotOpen; 
} 
 
IOReturn       MySerialDriver::watchStateGated(UInt32* state, UInt32 mask, void* refCon) 
{ 
       UInt32      watchState; 
       bool        autoActiveBit = false; 
       IOReturn    ret; 
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       // Abort if the serial port has not been acquired 
       if ((m_currentState & PD_S_ACQUIRED) == 0) 
              return kIOReturnNotOpen; 
        
       watchState = *state; 
       // If the caller is not waiting on the acquired or active state, register 
       // interest in the active state so that we can abort if the serial port closes. 
       if ((mask & (PD_S_ACQUIRED | PD_S_ACTIVE)) == 0) 
       { 
              watchState &= ~PD_S_ACTIVE; 
              mask |= PD_S_ACTIVE; 
              autoActiveBit = true; 
       } 
        
       while (true) 
       { 
              // Check port state for any bits that match the watchState value 
              // NB. the '^ ~' is a XNOR and tests for equality of bits. 
              UInt32 matchedStates = (watchState ^ ~m_currentState) & mask; 
              if (matchedStates) 
              { 
                     *state = m_currentState; 
                     // Abort if the serial port was closed and the caller didn't watch  
                     // PD_S_ACTIVE 
                     if (autoActiveBit && (matchedStates & PD_S_ACTIVE)) 
                            return kIOReturnIOError; 
                     else 
                            return kIOReturnSuccess; 
              } 
               
              // Add the bits we are sleeping on to watchStateMask 
              m_watchStateMask |= mask; 
              // Sleep until the serial port state changes 
              ret = fCommandGate->commandSleep((void*)&m_currentState); 
              if (ret == THREAD_INTERRUPTED) 
                     return kIOReturnAborted; 
       } 
        
       return kIOReturnSuccess; 
} 

NotethattheimplementationofwatchState() inListing11-5willmakesurethateitherthe
PD_S_ACQUIREDorPD_S_ACTIVEbitsarebeingwatched,andifnot,willaddanextrastatetothemaskto
watchforthePD_S_ACTIVEbitbecomingclear.Thisensuresthatwhentheserialportisclosed,allthreads
thatareblockedinacalltowatchState()willwakeupandreturntothecaller.Ifthemaskforserialport
deactivationwerenotexplicitlyadded,theblockedthreadwouldneverwakeup,causingtheserialport
drivertodeadlock.
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SerialPortEvents
Thehardwareserialportwillneedtobeconfiguredtomatchthesettingsusedbythedeviceontheother
endoftheserialconnection.Configurablesettingsincludeparameterssuchasthebaudrateatwhich
dataissent,thenumberofbitsinadatacharacter,whetherparitybitsaretransmitted,andthenumber
ofstopbitsthataresentattheendofeachcharacter.

Theseserialportsettingsaredeterminedbytheuserspaceprocessthathasopenedtheserialport
andareconfiguredthroughfunctionssuchastcsetattr()andtcgetattr().Thesefunctionsenterthe
kernelthroughtheI/OKit’sIOSerialBSDClientclass,whichpassestheindividualconfigurationoptions
totheserialportdriverthroughitsexecuteEvent()method.

TheexecuteEvent()methodispairedwiththemethodrequestEvent(),whichisusedbythe
IOSerialBSDClientclasstoquerythecurrentconfigurationoftheserialport.Theprototypesforthe
executeEvent()andrequestEvent()methodsareasfollows:

IOReturn              executeEvent(UInt32 event, UInt32 data, void* refCon); 
IOReturn              requestEvent(UInt32 event, UInt32* data, void* refCon); 

Theparameter“event”isanenumerationfromIOSerialStreamSync.h andidentifiestheproperty
thatisbeingconfiguredorqueried.Theparameter“data”isusedtopassthenewvaluefortheproperty
thatisbeingsetthroughexecuteEvent(),orthecurrentvalueofthepropertythatisbeingqueried
throughrequestEvent().MostdriversimplementtheexecuteEvent()andrequestEvent()methodswith
alargeswitchstatementonthevalueoftheeventparameter.Adescriptionofthepossibleeventtypesis
givenbelowinTable11-1.

Table11-1.EventTypesHandledbyexecuteEvent()orrequestEvent()

Event Description 

PD_E_ACTIVE Thiseventisusedtostartorstoptheserialporthardware.Thedata
parameterisaBooleanvalue,withanon-zerovalueindicatingthatthe
serialporthardwareshouldbestarted,andavalueofzeroindicating
thattheserialporthardwareshouldbestopped.Thedrivershould
respondbychangingthestateofthehardware,andthensettingor
clearingthestatebitPD_S_ACTIVEtoreflectthestateofthehardware.

ThispropertycanbequeriedbyrequestEvent(),atwhichpointthe
drivershouldreturnthecurrentstateofthehardwaretothecaller
throughthedataparameter.

PD_E_TXQ_SIZE 

PD_E_RXQ_SIZE 

Thedataparameterspecifiestheallocationsizeoftheserialdriver’s
internaltransmitbufferorreceivebuffer.Thebuffersizeisspecifiedas
thenumberofcharactersthatthebuffercanhold.

Thispropertycanbebothqueriedandset,althoughanimplementation
isfreetoignoreacaller’srequesttosetthisvalue.

PD_E_TXQ_LOW_WATER 

PD_E_RXQ_LOW_WATER 

PD_E_TXQ_HIGH_WATER 

Thedataparameterspecifiesthenumberofcharactersintheserial
driver’sinternaltransmitbufferorreceivebufferthatisconsideredto
bethelowwaterlevelorhighwaterlevel.Thisparametergovernsthe
pointatwhichthestatusbitsPD_S_TXQ_LOW_WATER,PD_S_RXQ_LOW_WATER,
PD_S_TXQ_HIGH_WATER,andPD_S_RXQ_HIGH_WATERareset.
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Event Description 

PD_E_RXQ_HIGH_WATER Thispropertycanbebothqueriedandset,althoughanimplementation
isfreetoignoreacaller’srequesttosetthisvalue.

PD_E_TXQ_AVAILABLE 

PD_E_RXQ_AVAILABLE 

Thedataparameterreturnsthenumberofadditionalcharactersthat
canbewrittentothedriver’stransmitbufferuntilitbecomesfull,orthe
numberofcharactersthatarecurrentlyheldinthedriver’sreceive
buffer.

Thispropertycanbequeried,butnotset.

PD_E_TXQ_FLUSH 

PD_E_RXQ_FLUSH 

Thisevent,specifiedthroughexecuteEvent(),indicatesthattheserial
drivershoulddiscardallcharactersfromitsinternaltransmitbufferor
receivebuffer.

PD_E_DATA_RATE Thiseventisusedtogetorsetthebaudrateoftheserialport.Thevalue
inthedataparameteruseshalf-bitstoexpressthespeed,meaningthat
thebaudrate,whichismeasuredinbits,isfoundbydividingthevalue
inofthedataparameterby2.

ThereisalsoaPD_E_RX_DATA_RATEeventthatallowsthebaudrateused
fordatainputtobespecifiedindependently,althoughmost
implementationswillignorethisevent.

PD_E_DATA_SIZE Thiseventisusedtogetorsetthenumberofbitsineachcharactersent
overtheserialport.Thevalueinthedataparameterspecifiesthedata
sizeinbits.

ThereisalsoaPD_E_RX_DATA_SIZEeventthatallowsthesizeofthedata
inputtobespecifiedindependently,althoughmostimplementations
willignorethisevent.

PD_E_DATA_INTEGRITY Thiseventisusedtogetorsettheparityofdatasentovertheserialport.
Thevalueinthedataparameterwillbeoneofthefollowingvalues:
PD_RS232_PARITY_NONE,PD_RS232_PARITY_ODD,orPD_RS232_PARITY_EVEN.

ThereisalsoaPD_E_RX_DATA_INTEGRITYeventthatallowstheparityof
datainputtobespecifiedindependently,althoughmost
implementationswillignorethisevent.

PD_RS232_E_STOP_BITS Thiseventisusedtogetorsetthenumberofstopbitssentaftereach
characterhasbeensentovertheserialport.Thisvalueinthedata
parameterisexpressedinhalf-bits,meaningthatadatavalueof2
configurestheserialportfor1stopbit.

ThereisalsoaPD_RS232_E_RX_STOP_BITSeventthatallowsthestopbits
ofdatainputtobespecifiedindependently,althoughmost
implementationswillignorethisevent.
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Event Description 

PD_E_FLOW_CONTROL Thiseventisusedtopassontheflowcontrolstatethathasbeen
requestedbytheuserspaceprocess.Thevalueinthedataparameteris
abitfieldinwhicheachbitcorrespondstoabitfromtheuserspace
termiosstructure.Thefollowinglistgivesthebitsthataredefinedfor
thedatavalue,alongwiththeflagthateachbitcorrespondstofromthe
userspacetermiosstructure:

PD_RS232_A_TXO(equivalenttoIXON)

PD_RS232_A_XANY(equivalenttoIXANY)

PD_RS232_A_RXO(equivalenttoIXOFF)

PD_RS232_A_RFR(equivalenttoCRTS_IFLOW)

PD_RS232_A_CTS(equivalenttoCCTS_OFLOW)

PD_RS232_A_DTR(equivalenttoCDTR_IFLOW)

PD_RS232_E_XON_BYTE 

PD_RS232_E_XOFF_BYTE 

Theseeventsareusedtogetorsetthestartandstopcharactersthatare
usedifsoftwareflowcontrolisenabled.

PD_RS232_E_LINE_BREAK ThiseventtakesaBooleandatavaluethatspecifieswhetheranRS-232
breakconditionissignaledonthetransmitline.


InadditiontothemethodexecuteEvent(),youwillnoticethattheIOSerialDriverSyncinterface

alsodefinesamethodnamedenqueueEvent()thatisusedforsettingthepropertiesofaserialport.There
isasubtledifferencebetweenthetwomethods;acalltotheexecuteEvent()methodcausesachangein
theserialport’sconfigurationtotakeeffectassoonasthemethodiscalled,whereasacallto
enqueueEvent()won’ttakeeffectuntilallofthecharactersthatarecurrentlyintheserialdriver’s
transmitbufferhavebeenwrittentohardware.

ImplementingthecorrectbehaviorofenqueueEvent()requirestheserialdrivertodefineatransmit
bufferthatconsistsofaqueueofeventsandthedataassociatedwitheachevent.Then,eachcallto
enqueueEvent()appendsthepairofvalues{event,data}tothetransmitqueue.Similarly,characterdata
fortransmissionalsoneedstobetreatedasaneventandappendedtotheendofthetransmitbuffer.
Wheneverthetransmitbufferisnotempty,theserialdriverpullsthenexteventoffthequeue,whichis
eitheraneventthatchangestheconfigurationoftheserialportoracharactertobesentovertheserial
port.

Aserialdriverisn’trequiredtoadherethiscloselytothecorrectimplementationofenqueueEvent().
IfyouexaminethesourcecodefortheAppleUSBCDCDMMdriver,youwillseethatitimplements
enqueueEvent()bycallingthroughtoexecuteEvent(),whichappliestherequestedchangetotheserial
port’sconfigurationimmediately.

Similarly,theserialdriver’sreceivebufferallowseventstobeinsertedbetweendatabytesreadfrom
theserialport.Forthereceivequeue,eventsrepresenterrorsthathaveoccurredwhilereadingdatafrom
theserialport.Someoftheerrorsthatcanbereportedaredescribedhere:

• PD_RS232_E_RX_LINE_BREAKindicatesthatabreakconditionwasdetectedbythe
receiver.
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• PD_E_FRAMING_ERRORindicatesthatthecharacterdatawasincorrectlyframed.(The
stopbitwasnotintheexpectedposition.)

• PD_E_INTEGRITY_ERRORindicatesaparityerrorwasdetected.

• PD_E_HW_OVERRUN_ERRORandPD_E_SW_OVERRUN_ERRORindicatethatcharacterdata
wasnotpulledfromthehardwareorthesoftwarebuffersfastenoughtoprevent
thebufferfromfillinganddatabeinglost.

Beforereadinganydatafromtheserialport,theIOSerialBSDClientclasswillmakeacalltothe
serialdriver’snextEvent()method.Ifthenextelementintheserialdriver’sreceivequeueisanerror
event,nextEvent()willreturntheeventtypetothecaller,andthecallerwillrespondbycallingthe
driver’sdequeueEvent()method.Otherwise,ifthenextelementintheserialdriver’sreceivequeueisa
databytethathasbeenreadfromtheserialport,itshouldreturnPD_E_EOQ.

Aswiththetransmitsideoftheserialdriver,itisnotstrictlynecessaryforadrivertofullyimplement
thequeuingofeventsinitsreceivequeue.Infact,theimplementationprovidedbytheAppleUSBCDCDMM
driverreportsnoeventsonitsreceivequeueatall;itsimplementationofnextEvent()and
dequeueEvent()willcheckthattheserialporthasbeenactivatedand,ifso,willalwaysreturnavalueof
kIOReturnSuccess.NotethatkIOReturnSuccesshasavalueof0,andtherefore,correspondstotheevent
PD_E_EOQ,whichalsohasavalueof0.

SerialDataTransfer
TheremainingmethodstobeimplementedfromtheIOSerialDriverSyncinterfacearethedatatransfer
methods.Theserialdriverwillbeprovidedwithdatatobetransmittedovertheserialportthroughthe
methodenqueueData(),andthedatathatthedriverhasreceivedfromtheserialportisprovidedto
clientsthroughthedequeueData()method.

Whenauserspaceprocesswritesdatatoaserialport,itisfirsthandledinthekernelbythe
IOSerialBSDClientclass,whichisresponsibleforpassingthedataontotheserialportdriver.The
IOSerialBSDClientwillprovidethedatatotheserialdriverbycallingitsenqueueData()method,which
hasthefollowingsignature:

IOReturn  enqueueData(UInt8 *buffer, UInt32 size, UInt32 *count, bool sleep, void *refCon); 

Thedatabytestobesentareheldinthebufferparameter,andthenumberofbytestobesentis
describedbythesizeparameter.Thetypicaldesignofaserialdriveristocopythedatathathasbeen
providedintoaninternalbufferthatithasallocated(knownasthetransmitbuffer)andthenreturnto
thecallerimmediately.Thedriverwillthencontinuehandlingthewriterequestbytransferringdata
fromitstransmitbuffertothehardwareserialportasynchronously.Beforereturningfromthe
enqueueData()method,thedriverwillreturn,throughthecountparameter,thenumberofbytesthatit
accepted;notethatthisissimplythenumberofbytesthatthedriverwasabletocopytoitstransmit
buffer,notthenumberofbytesthathavebeenwrittenoverthehardwareserialport.Thesleep
parameterallowsthecallertorequestthat,ifthedrivercannotacceptallofthebytesthatithasbeen
provided,thedrivershouldblockandnotreturntothecalleruntilallbyteshavebeencopiedtothe
driver’sinternaltransmitbuffer.

ThecurrentimplementationoftheIOSerialBSDClientwillneverrequestthattheserialdriversleep
ifitcannotacceptallofthedatabytesthathavebeenprovided.Rather,itwillmakesurethatitdoesn’t
providetheserialdriverwithmoredatathanitcanaccept,whichisdonebycallingthedriver’s
requestEvent()methodwiththeeventPD_E_TXQ_AVAILABLE.TheIOSerialBSDClientwillwatchvarious
statesofthedriver’stransmitbuffertodeterminewhenthedriverisabletoacceptmoredata,including
thestatesPD_S_TXQ_LOW_WATER,PD_S_TXQ_EMPTY,andPD_S_TX_BUSY.
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AsampleimplementationoftheenqueueData()methodisprovidedinListing11-6.Notethatthis
implementationcopiesthedatabytestoatransmitbufferthathasbeenallocatedbytheserialdriver,
andthencheckswhetherthehardwareiscurrentlywritingdataoutontheserialport.Ifnot,a
hypotheticalfunctionnamedStartHardwareTransmit()iscalledwhich,althoughimplementation
specific,hasthepurposeoftellingthehardwaretobeginsendingdatabytesfromthedriver’stransmit
bufferoutovertheserialport.

Listing11-6.ASampleImplementationoftheenqueueData()Method.TheMethodIsAssumedtoHave

BeenCalledThroughanIOCommandGate.

IOReturn           MySerialDriver::enqueueDataGated(UInt8* buffer, UInt32 size, UInt32* count,  
                                          bool sleep, void* refCon) 
{ 
       // Abort if the serial port has not been acquired 
       *count = 0; 
       if ((m_currentState & PD_S_ACTIVE) == 0) 
              return kIOReturnNotOpen; 
        
       // Copy the provided data to the driver's transmit buffer 
       *count = AddToTransmitQueue(buffer, size); 
       // Regenerate the status bits for the transmit buffer 
       CheckQueues(refCon); 
        
       // If no hardware transmission is in progress, begin outputting bytes from the driver’s  
       // buffer 
       if ((m_currentState & PD_S_TX_BUSY) == 0) 
              StartHardwareTransmit(); 
 
       // Block if the caller has requested we send all bytes before returning 
       while ((*count < size) && sleep) 
       { 
              UInt32      state; 
              IOReturn    ret; 
               
              // Wait until the driver's transmit buffer falls below the low waterlevel,   
              // and try again 
              state = PD_S_TXQ_LOW_WATER; 
              ret = watchState(&state, PD_S_TXQ_LOW_WATER, refCon); 
              if (ret != kIOReturnSuccess) 
                     return ret; 
               
              // Copy further bytes to the driver's transmit buffer 
              *count += AddToTransmitQueue(buffer + *count, size - *count); 
              CheckQueues(refCon); 
              if ((m_currentState & PD_S_TX_BUSY) == 0) 
                     StartHardwareTransmit(); 
       } 
        
       return kIOReturnSuccess; 
} 
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Theotherpartofdatatransferisreadingbytesthathavebeenreceivedfromthehardwareserial
port.Aserialdriverwillobtaindatathathasbeenreceivedfromitshardwaredeviceandcopyitintoits
internalreceivebuffer.Theexactmeansbywhichthehardwarewillnotifytheserialdriverthatdatahas
beenreceivedwillbeimplementation-specific,butmaybesignaledbyaPCIinterruptorthecompletion
ofaUSBtransaction.ThedrivernowneedstopassthereceiveddataontotheIOSerialBSDClient,which
inturnwillprovidethedatatoauserspaceprocess.

TheI/OKitusesapullmodeltoreturndatafromtheserialdrivertotheIOSerialBSDClientclass.
TheIOSerialBSDClientwillcallthedriver’sdequeueData()methodtoobtaindatathathasbeenreceived
onthehardwareserialport;thesignatureforthismethodisasfollows:

IOReturn    dequeueData(UInt8* buffer, UInt32 size, UInt32* count, UInt32 min, void* refCon); 

Uponreceivingthismethod,theserialdrivershouldcopydatafromitsinternalreceivebuffertothe
providedparameterbuffer.Theparametersizedescribesthemaximumnumberofbytesthatthe
providedbuffercanhold.Theparametercountisusedtoreturntheactualnumberofbytesthatwere
writtentotheprovidedbuffer.ThecallercanrequestthatthedequeueData()methodblockandnot
returntothecalleruntilaminimumnumberofbytesareavailable;thisisdonebyspecifyinganon-zero
valueintheminparameter,whichprovidestheminimumnumberofbytesthatthecallershouldreturn.

RatherthancontinuallypollingthedequeueData()methoduntildataisavailable,the
IOSerialBSDClientclasswillspecifyaminimumreadsizeof1byte.Theeffectofthisistoblockinthe
calltodequeueData()buthavethemethodreturnimmediatelyassoonastheserialporthasreceived
data.TheAppleUSBCDCDMMserialportdriverimplementsthismethodbycallingthroughtothe
watchState()method,andwaitinguntilthePD_S_RXQ_EMPTYstateisclear,indicatingthatdataisavailable
inthedriver’sreceivebuffer.Anadvantageofthisdesignisthatitensuresthatthedriverwillunblocka
waitinthedequeueData()methodwhentheserialportisclosed,sincethewatchState()methodwill
abortifthePD_S_ACTIVEflagisevercleared(whichhappenswhentheuserprocessclosestheserialport).

AsampleimplementationofthedequeueData()methodisgiveninListing11-7.This
implementationcopiesdataoutofthedriver’sinternalreceivebufferandintoabufferthathasbeen
providedbythecallerofthemethod.

Listing11-7.ASampleImplementationofthedequeueData()Method.TheMethodIsAssumedtoHave

BeenCalledThroughanIOCommandGate.

IOReturn           MySerialDriver::dequeueDataGated(UInt8* buffer, UInt32 size, UInt32* count,  
                                                    UInt32 min, void* refCon) 
{ 
       // Abort if the serial port has not been acquired 
       *count = 0; 
       if ((m_currentState & PD_S_ACTIVE) == 0) 
              return kIOReturnNotOpen; 
        
       // Copy data from the driver's receive buffer 
       *count = RemovefromReceiveQueue(buffer, size); 
       // Regenerate the status bits for the receive buffer 
       CheckQueues(refCon); 
        
       // Block if the caller has requested a minimum number of bytes 
      while ((min > 0) && (*count < min)) 
       { 
              UInt32          state; 
              IOReturn        ret; 
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              // Wait until the driver's receive buffer is not empty, and try again 
              state = 0; 
              ret = watchState(&state, PD_S_RXQ_EMPTY, refCon); 
              if (ret != kIOReturnSuccess) 
                     return ret; 
               
              // Copy further bytes from the driver's receive buffer 
              *count += RemovefromReceiveQueue(buffer + *count, size - *count); 
              CheckQueues(refCon); 
       } 
        
       return kIOReturnSuccess; 
} 

ThesampleimplementationsofenqueueData()inListing11-6anddequeueData()inListing11-7
bothcallahypotheticalfunctionnamedCheckQueues()afterreadingorwritingtotheinternaltransmit
bufferorreceivebuffer.AlthoughCheckQueues()isahypotheticalfunction,itsroleisonethatisneeded
byanyserialportdriver.Itspurposeistoexaminethenumberofbytesheldinthedriver’sinternal
transmitbufferorreceivebuffer,andtoupdatethestateflagsthatdescribethedriver’squeues.These
flagsdescribewhetherthetransmitorreceivequeueisempty,full,containsfewerbytesthanthelow
waterlevel,orcontainsmorebytesthanthehighwaterlevel.Sincetheremaybethreadsthatarewaiting
forthetransmitbufferorreceivebuffertoreachacertainlevel,itisimportantthattheserialportdriver
updatesthesestatusflagswheneveritreadsorwritestoitsinternalbuffers.

AswellasbeingcalledfromthemethodsenqueueData()anddequeueData(),asshowninListing11-
6andListing11-7,aserialportdriverwouldalsocalltheCheckQueues()functionwhendatafromthe
transmitbufferisremovedandwrittenoverthehardwareserialport,andwhenthehardwareaddsdata
thatishasreadfromtheserialporttothereceivebuffer.AsampleimplementationoftheCheckQueues()
methodisprovidedinListing11-8.

Listing11-8.ASampleMethodtoUpdatetheStatusFlagsfortheDriver’sInternalTransmitBuffer.The

MethodIsAssumedtoHaveBeenCalledThroughanIOCommandGate.

void MySerialDriver::CheckQueues(void* refCon) 
{ 
       UInt32        usedSpace; 
       UInt32        freeSpace; 
       UInt32        newState; 
       UInt32        deltaState; 
        
       // Initialize newState with the state at function entry. 
       newState = m_currentState; 
        
       // Check the number of bytes used and free in the transmit buffer 
       usedSpace = GetUsedSpaceInTransmitQueue(); 
       freeSpace = GetFreeSpaceInTransmitQueue(); 
        
       // Set the full/empty state for the transmit buffer 
       if (freeSpace == 0) 
       { 
              newState |=  PD_S_TXQ_FULL; 
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              newState &= ~PD_S_TXQ_EMPTY; 
       } 
       else if (usedSpace == 0) 
       { 
              newState &= ~PD_S_TXQ_FULL; 
              newState |=  PD_S_TXQ_EMPTY; 
       } 
       else 
       { 
              newState &= ~PD_S_TXQ_FULL; 
              newState &= ~PD_S_TXQ_EMPTY; 
       } 
        
       // Set the low/high waterlevel state for the transmit buffer 
       if (usedSpace < m_txLowWaterlevel) 
              newState |=  PD_S_TXQ_LOW_WATER; 
       else 
              newState &= ~PD_S_TXQ_LOW_WATER; 
        
       if (usedSpace > m_txHighWaterlevel) 
              newState |= PD_S_TXQ_HIGH_WATER; 
       else 
              newState &= ~PD_S_TXQ_HIGH_WATER; 
        
       // Perform the same checks on the receive buffer 
       …       
 
       // Update any changed state bits 
       deltaState = newState ^ m_currentState; 
       setState(newState, deltaState, refCon); 
} 

AccessingaSerialPortfromUserSpace
Toauserspaceapplication,aserialportdriverisaccessedasastandardcharacterdeviceinthe/dev
directory.ThisshouldbefamiliarterritoryforanyonewhohasaccessedaserialportonanyotherUNIX
system.WheretheI/OKitapproachdiffers,however,isinhowauserspaceapplicationenumeratesthe
serialportsthatarepresentinasystem.FormanytraditionalUNIXapplications,theusermustspecify
thefullpathoftheserialport’scharacterfile.TheapproachtakenbyMacOSXistoshieldusersfromthe
/devdirectory,andtopresentavailableserialportsthroughadescriptivename.ThisiswheretheI/OKit
comesin.

SinceaserialportisimplementedbyanI/OKitdriver,itsdriverobjectcanbefoundbyuserspace
applicationsintheI/ORegistry,asdescribedinChapter5.LikeallentriesintheI/ORegistry,theentry
foraserialportdrivercontainsapropertytablethatcanbeusedtoobtainadescriptivenameforthe
serialport,andafullpathtotheserialport’scharacterdevicefile.Havingobtainedthepathtotheserial
port’sdevicefile,theuserspaceapplicationcanthenproceedtoopenandaccessthedevice,aswould
bedonebyatraditionalUNIXprogram.

AswithanyapplicationthatwishestolocateadriverthroughtheI/ORegistry,thefirststepin
findingaserialportdriveristocreateamatchingdictionary.Theroleofamatchingdictionaryisto
locateentriesintheI/ORegistrythatmeetcertaincriteria,andfilteroutallotherentries.Auserspace
processaccessesaserialportnotthroughtheserialportdriveritself,butratherthroughthedriver’s
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associatedIOSerialBSDClientclass.Therefore,tofindserialportsinthesystem,auserspaceprocess
justneedstocreateamatchingdictionarytofindallIOSerialBSDClientobjectsintheregistry.Thiscan
bedoneasfollows:

#include <IOKit/serial/IOSerialKeys.h> 
 
CFMutableDictionaryRef    matchingDict; 
matchingDict = IOServiceMatching(kIOSerialBSDServiceValue); 

Tofurtherrefinethematches,theuserprocesscanaddthekeykIOSerialBSDTypeKeytothe
matchingdictionary,andlimittheresultstomodemdevices(serialdriversthatcreatedan
IOModemSerialStreamSyncobject)orgenericserialportdevices(serialdriversthatcreatedan
IORS232SerialStreamSyncobject).Forexample,tolimitthematchestomodemdevices,auserspace
applicationwouldcreatethefollowingmatchingdictionary:

matchingDict = IOServiceMatching(kIOSerialBSDServiceValue); 
CFDictionarySetValue(matchingDict, CFSTR(kIOSerialBSDTypeKey), CFSTR(kIOSerialBSDModemType)); 

Havingcreatedamatchingdictionarytolocatetheserialdevicesthatitisinterestedin,theprocess
isthenabletoiteratetheregistryfordriversthatmeetthecriteriaspecifiedbythatdictionary.All
instancesofIOSerialBSDClientcontainregistrypropertiesthatarespecifictoaserialportdriver,
namely:

• kIOTTYDeviceKey:aCFStringRefcontainingadescriptivenamefortheserialport

• kIOCalloutDeviceKey:aCFStringRefcontainingthefullpathtothecallout
characterdevicefilefortheserialport

• kIODialinDeviceKey:aCFStringRefcontainingthefullpathtothedial-incharacter
devicefilefortheserialport

Toshowhowthesepropertiescanbeused,thecodeinListing11-9demonstrateshowtoenumerate
allserialdevicesinthesystemandhowtoopeneachdevice.

Listing11-9.ASampleApplicationThatUsestheI/OKittoEnumerateallSerialDevicesPresentinthe

SystemandFindthePathoftheCharacterDeviceforeachSerialPort

#include <CoreFoundation/CoreFoundation.h> 
#include <IOKit/IOKitLib.h> 
#include <IOKit/serial/IOSerialKeys.h> 
#include <sys/param.h> 
#include <fcntl.h> 
#include <unistd.h> 
 
int main (int argc, const char * argv[]) 
{ 
       CFMutableDictionaryRef             matchingDict; 
       io_iterator_t                      iter = 0; 
       io_service_t                       service = 0; 
       kern_return_t                      kr; 
        
       // Create a matching dictionary that will find any serial device 
       matchingDict = IOServiceMatching(kIOSerialBSDServiceValue); 
       kr = IOServiceGetMatchingServices(kIOMasterPortDefault, matchingDict, &iter); 
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       if (kr != KERN_SUCCESS) 
              return -1; 
        
       // Iterate over all matching objects 
       while ((service = IOIteratorNext(iter)) != 0) 
       { 
              CFStringRef           cfDeviceName; 
              CFStringRef           cfCalloutPath; 
              Char                  deviceName[256]; 
              Char                  calloutPath[MAXPATHLEN]; 
              Int                   fd; 
               
              // Get the device name 
              cfDeviceName = IORegistryEntryCreateCFProperty(service, CFSTR(kIOTTYDeviceKey), 
                                    kCFAllocatorDefault, 0); 
              CFStringGetCString(cfDeviceName, deviceName, sizeof(deviceName),  
                                    kCFStringEncodingUTF8); 
              CFRelease(cfDeviceName); 
               
              // Get the character device path 
              cfCalloutPath = IORegistryEntryCreateCFProperty(service,  
                                    CFSTR(kIOCalloutDeviceKey), kCFAllocatorDefault, 0); 
              CFStringGetCString(cfCalloutPath, calloutPath, sizeof(calloutPath), 
                                    kCFStringEncodingUTF8); 
              CFRelease(cfCalloutPath); 
               
              // The I/O Registry object is no longer needed 
              IOObjectRelease(service); 
               
              // Proceed to open and use the device at "calloutPath" as usual 
              printf("Found device %s at path %s\n", deviceName, calloutPath); 
               
              fd = open(calloutPath, O_RDWR | O_NOCTTY | O_NONBLOCK); 
              // Clear the O_NONBLOCK flag so subsequent I/O will block 
              fcntl(fd, F_SETFL, 0); 
               
              // Configure serial device with tcsetattr() 
              // Read and write with read() / write() 
               
              close(fd); 
       } 
        
       // Release the I/O Registry iterator 
       IOObjectRelease(iter); 
        
       return 0; 
} 
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Summary
• Aserialportprovidesasimplemeansoflow-bandwidthdatatransferbetween

devices.AlthoughyoucannolongerfindanRS-232orRS-422serialporton
modernMacs,manyUSBdevicespresentthemselvesasaserialport,sosupport
forserialportdriversisstillpartoftheMacOSXoperatingsystem.

• Auserspaceapplicationaccessesaserialportthroughadevicefileinthe/dev
directory,asisstandardfortheUNIXenvironment.

• AserialportdriverisimplementedintheI/OKitbyimplementingasubclassof
theIOSerialDriverSyncinterface.Thisinterfacecontainsmethodsforopening
andclosingtheserialport,configuringtheport,andreadingandwritingdata.

• TheI/OKitprovidesaclassknownasIOSerialBSDClientthatpublishestheserial
portdrivertouserspaceapplications.Thisclassreceivesrequestsfromuserspace
applicationstoreadandwritetotheserialport,andpassestherequestsontothe
kernelserialportdriver.

• TheI/OKitdesignallowsaserialportdrivertobeimplementedusingthemodern,
object-orienteddesignoftheI/OKit,withouthavingtodealwiththelegacyuser
spaceinterfaceofaserialportdevice.
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Audio Drivers 

Audiodevicesareamongthemostcommonperipheralsattachedtoacomputerapartfromstorage
devices.TheyareusedforeverythingfromvoicerecorderstoMP3players,headsetswithmicrophones,
securitysystems,andDJandprofessionalrecordingsystems.Manyvideodevicesalsohaveaudio
capabilitiesandcomewiththeirownaudiodriversthatallowyoutousetheaudiofeaturesofthedevice
independentlyortogetherwiththevideofeatures,forexample,awebcamerawithabuilt-in
microphone.Themicrophonewillhaveitsownaudiodriver,representingthemicrophoneinthesystem
asanaudiodevicethatcanbeusedindependentlyofthecamera.

Programmingdriversforaudiodevicespresentafewuniquechallenges.Audiodeviceshavestrict
latencyrequirementsandmustbefedaconstantstreamofdatatoavoidholesorglitchesduring
playbackorrecording.Thehumanearisextremelysensitiveandcandetectevensmallglitchesinonlya
fewsamplesworthofdata.Furthermore,audiodatacannotbeexcessivelybuffered,asthiswillcausean
unacceptabledelay.Forexample,supposeyouwereplayingloudmusicandreceivedaphonecall.You
wouldnotbehappyifittookfivesecondsfromwhenyoupressedthepausebuttonuntilthemusic
actuallystopped.Similarly,ifyouwereplayingagamefiringagun,youwouldexpecttohearthesound
ofthegunfiringalmostimmediately,notseveralsecondsafteryoupulledthetrigger.Therefore,an
audiodevicemustminimizebufferinginordertoalleviatetheseeffects.

Whiletheprecedingexamplesspecificallymentionedplayback,bufferingmustalsobeminimized
whencapturingaudiowithaninputdevice.Forexample,ifyouhadatelephoneconnectedviatheinput
device,youwouldn’twanttoheartheotherperson’svoiceseveralsecondslate.Becauseanaudiobuffer
mustbekeptsmallinordertokeepthelatencyorlagdown,itwillalsoneedtorespondtothehardware
withaslittlelatencyaspossibletoavoidsituationswheretheaudioproducerovertakestheaudio
consumer,orviceversa,whichwouldleadtoaudibledistortions.Becauseoftheseconstraintsandthe
factthatanaudiodriverneedstorespondtomultipleclients,itisaprimecandidateforakernel-level
driver.

CoreAudioisthetermusedtodescribetheentiretyofaudiosupportunderMacOSX.Thisincludes
amyriadofuserspaceAPIsaswellasthekernelKPI,implementedbytheIOAudioFamilyinterfacethat
willbethesubjectofthischapter.

AnIntroductiontoDigitalAudioandAudioDevices
Soundwavesareanalogbynature,andasweknow,analogsignalsaren'teasilystoredormanipulatedby
acomputersystemthatstoresandprocessesinformationdigitally.Otherdevices,suchasCD,DVD,and
Blu-Rayplayers,alsooperatewithdigitalaudio.

DigitalaudioinformationismainlyderivedfromananalogaudiowavebyaprocessknownasPulse
CodeModulation(PCM).PCMworksbysamplingortakingameasurementoftheanalogaudiowaveat
fixedintervals.Thenumberofmeasurementstakenpersecondisknownasthesamplerate.Audioona
CDissampledat44.1kHz.Othersources,suchasHDvideo,mayuse48kHz,whichmeansthereare
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48000measurementsoftheaudiowaveperformedpersecond.Eachmeasurementisknownasa
sample.

Thesampleisameasurementoftheanalogsignal'samplitudeatthetimeofthemeasurement,
whichisthenquantizedtoadigitalscale.Therangeofthisscaleisknownasthebitdepthorsample
depth.ForCDaudioandmanyotherapplications,thebitdepthis16bits,whichgiveseachsamplea
possiblevaluebetween−32768and32767.Whenasampleistaken,thevalueisconvertedintothisscale
byroundingittothenearestintegervalue.Thehigherthesamplerateandsamplewidth,themore
accuratetherepresentationoftheoriginalaudiowave.

Ascomputerprogrammers,werarelyneedtocareabouttheconversionofasignalfromanalogto
digitalorviceversa,asthatishandledbycircuitryontheaudiohardware(ADC/DAC).However,a
programmerneedstobeawareofwhatdigitalPCMsamplesrepresentandunderstandthesignificance
ofthesamplerateanddepth.PCMsamplesaretypicallystoredwithchannelsinterleavedinmemory,as
showninFigure12-1.



Figure12-1.Bufferofinterleaved16-bitsignedPCMsamples

AsyoucanseeinFigure12-1,thedatacorrespondingtoeachchannelarenotstoredsequentially
butareinterleavedinthebuffer.Thebufferaboveuses16bitspersample,whichmeansthateach
sampleoccupiestwobytes.Apairofleft/rightsamplesisreferredtoasasampleframe(orsample
group).Ifthereweremorethantwochannels,forexample,eight(asusedbyHDMI),asamplegroup
wouldinsteadconsistofchannels1–8.Mostdigitalaudiosystemsexpectaudiodatainthisformatand
usuallythisishowaudioisstoredinafileonacomputer,assumingtheaudioisuncompressed.File
formatssuchasMP3compresstheaudiodata;however,theyhavetodecompresstheaudiobackto
interleavedPCMsamplesbeforeitcanbeplayedbackbytheaudiohardware.Audioat44.1kHzwillgive
us44100sampleframespersecond.Ifthesampledepthis16bitsandtherearetwochannels,weneed
176.4KB(44100Hz*(16/8bits)*2channels=176400bytes)ofdatatostoreasinglesecondofaudio.
PCMsamplesaren’tnecessarilyalways16bitswide,however.Thesampledepthcanalsobe8,20,24,or
32bits.Furthermore,samplescanbestoredasunsignedorsigned,oreveninfloatingpoint,whichisthe
preferredaudioformatofCoreAudio.Table12-1showssomecommonlyusedPCMformats.

Table12-1.ExamplesofPCMSampleFormats

Sample Depth Sample Width Storage Type 

88 signedinteger

1616 signedinteger

2432 signedinteger

3232 signedinteger

32 32 signedfloatingpoint
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Anaudiodeviceanddriverusuallyrevolvearoundtheconceptofasamplebuffer.Thesample
bufferusuallycontainsinterleavedPCMsamples(assumingthereismorethanonechannel).The
samplebufferisacircularbufferallocatedbythedriver.Foraudioplayback,thehardwaredeviceusually
continuouslyreadsthebuffer.Thedevicewillaccessthememoryofthebufferdirectlyviadirect
memoryaccess(DMA)withoutinvolvingtheCPUandissueaninterruptatsomefixedintervaltoletthe
driverknowthecurrentlocationthedeviceisreadingfrom.Thisisnecessarysothatwhateveris
producingtheaudiodatacanwritetothecorrectlocationwithoutinterferingwiththedevice.Aftera
periodhaselapsed,weknowthatacertainnumberofsampleshavebeenplayedbythedevice.Inthis
case,itiscommonforthedrivertoerasetheplayedsamples.Thisensuresthatsilencewillbeoutputted
ratherthanrepeatingpreviousdatashouldthebufferwraparoundtothestartwithoutanynewaudio
beinginsertedintothebuffer.Inthecaseofaudioinput,theprocessissimplyreversed.Insteadof
readingfromthebuffer,thedevicewillbewritingaudiosamplesintothesamplebuffer.Itwillalsoissue
aninterrupt,lettingyouknowwhen/whereaudiosamplescanberead.

Someaudiodevicesmayhavemultipleindependentinputsandoutputs.Inthiscase,eachinput
andoutputmayhaveitsownsamplebuffer.MacOSXcomeswithaUSBaudiodevicedriversonothird
partydriverisgenerallyneededfordevicesthatconformtotheUSBaudiointerface.

CoreAudio
CoreAudioisanumbrellatermusedtodescribethecollectiveaudiosupportunderMacOSXandiOS.
Thissupportconsistsofanumberofframeworks,includingtheCoreAudio.Framework itself.Theaudio
architectureisshowninFigure12-2.



Figure12-2.MacOSXandiOSaudioarchitecture

ThecoreofthearchitectureisimplementedintheAudioHAL(hardwareabstractionlayer),which
actsasanintermediarybetweentheframeworks,applications,andtheaudiohardwareanddriver.The
currentarchitectureexiststoaddressanumberoflimitationswiththepreviousaudioarchitecturefound
inMacOS9.InOS9,anapplicationusinganaudiodevicewrotedirectlyintothedriver’sdouble-
bufferedsamplebuffer.Asaconsequence,OS9couldonlyhandleaudiooutputfromasingle
applicationatatime.Furthermore,becauseofthedirectaccess,theapplicationhadtowriteaudioina
formatsupportedbytheaudiodevice,whichlimitedittoonlysupportmonoorstereo16-bitPCM
samples.
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UnderOSXandiOS,thislimitationisremoved.Insteadofhavinganapplicationtalkdirectlytothe
driver,itinsteadinterfaceswiththeAudioHAL.CoreAudiotakescareofcombiningaudiofrommultiple
applicationsandthreadsintoasinglebuffer.Eachapplicationisfreetochooseanyaudioformat
supportedbytheHAL.TheHALwillconverttheaudiobufferinto32-bitfloating-pointsamplesbefore
handingthebuffertothedriver.Thedriveristhenresponsibleforconvertingthebufferfromfloating-
pointformattothenativeformatsupportedbytheaudiohardware.Thesameisalsothecaseforaudio
input.Thedriverisexpectedtoconvertincomingaudiointo32-bitfloatingsamplesbeforetheaudiocan
betransferredbacktotheHAL.32-bitfloating-pointformatisusedasithasaveryhighdynamicrange,
whichensuresthatprecisionwillnotbelostduringconversiontoorfromanotherformat.

WhiletheCoreAudioframeworkitselfprovideslow-levelaccesstoaudiodrivers,CoreAudioasthe
collectiveaudioarchitectureprovidesnumerousotherframeworksbuiltontopofit,suchasfollows:

• AudioToolboxframeworkprovidesadiversesetofAPIsfortaskssuchasaudio
clocksynchronization,readingandwritingofaudiofiles,APIsformusicplayback,
AudioconversionAPI,AudiographAPI,andmuchmore.

• AudioUnitsframeworkprovidessupportforwritingfilters,suchasequalizersand
band-passfilters.

• CoreAudioKitframeworkallowsthecreationofCocoaGUIsforAudioUnits.

• CoreMIDI/MIDIServerframeworkcontainsAPIsforworkingMIDI.

• OpenAListheMacOSXimplementationoftheOpenAudioLibrary.

I/OKitAudioSupport
TheIOAudioFamilyhandlesaudiointhekernelandfacilitatesthecreationofdriversforaudiohardware.
Theresponsibilityofanaudiodriverisconceptuallyverysimple;itmerelytransfersdatatoandfromthe
hardwareonbehalfofclients(muchlikeanyhardwaredriver).Itisalsoresponsibleforperforming
actionslikemuting,controllingthevolume,orotherconfigurableattributes.CoreAudiouses32-bit
floating-pointformatasitsnativeaudioformatandbecausenotalldeviceswillsupportthis,adriver
musthandleconversiontoandfromaformatthehardwareisabletohandle.Figure12-3showsthe
hierarchyofclassesthatmakeuptheIOAudioFamily.



Figure12-3.IOAudioFamilyclasses



CHAPTER12AUDIODRIVERS

253

Let’shavealookattheroleofeachclassinthefamily.

• TheIOAudioDeviceclassservesasacentralcoordinationpointforanaudiodriver.
Itisresponsibleforattachingtoahardwareproviderandconfiguringand
initializingthehardware.TheclassitselfisnotusuallydirectlyinvolvedintheI/O
ofaudio,whichinsteadistheroleofIOAudioEngine.TheIOAudioDeviceclassalso
centralizestimingandsynchronizationservices.

• TheIOAudioEnginerepresentstheDMAorI/Oengineofanaudiodriver.Because
anaudiodevicecanhavemanyinputsandoutputsthatoperateindependently,it
makessensetoencapsulatetheirbehaviorintotheirownclass.Ifyoulookatthe
I/ORegistryentriesfortheApplebuilt-inaudiodeviceonaMacPro,youwillsee
theAppleaudiodriverhasfiveinstancesofIOAudioEnginerepresentingLine
input,S/PDIFopticalinput,Headphoneoutput,Lineoutput,andS/PDIFoptical
output.AnIOAudioEnginemustallocateatleastoneIOAudioStream.The
IOAudioEngineisanabstractclass.

• TheIOAudioStreamrepresentsasamplebuffer.Asamplebufferhasadirection
associatedwithit,whichcanbeeitherinputoroutput.Italsohasmetadatathat
describestheformatsitiscapableofsupporting,suchasthenumericformatof
thecontainedsamples,thesamplerate,andthenumberofchannelssupported.
Theclassisnotabstractandcanbeinstantiateddirectly.Theclassdoesnot
allocatememoryforthesamplebufferitself.Ithastobetoldthelocationofthe
buffer.Itisresponsibleforexposingthesamplebuffertouserspaceconsumers.
Theaudiostreamalsomaintainsaninternalmixbufferwhereaudiofrommultiple
sourcesismixedtogetherintoasinglestream.

• TheIOAudioControlclassrepresentsatunableparameterofthedevice,suchas
theinputvolume,outputvolume,andmute.TheIOAudioControlclassisdirectly
usable,butyoucanalsosubclassityourselftocreatecustomcontrols.Three
subclassesofIOAudioControlexist,IOAudioLevelControl,IOAudioSelectorControl,
andIOAudioToggleControl.Acontrolmaybelongtothedeviceitself,theengine,
oranIOAudioPort.

• IOAudioPortcanbeusedtorepresentalogicalorphysicalport,suchasLineout
orHeadphoneout.Theuseofthisclassisnotrequiredforanaudiodriver.

• TheCoreAudioframeworkcommunicateswithanIOAudioEnginethroughthe
IOAudioEngineUserClient,whichallowsittointeractwiththeengine’ssample
buffersforthepurposeofplayingbackorcapturingaudio.

• TheIOAudioControlUserClientservesasauserclientforIOAudioControlinstances
andallowsmanipulation.Thisishowanapplication,suchasSystemPreferences,
cancontrolvolumeormute.

ImplementinganAudioDriver
Nowlet’slookathowakernelaudiodrivercanbeimplementedusingtheexampleproject
MyAudioDevice.Weonlyshowexcerptsfromthisasitpertainstothetopicinquestion;however,youcan
inspectthefullsourcecodeofMyAudioDevicebydownloadingitfromtheApresswebsite.Forthesakeof
simplicity,wewillmakethedriverasbasicaspossible.Asthereisnostandardizedwidelyavailable
audiohardwarewecanbuildadriverfor,wewillbuildavirtualaudiodriver.Thedriverwillhaveone
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outputandoneinputsowecanperformbothfunctions.Thedriverwilloperateasaloopbackdevice,
whichmeansthataudioweplaywillbetransferredfromtheoutputbuffertotheinputbuffer.Weleave
itasanexerciseforyou,thereader,todosomethingmoreinteresting,perhapsattachittoanactual
audiodeviceandforwardaudiodatatoorfromit,orrouteaudiotoorfromanetwork.

Ifeverythingworks,weshouldbeabletoplayasongusinganapplicationlikeiTunesandthen
capturetheresultsusingtheaudiorecordingfeatureoftheQuickTimeplayer.Wewillnotbeabletohear
theaudioasitplays,asitisnotroutedtoaspeaker.Additionally,theOSXsoundpreferencesonlyallow
outputonasingledeviceatatime,whichpreventsusfromhearingtheaudioplayedonadifferentaudio
output.However,wewillbeabletoheartherecordingonceweplayitbackagain(afterhavingselected
anoutputotherthanourdevice).Oncethedriverisloaded,itshouldbevisibleunderSystemPreferences
➤Sound,asshowninFigure12-4.



Figure12-4.TheAudiopaneofSystemPreferencesshowingMyAudioDeviceselectedastheactiveoutput

ThedriverwillbebasedontheexampledriverprovidedbytheIOAudioFamilysourcecode
distributioncalledSampleAudioDevice.Ifyouwishtolearnmoreaboutaudiodrivers,youcanlookatits
implementationaswellasthesecondexample,SamplePCIAudioDevice.Notethatneitherexampleis
actuallyfunctional;rather,theyserveasskeletonsorstartingpointsforanewdriver,unlike
MyAudioDevice,whichisaworkingimplementationofanaudiodriver.

InordertointerfacewiththeCoreAudiosystem,ourdriverneedstoimplementaninstanceof
IOAudioDevice.Notethatitisentirelypossibletoimplementadriverforanaudiodevicewithoutusing
theIOAudioFamilyatall.ThedownsideisthatyouwouldneedtoprovideyourownAPIforapplications
toaccessthedevice.Furthermore,existingapplicationswouldneedmodificationstobeabletouseyour
devicebecausemostapplicationsdependonCoreAudiooraframeworkthatusesCoreAudioinstead.

OurdriverwilluseIOAudioFamily.ThearchitectureofMyAudioDeviceandhowitinteractswiththe
classesoftheIOAudioFamilycanbeseeninFigure12-5.
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Figure12-5.MyAudioDevicearchitecture

ThevirtualdevicewillconsistofasubclassofIOAudioDevicecalledMyAudioDevice.Thiswillinturn
allocateasingleinstanceoftheMyAudioEngineclass,whichisderivedfromIOAudioEngine.Themain
classwillalsoallocateanumberofIOAudioControlinstances,whichwillbeusedtorepresentcontrols
foradjustingtheoutputandinputvolumelevelsfortheleftandrightchannels,aswellascontrolsto
mutetheoutputandinput.Becausewedonothaveanactualhardwaredevice,thesecontrolswillnot
doanything,butweimplementthemanywayfordemonstrationpurposes.TheMyAudioEngineclasswill
representtheI/Oengineinlieuofactualhardware.TheclasswillallocatetwoIOAudioStreaminstances,
onefortheoutputsamplebufferandonefortheinputsamplebuffer.Whendataenterstheoutput
buffer,wewillsimplycopythedataovertotheinputbuffer.

DriverandHardwareInitialization
IOAudioEngine primarilyperformshardwareinitializationanditsimplementationisoftenquite
minimalistic,asmuchofthecomplexityofanaudiodriverwillbeimplementedasasubclassof
IOAudioEngine.Nevertheless,theclassperformssomeimportanttasksinternally,suchasprovidinga
centralIOWorkLoopandIOCommandGate,whicharesharedbysubordinateclassessuchasIOAudioEngine
andareusedtoserializeaccesstothedriverandhardware.TheIOAudioEngine classalsoprovidesa
sharedtimerservicethatcanbeusedbyotherobjectsinthedriver.Anobjectcanregistertoreceive
timereventswiththeaddTimerEvent()function,asfollows:

virtual IOReturn addTimerEvent(OSObject *target, TimerEvent event, AbsoluteTime interval);  

Thetargetargumentshouldbeapointertotheobjectthatwillbenotifiedofthetimerevent.The
intervalspecifiesthefrequencyofthetimereventinunitsofAbsoluteTime (nanoseconds).Theevent
argumentspecifiesthecallbackfunction.Anaudiodrivermaytypicallyneedseveraltimerevents,for
example,topollthestatusofanoutputconnectortosenseifajackwasconnected.

Thefollowingstepsaretypicallyperformedbyanaudiodriver’sIOAudioDevicesubclass.
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• Configurethehardwaredevice’sproviderandenumerateanyneededresources.
ForPCIorThunderbolt,thismeansmappingdevicememoryorI/Oregions.For
USBdevices,enumerateinterfacesand/orpipes.

• Configurethedeviceforoperation.Forexample,takeitoutofreset/sleepmodeby
accessingthedevice’sregistersorsendingcontrolrequests.

• Ifyourdriversupportsmultipleaudiochipsorachipwithavaryingnumberof
DMAchannels,inputs,oroutputs,thedriverwillneedtointerrogatethedeviceto
workoutitsexactcapabilities.

• Setthenameanddescriptionoftheaudiodevice,whichwillidentifyittoCore
Audioanduserspaceapplications.

• Basedoninformationextractedfromthedevice,createtheappropriatenumberof
IOAudioEngineinstances,whichinturnwillallocateoneormoreIOAudioStream
instances,alongwithassociatedsamplebuffers.

TheheaderfilefortheMyAudioDeviceclassisshowninListing12-1.

Listing12-1.HeaderFilefortheMyAudioDeviceClass

#ifndef _MYAUDIODEVICE_H__ 
#define _MYAUDIODEVICE_H__ 
 
#include <IOKit/audio/IOAudioDevice.h> 
 
#define MyAudioDevice com_osxkernel_MyAudioDevice 
 
class MyAudioDevice : public IOAudioDevice 
{     
    OSDeclareDefaultStructors(MyAudioDevice); 
     
    virtual bool initHardware(IOService *provider); 
    bool createAudioEngine(); 
     
    // Control callbacks 
    static IOReturn volumeChangeHandler(OSObject* target, IOAudioControl *volumeControl,  
                                        SInt32 oldValue, SInt32 newValue); 
    virtual IOReturn volumeChanged(IOAudioControl *volumeControl, SInt32 oldValue, SInt32  
                                   newValue); 
     
    static IOReturn outputMuteChangeHandler(OSObject* target, IOAudioControl *muteControl,  
                                            SInt32 oldValue, SInt32 newValue); 
    virtual IOReturn outputMuteChanged(IOAudioControl* muteControl, SInt32 oldValue, SInt32  
                                       newValue); 
     
    static IOReturn gainChangeHandler(OSObject* target, IOAudioControl* gainControl, SInt32  
                                      oldValue, SInt32 newValue); 
    virtual IOReturn gainChanged(IOAudioControl* gainControl, SInt32 oldValue, SInt32  
                                 newValue); 
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    static IOReturn inputMuteChangeHandler(OSObject* target, IOAudioControl *muteControl,  
                                           SInt32 oldValue, SInt32 newValue); 
    virtual IOReturn inputMuteChanged(IOAudioControl* muteControl, SInt32 oldValue, SInt32  
                                      newValue); 
}; 
 
#endif 

Asyoumayhavenoticed,anumberoftheusualI/OKitlifecyclemethods,suchasstart()and
stop(),aremissing.Thisisbecausethesuper-classIOAudioDeviceimplementsthemforus.Thestart()
methodwilltakecareofregisteringforpowermanagementandwillthencalltheinitHardware() 
method,whichadrivershouldimplement.Ourclassalsoimplementsanumberofcallbacksforaudio
controls,whichwewilldiscussinmoredetaillaterinthischapter.TheinitHardware()isthepreferred
methodforperforminghardware-relatedinitialization.Beforethemethodreturns,itshouldcreateat
leastoneinstanceofanIOAudioEngineandactivateit,whichisdonebycallingthe
activateAudioEngine()method.TheinitHardware()methodofMyAudioDeviceisimplementedas
follows:

bool MyAudioDevice::initHardware(IOService *provider) 
{ 
    bool result = false; 
     
    IOLog("MyAudioDevice[%p]::initHardware(%p)\n", this, provider); 
     
    if (!super::initHardware(provider)) 
        goto done; 
         
    setDeviceName("My Audio Device"); 
    setDeviceShortName("MyAudioDevice"); 
    setManufacturerName("osxkernel.com"); 
         
    if (!createAudioEngine()) 
        goto done; 
     
    result = true; 
     
done: 
    return result; 
} 

SinceMyAudioDeviceisnotbackedbyarealhardwaredevice,thereisnotmuchtodo.Wesetthe
devicename,ashortname,andthemanufacturername,whichwillbeusedbyCoreAudioforvarious
purposes.ThedevicenamewillbevisibleintheOSXSystemPreferences.Stringssetbyanaudiodriver
shouldbelocalizedifpossiblebecauseOSXismulti-lingual.Ifyouhaveadescriptivestringsuchas
“HeadphoneOutput”or“MicrophoneInput,”thesemaynotbemeaningfultosomeonewhodoesn’t
speakEnglish.

ThefinalstepofthefunctionistocallaninternalmethodcalledcreateAudioEngine(),whichwill
initializeandcreateaninstanceoftheIOAudioEnginesubclass,MyAudioEngine.Themethodsimply
allocatesaninstanceandthencallsactivateAudioEngine()onthecreatedinstancebeforereturning.
Themethodalsocreatestheaudiocontrols,asyoushallseenext.
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■NoteOnceactivateAudioEngine()returns,youcancallrelease()ontheinstanceifyounolongerneedit,
becauseitwillberetainedandreleasedinternallybytheIOAudioEnginesuperclassanyway.

RegisteringAudioControls
Anaudiodevicewillusuallyhaveoneormorecontrollableattributes,suchastheabilitytoadjustthe
volumelevel,mute,orperformsomeotheradjustment.Inordertomakethesecontrolsvisibletouser
spaceclients,anIOAudioControlisneededtodescribeeachattribute.Aspreviouslymentioned,thereare
threesubclassesofIOAudioControlprovidedbyIOAudioFamily.ThefirstisIOAudioLevelControl,whichis
usedtocontrolvolumelevel.Thecontrolcanalsobeusedforcreatinganytypeofcontrolthatallows
youtoselectavalueoutofarange.Followingisanexampleofhowtocreateandregisteravolume
controlfortheleftchannelfromApple’sSampleAudioDevicedriver.

    control = IOAudioLevelControl::createVolumeControl 
                  (65535,   // Initial value 0,                  // min value 
                   65535,                                        // max value 
                  (-22 << 16) + (32768),                         // -22.5 in IOFixed (16.16) 
                   0,                                            // max 0.0 in IOFixed 
                   kIOAudioControlChannelIDDefaultLeft, 
                   kIOAudioControlChannelNameLeft, 
                   0,                                           // control ID - driver-defined 
                   kIOAudioControlUsageOutput); 
    if (!control) { 
        goto Done; 
    } 
     
    control->setValueChangeHandler(volumeChangeHandler, this); 
    audioEngine->addDefaultAudioControl(control); 
    control->release(); 

ThevolumecontroliscreatedusingthespecialfactorymethodcreateVolumeControl().Thethree
firstparametersofthemethodrepresenttheinitialvolumevalue,theminimumvalue,andthe
maximumvalue.Youmayspecifydifferentvaluestomatchyourhardware’sregisterspecificationoryou
cantranslatethevaluesinthecallbacktomatchtherangeexpectedbythehardware’svolumecontrol
register.ThetwonextparameterssetthedBvaluestheminimumandmaximumvaluescorrespondto.
Thevolumescaleusuallygoesfrom0.0dB,whichrepresentsfullvolume,tosomenegativedBvalue.The
volumeisatitsdefaultlevelat0.0dBandisattenuatedinordertolowerthevolumeofthesignal.ThedB
valueisstoredasafixed-pointvalue.ThenextparameteristhechannelID.Wespecify
kIOAudioControlChannelIDDefaultLefttoindicatethatthiscontrolisfortheleftstereochannel.The
IOAudioFamilyspecifiesconstantnamesforotherchannelsaswell,suchas
kIOAudioControlChannelIDDefaultCenter,kIOAudioControlChannelIDDefaultSub,and
kIOAudioControlChannelIDDefaultLeftRear.Thechanneldefinitionsaredeclaredin
IOKit/audio/AudioDefines.h.

Thenextparameterisastringwithadescriptivenameforthechannel.AswiththechannelID,we
useapredefinedconstant.Thenextparameterisanidentifierthatcanbeusedbythedrivertopassa
value,whichwillnotbeinterpretedbyeitherIOAudioFamilyorCoreAudio.Thelastargumentspecifies
whatthecontrolwillbeusedfor.Inourcase,wesetittokIOAudioControlUsageOutput,whichindicates
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toCoreAudiothisisanoutputvolumecontrol.OtherpossiblevaluesarekIOAudioControlUsageInput,
kIOAudioControlUsagePassThru,orkIOAudioControlUsageCoreAudioProperty.

Onceacontrolisconstructedsuccessfully,youneedtosetthecallbackfunction,whichwillbe
invokedwhenthecontrolismanipulatedfromuserspace.Thiscallbackmustbeastaticmember
function,whichcanbeimplementedasfollows:

IOReturn SampleAudioDevice::volumeChangeHandler(IOService *target, IOAudioControl 
*volumeControl, SInt32 oldValue, SInt32 newValue) 
{ 
    IOReturn result = kIOReturnBadArgument; 
    SampleAudioDevice *audioDevice; 
     
    audioDevice = (SampleAudioDevice *)target; 
    if (audioDevice) { 
        result = audioDevice->volumeChanged(volumeControl, oldValue, newValue); 
    } 
    return result; 
} 
 
IOReturn SampleAudioDevice::volumeChanged(IOAudioControl *volumeControl, SInt32 oldValue, 
SInt32 newValue) 
{ 
    IOLog("SampleAudioDevice[%p]::volumeChanged(%p, %ld, %ld)\n",  
           this, volumeControl, oldValue, newValue); 
    if (volumeControl) { 
        IOLog("\t-> Channel %ld\n", volumeControl->getChannelID()); 
    } 
     
    // Add hardware volume code change  
 
    return kIOReturnSuccess; 
} 

Thecallbackwillprovideapointertothecontrolwhosevaluewaschanged,whichletsthesame
callbackfunctionservicemultiplecontrols.Thecallbackwillbepassedtheoldvalueaswellasthenew
value.Formosthardwaredrivers,themethodwouldthenwritethenewvaluetoahardwareregister,
whichwillhavetheeffectofincreasingorreducingthevolumeorperformingsomeotheraction.

EitheranIOAudioEngineinstanceoranIOAudioStreamcanhavecontrolsattached.Ineithercase,
youattachtotheparentbycallingtheaddDefaultAudioControl() method,asshownabove.Mute
controlsareimplementedsimilarlytovolumecontrols,butusingthecreateMuteControl()factory
methodinstead,asfollows:

    // Create an input mute control 
    control = IOAudioToggleControl::createMuteControl(false,    // initial state - unmuted 
                               AudioControlChannelIDAll,        // Affects all channels 
                               kIOAudioControlChannelNameAll, 
                               0,                               // control ID - driver-defined 
                               kIOAudioControlUsageInput); 

Unlikethevolumecontrol,whichoperatesonasinglechannel,themutecontrolinthiscaseis
specifiedtoapplytoallchannelsinthiscase.
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ImplementinganAudioEngine
TheaudioengineperformstheactualI/Oinanaudiodriver.Anaudioengineisimplementedasa
subclassoftheabstractIOAudioEngineclass.ItcontrolstheI/Obehaviorandhandlesthetransferofone
ormorerelatedsamplebuffers.Manyaudiodevicescandrivemultipleindependentinputsandoutputs
atthesametime;inthiscase,itisrecommendedtocreatemorethanoneinstanceofIOAudioEngine,one
foreachI/Ochannel.ThefollowingstepsareneededtoimplementanIOAudioEnginesubclass:

• OverridetheinitHardware()methodtoperformanyadditionalhardware
initializationneeded.

• AllocatesamplebuffersandassociatedIOAudioStreaminstances.

• ImplementtheperformAudioEngineStart()andperformAudioEngineStop()
methodstostartandstoptheI/O.

• Implementthefree()methodtocleanupanyusedresources.

• ImplementthegetCurrentSampleFrame()method.

• ImplementtheperformFormatChange()methodtorespondtochangeofformat
requestsfromCoreAudio.

• Implementamechanismtoinformthesuperclassofthetimestampofwhenthe
samplebufferwrapsbacktothebeginning.

• ImplementtheclipOutputSamples()methodforoutputstreamsand/orthe
convertInputSamples()methodforinputstreams.

Wewilldiscusstheprecedingstepsinmoredetailinthefollowingsectionsbyexaminingthe
implementationoftheMyAudioDeviceexampledriver.

AnIOAudioEnginesubclassisstartedandstoppeddirectlybyCoreAudiothroughthe
IOAudioEngineUserClient.Oncestarted,theenginewillcontinuouslyrunthroughthesamplebuffer.The
IOAudioEnginesubclassisresponsiblefortellingthesuperclasswhenthebufferwrapsaroundtothe
startofthebufferbytakingatimestamp.TheCoreAudioframeworkusesthetimestamptoaccurately
predictthepositionofthesamplebuffer.Theaudioenginewillalsoensurethatplayedsamplesinthe
samplebufferareerased.

TheheaderfileforMyAudioDevice’sIOAudioEnginesubclassisshowninListing12-2.

Listing12-2.HeaderFilefortheMyAudioEngineClass

#ifndef _MYAUDIOENGINE_H_ 
#define _MYAUDIOENGINE_H_ 
 
#include <IOKit/audio/IOAudioEngine.h> 
 
#include "MyAudioDevice.h" 
 
#define MyAudioEngine com_osxkernel_MyAudioEngine 
 
class MyAudioEngine : public IOAudioEngine 
{ 
    OSDeclareDefaultStructors(MyAudioEngine) 
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public: 
   virtual void free(); 
    
   virtual bool initHardware(IOService* provider); 
   virtual void stop(IOService *provider); 
    
   virtual IOAudioStream *createNewAudioStream(IOAudioStreamDirection direction,  
                                               void* sampleBuffer, UInt32 sampleBufferSize); 
    
   virtual IOReturn performAudioEngineStart(); 
   virtual IOReturn performAudioEngineStop(); 
    
   virtual UInt32 getCurrentSampleFrame(); 
    
   virtual IOReturn performFormatChange(IOAudioStream* audioStream, const IOAudioStreamFormat*  
                                        newFormat, const IOAudioSampleRate* newSampleRate); 
    
   virtual IOReturn clipOutputSamples(const void* mixBuf, void* sampleBuf, UInt32  
                                      firstSampleFrame, UInt32 numSampleFrames,  
                                      const IOAudioStreamFormat* streamFormat,  
                                      IOAudioStream* audioStream); 
   virtual IOReturn convertInputSamples(const void* sampleBuf, void* destBuf, UInt32  
                                        firstSampleFrame, UInt32 numSampleFrames,  
                                        const IOAudioStreamFormat* streamFormat,  
                                        IOAudioStream* audioStream); 
    
private: 
   IOTimerEventSource*     fAudioInterruptSource; 
   SInt16*                 fOutputBuffer; 
   SInt16*                 fInputBuffer; 
   UInt32                  fInterruptCount; 
   SInt64                  fNextTimeout; 
    
   static void             interruptOccured(OSObject* owner, IOTimerEventSource* sender); 
   void                    handleAudioInterrupt(); 
}; 
 
#endif 

I/OEngineInitialization
AnIOAudioEnginehasitsowninitHardware()method,whichshouldbeoverriddentoperformanyI/O
engine-specifichardwareinitialization,aswellasallocationandinitializationofotherneededresources.
Oncethemethodreturns,theengineshouldbereadytostartI/O.performAudioEngineStart()canthen
becalledtostarttheactualI/O.TheinitHardware()methodgetscalledbythe
IOAudioDevice::activateAudioEngine()methodinourcase.AlthoughIOAudioEnginederivesfrom
IOService,wedonotoverrideorcallthestart()methodinthiscase.Thisisbecausetheclassis
allocatedandinitializedbyMyAudioDeviceratherthanbyI/OKit.TheIOAudioEngineprovidesadefault
implementationofthestart()method,whichishardwiredtouseanIOAudioDeviceasitsprovider.
Unlikestart(), however,wedodeclarethestop()method.Thestop()methodcanbeimplementedto
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reverseanyactionperformedininitHardware().TheinitHardware()methodofourMyAudioDevice
driverisshowninListing12-3.

Listing12-3.TheImplementationofinitHardware()inMyAudioDevice

#define kAudioSampleRate                  48000 
#define kAudioNumChannels                 2 
#define kAudioSampleDepth                 16 
#define kAudioSampleWidth                 16 
#define kAudioBufferSampleFrames          kAudioSampleRate/2 
// Buffer holds half second's worth of audio. 
#define kAudioSampleBufferSize           (kAudioBufferSampleFrames * kAudioNumChannels *  
                                         (kAudioSampleDepth / 8)) 
 
#define kAudioInterruptInterval           10000000 // nanoseconds (1000 ms / 100 hz = 10ms). 
#define kAudioInterruptHZ                 100 
 
bool MyAudioEngine::initHardware(IOService *provider) 
{ 
    bool result = false; 
    IOAudioSampleRate initialSampleRate; 
    IOAudioStream*    audioStream; 
    IOWorkLoop*       workLoop = NULL; 
     
    IOLog("MyAudioEngine[%p]::initHardware(%p)\n", this, provider); 
     
    if (!super::initHardware(provider)) 
        goto done; 
     
    fAudioInterruptSource = IOTimerEventSource::timerEventSource(this, interruptOccured); 
    if (!fAudioInterruptSource) 
        return false; 
         
    workLoop = getWorkLoop(); 
        if (!workLoop) 
                return false; 
 
    if (workLoop->addEventSource(fAudioInterruptSource) != kIOReturnSuccess) 
        return false; 
     
    // Setup the initial sample rate for the audio engine 
    initialSampleRate.whole = kAudioSampleRate; 
    initialSampleRate.fraction = 0; 
     
    setDescription("My Audio Device"); 
    setSampleRate(&initialSampleRate); 
     
    // Set the number of sample frames in each buffer 
    setNumSampleFramesPerBuffer(kAudioBufferSampleFrames); 
    setInputSampleLatency(kAudioSampleRate / kAudioInterruptHZ); 
    setOutputSampleOffset(kAudioSampleRate / kAudioInterruptHZ); 
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    fOutputBuffer = (SInt16 *)IOMalloc(kAudioSampleBufferSize); 
    if (!fOutputBuffer) 
        goto done; 
     
    fInputBuffer = (SInt16 *)IOMalloc(kAudioSampleBufferSize); 
    if (!fInputBuffer) 
        goto done; 
 
    // Create an IOAudioStream for each buffer and add it to this audio engine 
    audioStream = createNewAudioStream(kIOAudioStreamDirectionOutput,  
                                       fOutputBuffer, kAudioSampleBufferSize); 
    if (!audioStream) 
        goto done; 
     
    addAudioStream(audioStream); 
    audioStream->release(); 
     
    audioStream = createNewAudioStream(kIOAudioStreamDirectionInput,  
                                       fInputBuffer, kAudioSampleBufferSize); 
    if (!audioStream) 
        goto done; 
     
    addAudioStream(audioStream); 
    audioStream->release(); 
     
    result = true; 
done: 
    return result; 
} 

ThefirsttaskthemethodperformsistoallocateanIOTimerEventSource,usedtosimulateinterrupts
inlieuofhardware.WealsosetthedescriptionusingthesetDescription()method.Thisstringwillbe
visibletotheuserinseveralplaces,includinginthesoundpaneofSystemPreferences,asshowinFigure
12-4.

Thenextstepistosetthesamplerateofourengine.Thesamplerateisapropertyofthe
IOAudioEngine.Therefore,iftheenginemanagesmultiplestreams,theymustallhavethesamesample
rate.InthecaseofMyAudioDevice,wesetthecurrentsampleratetokAudioSampleRate,whichisdefined
as48000fora48kHzsamplerate.Wealsoneedtodefinethenumberofsamplesoursamplebufferswill
contain.Iftherearemultiplestreamsinthesameengine,thebuffersmustbeofthesamesize.In
MyAudioEngine,weusetwostreams,oneforinputandoneforoutput.Thenumberofsamplescontained
inthebufferissetusingthesetNumSampleFramesPerBuffer()method.Wecurrentlysetitto
kAudioBufferSampleFrames,whichisdefinedasthesampleratedividedbytwo,correspondingto24000
samplesorhalfasecondworthofaudio.Tocalculatehowmanybytes24000samplescorrespondto,use
thefollowingformula:

24000 samples * 2 channels * (16 bits / 8 bits = 2 bytes) =  96000 bytes 

Thissamplebuffersizewaschosenarbitrarilyinourcase;forarealworlddevice,itwilldependon
thehardware’scapabilitiesandoftenthesizemaybeconfigurable.Thebufferandotherparameters



CHAPTER12AUDIODRIVERS

264

mustbedefinedsuchthatCoreAudiodoesn’twritesamplestoalocationbeforethehardwarehashad
thechancetoplaythem.

ThesetInputSampleLatency() andsetOutputSampleLatency()methodscanbeusedtoindicateto
CoreAudiothetimeittakesfromwhensampleswerescheduledtobeplayeduntiltheyactuallystart
playinginhardware.Somehardwaredevicesmayhaveadditionalbufferingordelaybeforetheaudio
goesoutontheDAC.YoucanalsospecifyinputandoutputlatencytogetherusingsetSampleLatency().
Wesetthelatencytoasingleinterruptperiod(10miliseconds)aswedonothaveanyhardwaredelay,
butwewanttogiveCoreAudiosomeheadroombeforereadingandwritingsamples.Wehave100virtual
interruptspersecondandasamplerateof48000,thedelaycorrespondsto480samples.Again,wehave
simplychosenthevalue100Hzforsimplicity;therateofinterruptsforanactualdeviceisdeterminedby
theaudiohardware.

Wealsohavetoallocatememoryforthesamplebuffers.InMyAudioDevice,wearenotperforming
DMAtoahardwaredevice,sowesimplyallocatetheinputandoutputbufferusingIOMalloc().Fora
hardware-baseddriver,youneedtoeitherallocateIOBufferMemoryDescriptororcreateaseparate
IOMemoryDescriptorforthebuffer.Theformerispreferred.Thebufferswillthenneedtobepreparedfor
DMAorI/Otransfer.ForDMA,youwillneedtotranslatethebuffers’addressesintophysicaladdresses
sotheycanbereadbythehardwareorsetupascatter/gathertable,allofwhichcanbeachievedusing
theIODMACommandclass.EachbufferneedstobeassociatedwithanIOAudioStream,whichcoordinates
clientaccesstothebuffer.TheIOAudioStreaminstancesareallocatedusingthemethod
createNewAudioStream(),whichisnotamemberofIOAudioEnginebutisdefinedtoavoidduplicating
code.AnIOAudioStreamisaddedtotheengineusingtheaddAudioStream()method.Oncethestreams
havebeenadded,thereferencecanbereleased;thesuperclasswilltakecareofthefinalrelease.

CreatingandInitializingAudioStreams
AnIOAudioEngineneedsatleastoneIOAudioStreaminordertodoanythinguseful.Astreamisassociated
withexactlyonesamplebufferanddescribestheformatsandsampleratesupportedbythebuffer.A
streamiseitheranoutputoraninputstream.Underthehood,IOAudioStreamhandlesthemechanicsof
gettingdatainandoutfromthesamplebuffer.Internally,itmaintainsamixbuffer,inwhichaudiodata
frommultipleclientsismixedtogetherinasinglestreambeforeendingupinthefinalsamplebuffer
destinedforthehardware.Maintainingthemixandsamplebuffersarethemostcomplicatedtasksan
audiodriverperforms,andit’sallhandledforusbytheIOAudioStreamclass.Formostcases,thedefault
behaviorofIOAudioStreamshouldbesufficient;however,ifyourdriverneedsmoreadvanced
capabilities,youcanoverridemostmethodsinIOAudioStreamtoprovidecustombehavior.Shownbelow
isthecreateNewAudioStream()methodofMyAudioEngineresponsibleforcreatingtheinputandoutput
stream.

IOAudioStream *MyAudioEngine::createNewAudioStream(IOAudioStreamDirection direction,  
                                                   void* sampleBuffer, UInt32 sampleBufferSize) 
{ 
    IOAudioStream* audioStream; 
     
    audioStream = new IOAudioStream; 
    if (audioStream) { 
        if (!audioStream->initWithAudioEngine(this, direction, 1)) { 
            audioStream->release(); 
        } else { 
            IOAudioSampleRate rate; 
            IOAudioStreamFormat format = { 
                2,                                                  // num channels 
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                kIOAudioStreamSampleFormatLinearPCM,            // sample format 
                kIOAudioStreamNumericRepresentationSignedInt,   // numeric format 
                kAudioSampleDepth,                              // 16-bit 
                kAudioSampleWidth,                              // 16-bit 
                kIOAudioStreamAlignmentHighByte,                // high byte aligned - unused  
                                                                // because bit depth == bit  
                                                                // width 
                kIOAudioStreamByteOrderBigEndian,                
                true,                                           // format is mixable 
                0                                               // driver-defined tag - unused  
                                                                // by this driver 
            };  
            audioStream->setSampleBuffer(sampleBuffer, sampleBufferSize);             
            rate.fraction = 0; 
            rate.whole = kAudioSampleRate; 
            audioStream->addAvailableFormat(&format, &rate, &rate); 
            audioStream->setFormat(&format); 
        } 
    } 
    return audioStream; 
} 

TheformatofthesamplebufferisdescribedbytheIOAudioStreamFormatstructure.Inthe
precedingcase,weonlyaddedasingleformatandasinglesamplerate.Youcandefinemultiple
supportedformatsandratesandaddthembycallingaddAvailableFormat()foreachdefinedformat.
ThespecificationforourstreamisLinearPCMsignedintegersamplesat16-bitdepth/widthinbig-
endianbyteorder.Inmostcases,bitdepthandbitwidtharethesame,suchasfor16-bitsamples.The
depthspecifiesthenumberofbitsusedbytheaudiosample,whereasthewidthspecifiesthewidthin
bitsofthedatawordit’sstoredin.Forexample,thisisusedifyouhave24-bitsamples.A24-bitsample
occupiesthreebytes,whichisawkwardtoworkwithandtoalignproperly,soweinsteadusea32-bit
wordtostoreeachsample,whichismoreefficientintermsofperformance(thoughitwillwasteeight
bitspersample).Ifthewidthanddepthdonotmatch,thenextfieldintheIOAudioStreamFormat
structuremustbesettoeitherkIOAudioStreamAlignmentHighByteorkIOAudioStreamAlignmentLowByteto
specifythealignmentofthesamplewithinthedataword.

HandlingFormatChanges
YourIOAudioEnginewillneedtorespondtorequestsfromCoreAudiotochangetheformatofthe
engine’saudiostreams.RequeststochangeformatarehandledwiththeperformFormatChange()
method,whichshouldbeoverriddenasthedefaultisastubthatsimplyreturnsanerror.TheApple
IOAudioFamilysampleimplementstheformatchangemethod,asfollows:

IOReturn SampleAudioEngine::performFormatChange(IOAudioStream *audioStream,  
                                                const IOAudioStreamFormat *newFormat,  
                                                const IOAudioSampleRate *newSampleRate) 
{ 
    IOLog("SampleAudioEngine[%p]::peformFormatChange(%p, %p, %p)\n", this, audioStream, 
newFormat, newSampleRate); 
     
    // Since we only allow one format, we only need to be concerned with sample rate changes 
    // In this case, we only allow two sample rates, 44100 and 48000,  
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    // so those are the only ones we check for. 
    if (newSampleRate) { 
        switch (newSampleRate->whole) { 
            case 44100: 
                IOLog("/t-> 44.1kHz selected\n"); 
                // Add code to switch hardware to 44.1khz 
                break; 
            case 48000: 
                IOLog("/t-> 48kHz selected\n"); 
                // Add code to switch hardware to 48kHz 
                break; 
            default: 
                // This should not be possible since we only specified 44100 and 48000  
                // as valid sample rates 
                IOLog("/t Internal Error - unknown sample rate selected.\n"); 
                break; 
        } 
    } 
    return kIOReturnSuccess; 
} 

■NoteTheperformFormatChange()methodwillbecalledonlyforformatsspecifiedwhenIOAudioStreams
werecreated.

ClippingandConvertingSamples
BecauseCoreAudio(AudioHAL)workswithhigh-precision32-bitfloating-pointsamples,wemust
convert(unlesssupportednativelybyhardware)audiosamplesfromfloating-pointformatintoaformat
thehardwarecanunderstandwhenoutputtingaudio.Mostaudiohardwaremayonlyhandleinteger
samples,asisthecasewithourvirtualMyAudioDevicedriver.

TheIOAudioEnginesubclassshouldoverridetheIOAudioEngine::clipOutputSamples()methodifthe
enginehasanoutputIOAudioStream.Similarly,itwillneedtooverridethe
IOAudioEngine::convertInputSamples()methodifithasaninputIOAudioStream.Themethodsare
responsibleforconvertingaudiodatatoorfromthenativeformataswellastoclipsamples.Clipping
referstotheprocessofcheckingeachsampletoensureitiswithinthevalidrange.Forexample,a
floating-pointsamplehastobeintherangeof–1.0to1.0,andvalueslowerorhighermustbeclippedto
thenearestvalidvalue.TheclipOutputSamples()methodforMyAudioDeviceisimplementedasfollows:

IOReturn MyAudioEngine::clipOutputSamples(const void *mixBuf, void *sampleBuf,  
                                                UInt32 firstSampleFrame,  
                                                UInt32 numSampleFrames,  
                                                const IOAudioStreamFormat* streamFormat,  
                                                IOAudioStream* audioStream) 
{ 
    UInt32 sampleIndex, maxSampleIndex; 
    float *floatMixBuf; 
    SInt16 *outputBuf; 
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    floatMixBuf = (float *)mixBuf; 
    outputBuf = (SInt16 *)sampleBuf; 
     
    maxSampleIndex = (firstSampleFrame + numSampleFrames) * streamFormat->fNumChannels; 
     
    for (sampleIndex = (firstSampleFrame * streamFormat->fNumChannels); sampleIndex < 
maxSampleIndex; sampleIndex++)  
{ 
        float inSample; 
         
        inSample = floatMixBuf[sampleIndex]; 
         
        if (inSample > 1.0) { 
            inSample = 1.0; 
        } else if (inSample < -1.0) { 
            inSample = -1.0; 
        } 
         
        // Scale the -1.0 to 1.0 range to the appropriate scale for signed 16-bit samples  
        // and then convert to SInt16 and store in the hardware sample buffer 
        if (inSample >= 0) { 
            outputBuf[sampleIndex] = (SInt16) (inSample * 32767.0); 
        } else { 
            outputBuf[sampleIndex] = (SInt16) (inSample * 32768.0); 
        } 
    }  
    return kIOReturnSuccess; 
} 

Themethodtakessamplesfromthemixbuffercontainingthecombinedaudiostreamforallclients
usingourdevice,convertsthesamples,andtransfersthemintothefinalI/Obuffer(fOutputBuffer).The
methodtakessixarguments,asfollows:

1. Apointertothemixbuffer,fromwhichyoushouldgetsamples.

2. ThesampleBufparameteristhesamplebufferoftheIOAudioStreamgivenby
theaudioStreamparameter.

3. firstSampleFrameistheoffsetintothebuffersyoushouldstartfrom.

4. ThenumSampleFramesparameteristhenumberofsamplesyoushouldconvert
andclip.

5. ThestreamFormatparameterisanIOAudioStreamFormatstructure,which
describesthecurrentformatoftheaudiostream.

6. ApointertotheIOAudioStreamthatownsthesamplebuffer.

TheimplementationofconvertInputSamples()isverysimilar,onlythereverseisdone;convertto
floating-pointsamplesinsteadoffromfloating-pointsamples.CheckthesourcecodeforMyAudioDevice
toseeitsimplementation.Ifyourdriversupportsmultipleaudioformats,yourclipfunctionswillbe
morecomplicatedthanthepreceding,whichhandleonlyconversionto16-bitsignedintegersamples.

TheMyAudioDeviceimplementationistakenfromApple’sexampledriverandisintendedtobeas
simpleaspossiblefordemonstrationpurposes.Becausethemethodhastomanipulateeverychannelof
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everysampleframe,itiscrucialthatthemethodisasefficientaspossible.Tospeedthecodeup,it
wouldbepossibletouseavector-basedinstructionsetsuchasSSEtoprocessmultiplesamplesata
time.SeeChapter17forinformationabouthowSSEinstructionscanbeusedinthekernel.

Theclipandconvertmethodsarethebestlocationtomanipulatetheaudiodatashouldyourdriver
needtoperformanysortofadjustment,suchasfilteringcertainfrequencies.Ifyouareimplementinga
virtualaudiodevice,youcanperformvirtualvolumeleveladjustmentssimultaneouslybyattenuating
thesamplestothedesiredlevelormutingthembyzeroingeachsample.CanyoumodifyMyAudioDevice
todothis?

TheconvertInputSamples()methodisverysimilartotheoutputversion,butonedifferenceisthatit
shouldalwayswritetothebeginningofthedestination,unlikeclipOutputSamples(),whichmaystartat
anoffsetintothebuffer.

■TipConsultthesourceofMyAudioDevicetoseehowtheconvertInputSamples()methodisimplemented.

StartingandStoppingtheAudioEngine
TheaudioengineisstartedandstoppedasneededbytheCoreAudioHAL.However,thestartandstop
actionsdon’trelatetotheIOServicelifecyclemethodsstart()andstop(),whicharecalledoncewhen
thedriverloadsforthefirsttimeandoncebeforethedriverisabouttounload.Instead,the
IOAudioEngineclassprovidestheperformAudioEngineStart()andperformAudioEngineStop()methods,
which,unliketheaforementioned,startandstopaudioI/Oonly.InMyAudioDevice,the
performAudioEngineStart()methodisimplementedasfollows:

IOReturn MyAudioEngine::performAudioEngineStart() 
{ 
    UInt64  time, timeNS; 
 
    IOLog("MyAudioEngine[%p]::performAudioEngineStart()\n", this); 
    fInterruptCount = 0; 
    takeTimeStamp(false); 
    fAudioInterruptSource->setTimeoutUS(kAudioInterruptInterval / 1000); 
     
    clock_get_uptime(&time); 
    absolutetime_to_nanoseconds(time, &timeNS); 
     
    fNextTimeout = timeNS + kAudioInterruptInterval; 
    return kIOReturnSuccess; 
} 

TheperformAudioEngineStart()methodshoulddotwothings,ensurethedevicestartsplayingor
capturinginhardwareandensuretheinitialtimestampofthesamplebuffer(s)issetbycallingthe
takeTimeStamp()function.WewilldiscussthepurposeandmeaningofthetakeTimeStamp()methodin
thenextsection.InMyAudioEngine,wesimplytakethefirsttimestampandscheduletheinterrupttimer
totimeoutin10ms.

TheperformAudioEngineStop() willreversetheactionstakenwhentheenginewasstartedand
disableinterruptssothedevicenolongerperformsI/Ofromthesamplebufferandresetitintoastate
whereitwillbereadytorunagain.TheMyAudioDevicedriverimplementsthemethodasfollows:
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IOReturn MyAudioEngine::performAudioEngineStop() 
{ 
    IOLog("MyAudioEngine[%p]::performAudioEngineStop()\n", this); 
    fAudioInterruptSource->cancelTimeout(); 
    return kIOReturnSuccess; 
} 

Themethodsimplycancelsanyfurtherinterrupts;however,theengineisleftinastatewhereitis
readyforI/Otobestartedagain.Whenthedriverisabouttounload,itsstop()methodwillbecalledand
canbeusedtoteardownanythingperformedininitHardware().Audiostreamsandanycontrols
attachedtotheclassarecleanedupautomaticallybythesuperclass.Inourcase,thisleavesthestop()
methodlookingmuchlikeperformAudioEngineStop(),withtheonlyadditionalstepbeingtoremovethe
interruptsource,asfollows:

void MyAudioEngine::stop(IOService *provider) 
{ 
    IOLog("MyAudioEngine[%p]::stop(%p)\n", this, provider); 
     
    if (fAudioInterruptSource) 
    { 
        fAudioInterruptSource->cancelTimeout(); 
        getWorkLoop()->removeEventSource(fAudioInterruptSource); 
    } 
    super::stop(provider); 
} 

EngineOperation:HandlingInterruptsandTimestamps
InanaudioengineforaDMA-baseddevice,thereisactuallynotthatmuchtodo.Thedevicewill
continuouslyreadfromthebufferforanaudiooutputstreamandwritetothebufferforanaudioinput
stream.TheDMAenginewillrunmoreorlesswithoutanyinterventiononcestarted.However,thereis
oneveryimportanttasktoperform,whichistoinformtheIOAudioEngineofthetimewhenasample
bufferwrapsaroundtothestartandtokeeptrackofhowmanytimesithaswrapped.Itiscriticalthat
thetimestampisasaccurateaspossible.TheinformationisusedbytheAudioHALtokeeptrackofthe
samplebufferpositionatanygiventime.ThisisimportantbecauseCoreAudio,unlikeotheraudio
architecture,doesnotreceivedirectnotificationsfromthedriveronceanI/Ocyclecompletes(i.e.,the
bufferwraps).Instead,itreliesonthetimestampstakenbythedrivertopredictthefuturepositionofthe
samplebuffer.TakingatimestampisachievedbycallingthetakeTimeStamp()method,whichwillstore
thecurrenttimeinnanosecondstoaninternalinstancevariableintheIOAudioEngineclass
(fLastLoopTime)andtheloopcount(fCurrentLoopCount).

IntheperformAudioEngineStart()method,ittakestheinitialtimestamponcetheI/Obegins.You
willnoticeitpassedfalseasanargument,whichensurestheloopcountisnotincrementedsincewe
havenotyetcompletedanyloops.

Therefore,atthebasiclevel,assumingthehardwaredeviceissuesaninterruptonceitwrapsaround
tothebeginningofthebuffer,aninterruptroutinesimplyconsistingofacalltotakeTimeStamp()canbe
implemented.Somehardwaredevicesallowthedrivertoprogramtherateofinterrupts.Inthiscase,you
maywanttocounttheinterruptsandonlycalltakeTimeStamp()onceNinterruptshaveoccurred.Thisis
thecaseofMyAudioDevice,whichisdrivenbyatimerthat“interrupts”every10ms.Ourdeviceoperates
atarateof48kHz(48000samples)andourbufferfitshalfasecondofaudio,whichmeansittakes500
msbeforeourbufferwrapsbacktothebeginning;therefore,wewanttocount50interrupts(50*10ms)
beforecallingtakeTimeStamp().ThecodeforMyAudioDevice’sinterrupthandlerisasfollows:
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void MyAudioEngine::interruptOccured(OSObject* owner, IOTimerEventSource* sender) 
{ 
    UInt64      thisTimeNS; 
    uint64_t    time; 
    SInt64      diff; 
     
    MyAudioEngine* audioEngine = (MyAudioEngine*)owner; 
 
    if (audioEngine) 
        audioEngine->handleAudioInterrupt(); 
    if (!sender) 
        return; 
     
    clock_get_uptime(&time); 
    absolutetime_to_nanoseconds(time, &thisTimeNS); 
    diff = ((SInt64)audioEngine->fNextTimeout - (SInt64)thisTimeNS); 
         
    sender->setTimeoutUS((UInt32)(((SInt64)kAudioInterruptInterval + diff) / 1000)); 
    audioEngine->fNextTimeout += kAudioInterruptInterval; 
} 
 
void MyAudioEngine::handleAudioInterrupt() 
{ 
    UInt32 bufferPosition = fInterruptCount % (kAudioInterruptHZ / 2); 
    UInt32 samplesBytesPerInterrupt =  
        (kAudioSampleRate / kAudioInterruptHZ) * (kAudioSampleWidth/8) * kAudioNumChannels; 
    UInt32 byteOffsetInBuffer = bufferPosition * samplesBytesPerInterrupt; 
     
    UInt8* inputBuf = (UInt8*)inputBuffer + byteOffsetInBuffer; 
    UInt8* outputBuf = (UInt8*)outputBuffer + byteOffsetInBuffer; 
         
    // Copy samples from the output buffer to the input buffer. 
    bcopy(outputBuf, inputBuf, samplesBytesPerInterrupt); 
    // Tell the buffer to wrap 
    if (bufferPosition == 0) 
    { 
        takeTimeStamp(); 
    } 
     
    fInterruptCount++;     
} 

Inadditiontotakingtimestampswheneverthebufferwraps,youarealsorequiredtoimplementthe
getCurrentSampleFrame()method,whichshouldreturnthecurrentpositionofthesamplebuffer.The
samplepositionisusedbyIOAudioEnginetoerase(settozero/silence)samplesthathavealreadybeen
played.Themethodisnotrequiredtoreturna100%accurateposition,butthepositionreturnedshould
bebehindthehardwarereadhead.Otherwise,youriskoverwritingsamplesthathavenotyetbeen
played,whichagainwillresultinpops,clicks,orotheraudiodistortions.Thebufferwillbeerasedupto
butnotincludingthesampleframereturnedbythefunction.Thereareseveralwaysofgettingthe
position,suchasreadingitfromahardwareregister,usingtimestampstocalculatethepositionbased
onthesamplerate,orusinganinterruptcount.MyAudioDeviceusesthelatter,asshowninthefollowing
example:
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UInt32 MyAudioEngine::getCurrentSampleFrame() 
{ 
    UInt32 periodCount = (UInt32) fInterruptCount % (kAudioInterruptHZ/2); 
    UInt32 sampleFrame = periodCount * (kAudioSampleRate / kAudioInterruptHZ);         
    return sampleFrame; 
} 

AdditionalAudioEngineFunctionality
PrevioussectionshavediscussedthebasicoperationoftheIOAudioEngineclass.Itdoes,however,havea
numberofotherusefulmethodsandcapabilities.SomeusefulmethodsofIOAudioEnginewehaven’t
discussedsofarareoutlinedinTable12-2.

Table12-2.SummaryofAdditionalIOAudioEngineMethods

Method Description 

virtual void clearAllSampleBuffers() Zeros(silences)outallmixandsamplebuffers
attachedtotheIOAudioEngine.

virtual void 
clientClosed(IOAudioEngineUserClient 
*client); 

Calledwhenauserspaceclientclosesthe
connectiontotheIOAudioEngine.

virtual IOReturn convertInputSamplesVBR( 
const void* sampleBuf,  
void* destBuf,  
UInt32 firstSampleFrame,  
UInt32 &numSampleFrames,  
const IOAudioStreamFormat* streamFormat, 
IOAudioStream* audioStream) 

Ifoverridden,providesanalternativeto
convertInputSamples()forreturninga
differentnumberofsamplesfromwhatwas
requested.

virtual IOReturn eraseOutputSamples( 
const void* mxBuf, 
void* sampleBuf, 
UInt32 firstSampleFrame, 
UInt32 numSampleFrames, 
const IOAudioStreamFormat* streamFormat, 
IOAudioStream* audioStream) 

Thisisthemethodusedinternallyby
IOAudioEnginetoerasethesamplebuffers.It
isdeclaredvirtualsoitispossibletooverride
itifyouneedtoalterhowerasureis
performed.Youdonotneedtooverridethisif
yousimplywanttopreventerasefrom
happening,asthiscanbeachievedbycalling
setRunEraseHead(false).

virtual bool getRunEraseHead() Returnstrueiftheaudioengine’serase
processisactive.SeesetRunEraseHead().

virtual const IOAudioSampleRate* 
getSampleRate() 

Getsthecurrentsamplerateoftheaudio
engineinsamplespersecond.
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Method Description 

virtual const IOAudioEngineStatus* 
getState() 

Getsthestateoftheaudioengine,whichcan
beeitherkIOAudioEngineRunningor
kIOAudioEngineStopped.

virtual const IOAudioEngineStatus* 
getStatus() 

Returnsapointertotheinternalstatusbuffer
oftheaudioengine.Thisisastructurethat
containsthecurrentloopcountand
timestamps,aswellasthelocationofthe
erasehead.

virtual void setClockDomain(UInt32 
clockDomain = kIOAudioNewClockDomain) 

ThemethodsetsapropertyCoreAudiocan
usetodeterminehowanaudiodeviceclockis
synchronized.

virtual void setClockIsStable(bool 
clockIsStable) 

UsedbyCoreAudiotodeterminehowit
shouldtrackthesamplerateoftheaudio
device.Adevicewithanunstableclocksource
experiencingaudiodistortionsmaybenefit
fromsettingthistofalse.

virtual void setInputSampleOffset(UInt32 
numSamples) 

Setsthepositioninthesamplebufferwhere
CoreAudiowillread.

virtual void setMixClipOverhead(UInt32 
nexMixClipOverhead) 

Thismethodcanbecalledtohinttothe
IOAudioFamilythetimetakenbythemixand
cliproutine.Thevalueshouldbeanumber
between1and99andrepresentspercentage
ofthesamplebuffertime.

virtual void setOutputSampleOffset(UInt32 
numSamples) 

SetsthepositionwhereCoreAudiowillwrite
tointhesamplebuffer.

virtual void setRunEraseHead(bool 
runEraseHead) 

Disabletheeraseprocess.Foranenginethat
onlydoesinput,thisisdisabledbydefault.

Summary
Inthischapter,wehavecoveredthefollowingareas:

• DigitalaudioandPulseCodeModulation(PCM),whichisatechniquefor
convertingananalogaudiosignalintoadigitalrepresentation.Wehavealso
lookedathowPCMsamplesareencodedandinterleavedchannelbychannel.
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• TheCoreAudioarchitecture,whichcollectivelyprovidessound/audiosupportto
MacOSXandiOS.ThecornerstoneofCoreAudioistheHAL,whichcoordinates
theuseofaudiohardwareonbehalfofclientsandallowsmultipleclientstoaccess
audiohardwaresimultaneously.

• TheCoreAudioHAL,whichalwaysuses32-bitfloating-pointformattorepresent
audiosamples.Adriveristhereforeresponsibleforconvertingthenativeformatof
thehardwaretoorfromthisformat.

• IOAudioFamily,whichprovidesthekernel-levelsideoftheaudioarchitecture.The
keyclassesofthefamilyareIOAudioDevice,IOAudioEngine,andIOAudioStream.

• TheIOAudioDeviceclass,whichrepresentsahardwareaudiodeviceinthekernel.

• TheIOAudioEngineclass,whichrepresentsasingleI/Oengineforwhichan
IOAudioDevicemayhavemorethanone.Theclassisabstract.Theaudioengine
classmayhaveoneormoreIOAudioStreamsassociatedwithit.

• AnIOAudioStreamisusedtorepresentasinglesamplebuffer.

• Theoperationofanaudioengineisconceptuallysimple,theenginesimplyneeds
totellthesuperclass(whichagaincommunicateswithCoreAudio/AudioHAL)
whenthedevicehaswrappedtothebeginningofthesamplebufferandhow
manytimesthiseventhasoccurred.
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Networking 

NetworksupportinthekernelisimplementedprimarilyintheBSDlayer.TheBSDflavorsofUNIXare
renownedfortheirrobustandsecurenetworkingsupport.Consequently,codefromtheBSDnetworking
stackhasmadeitswayintoawidevarietyofoperatingsystems,includingMacOSXandiOS.Whilethe
networkingsupportisprimarilyintheBSDlayer,ithashooksintoI/OKit,whichprovidestheinterface
forbuildinghardware-basednetworkdrivers.Aconceptualviewofthekernelnetworkarchitectureis
showninFigure13-1.



Figure13-1.Conceptualviewofthekernelnetworkarchitecture

Fromauserspaceapplication’sperspective,networkingservicesareaccessedthroughthe
BSD/POSIXsocketAPI,withfunctionssuchasconnect(),listen(),andbind().However,thesocketAPI
isnotonlyaboutnetworking.Italsohandlesvariousformsofinter-processcommunication(IPC),such
asUNIXdomainsockets.UnlikemostBSDversions,theXNUkernelalsoimplementsanin-kernel
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socketAPI(KPI).ThisKPIallowsthekernelandKEXTstousesocketsmuchthesamewayasinuser
spaceapplications.ThekeydifferenceisthatfunctionsinthesocketKPIarenamedwitha“sock_”
prefix.Forexample,theconnect()functionisnamedsock_connect()inthekernelKPI.

Higher-levelAPIs,likeCoreFoundationorCocoa,buildtheirnetworksupportontopofthesocket
APIinterface.ThesocketAPIcommunicateswiththekernelthroughthestandardsystemcallinterface.
ThesocketlayersharesmanycommonalitieswiththefilesystemAPIs;indeed,asocketisjustaspecial
typeoffiledescriptor.Infact,theread()andwrite()systemcallfunctionscanbeusedonsocket
descriptorsaswell.

ThekernelpartofthesocketAPIisresponsibleforqueuingandroutingdatatoandfromthe
appropriateprotocolhandlerintheprotocolstack,whichhandlesthetasksofconstructingnetwork
packetsanddividingthedataintoappropriatelysizedpackets,addingchecksums,etc.It’sinthe
protocolstackthatTCP,UDP,andIParehandled.Theprotocolstackisalsoresponsibleforhandlingthe
detailsofrouting,thefirewall,andauxiliaryprotocols,suchasARP.Packetsdestinedforexternalhosts
endupintheinterfacelayeroftheBSDnetworkstack.Theinterfacelayeragainplugsintothenetwork
interfaceclassesintheI/OKit,whichagaincommunicateswithaphysicalnetworkdevicethroughits
driver.

FourkeydatastructuresareusedintheBSDnetworkstack:

• Thesocketstructurerepresentsopensocketsinuserspaceorkernelspaceandis
accessedusingfiledescriptorsfromuserspace.

• Thedomainstructureisusedtodescribeprotocolfamilies,suchasIPversion4
(PF_INET),IPversion6(PF_INET6),orthelocaldomain(PF_LOCAL/PF_UNIX).

• Theprotoswdescribesindividualprotocolhandlersforeachsupportedprotocol,
suchasIPv4,IPv6,TCP,UDP,ICMP,IGMP,orRAW.Protocolsaccessiblethrough
thesocketsinterface,suchasTCPandUDP,arereferredtobytheidentifiers
SOCK_STREAMandSOCK_DGRAM,respectively,whenanAF_INETsocketisused.

• Theifnetstructuredescribesanetworkinterface.Eachinterfacelistedbythe
commandifconfig,suchasen0,en1,andlo0,isbackedbyanifnetstructure.An
ifnetstructureisalsodefinedforeachI/OKitnetworkdriver.AnI/OKitdriver
doesn’tneedtointerfacewiththestructuredirectly,astheIONetworkInterface
classprovidesanabstractionforit.

AnotherfeatureoftheXNUkernelisthenetworkkernelextensions(NKE)mechanism.NKEallows
filterstobeinsertedatvariouslevelsofthenetworkstack,suchasinthesocketslayerorIPlayer.The
NKEarchitectureallowsyoutowritecustomroutingalgorithms,andimplementnewprotocolsand
virtualnetworkinterfaces.Itcanalsobeusedforpacketfilteringandlogging.Furthermore,thekernel
supportstheBerkeleyPacketFilter(BPF),whichallowsrawnetworktraffictoberoutedtouserspacefor
analysiswithtoolssuchastcpdump.WewilllookattheNKEsysteminmoredetaillaterinthischapter,as
wellashowtoimplementdriversfornetworkdevicesintheI/OKit.

Togetthemostoutofthischapter,itisnecessarythatyouhavesomeunderstandingofnetworking,
ofconceptssuchasTCP/IPandEthernet,andthatyouarefamiliarwiththelayersoftheOSImodel.

NetworkMemoryBuffers
NetworkMemoryBuffers,ormbufs,isafundamentaldatastructureinBSDUNIXsystems,includingMac
OSXandiOS.WhileitismostlyaconceptoftheBSDnetworklayer,youwillalsoencounterthembuf
datastructurewhenwritingI/Onetworkdrivers.Thestructureisusedtorepresentnetworkpacketsand
theirmetadata.Thestructureisnotexposedtouserspace.ThembufstructureisshowninListing13-1.
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Listing13-1.ThembufDataStructure

struct mbuf { 
    struct  m_hdr m_hdr; 
    union { 
        struct { 
            struct  pkthdr MH_pkthdr;            /* M_PKTHDR set */ 
            union { 
                struct  m_ext MH_ext;           /* M_EXT set */ 
                char    MH_databuf[_MHLEN]; 
            } MH_dat; 
         } MH; 
         char    M_databuf[_MLEN];              /* !M_PKTHDR, !M_EXT */ 
    } M_dat; 
 }; 

Thecompletembufstructureisfixedsizeandiscurrently256byteslong.Thissizeincludesboththe
headerandthedataheldbythestructure.Togetthenumberofbytesavailablefordatastorage:(256 – 
sizeof(struct m_hdr)).Todescribelargerpackets,multiplembufsarelinkedtogetherinalinkedlistas
showninFigure13-2.



Figure13-2.Achainofmbufstructures

Alistofmbufsiscalledachain.InFigure13-2,achainofthreembufs,eachdescribingapacket,is
shown.Eachmbufmaycontainchainsofothermbufsmakingupthecompletenetworkpacket.

Toreduceoverheadwithlargepackets,mbufscanhavetheirstructurepointtoanexternalbuffer
insteadofusingtheinternalstorageofthembuf.Anmbufstructurewithanexternalbufferisreferredtoas
acluster.TheMH_extfieldisusedtodescribetheexternalbuffer.Thembufheader(m_hdr)islocatedatthe
startofthestructureandcontainsthelengthofthembuf’sdata,whichisstoredinthemh_lenfield.The
headeralsocontainsthepointersforthenextbufferinthechain,andthenextentryinalist/orqueue,
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whichusuallyrepresentanewpacket;however,mbufscanalsobeusedforstorageofothercontrol
information.The mh_typeandmh_flagsareusedtodeterminethetypeandoptionsofanmbuf—for
example,whetherithasanassociatedexternalbuffer.Ifanmbufrepresentsthestartofapacket,the
MH_PKTHDRwillbeset,andifthembufhasexternaldata,theMH_EXTflagwillbeset,whichmeansthatitis
safetoaccessthembuf’sMH_pkthdrorMH_extstructures.

WorkingwithMemoryBuffers
WhilethembufstructureisfoundinmanyUNIXvariants,theprogramminginterfaceforworkingwith
themdiffersbetweenplatforms.TheXNUkerneloffersthembufKPIforworkingwithmbufs.Theideaof
theKPIistotreatthembufasanopaquestructure,whichisonlymanipulatedbyKPIfunctionsinsteadof
accessingstructurefieldsdirectly.Thisallowsthembufimplementationtochangeunderthehoodbut
stillremainbinaryandsourcecompatiblewithcodethatusesKPI.Forthisreason,whenmanipulating
mbufs,wedonotusethembufstructuredirectlybutratherusethehandlembuf_tasareference.

TipThembufKPIheaderfileisbsd/sys/mbuf.h.ThefulldocumentationfortheKPIcanbefoundat
http://developer.apple.com/library/mac/#documentation/Darwin/Reference/KernelIOKitFramework/kp

i_mbuf_h/.

Gettingdatainandoutofmbufscanbeachievedwiththefollowingfunctions:

errno_t mbuf_copydata(const mbuf_t mbuf, size_t offset, size_t length, void *out_data); 
errno_t mbuf_copyback(mbuf_t mbuf, size_t offset, size_t length, const void *data, mbuf_how_t 
how);  

Itisnotalwayspossibletousebcopy()orsimilarfunctionsdirectly,becausedatainmbufsmaybe
scatteredoverseveralstructuresorexternalbuffers.Theprecedingfunctionssimplifythistask
significantly.However,ifthebufferisknowntobecontiguous,thembuf_data()functioncanretrievethe
pointertothedataareaofthembuf.Thembuf_copydata()functioncopiesdatafromanmbuf(chain)to
thememorylocationpointedtobytheout_dataparameter,whichshouldbelargeenoughtohold
lengthbytes.

Thembuf_copyback()doesthereverseandallowsyoutocopydatabacktoanmbuf.Ifthembufisnot
largeenough,thefunctionwillgrowthebufferbyappendingmorembufstoformachain.Thelast
parameterhowshouldbeeitherMBUF_WAITOKorMBUF_DONTWAIT,whichindicatestothefunctionwhetherit
isallowedtoblockwhileallocatingmemory.Inaninterruptroutineorperformancecriticalpath,
MBUF_DONTWAITmustbeusedand,generally,wherepossible,MBUF_DONTWAITispreferred.

ThembufKPIoffersseveralwaystoconstructnewmbufsasshownhere:

errno_t mbuf_allocpacket(mbuf_how_t how, size_t packetlen, unsigned int *maxchunks, mbuf_t 
*mbuf);  
errno_t mbuf_allocpacket_list(unsigned int numpkts, mbuf_how_t how, 
                              size_t packetlen, unsigned int *maxchunks, mbuf_t *mbuf); 
errno_t mbuf_tag_allocate(mbuf_t mbuf, mbuf_tag_id_t module_id,  
                          mbuf_tag_type_t type, size_t length, mbuf_how_t how, void **data_p);  

Followingisabriefdescriptionoftheprecedingfunctions:

http://developer.apple.com/library/mac/#documentation/Darwin/Reference/KernelIOKitFramework/kp
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• mbuf_allocpacket()allocatesachainofmbufswithaleadingpacketheaderofthe
specifiedlength.maxchunksisaninput/outputparameterthatspecifiesthe
maximumlengthofthechain.IfNULLisspecified,thereisnolimit.

• mbuf_allocpacket_list()isidenticaltombuf_allocpacket()butgeneratesalistof
mbufchainsinstead.

• mbuf_tag_allocate()allocatesanmbufbutalsoallowsonetospecifyadditional
data(tag)thatwillbepassedalongwiththembufasittravelsthroughthestack.
Thetagcanberetrievedagainbyusingthembuf_tag_find()function.

Besidesallocatingandcopyingdatainandoutofanmbuf,acommonoperationistoiteratethrough
anmbufchainusingthembuf_next()macro:

void walk_mbuf(mbuf_t mbuf_head) 
{ 
    mbuf_t mb; 
    unsigned char* data; 
    size_t len; 
     
    for (mb = mbuf_head; mb; mb = mbuf_next(mb)) 
    { 
         data = (unsigned char*)mbuf_data(mb); // get pointer to data 
         len = mbuf_len(mb);                   // get length of this segment 
    } 
} 

NetworkKernelExtensions
ThekernelsupportsextendingthenetworkstackatmultiplelevelsthroughtheNetworkKernel
Extensions(NKE)mechanism.AnNKEisnodifferentfromaregularKEXT;itismerelyatermusedto
describeaKEXTthatinterfaceswithorextendsthenetworkstack.

Assuch,NKEsarealsodynamicallyloadableandunloadableatruntime.NKEsarenotpartofthe
I/OKit,butlocatedintheBSDlayer.TheNKEmechanismisuniquetoMacOSXandnotfoundinBSD
UNIXflavors,suchasFreeBSD.

AnNKEcanbeusedformanypurposes.Someexamplesofuseinclude,butarenotlimitedto,the
following:

• Customfirewallorsecuritymechanisms,suchasencryption

• Addingsupportfornewprotocols

• Addingsupportfornewnetworkinterfaces

• Creatingvirtualnetworkinterfaces

• Creatingcustomroutingschemes

• Delaying,modifying,inspecting,orblockingnetworkpackets

• Debuggingnetworkstackanddrivers

AnNKEtypicallyutilizesoneofthefollowingKPI/filteringmechanisms:
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• Socketfilter:Allowsfilterstobeinsertedatvariouspointsinthesocketlayer,and
canfilterinboundandoutboundtrafficaswellasout-of-bandcommunication.It
canfiltermostprotocolssupportedbythesocketAPI.Itispossibletomodify,
delay,orrejecttraffic.

• IPfilter:AllowsfilteringofIPversion4and6traffic.

• Interfacefilter:Allowstraffictobemonitoredandmodifiedonaspecificnetwork
interface.Sincethishappensattheendofthestack,allprotocolsandtraffic
destinedforthatinterfacewillbevisible.

• InterfaceKPI:Aprogramminginterfaceforcreatingnewnetworkinterfaces.

• Protocolplumber:Providesthegluethatconnectsanetworkprotocoltoanetwork
interface.

KernelControlKPI
Thekernelcontrolinterface<sys/kern_control.h>isaKPIthatallowsaKEXTtocommunicatebi-
directionallywithuserspaceprocesses.ThismechanismisoftenusedinconjunctionwithNKEstoallow
userspaceprogramstocontrolandconfigureaKEXT.AfulldiscussionoftheKernelControlKPIis
providedinChapter17.

SocketFilters
AsocketfilterisapowerfulmechanismthatallowsinterceptingofnetworkandIPCtrafficinthekernel’s
socketlayer.Thesocketlayer(andhencethesocketfilter)issituatedbetweenuserspaceandthe
networkprotocolstackinthekernel.Becauseofthis,socketfilterscannotpeekattheIPorTCPheader
ofanoutgoingnetworkpacketbecausethathappenslaterintheprocessingchain.However,itisstill
possibletofilterIP-basedtrafficusingasocketfilter,asmetadata,suchastheIPaddressthepacketis
destinedfor,isknown.Thesameistrueforincomingtraffic.Theprotocolstackwillstripheader
informationbeforeitentersthesocketlayer.Ineffect,weareseeingthereassembleddatathatwill
eventuallybereadbyauserspaceapplication.Becauseofthis,asocketfilterisnotsuitableforusewhen
informationfromprotocolheadersisrequired,andoneshouldusethelowerlevelIPorinterfacefilters
instead.

Anotherthingtonoteisthatasocketfiltercannotfiltertrafficfromprotocolsthatarenotinitiated
throughthesocketAPI,becausesomeauxiliaryprotocolsarehandleddirectlyintheprotocolstack.An
examplewouldbeARPandRARPrequests,whicharehandledbythekernelandaren’tusuallyinitiated
byauserapplicationbutratherhappenasasideeffectofsomeothertypeoftraffic.ThesocketAPIis
mostcommonlyusedbyuserspaceapplicationsorlibraries,however,aspreviouslymentioned,asocket
KPIalsoexists,allowingthekerneltousesocketcommunicationinmuchthesamewayasuserspace.
Kernel-initiatedsocketscanalsobefiltered.

Thesocketinterfaceisn’trestrictedtojustfilteringdatapackets.Itcanalsointerceptout-of-band
communication,suchascallstosocket-relatedsystemcallslikebind()andlisten().

Asocketfilterisregisteredbyfillingoutdesiredcallbacksinthesflt_filterstructure,asshownin
Listing13-2.
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Listing13-2.Thesflt_filterStructureUsedtoRegisteraSocketFilter(kpi_socketfilter.h)

struct sflt_filter { 
        sflt_handle                       sf_handle; 
        int                               sf_flags; 
        char                             *sf_name; 
        sf_unregistered_func              sf_unregistered; 
        sf_attach_func                    sf_attach; 
        sf_detach_func                    sf_detach; 
        sf_notify_func                    sf_notify; 
        sf_getpeername_func               sf_getpeername; 
        sf_getsockname_func               sf_getsockname; 
        sf_data_in_func                   sf_data_in; 
        sf_data_out_func                  sf_data_out; 
        sf_connect_in_func                sf_connect_in; 
        sf_connect_out_func               sf_connect_out; 
        sf_bind_func                      sf_bind; 
        sf_setoption_func                 sf_setoption; 
        sf_getoption_func                 sf_getoption; 
        sf_listen_func                    sf_listen; 
        sf_ioctl_func                     sf_ioctl; 
        struct sflt_filter_ext { 
                unsigned int              sf_ext_len; 
                sf_accept_func            sf_ext_accept; 
                void                     *sf_ext_rsvd[5];        /* Reserved */ 
        } sf_ext; 
#define sf_len                            sf_ext.sf_ext_len 
#define sf_accept                         sf_ext.sf_ext_accept 
}; 

Asyoucansee,therearequiteafewcallbacks,butonlyafew,suchassf_attachandsf_detach,are
mandatory.Non-mandatorycallbacksnotneededbyafiltercanbesettoNULL.Asocketfiltercan
operateintwomodes;whichmodeisuseddependsontheflagssetinthesf_flagsfield.Therearetwo
possiblevalues:

• SFLT_GLOBALIfset,thefilterattachesitselftoeverysocketthatmatchesthe
protocoldomainandprotocolspecifiedwhenthefilterwasregistered.Once
registered,thefilterwillbeinvokedforeverynewsocketcreatedmatchingthe
criteria.

• SFLT_PROGThefilterwillbeactivated,onlyifanownerofthesocketspecifically
requestsit,byusingtheSO_NKEsocketoptiontothesetsockopt()systemcall.

Thefirstfieldofthestructuresf_handleisusedtoidentifythefiltertoclientswhenthefilteris
operatinginprogrammaticmode(SFLT_PROGisset).Itisalsousedtoderegisterthesocketfilterafteruse.
Thehandleconsistsofafour-charactersequence,whichshouldbeunique.Appleprovidesaregistration
processtoapplyforauniquecharactersequencecalledacreatorcode.Thesft_namefieldisusedfor
debugpurposesandiscommonlysettothebundleIDofthecontainingKEXT,butitcanbeanything.

Asocketfilterisregisteredwiththesystemusingthesflt_register()function.
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BuildinganApplication-LevelFirewallUsingSocketFilters
Tobetterunderstandhowthesocketfiltermechanismworks,let’slookatanexampleofwhatitcanbe
usedfor.WhileMacOSXshipswithanapplication-levelfirewallalready(ALF.kext),wewilldoavery
simplisticversiontodemonstratethepowerofsocketfilters.TheAppWallarchitectureconsistsofan
NKEKEXT,whichcontainsthesocketfilter.AppWallwillsolvetheproblemofpreventingunauthorized
programsfromaccessingthenetwork.Thesocketfiltercanalsologinformationaboutdatatransferred
ineitherdirectionforaspecifiedprogram,withoutinterferingwithitsoperation.BecauseAppWallwill
beproof-of-concept,wewilllimitittosupportIPversion4usingtheTCPprotocol.

Let’sgetstartedbydefiningthesocketfilter:

#define APPWALL_FLT_TCP_HANDLE       'apw0'      // codes should registered with Apple 
 
static struct sflt_filter socket_tcp_filter = { 
        APPWALL_FLT_TCP_HANDLE, 
        SFLT_GLOBAL, 
        “com_osxkernel_AppWall”, 
        appwall_unregistered, 
        appwall_attach,    
        appwall_detach, 

NULL, 
... 
        appwall_data_in, 
        appwall_data_out, 
        appwall_connect_in, 
        appwall_connect_out, 
        NULL, 
... 
}; 

TipTheunabridgedsourceforAppWallwillbemadeavailableonthepublisher’swebsite:www.apress.com.

Becauseofourrequirements,wehaveleftoutanumberoffunctionpointersasNULL,astheyarenot
relevanttoourfilter’sdesign.Ifyouwish,youcaneasilymodifyAppWalltoimplementtheseaswell.

Let’shavealookathowweregisterthefilter:

kern_return_t AppWall_start (kmod_info_t * ki, void * d)  
{ 
... 
   ret = sflt_register(&socket_tcp_filter, PF_INET, SOCK_STREAM, IPPROTO_TCP); 
    if (ret != KERN_SUCCESS) 
        goto bail; 
     
    add_entry("ssh", 1);    // block the ssh application. 
    add_entry("nc", 0);     // log data from the nc application. 
    
    g_filter_registered = TRUE; 
... 
} 

http://www.apress.com
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Forbrevity,wehaveleftoutgeneralhousekeepingcode,suchasallocatinglocksorerrorhandling.
Oncethesflt_register()functionreturns,thefiltermaybeactiveandwemaystartseeingour
callbacksinvoked.Therefore,itisvitalthatanyneededresources,suchaslocks,areinitializedpriorto
registeringthefilter.

Thesflt_register()functiontakesfourarguments:

• Thepointertothesocketfilterstructure,asmentionedearlier.

• Theprotocoldomain,whichwespecifyasPF_INET,whichistheIPversion4
family.

• Thetype.WespecifySOCK_STREAM,whichreferstoafullduplexstream-based
socket.

• Andfinallytheprotocol,whichwespecifyasIPPROTO_TCP.

TipThedomain,typeandprotocolvaluesarethesameasthoseusedintheuserspacesocketAPI.Checkthe
man 2 socketmanualpageformoredetailsaboutavailabledomains,types,andprotocols.

Ifyouwishtohandleotherprotocols,suchasUDP,asecondcalltosflt_register() isneeded.
Eachregisteredfilterneedsitsownuniquehandle,soyouwillneedtodeclareasecondstructureforthe
UDPfilter.Ifdesired,thesecondstructuremaysharesomeorallcallbackswiththefirst.

Thelaststepistoaddsomeentriestoourlistofblocked/monitoredapplicationsusingtheAppWall 
add_entry()function.InarealNKE,youwouldmostlikelyhaveakernelcontrolthatallowedauser
spaceutilitytoconfigurethisinsteadofhardcoding.Theadd_entry()functioncreatesanappwall_entry
structure,asshowninListing13-3.

AppWallOperationandDataStructures
Beforewestartimplementingthefiltercallbacks,weneedtodeclaredatastructurestostoreinformation
collectedfromthefilter.Wedeclarethedatastructuresinasharedheaderfile,whichcanbeusedbya
userspaceutilityinthefuture,butfornow,isonlyusedbytheAppWallKEXT.Thedatastructureis
showninListing13-3.

Listing13-3.AppWallHeaderFile

#define BUNDLE_ID   "com.osxkernel.AppWall" 
 
struct app_descriptor 
{ 
    char name[PATH_MAX]; 
    unsigned long bytes_in; 
    unsigned long bytes_out; 
    unsigned long packets_in; 
    unsigned long packets_out; 
    int           do_block; 
    int           outbound_blocked; 
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    int           inbound_blocked; 
 
}; 
 
#if defined (KERNEL) 
struct appwall_entry 
{ 
    TAILQ_ENTRY(appwall_entry)   link;  
    struct app_descriptor        desc; 
    int                          users;    
}; 
#endif 
 
#endif 

Thefirststructureapp_descriptorisusedtoholdthenameofanapplicationtobeblockedor
monitored.Entrieswiththedo_blockfieldsettonon-zeroareblocked,whereasazerovaluemeanswe
willsimplycollectandreportstatisticsforit.

Weusethenameoftheapplicationandnotaprocessindentifier(PID)totrackeveryinstanceof
thatprogram.Whilethisisnotsecure,becauseyoucanbypassbyrenamingtheexecutable,itisfinefor
thesakeofexample.

Thefielddo_blockwillbenon-zero,ifwewishtoblockthisparticularapplication;ifitiszero,we
willinsteadcollectstatisticsonly.Ifweseeasocketfromanapplicationforwhichnoappwall_entry
exists,ourfilterwillignoreit.

AttachingandDetachingtheFilter
Theattach(sf_attach)anddetach(sf_detach)functionsarecalledwheneverourfilterattachesitselftoa
socket.Thishappenseitherbecausetheclientthatownsthesocketspecificallyrequestthatweattachor
foraglobalfilter,whenthesocketiscreated.Itisnotpossibletoattachtoasocketthatisalready
established.

Becauseafiltermayinterceptahighvolumeofsockets,thecallbacksshouldavoiddoinganyheavy
processing,asitmayimpactthesystem’snetworkperformance.AppWallwasdesignedfor
demonstrationandtobeassimpleaspossible,notasahigh-performancesocketfilter.

Let’slookattheimplementationoftheattachcallbackinAppWall:

static   errno_t appwall_attach(void** cookie, socket_t so) 
{ 
    errno_t                 result = 0; 
    struct appwall_entry*   entry; 
    char                    name[PATH_MAX]; 
     
    *cookie = NULL; 
     
    proc_selfname(name, PATH_MAX); 
     
    lck_mtx_lock(g_mutex); 
     
    entry = find_entry_by_name(name); 
    if (entry) 
    { 
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        entry->users++; 
        *cookie = (void*)entry; 
        printf("AppWall: attaching to process: %s\n", name); 
    } 
    else 
        result = ENOPOLICY; // don't attach to this socket. 
     
    lck_mtx_unlock(g_mutex); 
    
    return result; 
} 

Wearepassedtwoarguments:Thefirstisacookieparameterthatwecanusetoassignper-socket
data.Thecookiepointerwillbepassedbacktousineverycallback.Thesecondargumentisanopaque
referencetothesocketitself.Sincethesocketisopaque,itmustbeaccessedwiththesocketKPI.

RETRIEVING THE IP ADDRESS OF A SOCKET 

ThefollowingexampleshowshowtousethesocketKPItogettheIPaddressthesocketisbound
to:

unsigned char addstr[256]; 
struct sockaddr_in  addr; 
sock_getsockname(so, (struct sockaddr*)&addr, sizeof(addr)); 
inet_ntop(AF_INET, &addr.sin_addr, (char*)addstr, sizeof(addstr)); 
printf("%s:%d\n", addstr, ntohs(addr.sin_port)); 




Whentheappwall_attach()functiongetscalled,weareexecutinginthecontextofthetaskthat

createdthesocket,andwecan,therefore,callproc_selfname(),whichreturnstheprocessnameofthe
currenttask.Oncewehaveaname,wesearchthegloballinkedlistofappwall_entrystructurestoseeif
wecanfindamatch.Ifamatchisfound,weincrementitsuserscount,andassigntothecookiereturn
argument.

Allmanipulationofthelinkedlistisperformedunderaglobalmutextoprotectagainstconcurrent
access.Ifamatchisnotfound,wereturnENOPOLICY.Anynon-zeroreturncodefromthefunctionwill
havetheeffectofpreventingthefilterfrombeingattachedtothissocket(withoutaffectingthesockets
lifecycle)and,hence,nofurthercallbackswillbeseenforthatsocket.

Ifyouhaveasocket_thandle,youcanmanuallyattachtothesocketbycallingthesf_attach()
function.

Thesf_detach()callbackwillbeinvokedwhenthefiltershouldbedetachedfromthesocket,which
occurswhenasocketclosesorasaresultofthefilterbeingunregisteredwithsflt_unregister().The
detachcallbackinAppWallisimplementedasfollows:

static void 
appwall_detach(void* cookie, socket_t so) 
{ 
    struct appwall_entry*       entry; 
 
    if (cookie) 
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    { 
        entry = (struct appwall_entry*)cookie; 
         
        lck_mtx_lock(g_mutex); 
 
        entry->users--; 
        if (entry->users == 0) 
        { 
            printf("report for: %s\n", entry->desc.name); 
            printf("===================================\n"); 
             
            if (entry->desc.do_block) 
            { 
                printf("inbound_blocked: %d\n", entry->desc.inbound_blocked); 
                printf("outbound_blocked: %d\n", entry->desc.outbound_blocked);                   
            } 
            else 
            { 
                printf("bytes_in: %lu\n", entry->desc.bytes_in); 
                printf("bytes_out: %lu\n", entry->desc.bytes_out); 
                printf("entry->desc.packets_in: %lu\n", entry->desc.packets_in); 
                printf("entry->desc.packets_out: %lu\n",entry->desc.packets_out); 
            } 
            cookie = NULL; 
        }         
        lck_mtx_unlock(g_mutex); 
    } 
    return; 
} 

Thefunctionsimplyprintsareportofhowmanytimesconnectionswereblocked,orifthe
applicationwasmonitored,dumpsstatisticsforhowmanybytesandpacketsweretransmitted.

HandlingConnections
Asocketfiltercaninterceptcallstotheconnect()systemcallforoutgoingconnections.Thesystemcall
handlercallsourfilterbyusingthesf_connect_outfilterfunction.Thefilterfunctionispassedthe
followingthreearguments.

• Thecookie

• Ahandletothesocketitself

• Asockaddrstructuredescribingtheintendeddestinationofthesocket

Returningnon-zerofromthecallbackwillhavetheeffectofpropagatingtheerrordirectlybackto
thecalleroftheconnect()function(fromkerneloruserspace)andwillpreventthesocketfrombeing
establishedwithoutanypacketsgoingoutonthenetwork,whichishowAppWallisabletoblock
outgoingconnections.

ThereisacatchhereforUDP.UDPisconnectionlessandisnotrequiredtocallconnect()atall;it
willdosoonlytosetthedefaultaddressforsend()andrecv(),whichdoesnotresultinoutgoing
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networktraffic.BlockingUDPtrafficcaninsteadbedoneinthedataoutorincallbacksonaperpacket
basis.

Thesf_connect_infunction,ontheotherhand,isnotcalledinresponsetoasystemcalllike
sf_connect_outbutcalledbyaprotocolhandlerjustbeforeanewconnectionisestablished.The
sf_connect_incallbackiscurrentlyonlyinvokedforTCPanddoesnotapplytoUDP.(It’s
connectionless.)

Aswiththeoutputfilter,itispossibletorejecttheconnectionbyreturningnon-zero,preventingit
frombeingestablishedandsendinganyfurtherdatatothesocket.Thesf_connect_incallbacktakesthe
sameargumentsastheoutputcallback,butthesockaddrstructurewilldescribetheremoteaddress
instead.AppWallimplementsthesf_connect_infilterfunctionasfollows:

static  errno_t  
appwall_connect_in(void* cookie, socket_t so, const struct sockaddr* from) 
{ 
    struct appwall_entry*       entry; 
    errno_t                     result = 0; 
             
    entry = (struct appwall_entry*)cookie; 
    if (!entry) 
        goto bail; 
     
    lck_mtx_lock(g_mutex); 
 
    if (entry->desc.do_block) 
    { 
        printf("blocked incoming connection to: %s", entry->desc.name);  
        if (from) 
        { 
            printf(" from: "); 
            log_ip_and_port_addr((struct sockaddr_in*)from); 
        }         
        entry->desc.inbound_blocked++; 
        result = EPERM; 
    } 
    lck_mtx_unlock(g_mutex); 
bail: 
     
    return result; 
} 

Thefunctionlooksforanon-NULLcookie,andifoneispresent,checksiftheapplicationowningthe
currentsocketshouldbeblocked.

SocketDataInputandOutput
Therealpowerofsocketfiltersareinthesf_data_inandsf_data_outfilterfunctions.Theyallow
interceptionofincomingandoutgoingpackets.Packetsseenbyasocketfilter’sdatafunctionsare
strippedof(orhavenotyethadattached)protocolheaderinformation,suchasIP,TCP,orUDPheaders.
InthecaseofTCPandUDP,theinformationwillrepresenttheactualpayloaddata,whichwillbe
deliveredtoorfromasocket.Ifyouneeddatafromtheprotocolheaders,youmaywishtowriteanIPor
interfacefilterinstead.Forincomingdatapackets,youcandeterminethenetworkinterfaceapacket
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receivedbycallingmbuf_pkthdr_rcvif()onthembuf.Foroutgoingpackets,thisinformationisn’t
availablebecausethefilterfunctionexecutesbeforethepacketisroutedtoanetworkinterface.The
sf_data_outfunctioninAppWallisimplementedasfollows:

static  errno_t  
appwall_data_out(void* cookie, socket_t so, const struct sockaddr* to, mbuf_t* data, 
                 mbuf_t* control, sflt_data_flag_t flags) 
{ 
   struct appwall_entry*       entry; 
   errno_t                     result = 0; 
             
    entry = (struct appwall_entry*)cookie; 
    if (!entry) 
        goto bail; 
 
    lck_mtx_lock(g_mutex); 
    entry->desc.bytes_out += mbuf_pkthdr_len(*data); 
    entry->desc.packets_out++; 
     
    if (entry->desc.do_block) 
        result = EPERM; 
    lck_mtx_unlock(g_mutex); 
bail: 
    return result; 
} 

Thefunctionacceptsthefollowingsixparameters:

• Thecookiecontainingthepointertotheappwall_entrystructure.

• Asocket_treferencetosockettransmittingdata.

• Asockaddrstructurecontainingtheaddressofthehosttowhichthepacketis
destined.TheargumentisNULLforTCPpackets,butsetforUDP.Thedestination
ofaTCPsocketcanbedeterminedatthetimetheconnectioniscreated
(sf_connect_out).

• Apointertoanmbuf_thandle.Notethatyoucannotusethembuf_tdirectly,asitis
merelyahandle,youhavetousethembufKPItoextractdataandinformation
fromit.Alsonotethatthembufargumentisapointer,soitalsofunctionsasan
outputargument.Itispossibletoassignadifferentmbuf_t,whichwillbe
transmittedinlieuoftheoriginal.

• Apointertoanmbuf_thandlecontainingadditionalcontroldata.

• Thesixthparameterisusedtoindicatethetypeofdata,suchasnormal,out-of-
bandorrecordsdata.Therearetwovalidflags:sock_data_filt_flag_ooband
sock_data_filt_flag_record.Avalueofzeroindicatesnormaldata.

IntheAppWallcase,thedatainfunctionisimplementedinasimilarwaytotheconnectfunctionby
checkingifthecallingsockethasacookieattached,whichinturnmeansthatthepacketshouldeitherbe
loggedorblocked.WereturnEPERMtosignalthecallerthatitshouldfreethepacketandhaltfurther
processingifthepacketshouldbeblocked(filtered).Ifyouwishtokeepthepacket,butpreventitfrom
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progressingfurther,youcanreturnEJUSTRETURNinstead,whichwillpreventthecallerfromfreeingthe
packet.

AppWallimplementsthedatainputfunctionnearlyidentically.Itwillblockanincomingpacketby
returningEPERM.

TipIfyouwishtolearnmoreaboutsocketfilters,Appleprovidesamorecomprehensivesocketfilterexample,
called:tcplognke,whichcanbefoundontheirdeveloperwebsite.Itshowshowtologconnectionsaswellashow
toswallow(delay)andre-injectpacketsatalatertime.Italsodemonstratessomeoftheotherfilterfunctionswe
havenotcoveredhereandtheuserofthekernelcontrolmechanism.

InternetProtocolFilters
InternetProtocol(IP)filtersallowfilteringandinjectionofincomingandoutgoingIPpackets.TheIP
filtermechanismworksbothforIPv4andforIPv6.BecausetheIPoperatesatthenetworklayer,thereis
noconceptofconnectionsorsessions,asthatishandledbyhigherlayerprotocolsandmechanisms.At
theIPlevel,thereareonlypacketsgoinginandout.Asaresult,IPfiltersaresignificantlylesscomplex
thansocketfilters.Theprogramminginterfaceissimilartothatofsocketfilters.AnIPfilterisdefinedby
thestructureipf_filter:

struct ipf_filter {  
    void*           cookie;  
    const char*     name;  
    ipf_input_func  ipf_input;  
    ipf_output_func ipf_output;  
    ipf_detach_func ipf_detach;  
};  

Thestructureconsistsofthefollowingfieldsandcallbacks:

• Thecookiefieldisusedtoassignapointercontainingsomedatathatshouldbe
passedalongtoallthefilterfunctions.

• Thenameisusedfordebuggingpurposesandshouldbesettosomething
identifyingyourfilter/KEXT.

• Theipf_input andipf_outputfieldsdefinetheactualfilterfunctions,whichwill
becalledforincomingandoutgoingIPpackets,respectively.

• Theipf_detachfunctionwillbecalledwhenthefilterisdetached.Unlikeasocket
filter,whichdetacheswhenasocketcloseisterminated,IPfiltersneedtobe
detached/removedexplicitlybycallingipf_remove().Notethattheipf_remove()
functionmaydeferremovalofthefilterifoneofthefilterfunctionsareexecuting
whenthefunctioniscalled.Therefore,youneedtowaitfortheipf_detachfilter
functiontocompletebeforeaKEXTcanbeunloadedtoavoidakernelpanicwhen
theIPstacktriestocallipf_detachafterithasbeenunloadedfrommemory.

AcompleteexampleofaminimalIPfilterisshowninListing13-4.
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Listing13-4.MyIPFilter:ImplementationofaSimpleIPFilter

#include <mach/mach_types.h> 
#include <sys/kernel_types.h> 
#include <sys/systm.h> 
#include <sys/kpi_mbuf.h> 
#include <netinet/ip.h> 
#include <netinet/kpi_ipfilter.h> 
 
enum { 
    kMyFiltDirIn, 
    kMyFiltDirOut, 
    kMyFiltNumDirs 
}; 
 
struct myfilter_stats { 
    unsigned long udp_packets[kMyFiltNumDirs]; 
    unsigned long tcp_packets[kMyFiltNumDirs]; 
    unsigned long icmp_packets[kMyFiltNumDirs]; 
    unsigned long other_packets[kMyFiltNumDirs]; 
}; 
 
static struct myfilter_stats g_filter_stats; 
static ipfilter_t g_filter_ref; 
static boolean_t g_filter_registered = FALSE; 
static boolean_t g_filter_detached = FALSE; 
 
static void log_ip_packet(mbuf_t* data, int dir) { 
    char src[32], dst[32]; 
    struct ip *ip = (struct ip*)mbuf_data(*data); 
     
    if (ip->ip_v != 4) 
        return; 
     
    bzero(src, sizeof(src)); 
    bzero(dst, sizeof(dst)); 
    inet_ntop(AF_INET, &ip->ip_src, src, sizeof(src)); 
    inet_ntop(AF_INET, &ip->ip_dst, dst, sizeof(dst)); 
     
    switch (ip->ip_p) { 
        case IPPROTO_TCP: 
            printf("TCP: "); 
            g_filter_stats.tcp_packets[dir]++; 
            break; 
        case IPPROTO_UDP: 
            printf("UDP: "); 
            g_filter_stats.udp_packets[dir]++; 
            break; 
        case IPPROTO_ICMP: 
            printf("ICMP: "); 
            g_filter_stats.icmp_packets[dir]++; 
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        default: 
            printf("OTHER: "); 
            g_filter_stats.other_packets[dir]++; 
            break; 
    }   
    printf("%s -> %s\n", src, dst); 
} 
 
static errno_t myipfilter_output(void* cookie, mbuf_t* data, ipf_pktopts_t options) { 
    if (data) 
        log_ip_packet(data, kMyFiltDirOut); 
    return 0; 
} 
 
static errno_t myipfilter_input(void* cookie, mbuf_t* data, int offset, u_int8_t protocol) { 
    if (data) 
        log_ip_packet(data, kMyFiltDirIn); 
    return 0; 
} 
 
static void myipfilter_detach(void* cookie) { 
    /* cookie isn't dynamically allocated, no need to free in this case */ 
    struct myfilter_stats* stats = (struct myfilter_stats*)cookie; 
    printf("UDP_IN %lu UDP OUT: %lu TCP_IN: %lu TCP_OUT: %lu ICMP_IN: %lu ICMP OUT: %lu 
OTHER_IN: %lu OTHER_OUT: %lu\n", 
           stats->udp_packets[kMyFiltDirIn], 
           stats->udp_packets[kMyFiltDirOut], 
           stats->tcp_packets[kMyFiltDirIn], 
           stats->tcp_packets[kMyFiltDirOut], 
           stats->icmp_packets[kMyFiltDirIn], 
           stats->icmp_packets[kMyFiltDirOut], 
           stats->other_packets[kMyFiltDirIn], 
           stats->other_packets[kMyFiltDirOut]); 
     
    g_filter_detached = TRUE; 
} 
 
static struct ipf_filter g_my_ip_filter = {  
    &g_filter_stats, 
    "com.osxkernel.MyIPFilter", 
    myipfilter_input, 
    myipfilter_output, 
    myipfilter_detach 
};   
 
kern_return_t MyIPFilter_start (kmod_info_t * ki, void * d) {   
    int result; 
   
    bzero(&g_filter_stats, sizeof(struct myfilter_stats)); 
    result = ipf_addv4(&g_my_ip_filter, &g_filter_ref); 
     
    if (result == KERN_SUCCESS) 
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        g_filter_registered = TRUE; 
     
    return result; 
} 
 
kern_return_t MyIPFilter_stop (kmod_info_t * ki, void * d) { 
     
    if (g_filter_registered) 
    { 
        ipf_remove(g_filter_ref); 
        g_filter_registered = FALSE; 
    } 
    /* We need to ensure filter is detached before we return */ 
    if (!g_filter_detached) 
        return KERN_NO_ACCESS; // Try unloading again. 
     
    return KERN_SUCCESS; 
} 

ThefilterwillattachitselfoncetheKEXTisloaded,anddetachitselfonceitunloads.Thefilterwill
printthesourceanddestinationofeachreceivedIPpackettotheconsole,aswellaskeeptrackof
statisticsforTCP,UDP,andICMPpackets,forwhichasummaryisprintedoncethefilterisdetached.

Theipf_filterstructureisregisteredusingtheipf_addv4()function,whichregistersanIPv4filter.
IPv6filterscanberegisteredwithipf_addv6().

Theipf_inputandipf_outputcallbacksareinvokedfromtheIPstackonarrivalordepartureofan
IPpacket.ForincomingIPpackets,thefilterfunctionwillbecalledjustbeforethepacketgetsprocessed
byahigher-levelprotocolhandler,suchasTCPorUDP.IftheIPpacketwasfragmented,itis
reassembledbeforebeingpassedtothefilterfunction.Foroutgoingpackets,thefilterfunctionwillbe
calledbeforethepacketisfragmented.Normally,apacketwouldonlybeseenbyafilterfunctiononce.
However,thereisoneexception,whichisifthepacketusesanencryptionschemelikeIPSec,wherean
IPpacketmaycontainanotherencryptedIPpacket.Inthiscase,thefilterfunctionwillbecalledoncefor
theencryptedpacketandonceforthedecryptedpayload.

IPfiltersworkacrossinterfaces,soyouwillseepacketsfromandtoallactiveinterfacesinthe
system.Ifyouneedtoknowwhichinterfacethepacketarrivedfrom,thisinformationcanbeobtained
fromthembufpacketheader.Foroutgoingpackets,thisinformationisnotyetavailable,because
routingofthepackettoanetworkinterfacehappensaftertheoutputfilterfunctioniscalled.Thisisby
design,becauseitispossibleforthefilterfunctiontoalterthedestinationofapacket,aswewillsee
shortly.

IPfiltersarenotlimitedtoexaminingpackets;itisalsopossibletomodifypackets,rejectthem,and
injectyourownpackets.ToillustratethepowerofIPfilters,wecanmodifytheipf_outputfilterfunction
fromListing13-4withanewversion:

static errno_t myipfilter_output_redirect(void* cookie, mbuf_t* data, ipf_pktopts_t options) 
{ 
    struct in_addr addr_old; 
    struct in_addr addr_new; 
    int ret; 
     
    struct ip* ip = (struct ip*)mbuf_data(*data); 
    if (ip->ip_v != 4) 
        return 0; 
     



CHAPTER13NETWORKING

293

    addr_old.s_addr = htonl(134744072); // 8.8.8.8 
    addr_new.s_addr = htonl(167837964); // 10.1.1.12 
     
    // redirect packets to 8.8.8.8 to the IP address 10.1.1.12. 
    if (ip->ip_dst.s_addr == addr_old.s_addr) 
    { 
        ip->ip_dst = addr_new; 
        myipfilter_update_cksum(*data); 
        ret = ipf_inject_output(*data, g_filter_ref, options); 
        return ret == 0 ? EJUSTRETURN : ret; 
    } 
    return 0; 
} 

TheprecedingexamplewillredirectallIPtraffictothepublicIPaddress(8.8.8.8)toaninternalIP
addressonournetwork(10.1.1.12).WedothisbyexaminingthedestinationoftheIPaddressand,ifit
matchesouraddress,wemodifythepacket’sdestinationtothenewaddress.Becausewehavemodified
thepacket,weneedtore-injectit.Thiswillhavetheeffectoftreatingthemodifiedpacketasanewone
and,hence,itwillagainpassthroughourfilter.Wecanpreventthepacketfrombeingprocessedagain
byourfilterbypassinginthereferencetoourfilterwhenweinjectthepacket,asshowninthepreceding
example.

Sincewehavere-injectedthepacket,weneedtostoptheoriginalpacketfromprogressingfurther,
whichwedobyreturningEJUSTRETURN.Thiswilltellthecallertostopprocessingthepacketwithout
freeingit.Todiscardapacketcompletely,wecanreturnavalueotherthanzeroorEJUSTRETURN,which
willcausethecallertostopprocessingandalsofreethepacket.Theserulesapplyforbothincomingand
outgoingpackets.WhenmodifyinganIPpacket’sheader,weneedtoupdateitschecksum(CRC)to
preventthepacketfrombeingdiscardedascorrupt.TheIPchecksumcoversitsownheader,butnotthe
payload.TCPandUDPchecksumsarecalculatedusingsomeofthefieldsoftheIPheader,includingthe
sourceanddestinationaddress.Consequently,UDPandTCPchecksumsalsoneedtoberecalculatedif
anIPheader’saddressfieldsaremodified.IP,TCP,andUDPchecksumscanbecalculatedforanmbuf_t
usingthefunctionmbuf_inet_cksum().Seethemyipfilter_update_cksum()functioninthebooksample
projectMyIPFilterforanexampleofhowtoupdatethechecksums.

WecannowtestthatourmodifiedIPfilterfunctionworkscorrectlyusingthepingcommandline
utility:

$ ping 8.8.8.8 
PING 8.8.8.8 (8.8.8.8): 56 data bytes 
64 bytes from 10.1.1.12: icmp_seq=0 ttl=64 time=307.636 ms 
64 bytes from 10.1.1.12: icmp_seq=1 ttl=64 time=2.513 ms 

Asyoucansee,wewillnowgetrepliesfrom10.1.1.12insteadoftheoriginalIPaddress.This
happenstoworkwiththepingutility,whichusesaRAWsocket.However,foraregularsocket-based
applicationlikessh,wealsoneedtomodifythesourceaddressofincomingpacketstoenablefulltwo-
waycommunication,otherwise,theIPstackwillbeconfusedwhenitgetsunsolicitedpacketsfromthe
10.1.1.12 host.Youcanmodifytheipf_inputfilterfunctiontomodifyincomingpacketssothatthe
sourceaddressistranslatedfrom10.1.1.12backto8.8.8.8,therebyensuringthatthepacketisdirected
totherightapplication(whichstillthinkswearetalkingto8.8.8.8).Thisisconceptuallysimilartohow
NetworkAddressTranslation(NAT)technologyisimplemented.NATisthetechniqueusedbyMacOS
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X’sInternetsharingfeatureorhowtheiPhonecanshareits3Gconnectiontootherwirelessdevices.
RefertothefullsourcecodeoftheMyIPFilterexampletoseehowwecanmodifyapacketoninput.

Although,inthepreviousexample,wehaveonlymodifiedthedestinationaddress,itispossibleto
modifyanypartofthepacket,includingapplicationlayerdata.Itisalsopossibletocompletelyreplacea
packetwithanewone.ThestructureofatypicalIPpacketisshowninFigure13-3.



Figure13-3.AnEthernetframewithanIP,TCPheader,anddatapayload

Inthecaseofbothincomingandoutgoingpackets,afilterfunctionwillseethecompletepacket,
butthepacketdatapassedtothefilterfunctionwillnotincludeanydata-linklayerheaders,suchasan
Ethernetheader,becausethatwillbeprocessedbeforethepacketenterstheIPstackwhereourfilter
functiongetscalled.Similarlyforoutgoingpackets,theEthernet,orotherdata-linklayerheader,willbe
attachedafterthepacketgoesthroughthefilterfunction.Again,ifyouupdateanypartofthepacket,you
mustensurethatrelevantchecksumsareupdatedaswell.

InterfaceFilters
Interfacefiltersareasclosetothemetalaswecangetusingafilteringmechanism.Interfacefilters
operatejustbeforeandafterapacketissentorreceivedbyanetworkinterface.Ifapacketisdestinedfor
aphysicalinterface,asopposedtoaloopbackorvirtualinterface,itwilllikelybesenttoanI/OKitdriver
forphysicaltransmission.Aninterfacefilterisboundtoonlyoneinterface,unlikeanIPorsocketfilter,
whichseestheaggregatepacketflowofallinterfacesinthesystem.Ifyouneedtofilterpacketson
multipleinterfaces,youmustregistermultiplefilters,oneforeachinterface.Theinterfacefilter
mechanismisverysimilartothatofsocketandIPfilters.Aswithsocketfilters,interfacefilterscanalso
interceptout-of-bandevents,suchasioctl()messagessenttotheinterface—forexample,requeststo
setorgettheIPaddress,networkmask,orMTU(maximumtransferunit).Aninterfacefiltercanalso
trapeventstotheinterfacesentviathekerneleventAPI.AswithsocketandIPfilters,interfacefilters
allowinsertion,modification,rejection,anddelayofpackets.Aninterfacefilterisdefinedbythe
iff_filterstructure:

struct iff_filter {  
    void*             iff_cookie;  
    const char*       iff_name;  
    protocol_family_t iff_protocol;  
    iff_input_func    iff_input;  
    iff_output_func   iff_output;  
    iff_event_func    iff_event; 
    iff_ioctl_func    iff_ioctl;  
    iff_detached_func iff_detached;  
}; 

Allthefilterfunctionsareoptional,andfunctionsyoudonotcareaboutcanbeleftasNULL.Unlike
anIPorsocketfilter,aninterfacefilterwillseeallpacketsregardlessofprotocol,whichwillinclude
protocolshandledinthekernel,suchasARP.IfyourfilterisinterestedonlyinIPpackets,youcanuse
theiff_protocolfieldtospecifyAF_INETforIPv4orAF_INET6forIPv6,whichwillensurethatthefilter
functionwillnotbecalledforotherprotocols.Itisonlypossibletospecifyprotocolfamilies,not
individualprotocols,likeTCPorUDP.Furthermore,ifyourfilterneedstoexamineIPpackets,beaware
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thattheIPpacketsmaynowbefragmented,andyouwillnothavetheopportunitytoexamineencrypted
IPheaderswhenIPSecisused.Listing13-5showstheimplementationofasimpleinterfacefilter.

Listing13-5.MyInterfaceFilter:ASimpleNetworkInterfaceFilter

#include <libkern/libkern.h> 
#include <sys/errno.h> 
#include <sys/kpi_mbuf.h> 
#include <mach/mach_types.h> 
#include <net/kpi_interfacefilter.h> 
 
#include <netinet/in.h> 
#include <netinet/ip.h> 
#include <net/ethernet.h> 
 
static boolean_t g_filter_registered = TRUE; 
static boolean_t g_filter_detached = FALSE; 
static interface_filter_t g_filter_ref; 
 
static errno_t myif_filter_input(void* cookie, ifnet_t interface, protocol_family_t protocol,  
                                 mbuf_t* data, char** frame_ptr) 
{ 
    printf("incoming packet: %lu bytes\n", mbuf_pkthdr_len(*data)); 
    return 0; 
} 
 
static errno_t myif_filter_output(void* cookie, ifnet_t interface, protocol_family_t protocol,  
                                  mbuf_t* data) 
{ 
    printf("outgoing packet: %lu bytes\n", mbuf_pkthdr_len(*data)); 
    return 0; 
} 
static void myif_filter_detached(void* cookie, ifnet_t interface)  
{ 
    g_filter_detached = TRUE; 
} 
 
static struct iff_filter g_my_iff_filter =  
{  
    NULL, 
    "com.osxkernel.MyInterfaceFilter", 
    0, 
    myif_filter_input, 
    myif_filter_output, 
    NULL, 
    NULL, 
    myif_filter_detached, 
};  
 
kern_return_t MyInterfaceFilter_start (kmod_info_t* ki, void* d)  
{ 
    ifnet_t interface; 
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    if (ifnet_find_by_name("en1", &interface) != KERN_SUCCESS) // change to your own interface 
        return KERN_FAILURE; 
      
    if (iflt_attach(interface, &g_my_iff_filter, &g_filter_ref) == KERN_SUCCESS) 
    { 
        g_filter_registered = TRUE; 
    } 
     
    ifnet_release(interface); 
     
    return KERN_SUCCESS; 
} 
 
kern_return_t MyInterfaceFilter_stop (kmod_info_t* ki, void* d)  
{ 
    if (g_filter_registered) 
    { 
        iflt_detach(g_filter_ref); 
        g_filter_registered = FALSE; 
    } 
    if (!g_filter_detached) 
        return KERN_NO_ACCESS; // Don't allow unload until filter is detached. 
         
    return KERN_SUCCESS; 
} 

Interfacefilterscanbeattachedtoanetworkinterfaceusingtheiflt_attach()function.Youcan
registerasingleiff_filteragainstmultipleinterfaces.Anetworkinterfaceisrepresentedbytheopaque
typeifnet_t,whichcanbemanipulatedusingtheinterfaceKPI(kpi_interface.h).Inthepreceding
example,weusetheinterfaceKPIfunctionifnet_find_by_name()toobtainareferencetothenetwork
interfacewiththeBSDname“en1,”which,onaMacBook,correspondstotheWi-Fiinterface.

Theiff_inputfilterfunctioniscalledwhenanincomingpacketisreceivedbytheinterface.The
callbacktakesfivearguments:

• Thecookieargumentcontainsthepointerassignedtotheiff_cookiefieldwhen
thefilterwasregistered.

• Theifnet_targumentisareferencetothenetworkinterfacethatreceivedthe
packet.Thisisespeciallyusefulincasethesamefilterfunctionhandlesfilters
attachedtomorethanonenetworkinterface.

• Thenextparameteristheprotocolfamilytheincomingpacketbelongsto.Unless
zeroisspecifiedfortheiff_protocolfield,thiswillalwaysbethefamilyyou
specified.

• Thembuf_trepresentsthebuffercontainingthepacketdata.
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• Thelastargument,frame_ptr,isapointertothedata-linkframeheaderofthe
interface.Thesizeandstructureoftheframeheadervariesdependingonthe
networkinterface.ForanEthernetinterface,theframeheaderconsistsofasource
anddestinationMACaddressaswellasa16-bit“ethertype”field,which
determinestheencapsulatedprotocol.Thefieldwillbe0x0800foranEthernet
framecontaininganIPpacket.Youcandeterminethelengthoftheframeheader
foraninterfacebycallingtheifnet_hdrlen(ifnet_t)function.

Theoutputfilterfunctioniff_outputissimilartotheinputfunction,butdoesnotprovidetheframe
headerasaseparateargument;ratherthembuf_tcontainstheentireframeincludingthedata-link
header,insteadofpointingtothedataafterthedata-linkheader.IfwewishtoexaminetheIPheaderof
anincomingpacketinaninterfacefilter’soutputfunction,weneedtofirstparsethedata-linkheaderto
findtheoffsetoftheIPheader.Anexampleofthisisshownhere:

static errno_t myif_filter_output(void* cookie, ifnet_t interface, protocol_family_t protocol,  
                                  mbuf_t* data) 
{ 
    char                  src[64], dst[64]; 
    unsigned char*        pktbuf = mbuf_data(*data); 
    struct ether_header*  eth = (struct ether_header *)pktbuf; 
 
    if (ifnet_hdrlen(interface) != ETHER_HDR_LEN) 
        return 0; 
         
    if (ntohs(eth->ether_type) == ETHERTYPE_IP) 
    { 
        struct ip* iphdr = (struct ip*)(pktbuf + ETHER_HDR_LEN); 
        inet_ntop(AF_INET, &iphdr->ip_src, src, sizeof(src)); 
        inet_ntop(AF_INET, &iphdr->ip_dst, dst, sizeof(dst)); 
        printf("outgoing packet: %lu bytes ip_src: %s ip_dst: %s\n",  
                mbuf_pkthdr_len(*data), src, dst); 
    } 
    else 
        printf("outgoing packet: %lu bytes\n", mbuf_pkthdr_len(*data)); 
    return 0; 
} 

TheinterfacefilterKPIdoesnotprovidefunctionsforinjectingincomingandoutgoingpackets.This
isprovidedbytheinterfaceKPIinstead.Outgoingpacketscanbeinjectedusingthefunction
ifnet_output_raw()orusingthefunctionifnet_input()toinjectaninboundpacket.Foranexampleof
howinet_output_raw()canbeused,refertothesourcecodeofthesampledriverMyEthernetDriver
discussedlaterinthischapter.

DebuggingandTestingNetworkExtensions
ApartfromthegeneraltechniquesdiscussedinChapter16,“DebuggingandProfiling,”MacOSXcomes
withsometoolsthatallowdebuggingofnetworkissues,themostnotableofwhichareperhapsthe
commandlinetoolstcpdumpandnetcat.Theformerutilizesthelibpcaplibrary,whichagainisbuilton
topoftheBerkeleyPacketFilter(BPF)infrastructure,whichisbuiltintothekernelnetworkstack.BPF
canplugintoeachnetworkinterfaceandinstallhooks,whichallowincomingandoutgoingpacketsto
bedivertedtoacharacterdevicefile(/dev/bpfX)andcantherebybeanalyzedbytoolssuchastcpdump.
Thetcpdumputilityallowsyoutoviewthepacketflowlive,ortocaptureittoafileforlateranalysis.A
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widerangeofthirdpartytoolscanworkwiththepackettracescapturedfromtcpdump.Ifpossible,the
tcpdumputilitywillputthemonitoredinterfaceintopromiscuousmode.Promiscuousmodeisa
firmwarefeatureofmostnetworkdevicesthattellsittoforwardpackets,eveniftheyarenotaddressed
toitsownhardwareaddress.NewerversionsofMacOSXrequirerootprivilegesinordertoruntcpdump,
evenifpromiscuousmodeisdisabled.Capturingpacketsfromabusynetworkcanbedifficultdueto
thesheeramountofdata.Toaddressthis,tcpdumptakesadvantageofthefilteringcapabilitiesofthe
BPF,whichallowsyoutofilteroutpacketsbasedonawiderangeofcriteriarangingfromthehardware
addresstotheindividualflagsoftheTCPheader.Thefollowingisanexampleoftcpdumpoutput:

$ sudo tcpdump -i en0 
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode 
listening on en0, link-type EN10MB (Ethernet), capture size 65535 bytes 
20:43:40.911558 IP 192.168.1.2.ipp > 192.168.255.255.ipp: UDP, length 237 
20:43:51.113519 ARP, Request who-has 192.168.1.2 tell 192.168.1.3, length 28 
20:43:51.113785 ARP, Reply 192.168.1.2 is-at 00:17:f2:0a:86:60 (oui Unknown), length 46 
20:43:51.113831 IP 192.168.1.3 > 192.168.1.2: ICMP echo request, id 64769, seq 0, length 64 
20:43:51.114004 IP 192.168.1.2 > 192.168.1.3: ICMP echo reply, id 64769, seq 0, length 64 
20:44:11.911836 IP 192.168.1.2.ipp > 192.168.255.255.ipp: UDP, length 237 
20:46:01.413453 IP 192.168.1.2.netbios-ns > 192.168.255.255.netbios-ns: NBT UDP PACKET(137): 
QUERY; REQUEST; BROADCAST 
20:46:01.451950 IP 192.168.1.2.netbios-dgm > 192.168.255.255.netbios-dgm: NBT UDP 
PACKET(138) 

Thenetcatutilityhasmanyuses.Fornetworkdebugging,itisusefulinitsabilitytocreateTCP-and
UDP-basedclientsorservers,asitcanbeusedtogeneratetrafficineitherdirectionforthepurposeof
testing.ThisisespeciallyusefulinthedevelopmentofIPorsocketfiltersaswellasnetworkinterface
drivers.Thenetcatutilitycanbeinvokedfromtheterminalwiththenccommand.Thefollowing
exampleshowshowtocreateasockettolistenforUDPtrafficonport4040:

$ nc –u -l 4040 

Youcanconnecttotheserverusingnconadifferentsystem:

$ nc –u 192.168.1.2 4040 
Stuff typed here will be echoed back to the server 

NetworkingintheI/OKit
TheIONetworkingFamilyofclassesrepresentsthebottompartofthekernelnetworkstack.Aspreviously
discussed,theI/OKitisthepreferredlayerforimplementingdriversforhardware-basednetwork
devices.TheclasshierarchyoftheIONetworkingFamily isshowninFigure13-4.
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Figure13-4.TheIONetworkingFamilyclasshierachy

Thefamilymaylookquiteexpansive,butmanyoftheclassesareauxiliaryhelperclasses,andsome,
wedonotneedtoworryaboutatallbecausetheyareonlyusedinternallyinthefamily.Thekeyclasses
inthefamilyaretheIONetworkControllerandIONetworkInterface.Theformerisusedtorepresenta
driverfornetworkhardware,whereasthelatterisusedtointerfacewiththedata-linkinterfacelayer
(DLIL)intheBSDlayer.ItservesasanadapterthatallowsI/OKitnetworkinterfacestobeseenasBSD
layernetworkinterfaces,soyoucanusetraditionalUNIXtools,suchasifconfig,toconfigurethe
device.Let’shavealookattheresponsibilitiesoftheindividualclasses:

• IOEthernetControlleristhebaseclassforallEthernet-baseddevices,including
802.11-basedwirelessdevices.Youwouldnormallysubclassthiswhenwritinga
driverforanEthernetorWi-Fi-baseddevicedriver.

• IOEthernetInterfaceactsasaclientofanIOEthernetControllerandprovidesthe
gluebetweenthecontrollerandtheBSDnetworkinglayer.Ifyouare
implementinganEthernetdriver,youdonotnormallyneedtosubclass
IOEthernetInterfaceunlessyouhavespecialrequirements.

• IOKernelDebuggerisareplacementdriver,whichwillbeusedagainstan
IONetworkControllerinlieuofanIONetworkInterfacewhenthekerneldebuggeris
active.Youdonotneedtosupportthisifyouarewritingathirdpartynetwork
driver.

• IOMbufMemoryCursorprovidesanobject-orientedcursoraroundthembufstructure,
whichallowstranslationofmbufclusterstophysicaladdressesforthepurposeof
DMA.Severalspecializedsubclassesareavailable:IOMBufBigMemoryCursor,
IOMbufDBMAMemoryCursor,IOMbufLittleMemoryCursor,IOMbufNaturalMemoryCursor.

• IONetworkControlleristhebaseclassofIOEthernetController.Youmustsubclass
IONetworkControllerifyouarewritingadriverforanon-Ethernetcompatible
device.
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• IONetworkDatarepresentsafixedsizedatabufferusedbyIONetworkInterfaceto
exportinterfacedatatouserspace,notably,usagestatisticssuchasinformation
aboutdroppedpacketsandcollisions.

• IONetworkInterfaceprovidesthegluetobindanIONetworkControllertotheBSD
data-linklayer(BDIL)andtherestofthenetworkstack.TheIONetworkInterfaceis
anabstractclassandmustbere-implementedifyourdriverisbasedon
IONetworkInterface.

• IONetworkUserClientisasubclassofIOUserClient,providingauser-clientfor
IONetworkInterface.

• IOOutputQueueisapacketqueue,whichhandlesmultipleproducersandasingle
consumer(adevice).Twospecializedsubclassesareavailable:
IOBasicOutputQueueandIOGatedOutputQueue.

• IOPacketQueueimplementsaFIFOqueueofmbufssynchronizedbyaspinlock.

Youmayhavenoticedtheabsenceofanymentionof802.11xnetworkingsupport.Appledoesnot
publishaframeworkfordevelopmentofwirelessnetworkingdrivers.Apple’sownAirPortdriversare
locatedintheIO802Family.kext,butnosourceorheaderfilesarepublishedforthis.Thisdoesnot
precludewritingofwirelessnetworkdrivers,butitdoesmeanthatyoucan’ttakeadvantageofpre-
writtenclasses,andyoumayhavetoprovideyourownIOUserClientandpossibleuserspacetoolsfor
configurationofthedevice.Apple’sAirPortdevicesaresubclassesoftheprivateIO80211Controller,
which,again,isasubclassofIOEthernetController.ThatbeingsaidallmodernMacshavebuilt-in
wirelessnetworking,sodemandforthird-partydevicesinthisareaislow.

BuildingaSimpleEthernetControllerDriver
Let’sgetourhandsdirtywithI/OKitnetworking,bybuildingasimpleEthernetdriver.Since
implementingafullworkingdriverishighlycomplexandhardware-dependent,itisdifficultto
demonstrateinitsentirety,andprobablynotthatusefultosomeonehavingtoimplementadriverfora
completelydifferentdevice.Wewillinsteadfocusonthefundamentalsandonfamiliarizingourselves
withthetoolsanI/OKitprovidestoaidindevelopingnetworkdrivers.Wewilldothisbyimplementing
avirtualEthernetdrivercalledMyEthernetDriver.Thedriverwilldemonstratehowcoreelementsofan
I/OKitnetworkdriverareimplementedandwillshowhowpacketsflowthroughittointeractwiththe
restofthesystem.Figure13-5showshowMyEthernetDriverinteractswithotherI/OKitclasses.
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Figure13-5.MyEthernetDriver:InteractionwithI/OKitandthenetworkstack

Inthiscase,MyEthernetDriverusestheIOResourcesnubasaprovider,butforarealnetworkdevice
backedbyaphysicaldevice,itwouldmoreprobablyuseIOPCIDevice,IOUSBDevice,IOUSBInterface,or
anothernubrepresentingahardwaredevice.

TipIfyouarecurioustoseeanetworkdriverforarealdevice,theIOUSBFamilysourcedistributionusedto
includethesourcecodeforAppleUSBCDCEthernet,whichisthedriverfordevicesthatfollowtheUSBEthernet
specification.Thedriverisnotpartofnewerversions,butcanstillbefoundinolderversionsofIOUSBFamilyat
Apple’sopen-sourcewebsite(opensource.apple.com).Thereisalsosourcecodeavailableforadriverforthe
popularPCIbasedRealtek8139chipsetcalledAppleRTL8139Ethernet.Foranexampleofanetworkdriver
deriveddirectlyfromIONetworkController,havealookatIOFireWireIP,whichimplementsTCP/IPnetworking
overFireWire.

ThemaindriverclassMyEthernetDriverwillinheritfromIOEthernetController,whichagain
inheritsfromIONetworkController.ThedriverwillalsoallocateanIOEthernetInterfaceinstance,which
willbeusedtointerfacewiththenetworkstack.TheIOEthernetInterfaceclassisnotabstractandcan
beallocatedanduseddirectly.

TheDesignofMyEthernetDriver
ToputthedesignofMyEthernetDriverintocontext,let’ssayweareemployedtodevelopadriverfora
newEthernetdevice.ThedevicewillbeadonglethatcanbeconnectedtoaMac’sThunderboltport.As
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thisisanemergingtechnologyatthispoint,thereissomedelayingettingtheneededparts,sowedonot
yethaveaccesstoaproperdevice.Asmuchaswewouldallliketogetpaidtosurfthenetallday,we
needtoearnourbreadandbutter.Sowegetstartedonthedriverwithoutaworkingdevice.Ouraimis
toimplementwhatcanbedonewithouthavingahardwaredevice.However,wequicklyrealizethata
majorcomponentoftheEthernetdeviceisgoingtobehandlingactualnetworkI/O.Whileyoucanbuild
avirtualdevicedriverquitequickly,assignitanIP,andstarttalkingtoit,thereisonemajorproblem.
Networkpacketsdestinedtoanotherinterfaceoritselfonthesamehostwillnotactuallybeforwardedto
thedeviceatall,butinsteadloopthroughtheprotocolstackwithoutinvolvingtheI/OKitdriver.TheI/O
Kitwasdesignedspecificallytointerfacewithactualhardwaredevices,soifyouneedavirtualnetwork
interface,theBSDlayeristhebestplaceforit.

OursolutiontothisproblemwillbetopiggybackourvirtualEthernetdeviceontoarealEthernet
interfaceanduseittosendandreceivepacketsonourbehalf.Thesetupwilllooksimilartothediagram
inFigure13-6.



Figure13-6.MyEthernetDrivertestsetup

WhenMyEthernetDriverreceivesapacketfromthenetworkstack,itwillqueuethepacketandthen
transmitthepacketoutonthenetworkusingtheinterfaceen0,whichisattachedtoaphysicalnetwork
switch.Ifyoudonothaveanetworkswitch,youcantestthisbyusingastraightthroughcat5cableto
connectdirectlytoaremotemachine.EachinterfaceinthetestsetupisconfiguredwithitsownIP
addressallonthesamesubnet.Thenetworkstackisresponsibleforframingthepacket,sobythetime
MyEthernetDriverreceivesit,itwillalreadyhaveanEthernetframeheaderattached,wherethe
destinationaddresswillbe00:17:f2:0a:86:60andthearbitrarilypickedsourceaddress
be:ef:fe:ed:12:11ofMyEthernetDriver.MostEthernetbasednetworkdevicesallowsendingapacket
witha(fake)sourceaddressthatdiffersfromitsown.Therefore,ifeverythingiscorrectlyconfigured,we
shouldbeabletoreceivethepacketontheremotehostreceivedfromMyEthernetDriver’sMACandIP
address.

Gettingthereplyfromtheremotehostbacktoourdriverissomewhatmoreproblematic,astheen0
interfacewillmostlikelyignoreaframenotaddressedtoitself.Toworkaroundthis,wewillsimply
enablepromiscuousmodeonen0,whichwillenableittoreceivepacketsnotdestinedtoitself.Wewill
theninstallaninterfacefilterontheinputqueueforen0andcheckwhetherapacketisaddressedtoit,
inwhichcase,weleaveitalone,orifitisaddressedtoMyEthernetDriver,stealitanddivertittoitsinput
queueinstead.TheendresultisavirtualEthernetbridge/switch.Thisisconceptuallyclosetohow
virtualmachinesoftware,suchasParallelsorVMWarefusion,enablesavirtualmachineguest’s
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operatingsystemtoparticipateonthenetworkinbridgedmode.Becausewehavedonethisatthe
Ethernetlevel,thechangesarecompletelytransparenttohigher-levelprotocolslikeIP,andwecaneven
useanexternalDHCPservertoobtainanIPaddressforourvirtualinterface.

Thisshouldleaveuswithamoreorlessworkingdevicedriver,which,forallintentsandpurposes,is
abletosendandreceiveactualnetworktrafficandprovideagoodapproximationofarealdeviceforus
toplaywith.Asmuchaspossible,wewillhidethefactthatthisbridgingoccursfromthedriverby
puttingthecodeinaseparateclasscalledMyEthernetHwAbstraction.Theclasswillhandle
communicationwiththe“hardware”whilethemaindriverwillinterfacewithI/OKit.Thisdesignwould
allowustoquicklyswapoutthehardwareabstractionclasswithonethattalkstoactualhardware
instead.Thedesignwouldalsomakeitpossibletosubclasstheabstractionclasssothatnewvariantsof
thehardwarecanbesupportedgracefully.

NoteMyEthernetDriverneedsawiredEthernetdevicetopiggybackonto.Thisisbecauseawirelessdevice
generallydoesnotallowpacketstobetransmittedwithasourceaddressdifferentfromitsown.Thisisalimitation
ofthedevice’sfirmware.

TheheaderfileforMyEthernetDriverisshowninListing13-6.

Listing13-6.MyEthernetDriverHeaderFile

#ifndef MyEthernetDriver_h 
#define MyEthernetDriver_h 
 
#include <IOKit/assert.h> 
#include <IOKit/IOTimerEventSource.h> 
#include <IOKit/IOBufferMemoryDescriptor.h> 
#include <IOKit/network/IOEthernetController.h> 
#include <IOKit/network/IOEthernetInterface.h> 
#include <IOKit/network/IOGatedOutputQueue.h> 
#include <IOKit/network/IOMbufMemoryCursor.h> 
#include <IOKit/network/IONetworkMedium.h> 
#include <IOKit/IOUserClient.h> 
 
#include "MyEthernetHwAbstraction.h" 
 
class com_osxkernel_MyEthernetDriver : public IOEthernetController 
{ 
    friend class com_osxkernel_MyEthernetHwAbstraction; 
     
    OSDeclareDefaultStructors(com_osxkernel_MyEthernetDriver); 
public: 
    virtual bool init(OSDictionary* properties); 
    virtual bool start(IOService* provider); 
    virtual void stop(IOService* provider); 
    virtual void free(); 
     
    virtual bool configureInterface(IONetworkInterface* netif); 
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    virtual IOReturn enable(IONetworkInterface* netif); 
    virtual IOReturn disable(IONetworkInterface* netif);  
     
    virtual IOReturn getHardwareAddress(IOEthernetAddress* addrP); 
     
    // Allow our driver's Mac address to be set 
    virtual IOReturn setHardwareAddress(const IOEthernetAddress* addrP);  
     
    virtual UInt32 outputPacket(mbuf_t m, void* param); 
     
    virtual IOReturn setPromiscuousMode(bool active) { return kIOReturnSuccess; } 
    virtual IOReturn setMulticastMode(bool active) { return kIOReturnSuccess; } 
     
    bool createMediumDict(); 
     
private:     
     
    static void  interruptOccured(OSObject* owner, IOTimerEventSource* sender); 
     
    IOTimerEventSource*    fInterruptSource;  // Simulate HW rx interrupt 
    IOEthernetInterface*   fNetworkInterface; 
    OSDictionary*          fMediumDict; 
    IOWorkLoop*            fWorkLoop; 
     
    IONetworkStats*        fNetworkStats; 
    IOEthernetStats*       fEthernetStats; 
     
    com_osxkernel_MyEthernetHwAbstraction* fHWAbstraction; // Low-level hardware access. 
}; 
 
#endif 

DriverInitializationandStartup
NetworkdriversfollowtheusualIOServicelifecycle.Initializationofadriverandthedevicehappensin
thedriver’sstart()method.Foratypicaldevice,thefollowingstepsmaybeperformed:

1. Configurethedevice’sproviderandenumerateanyneededresources.ForPCI
orThunderbolt,thismeansmappingdevicememoryorI/Oregions.ForUSB
devices,enumerateinterfacesandpipes.

2. Configurethedeviceforoperation—forexample,takeitoutofsleepstateby
accessingthedevice’sregistersorsendingcontrolrequests.

3. Extractinformationfromthedevice,suchastheMACaddress,and
informationaboutthedevice’scapabilities,likesupportedmediaandspeeds.
ManyEthernetdevicessupporttheMediaIndependentInterface(MII)bus,
whichisastandardforaccessingdevicestatus,information,andconfiguration
inaconsistentmanner,decoupledfromthepartofthedevicethatis
concernedwithphysicaltransmission(usuallyreferredtoasthePHY).TheMII
registerscontaininformationaboutthelinkstatus,supportednetworkspeeds,
errorreporting,andmore.Gigabitor10GigabitEthernetdevicesare
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supportedbytheGMIIandXGMIIspecifications,respectively.MII,GMII,and
XGMIIareallIEEEstandards.Thesestandardsdonot,however,dictatehow
theDMAengineisimplementedorhowI/Otothedeviceshouldoccur.

4. AllocateandconfigureIOInterruptEventSourceorIOTimerEventSourcesas
needed,dependingonrequirementsandunderlyinghardware.Manynetwork
devicesuseasoftwaretimerasawatchdogtimertocontinuouslymonitorthe
deviceforfaultandattempttoresetthedeviceshouldafaultoccur.

5. InstantiateandregisteraninstanceofIOEthernetInterface,whichwillmake
ournetworkcontrollervisibletotheBSDnetworkingstackandtherestofthe
system.

Thestart()methodforMyEthernetDriverisshowninListing13-7.

Listing13-7.MyEthernetDriver’sstart()Method

bool com_osxkernel_MyEthernetDriver::start(IOService* provider) 
{     
    if (!super::start(provider)) 
        return false; 
 
    fHWAbstraction = new com_osxkernel_MyEthernetHwAbstraction(); 
    if (!fHWAbstraction) 
        return false; 
    if (!fHWAbstraction->init(this)) 
        return false; 
     
    if (!createMediumDict()) 
        return false; 
     
    fWorkLoop = getWorkLoop(); 
    if (!fWorkLoop) 
        return false; 
    fWorkLoop->retain(); 
 
    if (attachInterface((IONetworkInterface**)&fNetworkInterface) == false) 
        return false; 
     
    fNetworkInterface->registerService(); 
     
    fInterruptSource = IOTimerEventSource::timerEventSource(this, interruptOccured); 
    if (!fInterruptSource) 
        return false; 
     
    if (fWorkLoop->addEventSource(fInterruptSource) != kIOReturnSuccess) 
        return false; 
     
    IOLog("%s::start() -> success\n", getName()); 
    return true; 
} 
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Whatneedstobedoneinthestart()methodisentirelydependentonthedevice’scapabilities.In
thiscase,wedonothaveaproviderrepresentingahardwaredevice,sowecanbypassopeningthe
provider.Thenextstepperformedistoallocateaninstanceoftheclass
com_osxkernel_MyEthernetHwAbstractionandinitializeit.Theclasscontainscodetointerfacewiththe
hardwaredevice,suchasmethodstoreaditsregistersandsetupI/Otransfers.Inourcaseitinstead
containscodethatallowsustopiggybackonanotherdevice.Thisstepisnottechnicallyrequired—you
couldeasilyallcodeinthemaindriver.However,wemadethedesigndecisionsothatinthefuture,
whenthe“MyEthernetDevice2000Pro”becomesavailable,wecansimplyhandlethehardware
differencesbyinheritingfromourexistinghardwareabstractionclass.Thisallowsthemaindrivertobe
keptcleanandmakesiteasytosupportseveralhardwarevariantswiththesamedriver.Wewilllookat
thehardwareabstractionclassshortly.

Afterthe“hardware”isinitialized,wecallthecreateMedium()functiontopublishdetailsabout
whichtransmissionstandardsandspeedsourdevicesupport.Wewilldiscussthisprocessfurtherinthe
nextsection.

ThenextmethodcalledisattachInterface(),whichwillreturnaninstanceofan
IONetworkInterfaceclass,whichprovidesthegluethatexposesourdrivertothekernelnetworklayer.In
ourcase,thereturnedinstancewillbeanIOEthernetInterfaceinstance.Ifyouneedtosubclass
IOEthernetInteraceforanyreason,youcanoverrideIONetworkController::createInterface(),whichis
calledbyattachInterface()internallytoallocatetheoverridedclassinstead.BeforeattachInterface()
returns,itwillalsocallIONetworkController::configureInterface(),whichyoucanalsooverrideto
performadditionalconfigurationfortheinterfaceclass.MyEthernetDriverimplementsthe
configureInterface()methodasfollows:

bool com_osxkernel_MyEthernetDriver::configureInterface(IONetworkInterface *netif) 
{ 
    IONetworkData* nd; 
         
    if (super::configureInterface(netif) == false) 
        return false; 
         
    nd = netif->getNetworkData(kIONetworkStatsKey); 
    if (!nd || !(fNetworkStats = (IONetworkStats *)nd->getBuffer())) 
        return false; 
         
    nd = netif->getParameter(kIOEthernetStatsKey); 
    if (!nd || !(fEthernetStats = (IOEthernetStats*)nd->getBuffer())) 
        return false; 
     
    return true; 
} 

Themethodobtainspointerstotheinterface’snetworkstatisticsbuffers,whichwillbeusedto
recordinformationaboutreceived/transmittedpackets,collisions,andotherevents.Theinformationis
usedbyuserspaceinseveralplaces,suchasthenetworktabintheActivityMonitor.

ToregisteranIOEthernetInterfaceinstancewiththesystem,wecallitsregisterService()method.
Ourfinalactionbeforestart()returnsistocreateaninterruptsource.Wesimulateinterruptsusing

anIOTimerEventSource,however,ahardwaredevicewouldlikelyuseIOFilterInterruptEventSourceor
IOInterruptEventSourcetorespondtoactualhardwareinterrupts.

Mostnetworkdriverswillalsowanttouseatimertoprovidewatchdogfunctionalitythat
periodicallymonitorsthedeviceforerroneousconditions,andcheckforthingslikethecurrentlink
status,sothatthenetworksystemanduserspacecanbenotifiedofeventssuchasacablebeing
unplugged.Manydriverstriggertheirwatchdogtimeronceeverysecond.
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MediumandStatusSelection
ThecreateMedium()methodcreatesadictionarythatwillpublishdetailsaboutthedevice’smedia
capabilitiestotheBSDstackanduserspace.MostmodernEthernetdevicescanalsosupportolder
Ethernetstandardsandtransmissionspeeds.Forexample,theEthernetdeviceinaMacbookProcan
supportthe1000BaseT,100BaseTXand10BaseT/UTPinfullorhalfduplexmodeswithorwithoutflow
control.Ifthedeviceandthedriversupportit,themediacanbecontrolledviatheUNIXcommandline
toolifconfigorviatheNetworkpaneinSystemPreferences.Mostdevicesareabletoauto-detectcurrent
media.MediacapabilitiesarerepresentedbytheIONetworkMediumclass.Theimplementationofthe
createMedium()classisshowninListing13-8.

Listing13-8.MethodforPublishingDetailsaboutSupportedEthernetMedia

static struct MediumTable 
{ 
    UInt32      type; 
    UInt32      speed; 
} 
 
mediumTable[] = 
{ 
    {kIOMediumEthernetNone, 0}, 
    {kIOMediumEthernetAuto, 0}, 
    {kIOMediumEthernet10BaseT | kIOMediumOptionFullDuplex,  10}, 
    {kIOMediumEthernet100BaseTX | kIOMediumOptionFullDuplex, 100}, 
    {kIOMediumEthernet1000BaseT | kIOMediumOptionFullDuplex, 1000}, 
}; 
 
bool com_osxkernel_MyEthernetDriver::createMediumDict() 
{ 
    IONetworkMedium*  medium; 
    UInt32                            i; 
         
    fMediumDict = OSDictionary::withCapacity(sizeof(mediumTable) /  
                                             sizeof(struct MediumTable)); 
    if (fMediumDict == 0) 
        return false; 
     
    for (i = 0; i < sizeof(mediumTable) / sizeof(struct MediumTable); i++) 
    { 
        medium = IONetworkMedium::medium(mediumTable[i].type, mediumTable[i].speed); 
        if (medium) 
        { 
            IONetworkMedium::addMedium(fMediumDict, medium); 
            medium->release(); 
        } 
    } 
     
    if (publishMediumDictionary(fMediumDict) != true) 
        return false; 
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    medium = IONetworkMedium::getMediumWithType(fMediumDict, kIOMediumEthernetAuto); 
    setSelectedMedium(medium); 
    return true; 
} 

ThemethodbuildsanOSDictionarycontainingthesupportedmedium.Themediumdictionary
mustbepublishedwiththemethodpublishMediumDictionary()toadvertisethedriver’scapabilitiesto
theOS.Ifyouwantyourdrivertosupportmanualselectionofmedia,youneedtooverridethe
IONetworkController::selectMedium()method.Thedefaultmethodwillsimplyreturn
kIOReturnUnsupported.YourdrivercancallsetSelectedMedium() toinformthesystemofitsmedium
selection.ThesetLinkStatus()methodcanbeusedtosetthemediumandthelinkstatustogether.The
linkstatusflagsare:kIONetworkLinkValidorkIONetworkLinkActive,which,foranEthernetdevice,canbe
usedtoindicatewhetheracableisconnected,aswellasifthedeviceisactive.

ConfiguringtheDeviceHardwareAddress
EthernetnetworksusetheMediaAccessControl(MAC)address,whichshouldbea48-bitglobally
uniqueaddressidentifyingthenetworkcontroller.AMACaddressconflictonthenetworkmaycause
confusiontoswitches,hosts,andothernetworkinggear.TheMACaddressisusuallyprogrammedinto
thedevice’sEEPROMwhenitisbeingmanufacturedinarangeassignedtoeachmanufacturerbyIEEE.
OurdriverneedstopublishtheMACaddresstothenetworkingstackanduserspace.Theaddressserves
nootherpurposeinuserspaceotherthantohelpuniquelyidentifythedeviceforinformationaland
configurationpurposes.However,thenetworkingstackdoesneedtoknowtheaddresstoproperly
formatoutgoingpacketsandforaddressresolutionforotherprotocolssuchasIP(ARP/RARP).The
networkstackwillcallthegetHardwareAddress()functionofourdrivertogettheMACaddress.
MyEthernetDriverimplementsitasfollows:

IOReturn com_osxkernel_MyEthernetDriver::getHardwareAddress(IOEthernetAddress *addrP) 
{ 
    addrP->bytes[0] = fHWAbstraction->readRegister8(kMyMacAddressRegisterOffset + 0); 
    addrP->bytes[1] = fHWAbstraction->readRegister8(kMyMacAddressRegisterOffset + 1); 
    addrP->bytes[2] = fHWAbstraction->readRegister8(kMyMacAddressRegisterOffset + 2); 
    addrP->bytes[3] = fHWAbstraction->readRegister8(kMyMacAddressRegisterOffset + 3); 
    addrP->bytes[4] = fHWAbstraction->readRegister8(kMyMacAddressRegisterOffset + 4); 
    addrP->bytes[5] = fHWAbstraction->readRegister8(kMyMacAddressRegisterOffset + 5); 
 
    return kIOReturnSuccess; 
} 

ThegetHardwareAddress()methodistheonlymandatorymethod(purevirtual)inthe
IOEthernetControllerand,hence,mustbeimplemented.Aswedon’thaveavalidMACaddressfor
MyEthernetDriver,wearbitrarilychosetheaddress:be:ef:6c:8e:12:11.Theimplementationshowshow
youwouldlikelyfetchtheMACaddressfromadevice’sregisters.

IfyourdevicesupportschangingtheMACaddresstoauser-definedvalue,youcanoverridethe
setHardwareAddress()method.ThemethodshouldwritethenewMACaddresstothedevice’sregisters
andreturnkIOReturnSuccess,ifitwaschangedsuccessfully.Thedefaultimplementationwillreturn
kIOReturnUnsupported.
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EnablingandDisablingtheDevice
Althoughthestartmethodcouldfullyprepareandmakethedeviceoperational,thepreferredwayisto
makethedeviceactive(thatis,inastatewhereitcanreceiveandtransmit)whenthedriver’senable()
methodiscalled.Similarly,thedeviceshouldbecomeasdormantasitcan,evensleep,ifpossible,when
thedriver’sdisable()methodiscalled.Adrivershoulddothisbecauseausermayelecttoturnthe
deviceoffattimes,inwhichcase,itshouldrefrainfromusingresources,whichagainisimportantto
ensureitdoesn’tdrainadevice’sbatteryorwasteenergy.MyEthernetDriver’s enable()methodis
shownhere:

IOReturn com_osxkernel_MyEthernetDriver::enable(IONetworkInterface* netif) 
{ 
    IOMediumType          mediumType = kIOMediumEthernet1000BaseT | kIOMediumOptionFullDuplex; 
    IONetworkMedium*      medium; 
 
    medium = IONetworkMedium::getMediumWithType(fMediumDict, mediumType); 
     
    if (!fHWAbstraction->enableHardware()) 
        return kIOReturnError; 
 
    setLinkStatus(kIONetworkLinkActive | kIONetworkLinkValid, medium, 1000 * 1000000);     
    return kIOReturnSuccess; 
} 

Theexactimplementationishighlyhardware-dependent,ofcourse.Inourcase,the
implementationwillcallintothehardwareabstractionclass,whichwillattachtothe“slave”network
interfacewewillusetoenabletransmissionandreceptionofpackets.Forarealdevice,themethod
wouldlikelybringthedeviceoutofsleep,andthenenableinterrupts.Theimplementationofthe
hardwareabstractionenableHardware() methodisshownhere:

bool    com_osxkernel_MyEthernetHwAbstraction::enableHardware() 
{ 
    bool success = true; 
     
    fRxPacketQueue = IOPacketQueue::withCapacity(); 
    if (!fRxPacketQueue) 
        return false; 
     
    if (ifnet_find_by_name("en0", &interface) != KERN_SUCCESS) // change to your own interface 
        return false; 
     
    ifnet_set_promiscuous(interface, 1); 
     
    if (iflt_attach(interface, &interfaceFilter, &gFilterReference) != KERN_SUCCESS) 
        success = false; 
     
    filterRegistered = true;     
    return success; 
} 

Themethodwilllookforthedevicenetworkinterfaceen0,whichshouldbeanEthernetdevice.It
thenputsthedeviceintopromiscuousmode,whichisneededtoensureitwillacceptpacketsdestined
forMyEthernetDriver’sMACaddress.Finally,aninterfacefilterisinstalledontheslaveinterfaceto
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interceptincomingpackets.Wewillexamineeachincomingpacketanddivertpacketsaddressedtous
toourowninputqueue:fRxPacketQueue,whileignoringallotherpackets,andallowthemtobe
processedbytheoriginalinterface.

Thedisable()methodshouldreversetheactionsweperformedwhenweenabledthedevice,and
bringthedevicebackintoitsoriginalstate.Forourpurposes,thismeansremovingtheinterfacefilterso
thatwewillnolongergetincomingpackets:

void    com_osxkernel_MyEthernetHwAbstraction::disableHardware() 
{ 
    if (filterRegistered == true) 
    { 
        iflt_detach(gFilterReference); 
        while (filterRegistered); 
         
        ifnet_set_promiscuous(interface, 0); 
        ifnet_release(interface); 
 
        fRxPacketQueue->flush(); 
        fRxPacketQueue->release(); 
        fRxPacketQueue = NULL; 
    } 
} 

TransmittingNetworkPackets
Nowthatwehavesuccessfullyconfiguredandpreparedthedevice,wearereadytostartdoingsome
actualI/O.NetworkingI/Oisconceptuallyverysimpleforanetworkdriver.Thenetworkstackhandles
theheavyliftingofformattingthepacketaswellasdeterminingthatapacketisactuallydestinedforour
interface.Ourdriverneedonlybeconcernedwithtransmittingtherawbytestothedevice.Packetsare
deliveredtoadriverviaIONetworkController::outputPacket(),whichyourdrivershouldoverrideto
receivepacketsfromthenetworkstack.TheoutputPacket()methodofMyEthernetDriverisshownhere:

UInt32 com_osxkernel_MyEthernetDriver::outputPacket(mbuf_t packet, void* param) 
{ 
    IOReturn result = kIOReturnOutputSuccess; 
    if (fHWAbstraction->transmitPacketToHardware(packet) != kIOReturnSuccess) 
    { 
        result = kIOReturnOutputStall; 
    } 
    return result; 
} 

NoteAdrivershouldfreethembuf_tifapacketwasacceptedbytheoutputPacket()method.
MyEthernetDriverdoesnotneedtodothisbecauseitpassesthepackettoanotherdriverthatwillberesponsible
forfreeingit.
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AnimplementationshouldreturnkIOReturnOutputSuccessifthepacketwashandledsuccessfully.If
thehardwareisbusyandcannotacceptanotherpacketatthistime,youcanreturn
kIOReturnOutputStall,whichwillretrythesamepacketagainatalaterstage.Todroppackets,simply
returnkIOReturnOutputDropped.TheoutputPacket()methodshouldnotblockorsleep.

Bydefault,theoutputPacket()methodiscalledbytheIONetworkInterfaceinstanceforthe
controller,unlessanoutputqueuewascreatedmanuallybyoverridingthecreateOutputQueue()
method,whichshouldreturnasubclassofIOOutputQueue.Itishighlyrecommendedtoimplementan
outputqueue(orprovideyourownqueuingmechanism).Ifaqueueisnotpresent,youlosetheabilityto
temporarilystallthequeue,andyoumusthandlethepacketinyourdriver’soutputPacket()method,
otherwiseitwillbedropped.Ifthehardwareisalreadybusytransmittingpacketsatthetime
outputPacket()iscalled,theonlywaytohandlethissituationistoqueuethepacketuntilthehardware
isreadyagain.

Ifyoudoimplementaqueueanditisstalled,thequeuemustberestartedwhenyourhardwareis
readytotransmitpacketsagainbycallingIOOutputQueue::start(),oryouwillnotreceivefurther
packets.

NoteCreatinganoutputqueueishighlyrecommended;however,MyEthernetDriverskipsthisstep,asit
transmitspacketsdirectlytoanothernetworkinterface,whichimplementsitsownqueuing.

CreatingaqueuecanbedonebyoverridingthecreateOutputQueue()method.Whenadeviceis
disabled,youshouldcallflush()onthequeuetoremoveanyqueuedpackets.

Atypicalnetworkdevicewillissuean(TX)interruptwheneverthehardwarehasputapacket(or
packets)outonthewire,whichalsoindicatesthereisnowmoreroominitstransmitbuffer,orthata
newDMAtransactioncannowbeperformed.Youcannotifythequeuethatthedeviceisnowreadyfor
moredatabycallingtheoutputqueue’sservice()method.Aside-effectofthiswillbeanothercalltothe
driver’soutputPacket()method,whichwilldeliveranewpacket,ifoneisavailable.

ThetransmitPacketToHardware()methodfromtheprecedingsectionisimplementedasfollows:

IOReturn    com_osxkernel_MyEthernetHwAbstraction::transmitPacketToHardware(mbuf_t packet) 
{     
    if (ifnet_output_raw(interface, 0, packet) != KERN_SUCCESS) 
        return kIOReturnOutputDropped; 
     
    // Raise an interrupt to the driver to inform it the packet was sent. 
    fRegisterMap.interruptStatusRegister |= kTXInterruptPending; 
    fDriver->fInterruptSource->setTimeoutUS(1); 
     
    return kIOReturnSuccess; 
} 

Themethodwillinjectthereceivedpackettotheslavedevice’soutputqueue.Wesimulatea
hardwareinterruptbysettingtheTXinterruptflaginourdummyinterruptregisterandtheninvoking
ourtimerfunctiontosimulateaninterruptreceivedfromahardwaredeviceamicrosecondlater.

Thetransmissionofthepackettothehardwareisagainhardware-dependent.APCIor
Thunderbolt-baseddeviceislikelytouseDMA.Inthiscase,therearetwooptions:
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• Thefirstistohaveapre-allocatedphysicallyallocatedbuffer;forexample,one
allocatedwithIOBufferMemoryDescriptor,usingthe
kIOMemoryPhysicallyContiguousoption,whichanmbufwillbecopiedintoand
thenDMA’edtothehardware.Becauseanmbufmayconsistofseveralchained
buffers,itisimportanttoensurethatyouwalkthechainwithmbuf_next()sothat
allthesegmentscanbecopiedintotheDMAbuffer.

• Thesecondoption,ifthedevicesupportsit,istocreateascatter/gatherlist
directlyfromthembuf,usingavariantofIOMbufMemoryCursor,whichwillavoid
performinganextracopy.Thecursorclasstakescareofgeneratingthelistof
physicalsegmentsfromthembuf.SeveralIOMbufMemoryCursorssubclassesexist;
whichonetousedependsonthedeviceanditslimitations.Forexample,ifyou
useadevicethatreadsaddressesinbig-endianformat,youcanusethe
IOMbufBigMemoryCursor,whichcanbecreatedwiththewithSpecification()
factorymethod:

static IOMbufBigMemoryCursor* withSpecification(UInt32 maxSegmentSize, 
UInt32 maxNumSegments);

ThemaxSegmentSizecanbeusedtolimitthesizeofindividualscatter/gatherlist
elements.Similarly,themaxNumSegmentscontrolsthelengthofthelist.

ReceivingPackets
Incomingpacketsarriveasynchronouslyfromthenetworkandanetworkdriver’sresponsibilityisto
offloadthemfromthehardwaredevicewhenanRXinterruptoccursanddeliverthemtothenetwork
stackviaitsIONetworkInterfaceorIOEthernetInterface,inthecaseofanEthernetdriver.
MyEthernetDriver’sinterrupthandlerisshowninListing13-9.

Listing13-9.ImplementationofMyEthernetDriver’sInterruptHandler

void com_osxkernel_MyEthernetDriver::interruptOccured(OSObject* owner, IOTimerEventSource* 
sender) 
{ 
    mbuf_t packet; 
 
    com_osxkernel_MyEthernetDriver* me = (com_osxkernel_MyEthernetDriver*)owner; 
    com_osxkernel_MyEthernetHwAbstraction* hwAbstraction = me->fHWAbstraction; 
    if (!me) 
        return; 
     
    UInt32 interruptStatus = hwAbstraction->readRegister32(kMyInterruptStatusRegisterOffset); 
         
    // Recieve interrupt pending, grab packet from hardware.  
    if (interruptStatus & kRXInterruptPending) 
    { 
        while ((packet = hwAbstraction->receivePacketFromHardware())) 
        { 
            me->fNetworkInterface->inputPacket(packet); 
            me->fNetworkStats->inputPackets++; 
        } 
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        me->fNetworkInterface->flushInputQueue(); 
    } 
     
    if (interruptStatus & kTXInterruptPending) 
    { 
        // Packet transmitted succesfully. 
        me->fNetworkStats->outputPackets++; 
    } 
} 

TheinterrupthandlerissharedforRXandTXinterrupts.Tofindoutwhichinterruptoccurred,we
readthedevice’sinterruptstatusregister.Usuallyaninterruptstatusregisterisclearedonread,which
willacknowledgeandde-asserttheinterrupt.AquicknoteabouttheTXinterrupt:wedon’tdoanything
otherthanrecordthepacketastransmittedinourstatisticsstructure,aswedonothaveaqueueand
alsodon’tneedtoworryaboutsettingupanewtransaction.

Whenapacketisreceived,itneedstobetransferredfromaninputbufferandpassedtothe
IONetworkInterfaceclassthatwasattachedtothenetworkcontrollerdriver.Apacketisdeliveredtothe
networkstackthroughtheIONetworkInterface::inputPacket()method.Themethodacceptsanmbuf_t.
Togetthedataintoanmbuf_tyoucanpre-allocatebuffersusing
IONetworkController::allocatePacket(),whichcanthenbeusedasadestinationfortheDMAofan
incomingpacket.AnIOMbufMemoryCursorsubclasscanbeusedtohandletranslationofthembufdatainto
physicaladdresses.

Intheprecedingexample,weloopcontinuouslyuntilwehaveemptiedthequeueofincoming
packets.Arealhardwaredevicemayalsoreceivemultiplepacketsforasingleinterrupt.Thisprocessis
oftenreferredtoasinterruptcoalescing.Interruptcoalescingisnecessaryformodernnetworkdevices
operatingatspeedsof1Gigabitormore,asnetworkframesareoftenquitesmallanditwouldbe
inefficienttoissueahardwareinterruptforeverysinglepacketreceived.Instead,thedevicemayqueuea
numberofpacketsinitsonboardmemorythenissueaninterrupt.Excessivequeuinginhardwareorby
thedrivershouldbeavoidedasitimpactslatency,whichmayadverselyaffectsomeapplications,such
asreal-timemultiplayergamesoraudio/videoconferencing.WheninputPacket()iscalled,thepacketis
putinaqueueinternallybyIONetworkInterface.Wecandrainthisqueuewhenwearereadybycalling
flushInputQueue(),whichwillforwardpacketstotheBSDdata-linklayerforprocessingbyprotocol
handlers.

Listing13-10showsthemethodthatissuesourpretendRXinterrupt,onceapackethasbeen
retrievedfromtheslavedevice.

Listing13-10.MethodforHandlingIncomingPacketsfromtheSlaveDeviceandRaisingVirtual

Interrupts

bool    com_osxkernel_MyEthernetHwAbstraction::handleIncomingPacket(mbuf_t packet,  
                                                                    char** frameHdr) 
{ 
    bool passPacketToCaller = true; 
    bool copyPacket = false; 
     
    struct ether_header *hdr = (struct ether_header*)*framePtr; 
    if (!hdr) 
        return false; 
     
    // We only accept packets routed to us if it is addressed to our Mac address, 
    // the broadcast or a multicast address. 
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    if (memcmp(&fMacBcastAddress.bytes, &hdr->ether_dhost, ETHER_ADDR_LEN) == 0) 
    { 
        copyPacket = true; 
    } 
    else if (memcmp(&fRegisterMap.address, &hdr->ether_dhost, ETHER_ADDR_LEN) == 0) 
    { 
        passPacketToCaller = false; // Belongs to our interface. 
        copyPacket = true; 
    } 
    else if (hdr->ether_dhost[0] & 0x01) // multicast 
    { 
        copyPacket = true; 
    } 
     
    if (copyPacket) 
    { 
        mbuf_t newPacket; 
        newPacket = fDriver->allocatePacket((UInt32)mbuf_pkthdr_len(packet) + ETHER_HDR_LEN); 
                 
        if (newPacket) 
        { 
            unsigned char* data = (unsigned char*)mbuf_data(newPacket); 
            bcopy(*framePtr, data, ETHER_HDR_LEN); 
            data += ETHER_HDR_LEN; 
            mbuf_copydata(packet, 0, mbuf_pkthdr_len(packet),data); 
             
            IOLog("input packet is %lu bytes long\n", mbuf_pkthdr_len(packet)); 
             
            fRxPacketQueue->lockEnqueue(newPacket); 
            fRegisterMap.interruptStatusRegister |= kRXInterruptPending; 
            // Raise an interrupt to the driver to inform it of the new packet 
            fDriver->fInterruptSource->setTimeoutUS(1); 
        } 
    } 
    return passPacketToCaller; 
} 

InListing13-10,thepacketiscopiedfromtheoriginalpacketinresponsetotheinputfilteronthe
slavedevicebeingcalled,thenqueuedusinganIOPacketQueuethatsimulatesthehardwarereceive
buffer.WethenraiseaninterrupttothedriverbyfirstsettingtheRXinterruptpendingflaginthestatus
register,thensettingthetimeoutoftheinterrupttimerfunction.Whentheinterrupthandlerruns,itwill
callreceivePacketFromHardware(),whichsimplygrabsanewpacketfromthequeueunderlock:

mbuf_t  com_osxkernel_MyEthernetHwAbstraction::receivePacketFromHardware() 
{ 
    if (!fRxPacketQueue) 
        return NULL; 
    return fRxPacketQueue->lockDequeue(); 
} 
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TakingMyEthernetDriverforaTest-Drive
IfyouwishtotestMyEthernetDriver,itisbesttodosoonanisolatednetworksegmentorwiththe
blessingofyournetworkadministratorbecause,unlikeothersamples,itwillactivelyinteractwithyour
network.Beforeyoutestit,youshouldmodifyMyEthernetHwAbstraction.cppsothatitpointstothe
EthernetdeviceyouwishtousetotransmitandreceiveonbehalfofMyEthernetDriver.

YoucanloadMyEthernetDriverbyusingkextload.UnlikeanNKE,whichhastobemanually
loaded,MyEthernetDriverusesIOResourcesasaprovidersothatitwillbeloadedautomaticallyduring
boot,ifinstalledtotheproperlocation.Forthepurposeoftestingthedriver,itisrecommendedthatyou
donotkeepitinyoursystemsextensionsdirectoryincasethereisaproblem.Whenthedriverisloaded,
youcanverifyitspresenceusingIORegisterExplorer,asshowninFigure13-7.



Figure13-7.IORegisteryExplorershowingMyEthernetDriverattachedtotheIOResourcesnub

WeshouldalsobeabletoseethenewnetworkinterfaceinSystemPreferencesundertheNetwork
pane,asshowninFigure13-8.
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Figure13-8.NetworkpaneinSystemPreferencesshowingtheconfigurationoptionsforMyEthernetDriver

IfyouhaveaDHCPserveronyournetwork,youmayseethatMyEthernetDriverwasautomatically
assignedanIPaddress.Ifnot,youcanmanuallyconfigureanIPaddressusingSystemPreferencesor
usingtheifconfigcommandlinetool:

$ sudo ifconfig en5 inet 192.168.1.50 netmask 255.255.255.0  
$ ifconfig en5 
en5: flags=8863<UP,BROADCAST,SMART,RUNNING,SIMPLEX,MULTICAST> mtu 1500 
        ether be:ef:fe:ed:12:11  
        inet6 fe80::bcef:feff:feed:1211%en5 prefixlen 64 scopeid 0x7  
        inet 192.168.1.50 netmask 0xffffff00 broadcast 192.168.1.255 
        media: autoselect (1000baseT <full-duplex>) 
        status: active 

NotethatyoumaybeassignedadifferentBSDnetworkinterfacename,dependingonhowmany
interfacesyouhaveinstalledonyoursystem.Inthiscase,en5isused.Providedthatyouhaveconfigured
anIPaddressthatisreachablebyanotherhostonthenetwork,youshouldnowbeabletoreachthat
hosteveniftheslaveinterfaceisusingadifferentIP/subnet.Wecanverifythatitworkscorrectlyby
usingthepingutilityonanotherhost:
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othermac$ ping 192.168.1.50 
PING 192.168.1.50 (192.168.1.50): 56 data bytes 
64 bytes from 192.168.1.50: icmp_seq=0 ttl=64 time=0.855 ms 
64 bytes from 192.168.1.50: icmp_seq=1 ttl=64 time=0.588 ms 
--- 192.168.1.50 ping statistics --- 
2 packets transmitted, 2 packets received, 0.0% packet loss 
round-trip min/avg/max/stddev = 0.588/0.722/0.855/0.133 ms 

othermac$ arp –a 
? (192.168.1.50) at be:ef:fe:ed:12:11 on en0 ifscope [ethernet] 
? (192.168.255.255) at ff:ff:ff:ff:ff:ff on en0 ifscope [ethernet] 

Youwillseethattheothersystemhaspickedupthehardwareaddress(MAC)ofMyEthernetDriver
andisnotusingtheMACoftheslaveinterfacetoreachus.

GoingbacktothesystemwithMyEthernetDriverinstalled,wecancheckthestatisticsforour
interfacetoseetheamountofpacketsanddataithastransferred:

$ netstat -i -I en5 
Name  Mtu   Network       Address               Ipkts  Ierrs    Opkts  Oerrs  Coll 
en5   1500  <Link#7>      be:ef:fe:ed:12:11       61     0       67     0       0 
en5   1500  192.168.1     192.168.1.50            61      -      67     -     - 

Summary
Inthischapter,wehavelookedatthekernelnetworkfilteringKPIsaswellashowtoimplementadriver
foranEthernetcontroller.Somekeypointsareasfollows:

• Thekernelnetworksupportissplitintotwoparts:theBSDlayerthatimplements
supportforallprotocolsandnetworkservicessuchasfirewalls,andtheI/OKit,
whichprovidesfacilitiesforwritingdriversfornetworkhardware.

• ThekernelfilteringKPIallowsonetofilterandmanipulatenetworkpacketsat
variouslevels,includingthesocket,IP,andinterfacelevels.

• Themostimportantdata-structureofthekernelnetworksubsystemisthembuf
structureusedtostorenetworkpacketsorotherrelateddata.Inkernelextensions,
mbufscanbemanipulatedusingtheopaquereferencembuf_tandthefunctions
providedbythembufKPI.TheconceptofmbufsisusedbothintheBSDsectionof
thekernelandintheI/OKit.

• Asocketfilterallowsinterceptionofsocket-basedcommunicationandout-of-
bandevents.Itcaninterceptincomingandoutgoingdata.Socketfilterscanbe
attachedgloballyforeverysocketinthesystem,orprogrammaticallypersocket.
Withasocketfilter,youcan,amongotherthings,modify,reject,orinjectnew
packets.
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• AnIPfilterissimilartoasocketfilter,butworksattheIPlayer.TheIPfilterwillsee
allIPtrafficinthesystemregardlessofinterface.ItwillalsoseeIPpacketsthat
werenotdirectlyinitiatedthroughasocket.

• Aninterfacefilterallowsafiltertobeattachedtoaspecificnetworkinterface.An
interfacefiltercanseealltraffictoorfromthatinterfaceregardlessofprotocol.It
ispossibletorestrictseenpacketstoaspecificprotocolfamily,suchasIPv4or
IPv6.

• TheIONetworkingFamilyprovidestheprogramminginterfacesnecessaryto
implementdevicedriversfornetworkhardware.Itincludesclassesforqueuing
andclassesforabstractingtheinterfacebetweentheI/OKitandtheBSDlayer.

• TheIONetworkControllerclassrepresentsanetworkdriver.Aspecializedclassfor
handlinganEthernetcompatibledeviceisprovidedbyIOEthernetController.The
IONetworkInterfaceprovidesthegluethatconnectsnetworkdevicestoother
partsofthekernelnetworksystem.
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Storage Systems 

Storagedevicesencompassmanytypesofdevices,includingharddiskdrives,CDsandDVDs,USBflash
drives,FireWire-basedharddisks,andafile-baseddiskimagethathasbeenmountedasavirtualdrive.
Fortheuser,astoragedeviceappearsasavolumeontheirdesktopthattheycanreadfilesfromand
writefilesto,butwhattheuserdoesn’tseeisthemultipledriversthatworktogetherinthekernelto
makethispossible.

Thereasonwhystoragedevicesrequiremultipledriversisaresultofthemyriadofdifferentforms
thatastoragedevicemaytake.IfyouconsiderthedifferencebetweenanexternalUSBflashdriveandan
internalharddisk,bothofwhichappeartotheuserasstoragedevices,youcanappreciatethe
differencesthatneedtobehandled.Forexample:

• Theinterfacethroughwhichastoragedeviceisconnectedtothecomputermay
beaUSBorFireWireport(usedforexternalstoragedevices),orthroughaSATA
port(commonlyusedbytheinternalharddisk).

• ThecomputermaycontrolthestoragedevicebysendingSCSIcommands,asis
doneforUSBmassstoragedevicesorFireWireSPB-2drives,orbysending
ATA/ATAPIcommandstotheAHCIinterface,asisdonefortheinternally
connectedSATAdisks.

• Thestoragedevicemaycontainasinglevolume,ormaybepartitionedinto
multiplevolumes.

• Eachvolumewillbeformattedwithafilesystemchosenbytheuser,andmaybe
HFS+(thedefaultfilesystemusedbyMacOSX),NTFS(thedefaultfilesystem
usedbyWindows),oroneofthemanyfilesystemsthatMacOSXsupports.

Tohandleallofthesepossiblevariations,theI/OKitimplementsstoragedevicesbybuildinga
layeredstackofmultipledrivers,whereeachlayerisresponsibleforhandlingoneaspect,suchasthe
physicalconnection(USB,FireWireorSATA),thecommandprotocol(SCSIorATA/ATAPI),andthe
logicalvolume.SupportforvariousfilesystemsisprovidedbytheVirtualFileSystemlayer(VFSlayer),
which,althoughapartofthekernel,residesintheBSDportionofthekernelandislocatedoutsideofthe
I/OKit.

ThismodularityinthedesignoftheI/OKit’sstoragestackmeansthateachlayerofthedriverstack
isdecoupledfromthesurroundinglayers,andeachdriverneedstodealonlywiththefunctionality
providedbyitslayer.Thismeansthatanewfilesystemcanbewrittenwithoutanyknowledgeofthe
typesofstoragedevicesonwhichthefilesystemmayreside,sincethefilesystemwillneverneedto
directlycommunicatewiththediskdevice’shardware.Similarly,inwritingadriverforanewtypeof
storagedevice,thedeveloperdoesn’tneedtoimplementanydetailsofthefilesystem;instead,thedisk
canbeformattedwithanyoftheexistingfilesystemssupportedbyMacOSX.Thedriverstackfora
storagedeviceisshowninFigure14-1.
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Figure14-1.Anabstractviewofthedriversinvolvedinsupportingastoragedevice

Itisnotnecessarytoimplementadriverineachlayer.Forexample,toimplementsupportforanew
harddisk,youwouldneedonlytowriteadriverinthetransportlayer;therestofthedriverstackwould
matchagainstyourcustomdriver,andyournewdiskdevicewouldbepresentedtotheuserasa
standarddisk.

TransportLayerDrivers
ThedriverforastoragedeviceisimplementedintheI/OKitasatransportdriverthatresideswithinthe
TransportLayerofFigure14-1.LikeanyotherI/OKitdriver,atransportdriverwillmatchagainstthe
providerclassthatrepresentsitshardwaredevice;theproviderclassisalsothemeansbywhichthe
driveraccessestheunderlyinghardware.Forexample,astoragedevicethatisUSB-basedwillhavea
providerclassthatisaninstanceofIOUSBDeviceorIOUSBInterface.

TheI/OKitprovidesnorestrictionsonthesuperclassthatatransportdrivercanbederivedfrom,
otherthanultimatelyderivingfromtheIOServiceclass,asisrequiredbyallI/OKitdrivers.Thisallowsa
transportdriveralargedegreeoffreedom,sinceitcanuseasetofmethodsthatisnaturalforthe
communicationprotocolusedbythediskdevice,ratherthanbeingforcedtoimplementaninterface
thatisimposedbytheI/OKit’sstoragefamily.

Thelackofacommoninterfacefortransportdriversdoesprovideaproblem,sincetheupperlayers
ofthedriverstack,inparticular,thegenericblockstoragedriverthatsitsimmediatelyabovethe
transportdriver,hasnocommoninterfaceallowingittocallmethodsinthetransportdriver.Tosolve
this,theI/OKitdefinesadriverclassknownasIOBlockStorageDevice,whichisasmalllightweight
“nub”driverthatsitsbetweenthetransportlayerandgenericblockstoragedriver.

TheroleoftheIOBlockStorageDeviceclassistoprovideanabstractrepresentationofthedisktothe
genericblockstoragedriver,andtopassonallrequeststothetransportdriver,whichinturn
implementsthebehaviorthatisspecifictothediskdevice.Thetransportdriverisresponsiblefor
definingaconcretesubclassoftheIOBlockStorageDeviceclassandinstantiatingit.Anillustrationofthe
relationshipbetweenthetransportdriverandthelayersaboveandbelowitinthestoragedriverstackis
showninFigure14-2,whichusestheAppleAHCIdriverasanexample.
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Figure14-2.TherelationshipbetweendriversintheAppleAHCIstoragedriverstack

NoteSincetheI/OKitputsnorestrictionsonhowatransportdrivershouldbeimplemented,thetransport
drivermaybebuiltfromastackofseveraldrivers.Appletakesadvantageofthisinthedriversfordevicesthatuse
theSCSIcommandset,includingUSBMassStoragedevicesandFireWiredevices.Thedriversforthesedevices
allmakeuseofacommondriverthatimplementstheSCSIprotocol.

TheIOBlockStorageDeviceInterface
Theupperlayersofthestoragedriverstackcommunicatewiththetransportdriverthroughaclassthatis
derivedfromtheIOBlockStorageDeviceinterface.TheIOBlockStorageDevicepresentsaviewofthe
storagedeviceasalineararrayoflogicalblocksthatcanbeeitherreadfromorwrittentobythecaller.A
logicalblockistheminimumnumberofbytesthatthediskiscapableofreadingorwriting,andadisk
operationmustoperateonamultipleofblocks.Dependingonthedisk,theblocksizewillbeanywhere
from512bytesto4096bytes.AlloperationsperformedbytheIOBlockStorageDeviceclassworkona
contiguousrangeofdiskblocks.

ThemethodsthatmustbeimplementedbyasubclassoftheIOBlockStorageDeviceinterfaceare
describedinListing14-1.TheIOBlockStorageDeviceclassisnotdesignedtoprovideafull
implementationofthebehaviorofthesemethods;instead,itpassesthemontoitsproviderclass,which
isthetransportdriverwithinthestoragedriverstack.
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Listing14-1.TheMethodstoBeImplementedbyaSubclassoftheIOBlockStorageDeviceInterface

class IOBlockStorageDevice : public IOService 
{ 
        virtual bool            init(OSDictionary * properties); 
        virtual IOReturn        doEjectMedia(void) = 0; 
        virtual IOReturn        doFormatMedia(UInt64 byteCapacity) = 0; 
        virtual UInt32          doGetFormatCapacities(UInt64 * capacities, 
                                    UInt32   capacitiesMaxCount) const = 0; 
        virtual IOReturn        doLockUnlockMedia(bool doLock) = 0; 
        virtual IOReturn        doSynchronizeCache(void) = 0; 
        virtual char*           getVendorString(void) = 0; 
        virtual char*           getProductString(void) = 0; 
        virtual char*           getRevisionString(void) = 0; 
        virtual char*           getAdditionalDeviceInfoString(void) = 0; 
        virtual IOReturn        reportBlockSize(UInt64 *blockSize) = 0; 
        virtual IOReturn        reportEjectability(bool *isEjectable) = 0; 
        virtual IOReturn        reportLockability(bool *isLockable) = 0; 
        virtual IOReturn        reportMaxValidBlock(UInt64 *maxBlock) = 0; 
        virtual IOReturn        reportMediaState(bool *mediaPresent,bool *changedState) = 0; 
        virtual IOReturn        reportPollRequirements(bool *pollRequired,  
                                    bool *pollIsExpensive) = 0; 
        virtual IOReturn        reportRemovability(bool *isRemovable) = 0; 
        virtual IOReturn        reportWriteProtection(bool *isWriteProtected) = 0; 
        virtual IOReturn        getWriteCacheState(bool *enabled) = 0; 
        virtual IOReturn        setWriteCacheState(bool enabled) = 0; 
        virtual IOReturn        doAsyncReadWrite(IOMemoryDescriptor *buffer, UInt64 block,  
                                    UInt64 nblks, IOStorageAttributes *attributes, 
                                    IOStorageCompletion *completion) = 0; 
        virtual IOReturn        requestIdle(void); 
        virtual IOReturn        doDiscard(UInt64 block, UInt64 nblks); 
        virtual IOReturn        doUnmap(IOBlockStorageDeviceExtent* extents,  
                                    UInt32 extentsCount, UInt32 options); 
}; 

ThefollowingsectionsdescribethemethodsthatasubclassofIOBlockStorageDeviceneedsto
implement,andtheyareorderedbyfunctionality.Thefirstmethodsdescribedeachreturnahuman
readabledescriptionofthedevicetotheuser.Thesestringsareusedtohelptheusertoidentifythe
storagedevicethatcorrespondstoamountedvolume.Ifthestoragemediumhasnotbeenformatted,
novolumewillbeassociatedwiththedevice,andtheseidentificationstringswillbetheonlymeansthe
userhasofensuringthatthedevicetheyareabouttoformatisthedevicetheythinkitis.Therefore,
thesestringsshouldreturnadescriptivenamethat,forexample,identifiesthemanufacturerofaUSB
flashdriveorprovidesadescriptionoftheconnectioninterface(suchas“USBtoSATAadapter”),
allowingtheusertoeasilyidentifythedevice.Thesestringsappearinutilitiessuchas“DiskUtility”and
thesystemprofilesproducedby“SystemInformation.”

• getVendorStringreturnsthenameofthemanufacturerofthestoragedevice.

• getProductStringreturnsadescriptivenameoftheproductmodel.
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• getRevisionStringreturnsastringwhoseinterpretationcanbedecidedbythe
driverdeveloper.Thiscouldbeusedtoidentifythefirmwareversionrunningon
thestoragedevice,oritcouldprovideanidentificationoftheproductdesign.Both
valuescouldalsobeincludedbecausethevalueisastring.

• getAdditionalDeviceInfoStringiscurrentlyunusedbytheI/OKit
implementation,butcouldbequeriedfromthedriverbyproprietarydiskutility
software.

Thefollowingmethodsarecalledtoquerythecapabilitiesofthestoragedevice:

• reportRemovabilityandreportEjectabilitybothreturnsimilarinformation.A
deviceisconsideredremovableifthemediamaycomeandgowhilethedriveris
present.ThismeansthattheI/OKitmayperiodicallypollthetransportdriverto
determinewhetheradiskiscurrentlypresent.Furthermore,adevicethatis
removableisconsideredejectableifitcanberemovedthroughsoftwarecontrol
(suchasaCDdrive).Ifadeviceisnotejectable,theusercanstill“eject”through
theFinderorDiskUtility,althoughMacOSXwillperformanunmountofthefile
system,butwon’tejectthemedia.

• reportLockabilityiscalledtodeterminewhetherthemediainaremovabledrive
canbe“lockeddown”andpreventedfrombeingremovedbytheuser.Anexample
oflockingadeviceisaCDdrivethathasanejectbuttononitsfrontcasethatcan
bedisabled(locked)whenaCDismounted.

• reportPollRequirementsiscalledtodeterminewhetherthedriverneedstobe
periodicallycalledtocheckwhethermediahasbeeninsertedorremoved,as
opposedtothedriveritselfbeingabletogenerateanotificationwhenmediahas
arrived.Ifthedevicerequirespolling,thedrivercanreturnanadditionalflag
throughthereportPollRequirementsmethodtoindicatewhetherpollingis
expensive,forexample,ifmediacanbedetectedonlybyspinningupthedevice.
TheI/OKitwillpolladeviceonlyifitisnotexpensive.

• reportMediaStateiscalledtodeterminewhetherthereismediapresentinthe
device.Thismethodiscalledoncewhenthestoragedriverstackiscreated,toread
theinitialstateofthehardware,andthereafter,onlyifthedriverhasindicated
thatitrequirespollingtodeterminethepresenceofmedia.

Thefollowingmethodsarecalledtoquerythecapabilitiesofthemediathatispresent.These
methodsarecalledwhenevernewmediaisdetected.

• reportBlockSizeshouldreturnthesizeinbytesofadisksector(orblock)forthe
device.Auserspaceprocesscanaccessthisvaluethroughtheioctl
DKIOCGETBLOCKSIZE.

• reportMaxValidBlockreturnsthecapacityofthedevice,expressedintermsofthe
addressofthefinalblockofthedevice.Becausediskblocksareindexedfrom0,
themaximumvalidblockisonelessthanthetotalblockcountofthedevice.

• reportWriteProtectioniscalledtodeterminewhetherthemediacanbewrittento
oriswrite-protected,inwhichcaseitwillbemountedasaread-onlyvolume.A
userspaceprocesscanaccessthisvaluethroughtheioctlDKIOCISWRITABLE.
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Thefollowingmethodsperformlow-levelformattingofthemedia.Notalldevicescansupportlow-
levelformatting.Eventhoughthesemethodsmustbepresentintheimplementationofthe
IOBlockStorageDeviceinterface,itisacceptabletoreturnanerrorifthefunctionalityisnotprovided.

• doGetFormatCapacitiesiscalledtoobtainalistcontainingeachsize(inbytes)that
themediacanbeformattedto.Thestoragetoholdtheresultofthismethodis
providedbythecaller,andthemethodreturnstheactualnumberofitemsthat
werewrittentothelist.ThecallercanprovideaNULLpointerfortheliststorageif
itwishestodeterminethenumberofformatsthattheimplementationsupports,
withoutreceivingtheactuallist.Auserspaceprocesscanrequestthislistthrough
theioctlDKIOCGETFORMATCAPACITIES.

• doFormatMediaiscalledtoperformalow-levelformatofthedevice.Ifthis
functionalityisnotimplemented,themethodisfreetoreturnanerror,suchas
kIOReturnUnsupported.Auserspaceprocesscanperformthisactionbysending
theioctlDKIOCFORMAT.

• ThedoDiscardmethodiscallednottoformattheentirediskbutrathertowipe
blocksthatnolongerstoredatathatisrequiredbythefilesystem.Forasolidstate
disk,thismethodprovidesanopportunitytoissueaTRIMcommandforthe
discardedblocks.Auserspaceprocesscanperformthisactionbysendingtheioctl
DKIOCDISCARD.ThismethodwasdeprecatedinlaterversionsofMacOSX10.6and
hasbeenreplacedwiththedoUnmapmethod.

• ThedoUnmapmethodwasintroducedasareplacementforthedoDiscardmethod.
Itperformsasimilarfunction,whichistoreleasediskblocksthatarenotusedby
thefilesystem.UnlikethedoDiscardmethod,whichiscapableofreleasingonlya
singlephysicallycontiguousrunofdiskblocks,thedoUnmapmethodisprovided
withanarraycontainingoneormorerangesofdiskblocksthatarenolongerin
use.AuserspaceprocesscanperformthisactionbysendingtheioctlDKIOCUNMAP.

Thefollowingmethodsallowsoftwarecontroloverejectingthemedia:

• doLockUnlockMediaiscalledtopreventtheuserfromejectingthemedia,suchas
disablingtheejectbuttononthefrontofaCDdrive.Themethodispasseda
Booleanparameterthatdetermineswhetherthedrivershouldlockthemediain
thedevice(preventuserejection)orunlockthemedia(allowuserejection).

• doEjectMediaiscalledtoejectthemediafromthedevice.Auserspaceprocesscan
performthisactionbysendingtheioctlDKIOCEJECT.

• requestIdleiscalledtoplacethediskinanidlestate,suchasspinningdownaCD
drive.Whilethereisnocorrespondingmethodtotakethedeviceoutoftheidle
state,thenextreadorwriteoperationwillimplicitlydoso.Auserspaceprocess
canperformthisactionbysendingtheioctlDKIOCREQUESTIDLE.
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Finally,andperhapsmostimportantly,arethefollowingmethodsforreadingandwritingdatato
thedevice:

• doAsyncReadWriteisthegenericdatareadandwritemethodofthe
IOBlockStorageDeviceinterface.IttakesasitsparametersanIOMemoryDescriptor
objectthatdescribesthesourcebuffer(foradiskread)orthedestinationbuffer
(foradiskwrite),acontiguousrangeofdiskblockstoreadfromorwriteto,and
associatedattributeflags.TheIOMemoryDescriptoralsoservestodetermine
whethertherequestedoperationisareadorawrite;thedrivercallsthemethod
getDirection()ontheIOMemoryDescriptorobject,andifthereturnedvalueis
kIODirectionIn,areadoperationhasbeenrequested.Ifthereturnedvalueis
kIODirectionOut,awriteoperationhasbeenrequested.Thediskoperationis
performedasynchronously,andwhenitcompletes,thecallerisnotifiedthrougha
callbackfunctionthatisprovided.

• setWriteCacheStateiscalledtoenableordisableanyhardwarecachingthatthe
devicehas.ThecorrespondingmethodgetWriteCacheStatereturnsthecurrent
stateofthedevicecache.

• doSynchronizeCacheiscalledtoflushthecontentsofthehardwarecachetothe
media.Thisisasynchronousmethodthatshouldnotreturnuntilthecontentsof
thecachehavebeenwrittentoadisk.Thismethodisalsocalledinresponsetothe
ioctlDKIOCSYNCHRONIZECACHEfromauserspaceprocess.

BuildingaRAMDiskDevice
HavingexaminedthemethodsthatmustbeimplementedtosupporttheIOBlockStorageDevice
interface,wecannowtakealookathowasimpleRAMdiskdevicecanbeimplementedinMacOSX.As
withthedriverforanydiskdeviceintheI/OKit,wewillsplitourdriverintotwoclasses:thetransport
driverclass,whichimplementsthefunctionalityandcommunicateswiththehardwaredevice,anda
classthatimplementstheIOBlockStorageDeviceinterface,whichactsasaninterfacebetweenthe
transportdriverandthedeviceserviceslayerofthestoragedriverstack.

Aswehaveseen,theI/OKitdoesnotrequirethetransportdriverforastoragedevicetobewritten
inanyparticularwayortosubclassfromanyparticularsuperclass.Thisallowsthetransportdrivertobe
writteninawaythatismostnaturalforthetypeofhardwarethatprovidesaccesstothediskstorage.For
ourRAMdisk,the“hardware”controlledbythetransportdriverisnothingmorethanamemory
allocationthatprovidesthestoragefortheRAMdisk.AswelearnedinChapter4,anI/OKitdriverthat
hasnohardwaredevicetomatchagainstwillusetheglobalIOResourcesclassasitsproviderclass.This
willbetheproviderclassofourRAMdisk’stransportdriver.Sinceourtransportdriverisimplemented
asagenericdriver,wewillimplementitasasubclassofthegenericIOServiceclass.

Forsimplicity,ourRAMdisk’stransportdriverwillallocatethestorageforthediskwhenitloads,
andwillnotreleaseituntilthedriverunloads.Thestorageisafixed-sizememoryallocation.Our
transportdriverwillalsoberesponsibleforinstantiatingtheIOBlockStorageDeviceobject,whichwill
providetheinterface,throughwhichtheupperlayerofthedriverstackwillcommunicate,withour
transportdriver.TheheaderfileforaRAMdisk’stransportdriverisgiveninListing14-2.

Listing14-2.TheHeaderFileoftheTransportDriverforaRAMDiskDevice

#include <IOKit/IOService.h> 
#include <IOKit/IOBufferMemoryDescriptor.h> 
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class com_osxkernel_driver_RAMDisk : public IOService 
{ 
        OSDeclareDefaultStructors(com_osxkernel_driver_RAMDisk) 
         
private: 
        IOBufferMemoryDescriptor*       m_memoryDesc; 
        void*                           m_buffer; 
         
protected: 
     bool                    createBlockStorageDevice (); 
      
public: 
     virtual bool            start (IOService* provider); 
     virtual void            free (void); 
      
     virtual IOByteCount     performRead (IOMemoryDescriptor* dstDesc, UInt64 byteOffset, 
                                             UInt64 byteCount); 
     virtual IOByteCount     performWrite (IOMemoryDescriptor* srcDesc, UInt64 byteOffset, 
                                             UInt64 byteCount); 
}; 

TheimplementationofaRAMdisk’stransportdriverisgiveninListing14-3.

Listing14-3.TheImplementationoftheTransportDriverforaRAMDiskDevice

// Define the superclass 
#define super IOService 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_RAMDisk, IOService) 
 
#define kDiskByteSize           (16*1024*1024) // Fix RAM disk size at 16MiB 
 
bool com_osxkernel_driver_RAMDisk::start (IOService *provider) 
{ 
        if (super::start(provider) == false) 
                return false; 
         
        // Allocate storage for the disk. 
        m_memoryDesc = IOBufferMemoryDescriptor::withCapacity(kDiskByteSize,  
                                                              kIODirectionOutIn); 
        if (m_memoryDesc == NULL) 
                return false; 
        m_buffer = m_memoryDesc->getBytesNoCopy(); 
         
        // Allocate an IOBlockStorageDevice nub. 
        if (createBlockStorageDevice() == false) 
                return false; 
         
        return true; 
} 
 
void com_osxkernel_driver_RAMDisk::free (void) 
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{ 
        if (m_memoryDesc != NULL) 
                m_memoryDesc->release(); 
         
        super::free(); 
} 
 
 
IOByteCount com_osxkernel_driver_RAMDisk::performRead (IOMemoryDescriptor* dstDesc,  
                                                       UInt64 byteOffset, UInt64 byteCount) 
{ 
        return dstDesc->writeBytes(0, (void*)((uintptr_t)m_buffer + byteOffset), byteCount); 
} 
 
IOByteCount com_osxkernel_driver_RAMDisk::performWrite (IOMemoryDescriptor* srcDesc,  
                                                        UInt64 byteOffset, UInt64 byteCount) 
{ 
        return srcDesc->readBytes(0, (void*)((uintptr_t)m_buffer + byteOffset), byteCount); 
} 

TheimplementationoftheRAMDiskclassshouldbefairlystraightforward.Initsstart()method,the
transportdriverallocatesamemorybufferthatprovidesthestorageforthediskdevice.Thisbufferisn’t
releaseduntiltheRAMdiskdriverisunloadedanditsfree()methodiscalled.TheRAMDiskdriverclass
alsodefinestwomethodsthatprovideaccesstothestoragebuffer,namelyperformRead()and
performWrite().

Asageneralrule,thetransportdrivershouldbeimplementedinawaythatmatchesthe
functionalityandprotocolofthedevicethatitiscontrolling.TheinterfacefortheRAMdiskinListing14-
2certainlymeetsthisrequirement,withitsverysimplesetofmethods.Aconsequenceofthisfreedomis
thatthetransportdriverneedsanubdriver,whichimplementstheIOBlockStorageDeviceinterface,to
acceptmethodcallsfromtheupperlayersofthestoragedriverstackandtopassthemontothe
transportdriver.InoursampleRAMdiskdriver,thisfunctionalityisprovidedbyaclassnamed
com_osxkernel_driver_RAMDiskStorageDevice,whichisderivedfromtheIOBlockStorageDeviceinterface.

AclassthatimplementstheIOBlockStorageDeviceinterfacesitsbetweenthetransportdriverand
theupper-layerdrivers;itimplementsmethodsthatarecalledbytheupper-layerdrivers,andinturn
needstocallmethodsthatareimplementedinthetransportdriver.Assuch,itneedsareferencetoan
instanceofthetransportdriverclass.Thisisusuallydonebymakingthetransportdrivertheprovider
classoftheIOBlockStorageDevicenub.

InourRAMdiskdriver,thetransportdriverdirectlyinstantiatestheRAMDiskStorageDevicenuband
attachesittoitself.AttachingtheRAMDiskStorageDevicetothetransportdriversetsupthetransport
driverastheproviderclassoftheRAMDiskStorageDevice.Thisprocessisimplementedinaprivate
methodnamedcreateBlockStorageDevice(),whichthetransportdrivercallsfromitsstart()method.
TheimplementationofthisisgiveninListing14-4.

Listing14-4.InstantiatingtheIOBlockStorageDeviceNubfromtheRAMDiskTransportDriver

bool com_osxkernel_driver_RAMDisk::createBlockStorageDevice () 
{ 
        com_osxkernel_driver_RAMDiskStorageDevice*      nub = NULL; 
        bool            result = false; 
         
        // Allocate a new IOBlockStorageDevice nub. 
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        nub = new com_osxkernel_driver_RAMDiskStorageDevice; 
        if (nub == NULL) 
                goto bail; 
         
        // Call the custom init method (passing the overall disk size). 
        if (nub->init(kDiskByteSize) == false) 
                goto bail; 
         
        // Attach the IOBlockStorageDevice to the this driver. 
        // This call increments the reference count of the nub object, 
        // so we can release our reference at function exit. 
        if (nub->attach(this) == false) 
                goto bail; 
         
        // Allow the upper level drivers to match against the IOBlockStorageDevice. 
        nub->registerService(); 
         
        result = true; 
         
bail: 
        // Unconditionally release the nub object. 
        if (nub != NULL) 
                nub->release(); 
         
        return result; 
} 

Afterinstantiatingthenubdriverandattachingitasaclientofthetransportdriver,itisimportantto
callthemethodregisterService()onthenub.Thiscaneitherbeperformedbytheimplementationof
thenubitself(suchasinitsstart()method)or,asinthisexample,bythetransportdriver.Thepurpose
ofcallingregisterService()istopublishtheIOBlockStorageDevicenub,allowingdriverstomatch
againstit,whichbeginstheconstructionoftherestofthestoragedriverstack.Theheaderfileforthe
com_osxkernel_driver_RAMDiskStorageDevicenubdriverisprovidedinListing14-5.

Listing14-5.TheHeaderFilefortheRAMDiskStorageDeviceNubClass

#include <IOKit/storage/IOBlockStorageDevice.h> 
 
class com_osxkernel_driver_RAMDisk; 
 
class com_osxkernel_driver_RAMDiskStorageDevice : public IOBlockStorageDevice 
{ 
        OSDeclareDefaultStructors(com_osxkernel_driver_RAMDiskStorageDevice) 
         
private: 
        UInt64                          m_blockCount; 
        com_osxkernel_driver_RAMDisk*   m_provider; 
         
public: 
        virtual bool    init(UInt64 diskSize, OSDictionary* properties = 0); 
         
        virtual bool    attach(IOService* provider); 
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        virtual void            detach(IOService* provider); 
         
        virtual IOReturn        doEjectMedia(void); 
        virtual IOReturn        doFormatMedia(UInt64 byteCapacity); 
        virtual UInt32          doGetFormatCapacities(UInt64 * capacities, UInt32  
                                    capacitiesMaxCount) const; 
        virtual IOReturn        doLockUnlockMedia(bool doLock); 
        virtual IOReturn        doSynchronizeCache(void); 
        virtual char*           getVendorString(void); 
        virtual char*           getProductString(void); 
        virtual char*           getRevisionString(void); 
        virtual char*           getAdditionalDeviceInfoString(void); 
        virtual IOReturn        reportBlockSize(UInt64 *blockSize); 
        virtual IOReturn        reportEjectability(bool *isEjectable); 
        virtual IOReturn        reportLockability(bool *isLockable); 
        virtual IOReturn        reportMaxValidBlock(UInt64 *maxBlock); 
        virtual IOReturn        reportMediaState(bool *mediaPresent,bool *changedState); 
        virtual IOReturn        reportPollRequirements(bool *pollRequired,  
                                    bool *pollIsExpensive); 
        virtual IOReturn        reportRemovability(bool *isRemovable); 
        virtual IOReturn        reportWriteProtection(bool *isWriteProtected); 
        virtual IOReturn        getWriteCacheState(bool *enabled); 
        virtual IOReturn        setWriteCacheState(bool enabled); 
        virtual IOReturn        doAsyncReadWrite(IOMemoryDescriptor *buffer, UInt64 block,  
                                    UInt64 nblks, IOStorageAttributes *attributes,  
                                    IOStorageCompletion *completion); 
}; 

Theimplementationofthecom_osxkernel_driver_RAMDiskStorageDeviceclassisprovidedinListing
14-6.Forbrevity,methodswithanemptyimplementationhavebeenomitted.

Listing14-6.TheImplementationofanIOBlockStorageDeviceNubClass

#include <IOKit/storage/IOBlockStorageDevice.h> 
 
// Define the superclass 
#define super IOBlockStorageDevice 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_RAMDiskStorageDevice, IOBlockStorageDevice) 
 
#define kDiskBlockSize          512 
 
bool com_osxkernel_driver_RAMDiskStorageDevice::init(UInt64 diskSize, OSDictionary* 

properties) 
{ 
    if (super::init(properties) == false) 
      return false; 
    m_blockCount = diskSize / kDiskBlockSize; 
    return true; 
} 
 
bool com_osxkernel_driver_RAMDiskStorageDevice::attach (IOService* provider) 
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{ 
    if (super::attach(provider) == false) 
      return false; 
    m_provider = OSDynamicCast(com_osxkernel_driver_RAMDisk, provider); 
    if (m_provider == NULL) 
      return false; 
    return true; 
} 
 
void com_osxkernel_driver_RAMDiskStorageDevice::detach(IOService* provider) 
{ 
    if (m_provider == provider) 
      m_provider = NULL; 
    super::detach(provider); 
} 
 
 
UInt32 com_osxkernel_driver_RAMDiskStorageDevice::doGetFormatCapacities(UInt64* capacities,  
                                                              UInt32 capacitiesMaxCount) const 
{ 
    // Ensure that the array is sufficient to hold all our formats (we require 1 element). 
    if ((capacities != NULL) && (capacitiesMaxCount < 1)) 
      return 0;               // Error, return an array size of 0. 
     
    // The caller may provide a NULL array if it wishes to query  
    // the number of formats that we support. 
    if (capacities != NULL) 
      capacities[0] = m_blockCount * kDiskBlockSize; 
    return 1; 
} 
 
char* com_osxkernel_driver_RAMDiskStorageDevice::getProductString(void) 
{ 
    return (char*)"RAM Disk"; 
} 
 
IOReturn com_osxkernel_driver_RAMDiskStorageDevice::reportBlockSize(UInt64 *blockSize) 
{ 
    *blockSize = kDiskBlockSize; 
    return kIOReturnSuccess; 
} 
 
IOReturn com_osxkernel_driver_RAMDiskStorageDevice::reportMaxValidBlock(UInt64 *maxBlock) 
{ 
    *maxBlock = m_blockCount-1; 
    return kIOReturnSuccess; 
} 
 
IOReturn com_osxkernel_driver_RAMDiskStorageDevice::reportMediaState(bool *mediaPresent, bool 

*changedState) 
{ 
    *mediaPresent = true; 
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    *changedState = false; 
    return kIOReturnSuccess; 
} 
 
IOReturn com_osxkernel_driver_RAMDiskStorageDevice::reportPollRequirements(bool *pollRequired, 

bool *pollIsExpensive) 
{ 
    *pollRequired = false; 
    *pollIsExpensive = false; 
    return kIOReturnSuccess; 
} 
 
IOReturn com_osxkernel_driver_RAMDiskStorageDevice::reportRemovability(bool *isRemovable) 
{ 
    *isRemovable = true; 
    return kIOReturnSuccess; 
} 
 
IOReturn com_osxkernel_driver_RAMDiskStorageDevice::doAsyncReadWrite(IOMemoryDescriptor 

*buffer, UInt64 block, UInt64 nblks, IOStorageAttributes *attributes, IOStorageCompletion 
*completion) 

{ 
    IODirection               direction; 
    IOByteCount               actualByteCount; 
     
    // Return errors for incoming I/O if we have been terminated. 
    if (isInactive() == true) 
      return kIOReturnNotAttached; 
    // Ensure the block range being targeted is within the disk’s capacity. 
    if ((block + nblks) > m_blockCount) 
      return kIOReturnBadArgument; 
     
    // Get the buffer’s direction, which indicates whether the operation is a read or a write. 
    direction = buffer->getDirection(); 
    if ((direction != kIODirectionIn) && (direction != kIODirectionOut)) 
      return kIOReturnBadArgument; 
     
    // Perform the read or write operation through the transport driver. 
    if (direction == kIODirectionIn) 
      actualByteCount = m_provider->performRead(buffer, (block*kDiskBlockSize),  
                                               (nblks*kDiskBlockSize)); 
    else 
      actualByteCount = m_provider->performWrite(buffer, (block*kDiskBlockSize),  
                                                (nblks*kDiskBlockSize)); 
     
    // Call the completion function. 
    (completion->action)(completion->target, completion->parameter, kIOReturnSuccess,  
                         actualByteCount); 
     
    return kIOReturnSuccess; 
} 
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NoticethatalthoughthetransportdriverfortheRAMdiskhasnoconceptofablocksize(sinceits
minimumaddressableunitwasabyte),theIOBlockStorageDeviceinterfaceexpressesthediskcapacity
inblocks,andoperatesonblockswhenperformingareadorwriteoperation.Forthisreason,thenub
driver’simplementationdefinesanarbitraryblocksizeof512bytes.

Finally,aswitheveryI/OKitdriver,ourRAMdiskdriverrequiresapropertylistthatdescribesthe
requirementsofthedriver,includingitsmatchingdictionary.TheIOBlockStorageDeviceinterfacethat
theRAMdiskdriverimplementsispartoftheI/OKit’sIOStorageFamilyframework,soweneedto
explicitlyincludethisdependencyintheRAMdiskdriver’spropertylist.Thisisdonebyaddinganentry
totheOSBundleLibrariessectionoftheInfo.plistfilethatreferencesthekernelmodule
com.apple.iokit.IOStorageFamily.Inthissample,weimportversion1.6oftheIOStorageFamily,which
correspondstotheversionthatwasincludedwithMacOSX10.6.

NoteAnykernelextensionthatimplementsadriverthatisapartofthestoragedriverstackwillneedtoinclude
theIOStorageFamilyasadependencyinitspropertylist.

ThepropertylistforoursampleRAMdiskdriver,includingitsmatchingdictionaryanditslibrary
dependencies,isshowninFigure14-3.



Figure14-3.ThepropertylistforthesampleRAMdiskdriver
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AfterbuildingtheRAMdiskdriverandloadingtheresultingkernelextension,youwillbepresented
withadialogsimilartothatdisplayedinFigure14-4.Thisdoesnotindicateaproblemwiththedevice,
butitdoesindicatethatMacOSXwasunabletofindareadablefilesystemonthedisk.Giventhatthe
diskhasyettobewrittento,thisisanexpectederror.



Figure14-4.ThestandardMacOSXdialogthatisdisplayedwhenadiskisinsertedthatdoesnotcontain

areadablefilesystem

Clickingthe“Initialize…”buttoninthedialogdisplayedinFigure14-4willlaunchthe“DiskUtility”
application,allowingthestoragedevicetobepartitionedandinitializedwithafilesystem.Beforedoing
this,itisinterestingtoexaminethestateofthedriverstackwiththeIORegisterExplorerutility.In
additiontotheRAMDisktransportdriverandtheRAMDiskStorageDevicenub,youwillnoticethattheI/O
Kithasconstructedthreedriversontopofthenubdriver.ThestateofthedriverstackisshowninFigure
14-5.



Figure14-5.Thedriverstackthatiscreatedwhenanon-formattedstoragedeviceisloaded

TheDiskUtilityapplicationallowsadisktobeformattedandinitializedforafilesystem.This
processinvolveswritingapartitiontabletothedisk,whichisrequiredevenifthediskcontainsonlya
singlepartition,andthenwritingafilesystemtothatpartition.ToformatadiskusingDiskUtility,select
thedevicefromthelistofdisksontheleft,andclicktheErasetab.Thenameofthedevicethatis
displayedinDiskUtilityisderivedfromthedescriptivestringsreturnedbytheIOBlockStorageDevice
nub,sointhecaseofthesampleRAMdisk,thisresultsinadevicewiththename“RAMDiskMedia.”

Bydefault,DiskUtilitywillwriteaGUIDpartitiontabletothediskandwillusetheMacOS
Extendedfilesystem,alsoknownastheHFS+filesystem.DiskUtilitywon’tperformalow-levelformat
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ofthevolume,sotheIOBlockStorageDevicemethoddoFormatMediadoesnotneedtobeimplemented.
TheprocessofinitializingavolumeisshowninFigure14-6.



Figure14-6.InitializinganewvolumeinDiskUtility

Afterapartitionmapandafilesystemhasbeenwrittentothedisk,thestoragedriverstackforthe
RAMdiskwillnowcontainthreemoredrivers,asshowninFigure14-7.OntopoftheIOMediaobjectthat
representstheentirediskisanI/OKitclassthatrepresentsthepartitiontablethatispresentonthedisk;
inthiscase,itistheGUIDpartitiontable.EachpartitionhasanIOMediaobjectthatrepresentsthelogical
volumeofthepartition.
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Figure14-7.ThedriverstackforadevicethatispartitionedwithaGUIDpartitiontablecontaininga

singlepartition

WhenweimplementedthedriverforourRAMdisk,allofthemethodsthatweimplementedwere
specifictoaccessingdatafromthedevice;itdidn’tneedtoprovideanymethodstohandlepartition
schemesorfilesystems,ortomakethedeviceaccessibletoauserspaceprocess.Allofthisfunctionality
ishandledbyclassesprovidedbytheI/OKit’sIOStorageFamily,inparticulartheIOBlockStorageDriver,
IOMedia,andIOMediaBSDClientclasses.Thebenefitofthisdesignisthatthefunctionalityislargely
commonacrossallstoragedevicesandcanbeimplementedinsharedclasses,whichremovestheneed
foreachstoragedevicetorewritethesamefunctionality.

TheIOBlockStorageDeviceandIOBlockStorageDriverclassesrepresentthediskdrivehardware,and
theIOMediaclassrepresentsthediskthatiscurrentlypresentinthatdrive.Inthecaseofoursample
RAMdiskdriver,oraUSBflashdrive,therewillalwaysbemediapresentwhenthereisastoragedevice;
thetwoareinseparable.However,thisdoesnotalwayshavetobetrue;aCDdriveforexample,will
createanIOBlockStorageDevice(forwhichtheI/OKitwillcreateacorresponding
IOBlockStorageDriver),butunlessthereisaCDinthedrive,therewillbenoIOMediaobjectinthedriver
stack.

TheIOMediaclassprovidesalogicalrepresentationofthedisk.Ifthediskhasbeenpartitioned,a
storagedevicewillhavemultipleIOMediaobjects,oneforeachpartition,andanotherthatrepresentsthe
overalldisk.InthecaseofaRAID,whereasinglevolumehasbeencreatedacrossmultipledisks,there
willbeasingleIOMediaobjectthatrepresentstheentirelogicalRAIDvolume.

EachIOMediaobjectinthekernelhasanaccompanyingobjectknownastheIOMediaBSDClient,
whichisresponsibleformakingthelogicaldiskavailabletouserspaceprocesses.Inmostcases,a
processwon’tneedtointeractwiththediskdriverdirectly.Rather,itwillsimplyusethefilesystemon
themountedvolumetoreadandwritefilesthatarecontainedonthatvolume.Insomecases,auser
spaceprocessmayneedtoreadorwritetothediskdevicedirectlyortosendioctlcallstothediskdriver
directly.
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FollowingtheconventionofBSD,bothablockdeviceinterfaceandacharacterdeviceinterfaceare
createdforeverydiskandeverydiskpartition.TheblockdeviceperformsbufferedI/O,witheachread
andwritegoingthroughabuffercache.Whenaprocessperformsareadoperation,thediskblocksthat
containtheaccesseddataarereadfromdisk,placedintoabuffercache,andthencopiedintothe
destinationbuffersuppliedbytheuserprocess.Ifaprocessreadsadiskblockthathasrecentlybeen
accessed,thedataislikelytobepresentinthebuffercache,andthereadrequestcanbecompleted
withouthavingtoaccessthedisk.

Thecharacterdeviceprovidesrawaccesstothediskstorage,anddoesn’tgothroughthebuffer
cache.Thismeansthateveryreadorwritetothedevicewillresultinamethodcallofthedevice’s
IOBlockStorageDeviceinterface,whichwillreadorwritedirectlyintotheprocess’sbuffer.Asa
consequenceofthis,allreadandwriteoperationsperformedtothecharacterdevicemuststartonadisk
blockboundary,andthenumberofbytestransferredmustbeamultipleofthediskblocksize.

TheblockdeviceandcharacterdeviceinterfacesarecreatedbytheIOMediaBSDClientclass.The
blockdeviceinterfacecanbeaccessedthroughthepath/dev/diskN,andthecharacterdeviceinterface
canbeaccessedthroughthepath/dev/rdiskN,whereNisanintegertogivethedeviceauniquename.

AfterbuildingandloadingtheRAMdiskdriver,alistofthediskdevicesthatarepresentinthe
systemcanbeexaminedbyrunningtheterminalcommanddiskutil list.Anexampleoftheoutput
fromthiscommandfortheRAMdiskdeviceisshowninListing14-7.Theinterfacedisk1correspondsto
theentirestoragedevice,andtheinterfacedisk1s1correspondstotheHFS+partition.

Listing14-7.TheOutputfromtheCommanddiskutil list fortheRAMDiskDevice

/dev/disk1 
   #:   TYPE                    NAME            SIZE            IDENTIFIER 
   0:   GUID_partition_scheme                   *16.8 MB        disk1 
   1:   Apple_HFS               VolumeName      16.7 MB         disk1s1 

PartitionSchemes
Adiskmaybesplitintoseveralsmallerlogicalunits,eachofwhichappearasaseparatedisktotheuser.
Evenifaharddiskonlyhasasinglepartitionitwillcontainapartitionmap,whichliststheoneormore
partitionsthathavebeencreatedfromthedisk.MacOSXprovidessupportformanycommonpartition
schemes,includingtheGUIDpartitionschemethatisthedefaultonMacOSX,theMasterBootRecord
thatisstillcommononWindows,andtheApplePartitionMap,whichwasthedefaultpartitionscheme
forMacOSbeforethetransitiontoIntel-basedMacs.

SupportfornewpartitionschemescanbeaddedtoMacOSXbywritinganI/OKitdriverthatis
derivedfromtheIOPartitionSchemeclass.Apartitionschemedriverloadswheneveradiskisinserted,
andscansthediskforapartitiontablethatitrecognizes.Ifapartitiontablethatissupportedbythe
driverisfound,itcreatesanIOMediaobjectforeachentryinthepartitiontable,andattachesthese
IOMediaobjectsaboveitonthedriverstoragestack.TheIOMediaobjectscreatedbythepartitiondriver
willdescribeonlythesectionofthediskthatiscoveredbythepartition,andnottheentirediskcontents.

AnIOMediaobjectcandescribeeithertheentirediskorasinglepartitionconsistingofaphysically
contiguoussubsetofblocksonthedisk.WhenanIOMediaobjectisinstantiated,itsconstructortakesa
propertythatidentifieswhethertheIOMediaobjectdescribestheentirediskornot.Althoughapartition
driverwillloadagainstanIOMediaobject,itwillonlyloadagainstonethatdescribestheentiredisk
contents,becausetypicallyapartitiontableisnotlocatedwithinapartition.

Afterthepartitionschemedriverhassuccessfullyscannedadisk,theendresultistheconstruction
ofastoragedriverstacksimilartothatshowninFigure14-7,withanIOMediaobjectthatdescribesthe
entiredisk’scontents(theobjectabovetheIOBlockStorageDriverinthedriverstack)andanIOMedia
objectforeachpartition(theobjectabovetheIOGUIDPartitionTableSchemeinthedriverstack).
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Itisworthnotingthatapartitionschemedriverisresponsibleonlyforreadingapartitiontablethat
alreadyexistsonthedisk;theIOPartitionSchemeclasscontainsnomethodsforwritingapartitiontable.
Apartitiontablecouldbecreatedbyprovidingauserspaceutilityprocessthatwritestothediskdevice
directly.

ImplementingaSamplePartitionScheme
Inthissectionwewillexaminehowthedriverforahypotheticalpartitionmapwouldbeimplementedin
theI/OKit.Tobeginwith,let’sexaminethepropertylistofthedriver,inparticularitsmatching
dictionary,asshowninListing14-8.

Listing14-8.ASampleMatchingDictionaryfromthePropertyListofaPartitionSchemeDriver

<key>IOKitPersonalities</key> 
<dict> 
        <key>SamplePartitionScheme</key> 
        <dict> 
                <key>CFBundleIdentifier</key> 
                <string>com.osxkernel.SamplePartitionScheme</string> 
                <key>IOClass</key> 
                <string>com_osxkernel_driver_SamplePartitionScheme</string> 
                <key>IOMatchCategory</key> 
                <string>IOStorage</string> 
                <key>IOProviderClass</key> 
                <string>IOMedia</string> 
                <key>IOPropertyMatch</key> 
                <dict> 
                        <key>Whole</key> 
                        <true/> 
                </dict> 
        </dict> 
</dict> 

Therearethreeimportantaspectsofthematchingdictionary:

• ItspecifiesaproviderclassofIOMedia,sowheneveranewdiskisinserted(andan
IOMediaobjectiscreatedtorepresentthatdisk),thepartitiondriverwillbegiven
thechancetoexaminethecontentsofthatdiskforasupportedpartitiontable.

• ThepartitiondriverisinterestedonlyinanIOMediaobjectthatrepresentsthe
entiredisk,sincepartitiontablescannotbelocatedwithinadiskpartition.To
narrowthematchtoIOMediaobjectsthatrepresentanentirediskonly,the
matchingdictionaryusestheIOPropertyMatchkeytospecifythattheI/OKit
shouldloadthedriveronlyagainstanIOMediaobjectthatcontainsaproperty
named“Whole”withtheBooleanvalueoftrue.Thisisastandardpropertyof
IOMediaobjectsthatspecifieswhethertheobjectcoverstheentiredisk,ora
partitionofthatdisk.
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• ThepropertylistspecifiesanIOMatchCategoryofIOStorage.Thispropertyappears
inthepropertytableofthepartitiondriver,andisimportantforthecorrect
constructionofthestoragedriverstack.Inparticular,certaindriverswillusethe
IOMatchCategorypropertytodeterminewhethertheyareatthetopofthedriver
stack,orwhetherthedriverontopisalsoapartoftheIOStoragestack.

Althoughapartitionschemedriverispartofthestoragedriverstack,andisunloadedonlyafterthe
diskisremoved,thedriveritselfplaysaroleonlywhenthediskisfirstinserted,whenitisresponsiblefor
readingthepartitiontablefromthediskandinstantiatinganIOMediaobjectforeachpartitionthatit
finds.AsadriverthatisderivedfromthestandardI/OKitclassIOService,thepartitionschemedriver
doesthisthroughtheinit(),probe(),andstart()methodsandonunloadingthroughthestop()and
free() methods.

Theprobe()methodisofparticularsignificanceforanIOPartitionSchemedriver.Apartition
schemedriverwillbeinstantiatedwheneveradiskisaddedtothesystem,anditisuptothedriverto
determinewhetherthediskcontainsasupportedpartitiontableand,ifnot,toallowan
IOPartitionSchemedriverthatisbettersuitedtoloadinstead.Thisisdonethroughthestandard
IOServicemethodprobe().Ingeneral,thepurposeoftheprobe()methodistoexaminethehardwareto
determinewhetherthedriverisabletosupportthedevice,andifso,toreturnanintegervaluethat
representshowwellsuitedthedriveristothehardware.Thedriverwiththehighestprobescoreisthe
onethatwillbeloadedbytheI/OKit.

InthecaseofanIOPartitionSchemedriver,theroleoftheprobe()methodistoreadenoughofthe
disktodeterminewhetherthepartitiontableonthediskissupportedbythedriverand,ifso,togoonto
readthepartitiontableentries.Itisn’tstrictlynecessarytoreadtheentirepartitiontableintheprobe()
method,butdoingsopreventstheneedtorescanthepartitiontablewhenthedriver’sstart()method
iscalled.ThepartitionschemedriversprovidedbyAppleasapartofMacOSXgoonestepfurtherand
actuallyinstantiateanIOMediaobjectforeachpartitionthatisfoundintheprobe()method.

Ifadiskcontainsapartitiontablethatthepartitionschemedriverrecognizesandthepartition
driverisselectedbytheI/OKitasthemostsuitabledriver,itsstart()methodwillbecalled.Atthis
point,thepartitionschemedrivershouldcreateanIOMediaobjectforeachpartitionentryandattachit
tothestoragedriverstack.

Asampleimplementationoftheprobe()andstart()methodsisdemonstratedinListing14-9.This
driverisbasedonthepartitionschemedriversthatareincludedaspartoftheDarwinsourcecodeinthe
IOStoragefamily.

AswiththepartitiondriversincludedinDarwin,theimplementationinListing14-9hasacustom
methodnamedscan()toexaminethedisk,andifasupportedpartitiontableisfound,toinstantiatean
IOMediaobjectforeachpartitionandreturnthepartitionsettothecallerthroughanOSSetobject.Ifno
IOMediaobjectswerefoundduringthescan,theprobe()methodreturnsunsuccessfully,asindicatedby
aNULLresultvalue,andtheI/OKitwillcontinuesearchingforanotherpartitionschemedriverforthe
disk.Ifasupportedpartitiontablewasfoundinstead,theprobemethodsavesthesetofIOMediaobjects
representingeachpartitiontoaninstancevariablenamed m_partitions.

Listing14-9.AnImplementationoftheprobe()andstart()MethodsforaPartitionSchemeDriver

#include <IOKit/storage/IOPartitionScheme.h> 
 
// Define the superclass 
#define super IOPartitionScheme 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_PartitionScheme, IOPartitionScheme) 
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IOService* com_osxkernel_driver_PartitionScheme::probe(IOService* provider, SInt32* score) 
{ 
        if (super::probe(provider, score) == NULL) 
                return NULL; 
         
        // Scan the IOMedia for a supported partition table. 
        m_partitions = scan(score); 
         
        // If no partition table was found, return NULL. 
        return m_partitions ? this : NULL; 
} 
 
bool com_osxkernel_driver_PartitionScheme::start (IOService *provider) 
{ 
        IOMedia*                partition; 
        OSIterator*             partitionIterator; 
         
        if (super::start(provider) == false) 
                return false; 
         
        // Create an iterator for the IOMedia objects that were  
        // found and instantiated during probe. 
        partitionIterator = OSCollectionIterator::withCollection(m_partitions); 
        if (partitionIterator == NULL) 
                return false; 
         
        // Attach and register each IOMedia object (representing found partitions). 
        while ((partition = (IOMedia*)partitionIterator->getNextObject())) 
        { 
                if (partition->attach(this)) 
                { 
                        attachMediaObjectToDeviceTree(partition); 
                        partition->registerService(); 
                } 
        } 
        partitionIterator->release(); 
 
        return true; 
} 

Iftheprobe()methodreturnssuccessfullyandtheI/OKitdoesn’tfindabetterdriver,ourpartition
driverwillbeaddedtothestoragestackanditsstart()methodwillbecalled.Theroleofapartition
driver’sstart()methodistoattacheachofitsIOMediaobjectstothestoragedriverstack,whereeach
IOMediaobjectrepresentsasinglepartitionentryonthedisk.ThisisdonethroughtheIOServicemethod
namedattach(),whichinsertstheIOMediaobjectintotheserviceplaneoftheI/ORegistryasachildof
thepartitiondriver(whichistheproviderclass).

AswellasinsertingtheIOMediaobjectintotheserviceplaneoftheI/ORegistry,itmayalsobe
necessarytoinserttheIOMediaobjectintothedeviceplaneoftheI/ORegistry.Thisisonlyneededifthe
partitioncouldpotentiallybeusedasthebootvolumeonaPowerPC-basedMacintosh.Thisisbecause
thebootvolumeonaPowerPC-basedMacintoshisidentifiedthroughitslocationintheI/ORegistry
deviceplane,sotheIOMediaobjectthatrepresentsthebootpartitionneedstohaveanentryinthe
deviceplane.TheIOPartitionSchemesuperclassprovidesamethodnamed
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attachMediaObjectToDeviceTree(),whichwillinsertanIOMediaobjectintotheI/ORegistry’sdevice
plane.

Thescan()methodisacustommethodthatdetermineswhetherthediskcontainsapartition
schemethatissupportedbythedriverand,ifso,readsthepartitiontableentriesfromthediskand
createsasetofIOMediaobjectsthatrepresenteachpartition.Thisrequiresthepartitiondrivertobeable
toreadthedisk,whichisperformedthroughthedriver’sproviderobject.Asspecifiedinthedriver’s
matchingdictionary(seeListing14-8),thepartitiondriver’sproviderclassisanIOMediaobjectthat
representstheentiredisk.Anexampleimplementationofthescan()methodisprovidedinListing
14-10.

Listing14-10.AMethodtoDetectthePresenceofaSamplePartitionTableonaDiskandtoInstantiate

IOMediaObjectsforthatPartitionTable

OSSet*  com_osxkernel_driver_PartitionScheme::scan(SInt32* score) 
{ 
        IOBufferMemoryDescriptor*       buffer          = NULL; 
        SamplePartitionTable*           sampleTable; 
1       IOMedia*                        media           = getProvider(); 
        UInt64                          mediaBlockSize  = media->getPreferredBlockSize(); 
        bool                            mediaIsOpen     = false; 
        OSSet*                          partitions      = NULL; 
        IOReturn                        status; 
         
        // Determine whether this media is formatted. 
2       if (media->isFormatted() == false) 
                goto bail; 
        // Allocate a sector-sized buffer to hold data read from disk. 
3       buffer = IOBufferMemoryDescriptor::withCapacity(mediaBlockSize, kIODirectionIn); 
        if (buffer == NULL) 
                goto bail; 
         
        // Allocate a set to hold the media objects representing disk partitions. 
4       partitions = OSSet::withCapacity(8); 
        if (partitions == NULL) 
                goto bail; 
         
        // Open the storage driver stack that (of which this partition driver is part)  
        // for read access. 
5       mediaIsOpen = open(this, 0, kIOStorageAccessReader); 
        if (mediaIsOpen == false) 
                goto bail; 
         
        // Read the first sector of the disk. 
6       status = media->read(this, 0, buffer); 
        if (status != kIOReturnSuccess) 
                goto bail; 
        sampleTable = (SamplePartitionTable*)buffer->getBytesNoCopy(); 
         
        // Determine whether the first sector contains our recognized partition signature. 
7       if (strcmp(sampleTable->partitionIdentifier, kSamplePartitionIdentifier) != 0) 
                goto bail; 
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        // Scan for valid partition entries in the partition map. 
8       for (int index = 0; index < sampleTable->partitionCount; index++) 
        { 
9               if (isPartitionInvalid(&sampleTable->partitionEntries[index])) 
                        continue; 
                 
                IOMedia*        newMedia; 
10              newMedia = instantiateMediaObject(&sampleTable->partitionEntries[index],  
                                                  1+index); 
                if ( newMedia ) 
                { 
                        partitions->setObject(newMedia); 
                        newMedia->release(); 
                } 
        } 
         
        // Release temporary resources. 
11      close(this); 
        buffer->release(); 
         
        return partitions; 
         
bail: 
        // Non-successful return; release all allocated objects. 
12      if ( mediaIsOpen )      close(this); 
        if ( partitions )       partitions->release(); 
        if ( buffer )           buffer->release(); 
         
        return NULL; 
} 

CorrespondingtothenumberedlinesinListing14-10,thefollowingisanoverviewofthesteps
performedinthelisting:

1. Weobtainapointertoourproviderclass,whichisanIOMediaobjectthat
representstheentiredisk.Alldiskreadsareperformedthroughthisobject,
whichincludesreadingthepartitiontableoffthedisk.

2. Wecheckanypropertiesofthedisk’smediabeforecheckingforapartition
table.Ifthedisk’smediaisnotformatted,weabortthescan.Thisisalsoa
suitableplacetoverifyrequirements,suchasaminimumdiskblocksizethat
mayberequiredbythepartitionscheme.

3. AlldatathatisreadfromthediskiswrittenintoanIOMemoryDescriptorasthe
destination.WethereforeallocateanIOBufferMemoryDescriptortoholdthe
contentsofthedatathatthismethodwillreadfromthedisk.Sincethis
memorydescriptorwillbeusedinanoperationthatreadsdatafromthedisk,
itsdirectionmustbesettokIODirectionIn.

4. WeallocateanOSSetcontainertoholdthecollectionofIOMediaobjectsthat
representeachpartitionthatisfoundonthedisk.Althoughtheinitialcapacity
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oftheOSSetcollectionis8objects,theOSSetwillautomaticallyexpandifmore
than8IOMediaobjectsareinserted.

5. Thestoragedriverstack(ofwhichthepartitiondriverisapartof)isopenedfor
readaccess.Sincethepartitiondriverwillreadthepartitiontablefromthe
disk,butnotmodifythediskcontents,itonlyrequiresreadaccess.

6. Thefirstdisksectorisreadfromthedisk.Thisistypicallythelocationofthe
partitiontable’sheader.Thehypotheticalpartitionschemeusedinthissample
storesitsheaderinthefirstdisksector.Thebufferparametertotheread()
methodspecifiesboththedestinationforthedatathatisread,andthenumber
ofbytestoread.

7. Basedonthedatareadfromthedisk,thepartitiondriverdetermineswhether
thediskcontainsapartitionschemethatitsupports.Thiscodewillbespecific
tothepartitionscheme;thehypotheticalpartitionschemeusedbyoursample
driverisidentifiedthroughastringconstantthatiswrittentothefirstblockon
thedisk.Assuch,thedriverusesthestrcmp()functiontodeterminewhether
thisstringexists,andifitcannotbefound,itassumesthatanotherpartition
schemeexistsonthediskandreturnsunsuccessfully.

8. Thecodeiteratesovereachentryinthepartitiontablethatwasreadfromthe
disk.Thiscodewillbespecifictothepartitionscheme;thehypothetical
partitionschemeusedinthissamplestorestheentirepartitiontableinthe
initialdisksector.

9. Thepartitionentryisverified.Thismayinvolvesuchchecksasmakingsure
thatthestartingblockandlengthofthepartitionentrydonotexceedthe
capacityofthedisk.

10. AnewIOMediaobjectisinstantiatedtorepresentthepartitionentry.

11. Ifthepartitiontablewassuccessfullyscanned,thestoragedriverstackis
closed(tobalancethecalltoopen()thatwasmadeearlier),andthesetof
IOMediaobjectsisreturnedtothecaller.

12. Ifanerroroccurred,thecodereleasesanyresourcesthatwerepartially
allocated.

TheimplementationoftheinstantiateMediaObject()methodthatiscalledasapartofStep10is
providedinListing14-11.Thisisacustommethodthatisdefinedbyourpartitionschemedriver.

Listing14-11.AMethodtoInstantiateIOMediaObjectsThatRepresentanIndividualDiskPartition

IOMedia* com_osxkernel_driver_PartitionScheme::instantiateMediaObject 
                                (SamplePartitionEntry* sampleEntry, int index) 
{ 
        IOMedia*        media           = getProvider(); 
        UInt64          mediaBlockSize  = media->getPreferredBlockSize(); 
        IOMedia*        newMedia; 
         
1       newMedia = new IOMedia; 
        if ( newMedia ) 
        { 
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                UInt64          partitionBase, partitionSize; 
                 
2               partitionBase = OSSwapLittleToHostInt64(sampleEntry->blockStart) *  
                                      mediaBlockSize; 
                partitionSize = OSSwapLittleToHostInt64(sampleEntry->blockCount) *  
                                      mediaBlockSize; 
                 
3               if ( newMedia->init(partitionBase, partitionSize, mediaBlockSize,  
                     media->getAttributes(), false, media->isWritable())) 
                { 
4                       // Set a name for this partition. 
                        newMedia->setName(sampleEntry->name); 
                         
                        // Set a location value (the partition number) for this partition. 
                        char location[12]; 
                        snprintf(location, sizeof(location), "%d", index); 
                        newMedia->setLocation(location); 
                         
                        // Set the "Partition ID" key for this partition. 
                        newMedia->setProperty(kIOMediaPartitionIDKey, index, 32); 
                } 
                else 
                { 
5                       newMedia->release(); 
                        newMedia = NULL; 
                } 
        } 
         
6       return newMedia; 
} 

CorrespondingtothenumberedlinesinListing14-11,thefollowingisanoverviewofthesteps
performedinthelisting:

1. AnIOMediaobjectisallocatedusingtheC++惇new敦operator.

2. Theinitialdiskblocknumberofthepartitionandthesizeofthepartitionare
readfromthepartitiontableentry.Apartitionschemewillhaveastandard
endiannessthatmaydifferfromthenativebyteorderofthehostonwhichthe
driverisrunning,soit’simportanttousebyteordermacrossuchas
OSSwapLittleToHostInt64()tomakesurethatthedataisreadcorrectly.

3. TheallocatedIOMediaobjectisinitialized.Theparametersofthe
IOMedia::init()methodareprovidedhere:

      virtual bool init(UInt64                base, 
                      UInt64                  size, 
                      UInt64                  preferredBlockSize, 
                      IOMediaAttributeMask    attributes, 
                      bool                    isWhole, 
                      bool                    isWritable, 
                      const char*             contentHint = 0, 
                      OSDictionary*           properties  = 0); 
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Theparametersbaseandsizedefinethelocationofthepartitiononthedisk,
specifiedinbytes.AnotherimportantparameteristheBooleanparameter
isWhole,whichissetfalsetoindicatethatthisIOMediaobjectrepresentsa
partition,andnottheentiredisk.TheparametercontentHintdescribesthe
contentofthepartition,suchasthefilesystemthatthevolumeuses.A
descriptionofthecontentHintpropertyisdescribedinthefollowingsection.

4. Variouspropertiesofthepartitionaresetonthepartition’sIOMediaobject.
Theseincludethepartitionname,andthelocationandpartitionIDs,bothof
whicharederivedfromtheindexofthispartitioninthepartitiontable.

5. IftheIOMediaobjectcouldnotbesuccessfullyinitialized,itisreleased.

6. TheinitializedIOMediaobjectisreturnedtothecallerorNULLiftheobject
couldnotbesuccessfullyinitialized.

Finally,whenthedriverforthepartitionschemeisunloaded,itmustremoveitsIOMediaobjects
fromthedriverstackandreleasethem.Apartitiondrivermaybeunloadedbecausethediskhasbeen
ejected,orbecausethediskhasbeenreformatted,inwhichcaseanewpartitiontablemayhavebeen
writtentothedisk,andpotentiallyevenadifferentpartitionscheme.

Anexampleoftheimplementationofthestop()andfree()methodsforapartitionschemedriver
isshowninListing14-12.Thestop()methodremoveseachIOMediaobjectfromthedeviceplaneofthe
I/ORegistry,undoingthecalltoattachMediaObjectToDeviceTree()thatthepartitiondriverperformedin
itsstart()method.Beforethepartitiondriverisunloaded,itsfree()methodiscalled,whichreleases
theOSSetthatholdsthecollectionofIOMediaobjectsforeachpartitionentry.

Listing14-12.AnImplementationofthestop()andfree()MethodsforaPartitionSchemeDriver

void com_osxkernel_driver_PartitionScheme::stop(IOService* provider) 
{ 
        IOMedia*                partition; 
        OSIterator*             partitionIterator; 
         
        // Detach the media objects we previously attached to the device tree. 
        partitionIterator = OSCollectionIterator::withCollection(m_partitions); 
        if (partitionIterator) 
        { 
                while ((partition = (IOMedia*)partitionIterator->getNextObject())) 
                { 
                        detachMediaObjectFromDeviceTree(partition); 
                } 
                 
                partitionIterator->release(); 
        } 
         
        super::stop(provider); 
} 
 
void com_osxkernel_driver_PartitionScheme::free (void) 
{ 
        if (m_partitions != NULL) 
                m_partitions->release(); 
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        super::free(); 
} 

TheMediaContentHintProperty
AswesawinListing14-11,theinitializationmethodoftheIOMediaclasstakesaparameternamed
contentHint.AlthoughthisparameterisnotinterpretedbytheIOMediaobject,itplaysaveryimportant
roleintheconstructionofthedriverstoragestack.ThecontentHintparameterisastringvaluethat
describesthecontentthatiscontainedbytheIOMediaobjectonthedisk.ForanIOMediaobjectthat
representsanentiredisk,thecontenthintmayidentifythepartitionschemethatthediskcontains.For
anIOMediaobjectthatrepresentsasinglepartition,thecontenthintmayidentifythetypeoffilesystem
thatthevolumeuses.Thecontenthintcanalsobeusedforacustompurpose;forexample,adriverthat
providesdiskencryptioncouldusethecontenthinttodescribetheencryptionschemethathasbeen
usedonthedisk.

Thecontenthintisnotusedtodescribethecontenttotheuser,butrathertoprovideinformation
thatcanbeusedbyotherdriversonthesystem.ThecontentHintparameterthatispassedtothe
initializationmethodoftheIOMediaclassissetasanI/ORegistrypropertyontheIOMediaobject.This
makesthevalueofcontenthintaccessibletootherdriversinthestoragestack,butmoreimportantly,it
providesapropertythatcanbespecifiedandmatchedagainstanotherdriver’smatchingdictionary.

Whenwecreatedourpartitionschemedriver,wespecifiedanIOPropertyMatchitem(seeListing14-
8),whichlimitedthedrivertomatchingagainstspecificIOMediaobjects.Inthecaseofthepartition
schemedriver,wematchedagainstonlyIOMediaobjectsthatrepresentedtheentiredisk.Thiswasdone
byinformingtheI/OKitthatthepartitiondrivershouldonlymatchagainstanIOMediaobjectthat
containedapropertynamed“Whole”withthevaluetrue.Similarly,adrivercanaddanIOPropertyMatch
itemtoitsmatchingdictionarythatcontainsthekey“ContentHint”,andspecifyavaluethatcontains
theparticularcontenttypethatthedriverisinterestedin.Thiscouldbeused,forexample,topreventa
diskencryptiondriverfromloadingagainstIOMediavolumesthatarenotencrypted.

Anotherimportantuseofthecontenthintpropertyistoidentifythecorrectfilesystemdriverto
loadforanIOMediavolume.MacOSXwillloadafilesystemdriveronlyifthecontenthintvalueofthe
IOMediaobjectidentifiesasupportedfilesystem.

SincethecontenthintvalueneedstobespecifiedwhenanIOMediaobjectisinitialized,anydriver
thatinstantiatesanIOMediaobjectneedstoknowthecontentofthediskorpartitionthatisrepresented
bythatobject.Forapartitionschemedriver,thecontenthintwillcomefromthepartitiontablethatis
storedonthedisk.Forexample,theApplePartitionMapcontainsastringvalueforeachpartitionentry
thatisusedasthecontenthintvaluedirectly.TheGUIDpartitiontablecontainsa128-bitGUIDforeach
partitionthatidentifiesthefilesystemandcontentofthatpartition.ThisGUIDisconvertedtoastring
representation,whichisthenusedasthecontenthint.Thismeansthattheremaybemultiplecontent
hintvaluesthatidentifyaparticularfilesystem,soafilesystemdrivermustmatchagainsteachpossible
valueoftheIOMedia’scontenthintthatcouldidentifyitsfilesystem.

MediaFilterDrivers
Thetopofthedriverstoragestackmaycontainoneormoremediafilterdrivers.Amediafilterdriver,
alsoknownasafilterschemedriver,matchesagainstanexistingIOMediaobjectinthestoragestack,and
createsanewIOMediaobjectthatrepresentsthefilteredmediaobject.Allreadandwriterequeststothe
diskpassthroughthefilterschemedriver,allowingthefilterdrivertomanipulatetheblocksthatare
read,oreventomanipulatethedataasittravelsbetweentheoriginalIOMediaobjectandthefiltered
IOMediaobjectaboveitinthestoragestack.
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Afilterschemedrivercanbeusedtoimplementvarioustypesoffunctionality.Forexample,afilter
drivercouldbeusedtoimplementblock-leveldiskencryptionbymatchingagainstanIOMediaobject
thatrepresentsanencryptedpartitiononthedisk,andpublishinganIOMediaobjectthatrepresentsthe
unencryptedpartitionthatisusedbythefilesystem.Anotheruseofafilterschemedrivercouldbeto
implementaRAIDdriver,whichmatchesagainstmultipleIOMediaobjects,eachofwhichrepresentsan
individualdiskintheRAIDset,andcreatesasingleIOMediaobjectthatrepresentsthelogicalvolume.
TherelationshipbetweenafilterschemedriverandtheIOMediaobjectsthatitcontrols,andtheIOMedia
objectthatitpublishes,isshowninFigure14-8.



Figure14-8.TherelationshipbetweenafilterschemedriveranditsproviderclassesandtheIOMedia

objectsthatitcreatesforanencryptionscheme(left)andaRAIDdriver(right)

Thepartitionschemedriverthatwasdevelopedintheprevioussectioncanbethoughtofasa
specializedformofafilterdriver.Likeafilterdriver,thepartitionschemedriverloadsagainstanexisting
IOMediaobjectandcreatesoneormoreIOMediaobjectsthatrepresentthepartitionsonthedisk.
However,unlikethepartitionscheme,thegeneralfilterdrivercanhavemultipleproviderclasses,asin
thecaseoftheRAIDdrivershowninFigure14-8.Anotherdifferenceisthatunlikeafilterdriver,a
partitionschemedrivertypicallyisn’tinvolvedinhandlingeachreadorwriterequestthatismade
throughtheIOMediaobjectsthatitcreates.

TheI/OKitprovidesaclassknownasIOFilterSchemethatformsthesuperclassofanydriverthat
implementsamediafilterscheme.Afilterschemedriverwilltypicallyusethe“Content Hint”property
valueoftheIOMediaobjectthatitmatchesagainsttorestrictthefilterschemetoloadingonlyagainstan
IOMediaobjectthatthefilterschemecansupport.Forexample,theApplesoftwareRAIDdriverformats
eachdiskintheRAIDsetwiththeGUIDpartitiontableand,assuch,eachdisk’sIOMediaobjectcontains
aGUIDasits“ContentHint”property.ApplehasdefinedaGUIDtoindicatethatthediskpartition
formspartofaRAIDset,whichtheAppleRAIDdriverwillmatchagainst.WhentheAppleRAIDdriver
createsitschildIOMediaobjecttorepresentthelogicalvolume,itgivesthisIOMediaobjectacontenthint
thatrepresentsthefilesystemthatwaswrittentotheoverallRAIDset.

NoteFilesystemdriverswillloadagainstonlythetop-level(leaf)IOMediaobjectinthedriverstoragestack.
Thismeansthat,eventhoughafilterschemedrivermaymatchagainstanIOMediaobjectthatcontainsa
readablefilesystem,andcreatesanotherIOMediaobjectwithareadablefilesystem,onlytheobjectabovethe
filterschemedriverinthestackwillbemountedontheuser’sdesktop.
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ASampleFilterSchemeforEncryption
Let’sexaminetheimplementationofasamplefilterschemedriverbyimplementingasimpleblock-level
encryptiondriver.Thesampledriverdoesn’tdoanythingsophisticatedintermsofsecurity–itsimply
implementsabasicXORencryptionscheme–butitdoesdemonstratethestructureofafilterscheme
driver.

Thefilterschemethatwewilldevelopwillencryptthecontentsofanentirepartition,andour
samplewillrequirethedisktobeformattedwiththestandardGUIDpartitiontable.Toidentifyan
encryptedpartition,wewilldefineanewGUIDtodescribethecontentofthepartition,whichwecan
generateusingthecommandlinetooluuidgen.Throughoutthissample,wewillusetheGUID8D7FD0BB-
39A8-43C0-9432-F4E1A269F070,whichoursampledriverhasdefinedtodescribeanencrypteddisk
partitionthatcontainstheHFSfilesystem.Hereafter,wewillusethetermEncrypted_HFS_GUIDinthe
chaptertextinsteadofwritingtheGUIDinfull.

Forthissample,wewillusethestandardGUIDpartitiontable,whichmeansthatthedriverforthe
partitionschemeinthestoragedriverstackwillbethestandardAppleGUIDpartitionschemedriver.
TheAppledriversetsthe“Content Hint”propertyofeachpartition’sIOMediaobjecttothepartitiontype
GUIDfromthepartitionheaderonthedisk.ThismeansthattheIOMediaobjectthatourencryptionfilter
driverwishestoloadagainstwillhaveacontenthintofEncrypted_HFS_GUID.Theencryptionfilterdriver
canignoreallotherIOMediaobjects,sinceitknowsthattheydonotrepresentanencryptedpartition.
Thisrequirementcanbeexpressedinthefilterdriver’smatchingdictionarybyaddingan
IOPropertyMatchkey,asshowninListing14-13.

Listing14-13.TheMatchingDictionaryfromthePropertyListofaSampleFilterSchemeDriverThat

ImplementsEncryption

<key>IOKitPersonalities</key> 
<dict> 
        <key>SampleEncryptionFilter</key> 
        <dict> 
                <key>Content Mask</key> 
                <string>Sample_Encrypted_Data</string> 
                <key>CFBundleIdentifier</key> 
                <string>com.osxkernel.SampleEncryptionFilter</string> 
                <key>IOClass</key> 
                <string>com_osxkernel_driver_SampleEncryptionFilter</string> 
                <key>IOMatchCategory</key> 
                <string>IOStorage</string> 
                <key>IOProviderClass</key> 
                <string>IOMedia</string> 
                <key>IOPropertyMatch</key> 
                <dict> 
                        <key>Content Hint</key> 
                        <string>8D7FD0BB-39A8-43C0-9432-F4E1A269F070</string> 
                </dict> 
        </dict> 
</dict> 

Whenafilterschemedriverloads,itmayneedtoprobeitsIOMediaproviderclasstodetermine
whetheritcontainscontentsupportedbythefilterdriver.Ifitdoes,itcreatesoneormoreIOMedia
childrenobjectsthatrepresentthefilteredvolume.Thesestepsaresimilartotheimplementationofthe
probe()andstart()methodsofthepartitionschemedrivershowninListing14-9.However,unlikethe
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partitionschemedriver,oursampleencryptionfilterschemedrivercanignoretheprobe()method,
sincethedriver’spropertylisthasbeensetuptoensurethatthedriverwillloadonlyagainstanIOMedia
objectwhose“Content Hint”propertycontainsourEncrypted_HFS_GUIDtype.Therefore,ifthedriver
loads,wecanassumethatitisloadingagainstanencryptedpartition.

Inoursamplefilterschemedriver’sstart()method,weneedtocreateanewIOMediaobjectthat
representsthefiltereddiskcontents;thisistheIOMediaobjectthroughwhichweexposethe
unencrypteddatatotherestofthesystem(suchasthefilesystem).Aswithapartitionschemedriver,it’s
importantthatthefilterdrivercorrectlysetsthecontentHintparameterofanychildIOMediaobjectthat
itcreates,sincethisisthemeansbywhichthesystemisabletoidentifywhichfilesystem(oreven
anotherfilterschemedriver)toloadagainsttheIOMediavolume.Inthecaseofoursampleencryption
filter,wehavemadethearbitrarydesignchoicethatitwillencryptanHFSfilesystem,sotheIOMedia
childobjectthatispublishedbythefilterschemewillbecreatedwithacontentHintvalueof
“Apple_HFS.”

Theimplementationofthestart()methodforoursampleencryptionfilterschemeisshownin
Listing14-14.Oursamplefilterschemedoesnotprovideanimplementationoftheinit()orprobe() 
methods,becausetheimplementationprovidedbythesuperclassissufficient.

Listing14-14.AnImplementationofthestart()MethodforaSampleFilterSchemethatProvides

Encryption

#include <IOKit/storage/IOFilterScheme.h> 
 
// Define the superclass. 
#define super IOFilterScheme 
 
OSDefineMetaClassAndStructors(com_osxkernel_driver_SampleEncryptionFilter, IOFilterScheme) 
 
bool com_osxkernel_driver_SampleEncryptionFilter::start (IOService *provider) 
{ 
        if (super::start(provider) == false) 
                return false; 
         
        // Save a reference to our provider class, and verify that it is an IOMedia object. 
        m_encryptedMedia = OSDynamicCast(IOMedia, provider); 
        if (m_encryptedMedia == NULL) 
                return false; 
         
        // Create a child IOMedia object to represent the unencrypted data. 
        m_childMedia = instantiateMediaObject(); 
        if (m_childMedia == NULL) 
                return false; 
         
        // Attach the unencrypted IOMedia object to the storage driver stack. 
        if (m_childMedia->attach(this) == false) 
                return false; 
        m_childMedia->registerService(); 
 
        return true; 
} 
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IOMedia* com_osxkernel_driver_SampleEncryptionFilter::instantiateMediaObject () 
{ 
        IOMedia*        newMedia; 
         
        // Allocate a new IOMedia object. 
        newMedia = new IOMedia; 
        if ( newMedia ) 
        { 
                // Initialize the child IOMedia object. 
                // Nearly all of its parameters can be obtained from the provider class. 
                if ( newMedia->init(0,                          // base 
                                m_encryptedMedia->getSize(), 
                                m_encryptedMedia->getPreferredBlockSize(), 
                                m_encryptedMedia->getAttributes(), 
                                false,                          // isWhole 
                                m_encryptedMedia->isWritable(), 
                                "Apple_HFS"))                   // contentHint 
                { 
                        // Set a location value (the partition number) for this media object. 
                        newMedia->setLocation("1"); 
                } 
                else 
                { 
                        newMedia->release(); 
                        newMedia = NULL; 
                } 
        } 
         
        return newMedia; 
} 

ThemethodnamedinstantiateMediaObject()isacustommethoddefinedbythe
SampleEncryptionFilterclassandisresponsibleforcreatingachildIOMediaobjecttorepresentthe
unencrypteddiskcontents.ManyofthepropertiesofthechildIOMediaobjectcancomestraightfrom
thefilterdriver’sencryptedIOMediaproviderclass.Foradriverthatimplementsblock-levelencryption,
thereisnoneedtomodifypropertiessuchasthesizeofthevolumeandthesizeofadiskblockforthe
childIOMediaobject.Ingeneral,thereisnothingtopreventafilterschemedriverfromcreatingan
IOMediadeviceofadifferentsizeorblocksizetothatofitsproviderclass,asmayberequiredbythefilter
schemeofaRAIDdriver.

Foroursampleencryptiondriver,weneedtointerceptallreadandwriteoperationsthatare
performedontheunencryptedchildIOMediaobject.Becauseourfilterschemesitsbetweenthe
unencryptedIOMediaobject(thechildobjectthatwecreated)andtheencryptedIOMediaobject(our
providerclass),allreadandwriteoperationsmadeonthechildIOMediaobjectpassthroughourfilter
driver,sointerceptingtheseoperationsinvolvesnothingmorethanoverridingthesuperclass
implementationoftheread()andwrite()methods.

Inthecaseofareadoperation,ourencryptionfilterdriverneedstopassthereadrequestontothe
encryptedIOMediaobjectanddecryptthedatathatisreturned.Thisiscomplicatedbythefactthatthe
readisperformedasynchronously,sothefilterdriverneedstoprovidecompletioncallbacktobe
notifiedwhenthereadhascompleted.Atthispoint,thedatathatwasreadbackfromtheencrypted
volumeisdecrypted,andtheoriginalreadcompletioncallback,asprovidedbytheclientthatinitiated
theread,iscalled.TheimplementationofthisisgiveninListing14-15.
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Listing14-15.AnImplementationoftheread()MethodforaSampleFilterSchemeThatProvides

Encryption

void    com_osxkernel_driver_SampleEncryptionFilter::read (IOService* client,  
                                UInt64 byteStart, 
                                IOMemoryDescriptor* buffer, IOStorageAttributes* attributes, 
                                IOStorageCompletion* completion) 
{ 
        ReadCompletionParams*   context; 
        IOStorageCompletion     newCompletion; 
         
        // Allocate a structure to hold state while the read  
        // is being performed asynchronously. 
1       context = (ReadCompletionParams*)IOMalloc(sizeof(ReadCompletionParams)); 
        if (context == NULL) 
        { 
                complete(completion, kIOReturnNoMemory); 
                return; 
        } 
         
2       context->completion = *completion; 
        context->buffer = buffer; 
        context->buffer->retain(); 
         
        // Setup a callback function so that we will be notified  
        // when the encrypted data has been read from disk. 
3       newCompletion.target = this; 
        newCompletion.action = readCompleted; 
        newCompletion.parameter = context; 
         
        // Perform a read of the encrypted data from disk. 
4       m_encryptedMedia->read(client, byteStart, buffer, attributes, &newCompletion); 
} 
 
void    com_osxkernel_driver_SampleEncryptionFilter::readCompleted (void* target,  
                                                                    void* parameter, 
                                                      IOReturn status, UInt64 actualByteCount) 
{ 
        ReadCompletionParams* context = (ReadCompletionParams*)parameter; 
         
        // Decrypt the data read from disk. 
5       if (status == kIOReturnSuccess) 
                status = decryptBuffer(context->buffer, actualByteCount); 
         
        // If  either the read from disk or the decryption operation failed,  
        // set the actualByteCount value to 0. 
        if (status != kIOReturnSuccess) 
                actualByteCount = 0; 
         
        // Call the original caller’s completion function. 
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6       complete(&context->completion, status, actualByteCount); 
         
7       context->buffer->release(); 
        IOFree(context, sizeof(ReadCompletionParams)); 
} 

CorrespondingtothenumberedlinesinListing14-15,thefollowingisanoverviewofthesteps
performedinthelisting:

1. Sincethereadisperformedasynchronously,anyvariablesorstatethatis
neededinthecompletioncallbackforthereadneedtobesavedtoa
temporarystructure.WeusetheIOMalloc()functiontoallocateastructurein
memorytosaveanythingthatweneedtopasstothecompletioncallback.

2. Theallocatedcontextstructureisinitialized.Oneparameterthatneedstobe
savedistheIOStorageCompletionstructureprovidedbythecaller;this
containsthecallbackfunctionthatthecallerwishestobenotifiedonwhenthe
readcompletes.WealsosaveareferencetotheIOMemoryDescriptorthatthe
datafromthediskisreadinto.Sincewewillbereferencingthisobjectinthe
callback,weretainittopreventitfrombeingreleasedbeforethecallbackfires.

3. WesetupanIOStorageCompletionstructuretopassourowncallbackfunction
tobenotifiedwhentheasynchronousreadcompletes.

4. WeperformareadfromtheencryptedIOMediaobject.

5. Whenthereadcompletes,ourspecifiedcallbackfunction(readCompleted)will
becalled.Ifthereadcompletedsuccessfully,wedecryptthedatathatwasread
backfromtheencryptedIOMediaobject.

6. WecalltheIOStorageCompletioncallbackthatwasprovidedbythecaller,
whichnotifiesthecallerthatitsbuffercontainsthedecrypteddatathatit
requested.

7. WereleaseourreferencetotheIOMemoryDescriptorthatwetook,andrelease
thestructurethatwasallocatedinStep1.

Theimplementationoftheencryptionfilterscheme’swriteoperationisquitestraightforward
becauseitcanperformtheencryptionbeforewritingtheresultingdatatotheencryptedIOMediaobject.
Assuch,eventhoughthewriteisperformedasynchronously,itdoesn’tneedtoreplacethecompletion
callbackthatwasprovidedbythecaller(unlikethereadoperation).

Ratherthanencryptthedatain-place,weallocateanewIOMemoryDescriptortoholdtheencrypted
data.Thisallowsustoleavethecaller’sbufferunmodified,whichisimportantbecausethewrite
operationshouldnotchangethecontentsofthesourcebuffer.Eventhoughthewriteisperformed
asynchronously,thedriverinthestoragestackthatperformstheoperationwillretainthe
IOMemoryDescriptorbufferforthedurationofthewrite.Thisallowsustoreleaseourownreferenceto
theobjectimmediatelyafterissuingthewritetotheencryptedIOMediaobject.

Theimplementationoftheencryptionfilterscheme’swrite()methodisprovidedinListing14-16.
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Listing14-16.AnImplementationofthewrite()MethodforaSampleFilterSchemeThatProvides

Encryption

Void    com_osxkernel_driver_SampleEncryptionFilter::write (IOService* client,  
                                UInt64 byteStart, 
                                IOMemoryDescriptor* buffer, IOStorageAttributes* attributes, 
                                IOStorageCompletion* completion) 
{ 
        IOMemoryDescriptor*             newDesc; 
         
        // Allocate a buffer to hold the encrypted data and perform the encryption 
        newDesc = encryptBuffer(buffer); 
        if (newDesc == NULL) 
        { 
                // Return an error if a destination buffer could not be allocated. 
                complete(completion, kIOReturnNoMemory); 
                return; 
        } 
         
        // Perform a write of the encrypted data to the encrypted IOMedia object. 
        m_encryptedMedia->write(client, byteStart, newDesc, attributes, completion); 
         
        // Release our reference to the encrypted IOMemoryDescriptor 
        newDesc->release(); 
} 

CreatingaCustomGUIDPartitionTable
TheencryptionfilterschemethatwedevelopedintheprevioussectionwillloadonlyagainstanIOMedia
objectwhose“Content Hint”propertyisacustomvaluethatwehavedefinedforthepurposesofthe
samplefilterscheme.Totestoutthedriver,weneedtocreateaGUIDpartitiontablethatcontainsa
partitionentrywithourcustomGUIDtype.

ThiscanbeperformedthroughvariouscommandlinetoolsthatareincludedwithMacOSX.For
thistutorialwewillcreateavolumecontainingaGUIDpartitiontablethatwecanusetotestthe
encryptionfilterdriver.Thestoragedevicefortheencryptedvolumewillbeprovidedbyadiskimage,
whichisaregularfilethatbehavesasavirtualdisk,andcontainsafilesystem(andpossiblyapartition
scheme)thatcanbemountedasavolumeontheMacOSXdesktop.Diskimagesprovideaconvenient
waytotestfilterschemeandpartitionschemedrivers,sincetheycanbeeasilycreatedwithouthavingto
formatphysicalmedia.

Thissectionprovidesatutorialofsomeofthecommandlinetoolsthatcanbeusedwhile
developingdriversinthestoragestack.Inthissection,wewillcreateadiskimage,writeaGUID
partitiontablethatcontainsasinglepartitionofourspecifiedpartitiontype,andwriteanHFSfile
systemtoourencryptedvolume.Allofthesetaskswillbeperformedthroughcommandlinetools.

Tobegin,opentheTerminalapplication.Thefirststepistocreateablankdiskimagethatwill
providethestorageforourmedia,andwillplaytheroleofadisk.Thehdiutilcommandlineutilityisa
toolforcreatingandmanipulatingdiskimagefiles.Wecancreatea25MiBblankdiskimagewiththe
followingcommand:

hdiutil create -megabytes 25 -layout NONE EncryptedImage.dmg 
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Thiswillcreateafilenamed“EncryptedImage.dmg”inthecurrentworkingdirectory,consistingofa
25MiBdiskimage.Theoption“-layout NONE”specifiesthatwedonotwantapartitiontablecreatedon
thediskimage.Sincetheresultingdiskimagecontainsnopartitionmapandnofilesystem,itcannotbe
mounted.However,wecaninteractwiththediskimagebyusingthefollowingcommand:

hdiutil attach -nomount EncryptedImage.dmg 

WithourunderstandingofhowstoragedevicesareimplementedintheMacOSXkernel,weareina
goodpositiontoexaminewhatthiscommandisdoingbehindthescenes.The“hdiutil attach”
commandwillloadthekerneldriversuppliedbyApplethatmanagesdiskimages;thiswillbederived
fromthesameIOBlockStorageDevicesuperclassthatweusedtoimplementtheRAMdisk.Astorage
driverstackwillbeconstructed,consistingofasingleIOMediaobjectthatrepresentstheentiredisk
image’scontents.TheIOMediaobjectwillhaveacorrespondingIOMediaBSDClientobject,whichwill
publishthedeviceinterfacesforthediskimageinthe/devdirectory.Thisresultsinthecreationofa
blockdevice,suchas/dev/disk1andacharacterdevice,suchas/dev/rdisk1,throughwhichthedisk
imagecanbeaccessed.Thepathtotheblockdevicethatwascreatedasaresultofattachingthedisk
imageisprintedtotheterminaloutput.

Wecannowreadandwritetothediskimagethroughitsblockdeviceinterface,sothenextstepisto
createaGUIDpartitiontableonthedisk.ThegptcommandisacommandlinetoolsuppliedbyApple
withMacOSXforcreatingandmanipulatingadisk’sGUIDpartitiontable.WecancreateaGUID
partitiontableonablankdiskwiththefollowingcommand.Makesuretoreplacethepath/dev/diskN
withthepathtothedeviceinterfacethatcorrespondstotheattacheddiskimageonyoursystem.

gpt create /dev/diskN 

ThiswritesaGUIDpartitiontablethatcontainsnopartitionstothedisk.Wewishtocreateasingle
partitiononthedisk,sothenextcommandwillinsertanentryintothedisk’sGUIDpartitiontable:

gpt add -t 8D7FD0BB-39A8-43C0-9432-F4E1A269F070 /dev/diskN 

Althoughthe“gpt add”commandallowsthepartitionsizeandinitialblockoffsettobespecified,if
nopartitionrangeisspecified,theutilitywilldefaulttocreatingapartitionthatbeginsonthefirst
unusedrangeofdiskblocksthatitfindsonthedisk.Thisisperfectforourpurposes,sinceitcreatesa
singlepartitionthatfillstheentiredisk.The“-t”optioncanbeusedtospecifytheGUIDtypeofthe
partitionentrythatiscreated.ThisallowsustocreateapartitionentrythathasourcustomGUIDtype
thatwedefinedtoidentifyanencryptedHFSvolume.Asaresultofaddingapartitiontothedisk,anew
deviceinterfaceiscreatedthatrepresentsthepartition.Thepathtothepartition’sblockdeviceinterface
isprintedtotheterminaloutput,andwilltaketheform/dev/diskNs1.

NoteBSDusestheterm“slice”torefertodiskpartitions.Therefore,disk2s1referstothefirstpartition(slice)
oftheblockdevice“disk2.”TheslicenumbercomesfromIOMediaobject’slocationvalue.Inourpartition
schemedriverandencryptionfilterscheme,wecalledthemethodsetLocation()foreachIOMediaobjectthat
wecreated.Thestringthatweprovidedisusedtogeneratethenameofthedeviceinterfaces.

Atthekernellevel,creatingapartitiontableonthediskresultedintheApple-supplied
IOGUIDPartitionSchemedriverloading.Thisdriver,inresponsetoushavingaddedapartitionentry,will
instantiateanIOMediaobjecttorepresentthepartition.Thepartition’sIOMediaobjectwillhavea
“Content Hint”propertythatisequaltothecustomGUIDtypethatwegavethepartition.Atthispoint,
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wearereadytoloadourencryptionfilterdriver.Asyouwillrecall,ourfilterschemedriverwillload
againstanyIOMediaobjectthathasourcustomcontenthintGUID.Ifwehadnotcreatedapartition
entrywiththespecifiedcontenttype,ourencryptionschemedriverwouldnotfindasuitableIOMedia
objecttomatchagainst,andwewouldbeunabletotestourdriver.

OurencryptionfilterschemedriverwillcreateanewIOMediaobjectwhenitloads.Thisresultsin
anotherblockdevicebeingcreated,whichwillhaveaninterfacenamesimilarto“diskNs1s1.”This
interfacerepresentstheunencryptedcontentofthediskpartition.Inthecaseofoursampleencryption
filterdriver,theIOMediaobjectthatitcreatedwasgivena“Content Hint”propertyofApple_HFS,which
informsMacOSXthatthemediacontainsthedefaultHFSfilesystem,andcausestheHFSfilesystemto
beloadedfortheunencryptedvolume.However,atthisstage,thediskpartitionisemptyanddoesn’t
containanyfilesystem.WecancreateanHFSfilesystemonthevolumewiththefollowingcommand:

newfs_hfs -v MyVolumeName /dev/diskNs1s1 

Theoption“–v”allowsavolumenametobespecified.Intheprecedingexample,wearenamingthe
HFSvolume“MyVolumeName”.HavingwrittenanHFSfilesystemtothe(unencrypted)volume,wecan
nowmountthefilesystemontheMacOSXdesktop.Thiscanbedonewiththefollowingcommand:

hdiutil mountvol /dev/diskNs1s1 

Thiswillresultinanewvolumeappearingonthedesktop.Becauseofthepresenceofour
encryptionfilterschemeinthestoragestack,anyfileswrittentothediskwillbemodifiedbyourXOR
encryptionbeforethedataiswrittentothediskimagefile.Thediskimagefileitselfisjustaregularfile,
sothecontentsofeachdiskblockcanbeexaminedbyopeningthe.dmgfileinanyhexeditor.This
makesdiskimagesaveryusefulmeansfordebuggingorverifyingthatapartitionschemedriver,ora
filterschemedriver,isoperatingcorrectly.

Havingwrittenapartitiontableandfilesystemtothedisk,thediskimagecanbemountedinthe
futurebysimplyopeningthediskimagefile.TheI/OKitwillbeabletoautomaticallycreatetheentire
driverstoragestackwithoutanyuserinvolvement–fromthetransportdriverforthediskimage,the
GUIDpartitionschemedriver,theencryptionfilterscheme,andfinallytheHFSfilesystematthetopof
thestack.

Summary
• Thefunctionalityprovidedbyastoragevolumecontainingafilesystemis

implementedthroughastackofmultipledrivers,eachofwhichmaybesupplied
byadifferentvendor.Thedriverateachlevelofthestoragedriverstackis
responsibleforperformingaspecificrole.

• Atthebottomofthestackisthetransportdriver,whichinterfacesdirectlywiththe
hardwaredevicethatprovidesthedatastorage.

• Theblockstoragedriverprovidesanabstractrepresentationofthestoragedevice
asasequenceofbytesthatisorganizedintofixed-sizedblocksandprovides
random-accesstoitsdata.Theblockstoragedriversitsabovethetransportdriver
inthedriverstack.

• Apartitiondriverisresponsibleforreadingthepartitiontablefromadiskand
creatingadriverobjecttorepresenteachlogicalvolumethatexistsinthepartition
table.Thepartitiondriversitsabovetheblockstoragedriverinthedriverstack.
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• TheI/OKitrepresentsalogicalvolumethroughadriverobjectcalledIOMedia.
EachIOMediaobjectcanbeaccessedbyauserspaceprocessthroughaninterface
inthe/devdirectory.

• TheI/OKitallowsvendorstoinsertafilterschemedriverintothestoragedriver
stacktointerceptallreadandwriterequeststhataremadetoadisk.Thiscanbe
usedtoimplementaRAIDdriver,ortoencryptthedatathatiswrittentoadisk.

• Thefilesystemdriversitsattheverytopofthestoragedriverstack.Althoughfile
systemdriversreadandwritethroughtheI/OKitstoragedriverstackindirectly,
theyareactuallypartoftheBSDlayerofMacOSXandarenotpartoftheI/OKit.
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User-Space USB Drivers 

Fromauser’sperspective,anapplicationthatrequiresakerneldriverdetractsfromtheuserexperience.
Tobeginwith,driverinstallationinvolveswritingtothe“Extensions”directory,whichrequires
administrativeprivileges.Therefore,theuserneedstorunaninstallerandenterthepasswordofan
administrativeaccount,andthenpossiblyrestartbeforetheycanbeginusingtheapplication.If,onthe
otherhand,theapplicationdoesn’trequireakerneldriver,theinstallationprocedurecanbeassimple
asdownloadinganapplicationfromtheMacAppStore.

Insomecases,anapplicationthatwouldtypicallyrequireakerneldrivercaninsteadbewritten
withoutthedeveloperhavingtowriteanycodethatrunsinsidethekernel.Instead,theactionsthat
wouldusuallybeperformedbythedrivercanbedonebytheapplication.Theadvantageofthis
approachisthatthereisnokerneldriverthatneedstobeinstalled,sotheuserdoesn’tneed
administrativeprivilegestoinstalltheapplication.Anotheradvantageofmovingthedrivercodeoutof
thekernelandintotheapplicationisthatanybugsthatarepresentinthecodecan,atworst,crashthe
application,buttheycannotcauseakernelpanicthatcanbringdowntheentiresystem.

Notallhardwaredevicescanbecontrolledthroughauser-spacedriver;forexample,devicesthat
containamemory-mappedaddressrangerequireakerneldriver.Similarly,devicesthatgenerate
interruptsneedakerneldriver,sinceonlykernelcodecanexecuteatprimaryinterruptlevel.Thismeans
thatallPCIandThunderboltdevicesneedtobesupportedbyakerneldriver.However,USB-and
FireWire-basedhardwaredevicesareperfectcandidatesforauser-spacedriver.Inthischapter,we
discusswritingadriverthatexistssolelyinuserspaceforaUSBdevice,withouttheneedtowritea
kerneldriver.

NotallUSBandFireWiredevicesaresuitableforauser-spacedriver.Inparticular,adriverthat
needstocreateadeviceinterfacefileinthe/devdirectory,suchasaserialportdriverorastoragedevice,
needsakerneldriver.Also,adevicethatcanbeusedbymultipleapplicationssimultaneously,orneeds
tobeusedbythesystem,suchasanaudiodriver,shouldbewrittenasakerneldriver.Thankfully,these
casesaretheexceptions,andmostUSBdevicesthatrequireacustomdrivercanbecontrolledbyauser-
spacedriver.

BehindtheScenes
HavingspenttheinitialchaptersofthisbookdescribingthearchitectureofMacOSX,andinparticular
statingthatamodernoperatingsystemonlyallowshardwaretobedirectlyaccessedfromthekernel,
youareprobablywonderinghowthisisconsistentwithachapterdescribinguser-spacedrivers.

Internally,user-spacedriversdoindeedrequireakerneldriver,butthisisprovidedbythesame
IOUSBDeviceandIOUSBInterfaceobjectsthatwouldbeusedtointeractwiththeUSBdevicehadthe
developerchosentowriteakerneldriverforthehardware.Tomaketheseobjectsavailabletouser-space
applications,theIOUSBFamilypublishesauserclientforeachinstanceofIOUSBDeviceand
IOUSBInterfacethatiscreatedinthekernel.
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Theuserclientthatiscreatedfortheseclassesisextremelygenericandexistssolelytoexposethe
methodsoftheIOUSBDeviceandIOUSBInterfaceclasstouserspace.Forexample,theuserclientforthe
IOUSBDeviceclasscontainsmethodsforgettingandsettingtheactivedeviceconfiguration,performinga
devicerequest,anditeratingthedevice’sinterfaces.TheuserclientfortheIOUSBInterfaceclasscontains
methodsforreadingandwritingdatatoaspecifiedendpoint.

Anapplicationdoesn’tneedtocallthemethodsfromtheuserclientclassdirectly;instead,theI/O
KitframeworkprovidesahighlevelAPItocontrolthehardware.ThisAPIisknownasIOUSBLib.The
layeringinvolvedinauser-spaceUSBdriverisshowninFigure15-1.Thecustomcodeadeveloperneeds
towriteexistsonlyintheapplicationlayer;thelayersbelowarecommonlibrariesprovidedbyAppleas
partofMacOSX.

Althoughitisn’tnecessarytohaveanunderstandingofhowtheIOUSBLibisimplemented,alittle
knowledgewillhelpyouunderstandeachofthestepsthatanapplicationperformstofindandinteract
withaUSBdevicefromuserspace.



Figure15-1.Thelayersthroughwhichauser-spacedriveraccessesitsUSBhardware

TheIOUSBLibFramework
Thelibraryusedtowriteauser-spacedriverforaUSBdeviceisknownasIOUSBLib,whichispartofthe
I/OKitframework(thatis,thesameframeworkauser-spaceapplicationincludesifitiscommunicating
withauserclientitdefineditself).

Thefirsttaskauser-spacedriverneedstoperformistowatchforthearrivaloftheparticularUSB
devicesitisinterestedin.SinceUSBdevicescanbeconnectedanddisconnectedfromthecomputerat
anytime,thereisnoguaranteethedeviceanapplicationisinterestedinwillbepresentwhenthe
applicationislaunched.Therefore,it’sagoodideaforanapplicationtoinstallanotificationcallback
thatwatchesforthearrivaloftheUSBdevicesitcontrols.

InChapter5,wesawhowanapplicationcancreateamatchingdictionarytofindeachinstanceofa
specifiedkerneldriver.Thissameapproachisusedbyanapplicationthatimplementsauser-spaceUSB
drivertolocatethedevicesitwillcontrol.AsinChapter5,webeginbycreatingadictionarythatspecifies
theclassnameofthedriverobjectsourapplicationisinterestedinmatchingagainst.ForaUSBdevice,
thiscanbedoneasfollows:

matchingDictionary = IOServiceMatching(kIOUSBDeviceClassName);  // “IOUSBDevice” 

ThismatchingdictionaryisfartoogeneralformostapplicationssinceitwillmatchagainstallUSB
devicesconnectedtothecomputer,includingthekeyboardandmouse.Anapplicationistypically
interestedinonlyoneparticularUSBdevice,soamatchingdictionarysuchasthiswillbeinappropriate.
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Wecannarrowdownthelistofdevicesthematchingdictionarysatisfiesbyincludingthespecific
ProductIDandVendorIDoftheUSBdeviceourapplicationcansupport.

AsamplefunctionthatwillcreateamatchingdictionaryforaUSBdeviceofaspecifiedVendorID
andProductIDisshowninListing15-1.

Listing15-1.CreatingaUSBMatchingDictionary

#include <IOKit/IOKitLib.h> 
#include <IOKit/usb/IOUSBLib.h> 
#include <CoreFoundation/CoreFoundation.h> 
 
CFDictionaryRef         MyCreateUSBMatchingDictionary (SInt32 idVendor, SInt32 idProduct) 
{ 
        CFMutableDictionaryRef  matchingDictionary = NULL; 
        CFNumberRef             numberRef; 
         
        // Create a matching dictionary for IOUSBDevice 
        matchingDictionary = IOServiceMatching(kIOUSBDeviceClassName); 
        if (matchingDictionary == NULL) 
                goto bail; 
         
        // Add the USB Vendor ID to the matching dictionary 
        numberRef = CFNumberCreate(kCFAllocatorDefault, kCFNumberSInt32Type, &idVendor); 
        if (numberRef == NULL) 
                goto bail; 
        CFDictionaryAddValue(matchingDictionary, CFSTR(kUSBVendorID), numberRef); 
        CFRelease(numberRef); 
         
        // Add the USB Product ID to the matching dictionary 
        numberRef = CFNumberCreate(kCFAllocatorDefault, kCFNumberSInt32Type, &idProduct); 
        if (numberRef == NULL) 
                goto bail; 
        CFDictionaryAddValue(matchingDictionary, CFSTR(kUSBProductID), numberRef); 
        CFRelease(numberRef); 
         
        // Success - return the dictionary to the caller 
        return matchingDictionary; 
         
bail: 
        // Failure - release resources and return NULL 
        if (matchingDictionary != NULL) 
                CFRelease(matchingDictionary); 
                 
        return NULL; 
} 
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■NoteAnapplicationcannarrowthematchingdictionarybyaddinganyofthekeysthatcouldbeplacedinthe
propertylistofakernel-basedUSBdriver(seeChapter8).Forexample,anapplicationmayincludeanyofthekeys
idVendor,idProduct,bcdDevice,bDeviceSubClass,orbDeviceProtocol.

ForacompositeUSBdevice,adrivermayprefertomatchagainstaparticularinterfaceratherthan
theentireUSBdevice.Auser-spacedriverisabletodothisbycreatingamatchingdictionaryfora
specificinstanceofanIOUSBInterfaceobject.ThisisbecausetheI/OKitdefinesauserclientforevery
instanceofboththeIOUSBDeviceclassandtheIOUSBInterfaceclassthatiscreatedinthekernel,which
makesbothoftheseclassesavailabletouserprocesses.

Havingcreatedamatchingdictionary,anapplicationisabletousethedictionarytoiterateoverall
kernelobjectsthatmatchitsspecificationsortoinstallacallbacktoreceivenotificationswhensucha
kernelobjectappears.ThiswasdescribedinChapter5.Anexampleofafunctiontoiterateoverallkernel
devicesdescribedbyagivenmatchingdictionaryisgiveninListing15-2.

Listing15-2.FindingandIteratingOverDevicesThatSatisfyaMatchingDictionary

void    MyFindMatchingDevices (CFDictionaryRef matchingDictionary) 
{ 
        io_iterator_t           iterator = 0; 
        io_service_t            usbDeviceRef; 
        kern_return_t           err; 
         
        // Find all kernel objects that match the dictionary. 
        err = IOServiceGetMatchingServices(kIOMasterPortDefault, matchingDictionary,  
                       &iterator); 
        if (err == 0) 
        { 
                // Iterate over all matching kernel objects. 
                while ((usbDeviceRef = IOIteratorNext(iterator)) != 0) 
                { 
                        IOUSBDeviceInterface300**       usbDevice; 
 
                        // Create a driver for this device instance 
                        usbDevice = MyStartDriver(usbDeviceRef); 
                        IOObjectRelease(usbDeviceRef); 
                } 
                 
                IOObjectRelease(iterator); 
        } 
} 

Theiteratorforamatchingdictionary,suchasthatshowninListing15-2,willreturnanumberof
io_service_tobjects,eachofwhichrepresentsakernelobject.Theio_service_tobjectisauser-space
representationofanIOUSBDeviceorIOUSBInterfaceobjectthatresidesinthekernel.LikeanyI/OKit
class,bothIOUSBDeviceandIOUSBInterfaceareeachimplementedbyaC++class.Theseclassescontain
apublicinterfacethatdefinesthemethodsthroughwhichakerneldriverinteractswithaUSBhardware
device.
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TheIOUSBLibinterfaceisimplementedthroughaC++classthatwrapsanio_service_tobject
representingeitheranIOUSBDeviceoranIOUSBInterface.Theuser-spaceequivalentoftheIOUSBDevice
classisimplementedbyaclassnamedIOUSBDeviceInterfaceandtheuser-spaceequivalentofthe
IOUSBInterfaceclassisimplementedbyaclassnamedIOUSBInterfaceInterface.Thedeclarationof
theseclassescanbefoundintheheaderfile<IOKit/usb/IOUSBLib.h>.ThecodesampleinListing15-3
demonstrateshowauser-spaceapplicationcaninstantiateanIOUSBDeviceInterfaceclassfroman
io_service_t.

Listing15-3.InstantiatinganIOUSBDeviceInterface objectfromanio_service_t

IOUSBDeviceInterface300**       MyStartDriver (io_service_t usbDeviceRef) 
{ 
        SInt32                          score; 
        IOCFPlugInInterface**           plugin; 
        IOUSBDeviceInterface300**       usbDevice = NULL; 
        kern_return_t                   err; 
 
        err = IOCreatePlugInInterfaceForService(usbDeviceRef, kIOUSBDeviceUserClientTypeID, 
                                                   kIOCFPlugInInterfaceID, &plugin, &score); 
        if (err == 0) 
        { 
                err = (*plugin)->QueryInterface(plugin,  
                        CFUUIDGetUUIDBytes(kIOUSBDeviceInterfaceID300), 
                        (LPVOID)&usbDevice); 
                IODestroyPlugInInterface(plugin); 
        } 
         
        return usbDevice; 
} 

IftheapplicationhadcreatedamatchingdictionarythatspecifiedanIOUSBInterface,eachofthe
io_service_tvaluesitreceiveswouldrepresentakernelIOUSBInterfaceobjectandnotanIOUSBDevice
object.Inthiscase,theuser-spaceclasstheapplicationwouldinstantiatetorepresentthekernelobject
wouldbeanIOUSBInterfaceInterface.Thisonlyrequiresonechangetotheparametersthatarepassed
totwoofthefunctionscalledinListing15-3.ThecalltoIOCreatePlugInInterfaceForServicewouldbe
calledasfollows.

err = IOCreatePlugInInterfaceForService(usbDeviceRef, kIOUSBInterfaceUserClientTypeID, 
                                                kIOCFPlugInInterfaceID, &plugin, &score); 

Similarly,thecalltoQueryInterfaceonthereturnedpluginobjectwouldtakethefollowing
parameters:

IOUSBInterfaceInterface300**            usbInterface = NULL; 
err = (*plugin)->QueryInterface(plugin,  
                        CFUUIDGetUUIDBytes(kIOUSBInterfaceInterfaceID300), 
                        (LPVOID)&usbInterface); 

WhethertheapplicationisinstantiatinganIOUSBDeviceInterfaceoranIOUSBInterfaceInterface,
thestructureofthecodeisthesame.Inbothcases,thefirststepistocallthefunction
IOCreatePlugInInterfaceForService(),whichreturnsanobjectthathasthetypeIOCFPlugInInterface.
Thisobjectservesasafactoryforinstantiatingtheuser-spaceI/OKitclassesandservesnopurposeonce
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thishasbeendone.Infact,asListing15-3shows,theobjectisreleasedwithacallto
IODestroyPlugInInterface()assoonastheIOUSBDeviceInterfaceobjecthasbeencreated.

TheIOCFPlugInInterfaceclasscontainsamethodnamedQueryInterface()thatanapplicationuses
toreceiveapointertotheIOUSBDeviceInterfaceortheIOUSBInterfaceInterfaceobject.TheIOUSBLib
providesawayofversioningclasses.ThisallowsafuturereleaseofMacOSXtoextendaclass,suchas
IOUSBDeviceInterface,toincludeadditionalfunctionalitywhilemaintainingbackwardscompatibility
withapplicationsthatwerewrittenforanolderversionoftheclass.

Whenanapplicationrequestsaninterface,suchasIOUSBDeviceInterface,itmustalsospecifythe
versionofthatclassitexpectstoreceive.Theversionoftheclassispartoftheclassname;forexample,
IOUSBDeviceInterface300identifiestheversionoftheIOUSBDeviceInterfaceclassincludedwiththe
IOUSBFamilyversion3.0.0.ThiswasshippedwithMacOSX10.5.Afullsetoftheclassnamesandtheir
version,andtheminimumversionoftheoperatingsystemrequiredtosupportthatclassisprovidedin
theIOUSBLib.hheaderfile.

■TipAsageneralrule,theversionoftheIOUSBDeviceInterfaceandIOUSBInterfaceInterfaceclassesyou
shouldusewillbetiedtotheminimumversionofMacOSXyourapplicationneedstosupport.Forexample,an
applicationthatrequiresMacOSX10.5orlatershoulduseIOUSBDeviceInterface300and
IOUSBInterfaceInterface300.

OneaspectoftheuserclientclassesthatcantakesometimetogetusedtoisthatIOUSBLibreturns
apointertotheobjectpointer.Thismeansthatbeforecallingamethodfromtheobject,thevariable
holdingtheinterfacerequiresanadditionaldereference.AnotheridiosyncrasyoftheIOUSBLibclassesis
thateachmethodrequiresareferencetotheobjecttobepassedasthefirstparameter.Forexample,
considerthemethodQueryInterface()implementedbytheIOCFPlugInInterfaceclass,althoughyou
wouldexpecttocallthemethodwiththefollowinglineofcode:

plugin->QueryInterface(parameters);     // INCORRECT 

Instead,becausethe“plugin”variablewillhavethetypeIOCFPlugInInterface**andisthereforea
pointertoapointer,themethodmustactuallybecalledusingthefollowingstructure:

(*plugin)->QueryInterface(plugin, parameters); 

■NoteIfyouarefamiliarwithMicrosoft’sComponentObjectModel(COM),youwillinstantlyrecognizethe
methodnameQueryInterface().AllIOUSBLibclassesarebasedontheCOMprogrammingmodelandare
derivedfromthebaseclassIUnknown.ThebiggestimpactofthisdesignonanapplicationusingIOUSBLibisthat
allIOUSBLibobjectsarereferencecounted;theycanberetainedbycallingthemethodAddRef()andcanbe
releasedbycallingthemethodRelease().
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HandlingAsynchronousOperations
AswewillseeinourlaterdiscussionofIOUSBLibclasses,manymethodsperformoperationsthat
completeasynchronously.Allsuchasynchronousmethodstaketwoparameters,apointertoacallback
functionandaparameternamed“refcon”thatallowstheapplicationtopassanarbitrarycontextvalue
toitscallback.Thecallbackfunctionhasthefollowingsignature:

void    MyCallbackFunction (void* refcon, IOReturn result, void* arg0); 

Thefirstparameter,refcon,istheapplication’sarbitrarycontextparameter.Thesecondparameter
reportstheoverallresultoftheoperation;avalueofkIOReturnSuccessindicatestheoperation
completedsuccessfully.Thefinalargument,arg0,isprovidedbytheIOUSBLibandisdependentonthe
typeofoperationperformed.Inthischapter,whenwedescribeanasynchronousmethod,wewillalso
describethevaluepassedbyIOUSBLibtothecallbackfunctionthroughthearg0parameter.

Justasakerneldriverusesaworklooptosynchronizeitscompletionroutinesagainstotherdriver
code,auser-spaceapplicationcansynchronizecompletioncallbacksfromIOUSBLibagainsttherestof
itscodeusingarunloop.

Tobegin,anapplicationmustcreatearunloopsourcefortheIOUSBLibclassthatwillbe
performingasynchronousoperations.TheIOUSBLibclassescontainmethodsforcreatingeitherarun
loopsourceoramachporttoreceiveasynchronousnotifications;however,mostapplicationswillneed
toworkonlywiththerunloopsource.

It’simportanttonotetheIOUSBLibclassesprovideamethodwiththeprefix“Create”andwiththe
prefix“Get”(suchasCreateDeviceAsyncEventSourceandGetDeviceAsyncEventSource).However,the
“Get”methodwillonlyreturnanobjectthathaspreviouslybeeninitializedthroughthe“Create”
method.Anexamplefunctiontocreateandinstallarunloopsourcethatwillbeusedtoreceive
asynchronousnotificationsfromtheIOUSBDeviceInterfaceclassisshowninthefollowingsnippet.

IOReturn   InstallRunLoopSourceForUSBDevice (IOUSBDeviceInterface300** usbDevice) 
{ 
     CFRunLoopSourceRef         runLoopSource; 
     IOReturn                   error; 
      
     error = (*usbDevice)->CreateDeviceAsyncEventSource(usbDevice, &runLoopSource); 
     if (error == kIOReturnSuccess) 
           CFRunLoopAddSource(CFRunLoopGetCurrent(), runLoopSource, kCFRunLoopDefaultMode); 
      
     return error; 
} 

Anapplicationisfreetoinstalltherunloopsourceontherunloopofanyparticularthreadit
wishes,includingtherunloopfortheapplication’smainthread.Theobjectownershiprulesfollowthe
sameconventionasallCoreFoundationfunctions:Ifanapplicationobtainsanobjectfroma“Create”
method,itownsthatobjectandisresponsibleforreleasingit.Ifanapplicationobtainsanobjectfroma
“Get”method,itdoesnotownareferencetothatobject,soiftheapplicationwishestoholdontothat
object,itmustexplicitlyretaintheobjectfirst.

TheIOUSBDeviceInterfaceClass
TheIOUSBDeviceInterfaceclassisauser-spaceclassthatprovidesequivalentfunctionalitytothe
IOUSBDeviceclassusedbykerneldrivers.It’sworthnotingthatalthoughtheuserclientclassprovides
similarfunctionalitytoitskernelcounterpart,itimplementsitthroughadifferentsetofmethods.
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Therefore,akernelUSBdriverwrittentoworkwiththeIOUSBDeviceclasscannotsimplybebroughtinto
auser-spaceUSBdriver.

Afterobtainingareferencetotheuser-spaceIOUSBDeviceInterface,thefirstthinganapplication
willneedtodoistoconfiguretheUSBhardware.Thestepsanapplicationwilltaketodothiswillclosely
matchthoseexplainedinChapter8forakerneldriver.First,theapplicationneedstoobtainexclusive
accesstotheUSBhardwareandpreventthehardware’sconfigurationfrombeingchangedbyanother
driver,whichcouldeitherbeanotheruser-spacedriverorakerneldriver.Thisisachievedbycallingthe
IOUSBDeviceInterfacemethodUSBDeviceOpen(),asfollows:

error = (*usbDevice)->USBDeviceOpen(usbDevice); 

IftheerrorcodereturnedfromthemethodiskIOReturnSuccess,theapplicationhasbeengranted
exclusiveaccesstoconfigurethehardware.Ifanotherapplicationordriverhasalreadyobtained
exclusiveaccesstothehardware,thecalltoUSBDeviceOpen()willfailwiththeerrorcode
kIOReturnExclusiveAccessandtheapplicationshouldabortallfurtheraccesstothedevice,possibly
reportinganerrortotheuser.

Whenanapplicationhasfinishedusingthedevice,itshouldrelinquishitsexclusiveaccesstothe
hardwarebycallingtheIOUSBDeviceInterfacemethodUSBDeviceClose(),asfollows:

error = (*usbDevice)->USBDeviceClose(usbDevice); 

WhatfollowsisasummaryofthemethodsprovidedbytheIOUSBDeviceInterfaceclassthatprovide
accesstotheinformationcontainedintheUSBdevicedescriptor.Inthischapter,wedescribethe
IOUSBDeviceInterface300class,sosomeofthefollowingmethodswillnotbepresentinearlierversions
oftheIOUSBDeviceInterfaceclass.

• GetDeviceClass,GetDeviceSubClass,andGetDeviceProtocol:Returnsthedevice
class(bDeviceClass),subclass(bDeviceSubClass),andprotocol(bDeviceProtocol)
fromtheUSBdevicedescriptor.Together,thesethreevaluesdefinethefunction
ofthedevicebasedonvaluesdefinedintheUSBspecification.

• GetDeviceVendor:ReturnstheUSBVendorIDofthedevice(idVendor).

• GetDeviceProduct:ReturnstheUSBProductIDofthedevice(idProduct).

• GetDeviceReleaseNumber:Returnsthedevicereleasenumber(bcdDevice).

• USBGetManufacturerStringIndex:Returnstheindexofthestringforthedevice’s
manufacturername(iManufacturer).Toreadtheactualstringfromthedevice,an
applicationmustfollowupbysendingthestandarddevicerequest“get
descriptor”toreadanentryfromthedevice’sstringtable.

• USBGetProductStringIndex:Returnstheindexofthestringforthedevice’sproduct
name(iProduct).

• USBGetSerialNumberStringIndex:Returnstheindexofthestringforthedevice’s
serialnumber(iSerialNumber).

• GetNumberOfConfigurations:Returnsthenumberofconfigurationsthedevice
supportsatitscurrentspeed(bNumConfigurations).

Thefollowingmethodsallowanapplicationtoreaddynamicpropertiesthatrelatetothecurrent
stateoftheUSBdevice:
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• GetDeviceAddress:ReturnstheaddressoftheUSBdevice,whichisuniqueforthe
busitisconnectedto.

• GetDeviceSpeed:Returnsthespeedofthedevice.Possiblevaluesinclude
kUSBDeviceSpeedLow,kUSBDeviceSpeedFull,orkUSBDeviceSpeedHigh.

• GetLocationID:Returnsa32-bitvaluethatuniquelyidentifiesaUSBdeviceonthe
system,basedontheUSBhubandportthedeviceisconnectedto.TheLocation
IDwon’tchangefollowingarestartofthecomputer,butwillchangeifthedevice
isconnectedtoanotherhuborport.Therefore,iftheUSBdeviceprovidesaserial
numberstring,itisapreferablewaytotrackadeviceacrossrebootsand
disconnections.

• GetBusFrameNumber:ReturnsthecurrentframenumberoftheUSBbustowhich
thedeviceisconnected.Thefunctionalsoreturnsthesystemhosttimethat
correspondstothetimeatwhichthekerneldriverhandledtherequest.The
systemtimemayfallanywherewithinthereturnedUSBframe.

• GetBusFrameNumberWithTimereturnsthecurrentframenumberoftheUSBbusto
whichthedeviceisconnected,butalsoreturnsthesystemhosttimethat
correspondstothestartofthatframe.Thismethodwasintroducedinlater
versionsoftheIOUSBDeviceInterfaceclassandsupersedesthemethod
GetBusFrameNumber().

• GetBusMicroFrameNumber:ReturnsthecurrentmicroframenumberoftheUSBbus
towhichthedeviceisconnected.Thefunctionalsoreturnsthesystemhosttime
thatcorrespondstothetimeatwhichthekerneldriverhandledtherequest(and
sothismethodbehaveslikeGetBusFrameNumber()).

ThefollowingmethodsprovideawayforanapplicationtoresettheUSBdevice:

• ResetDevice:ResetstheUSBdevice,returningittothenon-configuredstate.

• USBDeviceReEnumerate:Instructsthehubtowhichthisdeviceisconnectedtoreset
theportthatthisdeviceisconnectedto.Thisisequivalenttodisconnectingthe
devicefromtheUSBportandreconnectingit.

• USBDeviceSuspend:Despitethenameofthismethod,itcaneithersuspendor
resumetheporttowhichtheUSBdeviceisconnected,dependingonthevalueof
aBooleanparameter.Ifthemethodsuspendsthedevice,anyoutstanding
transactionstothedevicewillbeaborted.

• USBDeviceAbortPipeZero:Abortsanyoutstandingtransactiononthecontrol
endpoint.

TheIOUSBDeviceInterfaceclassprovidesthefollowingmethodstoallowanapplicationtosend
controlrequeststothedeviceonendpointzero:

• DeviceRequest:Isasynchronousmethodandwillnotreturnuntilthedevice
requesthascompleted.Thedevicerequestisdescribedbythesame
IOUSBDevRequeststructureusedbykernelUSBdrivers.
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• DeviceRequestTO:Isasynchronousmethodthattakestwotimeoutvalues,
expressedinmilliseconds.Themethodwillreturnoncethedevicerequesthas
completedoraspecifiedtimeoutperiodhaselapsed(whichevercomesfirst).The
callerprovidestwotimeoutvalues.Thedevicemaystopsendingorreceivingdata
whilehandlingtherequest,soonetimeoutvaluespecifiesthemaximumamount
oftimetowaitsincethelastdatatransferbeforeabortingthecontrolrequest.The
othertimeoutvaluespecifiesthemaximumamountoftimetoallowforthe
controlrequesttocompletefromstarttofinish.Acontrolrequestisabortedif
eitherofthespecifiedtimeoutconditionsoccurs.

• DeviceRequestAsync:IsanasynchronousequivalentofthemethodDeviceRequest.
ThemethodtakesacallbackfunctiontheI/OKitusestonotifythecalleroncethe
requesthascompleted.It’simportanttonotethatareturnvalueof
kIOReturnSuccessfromthismethoddoesn’tindicatetherequestcompleted
successfully;rather,itindicatestheoperationwassuccessfullystarted.Theactual
resultoftheoperationwillbereturnedthroughthecallbackfunction.Thevalueof
thearg0parameterpassedtothecompletioncallbackholdsthenumberofbytes
thatwereeitherreadfromthedeviceorwrittentothedevice.

Listing15-4listsasamplefunctionthatusestheDeviceRequestmethodtoreadthemanufacturer
stringfromtheUSBstringtable.ThefunctionstartsbycallingUSBGetManufacturerStringIndextoobtain
theindexofthemanufacturerstring.Next,thedevicerequeststructureisprepared.ThebmRequestType
fieldspecifiesthattherequestisadataread(kUSBIn),isastandardrequest(asopposedtoarequest
definedbythedeviceclassorisvendor-specific),andthattherecipientoftherequestisthedevice(as
opposedtoaninterfaceoranendpoint).Sincethestringtableistreatedasjustanotherdescriptortable
bytheUSBSpecification,thecontrolrequestthatissenttothedevicetoreadastringisthe
kUSBRqGetDescriptorrequest.ThewValuefieldindicateswearereadingastringdescriptorandalso
containstheindexofthestringtoberead.

Finally,ifthestringdataissuccessfullyreadfromthedevice,thefunctioncreatesaCFStringRef
fromthereturneddata,whichisreturnedfromthedevicewithanencodingofUTF-16little-endian.

Listing15-4.AFunctionThatDemonstratesaDeviceRequestThroughtheIOUSBDeviceInterfaceClass

#include <IOKit/usb/IOUSBLib.h> 
#include <IOKit/usb/USBSpec.h> 
#include <CoreFoundation/CoreFoundation.h> 
 
IOReturn                PrintDeviceManufacturer (IOUSBDeviceInterface300** usbDevice) 
{ 
        UInt8                   stringIndex; 
        IOUSBDevRequest         devRequest; 
        UInt8                   buffer[256]; 
        CFStringRef             manufString; 
        IOReturn                error; 
         
        // Get the index in the string table for the manufacturer. 
        error = (*usbDevice)->USBGetManufacturerStringIndex(usbDevice, &stringIndex); 
        if (error != kIOReturnSuccess) 
                return error; 
         
        // Perform a device request to read the string descriptor. 
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        devRequest.bmRequestType = USBmakebmRequestType(kUSBIn, kUSBStandard, kUSBDevice); 
        devRequest.bRequest = kUSBRqGetDescriptor; 
        devRequest.wValue = (kUSBStringDesc << 8) | stringIndex; 
        devRequest.wIndex = 0x409;              // Language setting - specify US English 
        devRequest.wLength = sizeof(buffer); 
        devRequest.pData = &buffer[0]; 
        bzero(&buffer[0], sizeof(buffer)); 
        // 
        error = (*usbDevice)->DeviceRequest(usbDevice, &devRequest); 
        if (error != kIOReturnSuccess) 
                return error; 
         
        // Create a CFString representation of the returned data. 
        int             strLength; 
        strLength = buffer[0] - 2;              // First byte is length (in bytes) 
        manufString = CFStringCreateWithBytes(kCFAllocatorDefault, &buffer[2], strLength, 
                                                kCFStringEncodingUTF16LE, false); 
        // Print the manufacturer string. 
        CFShow(manufString); 
        CFRelease(manufString); 
         
        return error; 
} 

Thefollowingmethodsareusedbyanapplicationtoexamineandsetthedeviceconfiguration,and
toiteratethedevice’sinterfaces.ThesemethodsareusuallycalledbyanapplicationtoinitializetheUSB
devicewhenitisfirstdetected:

• GetConfigurationDescriptionPtr:Returnsapointertothedescriptorforthe
specifiedconfiguration;notethatalthoughthecallerreceivesapointertoan
IOUSBConfigurationDescriptorPtrstructure,thebufferisownedbythe
IOUSBDeviceInterfaceobjectandshouldnotbereleasedbythecaller.

• GetConfiguration:Returnstheactiveconfigurationnumberofthedevice.Note
thatthisisnottheindexoftheconfiguration,butratherthevalueof
bConfigurationValuefromtheactiveconfigurationdescription.

• SetConfiguration:Setstheactiveconfigurationofthedevice.Theconfigurationis
specifiedbypassingthebConfigurationValuefromthedesiredconfiguration
description.

• CreateInterfaceIterator:Createsaniteratoroverthedevice’sinterfaces.Likeits
kernelequivalent,thecallerprovidesanIOUSBFindInterfaceRequeststructurethat
specifiesthepropertiesthatreturnedinterfacesmustmatch.

HavingexaminedthefunctionalityprovidedbytheIOUSBDeviceInterfaceclass,wearenowina
positiontoconsiderthestepsanapplicationwilltypicallytaketoinitializeanewUSBdevicethathas
beenattachedtothesystem.AsampleinitializationfunctionisgiveninListing15-5.

Listing15-5.ASampleFunctionforConfiguringaUSBDeviceDuringInitialization

IOReturn         MyConfigureDevice (IOUSBDeviceInterface300** usbDevice) 
{ 
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        UInt8                            numConfigurations; 
        IOUSBConfigurationDescriptorPtr  configDesc; 
        IOUSBFindInterfaceRequest        interfaceRequest; 
        io_iterator_t                    interfaceIterator; 
        io_service_t                     usbInterfaceRef; 
        IOReturn                         error; 
         
        // Get the count of the device's configurations. 
        error = (*usbDevice)->GetNumberOfConfigurations(usbDevice, &numConfigurations); 
        if (error != kIOReturnSuccess) 
                return error; 
        // Ensure the device has at least one configuration 
        if (numConfigurations == 0) 
                return kIOReturnError; 
         
        // Read the descriptor for the first configuration. 
        error = (*usbDevice)->GetConfigurationDescriptorPtr(usbDevice, 0, &configDesc); 
        if (error != kIOReturnSuccess) 
                return error; 
         
        // Make the first configuration the active configuration. 
        error = (*usbDevice)->SetConfiguration(usbDevice, configDesc->bConfigurationValue); 
        if (error != kIOReturnSuccess) 
                return error; 
         
        // Create an iterator over all interfaces in the active configuration. 
        interfaceRequest.bInterfaceClass = kIOUSBFindInterfaceDontCare; 
        interfaceRequest.bInterfaceSubClass = kIOUSBFindInterfaceDontCare; 
        interfaceRequest.bInterfaceProtocol = kIOUSBFindInterfaceDontCare; 
        interfaceRequest.bAlternateSetting = kIOUSBFindInterfaceDontCare; 
         
        error = (*usbDevice)->CreateInterfaceIterator(usbDevice, &interfaceRequest,  
                     &interfaceIterator); 
        if (error != kIOReturnSuccess) 
                return error; 
         
        // Iterate over all interfaces. 
        while ((usbInterfaceRef = IOIteratorNext(interfaceIterator)) != 0) 
        { 
                MySetupInterface(usbInterfaceRef); 
                IOObjectRelease(usbInterfaceRef); 
        } 
        IOObjectRelease(interfaceIterator); 
         
        return kIOReturnSuccess; 
} 

ThecodeinListing15-5beginsbysettingtheactiveconfigurationofthedevicetoaknown
configuration,inthiscasethedevice’sfirstconfiguration.Thisstepisnecessarybecausethedevicemay
havebeenusedbyanotherapplicationbeforeourapplicationwaslaunched,sothedevicemaybeinan
unknownstate.
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Next,theapplicationiteratesoverallinterfacesintheactiveconfiguration.Ifwewereinterestedina
particularinterface,wecouldnarrowdownthelistofinterfacesreturnedbytheiteratorbyspecifying
thedesiredclass,subclass,protocol,oralternatesettingfortheinterface.ObtainingaUSBinterface
objectisparticularlyimportant,sincetheonlywayanapplicationcanaccessthedevice’sendpoints,
otherthanthecontrolendpoint,isthroughtheIOUSBInterfaceInterfaceclass.

TheIOUSBInterfaceInterfaceClass
TheIOUSBInterfaceInterfaceclassisauser-spaceclassthatprovidesequivalentfunctionalitytothe
IOUSBInterfaceclassusedbykerneldrivers.Anapplicationcanobtainareferencetoan
IOUSBInterfaceInterfaceclassbyiteratingoverthedevice’sinterfaces,asshowninListing15-5,oran
applicationcanobtainanIOUSBInterfaceInterfaceobjectdirectlybycreatingamatchingdictionary
thatspecifiestheservicenamekIOUSBInterfaceClassName.

AUSBinterfacecontainsoneormoreendpoints,whichallowdatatoeitherbewrittentothedevice
ordatatobereadfromthedevice.Auser-spaceUSBdriverisnotlimitedinanywayregardingthetype
ofendpointsitisabletouse;allendpointtypes,includingbulk,isochronous,andinterruptendpoints
areavailabletoauser-spacedriver.Auser-spacedriverisabletoachievesimilardatabandwidthtothat
ofakerneldriver,meaningthatevenapplicationsthatrequirelargedatatransferscanbewritteninuser
space.

WhetheranapplicationusestheIOUSBDeviceInterfacetoiterateoverUSBinterfacesorobtainsa
USBinterfacedirectlyusingamatchingdictionarytocreateaniterator,theapplicationwillreceivean
io_service_tthatprovidesauser-spacerepresentationoftheunderlyingIOUSBInterfaceobjectinthe
kernel.Listing15-6demonstrateshowtocreateanIOUSBInterfaceInterfaceobjectfromthe
io_service_tobject.

Listing15-6.InstantiatinganIOUSBInterfaceInterfaceobjectfromanio_service_t

IOUSBInterfaceInterface300**     MyCreateInterfaceClass (io_service_t usbInterfaceRef) 
{ 
        SInt32                          score; 
        IOCFPlugInInterface**           plugin; 
        IOUSBInterfaceInterface300**    usbInterface = NULL; 
        kern_return_t                   err; 
 
        err = IOCreatePlugInInterfaceForService(usbInterfaceRef,  
                    kIOUSBInterfaceUserClientTypeID,          
                    kIOCFPlugInInterfaceID, &plugin, &score); 
        if (err == 0) 
        { 
                err = (*plugin)->QueryInterface(plugin,  
                        CFUUIDGetUUIDBytes(kIOUSBInterfaceInterfaceID300), 
                        (LPVOID)&usbInterface); 
                IODestroyPlugInInterface(plugin); 
        } 
         
        return usbInterface; 
} 

AswiththeUSBdeviceclass,anapplicationmustobtainexclusiveaccesstotheUSBinterface
objectbeforeitisabletotransferanydatatoorfromanendpointontheUSBinterface.Thisisachieved
bycallingtheIOUSBInterfaceInterfacemethodUSBInterfaceOpen(),asfollows:
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error = (*usbInterface)->USBInterfaceOpen(usbInterface); 

Whenanapplicationhasfinishedusingtheinterface,itshouldrelinquishitsexclusiveaccessby
callingtheIOUSBInterfaceInterfacemethodUSBInterfaceClose(),asfollows:

error = (*usbInterface)->USBInterfaceClose(usbInterface); 

ThemethodsprovidedbytheIOUSBInterfaceInterfaceclassfallintotwocategories,thosethat
eithergetorsetthepropertiesoftheUSBdeviceorinterfaceandthosethatrelatetotransferringdatato
orfromoneoftheendpointsontheinterface.Whatfollowsisasummaryofthemethodsprovidedby
theIOUSBInterfaceInterfaceclass.Inthischapter,wedescribetheIOUSBInterfaceInterface300class,
sosomeofthemethodsthatfollowwillnotbepresentinearlierversionsoftheIOUSBInterfaceInterface
class.

PropertyMethods
TheIOUSBInterfaceInterfaceclasscontainsmethodstobothgetandsetpropertiesrelatingtothe
interfaceandtheUSBdevice.Althoughsomeofthesemethodsmayseemtoduplicatefunctionality
providedbytheIOUSBDeviceInterfaceclassthatwaspreviouslydescribed,thisisintentional,asitallows
anapplicationthathasmatchedagainsttheUSBinterfaceclassandnottheUSBdeviceclasstostillhave
accesstocommondevicefunctionality.

Thefollowingmethods,althoughintheIOUSBInterfaceInterfaceclass,relatetotheUSBdevice:

• GetDeviceVendor:ReturnstheUSBVendorIDoftheUSBdevice.

• GetDeviceProduct:ReturnstheUSBProductIDoftheUSBdevice.

• GetDeviceReleaseNumber:ReturnsthedevicereleasenumberoftheUSBdevice.

• GetLocationID:Returnsa32-bitvaluethatuniquelyidentifiesaUSBdeviceonthe
system,basedontheUSBhubandportthedeviceisconnectedto.

• GetDevice:Returnsanio_service_tthatcorrespondstothekernelIOUSBDevice
object.Fromthisobject,anapplicationcaninstantiateanIOUSBDeviceInterface
thatrepresentstheUSBdevice.

• GetBusFrameNumber:ReturnsthecurrentframenumberoftheUSBbusonwhich
thedeviceisconnected.

• GetBusFrameNumberWithTime:ReturnsthecurrentframenumberoftheUSBbusto
whichthedeviceisconnectedandalsoreturnsthesystemhosttimethat
correspondstothestartofthatframe.

• GetBusMicroFrameNumber:ReturnsthecurrentmicroframenumberoftheUSBbus
towhichthedeviceisconnected.

• GetFrameListTime:PerformsasimilarroletotheIOUSBDeviceInterfacemethod
GetDeviceSpeed,althoughthedevice’sspeedisreturnedasthenumberof
microsecondsperUSBframeatitscurrentspeed.Afullspeeddevicewillreturn
kUSBFullSpeedMicrosecondsInFrame(1000microseconds),whereasahighspeed
devicewillreturnkUSBHighSpeedMicrosecondsInFrame(125microseconds).
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Thefollowingmethodsrelatetogettingandsettingpropertiesoftheinterface:

• GetInterfaceClass,GetInterfaceSubClass,andGetInterfaceProtocol:Returnthe
interfaceclass(bInterfaceClass),subclass(bInterfaceSubClass),andprotocol
(bInterfaceProtocol)fromtheUSBinterfacedescriptor.Together,thesethree
valuesdefinethefunctionoftheinterfacebasedonvaluesdefinedintheUSB
specification.

• GetConfigurationValue:Identifiesthedeviceconfigurationthatcontainsthis
interface.ThereturnedvalueisthebConfigurationValuefromtheactive
configuration’sdescription.

• GetInterfaceNumber:Returnsthezero-basedindexofthisinterfacewithinthe
activeconfiguration(bInterfaceNumber).

• GetAlternateSetting:Returnstheactivealternatesettingofthisinterface
(bAlternateSetting).

• SetAlternateInterface:Setstheactivealternatesettingforthisinterface.The
alternatesettingisspecifiedbypassingthebAlternateSettingvalueofthedesired
interfacedescription.

• USBInterfaceGetStringIndex:Returnstheindexofthestringfortheinterface
description,whichcomesfromtheiInterfacefieldfromtheinterfacedescriptor.

EndpointDataTransferMethods
AUSBinterfacecancontainoneormoreendpointsfromwhichdatacanbereadfromorwrittento.
UnlikeakernelUSBdriver,theIOUSBLibcontainsnouser-spaceobjecttorepresentthepipetoan
endpoint;instead,alldatatransfersaremadethroughtheIOUSBInterfaceInterfaceclass.An
applicationcandeterminetheendpointspresentonaninterfaceusingthefollowingmethods:

• GetNumEndpoints:Returnsthenumberofendpointsprovidedbytheinterface.

• GetEndpointProperties:Returnsthetype(bDescriptorType),maximumpacketsize
(wMaxPacketSize),andpollinginterval(bInterval)ofaspecifiedendpoint.The
endpointisspecifiedbythreevalues—thealternateinterfacesettingitison,its
endpointnumber,andthetransferdirectionoftheendpoint.

• GetPipeProperties:Thismethodallowsanapplicationtospecifytheindexofan
endpointfrom0uptoandincludingthevaluereturnedbyGetNumEndpoints,
unlikeGetEndpointProperties,whichrequiresthecallertoknowtheendpoint 
numberanddirectionofanendpointitisinterestedin.Theendpointatindex0
correspondstothedefaultcontrolendpoint.Theinformationreturnedbythis
methodconsistsofalmostallthedataforanendpointdescriptor,includingthe
endpoint’snumber,direction,type,maximumpacketsize,andpollinginterval(if
aninterruptorisochronousendpoint).

• GetPipeStatus:Canbeusedtodeterminewhetheraspecifiedpipeisstalled.This
methodwillreturnkIOUSBPipeStalledifthepipeisstalledandkIOReturnSuccess
otherwise.ItwillreturnkIOUSBUnknownPipeErrifthecallerhasspecifiedaninvalid
pipeindex.
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• AbortPipe:Abortsanoutstandingtransactionfromaspecifiedpipeindex.Any
operationsthatareabortedwillcomplete,withtheresultkIOReturnAborted.

• ResetPipeandClearPipeStall:Althoughthesetwomethodsareidentical,theuse
ofClearPipeStallispreferred.Eithermethodiscalledbyanapplicationtoreset
anendpointthathasstalled.Theendpoint’shaltbitisclearedanditsdatatoggle
bitisreset.

• ClearPipeStallBothEnds:IsequivalenttoClearPipeStall,withthedistinctionthat
inadditiontoclearingthehaltbitandresettingthedatatoggleonthehostside,
thehaltbitisclearedonthedeviceandthedevice’sdatatoggleisreset.This
ensuresthat,sinceboththehostanddevicehavebeenreset,thereisnolossof
datawhendataisnexttransferredtoorfromtheendpoint.

Totransferdatatoorfromanendpoint,anapplicationmustdeterminethepipeindexthat
correspondstotheendpointitwantstoaccess.Althoughanendpointaddressisconstant,sinceitcomes
fromadescriptorsuppliedbythedevice,thepipeindexisassignedbytheI/OKit.Therefore,theonly
waytodetermineapipeindexforagivenendpointistoenumerateovereachpipecontainedwithina
USBinterface.AnexampleofthisisgiveninListing15-7.

Listing15-7.AFunctiontoFindaPipeReferenceforaBulkOutputEndpoint

IOReturn        MyFindBulkOutEndpoint (IOUSBInterfaceInterface300** usbInterface,  
                                       UInt8* pipeRef) 
{ 
        UInt8           numEndpoints; 
        UInt8           i; 
        IOReturn        error; 
         
        // Determine the number of endpoints in this interface. 
        error = (*usbInterface)->GetNumEndpoints(usbInterface, &numEndpoints); 
        if (error != kIOReturnSuccess) 
                return error; 
         
        // Iterate over all endpoints in the interface (skipping endpoint 0, the control  
        // endpoint). 
        for (i = 1; i <= numEndpoints; i++) 
        { 
                UInt8           direction, number, transferType; 
                UInt16          maxPacketSize; 
                UInt8           interval; 
                 
                error = (*usbInterface)->GetPipeProperties(usbInterface, i, &direction,  
                                                &number, 
                                                &transferType, &maxPacketSize, &interval); 
                if (error != kIOReturnSuccess) 
                        continue; 
                 
                // If we find a bulk output endpoint, return its pipe index the caller. 
                if ((transferType == kUSBBulk) && (direction == kUSBOut)) 
                { 
                        *pipeRef = i; 

s
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                        return kIOReturnSuccess; 
                } 
        } 
         
        return kIOReturnNotFound; 
} 

Havingdeterminedthepipeindex(referredtoasthepipereferencebymethodsinIOUSBLib),an
applicationcanreadorwritedataoverthepipe.Whichmethodsanapplicationusestomanageapipe
willdependonthetypeofendpointthepiperepresents.TheIOUSBInterfaceInterfaceclassprovides
differentmethodsdependingonwhetherthepipeisconnectedtoacontrol,bulk,interrupt,or
isochronousendpoint.

TheIOUSBInterfaceInterfaceclassprovidesseveralmethodsfortransferringdatatoorfroman
endpoint.Dependingonthemethodcalled,theoperationmaycompletesynchronouslyor
asynchronously.Othermethodsallowthecallertoprovideatimeoutvaluethatspecifiesthemaximum
amountoftimetoallowtheoperationtocompletebeforeabortingtherequest.Finally,thereare
methodsthatcompleteasynchronouslyandallowthecallertospecifyatimeoutvalue.

TheconventionadoptedbyIOUSBLibisthatamethodcompletessynchronouslyunlessthemethod
contains“Async”initsname.Anasynchronousmethodtakestwoextraparametersinadditiontothose
passedtoitssynchronouscounterpart—acallbackfunctionthatrunswhentheoperationcompletesand
anarbitrarypointerthatcanbeusedtopasscontextinformationtothecallbackfunction.

Amethodthatallowsthecallertospecifyatimeoutcontainstheletters“TO”initsname.The
timeoutvalueisdescribedbytwoadditionalparametersthatarepassedtothemethod.Thedevicemay
stopsendingorreceivingdatawhilehandlingtherequest,soonetimeoutvaluespecifiesthemaximum
amountoftimetowaitfromthelastdatatransferbeforeabortingtheoperation.Thesecondtimeout
valuespecifiesthemaximumamountoftimetoallowtheoperationtocompletefromstarttofinish.The
requestisabortedifeitherofthespecifiedtimeoutconditionsoccurs.

ThefollowingmethodsareprovidedbytheIOUSBInterfaceInterfaceclasstoperformacontrol
transfer.ThesemethodsaresimilartothoseprovidedbytheIOUSBDeviceInterfaceclass,withthe
exceptionthattheyeachtakeanadditionalparameter,thepipereference.Ifavalueof0ispassedforthe
pipereference,thecontrolrequestissenttothedefaultcontrolendpoint,endpoint0.

• ControlRequest:Performsacontrolrequestsynchronously.Thismethodtakesan
IOUSBDevRequeststructuredescribingacontrolrequest,andsendsittothe
specifiedcontrolendpoint.

• ControlRequestAsync:Performsacontrolrequestasynchronously.Thismethod
takesanIOUSBDevRequeststructureandsendsittothespecifiedcontrolendpoint.
Whentherequesthascompleted,acallbackfunctionthatwasprovidedtothe
functionisexecuted.Thevalueofthearg0parameterthatispassedtothe
completioncallbackspecifiesthenumberofbytesthatwereeitherreadfromthe
deviceorwrittentothedevice.

• ControlRequestTO:Performsacontrolrequestsynchronouslyandallowsthecaller
tospecifytimeoutparameters.

• ControlRequestAsyncTO:Performsacontrolrequestasynchronously,witha
maximumtimelimitplacedonhowlongtherequestisallowedtotake.

Adeviceislikelytouseabulkendpointforitsdatatransfer.AswesawinChapter8,bulkendpoints
allowlargeamountsofdatatobereadorwrittentothedevicewithhighthroughputandguaranteed
datadelivery,butwithvariablelatency(dependingonwhetherotherdevicesareattemptingtotransfer
dataovertheUSBbusatthesametime).TheIOUSBInterfaceInterfaceclassprovidesthefollowing
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methodstoallowanapplicationtoreadandwritebuffersoverapipetoabulkendpoint.Thefollowing
methodsarealsoapplicabletotransferringdataoveraninterruptendpoint:

• ReadPipe:Performsadatatransfersynchronouslyfromabulkorinterrupt
endpointontheUSBdevicetoanapplication-suppliedbuffer.Theapplication’s
bufferisdescribedbyitsaddressandthesizeofthebufferinbytes.Thebuffersize
isalsoanoutputparameter;ifthemethodcompletessuccessfully,thenumberof
bytesthatwerereadintothebufferisreportedtothecallerthroughthesamesize
parameter.

• WritePipe:Performsadatatransfersynchronouslyfromanapplication-supplied
buffertoabulkorinterruptendpointontheUSBdevice.Theapplication’sbuffer
isdescribedbyitsaddressandthesizeofthebufferinbytes.

• ReadPipeAsync:Performsadatatransferasynchronouslyfromabulkorinterrupt
endpointontheUSBdevicetoanapplication-suppliedbuffer.Whenthetransfer
hascompleted,theprovidedcallbackfunctionispassedtheresultoftheoperation
andthenumberofbytesthatwerereadfromthedevice(whichispassedthrough
thearg0argument).

• WritePipeAsync:Performsadatatransferasynchronouslyfromanapplication-
suppliedbuffertoabulkorinterruptendpointontheUSBdevice.Whenthe
transferhascompleted,theprovidedcallbackfunctionispassedtheresultofthe
operationandthenumberofbytesthatwerewrittentothedevice(whichis
passedthroughthearg0argument).

• ReadPipeTO:Performsadatatransfersynchronouslyfromabulkorinterrupt
endpointtoanapplicationbufferwithatimeoutvaluespecifiedfortheoperation.

• WritePipeTO:Performsadatatransfersynchronouslyfromanapplicationbufferto
abulkorinterruptendpointwithatimeoutvaluespecifiedfortheoperation.

• ReadPipeAsyncTO:IsanasynchronousequivalentoftheReadPipeTOmethod.When
thetransferhascompletedorhastimedout,acallbackfunctionthathasbeen
providedbytheapplicationiscalled.

• WritePipeAsyncTO:IsanasynchronousequivalentoftheWritePipeTOmethod.
Whenthetransferhascompletedorhastimedout,acallbackfunctionthathas
beenprovidedbytheapplicationiscalled.

Anexampleofafunctionthatreadsdatafromabulkendpointusingtheasynchronousmethod
ReadPipeAsyncTOisprovidedinListing15-8.
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Listing15-8.AFunctionThatDemonstratestheUseoftheReadPipeAsyncTOMethod

IOReturn        MyAsyncBulkRead (IOUSBInterfaceInterface300** usbInterface, UInt8 pipeRef) 
{ 
        void*           dataBlock; 
        const UInt32    noDataTimeout = 50;             // 50 ms 
        const UInt32    completionTimeout = 500;        // 500 ms 
        void*           refcon; 
        IOReturn        error; 
         
        // Allocate a buffer to hold the read data. 
        dataBlock = malloc(kMyTransferSize); 
         
        // Perform an asynchronous read, with specified timeout values. 
        // We pass dataBlock to the callback function through the refcon parameter 
        refcon = dataBlock; 
        error = (*usbInterface)->ReadPipeAsyncTO(usbInterface, pipeRef, dataBlock,  
                                                kMyTransferSize, 
                                                noDataTimeout, completionTimeout, 
                                                ReadCompletedCallback, refcon); 
         
        // If the method returns an error, the callback will not be called. 
        if (error != kIOReturnSuccess) 
                free(dataBlock); 
         
        return error; 
} 
 
void    ReadCompletedCallback (void* refcon, IOReturn result, void* arg0) 
{ 
        void*           dataBlock = refcon; 
        UInt32          byteCount = (UInt32)arg0; 
         
        // If the read completed successfully, process any data that was read from the device. 
        if (result == kIOReturnSuccess) 
        { 
                ProcessReadData(dataBlock, byteCount); 
        } 
         
        // Release the buffer that was allocated in MyAsyncBulkRead. 
        free(dataBlock); 
} 

TheremainingUSBendpointtypeistheisochronousendpoint.AswesawinChapter8,
isochronousendpointsaredesignedforusebydevicesthattransferastreamofdatathatmustbe
deliveredinatimelymannerwithminimallatency,suchasanaudioorvideodatastream.The
IOUSBLibprovidesfullsupportforisochronousdatatransferstoauser-spaceapplication.

AnisochronouspipehasguaranteedbandwidthontheUSBbus.Thedevicereportsitsbandwidth
requirementsandiftheUSBhostisabletomeetthoserequirements,thedeviceisgrantedaccesstothe
USBbus.Afull-speeddeviceisabletotransferdataoveranisochronouspipeoneveryframe(oncea
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millisecond),whereasahighspeedorasuperspeeddeviceisabletotransferdataoneachmicroframe
(onceevery125microseconds).

Aswiththekernelimplementation,anisochronousdatatransferfromanapplicationissetupby
fillingoutanarrayofIOUSBIsocFramestructures,whichdescribethenumberofbytestheapplication
wishestoreadorwriteovertheisochronouspipeoneachmicroframe(orframe,forafullspeeddevice).
TheIOUSBIsocFramestructureisdefinedasshownbelow.

typedef struct IOUSBIsocFrame { 
   IOReturn     frStatus;     // On return, the result for the transfer for this frame 
   UInt16       frReqCount;   // The requested number of bytes to read or write on this frame 
   UInt16       frActCount;   // On return, the actual number of bytes read or written on this  
                              // frame 
} IOUSBIsocFrame; 

Areadorwriteoveranisochronouspipewilltypicallydescribethetransferoverseveraltensof
milliseconds,withtheapplicationissuinganewisochronoustransferrequestwheneveranoutstanding
requestcompletes.ThefollowingmethodsareprovidedbytheIOUSBInterfaceInterfaceclassfor
performingtransfersoveranisochronouspipe:

• ReadIsochPipeAsync:Performsanasynchronousdatatransferfroman
isochronouspipe.Thedatatransferisdescribedbypassingabufferaddressto
holdthedatareadfromthedeviceandanarrayofIOUSBIsocFrameelementsthat
describesthemaximumamountofdatathatcanbeacceptedoneachframe.The
methodtakesaparameternamed“frameStart”thatdeterminestheUSBframe
numberonwhichthedatatransferwillbegin,usuallyaUSBframeshortlyafter
thecurrentframe.ThecurrentUSBframecanbedeterminedbycallingthe
GetBusFrameNumbermethod.Oncethetransferhascompleted,thecallback
functionsuppliedbytheapplicationiscalled;thevalueofarg0thatispassedto
thecallbackfunctionistheaddressoftheIOUSBIsocFramearray.Theapplication
canexaminethisarraytodeterminethenumberofbytesthatwereactuallyread
oneachframe.

• WriteIsochPipeAsync:Performsanasynchronousdatatransfertoanisochronous
pipe.Thecallerprovidestheaddressofabuffercontainingthedatatobewritten
tothedeviceandanarrayofIOUSBIsocFrameelementsthatdescribesthenumber
ofbytestobetransferredfromthebufferoneachUSBframe.Themethodtakesa
parameternamed“frameStart”thatdeterminestheUSBframenumberonwhich
thedatatransferwillbegin,usuallyaUSBframeshortlyafterthecurrentframe.
ThecurrentUSBframecanbedeterminedbycallingtheGetBusFrameNumber
method.Oncethetransferhascompleted,acallbackfunctionsuppliedbythe
applicationiscalled;thevalueofarg0thatispassedtothecallbackfunctionisthe
addressoftheIOUSBIsocFramearray.

• GetBandwidthAvailable:ReturnsthebandwidththatisavailableontheUSBbus;
thisisthemaximumbandwidthadevicecanallocate.Thebandwidthisreported
asthemaximumnumberofbytesthatcanbeallocatedtoanisochronouspipefor
eachframe(forafullspeeddevice)ormicroframe(forahighspeeddevice).
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• SetPipePolicy:Allowsanapplicationtomodifythebandwidthreservationofan
isochronousorinterruptpipe.Foranisochronouspipe,themaximumallowable
packetsizethatcanbetransferredonaframe(forafullspeeddevice)ora
microframe(forahighspeeddevice)canbechanged.Thepacketsize,however,
cannotbesettoavaluelargerthanthemaximumpacketsizeinthedevice’s
endpointdescriptor.Foraninterruptpipe,thismethodallowsthemaximum
allowablepacketsizeandthepollingintervaltobeset.Thepacketsizeandpolling
interval,however,cannotexceedthevaluesrequestedintheendpointdescriptor.
Iftheinitialbandwidthrequestedinadevice’sendpointdescriptorcannotbe
satisfied,theUSBhostwillnotallowdatatobetransferredovertheisochronous
pipe;thismethodcanbeusedtoassignareducedbandwidthallocationtothe
pipe,allowingittobeused.

AnexampleofafunctionthatperformsanisochronousreadoperationisgiveninListing15-9.Note
thatbeforeissuingtherequest,thefunctioninitializesanarrayofIOUSBIsocFrameelementstodescribe
themaximumnumberofbytesitcanacceptoneachframe(ormicroframe,forahighspeeddevice).
Oncetherequesthascompleted,thedeviceisabletoprocessthedatathatwasreceivedoneachframe,
whichmaybelessthanthemaximumnumberofbytesrequested.

Theframenumberonwhichtherequestbeginsisspecifiedbytheparameter“startFrame”which,in
theexamplefunction,isdeterminedbyaddingafixeddelaytothecurrentframe.Moregenerally,an
applicationwouldtypicallysettheinitialframenumberofanisochronousrequesttothefinalframe
numberofthepreviousisochronousrequest.Inthisway,thedrivercanreadcontinuallyfromthedevice
withoutanygaps.

Listing15-9.AFunctionThatDemonstratesanIsochronousDataTransferfromaUser-spaceDriver

const int      framesPerRequest = 512; 
const int      bytesPerFrame = 1024; 
 
IOReturn MyScheduleIsocRead (IOUSBInterfaceInterface300** usbInterface, UInt8 pipeRef,  
                              void* destinationBuffer) 
{ 
     UInt64             startFrame; 
     AbsoluteTime       timeNow; 
     IOUSBIsocFrame*    frameList; 
     void*              refcon; 
     IOReturn           error; 
      
     // Read the current frame number. 
     // (Alternatively, we could issue this isoc request to follow  
     // on from the previous request.) 
     error = (*usbInterface)->GetBusFrameNumber(usbInterface, &startFrame, &timeNow); 
     if (error != kIOReturnSuccess) 
         return error; 
     // Add an offset to the frame on which the request will start,  
     // so it starts just ahead of the current frame. 
     startFrame += 8; 
      
     // Allocate an array of IOUSBIsocFrame elements. 
     frameList = (IOUSBIsocFrame*)malloc(framesPerRequest * sizeof(IOUSBIsocFrame)); 
     // Set up the number of bytes to read on each frame of the isochronous request. 



CHAPTER15USER-SPACEUSBDRIVERS

378

     for (int i = 0; i < framesPerRequest; i++) 
         frameList[i].frReqCount = bytesPerFrame; 
      
     // Perform the isochronous request. 
     // We pass destinationBuffer to the callback function through the refcon parameter. 
     refcon = destinationBuffer; 
     error = (*usbInterface)->ReadIsochPipeAsync(usbInterface, pipeRef, destinationBuffer,  
                                startFrame, 
                                framesPerRequest, frameList, IsocReadCompletedCallback,  
                                refcon); 
     // If the method returns an error, the callback will not be called. 
     if (error != kIOReturnSuccess) 
          free(frameList); 
      
     return error; 
} 
 
void IsocReadCompletedCallback (void* refcon, IOReturn result, void* arg0) 
{ 
     uint8_t*           destinationBuffer = (uint8_t*)refcon; 
     IOUSBIsocFrame*    frameList = (IOUSBIsocFrame*)arg0; 
      
     // If the read completed successfully, process any data that was read from the device. 
     if (result == kIOReturnSuccess) 
     { 
         for (int i = 0; i < framesPerRequest; i++) 
         { 
              if (frameList[i].frStatus == kIOReturnSuccess) 
              { 
                UInt16          bytesRead; 
                 
                // Process the data that was read on this frame 
                bytesRead = frameList[i].frActCount; 
                ProcessReadData(destinationBuffer, bytesRead); 
              } 
               
              // Calculate the starting address for the next frame's data 
              destinationBuffer += frameList[i].frReqCount; 
         } 
     } 
      
     // Release the frame list that was allocated in MyScheduleIsocRead. 
     free(frameList); 
} 

Low-LatencyIsochronousTransfers
Isochronousendpointsaretypicallyusedtotransfermultimediadata,suchasaudioorvideothatis
continuallystreamedtoorfromtheUSBdevice.Anapplicationthatprocessesthisdatatypicallywishes
todosowithminimallatency;forexample,anapplicationmaywishtobeginprocessingaudiodatathat
hasbeenreadfromamicrophoneassoonasitisreceivedbytheUSBdevice.Oneoftheproblemswith
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theisochronousmethodsdescribedpreviouslyisthattheapplicationmustwaituntilthecompletion
callbackfunctionisnotifiedbeforeitcanbeginprocessingthedatathatwasread.Ifanapplication
issuesanisochronousrequestthatspans10millisecondsworthofUSBframes,thismeansthereisa
latencyofatleast10millisecondsfromthestartoftherequestuntiltheapplicationcanbegintoprocess
thedatathatwasreadfromthedevice.

Asasolutiontothis,theIOUSBInterfaceInterfaceclasscontainslow-latencyisochronoustransfer
methodsthatgiveanapplicationaccesstodataassoonasithasbeenreceivedbythedevice,evenifthe
overallisochronousrequesthasn’tcompleted.Todothis,theI/OKitupdatesthevaluesoftheframelist
whiletheisochronoustransactionisinflight;thevaluesoffrStatusandfrActCountarewrittenand
availabletotheapplicationduringthetransfer.Ratherthanwaitingforthecompletioncallbacktofire,
anapplicationcanperiodicallyexaminethevaluesofitsframelistanddeterminewhennewdatais
availabletobeprocessed.Thiscanbedonefromareal-timethreadinauser-spaceapplication,for
example.

AnapplicationspecifieshowoftentheI/OKitshouldupdatetheframelistwhiletheoperationisin
flightbyspecifyingthenumberofmillisecondsbetweenupdates(avaluebetween0–8).Forexample,an
updatefrequencyof1meanstheapplication’sframelistwillbeupdatedbytheI/OKiteverymillisecond
duringthetransfer.Avalueof0meanstheI/OKitwillnotupdatetheframelistuntiltheendofthe
transfer,althoughtheupdatedframelistwillbeavailabletotheapplicationassoonasthetransaction
hascompletedbutbeforetheapplicationreceivesthecompletioncallback.

Touselow-latencyisochronoustransfers,thebuffersusedfortheframelistarrayandtoholdthe
sourceordestinationdatafromthetransfermustbeallocatedusingmethodsprovidedbythe
IOUSBInterfaceInterfaceclass.ThisallowstheI/OKittoensurethebuffersareavailabletoboththe
kernel,whichupdatesthebuffersduringthetransfer,andtheapplication,whichreadstheresultduring
thetransfer.

NotethatinsteadofusingtheIOUSBIsocFramestructuretodescribethetransferforaUSBframe,the
low-latencymethodsusetheIOUSBLowLatencyIsocFramestructure.Thisstructureincludesanadditional
field,frTimeStamp,whichholdsthetimeatwhichtheI/OKitupdatedthestructure’svalues.

Thefollowingmethodsareprovidedforlow-latencyisochronoustransfers:

• LowLatencyCreateBuffer:Allocatesabufferusedtoholdeitherthesourcedatafor
alow-latencyisochronouswrite,thedestinationdataforalow-latency
isochronousread,orthearrayofIOUSBLowLatencyIsocFrameelementsthat
describesanisochronoustransfer.Theapplication’sintentforthebuffermustbe
specifiedbyprovidingoneoftheenumerationvalues—
kUSBLowLatencyWriteBuffer,kUSBLowLatencyReadBuffer,or
kUSBLowLatencyFrameListBuffer.

• LowLatencyDestroyBuffer:Releasesabufferthathaspreviouslybeenallocatedby
themethodLowLatencyCreateBuffer.

• LowLatencyReadIsochPipeAsync:Performsareadfromanisochronousendpointon
theUSBdevice.Theparameterstothismethodextendthoseofthemethod
ReadIsochPipeAsynctoincludeaparameternamedupdateFrequencythatspecifies
howoftentheI/OKitshouldupdatetheframelistduringthetransfer(specifiedin
milliseconds).TheIOUSBLowLatencyIsocFramearrayandthedestinationbuffer
mustbothhavebeenallocatedbythemethodLowLatencyCreateBuffer.
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• LowLatencyWriteIsochPipeAsync:Performsawritetoanisochronousendpointon
theUSBdevice.Theparameterstothismethodextendthoseofthemethod
WriteIsochPipeAsynctoincludeaparameternamedupdateFrequencythat
specifieshowoftentheI/OKitshouldupdatetheframelistduringthetransfer
(specifiedinmilliseconds).TheIOUSBLowLatencyIsocFramearrayandthesource
buffermustbothhavebeenallocatedbythemethodLowLatencyCreateBuffer.

Summary
• Forcertaintypesofdevices,includingUSBdevices,theI/OKitmakesitpossible

toforgoakerneldriverandimplementthedrivercompletelyinuserspace.Forthe
enduser,thisprovidesamuchbetterexperience.

• NotallUSBdevicesaresuitableforauser-spacedriver.Adevicethatneedstobe
usedbythesystemitself,suchasasystem-wideaudiodeviceoraUSBstorage
device,mustbeimplementedinthekernel.

• TheI/OKitprovidesauser-spacelibraryknownasIOUSBLibthatanapplication
usestointeractwithaUSBdevice.TheIOUSBLibprovidesauser-space
equivalenttotheIOUSBDeviceandIOUSBInterfacekernelclasses,knownas
IOUSBDeviceInterfaceandIOUSBInterfaceInterface,respectively.

• AnapplicationcanwatchforthearrivalandremovaloftheUSBdevicesit
supportsbycreatingamatchingdictionaryandinstallinganotificationcallback,
asdescribedinChapter5.OnceanapplicationhasbeennotifiedthataUSB
deviceoraUSBinterfaceitisinterestedinhasbeenattachedtothecomputer,it
caninstantiateanIOUSBDeviceInterfaceorIOUSBInterfaceInterfaceobjectto
provideaccesstotheUSBhardware.

• TheIOUSBLibprovidesfullsupportforthefunctionalityofaUSBdevicetoauser-
spacedriver.Allendpointtypesaresupportedinuserspace,includingcontrol,
bulk,interrupt,andisochronoustransfers.

• Anapplicationcanperformeithersynchronousorasynchronousoperationswith
IOUSBLib.Acallbackisusedtonotifytheapplicationofthecompletionofan
asynchronousrequest.
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Debugging 

Debuggingispartofthedevelopmentprocessandtheongoingmaintenanceofakernelleveldriveror
extension.Therefore,havingtheskillsandknowledgetodebugthekerneleffectivelyisanimportantpart
ofakernelengineer’sjobdescription.Althoughgreatcareistakenduringthedevelopmentandquality
assuranceprocess,bugsareoftenunavoidable.Thisispartlybecause,oncereleased,yourdriverislikely
torunagainsthardware/softwarecombinationsthathaven’tbeenaswelltested,ifatall.Forexample,
yourdrivermayrunonafasterorslowerCPUthanwastestedinitially,thusuncoveringtimingissues.

Manyregardkerneldebuggingasablackart,andwithgoodreason.Whenanapplicationcrashes,it
canbedumpedintothedebuggeranditthenisoftenpossibletopinpointtheexactcodelinethat
causedtheproblem.Inthekernel,thingsarenotthateasy;althoughdebuggingwiththeGNUDebugger
(GDB)ispossible,itrequiressomesetupandoftentwocomputers.Furthermore,crashesinthekernel
canoftenmanifestthemselvesincompletelyunrelatedpartsofyourextension,makingithardtoproveif
yourdriverwasinvolved.Youmaybeluckyenoughtoextractinformationorattachadebuggeraftera
crash;however,thememorymaybecorruptedandthevaluesofdatastructuresorthecallstackmaynot
betrustworthy.

Ifyouarewritingdriversforhardwaredevices,thingsmaybeevenmorecomplicatedas
malfunctioningdevices(morecommonifusingaprototypedevice)mayalsocorruptmemoryorcause
thecomputertolockuporcrash.Thissometimesmakesitdifficulttodetermineifit’sahardwareor
softwareproblem.

Inthischapter,wewilllookatvarioustechniquesandstrategiestohelpdebugcommonproblems.

CommonTypesofProblems
Therearemanyreasonswhythekernelmaycrashorwhyotherproblemsmayhappen.However,they
areusuallyvariationsoncommonerrorsandonceyouknowwhatclassofproblemyouaredealingwith,
itmakesitaloteasiertostartexaminingyourcodeforproblems.Let’shaveabroadlookatsomeofthe
problemsyoumayencounterduringkerneldevelopment.

• RaceConditions:Ageneralclassofbugsusedtodescribeaproblemwhere
multiplethreadsofexecutionconflictwitheachotherandtheoutcomedepends
onwhichthreadgetstherefirst.Raceconditionsarequitecommonandareoften
duetopoordesignorpoorlockinginmulti-threadedenvironments.Theycan
sometimesbetrickytoreproduceandmaybehidingalongtimebeforediscovery.
Thingsgowrongwhenaparticularsequenceofeventshappeninaspecificorder,
forexample,becauseitisdependentonuserinput.
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• Deadlocks:Happenwhenlockingispoorlyimplementedandwhenonethreadis
waitingonaneventorlockthatwillneverhappen,possiblybecauseasecond
threadfailedtoreleasethelockafteruse.Oncethishappens,theconditioncan
spreadtonewthreadsinthesystemalsoneedingthelock.Fromauser’spointof
view,itcanlookliketheirapplicationhangsandtheymaybeunabletoforce
quittingitbecauseitisstuckwaitingforaneventinthekernel.

• LockContention:Aperformanceproblem,whichhappenswhenmanythreads
needthesamelockandspendexcessivetimewaitingforthelockratherthan
doinganythinguseful.Lockcontentionisusuallytheresultofpoordesignandcan
bepreventedbyimplementingaproperlockingscheme.Thegeneralruleisto
lockaccesstodataandnottocode.Havinglargeblocksofcodeprotectedmay
seemeasierthanfine-grainedlockingofshareddataonly;however,itwill
decreaseperformanceandmakeitmorelikelyfordeadlockstooccur.

• AccesstoInvalidMemory:Themostcommoncauseforkernelpanics.Unlikeuser
spaceprograms,whichareaborted,thekernelsimplypanicsiftheCPUcausesan
invalidmemoryexception.Ifadebuggerisenabled,thekernelwilldumpintothe
debuggerinsteadofshowingthegreyscreenofdeathonMacOSXorrebooting,
whichisthebehaviorunderiOS.Bufferoverrunswillsometimescauseaninvalid
memoryexception,unlessthebufferhappenstobefollowedbyvalidmemory,in
whichcasesilentmemorycorruptionmayoccur.

• MemoryandResourceLeaks:Canhappen,forexample,ifadriverunloadsand
resourcessuchasobjectsandbufferswerenotproperlydisposedof.Itcanalsobe
thatanextensionallocatessomememoryeachtimeitreceivesarequest,butfails
tofreethememoryafteritisfinished.Thekernelhasnogarbagecollection
capabilities,soleakscanaccumulateovertimeandcauseakernelpanic.

• IllegalInstruction/Operand:TheseexceptionsareissuedbytheCPUifitdetects
aninvalidinstructionoraninvalidargumenttoaninstruction.Thiscanhappen
astheresultofmemorycorruptionorapoorlywrittendriverthatattemptstouse
featuresnotpresentontheCPU,forexample,usingtheSSE3instructionseton
machinesthatdonotsupportit.Youcouldalsoseethisexceptionasaresultof
memorycorruption.

• BlockinginPrimaryInterruptContext:Resultsinapanic,asyoucannotblock
duringprimaryinterruptcontext.Blockingrequiresascheduledthread,as
blockingisimplementedbyputtingthethreadtosleepvoluntarily.Inthiscasethe
thread’sstateissavedandlaterrestoredwhentheschedulerdeterminesitistime
torunthatthreadagain.Aprimaryinterrupthandlercannotberesumed;itmust
runtocompletionwithoutbeinginterrupted.ManykernelAPIsmayblockunder
certaincircumstances.Forexample,memoryallocationmayblockifthesystemis
lowonmemory,whichwillresultinsomememorybeingpagedouttodisktofree
upmemoryfortherequest.Becauseofthis,functionssuchasIOMalloc()oreven
IOLog()cannotbeusedduringprimaryinterruptcontext.

• VolunteeredPanics:Happenwhenthekernelvoluntarilydecidestocrashbecause
ithasdeterminedthatsomethingisabouttogohorriblywrongoranexceptional
conditionhasoccurredthatitcan’trecoverfrom.Anexampleofthisisifa
memoryallocationthatcannotblockfails.Yourdrivercanpanicthekernelby
callingIOPanic(),whichisawrapperforthepanic()function.
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Thereareofcoursemanyotherproblemsthatcanoccur,butmostarevariantsofthepreceding
typicalones.

KernelPanics
Apanicisthekernel’smaindefensemechanismfordealingwithexceptionalconditions,suchasthe
precedinglistofproblems.Insteadofattemptingtokeepgoingonafault,thesafestcourseofactionisto
terminateexecutionofthesystemimmediatelytoavoiddamagetothefilesystem.WhenaMacOSX
systempanics,theuserislikelymetbythemultilingualpanicscreen,unlessthekernelhasbeen
configuredwithdebuggingoptionsinstructingtheusertorestartthecomputer,asshowninFigure16-1.



Figure16-1.MacOSXPanicScreen,theMacOSXequivalentofWindow’sbluescreenofdeath

Behindthescenes,thesystemwillpreserveapaniclog,whichcontainsastacktraceofthe
processor(core)thepanichappenedon.Thepaniclogwillbewrittentothesystem’snon-volatile
random-accessmemory(NVRAM)temporarily,asitisgenerallyunsafetoaccessthefilesystemaftera
systemhaspanicked.Afterall,thepurposeofthepanicisnottoannoytheuserbuttoshutdownthe
partybeforeitgetsoutofhandandprotectthefilesystemsfromdamage.

Oncethesystembootsagain,thepaniclogiscopiedtothe/Library/Logs/DiagnosticReports/ 
directory.Thesystemwillalsoshowthecrashreporterdialogwindow,whichallowsuserstoreportthe
problemtoApple.

DebuggingMechanisms
Therearemanydebuggingtechniques;whichonetousetypicallydependsonthenatureoftheproblem
athand.Here,wewilllookatsomeofthetechniquesthatcanhelpaidindebuggingkernelproblems.
Table16-1providesabriefoverviewofsomeofthemechanismswewilldiscussinthischapter.
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Table16-1.OverviewofKernelDebuggingMechanisms

Name Description 

IOLog(),kprintf(),printf() Thesecarryoutbasictracingtothesystemlog(kernel.log).Itis
alsopossibletodirectkprintf()overaFireWireconnectionor
serialport(ifavailable)toaremotesystem.

RemotedebuggingoverEthernet
orFireWireusingGDB

ThisallowsyoutoattachtheGDBtoaremotesystemthatis
eithercrashedorhalted.Theprotocolforremotedebuggingis
calledKDP(KernelDebugProtocol)andisbuiltintothekernel,
butmustbeenabledmanually.TheFireWireKDP
implementationcanalsocapturecoredumps(mirrorimageof
thesystem’smemory).

Livedebuggingofarunning
kernelusingGDB

ThisallowsGDBtobeattachedtothekernelitisrunningon
whilethesystemislive.

KDB Thisisanin-kerneldebuggernotbuiltintothekernelbydefault.
Itonlyworksoveratraditionalserialportandisonlyfoundon
Xserveservers(andVirtualMachineinstancesofOSX).

RemotecoredumpsoverEthernet Thekdumpdservercanbeconfiguredtoautomatically
downloadcoredumpsfromcrashedMacsonthenetwork.


Mostoftheprecedingdebuggingtechnologiesareincludedbydefault,butarenotalwaysenabled

inthekernelbydefaultbecausetheymaycauseinterferencewiththerunningkernelorhardware
devices,ormayposeasecurityrisk,asitmaybepossibletoobtainsensitivecontentsofthetarget’s
memory.

Enablingdebuggingmechanismsorcontrollingthekernel’sdebugbehaviorcanbedonebysetting
kernelbootarguments.Bootargumentscanbesetintwoways,eitherbyusingthenvramcommandor
byaddingittothebootargumentskeyin
/Library/Preferences/SystemConfiguration/com.apple.Boot.plist.Thereareaheapofavailableboot
arguments,butwearemostinterestedinthedebugargument,whichcontrolsdebuggerandsystem
debugbehavior.TheargumentisanintegervalueandcanconsistoftheflagsshowninTable16-2.
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Table16-2.FlagsfortheDebugBootParamter

Name Value Description 

DB_HALT 0x01 Thekernelwillhaltatbootandwaitforthedebuggerto
beattached.

DB_PRT 0x02 Thissendstheoutputofprintf()totheconsole.

DB_NMI 0x04 MakesthesystemdropintoGDBonpanicorwhenthe
powerbuttonorCommand-Option-Control-Shift-
Escapeispressed.

DB_KPRT 0x08 Thissendsthekprintf()outputtotheserialport(if
available)oraFireWireremotelog.

DB_KDB 0x10 ThismakesKDBthedefaultdebugger(requiresbuilding
acustomkernel).

DB_SLOG 0x20 Thisoutputsadditionaldiagnosticinfotothesystemlog.

DB_ARP 0x40 ThisallowsthedebuggertoissueARPrequests,allowing
debuggingacrossarouterwithoutconfiguring
permanentARPentries.

DB_KDP_BP_DIS 0x80 ThisallowsolderversionsofGDBtoattachtonewer
systems.

DB_LOG_PI_SCRN 0x100 ThisdisablesthegraphicalpanicdialogshowninFigure
16-1.

DB_KDP_GETC_ENA 0x200 Thisisapromptforc=continue,r=reboot,andk=
enterKDBafterapanic.

DB_KERN_DUMP_ON_PANIC 0x400 Thistriggersacoredumpuponkernelpanic.

DB_KERN_DUMP_ON_NMI 0x800 ThisenablesacoredumpuponanNMIevent.

DB_DBG_POST_CORE 0x1000 ThiswaitsinthedebuggerafteranNMIcoredump.

DBG_PANICLOG_DUMP 0x2000 Ifset,apaniclogistransmittedinsteadofacoredump.

DBPG_REBOOT_POST_CORE 0x4000 Thisinitiatesarebootafteracore/paniclogdump.
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ThevaluesformabitmaskandyoucancombinemultiplevaluestogetherbyORingthem.For
example,toenableNMI,disablethegraphicalpanicscreenandenterthedebuggeruponpanic.Wecan
combinethevaluessothat:

0x04 | 0x100 = 0x104 

Thevaluecanbesetinthecom.apple.Boot.plistorusingthenvramcommand:

$ sudo nvram boot-args=”original_contents debug=0x104” 

Todisableorremovedebuggingoptions,simplydothefollowing:

$ sudo nvram boot-args=”original_contents” 

Ifyouhaveexistingbootargumentsset,thiscommandwilloverwritethem,sobesuretoquerythe
boot-argsargumentfirsttopreventoverwritingthem.

RecoveringfromCrashesDuringBoot
Yourextensionmaybeinstalledinthe/System/Library/Extensionsdirectoryandgetloaded
automaticallyduringsystemboot.Ifthereisaproblemthatcausestheextensiontocrashrepeatedly
duringsystemboot,thesystemcanberecoveredinthefollowingdifferentways.

• Bootinsafemodebyholdingtheshiftkeydownafteryouhearthestartuptone
andreleasethekeywhentheApplelogoappears.Thisshouldensureonly
essentialkernelextensions(KEXTs)areloadedandyouwillbeabletoremove
yourKEXTsothesystemcanbootmanually.

• Attachthesystemtoanothercomputerandbootitintargetdiskmodeusinga
FireWireorThunderboltcablebyholdingdowntheTkeyduringboot.Youshould
thenbeabletoremovetheoffendingextensionformthesystem’sdisk.

• Bootintoadifferentpartitionifoneisavailable.

• IftheoffendingKEXTisadriverforapieceofhardware,removingitfromthe
systemwilllikelypreventthedriverfromloading.

• PerformanNVRAMresetifyouneedtoresetbootarguments.

Ifyouareunsurewhatcausesthecrash,youcanbootthesysteminverbosemodebypressing
Command-V.

■TipDetailsofstartupkeycombinationssupportedbyIntel-basedMacsareavailableat
http://support.apple.com/kb/ht1533.

TracingwithIOLog()
Wehavealreadyseentracinginactionthroughoutthisbook.Tracinginvolvesstrategicallyplacing
IOLog(...)statementsinyourcodetoprintvariablesandtotestifconditionalblocksaretriggered.
IOLog()outputeventuallyendsupinthekernel.logfile.Thekernelhasquitealimitedbufferforstoring
messagesfromIOLog(),soifyouwritealargeamountoflongmessagestooquickly,thebufferwillwrap

http://support.apple.com/kb/ht1533
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andyoumayoverwritedatabeforethesyslogdaemonhasthechancetostoreittothelog.Thismay
causeconfusionandleadtoincorrectassumptionswhenexpectedoutputisnotseen.

Manyfunctionsofyourdrivermayendupbeingcalledhundredsoreventhousandsoftimesper
second,soprintingamessageoneachinvocationmaybecounterproductive.Althoughthelogging
daemonhasfeaturestocoalesceidenticalmessages,thisfallsapartifthereareslightvariationsbetween
them.Italsodoesnothingtopreventthebufferwrappingaroundandpotentiallyoverwritingsome
messages.

YoucanchangethesizeofthesystemlogbufferthatIOLog()writesintobyre-compilingthekernel
orusingthemuchsimplerwayofaddingthekernelflagmsgbuf=n,wherenisthesizeofthebufferin
bytes,tothekernel’sbootconfigurationpropertylistcom.apple.Boot.plist.Thisfileisfoundinthe
/Library/Preferences/SystemConfiguration/directory.

Eventhoughalargerbuffermaydecreasethelikelihoodofdatagoingmissing,itdoesn’tpreventthe
logfrombeingfloodedwithmessageswhenprintingfromfunctionsinthe“hotpath”ofthedriver.To
avoidthis,youcanusevariationsofthetechniqueshowninListing16-1.

Listing16-1.LimitingIOLogOutput

static uint32_t        conditionCount = 0; 
com_osxkernel_MyDriver::driverMethod() 
{ 
    ... 
    if (someCondition) 
    { 
        conditionCount++; 
        if (conditionCount % 1000 == 0) 
            IOLog(“condition has occurred: %u times\n”, conditionCount); 
    } 
} 

Thiswilllogtheamountoftimesaconditionoccurs,butprintsamessagetothelogonlyevery
thousandthtime.Ifyouwishtodebugaprimaryinterruptfilter,youcanuseavariantofthisapproach.
However,theIOLog()callneedstobemovedoutoftheprimaryinterruptfilterroutinetoaplaceitcan
besafelycalled,forexample,thesecondaryinterrupthandleroracustomIOUserClientmethod.

Ifyourdriverhasmultipleinstances,youmaywishtoprintadditionalinformationsoyoucantell
whichinstanceisdoingwhat.IfyouareinthecontextofanIOService,youcanprintthe“this”pointer
addresstohelpuniquelyidentifyeachinstance.

ShouldyoualwaysleaveIOLog()statementsinyourdrivercode?Yesandno.Opinionsdifferonthis,
butitisdefinitelyfrowneduponforadrivertospamthesystemlogswithunnecessaryoutputthatmay
hideotherpotentiallyimportantmessagesfromotherpartsofthesystem.However,itmaybe
acceptabletoprintafewmessagesaboutexceptionalconditions.IfyouprefertoleaveIOLog()
statementsinyourcode,youcanpreventthemfrombeingoutputted,usingaconditionalvariable,
whichcanbetoggledonoroffbyauserspaceclient.Theproblemwiththisisaslightincreaseinthe
executablesize,aswellasextraworktobedonebytheCPUinexecutingtheconditionaldebug
statements.Theotherapproachistousepre-processordirectives,suchas#ifdef DEBUG … #endif, so
thestatementswillbecompiledawayfromtheresultingexecutable.Ofcourse,thereisalsoanoptionto
leavemostdebugstatementsoutentirely,whichmaymakethecodemorereadable.Ifauserreportsa
problem,thedownsidetothetwolastapproachesisthatthereisnowaytoenabledebuggingoncethe
driverisinthefield,shortofaskingtheusertoinstalladebugversionofthedriver.Acombinationofall
threeiscertainlyalsopossible,butthegeneraladvicehereisnottolitteryourcodewithdebuglogging,
buttoplacethematstrategicplaceswheretheyarelikelytobeofusetoyouevenforproblemsyou
didn’tanticipate.
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WhiletracingusingIOLog()seemslikeaprimitiveapproach,itisoftenveryeffectiveinfindingbugs.
Ofcourse,thisapproachworksbestwhenthesystemdoesn’tactuallycrashsoyoucanobservethe
behaviorthroughthesystemlog.However,ifthesystemcrashes,thesyslogdaemonwillnotbeableto
writethelatestcontentsofthelogbuffertothelogfile.Consequently,theoutputmaybelostatthenext
reboot.Therearewaystogetaroundthis,includingremotetracingoverFireWire,whichisdiscussed
laterinthischapter.

PrintingStackTraces
TheIOLog()functionisgoodenoughformanypurposes;butinsomecases,itisnotenoughtoknowa
functioniscalled.Youalsoneedtoknowthecallstackthatledtoacalltoyourfunctionasitmaybe
calledfrommultiplecodepaths.Printingthecallstackcanbeachievedusingthe
OSReportWithBackTrace()function,asdemonstratedinListing16-2.

Listing16-2.UsingOSReportWithBackTrace()toDumptheCallStack

void testFunc3() { 
    IOLog("address of testFunc3: %p\n", &testFunc3); 
    OSReportWithBacktrace("OSReportWithBacktrace() called from testFunc3()"); 
} 
void testFunc2() { 
    IOLog("address of testFunc2: %p\n", &testFunc2); 
    testFunc3(); 
} 
void testFunc1() { 
    IOLog("address of testFunc1: %p\n", &testFunc1); 
    testFunc2(); 
} 
bool com_osxkernel_MyDebugDriver::start(IOService * provider) {         
    testFunc1(); 
    …. 
} 

ThecodeinListing16-2shouldgivethefollowingresults:

address of testFunc1: 0x9ac280 
address of testFunc2: 0x9ac250 
address of testFunc3: 0x9ac220 
OSReportWithBacktrace() called from testFunc3() 
Backtrace 0x9ac26f 0x9ac29f 0x9ac2ee 0x543f60 0x542137 0x5426e9 0x5443d5 
    Kernel Extensions in backtrace (with dependencies): 
         com.osxkernel.MyDebugDriver(1)@0x9ab000->0x9acfff 

Youmaynoticetheprintedaddressesofthetestfunctionsaresimilar,butnotthesameastheones
printedinthebacktrace.TheaddressesprintedbyIOLog()arerelativetothestartofeachfunction;
however,inthebacktrace,youinsteadseetheaddressofwhereeachtestfunctioniscallingthenexttest
function.TheOSReportWithBacktrace() functionalsoprintsthestartandendaddressesofanyKEXTs
involvedinthebacktrace.WeseeourKEXTisloadedatthememoryaddress0x9ab000andyoumay
noticethattestFunc1(),testFunc2(),andtestFunc3()areallwithintheaddressrangeofthe
MyDebugDriver.Usingthisinformation,wecanalsoworkouttheoffsetwhereafunctionislocatedwithin
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itsexecutableimagebysubtractingtheaddressofafunctionfromthebaseaddress,forexample,for
testFunc1(): 0x9ac280-0x9ab000=4736bytes.YoucanthenusetheGDBdebuggerwiththe
disassemble<offset>command.

RemoteTracingoverFireWire
Itispossibletoredirectoutputfromthekrprintf()functionoveraFireWireconnectiontoanother
system.ThismethodismorerobustthanusingIOLog(),aslogoutputwillbepreservedontheremote
systemintheeventofacrash.Anotheradvantageofthisapproachisthatitisavailableintheveryearly
bootprocess,whichisusefulfordebuggingadriverthat’sinvolvedwiththesystembootprocess,suchas
storageanddisplaydrivers.Italsoallowsdebuggingofshutdownandsleepevents.Yourdriverdoesnot
needanyspecialsupportormodificationstosupportoutputtingloginformationoverFireWire.

EverythingneededtoconfigureremoteloggingoverFireWireisalreadyincludedinMacOSXfrom
versions10.5andaboveandthereisnoneedtoinstalladditionalKEXTs.YouneedtwoMacstosetthis
up.ItisnotnecessaryforbothsystemstorunthesameversionofMacOSX.

Onthetargetmachine,themachineyouwishtosendlogoutputfrom,dothefollowing.

$ sudo nvram boot-args="debug=0x8" 

Thisbootoptionenablesredirectionofthekprintf()functionsooutputwillbemirroredtothe
FireWireinterfaceaswellasthesystemlog.Thesystemshouldberebootedforthisoptiontotakeeffect.
ThenextstepistoconnectaFireWirecablebetweenthetwosystems.UnlikeIOLog(),thekprintf()
functionissynchronous,whichmeansbythetimeitreturns,itwillhavetransmittedthemessageover
FireWire.Thekprintf()disablesinterruptsuntilitcompletes,whichcanaffecttiming-relatedissues
whenusedexcessively.Becauseinterruptsaredisabled,thefunctionmaycauseacrashifmemory
referencedbythefunctionsargumentshappenstobepagedout.

■CautionItisrecommendedthatboththetargetanddebugmachineshaveallotherFireWiredevices
disconnectedduringdebugging.

Onthemachinethatwillreceivethedebugoutput,runthefwkpfvcommand,whichistheFireWire
logviewerutility.Ifthetargetmachinewasconnectedcorrectlyandthecableproperlyattached,youwill
receivedebugoutputafterafewseconds.Thefollowingexampleshowsanextractfromasession
capturedwhilethetargetmachineboots:

Welcome to FireWireKPrintf. (viewer v2.6) 
AppleFWOHCI_KPF: version 4.7.1 – init 
u>626665 AppleFWOHCI_KPF: Time format-> Microseconds = 'u>clock_uptime_micro' 
u>1141021 AppleUSBHub::setPowerState(0x4fbe200, 0 -> 4) took 301 ms 
u>2065689 [Bluetooth::CSRHIDTransition] DeviceRequest error: e00002ed 
u>2109928 AppleUSBHub::powerStateWillChangeTo(0x4f13200, AppleUSBHub, 4 -> 3) took 100 ms 
u>2117294 AppleUSBHub::powerStateWillChangeTo(0x4f70e00, AppleUSBHub, 4 -> 3) took 100 ms 
u>2130057 AppleUSBHub::powerStateWillChangeTo(0x4f70a00, AppleUSBHub, 4 -> 3) took 100 ms 
… 
… 
… 
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u>20236388 Adding domain PPP (family 34) 
u>24073549 kPEDisableScreen -1 
u>24158956 kPEDisableScreen 1 
u>25568081 initialize_screen: b=4645B000, w=00000690, h=0000041A, r=00002000, d=00000001 
u>25568131 kPEEnableScreen 1 
u>304129579 IOSCSIPeripheralDeviceType00::setPowerState(0x4fe3500, 3 -> 4) async took 351 ms 
u>1070371211 IOSCSIPeripheralDeviceType00::setPowerState(0x4fe3500, 3 -> 2) async took 1153 
ms 

IfyouwishtologoverFireWirefromyourownKEXT,youwillhavetousethekprintf()functionto
logwithratherthanIOLog(),whichdoesn’tusekprintf internallybutrathercallsprintf(),whichonly
goestothekernellog.AstrategytodealwiththisistocreateyourownwrapperfunctionforIOLog()and
kprintf()thatcallstheformerforareleasebuildandthelatterforadebugbuild.

Listing16-3showsanexampleofhowtologusingkprintf().

Listing16-3.LoggingMessagestoaRemoteMachineoverFireWireUsingkprintf()

#include <kern/debug.h> // Declares kprintf() 
bool com_osxkernel_MyDebugDriver::start(IOService * provider) 
{     

kprintf("%s::start - Hello FireWire Listeners\n", getName()); 
return true; 

} 

Runningthisyieldsthefollowingontheremotesystem:

u>1071578492 com_osxkernel_MyDebugDriver::start - Hello FireWire Listeners 

Ifthekernelcrashes,youcanalsogetthepaniclogthroughtheFireWirelogviewer.Itisalso
possibletouseFireWiretoattachtheGNUdebuggerremotelytothekernel,aswewillseelaterinthis
chapter.

RemoteKernelCoreDumps
MacOSXprovidesamechanismfortransmittingcoredumpsfromacrashed(orhung)systemtoa
remotemachineoverthenetwork.Acoredumpisabinaryimageofthewiredcontentsofthesystem’s
memory.Bycapturingacoredump,wecanretainevidenceoftheexactstatethesystemwasinatthe
timeofthecrashandwecanusethisimagewiththeGDBtogetstacktracesforallthreadsinthesystem
andexaminememorycontentsaswellaskerneldatastructures.

Conveniently,everythingyouneedtoenablecoredumpsisalreadypresentinMacOSX.Only
minorconfigurationisrequired.Onthedumpserver,themachinethatreceivesthecoredumpsfrom
crashedmachines,youneedtoactivatethekdumpddaemon,asfollows.:

# sudo vi /System/Library/LaunchDaemons/com.apple.kdumpd.plist 

ChangetheDisabledkeyfromtruetofalse.Ifyouwish,youcanalsoconfigurethedirectorywhere
dumpswillbelocated.Thedefaultis/PanicDumps.Thekdumpddaemonisstartedasfollows:

# sudo launchctl load /System/Library/LaunchDaemons/com.apple.kdumpd.plist 
# sudo launchctl start com.apple.kdumpd 
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TheserverusesUDPonport1069,soyoushouldensurethereisnofirewallbetweenthetarget
machinesandtheserver.ThetargetandserverdonotneedtoberunningthesameversionofMacOSX.

■NoteTousekdumpd,thetargetmachine(thecrashingsystem)needstobeconnectedtothenetworkusing
Ethernet.ItisnotpossibletouseanAirPortdevice,asthedriverforKDB(KernelDebuggingProtocol),which
handlestransmissionofthedump,onlyworkswithEthernetdevices.Whenloaded,youcancheckwherethe
kerneldebuggingdriverisattachedusingIORegisteryExplorerandsearchforthedrivernamedIOKernelDebugger.

Thekdumpddaemonisabletoreceivecoredumpsfrommultiplemachinesandwillarchiveeach
dumpwiththemachine’sIPaddress.Ifyouworkforacompanythatdevelopssoftwarethatrunsinthe
kernel,youcanconfigureallyourMacstoautomaticallysenddumpstoacentralserverwhenacrash
occurs.Thissavesalotoftimewhenqualityassurancetestersencounterproblemsduringtesting,as
engineeringcansimplystartdebuggingthedumpedimageimmediately.

■CautionCareshouldbetakentoonlytousekdumpdintrustednetworks,asmemorycontentsofthecrashed
systemaretransmittedunencryptedoverthenetworkandmaycontainsensitiveinformation,suchaspasswords
andprivatekeys.

Configuringthetargetmachineisequallysimpleandisdonebysettingkernelbootarguments
eitherin/Library/Preferences/SystemConfiguration/com.apple.Boot.plistorusingthenvram
command,asfollows:

# sudo nvram boot-args=”debug=0xd44 _panicd_ip=192.168.1.1” 

TheprecedinginstructsthekerneltodumpcorewhenitpanicsorifanNMI(non-maskable
interrupt)eventwastriggered.Thelatterishighlyusefulinthecaseswherethesystemhangscompletely
andappearsunresponsivebutdoesnotactuallypanic.Inthiscase,youcanusethepowerbuttononthe
computertotriggertheNMIevent,whichwillstartthecoredump.Duringthistime,themachinewillbe
frozenandnoprocesseswillrun.Ifthemachineisresponsiveandyoudothis,themachinewillsimply
resumeasifnothinghadhappenedafterthecoredumpistransferred.

The_panicd_ipparameterspecifiestheIPaddressofthemachinerunningkdumpd.Ifyouplanon
havingapermanentlyrunningpanicserver,itisrecommendedthisIPbestatic.Itisnotpossibletousea
hostnameorDNSnamefortheserver,asnameresolutionisnotpossible.

Thefollowingoutputwillappearonthescreenofthetargetmachineifyoupressthepowerbutton:
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Entering system dump routine 
Attempting connection to panic server configured at IP 192.168.1.1, port 1069 
Resolved 192.168.1.1’s (or proxy’s) link level address 
Transmitting packets to link level address: 00:16:cb:a6:73:8b 
Kernel map size is 4546437120 
Sending write request for core-xnu-1699.22.73-192.168.1.2-2fe8a6d9 
Protocol features: 0x1 
Kernel map has 1389 entries 
Generated Mach-O header size was 100224 

Thetargetmachinewillwritedots(.)tothescreenuntilthedumpiscomplete.IfitwasanNMI
eventthattriggeredthedump,thesystemwillresume;ifitwasapanic,thesystemwillwaitforaremote
debuggertobeattached.

KDB
Thekernelsupportsanin-kerneldebuggercalledKDB.KDBonlysupportsdebuggingovertheserial
port.Itisnotincludedinthekernelbuildbydefault;therefore,youneedtocompileandinstallacustom
kernelinordertouseit.KDBhassomeapplicationsforverylow-leveldebuggingwhereneitherFireWire
norEthernetisavailable.KDBrequiresanativeserialportonthemachinebeingdebugged,whichis
onlyfoundonthenowdiscontinuedXserve(althoughaserialportisavailableifMacOSXisusedunder
avirtualmachine).Forallintentsandpurposes,theGNUDebugger(GDB)isrecommended;weonly
mentionKDBheretoavoidconfusionwithGDB.

RemoteDebuggingwithGDBoverEthernetorFireWire
ThekernelhassupportforusingtheGDBoverEthernet(IP/UDP)orFireWireconnections.Again,this
requirestwocomputersrunningMacOSX.WhileGDBissupportedthroughXcode,youcannotdebug
thekernelusingXcode;youwillhavetousethecommand-lineinterface.GDBis,however,partof
Xcode.ItisnotnecessarytoinstallXcodeonthemachinebeingdebugged;itisonlyneededonthe
remotesystem(theclient).

■NoteStrictlyspeaking,itwouldbepossibletouseanotheroperatingsystemrunningGDBasthehosttodebug
aMacOSXtargetsystem.Althoughthereisnodocumentationfordoingthis,somedocumentationsuggestsitis
possible,howevernon-trivial,toconfigure.

Thedebuggingsupportisbuiltintothekernelbydefault,unlikeKDB.However,thedebugging
capabilitiesaredisabledbydefault,butcaneasilybeenabledbyaddingtheappropriatebootarguments
onthetargetmachine,forexample:

$ sudo nvram boot-args="debug=0x144 -v". 

The“-v”(verbose)flagisn’tstrictlynecessary.Ithastheeffectofdisablingthegreyscreenwiththe
Applelogoduringbootandinsteadshowingatextconsole,commonlyfoundonUNIXandLinux
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systems,whichshowslogmessagesasthesystemboots.Oncethebootargumentshavebeenset,the
systemneedstoberebootedforthechangestotakeeffect.

ConfiguringtheHostMachine
Settingupthetargetisstraightforward.However,thehostmachinerequiresalittlemorepreparation.
Beforeyoucanstartdebugging,youneedtodownloadthecorrectKernelDebugKitforthekernel
versionusedbythetargetsystem.Appledoesn’tappeartopublishaversionforeverybuildinatimely
manner,sothetargetsystemwouldhavetobedowngradedorupgradedtomatchapublishedversionof
theKernelDebugKit.Ifyouusethewrongversion,GDBmayfailtoresolvethecorrectsymbolsanddata
structuresandtheresultsmaybewrongandcausegreatconfusion,forexample,functionsgettingcalled
thatshouldnothave.

■TipKernelDebugKitsarenotpartofXcodeandcanbedownloadedfrom
http://developer.apple.com/hardwaredrivers/download/kerneldebugkits.html.Thispagecontainslegacy
versions,whilenewerversionsarepublishedintheDownloads➤DeveloperToolssectionontheAppledeveloper
site.ThispageisrestrictedtomembersoftheMacdeveloperprogram(there’sanannualfeetobecomea
member).

TheKernelDebugKitcontainsthefollowing:

• Debugversionofthekernel(mach_kernel)

• DebugversionofI/OKitfamiliesandselectedKEXTs

• Symbolfiles

• Variousscripts

• MacrosforGDB

■CautionDonotreplacefilesonyoursystemwithfilesfromtheKernelDebugKit;theydonotneedtobe
installedonthetargetorhostsystem.Infact,youdonotneedtoinstallanyfilesfromthekit;youcanaccessthem
directlythroughthemountedimage.

Youcanreplacethedefaultkernel(mach_kernel)ofaMacOSXsystemwiththedebugversion
foundintheKernelDebugKit.Thiswillhelpyougetmoreaccurateresultsandstacktraces,as
optimizationhasbeendisabled.

IfyouhavethesourcesfortheXNUkernelinstalledonthehostsystem,itispossibletolinkthiswith
thedebugger,whichallowsyoutoseesourcecodeinsteadofassemblycodeinthedebugger,thoughthis

http://developer.apple.com/hardwaredrivers/download/kerneldebugkits.html
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isoftennotneededifyouareonlydebuggingyourownextension(inwhichcaseyoucanlinkthesource
foryourownextensiononly).

AttachingtotheRemoteTarget
Ifyouhavesettheappropriatebootargumentswiththenvramcommandonthetargetsystemandhave
theKernelDebugKitreadyonthehostmachine,youcannowtriggeranNMIeventonthetargetsystem
bypressingthesystem’spowerbutton.Thisshouldcausethefollowingtexttoappearonthetopleft
cornerofthescreen:

Debugger called: <Button SCI> 
ethernet MAC address: 00:16:cb:a6:74:8b 
ip address: 192.168.1.1 
 
Waiting for remote debugger connection. 

StartingGDBandattachingtotheremotetargetcanbedoneusingthefollowingsteps:

$ gdb -arch i386 /Volumes/KernelDebugKit/mach_kernel 

Thearchargumentcanspecifiedifthedebughostisrunningonadifferentarchitecturefromthe
targetsystem.Forexample,inthiscase,wearedebuggingatargetrunninga32-bitkernelonasystem
witha64-bitkernel.Youcanalsodothereversebyspecifyingx86_64.

(gdb) source /Volumes/KernelDebugKit/kgmacros 

TheprecedinglinewillloadspecializedGDBmacros,whichwillhelpyouexaminethestateofthe
targetsystem’skernel.Youcan,forexample,dumpalistofrunningtasksorthreads.Typehelp kgmto
getafulllistofavailablemacros.

Toattachtothetarget,usethefollowing:

(gdb) target remote-kdp    
(gdb) attach 192.168.1.1 
Connected. 
(gdb) 

Theprecedingwillattachtotheremotetargetsowecanbeginourdebuggingsession.Wecanthen
startissuingcommands,forexample,bttogetastacktrace,whichwilllooksomethinglikethe
following:

#0  Debugger (message=0xba97e4 "Button SCI") at /SourceCache/xnu/xnu-
1504.15.3/osfmk/i386/AT386/model_dep.c:867 
#1  0x00ba8de3 in ?? () 
#2  0x00556636 in IOFilterInterruptEventSource::normalInterruptOccurred (this=0x4eab980) at 
/SourceCache/xnu/xnu-1504.15.3/iokit/Kernel/IOFilterInterruptEventSource.cpp:140 
#3  0x00b73a50 in ?? () 
#4  0x00b72ccd in ?? () 
#5  0x00b85fc5 in ?? () 
#6  0x00b89621 in ?? () 
#7  0x0056ac20 in IOSharedInterruptController::handleInterrupt (this=0x4e9cd80, 

w
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nub=0x4e9cd80) at /SourceCache/xnu/xnu-1504.15.3/iokit/Kernel/IOInterruptController.cpp:727 
#8  0x00bcf5bb in ?? () 
#9  0x00b66213 in ?? () 
#10 0x00b71911 in ?? () 
#11 0x00580d96 in PE_incoming_interrupt (interrupt=73) at /SourceCache/xnu/xnu-
1504.15.3/pexpert/i386/pe_interrupt.c:65 
#12 0x002ab432 in interrupt (state=0x4e9dd20) at /SourceCache/xnu/xnu-
1504.15.3/osfmk/i386/trap.c:511 
#13 0x002a1c2e in lo_allintrs () at cpu_data.h:397 
#14 0x00225bba in processor_idle (thread=0x10bff0, processor=0x4cf0dac) at 
/SourceCache/xnu/xnu-1504.15.3/osfmk/kern/sched_prim.c:2982 
#15 0x0022698c in thread_select (thread=0x5e407a8, processor=<value temporarily unavailable, 
due to optimizations>) at /SourceCache/xnu/xnu-1504.15.3/osfmk/kern/sched_prim.c:1327 
#16 0x002275b0 in thread_block_reason (continuation=0, parameter=0x0, reason=<value 
temporarily unavailable, due to optimizations>) at /SourceCache/xnu/xnu-
1504.15.3/osfmk/kern/sched_prim.c:1856 
#17 0x00227654 in thread_block (continuation=0) at /SourceCache/xnu/xnu-
1504.15.3/osfmk/kern/sched_prim.c:1875 
#18 0x464debbc in ?? () 

Thecommandwillshowthekernelstack,whichisthesequenceoffunctioncallstheCPUwas
executingatthetimeoftheNMIevent.Wecanseeinthiscasethatthelastthingthesystemdidbefore
wehalteditwastorespondtotheNMIinterrupt.IfyouarecuriouswhattheotherCPUs(cores)were
doingatthetime,youcanissuethecommandshowcurrentstacks,whichwillprintastacktraceforeach
CPU(core)inthesystem.

Youcannowsetbreakpointsorexaminethestateofthekernel.Issuingthecontinuecommandwill
resumethekernel.WewilllookathowGDBcanbeusedinmoredetaillaterinthischapter.

DebuggingUsingFireWire
InadditiontoEthernet,theKernelDebuggingProtocolcanalsobeusedoverFireWire,usingthe
FireWireKDPmechanism.Thefwkdptoolcanbeusedtohelpsettheappropriatedebugparameters,but
youcanalsosetthemmanually.FireWireKDPisalsocompatiblewithloggingoverFireWireandcanbe
usedtotransmitcoredumpstoaremotesystem.

ToconfigureFireWireKDPonthetargetsystem,youcandoasfollows:

$ sudo fwkdp --setargs 
FireWire KDP Tool (v1.3) 
Boot-args helper mode: 
*** Would you like to enable kernel core dumps? y|[n] > y 
Setting boot-args with 'sudo nvram boot-args="debug=0xd46 kdp_match_name=firewire 
_panicd_ip=1.2.3.4"' 
Setting boot-args... done. 
Restart for the nvram changes to take effect. 

■TipThemanual(man)pageforfwkdphasmoreinfo.
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Onthehostsystem,whereyouwillrunthedebugger,youwillneedtorunfwkdpaswell.Besureto
startitinproxymode.Oncethatisdone,youcanuseGDBtodebuginthesamewayaswithEthernet.
Theprocessofattachingtotheremotetargetisnearlyidentical;theonlymajordifferenceisthatyou
attachtolocalhost,notthetarget’sIPaddress.Oncethetargetsystemisrebooted,youcanenterthe
debuggerbypressingthepowerbuttontogenerateanNMIeventasbefore,whichshouldgivethe
followingresultsonthetarget’sscreen:

Debugger Called: <Button SCI> 
Entering system dump routine 
Attempting connection to panic server configured at 1.2.3.4 port 1069 
AppleFWOHCI_KDP: Darwin Kernel Version 10.8.0: Tue Jun 7 16:33:36 PDT 2011; root:xnu-
1504.15.3~1/RELEASE_i386 
AppleFWOHCI_KDP: v4.7.3 configured as KDP sender/receiver. 
Recevied a debugger packet, transferring control to the debugger 
Transmitting packets to link level address: 00:1c:df:f7:e0:72 
Kernel map size is 1187131392 
Sending write request for core-xnu-1504.15.3-0.0.0.0-ff28cfb5 
Kernel map has 850 entries 
Generated Mach-O header size was 79932 
Transmitting kernel state, please wait: …… 
Total number of packets transmitted: 502848 
Waiting for remote debugger connection. 
Connected to remote debugger. 

Ifallgoeswell,thefwkdpproxyrunningonthehostwilldownloadthecorefiletoitsworking
directory.Thecoredumpintheprecedingexamplewasnamedcore-xnu-1504.15.3-0.0.0.0-ff28cfb5.
Afterthecoreisdownloaded,theremotesystemwillwaitforadebuggertobeattached.

LiveDebuggingofaRunningKernel
AlessknownbutpowerfulfeatureavailableinMacOSX(sinceversion10.5)istheabilitytoattachthe
debuggertoarunningsystem.Livedebuggingrequiresyoutoenablesupportforthe/dev/kmem
characterdevicefile,whichallowsauserspaceprocesstoreadandwritetothekernel’smemoryaddress
space.Youcanenablesupportfor/dev/kmemwiththefollowingcommand:

$ sudo nvram boot-args=”kmem=1” 

■NoteTheprecedingcommandwillclearexistingbootarguments,soyouwouldneedtoaddthisinadditionto
anyotherargumentsyouwant,forexample,toenableremotedebuggingorFireWirelogging.

Youcantestifitworkedbycheckingthatthe/dev/kmemfileispresentafterareboot.Theprocessof
attachingtothelivekernelissimilartothatofattachingtoaremotetarget.Thestepsareasfollows:

$ sudo gdb /Volumes/KernelDebugKit/mach_kernel 

(gdb) target darwin-kernel 
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(gdb) source /Volumes/KernelDebugKit/kgmacros 

Loading Kernel GDB Macros package. Type "help kgm" for more info. 

(gdb) attach 
Connected. 

Atthispoint,youcanexaminethestateofthekernel,forexample,usingtheshowcurrentthreads
command.

Livedebuggingisusefulinanumberofcases,forexample,ifanapplicationusingyourdriverhangs
inthekernelwhileexecutingauserclientmethod.Youcanattachtothekernelandfindoutwherethe
issueis.Youcanalsoexaminethememoryofyourdriveranditsdatastructures.Livedebuggingcan
onlybeusedwhenthesystemisoperationalandcannotbeusedtodebugacrashedordeadlocked
system.

DebuggingUsingaVirtualMachine
Ifyoudonothaveasecondmachineavailable,itispossibletoperformkerneldebuggingusingavirtual
machine.SoftwaresuchasVMWareFusionorParallelsdesktopallowsanothercopyofMacOSXtorun
virtualized.Enablingthekerneldebugfeaturesonthevirtualmachinecanbedonebyputtingthe
desiredbootargumentsinthe/Library/Preferences/SystemConfiguration/com.apple.Boot.plist.
Debugginghardwaredriversmaynotbepossibleunderavirtualmachine,asyoucannotusePCIor
Thunderboltdevicesdirectlyunderavirtualmachine.However,itispossibletoassignUSBdevicestoa
virtualmachineinstance.MacOSXLionisabletorunasavirtualizedinstance,however,priortothat,
onlytheserverversionofMacOSXcouldbevirtualized.

DebuggingintheKernelUsingGDB
ThereareseveralwaysGDBcanbeusedtodebugthekernelorKEXTsloadedintoit,suchas:

• RemotelyoverEthernet

• RemotelyoverFireWire

• Onacapturedcoredumpfile

• OnaLivelivesystem

• Usingavirtualmachine

Additionally,akernelcandropintothedebuggerinthefollowingways:

• Becauseofakernelpanic

• ManuallytriggeredNMIevent

• BecausetheDB_HALToptionwassettohaltthesystematbootandenterthe
debugger

• ProgrammaticallyincodebycallingthePE_enter_debugger()function

Programmaticallyenteringthedebuggerisonlypossiblewitharemotedebuggingsetup;live
debuggingcannotoccurduringboot,whenthesystemiscrashed,orhaltedwithanNMIevent,nor
programmatically,asthisstopsthesystemuntilaremotedebuggerisattachedandtherebythegdb
instancerunningthedebuggingsessionaswell.
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KernelGDBMacros
TheKernelDebugKitcomeswithawealthofhelpfulGDBmacrofunctions,whichgreatlysimplifythe
taskofexaminingthekernel.Themacroscanhelpinterpretcommonkerneldatastructures,suchastask
andthreaddescriptors,andmemory-relateddatastructures,suchasVMmaps.Furthermore,itprovides
functionsforaccessingPCIconfigurationspace,I/Ospace,andun-translatedaccesstophysical
memory.AsmallsubsetofavailablemacrosisshowninTable16-3.

Table16-3.UsefulKernelGDBMacros

Name Description 

showalltasks Displaysalistofallsystemtasks

showallthreads Displaysalistofallsystemthreads

showallstacks Printsstacktraceforeverysinglethread(bepreparedfora
massiveamountofdata)

showallkmods DisplayslistofallloadedKEXTsandtheaddresseswheretheyare
loadedinmemory

showallclasses Showsallknownclasses,theirsize,andinstancecount

showregistry DumpstheI/ORegistryinformationtoscreen(similartoioreg)

paniclog Showsthepaniclog

systemlog Showsthekernellog

showcurrentstacks Showsthetask/threadexecutingoneachprocessorandstack
trace

hexdump DumpsHEX/ASCIIfromamemoryaddress

pci_cfg_(read|write)(8|16|32) AllowsyoutoexaminethestateofaPCIdevice

CreatingSymbolInformationforKEXTs
BeforeyoucandebugyourownKEXTsinGDB,youneedtogeneratesymbolinformationfortheKEXT.
BecauseaKEXTisdynamicallyloadable,wehavenowayofknowingwhereinmemoryitwillbelocated.
AlthoughourKEXTincludessymbolinformation,theaddressesoffunctionsanddataarerelativetothe
KEXTbinary.TheabsoluteaddressofafunctioninaKEXTwillbethekernel_load_address+
relative_addressoncetheKEXTisloaded.

Fortunately,theKernelDebugKitgivesusahelpinghandbyprovidingasmallscriptthathelps
generatethefinalsymboltablecontainingtheabsoluteaddresseswithinthekerneladdressspace.The
scriptiscalledcreatesymbolfiles andcanbeusedasfollows:
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$ /Volumes/KernelDebugKit/createsymbolfiles -a i386 -s ./ MyDebugDriver.kext 
MyDebugDriver.kext appears to be loadable (not including linkage for on-disk libraries). 
 
Enter the hexadecimal load addresses for these extensions 
(press Return to skip symbol generation for an extension): 
 
com.osxkernel.MyDebugDriver: 0x9b9000 

Theloadaddresscanbefoundinseveralplaces,forexample,withkextstat,asfollows:

$ kextstat                     
Index Refs Address    Size       Wired      Name (Version) <Linked Against> 
  126    0 0x9b9000   0x3000     0x2000     com.osxkernel.MyDebugDriver (1) <5 4 3> 

Intheprecedingcase,theKEXThadnoadditionaldependencies;however,inarealworldsituation,
aKEXTmayhavedependenciesononeormoreotherKEXTs,suchasanI/OKitfamily,inwhichcase
youwillbepromptedtoentertheiraddressesaswell.Ifyouaredebuggingacrashdumpfromaremote
systemordirectlydebuggingacrashedsystem,theloadaddressofyourextensionandany
dependencieswillbefoundinthepaniclogifyourextensionwasinvolvedinthecrash.Notethatyour
KEXTmaybegivenadifferentaddresseachtimeitloads,soyouwillneedtoregeneratethesymbol
informationeachtime.

Theaboveisenoughtogetusbasicsymbolinformation,butitisrestrictedtosymbolicnamesof
functionsonlyandisnotabletogiveussourcecodelineinformation.Youcangetthisbyconfiguring
yourextension’sdebuginformationformat,asshowninFigure16-2.



Figure16-2.SettingthedebuginformationformatwithXcode

DWARFwithdSYMcreatesaseparatefileforyoucontainingafullsetofsymbolsandinformation
neededtomapacodelocationbacktoasourcecodeline.Thisinformationisnormallyembeddedinto
anexecutablewhendoingadebugbuild;however,youcangeneratethatinformationinanexternalfile
forreleasebuildsofthedriver.Itisgoodpracticetoarchivethisdebuginformationforlateruse.Thiswill
makedebuggingeasierifcrashesshouldbereportedbyauser.ThedSYMfile(actuallybundle)willbe
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namedMyDebugDriver.kext.dSYMinourcase.ThedSYMbundleshouldbeplacedtogetherwiththe
KEXTbeforethecreatesymbolfilesscriptisrun.

DebuggingKEXTswithGDB
Inthefollowingsections,wewillanalyzeacrashcausedbyahypotheticaldrivernamed
MyDebugDriver.TheheaderfilespecificationforMyDebugDriverisshowninListing16-4.

Listing16-4.MyDebugDriverHeaderFile

class com_osxkernel_MyDebugDriver : public IOService 
{ 
    OSDeclareDefaultStructors(com_osxkernel_MyDebugDriver); 
public: 
    virtual bool init(OSDictionary* dict); 
    virtual bool start(IOService* provider); 
    virtual void stop(IOService* provider); 
     
    void testFunc1(UInt32 arg1, UInt32 arg2, UInt32 arg3, UInt32 arg4); 
    void testFunc2(UInt32 arg1, UInt32 arg2, UInt32 arg3, UInt32 arg4); 
    void testFunc3(UInt32 arg1, UInt32 arg2, UInt32 arg3, UInt32 arg4); 
     
    static void  timerFired(OSObject* owner, IOTimerEventSource* sender); 
private: 
     
    IOTimerEventSource*     fTimer; 
    int                     fVariable1; 
    int                     fVariable2; 
}; 

Thedriverstartsatimer,fromwhichtestFunc1()iscalled,whichinturncallstestFunc2(),which
callstestFunc3(),whichcausesakernelpanicduetoanullpointerdereference.Eachfunctionaccepts
fourintegersthathavenosignificance(pickedrandomly)andarepassedunchangedfromthefirst
functiontothelast.Thevaluespassedasargumentsare65261,48879,0,and5380.

WehavesuccessfullygeneratedacoredumpfromacrashsystemusingtheFireWirecoredump
mechanismandpreviously,webuiltsymbolinformationforourdriverusingthecorrectloadaddress.
WearenowreadytoloaditupintheGDBandgetourhandsdirty.Thestepsweneedtoperformtofind
thebuginourdriverareasfollows:

• Createasymbolfilewiththecorrectloadaddress(seethelastsection)

• StartGDBandloadthecoredump

• Addsymbolinformationfromthekernel

• LoadKernelDebugKitGDBmacros

• LoadourKEXTbinaryofMyDebugDriverintoGDB

• LoadsymbolinformationforMyDebugDriver(ifGDBcannotfindtheminthe
samelocationastheKEXT)

• TellGDBthelocationofthesourcecodeforMyDebugDriver(optional)
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FollowingisacompletedebugsessionforMyDebugDriver:

$ gdb -c core-xnu-1504.15.3-0.0.0.0-fb3a74d3 
GNU gdb 6.3.50-20050815 (Apple version gdb-1704) (Thu Jun 23 10:48:29 UTC 2011) 
… 
This GDB was configured as "x86_64-apple-darwin". 
#0  0x002b1e3e in ?? () 
(gdb) add-symbol-file /Volumes/KernelDebugKit/mach_kernel 
add symbol table from file "/Volumes/KernelDebugKit/mach_kernel"? (y or n) y 
Reading symbols from /Volumes/KernelDebugKit/mach_kernel...Reading symbols from 
/Volumes/KernelDebugKit/mach_kernel.dSYM/Contents/Resources/DWARF/mach_kernel...done. 
done. 
(gdb) source /Volumes/KernelDebugKit/kgmacros  
Loading Kernel GDB Macros package.  Type "help kgm" for more info. 

Theprecedingsequenceofcommandsloadsthecoredumpfile,addssymbolinformationforthe
kernelfromtheKernelDebugKit,andfinallyloadstheGDBmacros,whichmustbeloadedafterthe
kernelsymbolinformationtoinitializeproperly.

Wecannowissuethebacktracecommandtoseewherethesystemcrashed,asfollows:

(gdb) backtrace 
#0  0x002b1e3e in Debugger (message=0x5dd7fc "panic") 
#1  0x0021b837 in panic (str=0x59e3d0 "Kernel trap at 0x%08x, type %d=%s, registers:\nCR0: 
0x%08x, CR2: 0x%08x, CR3: 0x%08x, CR4: 0x%08x\nEAX: 0x%08x, EBX: 0x%08x, ECX: 0x%08x, EDX: 
0x%08x\nCR2: 0x%08x, EBP: 0x%08x, ESI: 0x%08x, EDI: 0x%08x\nE"...) at /SourceCache/xnu/xnu-
1504.15.3/osfmk/kern/debug.c:303 
#2  0x002abf6a in panic_trap [inlined] () at :1052 
#3  0x002abf6a in kernel_trap (state=0x46ee3e10) at /SourceCache/xnu/xnu-
1504.15.3/osfmk/i386/trap.c:1001 
#4  0x002a1a78 in trap_from_kernel () at cpu_data.h:397 
#5  0x009ba0b7 in last_kernel_symbol () 
#6  0x009ba356 in last_kernel_symbol () 
#7  0x009ba3b8 in last_kernel_symbol () 
#8  0x009ba45b in last_kernel_symbol () 
#9  0x005571d5 in IOTimerEventSource::timeoutAndRelease (self=0x2a17b0, c=0x5022071) at 
/SourceCache/xnu/xnu-1504.15.3/iokit/Kernel/IOTimerEventSource.cpp:122 
#10 0x00230235 in thread_call_thread (group=0x863ea0) at /SourceCache/xnu/xnu-
1504.15.3/osfmk/kern/thread_call.c:848 

BecausewehavenotyetloadedourKEXT,symbols#5–#8areshowingupasbogus,asthedebugger
isunabletoresolvetheaddressesofthefunctionstotheirsymbolicnames.Tofixthis,wewillloadthe
MyDebugDriverKEXTintoGDBalongwithitssymbolinformation,asfollows:

(gdb) add-kext MyDebugDriver.kext  
Reading symbols from com.osxkernel.MyDebugDriver.sym...Reading symbols from 
MyDebugDriver.kext.dSYM/Contents/Resources/DWARF/MyDebugDriver...done. 
(gdb) directory MyDebugDriver/ 
Source directories searched: MyDebugDriver:$cdir:$cwd 

WehavenowloadedthedriveralongwithitssymbolinformationandinformedGDBofthelocation
whereitshouldlookforthesourcecodeofMyDebugDriver.Thelocationofthekernel’sownsource
codeishardwiredintothedebugkernelimage.IfyouwishtoshowthesourcecodeinGDB,youneedto
createasymlinkforthelocationwhereyoudownloadedtheXNUsourcetothedirectory:/SourceCache/.
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Let’strythebacktracecommandagainwiththeKEXTandsymbolsloaded,asfollows:

(gdb) backtrace  
… 
#5  0x009ba0b7 in com_osxkernel_MyDebugDriver::testFunc3 (this=0x4e80f80, arg1=65261, 
arg2=48879, arg3=0, arg4=5380) at MyDebugDriver.cpp:14 
#6  0x009ba356 in com_osxkernel_MyDebugDriver::testFunc2 (this=0x4e80f80, arg1=65261, 
arg2=48879, arg3=0, arg4=5380) at MyDebugDriver.cpp:21 
#7  0x009ba3b8 in com_osxkernel_MyDebugDriver::testFunc1 (this=0x4e80f80, arg1=65261, 
arg2=48879, arg3=0, arg4=5380) at MyDebugDriver.cpp:27 
#8  0x009ba45b in com_osxkernel_MyDebugDriver::timerFired (owner=0x4e80f80, sender=0xb63adc0) 
at MyDebugDriver.cpp:64 
… 

That’smuchmorereadable.Wehavenowidentifiedtheexactcallstackandwecanseewhich
methodsinourinourdriverthatwasinvolved,downtothefileandlinenumber.Wecanalsoseethe
argumentsthatwerepassedtothemethodsandthattheycorrespondtothevalueswepickedearlier.
Let’sexaminethecrashfurtherbyjumpingtothefifthstackframe,thelocationwherethecrash
occurred,asfollows:

(gdb) frame 5 
#5  0x009ba0b7 in com_osxkernel_MyDebugDriver::testFunc3 (this=0x4e80f80, arg1=65261, 
arg2=48879, arg3=0, arg4=5380) at MyDebugDriver.cpp:14 
14                     thisWillNotWork->fVariable1 = arg3; 
Current language:  auto; currently c++ 
(gdb) print thisWillNotWork 
$1 = (com_osxkernel_MyDebugDriver *) 0x0 

Ithinkwefoundtheproblem!WearetryingtoassignavaluetothemembervariablefVariable1but
theobjectisnotinitialized.WecanalsolistthesourcecodeoftestFunc3(),asfollows:

(gdb) list com_osxkernel_MyDebugDriver::testFunc3,15 
9      void com_osxkernel_MyDebugDriver::testFunc3(UInt32 arg1, UInt32 arg2, UInt32 arg3, 
UInt32 arg4) 
10     { 
11         if (arg3 == 0) 
12         { 
13             com_osxkernel_MyDebugDriver *thisWillNotWork = NULL; 
14             thisWillNotWork->fVariable1 = arg3; 
15         } 

Well,thatwouldneverwork!Wehavefoundourbug,whichappearstobetriggeredonlywhenthe
thirdargumentpassedissettozero.

Ifyouonlyhavesymbolinformationandlackthedebuginformationrequiredtomapaddressestoa
specificsourcecodelocation,youcanusethedisassemblecommandinGDBtoshowadump
disassemblyofthemethodfromitsaddress.Let’slookatthedisassemblyoftestFunc3(),asfollows:

(gdb) disassemble 0x009ba0b7 
… 
0x009ba09f <testFunc3Emmmm+35>:     mov    %eax,-0x1c(%ebp) 
0x009ba0a2 <testFunc3Emmmm+38>:     mov    -0x18(%ebp),%eax 
0x009ba0a5 <testFunc3Emmmm+41>:     cmp    $0x0,%eax 
0x009ba0a8 <testFunc3Emmmm+44>:     jne    0x9ba0ba <testFunc3Emmmm+62> 
0x009ba0aa <testFunc3Emmmm+46>:     movl   $0x0,-0x20(%ebp) 
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0x009ba0b1 <testFunc3Emmmm+53>:     mov    -0x18(%ebp),%eax 
0x009ba0b4 <testFunc3Emmmm+56>:     mov    -0x20(%ebp),%ecx 
0x009ba0b7 <testFunc3Emmmm+59>:     mov    %eax,0x54(%ecx) 
0x009ba0ba <testFunc3Emmmm+62>:     add    $0x18,%esp 
... 

Whilethislooksveryuninvitingifyouarenotfamiliarwithassembly,youwillbeabletoinfera
numberofthingsbycomparingthedisassemblytotheoriginalsourcecode.Forexample,thecmp
instructioncomparesthevalueoftheeaxregisteragainsttheconstantvalue$0x0,whichwecan
correctlyguesscorrespondstotheifstatementonline11.

Althoughwehavealreadyfoundthesourceoftheproblem,let’spretendforamomentweare
curiousastowhyazerovaluewaspassedforthethirdargument.Perhapsourdriverusedaninternal
statetocalculatethevaluepassedtotestFunc3().Inthiscase,wecouldcontinueourexaminationby
lookingatthestateofthedriverwasinatthetimeofthecrash.BecausetestFunc3()isamember
methodofthecom_osxkernel_MyDebugDriver,weknowthatapointertotheclassinstanceisalways
passedautomaticallytothememberfunctionasthethispointer.Wecandereferencethethispointer
addressfromthepreviousstacktraceasfollows:

(gdb) print *(com_osxkernel_MyDebugDriver*)0x4e80f80 
$9 = { 
  <IOService> = { 
    <IORegistryEntry> = { 
      <OSObject> = { 
        <OSMetaClassBase> = { 
          _vptr$OSMetaClassBase = 0x9baa00 
        },  
        members of OSObject:  
        retainCount = 65537 
      },  
      members of IORegistryEntry:  
      reserved = 0x4e71a40,  
      fRegistryTable = 0xb693800,  
      fPropertyTable = 0x503a400 
    },  
    members of IOService:  
    reserved = 0x0,  
    __provider = 0x4d17f00,  
……. 
  },  
  members of com_osxkernel_MyDebugDriver:  
  fTimer = 0xb63adc0,  
  fVariable1 = 2,  
  fVariable2 = 4,  
  static gMetaClass = { 
    <OSMetaClass> = { 
      <OSMetaClassBase> = { 
        _vptr$OSMetaClassBase = 0x9ba980 
      },  
      members of OSMetaClass:  
      reserved = 0xb63ba00,  
      superClassLink = 0x85fac8,  
      className = 0x4e5b5a0,  
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      classSize = 92,  
      instanceCount = 1 
    }, <No data fields>},  
  static metaClass = 0x9ba000,  
  static superClass = 0x9ba020 

Wecannowexaminetheinternalstateofourdriverinstanceandwecanseethevaluesofits
membervariablesfVariable1andfVariable2.Wecanalsoseehowmanyinstancesofourclassexist
fromthemetaclassinformationanddeterminetheretaincountofthedriver.

UnderstandingKernelPanicLogs
Apaniclogcanbefoundinthe/Library/Logs/DiagnosticReports/directoryafteracrashorcanbe
obtainedbyextractingitfromacoredumporaremoteGDBsessiontoacrashedtarget.Asakernel
programmer,youmightbeexpectedtoanalyzekernelpaniclogssentfromcustomers’computers,
whichyouwillrarelyhave,physicalaccessto.Furthermore,thecustomermaybereluctantorunableto
assistyouingettingacoredump.Itisthereforevitaltobeabletounderstandandextractasmuch
informationaspossiblefromthelogs.Let’sstarttolookatthepaniclogandwhatinformationwecan
extractfromit.ApaniclogfortheMyDebugDrivercrashdiscussedintheprevioussectionsisshownin
Listing16-5.

Listing16-5.PanicLogfromMyDebugDriverCrash

panic(cpu 1 caller 0xffffff80002c268d): Kernel trap at 0xffffff7f81345570, type 14=page fault, 
registers: 
CR0: 0x000000008001003b, CR2: 0x0000000000000090, CR3: 0x0000000000100000, CR4: 
0x0000000000000660 
RAX: 0x0000000000000000, RBX: 0x0000000000000000, RCX: 0x0000000000000000, RDX: 
0x000000000000beef 
RSP: 0xffffff808e973e80, RBP: 0xffffff808e973ea0, RSI: 0x000000000000feed, RDI: 
0xffffff801ab61100 
R8:  0x0000000000001504, R9:  0x000000000000beef, R10: 0x0000000000000000, R11: 
0x0000000000001504 
R12: 0xffffff7f8134591a, R13: 0xffffff800c81d200, R14: 0xffffff800c81d200, R15: 
0xffffff800b735880 
RFL: 0x0000000000010246, RIP: 0xffffff7f81345570, CS:  0x0000000000000008, SS:  
0x0000000000000010 
CR2: 0x0000000000000090, Error code: 0x0000000000000002, Faulting CPU: 0x1 
 
Backtrace (CPU 1), Frame : Return Address 
0xffffff808e973b40 : 0xffffff8000220702  
0xffffff808e973bc0 : 0xffffff80002c268d  
0xffffff808e973d60 : 0xffffff80002d7a3d  
0xffffff808e973d80 : 0xffffff7f81345570  
0xffffff808e973ea0 : 0xffffff7f813458b6  
0xffffff808e973ed0 : 0xffffff7f81345914  
0xffffff808e973f00 : 0xffffff7f813459f4  
0xffffff808e973f40 : 0xffffff800063bc61  
0xffffff808e973f70 : 0xffffff800023dafc  
0xffffff808e973fb0 : 0xffffff8000820057  
      Kernel Extensions in backtrace: 
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         com.osxkernel.MyDebugDriver(1.0)[FF6F45C8-68F8-3150-9C43-
99A2F19B3FB1]@0xffffff7f81345000->0xffffff7f81348fff 
 
BSD process name corresponding to current thread: kernel_task 
Boot args: debug=0xd44 _panicd_ip=192.168.1.1 panicd_ip=192.168.1.1 
 
Mac OS version: 
11A511 
 
Kernel version: 
Darwin Kernel Version 11.0.0: Sat Jun 18 12:56:35 PDT 2011; root:xnu-
1699.22.73~1/RELEASE_X86_64 
Kernel UUID: 24CC17EB-30B0-3F6C-907F-1A9B2057AF78 
System model name: MacBook5,1 (Mac-F42D89C8) 
 
System uptime in nanoseconds: 200305435891999 
last loaded kext at 200285007562702: com.osxkernel.MyDebugDriver  1 (addr 0xffffff7f81345000, 
size 16384) 
last unloaded kext at 187374587106276: com.apple.driver.AppleUSBCDC     4.1.15 (addr 
0xffffff7f8133d000, size 12288) 
loaded kexts: 
com.osxkernel.MyDebugDriver  1 
com.apple.driver.AppleUSBDisplays   302.1.2 
com.apple.driver.AppleIntelProfile  83 
com.apple.filesystems.afpfs 9.8 

ThepanicloginListing16-5wasgeneratedonadifferentsystemthanbefore.Thissystemis
runninganewerversionofMacOSXLion,whichonlyrunsthe64-bitversionofthekernel.Thepanic
logconsistsofthefollowingelements:

• Thetypeofpanic/problemthatoccurredandtheCPU(core)numberitoccurred
on

• AdumpoftheCPUstate(registervalues)

• BacktraceofwhattheCPUwasdoingatthetimeofthecrash

• Kernelextensionsinvolvedinthecrashandtheirdependencies(noneabove)

• Thenameoftheprocess(task)thatcausedthecrash

• Kernelbuildandversionnumbers

• Systemmodel

• Informationaboutrecentlyloaded/unloadedKEXTs

• AcompletelistofKEXTsloaded

Thefirstthingyoumaynoticeisthatthepanicwascausedbyapagefault,whichgivesusaclue
aboutwhattolookforlaterinourcode.Itisoftenusefultolookatthetaskthatcausedtheproblemas
well.Inthiscase,ourdriverwasexecutinginkernelcontext(kernel_task)whenthecrashoccurredand
notonthebehalfofauserspacethread.

Firstlet’slookatthebackraceandtrytoprovethatourdriverwasindeedinvolved.Thereisavery
goodchancethatitwas,asourdriverislistedasbeingpartofthebacktrace.Youwillalsonoticetwo
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addressesafterourdriver:0xffffff7f81345000->0xffffff7f81348fff.Thisistheloadaddresswherethe
instructionsanddataforourKEXTwereloadedintothekernel’saddressspace.Todeterminewhich
functionsonthestackbelongtoourdriver,wecansimplylookforaddressesonthestackthatarewithin
thatrange.Fouraddressescanbeidentified—0xffffff7f81345570,0xffffff7f813458b6,0xffffff7f81345914,
and0xffffff7f813459f4.

WealreadyknowfromearlierthattheywillmostlikelycorrespondtotestFunc3(),testFunc2(),
testFunc1(),andtimerFired().

■TipInthepreviousbacktrace,thefirstaddressinthecolumnistheaddressofthestackframeentry,whilethe
secondaddressisthereturnaddress,whichisthepointwhereexecutionreturnstowhenthepreviousfunction
callcompletes.It’sthereturnaddressthatisinterestingtousinthiscase.Youmaynoticethatthestackframe
addressescontainincreasingaddressesandareallwithinasinglepageinthiscase.Ifthevalueslookrandomand
allovertheplace,itislikelythestackframehasbeencorruptedandthebacktracemaythenbeuselessasthe
informationcannotbetrusted.

Assumingwehadnocluewhatfunctionstheaddressescorrespondedtowithinourdriver,wecan
employasimpletrick.Bysimplysubtractingtheaddressofoneofthefunctionsfromtheloadaddress,
wecandeterminetheoffsetofthefunctionintheexecutableimageofthedriver,asfollows:

0xffffff7f81345570 - 0xffffff7f81345000 = 1392 bytes 

Wenowknowthatthefunctionis1392bytesfromthestartoftheKEXTandassumingwehavethe
executableimage(theexactversionandbuildthatwasinvolvedinthecrash)ofthedriveravailable,we
candothefollowing:

$ gdb MyDebugDriver.kext/Contents/MacOS/MyDebugDriver 
GNU gdb 6.3.50-20050815 (Apple version gdb-1704) (Thu Jun 23 10:48:29 UTC 2011) 
This GDB was configured as "x86_64-apple-darwin"... 
(gdb) disassemble 1392 
Dump of assembler code for function _ZN27com_osxkernel_MyDebugDriver9testFunc3Ejjjj: 
0x0000000000000540 <testFunc3Ejjjj+0>:       push   %rbp 
0x0000000000000541 <testFunc3Ejjjj+1>:       mov    %rsp,%rbp 
0x0000000000000544 <testFunc3Ejjjj+4>:       sub    $0x20,%rsp 
0x0000000000000548 <testFunc3Ejjjj+8>:       mov    %rdi,-0x8(%rbp) 
0x000000000000054c <testFunc3Ejjjj+12>:      mov    %esi,-0xc(%rbp) 
0x000000000000054f <testFunc3Ejjjj+15>:      mov    %edx,-0x10(%rbp) 
0x0000000000000552 <testFunc3Ejjjj+18>:      mov    %ecx,-0x14(%rbp) 
0x0000000000000555 <testFunc3Ejjjj+21>:      mov    %r8d,-0x18(%rbp) 
0x0000000000000559 <testFunc3Ejjjj+25>:      mov    -0x14(%rbp),%eax 
0x000000000000055c <testFunc3Ejjjj+28>:      cmp    $0x0,%eax 
0x000000000000055f <testFunc3Ejjjj+31>:      jne    0x576 
<_ZN27com_osxkernel_MyDebugDriver9testFunc3Ejjjj+54> 
… 
End of assembler dump. 
(gdb) info line *1392 
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Line 14 of "MyDebugDriver.cpp" starts at address 0x569 
<_ZN27com_osxkernel_MyDebugDriver9testFunc3Ejjjj+41> and ends at 0x576 
<_ZN27com_osxkernel_MyDebugDriver9testFunc3Ejjjj+54>. 

Andwehavefoundthelocationofthecrash!AfulldescriptionofCPUregistersisoutsidethescope
ofthisbook,butsufficeittosaytheycontainawealthofusefulinformation.Wewilldiscusshowwecan
useregisterinformationtoretrievefunctionargumentsinthenextsection.Theprocessorinthepanic
logwasrunningin64-bitmode.Thex86_64hasalargeramountofregistersavailablethani386systems,
andlocalvariablesareusuallypassedingeneralpurposeregistersinsteadofthestack.

■TipTechnicalNote2063discusseshowtodebugandunderstandkernelpanicsinmuchmoredetailand
includesdebuggingpaniclogsfromPowerPCsystems:
http://developer.apple.com/library/mac/#technotes/tn2063/_index.html.

x86-64CallingConventions
Acallingconventionisaschemeforhowfunctionsarepassedtheirarguments.Thecallingconvention
dependsontheprogramminglanguage,operatingsystem,architecture,andcompiler.Understanding
thecallingconventionusedcanhelpusdecodetheregisterstatewhenacrashoccurs.Forexample,on
MacOSXrunninga64-bitexecutableorkernel,theSystemVAMD64ABIconventionisused(notethat
Windowsusesadifferentcallingconvention,sotheregisterusagewillbedifferent).OnMacOSXfora
64-bittask,theregisterassignmentsforfunctioncallargumentsareshowninTable16-4.

Table16-4.RegisterUsageforFunctionParamtersonx86_64

Argument Register 

FirstargumentRDI 

Secondargument RSI

Thirdargument RDX

Fourthargument RCX

Fifthargument R8

Sixthargument R9

Vector/FloatingPointarguments0–7 XMM0–XMM7

Ifafunctiontakesmorethansixarguments,theremainingargumentswillbepassedonthestack.

OnethingtoconsiderwhenexaminingC++codeisthatanon-staticC++membermethodalwayspasses
thethispointerasthefirstargument,sotheactualfirstargumenttothemethodispassedinRDI
whereasthethispointerwillbeputintheregisterRSI.

http://developer.apple.com/library/mac/#technotes/tn2063/_index.html
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Let’slookattheregistersinthepaniclogshowninListing16-5andseeifwecanworkoutwhich
argumentswerepassedtoourfunctionbyexaminingtheregisterstate,asfollows:

• RDI:0xffffff801ab61100(thispointer)

• RSI:0x000000000000feed(decimal=65261)

• RDX:0x000000000000beef(decimal=48879)

• RCX:0x0000000000000000(decimal=0)

• R8:0x0000000000001504(decimal=5380)

Asyoucansee,theregistercontentsfromListing16-5matchexactlythefourargumentspassedto
testFunc3():65261,48879,0,and5380.Wecanalsoseethatthefirstargumentlookslikeapointerandis
likelytobethethispointerrepresentingthecurrentinstanceofMyDebugDriver.

AssumingtestFunc3()wasalongerandmorecomplicatedmethodandthatthecrashhappened
furtherdowninthefunction,itispossiblethattheregistersmayhavebeenreusedandoverwrittenat
thepointofthecrash.Inthatcase,youmaynotbeabletorecovertheoriginalvaluesofthearguments.

DiagnosingHungProcesseswithActivityMonitor
TheMacOSXactivitymonitorshowninFigure16-3canbehelpfulindiagnosingkernelproblems.



Figure16-3.SampleprocessoutputfromAcitivtyMonitor

AnytaskshownintheActivityMonitorcanbesampled(exceptthekernel_task),whichwillgenerate
callgraphsforallthethreadsofthattaskduringthesampleperiod.Thisisusefulfromakernel
debuggingpointofviewinthatyouareabletoseeifaprocesshasthreadsthatarecallingintoyour
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driverthroughsystemcallslikeIOConnectCallMethod().Ifaprocessishung,forcequittingitwillstartthe
CrashReporter,whichwillgiveyouamoredetailedlog,includingthekernelstackofathreadifitis
currentlyrunninginthekernel.Thesampleprocessfunctioncanalsohelpyoudetermineperformance
issuesandfindwhereanapplicationisspendingthemosttime.

FindingMemoryandResourceLeaks
Preventingmemoryandresourceleaksisparticularlyimportantforextensionsthatcanbedynamically
loadedandunloadedduringruntime.Ahandytooltodetectleaksistheioclasscountutility,which
showstheinstancecountofeachknownclass(loadedintothekernel).Typicaloutputwilllooklikethe
following:

CHUDUtils = 1 
com_apple_AppleFSCompression_AppleFSCompressionTypeZlib = 1 
com_apple_BootCache = 1 
com_apple_driver_AudioIPCDevice = 1 
com_apple_driver_AudioIPCEngine = 1 
com_belkin_f2cd0007_adapter = 0 
com_osxkernel_MyDebugDriver = 5 
com_vmware_kext_KeyboardState = 1 
com_vmware_kext_UsbDevice = 2 
com_vmware_kext_UsbPortArbiter = 1 
..... 

Itshowsthatourdriverhasbeenretained(retain())fivetimes.Thedriver’sfree()functionwill
notbecalleduntiltheretaincountreacheszero,evenifthehardwaredeviceitcontrolsisremoved.This
willpreventthekernelextensionfrombeingcompletelyunloaded.Theretaincounttypicallyincreases
foreachuserspaceapplicationthatopensthedriver,oritcanincreasebecauseanotherdriveror
ancillarysupportclassusedbythedrivercallsretain()onit.Failuretobalanceacalltoretain()witha
callrelease()willresultinaleak.Theioclasscount utilitycanbeusedwithoutchangestokernelboot
parameters;itisnotinstalledonasystembydefault,butisinstalledaspartoftheXcodedistribution.It
canbecopiedontoasystemwithoutXcodefordebuggingpurposes.Adriverthathasbeenunloaded
andhasallreferencestoitreleased(retaincount=0)willbeunloadedbythekextddaemon.Although
thereferencecounthasdroppedtozero,itmaytakeuptoaminutefortheKEXTtobefullyunloaded.

IfyouareabletolivedebugthekernelusingGDB,youcanusemacrossuchasshowallclassesor
showregistry,asfollows:

(gdb) showallclasses 
… 
1    x    84 bytes com_vmware_kext_VmmonService 
2    x    80 bytes com_vmware_kext_UsbDevice 
1    x   104 bytes com_vmware_kext_UsbPortArbiter 
1    x   136 bytes com_vmware_kext_UsbPortArbiterUserClient 
1    x   132 bytes com_vmware_kext_KeyboardState 
1    x    92 bytes com_osxkernel_MyDebugDriver 
.... 
(gdb) showregistry 
... 
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      +-o com_osxkernel_MyDebugDriver  <object 0x0703e680, id 0x1000007a9, vtable 0xcbc980, 
!registered, !matched, active, busy 0, retain count 5> 
... 

■TipThezprintandshowioallocmacroscanfurtherassistintrackingmemoryusage.

Tofurtherhelpdebugreferencecountingbugs,itispossibletooverride
OSObject::taggedRetain(const void *tag)andOSObject::taggedRelease(const void *).Forexample,
printamessageorprintabacktraceofthecaller’sstacktohelpidentifywheretheleakcomesfrom.

Summary
• Somecommonproblemsarelikelytooccurinthekernel,suchasdeadlocksand

invalidmemoryaccesses,whichinturncancauseakernelpanic.

• Akernelpanicisadefensemechanismagainstexceptionalorerroneous
conditionsthekernelcannotrecoverfrom.Itbasicallydisablesthesysteminorder
topreventcorruptionofthefilesystemorotherfilestorage.

• MacOSXprovidesawiderangeofusefuldebuggingmechanismsoutofthebox,
rangingfromasimpletracingandloggingmechanismtothebuilt-insupportfor
remotekerneldebugging.

• MacOSXcanbeconfiguredusingthekdumpdtoacceptacoredumpfroma
remotesystemwhenitcrashes(oriftriggeredmanually).Thecoredumpconsists
ofactive/wiredmemoryandcanbeloadedintoGDB.

• ThekernelcanbedebuggedfromaremotesystemoverFireWireandEthernet.
Thismechanismisbuiltin,butnotactivatedbydefault.Remotedebuggingcanbe
enabledbysettingtheappropriateNVRAMparametersandflags.

• AppleusuallyprovidesaKernelDebugKitforeachreleasedbuildofMacOSX.
Thekitcontainsscripts,adebugversionofthekernel,andI/OKitfamilyKEXTs.
ThedebugkitalsocontainsmacrosforsimplifyingkerneldebugginginGDB.The
macrosallowyoutogetinformationaboutcallstacksandexaminethekernel’s
keydatastructures.ThekernelcanalsobelivedebuggedwithGDBwhilerunning
fromthesamemachine.

• TodebugyourownKEXT,youhavetogeneratedebuggingsymbolsforit.Because
aKEXTisdynamicallyloadedinthekernel,weneedtogeneratethecorrect
symboladdressesforaKEXT.TheKernelDebugKitprovidesthe
createsymbolfilesscripttohelpwiththis.

• Akernelpaniclogcontainsalotofusefulinformationwecanusetobacktrackand
findthelocationthatcausedthecrash.

• TheioclasscounttooltracksinstancecountsofclassesinI/OKitandcanbeused
todetectmemoryleaksorotherproblems.
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Advanced Kernel Programming 

Thischaptercoversmiscellaneoustopicsthatareofinteresttomoreadvancedkernelprogrammers.
We’lldiscusshowStreamingSIMDExtensions(SSE)andfloatingpointcanbeusedinthekernel.(SIMD
isshortforSingleInputMultipleData.)Wewillalsoexaminestrategiesfordealingwithdriversformulti-
functiondevices,anddiscusstheimplementationofI/OKitfamilies.We’llcoverthekernelcontrolKPI
thatcanbeusedforuserspacecommunicationwithKEXTssuchasNetworkKernelExtensions(NKE)
thatdoesnotusetheI/OKit.Wealsoshowhowtoworkwithandmanipulateprocessesfromthekernel,
suchasgettingtheprocessidentifier(PID)ofaprocessandsendingsignalstotheprocess.Somedrivers
mayneedadditionalresourcesloadedfromthefilesystem,suchasfirmwareimages.Thischapter
providesadiscussionofhowtheseresourcescanbeloadedusingtheOSKextRequestResource()function.
Thechapterconcludeswithadiscussionofhowadrivercansendmessagestoauserspacedaemon
usingnotifications.

SSEandFloatingPointintheKernel
StreamingSIMDExtensions(SSE)isthesuccessortoMMXandisaspecialinstructionsetfoundonmost
modernIntelandAMDprocessorsthatallowcommoninstructionssuchasadd,multiply,andshifttobe
performedonarrays(vectors)ofvaluesinsteadofsinglevalues(scalar).Thiscangreatlyspeedupmany
computationtasks,especiallyinareassuchasdigitalsignalprocessing,audio,graphics,andvideo.
Normallythekernelisnotagreatplacetoperformheavycomputation,buttherearesomeareaswhereit
isunavoidable—forexample,inthecaseofaudiodrivers,whichneedtoconvertaudiosamplesfrom
multipleuserspaceapplicationsandmixthemintoasinglebufferforoutput.Softwareimplementations
oftheRAID-5andRAID-6algorithmsarealsoexamplesofcomputationsthatmayneedtooccurinthe
kernelandwhichcanbeoptimizedusingSSE.

Traditionally,SSEandfloatingpointhavebeennon-trivialforuseinkernelenvironments.Some
operatingsystems,suchasLinux,requireyoutoexplicitlysavethefloatingpoint/SSEstateandrestoreit
afteruse;otherwise,athread’sfloatingpointstatemaybeoverwritten.InMacOSX,however,thekernel
isfreetousebothfloatingpointandSSEwithoutneedingtomanuallysaveandrestoretheregisters’
states.Normally,whenathreadfinishesitstime-sliceorispreemptedinfavorofanotherthread,the
stateoftheCPUregistersatthetimewhenthethreadstoppedexecutingissavedtomemoryand
subsequentlyrestoredwhenthethreadcontinuesexecution.Tooptimizeperformance,thekernelonly
storesthegeneral-purposeregistersandnotthefloatingpointandSSEregisters,astheyareless
frequentlyused.Infact,manyprogramswillnotusefloatingpointorSSEatall.Whenadifferentthread
attemptstousetheregisters,theCPUissuesanexception/trap,whichwillsavethepreviouscontents
andcleartheregistersforthenewthread.Whentheorginalthreadisabouttoresumeexecution,floating
pointand/orSSEregisterswillberestoredtothepreviousstate.

TherearetwowaysofusingSSE:
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• BydirectlyusingtheCPUinstructionsthroughtheuseofassemblyorinline
assembly.

• ByusingtheintrinsicfunctionsprovidedbyGCC,whichprovidesuser-friendlierC
functionwrappersaroundmostinstructions.ForSSE2,theseareprovidedinthe
headerfileemmintrin.h,whichisnotpartofthekernelframework.However,you
cancopythefileandincludeitinyourproject.Thisispossibleasthefunctionsare
allinlineanddonotdependonanyexternallibraries.

TherearemanyrevisionsoftheSSEinstructionset.ThelatestmajorversioniscurrentlySSE4.Some
oldersystemsmaynotsupportSSE4,whichbecameavailablein2007.AttemptingtoexecuteSSE4
instructionsonaCPUthatdoesn’tsupportitwillresultinakernelpanic.Topreventthis,youneedto
providerun-timedetectionoftheCPU’scapabilitiespriortoexecutingtheSSEinstructions,ortargetan
olderversionsuchasSSE2,whichpredatesallIntel-basedMacs.

Multi-FunctionDrivers
USBandPCIdevicesmaybecompositedevicesthatincludemultipleindependentdevicesinwhich
eachdevice’sseparatedrivercanhandleeachfunction.Otherdevicesmayconsistofonelogicaldevice
handledbymultipledrivers.Let’sconsideramoderngraphicscardwithanHDMIoutputportasan
example.HDMIisabletocarrybothaudioandvideo,soitwouldbenicetoprovideanaudiodriverthat
allowedthedevicetobeusedwithCoreAudio.Thedeviceisagraphicscard,sothehardwaredoesn’t
havethetypicalDMAengineofmostaudiohardware.Instead,audiodataissentalongwithvideo
framesatregularverticalblankingintervals.Thisdesignmeansthattheaudioandvideopartsare
intimatelylinkedandneedasharedstatebetweentheminordertooperate.Sincethereisnoclear
separation,thedrivercanbestructuredasshowninFigure17-1.



Figure17-1.Multi-functiondriver

ThedesigninFigure17-1usesacentraldriver,whichcoordinatesthehardwareandmanagesthe
provider.Thecentraldriverisusedformatchingagainstthehardwareprovider.Thecentraldriverthen
createsanaudiodriverbasedontheIOAudioFamilyandavideo/graphicsdriverbasedonthe
IOGraphicsFamily.Therearetwowaysofmanagingtherelationshipofthesubordinatedriverstothe
centraldriver:

• Thecentral,audio,andvideodriverscanbeinseparateKEXTs.Thecentraldriver
matchesagainstthehardwareresource,whereastheaudioandvideodriverswill
matchagainstthecentraldriveranduseitastheprovider.

• AlldriverscanbelocatedinthesameKEXT.Thecentraldriverwouldthenneedto
managethelifecycleofthesubordinateddriversmanually.
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WritingI/OKitFamilies
Untilnowwehavelookedathowtoimplementvariousformsofdrivers,mostofwhichinteractwithone
ormorefamily.Insomecircumstances,youmaywanttoimplementafamilyinsteadofadriver—for
example,ifyouneedtosupportanewbustechnologyorhaveafamilyofhardwaredevicesthatall
dependonthesameinfrastructureorgeneralservices.Afamilycanbecharacterizedanddifferentiated
fromadriverbythefollowingtraits:

• AfamilyusuallyconsistsofmorethanoneIOServiceclassesbundledtogetherina
KEXTprovidingrelatedservices.

• Afamilycanbethoughtofasthekernelanalogofauserspacesharedlibrary.

• Adriverhasadependencyonafamily,nottheotherwayaround.

• Afamilyisnotloadeddirectly;itisloadedbecauseadriverhasexpresseda
dependency.

• Afamilydoesnothaveamatchingdictionaryanddoesnotpartakeineither
passiveoractivematching.

• JustlikeanyotherKEXT,afamilyisinstalledunder/System/Library/Extensions.

ThereisnospecialAPIorapproachtowritingafamily.Itissimplydoneinthesamewayasany
otherdriver.Applerecommendsfocusingonagoodfundamentalobject-orienteddesignandallowingit
toevolvenaturally,ratherthanspecificallysettingouttocreateafamily.Adrivercanexpressa
dependencyonafamily(oranyotherKEXT)usingtheOSBundleLibraries keyinitspropertylistfile.A
drivercannotbeloadedandlinkedintothekerneluntilalldependencieshavebeenresolvedandloaded
first.Thekextddaemonisresponsibleforperformingthistask.Whenadriverneedstobeloaded,the
kextddaemonwillexaminethedriver’sInfo.plistfileforitsdependencies.IftheInfo.plisthas
incorrectlyspecifiedorhasfailedtolistsomedependencies,thiswillresultinalinkfailureandthedriver
willnotbeloaded.Inordertodependonafamily,adriverhastolistthefamily’sbundleID—for
example,com.apple.iokit.IOAudioFamily—andversionnumber—forexample,1.7.9fc8.

I/OKitguaranteesthatadependentfamilyisloadedbeforethedriverthatdependsonit,whichis
necessary,otherwisesymbolsinthedriverwouldbeleftunresolved.

SincemanyofApple’sI/OKitfamiliesareopen-sourcecode,itispossibletomodifythefamiliesand
replacetheoriginalversionswithmodifiedversion.Thisisnotrecommended,however,asthefamily
KEXTmightbeoverwrittenbyasubsequentsoftwareupdatefromApple,whichmeansthatfunctionality
ofthemodifiedKEXTmightbelost.Insomesituations,modifyingafamilybyinsertingadditional
tracingmighthelpyouwithdebugging.

Extendingafamilyisabetteroptionthanmodifyingitdirectly.Extendingiseasy,sincemostclasses
inI/OKitfamiliesdeclaretheirmethodsasvirtual,eveniftheclassitselfisnon-abstract.Therearemany
reasonswhyyoumightwishtodoso.Forexample,ifyouwererequiredtosupportanewtypeofUSB
controllernotsupportedbytheIOUSBFamily,youcouldcreateyourownIOUSBControllersubclassto
representthenewcontroller.TheextendedclasscanbecompiledintothesameKEXTasthedriverthat
needsit,orinyourownlibrary/familyKEXT.TheIONetworkingFamilyandotherfamiliesweredesigned
specificallytoallowthisformofextension.
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KernelControlKPI
Thekernelcontrolinterface<sys/kern_control.h>isaKPI,whichallowsaKEXTtocommunicatebi-
directionallywithuserspaceprocesses.ThekernelcontrolsystemlivesintheBSDportionofthekernel
andisthereforewritteninCandnotC++(I/OKitusesC++).

TheKPIisintendedtoallowauserspaceprogramtocontrolandconfigureaKEXT.Forexample,
let’ssayyouhadimplementedacustomfirewallNKE(NetworkKernelExtension).Youcouldthenuse
thekernelcontrolAPItotellyourfirewallwhichaddressesorportsitshouldblocktrafficfrom,aswellas
retrievinglogsandstatistics.

TheKPIisrelativelysimpletouseinbothkernelspaceanduserspace.Infact,thereisnospecialAPI
requiredtousethekernelcontrolmechanismforuserspace,becauseitisaccessedviaaregularsocket.
Thegetsockopt()orsetsockopt()systemcallfunctionscanbeusedtoissuecontrolrequestsfromuser
space.Thekernelcontrolsystemmaybecomparedtotheioctl()systemcall,butunliketheioctl()
systemcallthekernelcontrolsystemisbettersuitedfortransferringlargeamountsofdataacrossthe
kernel/userspaceboundary.Sendingandreceivingdataaresupportedusingthesend()andrecv()
systemcallfunctionsfromuserspace.Inthekernel,datatransfersarehandledusingthembuf data
structurediscussedearlier.

Tousethekernelcontrolinterface,youmustfirstregisteranewinterface,whichensuresthatuser
spaceclientscanfinditandconnecttoit.ThisisaccomplishedbydeclaringandfillingoutaCstructure
containingcallbacksforvariousevents,aswellasanidentifyingname.TheClanguageisnotobject-
oriented,andtherefore“objects”areoftenrepresentedbystructurescontainingdataandfunction
pointers.TheregistrationstructureisshowninListing17-1.

Listing17-1.Thekern_ctl_regStructurefrom<sys/kern_control.h>

struct kern_ctl_reg 
{ 
    /* control information */ 
    char              ctl_name[MAX_KCTL_NAME]; 
    u_int32_t         ctl_id; 
    u_int32_t         ctl_unit; 
    /* control settings */ 
    u_int32_t     ctl_flags; 
    u_int32_t     ctl_sendsize; 
    u_int32_t     ctl_recvsize; 
    /* Dispatch functions */ 
    ctl_connect_func     ctl_connect; 
    ctl_disconnect_func  ctl_disconnect; 
    ctl_send_func              ctl_send; 
    ctl_setopt_func            ctl_setopt; 
    ctl_getopt_func            ctl_getopt; 
}; 

Let’slookatthefieldsofthestructureinmoredetail:

• Thectl_nameshouldbesettothebundleIDfortheKEXT.

• Thectl_idfieldisusedforadditionaladdressingbecauseaKEXTmayhave
severalkernelcontrolsregisteredatonce.Thectl_idfieldcanbedynamically
registeredorassignedbyApple’sdevelopertechnicalsupport(DTS).



CHAPTER17ADVANCEDKERNELPROGRAMMING

415

• Thectl_unitfieldisusedonlywithaDTS-assignedID.Thereareonlytwoflags
forthectl_flags.ThefirstisCTL_FLAG_PRIVILEGED,whichifsetmeansthatauser
spaceprogrammusthaverootprivilegesinordertoconnecttothekernelcontrol.
ThesecondflagisCTL_FLAG_REG_ID_UNIT,whichshouldbesetifusingaDTS
assignedID.

• Thectl_sendsizeandctl_recvsizefieldscanbeusedtotunethesizeofthesend
andreceivebuffersforsendingdatausingsend()andrecv().

Theremainingfieldsarefunctionpointers,whichwillbecalledwhentheircorrespondingevents
occur:

• Thectl_connectandctl_disconnectcallbackswillbecalledwhenauserspace
clientconnectsordisconnects.

• Thectl_setoptandctl_getoptcallbacksareinvokedwhenaclientusesthe
setsockopt()orgetsockopt()functions.Theseareoftenusedtogetorset
configurationparameters.Thenextcallbackisctl_send,whichmaybeabit
confusing,asit’susednottosenddatabuttoreceivedatafromasendingclient.
Toactuallysenddata,usethectl_enqueuedata() function.

KernelControlRegistration
Let’slookatanexample(HelloKernControl)ofhowakernelcontrolinterfaceisused.Inthisexample,
youwillimplementaveryminimalkernelcontrolwithonegetandonesetoperation.Thegetoperation
returnsastringstoredinthekernel.Thesetoperationoverwritesthisstringsothatsubsequentget
operationsreturnthenewstringinstead.Thefollowingisanexampleofafilledoutkernelcontrol
registrationstructure:

static struct kern_ctl_reg g_kern_ctl_reg = { 
    "com.osxkernel.HelloKernControl",               
    0, 
    0, 
    CTL_FLAG_PRIVILEGED, 
    0, 
    0, 
    hello_ctl_connect, 
    hello_ctl_disconnect, 
    NULL, 
    hello_ctl_set, 
    hello_ctl_get 
}; 

WeuseadynamicallyassignedIDandspecifythatourkernelcontrolwillbeaccessibleonlyby
privilegedclients(root).Wedefinedfourcallbacks,butweleavethectl_sendcallbackasNULLbecause
wedon’tsupportitinthisexample.Thefollowingisthecodeusedtoregisterandderegisterthekernel
control:

static boolean_t g_filter_registered = FALSE; 
static kern_ctl_ref g_ctl_ref; 
 
kern_return_t HelloKernControl_start (kmod_info_t* ki, void* d)  
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{     
    strncpy(g_string_buf, DEFAULT_STRING, strlen(DEFAULT_STRING)); 
     
    /* Register the control */ 
    int ret = ctl_register(&g_kern_ctl_reg, &g_ctl_ref); 
     
    if (ret == KERN_SUCCESS) 
    { 
        g_filter_registered = TRUE; 
        return KERN_SUCCESS; 
    } 
    return KERN_FAILURE; 
} 
 
kern_return_t HelloKernControl_stop (kmod_info_t* ki, void* d)  
{     
    if (g_clients_connected != 0) 
        return KERN_FAILURE; 
     
    if (g_filter_registered) 
        ctl_deregister(g_ctl_ref); 
     
    return KERN_SUCCESS; 
} 

YouregistertheinterfaceintheKEXT’sstart()functionandderegisteritinthestop()function,
whichwillbecalledbeforetheKEXTisunloaded.Becauseakernelcontroloftensharessomedatawith
userspace,itisnecessarytodefineasharedheaderfiletostorecommondeclarationsusedbyboththe
kernelanduserspace.ThesharedheaderfileforHelloKernControlisshowninthefollowingexample:

#ifndef HelloKernControl_HelloKernControl_h 
#define HelloKernControl_HelloKernControl_h 
 
#define BUNDLE_ID "com.osxkernel.HelloKernControl" 
 
#define HELLO_CONTROL_GET_STRING  1 
#define HELLO_CONTROL_SET_STRING  2 
 
#define DEFAULT_STRING            "Hello World" 
#define MAX_STRING_LEN            256 
 
#endif 

ClientConnections
Thefollowingaretheimplementationoftheconnectanddisconnectcallbacks:

static int hello_ctl_connect(kern_ctl_ref ctl_ref, struct sockaddr_ctl *sac, void** unitinfo) 
{ 
    printf("process with pid=%d connected\n", proc_selfpid()); 
    return 0; 
} 
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static errno_t hello_ctl_disconnect(kern_ctl_ref ctl_ref, u_int32_t unit, void* unitinfo) 
{     
    printf("process with pid=%d disconnected\n", proc_selfpid()); 
    return 0; 
} 

Intheprecedingexamplethehello_ctl_connect()function,logsthePIDoftheclientthatopened
thekernelcontrol.Itisoftennecessarytomaintainsomeper-clientdatastructure.Thedatastructure
shouldbeassignedtotheunitinfoparameter—forexample:*uinitinfo = myStructure;.Thestructure
cannowberetrievedinothercallbacks.Ifyouallocatememorywhentheclientconnects,youshould
freethememoryinthedisconnectcallback.Ifyouwishtorefuseaclient—forexample,becauseonly
oneclientisallowedatatime,orthemaximumnumberofclientsisalreadyconnected—youcansimply
returnanerrorcode,suchasEBUSYorEPERM.

GettingandSettingOptions
Once a client is successfully connected, it can start issuing get/set option requests to the 
kernel control. The implementation of the control get function is as follows:

static int hello_ctl_get(kern_ctl_ref ctl_ref, u_int32_t unit, void *unitinfo, int opt,  
                         void *data, size_t *len) 
{ 
    int ret = 0; 
    switch (opt) { 
        case HELLO_CONTROL_GET_STRING: 
            *len = min(MAX_STRING_LEN, *len); 
            strncpy(data, g_string_buf, *len); 
            break; 
        default: 
            ret = ENOTSUP; 
            break; 
    } 
    return ret; 
} 

Theopt argumentcomesfromtheclientandspecifieswhichoptiontheclientisinterestedin.A
commonapproachistocreateasharedheaderfile,whichcontainsoptiondefinitionsthatareshared
betweentheKEXTandtheuserspaceprogram.

■ CautionBecarefulaboutsharingdatastructures,becausetheKEXTandtheuserspaceprogrammaypadthe
structuredifferently.Thiscancausebugs,corruptions,orworse.

Theprecedingcaseonlyhandlesoneoption.ThisoptionisdefinedbyHELLO_CONTROL_GET_STRING,
whichreturnsthestringintheglobalg_string_bufvariablesharedbetweenallclients.Ifyouhad
allocatedprivatedataduringtheconnectcallback,youcouldretrieveitbycastingthetypeofthedata
fromtheunitinfo argument.

Toreturnthestringtotheclient,youwillcopyittothememoryaddressgiveninthedataargument.
Thelenargumentisaninput/outputargumentandcontainsthelengthofthedatabuffer.Obviously,
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youmustensurethatyoudonotwriteoutofbounds.Ifyouwritetothebuffer,youshouldmodifylento
reflecthowmanybyteswereactuallywritten.

Theimplementationofthesetoptionfunctionisverysimilar:

static int hello_ctl_set(kern_ctl_ref ctl_ref, u_int32_t unit, void* unitinfo, int opt,  
                         void* data, size_t len) 
{ 
    int ret = 0; 
    switch (opt) { 
        case HELLO_CONTROL_SET_STRING: 
            strncpy(g_string_buf, (char*)data, min(MAX_STRING_LEN, len)); 
            printf("HELLP_CONTROL_SET_STRING: new string set to: \"%s\"\n", g_string_buf); 
            break; 
       default: 
            ret = ENOTSUP; 
            break; 
   } 
   return ret; 
}  

Aswiththecontrolgetoptionfunction,wearepassedabufferwithdatacomingfromuserspace
andthelengthofthebufferinthedataandlenarguments.Thedataisnotvalidoncethefunction
returns,soyoumustcopyanydatayouwanttopreserve.

AccessingKernelControlsfromUserSpace
TheexampleinListing17-2demonstrateshowwecanconnectthekernelcontrolinterfacedescribedin
theprevioussections.

Listing17-2.UserSpaceToolforConnectingtoaKernelControlInterface

#include <stdio.h> 
#include <stdlib.h> 
#include <strings.h> 
#include <unistd.h> 
 
#include <sys/socket.h> 
#include <sys/ioctl.h> 
#include <sys/kern_control.h> 
#include <sys/sys_domain.h> 
 
#include "HelloKernControl.h" 
 
int main(int argc, char* const*argv) 
{ 
    struct ctl_info ctl_info; 
    struct sockaddr_ctl sc; 
    char str[MAX_STRING_LEN]; 
     
    int sock = socket(PF_SYSTEM, SOCK_DGRAM, SYSPROTO_CONTROL); 
       if (sock < 0)  
       return -1; 
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    bzero(&ctl_info, sizeof(struct ctl_info)); 
    strcpy(ctl_info.ctl_name, "com.osxkernel.HelloKernControl"); 
     
    if (ioctl(sock, CTLIOCGINFO, &ctl_info) == -1)  
       return -1; 
     
    bzero(&sc, sizeof(struct sockaddr_ctl)); 
    sc.sc_len = sizeof(struct sockaddr_ctl); 
    sc.sc_family = AF_SYSTEM; 
    sc.ss_sysaddr = SYSPROTO_CONTROL; 
    sc.sc_id = ctl_info.ctl_id; 
    sc.sc_unit = 0; 
     
    if (connect(sock, (struct sockaddr *)&sc, sizeof(struct sockaddr_ctl)))  
        return -1; 
     
    /* Get an existing string from the kernel */ 
    unsigned int size = MAX_STRING_LEN; 
    if (getsockopt(sock, SYSPROTO_CONTROL, HELLO_CONTROL_GET_STRING, &str, &size) == -1) 
        return -1; 
     
    printf("kernel string is: %s\n", str); 
     
    /* Set a new string */ 
    strcpy(str, "Hello Kernel, here's your new string, enjoy!"); 
    if (setsockopt(sock, SYSPROTO_CONTROL, HELLO_CONTROL_SET_STRING,  
                   str, (socklen_t)strlen(str)) == -1) 
        return -1; 
 
    close(sock); 
 
    return 0; 
} 

WhentheprograminListing17-2isexecuted,youshouldseethefollowingresults:

$ sudo kextload HelloKernControl.kext 

$ sudo ./hello_tool  
kernel string is: Hello World 
$ sudo ./hello_tool  
kernel string is: Hello Kernel, here's your new string, enjoy! 

WorkingwithProcessesintheKernel
TheBSDportionofthekernelprovidesaKPIforgettinginformationaboutactiveprocessesinthe
system.NotethatthetermprocessisusedinBSDasopposedtotask,whichisusedintheMachportion
ofthekernel,thoughtheyreallyrefertothesamething.
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KERNEL PRIVATE KPIS 

Ifyouarediggingaroundinthekernelheaders,youmaycomeacrossthepreprocessordirective
KERNEL_PRIVATE.Functionsorothersymbolsdefinedwithinthesesectionsarenotavailableforuseby
third-partykernelextensions,andattemptingtouseoneevenifthecorrectheaderisincludedwillresultin
afailuretoloadthatKEXTduetounresolvedsymbols.Apple’sownKEXTsareabletoaccessthese
symbolsbyaddingadependencytocom.apple.kpi.private.IfyouaddadependencyforthisKPIinyour
ownKEXTitwillfailtoload,asonlyApple-signedKEXTscanuseit.


YouhavealreadyseenexamplesofhowtogetinformationaboutaprocessintheAppWall example

inChapter13,whereweusedtheproc_selfname()functiontogettheprocessnameofthecurrently
runningprocess.Ifthefunctioniscalledinathreadownedbythekernel,thekernelprocessname
“kernel_task” willbereturned.

IfyouneedtoknowthePIDofthecurrentlyrunningprocessinsteadofitsname,youcancall
proc_selfpid().YoucanalsofindthenameofaprocessifyouknowitsPIDbyusingtheproc_name(int 
pid, char * buf, int size);function.AnoverviewoffunctionsintheprocessKPIisoutlinedinTable
17-1.

Table17-1.FunctionsforProcessManipulation(Seesys/proc.hforFullList)

Function Description 

int proc_selfpid(void) ReturnsthePIDofthecurrentprocess

int proc_selfppid(void) ReturnsthePIDofthecurrent
process’sparent

void proc_signal(int pid, int signum) Sendsasignal(e.g.SIGTERM,SIGKILL)
totheprocesswiththespecifiedPID

int proc_issignal(int pid, sigset_t mask) Checksifanyofthesignalsgivenby
maskispendingfortheprocesswith
thespecifiedPID

int proc_isinferior(int pid1, int pid2) Returns1ifpid1issubordinatedto
pid2

void proc_name(int pid, char * buf, int size) Copiestheprocessnameintobuf.If
thenameisshorterthansize,itwill
betruncated.

void proc_selfname(char * buf, int size) Sameasprecedingbutforthecurrent
process
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Function Description 

proc_t proc_find(int pid) Getstheprocesshandleoftheprocess
withthespecifiedPID.Thiscausesa
referencetobeaddedtotheprocess,
whichmustbereleasedwith
proc_rele().

proc_t proc_self(void) Returnstheprocesshandleforthe
currentprocess

int proc_rele(proc_t p) Releasestheprocesshandlep

int proc_pid(proc_t p) ReturnsthePIDofprocessp

int proc_ppid(proc_t p) ReturnsthePIDoftheparentprocess
ofp

int proc_is64bit(proc_t p) Returns1iftheprocessisrunning
witha64-bitaddressspace

int proc_exiting(proc_t p) Returns1iftheprocessisexiting

int proc_suser(proc_t p) Returns1iftheprocessisrunning
withsuperuserprivileges

LoadingResources
TheI/OKitdoesnotprovideanyclassesorfunctionsthatprovideadriverwithaccesstothefilesystem.
Thisisadeliberatedesigndecision,notanoversightintheI/OKitdesign.Intheory,adrivershouldnot
needtoaccessfilesondisk.Thedriver’sroleistorespondtorequestsfromtheoperatingsystemto
manageitsownhardwaredevice,andnottoinitiaterequestsofitsown.Inpractice,however,thereare
manyreasonswhyadrivermayneedtoaccessdatafromthefilesystem.Oneofthemostcommon
reasonsistoreadresourcedata,suchasthefirmwaredataforthedriver’shardware.

AlthoughtheI/OKitdoesn’tallowgeneralfilesystemaccess,itdoesprovideameansforadriverto
accessfilesfromthe“Resources”directoryinsidethedriverbundle.TheI/OKit’sresource-loadingAPIis
definedintheheaderfile<libkern/OSKextLib.h>.TheAPIisasynchronous;adrivermakesarequestfor
theresourcethatitwishestoloadandprovidesacallbackfunctionthattheI/OKitusestonotifythe
driverwhenthedataisavailable.

WementionedthattheI/OKitdoesn’tprovidegeneralfilesystemaccess,butinadditiontothis,the
I/OKititselfdoesn’thaveaccesstothefilesystem.Inordertoloadtheresourcefileforadriver,theI/O
Kitreliesonauserspacehelperprocess,whichreadstherequestedfileonbehalfoftheI/OKitand
passesthefile’scontentsbacktotheI/OKit.TheI/OKitthennotifiesthedriverthatmadetherequest.

SincetheI/OKitreliesonauserspacehelperprocesstoloadresources,itisnotpossibletoload
resourcesinthebootprocessuntilthehelperprocesshasbeenlaunched.However,inmostcasesthis
doesnotcauseaproblemforthedriver,sincetheI/OKitwillqueuetherequestuntilthehelperprocess
isavailabletoreceiverequestsfromthekernel.



CHAPTER17ADVANCEDKERNELPROGRAMMING

422

AdrivercanrequestthattheI/OKitloadafilefromthedriver’sresourcesdirectorybycallingthe
functionOSKextRequestResource().Thisfunction’sdefinitionisasfollows:

 
OSReturn OSKextRequestResource(const char* kextIdentifier, 
                               const char* resourceName, 
                               OSKextRequestResourceCallback  callback, 
                               void* context, 
                               OSKextRequestTag* requestTagOut); 


Thefirstparameter,kextIdentifier,specifiesthebundleidentifierofthedriverthatcontainsthe

resourcetoload;thiswillalmostalwaysbethevaluespecifiedbytheCFBundleIdentifierkeyofthe
driver’sInfo.plistfile.Thesecondparameter,resourceName,isthenameoftheresourcefiletobe
loadedfromthedriver’sbundle.Thenexttwoparametersarethecallbackfunctionandanassociated
contextargumentthatispassedtothecallbackfunctionwhentheresourcehasbeenloaded.Thefinal
parameter,requestTagOut,isreturnedimmediatelytothecallerandcanbeusedtotracktheoperation
toloadtheresource.

IfthecalltoOSKextRequestResourcesucceeds,thedriverwillbenotifiedthroughitsspecified
callbackfunctionwhentherequesthascompleted.Thecompletioncallbackhasthefollowingsignature:

 
typedef void (*OSKextRequestResourceCallback)(OSKextRequestTag requestTag, 
                                              OSReturn result, 
                                              const void* resourceData, 
                                              uint32_t resourceDataLength, 
                                              void* context); 


Thefirstparameterprovidedtothecallback,requestTag,identifiestheresourcethatthis

completioncallbackrefersto.Thesecondparameter,result,informsthecallerwhethertheoperation
wascompletedsuccessfully.IfthevalueofresultiskIOReturnSuccess,theresourcedatahasbeen
successfullyreadfromthediskandthenexttwoparameters,resourceDataandresourceDataLength,
containthecontentsoftherequestedresourcefile.TheresourceDatabufferisvalidonlywithinthe
callback,soifthedriverwishestorefertotheresourcedataoutsidethecallback,itmustmakeacopyof
thedata.Thefinalparameter,context,containsthevalueofthecontextparameterthatwaspassedto
theOSKextRequestResourcefunction.

Theremainingstepistoaddtheresourcefiletothedriver’sbundle.Anyresourceloadedthrough
theOSKextRequestResourcefunctionmustbepresentinthe“Resources”subdirectoryofthedriver’s
bundle.Inmostcases,thiscanbeachievedbyaddingthefiletotheXcodeprojectforthedriver.Forfile
typesotherthansourcecode,Xcodewilldefaulttocopyingthefiletothebundle’sresourcedirectory
whentheprojectisbuilt.

BeyondKEXTResources
Theresourceloadingfunctionsdiscussedintheprevioussectionaredesignedforaspecificpurpose.
TheI/OKitfunctionsprovideadriverwithread-onlyaccesstothecontentsofafilewithinitsResources
directory.However,therearemanysituationswhereitisusefulforadrivertoaccessafileoutsideofits
bundleandtowritetoafileondisk.Forexample,adriverthatprovidespersistentsettingswillneed
somewaytoreadthosesettingsfromafileondisk.Itwillalsoneedawaytowritethosesettingstodisk.

AlthoughtheI/OKitcontainsnofunctionsthatprovidesuchfunctionalitytoadriver,its
implementationoftheresourceloadingfunctionsprovidesuswithahintofhowwemightaddsuch
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functionalitytoourowndrivers.JustastheI/OKitreliesuponauserspacedaemonprocesstoload
resourcefilesonbehalfofthekernel,adrivercanimplementthereadingandwritingofitspersistent
settingsfromafileondiskbyprovidingitsownuserspacedaemonprocesstohandlerequestsonits
behalf.Thisdesign,coveredinthefollowingsection,opensupamoregeneralsolutionthatcanbe
extendedbeyonddriverpreferences.

NotificationsfromKernelDrivers
Ageneralsolutiontotheproblemofaccessingarbitraryfilesystemitemsfromakerneldriveristo
implementauserspacedaemonprocessthatactsasahelperprocessonbehalfofthekerneldriver.This
processwillhandlerequestsfromthedriver,performthespecifiedoperation,andthenpasstheresultof
theoperationbacktothedriver.Thisapproachcanbeextendedbeyondrequestssuchasreadingand
writingfiles,andcanbeusedtoperformoperationsthatarenotpossiblewithinthekernel,suchas
displayingadialogtotheuser.Agoodexampleofuserinteractionthatoriginatesfromthekernelisthe
standardUSBfamily,whichpresentsawarningdialogifadeviceisconnectedthatrequiresmorepower
thantheUSBbuscandeliver.

■NoteTheIOUSBFamilycurrentlyusesadeprecatedinterfaceknownastheKernel-UserNotificationCenterto
displayalertmessages,suchasthelowerpowerwarning.TheI/OKitusedtoprovideanAPIthatallowedadriver
todisplayadialogboxthroughastandardsystemdaemonprocess.However,thisAPIisnowdeprecatedanda
drivermustnowprovideitsowndaemonprocess.

Anyoperationthatadriverwishestoperformthatisnotpossiblewithinthekernel,suchaswriting
toafile,displayinganerrormessage,orevenlaunchinganapplication,canbeperformedthroughauser
spacedaemonprocess.Ineffect,thedrivercodeissplitintotwoparts:thekerneldriverandtheuser
spacedaemon.ThisdesignusesthesametechniquesthatwerediscussedinChapter5.However,
insteadoftheuserlaunchingtheuserspaceprocess,theprocesswillbeabackgrounddaemonthatis
launchedautomaticallybythesystem.

Theuserspacedaemonprocessandthedriverworktogethertoperformcertainoperations.Mostof
thetime,theuserspacedaemonisidle.Itonlyactswhenitreceivesarequestfromthekerneldriver.
Therearethreenotificationsthattheuserspacedaemonwillneedtorespondto:

• Thearrivalofanewkerneldriver

• Theunloadingofakerneldriver

• Arequesttoperformanoperationfromadriver

Sincethedaemonprocesswillbelaunchedatsystemstartup,itmaybelaunchedbeforeits
correspondingkerneldriverhasstarted.Forthisreason,theprocessshouldinstallacallbacktoreceive
notificationswhenitskerneldriverisstartedorisstopped.Inmostcases,thedaemonwillhaveaone-
to-manyrelationshipwithdriverinstances,andasingledaemonwillhandlerequestsfromallinstances
ofitsdriverthatarecurrentlyloaded.

Adaemoncanwatchforinstancesofitskerneldriverarrivingandunloadingbyinstallinga
matchingdictionaryforitsdriver,asdescribedinChapter5.Aprocessperformsthesamestepstodo
thiswhetheritisabackgrounddaemonoranapplicationwithauserinterface.Thedaemonprocessis
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abletocommunicatewithitskerneldriverbysendingrequeststhroughthedriver’sIOUserClientclass,
usingthefunctionsfromtheI/OKitframeworkthatweredescribedinChapter5.

InChapter5,yousawhowauserspaceprocesscanissuerequestsandsenddatatoakerneldriver.
Thisisimportant,sincethisistheapproachthatthedaemonwillusetosendtheresultsofanoperation
backtothekerneldriver.Now,we’llcoverhowaprocessreceivesnotificationsfromthekernel,suchasa
requesttoperformanoperationonbehalfofthedriver—forexample,displayanerrormessagetothe
user.

Communicationfromthekerneldrivertotheuserspacedaemonoccursoveramachport.The
followingstepsareinvolvedinsettingupacommunicationchannelthatakerneldrivercanusetosend
anotificationtoauserspaceprocess:

1. Theuserspacedaemonlocatesaninstanceofitsdriverandopensa
connectiontothedriver’suserclientbycallingIOServiceOpen(),asdescribed
inChapter5.

2. Thedaemoncreatesamachportthatisabletoreceivenotificationsfromthe
kerneldriver.ThisisdoneusingthefunctionCFMachPortCreate().The
functionacceptsanumberofargumentsincludingacallbackfunction,which
isusedtodelivernotifications.

3. Thedaemoncreatesarunloopsourceforthemachportandinstallsthe
sourceintooneofitsthread’srunloops.Later,whenanotificationisreceived
onthemachport,thedaemon’scallbackisrunontherunloopthread.

4. Thedaemonpassesthemachporttothekerneldriver,usingthefunction
IOConnectSetNotificationPort().Inresponse,thedriver’suserclientreceives
acalltoitsmethodregisterNotificationPort().

5. Inthekernel,theuserclientimplementsthevirtualmethod
registerNotificationPort().Theclientreceivesthemachportthatwas
createdbytheuserspacedaemonandsavesthevalueinaninstancevariable.

6. Whenthedriverwishestonotifytheuserspacedaemonofanevent,itcallsthe
functionmach_msg_send_from_kernel()andprovidesanydatathatitwishesto
passtotheuserspacedaemon.

7. Inresponse,thedaemon’scallbackfunctionisinvoked.Thecallbackfunction
receivesanydatathatwaspassedfromthekerneldriver,andithandlesthe
kernel’srequest.Iftheresultoftheoperationneedstobepassedbacktothe
kernel,theuserspacedaemoncandosobycallinganyofthemethodsdefined
bythedriver’suserclient,asdescribedinChapter5.

Intherestofthissection,we’llgothroughanexampleofsendinganotificationfromakerneldriver
toauserspaceprocess.Tobeginwith,youneedtodefineastructurethatwilldescribethedatatobe
sentfromthekerneldrivertotheuserspacedaemon.Thisstructuremustbeginwiththe
mach_msg_header_tstructure,sincethisdescribesthedestinationmachportwithintheuserspace
daemonthatwillreceivethedata.Followingthemach_msg_header_tfield,thestructuremaycontaina
numberoffieldsthatallowarbitrarydatatobesentalongwiththenotificationtotheuserspace
daemon.Thedefinitionofthisstructuremustbeaccessibletoboththeuserspacedaemonandthe
kerneldriver,soitshouldbeplacedinaheaderfilethatcanbeincludedbybothprojects.Thefollowing
isasampledefinitionforastructurethatallowstwointegerparameterstobepassedfromthekernelto
theuserdaemon:
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typedef struct { 
       mach_msg_header_t       messageHeader; 
       uint32_t                customParameter1; 
       uint32_t                customParameter2; 
} MyNotificationMessage; 

Anexampleoftheuserspacecallbackfunctionthatreceivesthenotificationsentfromthekernelis
giveninthefollowinglisting.TheparameternamedmsgcontainstheentireMyNotificationMessage
structure,includingthetwoarbitraryintegersthatwereadded.Theseextrafieldsthatfollowthe
messageheadercanbeusedbothtodescribetheoperationthatthedriverwishestheuserspace
daemontoperformandtopassadditionalparametersthatareneededfortheoperation.

void   MyDriverRequestCallback (CFMachPortRef port, void *msg, CFIndex size, void *info) 
{ 
       MyNotificationMessage* notify = (MyNotificationMessage*)msg; 
 
       printf("Param 1 is %x, param 2 is %x\n", notify->customParameter1,  
               notify->customParameter2); 
} 

ThecodesnippetshowninListing17-3demonstratesthestepsthattheuserspacedaemonmust
taketoinstallamachportwhereitwillreceivenotificationsfromthekerneldriver.Thefirststepisto
allocateamachportandacorrespondingrunloopsource,andtoinstallthemachportintoitsrunloop.
Next,themachportisprovidedtothekerneldriver.Wheneverthedriverwishestosendanotificationto
theuserspaceprocess,thatrequestisdeliveredovertheprovidedmachport.

Listing17-3.UserSpaceCodetoInstallaCallbacktoReceiveNotificationsfromaKernelDriver

CFMachPortContext      portContext; 
CFMachPortRef          notificationPort = NULL; 
CFRunLoopSourceRef     runLoopSource = NULL; 
kern_return_t          kr; 
 
// Set up the CFMachPortContext structure that is needed when creating the mach port. 
portContext.version = 0; 
portContext.info = (void*)context; // Aribtrary pointer provided to the callback 
portContext.retain = NULL; 
portContext.release = NULL; 
portContext.copyDescription = NULL; 
 
// Create a mach port. 
notificationPort = CFMachPortCreate(kCFAllocatorDefault, MyDriverRequestCallback, 
&portContext,  NULL); 
if (notificationPort) 
{ 
     // Create a run loop source for the mach port. 
     runLoopSource = CFMachPortCreateRunLoopSource(kCFAllocatorDefault, notificationPort, 0); 
     // Install the run loop source on the run loop that corresponds to the current thread. 
     CFRunLoopAddSource(CFRunLoopGetCurrent(), runLoopSource, kCFRunLoopDefaultMode); 
} 
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// Pass the notification port to the driver. 
kr = IOConnectSetNotificationPort(driverConnection, 0,  
                                  CFMachPortGetPort(notificationPort), 0); 

TheuserspacefunctionIOConnectSetNotificationPort()resultsinacalltothedriver’suserclient
ofthemethodregisterNotificationPort().ThisisavirtualmethodthatisdefinedintheIOUserClient
baseclass,butwhichneedstobeimplementedbyeachsubclass.Inthefollowingsample
implementation,theregisterNotificationPort()methodtakesacopyofthemachportthat
correspondstotheuserspaceprocess’snotificationportsothatitcanbeusedinthefuturewhenever
thedriverwishestosignaltheuserspaceprocess.

IOReturn       com_osxkernel_driver_IOKitTestUserClient:: 
       registerNotificationPort (mach_port_t port, UInt32 type, io_user_reference_t refCon) 
{ 
     m_notificationPort = port; 
     return kIOReturnSuccess; 
} 

Havingsetuptheprocess’snotificationport,thekerneldriverisnowabletosignaltheuserspace
daemonwhenneeded.ThisistypicallyperformedthroughtheIOUserClientsubclass,sincethe
notificationportisspecifictoaparticularuserclient.Anexampleofacustomuserclientmethodthat
canbecalledtopasstwoarbitraryintegerstotheuserspaceprocessisshowninListing17-4.

Listing17-4.ACustomMethodtoSendaNotificationfromaDrivertoaUserSpaceProcess

IOReturn       com_osxkernel_driver_IOKitTestUserClient:: 
       mySendNotification (uint32_t parameter1, uint32_t parameter2) 
{ 
     MyNotificationMessage  notification; 
     IOReturn               result; 
 
     if (m_notificationPort == MACH_PORT_NULL) 
         return kIOReturnError; 
 
     // Set up the standard mach_msg_header_t fields. 
     notification.messageHeader.msgh_bits = MACH_MSGH_BITS(MACH_MSG_TYPE_COPY_SEND, 0); 
     notification.messageHeader.msgh_size = sizeof(MyNotificationMessage); 
     notification.messageHeader.msgh_remote_port = m_notificationPort; 
     notification.messageHeader.msgh_local_port = MACH_PORT_NULL; 
     notification.messageHeader.msgh_reserved = 0; 
     notification.messageHeader.msgh_id = 0; 
 
     notification.customParameter1 = parameter1; 
     notification.customParameter2 = parameter2; 
 
     // Send the request to user space 
     result = mach_msg_send_from_kernel( 
                  &notification.messageHeader, sizeof(MyNotificationMessage)); 
      
     return result; 
} 
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Summary
Thischaptercovered:

• HowtousefloatingpointandSSEinthekernel.YoulearnedthatOSX,unlike
otheroperatingsystems,doesnotrequireanyspecialactionstosupportthese
activities.

• Strategiesforwritingmulti-functiondrivers.

• ThekernelcontrolKPIisaBSDKPIthatcanbeusedforcommunicatingbetween
akernelextensionanduserspace.Itiscommonlyusedinconjunctionwith
NetworkKernelExtensions(NKE)butrarelyusedinI/OKit.

• WecoveredtheKPIforworkingwithprocessesfromthekernel.TheKPIhas
functionsforsendingsignalsandgettingthenameandprocessidentifier(PID)of
aprocess.

• Howakernelextensioncanloadexternalresourcesfromitsbundleandhowto
handledriverpreferences.

• Howakernelextensioncanmessageandnotifyauserspaceprocess.
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Deployment 

Thusfar,wehaveprovidedbackgroundinformationandlookedatthepracticalimplementationof
severaltypesofdriversandkernelextensions.Thischapterfocusesonhowweprepareourworkfor
end–userdelivery.Appleisknownforprovidinguser–friendlysoftware(andhardware)solutions;both
Appleanditscustomershavecometoexpectthesamelevelofcustomerexperiencefromthird-party
vendors.Frustratingcustomersoruserswithcomplexinstallationproceduresisagoodwaytolose
businesstocompetitorsonanyplatform.Deployingapieceofsoftwarelikeakernelextensionmayseem
easyatfirst,butthereareamultitudeofissuestoconsider,suchashowtoaccommodateawiderangeof
differenthardwareandoperatingsystemversions.Manycustomersmaybereluctanttoupgrade.Thisis
especiallytrueforlargerbusinessorgovernmentinstallations—so,youmayberequiredtosupport
bleedingedge,aswellaslegacyoperatingsystemversions—allofwhichmayhavedifferentfeaturesthat
requirespecialhandling.Besidestheexternalfactors,yoursoftware’sdistributionmaybecomplicated.
RarelywillyoudistributeonlytheKEXTitself;itoftenrequiresadditionalbundledsoftware.For
example,acomputergraphicscardmaybedeliveredwithasystempreferencespane,aframeworkused
toaccessthedevice’sspecialfeatures,applicationsforupgradingfirmware,andperhapsbundled
applicationsthatshowoffthecard’scapabilitieslikegames.Youwillalsoneedtohandlethepossibility
thatacustomerwillupgradeordowngradeyoursoftwaredistribution.

Whileallthismayseemdaunting—anditis—thereishope.Apple,asusual,providestoolsthat
simplifythisprocess.Fordeployment,thetoolofchoiceformoreadvancedsoftwareinstallationis
PackageMaker.PackageMakerallowsinstallationwizardstobecreatedfromaneasy–to–usegraphical
user–interface.PackageMakeralsohasacommandlineutilityfeature,whichcanbeusedtointegrate
packagebuildingintoalargerbuildsystem.

InstallingandLoadingKernelExtensions
KEXTbundleswillnormallybeinstalledinthesystemdirectory/System/Library/Extensions.Youcan
keepKEXTsoutsideofthisdirectory;however,youwillthenneedtotakecareofloadingtheKEXT
yourselfbyusingthemethodoutlinedinthenextsection.TheKEXTwillstillneedtohavethecorrect
permissionsset.AKEXTneedstobeownedbytherootuser,belongtothewheelgroup,andhavethe
permissionsmask0755inordertobeloadablebytheKEXTdaemon(kextd).

ForI/OKit-baseddrivers,theKEXTisusuallyloadedautomaticallybytheKEXTdaemonwhenits
providerisregisteredintheI/ORegistry(assumingtheKEXThasaproperpersonalitydefinedinits
Info.plistfile).AKEXTnotassociatedwithahardwareprovidercanloaditselfautomaticallyatsystem
startupbyusingtheIOResources nubasaprovider.Fornon-I/OKitbasedKEXTs,suchasNKEsor
virtualnetworkdrivers,thiswillnotbepossible,asIOResourcesisnotavailableforKEXTsoutsidethe
I/OKit.

FornonI/OKitKEXTs,aLaunchDaemoncanbecreated.LaunchDaemonsandAgentsareApple’s
replacementsforanumberoftraditionalUNIXservicesincludinginit.d,cron,andinetd.Agentsare
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runasauserlogsintothesystembasedonthatuser’ssecuritypermissions.Daemons,ontheother
hand,aresystem–wideandaregenerallyrunwithrootpermissions.WecanuseaLaunchDaemonto
executeashellscriptwhenthecomputerstarts,whichwillinturnloadourKEXT.Tocreatealaunch
agent,simplydefineaplistfileasshowninListing18-1.

Listing18-1.LaunchDaemonPropertyListFile

<?xml version="1.0" encoding="UTF-8"?> 
<!DOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST 1.0//EN" 
        "http://www.apple.com/DTDs/PropertyList-1.0.dtd"> 
<plist version="1.0"> 
<dict> 
    <key>Label</key> 
    <string>com.osxkernel.launchd.HelloWorld</string> 
    <key>ProgramArguments</key> 
    <array> 
        <string>/Library/Application\ Support/HelloWorld/loadkext.sh</string> 
        <string>load</string> 
    </array> 
    <key>RunAtLoad</key> 
    <true/> 
</dict> 
</plist>  

Thisfileshouldbeinstalledto/System/Library/LaunchDaemonor~/Library/LaunchDaemon,as
com.osxkernel.launchd.HelloWorld.plist.TheLaunchDaemonwillnowtriggertheloadkext.shscript
duringstartup.ThescriptitselfcanbeimplementedasshowninListing18-2.

Listing18-2.UNIXShellScriptforLoadingaKEXT

#!/bin/sh 
COMMAND=$1 
     
THEKEXT=/System/Library/Extensions/HelloWorld.kext 
 
if [ -f "$THEKEXT" ] 
then 
    echo "KEXT does not exist" 
    exit 1 
fi 
if [ "$COMMAND" = "load" ] 
then 
        kextload $THEKEXT 
elif [ "$COMMAND" = "unload" ] 
then 
        kextunload $THEKEXT 
fi 

Insomecases,itmaybedesirabletoloadtheKEXTondemand,ratherthanatsystemboot.For
example,inthecaseofaVPN(VirtualPrivateNetwork)application,itmaycomewithaKEXTtohandlea
customnetworklevelencryptionschemeorinstallavirtualVPNinterface.ThisKEXTisonlyneededfor
aslongastheapplicationremainsactive.Havingitactivewastesmemoryresources,andloadingitat

http://www.apple.com/DTDs/PropertyList-1.0.dtd
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bootmaypotentiallyimpactstartuptime.Furthermore,sincetheKEXTinteractswiththenetworkstack,
itmayactuallygetinthewayandimpactthesystem’snetworkperformance.Inthiscase,theapplication
maywishtoloadandunloadtheKEXTdynamically.Thiscanbeachievedbyusingascriptlikethe
precedingone.Theapplicationwouldneedtorunwithrootprivilegesinordertoloadandunloadthe
KEXT.Itisnotagoodidea,however,tomakeanentireapplicationsetuidroot,asthiscanleadtoa
serioussecurityproblem.Analternativesolutioninvolvesexecutingaminimalhelperprogramusingthe 
AuthorizationExecuteWithPrivileges()APItotemporarilyescalatetheprivilegesoftheexecuted
program.Thiswillprompttheuserforthecomputer’ssystempassword.ItispossibletoallowaKEXTto
beloadedbyanon–rootuserbymodifyingitsplistfiletoincludethefollowing:

    <key>OSBundleAllowUserLoad</key> 
    <true/> 

Whilethiswillallowanon–privilegedprocessorusertoloadtheKEXT,rootprivilegesarestill
requiredtounloadtheKEXTafterward.Assuch,theformertechniqueispreferredandisalsomore
secure,asuserswillhavetoapprovetheactionexplicitly.

KERNEL EXTENSIONS ON THE APP STORE 

AppledoesnotcurrentlypermitapplicationstoinstallKEXTsoneithertheMacAppStoreortheiOSApp
Store(whichdoesn’thaveanymeansofbuildingKEXTswithoutviolatinglicenseagreements).Ifyour
applicationdependsonakernelextension,youwouldneedtodistributeitoutsideoftheAppStore.Mac
AppStoreapplicationsarenotallowedtorequestrootprivilegeseither,whichwouldbeneededtoinstall
andloadaKEXT.Itispossible,however,tosubmitapplicationseventhoughtheymaydependonaspecific
hardwaredevice,butinthiscaseyouwouldneedtotalktoitthroughanapproveduser–spaceAPI(see
Chapter15fordetailsonhowthiscanbedone).

LoadingPreferencesandSettings
Manydriversmayneedsomeuser–configurableper–devicepreferencesorsettings.Forexample,an
audiodevicemayhavesettingstocontroloutputvolumelevel,whichneedtopersistacrosssystem
reboots.Adrivercannottriviallyaccessthefilesystem(whichisconsideredbaddesignanyway),soit
cannotreadthepreferencesfromafile;however,AnI/OKitdriverwillhaveaccesstoinformationstored
initsplistfile.Theplistfileisread-onlyandsharedforalldriverinstancesinstantiatedbyaKEXT.
Sinceadrivermaycreatemanyinstances,allwhichrequiredifferentsettingstheplistfileisunsuitable
forthispurpose.

Althoughyoucouldimplementyourownschemetoputper–devicesettingsinaplistfile,itisnot
considered“good”design.Furthermore,itisdifficultforanapplicationtomodifyaplistfile,asroot
privilegesareusuallyrequired.MacOSXdoesnotofferastandardizedmechanismorAPIforhandling
driverorKEXTpreferencesorsettings.Therefore,ifyouneedthiscapability,youmustimplementa
user–spaceapplicationtohandlethisforyou.Thiscanbedonebyinstallinganotificationtowaitforthe
device’sarrivalandthencallthedriver’suserclientusingIOConnectCall*()functionstorestoresettings
fromafile.Forinformationonhowtoinstalldriverordevicenotifications,pleaserefertoChapter5:
“InteractingwithDriversfromApplications.”

Ifyouareimplementingadriverforanon–removabledevice,youcanhaveyouruserspacesettings
helperrunatbootorstarttimeusingaLaunchDaemonoraStartupItem.Youwillhavetoregisterfora
notificationforyourdrivertoensurethatthehelperdoesn’trunbeforeyourdevicehasappeared.The
processcanexitoncethedevicehasappeared.Ifyouhavearemovable–typedevice,suchasaUSB,
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FireWire,orThunderbolt,youmayinsteadwishtoimplementapersistentdaemon(LaunchDaemon)
thatlistensfordevicearrivalandrestoresettingsonceadeviceispluggedin.Ifthesettingsarespecificto
anapplicationthatusesthedriverordeviceexclusively,youcanmanagethesettingsfromthe
applicationitselfandoptionallyrestorethesettingstoapreviousstateoncetheapplicationexits.The
helperprogramordaemonmaybeabletorunwiththeprivilegesofanormaluseriftheuserclientor
kernelcontrolitinteractswithpermitsit.

Ifyourdriverhandlesmultipleinstancesofthesamedevice,itmaybeachallengetofigureout
whichsettingsbelongtowhichdevice—eithertheorderingmaynotbeconsistentacrossreboots—or
USBdevicesmaybepluggedininadifferentorder,orintodifferentports.Tocombatthis,youcanusea
uniqueserialnumberoranotheridentifierthedevicemayhave.Anetworkinterfaceshouldhavea
uniqueMACaddress;aUSBdeviceusuallyhasaserialnumberorsomethingsimilar.Thunderbolt
devicesareguaranteed(intheory)tohaveagloballyuniqueidentifier(UID).

VersioningKernelExtensions
Ifyourkernelextensionisdirectlyaccessibletoauser–spaceapplication,youmaywishtoprovidea
versioningsystemtopreventanolderuser–spaceapplicationfromaccessinganewerkernelextension
orviceversa.Thisisnotnecessary,forsay,audiodriversorotherdriversthatuseasystem–supplied
IOUserClient;however,inthecasethatitdoesnot,yourKEXTwillessentiallypresentanAPItothe
application,whichneedstoberemaincompatible.IftheKEXThasbeenupdated,anolderapplication
maybreakorevencauseacrash.Thereisnostandardizedwaytodealwiththisissue,andthesolutionis
largelydependentonthenatureoftheKEXTandtheapplicationsthataccessit.Onestrategyisto
includeaversionnumberinasharedheaderfile:

// 
// SharedHeaderFile.h 
// 
#ifndef Shared_Header_H_ 
#define Shared_Header_H_ 
 
const int KernelUserClientAPIVersion = 1001; 
 
#endif 

SinceboththeKEXTandtheuserapplicationcompiletheKernelUserClientAPIVersionversion
numberintotheirbinaryimages,theuserapplicationcandetermineiftheKEXT’sversionnumber
matchesthatofitsown.Everytimetheinterfaceischanged;forexample,ifanIOUserClientmethodis
added,removed,orchanged,theversionnumbermustbeupdatedtoreflectthis.IfyourKEXTpresents
anAPIavailabletothirdpartydevelopers,thebestapproachistoprovideanAPIthattakescareofthis
versioninginternallyratherthanallowingdevelopersaccesstotheIOUserClientdirectly.Thisallowsthe
interfacebetweenthekernelanduserspacetochangewithoutbreakingexistingapplications;iteven
allowsyoutopresentthesameAPItoacompletelydifferentdriverorKEXT.

TestingandQualityAssurance
Testingakernelextensioncanbeachallenge.Moderncomputersystemsanddevicesareusuallyvery
complex,andevenifyourcomponentisfairlyisolatedfromtherestofthesystem,unwantedsideeffects
happenasresultofitbeinganothercoginthemachinery.Propertesting,preferablyconductedbythose
notdirectlyinvolvedintheengineeringprocess,isessential—thosedirectlyinvolvedmayhave
preconceivednotionsofhowtheproductworksandfailtodiscoverissuesanend-userwould.Testing
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kernelextensionsisverydependentonthenatureandtypeoftheextension;so,providinganexhaustive
listofthingstotestforisimpossible.Thefollowingaresomegeneralsuggestions:

• Testthatthedriverhandlesgoingtosleepandwakingup.Youcanstresstestthis
easilybyusingtheSleepXtoolincludedaspartofXcode.Theapplicationallows
youtoexecuteascriptorexternalprogrameverytimethecomputerwakesup.
Youcanalsotunesleepintervalsandthenumberofcyclesyouwishtotest.Itis
extremelyimportantthatyourdriverhandlessleepproperly,especiallyformobile
devicesandlaptops,ashavingthedriverstillactivemeanstheCPUwillneedtobe
active—thiswilldrainthesystem’sbatteryandcouldevencausealaptopto
overheatifitisoperatingwiththelidclosed.

• Testthatthedriverhandlesrepeatedloadingandunloadingwithkextloadand
kextunload.Youcantestforreferenceleaksormemoryallocationleaksusingthe
ioclasscountandioalloccounttools.

• Testapplicationsthatusethedriverbyperformingcommonusertasks.For
example,foranaudiodevice,playbackandcaptureaudiowithasmany
permutationsofsettingsandformatsaspossible.

• Testonallsupportedplatformsandoperatingsystems,suchasMacbookPro,Mac
Mini,iMac,MacProoriPod,iPhone,andiPad.ForMacs,besuretotestboth32-
bitand64-bitversionsandallsupportedOSversions;e.g.,SnowLeopard,Lion,
etc.

• Forhot–pluggabledevices:

• Testthatdriversanddevicescontinuetoworkcorrectlyafterrepeated
pluggingandunplugging.Youmaywishtodoaminimumof100+
repetitionstobeconfidentnoissuewillhappeninthefield.

• Testthatthedriverhandlesthesystemgoingtosleep.Thedrivershould
alsobepreparedtohandlethedevicebeingremovedwhilethesystemwas
sleeping.

• Test32-bitand64-bitversionsofaKEXT.Ifyousupportpre-Lionoperating
systems,youwillwanttoprovideuniversalbinarieswithsupportforboth32-bit
and64-bitsystems.

• Testtheinstallerpackage;makesurethatallfilesareinstalledcorrectly—withthe
correctpermissions,andinthecorrectlocation.

Ifaproblemisdiscoveredeitherduringtestingorreportedbyacustomer,itisagoodideatohave
pre-archivedsymbolinformationand/ordebugversionsforeveryreleasedKEXT,soyoucanquickly
attempttoreproduceaproblemanddebugit.Thismayseemobvioustomostpeople,butitdoes
happenmoreoftenthanyoumightthink:someonepassesonareleaseofasoftwarecomponent,suchas
aKEXT,withoutincrementingitsversionnumber.Everytimeachangeismadeandreleased/givento
someexternalentity(oreventheinternalQAgroup),theversionnumbershouldbeunique,oryouwill
quicklylosetrackandconfuseeveryoneinvolved.
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PackagingKEXTsandSoftware
PackageMakeristhepreferredtoolforpackaginganddistributingsoftwareconsistingofmultiple
components.Unlikesimpleapplicationswhereeveryneededcomponentisself–containedand
embeddedwithintheapplication’sbundle,moreadvancedsoftwaredistributions,suchasthose
containingKEXTs,mayneedtoinstallcomponentstomultiplelocationsonthefilesystem.Forexample,
adriverwillneedtoplaceitselfwithinthe/System/Library/Extensionsdirectory,anditmayfurther
containhelperprogramstoloadpreferencesorupgradefirmware,whichrequireLaunchAgentsor
Daemonstobeinstalled.PackageMakerisabletodothisandmore.ThePackageMakeruserinterfaceis
showninFigure18-1.



Figure18-1.PackageMakeruserinterface

PackageMaker’soutputisabinarycompressedpackagefilewiththeextension“.pkg”thatcanbe
installedusingtheInstaller.appprogramortheinstallerUNIXcommand,byexecutingsomething
likethefollowing:

sudo installer -pkg HelloWorld.pkg -target / 

InstallingusingInstaller.appbringsupaGUI–basedwizardthatguidestheuserthroughthe
installationprocedure.Ifthepackagehasmultipleoptionalsub-components,theuserwillhavethe
opportunitytoselectordeselectthem.Theusercanalsochangethetargetvolume,wherethepackage
willbeinstalled,providedthatthepackageexplicitlyallowsthis,bysettingthe“Volumeselectedby
user”option.

PackageMakerisn’tjustlimitedtoplacingsoftwarecomponentsinthefilesystem.Itcanalsocheck
forsystemrequirementsandpre-requisites,includingwhethertheoperatingsystemversionis



CHAPTER18DEPLOYMENT

435

supported,orcheckifsomeothersoftwarecomponentitdependsonispresent.Itcanalsotrigger
customUNIXscriptsbeforeandafterthesoftwareisinstalledforeachcomponent.Forhardwaredrivers,
PackageMakeralsoallowsyoutoverifythatyourdeviceispresentbeforetheuserisallowedtocontinue.
ThisworksforFireWire,PCI,andUSB.

■TipWhenpackagingKEXTsfordistribution,ensurethatXcodebuildsforthearchitecturesyouintendto
support.ByusingthefilecommandontheKEXT’sbinary,youcancheckwhicharchitecturesitsupports.You
mayalsowishtoensureyouarenotdistributingthedebugversionofyourKEXT.

BuildingaPackagefortheHelloWorldKernelExtension
Now,youcanbuildaquickpackageforinstallingthesampleHelloWorldKEXT.Youwillalsoneedto
installaLaunchDaemonpropertylistsfile(Listing18-1)andashellscript(Listing18-2)thatwillbe
executedbytheLaunchDaemon,whichwillagainloadtheKEXT.Beforedesigningyourownpackage,
youwillneedtodetermineitscomponents.Forexample,ifyouaredistributingdriversforanaudio
device,youmaywishtobundlethedriverwithsomesoftwarethatallowsplaybackorcaptureofaudio,
andperhapsanSDKthatotherdeveloperscanusetowritetheirownapplicationsusingthecard.A
developermayonlywantthedriver,whereasanend–usermayonlywantthebundledapplicationand
nottheSDK,etc.Inthisscenario,youcancreatethreesub-components:thedriver,theapplication,and
theSDK,andallowtheusertoselectwhichcomponentsshouldbeinstalled.FortheHelloWorld
package,youonlyneedtoaddasinglecomponent.

Togetstarted,openPackageMakerandchose“new”fromthemenu.Youwillthenbepromptedby
adialog,asshowninFigure18-2.



Figure18-2.InstallPropertiesdialog

The“Organization”fieldshouldbethereverse–DNSnameofyourorganization.Thevalueisusedto
identifythepackageanduniquelynameit.Theminimumtargetdrop–downallowsyoutoselectthe
oldestOSversionyouwishtotarget.Thepackagewillrefusetoinstallonversionsolderthantheinstall
target.Onceyouhaveenteredyourselection,youcangiveyourpackageatitle.
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AddingContentstothePackage
Youcannowstartaddingfilestoyourpackage.Thiscanbedonebyeitherchoosing“Project➤Add
Contents...”fromthemainmenu,orsimplybydraggingfilesintotheleftpaneofPackageMaker.
Figure18-3showsthecontentpanepopulatedwiththefilesrequiredfortheHelloWorlddistribution.



Figure18-3.TheHelloWorlddistribution

OurHelloWorldpackageconsistsofonlythreefiles(shownontheleftinFigure18-3):TheKEXT
itselfandtwohelperfilestoallowtheKEXTtoloadatboot–time.Whenyoudragoraddsomefilestothe
package,PackageMakerwillautomaticallycreateachoice,which,inthiscase,wehavenamed“Driver.”
Thechoicerepresentsasub-componentthatcanbeindividuallyselectedbytheuser.However,ifthe
“UserSees”fieldinthemainpaneissetto“EasyInstallOnly,”auserwillnotbepromptedtoselect
individualcomponents,eventhoughtheremaybemorethanone.The“InstallationDestination”
selectionallowsyoutosetthelocationwherethepackagewillbeinstalled.Atthispoint,wedonotcheck
anyoftheoptions,asallofourfilesgointoabsolutepaths.Ifthe“Volumeselectedbyuser”isselected,
theinstillationwizardwillaskwhichvolume(harddrive)theuserwishestoinstallto.Itisrecommended
toallowthischoicetogivetheusermoreflexibility—particularlyforlargesoftwarepackages,whicha
usermaywishtostoreonasecond,largerdatadrive.

ConfiguringthePackage
Choosingthe“EditInterface”optionfromtheconfigurationpaneinFigure18-3willbringupaviewof
howthepackagewillbepresentedwhenopenedwithInstaller.app.PackageMakerallowsyouto
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interactivelyedittextandsetabackgroundimage.Youcanalsoaddlocalizationsforenabling
instructionsinotherlanguages.

Themainpanehasthreetabs,asshowninFigure18-3.The“Requirements”taballowsforthe
configurationofrequirementsthatareglobaltothewholepackage.Youcanalsosetrequirementsfor
choicesindividually,whichwouldallowausertoinstallsomecomponentsevenifthesystemdidn’t
meettherequirementsforothers.Requirementscanbespecifiedintherequirementseditor,whichhas
manypre-definedchecksthatcanbeconfigured.Thefollowingisasubsetofavailabletests:

• MegabytesAvailableonTarget

• MinimumCPUFrequency(HZ)

• MemoryAvailable(Bytes)

• SystemOSVersion/TargetOSVersion

• FileExistsonSystem

• FireWire,USB,PCIDeviceExists

• ResultofScript

Thelastoption,“ResultofScript,”isparticularlyusefulwhennoneofthepre-definedtestsare
suitable.Youcanwriteashellscripttoperformyourowntestsandhavetheinstallertakeactionbased
onthereturncodeofthescript.Youcanalsospecifycustomerrormessagesthatwillappearifa
requirementstestfails.The“Actions”taballowsyoutoconfigureactionsthatcanbeperformed
automatically,eitherpre-orpost-installation.Forexample,inthecaseoftheHelloWorldpackage,we
maywishtoensurethatanypreviouslyinstalledHelloWorld.kextisunloadedbeforeweinstallthenew
one.WecandefinethisactionasshowninFigure18-4.



Figure18-4.Theactioneditor
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Insomecases,supposeyouhaveadriverforaUSBdevice:youmaywanttoensurethatall
applicationsusingthedevicearekilledbeforeinstallinganewdriver.Anopenapplicationmayprevent
thedriverfromunloadingproperly.Youmaynoticethatthereisnooptionforrunningaprogramor
script;thiscan,however,bedoneonaper–filebasisbyselectingafileandchoosingthe“Scripts”tab.



Figure18-5.Configurationpaneforindividualpackages

Fornow,wehaveusedthetermPackagetorefertotheentireprojectasawhole,butin
PackageMakerterminology,weareactuallyreferringtoadistributionthatconsistsofseveralsmaller
packages.Thesmallerpackagesaremadeupoftheindividualfilesorobjectsaddedtothedistributions,
suchasKEXTs,applicationbundles,orPDFfiles.Eachobjecthasmeta-dataandversioninformation
associatedwithit.

Figure18-5showsthemainconfigurationpaneforapackageaddedtothedistribution.The
“Install”fieldspecifiesthesourcelocation,whereasthe“Destination”fieldspecifiesthelocationinthe
filesystemwheretheobjectwillbeinstalled.Selectingthe“Allowcustomlocation”optionallowsthe
usertospecifyanalternativelocation.Boththesourceanddestinationlocationcanbearelativeor
absolutepath.Inmostcases,theformerisrecommended.Intheprecedingexample(Figure18-5),we
haveusedarelativelocationforthesourcefileandanabsolutepathinthefilesystemforthe
destination,asthefilemustgointothatdirectoryandcannotberelocatedbasedontheuser’s
preferences.ThesamewillapplytotheKEXT,whichwerequiretobelocatedin
/System/Library/Extensions.ArelativepathisrelativetothelocationofthePackageMakerproject.

The“Patch”fieldallowsyoutospecifyanolderversionoftheobjectyouareinstalling,sothatthe
installercanpatchanexistingfile,ratherthaninstallacompletelynewfile.

Intheconfigurationpane,youcanalsospecifyaversionnumberandidentifierindividuallyforeach
package.The“RestartAction”allowsyoutopromptuserstorestarttheircomputersaftertheinstallation
iscomplete.YoumaywanttodothisifyouhaveLaunchAgentsorDaemonsthatmustbestarted,oryou
havereplacedadriverthatisdifficultreload(e.g.,astorageorgraphicsdriver)whilethesystemis
running.Youcanalsorequiretheusertologoutorshutdownthesystem.The“Requireadmin
authentication”checkboxwillprompttheuserfortheadministratorpasswordbeforeallowingthe
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packagetobeinstalled.Ifyouinstallfilesoutsideoftheuser’shomedirectory,usually,youmustspecify
this,astheinstallerdoesnothaveadminrightsbydefault.MostKEXTs,particularlydrivers,mustbe
installedunder/System,whichisnotnormallywritablebyaregularuser.

Finally,the“PackageLocation”fieldallowsonetospecifyanalternatelocationwherethepackage
objectfilewillbeinstalledfrom;forexample,youcanspecifyanHTTPURL.

The“Contents”tabofapackageisshowninFigure18-6.



Figure18-6.Contentstabofthepackageconfigurationpane

The“Contents”taballowsyoutoexamineindividualfilesofapackage.Usually,packagesconsistof
eitherabundleoranindividualfile.Abundlecancontainotherbundlesorarbitraryfileswithinit.Ifyou
needtoexcludesomefiles,youcanspecifyregularexpressionpatternstodoso.Forinstance,themeta-
datadirectoriesfromasourcecodeversioningsystem,suchasSubversion,canbeexcludedwiththe
pattern“/\.svn$”.Youcanalsoconfigurethefilepermissionstheindividualfilesshouldhaveoncethey
areinstalledinthefilesystem.The“ApplyRecommendations”buttonwillguessthecorrectpermissions
basedonthefiletypesandtheintendeddestinations.

■CautionKernelExtensionsarepickyabouttheirpermissionsandmustbeownedbytherootuserandthe
wheelgroup.Additionally,theownermusthaveread,writeandexecuterights,whereasthegroupshouldhave
onlyreadandexecuterights.ThiscorrespondstotheUNIXpermissionsmask0755.Metadatafiles(suchasthe
Info.plistfile)donotneedtohavetheexecutablebitset.
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The“Scripts”taballowsforthedefiningofpre-andpost-installationscriptsforapackage.These
canbeusedtoperformcustominstallationstepsthatcannotbedefinedbythe“Actions”editor.You
maywishtouseapre-installscripttoshutdowndaemonsorapplicationsbeforetheyarereplacedwith
newversions.Youcanalsocleanupfilesthatarenolongerneededbythenewerversions.Thescriptsare
typicallywritteninBashoranotherscriptinglanguage.Ifyouremoveolderfilesfromyourscripts,be
carefulaboutusingthe“rm”command,asyourpackagemayrunwithadministrativeprivileges,andan
incorrectlyspecifiedfilenamemayleadtothewrongfilesordirectoriesbeingdeleted.Asanexample,
considerthefollowing:rm –rf /System/Library/$MYKEXT.Ifthe$MYKEXTvariableendsupbeingempty,
thecommandwillinsteaddeletethe/System/Librarydirectory.Averyunhappycustomerwillfollow.

BuildingthePackage
Onceyouhavefinishedaddingandconfiguringallthepartsyouwantincludedinthedistribution,you
canbuilditbypressingthe“Build”or“BuildandRun”onthetoolbar.Thelatterwillopenthepackagein
Installer.apponcethebuildingfinishes.Duringthebuildphase,thepackagewillbevalidatedand
checked;ifthereareerrorsorwarnings,youcancorrectthemandrebuildthepackage.Theendresult
willlooksomethinglikeFigure18-7.



Figure18-7.PackageaspresentedwhenlaunchedwithInstaller.app

Theresultingpackagewillbewrittentothefilename<Title>.pkg.Thepackageiscompressedand
notabundle,sothecontentscannotreadilybeinspectedinFinder.WhenyousaveaPackageMaker
project,itwillbesavedasabundlenamed<Title>.pmdoc.TheprojectbundlecontainsXMLfilesthat
definetheproject.Youcaneditthesewithatexteditororautomaticallyreplaceorupdatecontentswith
ascriptduringyourproduct’sbuildprocess.Ifyouwishtobuildthepackagefromthecommandline,
youcandothefollowing:
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$ /Developer/Applications/Utilities/PackageMaker.app/Contents/MacOS/PackageMaker --doc 
HelloWorld.pmdoc --version 2.0 --title 'HelloWorld' 

Theprecedingcommandbuilds<Title>.pkgwithaversionnumberof2.0.

UninstallingPackages
Unfortunately,nomechanismexistsforautomaticallyuninstallingpackagescreatedwith
PackageMaker.Touninstallapackagemanually,youwouldneedtoidentifythefilesinstalledbythe
packageanddeletethem.YouwouldalsohavetostopandremoveanyLaunchAgentsorDaemons
installedbythepackage.Abetteroptionwouldbetoprovideyouruserswithascriptorprogramthat
performstheuninstallforthem.PackageMakerareabletohandleupgrades,however.

Summary
Inthischapter,wehavelookedatthefollowing:

• HowthesystemloadsI/OKitkernelextensionsautomaticallyandhowto
manuallyloadothertypesofKEXTs(suchasNetworkKernelExtensions)thatare
notloadedautomatically.ThelatterisusuallyachievedusingaLaunchDaemon.

• VersioningtheinterfacebetweenaKEXTanduserspaceisimportantinorderto
avoidbreakingolder/newerapplicationsthatrunagainstit.Onestrategytodeal
withthisistoincludeaversionnumberinasharedheaderfile.

• Qualityassuranceandtestingisanimportantpartofthedevelopmentcycleandis
thelastpointofdefensebeforesoftwareisdistributedtoacustomer.Itis
importanttoproperlytestallaspectsandusagepatternsofthesoftwareonall
supportedplatforms.

• ThePackageMakersoftwareisthepreferredwayofdistributingmorecomplex
softwarepackagesonMacOSX;i.e.,thingsthatincludemultiplecomponents,
suchasKEXTs,helperdaemons,andend–userapplications.

• PackageMakerisatooldistributedwithXcode.PackageMakercanbeusedviaa
graphicaluserinterfaceorthecommandline.Packagescreatedwith
PackageMakerareinstalledusingtheInstaller.appapplication.

• PackageMakerdoesnotprovideamechanismforuninstallingpackages.
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kern_ctl_regstructure,414–15
KEXT,414
registration,415–17
send()andrecv()systemcallfunctions,
414

setsockopt()systemcallfunction,414
vs. ioctl()systemcall,414

KEXTresources,425
loadingresources,423–25
multi-functiondrivers,412–13
process,421–23
SSEandfloatingpoint,411–12

app_descriptorstructure,286
AppleAHCIstoragedriverstack,321
AppleUSBserialdriver,226
AppleACPIPCI,177
AppleRTL8139Ethernet,305
AppleUSBCDCdriver,226
AppleUSBCDCEthernet,305
arg0parameter,364,377
atAddressargument,116
attachMediaObjectToDeviceTree(),350
Audiodrivers,249

additionalaudioenginefunctionality,275–
76

audioengineimplementation
headerfile,MyAudioEngineclass,263–
64

IOAudioEnginesubclass,262
buffering,249
CoreAudio,249,251–53
digitalaudioandaudiodevices

analogaudiowave,250
PCMsamples,250–51
samplebuffer,251
samplerate,250
soundwaves,analog,249
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Audiodrivers(cont.)
hardwareinitialization

activateAudioEngine()method,259,260
addTimerEvent()function,257
createAudioEngine()method,259
eventargument,257
headerfile,MyAudioDeviceclass,257–
59

I/OKitlifecyclemethods,259
initHardware()method,259
IOAudioDevicesubclass,257
IOAudioEngine,256
IOWorkLoopandIOCommandGate,256
targetargument,257

I/Oengineinitialization
audiostreamscreationand
initialization,267–68

handlingformatchanges,268–69
handlinginterruptsandtimestamps,
273–75

initHardware()method,264–66
IOAudioStream,267
IODMACommandclass,267
IOMalloc(),267
IOTimerEventSource,266
samplebuffer,266,267
samplerate,266
samplesclippingandconversion,269–
71

setDescription()method,266
setInputSampleLatencyfunction(),266
setOutputSampleLatency()function,266
startingandstoppingaudioengine,
272–73

I/Okitaudiosupport,253–54
IOAudioControl,256
IOAudioDevice,255
IOAudioEngine,256
IOAudioFamily,255
IOAudioStream,256
MyAudioDevicearchitecture,256
MyAudioDevicesourcecode,254
MyAudioEngineclass,256
programmingdrivers,249
registeringaudiocontrols

addDefaultAudioControl(),262
attributes,260
callbackfunction,261
channelID,261
createMuteControl()factorymethod,
262

createVolumeControl()method,260
dBvalue,261
IOAudioLevelControl,260
IOAudioStream,262

SystemPreferences,255
SystemPrefernces,255

AudioHAL,269
AudioToolbox,252
AudioUnits,252
audioStreamparameter,271

 B 

bAlternateSetting,374
BaseAddress0-5,176
BaseAddressRegister(BAR),176
bConfigurationValue,369,374
bDescriptorType,374
bDeviceClass,365
bDeviceProtocol,365
bDeviceSubClass,365
BerkeleyPacketFilter(BPF),276,301
bInterfaceClass,374
bInterfaceNumber,374
bInterfaceProtocol,374
bInterfaceSubClass,374
bInterval,374
Bitdepth,250
BSDdata-linklayer(BDIL),304
BSDsockets,105
bzerofunctions,107

 C 

capabilitiesargument,218
capabilityFlags,209
capabilityFlagsbitmask,218
CFMachPortCreate()function,426
changePowerStateTo()method,215,216,217
changePowerStateTo(powerStateOrdinal)
method,215

changePowerStateToPriv()method,215,216,
217

changePowerStateToPriv(powerStateOrdinal)
method,215

ClassCode,176
ClearPipeStall,375
ClearPipeStallBothEnds,375
clientMemoryForTypemethod,118
clipOutputSamples()method,270
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Cocoaframework,6
CocoaTouchAPI,20
com.apple.iokit.IOAudioFamily,413
com.apple.iokit.IOStorageFamilykernelmodule,
335

com.apple.kpi.private,422
com_osxkernel_MyEthernetHwAbstractionclass,
311

commandSleep()method,141
Conditionvariables

definition,133
functions,134–35
interruptTypevalues,135–36
IOLockSleep(),133,134
m_readEventparameter,134
read()method,133
samplecode,133
SIGHUPorSIGKILLsignals,135
userspaceapplication,133

Configurationspaceregisters
capabilityregisters,185–86
deviceIDandvendorID,183
extendedconfigurationspace,185
IOPCIDevice.hfile,184
offsetparameter,183
offsetsconstants,184
PCIcontrollerfirmware,184
PowerPC-basedsystems,185
setConfigBits()method,184
setMemoryEnable()method,185

Connectanddisconnectcallbacks,417–18
connect()system,289
constantscallbackfunction,101
constantsIOAsyncCallback0function,101
constantsIOConnectCallAsyncScalarMethod()
function,101

contentHintparameter,349,351
Controlgetfunction,418
ControlRequest,377
ControlRequestAsync,377
ControlRequestAsyncTO,377
ControlRequestTO,377
convertInputSamples()method,271
cookieargument,300
Copy-on-write(COW)optimization,112
CoreAudio,249,251–53
CoreAudioKit,252
CoreMIDI/MIDIServer,253
CreateDeviceAsyncEventSourcemethod,364
CreateInterfaceIterator,369
createMappingInTask()method,115,116

createMedium()method,312–13
createNewAudioStream()method,267

 D 

Darwindistribution,17
Darwinsourcecoderepository,226
Data-linkinterfacelayer(DLIL),303
Debugging

bootparameter,386,387
boot-argsargument,387
crashes,387
deadlocks,382
FireWire,remotetracing,390,392
GNUdebugger

backtracecommand,404
cmpinstruction,407
disassemblecommand,406
FireWirecoredumpmechanism,403
FireWireKDPmechanism,397,398
fVariable1andfVariable2,408
hostmachine,395,396
kernelmacros,400,401
kernelpaniclogs,408,410,411
MacOSX,394
MyDebugDriverHeaderFile,403,404
pointer,407,408
remotedebuggingsetup,400
remotetarget,396,397
runningkernel,399
symbolinformation,401,403
symlink,405
UNIXandLinuxsystems,395
verboseflag,395
x86-64callingconventions,411,412
Xcode,394

Hungprocesses,412,413
illegalinstruction/operand,382
invalidmemoryaccess,382
IOLog()tracing,388,389
KDB,394
kernelpanics,383
kernelproblems,384
lockcontention,382
memoryandresourceleaks,382,413,414
nvramcommand,385,387
primaryinterruptcontext,383
raceconditions,382
remotekernelcoredumps,392,393,394
stacktraces,389
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Debugging(cont,)
virtualmachine,399
volunteeredpanics,383

deRegisterInterestedDriver(IOService*driver)
method,218

detach()method,191
DeviceAddressResolutionTable(DART),100
DeviceID,175
DeviceRequest,367
DeviceRequestmethod,367
DeviceRequestAsync,367
DeviceRequestTO,367
didChangenotification,219
didTerminate()method,191
Directmemoryaccess(DMA),251
DirectMemoryAccess(DMA)

64-bitplatforms,201
buffer,200,201
datastructure,202
definition,199
inboundDMA,199
IODMACommandclass

32-bitaddressing,206
alignmentparameter,208
codeoutput,209
esoterichardwaredevice,206
generation,208–9
inTaskWithPhysicalMask()factory
method,207

IOBufferMemoryDescriptor,207
IOMemoryCursorclass,206
IOMMU,206
mappingOptionsparameter,207
maxSegmentSizeparameter,207
maxTransferSize,208

memorycaching,200
memorypreparation,203–4
NULLpointer,202
outboundDMA,199
outboundDMAtransfer,199–200
page-outoperation,201
physical–busaddresstranslation,202–3
scatter/gatherlist,201,204–6
setBusMasterEnable(),199
userspacememory,201
zero-copy,199

DKIOCEJECT,326
DKIOCGETFORMATCAPACITIES,325
DKIOCISWRITABLE,325
DKIOCREQUESTIDLE,326
DKIOCSYNCHRONIZECACHE,327

DKIOCUNMAP,326
do_blockfield,286
doDiscardmethod,326
doFormatMedia,337
domainstructure,276
Driverclass,Info.plistfile

“IOKitTest.cpp”tutorial,59–60
“IOKitTest.h”tutorial,58
com.osxkernel,58
IOKitPersonalitiesdictionary,60
IOKitTestdictionary,60
IOKitTest.cpp,58
IOMatchCategorykey,61
IOResourceMatch,61
IOResourcesnub,61
IOResourcesproviderclass,61
IOServiceclass,58
kernel.logfile,62
methodscallingorder,62–63
objectinitialization,63
OSBundleLibrariesdictionary,60–61
OSDeclareDefaultStructorsmacro,58
project’spropertylist,61
supermacro,60

Drivers,69
chainofcontrolrequests,13
deviceremoval

callbackfunction,77
callbackfunctioninstallation,78–79
DeviceAdded()function,77
driverobject,77
IONotificationPortCreate()function,77
IOServiceAddInterestNotification()
function,77

driverproperties
connection-basedapproach,79
CoreFoundation,82
CoreFoundationdictionary,80
customstringvalue,83
CustomMessage,81
debugginginformation,81
IOUSBDeviceclass,80
key/valuepairs,79
manufacturerstring,81
setProperties()Method,82
StopMessage,81,83
table,79

i/ocontrol,14
I/OKitframework,70–71
IOregistry,71
kernel/userspaceboundary,69
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lower-levelUSBdriver,13
matchingdictionary

callbackfunction,73
CFRunLoopRun()function,75
codestructure,71
CommandLineTool,71
CoreFoundation,71
DeviceAdded,75
DriverIterator,71
eventloop,74
IOIteratorNext()function,75
IOMasterPort()function,73
IONotificationPortCreate()function,75
IOServiceAddMatchingNotification()
function,75

IOServiceGetMatchingServices()
function,75

IOServiceMatching()function,76
kerneldriver’spropertylist,71
kIOMasterPortDefaultmacro,73
NSApplicationMain()function,75
runloop,74
USBdevices,71
USBdevicesarrival,74–75,76
USBhardwaredevices,72–73

notifications
asynchronousoperations,99
asyncReferencebuffer,102
blockingoperations,99
DelayForMs()method,99
DelayForTime()function,99
InstallTimer()function,99,100–101,
102–3

IOConnectCallAsyncXXX()function,100
IOConnectCallXXX()functions,100
IOExternalMethodArgumentsstructure,
101–2

IONotificationPortCreate()function,99
kIOAsyncCalloutFuncIndexand
kIOAsyncCalloutRefconIndex
constants,101

portallocation,99–100
sendAsyncResult64(),103
timerCallbackandcontextarguments,
101

operatingsystemkernel,12
printer,14
serialportdriver,69,70
state-basedinteraction

asynchronousoperations,83
backgroundoperation,83,84

connection-basedapproach,83
driverConnectionparameter,84
IOServiceClose()function,85
IOServiceOpen()function,84,85
userclient.SeeUserclientmethods

userspaceapplication,69,70

 E 

EmbeddedC++,39–40
emmintrin.h header file,412
Enhancedhostcontrollerinterface(ECHI),145
EPERM,291
ExpressCard,175
Extensiblehostcontrollerinterface(xHCI),145

 F 

fAudioInputInteruptPending,199
fAudioOutputInterruptPending,199
fCurrentLoopCount,273
Filedescriptors,105
Filterschemedriver.See Media filter drivers
filterInterruptEventSource()method,195
Firmware,12
firstSampleFrame,271
flush(),317
flushInputQueue(),319
frActCountvalue,383
frame_ptrargument,300
frameStartparameter,380,381
FreeList,104
free()method,142–43,191
frStatusvalue,383
frTimeStampfield,384

 G 

g_string_bufvariable,419
GCCcompiler,41
GetAlternateSetting,374
getBufferMemoryDescriptor()method,119
GetBusFrameNumber,366,372
GetBusFrameNumbermethod,380,381
GetBusFrameNumber()method,366
GetBusFrameNumberWithTime,366,372
GetBusMicroFrameNumber,366,372
GetConfiguration,369
GetConfigurationDescriptionPtr,369
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GetConfigurationValue,374
getCurrentSampleFrame()method,274
GetDevice,372
GetDeviceAddress,366
GetDeviceAsyncEventSourcemethod,364
GetDeviceClass,365
getDeviceMemoryWithIndex()method,188,189
GetDeviceProduct,365,372
GetDeviceProtocol,365
GetDeviceReleaseNumber,365,372
GetDeviceSpeed,366,373
GetDeviceSubClass,365
GetDeviceVendor,365,372
getDirection()method,327
GetEndpointProperties,374,375
GetFrameListTime,373
getHardwareAddress()function,314
getHardwareAddress()method,314
GetInterfaceClass,374
GetInterfaceNumber,374
GetInterfaceProtocol,374
GetInterfaceSubClass,374
GetLocationID,366,372
GetNumberOfConfigurations,366
GetNumEndpoints,374,375
getPhysicalAddress()function,203
getPhysicalAddress()method,120
getPhysicalSegment()method,120
GetPipeProperties,375
GetPipeStatus,375
getVirtualAddress()method,188,189

 H 

Hardwareabstractionlayer(HAL),252
HELLO_CONTROL_GET_STRING,419
hello_ctl_connect()function,418
HelloWorlddistribution,437
Hot–pluggabledevices,434

 I, J 

I/OKitframework,51
“nub”,52
boilerplatecode,52
C++language,51
driver’sprovider,52
Info.plistfile

activematching,55

com_mycompany_driver_MyExternalDi
skDriverclass,57

com_mycompany_driver_MyExternalDi
skDriverUSBclass,57

driverclass.SeeDriverclass,Info.plist
file

driverpersonalities,57
IOPCIDevice,55
IOProviderClass,54
IORegistryExplorer,63–65
IOUSBDevice,55–56
kernelextension,54
matchcategory,55
matchingdictionary,54,55,57
MyUSBDevice,56
propertylist,54
USBdeviceconnection,54
userclient,56

IOAudioDeviceclass,52
IOSerialStreamSyncclass,52
IOServiceclass,53
IOUSBDeviceclass,52
Kernelframework,51
libkern.Seelibkern
objectrelationship,53–54
object-orientedprogrammingabstraction,

51
roleofdriver,52
userspaceapplication,51

I/Omemorymanagementunit(IOMMU),100,
202–3

I/Omemoryregions
controlandstatusregisters,186
enumeration

framebuffer,188
graphicscard,188
kernel.log,188
setMemoryEnable(),187–88

framebuffer,186
I/Oports,186
I/Ospaceaccess,189
IDEcontrollers,186
mappingandaccessing,188
size,186
standardizedinterfaces,186

ifconfigtool,312
iff_inputfilterfunction,300
iff_protocolfield,300
ifnetstructure,276
ifnet_hdrlen(ifnet_t)function,300
ifnet_targument,300
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iInterfacefield,374
InactiveList,104
Info.plistfile,413
inputPacket(),319
inputPowerRequirement,209
inputStructSizeargument,90
InstallationDestination,437
inTaskargument,111
inTaskWithOptions()method,111
inTaskWithPhysicalMask(),112
inTaskWithPhysicalMask()method,111
intCountparameter,199
Intel64Architecture,103
Interfacefilters

AF_INET,298
callbackarguments,300
iff_filterstructure,298
ifnet_find_by_name()KPIfunction,300
ifnet_output_raw()function,301
ioctl()messages,297
MyInterfaceFilter,298–300
outputfilterfunction,300–301
physicalinterface,297

InternetProtocol(IP)filters
EJUSTRETURN,296
encryptedIPpacket,295
Ethernet,297
ipf_addv4()function,295
ipf_inputandipf_outputcallbacks,295
ipf_outputfilterfunction,296
IPv4andIPv6,292
MyIPFilterimplementation,292–95
NAT,297
pingcommandlineutility,296
structure,292
TCPandUDPchecksums,296
UDPandTCPchecksums,296

Interrupteventsourcefiltering,195–96
Interrupthandlercode,273–74
InterruptServiceRoutine(ISR),192
interruptFilter()function,197
interruptOccurred()method,195
intoTaskargument,116
ioalloccounttool,433
IOAudioControl,254
IOAudioControlUserClient,254
IOAudioDevice,253
IOAudioDevicesuperclass,53
IOAudioEngine,253,254
IOAudioEngineUserClient,254
IOAudioFamily,249,253,412

IOAudioLevelControl,254
IOAudioPort,254
IOAudioSelectorControl,254
IOAudioStream,254
IOAudioStreamFormatstructure,268
IOAudioToggleControl,254
IOBasicOutptuQueueclass,304
IOBlockStorageDeviceclass,320,321,339
IOBlockStorageDriverclass,339
IOBufferMemoryDescriptor,109,203,205,267,
318

IOCFPlugInInterfaceclass,362
ioclasscounttool,192,433
IOConnectCall*()functions,432
IOConnectSetNotificationPort()function,427
IODeviceMemory,188
IODeviceTree,64
IODMACommandclass,120,203
IOEthernetControllerclass,303,304
IOEthernetInterface,310,312
IOEthernetInterfaceclass,303,311
IOEventSourcebaseclass,139
IOExternalMethodArgumentsstructure,92–93,
97,101–2

IOExternalMethodDispatchstructure,94
IOFilterInterruptEventSource,194,196,198,312
IOFilterInterruptEventSourceinstance,197
IOFireWireIP,305
IOGatedOutputQueueclass,304
IOGraphicsFamily,413
IOInterruptEventSource,194,196,198,310,312
IOInterruptEventSourceclass,139
IOInterruptEventSource::interruptEventSource(),
196

IOIteratorNext()function,72
IOKernelDebuggerclass,303
IOKitPersonalitiesdictionary,60
IOLock,127,131
IOLockSleep()function,141
IOLockSleepDeadline()function,141
IOLockWakeup()function,141
IOLog(),198
IOMalloc()family,112
IOMalloc()function,108
IOMallocAligned(),112
IOMallocAligned()function,108,109
IOMallocContiguous()function,109
IOMallocPageable()function,109
IOMatchCategory,342
IOMBufBigMemoryCursorsubclass,304
IOMbufDBMAMemoryCursorsubclass,304
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IOMbufLittleMemoryCursorsubclass,304
IOMbufMemoryCursor,318
IOMbufMemoryCursorclass,304
IOMbufMemoryCursorsubclass,319
IOMbufNaturalMemoryCursorsubclass,304
IOMediaclass,339
IOMediaBSDClientclass,339,340
IOMemoryDescriptor,115,188,203,359
IOMemoryDescriptorclass,113,203
IOMemoryDescriptorobject,327
IOMemoryDescriptor::getPhysicalSegment(),204,
208

IOMemoryDescriptor::map()method,115
IOMemoryDescriptor::prepare(),100
IOMemoryMapclass,113
IOMemoryMapmemberfunction,117
IOMemoryMap::getVirtualAddress()method,116
IOMemoryMap::unmap()function,117
IONetworkControllerclass,304
IONetworkController::selectMedium()method,
313

IONetworkDataclass,304
IONetworkInterfaceclass,304,311,319
IONetworkMediumclass,312
IONetworkUserClientclass,304
IOObjectCopyClass()function,72
IOObjectRelease()function,72
IOOutputQueueclass,304
IOPacketQueue,321
IOPacketQueueclass,304
IOPCI2PCIBridgeclass,177
IOPCIDevicemethod,188
IOPCIDeviceproviderclass,53,54
IOPhysicalAddress,100
IOPMAckImpliedvalue,218
IOPower,64
IOPropertyMatch,342
IOPropertyMatchitem,351
IOProviderClasskey,71
IORecursiveLock,141
IORegistryEntryclass,82
IORegistryEntryCreateCFProperties()function,
79

IORegistryEntryCreateCFProperty()function,80
IORegistryExplorer,203,206
IORWLock,127,136
IOSerialDriverSyncclass,69
IOSerialStreamSyncclass,53
IOServiceclass,207,320
IOServicelifecyclemethods,272
IOService::registerInterrupt(),194

IOServiceGetMatchingServices()function,72,
73

IOServiceMatching()function,71
IOServiceOpen()function,426
IOSimpleLock.See Spin locks:
IOStoragestack,342
IOStorageCompletion,359
IOTimerEventSource,312
IOTimerEventSourceclass,139,141–42
IOTimerEventSources,310
IOUSB,65
IOUSBConfigurationDescriptorPtrstructure,369
IOUSBControllersubclass,414
IOUSBDevice,72
IOUSBDeviceclass,320
IOUSBDeviceproviderclass,53,54
IOUSBDeviceInterfaceclass

bmRequestTypefield,367
CFStringRef,368
controlrequests,367
deviceconfiguration,369–70
devicerequestfunction,368–69
IOUSBDeviceclass,361,364
IOUSBDeviceInterface300class,365–66
kIOReturnExclusiveAccesserrorcode,365
kIOReturnSuccesserrorcode,365
kUSBIn,367
kUSBRqGetDescriptorrequest,367
loopsource,364
QueryInterfacemethod,362
readdynamicproperties,366
resetUSBdevice,366–67
USBDeviceClose(),365
USBDeviceOpen(),365
USBGetManufacturerStringIndex,367
wValuefield,367

IOUSBFindInterfaceRequeststructure,369
IOUSBHubDevice,72
IOUSBInterfaceclass,320
IOUSBInterfaceInterfaceclass,372–73

endpointdatatransfermethods
Async,376
bulkendpoint,377
callbackfunction,376
controlrequest,377
endpointsdetermination,374–75
interruptendpoint,377–78
isochronousdatatransfers.See
Isochronousdatatransfers

pipeindex,375,376
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pipereference,375–76
ReadPipeAsyncTO,378–79

endpointtypes,371
gettingandsettingproperties,373–74
io_service_t,361–62
io_service_tobject,371
IOUSBInterfaceclass,361,371
IOUSBInterfaceInterface300class,372
kIOUSBInterfaceClassName,371
matchingdictionary,371
QueryInterfacemethod,362
USBInterfaceClose(),372
USBInterfaceOpen(),371

IOUSBIsocFramearray,380,381
IOUSBIsocFramestructure,384
IOUSBLowLatencyIsocFramearray,384
IOUSBLowLatencyIsocFramestructure,384
IOUserClientclass,53,85,118
IOUserClientmethod,432,433
IOVirtualAddress,101,116
IOWorkLoop,195
ipf_detachfunction,292
ipf_remove()function,292
iPhoneOS,16
Isochronousdatatransfers

bandwidth,USBbus,380
GetBandwidthAvailable,381
IOUSBIsocFramestructure,380
low-latencyisochronoustransfers,383–84
readoperationfunction,381–83
ReadIsochPipeAsync,380
SetPipePolicy,381
WriteIsochPipeAsync,381

isWhole,349

 K 

kAudioBufferSampleFrames,266
kAudioSampleRate,266
Kerneladdressspacemanagement,29
KernelControlKPI,281
Kerneldevelopment

C++language,39–40
Consoleuntility,50–51
kernelextension.SeeKernelextension
Xcode,40–41

Kernelextension
“HelloWorld”application

“SystemPlug-in”category,41
<libkern/libkern.h>headerfile,42,43

com.apple.kpi.libkern,44
HelloWorld.c,42–43,44
HelloWorld-Info.plistfile,43
I/OKitdriver,42
Info.plistfile,46
Kernel.framework,44
KEXTbundle,46
MacOSXkernel,44
printf()function,43
projectsettings,44,46
propertylist,43–44,43–44
reverseDNSconvention,42
reverseDNSprefix,44

loadingandunloading
compiledbinary,47
HelloWorld.kext,47
HelloWorld_stop()function,50
KEXTbundle,48
kextloadcommand,48
kextstatcommand,48–50
kextunloadcommand,48
kextutilcommand,48
pathlocation,47
security,47

Kernelextension:,43
Kernelextensions(KEXT),429

loadingandinstallation
AuthorizationExecuteWithPrivileges(),
431

I/ORegistry,429
Info.plistfiles,429
IOResources,429
iOSAppStore,431
kextd,429
LaunchDaemon,430
MacAppStore,431
plistfile,431
preferencesandsettings,431–32
rootuser,429
UNIXshellscript,430–31
VPNapplication,431

packaging:.SeePackageMaker,KEXT
softwaredistribution,429
testingandqualityassurance,433–34
versioningsystem,432–33

Kernellibrary.See libkern
Kernelprivate,422
KernelUserClientAPIVersion,433
kextddaemon,413
kextload,433
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kextunload,433
kfree()function,106,108
kIOAudioStreamAlignmentHighByte,268
kIOAudioStreamAlignmentLowByte,268
kIODirectionIn,203
kIODirectionInvalue,327
kIODirectionInOut,203
kIODirectionOut,203
kIODirectionOutvalue,327
kIOMapAnywhere,116,119
kIOMapCopybackCache,116
kIOMapDefaultCache,116
kIOMapInhibitCache,116
kIOMapReadOnly,116
kIOMapReference,116
kIOMapUnique,116
kIOMapWriteThruCache,116
kIOMemoryKernelUserShared,112
kIOMemoryMapperNone,120
kIOMemoryPageable,111
kIOMemoryPhysicallyContiguous,111,318
kIOMemoryPhysicallyContiguousflag,205
kIOMemoryPurgeable,112
kIONetworkLinkActiveflag,313
kIONetworkLinkValidflag,313
kIOPCIConfigDeviceID,184
kIOPCIConfigVendorID,184
kIOPCIExpressCapability,186
kIOPMDeviceUsable,209
kIOPMInitialDeviceState,209
kIOPMLowPower,209
kIOPMPowerOn,209
kIOPMPowerStateVersion1,208
kIOPMPreventIdleSleep,209
kIOPMSubclassPolicyparameter,217
kIOPMSuperclassPolicy1parameter,217
kIOPropertyExternalKey,189
kIOPropertyPhysicalInterconnectLocationKey,
189

kIOReturnSuccess,144,314,367,375
kIOReturnSuccessvalue,364
kIOReturnUnsupported,313,314,325
kIOServicesIsTerminatedmessage,191
kIOUSBPipeStalled,375
kIOUSBUnknownPipeErr,375
kmem_alloc()function,107
kmem_alloc*()family,105
kmem_alloc_pageable()function,105
kUSBFullSpeedMicrosecondsInFrame,373
kUSBHighSpeedMicrosecondsInFrame,373

 L 

LaunchDaemon,430,432
Legacymode,103
lenargument,419
libkern,51

OSObjectclass
adoptionprocedure,65–67
commandioclasscount,68
containerclasses,68–70
free()method,67
functionality,65
init()method,67
ioclasscountcommand,68
kernelextension,68
NSObjectclass,65
OSDeclareDefaultStructorsmacros,67
retain()method,67
start()method,68
statichelpermethod,67

libkernkernellibrary,105
libkernlibrary,109
libpcaplibrary,301
LLVMcompiler,41
Longmode,103
LowLatencyCreateBuffer,384
LowLatencyCreateBuffermethod,384
LowLatencyDestroyBuffer,384
LowLatencyReadIsochPipeAsync,384
LowLatencyWriteIsochPipeAsync,384

 M 

m_devicePowerState,220
m_outstandingIOvariable,220
MacOS9,5
MacOSX,224,225,226
MacOSXandiOS

64-bitoperatingsystem,20
architecture,16,17
Darwindistribution,17
desktop,17,18
iLifesuite,16
Intelx86-platform,20
NeXTSTEPOS,16
objective-C,18,19
POSIX,17
powerPCplatform,17,20
programmingAPI,18,19
releasedate,15,20
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Unix03Certification,17
XNUkernel.SeeXNUkernel

MacOSXandiOSaudioarchitecture,252
mach_msg_send_from_kernel()function,427
mach_vm_address_t,101
makeUsable()method,215,216
malloc()function,105
map()method,188
mapDeviceMemoryWithRegister()method,188,
189

Matchingandloadingdrivers
32-bithexadecimalstring,179
Info.plist,179
Info.plistfile,180
IONameMatch,180
IOPCIClassMatch,179
IOPCISecondaryMatch,179
IOProvider*servicemethod,178
IOProviderClass,179
keys,178
matchingdictionary,178–79
nameproperty,180
Thunderboltdevices,180–81

maxNumSegments,318
maxSegmentSize,318
mbuf_pkthdr_rcvif()function,290
mbuf_tbuffer,300
MediaAccessControl(MAC)address,313–14
Mediafilterdrivers

block-leveldiskencryption,352
ContentHintproperty,353
encryption

Encrypted_HFS_GUID,353
HFSfilesystem,353
instantiateMediaObject()method,356
IOPropertyMatch,353
matchingdictionary,propertylist,353–
54

probe()method,354
read()method,357–59
SampleEncryptionFilterclass,356
start()methodimplementation,354–56
uuidgencommandlinetool,353
write()method,360–61
write()methods,356
XORencryptionscheme,353

GUIDpartitiontable
.dmgfile,363
“gptadd”command,362
“hdiutilattach”command,362
Apple_HFS,363

ContentHintproperty,361,363
diskimage,361,362
disk2,363
disk2s1,363
EncryptedImage.dmgfile,362
gptcommand,362
hdiutilcommandlineutility,362
HFSfilesystem,361,363,364
IOBlockStorageDevicesuperclass,362
IOGUIDPartitionSchemedriver,363
IOMediaBSDClientobject,362
MyVolumeName,363
setLocation()method,363

IOFilterSchemeclass,352
RAIDdriver,352,353

Mediaindependentinterface(MII)bus,310
memcpy()function,113
Memorymanagement,99

IOMemoryDescriptor
complete()method,111
IOBufferMemoryDescriptor,111–12
IODeviceMemory,112
IOMultiMemoryDescriptor,112
prepare()method,110–11
release()method,111
virtualandphysicalmemory,110
withAddressRange()method,110
withPhysicalAddress()method,111

kernelmemoryallocation
BSD,107
C++newoperator,109
I/OKit,107–9
kallocfamily,105–7
low-levelallocationmechanisms,104–5
Machzoneallocator,105
malloc()/free()interface,104
VMpagecacheandfilesystemcache,
104

vm_pagestructure,104
xnukernel,104

mappingmemory
COWoptimization,112
definition,112
IOBufferMemoryDescriptor,119
IOMalloc()andIOMallocAligned()
functions,119

IOMemoryDescriptor::createMappingIn
Task(),119,120

IOMemoryMapclass,116–18
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Memorymanagement,mappingmemory(cont.)
IOMemoryMap::getVirtualAddress(),120
kerneltouserspacetask,118–19
kIOMemoryKernelUserShared,119
physicaladdressmapping,120
userspacetaskintokernelspace,101–2

types
32-bitvs.64-bitmemoryaddressing,
103–4

bigvs.littleendian,102
busphysicaladdresses,100
CPUphysicalsddress,100
userandkernelvirtualaddresses,101–2

memorymanagementunit(MMU),202
MemoryManagementUnit(MMU),100,101
MemorymappedI/O(MMIO),190
MemoryMappedI/O(MMIO),186
Messagesignaledinterrupts(MSI),196–97
MessageSignaledInterrupts(MSI),195
message()method,191
Message-signaledinterrupts(MSI).See
Mutexes

advantages,131
deadlock,131
functions,131–32
IOLock,127,131
ListEnqueue()function,131
POSIXmutexlockfunctions,131
recursivemutex,131

MyEthernetDriver,301
BSDlayer,306
configureInterface()method,311–12
DHCPserver,323
en5,323
enable()method,314–15
headerfile,307–9
ifconfigcommandlinetool,323
interaction,305
interrupthandler,318–19
IOEthernetController,306
IOEthernetInterface,306
IONetworkController,305,306
IORegisterExplorer,321
IORegisteryExplorer,322
IOResources,321
IOResourcesnub,305
IOUSBFamilysourcedistribution,305
kextload,321
MACaddress,314
Mac’sThunderboltport,306

MyEthernetHwAbstractionclass,307
MyEthernetHwAbstraction.cpp,321
networkstack,306
outputPacket()function,316
packetsanddatatransfer,324
physicalnetworkswitch,306
pingutility,324
start()method,310–11
SystemPreferences,networkpane,322,323
testsetup,306
virtualEthernetbridge/switch,307

MyFirstPCIDriverclass
declaration,181–82
implementation,182
Info.plist,182
IOProviderClasskey,182
IORegistryExplorer,183
kextloadutility,183
modifications,181
probe()method,182
registerService()function,182
start()method,182

myReadDataFromDevice()method,224
myReadDataFromDevice()operation,219

 N 

netcat,302
NetworkAddressTranslation(NAT),297
NetworkKernelExtension(NKE),414
Networkkernelextensions(NKE)

architecture,276
interfacefilter.SeeInterfacefilter
interfaceKPI,281
IPfilter.SeeInternetProtocolfilter
kernelcontrolinterface,281
protocolplumber,281
socketfilter.SeeSocketfilter

Networkmemorybuffers(mbufs)
cluster,278
datastructure,277–78
KPI,279
linkedlist,278
mbuf_allocpacket()function,280
mbuf_allocpacket_listfunction,280
mbuf_copyback()function,279
mbuf_copydata()function,279
MBUF_DONTWAIT,280
mbuf_tag_allocate()function,280
MBUF_WAITOK,280
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MH_extfield,279
thembuf_next()macro,280

Networking,275
BSDlayer,275
BSDnetworkstack,276
datastructures,276
debuggingandtesting,301
I/OKit

AirPortdrivers,304
disable()method,315–16
driverinitializationandstartup
attachInterface()method,311
configureInterface()method,311–12
createMedium()function,311
registerService()method,312
start()method,309–11

enable()method,314–15
enableHardware()method,315
Ethernetcontrollerdriver.See

MyEthernetDriver
fRxPacketQueue,315
IO80211Controller,304
IO802Family.kext,304
IONetworkControllerclass,303
IONetworkingFamilyclasshierachy,
302,303

IONetworkInterfaceclass,303
IOUserClient,304
MACaddressconfiguration,313–14
mediumandstatusselection,312–13
packetstransmission,316–18
receivingpackets,318–21

kernelnetworkarchitecture,275
KPI,276
mbufs.SeeNetworkmemorybuffers
NKE.SeeNetworkkernelextensions
socketAPI,276

numSampleFrames,271

 O 

Objective-C,18
Openhostcontrollerinterface(OHCI),145
OpenAL,253
Operatingsystemfundamentals,1

bootsequence,4
driver,2
hardwareanddrivers,12–14
hardwareconfiguration,2
kernelextension,1,2

kernelspacecode,3
networkinterfaces,1,2
processaddressspaces,5–6
processmanagement,4–5
scheduling,11–12
services,6–7
soundcard,3
userspacecode,3
virtualmemory

buffer,11
pagefault,10
pageframes,8–9
pagetable,9
paging,8,10,11
physicaladdresstranslation,9,10
RAM,7–8

opt argument,418
optionsargument,116
OSArray,69,70
OSBooleanclass,69
OSBundleLibraries,44,180,413
OSBundleLibrariesdictionary,43,60–61
OSDeclareDefaultDestructors()macro,66
OSDefineMetaClassAndStructors()macro,66
OSDictionary,69,313
OSDictionaryobject,63
OSKextRequestResourcefunction,424–25
OSNumberclass,69
OSOBject,192
OSOrderedSet,69
OSSet,69
OSStringclass,69
OSSwapLittleToHostInt64(),349
OSSymbolclass,69
outputPacket()method,316–17
outputPowerCharacter,209
outputStructSizeargument,90
outputStructSizearguments,91

 P, Q 

PackageMaker,429
PackageMaker,KEXT

.userinterface,434
“Volumeselectedbyuser”option,435
binarycompressedpackagefile,435
contentsaddition,436–37
filecommand,435
FireWire,PCI,andUSB,435
GUI–basedwizard,435

v
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PackageMaker,KEXT(cont.)
HelloWorldKernelExtension,436
Installer.appprogram,435
LaunchAgents/Daemons,434
packagebuilding,441–42
packageconfiguration

“Actions”editor,441
“Actions”tab,438
“Allowcustomlocation”option,439
“ApplyRecommendations”button,440
“Contents”tab,440
“Destination”field,439
“EditInterface”option,437
“Install”field,439
“PackageLocation”field,440
“Patch”field,439
“Requireadminauthentication”,440
“Requirements”tab,438
“RestartAction”,439
“rm”command,441
“Scripts”tab,439,441
actioneditor,438
bundle/individualfile,440
HelloWorld.kext,438
Installer.app,437
LaunchAgents/Daemons,440
metadatafiles,441
meta-dataandversioninformation,439
rootuser,441
testsubset,438
wheelgroup,441

softwaredistributions,434
uninstallation,442
UNIXscripts,435
userinterface,435
Xcode,435

PCIExpress(PCIe),174
performAudioEngineStart()method,272,273
performAudioEngineStop()method,272–73
performRead()andperformWrite()methods,
329

Peripheralcomponentinterconnect(PCI),173
configurationspaceregisters,175–76
DMA.SeeDirectMemoryAccess
ExpressCard,175
I/OKit

Configurationspaceregisters.See
Configurationspaceregisters

displaycontroller,181
handlingdeviceremoval,189–92
IOAGPDevice,177

IOMatchCategory,181
IOPCIBridge,177
IOPCIDeviceobject,177
IOPCIFamilyclasshierarchy,176,177
matchingandloadingdrivers,178–80
memoryregions.SeeI/Omemory
regions

MyFirstPCIDriverclass.See
MyFirstPCIDriverclass

interrupts
directinterrupt,193
handlingprimaryinterrupts,197–98
handlingsecondaryinterrupts,198–
99

I/OKitmechanisms,193–94
indirectinterrupts,193
ISR,192–93
MSI,192,196–97
OSXandiOS,193
primaryinterruptcontext,192
registration,195–96
secondaryinterruptcontext,192

PCIExpress,174
PCI-XandPCI-X2.0standards,173
Thunderbolt,174

PhysicalAddressExtensions(PAE),100
Powermanagement,205

dozestate,PCIcard,205
I/OKit,206–7
I/Oregistrypowerplane,205–6
powerstatechanges

acknowledgeSetPowerState(),214
driverregistration,211–12
driverremoval,212
fordriver,211
gPowerStatesarray,211
handlingdeviceidle,216–17
headerfile,220–21
implementationfile,221–24
IOPMPowerStatestructure,208
IOPMPowerStatestructures,210
IOServiceclass,210
joinPMtree()method,212
kIOPMAckImpliedcode,214
myReadDataFromDevice()method,224
notifications,208
observation,218–19
offandonstates,208,219
PMinit()method,212
powerStateOrdinalparameter,214
registerPowerDriver()method,212,214
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requestresponse,212–14
requesting,214–16
setPowerState()method,212,214
structurefields,208–10

sleepmode,205
powerChangeDone()method,219
powerDomainBudget,210
PowerPCarchitecture,102
powerStateDidChangeTo()notification,218
powerStateWillChangeTo()notification,218
powerToAttain,210
pre-Lionoperatingsystems,434
prepare()method,203
Primaryinterruptfiltermethod,197
proc_selfname()function,422
proc_selfpid()function,422
protosw,276
publishMediumDictionary()method,313
PulseCodeModulation(PCM),250

 R 

RAM,7–8
RAMDiskStorageDevicenubclassheaderfile,
331–32

ReadIsochPipeAsyncmethod,384
ReadPipe,377
ReadPipeAsync,378
ReadPipeAsyncTO,378
ReadPipeTO,378
receivePacketFromHardware(),321
registerInterestedDriver(IOService*driver)
method,218

registerNotificationPort()method,427
ResetDevice,366
ResetPipe,375
Rosetta,20,102
runAction(),140

 S 

Sampledepth,250
Sampleframe,250
Samplerate,250
sampleBufparameter,271
scheduleSecondaryInterruptvariable,198
sDelayForTime(),98
Secondaryinterrupthandlerfunction,199
Serialportdrivers

AppleUSBserialdriver,226

AppleUSBCDCdriver,226
AppleUSBCDCDMMclass,227
attach()method,228
C++newoperator,228
CommunicationsDeviceClass,226
createSerialStream()method,227,229
Darwinsourcecoderepository,226
datatransmission,223
executeEvent()andrequestEvent()method,

239,241,242
I/OKit,226
init()method,228
IOModemSerialStreamSyncclass,229
IOSerialDriverSyncClass,226

AppleUSBCDCDMMdriver,232,233
dequeueData()method,232
IOSerialDriverSyncinterface,230,231,
232

refConvalue,231
watchState()method,232

IOSerialFamilykernelmodule,229
IOSerialStreamSyncclass,227
IOSerialStreamSyncObject,228
IOUSBDeviceobject,226
kernelserialdriverstack,226
kIOTTYBaseNameKeyand

kIOTTYSuffixKeyproperties,230
MacOSX,224,225,226
PD_E_FRAMING_ERROR,242
PD_E_HW_OVERRUN_ERRORand

PD_E_SW_OVERRUN_ERROR,242
PD_E_INTEGRITY_ERROR,242
PD_RS232_E_RX_LINE_BREAK,242
registerService()method,229
serialdatatransfer

CheckQueues()function,246
dequeueData()method,243,245,246
driverinternaltransmitbuffer,246,247
enqueueData()method,243,244
IOSerialBSDClient,243
requestEvent()method,243
StartHardwareTransmit()function,244
transmitbuffer,243

serialportsettings,239
tcsetattr()andtcgetattr()functions,239
userspaceapplication,223

/devdirectory,248
characterdevice,249,250
I/ORegistry,248
IOSerialBSDClientobjects,248
kIOCalloutDeviceKey,249
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Serialportdrivers,userspaceapplication(cont.)
kIODialinDeviceKey,249
kIOTTYDeviceKey,248
matchingdictionary,248

Setoptionfunction,419
SetAlternateInterface,374
SetConfiguration,369
setHardwareAddress()method,314
setIdleTimerPeriod(period)method,216
setIOEnable()method,189
setLinkStatus()method,313
setNumSampleFramesPerBuffer()method,266
setPowerState()method,216,217,218,220
setProperties()method,82
setProperty,189
setSelectedMedium(),313
settleDownTime,210
settleUpTime,210
sf_connect_infilterfunction,289–90
sf_connect_infunction,289
sf_connect_outfilterfunction,289
sf_data_outfunction,290–91
sf_handlestructure,283
sflt_register()function,284,285
sflt_register()functionadd_entry()function,285
sft_name,284
sGetElapsedTimerTime(),98
SleepXtool,433
sock_data_filt_flag_oobflag,291
sock_data_filt_flag_recordflag,291
sockaddrstructure,289,291
Socketfilters

AppWall
ALF.kext,284
IPversion4,284
operationanddatastructures,286
registration,284–85
unabridgedsource,284

attachmentanddetachment
attachcallback,287
cookieparameter,287
detachcallback,288–89
ENOPOLICY,288
IPaddressretrieval,287
proc_selfname(),288
sf_attachfunction,286
sf_attach()function,288
sf_detachfunction,286
sflt_unregister(),288

auxiliaryprotocols,282
bind()andlisten(),282

connectionshandling,289–90
datainputandoutput,290–92
definition,284
filterIP-basedtraffic,281
sf_attachandsf_detach,283
sf_flagsfield,283
sflt_filterstructure,282–83
SFLT_GLOBAL,283
SFLT_PROG,283

socketstructure,276
Spinlocks

Booleanflag,128
CPUcyclesspinning,128
deadlock,128
interrupthandler,129
IOSimpleLockfunctions,129–30
multiprocessorsystem,128
unsigned32-bitinteger,128

startFrameparameter,381
stateNumberargument,218
staticPower,209
stop()method,191
Storagesystems,319

driverstack,320
externalUSBflashdrivevs.internalhard

disk,319
I/OKit,319
IOBlockStorageDeviceinterface

DiskUtility,324
doAsyncReadWrite,327
doDiscardmethod,325
doEjectMedia,326
doFormatMedia,325
doGetFormatCapacities,325
doLockUnlockMedia,326
doSynchronizeCache,327
doUnmapmethod,326
getAdditionalDeviceInfoString,324
getProductString,324
getRevisionString,324
getVendorString,324
getWriteCacheState,327
logicalblocks,321
reportBlockSize,325
reportLockability,324
reportMaxValidBlock,325
reportMediaState,324
reportPollRequirements,324
reportRemovabilityand
reportEjectability,324

reportWriteProtection,325
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requestIdle,326
setWriteCacheState,327
subclassimplementationmethods,
322–23

SystemInformation,324
layeredstack,319
mediafilterdrivers.SeeMediafilterdrivers
multipledrivers,319
partitionschemes

attachMediaObjectToDeviceTree()
method,345

hypotheticalpartitionscheme,347
instantiateMediaObject()method
implementation,348–50

IOBufferMemoryDescriptor,347
IOGUIDPartitionTableScheme,341
IOMemoryDescriptor,347
IOPartitionSchemeclass,340,341
IOServicemethod,344
kIODirectionIn,347
MacOSX,340
matchingdictionary,propertylist,341–
42

mediacontenthintproperty,351
OSSet,347
partitionentryverification,348
probe()method,342–44
read()method,347
scan()method,345–46
start()method,342–44
stop()andfree()methods,350–51
strcmp()function,347

RAMdiskdevice
blockandcharacterdeviceinterface,
340

blockandcharacterdeviceinterfaces,
340

buffercache,340
com_osxkernel_driver_RAMDiskStorage
Deviceclass,330

com_osxkernel_driver_RAMDiskStorage
Deviceclassimplementation,332–35

createBlockStorageDevice()method,
330

DiskUtilityapplication,336–38
diskutillistcommand,340
driverstack,337
GUIDpartitiontable,338,339
I/OKit,327
IOBlockStorageDeviceclass,339
IOBlockStorageDevicenub,330–31

IOBlockStorageDriverclass,339
IOMediaclass,339
IOMediaBSDClientclass,339
IOMediaBSDClientobject,339
IORegisterExplorerutility,336
IOResourcesclass,327
IOServiceclass,327
IOStorageFamily,339
IOStorageFamilyframework,335
kernelextension,335,336
MacOSXimplementation,327
matchingdictionary,335
memoryallocation,327
OSBundleLibraries,335
propertylist,335,336
RAMDiskclass,329
RAMDiskStorageDevice,330
registerService()method,331
standardMacOSXdialog,336
transportdriverheaderfile,328
transportdriverimplementation,328–
29

transportlayerdrivers,320–21
VFSlayer,319

streamFormatparameter,271
StreamingSIMDExtensions(SSE),411–12
Structtask,105
Subsytemvendor/deviceID,176
Synchronizationandthreading,119

arbitration,119
asynchronousevents.SeeWorkloops
atomicoperations

ARMinstructionset,123
bitwiseANDandOR,125–26
definition,123
functions,123–24
LOCKprefix,123
objectreferencecounting
implementation,124–25

OSBitAndAtomic()function,125
OSBitOrAtomic()function,125
OSCompareAndSwap()function,125,
126

OSDecrementAtomic(),125
racecondition,123
release()method,125
retain()andrelease()implementation,
124

retainCountvalue,125
interruptserviceroutine,119
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Synchronizationandthreading(cont.)
kernelthreads

<IOKit/IOLib.h>headerfile,143
<kern/thread.h>headerfile,143
continuationargument,144
delayoperation,143
interrupthandler,143
kernel_thread_start()function,144
new_threadargument,144
parameterfunction,144
pthread_create()function,144
sleepoperation,143
thread_terminate()function,144
time-consumingoperation,143
userspaceprocess,143
waitResultfunction,144

locks
conditionvariables.SeeCondition
variables

I/OKit,127
mutexes.SeeMutexes
raceconditions,127
read/writemutexes,136–37
sharedresource,127
spin.SeeSpinlocks

multipleCPUcores,119
primitives

EAXregister,122
movinstruction,121
OSObjectclass,120
OSObjectimplementation,120
racecondition,122
release()function,120
retain()function,120–21
retainCount,122

 T 

takeTimeStamp(),273
takeTimeStamp()function,272
takeTimeStamp()method,273
tcpdump,301–2
tcplognke,292
terminate()method,191
Thread,11–12
Thunderbolt,174
timeToAttain,210
timeToLower,210
transactionargument,140
transmitPacketToHardware()method,317–18

 U 

unbudgetedPower,210
Unifiedbuffercache(UBC),37,38
uniqueidentifier(UID),432
unitinfoparameter,418
UniversalBufferCache(UBC),104
Universalhostcontrollerinterface(UHCI),145
Universalserialbus(USB)

bulkendpoints,149
configurationdescriptor,150
controlendpoints,149
controlrequests,171
deviceanddriverhandling,153,154
deviceclasses,151
devicedescriptor,150
deviceremovals,164,165
devicerequests,168,170,171
driverloading,154,156
driverstartup,163,164
endpointdescriptor,150
endpointenumeration,166,167,168
hostcontroller,142,144,145
I/Obulkandinterrupt

asynchronousrequests,175,176
completionparameter,172
completionTimeout,172
endpoints,173
errorsandpipestalls,174
IOMemoryDescriptor,172
IOUSBPipeclass,171
isochronousI/O,174,175
Read()andWrite()method,171,172
reqCount,172

I/Okit,152
implementersforum,141
interfacedescriptor,150
interfaceenumeration,165,166
interruptendpoints,149
interrupttransfer,143
iSightcamera,143
isochronousendpoints,149
keycharacteristics,143
MacBook,142
massstoragedevicedriver

attach()method,162
bInterfaceClass,161
IOMatchCategorykey,161
IOUSBInterface,163
IOUSBMassStorageClass,161
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kernel.log,162
kextlibstools,162
matchingdictionary,161
MyFirstUSBDriver.cpp,158,159,160
MyFirstUSBDriver.h,158
OSBundleLibrariesdictionary,162
start()method,161
thumb/flashdrive,158
virtualdriver,157

master-slavesystem,141
messagepipe,149
On-The-Go(OTG),145
prober,156,157
protocol,146

communicationprotocol,146
cyclicredundancycheckfield,148
datapacket,146
datapackets,148
endofpacket(EOP)field,148
endpointfield,148
framepacket,146
handshakepacket,146
isochronoustransfermodes,149
little-endianformat(LSB),146
packetidentifiervalues,147,148
packettypelayout,147
tokenpacket,146
transaction,148

streampipe,149
topology,142
transferspeeds,144
version3.0,141

unmap()method,189
updateFrequencyparameter,384
USBDeviceAbortPipeZero,367
USBDeviceReEnumerate,366
USBGetManufacturerStringIndex,365
USBGetProductStringIndex,365
USBGetSerialNumberStringIndex,365
USBInterfaceGetStringIndex,374
Userclientmethods

callbackfunction,94
clientClose()method,86,88
clientDied()method,86
DelayForTime(),97
DelayForTime()function,92
dispatchtable,95–97
driverobjectanduserclientobjects,84
externalMethod(),93,95,98
externalMethod()implementation,92,97
getElapsedTimerTime(),98

GetElapsedTimerTime()and
DelayForTime()methods,98

GetElapsedTimerTime()implementation,
91

GetElapsedTimerTimer(),97
headerfile,85–86
implementation,86–87
initWithTask()method,87
inputStructargument,90
IOConnectCallMethod()function,91
IOConnectCallScalarMethod()function,89,

91
IOConnectCallStructMethod()function,90,

91
IOExternalMethodArgumentsstructure,

92–93,97
IOExternalMethodDispatch,95
IOExternalMethodDispatchstructure,93
IOMemoryDescriptorclass,93
IOService,84
IOServiceclass,85
IOServiceClose()function,86
IOUserClientclass,84
libraryfunctions,88
MyUserClientclass,85
newUserClient()method,85
outputCountargument,90
outputStructbuffer,90
outputValuesarray,90
pseudocode,94–95
scalarOutputarray,98
start()method,88
StartTimer()andStopTimer()functions,

91
structureInputbuffer,98
structureInputDescriptorand

structureOutputDescriptor,93
TestDriverInterface.h,89
TimerRequestCodeenumeration,90,97
userspaceinterface,88

User-spaceUSBdrivers,357
asynchronousoperations,363–64
extensionsdirectory,357
IOUSBDeviceclass,358
IOUSBDeviceInterfaceclass.See

IOUSBDeviceInterfaceclass
IOUSBInterfaceclass,358
IOUSBInterfaceInterfaceclass.See

IOUSBInterfaceInterfaceclass
IOUSBLib,358
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User-spaceUSBdrivers(cont.)
IOUSBLibframework

AddRef()method,363
IOCFPlugInInterfaceclass,363
IOCreatePlugInInterfaceForService,
362

IOCreatePlugInInterfaceForService()
function,362

IODestroyPlugInInterface(),362
IOUSBLib.hheaderfile,362
IUnknownclass,363
matchingdictionary,359–62
notificationcallback,358
pluginvariable,363
QueryInterface,362
QueryInterface()method,362,363
Release()method,363

layers,358
PCIandThunderboltdevices,357
primaryinterruptlevel,357

 V 

VendorID,175
VirtualFileSystemlayer(VFSlayer),319
Virtualmemoryaddresses,120
Virtualmemorystructure,105
VirtualPrivateNetwork(VPN),431
vm_page_alloc()function,105
vm_page_grabfunction,104

 W 

whatDeviceargument,218
willChangenotification,219
willTerminate()method,191
WindowsRegistry,63
withSpecification()factorymethod,318
wMaxPacketSize,374
Workloops

advantages,138
callbackfunction,139
getWorkLoop()method,138,139
hardwareinterrupts/timers,137
interrupthandler,139
IOCommandGate,139–41

IOEventSourcefunction,139
IOWorkLoopobject,137,138–39
OSObjectclass,139
release,142–43
timers,141–42

WriteIsochPipeAsyncmethod,384
WritePipe,377
WritePipeAsync,378
WritePipeAsyncTO,378
WritePipeTO,378

 X, Y 

Xcode,433
Xcode4userinterface,40,41
XNUkernel

architecture,22
BSDlayer,22

filesystems,36
FreeBSD5operatingsystem,34
networking,36
servicesoverview,34
systemcalls,35
UBC,37,38
virtualfilesystem,37

I/Okit,38,40
I/OKit,22
KEXT,22
Machlayer,21

exceptions,26,27
hardwareabstraction,23
interprocesscommunication,25,26
memoryallocation,34
memorymanagement,28
pagers,33,34
physicalmap,30
scheduling,24,25
taskaddressspace,28,31,32,33
tasksandthreads,23
timemanagement,27,28
virtualmemorymap,29,30
virtualmemoryobjects,30,31

 Z 

zinit()function,105
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