CHAPTER 1

Why Radio Profiling?

Information is everywhere, if you know where to look. When performing  Ne{0)\\ii o\ § ¥

penetration tests, uncovering the correct information during the reconnaissance
phase can often mean the difference between a successful test and failure. ~Guard Radios,
While many of us are familiar with the often used data gathering methods ~Wireless Headsets,
employed by penetration testers, radio traffic can provide a great deal of Cordless Phones,

. . . . Wireless Cameras,
valuable information. This rarely used reconnaissance method, when used Building Control
effectively, can provide a wealth of data. The information gathered by the meth-  Systems
ods described in this book is useful for both physical and logical penetration

Case Study .................. 5
tests.

In addition, as with any other methods used by penetration testers, understanding
the methods that can be used by penetration testers and attackers is useful when
securing networks and facilities. To protect against attackers, it is necessary to think
like an attacker.

Not everything in this book will work in every situation, which is of course
not unique of this method of reconnaissance. However, as the included case

NOTE

This book assumes that you are familiar with the basic concepts of penetration testing. Physical
penetration testing is the process of testing the physical security of an organization or facility,
while logical penetration testing is the process of testing the network and computer security
of an organization or facility. Often, physical and logical penetration tests are combined; for
example, once a facility is penetrated, we will then use the physical access to plug into the
network or physically access computing equipment.

Wireless Reconnaissance in Penetration Testing http://dx.doi.org/10.1016/B978-1-59-749731-2.00001-6
Copyright © 2013 Elsevier, Inc. All rights reserved.


http://dx.doi.org/10.1016/B978-1-59-749731-2.00001-6

- CHAPTER 1: Why Radio Profiling?

studies will show, when the methods in this book are used the results can be
immensely valuable.

The equipment necessary to perform what is described in this book doesn't
have to be expensive. While there are radios costing thousands of dollars, a
basic receiver purchased second hand can provide much of the functional-
ity that you will need. Once the basics are mastered, a determination can be
made as to whether to invest in more expensive and more complex equipment.
Where possible, multiple methods using varied equipment will be described,
with a focus on practicality.

Penetration testers and attackers tend to spend a lot of time looking at 802.11
and other wireless networks, and occasionally will look for Bluetooth to see
if there is any valuable traffic on devices such as keyboards. This is only the
beginning when it comes to what is available on the radio spectrum. Figure 1.1
shows the radio spectrum (3 kHz-300 GHz) as it is divided up in the US and
highlights the portions of spectrum used by 802.11 and Bluetooth. As you can
see, these services use just a fraction of the entire radio spectrum. Figure 1.2
shows the radio spectrum, as well as the radios and wireless devices that most
penetration testers miss.

FIGURE 1.1 The Portion of the Radio Spectrum Most Penetration Testers Look At
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FIGURE 1.2 What Most Penetration Testers Miss

GUARD RADIOS, WIRELESS HEADSETS, CORDLESS
PHONES, WIRELESS CAMERAS,
BUILDING CONTROL SYSTEMS

The targets on the radio spectrum consist of those that have been around for
decades, such as the two-way radios used by guards, and those that are just
beginning to proliferate such as wireless video cameras. Some of the target
radio traffic may have an obvious use for a security professional, such as Blue-
tooth keyboards. The ability to capture keystrokes can be invaluable for clear
reasons. Other traffic, however, may have less obvious advantages. Later chap-
ters will cover the details of on- and off-site reconnaissance, and how to use
the appropriate equipment. It is, however, important to first gain a basic under-
standing of the types of information available to an enterprising attacker. If the
target organization has a guard force, the guard’s radio transmissions provide a
wealth of intelligence. From the guard’s names, to the time of shift changes, to
internal jargon, there is much to glean. When launching a social engineering
assessment, or attack, knowing the guard’s names adds credibility to the pen-
etration tester or attacker. Listening in to guard traffic may also let the attacker
know when the guards will not be at their posts, either because of scheduled
rounds or unscheduled bathroom or smoke breaks. To take things further, in
combination with a police scanner, an attacker can learn the response times to
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incidents. Knowing the time between the discovery of an incident and alerting
of authorities, and then authorities’ response time can let an attacker know
how long they can be inside the facility without being caught.

Traffic from wireless cameras can provide much of the same information
as traffic from guard force radios. Knowing where the guards are within the
facility or grounds, and which areas are unoccupied can mean the difference
between success and failure during a physical penetration assessment. Addi-
tionally being able to see the inside layout of a building before you step inside
of it can also be invaluable when performing a physical penetration test. While
far less likely to occur in the real world than in Hollywood, it may also be pos-
sible, depending on camera resolution and angles, to be able to view cipher
lock codes from the camera transmission.

In addition to profiling and reconnaissance, this book also offers valuable
insight into counterintelligence. Understanding what information leaks
unintentionally from your organization will help to ensure that confidential
information remains confidential. The authors have been involved in situa-
tions where confidentiality was essential, and have discovered information in
unlikely places. One example was while sweeping a conference room for bugs
wireless microphones were discovered. The conference room was to be used
for a presentation about a potential corporate merger. Despite a large security
budget and bug sweeping teams, had wireless microphones been used during
this high level meeting, anyone within the vicinity would have been able to
listen in on the entire presentation.

Before trying anything in this book, make sure that you understand the legal
and ethical ramifications of your actions. There are certain things that are always
illegal, such as interfering with radio transmissions, and there are many other
things that are illegal in most circumstances. Be sure to seek legal council prior
to getting in too deep. Of course, as security practitioners, it is often frustrating

TIP

It is extremely important that when performing any type of penetration assessment the scope
and ground rules are agreed upon in writing prior to starting. Be sure to stick to the scope. While
you may find additional items of interest while profiling, only assess those that are within scope.
Consider getting a “get out of jail free” card or letter from the organization that you are assess-
ing. If security or law enforcement catches you, the letter can be presented to explain that you
are a security professional on a contracted engagement, and not a common criminal. Include
the names, titles, and contact information of at least three people at the organization who know
that you are performing an assessment. Also, be sure to let those individuals know to keep their
phones nearby and to answer them no matter what the time.




that we are bound by the law while attackers, by their very nature, are not.
This means that it isn’t possible to attempt everything an attacker would while
staying within the law. Thus, it is essential to understand the illegal tools and
techniques that attackers have at their disposal to understand how to defend
against them.

CASE STUDY

Perhaps the best way to understand the true value of radio reconnaissance
is with a case study. While this case study includes a fictionalized version of
events, the authors on actual engagements have used successfully all the tech-
niques described in the following paragraphs.

We knew we were lucky that the power company’s fence was not electrified.
Bad jokes aside, when attempting to enter a fenced power company facility,
the tools that come to mind may be bolt cutters and carpet to throw over
barbed wire rendering it useless. In this case, we had those with us, but it
turned out our radios would also prove valuable. The first thought when
you hear information security is probably not a couple guys dressed in black
tactical gear in the woods up to their ankles in cold mud. In today’s global
economy, the stakes are high and competitors and criminals will often stop
at nothing to gain the upper hand or steal and sabotage information and
equipment. As networks become hardened and information more protected,
many attacks have moved to the physical realm. It is often cheaper for nefari-
ous corporations or overseas criminals to send operatives to facilities and
attempt to steal information than it is to hack through the network. The
goal of a penetration test is to find vulnerabilities and help to mitigate them
before attackers can take advantage. On this dark night, that put us in the
woods.

The irony is that our target was an energy company, a fact not lost on us as
we shivered in the cold. The main gate was guarded, so we followed the fence
through the woods, and waded through a cold creek. Our reward was discov-
ering a break in the fence. The scraps of carpet we had in our bags remained
there. It is an old trick, but a well-known one, that placing a scrap of carpet
over barbed wire makes scaling the fence a breeze. Twenty yards away, a small
building stood alone in a field on the property. The door swung open with
just a twist of the handle—it was not locked. Inside we found a few company
shirts, and a breaker panel. We left the panel alone, because we are the good
guys, and didn’t know what dangers we could cause by flipping off the main
switch. We discovered later that it controlled all the parking lot and perim-
eter lights—very useful for a malicious attacker. We moved toward the main
facility unimpeded, and reached a locked door. The lock was one we knew

Case Study -
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well—not this particular lock of course, but the make and model. It took
us under a minute to pick it and gain access to the building. Breaching the
perimeter and gaining access to the main facility was our proof of concept
and ended this portion of the assessment. But while we were shivering out-
side, a second team was taking another avenue to compromise the company,
and what they found once they were inside let us know what we could have
done inside the building.

People are naturally trusting. And they usually want to help. The second team
drove right up to the guard gate, and used a technique more effective than
ramming the fence at full speed: conversation. The team told the guard that
they were there to fix a network issue. The guard asked their names and what
company they were with. We gave them our real names, and made up a com-
pany name. The guard diligently printed our names and made up company
on visitor badges, and was even kind enough to direct us to the building that
houses the computer room. Exiting the car, the team then walked right through
an unlocked door, up a few stairs, and found another unlocked door. Behind
this door was what we had come for, the server room. All the equipments were
neatly and carefully labeled by the company’s IT staff. The backbone of the
network. The life safety systems. The financial accounting systems. We added
an administrative account to a few machines using a password and username
that was on the bulletin board, pinned right next to a poster advertising the
importance of maintaining confidentiality. While this case study may not seem
to have much to do with radio, aside from the fact that the teams used them
to communicate, radio turned out to be the difference between success and
failure on this penetration test. Before coming onsite we found the frequency
used by the company guard force by using a search engine and scouring radio
hobbyist Web sites. While this may seem like a small detail, it allowed us to
monitor the guard communications, and slip offsite as soon as they realized
something was amiss. Had we not been monitoring the communications, we
would likely have been caught and the penetration test would be considered
a failure by the client. Instead, we were able to add another successful breach
to our history. In this book you'll learn the tools and techniques we used to
discover the frequencies the guards used and monitor them.



CHAPTER 2

Basic Radio Theory and Introduction to

Radio Systems

Whether you credit Guglielmo Marconi or Nicola Tesla with its invention,
radio has been in use for over a century, and will continue to grow for the
foreseeable future. Indeed, tried and true radio technologies are becoming
even more important in our increasingly connected world.

A solid background in radio terminology and theory is essential for wireless
reconnaissance. This chapter will provide a general overview of the fundamental
concepts of the science and technology.

THE ELECTROMAGNETIC SPECTRUM

In the nineteenth century, electricity and magnetism were understood to
be two separate phenomena, until discoveries by Michael Faraday, James
Maxwell, Heinrich Hertz, and others unified these two forces under a sin-
gle theory of electromagnetism. Electromagnetism is concerned with the
forces that occur between electrically charged particles, and today is con-
sidered one of the four fundamental forces by modern physics. This paved
the way for the inventions of Marconi and Tesla only a few years later, and
an accelerating avalanche of innovation that continues to this day. In the
twentieth century, a continuing trend of reductionism in the field of phys-
ics still endeavors to unify theories of the four fundamental forces (gravity,
electromagnetism, weak, and strong nuclear forces) into one Grand Unified
Theory. However, all technological applications of radio that are of interest
to security reconnaissance do not depend on such advanced physics, and
can be well understood using the groundwork provided by Maxwell and his
contemporaries.

Wireless Reconnaissance in Penetration Testing http://dx.doi.org/10.1016/B978-1-59-749731-2.00002-8
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Terminology

It's important to have a firm understanding of the underlying science and the
terminology used to describe it. The following concepts are fundamental to
understanding radio, and it is critical that you become familiar with them.

1. Frequency: Frequency is the measure of how many times the radio wave
oscillates in a unit of time. Looking at the graph of a sinusoidal wave form
(Figure 2.1), frequency can be understood as the time between like por-
tions of a wave (such as the peak or the trough) as the wave passes over a
stationary point in space.

Frequency is measured in Hertz (Hz). It is a measurement of frequency,
regardless of the medium—Hertz is used not only for measuring the
frequency of electromagnetic waves, but in other contexts as well, such as
acoustic waves and seismic waves. In every case, 1 Hz=1 cycle per second.
In the electromagnetic spectrum, the band known as radio waves ranges
from about 3 kHz to about 300,000 MHz. Named after German physicist
Heinrich Hertz, Hertz was established as a term in 1930, officially adopted
as an SI unit in 1960, and widely replaced the phrase “cycles per second”
by 1970. When an SI unit is spelled out in English, it should always begin
with a lower case letter (hertz), except where any word would be capital-
ized, such as at the beginning of a sentence or in capitalized material such
as a title. As a part of the SI system of measurement, the typical prefixes
kilo—(1000), mega—(1,000,000), giga—(1,000,000,000, or 1billion) are
used in the customary fashion to create the derived units kilohertz (kHz),
megahertz (MHz), and gigahertz (GHz). The first two should be familiar
to anyone who has seen an AM/FM radio; gigahertz has become familiar
in the last decade, as 802.11 (Wi-Fi) operates in the 2.4 and 5 GHz band.

2. Wavelength: Wavelength is the linear distance between two like parts of the
wave form, typically the peak or trough of the wave (Figure 2.1). Because
all electromagnetic waves travel at the speed of light, an inverse relationship
exists between wavelength and frequency. The longer the wavelength, the
lower the frequency, and vice versa. This is because a wave of a higher fre-
quency moves through its cycle in less time (thereby creating more cycles per
second), and all electromagnetic waves travel through a vacuum at the same
speed, but with a high-frequency wave completing a single oscillation in less
time, it necessarily covers a shorter distance, resulting in a shorter wavelength.

3. Amplitude: Amplitude is a measure of the energy in the wave (Figure 2.1).
Amplitude is directly related to the strength of the signal and the amount
of energy in it. A strong signal has a high amplitude, while a weak signal
has a low amplitude. When a signal is amplified, its amplitude is multiplied.

The radio spectrum is a vast band of the electromagnetic spectrum which
includes frequencies from 3 kHz to 300 GHz. This is a huge chunk of the spec-
trum, and is commonly divided into different bands.
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Common Frequency Ranges of the Radio Spectrum

Band Frequency in Hertz (Hz)
Extremely low frequency (ELF) Below 3kilohertz (kHz)
Very low frequency (VLF) 3-30kHz

Low frequency (LF) 30-300kHz

Medium frequency (MF) 300-3000kHz

High frequency (HF) 3-30 megahertz (MHz)
Very high frequency (VHF) 30-300MHz

Ultrahigh Frequency (UHF) 300-3000MHz
Superhigh frequency (SHF) 3-30gigahertz (GHz)
Extremely high frequency (EHF) 30-300GHz

o———— Wavelength—— e

FIGURE 2.1 Sinusoidal Wave Form

PIPE ORGAN ANALOGY

It can be difficult to think about electromagnetic waves, since they cannot be seen or felt. Fortu-
nately, wave phenomena behave very similarly in other media. For example, with sound waves,
waves of physical matter (usually air) vibrating, we see the exact same relationships between
frequency and wavelength. Consider the pipe organ: The vibrating pipe creates a vibrating col-
umn of air vibrating in sympathy with the pipe. The pipe has a natural frequency, based on its
length, which is tuned to a specific note. When energy from the organ causes the pipe to vibrate,
it tends to vibrate at its natural frequency. The low notes (low frequency) are sounded by very
long pipes (long wavelength), while the high notes (high frequency) are sounded by very short
pipes (short wavelength). If the organ is played at full volume, more energy is imparted into the
pipe, resulting in greater physical distance traveled in each cycle of vibration, in other words
higher amplitude, and a more energetic vibration. Keep this image of the pipe organ in mind
(Figure 2.2); it will become important later on when we discuss antennas and tuning to resonate
on a target frequency.
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High Frequency Sound Waves (High Note)
Low Frequency Sound Waves (Low Note)
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FIGURE 2.2 Different Length Pipes Generate Different Frequencies

Regardless of the frequency, radio waves all travel at the speed of light, 186,280 miles per sec-
ond (3.0 x 10"8m/s)!
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Wavelength is equal to the speed of light divided by the frequency

The entire radio spectrum is vast, a frequency band spanningalmost 300,000 MHz.
By comparison, the FM band, the one used in the US for commercial radio
broadcast, is only a 20MHz wide portion of that 300,000 MHz range. The RF
portion of the electromagnetic spectrum covers the lower-end frequencies. Above
300 GHz, electromagnetic waves shift into near-infrared, infrared, visible light,
ultraviolet light, and finally, X-rays, and gamma rays, where frequencies get into
the terahertz range and beyond. At ultraviolet frequencies and higher, electro-
magnetic radiation becomes increasingly dangerous due to the energies involved
in generating these frequencies, and the ability of tiny wavelengths to penetrate
most solid matter, and requires special shielding and careful handling. Of course,
even lower frequency electromagnetic waves can pose a danger at higher inten-
sities and under the right conditions. For example, 2.4 GHz waves are used in
microwave ovens, infrared is used in heat lamps, and most lasers are in the visible
spectrum.

Wavelength/Frequency Characteristics

From our quick overview of the electromagnetic spectrum, it’s readily obvious
that electromagnetic waves behave very differently at different frequencies and
wavelengths. Even within the RF portion of the electromagnetic spectrum, radio
waves behave differently depending on their frequency as well. Understanding
how radio waves behave at different frequencies is helpful for understanding
how the target signal is likely to react, based on the frequency, material in the
area, and atmospheric conditions.

An important property of different frequency RF signals is the distances
they are capable of travelling. Due to the different wavelengths of different
frequencies of RF signal, they are absorbed and reflected differently by different
types of material. The higher frequencies are “line-of-sight” frequencies, but
tend to be absorbed and blocked by solid objects. Waves of RF frequencies in
the shortwave band are of a length that causes them to bounce off the Earth’s
ionosphere (Figure 2.3). The lower-frequency waves actually bend to follow
the curvature of the Earth. Each of these frequencies is useful due to these
unique properties which give them capabilities that make them applicable in
specialized contexts.

VHF and UHF frequencies travel line-of-sight, with a typical range of 20-30
miles. This distance varies greatly, depending on obstructions, as VHF and UHF
are easily blocked by buildings or topography. Antenna height and transmitter
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FIGURE 2.3 Behavior of Radio Waves of Different Frequencies

THE ATMOSPHERE

Atmospheric and meteorological conditions can have a sig-
nificant effect on the propagation of radio waves. Earth's
Atmosphere consists of several layers, each with its own
properties. Each layer absorbs, reflects, and refracts electro-
magnetic waves differently, giving rise to a number of inter-
esting phenomena which can aid or hinder radio operators.
The principal layers of the atmosphere, starting from Earth's
surface, are: the Troposphere, Stratosphere, Mesosphere,
Thermosphere, and Exosphere (Figure 2.4).At frequencies
of ultraviolet light and above, electromagnetic radiation
possesses enough energy to dislodge electrons from atoms,
creating ions. Above the stratosphere, and extending through
the mesosphere and partially into the exosphere, is the iono-
sphere. Reaching from altitudes of 50-1000km above sea
level, this region is so named because solar radiation inter-
acts with air molecules, exciting them and causing them to
become ionized (electrically charged). These charged layers
of air molecules interact with electromagnetic phenomenon,
such as radio waves and Earth’'s magnetic field. The iono-
sphere consists of four layers (Figure 2.5):

F—F1 and F2 merge together at night.
E—Weakens at night.
D—=Closest to the Earth. Disappears at night.

The amount of ionization and number of layers var-
ies greatly depending on the radiation received from the

sun. At night, when the Earth blocks the sun’s radiation
from reaching the dark side of the planet, the F1 and F2
regions merge together. The E and D regions also become
weaker at night as the level of ionization decreases, and
the D-layer disappears. This allows HF (below 30MHz)
waves to reach the F-layer, where it reflects due to the
wavelengths of RF emissions at these frequencies. This is
why shortwave radio can be heard from such distances.
Another atmospheric phenomenon that results in altered
behavior of radio transmissions is tropospheric ducting.
This occurs when cold and warm air streams meet about
2km, or approximately 1.25 miles above the Earth. This
phenomenon, which is often seen during the summer and
usually lasts about an hour at a time, creates a “pipe” of
warm and cold air that reflects the signal repeatedly, in a
zig-zag fashion, allowing the VHF and UHF RF signals to
travel great distances. Tropospheric ducting of VHF fre-
quencies start above 100 MHz. Below that, the signal qual-
ity is greatly deteriorated.

To summarize, RF signals below 30MHz are capable of
bouncing off of the atmosphere’s upper layers and can travel
great distances, reaching around the curvature of the Earth.
This works best at night when the D-layer of the ionosphere
disappears. Signals above 30MHz are more line-of-sight,
apart from the tropospheric ducting phenomena.

power are also key factors, which is why transmitters are often placed on the
top of tall towers. The higher the antenna is placed, the longer distance to the
horizon will be, following line-of-sight from the antenna.
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When performing radio reconnaissance, it is obviously essential to be able to s ishie
receive radio signals. Therefore, it is helpful to understand how certain materials
attenuate, or block radio waves. Where radio waves are concerned, matter can o 50 km
do one of two things: it can conduct radio waves and be a conductor, or insu- -g
late and be a dielectric. The majority of conductors are metals, while the major- 3 Weather
ity of dielectrics are non-metallic. When a radio wave encounters a material, % Balloars
some quantity of its power will be reflected by the surface, some quantity of
power will pass into the material, and some quantity will pass through the 2 6 -20 km
material. The amount of power absorbed by the dielectric is the material’s jo
attenuation coefficient. The quantity of energy that is able to pass through a § Airplanes
dielectric is determined by the material’s attenuation coefficient and thickness. e
A low attenuation coefficient will allow radio waves to easily pass through the =
material.
FIGURE 2.4
Multipath Atmospheric Layers

Multipath occurs when the signal from a transmitter bounces around enough
that it arrives at the receiver at different times (Figure 2.6). When this happens,
signals arrive at different points in the phase, and interfere with each other.
This is a common problem in urban environments where signals bounce
off buildings and metal objects, and can cause deteriorated audio signals
and “ghosting” in video images. One way to combat multipath is to have an
antenna at the proper polarity. (See Antennas section of this chapter.)



n CHAPTER 2:

Basic Radio Theory and Introduction to Radio Systems

FIGURE 2.6 Multipath

With technologies such as 802.11 Wi-Fi (2.4 and 5 GHz), multipathing actually
becomes a useful property. A Wi-Fi signal indoors will reflect off of surfaces
(walls, cabinets, etc.) and reach corners which would otherwise be in shadow
if a line-of-sight frequency were used. Wi-Fi radios have specialized circuitry
which allows them to combine these multiple paths, shifting the out-of-phase
wave forms arriving from multiple paths back together into a reconstituted
signal that is stronger than what otherwise would have been received, allowing
Wi-Fi to work at longer ranges than it otherwise would. Wi-Fi signals are par-
tially attenuated by most building materials, and completely blocked by some,
so this is an important factor in 2.4 GHz's usefulness in 802.11 applications.

REGULATORY AGENCIES

For wireless reconnaissance, we are mainly interested in a few chunks of the
radio spectrum, specifically in the 30 MHz to 1 GHz range, 2.4 and 5 GHz
spectrum. In the United States, the RF spectrum is governed by the Federal
Communications Commission (FCC), who designates and apportions the
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RF spectrum into different bands, which are commonly used by different
types of services. The FCC also is responsible for coordinating and issuing
radio operation licenses, which authorize organizations to transmit on spe-
cific frequencies, at specific power levels, in specific geographical regions.
The FCC manages the RF spectrum, and therefore is required to keep and
maintain public records of who is licensed to use which frequencies. This
makes them a valuable resource for profiling targets. How to access and use
this license information from the FCC will be discussed in Chapter 4. Addi-
tionally every electronic circuit emits an RF field when powered. Electronics
manufacturers are required to certify products with the FCC, to guarantee
that they are properly shielded so that their incidental RF emissions are
properly contained and will not interfere with the operation of legitimately
licensed broadcasts.

Other countries have similar organizations to the FCC which manage and
license access to the spectrum in that country. In Europe, each country has
its own governing body that manages the use of the spectrum within their
borders. The ITU (International Telecommunication Union) is a UN agency
that coordinates shared global spectrum. This body covers spectrum utilization
over international waters, satellite, short wave amateur radio bands, and the
broadcast shortwave spectrum. The ITU provides standards to help the various
country regulatory bodies coordinate.

APPLYING THE SCIENCE: RADIO TECHNOLOGY
BASICS

Having provided a basic understanding of the radio spectrum and how radio
waves at different frequencies act, we can apply this knowledge to understand
how information can be transmitted and received using radio frequencies.
For this we'll learn the basic components of a radio and some basic radio
theory.

While we all have an image when we hear the term radio—be it a clock radio,
car stereo, or walkie-talkie—all radios do three basic things:

Tuning: A radio can tune into a desired frequency.
Amplification: A radio can amplify the weak signal that is received as the
radio waves pass over the antenna. The amount of energy imparted when
a radio wave passes over an antenna is very weak. So the signal usually
needs to be amplified to a level where the other parts of the radio can
process it.

m  Demodulation: A radio must detect the signal over the background noise,
and demodulate the signal into a usable form. In most cases, this means
converting the signal into sound waves the end user can hear.
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FIGURE 2.7 Block Diagram of a Radio

To accomplish these things, a radio has different specialized parts. Figure 2.7 is
a block diagram for a Superheterodyne Receiver (also called Superhet), which
is the most popular type of receiver used today, and commonly used in modern
day scanners.

It is important to understand at least at a high level what is going on inside
the radio, in order to understand the limits of your equipment, as well as
troubleshoot issues, such as front-end overload and spurious or false signals.

Following the path an incoming signal from the air takes as it is processed by
the radio receiver:

1. Antenna: When radio waves pass over the antenna they induce a small
current into the antenna which passed into the radio. When an electrical
conductor passes through an RF field, the field induces a current in the
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conductor. Antennas and how they work will be covered in more depth
later in the chapter.

. RF amp and Tuner: The RF amp amplifies the weak signal that comes

from the antenna. Often this signal is only a few microvolts. Getting the
amplification right is a delicate balance for the engineer building the
system. A strong enough amplifier is needed in order that the radio may
be able to detect and demodulate a weak signal. But too strong an ampli-
fier will create a signal the overloads the mixer, resulting in distortion in
the signal as a variety of garbage signals are introduced into the radio and
the radio generates signals outside of the intended frequency. This stage

is also where the signal from the antenna is tuned to a specific frequency.
In a scanner that can search 100 channels per second the tuner needs to
be able to very quickly tune to different frequencies while still remaining
accurate.

Tuners often also have filters to keep out strong signals that may be in
the area. For example, a scanner may have a high-pass filter in place that
filters out signals below 30 MHz, because that’s the lowest frequency

the radio is designed to tune. Or, if a radio is only supposed to receive
signals in the 144-148 MHz range they may put a band-pass filter in
place that only allows frequencies between 144 and 148 MHz through.
This will help keep out spurious signal caused by strong FM commer-
cial radio stations or pager transmitter. FM radio stations and pager
transmitters are both notorious for causing front-end overload in radio
scanners.

Some high-end radios will have multiple filters that are switched on and
off depending on the frequency range the radio is tuned to. With scanners
that need to receive signals over such a wide frequency range, it is extra
challenging to make a front-end amplifier that works well across the entire
range they are intended to receive.

. Mixer: A mixer is sometimes referred to as a down converter. The signals
from the RF amp and local oscillator enter the mixer. The mixer combines
these waves and outputs a signal at a set frequency, referred to as the Inter-
mediate Frequency (IF). No matter what frequency the radio is tuned to,
the IF that comes out of the mixer is always the same. On most scanners
the first [F output frequency is 10.7 MHz. Using an Intermediate Frequency
makes it convenient to design the radio’s components, because they can
be built around specific IF frequencies.

In many radios this IF signal will actually go through multiple down con-
verters and filters until it is at a frequency the demodulator can process. A
radio with more conversions will filter out more “birdies” (see Sidebar).
To keep the explanation simple, this diagram lumps these stages together,
rather than break them out into multiple blocks.
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WHY 10.7 MHZ?

The choice of 10.7 MHz for the Intermediate Frequency is a convention that was settled upon
for a number of practical reasons. The standardization came about when Superhet receiv-
ers were first being made for the broadcast FM band in the US. 10 MHz was picked because
any harmonics created by the mixer would fall outside the FM band (which is 20 MHz wide).
The 0.7 was picked because the frequency spacing in the US was 2MHz—since 0.7 is not
a multiple of 0.2, any harmonic signal generated by the mixer would fall between channels,
and thereby minimize their interference. From then on, 10.7 MHz became the popular value
for other FM receivers such as scanners, most likely because there are lots of parts that are
already designed and tuned to work with this IF, and using those parts is cheaper than design-
ing new.

Most scanners put the signal through 2-3 conversions. This is referred to
as double and triple conversion. Some high-end radios have quadruple
conversion. Generally, the more conversion, the more likely the radio is to
filter out spurious signals. These will work better in RF rich environments
like urban areas. As radio emitters become increasingly commonplace,
more and more places are becoming RF rich. Today most scanners are
triple conversion, but this needs to be watched more when purchasing a
used radio. We recommend getting a triple conversion scanner if you can
afford it.

4. Local Oscillator: The local oscillator could be considered separate from
the mixer, but it’s a key component that makes the mixer work. The local
oscillator creates radio waves at different frequencies, and is often referred
to as a VFO (Variable Frequency Oscillator). The frequency created by the
VFO changes in proportion to the frequency the radio is tuned to. This
occurs so when radio waves from the local oscillator and tuner are com-
bined they always exit the mixer at the IF frequency. If the VFO did not
change frequencies, the IF produced by the mixer would change as the
tuner frequency changes.

5. Demodulator: The demodulator extracts information carried by the radio
wave, and (usually) converts it to an audio wave. For example, an FM
radio uses an FM demodulator to extract the information needed to recon-
struct the music the radio station is broadcasting. There are many types of
modulation and demodulation. Other types will be covered later in this
chapter.

6. Audio amplifier: This component amplifies the audio signal coming out of
the demodulator to a level the end user can hear it. This is almost always
variable, in order to provide volume control. The audio amplifier often
contains filters to clean up the signal. Although the filters can make the
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BIRDIES

“Birdies"” are spurious signals and harmonics produced by the radio circuits. This is internal RF
noise generated by the radio itself. Birdies make it appear like a signal is present where there
really is not. A birdie will either be a signal that is silent, or will sound like static. To tell if you
have tuned to a birdie on your scanner, remove the antenna. If the signal is still there, it is a
birdie.

Most scanner manuals list the birdie frequencies for their radio. It is still good to verify this list,
because new birdies could appear depending on slight difference in the manufacturing pro-
cess. To find the birdies, take the antenna off your scanner and have it search all the frequencies