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Dedication

To my Mother-in-Law, Susan Gonzales

As an author, it is difficult to pick any one person to dedicate your work to as
there are always so many people who have an impact on your life and deserve
recognition. In my case, I'd like to dedicate this book to someone who was always
able to see the future.

I grew up in a small town in New Mexico where I attended school and became
best friends with the girl who would later become my wife. Her mother was a teacher
at our school and was always kind to the geeky kid hanging out with her daughter. I
have many memories of catching a lift with my best friend Christina and her mom,
Sue, when it was cold outside. Even then, Sue always told me that I should never
give up on my dreams and never let anyone tell me that there is something that I
can’t accomplish. She told me that in time, I would always succeed (prediction #1).

Years later, I asked Christina if she would be my wife and she tearfully accepted
my proposal. The next step, as it is for many engaged couples, is to tell our
respective families about our decision. When we told my future mother-in-law Sue,
she didn’t react with surprise or anger. Instead, she said to my newly betrothed, “I
told you so.” Apparently she had predicted to my future bride far in advance that I
was the one she was destined to marry (prediction #2).

After our wedding, my mother-in-law continued to be a positive influence in our
lives and was always a willing ear for my wife when I was working long hours or
traveling for my job. She taught my wife independence when she was a child and as
an adult helped her learn how to deal with the trials and tribulations of living with
a professional geek. Without that, I don’t know that my wife would be able to handle
the unique lifestyle that comes with this type of work.

This week four years ago, my mother-in-law, Susan Gonzales passed away. She
is no longer with us in body, but her legacy lives on in her daughter and through the
lessons that she taught both of us. This book would not exist if Sue had not been in
our lives, so I am proud to have this opportunity to dedicate it to her.

Mom, we love you and miss you very much.
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Introduction

BOOK OVERVIEW AND KEY LEARNING POINTS

Penetration testing is often considered an art as much as it is a science, but even an
artist needs the right brushes to do the job well. Many commercial and open source
tools exist for performing penetration testing, but it’s often hard to ensure that you
know what tools are available and which ones to use for a certain task. Through the
next 10 chapters, we’ll be exploring the plethora of open source tools that are
available to you as a penetration tester, how to use them, and in which situations they
apply.

Open source tools are pieces of software which are available with the source code
so that the software can be modified and improved by other interested contributors.
In most cases, this software comes with a license allowing for distribution of the
modified software version with the requirement that the source code continue to be
included with the distribution. In many cases, open source software becomes
a community effort where dozens if not hundreds of people are actively contributing
code and improvements to the software project. This type of project tends to result in
a stronger and more valuable piece of software than what would often be developed
by a single individual or small company.

While commercial tools certainly exist in the penetration testing space, they’re
often expensive and, in some cases, too automated to be useful for all penetration
testing scenarios. There are many common situations where the open source tools
that we will be talking about fill a need better and (obviously) more cost effectively
than any commercial tool. The tools that we will be discussing throughout this book
are all open source and available for you to use in your work as a penetration tester.

BOOK AUDIENCE

This book is primarily intended for people who either have an interest in penetration
testing or perform penetration testing as a professional. The level of detail provided
is intentionally set so that anyone new to the technologies used for penetration
testing can understand what is being done and learn while not boring individuals
who do this work on a daily basis. It is the intent of this publication that the entire
audience, new or old, is able to gain valuable insights into the technologies, tech-
niques, and open source tools used for performing penetration testing.

In addition, anyone working in the areas of database, network, system, or
application administration as well as architects will be able to gain some knowledge
of how penetration testers perform testing in their individual areas of expertise and
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Introduction

learn what to expect from a penetration test. This can help to improve the overall
security of a company’s applications and infrastructure and lead to a safer and better-
protected environment.

Aside from penetration testers specifically, any security or audit professional
should be able to use this book as a reference for tasks associated with ensuring the
security of an environment. Even if you are not performing penetration testing
yourself, knowing what we as penetration testers are looking at can help you to
ensure that you have technology and policies in place to cover the most critical areas
in your business from a security perspective.

HOW THIS BOOK IS ORGANIZED

This book is divided into a total of 10 chapters with each chapter focusing on
a specific area of penetration testing. Each chapter is organized to define objectives
associated with the focus area, an approach to penetration testing of that area, core
technologies that you should understand when performing testing, and open source
tools that can be used to perform that penetration testing. In addition, every chapter
will include a real-world case study where the tools that we discussed are used in an
actual scenario that a penetration tester could encounter. To add to the fun, there will
also be a hands-on challenge in every chapter so that you can practice what you’ve
learned.

While it is not necessary to read this book from beginning to end in order to gain
value, it is recommended as some of the later chapters rely on knowledge gained
from earlier chapters. As an example, Chapter 8 focuses on Enterprise Application
Testing which requires a strong foundation in all of the areas discussed in Chapters
1—7 to be effective. If you’re already an experienced penetration tester however, you
may simply need information on new tools in a specific area. If that’s the case, you
may find more value by digging into the chapters where your interest lies and
scanning through the others to pick up tips later. The following descriptions will give
you a brief idea of what we’ll be talking about in each chapter.

Chapter 1: Tools of the trade

In this first chapter, we’ll start off by looking at some of the major bundles of tools
available in the open source world for penetration testing. While all of the tools that
we’ll talk about throughout this book are available individually, it tends to save a lot
of time and effort if you already have a package available with most or all of the tools
that you may need. We’ll talk about how the toolkits are built, how you can modify
them or build your own, and how to use them. In addition, we’ll also talk about
penetration testing targets and how those can be built and used in a similar manner to
help you to build a learning ground for testing the tools.
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Chapter 2: Reconnaissance

The most valuable thing for any penetration tester isn’t a tool, but information. By
gathering information about our target, we position ourselves to be able to do our job
effectively and conduct a thorough penetration test. Chapter 2 covers this area by
focusing on reconnaissance and learning as much about your target as possible
before you actually interact with it. This is typically a very stealthy part of pene-
tration testing and is the first step in gathering the information that you need to move
forward with your testing.

Chapter 3: Scanning and enumeration

In Chapter 3, we leverage the data gathered through our reconnaissance and expand
on it. Enumeration and scanning is all about learning as much as you can about your
target and ensuring that you have the details necessary to actually test the target. This
includes gathering data related to what machines are available, which operating
systems they’re running, and which services are available on them. This phase of
penetration testing is where we start to be a little more intrusive and actually “touch”
our targets for the first time. Gathering the details made available through
enumeration and scanning lays the foundation for our future service/system-specific
penetration testing.

Chapter 4: Client-side attacks and human weaknesses

Some of the data that we gather in the reconnaissance, scanning, and enumeration
phases may include information around client machines and individual people. In
many penetration tests, using these is considered a valid attack vector and should be
considered as a point of entry into the systems that you’re attempting to compromise.
In this chapter we’ll be talking about social engineering and other attacks which can
be used against individuals and their client workstations. We’ll even go over social
networking and how to use social networks as part of a penetration test.

Chapter 5: Hacking database services

For Chapter 5, we move our focus into a specific type of service, relational database
management systems. Databases are a key component of every major corporation
and provide an attack vector for us as penetration testers. Many databases have
vulnerabilities through bugs in the software, misconfiguration, or poor security
practices that we can use to either gather restricted data or compromise systems.
Throughout this chapter we’ll talk about different database systems, how to
perform penetration testing of those systems, and which open source tools to use to
do the job.

Xvii
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Chapter 6: Web server and web application testing

In many cases, web servers and web applications play a critical role in a corpora-
tion’s infrastructure and penetration testers frequently focus on this area. This focus
is typically due to the very high number of vulnerabilities that can be found in web
applications and the ease in which they can be introduced. One small error in coding
for a web application can fully open up the system to a penetration tester. Chapter 6
is geared toward this area and covers topics associated with the web server software
itself as well as the web applications running on top of that foundation.

Chapter 7: Network devices

One of the most critical components of an enterprise is the network gear used to link
it all together. In Chapter 7, we’ll be talking about network devices from the
perspective of penetration testing. This includes not only network devices used to
provide connectivity from point A to point B, but also all of the other devices which
may reside on a network. With network devices being such an important part of the
overall infrastructure of a company, it’s a logical focal point for penetration testing.
If successfully compromised, network devices can provide data giving you access to
many other targets on the network and make your job as a penetration tester very
easy.

Chapter 8: Enterprise application testing

Enterprise applications are becoming one of the largest targets when performing
penetration testing in corporate environments. This is due not only to their large
footprint, but also to the critical data that they contain. In Chapter 8 we tie together
all that we’ve discussed in prior chapters and use that knowledge to demonstrate how
to test an enterprise application. We’ll go over what defines an enterprise applica-
tion, why it’s important, and how it fits into a penetration testing plan.

Chapter 9: Wireless penetration testing

In all chapters prior to this, we focused on systems that we can communicate with on
the network. But how do we gain access to the network itself if we don’t have a direct
connection? In this chapter we’ll discuss wireless networks, how they work, and how
they are used in corporate environments. Wireless networks can be a point of entry to
the corporate network that we are attempting to test, but they can also require some
testing on their own even if you do have a direct connection. We’ll go over how to
perform this testing for wireless networks and also discuss the expanded use of some
technologies in this area such as Bluetooth and how they can be used for penetration
testing as well.
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Chapter 10: Building penetration test labs

As a penetration tester, you need a lab to perform some types of testing as well as
perfecting your own skills. In Chapter 10, we talk about penetration test labs, what
they are comprised of, and how to build them. Safety is a primary topic in this
chapter as well due to the potential dangers around having an insecure penetration
test lab. A number of tools associated with penetration test labs will be discussed as
well as technologies such as virtualization which can help reduce the cost of building
a lab. By the end of this chapter, you should be able to build your own safe pene-
tration test lab and master the tools that have been covered throughout this book.

CONCLUSION

From a personal perspective, writing this book has really been a great experience and
I hope that you enjoy reading it. Regardless of how much experience any of us have,
there are always new innovations, ideas, and tools coming out on a daily basis and
there is always the opportunity to learn. It is my hope that this book will provide you
with a great introduction or give you the opportunity to expand your knowledge in
the area of penetration testing using open source tools.

Xix
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CHAPTER

Tools of the trade

INFORMATION IN THIS CHAPTER:

e Objectives

e Approach

e Core Technologies

e Open Source Tools

e Case Study: The Tools in Action
e Hands-On Challenge

The quality of the tools that we use as penetration testers is part of what determines
the quality of work that we perform. Other parts are, of course, skill, experience, and
imagination. By building an excellent toolkit, we can better perform our penetration
testing work and do a better, faster, and higher quality job. While the rest of this book
will be focusing on individual tools and how to use them, in this chapter we will be
talking about toolkits which contain a number of the tools we’ll be discussing later
and more.

We will also be talking about some of the technologies used to make carrying
around your toolkit easier and safer. A good set of tools should always be stored in
a good toolbox. In addition, we’ll touch on some of the tools that you can use to build
target systems for penetration testing. In Chapter 10, we’ll talk about building a test
lab, but here we’ll talk about some of the kits that you can use within that lab.

This chapter may not be quite as interesting as the remaining chapters in this
book since we will not be doing any actual penetration testing examples here.
However, it is very important to have a solid foundation in the general tools available
to you as a penetration tester prior to learning how to use those tools in real-world
scenarios. You’ll find that it saves you a lot of time later when we demonstrate using
a tool if you already have a toolkit which contains it.

1.1 OBJECTIVES

Our objectives for this chapter are to learn which toolkits exist in the open source
world for penetration testing, learn how those toolkits are built and how to modify

Penetration Tester's Open Source Toolkit, Third Edition. DOI: 10.1016/B978-1-59749-627-8.10001-7 1
Copyright © 2011 Elsevier Inc. All rights reserved.
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them, and discuss some of the kits which exist to build target systems. To meet these
objectives, we’ll go over the general approach of how and why these kits are made,
then move into the core technologies of how they work. We’ll then go over some
open source toolkits, which exist today, and talk about how each applies to
your work in penetration testing. Lastly, we’ll do a case study using one of the
available toolkits and give you a chance to show what you’ve learned in a hands-on
challenge.

Many open source penetration testing toolkits exist today and are built to reduce
your work. In the past, performing a penetration test meant that every penetration
tester built up a set of tools that they prefer using, kept them updated manually,
maintained master copies in case of corruption, and had to manually research how to
integrate new tools as they became available. This was where a great deal of the
penetration tester’s time was spent versus getting into the “real” work of testing
a client’s security. This was generally not considered billable time and was a real
challenge.

1.2 APPROACH

The general approach to building penetration testing toolkits is to minimize the
amount of work spent maintaining tools and maximize the amount of time spent
performing penetration testing. To do this, you generally start with a list of tools that
are commonly used for either the specific type(s) of penetration testing that you are
performing or a list of tools that can be used for a wide variety of purposes. This is
akin to either selecting a knife custom designed for a specific purpose (e.g., a thin
bladed knife for filleting) or grabbing a Swiss Army knife to cover a variety of
situations.

Generally if you’re building your own penetration testing toolkit from scratch,
you’ll take the approach of selecting your favorite or most commonly used tools. If
you are building a toolkit for public use, it’s usually best to include a wider variety of
tools so that more general penetration testing needs can be met. This is the approach
used by most of the people who put together these kits today.

The next decision that you have is the type of operating system that you’d like to
use. There are a number of penetration testing tools which are built to run under
Windows, but there are typically more tools available under the Linux platform. The
challenge there is to determine which Linux distribution to use since there are such
a wide variety to choose from. Some examples of popular Linux distributions are:

Ubuntu

Fedora

openSUSE

Debian GNU/Linux
Mandriva Linux
Slackware Linux
Gentoo Linux
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Many of these have served as the foundation for penetration testing toolkits over the
years and your choice will often be driven by personal preference as much as any
technical reasoning. Each distribution has their own unique release schedule and
goals, which may play a part in your decision as well.

With the list of tools and the operating system choice out of the way, now it’s
time to determine how your penetration test toolkit will execute. Do you want to
install the operating system and all tools on a desktop/laptop/etc. permanently or
within a virtual machine? Would you prefer to boot off of an optical disk (CD/
DVD)? Or maybe booting and running off of a flash drive or SD card is your
preference. Whichever of these options works best for your needs is obviously the
direction that you should go. Each has its own pros and cons.

For example, if you choose to do an on-disk installation, you should be aware
that any corruption from a bad tool install or an erroneous command could mean
reinstalling everything from scratch or restoring from a backup. On the other hand,
you can make changes to your toolkit easily and know that those changes will be
available for you the next time that you go to use the system. This tends to be a less
portable solution, but takes advantage of the speed of the disk and makes saving
changes easy.

Booting off of a CD or DVD works great for some toolkits, however, not all
operating systems support running in this manner. In addition, you need to be sure
that the machine you’ll be using has a compatible drive and ensure that your disk
doesn’t get scratched or otherwise damaged. The risk of corruption is lower since
changes are wiped out after the machine using the CD/DVD is powered off, but that
also limits your ability to save changes that you actually want to keep such as tool
updates.

Using a USB drive or SD card is another option similar to using a CD/DVD, but
there are some additional advantages and disadvantages here. Not all systems
support booting off of a USB drive and even fewer support booting off of an SD
card so compatibility can be a problem. However, with correct partitioning, you
can build a USB/SD penetration testing toolkit which supports persistent changes,
meaning that all modifications that you make to the booted OS are saved to
a special partition and reapplied the next time the toolkit is booted up. This is
considered a “persistent Live USB” build and has the advantage of being able to be
returned to a baseline state by removing the persistence partition. Alternately, you
can build an operating system on the USB drive that is read/write like a normal
hard disk.

Whether you’re installing on a drive or building a bootable image, your next step
is to install your tools. Many of the open source tools available share dependencies
and in some cases conflict on the version of those dependencies that they support.
While you may want to use the latest version of a specific driver, for example, there
may be something new in that version that your chosen tools don’t support. Always
keep this in mind when doing your tool installations. The process of resolving
incompatibilities and ensuring that the correct dependencies are there is very time
consuming and requires a lot of effort.
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1.3 CORE TECHNOLOGIES

There are a few core technologies that you need to be aware of when building your
penetration testing toolkit. In this section, we’ll talk about LiveCDs and how they
work as well as some basics on how to build or modify a LiveCD. We’ll talk about
International Organization for Standardization (ISO) images and how to use those as
well. Next, we’ll go over how to make a bootable USB drive and then finish up by
talking about how to make a persistent LiveCD environment.

1.3.1 LiveCDs

A LiveCD is basically a CD or DVD that is written with a bootable version of an
operating system modified so that there is no need to write files to the disk the system
is booted from. This allows you to use read-only media to boot a system into a fully
functional operating system, leaving no data written to the hard disks of the system
that you’re using. It isn’t even required for the system to have a hard disk since
everything it needs will be coming off of the optical media.

LiveCDs started becoming popular in the early to mid 1990s and it’s now common
to find LiveCDs that support a majority of the common operating systems or distri-
butions. Since most operating systems do need a place for temporary files, LiveCDs are
built to create this temporary file area in memory or (less commonly) use an existing
location on the system’s hard disk. Files created while using the LiveCD that the user
wants to keep can usually be written to a USB drive or a hard disk partition as well.

1.3.1.1 Creating a LiveCD

Depending on the operating system that you’re using, a number of options exist on
how to create your LiveCD. For Windows, one of the most popular methods of
creating a LiveCD is to use Bart’s Preinstalled Environment (BartPE) Builder to
create a Windows-based bootable CD or DVD. This is free software and is available
at http://www.nu2.nu/pebuilder/. Using BartPE in combination with an original
licensed Microsoft Windows DVD allows you to generate a bootable image very
quickly and easily. We’ll demonstrate the use of this tool in the Open source tools
section of this chapter.

WARNING

BartPE is not an official Microsoft product and is not officially supported by Microsoft. It was
created as an alternative to Microsoft’'s Windows Preinstallation Environment (Windows PE) by
Bart Lagerweij and Windows installations created by this tool are not supported by Microsoft.

Creating a LiveCD with Linux is a little more complex and can vary depending on
distribution. For Ubuntu, this involves creating a number of directories and installing
some packages on an existing Linux system, creating a copy of the operating system,



1.3 Core technologies 5

modifying it to work properly, building out the appropriate directory structures, then
finally burning the CD or DVD. All of the steps and a detailed tutorial on this process
can be found at http://ubuntuforums.org/showthread.php?t=688872.

Using Fedora, the process is a little more streamlined. There is a LiveCD-tools
package available which includes a tool called LiveCD-creator. This tool effectively
goes through the following steps:

e Sets up a file for the ext3 file system that will contain all the data comprising the
LiveCD
Loopback mounts that file into the file system so there is an installation root
Bind mounts certain kernel file systems (/dev, /dev/pts, /proc, /sys, /selinux)
inside the installation root

e Uses a configuration file to define the requested packages and default configu-
ration options. The format of this file is the same as is used for installing a system
via kickstart.

e Installs, using yum, the requested packages into the installation using the given

repositories in the kickstart file

Optionally runs scripts as specified by the LiveCD configuration file

Relabels the entire installation root (for SELinux)

Creates a LiveCD-specific initramfs that matches the installed kernel

Unmounts the kernel file systems mounted inside the installation root

Unmounts the installation root

Creates a squashfs file system containing only the default ext3/4 file (compression)

Configures the boot loader

Creates an 1509660 bootable CD/DVD

This greatly simplifies the LiveCD creation process if Fedora is the distribution
that you are using. Full documentation on this process is available at http://
fedoraproject.org/wiki/How_to_create_and_use_Fedora_Live_CD.

1.3.1.2 Modifying LiveCDs

Modifying LiveCDs is very similar to creating a LiveCD from scratch except that
you have an easier foundation to work from. Basically, the contents of the LiveCD
are extracted into a working area and modified as needed. This can include the
addition of new files, modification of existing files, or deletion of files as required.
Where this becomes complex is when you need to perform installations of packages
and then build a new LiveCD using the updated versions.

To do this, there are a couple of methods that you can use. First, you can perform
an install of the operating system to a machine, update all of the files or packages
necessary, and then rebundle that modified version as a new LiveCD. Alternately,
you can take the compressed images created when building some types of
LiveCDs, mount those images, update them, and then use the updated images to
create a new LiveCD. This is generally the method used with Knoppix as an
example. An example of a similar method for Ubuntu can be found at https://help
.ubuntu.com/community/LiveCDCustomization.
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1.3.2 IS0 images

A common theme for all of these methods of creating a LiveCD is the use of an
image at the end to write to the optical media. This image is typically an ISO image
and is a standardized method of taking all of the data which will be extracted to a CD
or DVD and archiving it into a single file. Instead of a directory structure with
a bunch of different files, you have a single file which can be extracted to a hard disk
or extracted and written simultaneously to optical media in real time using a number
of tools.

In Windows 7, the ability exists natively within the operating system to
burn an ISO image to an optical disk. In prior releases, the ISO Recorder “power
toy” was required to perform this function or a variety of freeware or commer-
cial tools could be used. In Linux, the cdrecord utility (part of the cdrtools
collection) is typically used for this purpose. An example command line for this
tool is:

cdrecord myimage.iso

This will burn the ISO to the first identified optical drive at the highest rate of
speed and will default to building a data CD.

1.3.3 Bootahle USB drives

In general, building a bootable USB drive is similar to creating a bootable CD or
DVD. In both cases, the appropriate files and data structures must be copied to the
media being used. Also, the disk must be made bootable. When burning an ISO
image to an optical disk, this has frequently already been done and the boot record
will be created when the image is written. This process is not automatic for USB
drives and needs to be manually performed.

A number of methods exist for doing this, ranging from creating a boot sector on
the USB drive from Windows to creating a multi-boot menu-driven system by using
a variety of utilities. For our purposes, we’ll go through two examples, one for
Windows and one for Linux.

1.3.3.1 Creating a bootable USB drive using Windows 7 or Vista

This method will work to create a bootable Windows-based USB drive. As part of
this, the USB drive will be formatted using NTFS. The steps described below are
a step-by-step process on how to accomplish this task. Perform the following actions
on an existing Windows 7- or Vista-based machine.

WARNING

Issuing the wrong commands when creating bootable USB drives can format your hard disk, so
be careful.
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Open a Command Prompt using Administrative privileges.
Run the command diskpart.
Enter the command 1ist disk to determine which disk is your USB drive.
Use the command select disk X where X is replaced with the number of
the disk used by your USB drive.
Enter the command clean to wipe the drive.
Enter the command create partition primary tocreate a new primary
partition on the USB drive.
7. Enter the command select partition 1 to select the newly created
partition.
8. Enter the command active to mark the new partition as active.
9. Enter the command format fs=ntfs to format the drive.
10. Enter the commands assign and exit to complete the formatting process.
11. Insert your Windows 7 DVD, change to the DVD drive in your command
window, then change into the “boot” directory.
12. Run the command bootsect.exe /nt60 X: where X: is the drive letter
assigned to your USB drive.

PN~

oo

1.3.3.2 Creating a bootable USB drive using Linux

A number of utilities exist for performing this task under Linux and we’ll talk about
one of them (UNetbootin) in the Open source tools section of this chapter. However,
to perform a similar process manually using Linux, you can go through the following
steps:

WARNING

Again, issuing the wrong commands when creating bootable USB drives can format your hard
disk, so be careful.

1. Run the command fdisk /dev/sda (assuming that your USB drive has
been assigned to device sda).

Enter d to delete a partition.

Enter 1 to select partition #1.

Enter n and then p to create a new primary partition.

Enter 1 to select partition #1 and press enter to accept the default starting
cylinder.

Enter the size that you’d like for your partition, for example, +-4G for a 4 GB
partition.

Enter t to change the partition type.

Enter 1 to select partition #1.

Enter b to select fat32 for the partition type.

Set the first partition as active by entering a followed by 1.

ahrwN

o

—
SEE
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11. Enter w to write the changes.

12. Run the command mkfs.vfat /dev/sdal to format the new partition.

13. Run the command grub-install /dev/sda to install the GRUB boot
loader onto the USB drive.

NOTE

These instructions are for example purposes only. Your success with these may be limited
depending on the packages that you have installed and the disk layout of your individual
machines.

1.3.4 Creating a persistent LiveCD

The major disadvantage of using a LiveCD is that you lose any changes that you make
when the system is shut down. Of course, this is also one of its advantages in that your
core boot image is always safe and unmodified. But what if you could accomplish both
purposes? This is where the concept of a persistent LiveCD comes into play.

A persistent LiveCD is a standard LiveCD built using Linux with some extra
features. Basically, while the core operating system is read-only, you can make
changes and save them to a separate location. This is especially useful when using
a LiveCD stored on a bootable USB drive as the media can easily be written to
without modifying the hard disk of the system that is being booted with the LiveCD.
This is currently possible using Ubuntu.

If you followed the instructions shown in the Creating a bootable USB drive
using Linux section, you’re already partway there to being able to do this. There are
just a few additional steps necessary to create the appropriate partition for persis-
tence. After going through the steps to create the primary partition, you will need to
follow these additional steps to create a second partition and format it correctly.

TIP

Using the ext3 file system works well for this, but if you're constrained for space on your USB
drive, consider using ext2 instead.

1. Run the command £disk /dev/sda (assuming that your USB drive has been

assigned to device sda).

Enter n and then p to create a new primary partition.

Enter 2 to select partition #2 and press enter to accept the default starting

cylinder.

4. Enter the size that you’d like for your partition, for example, +4G for a 4 GB
partition.

wn



1.4 Open source tools 9

5. Enter t to change the partition type.
6. Enter 2 to select partition #2.
7. Enter 83 to select Linux for the partition type.
8. Enter w to write the changes.
9. Run the command mkfs.ext3 -b 4096 -L casper-rw /dev/sda2to
format the new partition and label it as “casper-rw”.
NOTE

You also have the option of using a loopback file on the hard drive of the system you’re working
on instead of the USB drive. This requires a slightly different configuration and details can be
found at https://help.ubuntu.com/community/LiveCD/Persistence.

Again, this method is specific to Ubuntu currently, but may be supported by other
distributions as well. To use this, you will need to tell the kernel to boot into
persistent mode. This can be done by adding “persistent” to the kernel arguments list
either manually on boot or within your boot loader. In the event that you want to
remove all of your changes and go back to the base LiveCD, simply wipe the
“casper-rw” partition and you’re back to the base install.

1.4 OPEN SOURCE TOOLS

There are a number of open source tools and toolkits that are available to help with
penetration testing. In this section, we’re going to talk about a couple of the tools
mentioned in the Core technologies section of this chapter and then move on to two
additional types of tools. We’ll talk about published toolkits containing a number of
open source tools and then penetration testing targets that are available for your
testing purposes.

1.4.1 Tools for building LiveCDs

To complete our discussion of LiveCDs and their creation, we have two specific
tools to go over. First we’ll talk about BartPE for Windows LiveCDs and then we’ll
go over UNetbootin which is available under both Windows and Linux.

1.4.1.1 BartPE Builder

As mentioned in the Core technologies section of this chapter, BartPE Builder is
a utility which allows you to build a Windows-based LiveCD. This LiveCD can
then be used to access data stored on corrupted Windows systems that are unable to
boot, function as a forensics utility to gather data from a system, or simply run
your favorite Windows-based utilities. After installing the utility available at
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http://www.nu2.nu/download.php?sFile=pebuilder3110a.exe, you can begin building
your BartPE image.

WARNING

BartPE Builder must be run in Administrative mode on Windows systems.

Start the BartPE Builder, and you will be prompted with the screen shown in
Fig. 1.1. There are several options available to you at this point including the ability
to add custom files to your image, identify an ISO image filename to create, or even
burn the ISO directly to disk. In addition, BartPE Builder allows you to use custom
plugins. By clicking the ‘“Plugins” button at the bottom of the window, you are
prompted with a screen listing a number of available plugins including (for example)
Norton Ghost. This is shown in Fig. 1.2.

From the plugins screen, you can enable/disable plugins, configure them, or
even add new plugins if needed. As an example, the Windows XPE plugin
available at http://sourceforge.net/projects/winpe/files/Windows%20XPE/ allows
you to use a graphical environment that looks similar to the Windows user

interface.
{f PE Builder v3.1.10a = =
| Le] Helg
Builder
Source: (path to Windows installation files)
Custom: (indude files and folders from this directory) -
=
Output: (C:\pebuilder3110a\BartPE)
BartPE
Media output
_) None
Create ISO image: (enter filename) —
C:\pebuilder3110a‘pebuilder .iso |_j
@) Burn to CD/DVD |¥] AutoErase RW Eject after burn
e |
Burn using: |StarBurn i
Device: |F:) Optiarc DVD RW AD-7173A 1-03 |
l Plugins } l Build _’ Exit \
FIGURE 1.1

BartPE Builder.
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1.4.1.2 UNetbootin
UNetbootin is a utility which allows you to create Live USB drives using a number
of different operating systems. It’s available in both Windows and Linux versions at
http://unetbootin.sourceforge.net/ and is an excellent utility for building out your
bootable USB drive. After downloading the utility, simply run it and you will be
prompted with a screen allowing you to select the distribution and version of
operating system that you would like to create a Live USB install of. You can also
select to create an ISO image if necessary. This is shown in Fig. 1.3.

FIGURE 1.3

-
] UNetbootin

@ Distribution == Select Distribution ==

| |== Select Version == x|

load below.

) Diskimage 150 -

[_| Show All Drives (Use with Care)

Welcome to Uiietbootin, the Universal Netboot Installer. Usage:
1, Select a distribution and version to download from the list above, or manually spedfy files to

2. Select an installation type, and press OK to begin instaling.

Type: [USB Drive ~ ] Drive: [G:\

]lCanael\

UNetbootin.

11
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After selecting the operating system that you want and the location you want it
installed to, UNetbootin automatically begins downloading the appropriate data and
preparing it for installation. For example, Fig. 1.4 shows UNetbootin setting up
a USB drive to be bootable with Ophcrack.

1] UNetbootin = | B8 52

1. Downloading Files (Current)

2. Extracting and Copying Files

3. Installing Bootloader

4. Installation Complete, Reboot

Downloading files, please wait...

Source: http: {/surfnet.dl.sourceforge.net/project/opharack fopharackdivecd/2.0/opharack-vistaivect

Destination: C: \Users\THE 15H~ 1\appData‘Local\Temp\un21777.iso
Downloaded: 267 KB of 532 MB

0%

FIGURE 1.4
UNetbootin Ophcrack Install.

This process is very simple and straightforward and the tool ensures that all of
the necessary back-end steps such as partitioning, setting up files, and making the
drive bootable are taken care of. By doing so, UNetbootin drastically reduces the
amount of time required to build out these bootable disks.

EPIC FAIL

Remember that utilities like UNetbootin work by creating a bootable partition on your
destination USB drive. If you inadvertently select your hard drive as the destination, you
could overwrite your drive’s master boot record and make it unusable for your normal oper-
ating system.

1.4.2 Penetration testing toolkits

Many penetration testing toolkits have been created over the years and it seems like
there is a new one almost monthly if not weekly. There are several that are excellent
depending on what your needs are. Each tends to have a number of similar tools, but
their differences lie in the operating system used for the toolkit and specialized tools
or configurations which may exist within the build. While we certainly couldn’t
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cover every penetration testing toolkit in this book, we will be going over a few of
the more popular kits.

1.4.2.1 BackTrack Linux

BackTrack Linux is arguably one of the most popular penetration testing toolkits
available at this time. It is available for download at http://www.backtrack-linux.org/
and can be downloaded as either an ISO image or a pre-configured VMware image.
The current release (as of the time of this writing) is BackTrack Linux 4 R2 with
BackTrack Linux 5 slated for release on May 10, 2011.

BackTrack Linux is designed to be run as a LiveCD, installed on a hard drive, or
even run within a virtual machine and works equally well when installed in any of
these manners. Assuming that you set up a virtual machine running BackTrack
Linux, it might look similar to the screenshot shown in Fig. 1.5.

After logging in (the default user ID and password are root/toor), you can
begin running any of the tools included on the distribution. There are hundreds
of tools available within BackTrack Linux so your best bet is to boot it up and
see if your chosen tool is already there. Optionally, you can use the graphical
interface by running the command startx after booting up. This is shown
in Fig. 1.6.

528452 blocks
guring network interfac nodprobe: WARNING: Hot loading blacklisted module rt?3
odprobe: WARNING: Mot loadi ed nodule ¢t?3
odprobe: WARNING: Hot loadi c! ed nodule rt?3
odprobe : WARNING: Not loading blacklisted module rt?3
odpro ARNING: Not ing blackli: nodule ri?3
odprobe: WARNING: Not loading blacklisted module rt?73
done .

done

.41.3 (12-0ct-2008)

(none) .

1it CPUFreq gouerno: isabled, governor not availa
tarting UHuare Tools se n the virtual machi
1 conf iguration: done
done
doue

Starting DpenBSD
art ing Harduar
tat susesbinckda: Mo such File or directory (No such file or directory)

FIGURE 1.5

BackTrack Linux.
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FIGURE 1.6
BackTrack Linux GUI.

1.4.2.2 Live Hacking CD

The Live Hacking CD is a distribution based on Ubuntu and is available at http://
www.livehacking.com/live-hacking-cd/download-live-hacking/. This distribution
includes a number of useful utilities and is very easy to use. While not as feature-
packed as other penetration testing toolkits, the Live Hacking CD focuses on a few
primary areas and ensures that tools are available for performing penetration testing
of those areas. A sampling of the tools in the distribution includes:

e Reconnaissance (and DNS)
Dig
DNSMap
DNSTracer
DNSWalk
Netmask
Relay Scanner
TCPTraceroute
Firewalk
e Footprinting
e Amap
e Curl
o Fping
e Hping3
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HTTprint
Ike-Scan
MetoScan
Nmap

Netcat

POf

Zenmap

e Password Cracking
Chntpw
Rainbowcrack
THC PPTP Bruter
VNCrack

John the ripper
e Network Sniffing

e DHCP Dump
e Dsniff
e SSLDump
e Ntop
e  Wireshark
e Spoofing
e File2cable
e Netsed
e Sing

o TCPreplay
o Wireless Networking Ultilities
Aircrack-ng
Kismet
THC Leap Cracker
WEPCrack
WIDZ
Cowpatty

1.4.2.3 Samurai Web Testing Framework

When performing web penetration testing, one of the better toolkits is the Samurai
Web Testing Framework available at http://samurai.inguardians.com/. This toolKkit is
specifically designed for testing web sites and includes all of the utilities necessary
to perform this type of test. It is available in a LiveCD format or can be installed on
a hard disk or USB drive. Fig. 1.7 shows the Samurai Web Testing Framework
booted as a LiveCD.

As you can see in Fig. 1.7, the tool list in this distribution is not extensive, but it
does include most of the tools necessary for penetration testing of web applications.
This is an example of a toolkit that is highly focused on one specific area of
penetration testing.
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FIGURE 1.7

Samurai Web Testing Framework.

1.4.2.4 Organizational Systems Wireless Auditor Assistant

The Organizational Systems Wireless Auditor Assistant (OSWA-Assistant) is a
LiveCD specifically designed for performing wireless penetration testing. It is
unique in that it is designed not only for security specialists, but also for
non-technical users as well. The toolkit (available at http://securitystartshere.org/
page-training-oswa-assistant-download.htm) is designed to be easy to use, but still
has enough tools and capabilities to be useful to an experienced penetration tester.
An example of the wireless tools included can be seen in Fig. 1.8.

The list of tools shown in Fig. 1.8 is actually pretty extensive and fits
most needs for wireless penetration testing. Again, this toolkit is an example of
a kit highly focused in one specific area of penetration testing; in this case it’s
wireless testing. This includes 802.11, Bluetooth, and RFID within the wireless
space. As one of the few tools designed for both penetration testers and non-
technical users, OSWA-Assistant fits a rather unique gap in the penetration testing
world.

1.4.2.5 Network Security Toolkit

The Network Security Toolkit (NST) is a Fedora-based penetration testing toolkit
and can be downloaded from http://www.networksecuritytoolkit.org/nst/index.html.
It is available for free, though a “Pro” edition has also been created which is planned
to be kept more current than the free edition with updates being release to “Pro” first.
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L

FIGURE 1.8
OSWA-Assistant.

This toolkit has a huge number of tools available and is a bootable LiveCD much
like most of the other toolkits that we’ve discussed.

TIP

NST is not necessarily the easiest toolkit to get started with. With the current version (2.11),
the HTTP daemon is down until the NST-specific password change utility is executed. If you are
logged in as the default “VPN User” and are using the graphical interface, hit ALT-F2 and
execute su with “Run in terminal” checked to open up a terminal. The default password for
root in this version is “nst2003". After entering the password, run the command nstpasswd
to change the passwords and start the appropriate daemons. Then, just open Firefox and the
WUI will be available.

One of the major features of NST is that it has an advanced Web User Interface
(WUI) designed specifically for performing penetration testing. This web interface
allows the penetration tester to quickly find and execute the tool that they want
within the included web browser. Fig. 1.9 shows NST’s web-based interface.

1.4.2.6 Arudius

Arudius is a LiveCD built by TDI Security and is available at http://www.tdisecurity
.com/tdi-labs/arudius.htm. It has a very small footprint with an ISO size of only
209 MB. Its size makes it a very useful tool in situations where space is an issue.
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FIGURE 1.9

NST.

Along with a great selection of security tools, Arudius also includes some utilities
developed by TDI including network sniffers for instant messaging and peer-to-peer
applications. The list of tools included is pretty extensive considering the size of the
distribution. Fig. 1.10 shows what Arudius’ LiveCD looks like when booted.

FIGURE 1.10
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As indicated in the message shown in Fig. 1.10, after logging in, you can start up
the graphical console using the startx command. Within the menus of the
graphical interface, you can execute a number of tools or even view a full tool list for
the LiveCD.

1.4.2.7 Operator

Operator is a Debian-based distribution using Knoppix to load and run completely
in memory. It’s available at http://www.ussysadmin.com/operator/ and contains
hundreds of packages and applications including a substantial amount of network
and security analysis tools. Again, depending on your operating system prefer-
ences, this toolkit may fit with your needs and provide the tools that you need.
Overall, other distributions do have more tools, but Operator has a pretty clean user
interface and includes some interesting data in its “Operator_Extras/Notes” section
on a number of topics. The Operator interface can be seen in Fig. 1.11.

i Operator Extras-- Konqueror

i!.u‘::mor! Edil Yiew Go Bookmarks Tools Sefings Window Help
| QQUG O i Al

| B Locator: | [B3 me ropucpe minr_extmer

*l

{Exphta} Hates Took

£ Mulimedia
% Contigure
|5 2 omce & Metwork Configuration
y

& Sewnge } Metwork Tool

@ tysem

Utilitie s

»
»
»
»
»
E‘ OPERATON oL
»
»
»
»
>

viwle v v v

Ethereal
Wellenreiter
sirznon

FIGURE 1.11
Operator.

1.4.2.8 Katana

One of the best toolkits available is the Katana portable multi-boot security suite.
This isn’t just because it’s another distribution with a great collection of tools, rather,
it’s because it is a collection of a number of other toolkits put into one easy-to-use
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package. Katana, available from http://www.hackfromacave.com/katana.html, is
a bootable LiveCD which contains the following bootable toolkits:

BackTrack

The Ultimate Boot CD

CAINE

Ultimate Boot CD for Windows
Ophcrack Live

Puppy Linux

Trinity Rescue Kit

Clonezilla

Derik’s Boot and Nuke
Kon-Boot

In addition to these, more distributions can easily be added to the Katana
LiveCD. Fig. 1.12 shows Katana’s boot menu.

Aside from the bootable distributions included in Katana, it also includes over
100 portable applications which can be run directly from the CD or USB drive where
Katana is loaded. These include utilities for anti-virus, backup, encryption, file
systems, forensics, networking, password recovery, penetration testing, registry
modification, and more. Fig. 1.13 shows Katana’s portable applications menu.

KATANA 2.8

Backtrack
Ultimate Boot CD

FIGURE 1.12

Katana Boot Menu.

1.4.3 Penetration testing targets

It does not matter whether you are on a pen-test team of a large global corporation or
just starting out in a spare room of your apartment: All penetration tests need targets
to practice against. If you have the financial backing of a company, the targets are
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FIGURE 1.13
Katana Portable Applications.

usually internal systems, or customers that contract to have a penetration test done.
However, if you do not have systems “at the ready,” you must throw targets together
in the hope that you can learn something valuable. This generally frustrates only the
penetration tester, and eventually causes him to give up on a lab.

It is in this area that penetration testing target LiveCDs or images fill a need.
These targets are designed to help penetration testers by providing an area where
they can practice their skills or learn new ones in a safe environment. Depending on
the target that you use, you can test almost all aspects of penetration testing, with
some exceptions of course. Naturally, nothing is perfect, and LiveCDs do have
some disadvantages. If your goal in building a penetration test lab is to learn
networking and attacking network devices, LiveCDs will not necessarily provide
what you need to conduct your testing. In addition, it’s difficult to practice social
engineering in a lab environment of any type, so LiveCDs can’t help you there
either.

There are some serious advantages in selecting pen-test LiveCDs to simulate
real-world servers in your penetration test lab. The biggest advantage is cost. Typical
labs become quite expensive, and expansive. However, by using LiveCDs, you can
keep some costs down. Another advantage to pen-test LiveCDs is time. Under
normal circumstances, you have to reload your penetration test systems often. It is
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not unusual to break a service, or delete a necessary file while attacking a system,
requiring reloading of that application, or worse: reloading of the whole operating
system. By using LiveCDs, if you break something beyond repair, you can just
reboot the disk and you have a clean slate.

1.4.3.1 De-ICE.net PenTest disks

De-ICE.net offers multiple LiveCDs available for free that provide real-world
scenarios based on the Linux distribution Slax. On these disks, you will find different
applications that may or may not be exploitable, just like in the real world. The
advantage to using these LiveCDs is you do not have to configure a server on your
pen-test lab. You simply drop the LiveCD into the CD tray and reboot your system to
run from the CD, and within minutes you have a fully functional server to hack
against. They can be downloaded from http://de-ice.net/hackerpedia/index.php/
De-ICE.net_PenTest_Disks.

Another advantage to the De-ICE.net PenTest LiveCDs is that they are designed
to support different levels of difficulty so that the penetration tester can try out
different skills. Levels one and two are currently available with two different
LiveCDs within level one. Each has different vulnerabilities and by penetration
testing and learning how to compromise these LiveCDs, you’ll be able to exercise
a substantial number of your penetration testing skills and tools. The learning
opportunity available with these LiveCDs cannot be overstated.

1.4.3.2 Damn Vulnerable Web Application

Damn Vulnerable Web Application (DVWA) is not a just a LiveCD, but rather
a PHP/MySQL web application that has a number of known vulnerabilities. It is
available at http://www.dvwa.co.uk/ and will allow you to try out a number of
different techniques specific to web application vulnerabilities. Penetration testing
of web applications is covered in detail within Chapter 6 of this book.

DVWA is available as both a LiveCD as well as just an application which can be
downloaded and installed on an existing system. In both cases, you will be able to
practice using the tools and techniques described in this book for testing web
applications.

1.4.3.3 Mutillidae

Another great web application for practicing penetration testing is Mutillidae,
available at http://www.irongeek.com/i.php?page=security/mutillidae-deliberately-
vulnerable-php-owasp-top-10. This application is intended to be installed on an
existing web server using XAMPP and uses Apache, PHP, and MySQL. The intent
with this project is to create an application which has all of the Open Web Appli-
cation Security Project’s (OWASP’s) top 10 web vulnerabilities implemented in
such a way that they are easy to demonstrate. The application accomplishes this goal
very well and is an excellent penetration testing target to work with. In Chapter 6,
Mutillidae is used for some vulnerability demonstrations.
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1.4.3.4 WebGoat

While Mutillidae is intended to demonstrate the OWASP’s top 10 web vulnerabilities,
OWASP has a vulnerable application that they have also developed and distributed
for this purpose. It is called WebGoat and is available at http://www.owasp.org/
index.php/Category: OWASP_WebGoat_Project. This application has a number of
vulnerabilities in it and is very self-contained and easy to use. The compressed file
includes the Java Runtime Environment (JRE) and a pre-configured Tomcat
instance, so all you have to do is unzip the archive and execute the launch script.

TIP

WebGoat is configured by default to only respond on the loopback address (127.0.0.1) so it's
best to set this up on the machine where you’re running all your tools from.

1.4.3.5 OldApps.com
In some cases when doing penetration testing, you're going to want to test out
vulnerabilities in a specific version of a specific application. For example, you may
be looking for a potential buffer overflow within an older version of some software
that your client has installed. However, the software vendor will typically only offer
the latest version of their application. After all, why would they want to keep
distributing a version that potentially has a security vulnerability?

One solution to this is to find the application on http://oldapps.com. This site has
a huge number of applications and maintains multiple revisions of that application.
For example, as of the time of this writing, there are over 50 different versions of
AOL Instant Messenger available for download. If your client happens to be using an
older version of this software, this gives you the opportunity to download and test the
exact version that they’re using, even if it’s no longer available from the vendor.

1.5 CASE STUDY: THE TOOLS IN ACTION

For this case study, we’re going to focus on how to build out a penetration testing
toolkit. This toolkit will be comprised of BackTrack R2 setup on a USB drive and
configured for persistent changes. The process for this was created, refined, and
tested by Kevin Riggins, who maintains a great security blog located at http://www
.nfosecramblings.com/ [1]. To perform this installation, the following tools and
supplies are required:

A USB drive with a minimum capacity of 8 GB
A BackTrack LiveCD, another Linux-based LiveCD, or a blank USB drive or
DVD

e UNetbootin (described in the Open source tools section of this chapter) if you
don’t have an existing Linux-based LiveCD
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FIGURE 1.14
UNetbootin BackTrack Install.

Now that we have the goods in hand, we can get to cooking. This case study is
based on booting BackTrack 4 first. This means that you need some form of bootable
BackTrack 4 media. This can be a virtual machine, DVD, or USB drive. Use your
favorite method of creating a DVD or USB drive or you can use UNetbootin to
create the thumb drive. Fig. 1.14 is a screenshot of using UNetbootin to install
BackTrack 4 on a USB drive.

The setup is as simple as selecting the image we want to write to the USB drive
and the drive to write it to, and then clicking the “OK” button. Make sure you pick
the correct destination drive as this tool can potentially overwrite your boot sector
and other data.

The next step is to boot up BackTrack 4 from our newly created media.
With the release of BackTrack 4 Final, a 4 GB drive is required (8 GB
recommended) if we are going to enable persistence. We will also need to
figure out which drive is our target drive. The following command will show
the drives available and you can determine from that which is the new USB
drive:

dmesg | egrep hd.\|sd.
We need to partition and format the drive as follows:

e The first partition needs to be a primary partition of at least 2.5 GB and set to type
vfat. Also remember to make this partition active when you are creating it.
Otherwise you might have some boot problems.

e The second partition can be the rest of the thumb drive.
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Below are the steps to take to get the drive partitioned and formatted. A “#”
indicates a comment and is not part of the command and user typed commands are
bolded. One important note to keep in mind is that we will need to delete any
existing partitions on the drive.

fdisk /dev/sdb # use the appropriate drive letter for your system
# delete existing partitions. There may be more than one.
Command (m for help): d

Partition number (1-4): 1

# create the first partition

Command (m for help): n

Command action

e extended

p primary partition (1-4)

p

Partition number (1-4): 1

First cylinder (1-522, default 1): <enter>

Using default value 1

Last cylinder, +cylinders or +size{K,M,G} (1-522, default 522): +2500M
#icreate the second partition

Command (m for help): n

Command action

e extended

o) primary partition (1-4)

P

Partition number (1-4): 2

First cylinder (193-522, default 193): <enter>

Using default value 193

Last cylinder, +cylinders or +size{K,M,G} (193-522, default 522):
<enter>

Using default value 522

# Setting the partition type for the first partition to vfat/fat32
Command (m for help): t

Partition number (1-4): 1

Hex code (type L to list codes): b

Changed system type of partition 1 to b (W95 FAT32)

# Setting the partition type for the second partition to Linux
Command (m for help): t

Partition number (1-4): 2

Hex code (type L to list codes): 83

# Setting the first partition active

Command (m for help): a

Partition number (1-4): 1

Command (m for help): w

# now it is time to format the partitions

mkfs.vfat /dev/sdbl

mkfs.ext3 -b 4096 -L casper-rw /dev/sdb2
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Two things to notice above in the format commands: 1) we are using
ext3 instead of ext2 and 2) you must include the -L casper-rw portion of
the command. Being able to use ext3 is great because of journaling when
there is enough space available. The -L casper-rw option helps us get
around the problem we had in the past where we had to enter the partition
name in order to get persistence working. As you will see, that is no longer
necessary.

The next steps are basically:

Mount the first partition.
Copy the BackTrack files to it.
Install grub.

Following are the commands to execute. Again, “#” denotes comments and user
typed commands are bolded.

# mount the first partition, sdal in my case.

mkdir /mnt/sdbl

mount /dev/sdbl /mnt/sdbl

# copy the files (you will need to find where the ISO is mounted on your
system)

cd /mnt/sdbl

rsync -r /media/cdrom0/* .

# install grub

grub-install --no-floppy --root-directory=/mnt/sdbl /dev/sdb

That’s it! We now have a bootable BackTrack 4 USB thumb drive. Now on to
setting up persistent changes.

This is done much differently and more easily than it was in Backtrack 4 Beta or
Backtrack 3. First of all, for basic persistence, we don’t have to do anything at all.
There is already a menu option that takes care of it for us. Unfortunately, it is only for
console mode so we need to make a couple changes:

e Change the default boot selection to persistent.
e Set the resolution for our gui.

To do so, do the following:

cd /mnt/sdbl/boot/grub

vi menu.lst

# change the default line below to 'default 4' and append 'vga=0x317'
(that's a zero) to the kernel line to set the resolution to 1024x768
# By default, boot the first entry.

default 4
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title Start Persistent Live CD
kernel /boot /vmlinuz BOOT=casper boot=casper persistent rw quiet
vga=0x317

initrd /boot/initrd.gz
# save and exit
twq

Reboot and either select “Start Persistent LiveCD” or just wait since we set it to
auto-boot to persistent mode. To test it, create a file and reboot again. If your file is
still there, everything is golden.

1.6 HANDS-ON CHALLENGE

In each chapter of this book, we will have a hands-on challenge where you are
challenged to accomplish a task associated with what we’ve talked about within
that chapter. Your first challenge will, naturally, be related to penetration testing
toolKkits.

For this challenge, create a penetration testing toolkit on a USB drive using the
tools demonstrated in this chapter. Use any of the toolkits that we’ve discussed and
ensure that the USB drive boots after you’ve created it. After you’ve completed this
step, boot up a machine using your newly created USB drive and ensure that you are
able to accomplish the following tasks:

View the network card configuration for the machine.
If you have enabled persistence, ensure that you can write files and they exist
after a reboot.

e Execute at least one of the tools within the toolkit to ensure that everything
appears to be set up correctly.

SUMMARY

This chapter was focused on the tools of the trade for penetration testers. This really
encompasses both penetration testing toolkits and penetration testing targets. We
started off talking about our objectives as they relate to the tools that we use. We
learned a little bit about which toolkits have been created already for penetration
testing and how those toolkits are built. We also talked about how to modify them
and discussed some of the kits which exist to build penetration testing target
systems.

When discussing the core technologies used for created penetration testing
toolkits, we learned about LiveCDs and the great advantages that these offer in the
areas of ease-of-use and portability. We also talked about creating bootable USB
drives and how similar technologies apply in this area as well. Since most LiveCDs
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are made available as ISO images, we also took a look at that technology and what
ISO images really are as well as how to use them.

Next we got to play with the toys! As we talked about open source tools for
penetration testing toolkits, we discovered a wide variety of toolkits that are freely
available and contain massive numbers of open source penetration testing tools. We
also talked about some of the tools which can be used to create penetration testing
toolkits of your own. Penetration testing targets are another type of open source
“toolkit” in a sense and give us as penetration testers something to practice with.
These are obviously a very important part of our overall set of toolkits as they
provide a place to learn.

Lastly, we went through a real-world scenario of how to create a bootable USB
drive with BackTrack (one of the penetration testing toolkits). As an added bonus
here, we also enabled persistence which allows us to save changes that we make to
the toolkit as we go along. This is especially useful for keeping the toolkit up-to-date
as any package updates are saved versus disappearing on reboot when using the
toolkit in a non-persistent mode. You were then challenged to go through this
yourself and get started with open source tools-based penetration testing by creating
a bootable USB drive with the toolkit of your choice.

Endnote

[1] Riggins, K. (2011). BackTrack 4—USB/persistent changes/Nessus. http://www
.infosecramblings.com/backtrack/backtrack-4-usbpersistent-changesnessus/ [accessed
29.03.11].
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When your goal is to successfully penetrate a target, your first objective should be to
gather as much information about that target as possible. The United States Army
describes reconnaissance as “a mission to obtain information by visual observation
or other detection methods, about the activities and resources of an enemy or
potential enemy” [1]. This is a very apt definition for our purposes as our goal in
reconnaissance is to gain as much information as possible about a target without
actually “touching” the target.

Reconnaissance differs from enumeration, but often these two exercises are
categorized together. It is important to recognize the differences in the activities
however as reconnaissance exercises tend to have less risk of being detected by the
target than enumeration exercises. Due to this, it makes sense to do as much
reconnaissance as possible on a target before drilling in for details using enumer-
ation. We will be covering enumeration in Chapter 3.

There are a number of very strong technical reasons as well for conducting an
accurate and comprehensive reconnaissance exercise before continuing with the
enumeration portion of the penetration test:

e Ultimately computers and computer systems are designed, built, managed, and
maintained by people. Different people have different personalities, and their
computer systems (and hence the computer system vulnerabilities) will be
a function of those personalities. In short, the better you understand the people
behind the computer systems you’re attacking, the better your chances of
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discovering and exploiting vulnerabilities. As tired as the cliché has become, the
reconnaissance phase really does present one with the perfect opportunity to know
your enemy.

e In most penetration testing scenarios, one is actually attacking an entity—a
corporation, government, or other organization—and not an individual computer.
If you accept that corporations today are frequently geographically dispersed and
politically complex, you’ll understand that their Internet presence is even more
so. The simple fact is that if your objective is to attack the security of a modern
organization over the Internet, your greatest challenge may very well be simply
discovering where on the Internet that organization actually is—in its entirety.

e As computer security technologies and computer security skills improve, your
chances of successfully compromising a given machine lessen. Furthermore, in
targeted attacks, the most obvious options do not always guarantee success, and
even 0-day exploits can be rendered useless by a well-designed Demilitarized
Zone (DMZ) that successfully contains the attack. One might even argue that
the real question for an attacker is not what the vulnerability is, but where it is.
The rule is therefore simple: The more Internet-facing servers we can locate, the
higher our chances of a successful compromise.

2.1 OBJECTIVE

The objective of the reconnaissance phase is therefore to map a “real-world” target
(a company, corporation, government, or other organization) to a cyberworld target,
where “cyberworld target” is defined as a set of reachable and relevant IP addresses.
This chapter explores the technologies and techniques used to make that translation
happen. We’ll also cover the human aspect of reconnaissance and how to use human
reconnaissance to further map out our target.

What is meant by “reachable” is really quite simple: If you can’t reach an
Internet Protocol (IP) over the Internet, you simply cannot directly attack it. Indirect
attacks are, of course, still possible and we will be covering some indirect pene-
tration methods as well. Scanning for “live” or “reachable” IP addresses in a given
space is a well-established process and we describe it when covering enumeration in
Chapter 3. The concept of “relevance” is a little trickier, however, and bears some
discussion before we proceed.

A given IP address is considered “relevant” to the target if it belongs to the target,
is registered to the target, is used by the target, or simply serves the target in some
way. Clearly, this goes far beyond simply attacking www.fake-inc.com. If Fake, Inc.
is our target, Fake’s web servers, mail servers, and hosted domain name system
(DNS) servers all become targets, as does the FakeIncOnline.com e-commerce site
hosted by an offshore provider.

It may be even more complex than that however. If our target is a large orga-
nization or part of a large organization, we also need to factor in the political
structure of that organization when searching for relevant IP addresses. As we’re
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looking for IP addresses that may ultimately give us access to the target’s internal
domain, we also look at the following business relationships: subsidiaries of the
target, the parent of the target, sister companies of the target, significant business
partners of the target, and perhaps even certain service providers of the target. All of
these parties may own or manage systems that are vulnerable to attack, and could, if
exploited, allow us to compromise the internal space of our target.
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NOTE

We look at the target as a complex political structure. As such, we must consider many
different relationships:

The parent company
Subsidiary companies

Sister companies

Significant business partners
Brands

Divisions

Any IP relevant to any of these parties is possibly relevant to our attack. We consider an IP
relevant if the IP:

Belongs to the organization

Is used by the organization

Is registered to the organization

Serves the organization in some way

Is closely associated with the organization

By “organization,” we mean the broader organization, as defined previously.

Now that we understand our objective for the reconnaissance phase—the

translation of a real-world target into a broad list of reachable and relevant IP
addresses—we can consider a methodology for achieving this objective. For this, we
will use a five-step approach, as outlined in the following section.

WARNING

It is assumed for this book that any attack and penetration test is being conducted with all the
necessary permissions and authorizations. With this in mind, please remember that there is
a critical difference between relevant targets and authorized targets. Just because a certain
IP address is considered relevant to the target you are attacking does not necessarily mean
it is covered by your authorization. Be certain to gain specific permissions for each individual
IP address from the relevant parties before proceeding from reconnaissance into the more
active phases of your attack. In some cases, a key machine will fall beyond the scope of your
authorization and will have to be ignored. DNS servers, which are mission-critical but are often
shared among numerous parties and managed by Internet Service Providers (ISPs) for example,
frequently fall into this category.
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2.2 A METHODOLOGY FOR RECONNAISSANCE

At a high level, reconnaissance can be divided into five phases as listed in Table 2.1.
We will cover most of these in this chapter; however the final phase of vitality will be
covered in Chapter 3 as it can involve some level of enumeration as well.

The first four phases in Table 2.1 are reiterative; that is, we repeat them in
sequence over and over again until no more new information is added, at which point
the loop should terminate. This can take a very long time and can be as detailed as
you need depending on your specific purposes. If you reach a point where you feel
that you have gathered sufficient information for successfully performing your
penetration test, feel free to terminate your reconnaissance. Reconnaissance’s value
decreases after you have reached the point where further actions should be per-
formed or when no further useful information can be gathered. That said, if you find

of the target and
gain as much
intelligence as
possible about the
people associated
with the
organization.

Table 2.1 Five Phases of Reconnaissance

names, job titles,
contact information,
and other personal
details about the
people associated with
the organization.

Phase Objectives Output Tools
Intelligence To learn as much The output of this e Search engines
gathering about the target, its  phase is a list of e Financial databases
business, its company names, e Business reports
organizational partner organization e WHOIS
structure, and its names, and DNS e RWHOIS
business partners names which reflect e Domain name regis-
as possible. the entire target tries and registrars
organization including e Web archives
all of its brands, e Data mining tools
divisions, and local
representations.
Footprinting ~ To mine as many The output of this e DNS
DNS host names phase is a list of DNS e WHOIS
as possible from host names, IP e DIG
the domains or addresses, and IP e SMTP
company names address ranges. e Data mining tools
collected and
translate those into
IP addresses or IP
address ranges.
Human To analyze the The output of this e Search engines
recon human perspective phase is a list of e Email lists and web

site posts

Social networking
services

Publicly available
records
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Table 2.1 Five Phases of Reconnaissance (Continued)

Phase Objectives Output Tools
Verification To confirm the This phase rarely e DNS
validity of produces new output, e WHOIS
information but can clean up e DIG
collected in the existing output by
prior phases. removing invalid data.
Some additional
information can
sometimes be
gathered as a side-
product of the
verification.
Vitality To confirm the The output of this e PING

reachability of the
IP addresses
identified in prior
phases. This is

a phase which

phase is a list of IP
addresses from prior
phases which have
been confirmed as
reachable.

e Port scanners
e Mapping tools

spreads between
reconnaissance
and enumeration.

additional details about the target during future penetration testing activities which
could be further expanded upon through addition reconnaissance, it may be
worthwhile to go through the reconnaissance methodology using those new details
as input.

For the remainder of this chapter, we will examine four of the reconnaissance
phases in detail: intelligence gathering, footprinting, human recon, and verification.
Each of these uses specific core technologies which we will leverage using a variety
of open source tools. For each phase, we will be going over the core technologies
that we will be using, the general approach, and how to use open source tools to
utilize that technology effectively in our reconnaissance activities.

2.3 INTELLIGENCE GATHERING

The ultimate output of this phase is a list of DNS names that are relevant to our target
as well as a rough organization chart showing the links between our target and its
partners. As we’ve discussed, relevance can be a difficult concept and it may be hard
to determine exactly how relevant the information gathered is. Because of this, it
comes down to your personal analysis of the data you’ve gathered and your gut feel
on whether or not the data you’ve gathered is really relevant or if you’re going “down
the rabbit hole.”
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EPIC FAIL

Ever have one of those days when you bang your head on your desk repeatedly? Sometimes
ignoring some organizational data’s relevance can cause this. A perfect example is a pene-
tration test performed against a corporate entity. This company was listed as a customer of
a specific offshore web development firm. This detail was ignored when documenting the
reconnaissance performed and no more was thought of it.

When performing deeper penetration tests, the tester ran into difficulty penetrating
part of their externally facing web presence where it was felt that they could gather some
useful data. After running into roadblock after roadblock, the tester realized that the web
application being worked with was a custom-developed application and that the target
probably outsourced the development of it to the previously mentioned web development
firm. This happened to be a firm which was well known for adding administrative backdoors to
help support their customers in the future.

A little research later and the tester was successfully logged into their web application
as a superuser. Paying attention to the details of this company’s partners could have saved
hours of time and a pretty severe headache.

2.3.1 Core technologies

Before going into the approaches we’ll take or the tools we’ll use, it’s best to have
a good understanding of the core technologies which we will be leveraging. In the
intelligence gathering phase of reconnaissance, we will be focusing on our primary
information source which is the data mined through search engines. A huge amount
of information related to our target organization information is typically publicly
available; we just have to know how to look for it properly.

2.3.1.1 Search engines

Search engines are the key to finding out as much information about a target as
possible. Without the use of advanced search engines, it would probably be almost
impossible to locate vital information regarding the target from the web. So the
question is, what is a search engine and how does it work?

A search engine is a system dedicated to the searching and retrieval of infor-
mation for the purpose of cataloging results. There are two types of search engines:
a crawler-based search engine and a human-based directory. The two search engines
gather their information in two different ways, but most search sites on the web
today obtain their listings using both methods.

2.3.1.1.1 Crawler-based search engines

Crawler-based search engines use “crawlers” or “spiders” to surf the web automati-
cally. Spiders will read web pages, index them, and follow the links found within a site
to other pages. Three highly active spiders on the Internet today from major search
engines are: Slurp from Yahoo!, MSNBot from Bing (sure to be renamed at some
point in the future), and Googlebot from Google. Several others are available but as of
the time of this writing, these are the major players in this space. You should also be
aware that there are open source crawlers available as well. If you are so inclined, you
could set up your own web crawler to get a better idea of how this technology works.
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Before a spider can actively “crawl” pages, it must read a list of URLs that have
already been added to the index. This list of URLs is considered “seed” data and is
used as a starting point for the spider. As a spider crawls through the pages, it
examines all the code and returns all information back to its index. The spider will
also add and follow new links and pages that it may find to its index. Spiders will
periodically return to the web sites to check for any type of content changes. Some
spiders, such as Googlebot, can detect how frequently a site typically changes and
adjust the frequency of its visits appropriately.

Over time, the algorithms used by spiders are modified to become more complex
and improve their efficiency. In some cases, minor changes such as adding a limit to
the search depth for a single domain can greatly improve the efficiency of a spider by
causing it to spend less time on a single domain and instead spend time indexing
other domains. As spiders continue to evolve, the results available to us through this
automated indexing system become more complete and more useful.

2.3.1.1.2 Human-based search engines

Human-based search engines specifically rely on human input. Humans submit
a short description to the directory for the entire web site. A search result returns
matches based on the descriptions submitted by humans. The changing and updating
of web sites have no effect on the listing. Yahoo!, for example, makes use of
a human-powered directory in addition to its spider. This method of data collection
tends to be prone to errors including incorrect descriptions of web sites, misspelling
of keywords, and omitted information.

When search engines were first being created for the web, human-based search
engines were much more common than crawler-based systems. As the web
continued to grow, this method grew more and more difficult to maintain thus all
major search engines today use spiders. Now this method is generally used for
adding sites to search engines that would not necessarily be found by spiders due to
a lack of links elsewhere to the site and to augment crawler-based results.

Every search engine will have some system for determining the order in which
the results are displayed. This is referred to as its ranking system, which (more than
the number of entries in the database) will determine how useful a search engine is
for any given purpose.

NOTE

Google’s page ranking is a system Google developed in which it determines and calculates

a page’s importance. Page rank is a type of vote by all other pages that Google has in its
repository. A link from a site to a page counts as a support vote; the more sites that link to the
page, the greater the number of votes the page receives. A page with no links to itself does not
count as a negative vote, but rather no vote at all. The rank of a page is also influenced by the
rank of the page linking to it.

Sites of a high quality and level of importance receive higher page rankings. Google
combines page ranking with a highly evolved text-matching technique to only find pages of
importance that are relevant to your search query. For more information regarding the Google
page ranking, visit www.sirgroane.net/google-page-rank/.
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2.3.2 Approach

To help break down the intelligence gathering reconnaissance phase into manage-
able chunks, we’ll look at it as a series of sub-phases:

Real-world intelligence
Link analysis
Domain name expansion

Each of these uses slightly different technologies and we will examine each of
them in detail as well as look at some sample output which we can use for recording
the data.

2.3.2.1 Real-world intelligence

We start by trying to understand the structure of the organization we’re targeting, its
geographical spread, products, business relationships, and so forth. This is essen-
tially an old-school investigative exercise that makes use of the web as a primary
resource. You’ll visit the target’s web site, search for the target in search engines,
read the target’s news, press releases, and annual reports, and query external
databases for information about the target. At this stage, there are no hard or strict
rules, and the value of each different resource will vary from target to target and
from sector to sector. As you work through these sources, you need to collect the
DNS domain names you find—not necessarily the host names (although these can
be useful also), but at least the domain names. Bear in mind always that we’re
interested in the broader organization, which may encompass other organizations
with other names.

A good (albeit simple) example of this is the media company News Corporation.
News Corporation has a very large number of related corporations and brands. If we
wanted to find out what some of these are in the interest of performing reconnais-
sance on News Corporation, we could simply plug their name into a search engine
such as Google. The results of this search are shown in Fig. 2.1.

This gives us the root domain for News Corporation (www.newscorp.com). The
next step is simply to go to that web site and see what information they have publicly
available. Going into their site map, there is a link for “Other Assets.” How about
that, based on the information shown in Fig. 2.2, News Corporation also owns
MySpace. This may or may not be relevant information now, but it’s possible that it
could be useful as we probe deeper. Who knows, maybe there are some vulnerable
systems from the original MySpace infrastructure which were migrated into News
Corporation’s corporate infrastructure....

With this in mind, due to the potential relevance of subsidiary companies, our
target could now include MySpace as well as all of the other assets listed on News
Corporation’s web page. Additional DNS names and details on these subsidiaries
could then be gathered through additional searches. As more and more company and
domain names are identified, we continue to reiterate through this process until we
have as much information as we need.
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WARNING

Please note again our earlier comments regarding permissions when performing reconnais-
sance. A relevant target is not necessarily an authorized target! While reconnaissance is non-
intrusive compared to enumeration, you may need to go through the data you've gathered and
remove all references to unauthorized targets gathered during your reconnaissance. This may
help you to better remember not to drill in on those unauthorized targets later in your pene-
tration testing work.

2.3.2.2 Link analysis

Link analysis is a way to automate web surfing to save us time. Given any DNS
domain that has a web site (www.fake-inc.com), we use web spiders and search
engines to enumerate all the HTTP links to and from this site on the web. A link,
either to or from the initial site, forms a pair, and an analysis of the most prominent
pairs will often reveal something about the real-world relationships between orga-
nizations with different domain names. Entire studies on this subject are available on
the web, as well as one or two freeware tools which help automate the analyses. We
will go over some of these tools later in the chapter.

These tools typically use some form of statistical weighing algorithm to deduce
which web sites have the strongest “relationships” with the target site. The
reasoning, obviously, is that if there’s a strong relationship between two sites on
the web, there may a strong link between those two organizations in the world. The
output from this type of analysis is a list of additional domain names which appear to
statistically have a strong connection to your target and upon which you can perform
additional reconnaissance.

You should keep in mind, however, that the automation of this type of analysis is
absolutely not foolproof. As a good example, many news aggregators such as fark
.com or gizmodo.com link back to the original source for news stories. This could
be anything from a small-town online newspaper site to larger news entities such as
CNN or MSNBC. The larger news sites will also occasionally have links back to the
news aggregators referencing some of the more unusual stories that they’ve covered
thus building a strong link relationship between the news aggregator and the large
news site. This would statistically show that there is a strong link between the sites
and thus potentially the companies, but in this case that would be an inaccurate
assumption.

2.3.2.3 Domain name expansion
Given a DNS domain that is relevant to our target, we can automatically search for
more domains by building on two key assumptions:

e If our target has the DNS name, fake-inc.com, our target may also have other
similar-sounding names such as FakeIncOnline.com. We refer to this as domain
name expansion.
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e If our target has a DNS name in a specific top-level domain (TLD)—fake-
inc.com—it may also have the same domain in a different TLD, for example,
fake-inc.co.za. We refer to this as TLD expansion.

Together, these two assumptions allow us to expand our list of target domains in
an automated fashion. TLD expansion (our second technique) is relatively easy:
Build a list of all possible TLDs (.com, .net, .tv, .com, .my, etc.) and build a loop to
enumerate through each, tagging it to the end of the root name (fake-inc). For each
combination, test for the existence of a DNS Name Server (NS) entry to verify
whether the domain exists. This technique is not perfect and may produce many,
many false positives, but it’s relatively easy to weed these out and the return on
investment for the time spent performing the analysis is often significant. Fig. 2.3
shows the manual method of performing this task. Naturally, tools exist which help
to automate TLD expansion.

Much trickier to automate than TLD expansion is domain name expansion (the
technique derived from our first assumption, earlier). Name expansion is harder
because the number of possible iterations is theoretically infinite (an infinite number
of things “sound like” fake-inc). A pure brute-force attack is therefore not feasible. It
used to be possible to do wildcard searches with WHOIS in order to gather all
similar domain names from a DNS query. This is no longer a very viable option as
fewer and fewer DNS servers are supporting wildcard queries.

root@bt: ~ - Shell - Konsole
Session Edit View Bookmarks Settings Help

-t ns google.com
.CoOm name server nsz.(_mcgla.
.com name server ns4.google.
com name server ns3.google.
m name server nsl.google.
# host -t ns google.co.za
a name server ns2.google.com.
name server #'IS]..QOOQI.@.
a4 nName server ﬂS‘:.gODglE.EOI‘I‘I.
a name server ns3.google.com.

.gov not found: 3(NXDOMAIN)
# host -t ns google.co.uk
google.co.uk name
google.co.uk name
google.co.uk name

| @ shell [

FIGURE 2.3
Manual Method of TLD Expansion.
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A better approach to domain name expansion is available from the British ISP
www.netcraft.com, possibly already known to you for its statistical profiling of
different web servers on the Internet over the years. Through various relationships,
Netcraft has built a substantial list of DNS host names, which it makes available to
the public via a searchable web interface on its site (click on SearchDNS). This
interface allows wildcard searches also, as shown in Fig. 2.4. There are several other
web sites which offer similar services which you can find through a query with your
favorite search engine.
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Search Web by Domain

Resulls for google
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FIGURE 2.4
Netcraft Wildcard DNS Query.

Netcraft doesn’t officially apply any restrictions (as far as we’re aware), but it
also doesn’t own all the information on the Internet. There are many times when
performing wildcard DNS queries that Netcraft’s database does not necessarily
include all of the domain names which might exist. Netcraft is thus an additional
resource, not an ultimate authority. It is generally best to use a number of different
queries and different services when performing domain name expansion.

2.3.3 Open source tools

Some of the technologies discussed in this section are not, strictly speaking, “open
source.” They are, however, freely available on the web as services and are used so
extensively that it would be impossible to omit them. Others are tools which are
available as downloadable open source applications which you can use to automate
some of your intelligence gathering activities.

2.3.3.1 Google (www.google.com)

As previously mentioned, search engines enable us to find out just about anything
on the Internet. Google, possibly the most popular search engine among pene-
tration testers, can be used to perform basic searches by simply supplying
a keyword or phrase. In this section, we look at how to find specific information
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that may be particularly important in the reconnaissance phase. Google has
various types of functionality; in this section, we will also look at certain key
directives that we can use to enhance our search queries to focus on specific
information regarding a specific web site, file type, or keyword. Google has a list
of key directives that we can use in search queries to help us focus on specific
information:

site sampledomain.com
filetype [extension]
link siteURL

You use the site directive to restrict your search to a specific site or domain. To
only return results from the Syngress web site, use the site:syngress.com syntax in
the Google search box. This will return all pages Google has indexed from syngress.
com sites. To search for specific pages of information, you can add keywords or
phrases to the search query.

The next directive is file type, which you use to return only results with a specific
file extension. To do this, you supply filetype:pdf in the Google search box, which
will only return results with the PDF file extension. This is one of the most useful
directives available for penetration testing as much more information tends to be
found in specific files than in HTML-based data. For example, performing a search
for filetype:xls will provide a list of spreadsheets found which match your other
search criteria. Many times this can help you find lists of contacts or other useful
information stored in spreadsheet format.

Google also has a directive that allows you to view who links to a specific URL.
For example, link:syngress.com will return search results of web sites linking to the
Syngress home page. You can use all key directives in conjunction with each other
and with other keywords and phrases (see Fig. 2.5).

When Google spiders crawl the web, Google takes snapshots of each visited
page. The snapshots are then backed up to the Google repository. These cached
pages are displayed as links next to results from Google-returned queries.
Viewing cached pages may reveal old information regarding other domains
within the organization, links to administrative back-ends, and more. Sites that
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FIGURE 2.5

Using Google as a Resource.
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have not yet been indexed will not have cached links available. The same goes for
sites managed by administrators who have asked not to have their content cached.

2.3.3.2 Netcraft (www.netcraft.com)

Netcraft is an Internet monitoring company that monitors uptimes and provides
server operating system detection. Netcraft has an online search tool that allows
users to query its databases for host information.

The online search tool allows for wildcard searches (see Fig. 2.6), which means
that a user can input *elsevier*, and the results returned will display all domains that
may have the word elsevier in them.

The results may return www.elsevier.com and www.elsevierdirect.com, thus
expanding our list of known domains. To take this step further, a user can select the
“Site Report” link, which will return valuable information such as:

IP address
Name servers
Reverse DNS
Netblock owner
DNS admin
Domain registry

This is shown in Fig. 2.7.
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FIGURE 2.6

Results from a Wildcard Query at www.netcraft.com.



2.3 Intelligence gathering 43

€ 0 € K A remabusscnton v B s

Global Reach
— [

FIGURE 2.7
Extended Information on www.elsevier.com.

2.3.3.3 BILE software suite

The BiLE software suite is a free set of Perl tools from the security company
SensePost. BiLE, which stands for Bi-Directional Link Extractor, is a tool used in
the footprinting process to find non-obvious relationships between various web sites.
It is one of the only open source software tools that addresses this component of
penetration testing on the Internet.

The essence of a “non-obvious” relationship is this: By examining the way that
companies link to one another with their web sites, we can learn something of their
relationships with one another in the real world. A link from A — B says A knows
something of B. A link from B — A suggests A might know something of B, and
even a link from A — C — B suggests that A and B might have some kind of
relationship. By enumerating and analyzing these links between web sites, we
discover relationships we may otherwise never have stumbled upon. The system is
not perfect by any means, and bear in mind that the “obvious” relationships are
easily discovered using the other techniques discussed in this chapter—we therefore
expect this component to be hard. The BiLE software suite then goes further to offer
similarly insightful solutions to many of the problems we face during the recon-
naissance phase.

The following is a list of some of the tools in the collection:

BiLE.pl
BiLE-weigh.pl
vet-mx.pl
jarf-dnsbrute
jarf-rev
tld-expand.pl
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We’ll discuss three of these utilities in slightly more detail in the sections that
follow.

2.3.3.3.1 BILE suite: BiLE.pl (www.sensepost.com/labs/tools/misc)

For the intelligence gathering process, we will focus on BiLE, BiLE-weigh, and
tld-expand. BiLE attempts to mirror a target web site, extracting all the links
from the site using HTTrack (www.httrack.com). It then queries Google and
obtains a list of sites that link to the target site specified. BiLE then has a list of
sites that are linked from the target site, and a list of sites linked to the tar-
get site. It proceeds to perform the same function on all sites in its list. This
is performed on only the first level. The final output of BiLE is a text file
that contains a list of source site names and destination site names (see
Fig. 2.8).

BiLE leans on Google and HTTrack to automate the collections to and from
the target site, and then applies a simple statistical weighing algorithm to deduce
which web sites have the strongest “relationships” with the target site. The
reasoning, obviously, is that if there’s a strong relationship between two sites on
the web, there may a strong link between those two organizations in the world.
BiLE is a unique and powerful tool and works very well if you understand exactly
what it is doing. BiLE cannot build you a list of target domains. BiLE will tell you
this: “If you were to spend hours and hours on the Internet, using search engines,
visiting your target’s web site, and generally exploring the web from that point,
these are the other web sites you are most likely to come across....”

B-==> Link from: [www.syngress.com]
syngress.com:www.syngresscertification.com
m:www.w3.0rg
w.syngress.com:vicon-sub.halldata.com
w.syngress.com:radiantcms.org
.syngress.com:www. linkedin.com
.syngress.com:www. rsaconference.com
.syngress.com:www. thetrainingco.com
Syngress.com:syngress.com
com:search.twitter.com
m:taosecurity.blogspot.com
com:www . techsec.com
.syngress.com: twitter.com
.SYNgress.com:www.twitter.com
.com:syngress.dreamhosters.com
.com:www.facebook .com
twww . humanfactorsinsecurity.com
;hfis.sparks.co.uk
.syngress.com:elsevier.com
www.syngress.com:mail.elsevier=alerts.com
www.syngress. infosec.co.uk
W . r ajax.googleapis.com
n:www.elsevierdirect.com
"syngress.mine" 464 lines, 16238 characters

FIGURE 2.8

BiLE Output.
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TIP

Installing HTTrack and BiLE isn’t exactly as straightforward as one might like when installing
into the BackTrack image. There are a couple hints that might make this easier for you.

e After downloading HTTrack, use the following commands to install it:
tar -zxvf httrack-3.43-9C.tar.gz
cd httrack-3.43.9
. /configure
make install
In -s /usr/local/lib/libhttrack.so.2 /usr/lib/libhttrack.so.2
e After downloading BiLE-suite.tgz and BiLEPublic.tgz, copy them into a subdirectory such
as “BiLE” and extract them using the command:
tar -zxvf *.tgz

In this toolset, let’s first examine the use of BiLE.pl and its syntax.

BiLE.pl USAGE

How to use:

perl BiLE.pl [website] [project name]

Input fields:

[website] is the target web site name, for example, www.test12website.com.
[project_namel is the name of the project, for example, BiLExample.
Output:

Creates a file named [project_namel.mine.

Output format:

Source_site:Destination_site

Typical output: (extract)

root@bt:~# perl BiLE.pl www.fake-inc.com fake-inc
www . fake-incincorp.com: www.businessfake-inc.com
www.invisible-fake-inc.com: www.businessfake-inc.com
www.fake-inc2ofus.net: www.businessfake-inc.com

www . fake-incpromotions.com: www.businessfake-inc.com
www . fake-incinfo.com: www.businessfake-inc.com

www . fake-incrooqg.com: www.businessfake-inc.com

www. fake-increalthings.com: www.businessfake-inc.com

This command will run for some time. BiLE will use HTTrack to download and
analyze the entire site, extracting links to other sites that will also be downloaded,
analyzed, and so forth. BiLE will also run a series of Google searches using the link:
directive to see what external sites have HTTP links toward our target site.

BiLE produces output that contains only the source and destination sites for each
link, but tells us nothing about the relevance of each site. Once you have a list of all
the “relationships” (links to and from your chosen target web site), you want to sort
them according to relevance. The tool we use here, bile-weigh.pl, uses a complex
formula to sort the relationships so that you can easily see which are most important.
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e n: 142, 377681841968
syngress.dreamhosters.com: 135, 797619047619
wWww.Syngress.com: 109. 62938252224
www.techsec.com: 79. 6338524883638
www.syngresscertification.com: 66. 6462585034014

1 39.421947726459
elsevier.com:37.7891156462585
ajax.googleapis.com:32. 5034013605442
www.thetrainingco.com:29. 4763212977499
www. rsaconference.com: 27. 156462585034
taosecurity.blogspot.com: 22, 8707482993197
wiw . twittter .com: 21 . 5136054421769
wirw . humanfactorsinsecurity.com: 21. 3605442176871
mail.elsevier-alerts.com:21.3605442176871
hfis.sparks.co.uk:21.3605442176871
search.twitter.com: 21.156462585034
www. linkedin. com: 21, 0409953455066
www. facebook . com: 20. 2891156462585
www.infosec.co.uk:19.9319727891156
www.elsevierdirect.com: 19.9319727891156
vicon-sub.halldata.com 319727891156
radiantems.org:19.¢ 5
edge.halldata.com: 14.2857142857143
"syngress.mine.sorted" 252 lines, 9020 characters

FIGURE 2.9
BiLE-weigh Output Sample.

2.3.3.3.2 BILE suite: BiLE-weigh.pl (www.sensepost.com/labs/tools/
misc)

The next tool used in the collection is BiLE-weigh, which takes the BiLE output and
calculates the significance of each site found. The weighing algorithm is complex
and we will not discuss the details. However, you should note the following:

e The target site that was given as an input parameter does not need to end up with
the highest weight. This is a good sign that the provided target site is not the
organization’s central site.

A link to a site with many links weighs less than a link to a site with fewer links.
A link from a site with many links weighs less than a link from a site with fewer links.
A link from a site weighs more than a link to a site.

Fig. 2.9 shows some sample BiLE-weigh output.

BiLE-Weigh.pl USAGE

How to use:

perl BiLE-weigh.pl [website] [input file]

Input fields:

[website] is a web site name, for example, www.sensepost.com.
[input file] typically output from BIiLE.

Output:

Creates a file called [input file namel.sorted, sorted by weight with lower weights first.
Output format:

Site name:weight

Typical output:
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root@bt:~# perl BiLE-weigh.pl www.fake-inc.com fake-inc.mine
www.google.org:8.6923337134567
www.securitysitel.com:8.44336566581115
www.internalsystemsinc2.com:7.43264554678424
www.pointcheckofret.com:7.00006117655755

www . whereisexamples.com:6.65432957180844

Depending on the version of sort that you have installed, you may experience this
error when running BiLE-weigh:

sort: open failed: +1: No such file or directory

This is due to a slight syntax change needed for sort to work as expected. Open
the BiLE-weigh.pl file for editing and search for the following line:

'cat temp | sort -r -t ":" +1 -n > @ARGV [1] .sorted';
Change it to this instead:
'cat temp \ sort -r -t ":" -k 2 -n > @ARGV [1] .sorted’;

This should fix the problem and you should be able to successfully run BiLE-weigh!

The number you see next to each site is the “weight” that BiLE has assigned. The
weight in itself is an arbitrary value and of no real use to us. What is interesting,
however, is the relationship between the values of the sites. The rate at which the sites
discovered become less relevant is referred to as the rate of decay. A slow rate of
decay means there are many sites with a high relevance—an indication of widespread
cross-linking. A steep descent shows us that the site is fairly unknown and uncon-
nected—a stand-alone site. It is in the latter case that HTML link analysis becomes
interesting to us, as these links are likely to reflect actual business relationships.

NOTE

In its original paper on the subject (www.sensepost.com/restricted/BH_footprint2002_paper
.pdf), SensePost describes the logic behind the BiLE-weighing algorithm as follows:

“Let us first consider incoming links (sites linking to the core site). If you visit a site with
only one link on it (to your core site), you would probably rate the site as important. If a site is an
‘Interesting Links’-type site with hundreds of links (with one to your core site), the site is
probably not that relevant. The same applies to outgoing links. If your core site contains one
link to a site, that site is more relevant than one linked from 120 links. The next criterion is
looking for links in and out of a site. If the core site links to site XX and site XX links back to the
core site, it means they are closely related. The last criterion is that links to a site are less
relevant than links from a site (6:10 ratio). This makes perfect sense, as a site owner cannot
(although many would want to try) control who links to the site, but can control outgoing links
(e.g., links on the site)” [2].
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2.3.3.3.3 BILE suite: tld-expand.pl (www.sensepost.com/labs/tools/
misc)
The tld-expand utility is used to automate the generation of alternate TLDs for TLD
expansion and determine if the domain is in use. It takes a simple input file of
second-level domain names and outputs a file with a variety of valid TLDs prefixed
with the second-level domain names. This can really speed up TLD expansion
compared to the manual method previously shown. You can see an example of
output from tld-expand in Fig. 2.10.

As you can see in the example (Fig. 2.10), not only does tld-expand create
a list of TLDs, but it also does a DNS query to determine if any of the TLDs are
valid. By doing this, you are quickly able to assess whether or not the target has
other potential hosts under other TLDs. Keep in mind, there is no guarantee that
other TLDs with your target’s domain name are actually owned by the target.
They could also be purchased by a third party and used for advertisement or
other purposes.

tld-expand.pl USAGE

How to use:

perl tld-expand.pl [input file] [output file]

Input fields:

[Input file] is the file containing a list of domains
Output:

[Output file] is the output file containing domains expanded by TLD

alsevier o
elsevier.cc
elsevier.name
elsevier.name
elsevier.net
elsevier.net

“test_domains_tld.txt" 6 lines, 78 characters

FIGURE 2.10
tld-expand Output Sample.
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2.3.4 Intelligence gathering summary

At this point, we’ve discussed the basics of building a list of DNS domain names we
consider relevant to the real-world target as well as how to expand the size of that
target by including relevant organizations. We’ve also discussed the steps to expand
our list of domains by using TLD and domain name expansion. We’re now ready to
proceed to the next major phase of reconnaissance: footprinting.

2.4 FOOTPRINTING

The objective of the footprinting phase is to derive as many IP/host name mappings
as we possibly can from the domains gathered in the previous phase. As an
organization’s machines usually live close together, this means that if we’ve found
one [P address, we have a good idea of where to look for the rest. Thus, for this stage,
our output can actually be IP ranges (and not necessarily just individual IPs). For the
sake of completeness, if we find even a single IP in a given subnet we should include
that entire subnet in the list. The technically astute among us will already be crying
“False assumption! False assumption!” and they would be right. At this stage,
however, it is better to overestimate than underestimate and gather as much data as
possible. In the verification phase we’ll prune the network blocks to a more accurate
representation of what’s actually relevant.

2.4.1 Core technologies

Again, let’s go over some of the core technologies that we’ll be using before going
into the approaches we’ll take or the tools we’ll use. In the footprinting phase of
reconnaissance, we will be focusing on the technologies of DNS, WHOIS,
RWHOIS, and SMTP. Each of these technologies can be leveraged to gather more
information on the overall footprint of our target and can help us in building our
IP/host name mappings.

2.4.1.1 DNS

The Domain Name System (DNS) can be considered the life and blood of
the Internet today. It is much easier for people to remember DNS names than full
IP addresses of web sites. DNS, which is used for resolving DNS names into IP
addresses and vice versa, can be seen as a database of host information. DNS
is widely used by all Internetworking applications, such as web browsers, email,
and so on.

DNS has been arranged in a hierarchical naming scheme, known to us as domain
names. It functions with a top-down method, where a query begins at the top of the
DNS tree and works its way to an endpoint. At the top of this hierarchy (called the
“root”) are root servers. Thirteen root servers (logical, not physical) form the top of
the DNS tree. The names of these root servers start with the letters A—M, all in the
domain root-servers.net.
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The next level on the tree is known as the top-level domain (or TLD), which is the
label to the right of a domain name delineated by a period. There are two types of
TLDs: country code (ccTLDs) and generic (gTLDs). A ccTLD may consist of .uk, .us,
.za, or .il, for example. A gTLD may consist of .com, .org, .net, .edu, .mil, and so forth.

Each label to the left of the TLD is then technically a subdomain, until the end is
reached and we actually have a full host name description. With that said, the label/
subdomain immediately to the left of the TLD is also referred to as the second-level
domain. The second-level domain is usually the core of the name, for example,
“google,” “syngress,” or “elsevier.” These second-level domains are registered by
registrars accredited by the Internet Corporation for Assigned Names and Numbers
(ICANN).

ICANN is the decisive authority for domain name assignments, but in 1999 the
concept of a Domain Name Registrar was introduced. A registrar is a commercial
company, accredited by ICANN to sell domain names. More than 2000 different
registrars are accredited and in operation today. Each maintains registration infor-
mation for the registered domains it manages and makes this information available
in the manner and format it chooses.

The decentralization of domain name registration in 1999 has significant
implications for the penetration tester. In essence, it means that there is no single
location for obtaining information about a given domain, no way of precisely
determining where a domain name is registered, and no way of enumerating the
domains registered to a single entity. Collectively, this radically reduces the
usefulness of the system to the penetration tester. This specifically relates to second-
level domain names and not IP address allocations.

Once a domain name has been purchased from a registrar, the owner of the
second-level domain can then create as many subdomains as he likes under his
domain name. These can be individual hosts or actual subdomains which further
segment the owner’s name space.

Let’s look at a typical DNS request, ignoring DNS caching servers for now. A
user opens his or her web browser and types www.google.com. The machine
requests a DNS query from the local DNS server. In theory, the local DNS server first
visits one of the root servers and requests the addresses of the TLD servers for the
.com domain. The root server will then reply with addresses of the .com TLD
servers, to which the local DNS server will go to request the IP address of google
.com. The local DNS server then requests from the google.com name server the
final address of www.google.com and is returned the address 74.125.95.103. The
local DNS server then informs your browser of the address to use and begins to
download the first page presented on www.google.com. Of course, all of this takes
place within seconds. This is illustrated in the diagram shown in Fig. 2.11.

Two key components are used from the domain name space: name servers, and
resolvers. A resolver, which functions as a client-side-based tool, will make a DNS
request to a name server. The name server will return either the requested infor-
mation or an address of another name server until the DNS query is resolved. If the
DNS name cannot be resolved, an error message will be returned.
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No idea.
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6
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www.google.com?
7
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It's 74.12I5.95.103. N
Google.com DNS Server
FIGURE 2.11

Diagram of DNS Query.

Asynchronous Full Transfer Zone requests, which are also known as AXFR or
zone transfers, are another type of DNS transaction. Zone transfers are typically used
to replicate DNS data across a number of DNS servers or to back up DNS files. A
user or server will perform a specific zone transfer request from a name server. If the
name server allows zone transfers to occur, all the DNS names and IP addresses
hosted by the name server will be returned in human-readable ASCII text.

A DNS database is made up of various types of records, some of which are listed
in Table 2.2.

When a resolver requests data from a name server, the DNS returned information
may include any of the fields in Table 2.2.

Sometimes we need to find the DNS name of an IP address, so we perform
a reverse lookup query. This will work exactly the same way as a forward lookup,
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Table 2.2 Different Types of DNS Records
DNS Record Type Description

A A host’s IP address. An address record allowing a computer name
to be translated into an IP address. Each computer must have this
record for its IP address to be located.

MX Host or domain’s mail exchanger(s).

NS Host or domain’s name server(s).

CNAME Host’s canonical name allowing additional names or aliases to be
used to locate a host.

SOA Indicates authority for the domain.

SRV Service location record.

RP Responsible person.

PTR Pointer to a canonical name. Usually used for reverse lookups.

TXT Generic text record.

HINFO Host information record with CPU type and operating system.

whereby the resolver will query a name server for a DNS name by supplying the IP
address. If the DNS name can be resolved for the IP address, the name server will
return the name to the end-user. If not, an error message will be displayed.

DNS will be the key technology used during footprinting. It’s a generally well-
understood technology and therefore doesn’t need much more discussion here.
Please note the sidebar on DNS tips, however, as it contains some critical pointers.

TIP

Here are some tips to help you get the most out of DNS during the footprinting and verification
phases of the attack:

e We use DNS as a bridge between the real world and the cyberworld because it is so ideally
positioned for this purpose. However, remember that DNS is a completely unregulated
environment, so DNS entries may only ever serve as pointers toward your targets. Fake
entries, stale entries, incorrect DNS entries, and entries that point to hosts that can’t be
reached from the Internet are all commonly found during a penetration test. The verifi-
cation phase is therefore needed to double-check the findings of your DNS searches.

e Location, location, location! Be sure that you know which server is being used to handle
your queries, and that it's the ideal server for the domain you’re examining. Remember that
by default your DNS query client will be configured to use your local resolver, which may be
unsuitable for the queries you're making. Remember also that some ISPs will grant their
own clients more DNS privileges than users with “outside” IP addresses. This is especially
true for zone transfers, which are sometimes blocked to external users but are allowed to
clients of the ISP. It's therefore often worth retrying your queries from a different IP
address.

e Understand zone transfer security. Zone transfers are often restricted. However, this is
done per name server and is based on source IP address. Thus, where zone transfer
requests fail at one server, you will sometimes succeed by changing your location, or simply
by trying another server.
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e Understand the difference between forward and reverse queries. Forward and reverse DNS
queries are not just flipsides of the same coin. The queries are in fact made against two
completely separate databases, residing in different zone files, possibly residing on
different servers and managed by different organizations. Thus, there is very little reason to
expect forward and reverse DNS entries to correlate. The forward DNS zone is typically
managed by the domain name owner, whereas the reverse zone is usually managed by the
IP subnet owner. Now observe this little gem of logic: If the forward entry and the reverse
entry for a given host are the same (or even similar), this suggests that the subnet
owner = the domain owner, which in turn suggests very strongly that the IP in question is,
in fact, associated with the domain we’re targeting and hence with our target. This simple
yet powerful logic is applied extensively when we use DNS reverse walks during the veri-
fication phase of reconnaissance.

2.4.1.2 WHOIS

WHOIS is a protocol for submitting queries to a database for determining the owner
of a domain name, an IP network, or an Autonomous System Number (ASN). The
information returned by WHOIS contains the owner information which may include
email addresses, contact numbers, street addresses, and other relevant metadata.
WHOIS is a popular informational protocol service that runs on port 43. When a user
issues a WHOIS query to the server, the server accepts the connection and then
responds to the query issued by the user and closes the connection.

The information returned by the WHOIS server is formatted in plain ASCII human-
readable text. However, as WHOIS servers all over the Internet are administrated and
maintained by different organizations, information returned to end-users may vary from
server to server. Information returned and functionality may also vary between different
WHOIS clients, as some servers may support different client-side flags.

WHOIS proxies are used as a mediator between a WHOIS client and a WHOIS
server and typically run over HTTP/HTTPS, meaning that if a client were behind
a firewall that rejects direct connections to port 43, a client could possibly access
a WHOIS proxy on the Internet using a browser via HTTP. By using a WHOIS
proxy, the user never has to be aware of the different WHOIS servers it may have to
contact for different lookups. Instead, the proxy will handle determining which
server it will need to contact to successfully complete the query automatically. In
some cases, WHOIS proxies are even set up to cache data to minimize network
traffic and speed delivery of results.

Almost all WHOIS services (servers and proxies) have mechanisms in place to
prevent data mining. These restrictions are generally intended to prevent the
collection of data for spam and so forth, but they unfortunately also limit the
usefulness of WHOIS for intelligence gathering. The lack of standards and
centralization among WHOIS services further limits its usefulness and makes it
a less than 100% reliable tool.

2.4.1.3 RWHOIS
RWHOIS (Referral WHOIS) is a directory service protocol designed to improve the
current WHOIS protocol. RWHOIS focuses on the distribution of “network objects”
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such as domain names, email addresses, and IP addresses to more accurately return the
requested information. A client will submit a query to an RWHOIS server, and the
server will refer the query to the correct WHOIS server to provide all of the relevant
information. This is very similar in structure to DNS and is intended to improve the
reliability of WHOIS. Unfortunately, RWHOIS is not yet in general use.

2.4.1.4 Domain name registries and registrars

If WHOIS is the protocol over which information about DNS domain registration
can be queried, the DNS Registry is the organization responsible for registering that
domain in the first place, collecting and maintaining information about the registered
owner, and making that information available to the Internet in general.

A single registry is typically responsible for one Generic Top-Level Domain
(gTLD) such as .com or a Country Code Top-Level Domain (ccTLD) such as .za.
This authority is delegated to the registry by IANA—the Internet Assigned Numbers
Authority—which is responsible for ensuring that each gTLD has exactly one
delegated owner. IANA oversees IP address, top-level domain, and IP code point
allocations.

The registry is also responsible for operating the DNS servers for the given gTLD
and for making its index available to the Internet using WHOIS or some other
interface. The political structure of registries varies—some are governments, some
are not-for-profit, and others are full commercial ventures.

2.4.1.5 SMTP
The Simple Mail Transfer Protocol (SMTP) is used for sending and receiving email
between email clients and servers. When an SMTP server receives an email from a mail
client, the SMTP server will then check the MX records for the domain in the email
address in order to exchange the mail with the remote SMTP server. It will then either
process the mail (if it is the MX server) or forward it to the appropriate SMTP server.
For SMTP to work properly, a set of MX records has to be defined within the
name server’s DNS database for the recipient’s domain. An MX record has two

{ e m>; T
Received: from .rau.ac.za || 2 £
by rauteg.rau.ac.za with smip [Exim 4.22)

lid 1B8yXw-0000evw-3y

Ifor hz:m;(:pus;t‘culn, Thu, 01 Apr 2004 11:31:36 +0200

Received: From Il ([152.106.42.233]) by frodo.NetworkAl.local (WebShield SMTP v4.5);
!id Iﬂﬂ_ﬂﬂl 186031 [hu._] Ap!?[llld 11:31:00 +0200

.Me.t;sa[l]e-ll] <004a3o01 l;,ﬂ 1 !tz‘é?llhnH/nilSeH?aHaHH@ll)
MIME-Version: 1.0
Content-Type: text/htm|

FIGURE 2.12

An SMTP Header in RFC 2822 Format.
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specific pieces of information—a preference number, and the DNS name of the mail
server that’s configured to handle mail for that domain. If there is more than one mail
server for the domain, the SMTP server will choose one based on its preference
number. The lowest number will have the highest priority, and based on availability,
the SMTP server will work its way up from there.

One can view the headers of a received email to see the path the email traveled
from client to server to destination endpoint. Each time an email is passed to and
from an SMTP server, information regarding the server is recorded in the header.
Fig. 2.12 shows an example of an email header with SMTP server information using
the RFC 2822 (www.ietf.org/rfc/rfc2822.txt) format.

Once the local mail server receives the mail message, it is given an initial header
(received by), which appears as:

Received: from [sending-host’s-name] [sending-host’s
address] by [receiving-host’s-namel

[software-used]

with [message-1ID]

for [recipient’s-address]; [date] [time] [time-zone-offset]

You can see two examples of such headers in Fig. 2.12. The message then
progresses through numerous mail relays where the message is given appended
header information. The mail is eventually received by the recipient’s mail server
and is stored in the recipient’s mail account (inbox), where the user downloads it. At
this stage, the message has received a final header. Additional information given by
the headers includes Message IDs, Multipurpose Internet Mail Extensions (MIME)
version, and content type.

MIME is a standard for handling various types of data, and essentially it allows
you to view mail as either text or HTML. Other MIME types are defined that enable
mail to carry numerous attachment types. A message ID is assigned to a transaction
by a particular host (the receiving host, or the “by” host). Administrators use these
message IDs to track transactions in the mail server logs.

Mail headers are interesting to us because they show us where the mail servers
are. In addition, they tend to deserve special attention because mail servers are
usually where the people are, and that’s usually right at the heart of the network.
Mail servers are very seldom hosted outside the private network in larger organi-
zations and thus represent an organization’s core infrastructure to us.

2.4.2 Approach

There are a few different techniques for identifying IP/host name mappings. Without
going into too much detail at this point, these techniques are all derived from two
assumptions:

e Some IP/name mapping must exist for a domain to be functional. These include
the NS and MX name records. If a company is actually using a domain, you will
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be able to request these two special entries which can quickly give you one or
more actual IP addresses with which to work.

e Some IP/name mappings are very likely to exist on an active domain. For
example, “www” is a machine that exists in just about every domain. Names such
as “mail,” “firewall,” and “gateway” are also likely candidates—there is a long
list of common names we can test.

Building on these assumptions, we can develop a plan with which to extract the
greatest number of IP/host combinations technically possible. The basic steps
necessary to accomplish this are:

1. Attempt a DNS zone transfer.
2. Extract domain records.

3. Forward DNS brute force.

4, SMTP mail bounce.

We’ve covered some of the basic core technologies for these steps already. Now we
can use that information and continue on to focusing on our approach. In that vein,
let’s look at each of these steps in more detail.

2.4.2.1 Attempt a DNS zone transfer

Zone transfers are typically used to replicate DNS data across a number of DNS
servers, or to back up DNS files. A user or server will perform a specific zone
transfer request from a name server. If the name server allows zone transfers to
occur, all the DNS names and IP addresses hosted by the name server will be
returned in human-readable ASCII text.

Clearly, this mechanism suits our purposes at this point admirably. If the name server
for a given domain allows zone transfers, we can simply request—and collect—all the
DNS entries for a given domain. If this works, we can perform the same task for other
domains that we have identified and move on to the next phase of the attack.

The basic method of performing a zone transfer from a UNIX environment is to
use the host command. We will go through the use of this tool in detail later, but
you should be aware that the chances that a zone transfer will succeed on the Internet
are relatively low. One of the most basic principles of securing DNS is to disable
zone transfers, but you’ll still find a few cases where this has been missed. If so, you
can use a zone transfer to quickly gather all the IP/host name combinations that the
name server is hosting. In most cases, unfortunately, you’ll have to roll up your
sleeves and get on with it the hard way.

NOTE

Many people aren’t aware that the access restrictions on DNS zone transfers are a function of
the DNS server, and not of the DNS domain. Why is this important? More than one host may be
configured to serve a particular domain. If even one allows zone transfers, your attempts will
succeed—there is no global setting for the domain itself.
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It's also important to note that not all the hosts configured to serve DNS for a particular
domain will be registered as name servers for that domain in the upstream DNS. It's not
uncommon to find hidden primaries, backup servers, internal servers, and decommissioned
servers that will serve DNS for a domain even though they’re not registered to do so. These
machines are often not as well configured and may allow zone transfers.

The question then becomes, how do you find a name server if it's not registered? In
Chapter 3, we cover vitality scanning and port scanning. A host that responds on Transmission
Control Protocol (TCP) port 53 is probably a name server and may allow zone transfers. If you
have scanned a subnet for a target and found additional hosts with this port open that are not
registered, you may have found a hidden DNS server.

Finally, you should be aware that a given domain will probably have more than one name
server serving it. Not all DNS query clients will necessarily attempt to query all the servers,
especially if the first one responds. Be sure you know how your chosen query client handles
multiple name servers, and be prepared to specify each individual server by hand if necessary.
This may cause the scan to take longer, but may provide additional details depending on the
configuration of each server.

2.4.2.2 Extract domain records

Every registered and functional domain on the Internet will have an NS record and
probably an MX record. These special records are easily derived using standard
command-line DNS tools such as dig, nslookup, and host. These tools allow us to
query the information stored in DNS for the domain and put together an IP/host
name match for DNS servers (NS) and mail servers (MX) associated with the
domain. Incidentally, the additional DNS names found with this extraction can then
be used to attempt zone transfers ... just in case.

2.4.2.3 Forward DNS brute force

Based on the assumption that certain DNS names are commonly used, it’s logical to
mount a forward DNS brute-force scan. This can be done by simply putting together
a list of potential host names and querying DNS to see if any of those names can be
resolved. Many people do this by default every day simply by assuming (correctly)
that the web server for a given domain will have a host name of “www.” Using this
same concept, there are many other potential host names that can be tried in a brute-
force scan.

Consider for a moment the psychology of DNS or rather those who use it (we’re
always dealing with people in the end). Hosts within an organization are often
named according to some convention, often from a pool of possible names that
appeal to the administrator or align to the host’s purpose. Thus, one sees machines
named for Tolkien’s Lord of the Rings characters, characters from the movie The
Matrix, planets, Greek gods, cities, trees, cartoon characters, and even people’s
names as well as the common purpose names such as “mail,” “app,” or “file.” If you
can determine what convention an organization is using, you can build a much more
efficient brute-force tool. With a little effort, you can code all this into one tool,
along with some refinements such as fuzzing, whereby numbers are tagged onto
the end of each name found to test whether derivations of a given name also exist
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(e.g., www.fake-inc.com, www-1.fake-inc.com, and www1.fake-inc.com). Later in
this section we’ll go into some detail on techniques for forward brute-forcing DNS
names.

2.4.2.4 SMTP mail bounce

If all else fails (and it sometimes does), we can resort to a mail bounce. This is
a simple trick, really, but very often it is well worth the time it takes to execute. The
basic principle is to send a normal email to an email address within the target domain
we assume does not exist. Our hope is that the message will find its way to the actual
mail server responsible for that domain, where it will be rejected and sent back to us,
all the while recording the host names and IP addresses of the servers that handle it.
In this way, we can often learn a lot about the infrastructure we’re targeting, as
shown in Figs 2.13 and 2.14.

As you can see from Figs 2.13 and 2.14, we now have a number of host names
within the target’s infrastructure as well as a good understanding of the path that
the mail took. This can aid us in putting together additional names and IPs for
future scanning. Also, knowing the path the mail took can help us to better
understand the target’s architecture and how they have their critical services
hosted.

(o) | o Emon .
| &b B % B+ Enz Ge Paste
From: "Jeremy Farcioth” ieremyg com>
Io: bob-nobody@ com
ce:
BCC:
Subject: Hey Bob!!! Priority: MNormal =]
Add Attachment
No Attachments
Rich Text = Plain Text  Greeting Card
Verdsa  -2(wp) -A-®-Bp 7y EE S EEE G - T0F )

Lost some contact info and wanted to make sure that [ still have the right email address for you. This one still current?

FIGURE 2.13

A Normal Email Message to a Non existent Address.
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) Inbox > Message Detail | |Enire tvesd
Hide Ful Header

ived: (qmail 5561 invoked from natwork); 16 Jun 2010 01:49:52 -0000

Received: from unknoun (HELO mipismcp0l-010.prod.mesal.secureserver.net) ((10.8.12.103)
(8nvelope-sans.
by piplomep0s-
for <jeremy.fa.

X-TronPors-Anui-Sp.

rom pap.um:po

p=== ;mn secuzesezver.net (qmail=1.03] with EMID

Cem>; 16 Jun 2010 01:49:52 -0000

BAGEBAQYNCGeRT rgj jHeTUA
B3 .

net) ([97.74.135.58])

Hi This is the amail-send program at piplvs
Im afraid 1 wasnt able to delfiver your messag
This is & permanent error; fve given up. Sorry i did

Remate host

Giving up on 1

--- Below this ine is a copy of the message.

Return-Path
Received; (g
Received. fro

cureservernel

Bob?
Jur\ 2010 18:49:52 0700

FIGURE 2.14
|P Addresses Returned in Bounce Message.

TIP

Even when the other techniques are already producing results, it is still recommended to

perform a quick mail bounce. Occasionally, we come across situations in which the mail path
in is different from the mail path out, revealing new and completely insecure elements of the
target infrastructure. Of course, if the target happens to have a catch-all account setup, you
won't get a mail bounce, but this non-intrusive method of reconnaissance is always worth a try.

2.4.3 Open source tools

Now that we’ve gone over the core technologies that we’re using for footprinting as
well as the approach, it’s time to discuss the tools that we use for this phase of
reconnaissance. Each of these tools leverages the core technologies that we dis-
cussed and allows us to use our targeted approaches to create IP/host name pairs for
penetration testing.

2.4.3.1 WHOIS

You use the WHOIS command tool to look up domain and IP address ownership
records from registrar databases via the command line. Information returned to the
user may include organizational contact, administrative, and technical contact
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information. Table 2.3 lists the WHOIS basic command-line flags, and Figs 2.15 and
2.16 show WHOIS from the command line.

2.4.3.2 WHOIS proxies

You can find many types of online WHOIS proxies on the Internet today. By simply
Googling for “online WHOIS tools,” you will be presented with links to various
sites, such as:

whois.domaintools.com
www.dnsstuff.com
www.samspade.org
ping.eu

You can use these online WHOIS tools to look up DNS domain or IP address
registrant information; the WHOIS proxies will handle determining which WHOIS
server to contact to best complete the query in much the same process the WHOIS
console tool will (see Fig. 2.17).

2.4.3.3 nslookup
nslookup is an application that is used to query name servers for IP addresses of
a specified domain or host on a domain. You can also use it to query name servers for

Table 2.3 WHOIS Command-Line Flags

Flag Description

-h HOST Use a specific host to
resolve query.

-a Search all databases.

-s SOURCE Use a specific database to
resolve query.

Registrars. :-# whois syngress.com
whols Server Version 2.0
Domain names in the .com and .net domains can now be registered

with many different competing registrars. Go to http://www.lnternic.net
for detailed informati

Update
Creation D. 10

p-
Expiration Date: 09-sep-

FIGURE 2.15

Basic WHOIS Information.
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Registrars.Safenames Whois Server Version 2.0

Domain Name: SYNGRESS.COM

[REGISTRANT]
Organisation Name: Elsevier Ltd
Contact Name: Domain Manager
Address Line 1: The Boulevard
Address Line 2: Langford Lane, Kidlington
City / Town: oxfordshire
State / Province:
Zip / Postcode: OXS 1GB
Country: UK
Telephone: +44 (18658) 43830
Fax: +44 (18658) 53333
Email: domainsupport@elsevier.com

[ADMIN]
Organisatio Safenames Ltd
Contact N International=Domain Administrator
Address®Line1: PO Box 5085
Address Line 2:
City / Town: milton Keynes MLO
State / Province: Bucks

FIGURE 2.16
Additional WHOIS Information.

the DNS host name of a supplied IP address. You can run the tool in two modes:
noninteractive and interactive. Noninteractive mode is used to display just the name
and requested information for a specified host or domain. Interactive mode on the
other hand is used to contact a name server for information about various hosts and
domains, or to display a list of hosts in a domain (see Fig. 2.18).

nslookup usually uses User Datagram Protocol (UDP) port 53, but it may also
use TCP port 53 for zone transfers.

2.4.3.4 dig
dig is an incredibly useful tool for querying DNS servers for information about
a target. You can use dig by simply calling the dig command followed by a domain
name, i.e. dig www.syngress.com. This will gather some basic information
about the domain such as the IP address. However, by using some of the more
extensive capabilities of the dig utility, you can gather some even more useful data.
Table 2.4 shows some of the command-line options for dig and how it can be used to
gather extensive data on your target. Fig. 2.19 shows what some of these might look
like.

2.4.3.5 host

host is another tool which can be used to query DNS servers. Most of the information
returned is the same as dig, just in a slightly different format. Some of the more
common command-line options for host are listed in Table 2.5. Some examples are
shown in Fig. 2.20.
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+ C i % hupy/pingeu

The Registry dalabase contains ONLY .COM, .NET, .EDU domains and
Registrars.Safenames Whois Server Version 2.0

zgm‘“ SYNGRESS.COM
[REGISTRANT]

Drganisation gisevier Ltd

oot pomain Manager
fiddresS  The Boulevard

ﬁ::‘é’:“ Langford Lane, Kidington

City / Town Oxfordshire
State / Province:

Poeuge OX5168

Country UK

Telephone  +44 (18658) 43830
Fax +44 (18658) 53333
Email dc

[ADMIN]

Qrganisation -
o) Safenames Ltd

Contact

Name International Domain Administrator

Address

e s PO Box 5085
Address Line 3:

City / Town Milton Keynes MLO

State /

Province  BUcks

Paicode MK

Country UK

Telephone  +44 (19082) 00022
Fax +44 (19083) 25192
Email s

er@safenames,net

[TECHNICAL]

‘Organisation 5

Name International Domain Tech
Contact
Name

Address
Liie 3 PO Box 5085

Address Line 2:
City / Town Milton Keynes MLO

International Domain Tech

State /
Province Bucks
7ip/

Posteode MKE 326

Country UK
Telephone  +44 (19082) 00022
Fax +44 (19083) 25192
Email tecisafenames.net

FIGURE 2.17

Ping.eu Data for syngress.com.

2.4.3.6 dnsenum.pl

dnsenum is a perl script included with the BackTrack 4 toolkit (/pentest/enumera-
tion/dnsenum/) which automates the footprinting of DNS for a specific target. It
allows you to automate the DNS queries shown in Figs 2.19 and 2.20 using host and
dig, as well as scrape Google for additional subdomains and brute-force subdomains

:~# nslookup www.syngress.com nsl.dreamhost,com
nsl.dreamhost.com
66.33.206. 206#53

v.Syngress.com
: 69.163.177.2

FIGURE 2.18

nslookup Command Example.
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Table 2.4 dig Options
Command

dig www.syngress.com

dig www.syngress.com +short

dig syngress.com MX +noall +-answer
dig syngress.com NS -+noall +answer
dig syngress.com ANY +noall +answer

dig @ns1.dreamhost.com
syngress.com ANY +noall +-answer

dig -f FILENAME ALL +noall +answer

dig syngress.com AXFR

Results

Basic query which returns the IP address for
the domain as well as verbose information on
what the tool did.

Returns just the IP address for the domain.
Returns the mail servers for the domain.
Returns the DNS servers for the domain.
Don’t fool around...Just get all the data for the
domain that you can.

Returns all of the DNS entries for the domain,
but uses the name server for the domain for
the lookup directly.

Use a file for input and return all available data
for all domains listed in the file.

Attempt a zone transfer from the domain. This
rarely works, but is very valuable when it does.

t:~# dig www.syngress.com +short
172
:~# dig @nsl.dreamhost.com syngress.com ANY +noall +answer

; =<>> DiG 9.5.0-P2.1 <<>> @nsl.dreamhost.com syngress.com ANY +noall +answer

; (1 server found)
;: global options:
syngress.com.
eamhost.com.

printcmd

14400
19951
14400
14400
14400
14400
14400

2009092900

FIGURE 2.19

SOA nsl.dreamhost.comuhostmaster.dr

1814400 14400

MX 0 elsevier.com.s200al,psmtp.com.
A 69.163.177.2

NS nsl.dreamhost.com.

NS ns3.dreamhost.com.

NS ns2.dreamhost.com.

dig Examples.

Table 2.5 host Command-Line Flags

Flag Description

-V Returns verbose information.

-t QUERYTYPE Returns all values for a specific DNS record type such as MX or NS.
-a Returns all available information on the domain (same as -t ANY).

-l Attempts a zone transfer.
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0 :~# host syng com
syngress.com has address 69.163.177.2
syngress.com mail is handled by @ elsevier.com.s200al.psmtp.com.
g # host -t NS syngress.com
com name server ns3.dreamhost.com.
syngress.com name server nsl.dreamhost.
syngress.com name server ns2.dreamhost.com.
root@t:-# host -a syngress.com
Trying "syngress.com"
;3 ->>HEADER<<- opcode: QUERY, status: NOERROR, 1d: 3758
;; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: O, ADDITIONAL: ©

;3 QUESTION SECTION:
;syngress.com. IN

;; ANSWER SECTION:
syngress.com. 14216 IN MX 0 elsevi
1

1er.com.s200al .psmtp.com.
syngress.com. 14189 IN A 69.163.1

a3
7.2

e
7

Received 88 bytes from 192.168.1.200#53 in 27 ms
:~# host -1 syngress.com ns3.dreamhost.com

; Transfer failed.

Using domain server:

Name: ns3.dreamhost.com

Address: 66.33.216.216#53

Aliases: P

Host syngress.com not found: S(REFUSED)

; Transfer failed:

—#

FIGURE 2.20

host Examples.

based on a list of common names stored in a file. It also includes reverse lookup
capabilities using WHOIS.

dnsenum.pl USAGE

How to use:

perl dnsenum.pl --dnsserver [name server] --enum -f [host file
name] [domain]

Input fields:

[name server] is a specific name server to use for the query. This is optional.

The --enum option automatically sets some of the threading, scraping, and WHOIS
variables.

[host file name] is a text file containing a number of common host names for brute-force
scanning.

[domain] is the target domain; for example, syngress.com.

Output:

Displays a huge amount of information about your target to the screen. This can be piped
to a file if needed.

Typical output: (extract)

————— syngress.com -—---

syngress.com. 14400 IN A 69.163.177.2
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Name servers:
ns2.dreamhost.com. 14400 IN A 208.96.10.221
nsl.dreamhost.com. 14400 IN 66.33.206.206
ns3.dreamhost .com. 14400 IN A 66.33.216.216

w

trying zonetransfer for syngress.com on ns3.dreamhost.com ...
trying zonetransfer for syngress.com on nsl.dreamhost.com ...
trying zonetransfer for syngress.com on ns2.dreamhost.com ...

---- Google search page: 1

---- Google search page: 2 ----
---- Google search page: 3 ----
--=- Google search page: 4

Google results: 0

perhaps google is blocking our queries.

ftp.syngress.com. 14400 IN A 69.163.177.2
WWW. Syngress.com. 14400 IN A 69.163.177.2

whois ip result: 69.163.177.0 -> 69.163.128.0/17

2.4.3.7 DigDug

DigDug is a tool by Edge-Security (www.edge-security.com/digdug.php) which
automates DNS server brute forcing as well as reverse lookups. It is very similar in
functionality to dnsenum, but includes a larger list of DNS names for brute forcing.
The two scripts that we’ll use are forcedns.py and dnsreverse.py. First, we’ll look at
the use of forcedns.py.
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forcedns.py USAGE

How to use:

python forcedns.py -d [domain] -f [host file name]

Input fields:

[domain] is the target domain, for example, syngress.com.

[host file name] is a text file containing a number of common host names for brute-force
scanning.

Output:

Displays a list of host names and associated IP addresses found with the scan.
Typical output:

root@bt : ~/digdug# python forcedns.py -d syngress.com -f dns-
names. txt

kkhkkhkhkhkhkhkkhkkhkhkhkhkhkkhhhkhkhkhkkhkhkhkhkhkhkhdhhkhkhkkkhhhkkx*x

*DigDug-NG vi.1 *
*Coded by Laramies *
*cmartorella@edge-security.com *

kkhkkhkhkhkkhkkhkkhkhkhkhkhkkhhhkhkhkhkkhkhhkhkhkhkhdhhkhkhkhhhkhkhxxkx

[+] Using dictionary: dns-names.txt
[+] Loaded 556 words.
[+] Getting Nameservers for the domain syngress.com
[+] Nameserver: nsl.dreamhost.com
[+] Starting DNS force attack:
[-] Host found: ftp.syngress.com -> 69.163.177.2
[-] Host found: mysqgl.syngress.com -> 69.163.167.100
[-] Host found: www.syngress.com -> 69.163.177.2
zlog.syngress.com
[+] Attack finished ok!

Next, let’s take a look at the usage of dnsreverse.py and how this tool gathers
further details on our target.

dnsreverse.py USAGE

How to use:

python dnsreverse.py -n [domain]

Input fields:

[domain] is the target domain, for example, www.syngress.com.
Output:

Displays the IP associated with the host, the IP range that the IP is part of, and all of the
DNS names found within that IP range.
Typical output:

root@bt:~/digdug# python dnsreverse.py -n www.syngress.com
LR R RS E R EEEEEEEEEEEEEEEEEEEEEEEEEEEE]

* DNSreverser - vl.2 *
* Coded by Laramies *
* cmartorella@edge-security.com *

khkkhkhkhkhkhkhkhkhkdhkhkhkhkhkhkhkhkhkhkhkdkhhkhkhkhkhkhdhkhhkhkdkkhx

69.163.177.0/24

[+] Range to reverse: 69.163.177.0/24

[+] Range: 69.163.177.0-69.163.177.255
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[+] Length of host list: 256
[+] Nameserver: ns3.dreamhost.com
[+] Starting DNS Reverse attack:
] Host found: etovalosag.com-> 69.163.177.0
[-] Host found: apache2-beer.bulls.dreamhost.com->
69.163.177.10

[-] Host found: eco-cli.com-> 69.163.177.11
[-] Host found: psl4648.dreamhost.com-> 69.163.177.9

] Host found: apache2-jiffy.nuggets.dreamhost.com->

69.163.177.12

[-] Host found: psl18609.dreamhost.com-> 69.163.177.6
[-] Host found: apache2-bongo.rapids.dreamhost.com->
69.163.177.7

[-] Host found: apache2-bongo.predators.dreamhost.com->
69.163.177.8

[-] Host found: apache2-noxim.monarchs.dreamhost.com->
69.163.177.4

[-] Host found: apache2-zoo.flames.dreamhost.com->
69.163.177.13

[-] Host found: apache2-xenon.flames.dreamhost.com->
69.163.177.14

[-] Host found: apache2-ogle.saprissa.dreamhost.com->
69.163.177.3

[+] Waiting for threads to finish...

2.4.4 Footprinting summary

In summary, if intelligence gathering is the process of translating real-world targets
into a list of DNS domains, footprinting is the process of converting those domains
into IP/name combinations. As always, the more comprehensively we can do this,
the more targets we will have to aim at, and the more likely we will be to penetrate
a system.

Remember our earlier comments, however: On the assumption that an orga-
nization’s IP addresses will often be grouped together on the Internet, our output for
this stage is not just the IPs themselves, but the IP ranges in which they reside. At
this stage, we blindly assume that all subnets are class C. Thus, if we’ve discovered
the IPs a.b.c.d, a.b.c.f, and e.f.g.h, our output from this phase will be the IP blocks
a.b.c.0/24 and e.f.g.0/24. It will later be the purpose of the verification phase to
determine how big these ranges really are and to confirm that they are relevant to the
organization we’re targeting.

2.5 HUMAN RECON

As we mentioned earlier, we’re always dealing with people in the end. Therefore one
of the most vulnerable areas within a target organization is its employees. At this
point, we’re not necessarily referring to the social-engineering aspect of penetrating
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an organization, although that is certainly valid, but rather the information about an
organization that you can get from its people and vice versa. When performing
reconnaissance, you must include the human perspective to get a full view of the
organization.

The methodology for human recon revolves around where people post infor-
mation about themselves or where information about them is posted. The areas that
we focus on are:

Relationships
Email lists
Web site posts
Social networks

In the past, Usenet newsgroups and bulletin board systems were great sources
also, but they have become less valuable over time.

2.5.1 Core technologies

The core technologies used for this phase of reconnaissance are all based around
people and their activities on the Internet. We will be focusing on the areas of
relationships, email lists, web site posts, and social networks as listed above. Using
information that people post about themselves or information that others post about
them can give us a great deal of insight into their lives and how that relates to our
target organization.

2.5.1.1 Relationships
Knowing the basic relationships between individuals and our organizational target can
be very helpful in performing a penetration test also. If you have a good understanding
of the people involved in an organization and where they exist in the corporate
structure, you may be able to exploit those people as a potential attack vector.

As an example, let’s take a look again at the home page for News Corporation.
Under their “Executives & Contacts” page (shown in Fig. 2.21), they have the
following board member listed:

e Viet Dinh
Professor of Law,
Georgetown University

Performing a quick web search provides a web page on the Georgetown
University web site with this person’s full name, academic credentials, address,
assistant’s name, phone number, and biography. Additional search results reveal his
parents’ names, associations that he is part of, and the fact that he stutters.

Why is this important? If we were to try and penetrate this target, it would now be
a relatively simple act to create an email pretending to be a former classmate or
associate and include a .PDF file with an invitation to some sort of reunion or other
event. We have enough information on hand with a single search to act as if we know
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FIGURE 2.21

News Corporation’s Board of Directors.

Viet. Now if that .PDF file takes advantage of a vulnerability in Adobe Acrobat, we
could end up with access to Viet’s computer and through the data there be able to
penetrate into our final target. Additional options are getting him to visit a malicious
web page or including some other type of malicious file as an attachment to the
email.

2.5.1.2 Email lists and web site posts

Many people find that they can get help with almost any problem through various
forums on the Internet. Most will typically make a post with the issue they’re having
or respond to someone else’s post with little regard to what their posts reveal about
them. By simply knowing their email address or name, you can often find this
personal information. Even if they’re not a well-known person, you may be able to
find additional details about them that can help you take advantage of them later in
your penetration testing process.

With this approach, you can use search engines to scour the web for posts made
by people with the name you’re looking for. You can go for even better results by
tightening the search to include the domain of the company they work for also or
even just scan the search engines for all emails that include a specific domain. Many
people make the error of posting using their business email address therefore making
it even easier to identify them.

When you have found more information about the individuals you search for, make
sure to document it and keep a record of everything you find no matter how irrelevant it
seems at the time. It helps to put together a simple organizational chart to keep track of
people that you have found associated with a company as well as the details around
those individuals. See Fig. 2.22 for a brief example of what this looks like.
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Joe Sampleboss
CEO

Jane Samplemgr
Development
Manager
*Involved in

ASPCA*

Jim Itguy John Samplepos
Security Analyst Software Developer
*Collects Beanie Babies* john@sampleco.com

FIGURE 2.22
Basic Relational Org Chart.

As you can see from this organizational chart, you should not only keep track of
the people’s names, but also their hobbies, email addresses, and any other personal
information that you can find out about them. All of this information could be useful
later when attempting to penetrate the organization.

2.5.1.3 Social networks

Social networks have become very popular over the last several years and it’s now to
the point that most people who are active on the Internet are members of one or more
social networks. These include popular networks such as:

Bebo
Classmates.com
Facebook
Flixster

Flickr

LinkedIn
MySpace

Plaxo

Twitter

Many of these include the ability to search for people you know or to see
information about random people that you’ve never met. That makes them a perfect
information source to find out more information about a person or organization.

The most frequently used service of any of these networks is the ability to rapidly
post updated information about yourself, your interests, your photos, etc. With these
services, many people have been drawn into a habit of constantly updating the entire
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world with useable personal information. Without the use of adequate security
controls (or in some cases even their availability), a few simple searches can tell you
a great deal about a person and their personal habits, interests, and associations.

In 2008, Nathan Hamiel and Shawn Moyer gave a presentation at the BlackHat
security conference showing many of the vulnerabilities associated with the use of
social networking sites. One of their best examples used the LinkedIn social network
where they created a phony profile using the name of another well-known security
professional (Marcus Ranum). Within a day, over 50 people had linked to the phony
profile based on their professional relationships with the real Marcus Ranum. With
almost no effort at all, Nathan and Shawn were able to trick a substantial number of
people (many of them security professionals) into providing their email address and
other personal information to them in the guise of this phony profile. A similar
approach can still be used as part of your human reconnaissance to gather more
information about individuals.

2.5.2 Open source tools

Aside from manual queries through search engines and directly through the social
networking web sites, there are a number of open source tools which can assist you
in human recon. These tools help provide some level of automation and can help
speed up your data gathering activities tremendously. Keep in mind, however, that it
is still you who has to analyze the data and link together the people with the
organization. As with the other phases of reconnaissance, the analysis of the data is
even more important than the collection of the data.

2.5.2.1 theHarvester

theHarvester is a python script included in BackTrack 4 (/pentest/enumeration/
google/theharvester/). It’s also available at www.edge-security.com/theHarvester
.php where an updated version can be found. This tool automates a variety of
searches for a domain then parses the results for email addresses. Using this tool can
save hours in manual searches and dramatically speed up the process of gathering
email addresses. You can then take these email addresses and search for them
specifically in your favorite search engines as well as in social networking sites to
see if any additional information can be gathered.

theharvester.py USAGE

How to use:

python theharvester.py -d [domain] -1 [results limit] -b [data
source]

Input fields:

[domain] is a specific domain to search for.

[results limit] allows you to set a limit to the number of results you want to search
through.

[data source] is the search engine to use. Some values for this are: google, bing, pgp, and
linkedin.
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Output:

Displays a list of email accounts and hosts to the screen. This can be piped to a file if
needed.
Typical output:
root@bt : ~/theHarvester# python theHarvester.py -d syngress.com -1
500 -b google

R RS S SRS SRS S S E SRR RS EE R EEEEEEEEEEEE

*TheHarvester Ver. 1.6 *
*Coded by Christian Martorella *
*Edge-Security Research *
*cmartorella@edge-security.com *

EEE R R R R R R R R EEEEEEEEEEEEEEEEEEEEEESEEE]

Searching for syngress.com in google

Limit: 500

Searching results: 0
Searching results: 100
Searching results: 200
Searching results: 300
Searching results: 400
Accounts found:

solutions@syngress.com
solutions@syngress com

www . solutions@syngress.com
Solutions@syngress.com
Guidesolutions@syngress.com
sales@syngress.com
amy@syngress.com
camella@syngress.com

Total results: 8
Hosts found:

WWW . Syngress.com
booksite.syngress.com
ebook  www.syngress.com
.syngress.com
listening.www.syngress.com
Www . Syngress.com
...syngress.com
Syngress...syngress.com
___ Www.syngress.com
ftp.syngress.com
DCl.corp.syngress.com
Dcl.corp.syngress.com
[www. syngress.com
corp.syngress.com
solutions...syngress.com
amy...syngress.com
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2.5.2.2 MetaGoofil

MetaGoofil is a metadata analyzer provided by Edge-Security (www.edge-security
.com/metagoofil.php). Anytime a file is written using most office applications, some
metadata is included in the file to indicate who the author is, where the file is stored,
when it was written, etc. MetaGoofil utilizes a Google search to find documents
which have extensions matching file types which typically store metadata from
a specific domain.

The multi-step process for this is:

1. Search in Google using the site: and filetype: descriptors to isolate the search to
files of specific types found within the target domain.

2. Download all of the files and extract the metadata.

3. Parse results for interesting information such as usernames, file paths, and even
MAC addresses depending on the metadata available in the documents.

metagoofil.py USAGE

How to use:

python metagoofil .py -d [domain] -1 [results limit] -£f [filetype] -o
[output file] -t [temp directory]

Input fields:

[domain] is a specific domain to search for.

[results limit] allows you to set a limit to the number of results you want to search
through.

[file typel is the file type to scan for. Values for this include: all, pdf, doc, xIs, ppt, odp, ods,
etc.

[output file] is the html file to store the results in.

[temp directory] is where all of the documents will be downloaded for scanning.

Output:

Displays a list of user accounts, file paths, etc. and stores them to the output file as
well.

Typical output:

root@bt:~/metagoofil# python metagoofil.py -d elsevier.com -1 10 -£
all -o syngress.html -t /var/tmp

IR SRS S SR SRS SRS E SRR R RS EEEEEE]

*MetaGooFil Ver. 1.4b *
*Coded by Christian Martorella *
*Edge-Security Research *
*cmartorella@edge-security.com *

khkkkhkhkhkhkkhkkhhkhkhkhkhkkhkhhkhkhkkhkhhkhkhkhkkdhkhkhkhkhkkkhhkx*
[+] Command extract found, proceeding with leeching
[+] Searching in elsevier.com for: pdf
6780

+] Total results in google: 6780
+] Limit: 10
+] Searching results: 0
+] Directory /var/tmp already exist, reusing it

[ 1/20 1 http://www.elsevier.com/framework aboutus/pdfs/
Extended Poisson_Games_and_the_ Condorcet_ Jury Theorem.pdf

[ 2/20 1 http://www.elsevier.com/framework aboutus/pdfs/

prescott04.pdf

[
[
[
[
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[ 3/20 ] http://www.elsevier.com/framework aboutus/pdfs/
Immortalization human cells malignant conversionl.pdf

[+] Searching in elsevier.com for: pptx
0

[+] Total results in google: 0
Usernames found:

Author (Jasper)
Administrator
Catherine Nielsen
Elsevier
Anonymous
mguillemet

Paths found:

\

N: \prmprd\Misc\

C:\Documents and Settings\pjapsam\Application
Data\Microsoft\Word\

C:\Documents and Settings\jekilcoy\My Documents\temp\

[+] Process finished

2.5.3 Human recon summary

After gathering all of the information that you can using human reconnaissance, you
may have found some additional entities associated with your target. For example, if
you find that one of the employees of your target company also runs a home business,
youmay be able to penetrate a web site associated with this business to gather more data
on your target. If you have gathered any additional domain names, go back through the
prior reconnaissance phases and turn these into IPs for use with the verification phase.

2.6 VERIFICATION

We commence the verification phase with a list of IP ranges we derived from the
footprinting phase. These ranges are considered targets because they contain hosts
with names in the target domains, and the domains became targets as the result of the
intelligence gathering exercise with which we began this whole process or the
human recon phase. The additional data gathered from the human reconnaissance
can be saved for future use.

2.6.1 Core technologies

The core technologies that we will be using here include some of our old friends
such as WHOIS and DNS. These technologies are used extensively in verification as
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well as many other areas of penetration testing. Make sure that you have a very good
understanding of them. In addition, we’ll be looking into an additional technology
called virtual hosting and some related topics such as IP subnetting and Regional
Internet Registries. These technologies are very commonly used and, if not well
understood, can skew the results of our reconnaissance.

2.6.1.1 Virtual hosting
Virtual hosting is a method in which web servers are used to host more than one
domain name, usually for web sites on the same IP address and computer. This is
typically seen with web hosting providers; it is a cheaper method of hosting many
web sites on one machine rather than one machine per web site per address.
Virtual hosts are defined by two bits of information found in the host header: the
host name specified in the host section of the header, or the IP address. Name-based
virtual hosting uses the host name specified by the client in the HTTP headers to map
the client to the correct virtual host. With IP-based virtual hosting, the server uses the
IP address of a connection to map the client to the correct virtual host. This means
that each virtual host will have to have a separate IP address for each host, whereas
name-based virtual hosts can share the same IP address on a server.

2.6.1.2 IP subnetting

IP subnetting is a broad and complex subject, and large enough on its own to be
beyond the scope of this book. However, as subnetting is a core skill required to
understand networks on the Internet, you are encouraged to make at least a cursory
study of the concept.

At its very basic, a subnet is a way of dividing a very large network (such as the
Internet) into smaller networks. Each subnet contains a number of IP addresses
based on its class or subnet mask. The addresses associated to the subnet would be
considered the IP range for the subnet. By knowing the IP range for a subnet for
a specific host, you have a general idea of the potential IPs that could be assigned to
an associated host within the same subnet.

If any of this terminology seemed foreign to you, you are highly encouraged to do
some research on subnetting and on IP networks in general. This is crucial to being
able to understand the network that you are attempting to penetrate as well as
understanding how to properly verify the data you’ve collected so far in your
reconnaissance. Some good information on subnetting in general can be found on
TechRepublic at http://articles.techrepublic.com.com/5100-10878_11-5034563.html.
You can refer to the information shown in Table 2.6 to see the most common classes of
subnets.

2.6.1.3 The Regional Internet Registries
Five Regional Internet Registries (RIR) are responsible for the allocation and
registration of Internet numbers. These are outlined in Table 2.7.

TANA assigns Internet numbers to the RIR in huge blocks of millions of
addresses. Each IRIR then has the freedom to allocate those addresses based on their
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Table 2.6 Common Subnet Classes
Default Subnet Mask CIDR

Class Start End (dec) Notation
A 0.0.0.0 127.255.255.255 255.0.0.0 /8

B 128.0.0.0 191.255.255.255 255.255.0.0 /16

C 192.0.0.0 223.255.255.255 255.255.255.0 /24

own policies. Sometimes addresses are allocated directly to the end-users, but usually
they are allocated further to Local Internet Registries (LIRs) that are typically ISPs
who then normally assign parts of their allocations to their customers. Virtual ISPs
(vISPs) are customers of the bigger ISPs who purchase allocations and infrastructure
from the larger ISPs and resell them to the general public. Corporations that have
been assigned blocks of IPs in this way can, of course (at least technically), divide the
block and do with it what they want, including reselling it to someone else.

According to the IANA policies, each RIR and LIR should make registration
information available via WHOIS or RWHOIS services. The WHOIS database
should contain IP addresses, Autonomous System (AS) numbers, organizations or
customers that are associated with these resources, and related points of contact
(POC). However, although IANA does what it can to exert influence on those groups
to comply with this regulation, many of them simply don’t, with the result that it’s
often very difficult to obtain accurate and current information regarding IP address
allocations and assignments.

2.6.2 Approach

Up to this point, most of our approach has been based on DNS and DNS as a link
between the real world and the cyberworld. There’s no doubt that this is a logical
way to proceed. The relationship between business people and the technical Internet
world is probably the closest at the DNS domain name. Ask a CEO of a company
what “AS” the company owns and you’ll get a blank stare. Ask about the “MX”
records and still you’ll get a blank stare. However, ask about a web site and the
domain name pops out easily—everybody loves a domain name.

Table 2.7 The Five Regional Internet Registries
Registry Acronym Registry Name Web Site
ARIN American Registry for Internet Numbers www.arin.net
RIPE Réseaux IP Européens www.ripe.net
ANIC Asia Pacific Network Information Centre www.apnic.net
AFRINIC African Network Information Centre www.afrinic.net
LACNIC Latin America & Caribbean Network www.lacnic.net
Information Centre
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For the verification phase, however, we begin to leave DNS behind and consider
other technologies that verify our findings to date. Again, we’ll consider a number of
sub-phases under this heading:

WHOIS and the Internet Registries
Exploring the network boundary
Reverse DNS verification

Banners and web sites

2.6.2.1 WHOIS and the Internet Registries

Any assigned Internet number must be registered by one of the previously discussed
Regional Internet Registries. “Internet numbers” includes both IP addresses (IPv4
and IPv6) as well as autonomous system numbers (see RFC 1930 (www.ietf.org/rfc/
rfc1930.txt) for more information on these). All offer a web interface that allows us
to query their databases for the registered owner of a given Internet number. In
theory, these organizations, each in its respective region, are responsible for keeping
track of who is using which IP addresses for the entire world. When this system
works, it works very well.

Consider the case of Google’s web site:

host www.google.com
www.google.com is an alias for www.l.google.com.

www.1l.google.com has address 74.125.95.103
www.l.google.com has address 74.125.95.105
www.1l.google.com has address 74.125.95.106
www.1l.google.com has address 74.125.95.104
www.l.google.com has address 74.125.95.147
www.1l.google.com has address 74.125.95.99

We can take Google’s web site IP, enter it into the search field at the ARIN web
site (www.arin.net), and are rewarded with an exact definition of the net block in
which the IP resides. In this case, the block is indeed Google’s own (see
Fig. 2.23).

From the results returned by ARIN we now have an exact definition of the size of
the net block in question (in this case, the class C assumption made earlier would
have been way off).

At some (but not all) of the registries, recursive queries are possible, meaning
that you can insert the name of the organization into the search field and obtain a list
of all the network ranges assigned to that name (see Fig. 2.24).

Of course, we can perform these and other WHOIS queries using a standard
command-line client. Sadly, however, the records kept by the registries are not
always very accurate or up-to-date, and WHOIS queries will more often than not fail
to return any useful information. When WHOIS fails us, we need to consider some
of the other possible techniques.
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ARIN WHOIS Database Search
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FIGURE 2.23
ARIN Record for Google’s IP.

NOTE

Remember that although the protocol used to query them may be the same, the registries for
DNS domains and assigned Internet numbers are completely separate and are not associated
with each other in any way. Do not make the mistake of viewing WHOIS as a database for both.

2.6.2.2 Exploring the network boundary

When a range of IP addresses is technically divided into smaller subnets, you can
often discover the borders of these subnets using tools such as traceroute and TCP
and Internet Control Message Protocol (ICMP) ping. The techniques used to achieve
this are based on the fact that a network will usually behave differently at its border,
which is at its network and broadcast address. Open source tools such as the Perl
script gtrace are designed to do just that.

The gtrace tool works in much the same way as regular traceroute does, but applies
the principles more cleverly for the task at hand. Given a list of IP addresses, qtrace
will attempt to trace a route to each. Where the route differs between two adjacent IP
addresses indicates a network border. To save time, qtrace begins tracing near the
farthest point, not the nearest point, as normal traceroute does. As the “interesting”
part of the route—where the route to two different IP addresses differs—is usually
near the end of the route, the approach qtrace takes can make it considerably faster.



2.6 Verification 79

ARIN WHOIS Database Search
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44 (NET-209-247-159-14d-1) 209.247.159.144 - 209.247.159.159
(NET-63-211-200-72-1) 62.211.200.72 - 63.211.200.79
26 (NET-209-245-184-136-1) 209,245.184.136 - 209.245.184.143
£4 (WET-166-00-148-64-1) 166.90.143.64 - 166.90.148.70
NET-8-6-48-0-1) 8.6.48.0 - 8.6.55.255

8
8
3.

FIGURE 2.24
ARIN Records for “Google”.

A well-known tool that can be useful at this stage of your attack is Nmap. If you
use Nmap to perform an ICMP ping scan, it will detect and report IP addresses that
generated duplicate results. An IP address that responds more than once to a single
ICMP ping request is almost certainly one of three things: a subnet network address,
a subnet broadcast address, or a multihome device such as a router. Whatever the
cause, duplicate responses are interesting and they will tell us something about the
network we’re examining. Nmap flags such addresses with a convenient DUP! flag.
Unfortunately, the factors required for this technique are not common on the Internet
anymore, and one seldom sees this kind of behavior today.

This technique is part of verification, but as it involves an active scan of the
target, it should be classified as enumeration for the purposes of this book. With that
in mind, we discuss network scanning in some detail later in the next chapter, and
will say no more on the subject here.

2.6.2.3 Reverse DNS verification
Based on our discussion of DNS previously in this chapter, you already know that
DNS forward and reverse entries are stored in different zones and are therefore
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logically and technically quite separate from one another. The term reverse DNS
seen in this context is thus quite misleading. As the authority for the reverse DNS
zone most frequently lays with the registered owners of the IP block and not with the
owner of the domain, studying the reverse entries for a given block can often be very
revealing. We can do this with a tool called a reverse walker. We discuss one such
tool, called dnsmap, in more detail later in this chapter.

TIP

It's easy to use Nmap to perform a DNS reverse walk of a given IP range:

nmap -sL 192.168.1.1-255

Notice that Nmap simply uses the host’s locally configured DNS resolver for these
lookups unless instructed otherwise.

Clearly, we can learn a lot about the ownership of a given subnet by examining the range
and spread of the reverse DNS entries in that range—the more widely and densely hosts with
relevant DNS names are found, the more likely it is that the range belongs to the target
organization in question. If the range is known to belong to the target, and other DNS names
emerge, those domains should also be considered targets and added to the list of domains for
the next iteration of the process.

Let’s use Nmap as a reverse DNS walker to examine the subnet in which Syngress’
primary mail exchanger resides—207.126.147.0/24. The scan generates too much data to be
repeated here, but a selected sample of the results will serve to prove the point:

root@bt:~# nmap -sL 207.126.147.1-255

Starting Nmap 5.21 ( http://nmap.org ) at 2010-06-20 12:45 CDT

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for 207.126.147.

Nmap scan report for s200al.psmtp.com (207.126.147.10)

Nmap scan report for outbounds200.ga.obsmtp.com (207.126.147.11)

Nmap scan report for s200a2.psmtp.com (207.126.147.12)

Nmap scan report for s200bl.psmtp.com (207.126.147.13)

Nmap scan report for s200b2.psmtp.com (207.126.147.14)

Based on these results, we have identified a few more hosts within the target IP range
that may be useful to us later.

W OO0 Ul W

=v 207.126.147.10-25
47,10]-25 (smtp) open
ESMTP 125 y -Qt6 ready. CA Business and Professions Code Section
17538.45 forbids use of this system for unsclicited electronic mail advertiseme|

FIGURE 2.25
An SMTP Banner Revealing the Host’'s Owner.
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2.6.2.4 Banners and web sites

When you have finally exhausted your other options, you can try to deduce the
ownership of an IP or IP range by examining the service banners for mail servers,
FTP servers, web servers, and the like residing in that space. For the most useful
services, this is easy to do using a tool such as telnet or netcat, as in Fig. 2.25.

In environments in which the WHOIS records are not accurate and no reverse
DNS entries exist, these kinds of techniques may be necessary to discover who’s
actually using a given host.

Visit web sites also, in the hope that they’ll reveal their owners. During this
process, be sure to take special care with regard to virtually hosted sites, which may
be shared by numerous organizations and therefore perhaps not be targets. Web
servers may also tell us a lot about their owners. For example, if we connect to a web
server we believe belongs to Syngress, and we’re shown a Syngress page, that tends
to support our belief regarding the ownership (see Fig. 2.26).

However, if we resolve the host name to its IP address—69.163.177.2—we
obtain a different result, as shown in Fig. 2.27.

The fact that there isn’t a default site on this server suggests that the server may
be shared by a number of different sites, and thus the server may not “belong”
wholly to the target organization in question. Please refer to the relevant section in

@ Syngress.com - Syngress is a premier publisher of content in the Information Security field. We cover Digital Forensics, Hackil™ & 5¢

Fle Edit View History Bookmarks Tools Help
@ _‘?} b4 5?, @ ".E |@ http:/fwww.syngress.com/ ;j IQ' %

@) Getting Started

Fegion Worldwide excl. Europe Change Region
SYNGRE
Home AboutUs ComactUs Searct (o1
Subject Areas Subject Areas Twitter Updates
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follow me on Twiter
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Penetration Testing — 9

Certification &[ﬁ
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System Digital Forensics Hacking and Certfication  Informaton Security Special Interests

Administrators Penewyation Tesiing and System

Adminisrators
Special Interests | |
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FIGURE 2.26

Www.syngress.com.
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Site Temporarily Unavailable - Mozllla Firefox

§ Getting Started

Site Temporarily Unavailable

W apo

iz for the inconvenience. Please contact the webmaster/ tech support immediately to have them rectify his.

FIGURE 2.27
The Default Site on the Server Has a Problem.

this chapter where we previously discussed virtual hosting to fully understand how
this works. This is a typical scenario and one for which we should remain alert.

2.6.3 Open source tools

During the verification phase of the reconnaissance, our objective is to test the
findings generated by our methodology and tools. Obviously, we need to use
different tools from those used thus far or at the very least use our existing tools
differently. As it turns out, the latter is the more common case, as few new tools are
introduced specifically for the verification phase. The few new tools we’ll be using
as well as a new way to use an existing tool are described in this section.

2.6.3.1 Regional Internet Registries

We’ve already covered an example of using the ARIN web site to look up WHOIS
information for Google. Each of the RIRs has their own web site (listed in Table 2.7)
which can be used to query the information contained in their database. These are
excellent tools to use for verifying information found in automated WHOIS queries
performed in prior reconnaissance phases.

2.6.3.2 Bing.com: virtual host enumeration (www.hing.com)

Microsoft’s Bing search engine has the ability to enumerate virtually hosted sites on
a given IP address. This was a feature previously available using their Live Search
engine and fortunately it was carried over to the new engine. Supply an IP address of
a web server using the Bing operator ip: and the search engine will list all of the web
sites/host names that it has in its database that may match the IP address and/or host
name (see Fig. 2.28).
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26 ip:69.163.177.2 - Bing - Mozilla Firefox
File Edit View History Bookmarks Tools Help
@& -2 & httpfaww.bing.comysearch?q=ip%3A69.163.177.26&q0= &form=GQBLH ; ~ | [C= h
@) Getting Started
OINGg z
6 W SEARS com
Buy Dyson Upright Vacuums Online at Sears® and Save!
p89.163.177.2
Syngress Certification, Syngress Certification's MCTS/MCITP solutions are precisely
matel the requirements of specific Microsoft exams. Syngress Certification »
S S Ea
Free is
Syngress Cenification. Syngress Certification's MCTS/MCITP solutions are precisely
matched to the requirements of specific Microsoft exams. Syngress Certification »
ess Certification Syngress Certification's MCTS/MCITP solutions are precisely
matehed to the requirements of specific Microsoft exams. Syngrass Certification »
=)
Done ‘Sj

FIGURE 2.28
Bing Search with IP Operator.

ght:-# whois -h whols.arinvnet 63:169,177.2
Sprint SPRN-BLKS “(NET-63-160-0-0:1)

ARIN WHOIS database, last updated 2010-06-18
Enter ? for additional hints on ssarching ARI

ARIN WHOIS data and services are subject to the Terms of Use
available at htitps rin.net/whois_tou.html

ARIN's whois service on June 26
fwhois for details on the improvements.

FIGURE 2.29
I[P WHOIS Query.

2.6.3.3 IP WHOIS

We mentioned the WHOIS command-line tool previously, but specifically to look
up domain registrant information; in the verification phase, you use WHOIS to
look up information regarding owners of an IP address/block. Information returned

may include IP block size, IP block owner, and owner contact information (see
Fig. 2.29).
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2.6.3.4 dnsmap

dnsmap is a utility included in BackTrack 4 (/pentest/enumeration/dns/dnsmap/)
and available at http://www.gnucitizen.org/static/blog/2009/03/dnsmap-0222tar.gz
which automates reverse DNS lookups either using a word list that you provide or its
own internal word list.

dnsmap USAGE

How to use:

dnsmap [domain] -r [results file]

Input fields:

[domain] is the target domain, for example, syngress.com.
Output:

[results file] stores the results of the scan.

Output format:

Host name followed by all IP addresses found for that host.
Typical output:

[+] searching (sub)domains for syngress.com using built-in
wordlist

[+] using maximum random delay of 10 millisecond(s) between
requests

mysgl.syngress.com

IP address #1: 69.163.167.100
search.syngress.com

IP address #1: 208.68.139.38
secure.syngress.com

IP address #1: 208.68.139.38
services.syngress.com

IP address #1: 208.68.139.38
shop.syngress.com

IP address #1: 208.68.139.38
shopping.syngress.com

IP address #1: 208.68.139.38

uk.syngress.com

IP address #1: 208.68.139.38
upload.syngress.com

IP address #1: 208.68.139.38

[+] 8 (sub)domains and 8 IP address(es) found
[+] completion time: 267 second(s)

2.6.4 Verification summary

The process of target verification is no exact science and can be surprisingly tricky. In
the end, the Internet remains largely unregulated and therefore occasionally difficult to
navigate. Should all else fail, you may need to resort to actually asking the organization
in question or its service providers to assist you in verifying the targets you have.

At the end of this phase, you should have a list of well-defined IP subnet blocks
that are strongly associated with the organization you’re targeting and are ready to be
used in the next phases of your test.
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2.7 CASE STUDY: THE TOOLS IN ACTION

In this section, we will demonstrate some of the technologies, techniques, and tools
of reconnaissance in action. Because of the complexity and recursive nature of the
reconnaissance process, we won’t attempt to complete the entire exercise here. We
will, however, touch on the most pertinent areas.

2.7.1 Intelligence gathering, footprinting, and verification of an
Internet-connected network

In this section, we will perform a basic first-run reconnaissance of the SensePost
Internet infrastructure. During this phase, we are bombarded with tons of infor-
mation, contact details, DNS information and IP addresses, and so on. We recom-
mend that you save all data in a well-structured format where you can retrieve it
easily at any time. One way to do this is to use the BasKet Note Pads tool found at
basket.kde.org. This is a basic note-taking application which allows you to organize
and record any notes, screenshots, etc. that you may generate during your pene-
tration testing.

2.7.1.1 Intelligence gathering

We begin our intelligence gathering phase with a simple search on SensePost using
Google, as shown in Fig. 2.30. The search reveals the company’s corporate web site,
www.sensepost.com. The Google search also reveals some other web sites linking to

- Mozilla Firefox

sensepost - Google Search

Ele Edit View History Beokmarks Tools Help
@ -0 &[[AMe e com/#ht hpaa=sensep faag-gegmasa | [C=
| Getting Started
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( Y >
GO\_;(_ l\ sensepost Search
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- More An independent company speciaising in the prowision of skills and resources for information
= ¥
ensepost.com £ mila
Cr —— 5 b & technolagy
Qur Bl Training
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SensePost Labs is a team der the supenvision of the MD and is
respansibl for ansuring technical excellence and industry leadership by ...
W SRNSRPOSE ad
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FIGURE 2.30

Google Search for SensePost.

L
85



-
86

CHAPTER 2 Reconnaissance

SensePost as well as a company profile on LinkedIn. In this phase, all sorts of
information is important and should be recorded, particularly email addresses, users,
web site links, and most important, domains that may seem to be connected to the
SensePost infrastructure.

Browsing through the SensePost web site’s content, including news articles and
links, we find important pages, such as the “About Us” page, where SensePost lists
its parent affiliation (SecureData Holdings). We record the domain for this web site
as well as those linked from the SecureData Holdings web site (www
.securedataholdings.co.za) for WHOIS inspection. It’s important to browse these
sites for any clues to relationships between the two companies. Further inspection of
the site reveals a SensePost-provided vulnerability management service named
HackRack. Using Google and searching for keywords such as SensePost and
HackRack reveals a new domain: www.hackrack.co.za.

TIP

Keep a journal of notes as you work, and record everything of interest that you see. In essence,
hacking is a percentage game and the key to succeeding or failing to compromise your target
may just lie in the tiniest piece of information that you stumble upon along the way.

Using any search engine or social networking site, do a search for your target—not
necessarily an automated data grab, but a simple search. Going through the data by hand for
a little while may give you some really interesting information. It may not directly relate
to your task at hand, but could be useful later. Record all of it! You never know what you'll be
able to use.

Registrar Whois...: whoiswregistericom
Registrar Homepage: www.register:com

Domain Name: sensepost.com
Created on. : 2000-02-14
Expires on @ 2012-02-14

Administrative Contact:
SensePost
Jaco van Graan
Lake| view Office Building 138 Middle Street, Nieuw Muckleneuk
Pretoria, Gauteng Q027
ZA
Phone: +27.124600880
Email: jaco@sensepost.com

Technical Contact:
Register.Com
Domain Registrar
575 8th Avenue 11th Floor
Mew York, Ny 10018
us
Phone: 1-902-7492701

FIGURE 2.31

WHOIS Information for sensepost.com.
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We carefully examine registrant information (Fig. 2.31) of all discovered domains
and record such things as contact names, email addresses, name servers, and orga-
nizational information. Looking at the sensepost.com registrant information, the
contact information points to a Jaco van Graan, and an email address is identified.

A Google search for that email address leads us to a post on the SensePost blog
(http://www.sensepost.com/blog/?find=Hope?) which details the names and some
additional information about their current and former members, such as Jaco van
Graan, who it mentions was part of an accounting and audit practice called TJC and
is currently the Financial Director of SensePost. Not much information out there
about TJC, so we’ll just record that for later and move on.

A WHOIS query for www.hackrack.co.za gives us even more information. Among
other things, it reveals to us the name of person holding a very important title:

5a. tec : Marco Slaviero

5b. tectitle : Former head sprinkles-counter

5c¢c. teccompany : SensePost

5d. tecpostaladdr : PO Box 176, Groenkloof,
0027,South Africa

S5e. tecphone : 012 460 0880

5f. tecfax : 012 460 0885

5g. tecemail : domains@sensepost.com

Naturally the “Former head sprinkles-counter” is someone we should try to
gather more information about. A few more Google queries later and we are able to
find out his association with SensePost as well as the fact that he has presented at
multiple security conferences and was part of the review committee for the ISSA
South Africa conference. Again, nothing directly useful here, but further queries on
other names could provide links to personal pages and other domains which we
could further examine.

Performing a WHOIS lookup on hackrack.co.za also confirms that the domain
does in fact belong to SensePost, as it contains similar registration information.
Performing WHOIS lookups of each newly discovered domain is essential. It is
important to confirm that the domains have some sort of relevance to the target
organization.

At this point, we analyze the SensePost corporate web site with BiLE (both
BiLE.pl and BiLE-weigh.pl), which will deduce more possibly related domains
using HTTP link analysis. It is not necessary to go through the entire list of domains
BiLE will return as their relevance decreases rapidly. We usually look at only the top
0.1 percent of highest-scoring domains reported by BiLE (Fig. 2.32).

Remember that the results we see in Fig. 2.32 simply indicate strong relation-
ships on the web. We still need to investigate each relationship to understand its
significance in the real world.

For each confirmed domain, we then perform a DNS name expansion search via
Netcraft. We may discover some new domains in this manner and be able to use
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52941176

FIGURE 2.32
SensePost BiLE Results.

them later. Please note, as previously mentioned, that informational resources such
as Netcraft should be used as an additional resource and not as an authority.

TIP

In some cases, you may want to simply extract out the sorted list of names from the
*.mine.sorted file generated by BiLE-weigh. One way to quickly do this is:

awk -F":" '{ print $1 > "sensepost.domains";}
sensepost.mine. sorted

This list of domains can later be used with other tools for further reconnaissance.

At this point, we process all discovered domains through the tld-expand.pl tool
that forms part of the BiLE software suite. tld-expand will build a list of matching
domains in other TLDs. We will examine all domains listed by tld-expand via
WHOIS registrant information to confirm relevance (see Fig. 2.33).

We can see from Fig. 2.33 that the tld-expand results have returned a little bit of
data for us. It should be obvious that SensePost has not registered all of these
domains. This is a good example of TLD squatting. Unscrupulous ccTLD Registries
use this practice (also called sucking or wildcarding) to catch requests for domains
that do not yet exist in the hope of selling those domains to the requestor. Verisign
followed this practice for a while until finally bowing to public pressure. Bearing this

ml.
t.ml.

FIGURE 2.33
tld-expand Results for SensePost-Related Domains.
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in mind, we use the vetting phase to identify these false positives while being careful
not to accidentally exclude any domains that may really be relevant. This is done by
performing WHOIS queries on the domains as well as simply browsing to them and
looking at the web site itself.

At this point, we’ve built a list of DNS domain names that we consider to be
relevant to SensePost. We’ve followed the steps to expand a single domain into
multiple lists of domains and we’ve vetted the domains using WHOIS, Google,
browsing, and other tools to verify their relevance. We’re now ready to proceed to
the next major phase of reconnaissance: footprinting.

2.7.1.2 Footprinting

In the footprinting phase, we want to derive as many IP/host name mappings as we
possibly can from the domains gathered in the previous phase. In this phase, we’ll
perform various DNS forward lookups and attempt zone transfers and DNS brute
force. Fig. 2.34 shows host lookups on multiple domains.

1~/BiLE# dig sensepost.com ANY +noall +answer

; <<>> DIG 9.5.0-P2.1 <<>> sensepost.com ANY +noall +answer
;; global options: printcmd
sensepost.com. 86067 IN MX 10 raphael.sensepost.com.
sensepost.com. 86067 IN MX S blowfish.sensepost.com.
sensepost.com. 86067 IN MX 5 wowisortelkomplzfixourline.sen
sepost.com.

BiLE# dig sensepost.com NS +noall +answer

1 <<>> sensepost.com-NS—+noall +answer
;3 glob pti printcmd
sensepost.com. 86343 NS ns2.sensepost.com.
sensepost.com. 86343 NS blowfish.sensepost.com.
t:~/BiLE# dig hackrack.com ANY +noall +ahswer

1 <<=>> hackrack.com ANY +noall +answer
;3 global options: printcmd
hackrack.com. 86400 IN = hackrack.com. root.sensepost.com
. 2008022001 28800 7200 604800 86400
hackrack . com. 86400 IN ns2.sensepost.com.
hackrack.com. 86400 1IN blowfish.sensepost.com.
hackrack .com. 86400 IN ( S blowfish.sensepost.com.
hackrack.com. 86400/ IN 4 20 prox.sensepost.com.
root@bt: LE# dig hackrack.co.za ANY +noall +answer

; =<<>> DiG 9.5.0-P2.1 <<>> hackrack.co.za ANY +noall +answer
;; global options: printcmd
hackrack.co.za. 86400 IN SOA hackrack.co.za.-noot,hackrack ,co|
.za. 2010042901 28800 7200 604800 86400
hackrack.co,.za. 86400 IN NS ns2.sensepost.com.

.za. 86400 IN NS blowfish.sensepost.com.

86400 IN MX 5 blowfish.sensepost.com.

ackrack.co.za. 86400 IN MX 20 prox.sensepost.com.

Le# ||

FIGURE 2.34

Host Lookups on Multiple Domains.
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*D1gDug- NG vl.1
*Coded by Laramies
ecurity.com
e T e o

Using dictionary: dns-names.txt

Loaded SS6 words.

Getting Nameservers for“the domain securedataholdings.co.za
Nameserver: nsl.syrex.co.za

Starting DNS force attack:
[-1 Host foun .securedataholdings.co.za -> www.youandme.co.za
zlog.securedataholdings za

FIGURE 2.35
DigDug Results.

By examining the records for sensepost.com and hackrack.com we discover
a couple of new hosts. We then add these to the target list, and take it through the
whole process up to this point. Another dig scan using the “AXFR” option shows us
that DNS zone transfers aren’t allowed. With the assumption that certain DNS
names are commonly used, the next step is to perform a forward DNS brute force.
We will use the PERL tool jarf-dnsbrute.pl to perform the brute force. We will run
each domain in our database through DigDug. Fig. 2.35 shows some example results
we get with DigDug.

DigDug works relatively well and we retrieve a large number of host names
and IP addresses. For the moment, we assume that each IP found belongs to
a class [C]. During the verification phase, we will attempt to determine actual
block sizes that these IPs fall under.

2.7.1.3 Verification

We begin the verification phase with a list of IP ranges that we derived from the
footprinting phase. These ranges are considered targets because they contain hosts
with names in the target domains. Up to this point, our entire approach has been
based on DNS and DNS as a link between the real world and the cyberworld. We
now start to consider the IPs in the blocks identified, regardless of their DNS
names.

We first perform IP WHOIS lookup requests on at least one IP address in every
block we have. Our aim is to retrieve an exact definition of the net block in which the
IP resides. In this case, our attempts seem pretty fruitless, as you can see in Fig. 2.36.
For the IP 168.210.134.6 (SensePost’s primary MX record) we receive a class (B)
definition registered to Dimension Data, a large South African IT integrator. At first
glance this appears to be incorrect, and as we don’t really trust WHOIS information,
we proceed with the next set of steps.
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Monday 21 June 2010 french | home | abourt | sitemap | faq | contact ﬁf l f - N I c
N | site search | ;

news: | meetings | document store | registration sevices | database [ipolicies | training | mailing lists'| tools | statistics

Query the AfriNIC Whois Database

% This is the MfriNIC Whois server.

% Inforwmation related to '168.209.0.0 - 168.210.255.255"

inetnum: 165.209.0.0 - 168.210.255.255
netname: MEDMETZ2

descr: Dimension Data

descr: Guardian National

descr: 10th Floor West wing

deser: Libridge building

descr: Ameshof Street

descr: Braamfontein

descr: Jnhannashu:cg

country: ZA

org: ORG-DD1-AFRINIC

admin-c: DA25-RFRINIC

tech-c: DAZ5-AFRINIC

status: ALLOCATED PA

mnt-hby: AFRINIC-HN-MNT

mnt-lower: TF-168-209-0-0-168-210-255-255-MNT
changed: hostmasterfarin.net 19940713
changed: hostmastecrBacin.net 20000612
changed: hostmasterf@afrinic.net 20050221
source: AFRINIC

parent: 0.0.0.0 - 255.255.285.255
oryanisation: ORG-DD1-AFRINIC

Or g-name Diwension Data

org-Lype: LIR

address: Dimension Data

address: Guardian National

address: 10ch Floor West wing
address: Libridge building

address: Anweshof Street

address: Braswfontein

address: Johannesburg

country: Zi

FIGURE 2.36
AfriNIC Data for 168.210.134.6.

Now we can use the dnsmap utility to do some verification and potentially come
up with some additional host/IP combinations. Fig. 2.37 shows the results of this
scan.

At this point, it is clear that there is a strong relationship between SensePost and
SecureData Holdings. We will add the securedataholdings.co.za domain to the
targets list in the next iteration of the reconnaissance process and then repeat the
entire process until no new information regarding domains, IPs, or hosts is found.
Once we feel confident that the organization is fully mapped, we will have a list of
well-defined IP subnet blocks that are strongly associated with SensePost. We can
then proceed with the next phase of our attack.
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rot /T test /er tion/dns/dnsmap# ./dnsmap sensepost.com -r /root/sensepo
st.dnsmap
dnsmap ©.30 - DNS Network Mapper by pagvac (gnucitizen.org)

[+] searching (sub)domains for sensepost.com using built-in wordlist
[+] using maximum random delay of 10 millisecond(s) between requests

hq.sensepost.com
IP address #1: 168.210.134.14

intranet.sensepost.com
s #1: 168.210.134.79

mail.sensepost.com
IP address #1: 168.

news. Sensepost .com
IP address #1: 208.68.139.38

ns2.sensepost.com
IP address #1: 209.61.188.39

seun‘e.sensepost.com

IP address #1: 168.210.134.6
sq.sensepost.cem

1P address #1: 196.30.14.94

www . sensepost.com
IP address #1: 209.61.188.39

[+] 8 (sub)domains and 8 IP address(es) found
[+] regular-format results can be found on /root/sensepost.dnsmap
[+] completion time: 266 second(s)

FIGURE 2.37

dnsmap Results for sensepost.com.

2.7.2 Case study summary

In this case study, we have used all of the elements of the reconnaissance meth-
odology discussed so far to gather as much information on SensePost as we could
without actually “touching” the target. Based on the information we’ve gathered, we
can successfully move forward into the final reconnaissance phase of validity
scanning and then move on to enumeration. Again, ensure that at this point in your
reconnaissance you have documented all of the verified details you have gathered.
You will find that having this data recorded in a logical and useable manner will
speed up the penetration testing process as we continue.

2.8 HANDS-ON CHALLENGE

We’ve gone through a lot of information related to reconnaissance in this chapter.
We’ve covered the phases of reconnaissance, the core technologies used for each
phase, the approaches to use for reconnaissance in penetration testing, and a variety



Summary 93

of open source tools available for your use. Finally, we walked through a case study
showing how to use what we’ve learned in a real-world scenario.

Now it’s your turn. Your challenge is to pick an organization and perform
reconnaissance on it. Since this is a non-intrusive information gathering exercise,
you can choose any organization that interests you. Your goal should be to find and
assemble documentation with the following information:

A list of domain names associated with the target.

A list of other organizations which can be linked to the target.

A list of host names for servers owned by or associated with the target.

A list of IP addresses for as many hosts as possible associated with the target.
An organizational chart with names, email addresses, contact information, and
any personal details you can find for people related to the organization.

e A subset of this information which has been verified as correct and strongly
associated with the target organization.

This pile of information is what you need to move forward into the next phases of
penetration testing. Remember, in the early phases of reconnaissance, you should
collect as much data as possible whether it is guaranteed to be relevant or not. Then
use the verification phase to reduce the data to only the relevant information that can
be shown to be strongly associated to your target.

SUMMARY

In this chapter, we have gone over a great deal of information around the recon-
naissance phase of penetration testing. We’ve covered the methodology of recon-
naissance itself and how reconnaissance differs from more intrusive portions of
penetration testing. We’ve also discussed many of the core technologies used in
reconnaissance, most of which will also be applied in other phases of your work.
Some of the many open source tools available for your use were discussed and
demonstrated and we talked about how to use these tools in real-world scenarios.
Finally, you had an opportunity to try it yourself and use the methods and tools we
discussed to start the penetration testing process on a real target. All of this should
give you a good understanding of reconnaissance and prepare you for our next
penetration testing phase, scanning and enumeration.

Endnotes

[1] Department of the Army. (1992). The infantry reconnaissance platoon and squad. FM
7-92. Washington, DC: Department of the Army. 4-1.

[2] SensePost Research. (2003). The role of non obvious relationships in the foot printing pro-
cess. <www.sensepost.com/restricted/BH_footprint2002_paper.pdf> [accessed 17.06.10].
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CHAPTER

Scanning and enumeration

INFORMATION IN THIS CHAPTER:

e Objectives

e Scanning

e Enumeration

e Case Studies: The Tools in Action
e Hands-On Challenge

In this chapter, we will lead you through the initial objectives and requirements for
performing scanning and enumeration in support of a penetration test or vulnera-
bility assessment. This includes discussing the final phase of reconnaissance,
vitality. After that, we will dig into some scenarios in which you will see how you
can use these different tools and techniques to their full advantage. Last, we’ll do
a hands-on challenge so you can test your new (or refined) skills in a real-world
scenario.

3.1 OBJECTIVES

In a penetration test, there are implied boundaries. Depending on the breadth and
scope of your testing, you may be limited to testing a certain number or specific type
of host, or you may be free to test anything your client owns or operates.

To properly scan and identify systems, you need to know what the end state is
for your assessment. Once the scanning and enumeration are complete, you
should:

e Confirm that IP addresses found in the reconnaissance phase are reachable. This
is the “vitality” phase of reconnaissance.

e Be able to identify the purpose and type of the target systems, that is, what they
are and what they do.

e Have specific information about the versions of the services that are running on
the systems.

e Have a concise list of targets and services which will directly feed into further
penetration test activities.

Penetration Tester's Open Source Toolkit, Third Edition. DOI: 10.1016/B978-1-59749-627-8.10003-0 95
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CHAPTER 3 Scanning and enumeration

3.1.1 Before you start

Now that we’re moving into some penetration testing which will actually “touch”
the remote systems, we need to be concerned about the rules around our testing.
With any kind of functional security testing, before any packets are sent or any
configurations are reviewed, make sure the client has approved all of the tasks in
writing. If any systems become unresponsive, you may need to show that
management approved the tests you were conducting. It is not uncommon for system
owners to be unaware when a test is scheduled for a system.

A common document to use for such approval is a “Rules of Engagement”
document. This document should contain at a minimum:

e A detailed list of all parties involved, including testers and responsible system
representatives, with full contact information including off-hours contact infor-
mation if needed. At least one party on each side should be designated as the
primary contact for any critical findings or communications.

e A complete list of all equipment and Internet Protocol (IP) addresses for testing,
including any excluded systems.

Rules around compromising systems for deeper penetration.
Acceptable and unacceptable practices such as compromising physical site
security, social-engineering employees, etc.

e Agreement of use of data from compromised systems as well as how this (often
confidential) data is stored.

e The time frame for testing:

e The duration of the tests
e Acceptable times during the day or night
e Any times that are prohibited from testing

e Any specific documentation or deliverables that are expected including:
e Documentation around discoveries and methodologies (including tools) used
e Proof of successful penetration/system compromise
e Debriefing schedule

e Limitations of liability for any damage caused by the testing.

Having this type of document agreed to and in place prior to your penetration
testing will help ensure that both you and your client are clear on the level and type
of testing that will be performed. The more precise and extensive this document is,
the less room there is for misunderstandings. One of the worst situations a pene-
tration tester can be in is one where the client is furious because the tester brought
down a production system without authorization. Agreeing on the rules and the
scope of the testing up front can help prevent that type of issue.

3.1.2 Why do scanning and enumeration?

If you are given a list of targets, or subnets, some of your work has been done for
you; however, you still may want to see whether other targets exist within trusted
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subnets that your client does not know about. Regardless of this, you need to follow
a process to ensure the following:

You are testing only the approved targets.
You are gett