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    # sort –nk3 –t: /etc/passwd | less 
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Unusual Accounts Additional Supporting Tools  
 

 

Purpose 

How To Use This Sheet 
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If you spot anomalous behavior: DO NOT PANIC! 
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Other Unusual Items 

Unusual Log Entries 
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Unusual Network Usage Continued 
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Unusual Files Continued 

Unusual Scheduled Tasks 
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# chkconfig --list 
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Unusual Processes and Services 
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# find / -uid 0 –perm -4000 –print 
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# find / -name “ “ –print 
# find / -regex '.+[^A-Za-z0-
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Unusual Files 
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# ip link | grep PROMISC 
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Unusual Network Usage 
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# crontab –u root –l 
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# cat /etc/crontab 

# ls /etc/cron.* 
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