Foreword

For the last twenty-five years, HP OpenVMS™, a proven enterprise-class operating
system, has been supporting customers’ most demanding business-critical requirements
for reliability, availability, scalability, and security.

In the last five years, Linux and the open source movement have moved from a small-
system operating system on the technology fringe to a serious contender in corporate
computing.

Both operating systems have much in common with UNIX and Windows servers.
OpenVMS is a general-purpose operating system that has many standard interfaces and
APIs. Linux is a customizable operating system that shares its APIs with UNIX. APIs
common to both operating systems allow OpenVMS and Linux to interoperate easily.

OpenVMS and Linux operating in the same enterprise environment let you combine the
low per-unit cost structure of Linux and its huge open source libraries of software with
the proven high availability, security, and scalability and exceptional robustness of
OpenVMS.

I've found this book to be a practical, hands-on manual that explains how OpenVMS
system managers can integrate their systems with Linux, allowing the two platforms to
work cooperatively and extend the processing capability of a computing environment.
John clearly describes the features and benefits of both operating systems, so that you
can evaluate which one is best for any given task. The hints, tips, and techniques you'll
find here will help you create a heterogeneous OpenVMS and Linux computing
environment to meet your needs today and tomorrow.

Martin R. Fink

Vice-President and Chief Technology Officer
Business Critical Systems

Hewlett-Packard
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Preface

This book began many years ago when Linux was only a dream of Mr. Torvald’s. Its
germs were in the DECWindows Cookbook, DFWCUG Longwords Newsletter articles,
and hints and techniques shared at a hundred DECUS sessions that connected OpenVMS
and Unix systems together in some way over the years.

From all of these ideas, plus Linux’s evolution with the number of times Linux and
OpenVMS were being used in the same Datacenters, I felt a need to better understand the
things that Linux and OpenVMS could do together. I also felt that if  needed to
understand this type of interoperability, many other people might need the same
understanding too. Today Linux and OpenVMS using Open Source programs have an
identical look and feel for many of their applications and interfaces . Despite the
similarity of look and feel, configurations, installations, and scripts vary between
operating systems (OSs)!

This book identifies eight areas of current interoperability, and more importantly
provides a step-by-step process to those areas. Products, configurations, scripts, are all in
this book with one goal: To make something happen between Linux and OpenVMS. No
matter if you're a VMS admin or a Linux admin, this book will allow you to enable
interoperablity on both Linux and OpenVMS.

I can only add that you should learn to use the local editors, which are not covered in this
book. Learn the terminal or Command Line Interface (CLI) editor like “vi” for Linux and
“edt” for VMS; they are essential to any system manager’s tool bag. X Windows-based
editors are also available, but if you learn the CLI editor, you'll be able to work on these
systems even without a windowing system (a distinct possiblity if you are doing installs
or changing startup proceedures). After you've learned the editors for Linux and
OpenVMS, the rest of the procedures in this book should be easy to accomplish.

You may also want to load clean versions of each OS before trying to configure the tools
in this book. I used OpenVMS version 7.3-1 and RedHat 7.3 for all the procedures shown
in this book. You may want to visit Chapter 2 first, to learn how to break into Linux and
OpenVMS if you've inherited your systems, and if you need to reuse the existing
installaitons !

This book is an adventure in Open Source, TCP/IP, X Windows, security, and much much
more. [ hope it broadens your understanding of both OpenVMS and Linux and helps you
to understand what two great OSs can do together.

All my best,
John Robert Wisniewski
March 2003

Publisher’s Note: There is considerable variation in the usage of the phrase Open Source;
the majority view seems to be that both words are capitalized. However, others
consistently use lower case. We have chosen to follow the more common usage and
capitalize both words throughout the body of the book.
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Chapter 1 — Assessing OpenVMS and Linux:
The Right Tool for the Right Job

Good, Better, Best

Welcome to the book that answers the questions why OpenVMS? Linux? and just how
do you get these two computer operating systems (OSs) to work together?

Why in the world would you want to have them work together? Let me try to answer
that by briefly saying that there are customers who adore OpenVMS—its cluster
technology and full-service support. Linux is into Open Source, with tens of
thousands of coders in its court. What a wild duet! But still, they’re cousins—open
systems cousins.

Now, without singing the rest of the Patty Duke theme music; the two operating
systems have much in common: their network interface protocols; Open Source tools;
industry standards; commercial database products; X Windows; and industry-
standard security tools for encryption, tunneling, and secure communications. If
general tools are on both Linux and OpenVMS, why continue to use two different
OSs? Simply because OpenVMS has features and abilities that Linux or any other OS
would be hard pressed to deliver.

What does OpenVMS have? OpenVMS provides something that you only get with 25
years of testing and use—enterprise-class stability and reliability in almost every
configuration it’s used in.

What does Linux bring to the table? Today Linux is Open Source, with thousands of
programmers working on new and exciting applications worldwide, sharing base
source codes, and delivering low-cost tools and software that improve the entire
software industry.

Together, OpenVMS and Linux provide the best of Open Source and the best of
commerical applications, giving users a choice about how to deploy various
computing styles: client/server, multitiered database servers, or large transaction
processing environments.

Between the high end and the low end of computing, various demployment strategies
are needed today and will be needed in the future. The line between OpenVMS and
Linux deployment decisions should be drawn wherever it needs to be.

Solution architects and system analysts need to understand the best features of both
operating systems, as well as their realistic limits, and then measure the actual cost of
deployment of Linux and OpenVMS systems, utilizing the best tools for the system or
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work at hand. OpenVMS can run on workstations to mainframes. Linux runs on
mainframes to workstations, drawing a hard line in the sand that limits what will be
deployed and limits the types of deployment an organization can deliver. Why not use
the best of both worlds to solve computing problems? I know I do!

Why OpenVMS?

After 25 years in a constantly changing computer industry—spanning the PC
revolution, DEC becoming Digital, VMS becoming OpenVMS, Compaq buying out
Digital, HP buying out Compaq, and OpenVMS migrating from VAX 32-bit CPUs to
Alpha 64-bit CPUs, as well as HP’s migrating from OpenVMS to IA64 Intel’s 64-bit
CPU, and the advent of Microsoft products, Open Source and Linux products, UNIX
products, the IBM pantheon of operating systems, and fault-tolerant products such as
NSK—an industry watcher and career participant has to ask the following question:
Why should companies use OpenVMS over the next 5 to 10 years? Considering that
OpenVMS has the lowest cost of deployment and maintenance in the industry today,
you might ask, why wouldn’t you use OpenVMS? Lowest cost is one factor, but
technology decisions seem to drive many deployment decisions. Let’s review
OpenVMS’s current abilities.

* Clustering: OpenVMS has had the acknowledged best clusters and scaling in
the industry since 1983. Its features include single system disk, single unified
file system view across all cluster members (even with multiple file systems),
shared tapes, shared disks, and up to 96 clustered member systems of desktop
to mainframe-size systems, with as many as 32 SMP CPUs each and as much as
10 Tbytes of main memory (RAM) in the entire cluster. All systems are
managed as a single system and a single work domain. OpenVMS clusters
work out of the box across Ethernet, SANs, and high-speed memory channel
connections, with minimal configuration and setup. You can literally add a new
member system to an OpenVMS cluster in as little as five minutes (once the

hardware has been plugged in).

» Disaster-Tolerant Clusters: Data centers can be completely duplicated (all disks,
all resources, all transactions) in an active-active cluster at distances of up to
540 miles apart. (Note: Everyone else just offers a hot/warm or hot/ cold site
technology; OpenVMS uses both sites in an active-active configuration, which
uses much less hardware then other active-passive cluster configurations—up

to 50 percent less!)

* Oracle 8: This deploys larger, runs better, and runs faster on OpenVMS clusters.
Oracle RdB continues to be one of the fastest databases in the world, fully
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integrated into OpenVMS and OpenVMS clusters, with new customers every

year.

Timeshare: As the Internet continues to grow and server consolidation
continues, systems will be measured by their ability to handle many, many
small jobs in a predictable time slot while sharing resources evenly. OpenVMS
and its scheduler have been providing and polishing predictable, even real-
time, performance since the 1970s. With today’s Web server, transaction-
servers, and application-server requirements, capacity planning and
predictable response for every job is already becoming a prerequisite for

deploying even a prototype application.

Security: OpenVMS/VMS has had less then 45 CERT security advisories in the
last 13 years. (Windows 2000, 484; Linux, 546; Solaris, 490; AIX, 377 as of June
2002; http:/ / www.cert.org/).

Deploying other servers in your production environment, you will spend
considerably more system-management dollars securing your servers and
making sure all the CERT advisories are all plugged than you would if you just
deployed OpenVMS out of the box! If you checked all the CERT advisories, it
could take hundreds of hours just to review various security holes in other

operating systems.

Out-of-the-box OpenVMS is virtually unhackable (or so say the goons/judges
from the DEFCON 9 Hacker Convention, July 2001 http:/ / www.dfwcug.org/
dfwcug_newsletters/20107.PDF).

Kevin Mitnick, celebrity hacker, just testified before Congress that he was
defeated for the first time in his life when he recently tried to break into an
OpenVMS system in England (http:/ / www.zdnet.com/zdnn/stories/ news/
0,4586,2454737,00.html).

Diicoe: Defense Information Infrastructure Common Operating Environment
certification means that Compaq/HP has signed (in 2001) an agreement with
the U.S. government to support OpenVMS for the next 20 years. This allows
HP to continue selling OpenVMS to the U.S. government (one of OpenVMS's
largest user bases), and it must maintain support for the next 20 years on

products sold to the U.S. government.

Shared File Systems: OpenVMS offers integration with Windows 2000 and NT
4.0 SMB file systems via Advanced Server (code from Microsoft). From the

Chapter 1 — Assessing OpenVMS and Linux: The Right Tool for the Right Job

3



Open Systems (UNIX) side of the house, OpenVMS integrates with NFS (V3.0).
OpenVMS can also offer a single directory, which is viewed, coordinated, and
accessed by both Windows systems and UNIX systems at the same time!

* E-business Infrastructure: Attunity’s XML and database gateways are included
with the OpenVMS license. Apache, SSH, Java, Microsoft’s COM (object-calling
standard), CORBA (Open Systems object-calling standard), DCE, and
X Windows are all included with OpenVMS with the base license.

e Service and Support: For a business that deploys an OS for years at a time,
support for past products and previous versions of the OS is critical. HP and
OpenVMS continue to support VAX systems (even though they haven’t
shipped a new VAX in almost 2 years!), and they support previous stable
versions of the OpenVMS operating systems as far back as 10 years for
customers. It’s hard to imagine a 10-year deployment of our latest PC of the
hour. Businesses don’t enjoy changing applications that are working, and
OpenVMS applications, once up and running, tend not to get taken off line,
which is one of OpenVMS’s most famous hallmarks.

* High Availablity: Many companies choose OpenVMS because it’s one of the few
operating systems that can deliver on its claim of 99.99999 percent (about three
minutes downtime per year). If OpenVMS had just started claiming this feat, it
might be suspect; but customers have been getting this much service from their
machines since the early 1990s (in a properly configured and maintained VMS
cluster). Rolling upgrades of software and the OS, and continuous processing
for years at a time, are other milestones that OpenVMS pioneered.

After 25 years as a computer, application, and database server, very few of the other
operating systems can even begin to match OpenVMS as a deployment platform.
While OpenVMS will never be the best games desktop, it has already proven itself the
finest, most robust, most secure, and most clusterable OS in our industry today. But
wait: Don’t touch that dial, there’s more! If OpenVMS were just another OS with the
most features in our industry, that might be good enough; but what would you pay for
such a fantastic tool? Two times or four times the cost of an average UNIX server?
How about if OpenVMS gave you all this capability and had the lowest cost of
ownership in the industry compared with all other UNIX systems and mainframes?
Well, don’t believe me—check out the study Techwise Research did on OpenVMS in
2001, where they found that OpenVMS had the lowest cost of ownership of any server
deployment over a five year period (http:/ /www.openvms.compaq.com/openvms/
whitepapers/techwise html).

Linux & OpenVMS Interoperability



Tested and supported features, lowest cost of ownership and deployment in the
industry, highest availability and scalability, and a 25-year track record with
interoperability with all the latest Internet and e-business software and tools—that’s
why you will use OpenVMS for the next 10 years.

Why Linux?

When Linus Torval started his project, he dreamed of an OS unencumbered by source-
code restrictions and copyrights. In just a few short years, Linux workstations and
servers began to emerge as a powerful Open Source alternative to Windows desktops
and many UNIX servers. Productivity tools such as Star Office, WordPerfect, and
many other application ports were available. Games were also available on these
strange new Open Source boxes. As the desktop functionality grew, many saw
computer server functions as Linux’s destiny. Linux is a workstation and a server with
a graphical user interface for management (Gnome and KDE are the two interfaces of
choice). With HP and others beginning to offer certification as Linux Accredited
Systems Engineers, support and services are beginning to mature.

So where does Linux fit in today’s IT strategy? Let’s review some of its features.

o Laptop: With Sun’s Star Office or Corel’s WordPerfect 2000 suite, a Linux
installation offers the users less disk space consumption than a comparable
Windows OS and Office suite. Linux also offers the ability to reuse two-to-
three- year-old laptops that are now too underpowered to run the latest
versions of Windows products, but it can also run the latest versions of Linux
and many personal productivity tools that run on the platform. For Microsoft
interoperability Bynari Systems also offers bug-for-bug compatibility with
Windows Exchange Clients (Outlook) and Windows-compatible Exchange
Servers for Linux and UNIX systems to integrate directly into Exchange E-mail
Server infrastructures. Alternatively, Linux and other TCP/IP users can use
Netscape mail, if they have POP3 or IMAP servers already in place (http://
www.bynari.com/,

http:/ /www.sun.com/staroffice/, http:/ /linux.corel.com/).

» Workstation: What goes for laptops goes even more so for Linux desktops. A
few-year-old 300-500MHz Pentium workstation or even Alpha workstation
can run Linux and its applications blazingly fast. Instead of buying new
workstations with 50 percent more memory and disk space, recycling a used
desktop saves money and upgrades easily to Linux with as much ease of use as
Windows desktops. And while there have been some demands for enhanced

Linux security, it’s nothing like the defense that must be mounted against the
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65,000+ virus definitions that Windows programs must be defended against

every day when on a public network.

¢ X Window Terminal: Linux workstations and laptops make excellent
X Windows display terminals. Linux, UNIX, and OpenVMS all use X Windows
and various X Windows managers and programs to redirect output to remote
machines across Ethernet or other network connections. Today, Microsoft
Windows has programs to perform X Server displays, but Linux has built-in
X Windows security and the same X Windows features as its larger UNIX and
OpenVMS cousins. Therefore, bringing all your OpenVMS and UNIX
application displays down from a headless server to a single, low-cost, high-
quality desktop with a great choice of graphics and sound cards is a wonderful
alternative to purchasing expensive workstations. (Although, just like driving a
Ferrari, once you've worked on a full-blown 64-bit UNIX or VMS workstation,
it's hard to go back—no matter how “sporty” the 32-bit Chevy becomes.)

® Server: As a bottom-tier server (in the standard three-tier client/server model),
Linux is as good or better then any single NT, UNIX or OpenVMS server. Linux
servers support SAMBA for disk shares with Windows servers and clients, NFS
for disk mount points for UNIX and OpenVMS machines, Java, Apache, and all
the major computer languages and scripting tools. The problem is that Linux
servers no matter how functional, live within mean time between failures of
their hardware. Sooner or later a deployed single server will have a failure that
takes out critical data or programs, and then the system will have to be restored
or rebuilt. Commercial clustering for Linux servers is in its infancy, as are
automatic failover environments for Linux. As support, cluster technology, and
shared storage (SAN, networked storage) continue to mature, so will the use of

Linux servers for data-center applications.

The Bottom Line

OpenVMS systems and Linux systems have much in common with UNIX and
Windows servers, with some distinct advantages for each. Given our heterogeneous
computing environments of today and looking toward the future, both OpenVMS and
Linux will find a use in our data centers and professional information services (IS)
deployments for many years to come—OpenVMS for its high availability and
scalability and Linux for its low per-unit cost structure and its huge Open Source
libraries of software.
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As we move forward in this millennium, the battle cry should be for the lowest-cost,
right tool for every style of computing. Between OpenVMS and Linux operating
systems, a very large part of the computing spectrum is being delivered, and in a most
cost-effective way. Now let’s explore the types of things both Linux and OpenVMS can
do together!

The rest of the chapters in this book are a series of how-to processes designed to utilize
both your OpenVMS and Linux box in different ways (TCP/IP, NFS, E-mail, X
Windows, and more). The procedures are easy and to the point. They should also be a
good starting point for you to explore these functions for more advanced use and
deployment! You won't need to read this book cover to cover; the chapters should be
self-contained and, I hope, a good reference for some of your specific Linux and
OpenVMS interoperability issues.

The rest of this book assumes that you have a running OpenVMS and Linux system
configured with TCP/IP and a working knowledge of both OSs as a user and
operator. (You'll also need system privileges on both systems; don’t worry, Chapter 2
shows you how to get System and root on your boxes. But don’t experiment on your
production machines; two small workstations in the same network would be a great
test bed as you learn to connect OpenVMS and Linux together.

Chapter 1 — Assessing OpenVMS and Linux: The Right Tool for the Right Job
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Chapter 2 — Breaking into OpenVMS and Linux

Equipment for Those Who Have None

Once upon a time there were these three computer collectors—stop me if you've heard
this one.

Oh sure, for a few hundred dollars you can get older Alpha 64-bit systems or Intel-
based 32-bit systems that will run OpenVMS or Linux, but consider that many
companies (and even some users) are trading up to the latest hardware every 18
months or less. Rather than just throwing out this older equipment, owners would
rather give it to a good home, knowing someone could use older hardware for
learning purposes or for user groups. IT professionals have a lot of guilt about getting
rid of perfectly good “old” equipment, so you should make it known at local
computer user group meetings that you need/ collect/ will work on older equipment.
Seek and you will find. Knock and someone might open the back door of a loading
dock for you!

You have gone to a Saturday sale, gotten a call from an IT friend, or had someone at
the back door of a corporate office offering you used equipment. After you negotiate
your final deal for the gear, you find yourself driving home, pleased that you now
have in your personal collection equipment that someone once paid thousands or
hundreds of thousands of dollars for, and you have now obtained this equipment for
the cost of a tank of gas (or less).

Reality Sets in on the Way Home

Of course, as you're driving home you realize that if it's an OpenVMS machine, you
need license product authorization keys (PAKs) to make the software work. There
may be licenses already on the machine (if the system admin didn’t erase the system
disk), but there is really nothing like having your own licenses to make you feel like
you really own the box. But wait, don’t call HP and buy new licenses. If your machine
is destined for home use and personal education, you can get an OpenVMS hobbyist
license with base VMS, clustering, and over 105 layered product PAKSs for free! Just go
to the OpenVMS hobbyist Web page at http:/ /www.montagar.com/~hobbyist.

Register on the Web, and you will have all the PAKs you need to run an OpenVMS
system sent to you via e-mail in a matter of minutes. You should note that these
licenses are for personal or hobbyist use; you would have to call HP and get
commercial licenses for your new system if you were going to use it for your or
someone else’s business!

Chapter 2 — Breaking into OpenVMS and Linux
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Back at the Treasure Hunt

Arriving home with the new treasure for your collection you check out the hardware
and supply the missing pieces for your new system—maybe a monitor or ASCII
terminal, power cord, keyboard, or mouse; perhaps you need to tighten a few loose
screws or cables or install a disk. The power cords are in place, all the cards have been
reset in their slots, the network card is plugged in, the monitor is connected to what
looks like a VGA port, and the moment of truth arrives. You apply power to the
system! The monitor makes a sound like a loose strung guitar and symbols appear on
your screen:

* 16, 32, 64, 96, 128 Mbytes of memory count down (the system is looking better
and better).

* The floppy groans, the CD-ROM blinks, and the BIOS firmware shows it’s
loaded with options.

* The hard drive starts to boot Linux, or OpenVMS—quick, what are you going
to do?

By the time you get to ask the questions the boot messages have flashed by, the X
Windows banner login comes up and you are stuck with a multiuser system without a
user name or login.

An X Windows login banner hides such secrets! Was this a system that managed a
nuclear plant, hospital, bank, or ISP? Maybe part of the deal with the person who gave
you the system was that you would scratch the disk to remove all of that valuable,
proprietary data; but here blinks the cursor—mocking you from a small login screen.

So you resolve to break in, peek under the covers, and then scratch the drives—as any
good system administrator worth his or her weekly salt ration might do. Ethics aside,
there are many legitimate reasons for breaking in and taking control of Linux or
OpenVMS systems, even if you're not the system owner!

Legitimate Reasons for Breaking into Linux or
OpenVMS Computers

* The system admin has left the company with no transition to the new system

administrator.

* The system has been compromised and you have to take control and reset/
rebuild security. No one knows what is on the system anymore. No one knows
what the current system is doing! No one remembers the System (OpenVMS
SysAdmin ) or root (Linux SysAdmin ) password.

10
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I have seen the need for breaking into systems so often in professional IT situations
that whenever I tackle a new operating system or computer, learning how to break
into it is right up there with learning the local text editor!

As for breaking into OpenVMS, there are few known cracks for this purpose, and even
Linux is resistant to many remote attacks as well (when properly configured). For the
professional system administrator, hacks and cracks are not the way to open a system.
The zero-damage, professional method of breaking into a Linux or OpenVMS system
is the only acceptable way to take over a system if you have a legitimate (legal) need to
do so. Let’s look at the standard methods for reseting root or System passwords for
Linux or OpenVMS.

Ten-Step Process for Changing a Linux System’s Root Password

Software required: V7.2 or 7. 3 RedHat CD-ROM #1

1. Have physical access to the Linux system.
2. Boot RedHat 7.2/7.3 linux CD-ROM distribution disk 1.
3. Type in "linux rescue" as the boot choice.

4. Choose English (or your local language).
Choose US Keyboard (or your local variant).

running anaconda -- please wait ...

5. Choose “"Continue” when asked to mount your Linux installation (don't choose
“read-only”).

Searching for RedHat Installation...
Your image has been mounted under /mnt/sysimage/

6. Enter areturn to get a shell “ok.”

sh-2.05a#

7. Change root to the mounted file system.

sh-2.05a# chroot /mnt/sysimage

8. Change root password.

sh-2.05a# passwd root
New Password:Welcomel (not echoed)
Retype new password:Welcomel (not echoed)
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10.

passwd: all authentication tokens updated successfully

Exit the shell and shutdown the system.

sh-2.05a# exit

Remove the RedHat Install CD-ROM and reboot from the hard drive.
When the Linux system reboots, login as root. The root password will now be
Welcomel.

Congratulations, you've just broken into a Linux system!

Ten-Step Process for changing an OpenVMS System Password

Software Required: None

1.

Have physical access to the OpenVMS system.

Reboot/halt the boot process (find the reset button on your Alpha) and find
yourself at a three chevron prompt “>>>".

For most Alphas, boot with the "Conversational Boot" flag set (0 refers to the
cluster “system software” directory you want to boot from).

>>>boot -flag 0,1

At the "SYSBOOT>" prompt you can change any VMS sysgen parameters before
the system runs!

sysboot> set uafalternate 1
sysboot> continue

System continues to boot up.

Because you've set the uafalternate to 1, the user and password files are wide
open.

Username: <Enter>
Password: <Entexr>
Password: <Enterxr>

System logon occurs and you're given a dollar sign prompt.

$

Prepare to modify the old VMS password file.

12
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$ define/system/executive sysuaf sysS$system:sysuaf.dat
$ set def sys$system

7. Run the authorize utility to change the actual system password.

$ run authorize
Authorize> Modifiy system/password=welcomel/nopwdexp
Authorize> exit

8. Invoke sysman and change the uafalternate system parameter to “0”, so when the
system reboots it will use the original password file.

$ run sys$system:sysman

sysman> parameters use current
sysman> parameters set uafalternate 0
sysman> parameters write current
sysman> exit

9. Invoke shutdown.

$@sys$system: shutdown

10. Reboot and log in to your OpenVMS system.
The user System password will now be Welcomel

Congratulations, you've just taken over an OpenVMS system!

First the Rush, Then the Letdown

You log in as root or System and look around the box. Data is missing, and shards of
pointers hint at what the system’s duties once were. There are disk commands that
point at nonexistent volumes, and tools that no one has used in five years stand ready
to do your bidding. A gem from a past job emerges and reminds you of something
you once did. Then you realize it's time to scratch the disks and put together a new
configuration that better suits your purposes, rather than trying to salvage the existing
system disk and its dated software.

You are tempted to do a full backup of your new system and save the work from an
elder system, but you stop and consider privacy and those who left résumés, personal
budgets, and e-mail on the system you now have full dominion of. Nothing appeared
illegal, immoral, or fattening, so there is no reason to keep a copy of another person’s
data as far as you can tell.

During the course of work a professional system administrator will likely find a
variety of personal user data on many different computer systems. There is no written
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code on handling such data (short of a corporate HR directive about these types of
files), but there is an ethical code. Just as Congress wrote the law such that radio
scanners can listen to cellular and various other communications but not reveal what
they’ve heard, system administrators have a similar responsibility. Corporate rules
regarding privacy and personal files complicate the issue, but unless there is a very
good reason (such as suspecting illegal activity was conducted with the system)a
system administrator should never reveal or copy a user’s personal files or
information or reveal what was found to anyone else.

You weren’t asked specifically, but professional courtesy to the previous owner or
administrator demands that you erase the data (not necessarily the system programs)
from the older system you acquired. If you believe in karma, then perhaps someone
will do the same for you one day. When you're running late and just want to get rid of
a machine without throwing it away and give it a good home, perhaps you could give
it to an up-and-coming young professional who needs a good used system to practice
with.

Of course, it's never going to happen that you give away systems without
remembering what's on them, and you'll always delete all the data from all the disks
you scrap, erase CD-ROMs in the microwave, bulk erase magnetic tapes, shred
personal data and procedures, and destroy all ID cards you find in the boxes of
surplus documentation. We're just talking about a hypothetical situation here and not
anything I've ever found in/on/with systems I've seen.

There are many reasons to break into a system; in your tool bag for OpenVMS and
Alpha you should always have an OpenVMS boot disk (the CD-ROM that loads
OpenVMS) at the latest version (7.3, 7.3-1) you can find, and a RedHat Linux 7.2 or 7.3
boot disk. These tools will help you when opening up systems when you need to do so.

From treasure hunt to salvage, to corporate rescue, to recovered systems, breaking
into systems is something all admin folks should be able to do.

May you find interesting things in the systems you overpower, and remember with
great power come great responsibilities. Ethically, morally, and professionally you
don’t break into systems just because they are there or you have a way in. That way
leads to the dark side of the profession.

I grant you this knowledge to help and not to hinder. I also warn that, as I was taught
and then enjoined by my teachers—use these powers for good and not evil. I know
you will know the difference when you are confronted by systems you need to take
control of!

14
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Chapter 3 — TCP/IP for OpenVMS and Linux

It seems like a lifetime ago, but I remember having an ongoing argument in 1989
about which was better: IBM’s SNA protocols, DEC’s DECnet and LAT protocols, or
the up-and-coming TCP/IP protocols for commercial systems.

The discussion extended to many customers and many in the local DFEWLUG user
group joined the discussion with barbs and angry words sniping the other protocols.
Async transmission is better then sync transmission—it recovers better and let’s you
use lower-cost lines, peer-to-peer networking is the only way to go, standards are the
way of the future, mine has more features, your protocol is lame, and so on.

In the end, all the arguments missed the point. We were all arguing the technical
merits of peer-to-peer networking, counting the number of terminals that could be
supported, or how many angels danced on the end of a 50-ohm cable. That wasn’t the
right focus at all, and many people missed the real reason for this change in
networking technology in such a short period of time.

IBM’s SNA could host tens of thousands of terminals in a single network with
subsecond response time. DECnet provided peer-to-peer networking with over
100,000 nodes in a single network (when the Internet had almost 15,000 nodes), Novell
was fastest for PC disk sharing, and the much-touted OSI protocol would unite all
networks into a single, standards-based world that would correct all the shortcomings
of past protocols. But all of the technological greatness of these and other protocols
paled against TCP/IP.

TCP/IP would, by 1993, sweep away all the competition in the network protocol
world for any new applications or networks. TCP/IP crushed OSI's government
mandate as a protocol of choice for all new network acquisitions. DEC had believed it
could skip over the TCP/IP revolution if it just had the best OSI protocol stack,
because TCP/IP was so wanting (at the time) technologically and the marketplace
would have to use OSI to solve its networking problems.

Instead, TCP/IP spawned network companies such as Cisco and built million dollar
software companies such as TGV (Two Guys and a VAX) just to write and support a
TCP/IP stack for OpenVMS. Other companies emerged for TCP/IP to SNA gateways,
TCP/IP terminal servers, and the whole pantheon of TCP/IP routers, bridges,
terminals, and printing solutions.

Why did this technological transition occur? Better software applications? Better, more
efficient networking communications? A technological masterstroke delivered from
the University of California at Berkeley for the rest of the world’s betterment? TCP/IP
wasn’t better than other protocols; its addressing, applications, routing, and name
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space handling were as kludged as it got (remember Yellow Pages and the first DNS
programs?).

Nothing quite so grand as the best technology catapulted TCP/IP to its preeminent
spot; it was simply capitalism driving the network marketplace. What TCP/IP had in
the late 1980s that propelled it into the commercial IT departments and governments
worldwide was that while other networking protocols were owned and licensed by
various vendors with expensive fees and licenses, TCP/IP was practically free.

By the mid-1980s for $500 a development software vendor could develop and use
TCP/IP for its operating system, router, bridge, or tool of choice (licensed from
AT&T). Other network protocols and vendors didn’t want to license their network
secrets to other vendors, at least not cheaply. SNA and DECnet folks saw their
network technology as added value and a distinct solution instead of just part of the
packaging. Berkeley’s Berkley Standard Distribution (BSD) of UNIX and System V
helped drive UNIX and TCP/IP into colleges and universities in the late 1980s and
early 1990s, but it was (in my opinion) the low development cost, with free relicensing
and the ability to freely (at no cost to the vendor) redistribute TCP/IP protocol stacks
for commercial devices, that won the place TCP/IP now enjoys.

And, as the story goes, by 1993 IBM had SNA as a legacy networking protocol, DEC
had DECnet/OS], and all other commercial vendors of networking hardware and
software were using TCP/IP not because it was better, but because it was free ($500
for a development license was as free as it got in the 1980s!). This market transition
event taught me one immutable fact for our industry: Free beats something that costs
any day of the week in the market place.

Why remind everyone of TCP/IP’s golden age in a book about OpenVMS and Linux?
The forces at work with Open Source are doing to today’s marketplace exactly what
TCP/IP did to SNA and DECnet over the last decade. Certainly, Linux has a
distribution cost, but after that it’s all but free.

Tools that we think are essential and are willing to pay for are next year’s open
standards and are included with Open Source distributions. To grow in the
marketplace OpenVMS must continue to innovate and provide added value with new
features such as Galaxy (multiple instances of OpenVMS within an SMP single
system) and disaster-tolerant clustering. To continue to take market share, Open
Source distributions such as Linux must continue to include new features and
improve and evolve from the features customers once spent their IT budgets on with
high-end operating systems. Progress in Open Source and commercial systems is a
two-way exchange. Open Source tools become part of OpenVMS, and, over time, new
features such as clustering and large-scale SMP will become part of the Open Source
initiatives. This type of exchange increases all system functionality and lowers the cost
of computing for the industry over time.
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Today’s Networking Standards

Today (10 plus years after the network protocol wars) TCP/IP is robust and well
understood by commercial IT groups and individuals. Now the industry is evolving
into IPV6 (currently IPV4 is used for most implementations). The protocol is
expanding and improving to incorporate even more features in routing and secure
applications—all with a standards-based networking protocol.

Networking for OpenVMS and Linux (or any two or more computing machines) has
to be based on the same standards. Today’s networking standards of choice are TCP/
IP software protocols and Ethernet hardware protocols. In previous years it was also
important to be able to exchange across terminal lines, modems, and direct
synchronous and asynchronous data connections (such as RS-232 cables); the need for
the older types of connections is waning but not quite obsolete. Today’s workstations
continue to use modems for dial-up with point-to-point protocols that encapsulate
TCP/1P for transmission between two computers. With more and more workstations
and servers tied to DSL or cable modems, routers, and even firewalls, Ethernet
networks (even Ethernet wireless networks) are the choice of interconnection
whenever possible.

Notice that all the IEEE 802.X standards refer to the bottom two layers (all hardware)
of the OSI model (http:/ /standars.ieee.org/) (See Table 3-1).

Table 3-1: Standard OS1 Model with TCP/IP Positions

OSI! Network IEEE
Model TCP/IP Internet Model Standards
Layer 7— Netscape, Xterm, E-mail
Application Readers, FTP-based tools,
and other application
programs for displaying
data
Layer 6— Telnet, FTP, SMTP, other
Presentation TCP/IP protocols
Layer 5— Telnet, FTP, SMTP, other
Session TCP/IP protocols
Layer 4— Transmission Control
Transport Protocol (TCP)
Unacknowledged
Datagram Protocol (UDP)
Layer 3— IP Internet protocol
Network
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Table 3-1: Standard OSI Model with TCP/IP Positions (continued)

OSI Network IEEE
Model TCP/IP Internet Model Standards
Layer 2—Data | Network interface cards: | 802.1 Internetworking
Link Ethernet twisted pair, 802.2 LLC Log Link C
coax, Big Orange Cable 802.3 Ethernet CSMA
(AUI), Token Ring, FDDI, | 802.4 /CD Token Bus
ATM, ODI (Open 802.5 Token Ring
Datalink Interface), NDIS | 802.6 Metropolitan
(Network Independent Networks
Interface Specification)
Layer 1— Network transmission 802.7 Broadband
Physical media: twisted pair, coax, | 802.8 Advisory Fiber
fiber, wireless 802.9 Tech Advisory
802.10 Integrated Voice
802.11 /Data Network
802.12 Security Wireless
Networks Demand
Priority

Hardware and software standards make computer communications possible, and
while looking at another OSI chart (Happy Mnemonic: All People Seem to Need Data
Processing!) may not seem useful, you will need to know where TCP/IP applications
and protocols operate when you are troubleshooting your network applications! If
you can't tell the network manager why the problem is in Layer 3 or below, he or she
will always blame it on your box or application—so you better get used to it.

The Importance of a Network Manager

Always remember that the network manager is your best friend in the network and
can get you TCP/IP addresses, cables, and even Ethernet cards and software! The
network manager knows where the routers are and the magic numbers to get to
***(domain) Digitial Name Service (DNS), as well as the gateway numbers to other
networks. You should remember and mark well that your new best friend will become
a snarling raging beast, who'll insult your lineage, choice of OS, or computer
knowledge, if you ever have occasion to question the network’s current status or ask
why your system can’t seem to communicate with the other network.

So let’s go over some questions that you or your network manager will need to
answer for both machines before you can even start to connect a VMS and a Linux
system to a TCP/IP network.
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Questions for Network Setup
(Questions You Must Ask to Set up a TCP/IP Network)

Q1: What is my TCP/IP address and how do | get one?

An IP address is a unique numeric representation of a host system number for either
your Linux or VMS box.

TCP/IP uses the IP address to communicate with other hosts across a TCP/IP
network. An IP number works like a street address. If I am given the address 666
Halloween Lane, I will be able to find the house represented by that address. If you
give your TCP/IP networked Linux or VMS box an IP address, other hosts will be able
to find it and your box will be able to find other hosts across the network.

Your network administrator or Internet Service Provider (ISP) will issue you an IP
address that looks something like this: 10.0.0.1. This number is a decimal
representation of a binary number.

If you are over 40 years old, you may remember being taught other base systems.
People use a base 10 numbering system for obvious reasons (count your fingers to
figure out why!). Is any of this returning from your dank, dark memories of
yesteryear? No? Okay, then let’s explain in slightly more detail. There are several base
systems used in the computer field.

Binary (base 2), hexidecimal (base 16), and decimal (base 10) are used most often.
While the IP address you see is in base 10, the hosts running TCP/IP see it in base 2. So
an IP address of 10.0.0.1 in base 10 is 000010100000000000000000000000001 in base 2.

Now, which number is easier to remember?

Certainly, if you're a programmer 000010100000000000000000000000001 is much
easier, just remember all the Os and 1s. With the end user and future Microsoft
Certified Professionals in mind, the standards committees came to use the base 10
representation of a binary (base 2) address. What is represented here is a simplification
of TCP/IP and computer technologies.

Just one last thing about IP addresses before moving on to the next question. IP
addresses are divided into classes. Think of classes as large groups of IP addresses,
associated in numeric order. Class A IP addresses are grouped from 0-126, Class B is
grouped from 128-191, and Class C is grouped from 193-233. We can determine what
Class an IP address belongs to by examining the first set of numbers on the far left
side. An IP address of 205.165.160.1 is Class C, because 205 is between 193 and 233.

Okay, really, this will be the very last thing about IP addresses. Due to the great
explosion of the Internet, with servers, switches, routers, handheld telephones,
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refrigerators, and cars’ hubcaps needing an IP address, IP addresses have become a
scarce commodity.

To alleviate the scarcity of routable IP addresses (routable means able to transverse the
Internet), network administrators are using a technology called NAT.

So, most likely, you will be assigned a nonroutable IP address if you are at work or
setting up a private local area network at home behind a cable/DSL connection. The
nonroutable (private) IP addresses are 10.0.0.0, 172.16.0.0, and 192.168.0.0, depending
on how many hosts are on the network.

NAT technology allows you to have many nonroutable IP addresses behind a single
routable address, which connects all the nonroutable addresses to the entire Internet.

Q2: What is my subnet mask for the network ’'m currently on?

Subnet masks divide TCP/IP class addresses into multiple networks. This allows
networks to use more addresses and limits the number of TCP/IP nodes on these
subnetworks.

Usually your network adminstrator will provide you with a subnet mask, and there
are exact calculations for dividing different TCP/IP classes into subnets.

Q3: What are my host and domain names?

Remember in Q1, where I asked which was easier to remember, the base 10 or the base
2 IP address? Well, it’s even easier for your to remember names.

VMSONE.com is easier to remember than 65.65.113.10. Domain names are used to
group hosts on specific subnets of an IP address. It's much easy to identify a group of
hosts that are related if they all have the same Internet domain.

Host names have to be unique within their domain. Domain and host names with their
corresponding IP addresses are recorded in domain name service (DNS/BIND) servers
on your network. Both OpenVMS and Linux can be DNS servers, but if you are just
connecting to a TCP/IP network, DNS setup and service are best left to your network
administrator or ISP. DNS servers are not for the novice network hack and require the
cooperation of other DNS servers in a network to work properly.

Q4: What is my DNS server address?

The network administrator or ISP should provide the TCP/IP addresses of a primary
DNS server and its backup (known as secondary). As mentioned previously, host and
domain names are stored in a DNS server. A phone book and a DNS server are used in
a similar manner.
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If I know a person’s name (host, domain), by using a telephone book, I can locate his
or her telephone number (IP address). The same process is used with DNS: If you
want to find VMSONE.com, but don’t know the IP address, the underlying TCP/IP
system will resolve the issue.

So, if I point my Web browser to VMSONE.com (a name that I know and can
remember), the underlying TCP/IP system will query the local DNS server, resolving
that name into the appropriate IP address, which it then uses to connect to
VMSONE.com.

Okay, okay, everything I just said is a vast simplification of the entire process. I realize
this, but you don’t have to have a Ph.D. in TCP/IP to set up your nodes and get them
on the Internet or your local intranet!

Q5: What is my default gateway/router address?

The default gateway number is the address that connects to the other networks from
your local network. It could be the address to your NAT (there’s that word again)
firewall, proxy server, or the router that connects your LAN to the rest of the Internet.

The simplest way to understand this is to note that you will not be able to
communicate with any other LAN or network unless you have this number defined.
For initial setup you don’t want routing enabled from your machine (this would mean
your system had multiple TCP/IP paths enabled) and you don’t export routing
information to the entire network unless your current system connects two separate
TCP/IP networks (instead of a router).

Your host TCP/IP address? Example: 10.0.0.25

Subnet mask address? Example: 255.255.255.0

Your host name and domain? Example: Inxone.vmsone.com
Your remote DNS server address? Example: 10.0.0.8

Your LAN gateway address? Example: 10.0.0.1

With the answer to these five questions (from your network administraitor or ISP),
you should be able to configure TCP/IP on a single network and connect both your
OpenVMS and Linux systems to the network. Let’s look at the process for configuring
TCP/IP systems.
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Configuring the Systems

OpenVMS and Linux both use utilities to help configure your TCP/IP networks. On
Linux (from the root account ) it’s called network configuration (under RedHat root
menus), and on OpenVMS (from the System account) it’s called tcpip$configure.com
(or ucx$configure.com on older versions of TCP/IP services for OpenVMS).

Configuring TCP/IP on Linux

From the root account on your Linux box you can invoke Linuxconf by typing
Linuxconfig from a terminal window or use the system menu to call network
configuration from the GNOME footprint. Figures 3-1 through 3-5 illustrate how
TCP/IP can be configured on Linux.
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Figure 3-1 Fill in the basic host information and then the adapter information.
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Figure 3-2 Choose basic host information
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Figure 3-4 Set vour default router address
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Figure 3-5 Now you should be finished configuring Linux to connect to your TCP/IP network!

Configuring TCP/IP on OpenVMS

Log in to the system account and type from the $ prompt

$ BsysSmanager:tcpipSconfig.com

Figures 3-6 through 3-9 illustrate how TCP/IP can be configured on OpenVMS.

DIGITAL TCP/IP Services for DpenvMS Configuration Menw

Configuration optiona:

1 - Core environment

2 - Client componenta

3 - Server componentsa

4 - Optional components

& - Shutdown DIGITAL TCP/IP Services for DpenvMS
& - Startup DIGITAL TCP/IP Services for OpenvMS
7 - Run teats

A - Configure options 1 - 4

[E] - £xit configuration procedure

Enter configuration option:

Figure 3-8 Choose the core environment menu.



| DIGITAL TCP/IP Servicea for OpenYMS CORE ENVIRDMMENT Configuration Menu

v Configuration options:

1 - BIND Resolver
2 - Domain
3 - Routing
4 - Interfaces
6§ - Time Zone
i A - Configure optiona 1 - &
(E] - Exit menu

lEnter configuration option:

Figure 3-7 Enter the data on the OpenVMS menus. Note that BIND and DNS are the same animal!

DIGITAL TCP/IP Sarvicea for OpenvMS CLIENT Cormpomenta Configuration Menu

Configuration optiona

j L - FIP Enabled
2 - LPR/LPD Disabled
3 - NFS Cilient Enabled
4 - REXEC and RSH Enabled
§ - RLOGIN Enabled
6 - SMIP Enabled
7 - TELNET Enabled
A - Configure optiona 1 - 7
[E] - Exit menu

Enter configuration option: 1

.

Figure 3-8 The OpenVMS Client menu allows you to selectively enable or disable TCPAP client
applications from your system.
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DIGITAL TCP/IP Services for OpenYMS SERVER Components Configuration Menu
Configuration options:
1 - BIND Disabled
2 BOOTP Disabled
3 = TFTP Disabled
4 - FTP Enabled
5 - LPR/LPD Disabled
6 - NFS Enabled
7 - PC-NFS Disabled
8 - PORTMAPPER Enabled
9 - TELNET/RLOGIN Enabled
10 - SNMP Disabled
11 - NTP Disabled
12 - METRIC Disabled
13 - POP Enabled
14 - FINGER Disabled
15 - RMT Enabled
16 - LBROKER Disabled
17 - DHCP Disabled
A - Configure options 1 - 17
[E] - Exit menu
Enter configuration option: I

Figure 3-9 The OpenVMS Server menu allows you to selectively enable or disable TCP/IP server
applications for your system. Remember that if you want NFS, POP3, IMAP mail, or another
feature, it must be enabled to work!

TCP/IP Applications

OpenVMS and Linux network together by using similar applications that work across
the TCP/IP protocols connecting both machines. Table 3-2 is a list of some of the more
common applications with a brief description of what functions they perform.

Table 3-2: TCP/IP Applications Between OpenVMS and Linux

TCP/IP Application Description When Configured
BIND/DNS Internet name services Usually with your ISP
FTP File Transfer Protocol— Initial system installation

network copies files
between systems

LPD Line Printer Daemon— Whenever you add a
used to print to network | network printer
printers using TCP/IP

SMB System Message Block— | See Chapter 7 of this book
disk sharing between
Windows UNIX, VMS,

and Linux systems
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Table 3-2: TCP/IP Applications Between OpenVMS and Linux (continued)

TCP/IP Application Description When Configured

Telnet Terminal protocol Injtial system installation
application determines
what terminal emulation
is used and how well it
works; TCP/IP just
provides the connection

SMTP, POP3, IMAP | E-mail, Post Office See Chapter 6 of this book
Protocol, Simple Mail
Transport Protocol

SSL, Stunnel Secure tunnel using See Chapter 4 of this book
secure sockets layer
encryption

X Windows Display X Windows See Chapter 5 of this book
between networked
systems

OpenVMS and Linux TCP/IP applications work together because both applications
adhere to industry-standard definitions for their functions. It might be a little too easy
to say that it just works! But most of the time that’s exactly the way it does work! Want
to copy a file? FTP works on both systems and will determine if you are sending a
binary file (compiled, zipped, or object file) or a text file and will transfer/ copy the file
correctly between machines. The same is true for X Windows, e-mail clients, Finger,
Telnet and all the other standard TCP/IP applications.

URL Tricks and More

TCP/IP tools are built in as part of the Linux and OpenVMS operating system. You
can copy files, send e-mail, run a Web site, and much more. Interprocess
communications made the client/server revolution possible, and the World Wide Web
and known IP ports keep applications working while new applications can be tested
and run on the same server before moving a new application into production.

The future of all of this is, of course, new, and we should see more applications with
enhancements and continuing increases in encryption and the use of encryption tools.

One more TCP/IP trick before we move on to security in the next chapter: A good
friend of mine, Steve Smiley from the DFWLUG here in Dallas, showed me this little
trick and did an article for the DFWLUG Quadwords newsletter based on this
conversion.
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If you do an “NSLOOKUP” from a Linux or OpenVMS system and plug in a valid
DNS name, you get an address such as 209.39.152.33. If you convert the TCP/IPs four
octets to their binary representations (with the help of a scientific calculator), you get

209
39

110100201
00100111

Be sure to add the padded 0s in front for an 8-byte/character binary!

152 = 10011000
33 = 00100001

Add the binary (base 2) strings together

209.39.152.133 = 11010001001001111001100000100001 (base2)
= 3509032993 (basel0)

From Netscape Internet Explorer or your favorite Web browser, try these numbers:

http://3509032993
http://1094769874

Which is easier to remember a 10 digit number or a URL name on the Web? You do the
math.
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Chapter 4 — Security Tools for OpenVMS and Linux

Ever Been Hacked?

It was summer’s end, 1999. I was a seasoned, tough, and experienced SE preparing
my customers for the Y2K nonevent with firmware, software, and professional advice.
She was a tough dame from the wrong side of the pews from the local church group
but could she sling COBOL during those months. The computer world felt like it was
self-destructing before our very fingers, and then I decided to build a Linux box.

A Linux box. Oh, I had loaded Linux several times before, but it was time. Time to
have a Linux box on my home network configured the way I liked it, time to have a
Linux box on the Internet as a symbol of my computer prowess. Besides, all of you
know how women dig guys who run Linux, right?

Well, that’s how it all started. I built a 450MHz workstation/server from junk I had
laying around, installed a 40GB disk, 256MB of memory, and 10/100 Ethernet. I built
Linux from a “red” distribution I bought for $3 per disk from cheapbytes.com. Then I
loaded everything. Not a few tools, but everything. I loaded compilers (FORTRAN,
COBOL, C, C++, CplusC, and more) graphic tools such as gimp, hypersnap, and
ASCI] art; games and more games, X Windows, and SAMBA, MYSQL, YOURSQL,
NFS, NSA, UBU. Anything I could find in RPM format, I loaded.

Oh, it was a fine box. A system built by a professional for his own amusement. It
would be my personal Linux playground. Then I sat in front of my creation and
booted it for the first time connected to the Internet. I had had my OpenVMS server on
the Internet for almost 10 years without incident (longer if you count being tied to
mail via UUCP), so I felt safe and secure that a Linux OS would be safe enough for just
me against the ravages of the Internet. First things first: I configured Apache and
created a SAMBA SMB pointer to my home directory and an MP3 file share. I loaded
10 gigabytes of Napster files on that file share and began to explore the tools and
things that were now available to my home network.

Four Days Later

The newness of the Linux box had ebbed somewhat, and I was back on my OpenVMS
system reading my mail in Netscape. A strange e-mail address appeared in my inbox
that looked as if it were from “Down Under.” I opened the letter and realized
immediately from the headers it was from an OZ domain and began to read.
“Greetings,” I could almost hear the Aussie accent through the wires “Why are you
probing and scanning my entire Class C address space?”
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I was stunned. I wasn’t running any port scans on Pacific Rim Class Cs, was I? Then I
saw the logs he sent me. It wasn’t me, it couldn’t be me! Remember all the phases—
denial, anger, bargining, depression, acceptance. I went through them all that first 24-
hour period after being hacked.

It looked like these pings and scans were from my new Linux box! It was Jate and I
was in total denial and sent a mail message back to this brute, “Couldn’t be me” Then
I went to bed.

The next morning my new friend from Australia had sent me more logs, proving my
system’s complicity in his probing: “Greetings Mate, I believe the script kiddies have
control of your box and you really should find out what they’re doing.”

Script kiddies—the name struck terror into my four-day-old Linux install. How could
they even find me in the huge expanse of the Internet. I was only up for four days!
Feeling like a stranger in a strange land, I did what any OpenVMS system manager
would do when confronted by a problem with a Linux box. I called another OpenVMS
system manager! Not just any system administrator, but my good friend David
Cathey, chairman of the DECUS/VMS SIG and president of the Dallas—Ft. Worth local
user group. David had more Linux experience then I and quickly pointed out that we
should look for strange files on the system.

Dave came over and we looked for temporary files. Seek and ye shall find; I had all the
horror of parents finding their child infested with lice! The Linux box was not only
hacked, but there were log files of port scans, port scan executables, and logs with
entire text file conversations between two miscreants about cracking boxes and using
them to find new boxes to attack. David and I watched and waited and captured the
session information as superuser—one was looped through AOL so it wouldn't get
caught, and the other was looped through the University of Korea.

I did what any red-blooded system administrator would do: took the logs, copied the
files, called AOL (it at least was in my jurisdiction), and gave AOL the user ID of the
perp who had ravaged my machine for fiendish purposes.

Of course, AOL wanted nothing to do with my evidence unless I had involved the FBI
or at least local law enforcement! I thought about the $42 million in IT charges I could
bill for my production Linux box being attacked and compromised by an AOL script
kiddie, but thought better about wasting the authorities” time.

My postmortum on the Linux box consisted of taking it off the Net and identifying
how the crackers had just walked right in and had my machine doing grunt work like
the mule that it was. The answer was in the password file—I had loaded everything,
every RPM I could! A database loaded and made a privileged user account by default
that could create other accounts—WITH A DEFAULT PASSWORD!
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Humble, not quite so full of confidence, I scratched my Linux system and loaded only
the RPMs [ was going to use and understand immediately. From this I learned a great
lesson in system security:

Don’t load any software on your system if you don’t know what it does and
change any default settings to more secure settings.

Of course, ] also learned something about trusting Australians more and AOL and
University of Korea computer accounts less.

Preparing for the Storm

Steven Smiley and I were taking a break at a well-known computer security
convention watching the evening’s film-festival double feature (Colossus the Forbin
Project and Dark Star). From the back of the room came cackles of laughter that ment
someone was doing something cool. Steve wandered off to see a late night Q&A
session, but I went to the back and sat with the laughing crowd of security
consultants.

As1listened, the audience was arrayed around a young man who was sitting with his
laptop wirelessly connected to the network as he sat on the floor.

“Sniffed his instant messenger password and now I'm talking to his mother”—roars
of laughter from the folks sitting around.

“But Mom, I'm going to stay in Vegas and work at a casino. I've found my true
calling!” said the keyboardist out loud as he typed to the mark’s mother.

“You're not going to destroy that poor guy’s mother’s opinion of him are you?” I
asked.

“Nah” laughed the keyboardist, “I'm just going to make sure he learns the value of
encryption in network communications!”

Everyone laughed along at the joke.

The simple truth is that if you are on an open network, anyone on the network can
potentially sniff packets and scan for plain-text passwords, scan all your TCP/IP
ports, and look for known back doors or worse. What do you do? Firewalls? Intrusion
detection tools? Harden the operating system? Unplug from the network completely?

It's not likely we can just retreat from network communications, since they are a
prerequisite for computers and portable devices these days. So one of the main
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solutions today and increasing in importance in the future is to use an encrypted link
between your client and server when making a connection—ANY CONNECTION!

Now remember that standard TCP/IP tools such as Telnet and FTP aren’t encrypted at
all, so any data you send across those tools can be examined for passwords, PINS,
codes, credit card numbers, social security numbers, and even the data that resides
inside a transferred file. Now ask yourself: Who would take the time to scan for these
things on your network? You'd be surprised. Most computer crime is an inside job by
60/40 percent. This is down from last year when the norm was 70 percent inside jobs.
The Internet and other network paths are the fastest growing access method for
computer crime!

Consider that each server that runs standard server applications uses the same ports,
so that not only do you know what the server is running, but you might be able to use
these ports as back doors to these servers.

TCP/IP Known Ports

Because they are standard applications, TCP/IP defines for servers “known ports,”
which stand ready to communicate with client connections that try to communicate
with them.

Perhaps the best known port is port 80 or the port that the World Wide Web protocol
communicates on. Connecting from a client with a Web browser, the WWW protocol
connects to port 80 on a Web server using TCP/IP across this link—all hypertext,
pictures, graphics, movies, Java, and other Web information.

Known ports also tell us what services a server is currently offering. Many
applications have their own TCP/IP port number, which they always use for a default
installation. These applications can sometimes change port numbers but rarely do. A
server administrator can change these ports, but then other client applications can’t
communicate with them.

The good news is that these ports now give us a way to look up all services being
offered on a TCP/IP node. The bad news is that these ports now give us a way to look
up all services being offered on a TCP/IP node! Security can be opened up on these
nodes by simply probing for known passwords and known back doors for these
applications.

The tool of choice for network server watchers is a piece of software called a port
scanner. Port scanners are available on the Inernet; costs vary from free to thousands
of dollars. Many of these tools will check a server for every port from 1 to 806,000+.
Many known software ports have banners that will tell you a great deal about the
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port’s application, the server’s operating system, and even who owns the system! A
good or even a mediocre port scanner will save all this for search or later review.

The simplest and easiest way to use the port scanner is, of course, the TCP /1P
application Telnet! You can use Telnet to check and even interact with any known port
or application port on a server! Usually you use your Telnet client to connect to a
server port (number 23 by default), but most Telnet applications let you change your
port to connect with any port you wish. Simply type from a VMS or Linux prompt

telnet/port=25 yourhost.domain.com

from a terminal window. Your interactive terminal session will be connected to port 25
(the e-mail port on that server), if it’s active! Type

helo
help

and you’re on your way to an interactive e-mail system that will allow you to even
send SMTP mail in an age-old sport call e-mail spoofing. You can Telnet to known
ports and then talk directly with the applications that control those ports.

Many applications have security. Many do not. This is not something you use to attack
other people’s systems, but is a geat way to confirm that a server’s TCP/IP
applications are configured, installed, and are running when your client application
isn’t working or talking to the server.

When you are working on your Linux or OpenVMS system, walking known ports is
experimental and a learning tool. But when you are walking all the known ports of
Australia and New Zealand from someone else’s Linux system and using it as a grunt
box (doing your dirty work) while looped through AOL and five offshore university
accounts, I believe that falls into the criminal-activity realm.

I've included a list of some known ports; there are others and each network
application may include its own known port. These are the ports I look for to see if
applications are running; other, more thorough, port scans could identify unknown
back doors, security holes, and applications you didn’t install. You should regularly
scan ports 1-80,000 on your servers just to make sure.

TCP/IP known ports (some not all) for Linux and OpenVMS systems include the
following:

7,echo, Echo

11,systat,Active Users
21,ftp,File Transfer

22 ,ssh,SSH Remote Login Protocol
23, telnet,Telnet
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25,smtp, Simple Mail Transfer

42 ,nameserver,WINS Host Name Server

43 ,nicname,Who Is

53,domain,Domain Name Server

66, sgl*net,Oracle SQL*NET

79, finger,Finger

80, http,World Wide Web HTTP

88, kerberos, Kerberos

109,pop2, Post Office Protocol-Version 2
110,pop3, Post Office Protocol—Version 3
111, sunrpc, SUN Remote Procedure Call
118, sqglserv, SQL Services

119, nntp,Network News Transfer Protocol
135, ntrpc-or-dce,DCE endpoint resolution
139, netbios-ssn,NETBIOS Session Service,
143, imap, Internet Message Access Protocol
389, ldap, Lightweight Directory Access Protocol
396, netware-ip,Novell Netware over IP
443 ,https, https

513, login, remote login a la telnet;
514,rshell, cmd

515,printer, spooler

1080, socks, Socks

1313, bmec_patroldb, BMC_PATROLDB

1352, lotusnote, Lotus Notes

1433, ms-sql-s,Microsoft-SQL-Server

1494, citrix,Citrix

1524, ingreslock, ingres

1525, orasrv,Oracle Server
1527,tlisrv,Oracle Server

1723, pptp, PPTP

1745, winsock-proxy,Winsock Proxy

2000, remotely-anywhere, Remotely Anywhere
2001, cisco-mgt,Cisco router management
2049,nfs,NFS

2301,CIM, Compag Insight Manager

2447, openview, OpenView

2998, realsecure, RealSecure

3000, hbeci,HBCI

3300, bmc-agnt,BMC Patrol agent

3306, mysqgl, mysqgl

4001, cisco-mgmt,Cisco router management
4045, mfs-1lockd,NFS lock

5222, jabcast ,,

5631, pcanywheredata, pcANYWHEREdata,
5800, VNC,Virtual Network Computing server,
6000, xwindows, 6000-6063 X Windows System
6001, cisco-mgmt,Cisco router management
6667, 1irc, Internet Relay Chat server
8000, web-shoutcast,Web/Shoutcast Server
8001, web, Web

8002, web, Web

8080, WWW-Proxy, Standard HTTP Proxy
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9001, cisco-xremote,Cisco xremote
26000, quake, quake

32771, rpc-solaris, Solaris RPC
65301, pcanywhere-def, pcAnywhere

Encryption—Not Just for Breakfast Anymore

You need to use encryption of the tools/commands when communicating sensitive
(or not so sensitive) information, or you put yourself at risk of having your passwords,
files, and anything that moves across the network read, copied, and redistributed.
Let’s talk about the application encryption protocols that are generally available on
OpenVMS and Linux systems.

SSH (V1 and V2)

SSH, or secure shell, features are well known and have been available for many years
between many different hosts in the TCP/IP world. SSH has the ability to create an
encrypted session between two hosts. You can open an encrypted SSH client terminal
connection to an SSH server. All the terminal communications are then encrypted
between the client and server. Both Linux and OpenVMS can be clients and servers in
this arrangement, allowing secure terminal sessions to and from both systems.
MultiNet offers this protocol and a file transfer application, SCP, for OpenVMS
systems using this protocol. (VMS TCP/IP engineering has been requested for SSH for
some time, but they have had their attention distracted by other TCP/IP directions.)

In the rest of the Open Source and Linux world, SSH is usually a terminal or shell
command tool that comes with the operating system, but does not do file transfer
(FTP) by itself. Additional applications have been written to use the SSH protocol for
file transfer, such as MultiNet's SCP product for OpenVMS and SFTP (Secure FTP) for
Linux and UNIX users.

HP’s TCP/IP services for OpenVMS does not have SSH capabilities, but with the
addition of the MultiNet SSH layered product, SSH protocols work with TCP /IP
services (5.3 TCP/IP EAK from HP), making SSH work between Linux and
OpenVMS. You would use SSH if you needed secure terminal access between Linux or
OpenVMS systems in a public or private network that had to support interactive
terminal or shell command logins and not be able view password exchange and data
exchange in plain text.

Software for this type of encryption application can be found at the following

 For Linux: OpenSource available in the Linux standard distributions or at

http:/ /www.openssh.org/
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* For OpenVMS: Process software (MultiNet) at http:/ / www.process.com /

e For HP: TCP/IP services for OpenVMS V5.3 at
http:/ /www.openvms.compag.com/

SSL

SSL, or secure sockets layer, has been around since before 1996, and it still isn’t at
Version 1.0. That’s not to say that it’s not functional—just that it's taking its time
becoming a V1.0 release. If you ever doubt SSL's functionality, just check your Web
browser’s lock icon on the bottom of your favorite browser when you connect to your
bank account or try to buy something on the Web. SSL is invoked anytime your lock
icon is closed!

SSL’s roll as an encryption protocol is expanding, with new and more sophisticated
tools and applications tied into its authentication mechanism and communications
style. Today, SSL can be used for Web, terminal sessions, file transfer, POP and IMAP,
and virtually any TCP/IP application that uses a known port style of host addressing
and also needs encryption for its communications. Of course, SSL needs a little help to
do some of these tasks and help is now available for OpenVMS and Linux!

OpenSSL consists only of a toolkit with programs and programming interfaces. Either
you have to modify programs to use SSL (as your favorite Web browser has) or you
need to have another tool that goes between standard TCP/IP application programs
and SSL programming interfaces. That tool, for Linux and OpenVMS, is called a
”Stunnel,” or secure tunnel.

Before we can use the Stunnel to encrypt port-to-port communications, we must have
SSL libraries installed on both systems to do encryption and authentication between
nodes.

SSL Distributions
OpenSSL for Linux is Open Source and usually comes with a standard Linux

distribution or from http:/ /www.openssl.org/.

OpenSSL for OpenVMS is available from HP and is included in the standard
OpenVMS distribution, or it can be pulled from the Web at http:/ /
Wwww.openvms.compaq.com/.

Note that OpenSSL for OpenVMS will work on OpenVMS versions V7.2-2 through
7.3-1 as of this writing.
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Stunnel

SSL requires an application to map and remap local host ports, and that remapping
tool is called Stunnel.

Stunnel is an application that allows you to encrypt TCP connections within SSL. This
is a very new and useful approach to encryption applications, because instead of
reprograming standard nonencrypted application protocols (such as Telnet, POF,
IMAP, LDAP), you can just use Stunnel to provide the encryption.

Just how useful is Stunnel? With the introduction of OpenSS and Stunnel on
OpenVMS, a system administrator has another tool that can now securely manage the
OpenVMS systems from a Linux workstation or even a Windows workstation! And, of
course, it works for the OpenVMS system administrator who wants to securely
manage his or her Linux servers too!

Stunnel distributions include the following:

¢ Open Source Stunnel sources for Linux and Windows may be found at

http:/ /www.stunnel.org/.

¢ OpenVMS Stunnel kits are available with the OpenVMS 7.3-1 distribution from
HP and should be on the Web at http:/ / www.openvms.compagq.com

Stunnel Server Installation on OpenVMS

I had just built my first OpenVMS 7.3-1 system in my garage and looked at all the new
Open Source tools that were beginning to be integrated into OpenVMS. Wanting to
install Stunnel between a Linux system and an OpenVMS system, I called on another
OpenVMS expert, Steve Smiley. Now Steve has been a strong advocate for SSH for
years and continually asked for SSH on OpenVMS. Asking him for some help doing
Stunnel was more than an acid test for encrypted Telnet and how it was going to work
across the Stunnel. Figures 4-1 through 4.26 illustrate a Stunnel server installation on
OpenVMS.
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File Edit

Settings  Help

[g=c R P e R

3 dir
Directory SYS$SYSDEVICE: [TEMP]

CPY-8XPYM5-85L -V0100-A-1.PCSI; 1
SMILEY_JRU_STUNNEL _O82302.TXT;1

Total of 5 files,
sl

README . TAT; 1
STUNNEL -3_22.BCK; 1

README_VMS,THT; 1

—
v
e

Figure 4-1 First things first. Log in to the OpenVMS systern as “SYSTEM.” You will need the SSL

PCSl install kit and the Stunnel backup saveset

File  Edit

Settings  Help

LHEMAGBHBHLL G

3 dir
Directory SYS$SYSOEVICE:[TEMP]

CPR-AXPYM3-SSL -¥0100-A-1.PCSI;1
SMILEY_JRU_STUNNEL _0BZ302.TXT;1

Total of 5 files.
$ product install ssl

The fellowing product has been selected:
CPQ AXPYMS SSL V1.0-A

Do you want to continue? [YES] B

README . TXT; 1
STUNMEL-3_22.BCK; 1

README_WMS.TXT;1

Layered Product [Installed]

Lel

Figure 4-2 Run Product Install on the kit.
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foot@|n-.one:
File Edit Setings Help
The following product has been selected: -
CPR AXPYMS SSL ¥1,0-A Layered Product [Installed] i
Do you want to continue? [YES] ues
Configuration phase starting ...
You will be asked to choose options, if any, for each selected product and for
any products that may be installed to satisfy software dependency reauirements.
CPR AXPYMS SSL Y1.0-A: SSL for OpervMS Alpha V1.0-R (Based on OpenSSL 0.9.68).
{c) Compaq Computer Corporaticon 2002, ALl rights reserved.
Do you want the defaults for all options? [YES] ues
Do you want to review the options? [NO]
Execution phese starting ...
The following product will be installed to destimation:
CPQ AXPVMS SSL V1.0-A DISKIVMS0731 : [¥MSICOMMON. § E
Portion done: 0%...10%...203...3030 0

Figure 4-3 The instaliation will continue counting out the percentage complete,

File Edit Seftings Help

Portion done: 0%,,.10%...20%,..302...40%...50%...60%...70%. . .80%. . .90%, , .100%

The following product has been installed:
CPY AXPVYMS SSL V1.0-A Layered Product

TPCSI-I-IVPEXECUTE, ewxecuting test procedure for CPR AXPYMS SSL V1.0-A ...
FPCSI-I-IVPSUCCESS, test procedure completed successfully

CPQ AXPVYMS SSL V1.0-A: SSL for DpenY™S Alphas V1.0-A (Based on OpenSSL 0.8.68).

Insert the following lines in SYS$MANAGER :SYSTARTUP_\MS,.COM:
Asys¥startup:sslsstartup.con

Insert the following lines in SYS3MANAGER :SYSHUTDWN,COM:
@sys¥startup:ssléshutdown .com

There are post installation activities that need to be performed.

This includes thimgs like defining logical names and running SSLSUTILS.COM

to define some foreign sywbols, and running the IVP if it was not done

as part of the installation, Refer to the Release Notes for more

has finished.

551 has created the following directory structure in

information about activities that should be performed once the installation

b

Figure 4-4 Vital postprocessing information is delivered from VMS instaltations.
Capture this information.
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to define some foreign symbols, and running the IVP if it was not done L
as part of the installation. Refer to the Release Notes for more

information about activities that should be performed once the imstallation
has finished,

SSL has created the following directory structure in
PCSISDESTINATION, wnich defaults to SYS3SYSOEVICE : [WMSSCOMMON]:

[SSL] - Top-level SSL directory

[SSL.ALPHA_EXE] - Contains the images for the Alpha platform,
[S3L.COM] - Directory to hold the various command procedures.
(SSL.DEMOCA] - Directory structure to cemo SSL's CA festures
[SSL.DEMOCA.CERTS] - Directory to hold the certificates and keys

[SSL .DEMOCA.COMF] - Contains the configuration files.
[S5L.DEMOCA,CRL] - Contains revoked certificates and CRLs
[SSL.DEMOCA,PRIVATE] - Directory for private keys and random data.
[SSL.INCLUDE] - Contains the C Header (.H) files.

[SSL.TEST] - Contains the files used during the IVP.

Refer to SYS$HELP:SSLO10A.RELEASE_HWOTES for more information.
@SYSISTARTUP :SSLSSTARTUP.COM should be run at sustem startup,

1

Figure 4-5 Informaticn about where the files are located should also be saved.

rooi@Inxone

File Edit Seftngs Help

3

[N R

(LMM3SYSTEM_TARBLE )

(LNMSSYSCLUSTER_TRBLE)

show logical/systen sslx

"SSL$CERTS" = "SSLYROOT: [DEMOCA.CERTS]®

"SSL$COM" = "SSLROOT:[COM]"

"SSLSCONF " = "SSL3ROOT: [DEMOCA.CONF 1"

"SSLSCRL" = "SSL3ROOT: [DEMOCA.CRL]"

"SSL3EXE" = "SSLSROOT:[ALPHA_EXE]"

"SSLEINCLUDE" = "SSL$ROOT: [INCLUDE]"

"SSLKEY" = "SSLSROOT: (DEMOCA.CERTS]"
"SSLIPRIVATE" = "SSL$ROOT: (DEMOCA.PRIVATE]"
“SSLSRO0OT" = "WMSOMESDKCH00: [SYS0.SYSCOMMON.SSL. 1"

non

i

Figure 4-6 Check to see if the OpenVMS logicals are defined.
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fet cont 3
$set noon

3! SYSIMANAGER :SYSTARTUP_YMS .COM
$! This is the template for the site-specific startup command procedure.

3! As of OpenyMS V7.2, this template is common for OpenVS Alpha and YAX.
$! Any changes to the template will be made to both sustems,
3!

$! NOTE: On OpenVMS VAX systems, this file replaces the site-specifice
3! startup procedure, SYSEMANAGER :SYSTARTUP_VG.COM. Only the name
3! has bezen changed, the functionality is the same,

3! See the documentation for further details.

$i ....................................................................
$! You may add commands to this procedure or change the commands within this
$! ~rocedure as needed for yous sustem, This command rrocedure is saved when
Butfer: SYSTHRTUF YMS.CCM Insert | Foruward

424 lires read from file SYSSCOMMOM:[SYSMGRISYSTARTUP_WMS.COM:3 v

Figure 4-7 Edit the OpenVMS system startup script/command file to start up SSL upon reboot.

File Edit Sethngs Help

3! 2]

3!
3! Remove the comment delimiter ($!) from the following line to have

$! Monitor run with TCP/IP.
3!

$ @SYSSSTARTLP :VPMISTARTUP ,COM
3!

3!
3! Remove the comment deliniter (3!) from the following line to start
$! RFC services,

3!
$!$ @SYSISTARTUR :DCEYRPC _STARTUP.COM
3!

424 lines read from file SYS$COMMON:[SYSMGRISYSTARTUP_VMS.COM:3 E‘j

Figure 4-8 Add the line for SSL at the bottom of the startup file (after TCP/IP startup).
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BPHPRPHLOLLLRNHEE

$ create/dir ssl$root:[stunnel]
$ dir

Directory SYS3SYSDEVICE : [TEMP]

CPR-AXPYMS-SSL -¥0100-A-1.PCST; 1 README . TXT; 1 README_WM3.TKT:1
SMILEY_JRU_STUNNEL 082302, TXT;1 STUNMEL -3_22.BCK; 1

Total of 5 files,
3 lial:kup stunnel-3_22.bck/save ss13root:[stunrel...]s.x
3

-

|
A

Figure 4-9 Restore the Stunnel backup saveset kit from your temporary directory to the main SSL
directory.

: -
0Ot@Ir-on:
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o3 £5 B 3

% create/dir ssl$root: [stunmel]
§ dir

Directory SYS$SYSOEVICE : [TEMP]

CPQ-AXPYMS-S5L-¥0100-A-1.PCST;1 READHE . TXT; 1 README_WMS.TXT; 1
SMILEY_JRU_STUNMEL _082302.TXT;1 STUNNEL-3_22.BCK31

Total of 9 files,

$ backup stunnel-3_22.bck/save ssl¥root:([stunnel...]*.x
$ set def ssi$root:{com]

% dir ssl%cert_tool.com

Girectory SSL$RO0T: [COM]

SSLICERT_TODL ,COM; 1

Total of 1 file. i
$ @ssl$cert_tool.conll i

Figure 4-10 Run the SSL certificate tool.
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File Edit Setings Help

S5l Certificate Too!l
Mair Mz=nu

Vieu a Certificate

Vieu a Certificate Signing Fequest

Create a Certificate Signing Reguest

Create a Self-Sigred Certificate

Create a CA (Certification Authority) Certificate
Sign a Certificate Signing Reguest

Hash Certificates

. Hash Certificate Revocations

Exit

@N"-Iﬂ'i_ﬂ'r-hDJMl-i

+

Enter Option:

Figure 4-11 The S5L Certificate menu—choose choice 5 1o creat a certificate of authority.

File Edt Settings Help

83U Certificate Tool
Create Certification Authority

PEM Pass Phrase 7 []

Confirm PEM Pass Phrase 7 []

Ercryption Bits 7 [1024]

Default Days 7 [1825]

CH certificate Key File 7 {SSLIROOT:[DEMOCA.CERTSISERVER_CA.KEY]
CA certificate File 7 [SSL$ROOT:[DEMOCA .CERTS]SERVER_CA.CRT]
Country Name 7 [US]

Organization Name ? [Defcon-vns)

Organization Unit Name 7 [] dfulug

Common Name 7 [CA Authority]

Display the CA certificate 7 [N] 1

4

Fiaure 4-12 Choice 5 will take vou throuah several auestions. Use the defanlts
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S5L Certificate Too!
Maim Mz2nu

View a Certificate

View a Certificate Signing Reauest

Create s Certificate Signing Recuest

Create a Self-Signed Certificate

Create a CA (Certification Authority) Certificate
Sign a Certificate Signing Recuest

Hash Certificates

Hash Certificate Revocations

Exit

« . o

.

+ o« .

@W‘-JU":‘.H&MMF‘

+

Enter Option: 3

1

L

Figure 4-13 Continue and choose choi¢e 3 lo create a certificate signing request.
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830 Certificate Tool
Create Certificate Reguest

Ererupt Private Key 7 [N]

Encryption Bits 7 [1024]

Certificate Key File 7 [SSL$ROO0T:[DEMOCA.CERTS ]SERVER.KEY]
Certificate Reauest File 7 [SSL$ROOT:[DEMOCA.CERTS]SERVER.CSRY
Country Name 7 [US]

State or Province Name 7 [texas]

City Name 7 [mesguite]

Organization Mame 7 [defcon-vms)]

Organization Unit Name 7 [] ofwlug

Common Name 7 [vasone.vmsone.con ]

Enail Address T [susten@vmsone.vmsone.con] |

I

Figure 4-14 Use the defaults and your local information.
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85L Certificate Tool
Create Certifizste Request

Ererupt Private Key 7 [N]

Eneryption Bits ? [1024]

Certificate Key File 7 [SSL$RODT:[DEMOCA.CERTS]SERVER.KEY]
Certificate Request File 7 [SSL$ROOT:[DEMOCA.CERTS]SERYER.CSR]
Country Name 7 [US]

State or Province Hame 7 [texas])

City Name 7 [mesquite]

Organization Name 7 [defcon-vms]

Organization Unit Name 7 [] dfwlug

Conmon Name 7 [vesone, vmsone .com}

Email Address 7 [sustem@vasone.vhsone.com]

Display the Certificate ? [N}

!

Figure 4-15 Choose choice 5 and create a local certificate request.

File Edit Seftings Help

T
e

SSL Certificate Tool
valn Menu

1. VYiew a Certificate

2. View 2 Certificate Signing Reouest

3. Create a Certificate Signing Reduest

4, Create a Self-Signed Certificate

5. Ureate @ CA (Certification Authority) Certificate
6, Sign a Certificate Signing Request

7. Hash Certificates

8, Hash Certificate Revocations

9, Exit

Enter Option: 6ff

i

Figure 4-16 Now choose choice 6 and sign a jocal certificate request,
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SSL Certificate Tool
Sign Certificate Peguest

CA Certificate File 7 [SSL$ROOT: [DEMOCA.CERTS JSERAVER_CA.CRT)

CA Certificate Key File 7 {SSL3ROOT:[DEMOCA.CERTS]SERVER_CA.KEY]
Certificate Request File ? [SSL$CSR:SERVER.CSR]

Sigred Certificate File ? {SSLCAT:SIGNED.CRT]

Default Days ? [365]

PEM Pass Phrase 7 []

Display the Certificate 7 [N] I

—
iw

Figure 4-17 Again, use the defaults. Save the PEM passphrase and note the case you used—you'll
need it shortly.

File Edit Seflings Help

S3L Certificate Tool
Main Manu

. View a Certificate

View a Certificate Signing Request

Create a Certificate Signing Request

Create a Self-Signed Certificate

Create a CA (Certification Ruthority) Certificate
Sign a Certificate Signing Reguest

Hash Certificates

Hash Certificate Revocations

. Exit

tﬂm\dﬂ'\l‘.ﬂhNMH

Enter Option: Sl

&

Figure 4-18 Exit out of the SSL Certificate menu.
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3 set def ssl¥root:[stunnel]
3 dir

Directory SSL$ROOT: [STUNMEL ]
STUNNEL-3_22.DIR;1 STUNMEL.PEM;1

Total of 2 files,
ER |

(K1

Figure 4-19 Set the directory to the Stunnel location and you'll find a STUNNEL.PEM file.

Dt@lnxone
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----- BEGIN CERTIFICATE----- i~
MIICCDCCAXGeAw IBAg IBADANBgkahk :GIwOBRRAF ADBKMEs wCq YOVRRGE wIVUZET
MBEGA1UECHMKRGY myY28ul XZ L czEMMBMGA LUE A=MMEOE gBXV0aG9yaXREMABWDE YD
YEELE wZk ZndsdilcwHhct 11D TuDD [3MDAZNZE 4UhcHMDC w00 I2MDAZNZE 41 JBKMAsY
CRYOVERGE wJYUzE TMBEGHILEChMKRGY nY29uLXZ tezE VMBMGAIUEA-MMROEgEN VO
alk9yaXRoME3DRYOVRELE wZk Zndsdlicug Z8 wDRY.JKoZ IhveNAREEBRADE YOAMIG]
AoGBAL of Ohp 1 f MufPS5x~aaZMKhOR zis/F2UVMSSFOBVAM<E TGDWDvuk HoUnw27 4F 1.
kHvZLD/KVMuI0aHk QCN=<NSwsb T iRUS F JAO4+ +C8FPJrdP 7HuJ ubk y2 tkBSBKNAR jn
=rtx@1gYvM5f idkuguNg ifpallepOuegSdt jL £ 1xvXDV jCd4VAg MBARE wDGYJKoZ T
hveNAQEEBRAD YEAPHUDF /kg 190 /UXEBGYNocCOB58t J4Fye? 1JuTHeX3XRsedZF
IyOsareyXy7A iFBKDULABGRCCYsoRS2 +DMz jArOPHD <BE q7XzPOYUR1ZgkeVPJINS
kYilagZMTox+f TVt Uzfr TsScBzE3MAKYoertOp&fd J8UMP 10Bo TYhHAND Ye=
————— END CERTIFICATE-----

————— BEGIN RSA PRIVATE KEY-----

Proc-Tupe: 4,ENCRYPTED

DEK-Info: DES-EDE3-CBC,09A2196A35377ER4

%8To+UghdF D+HF b iBKUp YGod wnZ IopBeZ jHatoTvhcOut T1ALrhOTBEZ /duSe0pU
k 1 TOK4gadsRE jvth+GYx0augNal s L +MU IbHI 4K prkATHo nuE ydUppulDS 7k b0 1SH
5BzaswiMB05Aa Inc4Ss IDAR0S 1 ZDpGokKT 1Y48e85HbGayd 1g09f 1Uk vol SJd7Ksl
Qjuf Yo i I9%3/ wiPap INo Wz mv/=zBBxvahy 1vANBJSk uxustEDehoYazySre7KDR
J810Z2gnkKZ 1IKWUCLF Yt 21up+tcRe I9dF 1 YFnBP1sHDK PR Jocl irR0hPed QIF Griky

0cJPRRIZEU3E juphiws /HARIKWZBoGAZ w1 15ASLY iiﬂ +Z3K UhSEZﬁh&:J o'fvokog

1|

Figure 4-20 The .PEM file is the local certificate, but of course it's encrypted!
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Directory SSL$ROO0T: [STUNNEL]
STUNNEL-3_2Z,DIR;1 STUMNEL .PEM;1
Total of 2 files,

3 siet security/protection=(G,4) stunnel.penm
3

L

Figure 4-21 Set the protection on the Stunnel . PEM file.

B oot@Inxone

File Edit Setings Help

PO

$ set def ssl$root:[stunnel]
$ dir

Directory SSLSROOT: [STUNNEL ]

STUNNEL.-3_22.DIR;1 STUNNEL .PEM;1

Total of 2 files,

$ copy ssl$root: Estunnel .stunnel-3_22,vms]stunnel .exe ssldroot:[stunnel]x x

$ copu ssl$root:[stunnel.stunnel-3_22.vus]stunnel_startup_server.com ssl$root: [S*
tunnel]s.x

3 dir

Directory SSLEROOT: [STUNNEL ]

STUNNEL-3_22,DIR;1 STUNNEL.EXE;1 STUHMEL ,PEM; 1
STUMMEL _STARTUP_SERVER.COM; 1

—ud

;J

Total of 4 files,
s i

Figure 4-22 Copy the Stunnel.EXE file and the server startup script file to the Stunnel directory.
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$i Edit this command procedure file to run Stunnel in your environment

$! AUTHOR: Taka Shinagawa, DpenyMS Security

3! (takaski.shinagawalhp.con)

$! DATE: June 2, 2002
3'i#H##H#H#H#ﬁ##H#H##H#H#Hﬂ#H#H#ﬁﬂ#ﬂ#ﬂ##ﬂ#ﬂ##ﬂﬂﬂ#ﬂ##H#H#Hﬂ#ﬂ#ﬂ#ﬂﬂ#ﬂ#ﬂ#ﬁﬂﬁﬂ#ﬂ##ﬂ.
3

$! Define a Stunnel command /¥ Edit this for your Stunnel command x/ i
3! Telnet
$ itunnel command = "STUNMEL -d 992 -r localhost:23 -p [-Jsturnel.pem -a stunne!-

3' Ask if the private-key is encrupted

Squestlon.

$ inquire encrypted Is the private key (in the PEM file) ercrupted? [Y/N]"
$ if encrypted .eqgs. "

$ then

3 goto duestion

$ else

>

Figure 4-23 Edit the stunnel_stariup_server.com file and locate the “stunnel =" line ; comment it out
upe

with an “!

root@Inxone

Flle Edit Settings Help

! Edit this command procedure file to run Stunnel in your environment o)
| :

$
$!
$! PAUTHOR: Taka Shinagawa, OpenvMS Security
$! (takaak i.shinagawalhp.com)
$! DATE: June 2, 2002 ;
$|#IHHHHNHHHHHHHH##I#ﬂ#H#“H#HHI#H#HNH#H“#H#HHﬂ#ﬂHNHH#H“HNHHHN;

$

$! Define a Stunnel command /x Edit this for your Stunrel command */

$! Telnet

$' stunnel command = "STUNNEL -d 992 -r localhost:23 -p [-lstunnel ,.pem -0 stunnO’
sturnel LUIIIIII:IIILJ—“StLIHI'II:‘l d 992 - lDCEthl\t H
13root : Tstunnel Istunnel i -0 stunnel !

$1

$! Ask if the private-key is encrupted

$question:

$ imguire encrupted “Is the private key (in the PEM file) encrypted? [Y/N]"
$ if encrupted .egs. '

$ then

3 goto question

% else

$ if encrypted .eqs. "Y" then goto encrypted

Figure 4-24 Add the Stunnel command, as shown in the highlight, and include the second line as a
single command line one space away from the —p (remove the extra “-"). Save as a new version of
the DCL script.
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Directory SSLSRO0DT: [STUNNEL]

STUNNEL-3_22.DIR;1 STUNNEL.EXE:1 STUNNEL ,PEM; 1
STUNNEL _STARTUR_SERVER ,COM32 STUNNEL _STARTUP_SERVER.COM; 1

Total of 5 files.
s

4k

Figure 4-25 Verify that there are now two versions of the stunnel_server_startup.com file.

ne:-

File Edit Settngs Help
$ L)
$
3
3
3
3
3
3
$ dir
Directory SSLIROOT: [STUNNEL]
STUNNEL-3_22.DIR;1 STUNNEL.EXE:1 STUNHEL ,PEM3 1
STUNHEL _STARTUP_SERYER.COM; 2 STUNNEL _STARTUP_SERVER.COM; 1
Total of 5 files.
$ @stunnel_startup_server

Is the private key (in the PEM file) encrupted? [V/N]: u
Enter the password to decrupt the key (please use paired double gquotes with it):;
"walcomel"
Starting up a Stunrel running at port 932
BRUN-S-PROC_ID, identification of created process is 20200435
Stunrel was successfully started up! E
bl | l

Figure 4-26 Run the stunnel_server_startup.com script. Use the same passward you encrypted for
the PEM certificate in uppper- and lower-case (remember to use double quotes around this pass-
word—always!).

50

Linux & OpenVMS Interoperability



- fa0t@Inxone:

File Edit Settings Help

BB B BB RGE

¥ @stunnel_startup_server

Is the private key (in the PEM file) encrupted? [Y/N]: y

Enter the password to decrypt the key (please use paired double guotes with it):
"welcomal" i

Starting up a Stunnel running at port 992

¥RUN-S-PROC_ID, identificaticn of created process is 20200437

Stunnel was successfully started up!

$ show system/process=stunnel992

OpenVMS ¥7.3-1 on node VMSONE 26-AUG-2002 20:16:53,37 Uptime 0 01:51:06
Pid Process Mame State Pri I/0 CPY Page flts Pages

20%00437 STUNNELS9Z LEF 5 659 0 00:00:00,19 369 481

3

‘v
e

Figure 4-27 Perform a show process to make sure the Stunnel process is running.
Stunnel client installation on Linux

Figures 4-27 through 4-34 illustrate a Stunnel client installation on Linux.

£ roo1@Inxone -/swnnel

File Eait Sefings Halp

Ernnt@lnxnne Stunnel]#
1 {root@lnxone Stunnel]#
[root@lnxone Stunnel]s
| [root@lnsone Stunnel |#
root@lnxone Stunnel]#
root@lnxone Stunnells
root@lnxone Stunnel | #
root@lnxore Stunnel
L root@lrone Stunnell

[rootd@lnxone Stunnel
[root@lnxane Stunnel
[root@lnxone Stunnel
[root@lnxone Stunnel
[root@lnxone Stunnel
[root@lnxone Stunnel
[root@lnxone Stunnel
root@lnxone Stunnel
raot@inxone Stunnel
root@inxane Sturnel
| total 212
druxr-sr-x 2 root root 40896 Aug 26 20:45 |

druxr-x--- 18 root root 4096 Aug 26 20:44 .

—P R =R 1 root raot 204413 Aug 20 07:46 stumre)-3 72 tar g7 tar
; [root@lrone Stunnelld gzip -t stunnel-3.22.tar.gz.tar | tar -xvf-I

¥
#
#
#
#
¥
#
¥
¥
i
4
4

ls -al

Figure 4-28 Begin in the /root directory with your file. Unzip the Linux Stunnel kit and FIPE it
through an Untar command.
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unnel/stunnel-3.22

ot@In=one -

Fiie Edit Settings Hslp

EE

~tunnal-3.22/Makefile.in
stunnel-3.22/Makefile. w32
stunnel-3.22/mk installdirs
stunnel-3.22 'PORTS
stunnel-3.22/README
stunnel-3.22/conf igure.ac
stunnel-3.22/pty.c
stunnel-3.22/stunnel .8
stunnel-3.22/stunnel .exe
stunnel-3.22/options.c
stunnel-3.22/client.c
stunnel-3.22/client.h
stunrnel-3.22/doc/
stunnel-3.22/doc/polish/
stunnel-3.22/doc/polish/fag.stunnel-2 . himl
stunnel-3.22/doc/polish/tworzenie_certyfikatow.html
stunnel-3.22/doc/english/
stunnel-3.22/doc/english/transproxy . txt
stunnel-3.22/doc/english/WNC_Stunne IHOUTO.html
stunnel-3.22/doc/rfc2246.txt
3.2

a

Figure 4-29 The unzip and untar will create a subdirectory structure for you to build Stunnel. After

the cammand finishes, change the directory to the stunnel-3.22 directory.

File Egt Setlings Help

[roct@lnxore sturnel-3.22]14

[root@lnxore sturnel-3.22]14

[roct@lnxore stunnel-3.2214 ./configure

checking build system type... i686-pc-linux-gnu
checking host sustenm type... iBB6-pc-linux-gnu

checking for gcc... gcc

checking for C compiler default output... a.out
checking whether the C compiler works.,, yes

chetking whether we are cross compiling... no

checking for executable suffix...

checking for object suffix... o

checking whether we are using the GNU C compiler... yes
checking whether gcc accepts -g... ues

checking for a BSD compatible install... fusr/bin/install -c
checking whether make sets ${MAKE}... yes

checking for SSL directory... fusr

checking for "/dev/urandon'... yes

checking whether to enable SSL certificate defaults... no
checking whether to disable RSA support,,., no

checking whether to enable DH support, ., no

checking for dlopen in -ldl..., yes

checking for gethostbuname in -Ilmsl... uyes

checking for socket in -lsocket... no

checking for pthread create in -lpthread... [l

Figure 4-30 Execute the ./configure command t0 create a make scripl for the Stunnel,
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checking for pthread_sigmask,,. Jes -
checking for ANSI C header files,.., yes
checking for sys/types.h... ues
checking for suys/stat.h... yes

checking for stdlib.h... ues

checking for string.h.,. yes

checking for memory.h... yes

checking for strings.h... yes

checking for intiypes.h... yes

checking for stdint.h... yes

checking for unistd.h... (cached) yes
checking for unsigned char... yes
checking size of unsigned char... 1
check ing far unsigrned short... yes
checking size of unsigned short. ., 2
check ing for unsigned int... ues
checking size of unsigned int... 4
checking for unsigned long... yes
checking size of unsigned long... 4
checking for unsigned long long... yes
checking size of unsigned long long... 8
configure: creatirg ./config.status
config.status: creating Makefile
[root@lnxone stunnel-3.2274% 0

3L

Figure 4-31 Wait until the make command has been made and the ./configure completes.

el

X0ne~/3t

File Edit Settings Help

checking for unsigned long long... yes =
checking size of unsigned long long..., 8
configure: creating ./config.status
config.status: creating Makefile
[root@lnxane stunnel-3.22]4
%rootﬁlnxane stunnel-3.22 |#
root@lnxone stunnel-3.22 |#
[root@lhxone stunnel-3.22]#
[root@lnxone stunnel-3.22]#
[root@lnxone stunnel-3.22]# nake
gee -g -02 -uall -1fusr/include -DVERSION=\"3.22\" -DHAVE_DPENSSL=1 -Dssldir=\"/|
usF\ -DPEM_DIR=\"\" -DRANDOM_f ILE=\"/dev/urandom\” -ONO_DH=1 -DHOST=\"i586-pc-1
inux-gnuy" -DHAYE _LIBDL=1 -DHAVE_L IBNSL=1 -DHAVE L IBPTHREAD=1 -DHAVE_LIBUTIL=1 -
DHAYE _L IBURAP=1 DHFWE DEY_PTHx=1 -DHAVE_GETOPT _H=1 -DHAVE _UNISTD_H= 1 -DHAVE_SYS
SELECT H=1 -DHAVE_ TEPD H=1 -DHAVE PTHREHD H=1 -DHAVE _SYS_ TOCTL_H=1 -DHAVE _PTY H
=1 -DHAVE_ STROPTS_| H=1 -DHAVE _SYS_ RESOURCE_H=1 -DHAVE_ GETOPT=1 DHHVE SNPRINTF=1
-DHAVE VSNPRINTF 1 -DHAVE GPENPTY 1 -DHAVE _DAEMON=1 “DHAVE _ VAITPID=1" -DHAVE _WRIT
4=1 -DHAVE_SYSCONF=1 -DHAVE_GETRLIMIT=1 -DHAVE PTHREARD SIGMASK=1 -DSTDC_ HEADERS= -
1 -DHAVE_SYS_TYPES_H=1 -DHAVE_SYS_STAT_H=1 -GHAVE_ STDLIB H=1 -DHAVE_ STRING_H=1 -
DHAVE_MEMORY _H=1 -DHAVE_STRINGS_H=1 -DHAVE_INTTYPES_H=1 “DHAVE STDINT H=1 -DHHVE;
_UNISTD_H=1 -DSIZEQF _UNSIGMED_CHAR=1 -DSIZECQF UNSIGNED SHORT=2 -DSIZEOF_UNSIGHED :
“INT=4 -DSIZEOF_UNSIGNED_LONG=4 -DSIZEGF _UNSIGHED_LONG_LONG=8 -Dlibdir=\"/usr/l:
ocal/lib\" -DPIDDIR=\"/usr/local/var/stunnel/\" -c -0 client.o client.c .

I =

Figure 4-32 Execute make to build the Stunnel program (you rmust have cCinstalled an the Linux
system).
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FoOH@ INX0Nne ~/Stunn unnel-3.22

File Edit Settings Help

You are about to be asked to enter information that will be incorporated la)
into your certificate reguest. i
Uhat you are about to enter is what is ecalled a Distinguished Nawe or a ON.
There are guite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left bhlank.
Country Hame (2 letter code) [PL]:US
State or Province Mame (full name) [Some-State]:Texas
Locality Name (eg, city) [l:Mesquite
Organization Name (eg, company) [Stunnel Developers Ltd]:Defcon-wMS
Organizational Unit Name (eg, section) []:dfulug
Common Mame (FODN of your server) [localhost]:
test L -eq 1 || test | -f "Jdevfuranden" || \
Jfusr/bin/openssl gendh -rand "/dev/urandom" 512 > sturnel.pem
test 1 -eq 1 || test -f "/dev/urandom" || \
fusr/binfopenssl gendh 512 »> sturnel.pem
Jfusr/binfopenssl <509 -subject -dates -fingermrint -noout \
-in stunnel.pen
sub ject= /C=US/ST=Texas/L=Mesquite/G=Defron-¥MS/0U=df wlug/CN=localhost
notBefore=Aug 27 01:51:24 2002 GMT
notAfter=Aug 27 01:51:24 2003 GMT
MD5 Fingerprint=FE:19:F1:91:67:8A:C5:7E :AD:32:12:60:0F :54:42:Ep
[root@lnxone stunnel-3.221¢ |

o
-

Figure 4-33 Answer the questions from the make script so it can create a stunnel.pem file for the
Linux system.

File Edit Setings Help

Jusr/binfopenss] gendh -rand "/dev/urandon” 512 3> stunnel.pem (A
test 1 -eq 1 || test -f "/dev/urandon' || \

Jusr/binfopenssl gendh 512 »> stunnel.pen
Jusr/binfonenssl #5809 -subject -dates -fingerprint -noout \

-in stunnel.pen
subject= /C=US/ST=Texas/L=Mesquite/0=Detcon-¥MS/0U=dfulug /CN=1ocalhost
rotBefore=Aug 27 01:51:24 2002 GMT
notAfter=Aug 27 01:51:24 2003 GMT
HDS Fingerprint=FE:19:F1:91:67:9A:C5:7E:AD:32:12:60:0F :54:42:E6

[root@lnxone
[root@inxone
[root@lnwone
[root@lnxone
[roat@lrxone
[root@inxone

stunnel-3.224
stunnel-3.22 14
stunnel-3.22 14
stunnel-3.22 4
stunnel-3.22 |4
stunnel-3.22 |4

[root@lnxone stunnel-3.22]# make install

Jnkinstalidirs fusr/local/shin fusr/local/lib fusr/local/man/man8 Jfusr/local/v
ar/stunnel/ 3
chmod a=rwx, +t fusr/local/var/stunnel/

Jusr/bin/ install - -m 711 sturnel Jusr/local/sbin

test | -s stunrel.so || fusr/bin/install -c -n 755 stunrel.so fusr/local/lib

test -z "' -0 -f "/stunnel.pen" ||
Jusr/bin/install -¢ -m 600 sturnel.pen ]
[root@lrxone sturrel-3.22]% I -

)

Figure 4-34 Execute make install to complete the installation of the Stunnel programs/libraries into
the preduction system.
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t root@Inxone:~/Stunnel/stunn

File Edit Sefings Help

[root@lrxone stunnel-3,22]4#

[root@lrxone stunnel-3,22]4

[root@lnxone stunnel-3,22]#

[root@lrxone stunnel-3.22 )4

[root@lnxone stunnel-3.22]1# stunnel -c -d 992 -r vmsone,com:992 -o stunnel_clien
t.log i
[root@lnxone stunnel-3.22]# telnet localhost 992

Trying 127.0.0.1...

Connected to localhost,

Escape character is '"]'.

Velcome to OpenyMS (TM) Alpha Operating System, Version V7.3-1

Username: system
Password:
User authorization failure
Username: system
Password:

Welcome to OpenVMS (TM) Alpha Operating System, Version Y7,3-1

Last interactive login on Monday, 26-AUG-2002 20:20:16,10

Last non-interactive login on Monday, 26-AUG-2002 18:27:47 .63

1 failure since last successful login =

i | v

Figure 4-35 Execute the Stunnel client command. Notice it looks as if you are Telneting to a local
host but are being redirected to an encrypted tunnel to OpenVMS on port 992!

Congratulations! You just got Stunnel working between a Linux and an OpenVMS
system!

Security in an Insecure World

All the OpenVMS engineers I know take VMS security very seriously. I believe that as
Open Source software becomes more and more utilized by all systems, the winners
(from a security standpoint) will be the companies that pay attention to the details and
look for security holes and how to fix them in Open Source software before it gets
distributed to customers and systems. Commercial SSL implementation seems to be
one of the main directions for security and tools today—for commercial systems and
Open Source systems such as Linux.

In the OpenVMS 7.3-1 documentation set there are three volumes available about
system security. One is the updated Guide to Systems Security, which has kept
OpenVMS protected for the last 25 years. The other two volumes are new. They are
Open Source Security for OpenVMS Alpha Volume 1—Common Data Security Architecture
and Volume 2—Compag SSL (Secure Sockets Layer) for OpenVMS Alpha. That’s how
important Open Source is going to become over the next few years regarding security
and authentication. OpenVMS already has two volumes in its doc set devoted to the
use and security of Open Source tools. It's my recommendation that OpenVMS
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systems people read all three of these books; they represent the future needs of
OpenVMS customers.

Other sources for OpenVMS security information include http:/ /vmsone.com/, and
Point Secure’s OpenVMS product, “System Detective,” at http:/ /
www.pointsecure.com/. There is information on these Web pages about how to battle
harden even the most well-protected OpenVMS system!

As for Linux systems, look on the OpenSSL pages at, http:/ / www.openssl.org/ and
http:/ /www.linuxsecurity.com/. These should get even an experienced UNIX
administrator into a Linux fortress.

For security in general, the future is encryption, intrusion detection on the host, and
network intrusion detection between systems. Today encryption is represented by
SSL, intrusion detection by products such as Point Secure’s System Detective, and
network intrusion detection with products such as Checkpoint’s firewall products.
Keeping and using all three of these methods in your system security arsenal will
ensure that your systems are protected, and you will be able to continue to use your
systems even in the face of a security attack.

Open Source software will represent a risk because of security holes, but patches,
updates, and all those new Open Source applications will help keep the risks of Open
Source at bay. Commercial vendors will also step in and keep standard releases clean,
patched, and available for their customers (remember: Open Source doesn’t mean
free; the implementation will cost money to maintain for commercial systems).

Risks and benefits will chart the course computer security will take over the next few
years. With the right tools and some up-front planning Linux and OpenVMS can
deliver solid security and functionality for any data-center environment.
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Chapter 5 — X Windows Applications:
X Windows Interoperability with VMS and Linux

X Windows, VMS, Linux, and a Bit of History

In 1988, a 10-year-old VMS operating system was migrated from a display list window
manager, “VWS,” to the X Windows-based “DECwindows” for all of its OpenVMS
graphical workstations. Then, as X Windows continued to evolve, VMS added the
Motif Window Manager and by 1997 even had the UNIX CDE (Common Desktop
Environment). Linux evolved in the 1990s, building to these already established by
standards: X Windows for interoperability, Motif for standard application-style
management of X Windows processes and sessions, and CDE for a common look and
feel in the UNIX and X Windows workstation community.

Today, we take these standards for granted in the workstation and Open Systems
world, and multiplatform, multimedia Internet browsers may, in fact, be the final
word on the merits of X Windows versus local Windows Graphical User Interfaces
(GUISs). If we look back, it might be worth noting why OpenVMS changed from a
display-list-technology-based GUI to an X Windows-based GUI for its workstation
displays.

During the 1980s, display-list window managers had enjoyed their flower. By the mid-
1980s graphical heads were still standalone with display computers connected to a
computer system that required graphical/Windows output. These two specialized
computers communicated (usually) across serial or parallel cables, just as if the
primary computational system were talking to a printer or plotter. Plotter is the key to
understanding this relationship, because the same commands that drove plotter pens
to draw lines and automatically fill areas on paper became the basis for commands to
plot graphics on the display-list computer heads of the 1980s. As the first workstation
emerged, these computer /display workstations were little more then Pen Plotters
driving raster displays. Then, as standalone graphics-display computers were
reduced to so many chips with a display screen, the commands that drove their
graphics continued to be the same local plotting commands and languages that ran
the previous generation of displays. Each company had its own standards, chip sets,
and commands and had little regard for any hardware or network abstraction for
graphical commands. Graphical programs needed to be different for each workstation
vendor’s machines. Graphical libraries for developers (such as GKS and PHIGS) were
designed to help in developing programs that could run on a variety of hardware, but
that wasn’t enough. There needed to be a standard way of displaying process graphics
across networks and different computers.

Then, in 1985, DEC funded MIT to research “Project Athena.” Out of that research
came X Windows, Kerberos (the security model now being adopted by Windows
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Computer 1

X Windows
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Computer 2

X Windows
Client

X Windows
Server

Network
Protocol

X Windows
Client

Netwo rk
Protocol

Figure 5-1 X Windows display paths.

2000}, and the beginnings of DCE. OpenVMS and many UNIXes adopted X Windows,
because, unlike display-list managers or other local GUIs that could only display
graphics and control to the local system, X Windows was designed and optimized to
have its graphical interface networked. X Windows was designed for local or remote
application display across many standard network protocols (TCP/IP, LAT, DECnet,
even SNA). In X Windows (unlike window managers that controlled only local
hardware, such as a local plotter), graphical output was architected and optimized for
transmission across networks to other X Windows displays on any X Windows
computer in the network! This made applications easy to display between multiple
systems or made it easier still to have many different graphics applications brought to
a single graphics display regardless of operating system of origin! That level of Open
Systems interoperability is why DEC chose X Windows as its GUI OpenVMS
workstations and servers in 1988 and why HP continues to support X Windows to this
day!

Fast forward 17 years and 6 major X Windows software releases, and add to this time-
tested networked graphical-display system today’s security, new graphical cards,
Alpha system computational performance, and faster and faster network connections.
It's easy to see why a low-cost Linux system would make a perfect, inexpensive
integrated workstation to display graphics and applications from an OpenVMS server
using standard X Windows tools!

Displaying OpenVMS X Windows Applications on a
Linux Workstation

There are two parts to displaying OpenVMS applications on a Linux workstation. The
first part is to log in to the Linux workstation and set security to accept remote display
from the OpenVMS applications. The second part is to Telnet to the OpenVMS
workstation and redirect X Windows output to the Linux machine and then run the
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'"w@]nxone.vmsune.cum: Momefohnyy 3>

Fu Sesslons Options Hewp

[ jobw@lnxore Johnulé xhost +vasone.com E
vmsone,.com bsing added to access control list

[ Johnu@lnxone johnuls telnet vmsone.con

Truing 65.64.220.210...

[Cornected Lo vesone,con.

Escape character is "1,

Helcome ta OpertMS (TM) Alpha Operating Suystew. Version V7.2-1

Usernamne ! wisniewska
Passuord:

Y LT TRy e P ey S T ey Y Y

L3
* WELCOME TO OpenyMS v7.2-1 )
* On vmsore.com -
- *
- L3
* Remanber: The "Open” Prefix i1s Aluays ]
- Silent "
- L3
W BN B N B N e S N B B

Last interactive login on Monday. 21-MAY-2001 23:37:35.10

Last mon-interactive login on Monday. 21-MAY-2001 23:39:22.40
¥
¥ set display/create/node=lnxone,vnsone.cor/transport=tcpip/screen=0
* create/ter vl

]

Figure 5-2 You should have redirected your OpenVMS create/terminal command to display its
results on the Linux workstation screen!

application. In order to perform this function you must have two accounts, one on the
Linux workstation and one on the OpenVMS server.

Let’s go through the command process: Log in to an X Windows session on your
Linux box. Open an interactive terminal window and type (see Figures 5-2 and 5-3).

Figure 5-3 Congratulations! You've just created a terminal from your OpenVMS system to your
Linux box!
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Command Controls for Your X Windows Sessions

Linux Command: xhost
The xhost command on your Linux box controls who can write to your X Windows

server display, as follows:

* xhost + allows every host in your network to send X Windows displays to your

screen.

* xhost — allows no one in your network to send X Windows displays to your

screen.

¢ xhost +nodename.com allows just “nodename.com” to send X Windows
displays to your screen.

» xhost with no arguments tells you who is authorized to send X Windows
displays to your screen.

Remember: You can always block all networked X Windows displays by typing “xhost
—" in a local Linux terminal window. Be mindful of the security implications of this
command for your workstation, especially in a public network! If in doubt be sure to
turn off access with an “xhost —”. (A practical joker could even overlay your Linux
window manager with his or her window manager if you aren’t careful!)

OpenVMS Commands: SHOW-SET/DISPLAY and CREATE/TERMINAL

In your new DECterm on your Linux box, type the information shown in Figure 5-4.

¢ Device: WSA4: [super] means that this OpenVMS terminal (process) will
redirect its X Windows output to a graphical display device to accept this input.

* [super] means that all X Windows applications run from this process will be
displayed to WSA4.

*[user] would mean that only the next X Windows application run from this
process would be displayed to WSA4.

* Node: This is the system where the X Windows server display is located.
* Transport: This is the networking protocol that is being used.

* Server: Some systems can have multiple instances of X Windows servers
running. Zero is the default.
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sl DECterm 1

$ show display

Device: WSA4: [super]
Node: LNXONE. VMSONE. COM
Transport: TCPIP
Server: 0
Screen: 0

s 1

Figure 5-4 The SHOW DISPLAY command tells where X Windows applications run from this win-
dow (on the OpenVMS server) will try to display.

* Screen: X Windows server displays can have more than one display screen
either in software or connected to two or more graphical cards with two or
more monitors attached. Screens are numbered 0 + to as many graphical heads

as the server contains.

All of these parameters can be changed /redirected by issuing

SET DISPLAY/CREATE/NODE=node.com/transport=tcpip/screen=0

¢ /TRANSPORT= (use TCP/IP if you've installed LAT or DECnet in your Linux

kernel).

¢ /EXECUTIVE_MODE (optional) creates an executive mode WSAx: device for

all processes on your system to use (must have privileges to use this).

» /SUPERVISOR _MODE (optional, default) creates a supervisor mode WSAx:

device for your current processes (and subprocesses) to use.
¢ /USER_MODE (optional) restricts the next command.

This command will not change running X Windows display from an OpenVMS server,
but it will change where the output is for all new programs that are run!
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The CREATE/TERMINAL command on VMS can be added to for additional
functions.

¢ /DETACH will create a detached background process for the terminal similar
to the UNIX/Linux command xtermé&.

¢ /NOPROCESS will make the terminal ask you to log in as a VMS user. It is
useful if you want to log in as a different user while you're still logged in with

your other X Windows terminals.

¢ /BIG_FONT / LITTLE_FONT /CLI / WINDOW ATTRIBUTES and many other
details about your VMS terminal can be modified as the terminal is created. Be
sure to check out the OpenVMS help utility HELP CREATE/ TERMINAL and

create a terminal that is just right for you.

OpenVMS X Windows Applications

Let’s look at the X Windows applications that come with OpenVMS when you install
X Windows (see Figure 5-5).

All of these standard applications have the prefix DECW$ are installed when (if)
DECwindows is installed on an OpenVMS server. DECW$CALC, DECWS$PAINT,
DECWS$CALENDAR, DECW$CLOCK, DECW$MAIL, DECW$CARDFILER,
DECWS$SMESSAGEPANEL, DECW$NOTEPAD, and DECW$PUZZLE and are similar

= johnw @Inxone.vmsone.com: homefjohnw <2> b ]G

% Flle Sessions Options Help % :

$ dir sys$system:decu* 3
Directory SYS$COMMON:[SYSEXE]

DECW$BOOKREADER ,EXE » 1 DECH$CALC EXE:1 DECHsCALENDAR ,EXE 21
DECW$CARDF ILER ,EHE : 1 DECW$CBI.EXE:1 DECWsCLOCK ,EXE ;1
DECWs$DWT_DECNET.EXE:1 DECH$DWT_FONT_DAREMON.EXE:1
DECW$DWT_STARTKTDRIVER,EXE:1 DECH$EMNDSESSION.EXE:1

DECW$FONTCOMPILER ,EXE:1 DECWsMAIL EXE:1

DECH$MESSAGEPANEL LEXE : 1 DECH$MWM EXE 21

DECHsMWM_OVERLAY .EXE 21 DECHsNOTEPAD.EHE:1 DECW$PAINT.EXE:1
DECW$PRUSESESSIONLEXE 1 DECWsPRINTSCREEN.EXE 1

DECWSPUZZLE .EXE:1  DECWSREINIT.EXE:1  DECW$SERVER_GUBRM.EXE:1
DECHSSERVER_MAIN.EXE:1 DECH$SERVER_PVRM .EXE:2 >
DECW$SESSION,EXE:1 DECW$SETSHODIS.EXE:1 B
DECWH$STARTLOGIN.EXE: 1 DECW$TABLET,EXE:1  DECWs$TERMINAL .EXE:1 =
DECWs TERMINAL_CREATE .EXE:1 DECHsUILMOTIF .EHE:1 ;
DECH$WAITFORSM,EXE:1 DECH$WINMGR .EXE:1  DECW$WML .EXE:1 e
DECHSWSCUST.EXE:1  DECWSWSINIT.EXE:1  DECW$XFS.EXE:1 .
Total of 37 files, |
s i [

Figure 5-5 The standard VMS X Windows applications are to be found in the directory
SYS$SYSTEM..
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to their Linux X Windows application counterparts. These programs can be run after
defining a display by typing

RUN SYS$SYSTEM:DECWSCLOCK.EXE

RUN/DETACH SYS$SYSTEM:DECWS$CLOCK.EXE creates a detached process for
your program to run in and returns you to a $ prompt in your terminal window for
more commands!

Regarding other DECwindow applications: Some of the applications are
straightforward (such as DECW$CLOCK), but others are not so clear.
DECWS$TERMINAL, DECWSWINMGR, and others look like they could start window
managers or create a new terminal (and process). In fact, that is what these programs
are for, but they are accessed by the VMS startup programs to run X Windows on a
VMS server, while others are used by the VMS Command Line Interpreter to create
terminals or begin X Windows sessions; this is similar to xinit or xf86config on Linux.

Note: Do not run window manager programs directly, since they could mess up
your X Windows sessions on both machines!

One way to gain easy access to the OpenVMS X Windows applications is to use either
DECWS$SESSION.EXE or DTSESSION.EXE session managers. DECW$SESSION is the
older X Windows session manager, and DTSESSION is the CDE X Windows session
manager—either one can be on a remote X Windows display. Let’s construct a DCL
command file that will invoke one of these programs (see Figures 5-6 through 5-13).

IC1EEN johnw Ginxone vmsone.com: home/johnmw - G0
b: ;

VMS and display on node.domain
ECH CIE are valid)

et display/create/node= "Pl/transport="P3/screen= P4

show display

Figure 5-6 With this VMS command tile you can easily automate your dlsplay':amd X Windows com-
mands. The default brings up the very useful DECwindows session manager.
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Figure 5-7 So how is this useful? Let’s ook at the pulldowns.

n YMSOHE

Figure 5-8 Now you can create as many VMS terminals as you need, check the status on your X
Windows jobs in progress, or even change your X Windows security or startup options—all by the
click of a mouse and all from the disptay on your Linux box!

Figure 5-9
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b

Figure 5-10 But what if you wanted 1o add your own commands or X Windows applicalions 1o launch
from this menu? Use the Menus button on the Options pulldown for the Menu Conlrol window.

" 4 —Marwi-H

Figure 5-11 Create your new command/menu choice (€ither a VMS command file or executable)
and add it to the appropriate pulldown menu.
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“igure 5-12 Then just click on your new pull down!

s Pl fle
Lt Learactive 104 IS

Latt ron-1rear st 4
=dirplis Lrsone.unzcra |}

b mlabddwakh |
* LA el malawird]

Sy -
Blie il mesmds il Prisl

Figura 5-13 Hey! Where did all these VMS application;s and menus come from! | thought this was a
Linux Box!
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Notice that all these applications came from the VMS CDE/DTSESSION manager
program at the same time the DECW$SESSION manager program and the Linux KDE
session manager are running! Be careful, because any of the session managers can
now log you out.

Displaying Your Linux X Windows Applications on OpenVMS

Back in the mid-1980s, when VMS workstations had a state-of-the-art graphical chip
set, you were likely to have a VMS workstation on your desk as your primary
workstation. Today, Alpha workstations are just as likely to use Linux or Tru-64 UNIX
as OpenVMS. PCs are as likely to run Linux as Windows for the operations staff, and
today’s $30 PCI or AGP graphics card under Linux or Windows is quite possibly a
better display engine than that three-year-old graphics card running in your Alpha
workstation. The nice thing about X Windows is that you are not tied to your
computer engine or tired old graphics cards; you can just redirect the graphics to enjoy
the application with new eyes!

But let’s assume you are lucky enough to have the latest state-of-the-art Alpha
workstation running VMS on your desk (instead of a GS320 cluster in your computer
room) and your Linux box’s graphical card is aging a little. You can simply redirect
your Linux application to your new OpenVMS display.

The procedure is exactly like the VMS to Linux redirection except that Linux
commands must be issued to redirect the output to the VMS workstation; instead of
the xhost command, OpenVMS uses a Security menu under the session manager.

First you must authorize VMS to use TCP/IP as a transport for X Windows (inbound
to VMS), because it’s not turned on by default.

Either you or your VMS systems manager should add this one little command line
(see Figure 5-14):

SYS$SMANAGER : DECW$ STARTSERVER . COM

If you are uncomfortable changing this file, you can put the logical definition line in
your SYS$MANGER:SYSTARTUP_VMS.COM. I put it in DECW$STARTSERVER.COM
because TCP /1P should be turned on (with security) by default!
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|Chnw @Inkate .vmsone.com: fomedohim

sdef 1ne_server_logicals:
s Bsyssmanager idecuslogicals decu$server'pl'_table decusdefine_server False
5!

Si Define sone default values for symbols which might be set up in

$| praivate_server_setup. {(Other defaults are set in DECWSDEVICE.COM).
$| Any of these may be modified in DECHsPRIVATE_SERVER_SETUP.COM.

5!

def ine/susten/exec decwsinstall repip true ladded 6/01 b w for Lo
§ topip =

$ 1f Fstrnlnmi*decusinstall_tcpip”) then tcpip = ".tepap”

$ decus$server_transports == "decret.local’'tcpip’”

sl

+ decusserver_cennect_log == "F" | client connect/disconnect log mode
+ decwsserver_bug_compatibility == "Y' | bug compatibility mode
$ decusserver_error_log_to_keep == 2 I % of error log files to keep

st
$! Check for user specified server setup comnand procedurs
51
$ cdecusserver_device setup = -
"sys $manageridecusserver_device_setup_" + FSEXTRACT(0.2,decusdevice) + ".cos.
¢ 1f fssearch(decu$server_device_sestup) .nes, "" -
then @'decw$server_device_setup ‘

Figure 5-14 Do not medify this file in any other way or you may make DECwindows unstartable.'

Now let's set security using the VMS session manager on the VMS workstation (see
Figure 5-15).

Sivie Man_ager
—

. P

Rackdrop Keyboard:  Bouse Beep  Screen Hindap Startup

n\e Maﬂagl;l' - Securit:
Authortzed Users

Fiaura 5-16 Click on Add and vou'll be able to fill in vour Linux/UNIX node information

For TCP/IP as a transport, always use a ”*” for the user name or it won’t work (see
Figures 5-17 through 5-19)!
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Add Access Control Enl
 Node

Inkone, vasonr, con
User
'
Transport
cpif

Figure 5-17 You are now ready to telnet to your Linux system and send back X Windows applications.

L5 Biyle Manager - Security

Ruthorized Users

JAgpip Lnxone.vnsone.con =f

Figure 5-18

= -
Flle Edit Conmnands Options Print
— — —_— —_
§ telnst 1nXone, »maon®, COm

2TELNET=-I-TRYIND, Tryimg . 66, 64.220.209

% TELNET=I=-SESSION, Session 01, host lnxOne, vmesone.com. part 21

~TELNET-I-ESCAPE. Escape charactar is ~]

Red Hat Linux release 7.0 {(Guinness)

Kernel 2,2.16=22 on an 1586

1ozin: johnw

Password:

Last login: Wed Jun 20 00:29:04 from vmasone,COm

[Johnu@lnxone johrwl$ DISPLAY=vmsone.com: 0.0 ; export DISPLAY

[ jonrnue lnxone jornwl ¢

[Jonnu@lrxone Jonnwl$

[johnu@lnxone Johnwli

[Johnuelnxone Johrwls

[jonnwelnxone Jonnwl ¢

[jonnu@lnxone Jornwl ¢

[ johnw@lrzone johnwls

[Johnu@lnxone Johnwl

[johnu@lnxone johnw] s

[jonhnu@ inxone Johnw) ¢

[jonnwllnxone Johnwl ®

[Johnuw@lnxone jonnwll

[johnu@lnxone Johnwli
i [ jonnwe lnxone Johnwi ¢ xclock.

Figure 5-19 Congratulations, your VMS display will have an X clock on it! You might want to use

xterm or xterm& (background) or any other X applications frem your Linux box too!
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And for you bash-shell impaired, you may need to change your UNIX/Linux dialects
a little:

¢ csh:
# setenv DISPLAY vmsone.com:0.0

¢ sh and ksh:

DISPLAY=vmsone.com:0.0 ; export DISPLAY

Summary

X Windows is an expanding and growing part of workstations and high-end servers
even 15 years after its introduction. Standard support, and tools that work between
multiple operating systems simplify and reduce the complexity of displaying graphics
and running applications. This gives all of us a choice for each task that faces us:
Whether to use a point-and-click GUI application or a command-driven CLI. Graphics
make the job intuitive and easy to visualize; command lines make scripting and
repetition easy for many of the tasks server managers are being asked to automate.

The arguments about which is better and what each style of computing should be for
will rage on in discussion groups and whereever a few good computer people
compare notes. One thing is clear: All of these styles of computing are here to stay, and
interoperability between multiple operating systems will be the hallmark of all future
workstations and servers.
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Chapter 6 — Using E-mail with OpenVMS and Linux

Back in the Old Days

Way back in the early 1980s computer users could send e-mail to each other through
electronic BBSs with ASCII graphics and unencoded binary objects across 1,200-baud
modems. And (with apologies to SNL's Old Man) we liked it that way—no matter
how painful it was or how long it took, and we were grateful for the technology!

By the time I finally switched from the ASCII communications I had used in my
younger days to the e-mail client/server graphic’s revolution e-mail of PCs and
workstations, I could send embedded graphics, attachments, and binary transfer
music and even video through e-mail. I also found (while transferring my ASCII e-
mail to TK50 tape) that it took me 10 years of e-mail correspondence and daily use to
have created a scant 1MB of data (using English as a communication protocol).

As Ifilled and filled the two-thirds loaded floppy disk (after changing my mind about
the 95MB TK50) with 10 years worth of e-mail history, I received my first real
attachment from someone at DEC via the new client/server graphics interface to my
shiny new DEC 320p laptop computer.

I marveled that the 12 PowerPoint slides that had been attached to the message (the
text of which was written in MS Word) were 1.5MB of data—they wouldn't even fit on
the $10 1.44MB floppy disk I had just filled with the last ten years of history.

How had I ever managed without the ability to send graphics to everyone I knew?
How much more disk space would I need in the brave new world? The horizons
seemed endless to me, but I knew that I was glad that my company was bringing out
something called StorageWorks in the near future.

We Used to Copy E-mail Across 2,400-Baud Modems?

Even with my corporate e-mail connection to the Net, by the mid-1990s I had been
using UUCP at home to send and receive Internet e-mail for over five years. UUCP
would dial up between my OpenVMS server and UNIX to copy batches of e-mail to
and from Linux, UNIX, and other BBS servers until the messages found themselves on
a machine they were destined for or were connected to the real Internet! While real
Internet gateways were expensive, UUCP systems were free. The catch was that
UUCP nodes might have 20 or more hops to find a gateway to the Internet. My worst
time sending mail was a little over eight hours from home to my DEC corporate
mailbox; my best time was little over 15 minutes before I switched over to a
permanent, instantaneous e-mail connection in 1997.
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Today, with e-mail accounts free on the Net and dial-up access costing less then $10
per month for people with a PC, most folks consider this type of e-mail quaint and
old-fashioned. While the usefulness of UUCP mail has ebbed, it’s interesting to note
that the protocol still is used in ham radio (packet/system-to-system) e-mail and other
places around the world where Internet dial-up (POTS—plain old telephone service)
is still not easily obtained.

From the Dawn of the Network Era to Today

In The Victorian Internet Tom Standage describes how the nineteenth-century world
was shrunken and delivered by a technological communications marvel: the
telegraph. Tom’s book quotes Samuel Morse’s 1872 poem, “The Victory”:

And science proclaimed, from shore to shore
That time and space ruled man no more.

If in the last 150 years the telegraph, telephone, and satellites shrank the distance
across which people could communicate, then the Internet and e-mail in the last 15
years have dwarfed those tools by another factor of 10—simply with compression and
near universal access. Why make a phone call when a two-line e-mail explains what
needs to be done? Why have conversations when a single picture will do? Why send a
picture when a URL points to the common reality of the Web for reference. Does
anyone send multiple copies of any paper to anyone anymore unless by fax?

This is great for productivity, but what about that human-to-human contact that has
kept us learning and improving our depth of understanding with mentorship and
apprenticeship? The jury is still out on how electronic communications will impact
how we learn and do that OJT. Our generation has home offices, digital cell phones,
telecommuting, the World Wide Web, and cable, so we'll either be the generation most
attached, the most plugged-in to our fellow man, or we’ll live inside our Xboxes—
only venturing out to earn enough to pay for the electricity, protein drinks, and
vitamins to keep us going.

Terse, focused, and efficient, for good or bad, these are the qualities e-mail has
delivered to us as a business tool.

Of course, if you still want to have a conversation online, you can now use a variety of
instant messenger products and gossip your time away, just like the telegraph
operators did! Telegraphers were found to spend as much as 50 percent of their free
time talking, chatting, and gossiping with other operators across the nineteenth-
century ether (but for those who live online today, 50 percent sounds like a very low
percentage). Though the technology has changed dramatically, people have changed
very little in the last 150 years. Many still have that quite human desire to simply put
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down their labors, lean across a back yard fence or gather around an office watering
hole, and just talk with other people about the events of the day.

E-mail Programs Come and E-mail Programs Go

In 1987, when I joined Digital, its mail ALL-IN-1 had about eight million users world-
wide. ALL-IN-1 had full-text word processing and shared calendar (for resources such
as conference rooms, demo rooms, etc.) that would also make people’s time easier to
schedule and keep track of. File exchanges for all the word-processing documents of
the age, attachments, e-mail lists, and gateways to various other mail systems (IBM
and the standards of the day).

Alas, ALL-IN-1 ran on OpenVMS clusters (who would want a redundant e-mail
system anyway) and its client/server frontend teamlinks are still around. Despite all
its technological prowess and PC integration, however, Digital chose a new mail
system in 1996. Abandoning its ALL-IN-1 roots, DEC chose a hearty mail system—a
mail system that could send word processing documents, pictures, video, and other
binaries in e-mail, just like every other 20-year-old e-mail system.

The new e-mail system had the added advantage of being able to run on a Windows
NT operating system, which, in 1996, everyone knew was the only system platform
that would survive after the Y2K.

Microsoft Exchange was a lot more expensive than using Open Source, standards-
based e-mail, but then again, Microsoft had much better marketing. The rest was
history until people began to realize that Exchange costs lots of money to install and
maintain and Open Source products tend to be free!

Open Source Open Standards Internet Mail

Open standards all revolve around TCP/IP standards and the Request for Comments
(REC) process that controls them. The important thing to note is that current e-mail
protocols are evolving and continue to add functionality as they improve. An end user
won’t be worried about these standards, but someone who is doing the
implementation for an operating system such as VMS or Linux will. What end users
will need to know is what standards-based e-mail clients they can use from their
various client platforms and what e-mail servers they can set up to store/ retrieve their
mail from OpenVMS and Linux servers on their network.

Internet client e-mail applications all do basically the same things, but some have
more features then others. What features should you look for in a client e-mail
system? Character cell or graphic e-mail applications should be the first consideration.
Programs such as PINE are character-cell based, but can send attachments, binaries,
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and run on both OpenVMS and Linux as clients. Other programs, such as Mozilla
(now Open Source from its Netscape roots), also run on both OpenVMS and Linux,
but require an X Windows graphic display to work. Graphical displays give you a
What You See Is What You Get (WYSIWYG) e-mail window, where the character cell
clients allow you to telnet in from anywhere in your network and read your mail—at
least the text portions of it!

Today’s important standards to check for when you configure your e-mail server
include the following;

® POP3—Post Office Protocol V3: If your mail server supports this protocol, your
remote mail clients can be configured to download all your mail/ messages
from the server to your client system. POP3 deletes the mail from the message/

e-mail server once the messages have been downloaded to the client.

o IMAP —Internet Message Access Protocol: IMAP stores messages on the e-mail
server for use by users from many different locations from many different
clients! You can use other users’ systems as e-mail clients and never move or
delete read or unread messages from the e-mail / message server! This means
you can read your mail from anyone’s system you have access to, and when
you log off, the messages will be secured and remain stored on the server

system.

When do you use each protocol? Some users like their servers just to pass messages to
them and erase them from the server—for them POP3 is the answer. Other users like
to use everyone else’s e-mail client applications and prefer to store their messages on
their e-mail server for archiving and later retrieval and review—IMAP is best for
them. The only real warning I can offer you for using these e-mail protocols is that for
each e-mail user account you create, use only POP3 or IMAP as your message /e-mail
access method for each mail account you have on a server. Your client could become a
little confused (especially if you don’t create multiple e-mail profiles on the client) if
you use both POP3 and IMAP to access a single account! (Multiple inboxes aren’t the
best way to begin a new morning of e-mail excellence.)

The good news is that both OpenVMS and Linux are able to let e-mail clients have
POP3 or IMAP access to their messages in the standard user accounts. All you have to
do is activate e-mail services on the systems, and the user accounts are integrated into
e-mail. Remote e-mail clients can then be used to access these standard user accounts
via POP3 or IMAP to access e-mail on both OpenVMS and Linux.
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E-mail Server Configuration for OpenVMS

Let’s set OpenVMS up as an Internet e-mail server (see Figures 6-1 through 6-36).
We'll assume that TCP/IP is already set, as descussed in Chapter 3.

Welcome to VMSOHE.COM EULA is in force

Username :
Ugername: system
Password:

AEXRARAE R A AR AR IR RN AR R R AR R X AR R AN RN AN AN RN RA N RN RN AR RN AR AR R R AR AR AR A Rk &
VMSOHE EULA
Page 42
Begin Line 1764

x x
x *
X X
* "Open” is always silent in the word OpenvMs. x
x pon’t worry about abusing the system. You can’t! x
x Illegal operations will be reported. *
* Immoral actions will be posted to the appropriate website. x
* all other processes will be recorded, qraded and returned. x
X X
X X
X X

Hote: This iz a VMS run system. Do not taunt the Happy Fun Ball:

HRRRAARRARRNRARARRRARRRARRARRR AR AR ARARRRARRAR AR AR RARARRRAR AR AR A AR RAR AR AR R

Last interactive login on Sunday, 29-SEP-2002 14:33:16.22
Last nop-interactive login on Sunday, 29-SEP=-2002 14:33:43.21

|
Figure 6-1 Login as SYSTEM.

REKREARNRRREARRARRR AR K AR RRARN AR R AR R K AR R AR R AR R AR AR AR R AR AR R RN AN R AR RNR KRR AR &
VMSONE EULA

Page 42
Begin Line 1764

*
E X
E X
E X
x "open" is always silent in the word OpenpvMs. x
3 Don't worry about abusing the system. You can'tl *
* Illegal operations will be reported. X
* Immoral actions will be posted to the appropriate website. ®
3 All other processes will be recorded, graded and returned. *
E 3 X
* Note: This is a VMS run system. Do not taunt the Happy Fun Balll x
HEMRRRRERA RN RARRRR AN KRR AR RRARRAN KRR AR RARR AR ARR AR AR ARRAARR AR RARRAARRARRARRRAR AR

Last interactive login on Sunday, 29-SEP-2002 14:34:01.96
Last non-interactive login on Supday, 29-~SEP-2002 14:37:49.45
1 failure gince last successful login

L 4 A i i

§ @sysSmanager :tcpipSconfigl]
—_—

Figure 6-2 Run the TCP/IP Setup menu in SYSSMANAGER.
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configuration options:

Enter confiquration option: 2fj

Compag TCP/IP Services for OpenvMS Configuration Menu

1 = Core environment

2 - plient componente

1 - Server components

4 - Optional components

5 - Shutdown Compag TCP/IP Services for OpenvMs
& - Startup Compag TCP/IP Services for OpenvMs
7 = Run tests

A - Configure options 1 - 4

[El - Exit configuration procedure

Figure 6-3 Choose menu option 2 for TCP/IP client changes.

Configuration options:

Enter configuration option: 5fj

compag TCP/IP Serviees for OpenvMS Client

1 - FTP Enabled
2 - NFS Client Digsabled
3 - REXEC and RSH Disabled
4 - RLDGIN Enabled
5 — SMTP Disabled
6 — TELNET Enabled
7 - DHCP Digsabledq
g - Telnetsym Disabled
A - Configure options 1 - 8
[E] - Exit menu

Components Configuration Menu

Started
Stopped
Stopped
Started
Stopped
Started
Stoppead
Stopped

Figure 6-4 From the submenu choose option 5 to activate TCP/IP SMTP mail services.
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SMTP Confiduration

service is defined in the SYSUAF.

service is defined in the TCPIPSSERVICE database.
Configuration is defined in the TCPIPSCONFIGURATION database.
Service is not enabled.

service is stopped.

SMTP configuration optiona:
1 - Erable service on this node
2 - Enable & Start service on this node
[E] - Exit SMTP configuration

Enter configuration option: 2
Creating template SYSSSPECIFIC:[EPIPssnTP]SHTP_COHFIG.TEI‘[PLATE
S*TCPIP~I-INFO, image SYS$SYSTEM:TCPIPSSMTP_RECEIVER.EXE installed
%TCPIP-I-INFO, logical names created
STCPIP-I-INFO, gervice queues started
STCPIP-I-INFO, gervice epabled
®TCPIP-S~STARTDONE, TCPIPSSMTP startup completed
Press Return to continue ...JJ

Figure 6-5 Menu choice 2 activates SMTP for this OpenVMS system.

Compaq TCP/IP Services for OpenvMs Client Components Configuration Hebu

Configuration options:

1 - FTP Enabled started
2 - NFS Client Disabled Stopped
3 = REXEC and RSH Disabled Stopped
4 - RLOGIM Enabled sStarted
5 i

B NE nabled
7 = DHCP Disabled Stopped
8 - Telnetsym Disabled Stopped
A - Coifigure options 1 - 2

3

[E] Exit menu

Enter configuration option: eff

Figure 6-6 Exit and return to the main TCP/IP menu.
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Compag TCP/IP Services for OpenvMs Configuration Menu

configuration options:

1 « Core environment

2 - Client components

3 - Server components

4 - o0Optional components

5 - shutdown Compag TCP/IP services for OpenVHS
6 - Startup Compag TCP/IP Services for OpenvMs
7 = Run tests

A - Configure options 1 - 4

[E] - Exit configuration procedure

Enter configuration option: 2}

“igure 6-7 Choose the Server Components menu option.

Compaq TCP/IP services for OpenVMS Server Components Configuration Menu

Configuration options:

1 — BIND Digabled stopped 12 — HTP Disabled stopped
2 - BOOTP Disabled stopped 13 - PC-NFS Disabled stopped
3 -~ DHCP Disabled Stopped 14 - pOP Disabled stopped
4 — FINGER Disabled stopped 15 - DPORTMAPPER Disabled Stopped
§ = F1'Pp Enabled started J6 = RLOGIH Enabled started
6 — LUAP isabled & t7 = RMT Disabled Stopped
7 - LBROKER Disabled Stopped 18 — SHMP Disabled stopped
& - LPR/LPD bisabled Stopped 19 = TELMET Enabled started
9 = METRIC Disabled Sstopped 20 - TFTP Disabled Stopped
10 - NFS Disabled Stopped 21 - XDM Disabled Stopped

11 - LOCKD/STATD Disabled Stopped

A - Configure obtions 1 - 21
[E] - Exit menu

Enter configuration option: s

“igure 6-8 Choose IMAP protocol to configure.
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service
service
service
service

IMAP configuration

defined in the SYSUAF.

defined in the TCPIPSSERVICE database.
not enabled.

stopped.

IMAP configuration options:

1 - Enable service on all nodes
2 - Enable service on this node

3 - Enable & start service on thig node

[E) - Exit IMAP configuration

Enter configuration option: 3]}

Figure 6-9 Select 3 to activate and start IMAP services for this OpenVMS system.

service
service
service
Service

ig
is
is
is

IMAP configuration

defined in the SYSUAF.

defined in the TCFIPSSERVICE database.
not enabled.

stopped.

IMAP confiduration options:

Enter configuration option: 3

s TCPIP-I~-INFD, imade SYS$SYSTEM:TCPIPSIMAP.SERVER.EXE 1nstalled
%TCPIF-1I-INFD, service enabled

%TCPIP-S-STARTDONE, TCPIPSIMAP cstartup completed

Press Return to continue ...JJ

i - Enable service on all nodes
2 - Enable service on this node

3 - Enable & Start service on this node

[E] = Exit IMAP configuration

Figure 6-10 Exit and return to the TCP/IP main menu.
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Compaq, TCBE/IP services :Tor 0pehVMs Server Compongnts Configuration Menu

Configuration options:

|
i - BIND Disabled Stopped 12 - NTP Disabled Stopped
2 - BOOTP Disabled stopped 13 - PC-NFs Disabled Stopped
2 — DHCP Disabled Stopped 14 — PODP Disabled stopped
4 = FINGER Disabled stopped 15 — PORTMAPPER Disabled Stopped
5 — FTP? Enabled started 16 = RLOGEIN Enabled Started
Enabled Started 17 - RMT Disabled Stopped

BHOKE Disabled Stopped 18 — SHMP Digabled stopped [
8 = LPR/LP Disabled Stopped 19 - TELNET Enabled sStarted
9 — METRIC Disabled stopped 20 - TFTP Disabled Stopped
10 — NFS Disabled stopped 21 - XDM Disabled sStopped

X I

11 - LOCKD/STATD Disabled stopped '
4

b

A - Configure options § - 21 |
[E] = Exit menu |

Enter configuration option: [J

Figure 6-11 Note that the IMAP service is now enabled and started on this system.

i

Compaqg TCP/IP Services for OpenVMS server Components Confiduration Menu

Configuration options:
1 — BIND Disabled stopped 12 - HTP Disabled stopped
2 - BOOTP Disabled Stopped i3 — PC-NFS Disabled Stopped
3 ~ DHCP Disabled Stopped 14 - POp Blsabled S0 L
4 — FIHNGER Disabled stopped PORTHMAFPPER Disabled Stopped
§ — FTP Enabled sStarted 16 — RLOGIH Enabled started
& = IMAP Enahled started 17 — RMT Disabled Stopped
7 - LBROKER Disabled Stopped 18 - SNMP Disabled Stopped
& — LPR/LPD Disabled Stopped 19 — TELHET Enabled started
9 - METRIC Digabled stopped 20 — TFTR Disabled stopped
10 = HFS Disabled Stopped 21 -~ XhM Disabled Stopped
11 - LOCKD/STATD Disabled stopped
A - Configure options 1 - 21
[E]l - Exit menu

Enter configuration option: 14

Fiqure 6-12 Now choose the POP protocol.
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POP Configuration

Service is defined in the SYSUAF.

service is defined in the TCPIPSSERVICE database.
service is not enabled.

Service is stopped.

POP configuration options:

1 - Enable service on all nodes
2 - Enable service on this node

3 - Enable & Sstart service on this node
[E] - Exit pOP configuration

Enter configuration option: 2

Figure 6-13 Choose to enable and start POP3 protocols on this OpenVMS system.

POP Configuraticon

Service is defined in the SYSUAF.

Service is defined in the TCPIPSSERVICE database.
gervice i not enabled.

Service is stopped.

POP configuration options:

1 — Enable service on all nodes
2 = Enable service on this node

3 - Enable. & Start gservice on this node
[E} - Exit POP configquration

Enter configuration option: 3

STCPIP-I-INFQO, image SYSSSYSTEM:TCP1PSPOF_SERVER.EXE installed
%TCPIP-I-INFO, service enabled

“TCPIP-S-STARTDONE, TCPIPSPOP startup completed

Pregs Return to continue ...

Figure 6-14 Return 1o the OpenVMS TCP/IP Service Configuration menu.
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Configuration ontions:

1 - BIHD Disabled
2 = BOOTP Disabled
3 - DHCP Disabled
4 - FINGER Disabled
5 - FTP Enabled

6 - IMAP Enabled

7 - LBROKER Digabled
8¢ - LPR/LPD Diszabled
4 ~ METRIC Disabled
10 = NFS Disabled
11 - LOCKD/STATD Disabled
A - Configure options 1
[E] - Exit menu

Enter configuration obtion: [

stopped
stopped
stopped
Stopped
started
started
stopped
Stopped
stopped
stobped
Stopped

- 21

12
13

16
17
18
19
20

HTP
PC-HFS

70 .
RLOGIH
RMT
SHMP
TELNET
TFTP
X0M

Compaq TCP/IP Services for OpenvMS sServer Components Configuration Menu

Disabled
Disahled

Enabled
Disabled
Disabled
Enabled
Digahled
Disabhled

stopped
stopped
Started
Stopped
Started
stopped
stopped
started
stopped |
stopped {

Figure 6-15 Venty that the POP3 protocol is enabled and running on this system.

stopped
stobped
Stopped
stopped
started
started
stopped
stopped
stopped
stopped
stopped

- 21

configuration options:
1 = BIND Disabled
2 - BOOTP Disabled
3 - DHCP Disabled
4 - FIHGER Disahled
§ ~ FTP Enabl ed
& — IMAP Enabled
7 - LBROKER bisabled
8 - LPR/LPOD Disabled
¢ - METRIC Disabled
10 - NWFS Disabled
11 - LOCKD/STATD Disabled
A - Configure options 1
[E) - Exit menu
Enter configuration option: ef]

KTP
PC-HFS

TELRET
TFTP
X0M

Compaq TCP/IP Services for Openvis Server Components Configuration Menu

Disabled
Digabled

i

Enabled
Disabled
Disabled
Enabtedd
Disabled
Disabled

stopped
stopped
Started
Qpped
started
stobped
stopped
started
stopped
stobped

Fiaure 6-16 Exit and return to the main TCP/IP Confiauration menu.
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ol B

Lo

A
[E]

Enter configuration

Compad TCP/1P

Conf iguration

Services for OpenVMS Configuration MHenu

options:

Core environment
client components
server components
Optional components

shutdown Compaq TCR/IP Serviees for OpenvMs
Startup Compaqg TCcP/IrP services for OpenVMS
Run tests

Configure options 1 - 4
Exit configuration procedure

option: eff

Figure 6-17 Exit the TCP/IP Configuration menu and return to a $ DCL prompt.

Lertal B o

w

A
(E]
Enter configuration

$
§ tcpip

Compagq TCP/IP

configuration

Services for OpenVMs Configuration Menu
opt.ions:

core environment
Client components
server components
optional components

shutdown Compaq TCR/IP gservices for OpenVMs
Startup Compag TCP/IP services [or OpenvMs
Run tests

Conf igure optious 1 - 4
Exit configuration procedure

option: e

TCPIP> show config smtpf]

Figure 6-18 Invoke the TCP/IP manager utility and show the SMTP configuration.
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sMTe Configuration

Initial interval:
Retry interval:
Maximum interval:

Timeout
Send -
Receive:

Al ternate gateway:
General ygateway:

substitute domain:
Zone !

Postmaster:
Log file:

Generic gueue

TCRPIP>

TCPIPSSMTP_VMSONE_0D

0 00:30:00.00
0 01:00:00.00
3 00:00:00.00

Initial Hail
5 5
5

not defined
not defined

HIDDEN, vmsone.com
not defined

WISHIEWSKI

Address_max:
Hop_count_max:

Receipt
i

16
16

Data

Options

[ETGHT_BIT |
RELAY
TOP_HEADERS

Terminate

io

SYSSSPECIFIC: | TCPIPSSMTP) TCPIPSSMTP_LOGFILE. L0OG

Queuves

1 VHMSOHE

prarticipating nodes

Figure 6-19 Note that SMTP options are set to eight-bit (to allow 8-bit ASCI}, relay to allow POP
and IMAP clients to send mail through the OpenVMS server, and top headers to display e-mail
headers at the top of the mail messages.

SMTP Configuration

Initial interval:
Retry interval:
Maximum interval:

Timeout
Send:
Receive:

Alternate gateway:
General gateway:

jsubstitute domain:
Zone:

Postmaster:
Log file:

Generic queue

TCPIP5SHTP_VMSONE_00

TCPIP>

0 00:30:00.00
0 01:00:00.00
3 00:00:00.00

Initial Mail
5 5
&

not defined
not def ined

HINDE, vm
not derined

WISHIEWSKI

Addregs_max:
Hop_count _max:

Receipt
5

Data
3

Options
EIGHT.BIT
RELAY
TOP_HEADERS

Termipate

10

SYS3SPECIFIC: [ TCPIPSSHTP I TCPIPSSMTP_LOGFILE- LOG

Quetes

1 VHMSOHE

Participating nodes

L

I-Ligure 6-20 Note that the substitute domain is set to hidden, and all e-mail traffic that passes

throuah this server will receive a return e-mail address of VMSONE.com.
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SMTP Configuration

Altermate gateway:
General gateway:

Substitute domain:
Zone:

not def ined
not defined

HIDGEN, vmsone.com
not defined

aptions
Initial interval: 0 00:30:00.00 Address_max: 16 EIGHT-.BIT
Retry interval: 0 01:00:00.00 fiop—count_max: 16 RELAY
|Maximum interval: 3 00:00:00.00 TOP_HEADRERS
Timeout Initial Mail Receipl pata Terminate
sent: 5 5 5 3 10
Receive: 5

Log fl!e: SYSESPECIFIC:[TCPIPSSHTP]TCPIPSSHTP.LOGFILE.LDG

lceneric queue Queues Participating nodes

TCPIPS SMTP_VHMSOHE_00 1
TCPIP>

Figure 6-21 Postmaster is set to the local OpenVMS account wisniewski, but it could be setto an
internet e-mail address just as easily (e.g., wisniewski@ VMSONE .com). The postmaster info for

VMSOHE

this system could even be sent to a remote system with this field.

SMTP Configuration

Maximum interval:

Alternate gateway:
General gateway:

Substitute domain:
Zone:

Hostmaster:

Generic gueue

TCPIPSSMTP.VHSONE_00Q 1

3 00:00:00.00

not defined
not defined

HIDDEK, vmsone.com
not def ined

EWSH

JTGIT

Queues

VYMSONE

Participating nodes

Options
Initial interval: 0 00:30:00.00 Address_max: 16 . EIGHT_BIT
Retry interval: 0 01:00:00.00 Hop_count_max: 1& RELAY

TOP_HEABERS

Timeout Initial Mail Receipt Data Terminate
Send: 5 5 5 3 10
Receive: 5

IC: [ TCPIP§SMTP 1 TCPIPS $MTP_LOGFILE . LOG

TCPIP> help set config smtpll

Figure 6-22 You can obtain the syntax for setting the SMTP configuration {or any TCP/P feature) by
typing help.
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TCPIP> help set config smtp/k
S5ET
CONFIGURATIOHN
SMTP
Sorry, no documentation on SET CONFIG SMTP /K
Additional information available:
Restrictions Qualifiers
/ADDRESS_RETRIES /GATEWAY /HOP_COUHT-MAX TMUM /INTERVAL /LOG
/OPTIONS /QUEUES /RECEIVE_TIMEQOUT /SEND_TIMEOUT
/SURSTITUTE_DOMAIN /20NE
Examples
Topie?
TCPIE>
TCPIP>
TCPIP>
TCPIP>
TCrIP> ]

Figure 6-23 Notice the commands use the "/ argument gualifier in classic OpenVMS style.

SMTP Configuration

General gateway:

Alternate gateway:

Subgtitute domain:

not defined
not defined

HIDDEH, vmsone.com

Options
Initial interval: 0 00:30:00.00 Address_max: 16 EIGHT_BIT
Retry interval: 0D 01:00:00.00 Hop_count_max: 16
Maximum interval: 3 00:00:00.00 TOP_HEADERS
Timeout Initial Mail Receipt Data Terminate
Send: S 5 5 .3 10
Receive: |3

Zone: not defined

Postmaster: WISNIEWSKI

Log file: SYSSSPECIFIC: [TCPIPSSMTPTCPIPSSIITP.LOGFILE.LOG
GeNlleric gueue Queues Participat.ing nodes
TCRIPGSMTP_VMSONE_00 1 YHSONE

TCPIP> ]

Figure 6-24 When the SMTP option RELAY is set (as opposed to NORELAY), OpenVMS SMTP
needs to have its ANT!-SPAM features turned on. SPAM or junk e-mail can be sent though your
system to many other systems/users without configuring SPAM filters for your OpenVMS server.
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Timeout
Send:
Receive:

Alternate gateway:
Ceneral gateway:

Initial Receipt Data
5 5 5 3
5

not defined
not defined

Terminate
1o

substitute domain: HIDDEN, vmsone.com

2one: not defined

Postmaster: WISHIEWSKI

Log file: SYSSSPECIFIC: [TCPIPSSMTEITCPIPSSMTP_LOGFILE. LOG

Generic gueue Queves Participating nodes
TCPIPSSMTP_VMSONE_GQ 1

TCPIP> exit

VMSOHNE

o KT T T T

5t A Snvsroot

Figure 6-25 To edivactivate OpenVMS's ANTI-SPAM features you must first set your directory to
the SMTP handling directory.

$ set def sys$asysroot:[tcpipSamtpl
$ dir

Directory SYS$SYSROODT:[TCPIPSSMIP)

LOGIN.COM; 1 MAILS2F21FSHEQQQG500AL . MAT L

|MAILS 4A6 FBASDOOOS500AL . MAL; ] MATLS4A7A5192000500A1 _MAT; L
MAIL.MAL; 1 0K .COM;2 SHMTP_CONFIG; 6 SMTP.CONFIG:S
SMTP.CONFIG; 4 SHTP _CONFIG;3 SMTP .CONFIG; 2 SMTP.CONFIG; !
SMTP-CONFIG.TEMPLATE; 4 TCPIPSSMTP_LOGFILE.LOG; 12
TCPIPSSMTP_LOGFILE.LOG; 11 TCPIPSSMTP_LOGFILE.LOG; 10
TCPIPSSMTP_RECY_RUH.LOG;26G73 TCPIPSSMTP_RECV_RUN.LOG; 2072
TCPIPSSMTP_RECV..RUN.LOG; 2071 TCPIPS SMTP._RECV.RUN.LOG; 2070
TCPIPSSMTP_RECV_RUN.LOG; 2069 TCPIPSSMTP_RECV_RUN.LOG;206%
TCPIPSSMTP-RECV_RUN.LOG; 2067

Total of 23 files.
8

Figure 6-26 Here is where the SMTP e-mail fites are received and processed. Notice the receive
log tiles. These arg where all SMTP e-mails come for relay or tocal handling.
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Directory SYSSSYSROOT:([TCPIPSSHTE]

LOGIN.COM; 1 MAILS2F21FSBEOOOS00A1 . MAL ;1
MAILS4AE6FBASDOOOS00AY .MAT; 1 MATLS4ATAS 9200050041 . MAT; L
MAIL.MAL; 1 OK.COM; 2 SMTP.CONFIG; 6
SMTP_CONFIG.TEMPLATE; 4 TCPIP5SMTP.LOGFILE.LOG; 12

TCPIPSSMTP_RECV_RUN.LOG; 2075

Total of 10 files.

O 3 04 0 A

;:.u!gguu“

Figure 6-27 First copy the configuration template to SMTP.CONFIG and begin to create the ANTI-
SPAM rules file.

TENI'LATE smtp. configl]

§
$
§
$
§
§ dir

Directory SYSSSYSROOT:[TCPIPSSMTP]

LOGIN.COM;1 MAILS2F21FSBEOOO500A1 . MAL;]
MAILS4A6FBABDOOOS00AT . MAL;] MAILS4A7AS192000500A1L.MAL; 1
MAIL _MAI; & OK .COM; 2 SMTP.CONFIG; 6

|SMTP_CONF IG. TEMPLATE; 4 TCPIPSSMTP_LOGFILE .LOG ;12

TCPIPS$SMTP_RECY_RUN.LOG; 2075

Total of 10 files.

cOpY SMTP_CONFIG.TEMPLATE smtp.config
it st cond i

§
§
5
§
]
]
§
§

Figure 6-28 Edit the ANTI-SPAM configuration file with a standard OpenVMS editor.
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PIP-version: v5.1

This ie a template for the SMTP.CONFIG file. The SMTP.CONFIG file holds SMTP
configyrable fields. The real SMTP.CONFIG file must reside in the
TCPIP5SMIP._COMMON directory (SYSSSPECIFIC:[TCPIPSSMTP] if vou don't define the
TCPIPSSMTP_COMMON logical yourself). At this time the only configurable fields
supported in SMTP_.CONFIG are those affecting the behavior of the anti-SPAM
features. However in future versions of TCPIP new fields in this file will
replace all configuration information currently stored in TCPIPSCONFIGURATION
from the SET/SHOW CONFIGURATION SMTP command along with the SMTP configuration
logicals.

Hotes:
- Do not medify thie rile. It exists for documentation purposes and will be
updated periodically in the TCPIP kit.
- The field names for each supported field are listed below. Each one is
preceded by three exclamation points. If you want to create an initial
SMTP.CONFIG without the commonts from this file
do a

5 SEARCH/OUT=TCPIPSSMTP_COMMON : SMTP.CONFIG -
5~ TCPIPSSITP.COMMON : SMTP-CONFIG. TEMI'LATE

Figure 6-29 The standard template has information, advice and sample configuration commands,
but none is active until you edit the configuration commands and remove the three ! marks before
the configuration directives.

1 sys§sysioot:[tepipSsmtplamtp. config
! anti-spam rulesfj
1 -~ —— e e e e e e T e e B e Y e BT e
{TCPIP-Version: V5.1
Good-Clients:  65.64.220.210, £5.64.220.209, 65.64.220.212, 65.64.220.211, 65.¢
1
1t1Bad~Clients: 1.2.3.5, 11.1.0.0/8
Relay-Zones: vwgone.com,
digital .com,
compadg . com,
hp.com,
montagar.com,
swbell .net,
ebay.com,
arrl.org,
dfwuug.ory,
dellepro.com,
ticnet.com
{1 IRBLS: rbl.maps.vix.com, dul.maps.vix.com, relays.orbs.org, mr-out.imras.org
!
t ! IRelay-Based~0On-Mx: TRUE

Figure 6-30 Here is my current working file for VMSONE.com restricting and allowing various e-
mail systems to use or not use my machine {as an e-mail relay point).
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Figure 6-31 This is the rest of my smip.config ANTI-SPAM file; you'll want t¢ modity this file to suit
your own e-mail network or be at risk of being used as a relay launching peint or a target for e-mail
spam.

1

11 1Reject-Mail-From: ».xyz.com, known.spammer@x, xthe_internetx
!

tiiAecept-Nail-From: x@notabadguy.xyz.com, |he-internet_news@zomehwere.com
1

11 I1SPAM-Action: DPCDM, ACCDUNTING

SPAM=-Action: OPCOM, ACCOUNTING

!

1{1Security: secure

Security: secure

!

111

Unbacktranslatable-IP-Text: Your IP address is unbacktranslatable. SPAMMER!
1]

Bad-Clients-Text: You dirty SraMmer.

IiiClient-In-RBL-Text : -I. Spotted you in an RBL. SPAMBREATH!
111Reject-Mail-From-Text : Haven't vou SPaMmed me before?

t1iunqualif ied-Sender-Text : MAIL FROM who? You've got to be kidding.
ti1lunresolvable-Domain-Text.: MAIL FROM where? Yeah right.

R Y]
SPAM-Relay-Text: Trying to launch your SPAM from my site will get you nowhere.
fEoB]

d i otton of buffe

[LELELELRELELELEL ELET BT ETL ET ET B0

$ Bet def sysSmanager:
$ dir systartup_vms.com

Directory SYSSCOMMON:{SYSHMGR]

SYSTARTUP_VMS .COM; 16

Total of 1 file.
5 edit systartup_vms.com J

Ii'igure 6-32 The Jast part of the e-mail configuration must be put in the OpenVMS system startup
file, because it needs to be performed before SMTP staris up.
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$set noon
§1 |
SHOYNT/CLUSTER VMSONESDKB1060: datadkbloo
$MOUNT/CLUSTER VMSONESDKB200: datadkb200

$! This is the template for the gite-specific startup command procedure.

$! As of OpenVMS V7.2, this template is common for OpenvMS Alpha and vAX.

$1
] SYSSHMAMNAGER : SYSTARTUP_VMS .COM
$1 Any changes to the template will be made to both systems.
|
1

AN N R N R R A R R N RN N N N NN N N R AN N R NN N S R

. . . Ces i

$1 HOTE: on OpenvH§ vAX systems, this file replaces the site-specifice i
|

|

$! startup procedure, SYSSMANAGER:SYSTARTUP_VS.COM. oOnly the name
Sl has been changed, the functionality is the same.
$1 see the documentation for further details.

1
SRR R RN R R R R R R RN R N RN RN N N RN NS SN E N RN R RN SRR NY
Sl

F{gure 6-33 As you edit the systemn startup file it's necessary to tind the right location to insert these
configuration changes.

set Logicals for correct MIME type handling before
starting TCP/IP

ﬂDEFINErSYSTEH/'
{DEF INE/SYSTEN/EXEC TCPIPSPOP_IGHORE_IMAILL]_HEADERS 1
BSYSSSTARTUP : TCI'IPSSTARTUP . COM

Remove the comment delimiter ($!) from the following line to start
$1 Kerberos V1.0 for openvMs
st
$15 IF FSSFARCH("SYSSSTARTUP :KRBSSTARTUP.COM").nés."" THEH @SYS$SSTARTUP:KRBSSTA#

§$1 Edit and Remove the comment delimiter (S!) from the following lines

$! to start wWollongong PathWay.

$15 FILE = F$SFEARCH("SYSSDISK: [NETWORKS . PATHWAY .IIETDIST.4ISC] STARTINET.COM" )
$1S IF FILE .HES. ""

B'FILE"

Figure 6-34 The logicals that need to be defined are SYSTEM/EXECUTIVE leve! loggicals. These
logicals are then able to be read by all OpenVMS processes systemwide (similar to the global
$PATH variable in Linux). When defined, these logicals tell the SMTP batch process how to cor-
rrectly handle MIME extensions, e-mall headers, and attachements. Note that these logicals muste
he defined before TCP/IP is started!
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S
s
5
S
S
§
§
5
5
§
S
5
S
S
5
5
s

dir sysSstartup:topipSzmtps.a
Directory S5YS§COMMON: [S5YSMGR]
TCPIPSSMTP_SHUTDOWN . COM; 1 TCPIPSSMTP_STARTUP .COM; 1

Total of 2 files.

Figure 6-35 Now that we've configured the OpenVMS server for Internet e-mail and set our ANTI-
SPAM defenses, we need to stop and restart tthe SMTP processes. The commonad files for both
are to be fround in SYSSSTARTUP: directory.

5
5
§
S

dir sysSstartup:tcpipSsmtpa.s

Directory SYSSCOMMON:{SYSMGRI
TCPTPSSMTP.SHUTDOWN ., COH; 1 TCPIPSSMTP..STARTUP . COM; 1

Total of 2 files.

§ Byyssstartup:tepip§smtp_shutdown

%TCPIP-I-IHFOQ, service disabled

%TCPIP-I-INFO, logical names deleted

NTCPIP-I-INFG, image SYSSSYSTEM:TCPIPSSMTP_RECEIVER.EXE deinstalled
%TCPIP-I-THFO, service gueues stopped

% TCPIP-5-SHUTDOHE, TCPIPSSMTP shutdown completed

§
S @tepipSsmtp_startup

Y TCPIP-I-INFO, image SYS$SYSTEN:TCPIPSSMTP-RECEIVER.EXE installed
STCPIP-I-INFO, logical names created

«TCPIP-I-INFO, service quenes started

WTCRIP-I-THFO, service enabled

\TﬁPIP-S—STARTDONE. TCPIPSSUTP stariup completed

§

Figure 6-36 Stopping and restarting the e-mail server processes are very easy and do not require
that you shut down all TCP/IP functions to accomplish this.
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Congratulations! You've just set up an OpenVMS e-mail server with ANTI-SPAM filters!

Setting up E-mail Clients for Our E-mail Server

Both OpenVMS and Linux run Mozilla, now Open Source from its old Netscape roots.
This means that for the price of a download, you can have not only a world-class Web

browser but a full graphics and network-based e-mail client for your OpenVMS or
Linux workstation.

Linux Mozilla Installation

Usually, when you first install RedHat 7.3, Mozilla just gets installed automatically.
But what happens when you want to install an update or haven’t had Mozilla
installed as part of the base installation?

Install Mozilla by first downloading the Moxzilla kit from www.mozilla.org (see
Figures 6-37 through 6-49).

root@lnxone:~/kits_linux

File Edit Seftings Help

[root@lnxone root]#
[root@lnxone root]4
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root ]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
[root@lnxone root]#
root@lnxone ruot]#

root@lnxone root |#
[root@lnxone root]#
[root@lnxone root]# cd kits_linux
[root@lnxone kits_linux]# ls
apache_1.3.26.tar gz . tar wmozilla-i686-pc-linusc-gru-1.0.1-sea tar gz tar
[root@lnxone kits_linux]4
[root@lnxone kits_linux]4 gzip -dc mozilla-i686-pc-linux-gnu-1,0,1-sea.tar.gz.ta
r | tar -xvf-

Figure 6-37 Using the root account (is there another?) save the Mozilla kit for Linux in a
subdirectory, so you can expand it without filling your default directory with various files.
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ol@Inxone -1

File Edit Sefings

[root@lnxone kits_tinux]¥ 1s

apache_1.3.2b.tar gz.tar wozilla-i686-po-lirubegnu-1.0.1-sea.tar g7 tar

[root@lnxone Kits_linuws]#

[r‘cl)oz@lnxoni kits_linux]# gzip -dc mozilla-i68b-pc-ijinuk-gnu-1.0.1-sea.tar.gz.ta

r ar =xyf-

./nozilla-installer/

./nozilla-installer/mozilla-instalier

./mozilla-installer/mozilla-installer-bin -I:

./mozilla-installer/installer,ini E,
5

Help

.fmozilla-installer/README
Jfmozilla-instalier/config. ini
Jfmozilia-instalier/MPL-1.1.txt
fmozilla-installer/xpif
Jfmozilla-installer/xpi/xpcon.xpi
./mozilla-installer/xpi/brouvser xgi
./mozilla-instal ler/xpifpsm.xpi
Jfmozillae-installer/wpifmail xpi
./nozilla-instalier/wpifchatzilla.xpi
J/mozilia-installer/xoi/talkback pi
J/mozilla-installer/xpi/def lenus . pi
Jfmozilla-installer/fxpiflangenus <pi
Jfmozilla-installer/xpi/regus xpi
i/mozilla—installer/xpi/venkman_xﬁi

—

=

T
L

hd

Figure 6-38 Expand the Mozilla file with the command show. The command will unzip and detar the
tile into subdirectories.

root@lnxor_aswnms_!inuﬂmoilla—installer

File Edit Seumngs elp

1./mozilla-installer/config.ini ;!
| J/mozilla-installer/MPL-1.1.txt |
Jfrozilla-installer/upl/f
Smozilla-installer/wpifspcom.xpi
Jmozilla-instal ler/xpi/brovser, xpi ‘
Jmozilla-installer/xpi/pem.xpi -
/mozille-installer/xpi/nail . xpi |
/mozilla-installer/vpifchatzilia xpi

./mozilla-instal ler/xei/telkback xpi o
./roz illa-installer/xpi/def lerus.xpi |
Jfuozilla-installer/xpi/langenus . xpi '*

Jmozilla-installer/wpifregus .ol ”
Jmozille-installer/wpi/venkman.xpai I
./mozilla-installer/spi/inspector . xpi il
[root@lnxone kits_linux]# ls 3

N

apache_1.3.26,tar g7 tar mozilla-installer T

"' mozilla-ip86-po-1imsc-gru-1,0,1-sea tar g7 tar b
|| froot@lrxone kits_liresd]# cd mozilla-installer il
[root@lnxone mozilla-installer]d il |

| [root@lrone mozilla-installer |4

{root@lnxone mozilla-installer]é ls

config.ini mozilla-instal ler MPL-1.1.txt »pi
installer,ini wsozilla-installer-hin REARDME
[root@lnxone moziila-installer]d il

Figure 6-39 Change Directory to the Mozilla kit directory.

4]
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pot@inxone. ~/kits_hnux'm o 2ilka-1nst

File £t Seftings  Help

J/mozilla-installer/config. ini
JJmozilla-installer/MPL-1,1,txt
J/mozilla-installer/wpi/f
Jfmozilla-installer/=pi/wpcon. xpi

| ./mozilla-installer/xpi/brouser,xpi
Jfmozilla-installer/xpi/psm, ol
Jmozilla-installer/spifmail, xpi
./mozilla-installer/xpifchatzilla, xpi
./mozilla-installer/xpi/ftalkback ,<pi

J/mozilla-installerfspifdeflenus , xwpi
/mozilla-installer/xpi/langenus,xpi
JJwozilla-installer/xpi/regus.xpl |
J/wozilla-installer/xpi/venkman,<pi
JJwozilla-installer/wpi/inspector,«pi

[root@lnxone kits_linux]# ls
apache 1,3.26.tar.gz . tar mozilla-installer
| moz j lla-ibBo—pe-limec-gnu-1,0,1-sea tar gz tar
I [root@lnxone kits_linux]# cd mozills-installer

[root@lmxone mczilla—installer‘]#
[root@lrxone mozilla-installer |#
[root@lrxone mozilla-installer]d ls
config.ini mzilla-irstal lese MPL-1.1,1xt  spi
installer.ini mozilla-installe--fin BEADME
[root@lnxone mozilla-installer]d ./ mozilla-installerfl

=igure 6-40 Run the /mozilla-installer script.

ziila Installer

Mozilla is subject to the terms detailed n the license
/ agreement accompanying it.

This Read Me file contains information about system
requirements and instaliation instructions for the Windaws,
Mac OS, and Linux builds of Mozilla.

For more info on Mozilla, see www.mozilta.org. To submit bugs
or other feedback, see the Navigator QA menu and check out 1

Bugziila at http://bugzilla.mozilia.org for links to known |
hiins._ig-witing guidelioes gnd more Yo £an Alsn_met halr i

Cancei ] . Next > I

Figure 6-41 A new window will pop open and begin your installation dialog for Mozilla.
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version-1.1

1. Definitions.

1.0.1. "Commercial U$e" means distribution or otherwise making the
Covered Code available 10 a third party.

1.1. "Contributor” means each entity that creates or contributes to
the creation of Modifications.

1.2. "Cortributor Version” means the combination of the Original

Code, prior Modifications used by a Contributor,_and the
odifications

made by that paticutar Contributor.

Figure 6-42 Accept the public licenses; Microsoft has made you sign worse.

Figure 6-43 Check what kind of install you want. (Use the defaults: Power Hint 18971)
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411toppm
4 i 4odb
X {4rdf
| chrome/ i 4xsit

components/ 4xupdate
defaults/ AbiwWord
GET
GnomeScott [

Figure 6-44 Select the location directory to install Mozilla.

Fiaure 6-45 Keep on installing.
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“igure 6-46 Are you really, really, really sure? You know only a systems administrator should be
joing this, right?

Figure 6-47 Status bars for the install! It never gets any easier than this!

98

Linux & OpenVMS Interoperability



Installing US Reglonal Pack...

Processing file 28 of 28...

Figure 6-48 Linux Mozilla installation has completed!

OpenVMS Mozilla Installation

Directory DEBO:[KITS.TEMP)

2RCY92FGX -EXE; | AUTOGEN_RUN . COM; 1
CPQ-AXPVMS-CSWB-V0100-—1.PCSI; 1
CPQ-AXPVMS-CSWS~T0103--1.PCSI-DCX-AXPEXE; |

CPO-AXPVMS-CSWS-V0101——1 .PCSI; 1

CPO-AXPVMS-CSWS-V0102-—1.PCSI-DCX-AXPEXE; |
CPQ-AXPVMS-CSWS_PERL-V0101-—1.PCSI-DCX-AXPEXE; !
CPQ-AXPVMS-CSWS_PHP-T0101-—1.PCSI-DCX-AXPEXE; |
CPQ-AXPVMS-PERL-V0506—1-1.PCSI-DCX-AXPEXE; 1
CPQ-AXPVMS-SSL-V0100-A=-1.PCSI-DCX_AXPEXE; 1

CSWB—-OPENVMS-ALPRA-V100 . SFX_AXPEXE; 1 CSWS_MODPERL_RELHOTES . HTML; 1
CSWS_PHP_RELNOTES .HTHL; 1 DE7SH2NO.EXE; 1 DECW_TERH.COM; 1
GNUPGE_0_4_VMS.ZIP;1 KHAZ4H6B .EXE; 1
LIBNSPR4_110-ALPHA.S0;! LIBNSPR4_CSWB_10.50; !
LIBNSPR4_CSWB_11B.50; L LIBHSPR4_MOZILLA_100.50;1

AUTOGEN-SHADOW - COHM; 1

LOGIN.COM;20 LQZ4HY70.EXE; 1
05YJGPQ7 .EXE; 1 PERLSSTARTUP.COM; 6
SSL_IGUIDE.TXT;1 TCPDUMP_SHTFP .COM; §
UHZIP.ALPHA_EXE; 1 VIM.DIR; 1

Total of 35 files-
$ product install cswhi]

MAJORDOMOO 10 _SRC.ZIP;1
PERL_RELNOTES.-TXT;1 SMBCLIENT.ZIP;1
TCPDUMP_TELNET.COM; 1

WHQVWIUR.PDF; 1

Figure 6-49 Log in as SYSTEM and putthe kit in a directory separate from system files. You will find

OpenVMS Mozilla at http://www.openvms.compag.com (not at hitp:/fwww.mozilla.org/).
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Do you want to continue? [YES] yes

Configuration phase starting ...

You will be asked te choose. optigns, if any, for kach selected product and for
any products that may be installed to satisfy software dependency reguirements.

CPQ AXPVMS CSWB V1.0
* This prodwct does not have any configuration options.

Compag Secure Web Browser (CSWB) for OpenVHS Alpha

Execution phase starting

The following product will be installed to destination:
CPQ AXPVMS CSWB Vi.0 DISKSVMS0731: [VMSSCOMMON. )

Portion doner 0%...10%...20%...90%,...i00%

The. fellowing product has heen installed:

1 CPQ AXPVMS CSWB V1.0 Layered Product
5 T
Figure 6-50 Use the standard OpenVMS installation kit (CSWB) and use the $PRODUCT INSTALL
command.

L

WM WBBNBWLBWOWEBWODNWBWINW WY

$ set def sys$manager:
§ edit sylogin.com

Figure 6-51 Change the directory to SYSSMANAGER: and edit the OpenVMS SYSLOGIN.COM

file. This file will define commands and symbols for every user who creates a process on Open-
VMS. All users get these definitions.
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§ Set NoOn
$ VERIFY = FSVERIFY(F$TRNLMNM(“SYLOGIN_VERIFY"))
$ Goto MODE_"FSMODE(}”
§
Sl44
SYLOGIN, the site-specific system=wide login command procedure

Thig command procedure is invoked when a DCL process logs into the

OpenvMsS system. This protedure is a system-wide eguivalent to the

user’s LOGIN.COM procedure; these commands are executed everytime

anyone on the OpenVMS system logs in to their account, or amny time

a {DCL-baged) network task process logs in, or any time a detached
{ process (running DCL} starts, or any time a batch job starts up.

SYLOGIN Structure:
This SYLOGIN procedure is divided into four sections, sections that
are invoked for. "Interactive", "Batch", "Metwork", and "Other" "mode"
process logins. ‘Each eection falls through into the next zection,
and ‘thus commands are cumulative.

For .details on how these sectiong are establighed and on the meanirgs

#igure 6-52 As you edit the file, you need to note in what area you define your shortcuts. There are
places for interactive, batch, network, and other modes; we will place the Mozilla definition in inter-
active, so when we log in users they can type Mozilia and get the program started.

SMODE_INTERACTIVE:

$

%1 Turn on the processing of «<Control/T>.
51

$ SET CUNTROL=T

Set the terminal type, unless this is a detached DECwindows application,
or a remote login, or specific ¢ther terminal types. (Mote that remote
user 1Ggins, via such protocols as DECnet CTERM (SET HOST, deviece driver
prefix "RT") and IP {telnet, device driver prefix “TN"), are congidered

“Interactive" processes, and not "Network" processes.)

$
$ TT-NOINQUIR = “|Tw|RT|WT|TKX|wS|PY|FT|TN|"
% TT-DEVNAME = F$GETDY;("TT"."TT_PHYDEVHAH"]
TT_DEVPREFIX = FSEXTRACT(1,2,TT_DEVHAME)
$ IF F$LOCATE("|"TT_DEVPREFIX'|",TT-NDINQUIRJ .eq. FSLength(TT-NOINQUIR)
% THEHN
! Determine if this is a terminal
IF F$GETDVI{"TT","DEVCLASS") .eq. 6§
THER
! Determine what sort of terminal this is, and avoid resetting
| the user’s default dieplay eize settings in the process...

Figure 6-53 Locate Mode_interactive:, which is the label for the interactive section of this script.
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§ IF FSLOCATE("|''TT_DEVEREFIX'[",TT_HOINQUIR) .eq. F§Length(TT_NOINQUIR)
$ THEN

[ ! Determine if this i® a terminal

[ IF FSGETDVI("TT","DEVCLASS"™) .eq. &6

$ THEN

[ i petermine what sort of terminal this is, and avoid resetting

[ L the user's default display size settings in the process...

S tt_page = fSgetdvi("TT","TT_PAGE")

$ devbufsiz = fSgetdvi("TT", "DEVBUFSIZ")

S SET TERMINAL/INQUIRE/PAGEz'tt_page’ /WIDTH="devbufsiz’

s EndIf

5 EndIf

5 - .

SHMOZw ILLA: ==¢SYSS/SYSEVICE : [ VIISSCOITMION . C B iNDZIL1 A

8

! Remove the comments from the following command to support the Wollongong 2
4! Pathway specific login procedure.

$1 @TWGSTCP: [HNETDIST.MISC]SYSLOGIN.COM

5

$! Remove the comment from the following command to execute Process Software’s
$! TCPware command definition procedure.

$1 RTCPWARE:TCPWARE_COMMANDS.COM

Figure 6-54 Then locate the endif portion of the process check to put our new Comma_nd for Mozilla.
Note that the * in "moz”illa” allows us to use the shorthand “moz” from a dollar sign and have it
recognized as if we bad typed out the whole string “moziffa”

]
I

5 t petermine what sort of terminal thie is, and avoid resetting
5 ! the user's default display size settings in the process...

5 tt-page = ESgetdvi("TT”,"TT.PAGE")

5 devbufsiz = fSgetdvi("TT","DEVBUFSIZ")

S SET TERMIHAL/INQUIRE/PAGE='tt_page’/WIDTH='devbufeiz’

$ ERAIf

§ EndIf

S

.CSWBIUAZILLA,COIl_

$1 Remove the comments from the following command to support the Wollongong Z
51 PathWay specific login procedure.
§1 RTWGESTCP: [HETDIST.MISC]SYSLOGIN.COH

$] Remove the comment from the following command to execute Process Software’s

$t TCPware command definition procedure.
4t RTCPWARE:TCPWARE_COMMAHDS .COM

*EXIT
SYSSCOMMON: [ SYSMGRISYLOGIN .COM; 4 165 lines

5
Figure 6-55 Save and exit the edited file.
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MCR AUTHORIZE

Figure 6-56 One last bit of tuning 1s in erder for Mozilla to run well. Run authorize from the SYSTEM
account.

Username: SYSTEM owner: SYSTEM MANAGER

Account: SYSTEM uIC: [1,4] (ISYSTEM])

CLI: DCL Tablesg: DCLTABLES

Default: SYS5SYSROOT:[SYSMGR]

LGICMD:

Flags:

Primary days: Mon Tue Wed Thu Fri

Secondary days: Sat Sun

Ho access restrictions

Expiration: {none) Pwdminimum: &8 Login Fails: 0

Pwdl ifetime: 30 00:00 Pwdchange: 23-SEP-2002 15:23

Last Login: 28-SEP-2002 15:44 (interactive), 28-SEP-2002 16:01 (non-interactive)fs

Max jobs: ¢ Fillm: 100 BYtlm: 150000

HMaxacct jobs: ¢ Shrfillm: 0 Pbytlm: L]

Maxdetach: 0 BI0lm: 300 JTquota: 4096

Prclm: 10 DIOlm: 300 wsdef: 4096

Prio: 4 AST1m: 500 WSguo: 8192

Queprio: ¢ TQELlm: 100 WSextent: 32768

CPuU: (nome) Englm: 2500 Pgflguo: 150000

authorized Privileges:

ACHT ALLSPOOL ALTPRI AUDIT BUGCHEK BYPASS

CMERHL DIAGHOSE DOWNGRADE EXQUOTA GROUP
R " V_‘V;uEgT;Suroll, JHS/REM=Fa i, SELEQIESO.ABE, CTRU{EEP]IE

Figure 6-57 Use the uf>modify comand to grant these quolas_ o any user account that needs lo
run Mozilla on OpenVMS. Note that these accounts only need tempmbx and netmbx privileges
active to run Mozilla, but this is the SYSTEM ACCOUNT shown with all privileges!
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8
S
$
§
5
S
S
5
S
$
S
S
s
$
¥
S
$
S
S
¥
$

§ SET DEF SYSSLOGIN:
$ MOZ
Etarting mozilla-bin...

Figure 6-58 Exit from the authorize utility and run Mozilla for the first time.

Congratulations! You've just installed the Mozilla Web browser on your OpenVMS5
and Linux systems.

Mail Client Configuration on OpenVMS or Linux

The nice thing about OpenVMS and Linux Open Source applications is that they all
look, feel, and run the same way after installation, no matter the platform! Let’s look at
how to configure Mozilla for POP3 or IMAP; note that both are exactly the same from
an application point of view (see Figures 6-60 through 6-70)!

Tfm Lu g e s D grae

422 AR

e T man
—y  Ta- ] -
ooy Compaq Secure Wb Browsor jor OpenymS™ Alphs™
o m—— =N
» Trndasen
p = © ogratvimsions for succevsiuly inmmiing CIWE v4.0! :
- e— a1
] Compan s Dease s 0mince T At Cusmer relsasa verkor o CWE kv UpantMsS
BT =__=-'!|] Alpha_ based upon thy Mozlla |01 0} minase 1
<
E_I vt COWE
|

bl The Compag Recurn Wet Browsar i3 based on o Migll g goon-0ite Fou! 3t n

108 by Natscape Communcaions Copongion The Monia Wat: Brower by ooy yied

foe S1ArOLIS COMEEANCE PAAOMANcY Lnd poratviity MOORE uses R 34 code £As0 g
asNeucapsba

Moo s vanmaa $00 o s Ml YOV €80 b s 8! DD vt M08 003

CEWE 17 o o Gty supsorind wish bromesae lor CponvhiS At ard il s Soppert
for -a oliownrd w4ty

« HrpecT et Marog Largragn (HTML 4 01)
» Cancasng Byla Sres (CES12)

4+ Durregr Coiect Moo (OHOM1r 21

» akinnibla Merup Larguage (XNE)

« Aasourte Dodreven Framowoe (ADF)

« Securs Sochal Layer (55L)

+ suraScnp
» Joa
epte Tog COMPAY Smrare Govtacoman Ka 011 | 3 111 16 (ot Spamues Opasasm) Sywem, b
= e e i s o bl

]

Figure 6-59 The Mozilla Web browser window is up and ready to connect to an e-mail server either
remotely or across the local network to the server it's running on.
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Compaq Secure Web Browser for OpenVMS™ Alpha™

Congratulations for successfully installing CSWB V1.0!

Compag is pteased o prowde the firsi cusiomer release version of CSWB for CpenVMS
Alpha, based ugon the Mozil'a 1.0 (M1 0) release.

What is CSWB?

| The Compaq Secure Web Browseris based on the Mozil'a open-source project starled in
1998 by Netscape Communications Gorporation The Mozilla Web Browseris desigred
for s1andards‘comp|nanc.e pariermance and portability. Mozl uses the same code base
as Netscape's x.

More information on the Mozilla project can be found at hitp Awww mozilla ory

CSWB is the officially supported web browser for OpenWMS Alpha and includes support
fer the following features

Figure 6-60 Pull down the Edit menu on the tocl bar at the top of the window. Chose “Preferences”
and release the menu choice.

SWB for OpenVMS

Iroe Project started in ]
rowser is.designed
he same code base

Flgure 6-61 The pop up window asks what kind of account we would like chose e-maii.
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{|SWB for OpenvMS

lrce project started in
rowser is designed
ihe same code base

HSWE for OpanVMS

rea projrci slarted in
rowser 1s designed
the same code base

ozila orgd.

nd includes support

Figure 6-63 Now choose POP or IMAP-You must be positive that your server Is ready to accept
POP or IMAP connections! Alse, you need an outgoing mail server to process your cutgoing client
e-mail.
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Alpha™

1.0

SWB for OpenVMS

irce projec started in

Figure 6-64 Now enter the user name of the account you are going to send and receive e-mail

through.

ke same code base

rowser s designed
he same code base

1.0

SWB for OpenvMS

irce projact stared in
rowsar s designed,

lozitia orgy/.

Figure 6-65 Enter your account name (again).

dlnd includes support
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SWB for CpenviS

Lrca project started in
Jrowser 15 designad

nd includes support

Figure 6-66 Verify your account information (or change).

1.0!
SWE for Open¥MS

lrce projact started in
rowser is designed
the same code base

ToRED P

Figure 6-67 You are now connegting to the actual account. You must use the password for the
account as if you are logging in interactively.
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L

Figure 6-68 Type in the password.

7 gl Wisndaw .. ne oo !
§ Trash 1
FRdrans
sent

M Npham

1.0!

irowser is'designed

gfemp
& 3 Local Folders. i

Welcome to Mozilla Mail &

News

-

f
o Mogilla Mall & Mews is across platform client with support for
Loy AT TRE 4T ETRITTY o Jemf avecobte shme« o s F01

[SWB for Open¥YMS

roe project started i

i1e same code base

ozilla orgf

d inciudes support

“ Alpha™

1.0
SWB for CoanVMS

roe propect starled in
rowser i3 designed
e same code base

cz:liz or

nd includes suppert

Figure 6-69 Congratulations, you've just configured an e-mail client for your e-mail server!
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W Trash
Zacrafly

F@tent
- Zatemplates

2 E Local Folders

Welcome to Mozilla Mail &
News

Mozilla Mail & News 13 a cross plaxform chem wuh support for

-t PATT IR AR Rt

n am L

Figure 6-70 Since this is a POP3 connection, you need to download the e-mail messages this

account has to your Mezilla e-mail client.

|-\ Trash
|- gmarats

| Gment
-~ templales

EFW Acﬂvaumn
7 bl Diggitad Conng...
£ The key 1o data ...

a1 8-St ¢ 13:20
wnarkZatiends... 13:20

(£} Locad Fowders

Welcome to Mozilla Mail &
News

-

P bha AR REAL [ S

Mozllla Mail & News is acI08 platform cllem Wlth. Bupporl for
AP

o

SWB dor CpainvMS

Lree project staried in
rowiser is designed’
ke same code base

ozilla.org!

Figure 6-71 Clicking on the Get Messages button, you'll be rewarded with all your personal e-mail

and offers you just can't refuse!
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W Trash z 30 day supply of weight-4osa pi .. dm-pdi1B- .
Fadans B Fw: Moy Seq 23 @ g .COMm & 1320
I gatent &1 Mini Digrtal Camers Anyone Can Afford dm-pd18-unsubscribe. wisne... ¢ 1320
Lzatemplates 3 The key Lo data o and F... sk Py het * 1320

3 Local Foiders = finally. . skypia Goleprn.com + 1320
p 1 Just Updaled: Mors Stocks to Avied... Promo@fookmart .com + 1320
1ARLKDTS Koplenan data meomberst Gwww.arm.ory & 1335
i E1ARLPOA0 Fropagation de KZVWW MRMBeriist Grwherw _artd ory + 14:00
1 John, ANt You $3,000 10 $100,000 In ... tracy Gronswnerinlo.cam + 1548
. 1 Hello dartng carrll] 34@home.com + 1458
T ¥ = =

Welcome to Mozilla Mail & News

Figure 6-72 Looking over the list there is only one obvious choice to read first.

@ Trash 5 Fron 30 day Supply T weighl 1055 Bl... O pd1B-UnsubsCrbe. Wise...
drafts 69 Fw: Activation Monday Sep 23 rash breckSpring COM
Zgsent =5 Mini Digital Camoera Anyone Can Alford din-pd1 B-unsubizcribe-wisrse ..
Aptemplates ad F... tmar phy.net

£ = Local Foldars skypla@delepto.com

E3Just Updated: More Stocks o Avold .. Prosmo@{ookiart.com
&5 ARLKO7E Keplerian data

{2 ARLPOE) Propagatsm e KTVVY

{55 John, Are You $3,000 to $100,000 In ...

Figure 6-73 Ah, 'amour from the Internet, but a gentleman doesn't spam and tell so let's look at a
more typical e-mail message.
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Fde Ede Yiew Go Matsage Jools
e=ny =

¥indow Hep

4 GelMig' = Conpou nnpay Ropay AN Furwam ]

Return~Path: ;ashmore@mindapring com =
Receaived: Ero- :uul baclmp rcantx, swvhball net (151.164.30 54)
com (v5, 3-18, OpanvMs w7 3-1 Alpha);
Sab, 23 Sep 2002 13-20.41 -0560 (com)
Raceivad: from tiach.asil mindspring. net (tiach.maal. mindspring. r\el‘. 1207 £9.200 157])
by mail-backup resnts. swhell net (8.9.3/6.9 %) with ESHTP 1d RAMZODI7
: Mon, .23 Sep 2002 17 34-15 .0500 {coT)
Recu:v-d Ewl vesr-33qacen dialup. mandspring com ([199.174 49 151] helosaycomputes)
g tisch.m2il. aindspring nekt with smtp (Emm
1d 17thkz-0001Iu-00; won, 23 Sep 2002 18 32 45 -0400

lessaqe- i
Trom: “Robstt Ashmore® rashinof tEMANGSOI NG, GOt
“To- “¥ade Dyer” fwedvefBewbell fet:. "W L. Rupe” <theruces@prodigv. pety
“Toby Buckalew” stobv buckalewbgetmarketing, coms,

“Steve Jones“ <phoslothaol comx. “Ron Norris® <gon pSfdveticnet com.
“Phil Elesy" <PHILERYONoL coms. “Pam Orsen® schoros7Batthy como,
slhleftinbstiby, como,

“Rark wekefaeld” ckyakefaeC mesquite €X.usy,
“Julie Boring® gimbopsngdsvbell netr.

“John Wasmievski® cvisnievslafvmsons, conr,
“JTruny Roland" gyfoland®cs wesmiate tx uss.

'gneﬂ A;lhlﬂn' Mumm%
‘G:JG.:?Rus::\beig‘ cguB]ZGev] pets, Eaas = _,J
L\_%h 3 ~Z Ci o pwie pshmoeimindspring.com . G
Figure 6-74 It looks like the tocal ham radio group is belng called up to support a storm or

hurricane.

n,dew Imen Fomal_Ogbons oo Wmdow elp
=% &£ !m -

Address  Affack, S Save
—_— M LA - e o

@vmsone coms

£an

Jrool & B T

= & O Ry

[55 c52 00 o o 0By e T R

Figure 6-75 Using standard Mozilla you can then write and reply {with attachements) to an e-mail
using nothing but Open Source and standard Internet e-mait tools!

112 Linux & OpenVMS Interoperability



E-mail Wants to be Free

E-mail across OpenVMS and RedHat 7.3 is included with the base distribution at no
additional charge. OpenVMS adds some additional checking and testing of Open
Source e-mail (seeing as it writes the TCP /1P stack and ports Mozilla to OpenVMS).
Linux and OpenVMS can use the same standard tools to send e-mail, trade files, share
disks, and browse each other’s Web sites. E-mail is usually the first application to be
established in a network—then, knowing that works, the others are easy. Well, at least
we know e-mail works.
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Chapter 7 — SMB for Linux and OpenVMS

Using SMB with OpenVMS and Linux for Disk Sharing

Windows, Linux, and OpenVMS systems have been invading each others’ turf for the
last 10 years. Managers and other “normal” people just expect not only that they will
play together nicely, but that they will be able to share files, disks, and printers. This is
a simple goal, if an unreasonable request!

There are other disk-sharing protocols, such as NFS in the UNIX world or DFS in the
VMS world, but Windows has had the edge by sheer numbers, so its SMB protocol is
much more likely to be used between different operating systems.

Windows NT and Windows 2000 server systems, with some client licenses, provide
disk and printer sharing plus authentication to use the resources. What was required
was Open Source tools on other operating systems to provide integrated file, print,
and authentication.

Enter SAMBA

From those humble needs SAMBA was created. SAMBA has become a GNU-licensed,
Open Source disk-sharing and printer-sharing network protocol that will let your
Linux, OpenVMS, or UNIX systems participate in a Windows workgroup, NT 4.0
domain, or Windows Enterprise domain. The software is distributed for free at
http:/ / www.samba.org for OpenVMS and Linux. SAMBA is included as part of the
standard RedHat 7.3 distribution.

All of this is managed through a protocol suite currently known as the Common
Internet File System (CIFS). This name was introduced by Microsoft and provides
some insight into its hopes for the future. At the heart of CIFS is the latest incarnation
of the Server Message Block (SMB) protocol, which has a long history. Suffice it to say
that SAMBA is an Open Source CIFS implementation.

SMB Options for OpenVMS, Advanced Server, or SAMBA

OpenVMS SAMBA is also available from samba.org, but for OpenVMS there is a
commercial option for people who need better integration with their Enterprise
Windows environments. HP/OpenVMS engineering has licensed the source code for
Advanced Server from Microsoft as a the result of an AT&T lawsuit, which resulted in
AT&T having access to source code and an industry relicensing agreement that only
the lawyers can understand the true nature of. Still, Microsoft periodically updates

Chapter 7 — SMB for Linux and OpenVMS 115



this source code with new features and improvements and delivers it to AT&T, which
then updates OpenVMS engineering and engages a team to port, evaluate, and test
the product before sending out binaries to OpenVMS Advanced Server customers
around the world.

The advantage of using the OpenVMS Advanced Server software instead of the free
SAMBA software is commercial support with an 1-800 number from HP. As a
commercially supported product from HP, Advanced Server also tends to have
Microsoft Server features before SAMBA. (at the time of this writing SAMBA is
waiting for the new LDAP, Active DNS, and the new security model in the latest MS
products and Advanced Server implementations.) SAMBA will get the latest
integration features with MS products, but SAMBA usually lags behind the
commercial products in those features, while the Open Source community reengineers
the next version of SAMBA.

Support service and testing are what make Advanced Server for OpenVMS the
preferred commercial choice for SMB file and printer sharing on OpenVMS with a
commercial Windows environment.

That’s not to say that SAMBA for OpenVMS isn’t making a lot of friends! The
OpenVMS hobbyist communities and those who only need file and printer sharing
find that SAMBA’s Open Source and free cost are most efficacious for sharing with
their UNIX, Linux, and Windows clients! With OpenVMS you really do have two
choices for your SMB server based on your specific needs and your pocketbook!

Linux and SAMBA

The ability to share file and print services today is assumed for all operating systems.
Windows is the largest client population likely to be found on a network. So the
easiest way to do this is to add Windows security and sharing to Linux. This not only
offers an authentication mechanism common across most desktop platforms but also
includes file and printer services for Windows clients that can be stored on a Linux
Server.

Installing Linux as an SMB server with RedHat 7.3 allows you to choose an SMB
server, which will automatically install SAMBA for you (see Figures 7-1 through 7-13).
It installs SAMBA, but it’s up to you to configure it!
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[=1| Service Configuration
{ Fde¢ Actons Edit Runtevel

| save Ganest Ext St

= WL T LT .

Currently Running In Runlevel. 5

Edifing Runlevel; 5

Start 21 Boot| Services

sh
rsync
sendmail
servers
sarvices
$gi_fam

O

FOOX

snmpd

ey

1O

L

1

:
NS

I IStarts and stops fhe Samba smbd and nmbd daemons used 1o provide SMB network services.

Figure 7-1 In the Server Manager menu under the GNOME desktop, all you have to do is check the

box and save your choices.

Yo =)
Fig Edit Semngs, Herp ;
-
1 Sroot@lm-ome ssebalt pud i
etc/sanba
| [root@lrone sarbald ls t
lehostes MACHINE.SID 3ecrets.tdb swb.conf smbusers
[root@lnxore sambal¥ cat lehosts -
1127.0.0.1 localhast 1
B5.64.220.210 wvwsone &
65.64.220,211 wizsmule i
65,64,220,213 wintermute o
[root@lrxone sambald il i)
»|

Figure 7-2 The next step to activate SAMBA is to configure the Imhosts file in the /etc/samba direc-
tory, use your favorite Linux editor, and add the “LAN Manager” names of the other hosts in your

workgroup or domain.
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Inxgne./etcisamba
| File Eoit Sefings Halp

root@lnione sambald ped

etc/sanba

[roctf@lrmwone sambald ls

lahosts MACHINE.SID secrets.tdb seb.conf smebusers
[root@lreone samsal4 cat lshosts

127.0.0.1 localhast

65.64.220.210  vwsone

65.64.220.211 wizsmule

65,64.220.213 wintermute

root@lreone sambald

root@lncone samba ¥ cat smbusers

# Unix_nare = SMB_mamel SME_rawel ...

root = aduinistrator adein

nobody = guest poguest smbguest

Johrw Johnw

steves
Jennaw
sab_pub = smb_pub
[roct@ lmme sanbalé il

steves
Jennau

nmun

Figure 7-3 Then edit smbusers and add the Linux account names and the Windows workgroup/
Jomain names that you want to map them to. Note that you can map multipte Windows users to a
single Linux account!

File Edit Search Plugins Settings Documents Hetp

C WO rXG S e £O0®W & 4

New Open Save Close Prnt  Undg Redo Cul Copy Paste  Find  Exit

a con?ﬁgurauon fxl‘a You snoulc read the .
amb. conf (5) manual page in order to wunderstand the options listed
here. Samha has a huge rumber of configurable options (perhaps too
many!) most of which are not shown in this example

Any line which starts with 2 ; (sewi-colon) or a # (hash)

is a comment and 1s ignored. In this example we will use a'#
for commentry and a ; for parts of the config file that you
may wish to enahle

HOTE: Whenever you modify this file you should run the command "testparn”
to check that you have not made any basic syntactic errors.

xssezcaxzsezzzzaskaci=c Global Sebbings s=----s--am=----cd=sstessasdzzsa=mz=n

server string is the equivalent of the NT Description field
! = . el PR 8+ e il

Figure 7-4 Edit the samba.conf file and ¢hange the name of the domain/workgroup so that it is the
same as the domain/workgroup that your PC (and other Linux) clients are using.
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Edit Seaxch Plugins

file Seftings Documents Halp

CwO*XG ~c 08 & 4

New Open Save Close Print Un_do.' Fedo Cul Copy Paste Find

for commentry and a ; for parts of the config file that you
may wish to enable

HOTE: Whenever you modify this file you should run the command *"testparm”
to check that you have not made any basic syntactic errors.

#c-casmcmasmcsmsess==swas= §lobal Settings ==mma -
[global]

B workgroup = NT-Domain-Name or Workgroup-Kame
workgroup = wski

server string is the equivalent of the NT Bescription field

This option is important for security. It allows you bto restrict
# connections to machines vhich are on your local netwark. The

# following example restricts access to twe £ class networks and

# the "loopback” intecface. For more examples of the syntax see

# the smb.conf man page

Figure 7-5 Change the server string to something more appropriate. This will be displayed when ¢

client browses your SMB Server.

) adit - etcrsamba/smb.conl)

'_l;ne Edit Search Plgins  Settings Documents L!ea

O @ QA x G e F OB @& €

New Open Save Close Print Undo Redo Cut Copy Paste Find Exat

smh.l:onfl

[glabal]

workgroup = NT-Domain-Hame or Workgroup-Kame
workgroup = wski

r server string is the equivalent of the NT Description field
server skring = I can't say if it's LINUX sirl

¥ This option -is important for security. It allows you to restrict
# connections to machines which are on your local network. The
# following example restricts access to two £ class networks and
¥ the "logpback™ interface. For more examples of the syntax see
the sab cenf man page
hosts allow = 192 168.1. 192 168.2 127

1f you want to automatically load your printer list rather
than setting them vp indivaidually then you'll need this
{rintcap nape = fetc/printcap
oad printers = yes
-

Figure 7-8 Specify all SMB clients and servers that you want to allow an SMB connection to. You

can use wildcards!
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dotPinxpne fetc/samba

=

File Edit Seftings Help

;mo‘telmone sanball pud
etc/sanba
[root@lnxone sambald s
Imhosts MACHTHE.SID secrets.tab smb.conf ssbusers
[root@inxone sanbald cat Imhosts
1127.0.0.1 localhost
£5.64.220.210 vmsone
65.64.220.211 uizsmule
B65.64,220,213 wintermute
[root@inxone sauba]a
[root@inxone samball cat smbusers
% Unix_rame = SME_nanel SMB name2 |,
(root = administrator admin
"nobody = guest pcguest smozuest
Johnw

Johrne =
Isteves = steves
1 jennav = Jennaw

seb_pub = smb_pub
| [root@inxone samba%i
rootflinxone sanba |§

rootRinxone sanba]4 sabpassud -a johnull I
{ il
! i}
Figure 7-7 After that is done you must run smbpasswd as the root user and create an SMB pass-
word file (from the first time it's run). Then add passwords for all the Linux user account names that

will be connecting to your SMB Server.

root@ iwon = /etc/samha

File Edit Settings  Help

[root@lnxone sanbalk pwd

Jfetc fsana

[root@lrone sambald ls

Lohosts MACHINE.SID secrets.tdh  seb.conf .sebusers

[root@inore sambald cat imhosts

127.0.0.1 localhost

B5.64.220.210 vesone

65.64.220.211 wizsmule

|65.64.220.213 wintermute

| [r‘m‘t@lmone saﬂaa]i
root@ln<one samba ]# cat ssbusers

# Unlx_riame = SMB_namel SMB_rame2 ..,

root = administrator admin

|robody = guest prguest sMbEUSSt
Jjobnw = johnu
| steves = steves

Jennmaw = jennaw
sab_pub = smb_pub
root@lrxone sanba]d
rootllneone sasba |d

root@lnxone sasba)t smopasswd -a Jobnw
Hew SMB password: [l

|
Figure 7-8 Set the SMB password for the Linux johnw account.
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LI

L
File Edit Seltings Help

Emutulmme sanba]¥ ped
atc/sanba

| [root@lrwone sambalé ls

lmhosts MACHINE.SID secrets.tdb smb.conf Sabusers
[root@lmxone sambalk cat lehosts

127.0.0.1 localhost

65.64.220.210 vnzone

65.64.220.211 wizsmule

65.64.220.213 wintermute

[mnt@lnxme samba]i
root@lnxone sarbajf cat swbusers

# Unix_name = SMB_namel SMB_namel ...
root = administrator admin

guest poguest smbguest
Johnw

RE T

<kl

steves
Jermaw
swo_pub = sab_pub
[root@lnxone sarbalk
Emot@lmcma sanba}t
root@lnxone sasba |é swbpasswd -a johnw
HNeu SMB paszuord:

Retupe new S8 password:ll -

Figure 7-9 Verify johnw's password.

L]
3]

0o ]
File Edt Setings Hep

[rootélnxone samhald ls A
lshosts MACHINE.SID secrets.tdb  smb.conf  smbusers ¥
[root@lnxone samba]# cat lahosts h
127.0.0.1 localhost 1
169.64.220.210 vasona 1

[root@lnxone sad:a]t
[root@lr~one samba]d cat sabusers
# Unix_name = SMB_namel SMB_name? ...
root = administrator admin

guest poguest smbguest
| Johre Johne

steves = steves
Jennaw = jernaws
seb_pub = smb_pub i
[mat@lrmone ﬁmhar

o

root@lrxone samba [#
root@lnxone sambalk smbpassed -a Johnw
Hew SMB password:

Retype rew SMB password:

unable to open passdb database. 1

RAdded user johnu.
[root@lrmone sanbalk Il -

Figure 7-10 Confusing success message means you've added johnw to the SMB password file.
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I3 : : oI
Flle Edit Seftings Help

[root@lnxone sambald cat lehosts a
127.0.0.1 localhost

65.64.220.210 vmsone

£5.64,220.211 wizsmule

69.64,220.213 wintermste

Emotﬁlnxone sanba]#
root@lnxone samba|# cat sebusers

# Unix_neme = SMB_namel SHE_name? ...
root = adninistrator adain

nobody = guest poguest smbguest
Johmw = Jjobnw
steves = steves
Jennaw = jennaw
sab_pub = seb_|

pub

[root@lrxone samba)t

Er‘ootﬂlrw:ne sanba |4
root@lnxone sambal¥ smbpassud -z johnw

Now SMB password:

Retype new SMB password:

urable to open passdb databasze.

Added user jobnw.
root@lrxone sarbal#
root@lnxone sama |4
[root@lrxone sambalt smboll v

Figure 7-11 Start up the SMB dae:mon process (instead of rebooting).

File Edt Seftings Help

127.0.0.1 localhast
65.64.220.210 vesone
65.64.220.211 wizsmsle
65.64.220.213 wintermute
Emo‘t@lmore sanba}!
root@ln«one samba |# cat smbusers

# Unix_rame = SME_namel SMB_name? ...
root = administrator admin

nobody = guest pcguest smbguest
Johne = johnwe

|| steves = steves
Jennaw = jennaw
sab_pub = seb_pub
root@lnxone sanbajﬂ

roct@lnxone samba|#

root@lnxone sasba)d smbpassed -a jobnw
New SHB password:

' Retupe new SME pessword:

[|unable to open passdb database.

Added user johnw .,

rootdlone sambali

rootdlnwone samba j#

root@lrxone samba if snbd

roct@lnxone sasba )l nnboll

Figure 7-12 Start up the NetBIOS daemon process (both the smbd and nmbd processes should
start up at Linux boot).
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nobody = guest pcguest smbguest
Johnw = johnu |
steves = steves by
Jennaw = jennaw s
smb_pub = smb_pub i
[root@lnxone sambal¥ 4
[root@lnxone samba]# =
[root@lnxone samba]# smbpasswd -a johnw i |
New SMB password: 44

=d

= root@Inxonevetc/samba
File Edit Seftings Help

Retupe new SMB password:
unable to open passdb database.
Added user johnu,

[root@lrxone samba]4
[r‘oot@lnxcne samba | #
root@lnxone samba |# smbd
[root@lnxone samba
[root@lrone samba]#
[root@lnxone sambal# ps -ef | grep smb
root 1011 1 019:10 7 00:00:00 smbd -D
root 3118 2597 0 20:03 pts/0 00:00:00 grep snb
[root@lnxone sambal¥ ps -ef | grep nmb

root 1016 1 019:10 7 00:00:00 nmbd -D
root 3120 2597 0 20:03 pts/0 00:00:00 grep nmb
[root@lrnxone sanbald -

TR
R

# nmbd

Figure 7-13 Check the process status to verify that both daemons are running.

OpenVMS Advanced Server Installation and Configuration

To install OpenVMS Advanced Server as a primary domain controller (NT 4.0 security
model) you must perform five steps as follows:

1. Configure the OpenVMS registry (see Figures 7-14 through 7-26).
2. Configure OpenVMS IP for Advanced Server (see Figures 7-27 through 7-34).

3. Install OpenVMS Advanced Server from the layered products CD-ROM (see
Figures 7-35 through 7-45).

4. Configure OpenVMS Advanced Server processes (see Figures 7-46 through 7-65).

5. Configure OpenVMS Advanced Server as a domain controller (see Figures 7-66
through 7-73).

Step 1: Configure the OpenVMS registry
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ghow def
SYS$SYSROOT: [ SYSMGRIT

= SYS$SYSROOT: [SYSMGR]
= SYSSCOMMON: [ SYSMGR]
§ dir wregx

Directory SYSSCOMMON:[SYSMGR}

ICCSADD_REGISTRY_TABLE .COM; 1 REGSCONFIG.COM; L
Tolal of 2 files.

5

5

§ @reg$config.confl

Figure 7-14 To begin configuring the OpenVMS registery, execute script @ SYS$MAN-
AGER:REGSCONFIG.COM.

openVM5 Registry Configuration Utility

1 - configure OpenvMs Registry logical names and dircetory paths

2 - Display OpenvMS5 Registry logical nameg and directory paths
3 = Check the state of the OPenVMS Redistry server

4 - start the OpenvMS Registry server on this npade

5 = convert to latest database version and/or reclaim database
H - Help about this utility

[E] - Ex1t

Please enter your choice : 1ff

Figure 7-15 Run the menu and chose the first choice.
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[E] - Exit

Please enter your choice : |
Is thie system now a node in a cluster or will this system become part of a
cluster? (Y/H/Q) : ¥

- REGSTO_BE_STARTED -

= There are no valid translations for the logical REG$TO_BE_STARTED

Note: If you want a node to start the server when the system boots or
run a standby OpenvM$ Reyistry server, set this logical to TRUE. If
you do not want an OPenvMS Redistry Server started in this node, set
this logical te FALSE. In a cluster., only cone OpenVM5 Registry server
process can be active and write to the database. However, you can
have multiple OpenvMS Registry servers running, up to one per node.

Do you want to change this value? (Y/N/Q) [Y]: ¥

Enter the new value (TRUE/FALSE/NOVAL/Q) : TRUE

Which logical name tablie do you want the logical defined in?
(SYSTEM/SYSCLUSTER/Q) : SVSTEM'

Figure 7-16 Define the REG$TO_BE_STARTED logical to be TRUE.

- There are no valid translations for the logical REGSTO_BE_STARTED

tiote: If you want a node to start the server when the system boots or
run a standby OpenvMS Registry server, set this legical to TRUE. If
you do not want an OpenvMS Regislry Server started in this node, set
this logical to FALSE. In & cluster. only one OpenvMS Registry server
process can be active and write to the database. llowever. you can
have multiple OpenvM$ Registry servers running, up te one per nade.

Do you want to change this value? (Y/W/Q) [¥]): ¥
Enter the new value (TRUE/FALSE/NOVAL/Q) : TRUE

Which logical name table do you want the loGical defined in?
(SYSTEM/SYSCLUSTER/Q) : SYSTEM

The logical REGSTO.BE-STARTED has been temporarily defined.
Before you rebcoot the gystem you must edit your SYLOGICALS.COH
to include the line:

DEFINE/TABLE=LNM$SYSTEM REGSTO_BE_STARTED TRUE

Press [Enter} to continue.j

Figure 7-17 Note that you can put it in the cluster or system logical table.
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The logdical REGS5TO_BE_STARTED has been temporarily defined.
Before you reboot the system you must edit your SYLOGICALS,COM
to include the 1line:

DEFINE/TABLE=LNM$SYSTEM REG$TO_BE.STARTED TRUE

Fress [Enter] to continue.

- SYS$REGISTRY logical -

- There are no valid translations for the logical SYSSREGISTRY

Hote: In a cluster you can run multiple OpenVMS Registry servers
(up to one per node) for failover purposes. However, there is omly
one OpenvHMS Registry database that remides on & central disk and
directory accessible to all nodes in the cluster, Check that
your directorv specification is visible to the entire cluster, or
that it matches the directory specification of an existing
SYS$SREGISTRY directory.

Jpo you wish to change this value? (y/n/Q) [v): v

Figure 7-18 Now we need to chose a disk/directory for the VMS registry files. I've used
SYS$SYSDEVICE[VMS_REGISTRY].

press [Enter]l to continue.

= SYSSREGISTRY logical -

- There are ng valid translations for the logical SYS$REGLSTRY

note: In a cluster you can run multiple OpenvMS Reglisiry servers
{up to one per node) for failover pulp0ues. Howevel, there is oOnly
one OpenVMS Registry database that resides on a central disk and
directory accessible to all nodes in the cluster. Check that
your directory specification is visible to the entire cluster, or
that it matches the directory =pecification of an existing
SYS$SREGISTRY directory.

Do you wish to change this value? (Y/H/Q) [Y]: ¥

Enter the new value for SYS$REGISTRY (“yourvalue"/HOVAL/Q) : "“SYS$SYSDEVICE:[VMS
~-REGISTRY]"
You have entered - sys$aygdevice: [vms_registryl

Is this correct? (¥/u/Q) [vi: vl

Figure 7-19 I've defined this logical in the system logical table again {mainly because I'm only
configuring a single system).
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directory accessible to all nodes in the cluster. Check that

your directory specification is visible to the entire cluster, or
that it matches the directory specification of an existing
SYSSREGISTRY directory.

Do you wish to chamnge this value? (Y/W/Q) [¥]: ¥

Enter the new value for SYSSREGISTRY ("yourvalue"/NOVAL/Q) : "“SYSSSYSDEVICE:([vMS
-REGISTRY]"
You have entered : sys§sysdevice: [vms-registryl

Is this correct? {Y/N/Q) [¥]: ¥
Which logical name table do you want the logical defined in?
(SYSTEM/SYSCLUSTER/Q) : SYSTEM

The logical SYSSREGISTRY haz been temporarily defined.

Before you reboot the system you must edit your SYLOGICALS.COM file
to include the line:

DEFINE/TABLE=LNMSSYSTEM SYSSREGISTRY sys$sysdevice:(vms-registryl

Press [Enter] to continue. T

Figuré 7—-20 The_ prof:édﬁre will create the directory and regrstrir Ejéiabases for you_ . n

- SYSSREGISTRY directory -

= The SYSSREGISTRY (LWM$SYSTEM) directory is not created.

!iCaution!! When the OpenVMS Registry server starts, the system
creates an OpenVMSs Registry datahase at this location. Although
you can have more than one OpenvMS Registry server running,
you can have only one database. Be sure that the directory
specification points to a disk and directory that. is accessible by
all nodes in the cluster. If you already have an OpenVMs Registry
darabase somewhere in the cluster, redefine the SYS$REGISTRY logical
to point to that location.

Do you wish to create the directory? (Y/N/Q) [Y]: ¥
REG-I~CONTFILE The OpenvMs Registry container file has been sBuccessfully created

The SYSSREGISTRY directory hag now been created.

Press [Enter] to return to the menu.

Figure 7-21 Before you exit the Registry menu check your gefinitions with choice 2.
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1
2
3
4
5
H

[E]

Please enter

OpenvHS Registry Configuration Utility

Configure OpenVvMS Registry logical names and directory paths
Display OpenvMS Registry logical names and directory paths
Check the state of the OpenvMS Registry server

Start the OpenvMS Registry server on this node

Convert to latest database version and/or reclaim database
Help about this atility

Exit

your choice : 4

Figure 7-22 Then start up the OpenVMS registry with menu choice 4.

{E}

Please enter

OpenvMS Registry Configuration Utility

Configure OpenvMS Registry logical names and directory paths
Display OpenvMS Registry logical names and directory pathe
Check the state of the OpenvMS Registry server

Start the OpenvMS Registry server on this node

Convert to latest database version and/or reclaim database
Help about this utility

EXit

your choice : 4

The OpenvMS Regietry server has successfully started.

Press [Enter] to return to the menu.

Figure 7-23 Success messages are always appreciated!
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1
2
3
4
5
H

[E]

Please enter

DpenvMS Registry Configuration Utility

B e L L b L e L L il

configure OpenvMS Registry logical names and directory paths
Display DpenvMS Registry logical names and directory pathe
check the state of the OpenvMS Registry eerver

start the OpenvMs Registry server on this node

Cconvert to latest database vergion and/or reclaim database
Help about this utility

Exit

your choice : E

Figure 7-24 Exit the Registry configuration menu, but we're not done yet.

1
2

3

[E]

Openvns Registry Configuration Utility

configure OpenvMS Registry logical names and directory paths
Display OpenVMS Registry logical names and directory paths
Check the state of the OpenvMS Registry server

start the OpenvMs Registry server on this node

Convert to latest database version and/or reclaim database
Help about this utility

Exit

Please enter your choice : E
Exiting the Coufiguration Utility.

5 SET DEF SYSSLOGIN:
$ EDIT SYSTARTUP_VMS.COM

Figure 7-25 Change Directory to the SYSTEM Manager's home/login directory and edit the VMS

startup file.
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51 Remove the comment delimiter (5!) from the followind line to start
$1 RPC gervices.

5!

515 BSYSSSTARTUP:DCESRPC..STARTUP.COH

i ==—a T -
Si1startup the SSL extensions. These allow Stunnel and other SSL applications
$t to work or other SSL enabled applications to run

1

5 BgysSstartup:eslSstartup.com

S

51
B —————- start up Openvhs reglislry
def ine/system/exec regSto-he.started true
define/system/exec sys§reqistry SYSSSYSDEVICE: [VMS_REGISTRY ]

444 lines written to file SYSSCOMMOH:[SYSMSR)SYSTARTUP_VMS.COM; 25

i
s

Figure 7-26 Edit the startup file, add the logical definitions, and run the registry startup so that the
VMS registry will start up every time the system boots.

Step 2: Configure OpenVMS IP for Advanced Server

Compaq TCP/IP Services for OpenvMs Configuration Menu

Configuration options:

- Core environment

= Client comPonents
Server components
Optional compenents

WA -

- shutdown Compaq TCP/IP Services for DpenvMs
startup Compag TCP/IP Services for OpenvMs
- Run tests

- &N
¢

A - Configure options 1 - 4
[E] Exit configuration procedure

Enter configuration option: 4f]

Figure 7-27 Start the TCP/IP Configuration meny with $@ sys$startup:tepip$config.com. Choose
menu cheice 4.
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Compag TCP/IP Services for OpenVMS Optional Components Configuration Menu

confiquration options:
t - Configure pwIP Driver. (for DECnet-Plug and PATHWORKS)
2 - configure sRI QI0 Xnterface (INET Driver)
2 - set up Anonymous FTP Account and Directories
4 - Configure Kerberos Applications
A - Configure obtions 1 - %
IEl - Exit menu
Enter configuration option: 1}

Figure 7-28 Choose menu choice 1 for the PWIP driver.

service is stopped.

(E]

TCPIP Transport for DECnet and Pathworks Service Configuration

service is not enabled,

TCPIP Transport for DECnet and Pathworks Service configuration options:
1 - Ehable service ou this node

2 — Enable & Start service on thig node

- Exit PWIP_DRIVER configuration

Enter configuration option: 1.

Figure 7-29 Choose Enable and Start no matter what the illustration shows.

Chapter 7 — SMB for Linux and OpenVMS

131



TCPIP Transport for DECnet and Pathworks Service Configuration

|service ig enabled on specific node.
service ie stopped.

TCPIP Transport for DECnet and Pathworks Service cenfiguration options:
1 - Disable gervice on thisz node
2 - Start eervice on thie node
[E) - Exit PWIP_DRIVER configuration
Enter configuration option: 2
%RUN~S~PROC_ID, identification of created process is 20200429
%TCPIP-I-INFO, PWIP ACP process (pid=2020042%) created

STCPIP-S-STARTDONE, TCPIPSPWIP_DRIVER startup completed
Preas Return to continue ...

Figure 7-30 You should receive a similar message for successful installation.

Compaq TCP/IP Services for OpenVMS Optional Compounents configuration Menu

configuration options:

- Configure PWIP Driver (for DECnet-Plus and PATHWORKS)
- Configure SRI QIO Interface (IHET Driver)

set up Anonymoug FTP Account and Directories

- configure Kerberos applications

F U S
b

A -~ Confidure options 1 - 4
[E] EXit menu

Enter configuration option: Ef

Figure 7-31 Exit the TCP/IP Configuration menu.
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compaqg TCP/IP Services for ObenvMs Configuration Ifenu

Configuration options:

1 - Core epvironment

2 - Client components

3 =~ Server components

4 - oOptional components

5 - Shutdown Compaq TCP/IP Services for OpenvMsS
6 = Startup Compag TCP/IP Services for OpenvMS
7 - Run tests

A - Configqure optiony 1 - 4
IEf - Exit configuration procedure

Enier configuration option: E
§

Figure 7-32 Return 1o the $ prompt.

'z020040E AUDIT-SERVER 0 00:00:00.02

2020040F JOB_CONTROL BIB i0 40 0 00:00:00.02

20200411 QUEUE_MANAGER HID 9 2506 0 00:00:00.26

20200412 SECURITY_SERVER HIB 10 58 0 00:00:00.06

20200413 ACME_SERVER HIB 8 102 0 00:00:00.03

20200414 SMISERVER HIB 9 42 0 00:00:00.04

20200415 TP_SERVER HIB 10 24 0 00:00:00.01

20200417 TCPIPSIMETACP HIB 10 192 0 00:00:00.02

20200418 TCPIPSROUTED LEF & 85 0 00:00:00.01

20200419 TCPIPSFTP_1 LEF 10 167 0 00:00:00.05

2020041A TCPIPSIMAP_1 HIB 10 134 0 00:00:00.12

20200418 TCPIPSPOP.1 HIB 10 259 0 00:00:00.02

2020041C TCRIPSPWIP_ACE HIB 9 46 0 00:00:00.01

20200410 SMTVY_VMSONE_01 HIB L] 86 0 00:00:00.10

2020041E VPH_SERVER HIB 15 11 0 00:00:00.01

2012004 LF REAGISTRY_SBRVER MIB 1o :

20200421 IB 2 0

20200422 DTLOGIH LEF 5 0 00:00:00.03 456 421
20200423 DTGREET LEF 4 289 0 00:00:00.36 439 524 S
20200424 SYSTEM LEF 4 484 0 00:00:00.15 220 76 :
20200425 DECWSTE_0425 coM 4 2472 0 00:00:00.6% T19 Ty
20200426 SYSTEM_95 CuR 7 612 0 00:00:01.11 720 126 S
20200427 SYSTEH_54 LEF 4 14 0 00:00:00.01 67 58 S
s |

Figure 7-33 Perorm a $SHOW SYSTEM command 1o see if you've installed and started the Regis-
trv Server.
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2020040E AUDIT-SERVER
2020040F JORB_CONTROL
20200411 QUEUE_MANAGER
20200412 SECURITY_SERVER
20200413 ACME_SERVER
20200414 SMISERVER
20200415 TP_SERVER
20200417 TCPIP$INETACP
20200418 TCPIPSROVTED
20200419 TCPIPSFTP_1
2020041A TCPIPSIMAP_1
20200418 TCPIP$POP..1

I 120011C TCPIPSPWIP_ACP
20200410 SHTP_VMSDNE_01
2020041E VP_SERVER
2020041F REGISTRY_SERVER
20200421 DECWSSERVER_0
420200422 DTLOGIN
20200423 DTGREET
20200424 SYSTEM

20200425 DECWSTE_0425
20200426 SYSTEM_95
2oi00427 SYSTEM_54

S

HIB
HIB
LEF
LEF
LEF
CoM
CUR
LEF

9 57
10 40
9 2506
10 58
8 102
9 42
10 24
10 192
[ F13
10 167
10 424
10 250
E] 86
15 11
10 459
8 692
5 152
4 289
4 484
] 2472
7 612
4 14

OO OO OO

= - - - - - - - -

00:00:00.02
00:00:00.02
00:00:00.26
00:00:00.06
00:00:00.03
00:00:00.04
00:00:00.01
00:00:00,02
00:00:00.01
00:00:00.05
00:00:00.18
00:00:00.02

00:00:00.10
00:00:00.01
00:00:00.09
00:00:00.45
00:00:00.03
00:00:00.36
00:00:00.15
00:00:00.65
00:00:01_11
00:00:00.01

117

64
279
323
353
ta1

71
243
614
539
581
415

215
203
349
470
456
439
880
719
720

67

Figure 7-34 Also check to see if you've installed and started the TCPIPSPWIP_ACP process.
I would recommend that you reboot your system before performing the next step of

the Advanced Server installation.

Step 3: OpenVMS Advanced Server Install

NN AN NN N BN INWL NN WY

$ mount/over=id dgbo:
SMOUHT-I-WRITELOCK, volume is write locked
\HOUHT—I—MOUNTEP, ALPO731LF mounted on _VMSONESDQBO:
- iet def dgb0:[000000]
]

Figure 7-35 Ok! Now for the main event. Logged in to the SYSTEM ACCOUNT mount the CD-ROM
with Advanced Server on it. Then set your current directory to the disk
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$ set def dgbo:[ooopoo]
$ dir

Directory DOBo:[o00000]

000000.DIR; 1 ADV_SER-073.DIR;: 1 AVAILMAN.022.DIR;1 BACKUP.5YS;1
BADBLK.5YS;: 1 BADLOG.SYS; 1 BITMAP.SYS5; 1 CONTIN.5Y551
CORIMG.5YS71 CRTL.DIR;1 DCE-ALPHAD30.DIR; 1
DEBUG_CLIENTS011.DIR; 1 DECAMDS5..0731.DIR;1 DECDFS_9232.DIR:1
DECRAM_025 .DIR; 1 DECRAM_031.DIR; ! ECP.0O54B.DIR; 1 GCM_910 .DIR; 1
INDEXF.SYS; 1 JAVA_0131.DIR;1 KITS.DIR: 1 PATHWORKS _61.DIR; 1
SECURITY.5YS;1 55L_.010.DIR;1 VISUAL_THREADS_622.DIR;1
VMSI18N_ALPHAD73.DIR;1 VOLSET.5Y5; 1

Total of 27 files.

$ set def (.adv_ser-¢73]

§ dir

|pirectory DQBo: (000000 .ADV_SER_073]
DOCUMENTATION.DIR;1 KIT.DIR;1

Total of 2 files.

Figure 7-36 Change the directory to the Advanced Server 7.3 kit directory.

DEBUG-CLIENTS011.DIR;1 DECAMDS_0731.DIR;1 DECDFS_0232.DIR:1
DECRAM_025.DIR;1 DECRAM-031.DIR:1 ECP..0548.DIR; 1 GCM_010 _DIR; 1
THDEXF .5¥5;1 JAVA_0131.DIR;1 KITS.DIR:1 PATHWORKS.61 .DIR; 1
SECURITY.SYS; 1 SSL_010 _DIR; L VISUAL_THREADS_022.DIR:1
VMSII8N_ALPHAD?73.DIR;1 VOLSET.SYS5:1

Total of 27 files.

5 set def [.adv_ser.073]

§ dir

Directory DQBO:[(000000.ADV_SER_073]
DOCUMENTATION.DIR;1 KIT.DIR;1

Total of 2 files.

$ set def [.kit)

s dir

Directory DQBO:[000000 .ADV_SER_073.KIT]
CPQ-AXPVMS-ADVANCEDSERVER-V0703—-1.PCSI; 1

Total of 1 file.
s

o =

Figure 7-37 Now locate the Advanced Server kit. Notice that this is @ PCSI kit and not a VMS
install kit.
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$ dir

Directory DQBO:[000000.ADV_SER_073]
DOCUMENTATION.DIR;1 KIT_DIR;1

Total of 2 files.

$ set def [.kit]

§ dir

Directory DQBO:[000000,ADV_SER_073.KIT]
CPQ~AXPVMS-ADBVANCEDSERVER-V0703-~1.PC51;1

Total of 1 file.
§ product install advancedserver

The followindg product has been selected:
CPQ AXPVMS ADVANCEBSERVER V7.3 Lavered Preduct

00 you want to continue? [YES] ves

configuration phase starting ...

Figure 7-38 Use the product install command to begin the installation.

Advanced Server requires PAK PWLMEEXCA07.03 for each client.
This Lnegtallation procedure requires that all the following
conditions are satisfied:

1. This procedure ig running on an Alpha processor.

2. The gsystem is running OpenvMs 7.2 or later.

3. All reqguired privileges are currently enabled.

4. No PATHWORKS or Advanced Server images are running
on thig node or anywhere in the cluster.

5. HNo files from a PATHWORKS (NetWare) kit are present
on this system disk.

6. HNo fileg from any PATHWORKS or Advanced Server kit
are in SYS$SPECIFIC on this system disk.

This procedure checks if the conditions are satisfied.

‘If they are satisficd, the procedure contipues.

If not, the procedure stops.

Do you want to continue? 1YES) ves

gelect one of the numbered options:

1. Ipstall the complete Advanced Scrver [defaunlt.]

2, Install only the license server

3. Install only the external authentication images

4. Install both the license server and the

external authentication images
Option: [1]1 1ff

Figure 7-39 Note the commercial disclaimers and need for a PAK. Consult your friendly HP sales
rep for more help with this.
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Thig procedure checks 1If the conditions are satiafied.
If they are satisfied, the procedure continues.
If not, the procedure stops.
DO you want to continue? [YES| yes

Select one of the numbered options:

1. Install the complete Advanced Server [default]

2. 1Install only the licenBe Berver

3. Install only the external authentication images

4. Install both the license server and the

external authentication images
option: [1] 1
‘Thig node does not have to be rebooted hefore starting thie product.
For complete information about the reasons a reboot might be
necessary and how to avoid unnecessary reboots, gsee the Installation
and Configuration Guide.
select an option:
1. Delay reboot as long as possible on all nodes. [default]
2. Prevent PWRKSCONFIG configuration on any node uging thie system
disk until after reboot.
3. Prevent PWRKSCONFIG configuration on all nodes until after reboot.
4. Prevent startup on any node using this system disk until
after reboot.

5. Prevent startup on all nodes until after reboot.
option: {1} I

Figure 7-40 Choose choice 1 to install the complete Advanced Server software for OpenVMS.

after reboot.
5. Prevent startup on all nodes until after reboot.

Option: [1] 1

ugser Accounts and User Identification codes (UICs)

The Advanced Server V7.3 for OpenvMS installation createsg two
OpenVMS accounts: a default account, PWRKS$DEFAULT., and a guest
account, PWRKSGUEST. The default UIC group number for both
these new accounts depends on the following:
o If you are installing the server for the first time, the
default is the first unused UIC group number, starting
with 360.
o IT a PCFSSACCOUNT already exlisis, the default is
the yIC group number associated with PCFS$ACCOUNT.
o If a PWRKSDEFAULT or PWRKSGUEST account already exists,
the default is the UIC group number associated with
PWRKSDEFAULT or PWRK$GUEST, in preference to PCFS$ACCQUNT.
However, the default UIC drouP number will not be used to
change the UIC of any existing accounts.
For wmore information ahout UIC group numbers, s€e the
OpenvMs System Manager’s panual.
Enter default vUIC droup number for
PWRKSDEFAULT and PWRKSGUEST
Group: (3611 J

Figure 7-41 Next choose an OpenVMS group number to use for PWRK/Advanced Server
accounts! (You might want to use the defaults).
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default is the first unused UIC group numher, starting
with 360.

o 'If a PCFSSACCOUNT already exists, the default is
the VIC group number associated with PCFSSACCOUNT.

o 'If a PWRKSDEFAULT or PWRKSGUEST account already exists,
the default 18 the UIC group number associated with
PWRKSDEFAULT or PWRKSGUEST, in preference to PCFSSACCOUNT.
wowever, the default UIC group number will not be used to
change the UIC of any existing accounts.

For more information about UIC group numbers, see the

OpenVHs system Manager's Manual.

Enter default VIC group number for

PWRKSDEFAULT and PWRKSGUEST

Group.: [361]

Creating OpenVMS accounts for PWRKSDEFAULT and PWRKSGUEST

% Thig product does not have any configuration options.
Execution phase starting ...

The following product will be installed to destination:
CPQ AXPVMS ADVANCEDSERVER V7.3 DISKSVMS0731: [VMSSCOMMON. ]

Portion done: 0%f]

Figure 7-42 Now that all the questions have been asked the actual installation bégfns!

default is the first unuged UIC group number, starting
with 360.
© If a PCFSSACCOUNT already exists, the default is
the UIC group number associated with PCFSSACCOUNT.

0 If a PWRKSDEFAULT or PWRKSGUEST account already exists,
the default is the UIC group number asgociated with
PWRKSDEFAULT or PWRKSGUEST, in preference to PCFSSACCOUNT.
However, the default UIC ¢roup number will not be used to
change the VIC of any existing accounts.

For more information about VIC group numbere, see the

OpenVMs system Manager's Manual .

Enter default UIC group number for

PWRKSDEFAULT and PWRKSGUEST

Group: [361]

Creating OpenVMs accounts for PWRKSDEFAULT and PWRKSGUEST

+ This product does not have any configuration options.
Execvution phase starting ...

The following product will be installed to destination:
CPQ AXPVMS ADVANCEDSERVER V7.2 DISKSVMS0G731: [VMSSCOMMON. )

portion dome: 0%...10%...20%...30%...40%]

Figure 7-43 Advanced Server installation will proceed until 100 percent of the files have been
copied from the instail procedure.
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$ @SYSSSTARTUP: PWRKSSTARTUP

Note: Add this line after the lines that start all the network
transports, sSuch as DECnet.

Before starting Advanced Server V7.1 for OpenvMS on this node,
be sure to configure the broduct (8SYS$UPDATE:PWRK$CONFIG) on
each node in the cluster where the product will run.

- 100

The following product has been installed:
CP{) AXPVMS ADVANCEDSERVER V7.1 Layered Product

%PCSI-I-IVPEXECUTE, executing test procedure for CPQ AXPVMS ADVANCEDSERVER v7.1

Copyright Compag Computer Corporation 1998, 2000.

starting installation verification Procedure
for advanced Server v7.3 for OpenvMs

%“PWRK-I-NORMAL, IVP completed successfully
%PCSI-I-IVPSUCCESS, test procedure completed successfully

A |
Figure 7-44 Then the installation verification procedure is run to test the install that's just taken
place. And you've installed Advanced Server!

Ststartup the ssL extensions. These allow Stunnel and other SSL applications

5! to work or other ssL enabled applications to run

5!

$ Bgsys$startup:ssl§startup.com

5t '

- —— ——— ———— ————————————
51 Start up OpenvMS registry

§ define/system/exec reg$to_be_started true
5 define/sYstem/exec 8Y85registry SYS$SYSDEVICE: [VMS_REGISTRY]
sdsyssatartup:reg$startup.com

44; lines written to file SYS$COMMON:[SYSMGR]SYSTARTUP_VMS .COH;26
5

Figure 7-45 Change directory/Set Default SYSSMANAGER: and edit the VMS system startup file to
add the @ SYS$STARTUP:PWRKS$STARUPCOM command s¢ Advanced Server will start up on a
reboot.
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Now reboot your OpenVMS system and prepare to configure your new Windows
Domain Server!

Step 4: Configuring OpenVMS Advanced Server processes

dir sys$update:pwrksconf «.com

Directory SYSSCOMMON:[SYSUPD!

PWRKSCOHMON_CONFIG.COM; 1 PWRKSCONFIG.COM; t
PWRKSLICENSE_CONFIG.COM; 1 PWRKS$LMCONFIG .COM; 1
Total of 4 files.

| s i

=

Figure 7-46 After the reboot, fog in as SYSTEM again and locate the PWRKSCONFIG.COM file in
SYSSUPDATE then run the command file.

PWRKSLICENSE_CONF IG . COM; 1 PWRKSLHCONFIG, COM; 1

Total of 4 files.
$ BsysSupdate:pwrk$config.com
advanced Server v7.3 for OpenvMs Configuration Procedure

The Advanced Server stores and accesses the following
types of data files:

Configuration parameter files
License server data files

Log files ]

Printer spool files

virtual memory section files

coocoo

You can specify any existing OpenVMS disk device that has at least
85000 free blocks of disk space to store these data files.

Note: The server irequently accesses the data files stored on the
disk. If these files are stored on the system disk, it can degrade
the performance of both the OpenvM$ sygtem and the server. Therefore,
Compaq recommends that you specify a disk other thao the system disk.

Press RETURN to continue: [J

< =

Figure 7-47 Recommendations for free disk space and so on.
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tliote: The server frequently accesses the data files stored on the
disk. If these files are stored on the system disk, it can degrade
the performance of both the OpenvMsS gystem and the server. Therefore,
Compaqd recommends that you specify a disk other than the system disk.

Press RETURH to continue:

If this OpenVMS cluster has multiple system digks, make sure that all
nodesg on which you plan to run the Advanced Server:

o Use the same disk device to store &nd access Advaunced Server
data files.

0 Share the same SYSUAF.DAT file. In each system disk’s startup file,
define a system lodical name that points all nodes to ihe shaxred
SYSUAF.DAT file. For example:

§ define/system/exec sysuaf pencil§dkalfo:[syso._sysexe]sysuaf.dat

The startup file is called SYSSMANAGER:SYSTARTUP_VMS.COH

Enter disk device name where the Advanced Server data files8 will be stored
{SYS$SYSDEVICE: | : VHSDNESDKBIOO:.

Figure 7-48 For the Advanced Server files, choose a disk that has free space and isn't a system
disk but is available clusterwide (to all other cluster members).

Note: The server frequently accesses the data files stored on the
disk. If these files are stored on the system disk, it can degrade
the performance of both the OpenVH$S system and the server. Therefore,
compaq recommends that you specifvy a disk other than the system disk.

Presyg RETURN to continue:

If this OpenVMS cluster has multiple system disks, make sure that all
nodes on which you plan to run the Advanced Server:

0 Use the same disk device to store and access Advanced Server
data files.

0 Share the same SYSUAF.DAT file. In each system disk’s startup file,
define a system logical name that points all nodes to the shared
SYSUAF.DAT file. For example:

§ define/system/exec sysuaf pencil$dka300:[syso0.sysexelsysuaf . dat
The startup file iz called SYS$MAHAGER:SYSTARTUP_YMS.COM
Enter disk device name where the Advanced Server data files will be stored

[SYSSSYSDEVICE: ] : VMSOMESDKB10O:
Ireating Advanced Server directory tree on VMSOHESDKB10O:...

Figure 7-48 The pwr7k$cor;lig.con71 procé&ure creates ;'md copies all the files necessary for an
Advance Server instance,
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Required openvVHS Registry file server keys and values have been created.
creating Advanced Server directory tree...
Jcopying client files to Advanced Server directory tree...

|Creating the Monitor user authorization file PWRK$COMMOM:PWMOMUAF.DAT , ..

Changing the gerver configuration parameters will allow you to modify
this server’'s client capacity and select the transports to be used.

VMSONE is currently eonfigured to
+ support 20 PC clients
+ use the following transport(s): DECnet

If you want this server to be the primary domain éontroller, you shouid
configure it to use all the transporte used by the backup domain eontrollers
and member servers in the domain.

If you want this server to be a backup domain controller or member server,
vou should confiqure it to hkave at least one transport in common with the
domain's primary domain controller, otherwise this configuration will fail.

If you do not change the configuration parametersz now, you may do so
later by typing ADMIN/COWFIG.

Do You want to change the server configuration parameters now? [YES):

Figure 7-50 Now the procedure asks if we want to configure the SERVER process and its perfor-
mance characteristics. Answer yes and configure the Advanced Server processes.

—— Advanced Server Configuration for node VMSONE

server’'s client Capacity
{ ) Maximize Client capacity Using AUTOGEN/Reboot
({ ) Maximize client capacity Without AUTOGEN or Reboot
(*) lser supplied client Capacity

Client capacity: 20

pe of Phpsical Meiork Used:@i- |
Data Cache flze (Xbytes): 2048

Maximum Concurrent Signons: 10
Opan¥Ms Process Priority: 2

[vortey | [wwit | [otvencea. | [mrameports...

Enter s of phs i df dicake to FATHWORKS

Fiaure 7-51 You miaht ¢nly want to use 512MB instead of 1.6GB of memory for cache.
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——— Advanced Server Configuration for node VMSONE ——
Jptio s Help

server’s client Capacity
{ ) Maximize Client capacity using AUTOGEN/Eehoot

( ) Maximize client capacity Without AUTOGEN or Reboot
(») lUser supplied Client Capacity

Clisnt Capacity: 20

Bercent of Physlcal Memory used: 25
Data cache size (Kbytes): 2048

aximum Concurrent Signons:§10 |

Openi¥MS Process Priority: 9
I verify | l Quit I l Advaneced. .. ] | I‘ranspor_ts,..J
Enter max concur’ t ext 11 authl ti tion op Fan=y —

Figure 7-52 For a home network, ten concurrent sign-ons are more than enough. The menu will ask
you to confirm the number of users and other choices you should verify first.

Transport Conflguration Parameters
rIransports
Se
[ 1 DECnat
( [X] WetBEUI
{ [x] TCcP/IP t
{
WetBIOS Hame Resolution for TCP/IP
[X] Enable LMHOSTS Rasolution
| 4
D [X] Enable DHS Resolutio
N [ ] Enable HINS Resolutlion
0
WINS Server Address: @ . 0 . 0 . 0
. ]
s Trall 5 1c t to use DHS name server,

Figure 7-53 In the advanced section you can choose to turn on or off networking protocols. If you‘
are not using a protocol, turn it off! You might alsc want to enable DNS and LMHOST translations in
a TCP/IP network.
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Advanced Configuration Parameters
Open Flle Caching
Ser
[X] Use Open File Caching
(
{ open File Caching Interval (msec): 5000
(~
c Files per Client: 12 __
Byte Range Locks per Client: &
Be [ ] Enable Dynami¢ Security Upgrade
ba
security Model
Ma
op
( ) Advanced Sexrver and Open¥VMs
[
cz

ise adv. nced Se

=
Options Help

Advanced server Configuration for node VMSONE

Figure 7-54 Choose your security mode! (you might want to use Advanced Server instead of trying
to map the OpenVMS security to the Windows world.

—

server’s Client Capacity

{ ) Maximize Client Capacity Using AWTOGEM/Reboot
{ ) Maximize Client Capacity Hithout AUTOGEN or Reboot

{») User supplied Client Ccapacity

Client Capacity: 20

Percent of Physical Memory Used: 80
Data cache Size (Kbytes): 2048

Haximum Concurrent Signons: 10
Open¥Ms Process Prioxity: 9

I Verifyl } | ouit | [ Advanced. . . | [ Transports...J
Test for 5 rtable ‘onfigiu ation

Figure 7-55 Verify the configuration you've just changed.
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——— Advanced server cConfiguration for node VMSONE
[ Hel

Server’'s Client capacity l

{ ) Maximize client capacity Using AUTOGEN/Reboot
Confirmation

The number of clients specified (20) CAN be supported.
You do not need to Tun AUTOGEM to use this configuration,
but you must restart the server.

Do you accept this configuration?

I | {Quit I I Advanced. .. | | Transports. ..

Test fox sup ortable config

Figure 7-56 Success! The defaults will let you set up a 20-person server (usually), but if you need to
go back or tune VMS for more users, you ¢an rerun this portion of the configuration at any time
after installation.

The OpenYMS Registry server is already started on this node.

Reading current configuration parameters

Your Advanced Server for OpenVMS is presently configured to
run ag follows:

1. Run the license Berver: HO

2. Enable Timesource gervice: HO

3. Enable Alerter service: YES

3a. Alert user names: Administrator

4. Enable Hetlogon service: YES

5. Advanced server domain: LANGROUP

6. Advanced Server role: PRIMARY

7. Advanced Server computer name: VMSONE

7a. Advanced server OpenVMS cluster alias: VMSONE_ALIAS

8. Server ‘announce comment: Advanced server V7.3 for OpenVHMs

4. Advanced Server language: English (USA)

10. Enable HT style printing: NO

Enter item number, or RETURN to use these values [DONE]:

|-
ol

Figure 7-57 This menu shows your definitions for your server and domain. You may need 10 change
some of these for your domain and/or workgroup.
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7. Advanced Server computer name: VMSONE

7a. Advanced Server OpenVMS cluster alias: VMSONE-ALIAS

8. Server announce comment: Advanced server V7.3 for OpenVMS
9. Advanced Server language: Engligh (USA)

10. Enable NT style printing: NOD

Entér .item number, or RETURNH to use these values [DONE]l: S

ARARARRARRAREAARRAXERAAER W A B N I H G AARRARNARRRARAARARNANRRAR AR
You chose item number 5 from the menu. Changing the domain

name will cause the existing SAM databases to be RE-INITIALIZED
resulting in the loss of any data currently in these databases (for
exXample, user accounts, group names, etc).

AR AR AR R R AR R AR AR R A R AR AR AR AR AR RARRRARR AR RARRARRARRRARRANRAR RN AR X

No you want to continoe with item number 5 {Y/[N]) vy
An Advanced Server domain is a collection of computers that share
a common security database and policy. Each domain has a unique
name . A network can have many domains.

The Advanced Server domain name can be up to 15 characters
long, The domain name must be different than the computer name.

Enter Advanced Server domain name for this cluster [LANGROUP]: wsKIl

Figure 7-58 Change LANGROUP to your domain or workgroup name!

The Advanced Server comment can be up to 48 characters long.

Enter server comment (no change]: "I can’t say if 1t's VMS sirt"
Illegal character " in server comment, please try again.
Enter server comment [no changel: I can’t say if it's VMS Birl

Your Advanced server for OpenvVMS is presently configured to
run ag follows:

1. Run the license server-: HO
2. Enable Timesource service: HO
3. Enable Alerter service: YES
3a. Alert user names: Administrator
4. Enable NHetlogon service: YES
5. Advanced Server domain: WSKI
6. Advanced Server role: PRIMARY
7. Advanced Server computer name: VMSONE
7a. Advanced Server OpenvMS cluster alias: VMSONE-ALIAS
8. Server announce comment: I can't Bay if it's VMS sir!
9. Advanced Server language: English (USA)
10. Enable BT style printing: NO
Enter item number, or RETURN to use these values [DONE]: [ 1

Figure 7-59 Make your descriptianis l;etter, and then verify all your changes.
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Your Advanced Server for OpenVMS ig presently configured to
run as follows:

1. Run the license server: Ho

2. Enable Timesource service: HO

3. Enahle Alerter service: YES

3a. Alert user names: Administrator
4, Enable Hetlogon service: YES

5. Advanced Server domain: WSK1

6. Advanced Server role: FRIMARY

7. Advanced Server computer name: VMSONE
7a. Advanced Server OpenVMS cluster alias: VMSONE_ALIAS

8. Server anncunce cOmment: I can't say if it's VMS azir!
9. Advanced Server language: English (USA)
10. Enable NHT style printing: HO

Enter item number, or RETURM to use these values [DONE]:

saving parameters to the OpenVMSs Registry. ..

Creating saM datafiles...

Creating sharefile PWRKSLMROOT:iLANMAN.DATAFILES]SHAREDB ...
New sharefile has been created.

ADMINS added

IPCS added

PWUTIL added

Figure 7-60 When finished, the menu adds common shares and admin access for your new
Advanced Server.

7a. Advanced Server OpenVMs cluster alias: VMSONE_ALIAS

%. Server announce comment: I can't say if it's VMS girl
9. Advanced Server language: English (USA})

10. Epnable NT style printing: HO

Enter item number, or RETURN to use these values [DONE]:

saving parameters to the OpenVMS Registry. ..

Creating SAM datafiles...

Creating sharefile PWRKSLMROOT:[LANMAN.DATAF¥ILES]|SHAREDE
Hew sharefile has been created.

ADMINS added

IPCS added

PWUTIL added

PWLICEMSE added

PWLIC added

The Advanced Server Administrator account is used to
administer the server. The Administrator account
is mappéd by default to the OpenVMS SYSTEM account.

The Administrator account password can be up to id4 characters long
and the case of the characters used will be preserved.

Enter Administrator account password: l

Figure 7-61 Next, change the administrator password {note that this is not the same as the SYS-
TEM ACCOUNT's password!).
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Setting character set information in databases as needed

-.. Setting share database character set information.
setting ACL database character get information,
Checking system resources. ..

The current gystem configuration for VMSONE will support 20 pPc clients.
The Advanced Server is configured to use netBEUI, TCP/IP.

To automatically start the Advanced server V7.3 for OpenvMs
at system startup, you should add the following line to the
SYSSMAMAGER : SYSTARTUP_VMS .COH file.

$ BSYSSSTARTUP: PURKSSTARTUR

Note: Add this line below the lines that start all network transporte
{such ay DECnet}).

Before starting the Advanced Server v7.3 for OpenvMS on
this system, he sure to execute €SYSSUPDATE:PWRKSCOHFIG on each
node that will run the Advanced Server.

Do you want to start the Advanced Server v7.3 on node VMSONE now [YES]: I

Figure 7-62 Start up all the Advanced Server processes.

To automatically start the Advanced server V7.3 for OpenvmMs
at system startup, you should add the following line to the
SYSSMANAGER : SYSTARTUP_VMS . COM file,

$ BSYSSSTARTUY : PWRKS STARTUP

lote: Add this line below the lines that start all network transports
{such as DECnet).

pefore starting the Advanced Server V7.3 for OpenvMS on
this system, be sure to execute @SYSSUPDATE: PWRKSCONFIG on each
node that will run the Advanced server.

Do you want to start the Advanced Server V7.3 on node VMSONE now [YES]: yes
The file server will use NetBEUI, TCe/Ip.

Process PWRKSNBDAEMON created with identification 20200446

Process PWRKSKNBDAEMOH created with identification 20206448

Process PWRKSLICENSE_R created with identification 2020044A

Checking to see if OpenvMs Redistry services are available. ..

The OpenVMS Registry server is &lready started on this node.

The Advanced Server is configured to support 26 PC clients.

Process PWRKSMASTER created with identification 2020044D

The master proce:ss will now start all other Advanced Server processes.

s A
Figure 7-63 All of the processes have been started!
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20200418 TCPIPSROUTED LEF 6 283 0
2020041% TCPIPSFTP_1 LEF 10 167 0
20200414 TCPIFSIMAP_1 HiIR 9 1096 o
20200418 TCPIPSPOP-1 HIB 10 246 4]
2020041C TCPIPSPWIP_ACP HIB 10 72 0
20200410 SMTP_VMSONE_01 HIB 4 &6 4]
2020041E VPN_SERVER HIB 15 11 0
2020041F REGISTRY_SERVER HIB 1 68706 0
20200421 DECWSSERVER_G HIB 8 692 1]
20200422 DTLOGIH LEF 5 229 o
20200423 DTGREET LEF 4 89 L]
20200424 SYSTEM LEF 1 573 1]
20200425 DECWSTE_0D425 COM 1 8907 o
20200426 SYSTEM_24% CUR 7 60840 [}
20200427 SYSTEM_48 LEF 4 1]
#0200446 PWRKSHBDAENOH IITB 4]

0200448 PWRKSKUBDAENQH HIB (1]

0200144 PURKSLICEHSE_R HIB ]

6200140 PWRKSMASTER Hig o

020044F PWRKSLMMCP HIB 1]

0200451 PURKSADMIN.D LEF o

0200453 PWRKSLHSRV 4IB (1]
0200455 PWRKSLIBHROWSER HIRB 169 (1]

[ . "
Figure 7-64 Now check with a $SHOW SYSTEM and verify that the Advanced Server processes
are running!

Step 5: Configure OpenVMS Advanced Server as a Domain Controller

R i i ] |

$ admin

WSKIM\VMSONE> logon

Username: Administrator

Pagsword :

You were logged on, but have not been validated by a server.
Therefore, you may not have permission to use some network resources.

WSKIN\VMSONE> ]

Figure 7-65 Run the Administrator Utility and log on as administrator of the domain you want to
work on!

Chapter 7 — SMB for Linux and OpenVMS

149



WSK I\\VMSONE> show computer vmsone

Computers in domain "WSKI™:

Ccomputer Type pegcription

[PD] VMSONE OpenVM5 (NT 4.0) primary I can't say if it’s VMS sir
Total of 1 computer

WSKIM\VMSONE>
WSKIV\VMSONE>
WSKIV\VMSONE>
WSKIM\VMSONE>
WSKIVAVMSONE>
WSKIVAVMSONE>
WSKIV\VMSONE>
WSKI\\VMSOHE>
WSKIV\VMSONE>
WSKIN\VMSONE>
WSKIV\VMSONE>
WSKI\\VMSONE>
WSKIN\VMSONE>

Figure 7-66 Use the show computer command and you'll find only this server; it hasn't been
configured yet!

WSKI\\VMSONE> j‘

WSKIN\VMSONE> add computer wizsmule/rale=workstation i

%*PWRK-S5-COMPADD, computer "WIZSMULE" added to domain "WSKI“

WSKIN\VMSONE> add computer wintermute/role=workstation !

%PWRK-S—COMPADD, computer "WINTERMUTE" added to domain “"WSKI"

WSKIN\WMSONE> show computer

computers in domain “WSKI":

Computer Type Descripflon

[ws] LHXONE Windows NT Workstation or Server

[PDT VM5ONE OpenvMs (NT 4.¢) Primary I can't say if it’s VMS sir

[BPD] VMSONE_ALIAS OpenvMs (NT 4.¢) Primary Advanced Server V7.3 for
OpenvMS (Allias)

[ws] WINTERMUTE Windows NT Workstation or Server

[ws} WIZSHULE windows NT Workstatiom or server

Total of 5 computers

WSKI\\VMSONE> Y|

Figure 7-67 Use the Add Computer command and add the co;npﬂte;s {hat will k;e servers and
workstations in your domain.
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ADD USER Subtopicy
ADD subtopic?

ToOPiC?

WSKIN\WMSONE>
WSKI\\VMSONE> add user johnw/pass="welcomel"
%PWRK~S-USERADD, user "JOHNW" added to domain "WSKI™

WSKI\\VMSONE> add user steves/pass="welcomel”
%PWRK-5-USERADD, user "STEVES" added to domain "WSKI"

WSKI\\VMSONE> add user jenna/pass:z"welcomel"”
%“PWRK-5-USERADD, uger “JENNA" added to domain "WSKI"

|¥SKIN\VMSONE>» add user jessica/pass="welcomet”
%*PWRK—-S-USERADD, user "JESSICA" added to domain "WSKI"

|¥SKIN\VMSONE> add user patj/fpassz"welcomel"
%PWRK-S-USERADD, user "PATJI" added to domain "WSKI"

JWSKI\\VM50NE> add user davidc/pass="welcomel"
%PWRK=-S=-USERADD, user "DAVIDC” added to domain "WSKI"

Figure 7-68 Next, add users who can 10g on to the domain (and its shares) from workstations and
other computers!

WSKINA\VMSOME> add user steves/fullname="Steven Smiley”/descript="User Account”

%PWRK-5-USERADD, user "STEVES" added to domain "WSKI"
WSKEIN\VMSONE» show user

User accounts in domain "WSKI":

User Hame Full Hame TyPe DescribPtion

Administrator Glebal Built-in account for
administering the domain

Guest Global Built-in account for guest.
access to the domain

JOHMW John Wisniewski Global User Account

STEVES steven Smiley Global User Account

Total of 4 user accounts

WSKI\\VMSONE>
WSKI\\VM5ONE>
WSKI\\VMSONE>
WSKIN\VMSONE>

WSKIN\VMSONE> !

Figure 7-69 Show vour active users at any time by doing a show users commarnd.
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WSKIN\VMSONE> add share dkbi0o_share vmgoneSdkbioo:(pwrkS$share]/permissions=z{gue
stzfull}
%PWRK-S-SHAREADD, share "DKB100_SHARE” added on .server "VMSONE"

WSKI\\VMSONE>
WSKIM\WMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKIAVAVMSONE>
WSKIM\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKINA\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKT\\VMSONE>
WSKI\\WMSONE>
WSKI\\VMSONE>
WSKIA\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKIM\VMSOUE>
WSKI\\WMSONE> [
=

Figure 7-70 Add shares to your server that your new users can use for disk storage!

WSKIN\VMSONE> mod share dkbi0¢_share/description="Guest Share location”
%PWRK—S-SHAREMOD, share "DKB100_SHARE" modified on server “VMSONE"

WSKIN\VMSONE>
WSKIN\VHMSONE>
WSKIN\VHSONE>
WSKINAVHMSOME>
WSK I\ \VMSONE>
WSKIN\VMSONE>
WSKIN\VMSOHE>
WSK TN \VMSONE>
JWwSKINAVMSONE>
WSKI\\VMSONE>
WSKIN\VMSONE>
WSK I\ \VMSONE>
WSKIN\VMEOHE>
WSKI\AVMSONE>
WSKT\\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKT\\VMSONE>
WSKI\\VMSONE>
WSKT\\VMSONE>

Figure 7-71 You might want to set permissions for different directories/shares that you define.
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WSKI\\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKIN\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>
WSKI\\VMSONE>

WSKI\\VMSONE> show share

Shared resources on server "VMSONE":

Name

Type

Description

DEB100_SHARE

Directory
Directory
Directory
Directory
Directory
Directory

Total of 6 shares

WSKI\\VHSONE>

Guest Share location

Logon Scripts Directory
PATHWORKS Client License Sftwr
PATHWORKS Client License Sftwr
Adv. Srv. Client-based Utilities

Users Directory

I-;igure 7-72 Check your defined shares with the Show Share command!

Congratulations! You've installed Advanced Server on OpenVMS and configured

computers, users, and shares for network use!
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Chapter 8 — Apache VMS and Linux Style

You Never Really Forget your First Web Server

You never really forget your first Web server. It was September, the leaves were just
starting to turn in New England, and I was at a class about Web servers, Internet e-
business, and Web mastering. The week was much too short and the teachers much
too quick with their information, because there was just so much to cover.

In 1995 and the hot tool of choice was, of course, Netscape (some might say there was
a rumor of something called Front Page from the Northwest). The browser wars were
yet to be fought, but posturing and rumblings of the battles to come were in the air.
Every OS worth its salt was laying claim to being a Web server.

I flew home from Boston on Friday with a full laptop disk of VMS software, PC Web
tools, and my most precious cargo—the thing that would proudly put my
AlphaServer on 2000 and share with the internal network, was Netscape Commerce
Server. It was to be my first Web server. SSL, user directory support, and fast well—at
least able to do 10 to 20 simultaneous Web requests. I was pumped about the
prospects of building a Web server.

I got home and created user/ Web accounts for every CD-ROM that was on my
Infotowers (I think I had 21 CD-ROM drives back then) and served all the OpenVMS,
PC, and then OpenSource CD-ROMs I had to offer to the internal network. It was a
glorious few days serving out through HTTP and HTTPS tools, disks files, and even
PowerPoint slides. A complete DECUS library of graphics, history files for DEC CD-
ROMs going back to the 1970s.

I remember going back to my cubical the morning when all the Web data was up and
just walking the pages I had added /built/HTML'd with my own hands. Later I
realized that having raw HTML code on my workstation was even better then having
a spreadsheet up when my boss Dennis Bashore did a little “management by walking
around” in those days!

I was just so proud when the main Web page hit 100 hits later that month—and then
quadrupled that number less than a week after that as the DEC file grabbers
religiously copied my few paltry gigabytes to their every increasing plunder. Hint
number 8972: You know you’ve been plundering file sites too long when you start
finding YOUR directory structures on other sites.
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Web master flash forward with Apache

I'll never forget that first Web server, and today we take Web server tools for granted
(and for free), such as Apache from Open Source. Some are quick to say that Linux’s
first killer /breakthrough application was Apache moving Linux into many people’s
minds as the very economical Web server. At one point almost all the Linux boxes
being brought up were built for the primary purpose of sharing World Wide Web

pages.

Today 65 percent or more of all Web servers are Apache based. RedHat ships Apache
with Linux now (although today you must at least do a minimal configuration, start
the Apache Server, and set it for startup for autostartup upon reboot). OpenVMS
engineering also ships an Apache-based Web server that’s been tested by OpenVMS
engineering for commercial support and performance.

Both Web servers are available on the Web at:

http://www.apache.org
http://www.openvms.compaq.com

Today Apache has a lot to recommend it as the dominant Web server for Linux and
OpenVMS systems. It's easy to install, performance is great, it's Open Source (which
makes licensing much easier, and all those new Open Source features just seem to
show up in the code base! And because they are the same sources, training to use one
gives you a feel for the directory structure, configuration files, and other set values
that are common with Apache running on a variety of platforms.

While Web masters over the years have had many choices, the hardest part of their
jobs remains much as it was ten years ago: finding enough content to satisfy the most
hungry user. Which is the better server for Apache Linux or OpenVMS? The answer
depends on which applications need to have Apache Web interfaces? Old crusty
FORTRAN or COBOL apps that have been running for 20+ years can be given a new
polished interface with Apache and the World Wide Web. Databases, user programs,
and even DCL can be Webified with Apache on OpenVMS. Linux systems can give
every desktop or server an easy, standard, secure Web page serving tool that has
cutting-edge features and e-business storefronts.

Where do you start? Just begin by setting up servers on your systems and joining the
WWW!

Linux Apache Web server Installation

Figures 8-1 through 8-24 illustrate the Linux Apache Web server installation.
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Figure 8-1 First, download Apache binaries from the Apache Web page.
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Figure 8-2 The binaries are located here with binaries for many systems—make sure you download

the Linux cne.
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Binary Releases
Are avallable In the binaries/ directory. Every binary distribution comains an irgtall s¢ript. See README for details.

Apache 2.0.43 is the best available version.

| This release {ixes  security problem destribed In CAN-2002-0840 on cve.mitre.org. it also fixés some bugs from 2.0.42 (ard
earlier) a5 well & adding some additional capability. &Ll users of Apache 2 642 wx priot are urged to upgrade &s spon &5
possitie.

For details see the Qific ey . Check hete to see 1f any patches of other special instructions are necessary for
[| building or running Apache 2.0.43 en your piatform.

Apache 2.0 add-in modules are not compaiible with modules written or compljed for Apache I 3. If you are running third:
| party add-in modules, you wil! need to obtaln new modules written far Apache 2.0 from that third party before you atrempt to
| upgrade from Apache 1.3,

Note; the ~wind2-sre 2ip versions of Apache ae nearly identical w the tar gz versions. Hewever, they offer the source flles In
DOSAW indows CRALF test format. and inctude the Win32 bulld files These -wnB32-are 2ip files do NOT contain binaries!
See the binaries/win32/ directory for the Windows binary distributions

Apache 1.3.27 is also available.

Apache 1 3.27 is the best available version of the 1.3 series. ardl {5 recommended over a1l previous 1.3 and earlwer releases.

This relegse Fixes 3 security problems as described tn CAN-2002-0839, CAN-2002-0840 and CAN-2002-08432 on
QE_!MIG_%% t also [iXes some bugs from 1.3.26 {and earller) as well as'addlrg some additional capability. All users of
Apache 1.3.26 and prior are urgeﬁ to upgrude 4s soon &s possible.

Figure 8-3 The latest version for our installation.

DascIiphaon

Binacy dadtribukions.
pory 12-261.2002 86:25 -  Einary dastrabucions
aum/ O6.gay-2000 12.56 - Binazy distributions
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H CD pa2009-0ads 21-7un-2002 D3:31 - Binary dastrabutaons
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| [ [p— 18-hpe-2002 13:30 - Bisary distcibutions
i fil darwan/ 18-3un-2002 18:33 - Binsry disecibutions
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@ dagatalunix/ 12-Jun-2008 03-47 - Binary dastributaons
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m Bouxs 12-Aug-2002 12-27 -  Binary distributions
@ ALimS 13-0ce-2000 04,57 - Einary distributions
Q Lamzns 13-0ct-2002 23:58 - Binary dastributions
BACTax/ 18-Jun-2002 18:33 - Banacry distiabutions
@ BAcoaxvaLver/ 30-0et-2G00 17-42 - Binazy dastcibutions

Figure 8-4 Look for the Linux dlrectory
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i spache-docg-1.3 23 pdf zup 24-Jan-2002 09:25 { 6M Documentation in PDF - pkrapped

ﬁ apache 1.3 2T-wand2-ssc. zin 03-0ct-2002 19:13 2.9M Curcent Relense 1.3.27

l21 soache 1.3 2T-win32-ssc gap. moe 03-08t-2002 19:13 477 BOP sagnatuce

E‘I apache 1.3 27-van32-ssc. 2ip mdS 03-0ct-2002 15:13 69 DS hash

h agache 1.3.27.ca2 2 03-0ct-2002 11:51 3.5M Curcent Relesss 1 327
aoache 1 3 27 tar T sac 03-0ct-2002 11:51 175 PP mgambure

| apuche 1.3 27 tar 7 24§ 03.0ct-2002 11:51 61 DS hash

03-0ct-2002 Cucrent Aelezsé 19,27

03-tct-2002

03-Gct-2002

03-0ct-2002

B - -eini2-arc gip asc U3-0ct-2002 11:61 471 PGP signaturs.

| a httod-2 0 43-wan32-arc gap mdb 03-0ct-2002 15:5% €8 MDS hash

h hitpd-2 0 43 tuz I 03-0ce.2002 11:51 7 9M HITP Server project

Z htted-2 0 43 tar I asc 03-0ct-2002 11:51 477 PGP mgnature: )

EI hetod-2 0.43 tar % ndS 03-0ct-2002 15:52 60 MDS hash

b hitpd-2,0.43 tog ¢f D3-Qce-2002 11:51 4. 6M HITP Secver project

Z hetod-2. 0,43 tar oX asc 03-0ct-2002 11:531 47T  PoP eignature

E‘I httod-2.0 43, tar gz mdS (3-0ct-2002 15 52 €1  WDS hash

D3-May-2002

PGP sagreture
MDS hash

Source code for wandZ compilers

Documentation in POF - pkzipped

—_——— — =
"
Chip_7 _ady_sétvar VOO0 1231 46 .
/ZE/2002 07 5454 .

Figure 8-6 Such as this version!

Figure 8-7 Watch the progress being made in the download.
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File Edit Settings

[root@lnxone root]# ls )
anaconda-ks.cfg  chp_8_apache install.log kits
|chep_7_.adv_server httpd-2,0.43.tar:gz  install.log.syslog
[root@ln=one root]é gzip -d httpd—2.0.43.tar.gzoi

Help

— = 0
Figure 8-8 Then open a Linux terminal window in the /root directory (which is where you should
have downloaded your Apache kit}. Unzip the file 1o it's tar file component.

% ot @E
Flle Edit Seftings Help
[root@lmcone root]d 1s C
anaconda-ks,cfg  chp_B_apache install,log kits i 'ﬁ
chp_7_adv_server htipd-2.0.43.tar install,log.syslog f

[roct@lmxone root 4

L

Figure 8-9 Verify that the tar file has been expanded from the zip file.
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rool@Inxone.

File Edt Seftings Help

[root@lnxone root]d ls

anaconda-ks,cfg  chp_8 _apache install, log kits
chp_7_adv_server httpd-2,0,43,tar install, log,.syslog
[root@lnxone root]d tar -wef  hitpd-2.0,43,tan)

Figure 8-10 Then —xvf the tar archive and expand it under the root directory.

ot@inxone:

File Edit Settings Help

httpd-2.0.43/support/win3d2/apache_header .bnp
httpd-2.0.43/support/win32faprun, ico
httpd-2.0.43/support/uin32 /anston. ico
httpd-2.0,43/support/vin32/srun.bnp
httpd-2.0.43/support/uindd/sstop b
httpd-2.0,43/support/uind2/wintty.c
httpd-2.0,43/support,/wind2/wintty dsp
httpd-2.0.43/test/
httpd-2.0,43/test/ ., indent ,pro
httpd-2.0,43/test/Makefile. in
httpd-2.0.43/test/README
httpd-2,0,43/test/check_chunked
httpd-2.0.43/test/cls.c
httpd-2.0.43/test/topdumpscii. txt
httpd-2.0.43/test/test-uritev.c
httpd-2.0.43/test/test_find.c
httpd-2.0.43/test/test_linits.c
httpd-2.0,43/test/test_parser.c
httpd-2,0,43/test/test_solect .
httpd-2.0.43/test/tine-sen.c
httpd-2,0.43/test/zb.c

httpd-2.0.43/ .deps

httpd-2.0.43/conf igure

{root@lnxone root]d |l

Figure 8-11 Expanding the tar archive for Apache.
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0i@Inxone:~

Flie [Edh Settings Help

[root@lnsone root]é ls &
amaconda-ks,cfg chp_8 apacte httpd-2.0,43.ta  install, log,suslog
chp_7_adv server httpd-2.0.43 install,log kits

[root@lrwane root]# cd  httpd-2.0.4304 ]

hd

Figure 8-12 Verify that the httpd-2.0.43 directory structure has been created and then change the
directory down into that tree.

File Edit Help

[root@lmeone rootlé ls

anaconda-ks.cfg chp_8_apache httpd-2.0,43 tar install.log.suslog
chp 7_adv_server httpd-2.0.43 install.log kits

[rootélnxone root]$ cd bttpd-2,0,43

[root@lrxore httpd-2,0,431% . /configurell

Sefltings

Figure 8-13 Execute the /configure script to prepare for the make command.
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Inxone ~/htpd-2 0 43

File Eot Setings Help

checking for gcc... gcc

checking for C compiler default output... a.out

checking whether the C compiler works... yés

checking whether we are cross compiling..., no

checking for suffix of executables,.,

checking for suffix of object files... o

checking whether we are using the GMY C compiler.., ‘yes

checking whether gcc accepts -g... yes

Appluing APR hints file rules for i586-pc-linux-gnu 1
setting CPPFLAGS to "-PLINUX=2" ’ ]
agding "-D_REENTRANT" to CPPFLAGS |

(Default will be unix)

checking whether make sets ${MAKE}... ues

checking hou to run the C preprocéessor.., gec -E

checking for gauk, ., gawk

checking whether ln -s works... ues

checking for ranlib... ranlib i i

checking for a BSD-compatible install... fusr/bin/install -

checking for rm... ri

checking for as,,, as

checking for cpp... cpp

checking for ar,,, ar

checking for AIX.,, no

checking for library containing strerror... i

Figure 8-14 The ./configure continues until it has prepared the directory /iles tor the make
commands,

= e
| File Edit Seftings Help

creating srclib/Makefile -
creating os/beos/Makefile

|creating os/os2/Makef 1o |
|creating os/Makefile

| creating os/unix/Makefile

creating server/Makefile

creating support/Makefile

creating srclib/pore/Makefile

|creating test/Makefile

config.status: creating docs/conf/httod-std.conf

| config,status: creating include/ap_config_layout.h
config.status: creating support/apxs
lcnnfig.status: creating support/apachectl

—

config.status: creating support/dbmmanage
config,status: creatlng support/envvars-std
config,status: creating support/log_sérver_status
corf ig.status: creating support/logresolve.pl

| eonfig.status: creating support/phf_sbuse_log.cgi
config,status: creating support/split-logfile
config.status: creating build/rules.mk
config.status: creating include/ap_tonfig_auto.h
config.status: executing default commands

! Er*oot@lnxone httpd-?.O.dqit

| [raot@lnxone htted-2.0.43]4 mai;:el -

Figure 8-15 After the /configure script has finished, execute the make command.
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File Edit Setings Help

rooté@(nxone:~/hitpd-2.0.43 ‘ T

froot@lrxore httpd-2.0,.4314% make installll

Figure 8-16 Continue after the make command with the rmake install command.

I@Inxone:~/ .
Fie Edit Seitings Help

nake[2]: Entering directory */root/httpd-2.0.43/support’
nake[2]: Leaving directory /root/httpd-2.0.43/support’
make[1]: Leaving directary /root/httpd-2.0.43/support '
nake[1]: Entering directory /root/httpd-2.0.43"
Installing corfiguration files

mkdir fusr/local/fapache2/conf

Installing HTML documents

mkdir fusr/local/apache2/htdocs

Installing error documents

nkdir /fusr/local/fapachelferrer

Installing jcons

mkdir fusr/local/apsche2/icans

mkdir fusr/local/apache?/logs

Installing CGIs

mkdir fusr/local/apache?/cgi-bin

Installing header files

Installing man pages and online manual

akdir fusr/local/apacheZ/man

nkdir /usr/local/apacheZ/man/mant

mkdir fusr/local/apacheZ/man/nans

nkdir fusr/local/apache2/manual

Installing build system flles

make 1 : Leavln- directory ‘/root/httpd-2.0.43°

S o al Sapac el oo F bt

Figure 8-17 When the make install command finishes, edit {(with vi shown here) httpd.conf.

TS 2 Oy

=F
FTAPT LT s T

¥

s

F‘x.d.'
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rool@Inxone:~/itpd-2.0.43

==

Fite Edit Setings Help

This can often be deternbhed automatically, but we recommend wou specify

If this is not set tc valid DNS name for your host, server-generated
redirections will not work, See also the UseCanonicalName directive,

#

4

#

4

4

]

# If your host doesn't have a reglstered DNS name, enter its IP address here,
% You will have to access it by its address anyway, and this will make

# redirections vork in a sensible way.
#
4
#
#
#
#
#
#
#

UseCanonicalName: Determines how Apache constructs self-referencing
URLs and the SERVER_NAME and SERVER_PORT variables.

Uhen set "Dff", Apache will use the Hostname and Port supplied

by the client. UWhen set "On", Apache will use the value of the
ServerNane directive.

| UseCanonicalhane OFf

#
| # DocumentRoot? The directory out of uhich you. will serve your
| 279,27 27%

it explicitly to prevent problems during startup. |

Figure 8-18 Change the configuration file and add (at least your server name).

i :\Uﬂl@umdne ‘_h. d;Z_O _3

File Edit Settings Help

o

[rootélnxone httpd-2.0.431% fusr/local/apache2fbinfapachectl startl

Figure 8-19 Then manually start Apache to see if the installation and configuration are correct.
Note that using “stop” with apachectl will stop the Apache server!
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[root@Inxone~/htipd-2,043

Flie Edit Seflings elp

[mnt@lnxone httpd-2,0,43]4% fusr/flocal/apache2/bin/apachectl start
root@lrxone httpd-2.0,43]4 ps -ef | grep apachel]

Figure 8-20 Execute a process status command to look for the processes named Apache.

S foot@Inxone ~/hiipd-2.0.43

| File Edit Seflings Help
Er‘oot@lnxone httpd-2,0.43 ]# Jusrf local fapache2 /binfapachect]l start
ot@Lnxone httpd-2 0.43]4 ps -ef | grep apache
root 9880 0 20:32 7 00:00:00 fusr/local/apache2/bin/httpd -k
nobody 3881 9880 0 20:32 7 00:00:00 fusr/local/apache2/binfhttpd &
robody 9882 9880 0 20:32 7 (0:00:00 fusr/localfapache?/bin/httpd -k
nohody 9883 9880 0 20:32 7 00:00:00 fusr/local/fapache2/binfhtted —k
nobody 9384 9880 0 20:32 7 060:00:00 fusr/local/apache2/bin/httpd -k
nohiady 9885 9880 0 20:32 7 00:00:00 fusr/local/apache?/oin/httad -k
| [raot@lnxone Httpd-2.0.4374 B

Figure 8-21 The results will be shown only if you have Apache processes on your Linux system.
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add content to this directory and replace this page.

=

Seeing this instead of the website yoy expegted?

| This page is here because the sjte sdministrator has changed the configuration of this web server. Please contacl the person
| responsible for maintaining this server with questions. The Apache Software Foundation, which wrote the web server
| software this site administrator is using. has nothing 1o do with maintaning this site and cannot help resolve configuration

The Apache documentatién hes been included with this distribution

‘You are free to use the image below on an Apache-powered web server. Thanks for uslng Apache!

If you cen see this. It means tha? the installazion of the Apache web server software on this system was successful. You may now

-

F-igure 8-22 Go back to Mozilla or your favorite Web browser and verify that you're serving pages on

port 80.

5r‘00t@lnxone htdocs]# pud
usr/local/apache2/htdocs

[root@lnxone htdocsl# ls

apache_ph? ani.gif index.htnl.es indax.html.po. is08850-2
apache_ph2 g if index.html.et index . html.pt '
apache_ph2 ,ong index.html,fr index.html.pt-br

apache ph,gif indesx.htnl,he, iso8859-8  index.html.ru.cp-1251 |
apache_ph . png index.htnl hr is08859-2  index,html,ru,.cp366
index.html,ca index.html,it indes.html,ru. iso-ru 1
index, htnl.cz.is08859-2 index.html, ja.is02022-jp index.html.ru.koi8-r
index.htnl.de index.htnl.ko,euc-kr indesx . html,ru,utf8 I
index.htnl,dk index.htnl.lb.utf8 index.htnl,se

index.html.ee index.html.nl index.html,var

index.html.el index.html.nn index.htnl.zh |
index.html.en index,htnl,nc
froot@lnxone htdocslé- il

Figure 8-23 Add your HTML code and pages here! Congralulations, you're running Apache on
Linux!
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I
i
al
%]

Fite Edit Seftings Help

}mﬂt@lnxone etc]H pud =
etc

{root@lnxore etc]d cat rc.local i
$1/hinfsh '”
4

% This script will be executed xafterx all the other init scripts. !
# You can put your own initialization stuff in here if you don't |
# want to do the full Sys V style init stuff,

touch fvar/lock/subsys/local
[roct@lrxone etc]d Nl i

hd

Figure 8-24 And if you want Apache to stari/restart at boot time, be sure to edit the rc.local file.

OpenVMS Apache based Secure Web server

Figures 8-25 through 8-58 illustrate the OpenVMS Apache-based secure Web server.
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Figure 8-25 Use Mozilla to pull down the CWSW Apache-based server.
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Figure 8-26 Note that it's located under freeware on the OpenVMS home page.
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Figure 8-27 Then choose the OpenVMS Web solutions,
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Figure 8-29 Choose the secure Waeb server. Then choose to download the software.
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Figure 8-30 Read the export restrictions carefully; we wouldn't want you to violate the laws of the

United States.
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adownload SSWS wit Submit reglsiration farm J Cancel |
= CSWS documentaton 1
u supported CSWS Thank you fof comBleting this curvey.
2ol keione 21 I8iur 10 the Lomban Secure Web Server for Ogan' S home page |
sent: Bone (3477 s00s) i N N m'ﬂ

Figure 8-31 Fill out the information about who you are. (Don t worry, the Linux folks already know

who you are.)
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Figure 8-32 Really—only one more page to go! Now download the file!

: |
3 |
§ g
s !
5 |
§ |
s |
H]

: |
: |
rs

5

5

§

$ DIR

1
Directory DKBO:[XITS]
30 -AXPVHE-CESWS-VI103-~1 . PCSI-DCX~-AXPEXE; 1

JCPQ-AXPVMS-CSWS_PHP-VGO101—-1.PCSI-DCX-AXPEXE; 1 MOZILLA.DIR; 1 l
TEMP.DIR; 1 |
Total of 4 files.

§ RUN CPQ-AXPVMS-CSWS-V0103--1 . PCSI-DCX-AXPEXE; ll

— =

Figure 8-33 Open DECterm and change the directory to where the CWSW kit is that you've just
downloaded. You must expand this kit before you use it by running the program (it's self-extracting).
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5 DIR

Directory DKBO:[KITS]

I(PQ-AKPVHS-CSWS 03~=1.PC5I-DCA-AXPERE; L
) 2 -V0i01——1. E-AXPEXE;1 MOZILLA.DIR;1

TEHP.DIR; 1

Total of 4 files.
5 RUN CPQ-AXPVHS—CSWS-V0103-—1.PCSI-DCX-AXPEXE; 1

FTSV DCX auto-extractible compressed [ile for OpenVMS (AXP)
FTSV Vi.0 —- FTSVSDCX_AXP_AUTO_EXTRACT
copyright (c) Digital Equipment Corp. 1993

Options: [output_file_specification linput_file_specification]]

The decompressor needs to khow the filepame to use for the
decompressed file. If you don’'t specify any, it will use the
original name of the file before it was compressed, and
create it in the current directory. If vyou sgpecify a
directory name, the file will be created in that directory.

Decompress into {(File specification):l

Figure B-34 Just take the default to the questions and the file will be expanded in the same direc-
tory this *.axpexe file is in.

Options: [output_file_gspecification [input_file_specification]]

The decompressor needs to know the filename to use for the
decompressed file. If you don’'t specify any, it will use the
original name of the file before it was compressed, and
create it in the current directory. If you specify a
directory name, the file will be created in that directory.

Decompress into (file specification):
Opening and checking compressed file...

Decompressing {press Ctrl-T to wateh the evolution). ..

Creating decompressed file...

A oridinal file specification: ROOTS:{APACHE.KIT]ICPQ-AXPYHS-CSWS-V0103—~].

CSI;1
Decompressed file specification: DKBO: [KITS]CPQ-AXPVMS-CSWS-V0103——1.PCS

I;1

successful decompression, decompression report follows:

File Size: 17364.34 Blocks, #86%2,17 Kbytes, 8890544 bytes

Decompression ratio is 1 to 1.64 ( 64.29 % expansion )

Elapsed cPU time: 0 00:00:02.70

Elapsed time B 0 00:00:03.17

speed : 538845 .uv Blocks/min, 269424.00 Kbytes/min, 4598169.50 bytes/sec

s 0

Figure 8-35 Successiully expandad you get the information on the compressed file. (Remember to
sava the green bar if you are doing the install from an LA120 at this point.)
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Opening and checking compressed file...
Decompressing (press Ctrl-T tc watch the evolution)...
Creating decompressed file...
original file specification: RUDTQ:[APACHE.KITICPQ—AKPVHS—CSHS—VDlO3-—L,

Decompressed file specification: DKBo:[KITS]CPQ-AXPVMS-CSWS=-V0103--1.PCS

successful decompression, decompression report follows:

File Size: 17364.34 BPlocks, 8682.17 Kbytes, 8890544 bytes

Decompression ratio ie 1 to 1.64 ( 64.29 % expansion )

Elapsed CPU time: 0 00:00:02.20

Elapsed time 2 0 00:00:03.17

Speed : 53%¥4%.00 Blocks/min, 269424.00 Kbytes/min, 4598169.5¢ bytei/sec
$ DIR

Directory DKBo:[KITS]

CPO-AXPVMS-C5WS=-V0103~=1,PCSI; 1

CPQ-AXPVMS-CSWS-V0103~=1  PCSI-DCK-AXPEXE; 1

CPQ-AXPVMS—CSWS_PHP-v0101--1 . PCSI-DCX-AXPEXE; | MOZILLA-DIR;1
TEMP.DIR; 1

Total of 5 files.

A |
Figure 8-36 Verify the kits you've downlcaded and expanded. You must locate the *.PCSl file and
run an install with $product install csws.

ollowing product has heen selecied:
CP() AXPVMS C5WS V1.3 Layered Product

The

Do you want to continue? [YES] YES
Configuration phase starting ...

you will be asked to choose options, iIf any, for pach selected product and for
any products that may be installed to satisfy software dependency requirements.

CP) AXPVMS CSWS V1.3

Compaq Comj..ter Corporation & The -Apacle Software Foundation.
%» This product does.not have any configuration cptions.
Execution phase starting ...

The following product will be installeu to destination:

CPQ AXPVMS CS5WS V1.3 DISKSVMS0731: [VMSSCOMHON. |
The following product will be removed from destination:
CPQ AXPVMS CSWS V1.1 DISKSVMS0731: [VMSSCOMMON. |

Portion done: 0%...10%

Figure 8-37 The installation procedure will run and then give you a few directives o complete the
installation.
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§ file := SYSSSTARTUP:APACHESSTARTUP.COM

§ If fésearch(" " "file™) .nes. "' then @7file”

shutdown the Apache server at system shutdown time by adding the
fFollowing lines to SYSSMANAGER:SYSHUTDWN.COM:

% file := SYS$STARTUP APACHESSHUTDOWH . COM
§ if f$mearch("'’'file’") .nes. "" then @"file’

Test the installation using your favorite web browser.

Replace host.domain in the following URL (Uniform Resource Locator)
with the information for the Compaq secure Web server just installed,
configured, and started.

URL http://host.domain/ should display the standard introductory page
from the Apache software Foundation. This has the bold text "It
worked! The Apache Web Server is Installed on this web sSitel” at the
top and the Apache merver logo prominentlY displaYed at the bottom.
If you ¢o not zee this page, check the Compaq Secure Web Server
release notes, particularly the Frequently Asked Questions section

Thank you for using the Compaq secure Wweb server.

Figure 8-38 Read and record the directives or follow along as we customize the install.

S$HOW DEF

SYS§SYSROOT: [SYSHGR]

= SYS$SYSROOT: [SYSMGR]
= SYSSCOMMON: {SYSMGRI
$ EDIT SYSTARTUP_VMS.COH

Igigure 8-39 Change the directory to sys$manager: and edit systartup_vms.com—t-he sysl_em- star-
tup file.
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§1 = start up OpenvMs registry
$ define/system/exec regSto_be_started true

§ define/system/exec sysSregistry SYS$SYSDEVICE: [VMS_REGISTRY]
SHsysSstartup:reg§startup. com

§1

§1 . - -
! setting up Advanced server 7.3
§1
§ BSYSSSTARTUP:PWRKSSTARTUP
§1
Glmmm== —— ——— - -
$ DEFINE/SYSTEM/EXEC SYSUAF SYSSCOMMON . [SYSEXE] SYSUAF . DAT
$ DEFINE/SYSTEM/EXEC RIGHTSLIST SYSSCOMMON : [SYSEXE]RIGHTSLIST. DAT
§i :
51 STARTUP APACHE SECURE WEBSERVER
SESYSSSTARTUL . APACHESSTARTUP .COL
S
51
§ EXIT
[End of file]
Buffer: SYETARTUP_VHiS .CON
147 11nes read from file SYSSCOMMON: [SYSHMGR]SYSTARTUP_VMS.COM;27
2 |
- =

Figure 8-40 Add the line to start up Apache at the bottom of the system startup file and save it.

51 site, vou should Place the reduired commands in this procedure.
$lstartup the SSL extensions. These allow Stunnel to work or other
$155L enahted applications

51

LA

$ishutdown the SSL extensions

G!

$ WsysSstartup:sslSshutdown.com

s SHUTDOWH APACHE WEB SERVER

[End of filel

Buffer: SWSHUTDWL COIl Write
15 lines written to file SYSSCOHMON: [SYSMGR]SYSHUTDWN ,COII;2
$

Figure B-41 Add a line to shut down Apache in syshutdown.com when the system does a controlled
shutedown
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]
]
$
]
]
$
$
s
]
s.
]
]
]
$
]
]
$
S
s
$
$
]
]

$ EDIT LoGIn.Corf

Figure 8-42 Edit the system manager's login.com script to add Apache startup and shutdown
commands.

IF FSMODE() .HES. "INTERACTIVE" THEH GOTO ENDINTER

Put commands that you want executed only on an interactive login
hetween this comment and the "ENDINTER:™ symbol.

E+DIT :== EDIT/EDT/COMMAND=SYS$LOGIH:EDTINI.EDT
SHUTDOWH == "@SYS$SYSTEM:SHUTDOWN 0 SHUTDOWH YES HO LATER NO NOHE"
REBOOT == "BSYS$SYSTEM:SHUTDOWH 0 SIUTDOWH YES HO LATER YES NONE"
SHUTDOWH1 == "BSYS$SYSTEM : SHUTDOWL™
ASYSSMANAGER : PWRKSDEF TUE_COHMANDS . COI
PWRKSHOW : ==B5YSSMANAGER : PWRKSSHOWSYS . COM
AFACTIIEUT SHUSYSIDIARTUY CAFACHEIDSTANIUY . COM
APACHEOFF : ==85YS5$STARTUP : APACHES SHUTDOWE . COM

WATLIEET 4 4 A U

SENDINTER:

§ 1IF FSHODE() .NES. "BATCH"™ THEN GOTO ENDBATCH

S

$1 Put commands you want exectited only in batch mode between this comment
%1 and the "ENWDBATCH:" symbol.

29 lines written to file SYS$COMMON:[SYSMGR]LOGIHN.COM;5

§

Figure 8-43 Add the lines for APACHEON AND APACHEOFF, so that when the system manager
logs in he or she can turn Apache on and off easily!
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$ EDIT SYLOGICALS .cpr!
Figure 8-44 Edit the SYLOGICALS.COM file, which defines system logicals at system boot/startup

DEFINE/SYSTEM/EXEC/NOLOG/TRANS=(CONCEALED, TERMINAL}
§ LDIR :==DEFINE/SYSTEM/EXEC/NOLOG

5. DEFINE/SYSTEM OPC$OPAO_ENARLE FALSE -DON'T MSE OPAG FOR OPCOM MESSAGES
$! DEFIME/SYSTEM KER$COMM TTA2

%) DEFINE/SYSTEM/EXEC VHSKERMIT SYSSLOGIN:VMSKERMIT.INI

gl SOFTWARE DIRECTORIES ————t
$ LROOT WSKISHOME VMSONESDKB100 : [WSKISHOME. |
$ LROOT USER1SHOME VHSONESDKB100: [USER1SHOME . ]

5! This command procedures defines gite-specific logical names. It
$! also contains space for user-defined logical names.
51 )

312 lines written to file SYS$COMMON: [SYSMGR]SYLOGICALS .COM; 11
M |

Figure 8-45 Define the “home” logical, so that the VMS users can use Apache from their home/login
directories.
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§ DIR USER1SHOME: [OPCOM}4-DIR
{pirectory USER1$HONME: loFCON]
PUBLIC_HTML.DIR;1  STOR.DIR;1

Total of 2 files.

s 8 .
Figure 8-46 Users can create a subdirectory (from their login directory) called [[PUBLIC_HTML]
that can contain their personal home page or any Web pages they want to serve up once the home
directory is defined for Apache. You'll address personal Web pages from your browser as
http:/f/vmsone.com/~opcom to get access to these or other users’ Web files.

Directory USER1SHOME:[OPCOM.PUBLIC_HTMLI

319COMMO_TRUCK_LARGE .JPG; 1 319COMMO_TRUCK-LARGES.JPG; 1
STONWS .JPG; 2 STOHWIS . JPG; 1 ACSTROL .JPG; 2 ACSTRO02 .JPG;2
ACSTR03.JPG; 2 ACSTRO4 .JPG;2 ACSTROS .JPG; 2 ACSTRO6 .JPG;2
ACSTROB.JPG;2 ACSTRS01.JPG; 2 ACSTRS02 .JPG;2 ACSTRS03.JPG; 2
ACSTRS04.JPG; 2 ACSTRS05 . JPG;2 ACSTRS06 .JPG; 2 ACSTRS08.JPG; 2
ALLQCHRT.PDF; 3 AN-GRC-7 .JPG; L APPALAC] . JPG;2 APPALACZ.JPG;Z
BACKGROUND42 .BHF'; 1 BACKGROUND42.JPG;1 BIULADENLIQUORS.ZIP;1
BfulAOEHLIQUORS_SCORE_OPCUH-JPG;l BS_HACKD9 .JPG; 2 BUKSHORT.JPG; 2
BXLOAD1D .JPG; 2 BXLOADIOS.JPG; 1 BXLOADG .JPG; 2 BXLOAD6S.JPG; 1
BXLOAD7 .JPG; 2 BXLOAD?7S.JPG; 1 BXLOADE.JPG;2 BXLOAD8S.JPG; 1
BXLOADY .JPG; 2 BXLOADSS .JPG; 1 CBUFFT2 .JPG; 2 CBUFFT4 .JPG; 2
DEF9AHEND]1 . JPG; 1 DEF9AIIEM11 .JPG; 1 DEFSALPD1 .JPG; 1 DEF9BADGD1.JPG; 1
DEF9COMSEC1_01.JPG;1 DEFICPQ201.JPG; 1 DEF9CPQ_01.JPG;1
DEF9FLMOD1 . JPG; 1 DEF9GTOD1.IPG; 1 DEFSGUYO1.JIPG; 1 DEF9HRADIOD1 .JPG; L
DEFIMP3SVRO1 .JPG;1 DEF9MPISVR1ID1.JPG;1 DEFISPATCHO) .JPG; 1 DEF9PPO1.JPG; 1
DEF9STUFF01.JPG;1 DEF9TABLOD1.JPG; 1 DEFCONY.ITH; 1S DEFCOH9LYHX.HTM; 1
DEFCON9VAC.ZIP;1 EBERASERO1 .JPG; 1 EBLOGICD].JPG; 1
EBR-24V_RELAYS_01.JPG;2 EB_APC1250_00_.JPG;1 EB-APC1250_01.JPG;1
EB_BPL90.2.JPG;1 ELGARE0D .HTM; 2 ELGAR_800.0V1.PDF;1 FAVICON.ICO;1
FHMARKET1.JPC; 2 FWRKS . JBG; 2 GRC106 .JPG; 1 GRID.BMP; 1
RETURII/SPACE=l)re, won HEFT=5croll, | §1-Fall, 5 =80/137, CTRLYZ=( 11

Figure 8-47 Ensure that each user’s Webpage subdirectory should include an INDEX.HTML file.
Without INDEX.HTML. the tiles in the subdirectories can be viewed and retrieved by the Web
browser.
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$ BsysSmanager:apache$Sconfigl

Figure 8-48 Before starting up the server for the first time, you must run Apache$config.com.

Basys$manager :apacheSconfig

Compaq Secure Web Server for ObenvMS Alpha
[based on Apachel

This procedure helps you define the parameters and the
operal ing environment required to rum the Compaq Secure Web
Server on this system.

Please provide the device and directory where the kit was installed.
Device and directory where the kit was installed? [SYSSCOMMON:[APACHE]]

Please provide the device and the directory for this specific system.
Each system in a cluster has its own rooted logical name for writing
gystem—specific tiles (e.g. the L0G files). The device and directory
specified here will be used exclusively by this system. This command
procedure creates the gystem—specific directory and the necessary
subdirectories. You do not need to create these directories yourself.

pevice and directory for this system? [SYS$SCOMMOMN: [APACHE.SPECIFIC.VMSONE]]

Figure 8-49 Take the defaults from this proceedure to get a running Apache (at least the first timé).
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Please provide the device and directory where the kit was installed.
Device and directory where the kit was installed? [SYS$COMMON:[APACHE]]

Please provide the device and the directory for tlhis specific system.
Each system in a clugter has ita own rooted logical name for writing
system-specific fileg (e.g. the L0g files)}. The device and directory
apecified here will be used exclusively by this system. This command
procedure creates the system-specific directory and the necessary
subdirectories. You do not need to create thesge directories yourself.

Device and directory for this system? [SYS$COMMOHN:[APACHE.SPECIFIC.VHSONE]]

You can specify an optional server startup procedure that executes before
the server image is started.

If you do not specify a startup procedure, the default startup procedure,
APACHESROOT: (0000001 APACHESSERVER.STARTUP.COM, will bhe executed, if it
exists.

HO server startup is defined for this server,

Change server startup? [HOl ves
Server startup procedure for this gerver (obtional}? [noue] i
1 -

Figure B-50 Answer yes to starting up the server/service.

Device and directory for this system? [SYSSCOMMOH:[APACHE.SPECIFIC.VMSONE]]

vou can specify an optional server startup procedure that executes before
the server image is started. :

If you do not specify a startup procedure., the default startup procedure,
APACHESROOT: [000000 ] APACHES SERVER_STARTUP.COI, will be execnted, il it
erists,

Ho server startup is defined for this server.

Change server startup? [HNO] yes
Server startup procedure for this server (optional)? [NHONE]

You can specify an optional eerver shutdown brocedure that executes after
the server image terminates.

If you do not specify a shutdown procedure, the default shutdown procedure,
APACHESROOT: [000000] APACHESSERVER_SHUTDOWH,COM, will be executed, if it
exists.

1o server shutdown is defined for thie server.

Change server shutdown? [ND] yes

Fiaure 8-51 Add a server shutdown definition for this server.
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Ho server shutdown iz defined for this server.

Change server shutdown? [NO] yes
server shutdown procedure for thie server (optional)? [NONE]

The server tog is an optional name that can be associated with

this server. The tag is a Btring of up to 4 characters that appears
in the process name for server processes created in this environment.
No server tag is defined for this server.

Change server tag? [HO}

Do you want to define the logical names AP&CHE$5PECIFIC, APACHESCOMMON ,.
and APACHESROOT systemwide for this configuration?

If you are planning to run & sindle web server on this system, then
these logical names should be made systemwide (the default).

If you are planning to run multiple web servers on this system, only
one of the APACHESCONMFIG data files should be used to define the
systemwide logicals.

Define systemwide logicals? [vES] [}

Figure 8-52 Choose yes to define systemwide 1ogicals or No to exit procedure.

one of the APACHESCONFIG data files should be used to define the
systemwide logicala.

Define  systemwide logicals? [YEs]

Do you want ta enable the security features provided by MOD.SSL?

If so, the server will support the HTTPS {HTTP over the Secure Socket
Laver) protocol.

E£nable MOD_SSL? [YEs]

Do you waht to enable the imbersonation features Provided by SuEXEC?
If 80, the server will support running CGI$ using specified useriawen.

Enable BuEXEC? [NO]

You cam specify optional conmand-line arguments for the server below.
(For example, specify "-D<name>" to define a name for the <IfDefine>
directives or specify "-d<path>" to specify the ServerRoot directory.}
Hote that the optional arguments are case-sengitive.

There are curreatly no optional command-line arguments.

Change this value? [No]l [}

Sigure 8-53 it SSL is instalied, choose yesl if not, say ne.
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Enable sSuEXEC? [HO]

You can specify optional command-line arguments for the server bhelow.
(For example, specify "-D<name>" to define a uame for the <IfDefine>»
directives or specify "-d<path>" to specify the ServerRoot directorw.:
tote that the optional arguments are case-sensitive.

There are currently no optional command-line arguments.
Change thig value? [NO]

To operate successfully, the server processes must have read access

to the insBtalled fileB and read-write access to certain other files

and directories. Compaq recommends that youw wse this procedure to

set the owner UIC on the cs5Ws files and directories to match the server.
You ghould do this each time the product is installed, but it only has
to be done once for each installation on a cluster,

WARHING: The owner UIC for some files in APACHESCOMMON:[0000600...) i=m
not the server UIC (APACHE§HWW); This may cauge the wel: gerver process
to fail with a protection violation.

Set owner UIC on CSWS files? [YES]

Figure B-54 Set the ownership of the CSWS files (just to make sure) and make sure that the
HTDOCS directory’s protections are set correctly.

There are currently no optional command-line arguments.
Change this value? [NO]

To aperate successfully, the server processes must have read access

to the installed fileyg and read-write access to certain other files

and directories. Compag recommends that you use this procedure to

get the owner UIC on the C5WS files apnd directories to match the server.
You should do this each time the product is installed, but it only hag
to be done Once for each installation On a cluster.

WARNING: The awner UIC for some fileg in APACHESCOMMOM:{000060...] is
not the server UIC (APACHESWWW). This may cause the web Berver process
to fail with a protection violation.

Set. owner UIC on CswS files? [VES]

Setting ownership on files. Thig could take a minute or two. . .

'C_onftgnrat.ion is complete. -To start the server:

n 5 WSYSSSTARTUP :APACHESSTARTUP .COM

s 1

#igure B8-55 After Apache$contig.com completes, get ready to stari up Apache for the first time (you

may even load your HTML files into APACHE$ROOT[HTDOCS...] before you start up.
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Change this value? [(NO]

To operate successfully, the server processes must have read access

to the installed files and read-write access to certain other files

and directories. Compag recommends that vow use this Procedere to

set the owner UIC on the CSWS files and directories to match the server,
You shouwld do this each time the product is installed, but it only nas
to be done once for each installation on a cluster.

WARNING: The owner UIC for some files in APACHESCOMMON:[000000...]} is
not the server UIC (APACHESWWW). This may cause the web. server process
to fail with a protection vielation.

Set owner UIC on CSwS files? [YESI

setting ownership on files. This coyld take a minute or two. . . .

configuration is complete. To start the server:

% W5YSSSTARTUP:APACIESSTARTUP .COH

$ Bsys§startup:apache§startup.com

%AiACHE-S-PROC_ID. identification of created hrocess is 20200650
5

Figure B-56 Run the Apache startup and lock for the process creation message. If you want to
see that the Apache processes are running, just do a $ SHOW SYSTEM/PROCESS=APACHE"
command.

Bookmsarks  Tasks  Halp

& 2 & [& 0 invmeone comr +j| @ Search :z'- .4

Back | Fowwd | Rewad
= Droive | Bookmaks PRed Wil Matworn Y Subport Y snop “APraduct A Traman
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Figure B-57 Use your favorite browser and verify that your VMS Apache-based Web server is up
and running! Congratulations, you've installed and configured Apache for OpenVMS!
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Linux and OpenVMS—The Future

In my day I've seen PDP 16-bit systems, VAX 32-bit systems, Alpha 64-bit systems,
and now Itanium 64-bit systems. No doubt there will be a few more hardware
platforms and systems in the general-purpose computing world before I'm ready to
retire. Already Itanium supports 64-bit Linux, and the plan is to have OpenVMS and
its layered products ported to Itanium by early 2004. What platform do we use when
Windows, Linux, UNIX, VMS, NSK, and a host of other operating systems all run on
the same hardware? As hard as it is to hear for many folks, one operating system isn’t
the answer for all computing jobs.

As we move forward with our industry, we need to look for the right tool for the right
job and not be hung up about every computer being the same. Same interfaces, same
applications, same tools? Certainly! Not the same operating environment.

We have needs for desktops, mid-range servers, super servers, clusters, and disaster-
tolerant clusters; these aren’t deployed just on a single OS—it’s interoperability that
gives us more choices, less cost, and better solutions for computer needs across our
industry.

The features that are hallmarks for Linux simply don’t add value at the high end of
commercial systems, and without specific funding for that market niche, they may
never become part of the Open Source and GNU world. The OpenVMS features that
make it the best tool for 24/7/365 operations won’t win any friends down on the
desktop because that’s simply not its forte.

Common ground, common applications, and common server applications are a great
start to solving new problems, but learning about all the computing options that are
available today lets us solve future problems that we couldn’t solve using a single
technology.

Linux, OpenVMS, and Open Source will be around for at least the next 20 years. I
hope that we can all learn from today and make interoperability between systems and

people that much better in the future.

See you in the future. It's where we're all destined to spend the rest of our lives!
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Chapter 9 — A Compendium of Open Source Tools
for OpenVMS and Linux

Open Source Tools

Look for the latest versions of these products when you want them (it’s always best to
use the latest!).

BASH bash is the GNU Project's Bourne Again shell, a complete implementation of
the POSIX .2 shell specification with interactive command-line editing, job control on
architectures that support it, csh-like features such as history substitution and brace
expansion, and a slew of other features. Here is a short list of some of the features
available in BASH.

OpenVMS distribution.

http://www.openvms. compadg. Com
http://cnswww.cns.cwru.edu/~chet/bash/bashtop.html

BZIP Is another Open Source ZIP. Net says it's better then GZIP.

http://www.dlhoffman.com/publiclibrary/RPM/BByName. html
http://www.ourservers.net/openvms_ports/bzip2/bzip2_contents.html

CircleMUD is a multiuser dungeon (MUD) game system written by Jeremy Elson,
originally at Johns Hopkins University’s Department of Computer Science (I
graduated in May 1996). CircleMUD is a derivative of DikuMUD Gamma 0.0, which
was written in 1990 at DIKU, the Department of Computer Science at the University of
Copenhagen, by Katja Nyboe, Tom Madsen, Hans Henrik Staerfeldt, Michael Seifert,
and Sebastian Hammer.

http://www.circlemud.org/
http://www.ourservers.net/openvms_ports/circlemud
/circlemud_contents.html

Corba The OMG specification suite defines just the environment; CORBA enables
natural interoperability regardless of platform, operating system, programming
language, or network hardware and software (although CORBA defines a mandatory
TCP/1P-based protocol for interoperability over the Internet and most intranets).

http://www.corba.org
http://www.openvms . compaq.com/openvms/brochures/appdev/pages
/PAGE7 .HTM
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Emacs

http://www.gnu.org/directory/GNU/emacs .html
http://vms.gnu.org/software/releasedl/

FreeCiv is a free turn-based multiplayer strategy game in which each player becomes
the leader of a civilization, fighting to obtain the ultimate goal.

http://www.freeciv.org/

http://www.ourservers.net/openvms_ports/index.html

http://www.ourservers.net/openvms_ports/freeciv
/freeciv_contents.html

GIMP is the GNU Image Manipulation Program is a freely distributed piece of
software suitable for such tasks as photo retouching, image composition, and image
authoring. This site contains information about downloading, installing, using, and
enhancing GIMP. This site also serves as a distribution point for the latest releases,
patches, plugins, and scripts. We also try to provide as much information about the
GIMP community and related projects as possible.

http://www.gimp.org

GNUCC GCC development is a part of the GNU project, aiming to improve the
compiler used in the GNU system, including the GNU/Linux variant. The GCC
development effort uses an open development environment and supports many other
platforms in order to foster a world-class optimizing compiler, to attract a larger team
of developers, to ensure that GCC and the GNU system work on multiple
architectures and diverse environments, and to more thoroughly test and extend the
features of GCC.

http://gcc.gnu.org/

GNUPG stands for GNU Privacy Guard and is GNU's tool for secure communication
and data storage. It can be used to encrypt data and to create digital signatures. It
includes an advanced key management facility and is compliant with the proposed
OpenPGP Internet standard described in RFC 2440. As such, it is aimed to be
compatible with PGP from NAI Inc.

http://www.gnupg.org/

GTK+ is a multiplatform toolkit for creating GUIs. Offering a complete set of widgets,
GTKH+ is suitable for projects ranging from small one-off projects to complete
application suites.

http://www.gtk.org
http://www.openvms.compaqg.com/openvms/products/ips/gtk.html
http://www.ourservers.net/openvms_ports/gtk/gtk _contents.html
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OpenSSL The OpenSSL project is a collaborative effort to develop a robust,
commercial-grade, full-featured, Open Source toolkit implementing the Secure
Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS v1) protocols, as well as
a full-strength, general-purpose cryptography library managed by a worldwide
community of volunteers who use the Internet to communicate, plan, and develop the
OpenSSL toolkit and its related documentation.

OpenVMS distribution

http://www.openvms.compag.com/
http://www.openssl.org

PERL is a popular and powerful scripting language for Linux and other OSs it works
well with Apache.

http://www.perl.com
http://www.openvms . compag.com/openvms/products/ips/apache
/csws_modperl . html

PHP is a server-side, cross-platform, HTML-embedded scripting language that lets
you create dynamic Web pages. PHP-enabled Web pages are treated the same as
regular HTML pages, and you can create and edit them the way you normally create
regular HTML pages.

http://www.php.net
http://www.openvms.compaq.com/openvms/products/ips/apache
/csws_php.html

POVray, the Persistence of Vision Raytracer, is a high-quality, totally free tool for
creating stunning three-dimensional graphics. It is available in official versions for
Windows, Mac OS/Mac OS X, and i86 Linux. The source code is available for those
wanting to do their own ports.

http://www.povray.org/
http://www.software.ethz.ch/OpenvMS_AXP_Distr
/9601 -OpenVMS_Freeware.html
http://www.ourservers.net/openvms_ports/povray/povray_contents.html
http://www.ourservers.net/openvms_ports/megapovray
/megapovray_contents.html

PYTHON is an interpreted, interactive, object-oriented programming language. It is
often compared to Tcl, Perl, Scheme, or Java.

http://www.python.org
http://www.pi-net.dyndns.org/docs/python_vms/genman/toc_gen.html
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SAMBA is an Open Source/Free Software suite that provides seamless file and print
services to SMB/CIFS clients. SAMBA is freely available under the GNU General
Public License.

http://www.samba.org/
http://de.samba.org/samba/ftp/Binary_Packages/vms/

RADIUS is the Remote Access Dial-In User Service, an authorization, authentication,
and accounting client/server protocol. RADIUS is the de facto industry standard for
remote access AAA (authentication, authorization, accounting), as well as an IETF
standard. In general, it's a network daemon (network process) that performs
authentication, authorization, and accounting actions when someone logs in on a
network.

http://www. freeradius.org/
http://www.radiusvms.com

VNC, or Virtual network computing, is a remote display for Windows systems (X
and MS).

http://www.uk.research.att.com/vnc
http://www.tmk.com/ftp/vms-freeware/fileserv/vnec333rlvms01l.zip

Vim is an almost compatible version of the UNIX editor Vi.

http://packages.debian.org/unstable/editors/vim.html
http://www. thomer.com/vi/vi.html

WGET GNU WGET is a free software package for retrieving files using HTTP, HTTPS,
and FTF, the most widely used Internet protocols. It is a noninteractive command-line
tool, so it may easily be called from scripts, cron jobs, terminals without X support,
and so on.

http://axp603.gsi.de:8080/www/vms/sw/ger/wget .htmlx
http://wget.sunsite.dk/index.html

OpenVMS and Linux Open Source Archives

http://vms.gnu.org
http://www.openvms . compaq.com/openvms/ freeware
http://vms.process.com/fileserv-software.htmlp9
http://www.ourservers.net/openvms_ports/index.html
http://www.gnu.org/directory/GNU

See the VMS Web site for Open Source ports by VMS engineering.
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log on, 38

OpenVMS logicals, 40

PEM passphrase, saving, 46

percentage complete count, 39
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