
Foreword 

For the last twenty-five years, HP OpenVMS TM, a proven enterprise-class operating 
system, has been supporting customers' most demanding business-critical requirements 
for reliability, availability, scalability, and security. 

In the last five years, Linux and the open source movement have moved from a small- 
system operating system on the technology fringe to a serious contender in corporate 
computing. 

Both operating systems have much in common with UNIX and Windows servers. 
OpenVMS is a general-purpose operating system that has many standard interfaces and 
APIs. Linux is a customizable operating system that shares its APIs with UNIX. APIs 
common to both operating systems allow OpenVMS and Linux to interoperate easily. 

OpenVMS and Linux operating in the same enterprise environment let you combine the 
low per-unit cost structure of Linux and its huge open source libraries of software with 
the proven high availabilit~ security, and scalability and exceptional robustness of 
OpenVMS. 

I've found this book to be a practical, hands-on manual that explains how OpenVMS 
system managers can integrate their systems with Linux, allowing the two platforms to 
work cooperatively and extend the processing capability of a computing environment. 
John clearly describes the features and benefits of both operating systems, so that you 
can evaluate which one is best for any given task. The hints, tips, and techniques you'll 
find here will help you create a heterogeneous OpenVMS and Linux computing 
environment to meet your needs today and tomorrow. 

Martin R. Fink 
Vice-President and Chief Technology Officer 
Business Critical Systems 
Hewlett-Packard 



Preface 

This book began many years ago when Linux was only a dream of Mr. Torvald's. Its 
germs were in the DECWindows Cookbook, DFWCUG Longwords Newsletter articles, 
and hints and techniques shared at a hundred DECUS sessions that connected OpenVMS 
and Unix systems together in some way over the years. 

From all of these ideas, plus Linux's evolution with the number of times Linux and 
OpenVMS were being used in the same Datacenters, I felt a need to better understand the 
things that Linux and OpenVMS could do together. I also felt that if I needed to 
understand this type of interoperability, many other people might need the same 
understanding too. Today Linux and OpenVMS using Open Source programs have an 
identical look and feel for many of their applications and interfaces. Despite the 
similarity of look and feel configurations, installations, and scripts vary between 
operating systems (OSs)! 

This book identifies eight areas of current interoperabilit~ and more importantly 
provides a step-by-step process to those areas. Products, configurations, scripts, are all in 
this book with one goal: To make something happen between Linux and OpenVMS. No 
matter if you're a VMS admin or a Linux admin, this book will allow you to enable 
interoperablity on both Linux and OpenVMS. 

I can only add that you should learn to use the local editors, which are not covered in this 
book. Learn the terminal or Command Line Interface (CLI) editor like "vi" for Linux and 
"edt" for VMS; they are essential to any system manager's tool bag. X Windows-based 
editors are also available, but if you learn the CLI editor, you'll be able to work on these 
systems even without a windowing system (a distinct possiblity if you are doing installs 
or changing startup proceedures). After you've learned the editors for Linux and 
OpenVMS, the rest of the procedures in this book should be easy to accomplish. 

You may also want to load clean versions of each OS before trying to configure the tools 
in this book. I used OpenVMS version 7.3-1 and RedHat 7.3 for all the procedures shown 
in this book. You may want to visit Chapter 2 first, to learn how to break into Linux and 
OpenVMS if you've inherited your systems, and if you need to reuse the existing 
installaitons ! 

This book is an adventure in Open Source, TCP /IP, X Windows, security, and much much 
more. I hope it broadens your understanding of both OpenVMS and Linux and helps you 
to understand what two great OSs can do together. 

All my best, 
John Robert Wisniewski 
March 2003 

Publisher's Note: There is considerable variation in the usage of the phrase Open Source; 
the majority view seems to be that both words are capitalized. However, others 
consistently use lower case. We have chosen to follow the more common usage and 
capitalize both words throughout the body of the book. 
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Chapter I --- Assessing OpenVMS and Linux" 
The Right Tool for the Right Job 

Good, Better, Best 

Welcome to the book that answers the questions why OpenVMS? Linux? and just how 
do you get these two computer operating systems (OSs) to work together? 

Why in the world would you want to have them work together? Let me try to answer 
that by briefly saying that there are customers who adore OpenVMSmits cluster 
technology and full-service support. Linux is into Open Source, with tens of 
thousands of coders in its court. What a wild duet! But still, they're cousins--open 
systems cousins. 

Now, without singing the rest of the Patty Duke theme music; the two operating 
systems have much in common: their network interface protocols; Open Source tools; 
industry standards; commercial database products; X Windows; and industry- 
standard security tools for encryption, tunneling, and secure communications. If 
general tools are on both Linux and OpenVMS, why continue to use two different 
OSs? Simply because OpenVMS has features and abilities that Linux or any other OS 
would be hard pressed to deliver. 

What does OpenVMS have? OpenVMS provides something that you only get with 25 
years of testing and use--enterprise-class stability and reliability in almost every 
configuration it's used in. 

What does Linux bring to the table? Today Linux is Open Source, with thousands of 
programmers working on new and exciting applications worldwide, sharing base 
source codes, and delivering low-cost tools and software that improve the entire 
software industry. 

Together, OpenVMS and Linux provide the best of Open Source and the best of 
commerical applications, giving users a choice about how to deploy various 
computing styles: client/server, multitiered database servers, or large transaction 
processing environments. 

Between the high end and the low end of computing, various demployment strategies 
are needed today and will be needed in the future. The line between OpenVMS and 
Linux deployment decisions should be drawn wherever it needs to be. 

Solution architects and system analysts need to understand the best features of both 
operating systems, as well as their realistic limits, and then measure the actual cost of 
deployment of Linux and OpenVMS systems, utilizing the best tools for the system or 
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work at hand. OpenVMS can run on workstations to mainframes. Linux runs on 
mainframes to workstations, drawing a hard line in the sand that limits what will be 
deployed and limits the types of deployment an organization can deliver. Why not use 
the best of both worlds to solve computing problems? I know I do! 

Why OpenVMS? 
After 25 years in a constantly changing computer industry--spanning the PC 
revolution, DEC becoming Digital, VMS becoming OpenVMS, Compaq buying out 
Digital, HP buying out Compaq, and OpenVMS migrating from VAX 32-bit CPUs to 
Alpha 64-bit CPUs, as well as HP's migrating from OpenVMS to IA64 Intel's 64-bit 
CPU, and the advent of Microsoft products, Open Source and Linux products, UNIX 
products, the IBM pantheon of operating systems, and fault-tolerant products such as 
NSKman industry watcher and career participant has to ask the following question: 
Why should companies use OpenVMS over the next 5 to 10 years? Considering that 
OpenVMS has the lowest cost of deployment and maintenance in the industry toda~ 
you might ask, why wouldn't you use OpenVMS? Lowest cost is one factor, but 
technology decisions seem to drive many deployment decisions. Let's review 
OpenVMS's current abilities. 

Clustering: OpenVMS has had the acknowledged best clusters and scaling in 

the industry since 1983. Its features include single system disk, single unified 

file system view across all cluster members (even with multiple file systems), 

shared tapes, shared disks, and up to 96 clustered member systems of desktop 

to mainframe-size systems, with as many as 32 SMP CPUs each and as much as 

10 Tbytes of main memory (IGa~M) in the entire cluster. All systems are 

managed as a single system and a single work domain. OpenVMS clusters 

work out of the box across Ethernet, SANs, and high-speed memory channel 

connections, with minimal configuration and setup. You can literally add a new 

member system to an OpenVMS cluster in as little as five minutes (once the 

hardware has been plugged in). 

Disaster-Tolerant Clusters: Data centers can be completely duplicated (all disks, 

all resources, all transactions) in an active-active cluster at distances of up to 

540 miles apart. (Note: Everyone else just offers a hot /warm or hot/cold site 

technology; OpenVMS uses both sites in an active-active configuration, which 

uses much less hardware then other active-passive cluster configurations--up 

to 50 percent less!) 

• Oracle 8: This deploys larger, runs better, and runs faster on OpenVMS clusters. 

Oracle RdB continues to be one of the fastest databases in the world, fully 
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integrated into OpenVMS and OpenVMS clusters, with new customers every 

year. 

• Timeshare:  As the Internet continues to grow and server consolidation 

continues, systems will be measured by their ability to handle many, many 

small jobs in a predictable time slot while sharing resources evenly. OpenVMS 

and its scheduler have been providing and polishing predictable, even real- 

time, performance since the 1970s. With today's Web server, transaction- 

servers, and application-server requirements, capacity planning and 

predictable response for every job is already becoming a prerequisite for 

deploying even a prototype application. 

• Secur i t y :  OpenVMS/VMS has had less then 45 CERT security advisories in the 

last 13 years. (Windows 2000, 484; Linux, 546; Solaris, 490; AIX, 377 as of June 

2002; http: / / www.cert.org / ). 

Deploying other servers in your production environment, you will spend 

considerably more system-management dollars securing your servers and 

making sure all the CERT advisories are all plugged than you would if you just 

deployed OpenVMS out of the box! If you checked all the CERT advisories, it 

could take hundreds of hours just to review various security holes in other 

operating systems. 

Out-of-the-box OpenVMS is virtually unhackable (or so say the goons/judges 

from the DEFCON 9 Hacker Convention, July 2001 http:/ /www.dfwcug.org/  

dfwcug_newsletters / 20107.PDF). 

Kevin Mitnick, celebrity hacker, just testified before Congress that he was 

defeated for the first time in his life when he recently tried to break into an 

OpenVMS system in England (http: / / www.zdnet.com / zdnn / stories / news / 

0,4586,2454737, 00.h tml ). 

• Diicoe: Defense Information Infrastructure Common Operating Environment 

certification means that Compaq/HP has signed (in 2001) an agreement with 

the U.S. government to support OpenVMS for the next 20 years. This allows 

HP to continue selling OpenVMS to the U.S. government (one of OpenVMS's 

largest user bases), and it must maintain support for the next 20 years on 

products sold to the U.S. government. 

• Shared  File S y s t e m s :  OpenVMS offers integration with Windows 2000 and NT 

4.0 SMB file systems via Advanced Server (code from Microsoft). From the 
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Open Systems (UNIX) side of the house, OpenVMS integrates with NFS (V3.0). 

OpenVMS can also offer a single directory, which is viewed, coordinated, and 

accessed by both Windows systems and UNIX systems at the same time! 

• E-business Infrastructure: Attunity's XML and database gateways are included 

with the OpenVMS license. Apache, SSH, Java, Microsoft's COM (object-calling 

standard), CORBA (Open Systems object-calling standard), DCE, and 

X Windows are all included with OpenVMS with the base license. 

Service and Support: For a business that deploys an OS for years at a time, 

support for past products and previous versions of the OS is critical. HP and 

OpenVMS continue to support VAX systems (even though they haven't 

shipped a new VAX in almost 2 years!), and they support previous stable 

versions of the OpenVMS operating systems as far back as 10 years for 

customers. It's hard to imagine a 10-year deployment of our latest PC of the 

hour. Businesses don't enjoy changing applications that are working, and 

OpenVMS applications, once up and running, tend not to get taken off line, 

which is one of OpenVMS's most famous hallmarks. 

High Availablity: Many companies choose OpenVMS because it's one of the few 

operating systems that can deliver on its claim of 99.99999 percent (about three 

minutes downtime per year). If OpenVMS had just started claiming this feat, it 

might be suspect; but customers have been getting this much service from their 

machines since the early 1990s (in a properly configured and maintained VMS 

cluster). Rolling upgrades of software and the OS, and continuous processing 

for years at a time, are other milestones that OpenVMS pioneered. 

After 25 years as a computer, application, and database server, very few of the other 
operating systems can even begin to match OpenVMS as a deployment platform. 
While OpenVMS will never be the best games desktop, it has already proven itself the 
finest, most robust, most secure, and most clusterable OS in our industry today. But 
wait: Don't touch that dial, there's more! If OpenVMS were just another OS with the 
most features in our industr~ that might be good enough; but what would you pay for 
such a fantastic tool? Two times or four times the cost of an average UNIX server? 
How about if OpenVMS gave you all this capability and had the lowest cost of 
ownership in the industry compared with all other UNIX systems and mainframes? 
Well, don't believe memcheck out the study Techwise Research did on OpenVMS in 
2001, where they found that OpenVMS had the lowest cost of ownership of any server 
deployment over a five year period (http://www.openvms.compaq.com/openvms/ 
whitepapers / techwise.html). 
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Tested and supported features, lowest cost of ownership and deployment in the 
industr~ highest availability and scalability, and a 25-year track record with 
interoperability with all the latest Internet and e-business software and tools--that 's 
why you will use OpenVMS for the next 10 years. 

Why Linux? 

When Linus Torval started his project, he dreamed of an OS unencumbered by source- 
code restrictions and copyrights. In just a few short years, Linux workstations and 
servers began to emerge as a powerful Open Source alternative to Windows desktops 
and many UNIX servers. Productivity tools such as Star Office, WordPerfect, and 
many other application ports were available. Games were also available on these 
strange new Open Source boxes. As the desktop functionality grew, many saw 
computer server functions as Linux's destiny. Linux is a workstation and a server with 
a graphical user interface for management (Gnome and KDE are the two interfaces of 
choice). With HP and others beginning to offer certification as Linux Accredited 
Systems Engineers, support and services are beginning to mature. 

So where does Linux fit in today's IT strategy? Let's review some of its features. 

• Laptop:  With Sun's Star Office or Corel's WordPerfect 2000 suite, a Linux 

installation offers the users less disk space consumption than a comparable 

Windows OS and Office suite. Linux also offers the ability to reuse two-to- 

three- year-old laptops that are now too underpowered to run the latest 

versions of Windows products, but it can also run the latest versions of Linux 

and many personal productivity tools that run on the platform. For Microsoft 

interoperability Bynari Systems also offers bug-for-bug compatibility with 

Windows Exchange Clients (Outlook) and Windows-compatible Exchange 

Servers for Linux and UNIX systems to integrate directly into Exchange E-mail 

Server infrastructures. Alternatively, Linux and other TCP/IP users can use 

Netscape mail, if they have POP3 or IMAP servers already in place (ht tp: / /  

www.bynari.com/, 

http: / / www.sun.com / staroffice/, http: / / linux.corel.com / ). 

• Works ta t i on :  What goes for laptops goes even more so for Linux desktops. A 

few-year-old 300-500MHz Pentium workstation or even Alpha workstation 

can run Linux and its applications blazingly fast. Instead of buying new 

workstations with 50 percent more memory and disk space, recycling a used 

desktop saves money and upgrades easily to Linux with as much ease of use as 

Windows desktops. And while there have been some demands for enhanced 

Linux securit~ it's nothing like the defense that must be mounted against the 
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65,000+ virus definitions that Windows programs must be defended against 

every day when on a public network. 

X Window Terminal: Linux workstations and laptops make excellent 

X Windows display terminals. Linux, UNIX, and OpenVMS all use X Windows 

and various X Windows managers and programs to redirect output to remote 

machines across Ethernet or other network connections. Today, Microsoft 

Windows has programs to perform X Server displays, but Linux has built-in 

X Windows security and the same X Windows features as its larger UNIX and 

OpenVMS cousins. Therefore, bringing all your OpenVMS and UNIX 

application displays down from a headless server to a single, low-cost, high- 

quality desktop with a great choice of graphics and sound cards is a wonderful 

alternative to purchasing expensive workstations. (Although, just like driving a 

Ferrari, once you've worked on a full-blown 64-bit UNIX or VMS workstation, 

it's hard to go back--no matter how "sporty" the 32-bit Chevy becomes.) 

Server: As a bottom-tier server (in the standard three-tier client/server model), 

Linux is as good or better then any single NT, UNIX or OpenVMS server. Linux 

servers support SAMBA for disk shares with Windows servers and clients, NFS 

for disk mount points for UNIX and OpenVMS machines, Java, Apache, and all 

the major computer languages and scripting tools. The problem is that Linux 

servers no matter how functional, live within mean time between failures of 

their hardware. Sooner or later a deployed single server will have a failure that 

takes out critical data or programs, and then the system will have to be restored 

or rebuilt. Commercial clustering for Linux servers is in its infancy; as are 

automatic failover environments for Linux. As support, cluster technology; and 

shared storage (SAN, networked storage) continue to mature, so will the use of 

Linux servers for data-center applications. 

The Bottom Line 

OpenVMS systems and Linux systems have much in common with UNIX and 
Windows servers, with some distinct advantages for each. Given our heterogeneous 
computing environments of today and looking toward the future, both OpenVMS and 
Linux will find a use in our data centers and professional information services (IS) 
deployments for many years to come--OpenVMS for its high availability and 
scalability and Linux for its low per-unit cost structure and its huge Open Source 
libraries of software. 
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As we move forward in this millennium, the battle cry should be for the lowest-cost, 
right tool for every style of computing. Between OpenVMS and Linux operating 
systems, a very large part of the computing spectrum is being delivered, and in a most 
cost-effective way. Now let's explore the types of things both Linux and OpenVMS can 
do together! 

The rest of the chapters in this book are a series of how-to processes designed to utilize 
both your OpenVMS and Linux box in different ways (TCP/IP, NFS, E-mail, X 
Windows, and more). The procedures are easy and to the point. They should also be a 
good starting point for you to explore these functions for more advanced use and 
deployment! You won't need to read this book cover to cover; the chapters should be 
self-contained and, I hope, a good reference for some of your specific Linux and 
OpenVMS interoperability issues. 

The rest of this book assumes that you have a running OpenVMS and Linux system 
configured with TCP/IP and a working knowledge of both OSs as a user and 
operator. (You'll also need system privileges on both systems; don't worr~ Chapter 2 
shows you how to get System and root on your boxes. But don't experiment on your 
production machines; two small workstations in the same network would be a great 
test bed as you learn to connect OpenVMS and Linux together. 
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Chapter 2 --- Breaking into OpenVMS and Linux 

Equipment for Those Who Have None 

Once upon a time there were these three computer collectorsmstop me if you've heard 

this one. 

Oh sure, for a few hundred dollars you can get older Alpha 64-bit systems or Intel- 
based 32-bit systems that will run OpenVMS or Linux, but consider that many 
companies (and even some users) are trading up to the latest hardware every 18 
months or less. Rather than just throwing out this older equipment, owners would 
rather give it to a good home, knowing someone could use older hardware for 
learning purposes or for user groups. IT professionals have a lot of guilt about getting 
rid of perfectly good "old" equipment, so you should make it known at local 
computer user group meetings that you need/collect /wil l  work on older equipment. 
Seek and you will find. Knock and someone might open the back door of a loading 

dock for you! 

You have gone to a Saturday sale, gotten a call from an IT friend, or had someone at 
the back door of a corporate office offering you used equipment. After you negotiate 
your final deal for the gear, you find yourself driving home, pleased that you now 
have in your personal collection equipment that someone once paid thousands or 
hundreds of thousands of dollars for, and you have now obtained this equipment for 
the cost of a tank of gas (or less). 

Reality Sets in on the Way Home 

Of course, as you're driving home you realize that if it's an OpenVMS machine, you 
need license product authorization keys (PAKs) to make the software work. There 
may be licenses already on the machine (if the system admin didn't  erase the system 
disk), but there is really nothing like having your own licenses to make you feel like 
you really own the box. But wait, don't call HP and buy new licenses. If your machine 
is destined for home use and personal education, you can get an OpenVMS hobbyist 
license with base VMS, clustering, and over 105 layered product PAKs for free! Just go 
to the OpenVMS hobbyist Web page at ht tp: / /www.montagar.com/Nhobbyist .  

Register on the Web, and you will have all the PAKs you need to run an OpenVMS 
system sent to you via e-mail in a matter of minutes. You should note that these 
licenses are for personal or hobbyist use; you would have to call HP and get 
commercial licenses for your new system if you were going to use it for your or 
someone else's business! 
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Back at the Treasure Hunt 

Arriving home with the new treasure for your collection you check out the hardware 
and supply the missing pieces for your new systemmmaybe a monitor or ASCII 
terminal, power cord, keyboard, or mouse; perhaps you need to tighten a few loose 
screws or cables or install a disk. The power cords are in place, all the cards have been 
reset in their slots, the network card is plugged in, the monitor is connected to what 
looks like a VGA port, and the moment of truth arrives. You apply power to the 
system! The monitor makes a sound like a loose strung guitar and symbols appear on 
your screen: 

• 16, 32, 64, 96, 128 Mbytes of memory count down (the system is looking better 

and better). 

• The floppy groans, the CD-ROM blinks, and the BIOS firmware shows it's 

loaded with options. 

• The hard drive starts to boot Linux, or OpenVMSmquick, what are you going 

to do? 

By the time you get to ask the questions the boot messages have flashed by, the X 
Windows banner login comes up and you are stuck with a multiuser system without a 
user name or login. 

An X Windows login banner hides such secrets! Was this a system that managed a 
nuclear plant, hospital, bank, or ISP? Maybe part of the deal with the person who gave 
you the system was that you would scratch the disk to remove all of that valuable, 
proprietary data; but here blinks the cursormmocking you from a small login screen. 

So you resolve to break in, peek under the covers, and then scratch the drivesmas any 
good system administrator worth his or her weekly salt ration might do. Ethics aside, 
there are many legitimate reasons for breaking in and taking control of Linux or 
OpenVMS systems, even if you're not the system owner! 

Legitimate Reasons for Breaking into Linux or 
OpenVMS Computers 

• The system admin has left the company with no transition to the new system 

administrator. 

• The system has been compromised and you have to take control and reset/ 

rebuild security. No one knows what is on the system anymore. No one knows 

what the current system is doing! No one remembers the System (OpenVMS 

SysAdmin ) or root (Linux SysAdmin ) password. 
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I have seen the need for breaking into systems so often in professional IT situations 
that whenever I tackle a new operating system or computer, learning how to break 
into it is right up there with learning the local text editor! 

As for breaking into OpenVMS, there are few known cracks for this purpose, and even 
Linux is resistant to many remote attacks as well (when properly configured). For the 
professional system administrator, hacks and cracks are not the way to open a system. 
The zero-damage, professional method of breaking into a Linux or OpenVMS system 
is the only acceptable way to take over a system if you have a legitimate (legal) need to 
do so. Let's look at the standard methods for reseting root or System passwords for 
Linux or OpenVMS. 

Ten-Step Process for Changing a Linux System's Root Password 

Software required" V7.2 or 7. 3 RedHat CD-ROM # 1 

1. Have physical access to the Linux system. 

2. Boot RedHat 7.2/7.3 linux CD-ROM distribution disk 1. 

3. Type in "linux rescue" as the boot choice. 

. Choose English (or your local language). 
Choose US Keyboard (or your local variant). 

running anaconda -- please wait ... 

. Choose "Continue" when asked to mount your Linux installation (don't choose 
"read-only"). 

Searching for RedHat Installation... 

Your image has been mounted under /mnt/sysimage/ 

6. Enter a return to get a shell "ok." 

sh-2.05a# 

7. Change root to the mounted file system. 

sh-2.05a# chroot /mnt / sysimage 

8. Change root password. 

sh-2.05a# passwd root 

New Password:Welcomel (not echoed) 

Retype new password:Welcomel (not echoed) 
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passwd: all authentication tokens updated successfully 

9. Exit the shell and shutdown the system. 

sh-2.05a# exit 

10. Remove the RedHat Install CD-ROM and reboot from the hard drive. 
When the Linux system reboots, login as root. The root password will now be 
Welcome1. 

Congratulations, you've just broken into a Linux system! 

Ten-Step Process for changing an OpenVMS System Password 

Software Required" None 

1. Have physical access to the OpenVMS system. 

. Reboot/halt the boot process (find the reset button on your Alpha) and find 
yourself at a three chevron prompt ">>>'. 

. For most Alphas, boot with the "Conversational Boot" flag set (0 refers to the 
cluster "system software" directory you want to boot from). 

>>>boot -flag O, 1 

. At the "SYSBOOT>" prompt you can change any VMS sysgen parameters before 
the system runs! 

sysboot> set uafalternate 1 

sysboot> continue 

System continues to boot up. 

Because you've set the uafalternate to 1, the user and password files are wide 
open. 

Username: <Enter> 

Password: <Enter> 

Password: <Enter> 

System logon occurs and you're given a dollar sign prompt. 

6. Prepare to modify the old VMS password file. 
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$ define/system/executive sysuaf sys$system:sysuaf.dat 

$ set def sys$system 

7. Run the authorize utility to change the actual system password. 

$ run authorize 

Authorize> Modifiy system/password=welcomel/nopwdexp 

Authorize> exit 

. Invoke sysman and change the uafalternate system parameter to "0", so when the 
system reboots it will use the original password file. 

$ run sys$system: sysman 

sysman> parameters use current 

sysman> parameters set uafalternate 0 

sysman> parameters write current 

sysman> exit 

9. Invoke shutdown. 

$@sys$system:shutdown 

10. Reboot and log in to your OpenVMS system. 
The user System password will now be Welcome1 

Congratulations, you've just taken over an OpenVMS system! 

First the Rush, Then the Letdown 

You log in as root or System and look around the box. Data is missing, and shards of 
pointers hint at what the system's duties once were. There are disk commands that 
point at nonexistent volumes, and tools that no one has used in five years stand ready 
to do your bidding. A gem from a past job emerges and reminds you of something 
you once did. Then you realize it's time to scratch the disks and put together a new 
configuration that better suits your purposes, rather than trying to salvage the existing 

system disk and its dated software. 

You are tempted to do a full backup of your new system and save the work from an 
elder system, but you stop and consider privacy and those who left r6sum4s, personal 
budgets, and e-mail on the system you now have full dominion of. Nothing appeared 
illegal, immoral, or fattening, so there is no reason to keep a copy of another person's 

data as far as you can tell. 

During the course of work a professional system administrator will likely find a 
variety of personal user data on many different computer systems. There is no written 

Chapter 2 - Breaking into OpenVMS and Linux 13 



code on handling such data (short of a corporate HR directive about these types of 
files), but there is an ethical code. Just as Congress wrote the law such that radio 
scanners can listen to cellular and various other communications but not reveal what 
they've heard, system administrators have a similar responsibility. Corporate rules 
regarding privacy and personal files complicate the issue, but unless there is a very 
good reason (such as suspecting illegal activity was conducted with the system) a 
system administrator should never reveal or copy a user's personal files or 
information or reveal what was found to anyone else. 

You weren't  asked specifically, but professional courtesy to the previous owner or 
administrator demands that you erase the data (not necessarily the system programs) 
from the older system you acquired. If you believe in karma, then perhaps someone 
will do the same for you one day. When you' re running late and just want to get rid of 
a machine without throwing it away and give it a good home, perhaps you could give 
it to an up-and-coming young professional who needs a good used system to practice 
with. 

Of course, it's never going to happen that you give away systems without 
remembering what's on them, and you'll always delete all the data from all the disks 
you scrap, erase CD-ROMs in the microwave, bulk erase magnetic tapes, shred 
personal data and procedures, and destroy all ID cards you find in the boxes of 
surplus documentation. We're just talking about a hypothetical situation here and not 
anything I've ever found i n /on /w i th  systems I've seen. 

There are many reasons to break into a system; in your tool bag for OpenVMS and 
Alpha you should always have an OpenVMS boot disk (the CD-ROM that loads 
OpenVMS) at the latest version (7.3, 7.3-1) you can find, and a RedHat Linux 7.2 or 7.3 
boot disk. These tools will help you when opening up systems when you need to do so. 

From treasure hunt to salvage, to corporate rescue, to recovered systems, breaking 
into systems is something all admin folks should be able to do. 

May you find interesting things in the systems you overpower, and remember with 
great power come great responsibilities. Ethically, morall~ and professionally you 
don't  break into systems just because they are there or you have a way in. That way 
leads to the dark side of the profession. 

I grant you this knowledge to help and not to hinder. I also warn that, as I was taught 
and then enjoined by my teachers--use these powers for good and not evil. I know 
you will know the difference when you are confronted by systems you need to take 
control of! 
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Chapter 3---TCP/IP for OpenVMS and Linux 

It seems like a lifetime ago, but I remember having an ongoing argument in 1989 
about which was better: IBM's SNA protocols, DEC's DECnet and LAT protocols, or 
the up-and-coming TCP/IP protocols for commercial systems. 

The discussion extended to many customers and many in the local DFWLUG user 
group joined the discussion with barbs and angry words sniping the other protocols. 
Async transmission is better then sync transmission--it recovers better and let's you 
use lower-cost lines, peer-to-peer networking is the only way to go, standards are the 
way of the future, mine has more features, your protocol is lame, and so on. 

In the end, all the arguments missed the point. We were all arguing the technical 
merits of peer-to-peer networking, counting the number of terminals that could be 
supported, or how many angels danced on the end of a 50-ohm cable. That wasn't the 
right focus at all, and many people missed the real reason for this change in 
networking technology in such a short period of time. 

IBM's SNA could host tens of thousands of terminals in a single network with 
subsecond response time. DECnet provided peer-to-peer networking with over 
100,000 nodes in a single network (when the Internet had almost 15,000 nodes), Novell 
was fastest for PC disk sharing, and the much-touted OSI protocol would unite all 
networks into a single, standards-based world that would correct all the shortcomings 
of past protocols. But all of the technological greatness of these and other protocols 
paled against TCP/IP. 

TCP/IP would, by 1993, sweep away all the competition in the network protocol 
world for any new applications or networks. TCP/IP crushed OSI's government 
mandate as a protocol of choice for all new network acquisitions. DEC had believed it 
could skip over the TCP / IP revolution if it just had the best OSI protocol stack, 
because TCP/IP was so wanting (at the time) technologically and the marketplace 
would have to use OSI to solve its networking problems. 

Instead, TCP/IP spawned network companies such as Cisco and built million dollar 
software companies such as TGV (Two Guys and a VAX) just to write and support a 
TCP /IP stack for OpenVMS. Other companies emerged for TCP /IP to SNA gateways, 
TCP /IP terminal servers, and the whole pantheon of TCP /IP routers, bridges, 
terminals, and printing solutions. 

Why did this technological transition occur? Better software applications? Better, more 
efficient networking communications? A technological masterstroke delivered from 
the University of California at Berkeley for the rest of the world's betterment? TCP/IP 
wasn't better than other protocols; its addressing, applications, routing, and name 
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space handling were as kludged as it got (remember Yellow Pages and the first DNS 
programs?). 

Nothing quite so grand as the best technology catapulted TCP/IP to its preeminent 
spot; it was simply capitalism driving the network marketplace. What TCP/IP had in 
the late 1980s that propelled it into the commercial IT departments and governments 
worldwide was that while other networking protocols were owned and licensed by 
various vendors with expensive fees and licenses, TCP/IP was practically free. 

By the mid-1980s for $500 a development software vendor could develop and use 
TCP/IP for its operating system, router, bridge, or tool of choice (licensed from 
AT&T). Other network protocols and vendors didn't want to license their network 
secrets to other vendors, at least not cheaply. SNA and DECnet folks saw their 
network technology as added value and a distinct solution instead of just part of the 
packaging. Berkeley's Berkley Standard Distribution (BSD) of UNIX and System V 
helped drive UNIX and TCP/IP into colleges and universities in the late 1980s and 
early 1990s, but it was (in my opinion) the low development cost, with free relicensing 
and the ability to freely (at no cost to the vendor) redistribute TCP/IP protocol stacks 
for commercial devices, that won the place TCP/IP now enjoys. 

And, as the story goes, by 1993 IBM had SNA as a legacy networking protocol DEC 
had DECnet/OSI, and all other commercial vendors of networking hardware and 
software were using TCP/IP not because it was better, but because it was free ($500 
for a development license was as free as it got in the 1980s!). This market transition 
event taught me one immutable fact for our industry: Free beats something that costs 
any day of the week in the market place. 

Why remind everyone of TCP / IP's golden age in a book about OpenVMS and Linux? 
The forces at work with Open Source are doing to today's marketplace exactly what 
TCP/IP did to SNA and DECnet over the last decade. Certainly; Linux has a 
distribution cost, but after that it's all but free. 

Tools that we think are essential and are willing to pay for are next year's open 
standards and are included with Open Source distributions. To grow in the 
marketplace OpenVMS must continue to innovate and provide added value with new 
features such as Galaxy (multiple instances of OpenVMS within an SMP single 
system) and disaster-tolerant clustering. To continue to take market share, Open 
Source distributions such as Linux must continue to include new features and 
improve and evolve from the features customers once spent their IT budgets on with 
high-end operating systems. Progress in Open Source and commercial systems is a 
two-way exchange. Open Source tools become part of OpenVMS, and, over time, new 
features such as clustering and large-scale SMP will become part of the Open Source 
initiatives. This type of exchange increases all system functionality and lowers the cost 
of computing for the industry over time. 
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Today's Networking Standards 

Today (10 plus years after the network protocol wars) TCP/IP is robust and well 
understood by commercial IT groups and individuals. Now the industry is evolving 
into IPV6 (currently IPV4 is used for most implementations). The protocol is 
expanding and improving to incorporate even more features in routing and secure 
applicationsmall with a standards-based networking protocol. 

Networking for OpenVMS and Linux (or any two or more computing machines) has 
to be based on the same standards. Today's networking standards of choice are TCP/ 
IP software protocols and Ethernet hardware protocols. In previous years it was also 
important to be able to exchange across terminal lines, modems, and direct 
synchronous and asynchronous data connections (such as RS-232 cables); the need for 
the older types of connections is waning but not quite obsolete. Today's workstations 
continue to use modems for dial-up with point-to-point protocols that encapsulate 
TCP/IP for transmission between two computers. With more and more workstations 
and servers tied to DSL or cable modems, routers, and even firewalls, Ethernet 
networks (even Ethernet wireless networks) are the choice of interconnection 
whenever possible. 

Notice that all the IEEE 802.X standards refer to the bottom two layers (all hardware) 
of the OSI model (http://standars.ieee.org/) (See Table 3-1). 

Table 3-1: Standard OSI Model with TCP/IP Positions 

OSI Network 
Model 

Layer 7. 
Application 

Layer 6. 
Presentation 

Layer 5 
Session 

Layer 4 
Transport 

Layer 3 
Network 

TCP/IP Internet Model 

Netscape, Xterm, E-mail 
Readers, FTP-based tools, 
and other application 
programs for displaying 
data 

Telnet, FTP, SMTP, other 
TCP / IP protocols 

Telnet, FTP, SMTP, other 
TCP / IP protocols 

Transmission Control 
Protocol (TCP) 
Unacknowledged 
Datagram Protocol (UDP) 

IP Internet protocol 

IEEE 
Standards 
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Table 3-1: Standard OSI Model with TCP/IP Positions (continued) 

OSI Network 
Model 

Layer 2mData 
Link 

Layer 1 
Physical 

TCP/IP Internet Model 

Network interface cards: 
Ethernet twisted pair, 
coax, Big Orange Cable 
(AUI), Token Ring, FDDI, 
ATM, ODI (Open 
Datalink Interface), NDIS 
(Network Independent 
Interface Specification) 

Network transmission 
media: twisted pair, coax, 
fiber, wireless 

IEEE 
Standards 

802.1 
802.2 
802.3 
802.4 
802.5 
802.6 

802.7 
802.8 
802.9 
802.10 
802.11 
802.12 

Internetworking 
LLC Log Link C 
Ethernet CSMA 
/CD Token Bus 
Token Ring 
Metropolitan 
Networks 

Broadband 
Advisory Fiber 
Tech Advisory 
Integrated Voice 
/Data Network 
Security Wireless 
Networks Demand 
Priority 

Hardware and software standards make computer communications possible, and 
while looking at another OSI chart (Happy Mnemonic: All People Seem to Need Data 
Processing!) may not seem useful, you will need to know where TCP/IP applications 
and protocols operate when you are troubleshooting your network applications! If 
you can't tell the network manager why the problem is in Layer 3 or below, he or she 
will always blame it on your box or application--so you better get used to it. 

The Importance of a Network Manager 

Always remember that the network manager is your best friend in the network and 
can get you TCP/IP addresses, cables, and even Ethernet cards and software! The 
network manager knows where the routers are and the magic numbers to get to 
***(domain) Digitial Name Service (DNS), as well as the gateway numbers to other 
networks. You should remember and mark well that your new best friend will become 
a snarling raging beast, who'll insult your lineage, choice of OS, or computer 
knowledge, if you ever have occasion to question the network's current status or ask 
why your system can't seem to communicate with the other network. 

So let's go over some questions that you or your network manager will need to 
answer for both machines before you can even start to connect a VMS and a Linux 
system to a TCP/IP network. 
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Questions for Network Setup 
(Questions You Must Ask to Set up a TCP/IP Network) 

QI: What is my TCP/IP address and how do I get one? 

An IP address is a unique numeric representation of a host system number for either 
your Linux or VMS box. 

TCP/IP uses the IP address to communicate with other hosts across a TCP/IP 
network. An IP number works like a street address. If I am given the address 666 
Halloween Lane, I will be able to find the house represented by that address. If you 
give your TCP /IP networked Linux or VMS box an IP address, other hosts will be able 
to find it and your box will be able to find other hosts across the network. 

Your network administrator or Internet Service Provider (ISP) will issue you an IP 
address that looks something like this: 10.0.0.1. This number is a decimal 
representation of a binary number. 

If you are over 40 years old, you may remember being taught other base systems. 
People use a base 10 numbering system for obvious reasons (count your fingers to 
figure out why!). Is any of this returning from your dank, dark memories of 
yesteryear? No? Okay; then let's explain in slightly more detail. There are several base 
systems used in the computer field. 

Binary (base 2), hexidecimal (base 16), and decimal (base 10) are used most often. 
While the IP address you see is in base 10, the hosts running TCP/IP see it in base 2. So 
an IP address of 10.0.0.1 in base 10 is 000010100000000000000000000000001 in base 2. 

Now, which number is easier to remember? 

Certainly, if you're a programmer 000010100000000000000000000000001 is much 
easier, just remember all the 0s and ls. With the end user and future Microsoft 
Certified Professionals in mind, the standards committees came to use the base 10 
representation of a binary (base 2) address. What is represented here is a simplification 
of TCP /IP and computer technologies. 

Just one last thing about IP addresses before moving on to the next question. IP 
addresses are divided into classes. Think of classes as large groups of IP addresses, 
associated in numeric order. Class A IP addresses are grouped from 0-126, Class B is 
grouped from 128-191, and Class C is grouped from 193-233. We can determine what 
Class an IP address belongs to by examining the first set of numbers on the far left 
side. An IP address of 205.165.160.1 is Class C, because 205 is between 193 and 233. 

Okay, really, this will be the very last thing about IP addresses. Due to the great 
explosion of the Internet, with servers, switches, routers, handheld telephones, 
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refrigerators, and cars' hubcaps needing an IP address, IP addresses have become a 

scarce commodity. 

To alleviate the scarcity of routable IP addresses (routable means able to transverse the 

Internet), network administrators are using a technology called NAT. 

So, most likely, you will be assigned a nonroutable IP address if you are at work or 

setting up a private local area network at home behind a cable/DSL connection. The 

nonroutable (private) IP addresses are 10.0.0.0, 172.16.0.0, and 192.168.0.0, depending 

on how many hosts are on the network. 

NAT technology allows you to have many nonroutable IP addresses behind a single 

routable address, which connects all the nonroutable addresses to the entire Internet. 

Q2: What is my subnet mask for the network I'm currently on? 

Subnet masks divide TCP/IP class addresses into multiple networks. This allows 

networks to use more addresses and limits the number  of TCP/IP nodes on these 

subnetworks. 

Usually your network adminstrator will provide you with a subnet mask, and there 

are exact calculations for dividing different TCP/IP classes into subnets. 

Q3: What are my host and domain names? 

Remember in Q1, where I asked which was easier to remember, the base 10 or the base 
2 IP address? Well, it's even easier for your to remember names. 

VMSONE.com is easier to remember than 65.65.113.10. Domain names are used to 
group hosts on specific subnets of an IP address. It's much easy to identify a group of 
hosts that are related if they all have the same Internet domain. 

Host names have to be unique within their domain. Domain and host names with their 

corresponding IP addresses are recorded in domain name service (DNS/BIND) servers 

on your network. Both OpenVMS and Linux can be DNS servers, but if you are just 

connecting to a TCP/IP network, DNS setup and service are best left to your network 

administrator or ISP. DNS servers are not for the novice network hack and require the 

cooperation of other DNS servers in a network to work properly. 

Q4: What is my DNS server address? 

The network administrator or ISP should provide the TCP/IP addresses of a pr imary 

DNS server and its backup (known as secondary). As mentioned previously, host and 

domain names are stored in a DNS server. A phone book and a DNS server are used in 

a similar manner. 
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If I know a person's name (host, domain), by using a telephone book  I can locate his 
or her telephone number (IP address). The same process is used with DNS: If you 
want to find VMSONE.com, but don't know the IP address, the underlying TCP/IP 

system will resolve the issue. 

So, if I point my Web browser to VMSONE.com (a name that I know and can 
remember), the underlying TCP/IP system will query the local DNS server, resolving 
that name into the appropriate IP address, which it then uses to connect to 

VMSONE.com. 

Okay, okay, everything I just said is a vast simplification of the entire process. I realize 
this, but you don't  have to have a Ph.D. in TCP/IP to set up your nodes and get them 
on the Internet or your local intranet! 

Q5: What is my default gateway/router address? 

The default gateway number is the address that connects to the other networks from 
your local network. It could be the address to your NAT (there's that word again) 
firewall, proxy server, or the router that connects your LAN to the rest of the Internet. 

The simplest way to understand this is to note that you will not be able to 
communicate with any other LAN or network unless you have this number defined. 
For initial setup you don't want routing enabled from your machine (this would mean 
your system had multiple TCP/IP paths enabled) and you don't export routing 
information to the entire network unless your current system connects two separate 
TCP/IP networks (instead of a router). 

Your host TCP/IP address? Example: 10.0.0.25 

Subnet mask address? Example: 255.255.255.0 

Your host name and domain? Example: lnxone.vmsone.com 

Your remote DNS server address? Example: 10.0.0.8 

Your LAN gateway address? Example: 10.0.0.1 

With the answer to these five questions (from your network administraitor or ISP), 
you should be able to configure TCP/IP on a single network and connect both your 
OpenVMS and Linux systems to the network. Let's look at the process for configuring 

TCP/IP systems. 
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Configuring the Systems 
OpenVMS and Linux both use utilities to help configure your TCP/IP networks. On 
Linux (from the root account ) it's called network configuration (under RedHat root 
menus), and on OpenVMS (from the System account) it's called tcpip$configure.com 
(or ucx$configure.com on older versions of TCP/IP services for OpenVMS). 

Configuring TCP/IP on Linux 

From the root account on your Linux box you can invoke Linuxconf by typing 
Linuxconfig from a terminal window or use the system menu to call network 
configuration from the GNOME footprint. Figures 3-1 through 3-5 illustrate how 
TCP/IP can be configured on Linux. 

Figure 3-1 Fill in the basic host information and then the adapter information. 

Figure 3-2 Choose basic host information. 
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Figure 3-3 Use name service specification to define your DNS server. 

lZ7 .0 .0 . t  : Iocalhost, locatdomain ; Ioca lhost  

Figure 3-4 Set your default router address 
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In×one.vmsone,com 

:151: :164:1:8  

t 5 1 . t  6 4 . 1 2  

Figure 3-5 Now you should be finished configuring Linux to connect to your TCP/IP network! 

Conf igur ing TCP/ IP on O p e n V M S  

Log in to the system account and type from the $ prompt 

$ @sys$manager: tcpip$config.com 

Figures 3-6 through 3-9 illustrate how TCP/IP can be configured on OpenVMS. 

DIBITRL TCP/IP Services For OpenVMS ConFiguration Menu 

ConFiguration options: 

1 - C o r e  e n v i r o n m e n t  

2 - C l i e n t  c o m p o n e n t s  

3 - S e r v e r  c o m p o n e n t s  

4 - O p t i o n a l  c o m p o n e n t s  

5 - Shutdown DIBITRL TCP/IP Services for OpenVMS 

6 - Startup DIGITRL TCP/IP Services For OpenVMS 

7 - Run tests 

A - Configure options i - 4 

[ E ]  - Exit configuration p r o c e d u r e  

Enter configuration option: 

Figure 3-6 Choose the core environment menu. 



DIGITAL TCP/IP Services For OpenVMS CORE ENVIRONMENT ConFiguration Menu 

Configuration options: 

1 - B I N D  R e s o l v e r  

2 - Domain 

3 - Routin~ 

4 - Interfaces 

5 - Time Zone 

R - Configure options i - 5 

[E] - Exit menu 

Enter confiCuration option: 

Figure 3-7 Enter the data on the OpenVMS menus. Note that BIND and DNS are the same animal! 

DIGITRL TCP/IP Services For OpenVMS CLIENT Components Configuration Menu 

ConFiguration options: 

i - FTP Enabled 

2 - LPR/LPD Disabled 

3 - NFS Client Enabled 

4 - REXEC and RSH Enabled 

5 - RLOGIN Enabled 

6 - SMTP Enabled 

7 - TELNET Enabled 

R - Configure options i - 7 

[E] - Exit menu 

Enter confiCuration option: 

Figure 3-8 The OpenVMS Client menu allows you to selectively enable or disable TCP/IP client 
applications from your system. 
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DIGITRL TCP/ IP S e t ' v i c e s  For OpenVMS SERVER Components  C o n f i g u r a t i o n  Menu ' :  

ConFiguration options', 

1 - BIND Disabled 

2 - BOOTP Disabled 

3 - TFTP Disabled 

4 - FTP Enabled 

5 - LPR / LPD D isab led 

6 - NFS Enabled 

7 - PC-NFS Disabled 

8 - PORTMRPPER Enabled 

9 - TELNET/RLOGIN Enabled 

i0 - SNMP Disabled 

ii - NTP Disabled 

12 - METRIC Disabled 

13 - POP Enabled 

14 - FINGER Disabled 

15 - RMT Enabled 

16 - LBROKER Disabled 

17 - DHCP Disabled 

R - ConfiGure options i- 17 

[ E] - Exit menu 

Enter configuration option: 

Figure 3-9 The OpenVMS Server menu allows you to selectively enable or disable TCP/IP server 
applications for your system. Remember that if you want NFS, POP3, IMAP mail, or another 
feature, it must be enabled to work! 

TCP/IP Applications 

OpenVMS and Linux network together by using similar applications that work across 
the TCP/IP protocols connecting both machines. Table 3-2 is a list of some of the more 
common applications with a brief description of what functions they perform. 

Table 3-2: TCP/IP Applications Between OpenVMS and Linux 

TCP/IP Application 

BIND/DNS 

FTP 

LPD 

SMB 

Description 

Internet name services 

File Transfer Protocolm 
network copies files 
between systems 

Line Printer Daemonm 
used to print to network 
printers using TCP/IP 

System Message Blockm 
disk sharing between 
Windows UNIX, VMS, 
and Linux systems 

When Configured 

Usually with your ISP 

Initial system installation 

Whenever you add a 
network printer 

See Chapter 7 of this book 
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Table 3-2: TCP/IP Applications Between OpenVMS and Linux (continued) 

TCP/IP Application 

Telnet 

SMTP, POP3, IMAP 

SSL, Stunnel 

X Windows 

Description 

Terminal protocol 
application determines 
what  terminal emulat ion 
is used and how well it 
works; TCP/ IP  just 
provides the connection 

E-mail, Post Office 
Protocol, Simple Mail 
Transport Protocol 

Secure tunnel using 
secure sockets layer 
encrypt ion 

Display X Windows 
between ne tworked 
systems 

When Configured 

Initial system installation 

See Chapter  6 of this book 

See Chapter  4 of this book 

See Chapter  5 of this book 

OpenVMS and Linux TCP/IP applications work together because both applications 
adhere to industry-standard definitions for their functions. It might be a little too easy 
to say that it just works! But most of the time that's exactly the way it does work! Want 
to copy a file? FTP works on both systems and will determine if you are sending a 
binary file (compiled, zipped, or object file) or a text file and will transfer/copy the file 
correctly between machines. The same is true for X Windows, e-mail clients, Finger, 
Telnet and all the other standard TCP/IP applications. 

URL Tricks and More 

TCP/IP tools are built in as part of the Linux and OpenVMS operating system. You 
can copy files, send e-mail, run a Web site, and much more. Interprocess 
communications made the client/server revolution possible, and the World Wide Web 
and known IP ports keep applications working while new applications can be tested 
and run on the same server before moving a new application into production. 

The future of all of this is, of course, new, and we should see more applications with 
enhancements and continuing increases in encryption and the use of encryption tools. 

One more TCP/IP trick before we move on to security in the next chapter: A good 
friend of mine, Steve Smiley from the DFWLUG here in Dallas, showed me this little 
trick and did an article for the DFWLUG Quadwords newsletter based on this 
conversion. 
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If you do an "NSLOOKUP" from a Linux or OpenVMS system and plug in a valid 
DNS name, you get an address such as 209.39.152.33. If you convert the TCP/IPs four 
octets to their binary representations (with the help of a scientific calculator), you get 

209 : 110100201 

39 : 00100111 

Be sure to add the padded 0s in front for an 8-byte/character binary! 

152 : i0011000 

33 = 00100001 

Add the binary (base 2) strings together 

209.39.152.133 = llOlO001001001111001100000100001(base2) 

= 3509032993 (baselO) 

From Netscape Internet Explorer or your favorite Web browser, try these numbers: 

http. //3509032993 

http: //1094769874 

Which is easier to remember a 10 digit number or a URL name on the Web? You do the 
math. 
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Chapter 4 - -  Security Tools for OpenVMS and Linux 

Ever Been Hacked? 

It was summer 's  end, 1999. I was a seasoned, tough, and experienced SE preparing 
my customers for the Y2K nonevent with firmware, software, and professional advice. 
She was a tough dame from the wrong side of the pews from the local church group 
but could she sling COBOL during those months. The computer world felt like it was 
self-destructing before our very fingers, and then I decided to build a Linux box. 

A Linux box. Oh, I had loaded Linux several times before, but it was time. Time to 
have a Linux box on my home network configured the way I liked it, time to have a 
Linux box on the Internet as a symbol of my computer prowess. Besides, all of you 
know how women dig guys who run Linux, right? 

Well, that's how it all started. I built a 450MHz workstation/server from junk I had 
laying around, installed a 40GB disk, 256MB of memor~ and 10 / 100 Ethernet. I built 
Linux from a "red" distribution I bought for $3 per disk from cheapbytes.com. Then I 
loaded everything. Not a few tools, but everything. I loaded compilers (FORTRAN, 
COBOL, C, C++, CplusC, and more) graphic tools such as gimp, hypersnap, and 
ASCII art; games and more games, X Windows, and SAMBA, MYSQL, YOURSQL, 
NFS, NSA, UBU. Anything I could find in RPM format, I loaded. 

Oh, it was a fine box. A system built by a professional for his own amusement. It 
would be my personal Linux playground. Then I sat in front of my creation and 
booted it for the first time connected to the Internet. I had had my OpenVMS server on 
the Internet for almost 10 years without incident (longer if you count being tied to 
mail via UUCP), so I felt safe and secure that a Linux OS would be safe enough for just 
me against the ravages of the Internet. First things first: I configured Apache and 
created a SAMBA SMB pointer to my home directory and an MP3 file share. I loaded 
10 gigabytes of Napster files on that file share and began to explore the tools and 
things that were now available to my home network. 

Four Days Later 

The newness of the Linux box had ebbed somewhat, and I was back on my OpenVMS 
system reading my mail in Netscape. A strange e-mail address appeared in my inbox 
that looked as if it were from "Down Under." I opened the letter and realized 
immediately from the headers it was from an OZ domain and began to read. 
"Greetings," I could almost hear the Aussie accent through the wires "Why are you 
probing and scanning my entire Class C address space?" 
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I was stunned. I wasn't  running any port scans on Pacific Rim Class Cs, was I? Then I 
saw the logs he sent me. It wasn't  me, it couldn't be me! Remember all the phasesm 
denial, anger, bargining, depression, acceptance. I went through them all that first 24- 
hour period after being hacked. 

It looked like these pings and scans were from my new Linux box! It was late and I 
was in total denial and sent a mail message back to this brute, "Couldn't  be me" Then 
I went to bed. 

The next morning my new friend from Australia had sent me more logs, proving my 
system's complicity in his probing: "Greetings Mate, I believe the script kiddies have 
control of your box and you really should find out what they' re doing." 

Script kiddiesmthe name struck terror into my four-day-old Linux install. How could 
they even find me in the huge expanse of the Internet. I was only up for four days! 
Feeling like a stranger in a strange land, I did what any OpenVMS system manager 
would do when confronted by a problem with a Linux box. I called another OpenVMS 
system manager! Not just any system administrator, but my good friend David 
Cathey, chairman of the DECUS/VMS SIG and president of the Dallas-Ft. Worth local 
user group. David had more Linux experience then I and quickly pointed out that we 
should look for strange files on the system. 

Dave came over and we looked for temporary files. Seek and ye shall find; I had all the 
horror of parents finding their child infested with lice! The Linux box was not only 
hacked, but there were log files of port scans, port scan executables, and logs with 
entire text file conversations between two miscreants about cracking boxes and using 
them to find new boxes to attack. David and I watched and waited and captured the 
session information as superusermone was looped through AOL so it wouldn' t  get 
caught, and the other was looped through the University of Korea. 

I did what any red-blooded system administrator would do: took the logs, copied the 
files, called AOL (it at least was in my jurisdiction), and gave AOL the user ID of the 
perp who had ravaged my machine for fiendish purposes. 

Of course, AOL wanted nothing to do with my evidence unless I had involved the FBI 
or at least local law enforcement! I thought about the $42 million in IT charges I could 
bill for my production Linux box being attacked and compromised by an AOL script 
kiddie, but thought better about wasting the authorities' time. 

My postmortum on the Linux box consisted of taking it off the Net and identifying 
how the crackers had just walked right in and had my machine doing grunt work like 
the mule that it was. The answer was in the password filemI had loaded everything, 
every RPM I could! A database loaded and made a privileged user account by default 
that could create other accountsmWITH A DEFAULT PASSWORD! 
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Humble, not quite so full of confidence, I scratched my Linux system and loaded only 
the RPMs I was going to use and understand immediately. From this I learned a great 
lesson in system security: 

Don't load any software on your system if you don't know what it does and 
change any default settings to more secure settings. 

Of course, I also learned something about trusting Australians more and AOL and 
University of Korea computer accounts less. 

Preparing for the Storm 

Steven Smiley and I were taking a break at a well-known computer security 
convention watching the evening's film-festival double feature (Colossus the Forbin 
Project and Dark Star). From the back of the room came cackles of laughter that ment 
someone was doing something cool. Steve wandered off to see a late night Q&A 
session, but I went to the back and sat with the laughing crowd of security 
consultants. 

As I listened, the audience was arrayed around a young man who was sitting with his 
laptop wirelessly connected to the network as he sat on the floor. 

"Sniffed his instant messenger password and now I'm talking to his mother"--roars 
of laughter from the folks sitting around. 

"But Mom, I 'm going to stay in Vegas and work at a casino. I've found my true 
calling!" said the keyboardist out loud as he typed to the mark's mother. 

"You're not going to destroy that poor guy's mother 's  opinion of him are you?" I 
asked. 

"Nah" laughed the keyboardist, "I 'm just going to make sure he learns the value of 
encryption in network communications!" 

Everyone laughed along at the joke. 

The simple truth is that if you are on an open network, anyone on the network can 
potentially sniff packets and scan for plain-text passwords, scan all your TCP/IP 
ports, and look for known back doors or worse. What do you do? Firewalls? Intrusion 
detection tools? Harden the operating system? Unplug from the network completely? 

It's not likely we can just retreat from network communications, since they are a 
prerequisite for computers and portable devices these days. So one of the main 

Chapter 4 -  Security Tools for OpenVMS and Linux 31 



solutions today and increasing in importance in the future is to use an encrypted link 
between your client and server when making a connectionnANY CONNECTION! 

Now remember that standard TCP/IP tools such as Telnet and FTP aren't encrypted at 
all, so any data you send across those tools can be examined for passwords, PINS, 
codes, credit card numbers, social security numbers, and even the data that resides 
inside a transferred file. Now ask yourself: Who would take the time to scan for these 
things on your network? You'd be surprised. Most computer crime is an inside job by 
60/40 percent. This is down from last year when the norm was 70 percent inside jobs. 
The Internet and other network paths are the fastest growing access method for 

computer crime! 

Consider that each server that runs standard server applications uses the same ports, 
so that not only do you know what the server is running, but you might be able to use 
these ports as back doors to these servers. 

TCP/IP Known Ports 

Because they are standard applications, TCP/IP defines for servers "known ports," 
which stand ready to communicate with client connections that try to communicate 

with them. 

Perhaps the best known port is port 80 or the port that the World Wide Web protocol 
communicates on. Connecting from a client with a Web browser, the WWW protocol 
connects to port 80 on a Web server using TCP/IP across this linkmall hypertext, 
pictures, graphics, movies, Java, and other Web information. 

Known ports also tell us what services a server is currently offering. Many 
applications have their own TCP /IP port number, which they always use for a default 
installation. These applications can sometimes change port numbers but rarely do. A 
server administrator can change these ports, but then other client applications can't 
communicate with them. 

The good news is that these ports now give us a way to look up all services being 
offered on a TCP /IP node. The bad news is that these ports now give us a way to look 
up all services being offered on a TCP/IP node! Security can be opened up on these 
nodes by simply probing for known passwords and known back doors for these 
applications. 

The tool of choice for network server watchers is a piece of software called a port 
scanner. Port scanners are available on the Inernet; costs vary from free to thousands 
of dollars. Many of these tools will check a server for every port from I to 80,000+. 
Many known software ports have banners that will tell you a great deal about the 
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port's application, the server's operating system, and even who owns the system! A 
good or even a mediocre port scanner will save all this for search or later review. 

The simplest and easiest way to use the port scanner is, of course, the TCP/IP 
application Telnet! You can use Telnet to check and even interact with any known port 
or application port on a server! Usually you use your Telnet client to connect to a 
server port (number 23 by default), but most Telnet applications let you change your 
port to connect with any port you wish. Simply type from a VMS or Linux prompt 

telnet/port:25 yourhost.domain.com 

from a terminal window. Your interactive terminal session will be connected to port 25 
(the e-mail port on that server), if it's active! Type 

helo 

help 

and you' re on your way to an interactive e-mail system that will allow you to even 
send SMTP mail in an age-old sport call e-mail spoofing. You can Telnet to known 
ports and then talk directly with the applications that control those ports. 

Many applications have security. Many do not. This is not something you use to attack 
other people's systems, but is a geat way to confirm that a server's TCP/IP 
applications are configured, installed, and are running when your client application 
isn't working or talking to the server. 

When you are working on your Linux or OpenVMS system, walking known ports is 
experimental and a learning tool. But when you are walking all the known ports of 
Australia and New Zealand from someone else's Linux system and using it as a grunt 
box (doing your dirty work) while looped through AOL and five offshore university 
accounts, I believe that falls into the criminal-activity realm. 

I've included a list of some known ports; there are others and each network 
application may include its own known port. These are the ports I look for to see if 
applications are running; other, more thorough, port scans could identify unknown 
back doors, security holes, and applications you didn't  install. You should regularly 
scan ports 1-80,000 on your servers just to make sure. 

TCP/IP known ports (some not all) for Linux and OpenVMS systems include the 
following: 

7,echo,Echo 

ll,systat,Active Users 

21,ftp,File Transfer 

22,ssh, SSH Remote Login Protocol 

23,telnet,Telnet 
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25,smtp,Simple Mail Transfer 

42,nameserver,WINS Host Name Server 

43,nicname,Who Is 
53,domain,Domain Name Server 

66,sql*net,Oracle SQL*NET 

79,finger,Finger 

80,http,World Wide Web HTTP 

88,kerberos,Kerberos 

109,pop2,Post Office Protocol-Version 2 

ll0,pop3,Post Office Protocol-Version 3 

lll,sunrpc,SUN Remote Procedure Call 

ll8,sqlserv, SQL Services 

ll9,nntp,Network News Transfer Protocol 

135,ntrpc-or-dce,DCE endpoint resolution 

139,netbios-ssn,NETBIOS Session Service, 

143,imap,Internet Message Access Protocol 

389,1dap,Lightweight Directory Access Protocol 

396,netware-ip,Novell Netware over IP 

443,https,https 

513,1ogin,remote login a la telnet; 

514,rshell,cmd 

515,printer,spooler 

1080,socks,Socks 

1313,bmc_patroldb,BMC_PATROLDB 

1352,1otusnote,Lotus Notes 

1433,ms-sql-s,Microsoft-SQL-Server 

1494,citrix,Citrix 

1524,ingreslock, ingres 

1525,orasrv,Oracle Server 

1527,tlisrv,Oracle Server 

1723,pptp,PPTP 
1745,winsock-proxy,Winsock Proxy 
2000,remotely-anywhere,Remotely Anywhere 

2001,cisco-mgt,Cisco router management 

2049,nfs,NFS 

2301,CIM, Compaq Insight Manager 

2447,openview, OpenView 

2998,realsecure,RealSecure 

3000,hbci,HBCI 

3300,bmc-agnt,BMC Patrol agent 

3306,mysql,mysql 

4001,cisco-mgmt,Cisco router management 

4045,mfs-lockd,NFS lock 

5222,jabcast ,, 

5631,pcanywheredata,pcANYWHEREdata, 

5800,VNC,Virtual Network Computing server, 

6000,xwindows,6000-6063 X Windows System 

6001,cisco-mgmt,Cisco router management 

6667,irc,Internet Relay Chat server 

8000,web-shoutcast,Web/Shoutcast Server 

8001,web,Web 

8002,web,Web 
8080,WWW-Proxy, Standard HTTP Proxy 
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9001,cisco-xremote,Cisco xremote 

26000, quake, quake 
32771,rpc-solaris,Solaris RPC 
6530 I, pcanywhere-def, pcAnywhere 

Encryption--Not Just for Breakfast Anymore 

You need to use encryption of the tools/commands when communicating sensitive 
(or not so sensitive) information, or you put yourself at risk of having your passwords, 
files, and anything that moves across the network read, copied, and redistributed. 
Let's talk about the application encryption protocols that are generally available on 
OpenVMS and Linux systems. 

SSH (V1 and V2) 

SSH, or secure shell, features are well known and have been available for many years 
between many different hosts in the TCP/IP world. SSH has the ability to create an 
encrypted session between two hosts. You can open an encrypted SSH client terminal 
connection to an SSH server. All the terminal communications are then encrypted 
between the client and server. Both Linux and OpenVMS can be clients and servers in 
this arrangement, allowing secure terminal sessions to and from both systems. 
MultiNet offers this protocol and a file transfer application, SCP, for OpenVMS 
systems using this protocol. (VMS TCP /IP engineering has been requested for SSH for 
some time, but they have had their attention distracted by other TCP/IP directions.) 

In the rest of the Open Source and Linux world, SSH is usually a terminal or shell 
command tool that comes with the operating system, but does not do file transfer 
(FTP) by itself. Additional applications have been written to use the SSH protocol for 
file transfer, such as MultiNet's SCP product for OpenVMS and SFTP (Secure FTP) for 
Linux and UNIX users. 

HP's TCP/IP services for OpenVMS does not have SSH capabilities, but with the 
addition of the MultiNet SSH layered product, SSH protocols work with TCP/IP 
services (5.3 TCP/IP EAK from HP), making SSH work between Linux and 
OpenVMS. You would use SSH if you needed secure terminal access between Linux or 
OpenVMS systems in a public or private network that had to support interactive 
terminal or shell command logins and not be able view password exchange and data 
exchange in plain text. 

Software for this type of encryption application can be found at the following 

• For L i n u x :  OpenSource available in the Linux standard distributions or at 

http: / / www.openssh.org / 
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• For OpenVMS:  Process software (MultiNet) at ht tp: / /www.process .com/ 

• For HP: TCP/IP services for OpenVMS V5.3 at 

http: / / www.openvms.compaq.com / 

SSL 

SSL, or secure sockets layer, has been around since before 1996, and it still isn't at 
Version 1.0. That's not to say that it's not functional--just that it's taking its time 
becoming a V1.0 release. If you ever doubt SSUs functionality, just check your Web 
browser 's lock icon on the bottom of your favorite browser when you connect to your 
bank account or try to buy something on the Web. SSL is invoked anytime your lock 
icon is closed! 

SSUs roll as an encryption protocol is expanding, with new and more sophisticated 
tools and applications tied into its authentication mechanism and communications 
style. Today, SSL can be used for Web, terminal sessions, file transfer, POP and IMAP, 
and virtually any TCP/IP application that uses a known port style of host addressing 
and also needs encryption for its communications. Of course, SSL needs a little help to 
do some of these tasks and help is now available for OpenVMS and Linux! 

OpenSSL consists only of a toolkit with programs and programming interfaces. Either 
you have to modify programs to use SSL (as your favorite Web browser has) or you 
need to have another tool that goes between standard TCP/IP application programs 
and SSL programming interfaces. That tool, for Linux and OpenVMS, is called a 
"Stunnel," or secure tunnel. 

Before we can use the Stunnel to encrypt port-to-port communications, we must have 
SSL libraries installed on both systems to do encryption and authentication between 
nodes. 

SSL Distributions 

OpenSSL for Linux is Open Source and usually comes with a standard Linux 
distribution or from http: / / www.openssl.org/. 

OpenSSL for OpenVMS is available from HP and is included in the standard 
OpenVMS distribution, or it can be pulled from the Web at h t tp : / /  
www.openvms.compaq.com/.  

Note that OpenSSL for OpenVMS will work on OpenVMS versions V7.2-2 through 
7.3-1 as of this writing. 

36 Linux & OpenVMS Interoperability 



Stunnel 

SSL requires an application to map and remap local host ports, and that remapping 
tool is called Stunnel. 

Stunnel is an application that allows you to encrypt TCP connections within SSL. This 
is a very new and useful approach to encryption applications, because instead of 
reprograming standard nonencrypted application protocols (such as Telnet, POP, 
IMAP, LDAP), you can just use Stunnel to provide the encryption. 

Just how useful is Stunnel? With the introduction of OpenSS and Stunnel on 
OpenVMS, a system administrator has another tool that can now securely manage the 
OpenVMS systems from a Linux workstation or even a Windows workstation! And, of 
course, it works for the OpenVMS system administrator who wants to securely 
manage his or her Linux servers too! 

Stunnel distributions include the following: 

• Open Source Stunnel sources for Linux and Windows may be found at 

http: / / www.stunnel.org/. 

• OpenVMS Stunnel kits are available with the OpenVMS 7.3-1 distribution from 

HP and should be on the Web at ht tp: / /www.openvms.compaq.com 

Stunnel Server Installation on OpenVMS 

I had just built my first OpenVMS 7.3-1 system in my garage and looked at all the new 
Open Source tools that were beginning to be integrated into OpenVMS. Wanting to 
install Stunnel between a Linux system and an OpenVMS system, I called on another 
OpenVMS expert, Steve Smiley. Now Steve has been a strong advocate for SSH for 
years and continually asked for SSH on OpenVMS. Asking him for some help doing 
Stunnel was more than an acid test for encrypted Telnet and how it was going to work 
across the Stunnel. Figures 4-1 through 4.26 illustrate a Stunnel server installation on 
OpenVMS. 
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$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ di r  

Directory SYS$SYSDEVICE: [TENP] 

CPQ-AXPVIIS-SSL-VOIOO-A-loPCST; 1 READIIE oIXT; 1 READIIE_VIIS .IXT; 1 | 
SII TLE Y_JR I,I_STUNNEL_082302. TXT; 1 STUNNEL-3_22 .BCK; 1 

Total of 5 f i l es .  
~|  

Figure 4-1 First things first. Log in to the OpenVMS system as "SYSTEM"You will need the SSL 
PCSI install kit and the Stunnel backup saveset. 
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File Edit Settings Help 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ dir  

Directory SYS$SYSDEVICE: [IEMP] 

CPQ-AXPVMS-SSL-VOIOO-A-1.PCSI; I 
SMILE Y_JR W_SIIJNNEL_082302. ~T; 1 

Total of 5 f i l es .  
$ product lnsta11 ssl 

ll~e following product has been selected: 
CPQ AXPVMS SSL VI.0-R 

Do you want to continue? [YES] | 

README .1}(T; 1 README_VMS. TXT; 1 
STUNNEL-3_22.BCK; 1 

Layered Product [Installed] 

Figure 4-2 Run Product Install on the kit. 
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The following pr'oduct has been selected: 
CPQ RXPVMS SSL V1÷O-R Lawer'ed Pr'oduct [Installed] 

Do Wou want to continue? [YES] wes 

Configur'ation phase stanting ÷÷. 

You will be asked to choose options, if anw, for` each selected pr`oduct and fort 
anw pr'oducts that maw be installed to satisfw softwane dependencw r`equir`ements÷ 

CPQ RXPVMS SSL VI÷O-R: SSL for` OpenVMS Rlpha VI÷O-R (Based on OpenSSL 0÷9÷6B)÷ 

(c) Compaq Computer" Cor'por'ation 2002÷ Rll r'ights r'eser'ved÷ 

Do Wou want the defaults for" all options? [YES] wes 

Do Wou want to nev iew the options? [NO] 

E×ecution phase star'ting ÷÷÷ 

The following pr'oduct will be installed to destination: ' I 
CPQ RXPVMS SSL VI÷O-R DISKSVMS0731: [VMS$COMMON÷] 

Pontion done: 0~÷ ÷÷ i0~÷÷ ÷20~÷. ÷30~| 

Figure 4-3 The installation will continue counting out the percentage complete. 

File Edit  Settings Help 

Por'tion done: 0~: 10~ .20:~ .30~: .40~ .50~: .60~ .70~ .80:~ .90~ .100~: iA ÷÷÷  ÷÷  ÷÷  ÷÷  ÷÷  +÷  ,÷  ÷÷  ÷÷  ÷÷  

The following pnoduct has been instal led: 
CPQ FIXPVMS SSL VI÷0-FI Lawer'ed Pr-oduct 

~PCSI-I-IVPEXECUTE, executing test pPoceduPe fop CPQ RXPVMS SSL VI÷0-R ÷.÷ 
~:PCSI-I-IVPSUCCESS, test pPocedur-e completed successSullw 

CPQ RXPVMS SSL V1.0-FI: SSL for" 0penVMS Fllpha VI÷0-FI (Based on 0penSSL 0÷9.6B). 

Inser't the following lines in SYSSMRNRGER:SYSTRRTUP_VMS.COM: 
@swsSstar'tup :sslSstar'tup ÷com 

Inser't the $ollowing lines in SYSSMRNRGER:SYSHUTDWN÷COM: 
@swsSstar'tup: ss lSshutdo wn. corn 

Ther'e ar'e post installation activities that need to be per'for'med÷ 
i 

This includes things like defining logical names and r'unning SSLSUTILS.COM ! 
to define some for'eign swmbols, and r'unning the IVP if it was not done 
as pant of the installation. Refer" to the Release Notes for" mor'e 
infor" mat ion about activities that should be per'for'reed once the installation i 
has finished, i 

SSL has cr'eated the following dir'ector'w str'uctune in ivl 

Figure 4-4 Vital postprocessing information is delivered from VMS installations. 
Capture this information. 
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as par t  of  the i n s t a l l a t i o n .  Refer to the Release Notes f o r  more 
in format ion about a c t i v i t i e s  tha t  should be performed once the i n s t a l l a t i o n  
has f i n i shed .  

SSL has created the following director9 structure in 
PCSI$DESTINRTION, which defaults to SYS$SYSDEVICE:[VMS$COMMON]: 

[SSL] - 
[SSL.RLPHR_EXE] - 
[SSL.COM] - 
[SSL.DEMOCR] - 
[SSL.DEMOCR.CERTS] - 
[SSL.DEMOCR.CONF] - 
[SSL.DEMOCR.CRL] - 

Top-level SSL directorM 
Contains the images for the Rlpha platform. 
Director9 to hold the various command procedures. 
D irector9 structure to demo SSL's CR features 
Directorw to hold the certificates and keMs 
Contains the configuration files. 
Contains revoked certificates and CRLs 

[SSL.DENOCR.PRIVRTE] - Directorw for private keMs and random data. 
[SSL.INCLUDE] - Contains the C Header (.H) files. 
[SSL.TEST] - Contains the files used during the IVP. 

Refer to SYS$HELP:SSLOIOA.RELERSE_NOTES f o r  more information. 

@SYS$STRRTUP:SSL$STRRllJP.CON should be run at sMstem startup. 
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Figure 4-5 Information about where the files are located should also be saved. 
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$ show logical~system ssl, 

(LNM$SYSTEM_TRBLE) 

"SSL$CERTS" = "SSL$ROOT: [DEMOCR.CERTS]" 
"SSL$COM" = "SSL$ROOT: [COM]" 
"SSL$CONF" = "SSL$ROOT: [DEMOCR.CONF]" 
"SSL$CRL" = "SSLSROOT: [DEMOCR.CRL]" 
"SSLSEXE" = "SSLSROOT: [RLPHR_EXE]" 
"SSL$INCLUDE" = "SSL$ROOT: [INCLUDE]" 
"SSL$KEY" = "SSL$ROOT: [DEMOCR.CERTS ]"  
"SSLSPRIVRTE" = "SSL$ROOT: [DEMOCR.PRIVRTE]" 
"SSL$ROOT" = "VMSONE$DKC600: rSYSO.SYSCOMMON.SSL.]" 

(LNt-1$S YSCLUSTER_TRBLE) 
$ 
$ 
$ 

$ 
$ 
$ 
, I  

Figure 4-6 Check to see if the OpenVMS Iogicals are defined. 
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~set cont ~ 
Sset noon 
$~ 
$ ! S YSSMRNRGER :S YSTRRTUP_VMS.COM 
$! 
$! This is the template for the site-specific startup command procedure. 
$~ 
$! Rs of OpenVMS V7.2, this template is common for OpenVMS Rlpha and VRX. 
$! Rnw changes to the template will be made to both swstems. 
$~ 
$!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 
$~ 
$! NOTE: On OpenVMS VRX swstems, this Tile replaces the site-specifice 
$! startup procedure, SYSSMRNRGER:SYSTRRTUP_V5.COM. Onlw the name 
$! has been changed, the functionalitw is the same. 
$! See the documentation for further details. 
$~ 
$!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! 

$! You maw add commands to this procedure or change the commands within this 
! procedure as needed for wour swstem. This command procedure is saved when 

424 lines read from fi le SYS$COMMON:[SYSMGR]SYSTRRIIJP_VMS.COM;3 
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Figure 4-7 Edit the OpenVMS system startup script/command file to start up SSL upon reboot. 

File Ed i t  Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  , : : ; : ;  

$~ 
$! 
$! Remove the comment de l im i te r  ($!) from the fo l lowing l ine to have 
$ ! r-lonitop run with TCP/IP. 
$~ 
$ @SYS$STRRTUP ;VPM$STRRTUP.COff 
$! 
SJ 
$! Remove the comment, de l im i te r  ($!) from the fo l lowing l ine to s ta r t  
$ ! RPC services. 
$~ 
$ !$ @SYS$STRRTUP ;DCESRPC_STRRTUP.COr-1 
$~ 
$! . . . . . . . . . . . . . . . . . . . . . . . . . .  
$! OpenSSL Star ' tup. . .  
$! . . . . . . . .  
$~ 
~@sWs$startup :ssl$startup.com 

$ EXIT 

424 lines read from Tile SYS$COMMON:[SYSMGR]SYSTARTUP_VMS.COM;3 .~ 

Figure 4-8 Add the line for SSL at the bottom of the startup file (after TCP/IP startup). 
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File Edi t  Settings Help 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ cneate/dip sslSnoot:[stunnel] 
$ dir" 

Dir'ectopy SYS$SYSDEVICE: [TEMP ] 

CPQ-RXPVMS-SSL-VO 100-R-1 .PCS I ; i  RERDME. T X T ; I  RERDME_VMS. TXT;I 
SMILEY_JRU_STUNNEL_082302 .TXT; 1 STUNNEL-3_22.BCK; 1 i 

Total of 5 f i les. 
$ backup stunnel-3_22.bck/save sslSnoot: [stunnel...],., ~.j 
$ | 

Figure 4-9 Restore the Stunnel backup saveset kit from your temporary directory to the main SSL 
directory. 
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File Edi t  Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  , , .  . . . . . . . . . . . . . . .  ; - : : : . . :  

$ 
$ 
$ 
$ 
$ cr'eate/dir" sslSr'oot:[stunnel] 
$ dir" 

Directorw SYS$SYSDEVICE: [TEMP] 

CPQ-RXPVMS-SSL-VO lO0-R- 1 .PCS I; 1 
SMILE Y_JR U_STUNNEL_082302. TXT; 1 

RERDME. TXT; 1 
SIlJNNEL-3_22 .BCK; 1 

RERDME_VMS.TXT; 1 

Total o{ 5 {iles. 
$ backup stunnel-3_22.bck/save sslSroot: [stunnel...],., 
$ set de{ sslSroot: [com] 
$ din ssl$cert_tool.com 

Directory SSLSROOT: [COM ] 

SSL$CERT_TOOL .COM; 1 

Total of 1 file. 
$ @ssl$cert_tool.comll 

Figure 4-10 Run the SSL certificate tool. 
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File Edit  Settings Help 

SSL Cert i f icate Too! 

Main Menu 

I. View a Certificate 
2. View a Certificate Signing Request 
3. Create a Certificate Signing Request 
4. Create a Self-Signed Certificate 
5. Create a CA (Certification Authority) Certificate 
6. Sign a Certificate Signing Request 
7. Hash Certificates 
8. Hash Certificate Revocations 
9. Exit 

Enter Option: | 

Figure 4-11 The SSL Certificate menu--choose choice 5 to creat a certificate of authority. 

File Edit  Settings Help 
........................................................................................................................................................................................................................... ~;.,:;:. 

A: 
SSL Cer t i f i ca te  ,1oo! 

Create Certifica± ion Authority 

PEN Pass Phrase ? [] 
Confirm PEN Pass Phrase ? [] 
Encryption Bits ? [1024] 
Default Days ? [1825] 
CA certificate Key File ? [SSLSROOT:[DEMOCA.CERTS]SERYER_CA.KEY] 
CA certificate File ? [SSLSROOT: [DEMOCA.CERTS]SERVER_CA .CRT] 
Country Name ? [US] 
Organization Name ? [Defcon-vms] 
Organization Unit Name ? [] dfwlug 
Common Name ? [CA Authority] 
Display the CA certificate ? [HI | 

........................................................................................................................................................................................................................... ~._.._,~,, 

Figure 4-12 Choice 5 will take you through several questions. Use the defaults. 
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Fi le  Edi t  Settings Help 

SSL Cert i f icate Tool 

Nain Menu 

I. View a Certificate 
2. Vie~ a Certificate Signing Request 
3. Create a Certificate Signing Request 
4. Create a Self-Signed Certificate 
5. Create a CR (Certification Ruthority) Certificate 
6. Sign a Certificate Signing Request 
7. Hash Certificates 
8. Hash Certificate Revocations 
9. Exit 

Enter Option: 3I 

j 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  , , , , .  . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

Figure 4-13 Continue and choose choice 3 to create a certificate signing request. 
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Fi le  Edi t  Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ; : : : : . .  

SSL Cert i f icate Tool 

Create Certificate Request 

Encrypt Private Key ? IN] 
Encryption Bits ? [1024] 
Certificate Key File ? [SSLSROOT:[DENOCA.CERTS]SERVER,KEY] 
Cert if icate Request File ? [SSLSROOT: [DENOCA.CERTS ]SERYER,CSR] 
Country Name ? [US] 
State or Province Name ? [texas] 
City Name ? [mesquite] 
Organization Name ? [defcon-vms] 
Organization Unit Name ? [] dfwlug 
Common Name ? [vmsone,vmsone.com] 
Email Address ? [system@vmsone.vmsone.com] I 

Figure 4-14 Use the defaults and your local information. 
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File Edit Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . : : - : :  

SSL C e r t i f i c a t e  Too! 

Create Certificate Request 

Encrypt Private Key ? [N] 
Encryption Bits ? [1024] 
Certificate Key File ? [SSLSROOT:[DEMOCA.CERTS]SERYER.KEY] 
Cent if icate Request File ? [SSLSROOT: [DEMOCA.CERTS ]SERVER.CSR] 
Country Name ? [US] 
State or Province Name ? [texas] 
City Name ? [mesquite] 
Organization Name ? [defcon-vms] 
Organization Unit Name ? [] dfwlug 
Common Name ? [vmsone.vmsone.com] 
Email Address ? [system@vmsone.vmsone.com] 
Display the Certificate ? IN] | 

!V  

Figure 4-15 Choose  choice 5 and create a local cert i f icate request.  
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File Edi t  Settings Help 
,~::,::,, 

SSL Certificate Too! 

Nain Menu 

I. View a Certificate 
2. View a Certificate Signing Request 
3o Create a Certificate Signing Request 
4. Create a Self-Signed Certificate 
5. Create a CA (Certification Authority) Certificate 
6° Sign a Certificate Signing Request 
7. Hash Certificates 
8° Hash Certificate Revocations 
9. Exit 

Enter Option: 6| 

Figure 4-16 Now choose  cho ice 6 and sign a local cert i f icate request.  
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File Edi t  Settings Help 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . : . . . .  

SSL Cer' t i f icate Tool 

Sign Cer'tiflcaie Request 

CQ Cer,t if icate File ? [SSLSROOT: [DEMOCQ.CERTS ]SERVER_CQ .CRT] 
CQ Cer,tificate Key File ? [SSLSROOT:[DEMOCQ.CERTS]SERVER_CQ.KEY] 
Certificate Request File ? [SSL$CSR:SERVER.CSR] 
Signed Certificate File ? [SSL$CRT:SIGNED.CRT] 
Default Days ? [365] 
PEM Pass Phr,ase ? [] 
Display the Cer,tificate ? IN] I 

Figure 4-17 Again, use the defaults. Save the PEM passphrase and note the case you used--you'll 
need it shortly. 
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File Edi t  Settings Help 
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SSL Cer-tif icate Tool 

Main Menu 

I. View a Cer,tificate 
2. View a Certificate Signing Request 
3. Create a Cer,tificate Signing Request 
4. Cr,eate a Self-Signed Cer,tificate 
5. Create a CQ (Cer,tification Quthor,ity) Certificate 
6. Sign a Cer,tificate Signing Request 
7. Hash Certificates 
8. Hash Certificate Revocations 
9. Exit 

Enter` Option: 9I 

Figure 4-18 Exit out of the SSL Certificate menu. 
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File Edi t  Settings Help 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ set de{ sslSroot:[stunnel] 
$ d i r  

Directorg SSL$ROOT: [S]]JNNEL ] 

S]]JNNEL-3_22,DIR;I S]]JNNEL,PEM;I 

Total o{ 2 {iles, 
i 

Figure 4-19 Set the directory to the Stunnel location and you'll find a STUNNEL.PEM file. 

File Edi t  Settings Help 

ICR]]E ..... BEGIN CERTIF ..... 
MIICCDCCRXGgRwIBRgIBRDRNBgKqhkiG9wOBRQQFRDBKMQswCQYDVQQGEwJVUzET 
MBEGRIUEChMKRGVmY29uLXZtczEVMBMGRIUERxMMQOEgQXVOaG9waXR5MQ8wDQYD 
VQQLEwZkZndsdWcwHhcNMDIwODI3MDRzNzE4WhcNMDcwODI2MDRzNzE4WjBKMQsw 
CQYDVQQGEwJVUzE]]~BEGRIUEChMKRGVmY29uLXZtczEVMBMGRIUERxMMQOEgQXVO 
aG9waXRSMQ8wDQYDVQQLEwZkZndsdWcwgZgwDQYJKoZIhvcNRQEBBQRDgYORMIGJ 
RoGBRLoFOhpifMufP55xaaZMKhORzb/F2UVM5SFOBVPMxETGDWDvwkWoUnw27+F1 
kHvZLD/KVuIOaHkQCNxN5ws6IiRU5jFJRO++C8fPJPdP7NuJw6kw21kBS8KNRRjm 
xntx9 lg YvM5f idkuguNg ifpaQepO wcggdt jLf lx vXDV jCd4VRgMBRRE wDQ YJKoZ I 
hvcNRQEEBQRDgYERPdUDf/kgI9p/UXEbGVnocCOB58tJ4Fwc71Jw~eX3XQse3ZF 
IwOsaPewXQ7RiPBkDuW4BqQCC YsoR52 +DMz jRPOPHDx6Eq7XzPOYWRIZqkeVPJNS 
k Y i laq2MTox +f]~Jt WzfrTsgcBzE3MRKVqgrtOpBfd j8 WMP IOBoTYhQRND Ys= 
..... END CERTIFICR]]E ..... 
..... BEGIN RSR PRIVRE KEY ..... 
Proc-Twpe: 4,ENCRYPTED 
DEK-Info: DES-EDE3-CBC, 09R219ER35377EB4 

x8Tq+OghdFD+HFbiBKWpYGq4wnZIqpQgZjQqtoTvhcOutTiQLrhO]]~Qz/duS6OpU 
k 1TOK4gqdsR6 j vth +GVxOauqNaLS 1 +M W IbHJ4KprkR]]do muEwdUppwUOS7kbD iSN 
5Bzasw4MBo5RaInc45sIDROSiZDpG5kKTiV48eQ5HbGqwdlgO9flUkvqLSJd7Kxl 
Qju{YciI9X3/mhPqplNoIWzmv/xzBBxv4hwlv4N6J9kuxusNgDehoYazw5Fe7KDR 
/41oZgnkKZiKWUcL{Yt21up+tcReI9dFIYFnBPIsHDKpQJocWiPQOhPe4Q9FOnKq 
OcJPkQIZtW3EjwphiwF/hRR9Kw2BoGdZwllSR5LVipM+zSKWh8az~h8cJoYvokqg 

Figure 4-20 The .PEM file is the local certificate, but of course it's encrypted! 
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File Edit Settings Help 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ dir  

Directory SSLSROOT: [STUNNEL ] 

STUNNEL-3_22.DIR;1 STUNNEL.PEN;1 

Total oi: 2 files. 
$ set security/protection= (G, W) stunnel.pem 
~| 

Figure 4-21 Set the protection on the Stunnel.PEM file. 

r n ,;, t @I n x o n e .--. . ................................................................................................................................................... ~.~-~.~-~'~'~'~,=~'=,.i 

File Edit Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . : : : : : -  

$ 
$ 
$ 
$ set def sslSroot:[stunnel] 
$ dir  

Directory SSLSROOT: [STUNNEL ] 

STUNNEL-3_22.DIR; 1 STUNNEL.PEM; 1 

Total of 2 files. 
$ copy sslSroot: [stunnel .stunnel-3_22. vms]stunnel .exe sslSroot: [stunnel] ~.: 
$ copy sslSroot: [stunnel.stunnel-3_22.vms]stunnel_startup_server.com sslSroot: Is 
tunnel] ,., 
$ dir 

Directory SSLSROOT: [SllJNNEL ] 

STUNNEL-3_22.D IR; i STUNNEL .EXE; i STUNNEL.PEM; i | 
STUNNEL_STARTUP_SERVER .CON; 1 

Total of 4 f i les.  

Figure 4-22 Copy the StunneI.EXE file and the server startup script file to the Stunnel directory. 
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$! Edit th is  command procedure f i l e  to run Stunnel in your. environment 

$! AUTHOR: Taka Shinagawa, OpenVPlS Security 
$ ! (takaak i. sh ina~a wa@hp, corn) 
$! DATE: June 2, 2002 
$ ! #############################################################################@ 
$ 
$! Define a Stunnel command /, Edit this for your Stunnel command ,/ 
$! Telnet 
$^stunnel_command = "STUNNEL -d 992 -r localhost:23 -p [-]stunnel.pem -o stunne~ 
| 

$ 
! . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

$! Ask if the private-key is encrypted 
Squest ion: 
$ inquire encrypted "Is the private key (in the PEN file) encrypted? [Y/N]" 
$ if encrypted .eqs. "" 
$ then 
$ goto question 
$ else 

, 

Figure 4-23 Edit the stunnel_startup_server.com file and locate the "stunnel =" line • comment it out 
with an  "!" 

File Edi t  Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  j 

$! Edit this command procedure file to run Stunnel in your environment [~ 
$~ 
$! AUTHOR: Taka Shinaga~a, OpenVNS Security 
$ ! (takaak i. sh ina~a wa@hp, corn) 
$! DATE: June 2, 2002 
$ ! #############################################################################~ 
$ 
$! Define a Stunnel command /, Edit this for your Stunnel command ,/ 
$ ! Telnet 

$! Ask if the private-key is encrypted 
Squest ion: 
$ inquire encrypted "Is the private key (in the PEN file) encrypted? [Y/N]" 
$ i f  encrypted .eqs. "" 
$ then 
$ goto question 
$ else 
$ if encrypted .eqs. "Y" then goto encrypted 1 

Figure 4-24 Add the Stunnel command, as shown in the highlight, and include the second line as a 
single command line one space away from the -p (remove the extra "-"). Save as a new version of 
the DCL script. 
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File Edit Settings Help 
........................................................................................................................................................................................................................... ;:::::: 
$ ~A:: 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ dip 

Directory SSLSROOT: [STUNNEL] 

STUNNEL-3_22,D IR; 1 STUNNEL ,EXE; 1 STUNNEL .PEM; 1 
S TUNNEL_S TF~RTUP_SERVER. CON; 2 S TUNNEL_S TAR TUP_SERVER. COM; l 

Total o{ 5 files, 

Figure 4-25 Verify that there are now two versions of the stunnel_server_startup.com file. 

File Edit Settings Help 

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ d i r  

Directory SSLSROOT: FSTUNNEL] 

STUNNEL-3_22,DIR; 1 STUNNEL ,EXE ~ 1 STUNNEL,PEM; 1 
STUNNEL_STRRTUP_SERVER ,COM; 2 STUNNEL_STRRTUP_SERVER °COM; 1 

Total of 5 files. 
$ @stunnel_startup_server 
Is the private kew (in the PEN file) encrwpted? [Y/N]: W 
Enter the password to decrwpt the kew (please use pained double quotes with it): 
"we ico me i" 

Starting up a Stunnel running at port 992 
~RUN-S-PROC_ID, identification o$ created process is 20200435 
Stunnel was successfullw started up! 
,| 

_J 

Figure 4-26 Run the stunnel_server_startup.com script. Use the same password you encrypted for 
the PEM certificate in uppper- and lower-case (remember to use double quotes around this pass- 
word--always!). 
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File Edi t  Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ; : x : -  

$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ 
$ @stunnel_startup_server 
Is the pr ivate kew (in the PEM f i l e )  encrypted? [Y/N]: y 
Enter the password to decrypt the key (please use paired double quotes with i t ) :  

"we Ico me I" 
Starting up a Stunnel running at port 992 
~RUN-S-PROC_ID, identification of created process is 20200437 
Stunnel was successfullw started up! 
$ show swstem/process=stunne1992 
OpenVMS V7.3-i on node VMSONE 26-RUG-2002 20:i6:53.37 Uptime 0 01:51:06 

Pid Process Name State Pri I/O CPU Page flts Pages 
20200437 STUNNEL992 LEF 5 659 0 00 : 00 : 00 .19 369 481 
$ I ~ 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ~ . . . .  

Figure 4-27 Perform a show process to make sure the Stunnel process is running. 

Stunnel client installation on Linux 

Figures  4-27 t h r o u g h  4-34 il lustrate a S tunnel  client instal lat ion on Linux. 

[root@lnxone Stunnel # 
[root@in×one Stunnel # 
[root@In×one Stunnel # 
[poot@lnxone Stunnel" # 
[root@lnxone Stunnel- # 
[root@lnxone Stunnel # 
[root@lnxone Stunnel # 
[root@lnxone Stunnel # 
[root@lnxone Stunnel # 
[root@lnxone Stunnel # 
[root@lnxone Stunnel # 
[root@lnxone Stunnel- # 
[root@lnxone Stunnel" # 
[root@lnxone Stunnel] # 
[root@Inxone Stunnel] # 
[root@lnxone Stunnel] # 
[root@lnxone Stunnel] # 
[root@Inxone Stunnel] # 
[root@lnxone Stunnel] # Is -al 
total 212 
drwxr-×r-x 2 root root 
drwxr-x--- 18 root root 
-r-xr-xr-x 1 root root 
[root@inxone Stunnel]# gzip .-dc stunnel-3.22,tar°gz.tar I tar ,xv~-I 

4096 Rug 26 20:45 . 
4096 Rug 26 20:44 . .  

204413 Rug 20 07:46 s ~ i - 3 , , , ~ , ~ ' , ~ . ~  

Figure 4-28 Begin in the/root directory with your file. Unzip the Linux Stunnel kit and PIPE it 
through an Untar command. 
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File Edit Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ; : : : . :  

stunne 1-3.22/Maker i le. in 
stunne 1-3 o 22/Make{ i le. w32 
stunnel-3.22/mkinstalldirs 
stunnel-3.22 "PORTS 
stunne 1-3.22/RERDME 
stunne 1-3.22/conf igure, ac 
stunne 1-3.22/ptw ,c 
stunnel-3.22/stunnel.8 
stunne 1-3.22/stunne I. exe 
stunne 1-3.22/opt ions. c 
stunnel-3,22/client.c 
stunnel-3.22/client.h 
stunnel-3.22/doc/ 
stunne 1-3.22/doc/po i ish/ 
stunne l-3 .22/doc/po l ish/ f aq . stunne l-2 ,ht m l 
stunne 1-3.22/doc/po I ish/t worzen ie_certwf ikato w ohtml 
stunne 1-3.22/doc/eng I ish/ 
stunne 1-3.22/ doc/eng I ish/transproxw, txt 
stunne 1-3.22/doc/eng I ish/VNC_Stunne 1HO WTO .html 
stunne 1-3.22/doc/rfc2246. txt 
stunne 1-3.22/CRED ITS 

Figure 4-29 The unzip and untar will create a subdirectory structure for you to build Stunnel. After 
the command finishes, change the directory to the stunnel-3.22 directory. 

File Edit Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  : . . : . . . ;  

[root@lnxone stunnel-3.22] # 
[root@lnxone stunnel-3.22] # 
[root@lnxone stunnel-3.22 ] # ./con{igure 
checking build swstem twpe.., i586-pc-linux-gnu 
checking host swstem type. . ,  i586-pc-linux-gnu 
checking {or gcc*** gcc 
checking {or C compiler de{ault output . . ,  a.out 
checking whether the C compiler works.., yes 
checking whether we are cross compil ing.. ,  no 
checking {or executable s u { { i x . . .  
checking {or object s u f { i x . . ,  o 
checking whether we are using the GNU C compiler. . ,  yes 
checking whether gcc accepts -g . . .  yes 
checking {or a BSD compatible i n s t a l l . . .  / u s r / b i n / i n s t a l l  -c 
checking whether make sets ${MRKE}... yes 
checking for SSL d i rec to ry . . .  /usr 
checking {or "/dev/urandom"... yes 
checking whether to enable SSL cer t i { i ca te  de{au l ts . . ,  no 
checking whether to disable RSR support . . ,  no 
checking whether to enable DH support*** no | 
checking for dlopen in -ldl... wes 
checking for gethostbwname in -lnsl.,. wes 
checking for socket in -lsocket... no 
checking for pthread_create in -lpthread... | 

Figure 4-30 Execute the ./configure command to create a make script for the Stunnel. 
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checking {on pthnead_sismask,., wes 
checkins {on RNSI C header {iles,,, wes i I 
checking {on sws/twpes.h,,, wes ii 
checking {on sWs/stat,h..o wes i l 
checking {on stdlib,h,,, wes i I 
checking {or string,h,,, wes i I 
checking {on memonw,hoo, wes i I 
checking {on stn inss,h,,, wes i I 
checking {on inttwpes,h,,, wes i I 
checking {on stdint,h,,, wes i I 
checking {on unistd,h,,, (cached) wes i I 
checking {on unsigned chap.,, wes i I 
checkins size o{ unsigned chaP,,, 1 i I 
checking {on unsigned short .... wes i I 
checking size o{ unsigned short,,, 2 i I 
checking {on unsigned int,,, wes i I 
checking size o{ unsigned int,,, 4 i I 
checking {on unsigned long,,, wes i I 
checking size o{ unsigned long,,o 4 i I 
checking {or unsigned long long o o, wes ill 
checking size o{ unsigned long long,,, 8 ill 
con{igure: creating ,/con{is,status i ~I 
con{ ig ,status: creating Hake{ile i....Jl 

Figure 4-31 Wait until the make command has been made and the ./configure completes. 

File Edit Settings Help 
I ........................................................................................................................................................................................................................... 
checking {on unsigned long long,,, yes 
checking size o{ unsigned long long,,, 8 
con{igune: creating ,/con{is,status 
con{ ig, status: cheat ing Nake{ ile 
[root@In×one stunnel-3,22] # 
[root@in×one stunnel-3,22] # 
[root@in×one stunnel-3,22] # 
[noot@lnxone stunnel-3,22] # 
[root@in×one stunnel-3,22 ] # 
[root@In×one stunnel-3,22] # make 
gcc -g -02 -Wall - I/usn/include -DVERSION=\ "3.22\" -DHRVE_OPENSSL=I -Dssldin=\"/ 
usn\" -DPEN_D IR=\ "\" -DRRNDON_F ILE=\ "/de v/unando m\" -DNO_DH= 1 -DHOST=\" i586-pc- 1 
inux-gnu\" -DHRVE_L IBDL= 1 -DHRVE_L IBNSL= i -DHRVE_L IBPTHRERD= 1 -DHRVE_L IBUTIL= 1 - 
DHRVE_L IB URRP= 1 -DHRVE_DEV_PTMX=I -DHRVE_GETOPT_H= i -DHRVE_UN ISTD_H= 1 -DHRVE_SYS 
_SELECT_H=I -DHRVE_TCPD_H=I -DHRVE_PTHRERD_H=I -DHRVE_SYS_IOCTL_H=I -DHRVE_PTY H 
= 1 -DHRVE_S TROPTS_ H= i -DHRVE_S YS_RESOURCE_H= 1 -DHRVE_GE TOP T= i -DHRVE_SNPR INTF = i 
-DHRVE_VSNPR INTF = i -DHRVE_OPENPTY = i -DHRVE_DRENON= i -DHRVE_ gR I TP ID= 1 -DHRVE_ gR I T 
4= 1 -DHRVE_SYSCONF=I -DHRVE_GETRL IN IT= i -DHRVE_PTHRERD_SIGMRSK= i -DSTDC_HERDERS= 
I -DHRVE_S Y S_TYPES_H= i -DHRVE_S YS_STRT_H= i -DHRVE_STDL IB_H= i -DHRVE STR ING_H= I - 
DHRVE_NENOR Y_H= i -DHRVE_STR INGS_H= 1 -DHRVE_ INTFYPES_H= 1 -DHRVE_STD INT_H= i -DHRVE 
_UN I STD_H= I -D S I ZEOF_UNS I GNE D_C HRR= 1 -DS IZE OF_UNS IGNED_SHOR T=2 -DS I ZEOF _UNS IGNED 
INT=4 -DSIZEOF UNSIGNED LONG=4 -DSIZEOF UNSIGNED_LONG_LONG=8 -Dlibdin=\"/usn/l 
cal/lib\" -DPIDDIR=\"/usn/local/van/stunnel/\" -c -o client,o client,c 

Figure 4-32 Execute make to build the Stunnel program (you must have cCinstalled on the Linux 
system). 
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File Edit Settings Help 
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . : ; . ~ . : :  

You are about to be asked to enter information that will be incorporated 
into your certificate request. 
Uhat you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 

Country Name (2 letter code) [PL]:US 
State or Province Name (full name) [Some-State]:Te×as 
Locality Name (eg, city) []:Mesquite 
Organization Name (eg, company) [Stunnel Developers Ltd]:Defcon-VMS 
Organizational Unit Name (eg, section) []:dfwlug 
Common Name (FQDN of your server) [localhost] : 
test I-eq i II test ! -f "/dev/urandom" II \ 

/ u s r / b i n / openss l  gendh -rand "/dev/urandom" 512 >> stunnel.pem 
tes t  1 - e q  1 II t e s t - f  "/dev/urandom" I I \ 

/usr/bin/openssl gendh 512 >> stunnel.pem 
/usr/bin/openssl x509 -subject -dates -fingerprint -noout \ 

-in stunnel.pem 

MD5n°tAfter=Augn°tBef°re=AugSUbject=[root@lnxoneF inge•pr/C=US/ST=Te×as/L=•esquite/•=De•c•n-••S/•U=dfwlug/C•=l•calh•stint=FEstunne27270101:51:24;51:1-319:24:F.221 ;912003] 2002# :67| 6MT:9AGMT.. :C5; 7E :AD :32; 12:60 :OF :54:42 :E6 

Figure 4-33 Answer the questions from the make script so it can create a stunnel.pem file for the 
Linux system. 
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/usr/bin/openssl gendh -rand "/dev/urandom" 512 >> stunnel.pem 
test 1-eq 1 II test-f "/dev/urandom" II \ 

/usr/bin/openssl gendh 512 >> stunnel.pem 
/usr/bin/openssl x509 -subject -dates -fingerprint -noout \ 

-in stunnel.pem 
sub ject= /C=US/ST=Te×as/L=Mesqu ite/O=Defcon-YMS/OU=df w lug/CN= loca lhost 
notBefore=Aug 2701:51:242002 GMT 
notA{ter=Aug 2 7 0 1 : 5 1 : 2 4 2 0 0 3  GMT 
MD5 Fingerpr int=FE: 19 :F 1:91:67:9A :C5:7E :AD :32:12:60 :OF :54:42 :E6 
[root@in×one stunnel-3.22 ] # 
[root@In×one stunnel-3.22] # 
[root@in×one stunnel-3.22] # 
[root@In×one stunnel-3.22] # 
[root@Inxone stunnel-3.22] # 
[root@lnxone stunnel-3.22] # 
[root@in×one stunnel-3.22]# make install 
./mkinstalldirs /usr/local/sbin /usr/local/lib lust/local/man/man8 lust/locally 
ar/stunnel/ 
chmod a=rwx,+t /usr/local/var/stunnel/ 
/usr/bin/install -c -m 711 stunnel /usr/local/sbin 
test ! -s stunnel.so II /usr/bin/install -c -m 755 stunnel.so /usr/local/lib 
test -z .... -o -f "/stunnel.pem" II \ 

/usr/bin/install -c -m 600 stunnel.pem 
stunne I-3 # [root@in×one .22] | 1 

Figure 4-34 Execute make install to complete the installation of the Stunnel programs/libraries into 
the production system. 
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[noot@inxone stunne I-3.22 ] # 
[noot@lnxone stunnel-3.22] # 
[noot@lnxone stunnel-3.22] # 
[noot@lnxone stunnel-3.22 ] # 
[root@ lnxone stunne 1-3.22 ] # stunne I -c -d 992 -n v msone, co m: 992 -o stunne l_c i ien 
t.log 
[poot@Inxone stunnel-3.22]# telnet localhost 992 
Trying 127.0.0,I... 
Connected to localhost, 
Escape c h a r a c t e r  i s  ' " ] ' .  

Welcome to 0penVHS (TN) Rlpha 0penating System, Vension V7.3-1 

Username: system 
Pass word; 
Usen authonization failune 
Usenname: system 
Pass wond: 

Welcome to 0penVMS (TN) Rlpha 0penating System, Vension Y7.3-i | 
Last intenactive login on Honday, 26-RUG-2002 20:20:16.10 j Last non-inteeactive login on Hondaw, 26-RUG-2002 18:27:47.63 

1 {ailume since last successful login 
~| 

Figure 4-35 Execute the Stunnel client command. Notice it looks as if you are Telneting to a local 
host but are being redirected to an encrypted tunnel to OpenVMS on port 992! 

Congratulations! You just got Stunnel working between a Linux and an OpenVMS 
system! 

Security in an Insecure World 

All the OpenVMS engineers I know take VMS security very seriously. I believe that as 
Open Source software becomes more and more utilized by all systems, the winners 
(from a security standpoint) will be the companies that pay attention to the details and 
look for security holes and how to fix them in Open Source software before it gets 
distributed to customers and systems. Commercial SSL implementation seems to be 
one of the main directions for security and tools todaymfor commercial systems and 
Open Source systems such as Linux. 

In the OpenVMS 7.3-1 documentation set there are three volumes available about 
system security. One is the updated Guide to Systems Security, which has kept 
OpenVMS protected for the last 25 years. The other two volumes are new. They are 
Open Source Security for OpenVMS Alpha Volume 1--Common Data Security Architecture 
and Volume 2--Compaq SSL (Secure Sockets Layer)for OpenVMS Alpha. That's how 
important Open Source is going to become over the next few years regarding security 
and authentication. OpenVMS already has two volumes in its doc set devoted to the 
use and security of Open Source tools. It's my recommendation that OpenVMS 
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systems people read all three of these books; they represent the future needs of 
OpenVMS customers. 

Other sources for OpenVMS security information include http://vmsone.com/, and 
Point Secure's OpenVMS product, "System Detective," at ht tp: / /  
www.pointsecure.com/. There is information on these Web pages about how to battle 
harden even the most well-protected OpenVMS system! 

As for Linux systems, look on the OpenSSL pages at, http:/ /www.openssl .org/and 
http://www.linuxsecurity.com/. These should get even an experienced UNIX 
administrator into a Linux fortress. 

For security in general, the future is encryption, intrusion detection on the host, and 
network intrusion detection between systems. Today encryption is represented by 
SSL, intrusion detection by products such as Point Secure's System Detective, and 
network intrusion detection with products such as Checkpoint's firewall products. 
Keeping and using all three of these methods in your system security arsenal will 
ensure that your systems are protected, and you will be able to continue to use your 
systems even in the face of a security attack. 

Open Source software will represent a risk because of security holes, but patches, 
updates, and all those new Open Source applications will help keep the risks of Open 
Source at bay. Commercial vendors will also step in and keep standard releases clean, 
patched, and available for their customers (remember: Open Source doesn't mean 
free; the implementation will cost money to maintain for commercial systems). 

Risks and benefits will chart the course computer security will take over the next few 
years. With the right tools and some up-front planning Linux and OpenVMS can 
deliver solid security and functionality for any data-center environment. 
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Chapter 5 - -  X Windows Applications- 
X Windows Interoperability with VMS and Linux 

X Windows, VMS, Linux, and a Bit of History 

In 1988, a 10-year-old VMS operating system was migrated from a display list window 
manager, "VWS," to the X Windows-based "DECwindows" for all of its OpenVMS 
graphical workstations. Then, as X Windows continued to evolve, VMS added the 
Motif Window Manager and by 1997 even had the UNIX CDE (Common Desktop 
Environment). Linux evolved in the 1990s, building to these already established by 
standards: X Windows for interoperability, Motif for standard application-style 
management of X Windows processes and sessions, and CDE for a common look and 
feel in the UNIX and X Windows workstation community. 

Today, we take these standards for granted in the workstation and Open Systems 
world, and multiplatform, multimedia Internet browsers may, in fact, be the final 
word on the merits of X Windows versus local Windows Graphical User Interfaces 
(GUIs). If we look back, it might be worth noting why OpenVMS changed from a 
display-list-technology-based GUI to an X Windows-based GUI for its workstation 
displays. 

During the 1980s, display-list window managers had enjoyed their flower. By the mid- 
1980s graphical heads were still standalone with display computers connected to a 
computer system that required graphical/Windows output. These two specialized 
computers communicated (usually) across serial or parallel cables, just as if the 
primary computational system were talking to a printer or plotter. Plotter is the key to 
understanding this relationship, because the same commands that drove plotter pens 
to draw lines and automatically fill areas on paper became the basis for commands to 
plot graphics on the display-list computer heads of the 1980s. As the first workstation 
emerged, these computer/display workstations were little more then Pen Plotters 
driving raster displays. Then, as standalone graphics-display computers were 
reduced to so many chips with a display screen, the commands that drove their 
graphics continued to be the same local plotting commands and languages that ran 
the previous generation of displays. Each company had its own standards, chip sets, 
and commands and had little regard for any hardware or network abstraction for 
graphical commands. Graphical programs needed to be different for each workstation 
vendor's machines. Graphical libraries for developers (such as GKS and PHIGS) were 
designed to help in developing programs that could run on a variety of hardware, but 
that wasn't enough. There needed to be a standard way of displaying process graphics 
across networks and different computers. 

Then, in 1985, DEC funded MIT to research "Project Athena." Out of that research 
came X Windows, Kerberos (the security model now being adopted by Windows 

Chapter 5 - X Windows Applications: X Windows Interoperability with VMS and Linux 57 



Computer 1 Computer 2 

X Windows X windows 
Server Server 

X windows x windows 
Client ~ ~ Client 

Ne two rk Ne two rk 
Protocol 1 ~ ,v I Protocol 

J I 

Figure 5-1 X Windows display paths. 

2000), and the beginnings of DCE. OpenVMS and many UNIXes adopted X Windows, 
because, unlike display-list managers or other local GUIs that could only display 
graphics and control to the local system, X Windows was designed and optimized to 
have its graphical interface networked. X Windows was designed for local or remote 
application display across many standard network protocols (TCP/IP, LAT, DECnet, 
even SNA). In X Windows (unlike window managers that controlled only local 
hardware, such as a local plotter), graphical output was architected and optimized for 
transmission across networks to other X Windows displays on any X Windows 
computer in the network! This made applications easy to display between multiple 
systems or made it easier still to have many different graphics applications brought to 
a single graphics display regardless of operating system of origin! That level of Open 
Systems interoperability is why DEC chose X Windows as its GUI OpenVMS 
workstations and servers in 1988 and why HP continues to support X Windows to this 
day! 

Fast forward 17 years and 6 major X Windows software releases, and add to this time- 
tested networked graphical-display system today's security, new graphical cards, 
Alpha system computational performance, and faster and faster network connections. 
It's easy to see why a low-cost Linux system would make a perfect, inexpensive 
integrated workstation to display graphics and applications from an OpenVMS server 
using standard X Windows tools! 

Displaying OpenVMS X Windows Applications on a 
Linux Workstation 

There are two parts to displaying OpenVMS applications on a Linux workstation. The 
first part is to log in to the Linux workstation and set security to accept remote display 
from the OpenVMS applications. The second part is to Telnet to the OpenVMS 
workstation and redirect X Windows output to the Linux machine and then run the 
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~i ............... ~':~i ............. ~ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ' . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  i '"'~" " ' "~<~ '~ . ' . ~ .~  

[john~glnxone john~]* xhost +vmsone corn ~ 
vmsone.com be in8  added to  access c o n t r o l  l i s t  ';:.;:~':i;~:;i,! 
[johnw@Inxone dohn~]* telnet vmsone.com 
Tryin~ 65 .64+220 .210 .  + + 

Connected to vmsone+com+ 
Escape c h a r a c t e r  i s  ' " ] ' ÷  

Welcome to OpenVMS (TM> Alpha Operatin~ Swstem. Version V7+2-I 

Username: ~isniewski 
Pass ~ord:  

* WELCOME TO OpenVMS V 7 . 2 - 1  * 
* Or i  V l l ' i s o r i e  . c o l r i  * 

* Remember: The "Open" PreFix is Al~aws * 
* Silent * 

Last interactive lo~in on Mondaw. 21-MAY-2001 23:37:35.10 
Last non-interactive lo~in on Mondew. 21-MAY-2001 23:39:22.40 

$ 

$ set displa.~/create/node=lnxone.vmsone.com/transport=tcpip/screen=O 
* cveatelterml 

Figure 5-2 You should have redirected your OpenVMS create/terminal command to display its 
results on the Linux workstation screen! 

?!71:17: ~ 
:.: >:<>:~., 

WS< .. ..... 

. . . . . . . . . .  
; i / /  :%<.,<:.,; 

ii!!!;:iii::ii 
. . . . . . .  .... 
<..<.::;.::z 

::<5.:7:<::: 

:>>;:< 
fOL<.2'~ 

:7;;:7:7.1 

4: : ,G<, : .  

i::ii!!i.i!.!::! 
•:<>:::=,~ 

:i!?!iiii?!i: 
:ii:!:!:.iTi}!:: 

application. In order to perform this function you must have two accounts, one on the 
Linux workstation and one on the OpenVMS server. 

Let's go through the command process: Log in to an X Windows session on your 
Linux box. Open an interactive terminal window and type (see Figures 5-2 and 5-3). 

:~hn, ,e In>o, ,~  j c ,~ , . , ] ,  .~-,o'.-t . . . . . . . . . . . . . . . . .  

r,-ui,-,~ 6 5 . 6 4 . - " 2 o . 2 i o . . .  
:o,,n~otea - ............. ~2X27U"-:?. 

Nel ....... t o  OpenVMS <TM> Alpha Ope,-.~tir, g S,9_~t . . . .  Ve,-5ion V 7 . 2 1  

i ............. :: ............. i 

23:37 :35 .10  
!001 23;39;22 .40  

Figure 5-3 Congratulations! You've just created a terminal from your OpenVMS system to your 
Linux box! 
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Command Controls for Your X Windows Sessions 

Linux Command: xhost 

The xhost command on your Linux box controls who can write to your X Windows 

server display, as follows: 

• xhost + allows every host in your network to send X Windows displays to your 

screen. 

• x h o s t -  allows no one in your network to send X Windows displays to your 

screen. 

• xhost +nodename.com allows just "nodename.com" to send X Windows 

displays to your screen. 

• xhost with no arguments tells you who is authorized to send X Windows 

displays to your screen. 

Remember: You can always block all networked X Windows displays by typing "xhost 
-"  in a local Linux terminal window. Be mindful of the security implications of this 
command for your workstation, especially in a public network! If in doubt be sure to 
turn off access with an "xhos t -" .  (A practical joker could even overlay your Linux 
window manager with his or her window manager if you aren't careful!) 

OpenVMS Commands: SHOW-SET/DISPLAY and CREATE/TERMINAL 

In your new DECterm on your Linux box, type the information shown in Figure 5-4. 

• Dev i ce :  WSA4: [super] means that this OpenVMS terminal (process) will 

redirect its X Windows output  to a graphical display device to accept this input. 

• [super] means that all X Windows applications run from this process will be 

displayed to WSA4. 

• [user] would mean that only the next X Windows application run from this 

process would be displayed to WSA4. 

• N o d e :  This is the system where the X Windows server display is located. 

• T r a n s p o r t :  This is the networking protocol that is being used. 

• Server :  Some systems can have multiple instances of X Windows servers 

running. Zero is the default. 
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$ show display 

D e v i c e :  WSQ4: [ s u p e r ]  
Node: LNXONE,VMSONE,COM 
T r a n s p o r t :  TCPIP 
Server :  0 
Screen: 0 

Figure 5-4 The SHOW DISPLAY command tells where X Windows applications run from this win- 
dow (on the OpenVMS server) will try to display. 

• Screen:  X Windows server displays can have more than one display screen 

either in software or connected to two or more graphical cards with two or 

more monitors attached. Screens are numbered 0 + to as many graphical heads 

as the server contains. 

All of these parameters can be changed/redirected by issuing 

SET DISPLAY/CREATE/NODE=node.com/transport:tcpip/screen:0 

• /TRANSPORT= (use TCP/IP if you've installed LAT or DECnet in your Linux 

kernel). 

• /EXECUTIVE_MODE (optional) creates an executive mode WSAx: device for 

all processes on your system to use (must have privileges to use this). 

• /SUPERVISOR_MODE (optional, default) creates a supervisor mode WSAx: 

device for your current processes (and subprocesses) to use. 

• /USER_MODE (optional) restricts the next command.  

This command will not change running X Windows display from an OpenVMS server, 

but it will change where the output  is for all new programs that are run! 
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The CREATE/TERMINAL command on VMS can be added to for additional 
functions. 

• /DETACH will create a detached background process for the terminal similar 

to the UNIX/Linux command xterm&. 

• /NOPROCESS will make the terminal ask you to log in as a VMS user. It is 

useful if you want to log in as a different user while you're still logged in with 

your other X Windows terminals. 

• /BIG_FONT / LITTLE_FONT / C L I / W I N D O W  ATTRIBUTES and many other 

details about your VMS terminal can be modified as the terminal is created. Be 

sure to check out the OpenVMS help utility HELP CREATE/TERMINAL and 

create a terminal that is just right for you. 

OpenVMS X Windows Applications 

Let's look at the X Windows applications that come with OpenVMS when you install 
X Windows (see Figure 5-5). 

All of these standard applications have the prefix DECW$ are installed when (if) 
DECwindows is installed on an OpenVMS server. DECW$CALC, DECW$PAINT, 
DECW$CALENDAR, DECW$CLOCK, DECW$MAIL, DECW$CARDFILER, 
DECW$MESSAGEPANEL, DECW$NOTEPAD, and DECW$PUZZLE and are similar 

: ............................ ~ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ~ ............................................................... : . . : c  .... 

I$ dir susssustem;decu* 

Directoru SYS$COMMON, [SYSEXE] !i!ili 

DECW$BOOKREADER .EXE, 1 DECH$CALC.EXE, 1 DECW$CALENDAR .EXE, 1 iii! i 
DECW $CARDF ILER .EXE: I DECH $CB I .EXE: i DECW $CLOCK .EXE: i 
DECW $DW T_BECNE T. EXE:I BECN $DW T_FON T_DAEMON. EXE: i iiiii!!i 
DECH $ DN T_S TAR TX TDR IVER o EXE: i DECH sENDSESS ION. EXE: i 
DECN sFON TCOMP ILER .EXE: I BECW sMA IL .EXE~ i iiiiiiii 
DECW $MESSAGEPANEL. EXE: i DECW SMWM. EXE: i i~!!!i~i~:ii 
DECWsMWM_OVERLAY,EXE:I DECWsNOTEPAD.EXE:I DECHsPAINT.EXE~I !ii!i~i!!i~ 
DECW sPAUSESESS ION, EXE: i DECW sPR IN TSCREEN, EKE: I i~:i~ii!!i~ 
DECWsPUZZLE.EXE: i DECWsREINIT .EXE: i DECH$SERVER_GUBRM.EXE: I i ~ |  
DECW $SERVER_MA IN, EKE; i DECH $SERVER_PVRM ° EKE: 2 i~ 
DECW$SESSION°EXE;I DECW$SETSHODIS.EXE;I ~II 
DECH$STARTLOGIN.EXE; i DECWsTABLET.EXE; i DECWsTERMINAL .EXE; i i~ I  
DECW$ TERM INAL_CREA TE .EXE; i DECW sU ILMO T IF .EXE; i ~ I  
DECWsWAITFORSM.EXE; i DECWsWINMGR.EXE; i DECHsWML.EXE; i i l l  
DECW$WSCUST.EXE:IDECW$WSINIT.EXE:IDECW$XFS.EXE,I iii 
Total o£ 37 giles. ~I 
, =  ........................................................................................................................................................................................................................... / j  

Figure 5-5 The standard VMS X Windows applications are to be found in the directory 
SYS$SYSTEM:. 
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to their Linux X Windows application counterparts. These programs can be run after 
defining a display by typing 

RUN SYS$SYSTEM:DECW$CLOCK.EXE 

RUN/DETACH SYS$SYSTEM:DECW$CLOCK.EXE creates a detached process for 
your program to run in and returns you to a $ prompt in your terminal window for 
more commands! 

Regarding other DECwindow applications: Some of the applications are 
straightforward (such as DECW$CLOCK), but others are not so clean 
DECW$TERMINAL, DECW$WINMGR, and others look like they could start window 
managers or create a new terminal (and process). In fact, that is what these programs 
are for, but they are accessed by the VMS startup programs to run X Windows on a 
VMS server, while others are used by the VMS Command Line Interpreter to create 
terminals or begin X Windows sessions; this is similar to xinit or xf86config on Linux. 

Note: Do not run window manager programs directly, since they could mess up 
your X Windows sessions on both machines! 

One way to gain easy access to the OpenVMS X Windows applications is to use either 
DECW$SESSION.EXE or DTSESSION.EXE session managers. DECW$SESSION is the 
older X Windows session manager, and DTSESSION is the CDE X Windows session 
manager--either one can be on a remote X Windows display. Let's construct a DCL 
command file that will invoke one of these programs (see Figures 5-6 through 5-13). 

i~f ; ,  ~ }=~ . . , . - . =  .......... ;.; .................................... :,~ .......... ...,.,;;......~ ............... : ................ ,~,. ............................ ;..., ................ ~;~...i..~ ,.~,;:..4!!, 

I 

$ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ;:f; ~. 
$ Xdisplay .com 
, VMS nCL ~i!i! ~ 

John  N i sn i eusk i  2001 i 
, w i sn  i ees  k i@ v msone,  co  m 
, ::ii! 

, ! Pu , 'pose  : !ii ~ 
$ Red isp lay  Xe indow app l i ca t ions  From VMS to  ano ther  Norks ta t i on  

, Mak . . . . .  9ou '  . . . .  t . . . .  r i t y  ( xhos t )  on t he  L i nux /Un i x  No rks ta t i on  F i r s t !  ii :::iiiu 

, xd i sp l ay :==@sys , l og i n : xd i sp l ay . com ( c rea te  a VMS command o r  pu t  i t  i n  i~!iiiii~ 
' logi . . . . .  ) i~ 

$ xd isp lay  node .doma in  xw indo~_app l i ca t i on  t r anspo r t  s c reen  ::: 
$ ;; 

, P1 remote  node .doma in  to  d isp lay  Xu indou  on (:~ii 
' P2 Loca l  OpenVMS app l i ca t i on  t . . . . . .  OpenVMS and d isp lau  ~u . r e  v.z±u.°nEn°de-'d°'~ain' 
, !  ( op t i ona l .  deFau l t =sgs , sNs tem:decw ,sess i on .exe .  DECN o r  !!{~: 

P3 Ne two rk  p ro toco l  t o  use  ( op t i ona l  deFau l t = t cp i p )  iii 
$! p4 Xwindoe  Screen  to  use on node .doman ( op t i ona l .  deFau l t =O)  
, . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

, s e t  cont =i~ 
, ~ e t  . . . .  iii , !  
$ IF  P1 .EQS. " "  t hen  go to  ex i t _p i  ::i~iiii 
$ IF  P2 .EQS. " "  THEN P2:=SYS$SYSTEM:DECN$SESSION 
, IF  P3 °EQS. " "  t hen  P3 := t cp i p  
, I F  P4 °EQS. " "  t hen  P4=O 

, !  
, I  
, i  
,RUN IT :  
$! 

,run'Set displaH/create/node='Pi/transport='P3/screen='P4. P2 ~i 

, show d isp lay  

Figure 5-6 With this ~ S  command file you can easily automate your displa~ 
mands. The default brings up the very useful DECwindows session manager. 

,nd X Windows com- 
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Figure 5-7 So how is this useful? Let's look at the pulldowns. 

xd±splay Inxone. vmsone .corn 

Figure 5-8 Now you can create as many VMS terminals as you need, check the status on your X 
Windows jobs in progress, or even change your X Windows security or startup options--all by the 
click of a mouse and all from the display on your Linux box! 

Figure 5-9 
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Figure 5-10 But what if you wanted to add your own commands or X Windows applications to launch 
from this menu? Use the Menus button on the Options pulldown for the Menu Control window. 

x d l s p l a 9  l n x o n e ,  v m s o n e . c o m  

o n v e r t  s t r i n g  

- -  - " u c t  

" - * - M e n u - M  

.,J' 

~i~~i!i~,ii : M e , , , , s  ............................................................................................................................................................................................................... [~.:::~::::~:~::i~i;i:i;~;~::~':~ :i~i;iiii~!~~:.~i~!::;iiiii~i!i~!;iii~ ~ • 

! :ii 

f ,  . . . . .  r~ 

,J 
Figure 5-11 Create your new command/menu choice (either a VMS command file or executable) 
and add it to the appropriate pulldown menu. 
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xdisplaw lnxone+vmsone+com 

Figure 5-12 Then just click on your new pull down! 

Figure 5-13 Hey! Where did all these VMS applications and menus come from! I thought this was a 
Linux Box! 
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Notice that all these applications came from the VMS CDE/DTSESSION manager 
program at the same time the DECW$SESSION manager program and the Linux KDE 
session manager are running! Be careful, because any of the session managers can 

now log you out. 

Displaying Your Linux X Windows Applications on OpenVMS 

Back in the mid-1980s, when VMS workstations had a state-of-the-art graphical chip 
set, you were likely to have a VMS workstation on your desk as your primary 
workstation. Today, Alpha workstations are just as likely to use Linux or Tru-64 UNIX 
as OpenVMS. PCs are as likely to run Linux as Windows for the operations staff, and 
today's $30 PCI or AGP graphics card under Linux or Windows is quite possibly a 
better display engine than that three-year-old graphics card running in your Alpha 
workstation. The nice thing about X Windows is that you are not tied to your 
computer engine or tired old graphics cards; you can just redirect the graphics to enjoy 
the application with new eyes! 

But let's assume you are lucky enough to have the latest state-of-the-art Alpha 
workstation running VMS on your desk (instead of a GS320 cluster in your computer 
room) and your Linux box's graphical card is aging a little. You can simply redirect 
your Linux application to your new OpenVMS display. 

The procedure is exactly like the VMS to Linux redirection except that Linux 
commands must be issued to redirect the output to the VMS workstation; instead of 
the xhost command, OpenVMS uses a Security menu under the session manager. 

First you must authorize VMS to use TCP/IP as a transport for X Windows (inbound 
to VMS), because it's not turned on by default. 

Either you or your VMS systems manager should add this one little command line 
(see Figure 5-14): 

SYS$MANAGER:DECW$STARTSERVER.COM 

If you are uncomfortable changing this file, you can put the logical definition line in 
your SYS$MANGER:SYSTARTUP_VMS.COM. I put it in DECW$STARTSERVER.COM 
because TCP/IP should be turned on (with security) by default! 
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*deF i n e _ s e v  ve t_  l o8  i c a  I s :  
s 8sys  $ manaser:  dec ~ $ l o8  i c a  l s  dec w * s e t  v e t '  p 1'  _ t a b  l e  dec w *deF i n e _ s e r  vev F a l s e  i:.!!ii~iii~:ii!!: 
$ 1  !i:;ii.~;:,ii:!i;il 

* !  DeF ine  soae d e £ a u l t  v a l u e s  £o r  symbo ls  wh ich  m ish t  be s e t  up i n  ...... ~":" ..... 
$! p r i v a t e _ s e r v e r _ s e t u p .  (O the r  d e ? a u l t s  a re  s e t  i n  DECN*DEVICE.COM). i!!ii!iii!il 
* ! Any o£ t h e s e  may be mod iF ied  i n  DECN$PRIVATE_SERVER_SETUP.COH. 
, !  

$ i? ?*trnlnm("decw$install_tcpip") then tcpip = ".tcpip" 
$ dec w Ssep ver_transports == "decnet. loca i' ' top ip' " ~-i:!:!:~;i:i:i:i::~ 

* d e c w * s e r v e r _ c o n n e c t _ l o g  == "g"  I c l i e n t  c o n n e c t / d i s c o n n e c t  l og  mode 
* d e c k * s e r v e r _ b u s _ c o m p a t i b i l i t y  == "Y" ! bug c o m p a t i b i l i t y  mode ..~.~..~..~. 
* decwSse rvev_e r rov_ los_ to_keep  == 2 ! # o£ e r r o r  l og  £ i l e s  t o  keep ~.:::i:~.i;::ii::ii:i ::::::::::::::::::::: 

* !  :i:i:i:i:!:ii~i 
*! Check £or  u s e r  s p e c i £ i e d  s e r v e r  s e t u p  command p r o c e d u r e  !!i!i~:iiiii!!i:i:iii 

• i?:i:!Q~i 
* dec w * s e t  v e v _ d e v i c e _ s e t u p  = - ................ iii:;:;:.i::i~l 

"sysSmanaser  : d e c w S s e r v e r _ d e v i c e _ s e t u p _ "  + FsEXTRACT(O.2.dec~Sdev ice)  + ".cot::::!i;:.iii::il;~i:~ii 
* i £  £ *seavch  (dec~Sser  v e t _ d e v i c e _ s e t u p )  . nes .  ' . . . .  

t h e n  @'dec~Sserver  d e v i c e  s e t u p  ~|~.ii~ 'I~ 

Figure 5-14 Do not modify this file in any other way or you may make DECwindows unstartable. 

N o w  let's set security using the VMS session manager on the VMS workstat ion (see 

Figure 5-15). 

Figure 5-15 Click on the Security button and you'll get into the Authorization box. 

Figure 5-16 Click on Add and you'll be able to fill in your Linux/UNIX node information. 

For TCP /IP as a transport, a lways use a "*" for the user name or it won't  work (see 

Figures 5-17 through 5-19)! 
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~td Access Control Ent~.~ 
Node 

U,~er- 

• r T ans~rt 

tCpil~ 

Figure 5-17 You are now ready to telnet to your Linux system and send back X Windows applications. 

~i '  Style Manager - Security ~L~{.~ 

Aut~horJ.zed User~ 

tcpip Inxone.vnsone.con * 
............................. 

i Add 

~ O e z ~ t e  ~ 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  

~ -  ........ O K  . . . . . . . . . . . . . . . .  c a , ; = e ~ Z  . . . . . . . . . . . . .  H ~ ; I P  ~ ........ 

Figure 5-18 

Figure 5-19 Congratulations, your VMS display will have an X clock on it! You might want to use 
xterm or xterm& (background) or any other X applications from your Linux box too! 
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And for you bash-shell impaired, you may need to change your UNIX/Linux dialects 
a little: 

• csh: 

# setenv DISPLAY vmsone.com:0.0 

• sh and ksh: 

DISPLAY=vmsone.com:0.0 ; export DISPLAY 

Summary 
X Windows is an expanding and growing part of workstations and high-end servers 
even 15 years after its introduction. Standard support, and tools that work between 
multiple operating systems simplify and reduce the complexity of displaying graphics 
and running applications. This gives all of us a choice for each task that faces us: 
Whether to use a point-and-click GUI application or a command-driven CLI. Graphics 
make the job intuitive and easy to visualize; command lines make scripting and 
repetition easy for many of the tasks server managers are being asked to automate. 

The arguments about which is better and what each style of computing should be for 
will rage on in discussion groups and whereever a few good computer people 
compare notes. One thing is clear: All of these styles of computing are here to stay; and 
interoperability between multiple operating systems will be the hallmark of all future 
workstations and servers. 
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Chapter 6 - -  Using E-mail with OpenVMS and Linux 

Back in the Old Days 

Way back in the early 1980s computer users could send e-mail to each other through 
electronic BBSs with ASCII graphics and unencoded binary objects across 1,200-baud 
modems. And (with apologies to SNUs Old Man) we liked it that waymno  matter 
how painful it was or how long it took, and we were grateful for the technology! 

By the time I finally switched from the ASCII communications I had used in my 
younger days to the e-mail client / server graphic's revolution e-mail of PCs and 
workstations, I could send embedded graphics, attachments, and binary transfer 
music and even video through e-mail. I also found (while transferring my ASCII e- 
mail to TK50 tape) that it took me 10 years of e-mail correspondence and daily use to 
have created a scant 1MB of data (using English as a communication protocol). 

As I filled and filled the two-thirds loaded floppy disk (after changing my mind about 
the 95MB TK50) with 10 years worth of e-mail history; I received my first real 
attachment from someone at DEC via the new client/server graphics interface to my 
shiny new DEC 320p laptop computer. 

I marveled that the 12 PowerPoint slides that had been attached to the message (the 
text of which was written in MS Word) were 1.5MB of datamthey wouldn' t  even fit on 
the $10 1.44MB floppy disk I had just filled with the last ten years of history. 

How had I ever managed without the ability to send graphics to everyone I knew? 
How much more disk space would I need in the brave new world? The horizons 
seemed endless to me, but I knew that I was glad that my company was bringing out 
something called StorageWorks in the near future. 

We Used to Copy E-mail Across 2,400-Baud Modems? 

Even with my corporate e-mail connection to the Net, by the mid-1990s I had been 
using UUCP at home to send and receive Internet e-mail for over five years. UUCP 

would dial up between my OpenVMS server and UNIX to copy batches of e-mail to 
and from Linux, UNIX, and other BBS servers until the messages found themselves on 
a machine they were destined for or were connected to the real Internet! While real 
Internet gateways were expensive, UUCP systems were free. The catch was that 
UUCP nodes might have 20 or more hops to find a gateway to the Internet. My worst 
time sending mail was a little over eight hours from home to my DEC corporate 
mailbox; my best time was little over 15 minutes before I switched over to a 
permanent, instantaneous e-mail connection in 1997. 

Chapter 6 -  Using E-mail with OpenVMS and Linux 71 



Today, with e-mail accounts free on the Net and dial-up access costing less then $10 
per month for people with a PC, most folks consider this type of e-mail quaint and 
old-fashioned. While the usefulness of UUCP mail has ebbed, it's interesting to note 
that the protocol still is used in ham radio (packet / system-to-system) e-mail and other 
places around the world where Internet dial-up (POTS--plain old telephone service) 
is still not easily obtained. 

From the Dawn of the Network Era to Today 

In The Victorian Internet Tom Standage describes how the nineteenth-century world 
was shrunken and delivered by a technological communications marvel: the 
telegraph. Tom's book quotes Samuel Morse's 1872 poem, "The Victory": 

And science proclaimed, from shore to shore 

That time and space ruled man no more. 

If in the last 150 years the telegraph, telephone, and satellites shrank the distance 
across which people could communicate, then the Internet and e-mail in the last 15 
years have dwarfed those tools by another factor of 10msimply with compression and 
near universal access. Why make a phone call when a two-line e-mail explains what 
needs to be done? Why have conversations when a single picture will do? Why send a 
picture when a URL points to the common reality of the Web for reference. Does 
anyone send multiple copies of any paper to anyone anymore unless by fax? 

This is great for productivity, but what about that human-to-human contact that has 
kept us learning and improving our depth of understanding with mentorship and 
apprenticeship? The jury is still out on how electronic communications will impact 
how we learn and do that OJT. Our generation has home offices, digital cell phones, 
telecommuting, the World Wide Web, and cable, so we'll either be the generation most 
attached, the most plugged-in to our fellow man, or we'll live inside our Xboxes m 
only venturing out to earn enough to pay for the electricit~ protein drinks, and 
vitamins to keep us going. 

Terse, focused, and efficient, for good or bad, these are the qualities e-mail has 
delivered to us as a business tool. 

Of course, if you still want to have a conversation online, you can now use a variety of 
instant messenger products and gossip your time awa~ just like the telegraph 
operators did! Telegraphers were found to spend as much as 50 percent of their free 
time talking, chatting, and gossiping with other operators across the nineteenth- 
century ether (but for those who live online today; 50 percent sounds like a very low 
percentage). Though the technology has changed dramaticall~ people have changed 
very little in the last 150 years. Many still have that quite human desire to simply put 
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down their labors, lean across a back yard fence or gather around an office watering 
hole, and just talk with other people about the events of the day. 

E-mail Programs Come and E-mail Programs Go 

In 1987, when I joined Digital, its mail ALL-IN-1 had about eight million users world- 
wide. ALL-IN-1 had full-text word processing and shared calendar (for resources such 
as conference rooms, demo rooms, etc.) that would also make people's time easier to 
schedule and keep track of. File exchanges for all the word-processing documents of 
the age, attachments, e-mail lists, and gateways to various other mail systems (IBM 
and the standards of the day). 

Alas, ALL-IN-1 ran on OpenVMS clusters (who would want a redundant e-mail 
system anyway) and its client/server frontend teamlinks are still around. Despite all 
its technological prowess and PC integration, however, Digital chose a new mail 
system in 1996. Abandoning its ALL-IN-1 roots, DEC chose a hearty mail systemma 
mail system that could send word processing documents, pictures, video, and other 
binaries in e-mail, just like every other 20-year-old e-mail system. 

The new e-mail system had the added advantage of being able to run on a Windows 
NT operating system, which, in 1996, everyone knew was the only system platform 
that would survive after the Y2K. 

Microsoft Exchange was a lot more expensive than using Open Source, standards- 
based e-mail, but then again, Microsoft had much better marketing. The rest was 
history until people began to realize that Exchange costs lots of money to install and 
maintain and Open Source products tend to be free! 

Open Source Open Standards Internet Mail 

Open standards all revolve around TCP /IP standards and the Request for Comments 
(RFC) process that controls them. The important thing to note is that current e-mail 
protocols are evolving and continue to add functionality as they improve. An end user 
won't  be worried about these standards, but someone who is doing the 
implementation for an operating system such as VMS or Linux will. What end users 
will need to know is what standards-based e-mail clients they can use from their 
various client platforms and what e-mail servers they can set up to store / retrieve their 
mail from OpenVMS and Linux servers on their network. 

Internet client e-mail applications all do basically the same things, but some have 
more features then others. What features should you look for in a client e-mail 
system? Character cell or graphic e-mail applications should be the first consideration. 
Programs such as PINE are character-cell based, but can send attachments, binaries, 
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and run on both OpenVMS and Linux as clients. Other programs, such as Mozilla 

(now Open Source from its Netscape roots), also run on both OpenVMS and Linux, 
but require an X Windows graphic display to work. Graphical displays give you a 

What You See Is What You Get (WYSIWYG) e-mail window, where the character cell 

clients allow you to telnet in from anywhere in your network and read your mai l - -a t  

least the text portions of it! 

Today's important  standards to check for when you configure your e-mail server 

include the following; 

• P O P 3 - P o s t  Office Protocol V3: If your mail server supports this protocol, your 

remote mail clients can be configured to download all your mai l /messages  

from the server to your Client system. POP3 deletes the mail from the message/  

e-mail server once the messages have been downloaded to the client. 

• IMAP--Internet  Message Access Protocol: IMAP stores messages on the e-mail 

server for use by users from many different locations from many different 

clients! You can use other users' systems as e-mail clients and never move or 

delete read or unread messages from the e-mai l /message server! This means 

you can read your mail from anyone's system you have access to, and when 

you log off, the messages will be secured and remain stored on the server 

system. 

When do you use each protocol? Some users like their servers just to pass messages to 
them and erase them from the server--for  them POP3 is the answer. Other users like 

to use everyone else's e-mail client applications and prefer to store their messages on 

their e-mail server for archiving and later retrieval and review--IMAP is best for 
them. The only real warning I can offer you for using these e-mail protocols is that for 
each e-mail user account you create, use only POP3 or IMAP as your message/e-mai l  
access method for each mail account you have on a server. Your client could become a 

little confused (especially if you don't  create multiple e-mail profiles on the client) if 

you use both POP3 and IMAP to access a single account! (Multiple inboxes aren't the 

best way to begin a new morning of e-mail excellence.) 

The good news is that both OpenVMS and Linux are able to let e-mail clients have 

POP3 or IMAP access to their messages in the standard user accounts. All you have to 

do is activate e-mail services on the systems, and the user accounts are integrated into 

e-mail. Remote e-mail clients can then be used to access these standard user accounts 

via POP3 or IMAP to access e-mail on both OpenVMS and Linux. 
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E - m a i l  S e r v e r  C o n f i g u r a t i o n  for  O p e n V M S  

Let's set OpenVMS up as an Internet e-mail server (see Figures 6-1 through 6-36). 
We'll assume that TCP/IP is already set, as descussed in Chapter 3. 

Welcome t o  VMSONE.COM EULA i s  in  f o r c e  I [  

Use rname : ~ili 
Username : system li~li 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *  I~li , v.so.~ EU,,A , iit1 
* Page 42 * |i~l: 
: Begin Line 1764 : II+I+iit+ 

* "Open" is always silent in the word OpenVMS. * l+I++ 
, Don't worry about abusing the system. You can't, * |~+I+ 
* Illegal operations will be reported. * BI 
, Immoral actions will be posted to the appropriate website. * |Ii 
, All other processes will be recorded, graded and returned. * |~ii 

* Note :  T h i s  i s  a VHS run s y s t e m .  Do no t  t a u n t  t h e  Happy Fun B a l l ,  * m+ 
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *  M+:II 

Last interactive login on Sunday, 29-SEP-2002 14:33:16.22 |~iil 
$ i Last non-interactive login on Sunday,  29-SEP-2002 1 4 : 3 3 : 4 3 . 2 1  J l  

........................................................................................................................................................................................................................... ~!..! 
Figure 6-1 Login as SYSTEM. 

Figure 6-2 Run the TCP/IP Setup menu in SYS$MANAGER. 
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Figure 6-3 Choose menu option 2 for TCP/IP client changes. 

Figure 6-4 From the submenu choose option 5 to activate TCP/IP SMTP mail services. 
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Figure 6-5 Menu choice 2 activates SMTP for this OpenVMS system. 

Compaq TCP/IP Services for OpenVMS Client Components Configuration Menu 

Configuration options: 

I - FTP 

2 - NFS Client 
3 - REXEC and RSH 
4 - RLOGIN 

MTP L n a b l  e(1 N t a i  r e ,  

6 - TELNET 
7 - DHCP 
8 - Telnetsym 

Enabled Started 
Disabled Stopped 
Disabled.Stopped 
Enabled Started 

Enabled Started 
Disabled Stopped 
Disabled Stopped 

A - Configure options 1 - $ 
[E] - Exit menu 

Enter configuration option: e~ 

Figure 6-6 Exit and return to the main TCP/IP menu. 
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Figure 6-7 Choose the Server Components menu option. 

Compaq TCP/IP Services for OpenVMS Server Components Configuration Menu 

Configuration options: 

1 - BIND Disabled Stopped 12 - NTP Disabled Stopped 

2 - BOOTP Disabled Stopped 13 - PC-NFS Disabled Stopped 

3 - DHCP Disabled Stopped 14- POP Disabled Stopped 

4 - FINGER Disabled Stopped 15 - PORTMAPPER Disabled Stopped 

5 - FTP Enabled Started 1.6- RLOGIN Enabled Started 

~ l~h~l~l ~ D ~  17 - RMT Disabled Stopped 

7 - LBROKER Disabled Stopped 18 - SNMP Disabled Stopped 

8 - LPR/LPD Disabled Stopped 19 - TELNET Enabled Started 

9 - METRIC Disabled Stopped 20 - TFTP Disabled Stopped 

10 - NFS Disabled Stopped 21 - XDM Disabled Stopped 

11 - LOCKD/STATD Disabled Stopped 

A - Configure options 1 - 21 

[E] - Exit menu 

Enter configuration option: 6~ 

Figure 6-8 Choose IMAP protocol to configure. 
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Figure 6-9 Select 3 to activate and start IMAP services for this OpenVMS system. 

Service is defined in the SYSUAF. iil 
Service is defined in the TCPIP$SERVICE database, ii[ 
Service is not enabled. ~il 
Service is stopped. II 

IMAP configuration options: il 

1 - Enable service on all nodes ~il 
2 - Enable service on this node lil 

3 - Enable & Start service on this node ~ii 

[E] - Exit IMAP configuration "i'll 

Enter configuration option: 3 ~I 
%TCPIP-I-INFO, image SYS$SYSTEM:TCPIP$1MAP_SERVER,EXE installed lil 
%TCPIP-I-ZNFO, service enabled I{[ 
%TCPIP-S-STARTDONE, TCPIP$IMAP startup completed I[ 
Press Return to continue . . . ,  i I  

Figure 6-10 Exit and return to the TCP/IP main menu. 
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Compaq TCP/IP Services for OpenVMS Server Components Configuration Menu 

Configuration options: 

I - BIND 
2 - BOOTP 
3 - DHCP 
4 - FINGER 
5 - FTP 

Disabled Stopped 
Disabled Stopped 
Disabled Stopped 
Disabled Stopped 
Enabled Started 
E.ab~ed Star t~ 
Disabled Stopped 
Disabled Stopped 
Disabled Stopped 
Disabled Stopped 
Disabled Stopped 

- II,1AP 

7 - LBROKER 
8 - LPR/LPD 

9 - METRIC 
1 0  - NFS 
I I - LOCKD/STATD 

12 - NTP Disabled Stopped 
13 - PC-NFS Disabled Stopped 
14 - POP Disabled Stopped 
15 - PORTMAPPER Disabled Stopped 
16 - RLOGIN Enabled Started 
17 - RMT Disabled Stopped 
18 -,S.NMP Disabled Stopped 
19 - TELNET Enabled Started 
20 -TFTP Disabled Stopped 
21 - XDM Disabled Stopped 

A - Configure options I - 2 1  

[El - Exit menu 

Enter configuration option: 

Figure 6-11 Note that the IMAP service is now enabled and started on this system. 

Compaq TCP/IP ServicesforOpenVMS Server Components Configuration Menu 

Configuration options: 

I - BIND 

2 - BOOT1, 
3 - D H C P  

4 - FINGER 
5 - FTP 
6 - ~AP 
7 - L B R O K E R  

-LPR/T,PD 
9 - METRIC 

,o - NFS 
Ii - LOCKD/STATD 

Disabled Stopped 
Disabled Stopped 
Disabled Stopped 
Disabled Stopped 
Enabled Started 
Enabled Started 
Disabled Stopped 
Disabled Stopped 

DisabledStopped 
Disabled Stopped 
Disabled Sto~ped 

12 - NTP Disabled Stopped 
13 - PC-NFS Disabled Stopped 

4 - P O P  Disabled s t o p p  

15 - PORTMAPPER Disabled Stopped 
16 - RLOGIN Enabled Started 
17 - R M T  Disabled Stopped 
18 - SNMP Disabled stopped 
19 -TELNET Enabled Started 
20 -TFTP Disabled Stopped 
21 - XDM Disabled Stopped 

A - Configure options 1 - 21 
[E] - Exit menu 

Enter configuration option: 14 

Figure 6-12 Now choose the POP protocol. 
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Figure 6-13 Choose to enable and start POP3 protocols on this OpenVMS system. 

 O Con iOurat,on I! 
Service is defined in the SYSUAF. ili, 
Service is defined in the TCPIP$SERVICE database, iil 
Service is not enabled. ~i~i 
Service is stopped. Hi 

POP configuration options: Hi 

1 - Enable service on all nodes ~ii!~ 
2 - Enable service on this node ~il 

m~ 
3 - Enable & Start service on this node il 

[El - Exit POP configuration Bi i 

Enter configuration option: 3 i i  
%TCPIP-I-INFO, image SYS$SYSTEM:TCPIP$POP_SERVER,EXE installed ii 
%TCPIP-I-INFO, service enabled ~ii~ 
%TCPIP-S-STARTDONE, TCPIPSPoP startup completed ii 
Press Return to continue ... Jl 

Figure 6-14 Return to the OpenVMS TCP/IP Service Configuration menu. 
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Configuration options: . . . . . . .  ! i  

1 - BIND Disabled Stopped 12 - NTP Disabled Stopped nil 

3 - DHCP Disabled Stopped , -,e, |[ -'- :- " iiii 
4 - FINGER Disable_d Stoppe d 15 - PORTMAPPER Disabled Stopped iii 

6 - IMAP Enabled Started 17 -RMT Disabled Stopped il 

8 - LPR/LPD Disabled Stopped 19 - TELNET Enabled Started iii 

10 - NFS Disabled Stopped 21 - XDM Disabled Stopped ilii 

11 - LOCKD/ITATD Disabled St°pped I I  

A - Configure options i- 21 Hi 
[E] - Exit menu l l  

Figure 6-15 Verify that the POP3 protocol is enabled and running on this system. 

Compaq TCP/IP.Services for OpenVMSServer Components Configurat:ion Menu 

Configuration options: 

i - BIND Disabled Stopped 12 -NTP Disabled Stopped 
2 - BOOTP Disabled Stopped 13 - PC-NFS Disabled Stopped 
3 - DHCP Disabled Stopped 
4 - FINGER Disabled Stopped 15 - PORTMAPPER Disabled Stopped 
5 - FTP Enabled Started 16 - RLOGIN Enabled Started 
6 - IMAP Enabled Started 17 - }{MY Disabled Stopped 
7 - LBROKER Disabled Stopped 18 -SNMP Disabled Stopped 
8 - LPR/LPD Disabled Stopped 19 - TELNET Enabled Started 
9 - METRIC Disabled Stopped 20- TFTP Disabled Stopped 

I0 - NFS Disabled Stopped 21 - XDM :Disabled Stopped 
II - LOCKD/STATD Disabled Stopped 

A - Configure options I - 21 
[E] - Exit menu 

Enter configuration option: e i 

Figure 6-16 Exit and return to the main TCP/IP Configuration menu. 
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i .... .I" 
ill Compag TCP/IP SeI'vices for OpenVMS Configuration Menu I[ 

I~ - Core environmen t ~{i[ 

l 

Iii ' -  . . . . . . . . . . . . . . .  . . . .  |il 
li~ 5 .... Shutdown Compaq TCP/IP Services_for OpenVMS ~i[ 

t A_ - Configure.optioz]s 1 -  4 ~i[ 
HI . . . .  - _ E x i t  configuration procedure i [  

Figure 6-17 Exit the TCP/IP Configuration menu and return to a $ DCL prompt. 

Compaq TCP/IP Services for OpenVMS Configuration Menu 

Configuration options: 

I - Core environment 
2 - Client components 
3 - Server components 
4 - Optional components 

5 - Shutdown Compaq TCP/IPServices for .OpenVMS 
6 - Startup Compaq TCP/IP Services for OpenVMS 
7 - Run tests 

A - Configure options 1 - 4 
[E] - Exit configuration procedure 

Enter configuration option: e 
$ 
$ tcpip 
TCPIP> show config smtPI 

Figure 6-18 Invoke the TCP/IP manager utility and show the SMTP configuration. 
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Figure 6-19 Note that SMTP options are set to eight-bit (to allow 8-bit ASCII), relay to allow POP 
and IMAP clients to send mail through the OpenVMS server, and top headers to display e-mail 
headers at the top of the mail messages. 

SMTP Configuration 
Options 

1 interval: 0 00:30:00.00 Address_max: 16 EIGHT_BIT 
interval: 0 01:00:00.00 Hop_count_max: 16 RELAY 
m interval: 3 00:00:00.00 TOP_HEADERS 

Send: 
Receive: 

Initial Mail Receipt Data Terminate 
5 5 5 3 10 
5 

A l t e r n a t e  g a t e w a y :  n o t  d e f i n e d  
G e n e r a l  g a t e w a y :  n o t  d e f i n e d  

Z o n e :  n o t  d e f i n e d  
i 
~ P o s t m a  s t e r  : WISNIEWSK I 
I Loq f i l e  : SYS$ SPECIFIC  : [ TCP IP$SNTP ] TCPIP$ SMTP_LOGFILE. LOG 

~ G e n e r i c  q u e u e  Q u e u e s  P a r t i c i p a t i n g  n o d e s  

TCPIP$  SMTP_VMSONE.0 0 1 VMSONE 
~ TCPIP> 

Figure 6-20 Note that the substitute domain is set to hidden, and all e-mail traffic that passes  
through this server will receive a return e-mail address of VMSONE.com. 
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SMTP Configuration 

Initial interval: 0 00:30:00.00 
Retry interval: 0 0 1 : 0 0 : 0 0 . 0 0  
Maximum interval: 3 00=00:00.00 

Timeout Initial Mail 
Send: 5 5 
Receive: 5 

Alternate gateway: not defined 
General gateway: not defined 

Substitute domain: HIDDEN, vmsone.com 
Zone: not defined 

Options 
Address_max: 16 EIGHT_BIT 
Hop_count_max: 16 RELAY 

TOP_HEADERS 

Receipt Data Terminate 
5: 3 10 

Lo--g:file: sYSSSPECIFIC:[TCPIPSSMTP]TCPIP$SMTP-LOGFILE.LOG 

Generic queue Queues Participating nodes 

TCPIP$SMTP-VMSONE-00 1 VMSONE 
TCPIP> 

Figure 6-21 Postmaster is set to the local OpenVMS account wisniewski, but it could be set to an 
Internet e-mail address just as easily (e.g., wisniewski@VMSONE.com). The postmaster info for 
this system could even be sent to a remote system with this field. 

SMTP Configuration 

Initial interval: 0 00:30:00.00 
Retry interval: 0 01:00:00.00 
Maximum interval: 3 0 0 : 0 0 : 0 0 . 0 0  

Timeout Initial 
Send: 5 
Receive: 5 

Alternate gateway: not defined 
General gateway: not defined 

Substitute domain: HIDDEN, vmsone.com 
Zone: not defined 

Options 
Address_max: 16 EIGHT_BIT 
Hop_count_max: 16 RELAY 

TOP_HEADERS 

Mail Receipt Data Terminate 
5 5 3 10 

Log f ~ i e :  SYS$SPECIFIC:[TCPIPSSMTP]TCPIP$SMTP-LOGFILE.LOG 

Generic queue Queues Participating nodes 

TCPIP$SMTP_VMSONE_00 1 VMSONE 
TCPIP> help set config smtp~ 

Figure 6-22 You can obtain the syntax for se~ing the SMTP configuration (or any TCP/IP feature) by 
typing help. 
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Figure 6-23 Notice the commands use the "/" argument qualifier in classic OpenVMS style. 

Figure 6-24 When the SMTP option RELAY is set (as opposed to NORELAY), OpenVMS SMTP 
needs to have its ANTI-SPAM features turned on. SPAM or junk e-mail can be sent though your 
system to many other systems/users without configuring SPAM filters for your OpenVMS server. 
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Figure 6-25 To edit/activate OpenVMS's ANTI-SPAM features you must first set your directory to 
the SMTP handling directory. 

S 
S 
S 
s 
S 
s 
$ set def sysSsysroot:[tcpip$smtp] 
$ dir 

Directory SYS$SYSROOT:[TCPIP$SMTP] 

LOGIN.COM;I MAIL$2F21FSBE000500AI.MAI;I 
MAIL$4A6FBASD000500AI.MAI;I MAILS4A7A5192000500A1.MAI;I 
MAIL.MAI;I OK.COM;2 SMTP.CONFIG;6 SMTP.CONFIG;5 
SMTP.CONFIG;4 SMTP.CONFIG;3 SMTP.CONFIG;2 SMTP.CONFIG;I 
SMTg_CONFIG.TEMPLATE;4 TCPIP$SMTP_LOGFILE.LOG;12 
TCPIP$SMTP_LOGFILE.LOG;II TCPIP$SMTP_LOGFILE.LOG;10 
TCPIP$SMTP_RECV_RUN.LOG;2073 TCPIP$SMTP_RECV_RUN.LOG;2072 
TCPIP$SMTP_RECV_RUN.LOG;2071 TCPIP$SMTP_RECV_RUN.LOG;2070 
TCPIP$SMTP_RECV_RUN.LOG;2069 TCPIP$SMTP_RECV_RUN.LOG;2068 
TCPIPSSMTP_RECV_RUN.LOG;2067 

Total of 23 files. 
S 

Figure 6-26 Here is where the SMTP e-mail files are received and processed Notice the receive 
log files These are where all SMTP e-mails come for relay or local handling 
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S . 

S 
$ dir 

Directory SYS$SYSROOT:[TCPIP$SMTP] 

LOGIH.COM;1 MAIL$2F21F5BE000500AI.MAI;I 
MAIL$4A6FBASD000500A1.MAI;I MAIL$4A7A5192000500A1.MAI;I 
MAIL.MAI;I OK.COM;2 SMTP.CONFIG;6 
SMTP_CONFIG.TEMPLATE;4 TCPIP$SMTP_LOGFILE.LOG;12 
TCPIP$SMTP_RECV_RUN.LOG;2075 

Total of 10 files. 
S 
S 
S 
S 
S 
S 

ol)Y ,C;HTP-COHFIG.TEHPLATE Smtl). conf 

Figure 6-27 First copy the configuration template to SMTP.CONFIG and begin to create the ANTI- 
SPAM rules file. 

i~ dir 

Directory SYSSSYSROOT:[TCPIPSSMTP] 

LOGIH.COM; 1 MAIL$2F21FSBE000SOOA1 .NAI; 1 
HAIL$4A6FBASD0005OOA1 .MAI; 11 HAIL$4A7ASI92000500AI . ~ I  ;1 
MAIL .MAI; 1 OK. COR; 2 SMTP. CONFIG;6 
SMTp_Co.F IQ. TEMP~A~; 4 TCPI~ SmTP_LoQF ILF ,nOC; 12 
i~P I P $SMTP_RE CV_RUN, LOG ;2075 

Total of I0 files. 

copy SMTP_CONFIG.TEMPLATE s m t p . c o n f i g  
(lit:. s m t p . c o n f i  

Figure 6-28 Edit the ANTI-SPAM configuration file with a standard OpenVMS editor. 
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Figure 6-29 The standard template has information, advice and sample configuration commands, 
but none is active until you edit the configuration commands and remove the three !!! marks before 
the configuration directives. 

i 

Good-Clients I 65.64.220.210, 65._64.220.209, 65.64.220.212, 65.64.220.211, 65.@1H 

, , , , , , , , ;  ~b, omoo~ ~,,.ooo, ou,.oooo.v,,.ooo, re ,~ , .o ,~ .o~o ,  • o , o ~ o ~ o  | i l  

Figure 6-30 Here is my current working file for VMSONE.com restricting and allowing various e- 
mail systems to use or not use my machine (as an e-mail relay point). 
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Figure 6-31 This is the rest of my smtp.config ANTI-SPAM file; you'll want to modify this file to suit 
your own e-mail network or be at risk of being used as a relay launching point or a target for e-mail 
spam. 

Figure 6-32 The last part of the e-mail configuration must be put in the OpenVMS system startup 
file, because it needs to be performed before SMTP starts up. 
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_ 
nmana~n 

~set coat 
Sset noon 
S! 
$MOUNT/CLUSTERVMSONE$DKBI00:datadkbl00 
SMOUNT/CLUSTERVMSONESDKB200:datadkb200 
Si 
$i SYSSMANAGER:SYSTARTUP_VMS.COM 
S! 
$i This is the template for the site-specific startup command procedure. 
S! 
Si As of OpenVMS V7.2, this template is common for OpenVMS Alpha and VAX. 
51 Any changes to the template will be made to both systems. 
S! 
S ! i l ! i ! i ! ! ! ! i ! i l l i l l l i ! i ! i l l i l i l i l l ! i l l l l l i i ! i l i ! ! i l i ! i l l l i l i ! i l l i i l ! ! i l  

S! 
$1 NOTE: On OpenVMS VAX systems, this file replaces the site-specifice 
$! startup procedure, SYSSMANAGER:SYSTARTUP_VS.COM. Only the name 
$! has been changed, the functionality is the same. 
~i See the documentation for further details. 

$ i l l i l l l l l l i l l i l i l l l l ! ! ! ! ! ! ! ! l l ! ! i ! l i l i l l l i l l l i l l i ! i i l ! l l ! i l l ! ! i ! ! i l ! ! i  
Si 

Figure 6-33 As you edit the system startup file it's necessary to find the right location to insert these 
configuration changes. 

i • 

S! 
S! 
S' 

S e t  L o g i c a l s  f o r  c o r r e c t  MIME t y p e  h a n d l i n g  b e f o r e  
starting TCP/IP 

$! 
S! 
S! 
S! Remove the comment delimiter (S!) from the following line to start 
$I Kerberos Vl.0 for OpenVMS 
$! 
SIS IF F$SEARCH("SYS$STARTUP:KRB$STARTUP.COM").nes."" THEN @SYS$STARTUP:KRB$STA0 
$! 
$! 
S! Edit and Remove the comment delimiter ($l) from the following lines 
$i to start Wollongong PathWay. 
$!$ FILE = F$SEARCH("SYSSDISK:[NETWORKS.PATHWAY.NETDIST.MISC]STARTINET.COM") 
SiS IF FILE .NES. ""  
$15 THEN 
SiS @'FILE" 

Figure 6-34 The Iogicals that need to be defined are SYSTEM/EXECUTIVE level Ioggicals. These 
Iogicals are then able to be read by all OpenVMS processes systemwide (similar to the global 
$PATH variable in Linux). When defined, these Iogicals tell the SMTP batch process how to cor- 
rrectly handle MIME extensions, e-mail headers, and attachements. Note that these Iogicals muste 
be defined before TCP/IP is started! 
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S 

: dir sys$startup:tcpip$smtp,., 

Directory SYS$COMMON: [ SYSMGR] 

TCP IP $ SMTP_SHUTDOWN. COM; 1 TCP Ii a $ SMTP_STARTUP. C0M; 1 

Total of 2 files. 
$ 

Figure 6-35 Now that we've configured the OpenVMS server for Intemet e-mail and set our ANTI- 
SPAM defenses, we need to stop and restart tthe SMTP processes The commonad files for both 

are to be fround in SYS$STARTUP: directory. 

~n 

TCP IP s SMTP_SH UTDOWN. COM;I TCP-IP$ SHTP_STARTUP. COH ;1 i [  

T o t ~ l  of  2 f i l e ~ ,  Ill[ 
$ @sys$ startup: tcpipSsmtp_shutdown l [  
%TCPIP-I-INFO, service disabled li[ 
%TCPIP-I-INFO, l o g i c a l  names de le ted ~[ 
%TCPIP-I-INFO, image. SYS$SYSTEM:TCPIPSSMTP_/RECEIVER.EXE deinstalled l [  
%TCPIP-I-INFO, service queues stopped l![ 
%TCPIP-S-SHUTDONE, TCPIP$SMTP shutdown completed 

$ @tcpipSsmtp_startup 
%TCPIP-I-INFO, image SYS$SYSTEM:TCPIP$SMTP_RECEIVER.EXE installed fir 
%TCPIP-I-INFO, logical names created li[ 
%TCPIP-I-INFO, service queues started li[ 
%TCPIP-I-INYO, service enabled I[ 
%TCPIP-S-STARTDONE, TCPIP$SHTP startup completed ~i[ 
s m .............................................................................. ........................................................................................................................................................................................................................... 

Figure 6-36 Stopping and restarting the e-mail server processes are very easy and do not require 
that you shut down all TCP/IP functions to accomplish this. 
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Congratulations! You've just set up an OpenVMS e-mail server with ANTI-SPAM filters! 

Setting up E-mail Clients for Our E-mail Server 

Both OpenVMS and Linux run Mozilla, now Open Source from its old Netscape roots. 
This means that for the price of a download, you can have not only a world-class Web 
browser but a full graphics and network-based e-mail client for your OpenVMS or 
Linux workstation. 

Linux Mozilla Installation 

Usuall~ when you first install RedHat 7.3, Mozilla just gets installed automatically. 
But what happens when you want to install an update or haven't  had Mozilla 
installed as part of the base installation? 

Install Mozilla by first downloading the Mozilla kit from www.mozilla.org (see 
Figures 6-37 through 6-49). 

[root@inxone root 
[root@lnxone root 
[root@lnxone root 
[root@lnxone root 
[root@In×one root- 
[root@lnxone root 
[root@lnxone root" 
[root@Inxone root 
[root@lnxone root 
[root@lnxone root 
[root@lnxone root- 
[root@lnxone root 
[root@lnxone root" 
[root@in×one root 
[root@lnxone root 
[root@lnxone root 
[root@lnxone root- 
[root@lnxone root 
[root@In×one root 

# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 
# 

# cd kits_linux 
[root@lnxone kit~_i inux]# ls 
atiad~_ 1.3.~. tar ' .Ez. tar  m l z i l l a - i ~ ~ - l ~ ~ - l . 0 ,  l ~ . ~ . £ ~ . t a r  
[root@Inxone kits_linux] # 
[root@lnxone kits_linux] # gzip -dc mozilla-i686-pc-linu×-~nu-l.O.l-sea.tar.gz.ta 
r I tar-xvf-I 

Figure 6-37 Using the root account (is there another?) save the Mozilla kit for Linux in a 
subdirectory, so you can expand it without filling your default directory with various files. 
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~[root@lnxone ki ts_! inu×]# ls  . . . . . . . .  

[r oot @ in×one k it s _ linux ] # 
[r'oot@In×one k i ts_i inux]  # ~zip -dc mozi t la- i686-pc- i inux-~nu- 1. o, I -sea . tar .  gz, ta 
r I tar-xv{- . . . . . . .  
./moz il la- ins%a i ler / 
./mozilla ~installer/mozilla-installer 
./mozilla- instal ler/:mozilla-installer-bin 
. / moz i i la. instal let/instal len. in i 
, / moz i 1 la- insta 1 ler/README 
. / moz:i:l la" instai ler/con{ i8. ini: 
./mozilla-installer/MPL-l.l.txt 
./mozilla-installer/xpi/ 
,/moz i l la- insta i ler/xp i/xpco m. xp i 
./mozilla-installer/xpi/browser.xpi 
./mozilla-installer/xpi/psm.xpi 
./moz il la. instal ler/xp i/ma i l, xp i 
./moz i 1 la- instal l er/xp i/chatz i I la .xpi; 
./moz iila" instal ler/xp i/ta ikback .xpi 
./mozilla-installer/xpi/de{lenus,xpi 
. / moz i lla-ins ta l ler/xpi /langenus, xp i 
,/mozilla-installer/xpi/regus.xpi 

~ mo:zilla'installer/xpi/venkman.xpi 
Figure 6-38 Expand the Mozilla file with the command show. The command will unzip and detar the 
tile into subdirectories. 

./moz i l la- instal i er/config, ini 

./mozilla-installer/MPL-i ÷ l.txt 

./mozilla-installer/xpi/ 

./mozilla-installer/xpi/×pcom.xpi 

./mozilla-installer/xpi/browser.xpi 

./mozilla-installer/xpi/psm.xpi 

./mozilla-installer/xpi/mail .xpi 

./mozilla-installer/xpi/chatzilla.xpi 

./mozilla-installer/xpi/talkback.xpi 

./mozilla-installer/xpi/deflenus.xpi 

./mozilla-installer/xpi/lan~enus.xpi 

./mozilla-installer/xpi/regus.xpi 

./mozilla-installer/×pi/venkman.xpi 

./mozilla-installer/xpi/inspector.xpi 
[root@inxone kits_linux]# Is 

[root@inxone kits.linux]# cd mozilla-installer 
[root@Inxone mozil.la'installer] # 
[poot@Inxone mozilla-installer ] # 
[root@Inxone mozilla-installer]# Is 
conq ig:. in i .~i.li~~-~II~, MPL- 1 .i :. txt 
installer'.ini ~il|a~~l~"~ README 
[r'oot~Inxone mozilla.inStaner]# I 

mizilla-instal~ 

xpi 

Figure 6-39 Change Directory to the Mozilla kit directory. 
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., / moz i I la- insta l.ler/conf ig, in i 
,/mozilla-installer/MPL-l. l,txt 
. / moz i i la- installer/xp i/ 
./mozilla-installer/xpi/xpcom,xpi 
/mo z i i I a - ins ta i. 1 er / xp i/bro wser, xp i 
,/mozilla-installer/xpi/psm.xpi 
+/mozilla-installer/xpi/mail.,xpi 
. / moz i i la- insta i let/xp i/chatz i I la ,xp i 
./mozilla-installer/xpi/talkback,xpi 
./mozilla-installer/xpi/deflenus,xpi 
,/mozilla-installer/xpi/langenus,xpi 
,/mozilla-installer/xpi/regus ,xpi 
+ / mozi I la- insta ller/xp i/venk man ,xp i 
, / moz i I la- installer/xp i/inspector ,xp i 
[root@in.xone kits_linux]# ls 

~ i l ~ " ~ ~ - l ~ ~ . I . O . l - s e s . t a  ~.~-z. 
[root@Inxone kits_linux]# cd mozilla.-installer 
[root @ Inxone moz i I la- ins t a I let ] # 
[root@Inxone mozi.lla- installer ] # 
[root@lnxone mozilla-installer]# ls 
conf i~. in i ~.i..lla=#~l..l~ MPL- i. I ÷ txt xpi 
installer.ini ~z.i.l.~.~...~::~l.~",-~i~ RERDME 
[root@Inxone mozilla.-installer]# ,/mozilla-installer| 

Figure 6-40 Run the ./mozilla-installer Script. 

mozilla-installer 

Mozilla Read Me . . . . . . .  - - - 

)zilla is subject to the terms detailed in the license 
reement accompanying it. 

is Read Me file contains information about system 
tuirements and installation instructions for the Windows, 
[c OS, and Linux builds of Mozilla. 

For more info on Mozilla, see v, tw'w.mozilla.org. To submit bugs 
or other feedback, see the Navigator QA menu and check out 
Bugzilla.at h-ttp://bugzilla.mozilla.org for links to Known 

Figure 6-41 A new window will pop open and begin your installation dialog for Mozilla. 
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MOZILLA laUBLIC LICENSE 
Version 1.1 

1. Defnitions. 

1.0.1. ,'Commercial Use" means distribution or othenuise making the 
Covered Code available to a third party. 

1.1."Contributor" means each entity that creates or contributes to 
the creation of Modifications. 

1 .Z. "Contributor Version" means the combination of the Original 
Code; prior Modifications used by a Contributor, and the 

made by that particular Contributor. 

Figure 6-42 Accept the public licenses; Microsoft has made you sign worse. 

Figure 6-43 Check what kind of install you want. (Use the defaults: Power Hint 1897!) 
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./ 411toppm 

../ 4odb 
X 11/ 4 rdf 
chrome/ 4xslt 
components/ 4xupdate 
.defaults/ AbiWord 
icons/ GET 
mh/ GnomeScott 
plugins/ .............................................................. 

..... ~ . . ~ . t '  ......................................................................................................................... 

Figure 6-44 Select the location directory to install Mozilla. 

Figure 6-45 Keep on installing. 
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Figure 6-46 Are you really, really, really sure? You know only a systems administrator should be 
doing this, right? 

Figure 6-47 Status bars for the install! It never gets any easier than this! 
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Figure 6-48 Linux Mozilla installation has completed! 

OpenVMS Mozilla Installation 

Figure 6-49 Log in as SYSTEM and put the kit in a directory separate from system files. You will find 
OpenVMS Mozilla at http://www.openvms.compaq.com (not at http://www.mozilla.org/). 
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Figure 6-50 Use the standard OpenVMS installation kit (CSWB) and use the $PRODUCT INSTALL 
command. 

$ 
s 
s 
S 
S 
s 
S 
s 
s 
$ 
s 
s 
s 
$ 
S 
S 
$ 
$ 
:S 
$ 
$ 
$ 
$ set def sysSmanager: 
$ edit sylogin.com 

Figure 6-51 Change the directory to SYS$MANAGER: and edit the OpenVMS SYSLOGIN.COM 
file. This file will define commands and symbols for every user who creates a process on Open- 
VMS. All users get these definitions. 
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Figure 6-52 As you edit the file, you need to note in what area you define your shortcuts. There are 
places for interactive, batch, network, and other modes; we will place the Mozilla definition in inter- 
active, so when we log in users they can type Mozilla and get the program started. 

Figure 6-53 Locate Mode_interactive:, which is the label for the interactive section of this script. 
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Figure 6-54 Then locate the endif portion of the process check to put our new command for Mozilla. 
Note that the * in "moz*illa" allows us to use the shorthand "moz" from a dollar sign and have it 
recognized as if we had typed out the whole string "mozilla." 

0 

$ : Determine what sort of terminal this is, and avoid resetting 
$ : the user's default display size settings in the process ..... 
$ tt_page = fSgetdvi("TT","TT~AGE") 
$ devbufsiz = fSgetdvi("TT","DEVBUFSIZ") 
$ SET TEP~MINAL/INQUIRE/PAGE=' it_page '/WIDTH= "devbufsiz" 
$ EndIf ...... 
$ E n d l f  
$ 
~*1 i ( e ] ~  I I I  I~AaHi~d~J.~'d~*~'~,~*lS"d~*l O 8LVJ [M m4n ILVA n k ~ K e ]  Olam | R ~ l  m i | [ iFJ I mg, W K | )  | i 
$ 
$! Remove the comments from the following command to support the Wollongong 7 
$! PathWay specific login procedure. 
$ ! @TWG$TCP : [NETDIST.MISC ] SYSLOGIN. COM 

~! Remove the comment from the following command to execute Process Software's 
$ ! TCPware command definition procedure. 
$ ! @TCPWARE: TCPWARE~CONNANDS. C~3M 

*EX IT :il 
SYS$COMMON: [ SYSMGR ] SYLOGIN. COM; 4 16 5 i ines ~I 

S 

Figure 6-55 Save and exit the edited file. 

102 Linux & OpenVMS Interoperability 



$ 
S 
S 
S 
S 
S 
$ 
S 
$ 
S 
S 
iS 
$ 
S 
S 
S 
S 
S 
S 
S 
S 
$ MCR AUTHORIZE 

UAF> 

Figure 6-56 One last bit of tuning is in order for Mozilla to run well. Run authorize from the SYSTEM 
account. 

Username : SYSTEM Owner : SYSTEM MANAGER 
Account : SYSTEM UIC : [ 1,4 ] ( [ SYSTEM] ) 
CLI : DCL Tables : DCLTABLES 
Default : SYS$ SYSROOT: [ SYSMGR] 
LGICMD : 
Flags: 
Primary days: Mon Tue Wed Thu Fri 
Secondary days: Sat Sun 
No access restrictions 
Expiration : (none) Pwdminimum: 8 Login Fails.: 0 
Pwdlifetime: 30 00:00 Pwdchange: 23-SEP-2002 15:23 
Last Login: 28-SEP-2002 15:44 (interactive), 28-SEP-200:2 16:01 (non-interactive) 
Maxjobs: 0 Fillm: 100 Bytlm: 150000 
Maxacct jobs : 0 Shrfillm: 0 Pbytlm: 0 
Maxdetach : 0 BIOlm: 300 JTquota : 4096 
Prclm: 10 DIOlm: 300 WSdef : 4096 
Prio: 4 ASTIm: 500 WSquo : 8192 
Queprio : 0 TQEIm: i00 WSextent : 32768 
CPU: (none) Enqlm: 2500 Pgflquo : 150000 
Authorized Privileges: 

ACNT ALL SPOOL ALTPRI AUD IT B UGCHK BYPASS 
CMEXEC CMKRNL DIAGNOSE DOWNGRADE EXQUOTA GROUP 

i t l  I i l l  tt i ~ V ! ~ M  S i [ e K / g  t l  IV l J  ! I D : l  ig.~io i [ e ] i  m i n i  ! k~rJtl a | i q  llim l i i ~  I R M l i ~ a r l R f A m t i  i t ~ / ~ I l l u  i n  

Figure 6-57 Use the uaf>modify command to grant these quotas to any user account that needs to 
run Mozilla on OpenVMS. Note that these accounts only need tempmbx and netmbx privileges 
active to run Mozilla, but this is the SYSTEM ACCOUNT shown with all privileges! 
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S 

S 
$ 

S 
S 

S 
S 

S 
S 
S 
S 

iS 
S 
$ 
S 
$ SET DEF SYS$LOGIN: 
S Moz 
ISJ tarL ing  moz i 1 1 a - b i n  . . . .  

Figure 6-58 Exit from the authorize utility and run Mozilla for the first time. 

Congratulations! You've just installed the Mozilla Web browser on your OpenVMS 
and Linux systems. 

Mail Client Configuration on OpenVMS or Linux 

The nice thing about OpenVMS and Linux Open Source applications is that they all 
look, feel, and run the same way after installation, no matter the platform! Let's look at 
how to configure Mozilla for POP3 or IMAP; note that both are exactly the same from 
an application point of view (see Figures 6-60 through 6-70)! 

Compaq  Secu re  Web  B rowse r  f o r  OpenVMS TM A lpha  TM 

Congnltulatlon$ for successfully installing CSWB V1.0! 

Compaq is pleased to provide the first customer release version of CSWB tor OpenVMS 
Alpha, based upon the Mozllla 1 0 (M1 O) release. 

What i6 CSWB? 

The Compaq Secure Web Browser is based on the Mozilla open-source prelect slatted in 
1998 by Netscape Communicahons Corporal~on The Mozllla Web Browser is designed 
{or slandards compltance, performanGe and portability Mozilla uses 1he same code base 
as Netscape 6 x 

More information on the Mozilla prolect can be found a,t htlo Jt'www m~ziHa or~ 

CSWB is Pie officially supported web browser for OpenVMS Alpha and includes support 
~or the ~ollowing ]eatures 

• HyperTex~ Markup Language (HTML 4 01) 
,, Cascadin9 £tyle £heels (0S£t/2) 
• Docurnem Object Model (DOM1/2) 
• eXtensible Markup Language (×ML) 

Resource De~inillon Framework (RDF) 
• Secure Socket Layer (SSL) 
• JavaScnpt 
• Java 

Figure 6-59 The Mozilla Web browser window is up and ready to connect to an e-mail server either 
remotely or across the local network to the server it's running on. 
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~ . . . . .  

• ~ ~::~!~!~ i!~]::~{~ ..... ~l~i.'..~i~::i~::~ f .~~i~.-~ ~.;::1~<: ..................................................................................................................... :~;~:~i:~i~.:,i~.~]..~$~:.;ii~% ~i~ ..~:. ~i~]~i~] 

n l l l m l l / l l  
i ] ~ i ~ : ~ i ~  Compaq Secure Web Browser for OpenVMS TM AIphaTM 

i',', iii]~ .................. ................ • ~i~'~4,i~ii,,,:, .................... iii;;;;!i.i Congratulations for successfully installing CSWB VI.0! 

,: ~ i :  ~:~;,~i;:~;~..<~:;,.~:: 
i ~ ~ ] i ~ i : : = ~  ~;~::~:'~i~' ~'~'~:~%]]~":~'~".~"',~::~,::~ Compaq is pleased to provide the first customer release version of CSWB for OpenVMS ] ,!;::! 
[ Alpha, based upon the Mozilla 1.0 (M1.0) release. ........... 

: iiiiii:. 
~ 4  What is CSWB? ;: ! ~.!:~! 

~ O p e n V M S  !::ti:ii: 
The Compaq Secure Web Browser is based on the Mozilla open-source project .s~arted in :~!~: ~:! 

: 1998 by Netscape Communications Corporation. The Mozilla Web Browser is designed : :  
for standards compliance, performance and podabitity. Mozilla uses the same code base 
as Netsca.pe 6.x. 

More information on the Mozilla project can be found at http:t/www,mozill.e:c.,rgt. 

.......................................................................................................................................................... CSWB is the officially supported web browser for OpenVMS Alpha and includes support 
i~i~iii~iii~i~i~i~i!ii~iiii~i{~iiiiiiii~i~iii~i~iiiii#iiii#iiii~i~ for the following features: 

Figure 6-60 Pull down the Edit menu on the tool bar at the top of the window. Chose "Preferences" 
and release the menu choice. 

Nliii 
i iii!iiiii~ i; 

Li!iii!iii~iiitl 

AIphaT~" 

1.0! 

SWB for OpenVMS 

project started in 
tser is designed 
same code base 

i [OZi  I I a . o r q / .  

! :~: ~ :~,~,:~:~:~:~e~z.~:~,s~;~:~:~:~ :~: ! 

Figure 6-61 The pop-up window asks what kind of account we would like chose e-mail. 
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A l p h a  TM 

1.0! 

SWB for OpenVMS 

irce :project started in 
rowser is designed 
!he same code base 

~ : ~ : ~ ~  : ~ : ~ : ~ : ~ : ~ ~ ~ : ~ ; ~ ~ ; ~  ~ ~ ~ :~  ~ ~ ~ i i ~ ! ~ n d  includes support 

Figure 6-62 Next, give the user name and e-mail address of the users @server.com. 

:AipharM 

~ 1.0! 

:SWB for OpenVMS 

;project started in 
~ser is designed 
same code base 

udessupport 

Figure 6-63 Now choose POP or IMAP-You must be positive that your server is ready to accept 
POP or IMAP connections! Also, you need an outgoing mail server to process your outgoing client 
e-mail. 
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~ m  

Alpha TM 

1.0! 

for OpenVMS 

i project started in 
tser is designed 
same code base 

ndincludessupport 

Figure 6-64 Now enter the user name of the account you are going to send and receive e-mail 
through. 

' .  A l p h a T .  

~ :1.0! 

SWB for OpenVMS 

project started in 
~ser is des gned 
same code ba.se 

includes suppod 

Figure 6-65 Enter your account name (again). 

Chapter 6 -  Using E-mail with OpenVMS and Linux 107 



Alpha TM 

~ '1.0! 

SWB for OpenVMS 

; proj ect started in  
vser is designed 
same code base 

includes support 

Figure 6-66 Verify your account information (or change). 

i: "~ Trash 

i; idr~.s 
. . . . . .  

~..,~templates 
[] ~Locai Folders 

'1,0! 

for OpenVMS 

~rce project s~aded in 
~rowser is designed 
,lhe same code base 

nd includes support 

Figure 6-67 You are now connecting to the actual account. You must use the password for the 
account as if you are logging in interactively. 
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~_~ wisniew...ne.com 

~i!!]iiiiiii!" ,:=~ :.i:.iiiiiiiii~!~ii~~i~i~i!~'~i./~ Tras h 

~ i l  !-..~dra, s 
~il i ~  ~e°~ 
~i i l  :::.:-~templates 

Alpha TM 

1,0! 

for O p e n V M S  

11 ~ l|rowser is  des igned  

Figure 6-68 Type in the password. 

:iiiiii~'ii ~- Alpha'' 'i ~::~,: El ~ .  wisniew...ne .com ~!~ii~i~: ~:~: # ~f~:,~i~:~i:~ ~ ~  

: ~ drafts i~ 
• l~t~t sent !] .,.o, i 
::. ~templates i~| . . . . . . . . . . . . . . . . . . . . .  i" :::~::" 

1 Welcome to Mozilla Mail & iili! ~~; 
!'-i News ~ i 

iil- ~.i:ii:~i:i!iiii- ,rce pro lec l  started in 

i!ii '~ ............ " " :~i~ii~iiii :he same code base 

- n d i n c l u d e s  s u p p v d  " :- 

F i g u r e  6-69 Congratulations, you've just configured an e-mail client for your e-mail server! 
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!.,~ Trash 
i,,,~ dralts 
i -~sent 
!--~templates 

[] ~ Local Folders 

Welcome to Mozilla Mail & 
News 

MozfllaMai! & News is across platform client with support for 
C~ lkA 'm l~  n t ' ~ l ~ ' J '  T&A '  A I~  ~ .T~Tmn  . . . .  r , :  . . . . .  t , . t ~  .'-1,,. . . . . . . . .  TTT  

'1.0! 

SWB for OpenVMS 

3 proiec~ s~aded in 
user is designed 
same r,,ode base 

includes support 

Figure 6-70 Since this is a POP3 connection, you need to download the e-mail messages this 
account has to your Mozilla e-mail client. 

!.-- ~ Trash 
i tdrans 
i.-isent 
L.mtemplates 

[] ~ Local Folders 

t~IFree 30 day supp ..... dm-pdlO-unsub.. ~,  13:11 
~Fw:/~l~tivaUoll M... rashmom~in.. .  • 13~0 
~ M i n i  DkjitoJ Came,.° dm-pdlO-unsub... • 1320 
~The key to data ... imad~@attonde... • 13:Z0 

Welcome to Mozilla Mail & 
News 

Mozilla Mail  & News is across 131atform client with suoDort for 

1,0i 

for OpenVMS 

iojec1 staded in 
;r ~is designed 
me code base 

includes support 

Figure 6-71 Clicking on the Get Messages button, you'll be rewarded with all your personal e-mail 
and offers you just can't refuse! 
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B :~ :w isn~. . .ne .com 

: w ̧  
i...~urans 
!.:Iseot 
L,;~ternpi&tes 

[] ~ Local Folders 

~:'.-.~] Free 30.day s u ~ y  of weight-loss Pl... dm,pd18-unsub~ .w isn ie , , .  ¢ 13:11 
('?3 Fw: Activation Monday September Z3 r a s h m o r e @ m i n d ~ , c o m  t 13:Z0 
~:i!] Mini Digital Camera Anyone Can Afford dm-pd18-unsubscrtbe.wisnie... • 13:Z0 
4:f~The key to data management and F... imark@attendeere~ly.net • 13:Z0 
[ ~  finally ..... skypie@dellepro.com # 13:Z0 

Just Updated: More Stocks to Avoid... Premo@foolmart.com • 13:Z0 
~ARLK07G Keplerian data membedist@www.arH.org • 13:35 
4L~ P~ILP048 Propagation de KTVVV memberlist@www.arrl.org • 14:00 
~John ,  ~ You $3,000 to $100,000 In ... tracy@consumerinfo.com • 14:48 

Hello,darling carrol1154@home.com • 14:56 

Welcome to Mozilla Mail & News 

Figure 6-72 Looking over the list there is only one obvious choice to read first. 

--I ~_~ wisniew...ne,com 

i~ Trash 
i ~dra',s 
i.-.~sent 
i.. ~temp!ates 

I~J ~ Local Folders 

Free 30 day supply of weight-loss Pl... dm-pd10-unsubscribe-wisnie... • 13:11 
Fw: AcUvation Monday September Z3 rashmore@mindspring~:om • 13:Z0 
Mini Digital Camera Anyone Can Afford dm-pd10-unsubschbe-wisnie... • 13:Z0 
The key to data management and F... imark@attendeereply.net • 13:Z0 

~3 finally. .... skypie @detlel~ro.com • 13::>0 
IT3 Just Updated: More Stocks to Avoid... Promo@foelmart.com • 13:Z0 
l~:~f.] ARLK07G Kepledan data membedist@www~rft.org • 13:35 
~:~i!]ARLP048 Pmpagatien de K7VVV memberlist@www,anl.0rg • 14:00 
~:~3John, Pre You $3,000 to $100,000 In ... tracy@consumennfo.com • 14:48 

Figure 6-73 Ah, I'amour from the Internet, but a gentleman doesn't spam and tell so let's look at a 
more typical e-mail message. 
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Return-Path: rash~oreSnindspring, con 
Received: from nail-b:ackup, rcsntx, swbell, net (151.164.30.54) 

by vmsone..vmsone, con (VS. 3-18, 0penVMS I17.3-1 Alpha) ; 
Sat, 28 Sep. 2002 13:20:41 -0500 (CDT) 

Received! from tisch, mail. mindepring, net (tisch. mail, nindspring, net [207.69. 200.157]) 
by mail-backup, rcsntx: swbell, net (8.9.3/8.9.3) with ESI~/P id R~h28937 
for <wieniewskiS~f~sone. con>; Mon, 23 Sep 2002 17:34:15 -0500 (CDT) 

Received: from user-33qsccn, dialup, nindspring, con ([i99.174.49. i5i] helo=nyconputer) 
by tisch, nail. nindspring, net with sntp (Exin 3.33 #i) 
id iTtbkz-00011u-00; Mon, 23 Se p 2002 i8:32:45 -0400 

Message-ID. <00160Ic2635181ffSe0205030Oa8c08ras~orenindsp~ing, con> 
From: "Robert Ashmore" <ras}~oreSmindspring. con> 
To: "Wade Dyer" <wedyerSswbell.net>, "W. L. Dupe" <therupesSprodigy net>, 

"Toby Buckalew" <toby, buckalewSge~mtarketing, com>, 
"Steve Jones" <phDi!otSaol. com>, "Ron Morris" <ron. r~fdv@ticnet, con>. 
"Phil Elery" <PHIiERY@aol. con>, "Pam 8teen" <choros78attbi.con>, 
"Lee Loftin" <lhloftinSattbi, con> 
"Kirk Wakefield" <kw~kefie@ci. mesquite, t~<. u..~>, 
"Julie Boring" <imboring@swbell. ne_~t>, 
"John Wisniewski" <wisniewskiSvmsone. co;a> 
"Jimmy Roland" <jr01~ndSoi. mes~,ite, tx. us>, 
"Jared Ashmore" <ja~eda~hmo~e@mindsp~ing. corn>, 
"George Rice" ~ ,  "Sary Danaher" <gL~ahe~@a~,~i ¢:om>, 

Figure 6-74 It looks like the local ham radio group is being called up to support a storm or 
hurricane. 

Figure 6-75 Using standard Mozilla you can then write and reply (with attachements) to an e-mail 
using nothing but Open Source and standard Internet e-mail tools! 
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E-mail Wants to be Free 

E-mail across OpenVMS and RedHat 7.3 is included with the base distribution at no 
additional charge. OpenVMS adds some additional checking and testing of Open 
Source e-mail (seeing as it writes the TCP/IP stack and ports Mozilla to OpenVMS). 
Linux and OpenVMS can use the same standard tools to send e-mail, trade files, share 
disks, and browse each other's Web sites. E-mail is usually the first application to be 
established in a networkmthen, knowing that works, the others are easy. Well, at least 
we know e-mail works. 
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Chapter 7 - -  SMB for Linux and OpenVMS 

Using SMB with OpenVMS and Linux for Disk Sharing 

Windows, Linux, and OpenVMS systems have been invading each others' turf for the 
last 10 years. Managers and other "normal" people just expect not only that they will 
play together nicel~ but that they will be able to share files, disks, and printers. This is 
a simple goal, if an unreasonable request! 

There are other disk-sharing protocols, such as NFS in the UNIX world or DFS in the 
VMS world, but Windows has had the edge by sheer numbers, so its SMB protocol is 
much more likely to be used between different operating systems. 

Windows NT and Windows 2000 server systems, with some client licenses, provide 
disk and printer sharing plus authentication to use the resources. What was required 
was Open Source tools on other operating systems to provide integrated file, print, 
and authentication. 

Enter SAMBA 

From those humble needs SAMBA was created. SAMBA has become a GNU-licensed, 
Open Source disk-sharing and printer-sharing network protocol that will let your 
Linux, OpenVMS, or UNIX systems participate in a Windows workgroup, NT 4.0 
domain, or Windows Enterprise domain. The software is distributed for free at 
http:/ /www.samba.org for OpenVMS and Linux. SAMBA is included as part of the 
standard RedHat 7.3 distribution. 

All of this is managed through a protocol suite currently known as the Common 
Internet File System (CIFS). This name was introduced by Microsoft and provides 
some insight into its hopes for the future. At the heart of CIFS is the latest incarnation 
of the Server Message Block (SMB) protocol, which has a long history. Suffice it to say 
that SAMBA is an Open Source CIFS implementation. 

SMB Options for OpenVMS, Advanced Server, or SAMBA 

OpenVMS SAMBA is also available from samba.org, but for OpenVMS there is a 
commercial option for people who need better integration with their Enterprise 
Windows environments. HP/OpenVMS engineering has licensed the source code for 
Advanced Server from Microsoft as a the result of an AT&T lawsuit, which resulted in 
AT&T having access to source code and an industry relicensing agreement that only 
the lawyers can understand the true nature of. Still, Microsoft periodically updates 
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this source code with new features and improvements and delivers it to AT&T, which 
then updates OpenVMS engineering and engages a team to port, evaluate, and test 
the product before sending out binaries to OpenVMS Advanced Server customers 
around the world. 

The advantage of using the OpenVMS Advanced Server software instead of the free 
SAMBA software is commercial support with an 1-800 number from HP. As a 
commercially supported product from HP, Advanced Server also tends to have 
Microsoft Server features before SAMBA. (at the time of this writing SAMBA is 
waiting for the new LDAP, Active DNS, and the new security model in the latest MS 
products and Advanced Server implementations.) SAMBA will get the latest 
integration features with MS products, but SAMBA usually lags behind the 
commercial products in those features, while the Open Source community reengineers 
the next version of SAMBA. 

Support service and testing are what make Advanced Server for OpenVMS the 
preferred commercial choice for SMB file and printer sharing on OpenVMS with a 
commercial Windows environment. 

That's not to say that SAMBA for OpenVMS isn't making a lot of friends! The 
OpenVMS hobbyist communities and those who only need file and printer sharing 
find that SAMBA's Open Source and free cost are most efficacious for sharing with 
their UNIX, Linux, and Windows clients! With OpenVMS you really do have two 
choices for your SMB server based on your specific needs and your pocketbook! 

Linux and SAMBA 

The ability to share file and print services today is assumed for all operating systems. 
Windows is the largest client population likely to be found on a network. So the 
easiest way to do this is to add Windows security and sharing to Linux. This not only 
offers an authentication mechanism common across most desktop platforms but also 
includes file and printer services for Windows clients that can be stored on a Linux 
Server. 

Installing Linux as an SMB server with RedHat 7.3 allows you to choose an SMB 
server, which will automatically install SAMBA for you (see Figures 7-1 through 7-13). 
It installs SAMBA, but it's up to you to configure it! 
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[7 rsync 
r~ sendmail 
r-] servers 
[-7 services 

sgi.fam 

r-1 snmpd 

Starts and stops the Samba smbd and nmbd daemons used to provide SMB network services. 

Figure 7-1 In the Server Manager menu under the GNOME desktop, all you have to do is check the 
box and save your choices. 

[root@In×one samba]# pwd 
/etc/samba 
[root@Inxone samba]# is 
lmhosts MACHINE.SID secrets.tdb smb.conf smbusers 
[root@Inxone samba]# cat lmhosts 
127.0.0. i localhost 
65.64.220.210 vmsone 
65.64o220.211 wizsmule 
65.64.220,213 wintermute 
[root@Inxone samba]# | 

Figure 7-2 The next step to activate SAMBA is to configure the Imhosts file in the/etc/samba direc- 
tory, use your favorite Linux editor, and add the "LAN Manager" names of the other hosts in your 
workgroup or domain. 
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[root@Inxone. samba] # pwd 
/etc/samba 
[root@inxone. samba] # Is 
Imhosts ~ MACHINE ,SID secretsotdb smb.con~ smbusers 
[root@Inxone- samba] # cat imhosts 
127. O. 0.1 localhost. 
65.64.220.210 vmsone 
65,64.220. 2111 izsmu i e  
65:,64:.220,213 winter mute 
[root@In×one samba]# 
[root@in×one isamba]# cat smbusers 
# Uni×_name = :St'lB_namet St'lB_name2 .... 
root ~ = administrator admin 
nobodu=:guest pcguest smbguest 
johnt~ john~ 
steres = steres 
jennaw = jennaw 
stub,pub smbipub 
[ root@ lnxone i: sa tuba ] # II 

Figure 7-3 Then edit smbusers and add the Linux account names and the Windows workgroup/ 
domain names that you want to map them to. Note that you can map multiple Windows users to a 
single Linux account! 

:This is themain. Samba. configuration file.You should read. the 
~: stub. conf.(5) manual .page in order to understand the options listed 
• here. Samba has a huge number of configurable options (perhaps too 

~ many!.) most of which are not shown in this example 

Any line which starts with a ; (semi-colon) or a # (hash) 
#. is a comment and is ignored. In this example we will use a # 
# for. commentry and a ; for parts of the config file that you 
~ may. .wish to enable 

NOTE- Whenever you modify this file you should run the command "testparm" 
:to check that you have not made any basic syntactic errors~ 

81obal Settings ..................................... 
[ global] 

NT-Domain-Name or Workgroup-Name 

server string is the equivalent of the NT Description field 

Figure 7-4 Edit the samba.conf file and change the name of the domain/workgroup so that it is the 
same as the domain/workgroup that your PC (and other Linux) clients are using. 
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for commentry and a ; for parts of the config file that you 
may wish to enable 

NOTE: Whenever you modify this file you should run the command "testparm" 
to check that you have not made any basic syntactic errors. 

Olobal Settings 

workgroup = NT-Domain-Name or Workgroup-Name 
workgroup = wski 

the NT Description field 

This option is important for security. It allows you to restrict 
connections to machines which are on your local network. The 
following example restricts access to two 8 class networks and 
the "loopback" interface. For more examples of the syntax see 
~.8~. c o~ f. m~g e ................................................................................................................................................................................ 

Figure 7-5 Change the server string to something more appropriate. This will be displayed when a 
client browses your SMB Server. 

[global] 

workgroup = NT-Domain-Name or Workgroup'Name 
workgroup = wski 

server string is the equivalent of the NT Description field 
server string = I can't say if it's LINUX sir! 

This option is important for security. It allows you to restrict 
connections to machines which are on your local network. The 
following example restricts access to two 8 class networks and 
the "loopback" interface. For more examples of the syntax see 
the stub. conf man page 
hosts allow = i92. i68. i, i92. i68.2, i27. 

if you want to automatically load your printer list rather 
than setting them up individually then you'll need this 
printcap ~name = /etc/printcap 
load printers = yes 

Figure 7-6 Specify all SMB clients and servers that you want to allow an SMB connection to. You 
can use wildcards! 
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[root@lnxone samba] # pwd 
/etc/samba 
rroot@ln×one samba]# ls 
!imhosts MACHINE.SID secrets.tdb smb.conf smbusers 
[root@In×one samba] # cat lmhosts 
1127.0,0.1 localhost 
65.64.220.210 vmsone 
65.64.220,211 ~wizsmule 
65,64.220.2!3 wintermute 
[root@In×one samba] # 
.[root@in×one samba] # cat smbusers 
i# Unix_name = SMB_namel SMB_name2 ... 
root = administrator admin 
nobodw ~ = guest pcBuest smbguest 
johnw = johnw 
steres = steres 
jennaw = jennaw 
stub_pub = stub,pub 
[root@lnxone samba]# 
[root@lnxone. samba]# 
[root@inxone samba]# smbpasswd -a johnw| 

Figure 7-7 After that is done you must run smbpasswd as the root user and create an SMB pass- 
word file (from the first time it's run). Then add passwords for all the Linux user account names that 
will be connecting to your SMB Server. 

[root@lnxone samba]# pwd 
/etc/samba 
[root@In×one samba]# ls 
lmhosts MACHINE.SID secrets,tdb smb.con{ smbusers 
[root@In×one samba] # cat lmhosts 
127.0.0.i ]ocalhost 
65.64.220.210 vmsone 
65,64.220.211 wizsmule 
65,64,220.213 winter mute 
(root@tn×one samba]# 
[root@lnxone samba]# cat smbusers 
# Unix_name = SMB_na~el SMB name2 . . .  
root = administrator admin 
nobody = guest pcsuest smbguest 
johnw = johnw 
steres = steres 
jennaw = jennaw 
stub_pub = stub.pub 
[root@ ln×one samba ] # 
[rooteln×one samba] # 
[rootelnxone samba]# smbpasswd -a johnw 
New SMB pass word: II 

Figure 7-8 Set the SMB password for the Linux johnw account. 
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[root@lnxone samba]# pwd 
/etc/samba 
[root@in×one samba] # ls 
lmhosts MACHINE.SID secrets.tdb smb.con{ smbusers 
[root@lnxone samba]# cat lmhosts 
127.0.0 :. 1 loca lhost 
65.641220.210 vmsone 
65.64.220.211 wizsmule 
65,64.220.213 wintermute 
[root@In×one samba] # 
[root@.in×one samba]# cat smbusers 
# Unix_name = SMB_namel SMB,name2 . . .  
root = administrator admin 
nobody guest pcguest smbguest 
johnw = johnw 
steres = steres 
jennaw. = jennaw 
stub_pub = stub_pub 
[root@In×one samba]# 
[root@lnxone samba] # 
[root@lnxone samba]# smbpasswd -a johnw 
Nee SMB password** 
Retype.new SMB password**| 

Figure 7-9 Verify johnw's password. 

[rootelnxone samba] # ls 
lmhosts MACHINE.SID secrets.tdb smb.con~ smbusers 
[root@Inxone samba]# cat Imhosts 
127.0.0.1 loca lhost 
65.64.220.210 vmsone 
65.64.220.211 wizsmule 
65.641220.213 wintermute 
[root@lnxone samba] # 
[root@In×one samba]# cat smbusers 
# Unix_name = SMB_namel SMB_name2 ... 
root = administrator admin 
nobody = guest pcguest s mbguest 
johnw = johnw 
steres = steres 
jennaw = jennaw 
stub_pub = stub_pub 
[root@In×one samba] # 
[root@lnxone samba] # 
[root@In×one samba] # smbpasswd -a johnw 
New SMB password: 
Retype new SMB password: 
unable to open passdb database. 
Added user johnw. 
[root@tnxone samba] # | 

Figure 7-10 Confusing success message means you've added johnw to the SMB password file. 
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[root@Inxone samba]# cat Imhosts 
127.0,0.i localhost 
65.64.220.210. vmsone 
65.64.220.211 wizsmule 
65.64..220.213 wintermute 
[root@Inxone samba] # 
[root@lnxone samba]# cat smbusers 
# Unix,name = SMB_namel SMB_name2 ..+ 
root = administrator admin 
nobodw = guest pcguest smbguest 
johnw = johnw 
steres = steres 
jennaw = jennaw 
stub_pub = stub_pub 
[root@lnxone samba] # 
[root@ Inxone samba ] # 
[root@Inxone samba].# smbpasswd -a johnw 
New SNB password: 
Retwpe new SMB password: 
unable to open passdb database. 
Rdded user johnw. 
[root@Inxone samba] # 
[root@Inxone samba] # 
[root@lnxone samba]# smbd| 

Figure 7-11 Start up the SMB daemon process (instead of rebooting). 

127,0 +0,1 ~ localhost 
65.64.220.210 :vmsone 
65o64,220.211: wizsmule 
65,641.220.213~i winter mute 
[root@lnxone samba ] # 
[root@lnxone samba]# cat smbusers 
# Unix,name = SMB_namel SMB_name2 , , .  

roo t  = administrator admin 
nobody = ~guest ~guest smbguest 
I johnw =. johnw. ~ 
I steves = sieves 
jennaw. = jenpraw 
smb_pub = smb~pub 
[root@Inxone samba] # 
[root@Inxone samba ] # 
i [root@Inxone samba]# smbpasswd -a johnw 
!New SMB password: i " 
"Retwpe new SMB~password: 
unable to open passdb database+ 
Rdded use~ john w, 
root @ 1 nxone sa tuba ] # 
rootQinxone ~samba]# 
[root@In.xone samba]# smbd 
[root@ir~one. samba] # ~nmbd| 

Figure 7-12 Start up the NetBIOS daemon process (both the smbd and nmbd processes should 
start up at Linux boot). 
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nobody = ~uest pcguest s mbguest 
johnw = johnw 
steres = steres 
jennaw = jennaw 
stub_pub = stub_pub 
[root@tnxone samba] # 
[root@lnxone samba] # 
[root@in×one samba] # smbpasswd -a johnw 
New SMB password: 
Retype new SMB password: 
unable to open passdb database, 
Added user johnw. 
[rootQlnxone samba] # 
[root@lnxone samba] # 
[root@inxone samba]# smbd 
[root@lnxone samba]# nmbd 
[root@in×one samba] # 
[root@In×one samba]# ps -el I grep stub 
root 1011 1 0 19:10 ? 
root 3118 2597 0 20:03 pts/O 
[root@Inxone samba]# ps -el ~ I grep nmb 
root 1016 1 0 19:10 ? 
root 3120 2597 0 20:03pts/O 
[root@inxone samba] # | 

00:00:00 smbd -D 
O0:00: O0 grep s mb 

00:00:00 nmbd -D 
00:00:00 grep nmb 

Figure 7-13 Check the process status to verify that both daemons are running. 

OpenVMS Advanced Server Installation and Configuration 

To install OpenVMS Advanced Server as a primary domain controller (NT 4.0 security 
model) you must perform five steps as follows: 

1. Configure the OpenVMS registry (see Figures 7-14 through 7-26). 

2. Configure OpenVMS IP for Advanced Server (see Figures 7-27 through 7-34). 

. Install OpenVMS Advanced Server from the layered products CD-ROM (see 
Figures 7-35 through 7-45). 

4. Configure OpenVMS Advanced Server processes (see Figures 7-46 through 7-65). 

. Configure OpenVMS Advanced Server as a domain controller (see Figures 7-66 
through 7-73). 

Step 1- Configure the OpenVMS registry 
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Figure 7-14 To begin configuring the OpenVMS registery, execute script @SYS$MAN- 
AGER: REG$CON FIG. COM. 

Figure 7-15 Run the menu and chose the first choice. 
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o,uoter? ,YJ.,0  I Y BH 

° -  . . . . . . . . . . . . . . . . .  IJi 

have multiple OpenVMS Registry ser_vers running, up to one per node. HI  

(SYSTEM/SYSCLUSTER/Q} : SYSTEM~ 

Figure 7-16 Define the REG$TO_BE_STARTED logical to be TRUE. 

you d_o not want an 0_penVMS Registry Server started_in _this node, set i[il 

process can be active and .write to the database. However, you can ~i~ 
have multiple OpenVMS Registry servers running , up to one per node. ill 

Do you want to  change t h i s  v a l u e ?  ( Y / N / Q ) [ Y ] :  Y 

The logical REGSTO_BE_STARTED has been temporarily defined, i il 
Before you reboot the system you must edit your SYLOGICALS.COM ii 
to include the line: . J i  

P ress  [Enter ]  to c o n t i n u e . ~  

Figure 7-17 Note that you can put it in the cluster or system logical table. 
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~o , . o , , e  , , e , , . e :  I I  

°°  in el . . . . .  ir 

Note: In a cluster you can ru n multiple OpenVMS Registry servers ~[ 

that it matches the directory ification of an existing E![ 
SYS$REGISTRY d i r e c t o r y .  .... " I I  

Do you wish to change this value? (Y/N/Q) [Y]: Y~ 

Figure 7-18 Now we need to chose a disk/directory for the VMS registry files. I've used 
SYS$SYSDEVlCE:[VMS_REGISTRY]. 

Figure 7-19 I've defined this logical in the system logical table again (mainly because I'm only 
configuring a single system). 
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directory accessible to all nodes in the cluster. Check that 
your directory specification is visible to the entire cluster, or 
that it matches the directory specification of an existing 
SYS$REGISTRY directory. 

Do you wish to change this value? (Y/N/Q) [Y]: Y 

Enter the new value for SYSSREGISTRY ("yourvalue"/NOVAL/Q) : "SYS$SYSDEVICE:[VMS 
_REGISTRY]" 

You have entered : sysSsysdevice:[vms_registry] 

Is this correct? (Y/N/Q) [Y]: Y 
Which logical name table do you want the logical defined in? 

(SYSTEM/SYSCLUSTER/Q) : SYSTEM 

The logical SYSSREGISTRY has been temporarily defined. 
Before you reboot the system you must edit your SYLOGICALS.COM file 
to include the line: 

DEFINE/TABLE=LNMSSYSTEM SYSSREGISTRY sysSsysdevice:[vms_registry] 

Press [Enter] to continue. 

Figure 7-20 The procedure will create the directory and registry databases for you. 

Figure 7-21 Before you exit the Registry menu check your definitions with choice 2. 
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Figure 7-22 Then start up the OpenVMS registry with menu choice 4. 

Figure 7-23 Success messages are always appreciated! 
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OpenVMS RegistrylConfiguration Utility 

1 - Configure OpenVMS Registry logical names and directory paths 

2 - Display OpenVMS Registry logical names and directory paths 

3 - Check the state of the OpenVMS Registry server 

4 - Start the OpenVMS Registry server on this node 

5 - Convert to latest database version and/or reclaim database 

H - Help about this utility 

[E] - Exit 

Please enter your choice : E 

Figure 7-25 Change Directory to the SYSTEM Manager's home/Iogin directory and edit the VMS 
startup file. 
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$;! Remove tbe.eom~:ntdellmiter ($!)'frOm the fOl1owing l ine i to  start 
St RPC services. 
$! 
~i $. @SYS$STARTUP:DCE$RPC_STARTUP.COM 
$! 
S! 
$!startup the SSL extensions. These allow Stunnel and other SSL applications 
~$! to work or other SSL enabled applications to run 

5! 
$ @sysSstartup:sslSstartup.com 
$! 

444  lines written to file SYS$COMMON:[SYSMGR]SYSTARTUP_VMS.COM;25 

Figure 7-26 Edit the startup file, add the logical definitions, and run the registry startup so that the 
VMS registry will start up every time the system boots. 

Step 2: Configure OpenVMS IP for Advanced Server 

Figure 7-27 Start the TCP/IP Configuration menu with $@sys$startup:tcpip$config.com. Choose 
menu choice 4. 
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Compaq TCP/IP Services for OpenVMS optional Components Configuration Menu 

Configuration options: 

I - 

13 - 

4 - 

Configure PWIP!Driver(for DECnet-Plus and PATHWORKS) 
Configure SRI QIOInterface (INET Driver) 
Set up AnonymousFTP Account and Directories 
Configure Kerberos Applications 

A - Configure options 1 -4 
[E] - Exit menu 

Enter configuration option: I~ 

Figure 7-28 Choose menu choice 1 for the PWIP driver. 

TCPIP Transport for DECnet and Pathworks Service Configuration 

Service is not enabled. 
Service is stopped. 

TCPIP Transport for DECnet and Pathworks Service configuration options: 

1 - Enable service on this node 

2 - Enable & Start service on this node 

[E] - Exit PWIP_DRIVER configuration 

Enter configuration option: 1~ 

Figure 7-29 Choose Enable and Start no matter what the illustration shows. 

Chapter 7 -  SMB for Linux and OpenVMS 131 



S e r v i c e  i s  s t ° p p e d  i .... _ _ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  l i l  
TCPIP Transport for DECne t and Pathworks Service configuration options: il 

1- Disable se[vice on this node iil 

_2-S:tart service on this node . i ! i  

....................... , ? .  o , • n  |ll 
Ente r _ _ c _ o n f i g u r a t  . ion  o p t i o n - .  2 . . . . .  mlil 

Figure 7-30 You should receive a similar message for successful installation. 

DE~_- te" - 

IN Compaq TCP/IP Services for OpenVMS Optional Components Configuration Menu 

Configuration options: 

1 - Configure PWIP Driver (.for DECnet-Plus and PATHWORKS) 
2 - Configure SRI QIOInterface (INET Driver) 
3 - Set up Anonymous FTP Account and Directories 
4 - Configure Kerberos Applications 

A - Configure options 1 - 4 
[El - Exit menu 

Enter configuration option: E~ 

Figure 7-31 Exit the TCP/IP Configuration menu. 
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-1@:/ 
.................. 

_ 

Compaq TCP/IP Services for OpenVMS Configuration Menu Ill 

Configuration options : I!i 

1 - Core environment ~il 
2 - Client components Bii 
3 - Server components ~[I 
4 -  Optional components Bii 

5 - Shutdown Compaq TCP/IP Services for OpenVMS ~i[l 
6 - Startup Compaq TCP/IP Services for OpenVMS Bil 
7 - Run tests i l  

A - Configure options 1 - 4 B~ 
[E] - Exit configuration procedure Ill 

m!|~ 

Enter configuration option: E B~i~ 
SI 

Figure 7-32 Return to the $ prompt. 

2020040E AUDIT_SERVER HIB 9 57 0 0 0 : 0 0 : 0 0 . 0 2  117 146 B I  
2020040F JOB_CONTROL HIB 10 40 0 0 0 : 0 0 : 0 0 . 0 2  64 88 ~1!! 
20200411  QUEUE-J~HAGER HIB 9 2506 0 0 0 : 0 0 : 0 0 . 2 6  279 313 B i  
20200412 SECURITY_SERVER HIB I0 58 0 00:00:00.06 323 397 B~:[i 
20200413  ACME_SERVER HIB 8 lO= o oo:oo:oo,o  4 7 1 .  mii 
20200414  SMISERVER HIB 9 42 0 0 0 : 0 0 : 0 0 . 0 4  141 172 ~[i 
20200415 TP_SERVER HIB 10 24 0 0 0 : 0 0 : 0 0 . 0 1  71 92 ~![i 
20200417 TCYIP$INETACP HIB 10 192 0 0 0 : 0 0 : 0 0 . 0 2  243 168 ~ [ i  
20200418  TCPIP$ROUTED LEF 6 85 0 0 0 : 0 0 : 0 0 , 0 1  614 6 9  SBi i 
20210041:19 TCPIP$FTP_I  LEF I0 167 0 0 0 : 0 0 : 0 : 0 . 0 5  539 297 N B I  
2020041A TCDIP$IMAP_I HIB I0 434 0 00:00:00.18 581 497 MNiii! 
2020041B TCPIPSPOY_I HIB I0 250 0 00:00:00.02 415 384 NBi[i 
2020041C TCYIPSPwIY-ACP HIB 9 46 0 0 0 : 0 0 : 0 0 . 0 1  138 161 i f i  
2020041D SMTP_VMSONE_01 HIB 4 86 0 00:00:00.I0 315 81 ~i~ 
2020041E VPM_SERVER HIB 15 11 0 0 0 : 0 0 : 0 0 . 0 1  203 223 ~ 

20200421 DECW$SERVER_0 HIB 8 692 0 00:00:00.45 470 626 Ii[i!ii 
20200422 DTLOGIN LEF 5 152 0 00:00 : 00.03 456 421 ~li 
20200423  DTGREET LEF 4 289 0 0 0 : 0 0 : 0 0 ' 3 6  439 524 S i i [  
20200424 SYSTEM LEF 4 484 0 00:00:00.15 880 76 Biil 
202010425 DECW$TE_0425 COM 4~ 2472 0 0 0 : 1 0 0 : 0 0 ' 6 5  719 719 ~i t  
20200426 SYSTEM-95 CUR 7 612 0 00:00:01.11 720 126 SII 
20200427  SYSTEM_54 LEF 4 14 0 0 0 : 1 0 0 : 0 0 . 0 1  67 58 SB[ 

s m ........................................................................................................................................................................................................................... 

Figure 7-33 Perform a $SHOW SYSTEM command to see if you've installed and started the Regis- 
try Server. 
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2020040E AUDIT_SERVER HIB 9 57 0 00:00:00.02 117 146 

2020040F JOB_CONTROL HIB 10 40 0 00:00:00.02 64 88 

20200411 QUEUE_MANAGER HIB 9 2506 0 00:00:00.26 279 313 

20200412 SECURITY_SERVER HIB 10 58 0 00:00:00.06 323 397 

20200413 ACME_SERVER HIB 8 102 0 00:00:00.03 353 471M 

20200414 SMISERVER HIB 9 42 0 00:00:00.04 141 172 

20200415 TP_SERVER HIB 10. 24 0 00:00:00.01 71 92 

20200417 TCPIP$INETACP HIB 10 192 0 00:00"00.02 243 168 

20200418 TCPIP$ROUTED LEF 6 85 0 00:00:00.01 614 69 

20200419 TCPIPSFTP.I LEF 10 167 0 00:00:00.05 539 297 

2020041A TCPIP$IMAP_I HIB 10 434 0 00:00:00.1.8 581 497 M 

2020041B TCPIP$POP-1 HIB I0 250 0 00:00:00.02 415 384 

2020041D SMTP_VMSONE_01 HIB 4 86 0 00:00:00.I0 315 81 

2 0 2 0 0 4 1 E  VPM_SERVER HIB 15 11 0 0 0 : 0 0 : 0 0 . 0 1  2 0 3  2 2 3  
2 0 2 0 0 4 1 F  REGISTRY_SERVER HIB 10 4 6 9  0 0 0 : 0 0 : 0 0 . 0 9  3 4 9  4 5 0  M 
20200421DECWSSERVER_0 HIB 8 692 0 00:00:00.45 470 626 

20200422 DTLOGIN LEF 5 152 0 00:00:00.03 456 421 

20200423 DTGREET LEF 4 289 0 00:00:00.36 439 524 S 

20200424 SYSTEM LEF 4 484 0 00:00:00.15 880 76 

20200425 DECWSTE_0425 COM 4 2.472 0 00:00:00.65 719 719 

20200426 SYSTEM_95 CUR 7 612 0 00:00:01.1.1 720 126 S 

20200427 SYSTEM_54 LEF 4 14 0 00:00:00.01 67 58 S 

s |  
Figure 7-34 Also check to see if you've installed and started the TCPIP$PWlP_ACP process. 

I would recommend that you reboot your system before performing the next step of 
the Advanced Server installation. 

Step 3: OpenVMS Advanced Server Install 

S 
s $ 
s 
s 
s 
s $ 
s 
s 
s 
s 
s $ 
S $ 
S 
s 
S 
$ moun t /over= id  dqb0 : 
%MOUNT-I-WRITELOCK, volume is write flocked 
%MOUNT-.I-MOUNTED, ALY0731LP mounted on _VMSONESDQB0: 
$ set def dqb0:[.000000] 

,t' ..................................................................... ......................... .; ........................................................................................................................................................................................................................... 

Figure 7-35 Ok! Now for the main event. Logged in to the SYSTEM ACCOUNT mount the CD-ROM 
with Advanced Server on it. Then set your current directory to the disk. 
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Figure 7-36 Change the directory to the Advanced Server 7.3 kit directory. 

Figure 7-37 Now locate the Advanced Server kit. Notice that this is a PCSI kit and not a VMS 
install kit. 
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Figure 7-38 Use the product install command to begin the installation. 

1. Th i s  PrOcedure i s  running on an Alpha processor. ~il 
2. The system i s  running OpenVMS 7.2 or l a t e r .  ~![ 
3. All required privileges are currently enabled. ~il 

on this node or anywhere in the cluster. ~I 

. are in SYS$SPECiFIC_on this System disk. ~[ 
This procedure checks if the conditions are satisfied. ~!I 
If they are satisfied, the procedure continues. ~I 

Do you want to con£inue? [YES] yes ~[ 
Select 0ne_of the numbered options: ~[  

3. Install 0n! y th e external authentication images ~[ 

Option: [1] I~ 

Figure 7-39 Note the commercial disclaimers and need for a PAK. Consult your friendly HP sales 
rep for more help with this. 
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Figure 7-40 Choose choice 1 to install the complete Advanced Server software for OpenVMS. 

5. prevent startup on all nodes until after reboot. ~i[ 

o If a PCFS$ACCOUNT_ already exists, .th e default is ~i 

the default is the U!C group.number_ associated with .... ~i 

Group: [3611 

Figure 7-41 Next choose an OpenVMS group number to use for PWRK/Advanced Server 
accounts! (You might want to use the defaults). 
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Figure 7-42 Now that all the questions have been asked the actual installation begins! 

Figure 7-43 Advanced Server installation will proceed until 100 percent of the files have been 
copied from the install procedure. 
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Figure 7-44 Then the installation verification procedure is run to test the install that's just taken 
place. And you've installed Advanced Server! 

$! 

S! 
$, 
$lstartup the SSL extensions. These allow Stunnel and other SSL applications 
$! to work or other SSL enabled applications to run 
S! 
$ @sys$startup:sslSstartup.com 
S! 

$! start up OpenVMS registry 
$ define/system/exec regSto_be_started true 
$ define/system/exec sys$registry SYS$SYSDEVICE:[VMS_REGISTRY] 
$@sys$startup:reg$startup.com 
S! 
$! 
$! Setting up Advanced server 7.3 

$! 
S" 

I| 444 lines written to file SYS$CO~ON: [ SYSMGR] SYSTARTUP_VMS.COM; 26 

m 
Figure 7-45 Change directory/Set Default SYSSMANAGER: and edit the VMS system startup file to 
add the @SYS$STARTUP'PWRK$STARUP.COM command so Advanced Server will start up on a 
reboot. 
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Now reboot your OpenVMS system and prepare to configure your new Windows 
Domain Server! 

Step 4: Configuring OpenVMS Advanced Server processes 

,.O,r |lil 

:* | ........................................................................................................................................................................................................................... 
Figure 7-46 After the reboot, log in as SYSTEM again and locate the PWRK$CONFIG.COM file in 
SYS$UPDATE then run the command file. 

Figure 7-47 Recommendations for free disk space and so on. 
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L m , - -  [] 

Note: The server frequently accesses the data files stored on the 
disk. If these files are ~itored ion the system disk, it can degrade 
the performance of both the OpenVMS system and the server. Therefore, 
Compaq recommends that you specify a disk other than the system disk. 

Press RETURN to continue: 

If this OpenVMS cluster has multiple system disks, make sure that all 
nodes on which you plan to run the Advanced Server: 

o Use the same disk device to store and access Advanced Server 

o Share the same SYSUAF.DAT file. In each system disk's startup file, 
define a system logical name that points all nodes to the shared 
SYSUAF.DAT file. For example: 

$ define/system/exec sysuaf pencilSdka300:[sys0.sysexe]sysuaf.dat il 

The startup file is called SYS$MANAGER:SYSTARTUP_VMS.COM 

Enter disk device name where the Advanced Server data files will be stored 
[SYS$SYSDEVICE:]: VMSONESDKBI00:~ 

Figure 7-48 For the Advanced Server files, choose a disk that has free space and isn't a system 
disk but is available clusterwide (to all other cluster members). 

Note: The server frequently accesses the data files stored on the I~ 
disk. iIf these files are stored on the system disk, it can degrade mili 
the performance of both the OpenVMS system and the server. Therefore, B![! 
Compaq recommends that you specify a disk other than the system disk. "i 

miF~ 
Press RETURN to continue: ail 

If this OpenVMS cluster has multiple system disks, make sure that all m!Ji 
nodes on which you plan to run the Advanced Server: Hil 

o Use the same disk device to store and access Advanced Server mil 

0o ..,co il 
o Share the same SYSUAF.DAT file. In each system disk's startup file, ~!il 

define a system logical name that points all nodes to the shared el 
SYSUAF.DAT f i l e .  For example: ' I  

mF~ 
$ define/system/exec sysuaf pencilSdka300:[sys0.sysexe]sysuaf.dat ~,~Hi 

The startup file is called SYS$MANAGER:SYSTARTUP_VMS.COM Ii~ 

Enter disk device name where the Advanced Server data files will be stored ~g[~ 
[ S Y S $ S Y S D E V I C E :  ] : VMSONE$DKB100 : l~i~ 

Figure 7-49 The pwrk$config.com procedure creates and copies all the files necessary for an 
Advance Server instance. 
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Figure 7-50 Now the procedure asks if we want to configure the SERVER process and its perfor- 
mance characteristics. Answer yes and configure the Advanced Server processes. 

• S e r v e r ' s  C l i e n t  C a p a c i t y  

( ) Xaximize C l i e n t C a p a c i t y  Using AUTOGENlKeboot 
( ) Maximize C l i e n t  C a p a c i t y  Mi thou t  AUTOGEN oz Reboot 
( * )  Hser  Supp l i ed  C l i e n t  C a p a c i t y  

C l i e n t  C a p a c i t y z 2 o  

rcent of Physical Hemory Use 
Data Cache S i z e  ( K b y t e s )  : 2 0 4 8  

Maximum. c o n c u r r e n t  S i g n o n s :  
OpengXS P r o c e s s  P r i o r i t y .  9 

t T r a n s p o r t s . . .  i 
;1"[ i l [ r . .)  | . ' l [ o )  | ~] i ~ , /~ l l  l[i.j~. I I  i ; u  [ t,,] u [o )  | 

Figure 7-51 You might only want to use 512MB instead of 1.6GB of memory for cache. 
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, , A d v a n ~  S e r v e r  C o n f i g u r a U o n  f o r  node  VNSOI~ I 

I 

/ ( ) Maximize C l i e n t  C a p a c i t y  Using AUTOGEN/Reboot I I 
I ( ) , M a x i m i z e  C l i e n t  C a p a c i t y  g i t h o u t  AUTOGEN o r  Reboot  I I 
I ( *  ) u s e r  S u p p l i e d  C l i e n t  C a ~ c i t y  I I 

/ c l i e n t  C a p a c i t y :  20 I I 

I 
P e r c e n t  of  P h y s i c a l  Memory Used:  25_ I 
Data  Cache S i z e  ( K b y t e s ) :  2048 I 

I 
I :~':" '"'''~m~')''"~''`~ ilm~~''~'''','~ ~ l 
Open, MS Process Priority" 9-- I 

I 

Figure 7-52 For a home network, ten concurrent sign-ons are more than enough. The menu will ask 
you to confirm the number of users and other choices you should verify first. 

~p 

rSe 

I ( 
I ( 
I ( 

P 
D ] Enable DHS ResolutJ 

M 
0 

E 

, Transport Configuration P a r a m e t e r s  

T r a n s p o r t s  

[ ] D E C n e t  
[X] MetDEUI 
IX] TCP/XP 

• XetBI0S Name R e s o l u t i o n  f o r  TCP/IP,,  

[X] Enab le  LMHOSTS R e s o l u t i o n  

[ ] Enable giNS Resolution 

WINS Server Address: L • D__ • L • L 

I o, I ! o..o.i I 

m 

3 
e !r  

Figure 7-53 In the advanced section you can choose to turn on or off networking protocols. If you 
are not using a protocol, turn it off! You might also want to enable DNS and LMHOST translations in 
a TCP/IP network. 
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Advanced C o n f i g u r a t i ~  P a r a m e t e r s  

[Open F i l e  Caching 

[s~~ I TM Use open F i l e  Cach ing  

I ~., / °P'" " ~ l e  caclsing ,T, n terva l  (msec>, SO00 

I 
I c 

i 

P e  
Da 

i 
Xa ! 
Op 

~Files per  C l i e n t :  I2 
Byte Range Locks per  C l i e n t :  6 

[ !] Enable Dynamic S e c u r i t y  Upgrade 

s e c u r i t y  Model 

( ) Advanced Server  and OpenVXS 

i- I I c"=e~ I 

I 

o t  

~ ' I ¢ )  i |  L '  

Figure 7-54 Choose your security model (you might want to use Advanced Server instead of trying 
to map the OpenVMS security to the Windows world. 

. S e r v e r ' s  C l i e n t  Capac i ty  

( ) X a x i R i z e  C l ien t  Capacity u s i ~  A~r0Qn/Reboot 
( )  ~ m i z e  C l i e n t  Capac i ty  Mithout AUTOGE. or  Reboot 
( * )  u s e r  ~ Suppl ied  C l i e n t  C a p a c i t y  

: c l i e n t  C a p a c i t y .  2o 

E e r c e n t  of  P h y s i c a l  Memory Used: 80 
Data Cache Size  (Kbytes)z 2048 

Maximum Concur ren t  s i g n o n s .  1o 
Open, MS Process  P r i o r i t y :  9__ 

~ °u'tl I "v."- I I I I  ..... " 

i 
i I I I I II - - ~  , _  i _ i 

I T r a n s p o r t s . . .  I 

Figure 7-55 Verify the configuration you've just changed. 
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Confirmation 

The number of clients specified (20) CAN be supported. 
You do not need to run Ab~OGEN to use this configuration, 
but you must resort the server. 

Do you accept this configuration? 

I=1 I"°1 

l ui<l l"v'"oo" I 
i I i - i i _ 

I Transports... t 

Figure 7-56 Success! The defaults will let you set up a 20-person server (usually), but if you need to 
go back or tune VMS for more users, you can rerun this portion of the configuration at any time 
after installation. 

Figure 7-57 This menu shows your definitions for your server and domain. You may need to change 
some of these for your domain and/or workgroup. 
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Figure 7-58 Change LANGROUP to your domain or workgroup name! 

Figure 7-59 Make your descriptions better, and then verify all your changes. 
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Figure 7-60 When finished, the menu adds common shares and admin access for your new 
Advanced Server. 

Figure 7-61 Next, change the administrator password (note that this is not the same as the SYS- 
TEM ACCOUNT's password!). 
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Setting cheracter set information in databases as n ceded ... II 

... Setting share database character set information. ~il 
... Setting ACL database character set information. ~il 

Checking system resources.., il 

The current system configuration for VMSONE will support 20 PC clients. ~!I 
The Advanced Server is configured to use NetBEUI, T-CP/IP. ~i[ 

To automatically start the Advanced Server V7,3 for OpenVMS ~iI~i[ 
at system startup ..... you should add the following line to the Ill 
sYS SMANAGER: SYSTARTUP_VMS. COM file. ill 

S @SYS$ STARTUP : PWRK S STARTUP iil 

Note: Add this line below the lines that start all network transports ~I 

(such as DEenet). ill 
Before starting the Advanced Server V7.3 for OpenVMS on ~iil 
this system, be sure to execute @SYS$UPDATE:PW~K$CONFIG on each I![ 
node that will run the Advanced Server. ~ii[ 

Do you want to start the Advanced Server V7.3 on node VMSONE now [YES]: ~ ~i I 

Figure 7-62 Start up all the Advanced Server processes. 

To automatically start the Advanced Server V7.3 :for OpenVMS ~ 
at system startup, you should add the following line to the ~i~ 
SYSSMANAGER:SYSTARTUP_VMS.COMfile. iolll 

$ @SYS$STARTUP: PWRK$STARTUP li:~ 

Note: Add this line below the lines that start all network transports ~i~ 

(suchasDECnet). iii 

Before starting the Advanced Server v7.3 for OpenVMS on []~I 
this system, be sure to execute @SYS$UPDATE:PWRK$CONFIG on each ~i~ 
node that will run the Advanced server. II 

Do yOu want to start the Advanced Server V7.3 on node VMSONE now [YES] : yes ~ 
The file server will use NetBEUI, TCP/IP. ~ 
Process PWRKSNBDAEMONcreated with identification 20200446 I~ 
Process PWRKSKNBDAEMON createdwith identification 20200448 I! ~ 
Process PWRKSLICENSE_R created with identification 2020044A ~i~ 
Checking to see if OpenVMS Registry Services are available... ~!~ 
The OpenVMS Registry server is already started on this node. ~ 
The Advanced Server is: configured to support 20 PC clients. ~ 
Process PWRK$MASTER created with identification 2020044D ~i~ 
The master process will now start all other Advanced Server processes. ~i~ 

Figure 7-63 Allofthe processes have been started! 
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2 0 2 0 0 4 1 8  T C P I P $ R O U T E D  LEF 6 2 8 3  0 0 0 : 0 0 : 0 0 . 0 2  2 8 3  125  
2 0 2 0 0 4 1 9  T C P I P $ F T P _ I  LET 10 167  0 0 0 : 0 0 : 0 0 . 0 6  5 3 7  2 9 6  
2 0 2 0 0 4 1 A  T C P I P $ I M A P _ I  HIB 9 1 0 9 6  0 0 0 : 0 0 : 0 0 . 1 2  552 5 4 6  
2 0 2 0 0 4 1 B  T C P I P $ P O P _ I  HIB  I 0  2 4 6  0 0 0 : 0 0 : 0 0 . 0 8  3 8 0  4 2 4  
2 0 2 0 0 4 1 C  T C P I P $ P W I P . . A C P  HIB  I 0  72 0 0 0 : 0 0 : 0 0 . 0 3  138  161  
2 0 2 0 0 4 1 D  SMTP_VMSONE_01 H I B  4 86 0 00:00:00.08 3 1 5  81 
2 0 2 0 0 4 1 E  VPM_SERVER HIB  15 I I  0 0 0 : 0 0 : 0 0 . 0 1  203 223 
2 0 2 0 0 4 1 F  R E G I S T R Y _ S E R V E R  H I B  9 6 8 7 6  0 0 0 : 0 0 : 0 3 . 1 3  8 3 3  9 3 8  
20200421DECW$SERVER_0 HIB 8 692 0 00:00:00.42 470 626 

20200422 DTLOGIN LEF 5 229 0 00:00:00.09 463 372 

20200423 DTGREET LEF 4 289 0 00:00:00.44 439 524 

20200424 SYSTEM LEF 4 573 0 00:00:00.16 877 74 

20200425 DECWSTE_0425 COM 4 8967 0 00:00:01.36 748 755 

20200426 SYSTEM_248 CUR 7 60840 0 00:00:15.63 59179 160 

20200427 SYSTEM_48 LEF 4 59 0 00:00:00.00 67 58 

Figure 7-64 Now check with a $SHOW SYSTEM and verify that the Advanced Server processes 
are running! 

Step 5" Conf igure  O p e n V M S  A d v a n c e d  Server  as a D o m a i n  Contro l ler  

Figure 7-65 Run the Administrator Utility and log on as administrator of the domain you want to 
work on! 
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Figure 7-66 Use the show computer command and you'll find only this server; it hasn't been 
configured yet! 

Figure 7-67 Use the Add Computer command and add the computers that will be servers and 
workstations in your domain. 
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Figure 7-68 Next, add users who can log on to the domain (and its shares) from workstations and 
other computers! 

Figure 7-69 Show your active users at any time by doing a show users command. 
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WSKI\\VMSONE> add share dkbl00_share vmsoneSdkbl00 : [pwrk$ share ] /permissions=(guel [  

%PWRK-S-SHAREADD, share "DKBI00._SHARE" added on server "VMSONE" i [  

.~K~\\v.~o.~,> rot, Wit 
WSKI \ \VMSONE> ~i[ 
WSK I \ \VMSONE> ~i[ 
WSKI\ \VMSONE> ~i[ 
WSKI \ \VMSONE> li[ 
WSKI\\~SONE> mi[ 
WSKI\\VMSONE> ~i[ 
WSKI\ \VMSONE> ~iI 
wsK~\\vMso.E> mmi{ 
WSKI \ \VMSONE> li;[ 
WSKI\kVMSONE> ~i[ 
WSK I \ \VMSONE> ~[  
WSKI \ \I/~ISONE> ~[ 
WSKI \ \VI~SONE> ~[  
WSKI\\VMSONE> ~[ 
WSKIiiVMSONE> ~[ 
WSKI\ \VMSONE> ~i[ 
WSKI\ \VMSONE> ~[ 
WSKIk\VMSONE> ~ ~!} 

Figure 7-70 Add shares to your server that your new users can use for disk storage{ 

Figure 7-71 You might want to set permissions for different directories/shares that you define. 
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Figure 7-72 Check your defined shares with the Show Share command! 

Congratulations! You've installed Advanced Server on OpenVMS and configured 
computers, users, and shares for network use! 
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Chapter 8 - -  Apache VMS and Linux Style 

You Never Really Forget your First Web Server 

You never really forget your first Web server. It was September, the leaves were just 
starting to turn in New England, and I was at a class about Web servers, Internet e- 
business, and Web mastering. The week was much too short and the teachers much 
too quick with their information, because there was just so much to coven 

In 1995 and the hot tool of choice was, of course, Netscape (some might say there was 
a rumor of something called Front Page from the Northwest). The browser wars were 
yet to be fought, but posturing and rumblings of the battles to come were in the air. 

Every OS worth its salt was laying claim to being a Web server. 

I flew home from Boston on Friday with a full laptop disk of VMS software, PC Web 
tools, and my most precious cargo--the thing that would proudly put my 
AlphaServer on 2000 and share with the internal network, was Netscape Commerce 
Server. It was to be my first Web server. SSL, user directory support, and fast wellmat  
least able to do 10 to 20 simultaneous Web requests. I was pumped about the 

prospects of building a Web server. 

I got home and created user/Web accounts for every CD-ROM that was on my 
Infotowers (I think I had 21 CD-ROM drives back then) and served all the OpenVMS, 
PC, and then OpenSource CD-ROMs I had to offer to the internal network. It was a 
glorious few days serving out through HTTP and HTTPS tools, disks files, and even 
PowerPoint slides. A complete DECUS library of graphics, history files for DEC CD- 
ROMs going back to the 1970s. 

I remember going back to my cubical the morning when all the Web data was up and 
just walking the pages I had added /bu i l t /HTMUd with my own hands. Later I 
realized that having raw HTML code on my workstation was even better then having 
a spreadsheet up when my boss Dennis Bashore did a little "management by walking 

around" in those days! 

I was just so proud when the main Web page hit 100 hits later that monthmand  then 
quadrupled that number less than a week after that as the DEC file grabbers 
religiously copied my few paltry gigabytes to their every increasing plunder. Hint 
number 8972: You know you've been plundering file sites too long when you start 
finding YOUR directory structures on other sites. 
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Web master flash forward with Apache 

I'll never forget that first Web server, and today we take Web server tools for granted 
(and for free), such as Apache from Open Source. Some are quick to say that Linux's 
first killer/breakthrough application was Apache moving Linux into many people's 
minds as the very economical Web server. At one point almost all the Linux boxes 
being brought up were built for the primary purpose of sharing World Wide Web 
pages. 

Today 65 percent or more of all Web servers are Apache based. RedHat ships Apache 
with Linux now (although today you must at least do a minimal configuration, start 
the Apache Server, and set it for startup for autostartup upon reboot). OpenVMS 
engineering also ships an Apache-based Web server that's been tested by OpenVMS 
engineering for commercial support and performance. 

Both Web servers are available on the Web at: 

http://www.apache.org 
http://www.openvms.compaq.com 

Today Apache has a lot to recommend it as the dominant Web server for Linux and 
OpenVMS systems. It's easy to install performance is great, it's Open Source (which 
makes licensing much easier, and all those new Open Source features just seem to 
show up in the code base! And because they are the same sources, training to use one 
gives you a feel for the directory structure, configuration files, and other set values 
that are common with Apache running on a variety of platforms. 

While Web masters over the years have had many choices, the hardest part of their 
jobs remains much as it was ten years ago: finding enough content to satisfy the most 
hungry user. Which is the better server for Apache Linux or OpenVMS? The answer 
depends on which applications need to have Apache Web interfaces? Old crusty 
FORTRAN or COBOL apps that have been running for 20+ years can be given a new 
polished interface with Apache and the World Wide Web. Databases, user programs, 
and even DCL can be Webified with Apache on OpenVMS. Linux systems can give 
every desktop or server an easy, standard, secure Web page serving tool that has 
cutting-edge features and e-business storefronts. 

Where do you start? Just begin by setting up servers on your systems and joining the 
WWW! 

Linux Apache Web server Installation 

Figures 8-1 through 8-24 illustrate the Linux Apache Web server installation. 
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http://httpd.apache.org,~ 

e Number  One HTTP Server On The lntern~ 
Essentials 

• Abo'..J~ 
. . . . . . . . . . . . . . . . . . . . . . . . .  

• :~!,;AQ 
• ~%:~!..!~!.:~: 

Download ! 

• from a :.nirr,::,r 
• from here 

Documentation 
ve a quest ion? Read the fr iendly documenta t io r  

• Ap~c:>.e 1.3 
• :%.p~g:i'.:e Z0 

Get Involved 

• Z?_%.Le..~..qEe_[:j.r.~ i_~q 

The Apache HTTP Server Project is an effort to develop and maintain an open-source 
HTTP server for modern operating systems including UNIX and Windows NT. The goal 
of this project isto provide a secure, efficient and extensible server that provides HTTP 
services in sync with the current HTTP standards. 

Apache has beenthe most popular web server on the Internet since April of 1996. The 
August 2002 Netcra:.:'t: We~ Server $tn'vev found that 63% of the web sites on the 
Internet are using Apache, thus mai¢ing it more widely used than all other web servers 
combined. 

The Apache HTTP Server is a project of the Apache Software Fo:..md at ion. 

Have you read the document~:~ion for Apache HTTP Server 2,0? Perhaps you were 
always wondering why ?.'~u sh0u!d..L4pg_Dde to 2.0? Or, perhaps you want to know howto 
..t.!t~g.t.:.g:!e...t:,k..~,.9. ? 

I f you wish to contribute to the documentation (help is always welcomed), please see the 
!J!;:::>:.j page for more info. 

Figure 8-1 First, download Apache binaries from the Apache Web page. 

http:7/nagoY a.apache.org/dist/httpd/ 

Index of/dist/httpd 
Apache HTTP Server Source CodeDistributions 

This downloads page includes only  the sources to compile and build Apache yourself with theproper tools. Download the 
precompiled distribution for your platform from bin.~rt~/'. 

Important Notices 

¢ Download from your nearest mirror site! 
• Binary Releases 
• A. pache 2.0,43 is the best availe:,le version. 
• Apache 1.3.27 is also available, 
PGp Sign~ures 

• Q fficial P~ches 
Contributed p~cl~es/ModulesNode 

~as~ m~d~fied Si.z___ee Description 

~p~ent~Di~ec,tory 

~bin~ie~/ 15-Aug-2002 11:42 - Binary distributions 

~contrib/ 20-Mar-2001 18:22 Contributed software 

flood/ 22-May,200213:05 - 

libap~eq/ 22-May.2002 13:04 

Figure 8-2 The binaries are located here with binaries for many systems--make sure you download 
the Linux one. 
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~41~ http J~'na 9oyaapache.Org/dist/httpd/~btnaries 

Binary Releases 

Are available in the binaries/directory, Every binary distribution contains an install script, See README for details 

Apache 2.0,43 is the best available version. 

This•release fixes:a security problem described in CAN-2002-0840 on cve.mitre:grg. It: also fixes some bugs from 2.0,42 (and 
earlier) as wel:l as adding some additional capability. All users of Apache 2,0.42 and prior ~e  urged to upgrade as soon as 
possible: 

For details seethe OfHcial Annota.nement. Check l~re to see if any patches or other special instructions are necessary for 
building or running Apache 2.0,43 on yourplatform, 

Apache 2.0 add-in modules are not compatible with modules written or compiled for Apache 1,5. I f you are running third 
party add-in modules, you will need to obtain new modules written for Apache 2,0 from that third party before you attempt to 
upgrade from Apache 1,3, 

Note; the -win32-src,zip versions of Apache are nearly identical to the .tar,gz versions, However. they offer the source files in 
DOS/Windows CR/LF text format, and include the Win32 build files, These -win32-src.zip files do NOT contain binaries! 
See the binari~/kvin32/directory for the Windows binary distributions, 

Apache 1.3,27 is also available. 

Apache: 1,3,27 is the best available version of the 1,3 series, and is recommended over all previous 1,3 and earlier releases, 

This release fixes 3 security problems as described in CAN-2002-083% CAN-2002-0840 and CAN-2002-0843 on 
eve, mitre.org, lit a/so fixes some bugs from 1,3.26 (and earlier) as well as adding some additional capability, All mers of 
Apachel,3.26 and prior are urged to upgrade as soon as possible, 

Figure 8-3 The latest version for our installation. 

Index of/dist/httpd/binaries 
~: Last modified: .~ :.Description 

~Pare~t B.ire~to..~y - Binary distributions 

~ ~  12-JuI-20.0206:2S .... Binary distributions 

~ ~  06-May-200012~56 - Binary 

~beo~/ 02-Nov-2000 02:17 - Binary 

~bs280O,osd/ 21-5un-2002 03:31 - Binary 

badi/ 18-0ct-2000 00:22 - Binary 

cy_~in/ 18,Apr-2002 13:29 - Binary 

darwin/ 18'Jun,2002 18:33 - Binary 

d~{ 12-Jun-200003:47 - Binary 

:digi~t!alunix/: i2.Jun-2000 03:47 Binary 

~freebsd/ 12,Aug-2002 12:28 "Binary 

~h~/: 12-Aug~2002i2:27 " Binary 

ir~ 13-0ct-2000~04:57 - Binary 

linu~J 13"0ct-200223:58 - Binary 

~m~cosx/ 18-Jun-2002 18:33 - Binary 

~macosxser~er/ 30-0ct-2000 17:42 - Binary 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

distributions 

Figure 8-4 Look for the Linux directory. 
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~ ~ache-l,3,27.~a~,Z - 03-0ct-2002 Ii:51 3.5M Current Release 1.3.27 ~ 

~ apache i, 3.27..t~r, Z, ask 03-0ct-2002 ii :SI 175 PSP signature 

I~ ~ ~gache_i, 3, 27, tar, 9z 03-0ct-2002 i i : 5 i  2.2M Current Rel . . . .  1.3.27 

I~ ~ apache I, 3.27, tar, g ..... 03-0ct-2002 ii:Sl i7S PG~ s,gnature 

l~i [ ~  apache_l, 3.27, tar. gz.-d~5 03-0ct-2002 i i  :$3 62 ~S hash 

I l l  ~ j t  ht.tpd-2,.0,43-w~,n32 . . . . .  zip 03-0ct-2002 11:51 6.6M S . . . . . . .  de for Win32 compilers :!!i!!':!il:: - 

i 18 

Figure 8-5 Then chose the latest zipped file for download. 

Figure 8-6 Such as this version! 

Figure 8-7 Watch the progress being made in the download. 
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[roo t@ lnxone :root ] # is: 
anaconda:-ks.c{g: install,lo~ kits: 
~_7 :~v~~ ~ ~ : : - 2 ~ 0 . ~ . ~ ~  install.!og~suslog 
[root@l:n×one r0ot] # gz ip-d httpd-2.0.43.tan.:gz: I 

Figure 8-8 Then open a Linux terminal window in the/root directory (which is where you should 
have downloaded your Apache kit). Unzip the file to it's tar file component. 

[root@lnxone root]  # is 
anaconda-ks, c{g c h p . 8 . ~  
~_7_~v_ser~ ht~-2:~O.~~ 
[rootetnxone root]  # I 

insta l l ,  log  k i ts  
instal 1:. log, sys 1o8 

Figure 8-9 Verify that the tar file has been expanded from the zip file. 
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[root@in×one root]:# l s  
anaconda,ks +c{g c h p _ 8 , ~  ins ta l  1. io£: 
c h p _ / , ~ s e r , ~  ~ ~ - 2 ~ 0 : . ~ , ~  ins ta l l ,  loF~.suslog 
[root@inxone root]# tar -×v{ httpd-2,O,43,tan| 

kits 

Figure 8-10 Then -xvf the tar archive and expand it under the root directory. 

' httpd'2 + O+ 43/support/w in32/apache_header +bmp i 
httpd-2 + 0 ' 43/suPPort/win32/aPrun + ico ~ 
httpd-2, O+ 43/support/w in32/apstop, ico 
httpd-2 , 0 , 43/suPport/ w in32/srun +bmp il~ 
httpd-2.0.43/support/,win32/sstop.bmp :iii 
ht tpd-2, O, 43/supportl w in32/w int tw.+ c ~ii~ ~ 
httpd-2+O+43/su.pPort/win32/winttw+dsp i:~ @ 
ht tpd-2 , O, 43/test / i~ 
httpd-2 +0 +43/test/~ indent +pro il~ 
httpd-2 + O+ 43~test~Make{ i le, in iii~ 
httpd-2. O, 43/test/RERDME 
httpd-2, O+ 43/test/check_chunked ::iii 
httpd-2.0 +43/test~ cls+c ii!~ 
http.d-2 + 0 + 43/test/tcpdu mpsc ii .txt 
httpd-2, O, 43/test/test-wr it@v, c ",iil ~ 
httpd-2+O,43/test/test f'ind+c 
ht tPd-2, O, 43/test/test-I i m i is, c 
httpd-2,0+43/test/t.st_parser,c. ~ii!i~i 
httpd-2.0+ 43~test~ test_se lect. c i!i~ ~ 
httpd-2,0,43/test/time-sem+c !!iiiiijii!iiiii 
httpd-2 +O,43/test/zb+c i i:i:iii!iiiiiil 
httpd-2.0.43/.deps ,:ii!~!~i~ii!ii 
httpd-2 + O, 43/con{ igure ii iiiii~iiiiii 

• .i [root@lnxone root] # | 

Figure 8-11 Expanding the tar archive for Apache. 
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~[noot@Inxone. Poor]# Is . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  
anaconda-ks,cf~ i insta 1 :i, Io~ o syslo~ 

7_adv ~ ~  h t ~ , 2 . 0 . ~  instal l . lo~ k~i~: 
ht~d,2.0,.4311 . . . . . . . . . . . .  

Figure 8-12 Verify that the httpd-2.0.43 directory structure has been created and then change the 
directory down into that tree. 

[root@in×one ~ .root]#: is  . . . . . . . . . . . . . . . . . .  
anaconda,ks,c:f:g : ...... ~ , 8 _ ~ : :  h t ~ - 2 + O + ~ . ~ ,  ins ta l l . log ,sys log  
~ , 7 , ~ v _ s e r ~  : htti:¢i-2.0.~: ins.tall.lo~ k i ~  
[root@Inxone :nOo:t] # cd..httpd-2.0.43 , ...... 
[root@in×one: httpd:'2 ,:0.43] ./conf:gureI 

. : .  • : • 

Figure 8-13 Execute the ./configure script to prepare for the make command. 
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checking for gCC.o, gcc 
checking for C. compiler default output°°, a°out 
checking whether the C cow, plier works.., yes 
checking whether we are cross c.ompilin.g°., no 
checking for. suffix of executables .... 
checking for suffix of object files.,, o 
checking whether ee are using, the GNU C compiler. °° yes 
checking whether gcc accepts -g°°. yes 
Applying APR hints file rules fo.r i586-pc-linu×-gnu 

setting CPPFLABS to "-DLINUX=2" 
adding "'D REENTRANT" to CPPFLA6S 

(Default eili be unix) 
checking whether make sets ${MAKE} °,..yes 
checking hoe to run the C preprocessor.., gcc -E 
checking for  gawk°°° gawk 
checking ehether in -s corks . . . .  yes 
checking for  ran l ib , , °  ranl ib 
checking for a BSD-compatible i n s t a l l . . .  /usr/bin/install-c 
checking for  rm.,o, rm 
checking for as .... as 
checking for cpp. °° cpp 
checking for  ar°°.  ar 
checking for AIX°°° no 
checking for library containing strerror°.. | 

Figure 8-14 The ./configure continues until it has prepared the directory/files for the make 
commands. 

creat ing srclib/Makef i le  
creat in~ os/beos/Makef ile 
creating os/os2/Makefile 
creating os/Makefile 
creating os/unix/Nakefile 
creating set ver/Nakefile 
creating support/Makefile 
creat ins src lib/pcre/Nakef i le 
creating test/Nakefile ~ 
conf:ig.status: creating docs/conf/httpd-std.conf 
config.status: creating include/ap_config_layout.h 
config.status: creating support/ap×s 
config,status: creating support/apachectl 
conf is. statusii: creat.ing support/dbmmanage 
config.status: creating support/envvars-std 
config÷status: creating support~log_server_status 
config, status: creat ing support/logreso ive .pl 
config.status: creating support/phf_abuse_iog.cgi 
config.status: creating support/split-logfile 
config.status: creating build/rules.ink 
config.status creating include/ap_config_auto.h 
config.status:: executing default commands 
[root@In×one httpd,2.0.43] #: 
[root@In×one httpd-2.0.43] # :make| 

Figure 8-15 After the ./configure script has finished, execute the make command. 
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[root@In×one: h%tpd~2,0.43] # make i n s t a l l |  

Figure 8-16 Continue after the make command with the make install command. 

make[2]: Entering directory "/root/httpd-2.0.431support ' 
make [2]: Leaving directory "/root/httpd-2,0.43/support 
make [1]: Leaving directory ~/root/httpd-2.0*43/support 
make [i]: Enter ing directory "/root/httpd,2.0.43' 
Installing configuration files 
mkdir/usr/Iocal/apache2/conf 
Installing HTNL documents 
mkdir /usr/loca 1/apache2/htdocs 
Installing error documents 
mkd ir/usr / ioca I / apache2/error 
Installing icons 
mkdir /usr/local/apache2/icons 
mkdir /usr/ local/apache2/ iogs 
Instal Iing C6 Is 
mkdir /usr/Iocal/apache2/cg i,bin 
Installing header ~iles 
Installing man pages and online manual 
mkdir /usr/ local/apache2/ man 
mkdir /usr/ Iocal/apache2/ man/ man l 
mkdir /usr/ local/apache2/ man/ man8 
mkdir/usr/Iocal/apache2/manual 
Installing build system files 

Figure 8-17 When the make install command finishes, edit (with vi shown here) httpd.conf. 
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# This can often be deter.4ned auto~aticallw, but we recommend Wou specifw 
# it explicitlw to prevent problems durin8 startup+ 
# 

# If this is not set to valid DNS nar, e for wour host, server-Benerate.d 
# redirections ~ill not work. See also the UseCanonicalName directive. 
# 

# If your host doesn't, have a reBistered DNS nat, e, enter its IP address here. 
# You will have to access it by its address.anyway, and this will make 
# redirections ~,ork in a sensible waw. 
# 

#Serve.rNa~e new .host .na~e :80 

# 
# UseCanonicalName: Deter'r, ines how Rpache constructs self-re{'erencin£~ 
# URLs and the SERVER_NRt'IE and SERVER_PORT variables. 
# ghen set "O-~f", flpache w i l l  use the Hostnar~,e and Port. supplied 
# by the c l ient .  I,then se t  "On", Rpache u i l ]  use the value o-F the 
# ServerNar, e directive. 
# 

LlseCanonica INa~,e Off 
I 

# 

# Docu~entRoot; The directonw out of which 9ou will serve 9oun 
279,27 

. . . . . . . . . . . . . . . . . . .  

Figure 8-18 Change the configuration file and add (at least your server name). 

27% 

.... [root@inxonehttpd-2,0.43]# /usr/local/apache2/bin/apachectlstart| "i" 

ii @ @ 

i 
!!;!iii;;iiL 
:i~iJiiii!i!iii!i!ii 

Figure 8-19 Then manually start Apache to see if the installation and configuration are correct. 
Note that using "stop" with apachectl will stop the Apache server! 
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[rootelnxone~:~ ~tpd-2 ,0 .43 ] #/usr/iocai/apache2/bi, n/apachecti star t  
[root@Inxone httpd.2~.O;.43] # p s  .e+, I 8nep ~ache| ..... 

Figure 8-20 Execute a process status command to look for the processes named Apache. 

I root@ In×one httpd-2.0.43] # /usr/loca i/apache2/bin/apachect I start root@Inxone httpd.2,0,43]# ps -el I gnep apache 
root 9880 i 0 20:32 ? 00:00:00 /usr/local/apache2/bin/httpd ,k 
nobodw 9881 9880 0 20:32 ? 00:00:00 /usr/local/apache2/bin/httpd -k 
nobodw 9882 9880 020:32 ? 00:00:00 /usn/local/apache2/bin/httpd-k 
nobodw 9883 9880 0 20:32 ? 00:00:00 /usr/Iocal/apache2/bin/httpd -k 
nob.odw 9884 9880 0 20:32 ? 00:00:00 /usr/1.ocal/apache2/bin/httpd -k 
nobod9 9885 9880 020:32 ? 00:00:00 /usr/local/apache2/bin/httpd .k 
[root@lnxone httpd-2.0.43]# | 

Figure 8-21 The results will be shown only if you have Apache processes on your Linux system. 
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h~)://Inxone.:vmsone:com/ 

I £ you can see this, lit means thatthe installation of:t~ :Apache web server software on this system was successful You may now 
add Content to this directory and replace this page. 

Seeing this instead of the website you expected? 

This page is here b e c ~  the site administrator::has c h ~  the:configuration of.this web,:server. Please: contact the  ~rson  
res~nsible for :maintaining this server with questions, The Apache Software ;Foundation, ~hich wrote the web. server 
software this site administrator is using, has nothing to do with maintaining this site and cannot help resolve configuration 

The Apache:::docum:er~t$10n has been i n c l ~  with this.distribution. 

You. are free to use the imase below on an Apache, powered web:server, Thanks for using Apache! 

Figure 8-22 Go back to Mozilla or your favorite Web browser and verify that you're serving pages on 
port 80. 

[root@tnxone htdocs]# p.wd 
lust~ local/apache2/htdocs 
[root@lnxone htdocs] # is 

index.,htmloca 
index...ht:m.l.cz.iso8859-2 
index.,htmI..de 
index,html .dk 
index~html,ee 
index ;html.el 
index,htm! .en 
[no.ot@lnxone htdocs]# | 

index.html.es 
index.html.et 
index,html÷~n 
in.dex,html,he.iso8859-8 
index,html,hr.iso8859.-2 
index~html.it 
index,html.:ja.iso2022-jp 
inde×.html.ko:.euc-kn 
index.html.lb.utf8 
index.html,nl 
index,html.nn 
index.html.no 

index ,ht ml ,po, iso8859-2 
index,html,pt 
index ,html:.pt-br 
index .htm i oru. cp- 125i 
index ,html .ru,cp866 
index .html .nu. iso-nu 
index ,ht ml .nu ,ko i8-r 
index .html. ru. utf8 
index .html .se 
index .html. van 
index .ht m.l .zh 

Figure 8-23 Add your HTML code and pages here! Congratulations, you're running Apache on 
Linux! 
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[roo%-@lnxone. e%c]# pud 
fete 
[root@lnxone etc] # .cat. rc . local 
# .!/b in/sh 
# 
# ~ i s . s c r l p ~ . . u i l l  be execu&ed , a { t e r ,  a11 the. o~her.., ini~ scrip%s. 
# Youcan pu~.:your oun in i~1a l izat  ion stuf f  in here i {  you. don"~ 
# ~ant t:o do the . {u l l :Sys  V sty.le ini%s%u{{.  

I ~ ~ ~ ~ n  
# 
touch lvar/ locktsubsys/locat 
[roo%.@lnxone.etc].# I " 

Figure 8-24 And if you want Apache to start/restart at boot time, be sure to edit the rc.local file. 

Open VMS Apache based Secure Web server 

Figures 8-25 through 8-58 illustrate the OpenVMS Apache-based secure Web server. 

~ ¢ n ~ M S  sy~t~m~ I I 

hp OpenVMS systems 

~ n V M 8  informetkm: 

, op,,° vM s boot =r,~,t 
, wh~t~ new or, our site 
, ~ n d  us your comments 

news  end promotions 
. a n n o u ~ m e  nts 
. nev~s 
.... prornot~ns 
.newsletters 

hp ope.v.s,y~tem 
. h p : ~ e n  VM~ so.are 
a hp O penVMS ,so ut~ns 
,, h p :~o VMS ~Up ~rt 
. hp ~enVMS , ~ r ~ i ~  

,, OpenVMS~cumentation 
~,: :OpenVMS events 

)e f lVMS teatulr~ 
~, Open~MS~v7 3A now:shippir'~j 

• ,, OpenVM8 25th anniversa~ sunny 

.... OpenVM$ technica!, jeu rnal 
.... OpenVMS ro!ling roadmaps 

Iupdated] (October .?.002) 

, ,  n e w s l e ~  r ~ e  nVM S:times ( ~ rchiv~) 

:,! OpenVM£ boo: t .cont~ 

,,; OpenVMSamba&sadors 

, ,  featU;res e~hiv~ 

,, down~ SSL vloik 

,, f r e e ~ e n V M 8  seoud~ snap.or from 
PointS@cure " ' . . . . .  

,~" i i= ........ ? 

,, EVg~3 ¢pu adds punch to OpenVMS 

Figure 8-25 Use Mozilla to pull down the CWSW Apache-based server. 
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,, hp .-~olutions 
,, hp support 
,, hp products & services 
,, hp s torage 

~J upenvM~ galaxy 

. OpenVMS softwarecataJog 
[updated] May 2002 

p e n V M S  serv ice  & suppo~ 

,, OpenVMS ser¢ices and suppo~ 
Patches, Service tools, SOC, Reference 
Library I Firmware Updates . . . .  

- ask the wizard 
[non-javascript version] 

,, test drive program 

~ j I 1 1 1 , , 1 1 ~ 1 ~ 4 , : 1  

OpenVMS faq 
[updated] Jun 5, 2002 

,, educational license:program 

,, OpenVMS online documentation ,, OpenVMS glos~,ary 

,, OpenVMS brochures, testimonials, product ,, OpenVMS whitepapers 
briefs 

,, s o ~ a r e  products library ,, ask OpenVMS 

,, "OpenVMS and Windows NT Integration for  ,i OpenVMS.org site 
Dummies" book 

penVMS t ra in ing  

,, OpenVMS primer for system managers 

,~ buy online or cel l  1800.282.6672 

,, OpenVMS course descriptions 

Figure 8-26 Note that it's located under freeware on the OpenVMS home page. 

..~ http:/f,,vw'w, openvms, c ornpaq.com/openvms/freeware/ 

Ope nVM8 9oftwa re 
. operating system 
- OpenVMS clusters 
,, OpenVMS Gala×y 
. internet products 
,, networking 
• , system management 
,, storage management 
., ~.ecu rity p rod ucts 
~, application development 

and integration 
,, ~4~ftware licensing 
., SPD listings 
,, whltepapers 
,, ask the wizard 
,, traming 
,, OpenVMS books 

,, IOE audio CO drivere and associated .llp$ DIAGNOSE examples 

- DECspell for OpenVMS Alpha 

,, EWS 

,, DeCus clinic documentation 

,, .booting Ope.qVMS on Mulrtia 

,, updated SDL 

), ODenVMS hobbytgt pto(:l_ mm 

,, freeware archives 

The Freeware CD-ROM is generatly included with major OpenVMS operating system 
distribution kits Isuch as the V7.1 and V7.2 kits), and is not separately orderable. The 
contents of various Freeware CD-ROM kits can be downloaded from this and from 
other websites -- please, see the OpenVMS Frequ.ently Asked Questions f, FAO~I for the 
Iocatio ns of websites sewing the Freeware CD-ROM. 

h ~ t o  buy 
~, co nfigu ratio n assista nce 
,, buying assistance. 

e nterpri~e initiative9 

Figure 8-27 Then choose the OpenVMS Web solutions. 
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http:/fw'ww+0penvms:c0mpaq:com/ebusine ss/techn0!0gy.P 

pet=VM5 techno logy  s u p p o  

OpenVMS information 

, OpenVMS boot contest 
,, what's new on our site 
, ,  send us your comments 

net~ end promotiong 

,, announcements 
~, news 

promotions 
,, newsletters 
...................................................................... 

hp OpenVMS systems 

,, hp OpenVMS software 
. hp OpenVMS solutions 
,, hp OpenVMS support 
. hp OpenVMS services 
,, success stories 

OpenVMS offers technology to support e-businesssolutions. 

eb browser 

,, Compaq Secure Web Browser for OpenVMS Alpha (basedon Mozi#a) 
,, Moziila 
, LYNX 
,, Net.scape Navigator V3.03 for OpenVMS Alpha 

Netscape Navigator V3.03 for OpenVMS VAX 

eb serve{ 

,, OSU HTTP server 
. CEFIN HTTPD -..,er~r 
,, WASD VMS Hypertext Services 

)nnector 

i ,, D ECformsWeb Connector 
~, TPWeb Connector 

~, OpenVMS documentation + " QfficeServer Web interface 

,, OpenVMS e~e.nts ...~.~ t,~,~l n xzess tool  

.............................. ~, Attunity Connect 
~, BridgeWorks 

OpenVMS e-business + +, Information Builders WebFOCUS 

Figure 8-28 Then choose the OpenVMS secure Web server based on Apache. 

: ~  http:lfw'ww.openvms,compaq,com/openvmslproductstips/~ 

UN+TED STATF.$ 

OpenVMS systems t OpenVMS I1 web enabled t apache I 

hp OpenVMS systems 
Compaq secure web server 
(based on apache) 

empaq secure web server + home peg, 

Ope nVMS information 

~, OpenVMS boot contest 
, what's new on our site 
~, send usyour comrnentz. 

news and promot iom 

>, announcement~ 
~ news 

promotions 
, newsletters 

~, download CSWS_JAVA (Apache Tomcat) v2.0 (Oc~ber 22.20O2) 

• , download CSWS_PHP v1.1 (October 2.2.2002) 

~, .software pa'mh kits (Septerdoor 12. 2002) 

Compeq is pleased to provide you with V e ~  I +3, a !!e.w C o m ; ~ u p ~ r t e d ,  
customer |~lease version of  Compeq Secute Web Se~er tot" OpenVMS Alpha 
(besed on Apeehe). The Compaq Secure Web Server is a powe flu I, fie x ibte, H]-I'P/1.1 
compliant web server that includes Secure Sockets Layer (SSL) through rnod_ssl and 

Figure 8-29 Choose the secure Web server. Then choose to download the software. 
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..... lli;o ........ g    ![?  ,iiii iii;iii?iiiiiiiiiii:iiii?iiiiil i?:?iiiiiii ,iii iiiii i,li , :i  !iii i i ....... i ..................... N ......... 

I]] .............................................. 01:,e:"VMS ,ystem, iOp~nVMS 11 web enabled I apache I J" 

iiiiiii!il 

i n ~ ii n t ~ 

OpenVM8 information 
. OpenVMS boot contest 
,, what's new on our site 
,, send us your comments 

news and promotions 
. announcements 
. news 

promotions 
,, newsletters 

. . . . . . . . . . .  

hp OpenVMS systems 
~, hp OpenVM£ software 
. hp OpenVMS solutions 

hp OpenVMS systems 
Compaq secure web server 
(based on apache) 

Illrll:lOlllllnt: SSL data transport requires enoryption. Many governments, including the 
United States, have restrictions on the import and export of cryptographic algorithms. 
Please ensure that your use of SSL is in compliance with all national and international 
laws that apply to you. 

Please read the following export compliance statement. If you agree to the terms, 
please click on the "Aooepf' button. 

If you do not agree ~o the terms, click on the "Decline" button in which case you will not 
be permitted to proceed. 

COMPAQ COMPUTER CORPORATION 
EXPORT COMPLIANCE STA'[EM ENT 

i] Corn paq Corn pute r Corporation is s ubject to e x port laws of the U.S. and of the ..... . :  
~iJ country of transection. Customer agrees that he/~he is not prohibited by the U,S. 'iii~ ..... 
iii j or other government e x m .  control regulations from receiving thkl s o f l ~ r e  or ,if:? !! 

!ii'~!!~ii'~'~!@!'~!!i!~i!i!t!i!iiiii~ !~ i!!'~i!i!ii!!!i!i'~i#i!i!ii'~!i!!'~!iii~i!i!i!~:!iii','~!i!iiii!ii!ii !̀ ì~!i!iiii!ii!iiiii!i!iì~iiì !iiiiiì~!iiii~ii!~!~iì~iiiiiì ìiii~!iiiiiiì~ì iii!!iiiiiiii!iiiiii!iiiiiiii;i;i!̀ !̀i~ì ii!~iiI ~ 
Figure 8-30 Read the export restrictions carefully; we wouldn't want you to violate the laws of the 
United States. 

., news 
pro motio ns 

. newsletters Title: ~ i!!:: 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  i!! 
hp OpenVMS systems First name: iJ0hn iiii iiii 
., hp OpenVMS softcvare Last name: [WisnJewski iiii:. 
. hp OpenVMS .solutions i~i: !̀!I 
. hp OpenVMS support Job title: iNioe Guy iiiiiiiiiii::!iiii 
. hp OpenVMS ~.er,.ices Company . . . . .  IHP ;;i!i!iii!!! 
- success stories iiii{~iiiil 
. OpenVMS d . . . . . .  tation Email add . . . .  i,vis nie'w'ski@vrns . . . .  corn ii!iiiii!il;: " 

.......... 

CSWS for OpenVMS ,;-,~ J ~ 

~." sourceOpenVMScodee-b usineZ~for CSWS for ~ ~ h e  oPeratin£ s y s t e m ~  are you using? 

OpenVMS Alpha (including iii!i !! 
SSL) Which TCPJIP stack are ~ ?  i~ 

. source code for Apache 
vl.3.1,~ for OpeoVUS i ~ :~:::. 
Alpha ii!ii 

~, download CSWS kit .................................................... ============:/==.== ................ ~ ............... ~:':: .~.~:c::-:.~:~::::~::::~...;:~:. 
)1 CSWS documen ta t i on  
. supported CSWS Thank you for completing this survey. 

configurations . return to the Corn0ao Secure Web .S~r~r for OoenVMS home oaoe ii~:~i 

Figure 8-31 Fill out the information about who you are. (Don't worry, the Linux folks already know 
who you are.) 
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L http/tw'ww.openvms.comp 

Lq~HTeO STAT~S 

C~enVMS sYsterns I OpenVMS I I ~ I. apache.l 

hp OpenVMS systems 
Compaq secure ~ web server 
(based on apache) 

~wnload ki 

OpenVMS informstion 
~i. OpenVMS boot contest 
,,what's new on our site 
'i ~ n d  .us your comments 
....................................................................... 

~w.~. end promotior~ 
,, announcements 
,, news 
. promotions 
,~ rlews]ette rs 

Thank you for submitting the registrstion form. You need.only: register once, Please 
bookmark this page so you can download future kits when they become available. 

Please see the Documentation Pat;le_ for linksto the information you need to install 
and run the Compaq Secure WebServer for Open VMS Alpha..WheFi you download 
the kit, be sure that the file type of the saved file is .PCSFDCX-AXPEXE. 

Seethe Soflwar~e PatchKits page for information about required security patch 
kits .for the Compaq Secure Web Server 

'i~Mi ~ i :  When  You. p ress  [ ) o w n l o ~ . N o W ; : = i ~ u : : ~ . t o  t he  t e r m s  in 

Figure 8-32 Really--only one more page to go! Now download the file! 

Figure 8-33 Open DECterm and change the directory to where the CWSW kit is that you've just 
downloaded. You must expand this kit before you use it by running the program (it's self-extracting). 
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Figure 8-34 Just take the default to the questions and the file will be expanded in the same direc- 
tory this *.axpexe file is in. 

E ~:: ~e~ i  I' . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  [ . . . . . . . . . . . . . . . . . . . . . . . . . . . .  ~ . . . . . . . . . . . .  . . . . . . . . . . . . . . . . .  ; I 

I 
Options: [output_file_specification [input_file_specification]] Ii 

l 
The decompressor needs to know the filename to use for the Ii 
decompressed file. If you don't specify any, it will use the li 
original name of the file before it was compressed, and li 
create it in the current directory. If you specify a lii 
directory name, the file will be created in that directory, ii 

m 
Decompress into (file specification): ~]i 

opening and checking compressed file... ~i i 
Decompressing (press Ctrl-T to watch the evolution)... I 

Creating decompressed file... BI 
Original file specification: ROOT$:[APACHE.KIT]CPQ-AXPVMS-CSWS-V0103--1.~ 

PCSI; i ~i 
Decompressed file specification: DKB0:[KITS]CPQ-AXPVMS-CSWS-V0103--I.PCS~ii 

I;l ~i 
Successful decompression, decompression report follows: I 

File Size: 17364.34 Blocks, 8682.17 Kbytes, 8890544 bytes 
Decompression ratio is I to 1.64 ( 64.29 % expansion ) ~i 
Elapsed CPUtime: 0 0 0 : 0 0 : 0 2 . 2 0  
Elapsed time : 0 00:0.0:03.!7 ~i 
Speed : 538848.00 Blocks/min, 269424.00 Kbytes/min, 4598169.50 bytes/sec~i 

s| M 
Figure 8-35 Successfully expanded you get the inbrmation on the compressed file. (Remember to 
save the green bar if you are doing the install from an LA120 at this point.) 
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Figure 8-36 Verify the kits you've downloaded and expanded. You must locate the *.PCSI file and 
run an install with $product install csws. 

Figure 8-37 The installation procedure will run and then give you a few directives to complete the 
installation. 
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Figure 8-38 Read and record the directives or follow along as we customize the install. 

S 
s 
s 
s 
s 
s 
s 
s 
s 
s 
$ 
s 
$ 
s 
S 
$ 
$ 
s 
$ 
s SHOW DEF 

SYS $ SYSROOT: [:SYS~OR ] 
SYS$SYSROOT: [ SYSMGR] 

= SYS$CO~ION: [ SYSHGR ] 
$ E DIT  SYSTARTU]~_VHSoCOM 

Figure 8-39 Change the directory to sys$manager: and edit systartup_vms.commthe system star- 
tup file. 
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$! ..................... Start up OpenVMS registry 
$ define/system/exec regSto_be_started true 
$ define/system/exec sysSregistry SYSSSYSDEVICE:[VMS_REGISTRY] 
$@sys$startup:reg$startup.com 
$! 
$! 
$! Setting up Advanced server 7.3 
$! 
$ @SYS$STARTUP:PWRK$STARTUP 
S! 
S! 
$ DEFINE/SYSTEM/EXEC SYSUAF s,,,sSco~oN: [ S~,SEXE ]SYSUAF. DAT 
$ DEFINE/SYSTEM/EXEC RIGHTSLIST 

S, 
SYS$COMMON:[SYSEXE]RIG~TSLIST.DAT 

$! ............................ STARTUP APACHE SECURE WEBSERVER 
SYS$STARTUP:APACHE$STARTUP.CO~,I 

$! 

S' 
$ EXIT 
[End of file] 

447 lines read from file sYSSCOMMON:[SYSMGR]SYSTARTUP_VMS.COM;27 
s| 

Figure 8-40 Add the line to start up Apache at the bottom of the system startup file and save it. 

n 

$, 
I]~: o. .  ~,e ,. , ,  e.~en.,on~ liH 

]~ IH 
eli 

1",~ ' ' ' ' ' ' ' ' ' ; ' ' ' ' ' ' ' ' ' ' ' ' ' ° ' '  . . . . .  In  
ilS e x i t  ~ B[[] 

Figure 8-41 Add a line to shut clown Apache in syshutclown.com when the system does a controlled 
shutdown. 
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Figure 8-42 Edit the system manager's Iogin.com script to add Apache startup and shutdown 
commands. 

$ IF FSMODE() .NES. "INTERACTIVE" THEN GOTO ENDINTER 

S! 
$! Put commands that you want executed only on an interactive login 
$! between this comment and the "ENDINTER:" symbol. 

S! 
$! E*DIT :==EDIT/EDT/COMMAND=SYSSLOGIN:EDTINI.EDT 
$ SHUTDOWN == "@SYS$SYSTEM:SHUTDOWN 0 SHUTDOWN YES NO LATER NO NONE .... 
$ REBOOT == "@SYS$SYSTEM:SHUTDOWN 0 SHUTDOWN YES NO LATER YES NONE" 
$ SHUTDOWNt == "@SYS$SYSTEM:SHUTDOWN" 
$ @SYS$MANAGER:PWRK$DEFINE-COMMANDS.COM 
$ PWRKSHOW:==@SYSSMANAGER:PWRK$SHOWSYS.COM 

$ 
$ENDINTER: 
$ IF FSMODE() .NES. "BATCH" THEN GOTO ENDBATCH 
$! 
$! Put commands you want executed only in batch mode between this aomment 
$! and the "ENDBATCH:" symbol. 

I 
!i129 lines written to file SYS$COMMON:[SYSMGR]LOGIN.COM;5 

iS 
U 

Figure 8-4:? Add the lines for APACHEON AND APACHEOFF, so that when the system manager 
logs in he or she can turn Apache on and off easily! 
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S 
S 
$ 
S 
$ 
S 
S 
S 
$ 

S 
S 
S 
S 
S 
S 
$ 
S 
$ 

$ 

iS 
EDIT SYLOGICALS.CO~ 

. . . . .  

Figure 8-44 Edit the SYLOGICALS.COM file, which defines system Iogicals at system boot/startup. 

$ SET CONT 
$: 
$! LOGICALS 
$! . . . . . . . .  ==== 

$ LROOT :==DEFINE/SYSTEM/EXEC/NOLOG/THANS=(CONCEALED,TERMINAL) 
$ LDIR :==DEFINE/SYSTEM/EXEC/NOLOG 
$ DEFINE/SYSTEM OPC$OPA0_ENABLE FALSE !DON'T USE OPA0 FOR OPCOM MESSAGES 
$! DEFINE/SYSTEMKER$COMM TTA2 
$! DEFINE/SYSTEM/EXEC VMSKEHMIT SYSSLOGIN:VMSKERMIT.INI 
$! ................ -SOFTWARE DIRECTORIES .................. 
~$ LROOT WSKISHOME VMSONESDKBI00:[WSKISHOME.] 
$ LROOT USER ISHOMEVNSONESDKB100:[USERISHOME.] 

$ LDIR sys$operator SYS$SYSDEVICE:[SYSSOPERATOR] 

S! 
S! 
$! 
$! This command procedures defines site-specific logical names. It 
$! also contains space for user-defined logical names. 

312 lines written to file SYS$COMMON:[SYSMGR]SYLOGICALS.COM;II 

s| 
Figure 8-45 Define the "home" logical, so that the VMS users can use Apache from their home/Iogin 
directories. 
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S ~ 

S 
$ 
S 
$ 
$ 
S 
S 
S 
S 
S 
S 
S 
S 
S 
S 
$ DIR USERI$HOME: [OPCOM] , .D IR 

Directory USERI$HOME : [OPCOM] 

PUBLIC_HTML .DIR; 1 STOR. DIR; I 

Total of 2 files. 

s| 
Figure 8-46 Users can create a subdirectory (from their login directory) called [ PUBLIC_HTML] 
that can contain their personal home page or any Web pages they want to serve up once the home 
directory is defined for Apache You'll address personal Web pages from your browser as 
http://vmsone com/-opcom to get access to these or other users' Web files 

:::i i " i' iii!iii,,iiiiii °" 

Figure 8-47 Ensure that each user's Webpage subdirectory should include an INDEX.HTML file. 
Without INDEX.HTML, the files in the subdirectories can be viewed and retrieved by the Web 
browser. 
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I 
S - , . . . . . . . . . .  i~ 
s ,i 
s ] 
s i 
s .i 

s il 
s .!,, 

i 
s i 
s i 
s ~ 

s , 

$ @sys$manager: apaches config~ 

Figure 8-48 Before starting up the server for the first time, you must run Apache$config corn 

I ~  

s 
s 
s 
$ @sys$manager:apache$config 

Compaq Secure Web Server for OpenVMS Alpha 
[based on Apache] 

This procedure helps you define the parameters and the 
operating environment required to run the Compaq Secure Web 
Server on this system. 

Please provide the device and directory where the kit was installed. 

Device and directory where the kit was installed? [SYS$COMMON:[APACHE]] 

Please provide the device and the directory for this specific system. 
Each system in a cluster has its own rooted logical name for writing 
system-specific files (e.g. the LOG files). The device and directory 
specified here will be used exclusively by this system. This command 
procedure creates the system-specific directory and the necessary 
subdirectories. You do not need to create these directories yourself. 

Device and directory for this system? [SYS$COMMON:[APACHE.SPECIFIC.VMSONE]] 

Figure 8-49 Take the defaults from this proceedure to get a running Apache (at least the first time 
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Figure 8-50 Answer yes to starting up the server/service. 

r ~ - - ~  ~ _ - -  - - ~  

i t  
You can specify an optional server startup procedure that executes before ~i[ 
the server image is started. I' 

If you do not specify a startup procedure, the default startup procedure, iil 
APACHE$ROOT:[000000]APACHE$SERVER_STARTUP.COM, will be executed, if it nil 

exists, li 1 

No server startup is defined for this server, lil 

Change server startup? [NO] yes ~I 
Server startup procedure for this server (optional)? [NONE] Ril 

ml 
You can specify an optional server shutdown procedure that executes after ~I 
the server image terminates. ,, 

If you do not specify a shutdown procedure, the default shutdown procedure, nil 
APACHE$ROOT:[000000]APACHE$SERVER_SHUTDOWN.COM, will be executed, if it ii 

exists. II 

No server shutdown is defined for this server, nil 

Ill 

Figure 8-51 Add a server shutdown definition for this server. 
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Figure 8-52 Choose yes to define systemwide Iogicals or No to exit procedure. 

Figure 8-53 If SSL is installed, choose yesl if not, say no. 
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Figure 8-54 Set the ownership of the CSWS files (just to make sure) and make sure that the 
HTDOCS directory's protections are set correctly. 

There are cur ren t ly  no opt ional  command-line arguments. I I  

Change this value? [NO] ili 

To operate successfully, the server processes must have read access ~I 
to the installed files and read-write access to certain other files I!I 
and directories. Compaq recommends that you use this procedure to ~I 
set the owner UIC on the CSWS files and directories to match the server. ~il 
You should do this each time the product is installed, but it only has ~il 
to be done once for each installation on a cluster. ~il 

WARNING: The owner UIC for some files in APACHE$COMMON:[000000...] is lil 
not the server UIC (APACHESWWW). This may cause the web server process ~iI 
to fail with a protection violation, i![ 

Set owner UIC on CSWS files? [YES] .~iil 

Settling ownership on files. This could take a minute or two .... iil 
ml 

Configurat ion is complete. To s t a r t  the server :  ~[  

$ @SYS$STARTUP:APACHE$STARTUY.COM mini 

s m ........................................................................................................................................................................................................................... 

Figure 8-55 After Apache$config.com completes, get ready to start up Apache for the first time (you 
may even load your HTML files into APACHE$ROOT:[HTDOCS...] before you start up. 
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Figure 8-56 Run the Apache startup and look for the process creation message. If you want to 
see that the Apache processes are running, just do a $ SHOW SYSTEM/PROCESS=APACHE* 
command. 

Figure 8-57 Use your favorite browser and verify that your VMS Apache-based Web server is up 
and running! Congratulations, you've installed and configured Apache for OpenVMS! 
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Linux and OpenVMS--The Future 

In my day I've seen PDP 16-bit systems, VAX 32-bit systems, Alpha 64-bit systems, 
and now Itanium 64-bit systems. No doubt there will be a few more hardware 
platforms and systems in the general-purpose computing world before I 'm ready to 
retire. Already Itanium supports 64-bit Linux, and the plan is to have OpenVMS and 
its layered products ported to Itanium by early 2004. What platform do we use when 
Windows, Linux, UNIX, VMS, NSK, and a host of other operating systems all run on 
the same hardware? As hard as it is to hear for many folks, one operating system isn't 
the answer for all computing jobs. 

As we move forward with our industry, we need to look for the right tool for the right 
job and not be hung up about every computer being the same. Same interfaces, same 
applications, same tools? Certainly! Not the same operating environment. 

We have needs for desktops, mid-range servers, super servers, clusters, and disaster- 
tolerant clusters; these aren't deployed just on a single OS--it 's interoperability that 
gives us more choices, less cost, and better solutions for computer needs across our 
industry. 

The features that are hallmarks for Linux simply don't add value at the high end of 
commercial systems, and without specific funding for that market niche, they may 
never become part of the Open Source and GNU world. The OpenVMS features that 
make it the best tool for 24/7/365 operations won't  win any friends down on the 
desktop because that's simply not its forte. 

Common ground, common applications, and common server applications are a great 
start to solving new problems, but learning about all the computing options that are 
available today lets us solve future problems that we couldn't solve using a single 
technology. 

Linux, OpenVMS, and Open Source will be around for at least the next 20 years. I 
hope that we can all learn from today and make interoperability between systems and 
people that much better in the future. 

See you in the future. It's where we' re all destined to spend the rest of our lives! 
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Chapter 9 - -  A Compendium of Open Source Tools 
for OpenVMS and Linux 

Open Source Tools 
Look for the latest versions of these products when you want them (it's always best to 
use the latest!). 

BASH bash is the GNU Project's Bourne Again shell, a complete implementation of 
the POSIX.2 shell specification with interactive command-line editing, job control on 
architectures that support it, csh-like features such as history substitution and brace 
expansion, and a slew of other features. Here is a short list of some of the features 
available in BASH. 

OpenVMS distribution. 

http://www.openvms.compaq.com 

http-//cnswww.cns.cwru.edu/-chet/bash/bashtop.html 

BZIP Is another Open Source ZIP. Net says it's better then GZIP. 

http-//www.dlhoffman.com/publiclibrary/RPM/BByName.html 

http-//www.ourservers.net/openvms_ports/bzip2/bzip2 contents.html 

Cir¢IeMUD is a multiuser dungeon (MUD) game system written by Jeremy Elson, 
originally at Johns Hopkins University's Department of Computer Science (I 
graduated in May 1996). CircleMUD is a derivative of DikuMUD Gamma 0.0, which 
was written in 1990 at DIKU, the Department of Computer Science at the University of 
Copenhagen, by Katja Nyboe, Tom Madsen, Hans Henrik Staerfeldt, Michael Seifert, 
and Sebastian Hammer. 

http://www.circlemud.org/ 

http-//www.ourservers.net/openvms_ports/circlemud 

/circlemud contents.html 

Corba The OMG specification suite defines just the environment; CORBA enables 
natural interoperability regardless of platform, operating system, programming 
language, or network hardware and software (although CORBA defines a mandatory 
TCP/IP-based protocol for interoperability over the Internet and most intranets). 

http : //www. corba, org 

http : //www. openvms, compaq, com/openvms/brochures / appdev/pages 

/ PAGE7. HTM 
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Emacs 

http : //www. gnu. org/directory/GNU/emacs, html 

http: //vms. gnu. org/software/releasedl/ 

FreeCiv is a free turn-based multiplayer strategy game in which each player becomes 
the leader of a civilization, fighting to obtain the ultimate goal. 

http : //www. freeciv, org/ 

h t tp : //www. ourservers, net/openvms_ports / index, html 

ht tp : //www. ourservers, net / openvms_ports / freeciv 

/ freeciv_contents, html 

GIMP is the GNU Image Manipulation Program is a freely distributed piece of 
software suitable for such tasks as photo retouching, image composition, and image 
authoring. This site contains information about downloading, installing, using, and 
enhancing GIMP. This site also serves as a distribution point for the latest releases, 
patches, plugins, and scripts. We also try to provide as much information about the 
GIMP community and related projects as possible. 

http://www.gimp.org 

GNUCC GCC development is a part of the GNU project, aiming to improve the 
compiler used in the GNU system, including the GNU/Linux variant. The GCC 
development effort uses an open development environment and supports many other 
platforms in order to foster a world-class optimizing compiler, to attract a larger team 
of developers, to ensure that GCC and the GNU system work on multiple 
architectures and diverse environments, and to more thoroughly test and extend the 
features of GCC. 

http://gcc.gnu.org/ 

GNUPG stands for GNU Privacy Guard and is GNU's tool for secure communication 
and data storage. It can be used to encrypt data and to create digital signatures. It 
includes an advanced key management facility and is compliant with the proposed 
OpenPGP Internet standard described in RFC 2440. As such, it is aimed to be 
compatible with PGP from NAI, Inc. 

http://www.gnupg.org/ 

GTK+ is a multiplatform toolkit for creating GUIs. Offering a complete set of widgets, 
GTK+ is suitable for projects ranging from small one-off projects to complete 
application suites. 

http" //www. gtk. org 

ht tp- //www. openvms, compaq, com/openvms/products/ips/gtk, html 

http- //www. ourservers, net/openvms_ports/gtk/gtk_contents, html 
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OpenSSL The OpenSSL project is a collaborative effort to develop a robust, 
commercial-grade, full-featured, Open Source toolkit implementing the Secure 
Sockets Layer (SSL v2/v3) and Transport Layer Security (TLS vl) protocols, as well as 
a full-strength, general-purpose cryptography library managed by a worldwide 
community of volunteers who use the Internet to communicate, plan, and develop the 
OpenSSL toolkit and its related documentation. 

OpenVMS distribution 

http : //www. openvms, compaq, corn/ 

http- //www. openssl, org 

PERL is a popular and powerful scripting language for Linux and other OSs it works 
well with Apache. 

http : //www.perl. com 

http- //www. openvms, compaq, com/openvms/products / ips / apache 

/ c sws_modper I. html 

PHP is a server-side, cross-platform, HTML-embedded scripting language that lets 
you create dynamic Web pages. PHP-enabled Web pages are treated the same as 
regular HTML pages, and you can create and edit them the way you normally create 
regular HTML pages. 

http" / /www.php.net  
http" //www. openvms, compaq, com/openvms/products/ips/apache 

/ c sws_php, html 

POVray, the Persistence of Vision Raytracer, is a high-quality, totally free tool for 
creating stunning three-dimensional graphics. It is available in official versions for 
Windows, Mac OS/Mac OS X, and i86 Linux. The source code is available for those 
wanting to do their own ports. 

http://www.povray.org/ 

http://www.software.ethz.ch/OpenVMS_AXP_Distr 

/9601-OpenVMS_Freeware.html 

http://www.ourservers.net/openvms_ports/povray/povray_contents.html 

http://www.ourservers.net/openvms_ports/megapovray 

/megapovray_contents.html 

PYTHON is an interpreted, interactive, object-oriented programming language. It is 
often compared to Tcl, Perl, Scheme, or Java. 

http : //www. python, org 

http- //www. pi -net. dyndns, org/docs/python_vms / genman/toc_gen, html 
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SAMBA is an Open Source/Free Software suite that provides seamless file and print 
services to SMB/CIFS clients. SAMBA is freely available under the GNU General 
Public License. 

http- //www. samba, org/ 

http : //de. samba, org/samba/ftp/Binary_Packages/vms / 

RADIUS is the Remote Access Dial-In User Service, an authorization, authentication, 
and accounting client/server protocol. RADIUS is the de facto industry standard for 
remote access AAA (authentication, authorization, accounting), as well as an IETF 
standard. In general, it's a network daemon (network process) that performs 
authentication, authorization, and accounting actions when someone logs in on a 
network. 

http : //www. freeradius, org / 

http- //www. radiusvms, com 

VNC, or Virtual network computing, is a remote display for Windows systems (X 
and MS). 

http- //www. uk. research, att. com/vnc 
http: //www. tmk. com/ftp/vms-freeware/fileserv/vnc333rlvms011, zip 

Vim is an almost compatible version of the UNIX editor Vi. 

http://packages.debian.org/unstable/editors/vim.html 

http://www.thomer.com/vi/vi.html 

WGET GNU WGET is a free software package for retrieving files using HTTP, HTTPS, 
and FTP, the most widely used Internet protocols. It is a noninteractive command-line 
tool, so it may easily be called from scripts, cron jobs, terminals without X support, 
and so on. 

http : //axp603 .gsi. de- 8080/www/vms/sw/ger/wget.htmlx 

http://wget.sunsite.dk/index.html 

OpenVMS and Linux Open Source Archives 

http : / / v m s .  gnu. org 

http : / /www.  openvms, compaq, com/openvms / freeware 
ht tp : //vms. process, com/f i leserv-so f tware, htmlp9 
http : //www. ourservers, net / openvms_ports / index, html 

http : //www. gnu. org/directory/GNU 

See the VMS Web site for Open Source ports by VMS engineering. 
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proceeding with, 138 
product install command, 136 
system reboot, 140 
verification process, 139 
VMS system startup file edit, 139 
See also OpenVMS Advanced Server 

installation / configuration 
Advanced Server processes configuration, 

140-49 
administrator password, 147 
cache memory selection, 142 
changes verification, 146 
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Apache binaries download, 157 
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configuration file, changing, 165 
• / configure script execution, 162-63 
file unzip, 160 
httpd-2.0.43 directory structure 
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httpd.conf edit, 164 
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165 
Linux direction location, 158 
make command execution, 163 
make install command execution, 164 
process status command execution, 166 
rc.local file edit, 168 
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tar archive expansion, 161 
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177 
Apache startup, running, 183-84 
CWSW files ownership, 183 
CWSW server, pulling down, 168-69 
directives, reading/recording, 175 
expansion success, 173 
export restrictions, 171 
file download, 172 
"home" logical definition, 178 
installation procedure, running, 174 
kit expansion, 172 
kit expansion verification, 174 
login.com script edit, 177 
OpenVMS secure Web server based on 

Apache selection, 170 
OpenVMS Web solutions selection, 169 
personal Web pages addressing, 179 
run verification, 184 
secure Web server selection, 170 
server / service startup, 181 
server shutdown definition, 181 
SSL and, 182 
syshutdown.com shut down line, 176 
SYSLOGICALS.COM file edit, 178 
systartup_vms.com edit, 175 
system startup file start up line, 176 
systemwide logicals definition, 182 
user Webpage subdirectory, 179 
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B 
BASH, 187 
Berkeley Standard Distribution (BSD), 16 
BIND/DNS, 26 
Boot disk 

OpenVMS, 14 
RedHat Linux, 14 

BZIP, 187 

C 
CircleMUD, 187 
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Common Data Security Architecture, 55 
Common Desktop Environment (CDE), 57 

Common Internet File System (CIFS), 115 
Compaq SSL (Secure Sockets Layer)for 

Open VMS Alpha, 55 
CORBA, 187 
Create / terminal command, 59, 62 

D 
DECnet, 15, 16 
DECwindows 

applications, 63 
unstable, making, 68 

Default gateway / router address 
finding, 21 
setting, 23 

Defense Information Infrastructure 
Common Operating Environment 
(diicoe), 3 

Domain names, 20 
Domain name service (DNS) servers, 20 

address, 20-21 
configuring, 23 

E 
E-business infrastructure, 4 
Emacs, 188 
E-mail, 71-113 

ALL-IN-1 program, 73 
history, 71-73 
IMAP, 74 
Internet, 73-74 
Microsoft Exchange program, 73 
Mozilla, 74, 93-112 
Open Source, 113 
POP3, 74 
programs, 73 
UUCP, 71-72 

E-mail clients setup, 93-112 
configuration, 104-12 
Mozilla installation (Linux), 93 
Mozilla installation (OpenVMS), 99-104 

E-mail server configuration, 75-92 
ANTI-SPAM configuration file, 88 
ANTI-SPAM features, 86, 87 
ANTI-SPAM rules file, 88 
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IMAP protocol configuration, 78 
IMAP service enabled, 80 
IMAP services activation, 79 
logicals definition, 91 
login, 75 
OpenVMS system startup file, 90 
POP3 protocol, enabling/starting, 81 
POP3 protocol verification, 82 
POP protocol selection, 80 
postmaster settings, 85 
receive log files, 87 
Server Components menu, 78 
SMTP activation, 77 
smtp.config ANTI-SPAM file, 90 
SMTP configuration, 83 
SMTP configuration syntax, 85 
SMTP options, 84 
SMTP processes, stopping / restarting, 92 
SMTP relay/local handling, 87 
SMTP RELAY option, 86 
substitution domain setting, 84 
SYSTEM / EXECUTIVE level logicals, 91 
system startup file edit, 91 
TCP/IP client changes option, 76 
TCP/IP Configuration menu exit, 83 
TCP/IP manager utility, 83 
TCP /IP Service Configuration menu, 81, 

82, 83 
TCP / IP Setup menu, 75 
TCP/IP SMTP mail services activation, 

76 
template, 89 

Encryption, 35-55 
SSH, 35-36 
SSL, 36 
Stunnel, 37-55 
See also Security 

Equipment, 9 

F 
File Transfer Protocol (FTP), 26, 32 
FreeCiv, 188 

G 
GIMP, 188 
GNUCC, 188 
GNUPG, 188 
Graphical libraries, 57 
GTK+, 188 

H 
Host names, 20 

I 
IBM's SNA protocols, 15, 16 
IEEE 802.X standards, 17 
Internet Message Access Protocol (IMAP) 

configuration, 78 
defined, 74 
enabled, 8 
selecting, 106 
services, activating/starting, 79 
See also E-mail 

IP addresses, 19-20 
classes, 19 
defined, 19 
obtaining, 20 
as scarce commodity, 20 

K 
Kerberos, 57-58 
Known ports, 32-35 

banners, 32-33 
defined, 32 
information, 32 
for Linux and OpenVMS, 33-35 
port 80, 32 
Telnet and, 33 
walking, 33 
See also TCP/IP 

L 
Line Printer Daemon (LPD), 26 
Linux 

advantages, 6 
Apache Web server installation, 156-68 
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benefits, 1 
configuring TCP/IP on, 22-24 
features, 5-6 
future, 185 
history, 5 
known ports, 33-35 
laptops, 5 
Mozilla installation, 93-99 
networking, 17 
OpenSSL for, 36, 189 
platforms, 2 
reasons for using, 5-6 
RedHat boot disk, 14 
RedHat Install CD-ROM, 11, 12 
SAMBA installation, 116-23 
security information, 56 
security story, 29-31 
servers, 6 
SSH, 35 
Stunnel client installation, 51-55 
workstations, 5-6 
xhost command, 60 
X Windows applications, 67-70 
X Windows display terminals, 6 
See also OpenVMS 

Linux systems 
legitimate reasons for breaking into, 10- 

11 
NSLOOKUP from, 28 
physical access to, 11 
root password, changing, 11-12 
TCP/IP tools, 27 

Mail client configuration. See Mozilla 

configuration 

Microsoft Exchange program, 73 

Mozilla 
defined, 74 
Get Messages button, 110 
kit, 93 
Web browser window, 104 
write / reply with, 112 

Mozilla configuration, 104-12 
account information verification, 108 

account password, 108-9 
completed, 109 
Edit menu, 105 
e-mail account selection, 105 
POP / IMAP selection, 106 
user name / account, 107 
user name and e-mail address, 106 
window, 104 
See also E-mail clients setup 

Mozilla installation (Linux), 93-99 
automatic, 93 
completion, 99 
file expansion, 94 
installation dialog, 95 
installation type, 96 
kit directory, 94 
kit download, 93 
location directory, 97 
•/mozilla-installer script, 95 
proceeding with, 98 
public licenses, 96 
status bars, 98 
See also E-mail clients setup 

Mozilla installation (OpenVMS), 99-104 
endif portion of process check, 102 
exit, 104 
installation kit, 100 
kit directory, 99 
login, 99 

Mode_interactive, 101 
$PRODUCT INSTALL command, 100 
run authorize, 103 
shortcuts definition area, 101 
SYSLOGIN.COM file edit, 100 
uaf>modify command, 103 
See also E-mail clients setup 

MultiNet SSH product, 35 

N 
NAT technology, 20 

Networking standards, 17-18 
Network manager, 18-21 

importance, 18 
questions, 19-21 
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O 
Open Source, 1, 6 

e-mail, 113 
future, 185 
growth in marketplace, 16 
ports for VMS engineering, 190 
security risk, 56 
See also Linux 

Open Source Security for Open VMS Alpha 
Volume 1, 55 

Open Source tools, 187-90 
BASH, 187 
BZIP, 187 
CircleMUD, 187 
CORBA, 187 
emacs, 188 
FreeCiv, 188 
GIMP, 188 
GNUCC, 188 
GNUPG, 188 
GTK+, 188 
OpenSSL, 36, 189 
PERL, 189 
PHP, 189 
POVray, 189 
PYTHON, 189 
RADIUS, 190 
SAMBA, 115-23, 190 
Vim, 190 
VNC, 190 
WGET, 190 

OpenSSL, 36, 189 
OpenVMS 

abilities, 2-4 
active-active configuration, 2 
advantages, 6 
ANTI-SPAM features, 86, 87 
Apache based secure Web server, 168-84 
application display on Linux 

workstations, 58-59 
benefits, 1, 4-5 
boot disk 14 
Client menu, 25 
clustering, 2 
configuring TCP/IP on, 24-26 

core environment menu, 24 
cost of ownership, 4-5 
create / terminal command, 59, 62 
as deployment platform, 4 
diicoe, 3 
disaster-tolerant clusters, 2 
e-business infrastructure, 4 
e-mail server configuration, 75-92 
future, 185 
growth, 16 
high availability, 4 
history, 2 
hobbyist Web page, 9 
known ports, 33-35 
Linux X Windows application display 

from, 67-70 
Mozilla installation, 99-104 
networking, 17 
OpenSSL for, 36, 189 
Oracle 8, 2-3 
platforms, 2 
reasons for using, 2-5 
SAMBA for, 116 
security, 3 
security information, 55-56 
Server menu, 26 
service and support, 4 
shared file systems, 3-4 
SHOW-SET/DISPLAY command, 60-61 
SMB options for, 115-16 
SSH, 35 
Stunnel server installation on, 37-50 
TCP /IP Service Configuration menu, 81, 

82, 83 
timeshare, 3 
X Windows applications, 62-67 
See also Linux 

OpenVMS Advanced Server installation/ 

configuration, 123-53 
Advanced Server as domain controller 

configuration, 149-53 
Advanced Server processes 

configuration, 140-49 
installation, 134-35 
IP for Advanced Server configuration, 
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130-34 
registry configuration, 123-30 
See also Advanced Server 

OpenVMS IP for Advanced Server 
configuration, 130-34 

Enable / Start selection, 131 
PWIP driver selection, 131 
$SHOW SYSTEM command, 133 
successful installation message, 132 
TCP/IP Configuration menu, 130 
TCP/IP Configuration menu exit, 132 
TCPIP$PWIP_ACP process verification, 

134 
OpenVMS registry configuration, 123-30 

cluster or system logical table, 125 
directory / registry database creation, 127 
disk / directory selection, 126 
Registry configuration menu exit, 129 
registry startup, running, 130 
REG$TO_BE_STARTED logical 

definition, 125 
script 

@SYS$MANAGER:REG$CONFIG. 
COM execution, 124 

setup, 128 
success message, 128 
VMS startup file edit, 129-30 

OpenVMS systems 
cracks, 11 
HP's TCP/IP services for, 35 
legitimate reasons for breaking into, 10- 

11 
NSLOOKUP from, 28 
physical access to, 12 
startup script/command file edit, 41 
system parameters, 13 
system password, changing, 12-13 
TCP/IP tools, 27 

Oracle 8, 2-3 
OSI model, 17-18 

P 
Passwords 

Linux root, 11-12 
Mozilla account, 108-9 

Open VMS system, 12-13 
plain-text, scanning for, 31 
SMB, 120-21 

PERL, 189 
PHP, 189 
Port scanners, 32-33 
Post Office Protocol V3 (POP3) 

defined, 74 
enabling / starting, 81 
selecting, 106 
verifying, 82 
See also E-mail 

POVray, 189 
Privacy, 13-14 
Product authorization keys (PAKs), 9 
"Project Athena," 57 
PYTHON, 189 

R 
RADIUS, 190 
RedHat Install CD-ROM, 11, 12 
Request for Comments (RFC), 73 

S 
SAMBA, 190 

Advanced Server vs., 116 
defined, 115, 190 
as Open Source CIFS implementation, 

115 
for OpenVMS, 116 
SMB options for, 115-16 

Samba.conf file, 118 
SAMBA installation (Linux), 116-23 

daemon verification, 123 
Imhosts file configuration, 117 
NetBIOS daemon process, 122 
password verification, 121 
samba.conf file edit, 118 
Server Manager menu, 117 
server string, changing, 119 
SMB clients / servers specification, 119 
SMB daemon process, 122 
smbpassword, running, 120 
SMB password, setting, 120 
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smbusers edit, 118 
Secure sockets layer (SSL), 27, 36 

adding line for, 41 
Certificate menu, 43-46 
certificate tool, 42 
commercial implementation, 55 
defined, 36 
distributions, 36 
OpenSSL, 36, 189 
remapping requirement, 37 
See also Encryption 

Security, 29-56 
application, 33 
encryption, 35-55 
future, 56 
in insecure world, 55-56 
Linux, 29-56 
Open Source, 56 
OpenVMS, 3, 31-56 
tools, 29-56 

SHOW-SET/DISPLAY command, 60-61 
illustrated, 61 
parameters, 61 
See also OpenVMS 

Simple Mail Transport Protocol (SMTP), 27 
activating, 77 
configuration, showing, 83 
configuration syntax, 85 
e-mail relay/local handling, 87 
handling directory, 87 
mail services activation, 76 
options, 84 
processes, stopping / restarting, 92 
RELAY option, 86 
See also E-mail 

SSH, 35-36 
defined, 35 
Linux, 35 
MultiNet, 35 
OpenVMS, 35 
See also Encryption 

Stunnel, 27, 37-55 
defined, 37 
distributions, 37 
encryption, 37 

usefulness, 37 
Stunnel client installation (Linux), 51-55 

Linux Stunnel kit, 51 
make execution, 53 
make install execution, 54 
make script creation, 52-53 
make script questions, 54 
show process, 51 
Stunnel client command execution, 55 
Stunnel program building, 53 
subdirectory structure, 52 

Stunnel.EXE file, 48 
STUNNEL.PEM file, 47-48 
Stunnel server installation (OpenVMS), 37- 

5O 
backup saveset kit restoration, 42 
certificate of authority creation, 43 
certificate signing request creation, 44 
file location information, 40 
local certificate request creation, 45 
local certificate request signature, 45 
log on, 38 
OpenVMS logicals, 40 
PEM passphrase, saving, 46 
percentage complete count, 39 
postprocessing information, 39 
product install, 38 
SSL Certificate menu entrance, 43 
SSL Certificate menu exit, 46 
SSL certificate tool, 42 
SSL line addition, 41 
Stunnel command, adding, 49 
Stunnel.EXE file, 48 
STUNNEL.PEM file, 47 
STUNNEL.PEM file protection, 48 
stunnel_startup_server.com file, 49 
stunnel_startup_server.com file 

verification, 50 
stunnel_startup_server.com script, 

running, 50 
system startup script/command file, 41 

Stunnel_startup_server.com file, 49-50 
editing, 49 
script, running, 50 
verifying, 50 
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Subnet masks, 20 
System Message Block (SMB), 26, 115-53 

client / server specification, 119 
daemon process, starting, 122 
for disk sharing, 115 
options, 115-16 
password, setting, 120 

T 
TCP/IP, 15-28 

address, 19-20 
client application, enabling/disabling, 25 
client changes, 76 
configuring, on Linux, 22-24 
configuring, on OpenVMS, 24-26 
current state of, 17 
FTP, 26, 32 
golden ages, 15-16 
history, 15-16 
IMAP, 27, 74, 78, 79, 106 
known ports, 32-35 
LPD, 26 
manager utility, 83 
POP3, 27, 74, 81-82, 106 
server applications, enabling/disabling, 

26 
SMB, 26, 115-53 
SMTP, 27, 77, 83, 85, 87, 92 
software protocols, 17 
SSL, 27, 36, 42-46 
Stunnel, 27, 37-55 
technological transition, 15-16 
Telnet, 27, 32, 33 
X Windows, 27, 57-70 

TCP / IP applications, 26-28 
BIND/DNS, 26 
client, 25 
server, 26 

Telegraph, 72 
Telnet, 27, 32 

defined, 27 
known ports and, 33 

U 
UNIX, 4, 5, 6 

BSD, 16 
CDE, 57 

UUCP, 71-72 

V 
The Victorian Internet, 72 
Vim, 190 
VNC, 190 

W 
WGET, 190 

X 
Xhost command, 60 
X Windows, 27, 57-70 

command automation, 63 
command controls, 60-62 
display paths, 58 
evolution, 57 
growth/expansion, 70 
history, 57-58 
jobs, checking status of, 64 
login, 10 
OpenVMS applications, on Linux 

workstation, 58-59 
security, changing, 64 
software releases, 58 
startup options, changing, 64 
TCP/IP as transport, 67, 68 

X Windows applications (Linux) 
displaying on OpenVMS, 67-70 
sending back 69 
X clock, 69 

X Windows applications (OpenVMS), 62- 
67 

accessing, 63 
adding, 65-66 
directory, 62 
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