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This book is dedicated to an anonymous member of Spain'sSecret Police. On January 27, 1960, during a brief encounter ona quiet back street in Santa Cruz de Tenerife, I asked him foradvice on how best to avoid any problems in the land ofGeneralissimo Francisco Franco. The advice he gave me hasserved me well for forty years. He said there was only one wayto avoid troubles with the authorities: "Make yourself invisible."
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1
HOW THIS BOOK CAN

MAKE YOU INVISIBLE

Governments keep a lot of secrets from their people . . .Why aren't the people in return allowed to keep secretsfrom the government?—PHILIP ZIMMERMAN, DER SPIEGEL
Sometimes life has a way of appearing as nothing more than astring of minor and major disasters, a series of challenges that,when considered in their totality, can overwhelm even the mostlevelheaded of individuals. In fact, it's only prudent to preparefor the worst that life has to offer: thus, life insurance, homeinsurance, extra batteries, security systems, dead bolts, a littlefire extinguisher in the kitchen, and on and on. However, there'sone glaring omission in most people's planning, one gap in theirvigilance which is potentially more devastating than if they wentthrough life smoking in bed, shampooing with gasoline, and tak-ing out-of-date aspirin. And this omission is their personal andfinancial privacy.So think of this book as flood insurance. If the river near youhas not yet started to rise, I can show you how to move to higher



ground. If the river is already rising, I hope at least to show youhow to build a raft. And just because the river has never floodedbefore does not mean it will never flood in the future. Unex-pected torrential downpours can come in many forms.
PHYSICAL HARM

In Europe, rapes and murders are just a fraction of the numbercommitted in the United States. No nation on earth has moreguns per capita, and few if any have a larger percentage of thepopulation in prison. Besides the muggers, the robbers, and theserial killers, you may suddenly be confronted by:
• An irate neighbor, a fellow worker, or a disgruntledclient.• An ex-spouse, an ex-lover, or an ex-employee.• In-laws, outlaws, or someone mentally deranged.• A kidnapper, a burglar, or a con man.

MENTAL HARM

The mental damage from worry and fear can be even more dev-astating than a physical attack. This may come from:
• Stalkers, investigators, or anonymous phone calls in thenight.• Telephone conversations secretly taped, then passedaround. . .• "Confidential" medical records released to your em-ployer, your clients, or your insurance company. Theserecords might divulge mental problems, impotence, abor-tion, alcohol/drug abuse, a sexual disease, or [fill in theblanks].



FINANCIAL HARM

Make a random list of twenty people you know. On the average,six of them have already been sued, or will be in the future.Lawsuits are not filed only because of accidents, negligence, sep-arations, divorces, or contract disputes. In the United States, any-one can sue anyone else.One of Wiley Miller's Non Sequitur cartoon strips is entitledLEGAL MUGGING. It shows a businessman on the sidewalk ofa dark street with his hands in the air. A sign on a post reads"CAUTION: Watch for trial attorneys." Stepping from a narrowalley is a lawyer wearing a stocking cap, dark glasses, and holdingout a legal document."This is a frivolous lawsuit," says the attorney to his victim."You can either spend years and thousands of dollars defendingyourself, or we can settle out of court right now."Although this was in a comic strip, what it portrays is notcomical. More than one million lawsuits are filed each year inthis country. How many of those do you think are frivolous, butare nevertheless settled out of court? Thousands of private in-vestigators would be out of work tomorrow if lawyers stoppedemploying them to find out who has "deep pockets," that is—who has enough money to make a lawsuit worthwhile.By putting into practice what you will learn in the pages tofollow, you may well be able to shield yourself from lawsuits andthe resulting financial harm.
TOTALLY UNFORESEEN TIDAL WAVES

You peek out your window. Look! Reporters, photographers,and trucks with big satellite dishes! If you think this cannot hap-pen to you, then kindly allow me to give you a homework as-signment. From this day forward, when you read your newspaperor watch the news on TV, start searching for cases where anunknown person is suddenly thrust into the national spotlight.Then ask yourself, Could this possibly happen to me?



Here are just a few of the many things that could bring themedia, or worse, to your home address:
• A bomb goes off, you were in the area, the FBI thinksyou fit the profile . . .• You win the lottery. (More tears have been shed overwinning a lottery than not winning one.)• An Ident-a-Sketch of a the person who robbed the con-venience store at 11:45 last night is flashed on TV, andit looks just like you! And you don't have a plausible al-ibi for that time that anyone's going to believe.• Your were innocently involved with the wrong peopleand the 60 Minutes crew has just tracked you down.• Someone faked your e-mail address when searching for"young virgins" on the Internet and the postal inspectors(yes, the Net is now in their jurisdiction) are about toconfiscate your computer.
Do not for a moment think that the information to follow isof mere academic interest—it may useful beyond your wildestimagination. A recent article in Newsweek, titled "Getting theWrong Man," gives a chilling example of something that occursmore often than we care to think about."Tom Kennedy found the body of his wife, Irene, who hadbeen strangled and stabbed 29 times while on her daily strollthrough a park in the Boston suburb of Walpole. Then, a fewhours later, the police called at a nearby dilapidated bungalowwhere Eddie Burke, a 48-year-old handyman, lived with hismother . . . He was practically a textbook match for police pro-filers: a loner who knew the victim and was clearly eccentric."[What on earth does "eccentric" mean? My best friends—witha smile—call me eccentric. Do I, therefore, fit a certain profile?]"Burke was visibly nervous and gave contradictory answerswhen questioned by investigators."[Wouldn't you be nervous, too?]



"There was blood on his clothes and hands. And forensic den-tists would soon match his teeth with bite marks left on Mrs.Kennedy's breast."Burke was arrested for murder. Within twenty-four hours, thepolice learned that the DNA from the saliva on Mrs. Kennedy'schest could not have come from Burke. Did they then releasehim?"Incredibly, they ran more tests, which again exonerated him.In addition, blood found on Burke turned out to be feline; hehad been tending to injured cats. A palm print left on Mrs. Ken-nedy's thigh didn't match Burke's hand, while the bite-mark ev-idence proved inconclusive . . . Yet for six weeks, police keptinsisting they had the right man in ja i l . . . While he was lockedaway, Burke's life was put under a microscope. He was demon-ized in newspapers and on TV, each story accompanied by amenacing courtroom image of Burke. The sociopathic profileswere fueled by details of his home's contents—X-rated video-tapes, kitchen knives, the book Men Who Hate Women and theWomen Who Love Them. "They didn't mention the three Biblesin my room,' Burke says. 'They could just as easily said I was areligious fanatic.' "The police claim they followed a logical course and "had thebacking of reputed scientific experts." Let us assume that is cor-rect. The point is that even though Burke was the wrong man,the contents of his house were published by the media.Suppose you are suddenly arrested, even though innocent,and the contents of your home are made public? Would anythingon the following list—if found in your house—give you causefor concern?
• Excess cash.• Guns and ammunition.• Telephone records of all long-distance calls.• Books, magazines, brochures, correspondence.• Empty whiskey bottles or evidence of substance abuse.



• Statements from your bank, your broker, your credit-card company.• The contents on your computer's hard drive, includingso-called deleted files, along with a list of sites you onceentered on the World Wide Web.
If the police are after you, whether you are guilty or not, whatis your first priority? Is it not time?You need time to think, time to get certain items out of thehouse, time to locate your attorney, or—heaven forbid—time topick up some cash, arrange transportation, and flee. This book isdesigned to give you that time, and to help you keep your privateinformation private.

Before we continue, let me say that if someone with unlimitedfunds is after you, you will eventually be found. If you doubtthis, contact a competent [repeat: competent) private investi-gator and say, "I wish to disappear so completely that even youcouldn't find me. Can you help me?" The six-word answer willbe, "No, because I can find anyone!"And I agree. Repeatedly, private investigators (PIs) make thispoint in their books, articles, and personal interviews. And if thepolice are truly after you, their record isn't bad either. CaptainRobert L. Snow, a police officer for more than twenty-five years,says in his book Protecting Your Life, Home, and Property that theIndianapolis Police Department finds 98 or 99 percent of all per-sons reported to them as missing.But in the private investigator section of my home library, Ifind no PIs anywhere who will admit defeat under any circum-stances, as long as payment is forthcoming. The closest I can cometo a failure is a certain PI who says he successfully tracked down298 of the 299 targets he was given over his lifetime. As for theone he missed, he eventually concluded that he was given falseinformation, that no such person ever existed.The fuel that runs a private investigator's engine is M-O-N-E-Y. In your present situation, a PI may discover your home



address with a single phone call, and come up with a list of yourassets the next day. The purpose of this book, then, is to:
1. Plug the immediate loopholes in your security.
2. Put you on guard, before you ever again give out yourSocial Security number, home address, or correct date ofbirth, to anyone other than a government agency.
3. Make it so expensive to trace you and/or your assets thatthe bad guys or gals will give up before achieving theirgoals.

The direct correlation between money and results cannot beoveremphasized. In the sections to come, I'll be referring to var-ious levels of security, with a general outline as follows. How-ever, there may be no clear-cut divisions between one level andthe next—it depends on who is after you, why, and the price heor she is willing to pay.
Level One: Very basic, economical moves that will give youmore privacy than 98 percent of the general population. Yourtelephone will be unlisted and your mailing address will not beconnected in any way to where you actually live. The oppositionmight have to pay a private investigator several hundred dollarsto track you down.
Level Two: At this point your utilities and your telephone will bein alternate names. The license plates on your vehicles will not re-veal your name or true address. Your trash will be shredded. ThePI may now charge several thousand dollars to track you down.
Level Three: Welcome to my Level! You and your family havenow taken some serious privacy measures. Your home (or rentalproperty) will be in the name of a trust. Each vehicle will be inthe name of a limited-liability company. No bank account norbusiness activity can be traced back to you. When you travel,you will register at motels using an alternate name. The black-hat boys and/or the law firms may have pay a PI some truly



serious money to track you down. Are you worth that much tothem? If not, sleep well.
Level Four: At this level you are duplicating the federal WitnessSecurity Program (incorrectly called the Witness "Protection"Program in the media) for criminals protected by the U.S. gov-ernment. When the Feds do it for a felon, it's legal. When youdo it for yourself, it's illegal. Your bridges are now ashes, yourfriends and relatives just a distant memory. You've canceled allmagazine and newsletter subscriptions, cut all ties with clubs,hobbies, and religion, no longer file tax returns, and will neveragain work for an employer. You may feel this is necessary ifthere's a bounty on your head or a contract on your life, but atthis point, is life still worth living?If so, keep running, because you can still be found. The PI,however, must now have unlimited funds at his disposal, andwill call for help. Just as pinned-down soldiers on a battlefieldcall in air strikes, PIs call in investigative reporters. These are themen who dig up celebrity skeletons for tabloids such as the Na-tional Enquirer, the Globe, and the Star. Don't underestimatethem. These guys are good—the best in the business.I recommend you start working on Level One even beforeyou finish reading this book. In the weeks and months to come,raise yourself to Level Two. After that, decide whether or notyou wish to ease up to Level Three. It may look difficult at first,but countless others have done it, and so can you. Not only is iteasier than you think, but it is fun as well, and leads to a morestress-free life.However, you must first ask yourself the following question:

WHO SHALL I TRUST?

In 1978, a short, balding man named Stanley Mark Rifkinworked at the Security Pacific National Bank in Los Angeles.



Security Pacific thought of him as a computer programmer butRifkin thought of himself as a consummate thief.On October 25 he entered the bank, crossed the lobby, andtook the elevator up to the wire transfer room. From thisroom, hundreds of millions of dollars passed every day fromSecurity Pacific through the Federal Reserve system and on tointernational banks. Rifkin, identifying himself as the bank'scomputer consultant, was not challenged as he walked into theheavily guarded room. By interviewing one of the workers, helearned the routing instructions, transfer routines, and the day'ssecurity code. Before he left, he memorized an employee ac-cess code from an information board on the wall. Later thatday, posing as a branch manager, he called the wire room."This is Mike Hansen on International.""Okay, and the office number?" asked a friendly female voice."It's 286.""And the code?""Code is 4739.""Okay."Now came the moment Rifkin had been living for."The bank," he said, speaking in a calm voice, "is Irving Trustin New York City. Payment is to Wozchod Bank, Zurich, Swit-zerland. The amount is ten million two hundred thousand even.""Okay, and what's the interoffice settlement number?""Let me check. I'll call you right back." He phoned anothernumber at the bank. Pretending to be calling from the wireroom, he asked for the settlement number. They gave it to him,and he called the wire room again. The clerk then typed his orderinto the system. Rifkin had just pulled off one of the largest bankthefts in history. Before the day was out, he was high above theAtlantic, bound for Europe.In Switzerland, he purchased 250,000 raw diamonds, weigh-ing nearly four pounds. (Raw diamonds are easy to sell and can-not be traced.) At this point it appeared that Rifkin had pulledoff the perfect crime. No one at Security Pacific even knew the



money was gone! However there are conflicting stories as towhat happened next.Some say he had an ego problem, and couldn't help showingthe diamonds to his friends. Others say he bragged about theheist to his lawyer and "trusted friend," assuming he was pro-tected by the attorney-client privilege. Whatever the case, some-one told the FBI. They chased him, they caught him, and he wentto prison.
My original choice for a quote at the beginning of this sectionwas from Poor Richard's Almanac. There, Benjamin Franklinwrote, "Three may keep a secret, if two of them are dead." Stan-ley should have followed Ben's advice.However, you and I have not stolen any money, nor are weon the run for murder, so there will be few if any instances whereif three know our secret, two must be dead. I cite the Rifkin casenot out of admiration for his cunning but as an example of stu-pidity.Francis Beaumont, one of England's most popular playwrightsin the age of Shakespeare, had this to say about secrets: "Allconfidence which is not absolute and entire is dangerous. Thereare few occasions but where a man ought either to say all, orconceal all, for, how little ever you have revealed of your secretto a friend, you have already said too much if you think it notsafe to make him privy to all particulars."Allow me to rephrase his comment, boiled down to plain lan-guage of the 2000s: Do not trust your attorney, CPA, private detec-tive, banker, doctor, dentist, school authorities, relatives, family,friends, or anyone else unless you would trust them with your life.Here is my own short list of who I do and do not trust:

• Family: I trust my wife. I always trusted my parents, butthey are dead. I see no reason to confide confidentialmatters in our grown children, or in their spouses, nor inour grandchildren. I love my millionaire kid sister inHollywood but do not tell her my secrets. (Sorry, Sis!)



• Attorneys: I did trust one in the Canary Islands, but hedied before this book went to press. (Another one in saidislands took money from my enemies to give me incor-rect advice!) I still trust an attorney in San Francisco thatI have had on retainer for the past ten years. He hasbeen tested and was not found wanting. Another one inOakland looks OK as of this writing.• CPAs, bankers, doctors, dentists: One CPA in Texas.None of the others.• Private investigators: Some of my clients are PIs and lookto me for advice. There are a few good PIs, a number ofmediocre PIs, and a sizable number that are badly bent.To date, I have never had to trust a PI. Should the needcome up in the future, I would probably choose one ofthe PI/authors listed on pages 248-249 because theyhave reputations too valuable to risk with a betrayal.

PRIVACY

This book has a single theme: How to keep your private life private.It is not about avoiding taxes nor specifically about protectingyour assets, although the latter is an added benefit. Nor is it acall to disobey the law. I consider myself a law-abiding, tax-paying citizen of the world. Okay, perhaps the way I travel byair is a little odd, and I do confess that I am allergic to certainkinds of permits. However, if I mention any procedure which Isuspect might be construed as illegal in some states or provinces,I will warn you of that fact beforehand and let you make yourown decision. (Although I've made privacy my business for de-cades, I'm not a lawyer. So, to repeat, don't take action withoutthe advice and counsel of a trained legal professional.)For example, you may wish to operate a legitimate but anon-ymous business from your home. This means you may ignore therequirements for a business license and also the resale tax permit



(assuming you live in a sales-tax state). The city will lose a smallfee when you don't pay for a license. On the other hand, thestate will gain when you pay sales taxes for supplies that mightotherwise be exempt. Other small pluses and minuses will enterin. Depending upon the community, there may or may not beany penalty if you are caught, other than catching up on somepayment you failed to make. So then, please note:
• My job is to explain the options.• Your job is to make the decisions.

WHAT MAKES THIS BOOK UNIQUE?

• Author's qualifications: My only business is privacy. I live,eat, sleep, and breathe privacy. I have been living a pri-vate life since 1959.• Anti-offshore: I do not suggest you leave the country, nordo I recommend foreign corporations, trusts, or bank ac-counts. You can accomplish your goals right here—cheaper, better, and safer.• Lukewarm on corporations: With few exceptions, I willsave you the expense and trouble of forming a corpora-tion, and I will steer you away from Delaware and Ne-vada.• New alternative: I will recommend a legal entity in a cer-tain state—one that I have never seen discussed in print—that, formed correctly, can never be traced back to you.No managers, no directors, no annual report. Nada.• No ranting or raving: Well, maybe a little ranting but def-initely no raving about Big Brother, jack-booted govern-ment thugs, or the Internal Revenue Service. This is abook about Life in the Real World, not a treatise aboutthe constitution or the Bill of Rights and common law.



• Up-to-date advice for the year 2000 and beyond: Any bookcopyrighted 1999 or earlier will be out-of-date when itcomes to court decisions about warrantless searches, arti-cles about the Internet, recommending mail-receivingservices such as PostNet and Mail Boxes Etc., and the in-creasing danger in giving your correct date of birth. Al-though no book can be completely up-to-the-minute,with laws and procedures frequently changing, I devotemuch of my time to staying on top of anything that af-fects privacy issues.
HOW TO USE THIS BOOK

Each chapter deals with basic, step-by-step information. Al-though I explain new terms when they are first introduced, ifyou run across a word or initials you do not understand, pleaseconsult the glossary on page 245. Many of the chapters have asection for questions and answers at the end so if you want moreinformation, do review them. But otherwise, feel free to jumpahead to the next chapter. You may decide to skip some chaptersthat you feel do not apply to you. However:Do not skip the next chapter. Your journey to invisibility mustbegin with the way in which your receive your mail.
QUESTIONS & ANSWERS

Why are you against offshore trusts, when this isrecommended by attorneys and promoters at so manyseminars?Despite all the books, Internet advertising, and island-basedseminars, I cannot recommend them. (Those that do are, ofcourse, often selling a product.) Many seem to overlook theSmall Business Protection Act of 1996. The code provision (IRC



Section 6048-c) says a taxpayer who receives a distribution froma foreign trust shall "make a return" which includes the name ofthe trust, the amount of the distribution, and "such otherinformation as the Secretary [of the Treasury] may prescribe."When this information is supplied, all hope of secrecy is lost.
What about offshore corporations?
Same answer, even though I once used them myself. Everyyear the risk of trouble increases, as reporting requirements areamplified and tax-haven governments are subjected to increasingpressure from the United States government. If you fill out therequired reports, you compromise your privacy. If you don't fillthem out and are caught, you can go to jail.
How about offshore banks?
You mean, to maintain secrecy? If there is one common de-nominator in all the reports I receive about tax havens, it is aboutthe increasing likelihood of offshore banks being forced by U.S.authorities into revealing confidential information.I buy all the latest books on privacy and security and I payout thousands of dollars for magazines and newsletters in thisfield. Not a month goes by without reading a warning that insuch-and-such a tax haven, privacy and secrecy are being whit-tled away. Why go offshore when you can accomplish similargoals right in the United States?
Are there any hidden dangers in offshore communications?
Yes, and the name of this danger is ECHELON, which is runby the supersecret National Security Agency. The NSA, with itsforty thousand employees—including more mathematicians thanany other organization in the world!—is the mother of all snoop-ing operations. It monitors all electronic communications thatcross national borders, including e-mail, phone calls, faxes, andshortwave radio signals on the airline and maritime frequencies.German author Rudolph Kippenhahn, in his new book CodeBreaking, says, "There is some evidence that the NSA also hasaccess to the data flow between world banks."



An article in the May 31, 1999, Business Week had this to sayabout the NSA's Echelon: "Americans should know that everytime they place an international call, the NSA is listening," saysJohn E. Pike, a military analyst at the Federation of AmericanScientists in Washington. "Just get used to the fact—Big Brotheris listening."What Big Brother listens or watches for are key words, in-cluding all known slang words for drugs, cash, smuggling, bombs,etc. Therefore, avoid all such words.Example: One of my American clients is arranging foruntraceable hawala exchanges (see Chapter 14] between Cali-fornia and Madrid. He first mailed a list of substitute words tohis contact in Madrid, so that they can continue to use e-mail.However, it will appear they are discussing another subject,where words like "dollars," "pesetas," "exchange rate," and "bank"will NOT be used.



2
U.S. MAIL-SENDING IT,

RECEIVING IT

Do not, as long as you live, ever again allow your realname to be coupled with your home address.—J. J. LUNA
Washington state resident Elizabeth Reed, 28, dated AnthonyNitsch, Jr., 32, for about two months in the fall of 1996. Then,concerned about his drinking, Elizabeth told Anthony the rela-tionship was over. When she stopped taking his calls, he becameangry and began stalking and harassing her.She continued to live at the same address.Anonymous packages arrived at her home, one with a deadskunk, another with a sex toy and an obscene message. Strangeitems began to appear in her yard. Someone disconnected herheat-pump fuse box and defecated on it. Her fiance came to visither, and when he returned to his car he discovered the tires hadbeen slashed.Two years passed. Elizabeth Reed continued to live at thesame address. She went to a judge and sought a restraining orderagainst Anthony Nitsch, Jr. The judge refused to grant it because



Elizabeth could not prove Anthony was the person who washarassing her.On a warm Monday night in early June, Anthony cut thetelephone line that led into her home. Then he broke in, threat-ened her, and fired one shot at her from a .40 handgun.The ending of this story is not as sad as might normally bethe case. I have before me the Tacoma News Tribune dated June5, 1998. The headline on page three reads, "Intruder who wasshot held for $500,000 bail." Although Elizabeth Reed had failedto move away, she was armed and ready. Nitsch missed. She didnot. "Nitsch remained in serious condition Wednesday," says thearticle, "at Harborview Medical Center with five gunshot woundsto his chest."
TO MOVE OR NOT TO MOVE

Mexican journalist Fernando Balderas and his wife Yolanda Fi-gueroa wrote a book called The Boss of the Gulf: The Life andCapture of Juan Garcia Abrego, which was published in August1996. The book was dedicated to Mexico's federal attorney gen-eral, Antonio Lozano Gracia. At that time Fernando and Yolandalived, with their children Patricia, Paul, and Fernando, in an at-tractive home in an upscale neighborhood in Mexico City. Al-though nothing in the book appeared to warrant retribution, itdid discuss Mexico's drug lords and revealed bribery in high cir-cles. What follows is from the December 9, 1996, edition ofUSA Today:
MEXICO CITY—Police found journalist Fernando Bald-eras, his author wife, Yolanda Figueroa, and their threechildren, ages 18, 13, and 8, bludgeoned to death in theirbeds last week.. . a brutal murder that shocked evenhardened residents. Adding to the intrigue: Police say thefamily was probably murdered Tuesday night, a day afterPresident Ernesto Zedillo fired Mexico's federal attorney



general Antonio Lozano Gracia, to whom the Figueroa'sbook was dedicated.
When President Zedillo fired the guy their book was dedicatedto, they should have fled their home that very day. (Reason:Guilt by association—especially applicable among drug lords andcrooked politicians.) Some say that if the bad guys are out to getyou, there's nothing you can do, but I disagree. You can be seenin public but still keep your home address private.I suspect that the Balderas family did indeed think about mov-ing, but then decided it would be too much trouble. Trust meon this one: Trouble or not, moving is better. However, even ifall is quiet and you are unable or unwilling to move at this time,I urge you to take the recommended steps in this and succeedingchapters. As you will see, there are legitimate ways to disconnectyour name from your property, your telephone, your utilities,your licenses, and yes—even on your tax returns and yourdriver's license. The place to start is with home deliveries, bethat by mail, by UPS, by FedEx or by your local pizza parlor.If you plan to move within the year, perhaps you will stall onsome of the other suggestions. Do not, however, delay on thisone. If there is only one lesson you carry away from this book,let it be the one listed at the beginning of this chapter:Do not, as long as you live, ever again allow your real name tobe coupled with your home address.If you are still not convinced, consider the case of GeorgeJoseph Cvek, as presented in the book Diary of a D.A. by MartinM. Frank, formerly an assistant district attorney in the Bronx. Iquote from page 168:

Included is number 1314 Virginia Avenue, where, at about 2:45on the afternoon of January 13th, the doorbell of an apartmentrang. That ring set off one of the greatest manhunts in the historyof the New York Police Department. Although it was like thesound of countless other doorbells, in the succeeding months itwas to echo and re-echo from Maine to Louisiana and beyond



the Mississippi to Nebraska. It was the signal for a chase wherethe quarry was an unknown, unnamed individual whose descrip-tion might fit millions of men in that vast area.When the doorbell rang on that January afternoon, a younghousewife opened her apartment door to find a slim, ordinarylooking man of about twenty-eight standing at the threshold. Hewas a stranger to her."Are you Mrs. Allen?" he asked."Yes, I am.""Is your husband home?""No," she replied, "he isn't here now.""Gee, I'm sorry," he said. "I know him from Norwalk, Con-necticut. I thought this was his early day. Maybe I'll come backtonight." He seemed rather well acquainted with her husband, aroute salesman in Connecticut for a bakery company.The caller half turned to go, then stopped and apologeticallyasked, "Could I have a drink of water?""Sure," she said, "wait here a second." Leaving him at thedoor, Mrs. Allen went into the kitchen. When she returned, shefound that he had walked through the foyer into the living roomand was seated on the sofa. . . .
The caller continued to deceive Mrs. Allen, then suddenlystruck her down and prepared to rape her. At that moment, thetelephone rang. He jumped up and ran from the apartment,slamming the door behind him. But in the years to come, morethan two hundred women were not so fortunate. Their tele-phones did not ring. In virtually every case, the caller gainedentrance by telling the wife he knew her husband, and after gain-ing entrance through subterfuge, he raped and killed her, thenburglarized the home. In each case it was the husband himselfwho had unwittingly given the villain—who was eventually iden-tified as George Joseph Cvek—information about himself and,when asked for an address so Cvek could mail him a small gift,gave him his home address. At that instant he sealed his wife'sdeath warrant.



This is but one of many chilling examples of allowing mail tocome to your home address. In fact, there are dangers not onlyin receiving mail but in sending it out, as we shall see.

MAIL THEFT

Every day more than one hundred thousand residential mail-boxes in the United States are burglarized. This applies to mailbeing received both in the city and in the country, both in privatehomes and in apartment complexes. In Hammond, Indiana, be-fore they were finally arrested, two men and a woman went fromdoor to door but did not knock or ring any bells. The neighborssaw nothing more suspicious than each person depositing an ad-vertising brochure in each mailbox. What they didn't see wasthe sleight of hand when the person traded the brochure forwhatever mail was in the box.The Seattle Post-Intelligencer recently ran an article warning ofmail theft not only from home mailboxes but from mail collec-tion boxes on the street, plus the boxes used at thousands ofapartments, condominiums, and commercial buildings in theNorthwest. It seems that for months, thieves had been usingcounterfeit "arrow keys." Each arrow key provides access toabout 2,500 mail collection boxes, more than 10,000 apartmentsand condominiums, and virtually all office and commercial build-ings in the region. (The keys give postal workers easy access tothe mailboxes, making it easier for them to pick up and delivermessages and packages.)Readers were urged to stop using outside mailboxes to depositmail, including their own home mailboxes. Instead, they were todeposit mail only inside a post office.In addition to professional thieves, it was said that many oth-ers have been stealing mail: drug addicts, to support their habit;teenagers, looking for cash; petty thieves, looking for any numberof things.



In the article, headlined "THEFT OF MAIL A PROBLEMAT OUR DOORSTEP," U.S. Postal Inspector Jim Bor-denet voiced mail security concerns."Thieves rifle outgoing mail for checks written to paybills. They then alter the checks so they can cash themfor large amounts. He suggests.people not put outgoingmail into their own boxes, and especially advises againstusing the red flag, which is a signal to thieves.Thieves sometimes follow carriers around and steal in-coming mail, he said. They're typically looking for boxesof checks and credit-card offers."
I will spare you the flurry of follow-up articles and letters tothe editor that followed publication of the article just quoted.Some of the questions raised were:
• Why didn't the Postal Service warn the public aboutsuch thefts years ago?
• Why was nothing said until the thefts were exposed bythe local newspapers?
• Why—even now—is the problem not being solved?

Another article, this one from the McClatchy Newspapers, isdatelined Sacramento, March 5, and titled "Post Office FightsMailbox Theft."
It reports that hundreds of pieces of mail are stolen dailyin the Sacramento area. In rural areas the criminals watchfor raised red flags, the signal that outgoing mail is inside.Others pry open "cluster boxes" at apartment complexesor housing developments and steal everybody's mail at thesame time. In some cases they even pry open the standardblue U.S. mail collection boxes. The article quotes TomHall, a postal inspector who investigates mail theft fromSacramento to the Oregon border: "Today, thanks to



chemicals and computers, thieves can use almost any kindof financial information to commit a variety of financialcrimes. If you write a check to a utility and a bad guy getsit, he can 'wash' the utility's name off and make the checkout to himself in a higher amount. With that one check,he can also make himself a whole new set of checks underyour name." Even worse; continues the article, "somecriminals 'assume' the victim's identity and apply forcredit cards in the victim's name."
So then, deposit all outgoing mail inside a building. Usuallythis will be a U.S. post office but in some cases there are mailpickup stations inside other businesses, such as in a strip mall orin a supermarket.By putting these suggestions into practice, what have you ac-complished? First of all, you have protected both your incomingand your outgoing mail from random theft. Second, if you havebeen targeted for any reason, an investigator might be illegally"borrowing" the mail from your home mailbox, reading it, andreturning it the next day, apparently unopened. But if no mailcomes to your home, he will have nothing to read.

RECEIVING MAIL AT YOUR PRESENT HOME ADDRESS

If you are presently receiving mail at home, you can stop thisimmediately by turning in a forwarding address. But whereshould this mail go? Not to any address you will use in the fu-ture—once you have sent out the changes of address, the mailwill trickle down and then you will close the new temporaryaddress. Here are some options:
1. If you presently have a PO box that can be traced back toyou, choose that address. When the forwarding comes toa close, close the PO box.



2. If you still receive mail at a commercial mail-receivingagency ("mail drop"), forward the mail there temporarily.As you will see, the mail drop should be closed down fairlysoon.
3. Have it sent on to your place of business if you have one,or perhaps to a friend who is in business.
4. Forward to a friend or relative, preferably across the coun-try. Tell him or her to keep the magazines, toss out thejunk mail, and to remail the rest back to you at your newaddress. (You haven't got one yet but be patient. It's com-ing, it's coming. . . . )

How to forward your mail: With the exception listed below, Isuggest you not check the little box marked "Permanent." If youdo, your name will go into the Postal Service's National Changeof Address list and this list of persons that have moved is sold tothe commercial mail-list folks and thus your name and new ad-dress will go into countless computers.Instead, check the "Temporary" box and give a date when thisis to end. At the same time, notify the post office that you aremoving away and do not wish to have any mail forwarded. Mailwill then be returned to sender.
Exception: If you wish to throw others far off the trail, then dofile a Permanent Change of Address. I suggest the actual streetaddress of a mail drop in northern Alaska or—if you already liveup there—a mail drop in Florida or Hawaii. Here is an easy wayto do it:

1. If you have access to the Internet, go to www.mbe.com,the home page of Mail Boxes Etc., or to www.postnet.net,the home page of PostNet. Look up the location you want.Or, look up one of their locations in the phone book, callthem, and ask them to give you the address at such-and-such a location.



2. On your forwarding address card, fill out your name, thestreet address, an apartment number, city, state, and ZIP.Example: Your name is Jane Winner and you want yourex to think you moved to Florida.
If the address you pull up on the Internet is:
MBE #09559970 E Osceola PkwyKissimmee, FL 34743

Forward your mail to:
Jane Winner9970 E Osceola Pkwy, Apt. 201Kissimmee, FL 34743

Here, then, is what will happen. Your mail will be forwardedto the address shown, but because this is a commercial mail-receiving agency (CMRA), and because the new statutes prohibitthe delivery of mail to a CMRA unless it reads PMB rather than"apt." or "suite," the envelope will be stamped with a messagesimilar to the one that follows and will then be returned to thesender.
UNDELIVERABLE, COMMERCIALMAIL RECEIVING AGENCY, NOAUTHORIZATION TO RECEIVEMAIL FOR THIS ADDRESSEE
Will your local post office, the one forwarding the mail toFlorida, know what is happening? No, because the mail does notcome back to them.Will the person you are trying to avoid realize you didn't gothere after all? Not necessarily. The stamp on the envelope doesnot say "No Such Person." It merely says the CMRA not cur-rently accepting mail for you.Does this make a little extra work for the United States PostalService? Yes, but so what? They are the ones that attacked the



CMRAs in 1999 without warning and drove the marginal op-erators out of business.
RECEIVING MAIL AT YOUR FUTURE HOME ADDRESS

Although we ourselves never receive mail at a home address, twoof my clients currently receive nonpersonal mail at home for spe-cific reasons:Holland moved to a rural area in the summer of 1999. Hisnew address for receiving personal mail is at the home of awidow in the nearest small town, seventeen miles away fromwhere he actually lives. She rents several rooms in her largehome. Holland, however, is a voracious reader and subscribes tomore than thirty weekly and monthly magazines. Rather thanburden the widow with this volume, he orders each new sub-scription in what appears to be a business name, R & R Services,and has them come to his rural mailbox at his actual address.He never uses "R & R" for any other purpose whatsoever.Therefore, if his name is run through a national database of mag-azine subscribers, there will be no trace back to him.Janet is a single mother with a six-month-old baby. She re-cently fled from Washington, D.C., to a southern state to escapean ex-lover who was threatening to kill her. She is establishingherself at the new location under another name. She has a new(alternative) address at which she receives mail from her motherand sister, as well as bank statements, telephone bills, and otherpersonal mail. However, she wants to make her new nameknown so she receives Family Circle and Reader's Digest, as wellas small shipments of mail-order vitamins, at her home. The or-ders and the subscriptions have automatically put her new nameinto various databases, and she receives Sweepstakes offers andother junk mail in the new name."If someone wishes to look at this mail," she says, "or evensteal it, be my guest!"



IT IS NO LONGER SAFE TO USE A PO BOX

Even in the past, post office boxes were insecure. Private inves-tigators seldom failed in obtaining the information you gavewhen you rented the box. U.S. Marshals and government agentsdidn't fail at all. Nevertheless, I used them from time to time byhaving someone else rent the box. Usually, this was a personabout to move, such as a transient who would not be listing anyforwarding address. At that time the post office did not ask forID checks for the extra (secondary) names. Therefore, my realname would be connected only with the transient's former ad-dress, which was, of course, no longer valid.Now, however, with the advent of the draconian measurestaken by the United States Postal Service (USPS) in 1999, thatprivilege has ended. The reason given by the USPS for the recentcrackdown—to stop mail scams—is not the real reason. (Thecrooks will always find a way.) The real reason is surveillance,just as in the case of requiring picture ID for all air travelers.Little by little, the government is attempting to keep track ofevery citizen. There is no point in screaming, ranting, or writingletters to your local newspaper. Just take it as a fact of life andwork around it.
YOUR GHOST ADDRESS

I have been referring to your "new" or "alternate" address butfrom this point forward it will be called your ghost address. Aghost address is one that has no connection with your actualplace of residence. How this address is obtained will be explainedin the following chapter.Because the secure sending and receiving of mail has becomeso complicated, the question-and-answer section that follows isthe largest in this book. If you are in a hurry, however, jump tothe next chapter. You can always come back here later.



QUESTIONS & ANSWERS

What is a "mail cover?"
This is a system used by a number of governments to checkyour mail without a court order. Your mailman, or the clerk that"boxes" your mail will be instructed to note the return addressesand country of origin of your incoming mail. If you live asqueaky-clean life, you may say to yourself, imitating MadMagazine's Alfred E. Neuman, "What? Me worry?" Read on:Suppose you send mail to a person or company that is thesubject of a mail cover? If you list your name and return address,you yourself could end up on a suspect list. There are at leasttwo obvious solutions:
1. Copy the British—eliminate a return address. Or,
2. Use some other return address, far, far away.
Recently, the postal authorities have been getting more cau-tious. For any parcel that weighs sixteen ounces or more, thesender must show up in person, and the item must bear a returnaddress. The day may not be far off when a return address willbe required for all outgoing mail.
/ send out large volumes of mail so I use a postage meter.Any danger there?
I don't know how large a volume you refer to, but my wifeand I used to mail up to two thousand letters a week on a regularbasis. We had a regular system, using thirty-three-cent self-adhesive stamps. First, we stuck one stamp on each finger, thenwe put them on four envelopes, one, two, three, four, and re-peat.Why didn't we use a postage meter? Because each postagemeter has an identification number that ties it to a renter and toa specific location, that's why.



Does it matter if-—unsure of the exact postage—I put onmore than enough stamps?
Judge for yourself: I know of a case in Missouri where a manput $38 postage on a small package that weighed less than twopounds. Destination, Los Angeles, but it didn't arrive. In viewof the excess postage, the Drug Enforcement Administration(DEA) was called in and the package turned out to contain$10,000 in cash. Although I do not know if the source of themoney was legal, privacy newsletters claim that the DEA "ar-rests" and keeps most confiscated cash, even though the ownermay never be convicted of anything. Actually, cash can be mailedmost anywhere using many envelopes and small sums per en-velope. With $38 the Missourian could have bought 118 first-class stamps. Had he then put just three one-hundred-dollar billsin each envelope, wrapping the money with a page or two froma magazine, he could have mailed out, not $10,000, but$35,000. And if mailed on different days from various post of-fices, and with a variety of fictitious return addresses, would any-one even have a clue?This was not the first time I heard of incorrect postage alertingthe authorities. One of the telltale signs postal inspectors lookfor, in the case of letter bombs, is "excess postage." I use anelectronic scale that measures in both pounds and grams and Idouble-check all outgoing mail.
At present, I receive a daily newspaper in my own name.It goes into its own box alongside my rural mailbox. Is theresome way to at least continue to receive my daily paper, bothat my present home, and at the new one when I move?
At one time we had a Canadian newspaper delivered directlyto a holiday home under another name. No longer. Too manycases like the one cited in Carson City's Nevada Appeal, headed,"Minden teen appears in court, may face 15 charges." The chargeswere that three teenagers burglarized houses in the Carson Valleywhile the occupants were away. And how did they know the occu-pants were away? From "information allegedly obtained through



his job as a newspaper carrier." Nevertheless, if you cannot livewithout your daily newspaper(s), then at least heed this advice:
• Cancel the newspaper that you now receive. A monthlater, order a new subscription under another name.Avoid paying the newspaper carrier in person.• When you leave on a trip, do not have the newspapersheld. Get a friend or neighbor to pick them up. (Never-theless, the best way is still to have the newspaper deliv-ered to your ghost address.)
How secure is my incoming mail?
That depends on where it's corning from, what it looks like,and who your enemies are. Under normal circumstances I havefar more confidence in regular mail (often referred to as snailmail) than in electronic mail, because there is no possible wayto scan the interiors of all the millions of letters in the U.S. postalsystem at any one time. Contrast this with electronic mail, whichcan be computer-searched at every junction along the way, red-flagging messages with any of hundreds or thousands of keywords such as bomb, gas, gun, rifle, money, cash, or with anyspecific name including yours.
Note, however, that certain government officials do monitormail from tax-haven countries, especially those on the followinglist:
Andorra, Antigua, Aruba, Austria, the Bahamas, Belize, Ber-muda, British Virgin Islands, Cayman Islands, Channel Islands,Colohibia, Cook Islands, Gibraltar, Guernsey, Isle of Man, Li-beria, Liechtenstein, Luxembourg, Marshall Islands, Nauru,Nevis, Panama, Turks and Caicos Islands, and Vanuatu.
Also, what do your incoming letters look like? If you are inmy age bracket, you may remember when your mother drippedhot red wax on the flap of an envelope, then pressed a seal intothe wax before it cooled. The more modern method is to sealthe flaps with clear tape. Neither is secure, and both methods



(especially the red wax seal!) draw unwanted attention to theenvelope, saying "Something valuable in here."Further, anyone with a spray can of freon gas—sold under var-ious trade names in spy shops—can read what's inside withoutopening the envelope at all. When hit with the spray, the enve-lope becomes transparent. Thirty seconds later, as the gas evapo-rates, it returns to its normal condition, with no evidence of thisintrusion. (The defense against this is to ask the sender to addressthe envelope by hand with a felt-tip pen, or with a fountain penthat uses regular ink. The ink will run when the freon is sprayed onthe envelope, thus at least tipping you off that the mail was read.)Methods once confined to the CIA are now common knowl-edge, thanks (?) to Paladin Press. They publish the CIA Flaps andSeals Manual that carefully details "surreptitious entries of highlyprotected items of mail." Using carbon tetrachloride to removetransparent tape from an envelope is at the elementary level.What worries the CIA and other surreptitious readers of secretmail is not the sealed or taped envelope but the normal one."The most innocuous-looking envelope," says the CIA man-ual, "may be the one that will get the operator in the most trou-ble." Right! So let's talk about innocuous-looking envelopes next.
Protecting letters you mail out. Remember, the envelope shouldappear normal. A junk-mail appearance is best (make sure theone receiving it knows that!) and for that reason I prefer a stan-dard #10 envelope with a laser-printed label. If a sealed, taped,or otherwise obviously protected envelope is desired, enclose andprotect everything in a #9 envelope and insert that one in the#10 envelope. If you are not familiar with envelope numbers,note these measurements:

#10 envelope: 41/8 X 9½ inches#9 envelope: 37/8 X 87/8 inches
To counteract the envelope's transparency when sprayed withfreon, wrap the contents of the #9 envelope with carbon paper,if you can still find it in this modern age.



Remailing letters from other cities in the United States: From timeto time, you may wish to have it appear that you are in a certainarea. I do not say "city," since huge areas are now included in apostmark from such cities as Denver, Dallas, and Detroit. Hereis the easiest way:Prepare your letter, seal it in an addressed #9 envelope (avail-able at any office-supply store), and put on the correct postage.Enclose your letter in a #10 envelope, add a cover letter as shownbelow, and a $5 bill. Note that you don't use a last name, sothere is no way to prove you were not a guest.
Sheraton El ConquistadorAttention: ConciergeI was a recent guest at your hotel, and most impressedwith your fine service. I do, however, have a small problem,and I must ask you a favor.During my Arizona stay, I promised to write to an asso-ciate while in Tucson. I forgot to do this, so would you kindlyhelp me cover my derriere by mailing the enclosed letter?I include $5 for your trouble, and hope to thank you inperson when I return to the Sheraton El Conquistador laterthis year.Yours sincerely,Jim

Mail your letter to "Concierge" at one of the very best hotelsin the city of your choice. (You can get the name and addressfrom AAA, or off the Internet.) Here is a sample of how toaddress the envelope:
For the CONCIERGE:Sheraton El Conquistador10000 North Oracle RoadTucson, Arizona 85737
Note: If there is some doubt that the hotel has a concierge,



just address the letter to "Reception." (If there isn't a receptiondesk, you've chosen too small a hotel.)From now on, when you travel, pick up sample envelopesand letterheads from luxury hotels. Staying at them is best, butyou can often drift up to the desk when they're busy with check-ins and kindly ask for "a sheet of paper and an envelope." Oneof each is enough, as you'll never use a specific hotel for re-mailing more than once.
Remailing letters from anywhere in Europe: The procedure is sim-ilar to remailing from the U.S. but with two exceptions.First, you must ask the concierge to put on correct postagefor overseas airmail, so I suggest you enclose at least $7 or $8,preferably $10. The ideal way to do this is to enclose the localcurrency, but if not available, then U.S. bills will serve.
Tip: When you hear of a friend who's going to Europe, have himor her bring you postage stamps for overseas airmail, and localcurrency equivalents of $5 to $10 from as many countries aspossible. And if this is a really good friend, ask for letterheadsand envelopes from various hotels, picture postcards, a pad oftyping paper, and a pack of size DL envelopes from an office-supply store. You never know when this foresight might proveto be most opportune!Second, European envelopes and stationery are not the samesize as in the United States and Canada, so using 8½ X 11 inchpaper and a #10 envelope may be a giveaway. Here are the Eur-opean sizes:

A4 paper 210 X 297 mm (about 81/4 X 12 inches)DL envelopes 110 X 220 mm (about 43/8 X 83/4 inches)Personal envelopes 120 X 176 mm (43/4 X 7 inches)
You can fake the size A4 paper. Just buy legal size 11 ½ X14 inch paper and cut it with a paper cutter (not by hand) to8½ X 12 inches. Or, if you're into European remailing big-time,have a print shop cut sheets to these specifications. The enve-lopes you'll have to order.



If you write to a law firm, trust company, or bank—especiallyoverseas—it might be better not to identify the office or insti-tution in the address. Instead, use an individual name, someonethat works there. If you don't know any of the names, addressthe letter to "Office Manager" or "Secretary," avoiding any men-tion of a bank, law office, or trust company.



3
YOUR "GHOST"

ADDRESS

. . . a verbal phantom, a shadow of a shade.—ZOUCH:. LIFE OF WALTON
More than half the people who come to me for help, wishing tokeep various assets invisible to others, see no problem in havingtheir home address known. Yes, some may be able to get by, butfor others with this kind of attitude, it can be a matter of lifeand death.An extreme viewpoint? Mike Ketcher of Burnsville, Minne-sota, editor of The Financial Privacy Report, certainly doesn'tthink so. He hired Yon Soon Yoon, a divorced woman, towork in his office. Yon Soon's ex-husband, Jae Choe, had beenharassing her for years. When Mike hired Yon Soon, Choe wasfurious. Eventually he went on a rampage, shooting Yon Soon,their fourteen-year-old son, Joohn, and two policemen, afterwhich he killed himself. The publisher of the newsletter, DanielRosenthal, sums up the two important lessons learned, as follows:

FIRST, if you think the police are there to protect you, letme tell you differently. Yon Soon had a restraining order against



Choe. So did we, at our home and our office. But the policeignored our repeated requests to enforce these restraining orders,despite Choe's continual violations and threats. On several oc-casions they literally laughed at our requests for enforcement.SECOND, when the police don't work, privacy DOES work.The only person in our company that was truly safe was MikeKetcher. He was safe because he kept his personal affairs so pri-vate that Mr. Choe couldn't find him.
Let me repeat that last part once more: Mike Ketcher wassafe because he kept his personal affairs so private that Mr. Choecouldn't find him.

In the context of this book, a ghost address refers to a futureaddress you will use that has no connection to where you reallylive. Although I will usually speak of this address in the singular,you may wish to have multiple ghost addresses. In my own case,I use one address for my clients, a second address for bank state-ments, utilities, and telephone bills, and a third address for mytax returns. For my driver's license in a faraway state I use afourth address. I have a fifth address for the companies that ownmy cars and my boat, and my sixth address is a CMRA addressin Canada, where commercial mail-receiving agencies are stillprivate. These are in addition to my two permanent addresseson Spain's Fuerteventura Island. (If you ever happen to vacationin the Canary Islands, don't bother trying to track me down in"Morro Jable, LP de GC." You could grow old and die beforeyou succeed. . . .)



A PARTIAL LIST WHERE YOUR GHOST ADDRESS(ES)

WILL BE USED

1. All incoming mail, including from your mother or yourchildren.
2. The Internal Revenue Service.
3. Your driver's license.
4. Any real estate you own.
5. Any loans you have made to others,
6. All licenses for your pets. (A PIs favorite!)
7. Hunting and fishing licenses.
8. Your library card.
9. Your voter's registration. (Some prefer not to vote.)
10. All insurance policies.
11. All utilities: garbage pickup, electric, gas, water.
12. Any membership records, as with your church.
13. Your doctor, dentist, and chiropractor.
14. Your attorney and your accountant.
15. Your pilot's license and airplane registration.
16. All LLCs (see Chapter 12) use to title your vehicles, etc-
17. All purchases, especially where a guarantee is involved.
18. Social Security and Medicare.
19. Rental: home, storage unit, car, tools or whatever.
20. Cable TV. (Another PI favorite!) Be sure the service isnot in your name, and that monthly bills go to your ghostaddress.



Until recently, one small step toward privacy was to rent anaddress at a commercial mail-receiving agency such as PakMail,PostNet, or Mail Boxes Etc. However, that has now changed.

COMMERCIAL MAIL-RECEIVING AGENCIES (CMRAs),

d.k.a. MAIL DROPS

In the spring of 1999, a small news item from the AssociatedPress was printed on the inside pages of newspapers from coastto coast and sent chills into the hearts of more than a millionreaders. Under new postal regulations intended to stamp outmail fraud, anonymity was about to disappear for anyone whowas renting—or would rent in the future—a private mailboxfrom a places like PostNet and Mail Boxes Etc. From this timeonward, not only would government-issued picture ID be re-quired (kept on file) but a special identifier, called a PMB num-ber, would have to be included in the address. This, of course,would tip off stalkers, ex-partners, and freaks and geeks of allpersuasions that the addressee was using an alternate address.I quickly obtained and read the official thirteen-page govern-ment edict. For all practical purposes, it was no longer possibleto use these private mailbox services to protect your privacy.Therefore, I sent the following letter to more than one hundredof my clients that were using a certain address. [Names havebeen changed.]
As you know, my mail-receiving address until now has beenMartin & Martin, 500 N. Columbia Road, Suite 20, GrandForks, ND 58201. The "Martin" refers to my attorney in an-other state and the mail was of course sent on to an undis-closed location. The N. Columbia Road address was atelephone answering service run from the same location for thepast eighteen years by a tough old lady named Maggy. As asideline, she had 30 mailboxes, mostly for illegal aliens thatwork on farms in the area. She thought that since she was so



small, she would slip through the cracks, but no such luck.Rather than cooperate with what she calls the Postal Service's"Gestapo tactics," she is closing down her mail service. Allmail received on or after August 23 will be returned tosender—not by Maggy but by the Grand Forks Post Office.When I heard this news, I flew to Winnipeg, rented a car,and made a quick trip to down to Grand Forks to wind upmy affairs with Maggy and to arrange for a new mail drop.I am going to describe what I did in the hope that this maygive you some ideas as well. The first step was to make amental list of small businesses that receive mail for at leastseveral different persons. This included but was not limited toaccountants, attorneys, clinics (medical, chiropractic, etc.),real-estate offices, used-car dealers, barbershops, bookstores,coffee shops, bars, contractors, martial-arts studios, tax con-sultants, RV parks, day-care centers, and mom-and-pop mo-tels.The next step was to start driving around to look for suchbusinesses. In less than half a mile I came across a real-estateoffice with three little cabins in the rear. Two of them appearedto be lived in, but the third one was obviously used for storage.Bingo!.I introduced myself to Jim, the owner. I explained my cir-cumstances and referred him to Maggy at the mail drop. Ialso offered to have him call my attorney in California if heneeded a further reference. (He did not check with either per-son.)"I have the perfect setup," he said with a smile. "Cabin340 back there is just for storage, but it has its own mailbox.C'mon back, I'll show you." Unseen from the main street wasa row of rural mailboxes lined up on a wooden crossbar. Ailwere small, old, bent, and dirty. "I get mail here," he said,pointing to one of the boxes, "for all seventeen of my sales-men!." I said he probably needed a larger box, and he said hecertainly did. . . .



Bottom line: I said I would put up new, larger mailboxesfor both us, and what could I do for him besides that? Jimwas fascinated about my work as a privacy consultant andexpressed concern about all the things that he owned in hisown name. I am now his consultant and will help him makesome needed changes. I hope the above account has given yousome ideas of your own. My new business address is as shownbelow, and all mail should be addressed exactly that way.Do not use my name when you address the envelope.R, M&S[street address, no suite number]Grand Forks, ND 58201
In the months that followed, address changes came pouringin. No one had any questions about how to find a new address.Apparently the foregoing example was sufficient.There is a reason for the use of three letters on the top lineof the new (ghost) address. If—heaven forbid!—someone shouldsend me a letter by registered mail, the person chosen to showup at the post office will be one of three persons I know in GrandForks. Their last names start with R, M, or S. If they have toshow ID, they will identify themselves as one of the three as-sociates in the address. The three-initial address has been work-ing well ever since, with no problems. I highly recommend thissystem for at least one of your ghost addresses.
MORE IDEAS FOR OBTAINING GHOST ADDRESSES

Check the yellow pages for small offices that offer business serv-ices. Some of the categories might be Accountants, Advertising,Bookkeeping, Consulting, Insurance, Delivery Services, Office &Desk Space Rental, and Delivery Services. Don't call them, goin person. Discuss whatever services they offer, and then, asyou're leaving, imitate Peter Falk in the old Columbo shows:



"Oh, by the way, do you happen to accept mail here for anyof your clients?" If they do not, move on. If, however, they say,"Well, only for three or four . . ." see if they will take you on. Ifthey agree, you can almost certainly be added to their list with-out showing ID. These small services sort mail by name alone,without a box number added. The ideal address is one on a streetthat also has private residences—the type of street address youwill need for such things as a library card or a driver's license.An out-of-state address is Level Three privacy at its best. Forthis, you will need the help of someone you trust. When yourfriend receives mail for you at his home or business address, hewill mail it on to you in a plain envelope. Such an address willbe a necessity if you obtain an out-of-state driver's license be-cause you will need an address in that same state.Even if you are not yet prepared to use an out-of-state ad-dress, keep it in mind for the future. It works best if you knowa certain area well in another state—perhaps because you usedto live there, or visit relatives there. (More will be said aboutthis in Chapters 12 and 13.)
SHOULD YOU ALLOW ANYONE AT YOUR GHOST

ADDRESS TO KNOW WHERE YOU LIVE?

Only you yourself can answer. Hopefully, when you made thearrangements, you gave an address other than your own, and notelephone number. However, have they gotten to know you? Dothey recognize your car? If so, might they have seen it in frontof your home? What follows is a chilling example of what un-fortunately goes on every day, not only at commercial mail dropsbut even at some of the ghost addresses.Let's call her Sally Overstreet. She is a newspaper reporterwho has twice moved to avoid an ex-lover who has been stalkingher for years. Unknown to Sally, her stalker is now working witha private investigator, a.k.a. a gumshoe or private eye.The PI shows up at her ghost address. He is wearing a UPS



uniform and carries a box addressed to Sally Overstreet. Thereturn address is that of a major New York publisher. The "UPS"man says he must pick up a certified check for $200 before leav-ing the box. The next day is a Saturday—or a holiday—and theUPS man insists the box is something Ms. Overstreet has to haveTODAY. Could the folks at the ghost address kindly tell himwhere Ms. Overstreet can be reached? How about a telephonenumber? Where does she work, maybe the box can be deliveredthere? This ruse often works, which is why it remains so popular.The PI in the uniform need not appear to be from the UPS.Perhaps it is from FedEx, Brink's Security, or Flowers R Us. Thereturn address and the story that comes with it can be anything.The object is the same, to find anyone at your mailing addressthat knows how to locate you.There are two ways to protect yourself from this deception.One is to make sure that no one at your ghost address knowsanything about you. The other is to use persons who, althoughthey know you, will positively protect you. If the latter, thenmake sure they know about the various scams that may be usedin an attempt to deceive them.

NOW FOR THE HARD PART

The hardest part of keeping your actual home address a secret isto educate your family to never, ever give out your home addressto other than relatives and close friends. And even then . . . notalways, for they may innocently pass on your address to others.Even private investigators and policemen may have problemswithin the family.Geraldine Adams, a private investigator in a southern state,specializes in tracking down corporate burglaries. (A stolen note-book computer with corporate files can fetch up to $50,000.)She had recently been responsible for a police raid and two ar-rests and as a result, threats had been made on her life: Both sheand her husband Tom, a self-employed accountant, took these



threats seriously, sold their home in the suburbs, and moved toa new and supposedly secret apartment in the city. They alsochanged banks and used a telephone answering service for re-ceiving mail. One day Geraldine returned home and was stunnedto find in the mail a box of new checks that her husband hadordered from the local bank. Imprinted on every check was theAdams's new residence address! (She destroyed the checks, saidsome unkind words to her husband, and ordered new checksherself from Checks in the Mail.)Mateo, a police detective in Miami, was hated by innumera-ble bad guys he'd helped put away. For that reason, he was ob-sessive about keeping his home address secret. One day, whilehe was at work, his pregnant wife started to hemorrhage. Whenshe could not locate her husband, she called 9-1-1. An ambu-lance took her to Emergency and when asked, rather than givetheir alternate address, she gave her actual home address. (Forwhat she should have done, see the section Calls to 9-1-1 laterin this chapter.)A month later, as a result of this indiscretion, Mateo sold theirhome and moved.
YOUR HOUSE NUMBER

With one exception, there is no number or mailbox at any ofour homes on either side of the Atlantic. There may be somelocal laws about displaying house numbers, but if so, I have neverknown it to be enforced. The reason we do not give anyone ourhouse number is that eventually someone will write it down. Thenthey may use the address to send a thank-you note and the mailperson will discover (1) who lives at that address and (2) thatthere is no mailbox.Some friends of ours did let the number remain, on a housethey purchased. They neglected to warn a visiting aunt that theynever received mail at home. At Christmastime, she sent them



a gift subscription to Robb Report. Guess what address sheused. . . .If you delete the number on your house but still need to haveothers find it, here's a little trick. If guests are coming, tell themthat once they pass a certain landmark or cross street, "Watchfor a house on the right with a pink flamingo on the lawn."(Don't forget to go out and plant the bird before they arrive.Extract it after they leave. They may never find the place again.)
A FINAL SOLUTION

I have a cartoon tacked on my office wall that shows a middle-aged couple in their living room, dressed to go out. The frontdoor is open, and four large suitcases are sitting in the entrance.The husband is pouring gasoline on the carpet. The wife, whoholds a can of gasoline in her left hand, is standing along onewall, talking to their daughter on the telephone. She says, "Oh,that sounds lovely, dear, but I'm afraid your father and I havealready made plans." Although arson is not recommended, thefollowing solution is.I learned this one from a FEMA (Federal Emergency Man-agement Agency) agent I met while staying in a motel that wasnear a flooded area. Two years ago he bought a $98,995 motorhome under another name, and did not license it. This was be-cause he didn't purchase the RV for travel purposes but for hispersonal residence that would only occasionally be moved. (Hethus saved not only the license fees and road tax, but an$8,513.57 sales tax as well.) For $12 he got a fifteen-day permitto move it to a rural location in another state. Once or twice ayear he moves it, each time getting a temporary permit. Try tofind out where this agent actually lives!



QUESTIONS & ANSWERS

What should I do if someone sends me a registered letter?
Although some paranoid types refuse all registered mail, Iam usually curious enough to accept it. However, I never signthe name that was used in the address. If there is no returnreceipt requested, I just scribble some meaningless lines (seeChapter 7). If a return receipt is requested, then I write NotHere. I have practiced the "Not-Here" signature enough times sothat at first glance it just looks like a normal signature. Not oncehas a postal employee even bothered to look at how I signed thecard. When the sender receives his card back and discovers thesignature reads "Not Here," he will assume someone else hadto sign because I was away. . . and perhaps I have not yetreceived it.
We do use our home address on our tax returns, but isn'tthat information confidential?
Louis R. Mizell, Jr., a former special agent and intelligenceofficer with the U.S. Department of State and a prolific author,tells the story of Lee Willis, a lowly clerk with the Internal Rev-enue Service. Willis had been stalking his ex-girlfriend for sixteenmonths. She thought she was safe because her home address waskept secret, her telephone number was kept secret, and she madesure her friends and neighbors kept a lookout for the stalker.Although fifty-six thousand IRS employees have access totaxpayer files, Willis was not one of them. He did, however,persuade a coworker to run a search for him illegally. The ex-girlfriend was filing her tax returns under her true address! Willisraced to her apartment building. The lobby was locked, but hepressed all the buzzers and one of the neighbors let him in. Atthe last moment, the girl discovered he was in the building,called the police, and they arrested him. When they thensearched Willis's car, they found a stun gun, rope, latex gloves,duct tape, and a knife.Does that answer your question? Let's say each of the fifty-



six thousand IRS employees with access to the records has fiveclose friends, and each of these friends has five close friends ofhis own. Are you willing to bet your life that not one of these1.4 million would ever commit an illegal act, or coerce anotherinto doing so?
Is it OK to put my true home address on the bags I checkwhen making a trip by air?Am I not getting through here? "Do not, as long as you live,ever again allow your real name to be coupled with your homeaddress." This includes the address on baggage tags. Baggage han-dlers are just as tempted by money as anyone else, and someburglars pay well for the name and address of someone who hasjust left on a trip. Better yet, do not check any bags at all. (SeeChapter 16.)
Why would I want an out-of-state driver's license?As a result of the stalking and murder of an actress a fewyears ago (the murderer got her address from the Departmentof Motor Vehicles), California passed a law designed to keep theinformation on one's drivers license private. But is it? Not ac-cording to a news broadcast on Fox TV. "The state of California,"said the commentator, "earns $62 million a year selling the in-formation on drivers' licenses to attorneys, investigators, em-ployers, and financial institutions." As for the other forty-ninestates, the general public has access to the records.If, therefore, a private investigator wants some fast infor-mation about you, he may first try the Internet Departmentof Motor Vehicles. (See the Web site at www.ameri.com/dmv/dmv.htm.) For $20, he can search any one state, to bring upyour address and date of birth. If he assumes you are licensed inthe state where you live, his search will come up blank. He maythen search the bordering states at the same price of $20 perstate. If you are not there either, he may assume you do not havea license and therefore not continue with that particular search.If you have a choice, use a distant state for your driver's li-



cense. As for whether or not to have matching out-of-state li-cense plates, see Chapter 13.
Do I need a passport even though I have no plans totravel overseas?Absolutely! If you do not have a passport, apply for one assoon as you have an acceptable ghost address. Use it for ID in-stead of your driver's license when cashing checks, identifyingyourself at the airport, etc. Remember, a passport does not showyour address or your Social Security number.



4
HOME DELIVERIES,

HOUSE CALLS, BOUNTY

HUNTERS, FEDEX, UPS

Shy and unready men are great betrayers of secrets; forthere are few wants more urgent for the moment than thewant of something to say.
—SIR HENRY TAYLOR (1800-1886), AUTHOR

OF THE STATESMAN

George Joseph Phillips, who lives in the 600 block of South DStreet in Tacoma, Washington, is a photographer. His nightmarebegan when he called Washington Energy Services Co. to get anew furnace and water heater installed. When work began, anemployee spotted some darkroom chemicals and, apparently un-familiar with darkroom supplies, told his boss he saw chemicalsin the home that he felt might be used to manufacture drugs. Acompany official then notified the police. Please pay more thanthe usual attention to what followed, according to an articleabout Phillips's lawsuit in the Seattle Post-Intelligencer titled "Util-ity's house call became a nightmare":



". . . Phillips claims that after the company reported its sus-picions to police, a member of the Police Department asked thecompany to gather information from Phillips' home so policecould obtain a search warrant."The article goes on to report Phillips's claim that the em-ployees—yes, the ones Phillips was paying to install the furnaceand water heater—then tried to take "pictures of the home'sinterior, searched through Phillips's personal effects and openeddozens of boxes of light-sensitive paper." Further, he suspectsthey also searched his computer files because his computer wasbroken and beyond repair after the search. Whether or not thiswas an illegal and unconstitutional search—and I think it was—let's benefit from this shall we? The next time a worker entersyour home, think beforehand about what could possibly give hima false impression. Then, when you let him in, stick with him.

OBTAINING CONSENT TO ENTER BY DECEPTION

The following is based on information from the January 1994FBI Law Enforcement Bulletin, now in the public domain. Thisapplies to any home that federal agents would like to search, butfor lack of evidence are unable to obtain a warrant. Here is howit works:A van that appears to be from a well-known courier servicepulls into your driveway and the driver, with a package in hand,rings your bell. He asks for a certain person and when you sayno such person lives at this address, he asks to use your telephone"to call the company." If you allow him to do it, and if—whilein your home—he observes anything that might be illegal, he mayreturn within a few hours. This time he'll be with police officerswho might have a warrant to search your home, based on whatthe "deliveryman" observed earlier.You and I are law-abiding persons, with nothing to hide. Nev-ertheless, why invite strangers into your home? Just say no, and



give the location of the nearest pay phone. Or, if you need anexcuse, here are several:
• "My husband," says the wife, "told me never to allowstrangers into the house when he's not here."• "The phone's not working right now."• "Our only phone line is tied into the Internet."

Sometimes, of course, no warrant is needed, as the followingsection explains.

FEDEX, UPS, DHL, AIRBORNE EXPRESS

The only sure way to avoid having someone send you an enve-lope or a package by courier is to never, ever, let anyone otherthan your closest friends know where you really live. The resultis that, should a uniformed courier show up on your doorstep—or even a clown with balloons—you automatically know that heor she doesn't belong there.In fact, if you see someone coming up the walk—or observethem through the peephole I hope you have in your door—anddo not know them, why open at all? When I was younger, carswere stolen, not hijacked, but improvements in car alarms havebrought about a change. The same is starting to be true withhouse burglaries, now that locks and burglar alarms have im-proved. Thugs may just ring your doorbell. When you open, theyslam their way in. Housejacking startled in New York some yearsago, and it will soon be coming to a city near you.Now then, just in case you consider some of my advice to beextreme—and I confess that many do—I am willing to discusssome options. I don't recommend them, but better half an ounceof prevention than none at all.
Home delivery: Remember the cardinal rule? "Do not, as long asyou live, ever again allow your real name to be coupled with



your home address." If then, you are going to have a deliverymade to where you really live, it must not be in your name. Allcourier companies keep a national database of names and ad-dresses and countless thousands of their employees can run asearch of your name. PIs know this, and many have contactsinside these companies.If, in fact, you have ever received a letter or package at yourpresent address and under your real name, the only way to pro-tect your privacy is to move. Once this move has been made,and if you are determined to have delivery made at your home,then it must be in another name. When you sign for the courier,you sign the other name.You may get by with no problems doing this, as long as youdo not order expensive items from out of state. If you do, how-ever, keep in mind that in states with a sales tax, it is not un-common for irate neighbors to call the tax department and reportthat the people next door are buying such-and-such to avoid thestate's sales tax. (You do know, do you not, that you are obli-gated to "voluntarily" pay the local sales tax on merchandise pur-chased from out of state?)The logical solution to anonymity with courier services wouldseem to be to have your parcels come into one of their nearbyoffices and just pick them up there. Unfortunately, these com-panies do not employ logic. Whereas they never ask for ID at aprivate home, they absolutely demand it if you stop by one oftheir offices to pick anything up. I have argued this point in vainwith the various home offices, pointing out that if I send a pack-age in a certain name, I will sign a waiver to the effect that theymay deliver to any person asking for it in that name. After all,this is similar to item number eight on all FedEx labels, whichreads RELEASE SIGNATURE. Sign to authorize delivery without ob-taining signature. In fact, if you really wish to remain incognito,have the sender sign on the line for this release and when yousee the FedEx truck arrive, do not answer the door.But do not pick up at their office. I sent an e-mail to theFedEx main office, pleading for permission to send a letter to



one of my clients who would not present ID when he picked itup at an office in Memphis. I received this reply, short but notsweet:
Thank you for your inquiry, FedEx requires a valid consigneename and phone number for shipments that are held for pick-up. More hold for pick-up information can be found on ourwebsite at:http://fedex. com/us/services/conditions/domestic/hold. htmlThank you for your interest in FedEx.Susan CarrFedEx Webmaster

Mail-Drop Pickup: Although USPS regulations require two formsof ID in order to receive mail at a commercial mail-receivingagency, FedEx, UPS, and other couriers services are not boundby these regulations. So then, you can receive a shipment in yourname or in a business name without showing ID. Here's how itworks:Assume I live in Piano, Texas. I wish to have a friend fromNew York City send me a small box that will not be identifiedwith me in any way. Not by my name, and not by my address.I look up Mail Boxes Etc. in the yellow pages, choose one of thesix offices listed, and have my wife make the call. The conver-sation goes like this:"Hello, this is Mary Johnson with Triple-R Services in NewYork. I wish to send a small box to your address, for pickup byone of our salesman traveling through. Will that be satisfactory?""No problem—in whose name will it be?""We'll just send it to your address in the name of Triple-RServices. Anyone that asks for a package in that name can pickit up.""There is a small pickup fee, of course . . .""No problem."I then call my friend, who ships the package. The followingweek I stop by and pick up the box. (I had my wife make the call



so that when I ask for the box, the manager does not recognize myrather odd accent and connect it with the "New York" caller.) Or,I can send anyone else around on my behalf, anyone at all.
ROBBERS MAY IMPERSONATE THE POLICE

If no one knows where you live, it is extremely unlikely thatpolice will ever show up at your door. If, therefore, you see whatappear to be policemen coming up your walk (or seen throughyour peephole), do not open the door. Call the police depart-ment, or even 9-1-1 on your cell phone, to check them out.
Several years ago, two men who identified themselves as policeofficers entered a home in a Los Angeles suburb and tied up thecouple who lived there. Both wore dark clothing and caps withthe word "POLICE" on the brow. They then stole a thousanddollars in cash and a laptop computer."Unfortunately, this happens too often," said LAPD spokes-man Lt. Anthony Alba, "but generally on the eastside or thesouthside of town, where recent immigrants might not be familiarwith our law-enforcement officials. This one's a bit different." Hereferred to the fact that the victims were from a relatively quietstreet in a predominantly middle-class neighborhood.Later, two Los Angeles men suspected of committing morethan eighty home-invasion robberies were arrested and a pressconference was held. Among the more than one hundred itemsconfiscated from the men's home were night-vision goggles, of-ficial Los Angeles police badges, handcuffs, five handguns, asawed-off shotgun, an assault rifle, and hundreds of rounds ofammunition.
In summary, a ghost address will give you not only protectionbut peace of mind as well. No longer will you have to wonderabout who is coming to your door. If it is not someone yourecognize, then—since no one else has this address—they have



no business there. The postman? Ignore him! Woman dressed ina FedEx uniform? Ignore her! Two or three guys with leatherjackets? Don't even think of answering the door! (See how easyit is, once you eliminate all traces of your home address?)

QUESTIONS & ANSWERS

Can a bounty hunter legally break into my home?If you ever post bail via a bondsman, and fail to show up incourt, then the answer is YES, INDEED. There have been anumber of articles and programs about this fact. As reported onthe CBS program 60 Minutes, a bounty hunter—unlike thepolice—can search whatever he likes without a warrant. He canbreak down doors, read mail, boot up computers, copy keys,whatever. The justification for all this is that anyone arrangingbail through a bondsman signs a contract, and the bounty hunteris merely fulfilling the fine print in said contract. So if any of youreaders ever forfeit bail, you'd better make sure your homeaddress is really private.A more likely danger is that, knowingly or unknowingly, youinvite someone into your home that has forfeited bail. This mightbe a relative, a close friend, maybe even your brother, or grownson or daughter. You might wish to give this some thought, thenext time a certain someone "stops by." In some cases, there isa danger even in knowing the persons the bounty hunters areafter. One person interviewed on the 60 Minutes program toldof a couple being held and grilled for eleven hours by bountyhunters intent on getting enough information to track downsomeone this couple knew.If someone pounds on your door and yells "Special Agent!"you are about to meet one or more bounty hunters in person.Do not be fooled by the fact they may wear uniforms, carrybadges, and at first glance appear to be with the FBI or the ATF.Or, they may get you to open the door by dressing as anemployee of UPS, FedEx, or the U.S. Postal Service. In one case,



the hunters determined that one particular tough quarry—whowas wise to all normal ruses—had a young daughter whosebirthday was coming up. They waited until that day, then sentin a clown with balloons. He passed muster with the closed-circuit video, the door was opened, and you can guess the rest.
We are about to move to another state. Is it safe to use amover such as Allied, Bekins, or Mayflower?Not if you value your privacy. Most—if not all—interstatemoving services keep computer records and PIs know and usethis. Keep in mind that even though you give the movers a dif-ferent name, the computers can be searched by address as well.If, therefore, an investigator tracks down your present addressand discovers you have moved, he will have an accomplice checkthe records to see what name you used, and the destination streetaddress.When we move—which is more often than my wife wouldlike—I pay a driver to rent the largest size Ryder truck in hisname. I then look under "Movers" in the yellow pages. There isusually a subsection called "Student Movers," self-employedhusky young men that load and unload trucks for an hourlywage. They load the truck, the driver drives it, and at the des-tination another set of student movers unloads it. My driver theneither drops off the truck in a nearby city, or drives it back tothe city of origin. Ryder puts everything into their computers,but what do they have? Certainly not my name, and neither theprevious street address nor the new one. Incidentally, you willoften save a bundle of money with this method.An alternative solution is to arrange for the Mother of AllMoving Sales. Then buy a one-ton pickup and a fifth-wheeltravel trailer. License each in a separate company, as discussedin Chapter 12, and be on your way in total privacy.
What about the cleaning lady or the carpet cleaner?
At the very least, use someone that your friends have usedfor years and will recommend without reservations. However, if



you have secrets to protect, this precaution may not be enough.PIs have been known to offer serious money to obtain trash froma home office before it has been shredded.My next suggestion may be worth far more to you than theprice you paid for this book. Use someone who is an unusuallyactive member of the Seventh-day Adventists, Jehovah's Wit-nesses, or the Church of Jesus Christ of Latter-day Saints (Mor-mons). Unlike those from mainstream religions, you will seldomif ever find a longtime member of these three religions in jailunless—as in some countries—they are there for their faith.These people believe their Creator is watching them and mostwould rather die than steal. The only problem is, will they wantto clean your home or your carpet?Of the three groups, I am least familiar with the Adventists.I suggest you contact the pastor of a nearby SDA church, explainwhat you are looking for, and ask if any members do cleaningwork. If they do, tactfully ask how long they have been Ad-ventists and how active they are in the church.If you contact the Mormons, note that they refer to one an-other as "LDS," or Latter-day Saints. Howard Hughes used Mor-mons for bodyguards and trusted them completely. I would alsotrust certain ones in financial matters, such as for hawala banking(see Chapter 14). By "certain ones," I mean those that have dem-onstrated their faith by being missionaries in a foreign land fortwo years. The only problem here is that not many LDS are intocleaning. They lean more toward commercial enterprises.A little-known fact about Jehovah's Witnesses is that in manycities they do 80 percent of the nightly cleaning in office build-ings and an even higher percentage in clinics. They also do muchof the cleaning in upscale homes where security is especially im-portant. There are three reasons for this:
1. They prefer to work late at night or very early in the morn-ing so they are free to attend three meetings a week andthree conventions a year. They usually clean for a flat rate,work fast, and earn from $20 to $40 an hour.



2. A number of them have carpet-cleaning businesses andmany will accept any honorable work, however humble.
3. They are so well-known for honesty that word of mouthkeeps them in constant demand in the janitorial field.
Although we would be happy to employ LDS or Mormonsin any of our homes, in actual practice we usually end up withWitnesses. Although they call their church buildings KingdomHalls, we look them up in the yellow pages under "Churches."Over the years, we have learned that the best time to call aKingdom Hall is between 6:45 and 7:10 on a Tuesday, Wednes-day, or Thursday. This is just before they have one of their meet-ings. Ask to speak to one of the elders. If they are busy, leaveyour number and have them call back. When an elder comes onthe line, do not use a title such as pastor or Reverend—they donot use titles. Just explain what you need.There is no need to be embarrassed about calling. Non-Witness persons often call Kingdom Halls to ask who is lookingfor work. (Besides janitorial, they are in demand where largesums of money are being handled.) If you are unusually con-cerned about privacy, say that you prefer a worker who is a"pioneer." This is the term Witnesses use for those who put mostof their time in the Bible-teaching work. They cannot be pio-neers unless they have an excellent reputation both within andwithout their congregation. And not to worry—they won'tpreach to you while on the job!If any of you readers know of another religious group that isalso widely known for honesty and integrity and often do cleaningwork, please let me know. Perhaps I can include them in thenext edition.
What about letting a baby-sitter into our home?
If the baby-sitter is Grandma, there should be no problem.Other than that, tune your radio into the Dr. Laura SchlessingerShow. Better yet, call Dr. Laura. Ask her what she thinks about



abandoning your little trolls to a sitter. (Best to be sitting downfor the answer.)Even if you survive the phone call and are determined to callin a sitter, do you still harbor vague fears? Then spend about $60for a voice-activated tape recorder with multiple pickup micro-phones. You may hear phone calls, boyfriends coming to visit,or sounds of child abuse. A better solution is to install a nanny-cam and see what goes on in living color. Perhaps she is checkingout your computer or going through your drawers!Actually, however, if you suspect the sitter may need elec-tronic surveillance, your fears are probably justified. Find some-one else or bring in Grandma.



5
UNTRACEABLE TRASH,

ANONYMOUS UTILITIES

Satisfaction Guaranteed or Double Your Garbage Back—GARBAGE TRUCK, CAMBRIDGE, MASSACHUSETTS
This is a short but vital chapter, absolutely essential in order toachieve your goal. Let's start out with an opportunity for you toplay detective. See if you can solve the mystery.A bilingual private investigator in San Jose, California, takesa call from a law firm in San Diego. They wish to locate a certainVictor R—in order to serve a subpoena in a civil lawsuit. Theyhave only three pieces of information:
1. Victor, who was born in Ameca, Jalisco, is staying withfriends from his home town. They live "somewhere" nearLake Tahoe, on the California-Nevada border.
2. Victor has a younger brother named Fernando who rentsa one-bedroom unit in a sixty-four-unit apartment com-plex in San Jose. However, the PI is not to contact Fer-nando because if he does, Fernando will tip off his brother.



Worse, the lawyers want fast results and yet they put a limiton what the PI may spend. If he needs any helpers, he will haveto use slave labor. The intrepid PI takes the job, despite thefollowing drawbacks:
• If Victor is with friends, there is no way to track himdown via rental agreement, telephone, or utilities.• There are more than ten thousand Latinos in the LakeTahoe area and nearly 80 percent of them come fromthe same place: Ameca, Jalisco (Mexico).• A quick check shows that there is no telephone at Fer-nando's apartment.
Our intrepid PI is on the job that very evening, prepared foraction. What he wants is every bit of the garbage and trash thatleaves Fernando's apartment for the next thirty days. He observesthat there are two large Dumpsters near the entrance of theparking lot, and learns that they are dumped between 3 and 4A.M. every day. There is no uniformity in the bags the residentsare using. Some are paper, some are white plastic bags from thesupermarkets, and some are large black trash bags. The PI knowsof a Guatemalan family where three teenagers are desperate forwork, any kind of work, even diving into Dumpsters.Here is where you get to play detective.How will his Guatemalan friends know which garbage be-longs to Fernando?[Take five, see if you can guess the answer. This is not rocketscience.]

Okay, check your answer with what happened next. Late thatevening, the PI went from door to door, calling at each of thesixteen apartments that were on Fernando's floor. He wore auniform with a name tag and presented each renter with a freesupply of thirty trash bags, speaking Spanish or English as theoccasion warranted.



"This is part of an experiment by our company," he said witha disarming smile. "The idea is to see if these extra-strong bagswill cause less spillage when our trucks unload at the processingplant. If you and your neighbors use these bags for the next thirtydays, we may continue to furnish them at no charge."A young, pregnant woman answered the door at Fernando'sapartment. He gave her the pitch and handed her the bags."Muchas gracias," she said. "Muy amable.""No hay de que. Que tenga un buen dia." Have a nice day.Then the three Guatemalans got their assignment. They wereto take turns drifting past the Dumpsters both morning and eve-ning, checking to see if there was a bag from Fernando's apart-ment. For every bag they brought in, the PI would pay them $20cash. If he found what he was looking for, there would be a $100bonus.In the next two weeks, they brought in nine bags and werepaid $180. Two days later they brought in the bag that paid a$50 bonus—Fernando had a cell phone, and he had tossed thestatement in the trash after tearing it up. Pieced together withtape, it showed six long-distance calls to the same number atZephyr Cove on the Nevada side of Lake Tahoe. That was all itwould take to track down Victor, at a cost of $230 to the kidsand $96 for the bags.Have you have already guessed how the kids knew which bagsto pick up?Yes, it was just as you thought. At fifteen doors, the PI gaveaway dark green bags. At Fernando's door, he handed over darkblue bags.That was the windup. Here comes the pitch.To paraphrase Johnnie Cochran:
If it can be readThen you must shred.



WHAT YOUR TRASH REVEALS ABOUT YOU

Trash is not the remains of food. That is garbage. Trash is every-thing else. Unfortunately, the two may be mixed unless it is com-ing from an office building. Trash is to a detective what a goldnugget is to a prospector. Just imagine—if you dare—what in-vestigators would have learned about you and your family if theyhad secretly gone through your trash for the last ninety days. Weshall assume they started with a blank sheet, having no idea asto the occupants of your home. To put a picture together, theywould have watched for any of the items in the following list. Ifanything were torn up, it would have been pieced back together.
• Bank statements with your name, address, account num-ber, etc.• Telephone bills with your number, and the long-distancecalls you made.• Utility and other bills, showing the name and addressyou use for those.• Credit-card statements and receipts, invoices, automaticteller receipts.• Paycheck and/or money order stubs.• Empty bottles from prescription medicine, with yourdoctor's name.• Personal and business letters. All address labels.• Scraps of paper that might reveal a name or phone num-ber.• Matchbooks. Inside covers checked for phone numbers.• Anything to indicate drug use, including triangular scrapsof paper.• Itemized grocery and pharmacy slips, for evidence of al-cohol, illness, condoms, birth-control pills, or anything toindicate homosexual activity.• Classified ads from newspapers, to see if anything is cir-cled.



• Magazines, travel brochures, or anything that would indi-cate interest in weapons, strange practices, or overseasconnections.What else can you think of, in your particular case? Or thatof your friends, relatives, or even your children?Do you have a weekly arrangement for a woman to come inand clean? Does she have access to the trash?If you work in an office, who handles the trash? Did you knowthat in some cases, janitors are bribed to turn trash from a spe-cific office over to private investigators? Or—worse!—govern-ment agents?Most likely, if you do everything else right, no one will beable to sift through your trash because they cannot find you inthe first place. But if they do (perhaps by following you home),then make sure all papers have been shredded and that there isnothing further to be revealed from your trash.
UTILITIES

By utilities I mean the companies that furnish electricity, garbagepickup, water and sewer connections, and natural or propane gas.(Telephones will be discussed in Chapter 8.) Never give yourtrue name—much less your SSN or date of birth!—to a utilitycompany, nor to any other private company that will furnish aservice at your actual residence.Rather, if you own your home in the name of a trust, giveeach company the name of the trust and insist that the name inthe company database is in the name of the trust only. In fact,do not give them your own name under any condition. Try afictitious one, or use the wife's maiden name. Even then, thisshould just be her middle initial plus last name. Do not furnishher Social Security number or date of birth.A quick and dirty method of setting up the utility accountson short notice is to use a nominee, someone that will act onyour behalf. (See Chapter 9.) Usually, the utility company will



demand a cash deposit in lieu of being able to check your creditby using your Social Security number. Fine, give them a moneyorder or a bank check for the deposit. It will be returned to youafter one year of on-time payments. Make sure that the billsnever come to your home address. Give them your ghost address,explaining that (a) you do not have a mailbox at the street ad-dress and (b) all bills are paid from your "business" (ghost) ad-dress.What has been accomplished? Just this: If a private investi-gator—acting on behalf of a stalker or working with a law firmor insurance company—starts searching for you, one of the firstplaces he will check (after cable TV) will be the utility compa-nies. If your name is in any database, the PI will obtain the ad-dress. But as long as your name never shows up, the search willbe in vain.

QUESTIONS & ANSWERS

How can I get rid of trash other than by shredding it?If you have a fireplace or a wood-burning stove, perhaps youcan burn it. Otherwise, toss your statements, bills, etc. into abox that is reserved for this purpose. Be sure to include allenvelopes that indicate your name and ghost address. (Don'tforget the junk-mail offers.) Then cut through the addresses andput one half of each address in one pile, the other half in a secondpile. Bundle them up and toss the piles in separate public trashbins.



6
YOUR SOCIAL SECURITY

NUMBER AND DATE OF

BIRTH

My Social Security number? If you insist. . . 078-05-1120.
—FUTURE QUOTE FROM YOU, THE READER

In 1973, George Norman left Denver, Colorado, in a borrowedcar. He was skipping out on an impending two-year prisonsentence for embezzling some $500,000 from the now-defunctRocky Mountain Bank. Over the years he ran this "starter money"into $50 million by legal means, dabbling in oil in Houston andstarting software companies in Oregon and Utah.Although he knew that U.S. marshals were after him, ratherthan move to Mexico or Canada he stayed in the United States,relying on alternate names to protect him. Some of the nameshe used were George Larson, Max Morris, George Irving, FrickJensen, Gunner Isoz, J. Blankman, and Dr. James Hill.Had private parties been employing detectives to pursue him,the money would have run out before many years had passed.



However, with government agents, money does not run out.Twenty-three years passed before Norman, for whatever reason,felt compelled to give out a Social Security number. Rather thanuse his own, or invent one, he used the number of a person heknew was dead. This Social Security number came up on a gov-ernment computer as that of Tom Dangelis, red-flagged asGeorge Norman's wife's Donna's deceased grandfather! The re-sult was this headline in the Sunday, December 1, 1996 LosAngeles Times: "FUGITIVE MILLIONAIRE NABBED AFTER23 YEARS ON THE LAM."Yes, Norman needed catching, and they caught him. But thepoint is, privacy isn't only for criminals, it's also desirable forwhite-hat folks like you and me, and this story certainly illus-trates the point about not using someone else's SSN. It also tellsus, as I say in chapter 1, that when the chips go down for what-ever reason, your first priority may be to gain time to sort thingsout.However, a Social Security number is not the only way toquickly track you down—your date of birth is another:

DATE OF BIRTH

No matter how common your name, you can be quickly iden-tified in a database by coupling either your name or your birthdate with your address. Keeping your true home address a secrethas already been discussed. As for a birth date, I seldom give outany date whatsoever.For instance, just a few days ago I stopped in at a shoppingmall to have my eyes tested. The doctor's assistant handed me along form to fill out, asking among other things my address, tele-phone number, Social Security number, and date of birth. I ex-plained that I did hot live in the area, did not give out my SSN,and my age was in the "early seventies." No objection was raised.During the exam, the doctor asked me what I did for a living."I'm a writer."



"Oh? What do you write?""Articles and books about keeping your private life private.Which is why I didn't give you a Social Security number or adate of birth.""Oh well," replied the doctor, "except for insurance cases, Idon't need that stuff on the form anyway!" (But they don't tellyou that when they hand you the form, right?)My next stop was nearby, at one of those national chains thathave optical shops in malls. I picked out the two frames I wantedand the young salesclerk started to fill in the form."Address?" she said."No local address, I live in Spain." After a puzzled look, shewrote down the address of the store itself."Telephone number?""Sorry, no telephone." She wrote down the number of thestore."Date of birth?""Why on earth," I said, "would the purchase of two pairs ofglasses require a date of birth?""The date of birth is how we identify our customers.""I do not wish to be identified." Long pause. Then she left itblank. The next question of the form was for a Social Securitynumber but at that point the girl just shrugged and didn't evenask me.Personally, I enjoy these challenges, but some of my clientsdo not. In fact, they hate confrontations of any kind. Often, iffilling in a form yourself, you can just write "legal age." Anotheralternative is to give a fictitious month and day, and a year a bitbefore or after the real one. If you feel obligated to give a dateof birth, choose one that is easy to remember, such as a nationalholiday. Make yourself a few years younger at the same time.



YOUR SOCIAL SECURITY NUMBER (SSN)

The Privacy Act of 1974 (Pub. L. 93-579, I section 7) requiresthat any federal, state, or local government agency that requestsyour Social Security number must tell you four things:
1. Whether disclosure of your SSN is required or optional.
2. What statute or other authority requires this number.
3. How they will use your SSN, once they have it.
4. What will happen if you do not provide them with yourSSN.
So then, if you are asked for your SSN by any federal, state,or local government agency (including any state university thataccepts federal funds), look for the Privacy Act Statement. If itisn't there, ask to see it before you give your number. (Failureto provide a SSN will not prevent you from getting a passport,for example.) Since the subject of this book is privacy, not taxevasion, I see no problem in furnishing your SSN to the InternalRevenue Service.

YOUR DRIVER'S LICENSE

Public Law 104-208, passed in 1996, imposes an unprece-dented threat regarding driver's licenses. Section 656 providesthat after October 1, 2000, federal agencies may not accept forany identification-related purpose a driver's license issued by astate unless the license contains a Social Security account num-ber that can be read visually or by electronic means. (Because ofstrong public objections, Congress has just placed a one-yearmoratorium on implementation of this provision, pushing itahead to October 1, 2001.)It appears that a few states—for now—will continue to allowan "alternate number" based on your SSN. The state has a for-mula for converting that number back into the SSN. Thus the



SSN is at least hidden from most nongovernmental agencies thatwill ask to see, or even photocopy, your driver's license. Checkwith your local Department of Motor Vehicles (in some statescalled the Department of Safety or something similar] for addi-tional information.Actually, apart from the state agency that issues driver's li-censes, there's not much of a problem when dealing with gov-ernment agencies. It's the private organizations that can give youindustrial-strength depression. The low-level clerk behind thecounter expects you to fill out that form completely. After all,"everyone else does," and it's "the company policy." So let's con-sider some of these private agencies or organizations:
YOUR EMPLOYER

If you work for wages, the IRS requires the employer to get yourSSN. Sometimes they will ask for it before you're hired, so theycan check your credit and criminal (if any) record. Tell themyou'll give your SSN if and when actually hired for the job. ifthis is not acceptable, ask yourself, "How badly do I want thisjob?"If you do take the job, know that your name, address, andSocial Security number must by law go into the database for theNational Directory of New Hires within twenty calendar days.This applies to virtually every person who is hired in the UnitedStates. The only wiggle room here is with the address. Remem-ber the rule? "Do not, as long as you live, ever again allow yourreal name to be coupled with your home address." Therefore,you will give your employer only your ghost address.In some cases, you may be able to work as an independentcontractor and thus avoid giving out your Social Securitynumber. This is easier than it used to be because in 1998, theIRS burden-of-proof rules were changed in the independent con-tractor's favor. If you think you might qualify as an independentcontractor, consult a CPA.



HOSPITALS AND DOCTORS

If you qualify for Medicare and wish to use it, you'll need tofurnish your true SSN. Other than that, I know of no law thatrequires your SSN to be an ID number. Insurance companies canoften be persuaded to use another number in lieu of the SSN.True, the insurance companies do send information to the Med-ical Information Bureau (MIB), but I've been told the MIB doesnot use SNNs as identifiers, nor do they report SSNs when mak-ing reports.Remember, when a private investigator has an associatesearch for your records in the Medical Information Bureau, manyidentical names may come up. His first choice for picking youout will be your date of birth, and his second choice will bewhatever address he may have for you (if any). The very lastthing you want on your record is a consultation that indicates anervous disorder, a psychiatric problem, or a sexually transmitteddisease. For these, pay cash and use a false name. Better yet, popover into Canada or Mexico. If you can afford it, skip Medicarealtogether and just pay all bills in cash. No personal informationneeded for that.
BANKS

If you must have a U.S. bank account, open it in a business nameor in that of another person. When cashing checks, do not useyour driver's license for identification. Rather, use your passportbecause:
• It does not show your Social Security number.• It does not show any address for you, not even the stateor country in which you live.• Unlike the Department of Motor Vehicles (or whatevername it has in your state), you cannot easily be tracedwith your passport number.



Occasionally, after presenting my passport, I have been askedfor my driver's license. I reply that I do not use my driver'slicense for ID. In one small town, the bank teller confessed thatshe had never seen a passport before! I had to point out wherethe number was, so she could write it on the third-party checkI was cashing.
LANDLORDS

The emphasis on the last five letters is intentional, because someof them do indeed act as lords. A false SSN will not usually workhere, as landlords like to check credit records and in some casesthere is a statewide database that is in effect a blacklist of un-desirable tenants. How badly do you want to live in the Bel-Airpenthouse apartment, or (as the case may be) in that 1958Rick-A-Tee mobile home?You may be tempted to threaten the landlord with legal ac-tion such as discrimination, but in this case remember: Sun beatswind. Ask him or her to kindly call your previous landlord (ifyou dare). Or offer an extra-large deposit, interest-free, which isto be returned after one year if you prove to be the model tenantyou say you are.
REAL ESTATE PURCHASES AND SALES

A Social Security number is normally required for the IRS re-porting forms. One way around this is never actually to buy realestate. Rent, lease, or take options. Another is to purchase andsell in the name of an LLC. Your accountant may suggest youget a tax identification number (TIN) for the LLC. This is anumber that is obtained from the IRS by filling out and submit-ting Form SS-4. It is used instead of a Social Security number soif you have a TIN, use that. A better solution, however, is tohave a minority member of the LLC furnish his or her SSN. (Ifa taxable gain may result when the property is sold, discuss withyour accountant how best to handle this.)



FALSE SOCIAL SECURITY NUMBERS

A federal court of appeals has ruled that using a false SSN toobtain a driver's license is illegal. Other than that, there appearsto be no legal penalty for giving a wrong number as long as thereis no intent to:
(a) deceive a government agency,(b) commit fraud, or(c) obtain a specific benefit.
If, then, you are someday asked for your SSN in an innocuouscircumstance where you know this number will not be checked,you may be tempted to transpose two digits in the last four.(Never transpose any digits in the first three because.these arestate ID numbers.) "If they ever ask," you might tell yourself,"I'll just say it was an accident."However, I do not recommend this. You have no way ofknowing who the real number belongs to. What if it identifies adrug dealer, a child pornographer, or someone who died in 1975?What I do recommend is that you either give your true num-ber when absolutely required, or else no number at all. Never-theless, knowing that you may someday be tempted to give afalse number, here are three ways to come up with a SocialSecurity number which, although false, will not identify you withanyone else.
1. Invent a number that lists the state of your choice in thefirst field, followed by 00 in the second field, as there areno legitimate SSNs with all zeroes in any field.
2. Start the number with 987-65- and then pick a numberfor the last four digits between 4320 and 4329. These arethe numbers allowed for use in advertisements.
3. Fifty years ago, new wallets with a celluloid window insertcame with a sample Social Security card included, and thisnumber was always 078-05-1120. You might, therefore,



jot this number down and keep it your wallet or purse foremergency use.
There is a web site at www.informus.com/ssnlkup.htmlwhereyou can check to see if a Social Security number has ever beenissued. Those listed for items one and two, above, show them tobe invalid. However, when I ran the third number at this site,this was the response:SSN 078-05-1120 was VALIDLY ISSUED between 1934 and1951 in NY.So then, if you give that number as your own but fear it mightbe checked, "remember" that you were in New York at the time.It would also be helpful to look at least sixty-four years old, asSSNs were seldom issued to children in those years.Very important: Never use any of the above numbers with agovernment agency. Even lowly clerks will recognize them.

TIP

Who knows when you will:
(a) lose your purse or wallet,(b) have it stolen, or(c) have the contents searched, following a traffic stop?
Therefore, do not carry your Social Security card with you,nor any document that lists your SSN. (Since you will neveragain use your driver's license for identification, leave it in yourcar.) If you carry a health-insurance card or are under Medicare,I suggest you photocopy the card and block out the SSN. Youcan give your SSN to the health-care provider orally, if and whenrequired.

OBTAINING CREDIT

In some cases it may be extremely difficult to obtain credit with-out revealing your number, so you'll have to ask yourself a ques-tion: "How desperately do I need this credit?" The correct answer



should be, "Not that desperately!" In the Computer Privacy Hand-book, author Andre Bacard quotes his grandfather's opinion ofcredit:
"I'm 80 years old and free because I never owed a dime.Young people are addicted to credit. Mark my words, Andre.Credit will lead to a police state in America. I hope I die be-fore then."
My Scottish father and my Norwegian mother ran their livesthe same way, quoting Proverbs 22:7 to my sister and me: "Theborrower is servant to the lender." The advice was sound. I passit on to you.

RUN YOUR LIFE ON A CASH BASIS

If you truly wish to become invisible, never apply for personalcredit. (There is occasionally a business exception, but credit inthis case should be extended only to your corporation or limited-liability company.) We raised our children to pay cash or gowithout, we recommend the same to all our friends, and westand by our own example even when discussing the Interna-tional Dream: "Owning Your Own Home."Incidentally, home ownership is overrated. It is usually cheaperto rent or lease your living quarters. Further, should disasterstrike from whatever direction, as a renter you can move beforethe sun rises tomorrow morning. The homeowner, on the otherhand, will dawdle and procrastinate, and in some cases this delaycan be fatal.Until my wife and I were in our fifties, we rented, period.When we finally did build our first home on Lanzarote Island,perched on a cliff fifteen hundred feet above the Atlantic, wefollowed the Spanish custom and paid cash for every brick androck and block. Unlike the Spanish way of thinking, however,we were mentally prepared to walk away and leave it if we hadto. Since then we've built homes both there and in North Amer-



ica, always for cash, and only because we can afford this totallyunnecessary luxury.When the day comes that we can't afford to walk (or run)away and leave a house behind, we'll sell it, stash the cash, andgo back to renting. In, as always, another name.
QUESTIONS & ANSWERS

Isn't giving out a false SSN a federal offense according toU.S. Code: Title 42, Section 408?
Before preparing this chapter I read 42 U.S.C 408 and alsoCase 94-5721 in the United States Court of Appeals for theFourth Circuit: United States of America v. Eunice Arnetta HarrisSparks. I am not an attorney, so this is just a layman's opinion:There does not seem to be any basis for a court case if thereis no intent to deceive, and if no benefit is obtained. (In the abovecourt case, the defendant purchased a car on credit, gave a falseSSN, and then failed to make the payments.)
Can I get by without a passport, and still maintain my pri-vacy?Yes of course . . . if you never travel by air, never pay in astore by check, never cash a check at a bank, never receive aregistered letter, and are never otherwise called upon to proveyour age or identity. Since this may not be practical for you, let'sdiscuss another aspect of drivers' licenses.A recent news program on national television discussed thesale of pictures that go with state drivers' licenses. The buyer isa company called Image Data. What had previously been keptsecret was now made public (i.e., that the source of Image Data'sfinancing came from the United States Secret Service). ImageData says the only use for these pictures will be for businessesthat accept checks. They will scan your driver's license and checkthe picture on the screen to be sure it is really you. Two ques-tions arise:



(1) What use does the U.S. Secret Service have in mind forthese pictures?
(2) Why was Image Data attempting to hide the U.S. SecretService connection?
I cannot answer these questions. What I can do, however, isto continue to urge you not to use your driver's license for any-thing other than showing it to a policeman if you are stoppedfor a violation. (And do all within your power never to bestopped!)Remember, for the past twenty years, most states have beenselling the data from driver's licenses. This includes your height,weight, and "home address," none of which shows up on a pass-port. Also, as I have said before, if an investigator wishes to checkyou out, one of the first places he will check is the DMV in thestate in which you live. I therefore say—once again—one of thevery best ways to maintain your privacy is to obtain a passportand use it for identification.
What if a Social Security number is required for a huntingor fishing license?
Many states do require a Social Security number for register-ing a boat or buying a hunting or fishing license. The boat, ofcourse, can be registered in the name of a limited-liability com-pany (see Chapter 12). You may wish to hunt or fish in anotherstate—one that does not require an SSN. The nonresident licensewill cost you more, but if saving money is important, meat andfish are available at the supermarket.
Can I just apply for a new Social Security number?
Many books have been published with advice about how toillegally obtain a new Social Security number. Some authorsrecommend you tell some wild story about how you were livingin the jungles of New Guinea and just got back. More often, itis suggested you comb old newspapers for children who diedyoung, and obtain—or fake—their birth certificate. These books



are out-of-date because, as of January 1, 2000, the Social Secu-rity Administration—with only three exceptions—will no longerissue Social Security cards to anyone other than newborn infants.The exceptions are:
1. Those relocated with new identities under the FederalWitness Security program.
2. Individuals who can prove they were victims of "identitytheft" when criminals used their number repeatedly to getcredit cards, make loans, and engage in other financialtransactions.
3. Abused women who are hiding from husbands, ex-husbands, or former lovers. Until the latter part of 1999,only about 150 new numbers were granted each year.However, as of the year 2000, the Social Security Admin-istration expects to grant new numbers much more freely.In addition to original documents establishing your age,identity, and U.S. citizenship or lawful alien status, youwill be asked for both your old and new names if you havechanged your name. You must also present evidenceshowing you have custody of children for whom you arerequesting new numbers and evidence you may have doc-umenting the harassment or abuse. The best evidence ofabuse will come from third parties such as police, medicalfacilities, or doctors. Other evidence may include court re-straining orders, letters from shelters, family members,friends, counselors, or others who have knowledge of thedomestic violence or abuse. (For additional informationabout new numbers for abused women, go to the agency'sWeb site, http://www.ssa.gov/pubs/10093.html.]
Can I avoid giving my Social Security number on the basisof Revelation, Chapter 13?
I assume you are referring to the belief, held sincerely bysome, that a Social Security number is the "mark of the beast."



Is it true that in the past, several persons have won court casesobjecting on religious grounds to state requirements for an SSNas a condition to receiving a driver's license. In Leahy v. Districtof Columbia, the circuit court upheld John C. Leahy's religiousobjection to providing his Social Security number in order to geta driver's license.Later, five plaintiffs sued the City of Los Angeles on religiousobjection grounds, objecting to the state's requirement thatdriver's license applicants must provide a social security numberas a condition of getting a license. They won the case in the statesuperior court, but I have since heard the state appealed thatdecision.An October 25, 1997, headline in the Los Angeles Times said,"Religious Objections to DMV Upheld." The subtitle was, "Judgesays five men do not need Social Security numbers to get li-censes. They contend that the identification is the satanic 'markof the beast.' " The article, written by staff writer John Dart,reads in part:
In the first court decision to declare that a driver's licenseapplicant can refuse to give the Department of Motor Ve-hicles a Social Security number for religious reasons, a LosAngeles Superior Court has ruled that the DMV mustaccommodate five men who contend that the numbers arethe "mark of the beast" in the Bible's Book of Revelation.In handing down the decision, Superior Court Judge Di-ane Wayne said last week that the state agency could useanother method of identification in light of the men's "sin-cerely held religious convictions . . . that anyone who useshis or her Social Security number is in danger of not re-ceiving eternal life."

If you really, truly believe that the use of a Social Securitynumber violates your religious beliefs, then take your stand. Ifyou go to jail—and some have—you will be suffering for whatyou feel is a righteous cause. But if you are thinking of challeng-ing the authorities and just using religion as an excuse, then I



urge you to back off. Join the rest of us who do furnish thenumber when absolutely necessary . . . but never otherwise.
How can we maintain our privacy when we start havingchildren, and especially when they start in school?You are required to obtain a Social Security number for eachchild that you claim as a dependent on your tax return. The ob-vious solution is not to claim them as dependents.In the public school system, the authorities demand an SSNfrom every student. The solution here is either home schoolingor a private school. At at no time do I ever say privacy is cheap,at least to begin with. (If a lawsuit—or worse—is somedayavoided by the measures you have taken, then it will have beeneconomical after all.)

Friendly tip: Raise your children to be self-employed when theyleave home, so that their names will never, ever, go into theNational Directory for New Hires. And just think of all themoney you'll save by not sending them to college! (I am a uni-versity dropout, just like Bill Gates. I don't know about Gates,but I myself have never regretted dropping out back in the1940s. Not for a day, an hour, or a minute.)



7
YOUR ALTERNATIVE

NAMES AND

SIGNATURES

Why be difficult, when with a bit of effort, you can beimpossible? —ANONYMOUS
Anyone can sign your name. If your attorney, CPA, or anyone elsewarns you that you cannot legally sign another person's name,ask them to prove it. (They will be unable to do so.) The onlycaveat is that the person's name you are about to sign must au-thorize this by telephone at the time of signature.Example: You have the tax return for your Wyoming corpo-ration, Oliver's Oddities, ready to mail on the due date. Problem:you forgot that your cousin Oliver, who is substituting for youas the sole director, will have to sign. Although Oliver is cur-rently on an Arctic fishing trip, you reach him by telephone atthe Frontier Lodge on Great Slave Lake."Oliver, we need to mail the tax return to the IRS today. OKif I sign your name as president?"



"Sure, why not?"That's it. Go ahead and sign his name. All the IRS wants tosee is a signature. My only suggestion here is that, when Oliverreturns, have him sign an acknowledgment affirming for the pri-vate corporate records that permission was given via a telephonecall the same day. Clip this to your copy of the return.
IF YOU SAY IT'S YOUR SIGNATURE, THEN IT'S YOUR

SIGNATURE

Example: Your husband John is off hunting elk in the RockyMountains when an unforeseen emergency leaves you short ofcash for Saturday night bingo. In the morning's mail comes hisSocial Security check. You cannot reach John because he iscamping out and doesn't have a cell phone. Question: Can yousign his name and deposit his check in your joint account?Yes, because you know that, if any question comes up later,he will acknowledge your signature as his own. Naturally, yousign the check before you go to the bank. (Note: Many husbandsand wives practice signing each other's signatures for just suchpurposes as this, and some are skilled enough to fool any bankerin the land.)Warning: If, instead of going hunting, John ran off with thatcute little secretary from the office, he will not want you to signhis name, in which case, repeat after me:"DO . . . NOT. . . SIGN!"
You can use any number of different signatures, including illegibleones. In fact, among European businessmen, illegible is the orderof the day. I used to work with a banker in Santa Cruz de Ten-erife. His name was Hector Adelfonso de la Torre Romero yOrtega. This was his signature:



"But why," I'm often asked, "would anyone want an illegible sig-nature?" Well, for signing letters to your friends, you do not wantone, but why not have an alternative, illegible signature you canreproduce at will? Here are several reasons why such signaturesare used so widely in Europe:
• If a copy of a secret letter comes to light, the identity ofthe signer will not be evident.• For faxes, the signature is recognized only by those withthe right to know.• Bank accounts can be in the name of another person orin the name of a legal entity, and the one receiving sucha check will have no clue as to the signer. (Note: Thereshould be no problem, in any event, with the bank itself.Only the smallest of banks actually check signatures.)

AN ALTERNATE NAME

Why would you, a model citizen and taxpayer, ever temporarilyneed another name? The reasons given in many books includeoverwhelming debts, threatened vengeance by wrathful in-laws,a marriage gone bad, or getting on a Mafia hit list. But circum-stances and situations can change in a heartbeat, and thousandsof persons living a tranquil life one day have resorted to flightthe next. The fact that you are right and the charges are wrongmay be meaningless—just ask any lawyer if he can get you jus-tice. The stock answer is, "How much justice can you af ford?"By the way, let's not call your second name an "alias"; that'sonly for the criminal types. What you want is a perfectly re-spectable alternate name, an assumed name, a nom de plume,nom de guerre, also called a pseudonym. (These can be usedalmost anywhere, as long as there is no intent to defraud.) Haveyou ever thought about being in the movies, even as an "extra"?Then you'll want a stage name. Or perhaps you'd like to be awriter, like Samuel Clemens, a.k.a. Mark Twain? If so, your jour-



ney will begin with the first step, choosing a pen name. (Womenoften use their maiden names in business and either men orwomen can adapt the British custom of using a hyphenatedname. If Hillary Clinton did this, she would write her name Hil-lary Rodham-Clinton and in an alphabetical listing such a namewould be under "R.") However, a pen name can be any nameyou like.For privacy, nothing beats a common name because it is sohard to identify which one belongs to you. (Just ask any PI.) Ifyour name is, for example, Meinhard Leuchtenmueller, you willwant to use a much more common name where possible. Sup-pose you will be working out of an address in Minneapolis. Whynot use something like M. Anderson for your mail-order busi-ness? (There are more than ten thousand M. Andersons in theUnited States, most of them in the upper Midwest.) Or, if youwork out of Miami or Los Angeles, you might try M. Hernandez.Check the local telephone directories for the most commonnames in your area.
TITLES

A surprising number of people—even in America—have a desirefor some sort of title that will make them feel important. If theywish, they can call themselves a doctor, a lawyer, a CPA, or acaptain with Northwest Airlines. That is, in the United States.(Do not try this in Europe!) In the Land of the Free, it is notwhat you call yourself but what you practice. If you are a "CPA,"do not advise anyone on taxes. If you pose as a lawyer, do notgive any opinions on the law.For many, the title of choice will be "doctor." Here are someguidelines for wanna-be doctors:Do not give advice. Explain that you are not "that kind" of adoctor. Maybe you deal only with viruses from Chad. Also, youwill certainly be truthful when—if called upon for some emer-



gency—you say you are not in "practice" and do not thereforecarry malpractice insurance. Frank Abagnale, Jr., in his intriguingbook Catch Me If You Can, says that when passing himself offas a doctor in the state of Georgia, he had a standard answer foranyone who asked what kind of doctor he was."I'm not practicing right now," he said, identifying himself asa pediatrician. "My practice is in California and I've taken a leaveof absence for one year to audit some research projects at EmoryUniversity and to make some investments."However, Abagnale did not always stick to his standard an-swer. On one occasion, an attractive brunette mentioned an"odd, tight feeling" in her chest. He did examine her privately.His diagnosis was that her brassiere was too small.Do not do as he did unless you are willing to risk both civiland criminal charges of assault.It is permissible to act the part. Subscribe to a couple of medicalmagazines and carry one around. Wear a smock with a stetho-scope in the pocket."You can even join the county medical society" says Jack Lu-ger, in his book Counterfeit I.D. Made Easy. He says you cansjmply explain that you are not licensed in the state becauseyou're doing research rather than holding a practice and that themost that can happen is they'll refuse to accept you.
A CORPORATE NAME

As this book goes to press, the state of Wyoming still allows youto incorporate in the name of a person, with no corporate iden-tifier such as Inc. or Ltd. at the end of the name. If you chooseto go this route, however, I suggest you act quickly. The Wyo-ming legislature has a nasty habit of changing the rules with noadvance notice, and making them retroactive. (For further de-tails, see Chapter 10.)



MEDICAL RECORDS

From a long article in the Los Angeles Times, February 8, 1999,under the subtitle "Some Fear Seeking Care":
It's 10 p.m. Do you know where your medical recordsare? . . . Your medical records can turn up in places you'dnever imagine, read by people you've never met. . . . It'shard to believe that in a country where video rental rec-ords are protected by law, medical records are not.. ..A survey commissioned by the California HealthCareFoundation . . . found that one in six Americans engagesin "privacy protected behaviors," such as paying out ofpocket for care otherwise covered by insurance, lying totheir doctor about their medical history or being afraid toget care.. . .LaTanya Sweeney, an assistant professor of public pol-icy at Mellon University in Pittsburgh, demonstrated howeasy it is to pierce the privacy in so-called anonymousmedical records. Even when names have been stripped offrecords that contain date of birth, sex, race and diagnos-tics, she can readily re-identify the individual by cross-referencing with a $20 voter registration list. . . .In one instance, she looked at data from the city ofCambridge, Mass., population 54,000, and was able toidentify former Gov. William Weld because only five peo-ple in the city—and only one in his ZIP Code—had hisdate of birth.

The conclusions that some people may draw from articles likethis are:
• Do not give the doctor a complete medical history.• Change the birth date. Use a false Social Security num-ber.• Get off voter rolls and never return.



]
WEB SITES ADVERTISING FAKE ID

If you have an e-mail account, you are most likely getting offersto purchase either fake driver's licenses or computer programsthat will generate fake ID. Or, if you search the Internet for"Fake ID," you will come up with an endless supply of offers.Because my clients kept asking me about these Web sites, Istarted sending in money orders to check them out. SometimesI received a grossly inferior product. Other times I received noth-ing at all. Eventually I stopped losing time and money this way.Lee Lapin, author of How to Get Anything on Anybody—TheNewsletter, came to the same conclusion. In his September 1999issue, referring to fake ID offers he wrote, in capital letters, "ASOF THIS WRITING I KNOW OF NO, ZERO, SITES THATSELL ANYTHING EVEN VAGUELY WORTH BUYING!"
QUESTIONS & ANSWERS

How can I change my name legally?This is seldom recommended. After all, you may use one ormore additional names and still retain your legal name. However,to answer the question: When you legally change your name,you abandon your present name and choose a new one of yourliking. I suggest you choose a common name, one that will beshared with thousands of others. In the USA, 25 percent of menof retirement age have one of the following names: John,William, James, Charles, or George. As for a last name, why notpick a family name from the Mayflower? Here are some of themore common names, culled from a complete list kept byChristopher Jones, Master, A.D. 1620:Alden, Browne, Carter, Clarke, Cooke, Fuller, Martin, Priest,Rogers, Thompson, Turner, Warren, White, and Williams.The usual rules apply (i.e., the new name may not be thesame as that of a famous person, nor can there be intent todefraud). There are two methods to do this:



The use method: You simply begin using your new nameeverywhere. This may involve changing your driver's license,your bank accounts, and all other areas where your present nameappears. Be prepared to spend some serious time with this. Thebiggest stumbling block may be at the DMV. At the very least,you will need to fill out a form for this purpose before receivingyour new driver's license. Often you will be asked for an originaldocument such as a birth or marriage certificate. Remember, thisuse method requires no lawyer, no trip to the courthouse, and isnot legally registered anywhere.The court method: State statutes regarding legal name changesvary, so if you dislike the requirements in one state, check thosein another. A lawyer is not necessary, so do not use one; theykeep records in their files. Various books on name changes areavailable and you may find one or more of these at your locallibrary. A date will be set for a court appearance, and the judgewill question you to make sure you are not changing your namefor a deceitful purpose. If no such reason emerges, you canexpect approval of your new name, and this name change willbe valid in all fifty states and the District of Columbia.Remember, you have left a paper trail. There is a file in somefile cabinet that contains the name you were born with.Warning: Some name-changers have been known to bribe anemployee to take their old file and accidentally "misfile" it insideanother, thicker file—some old,case that's long since beensettled. Although that does solve the "paper trail" problem, donot do it. It is a criminal action. Some doing this have beencaught. Further, it is not necessary. I have already outlined waysto use alternate names in a hundred percent legal way. Rereadthis chapter again.
What do you think about fake passports?
In 1992 I was offered a passport from the "Dominion of Mel-chizedek." I turned it down. (As you know, Melchizedek was theKing of Salem, mentioned in Genesis. No country was ever



named for him.) Less than a year later, I read about one of thepromoters being arrested at Incline Village, on the Nevada sideof Lake Tahoe. What surprised me wasn't that he was arrested—I expected that—but that before being caught he'd soldthousands of the fake Melchizedek passports at inflated prices.Another "country" currently being touted is Sealand.Remember the murder of Gianni Versace? An article in theSeattle Post-Intelligencer headlined "Cunanan shaved his head,grew a beard," discussed Miami Beach houseboat owner TorstenFranz Reineck. I quote from paragraph eight:
Reineck, 49, claims to be from an unrecognized nationcalled the Principality of Sealand, according to law enforce-ment authorities. The Miami Herald reported yesterdaythat Reineck claims to be a diplomat from Sealand, whichissues its own passports. He drives a car bearing diplo-matic plates from the make-believe principality, the papersaid.

I never recommend false passports, not even from formernations such as British Honduras [now Belize]. Nor fake licenseplates. All this does is draw attention to yourself, which you donot need.
What if someone like Sears demands my name before theywill sell me a large item?
First, allow me to describe my own experience with Sears. Lessthan a year ago, my wife and I went to a Sears store to buy an up-right vacuum. The first hint of incompetence came when I askedthe salesperson if I could speak to someone who thoroughly un-derstood the differences between the models. Puffing out a morethan ample breast, she assured me that she was that person."OK, fine. How many motors does this Whispertone uprighthave?""Hey, Anna!" she yelled, at a woman three aisles over. "Howmany motors in this red one?" Anna told her there were two, as



I suspected. So much for this clerk's expertise. But the "red one"looked good so I said I'd take it, and would she kindly take thecash and ring it up as we were in a hurry? Here is the conver-sation that followed:"Name, address, and telephone number?" she said, chubbyfingers poised over the computer keyboard at the cash register."We live in the Canary Islands and have no local address.Besides, this is cash, remember?""Doesn't matter, the computer won't accept the sale withouta name, address, and telephone number.""You mean to tell me you refuse to sell me a vacuum cleanerunless I identify myself?""That's right, I can't sell it without putting a name, address,and telephone number into the computer.""Call your supervisor."The supervisor appeared out of nowhere, got the picture at aglance, and whispered to the clerk, "Type in Sears and pick anyname whatever." So she typed in "Sears," choose the name "Den-nis Searson" and as far as Sears is concerned, Dennis bought avacuum that day. I went back to the shipping department,handed in the slip, and three minutes later the vacuum came outon a hand truck."Dennis Searson?" said the young man, looking around."Here!" I said. And that was how we got our vacuum cleaner.And now to answer your question: Don't make waves, as Idid. (For me, making a fuss is just a hobby, but my wife is stillembarrassed when I say, "Call your supervisor.") Just memorizea fake name, address, and telephone number that you can rattleoff with ease. Or go through an old file of business cards, pick aname you like, and carry the card. When you asked for yourname, address, and phone number, just have the clerk copy offthe information on the card.



I don't have any old business cards. Where can I quicklyfind some?
Go to a restaurant where they have a box or bowl for businessfor business cards. (You drop your card in, with the object ofwinning a free meal for two if the card is picked in a drawing.)I know of no law that prohibits you from reaching in there andgrabbing a handful. Be discreet, of course. . . .



8
TELEPHONES,

ANSWERING MACHINES,

FAXES, RADIOS,

BEEPERS

Question: What do the police call an illegal wiretap?Answer: A "confidential informant."
In 1977, California millionaire Gary Allen Bandy purchased landnear the rural community of Gardiner on Washington state'sOlympic Peninsula. He then proceeded to build a castle andother medieval buildings, bringing in artists to carve intricateNorwegian trolls on wooden posts. He was subsequently featuredin the National Enquirer as an eccentric millionaire surroundedby his medieval buildings and trolls.In 1991, a son was born to Gary and his wife Eva. Later, theyseparated, and in 1995, divorce proceedings were begun. Evahired attorney Natalie De Maar. Gary hired attorney StevenFields. Bitter charges flew back and forth as Gary and Eva battledfor custody of son Geoff, then four.



Eva Bandy rented a home in the upscale community of GigHarbor, at the northern end of the Tacoma Narrows bridge. Theowner lived just across the street. His name was James Wilburnand he was a private investigator. What followed next was thesubject of an article in the Peninsula Daily News:
Bandy's attorney, Steven Fields, was leaving a voice mailmessage for Eva Bandy's attorney, Natalie De Maar. Hewas using the speakerphone. Sitting in his office wasBandy and another attorney. Fields thought he discon-nected the speakerphone and proceeded to have a con-versation with Bandy.

What Fields failed to realize was that the speakerphone wasnot disconnected. Therefore, when Bandy admitted that he hadhired an investigator to put a wiretap on his wife's phone, hiswords were being recorded on attorney Natalie De Maar's an-swering machine tape. The tape eventually wound up in thehands of the FBI, who then raided Bandy's home at GardinerBeach and his 50-foot yacht at a nearby marina. A week later,Bandy was arrested while on a trip through Idaho.What have we learned so far?
1. Some PIs will bug cars and residences if the pay is right.
2. Some lawyers cannot be trusted with confidential infor-mation.
3. When it comes to speakerphones and answering machines,(to paraphrase Murphy's law), any mistake that can bemade will be made, and at the worst possible moment.
We can learn more. Gary Allen Bandy was sentenced to twomonths in prison and five years of probation. He was also fined$21,138. He will be subject to drug and alcohol testing, and as aconvicted felon, will be prohibited from possessing any firearms.Attorney Steven Fields did not go to jail. There are no lawsagainst stupidity.



The private investigator did not go to jail. The article did notsay if he turned state's evidence, so I can only state a general truth:No matter how much you trust an attorney, a doctor, a CPA or aprivate investigator, when a prosecutor starts talking jail time,these and other professionals may give you up in a heartbeat. (TheG. Gordon Liddy types are a disappearing species.)
TELEPHONE SECURITY

"Telephone security" is an oxymoron because a telephone con-versation is never secure. It goes over hard lines, may be beamedup and down from satellites, or travel via digital or analog radiowaves, and it can be intercepted. There are other ways to com-municate, and thousands of privacy seekers in Europe and NorthAmerica have come to the same conclusion. So here is my verybest advice to you, right from the start: Get rid of your telephones.If, however, you cannot imagine life without a telephone,then let us proceed to Plan B. Here are some of the questionsyou will have to answer, sooner or later:
• In what name will your telephone be (un)listed?• Hard-line, cordless, cellular, and/or satellite?• Incoming calls: forwarded from an 800 number, or fromanother location? Or via an alphanumeric pager?• Will you use an answering machine and if so, with whatmessage?• Should you consider VHF-FM radio? Voice mail?• What if—horror of horrors—you must call 9-1-1?

UNLISTED NUMBERS

An unlisted number is no longer the protection it used to be.Many unlisted telephone numbers now appear on the Internet



as well as on the ubiquitous CD-ROM directories, and theseallow for reverse searches.Example: Your wife gets the telephone in her maiden name,Harriet Helpless. It is unlisted and has call-blocking. Neverthe-less, from time to times she calls toll-free numbers. All toll freenumbers have Automatic Number Identification (ANI) and thesenumbers are captured. Eventually this number will be in variousdatabases. Then, if this number is given out to the wrong person,he or she will type the number into a ProPhone or PhoneDiscprogram, or check on the Internet, and come up with both hername and street address.It may boggle your mind to know how many CD-ROM di-rectories are out there, with thousands more being sold in thetime it takes to read this section. In fact, if you have a CD-ROMdrive on your computer, you, too, should purchase a phone di-rectory from your favorite discount price club, if you haven'talready done so. The two best CD-ROM phonebooks arePhoneDisc PowerFinder (800-284-8353 or 301-657-8548) andSelectPhone Deluxe from ProPhone (800-992-3766). Select-Phone is the most user-friendly, but a recent survey showed thata majority of private detectives use PhoneDisc. Either is fine, andI use both. Be sure to get the latest edition, as they are updatedquarterly.Alternatively, if you are on the Net, similar information isavailable at www.searchgateway.com.The conclusion, then, about unlisted numbers, is that theyare not secure. Always remember that if you give out a telephonenumber that is on a land line, a reverse search may reveal what-ever name you used to obtain the service, plus the street address.Therefore, never give out such a number to those not entitledto have it.
If you list your telephone in an alternate name . . .Use a common name that is the same as that of many otherpeople, so that you cannot be singled out. I like first names likeJohn, Robert, Mary, and Elizabeth, with surnames like Johnson,



Cohen, McDonald, Anderson, and Brown. Never use a middlename or initial. To see why, pick any combination of theforegoing (Mary Johnson, John McDonald, et al.) and do a searchon your CD-ROM phonebook. Watch the hundreds if notthousands of duplicate names scroll by, which means your tele-phone name has a better chance of being lost in the clutter.
Note: How not to answer the telephone: Until the present moment,you or members of your family may have been answering thetelephone with phrases such as:"Buddy Barrington here.""This is the Barrington residence.""Hi, this is Betty!""Barrington's Invisible Inc."However, what if the telephone company is calling, or a pri-vate detective is on the line, or a process server with a subpoenathat has your name on that document in his inside sport coatpocket? A simple "Hello" or "Good morning" will suffice, or arepetition of the last four digits of the telephone number. If thatstifles your spirit, try"Hello from the Garden City, how may I help you?," or"Hi there, it's a great day here in Butte, Montana, let's talk]"Let the caller be the one to mention a name, and when nec-essary, answer with a question. Let's say you're Buddy Barringtonbut the phone is in the name of John Johnson, the car's in thename of Ole Olson, and the house and utilities are in the nameof The Tin Man Trust.Caller A: "Good morning! How are you today, sir?"You say: "What are you selling?" (When "How-are-you?"rather than your name, follows "Hello," you know it's a sales-person.)Caller B: "May I speak to Mrs. Johnson, please?"You say: "What is this in reference to, please?"Caller B: "This is Cora with the Crystal County Sheriff's De-partment." Don't panic. Don't speak; wait for more information.



Caller B: "We're sponsoring the Crystal County CrusadeAgainst Crime, and for a small donation you can—"You say: "Mrs. Johnson won't be here for at least two months,but thank you for calling, good-bye."Practice beforehand and in time you'll stop getting sweatyhands and an accelerated heartbeat.

ANSWERING MACHINE MESSAGES

We've all heard instructions like "Please leave a message forBuddy, Betty, or Little Boseefus." Not cool. A simple "Pleaseleave your name, number and message at the sound of the beep"will do fine.Some of our antisocial friends do not want messages left byanyone other than friends who know them. If we call Betty andBuddy, this is the message we get:"Hello, glad you called the home of B, B, and Little B. Wenever answer in person. Please leave your first, middle, and lastname, Social Security number, date of birth, street address, andtelephone number. Sorry, but if you fail to leave complete in-formation, your call will not be returned—beeeeep!"If we call Nick and Amy, we get another message:"Congratulations, you've just reached the Niccolo MachiavelliMisinformation Centre. Since we never answer in person, be sureto leave your name and number. After we've doctored the tape,your message will implicate you in a KKK plot to assassinateSupreme Court Justice Clarence Thomas and this will bebrought to the attention of the FBI—beeeeep!"Friends of these two couples know they can go ahead andleave a message anyway.



CHANGING YOUR LISTING

If you are not yet willing or able to move to a new location, youmay still contact the telephone company to say you are movingaway. (If asked, tell them you are moving to Mexico City or toLondon.) Set a date for the service to be discontinued.A few days or weeks later, order a new telephone, which willof course have different numbers. If you are using a nominee—an alternative person—have him or her make the call. This per-son will not admit to having had service before.Since no credit history is available, the telephone companywill ask for a cash deposit to ensure payment. Stop by their of-fices or mail in a money order for the requested amount—usuallya few hundred dollars. Assuming you pay your bills on time,expect your deposit to be returned to you at the end of one year.
BLOCK ALL UNWANTED CALLS FOREVER

Various companies sell units that filter out unwanted calls. Oneof the original ones was a unit called LineMinder, sold by LMCommunications, 997 Senate Drive, Centerville, Ohio 45459.Before your telephone rings, the LineMinder intercepts the calland replies in a recorded voice:"Hello, this is LineMinder, please enter your security code."Your friends, of course, will know the code because you havegiven it to them, but strangers will not. If the caller enters awrong number or no number at all, the recorded voice says "Se-curity violation" and terminates the call.When the correct code is entered, LineMinder responds,"Thank you, now ringing," and then, for the first time, you hearyour phone ring.I recently tested a similar unit, the Ad-Tec TS-300 Tele-Screen, from the Edge Co. P.O. Box 826, Brattleboro, VT053202 for $44.95 (1-800-732-9976). It is similar to theLineMinder. When your telephone number is dialed, a female



voice asks the caller to please punch in the four-digit securitynumber. Once again, unless the correct number is then entered,the call will not go through. The four-digit code can be set toany number, and you can change it at will. However, the onlyring comes from the Tele-Screen unit itself. The ringer on yourtelephone stays silent, and the ring from the Tele-Screen is notvery loud. There must be some solution to this problem but itwill be difficult to call the manufacturer because they are madesomewhere in Taiwan.

CORDLESS PHONES

About two years ago, ABC television's Good Morning Americaran a feature about the extreme dangers inherent in the use ofcheap cordless phones. Charles Gibson quoted authorities thatsay 65 percent of all Americans have a cordless phone in thehouse and "90 percent of all conversations can be listened to."And many are! One unhappy cordless owner, interviewed inshadow, said he was suing the manufacturer, because the instruc-tion booklet said his cordless phone was "secure." He was alsosuing the dealer, because the salesman confirmed the informationthat conversations would be secure. Believing what he heard andread, he then used this phone to talk about intimate details ofhis life with his lawyer, his doctor, and others. When a friendfinally confessed to him that neighbors were scanning every con-versation—and laughing!—he was so embarrassed that he soldhis home and moved away.In one sense, the ABC television program was incomplete.Suppose you watched that program and, as a result, decided notto use your cordless phone for any sensitive conversations in thefuture. Let's say you decide to make a really secret call to yourfriend George (knowing that a certain party would sue both youand George for slander if it was overheard).Although there is only one line in your home (i.e., you havejust one telephone number), you have two phone jacks, one for



the cordless phone in the kitchen and the other for a normalphone in your bedroom. To avoid the cordless, you use thephone in the bedroom to make your call. Are you safe? Notnecessarily.The base unit of many older cordless phones broadcasts theincoming half of the conversation no matter which phone ispicked up, so although the neighbors may not hear what you say,they'll certainly be able to hear every word from George, andwill fill in the blanks!If you still want cordless, purchase an upscale digital (notanalog) model that transmits in the 800 or 900 MHz range. Al-though these can be scanned, they are reasonably secure becauseboth base and handset units talk to each other in a digital code,randomly set to one of more than 65,000 codes. When I queriedinternational scanner expert Keith C—— about the 800/900MHz phones, he replied:
"The spread-spectrum stuff is really hard to pick up—nearly impossible. There is also less of a chance of inter-ference from other phones. The 900 MHz cordless phoneband has quite a mix of equipment on it. Some of thedigital systems would be nearly impossible to listen in on.However, there are also cheap analog phones on the 900band so it's buyer beware. Do not be fooled by the claimof digital security codes. Analog units can have this anduse the code just to establish the connection between thebase and handset. It just prevents unauthorized use ofyour phone line."Later, Keith said:"The real question is who wants to listen? NSA couldmonitor any of these easily. A private detective can prob-ably pick up your call just from windowpane vibrations inyour home and may violate the law and eavesdrop. Thereis sophisticated military type stuff that can capture yourkeyboard strokes on your computer unless it is tempest-hardened, and high-end eavesdropping equipment like



this may be used by law enforcement and the Mafia toserve their purposes. If you are worried about a kid witha baby monitor or Bearcat scanner, then the 900 MHzspread-spectrum phones probably offer enough security."
Keep in mind, then, that digital codes operate only betweenthe base and the handset, not from the line to the base unit. If,therefore, your telephone line is tapped, digital security will beof no help.

THE TELEPHONE AT THE OTHER END

When you make a sensitive call, do you make sure the person atthe other end is on a secure line? Earlier this year, I made asensitive telephone call to a certain person who lives in a largetrailer court on one of the islands in Puget Sound, Washington.As the conversation grew more serious, she said, "Just a minute,Jack, I'm going to switch to a more secure telephone." [Oh-oh!]When she came back on the line, I learned she had been on aportable phone, and now thought all was well because she wasusing a hard-line telephone on the same line. When I asked herhow old the portable phone was, she said about six years. For-tunately, she and her husband also have another line for the faxmachine so she called me back on that line, and agreed to tossthe portable telephone in the trash. And listen to this: She thentold me she knew her calls were being monitored. She said therewere some "militia types" in the trailer court, and that some ofthe neighbors had made comments about conversations she'dhad on the portable phone] Obviously I should have asked her,"Are you on a portable telephone?" If she said no, then I shouldhave asked here, "Is there a portable phone on the same line?"A more serious problem arises when you call someone whosetelephone—unknown to them—is tapped. In that case, no mat-ter what preventive measures have been taken, you have a prob-lem. ...



OBTAINING A CELL PHONE

Two years ago, when I needed a cell phone on the West Coast,I had a bad experience with AT&T. I was told that unless I fur-nished a Social Security number, I could not have a telephoneunder any condition whatsoever."No Social Security number," said a man named Pedro, at anAT&T office, "no telephone. That's our policy."I demanded that Pedro call his superior. He did, and got thesame answer. He then called one of AT&Ts regional offices andgot through to someone who said his name was "George."George said I could indeed have a cell phone . . . in return for a$10,000 bank cashier's check. Pedro, stunned, again called hissuperior. He in turn put a call through to a friend in AT&T'sadministration headquarters. There, he was informed that no onethere was named George. (This was not a surprise. Little peoplewith authority often demand total identification from you butuse false names themselves to avoid responsibility.)And as for requiring a $10,000 deposit, Pedro's boss was toldthat such a thing could not have happened, impossible. "Eitherwe get a Social Security number," said the AT&T man, "or yourman gets no phone. End of story."I then called my attorney in San Francisco. He said there wasnothing he could do personally. "However," he said, "you canalways call AT&T's legal department in either Seattle or LosAngeles and threaten them with a lawsuit for discrimination. Justdon't tell 'em I said to do this."The next day I did call (using a prepaid phone card at a payphone). I spoke to some woman who gave me a first and lastname which I assumed were both fakes. She also told me somefacts of life in a tone of voice that suggested she might have beentrained by F. Lee Bailey. The essence of the message was thatAT&T was not a public utility."Other companies offer similar services—go to them," shesaid. "Either that, or take us to court, and lose your case."



It was now time for Plan B. I went to Air Touch Cellular,gave them a bank cashier's check for $1,000 for a security de-posit (in lieu of a Social Security number), and they handed mea new phone on the spot. This cell phone cannot be traced backto me. The bills go to a remote address in Minnesota and arepaid from there by money order. This phone is never turned onexcept when I do so to call out. Therefore, it is almost impossibleto locate the phone, should anyone try to do so. (When a cellphone is left on, it sends out a continuous signal identifying thenearest cell tower.) The service includes voice mail, so I use thisnumber when a telephone number is required for some form.Here is a simpler way: Get a nominee—someone who is will-ing to use his Social Security number, pay him $100 (or what-ever it takes) for the effort, and have this person get thetelephone, giving one of your ghost addresses so you receive thebills. (Make sure that mail will be received in his name, alongwith whatever other names you are using there.)As this book goes to press, AT&T is offering "Prepaid Wire-less" to those that have poor credit. Costs are higher, but someoffices do not require a Social Security number. (Since managersdo not always agree, check with your local AT&T provider aboutthe SSN requirement.) They do ask for a telephone number butthe manager I spoke with insisted they do not check this numbersince the customer must prepay all calls anyway.Nevertheless, in view of my previous experience, I cannot ingood conscience recommend AT&T. If they do offer a prepaidservice, other companies will offer it as well. Ask around.

SCANNING A CELL PHONE

It is often thought that cell phones are reasonably secure becauseU.S. law prohibits the sale or import of scanners that do not havesome of the frequencies blocked. However, there is no such lawin Canada. The result is that PIs and others smuggle in unblocked



scanners, and thus the danger remains. However, if you yourselfare thinking of obtaining an unblocked scanner for yourselves,please note:Many scanners sold in Canada are blocked because they weremanufactured in the United States. I recently spoke with themanager of a RadioShack store in Surrey, BC. He said the scan-ners in his store all came in from Radio Shack in the States andwere therefore blocked, even though Canadian law does not pro-hibit him from carrying unblocked Unidens if he wishes to doso. One store that does sell unblocked scanners is Durham RadioSales and Service Inc., 350 Wentworth Street East, Unit #7,Oshawa, Ontario, Canada. Phone 905-436-2100. If you are onthe Net, try www.durhamradio.com/ar8200.htm.I checked with the owner of this store. He will sell to meacross the counter, but will not ship to the States since theUnited States prohibits such imports. I then checked with UPS,to see if I might ship one of the scanners to a certain addresssouth of the border as a "gift" and list it as a walkie-talkie. Theyhanded me a copy of the form that must be filled out. A signa-ture is required after these words: "I certify that all of the infor-mation given above is true and complete."I was not prepared to sign this false statement, much less tryto sneak a scanner across the border. In fact, when I did crossthe border—sans scanner—the Customs officer asked me what Ihad purchased in Canada, and I named the items. When it ap-peared I could then drive on, he suddenly barked, "Did you buyanything else?" I was relieved to be able to say truthfully that no,I had not.Later, I managed to track down a Canadian electronics experton the Internet. He recommended I purchase a perfectly legal(cell-blocked) Uniden Sportcat 150. He claimed it would do agood job receiving cellular on "image" frequencies. (This meansthat in addition to broadcasting on the assigned frequency, thephone may accidentally send a second signal on another—unau-thorized—frequency. Image frequencies show up when good de-



sign is compromised in the name of cutting costs.) The scannerwill pick up cell phone frequencies quite by accident on fre-quencies assigned for other purposes. (Cellular phones are nottransmitting on frequencies they are not assigned to. Rather, thescanner picks up the chosen frequency and the cell frequencysimultaneously. I was told that if I searched the 800 MHz band,I would hear cellular.)I then located a Sportcat on the Internet for $159.95 plusshipping, in order to test his claims. Once I figured out how torun it, I scanned the unblocked area of the 800 MHz range. Yes,it did indeed pick up cell-phone conversations—including oneby my wife!This does not mean that the bad guys are out there night andday, searching for your cell-phone conversations. It does mean,however, that you should think twice before having any sensitiveconversations, and in any event you should never identify your-self by your full name.

TRACING A CELL PHONE

The Los Angeles Times, in a recent article discussing so-calledprivacy protection for the next-generation digital cellular tele-phones, had this to say:
Bruce Schneier, a well-known expert on code breaking,and other researchers, have found a way to easily monitorany numbers dialed on a digital telephone, such as creditcard numbers or passwords. In addition, they say, voiceconversations can easily be deciphered. The findings couldbe a setback for the telecommunications industry, whichhas touted the security features of the new digital cellularand PCS systems.

Yes, cell phones can be traced to your general location, as



O. J. Simpson found out when he was in the white Bronco. Butif the police and/or a federal agency are about to go after you,then you've got better things to do than to read this section. Skipstraight to Section 10, Anonymous travel in North America, andstudy the part about crossing the border.
Beginning not later than October 1, 2001, wireless carriersmust—in theory—pinpoint the location of each caller to within388 feet. Whether they can actually do that in rural areas withfew cell towers remains to be seen. In any event, I often prefera cellular phone to a hard line for the very real reason that it isnot tied to a physical location. In fact, you may wish to use a pagerin tandem with your cellular telephone. (As long as your cellphone is turned off, it cannot be targeted.)

• Give out only your pager number.• When you receive an alphanumeric message that youwish to respond to, turn on your cell phone and callback.
Among other things, this will solve the problem of havingyour batteries run down when your cell phone is on all the time.Pagers (also called beepers): Many pager companies are notas strict as the telephone companies, but if they are, there isalways the alternative of using another person's name. Two com-panies worth considering are PageNet and SkyTel. The alpha-numeric pagers don't just beep; they send a visual message toyour pager wherever you may be.Persons wishing to contact you call an 800 number with a liveoperator. They give the message to the operator, who types itinto a computer, from which it is sent to the pager. If you hap-pen to have a SkyCell 2-Way, the sender can give you multiplechoices and you can respond by number.



SATELLITE TELEPHONES

You'll see these advertised in yachting magazines. They weredeveloped for oceangoing ships, but some airlines use them nowfor passengers, and you and I can use them anywhere, even inan isolated mountain valley or in a trackless desert. Many of themcost thousands of dollars and the rates are often three dollars perminute. However, there is a new six-ounce satellite model com-ing out—Ericsson's 888-World—that lists for $299. It is said towork in forty-eight countries. It uses the newer GSM cellularnetwork and bills international calls at one to two dollars perminute. ICO Global also has a small unit in the works that mayincorporate a pager into the telephone. For detailed informationin this rapidly changing field, pick up the latest issue of Power &Motoryacht magazine.
VHF-FM RADIO

For years I have been carrying a pair of Standard HX250S VHFradios—the marine equivalent of a CB radio, but without theclutter. The FCC used to require a license to run these radios,but at the present time no license is required.Almost any VHF-FM radio can be special-ordered with ascrambler that encrypts the transmissions. They must be orderedin pairs and are popular among commercial fishermen who wishto keep others from knowing what the catch is and where it'slocated. You, however, do not want a scrambler because:
• All Coast Guard stations automatically unscramble allconversations, and• If a normal conversation is overheard, it won't attract at-tention, whereas a scrambled message may do just that,and in any event,• If you are stopped and searched for any reason, youmight pass off a regular radio as one you normally use



when "renting a fishing boat," but can you imagine ex-plaining a scrambler by saying you are a commercial fish-erman?
These radios are legal to use from boat to boat, or from boatto shore, but not from land to land. The Coast Guard monitorsVHF calls, especially channels 9 and 16, so use other channels.Even if they do overhear you, they may not try to locate you aslong as you avoid buzzwords like bomb, drugs, rape, and cash.Should you decide to use a VHF-FM in whatever location,remember that just one party speaks at a time. You push abutton when you are speaking, and release it when you finish.You would decide beforehand which channel to use, avoiding9 and 16. The correct form is to first state the name of theboat you are calling, followed by your boat name, like "PrettyBaby, this is Liquid Assets." You would then wait for an an-swer. Under no circumstances will I admit that any of the fol-lowing conversations have ever taken place while tooling southon 1-5, leading the way for a friend behind me in a Rydertruck:

HYDROTHERAPY, THIS IS STRESS RELIEF. CHECK OUT THETWO BLONDIES IN THE BEEMER CONVERTIBLE.LAWSUIT ONE, THIS IS LEGAL LOOPHOLE. THROTTLEDOWN FOR SMOKEY BEHIND THE PINE TREES.PLEASURE ISLAND, THIS IS DEBT MAN'S FLOAT. PULLINTO PEA SOUP ANDERSONS AT THE NEXT INLET.
Lower in power but completely legal are the new UHF,½- watt Motorola TalkAbout radios that provide dependabletwo-way communication up to two miles. Check with your localRadioShack store.Note: When you shop at Radio Shack, ignore their pleas fora "last name" and/or "the last four digits" of your telephone num-ber. If you tell them you do not want your name in their com-puter, they will still allow you to hand over your money.



(Despite many of customer complaints about this, most RadioShack stores continue this irritating practice.)However, some clerks do get obnoxious if you bring some-thing back for a refund. When I recently returned some expen-sive audio cables (having found cheaper ones at Wal-Mart) andpresented my sales receipt, the clerk asked for my name."I do not wish to have my name in your computer.""We cannot refund money without a name. Your name?""John Johnson," I said—one of my standard generic names."Address?"I made one up."Telephone number?" What would he ask for next, a SocialSecurity number?"No telephone.""I beg your pardon?""I. . . do . . . not . . . have . . .a . . . telephone," I said throughclenched teeth.I got my refund, and a Radio Shack employee had created yetanother case of customer ill will.
VOICE MAIL

If you can get a voice-mail number (VMN) in a system not tiedinto your home telephone, by all means do it, preferably usinga simple name and an out-of-state address. Use your real numberonly for close friends and relatives, and the VMN for everyoneelse. (Voice-mail systems vary not only from state to state butfrom town to town, so I cannot give you any overall advice. Thisone you must research on your own.)Using your voice-mail number: For a library card, give yourghost address and the VMN. When the lady at the used book-store gives you credit for old books you turn in, and asks for yourtelephone number, cheerfully give her your VMN. (Unlike atRadioShack, you will not be asked for your name, nor will thetelephone number go into a national database. They just use it



in a single computer for identification.) When you take your oldJaguar to the dealer to find that bug in the electrical system, givethe service manager your VMN. When you buy that round-tripticket to the Turks and Caicos Islands, give the travel agent yourVMN. But if you go to a clinic for an AIDS test, don't give themany number at all. You will call them.
PREPAID TELEPHONE CARDS

You've seen them advertised everywhere, but prices vary widely.PostNet and Target stores charge between 19 and 25 cents aminute, and some BP gas stations have a card for 17 cents aminute. (There have been a number of scam operations, sellingprepaid cards that do not work, so be sure to purchase only froma legitimate source.) In addition to using them when traveling,use them from home for sensitive calls. Since you must first dialan 800 number, no record will go on your bill, nor will yournumber show up on Caller ID.Avoid any card that has this sticker on it:
URGENT! Your card cannot be used until you call us. Callnow from your home phone to confirm you have receivedyour card [followed by an 800 number].
The issuing company wants you to call from home tele-phone so they can capture the number and then sell it to tele-marketing companies. Even if there is no sticker, never renew,because you will have to furnish a credit-card number. Buy anew card.Unfortunately, prepaid phone cards do not work for toll-freedestination numbers. (A PI once tried to explain to me why thisis so, but I don't think he understood it himself.) If you plan tocall a sensitive 800 or 888 number such as to the FBI or IRS,first call from a pay phone or a cellular phone. Tell them a friendwants to call in from Europe and needs a regular number since



the 800 doesn't work from overseas. Then, another day, call theregular number from your home, using the calling card.Do not carry the card itself. If one of these cards is tracedback to you, all numbers called from that card can be obtainedfrom the issuing company. Copy the correct 800 number butalter the last two digits. Use the same system for all cards, suchas adding or subtracting some easy-to-remember two-digit num-ber. Write this altered number down and then destroy the card.I carry several such numbers in my wallet, jotted down alongwith other numbers and abbreviated notations that will make nosense to anyone else. For ultra-ultraprivacy, use separate cardsfor separate sensitive calls, so that if the calls on one card becomeknown, there will be no crossover to the second party.Warning: Do not fall for the latest phone-card trick being usedby PIs. If the private investigator has your mailing address butdoes not know where you actually live, he or she may mail youa "free phone card." And yes, it will indeed have free minutes—lots of free minutes. Where's the catch? These cards are issuedby a company that then furnishes the PI with the number ofevery single call you make using that card!
CALLS TO 911

When you call 911, your true address shows up on the operator'smonitor, along with whatever name your telephone is in. If it islisted in another name, will you be able to give a reason for thiswhen the police arrive? (Even if the call was for an ambulance,the police usually arrive first.) To illustrate both the problemand the solution, consider the recent experience we had in awestern state.I was sitting at my computer, making a last-minute revisionfor this book, when I happened to glance out the window. Herecame Walter, one of my neighbors, dragging his big black dogon a leash, racing up to my door. He started pounding on itbefore I could get there to open it.



"A horse just fell on Julie," he exclaimed, pointing to the eastpasture, "and she broke her leg! Call 9-1-11"At this particular home I unfortunately do have a hard line,used only to receive incoming faxes from a forwarded 800 num-ber, but of course I can call out in an emergency, and Walterknew it. Thoughts raced through my aging brain:If / call 911 on the hard line, my call blocking will not work.The name the telephone is in (not mine) will show up, and myaddress as well (the home is not in my name either). They willask my name and where I live, compare it with the readout onthe computer screen, and the conversation will be recorded andfiled. While I stood at the door, hesitating not more than a sec-ond, Walt spread his hands out and shouted, "JACK, CALL9111"I grabbed my cell phone out of its charging unit and called911."This is 911," said a female voice, adding the name of thecounty."I'm calling from a cell phone and—""Yes, I know. What is the emergency?""A lady just had an accident with her horse and broke herleg.""Where is the location?" [I described the general location ofthe pasture.]"How old is this lady?""I don't know, maybe fifty or sixty.""Where are you now?" (I named the road and said I wouldwait there here to direct the emergency vehicle.)"What is your name and where do you live?""One moment please, something has just—" and at this pointI punched the power off on my cell phone.I went to the street and was there to direct the emergencyvehicle in on the proper lane. A neighbor was already on thescene with a blanket, so I evaporated before any of the crewcould ask me if I was the one that called.Some say that the 911 system may not be able to bring a



cell phone name and number onto the screen, but I suspect thatin some areas it can. However, even if the number did come up,the only details the telephone company could have providedwould have been a common name with no Social Security num-ber, plus a mailing address in another state.Earlier in this chapter, I discussed the case of a police detec-tive's wife who called 911 and thus revealed their true address.They then had to sell their home and move. But did she haveany options? I think so, and you would do well to review thesewith other members of your family.
1. If they had a cell phone (and they should have!), she couldhave used that to make the call to 911.
2. If they had normal police and fire telephone numberslisted by the telephone, she could have called one of themand they would have passed on the information. Or, shecould have called the hospital, or dialed zero for the op-erator.
3. Had prior arrangements been set up, she could have calleda friend who would in turn call 911 from her home, di-recting the ambulance to such-and-such an address wherethe Detective's wife was visiting.
4. When checking in at the hospital, she could have giventheir ghost address, adding that she was just house-sittingfor a friend when the emergency came up.

WATCH OUT FOR THIS SNEAKY TRICK

Suppose a private investigator wants to hear you talking to yourlawyer (or mistress, or whoever). He may place a conference call,recording every word. Here is how it works. The first call wouldgo to you, and when you answer, the PI punches HOLD and thenspeed-dials your lawyer. You start saying "Hello? Hello?" Thenyour lawyer comes on the line. He recognizes your voice. Each



of you may then assume the other person placed the call, andstart to chat!Remedy: When a call comes in from a sensitive party, andthere is some confusion about who called whom, ask. If neithercalled the other, you have just had a heads-up that someone isafter one or both of you.
QUESTIONS & ANSWERS

Is there ANY alternative to calling 9-1-1 in the case of anemergency?Yes, call another number. Put a sticker on each of yourtelephones with the numbers of the nearest offices for the statehighway patrol and the fire department. As long as you have call-blocking on your telephone, neither the patrol nor the fire stationshould be able to capture any information. You will, of course,have to reveal your address if you want police or an ambulanceto respond, but not the name in which your telephone is listed.In fact, Captain Robert L. Snow, in his book Protecting YourLife, Home and Property, discuss this same option although foranother reason. He says that if you live in a high-crime area andcall 9-1-1 on a hot summer weekend and/or a busy day, theremay be a delay in getting a policeman to your home. He saysthere have been cases where police dispatchers have listened asa caller was murdered before the police arrived.Some persons under these circumstances have called the firedepartment and reported a fire. "This should be done only indesperate situations," says Snow, "since there will likely be somelegal consequences later because of calling in a false fire alarm. . . .But if you have absolutely no doubt there is an intruder whoknows you're in the home and is trying to get in anyway, there'sa very good chance you will be raped, beaten, and/or murdered.At a time like this you can't really worry about legal niceties.There's not much point in being completely law-abiding if you'redead."



How safe are public telephones?Some of them, especially at the bigger airports and bus ter-minals, are tapped. There shouldn't be any problem using oneat a restaurant or bar, as long as it's not in an area known forprostitution or drug dealing. Pay with coins or use a prepaidcalling card. But be careful whom you call—the telephone at theother end may be tapped.
Sometimes I hear clicking noises on my telephone. Ibrought in a detective to check for bugs and he said thereweren't any, but what if he was wrong? How can I be suremy telephone isn't tapped?If the government is after you, they will do the tap at a centraloffice and no detective will ever track that one down. In fact, alittle test might be to have Detective A install the best tap heknows, and then see if Detective B can find it. (Let me know ifyou do that; I've got $20 that says Detective B will miss it.) Hereis the best advice you'll ever get about telephone security. Havea little label stuck on every telephone that says, THIS LINE ISTAPPED.
Can you recommend a hacker-proof answering machine?There is no such thing! If I were an electronics engineer, thatwould be my first project, to invent a secure answering machine.One PI I know with six agents says this is numero uno on hiswish list—a number where his agents could call in to leave andpick up messages in absolute secrecy.The truth—sad to say—is that a number of companies sellanswering-machine code breakers that can break into a machinein about ninety seconds. Also, government agents have some in-teresting equipment, as outlined in Manhunter, a book by U.S.Marshal John Pascucci. He was in England, trying to get ScotlandYard to put a tap on a certain producer's phone. They refused."After we struck out on the phone tap," says Pascucci, "Icalled the producer's house to see if he had an answering ma-chine. He did. So I had my computer guys make me a list of all



possible three-digit access codes. Finally we hit the right numberand started monitoring his messages."
How can I turn off the "redial" feature on my telephone?You mean, so no one can check your telephone in your ab-sence, to see who you last called? Although this feature cannotbe turned off, it can be easily defeated. When you finish yourcall, hang up. Then pick up the receiver, listen for the dial tone,and punch in a single digit. Then hang up. If anyone checks the"last number called," all they will find is that single digit.
Can international telephone calls be monitored without awarrant?Of course, because they are beamed by microwave, and thereis no law against monitoring microwave transmissions. The Na-tional Security Agency (NSA) does this all the time.
I am in serious need of privacy but I also need a moni-tored burglar alarm, which requires a telephone line. Any sug-gestions?For serious privacy, I advocate having no hard-line telephonein your home at all. As for burglar alarms, even if the telephonelines are buried and not easily accessible, crooks can find a wayaround this. One way is to locate a junction box and cut theservice to an entire neighborhood . . . including yours. Alarmsare available that connect your alarm system to the monitoringcenter by radio waves—no way to cut those out. Also, as I saidearlier, keep a cell phone close by, in case you need to call thepolice.
How can I send a fax without having my machine print aheading?Many stand-alone models do print a heading, and this cannotbe turned off. You may wish to set the machine to print an x ora zero for everything. Or, insert an address in a land far, far away.Be sure to set the fax's internal clock to a time zone that willmatch the foreign address.



If you send faxes from your computer, you should be able toset it so that there is no heading whatsoever. Use the fax machinefor receiving only.Warning: According to the Telephone Consumer ProtectionAct of 1991, it is unlawful for any person to send a fax unless thefax clearly contains information that includes (1] the date andtime it was sent, (2) the name of the person or business sendingthe fax, and (3) the telephone number of the sending machine.However, in my opinion as a layman, not a lawyer, the warn-ing can be taken as a very mild one. The above law is violatedthousands of times a minute and I have never heard of it everbeing enforced. (If any reader knows otherwise, please contactme with the details.)
If I have Caller ID, will it always show the true number ofan incoming call?Usually, but not always. There are hundreds of telephonecompanies out there, and each operates differently. For example,suppose you live in Los Angeles. Vito, a caller who lives nearyou, might have a friend in New York temporarily forward histelephone to your number. Then, when Vito calls the New Yorknumber and it forwards on to your telephone, your caller screenmay show the New York number.More commonly, you may get false readings when called byany government agency. Although this is supposed to be a secret,Mickey Hawkins, head of the FBI office in Tulsa, Oklahoma, in aninterview for an article in the July 5, 1999 Los Angeles Times, isquoted as saying, "We use a device that gives a different number."What wouldn't I give to get my hands on a similar device. . . .There is, however, one way to indicate you are calling froma location other than your own. The hard part is to find thelocation; the rest is easy. If you have a faraway friend who'll putin an extra line for you with call forwarding (offer to pay hiscomplete basic phone bill every month), have the phone jack forthat line hidden in a closet there. Your friend uses a phone atthat phone jack just long enough to forward all calls to your



home number, then unplugs it. You will, of course, pay long-distance charges from your friend's home to yours.
What is a "trap line"?A trap line is a toll-free number used by private investigatorsto identify the location you are calling from. As soon as the targetmakes a call, the company providing this service contacts the PIto report the number and location of the incoming call. Remem-ber, since the trap line number starts with either 800 or 888,you cannot block the transmission of information.If you are the target and the PI has only your mail drop, hemay send you a convincing postcard or letter, asking you to ei-ther call him or send a fax. If you call or fax from home, he'sgot you.Or, perhaps he does not have an address for you but he doeshave a telephone number for a friend or relative. He will callthem while they are away at work, hoping for an answering ma-chine. If there is one, he will leave a message—have so-and-socall me before tomorrow midnight! "Urgent, there is a deadline,can't wait!"On the other hand, in the case of a dispute between husbandand wife, the wife may go to a PI to find out if hubby really is"working late," or "on a business trip." In this case the PI knowshis address and home telephone number, but he wants to knowwhere the husband is at the times he is absent. Assume the hus-band carries a beeper. The wife gives this number to the PI andexplains how to mark it urgent. During the next suspicious ab-sence, the PI calls the beeper and gives the trap line number.Perhaps the husband was supposed to be on a trip to Sacra-mento, but the call comes in from the Kit-Kat club north ofReno.



9
HOW TO FIND AND USE

NOMINEES

Panic comes suddenly like thunder from a blue sky. Noshrewdness can foresee and no talent avert it.—MATTHEW SMITH
As you know, an attorney filing a lawsuit may name anyone hepleases. For instance, if he is suing a corporation, he may namethe directors, the officers, and even the part-time secretary whowrites the checks.No matter how innocent you are, if you are named, you haveto defend yourself, and that costs time, money, and extreme ag-gravation.So then, if you wish to remain invisible, your name must notsurface anywhere. Is that difficult? Yes! But is it impossible? No,but you cannot do this alone. When panic strikes like thunder,you will want a nominee to take the strike!The dictionary definition of nominee is, "A person named, ordesignated, by another, to any office, duty, or position; one nom-inated, or proposed, by others for office or for election to office."As used here, a nominee is someone who will do your bidding



like a puppet on a string. (No, don't name your dog J. PierpontMorgan and use him—the nominee must be able to either signdocuments or give oral or written permission to you to sign forhim.)Further information about running a low-profile business—oreven one that is invisible—will be covered in Chapter 15. Whatwill be discussed here is the selection of a nominee.A nominee is someone you "nominate" to take your place.This could be another person who takes your place as the ap-parent owner or manager of a company you own. More often, itwill be a person who—on your behalf—opens a bank account,obtains a cellular telephone, or signs up for your utilities.Who might be an ideal candidate? You may already havesomeone in mind, but if not, here are a few suggestions:
• A homeless person who has not filed a tax return sinceTruman beat Dewey.• That illegal Guatemalan whom a friend hired to takecare of the kids.• The town drunk, who sobers up just long enough to signsome "papers" in return for a case of Thunderbird.• A relative or close friend who will do this as a favor.• Someone who owes you money, is not in a position topay you back, and would act as nominee in return forclearing the loan.

On the other hand, here is who not to use:
• Do not use a lover or a mistress—when the affair goessour, he or she will see you drawn and quartered!• Do not use an unwilling candidate. Example: "Look, Bill,either I name you as a member and you give me a nota-rized power of attorney, or I'll tell your parents about thetime the police nailed you in that XXX movie place."

This is blackmail.



Whatever the case, you should choose someone who has noassets, otherwise known as "judgment-proof." Then, when a law-yer discovers there are no assets to recover, no lawsuit will befiled.Age: From time to time I do use a young person, especially iffrom Spain or Mexico. However, all else being equal, older isbetter and really old is best. There are several problems involvedin using young persons.For one thing, although broke now, they may get their ducksin a row and start making money. Or they might inherit moneywhen their parents or grandparents die. Or they might be injuredin an accident and receive tens of thousands of dollars in com-pensation. At that point, they would not be judgment-proof.
QUESTIONS & ANSWERS

Is a nominee something I should consider, even though Iam not in business?
Yes, of course. A nominee can help you make a smoothtransition to privacy. Imagine, for example, that you decide tomove to another location, even if close by. You ask your auntBertha from Presque Isle, Maine, to travel to your area and helpout. Here is what she can do:
• Sign the new lease.
• Get all utilities in her name.
• Order normal telephones, a cell phone, and a pager.
• Get a ghost address that is to serve for both you and her.(It will actually be yours only.)
Where required, a deposit will be paid rather than giving aSocial Security number. Have her open a new account and turn



the account over to you. From this point forward you will sendall deposits by mail.If you die before she does, she will own the account. Butthat's fair, is it not? However, if you are worried about her un-timely death, then using her as the sole member of a limited-liability company may solve any complications that otherwisemight arise in such a case, as she could leave the membership toyou in her will. (See Chapter 12.)



10
USING A TRUST FOR

PRIVACY

To have is nothing. To keep is all. —UNKNOWN
Before writing about trusts I searched the Internet for any ref-erence whatsoever to forming a revocable trust (or "living trust")solely for purposes of privacy. Thousands of references to revo-cable trusts (inter vivos) scrolled across my computer, broughtup by Magellan, Yahoo!, AltaVista, Excite, Elnet Galaxy,InfoSeek, WebCrawler, and Lycos. I can and do read small printrapidly, but after three hours and forty-two minutes I called itquits.Unless my skills at Boolean searches need an update, not oneattorney out there in cyberspace discusses privacy as the principalreason for the formation of a revocable trust. (By revocable Imean you can change your mind and cancel the whole deal.)Abandoning the Net, I next rechecked the indexes of thoserare books in my library that happen to have an index. One bookon asset protection does have an index and it does list two ref-erences under the word "Privacy." The first reference doesn't



apply to secret ownership of assets within the United States,however, and the other, on page 117, merely says, "Deploy yourassets and investments in a way that requires the least amountof detailed information on your tax returns."So I, a nonlawyer, am on my own here. If you already un-derstand terms like grantor, trustor, settlor, trustee, and benefi-ciary, you may wish to skip the information that follows.Otherwise, if your knowledge about trusts is a little fuzzy, thenperhaps the following will help. But, remember, all I can provideis my best understanding as a layman, which is no substitute forprofessional legal advice.

WHAT IS A TRUST?

A living trust is a legal document that resembles a will. It con-tains your instructions for the distribution of the your assetswhen you die. By "assets," I refer to your home, vehicles, bankaccounts, stocks and bonds, copyrights, and so on. Trusts can bebroadly categorized as either testamentary trusts or living (intervivos) trusts. A testamentary trust is created within a will andtakes effect only at death. A living trust is a trust that you createduring your lifetime, and that is what we are discussing here.Besides keeping your affairs private during your lifetime, if allyour assets are in a living trust when you die, you completelyavoid probate and thus your privacy extends beyond the grave.The reason that a trust is so private is that it is never recordedwith any county, city, state, or federal authority. There is a doc-ument in your lawyer's office and one for your files. That's it.Think of a trust as a holding pen, a place where you put yourassets before they are released—after death—to the people ororganizations that you designate. Because you and the trust areseparate legal entities, anything you transfer from you to the trustbecomes property of the trust. The trust then holds the propertyfor your benefit, or for the benefit of those whom you designate.It consists of four components:



• The grantor, who creates the trust. That's you and/oryour wife.• The beneficiaries, who will eventually receive the assets.This is often your spouse, and after the death of yourspouse, your children.• The assets, which are the properties transferred to thetrust.• The trustee, who is the person or entity that managesthe trust's assets and distributes the property accordingto terms established by the grantor. Even though you arethe grantor, you can also be the trustee, and thus be incharge of all assets in the trust. When you die, of course,someone else must take charge, in order to pass the as-sets on to the beneficiaries
The trust here being discussed is a revocable trust, whichmeans you can change it at any time.

HOW A REVOCABLE TRUST IS FORMED

Let's say your name is Grant and you wish to prepare a docu-ment ("trust") that will hold property just as if it were in yourown name. First, make a rough draft on your own, based on whatyou hope to accomplish. Then, take it to your lawyer for review.(Call him "counselor" or refer to him as your "attorney," sincelawyers dislike the word "lawyer.")Tell him or her you want a simple, revocable trust solely forprivacy, both a short form and a long form, and would he pleaselook over your rough draft? (You don't need a draft, of course,but you save money by not having him start from scratch.) Heasks you a few questions. (I just named you "Grant Settler" andgave you a wife, "Trudy.")
Grant, who's going to form this, you and your wife?"Yes, Trudy and me."



And if both of you should die, who will get whatever the trustowns?"My niece Benita Ficiary."Who will be in charge of putting things into the trust, and takingthings out?"Me and Trudy, is that OK?"That's fine. And should you both die, who should then takecharge of the trust?"Um, let's put Gordon Goodfriend."And if Gordon dies?"Well, put, uh, let's see. Mary Secondcousin." (In the unlikelyevent that all the beneficiaries die, the assets would then passinto the estate.)No problema. I'll have it ready Tuesday. A hundred fifty willcover it. Oh say, we need a name. How about "Settler FamilyTrust"? (Does this lawyer have a room-temperature IQ?)"No, do not, repeat, NOT, use my name. Let's name it afterTrudy's late great-grandfather and call it the Wladyslaw TruszowskyFamily Trust." (You reach for a pen to write out the name.)Listen, Grant, maybe there's someone still alive somewhere withthat name, and there's a chance this could cause you trouble. (Oh-oh, the attorney now earns a brownie point.) Where were youbom, Trudy?"On a farm," says Trudy, "north of Moonshine Junction,Montana. But the general store burned down in 1952 and nowthe town doesn't exist anymore."All the better] Let's call this the "Moonshine Junction Trust.""Yeah, that has a nice ring to it," you answer. "See you Tues-day then, counselor. Have a good day."
The lawyer will give you both a short-term and a long-termform of the trust. The long form is to keep in your files. Theshort form, with less information, is what you will present (whenasked) to your bank, at the Motor Vehicles Department, at thetitle company, or wherever. The purpose for this is to prove thatyou are a trustee and have the authority to sign on your own.



DO NOT ASSUME ANYTHING

"Do not assume anything," I tell my clients, "when you put atitle into a trust." That's what I tell others and that's what Igenerally practice, but last year I was caught. A certain "leadinglawyer" in a Western city was to act on my behalf in the purchaseof some rural acreage. I clearly explained my viewpoint on pri-vacy and that the title deed must be in the name of my trustonly. The actual cotrustee (me) was not to be listed. (SometimesI get by with this, sometimes not—but if not, I expected him tocall me for instructions.)Nevertheless when the title was recorded, it appeared myname was listed as trustee. I flew in to this city and went straightto the county courthouse, where I asked the clerk in the asses-sor's office to check the property list on her computer for any-thing owned by a "J. J. Luna." Ten seconds later my name wason the screen: J. J. Luna, trustee, R—Trust!When I stormed into the lawyer's office I got stonewalled—he said it certainly wasn't his fault, he "had to list the trustee,everybody knows that!" If I wanted the land retitled, I'd have topay him at his usual hourly rate. Hah!Here is what any dimwit so-called lawyer not more than twotacos short of a combo plate would have done, if told at thecourthouse that they had to list a trustee:
1. He would mumble something about incomplete data andretreat.
2. He would then call me with these suggestions:

(a) Allow him to list the alternate trustee (in this case mywife, using her maiden name), or(b) Suggest I get a new cotrustee and list that one, or(c) Have him title the land with one of my other legalentities, or(d) Furnish the name of a temporary nominee—perhapshimself.



3. Until he had my answer, he would have done nothing.
The only reason I do not list this lawyer's name is that al-though I transferred the land into another name (on my own),he knows the location and thus the details. But other than withthis poor excuse for a lawyer, I've had no problem with any ofour trusts.

A REVOCABLE TRUST IS NOT COMPLICATED

Don't let lawyers or authors confuse you with obscure terms. Arevocable trust, when formed mainly for purposes of privacy, issimple. If your lawyer confuses you and tells you never mind thedetails, you may wish to change lawyers. Points to remember:
• Although not a do-it-yourself project, this is not, orshould not be, expensive. Maybe $250 tops.• There are no annual fees.• There is no record other than the "short form" copiesyou choose to give to your bank, the DMV, or a titlecompany.• You can revoke (cancel) the trust at any time.• It does not affect your tax return; you treat the asset asyour own.• There are ancillary benefits in case of death, which yourlawyer will explain.

There is of course no asset protection with a revocable trust,nor are there any tax savings, but we are here discussing privacyonly.If you want protection and savings added in, then we'll fast-forward to my absolute favorite kind of irrevocable (unchange-able) trust.



THE CHARITABLE REMAINDER UNITRUST

Although little known just five years ago, this unique entity'sfifteen minutes of fame is fast approaching. Unlike the assets ina revocable trust, once you make a donation to a charitable re-mainder unitrust the assets are beyond the reach of anyone. Ifyou are sued and a judgment is filed against you, or even if youfile for bankruptcy, the assets cannot be touched because this isan irrevocable trust—you can never change it. You'll get tax-freecapital gains (if applicable) and a huge tax deduction. The trustwill earn tax-free income and will pay you a high rate of interestfor as long as you (and a surviving mate, if any) live.Although setting up a charitable remainder unitrust is not ado-it-yourself project, if you have highly appreciated assets, thelegal fee, which may be about $3,000, is worth it. (See Chapter15, the mail-order business from Nevada.) Just be sure you usean experienced lawyer who has already set up many such trusts.For the annual tax returns (no tax is ever due), find a CPA whohas references from others who have similar trusts. It is vital thatthe calculation of the annual amount withdrawn is correct.
QUESTIONS & ANSWERS

What about "common law" trusts—are they for real?
I am sometimes asked about "constitutional" or "common law"trusts. Some think that they can legally avoid paying incometaxes by using these trusts, and cite various United StatesSupreme Court decisions in support of their position. There isno legal foundation for any such claims. About three years ago,an article in the Colorado Lawyer reported that the IRS wasconducting a nationwide program to examine these trusts. Nota good sign, folks. Forget about common law trusts.
What about "unorganized business trusts"?
The infamous UBTs? Same answer.
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STRANGE USES FOR

CORPORATIONS

Don't ask the barber whether you need a haircut.—FIRST LAW OF EXPERT ADVICE
Do not ask lawyer whether you need a corporation, nor take theadvice in just any book. You could spend $10,000 on booksabout corporations and incorporating, and take three months offwork to study the laws of the fifty states and the District ofColumbia. At the end of that time you might be even moreconfused than you were at the beginning, so here is how I'mgoing to cover the subject of corporations in this chapter:First, I'll define what a corporation is, in the simplest way Ican (oversimplified where necessary), just to be sure you havethe general idea of what a corporation is, and isn't. 7 will discussthe standard or "C" corporation only because with the advent oflimited-liability companies, "S" corporations are en route to themorgue.Second, I'll cite examples where even the "experts" displaytheir ignorance. This will encourage you to press on, learn thissection by heart, and at the next cocktail party you can maybe



even tell an F. Lee Bailey-type of lawyer a thing or two aboutthe very best states in America for privacy.Third, I'll explain how I myself have used corporations toaccomplish what otherwise couldn't have been legally done, andthen I'll cite examples of how others have been able to attainspecific goals via corporations and limited-liability companies.Fourth, I'll discuss which state is the best for incorporating,and review my reasons for not recommending Delaware or Ne-vada.Fifth and final: The moment of decision! By this time you'llhave decided if I've walked the walk or just talked the talk. Ifthe former, then you'll want to pay attention to what follows.
Note: Much of what I say about corporations could also apply tolimited-liability companies (called LLCs—see Chapter 12). Justkeep in mind that both of these legal entities are like the puppetI am about to describe. Think of a corporation as a brother whosetwin fraternal sister is an LLC. Both persons are very similar,same family, same traits. It's just that under certain circum-stances the anatomical differences must be considered.OK, fasten your seat belt and let's roll.

WHAT IS A CORPORATION?

A corporation is like a legal person who is born in a specific place,called a domicile. The domicile is the state where the corpora-tion was registered. For example, if you form a corporation inIllinois, you can do business with it in Florida. However, you willregister it there as a "foreign" corporation because the domiciledoes not change. It remains in Illinois.A director is appointed and this director can tell this legalperson what to do. In other words, the corporation is like a mind-less puppet, and thus needs a director to pull the strings. Thepuppet can be owned by other persons, or by other legal entities,or by the director. (If it is not owned by one director, then the



owners—called shareholders—can fire the director and hire an-other one to pull the strings.)This puppet can do most anything you can, and often—aswe'll see—it can do things that you cannot. Further, if someonetries to bomb you back to the Stone Age it's the puppet thatgets zipped into a body bag. Or, if someone sues and gets ajudgment for $500,000, the only money at risk is what's in thepuppet's pocket. Your private assets are safe. We are talking se-rious privacy here.The above assumes you have capitalized your corporationwith a reasonable amount of money, kept proper books andminutes, and have not mingled your own funds in with the com-pany. Otherwise, in legalese, you may be accused of undercap-italization, and/or maintaining the company as your alter ego.Should such be the case, someone suing you might thus be ableto "pierce the corporate veil."This is one area where a limited-liability company has a hugeadvantage over the corporation, since bookwork and protocol arefar simpler with an LLC.
"EXPERTS" DISPLAY THEIR IGNORANCE

I've met a few good lawyers in the Canary Islands and many badones, which parallels my experiences with American attorneys.The U.S. has the most competent attorneys working side by sidewith the least competent, and the latter outnumber the former666 to 1. In fact, given a choice between the most competentparalegal and the least competent lawyer, I'll take the paralegalin a heartbeat, so let's have a little chat about U.S. lawyers, alongwith other experts real or imagined.In 1988, I flew from the Canaries to Nevada to set up twocorporations in that state. [I no longer recommend Nevada, butat that time it was satisfactory.] In Carson City I met with oneof the city's leading attorneys to have his office act as the residentagent, rather than going through one of the "incorporation mills."



In the course of a low-cost lunch at the Carson Nugget Casino,I asked this lawyer if he'd kindly name a few of the more unusualuses for the many Nevada corporations he'd formed over a longlifetime. That is, uses other than the ones in all the books. (Li-ability protection, tax savings, prestige, continuity, etc.) Well. . .this lawyer couldn't think of any unusual uses, not one! I won'tname him here because I've since put this same question to otherAmerican lawyers and they pretty much don't have any originalideas either! In fact, a year ago I asked an old-time corporateattorney in Albuquerque (licensed also in Utah, Wyoming, andNew York) how many clients he'd had over the years whoformed a corporation specifically for the purpose of privacy."Uh, I guess maybe . . . um . . . none.""None at all?" I said. "I can scarcely believe it.""Well, maybe it was my fault," he admitted. "To tell the truth,I never thought about it, never gave anyone a chance. Just told'em they had to list this, list that, put down everything . . ."Guess which attorney I didn't use in Albuquerque? But let'snot leave out experts and accountants. An astronomical numberof accountants—especially CPAs—know far less about corpora-tions than they claim to know, and few authors come out wellwhen they write about incorporating. Here is a recent example.My good friends Pat and Patty Lindquist, who build housesunder their own name, asked me to recommend a good begin-ner's guidebook to teach them about corporations in general. Isaid I'd pick one up. A few weeks later I happened to be stayingat the Waterfront Plaza Hotel in Oakland, on Jack LondonSquare. I had some free time so I walked across the square tothe Barnes & Noble bookstore there, to check out the businesssection. The best of the worst, on the subject of incorporating,was a well-known book by a recognized author.I bought this book, the newest ninth edition, but before I gaveit to my friends, I flipped through it. On page 22, it reads, "Allcorporations must have a word like Company, Corporation, In-corporated, or their abbreviations in their titles." I have person-ally formed forty-seven corporations in the United States with



none of those words at the end. It can still be done in this currentyear 2000. As for other advice, on page 39, the author says thatboth savings and checking accounts "require the impression ofyour corporate seal." This is simply not so—ask any banker. Also,on the same page, the author days, "Start your corporate checkswith high numbers, like 626 or 340. It makes your corporationlook like it's been established for years."For years? With a three-digit number like 626 or 340? I cur-rently start all my company bank accounts with at least a highfour-digit number and often with 15,001 or higher. This is aneasy way to "age" your company.On page 45, referring to limited-liability companies, the au-thor says, "LLCs require at least two members . . . so if you area single entrepreneur or professional, you may wish to form anS corporation instead." Many states allow one-member LLCs,and S corporations [a tax option where corporate income flowsthrough to the owners] are dying.Nevertheless, I do not mean to put the author down. On thecontrary, if all you want is an introduction to the garden-varietyuses of corporations, then I recommend the book. I merely addthis caveat: skip her comments on check numbers, corporateseals, and LLCs.Speaking of LLCs, be very cautious about getting informa-tion on these companies from just any lawyer. Why do I saythis? Because of bad experiences with lawyers who hold them-selves out to be experts in a certain field, and yet lack crucialknowledge in that very field! A personal experience will serve asan example:Four years ago, I needed to clarify a point of marine law be-fore forming an LLC that would take ownership of a small yacht.It was to be based in Point Roberts, Washington, which sits ona little tip of land jutting into Puget Sound from British Colum-bia. I therefore made some calls to legal organizations in theSeattle area, asking for the absolute expert in marine law in theNorthwest. It was agreed that my man was a certain attorneynear the Canadian border. I called this lawyer to discuss what I



planned to do, but at the instant I said ownership would be takenwith a limited-liability company he interrupted me."You mean a corporation.""No," I said, "it has to be an LLC.""Same thing as a corporation."When I tried to correct him, did he admit he might be a weetad behind the times? No! He insisted that there was positivelyno such thing in the state of Washington. The next day I madea copy of the Washington LLC statutes that I had in my files(they took effect October 1, 1994) and sent this to him by pri-ority mail, asking for his comments. No answer was ever forth-coming, nor is one expected—one class you will not find in manylaw schools is Common Courtesy 101.

UNUSUAL USES FOR CORPORATIONS

There are many uses for corporations and LLCs that your lawyerhas never heard of, but which may spark an idea of your own.The two examples that follow are culled from my clients inEurope who use American corporations and LLC for variousreasons—usually privacy. Over the years, I formed more than1400 U.S. legal entities for them and the principals involvedapply equally well for those of you who live in the United States.If any of the true experiences that follow inspire you to comeup with your own unusual use, please let me know. I may in-corporate your idea in the next edition of this book.First, allow me to explain the difference between UnitedStates and European corporations. In the U.S., corporations aretied not just to the country but to an individual state or theDistrict of Columbia, thus giving you a choice of fifty-one dif-ferent sets of statutes and regulations. Not so in continental Eu-rope, where there's but one choice per country, none of whichis appetizing. Often, $10,000 or more has to be posted perma-nently as a cash bond, and getting the right kind of name maybe impossible. There are literally thousands of names acceptable



in the United States that are verboten overseas, and as you readalong in this section, I urge you to think not only about unusualuses, but unusual corporate names as well.
Can't get no respectMy client Lazlo K. from Budapest started purchasing some sortof product from Russia (I didn't ask for details) and exporting itin containers. One container was shipped to Mombasa, Kenya,on the east coast of Africa.The port authorities wanted a large bribe to get the containerreleased, higher than the Hungarian was willing to pay. The con-tainer therefore sat on the dock for five long months. There wasno political solution, as Hungary gets no respect in the interna-tional world of commerce. Finally, in desperation, the bribe waspaid. This wiped out most of the profit on the shipment, andthere was more bad news—with the original order, Lazlo hadcommitted himself to sending two more containers to Kenya!Can this story have a happy ending?Yes, but only because I formed in the United States, on hisbehalf, the New York International Container and Air Freight Cor-poration, with Lazlo as sole director. He then shipped the nexttwo containers, not in his own name, but in the name of theNew York International Container and Air Freight Corporation.The two containers arrived in Mombasa, Kenya, and the Hun-garian flew in a day later. This time his first visit was not to theport area but to the American consulate. He presented his ship-ping papers, identified himself as the director of the New YorkInternational Container and Air Freight Corporation and ex-plained some previous problems he had had with port authori-ties. The American consul made just one phone call on hisbehalf, and the containers were off the dock within forty-eighthours.Lesson to be learned: If you, like Rodney Dangerfield, "can'tget no respect" in the business world, consider an upscale name.(The example just mentioned would have worked equally wellas a limited-liability company.)



PRESTIGE

When conversation among friends starts to drag, I sometimes pepit up with this, the strangest corporate-name case I've comeacross so far. Here's the story: At the end of February 1992 Ireceived a faxed order from Achim Eckel, a client in Germanywho had previously purchased several U.S. corporations. In hisprevious orders he'd used routine German-language names with"A.G." as the corporate identifier, but this time was different.The name section of the order blank was filled in with five words,as follows:EUROPEAN BANCORP DOCTOR ACHIM ECKELI thought an error had been made in this last order, so I faxedEckel back for confirmation. Did he perhaps mean the corporatename was EUROPEAN BANCORP, but he, Dr. Achim Eckel, wasto be listed as director? Or perhaps some punctuation was miss-ing? Back came the answer: Form the corporation as showm. Nopunctuation. No listed director.OK, no problem, even though I failed to understand the logicbehind the name. (Looking back, I wonder how I missed it.)Later on, I got the story from a man who knew my client well,but first, some brief background about Germany and Germans.The basic laws that existed in Adolf Hitler's Germany are stillthe laws of Germany today—most of the laws did not changeafter World War II. And one of Hitler's laws, passed in the1930s, was that no German could call himself a doctor unless hewas a doctor. If he did, the penalty for the first offense was oneyear in jail. Therefore, no German would ever call himself adoctor without the proper degree, right? Uh, not necessarily.It may be difficult, if you are American-born, to understandthe German craving for a title, but for some Germans it is anobsession. In fact, I've earned enough to pay for a few semestersat the University of Heidelberg by forming corporations with theword "University" in the name. The German client then giveshimself a work contract and prints up new business cards withPROFESSOR before his name!



The absolute best title, however, is doctor, and if a Germanis a doctor, I never fail to address him as such. Even there, I wascaught off base once. A fax came in from Berlin with some ur-gent questions about bearer shares. It was from a Doctor DoctorKlein, someone new. I hurriedly answered his questions, address-ing him, of course, as Dr. Klein, as I thought the second "doctor"was a typo. Big mistake. Back came a fax within a minute. Mes-sage:"Sir, I am not Doctor Klein. I am Doctor Doctor Klein!"He claimed to have titles in two fields, and thus must be prop-erly addressed as "Doctor Doctor." That was the way I addressedhim in all future faxes, although I've privately wondered if hemight not be a candidate for two years in a German jail—oneyear for each "doctor."Now, after hearing more about the German psyche than youwanted to know, we return to the strange case of the EUROPEANBANCORP DOCTOR ACHIM ECKEL corporation. As I learnedlater, Achim Eckel never was and never would be a doctor. Nordid he wish to call himself a doctor and run the very real risk ofa year in jail. The U.S. corporation solved his problem. He sitsin his office in Berlin. The telephone rings and he picks up thereceiver. Notice the accent and the pause when he identifies hisbusiness:"EUROPEAN BANCORP!" [pause]. "Dr. Achim Befell"Would you not then address him as Doctor Eckel? Of courseyou would, and—not knowing the history—so would I. Happily,there is no law in Germany to condemn Eckel if it is only otherpersons who call him a doctor.Lesson to be learned: Would you like to be called "Judge"? Or"King," or "President for-life"? Now you know one way to goabout it.



DELAWARE AND NEVADA CORPORATIONS

As you know, ads have been running for decades advertising low-cost incorporation in Delaware and, to a lesser extent, in Nevada.Hundreds of thousands of corporations have been domiciled inthese two states, many for as little as "$19 plus costs." For thisreason alone I dislike these two states. Yes, I know that manyhuge corporations are based in one of these two states, but theusual implication is that anything from Delaware or Nevada issome sort of Mickey Mouse operation. Just ask any judge, privateinvestigator, or courthouse clerk.Delaware has an income tax, so if you plan to accept incomein the state of domicile, Delaware is out. True, Nevada has nocorporate income tax as this is written, but they have been qui-etly raising fees for years, and now have both a franchise and anemployee tax. Some Nevada incorporators claim that Nevada isthe only state that does not give information to the IRS. Ofcourse they don't. Nevada does not have a state income tax, sowhat would there be to report? Neither do Alaska, Florida, Wy-oming, South Dakota, New Hampshire, or Texas.For privacy and—in some cases, tax savings—Wyoming ispresently the state of choice for a corporation. Directors neednot be listed in the articles of incorporation and, unlike Delawareand Nevada, Wyoming does not require a corporate identifier.As has been previously mentioned, you can name your corpo-ration (for example) "Johnny Johnson" [no "Inc."] and no onewill know this is a corporation unless you choose to tell them.Now then, let's talk about money. Are Delaware and Nevadareally "low-cost"? Certainly not Nevada. Many incorporators failto mention the additional fee for the Nevada state form for listingdirectors. Some do not to mention the franchise fee. One prom-inent Nevada incorporator does a brutal hard sell for an "officeplan" (i.e., an address and telephone number for the corporationin Carson City). The cost for a two-year contract is $250 permonth. Then, when the customer realizes he doesn't need or



want that, and stops paying, he is promptly sued via their in-house lawyer!According to one of my clients in Livermore, California, thepost office has on occasion refused to deliver mail to corporationswith Nevada addresses unless the company files a special formidentifying every corporate officer with his or her home address.Further, the Nevada state offices now have a 900 number fortracking down the names of corporate officers. The cost is just$3.50.As for Delaware, advertised low costs include neither a cor-porate kit nor other extras, and the companies make money inthe long run by charging high annual fees for the required resi-dent agent.If you are going to incorporate at all, and if you plan to dobusiness with the corporation in your home state, then the log-ical choice may be to incorporate in the state where you live.This is because, if you use an out-of-state corporation in yourhome state and wish to have liability protection, you will needto register that corporation in your own state anyway. Thus, youwill be paying annual fees to two states.However, I know of only two unusually good reasons to usea corporation rather than a limited-liability company. One is forthe tax savings and perks (such as a medical plan) available witha C corporation ("C" is an option with the IRS where the cor-poration is taxed separately), and the other is to use a name withno ending (Inc., LLC, etc.) to reveal that it is a legal entity ratherthan a real person. This latter option is not available to limited-liability companies. They must end in LC or LLC, or similar.Otherwise, for purposes of privacy, flexibility, and minimumbookkeeping, I strongly recommend a limited-liability company.
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LIMITED-LIABILITY

COMPANIES (LLCs)

It may take some searching, but there's a lid for everypot. —ANONYMOUS
Mary L——was a schoolteacher who lived with her husband andfour children near Seattle, Washington. In the early 1990s, Marypurchased a gray Volkswagen Fox. In all innocence, she titledthe car in her own name. Not in her wildest dreams—or night-mares!—could Mary have foreseen the bitter consequences ofdriving a car with plates that would show up in the computerwith her first name, middle initial, and last name.Years passed. Unexpectedly, Mary fell in love with one of herstudents, a thirteen-year-old boy. Despite being married, she wasunable to control her emotions. One thing led to another andMary found herself pregnant. In 1977, the affair became known.She was arrested, jailed, and sentenced to eighty-nine months inprison. Given her lack of a criminal record and the fact she posedno threat to society, Mary was released on parole. One of the



conditions of the parole was that she would not contact heryoung lover without permission from the authorities.Mary carried a pager. The father of her future child, unable—or unwilling—to stay away from Mary, sent her a page with thenumber of a pay phone. She called him back. That same eveningshe picked him up in her little gray Volkswagen Fox.They went to a late movie, Wag the Dog. Then Mary parkedher Volkswagen along a street near her home and they talkedinto the early-morning hours. Mary had already packed and hadhidden money and her passport in the car. They apparently madeplans to flee Seattle together and to make a new life far, far away.At that point, was there any obstacle to their plans? The pa-role board had no idea that Mary was violating parole. She wasnot wanted by the police. No one else knew of their plans toflee. Nor was society in danger.[Imagine background music to the movie Jaws.]At 2:45 A.M., Seattle policeman Todd Harris was on a routinepatrol. He passed a car that was parked along the curb. Theparking lights were on. The windows were steamed up, but itappeared there were two occupants.There was no sign of misbehavior. Nevertheless, Harris notedthe Washington license plate number as he drove by. As he con-tinued on his patrol, he ran the number through his computerto make sure the car had not been reported stolen. Several blockslater the name of the registered owner came onto the screen.The car was legally registered and was not stolen, but he rec-ognized the name from reading about the case in the newspapers.Mary K. LeTourneau.Officer Harris returned, and asked for ID. The two occupantswere Mary and the boy.The boy was taken home. Mary was taken to the station, thenarrested for violation of parole. On Friday, February 6, 1998, thejudge revoked her parole and sentenced her to serve the full eighty-nine months. Leaving aside the morality of meeting with the fatherof her child, here is the lesson I want you to draw from this story: Atthe time Mary titled the car, there was not—could not have



been—the slightest indication of the troubles that lay ahead. Butwho among us can guarantee that quiet waters will never see astorm? [See my own experiences in Chapter 13.)After the LeTourneau sentencing, I sent a notice to all myclients in the United States and Canada with this headline:
SEVEN YEARS IN JAIL FOR NOTUSING A LIMITED LIABILITY COMPANY!

You will often hear that a limited-liability company is some-thing "new," but this refers only to the United States. In Europe,LLCs have been used for more than a century and, as mentionedpreviously, I myself formed my first one in Spain in 1972. As Isaid in Chapter 10, "Think of a corporation as a brother whosetwin fraternal sister is an LLC. Both persons are very similar,same family, same traits. It's just that under certain circum-stances the anatomical differences must be considered." So then,let's discuss anatomical differences as applied strictly to limited-liability companies.Think of an LLC primarily as a partnership, but without theliability and (now hear this!) without the necessity of actuallyhaving a partner. It also resembles a corporation but withoutmany of the onerous bookkeeping details and annual meetings.I've gone over the LLC statutes in virtually every state, andby no means are they all the same. California, Illinois, and NewYork have outrageously high fees and are not recommended ex-cept in the most dire circumstances. Neither are any of the well-known states used for incorporation—the LLC laws are entirelydifferent. I have discovered several states that—although unsuit-able for incorporating, are ideal for LLCs, because the only in-formation required in the Articles of Organization is:
1. The name of the company,
2. The name and address of the resident agent (to be ex-plained shortly), and
3. The duration of the LLC.



These states do not require the names of members or man-agers. (Managers, in any case, are not recommended.) The prin-cipal office can be anywhere in the world, and a street addressis not needed. There need be no mention of capitalization,whether one dollar or a billion.Further, only a single member is required, not two—as is thecase in so many states, and there are no annual reports. Thus,changes in membership take place in total darkness. Neither arethere any annual fees. Compare this with California's annual$800 (minimum) franchise taxi
WHICH STATE, AND WHAT WILL IT COST?

At this writing, the state I use for all LLCs—both my own andfor my clients—is New Mexico. If you use a lawyer to form thecompany, figure the cost to vary between $1,500 and $3,000,assuming the lawyer will do it at all. Many will not, as they donot feel qualified to answer your questions and draft a properoperating agreement. An attorney from Florida sent me a videooffering his services in setting up limited-liability companies, andquoted a price of $2,000, which is about average. However, hecalls them Limited Liability "Corporations," which makes mewonder about his competence in this field.

RESIDENT AGENTS

The laws in all states require that both corporations and limited-liability companies have a resident agent in that state who canreceive official communications and send them on promptly tothe owner or manager of the company. This must be a real streetaddress, not a mail-receiving agency. (If the resident agent re-signs—perhaps for nonpayment of his annual fee—then a newresident agent must be found within a short time. If not, thestate will dissolve the company.)



Lawyers can form LLCs in any state because they use one oftwo national resident-agent companies, either CT Corporationor Network (formerly Prentice Hall). Both companies charge at-torneys $120 plus fees and costs to file Articles of Organization,plus $165 per year to act as resident agents.However, in the appendix at the back of this book I list twotrustworthy sources for obtaining New Mexico LLCs. I've usedboth of them for the past eleven years and have total confidencein them. (The second one, "M.M.M.," charges me less than ahundred dollars a year per company.)At first, many of my clients seem confused when I tell themabout limited-liability companies. I understand this. When LLCsfirst started to be used in the U.S., many lawyers were confused.But for the purposes of privacy, the use of an LLC can be re-markably simple. When formed correctly, here are the two pagesyou will receive:
1. CERTIFICATE OF ORGANIZATION
This official-appearing document with the state seal,signed by the both the chairman and the director of theState Corporation Commission, contains this information:
• Name of the LLC• Official number in the state records• The effective starting date
No one has ever asked me for this document. Either frameit and hang it on your office wall, or file it.

2. ARTICLES OF ORGANIZATIONThis is the working document. It contains the followinginformation, all of which is of public record. The organizer(which may or may not be a lawyer) prepares these arti-cles, and often lists a manager, members, true addresses,and other information which is not required by the state.However, any organizer I refer you to will be privacy-oriented and will include only the following informationin the Articles of Organization:



• The name of the LLC.• The latest date upon which the company is to dissolve(usually fifty years in advance).• The street address of the company's initial registeredoffice and the name and street address of the com-pany's resident agent. [Both addresses will be the same,that of your agent in the state capital.]
• The address of the company's principal place of busi-ness. [This is not a requirement in New Mexico, but agood organizer includes it for an extremely importantreason. You must list any address in the world otherthan the state where the LLC is registered because oth-erwise, it will be assumed to be an in-state companyand thus subject to NM state employment laws, withforms to be filed.]
Make copies of the Articles of Organization and have themready to present when registering your new car, plane,boat, travel trailer, or snowmobile. (See Chapter 13 fordetailed, step-by-step instructions.)

HOLDING A COPYRIGHT WITH AN LLC

There are unusual advantages to holding a copyright for a song,play, book, or work of art in the name of an LLC. Remember:
• The LLC name need not show up on any tax return.The income is listed on your personal tax return. No K-2forms are required if there are no partners.• If you wish to transfer future income to anyone else,merely transfer ownership of the LLC. (Just a simple let-ter for the "files" should be sufficient.)• If you wish to bring the income into a corporation orany other legal entity, merely transfer the ownership.



If you wish to pass ownership on to your children, leave yoursole membership to them in your will.

SELLING OR TRANSFERRING OWNERSHIP

OF YOUR LLC

This is where an LLC really shines, especially if you live in a statewith a sales tax. Remember, the Articles of Organization do notname the owner. If ever there was a case where possession wasnine-tenths of the law, possession of the Articles of Organizationis it. The LLC is owned by whoever you say owns it—who canprove different? The state does not know. The organizer does notknow. No one knows unless you tell them! No shares are trans-ferred because an LLC does not have shares. No report is evermade to the state on transfers because there is no annual report.An obvious question is, "What if someone does not believeyou?" I can only say that in nearly thirty years of using LLCs, Ihave never been asked to prove that I owned one, nor has anyclient to my knowledge. However, if such a question ever cameup, I might offer to prepare and have notarized a statement thatI am the sole member (assuming that to be the case). Or, morelikely, I would pick a nominee and hand him the LLC, tellinghim he was "Owner for a Day." To avoid any future questionabout this, I would draft a simple letter for the files to show theownership was then transferred back to me. We would both sign.However, there is almost no chance such a situation will evercome up. In this respect, having the Articles of Organization inyour hand is similar to having a check in your hand that is madeout to "Cash."If you have multiple legal entities such as corporations, trusts,and other LLCs, do you see how easy it is to transfer ownership?If you buy a new pickup and later transfer it to a company youown, you take the Articles out of your personal file and dropthem into the company file. Later, if you decide it would bebetter to have your trust own it, you switch the Articles to the



trust file. If your brother-in-law wants to buy the car later, youhand him the Articles and take the cash. Here are the onlychanges that need be made:
1. Insurance company: change the name of the principaldriver.
2. Department of Motor Vehicles: change of address (for re-ceiving the annual registration notice).
Although a pickup is being used as an example, the sameprinciples apply to real estate, boats, loans, options, or whatever.In summary:
1. The article is purchased, received, or acquired in the nameof an LLC.
2. Whoever owns the LLC owns the article.
3. Ownership is transferred by handing (or mailing) the LLCto the new owner, along with a letter acknowledging thatfact.
4. There is no public record for any of these changes. No salestaxes need be paid because the legal owner is still the same,the original LLC.

TAX CONSEQUENCES OF A TRANSFER

In the previous example, the pickup is never sold. Therefore,there are no transfer fees and no state sales tax. I checked thiswith an attorney. He says a few states may have some obscureregulation about "bulk sales transfers." However, since the statehas no way to know about these private transfers—no more thanthey would know if an envelope of cash was being handedaround—his advice was not to worry. However, I cannot guar-antee that this is 101 percent legal. To be certain about theregulations in your particular state, check with your legal or ac-counting expert.



Sale to a third party: Continuing with the example of thepickup, suppose your brother-in-law decides to sell his pickupto a stranger. The buyer will then have two choices. Either hewill buy the LLC (and thus save the sales tax) or he will purchasethe pickup from the LLC just as he would from anyone else.Most of the time the buyer, unfamiliar with LLCs, will opt topurchase the pickup outright, and that's fine. He is the one thatpays the tax, not the seller.

BANK ACCOUNTS AND TAX RETURNS FOR LIMITED-

LIABILITY COMPANIES

Income from an LLC flows through to members, which can in-clude domestic or foreign individuals and/or corporations, etc.Therefore, since there is no income, there is no need for the LLCto have a tax identification number (TIN) from the IRS. In fact,the IRS will not know the LLC even exists unless you chose totell them.You may, of course, decide to do just that in case you wanta bank account in the LLC name. Let us assume that this willbe a checking account for a small business and will not be interestbearing. In that case:
1. You or your accountant will fill out the simple SS-4 formand send it to the Internal Revenue Service. They will as-sign you a TIN.
2. You then open the bank account by furnishing a photo-copy of the LLC's Articles of Organization and giving thenew tax identification number.
3. Once this has been done, advise the IRS to cancel the LLCbecause it will not be used. (And from their viewpoint thisis essentially true. The bank will never make a report tothe IRS under the TIN because no income is ever gener-ated.)



Until 1997, there was some uncertainty as to how single-member limited-liability companies (LLCs) were to be taxed.However, the IRS has since ruled that a single-member LLC doesnot need a separate tax ID number because no separate returnneed be filed. Income (if any) form the LLC is reported on thenormal schedule C along with any other "sole proprietor" in-come. Or, if the single LLC member is a corporation, any incomeis merely reported as a branch of the operation. Once again, theLLC does not need a separate tax ID number because no separatereturn need be filed.If you are seriously interested in Level Three privacy, then Isuggest you use multiple LLCs in every aspect of your life, in-cluding alternate mail addresses, home and car ownership, side-line businesses, whatever!If you decide to run an actual business in your area with oneof your LLCs, then for added liability protection do qualify it todo business in your state. But contract the work among variousLLCs, if necessary, to avoid having ten or more employees in asingle company and thus subjecting yourself to the federal EP &C Right to Know Act of 1986. [With fifteen employees it getsworse—you'll come under the Civil Rights Act and also theAmericans with Disabilities Act.]
QUESTIONS & ANSWERS

What if I open a bank account unth my New Mexico LLCbut then fail to pay the resident agent?If you fail to maintain a resident agent, then the LLC will bein default (i.e., no longer "in good standing"). However, the bankwill not know this. The only way they could find out would beto call the State Corporation Commission in Santa Fe to inquire,or check the New Mexico Web site. There would seldom be areason to do so, however.Many years ago I formed a corporation in a western state,obtained a tax identification number, opened several bank



accounts, bought two vehicles, started up a new business, andthen transferred the assets to an LLC. I dissolved the corporationand made a final tax return. In the years to follow, I kept andused one of the bank accounts, and to this day I have a leftoverGMC pickup that is still in the corporate name. (The sameprinciples apply to an LLC.)However, I am not saying you should not pay your residentagent. I am merely answering the question above. All thingsbeing equal, I suggest you do keep your companies in force bypaying the resident agent, just in case someone at a future timedoes check to see if your LLC is in good standing.
Might an LLC be used as a gift?
If you wish to instill the concept of personal privacy into yourchildren, I can think of no better high-school or university grad-uation gift than a limited-liability company. Think of the privacythat you would be enjoying today, had you started working onit right after graduation! Here are two options:
1. If you plan to present the actual documents, the LLC willhave to have a name. Why not choose a geographical namefrom your area? For instance, if you live in San Pedro, Cal-ifornia, one of these might work:

• Rolling Hills Associates• Lomita Limited LC• Point Fermin Enterprises LC• Harbor Lake Services LC
2. Present a gift certificate good for one limited-liability com-pany—any name—within the next year. (Any incorporatorshould be willing to do this.)



13
HIDDEN OWNERSHIP OF

VEHICLES AND

REAL ESTATE

Things are seldom what they seem/, Skim milk mas-querades as cream.—W.S. GILBERT, H.M.S. PINAFORE (1878)
It was less than a year ago that I swung my black Jaguar sedandown the ramp and into a "24-hr, security" parking garage atSeattle's SeaTac Airport, snatched the ticket stub from the at-tendant, raced for the shuttle bus, and just barely caught myflight to Phoenix. Eight days later I returned to SeaTac, caughtthe shuttle back to the garage, and joined the check-in line.When I presented my ticket stub, the cashier hesitated."Sir," he said, "Please step to one side. The manager will beright out."The manager came out, introduced himself, and led me backto his office. I had visions of a scratch in the paint or a ding ina fender.



"The day you left," he said, "your car disappeared.""Disappeared, as in stolen?" (So much for the twenty-four-hour security . . . )He explained that the same evening I left, one of the atten-dants parked a car in the stall where my car had been. When heturned the number in to the cashier, the computer showed thestall was already occupied. They quickly searched the entirebuilding to see if my car had been parked in another spot inerror. When they failed to find it, they reported it stolen. Thenext morning the police spotted it, badly damaged, sitting athome plate on a baseball diamond in a Seattle park.I have the King County Police Vehicle Impound Report be-fore me as I write this. In the Narrative section, line 4, the officerwrote, "Unable to contact owner." Here's why: The car was in thename of an LLC in state A. The address listed for this companywas in faraway State B, and a reverse directory failed to show atelephone number at that address.
Although for many years I have been registering my vehicles inthe name of limited-liability companies, this was the first timemy security precautions had been put to the test. No damagewould have been done, of course, had the police been able tocontact me in this particular case. However, a short time latermy security precautions were to prove worthwhile. As soon asthe insurance agent handed me a check for my Jaguar—it wastoo badly damaged to repair—I bought another car and headedeast.A few days later I arrived in Minneapolis and spent Saturdayafternoon visiting used bookstores. It was just getting dark thatevening when I pulled out of a parking lot onto West LakeStreet, in a hurry because I had to meet a friend from Madridwho was about to arrive at the airport. I failed to see an oncom-ing motorcycle and almost clipped a Harley being ridden by athree hundred-pound bearded bruiser. He screamed somethinglike "$#*@%&!1," waved his fist, and made violent gestures tohave me pull over. (If you've ever been on West Lake Street in



south Minneapolis after dark, you know this is not a good neigh-borhood in which to pull over.)It was too dark for the rider to see any "so-sorry" gestures—had I made them—so I fed more gas to the horses under thehood. The overweight biker followed me right on to 35W goingsouth, with all the time in the world to memorize my licensenumber. Although I do not scare easily, this time I was seriouslyalarmed, enough to set a new Minnesota speed record betweenWest Thirty-fifth and the 1-494 junction, where I cut the lightsand peeled off at the exit. Whether he memorized the numberor not, and whether he was carrying a gun or not, once I lost thebiker I was safe forever—the plates would lead him nowhere.But my heart was still thumping when I pulled into airport park-ing.Five Saturdays later I was in Londonderry, New Hampshire,to meet Carl Prague, an old friend who used to live aboard theRaider, a 1912, wooden sailboat with Santa Cruz de Tenerife(Canary Islands) as a home base. A stiff wind was blowingwhen we stopped at the Country Market on Highway 102 topick up some wine and snacks, and when we came out, a fewabandoned shopping carts were starting to move. Just as wewere putting the groceries in the car a hard gust sent a cartracing past us and across the parking lot directly toward aparked Honda Civic with a man and a woman in it. There wasno way to stop it, and we watched as it struck the driver'sdoor with a resounding clang and bounced back. As we contin-ued to watch, we could see that the woman was obviouslyscreaming at the man to do something, and the "something"turned out to be a trip over to see me. Assuming he wantedsome help, I lowered my window halfway as he came aroundmy side, and said hello."Your cart hit my carl""Excuse me? We didn't have a cart.""Yes you did, and we saw it come from here."At least he didn't weigh more than 140, and my friend Carlis an ex-wrestler, so this time I was just amused, not scared.



"I wrote down your license number," the man muttered, bran-dishing a scrap of paper, "and you'll hear from my lawyer."Well, best of luck, buddy, and have a nice day.

PURCHASING A VEHICLE WITH AN LLC

It is easier than you think. (If you skipped Chapter 12, nowwould be a good time to go back and read it.) My clients, nev-ertheless, are often reluctant to start using limited-liability com-panies because they have never done it before.One such person was Jim in San Francisco, who asked me tohelp him purchase a used Lincoln Town Car with almost nomiles on it. It was for sale by a private party in Washington andJim wanted to title it in that state for personal reasons. He askedfor my help because he was not sure he could handle the regis-tration and yet keep his name out of it. Here is the transactionstep-by-step.
1. Since Jim was in a hurry, I pulled a New Mexico "shelfLLC from my files that I'll call Golden Gateway LC. (Ashelf LLC is one that has been formed in the past for fu-ture use, and just put "on the shelf until needed. I rec-ommend this procedure to all readers, and personally keepshelf LLCs on hand at all times.) We then flew to Seattle,rented a car, and drove out to Port Angeles to make thedeal.
2. The seller, a ninety-seven-year-old (!) woman who hadpurchased the car in 1991 and then stored it, signed off onthe title. She also signed the bill of sale I had preparedbeforehand. We filled in Golden Gateway LC as the buyerand gave a ghost address that Jim had already set upthrough a friend in Cheyenne, Wyoming.
3. Rather than go to the Department of Motor Vehicles inPort Angeles, we checked the yellow pages under "Licens-



ing Services" and picked a private licensing bureau. (Theycharge a small fee for handling the paperwork but are eas-ier to deal with than state employees.) Jim went throughthe line with me, but only as an observer. He wanted tosee how I would answer the questions.
Clerk: "What's the UBI number for this company?"[Washington requires an ID number for all legalentities doing business in their state.]Me: "Golden Gateway LC doesn't do business in thisstate, and Wyoming doesn't require a UBI num-ber."Clerk: "Then why not license it in Wyoming?"Me: "For at least six months the car will be in thisstate, and the law requires we therefore licenseit here." [100 percent correct, always.]

The clerk accepted that, and then asked me for ID. I explainedthat the car was not for me but for the company, and showed herthe LLC's Articles of Organization. She let that pass, but had anumber of some sort been needed, she could have typed in the six-digit filing number written at the top of the Articles. She thenpushed a computer printout over to me and showed me where tosign. I scrawled an illegible signature that matched the one on thebill of sale (although she didn't ask to see it).
Clerk: "Print your title after your signature, please."

Since I was neither a member nor a manager of Jim's newlyacquired company, I printed in "Sales Mgr." (Jim retroactivelyappointed me "Sales Manager for a Day.") We paid the variouslicense and transfer fees in cash and were on our way. What hadbeen accomplished?First and foremost, total privacy. Suppose a private investigatorsees Jim's car parked in Las Vegas at what he considers a sus-



picious address. He makes a note of the Washington licenseplate, and obtains whatever information is on file with the De-partment of Motor Vehicles in Olympia. He will get the name"Golden Gateway LC" and an address in Wyoming, nothingmore. If the PI then calls the Secretary of State's office in Chey-enne, he will learn that it is not a Wyoming company. Thatleaves him forty-nine states plus the District of Columbia tocheck out. Even if he eventually calls Santa Fe, the records inNew Mexico will reveal only the name of the resident agent. Ifhe contacted the resident agent, he would learn that the agentdoes not give out information without a subpoena. If he wereable to serve a fake subpoena (unlikely), he would get an addressin the Canary Islands from the agent because that is the addressI use for all shelf companies. And trust me on this one—theCanary Islands address is the end of the line.Second: If Jim so wishes, ownership can be transferred to oneof his companies, or to a friend, with no sales tax (explained inChapter 12).
SUMMARY: TITLES IN THE NAME OF AN LLC

LLCs are ideal for tilting the following:
• Cars, trucks, tractors, motorcycles.• Snowmobiles, boats, utility trailers.• RVs, travel trailers, pickup campers.

How many LLCs are needed? Although I use a separatelimited-liability company for every purchase, many will considerthis as overkill. The other extreme would be to use a single LLCfor all purchases. There is no serious problem with this. The twominor drawbacks are:
1. You cannot transfer ownership of a single item by trans-ferring ownership of the LLC because everything is titledtogether.



2. If a PI is searching for assets and discovers that you own—for example—a boat in the name of an LLC, he will thensearch state records for any other titles in the same name. . . and discover the other things you own.
Many of my clients work with four companies: They use thefirst for their principal car, van, or SUV, the second for an ad-ditional vehicle, the third for real estate other than their home,and the fourth for everything else.

HIDING OWNERSHIP OF YOUR RESIDENCE

The best way to purchase a home is with a revocable trust, es-pecially where a mortgage is involved. (See Chapter 10.) A trustis not a do-it-yourself project—use a tax attorney or a CPA whohas experience with estate planning.When you decide to purchase a new home, much more isinvolved, of course, than merely the name on the title deed. Thetrue example that follows [names have been changed] bringseverything together:
AN ACTUAL MOVE, STEP-BY-STEP

The following account is of an actual move by two of my readerswho shall here be referred to as Harold and Helen Bond. Theydecided to move to a small city two counties removed, sincemany records are kept by county only, with no cross-referencesto other counties. The purpose of this move was to make a com-plete break with all past records. I'll call their previous homeOld-City in Old-County, and the move will be to New-City inNew-County.Before they started, here are some questions they asked them-selves, and the answers they came up with. (It is vital to makethese decisions beforehand.)



• When asked for our present address, what will that be?[A ghost address at the far end of the state.]
• When asked for our present telephone number, whatshall we say? [We just had the telephone disconnected aswe are selling our home.]
• When getting a new cell phone number, what will bethe reason? [We are often in this area to see friends andwould like a local number.]
• When getting a new local ghost address for mail, whatexcuse will we give? [We plan to move to this area butwill often be traveling and we need a permanent address.]
The Bonds have a history of making fast decisions. Within aweek they located a nearly new home in New-County, with noclose neighbors. It was listed for $219,500 and had been on themarket for six months. The Bonds contacted the listed agent.Before writing up the offer, they explained to the agent that theyvalued their privacy. Therefore, neither of their names was toappear on any written document whatsoever. The offer wasthen made in the name of a trust they had already had drawnup: the Cheyenne Valley Trust. As trustee, Helen Bond signedher maiden name, "Helen Hennesy."The owner, an elderly woman no longer able to live alone, wasgiven just three hours to accept or refuse an offer of $200,000,with $50,000 payable at the close. Jim, the real-estate agent,explained to her that the buyers would pay the balance due inone year or less, and until that time they would make monthlypayments of approximately $1,000, representing interest only onthe loan, at the rate of 10 percent. [No Social Security numbercould be given and thus no credit check. But none was needed.If the Bonds defaulted, she would keep the $50,000 down.] Sheaccepted the offer. The Bonds now had a year in which to selltheir old home and pay off the private note. (When the sellerowns his or her own home, it is very common to carry part ofthe loan for a short period of time. It is also perfectly safe



because the seller takes a first mortgage or deed of trust againstthe property for the amount of the loan.)When the title company learned that title would be taken inthe name of a trust, and signed by one trustee only, they askedfor a copy of the trust. Although the trust document showed thetrustees to be Harold and Helen Bond, it contained this clause:"Helen Bond may sign any legal document with her maidenname, Helen Hennesy, and this will have the same legal validityas if she had signed her name as Helen Bond." (This means thename Bond does not appear in the court system. It remains hid-den in the copy of the trust, which resides only in the files ofthe title company.)Insurance: All previous insurance had been carried via StateFarm. The new home was insured in New-City but the insuranceon the vehicles was left with the State Farm agent in Old-City.State Farm allows this, providing both agents are in the samestate. (An agent from one area cannot tap into the computerfrom another area.) Thus, the State Farm agent in Old-City didnot learn the address of the new residence.New telephone number: Harold Bond called GTE for "new res-idential service," said his name was Martin Johnson, and askedfor two lines with unpublished numbers. He gave the true ad-dress for installation and his ghost address for the billing address."And your Social Security number, Mr. Johnson?""I never use my Social Security number for identification.""In that case you will have to go to our GTE phone store inNew-City Mall and identify yourself with picture ID. They'llgive you a receipt with a code number, and as soon as you haveit, call us back."Harold put on a suit and tie and showed up at the phonestore. Both a male and a female were at the counter. He recalledreading that PIs after information always say a male PI shouldpick a female clerk, and vice versa. He explained his "problem"to the female clerk."My name is Harold Bond but for many years I've been writ-



ing articles about home security for national magazines and mytelephone is always listed in my pen name, Martin Johnson.""Well, we need to know who you really are.""Of course, and here's my passport."Once his identity was established with the passport, he wasgiven a code number and assured that the telephone would belisted in their computers as Martin Johnson.With the receipt in hand, Bond called GTE again. He iden-tified himself as Martin Johnson, said he had been to their phonestore, and now had a code number. He gave this number, andwas told that all was now well, and that the two new numberswould be in service within five business days. (It is not alwaysthat easy. If you have a telephone company like U.S. West, youmay need a nominee.)Propane gas: A propane tank was already in use at the newhome so Helen Bond called the company to transfer the billingname to Cheyenne Valley Trust. When asked for her name, shegave it as Helen Hennesy. All bills were to go to the ghost ad-dress.Power company: A phone call for a change from the previousowner to Cheyenne Valley Trust was all it took. No deposit re-quired.Garbage pickup: In some areas this can be extremely difficult,but when Helen called the company in New-City she was merelyasked for the new name and billing address. (I once tried toarrange for garbage pickup in a rural area, but the clerk wasadamant. She refused to consider a cash deposit. "Social Securitynumber or no pickup!" I ended up hauling our garbage to thelocal sanitary landfill on a regular basis, rather than look for anominee.)Library card: Every move presents different problems. In thiscase, the Bonds found that getting a library card was as difficultas the garbage pickup was easy. There are five libraries in New-Country—each with financial difficulties—and the rural areas aredivided among the city libraries. Cards from one library cannot



be used at any other library. Non-city residents must not onlypay a forty-dollar annual fee but must show picture ID alongwith proof that they reside at an address within the library's terri-tory. The Bonds left this one till last. Then Harold showed upwith suit, tie, title insurance for his new home (Cheyenne ValleyTrust), and his passport. Since the phone book showed a numberof Bond families in the county, Harold filled out the applicationas "Stanley Bond," since the passport showed Stanley as his mid-dle name."Your telephone number, Stanley?""Sorry, but we don't have one yet.""Well, we need the last four digits for a pin number.""You can use 1812, from the last phone we had." (Actuallyjust an easy-to-remember number: The War of 1812.)Technically, this violated the rule of never, ever having yourname and your true address listed together. However, the Bondsdid not worry about it because:
• They had already checked, and learned that the fivecountry libraries do not exchange information with oneanother.• They knew from the local telephone book that therewere seventeen Bonds listed, and a good guess would beat least ten more Bond families unlisted. Anyone lookingfor "Harold" would not recognize "Stanley" because Har-old had never used his middle name in Old-City.• The library did not have Harold's Social Security num-ber, nor his date of birth.

At the present time, no one is after the Bonds (as far as theyknow). However, suppose for whatever reason, someone namedHeinrich from a previous life decides to track them down and suethem. He goes to a PI for help and the PI starts running the namesHarold Bond and Helen Bond through computer databases. Noth-ing will show up in court records, nor in utilities, nor telephonerecords. Nothing in national databases for magazine subscriptions(other than persons with the same name, of course). Nothing un-



der vehicle ownership. Nothing from the DMV in the presentstate, since the Bonds use out-of-state licenses. At this point,rather than start spending tens of thousands of dollars to continue,Heinrich will most likely call off the search.
QUESTIONS & ANSWERS

I just moved from Denver to Miami. Since I am keepingmy Colorado driver's license should I also keep my Coloradolicense plates?This question comes up constantly, and the answer is, "itdepends." Leslie L——is one of my clients. Les works for a well-known electronics company in California's Silicon Valley. Healso happens to live there but he licensed his new Porsche inTexas (big tax savings) and obtained a Texas driver's license. Hedoes have a ghost address in Texas and he knows the area aroundPiano.One day he was stopped and questioned by the CaliforniaHighway Patrol. The officer did not accept his story of beingfrom Texas. He was ordered to obtain California plates withinthirty days or face a serious penalty. Rather than accept this, Leswent to court."I'm a Texas resident," he said. "The officer made a mistake.Here in my Texas driver's license with my Texas home address."The judge accepted this explanation and Les kept his Texasplates. Two months later, Les was in a commuter parking lottaking a nap in his car."A cop woke me up and was suspicious of the Texas platesand my Texas driver's license. He asked me a lot of questionsabout what I was doing and how long had I been out here. Isimply said, 'I'm a Texas resident working out here temporarily.'He called it in, and everything was okay, so he left me alone."However, I suspect that with a few more experiences like this,Les will bite the bullet and pay the costly fee for Californiaplates.



Can I have both local and out-of state license plates for thesame car?Absolutely—in fact, I currently have dual plates for one ofmy own cars. It was originally purchased and registered in StateA. I also licensed it in State B, where I own a home. I explainedto the clerk at the licensing bureau that I was keeping my oldregistration as well, because I spend half of my time back there."But then," said the clerk, "you will have to pay the annualregistration fees in both states." I assured her that was no prob-lem. Here is why I keep two plates:Local plate: This way I have no problems with nosy neighborsor the local cops.Out-of-state plate: I get out the screwdriver and switch platesonly for short periods of time. One of these times is when I ar-range to meet persons who have no idea I 'm in the area. They as-sume I am just passing through on a trip. In fact, I call attention tothe plate when I make the appointment: "I'll meet you at Denny'sat Exit 34. Watch for a black sedan with [State B] plates."This is also the plate I would put on if I were going to meetwith someone I did not trust. For example, a bent PI with anequally bent pal in the police department who might somedaybe asked to put out a watch for my car. (They would search invain for a car with the State B plates, because the plates for thatcar would be hidden back in my garage.)Summary: I highly recommend the use of dual plates for LevelThree privacy.
I own several very expensive collector cars and it wouldcost a fortune to pay the sales tax if I refilled them in thenames of limited-liability companies. The registrations are inmy name and with my true address. Any suggestions?In the long term, you may wish to sell your cars. When youbuy more, title them with LLCs not only for privacy but for tax-free transfers as explained in Chapter 12. Meanwhile, when younext pay your annual fee, turn in a change of address. The ghost



address should not be traceable back to you, and must show onthe registration certificate. That way, anyone looking for you willbe led astray.Warning: Learn from a mistake made by Ira G——, one ofmy newer clients who is a divorced attorney in a Chicago suburb.His first move was to change the address on the registration foreach of his collector cars. One of them was a Triumph stored ata friend's house about an hour's drive from where he lives. Hehandled the change of address by mail and did not get aroundto driving over to take the old registration out of the glove com-partment. About the same time the ghost address was registered,his Triumph disappeared. Ira did not discover this fact for abouttwo months and when he did, the thief appeared to be someonein a dispute with the friend. Ira called the thief, who turned outto be an ex-Hell's Angel on a first-name basis with local au-thorities. An argument ensued in which the thief claimed hetook the car from the friend's garage in payment of a debt. Hewas furious with the lawyer for threatening him. Can you see itcoming? This ex-Hell's Angel guy had the car with the old reg-istration in it, which showed the home address of the lawyer'swife, where she lived alone with their young son.Would this be a good time for you to go through the glovecompartments of your vehicles, collector-type or otherwise?
What do you think about vanity license plates?
Personally, I prefer not to use vanity plates because they drawattention to the driver. If you do decide on a vanity plate, youmay wish to copy one of two plates I've seen and liked. The firstwas seen on a new Jaguar several years ago: 000-000. Last monthI saw the second—strangely enough, it was on another new Jag-uar: NO NMBR.
Will hiding my true address and having license plates thatcannot be traced protect me from stalkers?
You mean, like, "guaranteed"? When it comes to privacy andsecurity, there are few if any guarantees, but the precautions you



mention will certainly balance the odds in your favor. Accordingto a 1997 National Institute of Justice study, one in twelveAmerican women is stalked at least once, and stalkers pursue orharass at least 1 million women every year. The telephone sur-vey, which contacted 8,000 women and 8,000 men, found that8.1 percent of women surveyed and 2.2 percent of the men re-ported that they had been stalked at least once. According to thestudy, only half the victims in the study said they reported theepisode to the police. Of women who obtained restraining ordersagainst stalkers, 80 percent reported that these orders were vi-olated.Note that men as well as women may be stalked, and fourtimes out of five, going to the police does not help. Even thoughyou follow every instruction in this book one danger still re-mains—the danger of being spotted and then followed. If thestalker knows where you play, work, or worship, or who andwhere your friends are, he (or a PI in his employ) can follow youhome.Is there a remedy? Not entirely, unless you are never locatedin the first place. If you have to meet with the stalker, such asin court, you may be followed, and there is always the dangerthat the stalker or his agent will be successful. On the otherhand, ask any private investigator what the greatest problem hefaces is when doing surveillance and you'll learn that the dangeris that the victim is aware. Perhaps not aware of any specificthing, but just aware in general. Looking around when walking,watching the mirrors when driving, etc.Carjackers say the same thing—many crimes would havebeen avoided had the victims been aware of their approach. Inmy own case, I never allow any specific car to follow me for aperiod of time in rural areas (where my homes invariably are). Idrive a few miles over the speed limit and if a car comes upbehind me I turn on the right turn the signal, slow down, andforce him to pass. There are a few other measures I take, as well,but you get the idea.If you live in a city and think a certain car is following you,



make four right turns, i.e., go around the block. If the car you'veseen in your mirrors follows you, do not go home. Drive to thenearest police station or fire station or to a well-lighted gas sta-tion with a number of cars filling up. Hopefully you have yourcell phone with you, in which case you can dial 911.
If a stalker can be identified, why not recommend that some-one just beat him up?
The author of a series of books on street fighting reviewedthis chapter and recommends just that. To quote from his laste-mail:
Stalked women should immediately get a man (husband, boy-friend, father, uncle, godfather, etc.) to take out the stalker. I'vedone it twice. With the first guy, I followed him into the men'sroom of a bar (where I knew the bouncer and didn't have toworry about the complications), and, quite literally, beat the s—out of him. I left him with the warning, "Walk into thesame room with her, and I'll feed you to my dogs." With theother guy, I cornered him in an elevator and gave him a choice:either break his lease and move out of the building in which thewoman lived, or I was taking him to the roof for a little 20-storydiving practice.

However, I do not recommend this procedure to others because:
1. It is illegal (which is why I haven't named the well-knownauthor). You could be sued or go to jail.
2. If the stalker survives the beating, he may kill his target inrevenge, then kill himself.
What precautions can be taken against carjackers?
Privacy and security go together. In the words of the Los An-geles Police Department—referring to carjackings—"Don't giveup your privacy." In other words, never get into your own car atgunpoint. Just pretend to faint (or maybe do it for real!) and falldown, limp.Here's a scam I recently heard about (again). It's an oldie, but



still works. A new Mercedes was parked at a Minnesota shoppingmall one foggy morning and someone reported to the office thatthe lights on a white Mercedes, license plate so-and-so, had beenleft on. When the owner showed up the lights were not on—andshe was robbed at gunpoint and the car taken.Female drivers, when alone, attract more attention thanmales. One solution is to tint your windows as dark—or darker—than the law allows. Then have a male mannequin in the pas-senger seat. In fact, with dark enough tinting you may even getby with one of those rubber masks from a costume store. Justslip it over the headrest—can't hurt, might help. (Just don't usethis gag for the car-pool lane, however. There are a few cops outthere without an adequate sense of humor.)While on this subject, I have an article from the Skagit ValleyHerald, dated January 10, 1998, and titled "Accused Rapist hadbeen Jailed."
According to police, the man rammed his car into thewoman's vehicle about 7 P.M. Wednesday. The womanlater told police she got out and the man then pushed herinto his own car, climbed in, and drove south . . . he beather up and raped her.

Hint to you husbands: note the words "she got out." Might thisbe a good time to review security with your wife, and make sureshe always keeps her doors locked and has her cell phone withher?



14
BANK ACCOUNTS AND

MONEY TRANSFERS

If you can't convince them, confuse them.—HARRY S. TRUMAN
Any bank account you have in your own name (in whateverstate), tied in with your Social Security number, can be trackeddown by agencies specializing in asset searches for lawyers. Thisincludes certificates of deposit as well as IRA accounts.Robert O'Harrow, Jr., from the Washington Post, writes that"lawyers, debt collectors and private investigators buy the data tohelp in civil lawsuits, divorces, and other financial matters. Pricesrange from just over $ 100 to several thousand dollars for a look atbanks nationwide and a report that includes information aboutstocks, mutual funds, and safe-deposit boxes." O'Harrow relatesthe account of a security official at BankBoston ". . . who noticedan ad for one of the services and anonymously ordered a search onhimself. When the report came back, the official, Frederick Tilley,said he learned new details about his own accounts. 'They cameback with the account information, down to the penny,' said Til-ley. 'There are lots of them and it's freely advertised.'"



For pages and pages of advertisements with headings like AS-SETS LOCATED and WE'LL SHOW YOU THE MONEY! seeP.I. Magazine (listed in Appendix I) or California Lawyer. Copiesof the individual checks themselves may also be obtained, sinceall checks are microfilmed front and back. This reveals not onlypayees and endorsers but also memos (if any) and signatures.If you are the subject of the search, what will the computersreveal? Do you wish to be identified as one with deep pockets,or would you prefer to be considered judgment-proof (i.e., withnot enough assets worth suing you for)?Or suppose, with no forewarning, you find yourself underinvestigation by someone who wishes to cause you harm. Thiscould be anyone from an ex-employee to a disgruntled presentor former mate. A private detective may come up with infor-mation from so far in the past that you had forgotten it wasthere. Imagine that you are forced via subpoena duces tecum toturn over all bank records for the past three years. Are thereany checks, any charges, that you would prefer to remainsecret? (Think about this carefully. Consider newsletter sub-scriptions, contributions, trips, purchases of alcohol, guns, am-munition, or whatever. Consider rentals, from autos to motelsto videos.)Yes, I know that small ads run continually in small offbeatnewsletters and magazines, or in direct mail offers, with a head-ing like:

OPEN A BANK ACCOUNT WITHOUTA SOCIAL SECURITY NUMBER
The cost is usually $10. I answer these ads just to be sure thatsomething new hasn't been discovered. To date, nothing has.The reports tell you to attempt to open a bank account but tostate that you will not give your Social Security number. Thebank representative then refuses to proceed, at which point youthreaten to sue the bank, listing rather generic legal references



designed to intimidate. To satisfy your curiosity and to save youten dollars—the bank will refuse to open such an account.Nevertheless, all is not lost. Difficult? Yes. Hopeless? No. Ihave been involved in the secret use of bank accounts in the U.S.and/or offshore since 1959 and have not experienced any seriousproblems.As I said in the previous section, since we are discussing pri-vacy measures rather than tax evasion, you need have no se-crets from the IRS. This report is about hiding bank accountsfrom your enemies, not from the IRS. Some of my suggestionsthat follow may be offbeat and perhaps underhanded. I agree,but they are not currently, nor are they anticipated to becomeillegal, according to my American attorney, who reviews all myprojects.
USE A NOMINEE

This method requires the assistance of a relative or friend. Let'scall this person Sally Faith. Sally can open a bank account in herown name or as the principal in a trust, a corporation, or alimited-liability company. [We assume Sally is such a low-profileperson that no one would ever bother to sue her.) Let's assumeyou wish to have her open this account in her own name. Hereare the steps:
1. Choose an independent bank in a state where neither younor Sally lives. This will isolate both of you from routinesearches and will hide Sally's possible death (should suchoccur) from the bank authorities long enough for you tocash a final check, closing out all but the last $10 from theaccount.
2. Prepare Sally for obvious questions such as, "Since you livein California, why are you opening this account here inPioche, Nevada?" The answer might be "I'm thinking aboutmoving here within the next three months."



3. Withdraw cash from your present account(s), perhaps$1,000. Purchase a bank cashier's check from a bank whereyou are not known, made out to Sally Faith and with afictitious remitter.
4. Next, Sally practices, hour after hour, an indecipherablesignature, the kind businessmen use all over Europe. Shethen assembles the necessary identification (a passport isbest, if she has one, since it gives far less information thana driver's license), travels to the city where the bank islocated, and opens the account. She accepts a few tem-porary checks and deposit slips but does not order checksthrough the bank. You order them from a mail-order com-pany such as Checks in the Mail (1-800-773-4443) or Cur-rent Checks (1-800-533-3973). Use a starting number of8001 or higher, so that the account appears to have beenestablished years ago. Order any printed name you like,such as "S. F. Services," and either list no address at allor just any city and state you prefer. When the checkscome—hopefully enough to last you for years—Sally sitsdown and signs them until her signatures start to vary.Time out for coffee or Dr Pepper, then she continues tosign, with breaks, until finished.
5. You, of course, keep all the checks, either well hidden orunder lock and key. From this point on you use these pre-signed checks in any way you please. (For deposits, orderand use a rubber stamp.)
I suggest you keep the balance reasonably low. Open a non-interest-bearing account so that there will be no report to theIRS. Perhaps you pay Sally a flat fee for setting things up, andthen pay her $100 an hour if you need her services later on, suchas for signing new checks. Allowing five seconds per signature,plus short breaks to rest her fingers, she should be able to signfive hundred checks within an hour.



A CORPORATE BANK ACCOUNT

Ads are constantly running in Inc. magazine, the Wall Street Jour-nal and other publications by incorporators such as Laughlin As-sociates (Nevada) and CorpCo (Delaware). They offer to forma corporation for you that in many cases will include a corporatebank account.Beware! If you are actually going to do business in your ownarea, which does not happen to be either Delaware or Nevada,then the out-of-state corporation will have to be "qualified to dobusiness" in your own state. It will be simpler and cheaper toform your own corporation (or limited-liability company) in yourhome state, and that is, in fact, what I suggest you do.However, if you are not going to be doing business locally,then the ideal state for incorporating is not Delaware or Nevada,but Wyoming. Both Nevada and Delaware draw too much at-tention, both require corporate identifiers such as Inc. or Ltd.,and the IRS audits more corporations in Nevada (owing to priorabuses) than in any other state. Nevertheless, whichever state isused, you will be subject to complex tax rules and regulations,and under a general obligation to hold corporate meetings andkeep corporate minutes. If opening a normal bank account isyour sole objective, then an LLC will serve your purposes betterthan a corporation. But sometimes other factors do enter in, solet's consider this subject a bit more:In Wyoming you can form a corporation with no corporateidentifier! Yes, you can form corporations and open bank ac-counts there in names such as WOLFGANG AMADEUS, OL-IVER JOHN SIMPSON, or J. SMITH.However, I know of no Wyoming bank that will open anaccount for anyone who admits to being from out of state. If,therefore, you travel to that state to open a bank account, firstarrange to have a local address.You will find additional information about corporations andlimited-liability companies in Chapters 11 and 12.



OR, OPEN NO BANK ACCOUNT AT ALL

Hundreds of thousands of American citizens, as well as a similarnumber of illegal aliens, manage to live without any bank ac-count at all, and not all are financially disadvantaged. This is oneway to ensure that you do not reveal the name of your bankwhen you write a check for the rent, the mortgage, utilities,taxes, or home repair.Worse, there is a real danger if you ever write a check to alawyer, CPA, or anyone else who—unknown to you—is a crook.When investigating this person—perhaps surreptitiously—gov-ernment agents will come up with a copy of your check. Mightthis possibly lead to your mail and bank account being examined?Or a tap on your telephone?Therefore, you may decide to pay professionals in cash ifyou're there in person. If not, you might mail a postal moneyorder, a cashier's check, or a traveler's check. For small pay-ments, I recommend the money orders sold in convenience storesor at Western Union offices. They are economical, can be pur-chased with no ID, and the line for the payee is left blank. Youfill in the payee on your own. The issuing office has no recordof the sender or the receiver. There may be a limit of $500 or$700 for each money order but you can purchase several at atime.For amounts larger than $2,000, you may prefer a bankmoney order or cashier's check. Many banks do not require IDwhen you are purchasing the checks with cash. If in doubt, checkout a bank beforehand, asking them about their policies. Or testtheir policy by purchasing a small check to pay for somethingyou are going to order by mail. If asked for ID, tell the absolutetruth: "I didn't bring any ID with me; I didn't think I'd need it."



HAWALA BANKING

This is the oldest banking system in existence, used for exchang-ing money across international borders. Since no money actuallymoves anywhere, it cannot be traced. Yes, you read correctly, itcannot be traced.Although it is widely practiced among Chinese and Indians(from India), and to a lesser extent by Spaniards, the averageAmerican has never heard of it. The easiest way to explain it isto review a transaction I had in the late 1960s when I flew toMadrid and then to Boston on business. While in the latter city,I was invited to a cocktail party and when it came up that I livedin Spain I was introduced to a short, grossly fat attorney I'll hererefer to as Cabot. After initial pleasantries, I was guided over toa secluded area where the following conversation took place."Jack," he said, "maybe one hand can wash another here. Ihad a client from Barcelona who ran out of convertible pesetas.[Only convertible pesetas—governed by strict rules—can be sentout of the country.] So this guy paid me by giving me title toan apartment he had near the beach in Alicante. I had a friendsell it for me, but it was in normal pesetas, understand?""Yes, you can't take the money out. How much, in pesetas?""Two million nine," said Cabot, which at that time was equiv-alent to about $47,000. "Can we do a little trade here, maybe?""Well," I answered, stalling, "sometimes I have the same prob-lem myself. Why not just spend the money over there?""Listen, not to offend you or anything, but I've been to Spaintwice, and all in one trip. The first time and the last time. I madesome joke about Franco and those guys with the triangle hatsalmost took away my passport! So look, Jack, can we work some-thing out? Like at ten percent?""Thirty-two thousand is about all I've got, in dollars.""C'mon, you got another five somewhere. Thirty-seven K andit's a done deal!"Because both Cabot and I trusted a mutual acquaintancethere, we did the deal in his office the following morning. I gave



Cabot a check for $37,000 drawn on a Londonderry, NewHampshire, bank (presigned by a nominee), and received in re-turn his check, drawn on his account in Spain and made out toPortador for 2,900,000 pesetas. (Portador means "bearer." Inthose happy days almost all checks in Spain were made out tothe bearer!) It cost me an extra day and some travel money toreturn to the Canaries via Barcelona, but Cabot's check wasgood. I took the money in cash from Banco Hispano Americano,lugging it back to the airport in a zipper case. This is the pro-cedure known from ancient times as hawala, sometimes spelledhawalah, and occasionally referred to as hundi. Let's review theprocedure:
• There are no written documents, the exchanges arebased on mutual trust (perhaps for that reason unpopu-lar in the U.S.?).
• Only local currencies are used. If you are sending moneyto the UK, for example, you'll pay the U.S. hawalabanker in dollars and receive pounds in London.
• This exchange cannot be traced—no money crosses aborder. The hawala system is never advertised, and maysort of, like, skirt some laws or regulations. However, itdoes make for interesting conversations among friends.Beyond that, proceed at your own risk.

QUESTIONS & ANSWERS

What if a bank requires my thumbprint on the back of acheck?
I've never given a thumbprint at a bank. If they ask for it, Igo to another bank or endorse it over to a third party (perhapsthe nominee for an account I set up) and deposit it to thataccount. However, here are a couple of points to keep in mind:



• As long as the check does not bounce, and assuming it isnot written on a small bank where the check is returnedto the client, the check disappears into the bank archivesforever.• If you do give your thumb print, press hard and slightlytwist your thumb. Practice at home first. The goal is tosmear the print just a trace. If done right, this will makea match impossible, and yet the clerk may not notice itat all.
There is also such a thing as filling in the grooves of yourthumbprint with glue, then allowing it to dry. Then a secondcoating is given and while still moist you press it against thethumb of another person. But I don't think you need to get intoall that, unless you are on the FBI's top ten list.
Although I do wish to keep my private life private, I amnot paranoid. Can't I just keep a normal bank account and acredit card—both in my owm name—and get by?
My answer may surprise you. Yes you may. I do urge you,however, to follow these suggestions:
1. Open a new account in another state, any place where youcan give a local address. (That of a friend? A relative?) Useyour passport rather than your driver's license, because thedriver's license will tip them off that you are not local, andmany banks will not open an account if you live out of thearea. Try to avoid it, but it may be that the new bank willask to check with your previous bank. Use your own judg-ment on this.
2. Once the new account is open, close your present ac-count(s) to block the back trail.
3. Choose the smallest possible bank, preferably with no out-of-state branches. This may reduce the number of data-bases your name will be in.



4. Later, if necessary, you can change the address for themonthly statements to your ghost address, but let a fewmonths go by first. In a cover letter, give some reason forthe change. Perhaps you will be "back and forth" and theghost address is more convenient. Or perhaps the addressis for your accountant, who handles your financial matters.
5. Never, ever, as long as you live, reveal your true addressand telephone number to anyone at the new bank.
6. Do not use the checks the bank gives you. Order your ownby mail. Either leave the upper-left corner blank, or giveone of your initials plus a last name. Do not list any addressor phone number.



15
HOW TO SECRETLY RUN

A HOME-BASED

BUSINESS

A little inaccuracy sometimes saves tons of explanation.—SAKI, THE SQUARE EGG (1924)
"ARE YOU ZONED FOR BUSINESS?" That was the title of anarticle in Home Office Computing about two years ago. The sub-title was "Registering your home office is a difficult but necessaryevil."In Chapter 1, you will recall that I said, ". . . if I mention anyprocedure which I suspect might be construed as illegal in somestates or provinces, I will warn you of that fact beforehand andlet you make your own decision." When it comes to working athome without registering for a business license, consider yourselfwarned.The authorities seldom if ever send out patrols to search forviolators. Rather, they depend upon tips from your competitorsor complaints from the neighbors. Further, the usual result of a



complaint is merely a warning, so stay cool and keep these tipsin mind:
• Never, ever tell your neighbors about your business.• Do not have your customers or clients come to yourhome.• Never receive deliveries at home—but then, you alreadyknew that. The best invisible business is run by mail, fax,phone, e-mail, and/or the Internet. Receipts can be cashand money orders, deposited in various nominee ac-counts. There will be no bounced checks. No one willknow your age, race, background, or if you're a firstcousin to the Roswell aliens.

You can sell such a business to someone else in any state or—in some cases—any nation in the world. In 1989, one of myclients started a mail-order business from the spare bedroom inhis cheap tract house in a small town in Nevada. The initialinvestment was $1,500. The product had to do with a paralegalservice that was attractive to Europeans. The first year all he didwas break even, so he lived on his savings. Then sales began togrow by word of mouth. In 1992 he withdrew a six-figure bonus(using a convoluted tax-free transaction] and kept working. In1994, a privacy-oriented entrepreneur from Nebraska purchased100 percent of the stock in the corporation that owned the customerlist for $500,000. I was there along with the lawyers at the timeof the sale.Not a single neighbor knew a business had been run from thathome, much less that he had been netting up to $20,000 amonth before taxes. And the taxes weren't all that much—90percent of the stock was in a charitable remainder trust, notsubject to income tax. (See Chapter 11.) However, the basicreason for starting the business was privacy. The fact that it didbetter than expected was a bonus.



SHOULD YOU WORK "OFF THE BOOKS"?

Millions do it, and it certainly gives you privacy. . . unless, ofcourse, you are caught. Nothing very private about getting ar-rested! I have never evaded incomes taxes nor have I ever rec-ommended that course to anyone else. Why cheat and run therisk of a jail sentence when there are so many ways to makemoney and keep enough for yourself legally?)Loompanics Unlimited (Port Townsend, Washington) pub-lishes a small paperback book titled How to Do Business "Off theBooks," by "Adam Cash." There are enough warnings about theIRS in this book to make you more fearful after reading it thanyou were before!Paladin Press (Boulder, Colorado) publishes a similar book,Ragnar's Guide to the Underground Economy. The author listssuch occupations as housecleaning, dog grooming, boat repair,hauling, tree removal, critter control, locksmithing, yard work,window washing, pet care, house-sitting, photography, carpen-try, gunsmithing, chimney sweeping, roofing, and bookkeeping.An examination of the individual stories told indicates an averageannual income of less than $30,000.Don't even think about working "off the books."
ANONYMOUS PROFITS IN REAL ESTATE

Years ago I ran across an aging landlord from Chesapeake, Vir-ginia, named Lonnie Scruggs. For the past ten years he had beenbuying old—and I do mean old—mobile homes for a few thou-sand dollars each. He then doubled or tripled the price and fi-nanced them at up to 18 percent annual interest. The reason thisworked was because his low-income buyers had only two ques-tions: (1) How much down? (2) How much a month? Thesedeals were easy to sell because down payments were about $500,and monthly payments were less than $200. (Buyers paid rent



to the mobile home park on their own.) Here's why it's so greatfrom the standpoint of privacy:
• You purchase the mobile home for CASH so no oneasks you for credit information.• You title it in the name of a limited-liability company.• The buyer—if he doesn't make his payments in cash(many do!)—will make out the check to whatever nameyou say.

I assumed Sruggs had retired by now, but I recently ran acrossa copy of A. D. Kessler's Creative Real Estate magazine and I seehe writes a column now for Kessler, and gives seminars teachinghis system. I note, also, that his two books are still in print.
INVISIBLE PROFILE

In general, the idea behind running any low-profile business is tokeep your name out of the picture, so that you cannot be namedin a lawsuit. You will, therefore, run the business in anothername. It can be in the name of a nominee only, or with a businesslicense citing the nominee as the principal. However, a betterway is to use a limited-liability company. In fact, some personsuse two LLCs, with the first one doing business and the secondone as the sole member of the first. A totally different methodis to use one or more established businesses as a "front," and Ijust recently dealt with such a business in Boston. Here's somebackground information.Thirty years ago I went to the Bombay Bazaar in Las Palmas,Gran Canaria, to buy a new watch. At that time, Bulova was atthe cutting edge of time-keeping technology with their electronicAccutron model. Instead of tick-tick-tick from a balance move-ment, the Accutrons emitted a pleasing low-level hum from atuning fork, and the sweep second hand moved around the dialwith silky smoothness rather than by little jerks.I bought the SpaceView model with a transparent dial, and



it is still my constant companion. Among other things, it remindsme to "always look for a second solution." That is, even when Ifind a solution for whatever problem, I look for a second one aswell. (Bulova failed the test—they neglected to look into quartzmovements as a "second solution." Within a few short years theJapanese, using quartz movements, ran over the Bulova folks likea steamroller.)I still prefer the tuning-fork technology and am determinedto wear my Accutron to the grave. Not long ago, when in Dallason business, the battery in my watch went dead. Thinking therewas "no problem," I had a new battery installed. Unknown tome, however, Bulova's 1.35-volt mercuric oxide low-drain bat-tery had been outlawed in the U.S. because of its mercury con-tent, and jewelers were substituting a different 1.5-volt battery.The result was that, two weeks later, half of the tuning fork'selectronic circuit blew out. When I called the Bulova servicedepartment at 1-800-233-3350 in Woodside, New York, I wasstunned to learn that they refuse to carry parts and repair Ac-cutrons any longer. So where am I going with all this? / found asolution with a repairman who is I-N-V-I-S-I-B-L-E!I started my search by calling jewelers in the Yellow Pagesthat listed "Bulova" as one of the brands they sold. The first threeassured me that Bulova Accutrons could no longer be repaired,but the fourth jeweler was my kind of man. If I'd drop off thewatch, he'd see to it that an independent repairman would fixit, and put in a new Eveready #387 1.35-volt mercuric oxidelow-drain battery (at that time available in Canada)."May I talk to the repairman, please?""No, he doesn't have any contact with the public."At first I thought the jeweler was just trying to protect acommission, but further investigation proved this was not theprimary reason. Whoever the repairman is, he deals only throughestablished dealers, with all checks being made out to the jewelrystore. And—listen to this!—the actual repairman has never beenseen, and no one has a clue as to his name, address, or telephonenumber.



The only contact between the stores and the repairman is acourier known as Tony. Every Friday "Tony," who appears to bein his late seventies and walks with a limp, makes the rounds inthis city, picking up and delivering Bulova Accutrons and similarmodels, receiving payment in cash. The store owners are happybecause they get a commission and render a needed service totheir customers, and we Bulova Accutron owners are happy tokeep our watches running. Can this repair guy be tracked down?Without a subpoena, some industrial-strength threats, or a PIwho successfully trails Tony, I don't think so. And who wouldwant to? Why would anyone care?Suppose, then, that you wish to set up an invisible, untrace-able business and for whatever reason do not want to use a cor-poration, an LLC, nor a nominee. OK, why not copy the Bulovarepairman?
1. Locate retail businesses or public offices where the ownersare willing to act on your behalf in return for a commis-sion. Contact them in person or via a representative. Yourbusiness could be in repair, replacement, software, smallproducts, information, reports, or any other kind of busi-ness where the customer would contact the store or office.
2. Checks will be made out to your dealers, and the dealerswill pay you or your rep in cash. They will want a receiptfor their tax records, but this can be in any business nameyou like. Who cares; who would ever check?
3. You keep good records with QuickBooks (no audit trailwhen you correct errors), list the income on your personaltax return (Schedule C), and all's well with your world.



QUESTIONS & ANSWERS

What is a "fictitious" business name? Is it somethingfraudulent?
No, it has nothing to do with anything shady or illegal. Statelaws require any person who regularly transacts business forprofit, in the state, under a "fictitious name" to register thatbusiness name with the Secretary of State's office. For a soleproprietorship or partnership, a business name is generallyconsidered "fictitious" unless it contains the name of the owneror all of the general partners and does not suggest the existenceof additional owners. Use of a name which includes words like"company," "associates," "brothers," or "sons," will suggest ad-ditional owners and will make it necessary for the business to fileand publish the fictitious business name on company letterhead,business cards, in advertising, or on its product.The problem with a fictitious name is that the owner of thebusiness and the street address will be matters of public record.Although sometimes useful, I seldom recommend a fictitiousname.
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ANONYMOUS TRAVEL BY

LAND, SEA, AND AIR

/ want to be invisible . . . I paint my face and travel atnight.—RALPH REED, AS QUOTED IN THE VIRGINIANPILOT AND LEDGER STAR, 11/9/91
Airport surveillance in this year 2000 is reaching extremes un-dreamed of in times gone by, making this the least anonymousway to travel. If, therefore, anonymity is your first concern, youmay wish to travel by train, bus, or automobile. Nevertheless,most of us do travel by air, so let's tackle air travel first.

PURCHASING YOUR TICKET

Go to any length to avoid purchasing your ticket for cash at theairport. The person at the ticket counter will take your moneybut may secretly have you put under surveillance—in some air-ports the chances are fifty-fifty you will be stopped and ques-tioned if you pay cash, especially for a one-way ticket. If you



must pay cash, pay it to a travel agency beforehand. Better yet,pay the travel agent with a money order, or a check from youranonymous bank account.
SHOWING ID WHEN YOU CHECK IN

Use your passport rather than your driver's license because apassport does not show your address. And by the way, resist thetemptation to try to avoid showing ID. In the summer of 1996,a prominent newsletter editor who "breathes, eats and sleeps pri-vacy" [his own words] refused to show picture ID at Boston'sLogan International Airport. When he informed the agent thatthe request was illegal, two security men were called in, and hewas given a choice of either producing his driver's license ormissing his flight."Since I absolutely positively had to be in Chicago that dayno matter what," he said, "I produced it. These guys then pho-tocopied it—and it had my Social Security number! Then theyseparated my luggage, searched and tagged it, and escorted meonto the plane. They passed the word to the cabin attendants,who then kept an eye on me the whole flight!"
USING YOUR OWN NAME

Remember when we used to travel under any name we chose,and traded, bought, and sold our tickets? You can still do thatfor national flights in most countries overseas, as well as in Can-ada and Mexico. No longer, however, in the United States. Theso-called reason for this is that it keeps terrorists from traveling.I know of no travel agent that believes this. (After all, what self-respecting terrorist would not have fake ID?) The actual fact isthat no one benefits other than:The airlines. Unused nonrefundable tickets cannot be sold ortransferred. Previously, if you purchased a ticket in advance, at



a reduced fare, and then because of illness or a change in plansyou decided not to go, you could sell the ticket to another personwho would then fly in your name. Since you paid for the ticket,that was reasonable, was it not? But now, the airline keeps yourmoney and sells the seat to someone else.The government. An ominous trend in the United States overthe past decade has been one of increased government surveil-lance over its noncriminal citizens. This includes the increasingdemand for your Social Security number, the prohibitions againstdepositing or withdrawing large sums of cash from your bank ac-count, the iron-handed regulations aimed at commercial mailreceiving agencies, and the demand for your government-issuedpicture ID at the airport. I will not here speculate on the realreasons for this increasing control, nor will I comment on theclaims others have made, that U.S. citizens now have less privacythan did German citizens in the 1930s. Let's be realists and seewhat can be done to lower our profiles.You may decide that traveling under your own name is not aproblem and does not compromise your privacy. Nevertheless, Isuggest you immediately incorporate one small measure towardanonymity—purchase air tickets using just the initial of your firstor middle name, plus your last name. Do not let your travel agenttell you this cannot be done. Thousands travel every day withtickets like J. Brown, R. Martin, and S. Smith. (One side benefitis that—if another family member has the same first or middleinitial—he or she can use your ticket in case your plans change.)

USING A "MISSPELLED" NAME

This is an emergency method for the future, should you be fear-ful that someone is checking on your movements and may runa search via an air-travel database. In this case, do use your firstname, and perhaps your middle name or initial as well. Changethe first letter of your last name, thus throwing it into a com-



pletely different section of the alphabet. With this system, thetrue names on the left become "in error" the names on the right:
Rodgers> Dodgers Russell> MussellFox> Cox Gardener> DardenerHall> Ball Long> FongPerry > Gerry Stockwell> Rockwell
As long as you are accurate with the first name and middlename or initial, you should not have a problem because youcould always explain it as a "clerical error." This is especially trueif you have an unusual name. Example: Your ticket name is Zen-aida Z. Aadbadick and your real name is Zenaida Z. Zaabadick.(Naturally, you purchase your ticket at a travel agency wherethey do not know you.) Flash your passport at the airportcounter. In actual practice, I have never found that anyone atthe check-in counter even noticed the slight alteration.Another ploy is to use an open ticket and show up at the lastminute, thus avoiding the advance-registration computer data-base. If someone is trying to track you, by the time they haveyour flight data you will already have arrived at your destinationand left the airport. However, if they are really after you, fly toan alternate airport. For example, if you are in Las Vegas andneed to travel to Boston, fly to Chicago and catch a nonstop toManchester, New Hampshire. Rent a car in Manchester anddrive down to Boston.

DO NOT CHECK YOUR LUGGAGE

Sooner or later, something will be lost or stolen. Further, youwant to be free to cancel at the last minute, switch to an earlierflight, or to another airline, or whatever. One of our sons-in-lawtravels the world for a manufacturing company, often away fromhome for weeks at a time. He dresses well because he meetswith corporate CEOs, yet he has never once checked a suitcase.



(If you just can't live like that, then ship a case ahead via UPSor FedEx.)If, despite this advice, you do check your luggage, then uponarrival, go to the baggage claim without delay. Pick up your bagsand leave. Airports are hazardous environments, full of federalagents, drug couriers, and other unsavory types. This is no placeto linger.Also, you should know that your luggage may be subjectedto industrial-strength X-rays. The Federal Aviation Administra-tion has purchased one hundred new scanners, manufactured byInVision Technologies Inc. of Foster City, California. These ma-chines, similar to CAT scanners and costing $900,000 each, aremuch more powerful than those that scan the carry-on cases.Further, they are programmed to step up the power if they comeacross an object they cannot penetrate. In other words, wrappinga strange item in lead foil is not recommended. It used to be OKto carry film, and/or your camera with film, in your checkedluggage. Not any more, once these new scanners come on line.According to leading film manufacturers, even a single passthough may ruin processed film.
FLYING WITH NO ID AT ALL

Since this system may be illegal, I was not going to mention itin this book. However, thinking about "Airport Insecurity" ismaking my blood pressure rise, so here we go. I am not sug-gesting you do the following but if ever my name and face showup sometime on the six o'clock network news, here is what /shall do:
1. I'll have a friend, or a college kid who needs some extracash (they all do!), purchase a ticket in his own name towherever I wish to go in the U.S., Canada, or Mexico. Oreven back to the Canary Islands, if the friend/student has



a passport to show. (On arrival in the Canaries, I will gothrough customs with my own passport.)
2. We'll go to the departure gate together and my confed-erate will show his ID and trade the ticket for a boardingcard.
3. When the flight is called, I'll use that boarding card toboard the plane. My accomplice leaves the airport, missionaccomplished and his commission well earned. When Ioutlined this plan to my attorney, he said, "Man, will thatever complicate the insurance claim if your plane crashes!"Well, if the plane crashes, let the hotshot airline folks sortit out.
In fact, if time is of the essence, I may just go straight to theboarding area, pick out a sympathetic-looking type, give him orher a suitable sob story, and pay whatever it takes to get thatboarding card.

HOW TO MAINTAIN YOUR PRIVACY AT YOUR

DESTINATION

You'll need transportation, a place to stay, and possibly a way tokeep in touch with your bookie. Here are some tips:Do not rent a car at the airport: Nor, if you can help it, any-where else. Stick to taxis and limos, or borrow a car from afriend. At the very least, take the shuttle to your hotel and thencheck the yellow pages for some offbeat cheapo outfit that doesnot have a national 800 number. (The 800 number means theyhave a national database where you can easily be tracked.)Name and address for registration at your motel: Note that Isay motel, not hotel. In the past few years, most hotels havepicked up a nasty habit of demanding picture ID. I recently flewinto LA to attend Robert McKee's Story Seminar under an "al-



ternate" name. However, when I tried to check into a hotel nearthe Pacific Design Center, the manager insisted on ID. I askedwhy."Well, maybe after you left, we found out a party had beenheld and your room was trashed.""Do I look like the room-trashing type?""No, but you can never tell. One time it cost us more than$4,000 to repair the damage in a room.""I can leave you a bank cashier's check for $5,000. Thatshould put you at ease.""Sorry, but no. We require picture ID."Motels, however, are much less demanding. Give them aninitial and a common last name, and any address you like. (WhenI travel in the USA and Canada I often use a mail-drop addressin Spain, and when in Spain, a mail-drop address in Canada.)Credit cards: Cash is preferable to a credit card. However, ifyou travel with a credit card, note that with some financial in-stitutions—you can have two credit cards, one in your own nameand a second card in any other name you like. If asked for a reason,tell them that you often travel under your professional name,since you are a writer, an entertainer . . . or (ahem) a foreignmovie star.Telephone calls: Never charge a call to your room. Use a pre-paid telephone card (see Chapter 8). If you prefer a pay phone,keep in mind that some pay phones in certain luxury hotels (es-pecially in Miami, Las Vegas, Houston, Los Angeles, and NewYork) are monitored. If you're spending a few days at Motel 6,however, not to worry about the pay phones.Here is a better way, especially if you'll be staying for a weekor more:
• Get a newspaper from your destination beforehand, andlook up "Rooms for Rent" or "Roommates Wanted."• Call ahead and arrange to see the room when you arrive.• Explain that you hope to be there for about a year but,as something is pending, you'd like to take it for a provi-



sional thirty days and will pay double if you can't staylonger. (Even so, you'll save money over a hotel room.)• Arrange to have the temporary use of the landlord's oryour roommate's telephone. Promise to place any long-distance calls on your phone card.
Anonymous travel is Level Three security. As long as youhave taken the previous steps that keep your true name fromever being connected to your residence address, you may feelfree to travel under your own first initial and last name. Butif ever the time comes when you think you are being fol-lowed, then the information in this chapter may prove to beinvaluable.

QUESTIONS & ANSWERS

My employer requires me to stay in five-star hotels undermy own name. Any privacy tips?
Yes. If you have a notebook computer take every possibleprecaution. As I said in Chapter 3, a stolen notebook computerwith corporate files can fetch up to $50,000. (And it is only amatter of time until Palm Pilots and other small computerizedorganizers will be targeted as well!) I suggest you take thefollowing precautions:
1. Travel with a hard-side carry-on case such as one of theSamsonites that feature both a key lock and (more impor-tant) two combination locks. When you leave the room,lock your notebook computer inside.
2. Check out IBM's Smart Card Security Kit ($189). TheSmart Card Reader installs in any Type II PC card slot anduses high-tech encryption and decryption. Data is en-crypted and stored in the Smart Card's memory. TheSmart Card's own processor handles all the security chores,so there's nothing to learn. Just plug it in and be safe. That



way, even if the computer is stolen, the data will be safefrom prying eyes.
3. For certain files that are especially sensitive, keep themonly on a PC card with flash memory—the kind the newdigital cameras use. This will be your D drive. I get mycards from SanDisk Corporation in Sunnyvale, California(408-542-0500), but many other companies make them aswell. They are available in 20, 40, and 85MB capacitiesand are extremely easy to use. When you leave the room,just pop out the credit-card-sized disk and take it with you.
4. When you leave the room—whether you have a computeror not—leave the TV on and hang the Do Not Disturbcard on the door. Schedule the maid's time to coincidewith when you are there, or else tell the housekeeper toskip your room. (You can ask for clean towels anytime.)
5. Do not use the pay phones in the hotel for any sensitivecalls. Find an alternate solution, such as using your cellphone away from the area.
6. If you are meeting someone clandestinely, keep in mindthat there are many hidden surveillance cameras in thesehotels, and they keep videotapes.
7. No sensitive conversations in the elevator. Many elevators inluxury hotels are bugged. If you wish to prove this, whengoing up alone, say to a make-believe companion, "OK,Bugsy, when Molly opens the door, shoot the broad rightbetween her baby blue eyes!" Don't be surprised if metby the hotel's security forces when the elevator dooropens. . . .
How can I make an anonymous overseas trip?
If you prefer to avoid U.S. Customs, first cross into Canadaor Mexico, then book a round-trip flight from there. Even moreprivate: book passage on a ship from either country. This should



avoid having your name show up in a U.S. database. Further,you will be less likely to suffer the fate of the traveler whosecase was discussed on "Eye on America," part of the CBS nightlynews with Dan Rather on April 6, 1998.Amanda, a fifty-four-year-old social worker who had been anAmerican citizen for the past twenty years, took a trip to India.Upon her return to San Francisco, she was taken aside by U.S.Customs personnel and strip-searched. When nothing was found,she was x-rayed. When the x-ray showed nothing specific shewas taken to a hospital and x-rayed again. Still nothing specific,so was she released? No. She was forced to take a powerful lax-ative that sent her to the toilet twenty-eight times, with agentspresent to examine the stools. Only when all results were neg-ative was she released, twenty-three hours later, without an apol-ogy. As Dan Rather correctly pointed out, once you are in theclutches of Customs agents you lose almost all rights. No causewhatever is needed for a strip search, and you will not be allowedto call your lawyer, nor anyone else. Why was Amanda, carryinga U.S. passport, subjected to this treatment? Because she fit theso-called profile of a drug runner:
1. Her U.S. passport showed a foreign country as a place ofbirth,
2. She was a "woman traveling alone," and
3. She wore "bulky clothing."
My wife has flown between Spain and the United States anumber of times, alone. Until now, nothing has happened, butthe next time she plans to cross into Canada and fly over andback from there. We think the Canadians are a bit more civi-lized.



What if the police pull me over? I live in Illinois but drivewith a Utah driver's license and the license plates are fromOregon.Keep a suitcase in the trunk, an opened road map in the pas-senger seat, and a garment bag hanging from a hook over the leftrear window. Your residence is in Utah (ghost address in WestJordan Valley) but you work in Oregon. Currently you are onvacation. (It doesn't matter if your car is registered in the nameof an LLC with an address in yet another state. Police seldomworry about the name a car is registered in as long as it's notstolen.)Dress well, be polite, and don't drive more than five miles anhour over the limit. In addition, invest in a Valentine One radar/laser detector. It has arrows to show from which direction you'rebeing targeted.Don't call attention to yourself with a vanity plate such asTOPSCRT, AU DGGER, or 90KPLUS. And by the way, thereare several ways to avoid getting a ticket even if you are pulledover. One is to dress as a preacher or priest (or nun) and identifyyourself as such. Another is to "break down and start crying,"says Sergeant James M. Eagan, New York State Police (retired),author of A Speeder's Guide to Avoiding Tickets. Personally, Iwould prefer to pay the occasional ticket, but I pass this on asof possible interest to female readers, whether or not they arenormally of the crying type.Last summer, I admit to getting pulled over by a patrolmanon U.S. 101, but I'd just reread Captain Robert L. Snow's book,Protecting Your Life, Home, and Property (mentioned previously).I looked the patrolman in the eye, said I knew I was guilty,treated him with respect, and offered no excuse. In his book,Snow says this has happened to him only two or three times intwenty-five years, and each time he was so flabbergasted he letthe driver go with a "Please drive carefully." Snow was right. Noticket. I was merely told to "please drive carefully."



If a patrolman pulls me over for something minor like ataillight out, or an expired registration, can he search my car?
Legally no, unless a gun, alcohol, or drugs are visible. [How-ever, if you are carrying a concealed weapon, inform the officerat once.)Constantly check your lights and turn signals, and be sure theannual tag on your plates has not expired. (If you are not sure,stop reading and check the lights and license plate tag right now!)The justification for refusing to allow your car to be searched isa U.S. Supreme Court ruling, Ohio v. Robinette (No. 95-891),but the officer may intimidate you by saying "Please open yourtrunk," or "Would you open your glove compartment, please?"Tell him, in your most respectful manner, that your lawyer hastold you never to allow a search of any kind without a warrant.The patrolman may search your car anyway, but whatever isseized may not be legal evidence if the case goes to court.
If I am a passenger in a car and a patrolman putts overthe driver, can the cop order me to step out of the car?
Until February 19, 1997, the answer was no. On that date,however, the U.S. Supreme Court, in a 7-2 decision, said yes,they can. In an Associated Press dispatch the next day, it wasobserved that, although officers may now order all passengers tostep out of the car, the Supreme Court did not decide whetherofficers can bar passengers ordered out of a car from leaving thescene.
If I am a passenger, can the cop search my belongingswithout a warrant?
If your attorney is not up-to-date, he may think you cannotbe searched. However, on April 5, 1999, there was a significantchange in automobile search law. The U.S. Supreme Court (Wy-oming v. Houston 119 SCt 1297) held that law-enforcement of-ficers with probable cause to search a car may inspect passengers'belongings found in that car that are capable of concealing theobject of the search.



"Passengers, no less than drivers, possess a reduced expecta-tion of privacy with regard to the property that they transportin cars." (119 S Ct at 1298.)In other words, if the cop suspects that the driver has contra-band of any kind, he may also search the purses, briefcases, suit-cases, etc. of the passengers, even if he has no reason to believethat they are guilty of anything whatsoever. Warn your friendsto be careful with whom they ride . . . and take care yourself.
Can the police demand my Social Security number?It depends on the state and whether the cop is having a goodday. One of my readers (Vic) was caught doing fifty in a thirty-mile speed zone in Bellevue, Washington. The car, with Wash-ington plates, was registered in the name of an LLC with a Chey-enne, Wyoming address. His driver's license is from another statethat does not require a Social Security number."Where do you live?" asked the cop. Vic gave the address onhis driver's license."Do you work for this company in Wyoming?" No, said Vic,he owned it. And then came the crunch, as the cop was writingout the ticket:"And your Social Security number?""With all due respect, Officer, I do not give my Social Secu-rity number to anyone.""That may be the case in your state, but here in Washingtonwe track all traffic fines with Social Security numbers. May I haveyour number, sir?""I never give this number out. Does Washington state lawrequire the number?""Our policy [note: he didn't say law] is to list all Social Se-curity numbers on traffic tickets.""If it is not the law," he said in his most humble voice, "thenI regret to say that I cannot give my Social Security number,Officer."



After a pause, the cop said to sign the ticket. Vic signed, wasgiven a copy, and sped on his way. The box for the Social Se-curity number was left blank. But note the question that follows:
Does it make any difference if I talk back to a police offi-cer?An article in the April 26, 1998, Seattle Times was headlined"MAN ARRESTED, HANDCUFFED FOR LACKING LITTERBAG." It starts out, "A motorist stopped for speeding was arrestedand handcuffed by Olympia police officers for failing to have a lit-ter bag in his car." The arresting officer made it clear that "not justany litter bag would do," insisting that the motorist was requiredto carry a "state-approved and-designed litter bag." (State officials,however, admit that such bags are no longer made.) The motoristwas then hauled off, handcuffed, to the city jail.Three months later, the National Enquirer ran a similar head-line, "HANDCUFFED AND JAILED—FOR NOT HAVING ALITTER BAG IN HIS CAR." The Enquirer article, however, leftout a vital detail. The original article in the Times explains whythe unlucky motorist was really arrested:[The motorist] acknowledges mouthing off to the officers.So then,. if you don't want your privacy invaded by seeingyour name in the papers and in a national tabloid, it might beprudent not to "mouth off' to a police officer.
If we leave on a long trip, should we leave a key with aneighbor?
Not only would I not leave a key—I would not even tell theneighbor we were leaving. (Our homes always have complextimers that turn on lights, TV, stereo, sprinklers, etc. at varyingtimes.) Louis R. Mizell, Jr., in his book Invasion of Privacy, tellsthe story of a Maryland couple who, before leaving on a vacationin August 1994, left a key with a neighbor. When they returnedfrom their trip they picked up the key, thanked the neighbor,and thought no more about it.



"Then," writes Mizell, "in January 1995, the couple was ad-justing a heating vent in their bathroom when they discovered acamera. Later that night, the couple found a second camera be-hind a heating vent in a dressing room and followed cables lead-ing through their attic, down a drainpipe and underground intotheir neighbor's home. The neighbor had been watching the cou-ple in the bathroom and dressing room for months—and itwasn't against the law."
We rent an apartment, and although we never leave a keywith anyone when going on vacation, the landlord does havea key. How can we protect ourselves?
Landlords surreptitiously enter apartments more often thanyou might think—in fact, it once happened to me. That wasforty-five years ago, but there were such serious consequencesthat I haven't forgotten it yet. Anthony Herbert, in his bookComplete Security Handbook, has this to say in the section aboutlocks:
• Change them without the management's knowledge. Re-move the cylinder, take it to a locksmith, and get combi-nation changed. If manager or janitor later complains, askwhy he was attempting to enter your apartment whileyou were not present. (Better to incur a minor lease vio-lation than to be dead!)• No one should be permitted to visit your apartment un-accompanied, except in a life-and-death emergency!
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COMPUTERS, E-MAIL,

AND THE INTERNET

It is easier to get into the enemy's toils than out again.—THE LION, THE FOX AND THE BEASTS(AESOP)
"When you belly up to your keyboard to trade notes with a col-league," writes Eryn Brown in an article in Fortune, "you may feelyou're in a cozy conversation. Legally and technologically, how-ever, you are as exposed as dummies in a department-store win-dow. Note well: If your computer belongs to the company, sodoes its content. The law lets bosses read what you put there,and because of the herd-of-elephants memory capacity of mod-ern systems, there's rarely a keystroke a suspicious or vengefulboss can't drag up."The author is right. "Deleted" e-mail, like the EnergizerBunny, just keeps going and going and going. This is becausemany networks routinely store backups of all mail that passesthrough them. Security is no better when it comes to your homecomputer, or to your travels on the Internet. This danger was



emphasized a few years ago in a Wall Street Journal article, "In-ternet Users, Better Beware: There Are Prying Eyes Online":
While you sign on to the Internet and blithely zap andreceive electronic mail, visit Web sites and bare your soulin on-line discussion groups, you are increasingly beingwatched and tracked.. . . Information about you is alreadyon the Internet for millions of eyes to see.

YOUR HOME COMPUTER

If you already have a computer, and have not previously beensecurity-conscious, then your name is almost certainly insideyour computer somewhere. When you are connected to the out-side world, remember that this is not a one-way street. Electronictraffic moves in both directions. Even when not connected, youmay get a surprise when installing new software and your nameshows up as the user even though you hadn't typed it in.Therefore, if you already have a computer, your name is prob-ably already in it, along with your address, your telephone num-ber, and other personal details from your computer. To purgethis information you must go into the registry—a delicate processindeed—so if you're not 100 percent sure you can do it, call inprofessional help.If you've purchased a used computer, the seller may think hecleaned up the files, but his name will most likely still be em-bedded somewhere. If you want to leave it in, fine, but makecertain you haven't also entered your own name when installingadditional software.When you purchase a computer in the future, do not, underany circumstances whatsoever, fill in your own name, address,telephone number, or any other personal data. If the computerwill not start up, or the software will not load, until you fill inthe blanks, put in something like Bob or Suzy, with a fake ad-



dress in Canada or Europe. If a telephone number must be en-tered, use 555 after the area code, as this number will not belongto anyone. Example: 307-555-1234. Only after your computerhas been certified as squeaky-clean should you consider con-necting to the Internet.

NOTHING ON YOUR HARD DRIVE IS SECURE

When you delete a file, you actually delete only the address. Thefile itself remains on your hard drive. Although there are manyprograms that purport to erase the entire file by writing over it,they are not secure if the government is after you. You can evenreformat your hard drive and the information may still be onthere.Bruce Schneier, author of E-mail Security, says, "The only se-cure computer is one that's turned off, locked in a safe, andburied 20 feet down in a secret location—and I'm not completelyconfident of that one either."When I purchase a new computer, I take the hard drive outof the old one and literally smash it to pieces with a hammer.
NOTHING ON YOUR RECORDABLE CD-ROM IS SECURE

An article in the Wall Street Journal titled "It Slices, It Dices, ItDisintegrates Digital Data" discusses the Secured EngineeredMachinery Co. "They manufacture a machine about the size ofa microwave ..." that literally power-buffs data off CD-ROMSand turns the surface material of the disks into a fine plastic dust.This machine sells—and is selling briskly—for $5,100. Whynot just break up the disk? To quote from the article, ". . . evena fragment of carelessly discarded plastic or silicon might yieldmany paragraphs of text. . . even burning the materials couldproduce ash particles still large enough to produce data."



NOTHING ON THE INTERNET IS SECURE

There is no such thing as electronic security if a modem is in-volved. Sad news, but better to learn this now than later.True, a message itself, when sent over the Internet, can beencrypted with Pretty Good Privacy (PGP), and perhaps the keyscan be successfully hidden, but the senders and receivers can beidentified, as even superhacker Kevin Mitnick learned to his sor-row. I recently had a chat with Michael Paciello, author of WEB-able and an international consultant on Internet privacy. Formore than two hours I fired questions at him about making e-mail more private. "What about a fictitious name on Juno? Whatabout PGP encryption? What about putting e-mail on disks andsending them out at Cybersmith? Or with a phone card? Ormailing the disk to London for resending?""Jack," he answered, "Nothing you've suggested is secure, asfar as hiding who sends the message and who receives it. Giventhe time and the motive, backed up with enough expensemoney, I'll trace you down every single time!"
ANONYMOUS REMAILERS

If you wish to send an e-mail to someone and hide the fact itcame from you, you might send it to a remailer. This is a serviceusing a computer that will strip away your old identity, give youa new one, and then send your e-mail to its final destination.There are many popular remailers, although some have a shortlife. I do not use remailers because:
1. It is almost a certainty some of these remailers are stingoperations run by a government. They are specifically de-signed to trap you.
2. There is a PI who runs seminars for other PIs, teachingthem how to track down those that send anonymous e--mails. (I sent him an e-mail asking for details and received



this reply: "Why would I want to give information to some-one writing a book about how to hide assets and identities,when that is the very thing that I investigate? Don't youthink it would be rather stupid of me . . . ?"
3. Unknown to the remailer's administrator hackers can anddo break into these systems. They can then read and copymessages at will. [In one well-known case, an unknownhacker worked out a method to send messages via a re-mailer in such a way that if the recipient answered in asimilar fashion, his true e-mail name and address would beinstantly captured!)
4. Some believe—and I am one of them—that the U.S. gov-ernment collects, scans, and stores all messages—includingpasscodes—that go into and out from the remailers.

E-MAIL FOR DUMB BUNNIES

Juno is one of the least objectionable of the various free e-mailservices available to anyone willing to receive advertisements.The immediate and obvious plus is that no credit-card numberneed be revealed. Another feature is that your address will nottie you to a specific location. To enroll, have a friend send an e-mail to "signup@ JUNO.COM," or write to New Member De-partment, Juno, 120 W. 45th St., New York, NY 10036, andyou will be mailed a disk. When the Juno program installs,screens will come up on your monitor where information is tobe entered. Here are my suggestions:When you fill in the blanks, do not use any information thatwill reveal your true identity. Use a pen name, remembering ofcourse that your pen name will be transmitted along with youre-mail name.Example: If you give your true name, John J. Jones, andchoose e-mail address UKMAN@JUNO.COM, the recipientwill see in the forward [heading above the message], "UK-



MAN@JUNO.COM (John J. Jones)." You might prefer, then, tofill out the first name as U, the middle initial as K, and the lastname as Man. The forward would then read UKMAN (U KMan). Juno does not approve of this, of course, but a recentsurvey showed one-third of Internet users admit to giving falseinformation at Web sites. Researcher Jim Pitkow of GeorgiaTech says, "People on-line seriously value their anonymity andprivacy."
STEGANOGRAPHY

"Steganography" refers to the sending of a picture with a hiddentext file inside the picture. Even if intercepted, there is no out-ward clue that a message is hidden inside, yet with a specialprogram it pops out effortlessly. A password is used, known toboth the sender and receiver, so even if the bad guys check allimages with the hidden message program they must still breakout the password. At one time I started using Steganography, butsince the other party has to have the same software program—and use it as well—it didn't work out. The software program Iwas using for hidden images at that time was S-Tools, availableon the Internet. However, changes are so rapid in this field thatI suggest you search the Net yourself for the latest informationon "Steganography." (Be careful to spell it as shown, and not as"stenography.")
THE BOTTOM LINE FOR SENDING A SECRET MESSAGE

Assume anything you say in an e-mail will be read by others. Ane-mail message may linger on backup tapes for years on end—then come back to haunt you. (They are increasingly being usedin civil and criminal cases.) Teach your children that a silly orprofane e-mail in their youth could come back to bite them yearslater.



If you or anyone in your family has a truly confidential mes-sage to send, do as I do. Seal it in an envelope, stamp it, andmail it.
QUESTIONS & ANSWERS

If I never use my computer at work for e-mail, will I havea reasonable amount of privacy?You still have to be careful what you type. A new generationof software is emerging to permit employers to record not justwhich Web sites employees browse, but also which programsthey use, memos they write, e-mail they send—in short, everykeystroke. Win What Where, a software company in Kennewick,Washington, released its entrant into the field in 1999, a programwhich costs $285 for each desktop computer in which it is installed.The company says its software keeps a record of every keystroke,mouse click, and command.Another company, Tech Assist of Largo, Florida, began distrib-uting Desktop Surveillance in North America, a comprehensivecomputer-monitoring program by the British company Omni-quad. The software costs $55 per computer and has been on salein Europe for about a year and a half. Desktop Surveillance is be-ing marketed as the "software equivalent of a video surveillancecamera on the desktop." It permits third-party observers to view,in real time or in playback, exactly what tasks a user is performingand what keystrokes he or she is entering.Each of the foregoing programs lets employers hide thefact that the software is running on an employee's computer.Desktop Surveillance even allows a record of the employee's ac-tivities to be e-mailed to a supervisor without an employee'sknowledge.Officials from both Tech Assist and Win What Where saidthey saw a demand from employers concerned about employeeswasting time on their computers. They also said that employerswanted a record in case the employees sued or were sued.



Is it safe to keep secret files on my home computer, as longas they are encrypted?
If your home is ever searched, count on your computer beinghauled away. And when put to the test, it will almost certainlytalk. Many programs, such as Microsoft Word or Lotus 1-2-3,make temporary copies that may linger on. Is there no solution?Well, not if the location of your computer is known. So do notlet it be known! If you work at home, no one besides your closefriends and (perhaps) relatives should know where you live. Ifthe investigators cannot find you, they cannot confiscate yourcomputer. If you fear surreptitious entry when you are awayfrom home, here are two suggestions:
• Use a notebook computer only, and take it with youwhen you leave, or• Use a computer with a removable hard drive and takethe hard drive with you when you leave.

Here is something else to worry about—just in case you andyour spouse are not getting along. There are many companiesthat offer to snoop into any computer you bring them. Pricesrange from $150 to $250 an hour, and they seldom fail to bringup supposedly secret files. In one recent nasty divorce case, thewife suspected her husband was not declaring all his savings orinvestments. She hired a computer snoop to search her husband'scomputer. Bingo! Up came a record of his inquiries to an on-line service. He had been using it to track his unreported stocks.If you still have confidence in your exotic encryption system,consider this. If a lawsuit is filed and you are deposed, you willbe asked under oath to explain why you have encrypted thesefiles.
How can I access my e-mail when traveling, with at least asmall amount of privacy?
First of all, you need access to a free account such as Stribmail(www.startribune.com/stribmail). Encryption can be installed on



your laptop or palmtop computer to protect your e-mail (butthe other party often must also have and use it). You might wishto have three such e-mail addresses so that if someone penetratesone of your accounts, the other two are still unknown.If you just want to access the Internet, there are airports andcity shops that provide Internet access from kiosks. I haven'tworked with them enough to know how the account processworked, but I would suspect it's pretty easy to log in under analias.
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CROSSING THE

CANADIAN AND MEXICAN

BORDERS

Fear of jail is the beginning of wisdom.—SEEN ON A BRIGHTLY PAINTED CHAMBERPOT IN NIGERIA
As you have seen in previous chapters, there is seldom any reasonto leave the country merely to protect your privacy. Neverthe-less, situations may arise that indicate a temporary journey toMexico or Canada.From the United States you can easily cross into Canada orMexico—legally or illegally. Legally is better. Use your passportfor ID since it has less information than a driver's license, and—unlike when making a trip to other foreign countries, it will notbe stamped to show entry or exit. These two countries are thusideal for those of you who may need emergency asylum and/orto keep a few assets out of the country, should the floodgates ofheaven ever open to rain disaster down upon your U.S.A. parade.If this is of interest, I suggest you practice crossing the borders



both north and south. Don't make a special trip; just work it intovacation time or perhaps incorporate it into a tax-deductiblebusiness trip. If you are a U.S. citizen there should be no prob-lem either entering or leaving, and that must be your goal. Noproblems.I say that because there are two types of border inspections,primary and secondary. You do not want secondary, not ever,because then your name will go into the computer and, to par-aphrase the ads for the Roach Motel, travelers who check in tothe computer never check out. Here then are some random com-ments:
• Dress like a tourist. Clean and neat but no tie.
• Do not cross with anything to declare, or with any itemeven remotely suspicious. No fruit, no weapons, nodrugs. Best way to cross is on a tour bus. Next best wayis on foot, at a busy crossing, during the busiest hours,but taking a car is certainly more convenient, despite thefact its license plate number may go into a computer.
• Do not cross into Mexico with an RV if you can avoidit. Some Americans have been arrested in Mexico andheld under false pretenses, with the goal of allowing theAmerican to go free if he leaves his motor home behind.(An RV is OK for Canada, but radar detectors are not,so leave your fuzzbuster behind you.)
• If there are several lines leading to multiple booths atthe crossing, pick your lane and then stick with it. If youchange lanes, the inspector from the original lane mayspot you, think you're trying to avoid him, and makeyou get back in line. Then, when your turn comes, you'llget more attention than you really wanted to receive.

Never cross in either direction with a bad attitude, as I didone August day in 1995, returning from Mexicali when it was112 degrees in the shade and there was no shade. The result was



that the U.S. Immigration and Naturalization inspector startedsearching the car I was driving (which was in another name, andme without backup documentation!). Fortunately, when goingthrough the trunk he opened my briefcase and found a well-wornBible I usually carry with me. At this point I loosened up, forcedthe hint of a smile, and said it was always nice to talk to folksabout the Scriptures. That's probably all that saved me from thedreaded secondary inspection. The inspector snapped my brief-case shut, dropped the trunk lid, and waved me on through.Relieved, I stopped down the road at Pepe's Cantina in Calexicofor two chilled bottles of Miller's Genuine Draft.Do you think a policeman, a highway patrolman, or an FBIagent has power? You ain't seen power till you've met the U.S.border inspector. Any kind of trouble, and you will be consideredguilty until you can prove yourself innocent.Incidentally, never call an inspector working for the Immigra-tion and Naturalization Service (INS) a "Customs" official, norlet him hear the phrase from your lips, "going through Customs"(even though that's what I call it myself, as a general term inthis report). There are two agencies at the border, U.S. Customsand the INS, and I'm here to tell you they do not get along wellwith one another. (INS deals with people, Customs deals withgoods, but their duties overlap.) You don't have to tell themapart, just don't address them by any title whatsoever. Instead,stick to "Sir" or "Ma'am."Men, go through your billfolds and ladies, examine yourpurses. Both Customs inspectors (CIs) and immigration inspec-tors (IIs) can treat you and your passengers like pieces of meatto be inspected. No, they are normally not out to get you, butwe all have an off day once in a while—such as the day I returnedfrom Mexicali—and these folks have awesome authority, nosearch warrants needed.If they ask you for your billfold, hand it over. If they ask youto open every box and suitcase, open them. If they want to checkthe oil in your NorthStar engine, hand them your last Kleenex



to wipe the dipstick. Burn this into your brain: Never say to theinspector, "You can't touch that!" The inspector certainly can.And will!So if you're Senior Senator Sam from Sacramento, travelingwith Sweet Suzy Secretary, either drop those condoms beforeyou get to the border or be prepared to stifle your embarrass-ment. (Condoms are not, of course, illegal.) Both CIs and Us canask you any question, no matter how embarrassing or insulting,and they expect an answer:"Is this young lady really your wife?""How much money do you make a year?""Ever been arrested for smuggling? How about rape?"Lawyers (and some egocentric businessmen) will respond,"Do I have to answer that?" And the response, as given by ex-Immigration inspector Ned Beaumont in his book Beat the Bor-der, is:
You don't have to answer. But then again, you don't have tocross the border. And you're not going to cross the border untilyou answer that question and any others I see fit to ask. Under-stand?
CIs and IIs are skilled at deception, a.k.a. lying. If they prefacesomething by saying "You don't need to worry about thus-and-so . . ." start worrying! They may try the good cop/bad cop rou-tine, like in the movies. Remember that it's really bad cop/worsecop. These folks are not your buddies. Keep cool and collectedon the outside, skeptical and cynical on the inside.Leaving the United States is easy, especially when crossing thesouthern border at a busy location. It's the return trip to watchout for, and a final word of warning here: Don't try using a falseID. Even if it's perfect, you'll know it's not, and they'll sense thatfact. Beaumont makes this point at great length in Beat the Bor-der, and I can do no better than to quote a very small part of his"People Smarts" section:



Inspectors, by the very nature of their job, become "peoplesmart" very quickly. . . . They turn into masters of reading peo-ple. The chief people-smart skill an inspector develops is theability to tell when someone is lying. An inspector's ability tospot a liar becomes a kind of instinct, or sixth sense. He may notalways be able to fully analyze or explain why he knows someoneis lying, but the inspector knows it nonetheless. He knows witha certainty that's inexplicable but real. . . . All inspectors developthe same instincts. If there's one genuine skill I've retained frommy days on the line, it's the ability to spot a lie.
The author then lists examples of others skilled at their craft,such as an auto mechanic who can diagnose an engine's faultsjust by listening to it run. He reminds the reader of the inspec-tor's job, how he questions hundreds of people a day, six days aweek, week after week.
An inspector talks to more liars in a month than the layman doesin a lifetime. How good at spotting liars do you think that in-spector is going to be in a year? Or five? Or ten? I've workedwith inspectors who'd been on the job for 20 years. They coulddetect a lie . . . without fail, in the first five seconds of the in-spection.
Now that I've done my best to scare you, let me put yourmind at ease. When you are reentering the United States, theinspector's first question will be something like "Of what countryare you a citizen?" You answer "U.S.A.," and he may ask thetown or county where you were born. Assuming you do remem-ber that and answer honestly, you're just about home and shouldhave no problems.Nevertheless, a review of this section will do no harm. Whatoccasionally happens is that the inspector gets bored. To breakthis boredom-at-the-border syndrome, he may vary his questionsfrom time to time. In addition to the ones mentioned earlier, hemight ask, watching your eyes to see if you lie:



"What were you doing in Toronto, Miss Curvilinear?""What do you have to declare, Dr. Shepherd?""How long have you been out of the United States, JudgeJoseph Force Crater?""What was the purpose of your trip to Tijuana, Counselor?"In this case, don't just answer "business" or "pleasure"—theinspectors hear that all the time. If it was pleasure, be specific,as in "I went to see my girlfriend who works with the PRI." Orif it was legal business, it's OK to say, "I've got a case about aMexican trademark and I interviewed a guy at Lechuga, Zana-horia & Batata." The inspector doesn't care if you're bribing oneof LZ&B's clerks to spill secrets, he's just watching to see ifyou're telling the truth."What do you do for a living, Dr. Jekyll?"Oh-oh, here is where the rubber may meet the road. If yourjob is marrying old ladies for their money and then changing theirmedicine, it's time for:
ILLEGAL BORDER CROSSINGS

Hopefully you will never be in such danger that you will haveto think about making an illegal crossing and again, I don't rec-ommend that you break the law. But why not at least brieflyconsider what is involved?
CANADA

There are many unmanned areas along the border between theUnited States and Canada. My favorite is along the northern bor-der of Minnesota. When you look at a map, you will see thatHighway 11 follows the south side of the Rainy River from In-ternational Falls to Baudette. On the Ontario side, CanadianHighway 11 follows the same river on the northern side. It ap-pears that you could just drop a raft in the river and paddleacross. Don't be deceived by appearances. Homes line both sides



of this wide river and there are informers on both sides. Theborder patrol catches persons on a regular basis there, with smallfast boats that appear out of nowhere.Instead, if you are in Baudette in the summer or fall, drivenorth to Lake of the Woods. This is hundred-mile-wide lake thatspans the border. Rent a fast boat at one of the many resorts andbuy a chart of the lake. Leave before dawn (when the lake is atits calmest) and go north for nine miles. Then cut to starboard,crossing the invisible boundary, and make your way east betweenBig Island and Bigsby Island. Your destination is beautiful NestorFalls, on Highway 71.Let's say you have an accomplice named Bud. Each of youwill carry a VHF-FM radio. Bud will drive a car across the bridgefrom Baudette to the village of Rainy River, Ontario. Goingthrough Customs here takes about forty-five seconds. He willdrive thirty-four miles east to Highway 71, then go north exactly33.8 miles to the small bridge that crosses Nestor Falls just be-yond Helliar's resort. The narrow highway curves around a cor-ner and Bud can stop at the wide turnout on his left, whichborders Lake of the Woods. It is directly opposite a blue-and-white sign that says ONTARIO: Sunset Grove Camp.A tiny twelve-by-twelve-foot vacant cabin sits down towardthe water. Bud goes down the twenty-two steps (painted withblue trim that is fading) and on to a seven-by-fourteen-footwooden dock. When he looks around, he will see that this dockis hidden from view in both directions. He calls you on the radioto say he is ready when you are. As you approach the NestorFalls area by boat, you will see a tall radio tower to your left.Turn left, then right, into the small bay. You will see Bud stand-ing on the dock.I last ran this—I mean, I was last in the area in the fall of1999. The old cabin and the dock were still there. There are noborder-patrol boats this far north of the border, and no Customscheckpoints between Rainy River and Kenora, far to the north-west. There is considerable boat traffic between Nestor Falls andthe Minnesota side in the summer, as well as snowmobile traffic



in the winter. The locals on both sides merely obtain a yearlypass. Believe it or not, there is an honor system here. When theymake a run in either direction they just call Customs and tellthem who they are and where they are going.
MEXICO

There is no honor system along the southern border. Worse,what appears to be the "obvious" way—contacting a "coyote" andpaying them the current price of $1,500, is the worst way ofall—a gringo stands a good chance of getting either ripped off orkilled outright.Instead, take Highway 94 from San Diego and go throughJamul and Dulzura to American Tecate, at the border. Tecate,BCN, is a small city built around a typical Spanish plaza, whereasits California namesake is just a wide spot in the road, so thelocals distinguish the two by calling the California one Tecatito("Little Tecate").After looking over the border crossing into Tecate, BCN toget a feel for the area, backtrack down Highway 94 six miles,slip on your pack, and head into the forest with compass andwire clippers. As long as you head northwest you'll be OK—pretty hard to miss Mexico! Allow five hours (it's a steep uphillclimb), take plenty of water, and plan to arrive just before dark.You'll come to a poorly maintained wire fence and there will behumble hovels on the far side. Clip on through after dark, orclimb over, or just follow the fence west until it ends in theforest. There is no Mexican border patrol to keep gringos out.Nada.Tecate is a very nice place, in a high mountain valley withexcellent cool and sunny weather, simpatico people, and lesscrime than elsewhere along the border. Take a tour of the Tecatecerveza factory before you press on.



QUESTIONS & ANSWERS

If coyotes are to be avoided at all costs, how can I crossback into the U.S. undetected?
I posed this question to a friendly border guard, and this ishis word-for-word reply:"If he's a U.S.C. [U.S. citizen], I'd say walk across the borderat a busy time at a legal POE [Point of Entry]. It's unlikely he'llget sent to secondary/delayed/caught/etc, as long as he dressesto fit in, is polite, doesn't fit any obvious profile, and has a legit-sounding story."
How about crossing into Canada north of Seattle, to theeast of 1-95?
You mean up by Elaine, on the way to Vancouver, BC? True,about half of the U.S. Border Patrol agents at Elaine were trans-ferred to San Diego two years ago. When that happened, a num-ber of persons incorrectly assumed that illegal crossings wouldbe easier. Not so—the remaining agents know most of the "se-cret" crossings. They have installed remote-control cameras insome sections, and seismic sensors in others.
How about crossing into Canada through one of the In-dian reservations along the border?
Actually, that's not a bad idea as long as you don't try to sneakthrough on your own. The reservation borders are tightly con-trolled by the Indian Mafia, sometimes in collaboration with thereal Mafia. They can get you across safely for a reasonable fee. Thetrick is to contact them. I have no magic formula, but there are of-ten casinos on the reservations, and if so, that is the place to start.
Is it OK to apply for a tax refund on Canadian purchases,when returning to the States?
We used to stop at one of those "duty-free" stores on theCanadian side, turn in receipts there for hotel, major purchases,etc. and get a cash refund on some of the taxes. We no longer



do this, however, because—since February 1, 1999—to get arefund you must give them your name, address, telephone num-ber, driver's license number, and the license-plate number of thecar you are driving. Your driver's license will be photocopied. (Thereason they give me for this is "increased fraud.")
Is there any special precaution to take, for a day-trip intoTijuana by car?
Yes. Buy one-day auto insurance as soon as you cross theborder. (There are shops along the way with signs.) Tijuana'spolice (totally corrupt) are making routine stops to see if Amer-ican drivers have Mexican insurance. If you have purchased thisinsurance, show them your receipt and you will be on your way.Otherwise, you will be offered a "choice": pay a stiff bribe onthe spot or spend a few hours in jail. [Take it from this writer,you'd rather pay the bribe.]
How does the U.S. Border Patrol pick and choose at thecheckpoint?
This question was asked by a reader of the Los Angeles Times.He said he passed the San Clemente border checkpoint nearlyevery day, and was almost always waved through. However, oneday he noticed a Border Control officer taking a closer look at hiscar so he stopped to ask what he was looking at. The officer said hewas checking to see if the car was riding low. The reader asked Da-vid Haldane, a staff writer at the Times, why he was almost invar-iably waved through when others were sometimes stopped. Also,why would the officer care if his car rode low, or not?Haldane referred the question to Roy Villareal, a spokesman forthe U.S. Border Patrol in San Diego. Valdane suggested that if thereader was not stopped, it might be that he was a "regular" who wasrecognized by the guards. Another reason might be that he did notdisplay any of the suspicious behaviors the border patrol looks for.What they look for is a visible increase in uneasiness as theofficer approaches, and if they spot it, they will stop the driverfor that reason alone.



"The first thing that comes out of the officer's mouth" saidVillareal, is "good morning," or "good afternoon," and, at thatinstant, the subjects level of nervousness escalates from zero to100. "You can see the arteries in their neck pulsing, or they willstart sweating even in the dead of winter. Sometimes you saygood morning, and they can't even answer you." At that point,of course, the officer will search the car.As for looking at how the car rides, the purpose is to see ifthere is an unusal weight aboard. If the front end of the car ishigh but the rear end is close to the ground, the car will bestopped and the trunk opened.
What is the best way to send mail to Mexico?Mail service south of the border is a disaster. Mailmen areunderpaid, undersupervised, and some can just barely read. If aletter does not "look important," they may do one of two things:throw it away immediately or set it aside to deliver "manana." InSpain, the word manana usually means "tomorrow." In Mexico,however, it merely indicates "not today." Tomorrow may nevercome. There is no best way to send mail there but here is theleast worst way. I learned this from a mailman in Ameca, Jaliscoand I have tested it many times. The letter must look important.If you plan to receive mail in Mexico, give the following sugges-tions to the sender in the U.S.:
1. Use a business-size (#10) envelope. Smaller ones seem toget lost, and larger envelopes do not fit well into the mailpouch.
2. Type the address, or print it on a laser printer in large,easy-to-read letters. I use sixteen-point bold.
3. Put a return address on the reverse side of the envelope.Make it look important, such as putting "Dr." in front ofyour name, or perhaps a religious title. Obispo (bishop) iseven better.



4. Put small-denomination postage stamps across the entiretop of the envelope, to make the envelope look impressive.A well-to-do Mexican friend of mine in Reno, Nevada,puts half a dozen first-class commemorative stamps onevery letter he mails to his relatives in Cabo San Lucas,but I have a better way. I purchase old stamps from JoeKenton, PO Box 480456, Kansas City, MO 64148-0456.Like many other dealers, he sells old stamps—some ofthem dating back to when first-class postage was threecents—at a ten-percent discount off face value. In additionto saving money, the old stamps are real attention-getters.
5. Use some sort of rubber stamp near the left border, to givethe impression that this is a registered or certified letter. Iuse three stamps and three ink pad colors on my letters.First, the outline of the U.S. eagle in red. Then a box withdotted borders and the word "FILED" above it. This is inblue. Last comes the date stamp (black), inserted into thebox with the border.
About 95 percent of such letters get through—quite a recordfor south of the border!
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SECRET HIDING PLACES

The young man knows the rules, but the old man knowsthe exceptions. —ANONYMOUS
Don't laugh when I tell you this, but after hiding it, be sure youcan someday still remember wherever it was you hid the ma-chine pistols/ammunition/jewelry and precious stones/chemicalproducts; clippings/videos/photographs/gold coins/silver dollars/negotiable securities/secret maps/compromising documents/for-bidden books/red-hot love letters/Canadian $1,000 bills/what-ever.From 1959 until General Franco ordered Spain's laws to bechanged in 1970, my companions and I were hiding small boxesin all of Spain's fifty provinces, and with the advent of legality,a plaintive cry was heard across the land: "/ can't remember allthe places where I hid things!"And now, with that warning out of the way, let's discuss howyou can hide items of varying sizes and values. Here are thecategories:Small: Valuable stamps, bills, gold coins (scattered in various



locations), diamonds, and other items up to the size of a mini-ature pistol.Medium: Documents, books, stacks of letters, and guns up tothe size of a rifle.Large: From computers and file cabinets up to you yourself,your mate, your mother, or your mistress.In your home: With one exception (a secret alcove which I'llmention later), do not hide anything in the master bedroom.Burglars, sneaky visitors, police, private investigators, U.S. mar-shals, the DEA, and members of the Bureau of Alcohol, Tobaccoand Firearms (ATF) will look there first. Here are a few sugges-tions for hiding small items in your home or yard:
• Interior of hollow doors, or inside rolled-up windowshades.• Inside a doghouse or a rabbit hutch, or in the crawlspace under the house.• Under the insulation in the attic (one of my favorites).• Behind wall phones or cold air return vents.• In the bottom of dog food or kitty litter bag.• In the bottom half of double boiler, or a box of sanitarynapkins.• Inside zippered cushions, hollow canes, or umbrellas.• Inside a guitar or other musical instrument, or in theempty case of an old portable radio.• In file cabinets (with innocuous file names).• Inside an old stereo or TV set in the garage.

If you are handy with tools, you might build your own secretcompartments. In The Big Book of Secret Hiding Places, by JackLuger (Loompanics Unlimited, 1987), plans are given for build-ing secret spaces under bottom drawers, inside upholstered fur-niture, behind medicine cabinets, and under stairs. There are alsosections on hiding places on your person, in your the yard, or inyour motor vehicle.



In any of our various homes, it would seem to be no problemto leave cash and other valuables out in plain view. After all, theaddresses are secret, and if the bad guys can't find the house theycan't raid it! However, I do keep valuables well hidden and soshould you. Can you guess why?Correct! If a burglar is attracted to your home, it doesn't mat-ter what arrangements have been made for privacy because it'snot you he's after, it's the house. Since you will never knowwhere I live, and assuming any burglar making a random strikewill not have read this book, I feel confident in telling you someof the ways I hide small, medium, and large items in one homeor another:
Small: Since I'm a great believer in having cash available foremergency use, I keep old junk-mail envelopes with pesetas,pounds, deutsch marks or dollars in:

• Sheet music in my wife's piano bench.• In a box of old tax receipts in a storage unit.• In the book Using Microsoft Word 97, one of more thaneight hundred business and computer books in my li-brary.• In History of the Guanches, one of the six-hundred-plushanging files in the storage cabinets of my home office,and• Rolled up and inserted into a "foot powder" spray canwith a removable bottom. I purchased this via mail orderand keep it in my carry-on case when traveling.
When my car was stolen from SeaTac airport, the thievesbroke open the glove compartment searching, I assume, for agun. All they found were stacks of what appeared to be junkmail, so they tossed all those envelopes on the floor and theenvelopes were still there when the police recovered the car. Thepolice didn't notice, either, that two of those so-called junk mailenvelopes had five $50 bills in each.



• • •
When I travel, I use a slim dress belt with two sections, each ofwhich will hold just two bills folded lengthwise four times. Doesthat limit me to just $400? Not at all, since for this purpose(emergency only) I carry these Canadian bills:

The four bills are worth (at the current exchange rate)$2,600. Lately, these money belts have been disappearing fromboth men's stores and travel shops. I do not know why. You mayhave to search for them, or have them custom-made at a leathershop.As for outdoor mildew and rustproof storage, nothing beatssilver and gold. I like used American silver dollars, and new Ca-nadian Maple Leaf coins are even better. These one-ounce goldcoins currently sell for about $35 over the spot price of the gold,and can be scattered about in very small hiding places indeed.One hundred eight thousand dollars Maple Leaf coins can bestuffed into a coffee can, in which case you'd have a "medium"-sized item to hide. However, since gold pays no interest andthere are dealer commissions in both buying and selling, holdinga large quantity of coins has its disadvantages.Medium: My principal items in this category are referencebooks in the fields of scanning, hacking, vanishing, and doing



business in the underground economy. Should my wife and Iboth die in an accident, I do not care to have these come to light.It's a nuisance, but I keep these—plus tax records—off the prem-ises in private storage. (In case of death, a friend of total confi-dence will clean out the unit and destroy all contents.)Large: A fireproof file cabinet and a fireproof safe are storedin another location. I do not have a mistress to hide, nor have Iarranged a hiding place for my wife and myself. We both areconfident that between our almost-invisible profile and the se-curity devices in place, we are not in danger. All the more sosince we have no known enemies. (If that should ever change, Ido have something in mind.)Nevertheless, a secret room can give you added security, es-pecially if you are the wife of a traveling man who leaves youhome alone. We discovered one new home with an unusual "ex-tra" purely by accident while traveling from Las Vegas to Port-land in 1994. On the way (I won't say where, for a reason thatwill become obvious), my wife wanted to check out a certainrural upscale holiday-home development. The builder includedan astonishing list of electronic items as "standard," not the leastof which was a soundproof room with a complete home movietheater system with seating for twenty. But there was somethingmore, not shown in the brochures. The agent showing us themodel home saved the master bedroom for last. After showingus the "his" and "hers" bathrooms (a la Harrah's at Lake Tahoe),we were shown "his" walk-in closet, then "hers." At this pointthe agent, a gray-haired overweight lady who sparkled with whatmust have been zircons in view of the size, asked us if we'd seenthe entire home."Yes," said my wife, "we've seen it all.""Actually, you haven't," she said, and with that she gave afirm push to the door-sized shoe rack at the far end of the closet.The shoe rack swung back on oiled offset hinges to reveal asecret room. It was about nine feet square and lined on two sideswith storage shelves. There were no windows, but I noticed avent for the heating system, and a telephone jack on one wall.



"Would you care to comment," I asked her, "on the purposeof this room?""No, we call this our 'don't ask, don't tell' room."I pass this idea on to you as worthy of consideration whenyou plan your next new home. The only hesitation I'd havewould be that the secret room would be common knowledgeamong the architect, the contractor, and the workers. Also, thebuilding plans would be on file with the city or county. Goneare the days when pirates buried treasures in deep holes, thenmurdered the men who'd done the work.To close this section I'll mention a way to hide whatever-sizeditem you have in a way that not even Janet Reno nor the ATFcan track down. This is a method you've never seen in any book:
1. Put some film in your camera, borrow a fifty-foot orhundred-foot tape measure and purchase a handheldGlobal Positioning System (GPS) and a compass at anymarine store.
2. Go to a "trackless" state-owned desert wilderness (firstchoice: central Nevada), and look for a distinctive rock ina slightly raised area, to avoid any problem with a flashflood.
3. Carefully take a reading on the rock itself, using the GPSreceiver. Write down the precise latitude and longitude.Take pictures of the rock.
4. Bury your container a certain distance away, and note thedistance and the magnetic compass direction.
5. With your will, leave instructions. For extra security, givethe latitude to your sister Josie, without telling her whatthe number represents. Then, in your will, you can de-scribe the rock, the exact container location, and the pre-cise longitude. Tell the executor, "Ask my sister Josie forthe secret number I gave her." This is the latitude. (Andwithout the latitude, your cache will be safe. Wouldn'tCaptain Kidd have liked to have a working GPS!)



The GPS will put the finder within seventy-five feet of therock, the picture will identify the rock, the compass will indicatethe correct magnetic direction, and the tape measure will bringthe searcher to the "X" that marks the spot.By the way, neglecting to put these instructions in your will,and then getting Alzheimer's, would be uncool.
QUESTIONS & ANSWERS

What do you think about buying gold coins and buryingthem?
Before I answer that, note this gem from California Lawyer:

Texas attorney Scott Erikson pleaded guilty to launderingnearly $3.4 million from two Resolution Trust institutionsafter authorities found a hand-drawn treasure map in hishome that led them to $1 million in buried gold coinsbought with some of the stolen money.
He knew enough to hide the coins, but not enough to hidethe map. This reminds me of those with secret overseas bankaccounts who keep the bank statements at home. By the way, amillion in gold weighs about 250 pounds. That alone might dis-courage me from trading cash for gold. But if you want to buryjust a few dozen pounds, well, why not? Just make sure you hidethe map as well as you hide the coins.



20
COOL STUFF THAT DID

NOT FIT IN EARLIER

Come, Watson, come! The game is afoot. Not a word!Into your clothes and come!—SIR ARTHUR CONAN DOYLE,"THE ADVENTURE OF THE ABBEY GRANGE"
If Sherlock Holmes were alive today, he would not have to leavehis rented first-floor flat at 220B Baker Street, London. Instead,he would be sitting at his computer, breaking into confidentialdatabases. If that did not produce results, then he would turn tothe telephone and make "pretext" calls.My dictionary says a pretext is "a purpose or motive alleged oran appearance assumed in order to cloak the real intention or stateof affairs." Private investigators push this meaning to the outer-most limits. Complete books have been and are being written forprivate detectives, showing them how to obtain any informationwhatsoever. The example that follows will show how well a pre-text can work. Here is a typical example of how a pretext works.For a brief time, Karl and Lorelei are lovers. When Karl turnsviolent, Lorelei walks out. Karl stalks her. She reads this samebook you are reading and follows the advice by moving away andchanging everything. Karl can no longer track her down so he



goes to Guido, a PI known for getting results where others fail.He tells Guido a made-up sob story and the PI does not botherto check it out. He takes a hefty retainer from Karl and writesdown what scanty information Karl has—her full name, SocialSecurity number, former address, and the name of a hospitalwhere she was once briefly admitted.The PI promises Karl results in ten days. Actually, Guido willhave Lorelei's new address within the hour, obtained with justtwo short "pretext" telephone calls. The first is to Piano GeneralHospital.
PGH: Hello, please hold, [long pause]PGH: Piano General Hospital, may I help you?Guido: Yes, This is John, with Dr. Childress's office in Mc-Kinney, and I'm processing some insurance forms forLorelei Altbusser. Could you pull that file for me? Ineed the date of admission.PGH: Do you have her Social Security number?Guido: Let's see [makes sound of papers shuffling]. Yeah, it's987-65-4325.PGH: OK, please hold for a minute while I get the file.[pause]PGH: OK, got it. She was admitted 10-10-99.Guido: What was the complaint?PGH: Looks like persistent pains following a recent abortion.Guido: Does it indicate any treatment?PGH: Looks like there was a prescription, was all.Guido: Well, thanks for the help, and—oh, one more thing.On the form she filled out, does it list her mother'sname as Mary Altbusser, with telephone 344-1288?PGH: No, her admittance form lists next of kin as GertrudeAltbusser at 478-1991.Guido: Muchas gracias, and have a nice day.
Next, the PI calls 478-1991 because he figures Lorelei keepsin contact with her mother. Once again, he represents himselfas a doctor.



Guido: Gertrude Altbusser, please.Mother: Yes, this is she.Guido: Mrs. Altbusser, this is Dr. Noe at the Cook CountyMorgue. We have a body here that's been tenta-tively identified as a Lorelei Altbusser. Do you havea daughter by that name?Mother: Oh, my God! Oh no! Oh God!Guido: Mrs. Altbusser, is your daughter an African-American?Mother: No, no, my daughter is white![Guido's reason for whipsawing this poor womanback and forth is to inject her with truth serum.Now she will tell him what he wants to know.]Guido: Mrs. Altbusser, how do you explain this dead blackgirl having your daughter's driver's license?Mother: I don't know. Maybe Lorelei's purse was stolen?Guido: Mrs. Altbusser, when's the last time you spoke withyour daughter?Mother: I talked to her last Sunday. She's a good girl, shecalls me every Sunday.Guido: Mrs. Altbusser, it's very important we speak withyour daughter on this matter without delay. Howcan I get in touch with her immediately?Mother: She's living in Odessa now, and doesn't have aphone in her apartment. She works at a Circle K onCentral Drive. I have that number. Would you likeit?Guido: Yes, please give it to me now, ma'am.Mother: It's 960-362-0464.Guido: Thank you, Mrs. Altbusser.
One PI, writing about the above pretext, does add this wordof caution: "When using the Dead Black Female routine, mothersof the girl you are looking for may become hysterical. I've heardof cases where the mother has literally dropped the phone inmid-sentence and raced over to the county morgue. . . ."



PRIVATE INVESTIGATORS-FRIENDS OR FOES?

In the foregoing example, from Lorelei's viewpoint, the PI wasjust a miserable Liar for Hire. (However, shall we give that storya happy ending? Karl drives to Odessa, locates Lorelei, and startswaving a handgun. She kicks him in the groin, takes his gunaway, and plugs him through the heart.) But let's change thecontext. Suppose the one who goes to the PI is you, and Loreleiis your daughter. She just turned sixteen and ran off to Chicagowith some guy named Armen Bedrosian who is twice her age.You call the Cook County Police but you think you are gettinga runaround. You go to a PI who checks Armen out via theInternet and tells you the man is an ex-con who was jailed in histeens for rape and attempted murder. He has only been back onthe streets for two months. The PI tracks Armen down by firstlocating his mother. He calls her."Mrs. Bedrosian, this is Dr. Noe at the Cook County Morgue.We have a body here that's been tentatively identified as ArmenBedrosian. Do you have a son by that name?"If the PI saves your teenage daughter, will you not bless hisefforts to the end of your days?Are all PIs competent? No more than all lawyers are compe-tent. As in any other profession there are experts, and there arethose that just bumble through. Consider the following twocases.

THE ELLEN DEVER CASE

April 10, 1999, was "family day" for Ellen Dever, forty-four, andher daughters Genevieve, seven, and Sarah, nine. After lunch ata sidewalk cafe in Lucerne, Switzerland, they bought magazinesand shopped for sunglasses. Then they strolled along the street,eating ice cream and talking about Sarah's first Holy Commun-ion, which was scheduled for the following day.Someone had been out to get Ellen's daughters for the past



two years and that someone was their millionaire father. Whenhe had attempted to get sole custody of the girls, Ellen sold herfive-hundred-thousand-dollar home in Radnor Township, Penn-sylvania, and fled with the girls to Belgium. From there theymoved to Greece and a month later, under aliases, they arrivedin Lucerne, where Ellen rented a comfortable apartment thatwas part of a larger house.Ellen, fearful that her ex-husband might someday track herdown, started taking jujitsu lessons. Little by little, however, herfears faded. The girls attended the local Montessori school, hadballet lessons, and took classes in art. By then, they were fluentin German and Italian as well as in English.Genevieve stopped to take a drink from a fountain, and Sarahkidded her about her missing tooth, which had fallen out theprevious week. Ellen reminded herself that she had done every-thing right. A new country, new names, no contact with the past.And then she spotted two men watching her from a distance upahead. They looked like Bad Guys right out of the movies, wear-ing huge sunglasses and hats with the brims pulled down. Theywere built like linebackers."Let's go!" she told the girls, hurrying them back toward theirapartment. Within minutes, the two men Ellen had seen sud-denly appeared before her, and a third man came up behind. Asthe men reached for the girls, Ellen attacked them with everyjujitsu blow she could muster. At the same time a white vanwith tinted windows screeched to a stop alongside them, and thegirls were manhandled into the van, fighting every step of theway. The side door was slammed shut and the van sped off,leaving a bleeding Ellen behind, clutching one of the men's blue-and-beige hat.How had she been found?Not by the police or the FBI. Not by the one hundred bountyhunters that had been searching for her ever since the ex-husband offered a $2 million reward. She was found by one ofthe private investigators that her husband had hired on four con-tinents.



THE BARBARA KURTH PAGAN CASE

Stephen and Barbara Pagan had been married for five years, elop-ing to Haiti on the day that Stephen divorced Leah, his first wife.Then came a venomous divorce. He got the house. She got thekids. He didn't like that, and on October 28, 1979, he snatchedthe children, then only two and five, from his ex-wife's home insuburban Boston. He fled with the girls to Palm Beach County,Florida, where his parents and a sister already lived. He changedthe girls' names to Rachael and Lisa and his own to WilliamStephen Martin.Back in Massachusetts, Barbara regained her maiden name ofKurth and filed a criminal complaint. Over the years, she hiredvarious private investigators, but they came up blank. Finally,she gave up. She pressed ahead with her own life, remarried, andbecame a noted expert in cell biology.Meanwhile, her ex-husband fashioned a good life for himselfin south Florida. Big houses, fast cars, and very rich wives. Nearlytwenty years passed before someone in his or his latest wife'sfamily decided Pagan's days of high living should come to anend. A tip to the authorities was all it took. Police nabbed himat his $2.2-million-dollar oceanfront estate, bought by wife num-ber four, and he was returned to Massachusetts to face felonycharges of kidnapping.Why couldn't Stephen Pagan's wife track him down? Onereason is given in the May 25, 1998 issue of Newsweek:
Pagan and his daughters insist Kurth should have beenable to find them if she'd really searched. Kurth's familysays she spent more than $10,000 on lawyers and privateinvestigators—to no avail. A 1982 report from one PIwarns her that staking out Pagan's sister's home in Floridawould be an expensive long shot.

Others say she spent triple that but whatever it was, either itwas not enough, or she hired the wrong investigators. PIs like



Robert Scott, Norma Tillman, Patrick Picciarelli, Fay Faron, orLeigh Hearon charge from $95 to $150 an hour, but they maybe the cheapest in the long run. I quote from an e-mail I receivedfrom Norma Tillman, author of How to Find Almost Anyone,Anywhere:
Pagan should have been located easily. I worked in law-enforcement 11 years and when detectives couldn't findtheir suspect they would give it to me. One time a detec-tive was looking for a brutal serial rapist. He really wantedto catch him. I was at home about to bake a cake whenhe called and asked me to help him find the suspect. I putthe cake in the oven and found the offender before thecake was done. The detective received "Officer of theYear" for capturing him.

Private investigator John J. Nazarian says that success dependson two things: "How much you want to spend, and how youwant to play the game. . . . "

A CLUE (?) TO A TRUSTWORTHY PI

This question once came up: All other things being equal, whichkind of PI would you be more likely to trust—a man or awoman?I am not going to alienate half my readers by giving a personalopinion. Instead, I shall merely quote the first four paragraphsfrom a long article in the Los Angeles Times datelined August 3,1999, and titled POLICE CHIEF PUTS THE BRAKES ONMEXICO CITY'S TRAFFIC COPS. Read the following anddraw your own conclusions.
Mexico City: Imagine a corruption problem so serious thatyou don't trust your traffic cops to give out tickets.Mexico City Police Chief Alejandro Gertz faced a



public outcry over exactly that dilemma. So Monday, hetook away all the citation books from the city's 900 trafficofficers.Instead, Gertz authorized just 30 police cars—eachstaffed by two policewomen, who are deemed less cor-ruptible—to issue traffic tickets. The other traffic cops willbe restricted to directing the capital's perpetually snarledtraffic.In announcing the plan last week, Gertz said residentsof the Federal District—home to 8.5 million people andnearly 3 million registered vehicles—were so fed up withpaying bribes to traffic police that he had no choice butto stop the officers from handing out tickets.

WHO ARE THE "PT" PEOPLE?

The initials "PT" are used to describe an estimated five hundredthousand European residents (which includes American expatri-ates) who have a certain state of mind that is different from thatof you and me. The term originated with Harry Schultz, of Guin-ness Book of Records fame ("World's Highest Paid Consultant"),and author of the International Harry Schultz Letter. Harry, orig-inally from Milwaukee, was a boy wonder in the newspaper in-dustry but, disillusioned with Americans' growing penchant forsuing one another, took off to see the world in the 1960s andnever returned as a permanent U.S. resident.PT can stand for anything from Part-time to Perpetual Tourist.The hard-core PT considers himself a part-time resident of var-ious countries but a taxpaying citizen of none, since in whatevercountry he finds himself, he is just "Passing Through." I suspectHarry himself is not hard-core, but I've met plenty who are.One of them was Wolfgang Winkler, who was born in Swit-zerland, lives in London, has an office in Singapore, does businessin the United States, and keeps his money in an unknown coun-try. (First he paid me with thousand-dollar money orders from



Barclays, later with cash in hundred-dollar bills, and the last timehe neglected to pay me at all, which ended our arrangement.)Winkler serves as substitute (i.e., nominee) director for some2,500 international corporations secretly owned by fellow PT cli-ents, and—back when we were still on speaking terms—edu-cated me on the extent of the PT phenomenon."I've got some very rich clients," he told me one foggy after-noon over tea at London's Inn on the Park, "who have never paidone penny, franc, or lira in income taxes in the past fifteen years."One of these clients, who shall not here be named, I knowquite well. The following details about this person are typical ofthousands of PTs:

1. He was born in Germany but emigrated at age twenty-eight thus getting off the tax rolls in Germany, as he was"officially" moving to South Africa, where he would takeup permanent residence. He never arrived.
2. He obtained a driver's license from the UK, since it couldbe done by mail and the license did not contain a picture.(This may have changed in recent years.)
3. He purchased a tourist-trap bar and club in Andorrathrough a resident nominee, and brought in a cousin torun it.
4. He bought a "holiday home" from me in the Canary Islandsand paid me with a shopping bag full of dollars, pounds,francs, and D marks.
5. He travels extensively and owns rental properties in LasVegas.
6. He banks in Gibraltar, and has a safe-deposit box inGuernsey in the Channel Islands.
7. In no country of the world does he pay taxes, sincewherever he may happen to be he's just "passing through."



I do not subscribe to the PT mentality, and neither shouldyou, but this does not preclude learning basic principles. Apply-ing them, you may wish to:
(a) Arrange to have your legal domicile (which will be yourghost address) in New Hampshire (no state sales tax, nostate income tax). If you are a voter, this is the statewhere you will cast your vote for the least-worst candi-dates in each election.(b) Own a "second home" in California, which will actuallybe your true residence.(c) Run an invisible business based in Pioche, Nevada.(d) Domicile the corporation used in Pioche in tax-free Wy-oming (to avoid the frequent-audit problem with Nevadacorporations).(e) Title your Lincoln LS with an LLC and obtain licenseplates from both New Hampshire and California.
If you follow all these steps, PT might stand for Pretty Thor-ough. (It might also violate a law or two in California so considerthe ramifications carefully.)

SNEAK-AND-PEEK WARRANTS

(Based on the FBI Law Enforcement Bulletin, February 1997) Ichecked this one out with several attorneys, who tell me this isone item they never heard about in law school. Basically, law-enforcement officers can obtain a sneak-and-peek warrant "whenthere is a legitimate need for the government to covertly uncoverinformation that could not be obtained through other, more tra-ditional means of investigation." Once obtained, the warrants areto be used within seven days. They are just as the name implies.Officers will enter surreptitiously and search for evidence thatcould later be the basis for a normal search warrant. The victimwill almost never know an entry has been made.



HOW TO DEAL WITH CLERKS AND TELLERS

First of all, dress like they do, or just a bit better. Source: JohnJ. Molloy, Dress for Success. No matter how convinced you arethat clothes make the man or woman, reading John J. Molloy'sbest-seller, Dress for Success, will make you even more of a truebeliever. To Molloy's book I add the following: If you are awoman, dress and act like a woman, emphasis on "dress" as inthe noun. If you are a man, and if getting others to accept yourrequests for privacy is high on your list of priorities, show upfreshly shaved and with a recent short haircut. Source: Me. Rightor wrong, I often refuse requests from anyone who draws atten-tion to himself or herself by outward appearance rather than byinward qualities of honesty, integrity, loyalty, and virtue. (I wishthey'd teach that in grade schools.)Next, when at all possible, deal with the opposite sex. This ap-plies to trips to the bank, the county courthouse, the utility com-panies, and to any other location where low-level clerks deal withthe public. If you are a woman, seek out a man. If you are a man,talk to a woman. Source: innumerable private investigators.

HOW TO DELAY THE SERVING OF A SUBPOENA

A subpoena is an order, usually signed by a notary public, toattend a legal proceeding such as a trial or deposition. A sub-poena duces tectum—Latin for "bring with you"—means you areordered to bring certain documents with you, which can be any-thing from bank statements to old love letters. The purpose of asubpoena is to force you to produce something you do not wantto produce, and/or to appear in a civil or criminal court casewhen that is on the very bottom of your "things-I'd-like-to-do"list. Although it is not correct to say that if they can't find youthey can't serve you, this process certainly can, and often shouldbe, delayed as long as possible, thus giving you time to thinkthings out.



(At this late date, don't do a Nixon and erase tapes, nor anOllie North and shred documents. If your tape, document, orphoto files need work, stop reading NOW and start erasing,burning, flushing, burying, encrypting, and shredding before thestorm clouds gather.)In a civil case, a subpoena can be delivered by a law-firmemployee, a professional process server, peace officer, or anyoneelse of legal age (in some countries, registered and bonded) ca-pable of making multiple attempts, able to correctly fill out theproof or certificate of service, and who can testify as a crediblewitness if the service is challenged.In a criminal case, service will be achieved if you acknowledgereceipt of the subpoena by telephone or mail, as well as in per-son. The way you identify yourself (should you ever want to . . .)is by name, date of birth, and driver's license number.Delaying service of a subpoena is not for amateurs. Beyond acertain point, if it can be shown that you willfully disobeyed it,the court can issue a bench warrant for your arrest. Now is thetime to call in an experienced shark, preferably of the speciesgreat white, bull, tiger, or oceanic whitetip. This lawyer willknow many sneaky tricks about serving subpoenas and will thusbe able to tell you how and up to what point you can delayservice.Now then, if service appears to be inevitable, at least takecontrol of where and when this is to happen. Don't get caughtunaware like Franklin K——from Cleveland. He owed his lawyermoney but he had a daughter's wedding coming up, so he choseto stall the lawyer and throw an elaborate wedding reception.The lawyer learned about this and decided to cause the greatesthumiliation possible to his delinquent client.At the precise moment Franklin stood up to propose a toastto the new bride and groom, the sheriff barged in and servedFranklin with a subpoena! Learn from this and if you fear youwill be served with a subpoena, do not attend a public gatheringwhere you may be known, and do not admit your identity to astranger.



If you are served, have your legal beagle bring a motion toquash. (You may have heard that the process server must touchyour face or body with the papers. Not true; he can just toss thepapers at your feet, or whatever.) Have him claim that servicewas improper and statutory requirements were not met.
When uncertain,Or in doubt,Run in circles!Scream and shout!



AN EXAM, A SECRET,

AND AN INVITATION

And life is what we make it. Always has been, alwayswill be.
—-GRANDMA MOSES

What follows is a true story, outlined in Street Sense for Studentsby Louis R. Mizell, Jr. A private investigator ran up a bill of$3,000 on this case without a single positive result. You, however,having read this book, are now equipped to solve the mystery.Ready?
FINAL EXAM

Becky was a twenty-nine-year-old medical student living alone inan off-campus residence. Her telephone was listed in anothername. She received the first call from a stalker at three in themorning."I follow you everywhere," he said. "I know your most inti-mate thoughts." He then proceeded to tell her things that no oneelse could have known.



Two nights later, he called again. "Becky, I saw you buyingeggs and pancake mix at the Super Giant yesterday. How didyou know that's what I like for breakfast?" Another night, hecalled to ask her when she was going to show him "the bra andpanties we bought at Neiman Marcus."Everything the man said was true, but how did he know?Becky had been constantly on the watch for anyone who wasfollowing her but had seen nothing suspicious.She went to the police, who were unable to help her. Worse,they steered her to an incompetent PI who took her money butdid not help her. She changed her telephone to another name—unlisted—and for a while the calls ceased. Then, three days be-fore Christmas, the telephone rang at two in the morning."I wish you'd get a female doctor—I don't like Dr. Johnsonlooking at my lady. Next time I'll give you a physical."Increasingly distraught, Becky flew home to be with her familyover the holidays. On Christmas morning, while the family was un-wrapping gifts, the telephone rang. Becky's mother answered. Thecaller asked to speak to Becky. When she came on the line, he said,"I'd like to unwrap you right now." She broke down and cried.Are you ready to solve the mystery? To assist you, here issome additional information:
• The stalker never watched her or followed her.• He had no accomplices.• He did not bug her car or her apartment.• He did not tap her telephone.• He did not clean her cordless telephone or her cellphone.• He did not use a computer in any way.• He did not contact anyone that knew her.• He did not mail from her mailbox.• He did not steal mail from her mailbox.• He did not get information about her from any otherperson.



Desperate, Becky went to a security company. When she de-scribed the problems she had been having, they recognized acertain pattern and—unlike the PI who charged $3,000—theyguessed the answer on the spot. All they had to do now wasprove it.They hid a camera near Becky's driveway and had an off-dutypolice officer monitor it from inside a van parked nearby. Justafter 4 A.M., a man parked a Volkswagen nearby. He then pickedup Becky's trash and emptied it into a plastic garbage bag he hadbrought along.The next item to be picked up was the thirty-one-year-oldman. He turned out to have prior convictions for burglary, drug,and sex crimes and had failed to report to his parole officer. Allhis information had come from Becky's unshredded trash.
• Cash-register receipts showed all of her purchases.• Her phone numbers came from discarded telephonebills.• The doctor's name was on an empty prescription-drugcontainer.
• The rest of the information came from other thingsBecky had thrown away: personal letters, class schedules,notes, and bills.

THE SECRET INGREDIENT

None of the information in this book will be of assistance to youunless you put the suggestions into practice. I urge you to startnow. Do not wait until you can find the time—you may neverfind it. Do not wait until you can "do it right," because that daymay never come.All successful persons can list one or more secrets for success.My entrepreneurial father passed on his own two secrets of suc-



cess to me when I left home to seek my way in the world. ("Tomake money, you must go where the money is," and "Never takea partner.") Earl Nightingale wrote an entire best-selling bookwith a single theme, The Strangest Secret. ("We become what wethink about.")Well, my secret isn't very strange. In fact, it's so obvious thatI fear you will disregard it:
For every desired action, set a date, and when the date ar-rives, just go ahead and do it. NO MATTER WHAT.

My rule does not have any rhythm to it, it doesn't evenrhyme, but it works for me and it will work for you. Here is theapplication: Make a list of what you wish to accomplish and seta date to complete each item. And when the time comes, justdo it. Decide on your level of privacy, then write down the sug-gestions you plan to follow and set a date for their completion.Your goal is never again to have your true name coupled withyour true address. Here is a short review:
• Obtain at least one ghost address and give this to yourout-of-town relatives, friends, banks, insurance compa-nies, utility companies, IRS, DMV, and everyone else.
• Disconnect your present telephone. Then have it recon-nected in another name. Get a cell phone in anothername.
• Order new checks for your bank account from a mail-order company and do not list your name on the checks,nor any address. Start with a high number.
• If you use e-mail, change to one of the free services suchas Juno.com or Stribmail.com and be discreet when fill-ing in the application blanks.
• If you are renting, move. If you are a homeowner, sell,then start over.



• Find a nominee. Order one or more LLCs so they willbe on hand when you suddenly need them.• Start an invisible home-based business if you have not al-ready done so.• Travel with a lower profile. Practice crossing into Canadaand Mexico. Look at every challenge to your privacy asan adventure. Get a life, have fun during the day, sleepwithout worries at night.
As this book goes to press, it is as up-to-date as I can makeit. However, some changes may have taken place before youhave this book in your hands. If you have access to the Internet,you may wish to check www.howtobeinvisible.com for any up-dated information. The password is ssndob, short for Social Se-curity number-date of birth.If you have any comments or suggestions, I would be happy tohear from you. When you address your letter, please do not startout with "J. J. Luna." Rather, address it using four lines in this exactorder:
Marrero and LunaApartado de Correos, 235626 Morro del Jable, LP de GCCanary Islands, Spain
Although I do not have the time to answer letters personally,all will be read. The best ideas will be incorporated into futureeditions of this book.Finally, if you remember nothing else, remember this: Donot, as long as you live, ever again allow your real name to becoupled with your home address. If you commit this to memoryand put it into practice, then you will be well on your way toinvisibility.
Yours faithfully,J. J. LunaFuerteventura IslandApril 2000
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