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How do you pick up the threads of an old life?
How do you go on,

when in your heart you begin to understand.

There is no going back,

- Frodo Baggins
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Foreword

Computing began its existence as a novelty in the 1930s with Konrad Zuse’s
Z-1, became a strategic weapon in the 1940s with Tommy Flowers and Max
Newman’s Colossus, and from the 1950s onward, a tool of business. We
have seen its capabilities and use, evolve through batch processing and time
sharing, to online real-time processing. The means of communicating with these
was via direct wiring through dumb and smart terminals, and eventually via a
network through personal computers.

Personal computers evolved in parallel, with the 1950 novelty Simple Simon,
through the 1970s, with the developments of A/fair and others who provided
a gaming capability for home players, and through the 1980s, when the per-
sonal computer came into its own as a business tool.

Networking, as we know it, really began in 1969 with the creation of 4 RPANet
and the connection of the four original players (UCLA connected September,
Stanford Research Institute connected October, University of California at
Santa Barbara connected November, University of Utah connected Decem-
ber). It was originally designed to be a fault tolerant network with the primary
imperative of reliability at its heart. ARPANet was never designed to be se-
cure or to be used for business. The Internet too has evolved from its early
beginnings as ARPANet, over the years, to become the world network which
links the people of every country. Trillions of dollars of business are trans-
acted over the Internet. Strategic activities are directed by the use of the Internet
as the main means of communications. Utilities and public services are con-
trolled via the Internet.



The power of computing has increased exponentially in concert with the re-
ducing costs until today: computers are now ubiquitous. The linkage of this
technology with the /nternet has made it possible for easy inexpensive com-
munication throughout the world. The availability of computers has made it
possible for millions of people to gain differing levels of expertise that were
impossible before. The positive result is that this technology serves humanity
in ways that no other has ever in the past. This service has resulted in reliance
on its use beyond anyone’s wildest expectations. The global information infra-
structure has become vital to economies all over the world: so much so that it
presents itselfas a primary target to terrorists and extortionists alike the world
over.

Andrew Colarik’s book is a timely and important work that addresses the
implications of'this dependence. Exploding a bomb can cause a huge effect,
but it costs a great deal to create and deliver. Conducting a computerized
attack can be just as disruptive (or more so), but costs practically nothing to
implement. Cyber terrorism looks at how attacking the Internet, and those
connected, becomes a force multiplier for those with an agenda, whatever
that might be.

The evolution of cyber-attack methods gives the reader an understanding of
where hacking began and how it has, and continues, to develop. We can
expect that there will be new attacks, and that committed people will find
ways to use these techniques to further their respective agendas. It is also
apparent that they can magnify the damage caused by distributing these strat-
egies to others, who will experiment with them and use them too.

The relative breadth of potential targets is addressed. The reader may be as
surprised as I was to learn of the many different and all pervasive systems and
networks that could be damaged or destroyed, all of which would negatively
affect those who depend on the services provided by them.

It is interesting to have a look at the various attack methods that have been
identified and documented. To be sure, there will be others, yet unknown, to
come. However, a pattern begins to unfold that is borne out by the evolution
of'these. That pattern is that the global information infrastructure is insecure.

The events in New York in 2001 have begun to bring home the idea that we
must protect the vital functions provided by the Internet and those connected.
Andrew’s book highlights the notion that we must better protect the global
information infrastructure, demonstrating why we must be prepared for the
consequences of new attack strategies.



Cyber Terrorism: Political and Economic Implications is a reference that
every executive should have read first, and then passed on to their subordi-
nates for them to read as well. The only way that the battle against this kind of
terrorism will be won is by education that not only covers organizational man-
agement and the technicians within who are responsible for information tech-
nology, but also the software and hardware providers. With a concerted effort
and commitment from all of us, the global information infrastructure can be
made safe from terrorists.

Dr. Henry B. Wolfe
University of Otago
October 2005

Henry B. Wolfe, PhD, has been an active computer professional for 45 years. He has
earned a number of university degrees, culminating with a Doctor of Philosophy from
the University of Otago (virus defenses in the MS/DOS environment). The first 10
years of his career were spent designing systems in the manufacturing environment;
the most notable was one of the first fully-automated accounting systems in the U.S.
The next 10 years of ever-increasing responsibility was devoted to serving in the U.S.
Federal Government, rising to the position of director of management information
svstems for the Overseas Private Investment Corporation.

In 1979, Dr. Wolfe took up an academic post at the University of Otago, and for the
past 20 or so years, has specialized in computer security (creating one of the first of
the few security curriculum in the southern hemisphere). During that period, he has
earned an international reputation in the field of forensics, encryption, surveillance,
privacy, and computer virus defenses.

He has provided advice on security matters to major government bodies within New
Zealand, and to Australian, Panamanian, Singaporean and U.S. government organi-
zations, and additionally to New Zealand businesses and the major New Zealand
Internet service providers.
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Preface

In today’s world, we are becoming more connected by communications and
information technologies than ever before. Telecommunication systems and
computers have global reach, transmitting voice and data digitally across
transnational borders. These systems support economic infrastructures such
as the energy and transportation industries, as well as all kinds of commerce
and governmental services. This global information infrastructure is the prin-
ciple foundation for the current integration of economies, cultures, and societ-
ies that is taking place throughout the world. It allows for the free flow of
thoughts, ideas, and life-changing events that are used in instilling a greater
sense of freedom and open democratic processes to people around the world.
Never before has there been so much access to so much information that is
available in a moments notice. These prolific capabilities have not gone unno-
ticed by developed countries, nor have they failed to harness their economic
benefits as a competitive advantage. They have also not gone unnoticed by
Western adversaries.

Information systems technologies are being used to make our lives more effi-
cient. Scales of economies are gained when inefficiencies and redundancies
can be reduced through the proper application of information technology.
However, such efficiencies have their consequences. Every day we depend
more and more on interconnected systems such as telecommunications; elec-
tronic banking; global stock markets; international traffic systems; water sup-
ply purification and distribution systems; electrical, gas, and nuclear power
production and distribution; radio and television; emergency services; and the
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list goes on. All ofthese infrastructures utilize information systems to manage
and distribute their services, and are the basis for creating large-scale eco-
nomic efficiencies in modern societies. By creating and maintaining reliable
core infrastructures, a society may then devote its energies towards higher
levels of efficient production, further development of innovation, and progres-
sive thought. When this is not the case, significant effort and resources are
instead deployed to continual damage control and repair, and as such, further
development is greatly diminished. In a paper written for the First Committee
on Disarmament and International Security (UNISCA) in December 02002,
Jonas Bottler, from the Delegation of Canada, stated “The more developed a
country is, the more it depends on the correct and safe work of all these
systems. Any intrusion, manipulation, sabotage, disruption or even destruction
on one of these networks or systems will have effects which go far beyond the
affection of only the attacked system itself.” Therefore, in order for developed
societies to maintain their economic superiority, they must secure their under-
lying infrastructures. When vulnerability does exist, history has shown that
competing forces will surely use it to their advantage and their opponent’s
disadvantage. It is for this reason that this book was written.

People and systems are vulnerable to the methods and processes they employ
to get things done. This is because they learn to trust their underlying suc-
cesses and apply this trust to future applications of their approach. There is a
clear link between the elimination of trust and the instillment of fear. It has
been proposed that the attacks of September 11" in 2001 (i.e., when the
World Trade Towers were destroyed, the Pentagon was damaged, the flight
over Pennsylvania was downed, and thousands perished) occurred as a result
of asymmetric thinking on the part ofthe terrorist group al Qaeda. When an
opponent is attacked at right angles to their traditional thinking methods, they
become vulnerable and unprepared for what is to come. This is known as
asymmetric warfare, and is becoming a terrorist’s first choice of attack, given
the opportunity. The use of jetliners as missiles never occurred to the passen-
gers and civil defense authorities alike until it was too late. It was simply un-
imaginable, and this notion has played a significant role in traumatizing many
who watched these horrific images. The application ofthe traditional applied
in a radically nontraditional manner both seems to be unimaginable and fright-
eningly real when it happens, especially when it comes to technology. Those
with the capability of asymmetric thinking have unforetold power to change
and shape the future directly and indirectly through their actions. It is asym-
metric thinking applied to technology that has become the countervailing power
to the global information infrastructure’s ability to enact social, cultural, and
economic change.
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Historically, power comes in many forms. It may be acquired through posi-
tion, such as being the head of an organization. Power may be acquired through
the application of someone’s personality, such as charisma and leadership
qualities. But ultimately, power is the ability to take action by employing posi-
tion, personality, and the control of resources. With respect to terrorists and
those combating terrorism, the amount of power through action is dependent
on three basic factors. The first ofthese is knowledge of ones self, including
ones abilities and short comings. For without such insights, any action taken
may result in limited success, which may not be capable of being sustained.
The second is knowledge of one’s opponent, which includes their methods,
strengths, and weaknesses. Doing battle without first understanding the capa-
bilities of an opponent is reckless at best, and could be fatal at worst. The
third is the control and application of resources that can amplify and focus
one’s abilities to act and/or compensate for one’s shortcomings in taking ac-
tion. Because westernized countries have such economic might, large amounts
of resources can be brought to bear as a force amplifier while lessening any
shortsightedness, or a lack of inherent aptitudes when confronting adversar-
ies. This author leaves it to the reader to judge the political and military activi-
ties of their own respective countries. However, conflict between competing
forces and the desire to have power over them is as old as civilization itself.
The desire to grow stronger and create a more powerful position to enact
change is ever present in an evolving world.

The adversaries that Western nations now face have shown a great aptitude
and patience for developing their member’s understanding of themselves
through education, military, and religious rigors. They have demonstrated a
desire to learn about their targets by studying their culture and methods while
living amongst them. Many of the hijackers in the September 11* attacks had
lived and studied in several Western countries in Europe and North America.
In fact, many held advanced degrees in a range of technologies. These terror-
ists have demonstrated that they can now use our own knowledge and tech-
nology against us to create largescale damage using relatively small amounts
of resources, and in doing so, turn our own methods and approaches against
us. The real question at hand is what can we do to stop them?

It has been said that information is power. Information is one of the West’s
greatest strengths. We rely on it as a primary foundation for supporting our
open, democratic processes. The dissemination of information provides citi-
zens of democratic countries with the ability to stay informed about their
government’s activities (good and bad), and to make decisions on a collective
basis for their own respective well-being and sustained futures. Accurate and
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timely information provides a distinct competitive advantage in all aspects of
living and governance. Information is, in fact, a commodity unto itself, as it is
regularly packaged, traded, and sold around the globe, affecting monetary
and commercial markets. As previously mentioned, the use of technologies
that facilitate the sharing of information, societies, and economies are becom-
ing closer, more familiar, and increasingly integrated, as their exposure to each
other occurs more and more each day. As such, the global information infia-
structure is both a tool for furthering Western ideals and ideologies, and is a
facilitator and target for those forces seeking to diminish its influence and
progress. Therefore, our reliance on the mechanisms, systems, and basic in-
frastructures that support the use of information is both subject to being used
for violence, as well as being a target of violence. Everyday technologies used
by hundreds of millions of people are now a new tool in the arsenal of terror-
ists, and this form of terrorism is known as cyber terrorism.

In the 1980s, it has been reported that the term cyber terrorism was defined
by Barry Collin to represent the convergence of cyberspace and terrorism.
Since that time, the term has continued to change in definition, and has had its
scope expanded to the point where it has become a wholly subjective term
that has lost its true focus (i.e., where true terror and cyberspace converge).
Other prominent authors and governmental actors have offered their defini-
tions, but most have lost the core connection to terrorism itself, and have
instead disconnected the electronic world from the physical world. In fact, the
term “terrorism™ has been hijacked by self-interests seeking an expansion of
their respective controls and power base by turning this term into a form of
fearism. This book seeks to establish cyber terrorism as it is applied to the
global information infrastructure and its use by terrorists for the creation of
violence and not just fear. It has become commonplace to label an aggressive,
nonviolent act as a form of terrorism, just as it has become commonplace for
a major computer disruption to be labeled as an act of cyber terrorism. Such
approaches diminish our ability to enact effective security measures and instill
mature responses when such true terrorism occurs. With over 20 years of
definitions, discussions, and debates over what cyber terrorism is and what
we should do about it, it is now here and aftects us all. It is now time to create
a real awareness of the threat of cyber terrorism so we can mobilize and focus
our efforts in creating a safer world dependent on using information technol-
ogy.

The notion that terrorists are ignorant and unskilled needs to change. With the
proliferation of the Internet, global reach by terrorists to potential target intel-
ligence, and its dissemination amongst their members and affiliated groups is
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now possible in near real time. This usage with the acquisition of additional
skills affords them the opportunity to master the underlying technologies and
infrastructures that may ultimately be used to cripple our own information in-
frastructure and facilitate future physical attacks against us. Accessing critical
information remotely is but the tip of the iceberg. Because we rely on these
systems to control utilities, govern financial institutions, utilize medical data-
bases for healthcare, and logistical support for military operations, terrorists
can institute widespread chaos as well as precision targeting through a host of
technology-driven attack methods. These new technologically skilled terror-
ists are providing the information and communication support for terrorist
operations. As their skills continue to increase (and they will), cyber terrorists
will commence assaults on high-value targets through the interception of con-
fidential communications, the modification of critical data resulting in physical
harm, and the denial of resources in times of crisis used in conjunction with
physical attacks.

This emerging domain will affect everyone as we are forced to change how
we utilize surveillance techniques and apply personal countersurveillance tech-
niques to everyday activities. Because terrorist groups such as al Qaeda have
demonstrated that they are capable of thinking outside our mental boxes, the
weapon of choice by the majority of governments and individuals must be
good intelligence (i.e., information) on terrorist activities in order to prevent
future attacks and preparing ourselves for any resulting consequences of such
attacks. Privacy issues and the rights of individuals to self-govern their infor-
mation will emerge as a result of poor intelligence and counterintelligence mea-
sures. In fact, if governments and organizations misapply these technologies,
they may actually cause sympathy for those labeled as terrorists. It is this
author’s sincerest belief that if left unchecked, cyber terrorism will become
the principle motivator for creating a culture of security in the Information
Age. This book was written to help create an awareness of the problem, and
its primary contributions to the domain of cyber terrorism consist of:

*  Therole of information technology in terrorism (Chapter I),

»  Identifies the various forms of traditional terrorism taking place in today’s
world as a foundation for its broad usage of cyberspace (Chapter 1),

+  OQutlines and identifies a simple progression from hacker, cracker, cyber
criminal to cyber terrorist (Chapter I1T),

»  Offers a focused definition of cyber terrorism that is strongly attached to
terrorism (Chapter I1I),
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¢ Identifies the foundational components of the global information infra-
structure and many of its core security services, mechanisms, and proto-
cols (Chapter IV),

*  Pinpoints many of the current modes of electronic attack and correspond-
ing vulnerabilities (Chapter V),

+  Puts forward a host of attack scenarios for key economic sectors and
individuals (Chapter VI), and

*  Proposes simple, preventative ideas designed to resolve many of the
core issues to securing the global information infrastructure from cyber
terrorists and cyber criminals alike (Chapter VII).

In short, it is the usage of'technology, and in particular the global information
infrastructure, by which terrorists communicate, coordinate, and facilitate their
initiatives, that this book addresses. It is a brief, designed to provide an over-
view of terrorist activities, and their evolving use of information technologies.
This book also provides the needed simplified details of our dependence on
information systems to begin a common dialog between all stakeholders for
creating rational initiatives. Finally, this book aims to propose ideas that ad-
dress many of the larger issues governing the protection of data and informa-
tion, rather than detailed solutions to any particular security area.
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Introduction 1

Chapterl

Introduction

Objectives of This Chapter

Learn more about recent terrorist atrocities.
Identify the main sponsors ofglobal terrorism today.

Comprehend the link between diminished terrorist attacks over time and
their need to create new venues/methods of global reach and devastation.

Understand the organizational link between terrorists and technology.

Begin to discover the importance of securing the global information
infrastructure.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited



2 Colarik

Terrorist Atrocities

Over the past decade, armed conflicts have occurred all over the world. In
Algeria, Islamic groups have attacked key economic targets, officials, and
foreigners. In Egypt, the Muslim Brotherhood waged an insurgent’s war that
has evolved to political participation as a direct result of a series of armed
defeats by the government. Ongoing independence efforts by Indonesian
islands, as wellas religious conflicts between Christians and Muslims within
Indonesia, continue to escalate. The most recent result in Indonesia is East
Timor, newly formed in 1999 after manybloody conflicts resulting inhigh loss
oflife. India and Pakistan have been warring in Kashmir, and have nearly gone
to nuclear war several times over this disputed region. As aresult of Sharia law
being implemented in Nigeria, violent clashes between Christians and Muslims
continue to escalate. Last ofthese is the Israeliand Palestinian conflict, which
has spawned a host of wars, bombings, and so-called regionalized violence that
has been used to justify violence movements around the globe.

The most notable and horrific ofthese attacks in recent history was when al
Qaeda hijackers flew jetliners into the World Trade Center towers, the
Pentagon, and crashed a fourth plane in a Pennsylvania field, killing nearly
3,000 people in total and causing untold economie, political, and social
damages. This single event on September 11*in2001 triggered the War on
Terror campaign, resulting in the removal of Taliban rule in Afghanistan, as well
as a major shift ininterventionist policies.

In2002, terrorists continued their assaults on Western targets. The nightclub
bombings in Bali, Indonesia by Jemaah Islamiyah (a group linked to al Qaeda)
killed more than 180 people. Inthe same year, Chechen rebels held a Moscow
theater, with hundreds ofhostagesiniit, for 3 days. During efforts to rescue said
hostages, more than 100 people were killed from the incapacitating gas used
in the rescue. In Istanbul, Turkey, suicide bombers attacked the British
consulate, an HSBC bank, and several synagogues, resulting in the injuring of
hundreds and the deaths of more than 60 people. Those terrorist groups
claiming responsibility are reported to have links to al Qaeda.

According to the U.S. State Department, in 2003, attacks occurred in
Afghanistan, Algeria, Belgium, Chile, Columbia, Cuba, France, Greece, the
Gaza Strip, India, Indonesia, Iraq, Israel, Italy, Jordan, Kenya, Kuwait,
Lebanon, Malaysia, Morocco, Pakistan, Panama, Peru, Philippines, Saudi
Arabia, Serbia, Somalia, Spain, Turkey, Venezuela, and the West Bank. These

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.
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included everything fromkidnappings, bombings, hijackings, politically moti-
vated murders, and nerve agent attacks.

In 2004, a bomb planted by an operative of Abu Sayyaf (an al Qaeda-linked
group) exploded, sinking a ferry in Manila Bay in the Philippines, which left 116
people dead or missing. In Madrid, Spain, coordinated explosions at three train
stations killed more than 190 people. Authorities suspect Amer el-Azizias the
mastermind, who has also been indicted in Spain for the September 11"
attacks. In Russia, 200 people, including children, were killed when at least 30
heavily armed hostage takers took over aschool. The deaths occurred when
authorities attempted to end the standoffand the terrorists open fired on the
hostages.

In 2005, three coordinated suicide bomb attacks exploded in London’s
subway system during morning rush hour, and coincided with the 31 G8
Summit being held in Scotland. These attacks resulted in the deaths of 56
peopleand over 700 injured. Two weeks later, another set of bombing attacks
occurred in the same transit system. These botched follow-up attacks resulted
in no direct injuries, numerous arrests, and widespread media coverage. In Bali,
Indonesia a suicide bomberkilled 25 and injured another 90 in arestaurant. The
attack is reported to be the work of'the al Qaeda linked group Jemaah Islamiah
(JI). Such attacks are designed to create lasting fear in the day-to-day activities
ofour dailylives.

The world is not always a safe place to live, and these types of violence are not
restricted to distant lands. Nor are they only committed by so-called revolu-
tionaries and religious zealots. Despite these decrepit acts, it should be noted
that the occurrences and frequencies ofterrorist attacks are actually diminish-
ing, while the media’s coverage of such events continues to rise. The ongoing
antiterrorist activities of most governments continue to be the cause for the
reductions. Additional reasons for the decline will be discussed inlater sections
and chapters.

State Sponsors of Terror

States that sponsor terrorismtake advantage of deniability. This long-standing
tradition has beenan effective means for antagonizing perceived enemies and
more powerful adversaries, while showing no active participation inany direct

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited



4 Colarik

attacks. Through providing training, logistical support, intelligence, and funds,
insurgences can be created that diminish the social and economic efforts of
maintaining a stable regime, as wellas a growing economy.

When insurgents strike at their targets, they may suffer losses and retreat in
order to fight another day. In many cases, simply by providing shelter and so-
called humanitarian support, state sponsors can provide the time needed to
reconstitute a terrorist organization’s reorganization, so that it may sustain
losses and recover from setbacks to come back stronger than before. This
asylum assistance in turn creates additional social-political support by minority
orrepressed peoples to support so-called freedom fighters with the legitimacy
of'state sponsorships, such as in the case of Lebanon’s hosting of the Palestinian
Liberation Organization (PLO)in 1971. As continued activities by the spon-
sored group become elevated in the public light, state sponsorships may
eventually lead to legitimacy, as is the case when a proclamation by Arab states
atthe Rabat Conference occurred, stating that the PLO was the sole, legitimate
representative of the Palestinian people (Brynen, 1990).

State sponsorship of terrorism continues today. The U.S. State Department
reported in 2003 that Cuba, Iran, North Korea, and Syria continued to show
little change in their positions regarding state sponsorship of terrorism. The
report goes onto state:

*  Cubaremained opposed to the US-led Coalition prosecuting the
global war on terrorism and continued to provide support to
designated foreign terrorist organizations and to host several
terrorists and dozens of fugitives from US state and federal
Jjustice. Cuba allowed Basque Fatherland and Liberty (ETA)
members to reside in the country and provided support and safe
haven to members of the Colombian Revolutionary Armed
Forces (FARC) and the National Liberation Army (ELN).

s Iran remained the most active state sponsor of terrorism in
2003 Islamic Revolutionary Guard and Ministry of Intelligence
and Security personnel were involved in planning and support
Jforterroristacts. Although Iran detained al Qaeda operatives in
2003, it refused to identify senior members in custody. Tehran
continued to encourage anti-Israel activities, both operation-
ally and rhetorically, providing logistic support and training to
Lebanese Hizballah and a variety of Palestinian rejectionist
groups.
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s North Korea announced it planned to sign several antiterrorism
conventions but did not take any substantive steps to cooperate
in efforts to combat terrorism.

*  Syria continued to provide support to Palestinian rejectionist
groups and allowed them to operate out of Syria, albeit with a
lower profile after May 2003. Syria also served as a transship-
ment point for Iranian supply of Hizballah in Lebanon, and
although Syrian officials have publicly condemned terrorism,
they continue to distinguish between terrorism and what they
view as legitimate resistance against Israel.

Other countries have participated in the state sponsorship of terror for
decades, and in some cases, for centuries. However, the U.S. government’s
interventionist policies regarding the War on Terror has given many regimes
pause for thought, especially when the subsequent removal of Saddam Hussain’s
regimein Iraq occurred, despite the fact that many countries and citizens were
against suchan action. As a result, new diplomatic avenues with previously
established state-sponsored terrorismstates are occurring on a global basis.
The short-term perspective ofthese states is changing and being mitigated as
to the outcomes of sponsorships. For manyregimes, today’sterrorist attacks
are no longer being considered a cost of doing business in order to pacify
minority religious and politicalinterests, because of the disruptive capabilities
that now exist.

Frequency of Attacks

The number ofattacks by terrorist organizations has actually decreased over
the last several decades, withmomentary spikes every4 to 5 years (see Figure
1). This is primarily because of organized efforts by the G-8 (i.¢., Canada,
France, Germany, Italy, Japan, Russia, the United Kingdom, and the United
States), members ofthe United Nations Security Council, and vested govern-
ment and commercial interests to reduce such threats in order to continue the
expansion of the globalization of social, economic, and political relations. It is
these growing ties that terrorists seek to diminish, disrupt, and ultimately
destroy in order to pursue their respective agendas. Because some govern-
ments have shown the willingness to pursue terrorists ona collective level, and
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Figure 1. U.S. State Department reporting of international terrorist
attacks
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many more have now increased participation in eliminating terrorist threats,
terrorists are now willing to escalate their destructive force and potential
damages by utilizing weapons that have a higher casualty rate or dramatic
outcome, while focusing on high value and/or symbolic targets (i.e., weapons
ofmass destruction, civilian infrastructure centers, etc.).

With the exception ofthe September 11 attacks and the London bombings,
most attacks have resulted in perhaps several hundred people or less being
injured and/or murdered. However, with the increased awareness and unprec-
edented cooperation taking place around the world to eliminate such attacks,
the pressure for terrorists to produce ever increasing dramatic and effective
results from their attacks are forcing terrorists and their state sponsors to seek
more powerful weapons of destruction. Where these terrorist organizations
cannot bring to bare their full destructive force, they may try to force a
government to overreact to their threats. Whena government institutes mea-
sures that appear tyrannical and oppressive in a manner that reduces or
eliminates established civil liberties, suchaction swells the ranks of sympathiz-
ers and supporters of terrorist causes. Such sympathy drives financial and
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political support, and self-justifies their initial assaults and destructive actions.
The mere threat ofa devastating attack can have a profound impact on modern
societies and economies alike.

Despite all the rhetoric coming from governments and terrorists alike, violence
is being rationalized in an immoral manner. Violent attacks are oftenjustified by
governmentally labeled terrorists claiming to be that country’s or religion’s
freedom fighter for a host of reasons. The fact of the matter is, the killing of
innocent bystanders in opposition for a cause theyhave no direct contribution
inis morally wrong. And yet, so-called righteous freedom fighters kill, maim,
and injure the true innocent in our societies. This just cannot be justified, as
freedom fighters do not kill children in their schools, attack humanitarian relief
efforts, or take action to prevent the self-governing of a country by its own
people. Unfortunately, it is the high visibility of these immoral acts that drives
the use of terrorist violence. Historically, terrorists tend to attack high-profile
targets for media visibility, key organizations and individuals that are moving
towards open, self-governing rule, and eritical infrastructures in order to disrupt
the normal flow of everyday life. This approachis designed to cause enough fear
and discomfort in societyand its leadership that their demands, reasonable or
not, are met because of pressures imposed by its citizens or subjects. Such
tactics have, and will be with us for quite some time. The key issue at hand is
inwhat form they may take.

The Role of
Information and Technology

Before a premeditated response to terrorism can occur, a better understanding
ofthe current modes ofterrorist organizations and terrorist networks must be
pursued. Terrorists are becoming more progressive and adaptive in their
organizational structures and communications, and timely information plays a
bigrolein just how effective an organization operates. Through utilizing the
globalinformation infrastructure and its underlying technologies, terrorists can
operate in a virtual electronic world that provides them with numerous
advantages for communication and coordination efforts, as well as assist in their
ongoing development and expansion efforts. In the following sections, a
discussion about these new capabilities and the resulting core issues will be
presented.
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Network Approach by Terrorist Groups

The current incarnation ofterrorist organizations tends to be more networked
and ad hoc. A network structure allows individuals, groups, and organizations
to flatten their lines of authority and control through the use of a web of
communication technologies, much in the same way that virtual corporations
operate. As a result, organizations can be more flexible and resilient due to
functional independence with operationally coordinated efforts (Ahuja &
Carley, 1999). Information is critical to the control and coordination of
networked organizations, and as such, the flow of information through commu-
nication channelsis both its greatest strength and its greatest weakness. Key
individuals innetwork structures therefore become the gateways and gatekeepers
for directives from higher authoritative individuals, and for the dissemination of
intelligence, skills, documentation, and supplylogistics throughout a terrorist
organization and its affiliates.

Networked terrorist organizations therefore rely on information as a means of
group cohesion. With regards to command and control, the lowest level of
controlis where informationis disseminated to all participants withequal access
to posted information and communications. Individuals may decide for them-
selves what is important and what needs to be acted upon, such as information
provided by Webssites, newsgroups, and postings such as formally declared
jihadsand fatwas. The middle level ofcontrol operates in a configuration similar
to aset ofhubs, where lesser individuals have access only to one or two hubs,
so that informational control can be exerted in the same way that a regional
manager directs a small group of people that have limited access to the rest of
the organization, but interact easily within their respective groups. The highest
level of controlis highly hierarchical with a clear chain of command. This is
whereanorganization’s strategy for cultivating sociopolitical movements, and
the power to enact its long-term plans, is channeled down throughits underlying
infrastructure.

Technology is the driving force behind networked, terrorist-organizational
structurestoday. Withaccessto the globaltelecommunications network from
nearly anywhere in the world, localized terrorist cells can transmit and receive
coordination and specialty communications from the middle tier of control.
They mayalso disseminate past activities and so-called accomplishments for
recruitment and movement validation purposes. Ifa cell proves its capabilities
and commitment, operational support information (such as tactical and con-
struction training materials) may be passed downwards to emerging cells.
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Because thisstructure is distributed, the loss ofcontact by one group does not
inhibit theactivities ofthe rest, even thoughit does diminish a potential resource
to the entire collaboration effort. In order to combat such astructure, armed
strikes against these types ofgroups must occur onlyafter good intelligence is
obtained, inorder to deduce the affiliations and true command structure(s). As
previouslystated, middle- and upper-leveloperatives are the key to controlling
adistributed terrorist organization, as well as dismantling it.

Inanarticle published in Forbes by Lenzner and Vardiin 2004, it was stated
that “al Qaeda previously has used the Net to circulate propaganda and
communicate with operatives. The terror alert in August, detailing al Qaeda
plans to attack financial institutions in New Y ork and New Jersey, came after
thearrestin Pakistan of Muhammad Naeem Noor Khan, a computer engineer.
Elsewhere, Abu Anas al-Liby, one ofal Qaeda’s ranking computer experts,
trained agents incomputer surveillance techniques, according to testimony in
2001 inthe Nairobi embassy bombing trial.” The logical extrapolations of these
insights meannot only are terrorist organizations using technology, they are
learning to exploit its full potential. So how do you fight and defeat a network
structure? In this author’s opinion, a network structure is needed to defeat a
network structure. As a result of the aforementioned understandings, informa-
tion such as intelligence, training, and logistical support must be used to fight the
use and exploitation of information technologies by terrorist organizations, and
anetwork structure involving multinational collaborations amongst govern-
ments and interested parties can be used to fight a network structure like al
Qaedaandits state sponsors. It takes little understanding to see that the world’s
telecommunications networks are both the source of today’sterrorist organi-
zations’ structure and coordinated capabilities, and also are the first effective
means for dismantling these organizations when used by coordinated govern-
mentsand societal organizations. Terrorist organizations are learning, growing
organisms. Theyunderstand that mastery ofthe underlying technologies that
make them successful will allow themto self-perpetuate themselves as well as
defeat the intelligence being gathered by the very governments hunting them.
Mastery or extinction is their only choice.

Main Issue and Problem:
The Global Information Infrastructure

The global information infrastructure is the foundational components and
systems that permit all sorts of digital data to be transmitted, exchanged, and
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utilized by computer systems and stakeholders on a global basis. It encom-
passes the telecommunications infrastructure, as well as all the services that are
facilitated by it, such as voice; cable, satellite and other wireless mediums; and
the Internet. Through the use ofsuch asystem, the world hasbeen able to share
thoughts, ideas, innovations, and belief systems in ways and at a speed that has
never been possible before. So why is this a problem?

First, new ideas that can be instituted quicklytend to create change faster than
people can adapt emotionally. The need to slow and control change comes
from this emotional insecurity or underdeveloped understanding of change
itself. Second, because we are now inthe so-called Information Age, informa-
tion, or more importantly access to useful information, is power. The power to
change anything that was previously well established on a regional or global
scale is but one well-received phrase away. It is this author’s opinion that this
has caused an even greater struggle to control the hearts and minds ofthe
peoples ofthe world. Third, large-scale efficiencies in our socioeconomic
systems have occurred as a result ofthe high connectivity of systems and people
alike. This will be elaborated throughout future chapters. Fourth, suchasystem
is distributed, and therefore managed by thousands of organizations and
millions of individuals throughout the world. Governing and standardizing a
system this vast isan evolutionaryprocess that comes from continuous conflicts
and collaborations. Fifth and last, securing such a system from criminals and
terrorists alike, given the previous four items, could take a lifetime if no
incentives are put forward. Cyber terrorismis one such incentive.

The use ofthis infrastructure by traditional terrorists has broad implications.
They may use such aresource for intimidation; to facilitate political strife or
economic gain, or to undermine an economy; assert demands for the creation
ofan independent state, and/or assist in the destabilization of regimes; as a
distribution channel for media empowerment of their activities; and for the
organizationofminority solidarity and subgroup confederations. A technosavvy
terrorist may use such an infrastructure for target intelligence, electronic
attacks, and most likely both inconjunction with physical attacks to increase
attack effectiveness and further the traditional goals ofterrorist organizations.
This causes acritical concern for those individuals, businesses, and govern-
ments that use it for communication and interaction, and willultimately force
changes to its daily and long-term operating environment. As a result, it is
always better to take aproactive approach to securing this system, rather than
areactionary one after people and entities havebeen irreversibly harmed. To
do this for the global information infrastructure requires leadership, direction,
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and focus for the creation of prevention, response, and resolution initiatives.
One major weakness that this author has discovered in reviewing the literature
oncyber terrorism s that this domain has lots of definitions, many opinions, and
few tangible, practical ideas. Perhaps what is needed is aset ofcore, tangible
goals for therest ofthe security world to begin working towards. Perhaps what
isneeded are contributors to the domain of cyber terrorism who bring withthem
ideas for solving the core issues. In the following chapters, this book will
attempt to make a contribution towards clarifying the domain of cyber
terrorism, its impact on the global information infrastructure, an attempt at
understanding the wider security and privacy issues, and put forth anumber of
initiatives that can help secure this infrastructure for everyone.

Organization of This Book

It is the issue of terrorism and its use of cyberspace that will be addressed
throughout this book. First, an examination of the power of terrorism in its
various forms and applications, at a domestic, international, and global per-
spective, willbe presented. This is followed by what cyber terrorism consists
of, and the evolution of computer hackers to this latest incarnation (i.e., a cyber
terrorist). One domain in which a cyber terrorist resides is the global informa-
tion infrastructure, and this will be examined. An essentialtool inthe prevention
process is aninvestigation ofany potential attack scenarios and attack methods
that maybe used for these ends. These will be offered, as well as some thoughts
for the prevention, response, and future policies that need to be considered to
combat cyber terrorism.

Final Thoughts of This Chapter

The previous sections illustrate the importance ofaddressing terrorism, and in
particular, the foundational infrastructure ofthe emerging domain of cyber
terrorism. Postindustrial societies, and in particular westernized countries, are
dependent on their information system infrastructures for communications,
coordination, and dissemination of daily operations atall levels. The disruption
ofinformationinfrastructures has been the goal of many an economic and/or
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political opponent, and is now emerging as the next battleground for the so-
called War on Terror, and terrorists alike. Competing countries and criminal
syndicates have developed sophisticated, information warfare capabilities, and
these capabilities may very well be transferred to terrorists via state sponsor-
ships and/or criminal purchase. By building an awareness of this emerging
threat, and proposing rationalsolutions that address the core issues, it is the
hope ofthisauthor that we may yet prevent serious loss oflife and/or diminished
quality oflife. The rest ofthis book is dedicated to this goal.
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ChapterIl

The Power
of Terrorism

Objectives of This Chapter

Create a foundationalunderstanding oftraditional terrorism in order to
applyits goals, methods, and means to cyber terrorism.

Identifythe key elements that comprise the term terrorism.
Understand the political orientation ofterrorism.
Become aware of many ofterrorism’sactors throughout the world.

Discernmany ofthe goals ofterrorist organizations.
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What is Terrorism?

There is no eyber terrorismwithout terrorism, period. Without a foundational
understanding of terrorism in its various structures and forms, one can never
fully appreciate its full exploitation of cyberspace. The true power ofterrorism
is fear enacted through violence. “Terrorism is anact and must be defined as
such” (Flemming & Stohl, 2000). It is the intentional act ofinflicting fear in an
individual, group, and/or societywith the intent to influence a wider audience.
It is said that there are two basic motivations inlife: the pursuit of pleasure and
the avoidance of pain. The focusofterrorismis to inflict such terror through
violence as to make people do anything to avoid the possibility of future pain.
Inthisrespect, a formofcontrolis exercised on unwilling participants.

InTitle 22 of the United States Code (18 CFR Section 2656f(d)), terrorism is
defined as:

The term ‘terrorism’ means premeditated, politically motivated
violence perpetrated against non-combatant targets by
subnational groups or clandestine agents, usually intended to
influence an audience.

If one looks closely at this definition, it can be recognized that the term
“noncombatant” is applied to the term target. Terrorists view all peopleina
society withinand without their borders as potentialtargets, and as such, do not
distinguish between combatants and noncombatants. This can be best illus-
trated by Osamabin Laden’s fatwa for the Declaration of the World Islamic
Front for Jihad Against the Jews and Crusaders, whichappeared ina British
newspaperin 1998. The article included the following statement:

The ruling to kill the Americans and their allies — civilians and
military — is an individual duty for every Muslim who can do it
in any country in which it is possible to do it, in order to liberate
the al-Agqsa Mosque and the holy mosque from their grip, and in
order for their armies to move out of all the lands of Islam,
defeated and unable to threaten any Muslim. This isin accordance
with the words of Almighty God. (World Islamic Front, 1998)
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At first glance, this appears to be a religious declaration of war. From a
Muslim’s perspective, it very well may be. Many within and without Islam have
labeled groups like al Qaeda as religious fundamentalists and extremists, for a
host of social, economic, and political reasons. But bin Laden continues to be
considered a hero by Muslims around the world, despite the fact that ongoing
terrorismhas caused extreme hardships due to military, political, societal, and
economic ruin everywhere it takes place. It isthisauthor’s understanding that
there are deeper, more elementary reasons for this support that move beyond
simple declarations and religious dogma.

In a journal article entitled The Psychological and Behavioural Basis of
Islamic Fundamentalism by Taylor and Horgan (2001), the authors state that
religious fundamentalismrefers to the maintenance of traditional beliefs through
a literal acceptance of the articles of faith as fundamental to a believer’s
behavior. Thisbeliefalso extends to the inerrancy ofthe particular religion’s
scriptures and a dutyto follow religious prescriptions, as these represent fruth.
Such fundamentalismisrepresented inall the world’s faiths. Modern interpre-
tations of these scriptures constitute a greater sensibleness inapplying religious
tenants in everyday life, even though the tendency towards secularism has
diminished these foundations over time. Asaresult, individual believers thatsee
theirreligion’s practices diminished are motivated towards fundamentalism as
ameansto insulate themselves from such influences. What is perhaps the most
misunderstood about fundamentalism s that the true believer strives to return
to the founding principles of the religion rather than become a backward
memberofsociety, as perceived by the nonfundamentalist. What this means,
inthe practical perspective, is that true believers seek the simplicity of thought
and emotional assuredness through the religion’s belief structure, while still
being able to function within modern societies. This is not always easily
accomplished.

A major conflict between a society and religion’s scripture occurs when the
believer is viewed as backward (i.e., overly fundamental) despite their indi-
vidual contributions to society. When enough believers come to see their
society asinadequate to their underlying scriptures and practices, theytend to
seek either seclusion, such as the Amishcommunities; the creation ofareligious
state, such as with many Middle Eastern and central Asian countries; or attempt
to change the state’s structure to adopt the religion’s moral codes, suchas with
the Taliban-ruled A fghanistan. In democratic societies, thesereligious underlyings
tend to be diffused by countervailing forces such as secularism and may result
in political extremism, which may eventually lead to armed conflicts if a
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compromise cannot be reached. It is at this point that the actualization ofthe
desired changes in the state and society by the religious fundamentalists
resemble those ofthe contemporary political radical. According to Taylor and
Horgan (2001), political radicals and religious extremists share the same
processes in achieving their goals (i.e., destabilization and overthrow of the
existing regime), and as such, are likely to establish working relationships with
each other in order to share knowledge and intelligence, despite that they
ultimately have different desires and outcomes. It should be noted that history
has plenty ofexamples where philosophy divergesat some point ina political
movement, resulting in excessive hardships for the citizens of toppled regimes.

The Islamic philosophy writings of Sayyid Qutb call for the empowerment of
those seeking to make religion the only moral authority that extends to all
aspects of life. This includes a nation’s government, and can certainly be
considered radical in modern times by Western countries and dictatorships
alike. The same could be said of Karl Marx in the creation of communist-styled
states, or the application of Charles Darwin’s writings on the policies of the
German society and the holocaust. Theresult ofthese writings being imple-
mented by so-called revolutionaries created death tolls in the tens of millions
throughout the world.

While terrorismhas been conducted for many different reasons, the current
focus ofthe world appears directed towards Islamic extremism, but the real
issue runs so much deeper than simple labels. Is it possible that what is emerging
as a radicalized version of Islamic philosophy is actually a new political
movement that threatens the established methodologies ofthe West throughthe
useofold forms of sustained conflict? Ideology and epistemology are perhaps
the most dangerous forces insocietal change, and it is this issue that creates the
momentum ofterrorismdespite the enormous suffering it causes. History has
and will continue to show that in the wake of destruction, it is ambitious, ruthless
leaders ofterrorist groups that seek to rebuild civilization in their own image,
regardless of what claims are made to justify the suffering. The claimofa small
group of people appealing to the larger group does not make it so, despite all
the accepted rhetoric. [tis inactions that the true orientation of intent becomes
transparent.

The threat of terrorismhas many forms, whichoperate at different levels of the

social, national, and international orders. To understand the impact of'terror-
ism, it is necessaryto first gain an understanding ofthe different applications of
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terrorismin achieving armed and social change. In the following sections, an
overview of terrorismat the domestic, international, and global perspectives
will be presented.

Domestic

Domestic terrorism is essentially terrorism directed at the terrorist’s own
country on his or her own particular people. “Terrorism must have a purpose,
one uses terror, violence, and intimidation to achieve an end. The systemof
government may use a system of terror to rule, and they would use fear and
subjugation to achieve these aims. Those opposing a government may use
terror to coerce public opinion to achieve theiraims™ (Tyler, 2002). Throughout
world historyand current times, there are examplesofdomestic terrorist groups
seeking a change in governmental policies, separatist movements, and the call
for an existing domestic government to be dissolved. There have also been
governments that used terror to come into and/or remain in power. In
Columbia, the Revolutionary Armed Forces of Colombia (FARC) and other
narco-terrorist groups have repeatedly responded to crackdowns by the
government’s military with terrorist attacks against civilian targets. These have
included car bombings (i.e., EINogal Club and others), murders ofantidrug
support personnel, and the kidnappings of foreigners and Columbians. Ac-

Figure 2. Francisco Franco
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cording to the U.S. Department of State, most indigenous terrorist and Muslim
separatist groups that reside in Indonesia, Malaysia, Philippines, and Thailand
are primarily focused on bringing about changes in their own respective
country. Inaddition, over the past three decades, the Spanish government has
continued to fight violent independence-minded Basques who are essentially
armed radical leftists, as well as right-wing extremists that desire the return of
the days ofbrutality that took place during the reign of Francisco Franco.
The use ofintimidation, political strife, and economic consequences to achieve
power and influence daily operations in the governing of acountry fallsinto a
terrorist’s or government’s use of terrorismin attaining domestic control. These
will be discussed in the following sections.

Intimidation

Change can be a very scary thing for some people, and when change is forced
upon groups not ready to accept it, domestic terrorism is one likely conse-
quence. One way domestic terrorists seek to bring about change is through
consistent intimidation ofcitizens and political officials alike. This intimidation
usually comes in the form of violence against select targets that are either
creating these unwanted changes, or against the beneficiaries ofthe changes.
When the Civil War ended, white supremacists groups like the Ku Klux Klan
began terrorizing African Americans with the burning ofhomes and the public
hanging ofindividuals. These attacks were intended to “put the negro in his
place,” and demonstrate that no government is going to tell “good, law abiding
citizens” how they are going to live. More recently in Bangladesh, a grenade
attack was responsible for the deaths of 13 peopleas aresult of an assassina-
tion attempt by Hikmat al-Jihad (HAJ) on Sheikh Hasina, who narrowly
survived the attack. Hasina is Bangladesh’s second woman to ever hold the
post of prime minister, and leader of the government’s opposition party. Ivy
Rahman, a women’s activist, was among those killed. For some groups,
terrorism sees women as agents of social change, and seeks to moderate or
eliminate their capacity to institute change through violent intimidation. Free-
dom of'thought and self-expression is not the only action terrorists seek to
control through intimidation.

Diversity, and the openmovement ofpeoples within and between nations, are
occurring moreand more every day. This, inturn, leads to a greater understand-
ing between nations and their citizens, at least for those thatsee a greater good
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fromsuchexchanges. However, this also involves changes in how we moderate
our prejudices and reconcile our pasts. As aresult of Egypt’s acceptance ofan
Israelistate in the Middle East, vacationing Israeli’s regularly run therisk of
being attacked by militants who seek to persuade the Egyptian government to
sever ties with Israel. Other extremist groups in Egypt seek to dismantle Hosni
Mubarak’s government because it is viewed as secular, and as such, is
considered illegitimate by a host of domestic terrorist groups. This fear of
multinationalism and so-called secularism can be a major motivation for
domestic terrorist efforts. During the occupation of the post-Saddam Iraq
rebuilding efforts, Iraqiterrorists have kidnapped Americans, Britons, Egyp-
tians, Indians, Italians, Japanese, Nepalese, Pakistanis, and a host of other
perceived invaders, and have successfully intimidated some governments to
withdraw from Iraq in order to isolate Iraq from the changes that these
participants have been working towards. Successful intimidation often
emboldens the insurgency, and is further supported by nationalistic pride in
unity, regardless ofthe means employed. It should not be underestimated.

Political Strife

Violence is not the only means for terrorist organizations to enact domestic
change. In many cases, terrorist groups have actively participated in the
political process asan additional form ofleverage to further their causes. The
Basque Homeland and Liberty (ETA) movement in Spain, Hamas in Palestine,
Kurdish extremists in Iraq and Turkey, the IrishRepublican Army (IRA), the
Muslim Brotherhood in multiple countries, the Tamil Tigers in SriLanka, and
many more, from their beginnings, have had political wings in order to
participate in and contest elections, as well as further so-called humanitarian
efforts towardsits owncitizens. These efforts are complemented by the military
wings ofthese organizations, which engage in armed combat, and have assigned
high-value targets for assaults and assassinations. Byhaving a division between
the politicaland military operations, the political leadership can claimthey had
no knowledge ofany given activity by the military branch, while being given
greater acknowledgment regarding any future consequences when positive
negotiations failto occur.

As anatural extension on the discussion of political wings, another area of
political strife resides in the democratic systems afforded most Western
societies. Religious and ethic minorities in democratic countries have the “right”
not to be assimilated by the collective, while actively participating in elections
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Figure 3. Hitler's SA

to further political change. Where religious and ethnicideologies meet, terror-
ists may utilize these intersectionsto have a larger, public political support base
to draw upon, and therefore tend to have greater political longevity. Where
public political support is not enoughto further their respective causes, groups
may invoke acts of terrorismand limited military actions to further their political
ambitions. This tag team approach, where the political arm steps back and
allows the military arm to act, and vice versa, creates long-term domestic
upheavals with considerable consequence. This is especially effective in
emerging or weak democracies suchas post-World War I Germany.

There is an argument that shows that some terrorism can result in a given
group’s leader holding the top political post, such as president or prime
minister. Adolph Hitler became Chancellor after first using the Sturm Abteilung
(i.e., storm troopers, brown shirts, etc.) to do his dirty work to “clean up
society” and remove any opposition that could threaten his political movement
upwards. Once Hitler had a firm hold on all aspects of the government, he
ruthlessly disbanded the SA leadership, and ultimately replaced it with the SS.
This is but one example of a democracy being politically moved into a
dictatorship through the use of terrorism.

Once ruthless terrorists get into power, brutality and social re-engineering
becomes the norm. Stalin’s gulags, Mao’sre-education camps, the extermina-
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tioncamps of Hitler, and Pol Pot’skilling fields ofCambodia are just some of
history’s more gruesome examples of radical political movements succeeding
in obtaining power and then going horribly wrong.

Economic Consequences

Domestic terrorism does not just deter tourists from visiting a given country. It
can effectively be used to inhibit business supplies and the natural flow of
customers, make the cost of doing business in a region so high that it is
commercially infeasible, and undermine confidence in an economy’s underlying
infrastructure. The result would be increased or excessive unemployment,
socialunrest, and monetary and market devaluations. Also, a given country’s
antiterrorism efforts add aninherent cost to supply and to maintain. Govern-
ment coffers are filled at the expense of the population it services, and as a
result, nothing provided is free. Such an environment is the breeding grounds
for more recruits to help change the domestic policies ofa country and seize
power to enact change.

While reviewing the domestic terrorism literature, legislative hearings, and the
like, the economic consequences are continually sited as a primary reason for
fighting terrorism. What is not sighted is just how much domestic terrorism costs
its citizens in specific economic terms. The cost to rebuild or repair a building
or damaged street, or replace a destroyed vehicle can be quantified. The
decrease of a country’s gross domestic product can be calculated. The
immigration, or the lack, of skilled people can be reported. The transfer of
investments and savings to locations outside a country canbe accounted. The
problem lies in connecting a series of activities with terrorist acts, while
discounting the effects ofcompetitive forces, poor management ofthe business,
legal and judicial environmental changes, and excesses by vested interests. It
hasbeen estimated that nearly 1.5 trillion dollars was lost in the aftermath of the
September 11" attacks, but estimates are all we have. It is this author’s belief
that while no one can truly quantify the value of a life, the true economic
consequences of domestic terrorismare either being ignored, being covered
up, or are simply incalculable. This is an area that must be further researched
and communicated to not only businesses, but the general populace, so an
awareness ofsaid consequences can be fullyunderstood.
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Global

The term globalization means enacting a process of interconnectivity and
interdependence at a global or worldwide scale. Whether this is conducting
trade, military force efforts, or establishing worldwide telecommunications, the
term involves a multitude of nations and interested entities. Asthe U.S. is
considered the primary driver of this process, the U.S. and its allies have
becomethe focus of terrorist groups that seek to inhibit sucha process. At the
same time, such organizations seek to utilize the globalization process to
expand their owninfluence, increase their access to resources, and maximize
the effect ofeach and every attack. There are several primary influences driving
the globalization of terrorism. These are media exposure, minority solidarity,
the development of extremist subgroups, and the formation of subgroup
confederations.

Media Empowerment

Martyrdom is yet another aspect to political change. It feeds discussions,
reflections, and future ramifications to peace. It is supposed to show the
ultimate resolve ofa group to pay any cost for obtaining their goals. Unfortu-
nately for those who have given their lives in a senseless act oftaking someone
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else’s life, it historically has only lead to the polarization and alienation of the
sponsors ofsuch acts when dealing with the existing governmental powers. The
immediate consequences of so-relabeled homicide bombings and the like are
protracted loathing ofthose who could encourage children, women, and men
to blow themselves up, or commit an act that kills innocent victims, while
extinguishing their ownlife. Thenotion that life is cheap and expendable actually
counters the notion that modern societies should acknowledge and respect any
group that encourages such acts.

Bombers willing to kill others along with themselves have occurred in many
eras. The most notable ofthese were the Japanese kamikazes, who did little to
change the war’s outcome, though theydid scare a lot of sailors. What appears
to be gained through these types of acts is an understanding that someone
determined to make a life and death statement is likely to be heard, butin most
cases only once. The message dies with the individual along with their victims
asaso-called last act of desperation.

The use of young Arabs or Asians blowing themselves up at checkpoints, bus
stops, and restaurants, only to be rewarded at Heaven’s gates, is nothing new.
What is encouraging more of this type ofattack is the high visibility it is being
givento audiences that will likely never be involved in one. The medialovesto
broadcast and report on such incidents, and with the global information
infrastructure, can do so on a moments notice. David Witzthum, the Chief
Editor of Israel Television, stated that the “media is itself a weapon ofthe
conflict—used by governments, rebels or terrorists alike, to achieve their goal
—whichisto show the effects ofterrorand violence. Their convictionis that
the actual effect ofterror is its representation in the media, without whichits
value and effect as weapon is meaningless and limited” (Witzthum, 2005).
Displaying the gruesome has, without a doubt, created a new power in the
arsenal ofterrorists. The more sensational, the more terror is inflicted on people
not exposed to such acts. In regions where such acts are readily occurring,
travelers and business interests tend to pick other areas of interest to pursue as
aresult. The media must accept their contribution towards these ends. In not
mitigating their responsibility, it also allows for a sense of solidarity to be
developed around the world when such acts occur.

Minority Solidarity

Throughout the 1980s, internal conflicts and limited civil wars occurred in
Algeria, Egypt, Syria, and Tunisia. The result was that the established regimes
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suppressed these conflicts, and many ofthe insurgent leaders fled to other
countries withinthe region, and to any Western countries that accepted asylum.
From these new locations, these leaders began establishing support structures
among sympathetic ethnic and religious peoples, while enjoying the new
protections of the new host country. Muslim Brotherhoods began to emerge,
and they effectively utilized Web sites and ethnic newspapers to report from
around the world anyand all violence against Muslims, inorder to incite, solicit,
and exploit a cultivated sense of powerlessness within the Muslim community.

Another source in the creation of solidarity has been the use of satellite
television, which allows preachers to promote cultural isolationism, civil
disobedience, and solicit individuals to adopt a unification strategy for a
particular faith or ethnicity. Listeners are encouraged to embrace the notion
that, while an individual may posses the credentials of a given nationality, their
true loyalty must be to their religious and ethnic roots. These broadcasts occur
insafe Western havens, while reaching people inremote and isolated nations
around the world.

Solidarity is not just an ethnic and religious phenomenon. Solidarity has cross-
dimensional aspects that solicit a broad spectrum of interests and socioeco-
nomic participants. Throughthe exploitation ofa sense of solidarity by a cross-
spectrumofminority groups within larger cosmopolitan communities, terrorists
havebeenable to develop fund-raising schemes, acquire educated and skilled
recruits, obtain logistical and intelligence support, and evenapply significant
pressures for the political suppression ofreactive governmental responses and
multilateral participations. Such solidarity cannot be underestimated as a
powerful mechanismto the fulfillment ofan extremist group’s agenda.

Extremist Subgroups

When it is considered that the world’s population is approximately 6 billion
people, even a small percentage of countercultural people can number in the
tens ofthousands ona global basis. Radicals, anarchists, religious fundamen-
talists, and insurgency groups are everywhere and in every form. These groups
come into existence when conditions within a country allow like-minded
individuals to share their discomfort while identifying with other like-minded
groups for inspiration. With the advent of the World Wide Web, ideologically
oriented extremist groups can display their doctrines, perspectives, and
agendas. It isthe acquisitionand acceptance ofthese groups’ ideasthat cause
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so many ofthem to appear indistinguishable from each other, and facilitate the
spontaneous creation of new groups as current events unfold. In 1995, four
Saudi Arabians admitted to being inspired by Muslim militant groups when they
attacked and blew up a U.S. military facility in Riyadh, which resulted in the
deaths of'seven people, even though they stated they had no direct association.

How individuals come to participate in these types of groupsisderived froma
concept that emphasizes the personal as the political. By participating in some
form, the individual learns to operationalize a group’s ethics. Within a group of
people, ethicalrules emerge from the collective. Groups tend to have weak
powers of discipline, and strong powers ofintegration and inclusion. Group
solidarity isusually displayed and actualized in initiatoryrituals and stages of
membership, and marked by espousing the shared values and ideals of the
collectivity. Byjoining a group, an individual seeks to have a functionin society,
and as such, plays a role in society through the group. It has been shown that
groupstend to operate more morally than its individual members, whichis a
scary thought considering what extremists groups have done in the past, and
what they are capable of doing in the future. Through basic societal processes,
extremist groups are able to solicit weak-minded people that feel a need to
belong and contribute as well as the recruitment of strong-willed individuals
thatseek to influence the direction ofsociety. These groups existas subcultures
within and without their own societies. As these groups extend their reach
outwards, affiliations and confederations will continue to emerge.

Subgroup Confederation

There islittle doubt that the global information infrastructure has facilitated the
sharing ofideas, knowledge, and coordination ofterrorist organizations, and
this will be presented in greater detail in later chapters. It has, in essence,
permitted the creation of a network of terror networks, and provides the
infrastructure for global criminal syndicates as well. The lines between politi-
cally motivated terrorism and criminal syndicates are ever increasingly being
blurred by similar processes. Where groups share vested interests in terrorist
outcomes, collaborations tend to occur ona global basis. Where groups do not
share outcomes, territorial issues come into play. Criminal organizations
generally do not want to see asociety thrown into chaos, as it disrupts business
as usual, and may very well facilitate the downfall ofterrorist organizations
operating in their self-proclaimed jurisdictions. Therefore, the creation of
confederations takes time, and requires the building oftrust between groups,
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Figure 5. Red Army Faction symbol

and may wellbe a point of exploitation that can be used by governments seeking
to disrupt such collaborative networks. Where common-interest groups do
collaborate, improvements in the acquisition and sharing of intelligence infor-
mation, training and skills acquisition, and material supply support canoccur.
An example of this is Italy’s Red Brigade, Japan’s Red Army, and West
Germany’s Red Army Faction, all of which collaborated with the Palestinian
Liberation Organization in the use of training camps and coordinated attacks,
suchas the seizure ofthe OPEC Summit meeting held in Viennain 1975. These
groups also continued to pursue their own agendas within their respective
countries while maintaining joint operations. It is therefore critical for govern-
ments to work towards breaking down these collaborations.

With the fall ofthe Soviet Union, as previously discussed, a void was created
inthe coordinationand support ofterrorist groups on a globalscale. Groups
such as al Qaeda have chosen to fill this void by specializing in bringing
disparate groups around the globetogether by providing funds, training, and
structurallogistics. It is groups like al Qaeda that are particularly dangerous to
modern societies, as they can incite a relatively small, powerless group of
people to emerge as awell-organized, coordinated, and skilled terrorist group
by facilitating the flow of resources from state sponsors. Additionally, by
encouraging the participation in various jihads around the globe by these small
groups, new skills are transferred, a renewed sense of trust and purpose
between groups is established, and added incentives and rewards are granted
to terrorist groups and their respective leaders for their so-called successes. In
this author’s opinion, this area is one ofthe most important aspects that must
be addressed in securing our world today.
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Final Thoughts of This Chapter

Fearofviolenceis averyrealissue, and must be addressed by all participants
atall levels ofasociety. Power, the quest for more power, or more importantly,
the lack of power will create dysfunctions throughout a givensociety, andina
globally connected world cause the spread ofthese dysfunctions as theywill be
reported by interested parties. It is a natural law that when a power exists, a
lesser countervailing power is automatically created. Thus, there willalways be
opposition to the status quo, and in some cases, this opposition will be violent.
How we, as a society, choose to resolve this opposition says volumes about
ourselves, and perhaps the likelihood of our future as asociety. The true test
of democracies lies in integrating subcultures into the mainstream, while
maintaining the unique contributions ofsuch groups. This must be embraced
universally at all societal levels ofa nation, or segregation, and its resulting fear
and hatred, is likely to occur. We, as a society, must be able to determine what
must be embraced and what must be discarded in as morala method as humanly
possible. Otherwise, we may create a new generation of terrorists, and diminish
the will of society to eliminate terrorism.

The domestie, international, and global aspects of terrorism have a host of
divergent beginnings, and as such, have no one approachto pacifying any given
terrorist’sactivities. Inall cases, terrorist groups that take innocent life have no
regard for the concept of self-determination, except when considering their
own desires. Anyone who believes in and supports such groups has a basic
societal dysfunction that is longitudinal (i.e., skewed) to modern democratic
societies. Inthis author’s opinion, these dysfunctions are breeding widespread
support for anever-evolving formofextremism, resulting in the widespread
proliferation ofviolent acts. As aresult, the threat ofterrorismis evolving faster
than modern societies seem to be able to compensate. So serious is this
problem, thatat the G8 Summit held in France in2003, anaction group of donor
countries was established to provide any willing country seeking to combat
terrorism, with the supporting resources to enact financial, immigration, cus-
toms, arms trafficking, and law enforcement programs, including efforts to-
wards cyber surveillance and cyber security efforts.

From this point on, the role that information technology plays in facilitating
terrorist goals, agendas, and activities shall be presented. In the following
chapters, the focus ofthis book will be on the use of the global information
infrastructure and in particularthe use of cyberspace by terrorists.
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Chapter 111

Cyber Terrorism
Evolution

Objectives of This Chapter

Beginto discernthe connection between terrorismand technology.

Understand the evolution from hackers to crackers, crackers to cyber
criminals, and cyber criminals to cyber terrorists.

Identify the key elements that comprise the term cyber terrorism.
Become familiar with the support role that a cyberterrorist can bring to
aterrorist organization.

Understand the potential collaborations between criminal organizations
andterrorist groupsin attaining cyber skills.
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Introduction

Coined by William Gibson in his 1984 book Neuromancer, cyberspace is
referred to as the virtual realm ofelectronic communications allowing commu-
nity interaction, and information storage and retrieval. Cyberspace continues to
evolve, and so does its exploitation by all interested parties. A subset of
cyberspace is a particular classification of science fiction known as cyberpunk.
Cyberpunk deals with the exploration ofthe impact that cyber technology has
on society. Today’s cyberspace is no longer science fiction, but instead has
become an integral aspect of modern societies, and extends beyond conven-
tional theorizing. Cyberspace is here, now, and must elicit consideration
beyond fantasy, hype-oriented media channels, and naive so-called intellectu-
als. One noteworthy component ofcyberspace is the Internet.

In anexaminationofthe supporting infrastructure impacted by the World Trade
Towers attack, in /nformation, technology, and coordination: Lessons
from the World Trade Center response, it was stated:

From the beginning, the Internet worked when other networks
Jailed, providing telephone and text messaging service to key
City officials, supporting emergency management applications,
and keeping citizens informed of progress. (Dawes, Birkland,
Tayi, & Schneider, 2004)

This is quite remarkable, considering the enormity of damage inflicted by the
subsequent collapse ofthe buildings, and the state of organization ofthe public
and private sectors in the vicinity. This communication channel allowed a
reduction in panic while resources were brought to bear. For without it, the
panic and fear derived from these attacks well could have been far greater.
Now remember, terrorismis about inflicting fear through violence. Eliminating
asupporting infrastructure, even for a short period oftime in a physical crisis,
reveals an inherent weakness in our dependence on that infrastructure, and
furthersthe goal of creating fear and panic. The supporting nature of cyberspace
makes it a potential target as a force multiplier when combined with another,
future physicalattack.

In a statement reported to Hamid Mir of the Ausaf newspaper, Osama bin
Ladensaid, after the September 1 1" attacksthat “hundreds of young men had
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pledged to him that they were ready to die and that thousands of Muslim
scientists were with him and who use their knowledge in chemistry, biology and
ranging fromcomputers to electronics against the infidels.” Since this statement
was printed, it has beenreported that:

*  Encrypted, detailed plans for destroying airliners were on Ramzi Y ousef’s
laptop computer.

*  Osama bin Laden’s aides utilized encrypted e-mail to transmit the
September 11" attack instructions to Mohammed Atta.

+  Supervisory control and data acquisition (SCADA) system Web sites
have been accessed by al Qaeda members in order to gather intelligence
on these potential targets. (SCADA systems are used to monitor and
control utility equipment such as power and water distribution systems).

+  AlQaeda-owned computers were found to have structural and engineer-
ing data associated with dams.

*  Khalid Ibrahim, a member of the Pakistani terrorist group Harkat-Ul-
Ansar, is known to use social engineering methods to gain information on
hacking into U.S. military networks.

+  AlQaedaprisoners, during interrogations, have stated their intentions to
use computer network tools to further their goals.

These are the clear beginnings ofterrorist organizations becoming aware of the
use and exploitation of information technology. It would appear that there is
definitely adegree oftechnological skill to terrorist operations, and they must
not be underestimated. Also, terrorist organizations have shown that they are
capable ofnot onlyutilizing technology, but ofturning it against us (i.e., turning
jetliners into missiles). In this chapter, an examination ofthe basic evolution of
a cyber terrorist shall be presented. This evolution begins with a very brief
history ofthe computing industry and the emergence of networking. This, in
turn, will introduce the concepts of hackers and hacktivism, crackers and
cracking, and thenan introduction to cyber crime. From this foundation, a cyber
terrorist role in support ofterrorism will be offered.
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Bits and Chips

From the times of'the Colossus project at Blechley Park in England, and the
development of the electronic numerical integrator and computer (ENIAC),
computers have utilized vacuum tubes and electro-mechanical controls, and
filled up large rooms. These machines were not only the first great leap forward
incomputing; they operated inisolation and secrecy in the early 1940s. Inthe
1950s, computers such as the Universal Automatic Computer (UNIVAC),
began making their way into the business community as business machines
performing data processing. With the incorporation oftransistor and integrated
circuit technologies, computers beganappearing inlarge business and govern-
ment facilities as mainframes in the 1960s. Integrated circuit developments
allowed computers to become smaller and faster, while the invention ofthe
modulator-demodulator (MODEM) allowed digital computers to communi-
cate via standard analog telephone lines. It was the development of the first
dynamic randomaccess memory (RAM) chip and the first microprocessor that
began anew eraincomputing in the 1970s with the creation of minicomputers
and microcomputers. When these were coupled with the newly created
Advanced Research Projects Agencynetwork (ARPAnet), the Internet began
its early evolution towards its current incarnation. Services such as messaging,
e-mail, Telnet (i.e., a protocolservice for controlling computers remotely), and
filetransfer protocol (FTP) for transmitting filesbetween systems, were now
available to a limited number ofpeople covering a large geographic area. These
developments continued to increase throughout the 1980s and 1990s, resulting
in more powerful processing capabilities, smaller physical sizes, expanded
telecommunication connectivity, and a more robust network withthe establish-
ment of the National Science Foundation network (NSFnet) infrastructure.
New protocols and standards were established for thenetwork of networks as
millions started surfing the World Wide Web in the 1990s.

Over the past decade, whole new innovations in digital technologies have
propelled the usage of networks into every aspect of business and government
operations. These operations have their own particular agendas including
profit, societal governance and control, and ultimately, possession and power
over information in this so-called Information Age. Thesenew technologies
have changed the way societies digest information, and as a result, affect how
new knowledgeis formulated. Essentially, knowledge is anunderstanding of
the informationacquired fromthe leaming experience, and if this experience is
shaped, predicted outcomes can be the result.
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Because society has, and continues to struggle with the methods and conse-
quences of controlling information, self-interested parties continue to assert
their perspectives on the development and use of cyberspace by various means.
Controlling this new medium allows one to control the flow of information, and
therefore gain some additional measure ofpower over society. As previously
discussed, a power that exists automatically creates a lesser, countervailing
power, and cyberspace with all its stakeholders is no different. This central
realization creates a host of countervailing and exploitative entities such as
hackers, crackers, cyber criminals, and most importantly to this text, cyber
terrorists.

Hacking and Hactivism

For over 20 years, this author has witnessed every possible politically moti-
vated definition of just what constitutes the term hacker. In the early days of
computing, hackers were considered more interms ofbeing atechnology geek,
rather than some evil computing force that destroys systems. The term hacker
encompasses programmers that enjoy exploring the limits of computer tech-
nologies. This includes everything from games, business applications, landline
and satellite communication systems, and networks of everykind.

Traditionally, hackers saw themselves as innovators and activists for the
improvement ofthe industry, and sought the elevation oftheir prowess amongst
self-reported peers. They examined software and systems for bugs and
weaknesses, most often without the permission ofthe owners, and at their own
expense. They developed solutions for free distribution known as freeware and
shareware. Hackers readily published their results amongst academic journals
and nonacademic venues alike (though some now institutionally established
hackers would disagree with this perspective). In many cases, they reported
their findings directly to the business interest in question in hopes that improve-
ments would occur, and continue these activities today.

Atthe core of many within the hacker community, it is thought that all software
should be free or at least relatively inexpensive after it was developed, creating
the notion ofopensource software. Any individualor organization that seeks
continued returns from their software were/are considered greedy by the
hacker community. When software companies began making enormous profits
fromthe computer industryas a result ofthe coding foundations of many unpaid
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hackers, a fundamental split in the hacker communityon the whole occurred.
Persons ofnonutopian perspective began to emerge as disruptive, destructive,
and exploitative towards these profiteering business and governmentalinter-
ests. Through their activities, these hackers brought about punitive conse-
quences upon the hacker community as a whole. It became necessary for
businesses to promote the development ofnew laws, and the enforcement of
existing laws, to prevent unauthorized entry and theft of proprietary informa-
tion, as wellas to prevent the interruption of on-going business efforts and
services. In an effort to distance themselves from these persons, the hacker
community created the term cracker, and this term will be discussed in the next
section ofthe chapter.

While there are still many in society that insist on combining the term hacking
with cracking, what truly separates these two groups is legal activism. Through-
out the Internet, one can find countless manuals on legal hacking, showing just
where the legal lines reside, and these manuals make it abundantly clear not to
cross them. The reason for this legal line is founded in the basics of data
communications. The very nature of communications requires an initial hand-
shaking between the two connecting systems. Fundamentally, this is the
equivalent of two people initiating a conversation by first asking in what
language they will be speaking, and what rules will be adhered to during the
conversation(i.e., protocol). This means that the initialization phase between
two systems is an open dialog, and subject to observation (i.e., modern
eavesdropping). Other systems, such as Web sites, have stored files in the
open, as these are required for requested services and functions of connecting
and/or serviced systems (i.e., Webservices lookup tables, etc.). Thesetoo are
subject to a hacker exploring their structure and contents. Inorder touse the
services available through an Internet service provider, a user must be granted
certain access rights within a system. The use ofthese rights to view resources,
itself constitutes /egal hacking, as access was granted as a subscriber of the
service. Where hacking crosses the line into cracking is when files are modified
or copied without implied permissions. This author advocates checking with a
lawyer before believing anyone as to what is the current version of legal
hacking, as this line changes as a result of judicial rulings and prosecutor
activism seeking to expand on existing law through the courts.

What lies behind a hacker’s motivation for exploring the capabilities ofa system
is founded in personally challenging his or her skills, as well as arationalized
element ofactivism. Hactivism (i.e., hacking combined with activism) is the use
ofcomputing resources in alegal manner to solicit societal change. One very
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interesting and well-established development in the realm of hactivismis the use
ofeyber sit-ins to forward social activism. A form ofelectronic civil disobedi-
ence, these sit-ins solicit large numbers ofInternet users (i.e., sometimes up to
10,000 people) to visit a given Web site or Web facility at a given time,
simultaneously. This effectively causes a quasi-legal distributed denial of
service attack onthe targeted facility. Because there are so manyuser requests
ofthe targeted facility occurring at the same time, service is disrupted and/or
prevented to anyone else attempting access. In many cases, the organizers
distribute software to participants that target specific services to be made
unavailable during these joint visits. Generally, participants in cyber sit-ins
come together to protest some activity in the physical world such as a war,
legislative proposals, and other societal and political agendas.

This domain (i.e., hacking) continues to shrink in scope as computer software
licensure agreements, copyright laws, and national security legislation continue
to restrict the use of'software and communication systems for nonspecified
purposes. Licensure agreements state that the software is owned by a given
company, and as such, the user must agree to the terms and conditions before
permission is granted to use it. What this means is that the agreement to
restrictions, such as the decompiling of the software’s source code, may be
deemed a breachofthe agreement, and potentially a violation of civiland/or
criminal laws. Also, legislation such asthe Digital Millennium Copyright Act of
1998 makes it a crime to:

*  Bypassantipiracy mechanisms built into commercial software.

*  Manufacture, sell, or distribute software-copying devices that crack copy
protection mechanisms.

The act also makes an Internet host system responsible for licensing fees of
content distribution by its members (i.e., music downloader sites like Napster),
and requires them to remove copyrighted content from their users” Webssites.
There are, however, some exemptions to the cracking of protection devices as
amatter of research in product interoperability and penetration testing, but
these are severely restrictive, and are still being carefully reviewed by the
hacking community for legality as ongoing court cases establish precedence.
Ultimately, the hacking community will continue to explore areas that have no
established legal consequences, while leaving illegal activities to the crackers.
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Crackers and Cracking

Building upon the basic skills acquired as a hacker, crackers have and continue
to explore the “opening up” of computer systems for their particular desires.
Crackers enjoy the challenge of breaking into forbidden structures to acquire
whatever prize is waiting as a result of their skill. The desire to break an
encryption algorithm, disable a game’s antitheft mechanism, or even create
tools that provide an unfair advantage over other participants in an online game
are but a few examples of cracker activities. Regardless of the legal aspects of
cracking, these individuals carry forward many ofthe socialrationalizations of
hackers to justify their exploitation ofincomplete, weak, and/or commercial-
ized systems.

One area that crackers excelinis destructive testing. This termis used literally,
inthat crackers break protective mechanisms and bring down weak systems.
Destructive testing has a social value in that attention by interested parties is
usually given to weaker systems only when they are disrupted orbroken. The
evolution of the software security industry has been in response to ever
increasingly sophisticated attacks against computer and networked structures.
While this is by no means arationale for illegal behavior, crackers tend to view
destructive testing more as a public service than a criminal act.

Another carry over from the hacking domain is a discontent ofprofiteering and
anticommercialization. The notion that companies should reap the lion’s share
of profit from the work of others troubles people in all societies. Crackers
actively decompile software to decipher the inner workings of protection
mechanisms, document these mechanisms for future cracking efforts, and
release the cracked version of the software to the whole of the Internet and
traditional sales venues. Throughout much of Asia, cracked versions of
software such as Microsoft’s Office, popular games, and many others are
available for pennies onthe dollar in storefronts. This is one area that crackers
cross the line and enter the ranks of cyber criminals for the widespread
distribution of cracked products, and will be discussed in the next section ofthis
chapter.

The most distinguishing aspect of crackers that impacts the whole of the
computing industry is the development and global distribution of exploit
engines. Anexploit isa piece of software that exploits a known vulnerability in
another software package, which can then be used to hijack or disable the
package in order to enact some other end result. Imagine that a company
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employs a firewall hardware/software solution at their Internet connection
point. Now, a firewall’s function is to hide the internal network’s Internet
protocol(IP) address from the outside world, control the flow of data packets
through various ports (i.e., logical data communication channels) in both
incoming and outgoing directions, and control programaccess through these
ports. Evenifthis firewall was properly configured and installed, it may still have
anunknownweakness withinits core programming. A hacker or acracker may
discover this vulnerability and notify interested parties as to how to penetrate
the firewall. What may happen is that an exploit may get created, specifically
designed for this firewall, which requires very little skill in deployment (i.e.,
script kiddies) and may be used to bring down and/or penetrate the firewall.
Additionally, this exploit mayallow its user to customize the desired outcome
once the firewall has been accessed. Because exploits are usually widely
distributed and made readily available to anyone wishing to use it, this particular
firewall brand and its subsequent customers are in real trouble. The net result
is that the firewall’s manufacturer has a reliability problem, a commercial
liability issue that must be resolved promptly, and a public relations nightmare
requiring fast mobilization to prevent competitors from taking their market
share, while millions of Internet junkies download and use the exploit to access
and disrupt networks. The manufacturer will effectively need to create a fix
quickly to eliminate the vulnerability that may require a firmware or software
update. Suchascenario is happening on a daily basis throughout the world.

The production ofsoftware is far from flawless. In many cases, vulnerabilities
are published by the manufacturer before a widespread attack has occurred in
order to announce that a software patch is available to correct the problem.
These announcements are intended for system administrators to access the new
patchorupdate, and install it on their respective systems. When these patches
are not installed, exploits that have been created for a given patched vulnerabil-
ity can be used to create havoc throughout systems connected to the Internet
and/or other connected systems (i.e., private networks such as banking
ATMs). The Code Red wormvirus is a classic example ofusing a known buffer
overflow weakness in systems that had not been patched by system adminis-
trators. As a result, over 250,000 server hosts were penetrated and tempo-
rarily disabled. This easily could have been far worse ifthe Chinese program-
mers had decided to do more than simply order the hijacked servers to launch
adistributed denial of service attack against the U.S. White House’s Web site.
The computer skill levelneeded to use most vulnerability exploits is relatively
low, while the skill to develop one can be quite high.
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Cracking computer systems requires various skill sets in hardware, software,
and networking environments. These foundational skills can initially be learned
through university-level course work, scores of self-help books, and alot of
personal practice time. Once a cracker achieves a high level of expertise in
breaking and breaking into systems, what then are these skills used to
accomplish? It is this author’s opinion that a major divergence occurs within the
cracker community at this point. One group continues on illegally challenging
systems for personal glory and social activism, while a smaller group turns to
the exploitation of their skills through being employed by or creating criminal
organizations.

Cyber Criminals and Cyber Crime

Wherever there are robust societies, opportunists will emerge with less than
honorable intentions. Crime is nothing new, and the world ofcyberspace will
continue to have its fair share. A crime is considered to be anunlawful act, and
iffound guilty of committingone, results in some form ofpunishment. Computer
crime is considered by most governments to be committing anunlawfulact with
a computer. Cyber crime is not so clear, and is often considered computer
crime bydefault. Cyber crime may consist ofthe acts discussed in the preceding
cracking section, the selling or transport of contraband in cyberspace, the theft
ofproperty including people’s identities, and a host of other offenses deemed
inappropriate by societies and governments alike. Thisis a pretty large net that
is cast to catch criminals that use cyberspace to commit crime. In reality, the
larger the impact on societal and business interests, the more resources that will
be brought to bear on cyber crime.

Throughout the 1980s, there were some verynotable, high-profile cases that
caused businesses and governments to institute new laws and enforcement
policies. These included:

+  Three West German spies penetrating the computer system at the
Lawrence Berkley Laboratory. These spies acquired confidential elec-
tronic documents on the Strategic Defense Initiative (i.e., Star Wars), and
semiconductor designs. The thieves were apprehended after astronomer
Cliff Stoll noticed the computer intrusions and conducted his own inves-
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tigation, resulting in the arrests ofthe spiesand the publication ofthe story
entitled The Cuckoo's Egg.

*  Thefirst so-called hacker celebrity, Kevin Mitnick, emerged after a series
ofstunningaccomplishments resulting in his subsequent arrest and convic-
tion. These exploits included the theft of intellectual property, and the free
use oflong distance telephone service, as well as the reported deletion of
his criminal record from police and court systemrecords.

In more recent history (1998), thieves using cyber stealth techniques pen-
etrated U.S. military computer networks over a number of years, which
resulted in the downloading ofalarge number of*sensitive technical files.” The
so-labeled Moonlight Maze investigation by federal authorities tracked the
thieves as far as Moscow, and they have not been apprehended to date. In
2003, Romanian cyber criminals penetrated the National Science Foundation’s
SouthPole Research Station, and enacted a blackmail scheme that consisted
of a demand to be paid off or the station’s data would be given to other
countries. Once the threat was validated, Stationofficials had to temporarily
shut down the penetrated system. This was the same system that controlled the
Station’s environmental controls ina-70° Fahrenheit harsh environment.

Ina 2002 report by the Center for Strategic and International Studies, James
Lewis states:

Emphasizing the transnational nature of cyber security issues,
the last few years have seen the emergence of highly sophisticated
criminal gangs capable of exploiting vulnerabilities in business
networks. The aim is not terror, but fraud or the collection of
economically valuable information. Theft of proprietary
information remains the source of the most serious losses.

What this means is that cyber criminals have become well organized, highly
skilled, and have been targeting specific assets to sell. It also means that in order
to reduce or eliminate such activities, a multilateral approach involving
countries from around the world is required as criminal organizations that
exploit computer network technologies tend to ignore national borders.

Because cyberspace encompasses multinational jurisdictions, cyber criminals
circumvent prosecution by operating in countries that have either weak or
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nonexistent computer crime laws, or lack the resources for strong enforcement
of'suchlaws. The ease in which a computer crime can be committed is in stark
contrast to the lengthy process ofacquiring permissions to accessing transac-
tion and tracking information from all systems participating in the chain of
events, as well as deducing what actually transpired and from where. As a
result, governments from around the world have established cooperative
treatiesand conventionsto facilitate the enforcement of cyber law inan attempt
to discourage and prevent cyber crime. These agreements are designed to
promote the creationof consistent computer crime law, provide for coopera-
tiveinvestigations, encourage the enforcement of these laws, and provide for
extradition when these laws are broken. As aresult, jurisdictional issues are
diminishing as these efforts move forward.

The G8, which consists of Canada, France, Germany, Italy, Japan, Russia, the
United Kingdom, and the United States, established the High-Tech Crime
Subgroup in 1997. The group’s purpose was to develop comprehensive,
substantive, and procedural computer crime law so that no safe haven would
exist for such perpetrators. In 2001, the Council of Europe Convention, and in
2002, the Commission ofthe European Communities established computer
crime articles in an effort designed to control the growing threat ofcyber crime.
Inaddition, ongoing efforts continue to reduce this threat through the Organi-
zation of American States and the Asia Pacific Economic Cooperation to
implement laws and enforcement procedures consistent with the rest of the
world. However, finding out that a cyber crime has happened and actually
doing anything about it is no simple process.

The process of catching cyber criminals can be lengthy, complex, and requires
time and patience. Setting the cross-jurisdictional and transnational issues of
cyber investigations aside, there are effectively three standard methods to
catching cyber criminals. The first ofthese methods involves the use of audit and
transaction logs which all networked computer systemcomponents maintain to
back step the electronic path ofthe cyber criminal in hopes ofobtaining their
origination point(s). Law enforcement would then proceed with physical
aspects of investigation involving interviews, telephone traps and traces,
ongoing surveillance, and the confiscation and application of computer foren-
sics in order to establish a case history to prosecute. The second method
involves the creation ofan attractive target known as ahoney pot. People tend
to follow the path ofleast resistance while being attracted to interesting or
valuable items. Honey pots allow system administrators and law enforcement
to provide an easily accessible target to potential cyber criminals, while
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hopefully having stronger security measures in other parts oftheir systems.
When an intruder enters a honey pot (i.e., acomputer server trap designed to
entrap an intruder), transaction monitors and alarms detect the intrusion and
track allactivities of the intruder. This is generally the initial phase oftracing the
individual to their point of origin, as well as of providing agreater understanding
asto the intruder’s intentions. From this point on, traditionalelectronic and
physical investigation techniques can be employed to locate the individual(s)
involved in the intrusion and/or theft. The last method is to utilize electronic
monitoring devices such as the Carnivore system. What systems like Carnivore
do isto intercept all Internet communications that flow through the monitored
system. This includes Web browsing, file transfers, issued protocol commands,
and e-mails. When these “boxes™ are attached to an Internet service provider’s
server, the monitored user’s Internet activities can be recorded for further
analysis and/or prosecution. In most cases, judicial authorizationis required
and specific user accounts are identified for surveillance, but not inall cases.
These three methods are essentially what cyber cops have to work within the
electronic frontier, excluding socially engaged entrapment techniques.

Lawenforcement and governmental legislatures ultimately determine the label-
ing of criminals and the applicationoflaw ona given individual’sactions. Where
this delineation occurs is dependent on current events and society’s particular
focus. As withthe migrationof hackers moving into the community of crackers,
cyber criminals with suitable incentives and motivations can be encouraged to
move into the cyber terrorist arena. So where do we draw this line between
cyber crime and cyber terrorism? Are we actually interested in focusing our
current efforts onidentifying and punishing terrorists? Such a delineation must
not be a matter of external factors by simply relabeling or reclassifying an
individual’s actions. In this author’s opinion, becoming a cyber terrorist
requires the adaptation of a terrorist group’s goals, and as such, must become
anew classification operating on a different paradigm of cyber crime, and this
will be discussed in the next section of'this chapter.

Cyber Terrorism and Cyber Terrorists

Throughout academia, business, and governmental arenas, multiple perspec-
tives on the hype or validity of the notion of cyber terrorism have been
considered and published in conferences, journals, white papers, and commis-
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sionsalike. The difterences in perspective have their origins in defining exactly
what should encompass the activities ofcyber terrorism. These definitions have
included everything from the convergence of cyberspace and terrorism to
“severe economic damage™ (Denning, 2001). The truth ofthe matter is that
because no such legislatively defined meaning exists, the domain is open to
debate, dispute, and ultimately, ambiguity.

Similar to any industry, new conceptsare applied to previously discussed areas
inanattempt to further define and develop the concept. Some are accepted
while others are wholly rejected. Ina 1998 report by the Center for Strategic
and International Studies entitled Cybercrime, Cyberterrorism,
Cyberwarfare, Averting an Electronic Waterloo, one of the first com-
monly accepted definitions for cyber terrorism was put forward. Cyber
terrorismcan be defined as:

Cyberterrorism means premeditated, politically motivated
attacks by subnational groups or clandestine agents, or
individuals against information and computer systems, computer
programs, and data that resultin violence against noncombatant
targets. (Center for Strategic and International Studies, 1998)

In 2004, before the Senate Judiciary Subcommittee on Terrorism, Technology,
and Homeland Security, the Deputy Assistant Director ofthe Cyber-Division
ofthe FBI Keith Lourdeau defined cyber terrorism as:

a criminal act perpetrated by the use of computers and
telecommunications capabilities, resulting in violence,
destruction and/or disruption of services, where the intended
purpose is to create fear by causing confusion and uncertainty
within a given population, with the goal of influencing a
governmeiit or population to conform to a particular political,
social or ideological agenda. (Lourdeau, 2005)

The main problem with these two definitions is that both view anindividual as
a cyber terrorist. This means that if an individual does not like what a
government is doing, and inresponse decides to communicate this disagree-
ment by changing a government department’s Web page in a manner that elicits
fear in someone viewing it (i.e., fear is being considered violence), that
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individual isnow a cyber terroristas a result oftheir political inclination and
illegal computer actions. There are many historical accounts of people trying to
make a nonviolent political assertion (i.e., by legal or illegal means) that causes
people insociety to shudder in fear. Modern societies must clearly distinguish
between the fear that may be caused by an individual’s political orientation or
assertion, and any physical violence enacted. Otherwise, societies may never
evolve or overcome outdated ideologies, and spend enormous effort on
symptoms instead of root causes.

The whole antiterrorism movement is predicated on the notion that there are
organizations actively working to injure and killinnocent people throughout the
world. Inthis author’s opinion, aclear linkage between these organizations and
an individual’s computer criminal activities must be established before labeling
anyone a cyber terrorist. As simplistic as this may sound, before we as citizens,
businesses, and governmental organizations can take focused, directed action
against cyber terrorism, we must first clearly identify just what our target is
going to be. This author proposes a compromise definition of the previous
definitions as follows:

Cyber terrorism is a premeditated, politically motivated crimi-
nal act by subnational groups or clandestine agents, against
information and computer systems, computer programs, and
data, that results in physical violence, where the intended
purpose is to create fear in noncombatant targets.

Working from this definition, accidental hackers, individual crackers, and
financially minded cyber criminal individuals and organizations would not be
considered cyberterrorists. Also, attacks againstcombatant targets would fall
outside this definition, and instead would be considered cyber warfare. Sucha
definitional scope for cyber terrorismdoes not, however, alleviate any criminality
under current laws, nor excludes computer crime as serious, but such criminal
acts must be tied to physical terrorism. Simply put, new cyber terrorism law
must distinguish between past computer criminal acts by incorporating physical
violence as an outcome perpetrated by terrorist organizations. Once this is
resolved, initiatives towards eliminating it can begin to be developed, and if
possible, help secure systems fromall categories of computer crime.

To further this point, Deputy Assistant Director Keith Lourdeau stated: “As our

nation’s economy becomes more dependent on computers, and the Internet
becomes anincreasingly more integral part of our society, new digital vulner-
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abilities make U.S. networked systems potential targets to an increasing
number of individuals including terrorists” (Lourdeau, 2005). What this means
is that by working to secure cyberspace in general, additionalmechanisms will
be put in place to prevent terrorists from attacking this infrastructure. But
before anyone can defend against a cyber terrorist attack, one must examine
the potentialtargets, attack methods, and the overallusage ofthe infrastructure
by terrorists. The last ofthese, in part, is what will be discussed in this section,
while the remaining items will be brought forward in future chapters.

Communication, Coordination and Information Sharing_

The global information infrastructure provides the ability for terrorists with
great distances between them to communicate via voice (i.e., landlines,
satellite, and voice over Internet protocol), file transfers, electronic mail, and
chat sessions. Groups may also use Web site postings for activity dissemination
and recruitment. Because terrorist groups can now operate in a distributed,
networked structure, communication technologies have become a critical asset
to these organizations. Within individualterrorist groups or cells, members can
operate over greater geographic regions, performing independent tasks while
having the capability ofmaintaining frequent communications that are required
inthe support ofterrorist tasks and operations. Because any given terrorist
organization binds its members to its long-term goals (i.e., state collapse,
injuring aso-called great evil, etc.), a group can maintain its identity without a
shared locationthrough the use of communication technologies. Inaddition,
informationalaccess to similar groups, methods, and technical knowledge can
be accessed via public networks to supplement an individual or group’s
capabilities or insights.

Whenalliances between groups have been created, more specific logistical and
technical information, and shared knowledge canbe accessed directly between
cell leaders. This shared access may be segmented and/or restricted by
individuals higher in the command structure for security and control purposes.
Segmentation minimizes the likelihood of the entire structure being compro-
mised either through intelligence gathering or betrayal. At this distributed cell
coordination level, cell leaders can share resources, intelligence, and coordi-
nate objectives, as well as communicate directives between each other. It
should be noted that over time, these collaborative relationships will either be
strengthened by the value of shared assets, or diminish whendivergent interests
or limited assistance capabilities occur.
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The control over terrorist groups and/or cells is maintained by transmitting
orders from the respective leadership down the chain of command, while all
members transmit information and intelligence upwards to important individuals
inthe structure. This essentially creates a dynamic, robust systemthat provides
the foundation for coordination efforts and feed back from its members’
activities (see Figure 6).

Through aneffective communication and control structure, terrorist groups can
coordinate individual member efforts, facilitate resources that allow for the
basic maintenance of the group, and make available specialized skill sets to
allied groups. The skills required for utilizing this basic communication structure
are not very advanced if circumventing surveillance techniques is not required.
Even with the additional use of encryption to hide the content of various
communications, these types ofindividuals would be considered cyber assisted
terrorists, and can easily be trained by conventional education methods. The
moment that eavesdropping, audit trails, trace routes, and other origination

Figure 6. Command and communication structure
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detection tools are employed by government agencies, specialized skills in
computer science and network technologies become required to hide critical
aspects of terrorist communications and electronic transactions. These cyber
terrorist skills will be presented throughout the rest ofthe book as the global
information infrastructure and cyber attack scenarios are o ffered.

Activity Dissemination

Without a public audience, terrorismis limited and rendered impotent to all who
arenot directlyaffected. Aspart ofaterrorist group’s ongoingactivities, the
brazen display of its criminal acts are facilitated through the use of Web sites,
newsgroups, and the like. These postings may be controlled by terrorists, or by
those who are willing to post such information for “public” consumption (i.e.,
sympathizers and exploiters). According to the AntiTerrorism Coalition’s
(ATC) Database of Terrorist Web sites and e-Groups at http://
www.atcoalition.net/, there are over 1,000 Web sites, e-groups, and forums
that support the promotion and dissemination ofterrorist activities. The ATC
was one ofthe first public organizations to track and document these activities.
Asaresult oftheir systematic identification ofthese sites, the ATChas provided
avaluable tool for businesses and governments to systematically shut down
these sites for abuses in user agreements and violation oflaw.

Some Websites seemto be the first to offer the public the most gruesome of
terrorist organizations’ acts. The display ofthe beheadings and executions of
Ala al-Maliki, Barea Nafea Dawoud Ibrahim, Eugene Armstrong, Jack Hensley,
Ken Bigley, Fadhel Ibrahim, Firas Imeil, Khaled Abdul Messih, Kim Sun-il,
Lugman Hussein, Murat Yuce, Nick Berg, Paul Johnson, Robert Jacob,
GeorgiLazov, and manyothers have been initially posted as ameans of creating

Figure 7. Video threats and beheadings
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terror inthose viewing them. In fact, many a news channel has downloaded such
videos and used them in national broadcasts. The basis for uploading such
videos is quite simple once you have acquired the video footage. Either the
initial footage was recorded on a digital camera, and this file was directly
uploaded, or the video is run through a conversion process that digitizes the
content. This in turnis uploaded to the Web site and made available forall to
see.

Throughout much ofthe second Iraq war, several ofthese beheadings were
uploaded to Web sites hosted in Malaysia, which are reported to have links to
al Qaeda. These uploads have records associated with their transactions, and
as such, the source location of the upload can be determined. With the
proliferation ofcyber cafes and free wireless networks, such tracking has its
limitations and further investigation requires additional intelligence. It should
also be noted that the owners and the operators of such Web sites have some
serious explaining to do before government investigators providing jurisdic-
tional restrictions have been eliminated. Unfortunately, the nature of the Web
allows for transnational maintenance of Web site content. Therefore, all that
can effectively be done is for such sites to be shut down, and their operators
beinvestigated, which is what happened with the Malaysian sites.

Cyber Terrorist Tasks

Cyber terrorists exist today. The Osama bin Laden Crew (OLB Crew) is a
group of self-proclaimed cyberjihadists. This group is reported to have been
founded in 2000 by Abdullah Quraischi, an al Qaeda member living in Europe.
The group’s activities have consisted o fthe creation of dozens of Websites and
forums that provide information on gun making, explosives manuals, as well as
large-scale recruitment promotions and propaganda (AntiTerrorism Coalition,
2005). Remember, the overarching concept about cyber terrorism emerges
where terrorismmeets cyberspace. As previously stated, this takes the form of
facilitating the underlying communications and control infrastructure of terrorist
organizations, and also includes the dissemination ofa group’s activities, as well
as the facilitation of knowledge exchange. But this is only the beginning in
understanding what a cyber terrorist does (i.e., reported and unreported), and
may yet still do.

In general, a cyber terrorist willuse the global information infrastructure to
gather intelligence on potential targets by accessing both public and private
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systems by whatever means necessary (i.e., external break-ins, insider assis-
tance, as an employee, etc.). Once a high-value target has been established, a
cyber terrorist may facilitate or enhance the effect of a physical attack. For
instance, the disabling ofemergency medical service (EMS) communications
prior to blowing up a commercial building would be considered a force
multiplier ininstilling public fear and furthering anyresulting injuries. With more
and more ofour lives falling dependent on computerized, networked systems,
a cyber terrorist also has the ability to attack high-value targets remotely.
Imagine that a cityofficial is having open-heart surgery. This official’s blood
typeis stored in a medical database. What would happen ifthis blood type was
remotely changed and this change went unnoticed? This is but another example.

Much of the focus being expressed by concerned interests about potential
attacks by cyber terrorists is inregards to SCADA systems. SCADA systems
are used to monitor and control utility equipment such as power and water
distribution systems. The loss of statewide power grids, the contamination or
disruption of water distribution, or the deliberate opening of a dam’s flood
waters are but additional targets that have been penetrated in the past, and may
in the future be employed by cyberterrorists to cause harm. The fact that there
have beena multitude of proposals to electronically connect these systems on
anational scale only creates the potential for additional widespread havoc.
These and other critical infrastructures will be further expanded upon in future
chapters.

Final Thoughts of This Chapter

Inthis chapter, the evolution ofthe cyber terrorist and how they maybe of use
to a terrorist organization was examined. Additionalskills and capabilities will
be brought forward in future chapters. But how a persongets to this level of skill
and beyond is but one halfofthe issue. Why someone would work so hard to
get to this point onlyto be destructive is the other half. In this author’s opinion,
the nature of progressive societies is to challenge the status quo. The culture of
hackers and crackers has evolved from this notion. From their cultural
foundations lie many ofthe skills required to move into criminal and terrorist
activities inthe cyber world. Competing for financial gainis one thing, but trying
to destroy one ofthe sources of power that canbe used to bring about change
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isanother. Oris it that the global information infrastructure is just a vehicle that
will be metaphorically packed with explosives and driven to its destruction
taking as many lives with it as possible?

Thereare two primary differences between criminals and terrorists in cyberspace:
the transfer of knowledge about these systems, and the destruction of'the
system. No self-respecting criminal would gladly share their acquired knowl-
edgeinorder to create a potentialrival. This cannot be said to be the same for
acyber terrorist. Because oftheir ideologies, the sharing and transfer of skills
and abilities is not only encouraged, but may very well be a fundamental
requirement in furthering their respective causes. No self-respecting cyber
criminal would hand the keys of a vehicle to a cyber terrorist knowing that their
source of income is about to be taken on a one-wayride. Itis thisauthor’s hope
that the vested self-interest of hackers, crackers, and cyber criminals to
maintain their continued contributions and/or exploitations ofcyberspace will
not allow their skills to be easily transferred to terrorists. However, once these
skillsare transferred (i.e., perhaps through purchase or deception), they will be
documented and proliferated quicklyto terrorist groups throughout the world.
This needed awareness is one ofthe main motivations for writing this book.
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ChapterlV

Global Information
Infrastructure

Objectives of This Chapter

Identify the major components of the global information infrastructure.
Beginto understand how communication network technologies are bring-
ing the world closer together.

Come to understand the growing dependence that societies and busi-
nesses have on this infrastructure.

Discover the services, major mechanisms, and protocolsthat are used to
secure the globalinformation infrastructure.

Realize that the task of securing the globalinformation infrastructure is an
evolutionary process.
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Introduction

Networks come in many forms. A network is essentially the connecting oftwo
or more entities with the ability to communicate. Utilizing a multitude of
telecommunication technologies suchas the public switched telephone net-
work (PSTN), public switched data network (PSDN), cable television (CATV)
network, and orbiting satellite networks (i.e., commercial and military), people
from around the globe can communicate and share information virtually in an
instant. The real-time services that this infrastructure provides include regular
telephone calls, video conferencing, voice over Internet protocol (VOIP), and
ahostofotheranalog, digital, and multimedia communications. Connecting
these networked systems and facilitating their communications are high-speed
switches, routers, gateways, and data communication servers. Combined,
these technologies and infrastructures comprise the global information infra-
structure (GII), which is primarily used for the sharing of information and data.

This infrastructure serves communications between communities; business,
industrial, and distribution interests; medical and emergency services; military
access; as well as air and sea traffic control systems. It also facilitates the
coordination of peoples’ activities and shared knowledge. As a result, the
systems and subsystems that comprise the global information infrastructure are
more often being designed and upgraded to create an interconnected, hetero-
geneous (i.e., consisting of dissimilar components), and distributed network of
networks, which are becoming interdependent on each other (see Figure 8).
While the economics of this unification may seem to be the primary motivation,
it is where people’s interests are concerned that there tends to be an economic
focus.

In this author’s opinion, the only rational understanding for this increased
interconnectivity is that such a network of networks has incredible value in
unifying peoples of different national, cultural, and ethic origins for their
particular own self-interests. It serves as the foundation for a whole new level
ofcommunication between people and their specific interests. This hasnot gone
unnoticed byterrorist organizations.

For terrorist organizations that are founded in an isolationist or minority
radicalism orientation, the global information infrastructure presents an in-
creased challenge to their ability to hold on to control of their respective
territories, as well as the hearts and minds ofthe people they wish to preside
over. They will continue to encounter more unity between nations and govern-
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Figure 8. Simplified global information infrastructure
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ments as our respective cultures share knowledge and ideas. The neteffect will
be that terrorists will increasingly become marginalized by the vast majority of
peopleiftheir ideologies do not have ashared, cultural value with the people
they purport to serve while such a unifying global system exists. Therefore,
radicals ofall sorts will seek to bring harm to such a shared resource when it
doesnot work to theiradvantage.

In order to better understand the capabilities that a cyber terrorist hasand the
potentialimpact onour day-to-day lives, an overview of the major telecommu-
nication technologies employed within the global information infrastructure
must be briefly presented. These include the role that telephone systems,
satellites, and the Internet (i.e., circuit switching, packet switching, and mobile
networks), and so forth, have in communications and will be presented
throughout this chapter.
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Telephone System

Alexander Graham Bell created the Bell Telephone Company in 1877. Since
this beginning, talking to people has never been the same. As the telephone
infrastructure evolved and incorporated computer technologiesto facilitate the
placement and routing of calls, so too did its standardization evolve, and
eventually come toa consensus among telecom providers. What emerged was
anarchitectural standard known as the Signaling System 7 (SS7) communica-
tion protocol. SS7 is used to support all calls made within a system, and
between multiple public switched network systems. The protocol provides call
addressing, callrouting, and call handling based ona series of quality of service
parameters suchas traffic loads and security requirements. This standardization
brings with it a common base for telecommunication systems to communicate,
but italso provides the consistency needed to begin exploring any weaknesses
within such systems.

As previously presented, telecom carrier intrusions are nothing new. Com-
posed ofeircuit and packet switched networks, anintruder may by a variety of
means obtain the original source code for a carrier’s operation support systems
(0SS) inorderto develop a meansto exploit the OSS. Inexploiting a potential
weakness in the OSS, a telecommunications system can be penetrated, and
access to connected components and information can thenbe used to reconfigure
the OSS and/or monitor transactions going through it. This provides an intruder
with the capacity to reroute a callthat is intended to go to alegitimate entity to
one designated by the intruder and/or provide a means for remote eavesdrop-
ping of communications over landlines or mobile and data channels. In the
practical sense, this means that a call that is placed to aknown entity, such as
local law enforcement, may in fact be routed to a criminal seeking to prevent
the authorities from responding to a call for help. The person at this new
receiving locationmay thenpresent the appearance of being a policeman, take
the call and all the details fromthe caller, put the caller at ease by telling them
help is on the way, and then politely hang up. While such a scenario is unlikely
insecured, highly developed telecommunication systems, the same cannot be
said of lesser-developed countries, or telecom providers that take security
lightly.
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Landlines

Eversince Cyrus Field laid the first transatlantic telegraph wire, transnational
communications have enjoyed extensive usage. With more than a billion
reported landlines in existence today, and nearly half of these having been
installed in the last 10 years, more people and systems than ever before are
communicating. Telecom carriers have o ffered wired “landlines” to businesses
and residents alike for some time. Traditionally, multiple phones required
multiple lines. As wire technology improved, it became possible to use different
parts of the wire’s transmission frequency to provide multiple services on the
same wire, such as having regular telephone service combined with a digital
subscriber line (DSL) for high-speed data transfers. With the advent of services
such as call waiting and forwarding, calleridentification, group calling, video
conferencing, and data transmissions through the packet switch data network
and integrated services digital network (ISDN) for digital services such as
videotext, telex, telecommunication credit cards, and the like, these physical
lines are needed and relied upon more everyday.

Data Transfers

Computers store and process digital data and information. Part ofthis process-
ing is the communication and electronic transfer of data. For practical pur-
poses, a data communication system transports data between users, user
devices, and data terminal equipment. When data transmissions occur over
analog lines (i.¢., telephone lines), an initial conversion fromits digital format
into analog is done via a modulator-demodulator (modem). This, in turn, is used
to impress data onan analog carrier wave that is altered to carry the digital data
stream. Because transmission lines are being used ina manner that maximizes
their capacity, multiplexers (MUX) are being used to share these communica-
tions lines for multiple uses. MUXs accept lower speed voice and data, and
combine them into one high-speed stream for transmission. Because ofthese
technologies, traditional voice communication systems are being displaced by
alldigital systems as increased demand for dual data transmissions on the same
line continues.

A critical technology in digital telephone networks is packet switching. Mes-
sages and/or data streams that are to be sent through a packet switching system
are subdivided into small packets for transmission. While there are a multitude
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oftransmission mediums, the most common are fiber optie, coaxial cable, and
twisted pair. The medium determines the general speed capacity, but it is the
controlling protocols that determine how packets are subdivided, and the
manner and order in which theyare transmitted and forwarded. When transfers
occur through asynchronous transfer mode (ATM) networks, messages are
broken into small protocoldata units (PDU) for packet switching. When these
PDUs are forwarded, a virtual circuit path is created, and the packets are
sequentially transmitted. The other dominant packet transmission used is a
combined protocol approach known as transport control protocol/Internet
protocol (TCP/IP). With this approach, messages are divided into small
packets, but the forwarding path and order is left up to the routing system’s
metrics for quality of'service. What this means is that packets fromthe same
message may berouted through different paths.

The reason that an understanding ofthe underlying packet methods is needed
is to understand the potential threats to interception and eavesdropping. Ifthe
data transfer of all packets occurs on the same path, and in sequential order,
then a third party may record the entire transfer for later analysis by sitting
anywhere onthe transfer path. Ifdifferent paths are used, then eavesdropping
becomes more difficult, and requires that the eavesdropper view the data
packets at the point ofreassembly. Additionally, this understanding does not
incorporate any protective mechanisms used to secure the unauthorized
reading and/or modification of the packets, and will be discussed later in this
chapter.

Mobile

Mobile users (i.e., citizens, police, EMS, military, etc.) place telephone calls,
and transfer data (i.e., text messaging, e-mail, etc.) to landline and mobile users
alike through a mobile-enabled device. Each mobile device (i.e., phone,
personal digital assistant, laptop computer, etc.) is equipped with its own
receiver/transmitter at a particular broadcast frequency. Radio wavesthat are
analog are used as acarrier wave for such transmissions. Through a network
ofmobile towers and wireless access points that establish transmission connec-
tions via the radio wave frequencies, conversations and data transfers can
occur without the benefit of being physically plugged into a telecommunication
system. These towers and access points are physically connected to a given
telecommunication carrier’s network, and as such, mayin turn provide access
to the entire globalinformation infrastructure.
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Because mobile technologies rely on broadcast frequencies, information trans-
mitted through the air is subject to monitoring. Devices such as pagers tend to
receive broadcast datain clear text, whilemore sophisticated phone systems
utilize spread spectrum and frequency hopping to limit surveillance. Spread
spectrum is a wireless transmission approach that deliberately varies the
transmission frequency between connected devices in order to encompass a
larger bandwidth of surveillance. Frequency hopping makesuse ofthe wider
frequency range in that deliberate “hops” between frequency transmissions
occur in order to minimize the unauthorized interception and/or jamming ofa
single frequency (i.e., frequency hopping code division multiple access [FH-
CDMAY]). As withall communications over unsecured channels, eavesdrop-
ping can occur unless additional security measures are implemented. The
wireless mediumis particularly prone to eavesdropping even when security
mechanisms such as encryption are used. This is because the encrypted
transmission s still broadcasted between the connecting devices and, given the
ability to decipher such a transmission, the eavesdropper would then have
access to the communication. Encryption and other security mechanisms will be
presented later in this chapter.

Cable

Cable television is a transport system for television and radio content through
coaxial cabling. According to the Directorate for Science, Technology, and
Industry Committee for Information, Computer, and Communications Policyin
a report in 2003, there are over 163 million cable television subscribers
(OECD, 2003). Cable subscribers are increasingly including broadband
Internet subscriptions with their television access, as this medium provides
speeds that far exceed DSL and ISDN capabilities. Subscribers are also
adding telephone service through this medium (i.e., voice over Internet proto-
col). VOIP enables people to make telephone calls by sending voice transmis-
sions via packets through the Internet to another Internet user, traditional or
cellular telephone user. While these additional services are a minority ofthe
total subscription, they continue to grow rapidly each vear.

Cable networks can be considered hybrid structures in that their core infra-
structure is fiber optic cabling combined with coaxial cabling that connects
homes and business units to core hubs. Cable networks can be said to plug into
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other telecommunication systems in order to provide additional services
beyond radio and television broadcasts (i.e., Internet, VOIP, etc.). Depending
ontheavailability ofregional content providers, satellites are utilized to transmit
and receive content as well. These services and their content are then
distributed throughout the cable network. Inthe next section, satellites will be
presented.

Satellites

There are thousands of satellites in orbit around the earth. Satellites can best be
viewed as an electronic retransmission device that receives electromagnetic
signals and retransmits them over a wide geographic area (i.e., satellite foot
print). Satellites may also have the capability for intrasatellite communication
between eachother viaradio frequency and point-to-point laser transmissions.
Satellites tend to take up a geostationary orbit in order to provide a consistent
service area. The principle services that satellites provide are the cross-
continental and global retransmission ofdata in all forms, location and naviga-
tion information, as wellas surveillance and espionage data. These include the
following:

*  Provide one- and two-way broadcasts between senders and receivers,
suchas satellite television and telephone services.

*  Make available global positioning systems (GPS) that are used by
transport ships, airplanes, trucks, and everydaydrivers alike.

+  Relayemergencyradio beacons via satellites for rapid-response teams to
locate downed transports.

+  Disseminate news media content through simultaneous distribution to
multiple sites (i.¢e., allrecipients withinthe satellite’s foot print).

+  Bycombining the use ofa powerful camera lens, satellites can view troop

movements, the construction of facilities, and eventhe logo ofaperson’s
baseball cap.

Whether the use of surveillance satellites is being viewed inreal time or through
the use ofhistorical images over a period oftime, events and activities can be
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Figure 9. Satellite image of Cairo provided by Spacelmaging.com

documented and used for strategic planning, tactical responses, and account-
ability for past transactions and/or deeds. Such information is not always
restricted, and/or may be intercepted by those unauthorized to do so.

The data that is transferred through satellite systems has varying value depen-
dent onthe particular needs ofthe interceptor. A commonly understood aspect
of'satellite broadcasts is that the transmissions simply need to be unscrambled
for analysis of the critical data and information being transmitted. This is
possible because of the broadcast aspect ofthe technology, and has lead to
many successful attempts in order to simply get free television service.

For those seeking to steal, usurp, or bypass (i.e., not be observed) such
services, the first step is identifying the location and capabilities ofa given
satellite. There are many public and private sources to identify and locate
satellites (see Figure 10). The information contained by these sources show a
satellite’s longitude and latitude, its uplink and downlink frequency ranges, its
beacon telemetry, and its operational status, among other items. This type of
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Figure 10. ORBVIEW 3 satellite data (http.://www.fourmilab.ch)
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information allows for a host of interactions with the unmanned satellite, many
ofwhich are not necessarily intended. The jamming ofthe broadcasts and/or
the remote hijacking ofa satellite’s controls could be used to disrupt or replace
throughput transmissions. While this may seem like science fiction or fantasy,
it has been reported that the Chinese-outlawed spiritual group Falun Gong has
onseveral occasions hijacked a Chinese satellite by breaking its security codes
and uplinked content to the satellite in order to broadcast its own perspectives
to serviced users inmainland China.

Inmoreremote regions of the world, or when mobilityis required, many satellite
service providers now offer connectivity services such as Internet access,
which in turn make available all the various communication vehicles provided
by the Internet. In the next section, the Internet’s basic services and core
protocols will be briefly presented.
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Internet

The Internet is a global collection of interconnected networks. According to the
International Telecommunication Union (ITU), there are over 145 million
Internet hosts servicing over 600 million users worldwide. The Internet is
continuously being integrated into, and facilitated by, the previous technologies
discussed in this chapter. As aresult, its infrastructure has a majorimpact on
the global information infrastructure.

The primary protocol that governs the Internet’s communications between
computers and components is TCP/IP. Using this and other protocols, there
are many services that use the Internet infrastructure to provide the dissemina-
tion and facilitation ofinformation and data flows. These are as follows:

+  Themainuserinterface into the Internet is the World Wide Web. Itisa
collection of Web serversthat support specially formatted documents that
can be viewed using a Web browser. With over 8 trillion Web pages
(Google.com, 2005)in existence, these documents support links to other
documents, graphics, and audio and video files, using alanguage known
as Hypertext Markup Language (HTML). It should be noted that not all
Internet servers are Web enabled.

*  Themain vehicle for the transfer or posting of content files is file transfer
protocol (FTP). In the same way as HTML transfers Web pages, this
protocolallows files to be exchanged between servers and/or end-user
systems. This protocol is most oftenexecuted as a subfunction ofanother
program.

*  Oneoftheoldest terminal emulation programsstill inuse todayis Telnet.
This programallows a user to enter commands remotelyasifthey were
at the server console. In this way, an administrator or intruder can
remotely controlan Internet server througha Telnet session.

+  Electronic mail (e-mail) is the Internet’s most ubiquitous application. The
underlying protocolthat governs e-mail is simple mail transfer protocol
(SMTP), which isa protocol for sending e-mail messages between mail
servers. The retrieval of these messages then occurs by using the post
office protocol (POP) or Internet message access protocol (IMAP) to
download them fromthe serverto amail client (i.e., ane-mail application
program). File attachments to these messages o ften occur as well, and are
facilitated by previously discussed protocols.
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+  Chatsessions canbe established between two or more users using a chat
clientand aserver. Real-timetext typing and added features suchas file
transfers of dataand audio, as well as voice over Internet protocol have
been combined in the latest of these applications.

+ Internet compliant devices are managed using the simple network man-
agement protocol (SNMP). This set of protocols is used for managing
complex networks by sending messages to different parts ofanetwork in
ordertoretrieve stored data from SNMP-enabled devices. This data is
then used to establish quality of service levels in anetwork. Hackers often
use this protocol to surveya network’s components and participants.

While there are numerous other protocols and applications that make use of
them, the aboveare the foundations ofthe major use ofthe Internet by people
and systems alike.

The secure use of these servicesis first predicated on the notion that previous
infrastructures, networks, and systems that the Internet uses have been secured
(i.e., telephone lines, cable, wireless, satellite, etc.). Thisis then followed by
securing the transactions performed by the Internet services. What has been
briefly discussed but not detailed isthe role that security plays insecuring the
communications and services discussed in this chapter. This will be presented
inthe next section.

Security Services

Up to this point inthe chapter, an overview ofthetelephone, cable, satellite, and
Internet services have been presented. The shear volume of information that is
transmitted and accessed throughthese systems is staggering. The protection
ofthese systems requires the use of security services and mechanisms suchas
encryption, audit trails, and the like. A security service is a service that is
designedto offset the potential loss ofconfidentiality, integrity, and/or availabil-
ity of data or a data resource through the utilization of one or more security
mechanisms and/or protocols. Confidentiality services seek to maintain the
privacy of stored and transmitted data with the support of other security
services and mechanisms such as encryption using a secret or public/private
key(s). Integrity services seek to maintain the integrity of stored and transmitted
datawith the assistance of other security services and mechanisms in an effort
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to prevent corruption and tampering. The state of the data is said to have
integrity when its content has not been changed by an unauthorized party.
Availability is the capability ofaresource to be accessible whenneeded, and
as such, is the prevention of the interruption of'a service. From these three
concepts come the communication security services ofauthentication, access
control, data integrity and confidentiality, nonrepudiation, and auditing, and will
be presented in the following sections. These are the very foundations of
securing informationin today’s data and telecommunication environments.

Authentication

In data communications, the use of authentication is an important aspect in
validating the identity of a system or user. It is intended to establish trust
between systems by verifying claimed identities in such a way that they are
difficult to counterfeit. Authentication is generally used to confirmidentities
prior to initiating data transfers and/or granting access to files and processes.
There are two-party and third-party authentication schemes. In two-party
authentication, one ofthe parties wishes to be authenticated by the other party.
Anexample ofatwo-party authentication in one of its simplest forms would be
the sending of a user name and password by a client to a server. The server
would compare the user name and password to its list of users, and upon a
match, validate theuser’s identity. More advanced methods would include the
use ofashared secret such asa secret digital key, that can be used to encrypt
the communication(s) in such a waythat only the two parties can interpret the
content. Inthird-party authentication, a third entity acts as a trusted mediator
between the two parties. This allows the third party to issue and/or manage the
shared secrets of the two parties in a manner where neither party directly
exchanges their keys in orderto establish concurrent authentication.

Access Control

Establishing the identity ofa party is the responsibility of authentication. Once
an entity is authenticated, it can be considered to possess unique credentials
that impart specific privileges to system resources. Access controlinvolves the
enforcement of privileges based on the system’s access control policy. The
function ofaccess controlis designed to restrict the activities that illegitimate
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users can perform, while granting access to system resources to legitimate
users. Theuseofaccess control extends to the execution of system commands
by both subjects (people) and objects (programs) in an effort to prevent a
breach of the system’s security policy. A reference monitor mediates every
access attempt, consults anauthorization database (i.e., access controllist) to
determine ifaccess should be granted, and then permits/denies the action based
onthe policycontained in the database. Whenutilizing a reference monitor, it
is necessary that it is always invoked, cannot be bypassed, and all accesses are
mediated. It is also necessary that it is tamperproof by the subjects and objects,
and small enough to be subjected to analysis and testing.

Data Integrity and Confidentiality

Aspreviously mentioned, when applied to computing, integrity means that the
data is unaltered based onits originalstate. Integrity can also be defined as data
that has had no unauthorized changes. During electronic storage and transmis-
sion, data can be modified, corrupted, or destroyed through error or malicious
intent. Also, the loss of confidentiality occurs when the contents of a file or
communication aredisclosed to anunauthorized entity. Theunderlying compo-
nent of the data confidentiality process is the use of ciphers, or encryption
algorithms that utilize the digital keys as process parameters. Through theuse
ofcryptographic methods, data integrity canin most cases be verified before
its use, and confidentiality can be maintained.

Nonrepudiation

A key security goal is accountability, which can be defined as being made
accountable for performing some activity. A nonrepudiation service makes an
entity accountable for their actions by providing nonrefutable evidence that an
action took place by the entity. Evidence cancome in the form of proofoforigin,
proof of original content, proof of delivery, and proof of original content
received. The first two forms ofevidence protect the receiver, and the last two
protect the sender. Anonrepudiation service collects evidence in amanner that
the entities cannot repudiate their actions at a later date, and retains that
evidence in a secure manner such that it can be utilized by an adjudicator to
settle any disputes.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited



72 Colarik

Auditing

In orderto performan audit o fthe activities performed by subjects (i.e., people,
etc.) or objects (i.e., components, etc.) in a system, an audit trail must be
established based on a set of audit policies. An audit policy establishes what
activities and events are to be recorded, and under what conditions. Audit
services provide monitoring functions through the use of logs so that an
examination of past activities and events maybe conducted. Security auditing
services are concerned with monitoring, recording, and maintaining security-
relevant events so thatin the event ofa security breach, they canbe utilized to
secure the future confidentiality, integrity, and availability ofa system. This
includes the protection of the audit logs so that the data is not modified or
deleted through unintentional or deliberate acts. Auditing services are usually
coupled withaccess control servicesto provide a posteriori analysis ofall the
requests and activities of subjects and objects in the system.

Mechanisms and Protocols

The security services mentioned previously are enacted through the use of
security mechanisms, approaches, and protocols. These security methods
consist of symmetric and asymmetric encryption through the use of secret and
public/private digital key exchange, as well as message digests, access control
lists, digital certificates, and various secure communication protocols. These
include, but are not limited to the following:

+  Secret key: Secret key encryption seeks to secure communication
between multiple parties, which each possess a shared secret digital key
by encrypting the correspondence or content with the key. Uponreceipt
of'the message, a party with the secret key can decrypt it and then read
the message. Because secret key schemes use the same key for encrypting
and decrypting, the keysused are not made publicly available. A server-
based approach to secret key usage is where the secret key is used to
create asession key for the communication session.

*  Public/private key: Public/private keyis used to encrypt amessage with

the intended receiver’s public key and to send the message. The receiver
uses their private keyto decrypt the message.
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Kerberos: Before anetwork connection is opened between two entities,
Kerberos establishes a shared secret key through a ticket granting server
(TGS) that is used for authenticating the parties in the subsequent
communications. Versions of Kerberos also have extensions to utilize
public/private keys for authentication.

PKI: Public key infrastructure is a key distribution system that issues,
maintains, and validates the use ofkeys (Mazieres, Kaminsky, Kaashoek,
& Witchel, 1999). The foundation of PK1is the use ofasymmetric keys
(i.e., apublic and a private digital key) in the establishment ofa session
key. The public and private keys are generated insuch a way that they are
mathematically bound together so that either key may be used to encrypt,
and onlythe other remaining key may be used to decrypt: evenhaving one
ofthe keys, it is still computationally infeasible to discover the other key
from it (Schneier, 1995). While Kerberos, X.509, and X.500 have
developed separately from each other, they may be used to facilitate PKI,
and are discussed separately.

X.509: To facilitate the identification and security of keys in PKI, a
certificate authority (CA) is used to authenticate the public key by digitally
signing it (Housley & Polk, 1999). This is known as a digital certificate.
The validation and invalidation process (authentication) of digital certifi-
cates is handled by the certificate authority, and is governed by the X.509
de facto standard.

Digital certificate: Anelectronic data structure that binds a public key
value to the identifying information about the key’s owner and is digitally
signed by a certificate authority is known as a digital certificate. The
certificate is used to assure any party using the public key that there is an
associated private key held by the stated owner.

X.500: The X.500 standard is a global directory service that is based on
areplicated distributed database (Hardcastle, Huizer, Cerf, Hobby, &
Kent, 1993). Programs access the directory services using the X/Open
DirectoryService (XDS) application program interface (API). The XDS
APIs permit the reading, modification, and deletion ofdirectory entries,
while authenticating these activities. There are varieties of X.500 products
(i.e., directory access protocols) available, and the latest version is
lightweight directoryaccess protocol (LDAP).

Hash product: A hash product is the cryptographic result of taking a
source file and putting its digital content through an encryption algorithm
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in such a way that the resulting output is of a fixed bit length, and
consistently unique (i.e., the same file will generate the same output). This
is performed through the use of'a hash product generator that creates a
unique bit stream(commonly 128-bits) that isbased on the original file it
was created from. Any changes to the original file will, with an extremely
high probability, result ina different hash product being generated. A hash
is generated from a message that will be sent to arecipient. The message
and its corresponding digest are sent via some electronic method (i.e.,
e-mail, etc.). Upon receipt, the recipient generates a digest from the
message using the same hashalgorithm, and compares it with the enclosed
digest. If the two digests match, the message has not been altered in
transit. The integration of digital keys (secret & public/private) into the
generation ofamessage digest known asa hashed message authentication
code (HMAC) can provide an additional source of authentication and
nonrepudiation (Krawczyk, Bellare, & Canettit, 1997).

*  IPv6: The proposed standard Internet protocol version 6 (IPv6) is the
next generation of IP, and will eventually replace IPv4 (Bradner &
Mankin, 1995). This versionis currentlybeing transitioned throughout the
Internet, and is backward compatible with version4. IPv6provides the
following added features: an increase from the 32-bit address space to
128-bit; provisions for unicast, multicast, and anycast; an extension
authentication header (AH) that provides authentication and integrity
(without confidentiality) to IPng datagrams; and anIPng encapsulating
security header (ESH) that provides integrity and confidentiality to
datagrams.

*  SSL:Securesocket layeris a security socket connection that provides a
security layer at the transport level between the TCP/IP transport and
sockets (Freier, Karlton, & Kocher, 1996). The objective is to securely
transmit from one site to another without involving the applications that
invoked it. The SSL protocol provides a certificate-based server authen-
tication, private client-server communications using Rivest Shamir Adleman
(RSA) encryption, and message integrity checks. The SSL client gener-
ates asecret key for one session that is encrypted using the server’s public
key. The sessionkey is forwarded to the server and used for communi-
cation between the client and the server (Emmerich, 2000).

+ TLS: The transport layer security protocol is similar to SSL. It is
composed of two basic protocols, the TLS record protocol that is used
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for the encapsulation of various higher-layer protocols, and the TLS
handshake protocolthat permits the client and serverto authenticate each
other, and negotiate the encryption algorithm and cryptographic keys
(Dierks & Allen, 1999). The TLS handshake protocol can authenticate
both, one, or none of the connecting parties. TLS distinguishes itself from
SSL byapplying message authentication codes to the version information
specifying the padding value, and by providing additional troubleshooting
alerts.

*  IPSec: Internet protocol security provides security services traffic at the
IP layer (IPv4 & IPv6) through the use of security associations, key
management, and use of algorithms for authentication and encryption.
Morespecifically, IPSec enables asystemto select the required security
protocols, determine the algorithm(s) for the service, put in place any
cryptographic keys needed to provide the service, and provides rejection
of replayed packets and limited traffic flow confidentiality (Kent &
Atkinson, 1998). IPSec may be used to protect one or more paths
between two of any combination of hosts and/or security gateways
(routers, firewalls, etc.). This is facilitated through the use ofits authenti-
cation header and its encapsulating security payload (ESP), both of which
arealgorithm independent. The AH is used to authenticate the origin ofthe
packets, and the ESP encapsulates the content within the packets (Kent
& Atkinson, 1998).

*  SET: The protocol used for secure credit card transactions isknown as
secure electronic transaction (SET). SET is the security foundation for
most electronic commerce transactions by using digital signatures to verify
and establish a secure transmission (i.e., authentication, integrity and
confidentiality) of credit card information by merchants.

These methods are used to secure various aspects and transactions of the
global information infrastructure along with additionallyunmentioned protocols
(i.e.,too numerousto mention themall). There are volumes ofpublications that
detail the above mechanisms, and others that detail their respective weaknesses
and penetrations such as the book entitled Secrets and Lies by Bruce Schneier.
However, securityis big business. It is not in the security sector’s best interest
to reveal the inherent weaknesses in these mechanisms, and as such, the
industrydoes its best to provide a measure of security. Even with this in mind,
these mechanisms are better than nothing.
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Securityis one part mechanism(and the industry does a pretty good job at this);
onepart configurationand application ofthese mechanisms (not so good, as this
depends on the supporting systems outside a given mechanism’s control); and
one part human implementation, intervention, and maintenance (again, people
make mistakes and are inconsistent). It is not uncommon for many security
mechanism producers to not employa comprehensive set of security services
intheir products or systems administrators to enable the full capability ofa given
product (i.e., confidentiality without authentication for SSL). This is generally
due to the high overhead costs ofdeployment, maintenance, and processing
times for security systems, as well as the people aspect of overseeing and
utilizing such systems. In addition, because networks tend to be independently
managed and can be incredibly large and complex, they tend to have security
policies and practices that vary throughout any given infrastructure. This allows
small variations that maybe exploited given enough time for observation and
exploration by intruders. Therefore, when security is properly implemented, it
may still allow for intrusions by those who are very skilled, or by those who are
helped by the very skilled (i.e., exploits).

Final Thoughts of This Chapter

Withover 500 million computers (according to the ITU) worldwide, managing,
controlling and securing these systems and the networks they are plugged into
isanastronomicaltask. Withthis perspective in mind, the owners of commer-
cial and military networks have done an incredible job keeping them operation-
ally sound. The efforts involved in keeping any modern system secure are
dependent on all the supporting hardware, software, firmware, and so forth
that is supplied by a diverse set of companies and organizations. The strengths
and weaknesses ofthese products, and any interdependencies or incompat-
ibilities between these components and systems, create a clear, heterogeneous
environment, which users and administrators ofnetworks alike must continu-
ouslylearntoadapt to in order to maintain a consistent, secure environment.

Historically, with each new breach or penetration, manufacturers and admin-
istrators of systems have increased their security aspects in response to new
threats, and have even prepared for future contingencies through redundancies
and increased internal surveillances (i.e., intrusion detection systems). The
current paradigm for securing systems is preventive mechanisms, followed by
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destructive testing by outsiders, followed by improvements in these systems in
response. [tisanendless cyclerequiring continuous improvement. Therefore,
securing systems requires constant vigilance and ongoing innovation. With this
inmind, the global information infrastructure will continue to be exploited by
criminals and terrorist groups alike as their penetrationskills continue to evolve
within this infrastructure. Atthe same time, usersand system administrators will
continue to learn to improve their defenses. Ultimately, widespread protective
mechanisms, security policies, and enforceable security standards willneed to
be implemented throughout the entire global information infrastructure.
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Chapter V

Current
Cyber Attack Methods

Objectives of This Chapter

Understand that cyber attacks are not randombut instead are executed
with deliberate intent and specific purpose.

Identify many of the internal penetration approaches to achieve security
breaches.

Discover the most common external penetration tactics directed against
systems.

Come to realize the part that people play in the breach of systems.

Recognize that there are many components that are vulnerable to attacks
that are outside anindividual’s or organization’s zone of control.
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Introduction

Cyber attacks are not unlike other attack methodologies. The first phase ofan
attack is reconnaissance of the intended victim. By observing the normal
operations ofa target, useful information can be ascertained and accumulated
such as hardware and software used, regular and periodic communications,
and the formatting of'said correspondences. The second phase ofanattack is
penetration. Until an attacker is inside a system, there is little that can be done
to the target except to disrupt the availability or access to a given service
provided by the target. As will be presented in this chapter, there are many
approaches to this end. The third phase is identifying and expanding their
internal capabilities by viewing resources, and increasing access rights to more
restricted, higher-value areas ofa given system. The fourth stage is where the
intruder does the damage to a system, or confiscates selected data and/or
information. The last phase can include the removal of any evidence of a
penetration, theft, and so forth by covering the electronic trail by editing or
deleting log files. Ultimately, an intruder wants to complete all five stages
successfully. However, this is entirely dependent on the type ofattack method
utilized, the desired end result, and the target’s individual defensive and/or
monitoring capabilities.

According to the CSI/FBI 2005 Computer Crime and Security Survey, it was
reported that the largest losses due to attacks consisted of viruses (33%),
unauthorized access (24%), theft of proprietary information (24%), denial-of-
service (6%), insider Net abuse (5%), laptop theft (3%), financial fraud (2%),
and the remainder is composed of the misuse of public Web applications,
system penetrations, abuse of wireless networks, sabotage, telecom fraud, and
Web site defacement. These percentages are based on the 693 respondents
who were willing to provide financial loss figures totaling over US$ 130 million
ina diverseset ofkey industrysectors (i.e., local, state, federal governments,
transportation, telecom, utilities, medical, financial, legal, education, retail,
manufacturing, and high-tech). These types ofattacks occurred despite the fact
that most ofthe respondents had security policies and mechanisms in place as
part of their prevention and response plans. Just imagine the number of
successful attacks that went unnoticed and/or unreported by entities that were
not evenpart ofthe survey.
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In general, today’s cyber attacks consist primarily of:

*  Virusand wormattacks thatare delivered via e-mail attachments, Web
browser scripts, and vulnerability exploit engines.

+  Denial-of-service (DoS) attacks designed to prevent the use of public
systems by legitimate users by overloading the normal mechanisms
inherentin establishing and maintaining computer-to-computer connec-
tions.

*+  Webdefacements ofinformationalsites that service governmental and
commercial interests inorder to spread disinformation, propaganda, and/
or disrupt information flows.

+  Unauthorized intrusions into systems that lead to the theft of confidential
and/or proprietary information, the modification and/or corruption of
data, and the inappropriate usage of a system for launching attacks on
other systems.

The goals ofthese attacks can vary. Some are to show the weaknesses inherent
inthe systems. Some are political statements about the conduct ofthe entities
being attacked, while some are about the theft ofinformation for a variety of
reasons. These can include target intelligence, internal process observations, or
wholesale theft. As previously stated in past chapters, the perpetrator’s
reasons (i.e., why theyvhave decided to penetrate a system) have a lot to do with
the extent o fthe damages that may be incurred. They may wish to have alook
around in an attempt to “case” the system, or may simply be looking for high-
value (i.e., something that satisfies their penetration goal) dataitems thatcanbe
used for other internal and/or external operations. Some intrusions may be to
do some damage to a systemin thatanunderlying system or subprocess would
be disrupted or modified as the end result of the intrusion, or as astep ina series
ofpenetration activities. Intruders may also seek to change important data in
anattempt to either cover theirtracks (i.e., such as delete/modify an audit log),
orto cause people or other processes to act onthechanged data in a way that
causes a cascading series of damages in the physical or electronic world.
Applications of these concepts will be discussed in the next chapter.

The means (i.e., course, process, etc.) of an attack has a lot to do with the
approachtakento execute the attack and its related characteristics. If someone
wants to damage a system witha virus, then theyneed to consider how the virus
will be delivered and what capabilities said virus is to be empowered with in
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order to create the damage done (i.e., delete data, monitor activities, steal
intellectual property or identities, etc.). The design of an attack requires an
appropriate delivery method and an appropriate device to performthe damage
once it is delivered. Because anattacker does not controlthe basic choice of
systems and protective mechanisms of any given network, they are left to
choose froma variety ofapproaches that have bothadvantagesand disadvan-
tages for any givenattack. At the highest level ofthese choices is whether to
penetrate a system internally or externally.

Internal Penetration

It is a common fact that insiders can gain greater access to systemresources
than outsiders in most configured systems and networks. This is because certain
service levels within a network rely on users and developers to be attentive to
procedures, methods, and policies for the organization’s overall benefit.
Restrictions on users tend to reduce the overall capability ofa given system.
Thus, reliance on users to conduct themselves appropriately may lead to
vulnerabilities, damaged systems and data, and future attacks. When it comes
to access control, system programmers and developers ultimately tend to have
the highest level ofinternal access ofsystems because it is they who create the
hidden structures that provide services to users.

Periodically, operating systems and application programs have overlooked
weaknesses built into their software. This is not uncommon, as pressure to
reduce the time to market development cycle hascreated many dysfunctions in
the computer software industry. The current paradigm ofsoftware develop-
ment is to get the product to the customer as fast as possible with as few defects
as feasible, and then to correct the software as defects surface. Would-be
attackers may then exploit such weaknesses before theyhave been fixed. At
first glance, this approach would be considered an externalattack, except when
the vulnerability has been deliberately created by those involved in the
development process. Recently, it was discovered that Aum Shinrikyo cult
members, the same cult that killed 12 people and injured 6,000 after releasing
sarin gas in the Tokyo subways, had worked as subcontractors for firms
developing classified government and police communication hardware and
software. Asaresult, the cult was able to procure and further develop software
that allowed them to track police vehicles. In addition, there may yet be
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undiscovered capabilities that were created as a result oftheir development
contributions to over 80 Japanese firmsand 10 government agencies.

This example shows that internal systems have an inherent weakness where
users must rely onthe quality controllevels of the supplying company for their
foundationalsecurity. Intoday’s environment, people are forced to trust the
secure operation of fabricated and prepackaged hardware and software
systems. Fromthis basic understanding, the following sections will be organized
by some of the various applications and network software that generally exist,
and are internally utilized by users and administrators alike in daily operations.
More specifically, what will be presented are the software approaches that
provide for internal usage with outbound capabilities (i.e., data and information
can be transmitted outside the user’s or company’s system), and are frequently
hijacked or utilized to perform an attack(s). Thus, an attack may or may not
originate frominside a given network or system, but the execution ofthe attack
is facilitated by the internal systems, such as in the case ofan e-mail virus that
does some damage but also propagates itself internally and/or to externally
connected systems and recipients. These have been organized as usage portals,
access methods, and deliverables.

Usage Portals

For purposes of this section, usage portals are application programs that
comprise the bulk of'a user’s daily computerusage where they interact with the
outsideworld. These include applications such as e-mail, Web browsers, chat
clients, videostreaming, remoting software, Web-enabled application soft-
ware, and a host of other applications. These and other usage portals are
utilized by attackers to turn a system against itself, or hijack its applications to
attack its host system, or other connecting systems.

E-Mail

It is said that the most ubiquitous application in use for communication today
is electronic mail (e-mail). We use e-mail to write letters and send attached files
such as pictures and spreadsheets, and depending on the e-mail client’s
configuration, it can even receive Web-page content inside areceived e-mail.
This particular usage portal reputably caused between US$3-15 billion in
damages worldwide when a university student in the Philippines developed and
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released the Love Bug virus. Now this is no small matter whenit is considered
that hurricane Andrew (i.e., my name sake) caused US$25 billion in damage
when it went through the state of Florida. Essentially, this small e-mail virus was
programmed to infect the computer of whoever opened the message, and send
itselfto everyone in the user’s address book. The deliverable was a virus, the
portal was the e-mail client, the choice oftarget was anyone associated with an
initial victim, and the damage was to distribute itselfand then damage the host
computer system. Thisis but one application of what a virus can do with this
portal. Suchviruses now are being used to inundate targeted installations (i.e.,
military, government, corporate, etc.) with tens of thousands of e-mails that are
intended to flood the organization’s e-mail server with more messages than it
can handle while attempting to spread itself to connecting systems (i.e., a
cascading damage effect). Because careis not always taken in the proper use
ofee-mail clients, e-mail servers do not always have properly configured filtering
systems and users arenot always selective in what they open and read, e-mail
will continue to be a choice portal for conducting attacks.

Web Browsers

Web browsing has allowed the Internet to prosper and flourish by providing a
point-and-click approach to informational Web sites about everything from
basket weaving to building roadside bombs. With over 8 trillion Web pages, the
statistical probability that some of them are designed to disrupt, hijack, or
damage aconnecting computer cannot beignored. Built into a Web browser
arethetoolsand scripts (i.e., small executable programs that execute requested
resources such as Install on Demand, Java Script, VB Script, etc.) that canbe
turned against a user’s computer. The same tools that allow a browser to
execute the playing of a video at a news site, can be used to trigger remote
executions of other programs and subroutines that can allow a Website’s host
server to take control of parts ofthe visitor’s system. These tools canthen be
used to read and execute files on the visitor’s system in order to access
information suchas user account details (i.e., fulluser name, logon name, e-mail
addresses, permission levels, last time a password was changed, IP address,
etc.), gather previously accessed sites and files stored in the operating system
and application programworking folders, determine configurationsettings such
as version levels and the settings of'the operating systemand/or application
programs, as well as many more details thatare stored on a user’s computer.
Inaddition, byusing executable codes that are stored inside a digital picture,
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malicious sites canmake use of these built-in tools and execute malicious code
when a picture is opened and/or viewed. Browsers also have application
programinterfaces and plug-ins to security protocols such as secure socket
layer and mechanisms such as digital certificates that enable more secure
browsing and communications. When vulnerabilities are discovered in browser
applications, caustic Web site servers can be geared to take advantage of
these, resulting in site redirections, server authenticity spoofing (i.e., deliberate
identity falsification), and the installation and execution of malicious code.
These issues, and others not mentioned regarding Web browsers, can be
reduced or eliminated ifa Webbrowser is properly configured and regularly
updated, and therefore must be taken seriously. Unfortunately, the inherent
design orientation of most Web browsers is geared towards an “open systems
approach” for complete compatibility and interconnectivity with available Web
services. This fundamental weakness makes this portal ripe for exploitation.

Chat Clients

Computer-user to computer-user communications is sometimes facilitated with
the use of Internet relay chat (IRC) software suchas MSN Messenger, AOL
Instant Messenger, mIRC, and a host of others. Some chat clients allow a
direct, dedicated connection between two computers, while others utilize a
centralized server to log into and chat with others on the server, both in
individual chat sessions and inthe groups forums. Anextension ofthis basic
approach is with the inclusion of voice and/or video feed viaamicrophone and/
or video camera. This combined approach combines text messaging, voice
over Internet protocol, and videostreaming using software such as Apple’s
iChat AV. The vast majority of the products in this usage portal have no privacy
protection (i.e., encryption, IP address obscuring, etc.), and are subject to
monitoring, hijacking, and substitution of communication content attacks in
addition to any relevant information that can be ascertained from a given
conversation. Also, an intruder can use this class of software to obtain
configuration information to remotely use acomputer’s microphone and video
camera at a later date to see/listen in on the room that the computer resides.
Care must be taken in the choice of software, chat server, and those who are
to be chatted with when using this portal. However, the basic nature of people
to become comfortable with systems, and trust previous relationships will lead
to this portalbeing taken advantage ofby technically savvy intruders and social
engineers.
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Remote Software

Remote sofiware allows a user to take controlofanexisting computer or server
remotely through another computer. This is usually accomplished viaamodem
or network connection. Thisusage portalis used to remotely manage servers
(i.e., similar to Telnet), and access limited or shared resources ona network
such as databases, application software, work files, and the like. Sometimes,
the remote connection is completed in such a waythat the user’s computer acts
as a terminal for keystrokes and screen shots that are being performed onthe
remoted computer using software such as Laplink or pcAnywhere, or the
computer being remoted is actually a virtual, fully functioning desktop that
emulates the look and feel ofan actual desktop, as in the case of Microsoft’s
Terminal Services. When remote services are enabled and made available,
intruders can use the modems and/or network address portsto gain access to
the internal structure ofa network. These access points tend to be user name
and password protected only with little or no privacy protection (i.e., encryp-
tion), and therefore can be subject to external monitoring, and brute force (i.e.,
incremental generation of characters until a match is found) and dictionary
password attacks (i.e., a dictionary list of potential passwords). It is this
author’s opinion that this portal is by far the least protected, and one ofthe
easiest to penetrate whentheyare present inan organization.

Web-Enabled Applications

Everyday applications such as word processors and spreadsheets are designed
to be Web enabled to allow the sending and reading of files and work-in-
process projects between systems (i.e., integrated applications and collabora-
tionsystems). [tis quite common to attempt to insert clip art into a document,
and be prompted if you would like to browse additional clip art at the
manufacturer’s Website. Other applications are integrated directly with e-mail
and Web browser software as aresult ofbeing part ofthe same software suite
such as Microsoft Office. Associated applicationsare launched and executed
when specialty functions are requested. Additionally, many applications and
utility software periodically check to see if an Internet connection is available
and ifso, may contact the manufacturer’s server for update information and/or
registration validation. Some software is still more intrusive in that when a
connection is not present, it instructs the computer to dial or connect to the
Internet without permission from the user.
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Web-enabled applications can be used by an intruder’s malicious code to
transfer information about a system (i.e., via file transfer protocol, etc.),
executesuccessive activities ofaninitial attack (i.e., transitive capabilities), and
facilitate the spread ofadditional malicious code. Care must be takenin the
selection and configuration ofthese types of software, as well as the source
manufacturer. Theuse ofshareware and freeware sources for Web-enabled
software can sometimes have additionally built-in communications and
backdoors that can be exploited by its creators and/or is the result of a poor
software development process. It is one thing to have software with the ability
to access the Web outside of its hosting system, it is another completely
different issue when such software is designed to accept connections fromthe
Internet without notifying the user such as in the case of many of Microsoft’s
Office products. Because users have been given the ability to integrate
applications with the Web (willingly or not), the problems associated with this
approach will be around for some time to come.

Updates

Aspreviously discussed, the current software development paradigm is to get
aproduct to market as quickly as feasible. When security faults become known
asaresult of this paradigm, patches (i.e., a software fix) are usually issued by
the manufacturer. Whether the patch is for an operating system, utility program,
oran application package, a process is required for developing a new patch,
notifying users of the patch’s existence, making the patchavailable ina timely
manner, and finally, delivering said patch. Throughout this process, vulnerabili-
ties can be created and/or bypassed by users and intruders alike. As an
example, most antivirus software has provisions forupdating the virus definition
files to protect against new viruses astheyare developed and deployed. Some
attacksare directed at the virus software itselfin that ifthe virus scanner can
be disabled insome way, then a greater threat can be activated without the user
being made aware ofit. Therefore, updating the definition files and antivirus
software is critical to maintaining a good virus defense. When the update
processis circumvented (i.e., not renewing the subscription, disabling part of
the update process, corrupting the software or definition files, etc.), ahost of
security issues emerge, usuallyresulting ina breached system.

With regards to operating systems and enterprise level software suchas SAP,
the update process has additional complexities that provide additional oppor-
tunities for intruders. One method of corruption that continues to beutilized is
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to send a system administrator an official looking ¢-mail detailing anactual, new
security vulnerability, and providing a link to download the appropriate patch.
This patch may actually be a piece of malicious code suchas a worm, the actual
patch with the addition of an attached malicious program (i.¢., virus), or a
combination ofthe two. Care mustbe taken to not only install patches ina timely
fashion, but also secure the entire process. Since systemadministratorstend to
be verybusy, they may not take the time to check the authenticity ofthe e-mail,
or theintegrity ofthe patch itself before installing it. Even when an administrator
isknowledgeable enough to not fall for this ploy, they may delay in getting the
new patch, and as aresult, not install a needed security patch quickly enough.
The Code Red Iand Il worms, and others like them, have disabled as much as
25% ofthe Internet servers in one attack because of poor patch management
(CAIDA, 2005).

Deliverables

With regards to internal attacks, what is being delivered has enormous
implications for the results of an attack. The deliverable may seek to gain
information on the intended target system. It may create a backdoor into the
penetrated system that can be exploited at a later date for a variety of purposes.
The deliverable may also be used to force a systemto execute malicious code,
or instructions to modify or delete data and other programs. For internal
penetrations (i.e., internal usage with outbound capabilities), the vast majority
ofdeliverables will be viruses, worms, and executable scripts (i.e., program
instructions). Most other attack deliverables are external in nature, and will be
discussed later in the chapter.

Viruses and Worms

Viruses have been plaguing systems since the 1960s. Essentially, a computer
virus is a self-replicating programthat attachesitselfto another programor file
in order to reproduce. When a given file is used, the virus will reside in the
memoryofacomputer system, attach itself'to other files accessed or opened,
and execute its code. Viruses traditionally have targeted boot sectors (i.e., the
startup portionofacomputer)and executable files, and have hidden themselves
insome very unlikelymemory locations such as in the printer memory port. Like
computers, viruses have evolved in capabilities. These include the ability to
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concealan infection by letting an executable program callthe infected file from
another location by disabling the definition file (i.e., digital fingerprintused to
detect a virus), by encrypting itself to prevent a discernible virus signature,
and/or by changing its digital footprint each time it reproduces (i.e., polymor-
phism).

Worms are a type of virus that does not need another file or program to
replicate itself, and as such, is a self-sustaining and running program. The
primary difference between viruses and worms is that a virus replicates ona
host system, while a worm replicates over anetwork using standard protocols
(i.e., a type of mobile code). The latest incarnation of worms makes use of
known vulnerabilities in systems to penetrate, execute their code, and replicate
to other systems, such as the Code Red IT worm that infected over 259,000
systems in less than 14 hours (CAIDA, 2005). Anotheruse of worms that is less
destructive and more subversive has been designed to monitor and collect
serverand traftic activities, and transmit this information back to its creator for
intelligence and/or industrial espionage.

Trojans

A Trojanhorseis a programthat is intended to performa legitimate function
whenit, in fact, performs anunknown and/or unwanted activity. Many viruses
and worms are delivered via a Trojan horse programto infect systems; install
monitoring software such as keyboard loggers (i.e., a programthat records
every keystroke performed byauser); or backdoors to remotely take control
ofthe system, and/orconduct destructive activities on the infiltrated system. It
is very common for intruders to make available free software (i.e., games,
utilities, hacking tools, etc.) that is, in fact, a Trojan horse. In the commercial
realm, it is also not unheard ofto attach monitoring software (i.e., spyware) to
a 30-daytrial version of “free” software that reports the activities ofthe user
back to the manufacturer with the consent of the user when they agree to the
terms and conditions when the software is first installed. The notification ofthe
so-called intended monitoring is buried deep within such agreements. This
spyware can also be monitored and hijacked by intruders to gather additional
intelligence about a potentialtarget, and in this author’s opinion, should be
considered a Trojanhorse regardless ofthe licensure agreement.
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Malicious Seripts

Throughout the course of using the previously mentioned portals, auser will
encounter the usage of scripting languages and macros that automate various
calls and functions with connecting software modules and components. These
scripts are designed to run in the background, and provide a means to
communicate and execute legitimate code seamlessly between connecting/
communicating modules and systems. These include Java Applets, Active X,
and application software macros. Java Applets are programs designed to be
executed within an application program such asa Web browser, and do not get
executed by the user’s operating system directly. This allows applets to be
operating-system independent, and instead rely on the application programto
execute the commands through its resident operating system. Active X isa
combination of object linking and embedding (OLE) and component object
model (COM) technologies that allow information to be shared between
applications, and can perform any action a user would normally be able to
perform. This allows applications to use Active X to eliminate the restrictions
imposed by application specific formats for the processing and storage of data
(i.e., they canbe automated regardless o fprogram dependencies). Macros are
a series of stored keystrokes that can be sequentially executed at one time and
repeatedlyre-executed. This allows redundant tasks within applications to be
automated and executed. Java Applets, Active X, macros, and similar scripting
mechanisms have become a regular part of Web browsing, multiplayer gaming,
and business automation, and provide a foundation for streamlining computing
functions for improved services.

Whenthe above technologies are used for executing commands and activities
that are unwanted by a user, they can be considered malicious scripts. When
Java Applets are misused, they can be employed to read the system properties
directories and files of the user’s machine, create a socket to communicate with
another computer, send e-mail from the user’s account, and a host of other
functions. When Active X is misused, it can be utilized to instruct accounting
software to write an electronic check to someone’s bank account, and a host
of other automated attack sequences. Macros have been used by attackers
fromtheir beginningsto perform virus-like functions, and asa result, have been
dubbed macroviruses. These are executed whenever an infected document is
opened. They reproduce by adding themselves to the application’s “normal” or
base blank document. Whenever a new or existing document is opened, the
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macro duplicates itselfinto that document. It is thentransported to new systems
when an infected file is transferred and opened on another machine.

External Penetration

For most people, systemintrusions are typically considered an external attack
where the intruder breaks down a series of barriers in order to move deeper
within a system. Structures like the Internet and other telecommunication
networksrely onhardware, software for users and computers to communicate,
physical and wireless communication paths to transmit these communications,
routers and gateways to control the flow and destination of the data being
transferred, and service systems to make these connections and communica-
tions easier to use. The multitude of systems, subsystems, and components
provide intruders ample opportunities for exploitation. In this section, an
examination ofthe more commonapproaches to penetrating asystem exter-
nally will be presented.

Social Engineering

When we were young, there was a standard notion that stated it never hurt to
ask aquestion. Ifoneis being polite, sounds as if they are well versed ina topic
or environment, and can communicate a sense of purpose in their voice,
questions asked in a professional environment can be used to hurt organizations
and individuals by convincing them to disclose confidential details. This
information, in turn, can be used for future attack attempts. The aimof'social
engineering is to get people to disclose confidential information suchas user
names, passwords, points ofentry, working hours, and so forth, as the first step
in penetrating a system. Traditional approaches to social engineering have
included official sounding telephone calls from so-called bank personnel, or an
intruder posing as an employee or system administrator, or even an official
visitor using anemployee’s phone to call technical support while the employee
steps out of their office for a few minutes. The knowledge gained fromthis type
ofdeception may verywell bring an intruder much closerto gaining an initial
access point into aninformation system or network. Such information can also
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greatly enhance other methods discussed in previous sections, as wellas later
inthis section.

Physical

The simplest access method to system resources may very well be physical
access. Because ofthe small size of computers, it is not uncommon to have a
computer server placed directly within easy reach for maintenance bya given
department or individual. This is especially true of small- to medium-sized
businesses that give more responsibility to individuals directly involved in using
and managing the system. As a result, an intruder or visitor may be able to
access theterminal while in proximity ofit. This allows for the quick installation
ofsoftware suchasakeyboard logger, or amonitoring device suchas a wireless
transmitter attached to a keyboard or videoscreen. The information collected,
by whatever means, can be retrieved or transmitted to the intruder for
supporting later intrusionactivities. Suchan approachis not the onlymeans that
physical access can be used. Physical access can also provide the following
opportunities to anintruder:

*  Primary unit: Theintruder mayunplug acomputer unit’speripherals (i.e.,
monitor, keyboard, etc.) and walk away with it. Once this equipment has
been examined and/or modified, it may be able to be plugged back into
the system and used for future surveillance and/or attacks. This is one
reason why better organized facilities keep such systems in restricted,
locked rooms, and govern the access of their facility by guests and
intruders alike by enforcing security policies and alarms.

+  Cabling: The physical cabling of an organization’s network is another
point of vulnerability that must be carefully considered. Transmission
wires come in twisted pair telephone wire, coaxial cable, and fiber optic.
Inmany cases, these internal wires traverse through walls and conduits,
and eventually terminate at wall plugs, and/or switchracks or hubs. The
ability to tap into these wires is related to their ease ofaccess inthe case
oftwisted pair and coaxial, and a higher level of skilland equipment in the
case of fiber optic. In many cases, they are encased in conduits, but in
many other cases they are openly exposed. Also, these wires eventually
must exit a building, and as such, become susceptible to outside splicing.
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+  Equipment disposal: The proper disposal of older equipment is an
aspect of physical security. Hard drives contain detailsand configuration
settings of aonce operational computer that was connected to an internal
network. In many cases, these retired computers are given away to
employees, or tossed in a dumpster after their hard drives have been
reformatted. The problem with this approach is that computer forensic
techniques, which are readily available today, canrecover lost or format-
ted data on ahard drive that has been formatted up to six times. What is
required is permanent eraser software that writes and rewrites a hard
drive repeatedly, in a fashion that makes such a recovery impossible. In
addition, old backup tapes and CD-ROMs must also be securely dis-
posed.

Having physical access to facilities and equipment provides a huge advantage
in gaining additional access to a system. User histories, activities, and datacan
be retrieved in a major step towards additional penetrations. Therefore,
physical intrusions will continue to be an effective step in gaining additional
access and knowledge by intruders.

Wireless Communication Medium

Wireless devices are appearing everywhere a landline, cable, or cord served
the same purpose. Wireless devices utilize laser, radio frequencies, and
infrared technologies to imprint data on its frequency wave as a means of
transmission. These technologies range from line-of-sight connectivity as in the
case oflaser transmissions, radio frequencies as in the case ofcellular phones
and networking equipment, to satellite controlsystems and broadcast transmis-
sions. The basic nature of wireless communications makes this transmission
medium accessible from any point within its broadcast range or point-to-point
path. This is both its greatest strength and weakness. Generally, when two
devices initially wish to connect, a handshake protocol establishes the two
devices’ connection and/or any security mechanisms that will be used through-
out the connection. This link is maintained until discontinued or interrupted.
Devices communicating viaa wireless link sometimes experience environmen-
tal conditions that cause signal degradation and/or data corruption that can
result in the retransmissions of previously sent data. These two issues provide
intruders with the foundation for piercing such systems and any security that
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may be present, or preventing the communication connection from being
maintained. While there are numerous standards in existence for securing
wireless communications, the underlying notion that the transmissioncanbe
openly monitored makes this transmission medium vulnerable to eavesdrop-
ping. This allows an intruder to observe and record communications for
examination ofcontent, securitykeys, and/or decryption ofthe transmission.
Such communications are also subject to jamming devices that flood the
wavelengths with “white noise” and therefore prevent a device-to-device
connection. One last major security vulnerability of wireless devices has to do
with having its source location ascertained. A transmitting device can have its
physical location be deduced through a host of detection methods (i.e.,
triangulation, etc.) because all such devices have a point of origin for their
transmission. While military versions of wireless devices have additional
protective security mechanisms such as frequency hopping and spread spec-
trum, most commercial facilities continue to be shown as vulnerable to
disruptions, monitoring, and intrusion.

User Access Points

Users of data communications utilize data pathways to access systems and
resources on computer systems. In nearly all cases, users are assigned user
accounts that specify the level and domains that the user is permitted to access.
These accounts may be generic, as in the case of ananonymous user, or based
on an access control list (i.e., a predetermined list of users and their corre-
sponding access levels). The user traditionally enters their user account name
and a password. The connecting computer then establishes a session (i.e., the
period of time that a communication link is maintained) with the connected
system. All activities that occur on the connected systemare performed at the
access control rights assigned to the user account. Therefore, one of the
fundamental attack methods by intruders is to identify any user names and
passwords to access a system. One method of achieving this information is
through the usage of packet sniffing. As previously discussed, packet sniffing
isamethod of examining every packet that flows across anetwork in order to
gaininformation on the communication content. Whena snifferis placed on an
attached computer within a network, that computer may then anonymously
monitor the traffic coming and going on that particular network. Essentially, a
sniffer creates a socket stream on the network, has its network interface card
configured to promiscuous mode, and begins reading from the open socket
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stream. When data is sent over communication channels in clear text form,
reading it becomes quite simple. When a user seeks to connect to a system, that
systemusually prompts the user for a user name and password. This informa-
tion is then entered and transmitted over the communication channelto the
server for authentication. It is at this point that a sniffer may capture this
information ifnot encrypted for lateruse by an intruder. The attacker can then
gainaccess to the systemwith all the access rights of the legitimate user, and
may even be capable of elevating these access rights once they have access to
a givensystem or network. Because not allsystems encrypt these transactions,
sniffers continue to be an issue in securing user accounts.

Another approach that is used by intruders is to use direct attacks on the
password of a user account. Sometimes, a user name is known or can be
deduced fromother transactions (i.e., social engineering, similar formatting of
other users, etc.). Allthat is then needed is the corresponding password. This
can be accomplished using brute force and dictionary attacks on the user’s
account. Brute force attacks rely on sheer computing power to incrementally
tryall ofthe possible password combinations for a given user account name.
Dictionary attacks utilize the most common words that can be found in a
dictionary, such as names, places, and objects, as the password for any given
user account. Both approachesare typically automated using cracker exploit
software. More secure systems provide a user a limited number ofattempts at
entering a correct password before they disable the account for a specified
period oftime. After thisdelay, a user account may generally then be logged into
when the correct password is entered. However, many systems still do not
provide or activate this security feature leaving it open to such attacks.

Another well-established user access point is the dial-up connection to an
Internet service provider (ISP) such as AOL or AT&T. Throughout the
intruder community, it has been very common to trade accessible or cracked
user accounts for other software cracks and specialty exploits. Gaining access
to such an account grants the user the capability to use the account for
spamming (i.e., unsolicited mass e-mailing), anonymous browsing, penetrating
other accounts without direct traceability to the intruder, and also the use of the
account’s access rights within the ISP. In order to check for e-mail, initiate a
session outside the ISP, or other seemingly harmless activities ofa legitimate
user, the user account must be granted certainaccess rights within the ISP in
order to view files and executeactivities. These access rights, while restricted,
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are still greater than nonsubscriber rights and assume a measure ofresponsibil-
ity and accountability on behalfofalegitimate user. Use of such an account by
an intruder may allow them to be able to view other subscribers’ e-mails, access
server folders and configuration settings in order to elevate their access rights,
reconfigure various systemcomponents to attack other networks, or even turn
the breached system into a proxy server as an anonymous staging point for
other remote activities and/or attacks.

Firewalls

As partofthe basic defense for intrusions within a system, firewalls provide an
additional barrier against penetrations. Firewalls tend to be a combination of
hardware and software that acts as a partition between an internal network and
the outside electronic world. Essentially, a firewall performs two primary
functions. The first of these is hiding the IP address ofthe internalnetwork from
any connecting telecommunication networks that may wish to observe and/or
connect to a system inside the firewall. Thisis like making all ofthe telephone
numbers and mailing addresses ofa business unlisted. In this way, an intruder
must first know the destination IP address before proceeding to additional
steps inan attack. The second function that a firewall performs is the control
ofpacketsthrough its communication ports in bothdirections. A port is the end
point to alogical connection ina communication path, and as such, can be set
to accept packets that are inbound, outbound, and/or both fora given port. For
instance, ifa systemadministrator wanted to prevent files frombeing trans-
ferred inanoutbound direction, then ports 20 and 21 (i.e., used for file transfer
protocol) would need to be configured to reflect these wishes amongst other
additional ports (i.e., there are many ways of transferring files indirectly).
Firewalls are commonly remotely accessed using a username and password
fromaspecified IP address in order to configure and maintain them. This makes
themsusceptible to previously discussed attacks. Also, because many firewalls
are not self-contained systems, and therefore use a given system’s operating or
network operating system, any vulnerability that exists in the operating system
provides a means for bypassing some of'its protective mechanisms.
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Web Sites and Servers

With over 145 million Internet servers, and over 8 trillion Web pages, security
breaches are statistically probable given the open communication structure of
the World Wide Web (WWW). The WWW is a systemof Internet servers that
support Hypertext Markup Language (HTML) documents. Inadditionto Web
servers processing document requests from Web browsers, these servers use
the user’s browser as an interface for manipulating application data for
databases and security protocols. Asaresult, Web servers and browsers are
being exploited for intruder manipulations. The first of these is known as cookie
poisoning. Cookies are small data files that Web servers access to identify a
previously visiting user, along withanyadditional data previously stored within
the file. They are also used as session identifiers for currently authenticated
connections between the two parties. When a cookie is viewed by an intruder,
it can be used to acquire information about a user and their usage history (i.e.,
transactions). When a cookie is modified or confiscated byan intruder, it can
be used to impersonate a legitimate user of a Web site, and utilize their existing
accessrights on the server. Because cookies are rarely stored inan encrypted
form, this type ofattack continues to be an effective first step in improperly
accessing server resources.

Another aspect of Web server operationsis the execution of'scripts. Initially,
Webservers simply delivered a given Web page to a user’s Webbrowser. As
Web service demands continued to increase, new ways of processing data and
userrequests were developed. What was created came to be known as server
side includes (SSI) and the common gateway interface (CGI). SSI commands
are used foradding small amounts of dynamic data into adocument. CGl is the
standard communication protocolbetween a program(i.e., script) and a Web
server. It fundamentally takes input froma user and passesitto aprogram. The
program, in turn, processes the input and returns the result to the Web server.
The Web server then combines this result with the requested document or
output file. In most cases, these scripts are permitted to run with limited
privileges. An intruder can use this limited access to elevate these privileges by
executing malicious scripts that, inturn, upload executable files that can elevate
execution privileges. From this point, an intruder may then gainaccessto a
broader range of server resources for a variety ofhostile activities.

As previously discussed, Web servers have additional applications such as

structured query language (SQL) databases. Web sitesuse these databases to
manage users and various activities such as granting accesses to restricted parts
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ofasystem, or operations such as permitting the transfer of funds from bank
accounts. During the course o fthese transactions, servers make use of hidden
fields for the temporary storage of data. These fields are linked to the source
codethat isused to execute these functions. As aresult, an intruder who views
this code can substitute new values in the hidden fields causing untold harmin
the transactions. For example, by using a string command such as http://
www.sitename.com/index.cgi?page=index.cgi, the source code ofa Web site
canbe displayed. From here, an intruder could modify the specific hidden fields
needed to change the quantity of atransactionsuch as a funds transfer that is
beyond a set limit, or change critical medical data ofa given patient and the like.
Once an intruder knows the database structure, they may also inject SQL
commands on the database itselfin order to create, modify, and/or delete user
names and passwords. Such attacks continue to cause serious security breaches
involving credit card operations, online banking, and other commercial and
governmental entry points through Web servers.

The next attack in this section deals with session hijacking. As previously
discussed, a session is an end-to-end connection between two computers. A
session can be considered hijacked when either the user’s destination connec-
tionis diverted or it is intercepted. In the first case, this isknown as a Universal
Resource Location (URL) obfuscationattack wherea useris sentto a Web site
that theybelieve to be a legitimate site. This is done byusing a similarly named
Web site or displaying the IP address instead of the WWW domain name.
Anotherway to redirect a user isto embed an additional URL or scripting code
into a legitimate URL address. This can be illustrated by examining http://
www.whitehouse.gov/homeland, which is a legitimate URL. When a user is
sent to http://www.whitehouse. gov/homeland?URL=http://cybercriminals. com/
spoofedpage.htmtheymay only see the first part o fthe address in their browser
window or the criminal’s part of the site address may be in IP numeric form
only. Inaddition, the insertion of executable scripts into the URL address by
anintruder can be best illustrated by the following: http://www.whitehouse.gov/
homeland?page=1&user=hijack script code file. Inthis way, auser may not
know they are in fact executing some malicious script when they visit a given,
legitimate Web site. This script may be placed onthe server by the intruder prior
to its execution.

Another session hijacking attack form is known as the man-in-the-middle.
When a user attempts to connect witha givenserver using hypertext transfer
protocol (HTTP), an attacker instead intercepts the initial contact and acts as
the intended server. From this point, the attacker then connects to the intended
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server and acts as the user. In this way, the user transmits login information,
secure layer initialization requests, and so forth, thinking the attacker is the
intended server. Theattacker then takes these user inputs and passes themon
to the intended server, and thus impersonates the user. Not only can the
informationsent by the user be used at alater date for other intrusions, selected
parts of the data can be modified before being retransmitted in an effort to
increase or redirect the user’s resources. For instance, a bank customer
believes they are logging into an online banking system. They enter their user
name and password. They then wish to transfer $2,000 to another account
number (i.e., a one-offpayment to another entity). Up to this point, the attacker
has simply monitored and retransmitted the data sent. However, the opportu-
nity presents itselfto substitute another bank account number to become the
recipient of the money. Since the amount didn’tchange, and the transaction
receipt can be changed to show the intended account information, it may be
weeks or even months before such a theft would be noticed. Additionally, the
$2,000 could easily be changed to $20,000, given the initial account balance.
Because networks can be tapped into at many different points, this form of
attack is unlikely to be eliminated anytime soon.

As previously discussed, operating systems and applications periodically
develop vulnerabilities that can initially be exploited by skilled attackers, and
later by script-kiddies (i.e., attackers that download and use an exploit engine
as the coded foundation ofan attack). In the past and present, buffer overrun
vulnerabilities have been packaged into exploits and used to force a server’s
processor to become overloaded to the point that it will shut down, or begin
accepting additional commands that can be used to execute operations
designed to provide greater access to systemresources. A bufferis ablock of
memory thatis reserved to hold data prior to processing. A buffer is considered
to have been overrun when a program allows more data to be placed in the
buffer than was originally designed to be processed by the memory stack. The
simplest way to understand this concept is in comparing it to a deck of cards.
Eachcard represents a space for programinstructions to be executed, and are
placed in a stack. Each card is then dealt into the processor to be read and
executed. For a fair game ofcards to occur, no more than 52 cards should be
used, and no one should be able to substitute any card without proper
authorization. When a buffer overrun occurs, the cards may get shuffled,
misplaced, changed or modified, or thrown out and replaced with a whole new
deck that may be “stacked” in favor of one of the players. Because software
manufacturers continue to design their products ina way that does not eliminate
this and other suchexploits, they will remaina eritical vulnerability in the future.
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The last of'the attacks in this section are known as denial-of-service (DoS)
attacks. DoS attacks make use of the communication protocols (i.e., ICMP,
TCP/IP, UDP, etc.) that are used for computer-to-computer connections and
packet transfers. Data communication is effectively an open architecture,
meaning that the contacted machine waits for some communication to be
initiated byanother system. Inthe initialization phase of establishing a session
or connection, a series of data exchanges occurs between the two machines.
The initialization is assumed to be consistent and mutually honest. When one of
the parties is disruptive or operates outside the protocolrules, the receiving
machine may continue to attempt to complete the transaction to the point that
it becomes overloaded or incapable ofaccepting other connection requests.
Essentially, DoS attacks can occur throughthe use of malformed requests, or
by flooding the processor and/or network bandwidth with an excessive number
ofrequests. Where DoS attacks become most effective is where a distributed
base ofcomputers simultaneously attack a server, creating what isknown as
a distributed denial-of-service (DDoS) attack. These complicit computers
(i.e., corporate and home systems) are most often hijacked by the attacker in
advance ofthe assault on the primary target by previously mentioned means.
While the use of malformed packets for a DoS attack canbe filtered out before
they reachthe processor, the shear volume that can be created througha DDoS
attack is difficult to stop. Some of the largest computing entities have been taken
downbyDDoS attacks. While this type ofattack does little to gainaccess to
aserver’sresources, it does effectively reduce and/or eliminate the access of
resources to legitimate users, and may disrupt a system to the point that it
becomes temporarily vulnerable to additional attacks (i.e., knock down a
firewall to access a server, etc.).

Routers and Gateways

Digital networks ofall kindsrely on electronic switches of various designs and
capabilities to transfer data throughout a given network and forward data to
connected networks. The most prolific ofthese devices are routers. Specifi-
cally, routers are devices that forward data packets to other devices within a
packet distribution system based on the destination address contained within
the packet header, and a set of transfer metrics (i.e., shortest path, path
capacity, etc.) that govern the load distribution of a collection of routers.
Routersuse protocols such as Internet control message protocol (ICMP) to
communicate with each other in order to coordinate this traffic metric data.
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Stored within arouter is a routing table that containsa list of the IP destination
addresses of all participating device nodes. Within a given network or subnet,
routers advertise their reachability to other routers and gateways. Based on
these two functions, analgorithmis used to populate a packet-forwarding table
with these entries. It should be noted that a gateway is a router-type device that
provides a complete protocol conversion between connected systems (i.e.,
border routers), and serves to unify traffic between two different network
standards. For discussion purposes, a gateway will be considered arouter with
regards to attack types.

From the previous section onservers, the concept of DoS and DDoS attacks
canbeapplied torouters. Because routers can communicate their current traffic
capacity to other routers, overloading a router with more traffic than it can
handle rarely disables anetwork, but it does effectively disable the individual
router. This is because the path that it would use to communicate to the router
that is continually forwarding the overload of packets cannot be accessed
because there is no out-of-bounds communications channel for sucha control
function (i.e., the pipe is too full fora message to be received). Routers are also
subject to malformed-packet attacks when they are not configured to filter out
such packets. Inaddition, routers are generally equipped with the capacity to
be remotelyaccessed froma preconfigured IP address for setup and mainte-
nance. This makes themvulnerable to previously discussed password attacks
when this function is enabled. Where routers become most vulnerable is when
arouter’s forwarding table is poisoned (i.e., deliberate placement ofcorrupt or
bad entries). This can be forced by anattacker through disrupting arouter’s link
withothercommunicating devices, the replication of nonexistent links, and/or
the fabrication of'a nonexistent link. False router reachability and distance
vector information can then be fed to a router, the router assumes that such
information is valid, and in turn, updates its own forwarding table. While there
are numerous proposals for establishing secure router communications, this
vulnerability willcontinue to exist as long as routing devices continue to not have
a secure means ofauthenticating communications from connected devices, and
out-of-bounds communication capabilities for eliminating DoS attacks.

Domain Name Servers

Within the Internet infrastructure exists a network of servers that translate
domainnames such as http://www.AndrewColarik.cominto IP addresses such
as http://64.17.185.212. This is known as the domain name system (DNS).
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Domainnames are used for Web, FTP, and other related Internet addresses.
When a user or computer uses adomain name as the connecting address, it is
redirected to a DNS to acquire the equivalent IP address. This simple system
allows people to more easily remember Internet addresses, and provides a
seamless method for changing the physicalserver location of resources (i.e., IP
address location) without changing the domain name. In this way, businesses
canmove their service support infrastructure without having to disseminate the
change to the general public. This simple service that provides hundreds of
millions of computers with perhaps hundreds of requests per day each, has
become the central nervous system ofthe Internet.

The DNS system is a distributed set of 13 root servers that share conversion
information between themselves and their supporting reference servers. When
one supporting server does not have a current [P address for a conversion
request, it polls another in the chain’s hierarchy until a proper result is found.
Inaddition, when a server is unavailable, the system shifts the requeststo one
that is available. This approach makes it extremely resilient to distributed
denial-of-service attacks. This isbest illustrated when in 2002, a DDoS attack
occurred on all 13 root servers during a 1-hour period. Eight ofthe thirteen root
servers were disabled, resulting in no noticeable service disruption. This is
primarily because the system is designed in such a way that supporting servers
rarely need to contact the root servers. However, individual servers are still
subject to attacks that compromise the integrity of the IP address to domain
name conversion process for individual requests. The first ofthese attacks is
known as cache poisoning, and involves the polling aspect ofa DNS server.
Throughout the normal course of DNS server operations, the server sends out
requests for the IP addresses of domain names it does not know. These
requests can be responded to by malicious parties that provide incorrect IP
addresses. These, inturn, are then added to the server’s conversion list. As this
type ofattack began to proliferate, security measures such as the use of secure
shells (i.e., SSH) were implemented to overcome this inherent weakness. A
secure shell provides for strong authenticationand secure communications over
insecure networks for one computer to log into another. Thus, server requests
would be protected against IP spoofing and source routing attacks. However,
such protective mechanisms have their own inherent security flaws and weak-
nesses that continue to be exploited and/or used to bypass its protective
measures, and as such, will allow clever attackers to poisonthe cache.

Another attack method that has been employed occurs on the user side ofa
DNS inquiry. When a user’s system initially contacts a DNS, it assigns a
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symbolic placeholder for the address. The inbound response to the user’s
machine replaces the placeholder with the machine address. It is at this point
that the user’s request is vulnerable to spoofing and substitution, causing the
redirection ofthe intended destination. Thisredirection maybe accomplished
without theknowledge ofthe user. Thisis known as a bind DNS attack, and
generally occurs when vulnerabilities in operating systems and application
programs are not timely patched. Therefore, such attacks will continue to
emerge as software manufacturers fail to thoroughly test products before their
release, do not provide a systematic means to warnusers, and fail to repair their
products viacontrolled updates.

Audit Logs

In the previous sections, vulnerable components in systems that provide
security solutions and/or network services were presented. Many of these
components keep audit logs of individual transactions that include the IP
addresses ofindividuals, public and restricted access area transactions, user
creation and password changes, and the like. These logs provide awealth of
information to both an administrator and an intruder, for the purposes of
discovering areas ofactivity. Audit logs, when accessed, may be used as part
of'a reconnaissance activity for system attack planning. The primary value
gained from mining such logs is the identification of network topology; its
fundamental communication structures; the middleware platforms being uti-
lized; and any security protocols being employed. Armed with this information,
known exploits can be deployed to hijack processes and host systems alike.
Because these logs can also be used by an administrator to ascertain an
intruder’s activities, theyare often deleted and/or modified inorder to coveran
intruder’s activities as an effective means for the removal of transaction
evidence. In systems where such logs are not encrypted and access to these
logs is not greatly restricted, intruders will continue to utilize the information
contained ina wide variety of audit logs.
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Final Thoughts of This Chapter

In this chapter, the most common points of entry, attack, and/or disruptions
havebeen presented. The sections offered here, and their associated vulner-
abilities, are but the tip ofthe iceberg ofthe available means at the disposal of
anattacker. Essentially, internal attack approaches are extremely dependent
onthe state and the capabilities of people and their ability to use, configure, and
maintain proper security in their daily operations. One means for countering
many of these attacks in a proactive manner would be the implementation of
effective security policies and procedures. These policies and procedures are
apartial means for securing against external attack approaches, because many
ofthe components and infrastructures are governed by other entities. Thus, the
use ofstandardization intechnologies and their configurations, effective infra-
structure management, and the ongoing implementation of newer, more secure
technologies is critical to protecting all users of these systems and connected
networks.

At its very foundation, software, and its supporting hardware systems have an
evolutionary aspect to themthat is driven by market pressures and organiza-
tional financial accountability. Infrastructures are subject to the laws of eco-
nomic reality. Newly purchased systems must serve their intended purpose for
aperiod of time that makes their costs acceptable. Inmany cases, this means
that changes in these infrastructures can take considerable time to adjust to new
threats and existing disruptions or vulnerabilities. In the current technological
environment, equipment and systems can become obsolete inas little as a few
months, andtend to only be effective for approximately 18 months. Therefore,
attacks on systems and their respective components will continue to be
effective for some time to come.
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Chapter V1

Attack Scenarios

Objectives of This Chapter

Recognize that through global access to information, we are all potential
targets.

Begin to understand just how much information that can be used against
usisavailable in electronic form.

Briefly discover the vulnerable aspects and characteristics in our eco-
nomic sectors.

Identify the connection between the electronic world and the physical
world.

Come to realize the degree to which we utilize economic momentumas a

competitive advantage, and how cyber terrorism attacks serve to
disruptit.
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Introduction

Inprevious chapters, it hasbeen presented that computer infrastructures tend
to belarge, complex, and generally interconnected systems on a globalscale,
utilizing a diverse set oftelecommunications technologies. With networked
computer systems, distance is not a deterrent in many ofthe attack forms, and
theirrespective preparations. Because the sharing, accessing, and communica-
tion of data and information is a primary function ofthe global information
infrastructure value chain, systems can be accessed from remote, cross-
national locations through a number of means and methods. For a cyber
terrorist to feasibly exploit the global information infrastructure and the under-
lying systems it supports, theirunderstanding of each functional component of
a potential target is required. This can be accomplished by performing a
functional analysis of the target that is designed to determine the strengths and
weaknesses ofits defenses, as well as its operational structures and internal
processes. This is achieved first through the gathering of intelligence on a
potential target. Once this phase is completed, the intelligence is examined for
the selection of weapons that are capable of damaging the target to a level
acceptable to the attacker. Anassessment is then performed on the potential
attack methods available with regards to the approach ofthe target, delivery of
the attack, and anyresulting damage that may be inflicted. In this chapter, an
examination of some of the possible attack scenarios will be presented, and also
how access to information and systems help to further these attacks.

Target Intelligence

Inthe book entitled The Art of War written some 2,400 years ago, Sun Tzu
states that: “He wins his battles by making no mistakes. Hence the skillful fighter
puts himselfinto a position which makes defeat impossible, and does not miss
the moment for defeating the enemy. Thus it is that in war the victorious
strategist only seeks battle after the victory has been won.” This passage simply
means that through good intelligence and artful positioning, a skilled attacker
can be most successful when their opponent provides them an opportunity to
be successful. Because information systems are designed and maintained by
people, these opportunities are likely to come to fruit givenenoughtime. People
are not perfect, and people systems reflect this imperfection (no offense
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intended). At the core ofthis concept is the means to gather information about
a target, such as their transaction history, physical access and movements,
schedules, and contingency plans. In this way, an attacker can learn critical
details about a target before launching an attack, and maximize their effective-
ness ininflicting damage on theirintended targets.

Histories

Intoday’s electronic storage world, daily transactions are being recorded and
storedin databases for future usage, thoughthis usage is rarely fully disclosed
to the general public. The degree to which this information is being made
available to anyone wanting it can be considered both intrusive and exploitative.
The public and private sector’s demand for information continues to grow. The
demand for information about everyone and anything inexistence is creating an
environment where the additional disclosure of critically sensitive data is being
considered a right rather thana privilege. The notion that we have a right to
know anything about anyone or any entity for anyreason is approaching the
level of absurdity. The fact of the matter is that there are now thousands of
databases that contain large parts of our dailyhistories, and are available via the
Internet. These public databases contain the following details free of charge:

*  Birth, adoption, and deathrecords
+  Child care facilities

*  Home and business contact details ofindividuals, including latitude and
longitude

*  Demographics (i.e., population centers, economic details, etc.)

*  Schooland college locations, populations, and individual degrees awarded
*  Physicians, hospitals, and medical supply locations and contact details

*  Churchleadership and congregation records

*  Political leadership contact details and schedules

+  Court and criminal records

*  Companyregistrations containing its officer’s details

*  Property ownership information of people and corporations

*  Militarypersonnel and group contacts
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+  Aviationnavigation and pilot information
+  Plane andtrainroutes and schedules

+  Political organization financial disclosures

With the proliferation of the above, private databases are also being made
available for commercial use ona fee-based exchange. While many ofthese
databases provide historical financial transactions, family histories and lin-
eages, and so forth, for individuals, they also provide additional historic details
of'business and government entities. These informational archives contain
enough initialinformation to select a high value target. Itis this initial information
that provides the foundations for further surveillance, and the probing of target
defenses. Such information in the hands ofa terrorist puts any potential target
at a serious disadvantage in that they do not know the would-be attacker’s
identity, location, and/or specific intentions. Asaresult, they most likelyare
unaware that they have been elevated to the status ofa target.

Physical Layout

One form of target intelligence comes in the form ofthe target’s location and
facility’s physical layout. It is very common today to provide potential consum-
ers with floor plans and property layout documents to ease their navigation
issues and further presale understanding. Subways, train stations, airport
terminals, shopping malls, museums, hotels, condominium complexes, city,
state, and federal buildings are but a few examples ofthisapproach. Facilities
encourage the use of their complexes. When a tourist visits a city, maps are
providedto easetheir journey in order to facilitate such commerce. The open
sharing ofthese types of physical layouts is a wealth ofinformation for would-
be attackers. The physical layout ofa facility or home is extremely important
when an intruder seeks to access stored information and/or any available
resources at the disposal of the target. It is also important for planning a physical
attack. With the physicallayout ofa facility, an attacker is provided with entry
and exit points, the topography of rooms inrelation to each other, as well as
room capacitydetails and the like.

In Figure 11, which is available on the Internet, not only is the floor plan
provided, but in this particular caption, so is the capacity chart for the
amphitheater and technical capabilities inside the complex. Such simple infor-
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Figure 11. Ronald Reagan Building interactive floor plan
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mation could be used in the planning ofa hostage taking assault, bombing, or
ahost of other scenarios.

Emergency Plans

Most public facilities are required to provide some formofemergency planin
the eventofanatural disaster, fire, structural development, or external attack.
Theseplans identify what must be done in the event of an evacuation, and who
is responsible for what coordination activities. They generally contain floor
plans that map out escape routes and shelter locations. When electrical,
chemical, and nuclear materials are present on the facility’s grounds, these
planstend to detail their locations, and the needed evacuation distances in order
to provide a safe distance from any potential exposure or explosion. These
documents also may provide critical information about the local governing
authorities that must be contacted in order to contain anyundue exposure to the
general populace in the event of an emergency. There is a growing trend to
make these types of critical plans available via the Internet for whatever reason,
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asa simple search done on google.com will verify. Whenan emergency plan is
made accessible online, an attacker could remotely modify or replace sucha
document in order to provide misinformation ina time of crisis, as well as using
sucha plan to amplify a physical attack with postattack activities. Imagine ifan
attacker were to acquire a city’s disaster planning document detailing all the
responsible parties, organizations, contingency plans, and communication
channels needed to respond to an attack. The incremental damages could
become considerable if the contingency personnel were initially targeted or
response equipment sabotaged.

Schedules

Everyorganization and individual intoday’s workplace has a schedule. There
are schedules for reporting for work, whento attend a meeting, break times,
and when to go home. There are schedules for security guards as to when to
make their rounds, and who is on duty at what times. Schedules are also used
for running payrolls, performance numbers, and various computer batch
processing and computer maintenance activities. These schedules are more
often now stored in a file or electronic document, and are accessible to the
individuals they are intended to manage. When these schedules can be
accessed byan attacker remotely, they reveal who works withwhom, when,
and where certain planning operationstake place, what individuals are in charge
of various activities, and what system processes are executed and at what
times. This innocuous necessity can be used as aninitial step in identifying key
personneland organizational hierarchies to target individuals and departments
for further surveillance and/or attacks, as well as when to perform such
attempts. It also provides an opportunity to hijack various computer processes
and functions, as well as providing a timetable for accomplishing such attacks.

Key Personnel

Organizations are collaborative unions between people. Withinan organization
are key personnel that establish strategic planning, operational policies, and
govern dailyactivities. By virtue oftheir positions within anorganization, these
people have useful information to an attacker, and as such, may be targeted for
further surveillance and/or exploitation. Key personnel are often granted
expanded levels of facility and computer accesses, such as financial records,
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personnel files, and/or network administration permissions by virtue of their
need for such access. By identifying these types ofkey personnel, anattacker
can focus their intelligence efforts, as well as potentially gain control of critical
assets and/or systems in their efforts to create harm.

Once atarget (i.¢., an individual) has been identified, an attacker may wish to
assume theiridentity (i.e., social engineering, electronic credential forging, etc.)
in order to interact with others to gather additional intelligence. When sufficient
information is available on an individual, a terrorist may wish to assume their
identity ona continuous, daily basis. Identity theft continues to be a growing
problemon a globalscale, costing consumers and businesses billions of dollars.
For a terrorist, identity theft is primarily about freedom of movement and
creating avenues of escape. Testifying before the National Commission on
Terrorist Attacks Upon the United States, Laurie Mylroie stated that individu-
als like Ramzi Yousef(i.e., the convicted mastermind behind the 1993 World
Trade Center bombing) may not be who they claim to be. Ramzi Yousef
entered the United States on an Iraqi passport, and fled using a Pakistani
passport as Abdel Basit Karim. She went on to state that Karim had previously
moved from Kuwait to Pakistan, and that it is his Kuwaitiresident file that brings
into question if Karim is actually who he claimed to be. Yousef™s fingerprints
are in Karim’s file. The person’s height and signature records do not match as
wellaccording to Pakistani records. She suggests that the fingerprint cards in
the Kuwaiti resident file mayhave been switched by Iraqi Intelligence during the
occupation prior to the first Gulf War, and as a result provided a new identity
to a state-assisted terrorist. Imagine the damage that could be done by a
terrorist with a stolen, domestic identity from the targeted nation.

Within Western counties, similar identity theft issues exist at lower operational
levels. There are countless cases where criminals have assumed the identity of
an established individual, obtained drivers licenses, credit cards, and even
property mortgages. In other cases, these usurpers have committed felonies
under the assumed names, only to have the real owner find that there are
multiple arrest warrants issued with their name on it, or that they now have
mistakenly created criminal records. Given a social security card, or similar
identification, and a birthcertificate, anew driver’s license or state identifica-
tion card can be issued by the appropriate authorities. These simple documents
are the basis of generating an entire identity within most countries. Clever
thieves have even been able to request duplicates of these and other docu-
ments, armed only withthe publicly available information previously mentioned.
They have also shown the ability to duplicate such documents electronically
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with the latest in desktop and multimedia applications, or steal the actual
production equipment and supplies fromthe issuing authorities by breaking into
apoorly guarded branch office. This makes identity theft extremely hard to
detect, and opens the possible misapplications of an identity to destructive
activities. Theresulting damages to one’s reputation and credit ratings is small
when it is considered that your identity may be the one used to rent a truck that
isused inblowing up a physical asset. Also, when aterrorist is armed with a new
identity, they may even be able to take a job with a company that provides them
withcritical informationaland/or physical access for the expressed purpose of
executing anattack, and with anonymity.

Electronic Attack Targets

Attacks that target the infrastructure or underlying economic well-being ofa
nation state can effectivelyreduce available state resources, and undermine
confidence in their supporting structures. One of the key success factors to any
nation state is consistency over a long period of time. It is the continuity of
government structures and policies that allow citizens, businesses, and other
entities to have long-term planning with diminished risk. Such continuity allows
for an economic and culturalmomentum to be maintained, as well as greater
focus on achieving specific goals. Whena populace becomes concerned with
the availability and consistency of services such as power, water, telecommu-
nications, financial governance, medical, transportation of goods, and so forth,
even the most simple of activities may not be engaged because of additional
energies that must be redirected and/or increased risks. Therefore, when an
enemy has superior economic might, attacks against these infrastructures are
the nextlogical front in an ongoing war.

Inthe Riptech Internet Security Threat Report, Volume Il (Belcher & Yoran,
2002), “The Power and Energy, Financial Services, and High Tech sectors
suffered relatively high rates ofattack activity, while industries, such as E-
Commerce and Manufacturing suffered relatively moderate to low rates of
attackactivity.” At first glance, these observations may seemunconnected to
the war on terrorism, until several additional factors are considered. The first
is that quarters three and four for the Power and Energy sector companies in
2001 suffered a severe attack 57% of the time. In quarters one and two of
2002, this figure rose to 70% (see Figure 12 for attack figures). When these
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Figure 12. Q1 and Q2 industry cyber attacks in 2002 (Belcher & Yoran,
2002)
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electronic attacks are compared with the declaration of war by the U.S. on
Taliban-controlled Afghanistan in October 02001, asimple correlation canbe
drawn connecting these two activities. It is one thing for, say, criminal elements
to seek to penetrate financial institutions; it’s another thing entirely when power
production is electronically attacked, including nuclear facilities.

Similar occurrences have been documented throughout recent U.S. military
interventions, and many ofthese have been previously presented. Attacking
suchinstitutions is not inany population’s best interest, as such disruptions only
eliminate the services that hackers, crackers, and cyber criminals require to
conduct their trade. Therefore, such attacks generally fall to anarchists,
competing states, terrorists’ organizations, and their supporters.

In Symantec’s Internet Security Threat Report (September 2003), it was
reported that the top ten cyber attack countries per Internet capita, having
between 100,000 and 1,000,000 Internet users for quarters one and two,
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consisted of Peru (Rank 1), Iran (Rank 2), Kuwait (Rank 3), United Arab
Emirates (Rank 4), Nigeria (Rank 5), Saudi Arabia (Rank 6), Croatia (Rank
7), Vietnam (Rank 8), Egypt (Rank 9), and Romania (Rank 10). The vast
majority of these countries have been directly impacted by U.S. intervention
and foreign policies for decades. Despite that the U.S. government has
established relations with most ofthese countries through regional and global
trade agreements, antinarcotic efforts, and financialand military support; the
general populace maynot share their government’s sentiments, and engage in
remote electronic attacks on economic infrastructures and key sectors. These
governments may, in fact, encourage such attacks by turninga blind eye from
these activities, as well as providing the electronic infrastructure to perform
them.

Public and Private Utilities

Power generationand transmission utilities, water supply and waste disposal
systems, and telecommunications are primary targets for electronic attacks
resulting in cascading consequences. These utilities provide thedaily power,
heating, water requirements, waste facilitation, and communication infrastruc-
tures for any progressive, Westernized economy. When these interconnected
infrastructures are made unavailable, people, businesses, and governments can
be deprived ofbasic services, and as such, be prevented fromthese services
intimes ofcrisis.

According to the U.S. Department of Commerce, in 2001, electric, gas, and
sanitary services were approximately $222 billion ofthe U.S. gross domestic
product (GDP). Coal, oil and gas extraction comprised $ 120 billion. Global
electricity productionexceeded 13.6 trillionkilowatt hours and 101.8 trillion
cubic feet of natural gas in 1998. In 2000, natural gas accounted for 22% ofthe
world’s energy consumption (Quick, 2003). The physical distribution and
control structures that are used to govern such infrastructures are vast and
cover great distances, can be labor intensive in its basic maintenance and
control, and involve extensive transportation issues. As a result, electronic
controlsystems have been implemented to better govern daily operations, and
provide critical data forload balancing. According to a 2004 report by the U.S.
General Accounting Office entitled Challenges and Efforts to Secure Con-
trol Systems, control systems are vulnerable fromthe following:
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Figure 13. Typical components of a control system (U.S. General
Accounting Office, 2004)
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+  Delaysorblockagesinthe flow of information through control networks

+  Unauthorized changes to programmed instructions in programmable logic
controllers (PLC), remote terminal units (RTU), and distributed control
systems (DCS) controllers, change alarms settings, and/or issue unautho-
rized commands to controlequipment

+  False information sentto controlsystem operators
+  Modificationofcontrolsystemsoftware

+ Interference with safety systems

Such vulnerabilities are a direct result ofbecoming increasingly integrated with
business networks for business data, trouble alert transmissions between
providers, and the utilization of shared public and private communication
channels for the collection of equipment sensor data over geographic distances
(seeFigure 13). For industries managing such complexities, the connectivity of
control systems is both their greatest strength and weakness.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



122 Colarik

Withregards to the electric industry, power production consists ofhydroelec-
tric, fossil, and nuclear power generation. The basic components consist of
transmission lines, transmission, and distribution substations that convert higher
transmission voltages into lower delivery voltages, and control centers that use
energy management and control systems to regulate the productionand flow of
power. Atthe operational control level, RTUs collect sensor data and transmit
it to energy management systems (EMS) and supervisory control and data
acquisition (SCADA) systems. Intelligent electronic devices (IED) are used to
send and receive control data from connected devices such as meters, relays
and controllers. RTUs and IEDs are used to issue management and control
commands remotely. Fundamentally, communications between components
and systems are facilitated via wired and wireless technologies, and transmitted
overbothpublic and private networks. The Institute for Security Technology
Studies at Dartmouth College produced a 2002 report entitled Cyber-Security
of the Electronic Power Industry. In this report, it was stated:

*  The sector has always contained security vulnerabilities, but
these vulnerabilities have been compounded by the introduction
of new networking technologies, deregulation and structural
changes in the industry. Additional vulnerabilities have been
introduced by placing ever-more energy management and con-
trol systems online, opening them up to remote access and
linking them to corporate networks.

*  Penetration tests and vulnerability assessments conducted by
Department of Energy (DOE) laboratories and security firms
have demonstrated the cvber vulnerabilities of energy industry
control systems and related information networks.

While the report goes onto state that attacks on suchsystemsrequire a person
to be physically present or have intimate knowledge ofthese systems to enact
attacks, these EMS, DCS, and SCADA systems and PLC technologies and
their associated standards are used around the world. Therefore, knowledge-
able use ofthese systems is widely accessible, and foundationalinformation can
be acquired by attackers.

The other critical infrastructure in this section is the telecommunications
industry. According to the Office of Technology and Electronic Commerce
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(OTEC), as of 2004, there were over 651 million Internet subscribers
worldwide, of which 24% were in the United States.

All of these subscribers are connecting through telecommunication infrastruc-
tures including residential and business phone lines, digital subscriber lines,
cable, wireless, and satellite systems, and represent the result ofan estimated
US$1 trillionindustry. Withunprecedented growth, investment inthe telecom-

Figure 14. Top 20 Internet subscribing countries (OTEC, 2005)

Rank | Country Technologies Used Market Information
1 United xDSL, Cabk’ﬂTl’ Fiber, 159 million Internet users (2002)
States Satellite
53.3 million Internet subscribers (2003)
2 China xDSL, Cable 17.73 million broadband subscribers (June
2004)
3 Korea xDSL, Cable, WLAN, 29,280,000 Internet subscribers (2003)
(South) Satellite 12,719,210 broadband subscribers (2003)
4 Germany xDSL, ISDN 39 million Internet users (2003)
United i e
5 Kingdom 25 million Internet users (2002)
X . 10,272,052 Internet subscribers (2003)
b fapan | ADSL, Cable, FTTH, ISDN | ;3 641311 broadband subscribers (2003)
7 France xDSL, Cable 21.9 million Internet users (2003)
Ttaly xDSL, FTTH, Satellite 18.5 million Internet users (2003)
14.3 million Internet users (2002)
9 Brazil ADSL, Cable, Wi-Fi 200,000 cable broadband subscribers (2003)
983.293 DSL subscribers (2003)
10 Canada xDSL, Cable 16,110,000 Internet users (2002)

xDSL, Cable, Satellite, Wi-

11 Russia L 12-14 million Internet users (2003)
Fi, Fiber
8.5 million Internet users (2003
12 | Netherlands xDSL, Cable 2.5 million broadband useref (200)4)
10,033,000 Internet users (2002)
13 Mexico xDSL, Cable 190,000 cable broadband subscribers (2003)
179.293 DSL subscribers (2003)
14 Spain xDSL, Cable 9,789,000 Intemet users (2003)
15 Poland xDSL, Cable 8,970,000 Intemet users (2003)
16 Australia xDSL, Cabk_), ISDN, 5.2 million Internet s.ubscr:lbc:rs (2003)
Satellite 698,700 broadband subscribers (2003)
17 Turkey ADSL 5.5 million Internet users (2003)
18 | Sweden ADSL, Cfg‘; Ethernet 5,125,000 Tnternet users (2002)

4,779,000 Internet subscribers (2003)
3,004,000 broadband subscribers (2003)
4.1 million Internet users (2002)
121,664 cable broadband subscribers (2003)
113,336 DSL subscribers (2003)

19 Taiwan xDSL, Cable, ISDN, Fiber

xDSL, Cable, Fixed

20 Argentma wireless
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munications infrastructure amounted to over US$200 billion in 2000 alone, and
users placed approximately 36 billion calls (International Telecommunication
Union, 2004).

Because much of our economy is facilitated by telecommunications, terrorist
activities are likelyto target this infrastructure for both intelligence, and inan
effort to undermine the free flow of data and information. Such attacks also
serve to create a force multiplier for disrupting relief efforts and targeted
responses by government entities. Therefore, attacks thathave occurred in the
past, and can be reasonably expected in the future by terrorist organizations,
may predominantly be in concert with attacks on power, water, gas, and other
utilities that use telecommunications. These include attacks on police, fire and
emergency communications; the monitoring and disruptions of voice over IP
and E-911; and virtual private network targets such as brokerage houses’
networked systems.

Banking and Finance

The banking and financial services industries provide the very foundation for a
market-based economy, and facilitate the continued expansion and growth of
the institutionalinfrastructures it supports. According to the 2003 Encyclope-
dia of Global Industries (Quick, 2002), as 02000, the world’s 10 largest
banks had over US$7.5 trillion in assets. Japan lead the world with over
US$4.2 trillion, followed by the U.S. with US$4 trillion in combined assets.
Also reported in 2000, the world’s top 25 banks had US$118.1 billion in
profits. According to the U.S. Department of Commerce (2004), in2001, the
U.S. finance and insurance sectors comprised US$905.2 billion of the gross
domestic product, excluding real estate ($1.172 trillion). This included deposi-
toryand nondepository institutions, and securityand commodities (i.e., bro-
kers, insurance carriers, agents, brokers and services). The efficient exchange
ofgoods and services is critical to maintaining such a system, and information
technologies are at the heart of such operations. According to the Futures
Industry Association (2005), in 2001, nearly 4.28 billion futures and options
contracts were traded globally. This represents a 43% increase over the
previous year, as new systems and infrastructures throughout the world made
access to such instruments easier. As 02004, futures and options trading came
to nearly US$8.9 billion (Futures Industry Association, 2005). According to
the 2003 Encyclopedia of Global Industries (Quick, 2002), there were
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“more than 37,000 credit issuers in operation at the turn ofthe century. Inthe
United States alone, 200 million new MasterCard and Visa accounts were
issued in 2000; a total of 185 million Americans used credit cards.” The
encyclopedia goes on to state that worldwide purchases made by Visa and
MasterCard credit cards nearly reached US$2 trillion. With the expansion of
the Internet, online banking continues to provide customers with account
information, the ability to make payments and transfers, and apply for loans.
Online sales of property and casualty policies also reached US$2 billion in
2000. Remember, the vast majority ofthese transactions are made electroni-
cally, utilize the telecommunicationsinfrastructure (i.e., public and private), and
are a key component in maintaining and integrating market-based economies.

Money is the foundation for sustaining any activity that has global reach.
Terrorism is no exception. The state-sponsors, organizations, and individuals
who have an interest in furthering a particular terrorist group’s successes often
provide support with financial contributions. Withthese funds, terrorist orga-
nizations can engage in both legitimate and criminal activities where the
proceeds can be used to sustain their operations. In the 2002 testimony of
Kenneth W. Dam, Deputy Secretary Department ofthe Treasury before the
Financial Services Committee ofthe United States House of Representatives,
Mr. Damsstates:

Our goal is straightforward. We seek to prevent terrorist attacks
by: (1) disrupting terrorist finances, and (2) following financial
trails to disrupt terrorists themselves. Qur first actions after the
tragedy of September 11 were to identify known terrorists and
terrorist entities, freeze their assets in the US, and work with our
allies to extend those freezes world wide. Since September 11",
the United States and other countries have frozen more than
$112 million in terrorist-related assets. More importantly, the
actual amount of money blocked understates the full effect of
the blocking action in that our blocking actions have effectively
cut the flow of terrorist money through funding pipelines. For
example, we disrupted Al-Barakaat's worldwide network that,
by some estimates, was channeling 815 to $20 million dollars a
vear to al Qaeda. As another example, we froze the assets of the
Holy Land Foundation for Relief and Development, which, as
the principal U.S. fundraiser for Hamas, raised over $13 million
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in 2000. Where warranted, we have also unblocked funds. $350
million in Afghan government assets that were frozen in
connection with the Taliban sanctions, mostly before September
11" have now been unfirozen for use by the legitimate Afghanistan
government. (Dam, 2002)

Mr. Dam goes on to state that strong international cooperation has been
acquired in monitoring and freezing terrorist assets throughout the world. Asa
result ofthese efforts, the U.S. Department of Treasury put forward aset of
recommendations for all participating entities that:

*  Ensure there is appropriate customer identification and verification of
identification

*  Eliminate the risks associated withcorrespondent banking activities of
foreign banks and other foreign financial institutions

*  Expand the antimoney laundering regime to all facets of the financial
system

»  Facilitate the sharing ofcritical informationrelating to money laundering
andterrorist financing

Remember, terrorist organizations operate on a domestic, international, and
global scale with cross-functional ties between themselves and self-interested
parties and/or states. Ifauniform approach to governing and administering the
flow of monies can be established, then the expected outcome is that terrorism
will be stripped of the monies needed to perpetuate its agendas, sustain its
membership and supported parties, as well as provide the foundation for
supplying its arms and equipment. In theory, such activities should then be
rendered relatively limited.

One avenue that has been utilized in the past is the use of corrupt foreign states
and/or business entities to make available funds and distribute them through
their associated economic linkages, such as central banks and the like. While
these foreign transactions are now being made more available for auditing by
the Western powers, their true nature may still be manipulated and/or hidden
forat least a significant period oftime. These funds may also be used directly
by the supporting entity to acquire supplies and arms, and then transfer the
purchases to the terrorist organization(s). Therefore, in truth, what these
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antiterrorist financing activities do is eliminate one level ofso-called legitimacy
of'such operations by removing access to public venues in the generation of
monies. Asaresult, funding schemes for terrorist organizations must now be
conducted through more covert channels outside governmental monitoring and
control.

Ifasystemis to be used to monitor and control activities, and freeze assets, then
suchasystemwillobviously become a target ofthose it negatively impacts. The
verysystems that governments are now putting in place to verify and authen-
ticate identities and financial transactions may also provide a technosavvy or
state-sponsored cyber terrorist with a vast amount of information on their
enemies, and unfettered access to such a systemonce admittance is obtained.
This is the true double-edge sword of integrated systems. In fact, since the
invention ofelectronic wire transfers via the telegraph, criminals have been
inventing ways ofobserving, manipulating, and ultimately stealing funds through
electronic means. Ifthis is not achievable in some meaningfully manner, thenthe
disruption and/or destruction of such a system would become the preferred
objective of any terrorist organization or state-sponsor such a system nega-
tively affects.

Financial markets place value on products and services based on public
demand and their associated perceptions. Ifsuch a system, or their subcom-
ponents, were attacked in a meaningful manner, then products and services
suchas personal savings accounts, retirement accounts, and trade investments
(i.e.,stocks, bonds, etc.) would be perceived as having greater risk. The result
would be less investment and usage ofsuch instruments, and as such, diminish
muchneeded capital for ongoing business expansion projects. Accordingto a
2003 report to the House of Representatives Subcommittee on Domestic
Monetary Policy, Technology, and Economic Growth on the efforts of the
financial services sector to address cyber threats, the U.S. General Accounting
Office stated:

First, industry representatives, under the sponsorship of the
U.S. Department of the Treasury, collaboratively developed a
sector strategy which discusses additional efforts necessary to
identify, assess, and respond to sector wide threats. However,
the financial services sector has not developed detailed plans
for implementing its strategy. Second, the private sector’s
Financial Services Information Sharing and Analysis Center
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was formed to facilitate sharing of cyber related information.
Third, several other industry groups are taking steps to better
coordinate industry efforts and to improve information security
across the sector. (U.S. GAO, 2005)

Because ofthe shear size ofthe industry, and the diversity ofbusinesses and
individuals participating that is needed to bring about changes, such efforts will
be slow, incremental, and based ona consensus of willingness and capabilities
(i.e., resources, technical, etc.). At the core of these efforts is the Federal
Reserve systemand the Securities and Exchange Commission (SEC), which
have considerable influence over those entities wishing to conduct financial
transactions with the United States. These organizations continue to establish
policies and procedures that create audit trails and data security requirements
ofparticipating entitics. However, efforts at the prevention ofelectronic attacks
ultimately will fall to those participating entities, and so will the technical
requirements and costs. Therefore, ensuring compliance ofthe entire financial
services industry, as a whole, is a daunting task.

Because terrorist activities require funds, and these funds may wellexceed the
individual means ofthose conducting the attacks, alternative funding schemes
through criminal exploitation ofthe financial services sector is a serious reality.
The purchase of daily supplies, support communication equipment, transpor-
tation, training, bomb components, and so forth, all requires money. Therefore,
attacks that have occurred in the past, and can be reasonably expected inthe
future by terrorist organizations, predominantly consist of usurped commercial
and consumer credit cards; transfers of online banking account balances;
covert account transfers from internal penetrations; disclosures of details for
identity theft; disruption of financial transfers; and stock market DDoS, worm,
and computer trading attacks.

Transportation

Modern societies rely heavily on transportation to deliver food, water, raw
materials, finished goods, and people via land, air, and sea. This is often
facilitated by an extensive infrastructure consisting of railroads, trucking
systems, air transportation, and other transportation and distribution services.
According to the U.S. Department of Commerce, the U.S. transportation
industry consisted of a US$306 billion industry in 2001. The movement of
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Figure 15. Coast Guard Cutter Hawser provided by DoD

freight viasome 571 line-haul common carriers operating in the U.S. shipped
1.5 trillion ton-miles (i.e., movement of one ton of cargo the distance of one
statute mile) and transported 9.5% ofall intercity goods, as opposedto trucks
handling 80.4%. The movement offreight occurred between approximately
3,000 stations and track terminals operated by approximately 15 large
railroads and 600 small and regionalrailroads (Encyclopedia of American
Industries, 2004). Amtrak reported that in 2004, it transported over 25
million passengers. The Air Transport Associationreported that as of 2001,
there were 19,306 airports, of which 5,314 are opento the public. Approxi-
mately 476 million passengers boarded planes, and over 4.6 million plane
departures occurred. Air cargo in the U.S. amounted to over 12.9 revenue-
ton-miles (i.¢., one ton ofrevenue traffic transported one mile) for domestic
transport, and 14.7 revenue-ton-miles for international transport. According to
the U.S. Department of Transportation, over two billion tons of cargo is
shipped annually by marine transport. In 2003, there were a reported 94.9
million truck registrations, over 776,000 bus registrations, and 196 million
licensed drivers.
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This infrastructure is large, diversified, andis largely reliant on individuals to
perform their particular function in order to avoid loss oflife and cargo, both
during operation andin the event ofsome tragedy.

Because of the level of complexity of transportation systems, integration and
controlefforts have continued to be implemented. Throughout transportation
systeminfrastructures, SCADA systems are being used to monitor and control
component operations. Inaddition to the component infrastructure, the exten-
sive use of commercial-off-the-shelf(COTS) products is utilized to control
everything from traffic lights to air traffic control centers. The vulnerability of
such systems is wholly dependent on their degree of connectivity to other
systems, such as the Internet and/or private communication channels, as well
as their physical accessibility. According to the Center for Strategic and
International Studies (Lewis, 2002) the “F AA has 90 major computer systems
and nine different communications networks. These networks rely on elderly
equipment and use proprietary software that make them difficult for outsiders
to hack. This may explain why the few reported attacks have not affected air
traffic. Inonereported incident, a young hacker interrupted local phone service
inNew England, shutting offa regional airport’s controltower and the ability
to turn on the runway lights. Although the interruption lasted six hours, there
were no accidents at the airport. In other cases, FAA headquarters computer
networks have been penetrated, allowing hackers to make public unpublished
information on airport passenger screening activities, and in another case, a
hacker was able to enter a FAA mail server.” One primary area of concern is
theuse ofelectronic data interchange (EDI) systems, whichare used to transmit
and share data regarding passenger lists, shipments, orders, inventories, and
the like. While these systems are not in control ofelectromechanical systems,
they do provide a vast amount of information. Such systems are generally
vulnerablenot to disablement, but information attacks that are associated with
surveillance and data modification. In particular, the removal of a passenger
that may be on a terrorist or criminal watch list, the modification of transpor-
tation manifests for the purpose of shipping and/or importing supplies or
components for further terrorist activities, and general intelligence gathering of
potential targets. Outside of the computerization aspect of this sector (i.e.,
control systems and databases), which may be vulnerable to circuit control
changes, physicalattacks are the most likely formofattack. More likely is the
potential for terrorists to identify a high-value target electronically, and then
launch the physical attack against such targets as chemical transports, petro-
leumsstore houses, hazardous material shipments, and/or against passengers of
transport services.
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Figure 16. Operating room provided by DoD

Medical

Atthe time of writing thisbook, the U.S. Census Bureau reported that there are
approximately 295 million people living in the U.S. and over 6.4 billion in the
world. According to the National Center for Health Statistics (2004), U.S.
healthcare expenditures in 2002 totaled US$1.6 trillion, or 14.9% of GDP,
which is the highest ofallnations. This includes hospitals, medical practices,
Health Maintenance Organizations (HMOs), pharmacies, emergency medical
services, and medical and governmental insurance programs. In order to
efficiently administer and treat people, databases are employed at all levels of
the industry. This includes the local medical practitioners, pharmacies, emer-
gency medical centers and ambulance services, hospitals, group care adminis-
trations, insurance companies, and governmentalinsurance programs such as
Medicare and Medicaid. These databases contain enough information on
individuals for a terrorist to search for an appropriate target or targets, and
proceed with a wide variety ofattack options. These attacks may include the
modification ofcritical medical information such as blood type, immunization
history, and/or acting on any confidential disease details. The modification of
such details could cause the medical practitioners to diagnose a course of
treatment that could be fatal to the patient. There may also be sufficient
information contained in such databases that the identity ofa person could be
assumed with little difficulty, as previously presented.
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Another critical area of such systems is the potential for inventory-level
manipulation and shelf life reordering of life-saving antidotes and medical
suppliesreserved inthe event of a chemical, biological, or nuclear attack. The
modification ofsuch data would seriously hamper response teamefforts to treat
victims after such an attack, and amplify the loss of life that mayresult. Also,
such database access may provide storage information ofcontagions that may
be later acquired by terrorists, and used against a givenpopulation. This is of
primary importance in medical facilities that conduct research on contagion
preventionand vaccination.

Inan attempt to standardize and simplify the healthcare administration process

throughout the U.S., the Health Insurance Portabilityand Accountability Act of
1996 (HIPAA) was passed, by Congress, as an initial step to reform the

insurance market. One ofthe main goals of HIP AA was to reduce administra-

tive costs inthe healthcare industry by requiring the use of electronic transmis-

sion ofadministrative and financial data in a standardized form. In particular,

HIPAA outlines the simplification ofthe billing and claims process via computer
systems and electronic communications (i.e., EDI), as well as the details of
patients’ records containing information about medical conditions and status in
a uniformmanner, regardless ofa healthcare provider’s proprietary system.

One provision ofelectronic storage and transmission of patient information is

the security aspect of such systems. This requirement is placed solely on the

health plans, clearinghouses, and providers to ensure the integrity and confi-
dentiality ofthe records at all phases of the process. Such a requirement to
produce anall-electronic communication structure, while requiring security,

places healthcare providers in a bi-polar predicament (i.e., provide all informa-
tion and provide privacy). In addition, when the size and complexity of this
industryis considered regarding the standardization of electronic security, the
reality surfaces that such standards will be geared towards individualized
healthcare providers, because each has a different system performing different
operations in a proprietary manner. What this means in the practical sense is
that the U.S. medical electronic infrastructure now contains vast amounts of
standardized data that is subject to external eavesdropping of EDI transfers by
ahost of potential attackers, amongst a host of other issues.

Education

As 012003, according to the National Center for Education Statistics (2004),
there were over 70 million people enrolled in U.S. schools (54 million) and
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colleges (16 million), and over 4 million people were employed as school
teachers and college faculty. The major issues that exist within the U.S.
education sector are Internet connectivity and its access to information
resources, and the predominance of foreign nationals to immigrate for the
purpose ofattending educationalinstitutions. The first of these issues that will
be presented is the composition of connectivity. According to the National
Center for Education Statistics (2004), it was reported in2002 that:

s 94 percent of public schools with Internet access used broad-
band connections to access the Internet,

*  of'the schools using Internet connections, 88 percent indicated
that they used broadband wireless Internet connections,

s 13 percentof all public school instructional rooms had wireless
Internet connections.

The extent by which schools are connected to the globalinformation infrastruc-
ture allows students at all levels to have access to research databases and
library resources in most disciplines, communicate and interact with fellow
students regardless of geographic distances, and acquire advanced knowledge
and skills in technical and scientific areas. In fact, the expansion and continued
integration of Internet connectivity has become acritical component in educa-
tionalinstruction (see Figure 17).

With this proliferation comes the necessity to assignstudents with user accounts
that have varying degrees ofaccess control rights and user capabilities, such as
e-mail, FTP, and the like. In most cases, the computers that are used by
students are publicly accessed in designated areas (i.e., meaning multiple users
onasingle computer). This provides for a host ofattacks (i.e., electronic and
social) that may be employed to gain access to fellow students’ accounts for
anonymous communications and resource searches. The most relevant ex-
ample of this is the use of Nicholas Berg’s 1999 account by Zacarias
Moussaouiin Norman, Oklahoma, where the accused terrorist used a fellow
student’s account for anumber ofundisclosed activities.

The second primary issue that applies to the educationsector is the increasing
levels of foreign nationals studying and teaching at U.S. schools. In a 2002
paper written by Professor George Borjas entitled Rethinking foreign stu-
dents: A question of national interest, he states that over a 29-year period,
the State Department went from issuing 65,000 student visas to 315,000 by
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Figure 17. Internet enabled instructional rooms (NCES, 2003)
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2000. Theability to abuse sucha privilege is embodied by Hani Hasan Hanjour,
who received astudent visa to study Englishat ELS Language Centers. Instead
ofattending asingle class, he entered the U.S. in order to be one ofthe terrorists
that crashed a jetliner into the Pentagon on September 11%. It has been
estimated that there are approximately 1 million foreign students residing in the
U.S. attending all levels ofundergraduate and graduate degree programs, and
these students, once inside the U.S., can be difficult to monitor and track.

Anassociated issue with restricting and controlling visas to foreign nationals is
that many legitimate foreign students return to their home countries with a
positive understanding ofthe American culture and business processes, and
tend to obtain higher levels of authority within their respective countries. For
those students that obtain permanent residence after obtaining their degrees,
most go onto be contributing members of American society. Therefore, any
restrictions to this venue may seriously hinder future U.S. relations. To prevent
such an outcome, education facilities must instead focus on policies and
procedures that help to prevent the abuse of facilities and electronic resources.
The aspect of immigration controls, while important, must fall outside this
particular discussion.
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Government

The United States government is comprised of multiple branches, departments,
and agencies. Thescope and depth of governmental integration into American
society far exceeds the size of this book. Everything from customs and
immigration services, taxation and social programs, law enforcement and the
judicial, to military operations and national defense are managed and/or
facilitated by local, state, and federal employees. According to the U.S.
Department of Commerce (2004), government spending comprised approxi-
mately 19.7% ofthe GDP in2002. This is composed 0f23% for federal and
77% forstate and local government expenditures. Where government expen-
ditures are concerned, audit trails detailing people and transactions are prolific.
Thisinformation is now being stored in government databases and document
archives in searchable forms that, until recently, could only be accessed by
selected agencies via the Intelligence Community System for Information
Sharing (ICSIS), which is a Web-based systemthat combines the Top Secret
Joint Worldwide Intelligence Communication System (JWICS) and the Secret
Internet Protocol Routing Network (SIPRNET).

The government’s influence, size, and complexity has not been overlooked by
individual citizens, officials, or the terrorists themselves. Inan effort to better
organize and administer governmental efforts to defend itselfand its citizens, a
massive consolidation of agencies and departments is being organized under
the U.S. Department of Homeland Security. The coordination ofthese multiple
agencies and departments will continue to be under presidential control, with
the main goal of aligning similar functions across multiple agencies. It has been
suggested that such a consolidation will provide improved preparation and
rapid response to disasters and terrorist attacks, throughincreased border and
transportation security, and infrastructure protection, including physical assets,
telecommunications, and cyber security. As an additional step towards infor-
mation unification, the Director of National Intelligence was legislated through
the Intelligence Reform and Terrorism Prevention Act of2004. This office was
created for the centralization of the gathering, sharing, and analysis of intelli-
gence, both domestic and international. This new directorship is designed to
reorganize and improve the management ofthe national intelligence community,
including the joint operational coordination procedures between the Depart-
ment of Defense and the Central Intelligence Agency. This legislation provides
foradditional requirements for increased cooperation and intelligence sharing
between departments and agencies. While these efforts may produce long-
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Figure 18. Interoperability tests provided by Kristin Ruleau

termresults, it is the opinion ofthis author that such a massive consolidation of
people, resources, and power is easily a decade away from any tangible results.
Organizational culture has its own momentum that requires time to adjust to
structural change, and the speed ofthis change is dependent on the degree of
cooperation that can be obtained by federal agencies doing the job and
legislative committees pulling the purse strings.

Ona state and municipal level, governmental efforts are less prepared for the
threat ofeyber terrorism. It was reported by the National League of Cities that:
“only 43 percent of large cities and 26 percent of all cities have developed
strategies to address cyber terrorism.” This is despite the fact that a series of
congressional hearings over the last several years have occurred that clearly
enunciate this emerging threat. These organizations have the same, if not more
detailed information onits residents, as wellas the details ofthe state oflocal
businesses as to compliance with police, fire, and safety inspection officials.

Administrative government is not the only target for electronic attacks. A key
military objective is to achieve information superiority, and the U.S. armed
forcesis no exception. Infact, the U.S. military is one ofthe most advanced,
high-tech structures in existence, comprising the coordination, supply, and
deployment ofover 1.4 million troops world-wide, not to mention hundreds of
billions of dollars inassets. As part ofthe Department of Defense’s efforts to
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modernize and evolve the military, a transition from platform-centric to
network-centric warfare is being implemented aggressively in orderto change
the battle space. In his welcoming address at the Naval War College Sympo-
sium on Computer Network “Attack” and International Law in 1999, Vice
Admiral Cebrowski stated “Network-Centric Warfare enables a shift from
attrition-based warfare to amuch faster and effects-based warfighting style,
one characterized not only by operating inside anopponent’s decision loop by
speed of command, but by an ability to change the warfare context or
ecosystem.” He further went on to state that: “a core strategic goal must be to
design, build, and operate secure I'T systems-resistant to Computer Network
Exploitation and Computer Network Attack. Disruption or corruption of these
systems could have devastating strategic effects.” Disruptions, interceptions,
and/or modifications of military information would seriously undermine its
command and control functions, as well as its preparedness and logistical
support for operations.

Therefore, one of the military’s greatest assets may also become one of its
greatest weaknesses. One technicalreason that military networks are currently
subject to attack is that they heavily rely on and utilize commercial communi-
cation pathways and services. Many of these systems and infrastructures are
functionally outside the government’s and military’s control, and therefore, will
continue to be the focus ofelectronic attacks.

Precursor to a Physical Attack

Thelast aspect in this chapter is therealization ofthe preceding sections and
chapters. Somewhere in perhaps the United Arab Emirates, Iran, and/or
Malaysia, there are technical computer specialists working towards mastery of
the global information infrastructure. Perhaps instead of a few selected people,
teams are assembled that slowly progress their individual skills, aptitudes and
agendas, operating ina distributed, geographically dispersed manner. Their
goals are, in their own minds, very simple: to bring down high-value targets that
represent Westernpower and so-called Westernaggression over Muslims or
some other repressed peoples throughout third-world nations. Perhaps this
target willbe aregional power grid or the stock exchange. Anything that relies
onacomputer network infrastructure for its continued operations, and facili-
tates the economic and militarymight of the Western powers. Theywill have
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worked hard to build a cyber task force that shares its knowledge, focuses their
respective efforts, and coordinates the execution of its members’ plans.
Throughout this progression, each individualis charged with the creation and
maintenance of disseminating their respective group’s activities, accomplish-
ments, recruitment, and training materials. These individuals are responsible for
training the devoted as to how to transport and communicate the group’s data
and information in a secure manner, acquire details on high-value targets from
both without and within their secured networks, assemble dossiers for its
leadership’sreview, and devise attacks that will maximize fear and panic inthe
enemy’s citizens in order to undermine so-called free societies.

As part of their reconnaissance, these resourceful individuals may begin by
tapping the communication lines of civilian and military network infrastructures,
simply gathering the details of communications. They may explore the use of
suchdata by casualuse ofuseraccounts and passwords to provide alternative
communication channels for group communications. They mayuse captured
account details to send unwarranted SPAM e-mails containing Trojan horses,
or commercially available backdoor software. They may simply accumulate
extensive dossiers on individuals that are ripe for identity theft, and therefore
provide the means for group members to operate without repercussions, and
provide ease of movement throughout a host ofnations. These individuals may
also be identified as feasible targets for kidnapping, murder, and extortion
schemes. There are many motivational forms of terrorism, and the term high-
value target has many associated meanings. Because terrorism hasa political
component, enacting change by showing how vulnerable public officials and
wealthy parties are becomes a real weapon in the global media environment for
aterrorist. Theymay then wish to seize the digital broadeast lines ofthe media
for inserting their own perspectives on regular viewers in defense of their
actions. The list of opportunities is as vast as any well-organized business or
government operation.

Astheir learning curve diminishes, their masteryand acquired knowledge will
permit these individuals and groups to selectively, precisely target physical
assets for attack. As aprecursor to such attacks, their likelihood of success
greatlyincreases, as does their likelihood ofamplifying the devastation effects.
Imagine ifmobile phone users had not beenalerted on the flight over Pennsyl-
vania on September 11", or emergencyresponse teams and hospitals had no
means of coordinating rescue and relief efforts: just how much more fear,
damage and trauma may have occurred. Imagine for a moment ifan electro-
magnetic pulse (EMP) bomb was set off moments before a building is blown
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up. Such a pulse would disable computer networks within its blast radius,
shutting down critical telecommunications, power, water, and transportation
systems resulting inmass confusion and gridlock. Then, when a physical attack
occurs shortly thereafter, the disaster is only made worse. Such is the raw
potential to attack individuals, organizations, infrastructures, and key economic
sectors ina modern, digital world.

Final Thoughts of This Chapter

Theorists sometimes view the world in the micro and the macro in order to get
a different perspective as to how these two categories progress and interact
with each other. On the macro level, individuals and small groups and
organizations tend to create rhythms in their daily lives that carry them through
the highs and lows of normal current events. They are vulnerable to being
exploited and/or attacked directly by cyber terrorists. Theyalso, ona collective
level, inherently create the macro. Large groups and key sectorshavea degree
ofsynergy that moves ina collective direction and momentum. The micro and
the macro sustaineach other in a symbiotic relationship. When a large enough
percentage ofindividuals and or small groups (i.e., the micro) are impacted by
terrorist activities, the collective becomes affected as a secondary conse-
quence. When the large groupsand keysectors (i.e., the macro) are impacted
by terrorist activities, the individuals that comprise themare forced to operate
differently. The two are interdependent on each other for their continued
directionand momentum.

In this chapter, only a limited understanding of the complexity, interoperability,
and interdependence of the above topics has been presented. Such
interdependences, when working normally, create efficiencies that are ex-
tremely difficult to compete withifone is a second- or third-world nation. It is
consistency and forward progressionthat provides the momentum for day-to-
day normality and continuity in modern societies, and as such, make them
subject to greater harm when disrupted. When the underlying systems that are
used by individuals, groups, organizations, and key sectors are disrupted
through physical attacks, cascading psychological consequences can effec-
tively bring an economy to its knees, if only for a few days. Killing the
momentum in a society in a competitive world may be power enough for its
enemies, as it provides additional time and future opportunities for continued
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aggression. The shear size and magnitude of such an economy in chaos may
produce a reactive mindset instead of a proactive and forward thinking
approach to securing ongoing operations. It is this reason that a preventative
wakeup call must be heard before one is founded inreaction.
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Chapter VI1

Thoughts for
the Future

Objectives of This Chapter

Brieflyput the previous information presented into a context for taking
action.

Understand the relationship between user privacy and data usage.
Beaware ofthe relationship between security design and user features.

Present some of the major issues in securing the global information
infrastructure.

Identifyseven solutions for safeguarding the globalinformation infrastruc-
ture fromcyber criminals and cyber terrorists alike.
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Introduction

Inthe previous chapters ofthis book, an examination ofmany ofthe approaches
and motivations of terrorist organizations were presented, as well as their
increasing use ofthe global information infrastructure to communicate, coordi-
nate, and facilitate terrorist activities. The emergence of a cyber terrorist
facilitating physicalacts of violence inorder to create widespread fear, brings
with it a host of implications about the future of our electronic security. The
vulnerabilities that continue to exist throughout telecommunication systems
suchas telephones, mobile accesses, cable, satellite, and Internet systems is
blood in the water for hungry sharks ofall kinds. Sectors such as public and
private utilities, banking and finance, transportation, manufacturing, medical,
education, and government, alluse the global information infrastructure for
daily operations and as such, may fall victimto these same technologies. It does
not matter that the predator is a cracker, cyber criminal, or cyber terrorist when
it comes to addressing corrective measures, or the underlying conditions and
inherent dependencies that exist in today’s global environment. Because
securing the globalinformation infrastructure involves so many stakeholders,
encompassing national and international interests that are governed by indi-
vidual governments throughout the world, an examination of the larger political
and economic issues must be discussed in order to construct preventive,
corrective, and responsive initiatives.

Ina 1995 paper by@Ines and Spilling entitled The new European regulatory
environment for telecommunications — Implications for service manage-
ment and its security, the authors offer that market-driven nation states and
economic federations are governed and impacted by the following:

*  Generallaws. Inanynew initiatives, allrelevant law, trade legislation,
and treaties must be followed. This includes addressing the influences that
can be asserted by the regulators such as the legislature and law enforce-
ment.

*  National security and public order. Because the integrity and availabil-
ity of'a country’s telecommunication infrastructure can be of critical
importance, initiatives that change or alter these systems’ state of readi-
ness will require direct input from those agencies responsible for maintain-
ing nationalsecurity and public order. This also includes the application of
strong encryption when the monitoring of communications traffic is
enacted in the name of national security.
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+  Privacy and protection of personal data. The requirements to protect
the privacy of personaldata vary from country to country. These varia-
tions have their origins in the expected use ofthis information by various
interests within each country. Any new initiatives must adhere to these
requirements, or be prepared to have said requirements changed to
accommodate the initiative.

+  Protection ofintellectual property. Extensive laws and treaties have
established methods and measures for dealing with the theft or misuse of
intellectual property within anation’s borders and internationally. These
must be considered whenintroducing additional security measures.

+ Licensing of providers. Because certain transmission frequencies and
mediums fallunder public licensure, and various countries strongly regu-
late certain sectors through licensing, these organizations must operate in
aregulated environment. Such regulations, and anyadditional restrictions
that are imposed, must be considered when changes are instituted for any
potential impact.

+  Monitoring of fair competition. Market-driven economies generally
choose competitive forces over monopolies. This is because when there
is too much influence that is derived from market dominance, price and
innovation become casualties. Care must be taken in initiatives that impact
market share control.

+  Standardization, equipment certification and technical regulations.
Most industries have standards by which they design, construct, and
establish communication. Inmanycases, certain products arerequired to
be certified to performat a specified capacity or meet various technical
regulations. The smallest change to this environment can have profound
consequences to an entire industry and must be considered.

Though the paper’s intent was focused around the European Union, such
understandings can be applied to nearlyany globaleffort. Alloftheaboveitems
apply to political and economic initiatives that are to be effective inachieving
information security policy at a local, national, and international perspective.
Successful initiatives to secure the global information infrastructure must
include these influences or be short lived. As a subset ofthe above, the following
section brings to light several key issues that directly impact the future
consideration of security initiatives.
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Key Issues to Be Considered

What is put forward by the security industry as a solution to correcting
information security related issues is a combination ofsecurity mechanisms,
public awareness and security training, datareporting, and onsite management
assistance by vulnerabilityassessment and law enforcement organizations. The
current state of the security industry is that it has numerous, well financed
organizations making small, incremental improvements in information security,
with few large leaps in success. This is because in reality, information security
has become an industry that resides in the realms ofpolitics and economics, and
now is emerging into a critical national security issue. In 2004, The Yankee
Group stated that the global security market will generate US$12.9 billion in
revenue for 2004, and is mostly composed of threat mitigation, command and
control, and managed security services. Such a number is not a very large
amount when viewed as a percentage of the global gross domestic product
presented in ChapterI (i.e., estimated at about US$37 trillion for 2004). This
can be viewed that the global security market is either extremely efficient, or is
underdeveloped and/or is an underutilized market of goods and services. Such
aquestion is worthyoffurther research. None the less, economic dominance
and electronic connectivity are strongly tied together (see Figure 19).

Ofthe top 20 Internet subscription countries, only Turkeyand Argentina do not
reside in the top 20 GDP countries. In this author’s opinion, these top 20
countries mustbegin increasing their respective security initiatives by applying
additional resources towards the development and/or implementation of wide-
spread security technologies. In addition, the need to secure their infrastruc-
tures also solicits their unified, multijurisdictional cooperation in considering all
of the political and economic factors presented in the previous section if a
holistic security approachis to be obtained.

Formost people, akeyissue when using the global information infrastructure
is how do you have privacy in a public space. Because people in open,
democratic, market-driven systems have power through their voting and
purchasing, their need and/or demand for privacy must be considered. The
vulnerability of data communication systems has been with us for over aquarter
century. The reality is that businesses that purport to securely store and manage
private information have a long history of having their stored and transmitted
information stolen whenever theyare connected to larger, networked systems.
This is especially true of Internet connectivity in the theft of credit card and
customer details. This is primarily caused by the relationship between user
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Figure 19. Top 20 Internet subscriptions vs. top 20 GDP countries
(OTEC, 2003)

Internet Subscribers Gross Domestic Product
2002
Rank | Country Subscribers | Rank | Country (Billions)
1 United States 159,000,000 1 United States 9234.13
2 China 71.030,000 | 2 | Japan 5666.83
3 Korea (South) 41,999.210 3 Germany 2708.08
4 Germany 39,000,000 4 France 1831.53
5 United Kingdom | 25.000,000 | S5 | United Kingdom 1361.09
6 Japan 23,913,363 6 Italy 1234.34
7 France 21,900,000 7 China 1207.27
8 Italy 18,500,000 | 8 | Brazil 812.11
9 Brazil 16,718,293 9 Canada 753.41
10 | Canada 16,110,000 | 10 | Spain 738.59
11 Russia 14,000,000 [ 11 | Korea, South 680.29
12 | Netherlands 11,000,000 | 12 | India 533.66
13 | Mexico 10,405,013 | 13 | Netherlands 505.05
14 | Spain 9.789.000 14 | Australia 468.67
15 Poland 8,970,000 15 Russia 381.58
16 | Australia 5,898,700 16 | Mexico 37543
17 | Turkey 5,500,000 17 | Taiwan 344.51
18 | Sweden 5,125,000 18 | Switzerland 339.30
19 | Taiwan 4,779,000 19 | Belgium 321.30
20 | Argentina 4,587,000 | 20 | Sweden 300.42

privacy (i.e., secrecy) and data usage (i.e., transparency). The issue of secrecy
tends to have a political orientation that is offset by the need to have the
transparency of data and information for personal and professional self-
interests. The more private you make something, the less use it is to all the
competing interests seeking to exploit it. While this seems to be an obvious
concept, market systems tend to justify this mistreatment as a matter of
competitiveness, and will therefore generally find away to get the information
and exploit it (i.e., political and economic motivations). It is the accumulation,
storage, and transmission of data and information that are the beginning points
ofitstheft. The secondary reasonsystems and processes are not as secure is
the relationship between user features and security design. Fundamentally, the
most secure systemis one that isunplugged fromall other systems and has little
or no user features. The more flexibility that a systemhas fora userto interact
and take greater control over it, produces greater complexity and interoperability
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Figure 20. Security matrix of competing interests

User Privacy (secrecy)

Security Design User Features

Data Usage (transparency)

issues. These may, in turn, be exploited by those with less than honorable
agendas. The more complex a system is, the more opportunities are present for
unintended errors, defects, and vulnerabilities. These two continuums (i.e.,
privacy/data usage — user features/security design) can be unified to forma
security matrix that identifies the competing interests to securing any publicly
influenced system (see Figure 20).

As aresult of these competing interests, security initiatives will continue to
encounter strong resistance by consumers, developers, and legislators inopen
market economies, unless such initiatives are intheir basic self-interests, and
the perceived loss in any one direction is worth the perceived security gain.
Therefore, something must be given in exchange for any perceived loss for an
initiative to have longevity.

Anotherkeyissue at hand is the need for comprehensive security in governing
systems. Reducing vulnerability in organizations requires the implementation
and maintenance of security policies, periodic vulnerability assessments and
corrective action, continuous awareness training, and the utilization ofexpertise
for ongoing technical solutions and response capabilities. But it is not just the
hardware, software, and storage systems that must be secured. As an initial
starting point for securing all accesses, storage, and transmission of an
organization’s data and information, entities need to clearlyidentify all data and
information that is nonpublic in nature as the foundation to any security
approach. Thisincludes any partner relationships with other entities that are the
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recipient ofnonpublic data and information. The establishment ofpolicies and
procedures, with the purpose of enforcing the security of this data and
information must include the periodic auditing o fthese policies and procedures.
The main problem is that this approach does not go far enough, as ongoing
penetrations by criminals have proven. There are few examples of truly
“secure” systems that have not had successful attacks resulting insome loss of
confidentiality, integrity, or availability. At the root ofthe problemis the so-
called need for organizational access to data and information. While there exist
the unrestricted access, collection, and storage of nonpublic data, the incentive
for security breaches will continue. The above s further compounded by the
lack ofdeployment ofstate-of-the-art security mechanisms in a holistic manner
throughout the global information infrastructure and the components that
compriseit. Anexample ofthis is, despite the fact that a large part ofthe military
infrastructure (i.e., DoD, etc.) utilizes pathways and processing components
that are used by the general public, the parts oftheir infrastructure that are under
direct control have far greater security capabilities, combat grade components,
and effective policies and procedures than its public equivalent. Therefore, one
must ask why this military grade infrastructure has not been deployed through-
out therest ofthe public infrastructure. This author canonly speculate that the
users” demands or perceived requirements for security do not warrant the
added costs associated with suchimprovements. Regardless ofthereasons, it
seems onlyrational that such capabilities should be disseminated and deployed
ifany serious effort to secure our infrastructures isto succeed.

The last major issue presented in this section deals with the core reasons for
security breaches, and the evolutionary aspect to breaches and protective
mechanisms. From the information systems security perspective, security is
about protecting the confidentiality, integrity, and availability of data. This
simplistic perspective is the foundation of information security, and can be
viewed as the following:

*  Preventing the unauthorized reading of data or messages
+  Preventing the unauthorized changes of'data or messages

+  Preventing the delay or disruption ofdata or message access

In a secure system, this implies that access is granted only to an authorized
party. This also implies that any data or message was sent by an authenticated
individual, and that the receiver of the data or message was received by an
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authenticated individual, and both parties cannot deny sending, receiving, or
accessing said data or message. The receipt or access ofdata and/or amessage
requires this content to be protected on whatever system it is accessed or
viewed upon. These understandings are designed to counteract the following:

*  Thetesting ofindividual and/or group cracking capabilities

*  The testing of the defensive capabilities ofan attacked entity
*  Toundermine a target’s communications effectiveness

+  Theuse ofacracked system for future attacks

*  Theaccess, modification, deletion, and/or theft of data or information
contained withina system

These two competing understandings are engaged in an endless game of one-
upmanship. As soon as one creates an innovation, the other outdoes it. It is
sheer arrogance to believe that any one proposed solution can resolve security
breaches, but instead, solutions must be pursued with anunderstanding that
they may one day be defeated. It is with this understanding that the next section
is writtenand offered to you, the reader.

Proposed Solutions

In the following sections, what will be presented is a series of prevention,
response, and future policies that directly relate to the above key issues, and
willhopefully help shape the current state ofthe information security landscape.
What will not be presented in any significant depth are the well-established
practices, procedures, and processes of the information security domain.
There are numerous books that detail and govern the information security
approach. Instead, this chapter shall attempt to propose ideas that address
many of the larger issues governing the protection ofdata and information, and
indoing so, help to mitigate the emerging threat of cyber terrorism.
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Information as a Property Right

Simply put, property can be considered a possession that its owner may
dispense with asthey see fit, and is generallya relationship between people with
regards to that possession. This means that an understanding between people
asto how a possession such as information is to be governed in a civil society
is cleartyunderstood. The notion of making information a propertyright permits
its owner certain controls of usage and just compensation forits theft or misuse.
Regulators (i.e., governmental or nongovernmental) need to establisha clear
delineation between public and private information in order to distinguish what
information has ownership potential. Sucha delineation needs to be created
througha joint initiative between businesses, government, technology provid-
ers, privacy advocate groups and citizens, alike. While initially such a process
may be laborious, these standards would have a prolific impact on enforcing
privacy, establishing future legislative initiatives, designing storage and trans-
mission systems, and judicial rulings, when breaches do occur.

Information designated as public data or information may be utilized by anyone
withthe legalright to do so (i.e., intellectual property rights). Therefore, all
security requirements would become the responsibility of the owner to enforce
and monitor, and as such, would become purely a civil matter when breaches
do occur. That which is designated as private data or information must be
secured throughout any collection, storage, usage, transmission, and deletion
process. Fulfilling all security requirements would fall to the organization
“leasing” the data or information, and the responsibility to prevent its misuse or
theft would become the organization’s responsibility. Breaches beyond the
security industry’s established standards would result in civil penalties, payable
to those who were negatively impacted and criminal penalties for the officers
ofthe organizations that failed to protect it. Inaddition, private data must have
alegal shelflife as a primary measure of securing its usage and preventing its
abuse. For the above to work effectively, there must not be any exemption for
specific organizations (i.e., government vs. business vs. individual needs)
because once one exemption is made, history has shown more shall follow.
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Global Information Security Center

Another aspect of information security that must be considered on a global
basis is security breaches and reporting. Currently, efforts to collect and
disseminate security breaches are fragmented. While organizations suchas the
SANS Institute and CERT Coordination Center do a wonderful job at a
regionallevel, datais not easily shared, or ina unified format. Inthis author’s
opinion, what is needed is the establishment ofa centralized reporting structure,
such as a global information security center. Such a center would create an
aggregated datastructure of security vulnerabilities and breaches for global
reporting by regional security organizations. Such collected information by
organizations would need to be universally formatted, so that it may be freely
distributed and integrated between participating entities. This includes all
detection and emergency response collaborationefforts. Because history has
shown that governments have great difficulty remaining efficient and politically
neutral, any centralization efforts must be conducted by a private organization,
and may be supported in part by government funding.

Another initiative that could be assigned to such anorganization is a top-down
examination ofthe chiefinformation vulnerabilities by sector and infrastructure
technologies (i.e., SCADA systems, etc.). Along with this examination, gov-
ernment information collection and storage reduction standards must be re-
examined to reduce the government’s excessive need to collect and store data
onindividual citizens. This information is now being configured for intergovern-
mentaland transgovernmental sharing initiatives, and needs to be secured with
along-term perspective. One of the easiest ways to secure this data is to not
collect it to begin with. Because such data belongs to the individualcitizen (i.e.,
providing the previous initiative occurs), asecure audit trail by government and/
or agency employees who access this citizen data must be created. Withthe
computerization ofthis data, such an audit trail is easily implemented. Itis also
suggested that individual citizens may access said audit trails in the same way
as the Freedom ofInformation Act provides for reading ones own governmen-
tally stored records. In this way, the misuse of government-controlled informa-
tion can be pursued. Agencies and departments that cannot provide an effective
audit trail must be denied sharing capabilities with other agencies and depart-
ments. As an added measure ofmanagement, civilian oversight of data mining
and usage activities should be implemented. This must be composed of non-
presidential appointees, unlike in the case on the National Intelligence Director’s
oversightboard. In this way, the appointees do not share acommon appointer.
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Economic sectors, in turn, would follow suit, as the government is a big factor
ininfluencing data collection by other stakeholders. It is this author’s opinion,
the trend of unifying intelligence through a shared set ofinformational networks
and decentralization must, instead, be compartmentalized, as arequirement for
securing critical and confidential information. Instead, an aggregation should be
used for centralreporting of high-priority initiatives and intelligence as a matter
ofimportance to nationalsecurity. When data and information is made available
between divisions and departments inan unaggregated form, an opportunity to
intercept and abuse it emerges. As part of the overhauling of government
information processing, a consolidation and simplification ofcomputer crime
legislation is also required, and can be facilitated by the global information
security center. Legislation, such as the Computer Fraud and Abuse Act,
Electronic Communications Privacy Act, and the Stored Communications Act,
and others, must clearly define the law in a simple and concise manner that
focuses onthe interception, access, modification, or destruction of the data and
information that is stored and/or processed by computers. It must also be
geared towardsinternational collaboration for multijurisdictional operations. It
istime that directives to secure our infrastructures clearly show an understand-
ing that the information is more important than the computer it is stored or
processed on, and this can be the global information security center’s primary
mission statement.

Alter Software Licensure Agreements

Fundamental to the software manufacturing industry is the premise that their
products are not owned by the user but are, instead, licensed. The useris simply
purchasing the right to use the software, and as such, must also agree to a set
ofterms and conditions in the licensure agreement. Because of this, software
producers have been permitted to require the user to accept any and all liability
derived fromthe software’susage, regardless ofdefects and incompatibilities.
No warranties are expressed or implied as aresult. It is only competition and
the potential for legislative changes that keep most producers fromreleasing
poorly produced or designed software. The responsibility for software defects,
flaws, and vulnerability hasbeen partially addressed through the use ofupdates.
Regardless of intention or competency, companies that produce software and
firmware should provide timely, secure updates to reported vulnerabilities of
their respective products. In this way, a security product industry that is
responsive to changing conditions will be able to maintaina suitable level of
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trust. Realistically, such product producers must be permitted to establish an
expiration of support services, and this expiration should be clearly included on
all packaging and ordering information. Updates to these products should also
be labeled fee-based or free on said packaging and ordering informationso the
product’s support liability is explicit. However responsive that this approach
may seem, it is but a symptom of'the larger problem.

Because many updates continue to address repetitive design flaws, safeguards
against well-established vulnerabilities suchas buffer overflows and the like
must be eliminated prior to their release. The software industry must be
encouraged to stop releasing products that rely on the “early deployment and
then patch the product while inuse” approach. In this author’s opinion, the only
way to do thisisby eliminating the cloak of protection that isafforded through
licensure agreements. Whether through legislative initiatives or judicial rulings,
the deployment of software with well-established security vulnerabilities must
come with a nullification ofthe entire licensure agreement. This single notion
would radically alter the mass production of so ftware designed and produced
throughout the world.

Creation of an Underwriters Laboratory
of Security Products

To beginthis section, this author would like to start by stating two fundamental
criticisms facing any effort to secure the global information infrastructure. The
first of these is the role of security standards organizations that establish
common definitions, standardized product requirements, benchmarking com-
parisons, and product testing. There is an implied consumer understanding that
when a new security productis commerciallyreleased, arigorous examination
ofits claimed featureshas been performed. This is especially true whena given
productis claimed to be fill-in-the-blank-standard compliant. Standards, and
the organizations that create and maintain these standards, are consensus-
building structures comprised mostly ofrepresentatives from the commercial
interests in the industry that seeks the standardization. What this means is that
standardsare designed for compatibility and generalities to enable the partici-
pating organizations to meet a givenstandard, rather than exclude any repre-
sented commercial interest frombeing compliant. As part of their on-going
consensus-building activities, these standards organizations sponsor events
suchassecurity conferences, workshops, and the like, in orderto invite outside
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researchto propose new innovations in their particular domains. The problem
is that despite continuous calls by researchers to perform destructive testing on
products, and in particular the core security technologies that are the basis of
the new productssuchas encryptionalgorithms, standards organizations have
failed to thoroughly integrate such testing as a matter of compliance. Other
industries have successfully standardized the safety requirements ofintroduced
products through organizations such as Underwriters Laboratories (UL) and
the Canadian Standards Association (CSQ). Without an independent,
preproduct security testing standards organization, it is this and other authors’
opinion that breaches will continue to be widespread in poorly designed
technologies. This is especially trueregarding the widespread implementation
ofsuchtechnologies.

In general, security products and critical infrastructures do not undergo
sufficient scrutiny by researchers, consumers, and consumer advocates. Be-
cause security system development is an evolutionary process, penetration
testing and vulnerabilityassessment by third parties is a preferred preventative
approachto assist in the closure of security weaknesses prior to anincident.
While there are surety analysis labs that test hardware and software systems for
vulnerabilities, many products are still released into the marketplace only to be
found insecure by private citizens. There are countless examples of hackers and
crackers exploring the defenses of products and/or organizations inan effort to
improve security. Whenthe results of these efforts are reported to the source
organization, they are often met with disregard or criminal prosecution.

Sucha proposal was made by Janczewski and Colarik in 2003 entitled World
Framework for Security Benchmark Changes, where a series of examina-
tion steps were to be performed on new and existing products, in order to
validate any security claims made by the producer. Suchaprocesscould form
the basis for the creation ofan “Underwriters Laboratory of Security Products”
(ULSP). An organization such as a ULSP would benefit everyone in that
security products would be independently tested and certified, online systems
could be examined for certification, insurance rates and civil liabilities could be
reduced significantly, and the establishment ofnational protection standards
would be inplace. Inaddition to these benefits, global hacker participation and
whistleblower protections can be used to solicit the contribution of a large
number of competent people. There is a need to involve interested parties
outside such an organization as a means for employing their skills and capabili-
ties. A certification/registrysystemmay be established that allows breaches to
be pursued and reported in strict confidence, and in an ethically oriented
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manner in order to proactively evolve security systems and close poorly
managed systems. These active whistleblowers can be registered prior to such
testing, and the use ofkeyboard-logging audit trails canbe provided as proof
of the intent and process of any breach. For nontechnical whistleblowers,
protections can be established to permit employeesand interested third parties
to disclose violations, breaches, and mismanagement of dataand information
ofany ULSP-approved product. Remember, it takes a network structure to
defeat a network structure. The untapped contributions of self-interested
global citizens can be effectively mobilized to defeat a small percentage of
abusive criminals. When large numbers of individuals are proactively working
towards security, the environment for creating harm becomes much more
limited and much more responsive to new threats and challenges.

Law Enforcement Tiger Teams

The establishment of clear, law enforcement contacts and investigative centers
for the reporting and resolution ofinformation crime is essential for responsive
measures and corrective action. When a computer crime occurs, which law
enforcement organizationdo you call? The choices consist ofthe local police,
county sheriffs, state level enforcement, or one of many federal agencies. In
many cases, whena computer crime is reported to any one ofthese choices,
the response is that the report will be forwarded to another agency or
department with more specific skills focused on these types of crime for
consideration. In this author’s opinion, this response is primarily due to a
considerable lack of skilled computer security professionals within the law
enforcement ranks. Even whena computer crime is committed, jurisdictional
andprocedural issues can cause too large an expense to pursue the criminals
unless the victim has considerable standing. In the investigative aspect of law
enforcement, a consolidation and simplification of procedural access to orga-
nizational and individual data and information must be established.

One way that this can be accomplished is through the establishment of law
enforcement tiger teams. A tiger teamis a termused by the military to designate
agroup ofpenetration specialists that conducted security reviews offriendly
installations. With regards to electronic security, such a team would have a
thorough understanding ofhacking and cracking techniques in orderto better
identify the means, methods, and perpetrators ofan intrusion, inquick response
to intrusions. Sucha teamwould not have to operate inone location, but could

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.



Thoughts for the Future 161

instead bea collection of multidepartmental and multiagency professionals that
operate in a virtual organizational structure.

These tiger teams could also encompass the duties and responsibilities of a
cyber counterintelligence task force for addressing criminal syndicates and
terrorist activities that utilize cyberspace. Throughtapping into existing coun-
terintelligence programs, tiger teams could provide antiterrorismand force
protection support within cyberspace activities. [t must be noted thatsuch a
force must still operate under existing law, with regards to entrapment,
jurisdiction, and due process.

Create the League of Cyber Communities

Atthebeginning of this chapter, the top 20 GDP and top 20 Internet subscribers
were presented (see Figure 20). When the total value of the top 20 GDP
countries is tallied, their combined value comprises approximately 85% ofthe
world’s GDP. This constitutes considerable influence in how global commu-
nications are utilized and controlled. Because the top 20 Internet-subscribing
countries also comprise approximately 80% ofthe world’s subscribers, this
fact also constitutes considerable influence inhow the Internet, and its support-
ing systems, are utilized and controlled. Ifa treaty were constructed encom-
passing these countries that made it possible to establish global security
standards and certification processes, a significant part ofthe global informa-
tion infrastructure could be secured. As part ofsucha treaty, other countries
not participating or adhering to such standards would then be denied access to
throughput or connecting systems iftheir respective systemdid not meet certain
minimum security requirements.

Elimination of the Open Handshake Protocol

While the above proposals, ifinstituted, would go along wayto help secure the
global information infrastructure, there is one major issue that this author
believes is the foundation for insecurities, and requires new thought to be
developed. While conducting research for a paper a few years ago, this author
was unable to find adefinitive reference for the handshake protocol. What was
discovered was that the handshake protocol was a simple extension of how
humans quickly negotiate the means and methods of conversations. When
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electronic communications were first developed, this protocol was essentially
imprinted as the foundational method for the negotiation between device
exchanges. As the exchangesbecame more automated, the protocol evolved,
but continued to resemble its earlier forms. All electronic communications
appear to have their origins from this approach, including the previously
presented security protocols in Chapter I'V. Because the very foundation ofall
data communications has aninitial open handshake between system sessions
and systems, there is a propensity or momentum to continue this open
approach. As aresult, I believe that the open handshake approach between
devices and systems must be eliminated in order to secure all communications.
While such a statement has profound implications, goes against an established
and entrenched industry, researching this endeavor may very well provide new
lines of thought that could restructure the entire communications industry. This
simplistic concept may cause the communications industry to re-examine every
aspect of communication connectivity, and as such, contribute to future
technologies that can be used to secure the global information infrastructure
fromcyber attacks.

Final Thoughts

Regardless of'its form, terrorism has clear objectives. Terrorism seeks the
instilment of fear through violence in civilian populations. Terrorismpursues the
controlling ofpeople’s lives through force and perceived power. It wishes for
dominance over people’s daily lives. When this is achieved, terrorists may
profit economically and/or politically in order to increase their own particular
standing in the world. Through this increased standing, terrorists will impose
their willupon everyone, regardless of their participation in a given so-called
movement.

Currently, there is a global effort to stop terrorism. Western countries, and
those governments dependent on them, are actively engaged in their attempt to
eliminate many of the supporting infrastructures of terrorism. This includes
regime change, and the instilment of democratic processes where none previ-
ously existed. These initiatives also include greater controls placed on the
citizens within a government’s respective borders. Only time will tell if such
measures yield their intended objectives. In this author’s opinion, regardless of
ideology or intent, terrorism in its many forms will be with us for some time.
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What is needed today is a sense that individually, we need to secure ourselves,
and thenrely on others for security. Weneed to collectively stepup and do what
we can for the greater good during these times. Only through active participa-
tion canwe truly create an environment that reduces therisks ofterrorism. The
first step is truly seeing the danger, and then we can begin instituting changes.

The global information infrastructure is the new supply chain for terrorist
organizations and criminals alike. It allows the use of network structures,
provides logistical and intelligence support, and creates a new avenue to
inflicting harm on humanity at a distance. Despite the security industry’s best
development efforts, this infrastructure remains relatively insecure to hackers,
crackers, cyber criminals and cyber terrorists alike. The full deployment of
existing technologies, as well as a concerted effort, is a critical step towards
protecting our economicand political infrastructure. The summary proposals
presented in this chapter are but the beginning points of creating a sense of
ownership in helping ourselves to lead amore secure life. Not one based in fear,
butinstead focused on building a more secure future.

Thank you for your attention and future contributions towards
securing the global information infrastructure against the
emerging threat of cyber terrorisn.
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