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This book is dedicated to all the security professionals around the world
who are protecting the valuable assets of their corporations—
sometimes from each other’s corporations.

Also, a special dedication to some old friends and security professionals
who are now working for the Big CEO: George Bennett, Bob DeGraff,
Larry LeBaron, Mathew J. Whelan, and Jim Gunther.



Crime, like disease, is not interesting; it is something to be done away
with by general consent, and that is all there is to it.

Anonymous

The worth of a book is to be measured by what you can carry away
from it.
James Bryce
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Foreword

As the twenty-first century dawns, we see continuing rapid changes
occurring throughout the world economy. Many nations are transitioning
from industrial-based to information-based organizations. The increasing
dependence on information technology, coupled with globalization, has
made corporate assets more vulnerable to threats from more places than
ever before.

A global and technologically connected marketplace presents a differ-
ent paradigm for the corporate security professional from that encountered
just a decade ago. Traditional corporate security programs were concerned
with the protection of facilities, equipment, and people by physical security
means. From fences to guards and badges, standard security tools were
used to ensure that physical assets were protected and kept on company
property. Theft of product, property, and tools was the major concern of
corporate security managers.

Today, however, safeguarding corporate assets requires a state-of-the-
art asset protection program focused on the information systems that have
become critical corporate infrastructure. Such a program must be flexible
and adaptable to evolving corporate needs. It also must be cost-effective. A
failure to develop potent and efficient security processes can materially
weaken corporate competitiveness.

Corporate security professionals have never been faced with so com-
plex a task. They must support ever more rapid business changes at the
same time they confront ever more sophisticated attacks against corporate
assets. They must learn to defend against netspionage, industrial espionage,
corporate espionage, hostile nationals, terrorists, fraudsters, and hackers.

Given the prodigious challenges that today’s security professionals
must deal with, this insightful book by Dr. Kovacich and Mr. Halibozek
should provide them with a most welcome additional educational resource.

Kent Kresa

Chairman and Chief Executive Officer
Northrop Grumman Corporation
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Preface

The intent of this book is to provide a state-of-the-art, holistic approach to
corporate assets protection that will be useful to both new and experienced
corporate security professionals. Methods, processes, and procedures are
provided that can be immediately implemented. We include flowcharts and
other practical tools that can be used in a “cut-and-paste” fashion, and then
modified to meet the needs of your corporate environment and your posi-
tion in it. So, although our publishers copyright the book, we wrote it with
the intention that you could “legally steal” the charts, checklists, and so
forth, and use them as your own—and of course at your own risk.

Our approach is somewhat unusual from other books we have seen.
We made up a fictitious corporation and spread its business throughout the
world to be sure we address some of the more important global issues and
get you to think globally instead of nationally. In addition, we tried to fill it
with real-life issues that we or others we know have faced in the day-to-day
business of protecting corporate assets. In addition, the scenarios played out
throughout the book have actually happened to us or to others we know.
Where we couldn’t find an actual case, we may have made one up to make a
point. What is really important for you to know is that we have actually used
(successfully, we should add) the methods and processes we have written
about. Now a word of caution: these methods worked for us with our per-
sonalities in the environment we were in, but that is no guarantee that they
will work in your corporate environment with your personality applied to
them. However, we believe in them, and they are likely to work if you don’t
come across as the Mad Hatter or Genghis Khan.

All of us, as security professionals, should help each other to thwart
the various miscreants who try to take something for nothing, something
they did not work for, which does not belong to them. As security profes-
sionals we are paid to protect corporate assets. When the miscreants get
away with (e.g., steal) assets under our care, that means they were smarter
than we were, and they are probably laughing at us and saying how stupid
we are. Do you want some low-life, good-for-nothing to get away with that?

XVii
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We don’t. As security professionals, we take such attacks not only seriously
but also personally! You should too.

We also wrote this book because as security professionals we take
pride in our profession and want all security professionals to be the best
they can be. We hope we can help with this goal by offering this handbook of
knowledge learned over the years—often learned the hard way. Besides, as
security professionals, we all owe it to the profession to give something
back, to do a little mentoring, and to help others along if we can. That is why
we dedicate this book to you, the security professional doing battle in the
corporate trenches around the world.

You will find that we have also used the overall approach of “tell them
what you are going to tell them; tell them; and then tell them what you have
told them.” There are redundancies throughout for that reason, and also
because we didn’t want to fall into the trap of saying, “See Chapter X for
additional information” more than we had to. We also used the philosophy
that the corporate security manager (CSM) thinks about the same topics as
all corporate security professionals but under different circumstances. For
example, the same CSM thought processes are stated in the same and differ-
ent ways in different chapters. This not only reinforces the information we
are trying to provide, but also allows you to continue reading without break-
ing up your thought processes by going back and forth between referenced
chapters.

This book consists of four sections and 23 chapters. Part I (Chapters
1-4) provides an overview of the global business environment and the secu-
rity profession. Part II (Chapters 5-7) takes the reader through the establish-
ment of an assets protection program within a fictitious corporation and the
role of the CSM. Part I1II (Chapters 8—19) discusses the major asset protection
functions and processes. Part IV (Chapters 20-23) focuses on developing a
career through education and experience, what it means to be a security pro-
fessional, and the issue of ethics. Future challenges facing the corporate
security professional is the final discussion topic.

We hope you not only enjoy the book but that you can learn something
and apply what you have learned so you can do a better job of protecting
your corporate ass and your corporate assets.
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Introduction

The world of the security professional is rapidly changing and has become
more challenging than ever before. There are changes in the way work is
accomplished that affect the corporate security professional’s ability to
protect corporate assets. Operating within a global business environment
with elements of a virtual workforce can create problems not experienced in
the past. How do you protect company information when it is accessed
remotely by employees in the field or traveling internationally? How do you
protect employees not working on company premises and often thousands
of miles from the office? How do you protect company executives, particu-
larly high-profile executives? How do you maintain continuity of the busi-
ness? How do you protect employees, facilities, and other corporate assets
in a nation whose government may be supporting the theft of your corporate
“crown jewels” in order to assist their own nation’s corporations? These are
just a few of the many issues and challenges corporate security profession-
als face in their efforts to protect corporate assets. The world is still a dan-
gerous place and may be more so today than ever before. Thus, the role of
the corporate security professionals has never been more challenging.

The challenges are many, and this book, written by two experienced
security professionals, covers more than just the fundamental elements
that make up a good corporate security program. Dr. Kovacich and
Mr. Halibozek provide an integrated how-to approach to implementing a
cost-effective, business-oriented corporate assets protection program. Their
book will help corporate security professionals in meeting the challenges of
the twenty-first century.

Howard A. Schmidt, Vice Chairman

President’s Critical Infrastructure Protection Board;

Former President, Information Systems Security Association (ISSA);
Former Corporate Security Officer, Microsoft Corporation
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THE OLD AND NEW WORLD OF
THE SECURITY PROFESSIONAL

This part will address the environment in which all the corporate employ-
ees, in particular those responsible for leading the corporate assets protec-
tion program, work—as well as introduce the corporate security profession.
Understanding this global environment is vitally important, because those
responsible for the protection of corporate assets—the managers of the cor-
poration, all employees, and their corporate security manager (CSM) and
staff—are often too busy deep down in the trenches trying to just get the job
done. They fail to look over the top of the trenches once in awhile and see
where the “enemies” (competitors and miscreants) are and what they are
doing. In today’s global marketplace environment, one must also under-
stand the trends, incidents, and changes in the world and their impact on
assets protection. Today more than ever, what happens at the other end of
the world can cause an assets protection crisis throughout your corporation,
often in a matter of nanoseconds.

In Part I, we take the approach of going from the view of the corporate
global working environment through the threats to corporate assets that
must be mitigated in order to successfully protect them. We offer a limited
historical perspective so you can see how we got to where we are today.
Hopefully it will get you to thinking about the past and present, and project-
ing that into your future working environment. It will hopefully also help
you focus on and plan for the asset protection possibilities of the future.
Afterall, to be prepared for the future when it arrives, you must start today.

This part also provides a short historical perspective of the security
profession and also the relationships over the years with law enforcement
professionals. After all, law enforcement professionals must be considered
as an integral part of the assets protection team. “Serve and protect” is their
motto, and that applies to doing their part also to protect corporate assets.
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Throughout history, the role of the security professional has evolved
into what it is today. However, the security profession continues to change.
Some changes are evolutionary and some may even be considered revolu-
tionary. Those who are responsible for the protection of corporate assets,
from the CEO down to every corporate employee, should understand the
nature of the threats to corporate assets and their part in protecting those
valuable assets. Everyone in a corporation is involved in the protection of
corporate assets; therefore, one must look at corporate assets protection and
corporate security in that way. Leadership for protecting corporate assets
comes from the top down, with the CSM being the “in-house consultant and
technical expert” for the corporation. However, when it comes to protecting
corporate assets, everyone in the corporation is in this together; everyone
must know that, accept that responsibility, and act accordingly.



It's a New Century
and a New World

Globalization has served to undermine the role of the nation-state as the
sole determinant of a society’s well-being....

Henry Kissinger'

This chapter introduces the reader to the new global, technology-driven
environment in which all corporate employees must work. The global
marketplace, global competition, and the impact of high technology are
discussed.

INTRODUCTION TO THE NEW WORLD

You may be wondering why this book about corporate assets protection
begins with a discussion of “our world.” Quite simply, it is because we are
usually too busy to see the forest for the trees, so to speak. In others words,
we spend so much time in a reactive mode dealing with the daily security
tasks, crises, office politics, and our jobs, that we fail to see what affects our
working world. We fail to see that what is happening a world away today
will have an effect—usually adverse, it seems—on our ability to protect cor-
porate assets tomorrow. So, we seem always to be reacting to events that
have happened instead of spending much more time, as we should, plan-
ning for possible adverse events that will affect our ability to protect corpo-
rate assets a day, a week, or even a year or two from now.

When we are not prepared, we do not have adequate contingency
plans in place. Consequently, we react to problems in a crisis mode. When
reacting in a crisis mode we can’t provide assets protection as quickly, as
efficiently, and as effectively as would have been the case if we were pre-
pared in advance for the events that have taken place. So, let’s look at the
world around us, past and present. This will help us understand the envi-
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ronment in which we must successfully establish and manage a corporate
assets protection program.

If you talk to some of our more senior security professionals, many will
tell you that today’s world has grown very complicated. Many long for the
simpler days gone by. Some even hearken back to the days of the horse and
buggy—no television, sitting around listening to the radio—and reminisce
about how people were independent, governments were smaller, and there
was much less crime and violence in the world. Those were the good old
days when security meant a friendly guard at the gate who physically
checked badges and who tried to make sure no one walked out of the door
with some physical assets of the corporation in their lunch pails. Some are
for opting out of today’s business world and seeking the slower pace of a
more isolated and rural life, and well they should.

Today’s corporate security manager (CSM) must be able to understand
and work in a global, fast-paced, high-technology environment. The CSM of
today believes that, as the song goes, “these are the good old days.” We are in
the midst of evolutions and revolutions throughout the world. Evolution of
humans into taller, stronger beings with an ever-expanding awareness of the
world we live in and extended life spans. We also have evolutions in the
great experiments of societies, such as the concepts of human rights, democ-
racies, and so on. These evolutions do not come about without conflicts.
These conflicts are often between those who want to maintain the status
quo—especially those in power—and those who want not evolution but
revolution, rapidly changing how things are done.

Well, you can wish all you want for simpler times, a slower pace, and
fewer problems in the world, but wishing won’t make it so, and, quite
frankly, it all depends on one’s perspective. To many of the younger secu-
rity professionals who have grown up with computers and who can’t
remember who walked on the moon or when, these are exciting times of
change and they love it. By the way, if you don’t love the security profes-
sion, and if the security profession is not fun, then get out and make room
for those who do love taking on today’s exciting challenges of protecting
corporate assets from talented miscreants from around the world.

We are indeed living in exciting times full of hopes, fears, and chal-
lenges. And there are few more challenging professions in the world than
that of the CSM. Yes, the world is changing and it seems to be changing
faster and faster with each passing year. In recent times, the world has seen
important changes:

e The end of the cold war

e A new world order in which the new competition is for global market-
share and pursuit of a market advantage against competitors through-
out the world

e The higher profile for global hackers, terrorists, and espionage agents

e  Espionage has shifted from theft of nation-state secrets to an emphasis
on theft of corporate information and the use of the Internet to conduct
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netspionage (network-enabled espionage) by techno-spies, net-
spionage agents, and information brokers. (Remember that economic
power is the goal of a nation-state because, today, economic power
equates to world power.)

e  Increased challenges caused by both new and old threats using new
and old methods

e  E-commerce or e-business is a growing part of corporate business.

e  There has been a demise of military superpowers and increased
regional alignments such as the European Union; NATO; the geo-
graphic spread of Islamic Fundamentalism; and conflicts in the former
Soviet Union, the former Yugoslavia, and the Republic of Indonesia,
just to name a few

° In the more modern nation-states, there is a shift from manual labor to
“brain power”

Quite frankly, the world has always had problems, conflicts, crime,
internal wars, international wars, and technological improvements, all
causing changes in societies throughout the world. So why should we
expect otherwise from humans whose technology belies the fact that as evo-
lutions in humanity have taken place, we are barely out of the caves when it
comes to crimes, wars, and other conflicts. Thus, we will continue to be
challenged by those from all parts of the world who are dissatisfied with
how things are done and what they have, and who want to take from others
without compensating the owners. We even see some parents of children
who play sports killing and assaulting other parents and officials! What
does that teach a child who will someday become a corporate employee?

What security professionals must keep in mind is that assets protec-
tion is meaningless unless corporations can compete in the global market-
place. Corporations are in business to make profits. Profit to some is a
dirty word, but in a capitalistic society it is not—although some even in
the United States believe it is. Assets protection or any form of security,
whether as a direct cost to making a product, or as an overhead cost,
affects profit margins and the ability to successfully compete in the global
marketplace.

busi-ness [biznass] noun (plural busi-ness-es) 1. line of work: a particular
trade or profession - the retail business 2. commercial organization: a
company or other organization that buys and sells goods, makes products, or
provides services - take over an ailing business 3. commercial activity: com-
mercial activity involving the exchange of money for goods or services - a
good person to do business with [Old English bisignis “anxiety, distress,”
from bisig “anxious, busy”]
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This book is about protecting corporate assets, which are those assets
that support the ability of a corporation to conduct business for profit.
Although this book is centered primarily on profit-oriented corporations, all
corporations and governments need assets protection, including nonprofit
corporations. For example, a nonprofit corporation that was established to
help the poor can’t spend as much on the poor if its overhead keeps rising.
Its overhead may be rising because of the continued loss of corporate assets
(e.g., money, equipment, and supplies).

cor-po-ra-tion [kawrpardaysh'n] noun (plural cor-po-ra-tions). Group
regarded as individual by law: a company recognized by law as a single body
with its own powers and liabilities, separate from those of the individual
members. Corporations perform many of the functions of private business,
governments, educational bodies, and the professions. [15th century. From
late Latin corporation-, from corporatus (see corporate).]?

What types of changes have affected societies and thus the status quo?
Among them are such things as changes in economics, the evolution of the
nation-state, the evolution of technology, and the evolution of the human
being. We must remember that security has always been about people first
and technology second. After all, people commit crimes and they do so for
various reasons. If no one committed crimes or broke the rules, there would
not be a need for law enforcement and security personnel. So, first and fore-
most, we must understand our working environment.

The evolutions and revolutions taking place around the world today
can be broken down into the following major categories:

Political revolution

Economic revolution

Revolution in military affairs
Human evolution and revolution
Revolutions in technology

We now live in what has been described as the global environment:
nation-states now compete for global influence and power, and corpora-
tions battle against global competition. Changes in all aspects of societies,
governments, and businesses are mainly due to changes brought about by
technology.

To discuss revolutions, we must first understand what we mean by
revolutions, for they are not just violent wars fought to change the status
quo. Revolution has several meanings, all of which deal with changes, and
changes more often than not cause conflicts.’
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rev-o-lu-tion [révvalish’n] (plural rev-o-lu-tions) noun

1. pouTICS: overthrow of government: the overthrow of a ruler or political
system

2. major change: a dramatic change in ideas or practice

All of these revolutions will not take place without conflicts. There
will always be conflicts between those who want to maintain the status quo
and those who want to change it for whatever reasons. These changes usu-
ally adversely affect the protection of corporate assets. Let’s look at some of
these revolutions and their impact on us as security professionals trying to
establish and manage a successful and cost-effective corporate assets pro-
tection program.

Political Revolutions

There has always been some form of political evolution and revolution tak-
ing place, because it seems that we human beings are never satisfied with
the status quo. And we should never be satisfied, for change may bring con-
flicts of one sort or another but it also usually brings progress.

When comparing the good old days and our world today, look at them
from the standpoint of a stable working or living environment. The more
stable a society is, the less chance there seems to be of threats to assets. By
stable, we mean that people are satisfied to the extent that they are not prone
to violence, and very few people are in such poverty that they must steal to
survive.

Europe

In medieval times relationships were on a more personal level. There were
no governments per se, but there were kingdoms, the Catholic Church, and
rulers of territory. Any restraints on rulers and subsequent governments
came mostly from customs and the Catholic Church. This also provided
some security. Security personnel were mainly soldiers and knights of the
realm, and secure places were the churches and the castles.

During the sixteenthth and seventeenth centuries the Reformation and
the printing press (technology) helped bring about the “destruction” of
religion as it had been known. Printing made the growing religious diversity
more widely acceptable. However, that also helped lead to the Thirty Years’
War, which killed a large portion of Central Europe’s population in the
name of ideology. Doesn’t sound too much like the “good old days,” when
things were less complicated and more peaceful, does it? However, this
example helps illustrate that technology has always been somehow
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involved in changes that have disrupted societies to the point of causing
some form of instability. We are not necessarily talking about instability that
leads to wars, but basically any instability that causes changes from the
status quo. These changes affect security in one form or another, whether it
be the security of a merchant’s goods, the security of a nation-state, or the
security of farmers’ ability to keep their lands.

In 1648 the Treaty of Westphalia brought about the beginning of
changes that helped form today’s international relations principles. The
treaty provided the foundation for the doctrine of sovereignty. This doctrine
stated that a nation-state’s domestic conduct and institutions were not the
business of other nation-states. International relations as we think of them
today are estimated to have actually started in Europe in the 1800s.*

However, over the years, this concept has gradually changed. One of
the latest indications is the North Atlantic Treaty Organization (NATO)
involvement in the internal conflicts in Yugoslavia. However, that interven-
tion was not the first nor will it be the last if current trends are any
indication. Can you name other examples of “violations” of the basic
non-intervention concept between nation-states? When you identify other
examples, also look at the impact that has had on national security and cor-
porate security. For example, the NATO involvement caused Serbians and
others to attack the web sites and computer networks of not only NATO
computers but also computers of corporations—assets of corporations that
some CSMs were responsible for protecting. Did those CSMs see the risk
coming from halfway around the world? Did they enhance security based on
a heightened alert due to NATO attacks on Yugoslavia? Probably not. Over
the ages, revolutions have formed and destroyed nation-states, always
affecting various forms of security. Just look at the bombings of manufactur-
ing plants in World War II (commercial plants) and the terrorist attacks on
commercial enterprises to see what effects they have on business assets.

Other recent political revolutions that have taken place include the
breakup of Yugoslavia and the former Union of Soviet Socialist Republics
(USSR). This amazing change also led not only to the reuniting of West and
East Germany but also the formal establishment of other independent
nation-states. Has the breakup of the USSR affected corporations? Yes, of
course, both positively and negatively. For example, it has provided oppor-
tunities for partnerships and investments by corporations of other nation-
states into the former USSR. How has this affected corporate security func-
tions? Well, if your corporation is one of those involved in business in
Russia, you are now involved in (or should be) and responsible for the pro-
tection of corporate assets that are in Russia. This includes anything from
employees to sensitive corporate information.

A security-related issue caused by the breakup of the USSR is the
increase in the “Russian Mafia”—Russian organized crime. Some of this
crime has come to the United States along with the immigration of more
Russians. This is not to imply that the immigration process should be
changed, only to say that there seem to be some “bad apples” in every
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bunch, no matter what the nationality. However, with the break up of the
USSR has come increased threat of thefts, blackmail, extortion, and even
the assault or murder of foreign businessmen. How will you as the CSM pro-
tect corporate personnel while doing business in Russia or other nation-
states?

Another major event that will have an impact on how we approach the
protection of assets is the formation of the European Union. The European
Union, as it consolidates and grows in agreements on how to approach rela-
tionships with other nation-states, will have more and more influence on
corporate assets protection. If your corporation is an international corpora-
tion with offices in or doing business in Europe, you may have to comply
with the laws of your home nation-state and also the laws or policies of the
EU speaking with one voice. One of the policies the EU has tried to put into
effect is the establishment of a criterion for information protection under the
category of “information privacy.” The policy proposed requires that cer-
tain security mechanisms be in place before a corporate computer network
can be connected to an EU computer network. In other words, a corporation
that may not have any physical presence in an EU nation-state would be
required to meet the security requirements of the EU if that corporation
wanted to interface with an EU computer network. Thus, a foreign entity
would be directing what security measures were required for that foreign,
overseas corporation’s networks. As a CSM responsible for protection of
the corporate assets, including networks, you would have to establish
and enforce a policy as directed by a foreign government. Are you aware of
similar policies that can affect your assets protection plans, policies, and
procedures?

Asia

Asia is a dynamic region of the world and one that any corporation doing
business on an international level will more than likely be involved in. That
means at least a business relationship in Asian nation-states, such as the
People’s Republic of China (PRC), Japan, South Korea, the Republic of
China (ROC-Taiwan), Indonesia, Malaysia, and Singapore. However, one
must understand not only individual nation-states, but also some of the
numerous trade and political associations that abound. For example, the
Association of Southeast Asian Nations (ASEAN) plays a role in the region
that all CSMs should be aware of if their corporations do business in that
region.

One of the major components lacking in most regions of the world, and
Asia is no exception, is a regional association of CSMs. There are, of course,
security officers who deal with ASEAN security issues. However, these are
on a nation-state, political level. CSMs doing business in the ASEAN coun-
tries or Asian part of the world should communicate and share information
on matters of common interest and concern. Because of today’s global com-
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munications networks, this can be done quickly, securely, and cost-
effectively via email.

Even corporations conducting business in only one country can help
each other by sharing information such as what security they have in place,
what they have tried, what works, what doesn’t work, and even sharing
information received through liaison with government officials such as
those in security and law enforcement. For example, in the PRC, how does
one help protect corporate assets when some sensitive information must be
shared with foreign businesses and officials (a trend not isolated to the
PRC)?

The shift to Asia for business is changing the global economic power
base, and this may cause increased friction among nation-states. After all,
today’s Western nation-states do not want to lose their world leadership and
power base; yet, ironically, they are driving the shift in economic power to
Asia. With economic power comes the ability to modernize through more
sophisticated technology, and also to provide more cash flow to increase
military spending. It follows then that political power of those Asian
nation-states affected will grow also. Where this potential power shift and
potentially increased friction may subsequently conflict is in the PRC
(based on its current form of government and attitude). The PRC may once
again become the world’s center as the “Middle Kingdom.” The following is
an example of how the Western nation-states are helping make all this pos-
sible.’

China Unicom, China’s second-largest telecom carrier, awarded $1.46
billion in wireless-infrastructure contracts:

e  Lucent Technologies Inc. reportedly received 10 contracts worth an
estimated $420 million.

e Motorola Inc. received 11 contracts totaling $407 million.

e  (Canada’s Nortel Networks Corp. was awarded $275 million worth of
new business.

J Sweden’s Ericsson AB received more than $200 million in
commitments.

e  The remainder was divided among a handful of Chinese equipment
makers.

At a time when some nation-states have a slowing economy and new busi-
ness contracts are also subsequently slow in coming, such awards are great
news to corporations that have seen their stock values and business decline.
However, these contracts may come with a price, because the PRC often
expects high-technology transfers to take place with the award of these con-
tracts. Thus, businesses are stuck between accepting such contracts even if
they must release trade secrets and proprietary information, or having for-
eign businesses, often backed by or owned by their home governments, go
elsewhere. Thus, corporations, often with the support of their governments,
may be providing high technology to a potential adversary—but it sure is
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difficult to resist hundreds of millions of dollars in new business and over
1 billion potential customers, isn’t it?

So, how do CSMs protect the corporate “crown jewels” in such an
environment? Well, we could say that they do their best under the circum-
stances and the business environment they are in. However, it is also truth-
ful to say that in reality they are no longer capable of protecting many of the
corporate secrets in today’s global business environment. Corporate assets
protection programs must consider the global business environment in
which their corporations find themselves and prepare plans that adequately
protect the corporate assets based on risks and cost-benefit analysis as best
they can—pretty much a no-win situation these days.

The Americas

The Americas is also a region of instability in the world. Look at the effect
that the terrorist attacks of September 11, 2001, have had on the United
States and the entire world. When one looks at what has happened in the
United States since that time, one can see major changes beginning to take
hold when it comes to security. For example, the United States has seen:

Establishment of the Homeland Security Office

Increased airport security

Adverse economic impact on businesses

Use of more military forces to protect the United States

Heightened security at corporations, and more than one corporation
updating contingency plans

Other issues have to do with stability in South America, United States
support for some “freedom fighters,” and the war on drugs. The success or
failure of the war on drugs has an effect on availability of drugs to employ-
ees. Will the CSM see a rise in employees coming to work high on drugs?
Will that result in more injuries, safety violations, and thefts to support drug
habits? Here is another example of how actions by some nation-states in
another part of the world may affect the work of the CSM. Is the war on
drugs being won? Absolutely not. Therefore, the CSM must plan accord-
ingly and assume a drug-free workplace is an admirable goal that will not be
achieved, even though one must continue to try.

The Middle East

The Middle East plays a crucial role for many of today’s modern nation-
states because of three important things: oil, conflicts over religion, and ter-
rorism. These things have a major effect on the CSM’s duties and responsi-
bilities, ranging from simple matters of theft of gasoline from corporate
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vehicles when the price of gas is high, to the protection of employees and
facilities in not only Middle East nation-states but, because of terrorism,
throughout the world. Because of global terrorism, physical security and
other forms of security must be reevaluated based on terrorist threats and
acts.

Economic Revolution

We have a revolution in economic matters taking place throughout the
world. The economic condition of one nation-state may affect not only other
nations in its region but many throughout the world. Today, we cannot
separate economics and politics (in fact, we probably never could). A few
years ago, we saw that brought home by the once thriving economy of Japan
failing, taking Asia with it, and then Asia taking the rest of the world with it.
This once again indicates how all parts of the world are interrelated. Japan’s
leadership changed, as did Indonesia’s, driven by economic events that
highlighted other problems.

One example is the impact that economic declines (some say reces-
sions, others say depressions) have had on the economies of the world. We
saw stock markets decline and nation-states go bankrupt. For example, in
Indonesia prior to the economic collapse in Asia, the Indonesian Rupiah
(currency) was pegged at about 2,400 to 1 United States dollar. It later
changed drastically to about 15,000 Rupiah to 1 United States dollar. If
Indonesia has agreed to pay its international debt in United States dollars,
what has happened to its debt and its ability to pay even the interest on it?
What impact did that have on the rest of the world and corporations that sell
goods and services in Indonesia or buy from them?

Sell Globally and Increase Revenue This Year! There’s still time to save
50% and begin selling to the world with WorldPay. By 2003, worldwide
eCommerce will skyrocket to $6.8 trillion in value—don't miss out on millions
of customers and revenue. WorldPay gives you everything you need to reach
a world of new shoppers—while saving you 50% off regular set-up fees:
Multi-currency payment solutions for more than 120 currencies. Interna-
tional online merchant account supporting Visa, MasterCard, and other
major credit and debit cards. WorldPay’s Go Global start-up offer is available
to VerGiSign customers in the U.S. and Canada for ONLY $199 USD (usually
$399).

The economic impact on any such nation-state may mean its inability
to modernize its military at a faster rate. This may increase the inclination
of other nation-states to attack it. This would obviously lead to instability
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in the region, and we all know that instability is not conducive to busi-
ness (except maybe in arms sales). Corporations want to operate in a
stable economic business environment in nation-states with stable govern-
ments.

Furthermore, the nation-state hurt by an economic downturn will not
be able to purchase foreign goods in the same quantities as it would in the
days of prosperity. Your corporation then may not be able to sell products to
that nation-state as before. When that happens, layoffs occur. When layoffs
occur, there are those being “downsized” who may rationalize stealing
from the corporation before leaving. As a CSM, do you follow such events
and plan ahead to enhance assets protection to counter the potential for
increased theft of corporate assets under these circumstances?

The economic decline in Indonesia caused riots and antiforeign and
anti-Chinese resentments to boil to the surface. What if you are a CSM sit-
ting in New York, Berlin, London, or some other large, modern city at the
home of your corporation, but with responsibility for assets protection of all
the corporate facilities, including those in Jakarta, Indonesia? Would you
have heightened security (e.g., physical security) in place at those Jakarta
facilities because watching the economic conditions in Asia led you to plan
for such an event? The answer: You probably never even saw it coming.
Would you have known that it is estimated that the Chinese minority in
Indonesia holds 70 percent of that country’s wealth? Would you have deter-
mined in advance, based on the history of the nation-state, that Chinese
employees at the facility in Jakarta would be at greater risk? Would you
have had special contingencies in place to protect them in the corporate
facilities?

We must remember that we are working in a global environment,
where, for the first time in history, nation-states and corporations are trad-
ing, interacting, and conducting business 24 hours a day, 365 days a year
(24/7). This is due to technology—our massive, global communications sys-
tems that enable anyone to communicate anywhere around the world 24/7.

As pointed out by Henry Kissinger in his new book,” globalization has
become synonymous with growth; growth requires capital, and capital
seeks the highest possible return and lowest risk, gravitating to the best
trade-off between risk and return. As CSM of a global corporation, do you
have plans in place to deal with security issues in this type of environment:
to move assets from one nation-state to another, or to close facilities in one
nation-state and rapidly open facilities in another nation-state while pro-
tecting the corporate assets?

Revolution in Military Affairs
There is a growing phenomenon in many modern nation-states that is called

the revolution in military affairs (RMA). Kent Kresa, Chairman and CEO of
Northrop Grumman Corporation, put it this way:
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For the past several years a new military concept has been tapping its
feet with increasing impatience. It has gone under the name “Revolution
in Military Affairs,” a broad term describing the next fundamental shift
in military operational concepts and technological effectiveness. More
recently, “transformation” has become the term to describe some of the
specific steps to make this Revolution in Military Affairs happen. But
terms such as revolution and transformation can be misleading. We’re
actually talking about a host of distinct “mini-revolutions” that will fos-
ter several separate “transformations” in the way we think about military
capabilities.®

The major corporate impact of the RMA is on those corporations that
support government operations through government contracts. They are
being challenged to develop more and more technologically sophisticated
products more quickly and at less cost than ever before. Corporations
involved in business as contractors for their government and other nation-
states must also provide excellent security, or assets protection. To do other-
wise would put them in violation of their contract and also might adversely
affect the security of the nation-state. It is one thing, albeit a very serious
matter, to inadequately provide the necessary security to protect corporate
assets. It is an entirely more serious matter with more dire consequences to
fail to protect national security assets (e.g., information). More information
on this form of asset protection will be addressed in Chapter 16.

Human Revolution

We human beings are also going through a revolution—in fact, several. We
are in the process of determining what makes up the human body, DNA,
atoms, and life itself. People in more advanced societies of the world are
living longer and, in most cases, better lives. However, there is another revo-
lution taking place in the concept of human rights. Human rights and indi-
vidual freedoms have been around for a long time, but these issues are
taking on global significance with a heightened sense of awareness by many
who prefer the status quo. Thus, conflicts will follow, as well as lawsuits
based on various forms of discrimination.

As more and more humans in the world communicate with others and
share common thoughts and feelings, there is a growing awareness between
haves and have-nots as to what human rights and freedom mean. The drive
for freedom and human rights is not limited to one place or one race. It
seems to be inherent in all of us. When the USSR fell, did the Russian people
fight to maintain communism? If the yoke of tyranny were removed from the
people in other parts of the world, would they vote to limit their human
rights and freedoms? Obviously not.
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This drive for human rights takes many forms. To some they are the
freedom fighters of a nation-state, to others they are terrorists, and to others,
they are known as rebels. There are also those individuals who fight for
power and want to replace those who are already in power. These individu-
als’ plans to use that power may lead to them denying fundamental human
rights to their fellow human beings.

If you have corporate facilities in a nation-state whose government is
less than supportive of human rights, your corporation may be considered a
supporter of that government. If so, that makes your corporation a target of
those fighting for human rights and freedom within their own country.

This drive for freedom of the individual has taken on new meaning in
this information age. There are those who believe that because of the tech-
nology of the Internet and mass global communications media, the nation-
state is declining in power and is being replaced by the “sovereign individ-
ual.” The battle for power of the individual over the power of the nation-
state is growing. These conflicts are being fought around the world through
protests and riots against killing the whales, cutting down trees, using ani-
mals for experiments, corporations polluting the environment, and the con-
trol of information, as well as global protests against organizations such as
the World Trade Organization (WTO). Granted, some of the individuals pro-
testing and rioting do not have the best of intentions, but the majority of
them do (e.g., they do not condone anarchists or violence).

As a CSM, you must be aware of these conflicts and how they affect
your environment, your corporation, and your ability to protect corporate
assets. For example, if a WTO meeting was to be held in the city where your
corporate headquarters resides or, worse yet, near your corporate headquar-
ters or even in the same building, do you have plans in place to heighten
security? Heightened security does not mean mere physical security. It
means understanding the past modus operandi of WTO protesters, knowing
those involved, and coordinating with local law enforcement.

Revolution in High Technology

It is very important for today’s corporate security managers, security profes-
sionals, and others to understand high technology and this growing, glob-
ally connected, mass communications phenomenon known as the Internet
(the Net). Because of the Internet, we all must think differently. What is
most important is an understanding of today’s and tomorrow’s global digital
environment and the trends that will affect nations and corporations and
their ability to maintain a competitive advantage in the future. Therefore,
we devote much of this chapter to the issue of high technology, that is, infor-
mation systems and the information that they store, process, display, or
transmit, and what the CSM must know about it all.



16 THE MANAGER'S HANDBOOK FOR CORPORATE SECURITY

To understand today’s technology, especially high technology, as it is
sometimes called, let us first define it. For our purposes, high technology is
that technology that relies on a microprocessor to function. Since the time of
the first computer over six decades ago, we have seen amazing advances in
high technology, some good and some bad.

One can compare high technology to the gun. It can be used as a tool to
steal, assault, and kill. It can also be used as a tool to protect or to provide
food, or as a hobby. It should be no surprise to see computers being used for
fraud and other crimes, and also as a tool to make our lives better and to
defend our assets.

To be successful in this information/knowledge age, CSMs must have
at least a general knowledge of:

The definition of high technology

Various types of high technology

How their corporation uses what technology

Threats against that high technology

Vulnerabilities of that high technology

Risk involved in using high technology

What high technology is being used to support their security processes

 Possible threats against it

« Its weaknesses

« Reliability issues with its use

 Fallback positions when high-technology devices or programs are
compromised or just fail

High-technology devices now provide key support to meeting our
corporate assets protection programs, not only enhancing security, but also
doing so at less cost. One of the key high-technology phenomena has been
the Internet.

How Did We Get from Adam to Internet?

The Internet is having a major impact in our world, and it is something that
the CSMs must become intimately familiar with as their corporations use it
for business marketing, financial transactions, communications, and learn-
ing—including posting sensitive corporate information on corporate web
sites.” It is also the realm of the criminal and other miscreants.

Although large armies were possible in early human history (at one
point the Roman Empire fielded over 700,000 soldiers), there were limited
and relatively ineffective methods for communicating and controlling more
than a small percentage of these forces. Runners, horse-borne message cou-
riers supplemented by flags, and other visual media were the major methods
of remote communication. These could be considered some of the early
security tasks.
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The defining event of the Industrial Age was the introduction of the
steam engine, which allowed mechanical equipment to replace muscle-
powered efforts of both humans and animals. These devices introduced a
new and much accelerated pace of technical innovation. During this 200-
year period, there was a dramatic expansion of human knowledge and
understanding of the basic principles of physical science. Enhanced agri-
culture allowed nations to accumulate huge food surpluses. Upon the
food surplus foundation, the nation-states increased their power, driven by
mass production. Mass production of weapons and the mass slaughter
of both combatants and noncombatants characterized the conflicts of
this period.

Communications technology evolved from primitive signaling involv-
ing lanterns and reflected lights (heliograph) to supplement the continued
use of human couriers whether riding horses, trains, or waterborne craft.
The inventions of the telegraph in the early 1800s followed in the late
1890s by the telephone and then by wireless radio in the early 1900s
were essential evolutionary steps toward today’s telecommunications infra-
structure.

The “information age” has been the era with the most explosive
growth in human knowledge. More has been discovered in the past 50 years
in both science and engineering than in the thousands of years of recorded
human history. In the information age, knowledge is growing exponentially.
Regardless of your home nation-state, you can probably trace the changes in
the various “ages” (e.g., hunter-gatherer, agriculture, industrialized, infor-
mation). Some nation-states, because of technology, have almost skipped
the Industrial Age in its entirety and went from the agricultural period to the
information period. If so, it was probably not done in a smooth transitional
way. Thus there may have been some instabilities, and those instabilities
usually affect corporations, thus assets protection.

The pace of evolution in communications and other technologies
accelerated during the early years of the information age with the advent
of satellites, fiber-optic connections, and other high-speed and high-
bandwidth telecommunications technologies.

It is in the context of this phenomenal growth of technology and
human knowledge that the Internet arises as one of the mechanisms to
facilitate sharing of information and as a medium that encourages global
communications. For example, according to the United States General
Accounting Office, in a report to Congress,"" the rapid developments of tele-
communications infrastructure in the United States resulted in creation of
three separate and frequently incompatible communications networks,
including:

e  Wire-based voice and data telephone networks
° Cable-based video networks
° Wireless voice, data, and video networks
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Birth of the Internet

The global collection of networks that have evolved in the late 20th century
to become the Internet represents what could be described as a “global nerv-
ous system,” transmitting facts, opinions, and opportunities from anywhere
to anywhere. However, when most security and law enforcement profes-
sionals think of the Internet, they seem to think of something either vaguely
sinister or of such complexity that it is difficult to understand. Popular cul-
ture, as manifested by Hollywood and network television programs, does
little to dispel this impression of danger and out-of-control complexity.

The Internet arose out of projects sponsored by the Advanced Research
Project Agency (ARPA) in the United States in the 1960s. It is perhaps one of
the most exciting legacy developments of that era. Originally an effort to
facilitate sharing of expensive computer resources and enhance military
communications, it has rapidly evolved from its scientific and military
roots into one of the premier commercial communications media. The Inter-
net, which is described as a global metanetwork, or network of networks,"
provides the foundation on which the global information superhighway
will be built.

However, it was not until the early 1990s that Internet communication
technologies became easily accessible to the average person. Prior to
that time, Internet access required mastery of many arcane and difficult-to-
remember programming language codes. However, the combination of
declining microcomputer prices, enhanced microcomputer performance,
and the advent of easy-to-use browser software," were key enabling tech-
nologies that created the foundation for mass Internet activity. When these
variables aligned with the developing global telecommunications infra-
structure, they allowed a rare convergence of capability. It has now become
a simple matter for average people, even those who had trouble program-
ming their VCRs, to obtain access to the global Internet and search the huge
volumes of information it contains.

In the world today tens of millions of people are accessing the Internet
on a regular basis. Millions of others around the world are logging in and
creating a vast environment, often referred to as “cyberspace” and the
Global Information Infrastructure (GII), which has been described as the vir-
tual, online, computer-enabled environment distinct from the physical real-
ity of life. The most commonly accessed application on the Internet is the
World Wide Web (the Web). Originally developed in Switzerland, the Web
was envisioned by its inventor as a way to help share information.

The Internet continues to grow dramatically, as Global Reach pointed
out in their email to the authors. Note the non-English connections to the
Internet. It is indeed a globally connected world.

We have just published an update to the Global Internet Statistics page:
http://glreach.com/globstats/index.php3, and you requested that we
contact you whenever we publish such an update. Here is a summary of
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the number of people in each language zone connected to the Net, and
what this online population represents worldwide:

English: 217.8 M (45% of total world online population)
Non-English: 266.3 M (55%)
European Languages: 144.4 M (29.8%)
German: 30.0 M (6.2%)

Spanish: 20.4 M (4.5%)

French: 16.6 M (3.4%)

Italian: 17.5 M (3.6%)

Portuguese: 12.1 M (2.5%)

Asian Languages: 121.9 M (25.2%)
Japanese: 47.3 M (9.8%)

Chinese: 40.7 M (8.4%)

Korean: 22.7 M (4.7 %)

The non-English online population is growing faster than we have ever
seen it grow. A year ago, English represented 51% of the world online
population—now it only represents 45%. By 2005 it should only repre-
sent 35%. This is a major reason to have a Website promoted outside of
English-speaking countries, to build global Web traffic to your site. If
you have any questions about the charts or information, or if you would
like to see what Global Reach can do to increase your Website’s draw of
visitors from abroad, do not hesitate to contact me....

By the start of the new century, worldwide revenues via Internet com-
merce ran into the hundreds of billions of dollars, an unparalleled growth
rate for a technology that was effected only in the early 1990s! The elec-
tronic commerce of the early 21st century includes everything from online
information concerning products, purchases, and services, and also the
development of entirely new business activities (e.g., Internet-enabled
banking).

Some of the more imaginative businesses have illegally diverted
corporations’ potential customers to their own Web sites. Do you have
processes in place to check for such diversions? Other businesses may take
advantage of a well-known Web site name to attract customers. One exam-
ple is whitehouse.gov and whitehouse.com.

An important fact of supreme importance for security professionals is
that the Web is truly global in scope. Physical borders as well as geographi-
cal distances are almost meaningless in cyberspace; the distant target is as
easily attacked as a local one. This is an important concept for security pro-
fessionals to understand, since it will affect their capability to successfully
do their jobs. The annihilation of time and space makes the Internet an
almost perfect environment for the “Internet robbers.” When finding a
desired server located on the other side of the planet is as easy and conven-
ient as calling directory assistance to find a local telephone number, Inter-
net robbers have the potential to act in ways that we can only begin to
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imagine. Undeterred by distance, borders, time, or season, the potential
bonanza awaiting the Internet robber is a chilling prospect for those who are
responsible for safeguarding the assets of a corporation.

This is one of the most challenging aspects for today’s CSM. This is
especially true when much of a corporate assets protection program, by
default or concurrence of the CSM, has become the responsibility of the cor-
poration’s information technology (IT) departments. CSMs have over the
years allowed these valuable corporate assets to be protected by non-
security professionals. This was probably due to the fact that most of the
older CSMs did not understand computers and wanted to have nothing to
do with them. Thus, by default the IT staff oversaw the protection of these
assets. Perhaps some of today’s problems associated with the protection of
information systems and such things as Web sites could have been pre-
vented if the previous generation of CSMs had accepted responsibility for
the protection of these assets.

The security knowledge of information systems security (InfoSec) pro-
fessionals has been growing over the years. However, most of them seem to
come from primarily an IT and not a security background. Therefore, they
are not trained in many of the human aspects of security, such as criminal
motivations. Their primary training is in securing systems. In addition,
most are still assigned to the corporate IT department and thus given limited
authority as InfoSec continues to take a backseat to IT demands such as
faster processing times, which may be adversely affected by protection
mechanisms.

As we consider the potential for criminal actions directed against cor-
porations, it is critically important to consider these factors. The same infor-
mation technology we use to manage our corporations’ businesses can and
will be used by savvy Internet robbers to the detriment of governments,
businesses, and others.

What is your responsibility for the protection of these valuable assets?
Do you believe that they are adequately protected? How do you know?

Corporate Organizational Effects

The major benefits of the Internet and related technologies to corporations
are significant and far ranging. In large part, the effects may be characterized
as dramatically lower costs for transmitting and sharing information. To
appreciate how far we have come, just remember that before electronic mail
became ubiquitous, it took as long as a week for first-class postal mail (deri-
sively called “snail mail” by Internet aficionados) to travel from one coast of
the United States to the other, and over 50 days to travel from the United
States to Australia by ship.

Even the fax machine, which itself was a significant improvement over
postal and overnight courier services, requires dedicated fax equipment and
only operates from point to point. Contrast these with the capabilities of
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Internet email. Email, which may transit the globe in seconds, allows recipi-
ents to retrieve the message when it is convenient for them; they need not be
present to receive it. Through the use of digital attachments, email can carry
more information in a convenient compression of transmission times.

There were allegations involving two leading Silicon Valley software compa-
nies, A and B. Company A accused rival Company B of theft of trade secrets
and proprietary source code. Company A’s management alleged as one
element in their complaint that a former Company A employee used his
company-provided Internet access to transfer source code of key products to
his own, personal account. The employee then tendered his resignation.
Upon arrival at his home-based office, the now-former Company A employee
allegedly downloaded the stolen source code to his home computer system.
Employed as a programmer consultant by rival start-up Company B, he
reportedly used the purloined source code as the foundation for a remarka-
bly similar product created at Company B."

Whereas the innocent email user sees only increased speed and vol-
ume of communication, security professionals must understand how dam-
aging even one message could be to businesses or government agencies. A
single email message could contain the whole strategic business plan of the
corporation, or the source code to a breakthrough product, and be trans-
mitted anywhere on earth in a nanosecond. Obviously, we are not advocat-
ing turning back the high-technology clock. We are only pointing out
some serious issues that the security professional should be aware of and
address.

A former employee of Company X was accused of transmitting the source
code for a new digital device to rival Company Y. This scheme apparently was
discovered only by accident when the highly confidential materials created
such a long message that it caused the email system to crash and allowed a
system administrator to discover the purported scheme.

Numerous security failures can be found almost daily in press reports
in the media and it is likely that they are only the very tip of the iceberg. In
fact, many corporations do not have the security systems and technologies
to detect similar incidents. Due to the adverse publicity and the prospect of
the lengthy criminal justice process, even those businesses and government
agencies that have been victimized by Internet robbers frequently do not
report similar incidents to the proper authorities.
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The Global Information Infrastructure (Gll)

The Global Information Infrastructure (GII) is a massive international
connection of the world’s computers that carries business and personal
communications as well as those of the social and government sectors of
nation-states. Some say it could connect entire cultures, erase international
borders, support cybereconomies, establish new markets, and change our
entire concept of international relations—and it has already begun.

The Internet is the basis for the GII. It allows the sharing of information
and interaction on a real-time basis. What is interesting to note is that the
estimated largest percentage of recent growth is in what we call third-world
countries, such as the PRC, Argentina, Iran, Peru, Egypt, Philippines, Rus-
sia, Slovenia, and Indonesia.

GII—Why Is It Important to the Security Professional?

The GII is important to the security professional because:

When fully realized, the GII will be a vast network consisting of hun-
dreds of thousands of networks. These networks will run our factories,
process our financial transactions, organize our work, increase our pro-
ductivity, instruct us and our children, help physicians and hospitals to
care for us, connect us more closely with friends and family wherever
they may be, entertain us, and perform a myriad of other services not yet
conceived.”

In other words, it is the heart of our personal and corporate nonphysi-
cal world, and it also supports many of our processes in the physical world.
Therefore, it will also be where the world’s miscreants ply their trades
against our corporate assets defenses.

SUMMARY

The corporation or security organization that does not look ahead at the
trends in society, technology, business, global competition, criminal justice
systems, crime, and any associated rapid changes, will not be able to meet
the needs of its customers. This point cannot be stressed enough. You must
understand this growing and rapidly changing information-driven environ-
ment. Understanding it better than the competition gives you a competitive
edge in the business warfare arena. Remember also that security is a service
and support profession. The competition of the security professional is the
criminals and assorted miscreants who ply their trade from around the
globe.
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If you do not think today’s global competition is a form of business and
economic warfare, then you are fooling yourself and are doomed to failure.
Your global competitors are at war with you and they aren’t taking prison-
ers. Some will use any means at their disposal, including stealing or com-
promising the valuable assets of your corporation, to gain that competitive
advantage, and many are doing so with the backing of their government.

Someone once said that the more things change, the more they stay the
same. Well, that certainly applies to our current environment. Not much has
changed over the years when it comes to human beings’ basic instincts,
what we want out of life, our inherent drive for personal freedoms, and the
like. However, when we combine our human instincts and desires with
technology, we find that we keep doing the same old things but in a
technology-based environment. And when it comes to targeting corporate
assets, this certainly holds true.

The new world is rapidly changing due to technology, and yet human
instincts and spirit remain the same, as does the drive for the competitive
edge in business. The twenty-first century is ushering in a vastly new envi-
ronment from the environment at the beginning of the twentieth century.
Global competition aided and driven by information- and technology-based
nation-states and corporations is rapidly increasing.

Nation-states appear to be waning and the “sovereign individual” is
fighting for its place in the world. The nation-state will not go quietly into
the night. Whether the nation-state or the sovereign individual prevails,
businesses will be threatened. To maintain control, gain power and market-
share, and beat the competitors, nation-states and businesses are using
information and technology as the new instruments of business and eco-
nomic warfare.

All this offers much greater challenges to the CSM than those of the
past. This global environment calls for a neo-CSM, one who is globally
aware, relishes the fast pace, and enjoys high technology and competition
with the world’s miscreants. If that does not describe you, may we suggest
that you consider a career change and allow the vacancy to be filled by one
who fits that description.

NOTE: Additional information on matters contained in this chapter is avail-
able on the Web site: http://www.shockwavewriters.com. Click on “Books,”
this book’s cover icon, and then Chapter 1.
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New and Old Threats to Corporate
Assets, and What to Do about Them

Machinery is aggressive. The weaver becomes a web, the machinist a
machine. If you do not use tools, they use you.

Ralph Waldo Emerson

This chapter discusses why there is a need for corporate security depart-
ments and functions, including the topics of economic and industrial espio-
nage, netspionage, and why the risks are greater now than ever before.

INTRODUCTION TO THE WORLD OF THREATS, VULNERABILITIES, AND
RISKS TO CORPORATE ASSETS

There has been a need for security in one form or another ever since some-
one wanted to take something of value away from its owner and the owner
was not willing to relinquish possession of it. If the owners were not capable
of protecting the item of value, they would hire someone who was willing,
for some form of compensation, to protect it for them. This historically was
a guard, a night watchman; however, the protection of assets gradually
became the highly specialized profession it is today.

Security has to do with protecting things and people that need protect-
ing according to the requirements set forth by the owners of the assets who
are willing to pay for that protection. We call those “things” assets. The peo-
ple who work for the owners of the assets are also considered assets of the
corporation.

25
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as-set [a set] noun (plural as-sets)

1. somebody or something useful: somebody or something that is useful
and contributes to the success of something

2. valuable thing: a property to which a value can be assigned

plural noun as-sets

1. owned items: the property that is owned by a particular person or
organization

2. LAW: seizable property, the property of a person that can be taken by law
for the settlement of debts or that forms part of a dead person’s estate

3. FINANCE: balance sheet items, the items on a balance sheet that constitute
the total value of an organization

[Mid-16th century. Via Anglo-Norman assetz “sufficient goods” (to settle an
estate) from, ultimately, Latin ad satis, literally “to sufficiency."]1

The degree of protection needed is based on many factors called secu-
rity drivers. Security drivers are those things that cause certain levels of
security to be put in place at certain times. The major security driver is of
course threats to assets that take, or try to take, advantage of a security weak-
ness or vulnerability. The chance that an attack by a threat agent can take
advantage of a security weakness is called a risk. The amount of protection
to be applied to specific corporate assets is determined, if done correctly,
based on the amount of money, people, time, and other factors it would take
to adequately protect the assets. This is coupled with the amount of risk the
owner is willing to assume, which itself is usually based on the value the
owner assigns to the assets and the adverse impact to the business if they
were not available.

Threats + Vulnerabilities = Risk

Quite often, security professionals get very upset that corporate man-
agement does not understand the need to provide better protection to the
corporate assets. These security professionals, often including the corporate
security manager (CSM), do not fully understand the responsibilities of cor-
porate management, the decisions of corporate management vis-a-vis assets
protection, and, often, where they themselves fit into assets protection.

The executive management of a corporation reports to its owners. In
private corporations, it may be a single person or group who own the corpo-
ration. In publicly held corporations, it is the stockholders who are the own-
ers. Corporate executives are in fact held personally responsible for their
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actions to the owners of the corporation. As part of their responsibilities,
they are authorized by the corporate owners to make decisions relative to
business risks. This applies to the risks involved in buying or selling part of
the corporation, how the corporation builds its products, markets its prod-
ucts, and the like.

As part of their responsibilities, they also make decisions relative to
the resources spent on assets protection. This includes the amount of
money, people, and other protection resources that are allocated to this
effort. The CSM is their expert on assets protection, their in-house consult-
ant. Certain decisions concerning how much risk to accept as part of assets
protection is delegated to the CSM. Some of these decisions are reserved for
the corporate executive management.

The CSM must understand that the corporate assets belong to the own-
ers of the corporation and decisions as to how much resources should be
allocated to protect various assets are usually based on things such as the
return on investments, cost-benefit analysis, and other factors. That is deter-
mined by those with the responsibility for making business risk (versus the
degree of asset protection to be implemented) decisions. It seems that often
the CSM does not understand that and takes it personally that assets aren’t
protected in accordance with the CSM’s desires or recommendations. Those
decisions are the purview of the corporate executive management. So, get
over it. The CSM must get on with the job as delegated by executive manage-
ment to the CSM.

To understand the threats to corporate assets, it is important to view
these threats as they relate to the entire process of risk management. Risk
management is a much-maligned process that has been improperly used,
not used at all, or, in some cases, used under the wrong circumstances or
using the wrong methodology. The CSM must understand the basic con-
cepts related to threats and their associated assets protection risks based on
the weaknesses in the current protection systems or processes. The first
thing the CSM must understand (relative to assets protection) is the specific
threats against the assets of the corporation. The threats will of course vary
for a number of reasons. Some reasons are as follows:

o Corporate environment: A corporate office in an urban setting in a
run-down part of town inhabited by drug dealers, addicts, and prosti-
tutes will be prone to experience more crime, which may spill over to
the corporate grounds. A corporation may want a “campus” setting
and thus have less physical security than is required.

J Corporate culture: The corporate culture may be one that considers
every employee trustworthy and loyal, so there is no need for “exces-
sive” controls that smack of a “police state.” This attitude, though
admirable, is not realistic in most of today’s societies. In this atmos-
phere there is little control on corporate assets that come and go
through the facility without any pretense of an assets protection
process (e.g., all employees have a notebook computer and when
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employees terminate their employment, the computers, corporate-
provided cell telephones, and the like tend to leave with them).

e  Products: Corporations that cut down trees would be more at risk for
threats by environmentalists than would a corporation that produces
baby clothes.

e Global visibility: A corporation that is a major force in other nation-
states tends to be the target of attack if the corporation’s home nation-
state is having political difficulties with the nation-state where the cor-
poration has offices. For example, United States corporations in Indo-
nesia may be at risk because of the United States’ “war on terrorism,”
which may be considered by Muslims in Indonesia as anti-Islam.

THREATS

It is extremely important to understand all threats that can adversely affect
corporate assets. Remember that if it weren’t for threats, there wouldn’t be a
need for any security. That should be understood, but it is stated here
because sometimes a CSM loses sight or focus on the objective of an assets
protection program, which is to protect corporate assets in a cost-effective
manner from all applicable attacks by threat agents. Because there is no
such thing as perfect, impenetrable security, the CSM must also have an
assets protection program that:

e  Minimizes the probability of a successful attack by a threat agent
e  Minimizes the damage if an attack by a threat agent occurs
e  Provides amethod to quickly recover in the event of a successful attack

Threats can take many forms, and the type of threat agent attacks that
occur is only limited to the imagination of the attacker, for man-made
threats, and from nature, for natural threats. The two basic types of threats
the CSM deals with can be categorized as either natural or man-made.

One ought never to turn one’s back on a threatened danger and try to run
away from it. If you do that, you will double the danger. But if you meet it
promptly and without flinching, you will reduce the danger by half.

Sir Winston Churchill
Natural Threats

Natural threats are those threats that are not man-made. They are called
“acts of God,” “acts of Nature,” and the like. These include:

e  Fires caused by lightning
e  Floods caused by excessive rain



New and Old Threats to Corporate Assets, and What to Do about Them 29

e  Earthquakes caused by movements of earth’s plates
e Winds caused by typhoons/hurricanes

Natural threats are relatively consistent in that they usually occur in
the same way each time. For example, a hurricane brings wind and rain. A
CSM can plan for that by taking into account the potential winds and the
potential amount of rainfall expected. The CSM, by checking with the
weather experts, can obtain historical information about previous hurri-
canes. Therefore, the CSM can obtain the most likely times hurricanes can
occur and their past high, low, and average wind speeds and rainfall. In
addition, there is usually several days’ warning before such an event occurs.
Thus, the CSM often has time to prepare for such threat agents as hurricanes
and to implement the applicable portion of the Corporate Assets Protection
Program’s (CAPP’s) emergency plan. As specialists perfect the earthquake
warning system, even these “surprise” events may eventually be known in
advance, giving the CSM time to prepare.

Man-Made Threats

Man-made threats are defined as all threats that were not caused by nature.
There may be historical data and changes in the working environment that
may assist in foretelling future events. Crime statistics from local law
enforcement for the area where the corporation is located may assist in
determining the potential external threats to the corporate assets in that
area. When a corporation is preparing to downsize the workforce, there is a
better chance that disgruntled employees may want to “get even” with the
corporation or steal assets. These thefts include such things as software and
proprietary information, such as a list of customers and suppliers. What
assets are taken is limited only by the employee’s imagination. Other man-
made threat examples include:

Fire by arson

Accidental or intentional damage

Accidental or intentional destruction

Unauthorized information modification by an individual or group
(computer software program)

Surprisingly, human error and accidents often cause more damage to
assets than acts done on purpose. The CSM must also look at threats to
assets by accidents and work closely with those who are responsible for
safety and quality control—often an overlooked group of specialists when
planning a CAPP.

Unlike natural threats, man-made threats are neither consistent nor
can one rely on the threat agents (e.g., theft using the same methods to steal
corporate physical property such as a computer). Man-made threats are lim-
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ited only by the imagination of the threat agent (attacker). Some planning is
possible to mitigate the risks of known methods of attack. For example, to
protect against the theft of desktop computers, the CSM could recommend
that they be secured to the desks. Guards could be at exit points and check
for proper documentation to remove a computer. As with most applications
of assets protection, start with a common-sense approach and get more
sophisticated after the basic security processes have been installed, main-
tained in a current state of readiness, and periodically tested.

Can you name other threats in both categories? If so, can you also iden-
tify mitigating factors to such threats? For example, a fire may be mitigated
by not allowing flammable materials in certain areas, by the installation of
hand-held fire extinguishers, and by automatic sprinkler systems. Did you
factor in the costs of such mitigators? This is a must, since the cost of pro-
tecting assets might be more than the value of the assets. Overprotection of
corporate assets adversely impacts the financial bottom line—the profits.

Remember that the corporate security department is usually an over-
head cost to the corporation. It can be a “parasite on the profits” of the cor-
poration. Therefore, it behooves the CSM to keep costs to the minimum
required to meet the level of risk deemed appropriate by the corporation,
thus contributing to the bottom line. If assets protection is properly applied
through a well-thought-out CAPP, it adds value because it protects the
corporation.

threat [thret] noun (plural threats)

1. declaration of intent to cause harm: the expression of a deliberate
intention to cause harm or pain

2. indication of something bad: a sign or danger that something undesir-
able is going to happen - as a threat of severe thunderstorms

3. somebody or something likely to cause harm: a person, animal, or
thing likely to cause harm or pain - The dog is no threat.

[Old English threat “crowd, menace.” Ultimately from an Indo-European
word meaning “to press in,” which is also the ancestor of English thrust and
protrude.]?

Let’s examine some of the man-made threats and attacks in more detail
because these are of major concern to every CSM.

THE WORK ENVIRONMENT HAS CHANGED

Today’s corporate environment is much different from that of the past. In
the past, corporations hired employees who would work for the corporation
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until they were old enough to retire. Often their sons and daughters also
worked at the corporation. The corporations were loyal to the workers and
the workers were loyal to the corporation. However, over the years that has
changed. Today’s corporations for the most part don’t seem to want employ-
ees to stay until they are old enough to retire.

There are many reasons for wanting workers to leave after some period
of time but short of their eligibility for retirement. The seniority of the
worker usually means more and more pay each year. As the employee gets
older, there is a tendency for the employee to have more medical problems.
This causes increased costs to the corporation, which may be paying for at
least part of the employee’s medical care. There is also the loss of productiv-
ity due to the employee being away from work because of illness. Then, of
course, there is the retirement pay for the employee, and since people tend
to live longer these days, they will be able to draw that retirement for possi-
bly decades longer than was typical in the past. Then again, there may also
be the corporate-supported medical benefits for retirees. Of course, benefits
paid to employees vary from corporation to corporation, but you can see the
potential revenue drain on the corporate profits, even if tax accountants find
ways to mitigate that drain of revenue.

Yes, people are valuable assets to any corporation; however, they
usually are also the most costly. Therefore, when a corporation is having
financial difficulty in maintaining its competitive edge, usually the first
cost-cutting is done by decreasing the number of corporate employees.

There is also a change in how management manages. It seems that as
managers move higher up in the management chain, they not only receive
more perks, but they also appear to be more interested in their own careers
and self-interests over those of the corporation as a whole. Many are in it for
the quick money or stock options, and then they move on to another corpo-
ration. Thus, they make decisions based on “what’s in it for me.” An exam-
ple is the allegations of wrong-doing by corporate officers at Enron and
other corporations.

So, the lack of loyalty by management and employees is a major con-
tributor to the risks to corporate assets. They don’t seem to care the way they
generally did in the past. When employees are given notice that they will
be downsized, fired, laid off, or otherwise let go—no matter how it is
stated—there is an initial shock. The same holds true for the corporate
employee who does not get a much-deserved raise or promotion (in the
employee’s opinion). After that shock, there is often the attitude of “get
even” and “take what’s coming to me.” This is often supported by today’s
societies, in which we see those in power in government and corporations
commit crimes and seemingly get away with it or get a “slap on the wrist.”
Also, the movies and television shows often have the theme of “get even” for
perceived injustices. In some United States’ corporate commercials, and in
other nation-states also, we see children and teenagers flaunting disrespect
for their parents or others of authority. The children watching think it is
“cool” and become adults with the same attitudes toward authority, rules,
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regulations, and laws—and in the corporate world, the CSM and staff repre-
sent one form of authority.

When developing a CAPP, the CSM must remember that attacks by
people against corporate assets require that three things must be in place, as
stated by the Association of Certified Fraud Examiners. They are:

Motive: If one is not motivated to commit a violation of rules, regula-
tions, or laws relative to corporate assets, one would not do so even if
there were the opportunity and rationalization to do so.

Opportunity: If one did not have an opportunity, even though moti-
vated and able to rationalize stealing some corporate assets, one would
not be able to successfully perpetrate the crime.

Rationalization: If one were to have only the motive (being fired) and
the opportunity (the notebook computer was just lying there and no
one was around), one would not commit the theft. Rationalization is
important. Without rationalization how would one ever commit a
crime? For example, we often see loving family members and devoutly
religious people perpetrate crimes. They would have been unable to
do so without rationalizing it as not a sin or a violation of their relig-
ious beliefs. In other words, one needs an excuse to perpetrate the act.

Think about this list and remember it. When developing your CAPP,
remember to take away one, two, or all of this triad’s legs.

“Crime” = Motive + Opportunity + Rationalization

CASE STUDY

Based on the discussion in the previous section, let’s apply what we have
learned thus far. The International Widget Corporation (IWC) has been
affected by a recession in Asia, which is where IWC sells the majority of its
widgets. Consequently, sales are down 35 percent for the year. Executive
management determines that they must cut costs. Since they are producing
fewer widgets because they are selling fewer widgets, they can cut back on
ordering raw materials (which of course starts a similar chain reaction of
events in the other corporations that supply the raw materials). In addition,
they can go from a two-shift manufacturing operation to a one-shift opera-
tion. So management decides to eliminate some jobs.

The managers in the manufacturing organization are told to cut staff by
22 percent in an effort to save money. In doing so, these managers want not
only to meet that goal as directed (after all, you don’t get ahead by arguing
with the boss, and certainly not by going over budget) but maybe surpass it.
The idea is that if they can save more than the expected costs and lower their
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budget even further, they will receive a bonus for doing such a wonderful
job (although they also sometimes inadvertently eliminate their own jobs).

Ironically, one vice president of a major global corporation called his
managers together and told them what percent of their staff were to be laid
off within the next 90 days. He also told them that some of their jobs would
also be eliminated be integrating organizations and so forth. He also said
that the managers should work hard to cut costs and as many jobs as possi-
ble, even if it meant eliminating their own jobs if it was logical to do so. In
other words, fire yourself for the good of the corporation. Of course, that was
easy to say for a vice president whose job was not in jeopardy and who
would undoubtedly get a bonus for the excellent job he had done in cutting
costs. Such events happen quite often. You may be asking: What does all
this have to do with a CSM and CAPP? The answer is that it changes the
working environment into one of more hostility. Office politics become
intense as some try to hold on to their jobs. Some may do so by making their
peers look bad, the rationale being that when layoff time comes to the man-
agers, the ones who “looked” the best would stay.

If your corporation has a corporate ethics hotline or crime hotline, you
will probably find that the number of calls and allegations of wrongdoing
(given anonymously, of course) increases during periods of layoffs. For
example, an employee may be accused of padding an expense voucher,
stealing corporate property, and falsifying a time card. As the CSM, you may
have the responsibility for conducting inquiries to validate the allegations.
Therefore, you will see an increase in your workload at a time when you too
are required to downsize your organization. Such inquiries will cause peo-
ple to find out about allegations against a fellow employee and talk about it
no matter how you try to keep it quiet and save the reputation of the alleged
violator, who may even be innocent. However, people must be interviewed,
and no matter what you say about confidentiality, the word gets out. Often
these reports are unfounded, but no one remembers that. They only remem-
ber “an investigation was conducted on....” For the CSM, as for others, this
is a bad working environment and one that leads to more stress, violent
behavior, and increased risks to corporate assets.

So in our case study, when IWC decides to lay off employees, they look at
the ones making the most money. If there is not an employee’s union or an
issue with the union, those making the most money or having the most senior-
ity are sometimes let go. At IWC we have Joe Best, who has been with the cor-
poration for over 20 years and who is 51 years old. He is told that he is being
laid off. Joe has a mortgage, car loan, the normal bills, plus one kid in college
and another starting college within a year. He is given 60 days’ notice.

So there’s Joe, unable to find a job at his age making widgets. He is hav-
ing difficulty not only because of his age, but because that is not the type of
job for which there is a great demand in good times, let alone when there is a
recession in Asia and the beginnings of a slowdown in Joe’s hometown.

Joe and the family have a talk over dinner one night and they decide
that based on current expenses and little income or savings, they cannot
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support the kids going to college. They must sell one of the two cars, and
they may lose the house within a year. Everyone is depressed and angry.
“How could they do that to you after all those years of loyal service, even
going to work with the flu, in bad weather, working overtime, and working
during holidays without complaining?”

Joe then sits down to read the evening newspaper and finds that TWC
has had one of the most profitable years in its history, that the CEO has been
given a large bonus amounting to millions of dollars, and other executive
members of management have also received substantial bonuses.

When people are angry, desperate, and depressed, it is easy to see
where just an “ordinary guy” like Joe can become motivated to get his fair
share, to get what’s “due him.” He now has the motivation and the rationali-
zation in the management bonuses and IWC profits but nothing for him,
since he helped provide the executives with their bonuses by getting fired.
AllJoe needs now is to determine what he wants to get and how to get it, and
then look for that opportunity.

The CAPP must deny him that opportunity. It is up to IWC manage-
ment to try to eliminate or at least mitigate Joe’s motivation and rationaliza-
tion. To help mitigate some of the potential threats caused by employees
being let go, some corporations do an excellent job of dealing with these
employees. Others treat them with disrespect, as though they were crimi-
nals or lepers. The CSM must take an active role in ensuring that processes
are in place for and that management is trained to lay off employees with
respect and in a dignified manner. There is little downside to such courte-
sies and the upside is less violence in the workplace and less damage,
destruction, and theft of corporate assets.

MOTIVATIONS OF THREAT AGENTS, THE ATTACKERS

What motivates people to act as they do vis-a-vis threats to corporate assets?
Obviously, there are about as many motivations and rationalizations as
there are people who threaten the corporate assets, as our case study indi-
cated. Many of the motivations would keep psychiatrists, criminologists,
sociologists, and psychologists busy for centuries; and that is not an exag-
geration, because studies on these types of “human frailties” have already
been taking place for centuries.

Criminologists and others have had theories for years as to why people
commit crimes. It has been looked at based on race, sex, age, environment,
and the list goes on. The fact is, no one has found the answer but theories
abound, including:’

e Anomie theory: This theory was the idea of Emile Durkeim in 1893.
This theory was based on the idea that there was a breakdown of norms
that governed behavior.
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e Differential association: This theory looks at deviant or criminal
behavior as it is “transmitted from one generation to another and from
one ethnic group to another that may replace it in an urban neighbor-
hood.” Edwin Sutherland theorized in 1937 that such behavior is
learned. He believed that “people that have an intense emotional rela-
tionship at an early age with individuals who hold favorable attitudes
towards breaking the law are more likely to break the law them-
selves....”

e Labeling theory: This theory relates to “the ability of some groups to
impose a label of ‘deviant’ on certain other members of society.” An
example may be a group called freedom fighters by some and called
terrorists by others.

CSMs should understand the many theories relative to criminal behav-
ior, since it will help provide them with information that can be used when
developing a corporate assets protection program. After all, they must know
not only whom they are protecting the assets from but also must try to
understand what motivates threat agents to attack® the corporate assets.

Some of the motivations can be grouped into categories, which include
the following (can you name other categories?):

e Revenge for not getting a promotion

e  Furthering a political agenda such as save the whales and trees

e  Nationalistic economic pressures such as helping the nation-state gain
global, economic power

e  Greed—simply wanting material wealth but not being willing to work
hard for it

Man-made threat agents to corporate assets can be anyone—under the right
circumstances.

Types of Attackers

As you can imagine, there are quite a variety of attackers who threaten cor-
porate assets. Basically, an attacker is anyone under the right circum-
stances. As the saying goes, “Everyone has a price,” and there seem to be
more examples of the truth of that statement than not. They include: com-
petitors; fraudsters; organized crime; employees; hackers, crackers, phreak-
ers; economic and industrial espionage agents; vendors or suppliers;
customers; business partners; military info-warriors; political activists; ani-
mal rights activists; foreign government agents; subcontractors; terrorists;
contractors; outside auditors; consultants; drug dealers; people in debt; peo-
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ple wanting revenge; greedy people; and new employees still working for
previous employers (corporate mole).

Some individuals obviously fall into more than one category. For
example, employees can also fit into the categories of greedy people, people
in debt, new employees, drug dealers, and phreakers. Can you think of any
others? If so, keep that in mind as you build your corporate assets protection
program and define the threats to the corporate assets.

Intelligence from Afghanistan breaks Singapore plot—Singapore has
broken an al Qaeda plot targeting the U.S. ...There are 17,000 Americans liv-
ing in Singapore and other expatriates were also among the targets...
Authorities said he had a list of more than 200 U.S. companies in Singa-
pore...They observed targets that included U.S. companies.®

VULNERABILITIES

Vulnerabilities are weaknesses in a security or assets protection process.
These weaknesses may or may not allow some natural act or man-made act
to take advantage of the weakness to cause some undesired act that would
adversely affect the protection of an asset.

vul-ner-a-ble [vulnarab’l] adjective

1. without adequate protection: open to emotional or physical danger
or harm

2. MILITARY: open to attack, exposed to an attack or possible damage

3. extremely susceptible: easily persuadable or liable to give in to
temptation

4. physically or psychologically weak: unable to resist iliness, debility, or
failure

5. BRIDGE: liable to increased stakes, liable to higher penalties as well as
bonuses, having won one game of a rubber

[Early 17th century. From late Latin vulnerabilis, from vulnerare “to wound,”
from vulnus “wound, injury."]6

One thing is for certain, though—there will always be vulnerabilities in
your assets protection processes. There are no exceptions to this principle.
If you believe otherwise, that you have a foolproof assets protection process
or CAPP in place, we have a resort cave with a water view in Afghanistan we
would like to sell you. The following are some examples of vulnerabilities:
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e  No fencing around physical property stored outdoors; thefts can easily
occur

e  No access control systems into corporate facilities and/or offices, such
as badge readers, guards, biometrics

e No security process for removing corporate assets from the facility,
such as documentation indicating what property was going where and
why, and authorized by whom

e  No security awareness training of employees as to their responsibili-
ties for corporate assets protection; employees don’t know their
responsibilities and have not acknowledged those responsibilities in
writing

e No current security policies, procedures, and processes in place; if
there is no direction given to employees in writing, it is very difficult
to hold them accountable for failing to safeguard corporate assets

° No closed-circuit televisions, alarms, or motion detectors in high-
value assets storage areas; security is not alerted in the event of break-
ins and the events are not recorded

e No firewalls or intrusion detection systems to protect network inter-
faces within and outside the corporation, which allows unauthorized
access to corporate networks

e  No background checks prior to hiring employees, especially those in
sensitive positions, making it possible to hire an employee with a his-
tory of drug abuse, rape, or theft

RISKS

Risk management is a key part of both management’s and the CSM’s respon-
sibilities. Because there is no such thing as a perfect assets protection
process, the CSM must look at assets protection, at least in part, as providing
filters and security rings around corporate assets. These filters and rings
make it more and more difficult for a threat agent (in the case of man-made
threats) to successfully take any adverse action against a corporate asset
(Figure 2-1).

Corporate Assets Protection through a Risk Management Program

The objective of a corporation’s risk management program (RMP) should be
to maximize assets protection at minimal protection costs. A corporation’s
risk management program is an integral part of a successful CAPP. It is in
fact the baseline, the foundation for a CAPP. After all, if CSMs do not know
the threats to the corporate assets, the weaknesses in the assets protection
defenses, and the potential for something or someone to take advantage of
those weaknesses, they cannot cost-effectively protect the assets. Remember
that protection must be cost-effective to efficiently protect corporate profits
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Figure 2-1 The security ring for assets protection.

and the ability to effectively compete in the global marketplace. As a CSM,
any help you can give the corporation in keeping costs down helps make the
corporation more competitive, and thus, also helps ensure the viability of
the corporation—and also your position in it.

What Is Risk Management as It Relates to Protecting
Corporate Assets?

In order to understand the assets protection risk management methodology,
we must first understand what risk management means. Risk management
is defined as the total process of identifying, controlling, eliminating, or
minimizing uncertain events that may adversely affect the protection of
something. It includes risk assessments, risk analyses (to include cost-
benefit analyses), target selection, implementation and tests, security
evaluations of safeguards, and overall reviews.

Many corporations also have risk management staff to deal with vari-
ous aspects of business risks (e.g., insurance coverage as part of a risk miti-
gation strategy). CSMs should contact these specialists and coordinate
activities related to the management of risks to corporate assets.
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Assets Protection Risk Assessments

The process of identifying risks to corporate assets, determining their mag-
nitude, and identifying areas needing safeguards is called Assets Protection
Risk Assessment (APRA). In other words, you are assessing the risk to a par-
ticular asset or group of assets, which can also be called the “target” because
threat agents may consider them targets.

risk [risk] noun (plural risks)

1. chance of something going wrong: the danger that injury, damage, or
loss will occur

2. somebody or something hazardous: somebody or something likely to
cause injury, damage, or loss

3. INSURANCE: chance of loss to insurer, the probability, amount, or type of
possible loss incurred and covered by an insurer

4. FINANCE: possibility of investment loss, the possibility of loss in an invest-
ment or speculation

5. statistical odds of danger: the statistical chance of danger from some-
thing, especially from the failure of an engineered system

transitive verb (past risked, past participle risked, present participle risk-ing,
3rd person present singular risks):

1. put something in danger: to place something valued in a position or
situation where it could be damaged or lost, or exposed to damage or loss
2. do something despite danger: to incur the chance of harm or loss by
taking an action

[Mid-17th century. Via French risque from Italian rischo, from rischiare “to
run into danger,” of uncertain origin.]’

The risk assessment process is subdivided into threats, vulnerabilities, and
risks. We have already defined and discussed threats and vulnerabilities.
Now, let’s integrate them into the APRA, and put them in perspective.
APRAs are evaluations of the threats and vulnerabilities to determine
the level of risk to corporate assets. Assessments are usually done through a
qualitative or quantitative analysis, or a combination of the two.

*  Qualitative analysis usually uses the three categories of risk as High,
Medium, and Low. It is an educated best guess based primarily on
opinions of knowledgeable others gathered through interviews, his-
tory, tests, and the experience of the person doing the assessment.

J Quantitative analysis usually uses statistical sampling based on
mathematical computations, determining the probability of an adverse
occurrence based on historical data. It is still an educated best guess,
but is based primarily on statistical results.
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Assets Protection Risk Analysis

Analyses of the risks, the countermeasures to mitigate those risks, and the
costs and benefits associated with those risks and countermeasures make up
the risk analysis process. Basically, it is risk assessments with the cost and
benefit factors added. Vulnerabilities must be eliminated, mitigated, or the
risk of their exploitation knowingly accepted by management. The risks
may be mitigated by application of additional protection measures, or man-
agement may choose to accept a risk for a limited duration or for a limited
population of assets if there is some compelling reason.

Risk Management Process Goals

The goal of the assets protection risk management process is to provide the
best protection of corporate assets at the least cost consistent with the value
of the assets. Although the ideal goal is to eliminate all risks, it is not a goal
that usually can be achieved. Therefore, the purpose of protection and secu-
rity measures is to at least be able to manage risks.

Defense in depth is required for the adequate protection of corporate
assets. The most common misconception is that protective devices and
countermeasures once installed do not require additional steps to ade-
quately protect the assets. Any protective measures require constant
maintenance and testing and are just a component of an effective assets pro-
tection model. Additional components or layers should be added to provide
an effective assets protection model within your corporation.

Using multiple layers in an assets protection model is the most effec-
tive method of deterring attackers (threat agents). Every layer provides some
protection from intrusion, and the defeat of one layer may not lead to the
compromise of your entire corporation. Each layer has some interdepend-
ence with other layers. For example, the intrusion detection systems
installed to control access to facilities via a badge reader and the incident
response plan have some interdependencies. Although they can be imple-
mented independently, it is best when they are implemented together.
Having an intrusion detection system that can alert you to unauthorized
attempts to access the corporate facility is of little value unless an incident
response plan is in place to deal with each incident. The most important
part of an overall assets protection program is the security policy. You must
know what you need to protect and to what degree. All other layers of the
security model follow logically after the implementation of the corporation
assets protection policy (see Chapter 8).

Managing and Reducing Risks to Corporate Assets

The starting point is assumed to be a basic assets protection program that
uses integrated protection measures to safeguard the enterprise assets. An
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ongoing monitoring and surveillance program augments this baseline pro-
gram and addresses both internal aspects coupled with attention to external
factors that could drive the threat. The risk of a security incident is not
static; it is a dynamic variable that will fluctuate in part based on business
cycle elements and in part on the ripeness of new products and new tech-
nologies for exploitation. Varying the degree of watchfulness—in effect
adopting a process of heightened alert for periods of increased risk and of
basic vigilance at other times—based on the inputs received from the moni-
toring and surveillance systems helps protect assets at less cost.

The response element should include a combination of internal and
external assets capable of determining the facts in a legal and expeditious
manner. Whereas investigations in the physical world may proceed at a
deliberate pace (hours, days, weeks, or longer), today we increasingly do
business and work in cyberspace, where the response to asset attacks and
subsequent inquiries must move at Internet speed, which means nanosec-
onds, minutes, hours, and days at most. The reason such speed is necessary
is because some key information may well be perishable.

The best possible resolution of an incident of known or suspected
attacks against corporate assets may include arrest and conviction of the
perpetrator(s). However, in some circumstances it may be more desirable to
turn the attack into a counterintelligence operation. It may be that an
attempt that is detected early enough could be misdirected or misled in a
way that will feed to the opponent inaccurate, incomplete, or misleading
information (misinformation) to confound the opponent’s analysts. After
all, if the intrusion was detected quickly and properly, the intruders may
believe that they have avoided detection. Playing to this belief, the intruders
may be subtly deflected.

As global competition increases and the global power of a nation-state
is measured in terms of economic power, such attacks are expected to con-
tinue to increase, and increase exponentially as the global marketplace com-
petition becomes more of a global economic battleground in which you
cannot be neutral. You are either a player or a victim.

Regardless of the outcome, it is vital that every case of known or sus-
pected attacks against the corporate assets is carefully analyzed, and weak-
nesses in security, operations, and procedures that facilitated the security
breach should be addressed. This leads once again to the beginning of the
cycle, where enhanced protection measures are implemented and await the
next onslaught of attacks.

Program for Managing Assets Protection Risks

When building a framework for managing risks arising from threat agents, in
many ways the operational and procedural protection measures are as
important as or more important than purely technical measures. This is
true, because the automated assets protection systems such as badge read-
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ers, motion detectors, fire and smoke detectors, and the like are computer
and network systems that are vulnerable to compromise and breakdown.
Therefore, there should always be a backup plan that includes a human in
the loop. Assets protection must be managed with a combination of techni-
cal, procedural, and operational safeguards.

risk man-age-ment noun. analysis of possible loss: the profession or
technique of determining, minimizing, and preventing accidental loss in a
business, for example, by taking safety measures and buying insurance®

Remember that preventing, detecting, and responding to threats is a
dynamic process that will grow and change as rapidly as new technologies
and processes are developed. Keeping up with the rapid pace of these
changes is essential if the CSM is to defend the key corporate assets against
pernicious threats.

risk-ben-e-fit adjective. studying risks and benefits: studying or testing
whether the benefits of a procedure, process, or treatment outweigh the
risks involved?®

The most fundamental and essential step is to conduct an assets pro-
tection risk assessment that considers all logical types of attacks and vulner-
abilities to those attacks. The purpose of such an assessment is threefold:

1.  Identify the full range of important assets of the corporation, including
property, personnel, and sensitive proprietary information, especially
any digital assets that are unique to the corporation. Determine where
they are physically located, how they are protected.

2. Create a value matrix of the assets and determine their relative contri-
bution to the corporation’s business. Stratify them to identify the top
tier, the assets of greatest significance; we generally refer to those as
“the crown jewels.” Although there is no precise formula for determin-
ing when a specific asset qualifies for such status, most senior manag-
ers and executives of a corporation can reach a rough consensus as to
the items they can all agree are crown jewels. Subsequent steps in the
assessment should then focus first on managing and reducing the risks
to these, the most significant assets.

3.  Review the existing framework for safeguarding the corporation’s most
valuable assets using an interdisciplinary team that can evaluate tech-
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nical, operational, procedural, and legal protective measures. Con-
sider how well the existing array of protective measures will defend
the most critical resources against the multiple technologies and tech-
niques that will be used by threat agents, if they are assigned the task of
obtaining them.

The primary objective of the review called for in the third step is to

ensure that the corporation has invested sufficiently in the integrated tech-
nical and operational security measures and has a complete legal and proce-
dural foundation to prevent, detect, and respond to known or suspected
incidents of attacks.

In those corporations that have a known or suspected incident where

attacks have resulted in loss of assets, a two-pronged response is necessary:

1.

First, management must ensure a serious effort to determine all the
discernable facts concerning the incident. Too often there is a ten-
dency to write off an incident either as an isolated event or as the result
of simple bad luck. Although both may be true, the opportunity also
exists to gain valuable insights as to strengths and weaknesses in the
existing assets protection program. The insights gleaned from such a
detailed analysis may help prevent a future, and perhaps even more
serious, incident.

Second, management will be better prepared to make informed deci-
sions concerning steps to actively enforce the corporation’s rights
through litigation or prosecution if it is armed with a complete report
of the incident. Of course, such an analytical process presupposes that
the corporation has mechanisms to identify and report known and sus-
pected incidents in a timely manner such that investigative response is
possible.

Management must also consider that in order to get assistance from

law enforcement to investigate an incident of known or suspected attacks
(where applicable), there are several key hurdles they must overcome:

How does the corporation know an incident (crime) has happened?
Was the asset protected in a way that was consistent with its status (did
the corporation take reasonable steps commensurate with the value of
the asset)?

Has the corporation calculated the value of the asset and any associ-
ated losses?

Although the ability to answer these questions is not a prerequisite for

contacting the local or federal law enforcement agency, expect the investi-
gators to ask for these and other details early in any official discussion
concerning an incident.
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The topic of how to respond to incidents, including proper investiga-
tion protocol, goes well beyond the focus of this chapter. Suffice it to say at
this point that although the corporation has many options when it knows or
suspects an incident, do not expect any public agency to come in and act
as the internal security team for the corporation. The corporation must be
prepared to conduct its own inquiries and should approach law enforce-
ment only when management believes there is a reasonable basis for
suspicion that an incident requiring law enforcement support has actually
occurred.

SUMMARY

In today’s global marketplace, where many corporations conduct business,
corporate assets are bombarded by threats to these assets from inside and
outside the corporation. The workplace of the modern corporation in
today’s “what’s in it for me” environment has changed over the years, as
have the societies in which the corporations operate. With the ever-
increasing role and dependency on technology, the threat to corporate
assets has never been greater.

The information related to threats, vulnerabilities, and risks as pre-
sented in this chapter has been presented in various ways, but using a cen-
tral theme, which is that all successful assets protection programs focus on
the management of risks. This new era offers increased challenges to the
CSM who must develop and manage a cost-effective assets protection pro-
gram. To successfully accomplish that objective, the CSM must understand
the threats, vulnerabilities, and risks to the corporate assets. These risks
must be managed cost-effectively, providing the minimal amount of assets
protection needed based on the assessed and acceptable risks.

NOTE: Additional information on matters contained in this chapter is avail-
able on the Web site: http://www.shockwavewriters.com. Click on “Books,”
this book’s cover icon, and then Chapter 2.

ENDNOTES

1.  Encarta® World English Dictionary © & (P) 1999 Microsoft Corporation. All
rights reserved. Developed for Microsoft by Bloomsbury Publishing Plc.

2. Ibid.

3. See Understanding Society: An Introduction to Sociology, by Caroline Hodges
Persell, published by Harper & Row Publishers, New York, 1990, pp. 152—160.

4.  The word “attack” as used throughout this chapter includes actual attacks
causing damage but also such other actions as acquiring assets through fraudu-
lent means, theft, and the like.
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A Short History of Corporate Security
and Law Enforcement

History is a vast early warning system.
Norman Cousins

This chapter provides a short history of corporate security, its evolution,
and its relationship to law enforcement.

INTRODUCTION TO THE WORLD OF SECURITY AND LAW ENFORCEMENT

Now that you have a general understanding of the world we work in and
some of the dangers this environment poses to the assets you are responsible
for protecting, let’s take a step back and get an understanding of how we as
security professionals got to where we are today. There are actually two pri-
mary professions responsible for the protection of corporate assets: security
professionals and law enforcement professionals (e.g., police). Although
this book concentrates on the security professionals, one should recognize
the role played by law enforcement professionals (whom we will refer to as
police) in protecting corporate assets:

e Police may criticize security professionals for getting in the way of the
police doing their jobs or for trying to do the work of the police.

° Security professionals, on the other hand, often accuse the police of
not doing their jobs when it comes to the protection of corporate assets
(e.g., theft of corporate equipment in an area patrolled by police).

It is ironic that these two professions, both responsible for protecting
corporate assets in one way or another, are often at odds with each other. It
is even more so when one looks at the backgrounds of security professionals
and especially corporate security managers (CSMs); quite often the security

47
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professionals and CSMs are former civilian police officers. Others often
come from law enforcement experience as military police, government
security officers, or investigators. Both professions should work closely
together, and liaison between corporate security personnel and police is
essential if you are to be successful in protecting corporate assets.

DEFINITION OF SECURITY AND ITS ENVIRONMENT

Security: 1) Freedom from risk or danger; safety. 2) Freedom from doubt,
anxiety, or fear; confidence. 3) Anything that gives or assures safety.'

In the context of corporate security, we view security as the process for
protecting the business enterprise. Therefore, the term corporate security, as
used throughout this book, is synonymous with business security—in other
words, protecting assets of the corporation or business. This includes pro-
tecting the people, things (physical assets), and information owned by, or in
the care of, any company. The goal of applied protective measures should be
to prevent loss and add value. In other words, they should contribute to, and
not detract from, the competitiveness of the enterprise.

Security in most countries of the world provides assets protection
services and support to two primary sectors. These are:

e Government agencies (e.g., military departments, intelligence serv-
ices, social service agencies, transportation agencies, and any other
government agency deemed appropriate)

e  Private or public business (e.g., corporations, proprietorships, partner-
ships)®

The private sector security can be separated into two parts:

e Corporate security (also known as proprietary security)
o Contract security

Corporate or proprietary security is the security function owned by,
and operated within, a business.? Security professionals and security man-
agement are employees of the company and work to support that specific
enterprise. Corporate or proprietary security organizations are concerned
with all aspects of security relevant to their particular business. This may
range from basic loss-prevention activities and compliance to business
intelligence and contingency planning.

Contract security is the other part of private security and consists of
businesses that sell and provide their security products and services to
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other businesses, institutions, and private persons. They are in the security
business for profit. These companies usually have a particular expertise,
such as investigations, guard services, or products such as alarm systems.
They sell their services, expertise, or products to others. For example, there
are companies that sell technical security solutions for identification man-
agement, alarm monitoring, physical asset management, and other techno-
logically advanced security solutions. Other contract security companies
may be global companies offering services in the areas of political and secu-
rity risks analysis, investigations, and crisis management and response.
These two types of companies specialize in a specific aspect of security
products or services.

HISTORICAL OVERVIEW OF THE ORIGINS OF SECURITY

Those who do not remember the past are condemned to repeat it.
George Santayana

Man has been concerned about security since ancient times; the protection
of life and property is probably as old as man. From protecting fellow tribes-
men from marauding animals to controlling crime and keeping the peace,
early societies have been concerned with security.

Hunter-Gatherers

Security appears always to have been a necessity in one form or another. In
the days of the people known as the hunter-gatherers, someone had to watch
over the food to be sure it wasn’t stolen by marauding bands of other
hunter-gatherers. Women, children, spears, or furs may also have been tar-
gets. In other words, the marauders stole anything of value.

No one said that hunting and gathering were restricted to hunting ani-
mals and gathering growing vegetation. It was probably a matter of hunting
and gathering whatever you could wherever you could find it—as is still the
case for some today. From time immemorial, some humans seem to take it
where it is the easiest to get with the least amount of effort, as in taking it
from others who legally possessed the assets.

Feudal Societies: Middle Ages through the Nineteenth Century

In feudal societies, protecting citizens from crime was often a community
responsibility. When crimes occurred, citizens worked together to catch the
perpetrator. During this period in England, early versions of court systems
began to develop. However, these systems were less concerned with facts
than they were with the individual’s status in the community and divine
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guidance. In general, they did provide for a safer, albeit unfair, environ-
ment. By the 13th century, early developments in rule by law were in place.
In 1215, King John of England issued the Magna Carta. It provided for due
process of law for the individual and contains language similar to the
United States Constitution’s Fifth Amendment.

In some areas of the world, which would become nation-states, secu-
rity was provided by the military of emperors and kings. Whether they were
called knights, samurais, or other names, their job was to protect the assets
of their rulers and maintain order. No one said it was fair for the ordinary
people; it was just the way it was.

In Asia and in the Middle East merchants plied their trade far and wide
for centuries. However, it was not until the 17th century that growth of
the mercantile class and mercantile establishments began in England and
America. With this growth and wealth creation came the development and
expansion of public and private police. As populations grew, the public
police were unable to contend with the increase of crime and violence. This
led to the growth of private police to protect and recover property. The 18th
century saw improvements in both public and private policing.

With the rapid growth of railroads, banking, and freight and delivery
services, a need for security also grew. Rapid industrialization and in-
creases in crime strained public policing, opening opportunities for private
security. In the United States, Allan Pinkerton, Henry Wells, William Fargo,
Perry Brink, and William Burns were all able to take advantage of this need
by offering professional private security services from investigations to
armored car and courier services protecting payroll to freight.

Policing and security before the 20th century focused on crime preven-
tion and apprehension of criminals committing acts against people or prop-
erty (physical assets ranging from food and clothing to money).

The Twentieth Century

The early part of the 20th century saw private and public security develop a
greater focus on the protection of information. Much of this developed
within government and the defense industry, resulting from nearly a cen-
tury of conflict and cold war. As the cold war itself generated a greater need
for secrecy, large bureaucracies were created within many nation-states’
governments to control all aspects of national security, and especially clas-
sified information. From creation to destruction and the establishment of
detailed criteria for who could have access to information, security controls
expanded. The need for a trustworthy workforce drove the expansion of the
personal security clearances process.

This created both a need and an opportunity. For example, in the
United States the need was for a large, capable investigative force to conduct
background investigations prior to granting security clearances. The oppor-
tunity created work for many investigators. The investigative positions were
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filled by the many security-trained former military personnel now in the
civilian workforce. World War II created a large pool of people with secu-
rity, law enforcement, and investigative experience, and with it, employ-
ment opportunities for them.

As cold war weapons systems and other governments’ needs became
more sophisticated, so did the required levels of assets protection. For infor-
mation considered most critical to the national defense, more stringent lev-
els of security control were created. Security controls were specified in
contracts awarded to the numerous corporations that had been awarded
government contracts. What better way for these corporations to meet these
contractual requirements then to hire former government personnel, who
were not only experienced in such matters but who also had recently held
the necessary security clearance and also knew the customers and their
needs?

Over the decades, as the cold war continued, the need for these meth-
ods of protecting information, and indeed the methods themselves, became
second nature to those working in government and the defense industry.
Workers became accustomed to these controls on the use of information; it
was a way of life that many never questioned. Furthermore, as corporations
began to be concerned with security controls to protect their own assets,
they began to rely on these security personnel to also meet those needs. The
time of security being limited to a security guard at the gate checking
employee lunch boxes for tools was fast coming to an end.

Within the corporations that supported the nation-states’ defensive
and offensive needs, known as defense industries, security also expanded
rapidly in order to protect assets and information that were part of govern-
ments’ national security (e.g., classified contracts). The number of busi-
nesses and factories engaged in government contract work was in the
thousands, all of them with some sort of security program. These contracts
and expansion continue today.

Between about 1960 and into the 1980s, demographic, social, and
political changes within many of the world’s modern nation-states’ socie-
ties contributed to increased crime rates. Increased crime rates, along with
government secrecy, contributed to the expansion of private security. Dur-
ing these years, the profession of security grew tremendously. The estab-
lishment of many professional associations dedicated to private security
evidenced this growth. One of the most visible associations was the Ameri-
can Society for Industrial Security (ASIS).* It continues to grow and its
membership is extensive, with many chapters and members from around
the world. These associations address a broad range of security issues and
concerns within different industries and environments. From banking and
manufacturing to sports and celebrity protection, their members are con-
cerned with all possible aspects of security and assets protection.

In 1989, we saw the creation of a political new world order. The fall of
the Berlin Wall and the subsequent collapse of the Soviet Union resulted in
a change in the world situation that was nearly as significant as the changes
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during and after World War II in 1945. The “Evil Empire” had been van-
quished and the United States stood alone as the world’s only super power.
In the exuberance of the time, little thought was given to the consequences
of these events.

It was hoped that the end of the cold war brought with it a new era of
unprecedented peace and prosperity. A greater focus could now be
expended on economic development and growth instead of military might.
With no major adversary in the field, the defense budgets of many modern
nation-states could be cut, and the security establishment that had been in
place for the past 40 years could be downsized. After all, the world was
becoming a “kinder and gentler place.” In this environment, particularly
within the military-industrial establishment, it became very hard to justify
robust security programs. Defense budgets were cut and in the new environ-
ment of globalization security was deemphasized.

Case Study: Short History of the United States’ Defense Industry
Security Program in the 1990s

Every time history repeats itself the price goes up.
Anonymous

Security within the United States government and security within the mili-
tary industrial community changed significantly during the decade of the
1990s. In addition to the demise of the Soviet Union, the first half of the
1990s also brought significant changes to the United States’ security infra-
structure. In January 1993, the president signed an executive order authoriz-
ing the National Industrial Security Program (NISP). During the Cold War,
the United States Department of Defense had developed and implemented
the Industrial Security Program. Under the Industrial Security Program
each government agency had its own security requirements, and the imple-
mentation of those often-conflicting requirements made security a very
expensive proposition.

The NISP, which was implemented in 1995, was an attempt to estab-
lish one national security program with all agencies operating under the
same set of rules. In addition, instead of trying to protect everything all the
time, the NISP was based on threat analysis and risk management. In 1994,
President Clinton issued Presidential Decision Directive 29 (PDD -29). This
directive established the Security Policy Board (which was recently elimi-
nated by the Bush administration). The Security Policy Board was charged
with establishing a new policy development process that would result in
more cost-effective security without diminishing the effectiveness of the
U.S. security apparatus. The board was comprised of 30 government agen-
cies, which were given responsibility for the security of the nation’s infor-
mation and infrastructure. It reported to the National Security Council and
it was the final arbiter of national security policy.’
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As the NISP and the Security Policy Board were being created to unify
and streamline the development and implementation of national security
policy, parallel steps were being taken to decrease the costs of the United
States government’s security programs. One government agency that was
subjected to this cost-cutting and downsizing was the Defense Investigative
Service (DIS), now called the Defense Security Service (DSS).

The DSS is responsible for government oversight of the defense con-
tractor portion of the NISP. DSS employees establish and manage facility
clearances, administer the personnel security clearance program, and con-
duct security compliance inspections of the security programs at defense
contractors around the country. In response to these budget cuts, the
DSS reduced the number of field offices, cut back on the number of
agents, and changed its approach to its oversight responsibilities. DSS
agents working in the field became more like consultants than inspectors,
and regularly scheduled periodic inspections became event-driven, risk
management—based security reviews.

Security in the Private Sector after the Cold War

Outside of government security and security within the military industrial
community, private security continued to expand. Technological advance-
ments and the globalization of the marketplace created rapid growth in new
and existing businesses. With this growth and prosperity came problems.
Workplace violence increased, creating uneasiness among workers in the
workplace. Acts of terror, executive kidnappings, and narcotics-related
crime caused businesses and institutions to expand their protection efforts.
Whether the venue was industrial, retail establishments, hotels, restaurants,
theaters, warehouses, transportation systems, hospitals, or entertainment
and sports venues, the need to protect property, personnel, and information
continued to expand and became more serious. As crime and criminality
became more complex, providing better protection from sophisticated
global criminals, competitors, and other miscreants became a more impor-
tant mission. The increase in annual private security costs supported this
proposition. In the year 2000, expenditures in private security were esti-
mated to be $100 billion annually, but expenditures in law enforcement ran
approximately $45 billion.

As the decade of the 1990s came to an end, it became more evident that
the end of the cold war has not meant the end of such criminal activities as
espionage conducted against either the defense establishment or commer-
cial concerns. In fact, with increased global competition in almost every
field of endeavor, and the increasing use and availability of information, it
may be fairly concluded that a veritable epidemic of espionage is being con-
ducted on an unprecedented scale.

Remember those former government personnel who were employed
by defense industry-related corporations after World War II to support
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security efforts on defense contracts? After the end of the cold war, that
same scenario is being repeated but with a slightly different twist. Remem-
ber those unemployed cold war spies who once stole military secrets from
their nation-states’ adversaries? Well, many are now employed in stealing
corporate secrets for the same nation-states that are in a global war with
other nation-states for economic power. Their other customers are your
competitors and anyone else willing to pay for the information, proprietary
equipment, and the like.

Back in the 1940s, a newspaperman asked Willie Sutton, a notorious
bank robber of the time, why he robbed banks. Mr. Sutton replied, with a
considerable degree of aplomb, “Because, that’s where the money is.”
Today, one could say about the same thing about threats to corporations
around the world: “That’s where the valuable corporate assets are.”

Corporate Espionage, Competitive Intelligence Gathering, and
Netspionage: During the mid-1990s, efforts were made by the United States
government and other governments to stop these practices on both the com-
mercial, government, and defense fronts. On the commercial front and in
response to spying by a variety of countries, the United States Congress
passed the Economic Espionage Act of 1996. In that same year, the president
signed an executive order that gave the FBI the lead responsibility for
protecting, preventing, and responding to threats to the country’s Critical
National Infrastructure (CNI), the majority of which is not owned by the
United States government.

A SHORT HISTORY OF LAW ENFORCEMENT AND ITS RELATIONSHIP
TO SECURITY

It is important that the security professional, and especially the CSM,
understands law enforcement, because the police are an integral part of the
CSM’s assets protection team—or at least they should be. Let’s look at law
enforcement, the role of policing, and its history in the world. We empha-
size the Western world, because most of today’s modern nation-states’ law
enforcement professionals draw much of their processes, training, and tech-
niques from nation-states such as England. It is important to know what the
concepts of law enforcement and policing are all about. Why? Because
although we may be rapidly modernizing through technology, the basic rea-
sons for the existence of police will not change. The concepts of law
enforcement will not change. When all the excitement and talk of techno-
logical improvements are set aside, we find that we are still dealing with
people. After all, the heart of our cultures and our societies is people, not
machines. Those in both security and in law enforcement will continue to
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deal with people and their problems. They both are still people-to-people
professions.

Law enforcement and the use of a civilian police force are obviously
not new. Historically, nation-states have depended on them for controlling
crime and maintaining order. This pattern of policing was allegedly devel-
oped in the Middle East as early as 1700 B.C. It was developed based on a
code of law. Thus, a code of law has been the basis for law enforcement for
many years. It is said that in Egypt there are records dated about 1400 B.C.
that talk about the chiefs of police conducting investigations, public safety
officers performing social order maintenance, and military units with police
duties working in the rural areas.

In China at about the same time there was a reliance on both military
and civilian policing. In Greece and the Roman Empire, sometime in the
third or fourth century, police replaced the military in crime control and in
maintaining order.

Throughout history, it seems that all the countries of the world, regard-
less of their type of government, have used police forces to maintain a stable
society and control crime. Do we expect it to change now when it has not
changed for thousands of years? Possibly. Because today’s modern police
forces are being overwhelmed and overrun by crimes in the public sector,
the role of protecting corporate assets falls more and more to private secu-
rity. In addition, many societies now use private patrols and security per-
sonnel to protect such places as shopping malls and their customers,
airports, and even private and public housing areas.

Historically, the military has been used to protect a country from out-
side aggressors and to intercede internally as law enforcement personnel
only when the stability and security of the country is threatened by forces of
stronger capabilities than the law enforcement agencies of that nation-state.
To safeguard a country from external and internal threats, there have always
been cooperative efforts between the military and law enforcement agen-
cies. This is logical, to assure the protection of the country and its people
from foreign and domestic forces who would violate the social stability and
security of a nation-state. This cooperation is also vital in the event of disas-
ters such as bombings, earthquakes, and riots, which affect the well-being of
the people, the country’s economy, and social stability.

The people and the leaders of a country expect the police to ensure
that the process of living proceeds with a minimum of disruption. The
achievement of this mission is an institutionalized role of the police in a
modern society. Although this role is sometimes difficult to understand and
to define, there are some characteristics that stand out. The police are
involved in the broad functions of keeping the peace, preventing crime, and
supporting the government and the people in creating and maintaining an
environment of security and stability. This includes the protection of the
innocent and their civil liberties. As part of that role, police have the author-
ity to apprehend those who commit crimes and to enforce a host of both
criminal and regulatory laws. This role is unlikely to change in the future,
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except that it may receive increased support from professional security
personnel.

In doing their assigned duties, police have discretionary powers that
often put them in the difficult position of determining the parameters of the
crime and criminality in a community and in the country. In the exercise of
discretionary powers (whether to arrest individuals for a violation or allow
them to go with a warning), they are not bound by a rule of law, and when
and where not to enforce the law. For example, if they were to arrest every-
one who was speeding or parked illegally for even a moment, both society
and government officials would complain because of the impact to traffic,
and thus to social order. Therefore, police forces throughout the world use
discretion in enforcing the laws based on the prime principle of social sta-
bility and crime prevention.

The role of crime prevention by law enforcement personnel is a con-
cept still clouded by a lack of definition and understanding. This concept
is sometimes confused with crime suppression, which is the short-term
effort to reduce specific crimes, or crime in general in a specific location.
Dr. John P. Kenney, former president of August Vollmer University in the
United States and a renowned international criminologist, gave a speech
some time ago in Bangkok, Thailand, to an international gathering of law
enforcement professionals on the concept of policing. He said that the
police have two major tasks: (1) the prevention of crime and (2) the preven-
tion of criminality.

The prevention of crime results from long-term efforts of the police in
all activities oriented toward crime control and crime repression. The pre-
vention of criminality requires support of the people of the country and the
community. It is a community effort involving cooperation between police,
judiciary, and correctional agencies for the arrest, incarceration, treatment,
and rehabilitation of criminals to redirect their lives away from criminal
activities so they can take their place as viable members of society.

A secure and stable environment is much sought after by most people
in a society. People want to be able to work and to provide for their families.
For people to work, there must a strong economic base within the country to
compete in the world marketplace. If this is to take place, businesses and
industries also require stable environments. Thus, we see more and more
businesses, industries, and people providing their own security to ensure a
more secure and stable environment.

We have only to look at the United States to see the growing industry of
private security to augment or even replace public police in many areas.
Will that trend also be the trend throughout modern nation-states this cen-
tury? It may be, because there appears to be a trend toward increased crime
with the modernization of a nation-state.

The police are also becoming more involved in efforts to create secure
and stable environments. Thus, the tasks of law enforcement and crime pre-
vention are merging and go hand-in-hand with security functions. This rela-
tionship will probably continue in the future.
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A major role for law enforcement personnel is the objective and thor-
ough investigation of crimes in order to identify the guilty and minimize the
potential for falsely accusing another of a crime. This will not change, but
technology will play a major role in this function.

In summarizing the past and present functions and responsibilities of
police, the principles of policing promulgated by Sir Robert Peel, Home Sec-
retary for the London Metropolitan Police in 1929, come to mind. They are
as true today as they were then. A summary of his ten basic principles
follows:

1. Prevention should replace repression by militant forces and severity of
punishment. Peel realized that police can never be effective or just if
the laws they are required to enforce are so wide in scope and heavy in
penalty that they do not receive public support.

2. Tt must be recognized that the power of the police to fulfill their duties
and responsibilities is based on public approval of their existence,
actions, behavior, and ability to secure and maintain public support.

3. There must be willing cooperation between the people and the police.
The police have the task of securing citizens’ observance of the laws.

4. It must be recognized that the extent to which the cooperation of the
people can be secured diminishes proportionately the necessity for the
use of physical force.

5. Impartiality must be achieved by police in order to preserve public
support. Impartial service to the law also means offering individual
service and friendship to the public by being courteous, friendly, and
ready to offer assistance and individual sacrifice in protecting and pre-
serving life.

6. Persuasion should be used to obtain public cooperation to the extent
necessary to secure observance of law and restore order in lieu of the
use of force.

7. Good relationships must be maintained with the people who give real-
ity to the tradition that the police are the public and that the public are
the police. After all, the police are also members of the public. They
are paid to give full-time attention to duties that are incumbent upon
every citizen in the interest of social welfare and existence.

8. The police are to strictly enforce the law and refrain from actions that
usurp the power of another agency of the government such as the judi-
ciary.

9. The true test of police efficiency is the absence of crime and disorder
and not the visible police actions of dealing with them.

10. The police should be easily identifiable by citizens.

Although we have addressed the history of policing and the role of
police in society, we have not discussed the study of criminology as it
relates to this topic. Criminology is the study of crime, its causes, and what
to do about it. This profession, in many countries and in policing interna-
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tionally, has influenced the way crime problems are approached in every
modern society in developed countries.

How police officers conduct their duties will be affected by how many
different criminologists’ theories are put into practice. At the beginning of
the 21st century there is some argument that in some modern, technologi-
cally oriented countries such as the United States, one criminological era
may be ending and another beginning. If so, this may also affect how police
conduct their duties. The basic functions of crime prevention, crime con-
trol, investigations, and maintaining order and social stability will not
change. However, technology will have an ever-increasing impact on how
police do their job, just as it does on the security profession and a myriad of
other professions.

The increase in technology—computers and telecommunications sys-
tems—will bring with it many challenges to law enforcement. If we use
modern nation-states as examples, we see that with more technology
comes an increase in white-collar crimes and frauds, such as embezzle-
ments, unauthorized money transfers, identity theft, theft of sensitive infor-
mation, and illegal computer access, all facilitated through the use of the
computer.

Basic investigative techniques, which have proven successful through-
out the years, can still be used; however, the law enforcement officer is
now learning how to deal with the new, technology-oriented environment.
With the rapid increase in technology to modernize nation-states, law
enforcement officers will fall further behind in technology knowledge,
making it more difficult to conduct investigations into technology-related
crimes.

With modernization comes a larger financial gap between people until
the people on the lower end of the economic scale can progress to middle-
class status. In the interim, many watching the modern lifestyles shown on
television are not willing to work harder and be patient in increasing their
standard of living. Therefore, as we have seen, there is an accompanying
increase in crimes such as burglary, robbery, and theft. The “have-nots” will
take from the “haves.” This adversely affects both law enforcement and
security professionals.

Law enforcement officers, based on budget constraints and lack of
technological know-how, will concentrate their expertise on the violent
crimes. The technology-related crimes and other white-collar, “victimless”
crimes are often given a lower priority. More and more of them will not be
investigated. It will fall on the companies being victimized to conduct their
own investigations and take more action through civil lawsuits.’

Remember that the duties and responsibilities of law enforcement offi-
cers include social stability and responsibilities toward the people of soci-
ety. With limited capabilities, manpower, and budget, the priority must be
concentrated on the prevention and control of crimes that are more people
oriented. Remember also that businesses require a stable environment.
Would any international company then want to establish a business in a
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nation-state if it didn’t feel safe? What about that image in the international
community? Wouldn’t that also suffer?

THE CHANGING SECURITY AND BUSINESS ENVIRONMENT

What changes can we expect in today’s business environment? Let’s look at
the past decade, because the trends for the near future are more of the same.

Throughout most of the 1990s we witnessed significant changes in the
business environment. We saw a transformation in which the marketplace
gained respect and influence while government became less trusted, less
respected, and less influential. In the more modern nation-states there
has been much privatization of historically government services over the
past 15 years. For example, within the criminal justice system there was a
shift to privately owned correctional institutions. Regulatory changes also
occurred. In the U.S. both the energy and airline industries experienced
deregulation.

This trend resulted in the private sector performing for itself services
that were previously provided by government. It also led to a change in the
expectations of private citizens and industry as to what services they would
receive from government. The private sector now has to do more for itself.
This includes security. Over the past 25 years, in the United States the ratio
of private security employees compared with law enforcement personnel
has sharply risen. As we begin the 21st century, the ratio of private security
employees to public police was expected to grow to 3:1.

The 1990s brought with it tremendous advances in technology. From
computer technology to biological technology, improvements and innova-
tions were staggering. The application of technology was not just in the
end-product alone but also in the associated design, development, produc-
tion, and delivery processes. What drove the use of technology to improve
processes was the relentless effort to reduce costs and increase profits—in
essence, the pressures of competition. The drive for increased efficiency is
fed by the need to become more competitive in a global marketplace. Being
more competitive allows for increases in market share and, ultimately,
increased profits. Higher profitability leads to increased shareholder value.
This is just what the marketplace demands. What do all of these changes
mean to the security professional and the security manager? They may not
have sufficient resources available to meet their obligations. Security, as
with most other businesses, is now faced with the dilemma of fewer avail-
able resources to perform a more demanding and complicated task.

Other conditions developed during the 1990s that directly affected the
security profession. Because of global competitiveness, more aggressive
competitive intelligence gathering developed. The first intelligence-
gathering capability to grow was that of the nation-state. What really
occurred was more of a shift in priority than actual growth. With the fall of
the Berlin Wall and the dissolution of the Soviet Union, many intelligence-
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gathering organizations shifted their focus from defense intelligence gather-
ing to economic intelligence gathering. This happened in both Eastern and
Western countries. Furthermore, corporations operating in a highly com-
petitive global marketplace began doing better market analysis and business
intelligence collection. This fostered the establishment of private organiza-
tions such as the Society for Competitive Intelligence Professionals.” The
membership consists of business professionals with a marketing and strate-
gic development focus, former intelligence officers, and security profes-
sionals. These professionals work to learn more about the marketplace and
competitors. To do so, they seek and collect information. The sources and
methods they choose vary widely. If your company’s information is not
properly protected, it could be vulnerable to collection and analysis.

SUMMARY

The history of security is long. As with so much in the 20th century, security
experienced major changes. The 20th century will be remembered for many
events, and change may very well be the most significant. This too may be
said of security and assets protection. The role security plays in both the
public and private sector is bigger now than at any other point in time. Pri-
vate security has become more complicated, sophisticated, and prevalent.
Gone are the days when private security just meant watchmen. The percep-
tion of security as a “rent-a-cop” is rapidly changing. The complexity of
the security role, improved relationships with law enforcement, and the
advancement of technology have all contributed to improving the image of
the security professional.

The growing dependence on private security by businesses, institu-
tions, and the public has also improved security’s image. Companies hire
and use very skilled security professionals who perform a multitude of
duties beyond those of guarding and providing for the physical security of
people and property. Even the basic tasking of a guard has grown more
sophisticated, as use of specialized and complex equipment grows and
the demands and expectations of the public, industry, and government
increase. This growth will continue. Businesses, institutions, the public,
and even government will continue to become more dependent on private
security and will demand higher standards, quality, and reliability. There is
much in store for private security.

Historically, the responsibility for controlling and preventing crime
has been the purview of government. However, private security has always
played a role in support of this effort. In recent times, the role of private
security has expanded. Increases in crime, competition for scarce govern-
ment resources, and the overall cost of crime prevention have placed greater
pressures on public law enforcement agencies. Consequently, private secu-
rity is now playing a greater role in the prevention and control of crime.
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As an example, in 1997 it was reported that Americans spent approxi-
mately $90 billion a year on private security, but only $40 billion on police.’
This trend is not exclusive to the United States. In Canada, the United King-
dom, and Australia there are roughly twice as many private guards as public
police. This ratio becomes even larger in countries such as Russia and
Third-World countries. What is it today in your country?

Public law enforcement and private security have increased their
interdependencies. As law enforcement agencies, for a variety of reasons,
shifted their focus from crime prevention to maintaining public order and
apprehending criminals, private security assumed a larger prevention role.
Although some crime rates have declined in the last few years, overall rates
are still relatively high. The result is that police necessarily tend to focus
more narrowly on serious crimes, reducing or even eliminating the watch
and service functions they traditionally provided.'’ More and more neigh-
borhoods, businesses, and other private interests have taken on the respon-
sibility to prevent crime by providing their own form of security. There is
every indication that this trend will continue.

NOTE: Additional information on matters contained in this chapter is avail-
able on the Web site: http://www.shockwavewriters.com. Click on “Books,”
this book’s cover icon, and then Chapter 3.
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The Corporate Security Profession

It is not necessary to change. Survival is not mandatory.
W. Edwards Deming, father of Total Quality Management

This chapter discusses the role of the 21st-century corporate security
manager. Is such a position required in a corporation? If so, why, and if not,
why not?

THE NEED FOR CORPORATE SECURITY

Is there a need for corporate security? The answer may be obvious if you are
in the security profession. However, you may be surprised to know that
there are many in the corporations of the world who may not agree with you.
You may be able to understand corporate employees feeling that way
because many assets protection requirements may cause them to operate in
a way that they do not agree with, but you may wonder how anyone in cor-
porate management could think that way.

Remember that most people don’t like to be told what to do, and that is
just what you are doing. That applies to managers, too. People are basically
the same throughout the world and this is basic human nature. Ask yourself
if you like being told what to do and how you must do it. The answer is “of
course not.” As a corporate security manager (CSM), keep that in mind
when developing a corporate assets protection program (CAPP). You must
try to get people to want to comply with the assets protection policies and
procedures.

As for corporate management, especially executive management,
remember that they are people too. Furthermore, if they had a choice they
would not opt for a CAPP or for a CSM and the accompanying security
department. Let’s face it; you are a “necessary evil.” You are there because
they really have no choice.
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Don’t feel bad because employees and management feel that way.
After all, you not only tell them what to do, but security is also an overhead
cost. Therefore, as you often will be reminded throughout this book, secu-
rity, if not done effectively and efficiently, can be a “parasite on the profits.”
Management and corporate owners feel the same way about any other func-
tion within the corporation that is a profit parasite. They want those func-
tions also to be as effective, as efficient, and as unobtrusive as possible.

All that being said, why do they have corporate security? In a publicly
held corporation the lack of security would at a minimum violate some gov-
ernment laws.

Obviously, corporations have security professionals because they can-
not trust people inside or outside the corporation to care enough about pro-
tecting the corporate assets. Most employees are very conscientious and are
honest enough to do the right thing regardless of any security staff or CAPP.
However, as is often the case, resources are allocated for security to protect
the corporation and the honest employees from the few who have it in their
nature to take what does not belong to them and rationalize the taking as
something they deserved. Actually, you should thank those miscreants from
around the world for being dishonest, even for only a moment. Why?
Because you owe your job and we our profession to the miscreants of the
world; without them, we would not be needed.

So yes, security is necessary. For without security, as without a law
enforcement presence in societies, there would be uncontrolled losses of
corporate assets and maybe even human lives. Let’s look at some obvious
security failures to make the point clear, if it is not already clear.

Let’s take “9/11” in the United States. By no means are the events of
September 11, 2001, a singular justification for corporate security. However,
they are an example of the consequences of inadequate security. That fateful
day, terror struck America at home with great surprise and massive force.
The World Trade Center in New York City, a monument to global commerce
and business, was totally destroyed. More than 2800 people were killed and
countless more injured. In that global marketplace people from over 60
nation-states died and thousands of others were injured. The Pentagon, the
most visible symbol of American military might, was also damaged. More
than one hundred people died in that attack and many more were injured.
The combined total deaths and injured at both locations, as well as the plane
crash in a Pennsylvania field, are estimated to be in the thousands.' How-
ever, the exact number may never be known.

When you think of these tragic events in the context of security,
specifically corporate security, there were major failures. This brings up
another point: When something like this happens, the security profession-
als tend to go to the extreme in the opposite and paranoid direction. This
makes security more of a joke than it was before the tragedy. For example,
traveling in business class on one unnamed carrier, the passengers were
given metal forks but plastic knives; the obvious consequence of 9/11.
Undoubtedly, some security manager set forth the policy of no more metal
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knives on that carrier. However, what can you do with a fork as a weapon for
attacking or killing someone? Because of the pointed ends, it might prove a
more useful weapon than the usual serrated-edge butter knife. The point is
this: Is this a logical security step to take? You decide because, as is usually
the case, security decisions are a matter of opinion—expert opinion, but
opinion nevertheless.

Another difficulty is when bureaucrats get involved in making secu-
rity decisions instead of relying on security professionals. After the 9/11
incidents, the United States Secretary of Transportation stated on public
television that he wanted Delta Force troops at airline passenger security
checkpoints. Talk about overkill and the wrong resources for the right job!
Another lesson to be learned is to apply the right resources to the right
security tasks. There is a great deal of difference between physical and per-
sonnel security required at airport checkpoints and the Delta Force person-
nel training in using stealth to carry out covert operations, include killing
adversaries.

Remember that security costs money. Protection of people, physical
assets, and information costs an organization in terms of convenience, pro-
ductivity, and dollars. Executive management and security professionals
make risk assessments based on threats and vulnerabilities every day. If
there is no specific threat, fewer resources are allocated for protection,
regardless of the vulnerability. If the threat is high and controls in place
leave the system vulnerable, then more resources may get allocated for pro-
tection. In the case of airport and airline security controls, because the
threat to the system was presumed to be low, management could get away
with few or minimal security controls and less-capable, poorly trained secu-
rity personnel. They could afford to accept the risks associated with mini-
mal security controls. In hindsight, now that the threat is known, it was a
hard and costly lesson to learn.

The acts of terror committed in New York, Northern Virginia, and
Pennsylvania are a rare and highly visible example of inadequate security.
However, there are many other less visible examples that demonstrate a
need for security just as clearly, if not as catastrophically. In 1985, a
company called Recon Optical, operating out of Barrington, Illinois, experi-
enced severe economic damage as a direct result of espionage. Representa-
tives from another country (a nation-state allied with the United States, and
not some rogue adversarial nation-state) were able to obtain sensitive tech-
nical data from Recon Optical, giving that foreign nation-state a competitive
advantage. The damage to Recon Optical’s future business was severe, and it
took them years to recover. Apparently Recon Optical did not have suffi-
cient asset protection controls in place, leaving it vulnerable to economic
espionage and possibly theft. In this case, both threats and vulnerabilities
were high, creating a major risk. Controls protecting against this risk were
apparently inadequate, resulting in extensive loss.

Corporations have an obligation to their shareholders to protect the
shareholders’ interests and the competitiveness of the company. This
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includes protecting people, information, and physical assets. Shareholders
want the company they invest in to be profitable, as do all owners of busi-
nesses. Anything that threatens the competitiveness or profitability of a
company requires mitigation. Loss of information and physical assets, harm
done to employees or customers, or damage to company products and cor-
porate reputations can severely affect the profitability of a company.

In 1982, Johnson & Johnson experienced severe damage to the reputa-
tion of one of their major product lines. An unknown person or persons tam-
pered with the pain reliever product, Tylenol. Product capsules were laced
with cyanide, causing the deaths of seven people. This incident, and several
other copycat tamperings occurring over the next 10 years, led to major
changes in tamper-proof packaging. The result was a relatively simple but
highly effective security feature that has just about eliminated product tam-
pering. However, this also increased costs to the company. This new pack-
aging is still used today.”

Companies have a legal right to protect their own property. Sharehold-
ers and stakeholders expect executive management to exercise that right
and protect the viability and profitability of the enterprise. Furthermore,
many state and federal laws and regulations require that employers provide
safe and secure work environments for employees and customers. Even
insurance providers now mandate protective measures as a part of the
underwriting process. Employees expect to work in an environment that is
reasonably safe from a variety of hazards and safe from the potential threat
of workplace violence.

The vice president for internal controls and public affairs at Eddie Bauer, a
retail chain of stores, expressed a responsibility and obligation to employees
and customers for their safety.> Bill Gates of Microsoft now considers security
“the number one priority.”

What does all of this mean to corporations in the context of “why have
corporate security?” The events of 9/11 may be looked on as one of a kind.
The closest comparison takes us back to Pearl Harbor in December 1941. But
can we be certain it will never happen again? The Recon Optical and John-
son & Johnson situations may or may not be extreme, but they are not rare
examples of economic damage so significant that recovery was difficult and
took a very long time. On a daily basis, businesses face the loss of product,
information, physical assets, and reputation.

Even the large international corporation Microsoft has apparently
decided enough is enough. At Microsoft security seemed to take a back seat
to software development. The attitude seemed to be that if a security hole
existed, let the customer or hacker find it, and then Microsoft would offer a
security patch later. Microsoft is obviously one of the biggest targets in the



The Corporate Security Profession 67

world for attacks by anyone from hackers to espionage agents. Bill Gates was
rumored not to be too keen on security, but that may be changing. Maybe the
public pressure, the latest successful attacks, and the like are taking their
toll on the public image of Microsoft. After all, sometimes the best way to get
security support in a corporation is for the corporation to have a poor public
image because of losses and public derision through the Internet and news
media.
Is there a need for corporate security? The answer is a resounding yes!

CORPORATE SECURITY TODAY

The security organization today is shaped by many influences. The specific
needs, concerns, and vulnerabilities of a company; the capabilities of its
security team; and the perception of management as to the value of security
all contribute to the organization’s structure and role. Even business down-
sizing trends influence the role of security. Because downsizing affects all
aspects of business, security too has to learn to operate in a leaner environ-
ment with greater demands and higher expectations, while at the same time
working in an environment of increased threats and risks. The challenges to
the CSM and security staff are ever increasing.

In large corporations, security organizations are generally structured
as independent departments staffed with security professionals. The overall
security profile is one of compliance and loss prevention. Often, safety, fire
prevention, and ethics functions are linked to security. Smaller companies
may even link more disciplines and tasks to security, but this is a product of
manpower limitations and general needs as opposed to a direct association
or close relationship with the compliance and loss prevention mission. In
small companies, security is often an additional duty assignment to the
human resources or law department. Small security departments with few
resources generally rely on security professionals with broad and general
experience instead of the highly specialized security professionals often
used in larger companies.

Many corporations today, of various sizes, are outsourcing their secu-
rity needs to companies that specialize in such matters. These include secu-
rity functions from the obvious (security guards) to the less obvious (e.g.,
investigations and information systems security). Many corporations are
doing so because they require security but find that outsourcing it saves
them money. As usual, corporate management must look at security costs. It
is expected that this trend will continue and that more companies will be
aggressively competing for these security contracts.

THE ROLE OF THE CORPORATE SECURITY PROFESSIONAL

The role of the corporate security professional is a protective role: the pro-
tection of people, information, and physical assets that belong to or are part
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of any corporation. It is more than just a checklist of duties to be performed
and responsibilities to be met. It is a commitment to a corporation’s manage-
ment and employees to provide a safe and secure work environment. A safe
and secure work environment reduces the chances of disruption to the busi-
ness. Disruptions (which can be in many forms), breaches of security, and
loss of information or physical assets can degrade the quality of the work
environment and negatively affect the profitability of the corporation. The
CSM has the lead in this protective role. Security professionals provide
their skills and effort in support.

Because the security professionals are involved with all departments
within a corporation, they should have some of the best overall knowledge
as to the state of the corporation as it relates to employee morale, corporate
projects, and problems within various departments. They also know basi-
cally what is going on throughout the corporation. In fact, the security staff,
if they are out and about the corporation as they should be, probably have a
better understanding of the state of the corporation than anyone else in the
corporation, including the CEO. The CEO hears what managers tell the CEO.
The security staff sees and hears what those doing the hands-on job are say-
ing about their work. Therefore, the security staff can provide an overall
idea of the state of security within the corporation.

Security staff also may be able to provide nonsecurity help to various
departments. For example, if someone is dealing with a problem and trying
to figure out how to solve it, a member of the security staff may know of oth-
ers within the corporation who had that problem and solved it. Providing
that information to the ones having the problem enables them to contact the
other personnel and discuss how to best solve it. By providing this interme-
diary communications service the security staff are not only helping others,
they are also helping the corporation succeed. Furthermore, such acts of
kindness will reap their own rewards when the security staff needs some
help or a favor.

THE REQUIRED SKILLS OF THE SECURITY PROFESSIONAL

Protecting corporate information, physical assets, and people is not a sim-
ple job. Years ago it would suffice to place a guard at the door to ensure that
no one or nothing went in or out without proper authorization. That worked
in an environment where everything was contained. The skills required for
that tasking were minimal. Much more is expected from today’s security
professional, because today’s business environment is global, more com-
petitive, and more complex. There are many important qualities a security
professional must have to be effective. The following are some of the most
essential:

e  Technology and computer savvy
o Good communication skills—written and verbal
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e  Good understanding of how business works

e  Understanding of the global business environment

e  College or university general education supplemented by one in secu-
rity (ideally), criminal justice, sociology, communications, or human
relations

Strong analytical skills

Ability to work with and lead project teams

An interest in experiencing different roles and responsibilities

Some international experience, preferably business

Experience with, or an understanding of, other cultures and languages

WHAT KIND OF PEOPLE ARE NEEDED?

In a time of drastic change it is the learners who inherit the future. The
learned usually find themselves equipped to live in a world that no
longer exists.

Eric Hoffer, writer, philosopher, longshoreman

Good security professionals must be recruited, trained, and retained. The
corporation must be able to provide an interesting and attractive environ-
ment consistent with the needs and demands of most professional people to
make them want to work there. To retain them, they must be provided with
challenging work supplemented by competitive compensation. As part of
the company, the CSM should provide the security staff with continued and
relevant training and opportunities for professional and personal growth.

Trustworthiness is of particular importance for security professionals.
Security professionals are charged with “minding the store.” Because they
are in a position of trust, the potential damage they can do is extensive.
Security professionals are responsible for the protection of company infor-
mation, people, and physical assets. They contribute to the company’s con-
tinuity and therefore the overall performance and success. They must be
trustworthy, competent, and capable of providing protection. They must
understand the fundamental precepts of security. As a CSM, how can you
know the security personnel you are hiring have the necessary qualifica-
tions?

Through learning we become able to do something we were never able to
do. Through learning we extend our capacity to create.

Peter M. Senge, The Fifth Discipline

To perform, succeed, and survive, security professionals must also be
learners. In a world of constant change, the ability and willingness to learn
is essential. Successful companies learn and change to maintain competi-
tiveness in the marketplace. The security professionals who protect them
must do the same. If they do not, their efficiency and effectiveness will
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degrade. Moreover, the value they bring to the enterprise will be less than
what is necessary. Without ongoing learning they could be seen as simply
security employees who have jobs rather than as professionals with security
careers.

How do you know if prospective employees have a willingness to
learn? One way to determine this is to look at their history. Are they inter-
ested in learning? Have they engaged in learning activities? There is no sin-
gle means to make this determination. The CSM should discuss learning
with all prospective security professionals and maintain an interest in and
support their learning goals after they are hired.

To get and keep the best security professionals will require treating
them as you would other highly skilled and trained employees. They may
not be involved in product development or product design, but their protec-
tiverole is equally important and requires constant training and skills. Com-
pensation must be comparable to that of other professionals within the
organization. If it is not, the most skilled security professionals will migrate
away to other opportunities or other companies.

WHY THE CORPORATE SECURITY PROFESSIONAL?

Global markets, uniqueness of product, diversity of the workforce, custom-
ers, and a rapidly changing technological environment make the security
task more complex. Understanding how a business works is necessary but is
not sufficient for providing an appropriate level of protection. It takes more
than just an understanding of the business to develop and implement a
successful assets protection program. It also takes an understanding of fun-
damental security principles. This is why security professionals should
manage the task of providing assets protection for any company. Do you
want an auto mechanic to do brain surgery on your daughter? No, of course
not. Executive management should not take the security role lightly either,
for it can literally cost lives and jobs.

WHERE IS SECURITY’S PLACE IN THE CORPORATION?

There are many opinions as to where the responsibility for security best fits
into a corporate structure. Some suggest that inasmuch as security is a com-
pliance function it should be part of a larger compliance organization such
as auditing or the legal department. Others suggest that security’s role is
closely aligned with people, and therefore ought to be part of the human
resources organization. Some in management suggest that security is inte-
gral to the continuity of the enterprise and ought to be part of a business con-
tinuity organization. Effective arguments can be made for security to belong
to any of these functions and several others.
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Regardless of where in the corporate structure security is placed, the
CSM must have direct access to executive management. More specifically,
the CSM needs access to the corporation’s most senior executives (e.g., CEO,
COO, CIO).

Ideally, the Chief Security Officer should report to the CEO or COO to ensure
independence.®

Ultimately, the overall security profile for any corporation is the
responsibility of its CEO. An inability to adequately protect people, physi-
cal assets, and information can have a negative impact on the corporation’s
profitability. Profitability is clearly a concern for any CEO. This is not to say
that a CEO ought to be involved in the day-to-day management of assets pro-
tection. That is the role of the CSM and security professionals.

Although the importance of the security function has a direct correla-
tion with the number and value of the corporate assets, many CEOs don’t see
security as an important function. Also, some CSMs shy away from contact
with corporate executive management instead of trying to become more
involved with them through formal and informal communications chan-
nels. Some look on discussions with the corporate CEO as “talking to God.”
A CSM who is so inclined is in the wrong job. The CSM must make it a goal
to actively and continually find good reasons to communicate with the CEO
and executive management, for without their support security will be rele-
gated to being looked at as only corporate guards.

Approaching senior executives must be done carefully, because the
CSM'’s boss will undoubtedly be concerned with such contact. CSMs must
first win over and gain the confidence of their bosses so that meetings
between CSMs and the CEO and other corporate executives are not consid-
ered a threat.

SUMMARY

For the future, change will be a constant. The security professional of the
future must be trustworthy and skilled in the assets protection discipline,
have a good understanding of how business works, and be able to change
and manage change. The global marketplace is larger, highly competitive,
more complex, and perhaps more dangerous. With fewer resources, more
will be expected. Technology is both a blessing and a curse. Protecting tech-
nology requires some understanding of it to apply effective protective meas-
ures. Using technology for protective purposes also requires knowledge of
technology. Clearly, the security professional must be a learner.
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NOTE: Additional information on matters contained in this chapter is avail-
able on the Web site: http://www.shockwavewriters.com. Click on “Books,”
this book’s cover icon, and then Chapter 4.
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THE CORPORATE
SECURITY MANAGER

In Part I, we provided an overview of the world in which security profes-
sionals work and also provided a look at the profession over time. In Part II,
we will narrow our focus on the security professional to that of a security
professional in a large corporation—the corporate security manager (CSM).

To do so and to provide you with a more real-world look at the world
of the security professional, the CSM responsible for establishing and man-
aging a corporate assets protection program, a fictitious international corpo-
ration, the International Widget Corporation (IWC), will be used as a model.
IWC has offices in both Europe and Asia. This global environment of IWC is
provided so that you can also have some idea as to some of the issues pecu-
liar to a “global-reach” corporation. Today, one must look past the national
borders, as many corporations are doing business in the global marketplace
and assets protection has many threat agents throughout the world.

After providing an overview of IWC, a CSM will be described. The
CSM will first be discussed in terms of the CSM’s role relating to those who
are peers and those in higher management positions (e.g., CSM’s boss, CEO,
COQ, CIO). A discussion of the establishment and management of a corpo-
rate assets protection program (CAPP) will begin in this part and will con-
tinue through Part III.

This will be followed by a discussion of the CSM’s role as the manager
of a corporate security department. The discussion will cover the manage-
ment and administrative aspects of corporate security, including dealing
with the security staff and others.

This part will include a discussion of the budget process, quality,
process improvement, and metrics management concepts and examples.

Although the model being used is that of a large international corpora-
tion, all the information provided throughout this book can be adapted and
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applied to any situation where assets protection is required, for example,
government agencies, non-global businesses, nonprofit businesses, sole-
proprietorships, partnerships, or whatever other business entity one can
think of. The emphasis is on assets protection. Using a large international
corporation such as IWC allows for the discussion of all primary aspects of
an assets protection program.



The International Widget
Corporation (IWCQ)

Capitalism needs to function like a game of tug-of-war. Two opposing
sides need to continually struggle for dominance, but at no time can
either side be permitted to walk away with the rope.

Pete Holiday

This chapter describes a fictitious corporation in which the corporate secu-
rity manager (CSM) will work. This “real-life” approach using real scenarios
provides the inexperienced CSM with a more practical model to assist in
learning how to build a corporate assets protection program (CAPP) for a
corporation; it also provides information that may prove useful to experi-
enced CSMs. The scenarios and the actions taken are based on actual situa-
tions that can be found in today’s modern business environments.

INTRODUCTION

The reader is encouraged to build an assets protection program based on
IWC. This practice will not only assist in focusing on the “how-to’s,” but can
also be used when building a personal interview portfolio (see Chapter 20).

One word of caution: The approach used is provided in a simplistic
form. Unfortunately, real situations are often more complex; however, we
believe that the basics provided will assist the CSM in the more complex
environment.

IWC BACKGROUND INFORMATION

The IWC CSM must understand the business and processes of IWC if a qual-
ity, cost-effective CAPP is to be developed for IWC. Part of that process
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requires the CSM to identify those key elements of IWC’s history and busi-
ness that must be considered in developing the CAPP, as well as its organ-
izational structure (see Figure 5-1). Following is a summary of IWC’s
business environment.

IWC is a high-technology corporation that makes high-technology
widgets. In order to make these widgets, it uses a proprietary process that
has evolved over the five years that IWC has been in business. The proprie-
tary process is the key to IWC’s success as a leader in the manufacturing of
high-technology widgets. The process cost millions of dollars to develop.
The protection of the high-technology widget process is vital to IWC’s
survival.

The manufacturing of widgets uses computers to control the robots in
this manufacturing process. The use of robots has over the years drastically
reduced costs by eliminating many of the human manufacturing jobs. This
automated manufacturing process is the pride of IWC and one of its “crown
jewels.” Without this automation, the widgets could literally no longer be
produced by IWC. This is not only because of the cost factors, but also
because the manufacturing requires such small tolerances that humans are
not even capable of manufacturing today’s widgets.

International Widget Corporation

Board of Directors
President/CEQ
General Counsel
and 1 Audit
Secretary
Quality and Ethics == Chief Information Officer
Information
Technology
| 1 1 |
Business Unit Corporate Business Unit Business Unit
Europe Office USA Asia
|
| 1 1 1 |
Manufacturing Group Finance Human Resources Sales and Marketing Group Procurement
Corporate
Security

Figure 5-1 Organizational structure of IWC.
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IWC is in an extremely competitive business environment. However,
based on changes in technology that allow for a more efficient and effective
operation through telecommunications and networks, it has found that it
must network with its global customers and subcontractors. To provide for
maximization of the high-technology widget process, it shares or interfaces
its networks with its subcontractors, who must also use IWC’s proprietary
processes. The subcontractors, under contractual agreements, have prom-
ised not to use or share IWC’s proprietary information with anyone. They
have also agreed to protect that information in accordance with the security
requirements of their contract with IWC. (NOTE: All contracts that include
the sharing of sensitive IWC information or networks should include secu-
rity requirement specifications and address liability issues.)

Because of today’s global marketplace, IWC has over the last several
years expanded its operations to include some manufacturing plants and a
small marketing and sales force in Europe and Asia. This was done in order
to take advantage of lower manufacturing and operational costs due to
nation-states’ incentives and the high cost of manufacturing in the United
States. In addition, it has taken this approach to take advantage of political
considerations (the corporation is looked on as a local enterprise, thus gain-
ing at least some political support to make marketing and selling easier in
and from the countries in which they are located).

There currently is a small manufacturing plant in the Dublin, Ireland,
area and consideration is being given to opening up a plant outside of
Prague, Czech Republic, within the next one to two years. When the Prague
plant is operating as expected—at approximately 25 percent lower operat-
ing costs than the Dublin plant—the plan is to close the Dublin plant and
use Prague as the European home manufacturing base.

To take advantage of the Asian market and the cheap labor and over-
head costs in China, IWC has decided to move its Asian plant from Taiwan
to China (PRC) within a year. The China plant will be located outside of
Guangzhou. The decision to open the plant in China was hotly debated by
the IWC executives. In order to open the plant in China, the Chinese govern-
ment requires IWC to share its technology and do so as a joint partner with a
Chinese firm known as Lucky Red Star. High-ranking members of the Peo-
ple’s Liberation Army (PLA) own this firm. There is also a concern that this
partnership will allow the PLA to use the widgets to support their military
development. However, the United States government and IWC headquar-
ters in Los Angeles approved of this move. Therefore, the IWC executive
management did not concern itself with the issues related to technology
transfer, since the government approved of the IWC plans.

The concern is that this joint venture and sharing the “crown jewels,”
the proprietary processes of IWC, could subsequently be used to compete
against IWC on a global basis, and with the Chinese government’s support.
IWC executives were concerned that they might eventually be priced out of
business. The executives decided that the business risks must be taken if
IWC is to expand its sales throughout Asia and leverage the cheaper manu-



78 THE MANAGER'S HANDBOOK FOR CORPORATE SECURITY

facturing costs in China and the Czech Republic. IWC will consider elimi-
nating the manufacturing plant in the United States sometime within the
next five to ten years, after the European and Asian operations have proved
successful.

KEY ELEMENTS FOR THE CSM TO CONSIDER

The CSM should remember some key elements from the background infor-
mation about IWC.

e [WC is a high-technology corporation: This means that it uses and is
dependent on information and computer-based processes, a key factor
that makes the information security and information systems security
portions of the IWC CAPP of vital importance.

e IWC uses a proprietary process: This means that information relative
to the proprietary process is the most valuable information within
IWG, and it must be protected at all costs.

e The proprietary process is the key to IWC’s success and is vital to com-
pany survival: The first priority of the CAPP must be to ensure that this
process receives the highest protection; it is therefore a priority for the
CSM to ensure that the current protection mechanisms are in place
and are adequate.

e IWCis in an extremely competitive business: To the CSM, this means
that the potential for industrial and economic espionage is a factor to
consider in establishing the CAPP.

° IWC is networked with its customers and subcontractors; subcontrac-
tors must also use IWC’s proprietary process under contractual
agreements: When the CSM builds the CAPP, the customers’ and sub-
contractors’ interfaces to sensitive IWC information and systems must
be a key concern.

e Because of today’s global marketplace, IWC has over the last several
years expanded its operations to include some manufacturing plants,
coupled with a small marketing and sales force in Europe and Asia:
The European and Asian plants must also be considered when devel-
oping the IWC CAPP, to include preparation of security plans for plant
startups and shutdowns.

e  Because of the foreign plants, key executives will be traveling exten-
sively to the foreign locations: The threats posed by terrorists, corpo-
rate spies, and others must be taken into account when developing the
CAPP.

GETTING TO KNOW IWC

Since the CSM is new to IWC and the widget industry, in the first week of
employment the CSM will walk around the entire company, see how wid-
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gets are made, see what processes are used to make the widgets, and watch
the process from beginning to end. The CSM wants to know as much as pos-
sible about the company. It is very important that the CSM understand the
inner workings of the company. As an applicant at IWC the CSM researched
and studied all possible information about IWC and the widget industry
before being interviewed and subsequently hired. Such knowledge proved
very useful in the job interview process.

It is unfortunate, but many new CSMs sit through the general in-
briefing given to new employees and learn some general information about
the company. They then go to their offices. They start working and may not
see how the company actually operates or makes widgets. They seldom see
or meet the other people who have a role to play in hands-on protection of
their company’s vital assets. These people include the people using auto-
mated systems on the factory floor, human resources personnel, quality
control personnel, auditors, procurement personnel, contract personnel,
in-house subcontractors, and other external employees. When asked why
they don’t walk around the plant or understand the company processes, the
normal reply is: “I don’t have the time. I'm too busy ‘putting out fires!”” The
answer to that dilemma is taking a time management course; manage your
time better, and make the time! A CSM can’t provide a service- and
support-oriented CAPP without understanding the company, its culture,
and how its products are made. If you want to spend your time “putting out
fires,” do it right; join the fire department, because you won’t be a successful
CSM!

The CSM should know how the manufacturing process operates, how
manufacturing is supported by other company elements, how employees
use company assets, the problems they are having doing their jobs because
of assets protection constraints, and whether or not they are even following
the company’s assets protection policies and procedures.

All the IWC assets protection policies and procedures neatly typed
and placed in binders are ignored if they get in the way of employees doing
their primary functions. The IWC CSM understands that you can’t see this
from an office or cubicle. The CSM can find this out only by walking around
the areas where the people are working and actually using IWC assets, and
by talking to all levels of employees from corporate management to the cus-
todians. In addition, the new CSM should ensure that all members of the
security staff do the same.

IWC’S BUSINESS PLANS

The CSM must have an understanding of business and business competi-
tion on a global scale. Prior to developing a CAPP, the CSM must also read
and understand IWC’s plans. These plans include the corporation’s strate-
gic business plan, tactical business plan, and annual business plan. These
plans are outlined at the executive management level and passed down to
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all IWC departments. The department managers add their input into the
plan outline. This information is then approved and integrated at the execu-
tive management level. From there the plans are passed down to the IWC
departments, which will develop their own plans to support the overall
IWC plans (see Figure 5-2).

Strategic Business Plan

IWC has developed a proprietary strategic business plan (SBP). The plan
describes IWC’s strategy for maintaining its competitive edge in the design,
manufacture, and sale of high-technology widgets. That plan sets the base-
line and the direction that IWC will follow for the next seven years. It is con-
sidered IWC’s long-range plan. It was decided that any plan longer than
seven years was not feasible due to the rapidly changing environment
brought on by technology and IWC’s competitive business environment.
The IWC SBP sets forth the following:

e The expected annual earnings for the next seven years

e  The market-share percentage goals on an annual basis

e The future process modernization projects based on expected technol-
ogy changes of faster, cheaper, and more powerful computers, tele-
communications systems, and robotics

e  IWC expansion goals

o IWC’s acquisition of some current subcontractor and competitive

companies
IWC Plans
I |
Strategic Tactical Annual
Business Business Business
Plan Plans Plans
(SBP) (TBP) (ABP)

Human Resources
SBP

Human Resources
TBP

Human Resources
ABP

Security Department
SBP

Security Department
TBP

Security Department
ABP

Figure 5-2

IWC’s business plan structure.
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The IWC SBP also calls for a mature CAPP that can protect IWC’s valu-
able assets, especially its proprietary information and processes, while
allowing access to these assets by its international and national customers,
subcontractors, and suppliers. In addition, it is expected that the CAPP will
be capable of supporting the secure integration of IWC processes and sys-
tems with others.

Key Elements of IWC'’s Strategic Business Plan That the CSM
Should Consider

The CSM must ensure that the IWC SBP, which also resides on the IWC
networks, is protected at a priority level second only to the proprietary
processes. Protection of this information is vital to the future of IWC. Its
release to those without the need to- know the information could cause it
to fall into the hands of IWC’s competitors. If that happened, it would jeop-
ardize IWC’s competitive edge and its leadership position in the widget
industry.

Another reason why the CSM must understand the IWC SBP is that the
CAPP must include a corporate security SBP that provides the strategies
necessary to support the IWC SBP.

Tactical Business Plan

IWC also has a proprietary tactical business plan (TBP). The IWC TBP,
which is a three-year plan, sets more definitive goals, objectives, and tasks.
The IWC TBP is the short-range plan that is used to support IWC’s SBP.
IWC’s successful implementation and completion of its projects is a critical
element in meeting IWC’s goals and objectives.

The IWC TBP also calls for the completion of a CAPP that can protect
IWC’s proprietary and sensitive information and processes while allowing
access to them as needed under contractual agreements with national and
international customers, subcontractors, and suppliers. In addition, it is
expected to allow integration of new, secure processes and so forth with
minimum impact to schedules or costs.

Key Elements of IWC’s TBP That the CSM Should Consider

The IWC TBP must also be protected as the IWC SBP is; however, a less
secure environment may be possible because it is only a support plan for
the SBP.

The CSM must always remember that information is time-sensitive
and that the global marketplace is always dynamic—that is, its value is
time-dependent and changes as global market conditions change. There-
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fore, compromise of the IWC TBP would not cause as much damage to IWC
as would the compromise of the IWC SBP. Thus, the protection require-
ments could be less stringent and also less costly. This is a key factor in pro-
tecting any information: It should be protected using only those methods
necessary, and only for the time period required, based on the value of that
information over time. The CSM must consider that the IWC CAPP must
contain processes to reevaluate the protection mechanisms used to protect
IWC assets so that it is only protected for the period required.

The CSM must also understand the IWC TBP, because a security TBP
must be developed to integrate security services and support into the IWC
TBP. The corporate security TBP should identify the goals, objectives, and
tactics necessary to support the IWC TBP.

A key point, which should be not be overlooked, can be found by com-
paring portions of the IWC SBP and the IWC TBP. The IWC SBP stated, “In
addition, it is expected that the CAPP will be capable of supporting the inte-
gration of new customers, subcontractors, plants, processes, hardware, soft-
ware, networks, and so forth while maintaining the required level of assets
protection without impact to schedules or costs.” The IWC TBP includes a
similar statement: “In addition, it is expected that the CAPP will be capable
of supporting the integration of new customers, subcontractors, plants,
processes, hardware, software, networks, and so forth while maintaining
the required level of assets protection with minimal impact to schedules or
costs.”

The interpretation can be made that the CSM has three years to estab-
lish a CAPP with minimum impact to schedules and costs. After that three-
year period, it is expected that the CAPP will not impact schedules or costs.
As the new CSM, you must determine if that goal of zero impact is possible
(Hint: There will always be some impact. The goal should be to minimize
that impact.)

As the new CSM, this potential conflict should be immediately
brought to the attention of upper management for clarification and interpre-
tation. The apparent conflict may have been caused by a poor choice of
words. However, it may be that the IWC management meant what they said.
It is then up to you as the IWC CSM to meet that objective or have the sen-
tence clarified and changed.

Annual Business Plan

IWC also has a proprietary annual business plan (ABP) that sets forth its
goals and objectives for the year. The IWC ABP defines the specific projects
to be implemented and completed by the end of the year. The successful
completion of these projects will contribute to the success of IWC’s tactical
business plan and strategic business plan.

IWC’s ABP called for the hiring of a CSM to establish a CAPP that can
provide for the protection of IWC’s valuable assets while allowing access to
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them by its customers, subcontractors, and suppliers. This seems like an
impossible challenge; however, it is not an unusual thing for corporate
executives to demand or require.

The CSM will also be responsible for forming and managing a corpo-
rate security organization. The CSM will report to the executive vice presi-
dent, human resources (HR). The executive vice president of HR reports
directly to IWC’s chief executive officer (CEO).

History of IWC’'s CSM

At one time IWC had only a professional physical security program made up
of alarm systems, badge readers, and a guard force. This was accomplished
under a guard force outsourcing contract overseen by the IWC contracts and
procurement office. This office also oversees its separate access badge
reader contract and its alarm system contract. However, the IWC executives
determined that they needed a professional CSM and security organization
to meet their ever-increasing security requirements as they expand world-
wide and mature as a corporation.

It should be noted that IWC’s executive management agreed that a
CSM position should be established, and the CSM hired should establish
IWC’s CAPP and also establish and manage the corporate security organiza-
tion. However, there was not complete agreement as to where in IWC the
CSM should report. Some members of IWC’s executive management sug-
gested the CIO, and others suggested that the CSM report to the executive
vice president of HR. They argued that placing the CSM and the corporate
security organization under HR was logical because it was mainly about
people.

Other members of executive management recommended that the CSM
report to the director of auditing. However, the director of auditing advised
that the auditing department was strictly responsible for determining IWC’s
compliance with applicable state, federal, and international laws and com-
pany policies and procedures. The director felt that the auditors’ limited
scope and functions would adversely limit the CSM in establishing and
managing a CAPP. In other words, as with most auditors, they didn’t want
any part of the security responsibility since it is one that often takes the
blame when something goes wrong. The director of auditing also argued
that it might be a conflict of interest for the CSM to establish corporate secu-
rity policies and procedures, albeit with management support and approval,
while at the same time having another part of that organization (the audit
group) determine not only compliance with the security policies and proce-
dures but also if they were adequate.

The CSM and the corporate security department were also considered
for inclusion in the information technology department (IT) since IWC is
an information-based and high-technology supported corporation whose
major assets were computer-based and thus IT supported. Furthermore,
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since the information systems security (InfoSec) organization was under IT,
it made sense to place all of security under IT. However, the executive vice
president of IT strongly objected and in fact offered to move the InfoSec
organization under the CSM as long as IT was in the coordination loop for
InfoSec matters that affected the IT department. That offer was tabled pend-
ing the hiring of the CSM. They reasoned that later the CSM and the vice
president of IT could meet, discuss the issue, and decide the best approach.

Also considered as the home of the CSM and the corporate security
organization was the finance department, with the CSM reporting directly
to the CEO. Both of these were not considered practical by the vice president
of finance and the CEO.

A survey was taken of other corporations similar to IWC, and it was
determined that the majority of the corporate security departments in those
corporations were part of the human resources departments. Thus, it was
finally decided that the CSM position and organization should be estab-
lished within the HR department—partly because no one else seemed to
want to be responsible for the function but also because it seemed logical
based on the survey.

A CSM was hired; however, due to that CSM’s lack of progress in
developing a CAPP and the loss of some valuable corporate assets, that CSM
was fired and the new CSM was hired. The new CSM, during the interview
process and again after being hired, determined what caused the CSM posi-
tion to be formed and why it reported where it did in the IWC organizational
structure. The new CSM’s understanding of how this position ended up
where it did provides some clues as to the feeling and inner workings of
IWC’s management vis-a-vis the CSM and the CAPP. This information will
be useful when the CSM begins to establish IWC’s CAPP, and when the CSM
requests support from these corporate executives. It also provides the CSM
with some insight as to what type of support security may receive from these
executives. The circumstances surrounding the firing of the previous CSM
also helped the new CSM understand what must now be considered the
number one priority, and that is the establishment of the IWC CAPP.

Here is an example of the use of this information: Knowing that no
major, logical department within IWC wanted the corporate security
responsibility could be leveraged. Those department heads might not mind
supporting corporate security and the CAPP, but they do not want to have
too much responsibility for that effort. This provides the possibility for the
CSM to be a strong leader without concerns that the departments identified
will want to absorb some of the security functions into their departments.
Thus, a more centralized, CSM-directed CAPP can probably be established.
As with any position within a corporation, office politics always play a
major role, as do informal information channels (e.g., the flow of gossip).
The CSM, to be successful, must understand the game of office politics,
power, and back channel information flows.

Furthermore, it is clear that the director of auditing would support the
CAPP from a compliance audit standpoint, but would probably not want to
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join an IWC team with the responsibility for writing the new security poli-
cies and procedures. The CSM must keep this in mind when deciding how
to establish security policies and procedures: what departments should be
involved in what part of that development and the buy-in process.

Key Element of IWC’s Annual Business Plan That the CSM
Should Consider

The CSM must also develop a corporate security annual business plan. That
plan must include goals, objectives, and projects that will support the goals
and objectives of IWC’s ABP.

IWC CAPP PLANNING

The main philosophy running through the preceding paragraphs should be
obvious: As a service and support organization, the IWC security depart-
ment and the IWC CAPP must include plans that support the business plans
of the corporation. The CSM should be able to map each major business goal
and objective of each plan to key security projects and functions. When
writing the applicable security plans, the CSM will also be able to see which
functions are not being supported. That may or may not be a problem. How-
ever, the mapping will allow the CSM to identify areas where required sup-
port for the plans has not been identified in the CSM’s plans. The CSM can
then add additional tasks where increased CAPP support is needed. An
additional benefit of following this procedure is the ability to show manage-
ment how the CAPP is supporting the business (see Chapter 8 for details on
CAPP planning). When mapping the security plans to the business plans,
the CSM should summarize the goals for easier mapping.

IWC DEPARTMENTS OF PRIMARY IMPORTANCE TO THE CSM

Because the corporate security department is a service and support organi-
zation, all IWC departments and personnel are important to the CSM. How-
ever, there are several departments that the CSM must closely work with
and rely on to successfully provide that service and support. In addition,
several departments are integral parts of helping to ensure that the CAPP is
successfully implemented and managed. At IWC these departments are:

e  Ethics Department: This small organization reports to the CEO and is
managed by a director. This organization is responsible for working
with the training department to provide ethics training to the employ-
ees. In addition, it manages the IWC ethics hotline. The ethics hotline
was established to receive complaints and conduct inquiries into alle-
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gations of wrongdoings by the employees or others who may be associ-
ated with IWC. The complainants may remain anonymous if they so
choose. If they provide their names, that information is kept private
within the Ethics Department. If an allegation is received that requires
more detailed inquiry, including possible evidence collection, more
in-depth interviews, and interrogations, the ethics director provides
that information to the CSM’s manager of investigations. The manager
of investigations works directly for the CSM and conducts the inquir-
ies, reporting the results back to the director of ethics, who is defined
as the internal customer for such matters. The director of ethics chairs
a monthly ethics meeting of the CSM’s representative (the manager of
investigations), a legal representative, human resources representa-
tive, and the manager of audits.

e Audit Department: IWC’s audit department is similar to other corpo-
rate audit departments. The auditors in this department conduct
audits to ensure that IWC is operating, and its employees are perform-
ing their duties, in accordance with applicable federal, state, and local
laws and corporate policies and procedures. The audit manager and
the CSM share information of mutual interest.

e Legal Department: This department is responsible for performing all
common duties associated with any corporation’s legal department, to
include providing advice and assistance to the CSM as requested or
deemed appropriate.

o Employee Relations, Human Resources Department: This organization
within the human resources department, as the name implies, deals
with employee issues such as employees complaints about their man-
agers and providing guidance to managers about employee discipline.

The structure of IWC is no different from most other corporations. The
corporate environment (or corporate office) differs from that of a business
unit. The corporate environment has a strategic outlook, managing the over-
all business performance and strategy of the company. The focus is on the
strategic direction of the enterprise—making the company profitable and
producing shareholder value. A corporate office generally does not develop
and deliver products and services. That is done by its business units,
although they maybe colocated, as some are at IWC.

In support of its vision, a corporate office will establish the overall
strategy for the company, determining the type and scope of business. The
corporate office will also develop policy, provide performance and compli-
ance oversight, and exercise its fiduciary obligations to the board of direc-
tors and the shareholders. The corporate office usually does not get
involved in the daily operations of a business unit. However, there are
exceptions or conditions, such as poor performance, when the corporate
office will intervene in the operation of a business unit.

A business unit functions much differently than a corporate office.
Business units operate in an environment where goods and services are
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designed, developed, produced, and delivered. They are tactical operations
in support of the company business strategy. The day-to-day focus is on get-
ting the product out. Typically, many different business units operate inde-
pendently of each other and report to a corporate office (see Figure 5-1).
Each business unit has different strategic objectives that fit into the overall
company strategy.

IWC, as with every company regardless of size, has its own special cul-
ture. Some companies encourage competition between business units. Here
rivalries as well as aggressive behavior are encouraged and rewarded. In
other companies teamwork is encouraged. “Social scientists tell us that cul-
tures are built upon behavioral ‘norms,” which are defined as a set of expec-
tations on how people will behave in a given situation.”" The culture of a
company can differ between the corporate environment and the operations
environment just as much as it differs between companies. Subcultures
within an organization may differ significantly from the larger organization.
Understanding the company culture is essential for success.

IWC VISION, MISSION, AND QUALITY STATEMENTS

IWC requires certain management tasks to be performed by all those in IWC
management. As with many of today’s modern corporations, IWC has devel-
oped vision, mission, and quality statements using a hierarchical process.
IWC directed that the statements should link all levels in the management
and organizational chain. The statements of the lower levels should be writ-
ten and used to support the upper levels and vice versa.

Most employees seem to look on such statements as just another man-
agement task that is somehow supposed to help all employees understand
their jobs—or whatever. They are often developed in “employee team meet-
ings,” printed, placed on walls, and soon forgotten. Unfortunately, many
managers feel the same way, which is probably why managers present them
as just another task to be performed by or with employees. But these state-
ments are important, because they set a direction and philosophy for every-
one at IWC at all organizational levels. If they are presented with the right
attitude, they can be used to focus the employees on objectives and give
them a better understanding of why they are there doing what they are
doing. The following are IWC’s vision, mission, and quality statements:

Vision Statement

In many of today’s businesses, management develops a vision statement.
The vision statement is usually a short paragraph that attempts to set the
strategic goal, objective, or direction of the company. IWC has a vision state-
ment and requires all organizations to have statements based on the IWC
corporate statement.
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A vision statement has the following qualities:

Short, clear, concise, and understandable by the employees
Connected to ethics, values, and behaviors

States where IWC wants to be (long term)

Sets the tone

Sets the direction for IWC

IWC’s Vision Statement
IWC’s vision is to maintain its competitive advantage in the global market-
place by providing widgets to our customers when they want them, where
they want them, and at a fair price.

Mission Statement

Mission statements are declarations of the purpose of a business or govern-
ment agency.

IWC’s Mission Statement

Design, manufacture, and sell high-quality widgets, thereby expanding our
global market shares while continuing to improve processes in order to meet
customers’ expectations.

Quality Statement

Quality is what adds value to a corporation’s products and services. It is
what your internal and external customers expect from you.

IWC Quality Statement

To provide quality widgets to our customers with zero defects by building it
right the first time.

SUMMARY

The fictitious International Widget Corporation can be used by the reader to
build a CAPP or improve a CAPP for a corporation. Most corporations set
their goals and objectives in planning documents such as strategic, tactical,
and annual business plans. These plans are key documents for the CSM to
read and use to determine the corporation’s future directions. These plans
are also key documents that the CSM may be able to use to determine what is
expected from the CSM and the CAPP. They should also be used as the basis
for writing service and support assets protection plans, as separate docu-
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ments, or as sections integrated into the identified corporate planning
documents.

The decision process of the IWC executive management in determin-
ing which department the CSM and the corporate security organization
belong in provides some key information that should be used by the CSM in
establishing the CAPP and security organization. It helps identify potential
power plays by managers and provides a glimpse at the corporate political
environment.

The CSM must look at IWC from a global perspective and consider
political, technological, economic, criminal, terrorist, and other events
around the world. This broad scope is required when developing a CAPP
that will meet the worldwide needs of IWC now and into the future.

ENDNOTE

1. Golin, Mark et al. Secrets of Executive Success. Emmaus, PA: Rodale Press,
1991.
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The Corporate Security
Manager’s Role

Managing is getting paid for homeruns someone else hits.
Casey Stengel (1890-1975), U.S. baseball manager

This chapter describes the role of the corporate security manager (CSM)
at IWC and the beginning of the thought process a CSM must go through
in developing a cost-effective assets protection program and security
department.

INTRODUCTION TO THE WORLD OF THE IWC CSM

You, as the new IWC CSM, have an identifiable management style. Over the
years, you have honed your skills and CSM “personality” to be able to pro-
vide professional security leadership and management to IWC and your
security staff. Some of the areas a CSM should concentrate on and continue
to learn more about include the following:

Leadership

Management

Customer expectations

Dealing with executive management

Dealing with peers

Dealing with office politics

Representing IWC in the community
Establishing a security department

Identifying security duties and responsibilities
Dealing with the news media

91
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CSM LEADERSHIP

As the CSM you are the senior security executive within IWC. It is your
responsibility to align the security organization to support the corporate
objectives, concentrating on those identified in the IWC business plans. In
essence, you must create a professional security organization that follows
and supports the established corporate objectives and provides protection
to the people, information, and physical assets of the company. One of your
goals is to create a vision for the security organization that is congruent with
the company vision. Remember that the CSM, as the functional leader, sets
the organization’s direction.

Lead, follow, or get out of the way.
Anonymous

As a service organization, security must find ways to deliver assets
protection services that least interfere with or affect daily business. Simply
stated, act as an enabler, work toward achieving company goals and objec-
tives, and find ways to say “yes.” This is not always easy to accomplish.
Sometimes principles of good security practices conflict with how people
want to conduct business. Security is sometimes seen as getting in the way
of doing business. What executive management expects from a security
organization is to integrate its assets protection services into company
operations without interfering with operations while providing a sufficient
level of assets protection. What they don’t need or want is a security func-
tion that says “no” or “you can’t do that.”

Remember that there is always more than one way to accomplish
assets protection functions but that some require accepting more risks than
others. A successful CSM is one who finds ways to integrate protective
measures as seamlessly as possible into the company’s operation, and who
can add value to the organization. Also remember that where there is a need,
there is a waiver, meaning that sometimes there are valid and logical excep-
tions to the rules.

As the CSM, you must set the tone for the organization. You lead in
part by establishing the nature of the security organization by defining what
is important and how it will operate. You are the link between the corporate
assets protection program (CAPP) and executive management. You must
ensure that the security functions operate in alignment with corporate
norms and values.
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MANAGEMENT VERSUS LEADERSHIP

Effective leadership is putting first things first. Effective management is
discipline, carrying it out.

Stephen Covey

The very essence of leadership is that you have to have a vison.
Theodore Hesburgh

Management focuses on getting today’s work done today while leaders look
to tomorrow. The focus point of management is much shorter than the focus
point of leaders. Having a clear and communicated vision is essential for
any leader. If you expect people to follow, you must offer them a sense of
direction. Followers need to know where they are going. As a leader, your
vision must be clear, easily and regularly communicated, and shared. Lead-
ers who have followers sharing their vision stand a much greater chance of
success than leaders who have followers who do not share their vision. Get-
ting employees to share your vision will require you to develop their trust.
The first task of leadership is to convince followers of your credibility. They
must trust you. Developing their trust will require you to do what you say
you will do. Be consistent in what you do, and do not stray from your val-
ues. In essence, you must walk your talk. Without followers, no one is a
leader.

As part of a series of executive seminars conducted by Santa Clara Uni-
versity in California by the Tom Peters Group, more than 5,200 senior man-
agers were asked to identify the characteristics they most admire in a
leader.' They listed the following:

Honesty
Competence
Forward-looking
Inspiring
Intelligent
Fair-minded
Broad-minded
Courageous
Straightforward
Imaginative

As important as it is for employees to know and trust their leader, it is
just as important for leaders to know and trust their employees. Knowing
them and the organization will better enable you as the CSM to develop a
connection. Being connected with your employees increases the chances
that they will share your vision. It also allows you to challenge them to per-
form beyond their own expectations.
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Why is good leadership important for a security department? As with
any other function within IWC, security must have an effective leader to
perform well. This leader must know and understand the mission, objec-
tives, and values of the company. You as the CSM are that leader and you
must be able to effectively communicate with your security staff the direc-
tion and vision for the security organization in a way that best supports
IWC’s mission and objectives. Furthermore, you must lead the effort to
develop security organizational goals that are designed and implemented to
support IWC goals.

CUSTOMER EXPECTATIONS

Security is a service and support organization as well as a compliance
organization. The service and support aspect of security has a set of custom-
ers that differs from the set of compliance customers, yet there is some
overlap and commonality. Compliance customers expect the security
organization to maintain a compliant environment: compliant with all
applicable laws, regulations, contract provisions, and company policy. The
service and support aspect of security involves those tasks performed in
support of other employees and functions but may not be required by policy
and procedure, code, regulation, and law. Service customers expect the
delivery of security services to be timely and efficient. They expect their
needs to be met promptly and to their satisfaction. These customers can be
further defined as internal and external.

Internal Customers

As the IWC CSM, IWC management is your primary customer for the com-
pliance aspects of a CAPP. Employees are your primary service customers.
Their expectations differ. Management looks to security to ensure that pro-
grams and processes are in place that will enable the organization to achieve
and maintain compliance with regulation, contracts, laws, and policy. In a
way, this is the fiduciary responsibility of security. Furthermore, manage-
ment expects compliance to be achieved and maintained cost-effectively.
Management also expects security to create and maintain a secure environ-
ment. The workplace must be an environment where people, physical
assets, and information are appropriately protected—a safe and secure place
to work.

Company employees expect security services to be delivered effi-
ciently and seamlessly, causing minimal effects on or disruption to their
daily work. For example, in the process of controlling access to a facility or
building, employees expect to be able to move in and out with little or no
disruption. Delays for identification checks or package searches are met
with resistance and frustration. Furthermore, any time lost as a result of an
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inefficient security process is time not available for other productive activi-
ties. Remember the old adage, “time is money.”

Other internal customers may be people who permanently reside on
your facility but are representatives of the companies or people who pur-
chase the products or services you produce or have a long-term business
relationship with IWC. By virtue of being located on IWC property you will
provide some type of security service and support for them.

External Customers

These customers fall into many categories. They are not employees or man-
agers of IWC. However, they do have a relationship with, or an interest in,
IWC. They may be customers who purchase products and services. They
may be suppliers who provide goods and services to IWC. They may be
vendors or contract labor personnel who perform work for IWC but are not
IWC employees. External customers may also be regulatory agencies
responsible to ensure compliance with regulations and laws. An example
of a regulatory agency customer is the local fire marshal. The fire marshal
conducts compliance inspections of IWC facilities in accordance with
local fire codes with an expectation that IWC will be in compliance with
these codes. If IWC is not in compliance, the fire marshal may issue a
citation.

Depending on their relationship with your company, the type and
degree of customer interest in your security program varies. Contract labor
personnel are interested in working in a safe and secure environment. The
fire marshal is interested in ensuring that your company is compliant with
fire codes.

EXECUTIVE MANAGEMENT EXPECTATIONS OF A CSM

Executive management is responsible for assets protection. As with every
other aspect of the business, executive management holds the ultimate
accountability and responsibility for security. Consequently, they have a
vested interest in a successful CAPP—or they should. Sometimes the CSM
must gently remind them of that fact. How executive management defines a
successful CAPP may differ significantly from how a security professional
defines one.

As security professionals, we tend to want to have the best program we
can. After all, this is our area of expertise. We want to be compliant in all
aspects of our compliance obligations. We also tend to employ as many con-
trols as are practical to ensure minimal risk to company people, physical
assets, and information. In essence, we want to create an environment that
is risk adverse rather than a risk management environment. This means that
as a CSM you may generally be willing to accept fewer security risks than
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executive management is. Executive management is interested in having a
cost-effective CAPP. They want to achieve an acceptable level of compli-
ance, cost-effectively.

Security at IWC, as in most corporations, is a cost center. It generally is
not a revenue-producing organization.” That is not to say that security does
not add value to IWC. Security does add value to IWC. The challenge for you
as the IWC CSM is to apply the appropriate levels of assets protection and
prove to executive management and others at IWC that security does add
value to IWC products and services.

A very senior executive in a Fortune 500 company once characterized a suc-
cessful security program using a scale of red, yellow, green, and blue (blue
being the very best and red being unsatisfactory), as one that operates in a
light green environment. What he meant was that he wanted a program that
kept the corporation compliant with laws and regulations; maintained a
secure environment for the protection of people, physical assets, and infor-
mation; and did so at minimal cost. Furthermore, in this executive’s opinion,
monies spent on obtaining and maintaining a security condition that was
green or better was bad for business. Based on this acceptable level of secu-
rity risk, any monies spent on taking security beyond that “light green” con-
dition could have been better spent in other areas of the business, such as
engineering, product development, or marketing. Obtaining and maintain-
ing this condition is a challenge that virtually all security professionals face,
and that is the battle for funding.

As the CSM, you must ask and answer many assets protection ques-
tions. They include:

e  How much protection of assets is enough?

e When are the physical assets, people, and information of the company
effectively protected?

e Whatare the risks and vulnerabilities for the operating environment?

e  How areresources best deployed to achieve an acceptable level of risk?

e  What tools and processes are needed to ensure an appropriately secure
operating environment?

Executive management may ask you these and similar questions. You must
anticipate their questions and be prepared to offer specific, well-thought-
out answers. The more you can respond immediately, not just with answers
but with answers from a business application point of view, the more confi-
dence they will instill in you and the more support you receive from them.
In other words, talk their language when addressing their concerns and
always consider business impacts.
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Of course, there may be some people you can never convince or win
over; however, as long as they are the small minority, you can expect to
receive support and understanding from executive management. As you
progress in developing the CAPP, you should make it your personal goal to
understand those who oppose you and what you are trying to accomplish.
Furthermore, instead of avoiding them, thus building up more animosity,
you should spend more time with them. You will find that if they do begin
to agree with what you are doing, they will become some of your staunchest
supporters. There is nothing more rewarding than winning over an adver-
sary. As a leader and professional security manager, this offers some of the
best personal rewards and indicates that you are perfecting your craft. Keep
a “win and lost” record and view these efforts as an enjoyable game. If you
are “batting” at or less than 50 percent, you should work to change that
record or be sure to keep a resume updated.

A CSM does not welcome adversity but cannot shy away from it. Adversity
and the challenges that come with it are a major part of what a CSM deals
with every day. If you can’t handle it, and in fact enjoy the opportunities it
brings, change careers.

Remember that as a CSM, you are responsible to lead and manage the
security department and CAPP. One of your objectives is to achieve and
maintain a secure and compliant environment. For this, you are account-
able to executive management. It is your responsibility to work with execu-
tive management to define an acceptable level of risk. Establishing an
acceptable level of risk should take place only after threats and vulnerabili-
ties have been identified, validated, and analyzed. For this process, you
must rely on your security staff. Don’t forget that what your staff does
reflects directly on you, and they also have occasions to interface with all
levels of IWC management. Therefore, you must ensure that they are pro-
fessional in their conduct and in applying assets protection principles
consistent with your philosophy. Remember that informal and formal com-
munication channels available to executive management are many. So what
they hear from others about you and your staff has a direct bearing on the
support and confidence they place in you.

PLANS

Plans are generally thought of as a logical series of tasks, functions, and
thoughts written down in order to accomplish some future objective. IWC is
like any small, medium, or large corporation; it has business plans, hiring
plans, marketing plans, and the list goes on. The CSM also must develop
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plans to ensure that an IWC assets protection program can be successfully
established and managed as part of the security organization’s service and
support to the corporation.

In Chapter 5 we discussed three types of corporate plans the CSM must
understand and support. These are:

e  Strategic business plan (SBP)
o Tactical business plan (TBP)
o Annual business plan (ABP)

As the CSM, you must read the corporate plans and dissect them into
their various elements. These elements are the individual directions and
goals of the corporation that will enable it to successfully compete in the
global marketplace. The CSM must ensure that the plans are clearly stated.
Often, because they are plans for the future, they will be general because one
cannot predict the future. Also, the purpose of the plans is to set the overall
direction for the corporation, to get it headed in the right direction. Also
remember that the SBP may be more generally stated than the TBP, which is
more generally stated than the ABP. It is usually possible to provide a
greater granularity from directions to task as one gets closer to the present
time period.

It is imperative that the CSM’s interpretation of the various plans is
correct so that the CAPP is not developed based on false assumptions. When
in doubt, ask. That is always good advice, but in this case it is imperative.
Can you imagine what would happen if you, as the newly hired IWC CSM,
misinterpreted or made wrong assumptions relative to the plans, and then
developed the CAPP based on those wrong assumptions? When you briefed
the executive management on how the CAPP and the IWC security depart-
ment was to provide service and support based on those plans, embarrass-
ment would be the least of the problems you would have to contend with. If
you were new to IWGC, as in this case, the executive management team
would probably be wondering if they made the right choice for their CSM.

The CSM’s misunderstanding or misinterpretation of the IWC plans
would have wasted valuable resources. The CSM would have to begin again,
and in doing so would look very unprofessional to the security staff as well
as to the executives. That lost credibility is a big price to pay for having too
much pride or not enough business sense to ask those responsible for the
plans to explain any areas that were vague to the CSM.

If you have questions about some of the IWC plans, seek out the plan-
ning people responsible for putting the plans together. This assists you in
several ways. You would be able to meet some of the IWC staff responsible
for the plans and introduce yourself as the new CSM. Initial meetings with
new IWC staff members should always be done in person. This personal
contact and one-on-one communication helps the CSM develop liaisons
with various key IWC staff members. This working relationship will also
come in handy because the CSM could call on the people in the “plans
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office” for guidance on developing the security department’s supporting
plans, as well as the CAPP. This is especially true if there hasn’t been an
IWC security department in the past. If there had been a former CSM, as is
the case at IWC, there should have been plans developed by the former
CSM, and copies of those approved plans would be invaluable to the new
CSM. Such plans would provide the format, history, and direction of the
CAPP and security service and support functions. Any copies of the security
plans may be useful, but IWC management-approved CAPP and security
plans would be the first choice, because the former CSM would then have
been given the go-ahead to implement the plans.

The CSM and the IWC security department should consider them-
selves, and work to have others consider them, as an integral and necessary
(in a positive way and not viewed as a necessary evil) member of the IWC
team. Some CSMs tend to consider themselves and their department as an
island unto themselves and often even consider other members of their
company as the enemy. That is often why security in corporations is looked
on as not really part of the corporation, not key members in helping a corpo-
ration compete in the marketplace. Such attitudes should be fading as the
modern management- and business-oriented CSMs move into the top corpo-
rate security department positions.

CSMs who come from federal, state, or local law enforcement or intel-
ligence agency backgrounds have never been in the business environment
where the priorities are profits and market share. Such individuals often
tend to bring their government agency attitudes and processes with them.
There are differences between profit-oriented entities and those that are not
profit oriented. It begins with a different mindset on how to approach the
function of security and assets protection. In business, one must weigh the
costs and risks against profits. In the government environment, the priority
may be protection of the assets no matter what the protection costs. This
may have changed somewhat in some nation-state agencies, but not enough
to be consistent with the business world.

When in doubt, ask for help. It is the smart thing to do.

In Chapter 5, we discussed the IWC plans, and what the CSM should
consider when developing the CAPP and security department’s support as
an integral part of those plans. There have been many books written about
plans and planning. The CSM should read several of them to get a good
foundation about planning before developing plans. Even for experienced
CSMs this is a good idea. If the CSM has an attitude that “I have written
many a plan and I don’t need to read books to tell me what I need to know or
how to write them,” then the CSM has an attitude problem. That type of atti-
tude is an indication of a CSM who will sit back and rely on old ways of
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managing assets protection, ways that may be outdated and costly. For
example, there once was a CSM who, when asked how he dealt with stress,
answered with pride, “I don’t get stress, I give it!” Needless to say, such a
person would not be a pleasure to work for, nor would such a person pro-
vide the corporation with the right impression of a professional security
staff.

Everything these days seems to be not only changing but also changing
faster than ever before. The CSM must also change with the times and look
at new techniques and new developments in all phases of the job. Failing to
do so may cause a less cost-effective CAPP to be developed. The administra-
tive security function provides support to the CSM in developing and main-
taining a current CAPP and security department processes.

Any corporation, to be successful, must have business plans. They
may be called by different names depending on the corporate culture and
environment, but they are there. If you find you are working for a corpora-
tion without such plans, you may want to consider the viability of that cor-
poration. You also may want to look for another job or at least keep your
resume updated and your business contacts current, because such a corpo-
ration may not exist several years from now (think of the dot-coms).

The other option is to suggest that the corporation develop some plans
and explain the rationale for those plans, although having to explain the
rationale for such plans to the executive management team of the corpora-
tion would be cause for extreme concern vis-a-vis the long-term life of the
corporation. If all else fails and you still want to stay with the corporation,
suggest developing your own security and CAPP plans with what you per-
ceive as the direction and goals of the corporation. Just because others don’t
have a plan does not mean you shouldn’t either.

Strategic Business Plan (SBP)
The IWC SBP business goals for the next seven years include:

e IWCannual profits for the next seven years should increase by an aver-
age of 7 percent per year.

e IWC market-share goal is an average increase of 2 percent per year.

e IWC will have a paperless office within seven years.

e  IWC will expand its operations and establish an equal business pres-
ence in Asia, Europe, and the Americas.

e  IWC will acquire competitors and suppliers where it is clearly shown
that they will support IWC’s goal of being the dominant widget maker
in the global marketplace.

The CSM cannot or at least should not develop a security department
SBP based on such vague goals unless details supporting those goals are
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known. However, the CSM can also use the IWC SBP to lead the security
department in the right direction to support those goals.

IWC Annual Profits for the Next Seven Years Should Increase
by 7 Percent per Year

Remember that sales minus costs equal margin. Remember also that
the CSM position and the entire IWC security department are overhead
costs—not directly related to making widgets. Thus, they are a “parasite” on
the profits.’ To assist in meeting this IWC goal, the CSM must get answers to
some very basic questions. These include:

e What are the specific annual profit numbers used for the current year
and projected over the next seven years?

e  What is the corporate security department’s estimated budget pro-
jected to be for the next seven years (e.g., estimated to increase or
decrease on average X percent)?

e  Whatis the cost of the IWC CAPP now, and what are its projected costs
over the next seven years?

For planning purposes, the CSM contacts not only the people respon-
sible for the SBP but also the financial specialists to discuss “the numbers.”
The rationale is that if the CSM can cut costs by whatever legal means possi-
ble, it will help IWC obtain its goal. By doing so, the CSM will be able to
show executive management that security is an integral part of IWC and has
contributed to the increased profits.

Getting the answers to the above questions will not be easy. In fact, the
IWC CSM has found that no one knows what the corporate security depart-
ment budget will be for the next seven years. The CSM already knows the
corporate security department budget for the current year and may be able
to look at historical budget documents to identify the security budgets from
previous years. However, the CSM knows that what has taken place in the
past is not necessarily going to apply in the future. However, historical
information does provide some background information that may prove
useful for some general trend analysis.*

If a CSM does not have a budget, can the CSM really be held accountable for
expenditures?

The CSM has also found out in discussions with various IWC financial
and planning specialists that the SBP is a best guess and sometimes more of
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a wish list than a plan based on a detailed, well-thought-out process. The
financial specialist who the CSM talked to said:

To be honest with you, I don’t think anyone has a clue as to the rationale
for such a goal. The execs decided that 7 percent average growth in prof-
its would be a reasonable goal based on the projected global economy
over the next seven years, but hell, things change so fast, who knows?
Someone else may buy out IWC by then. You and I may not even be
around that long—in fact, some of executive management, including the
CEO, who is rumored to only have a three-year contract, may be gone.
The new CEO may change everything. So, join the rest of us in taking a
shot at your best guess!

The CSM learned several things:

e  JWC doesn’t seem much different in that respect from other corpora-
tions the CSM had worked for.

e The CSM found someone in the financial department who was willing
to frankly discuss these issues. That person is a good contact for future
use when wanting to talk about IWC financial matters. That person
may also be able to provide the CSM with an advanced warning of
changes that may be forthcoming and would impact the CSM and the
security department.

Of course, everything is relative, and the overhead costs of the security
department may be small compared with the overall corporation overhead
costs; however, security staff can do their part. Furthermore, IWC has stock
options and savings plans available to employees that include IWC shares.
Therefore, the more profits IWC makes, the more valuable the employee
stock options become. That is an additional benefit to the CSM and the secu-
rity staff who participate in such a program. Self-serving? Yes. However, if
you cannot rely on winning the lottery or having some rich relatives leave
you a fortune, you have to work for your money before you can get your
money to work for you. So, why not do all you can to financially help your-
self and your staff while you are supporting IWC’s goals and objectives?

The CSM should have SBP service and support goals to assist in meet-
ing this IWC SBP goal as part of the corporate security department. As the
new CSM, what do you think those goals should be?

Since the SBP is a seven-year plan, the specifics of how to get there are
not defined in sufficient detail to assist the CSM in also stating generalities.
Keeping in mind the service and support functions and the “parasite on the
profits” philosophy, the CSM’s SBP statement related to this particular goal
is as follows (see Figure 6-1):

e  Establish and manage a cost-effective IWC assets protection program
that will provide the minimum amount of security conducive to an
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IwC

Strategic Business Plan

IWC Goal #1

IWC annual profits for the next seven years should increase by 7% per year

Human Resources Department Goal #1
Develop efficient processes to cut costs by 7%

Security Department Goal #1

- Establish and manage a cost-effective IWC Assets Protection Program
that will provide the minimum amount of security conducive to an acceptable level of risk
and thus, contributing to the IWC goal of IWC 7% average, annual profit increase for the next seven years.

+ Identify efficiency gains within the IWC Corporate Security Department
that will decrease department costs by 7% and thus contribute to supporting the IWC goal of a 7%
average increase in profits over the next seven years.

Figure 6-1 The relationship between an IWC SBP goal and the CSM’s supporting goals.

acceptable level of risk, thus contributing to the IWC goal of 7 percent
average annual profit increase for the next seven years.

e Identify efficiency gains within the IWC corporate security depart-
ment that will decrease department costs by 7 percent and thus con-
tribute to supporting the IWC goal of a 7 percent average increase in
profits over the next seven years.

Figure 6-1 shows the relationship of the corporate security department
goal to the goals of the human resources department and then to IWC. This
is part of the balancing act a CSM must do, because the IWC security depart-
ment is under the human resources department. Therefore, the security
department’s goals must support human resources’ goals, while at the same
time, the CSM is responsible for the IWC CAPP, which is broader in scope
than just human resources goals.

The CSM works in a world of office politics where security is often
given a bad name. These goals help show that the CSM and the corporate
security department are team players doing their part to support the IWC
goals. As the CSM, also remember that if you do not agree with someone,
that person may say that you are not a team player. This should be a warning
to you to conform to someone’s beliefs or be considered a possible adver-
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sary. If this comes from a peer, be wary. If it comes from your boss, be very
concerned and arrange a one-on-one meeting with your boss to discuss
the matter.

The real beauty of these two supporting IWC SBP goals is this: You come
across, as you should, as a team player ready to sacrifice and do your part to
meet the IWC goal.

The goal of security as “based on the minimum amount of security
conducive to an acceptable level of risk” is key. The acceptable level of risk
is an executive management decision and should be based on risk analyses
conducted by members of your corporate security department in conjunc-
tion with various other IWC staff members who can contribute to the indi-
vidual analyses. The executive management’s decisions relative to risk will
include deciding which of the various options presented, along with the
value of the assets and their protection costs versus risk, should be imple-
mented. Thus, the executive management’s decisions are a factor in the cost
of protection. Therefore, the CSM can fall back on the position that the
executive management decisions assisted in whether or not the CSM met
this SBP goal. In other words, “It’s not my fault!” This approach is some-
times necessary when dealing in the world of office politics. It is sad but
also a matter of survival. You must weigh the risk of using such a position if
it becomes necessary. As the saying goes, “Damned if you do and damned if
you don’t.”

The second part of that goal is a good one and one that should be for-
malized regardless of any other IWC savings goals. The CSM should always
look at how the job can be done more efficiently. In many corporations, pro-
motions and the amount of salary and benefits that are provided the CSM
have to do with the amount of the security staff, the size of the budget, and
where in the bureaucracy the CSM reports.

The CSM should try to have the minimum amount of budget and staff
conducive to getting the job done as stated by executive management. The
CSM should try to get raises and bonuses tied more to performance, to suc-
cessfully getting the job done at least cost consistent with the protection of
the assets. The job of the CSM is challenging but is also fun. The amount of
staff one has increases the time spent on personnel issues and not security
issues. If you enjoy dealing with the people issues more than assets protec-
tion issues (e.g., “The project plan is late because my dog ate it”; “I have to
miss that project team meeting to take off early because I have to pick up my
car in the shop before it closes”; “Yeah, I know the report was due yesterday
but it will be ready tomorrow”), then maybe a transfer to the human rela-
tions department in a nonsecurity function would be better for your career
development.
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It is ironic that many CSMs spend more time dealing with nonprotec-
tion issues than they do with protection issues. Then they wonder why they
leave the office thinking they didn’t accomplish anything today related to
assets protection. Yes, the CSM position is a management position, but it
also has to do with managing assets protection. At least 60 percent of the
CSM'’s time should be directly devoted to that job. If you are in such a posi-
tion, take a piece of paper and make two columns, one for “assets protection
time” and one for “nonassets protection time.” Then for one business week
write down the amount of time you devote to each event that occurs during
the day and see where you spend your time. This is also a good idea because
many CSMs and their staffs do not properly manage their time and should
learn to do so, since there will never be enough time to accomplish all the
tasks that should be accomplished.

IWC'’s Marketshare Goal Is an Average Increase of 2 Percent
per Year

Using the same approach that was detailed in the previous section, the CSM
will contact other IWC specialists to obtain detailed information. For exam-
ple, the CSM wants to know:

e  How do the IWC executives expect that goal to be attained?

e  What IWC departments are the integral departments for meeting this
goal?

e  What measurement processes will be used to track progress toward
that goal?

Can you identify other questions the CSM should ask and also should
know the answers to? The CSM must identify and meet with the specialists
within IWC who can provide the answers to these questions. Once the
answers are known, the CSM can then, with more confidence, develop sup-
porting goals to assist in meeting the IWC goals.

The more the CSM knows about how the executives are looking at this
goal, the more insight the CSM has into supporting that particular goal. It
also provides some insight into the thinking of the executives—which may
be a scary thought if you determine that their thinking is based on a whim of
“Hey, why not try for it?” Such serious goals should be driven by some busi-
ness logic and not by what lawyers call arbitrary and capricious decisions.

The identification of the integral departments is crucial, because the
CSM does not want any CAPP or assets protection requirements to cause
those departments to fail to accomplish that goal. If it seems likely that this
situation might arise, that issue should be discussed with those concerned
at the earliest possible moment. In addition, the CSM may have the security
staff conduct some risk analyses with representatives in those departments
to look at the impact and costs of assets protection compliance on those
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departments. Then the CSM can determine which requirements can be
modified to make the departments more effective and efficient vis-a-vis
assets protection, without compromising the protection of the assets.

In addition, if there were some measurement techniques that were to
be used by the affected department to track the progress toward meeting this
goal, the CSM may be able to adapt them and use them as management tools
within the security department. If that is not possible, then the question is:
How do they know that the CAPP requirements are adversely impacting
their ability to meet that goal?

IWC Will Have a Paperless Office within Seven Years

The idea and goal of many corporations has been the “paperless office”; in
other words, everything is completely online. Information is transmitted,
processed, stored, viewed, and acted on all online. This is not a new con-
cept. It has been around for several decades. Ironically, it appears that there
has been more paper printed and copies made and reprinted since the
advent of the computer than at any time before that. The computer makes it
is so easy to do, whereas in the days of carbon paper and “magic erasers,”
the work involved in making and providing perfect copies made them all
the more precious. If a manager wanted others to read the documents, they
were usually passed around, initialed as they were read, and passed on to
another on the reading list. Furthermore, when computers first began to take
hold in the business world, there was always a backup hardcopy process for
when the computers went down. Everyone would go back to the old way,
the manual process, until the computers came back online. In today’s
information-driven and information systems—dependent business environ-
ment, such backup processes seldom exist.

The other issue with the paperless office is that it is not practical,
because sometimes original, hardcopy documents are required. However, if
that is the goal of IWC, then the CSM must determine how that effort will be
supported by the security department and determine what impact that
working environment will have on the ability to perform assets protection
functions and other corporate security functions. The CSM will direct the
security staff and security project leads to take the paperless office into con-
sideration when developing and updating policies, procedures, and the
like. The CSM should definitely focus on placing the CAPP documents as
well as security functional documents online.

The vice presidents of information technology (IT) and the CSMs at
many companies may have different opinions as to where the responsibility
for information systems security should rest. The IT people want to have
that responsibility, because they believe that if it were a corporate security
responsibility, security would adversely impact their primary function,
which is to provide efficient computing resources to the employees of the
company. In addition, the IT staff may not be able to get away with some of
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the lax security processes they may have in place. CSMs may not want that
responsibility because they consider it an additional headache to manage.
Other CSMs lack technical knowledge and are therefore hesitant in taking
on that responsibility, and yet others believe, and rightly so, that the func-
tion is a security responsibility and should be managed and led by the
CSMs.

At IWC, the CSM has mixed feelings about IT security, because, until
the security department is more in a maintenance mode, taking on the infor-
mation systems security responsibilities may have to be delayed. The CSM
reasoned that if that task were taken on now, the security staff might not be
able to perform the function as the CSM thinks it should be performed. In
fact, the security staff may not even be able to maintain the security at its
present level. If the CSM failed in this function and it was returned to the IT
department, the chances of getting it back at a later date would undoubtedly
be met with more resistance than would now be the case. The old adage of,
“How do you eat an elephant? A bite at a time,” seems a good philosophy
right now. The CSM already has enough to do without taking on this major
function, especially considering that these computer networks are the heart
of IWC’s success.

Furthermore, executive management is concerned that if the CSM has
that responsibility, the systems on which they are so dependent for all func-
tions of the business would somehow get screwed up. At IWC, executive
management tells the vice president of IT and the CSM to work it out
between themselves and advise the executive staff of their agreement.

Suffice it to say that the overall responsibility for the protection of all
IWC assets rests with the CSM. It is also agreed that information and infor-
mation systems are some of IWC’s most vital assets. However, as stated
earlier, the IWC CSM decides to agree with maintaining the status quo at
this time.

The CSM determined that an IWC working group has been formed to
address the entire issue of a paperless office. Therefore, the CSM has the
opportunity to select a representative to assign to that working group, and
does so. The CSM decides that the appropriate goals to support this IWC
goal are:

e  Provide all necessary support as an integral member of the paperless
office working group to ensure that the paperless office environment is
established and maintained while protecting the corporate assets,
including information and information systems.

e  Evaluate all CAPP and security functional documents and determine
those that can more cost-effectively be maintained online, and install
them online.

Due to the current political issues relative to which department is
responsible for the protection of IWC’s information and information sys-
tems, the CSM deleted the words including information and information
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systems at the end of the first goal. The CSM reasoned that this would set the
stage for the security department eventually taking on the information sys-
tems and automated information protection responsibilities without having
to change the goals.

IWC Will Expand Its Operations and Establish an Equal Business
Presence in Asia, Europe, and the Americas

In discussions with IWC financial, sales, and marketing business planning
specialists, the CSM has determined that current IWC business is divided as
follows:

70 percent United States based

4 percent Americas based (Canada, S. America, et al.)
16 percent European based

10 percent Asian based

The goal is to be evenly based in Europe, Asia, and the Americas. The CSM
learns that future plans, based on current estimated projections of sales and
cost of goods sold, will call for new plants and closing of old plants through-
out their operational locations.

The CSM will work closely with those involved in this shift in the
current business environment and must be well-prepared to meet this
challenge because:

e  Plant closings mean the movement of corporate physical assets and the
potential for more misappropriation and theft of assets by disgruntled
employees being laid off.

e There will be a need to develop liaison contacts with local law enforce-
ment in the new locations of the IWC plants as well as in the old loca-
tions. This will facilitate receiving support from local law enforcement
when needed.

e The transportation of physical assets must be done in a secure manner
to avoid losses.

e  Newly hired employees must undergo background checks prior to
employment, which may be difficult in some nation-states due to lack
of police cooperation, lack of records systems, and local laws, condi-
tions, and culture.

The development of such processes to secure and protect assets in
transit and develop liaison with local police and security officials requires
time to mature. Furthermore, the CSM must plan for additional budget to
cover increased foreign travel for members of the security staff. For exam-
ple, the CSM knows that IWC’s expansion into other parts of the world will
require security preparations, such as defining the new threats to the corpo-
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rate assets caused by having a foreign presence, establishing expanded
executive protection due to increased foreign travel, and so forth. The
CSM'’s support goal to this SBP goal is as follows:

e To facilitate the secure movement of corporate assets between facili-
ties, enhance assets protection where deemed appropriate due to the
moves, and establish liaison ties with law enforcement and security
personnel as required to meet the needs of IWC in its moves.

IWC Will Acquire Competitors and Suppliers Where It Is Clearly
Shown That They Will Support IWC’s Goal of Being the Dominant
Widget Maker in the Global Marketplace

The CSM meets again with the business developers and financial specialist
to discuss this goal. It was determined that IWC has a competitive intelli-
gence collection organization under the IWC marketing and sales depart-
ment. The mission of this organization is to use all legal means at its
disposal to provide all information and analyses relative to IWC’s competi-
tors or other applicable entities as directed by management.

The CSM had not heard of this organization. In fact, the organization is
required to keep a low profile even within IWC for operational security rea-
sons. However, the CSM was able to meet with the manager of that group,
obtain a briefing as to what they do, and identify possible future corporate
business purchases. Furthermore, the CSM reasoned that this group might
assist in assets protection by supporting a security project to look at IWC the
way an adversary-competitor might look at IWC. That way, the CSM can
know what valuable assets are vulnerable to threat agents such as the com-
petitors reading the IWC Web site pages and can develop a target profile of
IWC that would be useful in the development of the CAPP.

The CSM decides that some information within IWC that required pro-
tection due to its sensitivity, information such as that related to the competi-
tive intelligence collection identified as the “market surveys and analyses”
organization, may require a compartmented form of protection where need
to know is more stringently applied. The CSM decides that will be looked at
later. Right now, the job is getting the SBP support goals written.” The CSM
decided that the SBP support goal should be as follows:

e  Provide efficient and effective security services to support the success-
ful mergers, acquisitions, and integration of new organizations and
team members within IWC.

Mergers and Acquisitions
In business, mergers and acquisitions are a fact of life. According to the Fed-
eral Trade Commission, in the United States alone, there were more than
4,500 mergers and acquisitions in 1999, up from 1,500 in 1991.° This trend
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would suggest that mergers and acquisitions are here to stay. Executing
mergers and acquisitions requires much time and effort. The company secu-
rity organization has an important role to play in this process.

The first rule of life is also the first rule of business: Adapt or die.
Alan M. Weber, How Business Is a Lot Like Life

What Are Mergers and Acquisitions?

Business conditions drive companies to engage in mergers and acquisitions
(M&A). Globalization of competition, deregulation, industry downsizing
and consolidation, and financial market conditions are just some of the
many drivers causing CEOs and company boards of directors to seek ways to
improve the competitiveness and profitability of their companies.

Mergers and acquisitions allow companies to pursue business strate-
gies designed to enhance the capabilities of the company. Mergers and
acquisitions can bring value to companies in many ways by allowing them
to accomplish strategic moves such as:

e  Attaining greater market share and reaching new markets

e Acquiring additional brands or complementary or competitive products

e  Realizing improved infrastructure (technology, business processes, or
knowledge capital)

e  Creating new synergies such as enriching the talent gene pool with
new talent

e  (Capitalizing on efficiencies through economies of scale

Black’s Law Dictionary defines mergers and acquisitions as follows:
Merger—The union of two or more corporations by the transfer of property
of all to one of them, which continues in existence, the others being swal-
lowed up or merged therein.

Acquisition—The act of becoming the owner of a certain property.

Mergers or acquisitions are always done to add value. Whether it is the
acquisition of an entire company (total assets), a product line, or two equal
companies merging together to form a more powerful and capable company,
there will be some impact on the company security program. It may be as
simple as adding a few people to the number of those already receiving sup-
port from the security organization. Or it could be as complicated as restruc-
turing the entire security organization including increasing the security
statement of work as new security services are needed.
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What Is the Security Role in a Merger or Acquisition?

Security needs to be an active member of the merger and acquisition team.
From the start of a due diligence effort right through the integration of the
newly acquired or merged business, security has a role. The CSM or the
CSM’s representative serves as a consultant to the M&A team and directs the
security-related due diligence process, which may include the use of exter-
nal expertise as required. Support from security occurs in two phases: pre-
merger support and postmerger support.

Premerger Support

When a company CEO and board of directors make a decision to pursue a
merger or acquisition, they start the process by conducting a business analy-
sis. This analysis includes completing a due diligence effort. A due dili-
gence team will visit the targeted company and make an assessment of that
company’s business condition. The team objective is to obtain sufficient
information about the targeted company to enable them to make an
informed recommendation to the CEO and board of directors to acquire or
not acquire.

Shortly after the IWC CSM started with the company, the CEO and
board of directors decided it was interested in acquiring another small
company with a particular technical expertise in producing products that
would complement the product line of IWC. If integrated into IWC, the new
acquisition would make IWC a more competitive player in the global
marketplace.

Since the CSM had previous experience in the M&A process, partici-
pating in premerger activities was not a problem. The CSM knew the
due diligence effort was a two-phase effort. The CSM would be responsible
to protect the due diligence effort itself and participate in the actual assess-
ment of the overall business condition of the targeted company. The
CSM immediately developed a two-phase plan based on the following
structure:

Phase I — Protect the effort itself: In order to prevent competitors from
gaining knowledge of IWC’s intentions, knowledge of the effort must
be limited to those persons who have a need to know. If IWC’s inten-
tions were to become known by its competitors, they might be able to
take actions that could prevent IWC from making this a successful
acquisition. Successfully limiting knowledge of the due diligence
effort will require protecting team communications, controlling all
information, and protecting access to all due diligence materials and
information from unauthorized persons. It may even be necessary to
develop a cover story for the team so that their actions do not arouse
suspicion or the unwanted attention of those who have no need to
know, particularly those who may benefit from a failed effort on the
part of IWC or from having advance knowledge of IWC’s action.
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Phase I — Conducting security’s due diligence assessment: The CSM,
as a member of the due diligence team, also has a responsibility to
assess the security condition of the targeted company. The CSM must
conduct an inquiry and analysis of the company’s security program
with the intent of establishing an understanding of the overall condi-
tion and identifying any potential or hidden issues or concerns. To do
this effectively, the CSM must consider the following:

» Demographic issues such as crime and the general security condi-
tion of the geographic area the target company operates within

» Business affiliations: Does the company have any risky relation-
ships with companies or individuals? Is there any involvement in
corrupt or criminal activities? It may be necessary to conduct a back-
ground investigation on the key persons to determine the following:

Personal and business reputation of the target company and its
executives

Criminal record or associations of key executives

Pending and threatened litigation against the company

Political affiliations and patronage of the company

Financial profile and lifestyle of key executives

Media image of the company and its key executives

o It may also be necessary to conduct an analysis on associated
companies:

Business partners/affiliates with possible criminal links
Business ethics and past performance

Reputation within industry

Relations with labor unions

Litigation history

Financial profile

Media image

Some of the items identified in the preceding list must be handled by
company lawyers, some should be worked on by the company lawyers and
security together, and others are the CSM’s responsibility to assess and
investigate. Regardless of what function has the lead in collecting data, con-
ducting investigations, or making an analysis, these areas should be part of
the assessment process.

The IWC CSM knew from the start of the effort that the necessary
expertise to perform a successful due diligence effort was not available
within the company. It would be necessary to seek outside support. For
the more complicated investigations, the CSM hired the services of a
reputable outsource provider specializing in conducting due diligence
investigations.

One of the areas of focus in the due diligence assessment should be
developing an understanding of the new entity’s security organization
structure and its associated costs. Each merger or acquisition brings with it
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an effort to improve efficiencies, increase income, and reduce costs. Secu-
rity, as with every other function, will be expected to make a contribution.
Developing a thorough understanding of the new organization and its
processes and costs early on will help the CSM to move quickly and
effectively in any effort to make postmerger organization and budget
changes.

Postmerger

Once the deal is done and the new company or business unit is part of IWC,
the integration work begins. The extent of the integration process will
depend on how the newly acquired business unit will operate. If the new
unit was acquired as an addition to the company product line, it could be
left as a stand-alone unit, which may require little effort to integrate. How-
ever, if the newly acquired unit is to be split up and integrated into other
business areas, the effort to integrate will be more complicated. The primary
areas of concern for the IWC CSM are the following:

e Policy and Procedures: The effort here will be to work to bring the new
entity into compliance with existing IWC policies and procedures. If
done properly, a review of all assets protection and security policies
and procedures should occur to identify the “best of the best” for
implementation. The reality will be that for expedience’s sake, the
new entity will be required to adopt or conform to the existing policies
and procedures of IWC.

e Processes: How security performs its work and fulfills its responsibili-
ties is through the implementation of security processes: in essence,
how the work gets done. A review of both companies’ processes
should occur, and those processes considered to be the most efficient,
or the “best of the best,” should be adopted. In some instances, a
hybrid process may be created.

J Organization Structure: Most of the cost of security is in the organiza-
tion structure. People perform security services and provide security
products. When organizations are combined, there is an expectation
that redundancies will be eliminated, best practices adopted, and effi-
ciencies gained. That translates to an expectation of reduced costs.
Cost reduction to a security organization generally means reducing the
number of security employees or outsourcing security services to a
lower-cost provider.

J Culture: Perhaps the most significant obstacle to an efficient integra-
tion is culture. Each company has its own culture, its way of doing
things and conducting business. This includes what it values and
respects. Moreover, each has a heritage and a belief that what it does is
done as well as it can be done. This may or may not be the case—gener-
ally, it is a mixed bag, and some things are done very well while others
are not. In any event, the culture of an organization, if not one already
used to change, may well resist change. Getting people to buy in to the
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need to change and efficiently integrate into a single security organiza-
tion may be the most significant challenge for a CSM to overcome.

THE SBP’S SPECIFIC GOALS FOR THE CSM

In the review of the SBP, the CSM noted two specific goals directly related
to the security department. Those were:

e  Establish a CAPP that will protect IWC’s valuable assets, especially its
proprietary information and processes, while allowing access to these
assets by its international and national customers, subcontractors, and
suppliers.

e The CAPP must also be capable of supporting the secure integration of
IWC processes and systems with others.

For the CSM, these goals are the easiest of all to support. They were a
requirement of employment, so are stated in the CSM’s job description.
They were also the major performance goal identified by the CSM’s boss, the
vice president of human resources, who had stated during the job interview
that it was not so much an HR goal but one directed by IWC’s executive man-
agement team. The vice president of HR liked to use the word “team” quite
often, as if IWC were one big, happy family of employees, although most
employees who had been at IWC for more than a month knew better. In this
case, during the course of meeting with other IWC employees, the CSM
found out that the CEO directed that these goals be inserted in the CSM job
description and someone hired who could get the job done.

IWC had lost some marketshare and business to competitors, and that
trend was continuing. There were several reasons for this, including the
sales and marketing approach being used, some inside information being
leaked to competitors (that information was kept from the CEO), and some
valuable proprietary tools could not be located after a recent move to
another facility. Subsequently, the IWC CEO made senior management
changes, including firing the previous CSM. The CEO got personally
involved in day-to-day operations. Morale improved among employees and
business began to slow its downward trend.

The CSM was happy to learn of these management changes, because it
meant that the CEO would be a supporter of the CSM and the CAPP
approach as long as it was done right and made good business sense. The
CSM also knew that this “new-hire honeymoon” would not last longer than
possibly six months. Therefore, the CSM wanted to act quickly to get all
needed security functions in place as the CSM envisioned them as well as to
get a basic CAPP started in the right direction. Furthermore, the more diffi-
cult office politics decisions, such as those related to information systems
security, should be decided during this honeymoon period when the CEO
and others might be more receptive.
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The normal employee probation period of 90 days was extended for
the CSM to a six-month probation period, as a condition of employment
acceptance. The CSM did not mind this extension, because the CSM had
confidence that the personal, professional, and IWC goals and objectives
could be accomplished. In addition, the CSM negotiated an additional 5
percent merit raise to go into effect at the successful completion of that
probation period.

Based on all this information, the CSM kept these two SBP goals as
already approved by executive management, with only a slight modification:

e  Establish a mature CAPP that can protect IWC’s valuable assets, espe-
cially its proprietary information and processes, while allowing secure
access to these assets by its international and national customers, sub-
contractors, and suppliers.

e The CAPP will facilitate the secure integration of IWC processes and
systems with others.

One thing to note with all the goals established by the CSM in support
of IWC SBP goals is that they do not say how these goals will be met. How
these goals are to be met will be defined as the focus moves from the future
to more present operations, as we shall see when dealing with IWC'’s tactical
business plan (TBP) and annual business plan (ABP).

IWC TACTICAL BUSINESS PLAN (TBP)

The CSM must obtain a copy of the IWC TBP and use the same process for
establishing goals to provide service and support for meeting the goals as
stated in the IWC. The process includes:

e  Identification of each TBP goal

e  Identification of the IWC departments and staff responsible for each
goal’s successful completion

e Meetings with the appropriate managers, project leaders, and other
employees to discuss the goals and the implementation projects and
processes to be used to meet those goals

e Development of the CSM’s goals that will provide service and support
to applicable IWC departments and staff to help ensure the successful
meeting of the stated goals

The goals in the TBP can be tracked to support the successful accom-
plishment of the SBP goals. Therefore, the successful completion of TBP
goals helps ensure the successful meeting of the SBP goals.

For the CSM, the TBP service and support goals of the corporate secu-
rity department must also be integrated into the CSM’s security department
SBP goals. These include successful completion of assets protection proj-
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ects that assist in accomplishing the stated goals. For the TBP, the prerequi-
site is that the projects take longer than one year but less than three (the life
of the TBP) to accomplish.

During the review of the IWC TBP, the CSM found something that
seemed to conflict with the SBP relative to the CAPP. The TBP calls for the
completion of a CAPP, so before proceeding any further, the CSM must
receive clarification of the goals as set forth in the two plans. The way to
start was by meeting with the vice president of HR to whom the CSM
reported. The vice president was unable to provide an answer but said that
she would check into it.

In the interim, the CSM proceeded with the security TBP goals devel-
opment. During that process, the CSM found that the IWC SBP called for a
mature CAPP but the IWC TBP called for the completion of the CAPP. Not
having been employed at IWC when the plans were developed, the CSM
could only speculate as to the difference. The CSM proceeded on the theory
that the CAPP must be completed within the three-year TBP cycle, and a set
of successful baseline assets protection processes would have to be in place
within seven years. If you were the IWC CSM, would you also make this
assumption? Why or why not? How would you approach it differently?

The CSM did not share this view with the HR vice president but
waited until the vice president provided an answer. After several months of
periodically asking for an answer, the vice president advised the CSM that
she could not find anyone with an answer and the CSM should proceed
based on the CSM’s past experiences in dealing with such matters.

IWC ANNUAL BUSINESS PLAN (ABP)

The CSM follows the same process as was noted above for the SBP and TBP.
The difference in the ABP is that the goals are one-year goals, which must be
accomplished within the IWC business year of January 1 to December 31.
Those projects must support the TBP and the SBP. These plans call for proj-
ects that will build on one another to ensure that the goals set forth in all
IWC business plans are successfully met.

The CSM is now faced with developing very specific goals to be
accomplished within the IWC business calendar year. The CSM, being new
to IWGC, must first understand how the IWC security department currently
operates and must review the goals previously set by the prior CSM and
approved by the executive management. The CSM feels that if the goals are
unreasonable or are the wrong priority (as determined by the CSM), there is
a very good chance that they could be changed during the honeymoon
period of the CSM. However, the CSM must also use caution, because the
security staff are probably working on projects and performing their jobs to
meet these goals. To stop them and send the entire security staff working in
another direction would be costly in time and productivity. Therefore, the
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CSM must ensure that any changes made are absolutely necessary to avoid
leading IWC and the security staff in the wrong direction.

The CSM decides that the process of establishing and managing a suc-
cessful assets protection program for IWC cannot be done in a piecemeal
fashion. Therefore, the CSM decides to proceed as follows:

e  Identify what the assets protection environment should look like to
successfully meet the SBP goals

e  Identify what the assets protection environment should look like to

meet the TBP goals

Identify the current assets protection environment

Identify IWC’s assets protection drivers

Trace those drivers to security functions

Note where the drivers do not track to a function

Identify the processes for each function

Identify the difference between the current environment and both the

SBP and TBP proposed assets protection environments

e  Establish and implement projects to bring the assets protection pro-
gram up to the standards required to meet the TBP and subsequently
the SBP by breaking down the projects into manageable objectives
through the ABP

CSM EXPECTATIONS OF EXECUTIVE MANAGEMENT

The most important thing executive management can provide to a CSM is
overt support for the corporation’s CAPP. Support for the CAPP is essential
to its success. The chairman of the board, CEO/president, and all others in
executive management must make it known throughout IWC that they sup-
port the CAPP. They should recognize the criticality of a successful CAPP
and their relationship to that goal. Moreover, they must, through TWC poli-
cies, communicate the consistent applicability of assets protection to all
employees, from senior executives through management to the rank and file
employees. Without executive support and commitment, the CAPP will fail.
Without senior executive support, managers and employees will find rea-
sons, usually cost driven, to circumvent and even avoid CAPP policies and
procedures. This condition leads down one path, which is a failed CAPP
and damage to IWC, as was the case under the last CSM.

Also, the CSM should have access to the corporation’s executive man-
agement. Although access is generally not required on a regular basis, when
a CSM requires access to the most senior executive management, it is usu-
ally for issues that can directly affect the welfare of the IWC and its employ-
ees. This may be a difficult matter with the CSM reporting to the vice
president of human resources, who reports to the CEO. The vice president,
as the CSM’s boss, will more than likely have some serious concerns about
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any one-on-one meeting with the CEO and other members of IWC’s execu-
tive management team.

As the CSM, you must establish a criterion with your boss for direct
contact to the executives. Furthermore, you must ensure that any requested
meeting is truly required. Based on the established criterion, you should
expect that the CEO or others you want to contact are receptive to such
meetings and won’t delegate them to a lower level of management. Of
course, most issues should be handled at the lowest level of management
deemed appropriate where effective decisions can be made. However, as the
CSM, you should make it known, diplomatically, that you require this type
of support. If you do not abuse this power, executive management knows
that when you ask for a meeting it is important enough for them not to put it
off or delegate it to a lower level of management.

It is also important that the information to be discussed at a meeting
should not be relayed to some messengers to be transmitted to the CEO or
others. The most delicate matter is dealing with the boss on this matter. It is
one thing for the boss to accompany the CSM, which should not be a prob-
lem; however, the boss, not a security or assets protection expert, should be
convinced that you as the CSM must be the messenger or request bearer. The
boss may be reluctant to meet with the CEO due to intimidation factors, the
boss’s personality, or the like. However, if you approach the matter with all
these factors in mind, over time the boss, as well as the executive manage-
ment you require meetings with, will have confidence in you and under-
stand the need for their support.

As the IWC CSM, you will also need financial support from executive
management. Much of the responsibility for obtaining this support lies
with the CSM. The CSM is responsible for demonstrating to executive man-
agement the relationship between a cost-effective CAPP, security support
and service needs, and the amount of resources needed to efficiently
achieve both.

WORKING WITH EXECUTIVE MANAGEMENT

Executive management in any business generally speaks the same lan-
guage—the language of business (e.g., profits, losses, cost-benefits, return on
investments). Establishing and selling a CAPP to IWC’s executive manage-
ment will not require the CSM to justify such a program. After all, that is
why they hired you as the CSM. What will be required is for you to take a
business approach if you are to convince them that the methods, processes,
approach, and philosophy you want to use in developing a CAPP make good
business sense.

Executives are accustomed to approaching business decisions in the
context of requirements, resources, cost, return on investment, and associ-
ated risks. For example, when working to convince an executive to invest in
an access control system for your facility perimeter, that executive will
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expect you to present a business case. The executive will look for or ask
the following:

e  Why is controlled access to the facility even needed?

e What will it cost to purchase and install the access control system?

e  Will installation of this system eliminate or reduce any recurring costs
such as the cost of guards?

e How long before one can expect a return on the initial investment?

e What is the risk of not controlling access to the facility?

e What are similar companies doing to control access? More specifi-
cally, have you benchmarked with similar operations? In other words,
have you compared your operation with a security organization of
similar size and within a similar industry?

Understanding the business perspectives of executives is a must if you
are to be successful in developing a CAPP. Different executives take differ-
ent approaches and have different priorities. When working with IWC’s
chief financial officer (CFO), you can reasonably expect the CFO to place a
high priority on cost, risks, and return on investment. When working with
the vice president of human resources, your boss, you can expect employee
welfare and workplace environment issues to have a high priority. This is
not to say either perspective is or should be more important or weighed with
greater value. It is to say that understanding each will enable you as the CSM
to better support your CAPP business case or gain their support in this or
other related matters.

WORKING WITH CORPORATE PEERS

Understanding the culture of an international company such as IWC and the
various subcultures of different business units and functional organizations
is critical to your success as a CSM. Working with heads of different depart-
ments, you will encounter cultural similarities and cultural differences.
Some organizations will have a risk-taking approach and others will not.
Some will be more creative and others will be less creative. Remember that
you are dealing with people and not machines. They have needs, feelings,
problems, goals, and individual personalities. That is why it is so very
important that as a CSM you are a “people person” who sincerely enjoys the
interaction with your peers and others at IWC.

Understanding their needs, desires, and agenda is absolutely neces-
sary if you want their support. Remember the famous phrase of the Presi-
dent John Kennedy who said: “Ask not what your country can do for you,
but ask what you can do for your country”? That same approach, modified
of course, is a good attitude for you to take in dealing with management
or with anyone at IWC. Remember that you lead a service and support
department.
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Ask not what you need from others but what you can do to help others
succeed.

It is important for you to understand how and perhaps even why oth-
ers are different from you and how you should interact with them to meet
the CAPP objectives. In dealing with your peers and others, your goal
should also be to help them succeed in conjunction with building a CAPP. If
you can do that, the IWC CAPP will meet the needs of everyone at IWC with
the least impact on productivity and costs, and management and employees
will support it. (Note: This is not an easy task.)

When dealing with creative and open organizations you can probably
be very straightforward in sharing your views and seeking theirs. The man-
agers and staff of these organizations encourage open and frank communica-
tions. They generally treat everyone with respect and encourage exploration
of new ways to do things.

When working with risk-adverse or more closed and traditional
organizations, you may have to be circumspect with your approach and
more conscious of their signals and indicators. They may not always
say what they are thinking. The personnel of these organizations tend to
be more conservative in their approach to conducting business. “Rocking
the boat” by expressing disagreement or sharing information is usually not
appropriate behavior, and you will probably encounter resistance.

You should understand the duties, responsibilities, overall processes,
and limitations of each organization. It is generally a fact that we humans
like to talk about our work and ourselves. As the CSM, use this opportunity
to listen to what they are saying. Be sincere in your interest in their activi-
ties, because there is no doubt that what you do will affect them in one way
or another. Also remember the old saying, “You were born with one mouth
but two ears for a reason.” You want to know:

e What is their role?

e What are their responsibilities?

e Is there any overlap between organizations? For example, in many
companies different functions share the responsibility for workplace
violence prevention programs. Often human resources, employee
assistance programs, and security have a shared responsibility for
development and implementation. However, which group has the lead
may depend on boundaries and organizational culture. A strong
human resources program may place it in the lead. In an environment
that is highly regulatory, security may have the lead. Personalities may
even influence the process. Leadership may shift to the organization
with the most influential management.
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Because security in general and the CAPP are basically compliance-
related functions, you may find common ground with other compliance
organizations. Audits, environmental health and safety, and the legal
department all deal with compliance-related issues. Each works to ensure
that policies, procedures, and processes are developed and implemented to
facilitate compliance with contractual requirements, regulations, and laws.
As such, their approach to conducting business may provide insight as to
how you should proceed. Take the time to learn how other functional
organizations interact with each other and how they conduct daily busi-
ness. That will provide insight in your effort to effectively deal with them
and build a successful CAPP.

DEALING WITH OFFICE POLITICS

Much of what you as a CSM do to achieve success in any company—and
IWC is no exception—depends on your skills and willingness to work hard:
in other words, how well you perform your duties. However, some of what
you do to be successful depends on your understanding of and participation
in what is called office politics. Company politics cannot be ignored. Indi-
vidual success and departmental success requires being engaged in some
manner in office politics. You cannot isolate yourself from office politics
without limiting your ability to succeed. If you do isolate yourself, you cut
off a valuable means of understanding IWC and facilitating success for you
and your department.

All information within IWC does not flow through formal channels.
Much important information is distributed and shared informally. Having
access to that information, in essence being part of the informal information
flow process, will contribute to your understanding of the corporation and
your overall success.

Understanding who has power and influence is also important. Align-
ing yourself with decision makers and those who influence and serve the
decision makers will offer you an advantage. If it is too difficult to align
yourself with the decision makers, then focus on alliances with those who
influence decision makers. Influencing them will ultimately have influence
on the decision makers. If you find this distasteful, get over it. Alliances are
a part of organizational behavior. Without them your influence will be lim-
ited, as will your success. That being said, remember that this does not mean
compromising your personal values, honesty, or integrity. In other words, it
does not mean having to “kiss butt” or “bend over and take it for the good of
the corporation.” However, life is full of compromises and as long as your
personal and corporate values are in tact, then proceed.

Look at it this way: As nasty and distasteful as it is to admit it, we use
others to get what we want. In fact, isn’t that what management is all about?
It is how you go about doing it that makes the difference. For example, if you
can help others succeed and by doing so help the CAPP succeed, what is
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wrong with that? That is what is called a “win-win” situation. In this case,
you are using people to meet your objective while enabling them to meet
their own objectives.

You may even want to plan on how to get others to support the CAPP
based on their individual needs and personalities. You, as the CSM, may
want to target them and exploit their personality strengths and weaknesses.
It may sound cold and impersonal, but ifit is done right and for the right rea-
sons, why not use this tactic as part of your toolbox of tactics for dealing
with people? As a CSM, you must get things accomplished through others,
and it is much more effective and efficient if you can do it by working with
them instead of pulling or pushing them into supporting a CAPP with
threats of force by disciplinary action. It takes less energy and it is more
successful to get them involved with their cooperation. You must be results
oriented.

Understanding your own political tendencies, behavior, and personal-
ity will help you in the political environment. Be observant and listen.
Knowing how people react to you allows you to focus on your positive char-
acteristics and control or change your negative characteristics. Controlling
your behavior will help you in relationship building. Building positive rela-
tionships is essential to developing alliances. In any event, never lose focus
on your primary role and responsibilities. It is important to be aware of and
to understand office politics. It is also important to participate. Company
politics can be a nightmare or a vehicle that helps you accomplish your
objectives. Recognize that and learn to manage within the political environ-
ment without it getting in the way of fulfilling your obligations.

REPRESENTING THE CORPORATION TO THE COMMUNITY

The value of developing working relationships with government regulatory
and law enforcement agencies can hardly be overstated. As the IWC CSM,
you will encounter many situations requiring support of or interaction with
representatives from these organizations. A variety of federal, state, and
local law enforcement agencies, investigative agencies, fire agencies, and
government security organizations need to interface with you and your cor-
poration. Maintaining an active liaison with them allows you to understand
their requirements and expectations and, perhaps most importantly, to
influence them.

Being actively involved with government security regulatory agencies
allows the CSM to participate in the development, interpretation, and
implementation of security policies and related assets protection policies.
This is essential primarily for three reasons:

e  Provides you the opportunity to get a better understanding of the
intent of the regulatory policy
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e Allows you to bring actual experience into policy development and
formulation that will not adversely impact your corporation

e  Allows for consideration of the cost impact of policy and provides an
opportunity for you to introduce or propose alternatives

Within a corporation it is best to have only one focal point—or at least
a primary focal point—when dealing with government regulatory or law
enforcement agencies. At IWC, that focal point is you as the CSM. This
allows IWC to interact with these agencies by speaking with one voice.
Moreover, this provides a single point of contact for these agencies when
they need to work with your company. This approach will allow a single
message to be sent and received, thus eliminating most confusion by
either party.

Part of the job that is often neglected by corporate security profession-
als is public relations and community service. Corporations want to main-
tain a good relationship with the communities where they have a presence.
They offer scholarships to students, support charity drives, encourage their
employees to become involved in community projects, and in other ways
try to show that they are good neighbors.

Often security departments are not active in such endeavors except on
an individual basis. However, as a CSM you should think of ways to get your
security staff involved in such activities. The public relations benefits
inside and outside of IWC would be tremendous. This should not be
attempted without a group of people-oriented security professionals,
because such efforts might have the opposite effect. Being a member of the
IWC human resources department will make this task easier, since such
activities are usually lead by the HR staff. An additional benefit is that your
HR boss will obviously like it!

Do not try to force your staff into such activities; however, such activi-
ties are considered as part of being a security professional (see Part IV for
more information about professionalism). What can your security profes-
sionals do for the community as part of IWC’s community relations efforts?
There are probably many activities of a general nature, such as charity
drives. However, security professionals offer some unique opportunities to
serve the community. These include:

e  Giving talks at local elementary and high schools about the profession
of corporate security and encouraging students to consider the profes-
sion when making career decisions

e  Helping senior citizens protect themselves from unscrupulous tele-
marketers and other frauds

e  Helping seniors by advising them how to provide better physical secu-
rity for their homes so that there is less likelihood of them becoming
victims of burglars
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There are probably numerous other ways that you can think of to help
others because of your expertise and the expertise of your staff. It is worth
doing because it is fun, you are helping others, and it is part of being a secu-
rity professional.

DEALING WITH THE NEWS MEDIA

Perhaps the best advice for dealing with the press is “Don’t!” Dealing with
the press can be very complicated and somewhat problematic. You must
always keep in mind the broad interests of the corporation. Any communi-
cation with the press must be accomplished in a manner consistent with
company policies, procedures, values, strategy, and mission.

Companies spend a great deal of time and money to create a specific
public image. To improve that image takes even more time and money.
Damage can occur immediately with just a few misplaced statements. Your
job as a CSM is difficult enough. The last thing you want to deal with is
executive management and others angry at you because of misplaced, mis-
interpreted statements to the wrong people. Don’t let your ego get the best of
you and don’t be flattered by requests from the news media for interviews
and information. Their job is to obtain information for stories that sell their
media to others. Your primary function is assets protection—that includes
protecting information from those without the need to know it in the fur-
therance of IWC business. So don’t give it away for others to use. Look at it
this way: For you and your staff, talking to the media is a violation of the
CAPP.

If you work for a large corporation such as IWC, more than likely a pub-
lic affairs and communications department will exist at the corporate office.
Dealing with the press is their responsibility. When issues of security or
assets protection are to be addressed with the news media, IWC’s public
affairs and communications organization should consult with you. How-
ever, they may not do so if they are generally unaware of security-related
issues and concerns. Therefore, it is important for you as the CSM to estab-
lish a working relationship with IWC public relations and communications
management. Developing a working relationship with them greatly
increases the likelihood of security and assets protection being considered
and consulted on related issues.

If your corporation is of medium or small size, you may not have the
same degree of specialization that larger companies have. Public relations
in these companies may not be a full-time duty for a public relations or com-
munications professional. The responsibility may rest with a senior execu-
tive whose primary responsibilities are in some other discipline. Human
resource or financial executives my have the task of representing the com-
pany to the external world. In any case, you as the IWC CSM have the
responsibility for building a relationship with any executive holding this
responsibility. In fact, because the duty of representing your company to the
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external world is a secondary and not a primary task, the responsible execu-
tive may be less aware than you are of the best way to deal with the press.
Consequently, that person may be more reliant on your expertise in issues
relating to security-related matters.

One last word of caution: even though the individual responsible in
the corporation for public relations and news media releases approves the
request by some news media to interview you, don’t do it. Politely tell the
corporate pubic relations people that you prefer not to be interviewed and
why. If they ask you to do it and believe it is good for the corporation, ask
them to be present with you and ask that it be tape recorded so that any
misquotes or misinterpretations made by the media person are not blamed
on you. Remember that your job may be at stake if the wrong statements
are published by the news media—whether you agree that you said them
or not.

SUMMARY

The CSM in a corporation has a dual role as leader of the CAPP and corpo-
rate security efforts and manager of the security department. The CSM
should treat those who are provided with assets protection and security
service and support as the customers of the CSM and security staff. They can
be grouped as internal and external customers.

The CSM expects certain things from executive management, and vice
versa. The CSM expects support for the CAPP and the security staff func-
tions. The executive management expects the CSM to develop and maintain
a cost-effective CAPP.

The CSM must be able to work with peers and others to get the job
done. If the CSM can understand the needs of the IWC managers and
employees and help meet those needs, it will also help the CSM in meeting
the CAPP goals.

The CSM and staff should also, as a part of their professional responsi-
bilities, be actively involved in community service. The CSM should not
express opinions or comment on corporate activities to the news media.
That should be left to the corporate public relations specialists.

ENDNOTES

1.  Golin, Mark et al. Secrets of Executive Success. Emmaus, PA: Rodale Press,
1991

2. There are many security service providers selling assets protection services,

but they are not the subject of this book. Corporate security organizations,
which are the subject of this book, cost money.

3. A parasite actually does not provide the host any advantages. In the case of the
CAPP and the IWC security department, this is not true. However, using the
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word “parasite” helps the CSM and the security staff focus on the fact that they
do not build IWC products and, as such, cut into IWC’s profits.

4. Asdifficult as it may be for you to believe, there are CSMs from major corpora-
tions who actually don’t know what their budgets are—they are only told
when they can or cannot spend funds. This is either an indication of executive
management treating CSMs almost as small children or of very bad accounting
practices. It is something that CSMs should work very hard to change.

5.  Itistrue that many of the tasks discussed throughout this book, such as writing
corporate SBP support goals, may not actually be done by the CSM but initially
completed by the security staff. However, for the sake of simplicity, the CSM is
identified as the “doer” for much of the function addressed herein. Ultimately,
the CSM is responsible for approving and supporting the work of the security
department personnel.

6. See http://www.ftc.gov/.



Establishing and Managing a
Corporate Security Department

Effective leadership is putting first things first. Effective management is
discipline, carrying it out.
Stephen Covey

This chapter addresses the establishment and management aspects of cor-
porate security. The discussion will include the management tasks of
planning, staffing, budgeting, controlling, project management, counseling,
dealing with conflict, and working with satellite offices.

ESTABLISHING IWC'S SECURITY DEPARTMENT

Establishing an effective and efficient security department will require
some analysis. Furthermore, it will require selling the need for a security
department, as you envision it, to executive management. Even if you have
been specifically hired to establish an IWC corporate assets protection pro-
gram (CAPP), you will still be expected to define to management the size
and scope of the CAPP and also your proposed security department, to
include, of course, its costs and impacts on employee productivity. As part
of your analysis you should consider the following:

e Define your statement of work (SOW): Determine what needs to be pro-
tected, for now in general terms or groupings, and later in specific
detail. You must also determine the amount of protection needed. To
accomplish this, you need to understand executive management’s gen-
eral expectations of a CAPP: What do they believe needs to be pro-
tected? Do they have special requirements or concerns?

127
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o Determine if your customers have any assets protection requirements:
Are you contractually bound to provide specific types of security? If
so, what is the scope of those requirements? What, if anything, do your
internal and external customers expect from you, the CAPP, and your
security department?

You may also want the opinion of an outside security professional,
someone who has no vested interest in your company, so that he or she can
make a more independent assessment of your overall security needs. If you
decide you may want to hire one, be very careful. Select one with proven
experience in your particular industry; and use caution, because there are
many who are good at talking but short on actual experience in what you are
asking their opinion and recommendations about. Anyone can read a book
and say what needs to be done, but there are few who are experienced
enough in the consulting field to actually know how to do it, and have done
it successfully before.

If you do think a security consultant would be a good idea:

e Besure to interview previous clients of the consultant for their input.

e  Verify the consultant’s background.

e  Contact several security consultants to receive bids on statements of
work, but remember that the lowest bidder is not always the best one to
select.

In addition, consider this: Executive management may wonder why you
need a security consultant’s help. If you need help, why did they hire you?
Are you the right person for the job?

A specific type of security consultant may be needed in the future;
however, as you build the security department according to IWC’s needs as
you see them, you decide that the use of a consultant is premature. How-
ever, after you establish a list of projects that are to be accomplished, you
may find that you do not have experienced staff to do a project. In that case,
a consultant may prove useful to get the projects completed faster. Having at
least one of your staff assist the consultant will provide needed training for
at least one member of your security staff. That person then will have the
basic knowledge required to conduct future projects or functions for which
a consultant is currently required.

Another disadvantage of hiring a consultant may be a morale issue
with your staff. They may believe that they should have the opportunity to
try, because they believe they can perform the task; however, you want an
experienced person to do it now. That will not endear you to your new staff
nor is it the right thing to do. Offer them the challenge and you might be sur-
prised by the results.

It is important to remember that you must assess three major compo-
nents of a corporation, all requiring some type or degree of protection. This
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is stressed (again) so that you as a CSM do not lose focus on the basics. Often
CSMs are so inundated with crises and day-to-day operations that they lose
focus on why they were employed in the first place. You are employed to
protect IWC assets:

People: Virtually all companies identify people as their most impor-
tant resource. This is particularly true in an information age and a
knowledge environment. It is people who use assets such as informa-
tion and knowledge to create and deliver products and services.
Skilled people are the critical component of wealth creation for a com-
pany. The category of people generally refers to employees; however,
there are many other groups of people a company has an interest in
protecting. While on company premises, security is also concerned
with the protection of customers, suppliers, and visitors. Executive
management cannot help but say that people are important; however,
they also know that more often than not, people are the most expensive
assets and the first to go when business is bad. Furthermore, in some
environments, especially manufacturing environments such as IWC’s,
executive management continues to try to find ways of automating
processes and taking people out of the processing loop. Robots can
work 24 hours a day without stopping for a rest, don’t get sick, and
don’t take vacations.

Physical Assets: Although there are many forms of physical assets, for
the purpose of our definition physical assets are the physical items of
value the company uses in its production of goods or services. Capital
assets such as plant and equipment are the most visible and costly.
Buildings, computers, vehicles, and other like items represent a sub-
stantial investment for the company and are essential for the operation
of the business. Protecting them is critical.

Information: Some argue that all information has value and therefore
requires protection. Others argue that only sensitive information, pro-
prietary or private in nature, requires protection. Working with man-
agement and those identified as owners of information, the CSM can
determine what types of information require protection and to what
degree it must be protected. In our age of information, the ability to
share ideas and have a free flow of information is essential to the
development of products and services. Being faster to market with
products and services affects the performance and ultimate survivabil-
ity of a company. Also remember that information is time-sensitive,
and therefore its protection will vary over time. Information is the
most difficult of all assets to protect and also the most difficult to place
a value on. You should use a holistic approach to information protec-
tion that includes information in all its forms (e.g., telephone, e-mail,
voice mail, fax, hardcopy, cell phone, etc.).
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Designing the Security Department

“No one has a more sweeping influence than the designer...and it is fruitless
to be the leader in an organization that is poorly designed.”" As the CSM,
you should develop an organizational structure with sufficient resources to
fulfill the company protection needs (see Figure 7-1). Identify the skills and
resources you must provide in order to have an appropriate degree of assets
protection. Your organization will consist of people, specialized equip-
ment, and facilities (or operating space within a facility). Many corporations
such as IWC have human resources department specialists skilled in organi-
zation development and design. They can and should assist you with
designing a functional department. In a small company, you may instead
work with the senior operations executive to design a security department.

Come to Work with a Plan

As the recently hired “replacement” IWC CSM, you have a great deal to
accomplish and, as usual, not much time to do it in. The IWC executive
management is looking for results and expects to see them immediately. As
the CSM, what should you do first? Are you prepared prior to your first day
of work?

IWC

Human Resources Department

Corporate Security Department

Administrative Satellite Security
Assistant Offices

Administrative Personnel
Security Security

Government

Physical Security Security

Investigations —

Figure 7-1 The IWC security department structure.
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Your first day of work finds you sitting in the new-hire briefing for
most of the morning. This includes a security briefing—sort of. As you
sit there, you evaluate the briefing and it comes as no surprise to you
that the security portion is lacking in content. You also wonder why the
briefing is not more extensive, given what you learned during the interview
process about the assets protection goals and views of IWC executive man-
agement.

Being an experienced CSM, you already have a game plan when you
come to work. You have been preparing for this position all your life and
now it is time to put into action the processes and ideas you have developed
over the years. There is no time to waste, because the corporate assets are
probably not as well protected as they should be, and you have no idea as to
how good your security staff is in aggressively getting the basics of an IWC
CAPP developed. You know that you have only nine months left in this
year, and you decide to lay out a list of things to accomplish before the end
of the year. They are as follows:

April 2-15:

e  You will meet with your new boss, the vice president of human
resources, to discuss the CSM position, corporate culture, and specific
goals and expectations.

e You will hold a security managers meeting with all your security man-
agers to get their insight into the state of assets protection at IWC and
the state of the security department; you decide to do this on April 3 so
they can spend more time working and less time talking and wonder-
ing about you.

*  Youschedule an expanded staff meeting with everyone in the security
department to take place on April 4, for the same reasons you quickly
want to hold one with your managers: to introduce yourself and to
provide them with an outline of what you expect to accomplish this
year and in the coming years. You solicit their input during the
meeting.

e  You also plan on meeting with each member of the IWC executive
management team to hear their complaints, expectations, and
comments.

*  Youschedule one-on-one meetings with each member of your security
department to find out about them, their expectations, experience, and
solicit their ideas and input as to what needs to be done; you begin
with your managers.

*  You begin reviewing all applicable IWC directives and, while doing
so, find that those related to assets protection are outdated and lacking
in some areas.

e Throughout the process you are taking notes, analyzing situations, and
dealing with the usual crises that take place and often ruin your well-
thought-out plans and schedules.
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April 16-30:

e  Formulate a plan based on what you have learned thus far, which
includes:

Determining the current state of security and assets protection
Identifying what is lacking in the IWC CAPP

Identifying what is lacking in security staff skills

Developing a list of projects to begin the process of bringing the IWC
assets protection program up to the level required to meet the IWC
objectives as stated in the IWC plans—based in part on all the input
you received from everyone

You meet with members of the security staff you have identified as
being the best suited for developing and leading projects to enhance
or develop new security functions; you identified these staff mem-
bers when you conducted the one-on-one interviews earlier in the
month.

You meet with the leaders of the audit, legal, and ethics organiza-
tions to introduce yourself and get their views as to the current state
of the IWC assets protection efforts.

You begin holding weekly expanded staff meetings so your security
staff knows exactly what is going on, because you know that the
more communication that takes place, the better informed everyone
will be. Soon everyone will be “in sync” with your ideas, plans, and
how you intend to lead the CAPP project and security staff.

You also begin holding weekly security management meetings to get
them communicating and organized in leading their organizations
in an integrated fashion. This also gives you the opportunity to de-
termine who are your best managers so you can groom one or two for
succession. Also, it allows you to determine their weak areas for
identifying their future training needs.

May 1-31:

e  Individually meet with all department heads at IWC; solicit their com-
ments and suggestions concerning the development of the CAPP.

e Receive semiformal briefings from the staff members chosen as project
leaders. The objectives of these briefings are to hear the project leader’s
proposals for proceeding on their assigned project.

e Asthe project plans are approved, the project leaders brief them at the
expanded security staff meetings attended by all members of the IWC
security department.

April 1-December 31:

e Manage the security department.
e  Attend boss’s staff meetings.
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e  Attend IWC training courses that were discussed with your boss;
classes included management classes that were developed specifically
for IWC managers.

e  Continue to meet periodically with peers, executive management, and
others to continue to build trust and confidence in you and what you
are trying to accomplish.

e  Begin measuring performance toward goals.

As the IWC CSM, you must be a security professional and also a
manager, and, like other IWC managers, you must deal with many non-
security, non-assets protection issues. Over the years, you have developed a
basic management style based on your experiences and what you have
learned and applied from the numerous training courses you have taken in
the past.

Security’s Vision, Mission, and Quality Statements

As the CSM you were required, as part of the IWC management team, to
develop vision, mission, and quality statements that help set the direction
for the security department. The statements must support the vision, mis-
sion, and quality statements of the human resources department, which in
turn support the IWC statements (see Figure 7-2). The CSM, in concert with
the security staff, came up with the following statements:

o IWC’s Security Department’s Vision Statement: In partnership with
our customers, provide a competitive advantage for the IWC widget
business by continuous protection of all IWC assets without hinder-
ing productivity and cost-effectively support increased production of
IWC widgets.

IWC Plans

Mission Statement

Vision Statement

Quality Statement

Human Resources
Mission Statement

Human Resources
Vision Statement

Human Resources
Quality Statement

Security Department
Mission Statement

Security Department
Vision Statement

Security Department
Quality Statement

Figure 7-2

Integration of the vision, mission, and quality statements of IWC.
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o IWC’s Security Department’s Mission Statement: The mission of IWC’s
security department is to provide low-cost, productivity-enhanced,
technology-based assets protection services and support that will
assist IWC in maintaining its competitive advantage in the global mar-
ketplace.

e [WC’s Security Department’s Quality Statement: Provide quality secu-
rity support and services while mitigating the security impact on pro-
ductivity of the IWC workforce.

DUTIES AND RESPONSIBILITIES

After assessing and establishing the security statement of work, developing
a charter for the security department is essential. Generally, charters are part
of the company command media structure, and by establishing one for the
security department the groundwork for operating becomes institutional-
ized. Following are the major components of the IWC CSM’s security
charter:

e Develop methodologies and implement processes to evaluate current
security requirements and project future requirements on new busi-
ness proposals and future contracts.

e Develop and oversee the implementation of a long-range, corporate-
wide security plan that details the efficient and cost-effective utiliza-
tion of security resources.

e  Provide overall management direction for all security activities
within the corporation. Focus on the development of regional and
corporate-shared services where possible to achieve commonality and
efficiency.

° Interface with the directors of environmental, health, safety, medical,
audit, legal, and others as appropriate to resolve issues involving the
security of assets.

e Actto ensure that security processes are performed in full compliance
with all customers’ contractual and regulatory security requirements.

e  Oversee the development of a corporate-wide information security
program to protect corporate and customer information.

e Oversee the development of a corporate-wide crisis management
program.

e Oversee the development and implementation of a corporate security
measurement system that permits evaluation of the effectiveness of the
security program, based on the factors of cost, customer satisfaction,
and compliance.

e  Perform common managerial accountabilities and tasks in accordance
with established corporate guidelines.

e  Provide a secure environment for the corporation to protect people,
physical assets, and information.
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e Direct the development and implementation of security processes that
comply with government requirements.

e  Provide guidance to corporate management regarding security policy
and the interpretation, intent, or application of security-related laws
and regulations; provide additional support to the corporate elements
as required.

i Maintain active liaison with government security agencies to partici-
pate in the development of security policy, and represent the corpora-
tion in professional and industrial associations to influence and
interpret policy.

e  Manage the development and implementation of an integrated,
company-wide contingency plan.

e Develop, implement, and maintain a company-wide security measure-
ment system that permits evaluation of the effectiveness of each
company element’s security program, the total company security
programs, and benchmarking with security programs of comparable
companies.

° Liaison with federal, state, and local law enforcement, investigative,
and fire agencies.

e Develop corporate security policy and procedures to address the fol-
lowing security processes: administrative security, personnel security,
physical security, information security, security education and train-
ing, investigations, contingency planning, security quality and over-
sight, fire protection, and international security operations.

° Develop, coordinate, implement and maintain a cost-effective assets
protection program.

PLANNING

Security serves the corporation. Establishing and maintaining an effective
IWC security organization that meets the protective, compliance, and serv-
ice needs of employees, management, and customers cannot be done inde-
pendent of the rest of the company. Security is a key component of the IWC
business and must be part of the planning process. Beginning with company
goals, usually identified in multiyear plans or annual business plans, the
CSM and security staff must be part of the planning process. The plans and
objectives of IWC identify the path IWC will take to achieve its goals and
mission and satisfy its shareholders and stakeholders.

In the process, security must determine what management intended to
achieve when they established IWC goals:

e Are there specific issues and concerns?
e What incidents occurred in the past?
° What are the vulnerabilities of, and threats to, IWC?
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e What actions can be taken by security and what practices and proce-
dures can be employed to reduce vulnerabilities and counterthreats?

e  What level of risk is management willing to accept?

e  How do you know when you have achieved your goals?

These are just some of the questions that should be asked and answered by
the CSM to be able to effectively plan and then execute that plan in support
of corporate goals.

Since IWC is in business to make a profit for shareholders, a great
amount of planning is focused toward directing and growing the IWC wid-
get business. Strategic planning groups conduct market, product, economic,
and competitive assessments with the intent of finding opportunities for
business growth and understanding customers, competition, and threats.
Security needs to be part of this process to plan for supporting it. For exam-
ple: If the strategic planning group identifies a high-potential market oppor-
tunity for a joint manufacturing venture in a foreign country, are there any
security issues to be concerned with? Clearly the answer is yes and some are
quite fundamental:

e What is the crime rate in that country?

e Are there risks due to political instability?

e  Are there technology transfer issues that would be of concern to
nation-states’ government agencies, such as the U.S. Department of
State or U.S. Department of Commerce?

e Are there risks to global business travelers?

These questions are best addressed during the planning stage. Waiting until
after the operation is up and running may very well be too late. The cost of
correcting a problem is generally more than the cost of preventing one.

STAFFING A SECURITY ORGANIZATION

How the security organization is staffed will depend upon the security state-
ment of work. The security staff must have the appropriate skill mix, train-
ing, and education to execute the organization’s statement of work. The size
of the overall security organization will directly affect the skill mix of secu-
rity professionals.’

The goal of your analysis of information is to provide focus. You cannot
do everything, you cannot be everywhere. Proper focus allows you to
allocate resources effectively to develop promising opportunities or to
counter dangerous threats.

Miyamoto Musashi, The Book of Five Rings

In IWC, because of the size of the staff, highly specialized security
professionals are available and have the luxury of working only in their
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specialty. Large organizations such as IWC tend to have a sufficient volume
of work and breadth of sophisticated requirements and problems that
demand and can sustain a staff of highly specialized security professionals.
You as the IWC CSM have found that your statement of work requires that
you must hire several security specialists. You have also found that you
have sufficient budget available to hire several security specialists.

Hiring Security Professionals

Before hiring any security professionals, it is essential to develop and define
their duties and responsibilities. Clearly define the work you need them to
do. Identify the necessary skills, training, and education prospective candi-
dates should possess. Ensure that there is a relationship between the duties
and responsibilities of the position and the skills, education, and training
you desire. The IWC CSM has available the resources of a staffing or
employment organization to assist with this task. Selecting the right candi-
date can be difficult. You will need to gauge experience, skills, judgment,
trustworthiness, strengths and weaknesses, and leadership potential. The
critical education and experience of the applicants must be verified by
independent means, because exaggerations or actual false statements on
résumés are not uncommon.

Experience and Skills

Perhaps the easiest and most important characteristic of prospective
employees is their level of skill, competence, and experience. Most assess-
ments of this are accomplished through the interview process and some is
accomplished through references.

Since the CSM at IWC is almost starting from the beginning in building
both the CAPP and the security department, the CSM determines that it is
imperative to be involved in the interview process for all new security
applicants. The CSM is also very familiar with the particular level of exper-
tise needed. Formulating specific questions to ask the candidate can be a
relatively simple task if you do your preparation work in advance. The IWC
CSM is experienced in the applicant interview process and does not wait
until the interview to think of questions to ask the applicants. All questions
should always be prepared ahead of time. Having them prepared ahead of
time will allow you to listen to the answers instead of thinking of the
next question. To ensure the interview will be useful in helping you assess
the candidate’s skills and experience, focus on questions addressing the
following:

e Use questions that require the applicants to match their skills with the
requirements of the prospective position.
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e  Have the candidates provide examples of situations in which they suc-
cessfully used the key skills you are looking for to solve problems.

e  Allow the candidates to talk about their strengths and weaknesses.

e  Ask candidates how they would handle a particular scenario.

e  Askcandidates questions that require open answers, not just yes or no
responses.

If you are uncertain about framing questions appropriately, your
human resources staff should be able to offer you some support. Further-
more, validating formal education and training along with actual work
experience is quite simple. This can be accomplished using any standard
preemployment investigation process. Many large companies routinely per-
form background checks on prospective employees. Most do so through
their human resource, or security departments. Others contract this service
out to one of the many companies that specialize in background investiga-
tions. At IWC, preemployment investigations are conducted internally by
the security staff.

Also remember that in some countries, laws or corporate policies may
prohibit asking personal questions. For example, questions concerning the
applicant’s age, marital status, religious beliefs, political or sexual prefer-
ences, and the like may be prohibited. Human resources can provide guid-
ance in this area. One of the safest ways to view such matters is to ask
yourself if the information being asked is pertinent to successfully accom-
plishing the work the applicant is being considered for. If not, don’t ask.

Judgment and Trustworthiness

Some of the more difficult characteristics to assess may require assistance
from professional recruiters or staffing organizations. Selecting a candidate
who will best fit into the organization can be difficult. How do you know
who will be the best employee? How do you assess traits such as personal-
ity, judgment, ambition, and trustworthiness?

It’s one thing to find a person who is highly qualified technically. It is
quite another to find someone who will be a good fit into the organization in
terms of personality, ambition, judgment, and trustworthiness. To assess
judgment and trustworthiness consider the following:

e  Ask the prospective candidates questions that address ethical situa-
tions, such as what they would do if their boss asked them to falsify a
report.

e  Have the candidates assess how they believe their current customers
would assess their performance.

e  Have the candidates discuss their own weaknesses and what they
believe they need to do to improve them.
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Questions of this nature should provide insight into how the candidate
thinks and reacts to different situations. The answers will assist you in more
objectively assessing any potential candidate.

Another important characteristic to assess is the leadership potential
of a candidate. Any manager of an organization must spend time looking for
and developing potential successors. Part of the IWC CSM’s obligation to
IWC is to prepare for a smooth transition should the CSM be promoted or
leave the company. Some CSMs may be reluctant to train a replacement,
because they are concerned about their own job security. Some also fail to
see why they should help the corporation if they leave it, because they
would probably choose to leave because they believe the corporation failed
to give them enough pay or some other “deserved” benefit. Some corpora-
tions require that such a process be in place in every department; however,
often this process is given more “lip service” than actual implementation as
the corporation intended. As the CSM, don’t forget that you are human and
may die of natural or unnatural causes. The main reason to train at least one
potential replacement is that it is the right thing to do and the professional
thing to do.

Continuity of organizational performance is a management responsi-
bility. By developing and preparing a successor, a manager increases the
likelihood of maintaining the same level of performance should there be a
management change. There is another important reason to assess the leader-
ship potential of a candidate. Security professionals are generally placed
into an environment where they must make decisions, solve problems, and
influence other employees to engage in behaviors that are good for security
but may adversely impact efficiency. Being able to work convincingly with
people in these circumstances requires some degree of persuasive capabili-
ties and leadership. Those same qualities are what security managers need.
Besides, as the CSM, don’t you want your managers to train replacements so
that if they leave you are not left trying to find a suitable replacement? If you
require it of your managers, as you should, wouldn’t they be wondering why
you do not do the same for them?

Firing or Terminating an Employee

Terminating an employee, for whatever reason, is stressful. It is stressful
for both the employee and the manager. Often the need to terminate an
employee develops for business reasons and is no fault of the employee
being terminated. Economic downturns or changes in the business cycle
can adversely impact any industry, leading to reductions in the workforce.
However, there are occasions when it is necessary to terminate an employee
for cause—that is to say, you may need to terminate an employee for reasons
of poor performance or bad behavior. Although this is a difficult process,
there are things you can do to make it easier. Prior to hiring any employee,



140 THE MANAGER'S HANDBOOK FOR CORPORATE SECURITY

follow the hiring guidelines stated in the preceding section. They will assist
you in your candidate assessment as you attempt to identify and select the
best possible person for the job.

If, after you have hired an employee and in spite of your thorough
preparation, he or she is not getting the job done, you will need to take a dif-
ferent course of action. If they are within the 90-day probation period such
as that used by IWC, they can be terminated with less difficulty because they
are considered temporary employees until their probation period is over.

But your first response should not be to fire the employee; it should be
to engage him or her in counseling. When employees are not performing up
to expectations, it is critical to engage them early on and review the situa-
tion with them. All managers have an obligation to employees to provide
them with performance feedback. One of the most difficult aspects of man-
agement responsibility for most people is providing a fair and honest per-
formance assessment. If employees are not doing what is expected of them,
they must be told. All employees must clearly understand what is expected
from them and if they are not fulfilling these expectations, they must be told
of their shortcomings. Doing so reinforces the employees’ understanding of
their obligations and gives them early notice that improvement is necessary.
Furthermore, a mutually agreed on corrective action plan between the
employee and manager should be developed with the intent of helping
the employee improve job performance. Documenting expectations and
establishing performance parameters and schedules creates a frame-
work within which employees can work to improve their performance. Fre-
quent reviews and counseling sessions should be held with the employees.
Their performance should be assessed regularly until it has reached an
acceptable level. After reaching that level, periodic reviews should still
take place.

As the IWC CSM, your managers will be responsible for such activities
with the employees under them, and you are responsible for using the same
process with the managers. Some managers may shy away from such activi-
ties, and as their manager you must be alert to those managers who are fail-
ing to do their managerial job when it comes to counseling their security
staff. That activity comes with the job of managing. As their manager, you
must ensure that your managers understand this and perform the job as
required.

When some managers see that an employee is not performing up
to standards, they assign the work to others instead of counseling the
employee. This adversely impacts both morale and productivity. Your
manager’s security staff may rationalize working less hard because working
hard will only lead to more work piled on them, while others have less work
to do because they are lazy or incompetent. The entire organization will suf-
fer in productivity and morale because of this type of management. As the
security department manager, always fighting for staffing and budget, you
cannot afford to have anyone performing below standards. You and your
managers must provide the leadership and management required to be
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successful. Making difficult decisions is part of the job. If you can’t handle
that part of the CSM job, then maybe management is not for you.

If the employee’s performance does not sufficiently improve over
time, further and more permanent action may be necessary. Once you have
determined that an employee can’t perform to the level of management’s
expectation, it becomes necessary to downgrade or fire that employee. All
downgrades and termination actions must be executed in accordance with
corporate guidelines. Failure to do so may leave you vulnerable to legal
action. Always coordinate counseling and termination activities with
human resources specialists to ensure that the counseling and termination
is done legally and professionally. This may help reduce the potential for a
successful wrongful discharge lawsuit. A successful suit will place you
under intense evaluation by management, and if it is determined that you
were wrong, you may be the next person to be terminated. Sometimes it
seems incomprehensible that anyone would want to leave the professional
security specialist world for that of management.

BUDGETING

After you have determined your statement of work and identified the
needed people, equipment, and facility space you need, you must develop a
budget. Failure to develop a quality budget may inhibit your ability to
develop and manage an effective organization. An ineffective organization
can only lead to an inadequate CAPP. Please do not play the budget “game”
and ask for more than you need. If you can show specific justification for
your needs and what work will be delayed if the budget decreases, you have
a better chance of getting what you need. If you end up getting a reputation
for inflating your budget requests, you may get a budget of far less than you
may actually need.

Merriam-Webster defines budget as “a plan for the coordination of
resources and expenditures.”? It is used to assist in the proper and prudent
allocation of resources.

The budgeting processes you will encounter may vary considerably.
Different businesses or companies choose to use the budgeting approach
that best fits their needs. Even within companies you may encounter differ-
ent processes for budgeting. Following are descriptions of two approaches
you may find.

Zero-based budget: This budget process requires the CSM to assess the
complete security statement of work (SOW) and identify the resources
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needed to fulfill that SOW. A critical component of this process is
ensuring that the SOW is valid. With the zero-based budget process it
is necessary to first identify the drivers to that SOW. Drivers are
the specific regulations, laws, contractual requirements, company
policies, customer expectations, or executive management needs and
requirements that cause the IWC security department to take a protec-
tive action. For example, a local fire code that requires IWC to take a
particular action, thereby ensuring or improving fire safety or enhanc-
ing fire prevention methods, can be characterized as a driver. Because
this fire code exists, certain actions must be taken for IWC to be com-
pliant with that code. To take that action, resources have to be avail-
able. Those resources cost money and must be planned for, budgeted,
and acquired. The resources may be in the form of labor, material,
capital assets, or services provided from a supplier. Regardless of their
form, they cost money and must be planned for within the budget
process.

Affordability-based budget: This budget process differs significantly
from the zero-based budget process. In this budget process the security
SOW is shaped by the available budget; the CSM works to form the
security SOW to fit into the available budget. Generally, this process
provides less available budget than what is necessary to maintain a
fully compliant and fully serviced SOW. Therefore, the CSM must
identify areas of security where a risk of noncompliance or borderline
compliance will be accepted or a degradation of services will occur.
Usually, this means imposing less timely or less efficient processes on
your customers—which may in fact increase costs. Simply stated, cus-
tomers may have to wait longer to receive the services they need in
order to offset the lack of available resources needed to deliver them
more expediently. This can be dangerous in that the corporation’s
work may continue but at an unacceptable level of risk, because secu-
rity doesn’t have the time or resources to provide the needed service or
support and business can’t wait.

Throughout the budget process, all SOW requirements must be
identified. Once identified, an assessment of the necessary resources to
perform the SOW must be made. In an ideal world, the necessary resources
(budget) would be provided to the security department for the implementa-
tion of processes supporting the SOW. In the real world, the SOW is
often aligned with available resources, causing a risk acceptance evalua-
tion. If enough resources are not available to fulfill the SOW, some degree
of risk must be accepted for the portion of the SOW that will not be ful-
filled. Often the choice of what does not get accomplished or is only
marginally accomplished is left to you as the CSM. Nevertheless, execu-
tive management should be aware of and accept or acknowledge this
condition.
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Whatever process is employed to establish the security budget, the fol-
lowing categories of resources must be addressed:

e People: The human resources (security professionals) needed to exe-
cute the statement of work

e  Equipment: The tools needed by security that don’t fit into the capital
asset category

e Capital assets: The fixed or permanent assets, or those employed in
conducting business

e  Training and development for the security professionals: In order to
maintain a skilled and effective workforce, periodic education and
training is necessary. Keeping up with technological developments in
the security or management field is one example of the type of training
a security work force will need.

For the budget process to be successful, there must be an identifiable
relationship to available resources (expressed in the form of monies budg-
eted) and the SOW. Questions that must be considered when developing a
budget include:

What must be done?

For whom must it be done?

What results are expected?

What will it take to do it?

How much will it cost?

What are the recurring costs?
What are the one-time costs?

What is the return on investments?
What happens if it isn’t done?

CONTROLLING

Action plans are developed by the CSM to facilitate achieving the CAPP and
the security department’s vision, mission, goals, and objectives. Controlling
an organization means that the implementation of action plans is done in
accordance with defined and documented expectations. Performance of
action plans is monitored, compared with expectations, and adjusted or
improved accordingly. Simply put, when you as the CSM implement your
action plan:

Did you accomplish what you expected to accomplish?

If you did, how do you know?

If you did not, how do you know? Why not and how do you improve?
How much did it cost you?
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When establishing organizational controls consider the following:

Organization design: The security organization and security job struc-
tures are designed to match the organization’s SOW, that is to say, the
work your organization must perform. Plans are developed to align
your resources with the requirements of the SOW. Procedures and
processes are written and mapped to define and describe how the
work gets done and what expectations will be met.

Expectations: The security organization is expected to deliver or pro-
duce something. It may be a product (such as a badge), a service, or
support as part of a project team. In any event, targets of performance
levels or delivery of specific products, services, or support must be
defined. It is necessary to determine just how fast, how frequent, how
many, or how effective are the products and services produced and
delivered. Boundaries must be set and balanced in accordance with
customer expectations and available resources. Boundaries provide a
standard to measure against to determine effectiveness of performance
and achievement of goals. Key success factors should also be identi-
fied. Success factors are activities, events, or milestones that must
occur for you to be successful. Knowing what key success factors are
and monitoring them will assist in periodic determinations and assess-
ment of progress.

Monitor: Monitoring the IWC CAPP or security department perform-
ance in relationship to alignment with plans will provide you with
early and periodic assessments of progress. Measuring results with
performance metrics and measuring customer satisfaction with cus-
tomer surveys should provide sufficient feedback to compare perform-
ance with expectations. Perhaps the most important benefit from
measurement is that it provides for early feedback on performance.
Knowing if you are on or off track early in the process allows for per-
formance adjustments and improvement before things get out of con-
trol. Periodic measurement is essential for problem identification. By
monitoring performance you develop an understanding of how well
you are performing. Through measurement, you may validate perform-
ance to determine if it is as expected, or you may identify systemic and
individual problems requiring corrective action to be taken.

Improve: When problems are identified, corrective actions must be
taken. Failure to take corrective action can either cause you to operate
at a reduced level of efficiency or allow problems to get out of control.
Either way, the protection of assets will suffer. When problems are
identified, include your security staff in the problem-solving process.
Use tools such as process and workflow diagrams to map all steps of
a process (see Figure 7-3). This will enable identification of non-
value-added steps and the root causes of any systemic problems. When
beginning the problem-solving process, consider the following steps:
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Figure 7-3 A sample flow process chart: the IWC employee badge process.

Clearly identify the problem

« Involve employees in developing potential solutions
» Assess cost and impact of changes

Rank all potential solutions
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« Develop strategies to implement best solution

e Change process, command media, or work instruction
e Train employees on new standard

e Monitor performance of new standard

Reward: Tt is important to offer positive recognition for improvements
made by employees. Any time employees correct a problem or im-
prove a process, a positive response from you and your appropriate
manager is in order. When employees use measurement data to iden-
tify and solve problems, that behavior should be reinforced. Reinforce-
ment will encourage them to continue to make decisions and changes
based on data. The amount of recognition or reward should vary
depending on the magnitude of the problem solved. In some cases, the
mere acknowledgment of their efforts will suffice. In other cases, more
significant rewards such as monetary incentives and promotions may
be necessary. Examples of rewards include certificates of appreciation
or paid attendance at security conferences.

WORKING WITH YOUR MANAGERS

As the CSM of IWC, you have other managers working for you. Your man-
agement team will be the primary vehicle for you to use to get things accom-
plished. Setting your expectations for them early on can help ensure good
performance. Work with your management team to establish the boundaries
within which you expect them to operate. Consider the following:

What do you expect from them?

What constitutes a job well done?

What is their level of authority?

What are their responsibilities?

Define the limitations of their role.

Ensure that they understand organizational goals and objectives.
Provide them with regular performance feedback.

A common problem for new or inexperienced managers is relying on
the skills that got them the job in the first place—in other words, doing the
work themselves instead of managing others to get the work done. Manage-
ment requires a set of skills different from those required of the nonmanage-
rial security professional. Often, when faced with problems or difficult
situations, new CSMs will try to do the work themselves, thus avoiding
what they should be doing—managing others to get the job done. A major
role for you as the IWC CSM when working with your managers is to be their
coach. Spend time with them, ensuring that they understand how to get
things done through their employees and not by doing the work themselves.
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Your approach to your managers is a key factor in how they will treat their
employees.

WORKING WITH YOUR EMPLOYEES

The essential skill of management is the ability to develop and work
with people.
Byron Lane, Managing People: A Practical Guide

As the CSM for IWC, you and your management team will depend heavily
on your employees to perform their duties to the best of their abilities as pro-
fessionals, thus helping to make the security function and CAPP effective
and efficient. Good performance does not happen by accident. It is your
responsibility as the leader and manager of the security department and
CAPP to create an environment where your employees can be successful.
Without successful employees, the IWC CAPP and your security services
and support will not be successful. Creating this environment requires
work. A conscious effort to get the most from employees is needed. You
must plan to develop the behavior of your security staff. When you embark
on this effort, consider the following issues.

Collaborating

The effectiveness of a security organization is totally dependent on the
performance of its people. For the organization to benefit the most, all
employees must participate. A participatory environment is one in which
all employees are part of the decision process. This is best accomplished
when they work together cooperatively within small groups to solve prob-
lems. In this way, each member has a say in the process and a stake in the
outcome.

Team Building

Teams work toward common goals that are understood and accepted by all
team members. Teams work together to achieve long-term goals and objec-
tives. Team members must work openly and honestly with each other
toward a common purpose. Team members must collaborate with each
other. Disagreement is expected. Listening to others and offering ideas is
essential. To build an effective team, the CSM must operate in a collabora-
tive way. Working with team members, the CSM and security managers
must first identify the purpose of the team and its objective. The team itself
should identify issues and problems and work together to develop and
implement strategy. Effective teams will improve the performance of your
organization.
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Communicating

Communication can be accomplished in many ways: letters, memos, email,
voice mail, messages, telephone calls, and face to face. All methods have
value; however, face to face is the most effective. It allows for speaking,
listening, observing, and feedback all at once. It is a very interpersonal
process. When people engage in open and honest face-to-face communica-
tion, not much is hidden. Face-to-face communication allows each person
to react to what is communicated at the moment it is said. Moreover, during
face-to-face communication you have the advantage of reading body
language, which can be very telling. Regular communication with your
employees is a must. Communication must flow both ways, from you to
them and from them to you. Everyone in the security department must feel
free to speak openly and honestly. Open and honest communications facili-
tate trust between people. Being direct and candid in your communications
will reduce the possibility of misunderstandings and encourage people to
also be direct and candid. Honest communication includes being able to
say, “I don’t know. What do you think?” Employees hearing this said would
realize that you were being honest and open with them and that you expect
them to communicate the same way.

More than half of communicating involves listening. Being an effec-
tive listener enables you to better understand the communication. It also
demonstrates to the people speaking that you are interested in what they
have to say. Listening effectively to someone will encourage him or her to be
more open and candid with you.

Motivation

There are many theories on how to motivate employees. Because everyone
is different, it is difficult to determine what most motivates each individual.
Perhaps the best you can do as the CSM for IWC is to focus on creating an
environment in which people are inspired to motivate themselves. Accord-
ing to Dr. Byron Lane of Pepperdine University, a critical component of
motivation is giving people a stake in the organization. When people are
involved in the process of goal setting, decision making, and implementa-
tion, they develop their own motivation. Making employees part of the
process, challenging them to be involved in the organization, and encourag-
ing them to perform to high expectations can generate quite a bit of energy.
When you get them involved, they not only feel part of the process, but
the message they receive from you is that they are trusted. Participation,
involvement, and trust can be powerful means to motivate people.

Delegating

The act of delegating responsibility to others can be difficult and problem-
atic for managers. It requires giving up some control and placing your full
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trust in someone else. For managers who are used to getting the work done
themselves, it can be difficult to rely on others. Watch for this in your man-
agers and be careful you don’t do it yourself. As the CSM for IWC, you have
many responsibilities, obligations, and a large workload. In effect, you can-
not do it all. To be successful, you must be able to effectively delegate work.
This means assigning meaningful tasks and giving managers and employees
the authority to determine how to get the job done and the responsibility for
successful completion of the effort. Not everyone works the same way or has
the same set of skills. Some employees to whom you delegate work require
only that you clearly advise them of your expectations and then stay out of
their way. Let them get the job done. They tend to be self-motivated and
work well with little or no supervision. Others may require more consulting
or coaching from you. You need you to be involved with them to some
extent by providing guidance and support. In any case, understanding the
capabilities of your employees and demonstrating your trust in them are
critical components of delegating successfully. As a CSM, your delegation
of authority will generally be to one or more of your managers. It is up to
them to delegate to their employees.

Delegation never relieves the CSM from the ultimate responsibility for that
which has been delegated. If something goes wrong in the security depart-
ment, it is always the CSM'’s responsibility. You may counsel your staff when
they fail; however, to anyone outside the security department, you take full
responsibility for your staff’s failures and they are given full credit and
acknowledgment for their successes.

Goal Setting

Establishing goals must be a process of participation. As the CSM, you will
be responsible for setting department and individual goals. You are also
obligated to align these goals with company goals. Setting individual goals
allows you to define what you expect your employees to do. It also tells the
employees what the company expects from them. Setting department goals
helps bring the organization together in working toward the same outcome.
Goals should be clearly and concisely stated. They need to be specific, real-
istic, measurable, and mutually understood. All involved personnel ideally
should agree to the goal. Individual and department performance to goals
should be monitored. If performance to the goal is not adequate, corrective
action should be taken or alternative plans should be made to get perform-
ance on track. To be meaningful, goals should be valuable to the organiza-
tion and the company.
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Evaluating

If done properly, assessing an employee’s performance does not have to be a
difficult chore. Providing performance feedback to employees is essential
for their development. Without honest feedback employees don’t really
know how management views their performance. The performance
appraisal process is best used as a development tool. It is a vehicle to facili-
tate open and honest discussion of issues between you and your managers
and between your security managers and employees. Performance evalua-
tion should not be an annual event. It is a process that occurs all year long.
This is not to say that evaluations take place every day. Periodic and timely
review sessions, both formal and informal, should occur throughout the
year. These can be as casual as a brief discussion of what went well and not
so well with the completion of a project. There may also be scheduled ses-
sions for specific discussion of performance issues. Most companies have a
standard process requiring an annual performance assessment along with a
comparison ranking system. This is not enough. Providing performance
feedback should not be saved up for an annual occurrence. Moreover, the
documentation should not be a checklist. A narrative describing both posi-
tive and negative aspects of the employee’s performance is best. This will
lead to very specific discussions of performance issues, assuring the process
of communication between employees and managers. As much as possible,
performance measurement should be as objective as possible. Giving
employees measurable goals will assist in the endeavor.

MANAGING CONFLICT

Managing conflict and dealing with difficult people is part of a CSM’s job. It
is not the fun part, but it is a necessary part. Failing to deal with conflict or
difficult people is a recipe for disaster. When you do not confront conflict or
difficult people, you reinforce their negative behavior. Conflict will not go
away on its own. You must deal with conflict when it occurs and deal with
difficult people early on. Before confronting employees, try to determine
what may be causing the improper behavior. Think about why they may be
acting in such a negative way:

Is it something you or one of your managers may be doing?

Are there problems in the organization you should know about?

Do they have personal problems that are affecting their work?

Are they having disagreements with other employees that continue to
fester?

You or your security manager may need to consult with others (e.g.,
human relations specialists) to help you understand what is going on. Think
about the consequences of conflict and what you must do to eliminate it.
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After you have thought through the situation, you must decide to ask the
employee’s manager to confront the person or persons involved; you may
want to sit in on the meeting or you may want to handle it yourself, depend-
ing on the circumstances and personalities involved. One word of caution:
Remember that if the employee does not work directly for you but for one of
your managers, that manager is the one who must take the action, with your
support. Since people are not mind readers, you should discuss the follow-
ing issues with the manager:

Tell him or her what you see.

Be brief and to the point.

State the facts and your observations, but don’t dwell on them.
Approach the situation in a positive way, but be firm.

Do not argue if the person becomes angry.

Try to establish a positive tone.

Listen to what he or she has to say.

Share your perspective and concerns without being condescending.
Never, never embarrass or humiliate the people involved.

Treat him or her with dignity and respect.

Be firm and committed in expressing your concerns and expectations.

DEALING WITH SATELLITE OFFICES IN THE UNITED STATES

As the IWC CSM your primary focus will begin with the corporate office and
its main business units, not the satellite offices. These main business units
have most of the people, revenue, activity, and problems. Satellite offices,
usually sales and marketing offices, generally don’t require as much of your
attention. They are geographically distant from the main business units and
have fewer people—thus, presumably, fewer assets protection needs and
problems. The IWC satellite office staffs operate independently, usually
interfacing with customer representatives and other marketing and sales
people. The business environment and even the culture are different from
the rest of IWC. At IWGC, you should consider security managers assigned to
each of the satellite offices to act as your representatives, based on their
needs and your budget.

When satellite offices do have security problems, the problems tend to
be physical security or information security related. Lost or stolen property
tends to be the most common physical security issue. Lost or stolen laptops
and other computing devices tend to make up many of the information
security problems. What seldom comes to your attention is the loss of infor-
mation by other means, such as overheard casual conversations, use of
unprotected communications devices, and social engineering; these are
ways in which information becomes vulnerable or even compromised.
Sales, marketing, and customer relations organizations, by training and pur-
pose, want to share information, not protect it. That alone makes it difficult
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for a security professional. Trying to convince people to behave contrary to
their training, impulse, and even nature is difficult. Perhaps the best thing a
CSM can do to assist the security representative in those locations is to
assist in ensuring a more aggressive security education and awareness pro-
gram. Raising the security consciousness level of all employees working in
satellite offices will hopefully help in getting them to change their behavior.
Also, spending some time with them to ensure that they know you, know
your concerns, and have access to you for advice will go a long way toward
influencing behavior changes.

DEALING WITH SATELLITE OFFICES IN FOREIGN LANDS

The biggest problem with satellite offices located in foreign countries is of
course that they are far more geographically separated from the main busi-
ness units. Other issues that impact a CSM’s ability to provide overall effec-
tive and efficient management to those offices include:

Different cultures

Different native languages

Different government laws

Employees of the foreign nation-state make up the vast majority of the
employees and may see things differently

Local management manages most of the functions

e  Different time zones

This all contributes to creating an environment that is more difficult to
manage and also may be less secure. As in the case of IWC, the employees in
these offices operate independently, with little or no supervision. Since
they include sales and marketing functions much like satellite offices in the
United States, but also include manufacturing facilities, they share some of
the same assets protection issues of the United States’ manufacturing plants
and offices. Satellite offices must operate within the legal structure of the
country they are in. This does not mean that the laws of the nation-state
where the corporation is headquartered (e.g., the United States for IWC) are
not applicable to these offices; however, the laws of the country they oper-
ate within are paramount.

As the IWC CSM you have the responsibility to work with satellite
offices and the company’s international lawyers to assess potential vulner-
abilities and problems. As with domestic satellite offices, perhaps the best
assets protection you can provide to them is to help them develop a security
awareness program. This should increase employee consciousness of
security in general and make them aware of potential vulnerabilities and
problems. However, three other functions are also very important for suc-
cessfully protecting IWC assets at these foreign locations. They are:
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e  (Close liaison with the local law enforcement and security agencies
e  Risk assessments relative to the assets at those facilities
e An IWC CAPP for each IWC foreign manufacturing facility

Based on the location of IWC’s foreign offices and manufacturing
plants in Asia and Europe, the CSM, with the approval of IWC executive
management, has hired a United States citizen with security and manage-
ment experience to head up each of the security offices in Asia and Europe.
Those managers were recruited away from firms already operating in those
continents, so travel costs were minimized. In addition, they were already
familiar with the local cultures.

Another area of concern to the CSM is with international travelers and
expatriates. The world is not a safe place. Whether in Asia, Africa, the Mid-
dle East, Europe, South or Central America, or almost any other place out-
side of the United States, the security vulnerabilities and risks may be
higher than in America. This is true even taking into consideration the
events of 9/11. Understanding this and making sure the IWC employees
understand it as well will help them in developing a proper perspective in
terms of security and protection. Accepting environmental conditions is a
big step toward dealing with them.

CASE STUDY

An international corporation headquartered in the United States with
manufacturing offices worldwide established a system to monitor its com-
puter networks on a global basis. During that monitoring, it was subse-
quently determined that for several years a foreign employee in an Asian
manufacturing plant had been using hacking tools to acquire sensitive cor-
porate business information. The manager of the plant, also a local national,
was advised that the employee was under internal investigation. That plant
manager called the employee into his office and told him that he was under
investigation. The corporate investigator found out what the plant manager
had done. The employee was terminated, but the plant manager was not.
Was the plant manager watching out for the other local national employee?
If so, the loyalty was more of a nationalistic one than a corporate one. Was
the manager also involved in the theft of sensitive information with that
employee? Did the manager just lack common sense in dealing with the
situation? No one knows, but that plant manager is still in place.

QUALITY, PROCESS IMPROVEMENT, AND METRICS MANAGEMENT:
ASSESSING ORGANIZATIONAL PERFORMANCE

When the IWC CSM has all security functions up and running, their per-
formance needs to be assessed. Has the goal of “doing it right the first time”
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been met? Can processes be improved and efficiency gains made? Are work-
load, process performance, and costs effectively measured? The following
paragraphs will provide an overview of these important concepts.

Process Management

To determine the effectiveness of any single security process it is necessary
to measure that process. What gets measured will depend on how the
process works. For example, a transactional process may require measuring
the cycle time of each transaction. In some cases, the amount of what
is being delivered is most important. In other cases, the frequency of
delivery matters most. In any event, determining what gets measured is
a product of what the process is intended to do. In other words, the
process is designed to do something. Does that something get done? If so,
how efficient, effective, frequent, or expensive is the process of getting it
done?

What is a process anyway? A process is a series of steps or actions
taken to produce products or services. To measure it first requires an under-
standing of the process itself. What are the requirements that drive the
process? In other words, why do it at all? What is the final product or service
delivered? Who are the customers? Are their needs and expectations being
met? How does the process itself work? Are there dependent subprocesses?
Who are the process owners? These are questions to which you will need to
know the answers to successfully assess security and assets protection
processes’ effectiveness.

A tool used by the IWC CSM to assist in developing an understanding
of how a process works is the process flow diagram. In this diagram, each
step in any process is identified and examined to determine how that step
fits into the whole process. Furthermore, the value of each step itself is
assessed. In other words, is it necessary to perform that step and does it
bring value to the customer? By placing each step of the process in a flow
diagram form, an assessment can be made of each step individually. Unnec-
essary or non-value-added steps should be eliminated or redesigned into
value-added steps (see Figure 7-3).

Once a process is diagrammed and refined, measuring the actual per-
formance of the process against the desired outcome is essential. This will
show just how effective the process is. For example, if the IWC CSM needs
to be able to produce a company employee identification badge at a cost of
$5 per badge and delivered within 24 hours of the request, then what gets
measured is the cost to make the badge and the amount of time it takes to
deliver that badge. Comparison of the actual cost and production time to the
desired cost and production time will tell the CSM if the process is effective
and efficient.
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Performance Management

The IWC CSM understands that determining the success of the IWC security
organization and assets protection program can be, and usually is, measured
in many ways. Some processes, such as producing badges, may be measured
by the cost to make the badge and the amount of time it takes to produce a
single badge. Other areas of security, such as compliance with laws and
regulation, are usually measured through the government or regulatory
agency inspection process. Here a government organization with oversight
responsibilities will conduct an inspection at a site or facility to assess the
level of compliance. Any areas found to be noncompliant will require
corrective action and may lead to the issuance of a citation. Compliance
with IWC policy and procedures is usually measured through the internal
audit process. Additionally, every security program should include a self-
inspection process. Self-inspections should be conducted periodically by
the security organization and used as a tool to help understand the organiza-
tion’s level of performance and help prepare for external agency reviews.
Furthermore, such tools can be offered to department managers for their
own self-inspections.

Using Technology to Deliver Security Services

There are many reasons to deploy technology in the effort to protect assets.
However, technology can also be used to improve the efficiency of security
services and products delivery. Some available technologies are quite obvi-
ous to the IWC CSM and have been in use for some time. Others may reside
within the company and are just waiting to be tapped into. Many informa-
tion technology tools and capabilities already exist that, if deployed prop-
erly for the delivery of security services, could reduce security costs
significantly. As a responsible CSM, the IWC CSM is continually looking for
ways to achieve more cost-effective delivery of services.

In today’s tight resource environment, efficiency and timeliness are
not the only motivations for seeking alternative means of service and prod-
uct delivery. The lack of budget to explore other options or add staff may
drive you to seek help from technology. Furthermore, if you can’t get more
budgeted for additional resources that you have determined to be necessary
to improve or enhance your security program, then the use of technology
may free already-committed resources. This should allow you to redeploy
those freed resources to other areas where they may be needed.

Security is a cost center and not a revenue producing entity; therefore,
it is in competition with other organizations for budget monies. How that
budget money is obtained varies and is often dependent on the demon-
strated added value of the assets protection or security program. As an
example, if through an inspection it is determined that a security program is
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out of compliance and this noncompliant condition could adversely impact
sales or a contractual obligation, management will divert resources to cor-
rect this problem. The only concern you may have as the CSM is that some-
one else may be the person who receives the additional resources to fix the
problem if the noncompliant condition was a result of something you did or
did not do.

It is not necessary to be completely dependent on the budgetary discre-
tion of management. The solutions may rest within your own creativity as a
CSM and your willingness to explore other options. We suggest you take
the initiative to do this on your own and not wait for a budget or compliance
crisis.

How to Use Information Technology to Deliver Security Services

When looking for ways to use information technology to enhance the deliv-
ery of security services such as assets protection services and support func-
tions, first start with examining transactional services. It is the transactional
services and not the consultative or oversight services where information
technology can be deployed most cost-effectively. At IWC, the CSM first
examined the security education and awareness training program process
and determined it to be an ideal candidate for the use of information tech-
nology as a means to deliver this service. It was determined that in many
ways security education is a transactional process. At IWC, security educa-
tion is accomplished by a department that has responsibility for the imple-
mentation of a training and awareness program for the rank and file. They
accomplish their task through a labor-intensive process, yet much of the
work is recurring and repetitive (a transactional process) covering subjects
such as the following:

Workplace violence prevention training

Protection of company information

Automated information systems user security training

New employee indoctrination

International/foreign travel security and safety briefings

Protection of classified information for IWC’s government customers

Traditionally, these products were delivered through standard brief-
ing packages designed for all company employees. Each addressed the areas
in which particular employee awareness is needed or even mandated
(company policy or government regulation). On some sort of a scheduled
basis, employees are identified as requiring awareness training and are noti-
fied to attend a formal presentation. These presentations are delivered to a
group of employees who attend together. In this case the following steps
take place:
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The requirement(s) is/are identified.

The briefing is designed and developed.

A target audience is identified and scheduled.

An IWC security professional conducts a formal presentation (to a
group or to an individual).

5. Each employee security/personnel record is annotated to indicate
requirement fulfilled.
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Steps 1 and 2 are one-time events. First, a requirement is identified. It
may be in the form of a government regulation or a company policy, or it
may be a management desire to have employee awareness increased in a
particular area of concern. After the requirement is established, training
materials are developed. They may be delivered as a briefing or presenta-
tion, brochure, pamphlet, videotape, or computer program. This process,
excluding revisions and updates, is a one-time creative process, with peri-
odic updates as needed, and is the process most dependent on the expertise
of the security professional. Steps 3, 4, and 5 are recurring transactional
steps and could be more efficiently executed with the help of information
technology.

Using technologies such as computer-based training, a Web-based
security education and awareness program can be built into the IWC intra-
net. Feeding from, and connected to, the human resources employee data-
base, a security information system can be established with criteria
developed by security and compared against the HR database. Those
employees who require a particular type of awareness training could
receive an electronic notification directing them to a Web site to complete
their mandated training. At their leisure, and in lieu of taking scheduled
time to attend a group presentation, the identified employee can visit the
specified Web site and complete the training course. This process usually
takes significantly less time than the process of attending briefings. Upon
completion of training, the computer system can generate a notification
updating the personnel/security record for that employee. A security pro-
fessional can create custom reports allowing for the review of this process to
ensure that it works as designed. Overall, this process would save time for
the employee (someone else’s costs) and the security professional (your
costs).

Quality and Oversight

It is a mixed blessing that security programs are often subject to very close
oversight. It is good to have an external (outside of the security organization)
perspective and assessment. But dealing with these activities and organiza-
tions is time-consuming and can be difficult. Internal audit programs, gov-
ernment inspections, and customer security reviews are some of the various
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methods employed to determine the effectiveness of a security program.
Dealing with audits and inspections takes much time and effort. However,
they provide a CSM with periodic feedback on the condition of the security
program. Their other downside is that more often than not the focus is on
compliance and not on efficiency. Efficiency needs to be measured, and the
good news is that the CSM can do this.

Perhaps the most important method for measuring the efficiency and
effectiveness of any security program is to have solid metrics in place (as in
the badge example) measuring all key processes for delivering products and
services and to conduct self-assessments or self-inspections. Conducting
self-inspections helps a security organization understand where it stands in
relation to all compliance obligations (i.e., policies, procedures, regula-
tions, and contractual obligations). Conducting self-inspections allows a
CSM to tailor the inspection or assessment process to focus on issues of effi-
ciency. During a self-inspection or self-assessment special emphasis can be
placed on assessing efficiency or effectiveness of processes and the delivery
of products and services.

SUMMARY

Establishing and managing the IWC security department requires the devel-
opment of a statement of work and an understanding of the internal and
external customers’ assets protection requirements that are additional to the
basic assets protection requirements of any publicly owned corporation.
The assets protection requirements are based on people, information, and
physical assets. When you come to work as the new IWC CSM, you should
come to work with a plan and then work the plan.

CSM responsibilities include the normal management responsibilities
of planning, budgeting, controlling, staffing, and counseling. They also
require working in a team-emphasized environment where the CSM encour-
ages everyone to work cooperatively and also to communicate extensively
throughout the security department and IWC.

Because IWC is an international corporation, it has offices in the
United States, Europe, and Asia. Consequently, the CSM must establish and
manage a security department and CAPP that include the foreign locations.

NOTE: Additional information on matters contained in this chapter is avail-
able on the Web site: http://www.shockwavewriters.com. Click on “Books,”
this book cover’s icon, and then Chapter 7.

ENDNOTES

1.  Senge, Peter M. The Fifth Discipline. New York: Doubleday/Currency, 1990.
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Smaller organizations cannot afford to have highly specialized security profes-
sionals. Usually, there is insufficient work in their specialty for them, and they
do not bring the flexibility of performance a small organization generally
needs. Small organizations need security professionals with broad under-
standing and familiarity with most, if not all, aspects of security. In essence,
they need to be security generalists. In a small organization the security profes-
sional may be required to work on issues of physical security, information
security, and personnel security.

Webster’s Ninth New Collegiate Dictionary. Springfield, MA: Merriam-
Webster Inc., 1987.
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THE CORPORATE
SECURITY FUNCTIONS

Continuing our look at the world of the security professional, the corporate
security manager (CSM), and establishing and managing a corporate assets
protection program (CAPP), Part III provides a yet narrower focus on the
CSM and the CAPP.

This part provides detailed discussions on 11 primary assets protec-

tion functions that are part of a CAPP, as well as a discussion of outsourcing
security functions. They include:

B W N R
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10.
11.

Administrative Security—policies and procedures

Physical Security—protecting facilities and other property

Personnel Security—protecting people

Security Education Awareness and Training Program—educating
employees

Fire Protection—protecting people and property

Contingency Planning—preparing for the worst
Investigations—investigating noncompliance and a crime prevention
program

Government Security—service and support of government contracts
Information Security—protecting information in all environments
Executive Protection—protecting executive management

Event Security—providing for the safety of people and property at
events

Since many corporations and CSMs are always looking for ways to

save corporate money and gain efficiencies in security operations, this part
includes a discussion of outsourcing various assets protection functions.
The benefits up front of people-related costs avoidance (e.g., salary, benefits
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such as paid vacations, medical and dental insurance, and retirement fund-
ing) on the surface look like a great way to save money. However, it may over
the long term cost more as the contract costs increase, while “outsiders”
have responsibility for protecting the vital assets of the corporation. Can
they be relied upon to protect the corporate assets as they must be pro-
tected? Can they be trusted?



Administrative Security

The majority of men meet with failure because of their lack of
persistence in creating new plans to take the place of those which fail.

Napoleon Hill

This chapter explains and provides examples of how to identify and de-
scribe corporate assets protection plans, policies, procedures, and projects.

INTRODUCTION

For the corporate security manager (CSM) and the International Widget Cor-
poration (IWC) security department staff to successfully perform their
duties and meet their responsibilities, there must be guidelines and direc-
tions provided to them and to the employees of IWC.

It is logical then to establish written policies and procedures and for-
mal processes. To do otherwise would cause employees to protect assets as
they saw fit, or not protect them at all. The IWC security staff could then
each perform their duties as he or she saw fit.

Obviously, plans, policies, procedures, and processes bring order to an
otherwise chaotic environment. All of these plans, policies, procedures,
and processes are documented on paper and make up what is called admin-
istrative security. It is so called because it is the basis for administering an
IWC assets protection program.

There are various ways of looking at plans, policies, and procedures as
to which drive which. For our purposes, we view them as driving and sup-
porting each other in the following order:

1. Plans

2. Policies
3.  Procedures
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The logic is as follows. Assets protection plans are not developed in a
vacuum. Remember that the IWC corporate security department is a service-
and support-driven organization. As part of that endeavor, the security
department’s assets protection plans must support the IWC business plans.
It then follows that the plans call for certain actions to protect IWC assets.
That leads to policies that set the overall direction for that protection. Based
on the overall policies, procedures are developed at a more definitive
level to provide guidance as to how employees will comply with that pol-
icy. The procedures, once documented, lead to developing processes that
will provide even more detail as to how to comply. Thus, there is the top-
down and bottom-up synergy that takes place to ensure a total integration
of all aspects of the IWC corporate assets protection program (CAPP) (see
Figure 8-1).

Remember that we are discussing the plans, policies, and procedures
that are established, implemented, maintained, and applied to all IWC
departments. This should not be confused with security department plans,
policies, and procedures (e.g., work instructions, which apply strictly
within the security department).

CORPORATE SECURITY DEPARTMENT PROJECTS

To upgrade IWC’s assets protection program to meet the IWC goals, the CSM
decided to identify specific projects and use formal project management

International Widget Corporation

(W)
|
| | |
Strategic Business Tactical Business Annual Business
Plan (SBP) Plan (TBP) Plan (ABP)

IWC Assets Protection Program
(CAPP)

CAPP Policies

CAPP Procedures

IWC Departments' |_|
CAPP Procedures

CAPP Processes

Figure 8-1 The administrative security flow process.
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techniques. The CSM compared this process to building a protective wall
around the IWC assets that require protection. The CSM explained to the
security department staff that IWC has some good protection processes
already in place, some that require updating, and some that are needed but
are not in place. It was like building a wall in which some bricks were sol-
idly in place, some were cracked and needed repair, and there are some
places where the wall has holes in it. The projects were to be designed and
implemented to strengthen the assets protection wall by adding more bricks
in places, repairing or replacing old bricks, and then testing the strength of
the bricks in sections and then in the entire wall.

The CSM stated that the projects, process to be used would be as fol-
lows: The CSM would provide the objectives to be accomplished, which
would be stated in the annual business plan (ABP). The CSM advised that
the projects with justifiable exceptions requested by the project lead and
approved by the CSM must be scheduled to meet the objectives within the
IWC calendar year. The CSM’s rationale is that it is better to have many
small projects that can be completed quickly and increase assets protection
in small increments rather then waiting for large projects to be totally com-
pleted at one time. In addition, the successful completion of projects shows
progress and helps build morale with success upon success. Each project
would require:

e  Identification of a specific and measurable objective to be met
e A formal project plan using the IWC-approved and standardized
project-planning software:

The CSM chose the software package because it was approved and
standardized across the IWC departments. Neither the CSM nor the
security department staff want to be identified as not conforming to
IWC standards; although the software was not mandated for use, it
was approved for use. If it does the job as required, why not use what
is available? In addition, management was familiar with this software
package and was accustomed to receiving status reports and briefings
developed by that software. Also, the software was online and the
files could be easily transmitted and shared with others within IWC.
So even though some security personnel said they didn’t like the soft-
ware, gave excuses why other software was easier to use, or said they
didn’t know how to use it, the decision was made. Those who did not
know how to use the software were told to sign up for a training class
that was provided by the IWC training organization. The CSM made a
call to the human resources department’s vice president (the CSM’s
boss), because training was part of the human resources (HR) depart-
ment, and received authority to schedule a special class for all those
in the security department who required the training.

e Each project that would take longer than 30 days to complete would
require a formal project plan.
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The CSM reasoned that any plan that would take less than 30 days to
complete was not worth the trouble of a project plan, since the time
and other resources used would not be as great compared with the
plans taking more than 30 days.

The CSM warned the staff that any attempts to use the 30-day time
period as an “out” for not doing a formal project plan would be
frowned on. Any excuses that were given for a less-than-30-
days project being delayed past the 30-day period would be cause
for a one-on-one meeting with the CSM and the employee’s secu-
rity manager, which was not something any of the staff wanted to
happen.

When there was doubt as to whether or not the 30-day criterion
would be met, a project plan was required.

e  Each project would be assigned a project leader.

e  Each project would have a defined beginning and ending date.

e  Each project would list all the tasks that must be accomplished to com-
plete the project.

e  Each task would identify the individual responsible for completing
the task.

e  FEach task would identify the estimated hours it would take to
accomplish.

e  Each task would identify the crucial factors or dependencies that are
associated with it.

e Each project would be briefed to the CSM and the security personnel at
the weekly staff meeting.

The CSM believed that weekly meetings held on Friday mornings
would provide the opportunity for the project leaders and those
involved in the projects to practice their formal briefing skills.
Meetings would ensure that the entire security staff understood what
was happening within the security department. Lack of communica-
tion and miscommunication are two of the major factors for adversely
affecting interpersonal relationships within organizations, and the
CSM believed that this approach would also help in that area of
concern.

Any delays or potential delays would immediately be brought to the
CSM’s attention by the project leader’s manager. The project lead or
manager would also explain the reason for the delay, the cost factors
associated with the delay, the proposed “get-well” plan to recover,
and the identification of any effects that delay would have on other
projects, departments, or organizations.

e  Completion of each project required a final briefing to discuss lessons
learned, total costs, expected return on investments, and any other fac-
tors that would contribute to managing future security projects.
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This project planning and managing process can be used to fix a prob-
lem or to enhance a current process or procedure. The key factors for its use
include a stated objective to be accomplished, the beginning and ending
date of the project, and the identification of a project leader who will be
responsible for ensuring the project is successfully completed (e.g., on or
before time and on or under budget).

All security staff members received project planning training by the
CSM during one of the early staff meetings. The CSM also directed that
within the year all staff members, including the managers, should attend an
IWC training office class on project management. The CSM also enrolled in
that class and made sure that the security managers were some of the first of
the security staff to attend. The CSM reasoned that the course would offer
the opportunity to learn the way IWC viewed project management. Again,
the idea was that the CSM wanted to integrate the security department into
the mainstream of IWC and apply IWC-approved methods wherever possi-
ble, that is, wherever they met the assets protection objectives.

THE IWC CORPORATE ASSETS PROTECTION PLAN

As the CSM, one of your first tasks is to obtain a copy of the IWC CAPP. You
may find that: (1) there is no such document; (2) the current one is not really
current at all and needs updating; or (3) to your shock and amazement, the
IWC CAPP is current and an excellent document. Of the three options,
which would you prefer and why? Actually, there are benefits to all the
options but they are listed in our preferred order. Does that choice seem
strange? The one you choose will probably be based on where you are com-
ing from and where you are going.

Option 1 has some benefits. If there is no such document as the IWC
CAPP by any name, you can “do it right the first time” and develop one that
meets the needs of IWC using your own tried and true methods. However,
the less experience you have the more difficult it will be to do it right the
first time. If you are new to the CSM position, it may be doubly difficult and
a real challenge

Having a CAPP that has been approved by those who must approve it
has some benefits, of course. “Approve it?” you say. “Why does anyone
have to approve it? [ am the CSM, the security professional, the expert in the
business. I know what I am doing. I don’t need any non-security people out
there playing amateur corporate security expert.” That position may have
worked in the past, maybe in the times of the hunter-gatherers.

Here’s the issue: As the CSM, you are going to establish a CAPP that
will impact everyone and everything in IWC in one form or another. You are
new to IWC and really don’t have a good handle on how assets protection
policies and procedures affect the IWC business of making widgets. You
may have a great way to protect a certain sensitive IWC asset, but you find
that if it were implemented it would slow down production. That is not a
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good idea in the competitive, fast-paced, global marketplace. That choice
may get you a warning the first time you implement it but then fired the sec-
ond time.

The second option also has some very good advantages, especially for
the CSM who has less experience in the profession or less experience at
IWC. The advantage is that you have a framework on which to build, basi-
cally changing it as you see fit. But, as with option 1, some caution is
advised. Option 2 allows you the opportunity to see what executive man-
agement has authorized to date. In other words, you know how much pro-
tection the executive management of IWC will allow at what expense to
productivity, costs, and so forth.

This is important, because if you increase security you must provide
sound, convincing business reasons why that should happen. In this case,
you have an edge because of the previous loss of IWC assets, which caused
the firing of the former CSM. In addition, the CEO is supportive in that the
strategic business plan (SBP) and tactical business Plan (TBP) both have
CAPP goals. Thus, the CAPP already has high visibility and at least some
executive management support. However, that honeymoon may not last
long if you require protection mechanisms that aren’t backed by sound busi-
ness sense.

Option 3 is great if you are new to the CSM position or lack confidence
or experience in CAPP development. However, caution is also needed here,
because IWC assets were lost in the past and the former CSM fired. The
questions you must get answered are:

e Did the assets protection processes as set forth in the CAPP leave a vul-
nerability that allowed the threat agent to take advantage of it?

e Was the CAPP not the issue, but instead a failure by some person or
group to follow proper procedures?

As the new CSM, you should find the answers to these questions and
then determine how the CAPP can be enhanced to mitigate future attacks.
The benefit of a current CAPP is that it has received the approval of execu-
tive management; but it still may be a bad plan. After all, what does execu-
tive management know of CAPP matters except what the CSM tells them,
aside from the common-sense knowledge?

Let’s assume that no IWC CAPP is in existence. So, the IWC must start
from the beginning. Actually, that is not entirely true. As an experienced
CSM, the IWC CSM has brought knowledge and experience to the IWC CSM
position. In addition, the CSM has swapped and collected CAPP plans from
other security professionals over the years. (Several words of caution: Never
take a CAPP without approval of the appropriate corporate authority,
because such plans may be considered and marked as corporate confiden-
tial, private, or proprietary. There is an ethics issue here. Furthermore, the
other CAPPs may be outdated or not meet the needs of IWC—for example, a
different corporate culture or environment.)
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Using the project management techniques discussed in the previous
sections, the CSM establishes a corporate security department CAPP project
team, and either selects a project leader or has the group select its own. If the
security department has one or more specialists who are responsible for the
security department and IWC assets protection policies and procedures
(e.g., the CAPP), then that person or one of those specialists would be the
natural one to head up the project team. Other team members should
include those within the security department who are responsible for each
of the security functions of the security department. These team members
would not be used full time on the project, but would represent the security
functions and provide input as deemed appropriate by the CAPP project
team leader.

Let’s now assume there is a plan in place with outdated portions. The
CSM, who has already read the document and does not agree with some of
the requirements in it and sees other requirements that are obviously lack-
ing, should first meet with the security specialist (or specialists) responsible
for the CAPP and that person’s manager. The main purpose of the meeting
would be to determine why the CAPP is not current and discuss the ration-
ale for all the requirements stated in the document. It may be that some por-
tions were deleted due to executive management objections. These must be
identified, because it is of little use to update the CAPP if it will again meet
resistance and rejection when it is briefed to and coordinated with execu-
tive management.

If the CSM determines that there was resistance and disapproval of
some aspects of the CAPP, then the CSM should look at those issues first.
The approach the CSM will take is to use the CAPP project team to conduct a
limited risk assessment related to the identified issues concerning manage-
ment’s rejection of some much-needed assets protection requirements. The
risk assessment is limited to the specific objective in determining the risks
to a specific asset and the costs of mitigating that risk. It is also limited in
time. For each of the issues in which different assets and departments were
involved (e.g., manufacturing, marketing), a separate, limited risk assess-
ment would be conducted.

The results of the limited risk assessments will then be provided as
part of a formal briefing to the vice president of the pertinent department
and a copy of the report given to the vice president of HR. Providing a copy
of the report to the HR vice president keeps him or her in the communica-
tions loop and ensures that a copy will be available for use for briefing the
CEO and the executive management team on the new CAPP. The limited
assessment would be part of the backup documentation for the briefing.

The CSM reasons that a copy to the CEO would not be a good idea at
this time, because then the CSM would have to explain what it is and why
the CEO has it. The CEO does not currently understand how the new CSM
operates and now is no time to take away from priority CAPP management
to provide an informational report to the CEO. Some CSMs may think such
things help the CSM get visibility and show the great things that the CSM
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and security staff are accomplishing. However, it may have the opposite
effect if the CEO asks questions such as, “Why do I have this? What is it?
What am I do to with it? Do I have to make a decision now based on it?”
What is your reply as the CSM? “Oh, I just thought you would enjoy reading
it, because I know you are not that busy; you don’t have better things to do;
my stuff is so much more important than what you do to run IWGC; and no,
you don’t have to take any action on items that come from this.”

The limited risk assessment will state the risks, the mitigation factors,
and the estimated costs of the increased protection of that particular asset or
set of assets. If the vice president of the department, as the person immedi-
ately responsible for the protection of that asset or assets, does not concur
with the increased protection, then that vice president must formally accept
the risks in writing on the last page of the report and send it back to the CSM.

The acceptance of risk statement reads as follows: “Thave reviewed the
findings of the limited risk assessment conducted by members of the IWC
security staff. I understand the potential loss of, or damage to, IWC assets
under my care that may occur if additional protective processes are not put
in place. I accept that risk.”

You will probably find that most people will be unwilling to sign such
a document, or will try to delay signing and hope the issue is forgotten. The
CSM can never let that happen and can prevent it by including a reply
deadline. If no reply is forthcoming by that date, the report states that addi-
tional safeguards will be put into effect no later than a specific date because
of the failure of the action person to sign the document. A nonreply is taken
as a concurrence.

Often the executive will try to find a way out of the dilemma, and nego-
tiations will take place to examine various options other than those already
stated in the report. The CSM cannot refuse such a request for negotiations,
for to do so would give the executive the ammunition needed to say that the
CSM was not cooperative, was not a team player, and had a “take it or leave
it” attitude. At the same time, this negotiation cannot go on indefinitely. If a
roadblock is reached, then the executive and the CSM should agree that the
matter will be discussed at a meeting with the CEO. The CSM gives the news
to the CSM’s boss, who must be made aware of the situation because the
CEO will soon be involved.

At this point, the IWC vice president of HR (the CSM’s boss) is wonder-
ing if there is some other way out of it. She is concerned that the CSM hasn’t
been in the job very long and already is getting involved in conflicts. The
IWC vice president of HR does not like becoming involved in conflicts. No
matter what the final decision is, the CSM’s performance review and proba-
bly merit raise will be affected because the CSM was not able to resolve the
issue (even though the fault was that of others). The CSM could have
resolved the issue by just allowing the other vice presidents or managers to
have it their way. However, the CSM knows that also contributed to the pre-
vious CSM being fired. It is a no-win situation, but that’s life as a CSM!
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CORPORATE ASSET PROTECTION POLICIES

When discussing assets protection policy, we define it as a codified set of
principles that are directive in nature and that provide the baseline for the
protection of corporate assets.

It is always the best policy to speak the truth, unless, of course, you are
an exceptionally good liar.

Jerome K. Jerome

The corporate assets protection policies are a series of policies that
deal with the protection of various assets categories within IWC. These poli-
cies make up the initial section of the CAPP. They are the foundation for a
CAPP. It is crucial that they:

Cover all assets that must be protected

Cover all aspects of assets protection

Do not have any loopholes that could contribute to vulnerabilities
Are clearly written

Are concise

Take into account the costs of protection

Take into account the benefits of protection

Take into account the associated risks to the assets

Are coordinated with executive management and others as applicable
Are concurred with by executive management and others as applicable
Are actively supported by executive management and all employees
Include a process to ensure that they are maintained current at all
times

One cannot state these requirements too strongly. They are the key to a
successful assets protection program. If the protection program is not stated
in writing, it does not exist. After the assets protection policies are estab-
lished and approved in accordance with IWC requirements (executive man-
agement approval for all policies that affect the entire corporation), the
information contained in the policies must be given to all corporate employ-
ees. This will be done through the IWC security education awareness and
training program (SEATP).

A key process the CSM must establish is one that will maintain all
assets protection policies in a current state. Because this is a crucial func-
tion, the CSM has assigned one staff member full time to ensure that the
policies are current at all times and ensure that when changes are consid-
ered, they are properly coordinated and the information dispensed to all
employees as soon as possible. After all, the changes may just be procedural,
or they may mitigate a risk to some valuable IWC assets.
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The CSM’s lead person for asset protection policies is informed of all
actions, decisions, and other information that is gathered by the security
department staff and others (e.g., auditors). That information is analyzed
and compared against current policy. When conflicts arise between events
and policies, they are analyzed to determine if policies must be updated. If
so, then a process in implemented to do so. If an event occurs that does not
violate policy but obviously weakens the protection of an asset, a change in
policy is given priority to eliminate that identified vulnerability.

For the position of an assets protection policy specialist, the CSM has
chosen a person already employed by human resources. This was done after
interviews and looking at the experience of the security staff. No one in the
security staff was found to be qualified or interested in such a position—to
the security staff it was looked at as being a “nonsecurity paper shuffler” job.
The CSM purposely looked for a qualified employee within IWC, because
that person would already be familiar with IWC culture, processes, and
basically how things were done at IWC.

The CSM was able to get this new position approved by HR and rated
at a sufficiently high level to attract the best candidates. (The CSM tries to
rate all positions at as high a level as possible to attract the best candidates
inside or outside IWC.) This policy position would then be looked on as a
promotion to many in IWC. This kind of position approval is not an easy
task, but the CSM had experience in working with HR specialists so the task
was not as difficult as it might have been.

The person hired had previously worked in an HR office writing HR
policy and procedures documents, coordinating document approvals, and
maintaining the IWC documentation library. The individual responded to
an IWC “vacant position” announcement that was available to all employ-
ees through the online HR network. The person was not actively recruited
within HR, since this violated IWC policy against actively trying to “steal”
employees from one another. This individual had two years of experience at
IWC and had a bachelor’s degree in journalism but no security or assets pro-
tection experience. The CSM wanted someone who could write and coordi-
nate policies and procedures as the first priority and could quickly learn
about security-related matters. The incentive to seek the position was that it
was a promotion from the person’s previously held position and was the
lead position in this function.

At IWC, the CSM develops an administrative document architecture
with an overall assets protection policy document followed by other
asset protection policy documents. The IWC overall policy document (IWC
Assets Protection Policy Document 500-1, also known as APPD 500-1)
begins with a letter from the IWC CEO to show employees that this program
is supported by the CEO. It states:
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To: All IWC Employees
Subject: Protecting IWC’s Assets to Maintain Our Competitive Edge

We are a leading international corporation in the manufacturing and
sales of widgets. Today, we compete around the world in the global mar-
ketplace of fierce competition. In order to maintain a leadership position
and grow, we depend first and foremost on all of you, and provide you
with the resources to help you do your jobs to the best of your ability.
You are vital to our success.

It is the policy of IWC to protect all our vital assets, which are the key to
our success. These include information, manufacturing tools, technol-
ogy, processes, and facilities that we all rely on to be successful. You and
these other vital IWC assets must be able to work in a safe environment,
and our resources must be protected from loss, compromise, or other
adverse effects that impact our ability to compete in the marketplace.

It is also IWC policy to depend on all of you to do your part to protect
these valuable assets in these volatile times. The protection of our assets
can only be accomplished through an effective and efficient assets
protection program. We have begun an aggressive effort to build such a
program.

This directive is the road map to our corporate assets protection program
(CAPP) and the continued success of IWC. In order for the assets protec-
tion program to be successful, you must give it your full support. Your
support is vital to ensure that IWC continues to grow and maintain its
leadership role in the widget industry.

(Signed by the IWC President and CEO)

It is crucial that the CEO lead the way in supporting the protection of
IWC assets. To get the above statement published, the CSM relied on the
policy security staff member to draft a statement for the CEO to sign. The
CSM reasoned that it is always better to write a draft for someone to ensure
that what is published meets the needs of the CAPP and IWC. The statement
was drafted after reviewing numerous other documents and speeches made
by the CEO to ensure that the words and format used were consistent with
what the CEO normally signed. The draft was edited by the CSM, and since
it was going to the CEO, it was also reviewed and edited by the CSM’s boss,
the vice president of human resources. It was then sent to the CEO’s public
relations staff for editing and subsequently presented to the CEO by the
CSM and the vice president of HR, who was always concerned when the
CSM was involved in anything that brought CEO visibility to any aspects of
the human resources department.
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The CSM also made sure there was time available to provide the CEO a
short awareness briefing about assets protection programs (reviewed in
advance by the CSM’s boss, of course). The following outline slides were
used for that briefing:

e Agenda

Purpose of the briefing

Obijective of the briefing

Corporate assets protection program
Today’s business security environment
Current approach

Key elements of proposed approach
Examples

Advantages

Disadvantages

Summary

e Purpose of the briefing: To provide an overview of IWC’s corporate
assets protection program (CAPP)

e  Objective: To obtain support for changes in the IWC CAPP

e CAPP

A proactive program to ensure the cost-effective protection of IWC
assets

Accomplished by identifying the threats, vulnerabilities, and risks to
IWC assets; validating the controls in place to minimize the possibil-
ity of fraud, waste, abuse, theft, damage to those assets; and providing
reports to management relative to the results

More encompassing than “security,” because it more adequately
describes the broad range of functions required to protect IWC assets

e  Today’s business environment

The general business security environment today

Increasing competition, thus more incentive for knowing about or
stealing from competitors

Increasing cases of fraud, waste, abuse, theft, and damage to business
assets

Increasing number of cases of industrial and economic espionage and
netspionage

The majority of threats, vulnerabilities, and risks associated with the
protection of assets are generally not known.
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Loyalty of employees deteriorates as layoffs occur.
Losses from white-collar crime (e.g., fraud) are estimated to be in the

hundreds of billions of dollars.

e  Current audit and security programs are based almost entirely on:

Ensuring compliance with security requirements
Physical protection of IWC assets

“After the fact” reactive responses to events that have already
occurred (e.g., we rely on employees reporting improper activities
through the ethics hotline)

In most cases, the loss of assets has already occurred and may not be
recoverable. (Note: National statistics indicate 18 percent of frauds
discovered by audits, 52 percent by accident, and the remainder [30
percent] by miscellaneous events.)

e  Key elements of proposed approach

Establish vulnerability assessment team
e Permanent members:

Corporate security manager

Manager of investigations

Director of audits

Risk management representative

Manager of compliance audits
e Temporary members:

Assigned based on requests for specific expertise
e Advisors:

Legal office staff member

Director of business ethics

Identify and prioritize targets for assessment

Write target assessment operations plan

Conduct assessment

Analyze results

Provide report to management, with recommendations

e  Example:
Target: Purchasing

Reason for targeting: Involves acquisition of goods and services. They
are especially vulnerable to fraudulent transactions because they
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involve the disbursement of company funds and are one of the pri-
mary places where cash leaves the company.

Basic classifications of fraud:

 Fictitious invoices: Invoice not represented by a legitimate sale

 Override of controls: Record a transaction by circumventing nor-
mal operating procedures

« Overbilling schemes: Perpetrator submits an artificially inflated
invoice to IWC for payment. The amount of overpayment is then
diverted or paid to employee by supplier.

« Excess purchasing of property or services: Order and then divert
supplies for personal use or resale

e Duplicate payments: Occurs when someone has overriding
authority or ability to intercept check mailing in process

« Conflicts of interest: Employee has undisclosed economic inter-
est in a business transaction.

e Advantages of a CAPP
Provides better protection of IWC assets
More effective use of current resources (e.g., staff)
No increase in budget

Identifies weaknesses in policies, procedures, and processes that
adversely impact assets

e  Disadvantages of a CAPP

If wrong-doing discovered and found to be criminal in nature, it may
lead to adverse publicity

o Summary: Today’s business environment is one of increasing compe-
tition, downsizing, white-collar crime, and, often, general disregard
for corporate assets. IWC is not immune from this environment. A pro-
active assets protection program will help eliminate vulnerabilities of
IWC assets conducive to unauthorized acts.

The CEO asked what the CSM wanted him to do. The CSM said, “Right
now, sir, all I need is for you to sign this policy letter, which has been
reviewed and concurred with by all those whose initials are on the docu-
ment. That shows your support in protecting IWC assets and provides
guidance to the IWC employee.” The CEO said to let him know if the
CSM ran into any roadblocks. The CSM thanked the CEO and the meeting
was over.

The CSM had accomplished another objective toward building a CAPP
for IWC. The letter was just one part of it. The CSM also got support from the
CEO to aggressively attack the vulnerabilities problem, because the CEO did
not object to the assessment approach. That “hidden agenda” was used to
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initiate a more proactive effort that the director of audits and the CSM had
agreed to prior to the CSM’s meeting with the CEO. This tacit approval now
allows the CSM to establish a more proactive and aggressive CAPP.

The assets protection policy document had a coordination note
attached that showed all those who had seen the document (CEOs rarely
sign anything relating to corporate business without input from the staff). If
the CSM had just made an appointment with the CEO and asked for concur-
rence on the document, the CSM would undoubtedly have been asked if the
vice president of HR had seen it, if it had been coordinated with his staff,
and so forth. The CSM would have looked foolish and unprofessional and
felt a little insecure that the CEO did not trust the CSM.

One key factor is missing here. Do you know what it is? Would the CEO
have signed the document without seeing the draft policy directive, APPD
500-17? The answer is probably yes. This is because the CSM ensured the
document was written without alluding to or identifying any “attached pol-
icy document” or any other document for that matter. Why is this impor-
tant? It is important because this document is timeless and can be used as a
stand-alone document. The fact is that the CEO probably would support the
policy directive, because the directive could not have been published and
implemented without following the IWC directive publishing process. This
process, as stated in IWC directive HRD 5-17, includes directions as to
proper coordination with applicable departments that would be affected by
the directive.

The next day the CSM happened to be in discussion with the security
policy specialist around the coffee pot and discussed the CEO’s approval of
the document and thanked the specialist for the great job.” The specialist
said:

Thanks. You know that it is IWC policy that letters, regardless of who
signs them, have no more than a 90-day life span, don’t you? That policy
was put in place because many executives and other managers were
writing policy letters to circumvent the coordination process for direc-
tives. So these policy letters proliferated at IWC and no one knew what
was current, what wasn’t, and many failed to follow the letters because
“they didn’t work for that person” (the person who signed the letters).
They finally were ignored. The last thing that was needed was a bunch of
letter policies flowing around and being ignored. That left the entire IWC
atmosphere full of conflicts, some chaos, and an attitude of flaunting any
rules that you didn’t like. In fact, that contributed to our loss of assets
and the firing of managers, including your predecessor. So, you don’t
want to end up starting that mess all over again. Do you?

The CSM hadn’t known about that policy and was glad to have hired
the right person for the assets protection policy specialist position. If the
CSM had moved a security specialist into that position, that person would
probably not have known about the letter policy.
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The CSM thought about what the assets protection policy specialist
had said. The CSM wanted to ensure that any objections to the assets policy
directives would hopefully be kept to a minimum, so the CSM directed that
a copy of the CEQ’s signed document be attached to any assets protection
policy document the CSM was trying to get though the coordination
process, published, and implemented. The CSM also included a note on the
coordination sheet that stated: The attached document is an implementa-
tion document to meet the IWC assets protection program requirements as
stated in the CEO’s document.

The CSM was very satisfied with this approach. The CSM also directed
that the CEQ’s letter be changed to a formal directive and so instructed the
assets protection policy specialist. That directive, the CSM reasoned,
should not require any coordination because the CEO had already signed it.
This was the case, and the CEO’s letter became APPD 500-1. Therefore, all
other policy directives flowed from that overall directive.

The CSM directed that a project, with the assets protection policy spe-
cialist as the project leader, be established and implemented. The objective
was to bring all assets protection policy directives up-to-date. This would
require all IWC policy directives related to assets protection to be reviewed,
updated, coordinated, republished, and placed online. All supporting brief-
ings, training, and other processes would be updated accordingly. The CSM
also directed that the project leader should prioritize the directives based on
a review with the following prioritized schedule:

e  Directives that did not currently exist but must be developed to
address the protection of various assets
e Directives that were most outdated to those least outdated

The CSM reasoned that outdated directives were better than none, but
directives that were needed and did not exist made the assets more vulner-
able. Although they would take the longest to get implemented, they were
the most important. The CSM also directed the assets protection policy proj-
ect team, with the policy specialist as the project leader, to do as much as
possible in parallel. Those policies requiring the least amount of work could
be done more quickly, and every updated directive was another victory in
the war to protect corporate assets.

War? The choice of words was deliberate. The CSM and the staff must
get on a war footing and not treat their professional duties as some 9-to-5
job. Attacks against corporate assets are being perpetrated from inside and
outside corporations, from within the home nation-state, and from competi-
tors and nation-states from around the world on a 24/7 basis.

The CSM directed that all policy directives be limited to specific
issues. The CSM reasoned that to develop one large policy directive that
covers all aspects of IWC’s assets protection needs was not a good idea. Do
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you agree? Before answering, think about it from an employee’s perspective.
An employee who wants to do the right thing and comply with all the IWC
directives and assets protection directives works in a marketing group. If
there were just one large policy document, the employee might look at this
“monster” and be intimated by its size. The employee does not need to
know about many of the protection requirements, for example, those that
pertain to the manufacturing environment. Yes, keyword searches are possi-
ble since the documents are online, but in all probability, pertinent informa-
tion would be scattered throughout the document.

Many employees lose patience trying to read through such documents.
Let’s face it, even security professionals get bored reading security docu-
ments. Ironically, some security personnel who are hired never read the
entire series of security-related documents unless they have to or someone
embarrasses them by pointing out that they (security personnel) are violat-
ing security!

The use of topic-oriented assets protection documents can be devel-
oped, coordinated, and implemented more quickly. In addition, employees
can easily determine which directive to search for guidance without read-
ing “volumes.” The one large directive would almost constantly be in a
state of change, because of various aspects requiring changes at different
times.

The CSM directed that, as a minimum, individual assets policy direc-
tives should be established providing guidance for the protection of the fol-
lowing corporate assets:’

e  Employees

e  Facilities

e  Proprietary tools

e  Proprietary processes

e  Information processed, displayed, stored, and transmitted by informa-
tion systems (this issue was soon to be discussed with the vice presi-
dent of IT, but the CSM wanted to get a head start)

e  Information systems (e.g., cell phones, PDAs, computers, pagers, fax
machines, corporate-owned telephone switches)

e  Teleconferencing

e  Corporate vehicles

e Office equipment (noncomputer types)

o Manufacturing equipment

e  Voice mail

e  Email

e  Vital records

e  Violations of assets protection policies, procedures, and processes

e  Visits and visitor control
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PROCEDURES

Over the years, the CSM has had experience in several corporations. The
CSM learned that the best way to provide an updated CAPP is to begin at the
highest level and work down. This form of asset protection evaluation,
analysis, and improvement is based on the fact that assets protection is
driven from the top down. Therefore, the CSM begins with the:

Overall IWC asset protection drivers

Then plans

Then looks at the policies that support those plans

Then looks at the procedures that describe the correct and approved
method for accomplishing the assets protection functions and tasks

Processes are involved as part of this systematic approach. Processes
are systematic ways of dealing with the procedures (see Figure 8-2).

Each assets protection policy requires compliance by those identified
in the policy directives. Each of these directives requires one or more proce-
dures to be established so that there is a standard method used to support
and implement the policies, to include their spirit and intent. The informa-

Employee Input |

Customers Hotline Calls

Audit Reports

CAPP Policies |3

Investigations/Inquiries |

Government Laws and Regulations |

Contractual

h Executive Management Input |
Requirements

IWC Policies and Plans |

Risk Assessments |

Figure 8-2 The top-down approach to evaluating and improving assets protection through the
administrative security process.
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tion protection directive previously discussed requires procedures to be
established in order to comply with that directive.

There are various opinions as to how to best go about developing pro-
cedures. As you will note through the administrative security evaluation
used by the CSM, the level of detail increases as you go from plans to proce-
dures. The main issue is this: If the CSM establishes a specific procedure to
comply with a specific policy, which in turn assists in meeting the IWC
goals as stated in the SBP, TBP, and ABP, the procedure may not be practical
in one or more of the IWC departments. That department head may so state
and ask for a waiver, saying that they can still comply if they have a different
procedure that takes into account their working environment. There may be
more than one department with similar complaints. Then how does the
CSM ensure that people are following proper assets protection procedures
to comply with the assets protection policies?

The CSM has found that the best way to do this at IWC is to require that
the individual departments establish, implement, and maintain their own
set of assets protection procedures that comply with the policies. This has
several benefits:

e It helps enforce the philosophy that assets protection is everyone’s
responsibility.

e There will be fewer complaints and requests for waivers because one
or more of the IWC departments cannot comply with the procedures as
written by the CSM’s security staff.

e  The departments can develop procedures that meet their unique con-
ditions; thus, the procedures should be more cost-effective.

e  The CSM and security staff will save time and effort in writing and
maintaining assets protection procedures. To be more blunt: It’s the
departments’ problem now. However, the CSM has offered to make
security staff available to answer questions and to provide advice as to
what should be in the procedures documents. This was done in the
spirit of providing service and support to the IWC employees.

The question then arises as to how the CSM can be sure that the proce-
dures written by each department meet the spirit and intent of the policies?
Two methods were identified:

e The security staff, as part of their risk management processes, will con-
duct limited risk assessment surveys which include reviewing the pro-
cedures. The limited risk assessments will provide an indication as to
how well the procedures in place help protect IWC assets.

e IWC’s audit staff will compare the procedures with the policies during
their routine audits. The director of audits agreed to conduct such
reviews, since that department is responsible for auditing for compli-
ance with federal, state, and local laws and regulations, and IWC poli-
cies and procedures. It also helped that since the CSM’s arrival, the
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CSM and audit director agreed to monthly meetings to share informa-
tion of mutual concern. The CSM learned long ago that security per-
sonnel have very few true supporters in helping them to get the job
done, but auditors are one of them.

Procedures are the heart of a CAPP, because they provide the step-by-
step approach for employees on how to do their work and also ensure the
protection of corporate assets. Since procedure implementation can be done
by the departments writing their own procedures, it gets them actively
involved as valuable team members in the process of protecting IWC’s valu-
able assets (see Figure 8-3).

SUMMARY

Administrative security deals with the documentation of assets protection
in plans, policies, procedures, and processes necessary to provide guidance
to all corporate employees as to their responsibilities for protecting corpo-
rate assets. It also explains how those various assets are to be protected. The
best method found to accomplish the administrative security function is to
use a top-down approach. This method was considered best because the
security drivers come from the top.

It is up to the CSM to establish the direction of the corporation when it
comes to how assets protection policies are to be written, concurred with,
and supported by executive management. The CSM, as a security profes-
sional and assets protection specialist, provides the necessary guidance as
to how to protect various assets based on others’ identification of what
assets are considered valuable enough to require protection and their pro-
tection value versus acceptable risks to them.

NOTE: Additional information on matters contained in this chapter is avail-
able on the Web site: http://www.shockwavewriters.com. Click on “Books,”
this book’s cover icon, and then Chapter 8.

ENDNOTES

1.  You may wonder why we go into such detail as to who is hired to do what or
how it is done at IWC. The reason is to provide examples that are as close
as possible to real-world experiences to the reader. We believe that such infor-
mation helps the reader by providing information that can be applied in real
corporations and helps develop an overall knowledge about establishing and
managing a corporate assets protection program. In this case, a CSM may look
for someone to write policies by first looking for someone who knows security,
when in fact it is more important to hire someone who can write policy. What
to write will come from many sources. The policy specialist will not operate in
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a vacuum. How to write in clear and concise terms without ambiguities is the
key.

2. Itiseasy to take for granted the work of the staff. As a CSM you should be sensi-
tive to that and never forget to say thanks. It doesn’t take a lot of effort and it
pays great dividends. Just like you, employees like to know they are appreci-
ated.

3. Of course this list is just a sample; the topics would be based on the corpora-
tion, the corporate culture, and the methods used for publishing and imple-
menting directives within each corporation.



Physical Security

Paradise is now shut and locked, barred by angels, so now we must go
forward, around the world and see if somehow, somewhere, there is a
backway in.

Heinrich von Kleist

This chapter introduces the fundamental principles of physical security.
The concept of security in physical layers is introduced and addresses
external barriers—such as fences, walls, gates, buildings, and lobbies—and
internal barriers—such as access control systems. Internal controls and
intrusion detection systems are also addressed, as is the use of current tech-
nology, such as biometrics.

DEFINITION OF PHYSICAL SECURITY

No business is without security problems and assets protection risks. These
risks and problems take many forms. Effectively mitigating them is not a
happenstance occurrence. Problem elimination and risk mitigation require
planning and an understanding of security needs, conditions, threats, and
vulnerabilities. Assessing security conditions and planning for appropriate
levels of assets protection should begin with the basics: risk management.

Physical security is the most fundamental aspect of protection. It is the
use of physical controls to protect the premises, site, facility, building, or
other physical assets belonging to IWC. The application of physical security
is the process of using layers of physical protective measures to prevent
unauthorized access, harm, or destruction of property. In essence, physical
security protects a property, plant, facility, building, office, and any or all of
their contents from loss or harm.

Physical security also contributes to protection of people and inform-
ation. Sophisticated protection measures, other than physical, are also

185
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employed to protect people and information. Nevertheless, physical secu-
rity measures are part of the overall protective package. They are the base-
line security measure, or foundation, on which all other security measures
and functions are built.

For IWC, physical security measures are used to ensure that only
authorized persons have access to IWC facilities and property. The meas-
ures employed must be appropriate for each separate operating environ-
ment. The IWC manufacturing facility will require physical security
measures and functions and controls that may differ from those used at one
of the IWC sales offices. Also, manufacturing facilities in different parts of a
country or in different countries generally require differing physical secu-
rity measures—one size does not fit all. In any event, physical security
measures are the baseline of protection for IWC. All other security measures
will be integrated with physical security measures, thereby developing a
protection profile of assets protection within layers.

It is the responsibility of the IWC corporate security manager (CSM) to
determine what physical security controls are necessary to provide an ade-
quate level of protection. To do this, the CSM must know the facility or site
layout. The CSM must understand the operating requirements and opera-
tion of the enterprise and must conduct an initial physical security survey
and periodically conduct supplemental surveys as part of the CSM’s risk
management survey program. This will allow for a thorough understanding
of threats and vulnerabilities and enable the development and implementa-
tion of sufficient controls.

SECURITY IN LAYERS

What physical security measures get used to protect IWC assets will depend
greatly on what assets need to be protected, where they are located, and
what threats, vulnerabilities, and risks pertain to them. Applying an appro-
priate level of protection for each environment requires a specific under-
standing of that environment. To best accomplish this, you should start at
the beginning.

Physical security measures should be designed into a facility during the facil-
ity design phase and built into the facility during the construction phase.

Ideally, architects and security professionals would work together tak-
ing into consideration all aspects of assets protection requirements applica-
ble to the proposed operating environment. This type of planning would
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help create optimum security at the lowest possible cost. If done properly,
the security problems created by so many buildings being designed without
any consideration given to security controls would no longer be the issue
that it usually is these days.

As the IWC CSM, if you are not working with new construction and are
occupying an existing building, designing in architectural security may not
be possible. If retrofitting or renovation of the site or facility is necessary to
accommodate the new business operating environment, then security may
still be considered as part of the design. If not, physical security issues
should at least be addressed prior to occupancy or operation. Security prob-
lems resulting from a failure to make security part of the design and con-
struction phase will probably be of a structural nature and too expensive to
undo or fix. The only solution in this case will be the application of protec-
tive measures that otherwise might not have been needed, thus adding
costs. Since the CSM knows that the foreign IWC facilities will be moved,
it is important that the CSM coordinate the move to facilities that meet
the IWC assets protection physical security criteria, or arrange to locate to
another facility or modify the existing facility before the IWC move takes
place.

The application of physical security controls should be approached in
layers. There is no single physical control that will fulfill all of IWC’s secu-
rity needs. Layering controls from the outer boundaries of each of the IWC
facilities to the inner boundaries will allow you to build a security profile to
meet IWC’s specific security needs.

OUTER LAYERS OF PROTECTION

The outer layers of protection for a facility will depend on the type of facil-
ity and its location (see Figure 9-1). For example, an office building located
within a city may only have as its outer layer, or perimeter, the walls of the
building, whereas a manufacturing facility located in an industrial district
may be on a large parcel of land with parking lots, storage areas, and
grounds surrounding the building or buildings. On a facility of the second
type, the perimeter is usually a barrier, such as a wall or fence, located at or
near the edge of the property line.

The perimeter of a facility may take many forms. For an office building
it may be the building walls. For a factory it may be a fence line or a wall
at the property edge. The outermost layer of protection could also be a
highway; a natural physical barrier, such as a river, lake, or other body of
water; or other man-made barriers. Whatever the barrier, it is the first layer
of physical security. It may be at the perimeter’s edge or inside the peri-
meter. Regardless of where it is situated, it is the layer of first control.
Inside the outer layer, the use of other layers of physical security may be
necessary.
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Building Perimeter

Building Interior

Grounds

Site Perimeter and
Outer Boundary

Outer Layer Inner Layer
Site Perimeter Building Perimeter
Grounds Rooms
Areas
Containers

Figure 9-1 Primary layers requiring protection.

Grounds

Not all facilities have grounds. Grounds may serve many purposes. They
may be purely decorative to create a pleasant environment for customers
and employees. They may be functional and serve as a place to locate stor-
age areas and warehousing facilities. They may also serve as a buffer or bar-
rier between the perimeter of the facility and the buildings where work is
done and people, physical assets, and information are housed. If kept clear,
grounds may serve as a clear zone, allowing for unobstructed observation of
the area. If used for storage or other purposes, they should be kept organized
and maintained. In this way, disruptions are easier to identify and the risk of
hazards is reduced.

Roads

Roads are both necessary and problematic. They allow for employees and
customers to have easy access to the facility. However, they may also allow
unauthorized personnel to have easy access to the facility. The degree of
control necessary on all roads leading to your facility will vary. Any con-
trols used will depend on the type of road and its use. Is it a public road or a
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private road? Public roads do not allow for additional controls. They belong
to the municipality, city, or state and exist to facilitate movement of vehi-
cles and people. If a facility is adjacent to a public road, controls can begin
only where the road ends and your property begins. Private roads allow for
much greater control. Owners of private roads may install controls that
allow for restricted passage. Owners of private roads may make the determi-
nation as to who has access and under what conditions. Ideally, controls on
any road should begin as close to the outer perimeter as possible.

In an office-building environment, public roads generally lead to park-
ing lots that are often adjacent to the buildings. This means perimeter con-
trols begin at the parking area or at the walls of the buildings.

Fences, Walls, Gates, and Other Barriers

There are two types of barriers used for perimeter protection: natural barri-
ers and structural barriers.

e  Examples of natural barriers include rivers, lakes, and other bodies of
water; cliffs and other types of terrain that are difficult to traverse; and
areas dense with certain types of plant life (e.g., blackberry bushes that
are very thorny and dense).

° Examples of structural barriers include highways, fences, walls, gates,
or other types of construction that prohibit or inhibit access.

None of these barriers completely prevent access. They do, however, make
it much more difficult for unauthorized persons to gain access. When used
with other layers of physical control, they can be very effective.

Fences

The most commonly used form of barrier, other than the walls of a building,
is the fence. Fences vary in type, size, use, and effectiveness. They can be
erected quickly for a reasonably low cost, as is the case with the basic chain
link fence. They may also be made more complicated and effective by add-
ing barbed wire or concertina wire, alarm systems, or double fencing with
alarmed clear zones between. The type of fence selected and used should be
determined by the specific needs. Again, balance the costs versus the risks.
At IWC’s U.S. factory, the perimeter does not have the advantage of a
natural barrier, so fencing was necessary. The fencing used is very typical in
that it is 7 feet high, made with nine-gauge wire. It rests no more than 2
inches above the ground, and in areas where the soil is loose, a concrete
trough/border lies at the base to prevent gaps from erosion or human intru-
sion. At the top of the fence is a “guard” of four strands of barbed wire
placed at a 45-degree overhang that faces away from the property. This actu-
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ally extends the height of the fence by 1 foot and provides added difficulty
for anyone attempting to scale the fence. Naturally, buildings, structures,
and trees are sufficiently far away from the fence line as to not offer assis-
tance to those who would attempt unauthorized entry. When looking at
enhancing physical security at one of the IWC properties, the physical secu-
rity project leader advised the CSM to consider IWC’s “good neighbor” pol-
icy. This policy states that the local city planning and beautification
commission must also approve any changes made by IWC that affect the
beauty of the surrounding area.

Walls

Walls serve the same purpose as fences. They are man-made barriers but
generally are more expensive to install than fences. Common types are
block, masonry, brick, and stone. Walls tend to have a greater aesthetic
value, appealing to those who prefer a more gentle and subtle look. Regard-
less of the type of wall used, its purpose as a barrier is the same as a fence’s.
To be most effective, walls ought to be 7 feet high with three to four strands
of barbed wire on top. This will help prevent scaling. For aesthetic reasons,
management may resist the use of barbed wire. Nevertheless, it should be
seriously considered.

Walls also present a disadvantage in that they obstruct the view of an
area. Chain link and wire fences allow for visual access on both sides. Walls
do not. This obstacle can be overcome by keeping clear zones for several feet
on each side of the wall and by using video cameras for observation. Use of
roving patrols also increases visibility. When the walls of a building serve as
a perimeter barrier in lieu of fencing, the issues are different. Scaling the
wall to get to the other side is not an issue, but access to the roof is. Further-
more, controlling access to other openings in the building becomes more
critical when the walls to the building are the only outer barrier separating
the outside world from the assets requiring protection.

Natural Barriers

The effectiveness of a natural barrier will depend on the barrier itself and
how it is used. A body of water may be very effective in keeping pedestrian
traffic away from your property but not very effective at keeping boat traffic
from your property. In this case, a natural barrier may need to be augmented
with a man-made barrier. In any case, natural barriers, as with man-made
barriers, need to be monitored. Cliff sides can be scaled, water can be
crossed, and difficult terrain can be overcome.

Gates

Gates exist to both facilitate and control access. The most secure perimeter
allows no one through. However, that is not practical or desirable; people
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must come and go. Employees, customers, and other visitors need to have
easy access to your facility. Gates allow for this.

Gates need to be controlled to ensure that only authorized persons and
vehicles pass through. A variety of controls can be used. Guards, electronic
interactive access control systems such as card key or password access, or
remote control access with video camera observation can all be useful. What
you select will depend on your specific needs and conditions (e.g., accept-
able levels of risk). The number of gates to a facility should be kept to the
minimum necessary, not the minimum desired. Controlling gates requires
using resources. The more gates used the more resources it will take and the
more potential problems will be created, because any opening is always a
potential vulnerability.

Gates not used should be locked or eliminated. Having the flexibility
to open an additional gate when traffic demands are high is useful. Elimi-
nating a potential vulnerability may be more useful. If a periodic need for an
additional gate does exist, when the gate is not in use it must be closed,
locked, and monitored. Monitoring can be done by video camera, roving
patrols, or through the use of an alarm system. Periodically, even monitored
gates require physical inspection to ensure they are operable and secure.

Other Openings

Openings not designed for personnel or vehicle traffic are also a concern
and must be secured. Sewage pipes, drains, utility tunnels, large conduits,
and heating, ventilation, and air conditioning ducts must be controlled.
Where it is appropriate to lock them, they should be locked. Those that can-
not be locked should be monitored. Monitoring may be in the form of an
alarm system or a physical inspection. Any opening larger than 96 square
inches should have doors, bars, or grill work in place to prevent human
access. These can be installed as permanent or removable, with locking
devices. For example, to prevent access through heating, ventilating, and air
conditioning ducts, man bars can be installed inside the ducting. This is not
practical for openings requiring access by maintenance personnel, where
the use of removable grills or doors may be more practical. In any configura-
tion, all openings must be assessed for vulnerabilities and an appropriate
protective measure implemented. Regular inspections or monitoring to
ensure tampering has not occurred is essential.

Buildings and Doors

For many facilities, buildings and doors define where the outer layers of
security end and the inner layers of security begin. Within a site, buildings
are the separation point between the outer and inner layers of security con-
trols. In the area between buildings and the outer perimeter (usually a fence
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line) of the facility lie a variety of security controls that make up the entire
outer layer of security. In this configuration, it is best to keep the areas adja-
cent to building and door exteriors clear. In essence, create a clear zone of 10
to 15 feet where no storage, parking, or regular activity is authorized. Main-
taining a clear zone allows for unobstructed observation by surveillance
cameras and guards. Visual access to the clear zone becomes the first line of
defense for the inner perimeter.

Parking

Providing parking space for employees, customers, and visitors is neces-
sary. Unless the business is small and located on a street with public park-
ing access, parking needs to be provided. Parking should not be allowed
within the outer perimeter. Vehicles inside the perimeter make it easier for
theft to occur. Employees with immediate access to vehicles inside the
perimeter have a ready place to conceal stolen items. Furthermore, unless
all vehicles are inspected, it will not be known what items of contraband or
weapons are brought into the facility. If, for lack of space, parking must be
permitted within the outer perimeter, additional fencing should be erected
to separate the parking area from the remainder of the facility.

Parking can be a very sensitive subject. Where people park is often
linked with their status within the company. City and state laws require suf-
ficient parking to be set aside for handicapped persons. Visitors like to park
close to the areas they visit. Parking can be difficult to manage and police. It
is recommended that parking rules be established by senior IWC manage-
ment or the human resources department with the CSM’s input. Parking
enforcement should be handled by security.

Company-owned vehicles are the only exception to parking within the
perimeter. As an asset of IWC, these vehicles require protection. Protection
is particularly important if the vehicles are loaded with merchandise, sup-
plies, or raw materials. They should be parked in a secure, well-lighted area,
and locked. However, they should not be parked in the same area as pri-
vately owned vehicles.

Lighting

Lighting serves several purposes. Adequate lighting reduces the possibility
of accidents and injury. It also serves as a deterrent to would-be intruders.
With adequate lighting, the IWC grounds, fences, walls, and buildings can
be clearly observed. Guidance for specific levels of illumination may be
obtained through federal sources or from any company that sells or installs
exterior and parking lot lighting. Perhaps the best determination for assess-
ing adequate lighting is to conduct an actual test. Is the existing lighting suf-
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ficient as assessed under controlled and practical conditions? If not, you
need more lighting.

Adequate lighting serves as a deterrent. Intruders are less likely to
enter well-illuminated areas, fearing they will be observed. Lighting should
be sufficiently protected to prevent tampering and destruction. It should be
kept within the perimeter to reduce the possibility of damage. Lights should
be placed high enough to ensure that tampering must be deliberate and diffi-
cult. When used as a deterrent, lighting should have a backup power supply
in the event of a power disruption. Lighting requires little attention in that it
can be programmed to turn on and off at specific times. It can be light-,
movement-, or heat-sensitive. It can be linked to alarm systems and sup-
ports CCTV. After installation, it does require frequent inspection to ensure
all systems are operational.

Specific lighting needs will vary with each site or facility. As part of a
site physical security survey, lighting should be considered. Areas that
require direct protection should have lighting that not only illuminates the
area but also does not interfere with security’s ability to effectively monitor.
Too much lighting can create a problem by producing bright spots that blind
people and cameras. Doors, gates, and other entrances should be well illu-
minated. This allows for safe passage and for better observation by guards
and cameras. Areas with heavy personnel and vehicle traffic also require
good lighting. Tt will reduce hazards and increase visibility. Large open
areas with little traffic can use less lighting, but lighting must be sufficient to
allow for general security observation and a safe environment.

This is also sometimes a political issue in that executive management
wants to lower utility costs, among other costs. They see the security lights
on in the daytime and complain to the CSM. All of a sudden the CSM has a
directed task to see how much utility (e.g., electricity) costs are due to secu-
rity. Management also wants to know how the costs can be reduced. If the
CSM had thought about such a possibility early on, the return on investment
for solar-powered lighting would have been considered. If solar-powered
lights had been installed they could be left on indefinitely with no electrical
power costs involved. Of course, some executive managers still might not be
satisfied. They might say, “Yes, but it gives a bad impression to those who
don’t know they are solar powered,” or, “Ah yes, but we can save money on
the light bulbs because they will burn out quicker if left continuously on.”
Sometimes a CSM can’t win.

Surveillance

Surveillance is an important tool for security in its effort to protect assets.
Generally, surveillance is accomplished by using security guards or by
using surveillance cameras. Most frequently, a combination of both is used
to achieve maximum observation and effectiveness for any facility. As part
of a site physical security survey, the need for surveillance should be identi-



194 THE MANAGER'S HANDBOOK FOR CORPORATE SECURITY

fied. This need should then be assessed against the existing practice and
capability. With this information, a plan for site or facility surveillance
should be developed. The plan should consider the following:

Purpose of surveillance: deterrence and/or observation

Identify critical or high-risk areas

Camera and guard mix

Location of cameras

Recording capability needed

Need for hidden cameras

Type of cameras needed: wide or narrow angle of view, low or
high level of light; availability of solar-powered cameras should be
considered

Each choice has its strengths and limitations (Table 9-1).

The CSM, lacking in some resources, looked for alternative ways of
providing assets protection in some areas where budget was not available
for cameras. The CSM discussed the matter with the supplier of IWC sur-
veillance cameras. The CSM was able to obtain free outdated and broken
cameras. These were installed, with the LED powered by several batteries,
indicating that the camera power was on and working. Appropriate signs
advising of the surveillance cameras were posted in the area. Thus, to those
passing through the area, it appeared as if active surveillance cameras were

Table 9-1 Strengths and Weaknesses of CCTV and Guards When Used in the
Surveillance Process.

Strengths Weaknesses
CCTV Serves as a deterrent Cannot respond to incident
Camera with Flexibility of recording Cost of initial installation
Recording .
Capability Permanent record Maintenance cost
Reduced insurance rates Employee perception of being
Deterrent for crime watched
Multiple angles of view
Night view: works in low
light
Guards Can act on observation Can’t watch everything
or Security Deterrent Human error
Professionals .
Mobility No permanent record of
Apply immediate observation
judgment Limited angles of observation
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installed and being used. Such techniques can have the same effect as active
cameras; however, be advised that this is not a cure-all for expensive sur-
veillance cameras. Miscreants’ activities in that area would not be seen by
the cameras, and therefore there would not be a patrol guard response. How-
ever, it is something to consider when short of surveillance camera budget.

Alarms

Alarms are one of the layers used in the many layers of protection for a
facility. How they are used and to what extent should be determined in the
planning process. The site physical security survey should identify vulner-
abilities, current and potential, and the layers of protection in use. When
assessed against known or suspected threats, the need for alarms to augment
physical protections should become apparent.

Alarms augment barriers and guards. They call attention to problems
not stopped or prevented by barriers and not observed by guards. In essence,
they enhance the detection process. However, they also serve a deterrent
function. Since most physical security controls include the use of alarm sys-
tems, intruders can assume they are part of the protection profile.

Alarm systems are used to call attention to an immediate problem.
Unlike physical barriers, such as walls, fences, or gates, they are not a physi-
cal obstacle in and of themselves used to slow down or stop an intruder.
They are an alert mechanism used to call attention to an intruder or prob-
lem. Audible alarm systems may serve as an obstacle much more than silent
alarm systems, since they let everyone in the general area know when there
is an alarm activation.

There are many types of alarm systems. Within the physical security
profile, intrusion detection and fire detection are used the most. As part of
the outer barrier, intrusion detection is used to indicate penetrations in or
between the various layers of protection. Different types of alarm systems
are available for fences, gates, and walls, and all provide an alert if they are
compromised.

Alarm systems can be used as part of the protection profile for both
inner and outer layers of physical security. When used as part of the outer
layer of protection, they serve as an advanced warning notice that an outer
layer has been compromised, thereby making the inner layers more vulner-
able. They serve to protect property and assets stored within the outer layer
by providing an indicator that an intruder is tampering with, or in the area
of, the property being protected.

In any case, alarms are only effective if there is a response. Someone
must react to an alarm. An alarm system without timely response is not
effective. Responding to an alarm is essential, or the alarm becomes nothing
more than an expensive annoyance (e.g., car alarms in public areas are gen-
erally ignored). Perpetrators often test alarm systems by causing their acti-
vation and watching for a response. No response lets perpetrators know that
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they have plenty of time to work with. Responses to alarms by security
guards or others must be periodically tested and the response of the security
guards or others timed. These of course must be no-notice tests—it is ridicu-
lous to test security guard responses if they know a test is to be conducted.

Alarm systems provide balance for the overall physical security pro-
file in both protection capabilities and costs. Alarms can reduce the need for
a large, stationary guard force. They allow for a configuration of alarm moni-
tors, respondents, and some form of patrol. They reduce or even eliminate
the need for a stationary force. If alarm systems are not used, the function
they serve must be fulfilled by using a larger guard force or through the use
of greater surveillance capability. Or, you can just assume a greater level of
risk. Remember that it is not up to you to assume a greater level of risk by
choosing not to install alarms in an effort to save money. Actually, alarms
save money by replacing people in many instances. Before assuming addi-
tional risk caused by the lack of alarms, you must consult with executive
management and have them accept that additional level of risk.

Alarm systems cost more to install than to maintain. The cost of alarm
systems is greatest in the acquisition and installation phase. Once installed,
maintenance and monitoring costs are generally much less than people
costs. A return on investment can be calculated and used as a selling point
on the value of alarm systems. Using alarm systems offsets the need for some
guards. The savings in recurring guard costs can be compared to the cost for
acquisition and installation of alarm systems. Over several years, it is usu-
ally more cost-effective to use alarm systems to augment security than to
rely on a larger guard force.

If you were the IWC CSM, would you want a silent alarm that was only
audible in the manned security command center or an alarm audible in the
area that is alarmed and also at the security guard’s console? The correct
answer is, “It all depends.” It depends on the area alarmed, the value of the
assets located therein, the risks to those assets, and so forth. The key is to
base your choice on a risk assessment or physical security survey of each
particular environment.

INNER LAYERS

In the previous section we discuss elements that are generally considered to
be part of the outer perimeter. They are the outer layers of physical security.
For the most part they are layers of physical protection that lead up to the
building walls. We also indicated that, depending on the environment of the
outer perimeter, you as the CSM might actually begin security at the build-
ing walls. In this situation, the first layer of security is made up of the walls,
doors, and windows of a building. Office buildings in urban environments
represent a good example of this situation. Outside these buildings are con-
ditions that are not controlled by the building occupants. There is a single
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layer of outer physical security controls protecting the inner layers, which
doesn’t leave much room for error. In this case, penetration of a single layer
allows access to the inner layers of IWC. This condition should lead to a
greater emphasis on the types of inner controls applied.

Buildings, Doors, Windows, and Glass

Buildings serve as perimeters. In urban areas, the walls, doors, and win-
dows of office buildings may be the outermost perimeter and the only outer
layer of security control for the entire facility. In other settings, buildings
may serve as part of the outer perimeter or as the first layer of the inner
perimeter. This will depend on the individual facility configuration. What-
ever layer of protection it provides, full consideration must be given to all
aspects of building protection. All openings must be addressed, and build-
ings generally have many of them. Doors, windows, and passageways for
ducting and conduits all need to be controlled. Power, communications,
and heating, ventilating, and air conditioning systems require entry points
from the exterior of the building into the interior of the building. To ensure
they are not used for unauthorized purposes, controls should be in place.
Any openings that serve no useful function should be permanently closed.

Functional openings larger than 96 square inches should be modified
to prevent human access. Windows should be locked and alarmed. Alarms
should detect entry or tampering. In some cases, man bars or screening may
be necessary. Screens and man bars allow for the passage of air and visual
inspection but do not allow for human access.

The type of glass used in windows will vary depending on the location
or use of the window. Windows at ground level on a perimeter wall clearly
require a stronger glass than those windows located on higher floors or
inside the outer perimeter. In some areas they may need to be bulletproof.
Furthermore, special glass may be required, for example, in earthquake
areas. Should such glass be shatterproof or shatter inwardly or outwardly?
The answer is that it all depends. Using a risk assessment approach that
includes personnel safety factors (e.g., flying glass) will assist the CSM in
making a cost-effective decision.

Doors should be locked when not in use and controlled when in
use. Controls range from guards at the door controlling entry and exit to
mechanical or electronic access control systems requiring cards and card
readers or access codes. Exterior or perimeter doors must be hardened, and
are generally built to be stronger than interior doors. It may be necessary to
have interior doors of a similar strength and quality as exterior doors if those
interior doors are part of an area used to provide specific protection to high-
value assets. All associated materials for doors must be consistent with the
strength of the doors themselves. For example, a high-security door is of lit-
tle use if weak latching devices or cheap locks are used to hold it in place.
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High-security doors should have high-security locks. Also look at the
hinges. Are they facing in or out; are they welded or is the pin removable? A
locked door with hinges facing the direction of the potential penetrator does
little good if the pins or hinges can be removed.

Locks, Keys, and Combinations

Locks are an essential part of physical security protection. They are a cost-
effective and simple means of denying access to unauthorized persons. The
largest expenses for locks are the initial purchase, installation, and control
of their use. Depending on usage, little maintenance is required. Although
any lock can be overcome, the higher the quality of the lock the longer it will
take. Simple locks can be picked or easily damaged. More sophisticated
locks will buy more time against any attempt to bypass them. Locks vary in
quality and type. A wide variety of locking devices are available. Determin-
ing the appropriate lock for any door, window, or other opening is based on
planned usage, specific needs, and the assets requiring protection.

Perhaps the most vulnerable aspect of locks is the failure to properly
protect locks, keys, and combinations. Effective lock, key, or combination
control is critical. Poor key control can render any locking device useless.
Issuance of master keys must be severely limited, particularly the issuance
of grand master keys. All locks, keys, and combinations should be
accounted for. Keys and combinations should be issued in accordance with
employees’ need to perform their job. If there is no specific need, locks,
keys, and combinations should not be issued. A permanent record of per-
sonnel issued or assigned keys or lock combinations must be kept. When
keys are lost or stolen, the locks should be rekeyed. When a master key is
lost, all affected locks should be rekeyed. There may be times when this is
not necessary, such as if a key were inadvertently destroyed and its recovery
or use poses no risk.

Keys should never be issued on a permanent basis. An annual assess-
ment of locks, keys, and combinations needs and requirements should be
made. This assessment will also assist in identifying lost or stolen keys or
combinations that were not reported to security.

Locks, keys, and combinations should be issued to individuals rather
than groups if individual accountability is a requirement. The sharing of
locks, keys, and combinations is a risk in that a theft or misappropriation of
an asset protected by the lock cannot then easily be attributed to a specific
individual. It is no different from sharing computer passwords.

Roofs

It is important to remember that roofs may be part of the outer or inner
perimeter. Roofs generally have openings for maintenance, power, heating,
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ventilation, air conditioning, and other conduit. The same principles appli-
cable to barriers and walls are applicable to roofs. Openings must be con-
trolled. Since routine access to roofs is generally not an issue, locking
devices and barriers such as screens and bars are used. Moreover, ladders or
stairs leading to roofs should be controlled. Access to the roof should be
made difficult for unauthorized personnel.

Areas, Rooms, Containers, and Safes

Inside buildings there are open work areas, individual offices and rooms,
storage containers, and safes. How they are protected should depend on
how they will be used and also on the value of the assets in them. Open
work areas such as large bullpen areas, where many employees sit at work-
stations performing their daily duties, may not require additional controls.
Once inside the building, employees and visitors may need to move freely
in these areas. Since access authorization has already been verified at either
the outermost layer of security control (outer perimeter gate leading into the
facility) or the first control of the inner perimeter (door or lobby allowing
entry into the building), additional checks for general access may not be
necessary—again, based on risk management. Moreover, access to general
office areas and rooms such as conference rooms, cafeterias, or rooms hous-
ing other employee services may not need additional controls. Employees
in these areas must understand that they also have a responsibility for con-
trolling access in that all individuals not known to them, or not wearing a
current, corporate badge, should be challenged as to their need to be in the
area.

Areas or rooms where more sensitive work is done or sensitive infor-
mation and materials are located require additional controls. The simplest
means for applying these controls is through the use of locking devices or
access control systems on each entryway. From simple locking devices on
doors to the use of electronic card readers or electronic personal recognition
systems, varying degrees of physical controls can, and should, be used to
limit access to sensitive work areas. The methods used depend on the appli-
cation of a cost-risk philosophy.

Safes can be used for the most sensitive information or material.
Safes are available in various sizes and strengths. Depending on the
sensitivity of the information or material protected, simple combination
lock or key lock safes may be sufficient. These safes can be obtained from a
variety of manufacturers. For the most sensitive information and material,
high-security safes and vaults may be necessary. For example, working
with government classified material requires the use of government-
approved storage containers. The higher the classification of government
material, the more stringent the requirement for storage containers becomes.
The same philosophy should be applied for protecting sensitive IWC
information.
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ACCESS CONTROLS

Controlling access is a critical component of security in layers to protect
corporate assets. Ensuring that only authorized personnel and vehicles
enter and exit IWC facilities reduces the risk of loss or damage to all assets.
Effective access controls require the integration of different security func-
tions that serve as individual layers of protection. Used as part of an inte-
grated system, the following are useful access control tools:

e Guards

° Locks: combination, code, or key

e  (Card reader systems: magnetic stripe, optical bar code, proximity
cards, biometric systems (fingerprints, signatures, face or hand geome-
try, voice recognition, and retina recognition)

Part of the site physical security survey should focus on identifying
access control vulnerabilities and existing access control practices. When
vulnerabilities and existing practices are compared with what is actually
needed, an access control profile that best fits your site can be developed
and implemented. The access control profile must address who should have
authorized access to the facility and under what conditions (e.g., weekdays
but not weekends, normal business hours but not after business hours). It
should also identify the individual security processes and tools needed to
effectively design and implement proper access controls.

What Should Be Controlled?
Vehicles

All vehicles entering and exiting the facility must be controlled. Only
authorized vehicles should be allowed on site. Procedures establishing traf-
fic flow and parking need to be written and communicated. Violations of
these procedures must be enforced. Not enforcing traffic and parking rules
and regulations will quickly lead to a breakdown and abuse of controls. At
the very least, consideration should be given to random inbound and out-
bound searches of vehicles to ensure that anything entering the facility or
leaving the facility has proper authorization.

Employees
Employees need easy access to their work areas, and access control proce-

dures should be designed to facilitate their prompt and efficient movement
in and out of the facility. Access control procedures should be the same for
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all employees, thereby creating a culture of respect and adherence to the
process and practice. Requiring employees to use some form of identifica-
tion to be authorized access to a site is a standard practice. Badges, access
identification cards, and other forms of physical controls can be used to
validate that a person is actually an employee and quickly allows him or her
entry into or exit from the facility. If the site employee population is large
(e.g., exceeds 50 people), do not rely only on personal recognition for access
authorization. Personnel changes take place regularly, and keeping up with
employee changes and turnover is better accomplished with automated
systems than with the memories of security personnel. Furthermore, all
employees should be subject to random entry and exit searches as deter-
mined necessary by the degree of assets protection required. To this practice
there should be no exceptions.

Often, the CEO and executive management set the tone. Their support
or lack thereof is quickly seen and adopted by the employees. That is why
the CEO and executive management must also wear IWC badges, even if
“everyone should know who they are.” As with all asset protection require-
ments, they must set the example.

Vendors, Suppliers, Customers, and Visitors

Very few people who are not employees should be allowed free and com-
plete access to the facilities. If vendors or suppliers are assigned to an IWC
site on a full-time basis and do require unrestricted site access to perform
their work, they are to be provided with identification that indicates that
they are not employees. Moreover, this status should be subjected to sched-
uled periodic review to revalidate the need. Any identification provided to
allow access should have an established expiration date. As with employ-
ees, all must be subject to random entry and exit searches. For contract
employees, the expiration date of the badge should not exceed their contract
expiration date.

How Do You Control Them?
Vehicle and Personnel Gates

The first line of protection for access to a facility is at the vehicle and pedes-
trian gates. Through these gates, employees and visitors will enter the facil-
ity. Control must begin there. Processes should be in place to allow
employees through and to properly process all visitors according to estab-
lished procedures or parameters. The use of employee identification badges
coupled with an electronic card identification system is one of the most
common tools used for this purpose.
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Building Lobbies and Doors

The same controls used for gates are generally effective for lobbies and
doors. Some lobbies have guards who are also receptionists, or receptionists
who double as guards. In either case, it is important that those people under-
stand that their priority is access control and being a guard rather than a
receptionist. If there is a conflict in that dual role, the CSM should ensure
the separation of those functions by having two individuals perform
the separate functions, for example, a receptionist as part of the human
resources budget and a guard as part of the CSM budget. Executive manage-
ment’s idea is almost always to have the lobby personnel appear very
friendly and helpful. However, in some lobbies or access control areas they
may want to provide the appearance of a no-nonsense security presence.

Interior Areas and Rooms

Inside a building, access is generally controlled by three effective mecha-
nisms, two of which were discussed earlier. They are the following:

e  Lock and key devices
e  (Card key access systems
e Other employees

Employees play an important role in controlling access to internal
areas and rooms. When they encounter an unauthorized person inside an
area or room, they should be trained to challenge that person and report the
incident to security. This conditioning does not occur naturally, and will
require employee awareness training to be conducted for all employees.
Moreover, this type of behavior is best encouraged through positive recogni-
tion and reward.

Badges

The primary use of badges is employee identification. Badges can also be
coupled with access control systems, expanding their use and effectiveness.
Magnetic codes, bar codes, and proximity cards, which activate electronic
locking devices, can be linked to the identification badge, making it a multi-
functional identification and access tool. This tool can contain information
pertaining to the specific characteristics of an employee. Identifying each
individual by name and other specific personal information, such as photo-
graphs, encoded access authorizations, and pin numbers, is easily accom-
plished and makes the badge a very reliable authentication device.
Sophisticated badge and access control systems are available from a variety
of manufacturers. Computer technology and technology advancements in
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general have made the process of making badges more efficient, effective,
and reliable.

To ensure reliability and effectiveness, the process of using a badge for
employee identification must be controlled. Specific parameters for use
must be established and maintained for the badge process to maintain its
integrity. Rules governing the following aspects of a badge process will help
ensure a very reliable system:

e  Determine who is authorized to have a badge

e  Identify what data is needed on each badge

Security must control production, issuance, and accountability of

badges

Badges must be recovered from employees who leave the company

Lost or stolen badges are reported and removed from the system

Worn or damaged badges are exchanged for new badges

A tracking system is used to ensure internal accountability of unused

badge stock

A periodic review of the badge issuing process is conducted

e  Badges made but not in use must be controlled or destroyed

e  Tamper-resistant features such as holography should be used to make
counterfeiting more difficult

e  Employees must understand the need for the badge process and adhere
to proper usage

At small facilities such as IWC satellite offices, personal recognition is
usually the best form of identification—as long as the process is in place to
also identify those who have left the corporation. For larger facilities, gener-
ally with 50 or more employees, personal recognition is no longer practical.
Use of a more reliable employee identification system is needed. Badge sys-
tems generally fulfill this need. Again, the CSM must consider the risks of
each option.

It may also be necessary to control the access and movement of visi-
tors, suppliers, and customers. For this, a badge process for nonemployees
should be used. It should be similar to that of the employee badge process
but more restrictive in the sense that it clearly identifies the visitor as some-
one who is not an employee and has obvious indicators on the badge calling
out appropriate restrictions. Escort requirements, badge expiration dates,
and specific areas authorized to visit are some of the useful data necessary
for the visitor badge.

Employees must be familiar with the badge process. They should
receive guidance and training as to how the process for employees and
nonemployees works. Employees should be able to recognize authorized
badges and react to unauthorized badges. Persons not wearing an appropri-
ate badge or violating the parameters of the badge process should be chal-
lenged. Without the active participation of all employees, any badge process
will be rendered ineffective.
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Guards

Guards or plant protection officers can be an integral part of a physical secu-
rity profile. Depending on specific needs and the type of facility, their use
will vary.

Guards add a human element to the physical security profile. They are
used in situations where observation, training, and judgment are required to
apply effective asset protection controls. For example, guards are often used
for vehicle access control functions. They not only check proper identifica-
tion of the vehicle and driver, but they also provide greater flexibility for
vehicle inspection on a variety of cars and trucks that may have a need to
enter the site. When an irregularity is observed, they possess the ability to
react instantly to the situation by reporting or challenging those with ques-
tionable identification. Moreover, they can make an assessment of a situa-
tion and determine if additional assistance is needed (e.g., responding to an
alarm and determining whether an intrusion occurred or if the alarm
was false).

Guards also provide the capability of patrolling a site or facility, mak-
ing observations and taking note of changes or irregularities, all of which
can be further investigated. The mobility of guards makes them particularly
valuable, because their services can be quickly applied to a particular need
or situation.

One of the most common security functions to be outsourced is the
guard force, since it obviously is human intensive and thus is one of the
more costly aspects of an assets protection program. Furthermore, high-
technology devices are replacing some of the security guard posts. At IWC,
the guard force is a proprietary guard force. The CSM has decided that this
function will be the first security function that will be evaluated for out-
sourcing as soon as the initial assets protection baseline is established for
IWC, and that includes the initial implementation of the CAPP.

Another factor that must be considered is the use of armed guards.
Executive management usually does not want an armed guard presence,
and some laws may prohibit their use. However, if you want to create a pres-
ence of serious security, there is nothing like an armed guard at the corpo-
rate lobby to give that impression. There are many pros and cons of the use
of armed guards. Because of the high value of some corporate assets, it may
be deemed appropriate to have armed guards at some locations but not oth-
ers. That presents the problem of who is placed in what guard positions and
decreases the effective and efficient use of guards to fill any guard job within
the corporation. In addition, the armed guards are more highly trained and
may also press for higher pay for being armed. Their reasoning is that if they
are armed, they are more trusted than those who are not armed, their job is
more dangerous, and they are more highly skilled.

The use of armed guards is a serious issue that each CSM must address.
At IWG, none of the guards is armed and an armed response from the local
police has been deemed sufficient for IWC assets protection needs. This was
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based on a meeting between the CSM and local law enforcement personnel,
where the response needs of IWC and the response time that the CSM could
generally expect from patrol car officers and a SWAT team were discussed.

Alarms and Surveillance within the Inner Layer

The application of alarms and surveillance within the inner layer of security
requires the same considerations as the application to the outer layer. The
extent to which they are used or not used depends on threats, vulnerabili-
ties, risks, and the criticality of assets within.

PHYSICAL SECURITY COSTS

The cost of physical security is always a concern. Reaching an appropriate
balance between adequate levels of protection and the cost of that physical
protection can be difficult. Too little security leaves vulnerabilities in place,
increasing risks. Too much security may mitigate threats and vulnerabilities
and reduce risks but leads to unnecessary expenditures. Inefficient applica-
tion of security controls (spending more than you need to for a physical
security service or product) may use scarce resources that otherwise would
be available for additional protective measures. Furthermore, objectively
demonstrating to management the effectiveness of security controls can be
problematic. It is difficult to quantify the value of deterrence achieved
through the application of physical protective measures.

A common security axiom is: The more doors and openings a building
has, the more difficult it will be to control access. There is a trade-off here:
the cost of security weighed against the convenience of employees and oth-
ers. It all comes down to costs and what executive management considers
acceptable levels of risk.

PHYSICAL RISK ASSESSMENTS

At IWC, the CSM knows that fundamental to developing an effective physi-
cal security profile as part of the CAPP is understanding the various threats
to IWC assets and the likelihood of an actual occurrence. Recognizing
threats to IWC allows for cost-effective implementation of security meas-
ures. Implementing security measures that have little or no relationship to
the type of threat associated with IWC may very well be an inefficient use of
resources. Moreover, implementing redundant protective measures may not
improve assets protection but will certainly consume resources better spent
elsewhere.

Assessing the physical threats after identifying vulnerabilities is not
easy. It requires an understanding of the business environment. One way to
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better assist the CSM in the effort to understand the physical threats to IWC
is through benchmarking. Identify businesses similar to IWC’s and talk to
them about their perceived threats. Try to find out what protective measures
they implement to mitigate physical threats. There are other means of threat
assessment. Consider the following:

Consult experts in your line of business.

Seek the guidance of security professionals in similar situations.
Consult with your insurance provider.

Talk to risk managers.

Talk to the local police about crime in the IWC areas.

Risk assessment is the product of determining the threats and under-
standing their consequences. If the consequences are significant, protective
measures should be implemented. If the consequences are not significant,
implementing additional protective measures may be an inefficient use of
resources, and not adding value. Implementing physical security measures
to the extent that all threats are eliminated is an action of risk avoidance. For
some business, risks avoidance is appropriate. For most businesses, such as
IWC, it is not.

PHYSICAL SECURITY FOR CLASSIFIED GOVERNMENT CONTRACTS

All of the physical controls mentioned in this chapter have applicability in
some way to the physical security requirements of government contracts.
However, for specific guidance, applicable government security publica-
tions and requirements documents (e.g., contracts) must be consulted.

In the United States, The National Industrial Security Program Operat-
ing Manual' is the basic document providing guidance for physical security.
Special access programs and sensitive compartmented information activi-
ties generally have additional, very specific physical requirements address-
ing everything from construction specifications to locking devices. The
applicable documentation must be consulted prior to planning construction
for any area supporting these activities. Furthermore, the appropriate
government-cognizant security officer must be consulted, since formal
approval is generally required prior to use.

SUMMARY

The physical security function through the CSM’s physical security organi-
zation at IWC is the foundation for IWC’s basic assets protection measures
(see Figure 9-2). To this foundation, or baseline, additional controls for pro-
tection of IWC assets are added, creating a complete protection profile. No
single physical security control can satisfy all of the assets protection needs.
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Physical security is built in layers. Each layer of security control serves a
specific purpose by providing specific protections. Many controls used in
conjunction with each other help to create a secure environment.

Conducting a site physical security survey should enable the gathering
of all information necessary to make an intelligent and informed risk assess-
ment of the sites or facilities and create a physical security profile. From this
point, additional controls can be developed and implemented to provide
the most cost-effective security profile tailored to the specific needs of the
enterprise.

ENDNOTES

1. See http://www.dss.mil/isec/nispom.htm. The National Industrial Security
Program Operating Manual (DoD 5220.22-M), dated January 1995, is pub-
lished by the United States Department of Defense. It was issued in accordance
with the National Industrial Security Program as authorized by Executive
Order 12829.
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Outsourced or Proprietary Security?

If the world operates as one big market, every employee will compete
with every person anywhere in the world who is capable of doing the
same job. There are lots of them and many of them are hungry.

Andrew S. Grove, President, Intel Corp.

This chapter discusses whether to outsource or keep in-house some security
functions, such as the physical guard force, investigative function, and
other security functions.

OUTSOURCING: A DEFINITION

Outsourcing is defined as contracting for outside services that are a neces-
sary part of doing business but are not core functions or core competencies.
A core competency is a service, activity, or process that adds strategic value
to IWC. It contributes to the strategic direction and success of IWC. Core
competencies are not candidates for outsourcing. They differentiate IWC
from other companies and add strategic value, supporting the competitive
advantage of IWC.

Outsourcing is a tool, not a cure-all. It allows IWC to focus on its core
functions and let other companies assist by providing the services they
perform best. Outsourcing converts an in-house cost center into a cus-
tomer-focused service operation, with the IWC CSM as the customer for
outsourced security functions or projects. In general, transactional and
occasional or one-time activities lend themselves to outsourcing. Intellec-
tual functions, functions that have strong governmental oversight, and func-
tions where success relies on management’s relationships and building of
trust do not lend themselves to outsourcing.

209
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GENERAL INFORMATION

Most companies do not sell security services. Some companies do. Most
companies are in the business of producing and selling many types of
goods, products, and services, most of which are not security products or
services. IWC is in the business of designing, manufacturing, producing,
and selling widgets. It is not in the business of selling security or assets pro-
tection services. IWC does provide security services for itself. It does so to
meet the security and assets protection needs of the company and employ-
ees. In this context, security is a cost center. Security services are not sold to
others and, therefore, do not bring in revenue. For IWC, security is not a core
competency and so is a candidate for outsourcing.

Within the IWC security department there are a range of services pro-
vided. Some of the services are simple transactional services, such as
employee identification badge making, and others are much more compli-
cated, such as the contingency planning process and the CAPP. As with
other managers, the IWC CSM has limited resources available to provide
security services to the company. The CSM is very interested in being able
to provide the best possible services at the lowest cost. To do this, the CSM
is considering outsourcing some assets protection functions. In order to
begin the process of outsourcing, there are actions the CSM must take and
information to be gathered to conduct a comprehensive analysis. This
analysis will take two parts:

° First, an initial assessment must be made to determine if outsourcing is
a viable option.

e  Second, a detailed analysis must be made to determine if it is actually
more cost-effective to outsource.

THE ADVANTAGES AND DISADVANTAGES OF A PROPRIETARY
SECURITY ORGANIZATION

With any activity, there are reasons to perform that activity and reasons not
to internally perform that activity. Depending on conditions and circum-
stances, every activity has its advantages and disadvantages. This is true of
both proprietary and outsourced security service providers. Before consid-
ering outsourcing as an option to perform and deliver services, it is essential
to know and understand the advantages and disadvantages of outsourcing.
It is just as essential to know and understand the advantages and disadvan-
tages of providing security through IWC’s proprietary security organization.
The following sections cover the more significant advantages and disadvan-
tages, or the pros and cons, of a proprietary security program.
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Pros

The following is a list of the reasons for maintaining proprietary security
functions:

e  Staffing continuity: Turnover of security personnel within a proprie-
tary security force is generally less frequent than turnover of security
personnel with an outsource provider. Since proprietary security per-
sonnel are generally higher paid and have better employee benefits,
they move on less frequently.

e Loyalty: There is a perception that proprietary employees exhibit more
loyalty toward their employer than contract or outsourced personnel
do. This is difficult to assess, and an accurate analysis may be best
accomplished through a customer survey.

J Tighter management controls: Proprietary security employees work
for the CSM and IWC. This arrangement provides direct control over
performance and career opportunities.

e Familiarity with company and company history: Since proprietary
employees stay with companies longer, they have a greater opportu-
nity to learn more about the company they work for and the people
they work with and serve. This leads (hopefully) to a more “team-
oriented” security workforce.

o Maintain functional expertise: Having proprietary security personnel
allows you to use them to best meet IWC’s security statement of work
and company needs. Those particularly skilled employees are avail-
able for use in many ways. Having them as employees allows the CSM
to keep that functional expertise within the company and under CSM
control. If the most skilled security personnel are employees of an out-
source provider, that provider has the option to use their expertise
elsewhere.

Cons

The following is a list of the reasons for not maintaining proprietary security
functions:

*  Higher costs: Because proprietary employees generally cost more than
outsourced employees, a proprietary security organization generally
costs more than an outsourced security organization. Moreover, there
are hidden costs associated with proprietary employees that are not
associated with outsourced employees—costs such as occasional
perks provided to employees or the associated costs of facility usage,
which are not easily identified and are often overlooked when making
a comparison or assessment (e.g., benefits, time spent on performance
reviews, discipline, and the like).
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e Lack of flexibility: With a proprietary security force, the CSM has avail-
able a limited number of employees. When an unplanned, or even a
planned, event requires additional support, having a limited number
of employees inhibits the CSM’s ability to fully staff. No surge capabil-
ity exists. Therefore, it may be necessary to hire temporary personnel,
part-time personnel, or expand the use of overtime. Any of these
options can be costly.

THE ADVANTAGES AND DISADVANTAGES OF AN OUTSOURCED
SECURITY ORGANIZATION

Outsourcing should always be viewed as a serious option for delivering
security services. At the very least, outsourcing will provide for a capability
to augment existing services or provide necessary resources during surge
periods. Some may find that outsourcing, when a carefully selected pro-
vider is used and the relationship is more of a partnership as opposed to a
customer/supplier relationship, meets all of their security needs. Others
seek a mix in the attempt to achieve a balance between cost and flexibility.
Others prefer not to outsource at all, for a variety of reasons, some of which
will be addressed in the following sections. Outsourcing is not an activity
that can be turned on and walked away from. It requires a dedication to
results, regular oversight, and active management. Furthermore, it must be a
win-win situation. There will be no long-term value derived from an out-
sourcing relationship if the relationship is one-sided. If the relationship is
not mutually beneficial, it will be unproductive and ultimately a failure.
Both parties must have an interest in a successful relationship and no inter-
est in the exploitation of the other.

Pros

The following is a list of the reasons for outsourcing proprietary security
functions:

J Cost savings: Reducing costs is the primary reason for outsourcing.
Although outsourcing has other benefits, reducing cost is its largest
advantage. As was mentioned at the beginning of the chapter, IWC
security is a cost center. Security contributes to the continuity and
viability of the business but does not generate revenue. Reducing costs
is the way the CSM can contribute to the bottom-line profitability of
IWC.

e Mobility of people: Outsourcing can provide greater flexibility for
staffing than having a proprietary force can. It is much easier to move
or replace an employee of an outsource provider than it is to move or
replace an internal employee. Employees of an outsource provider are
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not on your payroll. That condition alone affords you more flexibility
in making changes.

e Surge capability: Special events or unforeseen activities can place a
heavy burden on staffing. With a proprietary security force the short-
term option is to use overtime, but sometimes that is just not enough.
The longer-term options are hiring additional part-time or full-time
security personnel to support the need. Outsourcing better addresses
this problem in two ways: (1) Outsource providers have a larger cadre
of personnel to draw from, which makes it easier for them to meet your
surge needs; and (2) contractual arrangements may be made during
contract negotiations, establishing parameters for surge support in
order to keep unexpected costs to a minimum. If the CSM does not use
an outsource provider for security services, it may be valuable to con-
tract with one for special circumstances. In this way, outsourcing
becomes an augmentation to the proprietary security force.

e Indirect management—maintain control and administer contract:
Outsourcing to a security service provider brings more to IWC than
just security professionals or guards. It also brings supervision and
management. As a customer to the outsource provider, your role as
IWC’s CSM shifts from the management of daily personnel and secu-
rity issues to that of an administrator managing the provisions of a con-
tract. More of your time and effort will focus on ensuring the outsource
provider fulfills the obligations of the contract. Their management will
handle the daily personnel issues and security tasks.

Cons

The following is a list of the reasons for not outsourcing proprietary security
functions:

e Perceived decrease in company loyalty by customers: It has been the
experience of the IWC CSM that management and employees perceive
proprietary security personnel to be more loyal to the interest of the
company than are contract or outsourced security personnel. In large
part this is just that—a perception. Experience indicates this is not the
case. If the relationship between the outsource provider and the cus-
tomer security organization is that of a partnership, a well-defined and
mutually beneficial relationship, loyalty is not an issue. Furthermore,
a long-term relationship between the customer (IWC CSM) and service
provider will provide a basis to develop loyalty toward each other.

J Quality of personnel: There is an old adage that states, “You get what
you pay for.” Any consumer will support this claim. If you buy cheap,
you get cheap. On the other hand, getting quality personnel does not
mean you must pay the highest price. Getting quality personnel to per-
form security duties is as much related to having a well-defined state-
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ment of work as it is to understanding the market you operate within
and offering a competitive wage. A clear and well-defined statement of
work will tell you what skills are necessary to fulfill your IWC assets
protection needs. An understanding of the local geographic market-
place will enable you to establish competitive wages—wages that will
be attractive to the caliber of personnel you are seeking. Failure to
establish a competitive wage and having an ill-defined statement of
work will lead to unfulfilled expectations and high turnover. This will
satisfy no one.

o Cultural change: Changing from a proprietary security force to a con-
tract service is a significant change in culture. Security management,
company management, and employees have been used to conducting
business in an established way. Changes are generally not well
received. Even positive changes sometimes meet resistance. To best
deal with the negative aspects of change, a public relations and
employee awareness campaign should be used. Once a decision has
been made to outsource, and all involved parties have been notified, a
positive internal media campaign should begin. Keeping management
and employees as well informed as possible, in advance of all changes,
will be valuable in eliminating potential resistance and conflict. Man-
agement and employees want to feel that they are part of the process.
Clear and regular communications as to why and how changes will
occur can reduce resistance, anxiety, and the all too familiar second-
guessing.

CANDIDATE SECURITY FUNCTIONS FOR OUTSOURCING

It is possible to outsource all security functions. There are many companies
that provide a broad spectrum of security services. There are also many
other companies that specialize in a limited number of security services.
Some companies offer a wide range of security services from traditional
security guard functions to investigators, paramedics, control center opera-
tors, and alarm monitoring services. Some also offer more sophisticated
services, such as security intelligence reports and assessments. Others have
a more specialized approach, offering international security consulting
services. Their services may range from security and intelligence assess-
ments of international locations to kidnap and ransom negotiations. In any
event, there is no shortage of companies offering to sell security services.
The difficult task is finding the right one.

Finding the right security service provider is a product of analysis.
Part of that analysis is determining just what services or processes you as the
IWC CSM intend to outsource. The following lists some candidate security
services that lend themselves to successful outsourcing. Many companies
offer these services and have proven track records of good performance.
Some offer the most basic security functions nearly every security organiza-
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tion handles. Others offer more specialized and sophisticated services
needed only on an occasional basis. Services of this type are difficult to
maintain as a proprietary expertise due to their high cost to maintain and
low frequency of use.

Guard services: Also referred to as plant protection officers. This
service may be the best candidate for outsourcing. There are many
companies, national and local, that offer security guard services. Fur-
thermore, the security guard force is often the largest component of the
security budget and therefore the first candidate for outsource consid-
eration, since it offers the largest cost savings.

Investigative services: As with guard services, there are many compa-
nies offering investigative services. Some offer nationwide or interna-
tional services and are nationally and internationally recognized, and
others perform on a local basis only. The types of investigations avail-
able cover the full spectrum from preemployment investigations to
security incident and due diligence assessments; an outsource pro-
vider can be found for all of them.

Executive protection and event security: Executive protection is best
kept as a proprietary service due to the intimate knowledge (of the
executive being protected) needed by security professionals to apply
effective protection. However, there are occasions when augmenting
the proprietary service with outside support makes sense. A trusted
outsource provider can be very useful here. Event security is also an
excellent process for outsourcing. It is limited in duration, usually
requiring a surge in basic guard services for access and crowd control.
Outsourced security personnel can be used for special events to aug-
ment proprietary security or to provide the complete service.

Badge making and other transactional services: All transactional or
routine security services lend themselves to outsourcing. There is no
shortage of security service companies or access control companies
ready and capable of providing these services. Most have sufficient
capability and extensive experience.

Control center/alarm monitoring operations: Most companies offering
guard services also provide control center operators. Some of them
also have alarm monitoring capabilities, allowing you to tie into their
operations and transferring this function to them. In essence, they can
monitor IWC’s alarm systems and respond to any activation.

Fire and paramedic services: Many of the larger security companies
providing guard services also provide fire and paramedic services. Of
particular value is having the service provider assume responsibility
for all training and certification, thus eliminating a necessary support
function from IWC’s proprietary capabilities.

Contingency planning services: Some of the contingency planning
functions can be readily outsourced, but others are more problematic.
Emergency response and crisis management functions can be out-
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sourced easily to many of the security service providers that supply
guard services. These functions go hand-in-glove with the protective
mission of security guards and can be effectively incorporated into
their statement of work. Disaster recovery and business resumption
planning at IWC are much more complicated processes, requiring an
expertise not generally held by service providers. Business resump-
tion, to be handled effectively, requires a thorough knowledge of the
business and is best handled, or at least led, by the business manage-
ment organization. Security plays a support role in the processes of
disaster recovery and business resumption, whereas in emergency
response and crisis management security plays a lead or major role.

e Consulting services: Consulting services vary, as do the skills and
expertise of the various consulting firms and companies. Generally,
consulting services are needed periodically and not on a regular basis.
Before seeking consulting services, understand what capabilities are
available within IWC and the security organization. All too often, pro-
fessional advice is sought and received but ends up only validating
what is already known or recommended. There are times when this
second opinion or validation is necessary. However, some of the time
it is money unnecessarily spent. Once you define the need, seek a com-
pany with a track record in providing that service, and ask them about
their support.

e Due diligence services: These services are not used often. When neces-
sary, it is essential that they be performed thoroughly and effectively.
If a proprietary capability does not exist, due diligence services should
be outsourced to a skilled provider. If an internal capability does exist,
use it. In some cases, the due diligence effort may take place interna-
tionally. In this event, it is best to seek support from a company capa-
ble of conducting due diligence efforts that has a presence in the
geographic area of your effort (Figure 10-1).

SAMPLE OUTSOURCING ANALYSIS

The following is an example of an outsourcing analysis conducted by IWC’s
CSM. It includes detailed analysis, considerations of costs, quality of serv-
ices to be provided, and expenses.

Initial Analysis

Outsourcing is done for a reason such as cost reduction, higher quality of
service, or gaining a competitive advantage. The IWC CSM has determined
that more time should be spent focusing on core competencies that add
value to IWC and less time on support functions. Since support work is
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Figure 10-1 Cost savings opportunities versus type of process/services outsourced.

capital intensive, outsourcing seems to make sense. The IWC CSM recog-
nizes this and is prepared to conduct an outsourcing analysis.

If a process falls into the category of one of IWC’s core competencies, it
is not a candidate for outsourcing. If a process does not fall into the category
of a core competency, it is a candidate for outsourcing. Once it has been
determined that a process is not a core competency, it is essential to assess
the proprietary nature of that process before proceeding further with out-
sourcing considerations. To do this, the CSM determined that answers to
the following questions must be first obtained:

o Is the process a proprietary process?
e  Isthe information proprietary?
o Is the process a strategic or competitive activity?

If the answer to each question is no, then the CSM will be ready to proceed
with the analysis. If the answer to any of the three questions is yes, consid-
eration must be made as to whether or not the IWC assets can be adequately
protected through confidentiality agreements. Nevertheless, it may not be
prudent to share IWC sensitive information with more people than neces-
sary. The good news is that the CSM determined that most security
processes are not proprietary processes, so they lend themselves to the next
step in the outsourcing analysis.
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After conducting the initial analysis, the IWC CSM decided to proceed
to the next step: a more detailed analysis. In essence, it is time to build a case
for or against outsourcing. As part of that detailed assessment, the CSM
must consider the culture of IWC. What impact will the IWC culture have on
a decision to outsource? Even though a detailed analysis indicates that out-
sourcing is the right course of action, there may be cultural issues requiring
further assessment. For example, outsourcing a process in a union environ-
ment may be problematic. If the process is one staffed with and performed
by union personnel, then areview of the union agreement may be necessary.
There may be provisions in the union contract that prohibit outsourcing or
make it problematic to outsource. Furthermore, the impact of outsourcing a
nonunion process may lead to or create resistance from unions in other
areas. Examining the bigger picture early on usually helps prevent potential
problems from developing. If no unions are involved, the decision to out-
source is usually easier.

Clearly define the statement of work to be outsourced. This is critical
to successful outsourcing. To ensure that the potential outsource provider
meets all expectations and you as the IWC CSM will become a satisfied cus-
tomer, each party must have a clear understanding of what work needs to be
accomplished, for whom, in what time period, and at what cost. Operating
within the same well-defined parameters is the baseline for success.

The IWC CSM decided that an important component of assessing the
initial prospects for outsourcing is to seek out similar companies and see
what they have done. The CSM will determine if any similar security
organizations outsourced the security processes that the CSM is considering
to outsource. It should not be difficult to obtain the information needed to
help make good decisions. The CSM will contact security colleagues from
other companies and talk to them. More than likely they can offer assis-
tance. If not, they may know someone else who can. If the CSM does not
have any luck working through colleagues and their contacts, assistance
may be obtained from any of the major professional security associations,
such as the American Society for Industrial Security (ASIS). The CSM is
considering contacting the ASIS headquarters in Arlington, Virginia, and
asking them if they can put the CSM in contact with a company willing to
benchmark. Once you find another CSM who has outsourced and will share
data with you, the following questions should be answered:

What processes did they outsource?

What outsource provider did they use?

What other providers were considered or not considered and why?
Were their expected cost savings achieved?

If not, did they achieve any cost savings at all?

Was there a degradation in service?

What other benefits did they derive from outsourcing?

What pitfalls were encountered?

Are they satisfied?
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The information the CSM obtains from this process will be useful in
setting the CSM on a successful path. Learning from the experience, suc-
cesses, and failures of others can save considerable time and money. Now
the CSM has determined candidate processes for outsourcing and con-
cluded the following:

e The processes considered for outsourcing are not core competencies.

e  There are no proprietary issues to be concerned with.

e  Company culture or union issues don’t exist (or have been reasonably
addressed and will not prevent the CSM from proceeding).

e  The CSM has learned from the experiences of other CSMs.

The CSM determines that it is time to proceed further with the analysis
and find a capable provider of services. The CSM determines that the IWC
procurement/contracts office may also be of assistance in identifying poten-
tial suppliers. It is necessary to identify a sufficient number of suppliers to
hold a competitive bid process. Usually that means including three to five
potential providers, depending on availability. The more potential suppli-
ers included the better the competition. The competitive bid process is the
best way to ensure the CSM and IWC get the best results. The competitive
bid process should provide for a fair assessment of each company’s capabili-
ties and ability to perform. The process should assess the following:

Potential suppliers’ experience

Contact references provided

Response to CSM’s statement of work

Cost and affordability

Availability for service (time and location limitations if any)
Responsiveness and flexibility

Available resources to perform

Quality and metrics program

The competitive bid process should allow each potential outsource
provider an opportunity to learn IWC’s security statement of work. The bid
process should also include developing a transition plan that addresses
how the outsource provider will transition from a proprietary guard force to
the contract force.

Detailed Analysis

Now it is time for the CSM to perform a detailed analysis of cost, quality,
and experience to make a final determination as to the value of outsourcing.
Remember, if outsourcing costs more or will cause IWC to experience a sig-
nificant degradation in the quality of service, then outsourcing should not
be done. Following are guidelines for assessing cost, quality, and experi-
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ence. Following these guidelines will enable the CSM to develop sufficient
detail to make a good comparison between a proprietary process and an out-
SOurce process.

Cost + Quality + Experience = Outsourcing (C+Q+E=0)

Cost

The CSM must know what current asset protection costs are. Those are then
compared with what it will cost a supplier to provide the CSM with the
services needed. Through the competitive bid process suppliers will pro-
vide the CSM with cost information. As the customer, the CSM can play a
major role in establishing assets protection costs. For example, if the CSM
were to outsource the guard force and want the outsource provider to pay
guards the same they were paid as proprietary employees, that action may
contribute to keeping costs high. It may be best to allow the outsource pro-
vider to use the marketplace and market conditions for determining guard
wages. Remember, the outsource provider will add to that wage the cost of
employee benefits and other associated costs. The provider will also add as
a percent of the total cost, a profit margin. You must expect this, because the
provider is in business to make a profit. As the CSM proceeds with the cost
analysis, the following data will be collected from the proprietary operation
for comparison with data provided by potential outsource providers:

1.  Budget Category
Total department salary by employee
Total bonus costs

Calculate cost of benefit package for all employees (current and
future)

Calculate the cost per employee (current and future)

Calculate costs by security guard posts to be filled
2. Facilities Category

Calculate office space (sq. ft.) occupied by the department

Calculate cost of that space for the department

Cost of department-owned equipment

Cost of common use equipment
3. Travel Category

Cost of all business travel and associated expenses
4.  Training/Development

Cost for seminars/courses

Cost for internal meetings
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Cost for other activities
5. Oversight Obligations
Cost of time demands placed on line units
Development and maintenance of performance measures
Cost of reports
6. Other
Legal (factor in claims of various types)
Administrative support
7.  Subcontractor Category (if applicable)
Total cost of subcontractors to include labor, materials, and so on.

A comparison of the data collected from the proprietary operation
with data provided by a potential outsource provider should provide an
immediate indication as to any cost differences.

Quality

Unlike costs, quality is a bit more subjective to assess. Perhaps the best way
to assess quality is to conduct a customer survey. Through a customer sur-
vey, the CSM can establish a baseline of quality—in essence, determine the
quality of service provided as assessed by the actual customers who receive
the service. Once determined, the survey results will serve as the baseline of
quality, which can be used to measure against future performance by the
outsource provider. To conduct a quality survey, first the CSM decided to
identify the following:

What services are provided?

What processes are performed?

For whom are they performed?
What are the customer expectations?

Then a simple survey was designed to send to selected or random
employees. The survey should be sent to a sizable representation of the cus-
tomer population for input to be statistically accurate and represent the
entire population. If the internal customer community is small, it may be
practical to survey them all. The survey must be simple and direct. Compli-
cated and long surveys will generally not get a response. Brief and to the
point surveys will get a response. Never expect 100 percent response to any
survey; a 50 percent response is considered an excellent representation of
respondents. More than likely, you will receive somewhere between 25 and
50 percent.

As an example, let’s consider the badge issuance process a candidate
for outsourcing. To establish a quality baseline, the CSM will need to survey
customers of that process. The customer responses will be compiled,
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scored, and averaged, and a baseline will be established. The following is a
sample survey questionnaire:

A) How satisfied are you that your employee badge was issued to you
promptly?
1) Very Satisfied 2) Satisfied 3) Unsatisfied 4) Very Unsatisfied

B) Was the security clerk able to answer all of your badge-related questions?
1) Very Satisfied 2) Satisfied 3) Unsatisfied 4) Very Unsatisfied

In a full survey, all responses can be scored, averaged, and a baseline
established. This baseline should be identified as the level of service pro-
vided going into an outsource condition. If the service was poor, the CSM’s
expectation may be for the outsource provider to deliver better service. If the
baseline is high (very satisfied), for the sake of keeping costs low, the CSM
may be satisfied with a lower level of service (satisfied).

Experience

The purpose of assessing the experience of any outsource provider is to
determine the probability of their failure if the CSM hires them to provide
security services, and then compare that probability with the consequence
of failure. For example, if the probability of failure is high on the part of any
outsource provider in performing one of the critical processes and the con-
sequence of failure is also high, outsourcing that process becomes a risky
proposition. On the other hand, if the probability of failure for a particular
outsourced process is low and the consequence of failure is low, the risk to
outsourcing that process is low. Proceeding is prudent. To make a thorough
assessment of the probability of the failure factor, the following conditions
should be addressed.

Probability of Failure

Assessing the probability of failure must take into consideration three
factors:

1.  The maturity of the process
2. The complexity of the process
3. Any process-related dependency factors

How each factor is weighted is up to the CSM and the specific needs
and conditions of the operating environment.
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Maturity Factor: The more mature a process is, the greater the likeli-
hood of its success. Success is most likely when a proprietary process
is mature and is outsourced to a provider that has performed that
process before. For example, outsourcing an internal investigation
process to an investigative company has a high probability of success.

« Exact service exists and has been done before—probability of failure
is low

 Similar service exists and has been done before—probability of fail-
ure is medium

» No service exists—probability of failure is high

There is also a sensitivity issue relating to investigations (e.g., privacy,
public relations if information were to be leaked to the news media,

and the like).

Complexity Factor: How complex is the process to be outsourced?
Simple processes have a greater probability of success when out-
sourced. The more complex a process is the greater potential for things
to go wrong and for failures to occur.

« Simple changeover—probability of failure is low
e Moderate increase in complexity—probability of failure is medium
« Complex—probability of failure is high

Dependency Factor: The less dependent a process is on other factors,

the higher the likelihood of success. Conversely, the more dependen-

cies a process has, the greater the likelihood of something going wrong,

leading to failure.

« Independent of existing process, systems, or suppliers—probability
of failure is low

« Performance dependent on existing processes, system, facility, or
supplier—probability of failure is medium

» Performance dependent on new systems, schedules, processes, or
suppliers—probability of failure is high

Consequence of Failure

Performance Factor: How important is it that the outsource provider

perform as well as or better than the proprietary operation? If main-

taining a similar level of performance is important, then performance

degradation can be critical.

« No change in performance—very low probability of adverse impact

e Small reduction in performance—relatively low probability of ad-
verse impact

« Significant degradation in performance—relatively high probability
of adverse impact

« Goals cannot be achieved—high probability of adverse impact

Cost Factor: Generally, the CSM decided with management support to
choose to outsource to reduce IWC costs. If outsourcing increases cost,
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other factors must be significantly improved or it is not worth out-
sourcing.

» Budget estimates not exceeded—no adverse impact

« Cost estimates exceed budget by less than 10 percent—if perform-
ance is significantly improved this may not be a problem

« Cost estimates exceed budget by more than 10 percent—generally a
problem

» Cost estimates exceed budget by more than 25 percent—unless miti-
gated by a significant factor, exceeding budget costs by more than 25
percent means a failed effort

Schedule Factor: As with any process or service, on-time delivery is
important. The axiom “faster, cheaper, and better” is one to live by,
and fits the expectations of the CSM. The following schedule impacts
must be considered in outsourcing:

» No change in schedule—not an issue

e Minor slip in schedule—considering other factors, may not be a

problem

e Small slip in schedule—may be a problem if costs have not been
reduced

e Major slip in schedule—generally a problem regardless of cost
savings

Final Outsourcing Decision

After completing the analysis, a decision on outsourcing must be made. If
the analysis shows an experienced outsource provider can be found, costs
can be reduced, performance will improve or at least not be degraded, and
the likelihood of success is high, the decision has been made; it is time to
outsource the process. If the analysis shows that costs will increase, that
performance will be significantly degraded, or that the effort is highly likely
to fail, outsourcing should not be pursued. Anything in between these two
assessments will require a risk-management decision by the CSM, and
also concurrence by IWC’s executive management. However, having gone
through an assessment considering all pertinent factors, the IWC CSM will
be well prepared to make a risk-management decision. Not conducting a
thorough analysis before proceeding is the riskiest of all propositions.

Once the CSM has made the decision to outsource and a provider
identified, there are still a few factors that should be mutually agreed on
to enable complete success prior to signing the contract. Doing this will
ensure that both parties, the customer and the provider, benefit from the
relationship:

e Identify critical success factors: Those factors that must be fully
achieved for the effort to be considered a success. For example, if the
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reason for outsourcing is to reduce costs by 10 percent or more, then
achieving that 10 percent cost reduction is a critical success factor.

e Establish goals: Clearly defined goals are a means of defining
expectations.

e Measure performance to goals: How well the provider performs to
established goals is a measurement of success. Moreover, it is a futile
effort if goals are established but performance to them is not measured.

. Improve: Performance measurement is a management tool. It estab-
lishes where IWC is as compared with where it will expect to be. If per-
formance is below expectations, improvements must be made.

e Periodic reevaluations: All relationships require periodic reevalua-
tions. Neither customer nor supplier should assume all is well unless
that is validated through some established means. For example,
after doing business with a single supplier for several years the
CSM decides to recompete a contract let to that supplier years ear-
lier. Through a competitive bid process, a CSM can validate that the
current supplier offers the best deal or select another supplier that
does.

CASE STUDY

Suzanne Gorman is an experienced assets protection professional. One of
her responsibilities is to implement and maintain a corporate-wide security
education and awareness training program (SEATP) for a major finan-
cial New York City corporation. She was asked about her views of out-
sourcing a SEATP based on her experience. The following is a summary of
her experience:

What made you decide to outsource?

I decided early on that it needed to be taken seriously, so therefore the
outsourcing came into play. I also wanted to have an awareness pro-
gram that was fun.

Did you do a cost-benefit analysis as part of that determination?
I did do a cost-benefit analysis that was sold to the executive staff.

If so, can you provide details (e.g., the results)?

If you consider a person employed, say at $100,000, with benefits it
comes to $160K. That would not include speaker costs, gaming, etc. So
for about $160K per year I get all the speakers, artists, newsletters, and
gaming covered.

Has it worked out as expected?
Better than expected.
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Has it really turned out to be cheaper?

To be honest, this is much cheaper than I expected. Think about it,
would it really only be one person at $160K or would it really take
additional manpower? Just writing the newsletters would require a
very specialized person, having an artist would be additional, as well
as adding on training, gaming, and so on.

What specific services are provided and how are they provided, for
example, lectures and pamphlets?

I receive monthly newsletters, weekly newswire clips to send out to the
entire organization, a dedicated artist for postings, calendar art as well
as newsletter art. I have bimonthly training, with outside speakers, as
well as an entire “Security 101” training day.

How did you go about looking for a supplier?

I wanted someone a little “out there” and Winn [Schwartau] was men-
tioned as a good candidate, and we have been together ever since.

How did you decide on the one you did?
We just clicked. I told him I wanted fun, and he delivered fun.

How many did you contact or know about?
I actually looked at three other candidates.

SUMMARY

Never forget that corporate security is part of the business enterprise. Corpo-
rate security adds value to a corporation in many ways but does not usually
generate revenue, which means that corporate security is a cost center.
Keeping costs under control and as low as possible is essential. Outsourcing
provides an effective avenue for the CSM to reduce costs or keep them under
control. In today’s business environment there are many providers of a
broad range of security services. These providers range from local compa-
nies providing few specialized services to international companies offering
security services from the simple to the very complex. A skilled CSM will
recognize this and use outsourcing as a tool to help effectively and effi-
ciently manage the security organization and the CAPP.
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Personnel Security

People are not willing to be governed by those who do not speak their
language.

Norman Tebbitt, British Politician

This chapter discusses people: the IWC employees. The discussion is on the
importance of having competent and trustworthy people as employees.
Also discussed are the processes to provide a framework for a comprehen-
sive preemployment background investigation program, protecting people
in the workplace and providing them with a safe and secure work envi-
ronment, and workplace violence prevention and workplace violence
response.

INTRODUCTION

The success of IWC’s business depends on the performance of capable and
trustworthy employees operating in a safe and secure environment. Proc-
esses to assist a business in hiring trustworthy and capable people are the
first step in building a safe and secure work environment; eliminating or at
least minimizing the potential for workplace violence is the second step.

The IWC security department’s personnel security organization has
two primary functions. They are preemployment and background investi-
gations and workplace violence prevention and support programs (see
Figure 11-1).

PREEMPLOYMENT AND BACKGROUND INVESTIGATIONS
Every company wants to employ competent and trustworthy people, and

IWC is no exception. IWC cannot afford to have employees who are incom-
petent or untrustworthy; that is a recipe for problems at best and disaster at
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IWC

Human Resources
Department

Corporate Security

Department
Personnel J
Security
I
[ |
Workplace Violence Prevention Pre-employment and
Support Program Background Investigations

Figure 11-1 The organizational relationship of the personnel security organization within the
IWC corporate security department.

worst. Incompetent employees are not capable of producing the best prod-
ucts and services. Untrustworthy employees can harm a company in many
ways. Theft of assets (e.g., IWC proprietary information) and fraudulent or
unethical behavior are some of the ways untrustworthy employees can dam-
age a company. But IWC is not immune from the bad employee. Every com-
pany has them. The key is to have as few as possible. Measures can be taken
to reduce the probability of hiring untrustworthy employees, thereby reduc-
ing the risk of harm to the company. Screening out the potentially bad
employee prior to hiring is a much more effective and painless process than
trying to get rid of an employee who has just been determined to be untrust-
worthy.

Whatever screening process is employed, there are no guarantees that
all new hires will be trustworthy. However, the CSM reasoned that if IWC
has a comprehensive, consistent, and thorough preemployment background
investigation process, the probability of hiring untrustworthy people will be
reduced. Moreover, incidents of workplace violence can also be reduced. If
no such process is in place at IWC, it cannot demonstrate that reasonable
steps were taken to maintain a safe and secure work environment. One rea-
sonable step is to have a process that tries to ensure that only the most trust-
worthy people are hired as employees. This requires an evaluation of all
potential new hires, which consists of gathering relevant information,
assessing that information in the context of how it relates to the specific job
and the needs of IWC, and making a judgment to hire or not hire.

Having a preemployment background investigation process improves
the odds that trustworthy people will be hired. However, it can also be prob-
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lematic. In certain types of environments the pool of potential candidates
may be small. High-technology positions or positions that require highly
skilled workers already have a limited pool of potential candidates. Adding
a screening process to filter out the untrustworthy candidates reduces this
pool even further. Generally, this will not make the hiring manager or the
staffing person in the human resources organization happy since it will
cause them to do more work in developing a larger pool of candidates. In
the bigger picture, screening out potentially untrustworthy employees is
always worth the inconvenience and effort.

Basics of Preemployment Checks

The basic process for conducting preemployment background investiga-
tions consists of the following elements:

° Identify the potential candidate(s).

e Gather specific and relevant information about that candidate with the
candidate’s permission.

e  Analyze that information gathered for indicators of trustworthiness.

e Make a decision to hire or not hire based on the data gathered. Always
consider the data gathered when making the decision to hire or not
hire. Never ignore the data.

The preemployment background investigation process is meant to
augment other screening methods. All prehire interviews, with either the
hiring manager or the human resources organization, are opportunities to
look for indicators of untrustworthiness. Generally, conducting the back-
ground investigation provides for the availability of additional information
to make a decision with.

What Are Preemployment Background Investigations?

Preemployment background investigations (BIs) are investigations con-
ducted to gather necessary background information on a potential employ-
ment candidate or contract labor person. These investigations can be
conducted directly by the hiring company (e.g., IWC) or by a contract with
a service provider. The information is then used to assist management,
human resources, and the CSM’s security mangers in making an assessment
as to the trustworthiness of the potential candidate and then making a deter-
mination to hire or not hire. Preemployment background investigations are
part of the overall evaluation process for potential employees.

Background investigations are sometimes necessary for current
employees. At IWC, this need usually occurs as a result of a promotion
opportunity or a significant change in responsibility for an employee. For
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example, at IWC, a person being promoted to the position of chief financial
officer should be subject to a background investigation with a particular
emphasis on the individual’s financial condition.

Why Do Preemployment Background Investigations?

There are many reasons to conduct preemployment background investiga-
tions on all potential employment candidates. The primary reason is to
learn as much as is possible and necessary about that person. Making a deci-
sion to hire someone should not be taken lightly and should be done only
after making a thorough assessment of the individual’s capabilities, charac-
ter, and history. Hiring only the most qualified, capable, and trustworthy
people is the intended objective.

During the hiring process, IWC candidate employees will provide
much information to IWC. That information is provided through the process
of completing an IWC employment application and related forms, and
through the interview process. However, all the information needed to
make the most informed hiring decision is not always provided through
these processes. The background investigation process augments the supply
of information and is used to validate certain critical information categories.
For example, when hiring someone to fill an engineering position, it is
essential to know if that person has been trained in engineering. An educa-
tion check will validate whether or not the candidate actually graduated
from school with an engineering degree. Moreover, a prior employment
check will indicate if that person ever worked in an engineering capacity.
This may sound unnecessary; however, it is not surprising these days to
find applicants for employment providing false information about degrees
and work experience. What do they have to lose? If you don’t check, they
may be hired—and then it is not always easy to fire them if they have been
performing the work at an acceptable level. If they get caught, they don’t get
hired. So, either way, why not try? Another concern of hiring such individu-
als is their trustworthiness. Even if they have been doing a good job they got
the job through unethical behavior (e.g., providing false information).

Another important reason to conduct preemployment background
investigations is to limit the possibility of negligent hiring. In this case, the
background investigation process is used to identify problem areas that may
indicate the potential for disruptive behavior or even the potential for inci-
dents of workplace violence. For example, a potential candidate with a
background including an arrest for violent behavior or spousal abuse could
become violent under stressful conditions. Knowing someone has a history
of violent behavior prior to hiring that person leaves the company vulner-
able to legal action should that person later engage in acts of workplace vio-
lence. Moreover, hiring someone with a history of disruptive behavior is
likely to lead to disruptive incidents within the workplace. A disruptive
workplace is not conducive to a highly productive workforce.
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Foreign Applicants

IWC is in an expansion mode. In addition to growth within the United
States, manufacturing plants and sales offices have been opened in both
Europe and Asia. These operations have been staffed with a mix of Ameri-
can expatriates, local nationals, and third-country nationals. Since IWC had
in place a process for conducting preemployment background investiga-
tions within the United States, that process was used for the few American
expatriates hired to fill international positions. However, what was not in
place was a process to conduct preemployment background investigations
on candidate employees from other countries. Moreover, the IWC CSM had
no experience in conducting investigations outside of the United States.

The CSM, recognizing that conducting international investigations
was neither a departmental strength nor a core competency of the company,
chose to seek an outside service provider. Not being familiar with interna-
tional investigation service providers, the CSM chose to contact a colleague
from another company. That colleague referred the CSM to the American
Society for Industrial Security’s Annual Buyers Guide provided to all mem-
bers, which includes a listing of service providers. From that source, the
CSM was able to identify several potential candidates and, working with the
IWC procurement organization, arrange for a competitive bid process in
which several service providers were identified, provided with a request for
proposal, and offered formal bids to the IWC procurement organization.

Through this process, a service provider was selected. This provider is
experienced in conducting international investigations. Moreover, the pro-
vider has a network of international investigative service providers that
they use to perform country-specific investigations around the world. This
is an important capability, because each country has its own laws and regu-
lations on how investigations can be conducted, by whom they can be con-
ducted, and what can or cannot be done with the information gathered.
Privacy laws vary from country to country. European privacy laws differ sig-
nificantly from the United States’ privacy laws, making the process of inves-
tigating and collecting information complex and problematic. Recognizing
this, the IWC CSM chose to pursue the most practical and effective method
of accomplishing the investigative need. The CSM hired a company with a
core competency in conducting international investigations.

Who Do We Do Them For?

It is not necessary or practical to conduct preemployment background
investigations on all potential IWC employment candidates. These investi-
gations should be done only for those candidates to whom you intend to
make an official offer to hire. There is a cost associated with conducting pre-
employment background investigations. It would be wasteful to spend
money on investigations for every potential candidate, since you know that
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not all of them will be hired. Once the review and selection process has
reached a point where the pool of candidates has been reduced to the candi-
date or candidates who will actually be offered employment, background
investigations then should be conducted on them.

As a condition of employment, the candidate must sign a release form
allowing the preemployment background investigation to be conducted. Do
not proceed with the investigation until the signed release is received. This
release is necessary to prevent the possibility of future legal issues. The can-
didate must understand that employment is contingent on a favorable back-
ground investigation.

Preemployment background investigations should also be conducted
on all contract labor. Even though contract labor personnel are not employ-
ees of IWC, they will be performing work for IWC and on the premises. They
will also have access to IWC assets such as information, so they too must
be subject to a trustworthiness evaluation. Failure to do this not only
creates a vulnerability but also creates a double standard within the work
environment.

Candidates for sensitive positions should undergo the most extensive
preemployment background investigations, since they will have a higher
degree of trust placed on them. Candidates for positions with fiduciary
responsibility, those that involve handling money, or those entrusted with
the most sensitive competitive information require closest examination.

All background investigations must be conducted in accordance with
professional investigative standards and applicable federal and state laws,
including, in the United States, the federal Fair Credit Reporting Act. Inves-
tigations conducted outside of the United States must be conducted in
accordance with local regulations and laws.

A Minimum Standard for Preemployment
Background Investigations

Minimum standards for background investigations must be established.
These standards are essential for several reasons, including consistent
application and fairness to all those being investigated and relevance of
information collected. Information that is not relevant to the applicant in
the context of employment with IWC and the position being offered should
not be collected. Background investigations for all employment applicants
who receive offer letters and for contract labor personnel should include the
following categories of information.

Prior Employment History

e  Verify employment with all employers over the last seven years.
e Verity positions held.



Personnel Security 233

e  Verify salary information.

o Obtain reason for termination (self-termination, for cause, or other
reason).

e Determine eligibility for rehire with prior company.

e  To the extent possible, obtain information regarding reputation for
honesty, integrity, reliability, stability, and competence.

In some cases, employment applicants may request that their current
employer not be informed of their job search. This request should be hon-
ored with the understanding that the employment verification will be con-
ducted when an employment agreement has been reached and a start
date assigned. Should the inquiry reveal adverse information, the offer of
employment may be withdrawn without liability.

Education History and Achievement Verification

e  Verify, as a minimum, the highest or latest claimed college degree,
high school diploma, as applicable.
e  Verify professional licenses or certifications.

Contract labor employees should all be checked for prior employment
with the IWC. If they had prior employment, the IWC employment records
should be reviewed for any adverse information. This information should
be made part of the evaluation and decision process.

Review of Public Records

e  Determine criminal conviction history; usually, only conviction infor-
mation can be solicited, collected, retained, or considered (because
laws change, the CSM verified what could be collected with the IWC
legal staff).

e Include a check with appropriate state department of motor vehicles
(DMV) to determine violations/convictions history.

Regardless of who is conducting the preemployment background
investigation, there are limitations on the type of information that can be
collected. During the conduct of the investigation it is essential to remember
that there are some questions regarding specific characteristics or the his-
tory of an applicant that may not be asked due to legal and privacy obliga-
tions. Obtaining this information may be in violation of discrimination
laws. Questions asked and information collected must not be in violation of
any laws such as the United States Federal Privacy Act. Avoid discussion
concerning the following applicant information:
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Age

Creed

Sex

Race

National origin
Marital status

Making the Assessment or Evaluation for Hire

After the information is gathered, an assessment of the information must be
made. The first part of the assessment should be to determine suitability
for the position. Does the candidate have the necessary skills and experi-
ence to perform the duties of that position? The next area assessed should be
the candidate’s suitability for employment. The following areas must be
considered:

e Any instability in work history or personal relationships

*  Any and all unexpected gaps in employment

e Accuracy of candidate’s recall of past experiences such as prior super-
visors, job locations, and responsibilities

e Any issues that suggest a lack of trustworthiness

SENSITIVE POSITIONS

Sensitive positions are those jobs within IWC that require special trustwor-
thiness and honesty as designated by senior management, the human
resources department, or the hiring manager. Jobs so designated may
involve but are not limited to:

e Access to or control of cash

e Access to sensitive information and processes, such as audit, legal,
security, manufacturing personnel

e Access to trade secrets of highly sensitive, competitive information

e  High-level management, such as IWC officers or senior executives

New hires for sensitive positions must undergo the basic background
investigation and a review of a consumer credit report. In the United States,
the Fair Credit Reporting Act requires that a job applicant provide written
consent to any credit bureau inquiry. Failure to obtain this consent could
result in legal action.

When current employees fill sensitive positions through promotion or
transfer, a new background investigation should be conducted. Written con-
sent from the current employee is also required. The scope of this investiga-
tion should include a review of a consumer credit report. Because both
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conditions and people change over time, the existence of a past favorable
report does not guarantee that negative changes have not taken place or that
the individual is still a trustworthy employee.

Civil litigation records should also be checked. They may provide
detailed records of personal history, background, and financial relation-
ships. They may also provide information helpful in determining if prior
employment problems existed that were not criminal in nature, such as
fraud or serious misconduct.

CONDUCTING PREEMPLOYMENT BACKGROUND INVESTIGATIONS

If an internal investigative expertise exists, conducting preemployment
background investigations may be considered. However, due to the geo-
graphic scope of these investigations, it may not be practical to use internal
resources, no matter how capable, to conduct these investigations. Should
you do so, there are useful Web-based tools that may assist in this
process. The CSM decided that because of the success and cost savings of
outsourcing international preemployment background investigations,
those investigations might be appropriate for outsourcing within the
United States. Therefore, the CSM conducted a search of the Internet for
providers of those services and found several. These were coordinated
with the IWC contracts personnel, who then sent them request for bid
notifications. A firm was awarded a contract on an “as-needed” basis.
This was determined to be cost-effective, since the company would
not be paid unless it was called on to actually conduct the requested
investigation.

Of all the security processes, the preemployment background investi-
gations process best lends itself to outsourcing. There is no shortage of
capable, experienced service providers. Moreover, due to economies of
scale, these providers are able to offer these investigations at the lowest
possible cost and with the support of a large and capable investigative force.
As a CSM, you may be hard-pressed to perform background investigations
as efficiently and cost-effectively as any of the many skilled outsource
providers.

Successful companies in a competitive global environment need the
most skilled and trustworthy people available in the marketplace. Getting
them is not a simple process. Using a preemployment background investiga-
tion process to augment other aspects of the hiring process will assist in
identifying the most qualified, capable, and suitable candidate for the open
position. Although there are no guarantees that you will always get the best
candidate, this process will help increase the probability of getting the
best available candidate and reduce the probability of hiring the worst pos-
sible candidate. In essence, as the CSM supporting the IWC hiring process,
you are performing proper due diligence and reducing the overall risk
for IWC.
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ADVERSE INFORMATION

All information collected should be used and considered when assessing a
potential candidate for hire. (This assumes that all information collected
was gathered in accordance with applicable regulations and laws.) The
evaluation process should include assessments made by security, employ-
ment, and the hiring manager. A determination should be made regarding
the suitability of the potential candidate for hire. If adverse information is
discovered, it should be assessed to determine if it should preclude hiring
or assignment. Adverse information must not be ignored.

It is possible that the adverse information may no longer be relevant.
For example, the fact that a 45-year-old applicant was convicted of drunk
driving 22 years earlier, with no incidents since then, may have absolutely
no bearing on that person’s ability to perform in the proposed position.
However, should you have an applicant for an accounting manager’s posi-
tion who was convicted of fraud or embezzlement recently, hiring that per-
son for this position would be a serious mistake. Hiring decisions excluding
ex-convicts and parolees solely based on past conviction may be discrimi-
natory. There must be a relevant relationship between the position applied
for and the criminal conviction itself.

WORKPLACE VIOLENCE PREVENTION

The American Heritage Dictionary’s definitions of violence include the fol-
lowing: 1) Physical force exerted for the purpose of violating, damaging, or
abusing. 2) An act or instance of violent action or behavior. 3) The abusive or
unjust exercise of power; an outrage; a wrong. 4) Vehemence of feeling or
expression; fervor; fanaticism.’

Workplace violence can be perpetrated by employees, visitors, customers,
or those who choose to engage in criminal behavior. Two employees engag-
ing in a fistfight in the IWC parking lot is also an act of workplace violence.
Workplace violence is not limited to acts of physical violence alone. Threats
of violence or the fear that one may be subjected to violence are also forms of
workplace violence. A threatening environment can be just as disruptive
and damaging as any acts of physical violence. Conditions that create an
environment of fear can be as damaging to the workforce and to individuals
as actual acts of physical violence.

Employees have a right to work under conditions free from the threat
of workplace violence. IWC has an obligation to provide a safe and secure
environment. Furthermore, it is to IWC’s advantage to provide a safe and
secure work environment. Disruptions from the threat of violence or from
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actual physical violence adversely affect the productivity of the workforce.
In any event, nothing good comes from workplace violence. Therefore, any
condition or behavior that creates an abusive or violent environment must
be prohibited.

Over the past several decades, workplace violence has become a sig-
nificant issue in the work environment. The current trend shows a reduc-
tion in workplace violence incidents (for many reasons, including the
development and implementation of workplace violence prevention pro-
grams), at least in the United States. According to the Bureau of Justice Sta-
tistics, violent crimes in the workplace declined 44 percent, compared with
a 40 percent decrease in the overall rate of violent crime.” This decline sug-
gests that changes in the conditions leading to incidents of workplace vio-
lence may have made a difference. Nevertheless, workplace violence in its
most extreme form, homicide, is the third leading cause of fatal occupa-
tional injury in the United States. And, according to the United States
Bureau of Labor Statistic Census of Fatal Occupational Injuries (CFOI),
there were 674 workplace homicides in 2000, accounting for 11 percent of
the total 5,915 fatal work injuries in the United States.” Furthermore,
according to the U.S. Department of Justice, each year nearly 1 million indi-
viduals become victims of violent crime while working or on duty. Work-
place violence accounts for 16 percent of the more than 6.5 million acts of
violence experienced by individuals over the age of 12.* Consequently,
employees have a genuine concern for their safety. Companies, for the sake
of all employees and all stakeholders, have an obligation to deal with this
phenomenon.

As part of providing a safe workplace for employees and visitors,
maintaining compliance with applicable government laws and regulations,
IWC has a policy concerning the prevention of workplace violence. The
foundation of this policy is a zero tolerance position. Any threats or acts of
violence against employees or visitors will not be tolerated. Any violation of
this policy will lead to the termination of employment for the violator.
Employers at IWC are committed to providing a work environment that is
free of acts of violence, the threat of violence, or employee intimidation.
Moreover, they must act when incidents of workplace violence occur. To
best achieve this workplace violence-free condition, a workplace violence
prevention program was developed, implemented, and monitored at IWC.
Paramount for this program are the following:

Protection of employees

Protection of customers, visitors, and suppliers
Prevention of business disruption

Preservation of the good company reputation

Although the odds for occurrence of acts of workplace violence are
low, the greatest threat comes from current employees. Having a security
awareness training program for the prevention of workplace violence, along
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with an effective preemployment background investigation process, helps
to create an environment where employees are less likely to engage in acts of
workplace violence. Moreover, having an intervention strategy focused on
identifying potential problems and interceding where and when necessary
can make incidents of workplace violence nonexistent or at least to an abso-
lute minimum.

Part of an intervention strategy used at IWC is the use of employee
assistance programs (EAPs). EAPs are designed to support employees who
have problems or are experiencing adverse conditions. Employee perform-
ance may decline due to a crisis situation, emotional stress, an untreated
personal problem, or a medical problem such as alcoholism or drug depend-
ency. Such problems can often be prevented or treated successfully through
education, training, and supportive intervention. If left untreated, these
problems have the potential of manifesting into larger problems or situa-
tions of potential or actual workplace violence. An EAP was established to
help meet the needs of employees experiencing any of the prior stated con-
ditions. An EAP program will go a long way in serving to prevent workplace
violence.

WORKPLACE VIOLENCE CASE STUDY

Sometimes acts of workplace violence are not as apparent as one may think.
It is possible that the threat of violence exists and that the threat, as disrup-
tive as it may be, is not reported to management. Without proper inter-
vention, the threat can turn into a costly and harmful situation. The follow-
ing scenario occurred at IWC and is an example of a potential threat of
workplace violence that, if not addressed promptly, could have been very
damaging.

A female engineer (Ann) had recently separated from her husband. Ann
had more than ten years with IWC and was a highly skilled, productive,
and capable engineer. She was leading a product development team for a
potentially important and very profitable consumer widget. Shortly after
the separation, Ann’s husband began stalking her, because he suspected
her of having a relationship with another IWC executive (Tom). About
the same time Ann was being stalked, Tom began to receive threatening
email messages warning him to stay away from Ann. Ann was fright-
ened, because she knew her husband had a history of violent behavior.
Tom was very concerned, since he was not involved in a relationship
with Ann and really had no idea as to why he was being targeted by
Ann’s husband. He discussed the incidents with Ann and neither could
understand why Tom was the target of Ann’s husband’s anger. This
situation went on for several weeks until Ann told her manager the rea-
son she had missed so much work lately was that she was too frightened
to go to work. She believed her husband was watching her go to and from
work, so she avoided the workplace as much as possible.
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Ann’s manager decided to share this information with the IWC
CSM, seeking guidance as to what could be done to resolve a problem
like this. The CSM, having some experience in issues of workplace vio-
lence prevention and having conducted planning for incidents similar to
this as part of the company contingency planning and crisis manage-
ment program, brought together an intervention team consisting of the
CSM, the vice president of human resources, Ann’s manager, and a com-
pany attorney. All agreed that notifying the local police and seeking a
restraining order through the courts against Ann’s husband was her
proper course of action. In this case, the attention from the local police
and the restraining order was sufficient action to get the attention of
Ann’s husband and cause him to rethink his actions and change his
behavior. The problem were resolved, but not before Ann had missed
two full weeks of work and her program completion schedule had
slipped by nearly a month. Tom’s productivity was also affected,
because he had to adjust his aggressive advertising campaign to take
time from work to deal with this very unsettling situation. The good
news was that no one was harmed. The bad news was that the monetary
cost to the company for schedule slips ran into thousands of dollars.

Situations of potential workplace violence, actual workplace violence,
or employee harassment can be and must be dealt with. Sometimes the solu-
tion is as simple as management, human resources personnel, and security
management meeting with the involved employees and working through
the problem to a proper resolution. In other cases, the situation may require
the intervention of a response team, an EAP professional, or some element
of the criminal justice system. In any event, having a well-thought-out
plan to handle these incidents is critical in keeping the damage to a
minimum.

WORKPLACE VIOLENCE PREVENTION PROGRAM

The case study in the previous section presented a situation that could have
resulted in serious injuries to several IWC employees and serious monetary
damage to IWC. Having a workplace violence prevention program (WPVPP)
in place helped mitigate the situation. The following are elements of a
sound and effective WPVPP:

e  Policy:Have a zero tolerance policy on threats or acts of violence in the
workplace. In other words, threats of violence or acts of violence
should result in disciplinary action, including termination of employ-
ment.

e  Preemployment background investigation process: Having a process
in place ensures that some level of screening occurs prior to hiring,
thereby reducing the chances of hiring potentially violent people.
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Grievance procedures: Having a formal grievance process for all
employees to use allows employees to be heard. Often, employees are
only looking for the chance to have their issue or perspective heard
and be assured that management will address issues promptly and
fairly.

Conduct formal and recurring training: Workplace violence pre-
vention methods training should be given to all management and
employees, including newly hired personnel. This will create a
company-wide consciousness and individual awareness of the
problem.

Employee assistance program: Offer employees a discrete and confi-
dential means of receiving guidance or counseling on dealing with
serious personal problems.

Out-placement services: When employees are forced to leave the com-
pany through layoffs or restructuring, having an out-placement service
available to them can make the transition easier and less stressful.

CAUSES OF VIOLENT BEHAVIOR

Violence or threats of violence in the workplace may be caused by a variety
of factors. Some of the most common include:

The perception of being treated unfairly by the company

Personal problems, including family, financial, or marital problems
Failed relationships, both on and off the job

Job instability

Instability in the business environment

Pressures at work

Drug or alcohol dependency

Depression

Having a means of addressing these factors, including having an

informed management team trained to recognize indicators of these factors
and promptly act on them, will help prevent incidents of workplace
violence.

CHANGES IN BEHAVIOR OR APPEARANCE

One of the key warning signs that a potential crisis may be developing is a
significant change in an individual’s behavior. These changes may be the
first steps leading to acts of violence. Examples of such observable change
include:

Loud, angry outbursts in reaction to normal everyday situations
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Abusive verbal or physical actions toward coworkers

Isolation, a decrease in social connections and support
Degradation of personal appearance and hygiene

Decrease in productivity

Destruction of personal or company property

Stalking

Preoccupation with weapons

Chronic complaints and expressions of dissatisfaction with work

When behavior changes such as these are noted, they should be
reported. If they are noticed by other employees, these changes should be
reported to management. They may also be reported directly to human
resources or security, but it is generally best to immediately advise and
involve management. Management is the first line of action when dealing
with employee-related problems. If management recognizes the problem as
requiring special attention or expertise or that the problem is too serious to
be handled alone, management should immediately work with an interven-
tion team. If none exists, management should immediately involve human
resources and security.

CRISIS LEVELS AND RECOMMENDED ACTIONS

Workplace violence situations can generally be categorized into three levels
of crisis. The recommended action in addressing each level depends on the
seriousness of the situation. Following are three general categories of inci-
dents and an associated recommended action:

e Level 1: Life threatening: Homicide, suicide, hostage taking, erratic
and dangerous driving, any situation involving a weapon. Recom-
mended action: Call security; when security is not available, call a
local law enforcement agency.

e Level 2: Serious situations, not life threatening: Speaking incoher-
ently, inappropriate behavior, significant conflicts or fighting with
coworkers. Recommended action: Depending on the seriousness of the
situation, call security, human resources, or, if available, the employee
assistance program representative.

e Level 3: Significant change in behavior: Significant social withdrawal,
including behavior that appears abnormal or disruptive in the work-
place, such as expressions of extreme anger; sudden violent outbursts
of anger characterized by actions such as throwing and kicking objects;
strong, uncontrollable verbal outbursts; the receipt of unwanted tele-
phone calls, messages, or unwanted sexual comments; and indications
of neglect of hygiene. Recommended action: Advise management and
contact human resources or, if available, advise an employee assis-
tance program representative.
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If an employee is being harassed at work or stalked by someone not
a part of the company—as demonstrated in the preceding scenario—
that employee should report the matter to security. Security must then
alert IWC management and direct the employee to local law enforcement,
where assistance may be provided in obtaining a restraining order. The
CSM, in coordination with the IWC legal staff, should cooperate with
the employee in handling this very difficult and potentially dangerous
situation.

Prompt response to any potential workplace violence situation is abso-
lutely necessary. The time between a change in behavior or a threatening
incident and an act of violence can be very short. Time is of the essence and
acting promptly is crucial. Use of response teams comprised of designated
representatives (from medical, security, safety, the employee assistance
program, employee relations, legal, and management of the affected
employee) is the most effective way to address these potentially harmful
situations. Response teams should convene promptly on notification of an
act or threat of violence and ensure that measures are taken to provide a
prompt assessment and response to the situation. This team should provide
advice to involved personnel, if appropriate.

Confidentiality and privacy of violence-related information should
remain confidential when possible. Inappropriate release of information
about a potential situation may only serve to compound the problems, mak-
ing the issues more difficult to deal with and potentially more dangerous.
Confidentiality within the response team and appropriate levels of manage-
ment will help contain and effectively deal with the problem.

WHAT THE CSM AND SECURITY MANAGERS CAN DO TO PREVENT
WORKPLACE VIOLENCE

Workplace violence can be prevented. Although it is not a direct responsi-
bility of the CSM, the CSM must be an active participant in activities related
to workplace violence. After all, employees are valuable IWC assets. The
IWC CSM reasoned that IWC management must be aware of potential vio-
lence indicators, be trained to deal with these indicators, and to respond
promptly and properly in an effort to work out the problem. The CSM must
have a high degree of confidence in the determination of executive leader-
ship to support the security staff and others in the handling of potential
workplace violence situations. The CSM was directed that as part of the
WPVPP all IWC employees should be made aware that the zero tolerance
policy is real and will be enforced. The WPVPP included a series of
actions that managers can do to effectively help prevent situations of work-
place violence:

e  Learn to recognize and document the signs of a significant behavior
change.
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e  Listen to employees and be receptive to hearing their work-related and
personal concerns.

e  Establish an environment in which employees can express themselves
in a confidential setting.

e  Know the appropriate actions to take and the support systems avail-
able to help deal with potential workplace violence problems.

e  Seek advice from security, human resources, and an employee assis-
tance program specialist to discuss any concerns regarding individu-
als who pose a potential threat.

e Consult with human resources on disciplinary action in threats of vio-
lence situations and ensure appropriate action is taken.

e Promptly notify human resources and security of any reports or threats
of violence and of any reported restraining orders.

e Work with security to ensure all alleged, reported, or potential threats
of violence are investigated and assessed.

WHAT EMPLOYEES CAN DO TO PREVENT WORKPLACE VIOLENCE

The CSM understands that IWC employees can play a critical role in defus-
ing serious situations or incidents with potential for workplace violence. By
expressing concern over the welfare of their coworkers and observing
changes in the work environment, employees can make a difference. The
CSM recommended that the following steps be included in the IWC
WPVPP. Employee acts to prevent violence include:

e  Beingaware of a coworker who has demonstrated a sustained behavior
change.

e Discussing any concerns with their supervisor, human resources rep-
resentative, or CSM.

e Promptly reporting any threat of violence or any violent act to manage-

ment, human resources, and security.

Avoiding a confrontation with a violent person.

Avoiding any acts of retaliation or what may appear to be retaliation.

Notifying security when emergency situations arise.

Advising management of restraining orders affecting the company.

The CSM, as an active participant in the WPVPP, considers the active
participation of IWC management and employees in the IWC WPVPP
another way of protecting IWC assets.

WORKPLACE VIOLENCE RESPONSE

All threats, perceived threats, or alleged acts of violence must be investi-
gated. If determined to be real, a response appropriate to the activity must be
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made. Employees who violate the workplace violence zero tolerance policy
must be subject to disciplinary action. The disciplinary action should be
commensurate with the behavior exhibited. The disciplinary action may be
as simple as counseling, or it may be as severe as termination of employ-
ment. Each situation should be handled independently and actions taken
based on the severity of the situation. If an employee is suspended from
work as a result of an act of workplace violence, before returning to the
workplace that employee should undergo a fitness for work evaluation. One
must be alert that such disciplinary action does not further incite the
employee to violence. It is one of those “damned if you do, damned if you
don’t” situations.

A CHECKLIST FOR THE ELEMENTS OF A GOOD PERSONNEL
SECURITY PROGRAM

The CSM used the following checklist to determine the status of IWC’s pre-
employment background investigation process and IWC’s workplace vio-
lence prevention program.

Preemployment Background Investigations

Is a preemployment background investigation process in place?
Is it applicable to all IWC new hires?
Is it applicable to all IWC contract labor personnel?
Are preemployment background investigations conducted in-house or
by a contract service provider?
5. Do the basic elements of the process include the following?
e Preemployment history review
« Education history and achievement verification
« Review of public records
 Credit check for sensitive positions
6.  Are investigation results reviewed for all investigations?
7. Has there ever been a decision not to hire someone as a result of
adverse information developed during the investigation?

B ow N R

Workplace Violence Prevention Program

Is there a workplace violence prevention program in place?

Is it a zero tolerance policy?

Is a workplace violence prevention response team in place?

Is workplace violence prevention planning part of IWC’s crisis man-
agement program?

5. Do IWC team members include representatives from the following
disciplines?

» Security

e Human resources

» Employee assistance program

Bow N e
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e Management
e Legal
6. DoesIWC have a workplace violence prevention training program for:
e Managers
« Employees

SUMMARY

Protecting employees, visitors, and customers is critical to the success of
any business. Creating a safe and secure work environment and hiring trust-
worthy employees create the foundation for good personnel security. Both
can be accomplished by having in place a preemployment and background
investigation process, a workplace violence prevention program, and an
effective means of responding to situations of workplace violence. It is also
a key factor in the IWC CAPP.

A preemployment background investigation process that subjects all
new hires to a prehire review is an essential tool in assessing the trustwor-
thiness of potential and future employees. Conducted in a consistent man-
ner and in accordance with all applicable nation-states’ laws, this process
will provide basic background information which, together with a candi-
date interview process, can help IWC management weed out potential bad
employees. This process also includes a provision to conduct extended
background investigations for persons entering into very sensitive posi-
tions, either as new hires or as current employees being promoted.

Establishing a workplace violence prevention program will help to
create a safer and more secure work environment. The essential elements of
an effective program are:

Having in place a zero tolerance policy

Conducting effective preemployment background investigations

Formal grievance procedures for all employees to use

Formal initial and recurring workplace violence prevention training

for all employees

e  An employee assistance program to help employees deal with serious
personal problems

e Out-placement services for those employees displaced from the com-

pany
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Security Education and
Awareness Training

After all, what is education but a process by which a person begins to
learn how to learn?

Peter Ustinov, Dear Me

This chapter will address the need for security education and awareness
training for the IWC employees. The basic elements of a successful educa-
tion and awareness training program will be discussed along with processes
and procedures for development, acquisition, and delivery of these serv-
ices. (Note: Education and training related to corporate security specialists
will be covered in Part IV of this book.)

INTRODUCTION

One of the most crucial IWC security functions, as part of the IWC Adminis-
trative Security organization (see Figure 8-3), is imparting knowledge to all
the employees (and possibly suppliers, customers, and others who access or
are responsible for IWC assets) on how to protect IWC’s assets.

Once all the administrative security tasks (e.g., plans, policies, proce-
dures, and processes—remember the four P’s!) are in place, those who are
expected to comply with them must know about them. After all, they would
be useless if the IWC employees did not know they existed and how to com-
ply with them. Furthermore, if everyone complied with all the assets protec-
tion directives, maybe there wouldn’t be any need for physical security,
because no assets would ever be left unprotected and every employee would
be an “employee-security guard.” Under perfect conditions, that may work.
However, since people are not perfect, corporations can’t have “perfect con-
ditions.” That’s why the entire corporate assets protection program (CAPP)
must consist of security or assets protection “rings.” One of these rings con-
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sists of employee vigilance and an understanding of how to protect corpo-
rate assets. That understanding and, ideally, the motivation to protect
corporate assets are learned through the security education and awareness
training program (SEATP) briefings, videos, pamphlets, and the like.
When we speak of education what are we talking about anyway? Basi-
cally, we are talking about acquiring information and knowledge through
some form of learning experience. In this case, that means the acquisition of
knowledge by IWC employees through oral communication or their own
experience. In the case of SEATP, it is the imparting of knowledge to IWC
employees about explicit assets protection policies and procedures and
how to comply with them. The objective, of course, is for everyone at IWC to
protect the corporate assets and have a clear understanding of how to do it

properly.

DEVELOPING A SECURITY EDUCATION AND AWARENESS TRAINING
PROGRAM (SEATP)

At IWC, the newly hired corporate security manager (CSM) must develop a
Security Education and Awareness Training Program (SEATP) for the Inter-
national Widget Corporation (IWC). Is the SEATP to be under the umbrella
of the CAPP? The answer is, of course, “Yes.” In fact, all the functions
addressed in Part III of this book would logically be integrated into a total
IWC CAPP.!

Based on what you have read in the previous chapters, how do you
think the CSM should approach this function for the first time? What is the
first thing the CSM should do, assuming that there is no formal IWC SEATP?
Well, the first thing our valiant CSM should do is find out who in the IWC
security department has been providing or supporting the providing of
assets protection training to IWC employees. In this case, the CSM found
that no one was dedicated to that function, and very little was being done.

The human resources (HR) staff has been providing some assets pro-
tection awareness information as part of the “new-hire” briefings. This was
accomplished with some input from the former CSM, who advised the HR
staff that “the employees should be briefed on their responsibilities as stated
in the IWC security directives.” So, in their briefings the HR staff told the
new employees that they are “responsible for protecting IWC assets and
complying with all IWC security directives.” If you were the new IWC CSM,
would you think that was “good enough”? Or would you think that a better
briefing should be given?

If you are quick to answer, “A better briefing should be provided,” be
careful. Don’t answer so quickly. The correct answer is, “It all depends.” It
all depends on whether there were an excessive number of violations of
assets protection directives, excessive amounts of misappropriations, or
theft of IWC assets. Sometimes a CSM’s enthusiasm to operate as the previ-
ous CSM had or as someone said that the CSM should (including the
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authors) can be harmful. Remember, each corporation has its own culture,
its own ways of doing business, and that includes the business of assets pro-
tection. What may work in one corporation may not work in another.

The new IWC CSM decided to ask “the Boss” (the vice president of HR)
and the security staff the history of the company’s assets protection policies.
The Boss didn’t know except to say that, “... the former CSM was in charge
of that and I didn’t get involved in issues at that low a management level
since that was the CSM’s responsibility. After all, the CSM is supposed to be
the expert in such things and that is why the former CSM—and now
you—were hired.” The security staff said they didn’t know except that the
former CSM occasionally asked them to give an assets protection briefing to
some manager’s staff at the manager’s staff meetings based on that manager’s
request. The former CSM always chose the least busy member of the staff to
give the briefing.

The new CSM, of course, was not surprised at such answers based on
what the CSM had seen thus far at IWC, even though he had been in the
position for less than a month. However, the CSM was also pleased, because
when an assets protection program and security department are not being
effectively and efficiently managed, a new CSM can install tried and true
processes where needed