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Preface

Although it has been only four years since the release of the seventh edition of this book,
many changes have occurred since that writing, with more to come. As we write this eighth
edition, a complete revolution in the security industry is occurring. The aftermath of the
September 11, 2001, attacks on the World Trade Center in New York and the Pentagon
in Washington, D.C., has shaken the security industry, whether private or governmental.
Government involvement in the security business has become a must, as evidenced by the
Airport Security Act of 2002. Additional legislation at the federal level, for example, indi-
cates major changes in the U.S. government’s involvement in the security industry since
World War II. Whether this involvement is entirely positive or is heavy-handed, as exem-
plified by the suggestion of a national identification system, is yet to be seen.

Coupled with the security industry’s response to the growing threat of world ter-
rorism is the need to keep up with an ever so rapidly changing technology used both in
the industry and against it by criminals. Protection of information, traditionally han-
dled by placing it in vaults and marking it PROPRIETARY or TOP SECRET, has become ever
more complex. Computer systems that now contain all types of information, from per-
sonal identification to inventory records, are making life both easier and more complex.
Information exchange occurs in the click of a computer key. This exchange of informa-
tion relies on the Internet, and there are plenty of examples that show that the computer
network that is connected to the Internet is subject to attack by outside hackers and
other criminals.

The seventh edition of this text sought to maintain the basic concepts of the first
edition, covering the total picture and giving the reader a glimpse of diverse components
that make up the security function. However, much of the security industry has under-
gone tremendous changes since the publication of the sixth edition in 1998. The World
Trade Center has been bombed twice, and the Murrah Federal Building in Oklahoma
City was victimized by American domestic terrorism. These attacks and President
George W. Bush’s call for an international coalition to wage war against world terror-
ism put the world’s citizens on alert. The world of security changed on September 11,
2001. This eighth edition continues to utilize the same basic concepts that have made
this text a basic primer in the security field. However, the success of the seventh edition
and hopefully this eighth effort lies in the focus on current problems within the basic
framework of security theory.

This new, thoroughly updated edition has three fewer chapters but not less material.
Two chapters are still devoted entirely to the security issues created by the growing pres-
ence of world terrorism. In addition, new topics related to securing information, identity
theft, transportation, contingency planning, and new forms of piracy are discussed.
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Even as we put the final touches on this 2008 edition, the reality of the quickly
changing times makes some of the materials outdated. However, we maintain the belief
that the basic principles of loss prevention and security remain. The tools that allow us
to apply the principles have become more sophisticated and are constantly changing. We
still lock up our valuables. Some use traditional locks and keys, others have sophisticated
electronic tools that operate electronic locks, while still other information is locked into
databases using information technology security, including encryption and passwords.
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Introduction

The chapters in Part I provide an overview of security and loss prevention. Chapter 1
introduces the reader to the Department of Homeland Security and the related homeland
security issues in the private sector. Chapter 2 gives an historic overview of how security
developed in Europe and America, ending with a report on the status of the profession in
the 21st century. Chapter 3 presents an overview of security functions and roles, delineat-
ing the various categories of loss prevention. The materials also provide an overview of
the differences between contract and proprietary security operations and their offspring,
the hybrid operation. Chapter 4 presents an overview of the proprietary structure com-
monly used within security operations. Chapter 5 covers career options, and Chapter 6
presents a discussion of the development of security as a profession. The materials follow
the development of security training, education, certification, and regulation.

As noted in the Preface, the events of September 11, 2001, changed the face of
security operations worldwide. Security has become a common theme considered by
almost every person in our country. However, as security professionals already know,
the basic concepts and theories of security and loss prevention are not changed by a
single event. Antiterrorist professionals had been predicting much of what happened on
9/11 in general terms for the past several decades. What is important is that we learn the
lessons that are present in the development of security operations, apply those that per-
tain to our present situation, modify those that have potential to assist us in our efforts,
and discard outdated and outmoded ideas and technology.

The information presented in Part I, along with the recommendations just pre-
sented, will serve as a basis for understanding and applying the materials presented in
Parts IT and III.
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Homeland Security: What

Has Happened to Security
Since 9/117

OBJECTIVES

The study of this chapter will enable you to:

1. Understand the response of the private sector to the events following
September 11, 2001.

2. Discuss the federal government’s response to the events of September 11, 2001.

3. Consider the cooperation of government and private security associations
and operations in the effort to protect the United States and businesses from
potential terrorist attacks.

4. Identify the efforts of selected state and local governments in preparing to
protect their constituents from potential terrorist threats.

5. Consider the positive achievements of efforts to protect businesses and citizens
from terrorism as well as possible pitfalls and the potential erosion of individual
rights.

1 Introduction

Few events create a truly lasting impression. However, no one of cognizant age will
likely forget where he or she was on the morning of September 11, 2001. This was a
day that changed life in the United States and throughout the world. Security as we had
come to know it began an evolution that will continue for many years. President George
W. Bush made a commitment to the American people and others in the world commu-
nity to fight a war on terrorism. More will be said about terrorism later in this text. But
the most telling change in the United States was the eventual creation of the Department
of Homeland Security.

On January 24, 2003, Tom Ridge was sworn in as the first Secretary of the
Department of Homeland Security. The cabinet-level department merged 22 federal
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agencies with over 170,000 people. To put this landmark move into perspective, the
department’s establishment represented the largest reorganization of the U.S. federal
government since the creation of the Department of Defense in 1947. President Bush
remarked at the swearing-in ceremony that this “begins a vital mission in the defense of
our country.” While it appears that the Department is here to stay, ongoing problems
with the administration of this vast bureaucracy are apparent. Disappointment with the
Federal Emergency Management Agency (FEMA), administered by the Department of
Homeland Security, is just one symptom of a larger problem of handling such a large
and complex organization.

The security field continues to undergo the most significant changes it has seen since
World War II!

The significance of this move cannot be overstated. The security industry, which for
the most part operated independently of federal control, has undergone dramatic changes.
For example, the federal government, with the creation of the Transportation Security
Administration (TSA), has taken over the security of U.S. airports, traditionally patrolled
by private contract and proprietary services. The hand of federal involvement is also
visible in other transportation fields such as maritime activities and trucking.

The American people are also experiencing greater federal involvement in estab-
lishing and maintaining the nation’s security. The Department also created the Homeland
Security Advisory System, designed to provide the American public with an ongoing indi-
cation of the level of potential terrorist threat in the nation in the form of color-coded
warnings. In February 2003, the federal government raised the terrorism alert to orange,
the second highest level of concern. Many distressed citizens purchased plastic and duct
tape to prepare their homes for a possible biological or chemical attack by terrorists. As
this text goes to print, this advisory system seems to have outlived its usefulness, or it
might never have been truly useful.

Public law enforcement continues to wonder what role it will play along with private
enterprise in maintaining public safety in the face of terrorism. Although the Department
of Homeland Security initially dispersed billions of dollars in grants to states and local
law enforcement agencies to assist them in preparation of terrorists’ incidents, the
Department recently changed strategies to target only the major cities for significant
funding over the next few years. Many public safety departments can boast of hazard-
ous materials training and equipment, but few are pleased with the level of information
exchange and intelligence cooperation that currently exists with the federal government.

1.1 Global Security

The focus of this chapter is on the United States and its Homeland Security Initiative,
but it would be foolish to believe that the destruction of the World Trade Center has not
impacted other countries. President Bush’s declaration of war on terrorism resulted in a
worldwide coalition in this battle. It was estimated that governments around the world
spent an estimated $550 billion on homeland security each year. The figures reached
$572 billion by 2005. For comparison purposes, the United States spends nearly $56
billion annually.! In February 2007 the Pentagon Comptroller reported that the war on
terrorism had cost Americans $545 billion to date. From the $56 billion figure from
2003, the cost for 2008 escalated to an estimated $141.7 billion.?



Private Enterprise Response 5

2 Private Enterprise Response

The response in the private sector has been varied. Although it is clear from some of the
following examples that private response is often prompted by federal regulations, pri-
vate industry has also initiated many security enhancements on its own. The American
Society for Industrial Security (ASIS) International worked closely with the U.S. govern-
ment in an attempt to pass industry standards such as the Private Security Guard Act
of 2002. Ultimately, this effort resulted in portions of the 2002 Act being included in
the Intelligence Reform Act signed by the President in December 2005. As a result, the
Department of Justice (DoJ) now allows employers in all 50 states to receive FBI crimi-
nal background checks on people applying for or holding jobs as private security offic-
ers.> In addition, ASIS has initiated an effort to establish industrywide standards for
security operations and new certification programs for security professionals, such as the
Professional Certified Investigator (PCI) and Physical Security Professional (PSP).

In addition, ASIS has been a leader in sponsoring seminars on terrorism issues. A
check of the ASIS Website reflects the society’s commitment to providing timely and accur-
ate information. ASIS also continues to sponsor programs such as an international pro-
gram on world terrorism in Prague, Czechoslovakia, as well as a program on bioterrorism.

ASIS International proposed uniform standards for the security industry.

Executives have mixed reactions to the impact that terrorism has had on security
operations. In a poll by Booz Allen Hamilton conducted in late 2002, a year after the
bombing of the Trade Center, 80 percent of the CEOs of 72 firms with more than $1 bil-
lion in annual revenues believe that security is more important now than prior to 9/11,
but 33 percent expected no increase in security spending. Other surveys indicate that
security concerns and spending will be directed at limited areas of security responsibility,
such as mailrooms and corporate travel.*

2.1 Transit Security

According to the General Accounting Office (GAO), transit agencies have taken many
steps to improve security. These include traditional security vulnerability assessments,
revising emergency plans, and training employees. However, the GAO indicates that
many challenges remain to be addressed. Chief among these is funding. In an effort to
reduce this barrier, the Federal Transit Administration (FTA) is working to get increased
funding for transportation security. They have been successful in gaining attention for
airport, maritime cargo, and some land transportation systems. Still, the real problem is
endemic to the system itself. The transportation network must be open and accessible if
it is to remain a viable means of public transport and a healthy sector of our economy.

2.1.1 Airport Security

Airport security was dramatically impacted by the 9/11 hijackings. The TSA reported
that it confiscated over 4.8 million prohibited items at airport passenger security check-
points between February 2002 and February 2003. Although passengers attempting to
board planes with prohibited items has decreased, an additional 2.7 million items were
confiscated between February 2003 and December 2006. The total confiscated items
now tops 7.5 million. Among these items were:

e 1,437 firearms

e 2.3 million knives
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® More than 2.4 million sharp objects (scissors, 49,331 box cutters)
e 125,273 incendiary/flammable objects
* 15,666 clubs’

Airport security is discussed in greater detail in Chapter 14, “Transportation and
Cargo Security.”

2.1.2  Bus Security

The bus transportation system, represented by the American Bus Association, has estab-
lished an Antiterrorism Action Plan designed to improve safety and security for bus
operations. The four goals of this plan are:

¢ To promote security vigilance among operators through training and partnerships
with law enforcement agencies

¢ To assist companies in developing plans
e To preserve the bus industry as a strategic transportation reserve

e To protect the transportation infrastructure®

2.1.3 Port and Shipping Security

In the arena of port security and the shipping industry, security leaders are encouraging
the U.S. government to extend the nation’s boundaries to foreign ports. That would
put much of the emphasis on security at loading points in foreign ports. One plan, the
Container Security Initiative (CSI), first proposed in early 2002 by the U.S. Customs
Office, has major international components. The CSI calls for international security cri-
teria to identify high-risk cargo containers. These containers would be pre-screened at
their point of shipment. Of course, such security measures might be difficult to imple-
ment, considering the need for international cooperation and additional security person-
nel. By mid-2004, however, 20 of the world’s largest seaports had become CSI partners
with the United States.”

Still, a study by BDP International found that 30 percent of shippers are factor-
ing in additional time to comply with the Advanced Manifest System, which went into
effect in February 2003. This Department of Homeland security rule requires the filing
of complete import manifest documentation at least 24 hours before U.S.-bound ships
are loaded at foreign ports.®

The maritime shipping industry will have more federal involvement as the Coast
Guard increases patrols at U.S. ports and waterways. Sea marshals from the Coast Guard
are assigned to “high-interest” vessels arriving and departing from U.S. ports. The Coast
Guard is also providing increased protection around the nation’s critical petrochemical
facilities.’

One possible model, which already works, is the Federal Aviation Administration
(FAA) foreign airport security assessment program. Following this model, U.S.
Customs would identify ports that fail to meet standards set by the United Nations’
International Maritime Organization. What has hindered this approach is a general lack
of direction.'?

Still, the International Maritime Organization, composed of more than 100 gov-
ernments, agreed to a security plan that would impose significant regulations on ports
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and seagoing vessels. The International Ship and Port Facility Security Code took effect
in July 2004. The code will eventually require ship operators to develop security plans,
appoint ship and company security officers, and maintain a minimum level of on-board
security. Port officials will be required to develop similar plans and hire a port facility
security officer. The code allows the state controlling ports to deny access to ships that
do not meet security standards.!!

This code is certainly a paper victory, but the reality of cooperation often has
a blanketing effect on agreements. In recent testimony from the GAO before the
Subcommittee on National Security, Veterans Affairs, and International Relations of the
House Committee on Government Reform, the Director of Physical Infrastructure Issues
testified that U.S. efforts to widen security to exporting countries is often slowed by lack
of follow-through by foreign governments. In one case, Estonia delayed installing detec-
tion equipment for seven months while finalizing an agreement, and monitors sat for two
years while Lithuanians argued over the correct power supply.'?

2.1.4 Rail Security

In the area of rail transit, the sheer number of travelers and products transported around
this country makes extensive security measures almost impossible. However, Amtrak
and regional metropolitan systems have increased security, in some cases requiring rail
staff to check tickets prior to train boarding. In large rail terminals, taxi stands have
been moved to the street from their previous underground near-rail locations. States and

FIGURE 1.1 Members of a U.S. Coast Guard security unit patrol the harbor near a vehicle cargo ship. (DoD photo by
PA1 Chuck Kalnbach)
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local governments have been asked to provide either police or National Guard protec-
tion for selected rail bridges. The rail companies have been asked to increase security at
major facilities and key rail hubs. At the request of the Department of Transportation
(DoT), railroads will monitor shipments of hazardous material as well as increase secu-
rity measures on trains carrying such materials.

There are approximately 140,000 miles of rail in the United States. On average,
the system carries approximately two million loads of hazardous materials and chem-
icals each year. Although the United States rail system has yet to be a victim of any large-
scale attack, systems in other countries such as England, Spain, and India have been
targeted over the past five years.

Even though the TSA is responsible for transportation security and ranks an attack
against chemicals in transit and stored as among the most serious risks facing the United
States, budget allocations for rail and other surface transportation methods pale in com-
parison to the budget for aviation.'3

2.1.5 Ower-the-Road Security

Over-the-road security is without a doubt the most difficult area to regulate, with over
4 million miles of interstate, national, and other roads in use by the trucking industry.!*
Still, the government and trucking industry are working to monitor hazardous materials
carriers. Companies are suggesting increased security to include:

¢ Employee identification checks
e Communication plans including increased use of Global Positioning Systems

e Operator awareness training

The recently formed Freight Transportation Security Consortium, including busi-
nesses in asset tracking, vehicle monitoring, and the freight industry, is suggesting
expanded use of geographical positioning satellites (GPS). In particular, the group would
like to see all hazardous materials carriers monitored so that vehicles moving from their
predetermined routes will be spotted early and law enforcement alerted to a possible
problem. However, the cost associated with the proposal has drawn criticism.

In 2003 the TSA announced plans to randomly search vehicles outside airport ter-
minals during orange or red alerts established by the Department of Homeland Security.'’
Although they cite Supreme Court and other legal precedents in establishing their author-
ity for the random searches, it is likely that such warrantless random searches will be
challenged in the courts.

2.2 Electrical Grid Issues

In 2002 the Pacific Northwest Economic Region (PNWER), a group of electric power
companies, conducted a simulated terrorist attack on the region’s power grid. The result
showed clearly that the region was not prepared to handle such an attack. To deal with
the lack of security, both private and government organizations have developed guide-
lines for protecting electric facilities and distribution systems. On the private side, the
Edison Electric Institute (EEI) developed guidelines that have been passed on to the
North American Electric Reliability Council (NERC), the U.S. Department of Energy’s
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coordinator for the U.S. electrical infrastructure. Among other things, the guidelines
cover:

¢ Vulnerability/risk analysis
e Threat response

¢ Emergency planning

® Business continuity

¢ Communications

¢ Physical security

o Cyber issues

¢ Intrusion detection

e Backgrounding/screening

It should be clear that these are traditional security concerns. However, until the
impetus from the 9/11 events, most power companies had not taken them as serious issues.
Some companies do have model security programs, but the majority of regional power firms
have lagged behind. This is to be expected, since previously the threat did not seem probable.

According to Michael Gips in an article for Security Management, “Most experts ...
said that their utilities were either well on their way to meeting all the recommendations
or were well beyond them.”!¢

While the NERC guidelines are being considered, the Federal Energy Regulatory
Commission (FERC) has also developed security standards for electric utilities. In develop-
ing standards, FERC sought the assistance of the NERC. The final result is an amalgam
of NERC recommendations and FERC standards. The standards are designed to prevent
anyone from disrupting the electrical market and to ensure the reliability of the electrical
grid. The proposed rules took effect January 1, 2004.

2.3 Nuclear Facilities

In the meantime, the Nuclear Regulatory Commission (NRC) is requiring additional secur-
ity within its already relatively significant control measures to protect radioactive mater-
ials. Currently, 104 nuclear reactors are operating at 65 sites in 31 U.S. states. Oversight
of emergency preparedness is shared by the NRC and FEMA. Although the NRC has
issued orders to increase standards, it was of concern that following September 11, 2001,
the NRC did not know how many foreign nationals were employed at nuclear reac-
tors and that background checks were generally not adequate. According to a report by
Representative Edward J. Markey (D-MA), the only reactor that was designed to with-
stand ramming by a large airliner is at Three Mile Island in Pennsylvania. Markey’s report
also expresses concerns over the handling of spent nuclear fuels. The NRC has taken
Markey’s report seriously and has been involved in a complete security review since 9/11,
issuing over 30 directives since that date, including orders to increase guard presence, con-
struct barriers, and increased surveillance. Contractors at nuclear facilities are being scru-
tinized for possible security risks. While the NRC works on security upgrades, many of
the plans require cooperation with other federal agencies such as the FAA, FBI, and DoD.
Funding limits have also slowed the NRC’s progress in meeting its own deadlines.!”

For additional information, see the NRC Website at www.nrc.gov/about-nrc/
emerg-preparedness.html.
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FIGURE 1.2 A nuclear power facility.

2.4 Oil and Gas Facilities

The United States has more than 2.2 million miles of gas, oil, and hazardous material
pipelines. Security of the lines is, of course, only part of the issue because refineries and
oil/gas fields are also potential targets. Prior to 9/11 there were minimum standards
for this morass of pipelines. Recently the DOT’s Office of Pipeline Safety (OPS) began
looking at risks associated with pipeline safety and security. The OPS has required that
pipeline operators identify and address risks in areas where a rupture would have the
greatest impact on populations or the ecological system.

Although this is a step in the right direction, the GAO indicated that the inspection
program associated with the risk analysis would not be completed before 2006. That
means that many of the security/safety measures were not even contemplated until the
risk analysis was completed.'®

One of the most promising tools for dealing with pipeline monitoring and other
oil and gas security challenges may rest in the application of unmanned aerial vehicles
(UAVs). Since 2003 UAVs have been monitoring offshore oil fields, checking for thieves
and oil leaks. Infrared technology works well in detecting oil and gas leaks.!”

Protection of U.S. distribution and manufacturing facilities is important, but ter-
rorists recognize the potential for disrupting the American economy by attacking other
suppliers. The Arabian Peninsula’s e-magazine Sawt al-Jibad (Voice of Holy War) posted
a notice that Venezuela and Mexico are big oil suppliers for the U.S. market. In add-
ition, Canada, which exports over half its daily production of 2.5 million barrels of oil
to the United States via pipeline, was targeted by al Qaeda in Web postings in 2007.20

2.5 Water Utilities

The Do]J has notified water utilities that the enforcement of the Safe Drinking Water
Act security provisions is a top federal government priority. The American Water Works
Association’s (AWWA) executive director reports that the industry has been active in trying
to meet federal security deadlines.>! According to Jack Hoffbuhr, “Water utilities through-
out the nation have spent hundreds of millions of dollars in infrastructure costs, including
water monitoring, physical security systems, and emergency training and planning to pro-
tect American’s water supplies from terrorism.” The Public Security and Bioterrorism Act
mandated that water systems serving more than 100,000 persons must meet vulnerability
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assessments by March 31, 2003. The EPA reported to Congress on these assessments. It
concluded that $276.8 billion is needed in infrastructure improvement over the next 20
years to comply with current regulations. Of this amount, $1 billion is needed for security-
related needs.

Most of the covered water utilities were in compliance by the March 31 deadline,
but most water systems serve populations under 100,000. The AWWA estimates that
it would cost over $450 million to bring these smaller systems into compliance with
the Public Security and Bioterrorism Act. Communities of between 50,000 and 100,000
had until December 31, 2003, to meet standards, whereas small communities (3,300 to
50,000) had until June 2004.

The Act authorized $160 million in funding for FY 2002 and funds as needed
through 2005. Supplemental funding provided $90 million for assessing vulnerabilities
and security planning. The EPA provided $53 million in 2002 funds to assist the largest
water suppliers in meeting the March 31, 2003 deadline.

In 20035, President Bush requested $5 million for state water security grants and $44
million for a new water security initiative, Water Sentinel. Water Sentinel is designed to
establish early warning systems in several pilot cities through water monitoring and sur-
veillance for chemical and biological contaminants. The House Appropriations Committee
urged the EPA to clear up goals and provide better justification for the request in its FY
2007 budget. The EPA requested $41.7 million for Water Sentinel for FY 2007.%?

In 2006 Congress allocated $837.5 million to help communities finance projects
needed to comply with drinking water standards.?3

2.6 Retail Facilities

With the federal government sending messages that the next major attack by terrorists
might be against retail mall facilities, mall security operations have come under scrutiny.
Many stores retain their proprietary security forces to catch shoplifters and internal
thieves, but those located in malls also rely on mall security personnel to provide protec-
tion to shoppers in the mall commons and parking areas. The mall owners often con-
tract these services. In response to concerns over targeting of mall properties, there was a
brief interest in bringing out horse patrols. Although the malls have not taken this direc-
tion, the entertainment business has increased security through the use of horse patrols.
Horse patrols provide good mobility and a high observation point in crowd conditions.
Their lack of use in the retail environment is blamed on the poor economy and weak
consumer spending.?*

In the aftermath of 9/11 a number of malls began training security personnel in
how to spot suicide bombers. They are receiving training that was at one time reserved
for Israeli police and the U.S. military. Training to spot possible terrorists is important.
The International Council of Shopping Centers has held antiterrorism classes since 2004.
According to a spokesman for the Council, everyone, from mall managers to engineers
and maintenance people, has a role in the effort.

Are malls good targets for terrorist attacks? According to antiterrorism instructors
it is nearly twice as likely that a commercial establishment will be targeted over a gov-
ernment building or military installation.?’

Yet even with good intentions, questions remain regarding the quality of mall
security personnel. On February 14, 2007, six people were killed in Trolley Square, a
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major mall in Salt Lake City. A single armed gunman committed the murders and was
eventually killed by the local SWAT team. Where were the mall’s security personnel?
According to a Do] report, An Assessment of the Preparedness of Large Retail Malls
to Prevent and Respond to Terrorist Attacks, 60.2 percent of the 120 mall directors
surveyed reported that training for security staff had not improved since 9/11, and 94
percent indicated that there had been no change in hiring requirements.

2.7 City Centers

The concern that a terrorist organization might attack public gatherings focused interest on
security measures at civic and cultural city centers. However, it was clear that many cent-
ers had been considering security an important issue long before 9/11. A prime example
of what security can accomplish is the Town Centre Improvement District (TCID) just out-
side Houston, Texas. The Center covers 1.5 square miles, employs approximately 15,000
people, and draws over 15 million visitors each year. Security measures include the use of
mounted patrols and contract services with local law enforcement departments. The visible
presence of security has made employees and shoppers feel safe, an issue of great impor-
tance following 9/11.%’

A 2006 Rand study identified 39 security measures that can substantially reduce
the risk of terrorist attacks at enclosed shopping centers. Among these are the following:

e Public information campaigns encouraging people to report suspicious packages

Placing vehicle barriers at pedestrian entrances to block suicide car bombers

Searching kiosks for bombs and weapons

Clearly labelling exits so shoppers can quickly find their way out in an emergency

Searching all bags and requiring everyone entering shopping centers to remove
their coats to check for explosives and weapons?®

2.7.1 Public Events and Cultural Centers

2.7.1.1 Sports Arenas Sharpshooters, fighter jets, bomb-sniffing dogs, and 1,500
police officers secure Yankee Stadium!

Immediately following the 9/11 bombing of the World Trade Center, the World
Series was being conducted at Yankee Stadium. How do you protect thousands of fans?
The Yankee management decided to have 1,500 police officers on alert in and around the
facility. However, they also used sharpshooters and fighter jets. Bomb-sniffing dogs were
employed to sniff the area. All flights over the stadium were banned. All this was probably
a wise move, considering predictions of additional terrorist attacks, but such measures are
extreme and no one expects that level of security when attending public functions.

According to a Security Management survey of 150 (of a total of 752) U.S. and
Canadian sports facilities, all but one of the 47 respondents have increased security since
9/11. In most cases these increased security measures have tightened restrictions on fans
carrying in bags, coolers, and other items. Patrons are carefully inspected at the gates,
whereas over 90 percent of the organizations lock down the facilities between events.
Also included in security upgrades is greater credentialing of staff. Almost 80 percent of
the organizations also monitor air intakes, but only 33 percent monitor water systems.
Furthermore, 66 percent have increased electronic surveillance.?’
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The increase in security for arenas is also the result of the eventual rise in the U.S.
sports hooligan. Facility managers are being proactive in attempting to assure the public
of a safe, secure, and enjoyable experience at their chosen arena event.

2.7.1.2 Conference Sites and Hotels But what is reasonable? What expectations
should the public have when attending a play, meeting with colleagues at a conven-
tion, visiting museums, or staying at hotels? These are real concerns of companies plan-
ning conventions. Some firms in the aftermath of 9/11 avoided New York City in favor
of other locations such as Tampa, Florida. Security, which was often invisible, is now
expected to be seen to quell perceptions of danger by visitors.

At a minimum, security managers for hotels and resorts report that they have been
requested to review disaster and crisis management plans and in some cases conduct
drills for employees. Employees have been trained to watch for abandoned luggage, and
there are ongoing discussions about screening hotel guests’ baggage. Of course, subter-
ranean parking facilities are considered potential targets, but there has been little change
in most self-park hotel operations.

One conference planner discovered that nine applicants to attend the conference were
using credit cards that were not their own.

Conference planners are also concerned about the potential of foreign students and
professors, who could be working for their government or a terrorist organization, to
try to infiltrate seminars in larger numbers as the Department of Homeland Security’s
SEVIS computer begins to deny student visas to many of these individuals. One confer-
ence planner that initiated increased background checks of attendees in 2002 discovered
nine applications out of 350 attendees who were listed as university students but were
using credit card numbers listed to other people. The firm became suspicious since their
programs had never drawn attendees from Nigeria or Ghana. An FBI inquiry confirmed
the firm’s concerns.3°

2.7.1.3 Museums Museums appear to have reacted to the potential terrorist threat
by increasing access control measures. This includes stronger package-checking stand-
ards. In some cases better identification systems have been implemented. In addition,
Steve Keller, museum security consultant, indicates that some properties have increased
security staffing or requested greater police presence.?!

2.8 Construction Industry

The construction industry has also become involved in security concerns. In 2002 the
Construction Specifications Institute announced plans to revise its MasterFormat system
to include more on security. The format includes recommendations for contractors on
such things as construction requirements, products, and activities. According to Dennis Hall,
chair of the CSI’s MasterFormat task team, “We’re not opposed to creating a strict security
division if the industry (security) comes back and says we need a security division.”3?
According to architect and author Barbara Nadal, architects and building planners are even
considering threats such as chemical and biological weapons in their designs and retrofits.
Structural engineers are considering “progressive collapse design,” where only the
impacted area of a building collapses while the remainder of the structure stays intact.>?
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2.9 Agriculture

Although most Americans were not aware of the $50 million loss to the beef industry in
2001, concerns over perceived agroterrorism have resulted in tighter security over inves-
tigations conducted by federal agriculture inspectors. Experts agree that infecting cattle,
pigs, sheep, or other animals with disease would likely erode public confidence in U.S.
food supplies. Source diseases are common, and with the predominant use of feedlots
and confinement farming, disease can infect thousands of animals at a time. The regu-
lar trading of animals at auctions and fairs would also move the disease rapidly from a
source site to other areas of the country.

With the creation of the Department of Homeland Security, the U.S. Department
of Agriculture’s (USDA) department of Animal and Plant Health Inspection Service-
Veterinary Services (APHIS-VS) has received support for expanded services to monitor
borders.?*

In another agro area, the concerns of the American Psychopathological Society
(APS) focus on two broad areas: prevention and preparedness. Prevention efforts focus
on traditional issues of security, border protection, and secrecy. Preparedness is concerned
with early detection of threats, rapid diagnosis, and response/recovery. The private sector
is concerned that the federal government seems to be focusing its efforts only on security,
as shown by legislative initiatives during 2002. For example, the USDA has already cre-
ated a list of plant pathogens considered high risks for terrorist use against U.S. crops.

There are those who believe that the key element in the battle against potential
agroterrorism has been overlooked. The farmer must learn about the potential of attack
and what to look for. According to a recent study of farmers by the Extension Disaster
Education Network, over 66 percent of the farming respondents said that they either
lacked access to materials about agroterrorism or were unaware of whether they even
had access to such materials. Seventy-five percent said they had not made investments to
make their farms biosecure.

The American Farm Bureau Federation reports that it has been encouraging its
members to track who is on their property and develop ties with local law enforcement
agencies.

2.10 Hospitals

Although hospitals have been sensitive to security issues for decades, the aftermath of
9/11 brought a renewed emphasis on security issues. Many hospitals have been working
to increase access control as a primary means of mitigating problems such as theft, ter-
rorism, vandalism, narcotics problems, and handling the mentally ill and disgruntled.

In terms of increased access control, modern state-of-the-art controls are being
used. While applying traditional access control theory, closed-circuit TV (CCTV), iden-
tification systems, access control cards, metal detectors, and other devices are being used
and evaluated in an environment that requires public access to many areas of the hos-
pital complex.

Parking facilities are being carefully monitored using CCTV and cashier-monitoring
stations. Security officers are also employed to patrol the facilities. Many facilities have
also installed emergency call boxes.

High-risk areas such as the emergency room, obstetrics/pediatrics, psychi-
atric wards, cash handling, pharmacy, research, operating rooms, and locker rooms are
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controlled with increased access controls that include alarmed doors, detectors, card
readers, and CCTV.%®

Still, according to Jeff Aldridge, a nationally known expert on hospital security,
“Even today, many hospitals still have the same open-door policy they have practiced
for decades.” The concept of “public access” is taken literally so that any person may
enter the hospital to seek treatment or to visit someone. They have the right to come
and go as they please. Aldridge suggests that the open-door policy is no longer safe.
Everyone who enters the hospital must be identified through controlled access. Old and
misunderstood fire codes and outdated open building designs contribute to problems of
restricting access. However, access can and must be controlled. Aldridge suggests that all
hospitals must conduct a security assessment or audit.>® You can read more about man-
aging such security risks in Chapter 8.

3 Federal Response in the United States
3.1 Department of Homeland Security

The most significant federal move following 9/11 was the eventual creation of the new
Department of Homeland Security (DHS). As noted in the introduction, this new depart-
ment folds 22 law enforcement, security, and intelligence agencies into one organization.
The primary task of the DHS in 2003 was integrating these independent agencies into an
effective conglomerate agency. During 2003 the department attempted to fill 460 inspector
positions at land ports of entry, 615 inspectors for airport security, and 85 inspectors for
seaports. In total, the agency’s plan for 2003 included hiring 1,700 new inspectors and
570 new border patrol agents.>’

The most significant federal move following 9/11 was the eventual creation of the
new Department of Homeland Security (DHS).

DHS’s primary concerns are:

e Preventing terrorist attacks within the United States
¢ Reducing U.S. vulnerability to terrorism

® Minimizing damage and recovering from attacks that do occur

While Congress sought to have a new organization with its own intelligence-gathering
operation, the DHS suggested that intelligence operations are best left with the exist-
ing agencies within the new department. The DHS set up a Terrorist Threat Integration
Center staffed by analysts from the CIA, FBI, NSA, Pentagon, and new employees of
Homeland Security. Congressional leaders still worry that such an arrangement does
not improve on the intelligence situation that existed prior to 9/11.3% In 2007, President
Bush created a new position to oversee intelligence coordination as Congressional fears
regarding organizational failures and interagency competition proved to be all too true.

The DHS has been the leader in creating the Homeland Security Advisory System
(HSAS) mentioned in the introduction. President Bush signed the system into law in
March 2002. The system was designed to improve coordination and cooperation among
all levels of government and the public. It was intended to offer a common vocabulary
to help people understand the threat of terrorism. Of perhaps more significance and less
controversy is the Ready Champaign (www.ready.gov), designed to educate the public
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on potential threats and steps in proper planning. The site is still active and provides
good information on a variety of topics, but the color-coded warning system developed
by DHS has for the most part not been effective.

The interest in protecting the United States from further terrorist attacks reflects
several issues discussed at great length in the security business. First, what are the
respective roles of the state and private enterprise? In the preceding section, the private
response was discussed. In the following section, the response by the U.S. federal gov-
ernment and other government units is discussed. The federal government seems to be
exploring efforts to control segments of American life that have not previously been sub-
ject to government scrutiny. Whether such efforts will be successful—or perhaps more
important, accepted—is yet to be seen.

3.2 Computer Protection

The USA PATRIOT Act was perhaps the first major tool developed to investigate and
fight world terrorism. The PATRIOT Act increased the reach of the federal government
in investigating computer crimes. The Computer Fraud and Abuse Act was the base, but
the PATRIOT Act allows the United States to reach out to foreign computer users who
pass information through a server in the United States.

A new PATRIOT Act II, first proposed by then Attorney General John Ashcroft,
received such a negative reaction when leaked to the public that it was disassembled and
parts inserted into other legislation. For example, the Intelligence Authorization Act was
signed into law by President Bush on December 13, 2003. The new act increases the use
of surveillance measures in the war against terrorism. The original PATRIOT Act had
given the FBI authority to obtain client records from banks by requesting the records
using a “National Security Letter.” There was no need to appear before a judge or show
probable cause. The Letter also directed the institutions to be silent regarding the release
of information. This included the client whose records were being sought. The new legis-
lation expands the FBI power to include stockbrokers, car dealerships, casinos, credit
card companies, insurance agencies, jewelers, airlines, the U.S. Post Office, and any
other business “whose case transactions have a high degree of usefulness in criminal,
tax, or regulatory matters.”

Opposition to the Act is plentiful. To many, the Act violates judicial oversight and
the Fourth Amendment protections that prohibit unreasonable search and seizure.*’

One effort initiated by the Office of Homeland Security is the securing of the nation’s
computer networks. The most significant suggestion is the development of a private, com-
partmentalized federal network for government agencies and private sector experts to
share information during major events. The system would be part of the newly created
Cyber Warning Information Network (CWIN), which includes federal offices responsible
for the security of the federal computer systems as well as private sector interests.

CWIN’s supporters note that this is not a government regulation effort with gov-
ernment mandates but rather an industry-led activity to find solutions. According to
Harris Miller, president of the Information Technology Association of America, this is
important because between 85 and 90 percent of the infrastructure used by government
and industry is owned by private industry.

However, there are those who feel that the approach, although worthy, lacks teeth.
There is no system to enforce guidelines, since they are “only guidelines.”*?
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3.3 Operation Liberty Shield

An additional effort by the federal government, perhaps as a result of the growing con-
cern over the U.S. coalition’s Iraq War, is Operation Liberty Shield. Announced prior
to the ITraq War in March 2003, the national plan is designed to make U.S. citizens and
the country’s infrastructure secure while maintaining life with minimal disruption of the
economy. The program is a cooperative effort that includes:

¢ Increased border security

¢ More protection of transportation systems

¢ Ongoing efforts to disrupt threats against the United States
¢ Protection of critical infrastructure and key assets

¢ Increased public health preparedness

¢ Better availability of federal resources

The FBI will continue monitoring individuals suspected of terrorist links. In par-
ticular, the Bureau, along with the DoJ and DHS, is working to identify organizations
and individuals who facilitate terrorism through fundraising, logistical support, and
recruitment.

The Department of Health and Human Services (HHS) has put local health depart-
ments, hospitals, and medical care providers on alert to report any unusual disease pat-
terns. The department also has enhanced its inspection of imported foods.

In addition, the HHS, in cooperation with the Centers for Disease Control and
Prevention, issued regulations for procedures in laboratories handling certain toxins or
pathogens. The regulations limit the handling of these agents to certain people. Each
facility must develop and implement a plan to ensure security of designated agents. The
plan must include inventory control, security training for nonsecurity personnel, methods
for reporting suspicious persons, loss of agents, and alteration of inventory documents.
Access controls must be established for all employees and visitors. Visitors and employ-
ees who are with housekeeping or maintenance in areas of laboratory or security opera-
tions must be escorted and monitored at all times. Designated agents must be secure at
all times.

The health care industry, while reacting to the needs for security, is also impacted
by President Bush’s decision to have military personnel, health services workers, and
other first responders vaccinated against smallpox. In December 2002, President Bush
ordered smallpox vaccinations for 500,000 soldiers. Many health officials ponder
whether the risk of death associated with the vaccinations is worth the preventive value.
Once again, only time will tell whether this program was overprotective.*!

The USDA has alerted food and agriculture community workers to monitor feed-
lots, stockyards, and import and storage areas. The USDA has also stepped up its efforts
to provide resources to protect the $140 billion agriculture industry. In 2006 the USDA
published it Pre-Harvest Security Guidelines and Checklist 2006. The document pro-
vides farmers with guidelines for risk assessment, checklists of things to do to protect
various types of agricultural activities, and a list of Websites for various agricultural
resources.*?

FEMA developed the publication Are You Ready? A Guide to Citizen Preparedness.
This comprehensive guide to disasters provides a step-by-step outline of how to prepare
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for a disaster. The guidelines include information on disaster supply kits, emergency
planning, how to locate and evacuate to a shelter, and more. A full copy is available
online at www.fema.gov/areyouready.

Following the problems associated with the lack of appropriate response from
FEMA to the New Orleans Hurricane Katrina disaster of 2005, the DHS established a
National Advisory Council. The Council will advise FEMA on all aspects of emergency
management in an effort to ensure close coordination with all involved.*?

The Bureau of Immigration and Customs Enforcement has proposed more detailed
information about people who enter or leave the United States by boat or plane. Even
U.S. citizens may be required to fill out forms detailing their travel. With this request is
a proposed system that will allow for quicker cross-checking of databases and matching
records of arrivals and departures.

The proposed rules would not impact buses, trains, or private transportation, but
they target commercial airlines (passengers and crews), cruise ships, cargo flights, and
vessels. Canadian officials who believe the system would bog down in the border areas
between Canada and the United States have voiced concerns over the program.**

In May 2002, The Enhanced Border Security and Visa Entry Reform Act was
signed into law. The act requires that foreign nationals who want to enter the United
States must have a tamper-proof, machine-readable visa with biometric identifiers. The
Act implementation deadline was October 26, 2004.*° Beginning in January 2008, all
persons entering the United States must have a legal passport. This includes U.S. citizens
who routinely cross the borders to Mexico and Canada.

3.4 US-VISIT

According to the Department of Homeland Security, the US-VISIT Program is a top pri-
ority because it:

Enhances the security of citizens and visitors

Facilitates legitimate travel and trade

¢ Ensures the integrity of the immigration system
9

Protects the privacy of visitors*

3.5 The Student Exchange Visitor Information System

In the area of tracking potential terrorists, the DHS initiated a $36 million computer
tracking system to monitor student and exchange visitors at universities. The Student
and Exchange Visitor Program (SEVP) was designed to track approximately 500,000
foreign students who come to the United States each year to attend school. Two of the
terrorists involved in the 9/11 attacks were approved for student visas six months after
the attacks.

The Student and Exchange Visitor Information System (SEVIS) links approximately
70,000 schools admitting foreign students to the Bureau of Immigration and Customs
Enforcement, the agency that replaced Immigration and Naturalization Services in 2002.
The rollout of the SEVIS system in March 2003 resulted in a multitude of problems.
Forms were not available on the SEVIS Website; printed information designated for one
school might turn up on a printer thousands of miles away at another school. Foreign
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students and professors were held up for days, and active students were listed in the sys-
tem as “dropped out.”

Although the intent of the system is a good one, the zero tolerance built into the
system is oppressive. As one university official said, “You can’t fight terrorism by terror-
izing students.”*®

Despite early problems, the program has continued to grow. As of April 2007
there were 951,654 active nonimmigrant student exchange visitors (counting depend-
ents) in the United States. The SEVIS database includes more than 2.5 million entries.
The largest populations of students are in the states of California, New York, Texas,
Massachusetts, and Illinois.*”

3.6 Federal Identification Cards

Federal identification cards, a hot button topic for many Americans, have been discussed
at some length since the destruction of the World Trade Center. The federal government
continues to discuss options that would allow for higher levels of trust in identification
systems currently controlled by most states. These include driver’s licenses, birth cer-
tificates, and death certificates. Such a coordinated system would require agreement and
cooperation among all 50 states. An effort to develop a federal identification card failed
to receive support in the version presented in the PATRIOT Act II.

3.7 Homeland Security Presidential Directive/HSPD-12
(HSPD-12)

On August 27, 2004, President Bush released the Homeland Security Presidential
Directive 12, commonly referred to as HSPD-12. To establish a policy for a common iden-
tification standard for federal employees and contractors, the directive established a man-
datory governmentwide standard for a secure and reliable form of identification issued by
the federal government to employees, contractors, and contract employees. “Secure and
reliable” means identification that:

¢ Isissued based on sound criteria for verifying an individual’s identity

¢ [s strongly resistant to identity fraud, tampering, counterfeiting, and terrorist
exploitation

¢ Can be rapidly authenticated electronically

¢ Is issued only by providers whose reliability has been established by an official
accreditation process

The system includes criteria for a graded security system.*3

3.8 Total Information Awareness Program

The Defense Advanced Research Projects Agency (DARPA), in conjunction with the
DoD, is working to develop, among many other projects, what it calls the Information
Awareness Program (IAP) in supporting the DoD war on terrorism. The program would
utilize new surveillance and information analysis systems aimed at protecting U.S. citi-
zens. When completed, the system would provide a computerized record of an individual’s
private life, supplying a paper trail of the person’s entire life, including vital statistics,
medical, financial, e-mail, Internet, phone, and travel records. More information on this
program may be found at www.darpa.mil/DARPATech2002/presentation.html.’°
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There are many questions about this initiative, including issues involving privacy
safeguards, limitations on access, and protection of records already protected by exist-
ing legislation.

DARPA activities continue as the engine for radical innovation in the DoD. DARPA’s
mission is to prevent technological surprise for us and to create technological surprise for
our adversaries. Stealth is one example of how DARPA creates technological surprise.
DARPA delivered its updated Strategic Plan to Congress in February 2007.

The following is a list of ongoing DARPA research that promises major benefits to
DoD and which may become icons of significant technical achievement by themselves.
(The Strategic Plan may be downloaded from DARPA’s website, www.darpa.mil):

¢ Networks. Self-forming, robust, self-defending networks at the strategic and
tactical level are the key to network-centric warfare.

¢ Chip-scale atomic clock. Miniaturizing an atomic clock to fit on a chip to provide
very accurate time as required, for example, in assured network communications.

¢ Global war on terrorism. Technologies to identify and defeat terrorist activities
such as the manufacture and deployment of improvised explosive devices and
other asymmetric activities.

¢ Air vehicles. Manned and unmanned air vehicles that quickly arrive at their
mission station and can loiter there for very long periods.

¢ Space. The U.S. military’s ability to use space is one of its major strategic
advantages. DARPA is working to ensure that the United States maintains that
defense advantage.

¢ High-productivity computing systems. Supercomputers are fundamental to a
variety of military operations, from weather forecasting to cryptography and the
design of new weapons. DARPA is working to maintain the U.S. global lead in this
technology.

e Real-time accurate language translation. Real-time machine language translation
of structured and unstructured text and speech with near-expert human translation
accuracy.

¢ Biological warfare defense. Technologies to dramatically accelerate the
development and production of vaccines and other medical therapeutics from 12
years to only 12 weeks.

e Prosthetics. Developing prosthetics that can be controlled and perceived by the
brain, just as with a natural limb.

¢ Quantum information science. Exploiting quantum phenomena in the fields of
computing, cryptography, and communications, with the promise of opening new
frontiers in each area.

* Newton’s Laws for Biology. DARPA’s Fundamental Laws of Biology Program
is working to bring deeper mathematical understanding and accompanying
predictive ability to the field of biology, with the goal of discovering fundamental
laws of biology that extend across all size scales.

¢ Low-cost titanium. A completely revolutionary technology for extracting titanium
from ore and fabricating it promises to dramatically reduce the cost of military-
grade titanium alloy, making it practical for many more applications.
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FIGURE 1.3 The MQ-9 Reaper drone, a small unmanned aircraft system. (U.S. Air Force photo by Senior Airman Larry
E. Reid Jr.)

e Alternative energy. Technologies to help reduce the military’s reliance on
petroleum.

e High-energy liquid laser area defense system. Novel, compact, high-power lasers
making practical small-size and low-weight speed-of-light weapons for tactical
mobile air and ground vehicles.

3.9 DARPA’s Eight Strategic Thrusts

DARPA’s strategy for accomplishing its mission is embodied in strategic thrusts. Over
time, as national security threats and technical opportunities change, DARPA’s strategic
thrusts change. The eight strategic research thrusts that DARPA is emphasizing today are:

® Robust, secure, self-forming networks

¢ Detection, precision ID, tracking, and destruction of elusive targets

e Urban area operations

¢ Advanced manned and unmanned systems

¢ Detection, characterization, and assessment of underground structures
e Space

¢ Increasing the tooth-to-tail ratio

¢ Biorevolution®!
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3.10 Federal Building Security Initiatives

Even with federal efforts, there have been problems. In the aftermath of the 1995
Oklahoma City bombing of the Murrah Federal Building, the DoJ moved security at
federal buildings to the top of its priority list. Following 9/11 the GAO was asked to
consider how well the concerns voiced after the Murrah bombing had been addressed.
Auditors found that only 50 percent of the agencies had completed security assessments.
Security appears to be easy to discuss but more difficult to implement. The GAO con-
tinues to monitor progress on security recommendations.

3.11 Protection of Chemical Manufacturing Sites

As this book goes to press, the DHS is spearheading efforts to set federal standards for
the chemical manufacturing sector. The agency’s rules will be designed to provide safe-
guards to prevent sabotage and require enhanced perimeter security at chemical plants.
Some states—for example, New Jersey—although not opposed to legislation, do not
want it to set a standard that the states cannot exceed. In the case of New Jersey, the
state already has standards in place that exceed those expected to be implemented by the
federal government.?

3.12 Antibioterrorism

DHS BioWatch program was established in 2003 in approximately 30 cities to monitor
the air for possible biological attack. Equipment was installed quickly, but there was
no detailed plan on how to respond in the event of positive alarms. The impact was felt
in Houston in October 2003 when the alarms showed positive for tularaemia, a natur-
ally occurring pathogen. Too often well-intentioned plans are not tied to the reality of
response by actual cities and their responders.’3

4 State and Local Response

All areas of the country are seeing local response to the potential threat of terrorism. In
Alaska, the Anchorage Fire Department has rekeyed its facilities. In Arizona, the Gilbert
Police Department has assigned extra officers to schools, power plants, and water sup-
ply operations. Rockford, Illinois, has added a bomb-sniffing dog to its ranks. Orange
County, Florida, sheriff’s deputies were among the first county law enforcement officials
to receive smallpox vaccinations. Such added security measures are costly.

4.1 The Costs

In an example of cost associated with heightened security for the protection of the
United States, the governor of Illinois reported that the orange alert terror status costs
the state about $20,000 a day. Such costs can be devastating to state and local govern-
ments without some type of federal support.**

In its most recent survey of community spending on security, the U.S. Conference of
Mayors found that cities were spending $70 million a week on homeland security costs.

At the 2002 U.S. Conference of Mayors, leaders of 192 cities with populations of
over 30,000 were polled. The pollster reported that it is estimated that municipalities
would spend approximately $2.1 billion on equipment in 2002. A 2003 study of cities
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of over 30,000 (1,185 in the United States) found that this group of communities was
spending $70 million a week on security. New York topped the list, spending an extra
$5 million each week. San Francisco, Los Angeles, and Atlanta were spending just over
$2 million per week, followed by Fresno at $1.5 million. Other cities report little added
expense due to homeland security, including Rockford, Illinois; Winston-Salem, North
Carolina; and Fort Collins, Colorado. San Antonio, Texas, reported an increase of only
$15,000 per week.>’

This is a drop in the bucket compared to the $525 million spent between September
11, 2001, and January 1, 2002.3® The significance of the need for local support in the
federal government’s battle against terrorism is exemplified by where the government
is spending money. In March 2003, the DHS released approximately $600 million to
the states for local first responders, out of an annual federal allocation of roughly $38
billion. The funds are designated for equipment, planning, and training exercises. The
problem, as with many federal initiatives, is that the money did not begin flowing until
July. In addition, the department provided another $750 million for firefighters.’”

A quick check of the math will show that although the funding is welcome, it is
only a small portion of what local and state governments have already invested in the
federal government’s war on terrorism.

Still, President Bush continues promising to increase funding to states for security,
education, and health care associated with homeland security by 9 percent, or $400 bil-
lion. In 2003, $3.5 billion was promised to states for security operations. But again, the
money flows slowly: Only $600 million of the allocated funds were released for use. A
2003 effort by state governors to have funding released for immediate relief of incurred
costs was set aside on a straight party-line vote.

In 2007, funds have been spent on first responder equipment and training, but
many state officials, particularly those in law enforcement, complain that there has been
too little effort placed on improving communication of vital intelligence information and
not enough emphasis on local intelligence operations. The total FY budget for homeland
security was estimated at $54.3 billion.*®

4.2 School Safety

The DHS has encouraged local school districts to implement or review crisis/emergency
planning. In cooperation with the Department of Education, the two agencies have
designed a “one-stop” shop to help local school districts plan for any emergency, includ-
ing usual natural disasters, violence, and of course, terrorism.

In addition, the Department of Education announced that it would make $30 mil-
lion available to help schools improve emergency response and crisis management plans.
An additional $30 million was included in the FY 04 budget plan. More information
may be found at www.ed.gov/emergencyplan.®’

4.3 Emergency Response Plans

Many cities have or are working on or reevaluating emergency response plans. The plans
not only fill a need in case of a terrorist attack, they are also useful in case of natural dis-
asters. Existing plans in Washington, D.C. and Dallas/Fort Worth are cited as examples
of how having plans can reduce confusion and get the city back to its business, although,
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in after-event analysis, both plans were found lacking in the areas of coordination of
specific communication.

What is evident in most of these plans is the multijurisdictional nature of the
response and the need to coordinate and communicate actions taken by various team
members. In addition, these plans have been developed utilizing a variety of sources,
including FEMA and the Critical Incident Protocol developed by the School of Criminal
Justice at Michigan State University.®°

4.4 Examples of Specific State Responses

Mississippi has enacted a law making it illegal to possess or release harmful biological
substances. The law also prohibits false claims of exposure. The punishment established
by the law is a fine up to $100,000 and 20 years of prison.

Illinois mandated that all municipalities with population over 1 million adopt an
ordinance mandating emergency procedures for high-rise buildings by January 1, 2004.
Plans include procedures for evacuating people with disabilities, the roles of building per-
sonnel, contact information, and instructions for conducting drills at least once per year.®!

In Colorado the Denver Department of Public Health set out to monitor early symp-
toms of a bioterror attack. The program, called Syndromic Surveillance, looks to identify
changes in health patterns early, so that a bioterror attack may be identified before too
many people fall ill. The program was featured on the Homeland Security Website.

In December 2002, Western governors agreed to work together to develop com-
mon standards for emergency communications systems and procedures for use in
responding to terrorist attacks or other emergencies. Such systems require cooperation
between state and local governments as well as private companies.®?

The Port Authority of New York and New Jersey has spent approximately $2.7
billion on security-related costs since the 9/11 attacks. Expenses are primarily for secur-
ity personnel at cargo facilities located at Newark Liberty, Kennedy, LaGuardia, and
Teterboro airports. It is estimated that the Authority spends approximately $2.3 million
weekly to protect these air cargo facilities. In 2007 the Authority will spend $394 mil-
lion for police and emergency salaries, up from $180 million in 2000. The Authority
will also spend $18 million on black-box tracking technology used in all shipping con-
tainers, which can then be monitored by satellite.®3

The Chicago Transit Authority (CTA), working with the Chicago Police Department,
made it possible for Chicago police cars to watch live views from inside buses. The CTA is
outfitting buses with radio equipment with signals that can be picked up by nearby police
cars. The city is studying a proposal by AT&T and EarthLink to create a Wi-Fi system to
monitor the entire city.®*

5 Public/Private Joint Initiatives

The importance of cooperation between public law enforcement and private security
has never been greater. Yet the difficulties in establishing effective cooperation between
the two areas, particularly in the area of emergency planning and response, remain a
major obstacle to effective responses. According to Penelope Turnbull, director of crisis
management and business continuity for Marriott International and vice chair of the
ASIS International Disaster Management Council, “I do believe that there is a growing
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realization that greater cooperation between and within the two sectors is required.”®

According to Turnbull, initiatives will need to overcome traditional issues of trust, jar-
gon, and objectives.

A good example of how public and private cooperation can work was seen in the
aftermath of the crash of American Airlines Flight 77 into the Pentagon on 9/11. Through
preplanned cooperation of local law enforcement and commercial communications com-
panies, communication problems usually associated with increased telephone and radio
traffic were minimized. The Public Safety Wireless Network (PSWN), a joint initiative
between the Departments of Treasury and Justice, reported that the response showed true
interoperability, despite the fact that many departments operate on different frequen-
cies. Cooperation with the Arlington County dispatch center and commercial companies
Nextel, Cingular, and Verizon made the effort work. However, although the response
worked well, there were still lessons to be learned. Most of these had to do with infor-
mation sharing prior to an event that would make all known resources available to the
users.5°

The National Institute of Justice also took a “let’s work together” approach. The
Institute published flowcharts, diagrams, matrices, and other help aids for businesses in
the chemical industry interested in analysing their security systems.

The Austin, Texas, public transportation system increased its security by purchas-
ing wireless digital cameras that are located both inside and outside city buses. The
funding for this program is from the federal government and could reach over $0.5
million. Although the general public has often seen “Big Brother” in such projects, the
Austin community seems to have accepted the cameras. The Austin Police Department
also played a significant role in specifying the camera system and establishing chain of
custody in the event the cameras record criminal activities.

According to the DHS, companies, universities, and government agencies are
reporting cyber attack crimes to the U.S. Computer Emergency Readiness Team (US-
CERT) in increasing numbers. In 2005, 5,000 incidents were reported. In 2006, 23,000
incidents were reported, an almost five-fold increase. In the first quarter of 2007 more
than 19,000 incidents were reported.®”

In an effort to assist local and state law enforcement agencies faced with possible
attack using nuclear or dirty bombs, the U.S. National Nuclear Security Administration
has been working on “Render Safe” devices that could be used to disarm such weapons.
The Render Safe program is in response to concerns that in the event of a terrorist threat
involving nuclear or dirty bomb technology, the Nevada-based Nuclear Emergency
Search Team (NEST) would not be able to get to the scene of the attack in time.*®

The DHS promotes investment in the Render Safe system, but others criticize it
as an extraordinarily costly program that will provide few security gains. Costs must
certainly be a concern as New York officials are haggling over the burden of maintain-
ing and operating a network of detection machines that the Domestic Nuclear Detection
Office of the DHS is planning to install in New York City.*’

6 Concerns

No one should minimize the loss of 3,000 lives to a single terrorist attack or ignore
significant attacks by terrorists throughout the world, but it is equally important
to consider the impact of overreaction on the health of the world, both mentally and
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economically. In the big picture, most businesses and institutions do not represent viable
targets for terrorist attacks. The emphasis on protection from terrorism may be divert-
ing attention and funding away from other, more significant and real threats. This is
something that risk analysis through vulnerability/probability studies may be able to
shed light on.

“Just how much protection do we need and at what cost?”

At the same level of thinking, it is worth noting that the U.S. government has estab-
lished the largest new cabinet-level department since World War II around homeland
security. Within the operations of this superdepartment are government plans to play
larger roles in protecting the American public. The questions that need to be in every-
one’s mind are, “Just how much protection do we need and at what cost?”

Some believe that al Qaeda may have achieved a portion of its goal in the estab-
lishment of the DHS. The impact of the terrorist attack may have caused government
and industry to overspend on security. This argument is countered by a look at the
percentage of the gross domestic product (GDP) that goes toward homeland defense.
The Federal Reserve Bank reports that although expenditures on security have tripled,
the total allocated to this area in 2003 ($38 billion) represents only 0.35 percent of the
GDP. Even when added to the DoD budget of $379 billion, the total still is less than 3.8
percent of the GDP. The Federal Reserve also indicates that the amount being spent by
state and local governments is less than 1/1,000 of state and local budgets.”® Estimates
in a recent study indicate that the Fed figures were still accurate through 2005.”!

Still, state and local governments are complaining that expenses are in addition to
already allocated funds. Fiscal health remains an important issue in many states where
deficit spending continues to be a major problem.

On another level, tension has arisen between the need to monitor and evaluate peo-
ple entering this country and those already here. Security needs appear to be great. To
accommodate those needs government agencies are asking for unprecedented access to
personal information. On the other side is what many Americans consider a given right
to privacy. The right to privacy requires that steps are taken to protect personal infor-
mation. Recent legislation has increased the security of personal information, whereas
legislation following 9/11 has also increased the government’s ability to monitor and
control personal behavior in public places. The public opinion immediately following
9/11 was in favor of increased security, but there seems to be a shift back to privacy as
time passes. This shift is best exemplified in the change in public opinion concerning the
use of federal identification cards with biometric identifiers. Polls conducted by Harris,
Pew Research Center, and the Washington Post found that support for the national
ID system ranged from a low of 44 percent to 70 percent. In a poll by Gartner Group
(March 2002), only 26 percent of the respondents viewed the system as positive.”?

Departing House Majority Leader Dick Armey warned in 2002 that the nation
should be careful in sacrificing freedom for safety in the fight against terrorism.
American Civil Liberties Union (ACLU) cyber chief Barry Steinhardt has said, “The sur-
veillance monster is growing, but the legal chains to these monsters are weakened even
when we should be strengthening them.””? He refers to projects that call for high-tech
security cameras to instantly match people with names and information in databases.

Although the establishment of the DHS was touted as a progressive move, bring-
ing together the intelligence and response capabilities of various and often competitive
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federal agencies, the truth is that the transition to a “superagency” has not been smooth.
Competitive egos are deep rooted and difficult to root out. The post-Katrina failure of
FEMA reflects poorly on its supervising unit. In a recent GAO bulletin, the DHS is criti-
cized for failure to provide adequate support to its mission components. In particular,
DHS has problems in acquiring goods and services and providing proper oversight of
this function.”*

In addition, some legislation passed soon after the 9/11 attacks, though well inten-
tioned, has failed to achieve any meaningful objectives. For example, the 2002 Federal
Information Security Management Act (FISMA) mandated security planning for agen-
cies, requiring a risk analysis of IT systems and certification and accreditation of the
systems. The act is appropriately written, but there is no way under the current legisla-
tion to measure whether the plan actually improves security. According to Bruce Brody,
vice president of information assurance at CACI International Inc., “Federal systems
and networks are like Swiss cheese. FISMA over five years has not helped us to be appre-
ciably more secure.””’

Perhaps the most telling assessment of the new Department is the February 7, 2007
report by the GAO. Though DHS is just over six years old, the importance of its stated
mission requires that any problems associated with the consolidation of over 22 agencies
into a cohesive unit must be overcome. As of the February 2007 report, the GAO notes
that DHS continues to face programmatic and partnering challenges. To help ensure that
its missions are achieved, DHS must overcome continued challenges related to cargo,
transportation, and border security; systematic visitor tracking; efforts to combat the
employment of illegal aliens; and outdated Coast Guard asset capabilities.”®

For additional information on many of the programs discussed in this chapter, see
Appendix B, “World Wide Web Resources for Security Response.”

Critical Thinking

What are the potential liabilities associated with limiting individual rights? Are the
potential protections afforded by greater government scrutiny worth the reduction
in individual freedom?

Review Questions

1. What new initiatives are under way through the American Society for Industrial
Security International?

2. What impact have federal regulations, rules, and guidelines had on private business
in the United States?

3. Summarize what you know about the Department of Homeland Security.

4. What measures, if any, have been taken to secure world ports and the shipping
industry?

5. Discuss the problems associated with electrical power security.
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Origins and Development
of Security

OBJECTIVES

The study of this chapter will enable you to:

1. Know the history of development in security beginning in England

2. Outline the historical development of security in America

3. Understand the role of professional associations and organizations in the
development of a professional security industry

1 Introduction

Security implies a stable, relatively predictable environment in which an individual or
group may pursue its ends without disruption or harm and without fear of disturbance
or injury. The concept of security in an organizational sense has evolved gradually
throughout the history of Western civilization, shaped by a wide variety of institutional
and cultural patterns.

In examining the origins and development of security, we should note that secur-
ity holds a mirror up, not to nature, but to society and its institutions. Thus in medi-
eval England there were programs to clear brush and other concealment on either side
of the king’s roads as a precaution against robbers, and there were night watchmen to
protect citizens from night thieves. In the United States in modern times, these rudimen-
tary security measures find their counterparts in the cleared areas adjoining perimeter
fences and buildings, in security patrols, and in intrusion alarms. Throughout history
it is possible to trace the emerging concept of security as a response to, and a reflec-
tion of, a changing society, mirroring not only its social structure but also its economic
conditions, its perception of law and crime, and its morality. Thus security remains a
field of both tradition and dramatic change. The introduction of high-tech systems and
computers has changed the nature of the job of the 21st-century security professional.
Security today must be directed toward modern problems, including computer crime
and world terrorism. Yet we cannot forget the basic foundations on which the field
developed.
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2 Security in England

2.1 Feudalism and Security

In early England, feudalism provided a very high degree of security for both the indi-
vidual and the group. The Anglo-Saxons brought with them to England a predisposition
to accept mutual responsibility for civil and military protection of individuals. They also
brought a strong affinity for the feudal contract, whereby an overlord guaranteed the
safety of persons and property and provided arms and treasures to vassals who adminis-
tered the work of the serfs bound to the land.

In a world of constant warfare between men of power, security could be found in no
other way. Stability lay in the system and in the power and cleverness of the lord. Group
security lay in group solidarity. The formal systems of security that developed over the
years of the Middle Ages were largely confirmations of those systems toward which the
people of this society had gravitated naturally.

2.2 Post-Norman Reforms

Post-Norman England, beginning with King John, saw the introduction of concepts
declaring the supremacy of law over the arbitrary edict, thus developing a base of con-
fidence in the continuity of the system and its institutions. Above all, there was a for-
mal declaration of the individual’s rights and of responsibilities between the state and its
subjects and among subjects themselves.

Judicial reforms during this era saw the emergence of local juries, circuit judges,
coroners to restrain the power of local sheriffs, and justices of the peace appointed to
hear and determine criminal cases. The movement also began that would eventually see
the complete separation of courts and the exercise of the rule of law from the whims
and power of the king.

Concurrently, there were measures specifically aimed at the enforcement of public
order. The Statute of Winchester (also known as the Statute of Westminster) in 1285
revived and reorganized the old institutions of national police and national defense. It
described the “duty of watch and ward,” which enjoined every man to pursue and bring
to justice felons whenever “hue and cry” was raised.

Every district was made responsible for crimes committed within its bounds; the
gates of all towns were required to be closed at nightfall, and all strangers were required
to give an account of themselves to the magistrates. Interestingly, one “security” practice
already mentioned required brushwood and other concealments to be cleared for a space
of 200 feet on either side of the king’s highways to protect travelers against attack by
robbers.

Attempts were made to control vice and crime at the local level, and boroughs
enacted their own ordinances to that end. Since organized agencies for the enforce-
ment of such laws were virtually nonexistent, however, these efforts had limited success.
Privately established night watches and patrols were often the citizens’ only protection
against direct assault.

2.3 Exploration and Change

The development of systems of protection and enforcement appeared to come with
greater rapidity and sophistication from the 14th through the 18th centuries. Seeds for
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this development were planted during the social revolution that heralded the end of the
remaining elements of the feudal structure in the latter half of the 13th century.

Security was one thing in a largely rural society controlled by kings and feudal
barons; it was another thing entirely in a world swept by enormous changes. The voyages
of exploration, which opened new markets and trade routes, created a new and increas-
ingly important merchant class whose activities came to dominate the port cities and
trading centers. Concurrently, acts of enclosure and consolidation drove displaced small
tenants off the land, and they migrated to the cities in great numbers.

By 1700 the social patterns of the Middle Ages were breaking down. Increased
urbanization of the population had created conditions of considerable hardship. Poverty
and crime increased rapidly. No public law enforcement agencies existed that could
restrain the mounting wave of crime and violence, and no agencies existed that could
alleviate the causes of the problem.

Different kinds of police agencies were privately formed. Individual merchants hired
men to guard their property. Merchant associations also created the merchant police to
guard shops and warehouses. Night watchmen were employed to make their rounds.
Agents were engaged to recover stolen property, and the people of various parishes into
which the major cities were divided hired parochial police.

Attention then turned to the reaffirmation of laws to protect the common good.
Although the Court of Star Chamber, which gave the English monarchy all control over
decisions of law, had been abolished in 1641, its practices were not officially proscribed
until 1689, when Parliament agreed to crown William and Mary if they would reaffirm
the ancient rights and privileges of the people. They agreed, and Parliament ratified the
Bill of Rights, which for all time limited the power of the king as well as affirming and
protecting the inalienable rights of the individual.

2.4 The 18th Century

As we study this history into the 18th century, it is possible to discern both the shape
of efforts toward communal security and the kinds of problems that would continue to
plague an increasingly urban society for the next 200 years.

In 1737, for instance, a new aspect of individual rights came to be acknowledged:
For the first time, tax revenues were used for the payment of a night watch. This was a
significant development in security practice because it was a precedent-setting step that
established for the first time the use of tax revenues for common security purposes.

Eight years later, Parliament authorized a special committee to study security prob-
lems. The study resulted in a program employing various existing private security forces
to extend the scope of their protection. The resulting heterogeneous group, however, was
too much at odds. It proved ineffective in providing any satisfactory level of protection.

In 1748 Henry Fielding, magistrate and author (most notably of the unforgettable
Tom Jones), proposed a permanent, professional, and adequately paid security force. His
invaluable contributions included a foot patrol to make the streets safe, a mounted patrol
for the highways, the famous Bow Street Amateur Volunteer Force of special investiga-
tors, and police courts. Fielding is credited with conceiving the idea of preventing crime
instead of seeking to control it.

It is interesting to note that Fielding also wrote an ironic novel called Jonathan Wild:
The Story of a Great Man. Its hero, Jonathan Wild, was a real person in 18th-century
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London, perhaps the most notorious fence, thief, and master criminal of modern times.
He was so real, in fact, that an account of his activities occupies eight pages of a staff
report prepared in 1972 for the Select Committee on Small Business of the U.S. Senate,
more than 200 years after Wild was hanged at Tyburn.

How is it that the specter of Jonathan Wild still haunts today’s bodies charged with
finding means to minimize crime? In many ways, Wild’s career typified the problems of
security—or more specifically, theft control—in the 18th century. For many centuries,
English common law almost totally ignored the receiver of stolen goods. As the Senate
committee report observes, “Because Jonathan Wild was such an extraordinary criminal, it
is easy to lose sight of the fact that first he was at best a receiver and that second his whole
organization was geared to facilitate that primary enterprise.”! But mere receiving of stolen
goods, even with knowledge, did not make the receiver an accessory in the eyes of the law.

Perhaps this attitude of common law can be explained in part by the relative unim-
portance of dealings in stolen property in the early stages of the development of crim-
inal law. Until the 17th century, the amount of movable property available for theft was
probably limited, and opportunities to dispose of this property, other than by personal
consumption, were rather restricted. Lacking a professional police force, the attention
of the community, and the law, was primarily directed toward apprehending offenders
rather than tracing and recovering stolen property. The victims of property crimes were
left to rely on their own ingenuity, bolstered by several shaky legal remedies, to secure
the return of their plundered goods and chattels.

It was not until the late 17th century that Parliament moved for the first time to
combat the problem of the receiver of stolen goods. In 1691, under a statute enacted
during the reign of William and Mary, the receiver was made subject to prosecution, but
only as an accessory after the fact. The tradition remained throughout the 18th and early
19th centuries that the receiver was an accessory rather than a principal to the crime.
The weakness of the law in its attitude toward property crimes as much as the lack of
effective law enforcement combined to make possible Jonathan Wild’s legendary career.

2.5 The Impact of Industrial Expansion

The Industrial Revolution began to gather momentum in the latter half of the 18th cen-
tury. By 1801 the poet William Blake, of apocalyptic vision, was writing disapprovingly
of “these dark, Satanic mills.” Like the migrations off the land 200 years earlier, people
again flocked to the cities—not pushed this time, as they had been earlier, by enclosure
and dispossession but rather lured by promises of work and wages.

The already crowded cities were choked with this new influx of wealth seekers. What
they found were long hours, crippling work, and miserly wages. Men and women—even
very young children—worked in unsafe factories. Disease periodically swept the crowded
quarters. Family life, heretofore the root of all stability, was virtually destroyed in this
environment. Thievery, crimes of violence, and juvenile delinquency were the order of the
day. All the ills of such a structure, as we see in analogous situations today, overtook the
emerging industrial centers.

Little was done to alleviate the growing problems. Indeed, the prevailing philoso-
phy of the time argued against doing anything. In 1776 Adam Smith gained a large and
appreciative audience with his Wealth of Nations. In it, he contended that labor was
the source of wealth and that it was by freedom of labor, by allowing the worker to
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pursue his own interest in his own way, that the public wealth would best be promoted.
Any attempt to force labor into artificial channels, to shape by laws the course of com-
merce, or to promote special branches of industry in particular counties would be not
only wrong to the worker and merchant but also harmful to the wealth of the state.

In this new age in which such statements of laissez faire were generally accepted,
industrial centers became the spawning grounds for crimes of all kinds. At one time, coun-
terfeiting was so common that it was estimated that more counterfeit than government-
issued money was in circulation. More than 50 false mints were found in London alone.

The backlash to such a high crime rate was inevitable and predictable. Penalties
were increased to deter potential criminals. At one time, more than 150 capital offenses
existed, ranging from picking pockets to serious crimes of violence. Yet no visible decline
in crime resulted. It was a “society that lacked any effective means of enforcing the crim-
inal laws in general. A Draconian code of penalties that proscribed the death penalty for
a host of crimes failed to balance the absence of efficient enforcement machinery.”?

Private citizens resorted to carrying arms for protection, and they continued to
band together to hire special police to protect their homes and businesses.

2.6 Sir Robert Peel and the “Bobbies”

In 1822 Sir Robert Peel became home secretary. He had an abiding interest in creating a
strong, unified, professional police force. This interest had emerged earlier when, as sec-
retary for Irish affairs, he had reformed the Irish constabulary—members of which were
thereafter referred to as “Peelers.” As home secretary, Peel initiated the criminal law
reform bill and reorganized the metropolitan police force, also referred to as “Peelers,”
or more commonly, “Bobbies.” He also attempted to decentralize police efforts and to
develop the responsibility of each community for its own security.

Unfortunately, not all of Sir Robert’s efforts met with success. Neither the Police
Act of 1835, establishing city and borough police forces; the County Act of 1839, set-
ting up county police; nor various other acts passed in midcentury created adequate
police operations. Private guard forces continued to be used to recover stolen property
and to provide protection for private persons and businesses.

Nevertheless, based on Peel’s thoroughgoing reforms and revisions, the metropol-
itan police force became a model for law enforcement agencies in years to come, not
only in England but also in the United States. Modern policing, it is often said, was born
with the “Bobby.”

3 Security in the United States

Security practices in the early days of colonial America followed the patterns that col-
onists had been familiar with in England. The need for mutual protection in a new and
alien land drew them together in groups much like those of earlier centuries.

As the settlers moved west in Massachusetts, along the Mohawk Valley in New
York, and into central Pennsylvania and Virginia, the need for protection against hos-
tile Indians and other colonists—both French and Spanish—was their principal security
interest. Settlements generally consisted of a central fort or stockade surrounded by the
settlers’ farms. If hostilities threatened, an alarm was sounded and the members of the
community left their homes for the protection of the fort, where all able-bodied persons
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were involved in its defense. In such circumstances, a semimilitary flavor often charac-
terized security measures, which included guard posts and occasional patrols.

Protection of people and property in established towns again followed English
traditions. Sheriffs were elected as chief security officers in colonial Virginia and Georgia;
constables were appointed in New England. Watchmen were hired to patrol the streets
at night. As Private Security: Report of the Task Force on Private Security notes, “These
watchmen remained familiar figures and constituted the primary security measures until
the establishment of full-time police forces in the mid-1800s.”3

Such watchmen, it should be pointed out, were without training, had no legal
authority, were either volunteer or else paid a pittance, and were generally held in low
regard—circumstances that bear a remarkable similarity to observations in the RAND
report on private security in 1971.*

3.1 Development of Private Security

The development of police and security forces seemed to follow no predictable pattern
other than that such development was traditionally in response to public pressure for
action.

Outside the establishment of night watch patrols in the 17th century, little effort to
establish formal security agencies was made until the beginnings of a police department
were established in New York City in 1783. Detroit followed in 1801 and Cincinnati
in 1803. Chicago established a police department in 1837; San Francisco in 1846; Los
Angeles in 1850; Philadelphia in 1855; and Dallas in 1856.

New York, influenced by the recent success of the police reforms of Sir Robert
Peel, adopted his general principles in 1833. By and large, however, police methods in
departments across the country were rudimentary. Most American police departments
of the early 19th century, as a whole, were inefficient, ill trained, and corrupt.

In addition, the slow development of public law enforcement agencies, both state
and federal, combined with the steady escalation of crime in an increasingly urban and
industrialized society, created security needs that were met by what might be called the
first professional private security responses in the second half of the 19th century.

In the 1850s Allan Pinkerton (see Figure 2.1), a “copper” (police officers who
were identified by the copper badges they wore) from Scotland and the Chicago Police
Department’s first detective, established what was to become one of the oldest and larg-
est private security operations in the United States, the Pinkerton agency. Pinkerton’s
North West Police Agency, formed in 1855, provided security and conducted investiga-
tions of crimes for various railroads. Two years later the Pinkerton Protection Patrol
began to offer a private watchman service for railroad yards and industrial concerns.
President Lincoln recognized Pinkerton’s organizational skills and hired the agency to
perform intelligence duties during the Civil War. Pinkerton is also credited with hiring
the first woman to become a detective in this country, well before the women’s suffrage
movement had realized its aims.’

In 1850 Henry Wells and William Fargo were partners in the American Express
Company, chartered to operate a freight service east of the Mississippi River; by 1852
they had expanded their operating charter westward as Wells Fargo and Company.
Freight transportation was a dangerous business, and these early companies usually had
their own detectives and security personnel, known as “shotgun riders.”
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FIGURE 2.1 Allan Pinkerton, President Lincoln, and Major General John McClellan. (Photographed October 1862,
Antietam, Md.; courtesy of the National Archives.)

Washington Perry Brink in Chicago founded Brinks, Inc., in 1859 as a freight and
package delivery service. More than 30 years later, in 1891, he transported his first pay-
roll—the beginning of armored car and courier service. By 1900 Brinks had a fleet of 85
wagons in the field.® Brinks, Wells Fargo, and Adams Express were the first major firms
to offer security for the transportation of valuables and money.

William J. Burns, a former Secret Service investigator and head of the Bureau of
Investigation, forerunner of the Federal Bureau of Investigation (FBI), started the William
J. Burns Detective Agency in 1909. It became the sole investigating agency for the
American Bankers’ Association and grew to become the second largest (after Pinkerton)
contract guard and investigative service in the United States.” For all intents and pur-
poses, Pinkerton and Burns were the only national investigative bodies concerned with
nonspecialized crimes in the country until the advent of the FBI.

Another 19th-century pioneer in this field was Edwin Holmes, who offered the
first burglar alarm service in the country in 1858. Holmes purchased an alarm system
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designed by Augustus Pope. Following Holmes, American District Telegraph (ADT) was
founded in 1874. Both companies installed alarms and provided response to alarm situ-
ations as well as maintaining their own equipment. Baker Industries initiated a fire con-
trol and detection equipment business in 1909.

From the 1870s into the 20™ century, only private agencies had provided contract
security services to industrial facilities across the country. In many cases, particularly
around the end of the 19th century and during the Great Depression of the 1930s, the
services were, to say the least, controversial. Both the Battle of Homestead in 1892, dur-
ing which workers striking that plant were shot and beaten by security forces, and the
strikes in the automobile industry in the middle 1930s are examples of excesses from over-
zealous security operatives in relatively recent history. With few exceptions, proprietary,
or in-house, security forces hardly existed before the defense-related “plant protection”
boom of the early 1940s. The impetus for modern private security effectively began in
that decade with the creation of the federal Industrial Security Program (today named the
Defense Industrial Security Program [DISP]), a subordinate command within the DoD.
The National Industrial Security Program (NISP) is the nominal authority in the United
States for managing the needs of private industry to access classified information. The
NISP Operating Manual (NISPOM/DoD 5220;.122m) today consists of 11 chapters and
three appendices. The most recent 2006 revisions include the Intelligence Reform and
Terrorism Prevention Act of 2004 and other changes taking effect since 9/11.3

By 1955 security took a major leap forward with the formation of the American
Society for Industrial Security (ASIS). Today the organization is the American Society for
Industrial Security International, reflecting the global emphasis on security operations.
For most practitioners, 19535 signifies the beginning of the modern age of security. Before
1955 there were no professional organizations of note, no certifications, no college pro-
grams, and no cohesive body to advance the interests of the field.

Today’s changed climate for increased security services came as businesses under-
took expanded operations that in turn needed more protection. Retail establishments,
hotels, restaurants, theaters, warehouses, trucking companies, industrial companies,
hospitals, and other institutional and service functions were all growing and facing a
serious need to protect their property and personnel. Security officers were the first line
of defense, but it was not long before that important function was being overchallenged
by the increasing complexity of fraud, arson, burglary, and other areas in which more
sophisticated criminal practices began to prevail. Security consulting agencies and pri-
vate investigation firms were founded in increasing numbers to handle these special types
of cases. From among these, another large contractor was to emerge and join the field
alongside Pinkerton, Burns, Globe, and Brinks. In 1954 George R. Wackenhut formed
the Wackenhut Corporation in company with three other former FBI agents. Today
these giants are joined by firms such as Baker Industries and Guardsmark, along with
many regional firms such as the Midwest firm Per Mar Security. The largest such firm in
the 21st century is now Securitas.

The private sector entered the security field in another form during the 1960s and
1970s. Common businesses and industries created central repositories of security infor-
mation deemed important to all their common interests nationwide and made it avail-
able in various ways to their separate groups. Their purpose was to decrease loss by
networking information that would prevent criminals from victimizing members of the
group once anything was known that could be used to alert them.
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Variously called “alliances,” “bureaus,” or security or loss prevention “institutes,”
these groups became deeply entrenched as providers of valuable information and ser-
vices. Their methods of dissemination vary with what is appropriate to the business for
which they were founded but include circulating “hot” lists, newsletters with “wanted”
pictures and descriptions of characteristic modes of operation, telephone chain calling
to alert merchants within an area, and so on. Nationally available repositories of other
types of industry-specific data are usually maintained also and can be accessed by mem-
bers. Not only do these groups serve the private sector in its effort to survive against
crime—they also make their collected intelligence available to law enforcement.

Some currently existing groups are the National Insurance Crime Bureau (NICB)
(www.nicb.org), the International Association of Arson Investigators (IAAI), the Property
Loss Research Bureau (PLRB), and the Jewelers Security Alliance (JSA) (www.jewelersecu-
rity.org). Still other groups serve similar functions by collecting records of insurance claims
and spotting fraud, issuing periodic records of defaulted or dubious credit cards, and so
on. The measures taken by these and other business associations to limit their losses and
protect their members have spread to other areas in which there is today an increasing
concern about excessive risk. Some of these areas include computer and other high-tech
industries and antiterrorism and executive protection alliances. The need for information
for employment background checks has also led to the creation of information bureaus.
The Internet has added its own twist in providing fast service for those looking for infor-
mation ranging from criminal histories to credit checks. A number of Websites sell infor-
mation for fees ranging as low as $15 to more than $100 for each search request.

Expenditures in private security exceeded $100 billion annually in 2000 (IL].org,
2000), up from $66 billion in 1998.° The expenditures continued to grow, especially
following the 9/11 attacks. Even as the anti-Vietnam War protest created a demand for
additional security services during the 1970s, the threat of terrorism against U.S. busi-
ness throughout the world, various extremist groups’ kidnapping of executives assigned
outside the United States, and drugs and violence in the workplace create a demand for
the 21st century. With this dynamic growth have come profits, problems, and increasing
professionalism. Each is a significant part of the picture of security today.'®

3.2 Crime Trends and Security

During the 25 years roughly spanning the mid-1950s to the late 1970s, the United States
became the victim of what the Task Force on Private Security of the National Advisory
Committee on Criminal Justice Standards and Goals has called “a crime epidemic.” The
FBI’s annual Uniform Crime Report Program (UCRP) documented the continuing steady
increase in crimes of all types until 1981. Then, for the first time, the UCR Program reflected
a modest overall decrease that has continued through the beginning of the 21st century.

In 2005, however, 14,094,186 arrests occurred nationwide for all offenses (except
for traffic violations), of which 603,503 were for violent crimes and 1,609,327 for prop-
erty crimes. Although the number of arrests in 2005 increased only a slight 0.2 percent
from the 2004 figure, arrests for murder rose 7.3 percent. An examination of the 2- and
10-year trends shows that the estimated number of property crimes in 2005 decreased
1.5 percent from the 2004 estimate and declined 13.9 percent compared with the esti-
mate for 1996. Preliminary figures for 2006 show a continuing trend, with violent crime
up 1.3 percent over 2005 and property crime down 2.9 percent over the previous year.'!
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Gallup polls taken each year indicate that the fear of crime is an even greater prob-
lem than the crime rate itself would indicate. The consistency of survey results indicat-
ing that crime touched 25 percent of all American households during the year preceding
each survey led Gallup to conclude that “the actual crime situation in this country is
more serious than official governmental figures indicate.” The most recent National
Crime Victimization Survey (NCVS) data (for 2005) continue to show a 25-year decline
in crime. Since 1994, violent crime rates have declined, reaching the lowest level ever in
2005. Property crime rates also continue to decrease to their lowest levels since 1973. Of
the 13 million completed thefts of property in 20035, there were 4.1 million property thefts
of less than $50, 4.7 million between $50 and $249, and 3.2 million of $250 or more.'?

Although the NCVS indicates a decline in the number of offenses, the cost of busi-
ness crime continues to be a major concern. The estimated figures on the extent of crime
against business, ranging from $67 billion to $320 billion, have not been adequately
studied since the mid-1980s and dramatize the absence of consistent hard data indicat-
ing the exact size of the problem today. Variations of billions of dollars in estimates are
the result of educated guessing, interpolation, and adjustment for inflation. Still, some
progress has been made in the last decade.

According to a 2002 Brookings Institute report, the Enron and WorldCom scan-
dals alone cost the U.S. economy approximately $37 billion to $42 billion off the GDP
during the first year.!> A 2002 joint conference of the National White Collar Crime
Center and the Coalition for the Prevention of Economic Crime identified the following
as the most serious of economic crime problems:

e Money laundering
¢ Identity fraud

e E-commerce crime
e Insurance crime

e Victim services

e Terrorism

The conclusion of the conference was that the amount of “dirty money” world-
wide tops $3 trillion.'*

Obviously figures vary, principally because satisfactory means of measuring many
crimes against business and industry have not yet been found but also because much
internal crime in particular is never reported to the police, either because internal discip-
linary action has already been taken or to avoid bad publicity and management embarrass-
ment that could result from exposing to the public the business’s lack of security controls.
Nevertheless, such questions as may exist concern only the degree, not the fact, of the
dramatic escalation of crimes against business in our society. Security concerns remain
constant for employee theft, property crime, and issues related to life safety. The newest
problems revolve around fraud, computer crime, workplace violence, and terrorism.

As this brief history of security has indicated, there is always an intimate link
between cultural and social change and crime, just as there is between crime and the
security measures adopted to combat the threat. A bewildering variety of causes, both
social and economic, are cited for rising crime in this era. Among them are an erosion
of family and religious restraints, the trend toward permissiveness, the increasing ano-
nymity of business at every level of commerce, the decline in feelings of worker loyalty



Security in the United States 41

toward the company, and a general decline in morality accompanied by the pervasive
attitude that there is no such thing as right and wrong but rather only what feels good.

In addition, the rapidly changing technology of business and personal lives is often
far ahead of security measures used to protect personal and business intellectual prop-
erty. The dominance of the computer and related technology in business has improved
worldwide business efficiency, but not without a price. The Internet, while providing
the path for information transfer, has also provided unheard of opportunities to steal or
manipulate intellectual property. Who had heard of a computer virus in the 1970s?

These changes in attitudes, personal values, and technology have created a new
problem for security managers. In 1990 McDonnell Douglas Corporation fired 150
employees who allegedly used interest-free company loans intended for the purchase of
computers to buy stereo equipment and other luxury items. A data-processing employee
reportedly processed the $4,000 loans by printing phony invoices for computers.!> These
problems are dwarfed by the problems created with accounting practices at Arthur
Andersen, WorldCom, and Enron.

In the wake of the Enron scandal, the government passed the Sarbanes-Oxley Act
of 2002 to combat corruption in public companies. This regulation has aided the cor-
porate chief security officer (CSO) by minimizing scandal and requiring greater financial
disclosures, better scrutiny by corporate boards and their audit committees, and tighter
overall accounting controls. Oversight by Securities and Exchange Commission (SEC)
regulators, coupled with stronger internal control mechanisms, clearly define white col-
lar crimes as being prevalent and a security challenge that cannot be overlooked.

It is far beyond the scope of this book to attempt to analyze or even to catalog all
the factors involved in the trend toward increasing crime, even were we to restrict such a
study to crimes against business and industry. What is important here is to make clear note
of the fact of such increases—and of their impact on society’s attempts to protect itself.

Most significant is the realization that “the sheer magnitude of crime in our society
prevents the criminal justice system by itself from adequately controlling or preventing
crime.”'® In spite of their steady growth, both in costs and in numbers of personnel,
public law enforcement agencies have increasingly been compelled to be reactive and to
concentrate more of their activities on the maintenance of public order and the appre-
hension of criminals. Even community-oriented policing rests on the need for a coopera-
tive approach to law enforcement. The approximately 500,000 local law enforcement
personnel in this country cannot possibly provide protection for all those who need it.!”

3.3 Growth of Private Security

Society has in recent times relied almost exclusively on the police and other arms of
the criminal justice system to prevent and control crime. But today the sheer volume of
crime and its cost, along with budget cutbacks in the public sector, have overstrained
public law enforcement agencies. Private security must play a greater role in the preven-
tion and control of crime than ever before. The Institute for Law and Justice, authors
of the 1990 Hallcrest II report, indicated that by 2000 there would be more than 1.9
million people employed in private security, with total expenditures for private security
products and services estimated at $100 billion.!® This compares with police protection
expenditures for federal, state, and local governments of only $45 billion. However, it
must be noted that this gap will undoubtedly narrow as government agencies respond to
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FIGURE 2.2 Significant historical timeline.

the events of 9/11. The Bureau of Labor Statistics reported that there were 1.2 million
protective services employees in 2005 compared to public police officers, who numbered
16,000."

3.4 Growing Pains and Government Involvement

Inevitably, the explosive growth of the security industry in the second half of the 20th
century was not without its problems, leading to rising concern for the quality of selec-
tion, training, and performance of security personnel. The hijackings that led to the
destruction of the World Trade Center in 2001 were blamed on poorly trained contract
security screeners at U.S. airports and governmental intelligence agencies. Whether the
blame is fair may be debatable, because screeners were not looking for box cutters or
other implements used by the hijackers. Within months the U.S. government had estab-
lished federal control over this segment of security. Even within the industry itself, there
is increasing pressure for improved standards, higher pay, and greater professionalism.
The American Society for Industrial Security International has developed industry stand-
ards that are regularly being discussed by representatives in the security industry and
federal government.

Considering the importance of private security personnel in the anticrime effort and
their quasi-law enforcement functions, it is ironic that they receive so little training in com-
parison to their public sector contemporaries. According to a 1995 study by Associated
Criminal Justice and Security Consultants, the median number of hours of basic police
training is 720 prior to licensing or certification by state police training boards. The same
study found that many security officers, on average, receive less than eight hours of pre-
job training.?? To complicate these figures, often this training is completed through an ori-
entation video. Still, there are contract and proprietary security operations that provide
very good training programs. Some contract security companies such as Wackenhut, for
example, have established client contracts that provide from 40 to 120 hours of pre- and
post-assignment training requirements, dependent on the designated officer’s position. This
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does not include OJT. In addition, a specified 16-hour annualized training requirement to
refresh officers and avoid complacency can also be established. Security managers must
not overlook the values of maximizing training opportunities and requirements.

This situation was debated during the 1990s. The Gore Bill, introduced in 1991
by then Senator Al Gore (D-TN), recommended minimum training for all security per-
sonnel without setting a minimum standard. The Sundquist Bill, introduced in 1993 by
Representative Don Sundquist (R-TN), spelled out specific training requirements, adding
to the 1991 Senate bill. The Sundquist Bill recommended 16 hours of training for unarmed
officers and 40 hours for armed personnel. Also in 1993, Representative Matthew
Martinez (D-CA) reintroduced a bill mandating 12 hours of training for unarmed security
personnel and 27 hours for armed officers. What is obvious is that the federal government
has started to take an active interest in setting minimum standards for the security profes-
sion. (For a discussion of these bills, see “Why Is Security Officer Training Legislation
Needed?“ by John Chuvala III, CPP, and Robert J. Fischer, Security Management, April
1994.) Still, it is important to note that no federal legislation regulating private security
had been passed until 2002, following the World Trade Center disaster. With the sup-
port of ASIS, the Private Security Officer Employment Standards Act of 2002 was passed,
allowing all security employers access to federal employment background checks through
the National Crime Information Center.

3.5 Professionalism

Today private security has moved toward a new professionalism. In defining the desired
professionalism, most authorities often cite the need for a code of ethics and for creden-
tials that include education and training, experience, and membership in a professional
society.

This continuing thrust toward professionalism is observable in the proliferation
of active private security professional organizations and associations. It is promoted by
such organizations as the ASIS (which has a membership of more than 30,000 security
managers), the Academy of Security Educators and Trainers (ASET), the International
Association for Healthcare Security and Safety (IAHSS), the National Association of
School Security Safety and Law Enforcement Officers (NASSLEO), and the Security
Industry Association (SIA). It finds its voice in the library of professional security litera-
ture—magazines, Internet sites, and books. And it looks to its future in the continued
development of college-level courses and degree programs in security.

ASIS has adhered to a professional code of ethics, one mark of a true profession,
since its inception. The group established the Certified Protection Professional (CPP)
program, which requires security managers desiring certification to be nominated by a
CPP member and to complete a rigorous test. This program and others are discussed in
more detail in Chapter 6.

Despite the many efforts to professionalize the field of private security, there are
still many who feel that major obstacles need to be overcome. The most persistent one
has to do with the training and education of the contract security officer. (A distinc-
tion between contract and proprietary officers needs to be made. Proprietary officers—
those hired directly by a company—are generally better trained and better paid than
are their contract counterparts.) Many officers—no matter whether they are contract or
proprietary—are underpaid, undertrained, undersupervised, and unregulated. Minimal
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standards do exist in some places, but there is still a reluctance to train, educate, and
adequately compensate the security force. Business considerations in making a product
for profit can make it difficult for companies to see the need to pay for costly secu-
rity programs. Thus they often opt for the lowest-priced solution, no matter whether
it affords real protection. Fortunately this kind of thinking is undergoing a change as
industry realizes that the adage “You get what you pay for” very definitely applies to the
quality of security. This realization should in turn add pressure on industry to upgrade
the position of the security officer. Current standards, codes of ethics, and educational
courses need to be supported by industry participation.

One development in the evolution of training for line security staff is the the
Certified Protection Officer (CPO) program, established in 1986 by the International
Foundation for Protection Officers, a nonprofit organization. The CPO program is being
offered at a number of colleges in the United States and Canada. Additional information
on this program is presented in Chapter 6.

“A systems approach to security is appropriate today, as more and more businesses
are giving the responsibility for protecting assets to the security and loss prevention
department.”?! In that insightful comment, Dr. Kenneth Fauth, former director of security
and loss prevention at Spiegel, Inc., suggests clearly that security and loss prevention has
evolved well beyond the officer at the gate. Though that post is still vital, today’s business
assets comprise an almost infinite variety of protection needs. Moreover, security increas-
ingly includes protection against contingencies that might prevent normal company oper-
ation from continuing and from making a profit. And as the concept of risk management
is further integrated into a comprehensive loss-prevention program, the security func-
tion focuses less and less on enforcement and more on anticipating and preventing loss
through proactive programming. Such challenges indisputably require high-level security
management and an increasingly well-credentialed group of security professionals.

The systems approach, as outlined by C. West Churchman in 1968, is the process
of focusing on central objectives rather than on attempting to solve individual problems
within an organization. By concentrating on the central objectives, the management
team can address specific problems that will lead to the accomplishment of the central
objective. As noted earlier, these central objectives for the 21st century include protec-
tion from terrorism and control of economic crimes as well as continuing to combat
traditional security problems. Today, we talk about integrated security systems.

These problems must be approached from a team perspective. Public law enforce-
ment at local, state, and federal levels, along with security interaction and operations,
must work together, sharing intelligence to control these problems and reestablish a
sense of security for the world’s citizens. Security, therefore, is the safety of reassurance.

The establishment of joint councils within ASIS and the International Association
of Chiefs of Police (IACP) has increased communication between the public and private
sectors. In addition, the National Sheriffs’ Association (NSA) has its Private Security
Industry Committee. These groups have developed numerous cooperative programs, of
which only a few will be mentioned. In the aftermath of September 11, 2001, cooper-
ation among various law enforcement agencies—local, state, and federal as well as
private security organizations—has been enhanced. With the establishment of the
Department of Homeland Security, the federal government has attempted to increase the
interoperability of all areas of the criminal justice system in an effort to eradicate terror-
ism in this country.
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Summary

Although modern security focuses on technology, the basic theory of protection has changed
little over the past centuries. Only the tools to implement the theory have changed. Where
moats were once used, we have high-tech sensors and fences. Where warded locks once
protected buildings and rooms, we see state-of-the-art, computer-controlled, electronic lock-
ing mechanisms. Where watchmen walked the beat, we find sophisticated camera systems.

Still, not every security measure has kept pace with the development of technol-
ogy. Old techniques and technology are still commonplace in many operations. The one
thing that has changed as we enter the 21st century is the need to consider terrorism as
a major threat to our country and its businesses. The events discussed in the Preface and
Chapter 1 have made it all too clear that our government and public businesses are now
targets of individuals who choose to use terrorist tools to make their positions known.
The potential has always been present, as noted by many security experts. However, the
use of terrorist tools was not seen as likely given the ability of most individuals to find
other means to express their positions.

We have entered a new era where the security professional must give full consid-
eration to potential terrorist threats, just as they would to theft of intellectual property,
burglary, robbery, shoplifting, fire, and other loss risks commonly associated with secu-
rity/loss-prevention strategies.

...
Critical thinking

Why should a security professional have any interest in the historical development
of the discipline?

Review Questions

1. What events in medieval England brought about the creation and use of private
night watches and patrols?

2. What factors or conditions of the times made it possible for Jonathan Wild to
become so extraordinarily successful?

3. Who was responsible for developing the concept of crime prevention?
4. How did World War II affect the growth of modern private security?

5. How do you believe the events of September 11, 2001, impacted the changes
occurring in the private security/law enforcement relationship?

6. Discuss the extent of security’s growth in this country. What are some of the reasons
for the professionalization of the field of private security?
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Defining Security’s Role

OBJECTIVES

The study of this chapter will enable you to:

1. Define the concept of private security.

2. List various services offered by private security operations.

3. Understand the differences among proprietary, contract, and hybrid security
operations.

4. Discuss the issues that contribute to continued relations conflicts between
private security operations and public law enforcement.

1 Introduction

During the 19th and 20th centuries, public police operated on only a local basis. They
had neither the resources nor the authority to extend their investigations or pursue
criminals beyond the sharply circumscribed boundaries in which they performed their
duties. When the need arose to reach beyond these boundaries or to cut through several
of these jurisdictions, law enforcement was undertaken by such private security forces as
the Pinkerton Agency, railway police, or the Burns Detective Agency.

As the police sciences developed, public agencies began to assume a more sig-
nificant role in investigating crime and, through increased cooperation among govern-
ment agencies, pursuing suspected criminals. Concurrent with this evolution of public
law enforcement, private agencies shifted their emphases away from investigation and
toward crime prevention. This led to an increasing use of security services to protect
property and to maintain order. Today, in terms of numbers, surety forces are by far the
predominant element in private security.

But what other protective measures are available? Who provides them? Who is
responsible for planning and executing these procedures? Where do the roles of private
and public police overlap, and where do they diverge? What are the particular hazards
for which private security is now held responsible, and how is it determined that threats
are sufficient to justify the adoption of protective procedures? To answer these ques-
tions, it is necessary to define private security and its role more exactly.

2 What is Private Security?

Although the term private security has been used in previous pages without question,
there is no universal agreement on a definition or even on the suitability of the term
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itself. Cogent arguments have been made, for example, for substituting the term loss
prevention for security.

The RAND report defines private security to include all protective and loss-preven-
tion activities not performed by law enforcement agencies. Specifically:

the terms private police and private security forces and security personnel are
used generically in this report to include all types of private organizations
and individuals providing all security-related services, including investiga-
tion, staffing key posts, patrol, executive protection, alarm monitoring and
response, and armored transportation.’

The Task Force on Private Security takes exception to this definition on several
grounds. The task force argues that “quasi-public police” should be excluded from con-
sideration on the grounds that they are paid out of public funds even though they may be
performing what are essentially private security functions. The task force also makes the
distinction that private security personnel must be employees of a “for-profit” organiza-
tion or firm as opposed to a nonprofit or governmental agency. The complete task force
definition states:

Private security includes those self-employed individuals and privately funded
business entities and organizations providing security-related services to spe-
cific clientele for a fee, for the individual or entity that retains or employs
them, or for themselves, in order to protect their persons, private property, or
interests from varied hazards.?

The task force argues that the profit motive and the source of profits are basic elem-
ents of private security. Though this definition might be suitable for the specific purposes
of the report, it hardly seems acceptable as a general definition. Many hospitals and
schools, to name only two types of institutions, employ private security forces without
for-profit orientation. Yet it would be difficult to contend that, for example, the mem-
bers of the International Association for Healthcare Security and Safety (IAHSS) are not
private security personnel.

The Hallcrest reports never formally defined the terms security or loss prevention
but relied on the earlier definitions of these terms. These reports consider, however, the
security or loss-prevention field in its broadest application and thus avoid getting bogged
down in discussions of profit motive or specific tasks. The reports focus on the func-
tional aspects of security, recognizing that the functions of security and loss prevention
are performed by both the public law enforcement sector and private agencies.

Thus neither the profit nature of the organization being protected nor even the
source of funds by which personnel are paid holds up as a useful distinction. A night
watchman at a public school is engaged to protect a nonprofit institution and is paid
out of public funds. His function, however, is clearly different from that of a public law
enforcement officer. He is—and is universally accepted as—a private security officer.
How then should private security be defined for the purpose of this text?

The opening lines of Chapter 2 suggest that “security implies a stable, relatively pre-
dictable environment in which an individual or group may pursue its ends without dis-
ruption or harm and without fear of disturbance or injury.” Such security can be effected
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by military forces, by public law enforcement agencies, by the individual or organization
concerned, or by organized private enterprises. Where the protective services are provided
by personnel who are not only paid out of public funds but also charged with the general
responsibility for the public welfare, their function is that of public police. Where the
services are provided for the protection of specific individuals or organizations, they nor-
mally fall into the area of private security.

2.1 Protection of Life and Property

The hazards against which private security seeks to provide protection are commonly
divided into manmade and natural. Natural hazards may include fire, tornado, flood,
earthquake, hurricane, and other acts of nature that could result in building collapse,
equipment failure, accidents, and safety hazards. It should be noted that fire is also quite
often manmade, intentionally or unintentionally.

Manmade hazards may include crimes against a person (for example, robbery or
rape) or crimes against property (theft and pilferage, fraud and embezzlement). In add-
ition, man also creates problems through domestic terrorism, espionage and sabotage,
civil disturbances, bomb threats, fire (as noted above), and accidents.

The degree of exposure to specific hazards will vary for different facilities. The
threat of fire or explosion is greatest in a chemical plant; the potential loss from shoplift-
ing or internal theft is greatest in a retail store. Each organization or facility must ideally
be protected against a full range of hazards, but in practice, a particular protection sys-
tem will emphasize some hazards more than others.

In some organizations, the area of accident prevention and safety has taken on such
importance, primarily because of state and federal occupational safety and health legisla-
tion, that this responsibility has become a full-time objective in itself, in the charge of a
director of safety. Security can then devote its energies to other areas of loss. Similarly,
some large industrial facilities have full fire brigades. In most situations, however, fire,
accident prevention and disaster preparedness, and business recovery are part of the
responsibility of the security department.

2.2 Security Functions

Security practices and procedures cover a broad spectrum of activities designed to elim-
inate or reduce the full range of potential hazards (loss, damage, or injury). These pro-
tection measures may include but are by no means limited to the following:

1. Building and perimeter protection by means of barriers, fences, walls, and gates;
protected openings; lighting; and surveillance (security officers)

2. Intrusion and access control by means of door and window security, locks
and keys, security containers (files, safes, and vaults), visitor and employee
identification programs, package controls, parking security and traffic controls,
inspections, and security posts and patrols

3. Alarm and surveillance systems

4. Fire prevention and control, including evacuation and fire response programs,
extinguishing systems, and alarm systems

5. Emergency and disaster planning

6. Protection of intellectual property or data
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7. Prevention of theft and pilferage by means of personnel screening, background
investigations, procedural controls, and polygraph and psychological stress
evaluator (PSE) investigations

8. Accident prevention and safety
Enforcement of occupational crime- or loss-related rules, regulations, and policies

10. Prevention of workplace violence

In addition to these basic loss-prevention functions, security services in some situ-
ations might also provide armored car and armed courier service, bodyguard protection,
management consulting, security consulting, and other specific types of protection.

These services may be proprietary, or in-house, in which case the security force is
hired and controlled directly by the protected organization, or they may be contract secur-
ity services, in which case the company contracts with a specialized firm to provide des-
ignated security services for a fee. Contract security employees are actually employees of
the contract security firm. Most security functions may be provided by either proprietary
or contract forces or services, and in practice, it is common to find a combination of such
services used. This combination of proprietary and contract security is referred to as a
hybrid system.

3 Security Services

Security services employed more than 1.1 million officers in 2000.3 Security reported that
after the September 11, 2001, attacks on the World Trade Center, 13 percent of respond-
ents to the magazine’s annual security survey indicated they would be adding in-house
staff or hiring more security officers through an outside contract service.* These predic-
tions might have come true. According to the Bureau of Labor Statistics, there were 1.2
million protective service officers in 2001, reflecting at least a 10 percent increase over the
2000 figures. However, by 20035, there were still 1.2 million protective service officers.’

Security services in 1990 totaled approximately 107,000 companies doing an esti-
mated $51 billion in business, primarily providing guard, investigative, central station
alarm, and armored car and courier services. It has been said that six large, publicly
owned firms dominate the industry, accounting for approximately half of all revenues
generated by contract security services.® In 2000 Security Services Report indicated that
14 firms totaled more than $1.5 billion in corporate sales.”

In 1999 Securitas Group entered the contract security business in the United States
with its purchase of Pinkerton’s, Inc. By 2003 the Group had purchased other major
guard firms, including Burns International, to become Securitas Security Services USA,
Inc. Securitas provides security services to 80 percent of the Fortune 1000 companies,
producing annual revenues of over $2.5 billion. In 2007 Securitas is by far the largest
contract security firm operating in the United States.®

Many firms, particularly the smaller ones, specialize in specific types of services
offered to a client. The larger the firm, the more likely it is to provide a full range of secur-
ity services. The major categories of these services are security forces, patrols, consult-
ing services, investigative services, alarm response, and armored car delivery and courier
services.

According to various sources, security officer services, whether proprietary or con-
tract, are still in demand today despite the growth in the use of technology. People and
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companies turn to officers because psychologically they feel that technology or hardware
might not be enough. Security’s reported prediction that the 1990s would be marked by
diminishing in-house staff, redistribution of security decision making inside and outside,
and an increased reliance on equipment’ is only partially true. As noted previously, in
the aftermath of the 9/11 terrorist attacks, security staffs increased by at least 10 per-
cent. Although some proprietary firms are relying more on technology to reduce security
cost overhead, three basic trends are apparent.

First, as the number of legal problems associated with inappropriate actions of
officers increases, public outrage may eventually force states to regulate training and
standards. However, as noted in Chapter 2, based on the June 2005 report by Associated
Criminal Justice and Security Consultants, standards for security have not changed
much since 2001. There have been several federal attempts to pass legislation mandat-
ing minimum standards for security personnel. In 2002 federal legislation to allow pri-
vate security access to FBI records for backgrounding of private security personnel was
passed with the help of ASIS. Second, as the field grows, it will continue to attract bet-
ter qualified individuals. Of the 2,205 individuals responding to the 2005 Annual Salary
Survey conducted by ASIS, 63 percent held at least an undergraduate degree. Almost a
quarter had a masters or higher degree.'” Third, there will be a trend to disarm secur-
ity personnel. This trend was true until the destruction of the World Trade Center. The
presence of armed security personnel in some venues appears to be increasing.

4 Contract Versus Proprietary Services

Before we begin a discussion of contract and proprietary services, it is important to make
a clear distinction between the two types of operations. Proprietary security operations
are those that are “in-house,” or controlled entirely by the company establishing security
for its operations. The company—for example, Jones Distributing—hires a chief secur-
ity officer (CSO) and all the necessary support personnel and equipment to operate a
security department. Contract security services, on the other hand, are those operations
provided by a professional security company that contracts its services to a company. In
this case, Jones Distributing would contract with Fischer Security Services for specific
security services. In most cases there would not be a CSO employed directly by Jones.
Rather, the contract manager would work for Fischer Security Services. As we shall note
later, the latest trend is to have a combination of proprietary and contract operations.

Early researchers perceived more rapid growth in contract security services than in
proprietary security. Although today many firms are considering contract services, some
existing proprietary security operations are converting to hybrids with proprietary man-
agement and contractual line services. Security reported that the trend would be toward
increased use of contract employees, products, and services, causing the employee numbers
in the contract area to double by 2000.!" This prediction was at least partially accurate
as we entered the new millennium. Several of the largest firms adopted contract security
services to replace their proprietary systems. However, the change has not been a clear
departure from company control to contract. Three Fortune 500 companies have made
the move to hybrid systems utilizing proprietary oversight, contract officers, and increased
reliance on electronic advancements to replace outdated equipment and guards.

Since the various contract functions described in the preceding pages can be under-
taken as proprietary (in-house) activities, how is the choice to be made between the two
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types of services? The subject of contract services versus proprietary security has been
debated in most of the major security periodicals for 20 years or more. Some of the
conclusions are reflected in the following discussion of the relative merits of the two
approaches to security services. The question of which is the most sensible approach,
however, is best answered by the manager of the firm or organization contemplating
security services. His or her decision will rest on the particular characteristics of the
company. These characteristics will include the location to be protected, the size of the
force required, its mission, the length of time the officers will be needed, and the quality
of personnel required.

4.1 Advantages of Contract Services
4.1.1 Cost

Few experts disagree that contract officers are less expensive than is a proprietary unit.
In-house officers typically earn more because of the general wage rate of the facility
employing them. In many cases, that wage level has been established through collective
bargaining.

Contract officers generally receive fewer fringe benefits, and their services can be
provided more economically by large contract firms by virtue of savings in terms of costs
of hiring, training, and insurance due to volume. Short-term security service on a propri-
etary basis can create such large start-up costs that the effort is impractical.

Liability insurance, payroll taxes, uniforms and equipment, and the time involved
in training, sick leave, and vacations are all extra cost factors that must be considered in
deciding on whether to establish a proprietary force.

4.1.2 Administration

Establishing an in-house security service requires the development and administration
of a recruitment program, personnel screening procedures, and training programs. It
will also involve the direct supervision of all security personnel. Hiring contract offi-
cers solves the administrative problems of scheduling and substituting manpower when
someone is sick or terminates employment.

There is little question that the administrative workload is substantially decreased
when a contract service is employed. At the same time, the contracting customer is obliged
to continually check the supplier’s performance of contracted services, including personnel
screening procedures, on an ongoing basis. The customer must also insist on a satisfactory
level of quality at all times. To this extent, the customer is not totally relieved of adminis-
trative responsibilities in terms of management.

4.1.3 Staffing

During periods when the need for officers changes in any way, it might be necessary to
lay off existing officers or take on additional staff. Such changes can come about fairly
suddenly or unexpectedly.

In-house forces rarely have this flexibility in staffing. If they have extra people
available for emergency use, such staff are an unnecessary expense when they are idle.
Similarly, if there were a temporary decrease in the need for officers, it would hardly be
efficient to dismiss extra people only to rehire additional officers a short time later when
the situation changed again.
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4.1.4 Unions
Employers in favor of nonunion security officers support their position by arguing that
such officers are not likely to go out on strike, are less apt to sympathize with or support
striking employees, and can be paid less because they receive few if any fringe benefits.
Since most unionized officers are proprietary personnel, anyone subscribing to the
arguments listed here would clearly favor hiring contract officers. Only a fraction, if any,
of the officers employed by contract security agencies such as Securitas, Wackenhut, and
Guardsmark are unionized. Although efforts to unionize contract security services remain,
the relationship between contractors and unions is mixed. According to Stuart Deans, a
veteran security officer and staff representative for the United Steelworkers union, the entire
security industry may be about to take a huge step backward. It appears that security firms
are pushing for an unregulated climate.!” Contract firms make their profits on providing
security services; because wages and other labor costs account for most of a company’s
expenses, having workers with high salaries makes bidding on new contracts difficult.

4.1.5 Impartiality

It is often suggested that contract officers can more readily and more effectively enforce
regulations than can in-house personnel. The rationale is that contract officers are paid
by a different employer and because of their relatively low seniority have few opportun-
ities to form close associations with other employees of the client. If properly managed,
this situation produces a more consistently impartial performance of duty.

4.1.6 Expertise

When clients hire a security service, they also hire the management of that service to
guide them in their overall security program. This can prove valuable even to a firm that
is already sophisticated in security administration. A different view from a competitive
supplier trying to create goodwill with a client can always be illuminating.

4.2 Advantages of Proprietary Officers
4.2.1 Quality of Personnel

Proponents of proprietary security systems argue that the higher pay and fringe benefits
offered by employers, as well as the higher status of in-house officers, attracts higher-
quality personnel. Such employees have been more carefully screened and show a lower
rate of turnover.

4.2.2  Control
Many managers feel that they have a much greater degree of control over person-
nel when they are directly on the firm’s payroll. The presence of contract supervisors
between officers and client management can interfere with the rapid, accurate flow of
information either up or down the chain of command.

An in-house force can be trained to suit the specific needs of the facility, and the
progress and effectiveness of training can be better observed in this context. The indi-
vidual performance of each member of the force can also be evaluated more readily.

4.2.3 Loyalty
In-house officers are reported to develop a keener sense of loyalty to the firm they are
protecting than do contract officers. The latter, who may be shifted from one client to
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another and who have a high turnover rate, simply do not have the opportunity to gen-
erate any sense of loyalty to the specified, often temporary, client-employer.

4.2.4 Prestige

Many managers simply prefer to have their own people on the job. They feel that the
firm gains prestige by building its own security force to its own specifications rather
than by renting one from the outside.

Obviously, in weighing the various factors on either side of this debate, prudent
managers will carefully study the quality and performance of the security firms available
to service their facility. They will make sure of the standards of personnel, training, and
supervision in the security firm. They will also carefully analyze the comparative costs
for proprietary and contract services and will estimate both services’ relative effective-
ness in a particular application.

In situations where the demand for officers fluctuates considerably, a contract
service is probably indicated. If a fairly large, stable security force is required, an in-
house organization might be favored. However, as noted earlier, the trend of the future
is toward hybrid systems, with proprietary supervision and contract officers.

4.3 Deciding on a Contract Security Firm

Seven of 10 security directors from America’s largest firms report that one of their
top security concerns is “finding and retaining a really quality-driven contract secur-
ity agency.”!3 A variety of issues must be considered when a company or organization
decides to hire a contract security firm. According to Minot Dodson, vice president of
operations and training at California Plant Protection, Inc., the following areas should
be analyzed:

¢ The scope of the work

¢ Personnel selection procedures
¢ Training programs

e Supervision

* Wages

¢ Licensing and insurance

¢ Benefits

¢ Operating procedures

e Contractor data

e Terms and conditions'*

The analysis of the scope of the work should include, at a minimum, locations,
hours of coverage, patrol checkpoints, and duties. The security firm should be aware of,
and prepared to enforce, all applicable corporate security policies—particularly those
dealing with access control, personnel identification, documentation procedures for
removal of materials from the facility, handling customers and employees, and emer-
gency procedures. Proprietary security objectives and priorities should be stated clearly.
The employing (client) firm should also include references to expansion plans and deter-
mine how the security firm will handle the expansion. The client firm should also spell
out expectations for security goals (for example, a 20 percent reduction of shrinkage)
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and determine how the security firm plans to meet these goals. Client performance cri-
teria should be spelled out to include such things as what and when to report.

The organization choosing a contract service should also be able to set standards for
the employees who will be protecting their facility. Standards for general appearance, rules
of conduct, age, licenses needed, physical condition, educational levels, reporting skills,
background, and language ability are certainly worth listing. According to Dodson, “You
should check the personnel file on each prospective officer. Look for pre-employment
background and police record checks, and verify application information.”!> The client
firm should check training records and test scores as well as psychological test results (that
is, pen and pencil tests, when they are available). It is even advisable in some operations
not only to interview the security company but also to interview the prospective officer.
The security company should agree to remove any officer for reasonable cause (that is,
violating regulations).

In 1975 the Task Force on Private Security set the minimum recommended level of
training for security officers at 120 hours.'® Lobbying efforts on the part of cost-conscious
CSOs, however, have reduced the generally recommended time to only 40 hours. Despite
this recommendation, many security companies still maintain only an eight-hour indoc-
trination period. Client firms should review the security service’s training procedures to
make sure they meet specific company requirements. Some areas to consider are patrol
techniques, first aid, liability and powers, firefighting, public relations, and report writing.
Client firms also have the right to request additional special requirements. Whether the
decision is to contract or not to contract, the firm will generally get what it pays for.

Supervision of the contract is another concern. Employing firms should understand
the entire organizational structure in the security company. Supervisors from the con-
tract service should maintain regular contact with officers (including alternate sites) and
make random checks on all shifts and workdays. The response time of supervisors can
be critical, and radio or telephone contact should be possible at all times. Direct contact
with a supervisor, however, should also be available within no more than one hour.

Wages are tremendously important. The quality of personnel is often directly related
to the wage level. The client company, not the security service, should establish the min-
imum wage to be paid to security employees. What is a good minimum wage? The Bureau
of Labor Statistics reported that 50 percent of all guards made between $14,930 ($7.80/
hour) and $21,950 ($11.43/hour) in 2002.'7 The 2005 ASIS Security Survey reported that
the range for 2005 was $10 to a high of $22.50 per hour.!® Although these are better than
the 2002 levels, some officers are still making less than a survival wage. One implication
of this situation is that underpaid officers might take advantage of their employment and
steal from the contracting firm. At a minimum, officers should be paid at least what semi-
skilled labor in the area is earning.

Although fringe benefits offered by security firms might not seem an area of
much concern to the employing companies, they should be. In a field where the turn-
over rate of some security services is 200 percent annually, fringe benefits become very
important in retaining quality personnel. Benefits might include cash bonus plans, sick
leave, health insurance, and overtime pay. Other perks might be life insurance, pension
funds, and paid education and training. Perhaps the best fringe benefit for many con-
tract officers is paid uniforms and equipment. Although the cost of these perks is usually
reflected in the cost to the buyer, it should not be taken out of the officer’s already
meager wages.
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The preceding discussion is just one way of viewing a security service; other fac-
tors can also be considered. Howard M. Schwartz, former vice president of the mid-
Atlantic division of Securitas International Security Services, Inc., suggests evaluating the
following:

1. The security agency’s understanding of the psychological factors that influence
security’s effect on business and industrial environments and the firm’s ability to
incorporate these tactical measures into its services

2. The agency’s understanding of the essential difference between security and law
enforcement

3. The agency’s ability to apply creative solutions to security problems

4. The agency’s ability to involve all of the client firm’s employees in a positive effort
supporting the overall security program

5. The agency’s willingness and ability to be flexible and modify tactical approaches
to meet changing needs'’

For one suggested format, consider the security firm evaluation analysis presented
in Table 3.1.

Table 3.1 Security Firm Evaluation Analysis

Consideration Score

1. Bid package
a. All requested information provided in proposal -
b. Quality of proposal presentation -
c. Timelines of submission of proposal -
Subtotal -

2. Personnel

Past employment checks (pre-employment) -
Reference checks (pre-employment) -
Psychological testing (pre-employment) -
Polygraph testing (pre-employment) -
Prehire evaluation of personnel -
Prehire evaluation of personnel files -
Basic qualifications -
Security aptitude testing (pre-employment) -
Management quality (top level) -

SQ ™o o n T

j. Management quality (midlevel) -
k. Supervision (first line) -
I, EEO Program -
m. Average length of employee service -
Subtotal -

3. Training
a. Prehire classroom training (8 hours minimum) -
b. Prehire classroom training testing -
¢. Training manual -
(Continued)



Contract Versus Proprietary Services

Table 3.1 Continued

Consideration

Score

T@e = o

0.

Training film usage

Training film testing

Training facilities

On-the-job training program
On-the-job training tests
Continuing training program
Continuing training tests
Advanced training program

. Advanced training tests

State-certified training school
College-certified training/trainers

Subtotal

4. Supervision

a.
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g.

Selection

Training and testing

Site supervision

Field supervision

Visits and assistance
Employee evaluation reports
Response capabilities

Subtotal

5. Employee wages and benefits

a. Wage distribution by grade and scale
b. Longevity rewarded
c.  Merit pay proposed
d. Health insurance
e. Life insurance
f.  Holidays
g. Vacation
h. Sick pay
i. Bereavement pay
Subtotal
6. Insurance
a. General liability
b. Care, custody, and control
c. Errors and omissions
d. Employee dishonesty
e. Excess liability (umbrella form)
f. Workmen's compensation
g. Automobile liability
h. Policy exclusions
i.  Policy availability
j. Cancellation notification
k. Self-insured on any portion of insurance
Subtotal

(Continued)
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Table 3.1 Continued

Consideration Score

7. Operational considerations
a. 24-hour, 365-day operations department -
b. Management response -
c. Additional services ability -
d. Uniforms provided -
e. Uniform cleaning and maintenance provided -
f.  Emergency response capabilities -
g. Post orders -
h. Client control of operations -
i.  Financial stability -
j. Standard of performance for guards -
k. Service agreement -
| Periodic polygraph testing -

Subtotal -

8. Cost of service

a. Cost factor detail -
Standard time fee -
Overtime fees -
Holiday fees -
Effective rate -
Equipment fee -

g. Billing periods -
Subtotal -

0 a0 o

9. Other considerations

a.

b. -

C. -
Subtotal -
Grand Total -

Source: "How to Select a Guard Company,” Security World (November 1983): 39.
Copyright 1983. A Cahners Publication. Instructions: Rate each proposal topic and
other observation as follows: high = +1; average = 0; low = —1. Add all +1s
and subtract all —1s in each section to obtain subtotals. Then add and subtract
subtotals to obtain the overall rating. Ratings can be ranked as follows: 50 to 77,
excellent; 25 to 49, above average; 0 to 24, average; —1 to —34, below average;
and —35 to —77, poor. Retain this rating sheet to verify that you have done
everything possible to select a competent security company.

5 Hybrid Systems

If the relationship between the client company and the contractor, whether a straight
security provision contract or a hybrid program incorporating both proprietary and
contract security services, is to be successful, all parties to the contract must be willing
to communicate openly with each other. This means that both the contractor and the
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client must be willing to share in successes and mishaps. The in-house CSO has the
power to optimize a contract.
A good hybrid security operation consists of four components:

¢ An engaged corporate liaison
e Consistent contract management support
e Periodic reviews

e Accurate quality measurements

5.1 Engaged Liaison

The right person for this job is someone who already knows and understands the basics
of loss prevention and security. The company should not assume that the contract secur-
ity firm would run itself. The liaison should monitor, but not micromanage, the secur-
ity contract. The liaison should review security logs and follow-ups daily. The liaison
should also be available to the contract manager to discuss any incidents or issues that
need immediate attention.

5.2 Support

The contractor is also obliged to provide a responsive and interested manager. The man-
ager must be able to juggle personnel, provide adequate training, satisfy customers, and
still return a profit for the security company. The three keys to a successful contract are
accessibility, meetings, and proper resource management.

5.3 Reviews

It is essential that a periodic review of services is conducted to determine whether the con-
tract is being fulfilled. Officers assigned to the contract should continue to meet the expec-
tations set forth in the contract. A company should periodically audit the contractor’s
records for compliance.

5.4 Measurement

Attainable and realistic activities should be expected. The contractor should make sure
that officers know these expectations and comply. The liaison should expect compli-
ance and when it is not forthcoming, action plans should be developed to remedy the
situation.??

The growth in the hybrid security operation, though forecasted by the Hallcrest
II report, is expanding at a rate greater than had been anticipated. According to Bill
Cunningham, president of Hallcrest Systems, Inc., “the reduction in proprietary officers
(was) dropping at 2 percent [per] annum compounded.”?! There are currently no avail-
able statistics on whether this trend continues.

6 Private Security and Public Law Enforcement

It should be noted that public and private police might, in certain circumstances, perform
the same functions for the same individuals or organizations. For example, a law enforce-
ment officer might in some circumstances be assigned to protect a threatened individual;
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a private bodyguard frequently is hired to perform the same protective function. Public
police commonly perform patrol functions, which include checking the external premises
of stores or manufacturing facilities. But patrol is also one of the major activities of pri-
vate security. The activity itself then is not always a differentiating factor. Private security
functions are essentially client-oriented; public law enforcement functions are society- or
community-oriented.

Another key distinction is the possession and exercise of police powers—that is, the
power of arrest. The vast majority of private security personnel have no police powers;
they act as private citizens. In some jurisdictions, “special officer” status is granted, in
most cases by statute or ordinance, which includes limited power of arrest in specified
areas or premises. The limitations on the exercise of special police powers and the fact
that their activities are client-oriented and client-controlled (as opposed to being directed
primarily by public law enforcement agencies) make it reasonable to include such person-
nel as part of the private security industry. (This discussion omits the situation of the law
enforcement officer who is moonlighting as a part-time private security officer, because
police powers in that situation derive from the public rather than the private role.)

As early as 1975 the Task Force on Private Security stated that “public law enforce-
ment and private security agencies should work closely together, because their respective
roles are complementary in the effort to control crime. Indeed, the magnitude of the
nation’s crime problem should preclude any form of competition between the two.”?? As
noted in the previous section, however, even though the roles of the two groups are simi-
lar (in fact, overlapping in many areas), they are not identical. The roles should be com-
plementary, but in reality the two groups interrelate and interact. Most contact between
public and private agencies is spontaneous and cooperative, but far too often the contact
is negative, to the detriment of both groups.

According to experts in the field, the relationship between the two groups con-
tinues to be strained (although personal contacts may be warm) because of several key
issues:

Lack of mutual respect

Lack of communication

Lack of law enforcement knowledge of private security
Perceived competition

Lack of standards for private security personnel

Perceived corruption of police

N ke e

Jurisdictional conflict, especially when private problems (that is, corporate theft,
arson) are involved

8. Confusion of identity and the issues flowing from it, such as arming and training
of private police

9. Mutual image and communications problems

10. Provision of services in borderline or overlapping areas of responsibility and
interest (that is, provision of security during strikes, traffic control, shared use of
municipal and private firefighting personnel)

11. Moonlighting policies for public police and issues stemming from these policies
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12. Difference in legal powers, which can lead to concerns about abuse of power,
and so on (that is, police officers working off duty may now be private citizens
subject to rules of citizen’s arrest)

13. False alarm rates (police resent responding to false alarms), which in some
communities are more than 90 percent

Historically, public police have often accused the private sector of mishandling cases,
breaking the law to make cases, being poorly trained, and generally being composed of
those who could not meet the standards to be police officers. The private security sector
often views the public sector as being self-centered and arrogant. Moreover, public law
enforcement officers often moonlight, thereby taking work away from the private security
sector. Even today public police still consider the private sector only somewhat effective in
reducing direct-dollar crime loss, and its contributions to reducing the volume of crime,
apprehending criminal suspects, and maintaining order are judged ineffective. Public law
enforcement has given private security low ratings in 10 areas, including quality of person-
nel, training, and knowledge of legal authority. The feelings about the lack of training may
be justified; only 50 percent of the states currently have mandated provisions for training
security officers, although regulation through licensing has been the norm in most states.?®

On the other hand, the employment of police officers as private security personnel
during their off-duty hours has also caused much criticism. Some say that moonlighting
police are only “hired guns” and that such police officers take jobs away from secu-
rity firms. Other problems include the question of who is liable for the officer’s actions.
Is the employer of the off-duty officer liable, or does the liability stay with the police
department that trained the officer?

Another source of conflict is the high rate of false alarms. Improved technology has
reduced the number of false alarms, but there are still problems associated with the human
element, “critter infringement,” and the occasional electronic failure. When an alarm
sounds, an alarm company employee may respond, or the police department may be called.
In some jurisdictions, police report that 10 to 12 percent of all calls for police service are
false alarms. Many experts believe that 95 to 99 percent of all alarms are false. Some police
departments have reacted to this high rate by fining alarm companies or businesses and
even delaying their response pending internal confirmation of an actual intrusion.

Yet much of the conflict between private and public agencies is the result of mis-
conception. There is a general misunderstanding of the roles played by the respective
agencies. Perhaps this is understandable because even within their own areas, police and
private security officers often fail to understand the common goals of other agencies.

6.1 Complementary Roles

Despite the misconception that working together for a common goal is difficult to achieve,
police departments and private security agencies are beginning to work together, at times
unknowingly. The idea that only the public police protect public property is another
misconception. The federal government has more than 10,000 contract security officers
patrolling federal offices and buildings. In many cities, police departments have turned to
private agencies to protect courthouses, city buildings, airports, and museums. In other
areas, it is generally accepted that the protection of private property is the responsibility
of the owner. When a crime occurs, however, it is the local police who are usually called.
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A third misconception is that the private security sector is primarily concerned with
crime prevention and deterrence rather than with investigation and apprehension. In real-
ity, store detectives in many major cities make more arrests each year than do local police
officers. In addition, certain types of crime are no longer investigated by local police
departments but have instead become the job of private security personnel; these include
credit card fraud, single bogus checks, and some thefts. The growing problems of drugs
and violence in the workplace have also added to security’s role in law enforcement.
Cooperation between security and public law enforcement is vital in dealing with both
these problems and the threat of terrorism.

Obviously some degree of complementary activity already exists. What can be done
to improve the perceptions of two areas toward each other and to foster cooperative
efforts? A variety of methods could improve cooperation between the two areas. The for-
mation of joint private and public sector task forces to study responses to terrorism and
major crime issues and to recommend strategies is crucial. Data files from both sectors
should be more freely exchanged. Private security personnel are often not allowed access
to information on criminal cases, even as a follow-up on data originally entered by them.
Third, joint seminars on terrorism and business crime have been developed to help the
two areas better understand their respective roles.

It appears that the private sector will become increasingly involved in crime pre-
vention; public law enforcement will then be free to concentrate more heavily on vio-
lent crimes and crime response. Most CSOs are willing to accept more responsibility for
minor criminal acts within their jurisdictions. The new activities most likely include intru-
sion alarm response, investigation of misdemeanors, and many preliminary investiga-
tions of other criminal offenses. The public sector is also willing to give up some areas of
responsibility because it is “potentially more cost-effectively performed by private secur-
ity.”2* Some areas—for example, building security—will need to be shared if we are to be
successful in our war on terrorism.

However, other areas of conflict remain that may take some time to resolve. Often
CSOs do not report many criminal offenses. This is a source of concern for many police
managers. CSOs may fail to report crimes for any of the following reasons: lax charging
policies of prosecutors, administrative delays in prosecution, court proceedings that might
reveal more about their organizations than management wants known, and a perception
that courts are unsympathetic to business losses.

Just how effective private security can be depends to a large degree on whether
public law enforcement and private sector professionals are able to form a close partner-
ship. Hallcrest 11 recommended:

1. Upgrading private security; statewide regulatory statutes are needed for
background checks, training, codes of ethics, and licensing

2. Increasing police knowledge of private security

3. Expanding interaction; joint task forces are needed, and both groups should share

investigative information and specialized equipment
25

4. Experimenting with the transfer of police functions

Progress continues to be made in all these areas. Nationally recognized law

enforcement/private security partnerships include the NYPD-Shield (Area Police/Private
Security Liaison) and the Nassau County PD-SPIN.2®
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7 Relationships After September 11, 2001

The events of 9/11 brought private security operations and public enforcement closer. In
the United States, cooperation between public law enforcement and private security was
evident during the anthrax scare that followed the attacks on the World Trade Center.
A study of the cooperation between the two areas was presented in Chapter 1.

The events of 9/11 have helped build private security/public policing partner-
ships to prevent and respond to terrorism and public disorder. This was demon-
strated by the 2004 National Policy Summit project supported by the Do] Office of
Community Oriented Policing Services (COPS). This joint partnering effort involved the
International Association of Chiefs of Police and the Security Industry Association (SIA),
ASIS International, the National Association of Security Companies (NASC), and the
International Security Management Association (ISMA).

Through their working groups, summit participants made five recommendations.
The first four are national-level, long-term efforts. The fifth recommendation relates to
local and regional efforts that could begin immediately:

1. Leaders of the major law enforcement and private security organizations should
make a formal commitment to cooperation.

2. The DHS and/or Do]J should fund research and training on relevant legislation,
private security, and law enforcement-private security cooperation.

3. The DHS and/or Do]J should create an advisory council composed of nationally
prominent law enforcement and private security professionals to oversee day-to-
day implementation issues of law enforcement-private security partnerships.

4. The DHS and/or Do]J, along with relevant membership organizations, should
convene key practitioners to move this agenda forward.

5. Local partnerships should set priorities and address key problems as identified by
the summit:

e Improve joint response to critical incidents

e Coordinate infrastructure protection

¢ Improve communications and data interoperability
¢ Bolster information and intelligence sharing

¢ Prevent and investigate high-tech crime

e Devise responses to workplace violence
Execution of these recommendations should benefit all concerned:

¢ Law enforcement agencies will be better able to carry out their traditional
crime-fighting duties and their additional homeland security duties by using the
many private security resources in the community. Public-private cooperation is
an important aspect—indeed, a potent technique—of community policing.

¢ Private security organizations will be better able to carry out their mission of
protecting their companies’ or clients’ people, property, and information while
at the same time serving the homeland security objectives of their communities.

The nation as a whole will benefit from the heightened effectiveness of law enforce-

ment agencies and private security organizations.?’
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Summary

Security/loss-prevention functions, while diverse, have a common goal. As we noted, the
definition of security has been debated, but the bottom line is clear. Security services
protect both private and public places. Law enforcement protects both public and pri-
vate property. The difference is found in their primary goals. Law enforcement agencies
are charged with the protection of government interests, representing the people. Private
security is charged with protecting a specific interest, whether public or private.

The old distinction between public law enforcement and private security will con-
tinue to exist. However, the story is different when considering the relationship between
contract and proprietary security. As business continues to evolve, it appears that the
hybrid systems will become a dominant organizational scheme for many businesses
establishing security operations.

Finally, all people concerned with security, whether federal government agencies,
state law enforcement organizations, local law enforcement, or private security, will
need to learn to work together to focus resources needed to successfully combat threats
created by the potential of terrorist attacks and cyber crimes.

Critical Thinking

If you were to develop a security operation within a major company—for example,
Rockwell International—would you favor a contract, proprietary, or hybrid secu-
rity organization?

Review Questions

What does the term private security mean?

What are the differences between proprietary and contractual security services?
What are the basic services typically performed by contractual security personnel?
What are the advantages and disadvantages of using contractual security services?
What are the advantages and disadvantages of using proprietary security services?

What factors should be considered when deciding on a security firm?

N s

Describe the relationship between public law enforcement and private security. What
are the major problems?
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The Proprietary Security
Organization

OBJECTIVES

The study of this chapter will enable you to:

1. Discuss the placement of the security operation within the overall organization
of a company.

2. Define the difference between line and staff positions.

3. Understand the need for security to be an integrated part of an organization.

1 Introduction

Security problems become apparent in virtually every area of a given company’s activities.
The need to deal forcefully and systematically with these problems has become increas-
ingly evident to the industrial and commercial community, and steps have been taken by
greater and greater numbers of these organizations to create a security effort as an organic
element of the corporate structure rather than turning to outside (contract) security ser-
vices or to minimal efforts at physical security. The trend is toward security operations
that are controlled by an in-house staff, with specific services provided by technology,
contract security operations, and security consultants, referred to as hybrid systems as
discussed in the previous chapter.

Where and how the in-house or proprietary security department operates within
the organizational framework and the way this relates to the total security system of
individual concerns depends on the needs of that organization. General principles will
apply throughout much of the business community, but specific applications must be
tailored to the problems faced by each enterprise. Our concern here, then, is with those
considerations that have broad application in the organization of the security function.

2 Determining the Need

In evaluating the need to install or expand the company security function, the immedi-
ate urgency for increased security must be considered along with the status, growth, and
prior performance of the current security effort, if any. The peculiarities of the company
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in the context of intracompany relationships, whether by design or natural evolution,
must be a factor. The potential for growth of the company and the attendant growth of
staff activities should also be considered.

Ultimately management will have to determine the costs and the projected effecti-
veness of the security function. The growing trend is for management to make this
determination with the assistance and guidance of a professional consultant. This trend
has caused growth in the number of security consultants, particularly independent con-
sultants who do not have a vested interest in the outcome of their recommendations.
Determining costs and effectiveness is only the first step, however. Management then
must face the important question of whether security can be truly and totally integrated
into the organization. If on analysis it is found that the existing structure would in some
way suffer from the addition of new organizational functions, alternatives to the inte-
grated proprietary security department must be sought.

These alternatives usually consist of the application and supervision of physical
security measures. This inevitably results in the fragmentation of protective systems in
the areas requiring security. These alternatives are sometimes effective, however, espe-
cially in those firms whose overall risk and vulnerability are low. But as crime against
business continues to climb and as criminal methods of attack and the underground net-
work of distribution continue to become more sophisticated, anything less than total
integration will become increasingly inadequate.

Once management has recognized that existing problems—real or potential—make
the introduction or enlargement of security a necessity for continued effective operation,
it will be obliged to make every effort to create an atmosphere in which security can exert
its full efforts to accomplish stated company objectives. Any equivocation by management
at this point can only serve to weaken or to ultimately undermine the security effecti-
veness that might be obtained by a clearer statement of total support and by directives
resulting in intracompany cooperation with security efforts.

Understanding the proper relationships among departments is critical during this
period of rapidly changing technology, where security professionals are often asked to
play a role in security operations and where security professionals are asked to monitor
and control access to computer systems and the information stored in them. Companies
seem to be struggling with issues of defining responsibilities assigned to the chief security
officer (CSO), the chief information officer (CIO), or the information security systems

officer (ISSO).

2.1 Security’s Place in the Organization

The degree and nature of the authority vested in the CSO become matters of the greatest
importance when such a function is fully integrated into the organization. Any evalu-
ation of the scope of authority required by security to perform effectively must consider a
variety of factors—both formal and informal—that exist in the structure. Figures 4.1 and
4.2 are organization charts showing security’s position in two hypothetical corporations.

There seems to be a trend toward consolidating a number of related responsibil-
ities under one broader department. Industry trends suggest growing linkages among
security, risk management, facilities management, safety, operations administration,
human resources, and internal audit.! One way of consolidating various related security
functions is to create an assets protection department that can include the functions of
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security, information management (CIO), internal audit (chief financial officer, or CFO;
chief fraud examiner, or CFE), and risk management.

However the security/assets protection department is constructed, certain distin-
guishing features should characterize it. It should:

¢ Champion asset protection

¢ Solve more complex issues with less staff

e Identify risk for the company

¢ Develop programs to manage risk

¢ Quantify results to the bottom line

¢ Develop pilot asset protection programs

¢ Provide business solutions to security problems
¢ Reduce insurance premiums

o Use shared resources to manage costs

¢ Establish common objectives with risk management, internal audit, and
information management?

2.2 Definition of Authority

It is management’s responsibility to establish the level of authority at which security may
operate in order to accomplish its mission. It must have authority to deal with the estab-
lishment of security systems, be able to conduct performance inspections in many areas
of the company, and be in a position to evaluate performance and risk throughout the
company.

All such authority relationships, of course, should be clearly established to facili-
tate the transmission of directives and the necessary responses to them. Note, however,
that these relationships take many forms in any company, not infrequently including the
assumption of a role by a member of the organization who becomes accepted as a desig-
nated executive simply by past compliance and by custom. In such cases, where manage-
ment does not move to curtail or redefine this authority, the executive continues in such
a posture indefinitely, regardless of formal status. It is management’s responsibility to
reassess the chains of authority continually in the interest of efficient operation.

Organizational structure generally distinguishes between line and staff relation-
ships. Line executives are those who are delegated authority in the direct chain of com-
mand to accomplish specific organizational objectives. Staff personnel generally provide
an advisory or service function to a line executive.

In general, the CSOs can be considered to serve a staff function. Traditionally this
means that, as heads of specialized operations, they are either responsible to a senior execu-
tive or (in the fully integrated organization) to the president of the company. Their role is
that of advisor. Theoretically it is the president who implements the activities suggested by
advisors.

But this is not always the practice. By the very nature of their expertise, CSOs have
authority delegated by the senior executive to whom they report. In effect, they are granted
a part of the authority of their line superior. This is known as functional authority.

Such authority appears on a table of organization, but it is often delegated and can
be modified or withdrawn by a superior. In the case of security, this functional authority
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may consist of advising operating personnel on security matters, or it may (and should)
develop into more complete functional responsibility to formulate policies and issue
directives prescribing procedures to be followed in any area affecting company security.

Most department managers readily cooperate with security directives because they
lack the specialized knowledge required of upper-echelon security personnel and are gen-
erally unfamiliar with the requirements of effective supervision of security systems and
procedures. It is nonetheless important that the CSO operate with the utmost tact and
diplomacy in matters that may have an effect, however small, on the conduct of person-
nel or procedures in other departments. Every effort should be made to consult with
the executive in charge of any such affected department before issuing instructions that
implement security procedures.

The best approach to complicated security issues associated with increased reliance
on technology, especially computers, is a team effort. Often the only way to gather all
the needed expertise to combat specific problems—for example, identity theft—involves
the expertise of human resources, technical support, and security professionals.

2.3 Levels of Authority

Obviously there are many levels of authority at which CSOs operate. Their functional
authority may encompass a relatively limited area, prescribed by broad outlines of basic
company policy.

In matters of investigation, they may be limited to staff functions in which they
may advise and recommend or even assist in conducting the investigation, but they
might not have direct control or command over the routines of employees.

It is customary for CSOs to exercise line authority over preventive activities of the
company. In this situation, they command the security officers, who in turn command the
employees in all matters over which CSOs have jurisdiction. CSOs will, of course, have
full line authority over the conduct of their own departments, within which they will
have staff personnel as well as those to whom they have delegated functional authority.

2.4 Reduced Losses and Net Profit

Although security is a staff function, it could be viewed as a line operation—and one
day might be. By reducing losses, an effective security program, intelligently managed,
can maximize profits as surely as can a merchandising or a production function. In the
21st-century environment, security has achieved a renewed level of interest not seen
since World War II. No CEO can afford to ignore the implications of 9/11.

With increasing crime rates from inventory shrinkage, employee theft, shoplifting,
vendor fraud, and administrative error costing retail businesses approximately $41.6 bil-
lion in 2006, based on a joint study by the National Retail Federation and the University
of Florida, every business is targeted for losses.> And all these losses detract from the net
profit. Many managers, particularly those in retail establishments, push as hard as pos-
sible for new records in gross sales. They frequently brush aside words of caution about
inventory loss from internal and external theft. Unfortunately, there are companies that
generate millions of dollars in gross sales that have filed for bankruptcy. It is the net
profit that keeps business and industry alive. The gross income may be a splashy figure,
and it may provide some excitement for the proud manager. But the net profit is the bot-
tom line: Anything that eats away at that lifeline seriously endangers the organization.
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An effective security operation could cut losses by as much as 75 percent. The sav-
ings between the investment in security and the additional earnings realized from reduced
losses are net profit. In this light, security can be seen as a vital contributor to the profit
of any company. Any security operation that can minimize losses and maximize net prof-
its should clearly take its place as an independent organizational function, reporting to
the highest level of executive authority.

2.5 Nonintegrated Structures

In spite of the obvious advantages of integrating security into the organization as an
organic function (an independent, basic unit of the firm, like accounting or engineering),
many firms continue to relegate this operation to a reporting activity of some totally unre-
lated department (for example, engineering). Since in many cases the operation grew out
of a security need that arose in a particular area, that area tends to assume administrative
control over security and to maintain that control long after security has begun to extend
its operational activities beyond departmental lines into other spheres of the company.

In this way, security was traditionally attached to the financial function of the
organization because financial control was usually the most urgent need in a company
otherwise unprepared to provide internal security. The disadvantages of such an arrange-
ment are severe enough to endanger the effectiveness of security’s efforts.

Functional authority cannot be delegated beyond the authority of the delegator.
What this means is that when the CSO gets authority from the comptroller, the author-
ity cannot extend past the comptroller’s area of responsibility. If the comptroller can
extend the role of security by dispensation of the chief executive, the line of authority
becomes clouded and cumbersome.

Most business experts agree that functional authority should not be used to direct
the activities of anyone more than one level down from the delegator, to preserve the
integrity of line functions. Clearly the assignment of security under the financial officer
is a clumsy arrangement representing bad management practices.

2.6 Relation to Other Departments

Every effort should be made to incorporate security into the organizational functions. It
must be recognized, however, that by so doing management creates a new function that,
like personnel and finance, among others, cuts across departmental lines and enters into
every activity of the company.

Security considerations should ideally be as much a presence as cost decisions in
every decision at every level. This will not mean that security factors will always take
precedence over matters of production or merchandising, for example, any more than
that specific price factors will always take precedence over other decisions in these same
areas. But security should always be considered. If its recommendations are overridden
from time to time—sometimes a wise decision when the cost of disruption involved in
overcoming certain risks is greater than the risk itself—this will be done with full knowl-
edge of the risks involved.

Obviously the management of the security function and its goals must be compat-
ible with the organization’s aims. This means that security must provide for continued
protection of the organization without significant interference with its essential activities.
Security must preserve the atmosphere in which the company’s activities are carried on by
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developing programs that will protect those activities as much as possible in their exist-
ing condition, rather than attempting to alter them to conform to certain abstract stand-
ards of security. When the overall objectives of any organization are bent and shaped to
accommodate the efforts of any particular functions designed to help achieve those aims,
the total corporate effort inevitably becomes distorted and suffers accordingly.

Organizationally, the relationship between security and other departments should
present no difficulty. The interface serves to solve potentially disruptive or damaging prob-
lems shared by the two functions. The company’s goals are achieved by the mitigation or
elimination of all such problems. In practice, however, this harmony is not always found.
Resentment and a sense of loss of authority can interfere with the cooperative intradepart-
mental relationships that are so vital to a company’s progress. Such conflicts will be min-
imized where security’s authority is clearly defined and understood.

2.7 The CSO’'s Role

Directing our attention to the generalization of the security operation and the manager’s
role in it, we can find many common elements that are significant. In its organizational
functions, security encompasses four basic activities with varying degrees of emphasis:

1. Managerial, which includes those classic management functions common to
managers of all departments within any organization. Among these are planning,
organizing, employing, leading, supervising, and innovating.

2. Administrative, which involves budget and fiscal supervision, office administration,
establishment of policies governing security matters and development of systems
and procedures, development of training programs for security personnel and
security education of all other employees, and provisions of communication and
liaison between departments in security-related matters.

3. Preventive, which includes supervision of security officers; patrols; fire and
safety personnel; inspections of restricted areas; regular audits of performance,
appearance, understanding, and competence of security personnel; control of
traffic; and condition of all security equipment, such as access controls and
surveillance systems, computers, alarms, lights, fences, doors, windows, locks,
barriers, safes, and communications equipment.

4. Investigative, which involves security clearances, investigation of all losses or
violations of company regulations, inspections, audits, liaison with public police
and fire agencies, classified documents, and any fraud or forensic investigation
involving law enforcement and outside specialists.

It is important to remember that the last three functions must be carried out to
further the organizational needs of security. It follows that to perform effectively, the
CSO must be thoroughly conversant with all the techniques and technologies inherent in
such functions. But to achieve the stated goals or the projected ends of the organization,
the CSO must be sufficiently skilled in managerial duties to effectively plan, guide, and
control the performance of the department.

The CSO cannot remain, as has been true so often in the past, merely a “security
expert,” a technician with a high enough degree of empirical or pragmatic information
to qualify for certain basic preventive or investigative tasks. The more this manager is
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personally involved in such jobs, the more he or she will neglect the managerial func-
tions. Security’s role in the operation will suffer accordingly.

The company that recognizes the need for, and the efficiency of, incorporating
security as an organic part of its enterprise has begun creating a new organizational
function. Along with such traditional functions as marketing, production, finance, and
personnel, security will play a significant role in the daily life as well as the projected
destiny of the company.

In this light, it is clear that the CSO is an indispensable member of the staff with a
role that extends far beyond the limited, time-honored position of principal in charge of
intrusion alarms and package inspections. This is not to suggest that there is any trend
toward establishing a power base for security management, but rather that many enlight-
ened, modern company managers have assigned a higher priority to integrated security
systems in an effort to encourage the growth of this essential element of the firm’s survival.

Ron D. Davis, Davis Security Group Ltd., says:

A successful manager will need to develop certain skills. Among these are
planning, motivation techniques, public speaking, personnel management,
and budgeting. These areas will not only help in preparing the manager for
the future but also make them more effective in their current employment.*

3 Organizing the Security Function

Although the organization and administration of the security department is a sub-
ject in itself beyond the scope of this general introduction to security, it is nevertheless
important to get an overview of the security organization by looking briefly at both its
function and at the staff required to implement it. From a management point of view,
organizing the security effort involves:
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Planning and goal setting

Establishing controls

Organizing the security department

Hiring personnel

Training

Supervising

Implementing security and related loss prevention functions

Departmental reviewing and evaluating
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Acting as security or loss prevention advisor to top management

3.1 Planning

An extraordinarily common mistake in security planning is to put the cart before the
horse—that is, to create a department, hire personnel, and then look for something for
the department to do on the premise that crime is rising, losses almost certainly exist,
and therefore something must be done.

In reality, need comes first. A hazard must exist before it becomes practical to estab-
lish an organized effort to prevent or minimize it. The first step in security planning is a



76 THE PROPRIETARY SECURITY ORGANIZATION

detailed analysis of potential areas of loss, their probability, and their gravity in terms of
business impact should a loss occur that affects corporate goals and assets. Only then can
the specific objectives of the security function be defined.

This relationship of corporate goals to security planning is suggested in Figure 4.3.
To express this relationship in a simplified way, if a company’s goal is higher profits and
if the widespread prevalence of employee theft is eating away those profits, a primary
objective of the security function should be to reduce employee theft and thus to con-
tribute to the corporate goal of increased profits.

Analyzing risk is discussed in detail in Chapter 8. In addition to threat assess-
ment, planning involves establishing objectives, allocating resources within prescribed or
authorized budgetary limitations, and determining what should be done, how it should
be done, and how soon it should be set into operation.

3.2 Establishing Controls

Security planning, including threat assessment, will result in determining the degree of
security required in all areas of a company. Decisions must also be made as to the means
by which such security can be most efficiently, effectively, and economically achieved.
New policies and procedures may be formulated, physical aids to security ordered, and
the number and deployment of security personnel determined. All these factors must be
balanced when one is considering the protection of the facility to arrive at a formula
that provides the most protection at the least expense.

Controls must be established over procedures such as shipping, receiving, ware-
housing, inventory, cash handling, computer protocol, auditing, and accounting. The
most effective and efficient method of implementing such controls is to present a control
or accountability system to the relevant department managers and allow them to express
their views and make counter suggestions. In this way, a totally satisfactory control pro-
cedure can be mutually agreed on. With the use of computers for most of these oper-
ations, the ability to audit is enhanced. Along with benefits, however, the computer offers
additional security challenges. Only when established controls break down or prove to
be inadequate should the CSO or the deputy step in to handle the matter directly.

Corporate goals

Determining
security goals

Development Evaluation
and planning and revision

A
|

N —

Accomplishment of goals
through security organization

FIGURE 4.3 Establishing objectives in security planning.
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As will be discussed in later chapters, loss prevention controls also cover all phys-
ical protection devices, including interior and exterior barriers, alarm and surveillance
systems, and communications systems. Loss prevention also incorporates the principles
of risk management that are discussed in Chapter 8. Identification and traffic flow pat-
terns are other necessary controls. Identification implies the recognition of authorized
versus unauthorized personnel, visitors, vehicles, goods, and materials.

3.3 Organizing the Security Department

An organization, as such, is people, so in considering the organizational structure of a
security department, we are referring to the assignment of duties and responsibilities to
people in a command relationship, to achieve defined goals.

It is necessary first to identify tasks and then to develop the organization required
to discharge them. To put this another way, the department’s goals or objectives are
divided into practical work units, and within those units specific jobs are defined.

A simplified table of organization for a small industrial security department of 20
persons might take the form charted in Figure 4.4. Even such a small organization requires
a careful description of specific duties and responsibilities, from the manager down to the
security officer on patrol, with a clearly defined report command. In this example, the
CSO would have more extensive line duties than would be the case in a larger department.
He would be more directly involved in day-to-day operations (such as investigations),
whereas in a larger department he might be occupied entirely with planning, advising,
communications, public relations, and other administrative duties, leaving operations to
subordinates.

The security organization, like any other organizational structure, must be designed
to meet particular needs. For this reason, it is impossible to suggest a model organization
for an individual security department even within the same type of enterprise (such as
manufacturing or retail). The specific risks, the size of the company, the physical envir-
onment, and the budget all affect and to a great extent dictate the nature of the security
response and thus of the organization needed to carry it out. One company’s ideal organ-
izational structure will not fit another’s except by chance.

Security manager

Investigator Secretary

Lieutenant Clerk

[ I

Sergeant Sergeant
Guards (4) Guards (5) Guards (4)

FIGURE 4.4 The organization of a small industrial security department.
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This does not mean that the individual manager cannot benefit from the practices
of others; he should not try to adopt any other security package, however. Instead he
must adapt standard practices to suit the particular situation. Some common matters of
concern in any organizational structure are delegation of authority, span of control, and
the question of how many employees are required.

Delegation of authority is necessary in any organization containing more than a
handful of people. Delegation separates the ultimate and the operating responsibility. In
Figure 4.4, the CSO delegates responsibility for supervising security force operations to
the lieutenant, who in turn delegates the operating responsibility to the sergeants on the
first and third shifts because the lieutenant obviously cannot work three full shifts.

For delegation of authority to work, the responsibility must be truly delegated: It
cannot be given and then routinely overridden. Once the manager in the example has
determined that the lieutenant is capable of supervising the security function, he should
allow the lieutenant to exercise that responsibility. And at each stage of the organiza-
tional ladder, the subordinate to whom authority is delegated must accept that responsi-
bility; otherwise the entire command structure breaks down.

The degree to which a manager or supervisor is able to delegate responsibility
rather than trying to do everything personally is a good measure of managerial ability.
Conversely it has been said that the single most common management failing—in all
organizations, not just security—is the inability or unwillingness to delegate responsi-
bility and the authority required to carry out necessary tasks. The result is inevitably a
bottleneck at the managerial level where one person must do or approve everything. The
corollary result is a weakening of the entire chain of command below the managerial
level.

Span of control refers to the number of employees over which any individual can
exercise direct supervision effectively. In the small security department illustrated in
Figure 4.4, there is a sergeant over four officers on both the first and third shifts. The
lieutenant supervises the five officers on the second shift. Many would regard this as a
relatively ideal situation. Giving a supervisor too little to do, however, can sometimes be
as damaging as giving him too much. The effective span of control for a given situation
will depend on the complexity of duties, the number of problems, the geographical area,
and many other factors. In some situations, especially where duties are routine and of
a similar nature, it would be satisfactory to have one supervisor over 10 or 12 officers.
Beyond that number, however, the span of control becomes so wide as to be seriously
questioned. Figure 4.5 shows a narrow span of control versus a wide span of control
situation.

Narrow Span of Management Wide Span of Management

=
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FIGURE 4.5 Span of control. (From Philip P. Purpura, Modern Security and Loss Prevention Management, 2nd ed.
[Boston: Butterworth-Heinemann, 1989].)
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The number of security personnel required is generally proportional to the size
of the facility, expressed both in terms of square footage or acreage and the number of
employees involved. Small businesses of 20 or 30 employees rarely require and even more
rarely can afford the luxury of a security service of any size. At some point, however, as
we consider larger and larger facilities, there is a need for such personnel. This can only
be determined by the individual needs of a particular firm as demonstrated by a survey
and as permitted by the funds available.

Where the security needs of a firm indicate the use of security personnel, they can be
the single most important element in the security program. Since they are also the largest
single item of expense, they must be used with the greatest efficiency possible. Only careful
individual analysis of the needs of each facility will determine the optimum number and
use of security personnel. For example, premises with inadequate perimeter barriers need
a larger security force than do those with effective barriers. In determining security needs,
therefore, it is important that all protective elements be considered as a supportive whole.

One rule of thumb that deserves mention concerns the number of personnel required
to cover a single post around the clock, providing coverage for three eight-hour shifts. The
number is not three but rather four and a half or five people, to allow for vacation time,
sick leave, termination, and/or training. In a larger organization there is greater flexibility
in the deployment of manpower, and four and a half persons might provide sufficient cov-
erage. In a small organization, five officers would be needed at a minimum to cover that
single post 24 hours a day on an ongoing basis.

3.4 Hiring Security Personnel

The selection of security personnel must be preceded by a careful analysis of personnel
needs to implement plans previously drawn. Job descriptions must be developed, and
labor markets must be explored.

Whatever specifications are determined, it is important that security personnel
be emotionally mature and stable people who can, in addition to their other skills and
training, relate to people under many conditions, including stress. It is also important to
look for people with the potential to advance into the managerial ranks.

In considering the selection of personnel, it is useful to briefly examine the kinds
of responsibilities they may be expected to assume. As noted in Chapter 3, in the discus-
sions of proprietary and contract security, there are a number of tangible factors to con-
sider in selecting security personnel.

3.5 Duties of Security Personnel

The duties of security officers are many and varied, but among them are common elem-
ents that can serve as a guide to every CSO:

1. They protect the buildings and grounds to which they are assigned, including their
contents, occupants, and visitors.

2. They suggest and enforce rules and regulations governing the facility.
3. They direct traffic—both foot and vehicular.

4. They maintain order on their posts and help people who require assistance or
information.
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5. They develop and familiarize themselves with all special and general orders and
carry them out to the letter.

6. They develop, supervise, and enforce applicable systems of identifying personnel
and vehicles, conduct package and vehicle inspections, and apprehend people
entering or leaving the facility without the required authorization.

7. They develop and conduct periodic prescribed inspections of all areas at
designated times to ascertain their security and safety.

8. They act for management in maintaining order and report any incidents that
disrupt such order.

9. They investigate and report incidents of employees engaged in horseplay,
loitering, or violation of clearly stated policies.

10. They determine, monitor, and instantly sound the alarm and respond to
intrusions and fires.

11. They log and turn in lost or unclaimed property. In the event that any property
is reported stolen, they check the recovered property log before proceeding in the
matter.

12. They make full reports to supervisors on all unusual circumstances.
13. They coordinate emergency planning with police and other first responders.

14. They protect intellectual property by working with information technology (IT)
professionals.

Because of the growing number of lawsuits filed against firms for negligent secur-
ity, the selection and training of security personnel have become critical issues for CSOs.
Issues surrounding training are discussed in detail in Chapter 6, and liability issues are
presented in Chapter 7.

3.6 Posts and Patrols

Although much of the security operation has been automated in recent years, making good
use of surveillance technology, cameras have not in most cases completely replaced person-
nel. Security personnel may be assigned to a variety of posts, but these fall into just a few
categories. Personnel may be assigned to a fixed post, to a patrol detail, or to reserve.

Fixed posts can be gatehouses, building lobbies, or any particularly sensitive or dan-
gerous location. Patrol duty involves walking or riding a given route to observe the condi-
tion of the facility. The perimeter is an important patrol, as are warehouse areas and open
yard storage areas. Reserves are people standing by in the event that assistance is needed
by security personnel on fixed posts or patrol duty. The scope of their special orders var-
ies from company to company, but a list of the things that might be required will give the
flavor of the tour of duty in an industrial facility.

Security personnel on patrol will make their tours on routes or in areas assigned by
the supervisor in charge. They must be fully aware of all policies and procedures govern-
ing their tour as well as those that govern the area patrolled. Duties include:

1. Make sure that the area is secure from intrusion and that all gates and other
entrances are closed and locked as prescribed. In interior spaces, check to see that
all doors, windows, skylights, and vents are locked and secure against intrusion as
well as possible damage from the weather as prescribed.
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2. Turn off lights, fans, heaters, and other electrical equipment when their operation
is not indicated.

3. Check for unusual conditions, including accumulation of trash or refuse,
blocking of fire exits, and lack of access to firefighting equipment. Any such
conditions, if not immediately correctable, must be reported immediately.

4. Check for unusual sounds and investigate their source. Such sounds might
indicate an attempted entry, the movement of unauthorized personnel, the
malfunctioning of machinery, or any other potentially disruptive problem.

5. Check any unusual odors and report them immediately if the source is not readily
discovered. Such odors frequently indicate leakage or fire.

6. Check for damage to doors, tracks, or weight guards. In cases where doors have
been held open by wedges, tiebacks, or other devices, these should be removed
and their presence reported at the end of the tour of duty.

7. Check for running water in all areas, including washrooms.

8. Check that all firefighting equipment is in its proper place and that access to it is
in no way obstructed.

9. Check whether all processes in the area of the patrol are operating as prescribed.

10. Check the storage of all highly flammable substances, such as gasoline, kerosene,
and volatile cleaning fluids, to ensure that they are properly covered and secured
against ignition.

11. Check for cigar or cigarette butts. Report the presence of such butts in no-
smoking areas.

12. Report the discovery of damage or any hazardous conditions, no matter whether
they can be corrected.

13. Exercise responsible control over patrol routes and fire-alarm keys as well as keys
to those spaces that might have been issued.

14. Report all conditions that are the result of violations of security or safety policy.
Repeated violations of such policies will require investigation and correction.

To carry out such assignments, it is essential that security personnel meet high stand-
ards of character and loyalty. They must be in good enough physical condition to undergo
arduous exertion in the performance of their duties. They must have adequate eyesight
and hearing and have full and effective use of their limbs. In some circumstances excep-
tions may be made, but these would be for assignments to posts requiring little or no phys-
ical exertion or dexterity. They must be of stable character and should be capable of good
judgment and resourcefulness.

All applicants for such positions must be carefully investigated. Because they will
frequently handle confidential material as well as items of value and because they will in
general occupy positions of great trust, they must be of the highest character. Applicants
should be fingerprinted and checked through local and federal agencies where legally
permissible. Background investigations of the applicants’ habits and associates should
also be conducted. Signs of instability or patterns of irresponsibility should disqualify
them.

All of these recommendations set high standards for the security officer, but noth-
ing less will satisfy the emerging professionalism of the security function.
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3.7 Supervision

In addition to planning, establishing controls, organizing a department, hiring person-
nel, and training, the CSO’s responsibilities include supervision of security. It is in the
handling of this function that the entire security program will prove either effective or
inadequate.

CSOs must maintain close supervision over communications within their own
departmental structures. It is essential that they communicate downward in expressing
departmental directives and policies. It is equally important that they receive regular
communication up the organizational ladder from their subordinates. They must regu-
larly study and analyze the channels of communication to be certain that the input they
receive is accurate, relevant, timely, concise, and informative.

In addition, CSOs must set up a system of supervision of all departmental person-
nel to establish means for reviewing performance and instituting corrective action when
necessary. Above all, they must lead. Their qualities of leadership in and of themselves
will ultimately prove to be the most effective supervisory strengths.

Security personnel are in many respects the most effective security devices available.
They rarely turn in false alarms. They can react to irregular occurrences. They can follow
and arrest a thief. They can detect and respond. They can prevent accidents and put out
fires. In short, they are human and can perform as no machine can. But as humans they
are subject to human failure. Security personnel must be adequately supervised in the
performance of their duties. It is important to be sure that policy is followed, that each
member of the security force is thoroughly familiar with policy, and that the training and
indoctrination program is adequate to communicate all the necessary information to each
member of the security staff. Guards must be disciplined for violations of policy and at
the same time management must see to it that violators are made aware of the policy that
was violated.

All these elements must be regularly reviewed. It must be remembered that well-
trained, well-supervised security personnel may be the best possible protection available,
but badly selected, badly supervised guards are not an asset at all and, worse, could
themselves be a danger to security. They can, after all, succumb to temptation like any
other individual. Their opportunities for theft are far greater than those of the average
employee.

Issuance and use of keys to stockrooms, security storage, and other repositories
of valuable merchandise or materials must be limited and their use strictly accounted
for. Fire protection not otherwise covered by sensors or sprinkler systems is not often a
major problem in such spaces, and in the event a fire were to threaten, the door could be
broken or a guardhouse key could be used to enter the endangered area.

Although, theoretically, all security personnel are subjected to thorough back-
ground investigation before assignment and are closely observed during the
early period of employment, they may still yield to the heavy pressure of temp-
tation and opportunity when they have free and unlimited access to all of the firm’s
goods. Although it is not sound personnel practice to show distrust or lack of faith
in the sincerity of security personnel, it is risky to fail to adequately supervise them.
After all, we are all human! We are all subject to temptation and may succumb to
anger. Such problems can be dealt with only through enlightened leadership and
supervision.



3.8 Leadership

A CSO is expected to be a leader and an expert on security issues within the organiza-
tion. Leadership is difficult for even the experts to define, and in this limited space, little
can be said about this vital trait. Leadership, however, is more easily understood in com-
parison to “followership.” The person who has the most influence in a group and carries
out most of the leadership functions is designated a leader. Though leadership is difficult
to define, it is easier to identify skills necessary to be a successful leader. The most widely
accepted classification of skills was proposed by Katz’ and later by Mann.® The skills are
depicted in Figure 4.6. Just as skills for leaders have been identified in broad categories,
so have roles. Mintzberg” identified 10 roles:
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3.9 Manager

There is no doubt that in today’s environment the CSO must be a manager. Though 20
years ago many retired law enforcement and military personnel were hired as security
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FIGURE 4.6 Skill mix: conceptual, human relations, and technical.(From Gary A. Yukl, Leadership in Organizations

[Englewood Cliffs, NJ: Prentice-Hall, 1981], pp. 85-86.)
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executives, the focus today is on management knowledge and experience. Managing
people and maximizing personnel resources have become major parts of the CSO job.

Management incorporates many of the areas discussed in the preceding para-
graphs. But it also implies an ability to see beyond supervision, leadership, or planning.
It implies an ability to organize all these important components of executive work.

3.10 Implementation of Security

The next element with which the CSO must deal is the image or representation of the
security function. For security to be effective in any organization, it must have the
implied approval and confidence of that organization. Every time a guard is overbearing
or a cumbersome and inefficient system is installed, security’s image suffers.

It is the task of the CSO to undertake a regular program of indoctrination to
clearly define the role of security and of security personnel within the organization. Since
employee participation and cooperation are essential to the success of any security effort,
it is extremely important that a thorough indoctrination program eliminate any tendency
to alienate these important allies by overbearing or bullying attitudes on the part of secur-
ity personnel. Such a program must also impress on all security people the importance of
their roles in public relations, both as employees of the company and as members of the
security department.

No matter how well the department is organized, it cannot be effective without the
full support of the people in the organization it serves. To achieve this support, the depart-
ment must be educated in attitudes, duties, and demeanor, and proper supervision must
ensure that these attitudes are maintained. The very fact that security personnel are con-
trolling the movement and conduct of other members of their community suggests that
they must themselves be carefully controlled to avoid giving rise to feelings of resentment
and hostility. The entire organization can suffer great harm as a result of general animos-
ity directed at only one member of the security department who has acted improperly or
unwisely.

3.11 Departmental Evaluation

Regular departmental evaluations should try to determine whether security policies and
procedures are being properly followed and whether such existing policies and proced-
ures are still desirable in their present form or should be modified to better achieve pre-
determined goals. These evaluations should also review all manpower and equipment
needs and the efficiency of their current use in the conduct of the security program.

Since security concerns itself with prevention of damage, disruption, or loss, its effect-
iveness is never easy to evaluate. The absence of events is not in itself revealing unless
there are accurate accounts of actual crimes against the organization during some prior,
analogous period to provide a standard of measurement.

Even such a comparison is of dubious value as the basis for a thorough, ongoing,
objective analysis of security effectiveness. Circumstances change; personnel terminate;
motivating elements alter or disappear. And there is always the haunting uneasiness cre-
ated by the possibility that security procedures might be so ineffective that crimes against
the company have gone virtually undetected, in which case the reduction or absence of
detected crime presents a totally misleading picture of the company’s position.
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3.12 Personnel Review

In reviewing departmental performance, all records of individual personnel performance
should be examined. The degree of familiarity of employees with their duties, the extent
of their authority, and their departmental and organizational goals should be examined.
Corrective training programs should be required as indicated. The health, appearance,
and general morale of each staff member should be noted. Of course, the most signifi-
cant factor is performance. Work performance objectives and goals should be established
with each employee, along with criteria to determine how results will be measured.

3.13 Equipment Review

The state of all security equipment should be reviewed regularly with an eye to its cur-
rent condition and the possible need for replacement, repair, or substitution. This review
should cover all space assigned for use by security personnel on or off duty, uniforms,
arms (if any), and communication, alarm, and surveillance equipment; vehicles; keys and
access control devices; data terminals; security programs; and databases. Carelessness or
inadequate maintenance of such equipment should be corrected immediately.

3.14 Procedures Review

A review of security department procedures is essential to the continued efficacy of the
department. All personnel should be examined periodically for their compliance with
directives governing their areas of responsibility. Familiarity with department policies
should be evaluated and corrective action taken where it proves necessary. At the same
time, the very usefulness of prescribed procedures should be reviewed, and changes
should be initiated where they are deemed advisable.

Training programs designed to remedy problems or covering new equipment or pro-
cedures should also be reviewed to determine whether they achieved the stated objectives.

Summary

Although the trend toward hybrid security operations continues, clearly understanding
the role of security within an organization is a must. Hybrid operations may include
only a proprietary CSO working with a contract manager, or they may include a full-
blown security operation with contracts for only a few security services. Regardless, the
CSO must understand long-held management principles as well as keeping current on
new theories of leadership and development of personnel and programs.

Critical thinking

What do you believe are the consequences of security management’s failure to
become integrated into a company organization?
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Review Questions

1. Discuss the following statement: In general, the CSO can be considered to be serving
a staff function.

Why is functional authority important to the CSO?

3. What categories of concern should be reviewed during a security department
evaluation?

4. What are the key tasks involved in organizing the security function? Explain the
importance of each.

5. Describe the duties of the security officer on patrol.
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Career Opportunities in Loss
Prevention

OBJECTIVES

The study of this chapter will enable you to:

1. Discuss factors that affect the security job market.
2. Know the various job and career paths open to individuals pursuing careers in
security.

1 Introduction

Today security is a major management function in businesses worldwide. Where they
were almost unheard of 30 years ago, there are now vice presidents of loss prevention
(chief security officers, or CSOs) reporting directly to the presidents of many companies
and having the same impact on management decisions as, for example, the vice presi-
dents of operations or distribution. As noted in Chapter 1, the impact of the events of
September 11, 2001, has brought security back into the spotlight.

Career opportunities in areas of business, industry, and government security vary;
the perceived need for an integral and integrated security function in the management
of the widest variety of enterprises can be anticipated as becoming the norm in the near
future.

1.1 Factors Increasing Security Opportunities

Among the factors that tend to create inviting career paths in security, none is more
significant than the explosive growth of the protection function, as briefly described
in Chapter 2. The events of 9/11 have also added to the already healthy growth of the
security industry. Security, in its 2002 annual report on the status of the field, indicated
that three factors were at work, providing mixed messages for security managers. First
is the aftermath of 9/11, which forced organizations to reevaluate protection efforts
and spurred spending on electronic security and hiring of additional security personnel.
Second, the cost of insurance continued to spiral upward. This trend forced companies to
shift more emphasis to security or accept uninsured losses. Third, the recession economy
put pressure on security executives to cut costs.! In 2007 the economy was improved and
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the cost of insurance was once again under control, so companies were investing in the
protection of company assets and hiring “professional” security staff.

Other positive considerations for the future of not only jobs in security, but also
the changes and requirements for individual advancement or growth within the career
field, include the following;:

® The increasing professionalism of security is reflected in higher standards of
educational criteria and experience, and correspondingly higher salaries, especially
at management levels.

® The rapid growth of the loss prevention function has created a shortage of
qualified personnel who have management potential, meaning less competition
and greater opportunities for advancement for those who are qualified.

e The shift in emphasis to programs of prevention and service rather than of
control or law enforcement has broadened the security function within the typical
organization.

® The presence of both two- and four-year degree programs, as well as master’s-
level study in criminal justice and/or security at the college level, is creating a new
awareness of a rising generation of trained security personnel at the corporate
management level. Many companies, especially larger corporations, are actively
emphasizing the degree approach in their hiring.

¢ The demographics of an aging police and security force at the management level
create opportunities for advancement.

2 The Security and Loss Prevention Occupation

No matter whether you recognize the protection function by titles such as loss preven-
tion, security administration, or industrial security, the basic function of modern secur-
ity remains the same. Security helps prevent losses. As noted in Chapter 2, losses from
crime are once again on the upturn after years of decline. For every product manufac-
tured, someone is waiting to make an illegal profit by stealing or manipulating processes
and records. For every security device installed, someone is determined to find a method
to defeat it. As the events of 9/11 made clear, for every business and political entity,
there is now a potential for attacks based on political and philosophical reasons.

Much like law enforcement, security is basically a recession-proof occupation,
particularly at line (guard) levels. The need for educated and trained security officers
and administrators is increasing with the need to counteract terrorism, computer crime,
embezzlement, employee theft, drugs and violence in the workplace, fraud, and shoplift-
ing. The U.S. Department of Labor indicates that employment in security is expected to
grow faster than the average for all occupations through 2010 as concerns about crime,
vandalism, and terrorism continue to increase the need for security.” Security reported
that The Freedonia Group, Inc., projects that contract security services will increase at a
rate of 7.3 percent annually through 2010.3

Security professionals are hired by almost all kinds of organizations at all levels—
line; lower, middle, and upper management; corporate; and so on. Among organizations
that have security operations are banks, colleges, government agencies, hospitals, public
utilities, restaurants, hotels, retail stores, insurance companies, museums, mining firms,
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oil companies, supermarkets, telecommunications companies, transportation companies,
and office buildings. Within each of these broad areas, security personnel perform many
different functions, including personnel protection, computer security, coupon security,
disaster management, crime prevention, proprietary information security (intellectual
property), white-collar crime investigations, counterterrorism, guard force management,
investigations, physical security, crisis management, plant security, privacy and informa-
tion management, fire prevention and safety, and drug abuse prevention and control.

The American Society for Industrial Security International (ASIS) Committee on
Academic Programs has suggested that students seeking careers in security should pur-
sue course work in security, computer science, electronics, business management, law,
police science, personnel, and information management.* This suggestion is supported
by security educators and practitioners in Suggested Preparation for Careers in Security/
Loss Prevention.® Building on the ASIS committee statements, the editors developed a
book of readings that have a common thread: the need for security and loss prevention
personnel to have a broad understanding of various disciplines and specific skills for
certain specialties. The editors suggest that specific skills are needed for all students of
security—communication, management, and law. Other subject areas, such as fire and
computer security, will depend on students’ interests.

2.1 Security Managers

Salaries of security directors (CSOs) with policymaking authority average $117,000 per
year, according to a 2007 ASIS salary survey.® This a dramatic increase over the $72,000
figure reported by Langer and Associates in 2001. The average 2001 security executive
had 10 or more years of experience and at least a bachelor’s degree.” Over 70 percent of
the 2007 managers have at least an undergraduate degree and more than 25 percent hold
a master’s.® The 2001 figures indicated less experience and education than the 1995 exec-
utives reported, supporting earlier comments about the exodus of more experienced exec-
utives through retirement. However, the 2007 data indicates the value that companies are
placing on education; the author reports that many of these executives are young with
experience in areas other than security. One possible answer to this shift is the principle
of convergence in the evolving role of security professionals. Although the average salary
is $117,000, many security directors make more than $250,000 per year.

2.2 Personal Security

With the danger of kidnapping and threats from other areas, including disgruntled
employees, the demand for executive protection specialists, or bodyguards, is increasing.

According to the Professional Bodyguard Association, today’s bodyguard can be
anyone who has the desire to complete the appropriate training. The professional body-
guard is not just the “tough guy” portrayed in Hollywood movies. The bodyguard of
the 21st century must be well trained and professional. Training includes familiarity
with new technology, including threats of electronic bugging. However, the ABA also
notes that traditional self-defense skills and firearms proficiency are still stressed.’

What they need is common sense, the ability to pay attention to detail, and
patience. Bodyguards should also know about laws and customs in various places (coun-
tries, states, cities) where they might be living or traveling with their principals. In a field
once dominated by men, women are becoming more prominent as protection specialists.
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Most employers of executive protection specialists want a person who can fit into the
executive’s work and play schedule.

Bodyguard schools are now becoming prominent, and many of the students are
former law enforcement or military personnel. Skills taught include use of weapons
and hand-to-hand combat. In addition, schools might prepare the specialists with skills
in protocol, dress, and specialized knowledge of alarm systems and closed-circuit TV
(CCTV). The salaries and benefits are generally excellent, but burnout is high. Long
hours and time spent away from friends and family eventually take their toll.

2.3 Private Investigators

The private investigator (PI) is a gatherer of facts—in essence, a researcher who spends
the greatest portion of his or her time collecting background information for pre-
employment checks on personnel, doing background checks of applicants for insurance
or credit, and investigating insurance claims. Much of this work is not crime related,
although it may involve either part- or full-time undercover investigations of employee
theft or detection of shoplifting.

Investigations in divorce-related matters are declining as divorce laws become more
liberal. Investigations of “significant others,” however, are increasing as people become
more interested in what their love interests do with their spare time. Tracing missing
persons or investigating criminal matters on behalf of the accused is a very small part of
a typical investigator’s work.

Although there are situations in which private investigators are called on to supple-
ment the work of public police, such as the long-term relationship between the American
Bankers’ Association and the Burns Agency, the great majority of private investigative
work is complementary to the public law enforcement effort.

A growing number of investigators are engaged in litigation investigations—that
is, gathering data for defense and plaintiff law firms preparing for trial in civil court. In
general, PIs are involved in locating missing persons, obtaining confidential information,
and solving crimes. Many PIs work for businesses and lawyers, whereas others work
independently. Independent offices may be only one-person operations or may employ
several operatives or contract work to part-time investigators. These independent inves-
tigators charge from $35 to more than $150 per hour. Long days and seven-day work-
weeks are the norm when a Pl is on a case.

Good PlIs develop skills that include the ability to conduct good surveillance and
background checks. Some cases involve undercover investigations and require a complete
understanding of a sometimes dangerous assignment, including developing a cover and
dealing with people who must not know who you are. The private investigation busi-
ness requires the investigator to learn the law as well as interviewing and investigative
techniques. The best PIs also possess good verbal and written skills as well as analytical
skills. Attendance at or membership in the National Association of Legal Investigators is
an excellent aid to improving basic skills. Generally speaking, the outlook for jobs in this
area is good. According to the Bureau of Labor Statistics, the market is stable and good
in all states, with an estimated 40,000 private investigators in the United States.

A person interested in this field should consult individual state laws, which vary
greatly, to determine what criteria must be met for licensing. Criteria vary from virtu-
ally none to extensive experience, completion of a written and/or oral examination, and
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interview by a state board. Various certifications are available for those wishing to special-
ize. For example, the Certified Fraud Examiner (CFE), the Professional Certified Investigator
(PCI), or the Physical Security Professional (PSP) certifications may add credibility and value
to services offered by investigators. More will be said about certification in Chapter 6.

2.4 Consultants

Many firms that seek professional assistance in determining their vulnerabilities and
risks look not to the police but to those in the private security sector who are profes-
sionally trained to assess security needs and make appropriate recommendations. As
with any profession, some people emerge as experts who then sell their expertise for
a fee. These people are commonly referred to as consultants because they are paid for
their professional opinions.

Security consultants are the specialists of the field. They generally operate as sole
proprietors of a business that sells specific security expertise. Some security consultants
charge more than $100 per hour and bill more than $200,000 annually. Security con-
sultants provide advice for a fee. They do not work for specific equipment companies
or firms. Advice commonly purchased from the consultant consists of information from
three general areas:

1. Number, quantity, and use of security personnel
2. Direction and content of security policies and procedures

3. Alternatives in security hardware

Consultants also offer training seminars on specific problem areas—for example,
executive protection, computer security, and disaster planning. Technical consultants gen-
erally recommend and in some cases install security systems. Security managers often rely
on these technically experienced individuals to recommend CCTV/monitoring systems,
biometric or other access controls, alarm systems, or software for a variety of purposes,
including systems integration. Security consultants are generally people who have paid
their dues working in investigation or security management. Many have published art-
icles and books. Today the completion of a Ph.D. is helpful, since the title “Doctor” car-
ries added weight if the consultant is called to testify in court. As civil litigation increases,
the demand for security experts who can testify as credible witnesses also increases. It
takes years of experience to achieve the levels of knowledge to operate in this arena.

2.5 Opportunities in Sales

With the tremendous growth in the use of technology, the opportunities to sell all types
of security products are evident. For the person with the personality for sales, the oppor-
tunities to represent major security product manufacturers and distributors are excellent.
Visit any major trade show, such as ASIS or the America’s Security Expo (ASC), to get
an idea of the number of well-versed sales representatives in the field.

2.6 Opportunities in Industry

Typically the greatest opportunities in industrial security exist in larger companies that
employ proprietary security forces. Many firms actively recruit the career-oriented per-
son with a certificate or degree in a recognized security or criminal justice program.
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However, the trend toward hybrid security operations has reduced the demand for
proprietary security officers in many companies. The largest employers, such as General
Motors, John Deere, and Caterpillar, have made a transition to a system of contract
officers with proprietary oversight. In addition, these industrial giants have been actively
installing state-of-the-art technology that has changed the need for security officers.

Despite this reduction in demand, the security director at one major manufacturing
facility with a highly progressive security program reports being interested in hiring only
those applicants with at least a bachelor of science degree in security from a recognized
security or criminal justice program.

2.7 Opportunities in Retail

The retail field provides a diversity of job opportunities in security, from the entry-level
position of the uniformed security officer (or blazer-jacketed “host”) to the internal theft
investigator. Positions are available both with retail stores and chains and with security
service companies, which provide such services as undercover and shopping investiga-
tions. There are many openings for those without experience but with the education,
ambition, and aptitude that might make them successful in retail security. Many com-
panies today provide their own training for shoppers and other investigators, even
though the employees have no investigative experience. Alertness, resourcefulness, cour-
age, and self-assurance are often more important than specific experience.

There are many different types of operations in the retail industry. Security has
had its impact on virtually every operation—from the discount store to the department
store to the supermarket. The recognition of the importance of inventory shrinkage to
the company’s profit picture and the necessity for loss prevention are, or soon will be,
almost universal. Companies that do not accept this necessity, in the words of one rank-
ing retail executive, simply will not remain in business.

The entry-level position in one company includes many students recruited from
criminal justice and security programs as well as sales personnel crossing over to secur-
ity. Many of these employees work part-time while they are going to school.

It will be interesting to follow this career field as traditional retail stores continue
to see their markets diminished by Internet marketing. Although traditional retail secur-
ity jobs may decline, this change in sales opportunities opens new jobs for persons inter-
ested in the security field.

2.8 Opportunities in Health Care

Hospital security officers make up the vast majority of persons employed in health care
security. According to Russell Colling, a nationally known health care security authority
and author of Hospital Security (4th edition), the officer who prepares for advancement
(through a combination of education beyond high school and hands-on field experience)
can look to numerous supervisory, investigative, training, fire prevention, and safety pos-
itions in the field.!®

Hospital security officers generally earn more than their counterparts in other
industries because of the variety of duties requiring a higher-than-average amount of
training. The officer must also be able to interact effectively with the medical commu-
nity as well as with patients and visitors under conditions of frequent stress. Salaries,
however, do vary by location.
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Security director positions generally require at least four years of college prepar-
ation and considerable field experience. Like so many other areas of security, as Colling
observes, hospital security is just coming into its own.

2.9 Airport and Airline Security and Sky Marshals

As a result of the events of 9/11, airport and airline security has undergone tremendous
scrutiny. The verdict was clear: Old ways of handling airport security measures were
not adequate. Something needed to be done. With the passage of the Airport Security
Federalization Act of 2001, airport security in the United States has changed forever.
What had been the domain of contract and proprietary security organizations is now
under the control of the federal government. To become a baggage screener, for example,
the following criteria must be met:

¢ High school diploma or a combination of education and experience
determined to have equipped the individual to perform the duties of the screening
position

¢ Basic aptitudes and physical abilities, including color perception, visual and aural
acuity, physical coordination, and motor skills

e Command of the English language
® Be a citizen of the United States

Preference will be given to individuals who are former members of the armed
forces or former employees of an air carrier whose employment was terminated as a
result of a reduction in workforce.

An older federal program, the Federal Air Marshals, was given new life following
9/11. The number of air marshals deployed on select passenger flights was increased
significantly.!! Standards are high, as is the rigor of the training program. The mystique
of this position often clouds the fact that the job requires long periods of travel and
much boredom. The number of marshals is classified, but estimates are that the current
number falls between 2,500 and 4,000, up from the 23 agents employed in the pro-
gram prior to 9/11. The average salary is approximately $62,000 annually. Though the
position is prestigious, marshals often complain of fatigue and boredom. There are few
chances for promotion. Over the past five years sky marshals have made only 51 arrests,
none related to terrorism.'?

In addition to airport security operations, now controlled by the federal govern-
ment, there are opportunities with major airlines. However, most major airlines still pre-
fer to hire former federal agents in managerial positions. This situation is not unique to
airlines, of course. Former Federal Bureau of Investigation (FBI) agents can be found in
a great many corporate security jobs in business and industry around the globe. Both the
experience and qualifications required by many federal law enforcement jobs have gen-
erally been highly regarded in the private sector. The ambitious career-minded security
aspirant could do far worse than consider a period of service with a federal law enforce-
ment agency as a springboard to a promising position in industry, including airline
security.

Qualifications are high. Almost all employees in this field have college degrees.
Many have law degrees and five or more years of federal experience.
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2.10 Hotel Security

The hotel and motel industry has been characterized in the past by serious neglect of
many security responsibilities, an attitude that has only slowly been changing in spite
of a number of very large awards by the courts in recent years against hotels or motels
charged with negligent security, particularly in the area of protecting guests. This negli-
gence, however, coupled with court-mandated responsibility, has created opportunity for
security professionals.

In addition, as travelers express safety concerns regarding potential terrorist
attacks, hotel security managers will need to find ways to assure interested travelers that
their facilities have ample protection against such attacks.

Opportunities in the hotel industry exist in great numbers for both on-site pos-
itions and at the corporate home office level. Except at the corporate level or the man-
agement level in large hotels, however, the salary range is relatively low in relation to the
security industry as a whole. On the other side of the coin, the entry level for the person
with any combination of hotel experience and security education or experience can be
quite good, with clear opportunities for advancement.

In a related area, the future of security in high-rise apartment buildings and hous-
ing complexes offers great potential for the security professional because of the growing
emphasis on the concept of total environmental protection and the threat of civil suits
by residents or guests who are victimized on building property.

2.11 Campus Security

The rapid progress of campus security during the past 25 years has created excellent
opportunities for career positions in the field. Openings in many progressive and profes-
sional campus departments provide challenge, but also good salaries and fringe benefits
as well as chances for advancement. Such departments are looking for the young, career-
minded individual, with particular interest in those enrolled in, or graduates of, a crim-
inal justice degree program. Interestingly, unlike many areas of modern security, campus
security has generally evolved from a low-visibility operation to a highly visible, police-
oriented image in response to rising crime problems on campuses.

A good-sized department will include line officers, field supervisors, shift com-
manders, a coordinator of line operations, and a director. Many departments also have
specialized positions such as investigator and training officer. Salaries vary from depart-
ment to department and from one area of the country to another.

2.12 Banking Security

Banks must comply with minimum federal regulations on security, as promulgated in
the Bank Protection Act of 1968. The act mandates that there must be a security man-
ager. Banks comply with this requirement in a variety of ways. Small operations often
delegate security responsibilities to a senior bank officer. Larger banks, however, hire
security managers who often are former FBI agents with an understanding of federal
regulations regarding currency and fraud. There is a heavy reliance on electronic tech-
nology and physical security rather than on large staffs.

The bank guard may become a casualty of technological advances because many
banks are finding it more cost-effective to eliminate guards in favor of physical security
improvements.
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2.13 Security Services

In general, security personnel at the lower operational levels earn less in contract secur-
ity organizations than they do in proprietary guard forces. This is not necessarily true
for investigators and other personnel at higher levels.

Young people should seek opportunities in security service organizations since the
growth of security services has been meteoric and there is no leveling off in sight. The
demand for good executives is insatiable.

Because the good loss prevention or security executive is much less a police officer
than a systems expert, auditor, and teacher, security experts recommend broad-based
education and experience in such areas as accounting, industrial engineering, manage-
ment, personnel, law, statistics, labor relations, and report writing.

On another level, there is a demand for technically qualified individuals capable of
providing specialized security services ranging from alarm sales, installation, and service
of alarm systems. Continuing changes in the application of security hardware and sys-
tems will bring an increasing demand for the services of those who can advise users on
their selection and implementation.

2.14 Guard Services

Guard supply represents the major service provided in the industry today. The major-
ity of guards work for contract security agencies, but many firms hire their own secur-
ity staff (proprietary security). Only part of the guard’s job is crime-related. Whenever
it is possible or necessary, guards are required to prevent major crimes and to report
those that have been committed. But their major roles may be to direct traffic, to screen
persons desiring access to a facility, and generally to enforce company rules. In many
modern applications, the role is more helpful rather then regulatory. They may direct
or escort persons to their destination within a facility, act as receptionists or sources of
information, or be primarily concerned with safety.

Since many guards are concerned for only a small percentage of their time with
crime-related activity, there is some effort in various quarters to adjust the guards’
appearance to fit their roles by outfitting them in blazers and slacks rather than in a uni-
form with its police or coercive connotation.

A guard is, however, a guard. Even if, in a particular assignment, he or she is never
confronted with criminal activity, the guard is still charged with certain responsibil-
ities in that area and is responsible in addition for protecting the interests of his or her
employer on the employer’s property.

According to the Bureau of Labor Statistics, guard salaries range between $10.00
and $16.00 per hour.

Private guards differ from public police, both in their legal status and in that they
perform in areas where the public police cannot legally or practically operate. The pub-
lic police have no authority to enforce private regulations, nor have they the obligation
to investigate the unsubstantiated possibility of crime (such as employee theft) on private
property. The job of the private guard is to provide specific services under the direction
and control of a private employer who wants to exercise controls or supervision over
the company’s property or goods, or to provide additional services that the public police
as a practical matter simply cannot provide.
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2.15 Patrol Services

Private patrol services offer a periodic inspection of various premises by one or more
patrols operating either on foot or in patrol cars. The tour of such patrols may cover
several locations of a single client or include several establishments owned by different
clients within a limited neighborhood. Inspections of patrolled premises may be visual
perusal from the outside or they may require entering the premises for a more thorough
inspection. Typically the arrangement made with a client specifies that a certain number
of inspections will be made within a given period of time or with specified frequency.

The patrol differs from the guard by operating through a tour covering various
locations, whereas the guard stands at a fixed post or walks a limited area. The patrol
service is more economical because the guard maintains a post for the full period during
which a danger exists. But the patrol has the possible disadvantage of being circum-
vented by an intruder who knows that there will be some period of time between inspec-
tions of a given premises.

2.16 Armored Delivery Services

Armored delivery services provide for the safe transfer of money, valuables, or any
goods the employer wants to move from one location to another. By far the widest use
of this service is to transport cash and negotiables from a receiving point to a bank or
other depository. Payrolls, cash receipts, or cash supplies for daily business are the prin-
cipal traffic of the armored delivery service.

Personnel employed by such services are not concerned with the general security of
the premises they serve; their responsibility is confined to the safe transport of sensitive
items as directed by the customer. Courier services perform a similar function in the safe
transport of valuables. They are distinguished from armored car services principally by
using means other than special armored vehicles.

2.17 Locksmithing

This is a classic profession requiring a lengthy apprenticeship. Locksmiths in the United
States sell, install, and repair locking devices, safes, and vaults. Some also sell and install
various alarm and electronic access control systems. Positions are available in shops,
where apprentice locksmiths spend their time learning the trade under a master crafts-
person. Much of the work is done on an emergency basis; thus the hours are often long
and irregular. The best jobs involve keying new facilities or rekeying older structures
such as office buildings and motels.

2.18 Alarm Response Services and Technology Experts

Central station alarm systems consist essentially of alarm sensors located in the pro-
tected premises and a communication line from the sensors to a privately owned central
station alarm board that is monitored and responded to by private security personnel
(see Figure 5.1). Many city codes require that alarm systems be tied into a central sta-
tion operation.

In some cases, central station systems do not dispatch personnel to respond to an
alarm but rather relay the alarm received to public police headquarters. But in most
such systems, the alarm is relayed and someone is also sent to the scene.



The security and Loss Prevention Occupation 97

FIGURE 5.1 A security guard walks through an emergency housing site set up for hurricane victims. (FEMA photo by
Leif Skoogfors.)

Alarms connected to a central station are usually designed to detect intrusion, but
they can also be used to monitor industrial processes or conditions.

Certainly, central station coverage of a facility is cheaper than full-time secur-
ity employees performing essentially the same function. A drawback is that the false
alarm rates for many intrusion systems are still very high, resulting in resistance to
the use of direct connection systems to police headquarters. Central station operators
have some flexibility in checking the validity of an alarm before notifying the police,
so they may to some degree reduce the incidence of false alarms demanding police
response.

In cases where central station personnel actively investigate the intrusion and even
take steps to apprehend a suspect before the arrival of the police, they supplement the
public police effort.

With a dominant use of electronics in security, the demand for professionals who
understand the applications of alarm technology, CCTV, and other high-tech applications
within security continues to grow (Figure 5.2). Alarm installation is an excellent skill to
learn. While most positions in this business are through distributors and contract security
services, there is a trend toward proprietary positions. Certification for this area of study
is available through the National Alarm Association of America (NAAA).'3

2.19 Computer and Intellectual Property Security

This is an important example of the new frontiers opening in the loss prevention field
in response to social and technological changes. Computer security executives and



98 CAREER OPPORTUNITIES IN LOSS PREVENTION

FIGURE 5.2 Security officer on foot patrol with handheld device. (Permission of Hirsch Velocity.)

investigators call for a blend of education and experience in computer science and secu-
rity. Today virtually all organizations have computers that need protection.

Although the first response was to protect the computer and related hardware from
attack, it soon became clear that of greater importance was protecting the information
stored in the computers. With the advent of information transfer through intranet and
Internet systems, the problems associated with the protection of company and private
information being transferred among various locations has become an even bigger secur-
ity concern. In today’s e-commerce world many firms generate information (customer
lists, research projects, and so on) that has become a major target of identity thieves,
New Age bank frauds, credit thefts, and other scams.

A person with an interest in and aptitude for computer software, computer tech-
nology, and related industries could do well to consider using these talents to protect
computer information and information transfer.
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2.20 Government Service

Most people who study the loss prevention and security field are contemplating work
in the private sector, but there are opportunities with public law enforcement and the
military. Individuals with technical training or education in crime prevention are valuable
additions to government organizations that are combating both traditional criminal activ-
ities (burglary, robbery, computer crimes) and acts of terrorism. Given the growing coop-
erative nature of the war on terrorism, opportunities for specialists appear to be good.

2.21 Other Services

In addition to the areas we’ve described, private security firms also provide such serv-
ices as crowd control, canine patrol, polygraph examination, psychological stress evalu-
ation, drug testing, honesty testing, employee assistance services, and other related loss
prevention assistance to business and industry. Various firms have entered the area of
drug testing to meet the demand for a drug-free work environment. Consultants are also
providing programs on how to deal with workplace violence. Still other firms are spe-
cializing in electronic sweeps because espionage activities have increased. And as would
be expected, there are now many experts who offer advice on protection from terrorist
attacks.

Summary

Although salary scales and security applications vary in different parts of the world as
well as within the different areas of business and industry—or even within the same type
of business or industry—it is nevertheless possible to perceive the coming of age of secur-
ity throughout the 21st century.

Still, more universally accepted standards of training and applicant screening and
higher wage scales are needed. The opportunity for vertical movement within the security
structure must be both present and perceived. But even in these areas there are encour-
aging signs.

The use of outside investigators and security consultants will increase as security
functions become more specialized. The current trend in hiring security executives is to
find someone with a broad background because convergence is one of the key factors in
the changing role of security executives.

Critical Thinking

If you were giving advice to someone contemplating a career path in security or
loss prevention, would you guide them to a program in criminal justice or some
other field such as computer science? Does the educational path have any impact
on the type of positions that are available?
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Review Questions

1. What factors are increasing career opportunities in security?

2. Pick one area of security that interests you and discuss the career opportunities that
exist today.

3. How important is a college education in obtaining a position as a security manager?
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06
Security Education, Training,
Certification, and Regulation

OBJECTIVES

The study of this chapter will enable you to:

1. Understand the past and present situation regarding the training of security
personnel.

2. Identify the key professional organizations and their efforts to provide
professional guidance and certification programs.

3. Trace the efforts of the federal government to create legislation mandating
security screening and training standards.

4. Discuss the role of higher education in providing a foundation for professional
security.

5. Identify the professional and academic journals available to security
practitioners.

1 Introduction

Until the last two decades, few security officers in the United States received adequate pre-
job or on-the-job training to perform the tasks so often assigned to them. A few compa-
nies provided good pay, benefits, and training, but they were the exceptions. In addition,
the industry leaders did little to establish criteria for the business through professional
certification. Some industries did develop certification, such as the Certified Protection
Professional (CPP) designation developed by the American Society for Industrial Security
International (ASIS) and the Certified Protection Officer (CPO) program developed by the
International Foundation for Protection Officers, based in Alberta, Canada. Otherwise
little was done for the line security officer.

As noted in Chapter 2, concerns over the quality and regulation of training were
first recognized at the federal level. In 1991, then Senator Al Gore introduced the first of
several pieces of legislation aimed at setting minimum standards for the security profes-
sion. The other key legislative leaders were Representative Matthew Martinez (D-CA)
and Representative Don Sundquist (R-TN).

Though progress has been made, the events of September 11, 2001, brought the
issue of training and credentials for security personnel to the forefront. In the aftermath
of 9/11, airport security procedures, security personnel, and training were called into
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question. As a result of the government and public focus on airport security, the federal
government took over security at the nation’s airports in an attempt to assure the public
that high-quality, highly trained people are staffing our airport security operations.

As we enter the 21st century it appears that security may undergo major changes
in the areas of training, regulation, and certification. These efforts are being led by the
federal government and ASIS.

2 Adequacy of Private Security Training

The status of private security training has traditionally been low. A study conducted by the
Private Security Advisory Council (PSAC) in 1978 indicated that, although security train-
ing programs were being offered by law enforcement agencies, educational institutions,
training facilities, and contract or proprietary security firms, the quality varied widely.
The variety in the programs was simply explained by the fact that there were no uni-
form standards for courses in terms of content, length, method of presentation, instruc-
tor qualifications, or student testing.! The report of the Task Force on Private Security
found the same lack of quality programs and for the first time made specific recommen-
dations.? Unfortunately, almost 30 years later, many of these recommendations have yet
to be implemented, although progress has been made.

To further stress the need for private security training, the 1985 Hallcrest I1 report
noted that the typical security guard received only four to six hours of preassignment
training. The primary concern voiced by those surveyed at the International Security
Conference (ISC)-East in August 1989 was lack of adequate security training. Although
the ISC was 18 years ago, there has been little change since then. Security authorities
correctly report that security training will not receive any attention until the cost of the
training is less than the cost of litigation for failure to train.? Although government stud-
ies both past and present have called for attention to training issues and some standard-
ization of training, training continues to be regulated by individual states, each with its
own standards.

A 2003 review of state licensing information supported a 1990 study showing that
only 50 percent of the states had any imposed training standards.* Just two years later, a
2005 review of state regulation and training found that 43 states now license or regulate
the security industry. This is an impressive change from the earlier study, but mandated
training occurs in only 13 states and the variation in hours ranges from four to over just
over 40.

It thus appears that training for private security personnel is less than adequate. This
could be one reason that the public law enforcement sector, mandating a median basic
training program of 720 hours, has for many years held a poor opinion of the private secu-
rity profession. The occupation must be professionalized. You can find a listing of licensing
and training requirements for security officers in the United States through the International
Association of Security Investigative Regulators at www.iasir.org/Security.htm.

3 Proposed Federal Regulation

The first effort by the federal government to pass legislation to regulate the private sector
was introduced by former Vice President Al Gore, then a senator from Tennessee. The bill
proposed minimum standardized training for essentially all security personnel, although
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it would only be mandatory for those involved in government security operations either
directly or as contractors. The Gore Bill proposed training in the following areas:

¢ Fire protection and fire prevention

¢ First aid

¢ Legal information relevant to providing security services
¢ Investigation and detention procedures

¢ Building safety

¢ Methods of handling crisis situations

® Methods of crowd control

¢ Use of equipment needed in providing security services

e Technical writing for reports

The bill mandated examination and commensurate certification procedures to
ensure the quality of the basic training, but specifics were not spelled out.

The second initiative was made in 1992 under the direction of Representative
Matthew Martinez (D-CA). The initial Martinez package was much more specific than
the Gore bill. The Martinez proposal provided for a minimum of eight hours of basic
classroom instruction and successful completion of a written examination, plus a min-
imum of four hours of on-the-job training. Individual states would set standards for
individuals or entities conducting the classroom instruction.

The bill also stated that the classroom portion of the training must include, but
may be expanded beyond (at the discretion of the instructor or state licensing agency),
the following:

¢ Legal powers and limitations of a security officer, including laws of arrest, search,
seizure, and use of force

e Safety and fire detection and reporting

¢ Instructions on when and how to notify public authorities

¢ Employers’ policy, including reporting incidents and preparing an incident report
¢ Fundamentals of patrolling

¢ Deportment and ethics

¢ General information, including specific assignments and equipment use

In 1993 House Bill 2656 was introduced by Representative Don Sundquist (R-TN).
This bill was similar to the Gore bill, mandating that states have screening, training,
and other requirements and procedures for issuing licenses to security personnel. The
Sundquist bill also stipulated that security employees would need to pass a drug screen-
ing test that met the guidelines of the National Institute on Drug Abuse, as well as phys-
ical and psychological fitness tests. The bill also required a check of records with the
National Crime Information Center.

A major difference in the Sundquist bill was that it required a minimum of 16
hours of initial training, of which eight must be preassignment, with the balance occur-
ring as on-the-job training. Armed personnel would need to complete a mandatory
24-hour program above and beyond the 16 hours already stipulated. In perhaps the most
dramatic departure, Sundquist’s bill also mandated annual training requirements, including
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a four-hour refresher course. Armed personnel would have to complete additional hours of
refresher courses on firearms and requalify in the use of their duty weapon.®

Although these bills showed movement in the right direction, they would not have
led to uniform federal standards. The United States, always sensitive to states’ rights,
is suggesting a minimum standard that states will be free to enhance. The most current
effort is SB2238, the Private Security Officer Employment Standards Act of 2002. The
key provision of this bill requires all security employees (contract and proprietary) to
undergo a criminal history check.” This legislation is now law, allowing security employ-
ers access to criminal history records.

3.1 The Role of Higher Education

In November 1978 a seminar entitled “Meeting the Changing Needs of Private Security
Education and Training” was held at the University of Cincinnati as a follow-up to the
report of the Task Force on Private Security and the first National Conference on Private
Security. The majority of participants were academics. The interest of the academic
world in security education at first increased and then leveled off. However, the inter-
est is certainly not new. The demand for improved training and education in the field of
security has existed since 1957.8

With the 21st century renewed interest in security, brought on by increasing prob-
lems with security in our new technologically changing world as well as the threat of
terrorism, has come a renewed emphasis on security education. Security programs will
likely get a new “lease on life” as educational institutions find their place in the 21st-
century struggles against world terrorism and techno-crimes.

As more and more private security managers receive their degrees, the overall qual-
ity of private security employees will increase because college-educated people will do
their best to see that the private security occupation becomes worthy of the term pro-
fessional. Perhaps of greater importance is the recognition that many of the new global
security jobs require more education.

The problem for many colleges and universities continues to be defining security edu-
cation. Most of the programs developed in the 1970s and ’80s were shaped by law enforce-
ment education, where these new programs were housed. From a review of the literature,
it is apparent that educators are not of like minds on the placement of security curricula in
colleges and universities. One view shows preference for equal status with law enforcement
programs because the fields are very interrelated. A second view is that security should
be a completely independent major with alliances to departments of business. Yet a third
view indicates that the placement of the program is not as important as an interdisciplinary
approach to the curriculum. The degree designation is of little importance.’

What is evident is that there are well-established security education programs at
respected colleges and universities. Fischer and Chuvala presented information on security
education at the 1993 ASIS annual meeting in Washington, D.C. They reported that in
1993, 60 programs had been identified as offering baccalaureate or higher levels of security
education. In surveying this identified group, Fischer and Chuvala determined that only 21
institutions were actually offering security degrees. As Chuvala noted in his presentation,
most of the other programs offered criminal justice degrees with security courses.'?

Though the field has increased to more than 75 programs at the baccalaureate or
higher level, many of these programs offer related degrees that have an emphasis on
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loss prevention and security.!! Although only a third of the institutions of varying size
and administrative organization were identified as offering degrees in security, we can
make certain generalizations about security education at the baccalaureate level. In gen-
eral, programs are small and are staffed by faculty who have more experience in public
law enforcement than in security. Despite the small size of programs, most institutions
express support for them.

It must be remembered that security education is still a relatively young discipline.
The final determinant of program success or failure is a program’s ability to deliver a
product that is attractive to the security industry. If the graduates of a program are not of
adequate quality, the program will fail. Though criticisms are many, there are programs
that have been able to identify problems and develop successful degree plans. A close
look at the demographics of one of the successful programs reveals a continuing devel-
opment of security offerings and program direction. Responses from graduates of the
program indicate that a large proportion of its majors entering the security field eventu-
ally achieve high-paying administrative or supervisory positions in security. The future of
security education is excellent when one considers the growth evident in the field.

The involvement of the ASIS Foundation in sponsoring a master’s program indi-
cates the growing interest of professional security managers in providing graduate edu-
cation in loss prevention and security for its membership.

Today ASIS tries to fill the role of a security institute. Over the past few years,
the ASIS Foundation has made tremendous advances in providing innovation within the
security profession. Perhaps the most visible success of the ASIS Foundation has been
the establishment of Security Journal. The Foundation also offers scholarship funds to
students interested in pursuing an education in security.'?

In addition to the work through the ASIS Foundation, ASIS has also been actively
involved with Webster University in preparing a graduate certification program in secur-
ity management. The program is designed for individuals who are seeking additional
education beyond the bachelor’s degree but who don’t want a master’s degree.'® ASIS, in
cooperation with Wharton University of Pennsylvania, also offers a two-week program
on basic business principles for security executives. Also to be considered is the avail-
ability of online courses. The World Wide Web has allowed for the distribution of many
different types of information on the Internet.

Following the events of 9/11, and with the support of the federal government, a
number of programs offering certification and various degrees in homeland security or
emergency management have been developed. Whether these programs are simply “knee-
jerk” reactions to the terrorist threat or viable and sustainable programs is yet to be seen.

3.2 Training

Development and training of security personnel must be a continuing concern of man-
agement. Indeed, the lack of adequate training in the past has been the major criticism
leveled against private security, both within the industry and outside it. Today wages for
contract guards are still generally low and training has not improved substantially.'
Even though the majority of all guards (both proprietary and contract) receive
some preassignment training, in the contract area 40 percent of the guards have com-
pleted only on-the-job training. In general, it is apparent that proprietary security per-
sonnel report more training than do contractual personnel. The Private Security Task
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Force (Standard 2.5) recommended that contract security personnel complete a min-
imum of eight hours of formal preassignment training as well as a basic training course
of at least 32 hours within three months of assignment,!> but this recommendation has
not been implemented. Even the recent federal initiatives through the Gore, Martinez,
and Sundquist bills have not resulted in any substantive changes to date.

It is clear that adequate training can and must be an important aspect of security
planning in the proprietary organization. The need is as great in contract security services,
of course, where the problem is compounded by the competitive pressures of the market-
place. The onus for low training standards must be borne by employers whose overrid-
ing consideration in selecting security services is the lowest bid. Proficiency in security
is largely a product of the combination of experience and a thorough training program
designed to improve the officers’ skills and knowledge and to keep them current with the
field. The recommendations of the Task Force on Private Security included the following:

1. A minimum of eight hours of formal preassignment training

2. Basic training of a minimum of 32 hours within three months of assignment, of
which a maximum of 16 hours can be supervised on-the-job training!'®

The merits of training will be reflected in the security officer’s attitude and per-
formance, improved morale, and increased incentive. Training also provides greater
opportunities for promotion and officers’ better understanding of their relationship to
management and the objectives of the job.

It should not be presumed that former law enforcement officers require no train-
ing. They do. To be successful in security, they must develop new skills and—not inci-
dentally—forget some of their previous training.

A training program should cover a wide variety of subjects and procedures, some
of them varying according to the nature of the organization being served. Among them
might be:

¢ Company orientation and indoctrination
e Company and security department policies, systems, and procedures
e Operation of each department

¢ Background in applicable law (citizen’s arrest, search and seizure, individual rights,
rules of evidence, and so forth)

® Report writing

¢ General and special orders

¢ Discipline

e Self-defense

e First aid

¢ Pass and identification systems
¢ Package and vehicle search

e Communications procedures
e Techniques of observation

e Operation of equipment

¢ Professional standards, including attitudes toward employees
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At least one contract firm has also recognized changes in the field brought about
by the technology revolution. Barton Protective Services has developed several technol-
ogy training programs. The program relies on computer-based e-learning. The firm is
also installing “Tech-Knowledge-y” labs in branch offices, affording an opportunity for
all officers to participate in the e-learning process.!”

As mentioned earlier, the Private Security Officer Employment Standards Act of
2002 was to be the beginning step in the federal government imposing uniform stand-
ards on the security industry. However, the version of the Act that actually passed did
not address training standards. Rather, the Act focused on employment standards by
allowing security employers access to criminal histories of prospective employees.

Appendix C provides a listing of all regulatory agencies with responsibility for cer-
tification, training, and monitoring of security personnel in each state.

3.3 Certification and Regulation

An area closely tied to training issues, and thus limited, is regulations and certification. The
authors applaud ASIS for the development of its CPP program and its new initiatives for
specialized certification. Given the current efforts by the federal government and ASIS, it is
likely that a balanced approach between industry-imposed standards and pre-emptive state
legislation will be the model for the United States in the 21st century. Industry-imposed
standards can be successful, as noted by the success of the British Security Industry
Association (BSIA). BSIA industry-imposed standards reportedly cover 90 percent of
Britain’s security industry. The BSIA has adopted standards pertaining to personnel screen-
ing, wage levels, supervision, training, liability insurance, and physical facilities.'®

In 2003 ASIS International ventured into the area of industry regulation, creat-
ing an ASIS Commission on Guidelines. The goal of this commission is to “advance
the practice of security through the development of risk mitigation guidelines.” The
Commission has written a set of General Security Risk Assessment Guidelines (see www.
asisonline.org).!”

3.4 Regulation

Considering the importance of private security personnel in the anticrime effort and
their quasi-law-enforcement functions, it is ironic that they receive so little training in
comparison to their public sector counterparts: zero to just over 40 hours, compared to
a median of 720 hours for police officers. Though this difference is ironic, the reason is
obvious. Legislation mandates training for public law enforcement personnel, whereas
this is not the case for security personnel. A look at licensing standards for private secu-
rity companies reveals that little has changed with regard to regulation of this already
huge and still growing industry. Considering the lack of progress in establishing uniform
training standards, it is difficult to support a contention that the “best regulator” is the
marketplace. Still, the 2003 ASIS initiatives offer hope that the United States will have
some success with industry-led standards, as in Great Britain. Federal and industry lead-
ership is essential because it is doubtful that the states will provide any guidance.

In the states that do have legislation, the keywords that might be used to describe
the composite package of legislation are “lack of uniformity.” Terminology is not uni-
form, but more important, there is no consensus on the degree to which the state should
regulate training, licensing, and education/experience.
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It is also interesting to note that, of those states that do attempt to regulate secur-
ity, only a few include proprietary security forces in their regulatory statutes. This has
established a double standard for in-house and contract employees who are performing
essentially the same functions.

In 2008 there is still a need for the following:

1. Standards, codes of ethics, and model licensing. The efforts of the Task Force on
Private Security and the PSAC have stood the test of time, and both groups were
well represented by law enforcement, business, and all facets of the security field.
Statewide licensing should be required for guard and patrol, private investigation,
and alarm firms. The profound effects of upgrading private security relationships
with law enforcement will occur as a result of the cooperative action of the
security industry, law enforcement, and state governments in implementing the
measures encompassed by the Task Force on Private Security and PSAC efforts.

2. Statewide preemptive legislation. Although law enforcement agencies seek closer
local control over private security, a proliferation of local licensing ordinances
deters adoption of minimum standards and imposes an unnecessary financial
burden on contract security firms with redundant licensing paperwork and fees.
Some latitude might be granted local law enforcement agencies to impose tighter
control on some aspects of private security operation, but the controls should not
be unduly restrictive and should withstand tests and measures of cost-effectiveness.

3. Interstate licensing agency reciprocity. Interstate operation of contract security can
be unnecessarily hampered by having the same personnel comply with different
personnel licensing requirements in adjacent states—and sometimes in cities and
counties. The same standards of state-level licensing and regulation in all states and
reciprocity (e.g., recognition of other states’ regulatory provisions) would facilitate
more efficient delivery of security services and decrease state regulatory costs.°

HR 2092, the Martinez/Barr compromise bill, would have made it easier to deter-
mine whether a security candidate had a criminal record.?! The new Private Security
Officer Employment Standards Act of 2002 achieved what Martinez/Barr set out to
accomplish.

3.5 Certification

Various certification programs were mentioned in Chapter 2. The growth of programs
leading to certification is an indication of the professionalization of the security field.
Today it is possible to receive several certification designations, each of which has its
special appeal. An indication of the level of heightened interest in the broad-based secur-
ity professional can be seen in the results of the diligent efforts of ASIS International.
This society has long been interested and involved in creating standards of competence
and professionalism to identify those security practitioners who have shown a willing-
ness to devote their attention to achieving higher goals of education and training in their
chosen career. As was noted earlier, the security profession has, in the past, been char-
acterized by the transitory nature of much of its personnel. Training standards have fre-
quently been low, and even many executives in the field were generalists without either
specific work-related experience or specific training in security. Many factors have been
brought to bear on this problem, and changes have been and are being made.
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One ASIS program is designed to upgrade those career security persons who are
willing and able to qualify for certification as CPPs. The certification board for this
program was organized in 1977 and since that time has provided sufficient evidence of
professional performance capability through certification to stress the importance of
the CPP. “Positions available” announcements in the Wall Street Journal, the Chronicle
of Higher Education, and other publications have included requirements that state
“Certification as a Protection Professional by the ASIS [is] desirable,” or the candidate
“must have certification as a CPP.” This trend will continue as employers and the public
become more aware of the CPP program.

Certification in this program is far from pro forma. Both educational and work
experiences are required before a candidate can be considered. If candidates meet the
basic standards, they must then take an examination on both mandatory and optional
subjects. It is through this program and those given by colleges and universities across
the country that the goal of professionalism in the practice of security will be achieved.

Beginning in 2003 ASIS International began offering two technical certifications:
Professional Certified Investigator (PCI) and Physical Security Professional (PSP). The
PCI is for those whose primary responsibility is to conduct investigations, whereas the
PSP is designed for individuals whose primary responsibility is to conduct threat surveys
and design integrated security systems or for those who install, operate, and maintain
security systems.??

Similar efforts have been made to improve the professional image of the security
officer through the Certified Protection Officer (CPO) program referred to in Chapter
2. The program was founded in 1986 by the International Foundation for Protection
Officers (IFPO). The first CPOs were granted in 1986, and that certification is now avail-
able through several colleges in the United States and Canada. The program is “designed
to provide theoretical educational information to complement the field experience of
Security Officers.”?3 Topics of study include:

¢ Introduction to security
e Officer and the job

¢ Physical security

o Legal aspects

¢ Human relations

e Security as a career

e First aid and CPR

® Preventive security

Candidates must complete an application, obtain nominations from two security or
police professionals, and complete the training program before certification is granted.

With the growth of integrated systems and the need to protect intellectual property,
at least three certifications are available for security/information systems specialists. These
are the Certified Information Security Auditor (CISA) offered by the Information Systems
Audit and Control Association, the Certified Information Systems Security Professional
(CISSP) from the International Information Systems Security Certification Consortium,
and the Globally Certified Intrusion Analyst (GCIA) from the SANS Institute.

Other certifications are available in specific fields. The International Association
for Healthcare Security and Safety (IAHSS) offers the Certified Health Care Protection
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Administrator (CHCPA) designation; the United Security Professionals Association
(USPA), Inc., offers the Certified Financial Security Officer (CFSO) designation; and the
Academy of Security Educators and Trainers (ASET) offers the Certified Security Trainer
(CST) program. With the increase in computer-based fraud, the Association of Certified
Fraud Examiners was established in 1996 with its own certification program (CFE). As
mentioned earlier, the events of 9/11 fostered the development of certification in home-
land security. Of course, other groups have also developed various programs to identify
competence in specific areas.

4 Magazines and Periodicals

Any discipline that claims to be a profession must have its own mechanism for distri-
bution of information. In most disciplines or professions, information is distributed
through professional publications. Security and loss prevention publications have
changed dramatically in the last 20 years as a reflection of the growing professional-
ization of the field. At one time Industrial Security (now Security Management) and
Security World (now Security) magazines were practically the only publications in the
security field. Today the number has grown substantially.

Studies conducted over the years indicate that Security Management and Security
dominate the field but that other publications are also being more widely read.>* Other
often mentioned publications include Professional Protection, International Review,
Levista Securidad, Pinkerton Focus, Campus Security, Hospital Security, Security
Journal, and Journal of Security Administration (now defunct). With the growing need
to understand the electronic age, magazines like Info Security and Beyond Computing
offer security professionals up-to-date information on the latest computer security
technology and problems. Access Control and Security Systems Integration, along
with Security Technology and Design (ST&D), offers the latest in security technology
advances. Appendix A lists the major publications in security.

With the advent of the technology age, a focus on publications cannot ignore
the growing use of the World Wide Web. ASIS has developed its own information-
sharing Web presence as ASIS Online and ASISNET. Security magazine has also devel-
oped its own Website. As the use of technology associated with the computer continues
to improve, it is more than likely that other publications will join the trend toward Web
dissemination. Many corporations and government units already make extensive use of
the computer and its power to distribute information via the Internet. Appendix B pro-
vides a list of useful Internet sites.

Summary

Security education has undeniably undergone tremendous growth in the last 25 years.
Academic programs in security, with a few exceptions, are young relative to traditional
subject areas. Most were established within the last 35 to 40 years. In general, most
have been reasonably successful as the demand for college-educated security managers
has continued to grow. Leaders in the field, both academics and practitioners, indicate
that security should seek recognition as its own distinct area of study. Although some
believe that the programs can find this autonomy within the criminal justice field, others
believe that the field would be better off based in colleges of business. The concept of



Summary 111

convergence of fields for security managers may push this argument in favor of a broad
education rather than a specialized focused degree.

Security education is here to stay, whether it is housed in criminal justice programs,
colleges of business, or independent programs. In 1994 the World Institute for Security
Enhancement (WISE, www.worldinstitute.org/wise/nav_left.html) was established. WISE
offers training, consulting, research and development, and “think tank” services.”’> A
good deal of research on various security topics is currently being produced at colleges
and universities. Much of this research is academic in orientation, however, and perhaps
of little value to practitioners. In this respect an institute much like the ASIS Foundation
that would support practical research is certainly desirable.

The status of education in security is good news, but the same cannot be said for
training. It is truly unfortunate that until 2003 the federal government had not taken
an active part in establishing minimum requirements for security personnel, who often
perform the same duties as police officers. Even the states that now regulate the security
industry in reality pay little attention to it. Considering the fact that the private police
outnumber the public sector by more than a two-to-one margin and that the field is
growing at a rate of approximately 12 percent each year, it is time for the federal gov-
ernment to take an active role in requiring states to develop adequate legislation for
security training or provide an impetus for a British model in the United States. This
industry model may become reality as ASIS continues to develop industry standards.

The National Association of Private Security Industries (NAPSI), Inc., reports
that 61 percent of all guard companies surveyed conduct continuing education courses
for their guards and are continually looking for new training materials.?® Let’s take a
lesson from the issue of police training. It was not until the establishment of the Law
Enforcement Assistance Administration and federal legislation that the states began to
require adequate training for police officers. Today they receive a median of 720 hours
of basic training. In addition, most states also have an ongoing training program once
the basic course has been completed. Given the improved quality of police education and
training after federal involvement, it is likely that similar results would occur in the pri-
vate sector, should the federal government decide to become involved in the regulation of
training and education. Even though the Gore, Sundquist, Martinez, and Barr initiatives
indicated a growing interest in federal regulation, more needs to be done to get similar
bills out of committee and onto the floors of the House of Representatives and Senate.

On the bright side, the recent ASIS International efforts at establishing industry-
based guidelines for security and the introduction of Senate Bill 2238, the Private Security
Officer Employment Standards Act of 2002, which was signed into law, are evidence that
perhaps we are beginning to understand the need for professional security services.

Critical Thinking

What are the future implications for regulating the training and certification of
security personnel through federal mandates?
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Review Questions

1. How does the presence of college degree programs in security enhance the field?

2. What is your view of regulation in the security field? Should the government play a
role, or should the industry regulate itself?

3. How do the levels of training and regulation for security personnel compare with
those of the police?

4. Do you observe any differences in the level of professionalization between security
management and line security officers? If so, what are they?
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Basics of Defense

In this section, the basic tools used in security and loss prevention are discussed. These
range from a theoretical understanding of law, honesty, risk analysis, and surveys to
applied technology in locks, alarms, barriers, and procedures. Other tools include an
understanding of contingency planning insurance, fire protection, and safety. These ele-
ments make up the foundation on which any good security program is based.

These are foundational tools, but it is important for security experts to realize that
the applications of these tools can and do change with time. Technology, especially com-
puting, has made the lock a modern security device. Old “insurance thinking” has been
replaced by more cautious thinking in the 21st century. Case law continues to evolve,
especially in the areas of liability.
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Security and the Law

OBJECTIVES

The study of this chapter will enable you to:

1. Understand the basic principles in the application of law.

2. Identify the differences in law as it applies to private security and public law
enforcement.

3. Discuss various trends in liability issues.

4. Understand new legal issues that apply to private security matters and how to
maintain currency.

1 Introduction

Although in the United States public police and protection services derive their authority
to act from a variety of statutes, ordinances, and orders enacted at various levels of gov-
ernment, members of private police function essentially as private citizens. Their author-
ity to so function is no more than the exercise of the right of all citizens to protect their
own property. Every citizen has common-law and statutory powers that include arrest,
search, and seizure. The security officer has these same rights, both as a citizen and as an
extension of an employee’s right to protect his or her employer’s property. Similarly, this
common-law recognition of the right of defense of self and property is the legal under-
pinning for the right of every citizen to employ the services of others to protect property
against any kind of incursion by others.

The broad statement of such rights, however, in no way suggests the full legal com-
plexities that surround the question. In common law, case law, and state statutes as well
as in the basic authority of the U.S. Constitution, privileges and restrictions further defin-
ing these rights abound. The body of law covering the complex question of individual
rights of defense of person and property contains many apparent contradictions and much
ambiguity. In their efforts to create a perfect balance between the rights of individuals and
the needs of society, the courts and the legislatures have had to walk a narrow path. As
the perception of society’s needs changed or as the need for the protection of the indi-
vidual became more prominent, a swing in the attitudes of the courts and the legislatures
became apparent. This led to some confusion, especially among those with little or no
knowledge of the law.
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It is of enormous value, therefore, for everyone engaged in the security field to pur-
sue the study of both civil and criminal law. Such a study is aimed neither at acquiring
a law degree nor, certainly, at developing the skills to practice law. It is directed toward
developing a background in those principles and rules that will be useful in the perform-
ance of the complex job of security.

Without some knowledge of the law, security officers frequently cannot serve their
clients’ interests. They may subject themselves or their employers to ruinous lawsuits
through well-meaning but misguided conduct. In cases that must eventually go to court,
handling of evidence, reports, and interrogations may be critical to the case; without secur-
ity officers who have an understanding of legal processes and how they operate, the cases
could be lost.

In short, the pursuit of security itself involves contact with others. In each such
contact, there is a delicate consideration of conflicting rights. Without an appreciation
of the elements involved, the security officer cannot perform properly.

Because for the purposes of this book we are primarily interested in civil and crim-
inal law—Dboth of which have major implications for the security officer and for the indus-
try—it is useful to distinguish between them. Criminal law deals with offenses against
society (corporations are of course part of society and can be either criminals or victims).
Every state has its criminal code that classifies and defines criminal offenses. Criminal law
is the result of a jurisdiction either using common law, which was adopted from English
traditions, or passing specific legislation called statutory law. (In some jurisdictions both
are used.) When criminal offenses are brought into court, the state takes an active part,
considering itself to be the offended party.

Civil law, on the other hand, has more to do with the personal relations and con-
flicts between individuals, corporations, and government agencies. Broken agreements,
sales that leave a customer dissatisfied, outstanding debts, disputes with a government
agency, accidental injuries, and marital breakup all fall under the purview of civil law. In
these cases, private citizens, companies, or government agencies are the offended parties,
and the party found at fault is required to directly compensate the other party.

This chapter is intended as a guide to some of the intricacies of criminal and civil
law, with primary emphasis on civil actions. Its aim is to describe those subjects with
which a security officer would most likely be confronted. It deals with substantive law
(statutes and codes), or that portion of the law that concerns the rights, duties, and pen-
alties of individuals in their relationships with each other. Procedural law, the other of
the two divisions of the law, deals with the rules of court procedure and the mechanisms
of the legal machine.

2 Security, Public Police, and the U.S. Constitution

The framers of the U.S. Constitution, with their grievances against England uppermost
in mind when they were creating a new government, were primarily concerned with the
manner in which the powerless citizen was or could be abused by the enormous power
of government. The document they created was concerned, therefore, not with the rights
of citizens against each other but rather with those rights with respect to federal or state
action.

Breaking and entering by one citizen against another may be criminal and subject
to tort action (a civil wrong not involving a breach of contract), but it is not a violation
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of any constitutional right. However, similar action by public police is a clear violation
of Fourth Amendment rights and, as such, is expressly forbidden by the Constitution.

The public police have substantially greater powers than do security personnel to
arrest, detain, search, and interrogate. Whereas security people are, as a rule, limited to
the premises of their employer, public police operate in a much wider jurisdiction. At the
same time, public police are limited by various restrictions imposed by the Constitution.
With some exceptions, private police are not as a rule touched by these same restrictions.

Public police are limited by the Constitution, which prohibits officials from deny-
ing others their constitutional rights. The Fourth and Fourteenth Amendments are most
frequently invoked as the cornerstones of citizen protection against arbitrary police
action. The exclusion of evidence from criminal proceedings is one penalty public police
pay for violation of the Fourth Amendment’s search provision. For the most part, pri-
vate police are not affected by these restrictions.

3 Sources of Law

All law, whether civil or criminal, has its source in constitutional law, common law (also
referred to as case law), or statutory law. The following discussion can be applied to either
civil or criminal law as it has developed over the past century. Although today’s criminal
law is primarily statutory, civil law, particularly tort law, is essentially judge-made and
created in response to changing social conditions.

3.1 Common Law

At one time, the principal source of law in the United States was English common law.
Although common law may also refer to judge-made (as opposed to legislature-made)
law, to law that originated in England and grew from ever-changing custom, or to writ-
ten Christian law, the term is most commonly used to refer to the English common law
that has been changed to reflect specific U.S. customs.

Some states have preserved the status of common-law offenses for their criminal
codes; others have abolished common law and written most of the common-law prin-
ciples into statutes. Some states are still using both common and statutory law.

3.2 Case Law

When a case goes to court, the outcome is usually governed by prior court opinions of
similar nature. Those preceding cases have usually been resolved in such a way as to
put to rest any doubts as to the meaning of the governing statutes or common-law prin-
ciples as well as to clarify the attitude of the courts regarding the legal issue involved.
The court opinions have established precedent that will guide other courts in subsequent
cases based on the same essential facts. Because the facts in any two cases are rarely
precisely the same, opposing attorneys cite preceding cases whose facts more readily con-
form to their own theory or argument in the case at hand. They, too, build their cases on
precedents, or case law already established. It is up to the court to choose one of the two
sides or to establish its own theory. This is a very significant source of our law essentially
becoming common law.

Because society is in a constant state of change, it is essential that the law adapt
to these changes. At the same time, there must be stability in the law if it is to guide
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behavior. People must know that the law as it appears today will be the same tomorrow,
that they will not be punished tomorrow for behavior that was permitted today. They
need to know that each decision represents a settled statement of the law and that they
can conduct their affairs accordingly. So the published decisions of the appellate courts
become guides to the meaning of the law and in effect become the law itself. Their judg-
ments flesh out legislative enactments to give them clear outlines. Such interpretations
based on precedents are never regarded lightly and in legal terms are stare decisis, which
means “let the decision stand.”

This does not mean that each decided case locks the courts forever into auto-
matic compliance. Conditions that created the climate of the earlier decision may have
changed, rendering the precedent invalid. And there are cases decided in such a narrow
way that they cannot be applied beyond that case. Further, there is nothing that prevents
review of a decision at the time of a later case. If the reviewing court agrees that the earl-
ier case was in error, it may not be bound by the earlier precedent.

So we can see that case law is an important source of the law; it provides a climate
of legal stability without closing the law to responsiveness to changing needs.

3.3 Statutory Law

Federal and state legislatures are empowered to enact laws that describe crimes. The
authority to do so emanates from the U.S. Constitution and from the individual state
constitutions. These constitutions do not specifically establish a body of criminal law.
In general, they are more concerned with setting forth the limitations of governmental
power over the rights of individuals. But they do provide both for the authority of legis-
lative action in establishing criminal law and for a court system to handle these as well as
civil matters.

Much criminal law is, in fact, the creation of the legislatures. The legislatures are
exclusively responsible for making and defining statutes. The courts may find some laws
unconstitutional or vague and thus set them aside, but they may not create statutes.
Only the legislatures are empowered to do that.

3.4 The Power of Security Personnel

Security personnel are generally limited to the exercise of powers possessed by every citi-
zen. There is no legal area where the position of a security officer as such confers any
greater rights, powers, or privileges than those possessed by every other citizen. A few
states go contrary to this norm and confer additional arrest powers for security personnel
after the completion of a designated number of hours of training.! As a practical matter,
if officers are uniformed they will very likely find that in most cases people will comply
with their requests. Many people are aware neither of their own rights nor of the limita-
tions of a security officer’s powers. Thus security officers can obtain compliance to direc-
tives that, if not illegal, may be beyond their power to command. In cases where security
officers have unwisely taken liberties with their authority, the officers and their employers
may be subject to the penalties of civil action. The litigation involved in suing security offi-
cers and their employers for a tort is slow and expensive, which may make such recourse
impossible for the poor and for those unfamiliar with their rights. But the judgments that
have been awarded have had a generally sobering effect on security professionals and
have probably served to reduce the number of such incidents. Criminal law also regulates
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security activities. Major crimes such as battery, manslaughter, kidnapping, and breaking
and entering—any one of which might be encountered in the course of security activi-
ties—are substantially deterred by criminal sanctions.

Further limitations may be imposed on the authority of a security force by licens-
ing laws, administrative regulations, and specific statutes directed at security activities.
Operating contracts between employers and security firms also specify limits on the
activities of the contracted personnel.

3.5 Classes of Crimes

Crime has been defined as a voluntary and intentional violation by a legally competent
person of a legal duty that commands or prohibits an act for the protection of society.?
Since such a definition encompasses violations from the most trivial to the most
disruptive and repugnant, efforts have long been made to classify crimes in some way. In
common law, crimes are classified according to seriousness, from treason (the most ser-
ious) to misdemeanors (the least serious). Most states do not list treason separately and
deal with felonies as the most serious crimes and misdemeanors as the next in serious-
ness, with different approaches to the least serious crimes (those known as infractions in
some jurisdictions, less than misdemeanors in others, and petty offenses in still others).
It will become apparent why security specialists should understand the nature of a given
crime and its classification, because such considerations will be important in determining:

® Power to arrest
¢ The need to use force in making the arrest
¢ Whether and what to search

e Various other considerations that must be determined under possibly difficult
circumstances and without delay

Serious crimes such as murder, rape, arson, armed robbery, and aggravated assault
are felonies. Misdemeanors include charges such as disorderly conduct and criminal dam-
age to property.

3.6 Felonies and Misdemeanors

From the time of Henry II of England there has been a general understanding that fel-
onies comprise the more serious crimes. This is true in modern U.S. law as far as it goes,
but clearly the definition of felony must be pinned down more precisely if it is to be used
as a classification of crime and if courts are to respond differently to felons than they
would to another type of lawbreaker. The definition of a felony is by no means standard
throughout the United States. In some jurisdictions, there is no distinction between fel-
onies and misdemeanors.

The federal definition of a felony is an offense punishable by death or by imprison-
ment for a term exceeding one year. The test, then, for a felony is the length of time that
punishment is imposed on the convicted person.

A number of states follow the federal definition. In those states, a felony is a
crime punishable by more than a year’s imprisonment. The act remains a felony what-
ever the ultimate sentence may actually be. Other states provide that “[a] felony is a
crime punishable with death or by imprisonment in the state prison.” This definition
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hinges on the place of confinement rather than, as in the federal description, the length
of confinement.

Some states bestow broad discretionary powers on a judge by providing that cer-
tain acts may be considered either felonies or misdemeanors, depending on the sentence.
The penalty clauses in the statutes thus involved specifically state that if the judge should
sentence the defendant to a state prison, the act for which he was convicted shall be a
felony (under the state definition of a felony), but if the sentence be less than such con-
finement, the crime shall be a misdemeanor.

The distinction can be very important. In states where arrest by private citizens (for
example, security personnel) is covered by statute, an arrest may be made only where
the offense is committed in the presence of the arrester. In the case of arrest for a fel-
ony, the felony must in fact have been committed (though not necessarily in the presence
of the arrester), and there must be reasonable grounds to believe the person arrested com-
mitted it. In other words, security employees, unlike police officers, act at their own peril.

A police officer has the right to arrest without a warrant where he reasonably
believes that a felony has been committed and that the person arrested is guilty, even
if, in fact, no felony has occurred. A private citizen, on the other hand, is privileged to
make an arrest only when he has reasonable grounds for believing in the guilt of the
person arrested and a felony has in fact been committed.>

Some states, however, do allow for citizen arrest in public order misdemeanors.
Making a citizen’s arrest, which must be recognized as the only kind of arrest that can be
made by a security officer, is a privilege, not a right, and as such is carefully limited by
law. Such limitation is enforced by the ever-present potential for either criminal prosecu-
tion or tort action against the unwise or uninformed action of a security professional.

4 Private Security Powers
4.1 Arrest

Arresting a person is a legal step that should not be taken lightly. A citizen’s power to
arrest another is granted by common law and in many jurisdictions by statutory law. In
most cases, it is best to make an arrest only after an arrest warrant has been issued. Most
citizen’s arrests occur, however, when the immediacy of a situation requires arrest with-
out a warrant. The exact extent of citizen’s arrest power varies, depending on the type
of crime, the jurisdiction (laws), whether the crime was committed in the presence of the
arrester, or the status of the citizen (strictly a private citizen or a commissioned officer).

In most states, warrantless arrests by private citizens are allowed when a felony has
been committed and reasonable grounds exist for believing that the person arrested commit-
ted it. Reasonable grounds means that the arrester acted as would any average citizen who,
having observed the same facts, would draw the same conclusion. In some jurisdictions, a
private citizen may arrest without reasonable grounds as long as a felony was committed.

Most states allow citizen’s arrests for misdemeanors committed in the arrester’s
presence. A minority of states, however, adhere closely to the common-law practice of
allowing misdemeanor arrests only for offenses that constitute a breach of the peace and
that occur in the arrester’s presence. A good source on state-specific legal issues related
to security personnel is the National Association of Security and Investigative Regulators
(Www.iasir.org).
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Although the power of citizen’s arrest is very significant in the private sector
because it allows security officers to protect their employer’s property, there is little room
for errors of judgment. The public police officer is protected from civil liability for false
arrest if the officer has probable cause to believe a crime was committed, but the private
officer (citizen) is liable if a crime was not committed, regardless of the reasonableness of
the belief.

This distinction is illustrated by the case Cervantez v. |.C. Penney Company.* In
this case, an off-duty police officer, moonlighting as a store detective for J.C. Penney
Company, made a warrantless arrest of two individuals for misdemeanor theft. Later they
were released due to lack of evidence. The plaintiffs sued the company and the officer
for false arrest, imprisonment, malicious prosecution, assault and battery, intentional
infliction of emotional distress, and negligence in the selection of its employee. The pri-
mary issue in the Cervantez case was whether the officer could rely on the probable-cause
defense. The court’s decision rested on whether the officer acted as a police officer in
California or as a private citizen.

The store and the officer argued that the probable-cause defense was sound
because the detective was an off-duty police officer and thus could arrest on the basis of
probable cause. The plaintiffs argued that the store detective should be governed by the
rules of arrest applied to private citizens and that the officer was therefore liable for his
actions because no crime had been proven. The plaintiffs contended that the officer was
employed as a private security officer, and thus his arrest powers were only those of a
private citizen. The California Supreme Court ruled that the laws governing the type of
arrest to be applied depend on the arrester’s employer at the time of the arrest. Since the
officer was acting as a store detective when he made the arrest, his arrest powers were
no greater than those of a private citizen. Thus probable cause could not be used as a
defense against false arrest.

Some states have avoided the problem of the Cervantez case by extending the
probable-cause defense to private citizens. The most common extension involves shop-
lifting arrests. Many states have a mercantile privilege rule that allows the probable-
cause defense for detentions but not for arrests. The law permits a private citizen or his
employees to detain, in a reasonable manner and for a reasonable time, a person who is
believed to have stolen merchandise so that the merchant can recover the merchandise
or summon a police officer to make an arrest. Some states have extended this merchant
clause to cover public employees in libraries, museums, or archival institutions.

The exact extent of the protection afforded to merchants and their employees or
agents depends on the individual state’s statutes. Some states offer protection against
liability for false arrest, false imprisonment, and defamation; others offer protection
against false imprisonment but not against false arrest. It is interesting to note that
very few states allow a merchant to search a detainee. The private citizen’s authority to
search is unclear and will be discussed later in this chapter.

4.2 Detention

Detention is a concept that has grown largely in response to the difficulties faced by
merchants in protecting their property from shoplifters and the problems and dangers
they face when they make an arrest. Generally, detention differs from arrest in that it
permits a merchant to detain a suspected shoplifter briefly without turning the suspect



124 SECURITY AND THE LAW

over to the police. An arrest requires that the arrestee be turned over to the authorities
as soon as practicable and in any event without unreasonable delay.

All the shoplifting statutes refer to detain, not to arrest, a terminology probably
derived from the thought that a distinction could be made between the two. The distinction
is based on the fact that an arrest is for the purpose of delivering the suspect to the authori-
ties and of exercising strict physical control over that person until the authorities arrive. A
detention, or temporary delay, would not be termed an arrest as commonly defined. The
distinction is difficult to defend but the statutes are clear. In Illinois, for example:

Any merchant who has reasonable grounds to believe that a person has com-
mitted retail theft may detain such person, on or off the premises of a retail
mercantile establishment, in a reasonable manner and for a reasonable length
of time for all or any of the following purposes:

a. To request identification;

b. To verify such identification;

c. To make reasonable inquiry as to whether such person bas in bhis pos-
session unpurchased merchandise and, to make reasonable investigation
of the ownership of such merchandise;

d. To inform a peace officer of the detention of the person and surrender that
person to the custody of a peace officer.”

California was one of the first states to establish merchant immunity in a 1936
Supreme Court decision; in Collyer v. S. H. Kress Co.,° the court upheld the right of a
department store official to detain a suspected shoplifter for 20 minutes.

Most statutes include the merchant, employee, agent, private police, and peace
officer as authorized to detain suspects, but they do not include citizens at large, such
as another shopper. Most of the statutes also describe the purposes of detention and the
manner in which they may be conducted. These purposes are to search, to interrogate,
to investigate suspicious behavior, to recover goods, and to await a police officer. The
manner in which the detention is to be conducted is generally described as “reasonable”
and for “a reasonable period of time.”

The privilege of detention is, however, subject to some problems. There must be
probable cause to believe that theft already has taken place or is about to take place
before a merchant may detain anyone. Probable cause is an elusive concept and one
that has undergone many different interpretations by the courts. It is frequently difficult
to predict how the court will rule on a given set of circumstances that may at the time
clearly indicate probable cause to detain. Second, reasonableness must exist both in time
and manner of the detention or the privilege will be lost.

4.3 Interrogation

No law prohibits a private person from engaging in conversation with a willing partici-
pant. For public law enforcement, however, should the conversation become an interro-
gation, the information may not be admissible in a court of law. The standard is whether
the statements were made voluntarily.

A statement made under duress is not regarded as trustworthy and is therefore
inadmissible in court. This principle applies equally to police officers and private citizens.
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A confession obtained from an employee by threatening loss of job or physical harm
would be inadmissible and would also make the interrogator liable for civil and criminal
prosecution.

The classic cases involving interrogation, generally applied to only public law
enforcement officers, are Escobedo v. State of 1llinois’ and Miranda v. Arizona.? Today
the Miranda case has become the leading case recognized by most American citizens in
reference to “their rights.” The facts of the case are these: On March 13, 1963, Ernesto
Miranda was arrested at his home and taken to a Phoenix police station. There he was
questioned by two police officers who, during Miranda’s trial, admitted that they had
not advised him that he could have a lawyer present during questioning. After two
hours of interrogation, the officers emerged with a confession. According to the state-
ment, Miranda had made the confession “with full knowledge of my legal right, under-
standing any statement I make may be used against me.” His confession was admitted
into evidence over defense objections during his trial. He was convicted of kidnapping
and rape. On appeal, the Arizona Supreme Court upheld the conviction, indicating that
Miranda did not specifically request counsel. The U.S. Supreme Court later reversed the
decision based on the fact that Miranda had not been informed of his right to an attor-
ney, nor was his right not to be compelled to incriminate himself effectively protected.

Although the principle behind the Miranda v. Arizona decision was the removal of
compulsion from custodial questioning (questioning initiated by law enforcement offi-
cers after a person has been taken into custody or otherwise deprived of freedom), it
generally applies only to public law enforcement officers. The police officer must show
that statements made by the accused were given after the accused was informed of the
facts that speaking was not necessary, that the statements might be used in court, that
an attorney could be present, and that if the accused could not afford an attorney, one
would be appointed for the accused prior to questioning. These “Miranda warnings”
are not necessary unless the person is in custody or is deprived of freedom and is subject
to interrogation. Based on this distinction, most courts agree that private persons are
not generally required to use Miranda warnings because they are not public law enforce-
ment officers.

In the case In re Deborah C.,° the California Supreme Court upheld the principle
that private citizens are not required to use Miranda warnings and that statements made
by the accused in citizen’s arrests are admissible in a court of law. The court felt that
the Miranda rationale did not apply to the retail store environment because store detec-
tives lack the psychological edge that police officers have when the latter are questioning
someone at a police station.

A few states require citizens to use a modified form of Miranda warnings before
questioning, and some—a definite minority—prohibit questioning at all. Wisconsin law
states, “[t]he detained person must be promptly informed of the purpose of the deten-
tion and be permitted to make phone calls, but shall not be interrogated or searched
against his will before the arrival of a peace officer who may conduct a lawful interroga-
tion of the accused person.”!”

In 1987 the case of State of West Virginia v. William H. Muegge'' expanded the
Miranda concept to private citizens in the state of West Virginia. Muegge was detained
by a store security guard who observed Muegge place several items of merchandise in his
pockets and proceed through the checkout aisle without paying for those items. The security
guard approached Muegge, identified herself, and asked him to return to the store office
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to discuss the problem. The officer ordered Muegge to empty his pockets, which con-
tained several unpaid-for items valued at a total of $10.65. The officer next read Muegge
his “constitutional rights” and asked him to sign a waiver of rights. Muegge refused and
asked for the assistance of a lawyer. The officer refused the request and indicated that she
would call the state police. At some time either prior to the arrival or after the arrival of
the state trooper, the defendant signed the waiver and completed a questionnaire that con-
tained various incriminating statements. At the trial, the unpaid-for items were admitted
without objection and the questionnaire was read aloud over the defendant’s objection.
Although the court felt that the specific Miranda warnings were not necessary, it ruled
that whenever a person is in custodial control mandated by state statute (that is, merchant
clauses), the safeguards protecting the constitutional right not to be compelled to be a wit-
ness against oneself in a criminal case apply.

4.4 Search and Seizure

A search can be defined as an examination of persons and/or their property for the pur-
pose of discovering evidence of guilt in relation to some specific offense. The observa-
tion of items in plain view is not a search as long as the observer is legally entitled to be
in the place where the observation is made. This includes public property and private
property that is normally open to the public—for example, shopping malls, retail stores,
hotel lobbies, and so on.

Common law says little about searches by private persons and is inconclusive.
Searches by private persons, however, have been upheld by the courts where consent to
search was given and where searches were made as part of a legal citizen’s arrest. The best
practice to follow is to contact police officials, who can then ask for a search warrant or
search as part of an arrest. Because searches often need to be conducted on short notice
without the aid of a police officer, however, it is important to understand several factors.

First, in a consent search, the searcher must be able to show that the consent was
given voluntarily. Second, the search cannot extend beyond the area for which consent to
search was given. It is advisable to secure a written agreement of the consent to search.
Third, the person who possesses the item must give the consent. Possession, not owner-
ship, is the criterion for determining whether a search was valid. Although many firms
issue waivers to search lockers and other work areas, an officer must remember that the
consent to search may be withdrawn at any time. If the consent is withdrawn, continu-
ing a search might make the officer and the company liable for invasion of privacy. Some
companies have solved this problem by retaining control over lockers in work areas. In
this situation, workers are told that the lockers are not private and may be searched at
any time.

A search made as a part of an arrest is supported by case law. In general, the prin-
ciple of searching the arrestee and the immediate surroundings, defined as the area
within which one could lunge and reach a weapon or destroy evidence, has been repeat-
edly held as constitutional. The verdict on searches incident to arrest by security officers
is still mixed. In People v. Zelinski,'* the California court disapproved of searches made
incident to an arrest but did approve of searches for weapons for protective reasons.
New York courts tend to support searches, indicating that private officers, like their pub-
lic counterparts, have a right to searches incident to an arrest. In general, it appears that
unless the security officer fears that a weapon may be hidden on the arrestee, the officer
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should wait until the police arrive to conduct a search unless the arrestee gives permis-
sion for such a search.

Even in the statutes governing retail shoplifting, the area of search is limited. Some
states neither forbid nor condone searches; rather, they allow security personnel to inves-
tigate or make reasonable inquiries as to whether a person possesses unpurchased mer-
chandise. In other states, searches are strictly forbidden, except looking for objects carried
by the suspected shoplifter. Courts, however, generally favor protective searches where offi-
cers fear for their own safety.

4.5 The Exclusionary Rule

In an historic decision, the U.S. Supreme Court ruled that any and all evidence uncovered
by public law enforcement agents in violation of the Fourth Amendment will be excluded
from consideration in any court proceedings. That means that all evidence, no matter
how trustworthy or indicative of guilt, will be inadmissible if it is illegally obtained. This
landmark case (Mapp v. Ohio)'3 was the most important case that contributed to the
development of the exclusionary rule, which states that illegally seized evidence (and its
fruits) are inadmissible in any state or federal proceedings. Weeks v. United States'* set
the stage for the later, all-inclusive decision in Mapp by holding that evidence acquired
by officials of the federal government in violation of the Fourth Amendment must be
excluded in a federal prosecution. The Mapp case is clear in its application of the exclu-
sionary rule to state and federal prosecutions. The question is, does the exclusionary rule
apply to private parties? The determining case in this area is Burdeau v. McDowell."

Unlike illegal searches conducted by public law enforcement officers, evidence
secured by a private security officer conducting an illegal search is still admissible in
either criminal or civil proceedings. In Burdeau v. McDowell, the U.S. Supreme Court
said, “[i]t is manifest that there was no invasion of the security afforded by the Fourth
Amendment against unreasonable searches and seizures, as whatever wrong was done
was the act of individuals in taking property of another.” If such evidence is admissible,
why should private sector employees concern themselves with the legality of searches?
Even though the evidence is admissible, security officers who conduct illegal searches
may be subject to liability for other actions, including battery and invasion of privacy.

There is considerable controversy over the Burdeau case because some people fear
that constitutional guarantees are threatened by the acceptance of evidence illegally
obtained by private security personnel. It is clear that any involvement by government
officials constitutes “state action” or an action “under color of law” and is limited by
the constitutional restrictions that apply to public police actions. In State v. Scrotsky,'®
the New Jersey court excluded evidence obtained when a police detective accompanied
a theft victim to the defendant’s apartment to identify and recover stolen goods. The
court held that “[t]he search and seizure by one served the purpose of both and must be
deemed to have been participated in by both.” The exclusionary rule is applied in this
case, as in many others, to discourage government officials from conducting improper
searches and from using private individuals to conduct them.!”

In cases where private parties act independently of government involvement, the
courts have not been so clear. In a significant case, People v. Randazzo,'® the California
court admitted evidence obtained by a merchant in a shoplifting case. The court did
not deal with any questions of Fourth Amendment violation since there was no state
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action involved. The court held that redress for the victim of an unreasonable search
conducted by a private individual not under color of law is a tort action, and thus the
exclusionary rule does not apply. In Thacker v. Commonwealth," the Kentucky court
held that a private party acts for the state when that party makes an arrest in accord-
ance with the state’s arrest statute and thus would be subject to the exclusionary rule.
On the other hand, following the Burdeau precedent, a federal district court found no
state action in a case where the plaintiff alleged she was wrongfully detained, slapped,
beaten, harassed, and searched by the manager and an employee of the store.?’ The plain-
tiff sued, alleging among other things that the employee, a security officer, was acting
“under color of law” because he was licensed under the Pennsylvania Private Detective
Act. The court rejected this argument and found that the Pennsylvania law “invests the
licensee with no authority of state law.”

In summary, although public police are clearly limited by constitutional restric-
tions, generally private security personnel are not so limited. Provided that they act as
private parties and are in no way involved with public officials, they are limited by crimi-
nal and civil sanctions but are not bound at this time by most constitutional restrictions.

4.6 Use of Force

On occasion, security personnel must use force to protect someone or to accomplish a
legitimate purpose. In general, force may be used to protect oneself or others, to defend
property, and to prevent the commission of a criminal act. The extent to which force
may be used is restricted; no more force may be used than is reasonable under the cir-
cumstances. This means that deadly force or force likely to create great bodily harm will
not be allowable unless the force being used by the assailant is also deadly force or force
likely to create great bodily harm. If the force exceeds what is deemed reasonable, offi-
cers and their employers are liable for the use of excessive force, which can range from
assault and battery to homicide. This is the same degree of power extended to the ordin-
ary citizen.

4.7 Self-Defense

In general, people may use reasonable force to protect themselves. The amount of
force may be equal to, but not greater than, the force being used against them. In most
states, a person can protect himself or herself, except when that person was the initial
aggressor. Most states allow self-defense to be used by a person against whom force is
being used.

4.8 Defense of Others

Security officers may protect others just as they protect themselves. However, two dif-
ferent approaches to defense of others are evident. In the first approach, the officer must
try to identify with the attacked person. In this position, the officer is entitled to use
whatever force would be appropriate if he or she were the person being attacked. If
the officer happens to protect the wrong person—that is, the aggressor—the officer is
liable regardless of his or her good intentions. In the second approach, the defender may
use force when it is reasonable to believe that such force is necessary. In this case, the
defender is protected from liability as long as he or she acted in a reasonable manner.
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4.9 Defense of Property

In defense of property, force may be applied, but it must be short of deadly force, which
is generally allowable only in cases involving felonious attacks on property during which
loss of life is likely. As noted by Schnabolk, “one may use deadly force to protect a
home against an arsonist but the use of deadly force against a mere trespasser would not
be permitted.”?! Security officers acting in the place of their employers are empowered
to use the same force that their employers are entitled to use.

4.10 Force Used During Arrest or Detention

Like the police, the private citizen security officer has the right to use reasonable force
in detaining or arresting someone. Many states still follow the common-law principles
that allow deadly force in the case of fleeing felons, but many others have restricted the
use of deadly force. This restriction allows the use of deadly force only in cases where
the felony is both violent and the felon is immediately fleeing. Figure 7.1 on the Use of
Force Model has been widely used for training of police officers and has application for
security personnel faced with various levels of suspect compliance.

4.11 Prevention of Crimes

To determine the amount of force a security officer may use to prevent crimes, the courts
have considered the circumstances, the seriousness of the crime prevented, and the possi-
bility of preventing the crime by other means. Under common law, a person can use force
to prevent a crime. The courts have ruled, however, that the use of force is limited to situ-
ations involving felonies or a breach of the peace and that nonviolent misdemeanors do
not warrant the use of force. Deadly force is justifiable in preventing a crime only if it is
necessary to protect a person from harm. The ruling case is Tennessee v. Garner.

4.12 Use of Firearms

Most states regulate the carrying of firearms by private citizens. Almost all states pro-
hibit the carrying of concealed weapons, whereas only half of them prohibit carrying an
exposed handgun. Although all states excuse police officers from these restrictions, some
states also exempt private security officers. Even in states that prohibit carrying concealed
or exposed handguns, there are provisions for procuring a license to carry weapons in this
manner.

5 Civil Law: The Controller for Private Security
5.1 Tort Law: Source of Power and Limits

A tort is a civil action based on the principle that one individual can expect certain
behavior from another individual. When the actions of one party do not meet reasonable
expectations, a tort action may result. In security applications, a guard may take some
action to interfere with the free movement of some person. There is a basis for a suit no
matter whether the guard knows those actions are wrong, is unaware that the actions are
wrong, or is unaware that the actions are wrong but acts in a negligent manner.

Thus tort law may be invoked for either an intentional or a negligent act. In some
cases, liability may be imposed even though an individual is not directly at fault. One
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branch of this doctrine is strict liability and does not generally affect the security officer.
Strict liability applies to a provider of defective or hazardous products or services that
unduly threaten a consumer’s personal safety. Vicarious liability, however, is of concern to
enterprises that contract or employ security services. Vicarious liability is an indirect legal
responsibility; for example, the liability of an employer for the actions of an employee.

5.2 Negligence

The Restatement of Torts?? states that “[it] is negligence to use an instrumentality, whether
a human being or a thing, which the actor knows, or should know, to be incompetent,
inappropriate or defective and that its use involves an unreasonable risk of harm to oth-
ers.” This statement has particular importance to security employers and supervisors in
hiring, supervising, and training employees.

In all cases of negligence, the plaintiff (the person who brings an action; the party
who complains or sues) must prove the case by a preponderance of the evidence (more
than 50 percent or “more likely than not”) in all of the following areas:

1. An act or failure to act (an omission) by the defendant

2. A legal duty owed to the plaintiff by the defendant, the person defending or
denying, and/or the party against whom relief or recovery is sought

3. A breach of duty by the defendant
4. A foreseeable injury to the plaintiff
5. Actual harm or injury to the plaintiff

A relatively new concept in the area of negligence is comparative fault. This concept
accepts the fact that the plaintiff may have contributed to his or her own injury, such as
being in a restricted area or creating a disturbance or some hazard. In the past, the theory
of contributory negligence prevented the plaintiff from collecting for injuries and so forth
if he or she contributed somehow to his or her own injury. In comparative negligence, the
relative negligence of the parties involved is compared, and the plaintiff who may have
contributed to the injury may get some award for part of the injury for which he or she is
not responsible.

There are three types of comparative negligence statute: (1) pure approach, (2) the
50/50 rule, and (3) the 51 percent rule. In the pure approach, the plaintiff may collect
something for injuries even if he or she was primarily responsible for the injuries. In the-
ory, the jury could award the plaintiff 1 percent of the damages if he or she is found to
have contributed 99 percent to the injury. Under the 50/50 rule, the plaintiff can collect
for damages if he or she was responsible for no more than 50 percent of the negligence.
In the 51 percent situation, the plaintiff’s acts must not have contributed more than 49
percent of the situation in order to collect damages. Regardless of the rule followed, the
degree to which the plaintiff is responsible for the end result is considered before judg-
ments are pronounced. One example of the 50/50 rule is the following Illinois statute:

In all actions on account of bodily injury or death or physical damage to
property, based on negligence ... the plaintiff shall be barred from recovering
damages if the trier of fact find that the contributory fault on the part of the
plaintiff is more than 50% of the proximate cause of the injury or damage for
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which recovery is sought. The plaintiff shall not be barred from recovering
damages if the trier of fact finds that the contributory fault on the part of the
plaintiff is not more than 50% of the proximate cause of the injury or dam-
age for which recovery is sought, but any damages allowed shall be dimin-
ished in the proportion to the amount of fault attributable to the plaintiff.?>

The number of cases involving negligence in terms of firms providing adequate secur-
ity has been increasing. Recent cases have resulted in awards of more than $1 million to
plaintiffs in individual cases. More will be said about this issue later in the chapter.

5.3 Intentional Torts

An intentional tort occurs when the person who committed the act was able to foresee
that the action would result in certain damages. The actor intended the consequences
of the actions or at least intended to commit the action that resulted in damages to the
plaintiff. In general, the law punishes such acts by compensatory judgments that exceed
those awarded in common negligence cases. The most common intentional torts are
described in this section.

5.3.1 Assault

Assault is intentionally causing fear of imminent harmful or offensive touching but with-
out touching or physical contact. In most cases, courts have ruled that words alone are
not sufficient to place a person in fear of harm.

5.3.2 Battery

Battery is intentionally harmful or otherwise offensive touching of another person. The
touching does not have to be direct physical contact but may instead be through an
instrument such as a cane or rock.

In addition, the courts have found battery to exist if “something” closely con-
nected to the body but not actually a part of the body is struck.** In Fisher v. Carrousel
Motor Hotel, Inc., the plaintiff, Fisher, was attending a conference that included a buffet
luncheon. While Fisher was in line, one of the defendant’s employees snatched the plate
from his hand and shouted that no Negro could be served in the club. The Texas court
of appeals held that a battery can occur even though the subject is not struck. It ruled
that, so long as there is contact with clothing or an object identified with the body, a
battery can occur. From a security point of view, the contact must be nonconsensual and
not privileged. Privileged contact is generally granted to merchants who need to recover
merchandise; privilege is generally a defense against charges of battery if the merchant’s
actions were reasonable. If the touching were unreasonable, however, the plaintiff would
have a case for battery. The same argument holds for searches: If a search is performed
after consent has been given, no battery has occurred. If consent is not given, however,
the search is illegal, and a battery has probably occurred.

5.3.3 False Imprisonment or False Arrest

False imprisonment or false arrest is intentionally confining or restricting the movement
or freedom of another. The confinement may be the result of physical restraint or intimi-
dation. False imprisonment implies that the confinement is for personal advantage rather
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than to bring the plaintiff to court. This is one of the torts most frequently filed against
security personnel.

5.3.4 Defamation

Defamation involves injuring the reputation of another by publicly making untrue state-
ments. Slander is oral defamation; libel is defamation through the written word. The clas-
sic case of a security officer yelling “Stop, thief!” in a crowded store has all the necessary
elements for slander if the accused is not a thief. Although it is generally true that truth
is an absolute defense in defamation issues, the courts may also look at the defendant’s
motivation. True statements published with malicious intent can be prosecuted in some
jurisdictions. In this age of high technology, the courts have now included in the libel
category statements made on television or other broadcasts. It is apparent that the courts
view these types of statements as being more permanent and as reaching broad audiences.

5.3.5 Malicious Prosecution

Malicious prosecution is groundlessly instituting criminal proceedings against another
person. Malice is an essential element. To prove malice, the plaintiff must show that the
primary motive in bringing about criminal proceedings was not to bring the defendant
to justice. Classic cases include proceedings brought about to extort money or to force
performance on contracts. Although there is no liability for reporting facts to the police
or other components of the criminal justice system, if the prosecution resulted from biased
statements of fact, incomplete reports, or the defendant’s persuasion (political, sexual, reli-
gious, and so on), liability for malicious prosecution might be proved.

5.3.6 Invasion of Privacy

Intruding on another person’s physical solitude, disclosing private information about
another person, or publicly placing someone in a false light can be considered invasion
of privacy. Four distinct actions fall into this category: (1) misappropriation of the plain-
tiff’s name or picture for commercial advantage, (2) placing the plaintiff in a false light,
(3) public disclosure of private facts, and (4) intrusion into the seclusion of another. For
security purposes, invasion of privacy generally occurs during a search or during observa-
tion of an individual. If signs outside clothing store fitting rooms advise customers that
they may be observed, some legal observers believe that shoppers should not expect pri-
vacy and thus cannot legitimately complain of invasion of privacy. Concern over liability
for invasion of privacy is increasing; this liability may be the result of reference checks,
background investigations, or the use of truth detection devices.

5.3.7 Trespass and Conversion

Trespass is the unauthorized physical invasion of property or remaining on property after
permission has been rescinded. Conversion means taking personal property in such a way
that the plaintiff’s use or right of possession of chattel is restricted. In simpler terms, con-
version is depriving someone of the use of his or her personal property.

5.3.8 Intentional Infliction of Mental Distress

This is intentionally causing extreme mental or emotional distress to another person.
The distress may be either mental or physical and may result from highly aggravating
words or conduct.
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5.4 Security and Liability

In the past few years, the number of suits filed against security officers and companies
has increased dramatically. Predictions for the next 10 years indicate no further increase
but that the number of suits will continue at the present levels. One possible reason
for the leveling off of suits is that security managers have a better understanding of the
problems associated with liability situations today. The earlier increase may be partly
attributed to the growth of the security industry and to the public’s demand for account-
ability and professionalism in the security area. Most cases filed against private secu-
rity officers and operations belong in the tort category, as was mentioned earlier in this
chapter. The individual who commits a tort is called a tortfeasor, whereas the injured
party is called the plaintiff. The plaintiff may be a person, a corporation, or an associ-
ation. Torts are classified as intentional, negligent, or strict liability. An intentional tort
is a wrong perpetrated by someone who intends to cause harm to another. In contrast, a
negligent tort is a wrong perpetrated by someone who fails to exercise sufficient care in
doing what is otherwise permissible. Strict liability imposes responsibility on a defend-
ant for inherently dangerous products and acts, regardless of intent.

In most cases of negligence, the jury considers awarding damages to compensate
the plaintiff. The awards generally take into account the physical, mental, and emotional
suffering of the plaintiff, and future medical payments may be allowed for.

Punitive damages are also possible but are more likely to be awarded in cases of
intentional liability. Punitive damages are designed to punish the tortfeasor and to deter
future inappropriate behavior. Punitive damages are also possible in negligence cases in
which the actions of the tortfeasor were in total disregard for the safety of others.

5.5 Duty to Protect from Third-Party Crime

The area of civil liability is of great importance to the security industry because the
courts have been more willing to hold the industry legally responsible for protection
in this area than in others. This trend is particularly noticeable in the hotel and motel
industry, where owners are liable for failure to adequately protect guests from foresee-
able criminal activity. In some circumstances, a hotel or motel owner might be held
accountable for failure to provide adequate protection from criminal actions. In Klein
v. 1500 Massachusetts Avenue Apartment Corporation,” a tenant who was criminally
assaulted sued the corporation. The decision centered on the issue that the landlord had
prior notice of criminal activity (including burglary and assault) against his tenants and
property. In addition, the landlord was aware of conditions that made it likely that crim-
inal activities would continue. The court ruled that the landlord had failed in an obliga-
tion to provide adequate security and was thus liable.

A similar case was made against Howard Johnson’s by the actress Connie Francis,
who was raped in a Howard Johnson’s hotel room in 1974.2¢ Francis alleged that the
hotel had failed to provide adequate locks on the doors. The jury awarded Francis more
than $1 million in damages.

Recent decisions (Philip Aaron Banks, et al. v. Hyatt Corporation and Refco Poydras
Hotel Joint Venture and Allen B. Morrison, et al. v. MGM Grand Hotel, et al.) have fol-
lowed earlier landmark cases.?” In the Banks case, a federal court held the hotel liable for
foreseeable events that led to the murder of Banks by a third party. Banks was shot only
four feet from the hotel door. The suit alleged that the hotel failed to provide adequate
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security and to warn Banks of the danger of criminal activity near the hotel entrance. The
jury awarded the plaintiffs $975,000, even though evidence was introduced that showed
that the hotel had made reasonable efforts to provide additional protection in the area.
The court stated that “the owner or operator of a business owes a duty to invitees to
exercise reasonable care to protect them from injury,” noting that “the duty of a business
to protect invitees can extend to adjacent property, particularly entrances to the business
premises, if the business is aware of a dangerous condition on the adjacent property and
fails to warn its invitees or to take some other reasonable preventive action.”

In the Morrison case, a robber followed Morrison from the hotel desk into the ele-
vator after Morrison had cashed in his gambling chips and had withdrawn his jewelry
and cash from the hotel’s safe. The robber took Morrison’s property at gunpoint and then
knocked him unconscious. Morrison brought suit against the hotel for failing to provide
adequate security, noting that a similar robbery had recently occurred. The federal appel-
late court supported Morrison’s contention, saying, “a landowner must exercise ordinary
care and prudence to render the premises reasonably safe for the visit of a person invited
on his premises for business purposes.” In McCarthy v. Pheasant Run, Inc.,*® however,
another federal court recognized that invitees who fail to take basic security precautions
may not have cause for action against a hotel. The difference in the rulings in McCarthy
and Morrison points out the need for security managers to be aware of decisions within
their own states and federal jurisdictions.

The foreseeability issue has been applied to other areas of business in recent years.
In Sharpe v. Peter Pan Bus Lines,”® a Massachusetts court awarded $550,000 for a
wrongful death attributed to negligent security in a bus terminal. The same basic con-
cept of foreseeability was applied in Nelson v. Church’s Fried Chicken.>® In fact, the
concept of foreseeability has been expanded beyond the narrow opinion that foresee-
ability is implied in failure to provide security for specific criminal behavior. This con-
cept implies that, since certain attacks have occurred in or near a company, the company
should reasonably be expected to foresee potential security problems and provide ade-
quate security. In a recent Iowa Supreme Court decision, the court abolished the need
for prior violent acts to establish foreseeability. In Galloway v. Bankers Trust Company
and Trustee Midlands Mall,’' the court ruled foreseeability could be established by “all
facts and circumstances,” not just prior violent acts. Therefore, prior thefts may be suffi-
cient to establish foreseeability because these offenses could lead to violence. In another
case, Polly Suzanne Paterson v. Kent C. Deeb, Transamerica Insurance Co., W. Fenton
Langston, and Hartford Accident & Indemnity Co.,>* a Florida court held that the
plaintiff may recover damages for a sexual assault without proof of prior similar incidents
on the premises.

5.6 Nondelegable Duty

Another legal trend is to prevent corporations from divesting themselves of liability by
assigning protection services to an independent contractor. Under the principle of agency
law, such an assignment transfers the liability for the service from the corporation to the
independent contractor. The courts, however, have held that some obligations cannot be
entirely transferred. This principle is called nondelegable duty. Based on this principle,
contractual provisions that shift liability to the subcontractors have not been recognized
by the courts. These contractual provisions are commonly called hold harmless clauses.
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Take, for example, Dupree v. Piggly Wiggly Shop Rite Foods, Inc. The court
decided that:

Public policy requires [that] one may not employ or contract with a special
agency or detective firm to ferret out the irregularities of his customers or employ-
ees and then escape liability for the malicious prosecution or false arrest on the
ground that the agency and/or its employees are independent contractors.’

5.7 Imputed Negligence

Imputed negligence simply means that “by reason of some relation existing between
A and B, the negligence of A is to be charged against B, although B has played no part in
it, has done nothing whatever to aid or encourage it, or indeed has done all that he pos-
sibly can to prevent it. This is commonly called ‘imputed contributory negligence.’ ”3*

5.8 Vicarious Liability

One form of imputed negligence is vicarious liability. The concept of vicarious liabil-
ity arises from agency law in which one party has the power to control the actions of
another party involved in the contract or relationship. The principal is thus responsible
for the actions of a servant or agent. In legal terms, this responsibility is called respond-
eat superior. In short, employers are liable for the actions of their employees while they
are employed on the firm’s business. Employers are liable for the actions of their agents,
even if the employers do nothing to cause the actions directly. The master is held liable
for any intentional tort committed by the servant when the servant’s purpose, however
misguided, is wholly or partially to further the master’s business.

Employers may even be liable for some of the actions of their employees when the
employees are neither at work nor engaged in company business. For example, consider
the position of an employer who issues a firearm to an employee. The employee, at home
and therefore off duty, plays with the firearm, which discharges and injures a neighbor.
The neighbor may sue the employer for negligently entrusting a dangerous instrument to
an employee or for the negligence in selecting a careless employee.

The principle of respondeat superior (“let the master respond”) is well established
in common law. It is not in itself the subject of any substantial dispute, and at those
times when it becomes an issue in a dispute, the area of contention is factual rather
than the doctrine itself. As was noted earlier, in the doctrine of respondeat superior, “[a]
servant is a person employed by a master to perform service in his affairs, whose phys-
ical conduct in the performance of the service is controlled or is subject to the right of
control by the master. The Minnesota court in Graalum v. Radisson Ramp has stated
that the right of control and not necessarily the exercise of that right is the test of the
relationship of master and servant. Basically, the issue revolves around the distinction
between a person who is subject to orders as to how he does his work and one who
agrees only to do the work in his own way.”3’ There is no question that an employer
(master) is liable for injuries caused by employees (servants) who are acting within the
scope of their employment. This is not to say that the employees are relieved of all liabil-
ity. They are in fact the principal in any action, but since the employee rarely has the
financial resources to satisfy a third-party suit, an injured person will look beyond the
employee to the employer for compensation for damages.
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Clearly the relationship between master and servant under respondeat superior needs
definition. Under the terms of the Graalum v. Radisson Ramp ruling, in-house security
officers are servants, whereas contract security personnel may not be. In the latter case,
as discussed previously, contract personnel are employees of the supplying agency, and in
most cases, the hiring company will not be held liable for their acts. The relationship is a
complex one, however.

If security officers are acting within the scope of their employment and commit a
wrongful act, the employer is liable for the actions. The matter then turns on the scope
of the officer’s employment and the employer/employee relationship. One court described
the scope of employment as depending on:

1. The act as being of the kind the employee is employed to perform

2. The act occurring substantially within the authorized time and space limits of the
employment

3. The employee being motivated, at least in part, by a purpose to serve the
36

master

This is further refined in Hayes v. Sears, Roebuck Co., in which the court found
that if the employee is in pursuit of some purpose of his own, the defendant is not bound
by his conduct, but if, while acting within the general scope of his employment, he sim-
ply disregards his master’s orders or exceeds his powers, the master will be responsible
for his conduct.?”

Liability then is a function of the control exercised or permitted in the relationship
between the security officer and the hiring company. If the hiring company maintains a
totally hands-off posture with respect to personnel supplied by the agency, it may well
avoid liability for wrongful acts performed by such personnel. On the other hand, there
is some precedent for considering the hiring company as sharing some liability simply
by virtue of its underlying rights of control over its own premises, no matter how it
wishes to exercise that control. Many hiring companies are, however, motivated to con-
tractually reject any control of security personnel on their premises in order to avoid
liability. This, as was pointed out in The Private Police, works to discourage hiring com-
panies from regulating the activity of security employees and the company that exercises
controls (e.g., carefully examines the credentials of the guard, carefully determines the
procedures the guard will follow, and pays close attention to all his activities) and may
still be substantially increasing its risk of liability to any third persons who are, in fact,
injured by an act of the guard.®

It is further suggested in this excellent study that there may be an expansion of cer-
tain nondelegable duty rules into consideration of the responsibilities for the actions of
security personnel. As was discussed previously, the concept of the nondelegable duty
provides that certain duties and responsibilities are imposed on an individual and for
which that individual remains responsible even though an independent contractor is hired
to implement them. Such duties currently encompass keeping the workplace safe and
the premises reasonably safe for business visitors. It is also possible that the courts may
find negligence in cases where the hiring companies, in an effort to avoid liability, have
neglected to exercise any control over the selection and training of personnel, and they
may further find that such negligence on the part of the hiring company has led to injury
of third-party victims.
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Vicarious liability requires a direct employer/employee relationship; it does not
apply to cases in which an independent contractor is working for a firm. This is because
the employer has no way of controlling the way an independent contractor performs the
work. There are many exceptions to this rule, however. For example, the employer may
be liable for the negligent selection of the contractor, or the employer may have exer-
cised some day-to-day control over the employee.

5.9 Criminal Liability

Criminal liability is most frequently used against private security personnel in cases of
assault, battery, manslaughter, and murder. Other common charges include burglary,
trespass, criminal defamation, false arrest, unlawful use of weapons, disorderly conduct,
extortion, eavesdropping, theft, perjury, and kidnapping. Security officers charged with
criminal liability have several options in defending their actions. First, they might try to
show that they were entitled to use force in self-defense or that they made a reasonable
mistake, which would negate criminal intent. Other defenses include entrapment, intoxi-
cation, insanity, consent (the parties involved concurred with the actions), and compul-
sion (the officer was forced or compelled to commit the act). As has been already noted
in previous discussions, a corporation or an association as well as an individual officer
could be charged with criminal liability.

The reporting of crime is an area in which security officers are liable for criminal
prosecution. In general, private citizens are no longer obliged to report crime or to pre-
vent it. But some jurisdictions still recognize the concept of misprision of felony—that
is, concealing knowledge of a felony. Such legislation makes it a crime to not report a
felony. To be guilty of misprision of felony, the prosecution must prove beyond a rea-
sonable doubt that (1) the principal committed and completed the alleged felony, (2) the
defendant had full knowledge of that fact, (3) the defendant failed to notify the author-
ities, and (4) the defendant took affirmative steps to conceal the crime of the principal.

Security officers may also be liable for failure to perform jobs they have been con-
tracted or employed to perform. If guards fail to act in a situation in which they have
the ability and obligation to act, the courts suggest that they could be criminally liable
for failure to perform their duties, assuming a criminal act is committed. At a minimum
the guard is subject to tort liability.

Another issue in security work involves undercover operations. Many times security
operatives are accused of soliciting an illegal act. Where security officers clearly intended
for crimes to be committed, they may be charged with solicitation of an illegal act or con-
spiracy in an illegal act. This is in contrast to the public sector, where most police officers
are protected by statute from crimes they commit in the performance of their duty. Thus
only the private citizen may be charged with such an offense, and the only issue that can
be contested is the defendant’s intent.

Entrapment, which is solicitation by police officers, is another charge that may be
leveled against security officers. While entrapment does not generally apply to private
citizens (the case of State v. Farns® is frequently cited to prove that entrapment does not
apply to private citizens), several states have passed legislation that extends entrapment
statutes to cover private persons as well as police officers. Until the issue is resolved
in the courts in the next few years, security officers involved in undercover operations
should be careful to avoid actions that might lead to entrapment charges.
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6 Recent Trends in Liability

As is evident from the listing of cases used to discuss security issues, case law continues
to evolve. Although the basics attested to in the preceding discussions remain relatively
constant, it is security managers’ duty to follow current case-law thinking.

Recent cases in the area of vicarious liability include Durand v. Moore (Texas Court
of Appeals, 1997), Kirkman v. Astoria General Hospital (New York Court of Appeals,
1994), and Iglesia Cristiana LaCasa Del Senor Inc. v. L. M. (Florida Court of Appeals,
2001). Cases out of California in 2000-01 focused on the issue of whether the acts were
committed in furtherance of the employer’s business or on the employee’s subjective motiv-
ations (University Mechanical v. Pinkerton’s [Superior Court of San Diego, 2001] and
Maria D. v. Westec Residential Security Inc. [California Court of Appeals, 2000]).

A recent study of premises liability cases over the past 10 years was conducted
by Liability Consultants, Inc., and reported in the October 2002 issue of Security
Management. Figure 7.2 shows the average settlements for the cases examined between
1992 and 2001 by type of crime. The highest number of premises liability cases was
filed in New York, followed by Texas and Georgia. Most cases were filed against con-
dominiums, retail stores, and bars, with the largest number dealing with parking lot
facilities. Still, it appears that business owners have learned from past cases, because the
chances of prevailing in a liability suit of this type are just barely in favor of the defend-
ant. Cases of interest include Doe v. Kmart Corp. (Circuit Court of Charleston County,
South Carolina, 1997) and Smith v. Sparks Regional Medication Center (Arkansas Court
of Appeals, 1998). In Shadday v. Ommni Hotels Management Corporation (U.S. Court of
Appeals Seventh Circuit, No. 06-2022, 2007), the court held that the Omni Hotel was
not liable for the rape of a hotel guest by another guest. The court stated that the hotel
could “hardly be required to have security guards watching every inch of the lobby every
second of the day and night.”

Average Settlements and Verdicts
Most Common Crimes Leading to Suit, 1992-2001
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FIGURE 7.2 Settlement and verdict data. (Developed by Liability Consultants, Inc.)
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7 Recent Trends in Privacy

With the growing use of software programs that monitor use and content of employees
using company computers, there are those who have cited invasion of privacy as a legal
concern. Most courts are following early precedents supporting employers and their right
to monitor use. Decisions clearly conclude that the employer owns the software and hard-
ware and thus has the right to monitor its use. In particular, the courts have ruled that
some company information such as medical records, legal files, and financial statements
must be protected from unauthorized viewing and possible manipulation. To ensure the
security of these records, monitoring their use is essential. The courts have also determined
that computer use logs are in fact legal records and may be admitted into court proceed-
ings to substantiate company actions. The courts are clearly saying to employees that if
you have something private to do, do it on your own time and with your own computer.*’

8 New Laws

Many new laws impacting security and loss prevention are passed each year (some of which
have been mentioned in earlier chapters), but two laws relating to privacy issues are worthy
of note. The first, the Health Insurance Portability and Accountability Act (HIPAA), was
passed in 1996. The Act is designed to ensure the security and privacy of medical records.
The act provides for not only civil but also criminal penalties for breach of its provisions.
The second law is the U.S. Financial Services Modernization Act of 1999. The Act estab-
lishes a duty for all financial services to protect the privacy of their customers.

These early efforts were the beginning of concern for ensuring personal privacy of
records maintained by legitimate business but often compromised by criminals. More is
said about this issue under the topic of identity theft in Chapter 18.

9 The Courts

The process of adjudication varies between civil and criminal courts. The differences
occur in that the civil courts have no accused; rather, there are plaintiffs and defendants
who believe that there is a cause for action rather than a violation of the law. The courts
operate on many of the same rules, but the verdict in a civil case is by the preponderance
of the evidence rather than by proof beyond a reasonable doubt.

9.1 The Procedure

In the event of an arrest, the accused must, by law, be taken without unnecessary delay
before the nearest judge or magistrate. The court may proceed with the trial in the case
of a misdemeanor charge unless the accused demands a jury trial or requests a continu-
ance and such is ordered by the court.

If the charge is a felony, the judge or magistrate conducts a preliminary hearing,
an informal process designed to determine whether reasonable grounds exist for believ-
ing that the accused committed the offense as charged. If such grounds do not appear,
the accused will be discharged. If the judge finds that there are reasonable grounds for
believing that the accused may have committed the offense as charged, the judge will
“bind the accused over” for the action of the grand jury. The accused will be held in jail
in the interim unless bond is paid, if the offense is bailable.
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A grand jury is required by many states to consider the evidence in any felonious
matter. Grand juries, usually consisting of 23 citizens, of whom 16 constitute a quorum,
do not conduct a trial. They hear only the state’s evidence. The accused may not be
accompanied by an attorney into the hearing room and may not, in most cases, offer
evidence in his or her own behalf. Misdemeanors are not handled by grand jury action
but are usually prosecuted on an information, a document filed by the prosecuting attor-
ney on receipt of a sworn complaint of the victim or a witness or other person who is
personally informed about the circumstances of the alleged incident.

For a felony charge, the jury proceedings must result in a vote of at least 12 mem-
bers for the accused to be indicted, and an indictment must be obtained in those juris-
dictions that require it, even if it is determined that there are reasonable grounds for
prosecution at the preliminary hearing. This procedure was instituted as a constitutional
guarantee in federal cases as a safeguard against arbitrary prosecutorial action. Those
states that have the same requirement are also motivated to provide protection at the
state and municipal level.

If an indictment (also known as a true bill) is voted, the next step is the appear-
ance of the accused before a judge who is empowered to try felony cases. At this time,
the accused is confronted with the charges and is asked to plead. If the plea is guilty, the
accused may be sentenced without further court action; if the plea is not guilty, the trial
is set for some future date.*!

10 Development of Case Law

Much of U.S. law, or more accurately its interpretation and hence its application,
comes from the continuing judgments of the courts in cases all over the country. Most
of the hundreds of cases heard daily are routine and, however significant they are to
the participants, represent no particularly startling legal principle nor any significant
upheaval in the day-to-day conduct of either the courts or the average person. Patterns
in jurisprudence emerge, however, and landmark cases that had routine beginnings do
appear.

It is essential for a lawyer to keep up with this flood of information, because legal
practice is constantly reshaped by events in courtrooms around the country. Even the
casual student with only a sporadic interest in the dynamics of the legal world should
have some way of researching the latest events in areas of immediate concern.

10.1 Legal Research

Many sources of information are available to the researcher: legal encyclopedias, dic-
tionaries, legal periodicals, and code books setting forth the statutes. The encyclopedias
focus on legal principles and theories along with cases in which such principles predom-
inate. There are also digests that index cases. This section following presents informa-
tion on these sources, but the Internet and access to various legal research sites has made
the area of legal research much easier for most casual learners.

10.2 Reporters

Perhaps the most useful sources are the bound volumes of reported cases, called report-
ers, that list the decisions of the appellate court. These decisions establish the precedents
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that are the cornerstone of the judicial system. Despite the large amount of available
information, legal research is only as effective as the resources in the library or those
obtainable through interlibrary loan. Legal research generally involves locating (1) the
applicable statute, (2) the applicable case law, and (3) related articles in professional jour-
nals. Once the issue has been narrowed, the search for statutory law begins. Annotated
criminal codes contain not only the statute but also brief notes and citations on court
decisions that will be valuable in interpreting legal decisions. Federal statutes related to
criminal law are found in the United States Code Annotated (USCA), Title 18, Crimes
and Criminal Procedures.*

With the advent of the computer age, much of this legal research is simplified through
the use of various computer sources. For example, Westlaw is a common computer-based
subscription service available for a fee. Other information is available through the World
Wide Web.

10.3 Case Reports

In legal writing, cases are frequently cited to show how a court applied a legal principle.
Each such citation is followed by certain figures and abbreviations that are simply a con-
venient way to indicate the location of a description of a case’s elements in a reporter.
Cases are arranged with volumes for cases in each state. In addition to state reporters,
a private publisher (West Publishing of St. Paul, Minnesota) has established what is
termed the “national reporter system,” in which blocks of states by geographical area are
combined in various volumes. For example, appellate decisions from courts in Illinois,
Massachusetts, Indiana, Ohio, and New York are contained in the Northeastern Reporter
(NL.E.) United States Reports. These are the official case reports of the U.S. Supreme Court
and contain full transcripts of the majority opinions as well as other concurring or dis-
senting opinions in the Court’s cases. The specifics of cases are summarized, and lists of
the principals involved are given.

For a certain 1966 wiretapping case in Illinois, the citation is “People v. Kurth, 34
IL. 2d 387,216 NE 2d 154 [1966].” Translated, this means that the decision of the appel-
late court in the case of People v. (versus, or against) Kurth can be found in the Illinois
Reporter, second series, volume 34, on page 387; this same decision can be found in vol-
ume 216 of the Northeastern Reporter, second series, on page 154.

The reported decision indicates the contending parties, a synopsis of the case up
to the time it appeared before the reviewing court, the decision of the court, the relevant
points of law considered and decided by the court (in the opinion of the legal experts
employed by the publisher), the majority opinion, and the minority opinion if there is
one included. Other information includes dates, names of justices and contending attor-
neys, and even citations of the case if it has passed through prior appeals before the
current one. For this wealth of information, the reporters are invaluable aids to any
research of points of law and of the cases in which they are found.

10.4 Digests and Summaries

Another useful set of sources in researching legal issues are the digests and summaries.
One of the most helpful is Shepard’s Acts and Cases by Popular Names,* a digest that
gives the references and citations necessary to find the legislation or court decisions.



Summary 143

Another source is Corpus Juris Secundum,** an encyclopedic compilation of criminal
and civil law based on reported cases. The Criminal Law Digest® is a one-volume digest
of leading court decisions. Each annual volume is cumulative from 1965, when the digest
was first published. The Digest indexes the Criminal Law Bulletin (CLB),*® which gives
specific information on cases. Still another source is the Criminal Law Reporter,*” which
has an alphabetical index of cases by subject matter and a straight alphabetical listing.

Once a case has been found, it is easy to find other related cases using Shepard’s
Citations.*® This publication allows researchers to gather all the case citations that relate
to issues in the known case. The legal road is filled with bumps and potholes. There is
no easy way to deal with it. Alert security managers will keep abreast of the climate in
their jurisdictions and of the latest developments. Rewards will come to the knowledge-
able professional who has an acquaintance with the law and its changes. For the unwary
or uncaring, the road can be troublesome indeed.

Liability costs, though remaining relatively high, will continue the downward trend
that began in 1986. As was noted earlier, the downward trend may be attributable to
better prepared security officers and managers, particularly to security managers, who
are learning the value of risk management and making good use of proper training.

10.5 Computer-Based Legal Sources

The previously cited hardcopy sources have provided many legal scholars with invalu-
able assistance. Today’s casual student will find that much of the information contained
in these sources has been made accessible through various computer-based sites. The
two most well-known and popular sites are Lexis-Nexis (www.lexis-nexis.com) and
West Group (www.westpub.com). Another good site is Legal Resources (www.para-
legals.org/LegalResources). In today’s world of electronic communication, information
on state laws may also be found through a computer search.

Summary

Although the area of law may appear complicated to many, it is one of the most impor-
tant tools used by security personnel. A failure to understand offender rights, legal obli-
gations of security personnel, and other legal matters can result in serious litigation
involving employers as well as the employee.

The preceding materials present an overview of legal issues, but by no means
should they be considered an adequate substitute for courses on criminal law, criminal
procedure, contracts, and other related legal topics.

...
Critical Thinking

Why do the courts continue to make distinctions between public law enforcement
powers and private sector enforcement issues?
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Review Questions

1.

Why is a practical knowledge of the law important to the security officer and the
security manager?

2. What impact does tort law have on the private security industry?

What makes an arrest different from a detention?

What are the major legal differences between public police and private security
officers?

Why is the legal term respondeat superior important to the contract security
industry?

What is the difference between criminal law and civil law?

The private security industry may enforce criminal law, but it is restricted by civil
law. How is this possible?
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Risk Analysis, Security
Surveys, and Insurance

OBJECTIVES

The study of this chapter will enable you to:

1. Understand the use of risk management tools to determine the probability of an
event occurring and the potential cost to the company should that event occur.

2. Identify traditional alternatives for optimizing risk management strategies.

. Identify the role of insurance as a risk management strategy.

4. Know the basic types of insurance.

(O8]

1 Introduction

Once security goals and responsibilities have been defined, as discussed in Chapter 3, and
an organization has been created to carry them out, as discussed in Chapter 4, the ongoing
task of security management is to identify potential areas of loss and to develop and install
appropriate security countermeasures. This process is called risk analysis. Implicit in this
approach is the concept of security as a comprehensive, integrated function of the organi-
zation. One part of this comprehensive, integrated job is the security survey, which is used
to identify potential problem areas. More will be said about the survey later in this chapter.

A small business, particularly one with minimal loss potential or relative ease of
defense, might adequately be served (as many are) by a good lock on the door and an
alarm system or by a contract guard patrol.

This comprehensive view of the loss prevention function might be contrasted with
more limited security responses such as:

* One-dimensional security, which relies on a single deterrent, such as guards or
simple insurance coverage.

o Piecemeal security, in which ingredients are added to the loss prevention function
piece by piece as the need arises, without a comprehensive plan.

e Reactive security, which responds only to specific loss events.
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® Packaged security, which installs standard security systems (equipment, personnel,
or both), without relation to specific threats, either because “everybody’s doing it”
or on the theory that packaged systems will take care of any problems that might
arise. This is akin to prescribing a remedy without diagnosing the illness—like a
broad-spectrum antibiotic that will kill any bacteria a patient has.

An integrated or systems approach to security is not always the desired solution.
A small business, particularly one with minimal loss potential or relative ease of defense,
might adequately be served (as many are) by a good lock on the door and an alarm sys-
tem or by a contract guard patrol. Include some basic insurance and you might have a
reasonable security package. But as the areas of loss increase and become more complex
and as the ability to protect a growing company against those losses with one-dimen-
sional responses decreases, it becomes increasingly necessary to adopt a more compre-
hensive security program. If security is not to be one-dimensional, piecemeal, reactive,
or prepackaged, it must be based on analysis of the total risk potential. In other words,
to set up defenses against losses from crime, accidents, or natural disasters, there must
first be a means of identification and evaluation of the risks.

2 Risk Management

The first step in risk analysis involves recognizing the threats. It costs a company great
sums of money to erect buildings to protect assets, information, and personnel. But com-
pared to putting money into research and development, which is investing in the com-
pany’s future, putting money into preventing a loss is only spending money to prevent
something undesirable from happening. Although both investments involve risk, spending
money on a product is dynamic and speculative and thus is a more interesting risk to take.
Risks to real and intellectual property are generally overlooked or considered a necessary
evil. Even when the risk is recognized, managers prefer to operate under the calculated
risk theory. What is often overlooked in this process is the word risk. However, over the
past several decades, businesses have been forced to come to terms with the potential con-
sequences of taking security risks. The two alternative solutions, which should be comple-
mentary, are (1) investment in loss prevention techniques and (2) insurance.

Today the progressive manager recognizes that property risks are formidable and
that they must be managed. Risk management may thus be defined as making the most
efficient before-the-loss arrangement for an after-the-loss continuation of business. As
a consequence, good insurance programs and security or loss prevention programs
are in demand. The concept of risk management presents a sensible approach to this
complicated problem: It allows risks to be handled in a logical manner, using long-held
management principles. Insurance in and of itself is no longer able to meet the security
challenges major corporations face. To meet these challenges, insurance companies have
found loss prevention techniques and programs invaluable. A good risk management
program involves four basic steps:

1. Identify risks or specific vulnerabilities.
2. Analyze and study risks, including the likelihood and degree of danger of an event.
3. Optimize risk management alternatives:

a. Risk avoidance
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b. Risk reduction

¢. Risk spreading

d. Risk transfer

e. Self-assumption of risk

f. Any combination of the above

4. Study security programs (ongoing).

The approach must be total; there can be no shortcuts.

2.1 Asset Assessment

However, before considering threats, it is important to have a clear understanding of
what assets are being protected. Assets may be as simple as a person or as complicated
as billions of dollars’ worth of materials, including people, buildings, machines, paper-
work, and information stored in computer systems. More will be said about assets when
we discuss the issue of criticality later in this chapter.

2.2 Threat Assessment

The first step in risk analysis is identifying the threats and vulnerabilities. Many threats
to business are important to security, but some are more obvious than others. The key
is to consider the specific vulnerabilities in a given situation. Each individual firm has
problems and threats that are unique. For example, a retailing company may be less
concerned about fire hazards than is a manufacturing firm that operates a foundry. A
retailer will be concerned with shoplifting, whereas a horseshoe manufacturer might not
be concerned about this problem if the horseshoes are not sold directly to the public.
Employee theft, on the other hand, could be a big problem. Today it appears that drug
use and abuse and workplace violence, along with computer integrity issues, could be
security problems found to some extent in all organizations. More will be presented on
these and other topics in later chapters.

Specific threats are not always obvious. Although it seems to be common sense to
check doors, locks, and gates to control physical access, accessibility through walls made
of inferior materials or through a poorly constructed door or doorframe is a less obvious
consideration. Awareness of all the possibilities is the mark of a good security manager.
The best manager can think like a thief and thus is able to consider policies to reduce
the vulnerability of company property. Therefore, a manager must develop the ability
to analyze vulnerabilities. A thorough analysis is comprehensive and accurate and leads
to effective countermeasures. Once it has been completed, a vulnerability analysis—also
called a security survey or audit—should be repeated on a regular basis.

2.3 The Security Survey

In the process of risk analysis that proceeds from threat assessment (identifying risk) to
threat evaluation (determining the criticality and dollar cost of that risk) to the selection
of security countermeasures designed to contain or prevent that risk, one of manage-
ment’s most valuable tools is the security survey (see Appendix D for sample surveys).

A security survey is essentially an exhaustive physical examination of a premises and
a thorough inspection of all operational systems and procedures. Such an examination
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or survey has as its overall objective a facility analysis to determine the existing state of its
security, to locate weaknesses in its defenses, to determine the degree of protection required,
and ultimately to lead to recommendations for establishing a total security program.

Motivation to set the survey in motion should come from top management to
ensure that adequate funds for the undertaking are available and to guarantee the cooper-
ation of all personnel in the facility. Since a thorough survey will require an examination
of procedures and routines in regular operation and an inspection of the physical plant
and its environs, management’s interest in the project is of the highest priority.

Whoever undertakes the survey should have training in the field and should also
have achieved a high level of ability.

The survey may be conducted by staff security personnel or by qualified security spe-
cialists employed for this purpose. Some experts suggest that outside security people could
approach the job with more objectivity and would have less of a tendency to take certain
areas or practices for granted, thus providing a more complete appraisal of existing condi-
tions. Others suggest that outsiders do not have a clear picture of the organization’s inter-
nal workings. These opposite opinions may point to an operation that incorporates both
external oversight utilizing internal security staff.

Whoever undertakes the survey should have training in the field and should also
have achieved a high level of ability. It is also important that at least some members of the
survey team be totally familiar with the facility and its operation. Without such familiarity,
it would be difficult to formulate the survey plan, and the survey itself must be planned in
advance to make the best use of personnel and to study the operation in every phase.

Part of the plan may come from previous studies and recommendations. These
should be studied for any useful information they might offer. Another part of the sur-
vey plan will include a checklist made up by the survey team in preparation for the
actual inspection. This list will serve as a guide and reminder of areas that must be
examined, and once it has been drawn up, it should be followed systematically. In the
event that some area or procedure was omitted in the preparation of the original check-
list, it should be included in the inspection and its disposition noted in the evaluation
and recommendation.

Since no two facilities are alike—not even those in the same business—no check-
list exists that could universally apply for survey purposes. The following discussion is
intended only to indicate those areas where a risk could exist. This discussion should be
considered merely a guide to the kinds of questions or specific problems that might be

handled.

2.4 The Facility

When analyzing security risks, the security manager should look at a number of aspects
of the company, giving consideration as potential security problems to the following:

o The perimeter. Check fencing, gates, culverts, drains, lighting (including standby
lights and power), overhangs, and concealing areas. Can vehicles drive up to
the fence?

o The parking lot. Are employees’ automobiles adequately protected from theft or
vandalism? How? Is the lot sufficiently isolated from the plant or office to prevent
unsupervised back-and-forth traffic? Are there gates or turnstiles for the inspection
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of traffic, if that is necessary? Are these inspection points properly lighted? Can
packages be thrown over or pushed through the fence into or out of the parking lot?

All adjacent building windows and rooftops. Are spaces near these adjacencies
accessible to them? Are they properly secured? How?

All doors and windows less than 18 feet above ground level. How are these
openings secured?

The roof. What means are employed to prevent access to the roof?

The issuance of main entrance keys to all tenants in a building. How often are
entrance locks changed? What is the building procedure when keys are lost or not
returned? How many tenants are in the building? What businesses are they in?

Any shared occupancy, as in office buildings. Does the building have a properly
supervised sign-in log for off-hours? Do elevators switch to manual, and can floors
be locked against access outside of business hours? When are they so switched?

By whom can they then be operated? Who collects the trash, and how and when

is it removed from the building? Are lobbies and hallways adequately lighted?
What guard protection does the building have? How can guards be reached?

Are washrooms open to the public? Are equipment rooms locked? Is a master

key system in use? How are keys controlled and secured? Is there a receptionist

or guard in the lobby? Can the building be accessed by stair or elevator from
basement parking facilities?

All areas containing valuables. Do safes, vaults, or computer rooms containing
valuables have adequate alarms? What alarms are in place to protect against
burglary, fire, robbery, or surreptitious entry? Are computers protected from
hackers and unauthorized employee use?

The off-hours when the facility is not in operation and all nighttime hours. How
many guards are on duty at various times of day? Are guards alert and efficient?
How are guards equipped? How many patrols are there, and how often do they
make their rounds? What is their tour? What is the guard communication system?

Controlling and supervising entry into the facility. What method is used to identify
employees? How are applicants screened before they are employed? How are
visitors (including salespeople, vendors, and customers) controlled? How are
privately owned vehicles controlled? Who delivers the morning mail, and when?
How are empty mail sacks handled? Do you authorize salespeople or solicitors

for charity in the facility? How are they controlled? Are their credentials checked?
Who does the cleaning? Do they have keys? Who is responsible for these keys? Are
the cleaners bonded? Who does maintenance or service work? Are their toolboxes
inspected when they leave? Are their credentials checked? By whom? Are alarm
and other technical and telephone company people allowed unlimited access?

Is the call for their service verified? By whom? How is furniture or equipment
moved in or out? What security is provided when this takes place at night or on
weekends? Are messengers permitted to deliver directly to the addressee? How

are they controlled? Which areas have the heaviest traffic? Are visitors claiming
official status, such as building or fire inspectors, permitted free access? Are their
credentials checked? By whom?

Keys and key control (traditional or electronic). Are keys properly secured when
they are not in use? Are locks replaced or recorded when a key is lost? Are locks
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and locking devices adequate for their purpose? Are all keys accounted for and
logged? What system is used for the control of master and submaster keys?

Is there adequate security to prevent unauthorized access and use of computer
keying systems?

e Fire. Are there sufficient fireboxes throughout the facility? Are they properly
located? Is the type and number of fire extinguishers adequate? Are they frequently
inspected? How far is the nearest public fire department? Have they ever been
invited to inspect the facility? Does the building have automatic sprinklers and
automatic fire alarms? Are there adequate fire barriers in the building? Is there an
employee fire brigade? Are fire doors adequate? Are “no smoking” signs enforced?
Are flammable substances properly stored? Is there a program of fire prevention
education? Are fire drills conducted on a regular basis?

o Computer access. What is the potential for loss of equipment? Which services
will be denied if the computer is inoperable? What information is stored in the
computer that could cause the organization loss of profits if it were compromised?

* Video surveillance. Ts there a video surveillance system in place? Are cameras
properly located and protected? Who monitors the system or is it monitored?
What type of system has been designed for review and destruction of old
video footage or digital records? What controls assure that images cannot be
manipulated?

o Computer systems. Is the computer equipment properly protected from fire,
water damage, and physical attacks? Is there a backup system? Are computer
files properly backed up? Does the computer system have a backup power system
or protection for power surges? What types of access controls exist? How is the
system protected from unauthorized access? Are firewalls in place? How is the
system protected from hackers? Is there a system to protect the computer from
viruses?

For all its seeming length, this list contains only a sample of the kinds of questions
that must be asked when conducting a survey of any facility. The list is only a general
overview of some of the aspects to be covered.

2.5 General Departmental Evaluations

Each department in the organization should be evaluated separately in terms of its poten-
tial for loss. These departmental evaluations will eventually be consolidated into the mas-
ter survey for final recommendations and action. Basic questions might be as follows:

e [s the departmental function such that it is vulnerable to embezzlement?
® Does the department have cash funds or negotiable instruments on hand?
¢ Does the department house confidential records?

¢ What equipment, tools, supplies, or merchandise can be stolen from the
department?

® Does the department have heavy external and/or internal traffic?
® Does the department contain target items such as drugs, jewelry, or furs?

® What is the special fire hazard in the department or from adjacent areas?
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These are questions that can serve to guide the survey in focusing on particular
areas of risk in each department examined. Where particular risks predominate, special
attention must be paid to providing some counteraction to remove them.

It is well to remember, especially when it appears that questions concerning the
probity of company officers are posed, that the job of the security survey is not to make
judgments on whether a criminal act is likely to occur but rather on whether it could.

2.5.1 The Personnel Department
Particular security problems are associated with personnel departments. Such concerns
include:

¢ Can the department area be locked off from the rest of the floor and/or building
after hours?

¢ How are door and file keys secured?

e s the computer system accessible by individuals outside the personnel department?
Can computer files be accessed from remote locations?

o Are files kept locked during the day when they are not in use?

e What system is followed with regard to the payroll department when employees
are hired or terminated?

e What are the relationships between personnel and payroll staff?

e What are the employment procedures? How are applicants screened?

¢ How closely do personnel work with security on personnel employment procedures?
* Are new employees given a security briefing? By whom?

¢ Does the company have an incident-reporting system? Are employees aware of the
program? Does the company have a follow-up security awareness training program?

Security of personnel files is of extreme importance. Normally these files contain
information on every employee, past and present, from the president down. This infor-
mation is highly confidential and must be handled that way. There can be no exceptions
to this firm policy.

2.5.2  The Accounting Department

The accounting department has total supervision over a firm’s money and will generally
be the area most vulnerable to major loss due to crime. Certainly protective systems are
in operation in this area from a company’s founding, but these systems must be reevalu-
ated regularly in light of ongoing experience to find ways of improving both their effi-
ciency and security:

e Cashier
® Accounts receivable

¢ Accounts payable

Payroll

Company bank accounts

2.5.3 The Data Processing Department
Computer-related security problems are becoming more important as most companies
increase their use of electronic data processing. In fact, it is rare for even the smallest
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companies to have no major computer operations in today’s competitive environment.
The importance of this area is stressed in Chapter 18, “Information Security Issues.”
The security manager should consider the following questions:

¢ Are adequate auditing procedures in effect on all programs?

e How are printouts of confidential information handled?

e What is the off-site storage procedure? How are such files updated?

¢ What is the system governing program access?

¢ How is computer use logged? How is the accuracy of this record verified?

¢ Who has keys to the computer spaces? How often is the list of authorized key
holders evaluated?

e What controls are exercised over access? How often is the list of people authorized
to enter updated?

® What fire prevention and fire protection procedures are in effect? What fire
prevention and protection training is given employees? What is the number,
location, and condition of fire extinguishers and the basic extinguishing system?

e Is there off-site backup hardware? How is it secured?
¢ Are there audits of downloads to laptop computers?

e How is remote access tackled for local area networks (LANs), wireless LANs
(WLANSs), or wide area networks (WANSs)?

e What is done to determine access from outside sources through the Internet, if
appropriate?

2.5.4 The Purchasing Department
Purchasing is an area subject to many temptations. Vendors often freely offer graft in
the form of cash, expensive gifts, lavish entertainment, and luxurious vacations—all in
the name of seeking the goodwill of the purchasing agent. Generally speaking, this is
not a security matter unless the agent succumbs to the extent of paying for goods never
delivered or paying invoices twice. If all the attention from vendors causes a purchasing
agent to buy unwisely, that is a management concern in which security plays no role.
There are, however, some areas in the purchasing function in which security might
be involved:

¢ What are the procedures preventing double payment of invoices? Fraudulent
invoices? Invoices for goods never received? How often is this area audited?

e Are competitive bids invited for all purchases? Must the lowest bid be awarded the
contract?

¢ What forms are used for ordering? For authorizing payment? How are they
routed?

¢ Since purchasing is frequently responsible for the sale of scrap, waste paper, and
other recoverable items, who verifies the amount actually trucked away? Who
negotiates the sale of waste or scrap material? Are several prospective buyers
invited to bid? How is old equipment or furniture sold? What records are kept of
such sales? Is the system audited? What controls are placed on the authority of the
seller?
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2.5.5 The Shipping and Receiving Departments

Freight and merchandise handling areas are particularly troublesome because there is
a great potential for theft in these areas. Close attention must be paid to current oper-
ations, and efforts must continually be directed to their improvement:

® What inspections are made of employees entering or leaving such areas?

® How is traffic in and to such areas controlled? Are these areas separated from the
rest of the facility by a fence or barrier?

e Where is merchandise stored after receipt or before shipment? What is the security
of such areas? What is the nature of supervision in these areas?

e What is the system for accountability of shipments and receipts?
e [s the area guarded?

® What losses are being experienced in these areas? What is the profile of such loss
(type, average amount, time of day)?

® s merchandise left unattended in these areas?

e Are truck drivers provided with restroom facilities separate from those of dock
personnel? Are they isolated from them at all times to prevent collusion?

¢ How many people are authorized in security storage areas, and who are they?

2.6 Miscellaneous

Other general security concerns include:

e What records are kept of postage meter usage? What controls are established over
meter usage?

¢ How is the use of supplies and materials controlled?

e How are forms controlled?

2.7 Report of the Survey

After the survey has documented the full scope of its examination, a report should be
prepared indicating those areas that are weak in security and recommending measures
that might reasonably bring the facility’s security up to acceptable standards. On the
basis of the status in the survey and considering the recommendations made, a security
plan can now be drawn up.

In some cases, compromises have to be made. The siting of the facility or the area
involved, for example, may make an ideal security program with full coverage of all
contingencies too costly to be practical. In such cases, the plan must be restudied to find
the best approach for achieving acceptable security standards within these limitations.

It must be understood that security directors will rarely get all of what they want.
As in every department, they must work within the framework of the possible. Where
they are denied extra personnel, they must find hardware that will help replace people.
Where a request for more coverage by CCTV is turned down, they must develop inspec-
tion procedures or barriers that can serve a similar purpose. If at any time they feel that
security costs have been cut to a point where the stated objective cannot be achieved,
they are obliged to communicate that opinion to management, who will then determine
whether to diminish the original objective or to authorize more money. It is important,
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however, that security directors exhaust every alternative method of coverage before
going to management with an opinion that requires this kind of decision.

3 Operational Audits and Programmed Supervision

The Operational Audit (OA) should be distinguished from its simpler sister, the security
survey. A security survey begins by developing a checklist of items that the security team
feels are important. For example, are there adequate locks, alarms, and guard patrols?
Do security breaches (that is, doors and windows) have adequate protection, and are
they built of substantial materials? Although some security surveys involve a check of
procedures, many do not. For example, it would be wise to ensure that check-in proce-
dures at the warehouse are being followed.

The OA builds on the security survey. For many operations, a security survey may
be conducted once a year, or even less frequently. The OA, however, is conducted reg-
ularly and frequently. An operational audit (OA) considers all aspects of the security
operation on a continuing basis. The operational audit is a methodical examination, or
audit, of operations. The purpose of the examination is threefold: (1) to find deviations
from established security standards and practices, (2) to find loopholes in security con-
trols, and (3) to consider means of improving the efficiency or control of the operation
without reducing security.

Once the OA begins, it continues until someone in a position of authority decides
that it is no longer necessary. The audit, through the process of Programmed Supervision
(PS), requires that supervisors regularly report whether procedures are being followed
and if those procedures are adequate.

Because the audit is an ongoing process achieved through program supervision,
it is relatively inexpensive. An OA is based on the concept of programmed supervi-
sion, without which the audit would become nothing more than a simple security sur-
vey. Programmed supervision (PS) is a means of making sure that a supervisor or other
employees go through a prescribed series of inspections that will ascertain that functions
or procedures for which they are responsible are being properly executed. Supervisors
are thus conducting OAs by evaluating their areas of responsibility on an ongoing basis.

A truly successful OA requires the supervisor to make the necessary inspection
and to record specific recheckable findings, not just to record a simple checkmark as
“yes” or “no.” Some procedures might need to be amended as the work changes to meet
new demands. The OA also requires supervisors to regularly report physical conditions
(such as whether the doors are locked regularly as specified). A supervisor in a load-
ing dock area should be required to check all steps in the shipping and receiving area.
Where are truck drivers authorized to be during the loading or unloading of a truck?
What procedures are followed to determine that the load count is accurate? How are
broken parcels handled? The supervisor must answer each of these questions carefully
and fully. As noted, the supervisor cannot simply respond with a “yes” or “no.” The
aggregate of several area OAs results in a divisional OA, and divisional OAs considered
in aggregate are an entire company’s OA.

The security survey is better than nothing, but the OA goes beyond an occasional
survey. The security survey relies heavily on either the proprietary security force or on a
contractor. The OA uses the company’s management resources.



Operational Audits and Programmed Supervision 157

Using the information gained from vulnerability analysis, security surveys, and
OAs, the security manager can develop a comprehensive security plan.

3.1 Probability

Once vulnerabilities have been identified through the use of the security survey or OA,
it is essential to determine the probability of loss. For example, suppose that one vulner-
ability involves the theft of trade secrets. Within the area of trade secrets, subcategor-
ies of vulnerability are identified, including the loss of information from research and
development through employee turnover or negligence. Should security dollars be spent
to reduce the potential for such a loss? It is not possible to say until the probability
has been assessed. Will a loss certainly occur if nothing is changed, or is the occurrence
improbable? When security managers are confronted with a series of problems, they
must determine which problems need immediate attention. Probability is a mathemat-
ical statement concerning the possibility of an event occurring. Is it possible to reduce
security risks to a mathematical equation that can be used to determine probability?
Unfortunately such mathematical precision must wait until various subjective security
measures can be turned into numerical values. This has not yet occurred.

The best that can be done today is to make subjective decisions about probability.
Such decisions should be based on data such as the physical aspects of the vulnerabil-
ity being studied—for example, spatial relationships, location, and composition of the
structure. Procedural considerations must also be studied. What policies exist? The his-
tory associated with the industry is of great importance, particularly the vulnerability
being studied. Has the product been a target before? What is the current state of the art
of thieving? Later in this book various physical security devices will be discussed. Each
has its advantages, but the reality is that criminals, depending on their own education
and level of determination, may find methods of overcoming each security device. How
aware are potential thieves of the technology to defeat existing security devices?

3.2 Criticality

Probability cannot stand alone when the security manager analyzes which security problem
to address first. For example, a certainty that someone will steal money from the company
cafeteria might not warrant attention as immediate as the possibility that someone might
tamper with the software used to maintain company inventory, purchasing, and order
information, even when the probability of such tampering is only moderate. To help sepa-
rate the vulnerabilities into still finer categories, security managers use the principle of criti-
cality. The term has been defined as the impact of a loss as measured in dollars. As noted
earlier in this chapter, the security manager must know what assets are being protected,
including their relative value to the overall health of the organization. The concept has also
been expanded to include how important the area, practice, or whatever is to the existence
of the organization. The dollar loss is not simply the cost of the item lost but also includes:

¢ Replacement cost
e Temporary replacement
¢ Downtime

* Discounted cash
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¢ Insurance rate changes

® Loss of marketplace advantage

Criticality is an extremely important concept for security managers to understand.
In general, company executives who usually think in terms of cost/benefit analysis will
not be interested in spending money for security if the cost is greater than the potential
loss of money. Unfortunately, many security directors fail to explain that criticality is
far more than just the direct cost of the items lost. Replacement costs include the new
purchase price, the costs of delivery, installation costs, any additional materials needed
during the installation, and other indirect costs.

A second major cost may be temporary replacement. Consider an attack on an
electronic data processing (EDP) unit. If the main computer is damaged by sabotage or
fire, the company will most likely need to process its data by leasing EDP equipment or
through a time-sharing arrangement with a computer firm or another company. The cost
of these temporary measures should be taken into consideration.

A third possible cost is downtime, the cost associated with not being able to con-
tinue business while the computer is inoperable. One possible cost in this category,
depending on various company policies and union contracts, may be the wages for
employees who are idled.

A fourth cost factor, discounted cash, is money lost when invested funds must
be withdrawn from time certificates or other investments to pay for any of the afore-
mentioned costs. For example, consider the loss of income on a $100,000 certificate of
deposit, held at 12.9 percent interest, if the certificate is cashed early to pay delivery and
installation costs.

A fifth cost involves the possible increase in insurance premiums associated with
loss problems. Insurance rates will increase as losses go up.

Yet a sixth cost is the potential loss of marketplace advantage created by the loss
of product markets due to sabotage, work slowdowns, and so forth. If the product is
not available when consumers want to buy it, they will turn to alternatives. In some
cases, they will stay with the competitor’s product.

All six factors need to be added into the criticality cost. Many security managers
are surprised to find that the criticality cost can be double the apparent cost of an item.
Likewise, company managers often fail to consider these indirect costs.

3.3 The Probability/Criticality/Vulnerability Matrix

Criticality, much like probability, is a subjective measure, but it can be placed on a con-
tinuum. Consider the continuum for criticality and probability shown in Table 8.1.
Using the rankings generated for probability and criticality and devising a matrix sys-
tem for the various vulnerabilities, it is possible to quantify security risks somewhat and
to determine which vulnerabilities merit immediate attention. Although some areas of
importance may be obvious, some security executives will be surprised to find that other
areas are more critical than they first surmised.

For example, consider the cash theft vulnerability matrix shown in Table 8.2. Cash
theft has been chosen since it is simple to calculate criticality costs. By considering the
gross sales of the firm and its current assets, we can determine the impact of the loss of
cash from each of the areas listed. In addition, by considering the history of loss and the
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Table 8.1 The Probability/Criticality Matrix

Probability Criticality

1. Virtually certain A. Fatal

2. Highly probable B. Very serious

3. Moderately probable C. Moderately serious

4. Probable D. Serious

5. Improbable E. Relatively unimportant
6. Probability unknown F. Criticality unknown

Source: Richard J. Healy and Timothy J. Walsh, Industrial Security
Management (New York: American Management Association,
1971), p. 17.

number and quality of security devices present, it is possible to estimate the probability
of a cash theft.

Using the system presented in Table 8.1, alphabetical and numerical values can be
assigned to each vulnerability area. For example, the manager’s office might be categor-
ized as A4, which indicates that the loss of $200,000 in a company with total current
assets of $300,000 could be “fatal” and that the probability of the loss occurring is
“probable” based on the amount of money tempting the thief and the level of security
present (see Table 8.2). Each area may be classified in the same fashion. Then it is usu-
ally possible to rank the importance of addressing each area using criticality as the most
important variable—for example, A1, A5, B3, B4, C1, D4, E2 (see Table 8.3). The only
exception to this order of ranking occurs in the cases of F (criticality unknown) and 6
(probability unknown). If the security director cannot assign a probability or criticality
to a certain item, the criticality should be assumed to be fatal and the probability virtu-
ally certain. To consider them otherwise is suicidal!

If a choice has to be made, criticality should take precedence over probability.
The security director, however, should implement measures to reduce the threat to the
improbable level whenever the measures are cost-effective.

3.4 Alternatives for Optimizing Risk Management

Once the security probability and criticality analysis has been completed and the secur-
ity problems have been identified and ranked in importance, the security manager, in
cooperation with company executives, must decide how to proceed. As noted earlier,
there are several risk management alternatives: risk avoidance, risk reduction, risk
spreading, risk transfer, and self-assumption of risk.

Risk avoidance is removing the problem by eliminating the risk. This can be accom-
plished by transferring responsibility to another area. For example, the manufacturing of
a small micro chip by company M may be a security problem. To avoid the risk, com-
pany M decides to subcontract the manufacturing process to another firm that is better
suited to handling this type of product security. Thus the risk for company M is avoided.

Risk reduction involves decreasing the potential ill effects of safety and security
problems when it is impossible to avoid them. For example, as a result of a security



Table 8.2 Cash Theft Vulnerability Matrix

Building Amount of Accountability Area Has Area Positive Alarm Surveillance Cash in Bait History of
On-Hand Dollars Records Physical Locked Controlon Protection Devices Storage Money Cash Loss
Bounds Admittance Container Kept
Location NBH oT NBH OT NBH OT NBH OT NBH OT NBH OT NBH OT NBH OT NBH OT NBH OT
Manager’s office 200,000 40,000 Y Y Y Y N Y N Y Y Y N Y Y Y Y Y N N
Manager’s secretary 300 300 Y Y N N N Y Y N N N N N Y Y N N Y Y
Cafeteria 2,000 0 Y N Y Y N N N N N N N N N - N - Y N
Loading dock 1,500 500 VY Y Y Y N N N N N N N Y Y Y N N Y N
Visitor reception 100 100 N N N N N N N N N N N N N Y N Y N Y

Data for a company with gross sales per year of $310,000 and total current assets of $300,000. NBH=Normal business hours; OT=0ther times; Y=Yes; N=No.
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Table 8.3 Probability/Criticality Assessment and Ranking

Criticality Probability

NBH oT NBH oT
Manager’s office A B 2 4
Manager’s secretary D D 2 2
Cafeteria C - 1
Loading dock @ D 1 2
Visitor reception D D 2 1
Suggested Rank Order
Manager’s office NBH A2
Manager’s office OT B4
Cafeteria NBH C1
Loading dock NBH C1
Visitor reception OT D1
Visitor reception NBH D2
Loading dock OT D2
Manager’s secretary NBH D2
Manager’s secretary OT D2

survey and vulnerability analysis, the security manager has determined that company N
has a high risk of money loss in the central budget office because there are no positive
admittance controls and no alarms. Creating a policy for positive admittance and install-
ing proximity alarm devices can reduce the risk. The risk is never totally eliminated,
since the old adage “where there’s a will, there’s a way” applies to employees and out-
siders who want to steal money.

Risk spreading is decentralizing a procedure or operation so that a security or
safety problem at one location will not cause a complete loss. Suppose that company M
is producing a microchip at a high risk of loss. It can spread its production risk by sub-
contracting some of the components to other companies or by producing the compon-
ents at other sites owned by company M.

Risk transfer generally means removing the risk to the company by paying for the
protection of an insurance policy. (Insurance options are discussed later in this chapter.)

Self-assumption of risk involves planning for an eventual loss without benefit of
insurance. In all procedures to minimize risks, insurance should be considered a valuable
addition to safety and security procedures.

Insurance should be considered a valuable addition to safety and security procedures.

3.4.1 The Cost-Effectiveness of Security

It is unlikely that any evaluation will ever absolutely determine the cost-effectiveness of
any security operation. A low rate of crime—whether compared to past experience, to
like concerns, or to neighboring businesses—is an indication that the security depart-
ment is performing effectively. But how much is being protected that would otherwise
be damaged, stolen, or destroyed? This can be any figure, from the total exposure of
the entire organization to some more refined estimate based on the incidence of criminal
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attack locally or nationally, the average losses suffered by the industry in general, or the
reduction in losses by the organization over a given period.

An estimate based on such figures might well serve as a practical guide to the
usefulness of the security function. On the other hand, if a security operation costing
$400,000 annually were estimated, by some formula using a mix of the data mentioned
previously, to have saved a potential in theft and vandalism of $300,000, would it be
deemed advisable to reduce the department’s operating budget by $100,000 or more?
Obviously not! This would be roughly analogous to reducing or canceling insurance
because damage or loss and subsequent insurance recovery for a specific period or
incident were less than the cost of the premium. Security can be considered insurance
against unacceptable risks.

Studies on the role of security and related investments as part of corporate costs
of risk conducted by the Risk and Insurance Management Society (RIMS) show that the
share of the total cost for risk control in these areas has risen. The rise in percentage indi-
cates management’s growing awareness of the role security can and must play in the total
package of risk control as well as strategies by the insurance industry to recover from
losses incurred in the 1990s and events following 9/11, including the collapse of Enron,
problems at WorldCom, and catastrophic storms like Katrina. The changes following
2001 have resulted in a now relatively healthy property and casualty insurance industry.
This in turn has resulted in declines in rates in all segments of the industry in 2006 and
continuing into 2007.!

Cost-effectiveness studies must be made, as part of a periodic review of protection
systems, even though such studies cannot be used as a general rule in devising a magic
formula for computing the cost per $1,000 actually saved in cash or goods that would
otherwise have been lost. Such a review would consider, for example, the savings that
could result from the substitution of functionally equivalent electronic or other gear for
manpower (the most expensive deterrent) and the feasibility of taking such a step.

3.4.2  Periodic Review

Even after the security plan is formulated, it is essential that the survey process be con-
tinued. To be effective, a security plan must be dynamic. It must change regularly in
various details to accommodate changing circumstances in a given facility. Only regu-
lar inspections can provide a basis for the ongoing evaluation of a company’s security
status. Exposure and vulnerability change constantly. What appears to be a minor alter-
ation in operational routines may have a profound effect on the security of the entire
facility.

3.4.3 Security Files

The survey and its resultant report are also valuable in the building of security files.
From this evaluation emerges a detailed current profile of the firm’s regular activities.
With such a file, the security department can operate with increased effectiveness, but it
should, by inspections and additional surveys, be kept current.

Such a database could be augmented by texts, periodicals, official papers, and
articles in the general press related to security matters. Special attention should be paid
to subjects of local significance. Although national crime statistics are significant and
help to build familiarity with a complex subject, local conditions have more immediate
import to the security of the company.
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As these files are broadened, they will become increasingly useful to the security
operation. Patterns may emerge, seasons may become significant, and/or economic con-
ditions may predict events which should be security concerns. For example:

¢ Certain days or seasons may emerge as those on which problems occur.

¢ Targets for crime may become evident as more data is amassed. This can enable
the security director to reassign priorities.

e A profile of the types and incidence of crimes—possibly even of the criminal—may
emerge.

e Patterns of crime and their modus operandi on payday or holiday weekends may
become evident.

¢ Criminal assaults on company property may take a definable or predictable
shape or description, again enabling the security director to better shape
countermeasures.

The careful collection and use of data concerning crime in a given facility can be
an invaluable tool for the conscientious security officer. It can add an important dimen-
sion to the regular reexamination of the status of crime in the company.

Given the present atmosphere of litigation for failure to provide adequate security,
the files showing an efficient security operation can be invaluable. On the other hand,
poorly kept files can be as great a liability as well-kept files on a poorly designed secur-
ity plan or poorly operated security organization.

4 |Insurance

As noted earlier, one means of handling risks is risk transfer. Insurance is an option that
is regularly pursued in the area of transfer. Yet far too many managers still cling to the
mistaken notion that the most effective means of guarding against unforeseen business
losses is insurance, and all too many still use insurance as a substitute for a comprehen-
sive security program. The fallacy in this attitude is twofold.

Insurance can never be a substitute for a security program.

In the first place, almost all casualty insurance companies have suffered losses in
underwriting crime insurance. Most insurance companies have taken drastic steps to
counter this trend. They have canceled or refused to renew policies of insured parties
who have suffered losses from criminal activity, limited allowable coverage to a point
well below replacement or even cash value of goods or property, limited the extent of
coverage, set up limitations that exclude businesses in high-crime areas or in high-risk
enterprises from any coverage at all, and increased premium rates.

In the second place, it is virtually impossible to insure against all the losses that
could be incurred. Hidden damages in loss of company morale, customer confidence,
and in interruption of vigorous participation in a highly competitive market are all ser-
ious, if not fatal, blows to any business and can never be recompensed.

Clearly, insurance can never be a substitute for a security program. In many cases,
the very fact that assets are insured to some degree tends to reduce the proprietor’s inter-
est in instituting reasonable security procedures beyond those minimums specified in a
policy. As an aspect of the overall picture, insurance also tends to reduce any interest
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the insured may have in capturing or prosecuting perpetrators of crimes, thus in effect
encouraging the proliferation of like crimes.

4.1 The Value of Insurance in a Total Loss-Prevention
Program

Insurance is certainly important. It is clearly necessary for any business that wants to be
protected against loss—to spread the risk—but it must be thought of as a supportive,
rather than the principal, defense against losses from crime. It is equally important to
realize that insurance carriers provide coverage on the basis that the estimated value
(EV) of loss is always less than the total of the premiums paid.

Insurance must be thought of as supportive of security operations rather than as the
principal defense.

4.2 Types of Insurance

There are many types of insurance. For the purposes of this discussion, however, the focus will
be on only those types of insurance that play a prominent role in security or loss prevention.

4.2.1 Fidelity Bonds

Commonly referred to as honesty insurance, this coverage provides remuneration for
losses due to employee dishonesty. There are those who believe that bonds are not insur-
ance because:

1. Bonding always involves three parties, whereas insurance involves two parties.

2. The bond principal is in full control, whereas the insured really has no control
over the event causing the loss.

3. Losses are not expected in surety bonding. Premiums are service fees for the use of
the surety’s name; in insurance, losses are expected and reflected in the premiums.

4. In bonding, the principal is liable to the surety for losses paid; in insurance, the
insured does not agree to reimburse the insurer.

These arguments are worth noting, but they have no effect on the discussion pre-
sented here, because most authorities agree that fidelity bonding resembles insurance.

Though “blanket bonds” are in general use because they cover categories of
employees and thus allow automatic coverage of new employees, name or position
bonds are also popular because of the lower premium costs. The name bond covers only
certain specifically named individuals; the position bond covers only those persons who
hold a specific position within the company.

This type of coverage is frequently badly underestimated. In effect, the bond-
ing company is guaranteeing the insured that bonded employees will perform in good
faith—that is, that they will not commit any dishonest acts against their employer. If
any so bonded employees violate this trust, the guarantor—the bonding company—will
stand the loss up to the amount insured.

The investigation by the bonding company is valuable in that it provides a further
check on the background of employees in sensitive positions, in addition to underwrit-
ing possible losses resulting from a violation of trust. Any employee with a past criminal
history is excluded.
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The losses from underbonding of employees are dramatic!

Most companies require that employees handling cash or high-value merchan-
dise be bonded, but too many of these companies go along on a program calling for
$5000, $10,000, or $25,000 bonds, failing to consider that, if bonding is deemed neces-
sary, it must provide for protection against potential damage that such an employee can
cause. For example, in situations where there is no system providing a regular, foolproof
audit of cash and valuable merchandise, an employee might steal enormous sums over a
period of time, even if the daily amount is relatively small.

The Surety Association of America publishes a list of losses from various kinds of
businesses caused by bonded employees and the extent of fidelity coverage. The losses
from underbonding of employees are dramatic. The association report clearly indicates the
problem faced by business today. It also indicates that many businesses are not handling
the problem with a coordinated systems approach. It might appear to be hindsight to point
out that adequate bonding would have cost these companies the merest fraction of their
ultimate losses. Yet we can assume that in most of these cases a more realistic evaluation
of the exposure, risk, and insurance costs would have prevented these substantial losses.

With losses attributable to internal theft estimated in the billions of dollars, it is
easy to see why fidelity bonds are thought of as high-priority coverage, especially since
they provide particular protection in areas where exposure is generally the greatest. As
important as this form of coverage is, it is essential that it be handled properly to pro-
vide the full protection of which it is capable.

It is important in cases involving bonded employees discovered in the act of theft
that no arrangement concerning restitution be made with them without consulting the
bonding company. Case files are filled with situations in which an employee agreed to
pay back the value of stolen merchandise over a period of time. Typically a few pay-
ments are made and then the employee disappears. At that point, there is little or no like-
lihood that the bonding company will make good the loss. There may be good reasons to
give an otherwise trusted employee a chance to make good on the larceny, but if restitu-
tion is the sole or at least the prime consideration, the entire matter should be left to the
insurer, who is obliged to make good the loss to its extent or to the amount of the bond.
Determination of the disposition of the perpetrator’s case will be in the insurer’s hands.

Generally speaking, few insurance carriers will allow use of inventory records in
the initial stages of the claim to describe the amount of loss. Inventory shortages can
result from clerical errors, poor record keeping, or shoplifting as well as from employee
dishonesty. There is sufficient case law, however, to establish such records as a valid part
of the claim in spite of the exclusionary clause. Insurance companies will ultimately deal
with the issue and arrive at a mutually satisfactory settlement.

Insurance companies are not anxious to go to court in states where precedent has
established the use of inventory records as valid in establishing the extent of claims, and
they are reluctant to go to court and possibly establish such precedent in those states
where it does not already exist.

4.2.2  Surety Bonds
Surety bonds, also called performance bonds, provide protection for failure to live up to
contractual obligations.
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4.2.3  Storekeepers’ Burglary and Robbery Policies and Mercantile Open-Stock
Burglary Policies

Insurance in these categories is streamlined for the particular establishment; thus pre-
miums vary with the chosen coverage.

4.2.4  Federal Crime Insurance

A substantial number of businesses in this country have had some kind of problem with
property insurance in any 12-month period. These problems include canceled policies,
refusal to issue or renew insurance, prohibitive rates, and limiting coverage to well
below the cash value of insured property.

In inner-city locations or in certain types of businesses, policies, when they are
issued, substantially limit the insurer’s liability—frequently to the point where the policy
is virtually useless as support protection. The Federal Crime Insurance Program requires
the participation of individual states and provides for federally funded crime insurance
at reasonable rates, based on the size and accepted risk of the insured property.

To qualify for protection under this program, however, a business must establish
certain minimum protective devices and procedures. The business must, in short, recog-
nize that it can get the supportive protection that insurance offers, provided it makes at
least minimal efforts to protect itself.

The program prescribes locks, safes, alarm systems, and other protective devices and
establishes the kind of protection that various types of businesses must provide for them-
selves to qualify for this insurance. For example, gun stores, wholesale liquor and fur stores,
jewelry firms, and drugstores must all have a central station alarm system; service stations
must have a local alarm system; and so on. Small loan and finance companies, theaters, and
bars—businesses rated as high risk—are also eligible for insurance under the program.

Not only does it provide for insurance coverage of premises otherwise difficult or
impossible to insure adequately or reasonably, but it also focuses attention on the very
real need for the insured to take positive steps to provide protection of the premises to
prevent loss and to use insurance to defray those losses that do occur only when security
measures fail. In short, it takes insurance from the front line of crime prevention—where
it clearly cannot perform—and puts it into the reserve or backup position where it can.

4.2.5 3-D Policies

Comprehensive dishonesty, destruction, and disappearance (3-D) coverage is extremely flex-
ible. Policies will vary in coverage and premiums based on the firm’s needs. Possible areas
covered may include burglary, robbery, employee theft, and counterfeit currency. These pol-
icies are designed to provide the widest possible coverage in cases of criminal attack of vari-
ous kinds. The standard form is set up to offer five different kinds of coverage. The insured
has the option of selecting any or all of the insuring agreements offered and of specifying
the amount of coverage on each one selected. In addition to the coverage options in the
standard form, 12 endorsements are also available to the manager who has a need for any
or all of them.

The coverage available on the standard form consists of the following;:

1. Employee dishonesty bond

2. Money and securities coverage on the premises



Insurance 167

3. Money and securities coverage off the premises
4. Money order and counterfeit paper currency coverage

5. Depositors’ forgery coverage
Additional endorsements available:

. Incoming check forgery

. Burglary coverage on merchandise

. Paymaster robbery coverage on and off premises
. Paymaster robbery coverage on premises only

. Broad-form payroll on and off premises

. Broad-form payroll on premises only

. Burglary and theft coverage on merchandise

N N L AW N =

. Forgery of warehouse receipts

\O

. Securities of lessees of safe deposit box coverage

—_
(=)

. Burglary coverage on office equipment

—_
—_

. Theft coverage on office equipment

—_
[\

. Credit card forgery

Obviously, the premium on this coverage will vary according to the number of
options selected and the amount of coverage desired for each.

4.2.6 Insurance Against Loss of Use and Extra Expense Coverage

Most standard policies do not provide loss of use (the business or some suboperation
ceases production, resulting in losses) or extra expense coverage (the business cannot
afford to be down and therefore must pay for rental space and the like to continue
operations). Since both these matters can represent a very substantial loss to most com-
panies, consideration must be given to expanding the coverage provisions to include one
or the other. Both of these losses can be covered either by endorsement or by additional
policies that will provide that coverage on a broad basis.

Even a small fire in an office can render it inoperable for a substantial period of
time due to smoke and water damage or damaged equipment. Even though all the dam-
age is covered and will be taken care of, the interim period during which revenues may
be lost and new facilities are occupied may be as expensive as the fire itself. In this scen-
ario, loss of use or business interruption coverage would be suitable.

Here, too, there are options. A business interruption policy can be drawn up on
a comprehensive basis, which means that it will cover a broad base of situations that
might create a stoppage. Such a policy must, of course, be examined for types of inci-
dents specifically excluded from coverage. On the other hand, such a contract might be
drawn up in which the incidents covered are specified and perhaps limited to just a few
potential hazards.

Basic insurance coverage for a specific loss often fails to provide coverage for busi-
ness interruption costs.

The amount of coverage and the nature of recovery in business interruption con-
tracts can be complicated. If recovery is on an actual loss basis, the insured must present
a careful audit of actual demonstrable losses to the insurer in order to collect. If the
policy is drawn as a valued loss contract, an accountant must certify the daily amount



168 RISK ANALYSIS, SECURITY SURVEYS, AND INSURANCE

that would be lost if an interruption were to occur. This amount is entered as part of the
contract. The premium and recovery are based on this amount, computed on the speci-
fied number of days to be covered for each interruption.

Recent court decisions point out the need to clearly state coverage. After the 2001
terrorist attacks, companies connected to the World Trade Center filed claims on their
business interruption insurance polices. Courts found that only those with close and
direct causal connections between the firm’s loss of business and the attacks would be
accepted. For example, a hotel claimed to have lost business as a result of grounded
flights. This claim was rejected. On the other hand, a cleaning business that cleaned for
firms in the Trade Center made a claim that was accepted.?

Extra expense coverage would be called for in a situation where the operation
must immediately be transferred to another location and equipment rented until the
damaged facility is back in operation. A good example is a newspaper, where the oper-
ation must continue in order to retain readership. If the business ceased operation even
temporarily, subscribers would look elsewhere for their news.

4.2.7 Kidnap and Ransom Insurance

With the increase in international terrorism and the accompanying increase in kidnap-
ping that went along with it, the demand for insurance covering executives against such
incidents also increased. These policies generally cover all costs associated with the
recovery of a kidnapped executive or relative, including costs of information and loss
of ransom money. Some policies also cover the cost of lawsuits filed against the firm for
inadequate protection and insufficient efforts to win release.

Such coverage requires that companies institute certain basic security measures:

1. Executives must maintain secrecy about the existence of coverage.

2. Every effort must be made to contact the police, the FBI, and the insurance
company before payment is made.

3. Serial numbers on ransom money must be recorded.

4. A plan of action for dealing with kidnapping must be in place.

4.2.8 Fire Insurance
Though fire insurance is a must for homeowners, these once popular policies for busi-
ness purposes have been, to a great extent, supplanted by broad coverage policies.

4.2.9 Business Property Insurance

These special multiperil policies (SMPs) generally offer coverage against a multitude of
losses, including crime, property, liability, and machinery. In simple terms, this type of
policy may be likened to homeowner’s property insurance.

4.2.10 Liability Insurance

With the growth in the number of lawsuits filed against businesses each year for vari-
ous negligent acts, the popularity of these insurance policies has grown. Coverage may
include employer/employee, customer/employer, contracts, and professional services.
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4.2.11 Workers’ Compensation Insurance

This basic insurance provides for medical costs, lost wages, and rehabilitation of work-
ers injured on the job. Death benefits are also available. In most states, this coverage is
required by law.

4.2.12  Portfolio Commercial Crime Coverage
This form of coverage is replacing some of the individual policies listed previously. The
policy is composed of standard modules and allows for up to 14 endorsements:

. Employee dishonesty

. Forgery or alteration

. Theft, disappearance, and destruction
. Robbery and safe burglary

. Premises burglary

. Computer fraud

. Extortion

. Premises theft and robbery outside the premises

o 0 NI &N »Li AW N -

. Lessees of safe deposit boxes

—_
o

. Securities deposited with others

—_
—_

. Liability for guests’ property—safe deposit box

—_
[\

. Liability for guests’ property—premises

—_
o8]

. Safe depository liability

—
N

. Safe depository direct loss

Portfolio commercial crime policies are effectively replacing many of the individual
types of crime insurance.

4.3 Terrorism Risk Insurance Act of 2002

On November 26, 2002, President George W. Bush signed into law the Terrorism Risk
Insurance Act of 2002. The Act established a temporary federal program to share with
the private sector the burden of commercial property and casualty losses resulting from
acts of terrorism. The Act was to sunset (cease to exist) on December 31, 2005, but
was extended for two years and was once again set to sunset on December 31, 2007.
However, Congress introduced the Terrorism Risk Insurance Revision and Extension Act
(TRIREA) of 2007, which again extended the legislation. Specific information regarding
this act may be found at www.treasury.gov/trip.3

The aftermath of 9/11 brought to light new concerns over the costs associated with
mass destruction and who would pay for rebuilding.

In the business environment, a vast majority of small businesses are choosing not
to purchase additional coverage. The Council of Insurance Agents and Brokers reports
that less than 10 percent of the small business clients represented by their surveyed
insurance brokers were interested in the expanded coverage. Two reasons for declining
the coverage are expense and belief that the business would not be a terrorist target.*
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The cost varies tremendously by company, ranging from a low of 2 percent of the
value of the property being insured to a high of 150 percent. The average cost is 12 per-
cent of the property value.’

4.4 How Much Insurance?

Since the options are essentially a choice between recovery of the cash value of the prop-
erty or recovery of its replacement cost, there can be little hesitation in making a deci-
sion. Few experts disagree that insuring to the amount of replacement is clearly the wiser
course to follow. When property is insured for its cash value only, there will almost inev-
itably be a loss to the insured unless property values decline enough to make up for the
extra costs involved in replacement. The latter might include demolition of the remain-
ing structure in the event of fire, clearing the site for rebuilding, or the declining value
of the dollar. History shows us that property values, or more specifically building costs,
rarely decline in this manner. Protection should therefore be arranged on the basis of
resuming business as it was before the damage took place. This can normally be done
only by insuring for the property’s replacement cost.

Cost must be weighed against the risk and its consequences.

Replacement cost coverage is more expensive than cash value coverage because the
insurer must set the premium sufficiently high to not only cover the estimated likelihood
of a fire, for example, but to also try to anticipate the rate of increase in the cost of labor
and materials in the reconstruction of the building in whole or in part.

Even insuring at replacement cost will not, as a rule, cover the full cost involved in
a major disaster. Business interruption, extra expenses, site clearance, intervening passage
of new and more exacting building codes—all add to the already inflated costs of replac-
ing the existing structure so that business may resume as before as rapidly as possible.

There are many endorsements available to extend coverage to fully compensate for
all expenses involved in replacement. They should all be considered in the light of indi-
vidual needs. Obviously the greater the coverage, the higher the cost of coverage, but
this cost must be weighed against the risk and its consequences.

CASE STUDY

The Arc Corporation’s main plant is located in a mid-South city of about 50,000. It
manufactures electrical and electronic appliances for sale under its own name and
under other national store chain trademarks. It also makes components for use in
the finished products of other manufacturers. It has a few branch plants in other
parts of the country where it makes such items as plastic parts and shipping cartons
for its own use from local raw materials.

Billing, accounting, and corporate offices are located in a larger city that offers
financial facilities not available in the much smaller main plant city.

This corporation has no separate department to handle security matters. Each
plant has a few uniformed guards to provide a minimum of security at night and
on weekends and holidays, when the plants are not operating. The main plant has
guards at gates used for receiving raw materials and shipping finished products, for
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vending machines and utility service trucks, and for related uses. It does not place
guards at employee gates.

The guards are employees of the corporation. Most are former production employ-
ees who were injured on the job or are too infirm to operate machines. The captain
of the guard at the main plant is a retired police captain who has had no training
other than police training and on-the-job training for security. None of the individ-
ual guards has ever had training in the use of the firearms they carry. Guards are
started at an hourly rate only slightly higher than the legal minimum wage.

There are no written guard manuals or guard post orders.

1. Does Arc have adequate security against employee dishonesty?

2. What initial action should the company take to establish adequate security?
3. What are the general objectives of a security survey?

4. What are the steps in security surveys?

5. Should a security department be allowed to police itself? State the reasons for
your answer.

Summary

The area of risk analysis, as with law, can be complicated. Security managers who
assume major responsibility for risk management should consider enrolling in courses
directed toward risk management and insurance. To overlook the role of this important
area of security is to move forward without a carefully developed plan. Dollars may be
spent on security measures that have little impact on the actual protection of company
assets while other assets remain vulnerable to destruction, theft, or other vulnerabilities.

Insurance has become part of the overall loss prevention plan supporting proper
security planning. Security planning in turn has an impact on the cost associated with
insurance. The more comprehensive the security plan, the lower the costs.

Critical Thinking

Why would a security loss prevention manager choose to hire an outside firm
to review security operations and make recommendations for changes as well as
insurance options rather than conduct the study internally?

Review Questions

1. What is the difference between vulnerability to loss and loss probability?
2. What is meant by criticality of loss?
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10.

11.

12.

. If a security countermeasure costs as much as or more than the loss being protected

against for a given period, does it follow that the security measure should be
discontinued because it is not cost-effective?

. Why should accounting procedures be a part of a security survey? Why are security

files significant in protection planning?

. List four typical limited loss prevention responses.
. What are the steps involved in a good risk management program?
. What is an operational audit?

. Do you agree with the statement that “Insurance must be thought of as a supportive

rather than the principal defense against losses due to crime”? Why or why not?

. Why is it important for the insured to clearly understand the terms describing

criminal activity (for example, burglary or robbery)?

In terms of property insurance, define direct loss, loss of use, and extra expense
losses.

What are the differences between specific and comprehensive property insurance
policies? If you were a business executive, which would you prefer if you had to
give priority to cost-effectiveness?

What were the problems that led to the establishment of the Federal Crime
Insurance Program? What are some of the crime prevention measures prescribed by
the program?
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The Outer Defenses: Building
and Perimeter Protection

OBJECTIVES

The study of this chapter will enable you to:

1. Recognize the basic tools of perimeter security.
2. Discuss the various types of lighting fixtures and systems.
3. Know the specifics involved in designing various types of barrier protection.

1 Introduction

The cause of security can be furthered simply by making it more difficult (or to be more
accurate, less easy) for criminals to get into the premises being protected. These premises
should then be further protected from criminal attack by denying ready access to interior
spaces in the event that a determined intruder surmounts exterior barriers. This must be
the first concern in security planning.

This basic concept is being applied to operations such as water treatment plants
and electric substations, where in the past security was given barely a thought. Basic
security protection is being implemented by these operations as a result of federal guide-
lines established following the events of 9/11. For additional information on these guide-
lines, see Chapter 1.

True, every security program must be an integrated whole, and each element must
grow out of the specific needs dictated by the circumstances affecting the facility to be
protected. But the first and basic defense is still the physical protection of the facility.
Planning this defense is neither difficult nor complicated, but it requires meticulous atten-
tion to detail.

Whereas the development of computer protection programs and anti-embezzlement
systems or even the establishment of shipping and receiving safeguards requires par-
ticularized sophistication and expertise, the implementation of an effective program of
physical security is the product of common sense and a lot of legwork expended in the
inspection of the area.
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Grounds perimeter
protection

FIGURE 9.1 The four lines of protection. (From Don T. Cherry, Total Facility Control [Boston: Butterworth-Heinemann,
1986], p. 100.)

Physical security concerns itself with those means by which a given facility protects
itself against theft, vandalism, sabotage, unauthorized entry, fires, accidents, and natural
disasters. In this context, a facility is a plant, building, office, institution, or any com-
mercial or industrial structure or complex with all the attendant structures and functions
that are part of an integrated operation. An international manufacturing operation, for
example, might have many facilities within its total organization.

In this new century, it is clear that old theories and devices may still be functional
but they might not be effective enough in a good security program. This is often true
with the use of burglar alarms and padlocks. Good systems combine access controls
with advanced security technologies such as intrusion detection, video monitoring, smart
cards, and biometrics. Integrate these systems within the company computer systems
and you have an excellent beginning in a total asset protection program.

Physical security planning includes protection of: (1) the grounds around the build-
ing, (2) the building’s perimeter, (3) the building’s interior, and (4) its contents. Figure 9.1
illustrates these four lines of protection.

2 Barriers, Fences, and Walls

A facility’s perimeter will usually be determined by the function and location of the facil-
ity itself. An urban office building or retail enterprise will frequently occupy all the real
estate where it is located. In such a case, the perimeter may well be the walls of the
building itself. Most industrial operations, however, require yard space and warehous-
ing, even in urban areas. In that case, the perimeter is the boundary of the property
owned by the company. But in either case, the defense begins at the perimeter—the first
line that must be crossed by an intruder.

2.1 Barriers

Natural and structural barriers are the elements by which boundaries are defined and
penetration is deterred. Natural barriers comprise the topographical features that assist
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Table 9.1 Common Chain-Link Fence Characteristics

Characteristic Option

Gauge #9 (3.8mm), #11 (3.0mm)

Mesh 2in. (50mm), 1.6in. (40mm), 2.4in. (60 mm)

Coating Vinyl, galvanized

Tension wires Wire, rail, cable (attached at top or bottom)

Support posts Metal posts (see Federal Specifications RR-F-191H/GEN and RR-F-191/33)
Height 6ft. (1.8 meters), 7ft. (2.1 meters), 8ft. (2.4 meters)

Fabric tie-downs Buried, encased in concrete, staked

Pole reinforcement Buried, encased in concrete

Gate opening Swing, slide, lift, turnstile

Source: Gary R. Cook, “The Facts on the Fence,” Security Management (June 1990): 86.

in impeding or denying access to an area. They could be rivers, cliffs, canyons, dense
growth, or any other terrain or feature that is difficult to overcome. Structural barriers
are permanent or temporary devices such as fences, walls, grilles, doors, roadblocks,
screens, or any other construction that will serve as a deterrent to unauthorized entry.

It is important to remember that structural barriers rarely if ever prevent penetra-
tion. Fences can be climbed, walls can be scaled, and locked doors and grilled windows
can eventually be bypassed through a resolute assault.

The same is generally true of natural barriers. They almost never constitute a posi-
tive prevention of intrusion. Ultimately all such barriers must be supported by additional
security, and structural barriers of some kind should further strengthen most natural
barriers. It is a mistake to suppose that a high, steep cliff, for example, is by itself pro-
tection against unauthorized entry.

2.2 Fences

The most common type of structural barrier, familiar to most, is the fence. The most
common type of fencing normally used for the protection of a facility is chain link,
although barbed wire is useful in certain permanent applications, and concertina barbed
wire is occasionally used in temporary or emergency situations. In situations where aes-
thetics are the driving force, invisible fencing might be used. In this situation the barrier
is not physical, but rather it is composed of some type of sensing system.

2.2.1 Chain Link

Chain-link fencing should meet the specifications developed by the U.S. Department
of Defense in order to be fully effective. (See Table 9.1 for common characteristics of
chain-link fences.) It should be constructed of a 9-gauge or heavier wire with twisted and
barbed selvage top and bottom. The fence itself should be at least 6 feet tall and should
begin no more than 2 inches from the ground. The bottom of the fence can be stabilized
against an intruder crawling under or lifting it by tying it to rigid metal poles or concrete
sills. The sills are usually precast with AWF #9 wires for ties. If the soil is sandy or sub-
ject to erosion, the bottom edge of the fence should be installed below ground level.
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FIGURE 9.2 D.T.R. taut-wire intrusion detection systems, the solution for airport security and high-risk facilities.
(Courtesy of Safeguards Technology, Inc.)

The fence should be stretched and fastened to rigid metal posts set in concrete with
additional bracing as necessary at corners and gate openings. Mesh openings should be no
more than 2 inches square. In addition, the fence should be augmented by a top guard
or overhang of three strands of stretched barbed wire angled at 45 degrees away from
the protected property (see Figure 9.2). This overhang should extend out and up far
enough to increase the height of the fence by at least 1 foot to an overall height of 7 feet
or more.

To protect the fence from washouts or channeling under it, culverts or troughs
should be provided at natural drainage points. If any of these drainage openings are
larger than 96 square inches, they too should be provided with physical barriers that
will protect the perimeter without impeding the drainage.

If buildings, trees, hillocks, or other vertical features are within 10 feet of the fence,
it should be heightened or protected with a Y-shaped top guard.

Amico (Alabama Metal Industries Corporation) has developed an extension of
chain-link technology. The new fence, similar in appearance to traditional chain-link
fencing, is actually a solid sheet of steel with holes cut in it. The construction makes this
fence a less attractive target for many thieves. The major limitation to this product is
cost; it is currently twice as expensive as traditional chain-link fencing.

Another product uses the standard chain-link fence and incorporates monitoring
technology, putting the monitoring cables into the fence fabric. The fence is not notice-
ably different from standard chain-link fencing except for its built-in telemetry.!
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FIGURE 9.3 Concertina wire. (Courtesy of American Security Fence Corporation.)

2.2.2 Barbed Wire

When a fence consists of barbed wire, a 13.5-gauge twisted double strand with 4-point
barbs 4 inches apart is generally used. These fences, like chain-link fences, should also
be at least 6 feet high and in addition should carry a top guard. Posts should be metal
and spaced no more than 6 feet apart. Vertical distance between strands should be no
more than 6 inches, preferably less.

2.2.3 Concertina Wire
Concertina wire is a coil of steel wire clipped together at intervals to form a cylinder (see
Figure 9.3). When it’s opened, it forms a barrier 50 feet long and 24, 30, 36, 40, or 60
inches high. Developed by the military for rapid laying, it can be used in multiple coils.
It can be used either with one roll atop another or in a pyramid with two rolls along the
bottom and one on the top. Ends should be fastened together, and the base wires should
be staked to the ground. Concertina wire is probably the most difficult fence to pene-
trate, but it is unsightly and is rarely used except in a temporary application. However, in
recent years concertina wire has replaced traditional barbed wire as fence “top guards.”
With the exception of concertina wire, most fencing is largely a psychological deter-
rent and a boundary marker rather than a barrier, because in most cases such fences can be
rather easily penetrated unless added security measures are taken to enhance the security
of the fence. Fences may deter the undetermined, but they will only delay the determined.

2.3 Walls

In some instances, masonry, stone, brick, or block walls can be used to form all or part
of the perimeter barrier. Such walls may be constructed for aesthetic reasons to replace
the less decorative barriers within that part of the facility.

In areas where masonry walls are used, they should be at least 7 feet high with a
top guard of three or four strands of barbed wire, as in the case of chain-link fences.



178 THE OUTER DEFENSES: BUILDING AND PERIMETER PROTECTION

Since concealment of the inside activity is offset by also cutting off the view of any
activity outside the wall, extra efforts must be made to prevent scaling the wall. Ideally,
the perimeter line should also be staggered in a way that permits observation of the area
in front of the wall from a position or positions inside the perimeter. (Think Great Wall

of China.)

2.4 Gates and Other Barrier Breaches

Every opening in the perimeter barrier is a potential security hazard. The more gates
there are, the more security personnel or surveillance devices must be deployed to moni-
tor the traffic through them. Obviously, these openings must be kept to a minimum.

During shift changes, more gates might be open and in use than at other times of
the day when the smallest practical number of such gates are in operation. Certainly
there must be enough gates in use at any time to facilitate the efficient movement of neces-
sary traffic. The number can be determined only by a careful analysis of needs at various
times of day, but every effort must be made to reduce the number of operating gates to
the minimum consistent with safety and efficiency.

If some gates are not necessary to the operation of the facility or if changing traf-
fic patterns can eliminate them, the openings should be sealed off and retired from use.
Barriers can also include walk-in entrances where vehicle access must be restricted (see
Figure 9.4).

2.4.1 Padlocking

Gates used only at peak periods or emergency gates should be padlocked and secured. If
it is possible, the lock used should be distinctive and immediately identifiable. It is com-
mon for thieves to cut off the plant padlock and substitute their own padlock so they
can work at collecting their loot without an alarm being given by a passing patrol that

ad

FIGURE 9.4 Raised stainless steel bollards protect access to the U.S. Department of State headquarters. (Courtesy of
Delta Scientific, Inc.)
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has spotted an otherwise missing lock. A lock of distinctive color or design could com-
promise this ploy.

It is important that all locked gates be checked frequently. This is especially import-
ant where, as is usually the case, these gates are out of the current traffic pattern and are
remote from the general activity of the facility.

2.4.2  Personnel and Vebicle Gates

Personnel gates are usually from 4 to 7 feet wide to permit single-line entry or exit. It is
important that they not be so wide that control of personnel is lost. Vehicular gates, on
the other hand, must be wide enough to handle the type of traffic typical of the facility.
They may handle two-way traffic, or if the need for control is particularly pressing, they
may be limited to one-way traffic at any given time.

A drop or railroad crossing type of barrier is normally used to cut off traffic in
either direction when the need arises. The gate itself might be single or double swing, roll-
ing or overhead. It could be a manual or an electrical operation. Railroad gates should
be secured in the same manner as other gates on the perimeter except during those times
when cars are being driven through it. At these times, the operation should be under
inspection by a security guard.

Another effective vehicle control device is the spiked security track that allows for
one-way traffic but is designed to puncture tires of vehicles traveling into the facility
unless retracted by security personnel.

2.5 Miscellaneous Openings

Virtually every facility has a number of miscellaneous openings that penetrate the perim-
eter. All too frequently these are overlooked in security planning, but they must be taken
into account because they are often the most effective ways of gaining entrance to the
facility without being observed.

These openings or barrier breaches consist of sewers, culverts, drainpipes, utility
tunnels, exhaust conduits, air intake pipes, manhole covers, coal chutes, and sidewalk
elevators. All must be accounted for in the security plan.

Bars, grillwork, barbed wire, or doors with adequate locking must protect any one
of these openings that has a cross-section area of 96 square inches or more. Sidewalk
elevators and manhole covers must be secured from below to prevent their unauthorized
use. Storm sewers must be fitted with deterrents that can be removed for inspection of
the sewer after a rain.

2.6 Barrier Protection

For the barrier to be most effective in preventing intrusion, it must be patrolled and
inspected regularly. Any fence or wall can be scaled, and unless these barriers are kept
under observation, they will neutralize the security effectiveness of the structure.

2.6.1 Clear Zone

A clear zone should be maintained on both sides of the barrier to make any approach to
the barrier from the outside or any movement from the barrier to areas inside the perim-
eter immediately visible. Anything outside the barrier, such as refuse piles, weed patches,
heavy undergrowth, or anything else that might conceal someone’s approach, should be



180 THE OUTER DEFENSES: BUILDING AND PERIMETER PROTECTION

eliminated. Inside the perimeter, everything should be cleared away from the barrier to
create as wide a clear zone as possible.

Unfortunately, it is frequently impossible to achieve an uninterrupted clear zone.
Most perimeter barriers are indeed on the perimeter of the property line, which means
that there is no opportunity to control the area outside the barrier. The size of the facil-
ity and the amount of space needed for its operation will determine how space can be
given up to the creation of a clear zone inside the barrier. It is important, however, to
create some kind of clear zone, however small it might be.

In situations where the clear zone is necessarily so small as to endanger the bar-
rier’s effectiveness, thought should be given to increasing the barrier height in critical
areas or to installing an intrusion detection device to give due and timely warning of an
intrusion to an alert guard force.

2.6.2 Inspection

Once the perimeter defense and the clear zones have been established to the maximum
that is possible and practical, it is essential that a regular inspection routine be set up.
Gates should be examined carefully to determine whether locks or hinges have been
tampered with; fence lines should be observed for any signs of forced entry or tunneling;
walls should be checked for marks that might indicate they have been scaled or that
such an attempt has been made; top guards must be examined for their effectiveness;
miscellaneous service penetrations must be examined for any signs of attack; brush and
weeds must be cleared away; erosion areas must be filled in; and any potential scaling
devices such as ladders, ropes, oil drums, or stacks of pallets must be cleared out of the
area. Any condition that could even in the smallest degree compromise the perimeter’s
integrity must be both reported and corrected. Such an inspection should be undertaken
no less than weekly and possibly more often if conditions so indicate.

2.6.3 Hydraulic Defenses

Hydraulic defenses (barricades) are used to protect gates. These devices are designed to
deploy in 1 to 3 seconds and can stop a 15,000-pound vehicle moving at 50 mph. In most
cases the devices are installed in the roadway, where they are unobtrusive except for the
outline of the top of the barrier, which is level with the surface into which it is installed.

2.6.4 Fence Protection Devices

Over the past decades, various devices have been designed to protect the integrity of
fences. The earliest systems used electrification. Since those early days, the introduction
of sensors to alert security staff of the presence of intruders has supplemented the use of
fencing and in some cases replaced it. The most commonly used external intruder detec-
tion sensors are described here.

2.6.4.1 Fluid pressure In this system, a fluid-pressure sensor (a small diameter tube
sealed at one end and filled with fluid) is placed in the barrier. If a load is applied to
the barrier, the tubes compress, placing force on the monitored fluid. This is useful for
detecting people crossing open ground and is commonly used in military installations
and tank farms.

2.6.4.2 Electromagnetic cable This sensing device (see Figure 9.5) operates on the prin-
ciple of electromagnetic capacitance. In simple terms, the cable creates an electromagnetic
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FIGURE 9.5 A sensing device. (Courtesy of Southwest Microwave, Inc.)

field that is constant in output. If the field is interrupted by cutting or pressure on the
cable, it can be sensed and reported. The cable is normally mounted on inner chain-link
or mesh fences.

2.6.4.3 Fiber Optic Cable A beam of pulsed light is transmitted through the cable,
and this is sensed at the other end. If the cable is cut or interfered with, the pulsing stops
and there are changes in amplitude. The application of the cable is similar to the electro-
magnetic cable. Some manufacturers of high-security fences, however, have incorporated
the fiber optic cable into the hollow strand of their normal fence material, making it
impossible to detect.

Fiber optic cable is finding many uses as a sensor. The sensing cable may be
attached to a fence, buried alongside a pipeline, or used in conjunction with power or
communications lines. The use of fiber optic cable allows monitoring of miles of fence,
pipe, or transmission lines with no electronics or power in the field.

2.6.4.4 Capacitive Field Effect A capacitive field effect sensor (see Figure 9.6) oper-
ates on the same principles as electromagnetic systems but uses electrical rather than
magnetic fields. These systems are extremely sensitive and can be affected by snow and
ice. Weeds and paper debris contacting the sensor wire will also trigger false alarms.

2.6.4.5 Active Infrared System (AIRS) More will be said later about this system, but
the basic premise behind it is a beam of infrared light sent to a sensor. If the beam is
interrupted, the alarm sounds.

2.6.4.6 External Microwave Used internally or externally, this system relies on send-
ing microwaves and on the Doppler effect. When the sensor receives an unfamiliar return
of waves, an alarm condition is noted. Most external systems, however, rely on the trans-
mission of a microwave beam to a receiver. If the beam is interrupted or changed, an
alarm sounds. More will be said about microwave sensors used internally in Chapter 11.
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FIGURE 9.6 Capacitive field effect. (Courtesy of Southwest Microwave, Inc.)

2.6.4.7 Taut Wire This sensor, which is placed on the wires of a fence, relies on a
pendulum that is in the off position until tension on the taut wire forces the pendulum
to swing into the on position, tripping the alarm.?

3 Inside the Perimeter

Unroofed or outside areas within the perimeter must be considered a second line of
defense because these areas can usually be observed from the outside so that targets can
be selected before an assault is made.

In an area where materials and equipment are stored in a helter-skelter manner, it
is difficult for guards to determine whether anything has been disturbed in any way. On
the other hand, guards can readily observe neat, uniform, and symmetrical storage and
detect any disarray at a glance.

Discarded machinery, scrap lumber, and junk of all kinds haphazardly thrown about
an area create safety hazards as well as providing cover for any intruder. Such conditions
must never be permitted to develop. Efficient housekeeping is a basic security practice.

3.1 Parking

Parking privately owned vehicles within the perimeter barrier should never be allowed.
There should be no exceptions to this rule. Facilities that cannot or will not establish
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parking lots outside the perimeter barrier are almost invariably plagued by a high inci-
dence of pilferage due to the ease with which employees can conceal goods in their cars
at any point during the day. In addition, given today’s heightened security concerns over
terrorism, allowing cars that might be traveling bombs into the perimeter can be fatal.

In cases where the perimeter barrier encompasses the employee and visitor park-
ing areas, additional fencing should be constructed to create new barriers that exclude
the parking areas. Appropriate guarded pedestrian gates must, of course, be installed to
accommodate the movement of employees to and from their cars.

The parking lot itself should be fenced and patrolled to protect against car thieves
and vandals. Few things are more damaging to morale than the insecurity that an unpro-
tected parking area in a crime-ridden neighborhood can create. According to Liability
Consultants, Inc., the greatest number of negligent security lawsuits filed between 1992
and 2002 were the result of poor parking lot security.

Company cars and trucks—especially loaded or partially loaded vehicles—should
be parked within the perimeter for added security. This inside parking area should be
well lighted and regularly patrolled or kept under constant surveillance.

Loaded or partially loaded trucks and trailers should be sealed or padlocked and
should be parked close enough together and close enough to a building wall (or even
back to back) that neither their side doors nor rear doors can be opened without actu-
ally moving the vehicles.

3.2 Surveillance

The entire outside area within the security barrier must be kept under surveillance at all
times, particularly at night. Because goods stored in this area are particularly vulnerable
to theft or pilferage, this is the area most likely to attract a thief’s first attention. With
planning and study in cooperation with production personnel, it will undoubtedly be
possible to lay out this yard area so that there are long, uninterrupted sight lines that per-
mit inspection of the entire area with a minimum of movement. (Surveillance is discussed
in detail in Chapter 10.)

4 Lighting

Depending on the nature of the facility, protective lighting will be designed either to
emphasize the illumination of the perimeter barrier and the outside approaches to it or to
concentrate on the area and the buildings within the perimeter. In either case, it must pro-
duce sulfficient light to create a psychological deterrent to intrusion in addition to making
detection virtually certain in the event an entry is made. The Code of Federal Regulations*
lists a specific requirement of 0.2 foot-candles (fc) for lighting protected areas within a
perimeter. The National Parking Association recommends illumination of 6 fc at 30 inches
above the parking floor in covered parking facilities. Open parking areas can get by with 2
fc, according to the Illinois Engineers Society North America (IESNA).> A foot-candle is a
unit for measuring the intensity of illumination equal to 1 lumen per square foot—that is,
the amount of light a single candle provides over 1 square foot (see Figure 9.7).

While light must provide a specified level of illumination, creating glare to deter
intruders, it must also avoid casting annoying or dangerous light into neighboring areas.
This is particularly important where the facility abuts streets, highways, or navigable
waterways.



184 THE OUTER DEFENSES: BUILDING AND PERIMETER PROTECTION

1 Square Foot

1 Foot-Candl

1-Candela
Light Source

FIGURE 9.7 Foot-candle. (From Richard Gigliotti and Ronald Jason, Security Design for Maximum Protection [Boston:
Butterworth-Heinemann, 1984].)

The system must be reliable and designed with overlapping illumination to avoid
creating unprotected areas in the event of individual light failures. It must be easy to
maintain and service, and it must be secured against attack. Poles should be within the
barrier, power lines should be buried, and the switch box or boxes should be secure.

There should be a backup power supply in the event of power failure. Supplementary
lighting, including searchlights and portable lights, should also be a part of the system.
These lights are provided for special or emergency situations, and although they should
not be used with any regularity, they must be available to the security force.

The system could be operated automatically by a photoelectric cell that responds
to the amount of light to which it is subjected. Such an arrangement allows for lights to
be turned on at dusk and extinguished at daylight. This can be set up to activate indi-
vidual lamps or to turn on the entire system at once.

Other controls are timed, which simply means that lights are switched on and
off by a clock. Such a system must be adjusted regularly to coincide with the changing
hours of sunset and sunrise. The lights may also be operated manually.

4.1 Types of Lighting

Lamps used in protective lighting are either incandescent, fluorescent, metal halide, mer-
cury vapor, quartz, or high- or low-pressure sodium. Each type has special characteris-
tics suitable for specific assignments. Each lamp type offers differing effects on natural
colors. The effect of the light on the color appearance of objects is measured by the
color-rendering index (CRI). Light with a low CRI makes colors appear less normal.
The higher the CRI, the more the object appears normal. Sodium light has a low CRI,
whereas metal halide has a high CRIL®

4.1.1 Incandescent

Incandescent bulbs are common light bulbs of the type found in homes. They have the
advantage of providing instant illumination when the switch is thrown and are thus the
most commonly used in protective lighting systems. Some incandescents are manufactured
with interior coatings that reflect the light and with a built-in lens to focus or diffuse the
light. Regular high-wattage incandescents can be enclosed in a fixture that will give much
the same result.
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4.1.2  Fluorescent

Fluorescents are generally of a mercury vapor type and are highly efficient, giving off
approximately 62 lumens per watt. Most fluorescent lamps are temperature sensitive and
thus have limited value for outdoor use in colder climates. In addition, the common flick-
ering effect created by these lamps can have a disorienting effect on both security person-
nel and intruders. In addition, fluorescent lamps often interfere with radio reception.

4.1.3 Mercury Vapor Lamps

These common security lamps give out a strong light with a bluish cast. They are more
efficient than incandescents because of a considerably longer lamp life. In general,
these lamps can tolerate power dips of up to 50 percent. Lighting time, however, is
considerable.

4.1.4 Metal Halide

These lamps are also very tolerant of power dips. As with mercury vapor lamps, the
start-up time is long. A power outage of only 1/20th of a second is enough to knock this
lamp offline.

4.1.5 Sodium Vapor Lights

Sodium lamps give out a soft yellow light and are even more efficient than mercury
vapor lamps. They are widely used in areas where fog is a frequent problem, because
yellow penetrates the mist more readily than does white light. They are frequently found
on highways and bridges.”

4.1.6 Quartz Lamps

These lamps emit a very bright white light and snap on almost as rapidly as incandes-
cent bulbs. They are frequently used at very high wattage—1,500 to 2,000 watts is not
uncommon in protective systems—and they are excellent for use along the perimeter
barrier and in troublesome areas (see Table 9.2).

4.1.7 Light-Emitting Diodes (Led)

LEDs are very small and are used predominantly on message signs. LEDs provide a
sharper image than their incandescent predecessors. They do not have to be replaced
as often but are more expensive. LED technology has advanced greatly in the past few
years and now is being used in larger installations.

4.1.8 Electroluminescent
These lights are similar to their fluorescent cousins. However, they do not contain mer-
cury and are more compact.’

4.2 Types of Equipment

No one type of lighting is applicable to every need in a protective lighting system,
although manufacturers are continually working to develop just such a fixture.

Amid the great profusion of equipment on the market, four basic types are in gen-
eral use in security applications: floodlights, searchlights, fresnel lenses, and streetlights
(see Figure 9.8). (The first three of these might in the strictest sense be considered a sin-
gle type because they are all basically reflection units in which a parabolic mirror directs
the light in various ways. We will, however, deal with them separately.)
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Table 9.2 Types of Luminaire Lamps Found in a Maximum-Security Environment

Lamp type Mean Start Restrike  Nominal life Percent Color
Lumens of Lamp Lumen Discrimination
per Watt (hrs.) Maintenance

at Rated Life

Incandescent 4(21) 22* Instant Instant 750-1,000 85-90 Excellent
Fluorescent 35(62) 100  Rapid Rapid/ 7,500-10,000  70-90 Excellent
Instant’
Metal halide 68 (80) 100  3-5min.  10-20min. 10,000-15,000 65-75 Excellent
Mercury vapor 20 (48) 63 3-7min.  3-6min. 16,000-24,000 50-75 Good
Sodium 92 (127) 140  4-7min. Instant 16,000-24,000 75-85 Fair
Xenon ARC _ Rapid/ Instant 1,500 - Excellent
Instant

Source: Richard Gigliotti and Ronald Jason, Security Design for Maximum Protection (Boston: Butterworth-
Heinemann, 1984), p. 138.

4 (21) 22:4=minimum mean; (2 1)=nominal rating for most protective lighting applications; 22=maximum mean.
TLow-temperature ballast must be considered.

*Instant for most lamps if less than 1 minute of power interruption but a reduced lumen output.

—Used for searchlights only.

Streetlights are pendant lighting units that are built as either symmetrical or asym-
metrical. The symmetrical units distribute light evenly. These units are used where a
large area is to be lighted without the need for highlighting particular spots. They are
normally centrally located in the area to be illuminated.

Asymmetrical units direct the light by reflection in the direction where light is
required. They are used in situations where the lamp must be placed some distance from the
target area. Because these are not highly focused units, they do not create a glare problem.

Streetlights are rated by wattage or even more frequently by lumens and in protect-
ive lighting applications may vary from 4,000 to 10,000 lumens, depending on their use.

4.2.1 Floodlights
Floodlights are fabricated to form a beam so that light can be concentrated and directed
to specific areas. They can create considerable glare.

Although many floodlights specify beam width in degrees, they are generally
referred to as wide, medium, or narrow, and the lamp is described in wattage. Lamps run
from 300 to 1,000 watts in most protective applications. But there is a wide latitude in
this, and the choice of one will depend on a study of its mission.

4.2.2  Fresnel Lenses
Fresnel lenses are wide-beam units, primarily used to extend the illumination in long,
horizontal strips to protect the approaches to the perimeter barrier. Unlike floodlights
and searchlights, which project a focused round beam, fresnel lenses project a narrow,
horizontal beam that is approximately 180° in the horizontal plane and from 18° to 30°
in the vertical plane.

These units are especially good for creating a glare for the intruder while the facility
remains in comparative darkness. They are normally equipped with a 300- to 500-watt
lamp.
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FIGURE 9.8 Typical equipment for protective lighting.

4.2.3  Searchlights

Searchlights are highly focused incandescent lamps that are used to pinpoint potential
trouble spots. They can be directed to any location inside or outside the property, and
although they can be automated, they are normally controlled manually.

They are rated according to wattage, which may range from 250 to 3,000 watts,
and to the diameter of the reflector, which can range from 6 inches to 2 feet (the aver-
age is around 18 inches). The beam width is from 3° to 10°, although this may vary in
adjustable or focusing models.

4.2.4 Maintenance

As with every other element of a security system, electrical circuits and fixtures must
be inspected regularly to replace worn parts, verify connections, repair worn insulation,
check for corrosion in weatherproof fixtures, and clean reflecting surfaces and lenses.
Lamps should be logged as to their operational hours and replaced at between 80 and
90 percent of their rated life.

4.2.5 Perimeter Lighting

Every effort should be made to locate lighting units far enough inside the fence and high
enough to illuminate areas both inside and outside the boundary. The farther outside
the boundary the lighted areas extend, the more readily guards will be able to detect the
approach of an intruder.
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Light should be directed down and away from the protected area. The location of
light units should be such that they avoid throwing a glare into the eyes of the guard, do
not create shadow areas, and create instead a glare problem for anyone approaching the
boundary.

Fixtures used in barrier and approach lighting should be located inside the barrier.
As a rule of thumb, they should be around 30 feet within the perimeter, spaced 150 feet
apart, and about 30 feet high. These figures are, of course, approximations and will not
apply to every installation. Local conditions will always dictate placement.

Floodlights or fresnel lenses are indicated in illuminating isolated or semi-isolated
fence boundaries where some glare is called for. In either case, it is important to light
from 20 feet inside the fence to as far into the approach as is practical. In the case of the
isolated fence, this could be as much as 250 feet. Semi-isolated and nonisolated fence
lines cannot be lighted as far into the approach because such lighting is restricted by
streets, highways, and other occupancies. Because glare cannot be employed in illumin-
ating a nonisolated fence line, streetlights are recommended.

Where a facility building is near the perimeter or is itself part of the perimeter,
lights can be mounted directly on it. Doorways of such buildings should be individually
lighted to eliminate shadows cast by other illumination.

In areas where the property line is on a body of water, lighting should be designed
to eliminate shaded areas on or near the water or along the shoreline. This is especially
true for piers and docks, where both land and water approaches must be either lighted
or capable of being lighted on demand. Before finalizing any plans for protective lighting
in the vicinity of navigable waters, however, you must consult the U.S. Coast Guard.

4.3 Gates and Thoroughfares

It is important that the lighting at all gates and along all interior thoroughfares be suf-
ficient for the operation of the facility.

Because both pedestrian and vehicular gates are normally staffed by guards
inspecting credentials as well as checking for contraband or stolen property, it is critical
that the areas be lighted to at least 2 foot-candles. Pedestrian gates should be lighted
to about 25 feet on either side of the gate, if possible, and the range for vehicular gates
should be twice that distance. Street lighting is recommended in these applications, but
floodlights can also be used if glare is strictly controlled.

Thoroughfares used for pedestrians, vehicles, or forklifts should be lighted to 0.10
fc for security purposes. Much more light may be required for operational efficiency, but
this level should be maintained as a minimum, no matter what the conditions of traffic.

4.4 Other Areas

Open or unroofed areas within the perimeter, but not directly connected to it, require an
overall intensity of illumination of about 0.05 fc (up to 0.10 fc in areas of higher sensi-
tivity). These areas, when they are nonoperational, are usually used for material storage
or for parking. According to many experts, particularly vulnerable installations in the
area should not be lighted at all, but the approaches to them should be well lighted for
at least 20 feet to aid in the observation of any movement.

Searchlights may be indicated in some facilities, especially in remote mountainous
areas or in waterfront locations where small boats could readily approach the facility.
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45 General

A well-thought-out plan of lighting along the security barrier and the approaches to it;
an adequate overall level of light in storage, parking, and other nonoperational areas
within the perimeter; and reasonable lighting along all thoroughfares are essential to any
basic security program. The lighting required in operational areas will usually be much
higher than the minimums required for security and will, therefore, serve a security pur-
pose as well.

New lighting systems have proven effective in deterring crime. In San Diego,
California, the installation of new security lighting in Spring Valley Park paid for the
$17,250 investment in just six months by reducing burglaries at the community center
that added up to a savings of more than $25,000. Other communities reported simi-
lar results with sodium systems: In Swampscott, Massachusetts, the Clark School (K-
6) replaced its old incandescent security system with a low-pressure sodium system in
hopes of reducing vandalism. The cost of the old system ran only $625 per year. The
new system cost $1,725 to install. It paid for itself in just a little over a year, however,
by saving the school $1,400 annually in vandalism-related costs.’

Can better lighting be sold to security management on the basis of cost-effective-
ness? The preceding examples are indications of just how effective better lighting can be.
In addition, high-pressure sodium lighting uses about 50 percent less energy to produce
the same light as older incandescent streetlights. Sodium systems have a lumens-per-watt
efficiency five or six times that of incandescent lighting and produce 106 percent more
light than the most common mercury streetlights but use about 14 percent less electricity.
Table 9.3 compares wattage ranges, lumens, and rated life for six basic lamp families.

Table 9.3 Six Basic Lamp Families

Type of Lamp Wattage Range Initial Lumens' per Watt Average Rated Life
Including Ballast Losses (Hours)

Sodium 35-1,000 15-130 7,500-24,000*

Metal halide 70-2,000 69-115 5,000-20,000

Mercury vapor

Standard 40-1,000 24-60 12,000-24,000*

Self-ballasted 160-1,250 14-25 12,000-20,000

Fluorescent 4-215 14-95 6,000-20,000*

Incandescent 15-1,500 8-24 750-3,500

Source: John P. Bachner, “The Myths and Realities Behind Security Lighting, " Security Management (August
1990): 1009.

“Data are based on the more commonly used lamps and are provided for comparison purposes only. Actual
results to be derived depend on factors unique to the specific products and installation involved. Consult
manufacturers for guidance.

fLumens (of light output) per watt (of power input) is a common measure of lamp efficiency. Initial lumens-
per-watt data are based on the light output of lamps when new. The light output of most lamps declines with
use. The actual efficiency to be derived from a lamp depends on factors unique to an installation. The actual
efficiency of a lighting system depends on far more than the efficiency of lamps or lamps/ballasts alone. More
than efficiency should be considered when evaluating a lighting system.
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5 Planning Security

No business exists without a security problem of some kind, and no building housing a
business is without security risk. Yet few such buildings are ever designed with any thought
given to the steps that must eventually be taken to protect them from criminal assault.

A building must be many things in order to satisfy its occupant. It must be func-
tional and efficient, achieve certain aesthetic standards, be properly located and access-
ible to the markets served by the occupant, and provide security from interference,
interruption, and attack. Most of these elements are provided by the architect, but all
too frequently the important element of security is overlooked.

Good security requires thought and planning to achieve a carefully integrated system.
Most security problems arise simply because no one has thought about them.

This is especially true where a company building is concerned. Because few archi-
tects have any training or knowledge in security matters, they design buildings that assist
burglars or vandals by doing nothing to deter them. Because the architects’ clients sel-
dom consider security in the planning stages, buildings are erected that provide needless
opportunities for crime.

Summary

Physical security devices are the most commonly thought of security measures. The dis-
cussion in this chapter covered security measures that are as old as medieval security
concepts as well as new technologies that have improved these basic concepts. Clear
zones, moats, and fences still exist but are now augmented with state-of-the-art sensors
and computerized monitoring stations. The next two chapters focus on specific basic
security measures that protect the interior as well as the exterior of facilities.

These basic tools are the fundamentals about which all security professionals
should have at least conversational knowledge.

CASE STUDY

You are the security director for IBID International, a large manufacturer. You have
assigned one of your staff to conduct a security survey of the company’s exterior
grounds. You have received the report and now must approve or disapprove each
recommendation. Your approved recommendations will be presented to senior man-
agement for final approval and funding.

Critical Considerations

1. Senior management requires all expenditures over $10,000 to go to the capital
expenditure committee (a six-month process).

Senior management is concerned about your large headcount.

Your personal bias is for security operations to be “low profile.”

Your plant is in a low threat environment.

If approved, expensive items can be costed out over six years, according to com-

pany policy.

s wN
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Physical Survey Report

1. There are no perimeter lights around company property. The city provides street-
lights, causing deep shadows along the perimeter.
Recommendation: Initiate a major perimeter lighting program involving place-
ment of mercury vapor lights in such a manner as to effectively illuminate the
property perimeter. Cost: $45,000
APPROVE DISAPPROVE

2. The property currently lacks any perimeter fence.
Recommendation: Install 7-foot-high steel chain-link fencing topped with triple-
strand barbed wire. This will prevent access to all but authorized personnel, visit-
ors, etc. Cost: $800,000
APPROVE DISAPPROVE

3. At present employees and visitors park in three separate unguarded, unlighted,
and open parking lots.
Recommendations: To ensure protection of visitors and personnel and their
vehicles, the following recommendations are made:
e Establish regular security patrols of parking lots. Cost: $0 (change in patrol patterns)
APPROVE DISAPPROVE
e Light parking lots to a level where vehicles can be clearly observed 24 hours a

day. Cost: $15,000

APPROVE DISAPPROVE

¢ Use closed-circuit cameras to monitor parking areas. Cost: $7,000

APPROVE DISAPPROVE

* Place an emergency phone in each parking lot. Cost: $400

APPROVE DISAPPROVE

e Establish a vehicle sticker program to aid in identifying authorized vehicles.
Cost: $1,200

APPROVE DISAPPROVE

¢ Combine all parking areas into one large lot for better overall protection. Cost:
$125,000

APPROVE DISAPPROVE

e Fence in the two existing parking areas for employees using electronic gates
operated by an electronic pass system. Cost: $62,000

APPROVE DISAPPROVE
e Purchase a scooter-type vehicle for parking lot patrols. Cost: $3,650
APPROVE DISAPPROVE

4. There is no access control at any of the four points of vehicle entry and exit.
Recommendations: Establish all weather entry control points staffed 24 hours a
day to control access on and off the plant property.
¢ Five all-weather guard huts @ $10,000 each. Cost: $50,000

APPROVE DISAPPROVE
¢ Sixteen new positions to staff all entry points. Cost: $200,000
APPROVE DISAPPROVE

Narrative: You need to succinctly, clearly, and logically explain the rationale for
each decision. The narrative should strive to briefly present each problem and the
reasons the suggestions are being approved or disapproved.
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Review Questions

1. What four lines of protection should be included in physical security planning?

2. How can the various openings in a perimeter be effectively protected and secured?

3. Why should parking not be allowed inside the controlled perimeter?

4. Discuss the different security applications for the various types of lighting

equipment.
5. What considerations must be taken into account when installing a security lighting
system?
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Interior and Exterior
Security Concerns

OBJECTIVES

The study of this chapter will enable you to:

1. Recognize the role of doors and windows as security risks.

2. Identify various types of locks and associated hardware.

3. Gain a basic understanding of surveillance equipment and its proper use in
security operations.

4. Understand the significance of having security involved in building design and
remodeling.

1 Introduction

Besides the clear-cut concerns for the perimeter and exterior security, other security vul-
nerabilities for the facility might be either part of the perimeter, part of the interior, or
both. This chapter deals with security concerns that could be either interior or exterior
problems, depending on the type of facility. For example, a freestanding retail outlet
store has problems of perimeter security that include windows, doors, and roof. The
same store located within the confines of a mall might not be as concerned with the win-
dows and doors or with perimeter defense that must be overcome before the attacker
can concentrate on the store, because the mall is a buffer.

2 Buildings On or As the Perimeter

When the building forms part of the perimeter barrier or when, as in some urban situ-
ations, the building walls are the entire perimeter of the facility, it should be viewed in
the same light as the rest of the barrier or it should be evaluated in the same way as the
outer structural barrier. It must be evaluated in terms of its strength, and all openings
must be properly secured.

In cases of a fence joining the building as a continuation of the perimeter, there
should be no more than 2 inches between the fence and the building. Depending on the
placement of windows, ledges, or setbacks, it might be wise to double the fence height
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gradually to the point where it joins the building. In such a case, the higher section of
the fence should extend 6 to 8 feet out from the building.

2.1 Windows and Doors

Windows and other openings larger than 96 square inches should be protected by grilles,
metal bars, or heavy screening when they are less than 18 feet from the ground or when
they are less than 14 feet from structures outside the barrier (that is, trees and other build-
ings). Doors that penetrate the perimeter walls must be of heavy construction and fitted
with strong locks.

Since both the law and good sense require that there be adequate emergency exits
in the event of fire or other danger, provision must be made for such eventualities. Doors
created for emergency purposes only should have exterior hardware removed so that
they cannot be opened from the outside. A remotely operated electromagnetic holding
device can secure them, or they can be fitted with alarms so that their use from inside
will be substantially reduced or eliminated.

2.1.1 Windows

It is axiomatic that windows should be protected. Since the ease with which most win-
dows can be entered makes them ready targets for intruders, they must be viewed as
potential weak spots in any building’s defenses. Most forced break-ins are through win-
dow glass—whether such glass is installed in doors or windows.

In most industrial facilities, windows should be protected with grillework, heavy
screening, or chain-link fencing. In some cases, however, caution dictates that windows
may be needed as emergency exits beyond strict requirements of fire laws. Or, where
they might be needed to lead in fire hoses, consideration should be given to hinging and
padlocking protective coverings for easy removal.

2.1.1.1 Burglary-Resistant Glass In applications such as prominent administration
and office buildings, where architectural considerations preclude the use of such rela-
tively clumsy installations as mesh or industrial screen, the windows can be immeasur-
ably strengthened by the use of either UL-listed (which means that the material or item
so designated has met the standards of Underwriters Laboratories, or UL) burglary-
resistant glass or one of the brands of UL-listed polycarbonate glazing material. Both of
these products are considerably more expensive than plate glass and are generally used
only in areas where attack can be expected or where a reduction in insurance premium
would justify the added expense (see Figure 10.1).

Standard plate glass can be given some measure of resistance if it is covered with a
4- to 6-millimeter cover of Mylar. This is a low-cost operation, but the Mylar needs to be
replaced every five years. As little as a 2-millimeter cover of Mylar can keep glass from
fragmenting. Thus the Mylar cover is good protection from flying shards associated with
bombings. Since the first bombing of the World Trade Center and the bombing of the
Murrah Federal Building in Oklahoma City, various studies have supported the need to
mandate some type of coating for windows in buildings that might be targeted in terror-
ists attacks.

As opposed to tempered glass, which is designed to protect people from the dan-
ger of flying shards in the event of breakage, UL-listed burglary-resistant glass (fre-
quently referred to as safety glass) resists heat, flame, cold, picks, rocks, and most other
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FIGURE 10.1 Shatter-resistant film. (Courtesy of the www.ShatterGARD.com Glass Protection Experts.)

paraphernalia from the intruder’s arsenal. It is a useful security glazing material because
it is durable, weathers well, and is noncombustible. On the other hand, it is heavy, dif-
ficult to install, and expensive.

The plastic glazing sold under various trade names is optically clear, thin, and easy
to install. Acrylic glazing material that appears as Plexiglas generally does not meet UL
standards for burglar-resistant material; it is much stronger than ordinary glass, how-
ever, and has many useful applications in window security applications. It is also lighter
in weight and cheaper than either safety glass or plastic glazing and, at 1%-inches thick,
is UL approved as a bullet-resistant barrier.

All these materials have the appearance of ordinary glass. Obviously, any window
so hardened against entry must be securely locked from the inside to protect against intru-
sion from the outside. This implies a strong window frame and supporting construction.

2.1.1.2 “Smash and Grab” Attacks Burglary-resistant glass is used to a considera-
ble degree in banks and retail stores where there has been a very real need to prevent
“smash and grab” raids on window displays and showcases.

It should be noted that UL-listed burglary-resistant glass is a laminate of two sheets
of flat glass (usually 34¢-inch thick) held together by a 1/inch layer of polyvinyl butyl, a
soft, transparent material. In this thickness, laminated glass is virtually indistinguishable
from ordinary glass; hence burglars may try with a hammer or iron bar to break what
they suppose to be a plate-glass window. It is only after they have made a few unsuccessful
tries that they realize the material is not penetrable.

Even though such attackers may flee empty-handed, the owners in such situa-
tions are left with windows with webs of cracks over the surface of the outer layer of
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glass, making replacement of the entire pane necessary in applications where appearance
is important. Insurers in many cases require that laminated glass be clearly identified
to discourage what would be a futile but damaging assault by the “smash and grab”
attacker.

2.1.1.3 Screening It can also be important to screen windows. First, this might pro-
tect their use as a means by which employees can temporarily dispose of goods for later
recovery. The smaller the goods being manufactured or available on the premises, the
smaller the mesh in the screen must be to protect against this kind of pilferage.

Second, as was noted earlier, any windows less than 18 feet from the ground or
less than 14 feet from trees, poles, or adjoining buildings should receive some protective
treatment unless they are well within the perimeter barrier and open directly onto an
area outside the building that is particularly well secured.

2.2 Doors

Every door, whether exterior or interior, must be carefully examined to determine the
degree of security required. Such an examination will also determine the type of con-
struction as well as the locking system to be used on each door.

The required security measures at any specific door will be determined by the oper-
ations in progress within the facility or by the value of the assets stored or available in
the various areas. The need for adequate security cannot be overemphasized, but this
security must be provided as part of an overall plan for the safe and efficient conduct of
the business.

When this balance is lost, the business may suffer. Either the security function will
be downgraded in favor of a more immediate convenience or the smooth flow of busi-
ness will be impeded to conform to obtrusive security standards. Either of these condi-
tions is intolerable in any business, and it is a management responsibility to determine
the balance required in establishing systems that will recognize and accommodate pro-
duction and security needs.

2.2.1 Door Construction and Hardware

Doors are frequently much weaker than the surface into which they are positioned.
Panels may be thin, easily broken wood or glass. Locks may be old and ineffective. The
door frame may be so constructed that a lever or a plastic card can be inserted between
the door and the jamb to disengage the bolt in the lock. Even with a properly hung door,
if the jamb is of soft material (unreinforced aluminum or light pine), it can be peeled or
ripped away from the bolt. This technique is referred to as spreading. The locking bolt
must throw at least an inch into the jamb for security applications. Heavy wood or metal
doors with reinforced jambs can go a long way in reducing the potential for spreading.

In some cases, doors are entered by pulling, a technique whereby the lock cylinder
is ripped from the door and the locking mechanism is operated through the opening left
in its face. The installation of a special, hardened steel key cylinder guard can overcome
this kind of assault. Or cylinders should be flush or inset to prevent their being wrenched
out or “popped.” Figure 10.2 illustrates common techniques of attacking doors and door
frames.

Door hinges can also contribute to a door’s weakness. Intruders can remove sur-
face-mounted hinges with mounting screws or hinge pins exposed on the exterior side of



Buildings On or As the Perimeter 197

A. Jamb spreading by prying with two farge screwdrivers. D. Sawing the bolt with a hacksaw.

P

B. Use of an automobile bumper jack to spread the door E. Jamb peeling to expose the bolt.
frame. Standard bumper jacks are rated to 2000 pounds.

The force of the jack can be applied between the two jambs

of a door to spread them and to overcome by defliection the

length of the latch throw.

HAMMER

HANDLE

C. Cylinder pulling with a slam hammer. F. Forcing the dead bolt with a drift punch and hammer.

FIGURE 10.2 Common attack methods on doors and door frames. (Reprinted with permission of National Crime
Prevention Institute, School of Justice Administration, University of Louisville, from Edgar et al., The Use of Locks
[Boston: Butterworth-Heinemann, 1987], pp. 72-76.)

the door and gain entrance on the hinge side. To complicate the matter, the door can be
replaced on its hinges after the intruder has finished and in most cases the intrusion will
never be detected. Without any visible sign of forced entry, very few insurance policies
would pay off on the stolen merchandise.
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To prevent this unhappy chain of events, hinges should be installed with the screws
concealed and with the hinge pins either welded or flanged to prevent removal.

2.3 Locks and Keys

2.3.1 Attacks Against Locks

Although direct forcible assault is the method generally used to gain entry, more highly
skilled burglars may concentrate on the locks. This could be their only practical means
of ingress if the door and the jamb are well designed in security terms and essentially
impervious to forcible attack.

Picking the lock or making a key by impression are the methods intruders gener-
ally use. Both require a degree of expertise. In the former method, metal picks are used
to align the levers, pins, discs, or tumblers as an authorized key would, thus enabling
the lock to operate. Making a key by taking impressions is a technique requiring even
greater skill because it is a delicate, painstaking operation requiring repeated trials.

Because both of these techniques are apt to take time, they are customarily used
to attack doors located where the intruder may work undisturbed and unobserved for
adequate periods of time. The picked lock rarely shows any signs of illegal entry, and
often insurance is not collectible.

2.3.2  Locks as Delaying Devices

The best defense against lock picking and making keys by impression is the installation
of special pick-resistant, impression-resistant lock cylinders or the use of magnetic cards
(as commonly used in the hotel industry and discussed later in this chapter) in place of
traditional keys. These lock cylinders are more expensive than standard cylinders but
in many applications they could well be worth the added cost. Generally speaking, in
fact, locks are the cheapest security investment that you can make. Cost cutting in their
purchase is usually a poor economy since a lock of poor quality is virtually useless and
effectively no lock at all.

The elementary but often overlooked fact concerning locking devices is that in the
first place they are simply mechanisms that extend the door or window into the wall
that holds them. If, therefore, the wall or the door itself is weak or easily destroyed, the
lock cannot be effective.

In the second place, it must be recognized that any lock will eventually yield to an
attack. They must be thought of only as delaying devices. But this delay is of primary
importance. The longer an intruder is stalled in an exposed position while he or she
works at gaining entry, the greater are the chances of discovery. Since many types of
locks in general use today provide no appreciable delay to even the unskilled prowler,
they have no place in security applications.

Even the highest-quality locking devices are only one part of door and entrance secu-
rity. Locks, cylinders, door and frame construction, and key control are inseparable ele-
ments; all must be equally effective. If any one element is weak, the system breaks down.

All locks are essentially composed of three parts: the operating mechanism, the
keying device, and the latch or bolt. Any number of combinations may be involved in
any lock, and to understand a lock, one must understand the variety of items that exist
in each of the essential parts.
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2.3.3 Latches and Bolts

The simplest latch is the spring lock. Its value as a security device is negligible. Spring
locks are designed primarily as latching devices to hold a door closed for privacy. Since
the latch is spring-loaded and has a tapered side so it will slide smoothly over the strike
plate, it can easily be opened with a plastic or celluloid strip or a credit card.

The next type of latch is the dead latch. This latching device combines the advan-
tages of the spring lock with a means of protecting the latch from carding. The dead
latch is a simple device that holds the spring latch in position when the door is closed.
When the door is unlocked, the device is in an open position to allow the latch to oper-
ate as a simple spring latch. But when the door is locked, the strike plate depresses the
device so that the spring latch becomes “dead”: It will no longer move unless the oper-
ating device manipulates it. The basic problem with the dead latch as a security device is
that the overall length of the latch is still not long enough to keep the door from being
forced open by prying between the door frame and the door.

To overcome the problem of springing doors, a dead bolt lock is needed (see
Figure 10.3). The dead bolt gets its name from the fact that it does not have a tapered
side and is “dead” in the door, whether it is open or closed. The only way to manipulate
a dead bolt is with an operating mechanism (key, electric switch, or the like). Dead bolts
are generally long enough to overcome the problem of springing the door. Some intrud-
ers have attacked dead bolts with hacksaws, however, and cut their way through the
brass alloy. To overcome this problem, the better dead bolts have a case-hardened pin in
the center to frustrate the use of a hacksaw.

2.3.4 Keying Devices and Systems

Keying devices (which include lock and key) and the mechanisms they operate are many
and varied in usage and style. A brief review of the types of keying and locking devices
in general use and of their characteristics follows:

1. Warded locks are generally found in pre-World War II construction in which the
keyway is open and can be seen through. These are also recognized by the single
plate that includes the doorknob and the keyway. The security value of these locks
is nil. These locks are found only in older construction and are becoming rare.

2. Disc tumbler locks, initially designed for use in the automobile industry, have
been replaced in that industry with pin locks, combination, and proximity devices
(discussed later in this chapter). Because the disc tumbler lock is easy and cheap
to manufacture, however, its use has expanded to other areas such as desks, files,
and padlocks. The life of these locks is limited due to their soft metal construction.
Although these locks provide more security than warded locks, they cannot be
considered very effective. The delay afforded is approximately 3 minutes.

3. Pin tumbler locks are in wide use in industry as well as in residences (see
Figure 10.4). They can be recognized by the keyway, which is irregular in
shape, and the key, which is grooved on both sides. Such locks can be master
keyed in a number of ways, a feature that recommends them to a wide variety
of industrial applications, although the delay factor is 10 minutes or less.

4. Lever locks are difficult to define in terms of security since they vary greatly in
effectiveness. The best lever locks are used in safe deposit boxes and are for all
practical purposes pickproof. The least of these locks are used in desks, lockers,
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FIGURE 10.3 Common dead bolt locks. The bolt should extend at least 1 inch beyond the door edge. However, other
locks that use an interlocking principle (for example, jimmy-resistant rim locks) also offer good security. If glass is
within 40 inches of the lock, a double cylinder dead bolt (with keys needed to open both sides) should be installed.
This makes it impossible for a criminal to break the glass and reach inside to unlock the door. Be certain to have the
key readily available so that fast exits are possible in the event of an emergency.

and cabinets and are generally less secure than are pin tumbler locks. The best of
this variety are rarely used in common applications, such as doors, because they
are bulky and expensive.

2.3.5 Removable Cores

In facilities that require a number of keys to be issued, the loss or theft of keys is an ever-
present possibility. In such situations, it might be well to consider removable cores on
all locks. These devices are made to be removed if necessary with a core key, allowing a
new core to be inserted. Since the core is the lock, this has the effect of rekeying without
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FIGURE 10.4 Pin tumbler lock. (A) A cutaway of a pin tumbler lock showing the springs and tumblers. When the
correct key is inserted into the lock, it will align all the tumblers in a straight line to allow the plug to turn and
operate the locking mechanism. (B) Locked position. Notice how the spring is forcing the tumbler to project partway
into the inner core (plug) of the lock, making it impossible for the plug to rotate. (C) Unlocked position. The tumbler
is now outside the plug, thereby allowing it to be rotated. (Courtesy of Medeco Security Locks, Inc.)

the necessity of changing the entire device, as would be the case with fixed-cylinder
mechanisms.

2.3.6  Keying Systems
Keys are generally divided into change, submaster, master, and occasionally grand mas-
ter keys:

1. The change key: One key to a single lock within a master-keyed system.

2. The submaster key: Will open all the locks within a particular area or grouping in
a given facility. In an office, a submaster might open all doors in the accounting
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department; in an industrial facility, it might open all locks in the loading dock
area. Typically, such groupings concern themselves with a common function, or
they may simply be located in the same area even if they are not otherwise related.

3. The master key: Where two or more submaster systems exist, a master key system
is established. Such a key would open any of the systems.

4. The grand master key: One that will open everything in a system involving two
or more master-key groups. This system is relatively rare but might be used by a
multipremises operation in which each location was master keyed, while the grand
master would function on any premise.

Obviously, master and submaster keys must be treated with the greatest care. If
a master key is lost, the entire system is threatened. Rekeying is the only really secure
thing that can be considered, but the cost of such an effort can be enormous.

Any master-key system is vulnerable. Beyond the danger of loss of the master itself
and the subsequent staggering cost of rekeying—or, even more unfortunate, of the use of
such a key by enterprising criminals to loot the facility—there is the problem that it nec-
essarily serves a lesser lock. Locks in such a system are neither pick-resistant nor resist-
ant to making a key by impression.

On the other hand, relative security coupled with convenience may make such a sys-
tem preferable in some applications but not in others. Only the most careful evaluation of
the particular circumstances of a given facility will determine the most efficient and effec-
tive keying system.

2.3.7 Rekeying

In any sizable facility, rekeying can be very expensive, but there are methods of lessening
the disruption and staggering cost that can be involved in rekeying. Outer or perimeter
locks can be changed first, and the old locks can be moved to interior spaces requiring a
lower level of security. After an evaluation, a determination of priorities can be made and
rekeying can be accomplished over a period of time, rather than requiring one huge capital
outlay all at once. Of prime importance is securing keys so that such problems do not arise.

2.3.8 Key Control
Every effort should be exerted to develop ways whereby keys remain in the hands of
security or management personnel. In those cases where this is not possible or practi-
cal, there must be a system of inventory and accountability. In any event, keys should
be issued only to demonstrably responsible persons who have compelling need for them.
Though possession of keys is frequently a status symbol in many companies, manage-
ment must never issue them on that basis.

Keys should never be issued on a long-term basis to outside janitorial personnel.
The high employee turnover rate in this field suggests that this could be a dangerous
practice. Employees of this outside service should be admitted by guards or other build-
ing employees and issued interior keys that they must return before leaving the building.

By the same token, it is bad practice to issue entrance keys to tenants of an office
building. If this is done, control of this vital security point is lost. A guard or building
employee should control entry and exit before and after regular building hours. If keys
must be issued to tenants, however, the lock cylinder in the entrance should be changed
every few months and new keys issued to authorized tenants.
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The security department must maintain a careful, strictly supervised record of
all keys issued. This record should indicate the name and department of the person to
whom the key was issued as well as the date of issue.

A key depository for securing keys during nonworking hours should be centrally
located, locked, and kept under supervision of security personnel. Keys issued on a daily
basis or those issued for a specific, one-time purpose should be accounted for daily. Keys
should be counted and signed for by the security supervisor at the beginning of each
working day.

When a key is lost, the circumstances should be investigated and set forth in writ-
ing. In some instances, if the lost key provides access to sensitive areas, locks should be
changed. All keys issued should be physically inspected periodically to ensure that they
have not been lost, though unreported as such.

Master keys should be kept to a minimum. If possible, submasters should be
used, and they should be issued only to a limited list of personnel especially selected
by management. Careful records should be kept of such issuance. The list should be
reviewed periodically to determine whether all those authorized should continue to hold
such keys.

Before a decision can be reached with respect to the master and submaster key
systems and how such keys should be issued, there must be a careful survey of existing
and proposed security plans, along with a study of current and planned locking devices.
Where security plans have been developed with the operational needs of the facility in
mind, the composition of the various keying systems can be readily developed.

2.3.9 Locking Schedules

Door-locking schedules and responsibilities must be established and supervised vigor-
ously. The system must be set up in such a way that a procedure for altering the routine
to fit immediate needs is possible, but in all respects the schedule, whether the master
or the temporary plan, must be adhered to in every detail. A breakdown in such a sys-
tem, especially in large offices, institutions, or industrial facilities, could represent just
the opportunity an alert criminal is waiting for.

2.3.10 Other Operating Mechanisms for Access Control
Besides the traditional key and lock, other mechanisms have been developed for access
control purposes. The following are commonly used in security applications:

1. Combination locks are difficult to defeat since they cannot be picked and few
experts can so manipulate the device as to discover the combination. Most of these
locks have three dials that must be aligned in the proper order before the lock will
open. Some such locks may have four dials for greater security. Many also have
the capability of changing the combination quickly.

2. Code-operated locks are combination locks in which no keys are used. They
are opened by pressing a series of numbered buttons in the proper sequence (see
Figure 10.5). Some of them are equipped to sound an alarm if the wrong sequence
is pressed. The combination of these locks can be changed readily. These are
high-security locking devices. Because this type of lock can be compromised by
“tailgating” (more than one person entering on an authorized opening), it should
never be used as a substitute for a guard or receptionist.
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FIGURE 10.5 Code-operated lock. (Courtesy of KABA, www.kaba-ilco.com.)

FIGURE 10.6 Card reader. (Courtesy of Flexlso-MifareCard/Indala.)

3. Card-operated locks (see Figure 10.6) are electrical or, more usually, electromagnetic.
Coded cards are about the size of a credit card. These frequently are fitted with a
recording device that registers time of use and identity of the user. The cards serving
as keys also serve as company identification cards. As with code-operated locks,
tailgating can occur with this type of lock as well. In addition, the readers identify
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FIGURE 10.7 Proximity tags. (Photo courtesy of HID Corporation.)

the card, not the individual. The hotel industry has been making the switch from
traditional key systems to the electronic locking systems over the past 15 years. The
advantages of these systems are many, including the following:

* Security staff no longer need to spend hours rotating key cores and keeping
detailed logs.

e Card keys can be programmed to function in a variety of ways.
e Lost cards can be deactivated in a matter of seconds.

® The systems often allow hotels to keep track of the time and number of entries
at a given site.!

There are several types of card-operated systems on the market:

® Magnetic coded cards are of two basic designs. The first contains a flexible
magnetic sheet sealed between two sheets of plastic. The second contains a
magnetic strip along one edge of the card. The code is created by magnetizing
spots on the sheet or strip. The code can be erased if it is exposed to a strong
magnetic field. It is possible to duplicate the magnetic pattern and create
false cards.

o Wiegan Effect cards rely on short-length magnetic wires embedded within
the card. Cards contain up to 26 wire bits, which make millions of code
combinations possible. The card is immune to demagnetization and difficult
to copy.

* Optical coded cards contain bar codes similar to those found on products in
most grocery stores. Early cards used the visible bar codes and were easy to
duplicate. Today’s product contains bar codes visible only under ultraviolet or
infrared light.

o Proximity cards (see Figure 10.7) do not need to be inserted into a reader
or scanned. These cards send a code to a receiver via magnetic, optical, or
ultrasonic pulses.

® Radio frequency identification (RFID) is a form of proximity technology relying
on radio frequency identification. The system has a signaling device (badge or
tag) and readers. Coupled in an integrated system, data can be recorded and
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managed by computer systems that track all types of information such as
time admitted and number of entrances versus exits. Industry analysts predict
that a large percentage of the access control market will be RFID-based in the
future.

4. Biometric systems are designed to recognize biological features of the individual

before access is granted. These systems are in fact identity verification systems

that use personnel characteristics to verify identity. Though these systems bring

the James Bond gadgetry to reality, they are also currently handicapped by

problems relating to the fact that physical characteristics of people do change with

physical injuries, stress, and fatigue. There are several types of this state-of-the-art

technology:

o Fingerprint recognition systems (see Figure 10.8) optically scan a chosen
fingerprint area and compare the scanned area with data in the file of the person
to be admitted.

® Signature recognition systems rely on the fact that no two people write with the
same motion or pressure. Although forgers can duplicate the appearance of the

FIGURE 10.8 Fingerprint recognition system. (Courtesy of KABA.)
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signature, the amount of pressure and motions used in creating the signature

will differ.

® Hand geometry recognition systems (see Figure 10.9) use the geometry of the
hand. The system basically measures finger lengths and compares them with
information in the authorized files.

® Speaker verification systems use the uniqueness of voice patterns to determine
identification and control admittance. The system uses soundproof booths and

FIGURE 10.9 Hand geometry recognition. (Courtesy of Handkey I, Ingersoll-Rand, www.handreader.com.)
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FIGURE 10.10 Eye retina identification system. (Courtesy of KABA.)

requires that the person to be identified repeat a simple phrase, usually four
words in length.

* Eye retina recognition systems (see Figure 10.10) analyze the blood vessel
pattern in the retina of the eye. These patterns vary widely, even between
identical twins. The chance of false identification using this system is one in
a million.

5. Padlocks are detachable, portable locks that have a shackle adapted to open for
engagement through a hasp or chain. Padlocks should be hardened and strong
enough to resist prying. The shackle should be close enough to the body to prevent
the insertion of a tool to force it. No lock that will be used for security purposes
should have fewer than five pins in the cylinder. Padlocks can be supplied with a
function that prevents the withdrawal of a key until the lock is closed.

It is important to establish a procedure requiring that all padlocks be locked at

all times, even when they are not securing an area. This will prevent the possibility
of the lock being replaced by another to which a thief has the key.

The hardware used in conjunction with the padlock is as important as the lock
itself. It should be of hardened steel, without accessible screws or rivets, and
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FIGURE 10.11 Modern high-security lock with e-key access. (Photo courtesy of LA GARD, INC, A MASCO Company.)

bolted through the door to the inside, preferably through a backing plate. Shackles
should be forged of hardened steel, 3% inch in both the heel and toe. The bolt ends
should be burred.

6. High-security locks. Virtually every lock manufacturer makes some kind of special
high-security lock that is operated by nonduplicable keys. A reliable locksmith or
various manufacturers should be consulted in cases of such need.

7. The latest addition to new security access control hardware is the iBuston. This
device is an extension of the “smart card” technology being used by the banking
industry. The iButton contains a hermetically sealed computer chip in a stainless
steel container. The iButton can secure information and can provide information
for security staff.?

It appears that as the technology allows, old systems are being supplanted by tech-
nology. One example of the ability to use old systems with new technology is the “elec-
tronic key” (see Figure 10.11). This key looks and is used like a regular metal key but
contains the electronic characteristics of a smart card. The key does not have any cuts: It
is an electronic key that can be fitted to existing door hardware.’

A 1996 study predicted that the then-popular existing magnetic strip cards would
be phased out shortly after 2000. The same study predicted that in 2000 there would be
550 million smart cards.* The initial uses were in replacing store cards. However, this
high-tech card now is accepted by credit card companies, banks, and others. Over half
of all transactions in retailing and banking are now handled by smart card technology.
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Other uses include access control for physical security, computer information access con-
trol, health care cards, access to mobile telephone networks, and multipurpose ID cards
in colleges, universities, and workplaces.

2.3.11 Locking Devices

In the previous list we have considered the types of locks that are generally available. It
must be remembered, however, that locks must work in conjunction with other hard-
ware that affects the actual closure. These devices may be fitted with locks of varying
degrees of security and may themselves provide security to various levels. In a security
locking system, both of these factors must be taken into consideration before you deter-
mine which system will be most effective for specific needs.

1. Electromagnetic locking devices hold doors closed by magnetism. These electrical
units consist of an electromagnet and a metal holding plate. When the power
is on and the door secured, they will resist pressure of up to 1,000 pounds. A
high frequency of mechanical failures with this type of lock can create problems.
Inconvenienced employees will often block the door open or jam the door-bolting
mechanism so that the lock no longer operates. Quality equipment, preventive
maintenance, frequent inspections, and quick response to problems will minimize
these issues.

2. Double-cylinder locking devices are installed in doors that must be secured from
both sides, requiring a key to open them from either side. Their most common
application is in doors with glass panels that might otherwise be broken to allow
an intruder to reach in and open the door from the other side. Such devices cannot
be used in interior fire stairwell doors, since in those cases firefighters break the
glass to unlock the door from the inside.

3. Emergency exit locking devices are panic-bar installations allowing exit without
use of a key. This device locks the door against entrance from the outside. Because
such devices frequently provide an alarm feature that sounds when exit is made,
they are fitted with a lock that allows exit without setting off the alarm when a
key is used.

4. Recording devices provide a printout of door use by time of day and by the key used.

5. Vertical throw devices lock into the jamb vertically instead of the usual horizontal
bolt. Some versions lock into both jamb and lintel. A variation of this device is the
police lock, which consists of a bar angled to a well in the floor. The end of the
bar contacting the door is curved so that when it is unlocked it will slide up the
surface of the door, allowing the door to open. When it is locked, it is secured to
the door at one end and set in the floor at the other. A door locked in this manner
is virtually impossible to force.

6. Electric locking devices are installed in the same manner as other locks. They are
activated remotely by an electric current that releases the strike and thus permits
entrance. Many of these devices provide minimal security, since the engaging
mechanisms frequently offer no security feature not offered by standard hardware.
The electric feature provides a convenient method of opening the door; it does not
in itself offer locking security. Because such doors are usually intended for remote
operation, they should be fitted with a closing device.
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7. Sequence locking devices are designed to ensure that all doors covered by the system
are locked. The doors must be closed and locked in a predetermined order. No door
can be locked until its designated predecessor has been locked. Exit is made through
the final door in the sequence, and entry can be made only through that same door.

2.4 Roofs and Common Walls

An important though often overlooked part of the perimeter is the roof of the building.
In urban shopping centers or even in small, freestanding commercial situations where
the building walls are the perimeter, entry through the roof is common. Entry can be
made through skylights or by chopping through the roof—an activity rarely detected by
passersby or even by patrols.

Buildings sharing a common wall have also frequently been entered by breaking
through the wall from a poorly secured neighboring occupancy. All of these means of entry
circumvent normal perimeter alarm systems and can therefore be particularly damaging.

3 Surveillance Devices

Surveillance of a facility both internally and externally has traditionally been conducted
by patrolling security personnel who watch for any signs of criminal activity. If they spot
any trouble, they are in a position to take such action as necessary. Patrols cannot be
everywhere, however, and with the present emphasis on cost-effectiveness, other meth-
ods have been introduced to supplement patrols. A wide variety of surveillance devices,
including motion-picture cameras, sequence cameras, and CCTV monitors with video
and digital cameras, are being used.

Effective surveillance systems are expected to produce two possible end results.
First, a good system should produce an identifiable image of people engaging in crim-
inal behavior or violating company policy. Second, the system should also serve as a
deterrent. Although there is no way to determine how many attempts are discouraged
because of the presence of these systems, one definite advantage is that surveillance sys-
tems generally mean lower insurance rates.

The major factor limiting the use of surveillance devices is the cost of installa-
tion and maintenance. In addition, some companies worry about the possible negative
impact of these systems on employee morale, although this is becoming increasing rare
as cameras become commonplace not only in the workplace but in public areas as well.

CCTV systems are the state-of-the-art surveillance devices and in most cases have
replaced still and motion-picture systems. The CCTV systems coupled with recording (VCR)
equipment or computers (digital systems) are exceptionally flexible (see Figure 10.12).
The tapes or digital records can be erased and reused, a definite cost savings in comparison
with other systems. In today’s market, digital equipment has rapidly replaced VHS, which
is viewed as too limiting because of intense maintenance, remote accessibility problems, and
difficulty in integrating with other systems.’ Problems associated with VHS are reduced or
eliminated with digital technology.

Current technology developments have produced CCTV that is used for laparo-
scopic surgery. Improved lens design has also produced cameras that can identify objects
within % square foot from more than 100 miles in space. With the improved technology,
the CCTV has become one of the most sought-after systems in the security market.
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FIGURE 10.12 CCTV systems. (Courtesy of Vicon Industries.)

Technological advances allow CCTV technology to be used where it would not
have been effective 10 years ago—in areas such as loading docks and automatic teller
machines. The reduced size of the camera also allows for a greater number of applica-
tions (see Figure 10.13). Cameras may easily be placed in covert locations such as wall
receptacles, clocks, and mannequins. The reduced price and improved reliability of color
cameras have enabled banks, retail stores, museums, and others to add color evidence to
their security capabilities.

The “starlight” cameras allow for good video reproduction at 0.0001 lux (the
amount of light produced by stars on a clear night) compared to the previous 0.1 lux
level. CCTV technology adds the ability to use thermal cameras with current systems.
These cameras detect and transmit heat images. They will work in the light or in pitch-
black environments.

Finally, the ability to network a widespread surveillance system and monitor multiple
sites remotely from a central location is a reality (see Figure 10.14). Remote video manage-
ment systems (RVMS) are now being used to monitor multiple VCRs and video-signaling
devices at thousands of locations.® Modern integrated surveillance systems through the
use of digital cameras connected worldwide via Wide Area Networks (WANSs), Local Area
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FIGURE 10.13 A first-generation smart camera. (Courtesy of Pelco, www.pelco.com.)

FIGURE 10.14 Control console. (Courtesy of Winsted Corp.)
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Networks (LANSs), and the Internet have truly expanded and revolutionized monitoring
capabilities.

These improvements in CCTV technology have resulted in a move to replace or
augment existing security systems with CCTV. However, as the demand for digital cam-
eras continues to increase, analog CCTV equipment will eventually be phased out of
use. This trend is predictable as security operations continue to integrate video, alarm
systems, and access control into a seamless operation. Networking is becoming the tech-
nology via which we can build complete security systems that allow central stations to
monitor operations around the world.

Once a decision has been made to purchase a system, careful planning must pre-
cede the purchase. Poor planning generally means wasted funds and a system that does
not do the required job. Several questions should be asked before any purchase, among
them the following:

¢ Is the camera to be visible and used as a deterrent to crime or hidden and used in
civil or criminal prosecutions? Most businesses would rather prevent a crime than
go to the effort and expense of prosecution; these businesses therefore prefer visible
camera locations. In addition, hidden camera sites cost more because there is not
only the investment in the camera but also expenses incurred in hiding the camera.

e What effect, if any, will the sun have on the operation of the system? Sunlight
is variable in intensity, and good light conditions may deteriorate as the day
progresses into dusk. In addition, sunlight can cause glare. A CCTV system may
allow you to change the settings of the recording cameras to help adjust for
changes in light intensity.

e Where is the best location for a camera? In banks, for instance, placement might
be where customers do not immediately notice the camera. In many cases, this
is accomplished by placing the camera over the exits. This permits narrow-angle
coverage of an area where the subject must approach the camera directly at a time
when he may be comparatively off-guard (for example, you might catch a bank
robber removing his disguise). In these cases, the teller does not have to signal
the camera until the robber is on the way out of the bank. When the camera is
placed to photograph the teller and cashier area, attempting to trigger the camera
manually may endanger the employee.

¢ Should the placement of the camera be high? High placement is not as efficient as
it is often thought to be. Persons photographed from high locations might not be
recognizable. A good spot is just high enough to see over obstacles and to protect
the camera from curious observers.

® What type of lighting is in use? Sodium systems produce poor color accuracy.
Ideally the camera system and lighting plan should be coordinated to allow for the
most accurate recording of details.

A site survey is essential to effective planning. This survey is generally presented in
the form of a diagram with the areas to be protected drawn to scale. The diagram should
include blind spots, areas of high loss potential, exits, windows, cash registers, electrical
outlets, and other items significant to the site. Lighting requirements can be determined
using an illumination meter. Record the information on the diagram, and measure illu-
mination at both the brightest and the darkest times of the day. Levels of light should
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generally not be below 20 to 40 or above 250 foot-candles (fc). If the level falls below 20
fc, you will need additional lighting or other camera equipment; if it rises above 250 fc,
you will need special filters. Study the traffic flow to discover the greatest usage.

The future might increase the role of surveillance into the area of decision making.
Manufacturers are developing cameras that not only watch and record but also interpret
what they see. There are hints that cameras may soon be able to detect unattended bag-
gage at airports, guess a person’s weight, or analyze the way you walk.” The European
Union is funding research in this area to include cameras and robots. According to
Richard Bowden, University of Surrey professor, “If you have a robot with a camera
that looks down a road and it knows it is normal behaviour for people to just walk
along, then it will know that if somebody shimmies up a drainpipe, it is something the
system has not seen before.”®

Camera systems are increasingly becoming parts of company and community pro-
grams of protection. A Philadelphia neighborhood recently installed a $120,000 high-
tech camera system that can detect suspicious activity, photograph faces and license
plates from three blocks away, and eventually send real-time video straight to a police
squad car.” In Baltimore, where 350 cameras were installed in 2005, violent crime in the
areas with cameras has fallen 15 percent.!”

4  Old Construction

Older buildings—particularly, though certainly not exclusively, office buildings—present a
host of different and difficult security problems. Exterior fire escapes, old and frequently
badly worn locks, common walls, roof access from neighboring buildings, unused and for-
gotten connecting doors—all increase the exposure to burglary.

It is vital that all such openings are surveyed and plans made for securing them.
Windows not designated as emergency exits must be barred or screened. Where windows
lead to a fire escape or are accessible to adjacent fire escapes, their essential security must
be accomplished within local fire code regulations. Fire safety must be a primary consid-
eration. In cases where prudence or the law (or both) dictate that locks would be a haz-
ard to safety, windows should be alarmed and the interior areas to which these windows
provide access must be further secured. Here, security can be likened to any army retreat-
ing to secondary or tertiary lines of defense to establish a strong and defensible position.

It is also well to consider the danger of attack from neighboring occupancies in
shared space where entry might be made from low-risk, badly secured premises into a
higher-risk area that might otherwise be well protected against a more direct attack.

5 New Construction

Modern urban buildings, though security conscious in varying degrees, present their own
problems. Most interior construction is standardized. Fire and building codes are such
that corridor doors can resist most attacks if the hardware is adequate. Corridor ceilings
are fixed, and entrances to individual offices usually offer a fairly high degree of security.

On the other hand, modern construction creates offices that are essentially open-top
boxes. They have solid exterior walls (though interior walls are frequently plasterboard)
and a concrete floor. But nothing of any security value protects the top. The ceiling is
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simply a layer of acoustical tiles lying loose on runners suspended between partition
walls. In the space above these tiles—between them and the concrete slab above—are
vital air-conditioning ducts and wiring for power and telephones.

In effect, any given floor of a building has a crawl space that runs from exterior wall to
exterior wall. This may not be literally so in every case, but the net result stands. It means
that virtually every room and every office is accessible through this space. Once this
crawl space is reached from any occupancy, the remaining offices on that floor are
accessible.

Extending dividing walls up to the next floor will not solve the problem, because
this drywall construction is easily broken through and, in any case, it must be breached
to allow passage of all utilities. Alarms of various kinds, which are discussed later in this
book, are recommended to overcome this problem.

6 Security at the Building Design Stage

Once a building has been constructed without proper security considerations, the dam-
age has been done. Security weaknesses begin to manifest themselves, but at this point it
is far too expensive to make basic structural changes to correct them. Guard services and
protective devices that might not otherwise have been necessary must be instituted. In
any event, there will be some expense for protection that could have been incorporated
into the building’s design before construction began. This kind of oversight can be very
expensive indeed.

Unfortunately, we have not yet arrived at the point where the need for security
from criminal acts is as automatic a consideration as the need for efficiency or profits.
Architects’ interest in design for protection of buildings and grounds is usually minimal.
They traditionally leave such demands to their clients, who usually are unaware of the
availability of protective hardware and who are rarely competent to deal with the prob-
lems of protective design.

This situation may be changing following the growing apprehension over possible
terrorist attacks. Recent events, such as the destruction of the World Trade Center as well
as attacks on buildings in many other countries, may prompt designers to consider incor-
porating security plans in their designs. As noted in Chapter 1, the construction industry,
in response to issues raised in the review of the failure of the World Trade Center towers,
has announced plans to revise its MasterFormat system to include more security con-
cerns. MasterFormat is the work of the Construction Specifications Institute.

In addition, the crime rate and the growing awareness of the problem have directed
more attention toward the important role that building design can play in security. There
have been some efforts on the part of the federal government to accentuate the architect’s
role in security.

Under the umbrella of environmental security, concepts of crime prevention through
environmental design (CPTED) have received added attention in recent years. Early work
in this field concentrated on residential security, particularly in public housing, with
Oscar Newman’s major study of “defensible space” being a pioneering work.!!

This approach to crime prevention through environmental design has important
implications for private security. It seeks to bring together many disciplines—among them
urban planning, architectural design, public law enforcement, and private security—to
create an improved quality of urban life through crime prevention. In particular it encour-
ages awareness of crime prevention techniques through physical design.
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7 Security Principles in Design

Certain principles should always be considered in planning any building. Without them,
it can be dangerously vulnerable. Some areas of consideration are listed here:

1. The number of perimeter and building openings should be kept to a minimum
consistent with safety codes.

2. Perimeter protection should be planned as part of the overall design.

3. Exterior windows, if they are less than 14 feet above ground level, should be
constructed of glass brick, laminated glass, or plastic materials, or they should be
shielded with heavy screening or steel grilles.

4. Points of possible access or escape that breach the exterior of the building or
the perimeter should be protected. Points to be considered are skylights, air-
conditioning vents, sewer ducts, manholes, or any opening larger than 96 square
inches.

5. High-quality locks tied to smart card technology should be employed on all
exterior and restricted area doors for protection and quick-change capability in
the event of cardkey loss.

. Protective lighting should be installed.

. Shipping and receiving bays should be widely separated from each other.

. Exterior doors intended for emergency use only should be fitted with alarms.

O 0 N &

. Exterior service doors should lead directly into the service area so that
nonemployee traffic is restricted in its movement.

10. Dock areas should be designed so that drivers can report to shipping or receiving
clerks without moving through storage areas.

11. Employment offices should be located so that applicants either enter directly from
outside or move through as little of the building as possible.

12. Employee entrances should be located directly off the gate to the parking lot.
13. Employee locker rooms should be located by employee entrance and exit doors.

14. Doors in remote areas should be fitted with alarms.

Summary

The basics of interior and exterior security theory remain constant, but the tools used
to establish the systems have improved in recent years. Systems that integrate all aspects
of security are becoming commonplace. Smart cameras work with monitors, switchers,
recorders, access control devices, and computers to allow operators to efficiently moni-
tor and control a multitude of locations from one central station operation. Biometric
technology implementation is growing at a rapid pace and should continue to be an
area of advancement in the security industry. Geoff Kohl, editor at SecuritylnfoWatch.
com, noted in 2007 that the security industry is still heavily focused on gates, fences,
analog cameras, guards, and old reed-style contacts for intrusion detection. Although
mag strip cards and security fencing may still define much of commercial security, it’s
rapidly moving beyond that. The industry as a whole is paying a lot more attention
to technology.!?
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CASE STUDY

You are the security director for IBID International, a large manufacturer. You have
decided to conduct a security survey of the company’s administrative building. You
have received the security survey report form (see Appendix D) and a blueprint of
the building (see Figure 10.15). Your approved recommendations will be presented
to senior management for final approval and funding. Fill out the survey form. As
you do so, look over the blueprint and note directly on your blueprint what and

where you would make security improvements in the building and its interior.

Narrative: You should succinctly, clearly, and logically draw together your findings
on the physical security survey. This narrative should briefly provide an overview of
each problem and its recommended solution or correction.

Review Questions

1. What factors need to be considered when you are purchasing and installing locking
devices for security purposes?
2. Describe the basic principles of an effective key control plan.
3. What are the two end results of an effective surveillance system?
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The Inner Defenses: Intrusion
and Access Control

OBJECTIVES

The study of this chapter will enable you to:

1. Identify the security measures aimed at protecting assets within a physical
structure.

2. Evaluate various types of identification systems.

. Know how to evaluate various types of safes, vaults, and files.

4. Discuss various alarms and alarm systems.

(O8]

1 Introduction

Once the facility’s perimeter is secured, the next step in physical security planning is to
minimize or control access to the facility or building interior. The extent of this control
will depend on the nature and function of the facility. The controls must not interfere
with the facility’s operation. It is theoretically possible to completely seal off access to a
given operation, but it would be difficult to imagine how useful the operation would be
in such an atmosphere.

Certainly no commercial establishment can be open for business while it is closed
to the public. A steady stream of outsiders, from customers to service personnel, is essen-
tial to its economic health. In such cases, the security problem is to control this traffic
without interfering with the function of the business being protected. Isolated manufac-
turing facilities must also provide for the traffic created by the delivery of raw materials,
the shipping of fabricated goods, the provision of services, and of course the labor force,
which may be operating in several shifts.

All such traffic tends to compromise the facility’s physical security. But security
must be provided, and it must be provided appropriately for the operation of the facility
being served.

Within any building, no matter whether it is located inside a perimeter barrier or
is a part of the perimeter wall, it is necessary to consider the need to protect against the
internal thief as well as the potential intruder. Whereas the boundary fence is primar-
ily designed to keep out unwanted visitors (not altogether forgetting its function in the
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control of movement of authorized personnel), interior security must provide some pro-
tection against the free movement of employees and others bent on pilferage as well as
establishing a second line of defense against the unannounced intruder.

Since every building is used differently and has its own unique traffic composition
and flow, each building presents a different security problem. Each must be examined
and analyzed in great detail before an effective security program can be developed.

We cannot overemphasize that such a program must be implemented without in
any way interfering with the orderly and efficient operation of the facility to be pro-
tected. It must not be obtrusive, yet it must provide a predetermined level of protection
against criminal attack from outside or inside.

The first points of examination must be the doors and windows of buildings within
the perimeter. These must be considered in terms of effectiveness, no matter whether the
building walls form a part of (or in themselves constitute) the perimeter barrier (as we
discussed in Chapter 9), or they are a true second defense line where the building under
examination is completely within the protection of a barrier.

2 Doors to Sensitive Areas

Doors to telephone equipment rooms, computer installations, research and develop-
ment, and other sensitive areas should be equipped with automatic door-closing devices
and fitted with strong dead bolts and heavy latches.

In cases where an area is under heavy security but has any degree of traffic, it might
be well to consider installing an electric strike to secure the operation and control the traf-
fic. This kind of unit is a locking device that a security person controls remotely, permit-
ting entry of a recognized, authorized person only when pressing a button to release the
lock. Because it requires someone on hand at all times for its operation, this system can be
expensive. It must be examined with the cost-versus-security equation in mind. Continuing
development in biotechnology is providing other options that will be discussed later in this
chapter.

Supply room and tool room doors should be secured whenever those rooms
are not actually in use. Even when they are in use, entrance into these areas must be
restricted. The usual construction of such restraints consists of either a “Dutch” door, in
which the bottom half is secured, or a counter that can be closed off by heavy screening,
chain-link fencing material, or reinforced shutters.

Special care should be taken in storing small items of value. Such merchandise or
material is highly subject to theft by virtue of its value for resale or personal use com-
bined with the ease with which it can be stolen. Although such items may be stored in a
facility of any construction capable of providing security, it has been the experience of
many firms that uniformly stacked rows, piles, or pallets of such items within a cage-
type construction that provides instant eyeball inventory is the best protection. Such pre-
cautions will vary from business to business, but they must be carefully systematized to
control this potentially troublesome area of loss.

3 Office Area Doors

Doors between production and office areas or between heavily trafficked areas and office
spaces must be examined for the likelihood of their use for criminal purposes. Their
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construction and locking hardware will be determined by such a survey. In most cases,
these passages will be minimum-security areas during regular working hours because
there is usually a need for movement between these areas. When there is little or no use
of the office area, these doors should be secured.

4  Traffic Patterns

When you’re laying out the security plan, you must analyze doors for their function. In
some cases, they will serve a dual purpose—for example, fire doors, which are designed
to close automatically in the event of a fire. These doors, which may remain open at the
discretion of management, must be fitted to form an effective and automatic barrier to
the spread of fire. They may be desirable when fire doors separate a production area from
a warehouse or storage area. During those times when the production area is in opera-
tion but the warehouse is not, such fire doors can perform a security function by remain-
ing closed.

In other cases, doors must be examined in an effort to establish a schedule for their
use. Employee entrances that are the authorized points of passage for all employees may
be staffed by security personnel, depending on whether the control point is established
there or farther out on the perimeter. These doors could be secured once the employees
have entered, thus denying entrance to unauthorized visitors as well as preventing any
employees from wandering out to the fence, the parking lot, or any other location where
they might cache contraband for later pickup or transport.

It is axiomatic, however, that any door used as an entrance will in a time of emer-
gency be used as an exit by some employees. This is true in apartments and office build-
ings and even in industrial facilities where the employees are thoroughly familiar with
the premises. No matter what or how many designated emergency exits or procedures
there are, in a time of tension or near panic some individuals will seek out the door with
which they are most familiar. The entrance then must always be considered an emer-
gency exit, and it should be equipped with panic hardware. To protect against surrepti-
tious use, it should also be fitted with at least a local alarm.

The same, of course, is true of the designated emergency exits. These doors should,
in addition, be stripped of all exterior hardware since they are not intended for oper-
ational use at any time.

Personnel doors leading to and from the dock area must be carefully controlled
and supervised at all times when the dock is in use. These and dock doors must be
secured when the area is no longer operational.

Fire doors in office buildings should be fitted with alarms to prevent surreptitious
use and access to the interior. Use of public stairwells should be prohibited or discour-
aged unless doors from them open into reception areas.

5 Traffic Control

Controlling traffic in and out and within a facility is essential to the facility’s security
program. Perimeter barriers, locked doors, and screened windows prevent or deter
the entry of unauthorized visitors. But because some traffic is essential to every oper-
ation, no matter how highly classified, provision must be made for the control of this
movement.
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Specific solutions will depend on the nature of the business. Obviously retail estab-
lishments, which encourage high-volume traffic and regularly handle a great deal of
merchandise both in and out, have a problem of a different dimension from that of the
industrial operation working on a highly classified government project. Both, however,
must work from the same general principles toward providing the greatest possible secur-
ity within the efficient and effective operation of the job at hand.

Controlling traffic includes identifying employees and visitors and directing or limit-
ing their movements and controlling all incoming and outgoing packages as well as trucks
and private cars.

5.1 Visitors

All visitors to any facility should be required to identify themselves. When they are
allowed to enter after they have established themselves as being on an authorized call,
they should be limited to predetermined, unrestricted areas. The obvious exception is in
firms where the public has free access to the facility—for example, retail stores.

If possible, sales, service, and trade personnel should receive clearance in advance
on making an appointment with the person responsible for them being there. Although
this is not always possible, most businesses deal with such visitors on an appointment
basis, and a system of notifying the security personnel can be established in a majority
of cases.

Businesses that salespeople or tradespeople regularly call on unannounced should
set aside a waiting room that can be reached without passing through sensitive areas.
In some cases, it may be advisable to issue passes that clearly designate these people as
visitors. If they will be escorted to and from their destination, a pass system is probably
unnecessary.

Ideally, all traffic patterns involving visitors should be short, physically confined to
keep visitors from straying, and capable of being observed at all points along the route.
In spread-out industrial facilities, traffic patterns should take the shortest, most direct
route that will not pass through restricted, sensitive, or dangerous areas and that will
pass from one reception area to another.

To achieve security objectives without alienating visitors and without in any way
interfering with the business’s operation, any effective control system must be simple
and understandable (see Figure 11.1). It must incorporate certain specific elements to
accomplish its aims. It must limit entry to people who are authorized to be there and be
able to identify such people. It must have a procedure by which persons may be identi-
fied as being authorized to be in certain areas, and it must prevent theft, pilferage, or
damage to the installation’s assets. It must also prevent injury to the visitor.

5.2 Employee Identification

Small industrial facilities and most offices find that personal identification of employees
by guards or receptionists is adequate protection against intruders entering under the
guise of employees. In organizations of more than 50 employees per shift or in high-
turnover businesses, this type of identification is inadequate. The opportunity for error
is simply too great. In 2004, the White House noted that there were “wide variations in
the quality and security of forms of identification used to gain access to secure federal
and other facilities where there is a potential for terrorist attacks.”!
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FIGURE 11.1 Visitor/contractor ID. (Courtesy of Temp Badge.)
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FIGURE 11.2 Employee identification card. (Courtesy of Temp Badge.)

With the continually changing technology, James Bond-type access controls are
becoming common. Facial imaging, along with existing biometric identity and access con-
trol technology, will make it unlikely that access to secured areas will be gained by some-
one other than the person intended. The International Biometrics Group projects that
facial recognition will represent more than $1.4 billion, or 19 percent, of the $7.4 billion
non-AFIS (Automated Fingerprint Identification System) market by 2012. Fingerprint
matching is predicted to represent 25 percent.?

Today the most practical and generally accepted system is the use of badges or iden-
tification cards (see Figure 11.2). Generally speaking, this system should designate when,
where, how, and to whom passes should be displayed; what is to be done in case a visitor
or employee loses the pass; procedures for retrieving badges from terminating employees;
and a system for cancellation and reissue of all passes, either as a security review or when
a significant and specific number of badges have been reported lost or stolen.

To be effective, badges must be tamper-resistant, which means that they should
be printed or embossed on a distinctive stock that is worked with a series of difficult—
to-reproduce designs. They should contain a clear and recent photograph of the bearer,
preferably in color. The photograph should be at least 1 inch square and should be updated
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every two or three years or when there is any significant change in facial appearance, such
as the badgeholder growing or removing a beard or mustache. The badge should, in addi-
tion, contain vital statistics such as date of birth, height, weight, color of hair and eyes,
gender, and both thumbprints. It should be laminated and of sturdy construction. In cases
where facility areas are set off or restricted to general employee traffic, the badge might be
color-coded to indicate the areas to which the bearer has authorized access.

The latest entry into badge protection is holography. The introduction of holography
into badge control systems reduces the chance of counterfeiting. Holograms incorporated
with other technology advances from the past 15 years have produced an identification
card system that is almost forgery-proof while incorporating computer accountability.

If a badge system is established, it will only be as effective as its enforcement. Facility
guards are responsible for seeing that the system is adhered to, but they must have the
cooperation of the majority of the employees and the full support of management. If the
system is simply a pro forma exercise, it becomes a useless annoyance and would better
be dispensed with.

Under the Department of Homeland Security Presidential Directive/HSPD-12,
issued in August 2004, the federal government established a mandatory, government-
wide standard for secure and reliable forms of identification issued by the federal gov-
ernment to employees and government contactors and their employees.>

5.3 Pass Systems

As we have just noted, all employees entering or leaving a facility or area should be
identified and their authorization to be there should be checked. This can be achieved
through one of many pass systems. Three possible systems are as follows:

o The single-pass system, in which a badge or pass coded for authorization to enter
specific areas is issued to an employee, who keeps it until the authorization is
changed or until he or she leaves the company.

e The pass-exchange system, in which an employee entering a controlled area
exchanges one color-coded pass for another that carries a different color code
specifying the limitations of the authorization. On leaving the area, the employee
surrenders the controlled-area pass for the basic authorization identification pass.
(In this system, the second pass never leaves the controlled area, thus reducing the
possibility of switching, forging, or altering.)

o The multiple-pass system, the same as the exchange system, but it provides an
extra measure of security by requiring that exchanges take place at the entrance to
each restricted area within the controlled area.

5.4 Package Control

Every facility must establish a system for the control of packages entering or leaving the
premises. However desirable it might seem, it is simply unrealistic to support as a workable
procedure a blanket rule forbidding packages either in or out. Such a rule would be dam-
aging to employee morale and in many cases would actually work against the efficient oper-
ation of the facility. Therefore, since transporting packages through the portals is a fact of
life, the packages must be dealt with to prevent theft, misappropriation of company prop-
erty, and concealment of dangerous materials (i.e., biological or chemical agents or bombs).
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If it is deemed necessary, the types of items that may be brought in or taken out
may be limited. If such is the case, the fact must be publicized and clearly understood by
everyone.

Packages brought in should be checked for content. If possible where they are not
to be used during work, they should be checked with the guard to be picked up at the
end of the day. In most cases, spot-checking will suffice.

Whatever the policy concerning packages—whether they are to be checked or
inspected—that policy must be widely publicized in advance. This is to avoid the appear-
ance of discrimination against those whose packages are opened and examined or those
that are denied entrance in conformity with company policy.

6 Files, Safes, and Vaults

The final line of defense at any facility is in the high-security storage areas where papers,
records, plans, cashable instruments, precious metals, or other especially valuable assets
are protected. These security containers will be of a size and quantity that the nature of
the business dictates.

Every facility has its own particular needs, but certain general observations apply.
The choice of the proper security container for specific applications is influenced largely
by the value and the vulnerability of the items to be stored in it. Irreplaceable papers or
original documents may not have any intrinsic or marketable value, so they might not be
a likely target for a thief, but because they do have great value to the owners, they must
be protected against fire. On the other hand, uncut precious stones or even recorded
negotiable papers that can be replaced might not be in danger from fire, but they would
surely be attractive to a thief. They must therefore be protected against theft.

In protecting property, it is essential to recognize that, generally speaking, protective
containers are designed to secure against either burglary or fire. Each type of equipment has
a specialized function and provides only minimal protection against the other risk. There
are containers designed with a burglary-resistant chest within a fire-resistant container that
are useful in many instances, but these too must be evaluated in terms of the mission.

Whatever the equipment, the staff must be educated and reminded of the different
roles played by the two types of containers. It is all too common for company personnel
to assume that a fire-resistant safe is also burglary-resistant and vice versa.

6.1 Files

Burglary-resistant files are secure against most surreptitious attacks. On the other hand,
they can be pried open in less than half an hour if the burglar is permitted to work
undisturbed and is not concerned with the noise created in the operation. Such files are
suitable for nonnegotiable papers or even proprietary information, since these items are
normally only targeted by surreptitious assault.

Filing cabinets with a fire rating of 1 hour and further fitted with a combination lock
will probably be suitable for all uses except the storage of government-classified documents.*

6.2 Safes

Safes are expensive, but if they are selected wisely, they can be very important invest-
ments in security. Emphatically, safes are not simply safes. They are each designed to
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perform a particular job to provide a particular level of protection. The two types of
safes of most interest to the security professional are the record safe (fire-resistant) and
the money safe (burglary-resistant). To use fire-resistant safes for the storage of valuables
subject to theft—an all too common practice—is to invite disaster. At the same time,
it would be equally careless to use a burglary-resistant safe to store valuable papers or
records because, if a fire were to occur, the contents of such a safe would be reduced to
ashes.

Safes are rated to describe the degree of protection they afford. Naturally, the more
protection the safe provides, the more expensive it will be. In selecting the best one for
the requirements of the facility, you must consider a number of questions: How great
is the threat of fire or burglary? What is the value of the safe’s contents? How much
protection time is required in the event of a fire or a burglary attempt? Only after these
questions have been answered can a reasonable, permissible capital outlay for their pro-
tection be determined.

6.2.1 Record Safes

Fire-resistant containers are classified according to the maximum interior temperature
permitted after exposure to heat for varying periods of time. A record safe with an
Underwriters Laboratories (UL) rating of 350-4 (formerly designated “A”) can with-
stand exterior temperatures building to 2,000°F for four hours without permitting the
interior temperature to rise above 350°F.

The UL tests that result in the classifications are conducted to simulate a major
fire with its gradual buildup of heat to 2,000°F, including circumstances where the safe
might fall several stories through the fire-damaged building. In addition, an explosion
test simulates a cold safe dropping into a fire that has already reached 2,000°F.

The actual procedure for the 350—4 rating involves the safe staying four hours in
a furnace temperature that reaches 2,000°F. The furnace is turned off after four hours,
but the safe remains inside until it is cool. The interior temperature must remain below
350°F during heating and cooling-off periods. This interior temperature is determined by
sensors sealed inside the safe in six specified locations to provide a continuous record of
the temperatures during the test. Papers are also placed in the safe to simulate records.

The explosion impact test is conducted with another safe of the same model that
is placed for %5 hour in a furnace preheated to 2,000°F. If no explosion occurs, the fur-
nace is set at 1,550°F and raised to 1,700°F over a Y-hour period. After this hour in the
explosion test, the safe is removed and dropped 30 feet onto rubble. The safe is then
returned to the furnace and reheated for one hour at 1,700°F. The furnace and safe then
are allowed to cool, after which the papers inside must be legible and not charred.

Computer media storage classifications are for containers that do not allow the
internal temperature to go above 150°F. This is critical because computer media begin
to distort at 150°F and diskettes at 125°F.°

Insulated vault-door classifications are much the same as they are for safes except
that the vault doors are not subjected to explosion or impact tests.

In some businesses, a fire-resistant safe with a burglary-resistant safe welded inside
may serve as double protection for different kinds of assets (see Figure 11.3), but in no
event must the purposes of these two kinds of safes be confused if there is one of each
on the premises. Most record safes have combination locks, relocking devices, and hard-
ened steel lock plates to provide a measure of burglar resistance. It must be reemphasized
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FIGURE 11.3 Fire-resistant safe. (Courtesy of Diebold, Incorporated.)

that record safes are designed to protect documents and other similar flammables against
destruction by fire. They provide only slight deterrence to the attack of even unskilled
burglars. Similarly, the resistance provided by burglar-resistant safes is powerless to pro-
tect contents in a fire of any significance.

6.2.2 Money Safes
Burglary-resistant safes (see Figure 11.4) are nothing more than very heavy metal boxes
without wheels; they offer varying degrees of protection against many forms of attack.
A safe with a UL rating of TL-135, for instance, weighs at least 750 pounds, and its front
face can resist attack by common hand and electric tools for at least 15 minutes. Other
safes will resist not only attack with tools but also attack with torches and explosives.
Because burglary-resistant safes have a limited holding capacity, it is always advis-
able to study the volume of the items to be secured. If the volume is sufficiently large, it
might be advisable to consider installing a burglary-resistant vault, which, although con-
siderably more expensive, can have an enormous holding capacity.

6.2.3 Securing the Safe
Whatever safe is selected must be securely fastened to the structure of its surroundings.
Police reports are filled with cases in which unattached safes, some as heavy as a ton,
have been stolen in their entirety—safe and contents—to be worked on in uninterrupted
concentration.

A convicted criminal told investigators how he and an accomplice had watched a
supermarket to determine the cash flow and the manager’s banking habits. They noted
that the manager accumulated cash in a small, wheeled safe until Saturday morning,
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FIGURE 11.4 Burglary-resistant safe. (Courtesy of Diebold, Incorporated.)

when he banked it. Presumably he felt secure in this practice since he lived in an apart-
ment above the store and perhaps felt that he was very much on top of the situation in
every way. One Friday night, the thief and his friend rolled the safe into their station
wagon. They pried it open at their leisure to get the $15,000 inside.

Pleased with their success, the thieves were even more pleased when they found
that the manager replaced the stolen safe with one exactly like it and continued with
the same banking routine. Two weeks later, one man went back alone and picked up
another $12,000 in exactly the same way as before.

It is becoming a common practice to install the safe in a concrete floor, where it
offers great resistance to attack. In this kind of installation only the door and its combin-
ation are exposed. Because the door is the strongest part of a modern safe, the chances
of successful robbery are considerably reduced.

6.3 Vaults

Vaults are essentially enlarged safes. As such, they are subject to the same kinds of
attack and fall under the same basic principles of protection as safes.

Because it would be prohibitively expensive to build a vault out of shaped and welded
steel and special alloys, the construction, except for the door, is usually of high-quality,
reinforced concrete. There are many ways in which such a vault can be constructed, but
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however it is done, it will always be extremely heavy and at best a difficult architectural
problem.

Typically vaults are situated at or below ground level so that they do not add to the
stresses of the structure housing them. If a vault must be built on the upper stories of a
building, independent members that do not provide support for other parts of the build-
ing must support it. It must also be strong enough to withstand the weight imposed on it
if the building should collapse from under it as the result of fire or explosion.

The doors of such vaults are normally 6 inches thick, and they may be as much
as 24 inches thick in the largest installations. Because these doors present a formidable
obstacle to any criminal, an attack will usually be directed at the walls, ceiling, or floor,
which must for that reason match the strength of the door. As a rule, these surfaces
should be twice as thick as the door and never less than 12 inches thick.

If it is at all possible, a vault should be surrounded by narrow corridors that will
permit inspection of the exterior but that will be sufficiently confined to discourage
attackers’ use of heavy drilling or cutting equipment. It is important that there be no
power outlets anywhere in the vicinity of the vault; such outlets could provide criminals
with energy to drive their tools.

6.4 Container Protection

Because no container can resist assault indefinitely, it must be supported by alarm sys-
tems and frequent inspections. Capacitance and vibration alarms are the types most gen-
erally used to protect safes and file cabinets. Ideally any container should be inspected
at least once within the period of its rated resistance. CCTV surveillance can, of course,
provide constant inspection and, if the expense is warranted, is highly recommended.

By the same token, safes have a greater degree of security if they are well lighted
and located where they can be readily seen. Any safe located where it can be seen from
a well-policed street is much less likely to be attacked than one that sits in a darkened
back office on an upper floor.°

6.5 Continuing Evaluation

Security containers are the last line of defense, but in many situations, they should be
the first choice in establishing a sound security system. The containers must be selected
with care after an exhaustive evaluation of the needs of the facility under examination.
They must also be reviewed regularly for their suitability to the job they are to perform.

Just as the safe manufacturers are continually improving the design, construction,
and materials used in safes, so is the criminal world improving its technology and tech-
niques of successful attack. Because of the considerable capital outlay involved in pro-
viding the firm with adequate security containers, many businesspeople are reluctant to
entertain the notion that these containers may someday become outmoded. Not because
they wear out or cease to function, but rather, because new tools and techniques have
nullified their effectiveness. In 1990 a series of attacks on financial institutions in a major
West Coast city in which the burglars used drainage tunnels to enter vaults from beneath
the facilities pointed out that vaults are not impregnable.

In selecting security containers, it is important that the equipment conform to the
needs of the risk, that it be regularly reevaluated, and that, if necessary, it be brought up
to date, however unwelcome the additional dollar outlay.
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7 Inspections

In spite of all defensive devices, the possibility of an intrusion always exists. The high-
est fence can be scaled and the stoutest lock can be compromised. A knowledgeable
professional can contravene even highly sophisticated alarm systems. The most efficient
system of physical protection can eventually be foiled.

It is necessary, therefore, to support each element of the system continually with
another element; remember the concept of defense in depth. The ultimate backup sur-
veillance must never be let down.

7.1 Guard Patrols

Visual inspections by irregular patrols through office spaces or an industrial complex,
or constant CCTV surveillance of these same areas, are vital to the security program’s
success.

It is equally important to sweep the facility after closing time. “Hide-ins” are com-
mon in offices or retail establishments. These are thieves who conceal themselves in a
closet or utility room and wait for the establishment to close and for everybody to go
home. After hide-ins take what they are looking for, the only challenge is to break out.
The chances of catching such thieves in premises protected only by perimeter alarms are
remote indeed. They must be picked up on a sweep, when guards go through the entire
facility from top to bottom or from east to west to see that everyone required to do so
has left.

Specific duties of guards on patrol are discussed elsewhere, but in general, note
that patrols should be made at least once each hour—more often if the area and the size
of the guard force permit.

Guards must pay particular attention to any signs of tampering with locks, gates,
fences, doors, or windows. The presence of piles of rubbish or materials should be noted
for the possibility of concealment—particularly if they are near the perimeter barrier or
in the vicinity of storage areas.

In patrolling office buildings, it is wise to stop occasionally for a long enough
period of time to listen for any sounds that might indicate the presence of an intruder.

It is equally important that patrols in any facility be alert to any condition that
might prove hazardous. These might be anything from an oil slick in a typically traf-
ficked area to a heater left on and unattended. Conditions presenting an immediate dan-
ger must be corrected immediately; others must be reported for correction. All of them
must be noted in the security log and on the appropriate form.

8 Alarms

To balance the cost factors in the consideration of any security system, it is necessary to
evaluate the security needs and then determine how that security can—or more important,
should—be provided. Because employing security personnel can be costly, methods must
be sought to improve their efficient use and to extend the coverage they can reasonably
provide.

Protection provided by physical barriers is usually the first area to be stretched to its
optimum point before we start looking for other protective devices. Fences, locks, grilles,
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vaults, safes, and similar means of preventing entry or unauthorized use are employed to
their fullest capacity. Since such methods can only delay intrusion rather than prevent it,
security personnel are engaged to inspect the premises thoroughly and frequently enough
to interrupt or prevent intrusion. To further protect against entry should both barrier and
guard be circumvented, alarm systems are frequently employed.

Such systems permit more economical use of security personnel, and they may also
substitute for costly construction of barriers. They do not act as substitutes for barriers
as such. But they can support barriers of lesser impregnability and expense, and they can
warn of movement in areas where barriers are impractical, undesirable, or impossible.

In determining whether a facility actually needs an alarm system, a review and
evaluation of past experience of robbery, burglary, or other crimes involving unauthor-
ized entry should be part of the survey preparatory to the formulation of the ultimate
security plan. Such experience, viewed in relation to national figures and the experience
of neighboring occupancies and businesses of like operation, may well serve as a guide
for determining the need for alarms.

8.1 Kinds of Alarm Protection

There are three basic types of alarm systems providing protection for a security system:

o [ntrusion alarms signal the entry of persons into a facility or an area while the
system is in operation.

o Fire alarms operate in a number of ways to warn of fire dangers in various stages
of development of a fire or to respond protectively by announcing the flow of
water in a sprinkler system. Water flow indicates either that the sprinklers have
been activated by the heat of a fire or that they are malfunctioning. (Fire alarms
will be discussed in detail in the following chapter.)

o Special-use alarms warn of a process reaching a dangerous temperature (either too
high or too low), of the presence of toxic fumes, or that a machine is running too
fast. Although such alarms are not, strictly speaking, security devices, they may
require the immediate reaction of security personnel for remedial action, and thus
deserve mention at this point.

Alarms do not, in most cases, initiate any counteraction. They serve only to alert
the world at large or, more usually, specific reactive forces to the fact that a condition
exists for which the facility was fitted with alarms. However, many modern alarms are
integrated with computer systems that can and do take predetermined actions in response
to an alarm condition.

Alarm systems are of many types, but all have three common elements:

® An alarm sensor: A device that is designed to respond to a certain change in
conditions, such as the opening of a door, movement within a room, or rapid rise
in heat.

® 2. A circuit or sending device: A device that sends a signal about whatever is
sensed to some other location. This may be done via an electrical circuit that
transmits the alarm signal over a telephone, fiber optic lines, or through air
waves.
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* 3. An enunciator or sounding device: A device that alerts someone that the sensor
has detected a change in conditions. The device may be a light, a bell, a horn, a
self-dialing phone, or a punch tape.

The questions that must be answered in setting up traditional simple alarm systems
are:

1. Who can respond to an alarm fastest and most effectively?

2. What are the costs of such response as opposed to response of somewhat lesser
efficiency?

3. What is the comparable predicted loss factor between these alternatives?

In modern integrated systems, the computer makes predetermined choices that
include notification of appropriate personnel.

8.2 Alarm Sensors

The selection of the sensor or triggering device is dependent on many factors. The
object, space, or perimeter to be protected is the first consideration. Beyond that, you
must consider the incidence of outside noise, movement, or interference before decid-
ing on the type of sensor that will do the best job. A brief examination of the kinds of
devices available will serve as an introduction to a further study of this field.

8.2.1 Electromechanical Devices

Electromechanical devices are the simplest alarm devices used. They are nothing more
than switches that are turned on by some change in their status. For example, an elec-
tromechanical device in a door or a window (their most common application) is held in
the open, or noncontact, position when the door or window is closed (see Figure 11.5).
Opening either of these entrances breaks the magnetic contact, engaging the device and
thus activating the alarm.

Such devices operate on the principle of breaking the circuit. Since these devices are
simply switches in a circuit, they are normally used to cover several windows and doors
in a room or along a corridor. Opening any of these entrances opens the circuit and acti-
vates the alarm. They are easy to circumvent in most installations by jumping the circuit,
or by tying back the plungers with string or rubber bands.

8.2.2 Pressure Devices

Pressure devices are also switches but are activated by applying pressure to them. This
same principle is in regular use in buildings with automatic door openers. In security
applications, they are usually in the form of mats. These are sometimes concealed under
carpeting or, when they logically fit the existing decor, are placed in a strategic spot
without concealment. Naturally, wires leading to them are hidden in some way.

8.2.3 Photoelectric Devices

Photoelectric devices use a beam of light, transmitted from as much as 500 feet away,
to a receiver. As long as this beam is directed into the receiver, the circuit is inactive. As
soon as this contact is broken, however briefly, the alarm is activated. These devices are
also used as door openers.
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FIGURE 11.5 (A) Recessed switches and magnets help make a neat and attractive installation. Because they are
concealed, they are more tamper-resistant. (B) Larger switches are sometimes easier to install. Since they are recess
mounted, they are hidden from view and their size is not noticeable. (C) Surface-mounted switches, although visible,
are the least expensive and easiest to install. (Photo courtesy of Ademco.)

In security applications, the beam is modulated so that a flashlight or some other
light source cannot circumvent the device, as can be done in nonsecurity applications.
For greatest security, ultraviolet or infrared light is used—although an experienced
intruder can spot even these unless an electronic flicker device is incorporated into the
device. Obviously the device must be undetectable, because once the beam is located, it
is an easy matter to step over or crawl under it.

In some applications, a single transmitter and receiver installation can be used—
even when they are not in a line of sight—by a mirror system reflecting the transmitted
beam around corners or to different levels. Such a system is difficult to maintain, how-
ever, since the slightest movement of any of the mirrors will disturb the alignment and
the system will cease operating.

8.2.4 Motion-Detection Alarms

Motion-detection alarms operate by radio frequency or ultrasonic wave transmission
(see Figure 11.6). The radio frequency (or microwave) motion detector transmits waves
throughout the protected area from a transmitting to a receiving antenna. The receiving
antenna is set or adjusted to a specific level of emission. Any disturbance of this level by
absorption or alteration of the wave pattern will activate the alarm.
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Transceiver

Processor

FIGURE 11.6 Motion-detector alarms. (From Robert Barnard, Intrusion Detection Systems [Boston: Butterworth-
Heinemann, 1981], p. 125.)

The false-alarm rate with this device can be high because the radio waves will pene-
trate the walls and respond to motion outside the designated area unless the walls are
shielded. Some such devices on the market permit an adjustment whereby the emissions
can be tuned in such a way to cover only a single area without leaking into outside
areas, but these require considerable skill to tune them properly.

The ultrasonic motion detector operates in much the same way, as does the radio
frequency unit, except that it consists of a transceiver that both transmits and receives
ultrasonic waves. One of these units can be used to cover an area, or they may be used
in multiples where such use is indicated (see Figure 11.7). They can be adjusted to cover
a single, limited area or broadened to provide broad area protection.

The alarm is activated when any motion disturbs the pattern of the sound waves.
Some units come with special circuits that distinguish between inconsequential move-
ment (such as flying moths or moving drapes) and an intruder.

Ultrasonic waves do not penetrate walls and are therefore unaffected by outside
movement. They are not affected by audible noise in itself, but such noises can sometimes
disturb the wave pattern of the protective ultrasonic transmission and create false alarms.

Passive infrared motion detectors do not transmit a signal for an intruder to dis-
turb. Rather, moving infrared radiation is detected against the radiation environment of
the room (see Figure 11.8). This detector is designed to sense the radiation from a human
body. Sunlight, auto headlights, heaters, and air-conditioning units can trigger false
alarms.

Dual-tech motion sensors combine the traits of passive infrared detectors with either
microwave or ultrasonic technology.

8.2.5 Capacitance Alarm Systems

Also referred to as proximity alarms, capacitance alarm systems are used to protect metal
containers of all kinds. This alarm’s most common use is to protect a high-security stor-
age area within a fenced enclosure. To set the system in operation, an ungrounded metal
object (such as the safe, file, or fence mentioned previously) is wired to two oscillator
circuits that are set in balance. An electromagnetic field is thus created around the object
to be protected. Whenever this field is entered, the circuits are thrown out of balance and
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Ceiling mounted ultrasonic motion detectors
(side view)

Wall mounted ultrasonic motion detector
(side or top view)

FIGURE 11.7 Indoor ultrasonic motion-detection patterns. (From Don T. Cherry, Total Facility Control [Boston:
Butterworth-Heinemann, 1986], p. 134.)

the alarm is initiated. The electromagnetic field may project several feet from the object,
but it can be adjusted to operate only a few inches from the object when traffic in the
object’s vicinity is such that false alarms would be triggered if the field extended too far.

8.2.6 Somnic Alarm Systems

Known variously as noise detection, sound, or audio alarms, sonic alarm systems operate
on the principle that an intruder will make enough noise in a protected area to be picked
up by microphones that will in turn activate an alarm. This type of system has a wide
variety of uses, limited only by the problems of ambient noise levels in a given area. The
system consists simply of a microphone set in the protected area that is connected to an
alarm signal and receiver. When a noise activates the alarm, a monitoring guard turns on
the receiver and listens in on the prowler.

Such a system must be carefully adjusted to avoid setting off the alarm at every noise.
Usually adjustment is set to sound the alarm at sounds above the general level common
to the protected area. The system is not useful in areas where background noise levels
are so high that they will drown out the anticipated sounds of surreptitious entry. This
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FIGURE 11.8 Indoor infrared motion-detection patterns. (From Don T. Cherry, Total Facility Control [Boston:
Butterworth-Heinemann, 1986], p. 135.)

device may also come with a sound discriminator that evaluates sounds to eliminate
false alarms.

8.2.7 Vibration Detectors

Vibration detectors provide a high level of protection against attack in specific areas or
on specific objects. In this system, a specialized type of contact microphone is attached
to objects such as works of art, safes, or files, or to surfaces such as walls or ceilings.
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Any attack on, or movement of, these objects or surfaces causes some vibration. This
vibration is picked up by microphones, which in turn activate alarms. These units may
be adjusted for sensitivity, which is set according to application and environment. Here
again, discriminator units are available to screen out harmless vibrations. These units
are very useful in specific applications because their false alarm rates are very low.

Certain additional alarm devices are currently in use as perimeter protection, as
discussed in Chapter 9.

Some of the alarm sensors discussed in the preceding paragraphs can be defined as
providing point protection. Electromechanical devices, capacitance alarms, and pressure
devices, for instance, will be activated only when a specific area (point of entry) has been
crossed, a door or window has been opened, or an object has been moved. On the other
hand, ultrasonic, microwave, and passive infrared alarm systems protect large spaces,
even entire rooms, against intrusion. These “volumetric” alarms, however, can be trig-
gered by any number of environmental factors normally present in the protected space.
Each alarm system has different strengths and weaknesses, and to assure effective per-
formance, the total environment should be analyzed before selecting the specific system.
Table 11.1 briefly summarizes the factors that affect these systems.

8.2.8 Alarm Monitoring Systems
Currently available monitoring systems are:

o The central station: This is a facility set up to monitor alarms indicating fire,
intrusion, and problems in industrial processes. Such facilities are set up for a
number of clients; all are serviced simultaneously. On the sounding of an alarm, a
team of security officers may be dispatched to the scene and the local police or fire
department may be notified. Depending on the nature of the alarm, on-duty plant
or office protection is notified as well. Such a service is as effective as its response
time, its alertness to alarms, and the thoroughness of inspection of premises fitted
with alarms.

o Proprietary system: This functions in the same way as a central station system
except that it is owned and operated by the company rather than a contractor and
is located on company property. Response to all alarms is generally by the facility’s
own security or fire personnel.

o Local alarm system: In this case, the sensor activates a circuit that in turn activates
a horn, a siren, or even a flashing light located in the immediate vicinity of the
area fitted with alarms. Only guards within hearing distance can respond to such
alarms, so their use is restricted to situations in which guards are so located that
their immediate response is assured. Such systems are most useful for fire alarm
systems because they can alert personnel to evacuate the endangered area. In such
cases, the system can also be connected to local fire departments to serve the dual
purpose of alerting personnel and the company fire brigade to the danger as well
as calling for assistance from public firefighting forces.

® Auxiliary system: In this system, installation circuits are connected to local
police or fire departments or 911 centers by leased telephone lines. The dual
responsibility for circuits and the high incidence of false alarms have made this
system unpopular with public fire and police personnel. In a growing number of
cities, such installations are no longer permitted as a matter of public policy.
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Table 11.1 What Detector to Select: Space Protection Guide

Environmental and Ultrasonic Passive Infrared Microwave
Other Variables
Vibration No problem with balanced Very few problems ~ Can be a major

processing, some problem problem
with unbalanced
Effect of temperature A little A lot None
change on range
Effect of humidity change Some None None
on range
Reflection of area of coverage Very little None unless metal Can be a major
by large metal objects is highly polished problem
Reduction of range by Some None None

drapes, carpets

Sensitivity to movement of
overhead doors

Needs careful placement

Very few problems

Can be a major
problem

Sensitivity to small animals

Problem if animals close

Problem if animals
close but can be
aimed so beams are
well above floor

Problem if animals
are close

Water movement in plastic No problem No problem Can be problem if storm
storm drain pipes drainpipes very close
Water noise from faulty Can be a problem, but No problem No problem
valves very rare
Movement through thin No problem No problem Needs careful
walls or glass placement
Drafts, air movement Needs careful placement No problem No problem
Sun, moving headlights No problem Needs careful No problem
through windows placement
Ultrasonic noise Bells, hissing, some inaudible No problem No problem
noises can cause problems
Heaters Problem only in extreme Needs careful No problem

cases

placement

Moving machinery, fan
blades

Needs careful placement

Very little problem

Needs careful
placement

Radio interference, AC
line transients

Can be problem in severe
cases

Can be problem in
severe cases

Can be problem in
severe cases

Piping of detection field
to unexpected areas by
AC ducting

No problem

Very few problems

Can be problem when
radar is close and sensor
pointed at it

(Continued)
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Table 11.1 Continued

Environmental and Ultrasonic Passive Infrared Microwave

Other Variables

Radar interference Very few problems Very few problems  Can be problem when
radar is close and sensor
pointed at it

Cost per square foot, In between Most expensive Least expensive

large open areas

Cost per square foot, divided Least expensive Most expensive In between
areas, multiple rooms

Range adjustment required?  Yes No Yes

Current consumption (size of  In between Smallest Largest
battery required for extended
standby power)

Interference between two or  Must be crystal controlled No problem Must be different
more Sensors and/or synchronized frequencies

Source: Aritech Corp.
This list is intended as a guide only and does not represent absolutes but suggests areas for consideration.

* Local alarm-by-chance system: This is a local alarm system in which a bell or siren
is sounded with no predictable response. These systems are used in residences
or small retail establishments that cannot afford a response system. The hope is
that a neighbor or a passing patrol car will react to the alarm and call for police
assistance, but such a call is purely a matter of chance.

® Dial alarm system: This system is set to dial a predetermined telephone number or
numbers when the alarm is activated. The number(s) selected might be the police,
the subscriber’s home number, or both. When the phone is answered, a recording
states that an intrusion is in progress at the location so fitted with alarms. This
system is relatively inexpensive to install and operate, but because it is dependent
on general phone circuits, it could fail if the line(s) being called were busy or if the
phone connections were cut.

8.3 Cost Considerations

The costs involved in setting up even a fairly simple alarm system can be substantial,
and the great part of this outlay is not recoverable should the system prove inadequate
or unwarranted. Its installation should be predicated on exposure, concomitant need,
and on the manner of its integration into the existing or planned security program.

This last point is important to consider because the effectiveness of any alarm pro-
cedure lies in the response it commands. As elementary as it sounds, it is worth repeating
that most alarms take no action; they only notify that action should be taken. There must
therefore be some entity near at hand that can take that action. Too often, otherwise
effective alarm systems are set up without adequate supportive or responding personnel.
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FIGURE 11.9 In-depth physical security. (From Don T. Cherry, Total Facility Control [Boston: Butterworth-Heinemann,
1986], p. 148.)

This is at best wasteful and at worst dangerous. The best systems are integrated with
computers so that the computer can initiate action while waiting for human response.

In many instances, alarm installations are made to reduce the size of the guard
force. This is sometimes possible. At least if the current guard force cannot be reduced
in number, those additional guards needed to cover areas now fitted with alarms will no
longer be required.

Good business practice demands that the expense of alarm installations be under-
taken only after a carefully considered cost and effectiveness analysis of all the elements. If
the existing security personnel can cover the security requirements of the facility, no alarm
system is needed. If they can cover the ground but not in a way that will satisfy security
standards, more guards are needed or the existing force must be augmented by an alarm
system to extend their coverage and their protective ability. The costs and effectiveness
must be studied together with an eye toward the efficient achievement of stated objectives.
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Summary

Almost all sources of the security equipment industry predict growth, indicating that
use of technology and equipment to supplement security staffs is growing. Today a great
deal of new technology and equipment are available to the security manager. Some of it
is useful, some not, but none of it is better than the use to which it is put or the system
into which it is integrated. No equipment can stand on its own. It can be used only if it
is employed properly, fully, and effectively, and to be effective, all the components of the
security system must work together. Figure 11.9 shows the security devices and types of
barrier protection commonly used for each line of defense.

...
Critical Thinking

Knowing about the various security techniques that are available to protect assets,
is it possible to develop a virtually attack-proof security system? Is this even desir-
able? What are the potential problems, if any?

A reasonable level of security cannot necessarily be assured with a single line of
defense. Depending on the level of security desired, you might require several layers of
protection in an integrated system.

Review Questions

1. What are the elements necessary for an effective visitor access control system?

2. Explain the characteristics of each of the common types of alarm systems.

3. Give an example of a situation in which a motion-detection alarm might be
deployed effectively. Under what circumstances would an ultrasonic system be
chosen over a radio frequency system?

4. Describe how passive infrared detectors operate. What environmental variables must
be considered to assure proper operation?
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Contingency Planning,
Fire Protection, Emergency
Response, and Safety

OBJECTIVES

The study of this chapter will enable you to:

1. Discuss the role of contingency planning in emergency responses, crisis
management, and business recovery and resumption.

2. Identify the basics of fire science.

. Consider basic firefighting devices and techniques.

4. Discuss why safety is an aspect of many security programs.

8]

1 Introduction

No facility protection program is complete without clear, well-defined policies and
programs confronting the possible threat of fire or any other natural or human-made
disaster. Planning for such contingencies is the responsibility of top management, but
unfortunately in most situations the task of carrying out the emergency response falls
specifically on security. In the best of all possible worlds, the responsibility for disaster
planning is assigned to a fire department and a safety department, allowing security to
focus on security-related matters. Regardless of the functional placement of responsibil-
ity, security, fire, and safety personnel must work together when they are confronted
with disasters.

According to an IOMA Safety & Security Reports briefing, 39 percent of U.S. com-
panies lack a basic crisis plan and 56 percent have not conducted crisis drills or simula-
tion in the last year (2006). If Senator Joseph Lieberman has his say, disaster preparedness
will by legislation become a business responsibility. Under an amendment to a 9/11 bill
passed by the House, the Department of Homeland Security and the American National
Standards Institute would formulate a set of “best practices” for disaster preparedness
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that businesses will have a choice of adopting. The proposal includes a certification
process to verify compliance.!

According to Dennis F. Sigwart, current and future security professionals should be
aware of the absolute necessity of disaster planning and preparedness as a viable compon-
ent of the many facets (fire, earthquake, explosions, flood, and so forth) they will have
to confront as a practitioner. Those assigned disaster preparedness tasks must continu-
ally play the “what happens if?” game.?

Fire, safety, and emergency (contingency) planning is designed to anticipate what
might happen to endanger people or physical property and to take the necessary prevent-
ive measures, as well as to make provision—through appropriate hardware and/or per-
sonnel response—for prompt and effective action when an emergency does occur.

Though the emphasis in this chapter (as in most actual practice) is on physical
safeguards, it is important to emphasize the human aspect of fire, safety, and emergency
protection. Disastrous losses often occur not from the failure or absence of physical
safeguards but from human error—the failure to close a fire door, to maintain existing
protection systems in good working condition, to inspect or report hazards, and, at the
management level, to ensure through continuous employee education and training that
the organization remains prepared at any time for any emergency. The Occupational
Safety and Health Administration (OSHA), National Fire Protection Association (NFPA),
and Life Safety Codes dictate certain safety requirements for all businesses. In addition,
the NFPA, Factory Mutual, and Underwriters Laboratories (UL) have established stand-
ards for fire and safety that have been adopted by many state and local governments.
These standards have been important in helping various insurance companies establish
their rating systems.

2 Contingency Planning

The Association of Contingency Planners (ACP), an association dedicated to the evo-
lution of business continuity, describes contingency planning in the following way:
“Business continuity planning integrates knowledge from related disciplines such as
information technology, emergency response, and crisis communications to create a
strategy that ensures a business will remain resilient in the face of adversity.”3

The purpose of contingency planning is simple. Essentially, contingency planners
work to prepare their business, organization, or institution to be better able to miti-
gate any disruption to normal business activities. As an example, if a natural occurrence
(hurricane, fire, or earthquake) disrupts normal business activities, having plans in place
for responding to and recovering from the disaster will allow for a faster recovery, thus
reducing the amount of time the business is disrupted.

For our purposes, we will discuss contingency planning in the construct of four
major components: emergency response, crisis management, business recovery, and busi-
ness resumption. The fundamental elements of each component and the need for an effect-
ive, integrated contingency planning process will be addressed. Furthermore, categories
and types of crises, along with basic preparation and awareness needs, will be discussed.
The reader will note that emergency response, crisis management, business recovery, and
business resumption processes have much in common (for example, communications
requirements); however, each is handled as a standalone process.
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2.1 Security and the Contingency Planning Process

The traditional role of security in the contingency planning process has been to develop
emergency evacuation plans for the business and to respond to emergency or crisis situ-
ations. Acting as the eyes and ears for an organization, business, or facility and main-
taining a 24-hour-day, seven-day-a-week presence, the security organization is best
positioned to respond to and manage a crisis. As crises escalate, they are best managed
by a multidisciplinary team.

Because of the ever-ready posture of many security organizations and the increased
emphasis on emergency preparedness and contingency planning following the tragic events
of September 11, 2001, in New York City and Washington, D.C., many security depart-
ments have expanded their contingency planning capabilities to include our four major
components of emergency response, crisis management, business recovery, and business
resumption.

Depending on the scope of the effort, a contingency planning program can take into
consideration many activities, events, conditions, and processes. Depending on the busi-
ness’s size and complexity, the process of contingency planning can be quite extensive.
Planning for a contingency generally means assessing and understanding all aspects of the
business, particularly the business-critical processes and supporting information systems.
To do this effectively requires the participation of many people from different disciplines.
This includes management, employees, suppliers, and sometimes even customers. It may
also include representatives from external organizations such as an insurance underwriter
or the local fire departments.

Having so many people involved and from the many different functional disciplines
calls for establishing common parameters. For the plan to be effective, everyone involved
must have a common understanding of the contingency planning program’s elements and
objectives, and all must have a common understanding of the process. The first consid-
eration in establishing common parameters is to develop a set of common definitions of
terms. When discussing any aspect of contingency planning it is essential that all parties
have a common understanding of what is being discussed. Just what does someone mean
when they refer to crisis management, business recovery, or any other element of the con-
tingency planning process?

The following contingency planning terms are defined in such a way as to be use-
ful for any organization in establishing a common baseline, points of reference, and
common jargon for the contingency planning process. Definition of terms must be part
of the organization’s formal or institutionalized contingency planning process to ensure
continuity of planning and success in achieving common preparedness objectives:

® Business continuity: Minimizing business interruption or disruption caused by
different contingencies. Keeping the business going. Business continuity plans
encompass actions related to the way an organization prepares for, manages,
recovers, and ultimately resumes business after a disruption.

® Business recovery: Refers to the short-term (less than 60 days) restoration
activities that return the business to a minimum acceptable level of operation or
production following a work disruption. Commonly used interchangeably with the
term disaster recovery.

® Business resumption: The long-term (more than 60 days) process of restoration
activities after an emergency or disaster that return the organization to its
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pre-event condition. (Keep in mind that restoration to the exact pre-event
condition might not be necessary or even desirable. However, making this
determination might not be possible without proper planning or going through the
actual resumption process.)

e Contingency: An event that is possible but uncertain in terms of occurrence or that
is likely to happen as an adjunct to other events. Contingencies interrupt normal
business activities. In some cases the disruption is minor; in others the disruption
can be catastrophic.

o Contingency planning: The process of planning for response, recovery, and
resumption activities for the infrastructure, critical processes, and other elements
of an organization based on encountering different contingencies.

o Crisis management: The process of managing events of a crisis to a condition of
stability. This task is best accomplished by an integrated process team (IPT) made
up of members from different disciplines throughout the organization. When
formed, the team becomes the organization’s crisis management team (CMT)
and serves as the site, business, or organization deliberative body for emergency
response and crisis management planning and implementation.

o Critical processes: Activities performed by functions, departments, or elements
within a business or organization that, if significantly disrupted due to an
incident, emergency, or disaster, would have an adverse impact on organizational
operations, revenue generation ability, production and/or distribution schedules,
contractual commitments, or legal obligations.

e Emergency response: The act of reporting and responding to any emergency or
major disruption of the business organization’s operations.

2.2 Contingency Planning Program

The purpose for contingency planning is to better enable a business or organization to
mitigate disruption to the enterprise. Should disruptions occur, and they do all too often,
the enterprise must be able to resume normal business activities as quickly as possible.
The inability to restore normal operations will have an adverse economic impact on the
enterprise. The extent of the impact will correspond to the extent of the disruption or
damage. It the damage is severe and the mitigation of such damage has not been prop-
erly planned for, the effect could be catastrophic. Essentially, the business could fail.
Essentially, contingencies fall into three categories:

¢ Those that impact the business infrastructure (fire, severe weather, earthquakes:
see the definition of hazards further in this section), causing physical damage.

¢ Those that impact people, such as accidents, seasonal illnesses (influenza),
epidemics, or pandemics, causing harm to employees and rendering them
unavailable to work.

¢ Those that impact the reputation of the business (such as a product defect leading
to a recall), causing resources to be diverted from normal operations to recovery
and/or restoration. Each contingency has the potential to disrupt normal business
operations to some degree. A minor building fire may disrupt operations in a
limited way for only a couple of days, whereas a major fire could destroy an entire
factory, completely stopping operations for an extended period.
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Contingency planning is a continuous process requiring periodic updates and revi-
sions as appropriate to, and consistent with, changing business conditions. It is not
something that can be done once and put away only to be retrieved when needed. It also
involves implementing and maintaining awareness and training elements. Personnel with
contingency planning responsibilities require periodic familiarization with plans and
processes as well as training on new techniques and methods. The process of contingency
planning should be designed to achieve the following:

e Secure and protect people. In the event of a crisis, people (employees, visitors,
customers, and suppliers) must be protected.

¢ Secure the continuity of the core elements of the business (the infrastructure and
critical processes) and minimize disruptions to the business.

e Secure and protect all information systems that include or affect supplier
connections and customer relationships.

The remaining sections of this chapter present and explain elements of the contin-
gency planning process and program (see Figure 12.1).

2.3 Contingency Plans

Contingency plans formally establish the processes and procedures to protect employ-
ees, core business elements, critical processes, information systems, and the environment
in the event of an emergency, business disruption, or disaster. These plans should be
developed and designed to consider specific categories and types of emergencies and disas-
ters and address the mitigation, preparedness, and response actions to be taken by employ-
ees, management, and the organizations charged with specific response and recovery tasks.
These plans should contain basic guidance, direction, responsibilities, and administrative
information and must include the following elements:

* Assumptions: Basic assumptions must be developed to establish contingency
planning ground rules. As a baseline for planning, it is best to use several possible
“worst-case” scenarios relative to time of event, type of event, available resources,
building/facility occupancy, evacuation of personnel, personnel stranded on
site, and environmental factors such as weather conditions and temperature.
Furthermore, consideration should be given to establishing response parameters
for emergency events. Define (for your enterprise) what constitutes a minor
emergency, a major emergency, and a disaster.

® Risk assessment and vulnerability analysis: Identify known and apparent
vulnerabilities and risks associated with the type of business and the enterprise’s
geographic location. Make an assessment of risk and vulnerabilities prior to
developing or upgrading contingency plans. All planning will be accomplished
in accordance with a thorough understanding of actual and potential risks and
vulnerabilities. For example, in a petroleum refining facility, contingency plans
for petroleum spillage, contamination, and fires must be considered. Furthermore,
if the facility is located in an earthquake zone, planning must address associated
hazards. The risk assessment and vulnerability analysis must also include an
assessment of enterprise-critical relationships. That means involving suppliers and
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customers in the contingency planning process. If a critical supplier or many key
suppliers are not also prepared for various potential contingencies, their inability
to recover will adversely impact your enterprise.

Types of hazards: Planning for each and every type of hazard is not practical nor
is it desirable. Grouping them into similar or like categories will allow you to plan
to address categories of hazards. Since many hazards have similar consequences
and result in like damages, it is best to plan for them in categories. The following
is a list of common hazards: medical emergencies; fires; bomb threats; high

winds; power interruptions; floods; hurricanes; snow and ice storms or blizzards;
hazardous materials issues; aircraft crashes; civil disorders; earthquakes; terrorist
threats or activities; workplace violence; explosions; and tornados.

Critical process identification: Critical processes must be ranked in accordance of
criticality and importance to the enterprise’s productivity and survivability. The
process of recovery must be focused on critical processes that, when resumed,
will restore operations to a minimal acceptable level. In essence, these processes
are identified to be the first processes restored in the event of a major interruption
to business operations. Failure to restore them presents the greatest possibility of
damage or loss to the enterprise and could lead to the loss of a competitive edge,
market share, or even the enterprise’s viability.

Business impact analysis: A business impact analysis must be accomplished to
accurately determine the financial and operational impact that could result from
an interruption of enterprise operations. Moreover, all critical interdependencies,
those processes or activities on which critical processes depend, must be assessed
to determine the extent to which they must be part of the contingency planning
process.

Emergency response: All participants in the emergency response process,
particularly emergency responders, must understand their roles. Expectations

and responsibilities of emergency response personnel must be well defined and
documented. Guidance for all employees on how to react in the event of an
emergency and what their individual and collective responsibilities are must be
documented and shared. Organizational responsibilities must also be established
to include the development of department-level emergency plans, generally for
midsize and large organizations. Events such as building evacuation and role-call
assembly need to be well defined so that, in the event of an actual emergency, there
is no confusion or uncertainty as to what must be accomplished.

Incident management and crisis management: As an incident escalates, a crisis
management team (CMT) should assume responsibility for managing the crisis.
How this process works and who has what responsibilities must be clearly stated
in the contingency plans. In the event of an actual emergency, some unauthorized
people will attempt to manage the incident or participate in crisis management;
however, they should not have any role in this process unless they were previously
identified and trained as part of the CMT. Without established and well-

defined incident management protocols and procedures, chaos is likely to erupt.
Essentially, incident management and crisis management personnel must be trained
and must understand their responsibilities. Where practical, backup supporting
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personnel should be identified and trained in the event that primary personnel are
not available or are disabled.

¢ [ncident/event analysis: After an event occurs and the situation is stable, conduct
an analysis of what occurred and the reason it occurred to determine the
immediate extent of damage and the potential for subsequent additional damage.

® Business resumption planning: The process of planning to facilitate recovery of
designated critical processes and the resumption of business in the event of an
interruption should be performed in two parts. The first part focuses on business
recovery in the short term; the second part focuses on business restoration in the
long term. This process will also include establishment of priorities for restoring
critical processes, infrastructure, and information systems.

® Post-event evaluation: An assessment of preceding events to determine what went
well, what did not go so well, and what improvements to existing plans need to be
made must also be part of the process. Learning from real events is an unfortunate
opportunity. There is no better way to learn how to handle an emergency than to
actually handle one.

3 Emergency Response

When an emergency occurs, and unfortunately emergencies occur at even the most pre-
pared businesses, being able to respond effectively is critical. The type and nature of emer-
gency that can occur vary widely. From a medical emergency, where an employee becomes
injured or sick, to a natural or manmade disaster causing extensive damage to build-
ings and equipment, being prepared to respond will usually lessen the damage or impact
of the event.

Preparedness takes many forms. Being prepared to respond to a medical emergency
is different from being prepared to respond to a natural disaster. The medical emergency
might only require applying first aid to a victim, or it could require the assistance and
services of medical professionals. A natural disaster could require support from emergency
medical services along with law enforcement, fire departments, and search-and-rescue
operations as well as hazardous materials crews.

When planning for emergencies, group types of emergencies into like categories so
that planning is accomplished for only categories of emergencies as opposed to each and
every possible emergency. This strategy recognizes the similarities of various types of
emergency and is efficient in terms of creating fewer but flexible actual plans.

The purpose of preparing an emergency response plan is to document the planning
accomplished in preparation for an emergency. This documentation provides the ground
rules for emergency response activities. It also provides a reference for all who need to
know how the process works. The plan will identify general and specific responsibilities
for emergency response personnel and for all employees, both management and nonman-
agement. Having a plan in place will assist emergency response personnel in their effort
to return the business to normal operations.

® Reporting emergencies: Employees must know how, and to whom, emergencies
should be reported. If handling an emergency is beyond an organization’s internal
capability, additional external assistance can be sought. For example, a seriously
ill employee may require immediate medical attention. If paramedic capabilities
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exist within the company, the in-house paramedics should be the first responders.
If the situation calls for more sophisticated expertise and capabilities, call external
emergency medical services.

o Communications and warning systems during an emergency:

1. Fire alarm systems: These systems are generally the most widely used. Linked
to a variety of sensor detectors and manual pull stations, fire alarms do just
that—sound an alarm. These systems are sufficiently unique in sound and
volume as to clearly indicate the need for building and facility evacuation.
Employees must be conditioned to respond immediately.

2. Public address systems: These systems can be used to augment the fire alarm
system. Announcements can be made alerting employees to the danger of fire.
Announcements alerting employees to other types of dangers can also be made.
Public address systems are particularly useful during emergencies in which
a building or facility evacuation is just the opposite of what is needed. For
example, in the event of a chemical discharge or other environmental hazard,
it might be necessary to keep people inside the facility and shut down all air
movement systems, thus preventing employees from exposure to hazardous
airborne substances. Since employees are conditioned to evacuate a building or
facility when a fire alarm is sounded, they can be conditioned to wait and listen
for specific instructions provided over a public address system.

3. Floor wardens: The use of employees to augment the emergency notification
system has a great deal of value. Specially selected and trained employees
can be given responsibility to act to spread the word to evacuate a building
or facility during an emergency. Assigning each one a specific area of
responsibility (or floor, hence the term floor warden) ensures complete coverage
of the building or facility. Communications between floor wardens and
emergency response personnel or a security emergency operations center can be
easily established. Floor wardens can be alerted by pager, cell phone, or other
means (including a variety of wireless devices) in the event of an emergency
and can be instructed to react to the specific situation. Floor wardens can and
should be empowered and trained to react on their own in the event that they
recognize danger. Give authority to floor wardens to evacuate a building or
facility based on their judgment and assessment of an emergency situation.
In the event of a complete communications failure, it might be necessary to
empower floor wardens to dispatch people to a safe environment.

4. Security officers: Since security officers are generally located throughout
the facility, they are usually the first responders. Here officers can assess the
situation and make a determination whether additional assistance is necessary.
In some cases, they might not be able to make an assessment and may require
support from others. For example, in the event of a hazardous chemical spill,
it will be necessary to have an expert in environmental and safety issues on
the scene to make the assessment. It may even be necessary for a hazardous
materials (hazmat) crew to respond to handle the event. Cleanup of a chemical
spill should be done only by skilled and certified personnel. Clearly defining
who has what response capabilities and responsibilities will impact the
effectiveness of any response.
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® Department-specific emergency plans: It is best to have one emergency response

plan for each company facility. These plans should be incorporated into a master
plan and provide a common framework for all sub-elements of the plan. A key
sub-element of an emergency plan is the individual departments’ emergency plans.
Those plans must specifically identify the following information:

1. Common and unique responsibilities in the event of an emergency to include:
A roster of department employees

Emergency contact/notification roster (not all emergencies occur during
working hours so it might be necessary to reach people at home)

Identify floor wardens

Evacuation routes, procedures, and assembly areas
Role-call instructions

Procedures for evacuation of people who require assistance

People identified as members of a search-and-rescue team

N ke

Additional manager- or employee-specific responsibilities

Incident management: Personnel trained in handling emergencies should manage the
incident at the scene. If the incident escalates to a crisis, a company CMT should be
convened to manage the crisis. The senior emergency response person at the scene
should manage the incident with the assistance of specialists as appropriate.

Evacuation and assembly: A critical objective during any emergency is employee
safety. In the event it is necessary to evacuate a building or facility, it is essential
to have an established and orderly process. Once a warning system sounds the
notice to evacuate, employees must be aware of pre-established procedures for
quick evacuation, including primary and alternate evacuation routes and where
they should assemble. Maps or diagrams with this information should be included
in the plan and posted throughout the work area. A floor warden or an employee
with the assignment to facilitate evacuation should make a sweep of the area
prior to their own evacuation to ensure that all personnel have exited the building
or facility. Once everyone is in the predetermined assembly area, a roll call must
be taken. Primary, secondary, and tertiary responsibilities should be assigned to
ensure that someone is available to take role call and report the results to security.
If someone did not evacuate the facility, a search-and-rescue team or other
emergency personnel may be required to reenter the facility and provide assistance.

Emergency evacuation drills: The efficient and complete evacuation of personnel
from a building or facility in the event of an emergency is such an important
event that periodic drills should be conducted to reinforce the process and

its importance. At least annually, each building or facility should undergo an
evacuation drill where employees respond to a warning and completely evacuate
the building or facility. A role call should be conducted and results reported to
security and senior management.

Search and rescue: In the event of serious damage such as a fire or collapse of
building, it might be necessary to search for persons not accounted for. Search and
rescue are the responsibility of responding emergency personnel who have proper
protective equipment. Persons not trained in search-and-rescue techniques or who do
not have proper equipment should not enter hazardous areas and conduct searches.
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e Return to work: The process for returning to work after a crisis should also be
included in the emergency plan. After any incident that requires employees to
leave their work area and evacuate a building or facility, a process for having them
return to work is necessary. For example, in the event of a false fire alarm where
employees have evacuated a building, a means of communicating to them an all-
clear, safe-to-return-to-work signal is needed. This can be accomplished in many
ways. Public address announcements can be made, or plant protection personnel
can go to assembly areas directing employees to return to work. As appropriate,
other methods may also be employed. In the event there is actual damage and
employees cannot return to work, a process should be established to identify who
makes the decision to send employees home as well as how that information is
communicated to them and how they are kept apprised of event updates. For
example, if a building was severely damaged due to fire and cannot be occupied
for several days, posting daily direction and guidance for employees on the
company Website or on an emergency toll-free phone line will allow employees
to call each day for specific instructions. For this to be effective, employees must
know this process, know the phone number to call or Website to access. Like all
other processes, this one must be updated regularly.

o After action: When any incident occurs that necessitates evacuation or results in
injuries or major damage or presents the possibility of major business interruption,
an after-action report must be prepared. The primary focus is twofold:

1. Document the events, circumstances, and chronology.

2. Prepare a “lessons learned” review. Include key personnel involved in
responding to and managing the emergency so as to assess what occurred and
how could it have been better handled.

4 Crisis Management

Emergencies, contingencies, business interruptions, and other unplanned events happen.
Sometimes the event itself is a crisis, such as a fire burning a building or facility. In other
cases, an incident not responded to or managed properly at the scene may turn into a
crisis. For example, failing to respond promptly to that small fire could allow it to turn
into a large fire.

Crisis management is the process of managing events in a crisis to a condition of
stability. Crisis management is #ot incident management. Emergency response person-
nel at the scene of an incident manage the incident. If the incident escalates, becoming
a crisis, it is then necessary to have a different group take charge. Ideally, a crisis man-
agement team, or CMT, consisting of experienced personnel from multiple disciplines,
would come together to manage the incidents that develop beyond the capability and
decision authority of emergency response personnel. Essentially, the CMT manages the
crisis to closure.

After emergency response planning, crisis management planning is the next step in
the continuum of the contingency planning process. A crisis management plan should
address the following activities and concerns:

o Crisis management teams: Managing a crisis can’t be left to emergency personnel
only. When an incident escalates into a crisis, the situation becomes more complex,
affecting different aspects of the business if not the entire business, and thus
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requires different skills to manage. Employees with a broad understanding of the
enterprise and its mission, goals, and objectives are much better suited to manage
a crisis than those with a more narrow perspective of the business. Ideally, a CMT
is like an integrated process team: Skilled professionals representing different
disciplines come together on a short-term basis to work on a specific issue or task.
In the case of CMTs, the task is to serve as a deliberative body to plan and prepare
for a crisis and, when a crisis occurs, manage that crisis so as to mitigate damage
or its impact. CMTs should include members with expertise in the following areas:
security, human resources, site management, safety and environmental and safety
services, business management, and communications.

Disaster operations: In the event of a crisis or disaster, it is to be expected that
some personnel might not be able to immediately leave the site. For example,
following an earthquake the surrounding area might not be safe for travel.
Employees may have no choice but to seek shelter at the workplace for hours or
days. Furthermore, emergency personnel could be needed on site for an extended
period to assist in recovery operations. It’s essential to be prepared to deal with
scenarios such as this one. Preparation will include ensuring that sufficient supplies
to meet the needs of a reasonable number of stranded or support personnel are on
hand and that sufficient food, water, medical supplies, and emergency sanitation
and shelter facilities are available. All these items can be acquired and placed

in long-term storage providing that they are regularly checked for serviceability
and spoilage and maintained within the expected shelf life. During a crisis,

there is typically a great deal of uncertainty. Consequently, it will be necessary

to communicate to employees, keeping them as up to date as possible about the
situation and events and providing guidance concerning their safety and work
expectations. In such situations, employees are naturally anxious. Prompt and
clear communications can help reduce their anxiety and keep them informed.
Communication may need to extend beyond the duration of a crisis into an
undefined subsequent period. Using the previously discussed emergency contact
and notification number or company Website can be very effective. Messages

can be updated regularly as needed so that the information is current. Also,
information broadcast on local news radio stations can reach a large population of
employees. At the point when an incident escalates into a crisis, the CMTs become
involved managing the crisis to closure. At some point, a deescalation of events
will occur and eventually the crisis will terminate. If the impact of or damage
from the crisis is significant, the CMT will commence restoration activities. These
activities may be led by the CMT or passed on to a business continuity team, as
discussed further in the next section.

Media relations: During a crisis, it is possible that the local, national, or even
international media will become interested in events. For example, large industrial
fires always draw the attention of local media. Natural disasters also draw much
media attention. Even isolated events such as incidents of workplace violence

can draw significant media attention. It is therefore important to have a media
relations plan. The company media representative should be part of the CMT.
Since there is always a degree of unpredictability during a crisis, it is best that all
CMT members understand how to deal with the media and be prepared to do so,
should they be thrust into such a situation.
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® Damage assessment: During a crisis, emergency personnel will make ongoing
damage assessments, reporting the status to the CMT. These assessments are useful
in determining actions to be taken next. However, these assessments are situational
and, due to the circumstances and nature of a crisis, do not have the luxury of
thoroughness. The true extent of damage is not determined until after the crisis
has terminated and a complete building, facility, or site assessment can be made.
Immediately following a crisis, a damage assessment for infrastructure safety and
functionality must be made. Without this, a return-to-work decision cannot be
made. The damage assessment is also the starting point for all restoration and
resumption activities.

® Business continuity teams: Earlier we discussed the transition of responsibility
from a CMT to a business continuity team. This is an important step in the effort
to resume business. The CMT’s focus is on managing through the crisis; the focus
of the business continuity team (BCT) focus is recovery and resumption. The role
of a BCT is discussed further in the next section.

o After action/post event assessments: After every crisis, an assessment of what
occurred should be conducted. The chronology and circumstances of the event
will be recorded. The CMT will review what went well and what did not.
Performance to plan will be reviewed and a lessons-learned document will be
created for all team members and supporting personnel to review and hopefully
learn from.

5 Business Continuity

Earlier in this chapter, we defined business continuity as the effort to minimize business
interruption or disruption caused by different contingencies. When contingencies occur,
business recovery and resumption need to happen as rapidly as possible. In essence, busi-
ness must continue. Business disruptions can be costly and even catastrophic. Customers,
shareholders, and stakeholders demand that the business remain viable. Preparation to
deal with contingencies is a critical component of keeping the business going and main-
taining the viability of the enterprise.

Business continuity is a two-stage process. Business recovery is the first stage; busi-
ness resumption is the second. The recovery effort is the process of getting the business
up and running again but only in a minimally acceptable condition. It is not recovery to
a pre-event condition; it is recovery to create product, make deliveries to customers, and
accomplish the basic activities to keep the business going.

The business resumption stage is the effort to recover from a contingency and resume
business in a pre-event condition. This is not to say that all critical and other processes
will be exactly the same as they were pre-event. Resumption planning may call for new
or modified processes. The intent is to resume business operations to a level similar to the
pre-event operations level but not necessarily exactly the same.

A business continuity team, or BCT, should be established to oversee the devel-
opment of business resumption plans. Representatives from each of the major business
functions should be part of this team. Manufacturing, business management, finance, engin-
eering, information technology, human resources, legal, and other major areas and discip-
lines within the business need to participate. Business resumption teams lead the effort
and planning process to ensure that the business is prepared to recover from contingencies
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and resume full business operations. In some cases it may be necessary to have a major
supplier or customer participate as a member of this team.

Business recovery and resumption planning have common elements. The difference

is the stage of recovery and the time necessary to get there. The following are common
elements of the processes for business recovery and resumption:

® Business impact analysis of critical processes and information systems: The most

fundamental aspect of recovery and resumption planning is conducting a business
impact analysis of critical processes. Critical processes must first be identified.
Knowing what they are and having the BCT agree to their criticality will allow
for proper planning and prioritization. Failure to properly identify critical
processes can lead to wasted time, effort, and money. Even worse, noncritical
processes may be given priority over critical processes, leading to further delays in
recovery and causing unnecessary expenditure of resources. It’s not uncommon for
organizations to identify their processes as critical when, on further examination,
they are determined not to be critical. Process owners have a tendency to believe
all their processes are critical. This is precisely why it is necessary to have the BCT
make this assessment. In developing recovery and resumption plans, the following
areas must be considered and addressed:

1. Define critical processes: Each major business area, function, and discipline
should provide to the BCT a listing of all critical processes. The BCT should
then review these processes for criticality and prioritize them, creating an
official critical process list. Planning for recovery of the critical processes is
the primary concern. Noncritical processes should be recovered and resumed
after the critical processes. Resource and time limitations do not allow for
resumption of all processes at the same time. Processes critical to the business
must have top priority. Any processes determined not to be critical should be
planned for during the later stages of the resumption effort.

2. Critical process interdependencies: As part of the critical process assessment,
particular emphasis must be placed on information systems and process
interdependencies. For example, a process owner might not determine an
information system, in and of itself, to be critical. However, if it supports a
critical process and that critical process can’t be completely restored without
the information system, that information system itself becomes critical.
Examining processes as part of a system is essential to assessing criticality.
Interdependencies need to be identified to properly assess their criticality to the
business. Other interdependencies may exist in the form of relationships with
organizations outside the enterprise. These too must be considered. Various
methodologies can be used to estimate potential impact of a contingency or
disaster on a critical process. When considering the criticality of a process, you
must address the financial effect, operational effect, and any less tangible or
quantifiable concerns, such as customer satisfaction.

3. Resources: Critical process recovery requires an assessment of resources.
Planning for process restoration means considering what resources might no
longer be available and will need to be acquired or obtained to get the critical
process up and functional again. What type of facilities will be needed, and
where? Will additional hardware, software, or equipment be required? Will
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people capable of managing and working the processes be available? Will there
be effective means of communications? If not, what must be done to provide

a minimum capability of communications until full communications can be
restored? These are some of the resource issues and questions the team must
grapple with.

4. Mitigation strategies: For processes identified as critical, pre-event actions
can be taken to help mitigate the impact, both operationally and financially,
of interruptions to the business. In developing contingency plans for critical
processes, strategies will become apparent that may be implemented prior to
an event to lessen the impact of an event if and when it occurs. A cost/benefit
analysis may be required to assess the feasibility of implementing a pre-
event action and, if the analysis shows it to be an effective action, it should
be taken. For example, an old building not built to current building codes
could be vulnerable to damage from an earthquake. If that building supports
a critical process, it might be more cost-effective to retrofit the building with
the necessary structural supports and bring it into compliance with current
standards than to risk severe damage in the event of an earthquake, which
could render a critical process inoperative.

Vital records: The ability to recover vital records is critical to the recovery and
restoration process. Having a vital records protection and management program
will enable the recovery of essential information during a contingency.

Customers and suppliers: The importance of considering input, participation, and
impact to customers and suppliers cannot be overstated. Any business continuity
planning must take into consideration customer and supplier relationships.

Communications: Communicating during the recovery and resumption process
can be just as important as communications during other phases of a contingency.
Employees who have been affected by the events of a crisis or disaster need to be
kept abreast of developments affecting them and their employment. Customers
and suppliers need to understand the progress made toward resumption of
business, because it could have a serious impact on their operations. Even the
external worlds of stakeholders and shareholders have an interest in these events.

Lessons learned: There is an old adage that lightning doesn’t strike twice in the
same place. If only that were certain, true, and applicable to the critical processes
of a business; however, it is not. Therefore, much can be learned from each phase
of managing and recovering from a contingency. Documenting the process of
recovery and restoration will help identify the things learned, both good and bad,
and will go a long way toward dealing with other crises when they occur.

Business Recovery

The previous section addressed areas and issues common to resumption and recovery
aspects of the total contingency planning process. This section discusses areas specific to
recovery and the short-term process of resuming normal business operations.

Recovery plans focus on getting the business up and running. In essence, this

involves the actions that need to be taken within the first 30 to 60 days to restore critical
processes and resume operations. These should be the most critical processes focused on
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infrastructure, product delivery, and keeping damage or loss to an absolute minimum.
As difficult as it might be, people need to be part of this equation. For example, should
a natural disaster occur and cause severe damage to a building or facility, there is a good
chance that some key employees might have experienced something similar in the past.
Some could be preoccupied with their own issues of recovery and restoration and might
not be able to support the company. Generally, you can expect this number to be limited
to a few, but it could be a critical few. Part of the critical process planning should take
this into consideration and identify alternatives.

Vital records recovery is very much part of the recovery process. Being able to
access off-site records storage, both hard copy and electronic, is critical to expediently
moving this process forward. Many companies use outsource providers to handle, store,
and retrieve their vital records. This process allows for separate storage, away from com-
pany facilities, and reduces the possibility of damage to or destruction of these records.
Many capable and reliable companies throughout the world perform vital records hand-
ling, storage, and recovery for organizations.

7 Business Resumption

Issues and areas of focus and concern that are common with recovery and resumption
were addressed earlier. This section discusses areas specific to resumption and the long-
term process of resuming normal business. Long-term priorities are addressed in busi-
ness resumption plans with the intention of restoring operations to a pre-event condition.
Restoration to a pre-event condition does not necessarily mean that all is the same or
equal to the conditions prior to contingency occurrence, crisis, or disaster. During the
process of recovery and restoration, it may be learned or discovered that the imple-
mentation of a critical process or other processes can be accomplished differently in the
sense that improvements can make the process more efficient and more cost-effective.
Consequently, changes can and should be made. Furthermore, it may be learned that
some processes can be eliminated altogether. Recovery and resumption in many ways are
similar to a reengineering process. Process owners are usually the best source of ideas,
and as they participate in resumption they may develop new approaches and methods to
implementing and executing their process.

If the process is a simple one, changes can be implemented quickly, with little or
no additional review from management or the BCT. If the process is a complex one that
affects or is dependent on other processes, a cost/benefit analysis is warranted to accur-
ately assess the impact of any proposed changes.

In this chapter the authors have attempted to provide a framework for understanding
the complexities of contingency planning and the development of contingency plans. A par-
ticular point we attempt to make lies with the importance of planning for categories of con-
tingencies. It is a daunting task to attempt to plan for each and every possible contingency.
However, contingencies can be grouped into categories and planned for accordingly. This
allows for consistency in preparedness and best utilization of resources. Types of contingen-
cies develop and change over time as societies and organizations change and progress. Prior
to the 20th century, nuclear contamination was not a concern, but today countries with
nuclear power-generation capabilities have in place extensive contingency plans that are
regularly tested. More common hazards such as severe weather and other natural events
have caused enough damage to drive organizations to better preparedness. State and local
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governments, along with private enterprises in states like California and Mississippi, spend
large sums of money preparing to mitigate the effects of earthquakes and hurricanes.

8 Pandemics

Furthermore, not so common hazards drive governments and private organizations to
take mitigating measures. Pandemic preparedness currently is getting much attention as
the HSN1 Avian Flu virus continues to spread in both birds and people (at this writ-
ing), mostly in Asia.* Pandemics are not new; they have been with us since man’s earli-
est times. They don’t occur frequently, but when they do the effects can be devastating.
The last devastating pandemic occurred in 1918. The Spanish flu affected more than
30 percent of the world’s population,® killing between 50 and 100 million people and
disrupting the normal lives of societies around the globe.’

Planning for a pandemic requires an emphasis on people. The focus is planning
to keep employees, and their families, healthy and in the workplace, where they can be
productive. Pandemics affect people, not infrastructure. However, without people, oper-
ating an infrastructure is at best difficult and could be nearly impossible. Consider run-
ning the air transportation infrastructure without people. With a 30 percent reduction in
the number of air traffic controllers, pilots, and maintenance personnel, would this sys-
tem work effectively, or would it even work at all? How would your business be affected
if air transportation operations were limited or shut down for 30 days?

The Centers for Disease Control and Prevention (CDC) has created a Pandemic
Severity Index to assist local and state governments in assessing the severity of a viral
outbreak. The level will help officials determine the extent of school closure, quaran-
tines, and work-from-home assignments.

¢ Category 1 involves fewer than 90,000 deaths and would not require school
closures.

¢ Category 2 and 3 would recommend school closures and limiting personal contact
for up to one month.

e Category 4 or 5 would potentially involve over 1.8 million deaths, school closures
of up to three months, and limits on public events.®

9 Fire Prevention and Protection

Although all industry-specific vulnerabilities should be considered in contingency plan-
ning, the threat of fire is universal. Because fire is also one of the most damaging and
demoralizing hazards, fire prevention and control must be a major part of any compre-
hensive loss prevention program. The following materials are designed to provide an
overview of this important area. For a complete discussion on fire, seek out professional
literature for each topic (arson, fire suppression, or fire prevention).

For someone who has administrative oversight of fire issues, it is important to note
that any defense against fire must be viewed in two parts. First, fire prevention, which is
usually the major preoccupation of most businesses, embodies controlling heat sources
and eliminating or isolating the more obviously dangerous fuels. However, this commend-
able effort to prevent fire must not be undertaken at the expense of an equal effort for the
second part of defense, fire protection.
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Fire protection includes not only the equipment to control or extinguish fire but
also the devices that will reduce the effect of fire in relationship to the building, its con-
tents, and particularly its occupants. Fire doors, firewalls, smokeproof towers, fireproof
safes, nonflammable rugs and furnishings, fire detector and signaling systems—all are
fire protection components that are essential to any fire safety program.

9.1 Security Personnel

One of the key elements in fire prevention and protection is security personnel. Though
a smoke detector senses smoke and a heat detector senses heat, the human brain senses
much more. The trained security officer can think, problem solve, and sense what detect-
ors cannot. We can often sense when someone is having a bad day. Likewise, we can also
sense when the building just “doesn’t feel right.” There are no detectors to tell you that
the exits are blocked or the exit doors are not opening properly.

9.2 Vulnerability to Fire

There are no fireproof buildings, though frequently the term is misapplied. However, there
are fire-resistant buildings, meaning one that will not collapse quickly under fire condi-
tions and that does not readily add fuel to the fire. But combustible materials such as fur-
nishings, paneling, stored flammable materials, and so on inside a fire-resistant building
can make ovens out of buildings, generating heat of sufficient intensity to destroy every-
thing inside. Eventually such heat can even soften the building’s structural steel to such an
extent that part or all of the building collapses. By this time, however, the collapse could
endanger only outside elements because many things inside, with the possible exception of
certain fire-resistant containers and other metal or fire-resistant items and their contents,
will already have been destroyed.

Heat was a major factor in the collapse of the World Trade Center. The heat gener-
ated by the burning jet fuel resulted in expansion and thus weakening of the steel super-
structure. Coupled with the intense pressure of the burn, the building began to collapse.
The weight of the collapsing structure created additional weight on the lower floors,
eventually resulting in the collapse of the entire structure.

The particular danger of this situation is that although wood frame construction
is recognized for the fire hazard it represents, many otherwise knowledgeable people are
oblivious to the potential dangers from fire in steel and concrete construction. We have a
normal tendency to think that because something does not burn, it is safer. The miscon-
ception is that steel is better in a fire situation than wood. This is not always the case.

We cannot be blind to the fact that steel has it shortfalls. Though wood will ignite
at between 400 and to 600 degrees, steel will start losing strength at 600 degrees and
loses 40 percent of its strength at 1,110 degrees, well within the temperatures that
develop in common fires. Though wood will burn, the sheer mass of wood needed to
match the strength of steel in any given construction project could mean that a wooden
structure will withstand a fire longer.”

9.3 Fireload

The degree of fire exposure in any fire-resistant building is dependent on its fireload:
the amount of combustible material that occupies its interior spaces. Fireload is often
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misunderstood when we look at different occupancies. We tend to look at some busi-
nesses as more hazardous due to their operation rather than taking into count their fire-
load. There could be more concern for a processing plant that fabricates steel products
because of the intense heat present in the fabrication process than for a doctor’s office or
hospital. A factory atmosphere catches our interest due to electrical equipment, machin-
ery, and stock. But what is the true fireload? A doctor’s office could warehouse many
years of patient records, files, and X-rays that could create a greater fireload than a fac-
tory. A hospital, with its clean and safe environment, needs supplies and replacement
equipment. There could be storerooms of additional beds, furniture, and records. An
in-house laundry department with workers’ and patients’ bedding and gowns will add
fireload. We need to look past a facility’s fundamental operation to see what will burn.

In the case of multiple occupancies where general businesses, retail, and residential
units are under one roof, as in a large office building, no one office manager can control
the building’s fireload. In such an environment, new furniture, decorative pieces, drapes,
carpeting, unprotected insulated cables, or even volatile fluids for cleaning or lubricating
are moved through the building every day. The building fireload may continue to increase
without much thought from most of its occupants.

9.4 The Nature of Fire

The classic triangle frequently referred to in describing the nature of fire consists of heat,
fuel, and oxygen. This triangle has been augmented by the fire tetrahedron theory, which
adds a fourth element: chemical reaction, pyrolysis, or vaporization. Pyrolysis is the decom-
position of solids to the point where they give off enough flammable vapors and gases to
form an ignitable mixture. In liquid fuels the process is called vaporization. Flammable
gases require no pyrolysis because they are already in a form capable of combining with
oxygen. If all four components exist, normally there will be a fire; remove or reduce any
one component and the fire will be reduced or extinguished (see Figure 12.2).%

Fuel and oxygen are always present. It would be difficult to imagine any facility
that had no exposed combustible items, and air most certainly will be present. Only suf-
ficient heat and the chemical breakdown associated with it are missing, and these factors
can be readily supplied by a careless cigarette or faulty wiring, two of the most common
causative factors. In fact, an almost infinite number of heat sources can complete the
deadly tetrahedron and start a fire raging in virtually any facility.

Every fire prevention program begins with the education of staff and visitors
because it is nearly impossible to change existing fireload problems overnight. Yet
every fire prevention program must also work to control the amount and nature of the
fireload or fuel and institute programs to prevent the occurrence of any heat buildup,
whether from careless smoking or from sparks from a welding torch. This is actually a
two-pronged approach: First, control ignition sources; second, set fireloads at appropri-
ate working levels.

9.5 Byproducts of Fire

Contrary to popular opinion, flame or visible fire is rarely the killer in deaths from fire.
Death is usually caused by smoke or heat or from toxic gas, explosion, or panic. Several
such byproducts accompany every fire; all must be considered when defenses are being
planned.
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FIGURE 12.2 The fire triangle.

Smoke will blind and asphyxiate in an astonishingly short time. Tests have been
conducted in which smoke in a corridor reduced the visibility to zero in two minutes from
the time of ignition. A stairway 2 feet from a subject in the test was totally obscured.

Fire gases, composed mostly of carbon dioxide and carbon monoxide, make up
a large part of smoke. Still, most persons have a relatively lax attitude about smoke in
comparison to fire. We need to understand that smoke is actually unburned fuel and
gases that are still flammable. Though most people would not walk into a kitchen when
gas is coming out of the four burners of the stove, the same people often fail to think of
smoke in the same terms. Firefighters are taking a much harder look at how those burn-
ing gases add to and extend a fire.

Heat plays an important part in the destructive capabilities of fire and its spread.
A small fire that does not consume large amounts of fuel can produce large amounts of
destructive heat. A fire that may just consume a sofa or chair can produce heat damage
many times greater than the cost of the fire-involved item. Heat is also the main means by
which fire travels. Flames do not cause a fire to move across an area, room, or building.
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It is the heat associated with the flames that leads to fire spread. Furthermore, heat can
travel great distances and heights without flames to start new points of ignition.

Ignition temperature is the temperature at which a solid fuel will ignite without
direct flame contact. Most materials we use in our everyday lives have an ignition temper-
ature somewhere between 400 and 600 degrees, well below the temperatures developed in
a fire. If we take one of these fuels and put it in an oven that has no flame, when the fuel
reaches its ignition temperature, it will ignite. No flame is required to start combustion.
The point is that it does not matter where the fire is; the important question is, where is
the heat going? For example, in a high-rise building, a fire that starts in a basement where
someone has left the stairwell doors open allows heat from the fire to travel to the upper
floors of the building. Once the heat reaches that 400-600 degree range on those upper
floors, fire will develop. It does not matter that the original fire is located 300 feet below
the 30th floor—fires will start!

Fire evolves through three stages: incipient, free burning, and smoldering. The
incipient stage is the moment the fire begins, when fuel, air, and an ignition source all
come together at the right rate for the correct period of time. Picture the instant a match
falls into a trash can. There is little heat and little smoke, and you can stand right in
front of the trash can with no real concern. In the free-burning stage the fire is doing just
what it wants; it has plenty of fuel and air. However, as flames continue to develop with
heat increasing, your ability to be close to the fire will be almost nil. In the smoldering
stage air has been reduced or fuel is dwindling to the point where there is no visible
flame, just an entire area filled with tremendous heat.

The plan of how to “fight” a given fire for extinguishment is determined by the
stage that the fire is in. Another determining factor will be whether the fire is confined
or unconfined.

Most fires in a commercial setting will be of a confined nature. An unconfined fire
would be similar to a camp fire. The fire is doing just what it wants; the heat is going up,
the smoke is going up, it is doing what it naturally does. We could walk right up to that
fire and warm our hands or put the fire out by simply pouring a bucket of water on it.
But take that same fire and put it in a room, confine it, and the heat and smoke still go
up until they hit the ceiling, then they start moving laterally. The smoke and heat will no
longer allow you to directly access the fire. This is why the fire stage and whether the fire
is confined or unconfined are so important in determining how a fire should be fought
and the amount of extinguishment time that will be involved.

9.6 Classes of Fire

All fires are classified into one of five groups. It is important that these groups and their
designations are widely known because the use of various kinds of extinguishers depends
on the type of fire to be fought (see Figure 12.3):

e Class A. Fires of ordinary combustible materials, such as wastepaper, rags, drapes,
and furniture. These fires are most effectively extinguished by water or water fog.
It is important to cool the entire mass of burning material to below the ignition
point to prevent rekindling.

e Class B. Liquid fuel fires such as gasoline, grease, oil, or volatile fluids, with the
exception of some cooking oils. In this type of fire an oxygen displacement effect
such as carbon dioxide (CO,) or other fire extinguishing agent is used. A stream of
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FIGURE 12.3 Use of fire extinguishers.
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water on such fires would simply serve to spread the substances, with disastrous
results. Water fog, however, is excellent because, if applied by properly trained
personnel, it cools without spreading the fuel.

e Class C. Fires involving live electrical equipment such as transformers, generators,
or electric motors. The extinguishing agent is nonconductive to reduce the
firefighter’s danger of electrocution. Electrical power should be disconnected
before beginning extinguishing efforts, because you are basically extinguishing the
Class A or B fuel around the energized equipment.

¢ Class D. Fires involving certain combustible metals such as magnesium, sodium,
and potassium. Dry powder is usually the most, and in some cases the only,
effective extinguishing agent. Because these fires can only occur where such
combustible metals are in use or production, they are fortunately rare.

e Class K. In recent years studies have found that some cooking oils produce
too much heat to be controlled and extinguished by the traditional Class B
extinguishing agents. Class K fires and extinguishers deal with cooking oil fires.

9.7 Extinguishers

The security department must evaluate the fire risk for each facility or department and
determine the types of fires most likely to occur. Although the potential for all types
of fires exists and should be planned for, certain production areas are more likely than
others to have a specific type of fire. This condition should be considered when assign-
ing extinguishers to the department or facility. Every operation is potentially subject to
Class A and C fires, and most are also threatened by Class B fires to some degree.

Having made such a determination, security must then select the types of fire extin-
guishers most likely to be useful. The choice of extinguisher is not difficult, but it can be
made only after determining the nature of the risks. Extinguisher manufacturers can sup-
ply all pertinent data on the equipment they supply, but the types in general use should be
known. It is important to know, for example, that over the years the soda/acid and car-
bon tetrachloride extinguishers have been prohibited. They are no longer manufactured.
An extinguisher that must be inverted to be activated is no longer legal.

There are a number of considerations in choosing fire extinguishers to be used in a
given facility. First, what type of fire do you anticipate? Second, how compatible is the
fire extinguisher with the environment and personnel who are going to use it? Is the fire-
extinguishing agent inside the fire extinguisher going to do more harm than the fire? Are
personnel of a size and stature to handle such an extinguisher?

Fire extinguishers must be matched with the type of fire they will be effective on.
Again, all extinguishers have their good and bad points to consider:

e Dry chemical. These are designed for Class B and C fires.

® Multipurpose dry chemical. These extinguishers are designed for use on Class A,
B, and C fires.

® Dry powder. This is used on Class D fires. It smothers and coats.

e Foam extinguishers. These are effective for Class A and B fires where blanketing is
desirable.

¢ CO,. Used on Class B or C fires, CO, has no lasting cooling effect due to the fact
that the gas dissipates so quickly, making flashbacks of fires a concern.
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o Wer agents. New clean water-based wet agents have been developed for different
classes of fires. They are cleaner than the powders and more desirable in some
occupancies. It is necessary to match the proper extinguisher with the type of
protection desired.

Halogenated agents, though no longer in production, do have substitutes taking
their place. Research the proper substitution agent to meet protection needs.

After extinguishers have been installed, a regular program of inspection and main-
tenance must be established. A good policy is for security personnel to visually check all
devices once a month and to have the extinguisher service company inspect them twice a
year. In this process, the serviceperson should retag and if necessary recharge the extin-
guishers and replace defective equipment (see Figure 12.4). It is a good idea to check
with your extinguisher servicepeople to find out when routine service requires the fire
extinguishers to be discharged or emptied. This is a good time to do employee and fire
brigade training because the company will be paying for refill service. It is a good cost-
saving measure.

9.8 Fire Alarm Signaling Systems

Early notification is the key to fast, loss reduction, and lifesaving extinguishment of fire. If
a fire is discovered in the very first stages before it develops, it can be extinguished with a
minimal amount of exposure to personnel and use of extinguishing agents. For example,
should a fire develop in a waste can and quickly activate a sensor, a person could easily and
safely approach it with a handheld extinguisher and extinguish it. This is the general con-
cept of detection and signaling systems and fire extinguishers on the premises that could
be used by trained personnel. The simple rule is small fire, small extinguishment; large fire,
large extinguishment. Should that waste can fire go undetected and develop, lateral exten-
sion would not allow personnel to safely approach it and on-premises extinguishing units
would not be adequate for extinguishment. Delays in fire detection and alarm notification
have been one of the major causes of large loss of life and property fires.

Fire Extinguisher Checklist
Description  Fully

No. Location and size charged Operable Sealed Comments

_ Sheet C/DQ.HS ?es 965 wes Hangin?

metal J brakel
Shoe should be

regl aced

Date 3~ -0+ Signed

FIGURE 12.4 Fire extinguisher safety checklist.



Fire Prevention and Protection 269

Most fires are discovered by our senses. We see them, smell them, and sometimes
hear them. Normally we are left with nothing more than the chance for human dis-
covery. A fully functional high-tech alarm system (see Figure 12.5) gives early detection
24 hours a day, 365 days a year. If someone is on the premises or not, notification can
occur.

A total fire alarm system, like intrusion alarms, can be viewed as consisting of the
signaling system and the alarm and sensor system. The alarm system discovers the fire and
activates a circuit, and then the signaling device notifies those concerned of the danger.

When determining the type of alarm system to utilize, check with code require-
ments, seek recommendations from insurance carriers, and evaluate unique features of the
premises and operation. You will discover that some systems have better sensitivity, reli-
ability, maintainability, and stability than others. Though on the surface all detectors
appear to do what you want, realize that some do a better job in certain situations. For
example, it might not be advantageous to have a highly sensitive sensor in a highly con-
taminated area, because this could cause numerous false alarms. Also in areas such as
computer rooms you’ll want a sensor that will activate before heat or smoke develop.

FIGURE 12.5 Elements of a fire alarm system. (Courtesy of EST, www.est.net/std.)
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9.8.1 Sensors

Sensors (detectors) can be categorized by what they sense. By looking at what fire pro-
duces, we can class sensors as flame detectors, smoke detectors, and heat detectors.
Again, you should evaluate the premises to determine the type of detector that meets
code and the specific needs of the area to be protected.

Today the terms sensor, detector, and initiating device are synonymous. This is a
device that “initiates” a signal to activate an alarm system. This device should be viewed
as nothing more than a switch, similar in principle to a light switch. When we turn on a
light switch, the light comes on. Similarly, when initiating devices are activated, they can
cause alarms to sound, signals to be sent, and even safety features of the premises to be
activated. These devices can be automatic: smoke detectors, heat detectors, or flame detect-
ors. They can also be manual, such as a pull station. Alarm systems will be incorporated
with other safety systems such as a sprinkler system. Flow switches are initiating devices
that are placed in the piping of sprinkler systems to send a signal indicating that water is
flowing and the system has activated. Sprinkler systems can be incorporated into the alarm
system as any initiating device.

Flame detectors are used in locations where signals must be sent before heat and
smoke develop. They are often found in computer and high-tech areas. Flame detectors
are “line of sight” detectors, meaning that they must be located in varying spots in the
area to be protected because they must “see” the flame. They respond to either ultravio-
let or infrared light. Some detectors today are produced with both ultraviolet and infra-
red sensors in them to reduce false alarms.

Smoke detectors are broken into two groups: photoelectric and ionization.
Photoelectric smoke detectors are either beam or refraction type. Beam smoke detectors
operate on the principle of a light and a receiver. Once enough smoke or fire byprod-
uct breaks the beam of light, the device activates. The refraction type of detector has a
blocker between the light and the receiver and operates with the principle that once there
is enough smoke in the detector, the light signal refracts (reflects) around the blocker to the
receiver. lonization-type detectors monitor the air around them constantly. Once enough
fire byproducts enter the detector, the contaminants will complete a circuit that sends the
alarm signal.

Heat detectors can be grouped as fixed temperature or rate of rise. Fixed temperature
detectors activate at a predetermined temperature. Rate-of-rise detectors activate at changes
in heat in the area in which they are located. Heat detectors are slower to react than other
detectors, but they have less chance for false alarms and are durable in many applications.

Fixed temperature detectors can be the following types: fusible link, frangible bulb,
continuous line, and bimetallic. Rate-of-rise detectors are categorized as either pneu-
matic, rate compensation, or thermoelectric.

9.8.2  Signal Devices
The signal sent by initiating devices will send a signal to the system control unit that
processes the alarm. This is often referred to as the main control panel. These main pan-
els are electrically powered and have a secondary backup source of battery power or a
generator.

The system control unit sends signals via circuitry to various components of the sys-
tem. It could retransmit the signal to a signaling system and activate on-premises safety
features. For example, a system could be designed so that when a heat detector is activated,
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horns will go off in the building to notify the occupants, a signal will be sent via tele-
phone wires to an alarm monitoring location, fire doors in the building will shut to com-
partmentalize the fire, and heating and cooling units will shut down to stop the spread of
smoke and toxic gases. Signaling systems are broken into five categories: local, auxiliary,
remote station, proprietary, and central station.

Local systems do not retransmit the alarm anywhere. This is always a concern
because there is a fear that people will assume that a response to the alarm is coming.
Workers, residents, and employees must be made aware of the operation of this system.
Most codes today require systems to be retransmitted, but many are still in place since
their initial installation.

Auxiliary systems are utilized in communities that have a municipal alarm system.
Building alarms are connected to a system owned and operated by the municipality. The
signal may be transmitted to a fire station or a central receiving location.

Remote station systems are ones that lease phone-line service to transmit the alarm
signal to a location. This is nothing more than a phone line, the same as you have in
your home.

Proprietary systems are those that are owned and operated by the building or com-
plex owner. A series of buildings or warehouses on the same location would have their
alarm systems send a signal to an owner-controlled location such as a security office.
This office would monitor the entire area. Once a signal is received, company personnel
would retransmit the alarm via phone.

A central station system is one that is independently owned and operated by an
alarm company. It may be located in the immediate town or city or across the country.
Signals are transmitted via phone lines to a continually manned location that then con-
tacts the proper responding agency. This is one of the more popular systems due to the
fact that many cities have decided not to take on the responsibility of receiving alarms
and instead have privatized systems.

Whenever alarm and signaling systems are on the premises, representatives of the
property should view an acceptance test after the system is installed. Service tests should
be conducted at required or recommended intervals and documentation should verify
the testing.

9.8.3  Automatic Sprinkler Systems

Similar to alarm systems, sprinkler systems provide buildings with around-the-clock
protection. Ninety-six percent of fires in buildings equipped with sprinkler systems are
either extinguished or held in check until responding agencies arrive. The 4 percent of
failure is due to human error, design, maintenance, or the result of an explosion that has
rendered the system inoperative.

Concerns regarding sprinkler systems are the high cost of installation, especially retro-
fitting them to existing buildings, and water damage. As the popularity of plastic pipe
increases and the fire codes allow more of their use, the cost of sprinkler system installa-
tion is coming down. If you calculate the cost of smoke and heat damage in a fire and the
amount of water damage done by fire personnel with fire hoses, you’d realized that the
fears of sprinkler system water damage are unfounded. Good sprinkler system design will
eliminate those fears. Many codes require sprinkler systems in certain occupancies, and
over a period of time the savings in insurance coverage can justify their use. Interfacing
the sprinkler system with a detection system can control water damage.
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Sprinkler systems are classified into five groups: wet, dry, pre-action, deluge, and
cyclic. Wet systems have water in them all the time, right up to the sprinkler head mounted
in the ceiling or wall. The sprinkler heads are made to open individually at a given tem-
perature, determined by code or requirements of the occupancy. Once they open, they do
not close again. To discontinue water flow, the source of water must be shut off.

A dry system has no water in it. The water is held back by a valve that is kept in
the closed position by air pressure or an electric valve. This system is used mainly to
protect unheated areas. It is more cost-effective to heat the valve room than an entire
warehouse used for cold storage.

Pre-action systems incorporate a detection system, which can eliminate concerns
over water damage and false activation of the system. A valve holds back water in the
system. The valve is activated by initiating devices (detectors) in the area. Once the
detector senses the fire, the valve is opened and the system is charged. The sprinkler
head must also open for water to be discharged. In this case, two steps are required
to discharge water. Multidetector circuits could be added to require multiple steps for
system activation.

A deluge system is similar to a pre-action system except all the sprinkler heads are
in the open position. It is obvious that water damage in this case is not a concern. Due
to the nature of the situation or occupancy, extinguishment far outweighs other issues.
Once the detector senses a fire, the valve opens and all sprinkler heads discharge.

A cyclic sprinkler head is more of a head type than a system. The opening and clos-
ing of a cyclic sprinkler head is controlled by a thermostat that is part of the sprinkler
head. When the thermostat reaches a predetermined temperature, it opens; once it falls
below that temperature, it closes. Cyclic sprinkler heads are one of the rare sprinkler
heads that do not need to be replaced after a fire unless they’re damaged. One drawback
to the cyclic sprinkler head is that though many thought it helped reduce water damage,
it was troublesome in that it often just discharged enough water to keep the fire in the
smoldering state, generating smoke.

9.9 Education in Fire Prevention and Safety

Educating employees about fire prevention, fire protection, and evacuation procedures
should be a continuous program. Ignorance and carelessness are the causes of most fires
and of much loss of life. An ongoing fire safety program will inform all employees and
help keep them aware of the ever present and very real danger of fire.

Such a program would ideally include fire and evacuation drills. Since such exer-
cises require shutting down operations for a period of time and can lead to the loss of
expensive production time, management is frequently cool toward them. Indoctrination
sessions for new employees and regular review sessions for all personnel, however, are
essential. Such sessions should be brief and involve only small groups.

In many businesses visitors and guests should also be made aware of fire and evacu-
ation plans. Pamphlets describing plans as well as placards that indicate the location of
fire exits in relation to the placards should be available. In the case of hotels and other
facilities that have resident clientele, the law demands such actions. In the recent night-
club deaths in Chicago and West Warwick, Rhode Island, patrons were unable to escape
the facilities due to panic and lack of orientation to their surroundings. Perhaps bet-
ter marking of emergency exits with properly working emergency exit hardware would
have reduced the number of fatalities.
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9.9.1 Employees as Firefighters

Because the danger of fire, with its concomitant risk to life and property, affects every
employee, many experts feel that the responsibility in case of fire is a shared one. The
exception to this rule is when the firm has a well-trained fire unit. Few experts would dis-
agree that everyone must be educated in the principles of fire prevention and protection,
including indoctrination in evacuation procedures and on reporting a fire. But beyond
this, there is little agreement on what employees should be asked to do in the event of fire.

Some business offices set up a system of floor wardens whose job it is to pass the
word for evacuation and who then sweep their area of responsibility to see that it is
clear of personnel, that papers are deposited in fireproof containers, and that high-value,
portable assets are removed from the premises.

Others take the view that their employees were not hired to act as emergency
supervisors. Many firms of this latter persuasion ask that certain minimal functions be
performed by the employees who are on hand but do not assign roles to specific people.
Examples might be a policy of having employees return tapes to a fireproof container
in the computer area or secure fire-resistant safes in the accounting or cashier’s office
before they evacuate. This responsibility would fall on the personnel in these areas at
the time of an alarm and would or should take little time to accomplish. When the sig-
nal for evacuation is given, no time should be lost in vacating the building.

Many professionals feel that office employees should never be asked to do more than
see to their own safety by making an orderly retreat along predetermined escape routes.
Only in the most extreme emergency—and then only if they are otherwise trapped—
should employees engage in fighting a fire of any magnitude. They can be expected to
make an effort to put out a wastebasket fire or a small blaze in a broom closet, but even
in these cases the alarm must be given as first priority. Any fire that threatens to involve a
major part of an office or other parts of the building should be left to professionals (com-
pany fire units, security personnel, or the fire department). Obviously all such situations
are matters of on-the-spot judgment. Policies covering every situation are difficult, if not
impossible, to predetermine.

The situation is quite different in industrial fire operations. In such facilities, the
formation of a fire brigade composed of a few selected and trained employees is a fairly
common practice. There is general agreement that the nature of their employment in
industrial areas makes these employees more competent to handle firefighting assign-
ments, which are in many cases not that far removed from their regular work.

The exact size of each fire protection organization will vary according to the size
and function of each facility. Very large facilities or those whose fire risks are high due to
the nature of the operations may have a full-time fire department. In smaller or less haz-
ardous facilities, regular employees are organized into fire brigades that are broken down,
usually by departments or areas, into fire companies. These companies are assigned to
given areas for purposes of fire protection, fire prevention, and firefighting. They are also
available, as part of the fire brigades, to work in any other area of the plant if a fire
occurs that requires more personnel than the assigned company can provide.

The size of the brigade will depend on the size of the plant, the nature of the risk
involved, and the willingness to take on that risk. It will also be affected by the general
availability, size, competence, and response capability of the public firefighting facilities
in the neighboring areas. Whatever the size, however, the brigade must consist of people
sufficiently well trained and familiar with the plant operation and layout to fight fires
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effectively in any part of the facility if such a need arises. They may be an incipient fire
brigade or an interior fire brigade. Incipient fire brigades are trained to handle fires in
their earliest stages. The use of fire extinguishers by employees may be all the involvement
this group will have. Interior fire brigades are trained and equipped to the level of many
fire departments. OSHA as well as other standards should be evaluated to determine the
level of training required for an interior fire brigade.

The plant engineer and the maintenance crew should certainly be included in the
brigade. Their knowledge in servicing valves, pumps, and other machinery is invaluable
in emergency situations.

9.9.2 Evacuation

9.9.2.1 Evacuating Industrial Facilities Evacuation plans for an industrial facility are
relatively simple to design because most buildings within the perimeter are one-, two, or,
in rare cases, three-story buildings. Fire exits can be readily identified for such a plan of
action. Because they are occupied by personnel of a single company or under that com-
pany’s jurisdiction, a single plan involving all personnel can be drawn up. And because
in most cases aesthetic considerations are not a prime concern in the design of the indus-
trial building, fire escapes can be constructed in any way for the greatest safety.

Although many of these buildings have elevators, most of which serve the dual
purpose of hauling freight and personnel, these elevators are not necessarily the prime
means of moving to and from the upper level as they are in high-rise office buildings.

Generally, these buildings can be cleared in minutes. This is not to say that an
evacuation plan is not needed. It is, and it must be widely distributed and clearly under-
stood. Most industrial buildings are more open, the exits are more visible—more a part
of employees’ unconscious orientation and, therefore, more a part of the natural traffic
flow—than these elements are in many other types of construction. Again, accountabil-
ity of all personnel is necessary once evacuation is completed.

9.9.2.2 Evacuating High-Rise Buildings Evacuation from high-rise urban buildings is
quite a different story. In this situation, employees come to work and leave regularly by
elevator. Yet if there is a fire, they are told they must not use the only means of entrance
and exit they really know—the elevator.

In most cases, employees have never been on the fire stairs. They may have only a
vague idea where those stairs are located, but in a time of emergency—a time of anxiety
bordering on panic, when instinctual behavior is the most natural—they are asked to
vacate the premises in a way that to them is very unnatural indeed.

Even in wide-open industrial facilities where orientation is quick and easy, there
will always be some people who will pass a clearly marked exit to get to the employee
door they are used to using. This is much more likely to happen in buildings with win-
dowless corridors and fire exits—however clearly lighted and marked—that are well off
employees’ normal traffic pattern. A good emergency lighting system can do much to
reduce this potentially life-threatening problem.

To overcome this problem, which must be overcome until such time as elevators are
made safe to use in fires, it is advisable to walk all employees as a drill from their desks
to the nearest fire exit and to the nearest secondary exit they would use in case their first
escape route was cut off by fire or smoke. In addition, the use of “You Are Here” plac-
ards can assist those who become disoriented in a building in finding the nearest safe exit.
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This orientation could be done over a period of time with small groups at each drill. It is
important that the drill actually start at an employee’s desk or office so that the route as
well as the location of the exit are made clear.

People need to be educated that in some occupancies elevators are programmed not
to operate once the fire alarm system activates. Though they’re dramatic on the news,
roof evacuations are difficult, slow, and subject to many factors that make it the least
desirable evacuation. People should be taught to move down, and if down is not possible,
laterally to another exit and then down. Roof evacuation should be the last consideration.

9.9.2.3 Planning and Training Evacuation plans must be based on a well-considered
system and on thorough and continuing education. They should also be based on indoc-
trinating employees in the principles of fire safety, stressing that they are to make their
own way to the proper exit and leave as quickly and as calmly as possible.

Adults do not respond well to being lined up like children at a fire drill and marched
down the fire stairs. Though people might be inclined to follow a leader under many cir-
cumstances, when it comes to a concept as simple as vacating the premises, a leader has
no purpose or place. Employees will rebel or even panic if they feel restrained or regi-
mented in their movements toward the exit.

In setting up plans for evacuation, it might be a good idea to review and evaluate
the circumstances of a given facility and then ask a few questions:

1. Are routes to exits well lighted, fairly direct, and free of obstacles?

g

Are elevators posted to warn against their use in case of fire? Do these signs point
out the direction of fire exits?

Are disabled persons provided for?
Do corridors have emergency lighting in the event of power failure?

Who makes the decision to evacuate? How will personnel be notified?

AN

Who will operate the communication system? What provisions have been made in
case the primary communication system breaks down? Who is assigned to provide
and receive information on the state of the emergency and the progress of the
evacuation? By what means?

7. How will everyone be accounted for? Do we know that everyone is out of the
building? How do we verify that?

10 Safety and Loss Control

Safety consciousness in business and industry did not begin with the establishment of OSHA
in 1970, but it is largely a product of the 20th century. Prior to the Industrial Revolution
early in the 19th century, workers were independent craftspeople. If they suffered economic
loss due to accident or illness rising out of prolonged exposure to a particular work envi-
ronment, the problem was the craftsperson’s, not the employer’s. This attitude generally
prevailed during the rapid expansion of the factory system in America throughout the
19th century. Only toward the latter part of the 19th century did it begin to become obvi-
ous that factories were far superior in terms of production capability to the small handi-
craft shops, yet they were often inferior in terms of human values, health, and safety.
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The atmosphere of reform that gained impetus after the turn of the century resulted
in, among other new laws, the first effective Workmen’s Compensation Act in Wisconsin
in 1911. Compulsory laws on workmen’s compensation followed in many states after the
U.S. Supreme Court upheld their constitutionality in 1916. Even the most hardheaded
employers found that their costs dictated compliance with the spirit of the law.

As a result of this growing concern for industrial safety, there followed a long
downward curve in work-connected accidents and injuries that lasted through the
period between the two world wars and continued into the 1950s. By 1958 this trend
had leveled off, and by 1968, for the first time in more than 50 years, the curve began to
rise again.

Fourteen thousand occupational fatalities and more than 2 million disabling,
work-connected injuries each year seemed to be considerably more than the number
that might one day be arrived at as the irreducible minimum. The result throughout the
1960s was increasing federal concern with establishing standards of occupational safety
and health. Prior to that decade, only a few federal laws, such as the Walsh-Healey
Public Contracts Act, had been passed, with most legislation in this area being left to the
states. During the 1960s a number of laws were passed—the McNamara-O’Hara Service
Contracts Act, the Federal Construction Safety Act, and the Federal Coal Mine Health
and Safety Act, among others—all dealing with safety and health standards in specific
fields and under specific circumstances. Public Law 91-596, known as OSHA, which
was signed into law on December 29, 1970, was the first legislation that attempted to
apply standards to virtually every employer and employee in the country.

10.1 OSHA Standards

Generally speaking, OSHA requires that an employer provide a safe and healthful place
for employees to work. This is spelled out in great detail in the Act to avoid leaving
the thrust of the legislation in any doubt. Though much of the language in the Act is
technical in nature and largely couched in legalese, the thrust of the legislation is abso-
lutely clear and unambiguous in what is known as the “General Duty” clause, which
states that each employer “shall furnish to each of his employees a place of employ-
ment free from recognized hazards that are causing or likely to cause death or serious
physical harm to his employees” and that, further, the employer “shall comply with all
occupational safety and health standards promulgated under this Act.”® Much of the
rest of the Act deals with procedures and standards of safety and is, in places, difficult
to follow.

It speaks of free and accessible means of egress, of aisles and working areas free
of debris, of floors free from hazards. It gives specific requirements for machines and
equipment, materials, and power sources. It specifies fire protection by fixed or portable
systems, clean lunchrooms, environmental health controls, and adequate sanitation facil-
ities. Whereas in past years employers might contend in all sincerity that their facilities
met community standards for safety and cleanliness, with the enactment of OSHA these
standards have been formalized to describe minimum levels of acceptability. Although
employers might also contend that some specific demands of the Act are unclear, there
is no mistaking the purpose of the Act: “The Congress declares to be its purpose and
policy to assure so far as possible every working man and woman in the nation safe and
healthful working conditions and to preserve our human resources.”
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Perhaps the strongest resistance to OSHA in its first years was the complaint that
some of the basic standards went too far or were unnecessary. In May 1978 the U.S.
Supreme Court ruled that the agency could not conduct surprise workplace inspections
without a proper warrant.'® And with growing criticism from that time period, the OSHA
administration has continually sought the elimination of “Mickey Mouse” standards that
have no direct bearing on improving safety in the workplace.

In 1988 OSHA issued the Hazard Communication Standard, which states that all
employees have the right to know what hazards exist in their place of employment and
what to do to protect themselves from the hazards. Simple labels and warnings on con-
tainers are not enough. Employers must have a program to communicate more detail on
all hazards, including a Material Safety Data Sheet (MSDS) that must be available for
each chemical at the work site. Each MSDS contains seven sections:

Product identification and emergency notification instructions
Hazardous ingredients list and exposure limits

Physical and chemical characteristics

Physical hazards (that is, fire, explosion) and how to handle them
Reactivity—what the product might react with and whether it is stable

AN .

Health hazards—how the product can enter the body, signs and symptoms of
problems, and emergency first-aid steps

7. Safe handling procedures

10.2 Setting Up the Safety Program

H. W. Heinrich, an outstanding pioneer in safety studies, held that unsafe acts caused 85
percent of all accidents and that unsafe conditions caused the remaining 15 percent.!!
Therefore, if these acts could be modified, the accidents would be sharply reduced. Today
safety supervisors agree that unsafe acts are the principal villain and that the system’s
approach to safety is the only real way to control losses. It is necessary, however, for man-
agement to get the system together and implement a strong, active program so that it is
effective. Safety problems are caused, they do not just happen, and each problem can be
identified and controlled.!?

In developing a safety program, you need to address the “three Es.” They are engin-
eering, education, and enforcement. First, you must build and develop a good program.
Second, everyone needs to be educated abut the program and the part he or she plays in
it. Third, the program must be enforced to see that it is followed.

Accidents, by our definition, refer to property damage as well and in aggregate can
amount to substantial cost for the company that fails to keep them under control. In
fact, an effective loss control program can be an organization’s best moneymaker when
it can be shown that the actual cost of accidents may be anywhere from 6 to 50 times
as much as the money recovered from insurance. Uninsured costs in building damage,
production damage, wages to the injured for lost time, clerical costs, cost of training
new workers and supervisors, and extra time all mount up. By controlling such inci-
dents through careful study of hazards and the introduction of safety programs to deal
with the hazards, the profit picture will be immeasurably improved. In a company oper-
ating at a 4 percent profit margin, the sales department would have to generate sales of
$1,250,000 just to compensate for an annual loss of $50,000 in incidents.
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10.3 Finding the Causes of Accidents

The causes of accidents should be determined before they occur. Because accidents don’t
“just happen” but are caused, the conditions that cause them can be known and con-
trolled. It is therefore of the greatest importance that management deal vigorously with
issues that can cause an accident. Unsafe acts and unsafe conditions will ultimately cause
accidents if they are allowed to continue.

Unsafe acts will be discovered and corrected only when immediate supervisors are
alert to the problems. They must set up systems for closely observing all workers while
they are performing their jobs, especially those in hazardous jobs. To do this, they must
have a job safety analysis at their disposal. This analysis divides each job into compon-
ent parts, and each part is studied for the hazards it can present.

Unsafe conditions are uncovered through constant inspection. Such conditions
do not disappear entirely because they have been taken care of once. Unsafe conditions
are continuously created by the operation of the facility. Normal wear and tear, care-
less housekeeping, initial bad design, or simply the deterioration that results from inad-
equate maintenance or caused by cost cutting all create unsafe conditions that have high
potential loss factors. Early discovery of unsafe conditions is essential to good loss con-
trol, and the procedure is simply inspection, inspection, inspection.

10.4 Identification and Control of Hazards

OSHA standards (or equivalent state standards) provide the baseline for a company’s
safety program. A bewildering catalog of standards has already developed, and new
ones are constantly being added. Checklists (available from OSHA, the National Safety
Council, insurance carriers, and other sources) can provide the starting point for detailed
inspections to identify hazards. The confusion that might accompany a consideration of
all the standards begins to sort itself out when inspections zero in on only those stand-
ards that apply to specific operations and conditions.

A safety program should include periodic inspections scheduled at regular inter-
vals. Figure 12.6 is an example of a monthly checklist for inspection. In addition, look-
ing for safety hazards and violations should be part of the day-to-day activity of both
safety professionals and security personnel. Some hazards that might be present in any
business facility are shown in Table 12.1.

10.5 A hazardous Materials Program

In addition to the seven steps in safety planning, particular types of businesses dealing
with hazardous substances should have a hazardous materials program. As a minimum,
it is necessary to:

Identify the hazardous materials you have and where they are.
Know how to respond to an accident involving hazardous materials.
Know how to deal with spills.

Set up appropriate safeguards.

MRS

Train employees to deal with hazardous materials.

As discussed earlier, MSDSs are designed specifically to help identify the nature of
potential hazards. These data sheets are obtainable from vendors of hazardous materials
or equipment.



Safety and Loss Control 279

Monthly Safety Check

General area Dept. Date
Floor condition Supervisor
Special purpose flooring Indicate discrepancy by
Aisle, clearance/markings
Floor openings, require safeguards
Railings, Stair.s temp./perm. First aid
First aid kits

Dock board (bridge plates)

Stretchers, fire blankets
Piping (water-steam-air) rerchers, Tire blankets, oxygen

Fire protection

Wall damage -
— Fire hoses hung properly
Ventilation — -
Extinguisher charged/proper location
Other

Access to fire equipment

Ilumination —wirin -
B Exit lights/doors/signs

Other
Security

Unnecessary/improper use

Lights on during shutdown

Frayed/defective wiring -
- — Doors/windows, etc. secured
Overloading circuits when required

Machinery not grounded Alarm operation

Hazardous location
Other
Housekeeping

Department shut down security

Equipment secured

Unauthorized personnel

Floors Other
Machines

Machinery

Break area/latrines
Waste disposal

Unattended machines operating

Emergency stops not operational

Vending machines/food protection Platiorms/laddere/catwalie

Instructions to operate/stop posted

Rodent, insect, vermin control

Vehicles - .

- Maintenance being performed on
Unauthorized use machines in operation
Operating defective vehicle Guards in place
Reckiess/speeding operation Pinch points
Failure to obey traffic rules Material storage
Other Hazardous & flammable material

Tools not stored properly
Power tool wiring Improper stacking/loading/securing
Condition of hand tools Improper lighting, warning
Safe storage signs, ventilation
Other Other

FIGURE 12.6 Monthly safety checklist.

10.6 Management Leadership

Management’s attitude toward safety filters down through the entire company. Top
management’s concern will be reflected in that of the supervisors; in turn, the super-
visor’s attention to safety will affect the individual employee’s attitude. Management is
responsible not only for a basic policy providing a work environment free of hazards,
which should be embodied in an executive policy statement, but also for active leader-
ship. This can be expressed by holding subordinates responsible for accident prevention
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Table 12.1 Common Safety Hazards

1.

Floors, aisles, stairs, and walkways

Qil spills or other slippery substances that might result in an injury-producing fall.

Litter-obscuring hazards such as electrical floor plugs, projecting material, or material that might con-
tribute to fueling a fire.

Electrical wire, cable, pipes, or other objects crossing aisles that are not clearly marked or properly
covered.

Stairways that are too steep or have no nonskid floor covering, inadequate or nonexistent railings,
poor lighting, or are in a poor state of repair.

Overhead walkways that have inadequate railings, are not covered with nonskid material, or are in a
poor state of repair.

Walks and aisles that are exposed to the elements and have not been cleared of snow or ice, are slip-
pery when wet, or are in a poor state of repair. Aisles may be blocked with stock or items that reduce
employees’ ability to exit safely or get emergency equipment where needed.

. Doors and emergency exits

Doors that are ill fitting, stick, and might cause a slowdown during emergency evacuation.
Panic-type hardware that is inoperative or in a poor state of repair.

Doors that have been designated for emergency exit but that are locked and not equipped with
panic-type hardware.

Doors that have been designated for emergency exit but that are blocked by equipment or debris.
Missing or burned-out emergency exit lights.

Nonexistent or poorly marked routes leading to emergency exit doors.

. Flammable and other dangerous materials

Flammable gases and liquids that are uncontrolled in areas in which they might constitute a serious
threat.

Radioactive material not properly stored or handled.
Paint or painting areas that are not properly secured or that are in areas that are poorly ventilated.

Gasoline pumping areas located dangerously close to operations that are spark-producing or in which
open flame is being used.

. Protective equipment or clothing

Workmen in areas where toxic fumes are present who are not equipped with or not using respiratory
protective apparatus.

Workmen involved in welding, drilling, sawing, and other eye-endangering occupations who have
not been provided with or are not wearing protective eye covering.

Workmen in areas requiring the wearing of protective clothing due to exposure to radiation or toxic
chemicals but who are not using such protection.

Workmen engaged in the movement of heavy equipment or materials who are not wearing
protective footwear.

Workmen who require prescription eyeglasses who are not provided with or are not wearing safety
lenses.

. Vehicle operation and parking

Forklifts that are not equipped with audible and visual warning devices when backing.
Trucks that are not provided with a guide when backing into a dock or that are not properly chocked
while parking.

(Continued)
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Table 12.1 Continued

e Speed violations by cars, trucks, lifts, and other vehicles being operated within the protected area.

e Vehicles that are operated with broken, insufficient, or nonexistent lights during the hours of
darkness.

e Vehicles that constitute a hazard due to poor maintenance procedures on brakes and other safety-
related equipment.

e Vehicles that are parked in fire lanes or that block fire lanes and emergency exits or fire protection
equipment and system access.

6. Machinery maintenance and operation
e Frayed electrical wiring that might result in a short circuit or malfunction of the equipment.

e Workers who operate, process, or work near or on belts, conveyors, and other moving equipment
who are wearing loose-fitting clothing that might be caught and drag them into the equipment.

® Presses and other dangerous machinery that are not equipped with the required hand guards or with
automatic shutoff devices or dead-man controls.

7. Welding and other flame- or spark-producing equipment

e Welding torches and spark-producing equipment being used near flammable liquid or gas storage
areas or being used in the vicinity where such products are dispensed or are part of the productive
process.

e The use of flame- or spark-producing equipment near wood shavings or oily machinery or where they
might damage electrical wiring.

e Followup inspection should be done periodically at intervals to make sure there are no smoldering
heat sources.

8. Miscellaneous hazards
e Medical and first aid supplies not properly stored, marked, or maintained.
e Color coding of hazardous areas or materials not being accomplished or not uniform.

e Broken or unsafe equipment and machinery not being properly tagged with a warning of its
condition.

e Electrical boxes and wiring not properly inspected or maintained, permitting them to become a
hazard.

e Emergency evacuation routes and staging areas not properly marked or identified.

Source: Eugene Finneran, Security Supervision: A Handbook for Supervisors and Managers (Boston:
Butterworth-Heinemann, 1981).

and in such visible ways as plant tours, letters to employees, safety meetings, posters,
prompt accident investigations, and personal example. (When visiting a hard hat area,
for example, the president of the company should also put on a hard hat.)

General safety rules must be established and published in the employee handbook
or manual. Safety rules should be continually reviewed and updated.

10.7 Assignment of Responsibility

Responsibility for the safety program should be clear and personal. In the small com-
pany, this responsibility might rest with the owner. It will generally be an added respon-
sibility of the supervisors in companies with fewer than 100 employees.

In larger companies, safety should be a responsibility assigned to a ranking member
of management who can delegate the authority to oversee the program to a safety director
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(who may be called the safety professional, safety engineer, or safety supervisor, depending
on his or her qualifications and the nature of the operation). In many companies, safety
is a responsibility of the security director, who will often have a safety specialist as a sub-
ordinate. (In virtually all circumstances, there is a close relationship between safety and
security.)

10.8 Training

All employees must be initially and periodically trained in both general safety principles
and safe work practices in their specific jobs. Safety rules such as requirements to wear
protective clothing (gloves, headgear, respirators, shoes, eye protection, and such) should
be clearly explained and promptly enforced. The importance the company attaches to
safety should particularly be emphasized in new employee training, but it is also import-
ant to pay attention to regular employees, including the “old timers” who did not grow
up with safety awareness as part of their conditioning. Certificates for completing classes
should be given to employees at the workplace to show the program’s importance to
management.

In addition, there are specific training requirements in the OSHA standards (such
as those involving the operation of certain types of equipment). Employers and employ-
ees should be aware of those standards that apply in their specific workplace.

10.9 Emergency Care

Under OSHA, all businesses are required, in the absence of an infirmary or hospital in
the immediate vicinity, to have available a person or persons trained in first aid, along
with first aid supplies. Where employees are exposed to corrosive materials, procedures
for drenching or flushing the eyes and body should be provided in the work area.

Procedures should be established for handling injury accidents without confusion
or delay. The extent of these preparations will, of course, depend on the nature of the
business and the types of hazards.

10.10 Employee Awareness and Participation

Developing safety and health awareness is one of the primary goals of OSHA. Active
steps by management, such as those suggested in this chapter, are essential to involve all
employees in the need to create a safe work environment.

Safety awareness has an added benefit for both the employer and employees in
that it tends to carry over into a concern for off-the-job safety. Accidents away from the
work environment account for more than half of all injuries, and the ratio of deaths is
higher in off-the-job accidents by a ratio of 3:1. Carrying safety practices from the job
to activities away from the job is an aspect of safety training that is receiving increasing
emphasis from today’s safety professionals (see Table 12.2).

Summary

With the advent of OSHA, the attention focused on safety in the workplace created
many new attitudes about the place of loss control within organizations. Many com-
panies that had at best paid lip service to concepts of safety that are commonplace today
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Table 12.2 Typical Human Problems as a Result of Disaster and Potential Agencies for

Assistance

Requirement

Provider(s)

Shelter

Food

Water

Emergency care
Medical evaluations
Personal protection
lllumination
Communications
Transportation
Property protection

Civil Defense and Red Cross

Red Cross and civic groups

Civil government

Hospitals and clinics

Hospitals and health agencies

Police and National Guard

Public utilities

Citizen band radio and National Guard

National Guard, local trucking and bus companies
Police, auxiliary police, and National Guard

Source: Dennis Sigwart, “Disaster Planning Considerations for the Security/Safety Professional: A Historical
Interface,” in John Chuvala Ill and Robert Fischer, eds., Suggested Preparation for Careers in Security/Loss
Prevention, 2nd ed. (Dubuque, IA: Kendall/Hunt 1999).

came to see that safety, like security, is good business and that a well-managed loss con-
trol program would produce gratifying savings in a potentially costly area of company
operations. But it must be noted that a well-managed safety program goes well beyond
simply complying with OSHA standards.

In addition to recognizing OSHA standards, many companies have also placed
more emphasis on fire prevention and protection. Some companies have even estab-
lished their own fire departments, which are often better equipped than some munici-
pal departments. Although there is some recognition of the importance of contingency
planning, far too few firms that have anything beyond a contingency plan that sits on a
shelf in the CEO’s office. Even in companies with crisis management teams, the members
often do not meet to discuss how the team would function in an actual situation.

The most progressive firms offer the team members, fire brigades, and employees
an opportunity to preplan (contingency planning) through mock exercises that replicate
industrial disasters, explosions, fires, or tornado alerts. The end result is a better pre-
pared team of employees. Unfortunately, many firms have not gone this far.

Contingency planning might not have been a traditional security process, but in
today’s global business environment the security organization is assuming a much
greater role and responsibility for its implementation. Even prior to the events of 9/11
many organizations were becoming more conscious of the need to have contingency
plans. A complete contingency planning program has three major elements:

* Emergency response
e Crisis management

¢ Business continuity: Business recovery and business resumption

Emergency response activities involve responding to an incident, crisis, or dis-
aster and managing that incident at the scene. Should an incident escalate to the cri-
sis or disaster stage, a CMT should take over managing the crisis to its conclusion. If
the crisis or disaster does cause damage to a company building, facility, or operation,
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the CMT should hand over to a BCT the responsibility of recovery and resumption.
After a disaster, it is critical that the business recovers and resumes normal (pre-event)
operations as soon as possible. Customers, shareholders, and stakeholders expect noth-
ing less. Executive management has the obligation to ensure that contingency plan-
ning is properly considered and addressed within their company. The consequences
of not planning for contingencies can be catastrophic and bring up numerous liability
issues.

Critical Thinking

What is the relationship between safety issues, fire prevention and firefighting,
other emergencies, and the process of contingency planning? Can a business be
successful without having contingency plans?

Review Questions

1.

What are the classes of fire, the fuels needed to ignite each, and the extinguishing
agents that can be used in each class?

In what ways is an ionization detector different from a smoke, infrared, or thermal
detector?

What are the key elements of any contingency plan?

. What should be the role of security in developing a contingency plan?

. When management is developing a plan for emergency evacuations, what things need

to be considered?

What is OSHA, and what effect has it had on company safety operations?
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013
Internal Theft Controls and
Personnel Issues

OBJECTIVES

The study of this chapter will enable you to:

. Understand the complexity of relative honesty.

. Develop strategies to manage employee honesty.

. Understand the relationship between security and human resources personnel.
Know the basics of background checks.

. Understand the operation of various lie detection devices and integrity tests.

. Know the rights of employees confronted with wrongdoing in the workplace.
. Identify problem areas where employee theft is most likely.

1 Introduction

It is sad but true that virtually every company will suffer losses from internal theft—and
these losses can be enormous. Early in this new century, even large corporate giants such
as Enron, WorldCom, and Martha Stewart were affected by internal corruption that
reached the highest levels of the organization. Security reports that in the retail business
alone, 1 in every 27 employees is apprehended for theft from their employer. Internal
theft in the retail business outstrips the loss from shoplifting by approximately 7.9
times.! Loss Prevention Consultants reported the significance of the employee-theft prob-
lem. Their study, based on confessions of 345 employee thieves, documents a combined
shrinkage of more than $1 million over a four-year period. The study notes that employee
theft is not seasonal and that accessibility rather than need triggers the desire to steal.
The report notes, however, that 51 percent of the thieves over 41 years of age reported
that they stole to satisfy financial needs. Younger employees tend to steal gadgets,
whereas older thieves take money.”

The significance of employee theft is pointed out in a 2007 University of Florida
and National Retail Federation report. Dr. Richard Hollinger, the report’s lead author,
reported that $19.5 billion was lost to retailers thanks to thieving employees.>
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2 What Is Honesty?

Before considering the issue of dishonest employees, it is helpful to understand the con-
cept of honesty, which is difficult to define. Webster says that honesty is “fairness and
straightforwardness of conduct, speech, etc.; integrity; truthfulness; freedom; freedom
from fraud.” In simple terms, honesty is respect for others and their property. The con-
cept, however, is relative. According to Charles Carson, “Security must be based on a
controlled degree of relative honesty” because no one fulfills the ideal of total honesty.
Carson explores relative honesty by asking the following questions:

1. If an error is made in your favor in computing the price of something you buy, do
you report it?

2. If a cashier gives you too much change, do you return it?

3. If you found a purse containing money and the owner’s identification, would you
return the money to the owner if the amount was $1? $10? $100? $1,0002*

Honesty is a controllable variable, and how much control is necessary depends on
the degree of honesty of each individual. The individual’s honesty can be evaluated by
assessing the degree of two types of honesty: moral and conditioned. Moral honesty is a
feeling of responsibility and respect that develops during an individual’s formative years;
this type of honesty is subconscious. Conditioned honesty results from fearing the con-
sequences of being caught; it is a product of reasoning. If an honest act is made without
a conscious decision, it is because of moral honesty, but if the act is based on the con-
scious consideration of consequences, the act results from conditioned honesty.

It is vital to understand these principles because the role of security is to hire
employees who have good moral honesty and to condition employees to greater honesty.
The major concern is that the job should not tempt an employee into dishonesty.

Unfortunately there is no sure way by which you can recognize potentially dishon-
est employees. Proper screening procedures can eliminate applicants with unsavory pasts
or those who seem unstable and therefore possibly untrustworthy. There are even tests
that purport to measure an applicant’s “honesty index.” But tests and employee screen-
ing can only indicate potential difficulties. They can screen out the most obvious risks,
but they can never truly vouch for the performance of any prospective employee under
circumstances of new employment or under changes that may come about in life apart
from the job.

The need to carefully screen employees has continued to increase. In today’s market,
there are many individuals who have been called the “I deserve it!” generation. According
to a study by the Josephson Institute for the Advanced Study of Ethics, “cheating, steal-
ing and lying by high school students have continued their alarming, decade-long upward
spiral.” The Institute, which conducts nonpartisan ethics programs for the Internal
Revenue Service, the Pentagon, and several major media organizations and educators,
states that their findings show “evidence that a willingness to cheat has become the norm
and that parents, teachers, coaches and even religious education have not been able to
stem the tide.” To support the research, the Institute notes that in 2002, 37 percent of
high school youth reported that they would be willing to lie to get a good job, compared
to 28 percent in 2000 and 25 percent in 1992. Seventy-four percent of high school stu-
dents reported they cheated on tests during 2002, compared to 61 percent in 1992.° The
good news is that the 2006 results reported a decline of those who reported cheating on a
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test to 60 percent. The 2006 study found that young people believe that ethics and charac-
ter are important but are cynical about whether a person can be ethical and succeed.®

3 The Dishonest Employee

Because there is no fail-safe technique for recognizing the potentially dishonest employee
on sight, it is important to try to gain some insight into the reasons that employees steal.
If some rule of thumb can be developed that will help identify the patterns of the poten-
tial thief, it would provide some warning for an alert manager.

There is no simple answer to the question of why heretofore honest people sud-
denly start to steal from their employers. The mental and emotional processes that lead
to this behavior are complex, and motivation can come from any number of sources.

Some employees steal because of resentment over real or imagined injustice that they
blame on management indifference or malevolence. Some feel that they must maintain
status and steal to augment their incomes because of financial problems. Some steal sim-
ply to tide themselves over in a genuine emergency. They rationalize the theft by assuring
themselves that they will return the money after the current problem is solved. Some sim-
ply want to indulge themselves, and many, strangely enough, steal to help others. Some
employees steal because no one cares, because no one is looking, or because absent or
inadequate theft controls eliminate the fear of being caught. Still others steal simply for
excitement.

3.1 The Theft Triangle

A simplified answer to the question of why employees steal is depicted in the theft trian-
gle. According to this concept, theft occurs when three elements are present: (1) motive,
(2) desire, and (3) opportunity.

In simple terms, motive is a reason to steal. Motives might be the resentment of an
employee who feels underpaid or the vengefulness of an employee who has been passed
over for promotion. Desire builds on motive by imagining the satisfaction or gratification
that would come from a potential action: “Taking a stereo system would make me feel
good because I always wanted a good stereo system.” Opportunity is the absence of bar-
riers that prevent someone from taking an item. Desire and motive are beyond the scope
of the loss prevention manager; opportunity, however, is the responsibility of security.

A high percentage of employee thefts begin with opportunities that are regularly
presented to them. If security systems are lax or supervision is indifferent, the tempta-
tion to steal items that are improperly secured or unaccounted for might be too much to
resist for any but the most resolute employee.

Many experts agree that the fear of discovery is the most important deterrent to
internal theft. When the potential for discovery is eliminated, theft is bound to follow.
Threats of dismissal or prosecution of any employee found stealing are never as effective
as the belief that any theft will be discovered by management.

3.2 Danger Signs

The root causes of theft are many and varied, but certain signs can indicate that a haz-
ard exists. The conspicuous consumer presents perhaps the most easily identified risk.
Employees who habitually or suddenly acquire expensive cars and/or clothes and who
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generally seem to live beyond their means should be watched. Such persons are visibly
extravagant and appear indifferent to the value of money. Even though such employees
might not be stealing to support expensive tastes, they are likely to run into financial
difficulties through reckless spending. Employees may then be tempted to look beyond
their paychecks for ways to support an extravagant lifestyle.

Employees who show a pattern of financial irresponsibility are also a potential risk.
Many people are incapable of handling their money. They might do their jobs with great
skill and efficiency, but they are in constant difficulty in their private lives. These people
are not necessarily compulsive spenders, nor do they necessarily have expensive tastes.
(They probably live quite modestly since they have never been able to manage their affairs
effectively enough to live otherwise.) They are simply people unable to come to grips with
their own economic realities. Garnishments or inquiries by creditors could identify such
employees. If there seems a reason to make a credit check, it might reveal the employee’s
tangled state of affairs.

Employees caught in a genuine financial squeeze are also possible security prob-
lems. If they have been hit with financial demands due to illness in the family or if they
have heavy tax liens, they could find the pressures too great to bear. If such a situation
comes to the attention of management, counseling is in order. Many companies main-
tain funds that are designated to make low-interest loans to employees in such cases.
Alternatively, some arrangement might be worked out through a credit union. In any
event, employees in such extremes need help fast. They should get that help both as a
humane response to their needs and as a means of protecting company assets.

In addition to these general categories, you should note specific danger signals:

¢ Gambling on or off premises

¢ Excessive drinking or signs of other drug use
¢ Obvious extravagance

e Persistent borrowing

¢ Requests for advances

¢ Bouncing personal checks or problems with creditors

3.3 What Employees Steal

The employee thief will take anything that might be useful or that has resale value. The
thief can get at the company funds in many ways, directly or indirectly, through col-
lusion with vendors, collusion with outside thieves or hijackers, fake invoices, receipt-
ing for goods never received, falsifying inventories, payroll padding, false certification
of overtime, padded expense accounts, computer records manipulation, overcharging,
undercharging, or simply by gaining access to a cash box.

This is only a sample of the kinds of attacks that can be made on company assets
using the systems set up for the business’s operation. It is in these areas that the greatest
losses can occur. Thefts are frequently based on a systematic looting of the goods and
services in which the company deals and the attendant operational cash flow.

Significant losses do occur, however, in other, sometimes unexpected, areas. Furnish-
ings frequently disappear. In some firms with indifferent traffic control procedures, this
kind of theft can be a very real problem. Desks, chairs, computers and other office equip-
ment, paintings, rugs—all can be carried away by the enterprising employee thief.
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Office supplies can be another problem if they are not properly supervised. Beyond
the anticipated attrition in pencils, paper clips, notepads, and rubber bands, these mater-
ials are sometimes stolen in case lots. Many firms that buy their supplies at discount are
in fact receiving stolen property. The market in stolen office supplies is a brisk one and
is becoming more so as the prices for this merchandise soar.

The office equipment market is another active one, and the inside thief is quick to
respond to its needs. Computers always bring a good price, as do calculators and equip-
ment used to support computers.

Personal property is also vulnerable. Office thieves do not make fine distinctions
between company property and that of their fellow workers. The company has a very
real stake in this kind of theft because personal tragedy and decline in morale follow
in its wake. Although security personnel cannot assume responsibility for losses of this
nature since they are not in a position to know about the property involved or to control
its handling (and they should so inform all employees), they should make every effort to
apprise all employees of the threat. They should further note from time to time the degree
of carelessness the staff displays in handling personal property and send out reminders of
the potential dangers of loss.

3.4 Methods of Theft

A 2007 report by Gaston and Associates pointed out that the American Management
Association believes that 20 percent of business failures were the result of employee dis-
honesty. The same report stated that the Association of Certified Fraud Examiners esti-
mates that 6 percent of total revenue losses for most companies are due to employee fraud
of some type.” Therefore, there is a very real need to examine the shapes the dishonesty
frequently takes. There is no way to describe every kind of theft, but some examples can
give an idea of the dimensions of the problem:

1. Payroll and personnel employees collaborating to falsify records by using
nonexistent employees or by retaining terminated employees on the payroll

2. Padding overtime reports and kicking back part of the extra unearned pay to the
authorizing supervisor

3. Pocketing unclaimed wages

4. Splitting increased payroll that has been raised on signed, blank checks for use in
the authorized signer’s absence

5. Maintenance personnel and contract servicepeople in collusion to steal and sell
office equipment

6. Receiving clerks and truck drivers in collusion on falsification of merchandise
count (extra unaccounted merchandise is fenced)

7. Purchasing agents in collusion with vendors to falsify purchase and payment
documents (the purchasing agent issues authorization for payment on goods never
shipped after forging receipts of shipment)

8. Purchasing agent in collusion with vendor to pay inflated price

9. Mailroom and supply personnel packing and mailing merchandise to themselves
for resale
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10. Accounts payable personnel paying fictitious bills to an account set up for their
own use

11. Taking incoming cash without crediting the customer’s account
12. Paying creditors twice and pocketing the second check
13. Appropriating checks made out to cash

14. Raising the amount on checks after voucher approval or raising the amount on
vouchers after their approval

15. Pocketing small amounts from incoming payments and applying later payments
on other accounts to cover shortages

16. Removal of equipment or merchandise with the trash
17. Invoicing goods below regular price and getting a kickback from the purchaser

18. Manipulating accounting software packages to credit personal accounts with
electronic account overages

19. Issuing (and cashing) checks on returned merchandise not actually returned

20. Forging checks, destroying them when they are returned with the statement from
the bank, and changing cash account records accordingly

21. Appropriating credit card, electronic bank account, and other electronic data

3.5 The Contagion of Theft

Theft of any kind is a contagious disorder. Petty, relatively innocent pilferage by a few
spreads through a facility. As more people participate, others will follow until even the
most rigid break down and join in. Pilferage becomes acceptable—even respectable. It
gains general social acceptance that is reinforced by almost total peer participation. Few
people make independent ethical judgments under such circumstances. In this micro-
cosm, the act of petty pilferage is no longer viewed as unacceptable conduct. It has
become not a permissible sin but instead a right.

In the last century the docks of New York City were an example of this progres-
sion. Forgetting for the moment the depredations of organized crime and the climate
of dishonesty that characterized that operation for so many years, even longshoremen
not involved in organized theft had worked out a system all their own. For example, for
every so many cases of whisky unloaded, one case went to the men. Little or no attempt
was made to conceal this pilferage. It was a tradition, a right. When efforts were made to
curtail the practice, labor difficulties arose. It soon became evident that a certain amount
of pilferage would have to be accepted as an unwritten part of the union contract under
the existing circumstances.

This is not a unique situation. The progression from limited pilferage through its
acceptance as normal conduct to the status of an unwritten right has been repeated time
and again. The problem is, it does not stop there. Ultimately pilferage becomes serious
theft, and then the real trouble starts. Even before pilferage expands into larger oper-
ations, it presents a difficult problem to any business. Even where the amount of goods
taken by any one individual is small, the aggregate can represent a significant expense.
With the costs of materials, manufacture, administration, and distribution rising as they
are, there is simply no room for added, avoidable expenses in today’s competitive markets.
The business that can operate the most efficiently and offer quality goods at the lowest
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prices because of the efficiency of its operation will have a huge advantage in the market-
place. When so many companies are fighting for their economic lives, there is simply no
room for waste—and pilferage is just that.

3.6 The Moral Obligation to Control Theft

When we consider that internal theft accounts for at least twice the loss from external
theft (that is, from burglars and armed robbers combined), we must be impressed with
the scope of the problem facing today’s businesspeople. Businesses have a financial obli-
gation to stockholders to earn a profit on their investments. Fortunately there are steps
that can be taken to control internal theft. Setting up a program of education and control
that is vigorously administered and supervised can cut losses to relatively insignificant
amounts.

It is also important to observe that management has a moral obligation to its
employees to protect their integrity. Management should take every possible step to
avoid presenting open opportunities for pilferage and theft that would tempt even the
most honest people to take advantage of the opportunity for gain by theft.

This is not to suggest that each company should assume a paternal role toward its
employees and undertake their responsibilities for them. It is to suggest strongly that the
company should keep its house sufficiently in order to avoid enticing employees to acts
that could result in great personal tragedy as well as in damage to the company.

4 Program for Internal Security

As with all security problems, the first requirement before setting up protective systems
for internal security is to survey every area in the company to determine the extent and
nature of the risks. If such a survey is conducted energetically and exhaustively, and if
its recommendations for action are acted on intelligently, significant losses from internal
theft will be a matter of history. (Security surveys and their companion, the operational
audit, were discussed in detail in Chapter 8.)

4.1 The Need for Management Support

Once concerns have been identified, it is especially important that the strong support of
top management be secured. To implement needed security controls, certain operational
procedures may have to be changed. This will require cooperation at every level, and
cooperation is sometimes hard to get in situations where department managers feel their
authority has been diminished within their sphere of responsibility.

The problem is compounded when changes determined to be necessary cut across
departmental lines and even serve to some degree to alter intradepartmental relationships.
Affecting systems under such circumstances requires the greatest tact, salesmanship, and
executive ability. Failing that, it might be necessary to fall back on the ultimate author-
ity vested in the security operation by top management. Any hesitation or equivocation
on the part of either management or security at this point could damage the program
before it has been initiated.

This does not, of course, mean that management must give security carte blanche.
Reasonable and legitimate disagreements will inevitably arise. It does mean that proposed
security programs based on broadly stated policy must be given the highest possible
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priority. In cases where conflict of procedures exists, some compromise may be neces-
sary, but the integrity of the security program as a whole must be preserved intact.

4.2 Communicating the Program

The next step is to communicate necessary details of the program to all employees. Many
aspects of the system may be proprietary or on a need-to-know basis, but because part of
it will involve procedures engaged in by most of or all company personnel, they will need
to know those details in order to comply. This can be handled by an ongoing education
program or by a series of meetings explaining the need for security and the damaging
effects of internal theft to jobs, benefits, profit sharing, and the company’s future. Such
meetings can additionally serve to notify all employees that management is taking action
against criminal acts of all kinds at every level and that dishonesty will not be tolerated.

Such a forceful statement of position in this matter can be very beneficial. Most
employees are honest people who disapprove of those who are criminally inclined. They
are apprehensive and uncomfortable in a criminal environment, especially if it is wide-
spread. The longer the company condones such conduct, the more they lose respect for
it, and a vicious cycle begins. As they lose respect, they lose a sense of purpose. Their
work suffers, morale declines, and at best effectiveness is seriously diminished. At worst
they reluctantly join the thieves. A clear, uncompromising policy of theft prevention is
usually welcomed with visible relief.

4.3 Continuing Supervision

Once a system is installed, it must be constantly supervised if it is to become and remain
effective. Left to their own devices, employees will soon find shortcuts, and security con-
trols will be abandoned in the process. Old employees must be regularly reminded of
what is expected of them, and new employees must be adequately indoctrinated in the
system they will be expected to follow.

There must be a continuing program of education if expected results are to be
achieved. With a high turnover within the white-collar workforce, it can be expected
that the office force, which handles key paperwork, will be replaced at a fairly consistent
rate. This means that the company will have a regular influx of new people who must be
trained in the procedures to be followed and in the reasons for these procedures.

4.4 Program Changes

In some situations, reasonable controls will create duplication of effort, cross-checking,
and additional paperwork. Because each time such additional effort is required there is
an added expense, procedural innovations requiring it must be avoided wherever pos-
sible, but most control systems aim for increased efficiency. Often this is the key to their
effectiveness.

Many operational procedures, for a variety of reasons, fall into ponderous routines
involving too many people and excessive paper shuffling. This can increase the possibil-
ity of fraud, forgery, or falsification of documents. When the same operational result can
be achieved by streamlining the system and incorporating adequate security control, it
should be done immediately.

Virtually every system can be improved and should be evaluated constantly with
an eye for such improvement, but these changes should never be undertaken arbitrarily.
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Procedures must be changed only after the changes have been considered in the light of
their operational and security impact, and such considerations should further be under-
taken in the light of their effect on the total system.

No changes should be permitted by unilateral employee action. Management should
make random spot checks to determine whether the system is being followed exactly.
Internal auditors and/or security personnel should make regular checks on the control
systems.

4.5 Violations

Violations should be dealt with immediately. Management indifference to security pro-
cedures is a signal that they are not important, and where work-saving methods can be
found to circumvent such procedures, they will be. As soon as any procedural untidiness
appears and is allowed to continue, the deterioration of the system begins.

It is well to note that, although efforts to circumvent the system are frequently the
result of the ignorance or laziness of the offender, a significant number of such instances
are the result of employees probing for ways to subvert the controls to divert company
assets to their own use.

4.6 Personnel Policies for Internal Security

There is no greater need for cooperation between two departments than that between
human resources and security and loss prevention. The job for loss prevention is much
simpler when the right person is hired. Though human resources reviews all applications
and maintains all records on employees, the security department should be responsible
for conducting thorough background checks on specific employee positions. It would be
desirable to background all employees, but the amount of employee turnover or volume
of new hires often makes such a comprehensive program an impossibility.

4.7 Human Resources and the Screening Process

Internal security’s objective is preventing theft by employees. If all employees were of
such sterling character that they could not bring themselves to steal, security person-
nel would have little to do. If, on the other hand, thieves predominated in the mix of
employees, the system would be sorely tried, if indeed it could be effective at all. Basic
to internal security effectiveness is the cooperation of that majority of honest personnel
performing as assigned and in so doing refusing to initiate or collaborate in conspiracies
to steal. Without this dominant group, the system is in trouble from the start.

The first line of internal security defense is the human resources department, where
bad risks can be screened out by use of reasonable security procedures. Screening is the
process of finding the person best qualified for the job in terms of both skills and per-
sonal integrity. This process may or may not involve a background check (which will
be discussed later), but it must include at least a basic check of an applicant’s references
and job history.

In some industries, especially those with high technical requirements, screening can
be a problem because qualified personnel may be difficult to find. Resistance can come
from the human resources department when an otherwise qualified applicant is disquali-
fied on the marginal grounds of a potential security problem. Security management must
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undertake the job of convincing objectors that a person who may later embezzle from
the company is a poor risk from many points of view, no matter how highly qualified
that person is in the specific skills required.

Rejecting bad risks must be done on the basis of standards carefully established
in cooperation with the human resources director. Once established, these standards
must be met in every particular circumstance, just as proficiency standards must be met.
Obviously such standards require review from time to time to avoid dealing with appli-
cants unjustly and placing the company in the position of demanding more than is either
realistically possible or available. Even here, however, a bottom line must be drawn. At
a certain point, compromises and concessions can no longer be made without inviting
damage to the company.

Such a careful, selective program will add some expense to the employment proced-
ure, but it can pay for itself in terms of reduced losses, better employees, and lower turno-
ver. And the savings in terms of potential crimes that were averted, though incalculable,
can be thought of as enormous.

4.8 Employment History and Reference Checking

The key to reducing internal theft is ensuring the quality of employees employed by the
facility. The problem, however, will not be eliminated during the hiring process, no mat-
ter how carefully and expertly selection is made. Systems of theft prevention and pro-
grams of employee motivation are ongoing efforts that must recognize that elements of
availability, susceptibility, and opportunity are dynamic factors in a constant state of
flux. The initial approach to the problem, however, starts at the beginning, in the very
process of selecting personnel to work in the facility. During this process, a knowledge-
able screener who is aware of what to look for in the employment application or résumé
can develop an enormous amount of vital information about a prospective employee.
Some answers are not as obvious as they once were, and the ability to perceive and
evaluate what appears on the application or résumé is more important than ever since
application forms are more restrictive in what they can ask.

Privacy legislation coupled with fair employment laws drastically limits what can
be asked on the employment application forms. The following federal legislation relates
directly to hiring and dealing with employees:

e Title VII of the Civil Rights Act of 1964

¢ Pregnancy Discrimination Act of 1978

e Executive Order 11246 (affirmative action)

¢ Age Discrimination in Employment Act

e National Labor Relations Act

¢ Rehabilitation Act of 1973

¢ Vietnam Era Veterans’ Readjustment Assistance Act of 1974

e Fair Labor Standards Act of 1938 (The Wage and Hour Law; being revised as of
this writing)

e Federal Wage Garnishment Law

¢ Occupational Safety and Health Act of 1970

¢ Immigration Reform and Control Act of 1986
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¢ Employee Polygraph Protection Act of 1988

¢ Consolidated Omnibus Reconciliation Act of 1985 (COBRA)

e Worker Adjustment and Retraining Notification Act (Plant Closing Law)
¢ EEOC Sexual Harassment Guidelines

¢ Americans with Disabilities Act (for a more complete list, see Table 13.1)

In some aspects, these regulations had a streamlining effect, eliminating irrelevant
questions and confining questions exclusively to those matters relating to the job applied
for. The subtler kinds of discrimination on the basis of age, sex, and national origin have
been largely eliminated from the employment process. In making these changes to protect
the applicant, state and federal laws have created new dilemmas for employers and their
security staffs.

Various federal and state laws prohibit criminal justice agencies (police depart-
ments, courts, and correctional institutions) from providing information on certain
criminal cases to noncriminal justice agencies (for example, private security firms or
human resources departments). The Fair Credit Reporting Act requires that a job appli-
cant must give written consent to any credit bureau inquiry.

All states have some type of privacy legislation meeting the guidelines set forth in
the Federal Privacy Act of 1976. The most controversial portion of the Act states “that
information shall only be used for law enforcement and criminal justice and other law-
ful purposes.” The crux of the issue is the way that “other lawful purposes” is defined.
Does this meaning include human resources departments and private security operations?
The verdict is mixed. Human resources, security, and loss prevention operations must
be aware of the interpretation of the privacy legislation in each state in which they oper-
ate. Recent legislation, as discussed in Chapter 1 regarding the Department of Homeland
Security, has allowed government agencies and private security firms greater access to
criminal histories, financial records, and medical records.

Understandably there is some confusion regarding the rules governing employ-
ment screening. In spite of such confusion, the preemployment inquiry remains one of
the most useful security tools employers can use to shortstop employee dishonesty and
profit drains. Security management should consult with legal counsel to determine which
laws relate to their locality and establish firm and precise policies regarding employment
applications and hiring practices.

Generally speaking, look for, and be wary of, applicants who:

Show signs of instability in personal relations

Lack job stability: a job hopper does not make a good job candidate

Show a declining salary history or are taking a cut in pay from the previous job
Show unexplained gaps in employment history

Are clearly overqualified

AN

Are unable to recall or are hazy about names of supervisors in the recent past or
who forget their addresses in the recent past

If the job applied for is one involving the handling of funds, it is advisable to get the
applicant’s consent to make a financial inquiry through a credit bureau. Be wary if such
an inquiry turns up a history of irresponsibility in financial affairs, such as living beyond
one’s means.



Table 13.1 Who Is Protected, Who Is Affected? Federally Covered Employers and Protected Classes
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Legislation Race/Color National Origin/ Sex Religion Age Disabled Union  Covered Employers Federal
Ancestry Agency
Title VII Civil X X X X Employers with 15+EEs;  EEOC
Rights Act unions, employment
agencies
Equal Pay Act (EPA) as Minimum wage law EEOC
amended coverage (“administra-
tive employees” not
exempted)
#Age Discrimination 20+EEs (unions with EEOC
in Employment Act 25+members), employ-
(ADEA) ment agencies
*Age Discrimination Receives federal money EEOC
Act of 1975 (ADA)
*Executive Order All federal contractors OFCCP
11246.11141 and subcontractors
*Title VI Civil Federally-assisted pro- Funding
Rights Act gram or activity—public ~ Agency and
schools and colleges also  EEOC
covered by Title IX
*Rehabilitation Act Receives federal money: ~ OFCCP
of 1973 federal contractor,
$2,500+
National Labor ER in interstate NLRB

Relations Act (NLRA)

commerce
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Civil Rights Act of X All employers Courts
1866
Civil Rights Act of X Private employers usually ~ EEOC
1871 not covered
Revenue Sharing X State and local gov- OFCCP
Act of 1972 ernments that receive

federal revenue sharing

funds
Education Educational institutions Dept. of
Amendments of 1972 receiving federal financial  Education
Title IX assistance
Vietnam Era Vets Government contrac- OFCCP
Readjustment Act— tors—$10,000+
1974
Pregnancy All employers 15+EEs EEOC-
Discrimination Act of OFCCP
1978
Fair Labor Includes minimum wage
Standards Act law and equal pay act

with DOL complex
method of coverage

*Rehabilitation Receives federal money: ~ OFCCP
Act of 1973 federal contractor,

$2,500+
Americans with Covers employers with EEOC
Disabilities Act of 15 or more employees
1990

(Continued)
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Table 13.1 Continued

Legislation Race/Color National Origin/ Sex  Religion Age Disabled Union  Covered Employers Federal
Ancestry Agency
Federal Privacy Act of Federal agencies only
1976
Freedom of Federal agencies only
Information Act
Family Educational Schools, colleges, and
Rights and Privacy Act universities, federally
assisted
Immigration Reform All employers INS

Act of 1986

EE = Employee; ER = Employer; EEOC = Equal Employment Opportunity Commission; OFCCP = Office Federal Contract Compliance Programs; NLRB = National Labor
Relations Board; DOL = Department of Labor; INS = Immigration and Naturalization Service.
“Applies to federal agencies, contractors, or assisted programs only.

aMandatory retirement eliminated except in special circumstances.
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Table 13.2 Examples of Acceptable and Unacceptable Inquiries for Preemployment

Screening

Subject Unacceptable Inquiries Acceptable Inquiries

Address or Do you own or rent your home? What is your place of residence?

duration of How long have you resided in this state or city?
residence

Age How old are you? Are you 18 years of age or older? If not, state

What is your birth date?

What are your children’s ages?

Dates of attendance or completion of
elementary or high school.

your age.
If hired, can you show proof of age?

If under 18, can you submit a work permit after
employment?

Arrest and con-
victions records

Have you ever been arrested?

Have you been convicted of a crime? If so, give
details.

Birthplace, Of what country are you a citizen? Are you authorized to work in the United
citizenship Are you naturalized or a native-born States?
citizen? Can you, after employment, submit verifica-
What date did you acquire citizenship?  tion of your legal Right to work in the United
Please produce your naturalization or States?
first paper. Statement that such proof may be required
Are your parents or spouse naturalized  after employment.
or native-born United States citizens?
What date did your parents or spouse
acquire United States citizenship?
Disability What is your corrected vision? Do you have 20/20 corrected vision?

Have you ever been unable to cope with
job-related stress?

Do you have a disability that would
interfere with your ability to perform
the job?

When will your broken leg heal?

Can you stand?

Can you walk?

How many days were you sick last year?
Have you ever been treated for mental
illness?

Do you have asthma?

Do you have any physical disabilities or
handicaps?

Questions regarding receipt of workers’
compensation

How well can you handle stress?
How did you break your leg?

Can you stand for 5 hours?

Can you walk 20 miles in one day?

Can you meet the attendance requirements of
this job?

Discharge from
military service

Did you serve in the armed forces of
another country?

Did you receive a discharge that was
less than honorable?

Have you ever been a member of the United
States armed services or in a state militia? If
so, what branch? If so, explain your Experience
in relation to the Position for which you are

applying.

Education

Describe your academic, vocational, or profes-
sional education as it relates to this position.

What private or public schools did you attend?
(Continued)
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Table 13.2 Continued
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Subject Unacceptable Inquiries Acceptable Inquiries
English lan- What is your native language? What foreign language do you read, write, and/
guage skills How did you acquire your foreign lan- or speak fluently?
guage skill?
Experience Inquiries include those regarding work

experience.

Marital status,

number of
children, child
care, sex

Are you married? single? divorced?
Separated?

What is your spouse’s name?

Where is your spouse employed?
What is your spouse’s salary?

What are your child care plans?

Who can we contact in case of emer-
gency? (This question can be asked
after a person has been hired.)

Do you wish to be addressed as Miss?
Mrs.? Ms.?

Questions regarding pregnancy, child-
bearing, or birth control.

Information such as this, which is required for
tax, insurance, or Social Security purposes, may
be obtained after hiring.

Lawful inquiries include those regarding one’s
ability to travel if the job required it. However,
all applicants must be asked the same question.

Notice in case
of emergency

Name and address of person to be noti-
fied in case of accident or emergency.
(Information obtained after the appli-
cant has been hired.)

Name and address of person to be notified in
case of accident or emergency.

Name and address of a relative or spouse to be
notified in case of accident or
emergency.

Name

Please state your maiden name.
If you have worked under another
name, state that name and dates.

Have you ever worked for this company under
a different name?

Is additional information relative to change of
name, use of an assumed name or nickname
necessary to enable a check on your work
record? If yes, explain.

Organization,

List all clubs, societies, and lodges to

Please state your membership in any

activities which you belong. organization(s) that you feel is/are relevant to
your ability to perform this job.

Physical Questions as to applicant’s height and Any questions that have an impact on one’s

description, weight. ability to perform the job requirements.

photograph

Require applicant to affix a photograph
to application.

Request applicant at his or her option to
submit a photograph.

Require a photograph after interview
but before employment.

Inquiries include those that are not
related to job requirements.

Statement that photograph may be required
after employment.

(Continued)
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Table 13.2 Continued

Subject Unacceptable Inquiries Acceptable Inquiries
Race, color, Questions as to applicant’s race or color.  Statement by employer of regular days, hours,
religion, or Questions regarding applicant’s com- or shifts to be worked.

national origin  plexion or color of skin, eyes, hair.
Questions regarding applicant’s religion.
Questions regarding religious days
observed.
Does your religion prevent you from
working weekends or holidays?
Questions as to nationality, lineage,
ancestry, national origin, descent, or
parentage of applicant, applicant’s par-
ents, or spouse.

References Questions of applicant’s former employ-  Who referred you for a position here?
ers or acquaintances that elicit infor- Names of persons willing to provide profes-
mation specifying the applicant’s race, sional and/or character references for applicant.

color, religious creed, national origin,
ancestry, physical handicap, medical
conditions, marital status, age, or sex.

Application forms should ask for a chronological listing of all previous employers
which will provide a list of firms to be contacted for information on the applicant as
well as show continuity of career. Any gaps could indicate a jail term that was “over-
looked” in filling out the application. When checking with previous employers, verify
dates on which employment started and terminated.

References the applicant submits must be contacted, but they are apt to be biased.
After all, since the person being investigated submitted their names, they are not likely
to be negative or hostile. It is important to contact someone, preferably an immediate
supervisor, at each previous job. Such contact should be made by phone or in person.

The usual and easiest system of contact is by letter, but this leaves much to be
desired. The relative impersonality of a letter, especially one in which a form or evalu-
ation is to be filled out, can lead to generic and essentially uncommunicative answers.
Because many companies as a matter of policy, stated or implied, are reluctant to give
someone a bad reference except in the most extreme circumstances, a written reply to a
letter will sometimes be misleading.

Over the past several years the letter has often been replaced with an e-mail. What
have been noted as pitfalls of the letter apply to e-mail as well. However the ease of use
and virtually no-cost benefits often put this form of reference check at the top of many
budget-conscious managers’ preferred means of contact.

On the other hand, phone or personal contacts can become considerably more dis-
cursive and provide shadings in the tone of voice that can be important. Even when no
additional information is forthcoming, this method may indicate when a more exhaus-
tive investigation is required.



304 INTERNAL THEFT CONTROLS AND PERSONNEL ISSUES

4.9 Backgrounding

It may be desirable to get a more complete history of a prospective employee, espe-
cially in cases where sensitive financial or supervisory positions are under consideration.
In-depth investigations will involve extra expense but could well prove worthwhile.
Backgrounding, which involves a discreet investigation into the past and present activ-
ities of the applicant, can be most informative.

An estimated 90 percent of all persons known to have stolen from their employers
were not prosecuted. Thus a thorough investigation of potential employees is certainly
justified, especially people being considered for jobs with responsibility for significant
amounts of cash or goods or those seeking management positions in shipping, receiving,
purchasing, or accounting.

Also of note, personnel and security experts agree that 20 percent of any given
workforce is responsible for 80 percent of personnel problems of every variety. If back-
grounding can turn up this kind of recorded or known employee behavior, it is well
worth the expense.

Backgrounding is also utilized to investigate employees being considered for promo-
tion to positions of considerable sensitivity and responsibility. Such persons might have
been the very model of rectitude at the time of employment but could since have had
financial reverses threatening their lifestyles. If a background investigation uncovers such
information, a company is in a position to offer assistance to that employee if it so desires,
relieving both strain and need, which can lead to embezzlement. Such action can boost
company morale as well as reduce the potential for theft committed out of desperation.

With today’s access to the Internet, security staff can subscribe to any number of
Internet investigative resources. The cost associated with these services ranges from as
low as $25 to several hundred dollars per inquiry. The cost is often a reflection of the
depth of the inquiry. Common resources include:

¢ www.instantpeoplecheck.com
* www.yourownprivateeye.com
e www.uscriminalcheck.com

e www.accuratecredit.com

¢ www.web.public.records-now.com

4.10 Integrity and Lie Detection Tests

Another option in lieu of a full background investigation is the use of various integrity
and lie detection tests. According to some experts, in states where their use is legal, these
tests can be useful tools in determining the past and current records of candidates for
employment or promotion to sensitive positions.

Using integrity and lie detection tests is controversial, as is the discussion among
practitioners about the relative merits of different types of tests. Many security profes-
sionals look on integrity tests as invaluable tools but generally agree that their use should
be restricted to the hands of competent, trained professionals to get productive results.

The three main categories of integrity and lie detection tests are (1) the polygraph,
(2) the Psychological Stress Evaluator (PSE), and (3) the Personal Security Inventory
(PSI). The first two are machines that operate on the same basic physiological princi-
ple. The third is a psychological pencil-and-paper test. Controversial recent entries into
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the area of truth and stress detection are infrared heat scanner and magnetic resonance
imaging (MRI) brain scans.

The polygraph, PSE, MRI scan, and infrared face scan operate on the premise that
lying creates conflict, which in turn causes anxiety leading to stress reactions. Stress reac-
tions typically include increased respiration, increased pulse rate, higher blood pressure,
digestive disorders, perspiration, temperature change, muscle tension, and pupil dilation.
The polygraph and the PSE measure some of these changes. Most polygraphs measure gal-
vanic skin response, blood pressure, and respiration. The PSE measures changes in voice
quality from tension in the vocal cords. The readouts of both devices may be recorded on
paper tape and the responses to various questions analyzed in terms of the charted reac-
tions, which are compared with reactions to simple test questions establishing an individ-
ual’s normal response to lying. Digital readouts are now more common, and although the
PSE has not been as well publicized as the polygraph, portable PSEs are now available.
Manufacturers claim that the digital device is the world’s first portable lie detector.’

Do these machines really work? The controversy over this question continues to
draw attention in professional publications. The Employee Polygraph Protection Act of
1988 strictly limits the use of the polygraph to certain industries and for specific purposes.
It prohibits preemployment polygraphs by all private employers except those whose pri-
mary business is providing security personnel for the protection of currency, negotiable
securities, precious commodities or instruments, or proprietary information. Companies
that manufacture, distribute, or dispense controlled substances may use the polygraph
for any employee having direct access to the manufacture, storage, distribution, or sale of
these controlled substances.

To determine whether the polygraph or PSE is worth using in a security opera-
tion, various questions need to be considered, such as: What is a lie? According to the
American Heritage Dictionary of the English Language, a lie is a statement or statements
that one knows to be false, especially if made with the intent to deceive. Because a lie is
really a subjective evaluation, what these machines record is what a person believes to be
a lie. In addition, because the machines measure only stress, the subject must believe that
the machine works so that enough stress is produced to record.

Because these machines simply measure the physiological symptoms of stress,
other stressors may also be recorded. For example, a question concerning drug history
may evoke a dramatic response from a subject who has lost a close relative to drug
abuse. The subject’s physical condition at the time of the test can also influence the tra-
cings. Fatigue, alcohol, and other drugs are the biggest culprits in this category, but even
simple things like needing to use the bathroom or suppressing a cough can affect the
tracings.

Can someone beat the machine? The answer is both simple and complex. A sub-
ject can affect the tracing of the machine by saying prayers or counting holes in acoustic
tiles, but a good examiner can and will note these changes. Although the machine regis-
ters only physiological changes and thus cannot be beaten, the accuracy of the machine
is determined solely by the quality of the examiner.

Problematic to the issue of accuracy, then, is the training of examiners. Training can
range from as little as six weeks to as long as six months. Still, a 2003 National Academy
of Sciences report concluded that research on the polygraph’s efficacy was inadequate.’

What is the role of these devices if such doubts can be cast on their accuracy and
on the skill of examiners? Jerome Skolnick, noted criminologist, suggests that their result
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should be used “to open up leads to further investigation of information rather than
being itself prima facie evidence.”!?

Much case law regarding the use of the polygraph has been added since the 1988
Polygraph Act. Still, the polygraph’s advocates are striving for national recognition for
the professional use of the instrument through improving standards for operators. For
example, in Illinois, a licensed school must certify polygraph operators before they can
operate a machine. Even so, Illinois does not allow polygraph evidence to be presented in
its courts.

As for the PSE, the question remains whether polygraph case law will apply to this
type of testing as well. Since both machines operate on the same principles, it is likely that
much of the established case law relating to the polygraph might be applicable to the PSE. It
is interesting to note, however, that during the past 10 years, little has changed in reference
to the use of the PSE, but the polygraph continues to struggle to survive under legal fire.

As previously mentioned, the PSI is a psychological pencil-and-paper exam. Many
variations of this test exist throughout the United States (for example, the California
Personality Inventory [CPI], the Minnesota Multiphasic Personality Inventory [MMPI],
Inwald Personality Inventory [IPI], Wonderlic), but they all have common traits. These
tests are designed to evaluate prospective employees for honesty and integrity, alcohol
and other drug abuse, and violence or emotional instability. Most of these tests can be
administered on company property and are relatively inexpensive. The test questions are
designed to make consistency (veracity) checks by comparing responses and to provide
clues for the psychologist evaluating the personality of the potential employee tested. For
example, a typical question might be as follows:

You are riding on a bus. A sign indicates “No Smoking.” A person sits down next
to you and lights a cigarette. What would you do?

Inform him that he is not allowed to smoke.
Point out the “No Smoking” sign.

Move to another seat.

Get off the bus.

Say or do nothing.

MEFIR S

Adherents of this system claim a high degree of accuracy for such tests when they
are conducted by properly trained personnel. Table 13.3 provides a list of pointers that
can be used in evaluating pencil-and-paper tests.

It is important for security managers to research the limitations on the use of each
of these instruments in their state. Some states forbid their use as a requirement for
employment but permit such testing to be used on a voluntary basis. Other states forbid
their use under any circumstances.

In general, organized labor has lobbied diligently for legislation banning the use
of so-called integrity testing and lie detectors for all industrial or commercial applica-
tions, their efforts proving successful with the passage of the 1988 Polygraph Act. The
American Polygraph Association, which opposes the use of the PSE on grounds that it
has not yet proved itself, has endorsed legislation setting stricter standards for polygraph
operators but naturally fights labor’s stand on the issue.

Despite the 1988 Polygraph Act limitations on preemployment usage, many firms
continue to use the polygraph in various types of investigations. Firms so using these
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Table 13.3 Scrutinizing Vendor Pencil-and-Paper Tests: Twelve Pointers in Evaluating a
Test's Relevance for Meeting Your Hiring Goals

1. Beware of tests for which little or no validation research exists.
Beware of tests that claim they “only replace the polygraph.”

Beware of studies that are not based on the predication model of validation.

A wnN

Beware of studies that do not tell you how many people were incorrectly predicted to have job
problems.

Beware of tests that claim to predict dangerous or violent behavior or tendencies.
Beware of studies that report “significant” correlations as evidence of their validity.
Beware of studies that use small numbers of people to predict important job-performance outcomes.

Beware of studies that have not been cross-validated.

L o N o U

Beware of claims that tests are valid for use with occupational groups for which validation studies
have not yet been conducted.

10. Beware of studies based on questionnaires or tests filled out anonymously.
11.  Beware of studies that have not used real job candidates as subjects in their validation efforts.

12.  Beware of tests whose validation studies have been designed, conducted, and published only by the
test developer or publishing company without replication by other, totally independent, psychologists
or agencies.

Source: From materials developed by Dr. Robin Inwald, Hilson Research Inc., February 1988.

machines have generally found them to be useful. The federal government still performs
tens of thousands of polygraph tests each year.!!

According to the 1988 Polygraph Act, the polygraph may be used on existing
employees under the following circumstances:

1. In connection with an ongoing investigation involving economic loss or injury to
the employer’s business (that is, theft, embezzlement, or misappropriation)

2. If the employee has access to the property that is the subject of an investigation

3. If the employer has reasonable suspicion that the employee was involved in the
accident or activity under investigation

4. 1If before the test the employer provides to the employee the specifics of the inquiry,
that is, what incident is being investigated and the reason the employee is being tested

Even if the employer meets these criteria, employees cannot be disciplined or dis-
charged solely on the basis polygraph results or for refusing to take the polygraph test.

Because such examinations cost from $50 to $150, depending on the length of the
test, not every firm will find it practical to use them. Firms finding the expense accept-
able usually limit the polygraph’s application to particularly sensitive investigations and
then only after deciding whether the risk is such that the expense is warranted. Even so,
these companies first explore whether they can be satisfied by an evaluation based on
other, less expensive methods.

Of recent interest is the use of MRI technology to scan brain activity. Functional
MRI technology expands the traditional static picture MRI to allow for a series of scans
that show changes in the flow of oxygenated blood preceding neural events. The theory
is that lying requires more cognitive effort than telling the truth. The test is too expensive
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for general commercial use at this time due to an estimated cost of $10,000 for an
examination. For more information see www.noliemri.com.

Whatever decision the security manager makes regarding the use of integrity tests,
he or she would be well advised to consult a reputable firm to learn what such examin-
ations involve.

Recent concerns following the September 11, 2001, attacks on the World Trade
Center have researchers looking for ways to detect deception at airports. The problems
associated with traditional polygraphs and the PSE have been discussed. Scientists’ recent
work has applied the same theory of lying and stress to new technology. In this instance
a heat-sensitive camera spots possible deceit by looking for telltale increases in body tem-
perature around the eyes. Such a device could be of value to airport security personnel.
Although the research team was led by experts from the Mayo Clinic and Honeywell
Laboratories, polygraph authorities question the utility of the device until further testing
is completed.!? As of 2007 it appears that the same stress pitfalls are present in this new
technology. TSA personnel might be targeting nervous but harmless travelers as well as
those who might be terrorists. !

4.11 The Americans with Disabilities Act

The Americans with Disabilities Act (ADA) is a federal statute requiring employers to
focus on the abilities of applicants rather than on their disabilities. For this reason, inquir-
ies about medical conditions or medical tests before a job offer is made are prohibited.
Offers can, however, be made contingent on successful completion of medical examin-
ations. Employers must make certain that medical, psychological, and physical agility
examinations come at the end of the hiring process rather than at the beginning. Currently
the ADA does not protect the following categories: drug abusers; homosexuals and bisex-
uals; persons who engage in aberrant sexual behavior; compulsive gambling, theft, or
pyromania; persons whose disorders have been caused by drug abuse; or persons whose
disabilities are only temporary. It should be noted that tests for illegal drugs are not sub-
ject to the ADA’s restrictions on medical examinations.'

Job announcements, descriptions, and applications should be carefully reviewed
to ensure that they conform to the ADA requirements concerning the description of
each position’s essential functions. All staff involved in recruiting, hiring, and personnel
processing and decision making generally should be trained to ensure that they under-
stand and conform to all ADA requirements. In the end, employers should hold persons
with disabilities to the same performance standards as other employees.!®

4.12 Drug Screening

Few areas of preemployment screening provoke the strong reactions that drug screening
does. Two major issues usually raised about this type of testing concern invasion-of-pri-
vacy arguments and the problem of the risk of false positives. (The issues related to drug
screening will be dealt with in more detail in Chapter 15.)

4.13 Other screening options

In addition to the screening tools already discussed, other sources of information
can provide details of the applicant’s background that might prove valuable in making a
hiring decision.
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Credit reports not only reflect an applicant’s financial situation and stability, they
also provide other useful information such as past addresses and previous employers.
The legal restrictions of the Federal Fair Reporting Act must be complied with if a per-
son is denied employment as the result of information discovered through this source.

Motor vehicle records are easily obtained and can aid in identifying high-risk
employees by noting the number and types of driving violations.

Civil litigation records provide detailed, documented records of an applicant’s per-
sonal history, background, and financial relationships. These records also document pre-
vious injury complaints. They may also provide clues to other employment problems not
filed as criminal charges, such as theft, fraud, or serious misconduct.

There are many other possible sources of information, but time and space consid-
erations do not allow for total coverage in an introductory text like this one. As noted
earlier, numerous Websites are willing to provide information for a price.

4.14 Hiring Ex-Convicts and Parolees

It should be strongly noted here that rigid exclusionary standards should never be
applied to hiring ex-convicts or parolees who openly acknowledge their past records.
Such a policy would be at best unjust and at worst irresponsible. These people have
served their sentences. Their records are available in situations in which employment is
being sought. To turn them away solely on the basis of their past mistakes would be to
force them back into a criminal pattern of life in order to survive.

Although people with criminal backgrounds might well be unacceptable to
certain companies, a rigid policy refusing all such people employment would deny
companies many potentially good employees who deserve a chance to show that they have
rehabilitated themselves. Experience has shown that these employees, knowingly hired
in the right positions and properly supervised, are not only acceptable but are frequently
highly responsible and trustworthy. They should be given an opportunity to reestablish
themselves in society.

4.15 Employee Assistance Programs

One innovation in coping with employee problems relating to, among other things,
honesty, alcohol and other drug problems, and depression has been the advent of the
employee assistance program, or EAP. According to Tom Pope, “At a time when sub-
stance abuse, mental health problems, and other stresses beset the American work force,
an effective employee assistance program can be a wise investment.” !¢ Today more than
90 percent of the Fortune 500 companies have introduced EAPs.!” Programs vary with the
type and size of company. Some companies provide full-service, in-house operations,
whereas some smaller firms restrict the type of service and contract with professional
EAP firms.

The fact is that EAPs are proving valuable for some firms. McDonnell-Douglas
reports a 34 percent reduction in absences in comparison to its corporate counterparts
without EAPs. In the area of attrition of drug users, McDonnell-Douglas displays a job
dropout rate from 40 percent in their control group to 7.5 percent in the EAP participants.
Other firms also report success: Chicago Bell, General Motors, HARTline, and so forth.
Many of these employers believe that improving family life will also reflect positively
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in the workplace.!® For a discussion on EAPs, see Chapter 15, “Violence and Drug Use in
the Workplace.”

4.16 Continuity of the Screening Program

When a company makes a systematic and conscientious effort to screen out dishonest,
troublesome, incompetent, and unstable employees, it has taken a first and significant
step toward reducing internal theft. It is important that the program continue on a per-
manent basis.

Care must be taken to avoid relaxing standards or becoming less diligent in check-
ing applicants’ backgrounds and employment histories. There is a tendency to lose sight
of all the dimensions of the problem if the security program makes substantial inroads
into the loss factor. Past problems are too soon forgotten, and carelessness follows
closely behind. Active supervision is always necessary to maintain the integrity of this
essential aspect of every security program.

CASE STUDY

A security survey conducted for the Assets Corporation recommended a complete
revamping of the activity and aims of the Human Services Department. At present
the department deals only with plant personnel hiring. The office manager finds and
hires all office personnel, sidestepping Human Services. The Human Services manager
merely records these employees after they are hired.

The Assets Corporation uses one application form for all employees, regardless of
job classification. The legal-size application form was copied 10 years ago from one
used by the Human Services manager in a prior job. It contains one line to record
the applicant’s race and another to record religion. It also asks for three nonrelative
references and a listing of all prior employment, with only the years of such employ-
ment required. No skill-related tests are given. The Human Services Department
bases the employment decision on a review of the application and an interview with
Human Services staff.

In a pending court case, the Assets Corporation has been charged with discharging
a secretary on the basis of race. This employee stated on her application form that
she had a high school diploma and could type 60 words a minute. After employment,
her typed letters showed many uncorrected errors, including typing errors, misspelled
words, and poor knowledge of business terms. This poor performance continued
despite the availability of a comprehensive word processing program. She responded
to all criticism by claiming racial discrimination on the part of her supervisor. She was
verbally discharged, and no written record was kept of her poor performance.

¢ How could Assets protect itself from allegations such as those made by the dis-
charged stenographer?

e What changes in Human Services Department practice should the survey have
recommended regarding content of the application form? Decision making pro-
cess to hire employees? Clerical applicant tests?
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Though employee screening and background checks can reduce later problems
with employee performance and dishonesty, time and money often restrict the amount
of effort in these important areas. Even tools such as polygraph and paper-and-pencil
tests that are used in place of personal record checks are not universally accepted.

One thing, however, is clear: Employees who have options and feel treated like
part of a team will not usually become security problems.

5 Procedural Controls
5.1 Auditing Assets

Periodic personal audits by outside auditors are essential to any well-run security pro-
gram. Such examinations discover theft only after the fact, but they will presumably
discover any regular scheme of embezzlement in time to prevent serious damage. If these
audits, which are normally conducted once a year, were augmented by one or more sur-
prise audits, even the most reckless criminal would hesitate to try to set up even a short-
term scheme of theft.

These audits normally cover an examination of inventory schedules, prices, foot-
ings, and extensions. They should also verify current company assets by sampling phys-
ical inventory, accounts receivable, accounts payable (including payroll), deposits, plant
assets, and outstanding liabilities through an ongoing financial audit. In all these cases,
a spot check beyond the books themselves can help establish the existence of legitimate
assets and liabilities, not empty entries created by a clever embezzler.

5.2 Separation of Responsibility

The principle of separation of responsibility and authority in matters concerning the
company’s finances is of prime importance in management. This situation must always be
sought out in the survey of every department. It is not always easy to locate. Sometimes
even the employee who has such power is unaware of the dual role. But the security spe-
cialist must be knowledgeable about its existence and suggest an immediate change or
correction in such operational procedures whenever conflict appears.

An employee who is in the position to both order and receive merchandise or a
cashier who authorizes and disburses expenditures are examples of this double-ended
function in operation. All situations of this nature are potentially damaging and should
be eliminated. Such procedures are manifestly unfair to company and employee alike.
They are unfair to the company because of the loss that they might incur; they are
unfair to the employee because of the temptation and ready opportunity they present.
Good business practice demands that organizations studiously avoid such invitations to
embezzlement.

It is equally important that cash handling be separated from the record-keeping
function. Cashiers who become their own auditors and bookkeepers have a free rein with
that part of company funds. The chances are that cashiers will not steal, but they could
and might. They might also make mathematical mistakes unless someone else double-
checks the arithmetic.
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In some smaller companies, this division of function is not always practical.
In such concerns, it is common for the bookkeeper to act also as cashier. If this is the
case, a system of countersignatures, approvals, and management audits should be set
up to help divide the responsibility of handling company funds from that of accounting
for them.

5.3 Promotion and Rotation

Most embezzlement is the product of a scheme operating over an extended period of
time. Many embezzlers prefer to divert small sums on a systematic basis, feeling that the
individual thefts will not be noticed and that therefore the total loss is unlikely to come
to management’s attention.

These schemes are sometimes frustrated either by some accident that uncovers the
system or by the greed of the embezzlers, who are so carried away with success that they
up the ante. But while the theft is working, it is usually difficult to detect. Frequently the
thief is in a position to alter or manipulate records in such a way that the theft escapes
the attention of both internal and external auditors.

This can sometimes be countered by upward or lateral movement of employees.
Promotion from within, wherever possible, is always good business practice, and lateral
transfers can be effective in countering possible boredom or the danger of reducing a
function to rote and thus diminishing an employee’s effectiveness. Such movement also
frustrates embezzlers. When they lose control of the books governing some aspect of the
operation, they lose the opportunity to cover their thefts. Discovery inevitably follows
careful audits of books they can no longer manipulate. If regular employee transfers
were a matter of company policy, no rational embezzler would set up a long-term plan
of embezzlement unless a scheme was found that was audit-proof—and such a thing is
highly unlikely.

To be effective as a security measure, such transfers need not involve all personnel,
since every change in operating personnel brings with it changes in operation. In some
cases, even subtle changes may be enough to alter the situation sufficiently to reduce an
embezzler’s totality of control over the books. If such is the case, the swindle is over. The
embezzler may avoid discovery of the previous looting, but he or she cannot continue
without danger of being unmasked.

In the same sense, embezzlers dislike taking vacations. They are aware of the dan-
ger if someone else should handle their accounts, if only for the two or three weeks of
vacation, so they make every effort to pass up holidays. Any manager who has a reluc-
tant vacationer should recognize that this is a potential problem. Vacations are designed
to refresh employees’ outlook. No matter how tired they may be when they return to
work, vacationers are refreshed emotionally and intellectually. Their effectiveness in
their jobs has probably improved, and they are, generally speaking, better employees for
having taken time off. The company benefits from vacations as much as the employees
do. No one should be permitted to pass up authorized vacations, especially someone
whose position involves control over company assets.

5.4 Computer records/electronic mail and funds transfer/fax

The computer has become the most powerful tool for record-keeping, research and devel-
opment, funds transfer, electronic mail, and management within most companies today.
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It is essential that computers and their support equipment and records be adequately pro-
tected from the internal thief.

Besides the computer, the transfer of information using Wi-Fi, wireless 