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What is File Sharing - P2P?

The expression peer-to-peer is especially used within the field of data communication to describe
communication or the direct exchange of data between equal units of a communication network,
without involving a central computer. The expression “P2P” or file sharing is used for the same
form of communication as well.

Apart from the above-mentioned, it may be added, that the users of file sharing programmes are
connected to each other in a larger network, that works more or less autonomously. As a
consequence of this, it is not possible immediately afterwards to carry out an investigation in this
environment, since the communication lines are interrupted at log-out of the programme and the
connection is disconnected. This again means, that no log-outs are generated elsewhere, but only
between the involved parties. frThere are, however, several file sharing programmes that contain
internal log files, which may give information about files downloaded earlier and which files have
been available for sharing and so on.

The programmes work in such a way that you, during installation, define a folder as being “shared”
with other users of file sharing services (it is not necessary to make use of the same file sharing
programme — as long as the programme is active in the same network — typically Gnutella
Network, eD2k Network or Fast Track Network). The content of this shared folder is available to all
the other users, just as they are able to run searches of the content. In some programmes it is
possible to “switch off” the file sharing function, which means that files cannot be downloaded
from the computer.

In order to explain the functionality of file sharing programmes, you have to metaphorically
compare a film file to a jigsaw, for example. All the users of the file sharing programmes place a
number of “jigsaws” at the disposal of all the other users of the file sharing service/network (the
files in their shared folders).

When a user searches the network for a certain file — the film “Titanic”, for instance — the user will
be told which users have the file in question. Our user may click on a file corresponding to his wish
and then start downloading the file. He is not restricted to one single user, but can download from
several different users that have the desired file. The programme now gets pieces for the
complete jigsaw from several other users at the same time and the final result will be gathered
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together at our user’s computer. This functionality ensures, that the individual users’ bandwidth is
not burdened too much, just as the user is not immediately affected when individual remote users
shut down and close their connection.

The History of File Sharing - in Short

Ever since the infancy of computers, there has been a need for exchanging files between several
computers and users. In the beginning no actual storage medias existed, which meant that if any
information should be transferred from one computer to another, everything had to be typed in
manually. Later on, the first magnetic storage medias arrived and these could contain data, but
were very difficult to move around. Later on, the punch card was a reality and you were suddenly
able to print cards that could be read into another computer — a difficult, but usable method.

By the introduction of the floppy disk and the magnetic tape unit, the sharing of files became
much easier, but the spreading of files still went very slowly, since the files had to be moved
physically from one place to another.

With the rising popularity of the Internet in the beginning of the nineties, the ordinary user quickly
figured out that it was possible to download and send files to each other through the network,
even though you were both sitting on each side of the Earth.

USENET was the first network in which you could actually share files with many other unknown
users; in everyday speech this is referred to as newsgroups. Here it became possible to post
smaller files that other users then could download. Newsgroups are still being used, but not quite
to such an extent as they have been.

In the start of the nineties it also became very popular to set up FTP servers. By using an ordinary
FTP client, you could log on a server and download the content that was available. The FTP
server’s popularity soon fell, because different intellectual property rights holders could easily
identify the owner of the server and thus claim large sums in compensation from him. Today, FTP
servers are seldom seen.

At the same time as the FTP servers appeared, the IRC also started gaining ground. Especially the
client mIRC became very popular, as it was possible to develop script extensions for the
programme, by which you could set up the so-called file server (F server), a bit like the FTP servers.
mIRC is still being used for file sharing.
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In the end nineties, the first modern file sharing programme, Napster, came into existence. This
service worked in such a way, that a number of central indexing servers registered the content of
all users in the network and their files. However, in 2001, the service was sued by, amongst others,
Lars Ulrich from the band Metallica. The legal actions lead to the closure of Napster.

Same year, the next generation of file sharing services appeared. This generation was no longer
dependent on central servers, but was a so-called distributed system, in which all requests went
through other clients connected to the network, without involving central servers.

The first distributed client was KaZaA. Through KaZaA it now became possible to share other
things than music files and it was very easy to make use of. The programme became a huge
success and you quickly had up to several million users in the network at the same time. In the
time after, a number of different clients were developed.

In 2002, the client eMule saw the light of day. eMule was a further development of the client
eDonkey 2000, which was made by a group of programmers getting tired of the client
eDonkey2000. eMule became an open-source programme and many people could now participate
in the improvement of the client.

Since then, many new versions of eMule and other file sharing clients have been developed.
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Networks

The different file sharing services often make use of their own network protocols, which is why
you sometimes have to have specific clients in order to act in a specific network. However, many
clients have started to become so-called multi-network-clients, which means that they can
operate in different networks at the same time. That way the user gets more search options and
search hits.

Many different networks exist, a number of them are listed below:

eD2K

KAD
Gnutella
FastTrack
BitTorrent
Freenet
2P
AntsP2P

and many more...

The first 5 networks mentioned on the list are open and unencrypted, whereas the last 3 are
encrypted networks.

As mentioned earlier, many clients are written to operate in several networks. eMule, for instance,
is able to connect to eD2K, KAD, Gnutella and BitTorrent.

As it appears, encrypted networks also exist. These are not that popular, since the clients are not
as straight forward to use as the unencrypted clients and the network is very slow, just as there
are not nearly as many files available in these networks.

The individual networks, of course, have different topologies and these will be described in the
next paragraph.

10
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Network Topologies

First-generation networks
Centralized networks (Napster, for instance).

First-generation network architecture was based on a number of centralized indexing servers,
which kept up a data base on all clients logged in and their shared files. The database was updated
every time a client logged on to the network.

11
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Second-generation networks

Decentralized networks (KaZaA, for instance).

Second-generation networks implemented a fully decentralized and distributed network-
structure. Instead of central servers, the individual user’s PC now formed an integral part of the
network, since it acted, and still acts, both as an indexing server, carries out local searches and
carries out routings of requests between the different clients.

Nee. fi I

.
‘ea,
.
0
0
tea )
.....
.......
.
. .
-------------

Third- generation networks

Encrypted networks (Ants, for instance).

These networks are based on the same topology as second-generation networks, but are
encrypted.

12



Introduction to Filesharing Services

Fourth-generation networks

The BitTorrent network is based on a “partly decentralized network”, in the way that you
download a so-called “.torrent” file through a homepage. Through your client you are then
connected to a “tracker”, which is a server keeping track of the different files that are available.
Files found complete, are called “seeds” and the tracker sends information about where you can
download the file. Downloading takes place from the complete seeds, whereas the parts missing
in the incomplete files are being uploaded to the clients at the same time. BitTorrent is based on
the principle of “tit-for-tat” and it is impossible to disconnect this “share” function.

19%  54%

!

= g T W LT
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Clients

In the following paragraphs, | will go through the different file sharing clients.

Below there is a list of clients, which at present form a part of this material:

e eMule

e LimeWire

14
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eMule

The text given below has been taken directly from eMule’s official homepage on www.emule-
project.org.

What is eMule?

At dawn of May 13th, 2002, a guy called Merkur was dissatisfied with the original eDonkey2000
client and was convinced he could do better. So he did. He gathered other developers around him,
and eMule project was born. Their aim was to put the client back on track where eDonkey had
been famous before, adding tons of new features and a nice GUI. They couldn’t imagine what
impact this decision would have...

As of today, eMule is one of the biggest and most reliable peer-to-peer file sharing clients around
the world. Thanks to its open source policy, many developers are able to contribute to the project,
making the network more efficient with each release.

What does eMule mean?

The name "eMule" comes from an animal called “Mule”, which is somehow similar to a donkey. ;-)

How often is eMule updated?

eMule is not updated regularly, but at the moment the frequencies are between 1 and 3 months.
Don’t take this for guaranteed.

A short list of eMule’s features

Clients use several networks to create one reliable network (ED2K, Source Exchange, Kad).
Kad has now been implemented and versions 0.48 onwards connect automatically to Kad.

’ "

eMule’s “Queue and Credit” system helps to ensure that everyone will get the file he wants by
promoting those that upload back to the network.

15
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eMule is completely free. eMule is also completely free of any Adware, Spyware and etc. We do
this for fun and knowledge, not for money.

Each file is checked for corruptions while downloading to ensure an error free file
The eMules Intelligent Corruption Control helps to speed up the correction of corrupted parts.

Auto priorities and Source management allows you to start many downloads without having to
monitor them.

The Preview function allows you to look at your videos and archives (zip, rar and so on) before
they are completed. For video previewing, we recommend the Video Lan Client (VLC).

The eMule features web services and a web server that allows you to have quick access to and
from the Internet.

You can create categories for your downloads to organize them.

To find the file you want, eMule offers a wide range of search possibilities which include: Servers
(local and global), web based (Jigle and Filedonkey) and Kad (still in Alpha).

eMule also allows you to use very complex Boolean searches that make the searches much more
flexible.

With the messaging and friend system, you can send messages to other clients and add them as
friends. In your friend list, you can always see if a friend is online.

With the built-in IRC client, you can chat with other downloaders and chatters around the globe.

The files used in eMule

While eMule is performed a large number of files are being used. If they do not exist already, they
will be made the first time eMule is started. Most of the files will be found in eMule’s “Config”
folder, whereas the rest will be found either in eMule’s “Temp” folder or in the installation folder.

Known.met
The “Known.met” file contains information about all files eMule has downloaded. Information
about size, file name, hash sets, hash values and some statistics are saved for each file.

16
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Known2_64.met
The “Known2_64.met” file saves information about hash values for each file in connection with
eMule’s AICH (Advanced Intelligent Corruption Handler).

Clients.met
This file saves all users, which have credit at your eMule.

Clients.met.bak
This file contains a backup of the above-mentioned file.

Server.met
Contains all known servers.

Webservices.dat

In this file you have the possibility to build in functionality in eMule, in relation to homepages. The
file can be opened by a text editor such as Notepad and contains an explanation about the
functionality.

Statistics.ini
This file contains all statistics shown in eMule’s statistics window.

Emfriends.met
If there are any users added to eMule’s friend list, they are being saved in this file.

Preferences.ini
All settings made in eMule’s “Settings” are saved here, just as information about the user
interface, such as width of columns etc.

Fileinfo.ini
Comments or evaluations of your own shared files.

Category.ini
Saves the settings for your categories such as name, comments and choice of colour.

Ipfilter.dat
This file contains IP areas as well as access levels that have to be filtered by eMule. You can find
more information about IP filtration on http://www.emuleguides.dk/support.php?id=18

Onlinesig.dat
The online signature is a small file containing the server eMule is connected to, as well as statistics
on uploads and downloads. It can be used in IRC scripts and pictures for signatures.

17
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Preferences.dat
The user hash is saved here. It is a value that is computed the first time eMule is started up and it
is used to identify the client on the network. It is used for the credit system and for friends.

Sharedir.dat
Contains the paths for all shared files.

cancelled.met
Contains information about the files you have cancelled.

Staticservers.dat
Static servers never change IP address and are, in theory, always online on the network. By right-
clicking on a server, you may add servers to this list.

Addresses.dat

eMule updates its server list when the programme starts up, if the file contains correct addresses
for “server.met” files. In eMule’s “Settings -> Servers”, there is a button that gives you the option
to edit this list and change the settings for updating at start up. The file can contain several
addresses (one for each line), but only the first line that has a correct address to a “server.met” file
will be used.

AC_SearchStrings.dat
Each search expression used in eMule is saved in this file

AC_ServerMetURLs.dat
The same principles as the above-mentioned file, except that this file saves typed addresses for
“server.met” files.

AC_BootstraplPs
The same principles as the above-mentioned file, except that this file saves typed IP addresses for
the use of bootstrap in the Kad network.

Cryptkey.dat
Contains the unique 384bit private RSA key for your eMule client.

eMule.tmpl
The files with the extension “.tmp

III

are necessary if you want to make use of eMule’s web
interface. They define layout and settings of the shown pages.

Xxx.part
The files with the extension “.part” are downloads in eMule that are not yet finished. eMule
downloads from more than one user at a time, which means that the “.part” files always have the

18
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size of the final download. The missing parts are zerofilled. In the newer versions, and when using
the NTFS file system, you have the option to share your incomplete downloads as “sparse”. This
counteracts the mentioned process and therefore saves space on your hard disk.

xxx.part.met

Each “.part” file has a ”.part.met” file belonging to it. In order to identify downloads on the
network and check for errors all downloads are divided into parts of 9,28MB (9500 bytes). For
each part a so-called hash value is computed. After that a new hash value is computed for all the
hash value parts. This information, together with file name and status of all the different hash’es,
is saved in “.part.met” files.

xxx.part.met.BAK
A backup of each “.part.met” file is generated and saved, since it is critical if these files become
corrupt by a mistake.

eMule.log
The log, you can see in the server window, is saved here if the window is activated in eMule’s
“Settings -> Advanced”.

eMule_Debug.log
The debug_log, you can see in the server window, is saved here if the window is activated in
eMule’s “Settings -> Advanced”.

Information about file sharing
From the “FAQ” on the official homepage, the following appears about sharing files and folders:

How can I delete / unshare files
eMule shares files as soon as:

* 3 download's part (chunk) has been completed and checked for errors

* they are in the folder for Incoming Files or are marked as shared in Preferences - Directories -> Shared
Directories

To remove a share you must move the files out of your incoming or folders marked as shared. In the main
windows Shared files you can also delete files by using right mouse button -> Delete .
Sharing current downloads cannot be disabled.

Notice that the share function cannot be switched off, as regards the folders created by the
system!!!

(http://www.emule-project.net/home/perl/help.cgi?l=1&rm=show_topic&topic_id=311#unshare)
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The Installation of eMule

The actual installation file for the newest eMule client is found on the official homepage
www.emule-project.org, where the page has been set up in several languages — including Danish.
As of today, version 0.49c (June, 2009) is the latest addition.

Below you can see all displays from a standard installation of version 0.49c:

Installer Language
@ Please select a language.
|English v l

[ OK ] [ Cancel ]

¥ eMule v0.49c Setup g

Welcome to the eMule v0.49c Setup
Wizard

This wizard will guide vou through the installation of eMule
v0.49¢,

1t is recommended that vou close all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboat vour
computer,

Click Next to continue.

DrsipiU:

l Next = ] [ Cancel ]

20



Introduction to Filesharing Services

% eMule v0.49c Setup E] i@

License Agreement —
Please review the license terms before installing eMule v0.49¢. (

Press Page Down to see the rest of the agreement.

GNU GENERAL PUBLIC LICENSE ~
Version 2, June 1991 =

Copyright {C) 1989, 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble
T_he licenses for most sof_tware are designec} to take away your frgaedom to share and v

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement ko install eMule v0,49¢,

[ < Back ][ I Agree ] [ Cancel ]

Choose Components -
Choose which features of eMule v0.49¢ you want ta install, (

s

3

Check the components you want to install and uncheck the components vou don't want ko
install. Click Next to continue.

Select components toinstall: | [V] [ a lV)es"crru’ation .
[¥] Take Ed2k-Links S G

Space required: 10.4MB

[ < Back " Next > ] r Cancel ]
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® eMule v0.49c Setup E]‘ '—:.@

Decide how to share eMule with other users =
&

Please select if you want eMule configuration and downloads be stored user specific
or shared.

O User specific: Each user has its own configuration and downloads. Configuration is
stored in an eMule subfolder of the users application data Folder.

® Shared usage: Config and downloads are stored within eMules application Folder.
{Recommended)

[ < Back ][ Next > ] [ Cancel ]

© eMule v0.49c Setup

Choose Install Location —
Choose the folder in which ta install eMule v0.49¢, (

Setup will install eMule v0.49¢ in the following folder. To install in a different folder, click
Browse and select another folder. Click Install to start the installation.

Destination Folder

l J\Program FilesieMule | | Browse... l

Space required: 10.4MB
Space available: 1.5GB

[ < Back ][ Install ] [ Cancel ]
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© eMule v0.49c Setup

Installing

Please wait while eMule +0.49c¢ is being installed. )

Extract: Template.eMuleSkin.ini... 100%

(Wi

Show details |

eMule Installation

< Back MNext = Cancel

© eMule v0.49c Setup

DrsipiU:

Completing the eMule v0.49c Setup
Wizard

eMule v0.49¢c has been installed on your computer,

Click Finish to close this wizard.

Create Desktop shortcut

[ view changelog

eMule Homepage
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The first part of the installation stops here. The user now has to start the application manually, by
using one of the shortcuts to the programme.

When the programme has started up, the set up of the programme continues.

eMule First Runtime Wizard

Welcome to eMule

This wizard will quide vou through the first steps in
configuring eMule,

To continue, click Mext.

< Back [ Next > ] [ Cancel ] [ Help ]
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eMule First Runtime Wizard @

General w
User Name 8

Please enter your user name:
] ttp:/femule-project.net

[]Enable this so that eMule will run when you start windows.

[]Enable this option if you want eMule to connect at startup.,

[ < Back ]I Mext = ] [ Cancel ] [ Help ]

eMule First Runtime Wizard @

Ports and Connection w
Connection S y

eMule uses two ports For communication with servers and clients. These ports must be free and
available for remote clients. The TCP port must be available to ensure the main functionality of
eMule. The UDP port is used for Kad {serverless network) and to reduce network usage
(Overhead).

‘ou can change the ports here while no network activities have started.

;TCP: ll:i_DP: [ Use UPnP to Setup Ports ]
| | |es43 | [Ipisable

( |

Connection Test

Here you can test, if your TCP and UDP port can be connected to from remote. This success of
this test is required for servers and clients to connect vou. The TCP port have to succeed!

[ Test Ports ]

[ < Back " Mext > ] [ Cancel ] [ Help ]
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eMule First Runtime Wizard @

Download / Upload W
Priority 7

Enable this option if you want eMule to manage your download priorities.
v
Turning this on will allow eMule to make sure downloads with a lot of sources do not interfere
with downloads that have few sources. This option will only affect future downloads.

Enable this option if you want eMule to manage your upload priorities.

Turning this on will allow eMule to boost rare files meaning popular files will be harder for other
people to get. Turning this of f will allow eMule to upload popular files maore often meaning rare
files will be harder for other people to get. This option will only affect future shared files.

[ < Back ]I Next = ] [ Cancel ] [ Help ]

eMule First Runtime Wizard @
Security w

Obfuscation

Enable this option if vou want to use protocol obfuscation
O If your ISP tries throttle or block eMule, enabling obfuscation will help to circumvent such
restrictions.

[ < Back " Mext > ] [ Cancel ] [ Help ]
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eMule First Runtime Wizard E]

Server w
Metwark % )

Choose which Network(s) you want to use

eD2K [¥]kad

eD2K Settings

Enable this option if you want eMule to connect using Safe Connect.
Ol Turning this Feature off allows eMule to connect to servers a little Faster, but can
cause you to get more false LowID connects.,

[ < Back ]I Mext = ] [ Cancel ] [ Help ]
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eMule First Runtime Wizard

Completing the Wizard

‘You have now completed the first runtime wizard.

All these settings and more can be changed by clicking the
Options icon. For explanations and support check out the
help by pressing F1 in eMule!

To close this wizard, click Finish.

[ < Back ][ Finish ] [ Cancel ] [ Help ]

When you click on “Finish”, the programme starts up. Yet another set-up box appears:
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Operating System
(3 Win2K %P/ vista () Win98/ME

Concurrent Downloads

®1-5 (Oe-15 O 16+
Connection Type

Connection Down (kBitjs)  Up (kBit/s) 8

Unknown

Custom (enter below)  (enter below)

56-k Modem S6 56

ISDM 64 64

ISDM 2x 128 128

T DSL 1000 {T,Arcor,Freen... 1024 128

T DSL 1500 (T) 1536 192

T DSL 2000 (T, Arcor,Freen... 2043 192 v

True Download Bandwidth

True Upload Bandwidth

u

[ Apply ] [ Cancel ]

When choices have been made in the box above, the start display appears:

29



Introduction to Filesharing Services

“3 eMule v0.49c

g @

kS

¢ >

®

T

Connect Kad Servers Transfers Search  Shared Files Messages IRC Statistics

31 Servers (8)
Server Name ~ 1P Description Ping | Users  Max U...

I} eDonkeyServer No2 212.63.206.35 ; 4242 wiww,eDonkey. ko

[ l PEERATES.NET 88.191.81.111 : 1111 http:/jedk.peerates.net

r] Sharing Kingdom 1 89.248.172.54 : 4500 www, StormSex.net Dual ...

f] Sharing Kingdom 2 89.248.172,50 : 4500 www, SkormSex.net Dual ...

[l Sharing Kingdom 3 89.248.172.86 : 4500 www, StormSex.net Dual ...

f] Sharing Kingdom 4 89.248.172.90 : 4500 wiww, StormSex.net Dual ...

f] TVYU DonkeyServer Nol... 89.248.174.84 : 6543 T¥ Underground (http:fft...

[] TYU DonkeyServer No2 194,107.122.72 : 6543 T¥ Underground (http:/ft...
esl| g 2
el Server Info @ Log|
|eMule v0.49c

Click here to check if a new version is available

S X P

Options Tools Help
@ new Server
IP or Address Port
| |:[ 4661 |
Mame
Add to list

7} Update server.met from URL

l &

Update

€9 My Info

eD2K Network
Status: Disconnected

Kad Network
Status: Disconnected

Web Interface
Status: Disabled

Mo new eMule ver: o Users:0|Files:0

& Up: 0.0 | Down: 0,0

9 eD2K:Mot Connected|Kad:Mot Connected Prepating...

By clicking on "Connect” the programme will go online.

By clicking on the icons in the menu bar, we see the following pages:
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Search function:

& eMule v0.49c

LEEX

= 2 2,

g @ T 83 & 8 w B 0 K B

Connect Kad Servers Transfers Search | Shared Files Messages IRC Statistics Options Tools Help
| Name Star A Min, Size [ME]

A = | Max. Size [MB]
Mar Availability
| Type Method : B Comple_te Sources
; Extension
) aky v|[ % automatic v |[ Resst | can B o
2 \ |3 = =
@ Sea\ch Resull:'s\\

File Nake Size  Availa...  Complet... Type Artist Album Title Lel
Ad >
L \ \ J
[ Download ]\ \

[Mo new eMule ver: ﬂ Users:U\Files:O

*"‘ Up: U.O\}\Down: 0.0 eD2K:MNot Connected|Kad:Mot Connected Prepating...

\

\

The search word is typed in the search field and a possible file type is chosen in the drop-down

box.
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(Here an example from a client that has been running for a while).

Notice the five files marked as being placed in the “Temp” folder. From these files sufficient

material has been downloaded to share (“chunks larger than 9500 kb”

~

From the same display, you can see how many requests the network has sent for the individual

shared files, how many requests have been accepted, and how many bytes material has been

uploaded. All this information can be found in the file “known.met”.

32

Shared files
File Mame Size  R.. Accepte... Transferred Data  Shared parts Folder Compl...  Shared eD2K|Kad
(»ﬂ I{Film Porno)! Video Xxx P... 36.07MB J... 0(0) 0 Bytes (0 Bytes) I C:\Program Files\eMule Temp, 7 @
(-)‘][U] djd- noche vieja 2006...  17.89MB 1... o{0) 0 Bytes {0 Bytes) = C:\Program Files\eMule\ Temp 1 @
re'] Adult Celebrity Sex Video.., 207.91MB ... 0{0) 0 Bytes {0 Bytes) m C:\Program Files\eMule\ Temp \ o (B
4]Moi PARIS HILTON MONF...  35.33MB  J... 0] 0 Bytes (0 Bytes) o I  C:\Program Files\eMuleTemp o 0
&) %xx Diva Tera Patrick 138...  17.89MB 1... 0(0) 0 Bytes (0Bytes) e I  C:\Program Files\eMule\Temp o (@
C»ﬂ- Super video porno avec ... 6.0SMB J... o{0) 0 Bytes {0 Bytes) _ C:\Program FilesieMulelInco. . 1 @
£ 1{ WILDA FAIT)! Jouir AV...  62.29KB J... 0(0) oeytes (0Bytes) | C:\Frooram FilesieMulelInco.. 1 @
ij 1Best Farrah Fawcett! Nu...  72.03KB J... 0(0) oeytes (0Bytes) | < :\Frogram FilesieMulelinco. .. 1 @
@[U] Oops - (3)Britney Spe... 7.50MB D... 0(3) 0 Bytes (720,00 KB) _ C:\Program Files\eMulelInco. .. 1 @
Q']_ YIDEO PORNO __ Gon... 2.68MB J... o{0) 0 Bytes {0 Bytes) _ C:\Program FilesieMule\Inco. .. 1 @
59 09 Sex Babes Sky Lopez ... 3.19MB ... 0(2) obytes(360.00k6) | cC:\Frogram FilesieMule\Inco... 1 @
¥ 14¥0 Niece Flash Mew Tit..,  354.35KB  J... 0(1) oeytes (50.00ke) [ cC:\Program FilesieMule\Inco... 1 @
@Alabama Teen Young Sex...  42.20KB J... 0(0) oeytes (0Bytes) N C:\Program FilesieMule\Inco. .. 1 @
¥ anita rinaldi en defonce a...  134.02KB 3. 0(0) oeytes (0Bytes) | C:\Program FilesieMulelinco. .. 1 @
@ Anna Kournikova Brisbo N...  174.53KB 1., 0{0) 0Bytes (0Bytes) [N C:\Program FilesieMuleiInco. . 1 @
@&lle meileur de clara morga...  36.07MB 1. 0(0) oeytes (0Bytes) | C:\Program FilesieMuleiinco. .. 1 @
&)Moi PARIS HILTON MONF... 100,67 MB  1... 0(0) 0Bytes (0 Bytes) N C:iProgram FilesieMulelInco. . 1 @
&) Paris Hilton 08 Oops Nack... 4.36MB J... 0(0) oeytes (0Bytes) | C:\Frogram FilesieMulelinco. .. 1 @
@Paris.HiIton.Ibiza.2-rnpxx... 4.61MB J... 0(0) oeytes (0Bytes) | C:\Frogram FilesieMulelinco. .. 1 @
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Downloads:

» eMule v0.49c B((=13
- 2
) ’ [ ]y A
2 @ EF 3 A 8 » ® I X
Disconnect Kad Servers Transfers Search  Shared Files Messages IRC Statistics Options Toals Help
3 | Downloads (29) B+ P K & oA ‘
File Name Size  Comple... Speed  Progress Sources  Priority Status ~
@[0] Qops - (3)Britney Spears Without Panties S... 7.50 MB 7.50 MB Auto[Lo] Complete
@ 14Yo Niece Flash New Tits Qsh Tina Pass Paris ... 354.35KEB  354.35KB Auto [Hi]  Complete
ﬁanita rinaldi en defonce anale bianca dark don... 134.02KB  134.02 KB Auto [Hi]  Complete
@Paris Hilton 08 Oops Mackk Maxim Playboy Wall... 4,36 MB 4,36 MB Auto [Hi]  Complete
£ Three Naked Teens Posing In The Water 10Nu...  3.19MB 2.6 MB I ct/54 Auto[Mo]  Waiting :
£ §8 1Best Farrah Fawcett! Nude For Best Porn ... 72.03KB  30.87kB  1.92kB/s  [NE——  +/5(1) Auto[H] Downloa.. 1
@ [%%%] Paris hilton sexy webcam sexe porno st...  65.35KB 0 Bytes ] 0 Auto[H] Waiting H
&) Chenoa Desnuda Webcam Culo Teta Cofizo ... 162.66KE  0Bytes | 0 Auto[H] Waiting i
@J Pamela Anderson Celebrity Female In Naked ... 84.24 KB 0 Bytes ..U 0 Auto[H] Waiting ¥
E)- PARIS HILTON - FRAU - PROMI - SEX - PORN...  64.90KE 0 Bytes -] 2 Auto[Hi] Waiting H
&3] 1 [%%%] Paris hilton - sexy webcam sexe porno ... 93.78KB 0 Bytes _ 1 Auto[H] Waiting ¥
1) 1{ WILDA FAIT)! Jouir AVEC vibromasseur fluo ... 62.29KB 0 Bytes I —— 0f1 Auto[H]  Waiting i
508 Sex Babes Sky Lopez Porn Stars FetishMan...  92.47KB  OBytes e 4 Auto[H] Waiting H
£ 09 Sex Babes Sky Lopez Porn Stars FetishMan...  3.19MB  0Bytes _—, 3(5 Auto[H] Waiting :
£ 1018-5ky-Lopez-Ass-Cover-Dvd-Picture-Teen-...  54.42KB  0Bytes ] 1 Auto[H] Waiting H
] 14Y0 Niece Flash New Tits Qsh Tina Pass Paris ... 284.65KE 0 Bytes [ 01 Auto[H] Waiting i
1 §i5 ADLLT Hilton - paris hilton.jpg 208.28KB  OBytes I — 1 Auto[H] Waiting 7
@Alabama Teen Young Sexy Lolita From Tina Pa...  42.20KB 0 Bytes DB —— 11/12(1)  Auto [H] Downloa... 7
|E] ANASTASIA KASS se fait lecher par une petite ...  130.01KB 0 Bytes I —— 0 Auto[H] Waiting H
Lljanita rinaldi defonce anale bianca dark donna ...  63.58 KB 0 Bytes _ 0 Auto[H] Waiting B
5] Anna Kournikova Brisbo Nikki Cox Paris Hiton P...  174.53KB 0 Bytes ] 2 Auto[H] Waiting H
|E BRITHEY SPEARS - Foto senza mutande, serat... 646.29KBE 0 Bytes e 12 Auto[H] Waiting iV
< | 2>
4 Uploading (0 P R &
User Name File Speed Transfe..., Waited Upload Time  Status Obtained P.
i >
Clients on queue: 0 (3 banned)
Finished downloadir ﬂ Users:36.0 M{508)|Files:3.9 G(78.7 k) Q’ Up: 0.9 | Down: 1.9 @ eD2K:Connected|Kad:Connected Waiting. ..
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“aeMule v0.49c
= " '- &0
Bl A
Disconnect Kad Servers Transfers Search  Shared Files Messages IRC Statistics Options Tools Help
Contacts (187)
o Type Distance Lol [ Recheck Firewall ] [ Disconnect ]
(:j 02C6DB0E42D8095735E936C3EFCE3ACE 3(8) 010110001011111000111000111100101101011010111100011 ~ @ Bootstra
€ ) 02D8BFB182788293206E8740D91649F2 3(5) 010110001010000001011100010011010001011000011100111 Por A.ddfess- Part:

€)020D2CC23A373ADD07738CCADESIES71  3(S)  010110001010010111001111001111101010111001010011010
) 08198707 1E46F233052F91864A4AD444  3(4)  010100100110000101100100111110111000101000100010100 | | I |
€ 08693ECE2ESBS035E39DCA9820D9EI31  3(8)  010100100001000111011101001101001011101000111111001 Nodes. dat from URL:
€)089815C9CDB093A41EB5144538363928  3(8)  010100101110000011110110001101010101100111010100111 O |
€ 08D133F2095343434CF707CODY7DDSSS  3(4)  010100101010100111010000000011101001110100110111001 ® From known clerits

€ 09664EF74EADO779FBOF44602865948  3(2)  010100110001111010101101000010111101101011001001011
) 098598A2FDFF6FFE3415CC74FEF6084E 3(8)  010100111111110101111011010111100110100110011011000
€)09B2399366390832A56BE77BSOE01 777 3(4)  D10100111100101011011010011011111111001001011101011 || Contacts
() 10977F422A996BCB76B321C46FD7FE81  2(4)  010010101110111110011100101111101011111011111101000

€ 10D651E1112636A860F48BC651824343  3(8)  010010101010111001100010000111011000010101001111010
€9 12AE3106B158B6B6BS0DE320DE3DC23D  3(5)  010010001101011011010010111110100010010100111100110 || 10
€ 140286981E759732F6054A645C9A036A  3(8)  010011100111101001100101011001001000101000010001111
) 147586EDSDBACI4EBDBEEI2S0BA6B4A3  3(0)  010011100000110101100101000100011100100111011110101 ¢
€ 149537DE0ACEB74A943021BBF80941BF  3(8)  010011101110110111010100001000101001111010101010110
() 1572687C540AB0SFD23B374ABAEBI6EC  3(8)  010011110000101010001011100000001100000001101110110 ¥ |

] il | B g Kad Network
@ Current Searches (7)
Nu... + Key Type MName Status Load
R 13 02C38B1121571B1A2382130F6B46BASA Search Sources anita rinaldi defonce anale bianca dark donna ma...  Stopping 0{0|0)
Q 14 06DCI10F42AASC445E457928D3D96D89  Search Sources BRITMEY SPEARS - foto senza mutande, seratac... Stopping 0{0|0)
Q 16 031302A7AF621110BESOC385A17F8477 Search Sources Britney Spears Pussy Shots Nicepussy Paris Hilto...  Stopping 0{0|0)
R 17 07491BFFCDOFF16A7C1B70294DDAEB42  Search Sources 08 Sex Babes Sky Lopez Porn Stars Fetish Manga... Active 0(0|0)
Q-1 B425E45C468CA0CF1ADOESD328189DF3  Mode Lookup Stopping 0{0|m
Q -1 41FE13971F36B11442E3AB5FDCO95CH1 Mode Lookup Stopping 0(0|0)
Q-1 4DEFFFO11218924563E7733EEDB1B3E0 Mode Lookup Stopping 0{0|o
B 1] [ 2
Finished downloadir & Users:36,0 M{187)|Files:3.9 G{29.0 k) *’ Up: 0.9 | Down: 6.5 w eD2K:Connected|Kad:Connected Waiting. ..

Shows the actual connection to the KAD network.
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Statistics:

& eMule v0.49c

G @ kS a@8p P B D X P

Disconnect Kad Servers Transfers Search Shared Files Messages IRC Statistics Options Toaols Help

[+] statistics last reset: 17-11-2008 17:54:01 ey

=l
4 Session UL:DL Ratio: Waiting... § G DT R RS SR (] S f B
4 Session UL:DL Ratio (Friends UL excluded): Waiting... 3
« Cumulative UL:DL Ratio: 1: 1,94 E 48.0
= 4 Uploads £
= @Session 2 a0 RSB RN PP T R R R T [ | S
+ 4 Uploaded Data: 0 Bytes LT Rt SISy 321 =
4 Uploaded Data to Friend Slots (Session): 0 Bytes {
< Active Uploads/Needed to fill Bandwidth: 1 0.0 M Session average MlAverage (5 mins) E_]Current
« Total Uploads: 0 18:39 mins
< Waiting Uploads: 0
44 Upload Sessions: 0 16.0
- Total Overhead (Packets): 329.79 KB (5.81 k) B - A A R R R R R R R R A R R R R R R R R R R RN RRE

=) Q Cumulative
44 Uploaded Data: 174.20 GB
44 Upload Sessions: 103203
4 Total Overhead (Packets): 6.89 GB {112.35 M)

Upload-Speed
w
o

= 0 Downloads T
+ @ Session
- @& Cumulative 22
+--4 Downloaded Data: 337.76 GB 0.0
+« Completed Downloads: 7066 W Session average M Average (S mins) CcCurrent
5.4 Download Sessions: 97427 [ Current (excl. overhead) Friend upload 18:39 mins
< Gained Due To Compression: 17.46 GB (5.2%) 100.0
4 Lost Due To Corruption: 1.45 GB {0.4%)
# -4 Total Overhead (Packets): 4,98 GB (116.77 M) 5 ¢ I8
Q Connection ﬁ
& @5ession PR
@ Cumulative S
Time Statistics 333 ....................................................................
4 Statistics last reset: 17-11-2008 17:54:01 16.7
4 Time Since Last Reset: 225 Days 18:16 Hours {
# @) Session & [ Active connections (1:3) [JActive uploads W Total uploads
# & Cumulative v Oactive downloads 18:39 mins
UploadSpeedSense: ﬂ Users:36.0 M{2.0 M)|Files:3.9 G{315.4 M) <§> Up: 0.7 | Down: 859.1 Q eD2K:Connected|Kad: Connected 65535.0 | Oms

From the statistics picture, you can see the active traffic, accumulated data for downloads, uptime
and so on. The content is constructed from the file “statistics.ini” — the page is just a graphic
presentation of these data.
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Settings:

Options E]
& cenerl

¢ Display User Name
Q Connection } ’
ﬂ Eroxy: Language
¥ server IEninsh {United States) v ’

&3 Directories .
Miscellaneous

& Files Beep on errors
§| Maotifications Bring to front on link click
B8 Statistics Prompt on exit
[(]Enable online signature
@ IRC Enable MiniMule
) Messages and Comments [JPrevent standby mode while eMule is running
(& Security [ Edit Web Services... ] Handle eD2K Links
(77 scheduler
Startup
@ ‘web Interface S Days
4 Extended Check for new version =
Show splash screen
[] start minimized
[] start with Windows

[ ok ][ Cancel ] Apply

Under “Settings”, there are a number of possibilities, in which you can set up your client. It will,
however, take too long to cover all functions.

Under ”Directories” , it will be shown, which folders the user actively has chosen to share.

Under “Extended” it will be indicated, whether the user has chosen to log traffic.
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The Mounting of an Installed eMule Client

In connection with the examination of an installed client, it is possible to get the client

running/started by mounting the evidence file containing the disk from the installed client.

You can mount the Evidence file in different ways — either by mounting it directly from EnCase or

by using Mount Image Pro (which | recommend).

Mounting via Mount Image Pro takes place this way:

1. Open the folder containing the Evidence file that is to be mounted.

2.

Right-click on the ”*.E01” file and choose “Mount Image Pro ->Mount as Logical Drive(s)”.

Mawvn Starrelse | Andret den [
5l Case 2.chak okKB 20-05-2003 10,,, 2
,@mﬂ 655.379KB  20-06-2008 10... 2
iln:ase 2 ""H"'F"E'Hm coe oo oo o “““3 10... 2
E case Frase Mount as Slngle Drive 0. 32
Case 2 Eraser Secure Move 2
case : 2
— Scan for Viruses, ., 5

Ebr med. ..

3. The drive will now be available in “Denne Computer” (This computer).

4.

It is now possible to browse to the “eMule mappen” (eMule folder) on the mounted drive.
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& E:\Program Files\eMule

File Edit View

@Back b \J

Favorites

Tools Help

EEX

w

' Other Places

Details

" p Search [‘Li1 Folders -
Address |[23) E:\Program Files\eMule ¥ I Go
. . ~
id Folder Tasks " ;l config | Incoming
ake a new Folder
-8 Publish this folder to the == =
\Web |/I lang logs
Z Share this folder
| skins o Temp
{
() Program Files = = changeloqg.ger.txt
{5} My Documents ‘(/I webserver = ’lrjzilter:'cu:urnent
(=) Shared Documents
g My Computer = changelog.txt eMule Light.tmpl
- = Text Document TMPL File
& My Network Places = | icke M 71 KB
V emule.exe eMule.tmpl
= emule . TMPL File
* http:ffwww, emule-project.net @ 113KB
= license.txt = license-GER.txt
== | TextDocument = | TextDocument
= 1SKB = 18 KB
- LinkCreator.exe = readme. bxt
T . eMule LinkCreator with HTTP S... == | TextDocument
- a eMule-Project.net = 13KB v

Notice, that the drive has got another drive letter. Originally, it would have had “C” as drive

name.

Double-click on "e

At start up of the programme, an error message will appear telling you that the folders

mule.exe”.

”C:\Programmer\eMule\incoming” and ”"C:\Programmer\eMule\Temp” are not to be

found.

eMule

OK

6 Failed to create Incoming Files directory "C:\Program Files\eMulelIncoming" - The system cannot find the path specified.
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Q Failed to create Temporary Files directory "C:\Program FilesieMule\Temp" - The system cannot find the path specified.

As can be seen, the programme is unable to find the folders on the path. The path has to
be corrected subsequently in the programme itself.

Click on “OK” for both error messages and open the programme’s user interface.

Go to ”"\eMule\Config\shareddir.dat” and open this via Notepad. Read which possible
folders have been shared by the user (notice that possible subfolders are not automatically
shared).

Return to eMule’s user interface and choose the menu item ”"Options” and the submenu
"Directories” . Correct the drive name to the drive letter, that the disk is mounted with,
and mark possible user made folders as shared (the folders that are mentioned in
”shareddir.dat”).
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4% General w Directories

,’f Display Incoming Files
& Connection [ E:\Program Files\eMule}Incoming E]‘
43 Proxy Temporary Files
[ server \ E:\Program Files\eMule! Temp )]
Q — Shared Directories (Ctrl-Click includes subdirectories)
i

b &[] 3% Floppy (A:)
B Notifications [ ] Local Disk (C:)
B0 statistics [+ D@ Photoshop (D:)
@ re - []<e PLEOMAX (E:)

Q) Messages and Comments
{3 security

I_If.’ Scheduler

@ web Interface

{Q Extended

UNC Paths \

I OK ] [ Cancel Apply

10. Click “OK”.

11. Shut down and restart eMule.

12. It is now possible to see all shared files — including possible files that are about to be
downloaded and where sufficient data has been downloaded for sharing.

File Name Size R.. Accepte... Transferred Data  Shared parts Folder « Compl...  Shared eD2K|Kad
@ 1{Film Porno)! Yideo ¥xx P... 36.07MB 1... 0(0) 0 Bytes (0 Bytes) I C:\Program Files\eMule\Temp 7 @
@31[0] did- noche vieja 2006...  17.89MB ... 0 0 Bytes (0 Bytes) o I  C:\Program Files\eMulel Temp 1

[&]Adult Celebrity Sex Video.., 207.91MB 3. 0(0) 0Bytes (0Bytes) L LB C:\Program Files\eMule\Temp o @
@&IMoi PARIS HILTON MONF...  35.38MB ... 0(0) 0 Bytes (0 Bytes) I C:\Program FilesieMuleiTemp ]
&)%xx Diva Tera Patrick 138...  17.89MB ... 0{0) 0 Bytes (0 Bytes) e I C:\Program Files\eMule\Temp o @
Q‘]- Super video porno avec ... 6.05MB ... 0(0) 0 Bytes (0 Bytes) _ C:\Program Files\eMule\Inco... 1

5] 1 WILDA FAITY! Jouir AY...  62.29KB 1. 0{0) oeytes (0Bytes) [N C:\Frooram FilesieMulelInco. . 1 @
] 1Best Farrah Fawcett! Nu...  72.03KB J... 0(0) oBytes (0Byvtes) D C:'\Frogram FilesieMuleiInco. .. 1 @
¥)[0] Oops - (3)Britney Spe...  7.50MB 1. 0(3)  oBytes(720.00ke) | C:\Program FilesieMuleiInco. . 1 @
@&]_VIDEOPORNO __Gon...  2.68MB J... 0(0) 0Bytes (0Bytes) [ C:\Frogram FilesieMulelinco. .. 1 @
£ 09 Sex Babes Sky Lopez ... 3.19MB J... 0¢2) obytes (360.00ke) NN C:\Frogram FilesieMule\Inco... 1 @

13. In connection with this exercise, it is a good idea to document your discoveries with screen
dumps. These pictures often say more than words and show how the user has seen his
interface.
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It is completely safe to use this method as the Evidence file is write protected, which means that
possible changes only take place in RAM.

This method is relatively simple to carry out. Of course, you may also start the mounted disk
through LiveView and VirtualMachine. This is, however, only possible if all shared folders are
placed on the same physical hard disk, as it is not immediately possible to mount several disks at
the same time and run them through LiveView.

By making use of the above-mentioned method, it is possible to mount a random number of disks
and get the installation running across various disks.
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Forensic Examination of eMule

Standard installation

The standard installation of eMule is found on "C:\Programmers\eMule”. The installation
automatically sets up the folders “C:\Programmer\eMule\incoming" and
"C:\Programmer\eMule\Temp" as shared with other users. As mentioned earlier, this “share”

function cannot be switched off.
In EnCase it looks like this:

Case Law Enforcement
F dit View Tools Help
ii3New (25 open Il Save JPrint “e» Add Device  Search [ Fefresh
lﬁ Cases| x| [} E Table E]Report %] Gallery E)Timeline QDisk % Code
(£3 Home [ Bockmarks 2 e » Name | Fier i Re‘}';ort | ;ii i T?::e 1 CatFe“:w Signature Description
olaFile Extents & Permissions 4 b a 1 [ config Folder
j H-J-DDIE] Programmer E o2 ) Incoming Folder
-0 Adobe O 3 |)lang Folder
—DO(C) a02000pr O 4 |3 skins Folder
l- Arachnophilia. » D 5 & Temp Folier
& gg :;E':us Appiations E| ; ) webserver Folder
DI config - Q, L [ emule.exe exe  Windows Executable Code\Executable File, Archive
) Incoming I:] 1 [ LinkCreator.exe exe  Windows Executable Code\Executable File, Archive
) lang Q 9 [ changelog.txt txt  Text Document File, Archive
) skins [J 10 [ changelog.ger.txt txt  Text Document File, Archive
) Temp 0 11 [ license.txt txt  Text Document File, Archive
[ webserver 012 [ license-GER..txt txt  Text Document File, Archive
& D[‘:f‘] EncCased Dl; [ readme.txt txt  Text Document File, Archive
& D]I,j E!wCasea El 1; [ Template.eMuleSkin. .. ini Initialization Windows File, Archive
:lg ;::;::n;;; Q,li [ Template.Notifier.ini ini Initialization Windows File, Archive
500 Goodle !:LIE [ emMule Light.tmpl trnpl File, Archive
[JE HyperCam 7178 [ eMule.tmpl tmpl File, Archive
O[] IDM Computer Solutions ] 18 [ Uninstall.exe exe  Windows Executable Code\Executable File, Archive
11 Internet Explorer [J 19 [ downloads.txt txt  Text Document File, Archive
005 Java 672E [ downloads.bak bak  Backup Document File, Archive
(1) Messenger
| B microsoft frontpage bl |85 i | 3

Windows registry

We find no information of any interest in the registry.

Information about shared folders/files

In the file "C:\Programmer\eMule\config\sharedir.dat", we find information about shared folders
(apart from “Incoming” and "Temp”). The files can be opened by Notepad.
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Other Files of Interest

The files listed below are worth examining closer:

14. preferences.ini (Contains information about accumulated up-/download, among other
things)

15. downloads.txt (Contains information about ongoing downloads)

16. AC_Searchstring.dat (Contains the last typed search words)

17. known.met (Information about files that have been shared — both present and former)

preferences.ini
The file is found in the folder ”C:\Programmer\eMule\config”.

The content of “preferences.ini” can be documented with advantage, by activating the client and

having the content visually presented:
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A
=% Transfer

4 Session UL:DL Ratio: Waiting...
4 Session UL:DL Ratio (Friends UL excluded): Waiting. ..
« Cumulative UL:DL Ratio: 1 : 1,94
=4 Uploads
= @ Session
[+ Uploaded Data: 0 Bytes
4 Uploaded Data to Friend Slots {Session): 0 Bytes
< Active Uploads{MNeeded to fill Bandwidth: 1
< Total Uploads: 0
< Waiting Uploads: 0
< Upload Sessions: 0
4 Total Overhead (Packets): 355.42 KB (6.31 k)
& Cumulative
[+ 4 Uploaded Data: 174,20 GB
(4 Upload Sessions: 103203
[+« Total Overhead {Packets): 6.89 GB {112.35 M)
=-<% Downloads
#= @ Session
= e Cumulative
[+ 4 Downloaded Data: 337.79 GB
« Completed Downloads: 7066
4 Download Sessions: 97429
4 Gained Due To Compression: 17.46 GB (5.2%)
< Lost Due To Corruption: 1,45 GB (0.4%)
4 Parts Saved Due To I.C.H: 67
[+ Total Overhead (Packets): 4.98 GB (116,77 M)
Q Connection
[+ Q Session
-4 Cumulative
(D) Time Statistics
4 Statistics last reset: 17-11-2008 17:54:01
4 Time Since Last Reset: 225 Days 18:17 Hours
[+ @ Session
-4 Cumulative

&

-

)

downloads.txt

The file is found in the folder ”C:\Programmer\eMule\”.

This file contains information about the files that are being downloaded at present — that is the
same information which is shown under the tab “Overfgrsler” (Transfer).

The content is readable in Notepad and will look like this:
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Date: 13-06-2008 09:34:13

Directory: C:\ProgrammerieMulei\Temp

Part file eb2Kk 1ink

010. part ed2k://|Tile|13%200r%2014%20vr%20Teen%20Gir 1%20Masturbates®20In%20Front%200f%20webcam, ¥20Hairless%20
013. part edzk://|file|paris_hilton_1.jpg|113903|02375E762BB138DCE2ZA7LCROF0AQATSO] S

005. part edzk://|file|l.Night.In.Paris. -%20Paris%20Hi1ton%205ex%20Tape%200vD. mpg| 659753388 | 30123CD9B5FOBF2AT G
009. part edzk://|file 14y0%2015y0%2017y0%2018y0%20mastur‘bat"lon%ZOSquirt%ZOpar‘t%/%ZOg'ir"Is%ZOb'Iasen%ZOsex%ZOvide
017.part edzk://|file|sex%20video%20Inzest%20Sperm%20Porno%20Teen%20Par 1s%20H1 1ton%20Tochter%20asian%2001 1do%
004. part edzk://|file|Porno%20Paris%20Hilton%200riginal®20pPrivate®20Fuck-video. avi|103561138| 52E96962A0722728
011. part edzk://|file|Paris%20H1 1ton%200runk%20after%204A%2 061 g%20Party%20-%20And%20showing, %20Upskirt, ¥20Pedo!
002. part edz2k://|file|Paris%20Hilton%20Ful1%20version. avi|143304704 | FDDLFDEAZ1C62AF8B7 S60FDS3CEE449F | /

014 . part ed2k://|Tile| DESKTOP%20PC-Gir1s%20291%20-%20Par 1s%20H1 1ton%20-%20(%20nude¥%20actress, ¥20cel eb, %¥20porn:
006. part edzk://|file|Celebrity®20Giving%20Head%20Compilation%20-%20Pamela%20anderson, Chloe%20sevigny, Gena%20
001. part edzk://|Tile|x00®%20-%201%20NT ght%20In%20Par is-%20Paris%20H1 1ton%20Sex%20Tape%200vD. mpg| 659753388 |4EC
018. part ed2k://|file|Paris%20Hi1ton%20s40%20v1%200k%20128x160%20maneirasso%20raro. jar | 64213 |CS5FAF2D3B4A2AD1S
003. part edzk://|file|2.%20Paris%20H1 1ton%20-%205econd%205ex%20Tape%20(leshian). avi?352850232 | EBS5BABLCASCT77EC.
008. part edzk://|file|Britney¥%20spears%20and¥%20Kevin%20Feder1ine' s%20New%20Sex¥%20TapeX%20Real! | 1%20 "' better%20T
019. part edzk://|file|madonna¥%20-%20Music%202008%20(%20virtual%20Groove®20Dub¥%20rRem x)%20-%200nbek end%2 0-%2 OM

Aline in “downloads.txt” could look something like this:

013?art ed2k://|file|paris_hilton_1.jpg| 113903 |02375E7B2BB138DCE2A71C89FOAOA750 |/

“.part” number File name File size in bytes eD2K hash value

The line above is a fully valid eD2K link that can be copied directly into a browser, which then
automatically opens an eMule and starts downloading this specific file.

AC_SearchStrings.dat

The file is found in the folder "C:\Programmer\eMule\config”.

The file contains information about the search words last used. The words are given in Unicode. In
EnCase, “Text Styles” may with advantage be set to Unicode:
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LE_E' Home| o< File Extents @ Permissions 4»||[] 4 | [J cryptkey.dat dat  Data ASCII &Binary CodelLibrary
é{;[___]:f_’] eMule A1 5 [ known2_64.met met
oS config [J & [ statistics.ini ini Initialization windows
‘"DD;{j Incoming [J 7 [ addresses.dat dat  Data ASCII &Binary CodelLibrary
£Dj lang [J 8 [ staticservers.dat dat  Data ASCII &Binary CodelLibrary
]I skins | r . i i
& T [J 9 [ webservices.dat dat  Data ASCII & Binary CodelLibrary
S0 Temp -
s wabserver [J 10 [ preferences.ini ini Initialization windows
o) EnCased SO 11 [ cancelled.met met
3[](C) EnCaset [J 12 | [ clients.met met
— (1T Filemonht [J 13 [ clients.met.bak bak  Backup Document
D[___]:[;’_] Fzelles filer [ 14 | [ emfriends.met met
-LOE [ AC_searchStrings.dat B ata inary  CodelLibrary
-0 Google [J 15 [] AC_Searchs d dat  Data ASCII & B CodelLib
‘*3@’{3 HyperCam [ 16 [ AC_ServerMetURLs... dat  Data ASCII &Binary CodelLibrary
Bolo iD:" C°rt“:”t'|3' Solitions [J 17 [ AC_BootstraplPs.dat dat  Data ASCII &Binary CodeiLibrary
5[5 Internet Explorer
DDQ B [J 18 [ SearchSpam.met met
H-OI) Java vil 1
(=] Text| GdHex LgiDoc %3 Transcript B pituie E|Report 4 p } Y3 Enscript A Hits 7 Filters (£ Conditions 3 Display ] Queries |\, Text Styles
00ketallica ‘ A RTL@60
Zdmadonna A.{_\. RTL @ 80

4Zparis hilton
i —A RTL@ 100

~A RIL@ 120
—A RIL@FTP

) Unicode

— A Unicode @ 40
— A, Unicode @ 60
— A, Unicode @ 80
— A Unicode @ 100
— A Unicode @ 120
A Unicode @ FTP

n . n

In this example, the user has run searches on "metallica”, “madonna” and ”paris hilton”.

known.met

The file is found in the folder "C:\Programmer\eMule\config”.

“Known.met” is a virtual gold mine of data. The file contains information about all files that have
been downloaded through the programme — or have been placed at the disposal of other clients
by our user. It is possible to read out the data listed below:

e File name

e Filesize

e eD2K hash value

e When the date has last been changed

e Number of requests for the file from the network
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e Number of requests accepted

e Number of bytes that have been uploaded

e The file’s upload priority

e “Last seen finished” date — that is, when has the file last been posted as available on the
network from this installation (from version 0.48a).
| will go into details with this later on.

An analyzis of "known.met"

When eMule is installed, the file “known.met” will not be created before connection has been
made to the network. The first time eMule is shut down, the file will be created. If no material has
been downloaded, the file will only contain 5 bytes of data. In HEX the file will look this way:

OE 00 00 00 00

The first byte (offset 0) contains the value OE (NOTE: in newer versions it can be OF), which is the
file’s signature byte. Offset 1-4 contains information about the number of records in “known.met”
and as can be seen above, no files have been downloaded.

If the first 5 bytes in “known.met” contain the following data:
OE FF 00 00 00

You may deduce from this, that there are 256 entries in all, in this “known.met”, since the decimal
value for “FF” is 256.

When examining "known.met”, you can open it in Notepad, for instance, but the information is
not very usable. It is only possible to deduce file name and type.

bOGSOsESCISAV (¢ "E4Teey&edso \Exkt—eAROTAe féiia 011ai{i(%d e eseeese%eMadonna
- Hung Up (Album Version) .mp3
e e e 0€Pf

eeeepPf YeooeToeeooeoeescesceRecsccsccsscsses' e OO3KVGPWEJPLN2ZFYNCMSB7IIHUWMPIM
eeel oyBG eee™

eecseccsee] 48 parteseOQeeccsed@Qeececedes Hung Up (Album Version) eeeNeAlbum
Version

As can be seen, there are many “holes” in the data that can be read in text view.
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In order to get more out of the data, you have to change to HEX View. The same posting looks this
way:

B662F44724D40E45A7TBACD73F1562804889AE4CF0200FDEBLIFBE1591C6D7BA6B86ACL1C38CD272C2
1F83EBFCE609D36CCFA4FCDABEF2100000000201000125004D61646F6E6E61202D2048756E672055
702028416C62756D2056657273696F6E292E6D7033030100028050CE0003010050CDB45900030100
5400000000030100510F000000030100520F00000003010019050000000201002720004F51334B56
475057364A504C4E325A46594K434D53423749494855574D504A4D030100210FFFF5470301002201
0000000201001208003134382E70617274030100D351010000030100D440010000020100D2170048
756E672055702028416C62756D2056657273696F6E29020100D10D00416C62756D2056657273696F
6E020100D007004D61646F6EGE6L

It is possible to interpret the data with EnCase, but an actual HEX viewer such as WinHEX is much
more usable for the analysis. In WinHEX it is possible to interpret data up to 64 bytes onwards and
give information, whether there are any possible time and date stamps and so on.

See the example below on the use of WinHEX.

Dffset 02 SR 2 3R o 75 6 07 9: 9UI0ETINL23 TA TS
Q0000000 45 A7 BA CD 73 F1 56 28 04 HbaGsd ESeIsHvV(
0oo0001e EB 1F BE 15 91 C6 D7 Bi 6B 1181 & # “&Ex%k
0ooooo32 C2 1F 83 EB FC E6 09 D3 6C - Z10rd p&iz O1
Qoo0oo048 00 00 00 02 01 00 01 25 00 IHiO4o %
00000064 20 2D 20 48 75 6E 67 20 55 Madonna — Hung U
Q0000080 6D 20 56 65 72 73 69 6F 6E p (Album Version
0000009%e 00 02 80 50 CE 00 03 01 00 ) .mp3 1Pt
poooo11z 00 54 00 00 00 00 03 01 00 PI°Y T
poopo1zs 00 52 OF 00O 0O OO 03 01 0O Q R
00000144 00 27 20 00 4F 51 33 4B Se ' OQ3KV
00000160 4E 32 S5A 46 59 4E 43 4D 53 GPU6JPLN2ZFYNCHS
00000176 4D 50 44 4D 03 01 00 21 OF B7IIHUWMPIM !
ooooo192 01 00 00 0O 02 01 0O 12 08 waG Y
poopo2z08 72 74 03 01 00 D3 51 01 0O 148 part (0]0]
poopo224 00 00 02 01 0O D2 17 0O 48 O@ O H
00000240 28 41 6C 62 75 6D 20 56 65 ung Up (Album Ve
00000258 01 00 D1 0D 00 41 6C 62 75 rsion) F  Albu
ooopon272 6F 6E 02 01 00 DO 07 00 4D m Version b H
opooozaes adonna

8 Bit [+]: 182 .

16 Bit [+): 25270
32 Bit (+): 1207198390
C Date: 03-04-2008
04:53:10

Be aware of that the “Data Interpreter” interprets the data both as numbers and dates — for
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instance in this case where the 32 bits are interpreted both as numbers and UNIX date. You have
to be aware of, that the interpretation is made from the existing data, which means that “false
positives” could occur in relation to datings and so on. As a consequence of this, it is important to
look at the data structures when analyzing in WinHEX.

What do the different data mean?
In the example below, the meaning of the different data can be read out:

Of fset 4 5 6 7 8 910 1T 12 I3 14 15| 0

gooooooo Ee 47024 D4 OE 45 A7 BA CD 73 F1 56 28 04 SB8GsO ESeIsAv(
00000016 88 94 E4 CF 02 00 FD EBE 1F BE 15 91 Cé D7 BA 6B 1151 ¢& % “Ex%k
00000032 86 AC 11 C3 8C D2 72 C2 1F 83 EB FC E6 09 D3 6C 1~ Z10rd 18i= Ol
00000048 CF A4 FC DA BE F2 HUDINDONDDNOZ 01 00 01 B Toitxcm =0
00000064 4D 61 64 6F 6E 6E 61 20 2D 20 48 75 gE 67 20 55 Madonna — Hung U
goooooso 70 20 28 41 eC 62 75 6D 20 56 65 72 73 69 6F 6E p (Album Version
00000096 29 2E 6D 70 33 DEN0IN00NN02)EDESDECENDDNDENDENDE ) o2l NEDEEEN
gopoo112 CD B4 59 00

goooolze
00000144
00000160
00000176
ooooon1l9z
goooozog
oooonz24
00000240
00000256
oooopnzz72
gooopzag
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19 [141-144 (03010019 |TaG:Upload priorit

191-154 DATE/TIME when file last has been posted on the KAD
network as present for sharing

Every record may contain a number of different META-tags and all tags are not always
represented. Moreover, it has not been possible to interpret all tags completely.
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In general, META-tags can be divided into two groups:

e Strings
e Numerical values

Strings:

The META-tag for strings has the format “02 01 00 xx”, in which “xx” represents the "value” of the
tag. Immediately after the tag, the 2 bytes are placed that contain the length of the string.

Numerical values:

The META-tag for numerical values has the format “03 01 00 xx”, in which “xx” represents the
"value” of the tag. The subsequent 4 bytes contain the numerical value or a date/time value
(UNIX/C-date).

Examples of different META-tags.

TAG Meaning

02010001 File name

02010012 Temp file name (.part)

02010027 AICH hash *)

02 01 00DO Artist name

020100D1 Album

0201 00D2 Title

03010002 File size

03010019 Upload priority **)

03010021 File dating (date/time when file has last been posted on KAD ***)
03010022 Currently unknown (possibly a mp3 tag)
03010050 Transferred amount of data (total upload)
03 0100 D3 Playing length of file in sec.

03010051 Number of requests from network
03010052 Number of accepted requests

030100 D4 Bit rate

03010054 Currently unknown

*) This hash value is an Advanced Intelligent Corruption Handler hash value. It helps you
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determine whether parts (“chunks”) of downloaded data are corrupt. Each “chunk” is divided into
53 (52x 180KB and 1x 140KB (9500 KB)) and each of these parts is hashed with SHAL. Each of these
hashes is called a “block hash”. By combining a couple of “block hashes” — each part with the part
next to it, for instance — eMule gets a complete “tree” of hash values. This “hash tree” of “block
hashes” is called the AICH hash set.

**) The upload priority is automatically set to the value ”“05” (Auto), but it can be changed by the
user. This is done in the window “Shared Files”, wherein each file can be set manually to the
desired value.

Upload priority:

00 00 00 00: Low

01 00 00 00: Normal
02 00 00 00: High

03 00 00 00: Release
04 00 00 00: Very Low
05 00 00 00: Auto

**%*) This time and date stamp is rather special and demands an explanation:

When eMule connects to the network, the programme checks whether the individual file is still in
the shared folders. If the file is present, eMule will try to post the file on the KAD network. If the
file in question has insufficient sources, the file will be posted and the actual date/time (in GMT)
will be updated. On the other hand, if there are insufficient sources on the KAD network, the file
will not be posted (in order to prevent flooding). Instead the file is given a time and date stamp
(“reposting time”) which is actual time + 5 hours (GMT). When the new time comes, the process
will be repeated. If there is a shortage of sources, the file is posted with the actual time (GMT) or
else the file will get a new “reposting time”, which again is actual time + 5 hours.

This means that when examining “known.met” it is possible to determine for how long time the
individual file has been shared (+/- 5hours) — even if the file has been removed or deleted from the
shared folders. You can work out the period in which the file has been shared by deducting the
posting time from “last changed” time (Notice that this is ONLY when the file has been
downloaded through eMule — more about this later on).
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How do we determine whether a file has been downloaded via eMule or the user has
placed it at the disposal of the network?

In the file ”C:\Programmer\eMule\config\shareddir.dat” paths are found to the current shared
folders (“incoming” and "Temp” are not mentioned here).

If other folders have been shared, all files in the folders will be added to “known.met”, but the
individual files will not have references to a ”.part” file. This means that NO tag exists for this
information (02 01 00 12) in this record.

A quick way to check this is to read out the number of records in “known.met” (offset 1-4), and
then carry out a search on the HEX values 02 01 00 12 and compare them with the number of
records that have been read out earlier. If there is a difference, single files will have been shared
by the user (NOTE: If the user chooses to delete the old program before installing a new — or the
known.met file has been deleted/corrupted - there will be no referenced to the “.part” file — even
if the file had been downloaded by the previous program installation. Do a thorough examination
on this prior to saying, that the user has set the files shared by him self )

The content of the”"Temp” folder

When examining the folder "C:\Programmer\eMule\Temp", we see that this folder contains the
partly downloaded files.

During download, a file is divided into 3 separate files:

o “xx.part” file
e  “xx.part.met” file
e “xx.part.met.bak” file

"xx.part" file contains the actual file data. The file has the same size as the complete file (possible
missing file parts are being marked with "00”).

"xx.part.met" contains "meta-data" for the file, such as file name, file size, data chunks
downloaded, AICH hash of chunks downloaded and so on.
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"xx.part.met.bak" is a backup of "xx.part.met".

If a partly downloaded file contains a video sequence, you can often play it in MediaPlayer or in
VirtualDub, for instance.
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Analysis tool for ’lknown.met”

Instructions on using "DonkeyMetParserv. 1.3.3”

The GUI of the the parser:

B Donkey .met parser (1.3.2) Q@

File Edit Help
Filename Filesize in bytes ED2K hash  Last written time Hits = Accepted hits  Bytesuploaded = Upload priority = System check time Time delta Has part

How to use:

Prior to the first use, you have to update the program with your current timezone:

1. Open <Edit> -> <Preferences>
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B Preferences

MetParser .
I;M\ MetParser

=

Separator: I 3 I

Locale: | Europe/Copenhagen |

[RestoreDefauIts][ Apply ]

L OK J[ Cancel ]

2. Fill in the desired separator for the CSV file (";" is the default separator in Excel (Europe) ) -
this way you can directly open the file in Excel just by double-clicking it

3. Fill in your locale time zone (find the right time zone table below. By filling in the right zone
instead of the GMT offset, you'll have the right change of DST (Daylight saving time))

4. Click Apply

5. Go to <File> -> <Open> to browse to the desired "known.met" file and click "Open"

6. The parsed data will be shown in the grid
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EEX

nkey .met parser (1.3.2)

)
)

File Edit Help

Filename Filesize in bytes  ED2K hash Lastwritt... | Hits Accepted hits  Bytesuploaded = Upload priority  Systemc... Timedelta Haspart N
New! Pedo 9Yo Tor... 262223208 71ca38be0db2efobb... 12.septe... 3760 328 91491728 1 12, septe... 0 true

xxx Layla Jade -E... 39857624 165367310e61273b...  10. novem... 73 7 20544461 1 11, nove... 13 true

Hot Young School ... 12394824 716dac5c0bf20272b... 14, septe... 141 18 12892036 1 5. oktobe... 508 true

Junkmail - Viimeine... 5688954 foababed3d3a792f0... 1. februar... 18 4 20753262 1 17. marts ... 1085 true -
(XDVD)-Brotherhoo... 103147524 cbea8bas6b919362... 7. novemb... 356 139 702327541 1 30. janua... 2016 true

Tlegal cute 12 year... 40424840 1aeal5faa946f8447...  25. oktobe... 140 0 0 1 true

Eurovision 1988 (S... 1258616832 bb4544e25006e2e6... 17.septe... 170 72 425462369 1 18. septe... 25 true

My Sister On Webc... 11093374 défba1foBefb7bfdcf... 10. novem... 116 2 0 1 14. nove... 86 true

Eppu Normaali-Sad... 94086263 73876ced91b84adc...  27. februa... 3 2 0 1 5.marts 2... 168 true

Stargate SG-19x2... 427022336 f6a3c9813974810ad... 14.septe... 5503 1285 39355961 1 8. oktobe... 584 true

Elokuva -Lasten -... 244066416 5004101746762b53...  23.novem... 26 17 22504509 1 30. nove... 165 true

The Suite Life Of Z... 186340682 397e1beS6eaab76a...  12.juni 20... 416 217 1134685396 5 14, augus... 1504 false

111 Bb1,2 Incompl... 49787152 c56407b1bef228e8f... 1. oktober... 496 23 1886539 1 5. oktobe... 105 true

R Ygold 6Yo With D... 272384000 f0c387d826f28cd45...  30. novem... 70 17 58958452 1 30.nove... 16 true
Jope.Ruonansuu.-.... 52921773 4cc206e8b3093e61... l.marts2.. 64 54 181569799 1 17. marts ... 400 true

Irwin Goodman -R... 41902825 52cfa4312b8491131... 4. oktober... 14 2 5457920 1 8. oktobe... 97 true

Jukka Poika ja Jenk... 7146859 f7f0bSag840aab20fc... 3. august... 0 0 0 1 14, augus... 264 true

Prison Break 2x13 ... 375108000 9b3f60185ed8fdof7...  3.juli 200... 9 5 1125508320 5 5. oktobe... 2246 false

Stargate Sg-1.10x... 366485504 9708861d8440250e... 4. septem... 127 43 72256532 1 5. septem... 32 true
Purchase.url 82 f20c73666f3e04b5b...  26.juli 20... O 0 0 1 5. septem... 18506 false

Finnish - Karaoke -... 96155648 a69616edabbaf208... 7. oktober... 0 0 0 1 8. oktobe... 32 true

Olipa Kerran Avaru... 179378176 ef68e7348c2d4dde3... 24. decem... 117 59 435346674 1 30. janua... 882 true
Jukka-Poika ja Jenk... 8550515 18a019c37a3216al... 3.august... 1 0 0 1 14, augus... 264 true

Stargate Sg-1.10x... 353208310 dbd7c7b762ee27d8... 4. septem... 260 92 283293104 1 7. septem... 50 true

Bridge Builder 3 -P... 23453617 f83cf5ab42b403486...  29. august... 15 1 0 1 5. septem... 166 true

shemale dick licked ... 20340 C74cd17a7b9f1547... 15.septe... O 0 0 1 true

PCM.db 40960 65d097e456555ab2... 25.maj20... 0 0 0 5 30. janua... 6006 false
Brotherhood of Ma... 77119656 4e54342a3265e2e8...  10. februa... 56 45 419946925 1 17. marts ... 876 true

1957 The Eurovisio... 637764300 4f5ce7102e8cb7637... 27.septe... 200 80 145083663 1 5. oktobe... 198 true v

H H . n n
7. Choose <File> -> <Export> - Select filename and path, and click "Save
8. Double click the new CSV file and view the data
| A B C D E F G H 1 | J K

1 Filename Filesize in bytes ED2K hash Last written time Hits Accepted Bytes uplcUpload pr System check time Timedelta Has part
2 |New! Pedo 9Yo Tori 006 Lt 262223208 71ca38be( 12-09-2007 05:32 3760 328 91491728 1  12-09-2007 05:21 -638000 true
3 |xxx LaylaJade - Extreme £ 39857624 16536731C 10-11-2007 09:55 73 7 20544461 1  11-11-2007 00:49 53626000 true
4 Hot Young School Girls [et 12394824 716dac5c0 14-09-2007 04:26 141 18 12892036 1  05-10-2007 09:58 1834327000 true
5 |Junkmail - Viimeinen Puh 5688954 f0ababed: 01-02-2008 15:07 18 4 20753262 1  17-03-2008 21:30 3910965000 true
6 |(XDVD)-Brotherhood Of N 103147524 cbea8babt 07-11-2007 14:11 356 139 7,02E+08 1 30-01-2008 15:22 7261822000 true
7 |lllegal cute 12 year old be 40424840 laea05faa 25-10-2007 19:52 140 0 0 1 null true
8 |Eurovision 1988 (Sslo actu 1258616832 bb4544e2! 17-09-2007 10:21 170 72 4,25E+08 1 18-09-2007 12:21 93607000 true
9 |My Sister On Webcam Nal 11093374 d6fbalfo8 10-11-2007 17:29 116 7 0 1  14-11-200709:21 316318000 true
10 Eppu Normaali-Sadan Vuc 94086263 73876cedt 27-02-2008 18:06 3 2 0 1  05-03-200819:32 609976000 true
11 Stargate SG-19x20 Camel 427022336 f6a3c9813 14-09-2007 01:59 5503 1285 39355961 1  08-10-2007 11:08 2106517000 true
12 Elokuva - Lasten - Tintti Ja 244066416 500410174 23-11-2007 21:44 26 17 225043909 1 30-11-200720:30 600326000 true
13 The Suite Life Of Zack Anc 186340682 397elbe5! 12-06-2007 19:35 416 217 1,13E+09 5  14-08-200713:10 5420065000 false
14 °!l! Bb1,2 Incomplete Zad 49787152 ¢56407b1k 30-09-2007 23:42 496 23 1886539 1  05-10-2007 10:42 385168000 true
15 R Ygold 6Yo With Dad ince 272384000 f0c387d82 30-11-2007 01:54 70 17 58958452 1 30-11-2007 19:18 62648000 true
16 |Jope.Ruonansuu.-.Washir 52921773 4cc206e8k 01-03-2008 04:12 64 54 1,82E+08 1  17-03-2008 21:31 1444755000 true
17 |Irwin Goodman - Reteesti 41902825 52cfa4312 04-10-2007 09:12 14 2 5457920 1 08-10-2007 11:17 353082000 true
18 |Jukka Poika ja Jenkkarekk 7146859 f7f0b9as4 03-08-2007 13:56 0 0 0 1  14-08-2007 15:46 957009000 true
19 |Prison Break 2x13 Money 375108000 9b3f60185 03-07-2007 18:59 9 5 1,13E+09 5 05-10-200710:01 8089294000 false

Please notice that the parser shows the "TimeDelta" in minutes - while Excell shows the
same time in seconds (this due to an internal calculation mode within Excell)
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Explanation to the different fields

Fieldname Meaning Notes

. The name of the file, that the user has clicked
Filename .
on when searching

File size in bytes Size of file in bytes

For files smaller than 9500
eD2K Hash value The eDonkey hash value of the file bytes, this value is the same as
the MD4 hash value of the file

If the file has been shared
"manually" by the user, will
. ) ] this time/date be the original
Last Written The time when the file was fully downloaded .
Last Written" timestamp - see
further under the "Has Part"

part later on

The number of hits on the file from the

Hits

eD2K/KAD network

Number of accepted hits, where the eDonkey
Accepted hits client "grants" access to download data from

the desired file

The accumulated (total) upload from this
Bytes uploadet o
specific file

00 00 00 00: Low

01 00 00 00: Normal
The upload priority of the file (05 - Auto is 02 00 00 00: High
default) 03 00 00 00: Release

04 00 00 00: Very Low

05 00 00 00: Auto

Upload priority
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If the Upload priority has been
changed from Auto, it shows,
that the user has done this
manually to the file (in the
"Shared files" pane he has
selected the file, right-clicked
it and changed the priority)

When eMule connects to the network, the

program checks whether the individual file is

still in the shared folders. If the file is present,

eMule will try to post the file on the KAD

network. If the file in question has insufficient

sources, the file will be posted and the actual

date/time (in GMT) will be updated. On the

other hand, if there are insufficient sources on

the KAD network, the file will not be posted (in

order to prevent flooding). Instead the file is

given a time and date stamp (“reposting

time”) which is actual time + 5 hours (GMT).

When the new time comes, the process will be

repeated. If there is a shortage of sources, the

file is posted with the actual time (GMT) or

else the file will get a new “reposting time”,

which again is actual time + 5 hours.

This means that when examining “known.met”

it is possible to determine for how long time

the individual file has been shared (+/- 5

hours) — even if the file has been removed or

deleted from the shared folders.

When transferring the data
from the parser to the CSV file,
and opening it, the shown

The amount of time, that the file has been amount of time will change

shared from minutes to seconds. In
rare cases you will get a
negative amount of time - see
note further down
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When a file is downloaded through eMule, the

entry in "known.met" will contain a reference Lo
N e ) | True/false indicates whether
to the temporary ".part" file. If this entry not is .
Has Part i there is a reference to the
present, the file has not been downloaded " oart" fi
.part" file
through eMule (at least not the present P

installation)

Ocurrence of "negative TimeDelta"

In rare cases occurrences of negative values will appear, when parsing af "known.met" file. This
happens when a larger file is being downloaded. When sufficient data is available ("chunks") they
are shared on the network in the same way as full downloaded files. The available "chunks" gets a
"SystemCheckTime" stamp, while the "LastWritten" timestamp NOT is present in the "known.met"
file until the full file has been downloaded.

Scenario:

The user selects a 500 Mb file for download at 13:00 GMT present day. During the download he
obtains several full "data chunks" that are set as shared. Every time the file gets a
"SystemCheckTime" timestamp. At 15:30 GMT present day the file gets the last
"SystemCheckTime", and at 16:00 GMT the file is fully downloaded. The entry in the "known.met"
file is created with "Last Written" as 16:00 GMT present day. The user removes the file from the

shared folder before next "SystemCheckTime" is stamped into the file.

When parsing this file the "TimeDelta" will be negative as it is calculated as a subtraction of the
"LastWritten" from "SystemCheckTime".

Even if you have a negative "TimeDelta" you can have a large amount of hits, accepted hits and
upload of data

Finding data of interest in unallocated clusters

When you are making an examination - try to use the following GREP search (EnCase version)
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\x03\x01\x00\x51.{4,4}\x03\x01\x00\x52

This GREP searches for parts of the entries in "known.met"
This search is specifically searching for the "Number of hits from the network" (the tag 03010051)
- then followed by the actual number of hits - which is stated in the next 4 bytes (unknown data)

and then followed by the "Number of accepted hits" (the tag 03010052)

When you have finished this search, you might get a lot of hits (as each entry in the known.met file
has these tags).

How to analyze data found in unallocated clusters

Using EnCase you might get searchhits like below when using the GREP search shown above:
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4C 9

Of f=et g B 23
oooooooo [ 0o 0o
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0oon0nz72e 7 8E 0D &%
00000752 74 8% 8C 57
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NOTE: Both String and Numeric META-Tags
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Which data to copy out?

Offset

00000000
00000016
0ooooo32

00000048
ANONNNA4

| 0 1 2 i3 A4S 6 7

8 910 11 12 13 14 15

Start the copying 5 bytes prior to the
UNIX "last Written” timestamp

.......... .GGX
NULLIWSAWIPDUSJIJ
DC2I4ZYSGIOQX. . .

00000144

00000160
NNNNN1 26

~3

?7—=J |n

jalvy . Ii-ce )

o

~ =l

*jaly Le +1
UNIX "last Written” F
timestamp start byte 2D
BF Ui 1&xs <l NG
3 ar>Has Roulb¥a Gi
00000256
00000272
o0oooo2ss
00000304
00000320 syfan Lolitaguy
00000336
00000352
00000368
00000384
00000400
00000416 44
00000432
00000448
00000464
00000480
00000496
00000512 W MOTION | Real
00000528
00000544
00000560 k =& :
00000576
00000532 st ol
00000608 e
00000624
00000640 ; ;
00000656 i
00000672 74
00000688 ; 00
WY/ PRSS 30 02 01 00 D4 ED 03 00 rd 0A 6E F1 49 933 N 11X
00000720 17 44 34 DO gE AD 98 74 E6 0A 00 .D:DLIO. —1tfe. .
00000736 10 SE 0D A6 27 A5 21 67 CO A6 F9 SF .1.)00K[ '¥!gAlu_
00000752 7A 8A 8C 57 Al SB 9F E2 18 1E 03 97 zniv1&Nirea.. .1

Stop copying prior the last found UNIX “last written” timestamp. Right before this timestamp you either
find a reference toa “.part” file — or data belonging to a META-tag (in this case the META tagis
“030100D4"” and the belonging data is “ED030000”
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How to export the data into a new file

000000 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
002600 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0z E9 01 45 06 03 01l 00
005z40 OB 00 03 01 o0 s4 oo oo oo oo S -
007800 02 0L 00 19 05 00 00 00 02 0L 00 27 20 00 47 47 58 4E 55 4C 4C 49 57
010457 49 50 44 57 53 44 44 44 43 32 49 49

013040 49 35 ?E 70 61 72 74 4C ¢ 7C
SF B3 17 16 3F 2D 44 7C 6E 06 00 ED 5Z EA 77 DE A: 57
EC B7 BF EB 1l 8B Bl CA F? E2 0D 02 8A 11 1B C 3 53
11 FD EA AE 14 E0 FD 86 CE 94 OE D5 E5 46 DA BF 99 EA 78 24 34 03 OA
1z 08 5C 3E A4 61 E9 1C 52 F6 FA 9B DO BC El 10 C5 11 4E El
61 1E ZE 00 00 02 01l 00 01 54 00 46 64 73 61 3 20 31 30 59 6F
69 72 6C 6E 64 20 36 59 6F 6F 79 20 50 65 64 6F 20 52 40 59
6C 64 20 73 73 79 66 61 6E 6F 6C 69 74 61 67 75 79 20 4C 73
50 74 63 4z 61 62 79 73 69 64 2E 77 6D 76 03 01 00 02 1C
0z 03 01 93 00 03 00 00 00 00 03 03 00
0l 00 52 00 : 01 00 00 00 00 02 01 00 20 55 36
37 58 56 43 47 51 33 4A 51 34 53 59 48 56 45 : 54 43
6 03 01 00 21 55 9E F5 49 02 1z 08 00 30 39 32 2E 70 61 72 74 7B
49 6F D3 A3 62 01 56 60 7F 15 95 3B 89 OF Fz 00 00 OE 00 00 00 02
01 49 6F 79 ZB 6D 61 Z0 53 4C 4F 57 20 4D 4F 54 49 4F 4E
20 52 6C 79 20 48 4F 21 z0 2D 20 53 65 72 67 65 20 52 7§
69 61 30 79 6F 20 4C 3 6B 20 61 20 44 69 63 6B ZE 61 76 69
01 00 02 00 03 01 00 S0 00 DO 02 00 03 01 00 54 00 00 00 00 03 01
Wif:Eloo 51 3F 00 01 00 00 03 01 00 19 05 00 00 00 02 01 00 27
L1720 00 54 56 43 55 47 48 5z 36 4C 49 51 53 50 4C 52
W49 58 42 57 52 03 A0 F5 49 02 01 00 2z 01 00 00 00 0Z 01
W lH00 12 30 70 ; 01 00 D2 00 00 02 01 00 DS 04 00|
07020k 03 ED
07280E
07548C
078087
0806D0 E
083224 K  Selection Output 46 C&
0858C1 F& BO
088452 F Entire Logical Yiew (%) Exact Binary Image 69 6D
gz;gg; ; (O Entire Physical Yiew (O As shown on screen Ez gi
036200 & () Custom Range oorsz
098806 0 Output File 47 48
1OTR4E f Start Length [Unallocated.met I@ 0301
104000 2 . . 70 61
106672 7 IHZ L’ [572 L’ [] append to existing file 87 0z
109200 C ES 19
111853 CD 0D
1144CE [ oK J [ Cancel J 8C 9F
117043 Dl z6
119612 94 B7
12ZZDz 63 OF EF E6 D28 C3 CZ 88 89 8B Cl 05 16 321 15 63 B3 82 EB B8 33 D3 3F 4D 04

Right-click the selected data and choose "Export"
Choose the Output file and path (somthing.met) and click "ok"
The data will now be exported into a ".met" file.

Open DonkeyMet Parser, and parse the new file
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M Donkey .met parser (1.3.2)
File Edit Help

Filename Filesize in bytes  ED2K hash Last writ... Hits Accepted hits Bytesuploaded U... Systemch... Timedelta Haspart
Fdsa7- 10Yo Gitl And 6Yo Boy Pedo ... 48750620 830d987cd... 23.april... 912 3 5185171 S 27. april2... 92 true
[boy+man] SLOW MOTION ! Really ... 3396334 6fd3aB620... 23.april... 63 1 184320 5 27, april2... 90 true

This is how to parse data found in unallocated clusters

It's possible to use other tools to extract the binary data - find your own way to use these tools :-)
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LimeWire

What version of LimeWire is examined?

The following information is based on examination of LimWire v. 5.1.3 — basic version. This is the
current newest version of LimeWire (june 2009) — and it has some significant changes compared to
the 4.x versions. The differences to earlier versions will not be mentioned.

LimeWire is a P2P client connecting to the Gnutella network.
The client comes in 2 different versions:

e LimeWire Basic

e LimeWire Pro

The “Basic version” is free, while the “Pro version” costs aprox. 35 UDS a year

The text given below has been taken directly from the official homepage of LimeWire on
www.limewire.com

About LimeWire

LimeWire is the world's most popular peer-to-peer file-sharing program. With over 70 million
uniqgue monthly users, the software is downloaded hundreds of thousands of times every day and
boasts millions of active users at any given moment. LimeWire uses the BitTorrent protocol and
the Gnutella network to provide an unparalleled searches and download speed to the user. As
always, LimeWire takes the security of its users very seriously and will never bundle spyware,
adware, or viruses

The Company

Founded in 2000 by CEO Mark Gorton, Lime Wire is a leader of innovative peer-to-peer software
development and solutions in the file sharing industry. We develop powerful, sophisticated
software offering an unparalleled user experience. Our signature products, LimeWire BASIC and
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LimeWire PRO, run on the decentralized Gnutella Network and are among the world's most
popular peer-to-peer file sharing applications. More recently we've launched the LimeWire Store,
a digital media store, and are working on a number of projects to help further connect Lime Wire's
peer-to-peer community. Interested in joining Lime Wire? Read about our open positions here.

What is LimeWire?

LimeWire is a peer-to-peer file sharing program that connects to the Gnutella network and
enables users to search for and download files from other users. It is not a web site or a service,
and Lime Wire does not provide any of the content found on the network. LimeWire enables you
to share your files with millions of other LimeWire users, and vice versa, so there is always a
diverse selection of files available.

Installation

The following screenshots shows a standard installation of LimeWire 5.1.3 Basic version (free)

Installer Language @

-~

l- N ; Please select a language.
English v‘

[ OK ] [ Cancel ]
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Welcome to LimeWire

Thank vou for choosing LimeWire, the most advanced file
sharing program on the planet.

LimeWire Basic is a free product! If you paid for this, you
have been scammed. Please download LimeWire at the
official website - http:/fwww.limewire.com

Click Next to beqin installation.

[ Next > ] [ Cancel ]

& LimeWire 5.1.3 Setup

LimeWire 5.1.3
The most advanced file sharing program on the planet

Setup will install LimeWire 5.1.3 in the following fFolder. To install in a different Folder, click
Browse and select another folder. Click Install to start the installation.

Destination Folder

:\Program FilesiLimeWire

] [ Browse. .. ]

Space required: 13.6MB
Space available: 1.0GB

Mullsaft Install Systen v2,04

[ < Back ]l Install ] [ Cancel ]
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LimeWire 5.1.3
The most advanced file sharing program on the planet

Execute: "C:\Program Files\LimeWire\exechowindow.exe" "C:\Program Files\LimeWire\unpack
[lllIIIIIIIIIIIIIIIlIIIIIIIIIIIIIIIIIIIIIIII ]

Show details |

rullsaft Install System v2,04

< Back MNext = Cancel

@ LimeWire 5.1.3 Setup

LimeWire Installation Successfull

Thank vou fFor installing LimeWire. For updates, be sure to
visit the official LimeWire web site at the link below.

Run LimeWire

http: f v, limewire.com

< Back [ Finish ] [ Cancel ]
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& LimeWire 5.1.3 3

Some Legal Stuff

LimeWire Basic and LimeWire PRO are peer-to-peer programs for sharing authorized
files only. Copyright laws may forbid obtaining or distributing certain copyrighted content.
Learn more about your rights below:

Copyright Information
License
Privacy Paolicy

By clicking "l Agree", you agree to not use LimeWire for copyright infringement.

Choose your language .
'English N | | Agree J ‘ Exit

—%J«*—ﬁr

LimeWire 5

© 2000 - 2009
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Setup -step 1 of 2

Please take a minute to configure these options before maoving on.

Content Filters

|:| Dont let me download or upload files copyright owners request not he shared.
Learn more

File Associations and Startup

|z, Associate .magnet and torrent files with LimeWire

BI Launch LimeWire at Startup

Continue
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Setup -step 2 of 2

My Library is where you view, share and unshare your files.

@ Automatically add files to My Library, but don't share any files
Have LimeWire automatically add files from My Documents and the Desktop to My Library.

O Manually add files to My Library, but don't share any files
Selectthe folders and categories LimeWire automatically adds to My Library.

You can change this later from Tools = Options Go back Finish

NOTE: Files downloaded with LimeWire are automatically shared on the P2P network — in spite of
the setting shown !!
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8 LimeWire 5 @@@

File View Friend Tools Help

[A” M| f Search W @

[~ my Library
(@3 P2P Network
8 AulFriends
Share with friends!

o Welcome

@ GoFRO BN Missed The Video?
@ specia See what's new

00000 Full connection | Sharing 0 files | 40
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File View Friend Tools Help

Introduction to Filesharing Services

EEX

[All 'J f Search ] BJ

[/ my Library
33 P2P Network
8 All Friends
Share with friends!

What I'm Sharing v

Find...
| Sharing | Name 1 Artist 4 Album Length

CATEGORIES
a Audio

ﬁ Videos

@ Images

[ ocuments

PLAYLISTS
Quicklist

Audio Info

Total: 0

oo000 | Sharing O files | 40
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File View Friend Tools Help
il (A +) (search JICY
=] My Library —
(I3 p2p Network
lf‘ All Friends @ What I'm Sharing ¥ith P2P Network Show All Files
Share with friends! CATEGORIES | Sharing | Name ‘ Artist 4 Album [ "'fr!g,!l,.',,,
No files shared with the P2P Network
Show All Files
Audio Info
Total: 0
oo000 | Sharing O files | 40
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8 LimeWire 5 @@@

File View Friend Tools Help

@ [A” M [ Search } @

'j’ My Library B a Find..
112 P2P Network

| 2 | | ? |
C?‘AII Eriends Name Artist a | Album Length | Quality | From

Sign in with

Remember me

Uparade Today!

oo000 | Sharing O files | 40

WIKI information from the LimeWire website

The following information is taken from the LimeWire WIKI
(http://wiki.limewire.org/index.php?title=Main_Page)

Browse files is a way to see all the files someone who appears in a search result is sharing. Click the
down arrow next to 'l P2P User', '# P2P Users', 'Friend' or even 'People' to browse which files are shared.

'Friend' appears if you are using Friends and a contact has a file which matches your search. On the other
hand, 'People’' might appear if a friend and other people on the P2P Network are sharing the file.
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2 LimeWire 5 |- E|r§
Fie View Friend Took Hep
@ @ & Programs vJ [leerre JIQ' LimeWire x
My Library
& P2P Network
8 A Friends = Wind 1 ¥e 78 PP Users~ www limewire com
1 457 MB Get Lirs\Wire from
LimeWire com
= LimeWireWind 16 6 exe 24 PP Users v Wi imewire com
430MB
@ LimeWireind 195 ex 11| P2PUsers »
457 MB
= LimeWireWind 14 8 exe 7 PPUsersw
Inmwe
= ind 18,3 ex 7 PPUsers~
467 MB
= ire\Wind 14 10 ex 6 PPUsers v
3nwve
= Wi 16 X 4 PPUsers~
429MB
= LimeWireWind 12 6 exe 3 PPUsersv
292mB
= Wing 18 2 exe 3| popusecs v
467 MB
= LimeWire\Wind 1 X 3 PPuUsersv
48T MB
= LimeWire &xe 2 PHPUsersy
144 KB
= LimeWireWind 12,11 exe 2
28508 View Fles of LongDove27-197
= Wind 14 12 ex 2 -VWF‘IsSﬂWBW“}ﬂS
322mB v
lgn l,s:-t!omuo

or with the Classic View
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8 LimeWire 5

Fle Wiew Friend Tools Help

ﬁ @ (Eprograms .| (Ll:lmew:re JUCYR Limevire x

I myLibrary

5 P2P Network

- , | 78PPuUsersy [ Limevarewind 188 457 M8 exe werw limewire.com &

24 P2P Users v = Limevwenwind 165 430MB exe Get LimeVdre from
1MPPUsers~ [ UmereWind 186 457 M8 exe ';mf:::,m,
8P2P Users v = smevre 544 KB zp
7P Users v i Limevwrewing 148 3n2M8 exe
7P2P Users v & Limerareanine 183 457 M8 exe
6P2P Users v i Limevarewing 14.10 322M8 exe
4929 Users v & Limevaraning 167 429M8 exe
3PP Users v & Limevarewing 126 292m8 exe
3P2P Users v B Limevirewing 18 2 457 MB exe
2P2P Users v i Umevarewind 185 457 M8 exe
2P2P Usars v [ imewie B KB o
2PPUsers v = LimeV'dre 144 KB exe
2P2P Users v [ Limevareiving 1211 295M8 exe
2 sers v 5 457 MB exe
1P2P User v [ Umevarewind 105 256 M8 exe
1P2P User v [ Limevwrening 109 271 M8 exe
192 User v [ Umevirewind 14.12 339m8 exe
1P2P User v [ Limevwrenind 16.4 429M8 exe
1P2P User v Emens 445m8 exe
1P2P User v = umevieaning 17.4 444 M8 exe
1P2P User v i Umevarewind 176 440 M8 exe
1P2P User v [ Umevarewing 9.37 249 M8 exe v

o) | Sharing O fies | 0

Then when you select a person to browse, the library is shown on the Sidebar under On LimeWire:

Download

Download a search result through LimeWire by clicking on the file name.

Downloads from the P2P Network are automatically shared, as specified in your Options. On the other
hand, downloads from Friends are not shared automatically.
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B LimeWire 5

Fie ‘igw Friend Tools Help
a E [ M images -_] |: Monkey on a skateboard
. | My Library Image resuls (14)
5 P2P Network
8 an Friends m Monkey business jog PIP User =
ahei o | ARTROOE
m M lirmbin (i L] PP Usar *
T 128Ny
m Monkey don't make qood programmers oo PIP User =
T Arangaz
m Monke ing a banana jp POP Ligar =
— 128neaz
m Monkey in m PP Lisag
= 1282003
m Monkey in the middlie . gif PP Ligss ¥
= 12memoa
m Monkey Madness png POP Ligar =
= rans
m Menkey making a mess jpa PP Ligar =
= qzmengse
) Monkey near a skateboard | PP Ugar v
= sranms
m Monkey on a skateboard bp P2 Lgar v
= e
m Meonkey wrench to the head jpg PP User v
= orapos
m skataboard half-pipe bmp PP Uger v
= aranms
m skateboard jumping over a monkey bmp P2P Uger =
= arans
oool) | Shering 0 fies | 40

When you click a search result to download, the search results shows an arrow and adds "Downloading"
to the search result. At the bottom of the screen is the status of your last few downloads.
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B LimeWire 5

File Wiew Friend Toolz Help
a E [ | Images v] [: Monkey on a skateboard
_l My Library Image resuls (14)
&5 P2P Network A
8 Al Friends m Monkey Business jng 1! PP user=
I 2272008
m miy_-:"_mumu_a_lr_&e_bmn 1 PPuUser
v ociks 't miak rogrammers 1 PPUser v
= 4nsn
m Menkey eating a banana jpg 1! PPuser =
= 12ensa2 i
! Vonke in outers 101 1 PFUger~
o ! in the middle gif 1 PPUsér v
R -]
g Monkey Madness png 1| PPuser e
I Pe—
m Monkey making a mess jpg 1 PoPUser =
T 1amngs
@ Monkey near a skateboard |p 1 Popuser =
T SREness
§ Downlpading Monkey on 3 skateboard bmp... 1| pPuser
! :u'lonl:egg wrench to the head jpg 1| PP User~
! :;:;::;bard half-pipe bop 1| pPuser~
Ao b ol ! ]
Monkery on & siatebosrd beg
- 1D Show all
IF - 13 et
000l | Sharing 0 fles | 41

When the file finishes downloading, the down arrow becomes a book icon to show it's in My Library. If
you double-click the book icon or single-click the underlined 'My Library', LimeWire takes you to My
Library and selects the file.

[ Monkey on a skateboard. bmp is in My Library.

Additionally, you can click Show all from the search results to see all your downloads along with more
detailed information:

B LimeWire 5
Fie W Friend Tools Help
8 & (M images  +) [ Monkey on a skateboara ] @ Monkey on & sk i O
I myLibcary B} Covwnloads
2 P2P Network
8 ANl Friends ! Monkey on a skateboard.bmp

| BE=

Broweribo ading S0 bytes of 1 KB (58 KB fom 0 people 0:19 left

Here's a thumbnail view of the monkey image in My Library:
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B LimeWire 5
Ele View Foend Tooks Hep

B @
I myLibrary
5 P2P Network i
8 AnFriends Vhat fm Shoeing v
i ! | CATEGORIES shaco fokler v
& ~vdo
| s <
| 108 images :
] 5—\‘ Documents
(1) other

Here's a list of Downloads with different progress:

D Downioads

& Monkey on ice skates

| {11

Downlaading 200 bytes of 4 KB (50 KB/s) from 1 person 1:14 left

43 Psychology 101 Lecture 3
| L11)

Downloading 280 bytes of 448 bytes (58 KB/s) from 1 person 0:0% left

New England Foliage.bmp

Done- Launch

ﬁ Psychology 101 Lecture 2.avi
Waiting - Starting in 2:46:39

Psychology 101 Lecture 1
Unable to download: There is a disk problem - Bemaove

Psychology 102 Lecture 1
ﬁ sy qy

Connecting...

A Cancun.bmp
Stalled - 111 KB of 227 KB (48%). - Try Again

e Monkey on ice skates - Downloading

e Psychology 101 Lecture 3 - Downloading

o New England Foliage.bmp - Done. You can launch the file to check it out.

e Psychology 101 Lecture 2.avi - Waiting. LimeWire will attempt to download the file after a
time period. You might receive this message if the computer who is sharing the file has a limit
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on how many people can download at once so you have to wait your turn. Also, you might
have reached a limit of how many downloads you can start at once.

Psychology 101 Lecture 1 - Unable to download. Remove it and try searching again. The file
you are trying to download might have a problem.

Psychology 102 Lecture 1 - Connecting. Your computer is attempting to connect to the
computer that has this file. If your computer can't connect, the download becomes Stalled.
Cancun.bmp - Stalled. You should click Try again so your computer will again attempt to
connect to a computer with the file. Between starting and finishing the download, the
computer sharing the file might have shut down. You can either cancel the download (clicking

on the x), try again or wait.

The Friends feature is a way for you to use an account to get a list of contacts who you can share files

from My Library and, or chat.

The accounts use an open standard (XMPP) which maintains lists of contacts per account.

Note: Signing in with an account and password through LimeWire doesn't give you, nor anyone else
access to your email or your account information. Signing in with the email account only lets you see
your contacts who you can then either share files with, or download files your friends are sharing with

you.

You can add a friend to your contact two ways:

send and receive an email from a friend with your email account

add the friend's account through LimeWire. Then your friend must accept you as a friend
through his account or through LimeWire. Similarly, you would need to accept a friend
through LimeWire or your email account if he added you as a friend.

File ‘iew Friend Tools He

@ L

[ | myLibrary
15 P2P Network
.’_‘. All Friends
8 ANl Friends
Sign in with X —— -
(™1 Gmail - ) [sﬂ::afr 9

(Username

[r-.--.-...:

:l 1 Gmail
Jabber :J

[¥] Remember me

:I R LiveJoumal —]
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Browse Files from a friend

Here Abby shared an image, 'Quabbin Reservoir MA 2.JPG' which you downloaded as shown by the book
icon:

B LimeWire 5
Eie ¥iew Friend Took Heb

@ @

| myLivrary
{3 P2P Network
(8 AN Friends .
© UmeBuddyChrisamal.c... 5] custibin Reservir Ma 255G
Opgions » Sign Cut »
w D LirveWire

Ak

v Offline

iy

Images linfa
Totat 1

o0l | Sharing 4 fies | 40

- -

You can get a list of all the files your friends are currently sharing with you through All Friends:
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B LimeWire 5
Fie WYiew Friend Teok Hep

BE (@ ) G @

I My Library -

12 P2P Network

4 Al Friends ) tmsges fiscos,

o - — [Jammwmm
. o 7] Quskibin Reservor MA 200G

w O LimveWire

Abby

w Difline

Dy

Extension Size From
JPG 1.92M8 1 Friend »

JPG 451 KB 1 Friend =

Images Info
Totat 2

ool | Sheeing 4 fies | 40

What I'm Sharing With

Here you can see you decided to share a picture of a man posing as a statue and a night scene at the
Feast of San Gennaro with Abby.
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B LimeWire 5
Fle View Friend JTook Heb

8 @ (A +) ((searct wL§J

My Library
5 P2P Network
8 AnFriends £ Wnat 'm Sharing With Abby
© UmeBuddyChris®gmad.c...| CATEGORIES
Options » SignOutv | [ Images {2 Shared
v Online
Abby

v Offline
[

share folder v

images info

Total 2

oofl) | Sharing 4 fies | 4.0 For Turbo-Charged searches getLimeWire PRO, Q Chat

Sharing Categories

You can share all the files in a category, either current snapshot of files, or the current snapshot plus

future files. Through Options, you can select how to share all the files in your audio, images, video or
documents categories.

Note: Changing your Sharing Categories setting makes all previous category shares with friends a
snapshot share.

Sharing Categories FE|

When I share a categary:

() Bnly share files in that category at that point
() Share my entire collection, inchading nevw files that automatically get added to My Library

| ok || concel |
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Snapshot

From My Library, select a file category (either Audio, Videos, Images or Documents), then click 'Share'
and select 'Share all with Friend...".

8 LimeWire 5

File ‘iew Friend Tools Help
[Au ’] [5&..1r-:h
[ Imy Library
5 P2P Network B share all with the P2P Network
(8 AnFriends & Share all with Friend..
() imebuddychrisi@grmail.com
) ; & Unshare all with the P2P Metwork
Options + Sign Out v S
-El Unzhare all with Friend...
v Offline

Then all the files in your image category are selected and the Share Widget appears to add friends:

B LimeWire 5 3 E”r)?|
Fle View Friend Tools Help
I my Library
%) P2P Network
8 An Friends
@ .com| CATEGORIES
Options v SignOu~ | g3 Audo
v Offline | (g videos
Aty | 18 tmages |
Dan | [I7) Documents

|

; mrusrs i e -

s Qutkkl
| | Shared [ Share with the P29 Nework share foider v
-3 .
-
v
S =
82 81
Images nfo
| Totat 8
o) | Sharing 4 fles | 40 Q) Chat
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Snapshot plus future files

Additionally, you can share the current and future files you add to My Library in your audio, image or
video category with your friends.

For example, you decide to share your image category with Abby, along with future downloads. After you
find and download another image of the Quabbin, whether from a friend of the P2P Network, that file is
automatically shared with Abby.

To share all files in a category including new files, you need to make a change in the Tools > Options.
Then from My Library, highlight a file category, then click 'Share' and select 'Share all with a Friend...' to
get the collection share widget:

Share Image collection X
Sharing collection with:
* Ablvy

[] Share with the P2P Nework

Add another, friend

Sharing your Image collection shares new
image files that automatically get added to yvour
Library

To show you are sharing future files, My Library states 'Sharing Collection: 1':
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8 LimeWire 5

£ my Library
5 P2P Network
B All Friends What 'm Sharing v
S ur ) saved share folder v
© Imebuddychris@gmal.com | CATEGORIES
| Opbconw. | SonOuti| 4 fudo
v Offline & videos f:
Abby I 1mages ~
Dan (1) bocuments
@81
PLAYLISTS
Quickist
- [ Shared share fokier v
< >3
iy -
82 81 &1 81
Images Info
Totok 8
Sharing Collection: 1
codll) | Sharing B fhes | $0 Q chat

Also, if you see 'What I'm Sharing' with a friend through My Library, you get a notification you are

sharing future files:
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& LimeWire 5
Ele View Friend Tooks Hep

B @ (Au 2)(search @

L myLibrary

5 P2P Network

8 Al Friends £} What I'n Sharing With Abby Show All Files
© .com | CATEGORIES PN
Options * SignOutv | || meges ahate fokiar ¥

v Offline

Abby

Dan

7 saved
82 A2

Sharing entire Image Collection with Abby
- New Image files that are added to your Library will be automatically shared with this person

Images Info
Total 8 82 82

Sharing Collection: 1

o00lll | Sharing 8 fies | $0

Q Chat .

Chat

You can chat with friends whether they are 'On LimeWire' or 'Online'. A friend could be signed into their

account, for example checking their email, without being 'On LimeWire'. You can use LimeWire to chat
with your friend even if he isn't 'On LimeWire'.

Highlight a friend from the Sidebar, right click (control click) and select 'Chat':
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8 LimeWire 5
Fle Yiew Friend Took Heb

@ @ (A 2 (Searen @

s CrO—
43 P2P Network
8 Al Friends Vhat fm Sharing v
'c‘. - [ saved ahare foider ¥
© UmeBuddyChris@gmal.c.... CATEGORIES
Options ¥ Signowy | JJ Auvdo
v Online & veos c
v Offline ) Documents
Dan
g
PLAYLISTS
[QQudﬁst
) Shared share folder v

@ 81

Growse Files Share
images Info v

Total 8

o000 | Shaeing 4 fies | 4.0

[ Q Chat

Supported accounts

LimeWire supports the following accounts:

Google's Gmail(tm)* webmail service
Hot-Chilli

Jabber.ru (r),

JabberES

Jabberim

LiveJournal (r)

MacJabber.de

Domain names
For the active list of Jabber serices, see http://www.jabber.org/web/Services
Enter the following in the Domain name depending on your account:

e binaryfreedom.info

e darkdna.net

e im.apinc.org

e im.flosoft.biz
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e im.thiessen.it

e jabber.ccc.de

e jabber.hot-chilli.net
e jabber.org

e jabber.rootbash.com
e jabber.se

e jabberes.org

e jabster.pl

e macjabber.de

e programmer-art.org
e swissjabber.ch

My Library
My Library is the central location to view or share files with LimeWire. These are files you either told
LimeWire to watch, or downloaded from the P2P Network or the LimeWire Store. Files and folders you

add to My Library aren't automatically shared with the P2P Network unless you previously shared them.

You can add files or folders to My Library if you select File > 'Add File to Library...' or 'Add Folder to
Library..." in LimeWire.

Click on Tools > Options (Preferences > Options), My Library to see which files and folders you want
LimeWire to manage:
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B Options EI

fugtomatically add the Followang categories From Folders below to My Lbrary:

[Flauds [ vdeos [ Images  [#] Documents ] ] oter

eenre, =0 CDocurmnks and Settings|Usarhiams by Doouments|LimeWine

DR ) [mooplete

ETRS ) Serwed

ST ) Shared

=i ) Sore Purchued

Haik = shu 5

#dd Folder...

Tharirg Categoies

Choose what happens when [ share a category

[#] Ui tioe: Lirwstrgs plaryier wohutan T plary auscho Filas:

(e ) |

Here are files in the Images category of My Library:
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B & (an +) (search JICY)
i
5 P2P Network |
8 AN Friends Vhat oy Sharing v
Share with friends! | CATEGORIES Sae fokiec
| & Avdo
| & videcs
| [0 mages
| ) Documents
[7) other
| PLAYLISTS
Quicklist share fokder v
Images info
Total 8
4000) | Sharing 2 fles | 4.0

&9 Share with the P2P Network
& Unshare with the P2P Network

Locate on Disk
Remove from Library
Move to Recycle Bin

View File Info...

Here's the Videos category of My Library:
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B LimeWire 5

Fil=  Weew Frend Took Help

@ @&

[Nl '] [ Search

i1y Library
2 P2P Network
8 Al Friends

Share with friends!

Shale -

Wihiat P Shaning +
CATEGORIES
& sudo
&5 viceos
[ rrvages
) Documents

[7) ther

PLAYLISTS
[5) Cuuickist:

Videos Info
Todat 1

Length

o000l | Shering 2 fies | 40

Here are audio files in My Library:
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B LimeWire 5

File View Friend Tooks Heb
B@E @ ) (eearr )@
B ey (E—
2 P2P Network
E‘.MFIHHIS Vhat Frn Shaving v | Sharing | Hame | Artist | Album | Length
" . HOt Togse L= Tigre: Lirteshire Store + ik present . F44
Share with friends! CATEGORIES - ;
| a ILove You, Bul Goodbye Larghane Thm Live st Lime with Larghorne Sim 255
E 1¥anna (Live o Lime) Malt & Kim Grand 1,38
m The Sun Song La Strocdn WG BANDS Wil NEED TO HE I
:’m - Gorgeous Behavior Marching Band LimseAire Store + Chll present | 430
r_,l War and Peace Fyuchi Saloamobo Lirsire Store + Child present 53
Brackish Wabar The Lizgps: Lirtexire and L Magazine pras.. 326
Evident Lterei Chairfifl LimeAire Store + Chl present . z55
PLAYLISTS Life Batore Assthetics Denigon VWilmer Limeshtire: Store + ChL) predent 31
" Connur School of Seven Bells  LimeVire Store + CWU present . 440
B uicklist
Audio Infa
Totat 10
000 | Sharing 2 fies | 40

You can narrow down files shown in My Library to display only files in My Library which match the filter.
The filter searches information known about the files, including information listed in 'View More Info...".

For example, filtering for 'CMJ' shows:
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@ @&
iy Library
) P2P Network
(8 AnFriends Yhat Im Sharing = || Sharing | Hame | Artist | Album | Length
5 ith i . CATEGORIES Hol Topic Le Tigre Limsiire Store + CMJ presert T44
| 8 o Gorgeous Behavior Masching Band Lirnshires Store + CM prasert 430
& oo War and Peace Ryuichi Sakamots Limeire: Store + M present 53
I rmeges Evident Ltensl Chairlift LimeiMire Store: + O present 255
_., Documents Life Batore Assthetics DCremnison ¥itmes Limewire Store + CM. present | £4 ]
[ .Im Connjur School of Seven Ballz Limevire Store « CMJ prezerd .. 4:40
PLAYLISTS
) uicktit
Audia Infa
Totst 10
ool | Sharing 2 fles | 40

Options

& Options

My Library Search Dovynloads Security Misc Advanced

My Library

Use My Library to set which folders you want LimeWire to look for files to manage.

Note: Files in My Library aren't shared automatically.

Once LimeWire adds a file to My Library, you have a central location to find files on your computer. Here
you can share files with the Person to Person (P2P) Network your Friends, or both.

Click Add Folder to add folders to scan.
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Additionally, you can control which file categories LimeWire adds to My Library.

File category

LimeWire groups files into categories based on the files' extensions. The categories are:

e audio (may only have sound)

e documents (may have words, numbers, images and sometimes sounds and videos)

e images (may have pictures)

e programs ( may have computer instructions; for example LimeWire is a program)

e other (Since there are thousands of file extensions used with computers, it's impossible for
LimeWire to group every file extension into a type. This category includes extensions
LimeWire isn't sure where to put.)

e video (may have sound, pictures and video)

For example, 'sailboat.JPG' is the name of an image file. The file extension, 'JPG', is a common extension
for files with pictures so LimeWire puts all files with the extension 'JPG' (and 'jpg') into the image file

category.

You can click Manage in the Tools > Options > Advanced > Files option to see the file categories for each
file extension.

File extension

The file extension is the letters and, or numbers after the dot in a file name. For example, the file
extension for the file name 'sailboat.JPG' is 'IPG'.

File extensions help you figure out what category the file is (audio, document, image, program or
videos).

Sharing Categories

You can share a category of files in My Library (Audio, Images or Videos) in two ways:

e Snapshot
e Snapshot plus future files in that category

A snapshot are all the files you currently have in that category. This is a quick way to share all files of a
particular category in all folders in My Library.

On the other hand, a snapshot also includes any files you may add to My Library in the future. For
example, when share your image collection with a friend, then all images which LimeWire lists in My
Library are shared with him. Then if you download an image of a 'Monkey on a skateboard', then the
monkey file is automatically shared with that friend. Also, if you add an image of a cute cat to My Library,
then it too is shared with your friend who you shared the image collection.
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LimeWire player

You can either use the LimeWire player when you launch audio files from LimeWire, or use another player
on your computer.

Search

Q

O
Search

Search bar

You can set which file category to search. For example, if you only want to search for images, you can set
that here.

Also, you can Group similar search results together. Based on the available data, LimeWire groups search
results that appear to be similar. For example, if the network has two files, Simon_Short_Story.txt and
Simon.txt (both have similar content, like they are the same size and the same file extension), then
when you search for "Simon Short Story", both results are grouped.

For example, the search result for 'LimeWire' returned:

limewire(5).props1 2 Peoplew
1KE

When you click on the plus sign, you see two additional files which are similar.

!!!!!E!!!!E!ﬁlp'ﬂEE ! 2 People~

1 KB

limewire.props 1 Pecpler
22 bytes

limewire(3).props 1 People~
1 KB

Downloads

v

Downloads
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Saving

Before LimeWire starts downloading a file, it checks if there is a file already with the same name.
Checking this option tells LimeWire to add a number to avoid replacing the existing file with the new file.

For example, instead of replacing 'sailboat.JPG', LimeWire saves the download file as 'sailboat(1).JPG'.

Share files downloaded from the P2P Network with the P2P Network

This option gives other people the chance to download files you downloaded from the P2P Network. When
you search using LimeWire you are actually searching the Gnutella network of computers. These
computers create a person to person (P2P) connection of computers to allow you to share files.

Another download option is having LimeWire update your iTunes Library.

Also, LimeWire keeps a list of your recent downloads in File > Recent Downloads.

Security

==

Security

Warning Messages

Unsafe Categories

In order to protect users from unknowingly downloading potentially harmful programs, LimeWire doesn't
let you search for, or share programs by default. Known programs, like 'LimeWire' can be safe to
download, however many times virus hide inside programs. Therefore, we recommend your don't
download programs.

Additionally, to protect your personal information, LimeWire doesn't share Documents by default with the
P2P Network. However, you can share documents with Friends. (See Manage Extensions for a list of
document file extensions.)

Filtering

Don't show adult content in search results
Select this option to prevent common adult search results from appearing.
Additionally, you can add terms to Filter Keywords... to further restrict search results. For example, if you

added 'ime' to the Filter Keywords... and then searched for 'limewire', you wouldn't see any search
results with the letters 'ime’.
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The Filter File Extensions... prevents showing results with file extensions which could include viruses or
cause harm to your computer.

Misc
.—‘-,;r:ﬁl
i A
Misc
You can set which language you'd like to see LimeWire's text use.

Notifications

A notification includes a dialog box that appears in the lower right corner of your monitor when you
receive a chat message from a friend.

Friends and Chat

Like Google's Gmail(tm)* webmail service LimeWire uses the XMPP open standard for the Friends feature.
The Friends feature lets you send text messages to your friends, or to share files directly with friends.
Your email account and messages are not accessible through the Friends feature and the password is
encrypted to protect your privacy.
* Gmail is a trademark of Google Inc. Google Inc is not a sponsor or partner of Lime Wire LLC.
Advanced

P

O

Advanced

Files

File Extensions

Here you can see how LimeWire groups file extensions into categories. For example, LimeWire puts all
files with the file extension 'txt' into the Documents category.

Also, you can control what file extensions LimeWire recognizes for loading into My Library. If, for
example, you decide to exclude MS Word documents from loading into your library, then remove the

check.

Setting file extensions is a great way to control what files you share. For example, if you have sensitive
information in MS Excel files, you might want to restrict sharing 'xIs' and 'xIsx' extensions.
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Download Folders

You can set where downloaded files are stored on your computer for Audio, Documents, Images,
Programs, Other, or Video.

LimeWire Store

Configure file naming
You can decide how files purchased from the LimeWire Store are saved onto your computer. LimeWire
could create a folder structure with the name of the artist and, or the album, and various file name

possibilities (artist/album/title/track number, etc.).

For example, if you set:

& LimeWire Store File Organization

Choose how to arganize files you purchased From the Lime\Wire Store

Subfalder File Nanme
:.ﬁ-rti5t'|..ﬁ.lbum'|. W Artist - Alburn - Track - ... (% |

Artist - Album - Track - Title
Artist - Tikle

Track - Artist - Title

Artist - Tikle - Track,

Then when you use LimeWire to download "Connjur" by the artist "School of Seven Bells" through the
LimeWire Store (from the album "LimeWire Store + CMJ present CMJ08: 28 Years, 28 Tracks"), the file is
saved:

... \Store Purchased\School of Seven Bells\LimeWire Store + CMJ] present CMJ08_ 28 Years, 28 Tracks\School
of Seven Bells - LimeWire Store + CMJ present CMJ08_ 28 Years, 28 Tracks - 01 - Connjur.mp3

iTunes

Transfers
Downloads

Uploads

An upload is a file on your computer another person is downloading.

The upload bandwidth is how much data you want to allow someone to download from you. Like
adjusting how wide a window is open to control how much air goes out, the greater you increase the

upload bandwidth, you give others more opportunity to download data. Older and, or slow Internet
connection computers might want to decrease the upload bandwidth to improve computer performance.
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Connection Speed

Setting your network connection speed is critical to allow fast searches and downloads from the P2P
Network.

A Broadband connection typically means you have a fast Internet connection. On the other hand, a Dial-

up connection is typically a slower connection where your modem makes a call through the telephone
lines into an Internet service provider (ISP).

System

File Associations

You can tell your computer to use LimeWire to open .magnet or .torrent files when using the Windows
operating system.

Startup and Shutdown

Here you can tell LimeWire to run when your computer starts. Also, you can set if you want to minimize
LimeWire to the System Tray when you hit X (the 'Close' button in the upper right of the program), or to
exit.

Fe Wew Freed Paps  Tom el

Bugs

Bug reports list areas in the code where a problem traveled and helps software developers fix mistakes.
Tell me about Beta updates

Here you set if you want LimeWire to notify you about Beta updates. Beta versions of LimeWire are work-
in-progress releases of the software with the latest features and bug fixes. The goal of a beta release is
for a small sample of users to find bugs, or to report what they like or don't like. LimeWire uses the beta

feedback to improve the next wide release.

Super Really Advanced

These settings are quite technical and difficult to explain to a broad audience without some confusion.
Therefore, since we expect only people already familiar with these options to make change here, we
won't document.

Firewall

Proxy
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Performance
BitTorrent
Filtering
Spam
Share
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Sharing files is what makes the P2P Network. The more shares, the bigger the network. The bottom left
corner of LimeWire lists the number of files you are sharing:

Noooo0 | Sharing 3 files |

My Library is the central location to manage files and folders. You can add folders to My Library using
Tools > Options, My Library.

Note: Once you add files or folders to My Library, the files aren't automatically shared. You can use the
Share Widget to select which files to share. Additionally, you can use the Share Widget to stop sharing a

file.

Click on My Library and then 'What I'm Sharing'.

B LimeWire 5

0 &

(Al Bl

Ele Yiew Fpend Jools Help

\ [

I MmyLibrary
2 P2P Network
8 Al Friends
Share with friends!

What fm Sharing

CATEGORIES

a Audio

&g videos

W Images
1) Documents

Here is a list of the videos category of what you are sharing with the P2P Network:
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8 LimeWire 5

Ele Wew Frend Took Help

'J[yEIIuw

@ (an
I My Livrary
5 p2P Network
8 AN Friends
hare with Iriends! | ¢ ATEGORIES
& videos
I trsges

o

Q What I'm Sharing With P2P Network

Mame

MarathonRunner mov

Here is a thumbnail view of the images category of what you are sharing with the P2P Network:

8 LimeWire 5

Fie View Friend Tools Hep
@ & (A +) ((yeliow 1)
[ myLibrary
) P2P Network
8 A Friends (=) What I'm Sharing With P2P Network Show Al Files
Share with friends! CATEGORIES \
& videos £ Saved share folder v
) 1mages
share folder v
Images info
Totat 7
oo0ll) | Sharng 8 fies | 4.0

Friends

If you are signed into Friends, you additionally see the friends icon (E') and your list of friends.
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Click on My Library and then 'What I'm Sharing'.

Fie View Friend Took Help

@ & A ) (
I my Library

5 P2P Network

8 nl Friends Vihat Im Sharing =
(2 Imebuddychris@gmal.com | CATEGORIES

Options ¥ sgnout~ | g Audo |
v OFfline ﬁ'-‘::l-m-s

Ak I Treoncss

Then select either 'P2P Network' or a friend to see which files you are sharing:

B LimeWire 5

Fil= Yiew Frend Tools Help
@ & (
L
I/ my Library Share =
& P2P Network
8 an Friends Vihat m Sharing =
- com) ¢ 5 P2P Netwrk: (9)
Options * SignOut~ | |
& Abby (2)
v e b &0 @
Abby :

A file is shared if the share icon is enabled. The share icon can either be:

disabled; the file is not shared with the P2P Network
@enabled; the file is shared with the P2P Network
disabled; the file is not shared with any friends
e [1enabled:; the file is shared with one friend

You could for example, share a file with the P2P Network and not a friend. Here you are sharing a
Creative Commons audio file with the P2P Network but not with any friends:

B LimeWire 5

Ede Wiew Foend Tooks Help
- 3 E
B@ G IGw )@
oy Librory Co—
& P2P Network
8 nn Friends & what I'm Sharing With P2P Network Show Al Files
] Leom | CATEGORIES | Sharing | Mame | Artist & | Album | Length
Options » Sonou | g3 Audo = benstisBoys-01 -stectrify-lectisviofismix
» Offline B videes
Ablay | 1mages
D

Here you are sharing a video of you running your first marathon:
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B LimeWire 5

Fle Wew Frend Took

@ &

Help

Ca— | e

[ | MyLibrary

& P2P Network

£ an Friends (5] What I Sharing With P2P Network
© Imebuddychrisomal.com | CATEGORIES Sharing | Name
Options * sign Outr | JJ Auds =

» Offline & wdeas

Ak ! Images

Dan

M abhwnFurer oy

Here you are sharing images. In the first case you are sharing with only the P2P Network and in the
second case you are sharing with both the P2P Network and a friend.

B LimeWire 5
Ele View Frend Tocks Heb
@ & (A + ] ( MarathonRunner
£y Library
5 P2P Network
8 AnFriends &) What I'm Sharing With P2P Network
~ © Imebuddychris@gmal.com| CATEGORIES
Options » sgnou | g3 Audo [ saved
v Offline &8 videos
Avby | [0 ensges
D
“l
‘)
@81 =
Images info
Total 7
w000 | Sharing 9 fies 40 Eor Turbo-Charged downloads get LimeWire PRO,

share folder v

share fokfer v

982

Documents are n

ot shared by default:
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B LimeWire 5
File View Frisnd Tool Hasip

@ E (A - |: h ][@

|
4 P2P Netwaork
£ AN Friends What fm Sharing + | Sharing | Hame 4 | Type
1 - . Simon_Short_Story td Text Document
0 bmsbuddychris@gmad.com | CATEGORIES a View
Options = Signout= | J Audio
* Oifline i videcs :
Ay ] trnsges
Dan | 17 Documents & Share wikh Friend
[ other & Unshare with Friend
Lodabe on Disk
Fmmaone From Library
PLAYLISTS Mive bo Recycle Bin
Quicklist
® View File Info, ..
Documents Info
Totat 1
coDl] | Sharing 9 fies | 40 For Turbo-Charged downlgads gel LimeWire PRO. ) Chat

Share Widget

The Share Widget lets you control if a file is shared with the P2P Network and, or with friends.

Share one file X

[T Ehare with the P2P Nework

8 Siani th fr

The P2P Network is a group of person to person users who create the Gnutella Network. When you are
searching the network, you are searching for files hosted by users like you on the P2P Network.

You can access the Share Widget through the file's share icon which can either be:

. disabled; the file is not shared
. @enabled; the file is shared

Here is the share icon as seen in the videos category of My Library:
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Vhat [ Shaing Sharing Mare

CATEGORIES HarshonRnnet mar
8 rude

B videos

Images

) Documents

Click the share icon to show the Share Widget:

8 LimeWire 5

Fle Vew Friend Tools Help
8@ G IGw @
LI myuibrary

5 P2P Network
8 AN Friends What fm Sharing

CATEGORIES
8 rudo

& vdeos

1 images
() Documents

share fokler v

PLAYLISTS
(3} Quickst

By st i Share one file o
[[] Share with the P2P Nework

shae fokler v

& Sioninto shace with friends

Images Info
Totst 8

o000) | Sharing 2fies | 40

SorTubo.Chiige0 38 1ChRs QLD AR PRO,

Once you share a file, the share icon is enabled as shown for the subway statue file.

7 Shared
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Friends

When using the Friends feature, the Friend share icon appears near the file and means:

. - not shared with any friends
o 1. shared with one friend
e 2. shared with multiple friends

Note: the number lists the number of friends you are sharing with so it can grow beyond two.
When you click on either the P2P Network or Friends share icons, you get the Share Widget to manage
sharing with both the P2P Network and, or friends. Here, you are sharing an image with the P2P Network

and Abby, and haven't yet shared it with Dan:

[ saved

o Share one file
Currently sharing with
[ Shared - Abby

[X] share with the P2P Nework

-~ Add another friend

Dan <limebuddydan@gmail.com>

@82 2 81

Forensic examination of LimeWire 5.1.3

Default installation path (WindowsXP)

LimeWire is by default installed at "C:\Program Files\LimeWire". In this folder, you find the
program "core files".
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The files containing the settings is found at "C:\Documents and Settings\ <USER>\Application
Data\LimeWire". (It'samong these data you find what you want :-) )

In this folder you - among other files - find the following files of interest:

e limewire.props
e downloads.dat
e version.props
e library5.dat

e fileurns.cache

limewire.props

The “limewire.props” file contains the “properties” of the system. There is a lot of good
information in this file, e.g.

e RECENT_DOWNLOADS=
Shows the recent downloaded files and their paths

e HARD_MAX_UPLOADS=
This entry is ONLY present, if the user has changed the number of “upload slots”. If the
entry is “0”, then sharing is disabled

e UPLOAD_SPEED=
This entry is ONLY present, if the user has changed the uploadspeed

o DIRECTORY_FOR_SAVING_FILES=
Contains the path to the folder used for saving downloaded files. This file will often contain
the files that automatically are shared

e CLIENT_ID=
Contains a unique SHA1 value to identify the user

e TOTAL_UPTIME=
Total uptime of the client in seconds
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LAST_SHUTDOWN_TIME=
UNIX time/date stamp

e TOTAL_CONNECTION_TIME=
Total connectiontime to the network in miliseconds

e LAST UPDATE_TIMESTAMP=
UNIX time/date stamp

e LAST_SHUTDOWN_TIME=
UNIX time/date stamp

“limewire.props” is constantly overwritten, and it’s possible to search for information in
unallocated clusters for old versions of the file. If you search unallocated clusters for information
it’s a “must” to search for “HARD_MAX_UPLOADS=" as this is crucial information regarding
proving past sharing of files.

The limitation of upload speed/simultaneous uploads is found in the <Tools>-><Options>->
<Advanced>-><Transfers> tab

¥ Options
= ®) }ﬁl 44
Q $ 2 B © -
My Library Search Dovvnloads Security Misc Advanced The default SEttmg for UpIoads !

20 connections and nol imitation in
bandwidth.

Flles Transfers iéystemm Super Really Advanced

Downloads

If the “box” is ticked, then the slider

Don't allow more than ‘ 10 9 downloads at once . - .
appears — otherwise it is hidden

[] Limit your download bandwidth

Uploads

~1
Don't allow more t < | uploads at once

[}t vour Upioad bandwidts ] Unlimited
Clear uploads from list when finished

Connection Speed

Set your connection speed () Broadband

() Dial-up
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By default LimeWire only allows search and sharing of music-, video- and image files. To allow
search for other filetypes — click <Tools>-><Options>-><Security> - Unsafe Categories

=) 40ptions
B & @
Q Wi
oy Lubrary Search Dovynloads Misc Advanced

\Warning Messages

Choose which warning messages you want to see when using Lime'Wire
Unsafe Categories

For your safety, LimeWire disables you from:
- Searching for and sharing programs with anyone
- Sharing documents with the P2P Network

We strongly recommend you do not enable these settings

FIEGEE & Unsafe Categories
In search| Enabling these settings makes you more prone to viruses and accidently sharing private documents:

[ [[] Allow me to search For and share programs with the P2P Network and my friends

[ [] &llow me to share documents with the P2P Metwork

| Filter H

By default, LimeWire allows you to share documents with your friends

[ ox

][ Cancel ]

If these settings are applied the “limewire.props” file is added the lines
DOCUMENT_SHARING_ENABLED=true

PROGRAMS_ALLOWED=true
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downloads.dat

Downloads.dat contains information on the current downloads. The file is rewritten constantly, so
there is a good possibility to find information in unallocated clusters, pagefile.sys etc.

To se what currently is being downloaded — look in the “Temp-folder” — the temporary files shows
there with name. An example is seen below:

T-5395563-Madonna - Hey Mr. DJ.mp3.

The “T-5395563-“ is added in fornt of the filename here — “T” for temporary —and the number
sequence is the filesize in bytes.

The adding of the “prefix” does not indicate, that the temporary file has been played/viewed

Version. Props

Version.props contains information on what version of LimeWire is installed
5.1.3=true
Version 5.1.3 is installed

Library5.dat

As shared files in Limewire v.5.x not are shared on “folder basis”, but on file level, the information
on which files are shared has to be stored somewhere — and in this case the information is stored
in the file “library5.dat” In the previous version the shared files where mentioned in “library.dat”.

The content of the file looks like this:

~i--sr--java.util.HashMap--UAA-"N---F-

loadFactorl-

ay---L--patht--Ljava/lang/String;xpt-:C:\Documents and Settings\USER\My
Documents\LimeWire\Savedw:-\xsq-~--t-+C:\Documents and Settings\USER\My
Documentsw:--\xsq-~--t-DC:\Documents and Settings\USER\My Documents\LimeWire\Store
Purchasedw:-\xsq-~--t-&C:\Documents and Settings\USER\Desktopw:--\xxt-
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EXCLUDE_FILESsq-~:-w::---?@:-----xt--USER_REMOVEDsq-~:-w:---@?@--+++-t:-mnyt--xlIst--xIsxt--docmt--
gdft--dott--dotmt:-xIsmt--qdbt--xIsbt--dotxt:-qsdt--xlamt--xltxt:-bakt:-qelt--qtxt--gift--datt--xltmt--flvt-
mbft--docxt--csvt--gphxt:

DO_NOT_MANAGESG:-™: "W+ ?@-+++-Xt-

SHARE_DATASQ:™-2@¢:+++-Weeeeeeee sq-~-t-VC:\Documents and Settings\USER\My
Documents\LimeWire\Saved\Madonna - Like A
Prayer.mp3w--\xsr-=com.limegroup.gnutella.library.LibraryFileDataSFileProperties

¥DACga®---Z--gnutellal--friendst:-Ljava/util/Set;xp-psq-~--t-XC:\Documents and Settings\USER\My
Documents\LimeWire\Saved\Metallica - Enter Sandman.mp3w--\xsq-~-4-pxx

As seen, there is a lot of “not human readable data” in the file. To interpret the data, you have to
look at in HEX mode. The data then looks like this:

ACEDO0005737200116A6176612E7574696C2E 486173 684D 61700507 DAC1C316
60 D1 03 00 02 46 00 OA 6C 6F 61 64 46 61 63 74 6F 724900 09 74 68 72 65 73 68 6F 6C 64 78 70
3F 40 00 00 00 00 00 OC 77 08 00 00 00 10 00 00 00 06 74 00 OF 55 5345 52 5F 45 58 54 45 4E 53
49 4F 4E53 737200 116A 617661 2E 7574 69 6C 2E 48 61 73 68 53 65 74 BA 44 85 95 96 B8 B7
3403000078 7077 0C000000103F40000000000000787400134D 414E 4147 4544 5F
44 49 52 45 43 54 4F 52 494553 73 71 00 7E 00 03 77 OC 00 00 00 10 3F 40 00 00 00 00 00 04 73
72 00 0C 6A 61 76 61 2E 69 6F 2E 46 69 6C 65 04 2D A4 45 OE OD E4 FF 03 00 01 4C00 04 70 61 74
68 74 00 12 4C6A 61 76 61 2F 6C 61 6E 67 2F 53 74 72 69 6E 67 3B 78 70 74 00 3A 43 3A 5C 44 6F
63 75 6D65 6E 74 73 20 61 6E 64 20 53 65 74 74 69 6E 67 73 5C 55 53 45 52 5C 4D 79 20 44 6F 63
756D 65 6E 74 73 5C4C 69 6D 65 57 69 7265 5C 53 61 76 65 64 77 02 00 5C 78 73 71 00 7E 00 07
74 00 2B 43 3A 5C 44 6F 63 75 6D 65 6E 74 73 20 61 6E 64 20 53 65 74 74 69 6E 67 73 5C 55 53 45
525C4D 792044 6F 63 756D 65 6E 7473 77 0200 5C78 737100 7E 00 07 74 00 44 43 3A5C44
6F 63 75 6D 65 6E 74 73 20 61 6E 64 20 53 65 74 74 69 6E 67 73 5C 55 53 45 52 5C 4D 79 20 44 6F
63 75 6D 65 6E 74 73 5C4C 69 6D 6557 69 72 65 5C 53 74 6F 72 65 2050 75 72 63 68 61 73 65 64
7702 005C787371007E0007 7400 26 43 3A5C 44 6F 63 75 6D 65 6E 74 73 20 61 6E 64 20 53
65 74 74 69 6E 67 73 5C 55 53 4552 5C44 65 73 6B 74 6F 70 77 02 00 5C 78 78 74 00 OD 45 58 43
4C5544 455F46494C4553 737100 7E 00 03 77 0C 00 00 00 10 3F 40 00 00 00 00 00 00 78 74
00 0C 55534552 5F52454D 4F 56 454473 71 00 7E 00 03 77 OC 00 00 00 40 3F 40 00 00 00 00
0019740003 6D 6E 79740003 78 6C 73740004 78 6C 73 78 74 00 04 64 6F 63 6D 74 00 03 71
64 66 74 00 03 64 6F 74 74 00 04 64 6F 74 6D 74 00 04 78 6C 73 6D 74 00 03 71 64 62 74 00 04 78
6C 736274000464 6F 7478740003 717364740004 786C616D 740004 786C74787400
0362616B74000371656C74000371747874000371696674000364617474000478
6C 74 6D 74 0003 66 6C 76 74 00 03 6D 62 66 74 00 04 64 6F 63 78 74 0003 63 7376 74 00 03 71
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70 68 78 74 00 OD 44 4F 5F 4E 4F 54 5F 4D 41 4E 41 47 4573 71 00 7E 00 03 77 0C 00 00 00 10 3F
40 00 00 00 00 00 00 78 74 00 OA 5348 41 52 455F 4441544173 71 00 7E 00 00 3F 40 00 00 00
00 00 0C 77 08 00 00 00 10 00 00 00 02 73 71 00 7E 00 07 74 00 56 43 3A 5C 44 6F 63 75 6D 65 6E
7473 20 61 6E 64 20 53 65 74 74 69 6E 67 73 5C 55 53 45 52 5C 4D 79 20 44 6F 63 75 6D65 6E 74
73 5C4C696D 65576972 655C53617665645CA4D 61 64 6F 6E 6E 61 20 2D 20 4C 69 6B 65
2041205072617965722E6D 70337702005C787372003D 63 6F 6D 2E 6C69 6D 65 67
72 6F75702E676E7574656C6C612E6C6962726172792E4C696272617279 4669 6C
6544 61 74 61 24 46 69 6C 65 50 72 6F 70 65 72 74 69 65 73 OA A5 DO 5E 43 67 AA AE 02 00 02
5A 00 08 67 6E 75 74 65 6C 6C 61 4C 00 07 66 72 69 65 6E 64 73 74 00 OF 4C 6A 61 76 61 2F 75 74
69 6C 2F 53 6574 3B 78 7001 70 73 71 00 7E 00 07 74 00 58 43 3A 5C 44 6F 63 75 6D 65 6E 74 73
20 61 6E 64 20 53 65 74 74 69 6E 67 73 5C 55 53 45 52 5C4D 79 20 44 6F 63 75 6D 65 6E 74 73 5C
4C 696D 65576972655C53617665645C4D 6574616C6C696361202D 2045 6E 74 65
722053 61 6E 64 6D 61 6E 2E 6D 70 33 77 02 00 5C 78 73 71 00 7E 00 34 00 70 78 78

As seen, there is a lot of tata to interpret. In this “library5.dat” file, there is information on 2 files —
but only 1 of them are shared — how can you determine which files are shared.

The information on sharing is stored in one byte attached to the fileentry.

When comparing 2 “library5.dat” files — one where files are shared, and one where the files have
been unshared, it shows, that the “sharing byte” is at the end of each entry

When looking at the picture below, you can see, that one file is hared (green byte) and one file is
unshared (red byte)
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noooo7eg 00 00 00 OO 0O 0O 78 74 00 DA 53 48 41 52 45 SF =t SHARE_
poooo7s4 44 41 54 41 73 71 00 7E 00 00 3F 40 00 00 00 00 DATAsg ~ 7@
poooogoo 00 OoC 77 08 00 00 00O 10 OO OO0 00 02 73 71 00 7E W sq ™
noooosie 00 07 74 00 56 43 34 5C 44 6F 63 75 6D 65 6E 74 t VC:“Document
noooogsz 73 20 61 6E 64 20 53 65 74 74 69 6E 67 73 5C 55 s and Settings\U
Doon0s4s 53 45 52 S5C 4D 79 20 44 6F 63 75 6D 65 6E 74 73 SERNMy Documents
pooooged4 5C 4C 69 6D 65 57 69 72 65 5C 53 61 76 65 64 5C “LimeWire\Sawved™
0oo00g8s0 4D 61 64 6F 6E 6E 61 20 2D 20 4C 69 6B 65 20 41 Madonna - Like A
0oooogse 20 50 72 61 79 65 72 2E 6D 70 33 77 02 00 5C 78  Prayer.mpdw \x
noooog1z 73 72 00 3D 63 6F 6D 2E 6C 69 6D 65 67 72 6F 75 sr =com.limegrou
poooosz2g 70 2E 67 6E 75 74 65 6C 6C 61 2E 6C 69 62 72 61 p.gnutella.libra
noonos44 72 79 2E 4C 69 62 72 61 72 79 46 69 6C 65 44 61 ry.LibrarvFileDa
noooogen0 74 61 24 46 69 6C 65 50 72 6F 70 65 72 74 69 65 tas$FilePropertie
00000976 73 0A AS DO SE 43 67 AA AE 02 00 02 SA 00 08 67 s ¥P"Cg2® Z g
0oooossz2  eE 75 74 65 6C 6C 61 4C 00 07 66 72 69 65 6E 64 nutellal friend
poooioog 73 74 00 OF 4C 64 61 76 61 2F 75 74 69 6C 2F 53 st Ljavasutil/S
00001024 65 74 3B 78 70 BLN70 73 71 00 7E 00 07 74 00 58 et:=xpilpsgq ~ t X
00001040 43 34 S5C 44 6F 63 75 6D 65 6E 74 73 20 61 6E 64 C:“Documents and
0ooo1o05e 20 53 65 74 74 69 6E 67 73 5C 55 53 45 52 5C 4D Settings\USER\M
noooio72 79 20 44 6F 63 75 6D 65 6E 74 73 5C 4C 69 6D 65 v Documents™Lime
poooiosg 57 69 72 65 5C 53 61 76 65 64 5C 4D 65 74 61 6C WirenSavediMetal
00001104 6C 69 63 61 20 2D 20 45 6E 74 65 72 20 53 61 6E lica - Enter San
00001120 64 6D 61 6E 2E 6D 70 33 77 02 00 5C 78 73 71 00 dman.mp3w “=xsqg
00001136 7E 00 34 EEM70 78 738 ~ 4flp=x

As seen, the “header” for the sharing byte is not the same, and other variations can occur. The
GREP search (EnCase style GREP) below will extract the sharing state of the files within the
“library5.dat” file

(\x78\x70[\x00\x01]) | (\x7E\x00.[\x00\x01])
The search hits will by the last byte show, whether the file is shared or not
00 : Unshared

01: Shared

To extract filename, path and share-byte use one of the following GREP-searches:
If the first GREP shows that all files are shared use this new GREP-search:
\x73\x71\x00\x7E\x00\x07\x74\x00.{0,255}(\x78\x70\x01) | (\x7E\x00.\x01)

NOTE: If the total string length of path and filename exceeds 255 characters no hits will be
returned. It is however possible to bookmark these files individually

If the first GREP shows that some files are unshared, you have to run the GREP above and the
following:
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\x73\x71\x00\x7E\x00\x07\x74\x00.{0,255}(\x78\x70\x00) | (\x7E\x00.\x00)

NOTE: If the total string length of path and filename exceeds 255 characters no hits will be
returned. It is however possible to bookmark these files individually

By running the 2 GREP’s separately, you can create 2 tables with these data for later comparison
with the entries in “fileurns.cache”

When files are deleted from the “library”, their entry in “library5.dat” is deleted. It is however
possible to search for deleted “library5.dat” files, by searching for the “footer” of the file. The
following GREP-search, will find the footer (including the share setting of the last file entry)

((\x78\x70[\x00\x01]) | (\x7E\x00[\x30\x34][\x00\x01]))\x70\x78\x78

From hits on this search, you have to go backwards and save as much of the deleted file as
possible

HINT (EnCase): Export the found entries into a binary file, add the file to the case and use the
GREP-search that extracts the filename, paths and share-bit

As this file doesn’t contain any hash values, you need to compare the findings with entries from
“fileurns.cache”

Fileurns.cache

Fileurns.cache contains information on the files that are in the LimeWire “library”.

Each entry consists of Filename, storage path, LastModified date, SHA1 base32 hashvalue and
TigerTree_base32 hashvalue of the file

When a file is deleted, the entry is also deleted in “fileurns.cache”

The files in “fileurns.cache” does not have to have been downloaded by LimeWire — they only have
to be in one of the folders, that are mentioned in the library. By default the “Documents” and the
“Desktop” (both with subfolders) are in the library (only certain filetypes — see picture below)
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0. Q & & B ©

ﬁMﬂ Search Dowwnloads Security Misc Advanced

Automatically add the following categories from Folders below to My Library:
Audio Videos Images Documents Programs [_] Other

remove &-{E} Desktop
rEmove ia My Documents

*adding these folders will not automatically share your files
Add Folder. ..

Sharing Categories

Choose what happens when I share a category

Use the LimeWire player when I play audio files

[ OK J[ Cancel ]

This setting means, that if you download a file from eg. Internet Explorer, ad place it on the
desktop, the file will be mentioned in “fileurns.cache” — but you have to set the files as shared
manually.

This means that the bare presence of a fileentry in “fileurns.cache” is not an evidence of sharing —
but it’s an evidence of possession of the file.

When searching unallocated clusters for deleted “fileurns.cache” files”, it’s possible to find the
SHA1 or TTH hashvalues of the deleted files, and hereby prove the earlier possession of certain
files (If you have a database of illegal files, it’s possible to compare the hashvalues from the

database and the hashvalues from the case and hereby prove earlier possession of these files)
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How does an entry in “fileurns.cache” look like?

If you open the “fileurns.cache” in a HEX-editor, an entry could look like the picture below. In this
picture, there are 2 entries. An entry starts with 73 (71 00)

00000832 00 10 EEN70 73 FINo0 FEENO. BHEEANO: DEEE $Eco=G0 B I

; - 00 64 43 34 5C 44 6F 63 75 6D 65 HEEEE dC:“Docume

system entry”- 6E 64 20 53 65 74 74 69 6E 67 73 nts and Settings

Note the ”70” 5C 44 65 73 6B 74 6F 70 5C 4C 69 “USER\Desktop:Li

after the ”78" — 65 5C 62 72 6F 77 73 65 72 5C 78 meWire\browserx

6E 65 72 G&5C 72 65 73 5C 74 61 62 ulrunner>res\tab

End Tag 64 2D 72 6F 77 2D 61 66 74 65 72 le-add-row-after

67 69 66 EE72 -00 BE -active.giffi=g B

00000960 73 FNo0 EENO0 OCEENZB sa B =a 8 '8+
00000976
00000992

00001008 00 EESo0 10
00001024 EENo0 —08 IS Eps=q B W _
00001040 B6 43 3A 5 44 6F 63 75 6D 65 GE 74 [t VC:\Document

oooo1lose 73 20/61 6E 64 20 53 65 74 74 69 BE 67 73 5C 55 s and Settings\U
oooo1072 53 4b 52 5C 4D 79 20 44 6F 63 75 6D 65 BE 74 73 SERNMy Documents

00001088 69 6D 65 57 69 72 65 5C 53 61 76 65 64 5C “LimeWire\Sawved™
00001104 64 6F 6E 6E 61 20 2D 20 4C 69 6B 65 20 41 Madonna — Like A
00001120 50 72 61 79 65 72 2E 6D 70 33 BBN72 7100 BB Praver mpiB=q B
00001136 73 FiNo0 EENo0 09 73 Flvoo EENo0 OC WENZB =a B =08 '8+

"download entry”-
Note no ”"70” after

00 @ENO00 10

o ic. 32 PEIIRIEEEETA 28
the 778" — End Tag 0 [#EA00 0C 775000 32 IR E
AS4THAUZOTINCYSDT
WICTRIGZRZZDA~q
No00D1264 B © TTROOTH=G
TAG Meaning Notes
Java Timestamp “Last Written of file” — time

when file was fully
downloaded

URN

SHA1 URN
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TTH URN
End “system entry” Follows entries, where the
system has added the data.
Note: This tag is not found
right after files downloaded via
LimeWire
Currently unknown Followed by 1 byte — meaning
currently unknown
72 Java String Followed by 2 bytes telling
length of string
73 Start of entry
74 Path Followed by 2 bytes telling
length of string
Text string Followed by 2 bytes telling
length of string
Currently unknown
End of entry

How to extract filenames, paths, dates and SHA1_base32 value from “fileurns.cache”

When using EnCase the following GREP-search can extract the desired information *)

\x73\x71\x00\x7E.{0,8\x77\x08.{8,8\x74\x00.{0,255\x78\x73\x71.{0,30\x2B\x00\x29urn\:shal\
:[A-Z0-9]{32,32\x71

*) the GREP will return a string of max 255 carachters — see explanation later

Looking at one of the entries on the previous page, the search will find the following data:
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000003FO0
noooo400
noooo410
noooo4z2o0
00000430
00000440
noooo4s0
00000460
00000470
00000480
00000490
00000440

0oooo4BD 78 73 71 0
nnnnnarn 74 72 AF A

0 7E 00 O0C 77 34 00 32 75 72 6E 34 74 =xsq.”™. .wd. 2urn:t
F 74 224 44 47 A 0 44 B2 42 4R 42 | trant -NCTTAGNZIET

Note that the GREP not returns the TTH value

There is a flaw to this method. EnCase GREP only allows to search and return strings of maximum
255 carachters.

Look at the 2 examples below:

String below 255 carachters:

500 @ ;aéj; :u:s " Name ‘1 Preview . e . | Rt (e | Length | Filter | L
= . [ 8 |@_fileurns.cache _ sqQ~ W >?¢ft .C:\Documents and Settfngs\USER\E . 1995 180 cache
. [mE] Q fileurns.cache _ sq~ w "»3%t " C:\Documents and Settings\USER\C = 2530 180 cache
[ 10 | @, fileurns.cache S oo - v >3« taCiiDocuments and Settings\USER\D 2716 181 cache
[ 11 | @, fileurns.cache — sq~ w ">ai€t LC:\Documents and Settings\USERID & 2903 160 cache
O 12 | @, fileurns.cache _ sq~ w ">a«thC:\Documents and Settings\USER|D . 3069 255 cache
[ 13 | @, fileurns.cache _ sq~ w ">a«2 ZC:\Documents and Settings\USER\C e 3402 174 cache
[ 14 | @, fileurns.cache _ sq~ w "3« dC:\Documents and Settings\USERYD 2 3582 184 cache i
[ 15 | @, fileurns.cache S o v >3 aCiiDocuments and Settings\USERIC 3772 181 cache
[ 16 | @, fileurns.cache T -0 - v $%(0t MCHiDocuments and Settings\USERY . 3959 161 cache
[ 17 | @, fileurns.cache — sq~ w "NEF$E XC\Documents and Settings\USERM . 4475 172 cache
[ 18 | @, fileurns.cache _ sq~ w ">a«ft JC:\Documents and Settings\USERIC . 4718 177 cache
[Tl i S, < ~ v ">A«tt fC:ADAruments and SertinasilISFRIT G Anns 109 .
< 3 |« >
AvE

1 {2 pisk [Z] Report 7] Console < Filters [, Queries | Lock | [ 1/31788 0: PS 81180 LS81117 CL 10139 SO 343 FO 2903 LE 160

[E] Text Hex | B8] Pictur
2795
z838
z381
2924
2967
3010 (i
3053 9
3096
3133
3182
3225
3268
3311 6F 7z 74 2E 74 78 74 78 73 71 00 7E 00 05 73 71 00 7E 00 03 73 71 00 7E 00 OC 77 2B 00 23 ort . txtxsqr e~ sqrat Sqrec cwde
3354 |75 72 6E 3A 73 68 61 31 3h 4E 48 41 4D 53 36 35 45 55 4A 4E 4B 33 SA 59 43 45 4D 45 32 4C 58 49 54 45 33 4F 56 58 4F 43 36 71 00 [ EMEZLXITE30VXOH6 -
(3397 |7E 00 10 78 70
3440
2483
3526
3569
3612
3655
3698 |
3741
3784

Case 1\0\C\Documents and Settings\USERApplication DatalLimeWire\fileurns.cache
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Documnen
celbr

o~ W+ luarn:

) TRQFRIZL ot

Note that the full entry is extracted

String above 255 carachters

When the strings get long, it’s often due too extremely long filenames or storage paths

N B .

.0 @ Search Hits g 8 Hit Entry File . In File A

= "'ﬂ‘ of " @ Case 1 : b ‘I freview Text Selected | Offset Length Fiker Report | Ext

S Wit o srmn e |8 [ oomscare T =~ >3- et wd SR %5 i ==
| nrnd AR [Ty T s

[0 9 |@. fileurns.cache —sq~ w "»336t “C:\Documents and Settings\USERIC 2530 180 cache
[ 10 | @, fileurns.cache S 5o ¢ >3« taCi\Documents and Settings\USERID 2716 181 cache
[ 11 | @ fileurns.cache — sq~ w "»3i€t LC:\Documents and Settings\USERYD 2003 160 cache
012 O\fileurns.cache _sq~ w  "»a«thC:\Documents and Settings\USER'D 3069 255 cache
[ 13 |@_ fileurns.cache T 5o v >3« ZC:\Documents and Settings\USERIC 3402 174 cache
[ 14 |@_ fileurns.cache — sq~ w  "»a«ft dC:\Documents and Settings\USERYL 3582 184 cache
[ 15 | @, fileurns.cache S 5o ¢ >3+t aCi\Documents and Settings\USERIC 3772 181 cache
[ 16 | @, fileurns.cache _ sq~ w  $&(0t MC:\Documents and Settings\USERY 3959 161 cache
01w O\ Fileurns.cache _ sq~ w "NEFE XCi\Documents and Settings\USERYR 4475 172 cache
[ 18 |@_ fileurns.cache T 5o v ">a«dt ]CH\Documents and Settings\USERIC 4718 177 cache
man M e iU ST, < ~ v ">Agtt rCADnruments and Settinasil ISFRIT = Anns 109 cnchn 08

< I 3 € I
— -

Text [E Hex ™4 0 Disk [E]Report 7] Console <% Fiters [ Queries | Lock | B 1/31788 0: PS 81180 L581117 CL 10139 50509 FO 3069 LE 255

2795 A

2838 ]

288l

2924

2967

3010

3053 oo 7E 00 10 78 70

3096

3139

3182

3225

3268 7 4 7 & 3

3311 : 00 7E 00 09 73 71 00 7E 00 OC 77 ZB

3354 |75 72 6E 34 7 4C 58 49 54 45 33 4F 56 58 4F 48 36 71 00 urn:shal :NHAMSESEUJNK3ZYIEMEZLXITE30VXKOH6q"

3397 |7E 00 10 78 70

3440

3483

3526

3569

3612

3655

3698

3741

3784 v

mAnn

Case 1\0\C\Documents and SettingsiUSER\Application DatalLimewire\fileurns.cache
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o

00 7E 00 10 78 70 |

74 74 69 6E 7

o~
)

=] O O

J n

+ C
7 5 70 72 74 ZE 0s 73 71
6E 34 73 3A 4E 48 41 4D 36 35 45 4D 45 32

10 78 70

When you go through your search hits note the length of these (sort them on length to see which
ones exceed 255 characters) and manually bookmark these entries in their full length.

Comparing data from “library5.dat” and “fileurns.cache”

By using the above mentioned GREP searches, you should now have text documents containing
the search hits.

To compare these data, you can use Microsoft Access. Before comparison you need to “clean up
the data, and remove the “tag code”

This procedure is a little tricky, but as soon a direct parser is made for the files — this is a way to
get around the problem. To get the described procedures to work, you need to follow the naming
of the fields and tables (unless you already is an Acces Ace © )

Open Access and create an empty database

Select <File> -> <Get External data> -> <Import>
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MNew. .. Ctrl+N

Open... Ctrl+0

Get External Data >| ;._; Import...

Close Link Tables...

Save Ctrl+S

Print Preview

Print. .. Chrl+P

Send To 13
Database Properties

1 dbl.mdb

2 \Documents and Settings\USERY...\db1.mdb

Exit

Browse to the exported data from “fileurns.cache”
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ﬁgpen g

Design “INew | X | 2o

”J@ ;ZI|QXDE'TOOLSv

o @My Documents

‘J 9 My Computer
My Recent | &J My Network Places
Documents | |7 fsumfrontend-1.5.5.1-bin

< [C)Limewire
@ [C2)New Folder
Deskkop B export2.kxt
[:%] export10.kxt
EJ exportll.kxt

J E] export.bxt

My Documents export_fileurns.txt
E=:| export_libS.txt

Q (52 LimeWire

My Computer
.
l; File name: v Import
My Metwork | I L - ]
Places Files of type: |Text Files (*.bxt;*.csv;* kab;*, asc) v ’ l Cancel 4| =

Click <Import>

You will now get the opportunity to import the data into the database.
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B Import Text Wizard @

Your data seems to be in a 'Fixed Width' format. If it isn't, choose the Format that more
correctly describes your data.

() :Delimited - Characters such as comma or tab separate each field

O.Fixed Width - Fields are aligned in columns with spaces between each field

Sample data from file: C:\DOCUMENTS AMD SETTINGS\USER\DESKTOPYEXPORT_FILEURMNS
1 Hit Text -
qu ~ w ">&« t dC:\Documents and Settingsh USER\De
_3_sq ~ W ">&? .t UC:\Documents and Settings)\USER)\De
qu ~ W mie¢Okt VC:\Documents and Settings\USER\ My
Esq ~ W "YEi~t 2C:%\Documents and Settings)USER\De
6 pa ~ w "s0at KC:%Documents and Settings) USER) DE_ZJ
< 3

Cancel

Select <Delimited> import — click <Next>

B Import Text Wizard @

‘What delimiter separates your fields? Select the appropriate delimiter and see how your text
is affected in the preview below,

| nmext> || GEinish |

Advanced...

Choose the delimiter that separates vour fields:

() Iab () Semicolon (O Comma

() Space () Other: {ri—)

|

|
_______ i

§

[] First Row Contains Field Names Text Qualifier:

Hit Text

and Settingsh USER)\De
and Settingsh USER)\De
and Settingsh\ USER\ Ny

dC:\ Documents
UC:\ Docunents
VC:\ Docunents

">A« ©
">at.t
mMyeOke
"YEi
"sOat

ARt

KC:\ Documents

Ao\

and SettingshUSER)\De

P [EETIIE T~

2

Advanced...

AT O W °
l 2 09 09 9 9
P

Cancel J [ < Back I MNext = ][ Finish ]

Choose the “~ “ (tilde) as your separator
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Click <Next>

E Import Text Wizard

‘Where would you like to store your data?

(® iIn a Mew Table
() In an Existing Table:

‘You can store your data in a new table or in an existing table.

Hit Text
">a« t dC:%Documents
">&2 .t UC:%Documents
"NeOkt VC:\Documents
"YEi
"s0at KC:\Docwments

= Aot

and Settingsh USER\De
and Settingsh USER)\De
and Settings' USERY My

and Settings)\USER)\De

=" A TrouTiTion

i

Introduction to Filesharing Services

=0
=

=

=i=

=i=

|

[ Cancel ] [ < Back I MNext = ][ Finish

Select <In a new table> - click <Next>

E Import Text Wizard

You can specify information about each of the fields vou are importing. Select fields in the
area below, You can then modify field information in the 'Field Options' area.

Field Options
Field Name:  Pathl | DataType: [Text
Indexed: Mo v | [[] Do not import field (Skip)

\ Docurments

Y Documents an

"N¢Okt VC:\Documents an
"YEi

"z0at KC:‘%Docuwments anc

[ Cancel l [ < Back [ MNext = ][ Finish
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In the next window you get the opportunity to name the single fields in the table. In Field1 you
rename it to “Path”

B Import Text Wizard %]

You can specify information about each of the fields vou are importing. Select fields in the
area below, You can then modify field information in the 'Field Options' area.

Field Options
Field Name:  |SHAL] Data Type: |Text v
Indexed: Mo v | [[] Do not import field (Skip)

jurn:shal:RUQFIGUWUOTXP6QSRLEZS SH37ZPUIg
jurn:shal:2 SPMSZT7F7J( FGYFFPYLg

jurn:shal:7 GFJPP47V 3 ( L7

jurn:shal:GFJLJ 35 F O S MSMESNEKZ3 A0OWWRE

[ Cancel ] [ < Back [ Next = ][ Finish ]

Field5 you rename to “SHA1”

Click <Next>
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E Import Text Wizard
Microsoft Access recommends that you define a primary key for
EE_‘ your new table. A primary key is used to uniquely identify each
T record in your table. It allows you to retrieve data more quickly.
2 HHE HER RRE
; ::: o ::: () Let Access add primary key.
Qi #x wun wk O Choose my own primary key. | vi
@gNg primary key. g
Fieldl |Path
Hit Text -
=0 ">&« t dC:YDocuments and Settings)\USER)\De
S ">&?* .t UC:YDocuments and Settings)USER\De
= "i¢Okt VC:%Documents and SettingshUSERY My
=0 "YEi
= 0f "z0at KC:\Documents and Settings’\USERYDe L]
< | i3
[ Cancel ] [ < Back I Mext >J [ Finish ]

Select <No primary key> - Click <Next>

B Import Text Wizard

That's all the information the wizard needs to import your data.

Import to Table:

rt_Fileurns

[] 1 would like a wizard to analyze my table after importing the
data.

[] pisplay Help after the wizard is finished.

(o ) (o] o

You have now imported the data. Click <Finish>
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S=1Ed

Tools Window Help find vy o 5 X
2 bAoAy x Ea o

- Field3 Fieldd | SHAT ~
L 7o _ |
- |sq w  ">a«t dC:\Documents sq sq w+ Jumn:shal:RUQFIGWUOTXPEQSRLZIEQGESSHS7 ZPUly
- |sq wo "=a?t UC:\Documents | sq sq (wt Jurn:shal:2D3F28PM5Z7 F7JGKUYFRCK32FGYFFPYLy
| |sq w "NgOkt VC:\Document: sq sq wt Jurn:shal:77 SYCGFJPP47VQS4TSNBCTILVXGAXZX g
ED W "YEi t 2C:\Document sq =)
- |sq w  "%0at KC:\Document: sq sq w Jurn:shal: GFJLIQL2S5F 0505 QBMEMESNKZSAOWWREY
=g w o "=aq5t ]C:\Documents | sq s (wi Jurn:shal: TSKRM7 2IIPJFIUSBTLMLNELMJENHS GOVy
. |sq w "»act gC:\Documents sq sq w Jurn:shal:NKTV7 L20TVBEOBR2D3HYBJUJUTARO7YSNy —
- |sq w "=ae¢’t "C:\Documents ¢ sq s (w Jurn:shal:HCO2626NBOUEUQUSZZF PEAYOTAAOWEDBY
. |sq w  "»a«t aC:\Documents sq sq w Jurn:shal:2B2HEKK4PATYFBBMOJSL5DSWRPPCPPCY g
ED] w "»3%t "C:\Documents ¢ sq s (wit Jurn:shal:X75GYQ37 FVVKT4BQ462CRPC4UXFFKIMLY
ED] w  "»a«t hC:\Documents sq sq w Jurn:shal: 4UYRPAAUIDOBGKKBZEIEEYGEF DESBSM Yy
- |sq w o "=aj&t LC:\Documents | sq sq (w Jurn:shal:QBVE7 D75YZORPIZSPXBCCNEQIKQF KIZLy
- |sq w "»acft dC:A\Documents sq =] w Jurn:shal: EJVSHTKFKF3DIDEMOLZBJAOWY IF2I0GHy
- |sq w o "=a¢’t ZC\Documents | sq sq (w Jurn:shal:REOJMPFTYJTCRXFRRW2WKPYMUUTVWD4Bq
ED] w "»a«’t aC:\Documents  sq s w Jurn:shal:M7ALXLUKY30RFS3IGMIPTKOP242LR3EPAY
ED w $&({0t MC:\Documents sq sq (w+ Jurn:shal: EUEJXQKGESUYCBEDE2JPYWNPZIONEI4GKy
ED] w o "Ng 5t XC:\Documents sq s(q w Jurn:shal: TITGYIBWE2DSEPCIQWY7 LINXBINTY Z35¢
- |sq w "=aegt ]C:\Documents | sq sq (w Jumn:shal:REOJMPFTYJTCRXFRRW2WKPYMUUTVWD4Bq
| |sq w ">aegt cCADocuments sq =] (w Jurn:shal:HCO2626NBOUEUQUSZZIF PEAYOTAAOWEDBY

S0 w_ ">3@At PC:\Document sg s w Jurn:shal:386CXYXBUIV2BZIUBDWIOF DBKKIEQYYWUq ™|
Record: (4] « [ 1 > J1Jp¥] of 31 < | K
Datasheet View

Go to the main window and open the table and see the imported data. As you can see, there are
data, which needs to be removed

We now need to import the data from the “Libray5.dat” file

Go to <File> -> <Get External data> -> <Import>

b x|
Look in: I@ Desktop vl @ @ Q X ci & - Tools~
= l'f:)My Documents
'/I ﬂ My Computer
My Recent | SJMy Network Places
Eoaments |)Fsumfrontend-1.5.5.1-bin
= (C)Limewire
[ () New Folder
Desktop B export2.txt

El export10.kxt

El export11.kxt

B export,txt

EJ export_fileurns.txt
EJ export_libS.txt

My Documents

E !’ 52 LimeWire
My Computer
Y
IE; File name: v Import ‘
My Metwork ] I J [ = ]
Places Files of type: lText Files (*.bxt;*.csv;* kab;*.asc) v I | Cancel /|
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Click <Import>

B Import Text Wizard @

Your data seems to be in a 'Fixed Width' format. If it isn't, choose the Format that more
correctly describes your data.

@EQelimited - Characters such as comma or tab separate each field
(O Fixed Width - Fields are aligned in columns with spaces between each field

Sample data from file: C:\DOCUMENTS AMD SETTINGS|USER\DESKTOP\EXPORT_LIBS. TXT.
Hit Text

1

2 AC:\ XXX O3T - Like A Prayer of Madonna - Like
3g ~ t XC:\Documents and Settings)USER\My Documents)
4] VC:\Documents and SettingshUSER\My Documentsh

AL 5

Like previous import — select <Delimited> import — Click <Next>

B Import Text Wizard @

‘What delimiter separates your fields? Select the appropriate delimiter and see how your text
is affected in the preview below,

Choose the delimiter that separates your fields:
() Iab () Semicolon (O Comma () Space () Other: 1r~r|

[] First Row Contains Field Names Text Qualifier: BI_‘IEIE?} v_}

Hit Text -
t AC:Y XXX OST - Like A Prayer of Madonna - Lik

1=
=50 t XC:%Documents and Settings’\ USERYMy Documents
=0 t VC:%Documents and Settings’\ USERYMy Documents

Al 3
[ Cancel ] [ < Back l Mext = J[ Finish ]
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Again — choose the “~” as your separator — Click <Next>

E Import Text Wizard

‘You can store your data in a new table or in an existing table.

‘Where would you like to store your data?

(® In a New Table :
O In an Existing Table: | v

Hit Text i}
=0 t AC:YWXXX OST - Like A Prayer of Madonna - Lik

=0 XC:\Documents and Settings)USER\ My Documents
=0 t VC:%Documents and Settings\USERYMy Documents

[3i

4 »
EX | i3
[ Cancel ] [ < Back [ MNext = ] [ Finish ]

Select <In a new table> and create a new table for the data Click <Next>

E Import Text Wizard

‘ou can specify information about each of the fields vou are importing. Select fields in the
area below, You can then modify field information in the 'Field Options' area.

Field Options
Field Name: |Path] Data Type: |Text v
Indexed: Mo v | [[] Do not import field (Skip)

2|
[ Cancel ] [ < Back [ Mext = ][ Finish ]
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Rename “Field2” to “Path” — click <Next>

B Import Text Wizard @

Microsoft Access recommends that you define a primary key for
_E?_‘ your new table. A primary key is used to uniquely identify each
T record in your table. It allows you to retrieve data more quickly.
2w uwn wnn
; ::: ::: ::: () Let Access add primary key.
QL #x wun wk O Choose my own primary key. | V_l
@gNg primary key. i
Fieldl |Path
Hit Text -
=0 t AC:YWXXX OST - Like A Prayer of Madonna - Lik
= t XC:%Documents and Settings\ USERYMy Documents
=50 t VC:%Documents and Settings\USERYMy Documents
hd
< | 2
[ Cancel ] [ < Back I Mext >J [ Finish ]

Choose <No primary key> - Click <Next>

B Import Text Wizard @

That's all the information the wizard needs to import your data.

Import to Table:

[] 1 would like a wizard to analyze my table after importing the
data.

[] pisplay Help after the wizard is finished.
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You have now imported the data into the new table.

To clean out some of the data use the queries shown below

e db1 : Database (Access 2000 file format)

‘Hopen BZDesign finew | X | 2 Tg-
Objects 2h  Create query in Design view
] Tables Zh  create query by using wizard
5 Queries
=3 Forms
Reports
@ Pages
2 Macros
% Modules
Groups
(%] Favorites

Select <Queries> -> <Create a query in Design view>

=63

=1 Query1 : Select Query

Show Table

Tables | Queries | Both

)

¥

23 {1

Doubleclick the “Export_fileurns” table and click <Close>
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A
E|
|
2|
|
Field: [Path v L
Table: [Export_fileurns Export_fileurns =
Sork:
Shaw: ]
Criteria: ,
or: AN

Drag the fields “Path” and “SHA1” to the “Field box”

| (Access 2000 file format)
|Nl- SQL View uery

' PivotTable View
PivotChart View
*

Field1
Path
Field3
Field4
SHA1

Fieldé
Field7

&l1uil

Field: [Path
Table: |Export_Ffileurns Export_fileurns
Sort:
Show:

Criteria:

Click the arrow next to the “View button” and select <SQL View>
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& Query1 : Select Query

SELECT Mid(Export_fileurns.Path, 14) AS Path, Mid(Export_fileurns.SHA1,14,32) AS SHAL INTO Cleaned_data
FROM Export_fileurns;

| €

Paste the following text in to the query window

SELECT Mid(Export_fileurns.Path,14) AS Path, Mid(Export_fileurns.SHA1,14,32) AS SHA1 INTO
Cleaned_data FROM Export_fileurns;

Click the read Exclamation mark on the top menu to run the query

Microsoft Office Access @

You are about to paste 31 row(s) into a new table.

Once you click Yes, you can't use the Undo command to reverse the changes.
Are you sure you want to create a new table with the selected records?

l.7

lYes][No]

Select <Yes>
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SHA1 A

C:ADocuments and Settings\USER\Desktop\LimeWire\browserxulrunneriresitable-add-row-after-active. gift RUQFIGWUOTXPEQSRLIIEQGE
C:ADocuments and Settings\USER\Desktop\LimeWire\browseruwulrunneriresthtmiVolder. pngsq 2D3F25PMSZ7F7JGKUYFRCKS!
C:ADocuments and Settings\USERWy DocumentsiLimeWire\Saved\Madonna - Like A Prayer.mp3xsq 77 5YCGFJPP47VQ54TSNECTIL

C:A\Documents and Settings\USER\Desktop\fsumfrontend-1.5.5.1-binNSTALL txtxsq GFJLIQL2S5F 0505 QBMEMESH
C:ADocuments and Settings\USER\Desktopi\LimeWire\browserixulrunnerfiresitable-add-row-after. gifisg  TSKRM72IIPJFIUSBTLMLNELMJ
C:A\Documents and Settings\USER\Desktop\LimeWire\browseruwulrunneriresitable-add-column-before-how NKTV7 L20TVBEOBR2D3HYBJUJL
C:ADocuments and Settings\USER\Desktop\LimeWire\browserulrunneriresitable-remove-row-hover. gifus HCO2626NBEOUEUQJSZIFPBAY
C:A\Documents and Settings\USER\DesktopiLimeWire\browseruulrunneriresitable-add-column-before. gif 2B2HEKK4PA7VFBBMOJSLEDE
C:ADocuments and Settings\USER\DesktopiLimeWire\browseruwulrunneriresitable-add-column-after. gifksc X75GVQ37 FVVKT4BQ462CRPC.
C:ADocuments and Settings\USER\DesktopiLimeWire\browseruulrunneriresitable-add-column-before-acti 4UYRPAAUSDOBGKKBZEIEBYG
C:A\Documents and Settings\USER\Desktop\LimeWire\browseruwlrunnenREADME txtxsg QBVS7D75YZORPIZSPXBCCNGBC
C:ADocuments and Settings\USER\Desktop\LimeWire\browserulrunneriresitable-add-row-before-hover. gi EJ/VSHTKFKF3DIDEMOLZBJAD
C:ADocuments and Settings\USER\DesktopiLimeWire\browseruulrunneriresitable-remove-row. gifisg REOJMPFTYJTCRXFRRW2WIKF
C:ADocuments and Settings\USER\Desktop\LimeWire\browserulrunneriresitable-remove-row-active. gifis M7 ALXLUKY30RFS3GMIPTKOF
C:\Documents and Settings\USER\Desktop\fsumfrontend-1.5.5.1-bin\changelog.txtxsq EUEJXQKGESUY CEEDE2JPYWNF
C:\Documents and Settings\USER\My DocumentsiLimeWire\Saved\Metallica - Enter Sandman.mp3xsq  TJTGYIBWE2DSEPC3IQWY7LIN?
C:ADocuments and Settings\USER\Desktop\LimeWire\browserwulrunneriresitable-remove-column.gifksg  REOJMPFTYJTCRXFRRW2WIKF
C:ADocuments and Settings\USER\Desktop\LimeWire\browseruulrunneriresitable-remove-column-hover.g HCO2626NBOUEUQJSZZF PEAY
C:ADocuments and Settings\USER\Desktopi\LimeYVire\browserulrunneriresiarrowd. gifisg 356CKYXBUIN2BZIUBDWIOFDE
C:AXXKX OST - Like A Prayer of Madonna - Like A Prayer Copy of Madonna - Like A Prayer Copy of Mador

C:ADocuments and Settings\USER\DesktopiLimeWire\browseruwlrunneriresthiddenWindow. htmlxsg AM2F7MCZXY FBP7WIBIPS7Wh

| C:\Documents and Settings\USER'Desktoptfsumfrontend-1.5.5.1-bin\readme.txtxsq KADA3ZMOFIZOAF3WDUNIVWEIE
| C:\Documents and Settings\USER'DesktopiLimeWire\browseruulrunnerresitable-add-row-after-hover. gif NTLWWVEMLKABBEOSPPURYG: |,
Record: [14]) 1 E][E] of 31 < >

You have now cleaned out most of the “clutter” in both fields — but you still need to remove some
data from the “Path” collum

Edit | Yiew Insert Format Records Tools Window Help

Ctrl+Z ﬁ‘ | & ‘/L&l f\l‘ y @ ‘%b bAi;:/;uv‘\@il

i File
: N Bl Cut Chrlx - -
' 3 Copy Ctr+C

Office Clipboard...

SHAT

B 5 &

| Paste Chrl+Yy
: RUQFIGWUOTXPEQSRLIIBEQGE
— Paste Special...
= ) 2D3F25PMEZ7F7JGKUYFRCKS!
|| Wl 77SYCGFJPP47VQE4TSNECTIL
Paste Append

GFJLIQL2S5F 0505 QBMSMEST
ToKRM72IIPJFIUSBTLMLNELMJ
ol NKTV7 L 20TVBOBR2D3HY BJUJL
HCO2626NEBOUEUQJSZZIFPEAY
2B2HEKKAPA7YVFBEBMOJSL5DE
A7EGVO37FVWIKT4BQ462CRPC.
4UYRPAAUIDOBGKKBZSIBEYG

»ov Delete Record

Delete Column

= Select Record

u Select All Records  Chrl+a

| |33/ Eind... Ctr+F QBYS7 D75YZORPIZSPXECCNBC
L Replace... Ctrl+H g1l E)VSHTKFKF3DIDEMOLZBJAC
| | coTo % REOJMPFTYJTCRXFRRW2WIKF

M7 ALXLUKY3ORFS3GMIPTKOF
EUEJXQKGESUY CBEDB2JPWYNF
TITGYIBWE2DSEPC3QWY7LIN?

Highlight the “Path” collum — Click <Edit> -> <Replace>
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Find and Replace

[ Find | Replace ‘
Find What:  |xsq v| [ Findnext |
Replace With: | v '
Look In: [Path v }
Match: Any Part of Field &' ’
Search: all ﬁ Replace all
[ImMatch case Search Fields As Formatted

Type “xsq” ind the “Find What” field
Leave “Replace With” empty
Choose “Any part of field” under “Match”

Click “Replace All”

Microsoft Office Access

j You won't be able to undo this Replace operation.

Do you want to continue?

[Yes][No]

Click <Yes>
The “clutter data” has now been removed from the table.

You now need to repeat the process to clean out clutter from the “library5.dat” file.
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&= db1 : Database (Access 2000 file format)

‘Horen &ZDesign fiNew | X | 25 T s

Objects 2H  Create query in Design view
Tables Zh  create query by using wizard

5:--::-. i Er! Queryl

Forms

Reports
Pages

Macros

g8 o

Modules

Groups
[# Favorites

Select <Queries>-><Create query in Design view>

i=! Query2 : Select Query

Exporl—libS Show Table

Tabl :
Field1 ables | Queries | Both |
Path
- Cleaned_data
ExEort fileurns

(8 )

Field:
Table:

Sort: iy
Show: [] [] —D
Criteria: |

or:

(X8 |

Choose the “Export_lib5” table — click <Close>
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= Query?2 : Make Table Query

|SELECT Mid(Export_libS.Path,4) A5 Path INTO Cleaned_libS
FROM Export_libS;

| €

Click the “View button” to get to the <SQL view>

Paste the following into the query

SELECT Mid(Export_lib5.Path,4) AS Path INTO Cleaned_lib5 FROM Export_lib5;
Click the red exclamation mark in the menu and run the query

Microsoft Office Access @

You are about to paste 4 row(s) into a new table.

l.7

Once you click Yes, you can't use the Undo command to reverse the changes.
Are you sure you want to create a new table with the selected records?

lYes.][No]

Click <Yes>
Open the new table. Highlight the “path” collum

Click <Edit> -><Replace>
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Find and Replace

l Find J Replace }

Find What:  |w | v | | Findnext |
Replace With: | v
Look In: |Path b.d |

,
Match: |.°.ny Part of Field |
Search: All v Replace all

[[Imatch Case Search Fields As Formatted

Type in “w \” in the “Find What” field
Choose “Path” in the “Look in” field
“Any part of Field” in “Match”

Click <Replace All>

Microsoft Office Access

': You won't be able to undo this Replace operation.

Do you want to continue?

[Yes][No]

Click <Yes>
To compare the data you need to create a new query

Select <Queries>-><Create query in Design view> and create a new query
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&' Query3 : Select Query

Cleaned_d... Cleaned_lib5 Show Table

- S
- Tables | Queries | Both |
SHAL

Cleaned_data

Close

Cleaned libS

Export_fileurns
< il Export_libS

Field: =

Table: (L

Sort: [

Show: [] ] [] :
Criteria:
or;

<0 il =

Select the two tables “Cleaned_data” and “Cleaned_lib5”

You have to create a relationship between the two tables. The data you want to “match” is the
“Path” column in both tables. You create the relationship by selecting the “Path” field from one
column and drag it on to the “Path” field in the other column. The relationship is created, and is
shown by a line between the two fields

&' Query3 : Select Query

Cleaned_lib5

*
Path

| v‘
&0 (i) >
—= —
Field: [Path > A
Table: |Cleaned_data Cleaned_data =
Sort:
Show: [] F
Criteria:
or: ™
< ?

From the “Cleaned_data” you select both fields and drag them on to the “Field” field. You have
now created the query. Click the red exclamation mark and run the query. You will now get a
result like below.
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3 DocumentsiLime\Wir dih & TJTGYIBWE2DSEPC3QWY7LINXBINTYZ35
]- Documents and Set gs\USERMYy Documents\leerre\Saved\Madonna lee A Prayer mp3 77 3YCGFJPPA7YVQ54TSNBCTILVAGAKZKT

In this query you have now established the connection between the data in “fileurns.cache” and
“library5.dat” and shown what files are shared (If you had chosen to only select files that had the
share bit set to sharing)

Searching for data in unallocated clusters

The mentioned GREP searches can be used in unallocated clusters to find information on deleted
files, previous downloads etc. The search hits can be extracted and “parsed” in the same way as
mentioned above. This gives the possibility to prove earlier possession of the files (if you have a
database of illegal material to compare with).

To prove the sharing of these files is not 100% possible/sure. This relys on the fact, that the user
previously could have changed his “number of uploads at once” to “0”. As mentioned under
“limewire.props” this will result in the creation of the line “HARD_MAX_UPLOADS=0". It’s possible
to make a GREP search for this line. If you don’t get any hits on this search, it’s quite possible, that
the sharing not has been disabled by turning down the number of uploads — but you can not be
absolutely sure (it depends on the situation, amount of data, size of unallocated clusters etc). The
presence of SHA1 values in “fileurns.cache” entries from unallocated clusters will though
constitute the evidence of, that this particular file previously has been in the “library” and there
for in possession of the user

As the development of clients is ever growing, this is only a “snapshot” in time of what is possible
to find. Some information might not be present in this version, but will be in the next.

The future examination of clients will go on, and all my discoveries will be published at
www.filseshareforensics.org. Join, learn and contribute with your own discoveries. Remember — If
we work together our knowledge increases — and the amount of time we have to use on an
investigation decreases — It’s a real win-win-situation ©

Sgren Christensen

Detective Inspector — Special Consultant
National High Tech Crime Centre — Denmark
soeren.christensen@nitec.politi.dk
www.fileshareforensics.org
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