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Malware figures
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Malware evolution

Malware detected per year

Source: Pandalabs
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Malware evolution by type

New malware by type in 2007

Source: PandalLabs
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Malware evolution by type
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Who is behind this?

TR 2
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Yesterday’s Bad Guys

Blaster.B Nestky / Sasser CIH 29-A

Jeffrey Lee Parson Sven Jaschan  Chen Ing-Hau Benny
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Today’s Bad Guys

Spam Phishing

James Ancheta Andrew Schwarmkoff Jeremy Jaynes
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Web Attack Toolkits
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Web Attack Toolkits Malware server
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MPack
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by Lorna Hutcheson (Wersion: 1)

If wou're confused and thin
you haven't heard of "the o
relatively new kid on the bl
discovered in December of

Its an PHP based applicatio
comes several different exp
which can be used to comp
running. There are differen
compromised server. One d
now is an IFRAME, ‘Websitg
the sites pointing to the MHA

Another interesting charact]

Crippling malware attack strikes in Italy
Reszearchers claimm hundreds of sites compromised

Shaun Michols in California, vnunet com 12 Jun 2007

Italy iz suffering from a barrage of
rarmote attacks launchad from
hundreds of compromised
websites, security experts have
warned,

Fesearchers at Symantec More of
repotted that attackers have

injected 'ifrarme’ tags wlthln the oo H
HT[AL fil== =op mlnd for Iess-

Wednesday, June 20, 2007
Massive Embedded Web Attack in Italy
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The web iz abuzz with news stclnes regarding
the MPACK web e i |r‘|5talled (ulg
over 10,000 I'I'IIIISt|'5.I' Itallan hazed SItES and in
the 5|:||r|t Df previous analyses of malicious

5 here's an overview Df the Strategy of the
attal:k, the outcorne, and IPs in guesiton, thus
the Dnes that should get blacklisted or b= vulnerable to attacks,
CYBEI IT applied for further juicy details on the
SE"."EFIt'g." I:If the attack,

erabilities and applicationsz, including

The strategy of the attack

Ficture yvourself in the position of a maliciowus
G S :
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MPack

» Tracking Mpack for 2 months (April & May 2007):
» 41 different servers with Mpack running
» 366,717 web pages “iframed”

» More than 1 million users infected (1,217,741)

13
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MPack

MPack v0.90 stats

Attacked hosts (total - unig) | Traffic (total - unig)
IE XP ALL 114721 - 96104 | Total traff 159073 - 129089
QuickTime 2175 - 2043 | Exploited 44804 - 35574
Win2000 7033 - 6260 | Loads count _ 17408 - 15968
Firefox 12885 - 12514 | Loader's response 38.85% - 44.80%
Opera7 1271 - 1264 | Efficiency 10.94% - 12.37%

Browser stats (total) | Modules state

MSTE = Statistictype | = MysQL-based |
o User blockin #

Opera Country blocking

11.22%

tenon 10.02%
aa | aaee | BA2m
2175 11.65%
S ool 12.12%
3“93 12.14%
gl 4.48%
i 12.08%

/] 0 0/

112793
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IcePack

Login

— EEEUVR|TY
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IcePack
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The Business of Cybercrime
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IcePack

Operating System

Windows X : I
Windows ¥ista @ i3a

Windows FOO0: 167

other :

Windows FO03 1 &3
Windows 90 : 4]

Mac O&%: 23

Lirum

Windows 95: 2

Windows NT 4 : L
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IcePack

Browser

Internet Explorer &0 ¢
Internet Fuplorer 700 ¢
Firefow 2000 ¢

Dpera 9.273 ¢

Hozilla 5.0 :

Dpeea 900 ¢

Opera 9.21 ¢

Dpera 9,240 §

Dpera 9.22 1

Maxnilla 4.0 ¢

Firefou 10501

Dpera 9,00 :

Opera 902 |

Dpera 11,50

Dpera 9.01

listernet Explorer 5.5 ¢
Internet Explorer 5.01 ;

Firefox 2.0 ¢

— EEEUVR|TY
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IcePack

1 b
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IcePack
Referrers
FTP import Earinar ]

FTP checker
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IcePack

iFramer

<1frame src="Hecp wideh="0" heighe="0%></ 1 cnmes

sceipt languapge="JavaScript™s
I¥2CI25AC11552C114%2
CATR 201055 2C1 107201003 2CI01v2C

Country blocking

Moseaense [7]:  Bnowiposars » | LOEpakuTe

CTgiaMa ! AztaPacfic Reglen w Oofiapwis

| i TaTE

fAofapsTe cTRANY
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FirePack

CTATHCTHEES  Pedepel | OMMOTES CTATHOTHEM

CratmcTvka
Mo Bpavaepam

- EBarpym:m::D
| MpofkToi0
| Mpofike:
e | (171,

Sarpyzor:d
piofHToi0

Sarpysor:0

! | MpofuTail
5| Mpofke:

OPERA |0

Crtatctvka
Mo onepalUoHHEIM . CACTEMAR
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ADKHHACTRATHPOBAHNE CTATHCTHEN

Traffic Pro Login:
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Neosploit

Main Menu

Taotal Skaks

Logaut

' Total Stats
ldsername fé ﬂ -ﬂ

useral

15453 3086

F396

55

3939

2453

215

344 30

11 19

1394

134

1256 110

Traffic
S0
5 4417
n 215
n 21
n o
31199
4 1009
o o

Redirect  Total

Loads
€ @ 88
Ackive users
0 23806 Ef 7 i%%) 040%3 I:DEI‘:‘.-".:-:I I:DI:P;c.II
0 3985 LA z : i
0 106
0 1
0 GEEY
0 4532

(23.851%) (2.034%) (0%) (0%

10 1 o0
(18.151%) (9.090%) (0%) (0%

o0
0i0%)  000%) ey oo
520 78 o0

{13.201%) (5.595%) (0%) (0%

377 62 oo
{15.368%) (4.936%) (0%) (0%

Passive users

0 0

1] ]

0 (0% (0%:) (0%

0 {0%)

EEEUR|TY
Acti
Tokal Loader hits :
1775
(7.4pE% CD10%)  Res
817
(20,5010 000%)  Bes
3 D{0%)  Res
(10,377%) S
O(0%)  O(0%)  Res
595
(g.opao Cl0%)  Res
439
(o.0gey C00%) Bes
O(o%)  O(0%)  Fes
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And many more...

-  E-corepack

- Nuclear traffic

- Multi exploits pack

- Nuclear Malware Kit

- Prime Exploit System
- Web-Attacker

- SmartPack

25
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A Real Case
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|- WEB-Tanols -|- Enalish Version -| Google Search

2 2 200002

INFECTED

JFasepweHHa paszpaborka ABToonNnarsl Ha cakTe

TEﬁEph BdmM HEeT HEI'JEHDAHMB!:TH onnavyvBaTh iaDM[bHIJI; MAdH AW CTY4Y4aTh B dCBbKY ECNH Bam
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Infected Team

Proxy

5-%$2.5
1,000 - $300

DDoS

1 hour - $20

24 hours - $100

Major projects starting at $200
10 minutes for free!

— EEEUVR|TY
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Infected Team

— Spam: < 192,000,000 e-mail addresses

« USA (home users) - 117,000,000
— US$150 / million messages

« USA (enterprises) — 4,000,000
— US$150 / million messages

 Western Europe (home users) — 45,000,000

— US$130 / million messages

 Western Europe (enterprises) — 902,256

— US$130 / million messages

* Russia (home users) - 20,700,000
— US$100 / million messages
* Russia (enterprises) — 5,000,000

— US$120 / million messages 29
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Infected Team

— Personal cryptor ($15, updates $5)

— ABLoader ($60, builder $500)

— RooT iFrame ($25 Russian, $50 English)
— SpamPHP Script ($2)

— FTPChecklframe ($25)

30
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Infected Team

MPack
Dream Downloader

Limbo

Total Investment:
1,500%

31
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Infected Team

1 2 3 4 5 6 7 8 9 1031 12 1314 15 1617 18 19 20 21 22 23 24 25 26 27 28 20 30 31 32 33 34 35 36 37 38 39 40 41 42 43 44 45
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Infected Team

Il D3 Builder

bt P oy trojan. comfmytrojan, exe

v Lsa packer |rnew %

Wersion info:
Buid 027 dated 15/02/07 Make Downloader...

USER: I ico

e BEERUWRITY
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Infected Team

|| ECPT-UARD ADMIN PAGE o)

USER ADMDS COMMAND ADMIN SEARCH IV LOGS

Chiose cotmiry

Choote sabes w

COMMANDS:

(% | USERID | ™ COUNTRYCOMMAY . mME W
165001 05122006 _1 33407 ING—-—0="-1 'B& i&tm m“ﬂ‘w@? exe 2007-03-12 2031430

163002 16122006_23205¢ M— 5 |CO fmm Sty I 5 732 e 2007-03-12 20 51430 | |:|
[E8003(1312200 19035) e PR RUN ity —— T2 e 20070312 2051430 | O]
[6200409122006_1501 17 emmmm——_’ EE. EUN mp_ i ————— i3 e 2007-03-12 2051 43 =]
”E:*":'ﬁ 6012002_23505 Wmm—m—— |7 _l“‘?“ iy ——— .5 e 2007-03- ‘EW?.“'EF' _1a
63006 12122006_110217 M—" .- RUH ity M— 32 e 2007-03-12 20514300 =)
[65007/17122006_1 73406 SUNNZ. AR, RN ity — 7 e 20070313 0750351 | (1
168008 16122006_11 5607 MEmm—— 115 R bty MNS— 032 e 20070312 20514310 =
168009]15122006_112727 nmbmn | 30 77 RUN ity ME—— v e 200703 1221}*51.:30 S =)
ﬁsmu'ﬁizm 0455 I—— |':.E BRI B —— R EY nvzi*ni? — B
63::1!1 6122006 zmzs “ i R mn—l——wmnm 20070312 znﬁms o [O
E801216122006_21395) emm——_ PH RN ity —— 32 exe 2007-03-12 2051430 | 01
168013 17122006_072205 tiniieaes.  US RUN ety —— 132 ez 2007-03-12 205143 n g
€8014/21120006 -:msa:u:us__ s (BUN ity ——— e 2 cxe 2007-03-12 2051420 =
samﬁ 16122006_154342 miutetiet |- (BT oty —— T2 e 2007-03-12 20 514210 =
m:a 17122006_1 34550 Mty '§=J£ RN it — i 37 e 20070312 20 51420 =
68017 16052002_214929 mmmmm—" | RUN ity M—— i 32 e 20070312 20 5142/0 =
'\.ﬂﬂfﬂ 17122006 101724 Ee— : - EUN mr_ﬂ?mmazmzcm 0312 m;tﬁa'n_ |I:|
ssma mzz’nh;a' 1'?334.:_4'3 e T ity Al 7 2. 02 2007-03-12 20 514210 =
mzn 109 122006_04021 3 NG .f;L R i — 7 32 e 2007-03-12 2343201 =]
165021 108122006_091737 Nmmm——it_EF. RUN m_srnwmaz e 2007-03-12 20 5142}0 =
68022 15122006 23493 m——  BE “mom ity A—— T/ 52 e 20070313 01480212 =1
T @ @ oo tutin toc v
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Infected Team

Win32.exe = Trojan downloader

Installed:
Spammer Trojan
Rogue AntiSpyware

35



The Business of Cybercrime PANDA

Infected Team

Rogue AntiSpyware

Commissions paid per installation:

$0.40 USA, Canada

$0.20 UK, France, Germany, ltaly, Spain, Belgium, Luxembourg, Monaco
$0.05 Austria, Denmark, Finland, Sweden, Norway, The Netherlands
$0.01 China, Korea, Japan

36
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Infected Team

Let’s do some maths

China, Korea, Japan: $0.01 * 70,300 = $703
Finland, Norway...: $0.05 * 70,300 = $3,515
UK, France...: $0.20 * 70,300 = $14,060
USA, Canada: $0.40 * 70,300 = $28,120

And the same numbers in 30 days...

China, Korea, Japan: $0.01 * 70,300 * 30 = $21,090
Finland, Norway...: $0.05 * 70,300 * 30 = $105,450
UK, France...: $0.20 * 70,300 * 30 = $421,800

USA, Canada: $0.40 * 70,300 * 30 =I$843,600|

37
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Infected Team

Who's paying these Rogue AntiSpyware installations?

TR 2

38
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7. KLIK
REVENUE

ADVERTISERS

KlikRevenue is a pay-per-click affiliate program offering up to 80%: of the
revenue received from traffic sales. We pay for every dick originating from North
America, Western Europe and Australia {very high rates guaranteed!).
KlikRevenue also offers 5% of referral earnings. To add to this, you are welcome
to try our reseller program! From this moment on, you will be able to manage a
mini-version of KlikRevenue!

Klikadvertising is a great traffic selling solution for advertisers, Qur netwark
boasts 1000 of websites, and that’s exactly where we get all of our traffic from.
Your ads appear on the list in an instant, enabling you to make money on
product/service sales.

KlikSoftware.com

Kliksoftware spedalizes in selling security software and provides great money
making opportunities for any kind of traffic, We pay 515 for each and every sale
of our anti-spyware solutions plus 5% out of every referred webmaster’s
revenue: Payments send every 2 weeks with no hold,

Copyright £ 2005; KiikRevenue.com
All rights reserved.
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waverevenue G

wellow Pages [ J Translation

home progams referal pomotools signup  faq  contact

Waverevenue the best performing program to boost your revenue

Waverevanus iz an affilizste Toolbar that pays you =ach time 2 surfer installs
our Toolbar on his computer.

Let Waverevenue turn your traffic into cash?

password :
— Free content @ Encoding tool @ Active X @
=2 b y Get fres content and Uplead and bundle Active ¥ Content
REITIEIDI Des get paid! Put our free wour own content Protection
password. guslity content: in one click
bt Protect specific
submi J Fadult video Games, movies, sactions, pages ar
FFUnny movies spplications, your entire website.,
forgot password? *Animated smiley sverything is possible
i B vl i fi With aur high
TR 4 Lk with our unigue anling i g
e e And get paid for it! encoding tool. converting active x
Cur content is
News constantly update to Essy bundle easy
keep your visitors cash
our Toolbar on his happy
computer. :
content demo. wiew animation. wview animation.

UB TO s0.40 perinstall
We will pay you for installs

e | T "ty e I
coming from 16 countries

[ ———

g i R o™

Get started now and Quit your 9-3 Rat Race. Let WaveRevenue work for your

Money. Quslity Product and Real Maney.

40
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0 i
Psowen crmotes €| (- L4 7
ED |

Home Product Company Contact FAQ

CONTACT US Welcome To Toplnstalls

Toplnstalls provides dynamic bundling and distribution services to dozens of
third party applications to end users world owver. With Toplnstalls, companies
can experience extremely fast growth, almost overnight, and create a strong
Whv Topi nSTGHS and lasting web presence — something that normally takes months or yvears

and hundreds of thousands of dollars.
® Completely Opt-In

® 50,000+ Opt-In installs per Contact us to know how we can help increase your distribution and reach.
day
® High retention rate

® No application content
restrictions

® 14-16 million impressions per
day

AFFILIATES
OUR SOFTWARE

INFO@TOPINSTALLS.COM

FRIMACY FOLICY | TERMS OF USE COPYRIGHT £) 2005 TOF IMSTALLS. ALL RIGHTS RESERYED
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VIDEOSCASH

Cormerts Am Adult Trafric

HOME L SiGH U L RATES: ' TEAMS ' 2] ' SUFFORT

Welcome!

GET FREE MOVIE GALLERY

RACHIOE SUREE i
PRt TR ATRRRI - 4 BRAND HEW WAY OF MAKING MOMEY!
l i a - GET PAID UP TO $0.44 PER FREE MOVIE DOWNLOAD!
: EEBELIE_}I'ABLE (.EHHE_I'-_ISI[Jr;S‘l_ i
MVERT ANY ADULT TRAFFIC WITH US!
VIDED CODEC NSTALL - SIGN LIP NOWI m
ﬁ%ﬂim m%?mn ’
C— What’s new:
o= 5O 1075
Special Features: xﬁeilent prﬁ-mn Payments via
GET MOMEY PER IMSTALL 1:1::1 E'C ||:.-r1

A e e By Eeme e e e o
. ; =EII'I_-, : :-:_ ..: .. {:nprrhnt K prom twn phur
A .- 1 Ardd rmu e R K prof e

Gt paed ArApE @ T it
VREE Eoediispoame aded
I'!illlili!!l!ll—lll

e BEERUWRITY
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S MATCASH o §

x
HOME PROGRAMS an REFERRAL | SIGNUP | CONTACT

mo

ThIS is the '|.-.|ra‘|,,-r tn enjoy life again.

Get started now and Quit your 9-5 Rat Race.
Let MatCash work for your Money.
Quality Product and Real Money.

B We pay you for every install $0.40

ray to change your sites appearance

_\_f_;ﬂ Search % weather I [| Yellow Pages () Trarclation (F) Currencies (G Casino *J Sport | (8} Zoom € Zoom

A e O, SIGNUP NOW!

HOME | pRrocgrRams | FAg | REFERRAL | signue | contacy | EE HEENWE T
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: wd A
SN

ABOUT US FAYT CONTARACTS REVIEWS SIEN UF FAag

BUY iFrame Traffic

ann

®» Al zites accepted 000 unig users
& Starting from 1 daify an R
s Absolitely clear
& Nolli=gal ach (Amount of users per
* Mo exple
& Human ver [ receive trafficonly in
+ Simp )

0x0 pix. fithout proxy and with
* Weekly Payments. Webmonsy, FET, E-

Gold:

r permansnt clients.

ebmoney, Fet, Epassport,
Moneybookers.
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FPANDA

— EEEUVR|TY

AsTopuaayua

Go

Wwone 20/2007

Ksk BEMaMN CHOES HE4EACA
KPHMSWS B NAaHe KoaudecTea
HE nyraswmoa 2]
NoHEASneHRE 23 duona

WioHe 05/ 2007
I e MHOFPOYHCNEeHHBIX 440C
BTEK M NPoHKE N E"

CepEWC CHCBa :a:eﬁora: B
Co AHA Ha
TEM

WTSTHOM DEXKM
ASHE RWASSTCH NOOAHE |
HTD HE Nyra rNAas HE
LTETHUCTHHY H CRODOLTE

OTFEYEHKM . CEMYaC BCEro b

wonuoey )

Maii 06/2007
Ecnu am

CRODOCTE 28
£2aNopT  cASn

Cramcmxasmm Pernctpayua i

Obume nononcennn, npasuna w FAQ

- Ece SArpy3En YUCTBIE T.€. MApPanencoHs HAUYEND HE FPY3MTCA.

*  ZarpysI<d NpoM3IS0AATCA PESMOSHTHEIM ACASSPOM , KOTOREIA CAMOYHMUTOXAETCA NOCAS YONSWHOrS 2anycKa
BAWEre exe.

= B "muxce” HE NPMCYTCEYHIT CTPEHE! HE KOTOPEIE YKA33HEl OTOSNEHEIE LEHE!.
= [pyIATCA TOMBKS TE CTPEHE! KOTOPEIE YHAZIEHE B 3a0ade.
= (CTpaHa cnpedenAeTcA no maxmind gesip

= EcnW yKa3aHo ALL To rpy3ATCA BCe CTRSHL M UEHS SarpysoK PAcYMTEIBEaSTCA OTASNEHS NG Ka¥AoH CTpaH:s
T.e. 3a DE 3arpy3gy Bbl nnature 0.2% a 3a PE 0.03

®  LleHbl Ha 3arpy3sEM MOTYT MHOMOS HESHAYMTENLHD MEHATECA 38 ITHH CNeAWTE CaMK.

L Hak TaKoEoro NOHATHA MHUEC HE CYLWECTEYET , ¥ I{a)K,EIOI;I CTpaHkel CECA LUEHA U ECNKW CTpaHa YETKD He
VKEIAHE E npaice To ueHa 305/ Lk

»  JeHsrM CHUMEHOTCR ©0 CYETE No $AKTY CKAYKKM W ZANYCKS 3HIS H3 MAWMHE HOZepa.

= [IpW OCTATHE Ha ASNo3IWTE 55 M MeHbWEe 3arpy3IKd 0CTaHABNWEaRTCA.

®  MUHWMYMEA HET . MOKHO MPYENTE XOTe 3WT x0Te 10k yKaZas nMMWT B 33084E.

* [nA Ha4yana KpaiHe PEKCHMEHOYETCA NPOrpY#aTe C20A 3K3e 30-100 pasz ana NpoSepKK OTCTYKA.

= [pereHsvu no YHE coenadbiM 3arpyskan HE NPMHAMAKCTCA |,
TECT 4ToBEI NPOESPHTE KadecTE0.

FPY3WUTE MANEHbEHMMKA MApPTHUAMKA MK ﬂEJ’IEII:"TE

- MNocne cozaanwA 3anadqw £€ Haao AKTUEMPOEaTH HAXATHMEM HAa CCeINKY B NCONE CTaTyCca , aHaAorM4HbIM
METOACOM 33084y MOMHO NPUMOCTAHOEWTD.

= [one sagaqu "noay4edc” noxasbisaeT ckensko GoTos cuntano saaadue , obibidHo oHo HemHore Gonswe

..... e LR S e S N T e o e R P Iy e th e e e
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K

ugmmmmmn

SNAPINSTA

ograms [

Highest & Fastest Payouts in the World!
[id you knew that most pay-per initell programs anly pay for countriss they
wiant bl Snapbnatalls pays for every major country in the world! We belisve in
paying the highaot and reafisde rate wa can offer to our PARTHERS over the

s lang-tarm. Depending an whether you're & softwars-developer, or web-masber
af & dstributor, Snapinstalls believes in counting accurately and paying on
tme evary pay period. [8d you also know that other programs promote being
the highest paving companies in the market, but when it comes te their

reperiing and getting pald, they cut back on the total amount of installs, so they don't have to
pay you for what you delivered!!! Therefore, not ondy are exploving faulty advertising, they are
also reducing their actual payout by increasing the discrepancy between what vou delvered
and what they are counting, BUT MOT HERE AT SHAPINETALL - 'WE BELIEVE N PaYING YOU FOR

EXACTLY WHAT ¥OU DELIVEREE!

“Sign Up Now

R R N e R

Quality Content - Great Alternative to Traditional Advertising

Madia

Snaplnatalls betieves in high guality content, and i constantly ratating and

adding new offers inba the seitem. We stay current with markst trends and
needs and do aur very bast to make surs this FREE content is rvallabls ta you

L. and your webzits sudience. Your sudience or uter-bags will be extremaly
'“““{1 satizfied when haoe the abllity to chocse bebween search produc =, games,
T TS scresnsavers, new widgels - the st continues to grow and go-on and on...
Srapinstall eastiv allows you o offer an alternathe advertsing media ta vour

a et pald up to 8030 par
nsiall

Follow your tounis ang
FevenUe thiough the patent-
pending SnapAccurate s
Raporting Tezhnolegy!
Stgrdng b 1 the easiest thing
o, 00 ANt widt - IS ey
anc automated!

.‘_EE_LI;} Now! |

Pricing Rates

[T.7%

(ot L Oeed o
Timr b mr e Faar mrs A A

e R EUWRITY
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The Business of Cybercrime

Uur siles FAW FOl WS

PanbasbcDollarecom @ & boraich sfSain popren il ERALLY owe rsew po riohtl Winem ko
v T el g s lhs e 05 1 J0S1 Vi 00r SRS VD - see e 1 TR wou il e T Things
FaIPE g o s Our paHc corarEs rebee mrw Emang B ghand ad e o arrl Sy ke o

{groredne] hipher and hegher ey tiw!
Do ‘pau P Bva el oF b morry? You da P Than den'twarts e - omus. prosaie e and v e

1L Y PaE grssn 108 odeir ST Siut ik

hsene: | ome iiley | jon os | fog | contoch | rosouwrces
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The Business of Cybercrime PANDA

TERMS SIGN UP MEMBER

Hello! The ability o earn on the infernel 15 a dream of many. We live in the 21 st cenfury, and many have
compuiers connected to the intemel and the desire 1o eam money on the internet! VWe offer you the
opportunity, ang working withius you will get

Very good espieit that is not "kill" the iraffic and you can freely him posted on their sies.
The stafisties ia real fimel
We pay for ifie unigue downioad!
. Rapid server, which are located in different Data-isenirah. The possibie joss of traffic.
Since we can work any \Webmasier-infection as a cause. and newcomer!
By adveram we give FREE abuzoustoychivy hosting + spamilkn and dorogenerator?
. We empioy "TraffikBekUr!” - that is, unigue fraffic you camsend where you pozheiasisya.
Very friendly sapofi o fespond o you in any matter of mierest to you and heip you understand if
something 15 not working
9. By paying a convenient way for you. Epassporie. VWeb Money, Fethard, Gold. Westermn Union, bank
transfer: To pay by bank fransier and Western Union minimum payment of 5 1.000, ihe olher $ 100
10. We load abspiuiely nnocent Soft!

1
o5 ]
2
o 1
3
4
e

If you do not find the information thai interests you, on the sife, you can contact our CUSIOMEn SUpport.

Our Support : 380-755-762 ICQ - iframebiz.com




The Business of Cybercrime

TRAFFIC-CONVERTER Si=
alhrmye pomr ireiie oo e

Registration closed, please contact support for details,

1001452033813
'

MEMBERS LOGIN Traffic-Converter.biz-is the best tool over the entire Web to
convert your traffic into cash! Our price policy allows you to get
| | the maximal profit by selling Your traffic. Unigue tariffing

" algorithm determines the maximum price of your traffic

| | accordingly to it's quality. ¥ou can send any amount of traffic
since we do not have the maximum and minimum restrictions.
All payments to you will be processed at proper time. Qur

S——— scripts are 100%p accurate that provides you with exact stats.
1.: REGISTER l Be-weekly payments to WM or Fethard.

Enter

— B EEURITY
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The Business of Cybercrime PANDA

UpAds.biz CONMNECTED AND KNOWING WHAT PEOPLE WANT...

UpAds.biz

MAXIMIZE YOUR REVENUES TODAY!

MAKE BIG MONEY TODAY!

MAXIMIZE YOUR REVENUES WITH UPADS BIZ _
0, T

LET US PUT MORE DOLLARS IN YOUR WALLET!

CONTACT ust! 4

TRAFFIC STRATEGIES

Learn how to maximize vour Revenues by getting the hinghest canverting trafficl

U P A d S, b i 7z Copyright © 2007 On the Net Consolidate Services, S.A.

ALL RIGHTS RESERVED.




The Business of Cybercrime

SPYWARE 8%
DOLLARS &

OBbENEHUNUCS

KLIKS@®FTWARE

NPOOABAW CO®T ELWE NYYLLE! NONYYAW BONBLUE!

TR RRHNRACE © B ESOware COomm n vEeT S HiA EON-53 0LEs

JaparEC TR
CTYRHY T B

— EEEUVR|TY
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The Business of Cybercrime PANDA

Underground Shopping Cart
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The Business of Cybercrime PANDA

Underground Shopping Cart

— Web Attack Toolkits
« MPack
- US$700
— DreamDownloader + US$300
— Adding new exploit + US$50-150
— Avoid AV detection + US$20-30
 |cePack
— Lite: US$30
— Platinum: US$400
 FirePack
— US$3,000
 Traffic Pro
— US$40
« Ecore
— Bundle US$590 (for a domain / ip with ecore installed).
— Domain / additional ip US$490

— Help for the installation US$15
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The Business of Cybercrime PANDA

Underground Shopping Cart

— Malware

« Keylogger Teller 2.0
— Typical keylogger; it uses stealth techniques and is quite complete: US$40

« Webmoney Trojan
— It captures Webmoney accounts: US$500 (the first 100 will obtain it for US$400!)

« WMT-spy:
— Another Trojan to obtain WebMoney accounts, but cheaper than the previous one
— Trojan US$5
— Updates US$5
— Builder UsS$10

« SNATCH TROJAN:

— It steals passwords and has rootkit functionalities: US$600

 Limbo:

— Banking Trojan, keylogger, etc. US$1,000
* Pinch:

— Very complete Trojan. US$30

— Update: US$5
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The Business of Cybercrime PANDA

Underground Shopping Cart

— Joiner and encryption

Polaris
— Polymorphic encryption for your executables US$20

Freejoiner
— Hides your executables joining them with other files US$30 + US$5 per update

« My joiner

— Other joiner belonging to the creator of Pinch UsS$10
« Pity Joiner

— Just another joiner US$7
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The Business of Cybercrime

Underground Shopping Cart

— Other Tools

* FTP checker

— Program to validate stolen FTP accounts.

« Dream Bot Builder
— Floods servers

US$15

US$500 + US$25 per update
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The Business of Cybercrime PANDA

Underground Shopping Cart

— Spam
« Spam Hosting: US$200
 Dedicated spam server US$500
« +10,000,000 Mails per day US$600
« SMS spam (per message) US$0.2
« 1CQ (1,000,000) US$150

Mailing lists for spam: (US$)

ACCOUNTS USA GERMANY RUSSIA UKRANIA
1,000,000 100 100 100 100
3,000,000 200 200 200 200
5,000,000 300 300 300 -
8,000,000 500 500 500 -
16,000,000 900 . . 3
32,000,000 1500 - - -
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The Business of Cybercrime

Underground Shopping Cart

— Accounts

FTP accounts:
— US$1 per account

lcq numbers:
— From US$1 to US$10 (depending on the ICQ number)

RapidShare premium accounts:

— 1 month - US$5
— 2 months - US$8
— 3 months - US$12
— 6 months - US$18
- 1year - US$28
Online Shop accounts
— (megashop.ru, bolero.ru, cup.ru, etc. ALL RUSSIAN): - US$50 each

50MB of Limbo Trojan logs

— US$30 (contains email accounts, bank account numbers, credit card numbers, etc. A
percentage is guaranteed)

— EEEUVR|TY
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The Business of Cybercrime

Underground Shopping Cart

— Already finished?

 Credit Cards

— VISA/ MASTERCARD
1-10 cards US$2 (per card)
10 - 100 cards US$1.5 (per card)
- AMEX
1-10 cards US$2.5 (per card)
10 - 100 cards US$2 (per card)

 Passports:
— Black and white: US$2
— Color: US$5



The Business of Cybercrime

Where to buy?
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The Business of Cybercrime PANDA

- oTofpaxeHye pazmepa Noroe

- NOWCK MO noram

- ApXMEALMA NOrOE

- PMALTPaUKMA No CTpaHe

- BO3MOMHOCTE NOCHNKK NoOroe Ha emall

- CTATMCTHKY MO 3apaxeHHAM

- NpOcMOTP crpabnedHes emails

- Bauy 33aMeTor BblBpaHHEIM NONb20BATENAM

- BpEMA NOCNEAHErD 23%043

- 0ToG0paxeHre B NOCTPaHKMYHOM BMAe (ckaxem no Z00 2anyced Ha CTpaHMUy )
- EOZMOXHOCTE FpaldkTe BCce B 04MH Gain {No #enaHum )
- COPTHPOEKA NOrOE N0 PasHbiM KpHMTEQMAM

- YA aneHvWe BCEX NOroE

AaHHEEe EOMAHAE CEAYMBAKITCA C HOCTHMHCA Hepes DI'I[:IE,D,EJ'IEHHI:-Iﬁ HHTEpPEAN EpEMEHK M BRINODANHAHITCA, B
d4MHHEE MOXHD EMAETE CTAaTYC KOMIHABl 4NA onNpedeNeHHOro nonbsoeaTens - I:I-CE'—IEHEI"".,I:I{E‘—IEHE HO HE
EbII'II:I.I'IHEHEI"".,EI:\II'IEI.I'IHEHEI.

Bvng - 500 wmz
Ico S

HDM'}," HMHTERECHO, MOMY 03Tk NOCMOTRETE TECTOBEYHY I4MHHEY,
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The Business of Cybercrime PANDA

— B EEURITY

Communication

4 ORDER crack for 5%55% - 11.06.2007 23:52:16

aleksiva Meed to crack programme RENTAL 5
hitp:ifpisoft.u/dlprokat50.exe
rewird

Message : 4

Joimed : 11.06.2007

Status : effline

Galiwosmn (= )Pn D somae o Eacap.



The Business of Cybercrime PANDA

Camunapndcation

|_""_.l Spam and Flocd Scrvace for
POMAR
TRt ;|

Foinad ; May 18, MEr?
Etaliis - ullline

Mailoe Apenl ; ;. - 3505 W07 51300

. : Spam and Flood Service for Mail.ru Agent : :.

10HH] +free ordering
2O - 4
H0HD - dhh wme
10000 1.1 -wme

1 S{HHI-2 vz
23000-3 wme
SO00-6 wme

1 OO | | wenz
PIHMHHE- | § wanz
SO0 20 wami

1 DM - 34 e
PIHMHHM-5 Y wing

Criteria spam -

1y Wery rapad defivery of messages,

) Permanent customers discounls.

3jcan be delivered Lo vour base. al the option of (sex., couniry, region, ageh

4) Abality 1o send im o given tinse, you af the dotes specified imervals lists (the time zone i

References can be found here @ hitps:fomumedoy orgfshowihread. php = 3069 |
Knocking at 100 369-336

chliessape edited FOMAH - May 2H, 2007 513242

=i’ Mcmmn — P ﬂﬂun-rr-rr -.ﬁl:ﬂp

Pages  [1]
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The Business of Cybercrime PANDA

Communication

g Service sales COC! | 7 - D906, 2007 2k 535

Fektih

Comnunicaton : |
Jivinesd - 08 05 NI
Skmus : offEne

Service sakes OC! | |

[ wish to invite vou ©o board with cvv2 Usa, {(Walid - 90-95% ).
there VISA - MC PRICE :

I-10 cards - § 2 (per unit)

|0- 100 cards - % 1.5 {each)

DISCOVER-AMEX

|-10 cards - % 2.5 (each)

[ O- 100 cards - $ 2 {per unit)

MNevalsd change within 3 days!

STANDING POKUPATELYAM DISCOLUNTS! !

We guarantee the sale only in one hand and a high validity.
if we can make a selection in the state, bin ec.! ! !
puundirl; i BOC) - 4OR-(N0T-00 5

Write to OFF-line. Answer &

et Nncenn = | P R novmm Eacop.
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Mame Communication

3 Scanning passports and ol only .. - (8063007 (153

keksik There are scans passports. All questions BOQ) 177303)
Prices 5 & 2 £ colored blasck white

Pesis : 11
Boined - May 10, 2007
Sextus : calins

e Ml | P ﬂE EOHTET -.E::q:

FPANDA

e BEERUWRITY
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The Business of Cybercrime

4 Selling scans paspariow ...

PosTerminal

Mesconge - 7
Joinad - 03,04 30407

L1 TR

Coammunication

< 03 0 K07 1:42:86

There pasparov scans are available :

USA. Russia, Ukraine. England. Australia
Zealand. Nigeria, Shvedusii, China, Kazak

Added some countrics Drive license :

Australia
Germany
Lithuania
Norway
Russia
Thailand
Ukraine
England
USA
Estonia
Sweilen

e BEERUWRITY
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e BEEEUWRITY

70 Mage 70 Warrior 70 Shaman 70 Warlock all full epic

Seller of this item? Sign in for your status

starting bid;

End tirme;

shipping costs:

<l (B e 1 of 4
. . ohips to:
“iew larger picture :
[tern location:
Histary:

You can also;

Listing and payment details: Show

Your maxirmum bid:

US $27,000.00

FayPal account reguired

s

(Enter LS $27 00000 or more)
Get $10 back on this itern Apply

2 hours 40 mins (Feb-13-08 07:54:44 PST)

Free
Other {see description)
Service to United States

Linited States
hckeesport, PA, United States
0 hids

| watch This Item |

et mobile or IM alerts | Email ta & friend
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‘RoprDL nrEmaTIL
e Ukepusae
- . = - . poToamiEp AT

AT

Coroeare Tenedio
i
Tomueo v wac Bu mowere Tonkss HoBME TORADE Hax 3u0er e,

EFIATE KA WEHEHE Fremomsan

Toraper BUEDD za 200 o . e e
W]ﬂ{pma{.ﬁ- CLTOAHKEGE QOHIAIEHAE

pn— RECOPTRHERTR




Thanks!

Luis Corrons

luis.corrons@pandasecurity.com

Pandalabs Blog:

http.//www.pandalabs.com

FPANDA

BEECURAITY

‘ One step ahead.




