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Preface: Why Drupal?

By Benjamin Melangon

Drupal is a great content management system, a powerful framework for web applications, and a cutting
edge social publishing platform. Above all, Drupal is more than software—it is a vibrant community of
developers, designers, project managers, business innovators, technology strategists, user experience
professionals, standards and accessibility advocates, and people who just mess around with stuff until
they figure it out.

Social and Semantic
Web Platform

Figure 1. Drupal as the intersection of web content management system, application framework, and

social and semantic publishing platform—encompassed by a diverse community

Drupal Is a CMS for Building Dynamic Web Sites

“The stuff that I am able to build with Drupal ... is just mind-blowing.”

—Merlin Mann of 43folders.com

With Drupal, you get all the features of a powerful content management system, or CMS—user login and
registration; definition of types of users and content; different levels of permissions; content creation,
editing, categorization, and management; syndication and aggregation—out of the metaphorical box. In
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addition to this core functionality, there’s an expanding universe of additional functionality available
from the rising influx of community contributions.

The Views module (see Chapter 3) allows you to organize and display content in any number of
ways. The Groups module (see Chapter 5) can be used to create online workgroups, discussion groups,
and more. Drupal Commerce (see Chapter 25) allows you to configure full online stores. This is just a
small sampling of the powerful extensions available to Drupal through contributed modules (see
Chapter 4 for some more). From theming examples to make your site look better (see Chapters 15 and
16) to command line tools (Chapter 26) to powerful search (Chapter 31), if you want to build it in Drupal,
it’s very likely that someone already has—and has contributed the code or the instructions back to the
community. If you want to go beyond functionality that anyone has contributed yet by writing your own
modules (Chapters 18 to 24), there will be a lot of help out there for that, too. (See Chapter 9 for getting
the most out of Drupal by participating in the community and Chapter 38 for contributing to this
ecosystem yourself.)

Drupal is written in PHP with a great deal of JavaScript (mostly using the JQuery library) for the
front-end experience, and it uses a database such as MariaDB/MySQL or PostgreSQL to store both
content and configuration. Of course, by doing enough custom coding with these or other programming
languages and databases, a developer can do anything a Drupal site can do. But why? Using Drupal
saves site builders from reinventing the wheel, allowing a focus on achieving their goals. Drupal takes
you where you drive it, without you having to build a car first.

“I needed a system that was able to take lots of different types of structured content and slice and
dice it in different ways. [...] I had thought of a really cool way to organize my data and then I
realized I would need to write a CMS on top of that, and I didn’t want to spend the next eight
years of my life writing it. And I found out a bunch of people had spent the last eight years of
their life writing it, and it was called Drupal; so I was thrilled.”

—Jeff Eaton

Drupal Is an Application Framework

“Yes, Drupal is what you need it to be.”

—Wim Mostrey

Drupal has become so solid at its core, so extensible, and so powerful for building different kinds of web
sites that it is more than a CMS: it is a platform for developing serious web applications. Each major
release includes better APIs (Application Programming Interfaces; how code talks to code) and other
powerful features that take it beyond being a CMS.

Drupal is used as the basis for different types of applications, from smart phone and Facebook apps
to web sites with complex business logic (nysenate.gov/mobile, data.gov.uk, zagat.com) to social media
and retail-ready software as a service (buzzr.com). Drupal can also be found in such non-CMS roles as
the front end for Java-based applications and the back end for AJAX or Flash-driven front ends.

Where this distinction between framework and CMS or other product can mean the most to you is
the growth of distributions built on Drupal to solve specific use cases. Examples include OpenAtrium
(openatrium.com) for team intranets, Drupal Commons (drupalcommons.com) for social business,
OpenPublish (openpublishapp.com) for online publishers, and OpenScholar (scholar.harvard.edu) for
personal academic and research web sites. (See Chapter 34 for more on distributions, including how to
create your own.)
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Drupal Is a Social and Semantic Web Platform

“If you have to be the center of the world, you will either succeed and own everything, or you
will die.”

—Sir Tim Berners-Lee

The ideal of the social and semantic web embraces a vision for a future where information isn’t trapped
in a single web site or company. Instead, your information and that which others share with you is under
your control and available among multiple platforms and devices. Sites working together offer a way out
of a dystopian world where control of connections among people and data is all or nothing. Drupal and
its support for RDF (Resource Description Framework) help make this better future possible.

RDF helps label data in a way that computers can universally understand, so that they can do
intelligent things with data from diverse sources. By building tools directly into Drupal that make it easy
to share structured data, we are helping usher in the Semantic Web, the age of linked data, when web
sites and other Internet-connected devices can automatically answer complex questions based on data
shared all over the Internet.

Drupal Is a Community

Another reason to choose Drupal is this book—and many, many other books, videos, web sites, classes,
and songs. (Well, maybe not the songs. Search at your own risk.) The large number of beginner-friendly
and expert-ready resources growing up around Drupal are both an effect of and a contributor to its
success and growth.

The top 10 Drupal shops in the world could switch to stone tablet technology tomorrow and there
would still be an amazing array of contributors to carry development forward. Not many free software
projects can say that, and, of course, no proprietary products can make such a claim. Of course, most
Drupal companies are growing along with Drupal, not leaving the scene.

A Community at Critical Mass

With Drupal events happening all over the world several times a year, there is objective reason to believe
that Drupal has achieved critical mass as a vibrant participatory project, but anecdotes are more fun.
Drupal developer Matt Schlessman wrote about his first Drupal conference, DrupalCon San Francisco,
in 2010:

As I stepped off the plane, I wasn’t sure what to expect. To date, I had been amazed by the energy
of the Drupal community and the great things folks are doing with Drupal. But would the
conference live up to all of the DrupalCon hype?

I had my answer within minutes of hailing a taxi. As we merged onto the 101, the driver asked
me why I was in town. Assuming he wouldn’t be familiar with Drupal, I mentioned that I was
in town for a convention.

“Is it Drupalcon?” he asked. Indeed.
“Do you work for a Drupal company?” Yes, Acquia.

In the middle of the freeway, the cab driver turned around in his seat with excitement and
exclaimed, “That’s great! I have two Drupal Gardens sites! I love Drupal! And I love Dries!”

Wow! The first five minutes. Unbelievable.
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The number one reason to use Drupal is not the functionality, the extensibility, the power, the
flexibility, or even anything related to the code. The number one reason to use Drupal is the breadth and
depth of the community.

Drupal Is...

e .. aBelgian student who shared his college dorm intranet software with the world
(buytaert.net).

e .. acommunityleader (webchick.net) who co-maintains the entire Drupal 7 release,
welcomes and helps new contributors, routinely organizes essential initiatives for Drupal,
makes a living consulting and training, and still manages to spend some time with her wife.

e ... thousands of people converging on Paris, San Francisco, Copenhagen, Chicago, London,
or Denver from all over the world to see, show, share, meet, eat, talk, and dream Drupal
(drupalcon.org).

e ... al45-year-old liberal magazine now publishing online with a CMS that’s “more in synch
with our politics” (thenation.com).

e ... the campaign of the first Republican Senator from Massachusetts in 35 years
(scottbrown.com).

e ..aweb service for progressive political candidates (starswithstripes.org).

e ... the United States government (sba.gov and whitehouse.gov, among others).

e ... the online home oflibertarian communism (1ibcom.org).

e ... thefirst U.S. automobile company to have an initial public stock offering in 50 years
(teslamotors.com).

e .. aninternational association of interaction designers (IxDA.org).

e .. acouple of comedians (robinwilliams.com and chrisrock.com).

e ... thelargest corporate participatory media site (examiner.com) and many small anti-

corporate participatory media sites around the world (such as bolivia.indymedia.org and
tc.indymedia.org).

e ... hundreds of thousands of sites of all sizes and purposes, including tens of thousands of
sites hosted for free on Drupal 7 as a service (drupalgardens.com).

e ... thousands of people making their living doing Drupal, from a wizard (angrydonuts.com)
making powerful tools (partly paid for by high-end web sites, but used by everyone) to a key
employee (angrylittletree.com) at a high profile Drupal shop, to a worker cooperative
focusing on the needs of community organizations (palantetech.com).

Drupal is all this and much, much more. Drupal is also, or could be, you.
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What’s New in Drupal 7

by Dani Nordin

Of course, every Drupal release is better than the last; otherwise, there’d be no point. However, a case
can be made that Drupal 6 was a greater leap forward than any previous release, and that Drupal 7 is a
still greater leap. The section highlights some of the more notable improvements.

Note This book is written to be as useful to people who never used Drupal before as to those who have used it
before Drupal 7. This seemed like a good approach given that the Drupal community roughly doubles in size after
every major release.

Easier to Use

An entirely revamped administrative interface makes routine tasks easier, with many improvements
added specifically for site builders and content editors (Figure 2).

Administrative toolbar: Navigation for administrative tasks is now provided by
a Toolbar located at the top of the browser window. Toolbar access can be set
via User Roles, and only the functionality already permitted to that Role will be
available from the toolbar.

Shortcuts drawer: Below the administrative toolbar is the Shortcuts drawer,
which can be toggled open or closed. A Plus or Minus icon on every
administrative screen adds or removes a shortcut from the drawer. Shortcuts
can be as general (a link to the Blocks page) or as specific as you like (a link to a
specific view while you're still refining it). Also, shortcuts can be saved as sets,
making it possible to create one set of shortcuts for a Site Editor, another set for
administrators, etc.

Contextual links: Contextual links are noted by a small wrench icon when you
hover over various pieces of site content, such as blocks, views, menu lists, and
teasers. They provide one-click navigation to editing screens related to that
piece of content, greatly reducing the clicks-per-task for most routine Drupal
tasks. As importantly, contextual links provide a useful cheat-sheet for Drupal
newcomers who may not know the source of the content they’re trying to edit.
After you have made your edits and saved the block, view, or menu, the
contextual link then returns you to the original screen. Drupal 7 is filled with
many small touches like that, and, taken together, they significantly improve
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the Drupal experience. For more information on the User Experience principles
in Drupal 7, see Chapter 32 in this book.

Figure 2. Improvements to Drupal 7’s administrative interface include 1) administrative toolbar, 2)
shortcuts drawer, and 3) contextual links.

Drupal’s new admin interface includes a number of other enhancements to the content creation
and curation process, including a new Dashboard with a simple and powerful drag-and-drop interface
that can be customized by site administrators to include recent content, comments/content in need of
moderation, or any other block available to your Drupal site (see Figure 3).
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Figure 3. The Drupal Dashboard gives site users a customized view of the information they need to
perform content or user maintenance. Administrators can customize the dashboard depending on what
individual site editors need.

More Flexible

With Drupal 7, you can define your own content structure and add custom fields to content, users,
comments, and more—without adding modules. In addition to creating custom text and list fields, you
can upload images directly into Drupal fields and create custom Image Styles to automatically scale and
Crop your images.

You can also extend your site with some of the over 1,000 modules available for Drupal 7 at the time
of this writing. Many module and theme maintainers took and fulfilled the D7CX pledge, meaning that
more contrib modules were ready for the new version of Drupal on the date of its release than ever
before.

Drupal 7 also now supports different types of databases, including MariaDB 5.1.44 and greater,
MySQL 5.0.15 and greater, PostgreSQL 8.3 and greater, or SQLite 3.x. This gives you more flexibility and
control over your site’s data.

More Scalable

Your Drupal 7 site will be fast, responsive, and able handle huge amounts of traffic thanks to improved
JavaScript and CSS optimization, better caching, and more. Drupal 7 also requires PHP 5.2.4 or greater to
run, which leads to better performance, but may require checking with your web host before installing
or upgrading.
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Other Changes in 7

In addition to the changes previously listed, the following important changes have also been
incorporated into Drupal 7.

Install Modules and Themes Through the User Interface

In Drupal 7, you can now install contributed modules and themes directly in the Drupal interface, either
by providing a link to an external source or uploading the file directly (see Figure 4). Similarly, you can
update modules and themes directly through the Drupal U], a vast improvement over previous versions
of Drupal.

Figure 4. Installing a new module is easy through the Drupal interface.

New Core Themes and Enhancements
The new version of Drupal also includes several new default themes, including:

e Bartik: The Drupal 7 default theme, a clean, multi-region theme that allows easier
customization of colors, regions, and CSS style settings (Figure 5).

e Seven: The Drupal 7 administration theme, a minimalist theme used in
configuration overlays and administration pages.

e  Stark: A completely empty theme that provides a way to look under the hood at
Drupal’s default markup. This is useful for module and theme developers who
need to see the markup that Drupal is spitting out before they start working.
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Figure 5. Bartik, Drupal 7’s new default theme

As good as the themes themselves are, what’s important here is the explicit separation between web
site theme and administrative theme, as Figure 6 indicates. Bartik is a sophisticated theme with 15

configurable regions. By contrast, Seven has only two regions, greatly simplifying the administrative
interface.

Figure 6. Content regions available in Bartik and Seven themes
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Enhancements to Content Entry and Organization

Drupal 7 includes many enhancements to the content entry screens, including a more intuitive
interface, vertical tabs for key configuration areas, and the option to add summaries to content, which
can be used in custom page views.

It also includes a revamped Taxonomy (content categorization) setup, which allows you to add
images, descriptions, and fields to content categories, and even add links to them. This is useful for
heavy-duty content sites and in theming, where a default image could be used to denote every piece of
content in a specific category.

RDFa Support

RDFa provides a way to structure HTML output so that machines can tell the difference between
calendar content, contact information, and other types of content. This not only provides built in SEO
for your web site, it sets the stage for a host of other functional enhancements to your website.

For more information about RDFa, visit w3.org/TR/xhtml-rdfa-scenarios/.

Security and Testing Improvements
The release of Drupal 7 comes along with a variety of important security improvements, including:

e Password hashes are salted (meaning, passwords cannot be cracked with a look-
up table).

e  Unique key for cron.php to make Denial of Service attacks more difficult. (Note:
This means you can’t run it just by going to example.com/cron.php like you might be
used to.)

e Permissions have normal, human-oriented names and descriptions.
e  Filter permissions are on the main permissions page.
e Allows choosing between public and private files on a per filefield basis.

e The Test module (formerly Simpletest) is included in Drupal core. This module
helps you write tests to make sure your site and modules work as they should, and
test your site after you make changes. See Chapter 23 for more information.

This is only a smattering of the tremendous changes that were made in Drupal 7. If you'd like to see
all of the changes, visit drupal.org/about/new-in-drupal-7 and drupal.org/drupal-7-released.



How to Use This Book

Elwood: It’s 106 miles to Chicago, we got a full tank of gas, half a pack of cigarettes, it’s dark,
and we’re wearing sunglasses.

Jake: Hit it.

—The Blues Brothers, 1980

Welcome to the Definitive Guide to Drupal 7! Picking up this book suggests an interest in learning
Drupal, a desire to make full use of Drupal 7’s great new capabilities, or a commitment to continuous
improvement in Drupal knowledge. Or, for the person who has never heard of Drupal, picking up this
book indicates plain good luck—fate kind of luck. To that person, and others more hard-working than
lucky, the authors say: Congratulations on a new hobby, career, passion, community.

This book accelerates people along the Drupal learning curve for the many dimensions of Drupal,
such as:

¢ Building sites by choosing and configuring freely available extensions, called
modules.

e Planning and sustaining Drupal projects.
e Creating themes to give your sites their own look and feel.
e  Writing new modules that extend what Drupal and other modules can do.

e  Getting help from and contributing back to the Drupal community.

Note What does that fifth point have to do with building stuff with Drupal? Everything. All the functionality, the
flexibility, and the power of Drupal come from the community. Becoming part of this community as you begin to
learn Drupal benefits you and benefits the community. See Chapters 9 and 38 for more.

Who Should Read This Book?

This book is for anyone serious about gaining a deep understanding of Drupal and doing great things
with Drupal. It does not presume any specific prior curriculum. There are as many paths to Drupal as
there are members of the community.

This book is intended to be the most comprehensive guide to getting sites done with Drupal—or
likely any content management system. It goes well beyond the code to cover much other knowledge
and skills and help make you effective.
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HOW TO USE THIS BOOK

The goal is to help you develop a solid set of skills to maneuver and mold Drupal—and more
importantly, to promote the concept of developing in a manner which many have termed “The Drupal
Way,” which includes the following:

e planning for future upgrades, possible disasters, new client feature requests, etc.
and building web sites that age gracefully.

e participating in the open source free software ecosystem that makes Drupal and
other key projects possible—in Drupal, a remarkable community that
encompasses administrators, developers, themers, and designers.

“Definitive” is quite a claim to make. Not everyone who works in Drupal is good at all of it, or even
knows about all of it. Which is fantastic news for you, the reader and user of this book. Precisely because
there are so many parts of Drupal, and no one is expert in all areas, there are many onramps and
avenues to becoming a Drupal expert. This book helps you learn how to think about and approach
Drupal with the aim of making your mark in the community.

This book will cover a lot of ground, from building sites to writing code to enhance Drupal’s look or
extend its functionality to managing all such projects. Throughout, it maintains a focus on engaging with
and contributing back to the Drupal community. Giving back to Drupal is what makes Drupal possible,
of course, but engagement with the community also provides we who work with Drupal the continuous
learning we need to keep up and keep improving.

The Definitive Guide to Drupal 7, then, will not cover every detail of a vast and expanding universe
of software. Instead, it will cover what is needed to do some real things, with a focus on building the
knowledge and tools needed to figure everything else out.

Requirements
To work with Drupal, you will need the following:
e A working computer.

e Atleast intermittent Internet access.

Tip Readers whose computer is not set up to easily run a web server, PHP, and a database (those unsure can
figure on an answer of no) can start right now downloading VirtualBox and a Drupal-ready VirtualBox image, as
described at drupal.org/project/quickstart. See Appendices F through | for more ways to get set up to run
Drupal, and also Chapter 12.

Approach and Philosophy

A reference book gives just the facts; a good teaching book tries to show how we come to develop
knowledge in the first place. This book teaches.

If something is worth doing, there are probably three or a dozen ways to do it with Drupal. Given the
limitations of time and space, the authors picked their favorite to write about. There’s a whole Internet
out there with most of the rest; if we wanted every possibility, we would not need a book. Nevertheless,
this book’s purpose is not to claim and deliver the one best solution, but to teach how to find and
evaluate solutions. It aims to make you better at thinking about web site projects and Drupal
development.
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Although this book is written for cover-to-cover reading, it’s not linear. A book about a project of
and for the Internet and about a large, active community could hardly be linear. And a book meant to be
of practical use must allow people to pick up where dictated by the projects they need to work on and
their present skill levels. Many parts of the book can be taken as short sections that stand alone on how
to do a particular task.

Above all, this book is about equipping, not about spoon-feeding facts. A powerful lesson of open
source free software is that no human system or structure is static and unchangeable; everything
changes. If, at some point, you don’ think that a topic is covered adequately, refer to Chapter 9, which is
about getting involved in and getting help from the community.

A Note on Jargon

Drupal 7 has made great strides in usability, in part by removing jargon from the administrative
interface. (Interface? That’s jargon for the thing you're looking at when you use a web site.) Nonetheless,
that jargon will reappear in this book, because it is how Drupal thinks of things internally, and to be a
great Drupal site builder, you need to know a bit about how Drupal thinks. So let’s get a couple things
out of the way.

A person using a web site is called a user. We are upgraded to people in parts of
the Drupal 7 administrative interface, but when you see ourselves referred to as
users from time to time, you shouldn’t freak out—it’s not a slur (although
Drupal can be addictive). It’s just a more precise and concise way of referring to
a person using a web site.

A piece of content in a Drupal site is also called a node. Why not call it content
all the time? Well, sometimes nodes aren’t content; sometimes they’re really
better thought of as a piece of data or a container for more nodes (sorry,
content).

There will be plenty of other jargon, and the authors will try to explain it better as it comes up, but
the most important thing is that a word or phrase or even concept that does not make sense to you at
first will not stop you. There is an entire book of context, and help of all kinds online, to keep you moving
as you understand more and more of this complex conglomeration of people and software called
Drupal.

You can go at your own pace, you can re-read sections and try things again, and you can go to the
book forums (definitivedrupal.org/forums or dgd7.org/fora). There’s one forum per chapter where
you can ask questions of authors and other readers (if your question hasn’t already been addressed).

Conventions

Locations of administration and other pages are described both with a Click » Path and with a url/path
(relative to the root of a Drupal site, for instance the path admin/content). For instance, the help topics
are directly reached from the toolbar or administration menu, so we would instruct simply: Go to
Administer » Help (admin/help).

You can always skip clicking through the links and tabs and sublinks by entering the provided URL
path directly (in the last example, for site example.com, the URL
http://example.com/admin/people/permissions/roles would take you directly to the path).

When members of the Drupal community are mentioned, their drupal.org handles are frequently
added in parenthesis, as this nickname (often also used on IRC) may be much better known among
Drupalistas than their real name. For instance, when introducing the Drupal 7 co-maintainer (and all-
around Drupal superstar) for the first time, we would write her name as Angela Byron (webchick).

Iv


http://example.com/admin/people/permissions/roles

HOW TO USE THIS BOOK

Ivi

In this book, the word “we” is generally used to include you, the reader, as well as the authors and
anyone else who may be doing Drupal.

Beyond the Book

The companion site to this book is definitivedrupal.org (also reachable at dgd7.org). You can
download code used in the book at dgd7.org/code. Also online you will find additional information on
Drupal and the authors. The site supplements the book; it does not replace it. Let the authors know what
was most helpful, what confused, and what can be improved upon. Share Drupal success stories and
express frustrations, but keep discussion related to the book chapters, and take overall Drupal
discussion to one of the many places introduced in Chapter 9 on participating in the community.

Where examples are used, the authors took every effort to make information in this book the best
way to do the specific task. However, there’s always another way to do a task in Drupal, Drupal is an
always-evolving entity. This book strives to provide the knowledge and resources needed to come up
with your own solutions, and you can also subscribe to dgd7.org/updates or e-mail your area of interest
to news@definitivedrupal.org to learn when corrections are made to the text, new techniques are
suggested, and new material is released.

The authors’ goal is to accelerate you along the Drupal learning curve by covering all aspects of
building web sites with Drupal: architecture and configuration; module development; front end
development; running projects sustainably; and contributing to Drupal’s code, documentation, and
community.


mailto:news@definitivedrupal.org

How Drupal Works

by Dani Nordin

Before you can get started working with Drupal, there are a few basic things you should know. This
chapter provides a broad overview of how Drupal works, and some basic terms and concepts you should
know before you get started.

How Drupal Works

Drupal, much like systems such as WordPress (wordpress.org) or Expression Engine
(expressionengine.com), is a Content Management System (CMS). It takes your content as individual
pieces of information and gives you a framework for displaying that content in a way that makes sense to
your site’s audience.

What Drupal Really Does

The easiest way to think about Drupal is as a digital coin sorter. Your nodes are the coins, and content types
are the different denominations (quarters, dimes, etc). In addition to content types, you can use taxonomy
to organize the coins by the country of currency, color, condition, etc. Views are the mechanism that sorts
the coins; they take your nodes and sort them out as Pages or Blocks according to size, shape, color, or
whatever criteria you set. Themes and modules are like the coin wrappers and gears; they make sure that
everything stays organized and keep the system running smoothly. See Figure 7.

Content - -
Type - III!II!III
—

/ Page
I Block || Block

Now with Views!

Figure 7. Graphical overview of how Drupal delivers content

Drupal differs from other content management systems in the following ways:

e It'sincredibly flexible. Unlike WordPress, which is primarily focused as a blogging
platform, Drupal sites can be built to handle almost any functionality that you
need from corporate intranet to e-commerce to donor management, and more.
You can even blog with it, if you really want to.
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e Drupal’s huge community of developers, designers, and themers means that even
the least experienced site builder can get help breaking in and figuring out sticky
issues. While IRC and drupal.org’s Issue Queue can be immensely helpful (and
are great places to start), even posting a question using the #Drupal tag on Twitter
will often lead to offers of help and answers you may not have thought of. More
information on getting help with Drupal can be found in Chapter 9.

Some Terms You Should Know

Node: An individual piece of content. This could be a news item, event listing,

simple page, blog entry—you name it. Anything in your site that has a heading
and a bit of text is a node. Nodes can also have custom fields, which are useful
for all sorts of things.

Fields: Fields are one of the best things about creating content in Drupal. Using
fields, you can attach images or files to content, create extra descriptors (like a
date for an event, or a subheading for an article), or even reference other nodes.

Block: A standalone piece of reusable content (for example, a sidebar menu or
callout box). Blocks can be created by a View (see below) or created by hand in
Drupal’s Blocks administration menu. The beauty of blocks is the flexibility of
display; you can set up blocks to display based on any criteria that you set. This
is especially helpful on home pages, for example, or for displaying a menu
that’s only relevant to a specific section of a website.

Content type: The type of node you're creating. One of Drupal’s best features is
its support of multiple content types, each of which can be sorted out and
displayed by any number of criteria.

Taxonomy: Content categories. At its most basic level, you can think of
taxonomy as tags for content (like blog entries). The true power of taxonomy,
however, lies in organizing large quantities of content by what an audience
might search for. For example, a recipe site can use taxonomy to organize
recipes by several criteria type of recipe (dessert, dinner, etc.), ingredients (as
tags), and custom indicators (vegetarian, vegan, gluten-free, low carb, etc.). In
building the site, you could then use Views to allow users to search by or filter
recipes by any one (or several) of these criteria.

Users, Roles and Permissions: Users are exactly what they sound like—users
that have registered on your site. The key to working with users is roles; Drupal
allows you to create unique roles for anything that might need to happen on
your site and set permissions for each role depending on what that role might
need to do. For example, if you're creating a magazine-type site with multiple
authors, you might want to create a role called “author” that has permission to
access, create, and edit their own content, but nobody else’s. You might also
create a role called editor that has access to edit, modify, and publish or
unpublish the content of any of the authors.
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Module: A plug-in that adds functionality to your site. Out of the box, Drupal
provides a strong framework, but the point of the framework is to add
functionality to it using modules. drupal.org/project/modules has a list of all
the modules that have been contributed by the Drupal community, sorted by
most popular. At the very least, every Drupal installation should use Views,
Pathauto, and Token. Pathauto and Token help you create automatic URL
aliases for your content; you'll learn more about Views in Chapter 3 as well as
Chapter 8 and elsewhere in the book.

View: An organized list of individual pieces of content that you create within the
site, using the Views module. You'll dive a bit deeper into Views in Chapter 3.

Theme: The templates that control the look and feel of a Drupal site. Drupal
core comes with several themes that are very useful for site administration and
prototyping; however, custom themes should always reside in your
sites/all/themes folder and not in the core themes folder.

tpl.php: Individual PHP files that Drupal uses for template generation. Most
Drupal themes will have, at the very least, a tpl.php for blocks, nodes, and
pages. Once you get the hang of working with tpl.php, you can create custom
templates for anything from a specific piece of content or specific content types
to the output of a specific view.

Drupal Core: The actual Drupal project files, as downloaded from drupal.org.
Anything that exists outside your /sites folder is considered core.

For other theming-specific definitions, check out Chapters 15 and 16.

Planning a Drupal Project: Designing from the Content Out

Since so much of the power in Drupal is based on the ability to create different types of content and sort
it into manageable chunks, the importance of creating an effective content strategy and information
architecture BEFORE YOU START DEVELOPING cannot be understated. Drupal is, at its core, a content
curation and display engine, so taking time to understand the types and format of your site’s intended
content, as well as the site’s functionality, is essential to success with Drupal.

What follows is a brief overview of the planning of a typical Drupal site. A more comprehensive
overview can be found in Chapter 10.

Phase 1: Discovery

The discovery phase of any creative project sets up important information about the project’s business
objectives, audience, and functional requirements. This is where you work with the client to determine
who they are, who their audience is, and what types of things that audience might need to do. At this
stage, you're focusing mostly on the client’s perspective and objectives; in the phases following, you'll be
able to research and confirm or amend these perspectives.

While it’s often tempting to dive right in and start building, putting enough time and attention into
the discovery phase is essential to avoiding headaches down the road. Ask any Drupaller who's ever had
to redo huge sections of a site because the project requirements changed.

During the discovery phase, you're looking to answer the following questions:

e Who is the client? What do they do?

e Who s the primary contact on the client’s project team?
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e Who are the other decision makers (if any) on the client side? How will feedback
be handled?

e  What are the primary business objectives surrounding this project? In other
words, why are we doing this?

e  What is the client’s understanding of their primary audience for this project?
Secondary audience? What is their understanding of this audience’s needs?

e  What is the primary message that the audience needs to get from this project?

e What financial, staff, and content resources are being made available for this
project?

e  What deadlines are you trying to meet with this project?

Phase 2: Information Architecture and Functional Requirements

While the discovery phase sets up the client’s objectives and perceptions of their audience, the second
phase focuses on gaining a deeper understanding of the site’s intended users; it works on making sure
that the user experience of the site matches the client’s business objectives with the intended audience’s
needs.

The tangible deliverables of this phase may vary from team to team, but they often include things
like:

e User profiles or stories.

¢ Anoutline, or matrix of functional requirements.
e Site wireframes.

e Paper or digital prototypes.

¢ Content strategy documents, including a breakdown of site content, content
types, and categories. This may also include a breakdown of the site’s user roles
(editor, member, etc.) and what content they have permission to access, edit, etc.

The goal of this phase, which can take anywhere from a couple of days to a few months, is for the
client and the development team to get on the same page regarding who the site’s users are and what
they’re there for. Additionally, and most importantly, the goal is to identify areas of the project where
budget or project scope might need tweaking and head off any confusion that might occur down the
road.

Phase 3: Development Implementation

Once functional and content requirements have been established and approvals have been given, the
team can begin to install and configure Drupal. In some teams, this installation/configuration process
begins in the information architecture process, after functional requirements have been established. The
benefit of this approach is that the team can build a working prototype of the site early in the process
that can then be iterated. The downside is the potential for some aspects of the project to require re-
doing later in the process, as new needs are uncovered.

During development, the site’s functionality is developed and iterated. Modules are chosen (more
on that in Chapter 4) and implemented, custom functionality is developed, and user roles and
permissions are set, along with content types, taxonomy, etc. During this phase, designers can begin
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working on look and feel issues, and content editors can (and should) begin adding content to the site,
with guidance from the project lead.

Phase 4: Design and Theme Implementation

A Drupal site’s theme controls the look and feel of the site. While it is possible to implement visual
design in a Drupal site at the same time that functionality is being implemented, it’s not recommended.
The development phase of a Drupal site is an important time to iron out functionality and usability
issues; adding visual elements (even simple ones) during this phase causes many clients to focus on
aesthetics too early in the project.

Another important distinction to be made is that between visual design and theming. While many
themers can design and vice versa, visual design is the act of creating a set of visual standards that will
control the way the site looks. This could involve something as simple as picking out colors and font
choices for the site, and creating some standards for laying out type, boxes, etc. It often involves creating
visual mockups in a program such as Fireworks or Photoshop.

Theming, however, is the process of implementing those visual standards across the site’s template
files, using HTML, CSS, and PHP. While theming can (and sometimes does) happen without design,
design is what truly brings the message home to the client’s audience. When well thought out and
implemented by talented themers, a site’s design is often an important factor in whether the site meets
the client’s business objectives.

Phase 5: Staging, Testing, and Launch

Once the site’s functionality has been implemented, and the visual design has been integrated into the
site’s theme, it’s time to get the site ready for the world to see. While a more comprehensive overview of
this can be found in Chapter 13, the basic idea is as follows:

1. Backup the site’s database and files.
2. Establish a staging URL (best as a subdomain of the actual URL, such as staging.newsite.com)
and move the site files and database to that URL.

3. Test.

4. Test.

5. Test.

6. When you've tested the heck out of it, and fixed any issues that arise, move or copy the site files

and database to the live (also called “production”) URL.

7. Test.

8. Test.

9. Test.

10. Rejoice!

Now that you have an idea of what you're doing, it’s time to set up a development environment and
install Drupal for the first time. See Appendices F through I for installation instructions on various
operating systems: Windows, Ubuntu (including as a virtual machine on non-Linux computers), Mac OS
X, and (the easiest way to get started) a cross-platform Drupal stack installer.
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PART |

Getting Started

Chapter 1 takes you through building a Drupal site from planning to giving people the privilege of
posting pages and other content, with lots of key Drupal concepts covered and tips given along the way.
Building this site is continued in Chapters 8 and 33.

Chapter 2 introduces two essential tools in the life of any Drupalista: Drush, the Drupal Shell that makes
many tasks in Drupal much faster and easier; and Git, a distributed version control system that allows
you to experiment freely with your code—and to collaborate with people around the world.



CHAPTER 1

Building a Drupal 7 Site

by Benjamin Melancgon, Dan Hakimzadeh, and Dani Nordin

“Ok, we can do this the hard way or we can do this the Drupal way.”
—Forest Mars (kombucha)

This book will accelerate you along Drupal’s learning curve by covering all aspects of building web sites
with Drupal 7: architecture and configuration; module development; front end development; running
projects sustainably; and contributing to Drupal’s code, documentation, and community.

What better way to get started than to build a complete site in the first chapter? You'll go from zero
to sixty miles per hour (or one hundred kilometers per hour, as the case may be) in 27 pages. In later
chapters, you'll add turbochargers with dynamic pages using Views, racing stripes with theming, and
cup holders with JQuery; you'll also perform some fancy maneuvers with Commerce and much more.

Throughout the book, we’ll try to guide you to the Drupal way of doing things. There’s never only
one way to reach a goal, but some approaches ignore or even work against Drupal’s offerings. The
Drupal way, by contrast, is any way that builds on Drupal’s strengths. (Chapter 8 covers one of those
strengths—an active and helpful community that can keep you on course.)

The site you'll build in this chapter will allow users to easily create and categorize content. The
scenario is not hypothetical. This book needs a website, and you are going to create it! You will:

e Useabasic approach to planning a site.
e Install Drupal 7.

e Configure Drupal core to provide a collaboration-oriented site that accepts
content and comments from authors and visitors.

e  Give the site and its front page a mix of static (semi-permanent) content and fresh
updates.

e  Give authors and visitors different levels of access for adding and editing content.

This is just the first chapter, so buckle up!
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Planning: Setting Parameters and Knowing Where You’re
Going

Before embarking on any project, you should have some idea what it entails, if only to set some
parameters on what you're getting into. The key to delivering happiness is setting expectations. (See
Chapter 9 for more on planning and management with an agile approach.)

Discovery: Why Should This Site Be Built?

When starting a project, the first thing to figure out is not how to do it but why. All implementation
answers should flow from an understanding of the project’s purpose. The process of discovering this
purpose is the discovery phase of a project, which is defined in this book’s introduction and discussed
further in Chapter 9.

Tip Though obvious, the critically important discovery phase is sometimes given too little attention. Even a
website built only for yourself should begin by you defining your goals. Skipping this step can mean repeating all
the other phases as the understanding of needs changes and new needs are discovered late in the process.

Asking the site initiators (the authors) about their goals for the site reveals that they want people to
learn more about The Definitive Guide to Drupal 7 and they want the site to aid conversation and
collaboration among multiple authors, readers, and interested Drupalistas.

Overall, the DefinitiveDrupal.org web site (hereafter referred to as the DGD7 site) should
complement the book’s goals, which include the following:

e  Give people of diverse skill backgrounds onramps to going great places with
Drupal.

e Help people learn how to learn more on their own.

e Encourage those interested in the Drupal software to participate in the
community that makes the software possible.

For the book to meet its goals, it helps if people buy it, so all web site visitors must be able to see
basic information about the book, selected and bonus content, and book buying information. Authors
need to be able to add, edit, and arrange this information. People must be able to suggest ideas for
inclusion in the book or future editions. Later, readers of the book must be able to comment on or ask
questions about particular chapters. (These more structured forms of interaction are more sustainable
for the authors than a contact form or site-wide forum.) The site must be able to be extended with new
features as well as new content, and visitors must be able to sign up to receive updates when important
new information about Drupal is added.
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Tip Another question the builders of a site should ask early on is where the resources will come from. Who is
going to pay for this project—in time, resources, and money? Everyone involved needs to have a sense of what
can be accomplished with funding and what can only be achieved with volunteered time.

Information Architecture: Exactly What Will You Build?

Once the purpose of a project is well understood, it’s time to move onto the next step, information
architecture. Discovery is why. Information architecture is what. This phase is sometimes also called
specifications or site architecture. Typically, information architecture consists of writing functional
requirements and drawing wireframes.

Functional requirements consist of every individual thing the site must do and how each will fit
together, stated as clearly and succinctly as possible. Wireframes are quick sketches of where links,
forms, features, menus, content, and anything else should be on key pages or sections of the site.
Together, functional requirements and wireframes show precisely what the site must do.

With the grounding of the broad goals established in the discovery phase, you can ask the site
initiators what they want in the site. You must filter requests based on the already established goals.
With the DGD7 site, requests range from a paragraph-by-paragraph annotation tool to making the
whole web site look like a book. This is where you must learn—and employ—the most important
technique of web development: saying no.

Tip In web development, the question “What do you need?” often comes back as something like “I need a fully
3D pony leaping around the screen and every click on him adds another cup of hot chocolate to the shopping cart
and | need it by Tuesday.” It’s your job to say no and to help people prioritize their ideas to be in line with their
goals and resources.

As Drupal developers, it is very tempting to say yes to everything, because pretty much everything is
possible with Drupal. The missing word is eventually. For the sake of everyone’s happiness, it is best to
help site initiators keep their vision in mind and build web site features that achieve this vision first.
Requirements need to fit into a strategy for what the site’s initiators want to accomplish. Explain that
time and resources are finite: yes, nearly everything is possible with Drupal, but not all at once. Given
the overall goal, what are the most important parts of the site? Which have priority?

With this in mind, we can produce a list of functional requirements for the book site:

e Visitors shall see a prominent mission statement on the front page of the site.

e The authors shall be able to edit and rearrange a public table of contents with
optional chapter summaries.

e The authors shall be able to post resources that relate to their chapters and are
connected to their chapter summary in the table of contents.

e Registered visitors shall be able to comment on individual resources associated
with a chapter.
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e Registered users should be able to share suggestions for the book such as tips or
warnings, anecdotes about Drupal, or concepts that should be covered.

e The most recent participant-contributed posts and comments should be visible in
a side column on every page on the site.

e Authors and other participants shall be able to categorize content to create
linkages and organization throughout the site.

e After publication, readers shall be able to register and participate in discussions
(grouped by chapter), discover new material, and give feedback.

Functional requirements are frequently more specific than these, but we’ll break down these
broader ones as we implement each feature. (Note that not all of these features will be built in this
chapter.)

With the functional requirements complete, it’s time to use wireframes to suggest a basic visual
structure for the data on the website (see Figure 1-1). This is an important part of the initial
development stage because it lays out the requirements visually, shows how they relate to each other,
and helps develop the user interface for the site. If nothing else, wireframes help keep you honest about

what will fit on a given page.
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Figure 1-1. Napkin sketch wireframe. Chapter 9 has resources for making slick-looking wireframes, but
wireframes can be simple hand-drawn sketches, too.
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Exercising the discipline to do wireframes as a first and separate step helps ensure that you do not
prematurely close off your options. It is too easy with Drupal to slip from planning what must be done to
planning how to do it—or even to starting to configure it. Drupal can be (and often is) used as a rapid
prototyping tool, but the separation of phases should be adhered to—no site building yet. Indeed, at the
information architecture stage, the use of Drupal to build the site should not yet be a foregone
conclusion.

Tip The authors love Drupal, but even they can admit that using Drupal for a one-page site is like setting up a
catapult to hand someone a mango.

Design

When creating a design, remember that Drupal web sites are dynamic. A Drupal design (or, when
implemented, theme), acknowledges that every page will have regions, such as header, left sidebar, main
content, footer, and so on. A quick glance at the requirements shows that the site needs a sidebar for
displaying the most recently added posts and comments (requirement #6). So this region (the sidebar)
that contains the recent comments list will need to expand when there are more or longer comment
titles. This is why functionality should be defined first; the dynamic areas of a site specified by the
functional requirements should be reflected in the wireframes on which the design then builds.

For the DGD7 web site, it makes sense to create a professional, easy-to-read design that is consistent
with the Apress style. Theming is covered in Chapters 15 and 16; what is important to note here is that
the design you make with a graphics program is not a theme. It is a drawing of what the site should look
like after it is built and then themed.

Drupal separates appearance from functionality, and the design phase does not need to take
place in this order. Building the site first and designing directly before or even as part of the theming
phase may be the way to go (this is the order in the introduction). Regardless of when the design is
made, the site should be built based on its functional requirements and wireframes before it is
themed (see Figure 1-2).
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Figure 1-2. A mock-up of the DGD7 home page. It is not a working site, or even HTML; it is only a design, a
picture. (The home page has a special arrangement and places recent comments below the main content,
rather than in a sidebar.)

Note Design is typically the third step in a project’s life-cycle, but thanks to the separation of appearance from
content and functionality in Drupal, it can be worked on in parallel with implementing a site’s functionality.

Implementation

Now the rubber hits the road. The implementation phase is covered in the balance of this chapter. It
includes installing and configuring Drupal to fulfill the plan of the previous phases. After
implementation, the remaining phases of site building are commonly broken into the following three:
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o  Content staging: the writing and uploading of content, which is usually the site
initiator’s responsibility (with coaching from the site builders).

e Quality assurance: the testing of the site, which should be done by both the site
builders and the site initiator.

e Deployment and launch: putting the site or service out in the world for its
intended audience and users.

The post-implementation phases are covered more extensively in later chapters (deployment and
launch specifically in Chapter 12).

Tip Large projects can be done in iterations of these same basic steps, from discovery to deployment. As you
add features to a web site, you will follow these steps over and over again.

Installing Drupal

To begin building any Drupal website, you first need to install Drupal. Many different combinations of
operating systems (Linux, Windows, Mac OS X), web servers (Apache, IIS, Nginx), and databases
(MariaDB/MySQL, PostgreSQL, SQLite) support Drupal. Appendices F through I cover getting set up
with a web server and database on several operating systems. Let’s move on to the fun stuff.

Putting the Files in Place

Drupal core is hosted as a project on Drupal.org along with thousands of related contributed projects.
While Drupal.org highlights direct download links, you can also download Drupal from its project page
at http://drupal.org/project/drupal (see Figure 1-3). Like every other project, it has recommended
releases, and that’s where you can download the latest stable release of Drupal 7.


http://drupal.org/project/drupal
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Figure 1-3. Drupal’s project page

Where you put your files is determined by your chosen web server setup (see dgd7.org/install).
Wherever you unpack your Drupal files, the location where you see index.php and .htaccess is what we
refer to as the Drupal root or web root directory.

Tip Itis good practice to create a directory for the project (in this case, dgd7) and put Drupal core into it as a
subdirectory (such as dgd7/web). This makes it easy to put everything related to a project—including things that
should not be accessible from the web—in version control together (see Chapter 2).

10
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Then go to your Drupal root directory and create a copy of the sites/default/default.settings.php
file as sites/default/settings.php (copy, don’t move) and change the permissions of the new
settings.php file to make it writable by Drupal. Also, create the sites/default/files directory at this
time and make it writeable by the web server. OS-specific installation instructions are covered in
Appendices F through I; see dgd7.org/install for more resources.

Tip Don’t be deterred by any difficulties in getting set up. Really. Installing can be the hardest part. Take the
remaining 800 pages of the book as proof that it is possible, and don’t give up.

Drupal’s Automatic Installer

Now load up your Drupal root directory in your browser (the exact address will be different depending
on your local hosting environment). For the recommended Ubuntu instructions, the DGD7 web site will
be at http://dgd7.1localhost; for a WAMP, MAMP, or a standard LAMP setup, it might be
http://localhost/dgd7/web. You will automatically be redirected to install.php, Drupal’s automatic
installer.

Choose the standard installation profile. (The minimal installation profile doesn’t even create the
administrator role for you.) Click through the language page; it won’t offer any options unless you first
get files as described at drupal.org/localize (or, better, begin with the localization-ready distribution of
Drupal, drupal.org/project/110n_install).

Enter in your database settings on the next screen (the values you provided when creating the
database). Alternatively, you can choose SQLite and tell Drupal to use a directory that is writeable by
your web server, and Drupal will create an SQLite database for you. (The authors don’t currently
recommend SQLite for a site headed for an important production deployment, but it’s great for getting
started easily.) Submit the form and Drupal will install itself!

When installation is done (it may take a couple of minutes), you will be able fill in some basic site
details and create a username and e-mail address with credentials suitable for the administrative user
(called the site maintenance account).

Caution The first user created in the installation process is given permission to do everything on the site,
forever. Therefore, it is advised that you do not use this site maintenance account as your own personal account.
The site might be just on your computer now, but when you move it online, you’ll want to preserve the user
accounts. See Chapter 6 on Drupal security for more information, including advice on strong passwords and
dealing with Drupal’s unique e-mail address per account requirement.

Congratulations, you now have a Drupal site! And it’s...completely empty. There is no content at all
yet, and Drupal 7 is nice enough to tell you that your home page is empty because there is no front page
content (see Figure 1-4). (Front page content means, sensibly enough, content that is marked as
“promoted to front page.”) Before we start creating content, however, let’s take a look at the
Administration menu.

11
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Figure 1-4. Your new, empty home page, including the Drupal toolbar and shortcut bar at the top

Drupal’s Administration Menu

Drupal’s Administration menu (see Figure 1-5) gives you access to administer every aspect of your
Drupal site. The standard installation profile installs the Toolbar module that puts the main sections of
the Administration menu at the top of every page of your site. From the toolbar you can do the following:

12

Find and add content.

Build things that affect the site’s structure.

Add and enable themes to change the site’s appearance.

Manage which people can log into your site and what they can do.
Extend your site’s functionality by adding and enabling modules.
Change default settings and the configuration of everything.

See reports regarding the status of different things on your site.

Get help on all of these topics and tasks.
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Figure 1-5. Drupal 7's Administration menu in the toolbar, with the shortcut bar beneath it

Other modules can add links to the Administration menu. Indeed, the Dashboard module, also
included in Drupal core and enabled by the standard installation profile, provides a configurable
overview of what’s happening on your site and adds the dashboard link to the toolbar.

The Shortcut module adds a hideable bar beneath the toolbar that holds bookmarks to any pages
you want to make instantly accessible. You can make multiple sets of shortcut links at Administration »
Configuration » User interface » Shortcuts (admin/config/user-interface/shortcut). Administrators
can set which shortcut set a user sees in the user’s Shortcuts tab (user/7/shortcuts, for instance, for the
user with ID number 7). Alternatively, you can give all people in a role permission to choose their own
shortcut set at Administration » People » Permissions (admin/people/permissions) with the “Select any
shortcut set” permission. (Roles and setting permissions will be covered later in this chapter.) The
shortcut bar is visible to users in roles with the “Use the administration toolbar” permission; if they can’t
see the toolbar, they can’t use shortcuts.

Tip Like all core modules, the shortcut bar has additional documentation in the built-in help
(admin/help/shortcut) and online at http://drupal.org/documentation/modules/shortcut.

Appearance: Changing a Core Theme’s Color Scheme

Using themes, you can quickly and easily change the overall look and feel of a Drupal website. The
design aspect of the DGD7 web site plan calls for the site to have a clean, professional appearance and
use the black and yellow color scheme of Apress books. You can see the themes available for your site,
currently only core, at Administer » Appearance (admin/appearance). These themes—and more
importantly, how to make your own—are described in Chapter 15.

Tip Many, many more themes are available for Drupal for free. Browse drupal.org/project/themes and filter
by compatibility with 7.x. One of these, Corolla (drupal.org/project/corolla), was built for inclusion in Drupal 7
core (but wasn’t considered sufficiently vetted in time to be included in the core download).

The new default theme for Drupal 7, Bartik, features integration with the Color module. This makes
it possible to change the color scheme without touching any code (see Figure 1-6). By following the
Settings link, you can select a new color scheme. Choose Slate, a subdued and neutral color scheme
(which was the intended default for Bartik before the Drupal community demanded blue).
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Slate won'’t have the yellow called for in the design, but it will be clean and won’t be a distraction. In
Chapter 15, you'll learn how to create themes. For now, the Bartik theme provides a layout and regions
consistent with the wireframes so you can move on to building the website.

Figure 1-6. Selecting a different color scheme in Bartik’s theme settings

Caution Trying to create your own color scheme though the Color module’s tempting user interface (Ul) is a
really good way to make your site look unprofessional. Unless you are sure of what you’re doing—or you just don’t
care—stick with a pre-set color scheme.

Extending Functionality with Modules

Modules can be used to extend Drupal’s features and functionality. Core modules are those included
with the main download of Drupal, and you can turn on their functionality without installing additional
software. Contributed modules—thousands of them—are available on Drupal.org (see Chapter 4). Later
in the book you'll even learn how to create your own modules. For now, enabling core modules is a good
place to begin. You can do this at the Administration » Modules page (admin/modules).

14
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Allowing People to Register and Log In with OpenID

Enable the OpenID module by selecting the checkbox next to it and submitting the form with the Save
configuration button at the bottom (see Figure 1-7).

Figure 1-7. The OpenID module row in the form at admin/modules

Note You will find core modules in alphabetical order (by their system name, which may not be the same as
their displayed name) under Core on the modules administration page. As more contributed modules are added to
this page, using your browser’s in-page search capability (often available with Control+F or Command-+F) can be
the fastest way to find the module you are looking for.

No configuration is needed for OpenID—people will be able to register and log in using their
OpenlID accounts now. (OpenlD is a decentralized standard for authenticating users, allowing users to
log on to different services with the same digital identity. Anyone with a Google, Yahoo, LiveJournal,
Wordpress.com, MayFirst.org, or AOL.com account has an OpenID; dedicated OpenID providers such as
MyOpenlID.com and Yiid.com offer free sign-up. See openid.net for more information. You can host
your own OpenlD, too, and there’s a Drupal module for that at drupal.org/project/openid_provider.)

Caution When taking your site online, you will want to set up an anti-spam module (see Chapter 4 for a brief
introduction to options such as Captcha, Mollom, and Antispam) or turn off user self-registration (which Drupal has
enabled by default, though accounts need to be approved by an administrator). When a CAPTCHA is used, a text
riddle or an image that has an audio fallback is preferred for accessibility reasons.

Disabling Unneeded Modules

Introductions to Drupal are mostly all about enabling modules to unleash new functionality, but it can
be good to know when to disable a module instead. Disabling unneeded modules reduces the
complexity of the site for you, the site builder, and improves the site’s performance and scalability. We’ll
disable two modules, Color and Overlay.

You have already used the Color module to set Bartik’s color scheme and you don’t need it any
more. Banish the temptation! The Overlay module makes it too easy to lose your work (see note).
Disable these two modules by unchecking the boxes next to their module names at Administration »
Modules (admin/modules). Submit the form with the Save configuration button at the bottom.
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Note Why disable Overlay? If a user of your site types a thousand-word post into an Add content form (such as
node/add/page) in Overlay and clicks the “More information about text formats” link before submitting, everything
typed is gone forever. Without Overlay, a good browser like Firefox typically preserves whatever data has been
entered into a tab. Accidentally click a link? Pressing a back button brings you back to what you've written. Close
a tab? Control+Shift+T brings it back—with any data you’ve typed into it. With Overlay, a single misclick will lose
your administrative form changes or an unsubmitted post. (There is a proposed fix for this behavior; see
drupal.org/node/655388. If an issue is marked fixed for Drupal 7, you can know the fix will be included in the
next point release of Drupal 7 after that date.) If you’re using Overlay, at the very least you should disable the
administration theme (which uses Overlay) when creating and editing content; see the bottom of the
Administration » Appearance (admin/appearance) page for this option. Overlay can also be disabled for individual
users on their user Edit forms (such as user/86/edit).

Creating Content Types and Adding Content

As a world-class content management system, Drupal naturally does quite well at managing content. Every
piece of content on your Drupal site will belong to one of several content types, and you can create as many
of your own content types as you need. Content types make it easy for site editors to update content that
you, as a site builder, have made sure will end up displaying in the right way and in the right place.

All content has a title, a creation date, and an author (a user on the site), among other qualities. The
content type determines if a piece of content will have a body (main text) field, if it allows comments, and
what its default settings are. Most wonderfully, a content type can have any number of fields including text
and number fields, file and image fields, listing and option fields, and categories. The particular bundle of
fields that you configure for a content type is available to all posts of that content type.

Creating the Suggestion Content Type

For this site, registered users should be able to leave suggestions for concepts to cover in subsequent
editions of the book. For this, we’ll be creating a new content type called Suggestion and giving
registered users permission to create content of this type. To enable people to categorize their
suggestions (as a tip, a warning, an anecdote, a module suggestion, etc.), we’'ll also be creating a
taxonomy vocabulary and attaching it to this content type. (This will all be explained below!)

To create the Suggestion content type, click on Structure in the administration toolbar, then select
Content types. In the screen that follows, click + Add content type.

Note This book will typically direct you to pages by the breadcrumb trail followed in parenthesis by the relative
path you could enter directly in your browser’s address bar. For example, Administration » Structure » Content
types > Add content type (admin/structure/types/add).
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Name your new content type Suggestion and add a quick description in the description field.
Descriptions are displayed on the Add content page (node/add) and help site editors and users decide if a
given content type is the one they want to use. Farther down this form, in the Submission form settings,
you can enter an explanation or submission guidelines, which will be shown at the top of the content
adding and editing forms. You can always return later to edit anything here. There are no other settings
you need to change, and you will be adding fields, so go ahead and press the Save and Add Fields button.

Note For the Suggestion content type, you left comments enabled; this is the default when creating a new
content type when the Comment module is enabled. For some content types, such as a news or event listing, you
might want to disable comments, which can be done in the Comment settings tab in the vertical tabs at the bottom
of the content type add/edit form.

Drupal now takes you to the Manage fields tab for your content type, where you can edit fields,
delete fields, re-order fields, and add new and existing fields (see Figure 1-8). (Drupal lets you share
fields across content types.) At this point, your content type only has two fields, a title and a body.
Although the body field is created by default, you can delete it. The title field is not fully using the field
system and is always required.

Figure 1-8. Add a new field to your content type. This field is called Explanation with the machine name
field_explanation (the field_ part is automatically prefixed for you).
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To enable users to explain how their suggestion fits into the book, make a new field called
Explanation. Under the Add new field section, give your new field a label, field name (a machine-
readable name), and choose the long text data type. The field label will show up next to the field on the
edit form; the field name will identify the field within Drupal. Using the long text data type allows users
to submit paragraphs; the text data type is for a single line of input.

Tip Field names are an important part of working in Drupal. Note that they can’t be changed once they’re set.
Pick field names that are both descriptive and short, as exercising the full flexibility of custom theming will make
use of these field names. You’ll learn theming in Chapters 15 and 16.

Click Save field settings on the next page, as the long text field type has no settings. (You wouldn’t be
the only one who thinks Drupal ought to skip an unnecessary page here, but currently the issue to fix it is
marked for Drupal 8; drupal.org/node/552604.)

On the next page you can configure some settings (see Figure 1-9). You can make it a required field,
which will prevent suggestion authors from publishing the suggestion if the field isn’t filled out. Add
some help text to explain that you want the field to be an explanation. Set the rows to only three to try to
convey that the explanation should be short. Set text processing to plain text, since this field is not about
presentation. (Both plain text and filtered text will, by default, strip out potentially malicious script tags
from published content.) Keep the Number of values at one (unless you think people should be able to
submit multiple explanations for one suggestion!), and press Save settings. Your new content type is
good to go.

Figure 1-9. Configure settings for a long text field
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Creating Content

This book is focused on site building, not using Drupal sites, but you still need to create content
sometimes!

Adding a Page with a Human-Readable URL and a Link from the Main Menu

Don’t let the long heading fool you; this is a simple task. To fulfill the requirement of a page where
people can get information about buying the book, you can create a static page linked from the main
menu. You can use the basic page content type provided by Drupal’s standard installation profile. Begin
by going to Add content » Basic page (node/add/page).

New in 7 The Add content link (formerly Create content in Drupal 6) is available from the shortcut bar beneath
the toolbar and from the content administration page, as well as the Navigation menu.

Give the new page a title like Buying the Definitive Guide to Drupal 7 and in the body putinana
link to the book. Powell’s and Amazon provided cut-and-paste affiliate links. To embed an image into
the text and do other special formatting you will need to change the body field’s text format to Full
HTML.

Next, in the nifty vertical tabs at the bottom of the form, go to Menu settings and check “Provide a
menu” link (see Figure 1-10). Provide a title (the text of the link), a description (the tool-tip people will
see if they hover their mouse over it), and a “heavy” (positive) weight to put it toward the right side of the
selected <Main menu>, and you are in business.

Figure 1-10. Adding a menu link for a basic page
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Add a human-friendly URL for the post (which people will see instead of “node/1”, for instance, in
their browser’s address bar) at the URL path settings tab. Make the URL alias purchase. (Figure 1-10
shows the summary where this has already been done.)

Note You may notice in Figure 1-10 that Revision information indicated “New revision.” This doesn’t mean
anything when you first create a piece of content, but it's best practice to have your content types set to create
new revisions by default. See Chapter 4 for a description of using the Content Type Overview module to set this
and other settings for every content type at once.

Save the new content, and see your link appear to the right of Home in the main menu bar.

Adding a Post and Promoting It to the Front Page

The web site plan calls for the front page to have a brief introduction to the book, which stays above any
other posts put on the front page. You can do this in Drupal from the Administration menu: add content
as a basic page. Write in what you want for the title and the body. Under Publishing options, check the
two unchecked-by-default options: “Promoted to front page” and “Sticky at top of lists” (see Figure 1-
11). You now have content that’s been promoted to your front page. “Sticky at top of lists” means that
the post will “stick” to the top of listing pages, such as the default front page, as new content is added
(normally the newest post is displayed first).

Figure 1-11. The publishing options of a default basic page

Note A common beginning Drupal question is “Where’s my content?” because the front page remains blank
even after you create content if it is not promoted to front page. In the standard installation profile, the Basic page
content type is not set to be promoted to the front page by default. You can always see all the content on a Drupal
website by going to Content in the Administration menu (admin/content).
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Blocks: Creating a Mission Statement

Blocks are pieces of information that can be displayed in the regions of your theme. Blocks can take
many forms. Usually they are dynamic lists of information or menus. Drupal 7 provides some default
blocks; you can find them on the blocks page at Administration » Structure » Blocks
(admin/structure/block). The blocks page shows all the available blocks and all the regions they can be
placed in. If you have multiple themes enabled, you can configure blocks for each enabled theme (and
you can always configure blocks for the administration theme, which does not have to be enabled to be
used).

The third requirement for the website is for the front page of the site to have a prominent mission
statement. To add this, you can create a custom mission statement block. Again, go to Administration »
Structure » Blocks and this time Add block. In the block description field, write “Mission statement”
(this is not shown to site visitors). Leave the block title blank. In the block body, write the mission
statement (see Figure 1-12).

Figure 1-12. The custom block add/edit form at (for adding a new block) admin/structure/block/add

New in 7 All prior versions of Drupal since version 4.0 in 2002 had a configuration setting mission statement
field under site information. Drupal 7 drops this special-case region for this more flexible approach.

Move farther down the form to Region settings and place this new block in the Highlighted region;
Bartik provides this region for mission statement-like content and it will work nicely. Under Visibility
settings, go to the Pages vertical tab and set “Show block on specific pages” to “Only the listed pages”
and type <front> in the text area (see Figure 1-13).

Tip Region names can differ between themes, so if you change themes you might have to respecify the
correct region for your blocks.
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Figure 1-13. Visibility settings for the mission statement block

Finally, submit the form with the Save block button.

Tip Drupal will let you set visibility settings not just for specific pages, but for content types and user roles as
well. This is helpful when you only want to show a list of recent blog entries, for example, on all the blog pages but
not anywhere else on the site.

One of the DGD7 web site requirements is that the most recent participant-contributed posts and
comments should be visible in a side column on every page on the site (see Figure 1-14). Dragging the
Recent content and Recent comments blocks to the Sidebar first region (or selecting the region in the
drop-down selection for each), and saving the page is all you have to do to check that requirement off
as complete (see Figure 1-15).
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Figure 1-14. The home page contains the recent comments, Mission Statement block, and the first piece of
content.

Figure 1-15. The block administration page with the Recent comments block enabled for the Sidebar first
region but the form not yet saved
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Caution Custom blocks can be deleted, but there is no undo. Be certain you are not mistakenly deleting a block
when you really want to disable it temporarily or only for a particular theme. The delete link is out in the open; to
disable a block, change the block’s region to None or Disabled.

Taxonomy: Categorizing Content

Drupal allows you to easily classify content using the core Taxonomy module. You can define your own
vocabularies (groups of taxonomy terms) and add terms to each vocabulary. Vocabularies can be flat or
hierarchical, can allow single or multiple selection, and can also be “free tagging” (meaning that you can
add new terms on the fly when creating or editing content). Each vocabulary can then be attached to one
or more content types; in this way, nodes on your site can be grouped into categories, tagged, or
otherwise classified in any way you choose.

Tip A major use of applying taxonomy terms to content is that content with a given term can then be listed
together. Drupal core provides this by default at the path taxonomy/term/8, where 8 is the taxonomy term ID.
(This is the path you go to when you click on a term on a piece of content—it will list that piece of content and any
others that have that term. You can use taxonomy to show content in many more ways (see Chapter 3 on the most
important of these, Views). For example, you could make events that are listed by format and topic, or alboum
listings that are sorted by music genre.

Let’s go back to the requirement that registered users shall be able to share suggestions for the book
such as tips or warnings, anecdotes about Drupal, or concepts that should be covered. You've already
created the Suggestion content type; now you need to allow it to be categorized.

For organizing all the different types of suggestions the authors will accept for the book, go to
Administration » Structure » Taxonomy (admin/structure/taxonomy). Next, create a new vocabulary by
clicking + Add vocabulary. Enter a name that is logical; in this case Book element. Click the edit link next
to the automatically generated machine name to shorten it to element, as shown in Figure 1-16. In the
optional description text field, used for the administrative interface only, put in something like Content
or concepts in, or suggested for, the book.
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Figure 1-16. Using Taxonomy module to add a Book element vocabulary

Now you can add taxonomy terms to this vocabulary by pressing the + Add term link. Add the
following terms:

e Tip
e Note
e Gotcha

e Caution
e  Reality
e NewinDrupal 7
e Concept
e Anecdote
Next, create another vocabulary called Status and add these terms to it:
e Don’t waste pixels on it
e Ifthere’sroom
e Slatedtogoin
e Already in the book

Now you need to add a field to your Suggestion content type for each vocabulary. The option for
people adding suggestions to select these associated taxonomy terms will then show up right near the
title and body fields.

Go to Administration » Structure » Content types, and click on the Manage fields link for your
Suggestion content type. Under Add new field, enter Book element for your new field’s label, enter
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element for the field name, and select term reference for the data type. This last selection will bring up
options in the last column; select “check boxes/radio buttons” for the form element, as shown in
Figure 1-17. Click Save.

Figure 1-17. Adding a vocabulary to a content type with term reference field

Note If a “Check boxes/radio buttons” field has a Number of values limit of only one value, it will be radio
buttons. If it can have two or more or unlimited values, it will be checkboxes.

On the configuration page you are brought to after saving, choose the vocabulary called Book
elements and click Save field settings. On the next screen, checkmark Required field and save the page.

Tip New in Drupal 7, the same vocabulary can be attached to the same content type twice by adding a new field
that references the same vocabulary. This allows, for instance, a Location vocabulary to be used as both the origin
and destination of a product content type.

Follow the same steps used to add the Book element field to add a Status term reference field for the
Status vocabulary to the Suggestion content type. This time, make the field optional by leaving the
Required field checkbox unchecked.

With this done, you can test it out by clicking Add content (in the default shortcut bar) and then
choosing Suggestion. You'll see the text field for the title and text areas for the body and explanation,
followed by the radio buttons for the taxonomy terms. Cool!

You can adjust the order of these fields by returning to the content type’s field management page at
Administration » Structure » Content types » Manage » Suggestion » Fields
(admin/structure/types/manage/suggestion/fields). Drag the fields up and down using the cross icon.
This affects the field order on Suggestion add and edit forms (the order of fields when displaying can be
changed independently at the Display fields tab). Don’t forget to click Save.

Now, registered users of DGD7 can add suggestions and classify them, too. Or can they? Nothing in
Drupal is finished until you have configured permissions.

26



CHAPTER 1 " BUILDING A DRUPAL 7 SITE

Users, Roles, and Permissions

Every visitor to your site is considered a user by Drupal. Users on your site can be assigned permissions
via roles. Drupal supports multiple roles, and each user can be assigned to one or more of these roles.

Note Drupal 7 tries to be polite and uses “people” for its administration section, but the term “user” is more
correct for a person who uses the site. You will add users and configure user settings.

A standard installation of Drupal starts out with the following three roles:
e Anonymous user: any visitor to your web site who is not logged in.
e Authenticated user: any visitor to your web site who is logged in.

e Administrator: a role that automatically receives all permissions when a new
module is enabled.

The first two roles cannot be deleted; they are needed for Drupal’s functioning. The administrator
role can be deleted, but you really shouldn’t. If you do delete it or you install Drupal with the minimal
installation profile, you can choose which role will be the administrator role at Administration »
Configuration » People » Account settings (admin/config/people/accounts).

The more interesting thing about roles is you can create any number of your own custom roles.
Each role can be assigned specific permissions that control what the users in that role can or can’t do on
the site. For example, if you have content editors who should be able to add or edit content, but
shouldn’t be able to handle other administrative tasks, you would create a role called “editor” and assign
appropriate permissions to it.

Tip Giving a permission to the authenticated user role means all other roles receive it. Note, however, that giving a
permission to the anonymous user role does not mean that the authenticated role or any other role has that
permission. The anonymous user role is entirely separate from the authenticated user role. All other roles require that
a user be logged in to have it, however, so they inherit the permissions given to the authenticated user role.

On the DGD7 web site, all registered, or authenticated, users should be able to submit suggestions
and edit or delete their own suggestions, but they shouldn’t be able to edit or delete someone else’s
suggestion or add other types of content. Authors should be able to add any type of content and edit
chapter content. Let’s go ahead and do that for book authors.

First you'll need to add an author role. This can be done at Administration » People » Permissions »
Roles (admin/people/permissions/roles). On the People administration page, Permissions is the tab
farthest to the right and Roles is in the next level of tabs below it (after you click the Permissions tab). In the
text field beneath the existing roles type author and press the Add role button, as shown in Figure 1-18.
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Figure 1-18. The roles administration screen. You can have many roles on your site.

Next, you assign permissions to the role that tell Drupal what users with that role can and can’t do
on the site. So that your site has users to have roles assigned to them, you will need to allow anonymous
users to sign up, configured at admin/config/people/accounts, or you will need to add users yourself, at
admin/people/create.

For Suggestions on the DGD7 website, registered or authenticated users should be able to submit
suggestions, but the Status field should be reserved for the book’s authors when filtering through the
suggestions. Chapter 8 introduces the Field Permissions module for even more fine-grained
permissions— making the Status vocabulary field you just created available only to authors and
administrators.

To assign permissions, you can click the Edit permissions link next to your newly created role to edit
the permissions for that role, or you can edit the permissions for every role at once by clicking back to
the Permissions tab. Checking the appropriate boxes in the user role columns will grant role-specific
permissions. This will allow all users in the author role to take the actions specified, when they are
logged in. Users can have any number of roles, and permissions aggregate across the roles they have.

To finish the Suggestion requirement, scroll down to the Taxonomy section and give authors the
ability to edit and delete terms from Status. Authors will also need the following permissions:

e Access the content overview page.

¢ Create new Basic page content.

e Edit own Basic page content.

e Edit any Basic page content.

¢ Create new Suggestion content.

e Edit own Suggestion content.

o Edit any Suggestion content.

e Use the administration pages and help.
¢  Use the administration toolbar.

Once the author role permissions are configured, you can assign users to that role. Clicking on
People in the Administration menu will show you a list of users that have registered on the site. You can
create accounts for people with the + Add user link. While creating a new user account, you can select
roles for that user and ask Drupal to e-mail the person that their account has been created. (Note that
people can’t use your site and likely can’t get e-mail from it until it is online, of course; see Chapter 12.)

Tip You can add or remove a role from many existing users at once by checking the chosen people and using
the appropriate option from the Update options drop-down menu. See Figure 1-19.
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Figure 1-19. Easily change or add roles for multiple users simultaneously on the People page under the
Administration menu

Time for a Celebratory Beverage

Congratulations, you have just built a web site using Drupal 7! It might be overwhelming to think that

you have only scratched the surface—you have not yet added a single contributed module to Drupal's
core functionality—but there’s nothing to be worried about. The best way to learn Drupal is to get it
installed and start playing around with it. That’s what Chapter 1 was all about.

You planned a web site and built it. Specifically, you:

e Installed Drupal 7 locally and configured a core theme.

e Created new content types and taxonomy vocabularies to categorize them.

e Configured blocks and created a custom block to serve as a mission statement.
¢ Enabled and disabled selected core modules.

e Created a role and configured permissions to give authors and visitors different
levels of access to adding and editing content.

In the next chapter we’ll cover some essential tools for doing work with Drupal at a high level, Drush
and Git. (The important matter of good tools is continued in Chapter 12, which covers setting up your
development environment). In Chapter 3, you will move beyond Drupal core with the extremely
powerful and versatile Views project. Chapter 4 provides a survey of some contributed extensions (called
modules) available for Drupal 7 and some advice on choosing which ones to use. With this new
knowledge, building the DGD?7 site continues in earnest in Chapter 8.

Note See additional material and ask question questions about this chapter at dgd7.org/firstsite.
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CHAPTER 2

Essential Tools: Drush and Git

by Dani Nordin and Benjamin Melangon

“There is no knowledge that is not power.”
—Ralph Waldo Emerson

Whether building sites, developing themes or modules, or trying to make a Drupal distribution that can
drive your car, Drush (the Drupal shell) and Git (the open source version control system) will help you
get where you are going quickly and safely. This chapter will give you a brief overview of Drush and Git
and then it will help you get started with these powerful tools. If you are already familiar with Drush, or
want to go deeper into all of the things that you can do with it, check out Chapter 26, “Drush.”

Drush is easy to explain. It lets you perform all manner of repetitive Drupal tasks much, much faster.
Need to upgrade your code? Use drush up. Need to download a new module? Use drush d1 MODULE_NAME.
Drush does the rest of the work—usually within a minute or two (see Figure 2-1).

Git may be a little harder to explain. The short explanation is that if you are not using version
control, you need to. If you are the pesky type of person that expects reasons for doing things, here’s a
slightly longer explanation: have you ever wanted an undo or rewind button for life? That’s version
control. The best way to perform backups of your work is with a properly configured version control
system (VCS), which you use constantly to record changes to a file or set of files over time so that you can
revert to or compare specific versions later.

Like most developers, we made our first sites without version control. And like most developers, we
have a tale or two of minor catastrophes, from the change that broke a site in Internet Explorer to the
deleting of three days’ work. But you get the benefit of our experience, and we’re going to make you start
off doing it right. Before we get into that, however, we need to set up some foundations. You need to
install Drush and Git.

Tip You can also use Git to track changes for non-Drupal projects, even folders with only one file in them.
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Figure 2-1. Upgrading Drupal with the drush up command. Total time? About 30 seconds. Manually? 15
minutes to a couple of hours, depending on how many modules need to be upgraded.

A Beginner’s Guide to Installing Drush

Installing and using Drush—a command line tool that lets you do things on your Drupal site like update
modules via two word commands—is a no-brainer. But even hard-core Drupal users have been late to
experience the benefits of Drush because they put off the little bit of up-front work that would make
their lives easier. For people new to Drupal, or those of us raised with a love of pixels and a distaste for
the command line, the idea of installing Drush can be overwhelming.

This section provides a simple guide to installing Drush.
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THINGS TO KNOW BEFORE YOU GET STARTED

e You're going to use the command line now.

e 0On Mac 0SX or Ubuntu, you can open Terminal to reach the command line. If
you're developing in Windows, see Appendix F on setting up a Windows
development environment for instructions, or you could consider setting up a
virtual machine running Ubuntu for your Drupal development environment
(discussed in Appendix G).

o  For this exercise, you're going to focus on local development. When working on
sites that are staged on a remote host, you’ll want to also install Drush and Git on
the host servers and log into those servers on the command line. If you’re on Mac
0SX, Panic’s Coda (www.panic.com/coda/) includes a Terminal editor that will let
you do this automatically. If you’re developing locally, you’ll still have to use
Terminal.

o Whether you're installing Drush locally or remotely, be ABSOLUTELY SURE to put
Drush outside your web root (i.e. where your Drupal installation is stored). Putting
a site with Drush inside it on a remote server could make it very easy for attackers
to break into your Drupal site.

Once you have Drush installed (covered next), you’ll be able to run many Drush commands from within
folders containing the Drupal site root. Once you’re on the command line, using the command cd
/path/to/drupal will get you there (where ‘/path/to/drupal’ is replaced with the path to your Drupal site
in your file system). Then you can execute Drush commands using drush commandname. (If you run Drush
commands from your Drupal folder, drush targets the default site on your installation (the one in
sites/default); if you're running several sites on the same installation, navigate to your site directory [cd
/path/to/drupal/sites/example.com] or add [-1 http://example.com] to your drush command.) The
following is an example of downloading and enabling the Date module using Drush. The first command, cd
Dropbox/MAMP/dgd7, navigates you to the Drupal site’s folder; the path will differ on your system:

The three steps that follow are adapted from a blog post by Laura Scott and used with permission;
these steps walk you through the process of installing Drush. She installed Drush on Mac OS X, which
the authors also develop in, and the instructions will work on any Unix-like system. If you're on
Windows, see Appendix F to get started with a Windows development environment for Drupal or
Appendix G to run Ubuntu Linux in a virtual machine (you can also consider using Cygwin to mimic the
UNIX environment).
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1. Download Drush

Get Drush at drupal.org/project/drush. Drush works for every version of Drupal, so just find the latest
version and download it (see Figure 2-2). (Drush may be the last project you need to download
manually!)

Put the tarball into your working folder, which, ideally, is a folder in your home directory. We
created a working folder called dev in our home directory.

Double-click on the tarball to open it up. When you go into the drush folder, you’ll see a number of
files, including the README.txt file. Read it!

Figure 2-2. The Drush project page. The latest version under “Recommended releases” is the one you want.

If you're already comfortable with the command line, you can also do this via Terminal by copying
the link to the tar.gz on the project page, then typing the following into Terminal from the home folder
(see Figure 2-3). Note that comments are surrounded by **.

wget http://ftp.drupal.org/files/projects/drush-7.x-4.4.tar.gz

;¥* downloads the Drush tarball - replace what’s after wget with the current link **
tar xzf drush-7.x-4.4.tar.gz

;¥* unpacks the tarball into your folder **
rm drush-7.x-4.4.tar.gz

;¥* removes the original tarball **

34


http://ftp.drupal.org/files/projects/drush-7.x-4.4.tar.gz

CHAPTER 2 " ESSENTIAL TOOLS: DRUSH AND GIT

Figure 2-3. Installing Drush via the command line. This is highly useful when you have to install Drush
on multiple servers, or for a new project.

2. Make Drush Executable

Now you venture into the command line. We hope that doesn’t vex you, because Drush is a command
line tool.

Open your Terminal. This opens up to your home directory, which corresponds to the Finder folder
that bears your Mac username.

The path to your drush will depend upon where you put it.

You will want to type the command chmod u+x /path/to/drush/drush (replacing “/path/to/” with
the actual path where you placed Drush). So in our case, with Drush residing in the dev folder, it’s

chmod u+x dev/drush/drush

Now that you’ve made Drush executable, you want to set things up so you actually can execute the
drush command outside of the actual Drush folder (such as in the working folder for the site you're
building).

3. Create an Alias

This part may seem a bit mysterious, but it’s really quite simple. You will be adding to your bash profile
file the path to the drush command so that you can run the drush command from anywhere in your
filesystem.

A handy UNIX shortcut to your home folder is
designation.

Find your bash profile file using the Terminal in your home directory.

If you're not there, go ahead and enter on the command line:

W

(the tilde character). You can use that in any path

cd ~

The bash profile files are hidden from normal view, so to see what files you have in your home
directory, enter this command:

1s -a
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You'll get a list of all the files in that folder, similar to that in Figure 2-4. The hidden files start with a
dot (.), so look for one of these files:

.profile
.bash_aliases
.bashrc
.bash_profile

Figure 2—4. Use the Is command to list the files in your home folder.

Your bash profile can have any of these four names. If you don’t see any of these in your home
folder, create one using the nano editor (the really simple, old school text editor that comes with UNIX);
nano will create the file if it doesn’t find one with that name.

Any one will do, so just pick an existing file. (We picked .bash_profile.)

To edit the file, enter nano [filename]. For us, that means

nano .bash_profile

This takes you into the editor. You might be looking at one or two lines of code. Cursor down to the
end of the file; make sure you're on a new line, and add:

alias drush='/path/to/drush/drush’

Replace the “/path/to/” part with the actual path—but this time it needs to be relative to the system
root. Remember that shortcut to the home directory? Now is a time to use it (see Figure 2-5).

alias drush='~/dev/drush/drush’
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Figure 2-5. Another recommended approach to having the drush command at your fingertips: Add the
path to the Drush folder to your shell's path, also done in a file such as .bash_profile or .profile.

Save the file using <control>-x, y(es), <enter>. Now you're back at your Terminal prompt.
Now all you need to do is reload the updated bash profile using source [filename]. In my case:

source .bash profile

4. Test

Yes, we said it was three steps. But this is testing, an everpresent understood additional step. To test,
type:
drush

You should get a long list of available Drush commands. You're done! (Or rather, now you can get
started!) See Figure 2-6 for details.
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Figure 2-6. Success!

Now that you’ve got Drush installed, you can do all sorts of things that would take a long time
through the Drupal interface. First, make sure you have a working Drupal installation on your system
and navigate to it: cd /path/to/drupal. Now, need to install a module? Type drush d1 projectname.
(Note that for Drush, the project name is the name of the folder containing the module or group of
modules, not the human-readable module name. For example, if you want to install X-ray module, use
its machine name xray.) Need to update your code? Type drush up. Be sure to check out Chapter 26 to
see all the great things that Drush is capable of (and how you can extend it to do even more).

Git: Development Grease

Continually backing up your work is an essential practice for any web developer. Whether your workflow
is based on downloading and installing modules, building custom themes, or writing code, putting
everything in version control lets you focus on progress. You don’t need to worry about taking the wrong
route because you can always go back.

Version control is development grease. It makes everything run smoothly and helps you get in the
zone. Chapter 14 discusses how to use version control (also called revision control) in achieving a state
of optimal productivity.
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Why Git?

There are many different version control systems for you to choose from. This book will focus on Git.
Why? Because it’s free, it’s easy(ish) to use once you know a few basics, and Drupal.org has moved over
to using it. This last part means that, once you get the hang of Git, contributing code to the community
will be much easier. (And while getting the hang of Git—which will be a lifelong learning process—you
can ask the Drupal community for help.)

Note If you do choose another VCS, we highly recommend you make it a modern one—a distributed version
control system, or DVCS. Bazaar and Mecurial are both ones that were considered by Drupal.org (the infrastructure
team uses Bazaar) but the Drupal community had already voted for Git with its feet. In other words, many more
people were already using Git.

Installing Git

To install Git, the first thing you'll need to do is grab the installer. You can find the Git software at git-
scm. com. Download the installer appropriate to your OS, indicated by the handy icons on the right side of
the page (see Figure 2-7).

Tip If you're using a UNIX-like OS with a package manager, you can use that to install Git; feel free to skip this
section. For instance, on Debian or Ubuntu, sudo apt-get install git will take care of it for you. If you're on
Mac 0S X and you want to enjoy the goodness of a package manager, set up Homebrew
(mxcl.github.com/homebrew), the latest and greatest apt-get clone for Mac. If you're on Windows see Git for
Windows (code.google.com/p/msysgit), or Cygwin will help you create a UNIX-like environment on your
machine that will help you to use the command line effectively.
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Figure 2-7. The Git homepage. The box in the upper-right corner provides a quick way to download the
Git code for your OS.

Follow the instructions on the website to install the Git software. Git is a command-line program,
which means that you won't find it in your Applications folder. To access it, you have to go into
Terminal. (The Windows installer adds an icon to your start menu, which launches a Git terminal for
you.) Once you're in there, just type git. You should see a handy list of commands, much like you did
when you typed drush previously (see Figure 2-8).
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Last login: Fri Jan 21 1@:48:55 on console
Dani-Nordins-MacBook-Pro:~ Dani$ git
usage: git [--version] [--exec-path[=<path>]] [--html-path]

[-p|--paginate|--no-pager] [--no-replace-objects]
[--bare] [--git-dir=<path>] [--work-tree=<path>]
[-c name=value] [--help]

<command> [<args>]

CHAPTER 2

The most commonly used git commands are:

add Add file contents to the index

bisect Find by binary search the change that introduced a bug
branch List, create, or delete branches

checkout Checkout a branch or paths to the working tree

clone Clone a repository into a new directory

commit Record changes to the repository

diff Show changes between commits, commit and working tree, etc
fetch Download objects and refs from another repository

grep Print lines matching a pattern

init Create an empty git repository or reinitialize an existing one
log Show commit logs

merge Join two or more development histories together

mv Move or rename a file, a directory, or a symlink

pull Fetch from and merge with another repository or a local branch
push Update remote refs along with associated objects

rebase Forward-port local commits to the updated upstream head
reset Reset current HEAD to the specified state

rm Remove files from the working tree and from the index

show Show various types of objects

status Show the working tree status

tag Create, list, delete or verify a tag object signed with GPG

See 'git help <command>' for more information on a specific command.
Dani-Nordins-MacBook-Pro:~ Dani$ [J

Figure 2-8. The git home screen within Terminal

ESSENTIAL TOOLS: DRUSH AND GIT

Note If the command git doesn’t work after installing, try quitting Terminal (File > Quit in most operating
systems, or Cmd+Q on the Mac) and re-opening the program.

Working with Git

Git is primarily a command line tool and is very easy to use on the command line. We recommend
learning Git on the command-line first, before trying the visual tools. Knowing the command-line gives
you a common vocabulary with other Drupal git users. The basic steps to get started are discussed in the
following sections. It is possible, however, to find some clients that will create a GUI for you. See
drupal.org/node/777182 for some examples, including SmartGit and (for Mac OS X only, proprietary)
Tower (git-tower.com).

Tip See dgd7.org/git for common Git commands and useful tricks.
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Bonus One-time Step: Identify Yourself

To properly identify yourself for every commit in case you share your code later, you should use these
two commands:

git config --global user.name "Your Name"
git config --global user.email you@example.com

You will only have to do this once.

Creating a Repository

In order to start using Git, the first thing you need to do is create a repository. This repository should be
in your project folder. You create the repository with the command git init. (You can navigate to the
folder using the command cd). This only needs to be done once per project.

We’ll go over some of the additional commands here in a moment; but say you were starting with
the DGD7 web site project you created in Chapter 1, you would use these commands in succession to
create your repository:

cd ~/code/dgd7
git init

This creates a new .git folder in your Drupal project (see Figure 2-9), which will store all of your code
versions.

Figure 2-9. Creating your Git repository

While developing, it’s important to put your code in the repository as early and often as possible. We
recommend committing each time you make a change to your project, such as adding a module,
updating the CSS on a site theme, or changing functionality in code. Once you've created a repository,
all the files that you are working with are considered the working copy of that repository. It can be clean
(all your changes are committed) or changed. Currently, with no files committed, it is considered in a
changed state.

The first step to committing your code is to add it to “stage.” The stage temporarily holds your
changes until you commit them. To add your changes to stage, use the command git add . from within
your working copy of the site project. The final period is important—it tells Git to prepare to add
everything that’s changed in your code in that directory (and any directory nested below it) to the
repository. You can see what you are about to commit (and what’s still not staged for committing) with
git status (see Figure 2-10).


mailto:you@example.com
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Figure 2-10. Adding your DGDY site code to stage and viewing the status

Next, you actually commit your code to the repository. This is done using the command git commit
(see Figure 2-11). No path name is needed here; Git will commit everything that you just added. You can
also add a message to your commit by using -m “Message goes here” where “Message goes here” is the
text of your message. The message should inform anyone who downloads your code what they're
downloading (e.g., “Initial build of DGD7 demo site”). In practice, the act of adding and committing
code would happen in succession, like so:

git add .
git status
git commit -m "Added photo of kittens to the theme header per client request.”
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Figure 2-11. Committing your DGD7 code for the first time

This will commit any code in your site that has changed since the last time you committed. It’s
worth noting that if you're adding code for the first time, the process might take some time; Git will be
copying every file and piece of code to stage.

Ideally, you commit constantly (see Chapter 14). At the very least commit after you've made any
major change to your site’s files (for example, after downloading a module or theme) or periodically
while writing custom modules for your site.

What to Do When Things Go Wrong—Throwing Away Changes and Reverting
in Git
There are many ways to fix your mistakes in Git while you're developing. If, while you're developing, you

realize that you don’t want to save what you just did at all, and you haven’t yet committed your changes,
you can use the following command:

git reset --hard HEAD
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Caution This command will throw away everything you did since your most recent commit.

If you don’t want to replace all of your code, but retrieve just one file, you can use the following
command:

git checkout -- path/to/filename.php

This command will restore filename.php to the last committed revision. If you've already
committed your code, you can use this command

git revert HEAD

to return your code to the last committed revision. If you want to go back one further (i.e. the next-to-
last revision), you can amend it to

git revert HEAD".

Other Useful Git Commands

Now that you have the lay of the land, here are some other Git commands that you might find useful:
e git status shows what you're about to commit.

e git log provides a list of what you've committed. Variations of this command,
such as git log --pretty=oneline, are alot more practical. And git log --
pretty=oneline -n5 gives you the last 5 commits, useful when you have hundreds.
Also, “:q” might have to be typed in order to get back to the command line after
viewing the log.

e git checkout mymodule.infolets you check out (i.e., download) a specific file or
revision.

For a full list of Git commands, type man git into Terminal.

Database Backup Tools

While Git will help you keep your files and code backed up via version control, it is also important to
back up your database regularly. This is vitally important for a site being used by other people, such as
clients. Since much of Drupal websites (including content) resides in the database, not backing up could
have serious consequences if things go wrong.

The Drupal Git Backup Drush script, available at github.com/scor/dgb, can be used to easily export the
database tables you care about and commit them to version control. This is covered more in Chapter 12.

If the setup is too much for you—heck, even if you do nothing else in this chapter—please install the
Backup and Migrate module (drupal.org/project/backup_migrate), which will allow you to easily and
regularly back up your entire database into a folder that you set up in the configuration settings.

Another way of backing up your database using Drush directly is the command

drush sql-dump > /path/to/filename.sql

This will create a backup of your database file in the location of your choosing. One thing that Drush
doesn’t do automatically, however, is empty the cache tables; this can cause the database backups to be
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overly large, which will fill up your repository quickly. The Drupal Git Backup script addresses this, and
Chapter 26 explains how to exclude selected tables from export. Another approach is to simply clear
your cache using the command drush cc all before making a database backup. This command will
clear all of the database cache tables.

Summary

We hope that this chapter has given you a quick overview of how important (and how easy!) it is to keep
your code in version control and your database backed up during development. By setting up a few key
processes up front, you can save yourself hours of headaches down the line; ask anyone who has ever
taken their programming down the wrong path or dealt with a crashed site. You’ll thank us later.

Note Get the essential updates to the tools and tips we missed as people correct us at dgd7.org/essential.
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PART Il

Site Building Foundations

Chapter 3 takes you on a journey of thorough understanding for the most important contributed project
Drupal has: Views. Most if not all sites you build will rely on the Views module for the powerful ways it
provides to list, filter, and sort content.

Chapter 4 introduces many other modules (bundles of functionality) available from the Drupal
community that you may want to use and, more important, how to find and evaluate modules to meet
your site-building needs.

Chapter 5 gives a tour of the Organic Groups suite of modules, which can give people the power to
organize content and themselves on your site. This chapter includes an extended cameo by Panels,
another powerhouse module for displaying content, especially in concert with Views.

Chapter 6 teaches security practices and provides ways to keep your site secure, from configuration to
evaluating and even writing code.

Chapter 7 follows up on the security chapter with several approaches to keeping Drupal core and
contributed modules up-to-date.

Chapter 8 continues the site build begun in the first chapter by configuring Fields, Views, and chosen
contributed modules to showcase authors, present a table of contents, connect authors and resources to
chapters, and allow visitors to participate. It gives a taste of how far you can go in Drupal without writing
any code.



CHAPTER 3

Building Dynamic Pages
Using Views

by Michelle Lauer and Greg Stout

Views changed my life. If you have built dynamic web sites for any period of time, you know that there
are two main tasks that you perform over and over. You create content and store it in a database and
then requests nuggets of that content to build stuff for your web pages. The latter requesting often
requires complex formulas where the slightest typo will return you the wrong items or, more likely,
nothing at all.

The Views module allows you to easily specify the criteria for displaying a subset of content, even
combining multiple content types. It also allows you to massage the format in which the data is
displayed. As new content is added to your web site, the resulting View is dynamically updated to reflect
the new content. It helps you to do all of this—without asking you to write a single line of code; thank
you, Earl! Views changed my life; and it’s about to change yours.

What Are Views?

The name Views comes from database terminology. A database view is a complex stored query that you
use like a table in the database. When you request items from a database view, you get the things that
you need in exactly the way you need them.

Drupal Views work in a similar manner but they let you use a graphical user interface to create the
database query. When you create a Drupal View, the module writes the queries for you so you don’t have
to know anything about database administration.

The Views module was envisioned/created and is maintained by Earl Miles (merlinofchaos on
drupal.org). All downloadable versions, documentation, and the issue queue can be found on its project
page at drupal.org/project/views.

This tool is essentially a smart query builder that, given enough configuration, can
build the proper query, execute it, and display the results.

Among other things, Views can be used to generate reports, create summaries, and
display collections of images and other content.

—Excerpted from drupal.org/project/views
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Like Drupal itself, the Views module offers powerful functionality right out of the box. With only a
few clicks, you can put a block on your home page that lists your site’s most recent content. A few more
clicks and you can turn that block into a tabbed menu, so that the first tab shows your site’s most
popular content, the second tab shows recent comments, and a third lists new members.

The Views Module provides the dynamo in a dynamic web site. It makes your work—in building the
site and especially in maintaining it—easier and more powerful. One could easily write a book only
about Views and not run out of interesting things to do.

For all these reasons, the essential thing to learn in this chapter is not what you can do with Views or
how to do it, but how to do it in a way that makes it easier for you to maintain your site—and pass on
that responsibility to the next person. In other words, it is the process, the tags, the descriptions, and the
naming conventions that I want you to really learn. Once this is ingrained, you will be able to visualize
and use Views to build almost anything.

Examples of Views Usage
The following are just a few examples of common usages of Views:
e The five most recent press releases
e Upcoming events
e All posts written by a specific person, like a blog
¢ A monthly archive of content

e List of content for administrative purposes (see Figure 3-1)

Sun, 01/10/2010 - 12:38 Gemino Magna Pala Basic page
Tue, 01/12/2010 - 15:36 Yes Exputo Mos Si Sit Basic page
Sun, 01/17/2010 - 18:07 Yes Jus Mos Nibh Basic page
Mon, 01/18/2010 - 13:40 Yes Et Humo Ibidem Lobortis Basic page
Wed, 01/20/2010 - 06:15 Yes Aliguam Camur Iriure Tum Article

Sat, 01/23/2010 - 11:50 Yes Eum Ibidem Melior Vel Basic page
Mon, 01/25/2010 - 12:24 Yes Exputo Feugiat Pala Article

Figure 3-1. An example list of content for administrative purposes

You really can display any type of content and also bring in related content as well. If it’s in the
database, you can use the Views module to display it.

The most common display types for Views are pages and blocks. With pages, you assign your output
to a URL of its own, and with a block, your output can be placed in any region on any page in your site.

Download, Enable, and Configure Permissions for the Views
Module(s)

To begin developing with Views, you need to download the module and enable it by following the
standard procedure for downloading a module.
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Download

In your web browser, go to drupal.org/project/views. When you scroll down to the Downloads section,
you see a table titled “Recommend releases” shown in green. Click on the download link for the format
that you want (tar.gz or zip) that accompanies the version of Drupal that you have installed, like 7.x-3.x.

Unpack the compressed files and put them in your contributed modules directory. For most
developers, this is at sites/all/modules/contrib or simply sites/all/modules so that you can find all of
the Views files in sites/all/modules/contrib/views or sites/all/modules/views. (Drush, covered in
Chapter 2, can download and place the files for you.)

Enable

On your web site, make sure you are logged in as a user with permission to administer modules or as a
user with the Administrator role (or user/1). Use the administrative menu at the top and click Modules
(admin/modules).

Scroll down to the Views fieldset. You will see three modules: Views, Views exporter, and Views UL
Underneath the description of the Views module, you will notice that CTools is a required module for
Views to work. If you already have the CTools module downloaded and enabled on your site, the text
noting the dependency will say “enabled.” If you have CTools downloaded, but not enabled, the text will
say “disabled.” And lastly, if you have not downloaded CTools, the text will say “missing.” Drupal will not
allow you to enable a module if all dependencies are not present in your site files.

If you haven’t already done so, please download the CTools module from its project page at
drupal.org/project/ctools. Unpack the compressed files and put the ctools folder in your contributed
modules directory. For most developers, this is at /sites/all/modules so that you can find all of the
CTools files in sites/all/modules/ctools.

Note CTools (Chaos Tools Suite) is a module that provides helper code for other modules.

In your browser, go back to the Modules page (admin/modules) and click Refresh. Scroll down to the
Views fieldset. The text noting the CTools dependency should say “disabled.” Since all required files are
available, you may now enable Views. Check the checkboxes for Views and Views U], then Save
configuration (see Figure 3-2).

Note We will be discussing the Views exporter module later in this chapter.
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~ VIEWS
ENABLED NAME VERSION DESCRIPTION OPERATIONS
Create customized lists and queries from your
- database.
[ Views Requires: Chaos tools (disabled)
Required by: Views content panes (disabled), Views
exporter (disabled), Views Ul (disabled)
Views 7 Allows exporting multiple views at once.
O exporter Requires: Views (disabled), Chaos tools (disabled)
2 Administrative interface to views. Without this
[ Views Ul module, you cannot create or edit your views.

Requires: Views (disabled), Chaos tools (disabled)

Figure 3-2. Modules list administration page. The needed modules have been downloaded but not yet
enabled.

Drupal knows that the Views module needs another module enabled and prompts you.

You must enable the Chaos tools module to install Views UI. Would you like to continue with
the above?
Please "Continue".

Configure Permissions

One of the features that Drupal offers is the ability to grant permissions to different roles, as covered in
Chapters 1 and 8. Most modules have associated permissions that need to be granted to roles in order to
interact with them. Users of your web site will either have the role of Anonymous User or Authenticated
User and will possibly have additional roles assigned to them.

Tip After enabling any module, it is best to configure the permissions right away. Waiting until the end of
development often leads to an overwhelming permissions audit.




CHAPTER 3 ' BUILDING DYNAMIC PAGES USING VIEWS

Go to the Administrative menu at the top and click People. Once on this page, click the Permissions
tab. Scroll down to the bottom and find the Views section. There are two permissions for the Views
module, “Administer views” and “Access all views”.

Note You may also use the Permissions link for Views on the module administration page. This will take you
directly to the Views section on the permissions page.

“Administer views” grants access to the Views administration pages allowing users the ability to
create, edit and delete Views. Only give this permission to roles assigned to users that are appropriate
and trained to use them properly. Most “Administer” permissions are only given to the Administrator
role.

“Bypass views access control” is another permission that should be used sparingly. For a specific
View, you can specify which roles can see the results. Selecting the “Access all views” permission for a
role will override that setting. We recommend only granting this permission to roles assigned to users
that are appropriate and are trained properly to use them properly, like your site administrator.

Confirm that neither checkbox is selected for Authenticated User and Anonymous User roles.
Confirm that both checkboxes are selected for Administrator role. If you made any changes, click Save
permissions.

Tip During development, make sure you check your web pages as different users to confirm they are having
the correct user experience as defined by the permission settings. Try having three different browsers open, each
demonstrating a different Role, such as Administrator in Firefox, Authenticated user in Chrome, and Anonymous
user in Internet Explorer. You need a different brand of browser for each role because your browser shares among
its open windows/tabs the user account you are logged in with.

Congratulations! You have now successfully downloaded and configured permissions for the Views
modules. You are now ready to administer Views.

The Views Administration Page

Using the Administration menu, click Structure and then on that page, click Views
(admin/structure/views). This is the Views list page where all Views in your web site are listed.

Advanced Help Module

If you have not yet installed and enabled the Advanced Help module, you will see a status message at the
top of the page (see Figure 3-3).

The Advanced Help module will provide some additional information explaining the options while
you build your Views. You may choose to download it at drupal.org/project/advanced_help or click
Hide this message.
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0 If you install the advanced help module from http://drupal.org/project/advanced_help, Views
will provide more and better help. Hide this message.

Figure 3-3. Advanced Help status message

Action Links

Beneath the status message, you will see Add new view and Import. We will be discussing using those
later in this chapter.

Change Which Available Views Are Listed

By default, all available Views display on this page. Although it may not be necessary now, if your site has
a lot of views, sorting and filtering them makes this administration page much more manageable. You
can sort the table of views by clicking the columns heading of View Name, Tag, and Path. Click once to
sort first to last and again for the reverse.

You can also enable a set of additional filters by clicking the Settings tab, checking the box next to
“Show filters on the list of views,” and clicking Save configuration.

Above the table you will see a Search box for finding a view by name and the drop-down filters
shown in Table 3-1.

Table 3-1. Filtering Controls

Filter

Tags What extra classification (similar to metadata) has been added to this View to
make it easier to find related Views?

Displays Does this View display as a full page with its own URL, a feed, or as a block that
can be placed on any page in your web site?

Types Is the View display about content that is nodes, users, files, etc.?

Storage Is the View stored in the database, in code only, or in the database overriding
code (more on this later)?

Status Is the View enabled or disabled?

Any filter selection is automatically applied to the list but you can click “Reset” to return the list
display to its default settings (see Figure 3-4).

Search Reset

Filter | Alltags v | Alldisplays % | All types ¥ | All storage v All status ¥

Figure 3—4. Refine the list of available Views
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Available Views

The Views module comes with several default Views that you may choose to enable and use in your site.
Other modules in your site may also define Views that could appear in the listing. By the end of this
chapter, you'll be creating your own Views.

Elements of a View Listing

For each View listed, there is a lot of information provided. The following elements are mapped in
Figure 3-5 and relate directly to how you can refine which Views are displayed in the list:

\nmw%/ DESCRIPTION / TAG/AT/ OPERA'p/
Archive Display a list of months that link to default archive enable =
Displays: Block, Page content for that month

In code (— G

Type: Content % H
Figure 3-5. Elements of a View listing

A. What is the name of the View?

e  This is the human readable name of the View.

e  You can hover over this label to see the machine name.
B. Whatis the description?

e The description only appears in the administrative list. This is useful when
looking at all the available Views and determining what each one does.

e Optional
C. What are the tags?

e Tags are metadata for Views. They are additional information that helps you
categorize your Views and find them easier on the list page. An example
would be to tag all Views about company information including employees
and departments as “internal.”

D. Whatis the path?
e This is used only for display types of pages.

o Ifyour View is set to display as a page, you are required to enter a path. This
is the URL where you find the display of your View on your web site. Drupal
only needs the part after your domain name. For example, if your View is to
display at http://www.example.com/archive, you would only see archive
shown here.

E. Isitenabled or disabled?

o This is the ability to change that setting.
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e When a module defines a View, it is often an optional feature that you may
toggle on and off. Some modules will create a View with the initial state as
disabled, allowing you to decide whether or not you want to you use it. If
this is the case, you are provided with a link to enable it. Once enabled, you
may then disable it if you choose not to use it.

e  Also under this menu you will find clone and export (discussed later).

Tip The word that is displayed is the action you want to take, not the current state. If Enable is displayed, it
means that the View is disabled; you may click Enable to enable it.

F. What displays are used?

e When you create a View, you can select in what format you would like
content to be displayed in. Do you want a page, a block, or something else?
A single View may have several displays created. For example, a View of
press releases may have a block that shows the title of the most recent five
and a page that shows all teasers for press releases in a single month.

G. Whatis the storage format? There are three possibilities for storage format.

e Incode means that the code for the View is stored in a module file. Any
module may define any number of Views.

e Database overriding code means that a module originally defined the View,
but you have modified it and saved a copy in the database. It is the copy in
the database that is currently being used on the site.

e Indatabase means that you created the View using administrative interface
and the code is stored only in the database.

H. What type of View is it?

o This describes the type of content you want to display in your View. Options
include content, user, comment, term, file, etc.

The Default Views

The main page for administering Views (admin/structure/views) displays a list of all Views available.
Table 3-2 lists the Views that are defined by the Views module. Other contributed modules may define
additional default Views. A default View is stored in code whereas when you create a View using the
administrative interface, its definition is stored in the database. Because your web site may be set up
differently, you probably have additional Views in your list.
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Table 3-2. Views Defined By the Views Module

View Definition

Archive Displays a list of months that link to content for that month.

Backlinks Displays a list of nodes that link to the node, using the search backlinks table.

Front page Emulates the default Drupal front page; you may set the default home page path
to this view to make it your front page.

Glossary Alist of all content, by letter.

Recent comments Contains a block and a page to list recent comments; the block will
automatically link to the page, which displays the comment body as well as a
link to the node.

Taxonomy term A view to emulate Drupal core’s handling of taxonomy/term; it also emulates
Views 1’s handling by having two possible feeds.

Tracker Shows all new activity on system.

Deconstructing a View

The Views module is a very powerful module with many configuration options. Looking at all of these
options for the first time can be very intimidating. We will explain all of them but will highlight the ones
that are the most important to know when you are getting started.

Let’s look at a default View and inspect all of its elements. On the Views administration page, locate
the default View named Front page. Locate the operations column on the far right and click Enable. Now
that you have enabled the View, the operations link has changed to Edit.

This small menu of option allows you to perform a series of different actions with the chosen View.

Edit: You may edit this View and save your revised version. If this View was stored in
code, you will be making an active copy of its definition and saving it in the database.
You will always have the option to revert to that original version that is stored in code.

Disable: If the View you are working with is stored in code and you no longer want to
use it, you may disable it. If you disable it, the View’s displays are no longer visible on
your web site. That means blocks or pages may disappear.

Clone: As mentioned, you can edit and save a View that is stored in code. If you prefer
to make a View that is similar to an existing View, you can clone it. This makes an
exact copy of the View so that you may rename it and make as many changes as you
would like. Rather saving over a View that is stored in the database or overriding a
View in code, cloning allows you to create a brand new View that is identical to an
existing one. You can then edit the new View without affecting the original.
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e  Export: If you are interested in the code that creates a View, you may export it.
Clicking this will take you to a page where you may copy the code and place it in your
module (more on this later).

Tip If your new cloned View uses a page display, be careful to not use the same identical path as the original
View.

For the Front page View, click Edit, as shown in Figure 3-6.

Front page Emulates the default Drupal front default frontpage, rss.xml edit a
Displays: Feed, Page page; you may set the default home disable

In code page path to this view to make it clone
Type: Content your front page.

export

Figure 3-6. An enabled View in the listing and its operations menu

Display Types

Clicking Edit brings you to the configuration page for a specific View. In this case, you should be looking
at the Front page View. The first item to notice is the horizontal navigation for each display in the View.
When you first edit a View, you are shown the first display available, indicated by its dark highlight (see
Figure 3-7).

Figure 3-7. Displays with Page active (left) and the operations menu(right) of a View

This Front page View has two displays; Page and Feed. If you wanted to, you could use the +Add
button to add a new display (more on this later).

On the right of the display bar is another menu of operations. Clone and Export have identical
functionality to the same items on the Views list. In addition, you find the following:

e  Edit name and description: This opens a dialog that allows you to edit the human-
readable name for the view and the View description which you’ll use to describe
the purpose of the View (see Figure 3-8)

You can also create or look up an existing View tag; these can be incredibly
helpful. As you use Views more and more you will create dozens and dozens for
every project. Using a tag will help you to organize and manage the Views in your
project. While this is not required, I highly suggest you take advantage of it.
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e  Analyze: The Analyze button will look to see if you have any settings that are in
conflict with each other or report any other relevant development information.

Figure 3-8. The Edit name and Description Dialog

Views Configuration Detail

Now we come to the heart of defining a View. Get comfortable, because you will spend a large portion of
your development career creating, editing, tweaking, and massaging you Views using this interface (see
Figure 3-9). While it might seem a little daunting at first, you will quickly learn your way around the
interface. Each grouping of functionality, designated by the black headers, controls one aspect of your
View. You'll use these to set what content is to be displayed and how it will be displayed, as well as
setting metadata and providing functional controls like a pager.

Figure 3-9. View details with the advanced section expanded

We will briefly discuss all the options for the Page display for the Front page View, then we’ll circle
back around and give much more detail about the pivotal players in creating a View.
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Display Name

The first item that you can edit is the display name. To edit, click the text “Page.” Clicking the current
setting will open a modal dialog that allows you to edit the information for the specific display.

Title

Name: The same of the display of the View you are editing. When you create a new
display, this name field is prefilled with the type of display you just created. It’s
important that you edit this field to distinguish between several displays of the
same type. For example, you could have a View that has a block that displays the
five most recent posts and another block that displays five random posts. When
you created each of these block displays, Views would pre-fill the name of the
display as “block” for both of them. It’s a good idea to change the name to
something more descriptive, like “Block: 5 recent” and “Block: 5 random.”

Description: A human-readable description of the view display.

The title appears in different places depending on the display type. If the display type is a page, the title
will become the page title, both the H1 tag and in the metadata. If the display type is a block, the title will
appear as the block title above the content output. Click the current title to open the modal dialog with
the following settings, as shown in Figure 3-10:

For menu: This drop-down controls whether the title you enter here is applied to
only this display if you choose “This page (override),” or all displays if you choose
“All displays (except overridden).”

The text field for the Title.

Figure 3-10. Display title dialog, an example modal dialog

Format

What kind of HTML markup do you want the results of the View to use? Options include a list, table, grid,

or unformatted, which wraps each result in a div tag. Other contributed modules can add additional
ways to display the results.

Settings: Allows you to add a custom CSS class to each row’s output container.

Show: Do you want to display the content or teaser as a whole pre-formatted
chunk or select specific fields to display?
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e Based on your first choice, you will have options after the “|” symbol (pronounced
as “pipe”) to specify the formatted chunk options or options for how the fields are
grouped or arranged. If you choose fields, a whole new section labeled Fields will
appear that lets you add and configure field specific settings.

uln

Fields

This grouping is hidden if Content is selected as the Show option, but appears if you select to display
your results as fields. Here you would select fields from a catalog of available options provided by
Drupal.

Filter Criteria

So as not to display all possible content, limit the result set based on specified criteria. By default you'll
see that “Content: Published (Yes)” is set as a filter. This is a gift from the wise programmatic forefathers
of development who have added this for you, as if to say, “May you never know the shame of creating a
View that shows the world your unpublished content.” Know that if you seek to remove it, their eyes are
upon you.

Sort Criteria

In what order should the results be shown? By default you'll see that “Content: Post date (desc)” is set as
a sort. This will put your content in reverse chronology (also known as blog order) where the most recent
content is at the top.

Display Settings

These setting will vary to reflect the display type you are currently editing. In our example it will be a
page.

e  Path: This is the URL where this View will display its content. In this example, it’s
http://www.example.com/frontpage.

e  Menu: Create a menu item that will bring users to your View. You can also make
tabs and other options.

e Access: Do you want to only allow users with certain permissions or roles to see the
content? “None” means that there are no special restrictions.

Header

Is there any content you would like to display above the Views results?

Footer

Is there any content you would like to display below the Views results?
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Pager

e  Use pager: If you decide to display 10 results, yet your View produces 35 results,
you can tell Drupal to automatically paginate it. After 10 results, there will be a
pager to take you to the next page with another 10 results. This is a great solution if
you have a lot of content that is making your page too long to be usable.

e Morelink (only appears for blocks and attachments): Creates a link to a page with
more results. If you have a block that only displays five results and a page that
displays all results, you can let Drupal create a link on the block to the page.

Contextual Filters

If you would like to create dynamic pages that use the URL to make decisions about what content is
displayed, you can specify that here. This section used to be called Arguments.

Relationships

If there is content that you want to display that is related to the actual result but not a part of it, you may
join to it and display it using a relationship.

If you are scratching your head at that description, I hear you. Relationships are a hard concept to
grasp but once you do, you'll find them rewarding, just like real relationships. We’'ll cover this in detail
later.

No Results Behavior

If there are no results, would you like to display any text to the user? This setting used to be called Empty
text.

Exposed Forms

e Exposed form in block: If you have set filters to be exposed, would you like to
render them in a separate block rather than with the View results? Filters and how
to expose them will be discussed later in this chapter.

e Exposed form style: Allows more configurations for the exposed filters including
labels.

e Machine Name: This field lets you define a machine-friendly name, one without
spaces or special characters.

o  Comment: A block where you can enter notes or message about this View.

e Display Status: Just as you could enable or disable a whole View, you can enable or
disable a display within a View.
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Use AJAX: Do you want paging, table sorting, and exposed filters to load content
on the fly without a page refresh?

Hide attachments in summary: Hide attachments when displaying a contextual
filter summary.

Use grouping: Do you want to allow Views to group results together based on a
certain field? If you also specify a sort order, the results will be grouped first then
sorted.

Query settings:

e Disable SQL rewriting: Do you want to disable the fact that results are tested
to make sure the user has permission to see them? This skips node_access
checks and any other implementation of hook_query alter().In most cases,
it’s not recommended to change this setting.

e Distinct: Do you want to ensure that there are no duplicate results? By
selecting Distinct, if your View results had the same node several times, this
setting would remove it.

An example of when you don’t want multiple instances of a node would be
if you had a View that displayed all nodes with file attachments. Because
this is a multi-value field, the node would show up for every attachment.

An example of when you want multiple instances of a node would be if your
View grouped nodes by taxonomy terms and your nodes are tagged with
several terms, you would want it to display in all appropriate groups.

e Use Slave Server: This is a performance option. This will make the query
attempt to connect to a slave server if available.

Caching: Do you want to cache the results of this View so they are delivered faster?
Note that if content is updated, it won’t be immediately updated in the View.
Cache would only be cleared at the interval you set here. For Views where the
content is changing often, like a list of the most recent posts on a very active site,
you might not want to cache your results. However, if your View displays content
that doesn’t change that often, caching is a good idea. Even short intervals of
caching can dramatically improve site performance.

Link display: If you are using the More link, to which display would you like it to go
to? For example, if your block uses the More link and you also have several Page
displays in your View, to which page would you like the More link to go to?

CSS class: Do you want to add a CSS class to the wrapper div so you can apply
styling?

Theme: This is not a setting, but rather information to help you create templates
so you can customize the output of the View further. Click on it to see the template
information available to you. Note that these templates need to be saved in code
to be functional and are not used in this administrative interface.
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Overriding: A Views Concept

Many settings can be overridden for a particular display. Before we go any further, it’s important to
understand the concept of a settings override.

When you create a View for the first time, the settings you configure for the first display will get
inherited by subsequent View displays. In other words, when you add additional displays, like Pages or
Blocks, all the settings that they can have in common with the first display will be set the same. This
makes developing related displays very efficient but you also have the option to override any of these
settings for an individual display.

Understanding when a setting has been overridden is important to building consistent Views and
there are clear visual cues for identifying overrides. When a setting on a view configuration has been
overridden a broken link icon will be displayed to the left of the setting, as shown in Figure 3-11.

Figure 3-11. The broken link icon indicates this title has been overridden.

Understanding What Type of Content Will Be Output: Views Filters

No matter which display you are editing, there are three columns of configuration options. To
understand the type of content that will be displayed, look at the Filters section in the first column. A
filter reduces the content that will be displayed to match your criteria. The Front page View has two (2)
filters.

Click Content: Promoted to front page, as shown in Figure 3-12.

Figure 3-12. Configuring a filter
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The title of this dialog tells you a lot: “Configure filter criterion: Content: Promoted to front page”.

o Configure filter criterion tells you that you are working with filters as opposed to
another grouping of configurations, like fields or sort criteria.

o  Content: Promoted to front page is the name of the filter. “Content” refers to the
type of filter and “Promoted to front page” is the specific one.

e  For All Displays drop-down tells you that this display uses the same setting as all
other displays that have not been overridden.

You have the option to expose a filter. This will allow the web site visitor to determine the value of
the filter. This will be discussed in more detail later.

This particular filter has two (2) values for you to choose from, either Yes or No. Think of this filter as
asking you a question. Do you want to only show content that has been promoted to the front page? Yes
or No? In this case, the answer is Yes.

Below, the configuration options are three (3) buttons:

e Apply: This will set the configuration with the option selected. Note that it doesn’t
actually save the View.

e  Cancel: This will exit you out of this configuration setting. Even if you changed
something, it will not set those changes.

e Remove: If you no longer want this filter as part of your View, it will remove it
completely.

All filter configurations are composed of the following parts:
e Adescriptive title.
e Option to expose the filter and if set, those configurations.
e The actual settings.
e Buttons to set or cancel the filter configuration and remove the filter.

Looking at the three (3) columns again, click “Content: Published.” This configuration block is set
up just like the previous one. It asks the question: Do you want to only show content that has been
published? Yes or No?

Tip Itis extremely important that unless you have another intention, you include a filter for the published state.
While managing your site’s content, you may choose to unpublish a node because you do not want your visitors to
see it. In order to keep this content hidden, you must filter the View to only show published content. A published
state filter is provided as a default filter for each new View you create. Remove it with extreme caution.

Click Cancel to exit out of this configuration dialog.
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Advanced Filter Criteria Groups: Combining Sorts with Logical
Operators

The Views module has the ability to build logical combinations of filters to achieve more complex groups
of content. For example, you might want a block of all stories that

¢ have more than ten comments, or
e thatreceived a comment in the past hour.

Having either of these conditions met keeps the content in a block very fresh. However, if you added
both the Comment count filter and the Last comment time filter you would instead get a block with
stories that had gotten ten comments and the one last within the last hour. That would be a very
different group of items that what you wanted. Instead, you need to specify that items need to meet the
first or the second criteria as opposed to both.

On the right of the Filter Criteria section, open the option list and select And/Or.

You will see the dialog “Page: Rearrange filter criteria,” as shown in Figure 3-13. You can set the
standard For option to say whether this filter change will apply to just this display or all displays in the
View. By default, all of the filters you have specified will be included in one filter logic group and the
operator is set to And. This configuration will make the filters have the same effect as filters do by
default, meaning all content must pass each filter to be included in the results for the view.

In the current example (Front page View), if you change the Operator to Or, you will get a list of
content that is published OR promoted to the front page. This will include any unpublished content in
your Views output, so use logical operators with caution.

Clicking “Create new filter group” will create another operator box; if you had many more filters,
you could use the small arrow next to each filter to drag them into more logical groups, potentially
creating combinations where the same filter is used in multiple filter groups.

Tip Remember, each grouping in an Or logical group works autonomously from the other groups; for example,
((Aand B) or (C and D)). You will need to add multiple Content: Published Yes filters to your Filter Criteria and one
to each group so that each requires its content to be published.

Figure 3-13. Configuring an And/Or filter group
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Tip You most likely noticed the More toggle at the bottom of each filter. If you open it, you'll see a field called
Administrative title. This allows you to give each filter a customized name. You’ll most likely only use this if you
have multiple copies of the same filter as you might for use in logical groups.

Understanding the Order in Which Content Will Be Output: Views
Sort Criteria

To understand in what order content will be displayed, look at the Sort criteria section in the first
column. Multiple sort criteria allow you to be very granular with this setting. The Front page Views has
two (2) sort criteria.

Click Content: Sticky. This particular filter has two (2) values for you to choose from: Sort ascending
or Sort descending. Think of this filter as asking you a question. Do you want content that is marked as
sticky to rise to the top or sink to the bottom of your results? In this case, the answer is Sort descending.
All content marked as sticky will be at the top of the page.

Looking at the three (3) columns again, click Content: Post date under Sort Criteria. This
configuration block is set up just like the previous one. It asks the question: Do you want the most recent
content displayed first or the oldest content displayed first? If you would like what is considered Blog
Chronology where the most recently posted content is the top, you would chose Sort descending.

Because there are two (2) sort criteria, the first one is called and sorts the results. Where there are
results with the same sort weight, the next sort criteria is called. You can have as many sort criteria as
you want for a very granular result order.

In the current example, the results would first show all posts as sticky at the top. Then it would go
through the sticky posts and sort them to make sure the most recent are at the top and also go through
all posts not marked as sticky to sort those to make sure the most recent posts are listed first.

Click Cancel to exit out of this configuration dialog.

Understanding What Pieces of Content Will Be Output: Views
Format Settings

You have already figured out what type of content will display and the order in which it will be displayed.
But what will it look like? What pieces of the content will display? In the first column, the Format box
allows you to configure several elements. The Front page View displays its results as content teasers with
a container div. Under Settings, you can see that no extra CSS classes are set (see Figure 3-14).

Figure 3-14. Format settings configuration box

When editing or creating a View, the first item you should look at is the Show setting. Yes, it’s the
second one in the list, but has more of an impact on what the results will look like.
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You may click the word link Content to change the Show setting. If you click the Teaser, you change
the settings for the selected Show style.

Configuration Options for Format Settings

When you click the current value for Show setting, Content, you see all available options. The Views
module provides two options: Fields and Content. Other contributed modules may provide additional
options that would display here. Examples include displaying results as points on a map, a slide show, or
as customizable HTML.

To see the settings for Content Show setting, click Teaser. The select box for View Mode is currently
set as Teaser. This means the shortened version of the content displays with a linked title and a Read
More link. If your theme uses a custom template for teasers, your Teaser may look different than
described.

In addition to the Show setting, you may also configure the Format of the whole View, as described
in Table 3-3.

Table 3-3. Configuration Options

Option Description

A Grid puts all of the content of a View into a box and you choose how many

Grid -
boxes you want in a row or a column.
HTML List You have the option of either an ordered list (numerical) or an unordered list
(bullets).
Jump Menu If you put content titles in a jump menu, when you select that title, you will
p automatically be directed to that content.
A table puts the resulting fields into a table that resembles a spreadsheet. You
Table -
can allow the column headers to act as sort links.
Unformatted A simple div with a customizable CSS class goes around each class.

Creating a Basic View

Let’s dive right in and create the first View. For this example, it is assumed that you already have content
in your web site. Near the top of the Views administration page (admin/structure/views), find the link
that says Add new view and click it.

The Goal

You want to create a page that has teasers that lead to all articles authored by a specific person and a
block that shows the five most recent titles for those articles, linked to the actual content. You also want
amore link to take the user to the main page for all articles.
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Systematic Approach

When I create a View, I follow the same pattern each time. I ask myself a series of questions that
correspond to a different configuration box. This ensures that I get the results that I expect and that I
don’t miss a step.

IfT am creating a new View, the wizard has an initial window that allows me to answer some of these
questions. The answers I type in will prepopulate some of the configuration boxes on the primary editing
page.

If I already have a View and I am adding an additional Display to it, I follow all of the following steps:

1. Create the display: Should this be a block or a page or something else?

2.  Name: When I look at the displays, what name should appear to help me
understand which one I am editing? When I want to place a block somewhere in
the site using other administrative interfaces, what name would make sense?

3. Title: What should the title be? What should the web site users see as the title of
this content?

Filters: What type of content do I want to display?
Fields or Show Content/Teaser: What parts of the content do I want to display?
Format: Do I want the results to display as a table or a list?

Sort: In what order should the results be?

® N e e

Contextual Filters/Relationships: Do I need to use parts of the URL in order to
further customize the result set? Do I need to pull in related data? Contextual
Filters and Relationships are discussed in a later section.

Set Up the Basics for Your Views

Thanks to the wizard, you can configure much of your Views on the Add new view screen. Let’s do that!
Use the Administration menu and go to Structure » Views (admin/structure/views) and click Add new
view.

It is important to think about the Views you will need on your site and create a naming convention
that will facilitate managing them. Consider including the site section or content type in your view
name.

For this example, name your View “articles by {author name}.” Mine is named “articles by bob.” The
machine name is automatically generated from the name you type.

Check the Description box to display the field where you can enter your Views description. The
description should be something similar to “Show articles written by {author_name}.”

The next section of the wizard helps you articulate the type of content that you want to display.
From start to finish, you want to show “Content” of type “Article” tagged with “___” sorted by “Newest
first.”

You can see that Create a page was checked by default and that much of the information for the
page is now filled in for you by using your title.

The Page title and Path have been prefilled using the {author_name} you used in the title. In this
example, I'm choosing a fictitious Bob, so my page title becomes “Articles by Bob” and my path
“articles-by-bob.”

The Display format settings also look good with the defaults: an unformatted list of teasers with
links (allow users to add comments, etc.) without comments.

Items per page can be left at 10.

You could add a menu here or include an RSS feed, but let’s wait.
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Check the Create a block box. You can accept the default settings for now but change the Block title
to “Articles by Bob.”

If your settings look like those in Figure 3-15, you're ready. Click “Continue & edit” to create you
first view.

Home » Administration » Structure » Views

View name *
articles by bob Machine name: articles_by_bob [Edit]

Description

Show articles authored by a specicif person

Show  Content E] of type  Article E| tagged with O sorted by Newes(ﬁrst[ﬂ

Create a page

Page title
articles by bob

Path
http://localhost/dgd7_20110424/ articles-by-bob

Display format
Unformatted list |z| of | teasers |z| with links (allow users to add comments, etc.) |z| without comments El

Items per page
10

Create a menu link

Include an RSS feed

Create a block

Block title
Articles by Bob

Display format
Unformatted list [=] of | titles (linked) [=]

Items per page
5

Save & exit Continue & edit Cancel

Figure 3-15. Add New View wizard

Other types of Views will be discussed later in this chapter. Click Continue & Edit.

Tip While creating/editing, it's important to periodically save your View. Also note that if you are
creating/editing on a production site, when you save the View, it will be available to your users. To avoid this, read
the “Exporting to Code” section later in this chapter.

You are now looking at the main page for editing a View.
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Tip The URL is admin/structure/views/edit/articles by bob. To edit any View, you can find it in the
listing on the Views administration page or just replace articles by bob with the machine name of the View you
want to edit.

Define the Administrative Information

As mentioned, if your View has multiple displays, it can be difficult to decipher which one does what.
Fortunately, Views allows you to set an administrative name for each display. It is important that you use
aname that is meaningful so other developers can easily edit the View you created.

For this example, next to Display name, click the active link Page. When the dialog opens, change
this to “Page: by {author_name}” where you replace {author_name} with the username you chose earlier.
Remember, I chose “Bob.” You can repeat the same text for Description. Click Apply and the Save your
View. You might need to scroll up to see the Save button.

Notice how the Page display buttons at the top now reflect the name you entered.

Define the Title

When you set a display for your View (either as a page or a block), you want a title to appear above the
results so that the user knows what the content is about.

In the Title box, you can see Title: Articles by {author_name}. This title will be displayed with the
View wherever titles are normally displayed: as the page title, block title, etc. If you want to change it,
click the linked title and then click Apply.

Define What Type of Content You Want to Display

You are going to jump over a configuration box so that you can specify Filter Criteria. Unless you are
creating a View for site administrators, you always want your first filter to be Content: Published. This
will ensure that you don’t inadvertently display hidden content. This filter is added by default, but
always check for it.

Now, you want to make sure you only display nodes authored by a specific person. Click Add in the
Filters Criteria section. Select User from the Filter select box and select the User: Name filter from the
list. Click “Add and Configure filter criteria.”

In the new dialog, select the operator to be “Is one of.” For the Usernames auto complete, just start
typing a username of a person who has authored Articles on your site, like Bob. Apply.

Note In the previous example, you selected and configured one filter at a time. When adding filters, you may
select several filters from different filter groups. After you click Add, you will be guided to configure each one.
Doing it this way can be a time-saver because there are significantly less clicks!

You have successfully set the filters! Now your result set will only display published article nodes
authored by a certain person, as shown in Figure 3-16.
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Figure 3-16. Filters selected for Articles by Author Name View

Define What Elements of the Content You Want to Display

Now you can go back to the Format configuration box. As you can see, this section has been
prepopulated with your selections in the wizard. Show is set to Content | Teaser, which is both the type
and the way you want your content to display. If you had chosen fields as the display format in the
wizard, you would now need to start adding and configuring fields to a Fields configuration box.

Define Format Settings

You have already set the row settings to be Content | Teaser. Now you can confirm the HTML markup
around each result. For results that are either Content | Teaser or Content | Full Content, I like to choose
Unformatted as the style. This means each result will have a div around it, as opposed to being in a list or
table. This is the default setting, but you may also specify a CSS class to go on that row div. This can be
helpful when you are theming/styling your web pages. In the Format section, click Settings next to
Unformatted list to enter in a CSS class.

Additionally, if you want several Views to look the same, you may add a CSS class to the entire View.
This can be specified by clicking the active link None for CSS Class in the Other section in the third
column under the Advanced header.

Define the Order in Which You Want Your Content to Display

Consistent with many listings of content, you want your View to display the results with the most
recently posted article at the top and the older articles at the bottom.

You can see that Sort Criteria is set to Content: Post date (desc), which is exactly what you want, so
again you move on.

Define the Number of Results

In the middle column, click the active link for Use Pager: Full. This is where you set what kind of pager
style you want or if you only want to display a fixed amount of results. Click Cancel to exit the modal
window.

Click “Paged, 10 items” to change the number of items to display. I think 10 will be too few so let’s
have 15 items per page.

There are quite a few options to explore under Exposed Options. These are the settings for what to
display to the user, including allowing the user to determine how many items to display per page.

Click Apply to save the change for number of items to display per page.
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Add a Menu

Let’s add a menu for your page so it will appear in the site’s main navigation. Under Page settings, next
to Menu, click No Menu to open the modal dialog. Choose Normal menu entry. Enter the title “Articles
by {author_name}” for the title. Also select Main Menu in the Menu drop-down. Click Apply.

Note We will discuss Menu Tabs in a later exercise.

Define Advanced Settings

In the Advanced Settings box, you are going to leave Use AJAX as “no” because this is the main content for
the page. If you choose to change this setting to “yes,” the subsequent paged pages will not be indexed by
search engines since the HTML is never printed in the source code, but rather created on the fly.

You won'’t be using the Grouping or Query settings on this View, so you can skip those
configurations in this step.

Views Caching can be very useful for sites with a lot of traffic. If you choose to do a time-based cache of
either the query or the results, the data is not generated each time someone visits the page. This can save
some processing resources on high-traffic sites, but it also means that the most up-to-date results only get
displayed after the cache expiration. So, for highly dynamic or time-sensitive content, I don’t recommend
setting up caching, but for content that doesn’t change that frequently, caching can be useful.

Tip If you decide to use Views caching, during development, you may want to clear Views cache periodically to
see the changes rather than waiting for the set expiration. To clear Views cache, click the tab at the top that says
Tools and click the Clear Views’ Cache button at the top.

Preview Your Work

The Views module allows you to preview the settings you just configured without leaving the Views
interface. If you scroll down to just below all of the configuration boxes, you will notice the Auto Preview
area. It demonstrates the display that you are currently editing; assuming the user you selected has
authored some content, you should have a nice preview.

Dynamically Editing Your View

One of the nifty features in Views is the ability to edit your View results in the auto preview area. Once
you have set up some display options so your view is displaying content, it can sometime be easier to
make editing decisions that are based on the actual content.

For instance, now that I see my Title, “Articles by Bob” I just don’t like it. The “by Bob” simply has
too much alliteration for me to take it seriously and I want to change it. I'm going to make that change
right here in the preview area.

Above my title I'm going to click on the Gear icon. I'll see a small menu appear with the item Edit
Title, so I'll click that item (see Figure 3-17).
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Figure 3-17. Preview area Edit menu

The same dialog opens that would appear if I clicked the link next to Title in the main settings area. I
make my change and click Apply.

Wow, that was great. In fact, if you’d rather work by just tweaking what you see in the preview area,
you can actually collapse the main setting area by click the “Page: By {author_name} details” name at the
very top of the dialog, just below the display buttons. Don't forget to save your view when you are done!

Admire Your View

At the start, you assigned a path to your page display. Go to that page in your browser. If you followed
my suggestion, it should be something like http://example.com/articles-by-author_name. Also, if you
created a normal menu item in the main menu for this page, you can go to any page and click the link in
your navigation bar.

Congrats! But there is more....

Add More Features

As I mentioned in the goal of this exercise, you also want a block that shows the five most recent titles for
those articles, linked to the actual nodes.

For each display, follow the steps outlined in the systematic approach. Although many of these
settings won’t need to be changed, it is important to adhere to the process and check your work.

Create Another Display

You already created your block using the wizard; if you needed another, you could easily create it by
editing your view and clicking the + Add button at the top left. You can also clone an existing display.
Since you have your block, click the Block button at the top left to see that display’s settings.

Define Administrative Information

For ease of usability while administering Views, update the Name in the Display name to be “Block: titles
only” or something else meaningful.

Override the Format

For your block, you want to display only the content titles. This means you need to have it set to show
fields, so that you can choose exactly what fields to show (with the title considered a field by Views for
this purpose). Formerly, the Show setting was called Row Style.

Look at the Show line in Format box. It has a broken link next to it. This means that it is using your
overridden format and you can see that it is set to Fields.

If you click Fields, you can see the scope for this configuration is set to “This block (override).” Click
Cancel to exit out of this modal window.


http://example.com/articles-by-author_name
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Edit Fields

You need to confirm that you have the fields you want and that they are outputting the markup you need

for both semantic quality and styling.
If you look in the Fields section, you can see that when you created the block in the wizard, it added

Content : Title by default.
1. Click Content : Title to open the field configuration dialog.

2. Configure the options as described below (I am only noting the ones that need to
be changed).

3. Confirm that “Link this field to the original piece of content” is checked.

One thing you want to change is the HTML markup that is being output. Currently all the titles are
simply being output in div tags but you want to indicate that they are headings to your readers and to
search engines.

1. Click on Style Settings to expand the setting box.

2. Check the box “Wrap field in HTML” and more settings will appear. From the
HTML element box, select H2.

3. Check the “Create a CSS class” box and enter “title” in the field that appears.

You settings should now look like those in Figure 3-18.

Figure 3-18. Title field Style Settings

4. Click Apply and scroll up to Save your View.
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Add a More Link

It would be a nice touch to add a More link to your block display so a user won’t have to do a lot of
paging to see all the items.

In the Pager Settings box, click the link “More Link: No.” The first thing you want to do is change the
For setting so that your link only appears on this display. Set the drop-down to “This block (override).”
Click the checkbox for Create More Link. Click Apply and check out your work in the Auto preview area.

Save the View.

You can test your More link in the preview area. Note that if you have less content than your block is
set to display, a More link will not appear.

Note The wildly astute in our audience might say, “How did my More link know to link to the Page view?”
Since it's the only page in this View, it’s likely to share the block’s criteria and so that’s where Views linked it. You
might also then say, “That’s a lame answer because what happens if | have more than one page in my View?” Ah
yes, if you have more than one Page, a new item will appear in the Block’s Options section called “Link display:
[page name]”. Clicking the name will open a dialog where you can designate which page should be your
destination for things like summary links, RSS feed links, More links, and so on.

Place the Block

Once you save your View, your block will appear in the list of disabled blocks on the Block
Administration page. Enable the block as you would any other. For more information on placing blocks,
please refer to Chapters 1 or 8.

Extend a View

There are other configurations you can make to the View you created to increase usability. Let’s start
with the basic View you created showing articles by a specific author.

Handling the Use Case of Zero Results

Sometimes we create Views with the anticipation of content in the future. It is conceivable that, as a
developer, we knew we needed to show all articles by {author_name} even though those articles hadn’t
been written yet. If our View goes to the production site before the content is created, we need to
account for that when users navigate to the page.

For the Page display, in the right column, click Add for No Results Behavior. Check Global: Text area
and then Add and Configure.

For the administrative label, type “default”. Enter in your default no results text, something similar
to “There are no articles available yet. Check back soon as we are updating content frequently.” Apply.

If you want to check to see this is working as expected, you can change one of your filters to
something that you know will product zero results and look at the Auto Preview area.

Because you didn’t change the For setting, your message was applied to both the Page and the Block
display—twice the work accomplished in one shot.
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One Page, Multiple Displays to Highlight First Result

The page you previously created shows 15 teasers with a pager. This is a great way to show all the
content. However, in another area of the site, you might want to highlight the most recent node.
Let’s make a page where you display the most recent article as a full node and the following 14
nodes in a table below it.
To accomplish this, follow these steps:

1.
2.
3.

Add a new page display.
Update the Display name to “Page: Highlight”.

Add a Path “highlights” under Page Settings where this View will display. Add a
normal menu item in the Main Menu so you can easily find it.

Under Format, change the Show setting to display full content; make sure you set
“For” to “This page (override).”

Override “Use pager” and set it to “Display a specified number of items” and set
this to 1 for only this display

Tip When you went to add the page title, you saw the error message “Display ‘Page’ uses a path but the path
is undefined.” Don’t worry; this is the first display you have created without using the wizard and you just need to
set a path for the display before it lets you save it.

Look at the Auto Preview area to see if the results are as you expect.
Now, you need to add the table below that highlighted node.

6.
7.
8.

10.
11.

12.

13.

Add a new attachment display.
Update the administrative name to “Attach: table to highlight”.

Override the Show Style to use fields. You don’t need to make any other further
configurations.

Click Add in the Fields menu. In the Content group, select Content: Post Date,
and Add. Change the Date Format to whatever you want it to be. Apply.

Experiment with adding two other fields.
Override the Format from Unformatted to Table.

The Table style option dialog is pretty fancy. You are probably hoping for
guidance but just take a look and read the text. You'll quickly see that it’s
powerful but not hard or confusing. You can accept the defaults or make all kind
of changes; it’s up to you.

Override the number of items to display under Pager to display 14 with an offset
of 1. This means that the first result will not display, but the subsequent 14 will.
This is exactly what you want since you are going to use the full display for the
first node.

Override the More link in Pager to create a More link.

s
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14.

In order to attach this table to the full node page display, click on the link in

Attach to: Not defined in the Attachment Settings box. Select Page: Highlight and
Apply. Click Before under Attachment position and change this to After. Apply.

15.
view below the Contents.

Save your View and go to Page: Highlights. You can now see your awesome table

Using Tabs for Unique Displays

You can create a page that has several tabs so your users don’t have to leave the page to see a lot of

content.

Let’s create a new View that has a primary page that shows all Article nodes, a tab for all Event
nodes, and a tab for Blog nodes (see Table 3-4).

Table 3—4. Creating a New View Using Tabs for Unique Displays

+Add new View

Add new Page Display:

Display name
Title

Filter Criteria

Fields

Sort Criteria
Pager

Format

Page Settings

78

Name = Page: landing
Title = Content

Content: Published = Yes
Content: Type = Article

Content: Title
—-Element Class = H2
—-Remove Label
—Link this field to its content

Content: Post Date = Sort Descending
Use Pager = Display all items

Style = HTML List
-List Type = Unordered List

Path = content

Menu =Normal Menu Item
-Title = Content
—-Menu = Main Menu
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+Add new View

Add new Page Display:

Display name
Title

Page Settings

Add new Page Display:

Display name
Title
Override - Filter Criteria

Page Settings

Add new Page Display:

Display name
Title
Override -Filter Criteria

Page Settings

Name = Page: Articles
Title = Articles

Path = content/articles
Menu = Default Menu Tab
-Title = Articles
—Parent Menu Item = Already Exists

Name = Page: Blog
Title = Blog
Content: Type = blog

Path = content/blog
Menu = Menu Tab
-Title = Blog

Name = Page: Events
Title = Events
Content: Type = event

Path = content/events
Menu = Menu Tab
-Title = Events

Save your View and go to a page where you can see your main menu. Click on the Content link you

created, as shown in Figure 3-19.
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Home | Content

Content

Atticles Blog Events

Haero Neque Patria Turpis
Nune Qui Quidem Ulciscor
Duis Erat Molior Vulputate
Letalis Rusticus

Abico Antehabeo Camur Fere
Autem Virtus

Antehabeo Nostrud Qui Tego
Melior Meus Tego

e Abdo Ratis

* & o o 0

Figure 3-19. A View with tabs

Cloning and Making Administrative Tables Using Exposed Filters

There are often cases where you want a group of your administrators to be able to see content lists and
be able to filter them to get an exact result set of their choice. The Views module provides this
functionality with exposed filters. By exposing filters, you allow the user to set the conditions.

Let’s create a new View for administrators (see Table 3-5)that shows all content in table format, but
is filterable and sortable, as shown in Figure 3-20.

Table 3-5. Creating a New View for Administrators

Add New View:

Add Page Display:

Title Title = All Content
Filters Content: Published
-EXPOSE

—Published = <Any>

-Options = Yes
Content: Type

-EXPOSE

—-Unlock Operator = Yes

—-Optional = Yes

-Force Single = No
Content: Post Date

-EXPOSE

—Operator = Is Between

—-Unlock Operator = Yes

—-Optional = Yes
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Add New View:
Fields Content: Post Date
Content: Published
Content: Title
-Link this field to its Content
Content: Type
Pager Use Pager = Display all items
Access = Role
—Administrator
Format Format = Table
—Make sure all columns are sortable
—Set Post Date as Default Sort, Descending
Header Global: Text Area
-Use the filters below to refine what displays in the list.
Page Settings Path = administer/content
Menu = Normal Menu Item
-Title = Content
—Menu = Navigation
All Content
Use the filters below to refine what displays in the list.
Published Node: Type Node: Post date
<Any>[~] Isoneof  [7] Is between [=] Apply
Article mn
Basic page And

Sun, 01/10/2010 - 12:38 Gemino Magna Pala
Tue, 01/12/2010 - 15:36 Yes Exputo Mos Si Sit

Sun, 01/17/2010 - 18:07 Yes Jus Mos Nibh

Mon, 01/18/2010 - 13:40 Yes Et Humo Ibidem Lobortis

Figure 3-20. A View with exposed filters

Basic page
Basic page
Basic page

Basic page
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Advanced Views Implementations

We have discussed how to create Views where we set criteria and even where the user sets criteria, but
we can also create a View where a variable is passed in that will determine what the results are.
Additionally, we are able to pull information that is related to the result to display alongside it.

In this section, we discuss the only configuration boxes left: Contextual Filters and Relationships.

Contextual Filters

Contextual filters are input that usually come from the URL, often called arguments. A typical use of an
argument might be to reduce a View to a single node, a single user, or nodes with a given taxonomy
term. It is like a filter, but rather than setting the value in a form, it is coming from the URL.

Similar to the View created earlier in this chapter, let’s create a View where each user with at least
one blog node gets their own page and these pages are created dynamically so that you never need to
explicitly filter on username (see Table 3-6). You'll also create a menu and a block.

Table 3-6. Creating a View with Contextual Filters

Create a new node View

Add new Page display

Title Title = Blogs
Format Show = Content | Teaser
Filters Content: Published = Yes

Content: Type = Blog
Sort Criteria Content: Post Date = Sort Descending
Page Settings Path = blog

Menu = Normal Menu Entry

-Title = Blog

—Menu = Main Menu

Contextual filters User: Name

-When the filter value is NOT in the URL = Show “Display all
results for the specified field”

—Override Title = Blogs by %1

-Specify validation settings = Basic Validation, Display contents of “No
results found”

—More Section:

—Case = Capitalize each word

—Case in path = lowercase

-Transform spaces to dashes in the URL = Yes

Add new Block display

Override Contextual Filters User: Name
-Action to take if argument is not present = Display a summary
-Sort order = Ascending
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Tip The contributed module Pathauto (drupal.org/project/pathauto) allows you to specify patterns for URL
aliases so that they are automatically created. These aliases are user and SEO friendly. In this example, you should
set Pathauto for blog node to use the pattern blog/[user]/[title] so that this page URL follows the Views you
are creating.

Place your block on pages with a path of “blog/*” so that it is on all blog pages, both Views and
nodes. Go to your main page and click the Blog link in your Main Menu.

Relationships

The Relationship configuration allows you to bring in content that is related to the content you are
displaying, but not stored in the same area of the database. Once you create a relationship, you then
need to associate it with either a field or contextual filter.

For this example, you want to display who created the node and who edited/revised the node for
each node result. Use the View you created in the Contextual Filters example and make some
modifications. You'll pretend that instead of blog nodes, you have a View of wiki nodes (Table 3-7).

While you are building, look at the Live Preview area once you finish adding the new fields. Then
look again after you associate the relationship with the username field.

Table 3-7. Creating a View of Wiki Nodes

Update the Page display

Format Show = Fields

Fields Content: Title

-Link this field to its Content

—Wrap field and label in HTML = H2
User: Name

-Label = Created by

—More: Administrative title = Created by
User: Name

-Label = Revised by

—More: Administrative title = Revised by
Content: Body

—Remove the Label

—Formatter = Trimmed, 300

Relationships Content Revision: User

Edit Fields User: Name (the 2" one you added with an
administrative title of Revised by)
—Relationship = revisions user

Format Style = Grid
—Number of columns =3

Pager Settings User pager = Paged output, full pager
—Items per page =9
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You just assigned a relationship to a field. Before the relationship, it printed the author of the node.
After the relationship, it printed the author of who saved it last (the revision), as shown in Figure 3-21.
The reason you needed to use a Relationship to accomplish this is because of where the data for the
node, the node revision history, and the user are stored in the database. You needed to relate the
information.

laceo Metuo Sed Si

Created by: joe

Revised by : miche

Brevitas melior meus nulla nunc
pagus pala vel. Brevitas dolor exerci
mauris odio si. Abdo quibus ratis
voco. Aptent dignissim olim...

Figure 3-21. A View using a relationship to display the username of the person who edited the node most

recently

Tip Some contributed modules that you choose to install will require relationships in order to display the
desired content. If you are having difficulty finding the filter or field in the available groups and know that is has to
be there, it probably requires a relationship.

Other Modules

There are many modules that extend what you can accomplish with Views. Often, they will create Views
for you to customize so most of the work is already done. This list is far from exhaustive, but some
modules you should investigate include:

e Administration
e  Views Bulk Operations (VBO) — drupal.org/project/views_bulk_operations
e Maps
e OpenLayers —drupal.org/project/openlayers
e  Gmap - drupal.org/project/gmap
e (Calendars
e Calendar—-drupal.org/project/calendar
e Styles and Displays
e jCarousel —drupal.org/project/jcarousel
e Views Accordion — drupal.org/project/views_accordion
e  Views Infinite Scroll — drupal.org/project/views_infinite_scroll

Remember, that all modules are a continual work-in-progress and it is up to the members of the
community to help strengthen them by reporting issues and testing patches.
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Exporting to Code

You must, you must!! And I'll tell you why....

I mentioned during the exercises that it is important to save your Views periodically, but the catch
was that it would display on your site even if you weren’t ready. I suppose it really isn’t that big of a catch
for a new View since there is a configuration to change the Display Status in the Basic Settings box. But
what if you are make changes to an existing View?

Additionally, if you are initially making your View in a development environment, how do you get
your View to display on the production server? Do you have click 100 times to replicate it?

Of course not; you export your View to code!

Use your development environment to create, edit, and fine-tune your Views; export the final
version; and copy the file to your production server. It is so easy and reduces human error from mis-
clicking.

However, before you export the View, you need to create a module to keep the code. Based on what
you learn in Chapter 22, create your module folder, . info, and .module files. Also, create a folder in your
module named views. This is where you will put each export. In that folder, create an empty text file
named articles_by author.inc or whatever the name of your View is.

Open the . inc file that you just created and type the following code at the top:

<?php
//put export code here
$views[$view->name] = $view;

Go to the Views Administration page at /admin/structure/views and locate the View you want to
export. Click Export in the Operations menu for that view on the right side of the View listing. This will
take you to a page with lots of code. Copy all the code in the text area and paste it over the one middle
line (//put export code here)inarticles_by author.inc.

For every View you want to export, you will need to create a file in your module’s views folder and
paste in the export code just like you did for this one.

The next step is to add some code to your module that tells the Views module to look in your
module’s views folder. In your module’s .module file, add the following code, replacing “dgd7glue” with
the name of your module:

/**
* Implements hook views api().
*/
function dgd7glue views api() {
return array(
‘api' => '3.0',
)
}

/**
* Implements hook views default views().
*/
function dgd7glue views default views() {
$path = "./" . drupal_get path('module', 'dgd7glue') . '/views/*.inc';
$views = array();
foreach (glob($path) as $views filename) {
require once($views filename);

return $views;
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Enable your module like you would any other module at admin/modules.

Just to make sure the Views module knows you added a View into code, you want to clear Views
cache. Go to the Views Tools tab at admin/structure/views/settings/advanced and click Clear Views’
Cache.

Go back to the Views listing page. Find the View you just exported. You will notice the words
“Database overriding code” on the left. This means that Drupal knows you have this View in code, but it
is using the version in the database. You want to use the code version you just added and delete the
database version. Click Revert in the Operations menu for the View you just exported. It will confirm that
you really want to. After you say, “Yes, I want to Revert my View!”, it will redirect you back to the listing
page. Notice how the words next to your View are now “In code.”

Congratulations!

This greatest benefit of exporting Views into code is how easy you can make changes and transfer a
View you created from one environment to another. Just don’t forget to clear Views’ cache.

Additional Resources

Because the Views module is popular, there are a lot of resources online and presentations at Drupal
events. If you are looking for more help, check out these places:

e Drupal Documentation pages: These are updated by the community; although
Views has matured over the years, the concepts and strategies have remained
relative consistent.

drupal.org/documentation/modules/views

o  Views Issue Queue: Search through these issues to see if someone is discussing
something similar. If you don’t find it, you can create a support ticket.

drupal.org/project/issues/views
e Google: There are so many blog posts, tutorials, and videos on Views online.
google.com/search?q=drupal+views

e  Your local Drupal group: Every region has monthly meetups and this is a great
place to ask questions. Find you local group and join!

groups.drupal.org/groups

e  Professional Training: There are many professional paid training sessions to take
you to the next level. See Chapter 9 for more ways to get involved in Drupal and
get help, but never hesitate to play and experiment on your own (just work locally
and not on a live site).



CHAPTER 4

There’s a Module for That

by Dani Nordin, Dan Hakimzadeh, and Benjamin Melangon

When building a Drupal site, “there’s a module for that” can be the sweetest words you can hear.
Modules are nicely packaged bits of code that extend what Drupal can do. With thousands of
contributed modules, the odds are good that someone has written one that does something close to
what you need. The main challenge, then, is two-fold:

1. Figuring out exactly what you need.
2.  Finding the best module to accomplish that goal.

This chapter will start you off with some essential modules that will benefit many kinds of Drupal
sites. Then we’ll take on the creative challenge of finding the right modules for specific use cases. Once
you find the module that fits your use case, it’s important to learn how to evaluate the module’s
effectiveness and sometimes to compare it against several modules with similar functionality. Reporting
bugs and requesting features usefully and respectfully is another learned art.

Tip Finding a module that does exactly what you need in one package is most often not what you want in
Drupal. Many pieces each doing their part and working together well is the way Drupal is headed. Fields and views
are a prime example. You don’t want three specialized modules for a page of recipes, a list of sponsors, and a
news and events section. You want Field and Views modules and friends, which you can configure to do all that
and much more. (Features modules, and other modules that define their own views and create content types for
you, try to provide the best of both worlds by packaging up this configuration work to have drop-in functionality,
but you can modify or extend it if you need to using flexible, widely used tools.)

Modules for Drupal Are Constantly Evolving

There are many different ways to evaluate modules to use for Drupal. The folks at NodeOne did a series
called “49 Modules You Should Know” (nodeone.se/blogg/49-modules-you-should-know), which provides
a good way to think about it. NodeOne.se’s recommendations are modules you should know, but not
necessarily use, and certainly not on every site. Palantir has a more in-depth series called “Better Know a
Module” (palantir.net/blog/series/14), which is the same idea. Drupalistas put out lists of top 10 or
top 100 modules all the time, all of which are good ways of keeping up-to-date on what’s available.
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Fewer Modules Is Better

The Drupal community likes to brag about its thousands of contributed modules, but here’s a very
important fact: the more modules you install, the worse your web site will perform.

Performance and scalability expert Khalid Baheyeldin of 2bits.com regularly gives presentations
about helping Drupal sites serve two to three million page views a day, tens of millions of visitors a
month, on a single server with none of the reverse proxy, caching, content delivery network, noSQL
databases, or Drupal modifications that are often associated with scaling.

His first step, after making sure the server itself is tuned for serving Drupal and doesn’t have extra
stuff going on, is to remove all unnecessary modules. This means:

e Less code toload/execute.
e Less memory to consume.
e Fewer database queries.

More important than performance considerations, adding too many additional modules increases
the complexity of your site, making it harder to develop and maintain. To prevent the code and
conceptual overhead of unneeded module bloat, we don’t necessarily recommend creating a list of
“essential” modules. Every module should have a reason to be on a particular site. Nevertheless, as you
continue to create web sites in Drupal, certain modules will prove to be consistently useful. This is one
of the reasons it’s helpful for people or teams working with Drupal to develop documentation on their
workflow and process as soon as they start creating web sites; over time, these documents become
essential to the efficiency of your team. Check out Chapter 11 for more info on creating project wikis.

How to Find and Choose a Module

The important thing to understand is this: every module needs to be evaluated from the perspective of
the site you are building. This is one of the key reasons that appropriate site planning is such an
important part of the Drupal development process; knowing the business objectives and required
functionality for your site ahead of time makes it much easier to find the right module to suit your site’s
needs. Even powerhouse, super-useful modules—such as Views, an essential part of most sites to which
Chapter 3 is devoted—could be left off of certain specialized projects.

In a few cases, some modules should be seen as either/or: two or more modules may do similar
things, or in rare cases are completely incompatible, and you must choose between or among them.

While there’s no magic formula for finding the right module for a specific project, the following tips
can help weed out the less-than-helpful modules from the truly fantastic modules:

e Filter by compatibility. Drupal.org, as part of the recent redesign, allows you to
filter modules by compatibility with versions of Drupal core at
drupal.org/project/modules (see Figure 4-1). This should become a default
behavior when searching for modules for a specific project. By filtering modules
by the version of Drupal you're specifically working with, you can avoid filtering
through hundreds of modules that aren’t yet available for your version of Drupal
core.
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Figure 4-1. The Drupal.org modules page (drupal.org/project/modules) allows you to filter by category,
popularity, or by compatibility with your version of Drupal.

Note At the time of this writing, the Drupal “Most installed” sort includes all versions of Drupal in determining
ranking even when you are filtering by compatibility. Therefore, you are not necessarily seeing the most popular
modules for Drupal 7 but a module that may be of little use in Drupal 7, was very popular in Drupal 6, and happens
to have a Drupal 7 release. To see module popularity in a specific version, click the View usage statistics link in
the Project information section of the module’s project page, above the Downloads section. This link takes the
form drupal.org/project/usage/modulename.

e  Find modules that are actively maintained. Most modules on Drupal.org will
include a Recommended Release and a date on which that release was made. You
can also see the most recent date for which commits were made to that module. It
is generally a good idea to choose modules that are listed as “Actively Maintained”
and were updated within the last six months. While it’s certainly possible to find a
module that works perfectly well and hasn’t been updated in a year or more, it’s
enough of a red flag that you want to look deeper into the module before using it
on your site. See Figure 4-2 for an example of release information on the popular
Views module. If you visit drupal.org/project/views now you will see there have
been many releases since this screenshot was taken.
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Tip You can also sort by “Last release” to get a view focused on better-maintained or simply more recent
modules.

Figure 4-2. Release information for the Views module

e Restrict your search to Full projects until you are desperate. By default, developers’
sandbox modules—which have no official release—are hidden from your searches
at drupal.org/project/modules. You generally do not want to even try this
unsupported code, but if you can find nothing else, and you’re willing to
contribute to its development somehow, you just may find some hidden gems
among the sandbox projects.

e Aswith all searches, try a mix of keywords. If your first search doesn’t bring you a
good module, try again with fewer or different keywords. You can also take your
search off Drupal.org to the general internet, to benefit from the wider array of
language people may have used to talk about your hoped-for module. (And if you
want to benefit everyone else, and quite likely yourself in a month or three, keep
track of the words you searched for to find a module and post them with a link to
the successful result.)
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e Ask for help. Ask for the module you need to be made! When all else fails, including
asking in Drupal support forums or IRC (see Chapter 9), post your dream module
to the Contributed Modules Idea group at groups.drupal.org/contributed-
module-ideas. (It is highly unlikely to be made just on your request, but it can be a
start!)

What to Do When Something’s Wrong with a Module

While all of these contributed modules can prove incredibly useful in improving the functionality of your
Drupal site, occasionally you’ll find that a module doesn’t work exactly as you hoped, or worse—it
breaks your site entirely. When that happens, the easiest thing to do is uninstall the module and find
another one. But, the Drupal community gives you some additional options for making modules work
better.

One key bit of help can be found in the Drupal.org issue queues. Often, entering error text or a
description of the problem into the Drupal.org search field will uncover a wealth of information from the
community about the problem you’re facing. This may include a quick list of ways that others in the
community have solved the problem, or it may include a patch that you can tack onto the module that
fixes the issue. If you have the initiative to write a patch yourself, contributing patches for specific
modules is a great way to give back to Drupal. For more information on patches, check out Chapter 38
on contributing to the community and drupal.org/patch.

Modules in Core

If you installed Drupal with the standard installation profile, the following modules are likely installed
and enabled already in your Drupal installation:

e Block—allows you to create and manage blocks in your theme. Blocks are like
widgets, or bits of functionality, that you can drop into a defined region on a page.
The display of blocks in a region can be controlled based on the URL path the
block should or shouldn’t appear on, the type of content a user is viewing, the role
of the user viewing the content, and the theme which is currently applied to your
web site.

e  Color—allows you to change the color of themes that support this option. End
users can define a hexidecimal color code or a select a color from a color wheel
that they would like to use in a specific region of their site. If your theme is not
recolorable (or you are done recoloring it) you can disable Color module.

e Comment—allows visitors to post comments on any piece of content within the
site. All content types can have comments enabled, and comments can have
custom fields added to them.

¢ Contextual Links—controls links that help you more easily access actions related
to page elements. By default, Drupal 7 will place an edit and delete link on each
node and on each block. This provides fantastic usability for Contributed modules
(and modules you make) and can define additional contextual links.

e Dashboard—enables an administrative Dashboard on your site. The admin
dashboard offers a page in the administrative interface with a two-column layout
on which blocks can be assigned to display “quick glance” information about the
web site (e.g., recent comments and logged-in users).
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Database Logging—logs and records items into the database. This module
provides a reporting screen in the administrative interface that lists all recent
activity and errors on the site. Administrators can filter through these logged items
and click through to see more details.

Field SQL Storage, Field Ul—allow you to create fields and attach them to content
types, comments, and other entities on your site. Fields can be stored in different
formats and formatted in different ways using the following optional core modules
as well as the required Text module:

o File
e Options
e List

e Number
e Image

Help—displays help text. Using this module, other modules display information to
users and especially site administrators explaining various settings or actions
available in the Drupal user interface.

Menu—allows site administrators to manage the site’s navigation menus.

Overlay—enables the administrative overlay. The overlay was an attempt to
provide context to tasks by presenting administration screens (and optionally
content creation/edit forms) in an overlay on the page. This module can be
disabled without any loss of functionality.

Path—allows users to create search engine-friendly URL’s. Drupal by default uses
a URL pattern of node/[node ID], such as node/123, for content. Path allows you to
change this to whatever-path-you-want. (See the Pathauto module, discussed
later in this chapter, to create path aliases automatically from node data such as
the title.)

RDF—attaches metadata to your content defining what items you write about are
in the real world. For example, the module adds RDFa semantic markup
indicating that the poster of a piece of content is its creator. This lets other sites or
tools understand your content in ways that allow them to query or combine it in
intelligent ways. See Chapter 28 on Drupal and the Semantic Web for much more
about Drupal 7’s new RDFa capabilities.

Search—allows users to search site content. The search module provides a basic
search form as a block and a search page with advanced search filters to allow
users to find more relevant results.

Shortcut—allows administrators to create helpful lists of shortcut links available
through the administration toolbar. These links are presented in the expandable
portion of the toolbar, which can be exposed by clicking on the gray tab on the far-
right-hand corner of the toolbar.

Taxonomy—gives the ability to categorize content using vocabularies, or groups of
tags. You can create an unlimited number of vocabularies and add them to
content and users in the same way you add fields. You have some options over
how the vocabulary is presented—single select, multi-select, or free tagging.
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Toolbar—creates the admin menu at the top of the administrative interface. The
toolbar offers quick links to administrative functions within Drupal.

Update manager—handles updates to Drupal core and contributed modules and
checks for available updates. You can download and update more modules from
the Update Manager itself.

Additionally, the following modules are required by Drupal:

Filter—formats content before displaying it.

Node—controls site content.

System—handles general site configuration for administrators.
Text—defines simple text field types.

User—manages the user recommendation and login system. Drupal provides still
more modules in core that are not enabled by default in the Standard installation
profile. You may consider enabling the following modules according to your site’s
functional requirements:

o Aggregator—allows you to import RSS feeds into your Drupal site. The
aggregated items are not stored as nodes.

o Blog—enables multi-user blogs and sets up some standard options that
blogs need, such as recent posts listings, etc., without the need for Views
modules.

. Book—allows you to create and organize content in an outline format.

o Contact—creates a contact form on your Drupal site and assigns different
recipients of e-mails based on the reasoning selected by an end user.

o Content translation—allows you to translate content into different
languages.

o Forum—creates discussion forum-like functionality to facilitate organized
conversations on the site.

o Locale—allows you to translate user interface elements into different
languages (or even different jargon). While it may seem that Content
translation and Locale would provide all your site’s translation needs, in fact
they are just a start. Translation of content and interface is a very
complicated space—and still in flux for Drupal 7 at the time of this writing,
but we’ll try to keep you up to date with contributed module resources at
dgd7.org/translate.

o Open ID—allows users to log into your Drupal web site using the Open ID
online identity management service.

o PHP filter—allows users to use PHP when creating content or custom blocks
in the Drupal administrative interface. For security and maintainability
reasons, use of this module is discouraged.

o Poll—suitable for simple popularity polls, this module has not historically
received much attention or work despite being in core.
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o Profile—unless you are upgrading from Drupal 6 and had the Profile
module enabled, you won'’t even see it in Drupal 7. It is deprecated in favor
of Fields and contributed solutions such as Profile2.

o Syslog—this module can be used instead of the Database logging module to
store Drupal’s Watchdog log to the less resource intensive system log (at
/var/log/syslog on Debian and Ubuntu systems).

o Testing—a developer-oriented module that allows module developers to
run automated tests of custom code they write for Drupal.

. Tracker—stores information about site visits and changes to content, which
are displayed to site administrators.

o Trigger—a simple workflow system that allows users to add actions or
system responses to tasks completed on the site, such as sending an e-mail
when someone comments on a post.

A quick look at the Modules screen of any Drupal installation (Modules from the administration
menu, at path admin/modules) will show you all these modules that come pre-installed with Drupal. Now,
let’s start talking about rounding out Drupal’s functionality with contributed modules.

Where to Store Contributed Modules

Before we start our deep dive into the world of Drupal’s contributed modules, also referred to as contrib,
we need to know where to put them. Contributed modules you download should go in
sites/all/modules/contrib. Being in the all directory means they will be available for every site on a
multisite installation (should you go that route). Being in the contrib directory (which you will have to
create) establishes proper separation from any custom modules you may make, which can go in
sites/all/modules/custom (which you would also have to create).

Contributed modules should not be placed anywhere outside of sites. Everything you add to
Drupal beyond core or an installation profile should go in the sites folder. When you eventually update
your Drupal installation—which is necessary to apply security updates and bug fixes (see Chapter 7)—
having all non-core data in the sites folder allows you to back up just that folder, and replace everything
else, without worrying about losing anything.

Site Building Essentials

All of the modules in this section are available on Drupal.org and can be found by going to the overall
listing at drupal.org/project/modules. As we've already mentioned, not every module that we list here
will be necessary for any given Drupal site; however, experience has shown that these are well
maintained and useful modules to know about. Further, this is by no means a complete list, for any
purpose. Thorough searching as described earlier is recommended when seeking particular
functionality.

Technically, everything we list here is a project, not a module per se, and each module project may
contain one or more modules. To go to a specific project page, use the project short name listed under
each project name headline as drupal.org/project/project_shortname.
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Tip If you're using Drush, the command drush dl project_shortname will automatically download and
unpack your module with short name project_shortname into the sites/all/modules/contrib folder if you
create it first (and sites/all/modules if you do not create a contrib directory). If you still need to get started
with Drush, see Chapter 2. For power tips, check out Chapter 26.

Views

Project: views

The Views module is a powerful tool for building custom displays of content. Think of it as a query
builder—it allows you to, through a point-and-click interface, request content, users, and other data that
you want to present on your site from Drupal’s database. You can then, using Views “style plug-ins,”
display that content in some very interesting ways, such as a listing, slideshow, or a map.

The reasons and motivations behind using Views on a Drupal site are so extensive that Chapter 3 is
devoted to it. While some sites—extremely simple sites, for example, or highly customized
applications—can flourish without views, the great majority of web sites built on Drupal now use Views.

Views comes prepackaged with a number of “helper” modules. Of these, Views Ul is the most
important one—as it controls the user interface for Views. If you are working on a Drupal site and can’t
access any of your Views, check that Views Ul is enabled.

Chaos Tools (Dependency)

Project: ctools

Chaos Tools, also known as CTools, is a developer-oriented module that provides a set of helpers for
making difficult development tasks in Drupal easier. Some of these options include exporting Drupal
configuration to code, building multistep forms, easier implementation, and management of AJAX
requests. Views has a dependency on some of the helpers provided by CTools.

As described in Chapter 3, Views Ul requires CTools to function. Modules included in the CTools
package set the stage for a variety of interesting site building tools.

Note All modules can be found at drupal.org/project/project_shortname, and this project short name is
listed underneath each module project’s human-readable name. For example, the CTools suite of modules is
available at drupal.org/project/ctools. If you want to download a module with Drush, use the project short
name in that command,; for example, drush d1 ctools.

Pathauto

Project: pathauto

Every page on your Drupal site has its own unique internal path. By default, Drupal shows this
internal path in the browser" address bar. For example, your first node on a Drupal site would be at the
path node/1. Pathauto allows you to automatically create human readable, search engine-friendly URLs
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for each of your nodes. You can also use Pathauto to set up automatic prefixes depending on content
type or any other aspect of content that is understood by the Token module.

Using the content type machine name token and the title token, for example, would allow all blog
entries to automatically have path aliases such as example.com/blog/blog-post-title. Pathauto is
powered by tokens and depends on the Token module, covered next. See also Chapter 8 for more
examples of Pathauto in use.

Token (Dependency)

Project: token

Token allows you to create simple placeholders for users, nodes, or other references, in different
areas of your administrative interface. These placeholders are replaced by the value of that token when
appropriate. In the example of creating search engine-friendly URL’s with Pathauto, defining a default
pattern for all posts of [node:content-type:name]/[node:title] and posting an article with the headline
“Education is the path from cocky ignorance to miserable uncertainty” would create the URL
example.com/article/education-path-cocky-ignorance-miserable-uncertainty.

Note (By default, words like “a” and “the” that carry little meaning are excluded from Pathauto-created
aliases, but you can configure this at Administration » Configuration » Search and Metadata » URL Aliases »
Settings (admin/config/search/path/settings) under Strings to Remove. You can create Views to match
Pathauto-generated content type prefixes (for instance, providing a view of all story content at the story path).
See Chapter 33 for an example of creating hackable URLSs.

Additional Field Types

Prior to Drupal 7, fields were handled through a module called the Content Construction Kit (CCK) and

various add-on modules that would format fields for adding images, links, videos, and other types of

data to content. This functionality has been rolled into Drupal 7 as the Fields and Fields UI modules.
Below is a listing of helpful modules that add custom field types to the Fields module:

e References (drupal.org/project/references) allows you to create references to
users or nodes, which can then be displayed in the content doing the referencing.
In time, it may be superseded by the Relation module
(drupal.org/project/relation), a much more powerful—and more complex—
way to relate any Drupal entity to any other entity. Block reference
(drupal.org/project/blockreference) and View reference
(drupal.org/project/viewreference), for their part, create fields that allow
administrators to choose to display a specific block and view, respectively.

e Field Group (drupal.org/project/field_group) allows you to cluster fields into
groups to create a more intuitive and streamlined content creation screen and
display of content to end users. Useful for keeping address information together,
for example, or project related information. You can display field groups as
collapsed field sets, vertical tabs, or horizontal tabs.

e Link (drupal.org/project/link) provides storage and formatters for URLs with
associated titles.
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e Media (drupal.org/project/media) is much more than a field module, but it does
provide formatters for different types of media, such as videos, images, and
documents. It also implements a centralized storage space and system for
managing various types of media on a Drupal site.

There are dozens of further fields available for download on Drupal.org. You can also create your
own custom modules to implement new field types if one does not exist.

WYSIWYG

Project: wysiwyg

Drupal defaults to plain text and manual HTML input on content creation and edit forms. While this
is often not a problem for developers or those experienced with HTML, site editors and users are often
more comfortable with some form of WYSIWYG editor (think word processor) that will let them format
text more easily. The WYSIWYG module allows you to do just that, choosing from many WYSIWYG
editors including TinyMCE, CKEditor, and FCKeditor.

Tip Any WYSIWYG editor adds a lot of complexity, and none can fully deliver on the promise of “What You See
Is What You Get”—which can lead to a lot of headaches working with content whose HTML markup is not as clean
as it would be if it were entered by hand. Therefore, you are much better off if your site users are able to handle
plain text content entry, assisted by Drupal’s automatic paragraph tags and perhaps by an HTML markup aid such
as BUEditor (drupal.org/project/bueditor).

In order to use WYSIWYG, you'll need to download an editor library and install it in your
sites/all/libraries folder. See WYSIWYG module’s README . txt file and its configuration page for more
information.

We highly recommend downloading the WYSIWYG line breaks
(drupal.org/project/wysiwyg linebreaks) in addition to the WYSIWYG module. This add-on module
helps fix some of the HTML oddness that WYSIWYG editors can cause.

Alternatives

If it is possible to avoid WYSIWYG, do so. The keep-it-simple approach will benefit users of mobile
devices and keep the code in your content cleaner. For an alternative to full WYSIWYG controls, you can
use the excellent BUEditor module (bueditor), which adds buttons for inserting HTML markup. Or you
can use Markdown filter (markdown), which allows you to use markdown syntax in your edit fields.
Markdown syntax is a very simple method of formatting that mimics old-school word processing
applications. As an example, you add bold text to your content by surrounding the text with asterisks
(e.g., *Bold text*), italics with underscores (e.g., _Italics_), and so on.
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Webform

Project: webform

Drupal comes with Contact module available, which will allow any user on your site to send a quick
e-mail either to configurable addresses (via a main contact form at path contact) or, if so configured, to a
registered user on the site (at user/[uid]/contact). The limitation with this is that the form is very basic.
All it collects is the user’s name, e-mail address, and a brief comment. Furthermore, the submitted
messages are not stored in the site database, so there is no reference point to go back to other than your
e-mail account.

For many sites, this is not enough—some sites require more flexibility in building forms with any
number of custom fields, flexible layout options, and reporting. The Webform module allows you to
build customized forms that can be used to collect data. You can use Webforms to build contact forms,
surveys, online applications, and so forth. The module comes with reporting out of the box and allows
you to configure e-mail notifications that can be sent out upon each form submission.

AntiSpam or Mollom

Projects: antispam, mollom

One of the most important things in any site, at least a site that includes any kind of social
interaction, is to protect the site from spam. Drupal’s contributed modules have several ways of doing
this. Two with an acceptable balance between preventing spam and not irritating users are AntiSpam
and Mollom. Both modules require signing up for a spam detection web service, which is either free or
paid depending on the number of requests sent.

Mollom is a service started by Drupal’s founder, Dries Buytaert. It is free up to a limit of blocked
spam messages per day. To use the Mollom module, create an account at Mollom.com and register your
site. Then copy the public and private API keys to the Mollom settings page on your site
(admin/config/content/mollom/settings).

Note By default, Mollom blocks all form submissions if its service is not working. If you would rather deal with
the occasional influx of spam than denying all form submissions when Mollom is down, change the When Mollom
is down or unreachable setting to Accept all form submissions.

To use the AntiSpam module sign up for Akismet at akismet.com, which is free for most non-commercial sites.
Akismet is the most widely used anti-spam service and was created and primarily used with the WordPress
content management system. The configuration is very similar to that of Mollom—just copy the API keys to the
Mollom settings page on your site (admin/config/content/antispam/settings).

By default, the module will e-mail users when a submission is blocked. To change this, select disable
e-mail notifications under general options on the Antispam setting screen.
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Note Instead of using an external spam-detecting service, the CAPTCHA suite of modules
(drupal.org/project/captcha) allows you to plug in a wide range of CAPTCHAS (see
drupal.org/project/captcha_pack), including simple math problems and configurable questions that can be
tailored to your community. You can also extend it to use the reCAPTCHA service
(drupal.org/project/recaptcha), which has the needed accessibility fallback of an audio CAPTCHA. A solution
that avoids CAPTCHAs entirely, even as a fallback for spam detection, is the Hashcash module
(drupal.org/project/hashcash), which relies on JavaScript and the hashcash algorithm to thwart spam
submissions.

Other Modules That May Prove Useful

Now that you’ve gotten a rundown of some of the most useful Drupal modules, here’s a truncated list of
additional modules that may prove useful for your specific site plan. This list is by no means
comprehensive; if you don’t see a module that suits your needs here, a quick search on Drupal.org for
modules is likely to result in at least something close to what you need.

Administrative Interface and Content Entry

The Drupal community offers a number of helpful modules that make administering your web site and
managing content a better experience.

Workbench

Project: workbench
An all-new-for-Drupal-7 project, the Workbench suite of modules provides usability improvements
for content creators and editors, including a customizable editorial workflow.

Environment Indicator

Project: environment_indicator

Environment indicator adds a colored strip to the side of your site to make the environment you're
currently in (Development, Staging, Production, etc.) extremely clear. Though this is more of a developer
module, it proves very useful if you don’t appreciate entering content on the wrong version of a site.

Smart Crop

Project: smartcrop

Smart crop helps to better automate the cropping of photographs. It provides an image style that
crops based on entropy, which produces a more effective result when cropping to a fixed shape. For
example, it can reduce the likelihood of cutting off a person’s head when cropping a profile picture to a
square.
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Content Type Overview

Project: content_type overview
This extremely useful module gives you the ability to edit the settings for multiple content types
from one place.

CONFIGURING AND USING A MODULE: CONTENT TYPE OVERVIEW

After obtaining the module via its page at drupal.org/project/content_type overview or drush dl
content_type_overview, enable it at the Modules administration page (admin/modules).

It's hard to know in which category a module will put itself on the administration page, so it is always
easiest to find it by using our browser’s within-page search (try the key combination ctrl f or command )
and typing the module’s name (its official name, not its system name). In this case, Content Type Overview
is alone under Administration.

We checkmark it and submit the modules page with the Save configuration button at the bottom. Drupal
tells us, “The configuration options have been saved.” We go back to the entry on the administration page
in the hopes that the Content type overview module will have one of those nifty configuration links that
Drupal 7 makes possible, but we are disappointed to see nothing at all in the Operations column. We make
a mental note to file a patch to add the link to the .info file so that it will appear on the Modules page here,
and this will be easier next time. (The issue is posted at drupal.org/node/1032930.)

When a module does not provide a link to its configuration page, you can go looking for it. We look in
Configuration (admin/config) first, because that’s the most common place for module configuration to be
put.

Searching via ctrl f is again a good way to try to find the module, this time amid the other configuration.
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It's under “Development”, which seems a little odd for a configuration aid, but we should have stopped
expecting everything to make perfect sense much earlier in our work with Drupal. We click the link there to
get to admin/config/development/content_type overview. We check off every content type on our
site.

Then we submit the form with the Save configuration button. Yay!

But now what? This is a too-common annoyance with Drupal. Couldn’t we get some clue where we’re
supposed to go next? Are we supposed to be psychics?

All right. We know content types are under Administer » Structure (admin/structure), let’s look for the
content types overview there. Hmm, no. Well, let’s click on Content types (admin/structure/types).
Mmm... aha! There, on the far right, a new tab, Overview.

Let’s go to that tab (admin/structure/types/overview). Wow. We have dozens of options for all the
content types we chose, all in one place!
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This is awesome. We can set the publishing options of Create new revision for every content type at once,
along with all the other publishing options such as Promoted to front page and Published. Also from this
page we can change any content type name, description, the label for the title field, whether or not the
preview before submitted button is disable, optional, or required, the submission guidelines text, whether
to Display author and date information, the Comment settings, Menu settings, and even contributed
module settings such as the submit again option (see Chapter 21 for how that module was upgraded to
Drupal 7).

We can see from the messages after we submit that it saves each content type individually, just as if we’d
gone to all eight content types one by one.
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Masquerade

Project: masquerade

Normally, testing user permissions when building a site requires you to log out of the site and log in
as a different user. The Masquerade module allows users (who have the correct permissions set) to
switch users without logging out.

Content Display

This group of modules will help you customize the way that your site looks and displays content.

Panels

Project: panels

Another Earl Miles (merlinofchaos) tour de force, Panels allows site administrators to create custom
page layouts that can be used in multiple areas throughout the site. It also creates a drag-and-drop
interface for managing content and block placement. While by no means essential to creating dynamic
Drupal sites, many site builders base their entire site around the modules provided by the Panels project
and the required Chaos Tools (ctools) project.

Code Filter

Project name: codefilter

This module is by no means essential for successfully developing a Drupal site, but it is key if you
want to write about development and include code snippets! This module provides a simple way to add
snippets of code and have it formatted nicely.

It does this by providing an input filter, which you must enable for one or more text formats before
your newly enabled module will do anything for you.

1. Go to Administration » Configuration » Content authoring » Text formats
(admin/config/content/formats) and edit (to start) the Filtered HTML format.

2. Inthe list of Enabled filters, enable Code filter.
3. Under Filter processing order, put Code filter after “Limit allowed HTML tags.”

4. Don't forget to Save configuration at the bottom of the form.

Tip If you put the Limit allowed HTML tags filter after Code filter, it strips out the HTML that the code filter
adds. As a rule, put Limit allowed HTML tags first and Correct faulty and chopped off HTML last.

Do the same for the Full HTML format, except you don’t have to worry about the filter processing
order because Full HTML does not limit allowed HTML tags by default.
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Colorbox

project: colorbox

A Drupal 7-ready successor to popular Drupal 6 modules such as Lightbox2, JQuery Lightbox,
Thickbox, and others, Colorbox helps you use JQuery to show images, videos, forms, and other content
in an overlay in front of a web page.

Menus and Navigation

The next group of modules will help with the placement of custom navigation menus.

Menu block

Project: menu_block

This module allows you to create blocks from menus—starting at whatever level you want. For
example: let’s say that you have an About section on your site, with sub-items for Team, History, and
The True Story. This module lets you create a custom sub-menu block that only appears on pages in the
about section. This is just the beginning of the awesomeness you can have with this module.

Menu position

Project: menu_position

Menu position can tell the menu system that a page belongs in a certain place in the menu
hierarchy, without having to create menu items for them. This is especially useful for making sure the
menu system knows that all 12,000 blog posts “belong” beneath the Blog menu item (so the Blog menu
item stays highlighted when any of them are viewed) without actually adding them as menu links. An
overly large number of menu links can really slow down a site.

Community Building and Social Networking

While Drupal is a powerful option for many different types of sites, it’s especially good for creating sites
with a social component. The following modules are designed to help users build community on the
web.

Comment notify

Project: comment_notify

Comment notify lets your site visitors—signed-in and anonymous—request to receive e-mail
notifications about subsequent comments while they are leaving a comment themselves. (This module
has been suggested to Drupal founder Dries Buytaert and is now in use on his blog, and it is being
considered for inclusion in Drupal core. That’s always a good sign.)

Comment notify requires the core Token module (drupal.org/project/token). If a required module
is present but not enabled, Drupal will be prompt you to enable it, as shown in Figure 4-3.
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Figure 4-3. Drupal prompting to enable the Token module, a dependency of the Comment notify module

When Comment notify is enabled, it starts working immediately. At Administer » Configuration »
People » Comment notify (admin/config/people/comment_notify), there is a settings page to configure
which content types can have notifications, whether all comments or just replies to one’s comments
send notices, what the default settings are, and even the format for the messages.

Organic Groups

Project: og

Organic Groups provides a way to add social activity to Drupal by allowing users or administrators
to create their own “groups” within a Drupal site. Each Group can set its own standards for membership
and can contribute to the group using either the standard content types that you are using for your site
or custom content types that you create. See Chapter 5 to get started using this suite of modules.

Rate

Project: rate
Rate provides an assortment of voting widgets for nodes and comments, which are added and
arranged using Drupal 7’s fields system.

Dependency: Voting API

Project: votingapi

Voting API gives modules a standardized set of functions and database schema for storing,
retrieving, and tabulating votes. It is a well-established best practice for voting and rating modules. The
Fivestar module (fivestar), a very popular module using Voting API in Drupal 6, also has a Drupal 7
version.
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Userpoints

Project: userpoints
Userpoints gives you a way to give registered users “points” for doing certain things on your site; for
example, posting comments or content.

Profile2

Project: profile2

This module is designed to allow users to create personal profiles on your site, which can be
customized with Drupal’s Field API. This is recommended over core’s Profile module, which Drupal
developers set out to convert to use Fields but ended up having to hide it instead.

Role Limits

Project: role_limits

Role limits allows you to set limits on how many users can inhabit a specific role. This is especially
useful, for example, if you want to put a limit on how many members a specific group can have or how
many users on the site can be given administrative or editor roles.

Paths, Search and 404 Errors

This next group of modules help control and expand Drupal’s handling of search and 404 errors.

Apache Solr

Project: apachesolr

Apache Solr brings content search capabilities that far exceed Drupal’s core search module, but it
doesn’t do this alone. Apache Solr is an integration module, meaning it makes Drupal work with an
outside application. You don’t need to write any code to use it, but it’s a bit more complex to set up than
most modules and is covered in Chapter 31.

Search 404

Project: search404
This module replaces the less-than-helpful File Not Found page with a search of your site using any
keywords in the path that wasn’t found.
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Caution Performing searches instead of serving up a lightweight page when a path is not found can put
immense strain on your server’s resources. You should frequently check for 404 errors in your Drupal watchdog
logs (at admin/reports/dblog if using the Database log module and your server’s system log if using the Syslog
module). If there are common incorrect 404 paths that should go to particular pages, you should set up redirects
for those pages in your server configuration or, at the least, with the Redirect module (which provides a handy link
on 404 pages to do this). If you regularly notice paths that aren’t relevant to the site, you’ll want to block them so
that the significant amount of work done each time a path is searched for is not a drain on your hosting resources.
The best way to do this hasn’t been figured out yet, so see dgd7.org/fast404 for the most up-to-date
recommendations.

404 Navigation

Project: navigation404

This smallish module solves a simple but annoying problem that happens often in Drupal sites. 404
Navigation makes sure that Drupal keeps your site’s navigation menus on “File not found” pages. 404
Navigation is not necessary if you set an alternate page for file not found, including if you use the Search
404 module.

Global Redirect

Project: globalredirect
Global redirect makes sure that when people visit a page on your site, they see your latest beautiful
alias, not the Drupalish internal path or your second-to-last alias. Enable Global redirect, and it starts
doing its work: There is a configuration page, but the defaults will work fine for you in almost all cases.
Note that Global redirect is not necessary to keep search engines from interpreting multiple paths as
duplicate content (Drupal 7 adds a canonical link identifier), and it will not work with multilingual sites
and some server setups.

Miscellany

If there weren’t a few things that defied categorization, it wouldn’t be Drupal: If you can imagine it, you
can make a module out of it.

Bot

Project: bot
Bot module runs an IRC bot. For more about IRC, a central gathering place for Drupalistas real-time
chat, and the Druplicon bot that is powered by this module, see Chapter 9.
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OpenLayers

Project: openlayers
OpenLayers enables you to combine maps from various sources with data from your Drupal site to
make amazing online maps.

The Beauty of It All

We could fill the rest of this book with useful modules and descriptions, but, as the world of modules is
evolving, we recommend using Drupal.org and the multitudes of blogs out there. We’ve even built a
special forum section on the companion web site to this book, listing many recommended modules and
their descriptions, complete with links to many other web resources.

By now, hopefully you're realizing how easy it is to build powerful web sites with Drupal. Most of the
heavy lifting has already been done for you, and there’s a whole community out there that understands
the value of sharing, meaning you will be able to achieve more, even if you're not a php developer. So the
next time someone asks you if Drupal can do this, start searching and maybe you can say, “There’s a
module for that!”

Tip This chapter does not claim to list the best modules nor a module for every purpose, but given the title of
the book and human nature there are going to be a /ot of strong opinions about what was left out! Join the fun at
dgd7.org/modules.




CHAPTER 5

Creating Community Web Sites
with Organic Groups

by Ed Carlevale

Many aspects of Drupal will be recognized as revolutionary in the years to come, but the revolution, still
largely undeveloped, has to do with the power buried within the Roles and Permissions settings. Most
web platforms offer two or three roles, some variant on User, Member, Administrator, then call it a day.
The exception is Facebook, of course, with its brilliant interface and variations on Friend categories.
Facebook turns its Users into Administrators and its Visitors into Contributors, and that’s a redivision of
duties that both Marx and Wall Street would applaud.

Drupal can do the same and more... and it’s the “and more” that causes the problems. Hundreds of
options has a lot in common with none. Yet it is here that group-building in Drupal offers the most
power, and revolutionary power at that, so we’ll return to this idea after working through the basics
involved in deploying the Organics Groups module.

The steps involved in getting Organic Groups up and running are, well, basic. Create a content type
called Group and use it to create as many groups as you want on your site. Then create other content
types such as Blog, Events, and Aggregator to create the content that you post into your groups. Then
add Members and assign them appropriate roles—e.g., Group Manager, Administrator. One of the
quirks of Organic Groups is that it works its magic mostly within the database. To show the relationships
between Members and content and groups on your web site requires the help of other modules,
primarily Views, which was introduced in Chapter 3, and Panels, which will be introduced here. Views
selects and orders information from the database, and Panels allows you to position it on a page. Blocks
and Regions can do the same, but they're dependent on your theme. Panels breaks you loose from your
theme, so you can select and arrange content in more powerful and flexible ways.

The exercise in this chapter involves building a web site for senior citizens. As anyone who has tried
to teach a parent the basics of a computer knows, the instructions have to be clear, the opportunities to
ask questions abundant, and patience remains a virtue. The same is true for building a community-
based web site. The essence of that effort is that you are trying to engage others in your group. Drupal’s
peculiar mix of power, simplicity, and quirkiness can present a barrier to newcomers. So an interface
designed for simplicity is key, as are site resources such as how-to guides and videos.

The good news is that one of the best aspects of Drupal 7 has to do with improvements to Drupal’s
interface. What used to require ten clicks now requires one or two, and developing a web site no longer
feels like commuting to work on a pogo stick.

109



CHAPTER 5 ' CREATING COMMUNITY WEB SITES WITH ORGANIC GROUPS

Installing and Configuring Organic Groups

You'll start with a clean install of Drupal 7 and download and enable new contributed modules as you
move through the chapter. The ones you need at the outset are Organic Groups and Views modules.
Each of these in turn requires a helper module—the Entity module for Organic Groups and CTools for
Views—so we’ll download those as well. To install the modules, we’ll use Drupal 7’s new automated
install feature (admin/modules/install) and add the currently recommended versions of each module:

e  Organic Groups (drupal.org/project/og)
e Entity (drupal.org/project/entity)
e  Views (drupal.org/project/views)

e CTools (drupal.org/project/ctools)

Note Organic Groups for Drupal 7 was still in major development at the time of writing. This chapter will focus
on the basic functionality that is likely to remain unchanged. The concluding section will touch on the functionality

that is likely to evolve in future releases.

The Organic Groups project consists of seven modules (see Figure 5-1)—we’ll be using all but the
Migrate module in this chapter, so it is probably easiest to enable them all here at the outset.

Figure 5-1. The suite of Organic Groups modules
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Note When you enable the 0G access control module, you will be prompted to rebuild your permissions. Click
yes so that the Drupal system can perform this update.

You also want to enable the OG Example module (see Figure 5-2). This is grouped in the Features
section on the Modules page. In fact, you could enable the module through the Features UI
(structure/features). Butif you do it on the Modules page, we’ll be prompted to enable the various
helper modules that the example requires (see Figure 5-3).

Figure 5-2. OG Example module

Figure 5-3. Helper modules required by the OG Example module

Group Content Types

By default, a Standard Drupal installation includes two content types: Article and Basic page. When the
OG Example module is enabled, two more content types are added, Group and Post (see Figure 5-4).
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Figure 5-4. Two new content types, Group and Post, are added when the OG Example module is enabled.

We'll use the Group content type to create the groups for our site and the Post content type to create
content that we’ll post into our group. Let’s open up the Group content type so that you can tweak some
of its settings. Go to Structure » Content types and select the Group content type
(admin/structure/types/manage/group). Make the following changes:

e Change title field label to Group name.

e Description: “Create a new group.”

e Publishing options: Uncheck ‘Promoted to front page’
e Display settings: Uncheck this option.

e Comment settings: Closed.

The result should look close to Figure 5-5.
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Figure 5-5. Group content type

Note the new vertical tab, Group, added to the form when the OG modules are enabled. This setting
allows you to designate a content type as a group, group content, or neither. The nodes created with the
Group content type should be groups, so the radio button is set to Group type. Save the modified form.

Next, open the Group content type again and this time, under the Manage Fields tab, change the
body label from Body to Mission statement (see Figure 5-6). As any motivational speaker will tell you,
defining a strong mission statement is the first step toward success in any endeavor. Even if you don’t
display the label for this field on our web site, knowing that this is what we’re supposed to be doing here
will help clarify our goals for each group added to the site. Click Edit and change the label from Body to
Mission statement.

Figure 5-6. Modifying field label for the Group content type
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Next, click the Manage Display tab to make one final adjustment. In order to allow visitors to the site
to subscribe themselves to a group, you need to enable the Subscribe option. You do that by setting the
format for the Group type to Group subscription (see Figure 5-7).

Then save the form.

Figure 5-7. The Manage Display tab. Subscriptions to groups are controlled by modifying the display of the
group type field to be Group subscription. This places a Join link on every group page.

Creating Groups

Using the Group content type, we’ll go ahead now and create some groups for the web site. Click Add
content on the Shortcuts toolbar, which brings up the content types available on the site. Select Group
(node/add/group). We’ll add an iPad Users Group, fill in a Mission Statement, and save the form (see
Figure 5-8).

Figure 5-8. Home page for iPad Users Group

A new tab, Group, has been added to group home pages, visible to users with appropriate
permissions, as indicated by the message “You are the group manager.” Non-group members and
administrators will see a link, “Request group membership.” The Group tab allows the group manager to
add Members and modify roles and permissions. We’ll deal with those options later.

But basically, there’s not a lot of design going on here, which is why help is needed from the Views
and Panels modules.
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Using Views with Organic Modules

Four views are included with the OG modules (see Figure 5-9), and they’ll get you started.

Figure 5-9. Four default views included with the OG modules

OG List will be used as the groups landing page, so open that one and make some adjustments. Out
of the box, the page view has a path (group-list) but no menu (see Figure 5-10), and you want to access
this page from the Main menu. So add a menu item to the Main menu.
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Figure 5-10. Group-list view

Click the menu link under the Page Settings and add a Menu item called Groups to the Main
menu. Click and save the View. Now you have a Groups tab and a barebones Groups landing page (see
Figure 5-11).

Figure 5-11. Groups landing page
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The other views create blocks that show group members and group content, so you need to add
some content and members to the group before those views can do anything.

Creating Group Content

In order to add some content to the groups, you need to create content types that can be used to create
nodes that you post to the groups. You could simply use the Post content type that is included with the
OG Example module. But instead, enable Drupal’s own blog module (see Figure 5-12) by going to the
Modules page (admin/modules).

Figure 5-12. Enabling the Blog module

Once enabled, open the Blog content type (admin/structure/types/manage/blog) and designate this
content type as a group content type (see Figure 5-13). This means that when you create content with
this content type, you’ll have the option to post that content into any of the groups on the site.

Figure 5-13. Designating Blog entries as Group content

For some reason I imagine that Golfers are more likely to blog than iPad Beginners, so I created a
new group (via node/add/group), the Tee-Birders Golfing Group, and created a blog entry (via
node/add/blog) to post into the group (see Figure 5-14).

117



CHAPTER 5 ' CREATING COMMUNITY WEB SITES WITH ORGANIC GROUPS

Figure 5-14. When a content type has been designated as Group content, a Group audience pull-down
menu is added to the node creation form, allowing users to post the content in one or more groups.

Figure 5-15. Blog post to the Tee-Birders Golfing Group
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A group link is added to group content (see Figure 5-15). But both the group content and the group
landing page (see Figure 5-16) still look a bit bare, so now you need to enable the Panels module to help
with the layout.

Figure 5-16. Home page for Tee-Birders Golfing Group

Getting Started with Panels

You already enabled Panels and its helper modules when you enabled the OG Example module. Now
you need to enable the Panel itself. Go to Structure » Pages (admin/structure/pages) and enable the
Panel that controls the Node template (Figure 5-17).

Figure 5-17. Enabling the Panels example included in the OG modules

The enabled Panel immediately takes over the layout of your Group home page (see Figure 5-18). In
addition to the Mission statement, the group home page is now showing three more group-related
elements:

e  Group content, displayed in teaser format
¢ Contextual links to add new content and post it into the current group

e Alist of group members
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Figure 5-18. A group home page using the layout provided by Panels

If you click the Edit panel link, you're taken to the panel’s administrative interface (see Figure 5-19).
The vertical menu on the left provides links to different sections of the panels administrative interface.

Figure 5-19. Summary of settings for OG Example panel
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The key settings are Selection, which determines the conditions under which the panel becomes
active, and Layout, which determines whether a 1, 2, or 3 column layout will be used, and what content
will be displayed. The default settings for the OG Example panel include:

e Selection: The panel will become active for all Group nodes (see Figure 5-20).
e Layout: The 3-column layout is selected (see Figure 5-21).

e Content: (see Figure 5-22).

Figure 5-20. This shows the Selection settings. Panel will be used for all Group nodes.

O O O] 0 o) 0
N
lI
[
= = =
Single column Two column ~ Two column  Two column  Three column  Three column  Three column
bricks stacked 25/50/25 25/50/25 33/34/33

stacked

Figure 5-21. This shows the template layout. Two column stacked layout is selected.

121



CHAPTER 5 " CREATING COMMUNITY WEB SITES WITH ORGANIC GROUPS

122

Figure 5-22. Panel content

A full discussion of Panels is beyond the scope of this chapter, but the head start provided by the OG
Example panel serves as a useful introduction to this powerful module. More information, including
videos and tutorials, is provided on the Panels 3 Documentation page (drupal.org/node/496278).

Members, Roles, and Permissions

For the most part, the functionality related to management of Group Members mirrors Drupal

itself, except that the settings are available on a group-by-group basis. Once a new role is

created (admin/config/group/roles, see Figure 5-23), then group-specific permissions can be set for that
role (admin/config/group/permissions, see Figure 5-24).
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Figure 5-23. Group-related Roles

Figure 5-24. Group-related Permissions

Still in active development, Organic Groups for Drupal 7 will continue to evolve, so following the
module’s issue queue is strongly recommended (drupal.org/project/og).
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Summary

In this chapter I've covered the basics of building group-based web sites in Drupal 7, deploying the
Organic Groups module on the backend to create Groups and Groups Content, and to establish
relationships among groups, content, and users. Then I showed how to enable the Views and Panels
modules to organize and position content on your pages. User experience is key to building successful
member-driven web sites, and I touched on some of the key issues involved, including Roles and
Permissions.
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CHAPTER 6

Security in Drupal

by Stéphane Corlosquet

“Security is a process, not a product. Products provide some protection, but the only
way to effectively do business in an insecure world is to put processes in place that
recognize the inherent insecurity in the products.”

—Bruce Schneier

The Internet is rife with spammers and hackers threatening to deface or take down your site, ruin your
brand, paralyze your community, or steal confidential data. Whether you are a site administrator,
module developer, themer, system administrator, or user, you ought to bear security in mind when
administering your site or writing code. You could put your own site or other people’s sites at risk if you
don’t follow some simple rules and best practices. Fortunately, you are not alone in this situation, and
the Drupal community has developed a solid process to help you avoid major headaches when dealing
with security matters.

Setting Up a Secure Drupal Site

Let’s start off with the good news: Drupal is configured to be secure out of the box! This is because it
adopts fairly conservative settings by default. You will most likely want to change these settings to extend
and tweak your site to your needs, and that’s where you run the risk of opening some doors for
unwanted visitors to damage your site. However, you're in good hands: with its improved user interface,
Drupal 7 will often warn you when a setting could have an impact on security. Don’t just rely on it,
though; exercise common sense, and read on to know the common pitfalls of misconfigured Drupal
sites.

Use Strong Passwords

This advice is true for any system using passwords for authentication: you must use a strong password
(see Figure 6-1). Anyone who knows your password can log in and perform potentially damaging actions
on the site. This is especially true for the user id 1 or any other account with elevated permissions.
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Figure 6-1. Use a strong password to keep your user account safe.

But what makes a password strong?

The article at www.baekdal.com/tips/password-security-usability demonstrates that having a
three-common-word password is 10 times more secure than a regular one-word password. (Drupal
passwords can contain spaces, by the way.)

It’s also important to avoid sharing your password with anyone. Likewise, don’t create accounts
shared among users for site management and moderation purposes. If a group of users needs to perform
similar actions on a site, create an account for each user and grant them the same role(s); this will make
it easier to track who did what.

Your account will also be linked to an e-mail address. While you're at it, make sure you trust your e-
mail provider and have a strong password there, too; if your e-mail account is compromised, your
Drupal account password can be reset in a few seconds, defeating the effort you put into creating a
strong password.

Reserve User 1 for Administration Purposes Only

The first user created during the installation process is given permission to do everything on the site,
always. Therefore, it’s considered best practice to reserve this user not as one's own personal account,
but as a superuser or superadmin account. (Drupal requires account e-mail addresses to be unique, so if
you have only one e-mail address, it’s better to make the first account your own than to have an account
with a broken e-mail address. Note, however, that some e-mail services allow you to use variant
addresses: for instance, example@gmail.com will receive e-mail sent to example+sitel@gmail.com, and
Drupal will accept the latter as a separate address.)

Note While sharing uid 1 password was sometimes necessary in Drupal 6 to run update.php without editing
settings.php, it is no longer the case in Drupal 7 because the ability to run update.php is now role-based.
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Be Cautious When Assigning Permissions

Each user can be given a set of roles, and each role includes a set of permissions. While some
permissions are fairly benign, such as View published content, others can have dramatic consequences.
Generally, permissions starting with “Administer” should only be granted to highly trusted users. Others,
like Bypass content access control, can give the ability to view, edit, and delete any content: this can lead
to information loss if granted to a careless user. Drupal 7 highlights these permissions with a warning
indicating they should only be given to trusted users, as shown in Figure 6-2.

Figure 6-2. Some permissions have security implications and should only be granted with care.

Beware that the Authenticated User role is given to any user able to log in to your site unless their
account has been blocked. By default, Drupal is configured to require administrator approval for new
accounts, but if you have changed this setting at admin/config/people/accounts to allow visitors to
register accounts without approval, you should review what permissions the Authenticated User role has
and ensure they are all safe. Failure to do so could lead to unintended consequences, like a flood of spam
on existing nodes since the Post comments and Skip comment approval permissions are both granted to
the Authenticated User by default.

Keep Text Formats Tight and Secure

User input is evil and should never be trusted. With the exception of a few places like the e-mail address
where user data is validated on input, Drupal sanitizes user submitted data on output. This has the
advantage of preserving user input data so that it can be escaped properly depending on which context
it has to be rendered. See the excellent article by Steven Wittens on “Safe String Theory for the Web” at
acko.net/blog/safe-string-theory-for-the-web for an in-depth explanation of this design choice. Thus,
failure to escape any user submitted data can lead to the one of most common web application
vulnerabilities: cross-site scripting (XSS)'. Drupal uses text formats when displaying a piece of content
submitted by a user in a text field (e.g., the body of a node), for example. Each text format contains a set
of filters that will escape content and make it safe for display in a given context. By default, the text
formats Filtered HTML and Plain Text are safe, which is why they can be both used by anonymous users
and authenticated users. Be cautious if you change the settings of these text formats; they can become
unsafe if misconfigured. The Security Review module® makes it easy to check text format configurations.

! Wikipedia, “Cross-site scripting,” http://en.wikipedia.org/wiki/Cross-site_scripting, 2011.

2http://drupal.org/project/security review
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Avoid Using the PHP Filter Module

Although it’s handy to be able to write PHP code directly into your Drupal web interface without having
to create a module, it’s also very dangerous! All PHP code should live in the form of modules or themes.
Writing PHP in Drupal’s web interface is a bad idea for the following reasons:

e It'sunfriendly to edit and debug (no syntax highlighting and no proper error
reporting).

e Itmakes code reviews difficult and versioning impossible.
e Atrusted user might inadvertently damage your site with malformed PHP code.

e Ifyour site was to be compromised, a hacker could penetrate and damage your
server using well-crafted PHP code. Keeping the PHP Filter module turned off (or
even better, removing it entirely from the filesystem) could help contain such
intrusion to the Drupal level only.

e Interms of performance, storing PHP code in the database will prevent any
opcode caching mechanism from working on this piece of code

Note that some contributed modules might offer a functionality similar to that of the PHP Filter
module; they will suffer from the same flaws noted previously. Also, be careful when using PHP snippets
found on drupal.org or elsewhere: make sure you understand what they do and how they can affect your
site. Many of these snippets have not been reviewed from a security standpoint and might expose your
site to vulnerabilities. Code snippets are also generally less reliable than code found in a module.

Security Process

As a site administrator, security is not just something to consider when setting up your site. The Drupal
core project maintainers can only go so far as to release software with no known security holes on the
day of the release. However, that does not guarantee that there will never be any security problems in
the future. Things evolve quickly on the Web, and new security vulnerabilities and techniques are
discovered frequently. They might not be specific to Drupal and might impact any we6-based system.

The Drupal Security Team is a group of volunteers with an interest in keeping Drupal secure by
helping both site administrators and developers understand how to avoid security issues on their site
and in their code. The first goal of the Drupal Security Team is to help resolve security issues in Drupal
core and contributed modules. All issues reported to the Security Team are first discussed privately with
the reporter and the project maintainer until a solution is found and a fix is made to the code repository.
The Security Team coordinates Security Advisories (SA) in release cycles, usually on Wednesdays. Each
SA has a unique ID including its type and year. There are three types of advisories.

¢ Drupal Core security advisories (e.g., SA-CORE-2010-002) are the most important
type of advisories as they concern every Drupal site. Updating is strongly
recommended.

e Contributed projects security advisories (e.g., SA-CONTRI6-2010-015) are the
highest volume type of advisories published by the Security Team. Each advisory
refers to a particular contributed project (or sometimes several of them), and site
maintainers should carefully evaluate whether any of the sites they maintain are
affected and update them appropriately.
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e  Public service announcements (e.g., PSA-2011-001) aim at educating the
community and contain general security-related information such as security
policy changes, recent threats, or social engineering attacks that don’t affect any
particular module but are nonetheless relevant to site administrators and
developers.

Security advisories and announcements are communicated publicly through the following
channels:

e Drupal.org security announcements listings at drupal.org/security
e RSSfeed for each listing:
o Core: drupal.org/security/rss.xml
o Contrib: drupal.org/security/contrib/rss.xml
o Public service announcements: drupal.org/security/psa/rss.xml

e  E-mail via the Security Announcements mailing list; all three types of
announcements are included. You can subscribe in the “My newsletters” tab
when editing your profile on drupal.org.

o  Twitter: twitter.com/drupalsecurity

All security advisories include steps to resolve the security vulnerability at hand. In most cases, it
will be a link to a security release for site administrators to update their site. In the rare case when
project maintainers are not responsive or available to fix the issue, the Security Team might advise to
turn off a particular module. PSAs include more general advice on security best practices.

Choosing Modules and Themes: How Secure Are Contributed
Projects?

Each line of code in Drupal core goes through a rigorous peer review process before it is committed to the
code base; even after being committed, this code is continuously audited by hundreds of contributors due
to the nature of open source software. Several thousands of contributed projects are available for free on
drupal.org. The Drupal community tries to find the right balance between keeping a low barrier of entry
for new contributors and accepting code that is clean and secure, but a growing community and only a
handful of volunteers monitoring this growth in terms of code quality makes the task very difficult. The
consequence is a varied level of quality of code in the land of contributed projects. However, code found on
Drupal.org is more likely to be of higher quality than code found elsewhere outside Drupal.org, since the
community tends to scrutinize code on Drupal.org more than anywhere else.

As a site administrator looking at installing a module or a theme on your site, you are responsible for
evaluating the quality of a project from a security standpoint. Neither the Drupal community nor the
project maintainer can be held responsible for any damage done to your site, whether the damage is
done during the installation or later on due to a security bug.

Assessing the value of a project is a somewhat subjective task. Each of the criteria in the next
sections will not give you the complete picture when taken on its own; hopefully, by combining them
you will be able to make an educated decision when choosing contributed projects for your site.
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Project Home Page

A project home page includes a lot of useful information to assess the health of a project. These elements
will help you in your evaluation. An example of contributed project page is drupal.org/project/vieus.
Figures 6-3 and 6-4 contrast an abandoned project with a well-maintained project.

e  How reputable are the maintainers? You can find the list of maintainers as well as
their activity on the right-hand side of the project page. If you don’t know a
maintainer, look up his profile on drupal.org to see his participation in the
community; he might maintain other modules that you might know or use. It’s a
good sign if the project in question has a reputable maintainer with fairly recent
activity.

e How active is the module development? Is the module abandoned or seeking a new
maintainer? This information is available on the project description page (see the
example of an abandoned and obsolete module in Figure 6-3). Modules falling
under these categories are not likely to receive any attention in the future and
might contain security vulnerabilities. Although the Drupal Security Team will
generally add a warning message on the description of projects that are
abandoned and known to contain a security vulnerability, the absence of such
message does not mean that an abandoned project is safe to use.

e  Popularity: Check how many sites report using a project in the “Project
Information” section shown in Figure 6-4. The more sites using a project, the
more likely it has been reviewed and is trusted.

Figure 6-3. The Project Information section of an abandoned project

Figure 6-4. The Project Information section of a well maintained project
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e Releases: Avoid using development releases on production web sites. Pick a stable
release if one is available for your Drupal version. Unstable, alpha, beta, or release
candidate releases can contain security bugs, which are generally discussed
publicly. If you make the decision to use such modules on your site, be sure to
know what these bugs are and take the right measures to protect your site.

e Does the project have known security bugs? The issues block located on the right
hand side of each project’s home page shows some statistics on the issues and bug
reports on the project (see Figure 6-5). Click on the number of open issues to view
an exhaustive list of issues, as shown in Figure 6-6.

o Check the issue queue to see what pending outstanding issues have been reported so
far, and whether some of them have an impact on security. Looking at the last
updated column in the issue queue will give you a sense of how active a project
development is (see Figure 6-6). Seeing issues with the status of Fixed is a strong
indication of a well-maintained project. You might want to use the filters at the
top of the list of issue to narrow down your search on a particular version of the
module or on a particular type of issue, such as bug reports.

Figure 6-5. Click on the number of open issues to browse the issue queue

Figure 6-6. An active issue queue is the sign of a healthy module.
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Security Code Reviews

What do you do if you’ve found a contributed project that matches your needs but you have doubts
about its level of security? It might not have reached a stable release yet, or your department might
require that any code be security reviewed prior to being used.

If you're a developer, the Coder® and the Secure Code Review’ modules will be of great help at
identifying pieces of code that do not comply with Drupal security standards. While these modules are
quite good for a first pass at a security review, they can’t guaranty that a module is secure, and they don’t
replace the eyes of a security expert.

If you would rather hire skilled consultants to do code reviews, several Drupal shops specialize in
this area of expertise, most notably Drupal Scout (drupalscout.com) operated by Greg Knaddison and
Ben Jeavons, both members of the Drupal Security Team.

Keep Your Code Base Current

Configuring Drupal properly is only the first step towards a secure Drupal site. Dynamic web
applications like Drupal can’t be left unmaintained on the Internet where new threats and exploits are
discovered every day. It is a mistake to think that once you've built a site and pushed it to production,
you can just leave it there and not worry about it. Just as you monitor your server performance or
maintain your software stack, you will want to run the latest version of Drupal core and its contributed
modules. Fortunately, the Drupal community has a very good infrastructure that helps site
administrators know when they need to upgrade a given module.

Drupal core ships with the Update Manager module that will warn you when new security releases
are available for your installed modules. You will see a red warning message in the administrative area
encouraging you to update your modules. An e-mail notification is also configured by default. You can
view the list of available updates at Admin » Report » Available updates (admin/reports/updates). Any
security update will appear with a red background, as depicted in Figure 6-7.

3http://drupal.org/project/coder

*http://drupal.org/project/secure_code_review
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Figure 6-7. The Update Manager module shows available updates for installed modules and themes. It is

strongly recommended that