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Preface

OpenVPN is an outstanding piece of software that was invented by James Yonan in the year 2001
and has steadily been improved since then. No other VPN solution offers a comparable mixture of
enterprise-level security, usability, and feature richness. We have been working with OpenVPN
for many years now, and it has always proven to be the best solution.

This book is intended to introduce OpenVPN Software to network specialists and VPN newbies
alike. OpenVPN works where most other solutions fail and exists on almost any platform; thus it
is an ideal solution for problematic setups and an easy approach for the inexperienced.

On the other hand, the complexity of classic VPN solutions, especially IPsec, gives the impression
that VPN technology in general is difficult and a topic only for very experienced (network and
security) specialists. OpenVPN proves that this can be different, and this book is aimed to
document that.

I want to provide both a concise description of OpenVPN's features and an easy-to-understand
introduction for the inexperienced. Though there may be many other possible ways to success in
the scenarios described, the ones presented have been tested in many setups and have been
selected for simplicity reasons.

What This Book Covers

This book provides in-depth information on OpenVPN. After three introductory chapters about
VPN, security, and OpenVPN, some chapters focus on basic OpenVPN issues like installation
and configuration on various platforms. Then a block of chapters dealing with advanced
configurations and security follows, and the book closes with a chapter on troubleshooting and an
appendix full of Internet links.

Chapter 1: VPN—Virtual Private Network gives a brief introduction to Virtual Private Networks
and discusses in brief networking concepts.

Chapter 2: VPN Security introduces basic security concepts necessary to understand VPNs—
OpenVPN in particular. We will have a look at encryption matters, symmetric and asymmetric
keying, and certificates.

Chapter 3: OpenVPN discusses OpenVPN, its development, features, resources, and advantages
and disadvantages compared to other VPN solutions, especially IPsec.

Chapter 4: Installing OpenVPN covers installing OpenVPN on Windows, Mac, Linux, and
FreeBSD. It covers the installation on Linux from the source code and RPM packages. Installation
on SuSE and Debian is also covered in detail.
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Chapter 5: Configuring OpenVPN—The First Tunnel is where we will set up our first VPN tunnel
based on a pre-shared encryption key. This chapter also covers tunnels and file exchange between
Linux and Windows.

Chapter 6: Setting Up OpenVPN with X509 Certificates explains how to use OpenVPN's easy-rsa
tool to create and manage certificates for secure VPN servers.

Chapter 7: The Command openvpn and its Configuration File covers the syntax and options of
OpenVPN in detail, including many examples.

Chapter 8: Securing OpenVPN Tunnels and Servers introduces safe and secure configurations and
explains how to set up basic firewalls for a VPN Server, using iptables, Shorewall, Webmin, and
both the SuSE and the Windows firewall systems.

Chapter 9: Advanced Certificate Management, describes two very useful tools to manage
certificates and revocation lists: xca for Windows and TinyCA for Linux. This chapter also
explains installation and use of these tools.

Chapter 10: Advanced OpenVPN Configuration focuses on advanced OpenVPN configurations,
including tunneling through a proxy server, pushing routing commands to clients, pushing and
setting the default route through a tunnel, distributed compilation through VPN tunnels with
distcc, OpenVPN scripting, and much else.

Chapter 11: Troubleshooting and Monitoring is what you should refer if you need help when
something does not work. Here standard networking tools are covered that can be used for
scanning and testing the connectivity of a VPN server.

Appendix A: Internet Resources: Though the Internet changes rapidly, many of the links provided
have proven very helpful to me during the writing of this book.

What You Need for This Book

For learning VPN technologies, it may be helpful to have at least two or four PCs. Virtualization
tools like XEN or VMware are very helpful here; especially if you want to test with different
operating systems and switch between varying configurations easily. However, one PC is
completely enough to follow the course of this book.

Two separate networks (connected by the Internet) can provide a useful setup if you want to test
firewall and advanced OpenVPN setup.

Conventions

In this book, you will find a number of styles of text that distinguish between different kinds of
information. Here are some examples of these styles, and an explanation of their meaning.

There are three styles for code. Code words in text are shown as follows: "We can include other
contexts through the use of the include directive."
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A block of code will be set as follows:

root=/usr/share/webmin
mimetypes=/etc/mime.types

port=10000
host=debian03.feilner-it.home
addtype_cgi=internal/cgi
realm=webmin Server
Togfile=/var/log/webmin/miniserv.Tlog
pidfile=/var/run/webmin.pid

1o time=l68

ssl=

When we wish to draw your attention to a particular part of a code block, the relevant lines or
items will be made bold:

root=/usr/share/webmin
mimetypes=/etc/mime.types

port=10000
host=debian03.feilner-it.home
addtype_cgi=internal/cgi
realm=webmin Server
Togfile=/var/log/webmin/miniserv.Tlog
pidfile=/var/run/webmin.pid
Togtime=168

ssl=1

Any command-line input and output is written as follows:
cd "c:\\Program Files\ OpenVvPN\easy-rsa\"

New terms and important words are introduced in a bold-type font. Words that you see on the
screen, in menus or dialog boxes for example, appear in our text like this: "clicking the Next
button moves you to the next screen".

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Reader Feedback

Feedback from our readers is always welcome. Let us know what you think about this book, what
you liked or may have disliked. Reader feedback is important for us to develop titles that you
really get the most out of.

To send us general feedback, simply drop an email to feedback@packtpub.com, making sure to
mention the book title in the subject of your message.

If there is a book that you need and would like to see us publish, please send us a note in the
SUGGEST A TITLE form on www.packtpub.com or email suggest@packtpub.com.
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If there is a topic that you have expertise in and you are interested in either writing or contributing
to a book, see our author guide on www.packtpub.com/authors.

Customer Support

Now that you are the proud owner of a Packt book, we have a number of things to help you to get
the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our contents, mistakes do happen. If
you find a mistake in one of our books—maybe a mistake in text or code—we would be grateful if
you would report this to us. By doing this you can save other readers from frustration, and help to
improve subsequent versions of this book. If you find any errata, report them by visiting
http://www.packtpub.com/support, selecting your book, clicking on the Submit Errata link, and
entering the details of your errata. Once your errata have been verified, your submission will be
accepted and the errata added to the list of existing errata. The existing errata can be viewed by
selecting your title from http://www.packtpub.com/support.

Questions

You can contact us at questions@packtpub.com if you are having a problem with some aspect of
the book, and we will do our best to address it.



VPN—Virtual Private Network

This chapter will start with networking solutions used in the past for connecting several branches
of a company. Technological advances like broadband Internet access brought about new
possibilities and new concepts for this issue, one of them being the Virtual Private Network
(VPN). In this chapter, you will learn what the term VPN means, how it evolved during the last
decade, why it is necessary to modern enterprises, and how typical VPNs work. Basic networking
concepts are necessary to understand the variety of VPN solutions discussed in this chapter.

Branches Connected by Dedicated Lines

In former times, information exchange between branches of a company was mainly done by mail,
telephone, and later by fax. But today there are four main challenges for modern companies:

e The general acceleration of business processes and the rising need for fast, flexible
information exchange between all branches of a company has made "old-fashioned"
mail and even fax services appear too slow for modern requirements.

e  Technologies like Groupware, Customer Relationship Management (CRM), and
Enterprise Resource Planning (ERP) are used to ensure productive teamwork and
every employee is expected to cooperate.

e  Almost every enterprise has several branches in different locations and often field
and home workers. All of these must be enabled to participate in the internal
information exchange without delays.

e  All computer networks have to fulfill security standards to high levels to ensure data
integrity, authenticity, and stability.

These four factors have led to the need of sophisticated networking solutions between a company's
offices all over the world. With computer networks connecting all desktops within a single
location, the need for connections between the sites has become more and more urgent.

In the very beginning, you could only buy dedicated lines between your sites and these lines were
expensive, and thus only large companies could afford to connect their branches to enable world-
wide teamwork. To reach this goal, fast and expensive connections had to be installed in every
site, costing much more than normal enterprise Internet access.
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The concept behind this network design was based on a real network between the branches of the
company. A provider was needed to connect every location, and a real cable connection between
all branches was established. Like the telephone network, a single line connecting two partners
was used for communication.

Security for this line was achieved by providing a dedicated network—every connection between
branches had to be installed with a leased line. For a company with four branches (A, B, C, and
D), six dedicated lines would then become necessary:

Furthermore, Remote Access Servers (RAS) were used for field or home workers who would
only connect temporarily to the company's network. These people had to use special dial-in
connections (with a modem or an ISDN line), and the company acted like an Internet provider. For
every remote worker a dial-in account had to be configured and field workers could only connect
over this line. The telephone company provided one dedicated line for every dial-up, and the
central branch had to make sure that enough telephone lines were always available.

By protecting the cables and the dial-in server, a real private network was installed at very high
costs. Privacy within the company's network spanning multiple branches was achieved by securing
the lines and providing services only to hard-wired connection points. Almost all security and
availability tasks were handed over to the service provider at very high costs. But by connecting
sites directly, a higher data transfer speed could be achieved than with "normal" Internet
connections at that time.

Until the middle of the 1990s, expensive dedicated lines and dial-in access servers were used to
ensure team work between different branches and field workers of large companies.

Broadband Internet Access and VPNs

In mid 1990s, the rise of the Internet and the increase of speed for cheap Internet connections
paved the way for new technologies. Many developers, administrators, and, last but not the least,
managers had discovered that there might be better solutions than spending several hundreds of
dollars, if not thousands of dollars, on dedicated and dial-up access lines.

6
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The idea was to use the Internet for communication between branches and at the same time ensure
safety and secrecy of the data transferred. In short: providing secure connections between
enterprise branches via low-cost lines using the Internet. This is a very basic description of what
VPNs are all about.

A VPN is:

e Virtual, because there is no real direct network connection between the two (or
more) communication partners, but only a virtual connection provided by VPN
Software, realized normally over public Internet connections.

e Private, because only the members of the company connected by the VPN Software
are allowed to read the data transferred.

With a VPN, your staff in Sydney can work with the London office as if both were in the same
location. The VPN Software provides a virtual network between those sites by using a low-cost
Internet connection. This network is only virtual because no real, dedicated network connection to
the partner is established.

The Internet

A VPN can also be described as a set of logical connections secured by special software that
establishes privacy by safeguarding the connection endpoints. Today the Internet is the network
medium used, and privacy is achieved by modern cryptographic methods.

How Does a VPN Work?

Let's use an example to explain how VPNs work. The Virtual Entity Networks Inc. (VEN Inc.)
has two branches, London and Sydney. If the Australian branch in Sydney decides to contract a
supplier, then the London office might need to know that immediately. The main part of the IT
infrastructure is set up in London. In Sydney there are twenty people whose work depends on the
availability of the data hosted on London servers.
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Both sites are equipped with a permanent Internet line. An Internet gateway router is set up to
provide Internet access for the staff. This router is configured to protect the local network of the
site from unauthorized access from the other side, which is the "evil" Internet. Such a router set up
to block special traffic can be called a firewall and must be found in every branch that is supposed
to take part in the VPN.

The VPN Software must be installed on this firewall (or a device or server protected by it). Many
modern firewall appliances from manufacturers like Cisco or BinTec include this feature, and
there is VPN Software for all hardware and software platforms.

In the next step, the VPN Software has to be configured to establish the connection to the other
side: e.g. the London VPN server has to accept connections from the Sydney server, and the
Sydney server must connect to London (or vice versa).

If this step is successfully completed, the company has a working Virtual Network. The two
branches are connected via the Internet and can work together like in a real network. Here, we
have a VPN without privacy, because any Internet router between London and Sydney can read
the data exchanged. A competitor gaining control over an Internet router could read all relevant
business data going through the virtual network.

So how do we make this Virtual Network private? The solution is encryption. The VPN traffic
between two branches is locked with special keys, and only computers or persons owning this key
can open this lock and look at the data sent.
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.

The Internet

All data sent from Sydney to London or from London to Sydney must be encrypted before and
decrypted after transmission. The encryption safeguards the data in the connection like the walls
of a tunnel protect the train from the mountain around it. This explains why Virtual Private
Networks are often simply known as tunnels or VPN tunnels, and the technology is often called
tunneling—even if there is no quantum mechanics or other magic involved.

The exact method of encryption and providing the keys to all parties involved makes one of the
main distinguishing factors between different VPN solutions.

A VPN connection normally is built between two Internet access routers equipped with a firewall
and VPN software. The software must be set up to connect to the VPN partner, the firewall must
be set up to allow access, and the data exchanged between VPN partners must be secured (by
encryption). The encryption key must be provided to all VPN partners, so that the data exchanged
can only be read by authorized VPN partners.

What are VPNs Used For?

In the earlier examples, we have discussed several possible scenarios for the use of VPN
technology. But one typical VPN solution must be added here: More and more enterprises offer
their customers or business partners a protected access to relevant data for their business relations,
like ordering formulas or stocking data. Thus, we have three typical scenarios for VPN solutions
in modern enterprises:

e An intranet spanning over several locations of a company
e A dial-up access for home or field workers with changing IPs
e An extranet for customers or business partners
Each of these typical scenarios requires special security considerations and setups. The external

home workers will need different access to servers in the company than the customers and
business partners. In fact, access for business partners and customers must be restricted severely.

Now that we have seen how a VPN can securely connect a company in different ways, we will
have a closer look at the way VPNs work. To understand the functionality, some basic network
concepts need to be understood.

All data exchange in computer networks is based on protocols. Protocols are like languages or
rituals that must be used between communication partners in networks. Without the correct use of
the correct protocol, communication fails.



VPN—YVirtual Private Network

Networking Concepts—Protocols and Layers

There is a huge number of protocols involved in any action you take when you access the Internet or
a PC in your local network. Your Network Interface Card (NIC) will communicate with a hub, a
switch, or a router; your application will communicate with its pendant or a server on the other PC,
and many more protocol-based communication procedures are necessary to exchange data.

Because of this the Open Systems Interconnection (OSI) specification was created. Every
protocol used in today's networks can be classified by this scheme.

The OSI specification defines seven numbered layers of data exchange, which start at Layer 1 (the
physical layer) of the underlying network media (electrical, optical, or radio signals) and span up
to Layer 7 (the application layer), where applications on PCs communicate with each other.

The layers of the OSI model are:

Physical Layer: Sending and receiving through the hardware.

Data Link Layer: Direct communication between network devices within the
same medium.

3. Network Layer: Routing, addressing, error handling, etc.

4. Transport Layer: End-to-end error recovery and flow control.

5. Session Layer: Establishing connections and sessions between applications.

6. Presentation Layer: Translating between application data formats and network formats.

7. Application Layer: Application-specific protocols.
This set of layers is hierarchical and every layer is serving the layer above and the layer below. If
the protocols of the physical layer could communicate successfully, then the control is handed to

the next layer, the Data Link Layer. Only if all layers, 1 through 6, can communicate successfully,
can data exchange between applications (on Layer 7) be achieved.

In the Internet, however, a slightly different approach is used.
The Internet is mainly based on the Internet Protocol (IP).
The layers of the IP model are:

Link Layer: A concatenation of OSI Layers 1 and 2 (Physical and Data Link Layers).
2. Network Layer: Comprises the Network Layer of the OSI model.

3. Transport Layer: Comprises protocols like Transmission Control Protocol (TCP)
and User Datagram Protocol (UDP), which are the basis for protocols of the
Application Layer.

4. Application Layer: Concatenation of OSI Layers 5 through 7 (Session, Presentation, and
Application Layers). The protocols in the Transport Layer are the basis for protocols of
the Application Layer (Layer 5 through Layer 7) like HTTP, FTP, or others.

A network packet consists of two parts: header and data. The header is a sort of label containing
metadata on sender, recipient, and administrative information for the transfer. On the networking
level of an Ethernet network, these packets are called frames. In the context of the Internet
Protocol these packets are called datagrams, Internet datagrams, IP datagrams, or simply packets.

10
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So what do VPNs do? VPN Software takes IP packets or Ethernet frames and wraps them into
another packet. This may sound complicated, but it is a very simple trick, as the following
examples will show:

Example 1: Sending a (not really) anonymous parcel

You want to send a parcel to a friend who lives in a community with strange people, whom you don't
trust. Your parcel has the address label with sender and recipient data (like an Internet packet). If you
do not want the commune to know that you sent your friend a parcel, but at the same time you want
your friend to realize this before he opens it, what would you do? Just wrap the whole parcel in
another packet with a different address label (e.g. without your sender information) and no one in the
commune will know that this parcel is from you. But your friend will unpack the first layer and see a
parcel still unpacked, and with an address label from you.

Example 2: Sending a locked parcel

OK, now let's distrust the commune still more. Somebody might want to open the parcel in order
to find out what's inside. To prevent this, you will use a locked case. There are only two keys to
the lock, one for you and one for your friend. Only you and your friend can unlock the case and
look inside the packet.

VPN Software uses a combination of the earlier two examples:

e  Whole Network packets (frames, datagrams) consisting of header and data are
wrapped into new packets.
e  All data including metadata like recipient and sender are encrypted.

e  The new packets are labeled with new headers containing meta-information about
the VPN and are addressed to the VPN partner.

All VPN Software systems differ only in the special way of wrapping and locking the data.

Protocols define the method of data exchange in computer networks. The OSI model
classifies protocols in seven layers spanning from network layers to application layers. IP
Packets consist of headers with meta-information and data. VPNs wrap and encrypt whole
network packets in new network packets, adding new headers including address data.

Tunneling and Overhead

We have learned already that VPN technology often is called tunneling, because the data in a
VPN connection is protected from the Internet as the walls of the a road or rail tunnel protect
the traffic in the tunnel from the masses of stone of the mountain above. Let's now have a closer
look at how VPN Software does this:
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The Internet

The VPN software in the locations A and B encrypts (lock) and decrypts (unlock) the data and
sends it through the tunnel. Like cars or trains in a tunnel, the data cannot go anywhere else but the
other tunnel endpoint.

The following are put together and wrapped into one new package:

e  Tunnel information (like the address of the other endpoint)
e Encryption data and methods
e  The original IP packet (or network frame)

The new package is then sent to the other tunnel endpoint. The payload of this package now holds
the complete IP packet (or network frame), but in encrypted form and thus not readable for anyone
not possessing the right key. The new header of the packet simply contains the addresses of sender
and recipient and other metadata necessary for and provided by the VPN software used.

Perhaps you have noticed that the amount of data sent grows during the process of "wrapping".
Depending on the VPN software used, this so called overhead can become a very important factor.
The overhead is the difference between net data sent to the tunnel software and gross data sent
through the tunnel by the VPN software. If a file of 1 MB is sent from user A to user B, and this file
causes 1.5 MB traffic in the tunnel, then the overhead would be 50%, a very high level. (Please note
that every protocol used causes overhead, so not all of that 50% might be the fault of the VPN
solution.) The overhead caused by the VPN Software depends on the amount of organizational data
and the encryption used. Whereas the first depends only on the VPN Software used, the latter is
simply a matter of choice between security and speed. In other words, the better the encryption you
use, the more overhead you will produce. Speed versus security is your choice.

Tunnel
Information Header
@ Data
::; Header
Header

—> Data
Data
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VPN Concepts—Overview

During the last ten years, many different VPN concepts have evolved. You may have noticed that I
always added "network frames" in brackets when I spoke of tunneling IP packets. This became
necessary, because in principle, tunneling can be done on almost all layers of the OSI model.

A Proposed Standard for Tunneling

The General Routing Encapsulation (GRE) provides a standard for tunneling data, which was
defined in 1994 in Request for Comments (RFCs) 1701 and 1702. Perhaps, because this
definition is not a protocol definition, but more or less a standard proposal on how to tunnel data,
this implementation has found its way into many devices and become the basis for other protocols.

The concept of GRE is pretty simple. A protocol header and a delivery header are added to the
original packet and its payload is encapsulated in the new packet. No encryption is done. The
advantage of this model are almost obvious—the simplicity offers many possibilities, the
transparency enables administrators and routers to look inside the packets and pass decisions
based on the type of payload sent. By doing so, special applications can be privileged.

There are many implementations for GRE tunneling software under Linux; only kernel support is
necessary, which is fulfilled by most modern distributions.

Protocols Implemented on OSI Layer 2

Encapsulating packages on the OSI Layer 2 has a significant advantage: the tunnel is able to
transfer non-IP protocols. IP is a standard used widely in the Internet and in Ethernet networks.
However, there are different standards too. Netware Systems, for example, uses the Internetwork
Packet Exchange (IPX) protocol to communicate. VPN technologies residing in Layer 2 can
theoretically tunnel any kind of packet. In most cases, a virtual Point-to-Point Protocol (PPP)
device is established which is used to connect to the other tunnel endpoint. (A PPP device is
normally used for modem or DSL connections.)

Four well-known Layer 2 VPN technologies, which are defined by RFCs, use encryption methods
and provide user authentication:

e The Point to Point Tunneling Protocol (PPTP), which was developed with the help
of Microsoft, is an expansion of the PPP and is integrated in all newer Microsoft
Operating Systems. PPTP uses GRE for encapsulation and can tunnel IP, IPX, and
other packages over the Internet. The main disadvantage is the restriction that there
can only be one tunnel at a time between communication partners.

e The Layer 2 Forwarding (L2F) was developed almost at the same time by
companies like Cisco and others and offers more possibilities than PPTP, especially
regarding tunneling of network frames and multiple simultaneous tunnels.

e The Layer 2 Tunneling Protocol (L2TP) is accepted as an industry standard and is
being used widely by Cisco and other manufacturers. Its success is based on the fact
that it combines the advantages of L2F and PPTP without suffering from their
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disadvantages. Even though it provides no own security mechanisms, it can be combined
with technologies offering such mechanisms like IPsec (see the section Protocols
Implemented on OSI Layer 3).

e The Layer 2 Security Protocol (L2Sec) was developed to provide a solution to the
security flaws of [Psec. Even though its overhead is rather big, the security
mechanisms used are secure, because mainly SSL/TLS is used.

Other distinguishing factors between the mentioned systems and protocols are:

e  Availability of authentication mechanisms
e  Support for advanced networking features like Network Address Translation (NAT)
e Dynamic allocation of IP addresses for tunnel partners in dial-up mode

e  Support for Public Key Infrastructures (PKI)

These features will be discussed in later chapters.

Protocols Implemented on OSI Layer 3

IPsec is probably the most wide-spread tunneling technology. In fact, it is rather a set of protocols,
standards, and mechanisms than a single technology. The wide range of definitions, specifications,
and protocols are already the main disadvantages about IPsec. It is a complex technology with
many different implementations and many security loopholes. IPsec was a compromise accepted
by a commission and therefore is something like a least common denominator agreed upon. This
means that [Psec can be used in many different setups and environments, ensuring compatibility,
but almost no aspect of it offers the best possible solution.

IPsec was developed as an Internet Security Standard on Layer 3, and has been standardized by
the Internet Engineering Task Force (IETF) since 1995. IPsec can be used to encapsulate any
traffic of application layers, but no traffic of lower network layers. Neither network frames, IPX
packets, nor broadcast messages can be transferred, and network address translation is only
possible with restrictions.

Nevertheless, IPsec can use a variety of encryption mechanisms, authentication protocols, and
other security associations. IPsec software exists for almost every platform, and compatibility with
the implementation of other manufacturers is secured in most cases even though there are
significant problems resulting from proprietary extensions.

The main advantage of [Psec is the fact that it is being used everywhere. An administrator can
choose from an abundant number of hardware devices and software implementations to provide
his or her networks with a secure tunnel.

Basically there are two relevant methods that [Psec uses:

e  Tunnel Mode: The tunnel mode works like the examples listed above; the whole IP
packets are encapsulated in a new packet and sent to the other tunnel endpoint, where the
VPN software unpacks them and forwards them to the recipient. In this way the IP
addresses of sender and recipient, and all other metadata are protected as well.
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e Transport Mode: In transport mode, only the payload of the data section is encrypted
and encapsulated. By doing so, the overhead is significantly smaller than in tunnel mode,
but an attacker can easily read the metadata and find out who is communicating with
whom. However, the data is encrypted and therefore protected, which makes IPsec a real
"private" VPN solution.

IPsec's security model is probably the most complex of all existing VPN solutions and will be
discussed in brief in the next chapter.

Protocols Implemented on OSI Layer 4

It is also possible to establish VPN tunnels only on the application layer. Secure Sockets Layer
(SSL) and Transport Layer Security (TLS) solutions follow this approach. The user can access
the VPN network of a company through a browser connection between his or her client and the
VPN server in the enterprise. A connection is simply started by logging into an HTTPS-secured
website with a browser. Meanwhile, there are several promising products available, like SSL-
Explorer from http://3sp.com/showssTExplorer.do, and products like these offer great
flexibility combined with strong security and easy setup. Using the secure connection the browser
offers, users can connect network drives and access services in the remote network. Security is
achieved by encrypting traffic using SSL/TLS mechanisms, which have proven to be very reliable
and are permanently improved and tested.

OpenVPN—AnN SSL/TLS-Based Solution

OpenVPN is a newer and an outstanding VPN solution. It implements Layer 2 or Layer 3
connections, uses the industry standard SSL/TLS for encryption, and combines almost all features
of the mentioned VPN solutions. Its main disadvantage is the fact that there are still few hardware
manufacturers integrating it in their solutions.

Summary

In this chapter, you have learned about techniques that have been and are used in companies that
have computer networks spanning over several branches. You have learned network basics like
protocols, networking layers, the OSI reference model, and which VPN solutions work on which
layer. You have read what tunneling is, how it works, and how different VPN solutions implement it.
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In this chapter, we will discuss goals and techniques concerning VPN security. These two terms
are linked together very closely. Without security, a VPN is not private anymore.

Therefore, we will first have a look at basic security issues and guiding measures to be taken in a
company. Information on symmetric and asymmetric keying methods, key exchange techniques,
and the problem of security versus simplicity pave the way for SSL/TLS security and a closer look
at SSL certificates. After having read this chapter, you will be prepared to understand the
underlying security concerns of OpenVPN (and any other VPN solution).

VPN Security

IT security and hence also VPN security is best described by three goals that have to be attained:
e Privacy (Confidentiality): The data transferred should only be available to
the authorized.

e Reliability (Integrity): The data transferred must not be changed between sender
and receiver.

e Auvailability: The data transferred must be available when needed.
All of these goals have to be achieved by using reliable software, hardware, Internet service
providers, and security policies. A security policy defines responsibilities, standard procedures, and
disaster management and recovery scenarios to be prepared for the worst. Understanding maximum
damage and the costs of the worst possible catastrophe can give an idea of how much effort has to be
spent in security issues. Security policies should also define organizational questions like:

e Who has the key to the server room when the administrator is on holiday?

e  Who is allowed to bring a private laptop?

e How are the cables protected?

e How is a wireless LAN (WLAN) protected?
However, discussing all these questions would go far beyond the scope of this book. There are a

number of excellent documents online where you can read more about basic security issues that
should also be discussed in your company. I only want to mention two of them here: the IT
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Baseline Protection as published by the German BSI and the /7-Sec Handbook containing concise
security hints and are often quoted as the reference material for all security issues in modern
enterprises. You can find them here:

http://www.bsi.bund.de/english/gshb/index.htm
http://www.cccure.org/Documents/HISM/ewtoc.htm]l

VPN security itself is achieved by protecting the traffic with modern, strong encryption methods,
secure authentication techniques, and firewalls controlling the traffic into and from the tunnels.
And simply encrypting the traffic is not enough; there are huge differences in security depending
on the methods used. The following sections will deal with issues concerning confidentiality and
integrity, whereas the approach to ensure availability is discussed in the next chapter.

Privacy—Encrypting the Traffic

Often passwords or encryption keys are used to encrypt data. If both sides use the same key to
encrypt and decrypt data, this is called symmetric encryption. The encryption key has to be put
on all machines that are supposed to take part in the VPN connection.

Symmetric Encryption and Pre-Shared Keys

Anybody who has this key can decrypt the traffic. If an attacker gets hold of this key, he or she can
decrypt all traffic and compromise all systems taking part in the VPN, until all systems are
supplied with another key. Furthermore, such a static, pre-shared key can be guessed, deciphered,
or hacked by brute-force attacks. It is merely a matter of time for an attacker to find out the key
and to read, or even worse, change the data.

Encryption and Decryption
with pre-shared key
Message Message

il 2
% J

asd 234H asd 234H
FKNYX transport through tunnel—| FKNYX
Sydney London

encrypted message

Therefore, VPN software like IPsec changes keys in defined intervals. Every key is only valid for
a certain period of time, called key lifetime. A good combination of key lifetime and key length
ensures that an attacker cannot decrypt the key while it is valid. If the VPN Software is changing
keys, then the attacker must be quick, or the acquired key is worthless.
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Nevertheless, if the VPN software is permanently changing keys, a method of key exchange between
the communication partners has to be used so that both sides use the same encryption key at the same
time. This key exchange has to be secured again, following the same principles mentioned earlier.
During the last decade many key exchange methods have been invented, some very sophisticated,
and lots of them have proven insecure in the meantime. Basically, this key exchange adds a layer of
complexity to the VPN software, which is prone to failure or being compromised.

IPsec, the most frequently used VPN technology brings its own protocol for exchanging the
encryption keys. This protocol is called Internet Key Exchange (IKE) Protocol and has been
under development since the mid-nineties and is still not finished. Many discussions about the
security of this protocol can be found on the Internet and even though IKE seems to have some
security issues, it is used (with IPsec) in many companies.

Reliability and Authentication

Another danger are so-called man-in-the-middle attacks, also know as eavesdropping. In this
scenario, a hacker intercepts all data traffic between sender and receiver, copies it and forwards it to
its true destination. Neither sender nor receiver would notice that the data is being intercepted. The
man-in-the-middle can store, copy, analyze, and perhaps even modify the captured traffic. This is
possible if the attacker can intercept and decrypt the keys while they are being used for encryption.

The Problem of Complexity in Classic VPNs
With classical VPNs that use symmetric keying, there are several layers of authentication,
exchange of encryption keys, and encryption/decryption. The following are the first three steps of
VPNs with symmetric encryption:

1. The partners have to authenticate each other.

2. They have to agree on the encryption methods.

3. Then they have to agree on the key exchange methods used.

Sydney London
Step 1:
Authentication OK | 4— Authentication—» |OK
of VPN Partners v v
Step 2: '
Encryption OK | «—— Encryption—» | OK
Method v v
Step 3:
Key Exchange OK | +— Key Exchange —» |OK
Method v v

Both sides start the tunnel

19



VPN Security

This is why VPN technology is often known as complex and difficult. The last paragraphs have
described more or less the basic way in which many modern VPN solutions work. In a nutshell,
the different approaches to keying, key exchange, and authentication of VPN partners make the
main part of the differences between the VPN Solutions.

Asymmetric Encryption with SSL/TLS

SSL/TLS uses one of the best encryption technologies called asymmetric encryption to ensure
the identity of the VPN partner. Both encryption partners own two keys each: one public and the
other, private. The public key is handed over to the communication partners, who encrypt the data
with it. Because of the selected mathematical algorithm used to create the public/private key pair,
only the recipient's private key can decrypt data encoded by his public key.

London's public key

Message Message

Encryption with
London's public key

Tz / T
Decryption with
{ ; London's private key / U

asd 234H asd 234H
FKNYX transport through tunnel— FKNYX
Sydney London

encrypted message

The private keys have to be kept secret and the public keys have to be exchanged.

In the example above, a text message is encrypted in Sydney with the public key of London. The
scrambled code is sent to London, where it can be deciphered using London's private key. This
can be done vice versa for data from London to Sydney, which is encrypted by the Sydney public
key in London and can only be decrypted by the Sydney private key in Sydney.

A similar procedure can also be used for authentication purposes: London sends a large random
number to Sydney, where this number is encoded with the private key and sent back. In London,
the Sydney public key can decode the number. If the numbers sent and decrypted match, then the
sender must be the holder of the Sydney private key. This is called digital signature.

SSL/TLS Security

The SSL/TLS library can be used for authentication and encryption purposes. This library is part
of the OpenSSL Software that is installed on any modern operating system. If available,
SSL/TLS certificate-based authentication and encryption should always be first choice for any
tunnel you create.
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SSL, also known as TLS, is a protocol originally designed by Netscape Communications
Corporation to ensure easy-to-use data integrity and authenticity for the fast growing Internet in the
1990s. Everybody using a modern browser can participate in encrypted communication. SSL/TLS is
an outstanding technology that is being used all over the Web for banking, e-commerce, or any other
application where privacy and security are needed. It is being steadily controlled, debugged, tested,
and improved by both open source and proprietary developers and many corporations.

As SSL/TLS resides beneath application protocols, it can be used for almost any application.
Every surfer has noticed URLs beginning with https:// instead of http://, which signifies an
encrypted connection. Point your browser to a website encrypted with https://, like
https://packtpub.com.

You have attempted to establish a connection with
"packtpub.com"”. However, the security certificate presented
belongs to "www.packtpub.com". It is possible, though
unlikely, that someone may be trying to intercept your
communication with this web site.

If you suspect the certificate shown does not belong to
"packtpub.com"”, please cancel the connection and notify
the site administrator.

View Certificate

[ OK ][Cancel H Help ]

Whenever you point your browser to such a page for the first time, you have to validate an SSL
certificate. Usually, your browser does this for you when the certificate is trustworthy. The
screenshot above shows Mozilla's pop-up window, which you receive when there are errors in
validating the certificate. Usually, this is just one of these OK buttons most people press during
surfing without further attention.

Understanding SSL/TLS Certificates

By accepting a certificate (pressing OK), the browser is told to trust the issuer (the website that
provided the certificate) and you agree to use this certificate for encryption of the communication
with this server. When you're using Mozilla, Firefox, or Konqueror, you are prompted if you want
to accept the certificate. Click on the button View Certificate, and you will see a screen like that
shown in screenshot overleaf in the section on Trusted Certificates.

Trusted Certificates

In the following screenshot, you can see the information contained in the SSL certificate. The
information in the fields Issued To and Issued By is probably the most important. If you find a
trustworthy organization here, it should be safe to trust this certificate. Trustworthy means one
of several organizations who sign certificates, thereby guaranteeing the identity of the owner of
the certificate.
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[m= 5= FE
. File Edit View Go Bookmarks Tools Window Help
| G Cert_if%:ate céewer:"www.packtpub.com" =Pk l [QSoarchI Q‘;’ h

o] General | Details
| This certificate has been verified for the following uses:

SSL Server Certificate

Issued To

Common Name (CN) www.packtpub.com

Organization (O) Packt Publishing Ltd

Organizational Unit (OU) Packt Publishing

Serial Number 37:4D:9A:4A

Issued By

Common Name (CN) Entrust.net Secure Server Certification Authority

Organization (O) Entrust.net

Organizational Unit (OU) www.entrust.net/CPS incorp. by ref. (limits liab.)

Validity

Issued On 10.06.2004

Expires On 10.06.2006

Fingerprints

SHA1 Fingerprint OF :AF:FE:FC:E8:A1:22:03:F6:C1:06:B5:9F:46:2A:05:5B:84:22:F2

MDS Fingerprint E2:55:5E:BE:09:00:E4:21:98:E1:E2:6E:B7:28:D3:6A

| Help || Close |

w27 | Connected to packtpub.com... =P

With a signed certificate the owner of the certificate can prove that he or she is who he or she
claims to be, to anybody who trusts the certificate authority.

Every TLS-enabled browser contains a list of trustworthy organizations that are entitled to sign
certificates and the keys necessary to confirm this.

Click the Close button and have another look at the first window—Security Error. It is in fact a
warning. The certificate was originally issued for www. packtpub. com and not for packtpub.com,
from where it was received, and the Mozilla SSL client simply warns about this fact.

www . packtpub.com is a subdomain of packtpub.com, so this difference should not be crucial.
However, if you receive a warning that the certificate for domain A was originally issued for
domain B, you should become suspicious.
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This so-called third-party-authentication scheme is pretty common today. The ID cards and passports
we use today work the same way—the government of the state you live in guarantees that you are who
you claim to be. This information is only valid for a certain time and could be traced back to the issuer.
Almost every other person, company, or organization relies on this information. These principles are
also implemented in many modern authentication mechanisms like Kerberos or SSL/TLS.

Self-Signed Certificates

It is also possible to use certificates that are not signed by authorities mentioned above, but by a
local Certificate Authority (CA).

In real life, if a good friend introduces us to a reliable friend of his, we tend to trust him too
simply because of the recommendation. But we would not trust somebody we do not know. If
you point Mozilla to a site with a certificate that is signed only by a local CA, you will receive
the following warning:

-~ Website Certified by an Unknown Authority™ B E|

!-: Unable to verify the identity of * as a trusted site.

Possible reasons for this error:

- Your browser does not recognize the Certificate Authority that issued the site's certificate.
- The site's certificate is incomplete due to a server misconfiguration.

- You are connected to a site pretending to be *, possibly to obtain your confidential
information.

Please notify the site's webmaster about this problem.

Before accepting this certificate, you should examine this site's certificate carefully. Are
you willing to to accept this certificate for the purpose of identifying the Web site *?

I Examine Certificate... ]

O Accept this certificate permanently
® Accept this certificate temporarily for this session
O Do not accept this certificate and do not connect to this Web site

[ ok ][ cancel |[ Help |

This warning means: "Watch out, I do not know the issuer of this certificate, nor do I know
someone who guarantees the identity of the issuer."

Every SSL/TLS client gives you a warning when a client wants to establish an encrypted
connection with an unsigned private certificate. Mozilla opens the Window Website Certified by
an Unknown Authority.
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Click on the button Examine Certificate to view the details of a self-signed certificate in Mozilla:

W

General | Details
Could not verify this certificate because the issuer is not trusted.

Issued To

Common Name (CN) »

Organization (O) Webmin Webserver

Organizational Unit (OU) debian.feilner-it.home

Serial Number 00:8F:12:28:56:84:B5:53:A0

Issued By

Common Name (CN) .

Organization (O) Webmin Webserver

Organizational Unit (OU) debian.feilner-it.home

Validity

Issued On 13.06.2005

Expires On 12.06.2010

Fingerprints

SHA1 Fingerprint F5:CF:B1:64:8F:3F:7E:EB:7B:B8:46:08:9F:5D:32:D5:44:06:86:89
MDS Fingerprint 9E:DB:0C:E6:E9:9A:8D:6C:E3:E9:2A:AA:50:E9:AD: 2E

[ Help H Close J

In this screenshot you see a certificate that was built to secure the Webmin administration
interface on a local system. Mozilla reports: Could not verify this certificate because the issuer is
not trusted. Where does this certificate come from?

The solution is simple: The OpenSSL software package, which contains the encryption
software, also provides programs to create certificates and to sign them. Such certificates are
called self-signed certificates, and can only be considered trustworthy when the issuer or the
CA is known to and trusted by the client. Later in this book, you will learn how to create, sign,
and manage such certificates.

Self-signed certificates are often used for testing purposes or in local networks because registering
(signing) certificates at certificate authorities is expensive and not necessary in many scenarios.
However, the security policy of a company should contain definitions about the use of signed and
unsigned certificates on servers.
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SSL/TLS Certificates and VPNs

SSL/TLS certificates work exactly the same way with VPNs—a certificate authority is defined or
created and all valid certificates issued by this authority are accepted for the VPN. Every client
must have a valid certificate issued by this CA and is therefore allowed to establish a connection
to the VPN.

A Certificate Revocation List (CRL) can be used to revoke certificates that belong to clients that
must not be allowed to connect to the VPN any longer. This can be done without configuration on
any client, simply by creating an appropriate revocation list on the server. This is very useful when
a laptop is stolen or compromised.

An organization using a pre-shared key must put this key on every system that connects to the
VPN server. The key must be changed on all systems if one single system or key is lost. But if you
are using certificates with revocation lists, you only have to put the certificate of the stolen laptop
on the server's CRL. When this client tries to connect to the server, access will be denied. There is
no need for interaction on with any client.

Connections are refused if:

e No certificate is presented
e A certificate from a wrong CA is presented

e A revoked certificate is presented

Such certificates can be used for many purposes. HTTPS and OpenVPN are only two applications of
an abundant variety of possibilities. Other VPN Systems (like IPsec), web servers, mail servers, and
almost every other server application can use these certificates to authenticate clients. If you have
understood and applied this technology correctly, you have achieved a very high degree of security.

Summary

In this chapter, you have learned basic security concepts necessary for VPN technologies. There are
several websites with excellent material on IT security issues. You have received an overview of
basic security and encryption issues and know why complexity is always an enemy of security. With
symmetric keying, both encryption partners use the same key, but when asymmetric keying is used,
the encryption key is different from the one used for decrypting the data. The SSL/TLS library uses
asymmetric keying and provides certificates used by millions of websites. The certificates can be
signed by official authorities like our passports or ID cards, or self-signed by a local authority. This
is called third-party authentication because a certificate signed by third party is trusted.
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In this chapter we will discuss the nature of OpenVPN. We will start with its features and its
release history, followed by its basic networking concepts, and a first brief look at the
configuration. At the end of this chapter, OpenVPN is compared to IPsec, the quasi-standard in
VPN technology.

Advantages of OpenVPN

With OpenVPN, a new generation VPN entered the scene. While other VPN solutions often use
proprietary or non-standard mechanisms, OpenVPN has a modular concept both for underlying
security and networking. OpenVPN uses the secure, stable, and lauded SSL/TLS mechanisms for
authentication and encryption, and does not suffer from the complexity that characterizes other
VPN implementations like market leader IPsec. At the same time, it offers possibilities that go
beyond every other VPN implementation's scope:

e Layer 2 and Layer 3 VPN: OpenVPN offers two basic modes, which run either as
Layer 2 or Layer 3 VPN. Thus OpenVPN tunnels can also transport Ethernet Frames,
IPX packets, and Windows Network Browsing packets (NETBIOS), all of which are
problems in most other VPN solutions.

e Protecting field workers with the internal firewall: A field worker connected to
the central branch of his or her company with a VPN tunnel can change the network
setup on his or her laptop, so that all of his or her network traffic is sent through the
tunnel. Once OpenVPN has established a tunnel, the central firewall in the
company's central branch can protect the laptop, even though it is not a local
machine. Only one network port must be opened to the local (e.g. customers')
network by the field worker. The employee is protected by the central firewall
whenever he or she is connected to the VPN.

e  OpenVPN connections can be tunneled through almost every firewall: If you
have Internet access and if you can access HTTPS websites, OpenVPN tunnels
should work.

e Proxy support and configurations: OpenVPN has proxy support and can be
configured to run as a TCP or UDP service, and as server or client. As a server,
OpenVPN simply waits until a client requests a connection, whereas as a client, it
tries to establish a connection according to its configuration.
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e Only one Port in the firewall must be opened to allow incoming connections:
Since OpenVPN 2.0, the special server mode allows multiple incoming connections
on the same TCP or UDP port, while still using different configurations for every
single connection.

e Virtual Interfaces allow very specific networking and firewall rules: All rules,
restrictions, forwarding mechanisms, and concepts like NAT can be used with
OpenVPN tunnels.

o High flexibility with extensive scripting possibilities: OpenVPN offers numerous
points during connection set up to start individual scripts. These scripts can be used
for a great variety of purposes from authentication to failover and more.

e Transparent, high-performance support for dynamic IPs: By using OpenVPN,
there is no need anymore to use static IPs on either side of the tunnel. Both tunnel
endpoints can have cheap DSL access with dynamic IPs and the users will rarely
notice a change of IP on either side. Both Windows Terminal server sessions and
Secure Shell (SSH) sessions will only seem to hang for some seconds, but will not
terminate and will carry on with the action requested after a short pause.

e No problems with NAT: Both OpenVPN server and clients can be within a network
using only private IP addresses. Every firewall can be used to send the tunnel traffic
to the other tunnel endpoint.

e Simple Installation on any platform: Both installation and use are incredibly
simple. Especially, if you have tried to set up IPsec connections with different
implementations, you will find OpenVPN appealing.

e  Modular Design: The modular design with a high degree of simplicity both in
security and networking is outstanding. No other VPN solution can offer the same
range of possibilities at this level of security.

History of OpenVPN

According to an interview on http://Tinuxsecurity.com published in 2003, James Yonan was
traveling in Central Asia in days prior to 9/11, 2001 and connecting to his office over Asian or
Russian Internet Providers.

The fact that these connections were established over servers in countries with very doubtable
security situations made him more and more aware of and concerned about security issues. His
research brought the insight that there were two main streams in VPN technology, one promoting
security and the other, usability. None of the solutions available at that time offered an ideal blend of
both objectives. IPsec and all of its implementations were difficult to set up, but offered acceptable
security. But its complex structure made it vulnerable to attacks, bugs, and security flaws. Therefore,
the networking approach Yonan found in some of the usability camp's solutions seemed to make
more sense to him, leading him to a modular networking model using the TUN/TAP virtual
networking devices provided by the Linux kernel.
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"After some study of the open source VPN field, my conclusion was that the "usability
first" camp had the right ideas about networking and inter-network tunneling, and the
SSH, SSL/TLS, and IPSec camps had the appropriate level of seriousness toward the deep
crypto issues. This was the basic conceptual starting point for my work on OpenVPN."

James Yonan in a Tinuxsecurity.com interview, November 10, 2003.
(http://www.linuxsecurity.com/content/view/117363/49/)

Choosing the TUN/TAP devices as networking model immediately offered flexibility that other
VPN solutions could not offer. While other SSL/TLS-based VPN solutions needed a browser to
establish connections, Open VPN would prepare almost real (but still virtual) network devices, on
which almost all networking activities can be done.

Yonan then chose the name OpenVPN with respect to the libraries and programs of the OpenSSL
project and because of the clear message this is open source and free software.

OpenVPN Version 1

OpenVPN entered the scene of VPN solutions only on May 13, 2001 with an initial release that
could barely tunnel IP packets over UDP and only encrypt with Blowfish cipher and SHA HMAC
signatures (rather secure encryption and signing methods). This version was already numbered
0.90—which seems ambitious, since only one version (0.91) followed in 2001, offering extended
encryption support. For SSL/TLS support, users would have to wait almost one year after the first
release. Version 1.0 was released in March 2002 and provided SSL/TLS-based authentication and
key exchange. This version was also the first to contain documentation in form of a manpage.

Then, OpenVPN development picked up speed. Only five days later, version 1.0.2 was released,
which was the first version with adaptations for Redhat Package Manager (RPM)-based
systems. From this version on, releases were published almost regularly every four to eight weeks.

The following table gives an overview of the releases and lists the dates and versions when certain
selected features were added to the 1.x version of OpenVPN. More details can be found in the
Changelog sections of the OpenVPN website at http://openvpn.net/changelog.html and
release notes at http://openvpn.net/relnotes.html.
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Date

Version

Important features/changes

2001-5-13

2001-12-26
2002-3-23

2002-3-28
2002-4-9

2002-4-22

2002-5-22

2002-6-12

2002-7-10

2002-7-10

2002-10-23

2003-5-07

2003-5-15
2003-7-15

2003-8-4

0.90

0.91
1.0

1.0.2
1.1.0

1.2.0

1.21

1.3.0

1.3.1

1.3.2

1.4.0

1.41
1.4.2

1.4.3

The initial release, with only a few functions like IP over UDP, and only one
encryption mechanism

More encryption mechanisms added

TLS-based authentication and key exchange added
First manual page

Bugfixes and improvements, especially for rpm-based systems like Redhat

Extended support for TLS/SSL

Traffic shaping added

First OpenBSD port

Extended replay protection makes OpenVPN more secure
Further improvement of Documentation (manpage)

Options for automatic configuration of a OpenVPN network
Inactivity control features

Configuration file support added

SSL/TLS as background process—Ilonger keys are possible
Various ports added/improved (Solaris, OpenBSD, Mac OSX, x64)
Website improved, including "howto"

Installation without automake possible

Binary RPM files for installation on Redhat-based systems provided
Intensive improvements on signal handling and key management on restart
Support for dynamical changes in incoming packages (like dynamic IPs)

Added support for identity downgrade after installation—OpenVPN can be run
as non-privileged user

"Housekeeping Releases": Bugfixes, minor improvements, and new features;
works now with OpenSSL 0.9.7 Beta 2

NetBSD port

Support for inetd/xinetd instantiation under Linux

Simple building of SSL/TLS certificates added (easy-rsa script)
Support for IPv6 over TUN added

Improvement of replay protection (security)
Numerous budfixes, improvements, and additions

Improved support for kernel 2.4

First beginnings of Windows port (but still missing Windows kernel driver)
Gentoo init script

Bugfix release
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Date Version Important features/changes

2003-11-20 1.5.0 Certificate revocation lists
E::g 14 TCP support
versions Port to Windows 2000 and XP, including Win32 installer
before Increased sanity checks in configuration parameters
that) Proxy support added

Extended routing functions (like redirect gateway)
Improved TLS support, extended key and cipher features

2004-5-9 1.6.0 SOCKS proxy support
(including Various improvements on Windows networking behavior—Dynamic Host
4 release Configuration Protocol (DHCP)
candidates ) )
and 7 beta  Various bugfixes
versions)

OpenVPN Version 2

Parallel to the improvement and development of OpenVPN version 1, the test bed for OpenVPN
version 2 was made in November 2003, and in February 2004, version 2.0-test3 initially prepared
the goal of a multi-client server for OpenVPN. This multi-client server is one of the most
outstanding features of OpenVPN today; several clients can connect to the VPN server on the
same port. On February 22, 2004, the two development branches 1.6-beta7 and 2.0-test3 were
merged and further development was continued in version 2's branch.

There were fewer than 29 versions labeled as "test" versions, 20 beta versions, and 21 release
candidates, until on April 17, 2005, OpenVPN version 2.0 could be released. This was only
possible because of the great number of developers contributing to the project, fixing bugs, and
improving performance and stability permanently.

The following list will give a brief overview of the new features added to OpenVPN version 2:

e  Multi-client support: OpenVPN offers a special connection mode, where TLS-
authenticated clients (that are not blacklisted on the CRL) are provided in DHCP-
style with IPs and networking (tunnel) data. This way, several tunnels (up to 128)
can communicate over the same TCP or UDP port. Obviously, a mode control switch
for activating server mode became necessary.

e Push/pull options: The Network setup of clients can be controlled by the server.
After successful setup of a tunnel, the server can tell the client (both Windows and
Linux) to use a different network setup instantaneously.

e A management interface (Telnet) is added.

e The Windows driver and software have been improved widely.
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Networking with OpenVPN

The modular structure of OpenVPN can not only be found in its security model, but also in the
networking scheme. James Yonan chose the Universal TUN/TAP driver for the networking layer
of OpenVPN.

The TUN/TAP driver is an open-source project that is included in all modern Linux/UNIX
distributions as well as Windows and Mac OS X. Like SSL/TLS it is used in many projects, and
therefore it is steadily being improved and new features are being added. Using the TUN/TAP
devices takes away a lot of complexity from OpenVPN's structure. Its simple structure brings
increased security compared to other VPN solutions. Complexity is always the main enemy of
security. For example, [Psec has a complex structure with complex modifications in the kernel and
the IP stack, thereby creating many possible security loopholes.

The Universal TUN/TAP driver was developed to provide Linux kernel support for tunneling IP
traffic. It is a virtual network interface, which appears as authentic to all applications and users;
only the name tunX or tapX distinguishes it from other devices. Every application that is capable
of using a network interface can use the tunnel interface. Every technology you are running in
your network can be run on a TUN or TAP interface too.

This driver is one of the main factors that make OpenVPN so easy to understand, easy to
configure, and at the same time so secure.

The following figure depicts OpenVPN using standard interfaces:

——tunX, tapX —» ﬁ VPN Software

Network (LAN)

=

Network Applications
Kernel Network Drivers

— pppX, dsIX—» Q Modem, ISDN

A TUN device can be used like a virtual point-to-point interface, like a modem or DSL link. This
is called routed mode, because routes are set up to the VPN partner.

A TAP device, however, can be used like a virtual Ethernet adapter. This enables the dacmon
listening on the interface to capture Ethernet frames, which is not possible with TUN devices. This
mode is called bridging mode because the networks are connected as if over a hardware bridge.

Applications can read/write to this interface; software (the tunnel driver) will take all data and use
the cryptographic libraries of SSL/TLS to encrypt them. The data is packaged and sent to the other
end of the tunnel. This packaging is done with standardized UDP or optional TCP packets. UDP
should be first choice, but TCP can be helpful in some cases. You are almost completely free to
choose the configuration parameters like protocol or port numbers, as long as both tunnel ends
agree on the same figures.
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OpenVPN listens on TUN/TAP devices, takes the traffic, encrypts it, and sends it to the
other VPN partner, where another OpenVPN process receives the data, decrypts it, and
hands it over to the virtual network device, where the application might already be
waiting for the data.

As far as I know, there is no other VPN Software that enables VPN partners to transmit. This
concept offers overwhelming possibilities:

e  Broadcasts needed for browsing Windows networks or for LAN Games

e  Non-IP packets like IPX and almost anything possible in your LAN sent over the
VPN to the other side

And since OpenVPN uses standard network packets, NAT is no problem either. A host in the local
net in Sydney with a local IP can start a tunnel to another host in the local net in London; which
also is equipped with a local IP only.

But there's more. Because the network interface is standardized Linux network interface (either
TUN or TAP), anything possible on an Ethernet NIC can be done on VPN Tunnels:

e  Firewalls can restrict and control the traffic.

e  Traffic shaping is not only possible, but it is also a feature that OpenVPN brings with it.

Also, if you want to use DSL lines with frequent reconnects and dynamically assigned IPs,
OpenVPN will be your first choice. The reconnect is much faster than that of any other VPN
software we have tested; a Windows terminal server or SSH session does not terminate while one
of the VPN partners changes its IP; the session just freezes for some seconds and then you can
continue. Can your VPN accomplish that?

OpenVPN and Firewalls

OpenVPN works perfectly with firewalls. There are a few VPN solutions that can claim to have a
similar firewall support, but none can offer the same level of security.

What is a firewall? There is a famous and simple definition: A firewall is a router that does not
route. If you consider this not very helpful, here is a more refined definition:

A firewall is a router that routes only selected Internet data. Firewall rules define how to handle
specific data and traffic.

Firewalls can be devices or software on PCs, servers, or on other devices. A firewall takes care of
the data received and has a closer look on it. Modern firewalls are so-called packet filtering, stateful
inspection firewalls. Depending on the OSI layer it is operating in, the firewall can pass decisions
based on the data found in the headers of the packets or application data. Packet filtering firewalls
usually operate by reading the IP data header; stateful inspection is a mechanism to remember
connection states. In this way, internal networks can be protected from external networks, and while
Internet connections initiated from the inside can be allowed, all unwanted, unauthorized connections
from outside can be rejected. At the same time, incoming data requested by a member of the local net
is passed through (because the firewall remembers the state of the request).
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Under Linux, most firewalls are based on the program iptables. This is a user-space interface to the
Linux kernel's netfilter firewall functionality, and offers everything modern firewalls should.
Probably the best way to protect your LAN is by writing a set of iptables rules with a shell script.
However, the usability of such a script is not perfect. Most administrators want a Graphical User
Interface (GUI) for firewall control, and all hardware firewalls offer this. An outstanding project
for this purpose and Linux (iptables) firewalls is the Shorewall (Shoreline Firewall) project. It
integrates into the Webmin suite—a web-based front end to administer Linux systems from a
browser. The Shorewall project has written a guideline about integration of OpenVPN tunnels into
Shorewall and more at http://www.shorewall.net/OPENVPN.html.

IPCop is a promising standalone, easy-to-configure Linux firewall system also equipped with a
professional GUI. Standardized installation, simple structures, and modular add-ons make this a
fast-growing project. Several companies are developing hardware devices based on IPCop, and the
open-source project Zerina deals with the integration of OpenVPN: http://home.arcor.de/
u.altinkaynak/openvpn.html.

Configuring OpenVPN

Up to now you have seen that OpenVPN has a secure and easy-to-use security approach and
a flexible networking model. Consequently, a very simple configuration syntax and good
documentation characterize OpenVPN's user interface. Configuration is done by editing a simple
text file; the syntax is the same on every operation system. Here is an example of a simple
configuration file with 13 lines:

remote feilner-it.dynalias.net

float

dev tun

tun-mtu 1500

ifconfig 10.79.10.1 10.79.10.2

secret my_secret_key.txt

port 5050

route 10.94.0.0 255.255.0.0 10.79.10.2

comp-1zo

keepalive 120 600

resolv-retry 86400

route-up "/sbin/firewall restart"

log-append /var/log/openvpn/ultrino.log
A command-line interface allows you to start temporary tunnels at your will, which is very useful
when you're testing setups. The same parameters as in the configuration file are added to the

command line, and the tunnels are started.

In the so-called server mode, OpenVPN can push various configuration data to the clients through
the tunnel. Multiple tunnels can be run on one singular port, either UDP or TCP. OpenVPN can be
tunneled through firewalls and proxies, if they allow HTTPS connections, and the server can tell
the client to use the tunnel as default route to the Internet.

This offers a huge variety of possibilities; you can have your field workers open only one port to
whatever network they are connected to. This is the port OpenVPN uses to connect to your
company's VPN server. Once connected, all Internet traffic from this laptop is routed via the
network of the company the VPN tunnel is connected to. In this way your company's firewall can
also protect the road warriors. A road warrior is a member of a company (or a company's network)
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who is working outside of the company's walls and connects to the network frequently via
different connections. A typical road warrior may be a salesman or saleswoman with his or her
laptop, who needs to access the company's resources from his or her customer's network.

Problems with OpenVPN

OpenVPN has a few weaknesses:

e Itis not IPsec compatible, and IPsec is the standard VPN solution. Lots of devices
like Cisco or Bintec routers use IPsec and can connect to applications of other
manufacturers or software IPsec clients. At least they should be able to, because in
practice many manufacturers tend to develop their own proprietary extensions to IPsec,
which make their implementations practically incompatible with other [Psec devices.

e  There are only a few people who know how to use OpenVPN, especially in difficult
scenarios (though such are rare). So if you read on you can acquire a precious qualification.

e There is no working GUI for administration (but there are some promising projects).

e Today, you can only connect to other computers. But this is changing; there are some
companies working on devices with integrated OpenVPN clients.

As you can see, the main weaknesses of OpenVPN are incompatibility to [Psec and lack of public
knowledge about its features and hardware manufacturers. The first will probably never change,
because the architectures differ too much, but the latter is already changing.

OpenVPN Compared to IPsec VPN

Even though IPsec is the de facto standard, there are many arguments for using OpenVPN. If you
want to convince your management about why your branches should be connected through
OpenVPN instead of IPsec VPN, the following table can help your argument (points preceded by
"+" are advantages and points preceded by "-" are disadvantages):

IPsec VPN OpenVPN
+ The standard VPN technology - Still rather unknown, not compatible with IPsec
+ Hardware platforms (devices, appliances) - Only on computers, but on all operating systems.

Exception are devices, where embedded UNIXs are
running like OpenWrt and similar

+ Well-known technology - New technology; still growing and rising

+ Many GUIs for administration - No professional GUI; however, there are some
interesting and promising projects

- Complex modification of IP stack + Simple technology

- Critical modification of kernel necessary + Standardized network interfaces and packets

- Administrator privileges are necessary + OpenVPN Software can run in user space, and can

be chroot-ed

- Different IPsec implementations of different + Standardized encryption technologies
manufacturers can be incompatible
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IPsec VPN OpenVPN

- Complex configuration, complex technology + Easy, well-structured, modular technology,
easy configuration

- Steep learning curve for newbies + Easy to learn, fast success for newbies

- Several ports and protocols in firewall necessary + Only one port in firewall necessary

- Problems with dynamic addresses on both sides + DynDNS works flawlessly, faster reconnects

- Security problems with IPsec technologies +SSL/TLS as industry-standard cryptographic layer
+ Traffic shaping
+ Speed (up to 20 Mbps on a 1Ghz machine)
+ Compatibility with firewalls and proxies

+ No problems with NAT (both sides can be in
NATed networks)

+ Possibilities for road warriors

Probably the best argument is that you can use both VPN solutions in parallel, at least if you're
using Linux or a Linux-based application. Due to the different approaches to networking, there are
no conflicts between the two systems.

Sources for Help and Documentation

If you want to learn more about OpenVPN (I bet you will), there are numerous resources in the
Internet. Websites, mailing lists, forums, and private pages of OpenVPN fans can be found in
abundance. Google finds more than three million hits for "open vpn". This list of course cannot be
complete, but here you will find links to websites that were helpful to me when I started using
OpenVPN and where I still look for help today.

The Project Community

OpenVPN project has its own website, including downloads of new versions and updates,
documentation, howtos, mailing lists, and links to various VPN-related pages. A project page can
hardly be better than that of OpenVPN. You'll find it at http://openvpn.net/.

The most important source of help is the mailing lists: http://openvpn.net/mail.html.

Since we are using SSL/TLS for encryption purposes, you certainly want to understand this
toolkit. The SSL/TLS Cryptographic libraries website provides detailed documentation and
mailing lists, which can be found at http://www.openss1.org/.

The website of the TLS Charter by the TLS Working Group provides a list with many related
RFCs and Internet drafts you might consider helpful: http://www.ietf.org/html.charters/
tls-charter.html.
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The Universal TUN/TAP driver can be downloaded from the following page:
http://vtun.sourceforge.net/tun/. Nevertheless, this should not be necessary, since every
modern distribution (and kernel) should have this feature built-in. But the FAQ of this project may
be helpful for various questions.

Documentation in the Software Packages

If you install OpenVPN from the binary packages for your distribution, you will have the standard
documentation in the following directories:

Distribution Path to Documentation

Debian /usr/share/doc/openvpn

SuSE /usr/share/doc/packages/openvpn
Redhat /usr/share/doc/openvpn-2.0
Windows only online Documentation

Other distributions may have different locations; check your package management system for
details. RPM-based systems give a list of all files belonging to a specific package when you type
"rpm -q1 openvpn" as super user. Debian-based systems (like Ubuntu) should give the same
information when root enters "dpkg -L openvpn". Simply replace openvpn with the name of the
package you installed.

The source code package (tarball) contains several READMEs and documentation files. Just
browse through the directories where you extracted OpenVPN to. And if you're interested, have a
look in some of the source code files; the developer comments can be a great help to understand
the depths of the software!

Summary

OpenVPN offers great possibilities; especially the networking concept allows very transparent
setups with firewalls or in road warrior configurations. James Yonan, the founder has made very
good decisions when trusting the TUN/TAP network drivers and the SSL/TLS libraries. Open VPN
was first published in 2001; version 2 came out in 2005 and offers much more advanced features
than the versions before. Multi-client support, the Windows version, and the push/pull options are
only some of its features. OpenVPN is easy to configure and has only a few weaknesses, the most
serious of which is its incompatibility to IPsec by design. But to name this a weakness is a tough
verdict, if it is compared to IPsec as done in this chapter. IPsec still is the standard, but Open VPN
has much more features at a much better security level.
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Installing OpenVPN

Installing OpenVPN is easy and platform independent. In this chapter we will install it on
Windows, Mac OS X, different Linux versions, and FreeBSD. Furthermore, we will compile the
source code provided by the OpenVPN project and enable the required network support in your
kernel for the TUN/TAP devices. We will start with the graphical installation under Windows,
Mac OS X, and SuSE, and finish with building our own OpenVPN version from the source code,
including hints for the configuration of an individual kernel.

Prerequisites

Some prerequisites have to be fulfilled if you want to install OpenVPN on your system. Windows
users must use Windows 2000 or XP; Mac OS X is required on Apple platforms. This is all that is
required for these operating systems, but Linux/UNIX systems must meet the following demands:

Your system must provide support for the Universal TUN/TAP driver:

The kernels newer than version 2.4 of almost all modern Linux distributions provide
support for TUN/TAP devices. Only if you are using an old distribution or if you have
built your own kernel, will you have to add this support to your configuration. The
section of this chapter Enabling Linux Kernel Support for TUN/TAP Devices, deals with
this problem. This project's website can be found at:
http://vtun.sourceforge.net/tun/.

OpenSSL Libraries have to be installed on your system:

I have not encountered modern Linux/UNIX systems that do not meet this requirement.
However, if you want to compile OpenVPN from source code, the SSL development
package may be necessary. The website is: http://www.openss1.org/.

The Lempel-Ziv-Oberhumer (LZO) Compression library has to be installed:

Again, most modern Linux/UNIX systems provide these packages, so there won't be any
problem. LZO is a real-time compression library that is used by OpenVPN to compress
data before sending. Packages can be found on http://openvpn.net/download.html,
the website of this project is: http://www.oberhumer.com/opensource/1zo/.
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Most Linux/UNIX systems' installation tools are able to solve these so-called dependencies on

their own, but it might be helpful to know where to get the required software.

Obtaining the Software

Basically, installation of OpenVPN can be done in one of the following ways:
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e For Microsoft Windows operating systems, you have to download the binary .exe
file from http://openvpn.net/download.html or the package containing a
graphical user interface from http://openvpn.se/.

e On Macintosh systems running Mac OS X, there is a graphical installation wizard
and management tool called Tunnelblick.

e Most commercial Linux systems, like SuSE, provide installation tools like Yet
Another Setup Tool (YaST) and contain up-to-date versions of OpenVPN on their
installation media (CD or DVD). Furthermore, systems based on RPM software can
also install and manage OpenVPN Software at the command line.

e Linux systems like Debian use sophisticated package management tools that can
install software provided by repositories on web servers. No local media is needed;
the package management will resolve potential dependencies itself and install the
newest or safest possible version of OpenVPN.

e  FreeBSD (like other BSD-style systems).

e Like all open-source projects, OpenVPN source code is provided for download.
These compressed tar.gz or tar.bz2 archives can be downloaded from
http://openvpn.net/download.htm] and unpacked to a local directory. This source
code has to be configured and translated (compiled) for your operating system.

e You can also install unstable, developer, or older versions of OpenVPN from
http://openvpn.net/download.html. This may be interesting if you want to test
new features of forthcoming versions.

e Daily (unstable!) OpenVPN source code extracts can be obtained from
http://sourceforge.net/cvs/?group_id=48978. Here you find the Concurrent
Versions System (CVS) repository, where all OpenVPN developers post their
changes to the project files.

Please note that all OpenVPN versions not tagged as stable should never be used in the
production environment. There may be security issues and bugs that cause the code to
crash or open your complete network to intruders. The stable versions have been tested
for stability and security flaws and will not be published as stable until they meet the
developer team's requirements.
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Installing OpenVPN on Windows

If you want to install OpenVPN on Windows, you have to make a choice before downloading.
You can install the original OpenVPN Software from http://openvpn.net/download.html or
(this is my preferred suggestion) install the OpenVPN GUI from http://openvpn.se/. This
package contains the OpenVPN Software plus a GUI to bring up or close down tunnels.
Especially, if you set up an OpenVPN client—be it a laptop or desktop PC of a home worker,
which is only connecting temporarily to your VPN—the Windows user will want to have an
easy-to-use, clickable interface. However, if you do not want the users to interact with the VPN
tunnels, the original OpenVPN Software will do.

OpenVPN can be run as a service on the Windows PC, which means it is started automatically on
startup. It can be configured to enable the tunnel automatically or forced by a click of a mouse.
The installation is pretty straightforward and should not pose any problem to the experienced
Windows user. The following sections give you a guided installation process.

If you are prompted that the driver has not passed Windows Logo testing, click on Continue anyway.

Downloading and Starting Installation

Download the newest version of the OpenVPN GUI from http://openvpn.se/ to your local
drive. Log in as administrator or privileged user and double-click on the downloaded file to start
the setup wizard. If you are using a desktop firewall, you will be prompted to allow OpenVPN
being installed and connecting to the Internet later.

iix Open¥PN 2.0.2-gui-1.0.3 Setup !EE

Welcome to the OpenVPN Setup
Wizard %

This wizard will guide vou through the installation of:
OpenyPM - an Open Source YPM package by James Yonan,

OpenyPM GUI - & Graphical User Interface for OpenyPM by
Mathias Sundman

Iy Certificate Wizard - A tool to create a certificate request
by Wlada Macek

Mote that the Windows version of OpenyPM will only run on
Win 2000, %P, or higher.

Mexk = I Cancel |

The OpenVPN GUI installation wizard, probably the most convenient way to install OpenVPN on
Windows, is started. Click on Next to proceed.
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OpenV¥PN 2.0.2-gui-1

0.3 Setup

License Agreement
Plzase review the license terms before installing OpenyPN

Press Page Down to see the

2.0.2-gqui-1.0.3,
rest of the agreement. %

(plus OpenyPM GUL and My

(OpenyPM (TM) -- An Open Source YPM daemon

(Copryright (C) 2002-2005 OpenyPM Solutions LLC <info@openywpn.net:=

This distribution contains multiple components
of different authors. Some of the components
Fall under different licenses.
or any of the bundled components enumerated

If vou accept the terms of the agreement, click I Agree ko continue, You must accepk the
agreement ko install OpenYPM 2.0, 2-gui-1.0.3.

Certificate Wizard)

By using CpenyPh

|

[Hullsaft Installl Sy stenm vE. 08

= Back I 1 Agree I

Caniel |

Even though OpenVPN and the OpenVPN GUI are completely available under the open source
General Public License (GPL), you have to accept a license agreement. You should read the license
to make sure that your planned use of OpenVPN conforms to it. Click on | Agree to proceed.

Selecting Components and Location

The next dialog window offers a choice on the OpenVPN components you may want to install.
Thus the standard selection of components makes sense in almost all cases.

Chooze Components

Choose which Features of OpenyPM 2,0.2-gui-1.0.3 you wank ko
install,

Select components to install:

Space required: 2.0ME

[ullsaft Install System w2, 08

Select the components ko installfupgrade. Stop any OpenYPM or OpenYPM GUI processes or
the OpenyPM service i it is running.

CpenyPM R34 Certificate Management Scripks
OpenyPH GLT

AukaSkart OpenyPM GUT

[ my Certificate wizard

[ Hide the TaP-win32 wirtual Ethernet Adapter

ol -
i Description

Bositicn yEur mouse ayer & cormpanent b see £
description,

Cancel

< Back I Mext = I
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In this dialog, you have several options to choose from. Even if you normally don't need to make
changes here, the following table gives an overview of the entries and when you should install
which feature. The Client Install is a system that only connects to another OpenVPN system,
whereas the Server Install is an OpenVPN system that allows incoming connections.

Add Shortcuts to Start Menu

every user's command line

Shortcut to start menu

Option Feature Client Install  Server Install
OpenVPN User-Space The OpenVPN program X X
Components
OpenVPN RSA Certificate easy-rsa for Windows X
Management Scripts
OpenVPN GUI The graphical user interface X
AutoStart OpenVPN GUI Link for auto start X
My Certificate Wizard Certificate requests for a X
certificate authority
Hide the TAP-Win32 VEA Interface is not shown in network
setup
OpenVPN Service Configure OpenVPN as a service X
OpenVPN File Associations Configuration files (*.ovpn) are X X
associated with OpenVPN
OpenSSL DLLs Dynamic link libraries X X
TAP-WIN32 VEA Virtual network interface X X
Add OpenVPN to PATH Openvpn.exe is in the path of X X

Newer versions also include the OpenSSL Utilities option.

As you can see, the only differences are the RSA Management and the option to run OpenVPN as a
service. Both can be configured with different means, like the configuration file, the Windows
system management, or software like xca that we will use to generate and administer certificates.

Press Next to continue installation.
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penVPN 2.0.2-gui-1.0.3 Setup !EH

Choose Install Location
Choose the Falder in which ko inskall OperPN 2.0.2-qui-1.0.3,

Setup will install OpenyPM 2.0,2-gui-1.0.3 in the Following Folder, To install in a different
Folder, click Browse and select another Folder. Click Install to skart the installation,

Browse, .. |

"Destination Folder

Space required: 2,.0ME
Space available: 2,.5GE

Iullsaft Install Systen «&2, 05 I

< Back I Install I Cancel I

Now you have to select an installation directory for OpenVPN. The standard installation path of
OpenVPN under Windows is C:\Program Files\OpenVPN, and this should work fine in almost any
case. However, you can set this path as you please. After clicking on Install, the installation
process is started.

Finishing Installation

While OpenVPN is installing, you can read its output in the installation window and follow the
creation of folders, files, and shortcuts and the installation of drivers (TAP) for networking.

4i» OpenVPN 2.0.2-gui-1.0.3 Setup !EE

Installing

Please wait while OpenPM 2.0.2-qui-1.0.5 is being installed.

TAP-Win32 REMOYE OLD TAP

Extract: tapinstall exe,.. 100% d
Oukput Folder: C:\Program Files\OpenvPridriver

Exktrack: tap0801, sys,., 100%

Extract: OembwinZk.inf... 100%

Create folder: C\Documents and SettingsimfeilneriStart MenulPrograms|OpenyPh
Create shortout: ChDocuments and SettingsimfeinertStart Menu\Programs\OpenyvP...
Create shortcut: CiDocuments and SettingsimfeiinertStart MenuiProgramsiOpenyP. ..
Create shortcut: CiDocuments and SettingsimfeiinertStart MenuiProgramsiOpenyP. ..
Create shortcut: Ci\Documents and SettingsimfeilnertStart Menu\Programs\OpenyP...
tapinstall hwids returned: 0

TAP-Win32 REMOVE OLD TAP

Mo devices removed,

Tullsaft Install System vz, 06

= Back | Nexl‘t> | ance]
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If you've made it so far, you have successfully installed OpenVPN on your Windows system. If
you want to read the Readme file (as of September 2005 this is pretty poor and contains only a
link to the website), activate the checkbox Show Readme before you click Finish.

#» OpenVPN 2.0.2-gui-1.0.3 Setup N !EE

Completing the OpenVvPN
2.0.2-qui-1.0.3 Setup Wizard

CpenyPM 2.0.2-gui-1.0.3 has been installed on your
computer,

Click Finish to close this wizard,

[ Show Readrme

= Back I Finish I Cancel I

Testing the Installation—A First Look at the Panel Applet

After the installation of Open VPN GUI, OpenVPN is started and a panel applet is created. In the
following screenshot, it is the icon close to the left:

R R 521 e |

This applet provides a convenient method for Windows users to control and configure (partly)

OpenVPN. However, as there is no interface for configuration as yet, the configuration file can
only be edited using an editor. And until a first configuration is created, the context menu may
look rather poor. Right-click on the panel applet:

Prozxy Settings

Abouk
E:ik
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Once you have configured a first connection, this menu will be populated with new entries. With
the entries Connect and Disconnect you can start and stop the configured tunnels.

Conneck
Discanmneck
Shiaw Status

View Log
Edit Canfig
Change Password

Procey Settings

About

Installing OpenVPN on Mac OS X (Tunnelblick)

Of course there is also OpenVPN software for Mac OS X. Its name is Tunnelblick, which is free
open-source software, released under the BSD license, and it contains a graphical installation
wizard. You can download it from http://www.tunnelblick.net/. Tunnelblick comes as a disk
image file including the command-line application (by the OpenVPN project) and the Tunnelblick
GUI for Macintosh computers.

If you need more detailed information on installing and uninstalling Tunnelblick, the online
readme http://www.tunnelblick.net/README. txt file is the best place to look first. It contains a
full list of files that are installed on your system. For version 3.0 these files are:

/System/Library/Extensions/tap.kext

/System/Library/Extensions/tun.kext

/System/Library/StartupItems/tap

/System/Library/StartupItems/tun

/usr/local/sbin/openvpn

/usr/local/sbin/openvpnstop

/usr/local/sbin/openvpnstart

/Applications/Tunnelblick.app

To uninstall Tunnelblick from your system, you just need to remove these files and reboot
your machine.

But before that, let's install Tunnelblick. The installation is started simply by double-clicking on
the file Tunnelblick-Complete.mpkg to start the installation wizard.
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Tunn=lblck Tiger

Pataages READMC s Tunrelbiick-
Complete.mpky

5 Ukgekie, 1.1 ME verfugtar

An installation wizard will guide you through five steps. Simply choosing the installation location
and typing and the wizard will solve all questions for you. The file README.txt contains
information on installing, uninstalling, and configuration of OpenVPN with special regards to
Macintosh and OS X 10.3 or later.

Testing the Installation—The Tunnelblick Panel Applet

After installation, you will find the Tunnelblick icon in the system tray of your panel:
= wed 1019 PM il ©

Connect

Edit Config File...

Quit
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If you select the menu entry Edit Config File, you will be presented the standard configuration file
in a text editor:

ene _’| openvpn.conf

# Sample client—side OpenWPN 2.8 config file #

# for connecting to multi-client server. #

#

# Thizs configurotion con be uzed by multiple #

# clients, however each client should have  #

# its own cert ond key files. #
#
#

#
# 0n Windows, wou might want to rename this
# file =0 it has o .ovph extension

# Specify that we are o client and that we
#Fwill be pulling certain config file directives
# from the server.

client

# Uze the zome setting as you ore using on
# the server.

# 0n most systems, the YPN will not function
# unless you partially or fully disable

# the firewall for the TUN/TAP interface.
ydey top

dev tun

# Windows needs the TAP-Win3Z odapter name
# from the Network Connections panel

# if you have more than one. On =P 3PZ2,

# vou may need to disable the firewall

# for the TAP odapter.

If you need more information on OpenVPN on Macintosh, the following links are good places to visit:

e Detailed installation instructions for Mac OS 10.3:
http://www.helsinki.fi/atk/english/hy-ppp/hy-vpn/hy-vpn-mac.html

e Homepage of the Tunnelblick OpenVPN GUI for Macintosh:
http://www.tunnelblick.net/

Installing OpenVPN on SuSE Linux

Installing OpenVPN on SuSE Linux is almost as easy as under Windows or on the Mac. Linux
users may say that it is even easier. On SuSE Linux almost all administrative tasks can be done
using the administration interface YaST. OpenVPN Software can be installed completely with
YaST. The people distributing SuSE have always tried to include up-to-date software in their
distribution and thus the installation media of SuSE 9.3 already contains version 2.0 of OpenVPN.
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Using YaST to Install Software

Start YaST. Under K Desktop Environment (KDE—the standard desktop under SuSE Linux),

you will find YaST in the main menu under System | YaST. If you are logged in as a normal user,
you will be prompted to enter your root password and confirm the same. The YaST control center

is started.

Software

D

L2

Hardware

System

Network Devices

Network Services

Securty and Users

Help

Search |

@ Online Update
(Suseé
Change Source of Installaton
f"’“ Installation inta Directary far
L XEN

E) Patch CD Update

Close

4

This administration interface consists of many different modules, which are represented by

symbols in the right half of the window and grouped by the labels on the left. After starting YaST,

click on the symbol labeled Install and Remove Software to start the software management

interface of YaST.
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File Package Extras Help

Filter:  Search W Package | Summary Sae

Create VPN over Wireless and Ethernet Networks using a Tun ... 627.2 kB |

Search:

|apenvpn v

~Search in
X Name

X/ Summary |
Description
Provides

Reguires

Search Mode: t‘l ‘I' |
Contams -

Description Jechnical Data Dependences Versions

Case Sensitive

openvpn - Create VPN aver and E using a Tun Device

Create VPN over wireless and ethernet networks using a tun device.

i MName  Disk Usage Used Free Total
| [ ]s0% 2.82GB 7059 MB 3.51GB

Chack D

'l Cancel Accept

The software management tool in YaST is very powerful. Under SuSE, data about installed and
installable software is kept in a database, which can be searched very comfortably. Select the entry
Search in the drop-down list Filter: and enter openvpn in the Search field. YaST will find up to
two entries that match your search value: openvpn and openvpn-devel. The first package is the one
containing the OpenVPN Software. The second package provides software for developers who
want to program with OpenVPN and may only be available if you have online installation sources
in your setup. Select the entry openvpn by checking the box beside the entry in the first column. If
you want to obtain information about the OpenVPN package, have a look at the lower half of the
right side—here you will find the software Description, Technical Data, Dependencies, and more
information about the package you selected.

Click on the button Accept to start the OpenVPN installation.
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Nt —

Please wait while packages E“! Paclugo Installation

are installed

Media | Sie Packages | Time Ramaining:

cD1 Done

openvpn-2.0 (627.21 KB) -- Create VPN over Wireless and Ethernet Netwarks using a Tun Device

openvpn-2.0 (627.21 KB)

R MR

I Abort i |

Put your CD or DVD in your local drive. YaST will retrieve the OpenVPN files from your
installation media. If you have configured your system to use one of SuSE's web/FTP servers
for installation, then this might take a while. The files are unpacked and installed into your
system and YaST updates the configuration. This is managed by the script SuSEconfig and
other scripts called by it.

SuSEconfig and YaST once were very infamous for deleting local configuration created by the
local administrator or omitting relevant changes. This problem was only relevant on updating and
re-installing software previously installed. The latest SuSE versions, however, have proven very
reliable and the system configuration tools never delete configuration files you have added
manually. Instead, the standard configuration files installed with the new software package may be
renamed to <fiTle>.rpmnew or similar and your configuration is loaded.
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Ve G T o=

St et

SufEsont g MUst wilte the [ Writing the system configuration
configuration of your SUSE =
LINUX system. Dependng
on the CPU and the amount
of memary, this process can
take some hme

Setting up linker cache
Running SuSEconfig automake
Running SuSEconfg deskiop-file-ulis
Running SuSEconfig fonts
Running SuSEconfig groff
Running SuSEconfig.gtk2
Running Su5Econfig.guile
Running SuSEconfig mdn
Running SuSEconfig spell
Running SuSEcanfig kde
Runnng SuSEconty kdm3
Running SuSEconfg libami2
Running SuSEconfig news
Running SuSEconfig pango

Progress

L — |

In the screenshot above, you see SuSEconfig calling several helper scripts and updating your
configuration. After successful software installation, you are prompted if you want to install more
packages or exit installation. Click the Finish button.

Install more packages?

Finsh

Installing OpenVPN on Redhat Fedora Using yum

If you are using Redhat Fedora, the Yellow dog Updater, Modified (yum) is probably the easiest
way to install software. It can be found on http://Tinux.duke.edu/projects/yum/ and provides
many interesting features like automatic updates, solving dependency problems, and managing
installation of software packages.

Even though OpenVPN installation on Fedora can only be done on the command line, it still is a
very easy task. The installation makes use of the commands wget, rpm, and yum.
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e wget: A command-line download manager suitable for ftp or http downloads.

e rpm: The Redhat Package Manager is a software management system used by
distributions like SuSE or Redhat. It keeps track of changes and can solve
dependencies between programs.

o yum: This provides a simple installation program for RPM-based software.

To use yum, you have to adapt its configuration file as follows:

Log in as administrator (root).
2. Change to Fedora's configuration directory /etc.
Save the old, probably the original, configuration file yum. conf by renaming or

moving it. You can use commands like mv yum. conf yum.conf_fedora_org to
accomplish this.

4. The website http://www.fedorafaq.org/ provides a suitable configuration file for
yum. Download the file http: //www.fedorafaq.org/samples/yum.conf using wget.
The command-line syntax is wget http://www.fedorafaq.org/samples/yum.conf.

5. At the same site a sophisticated yum configuration is available for download. Install
this as well: rpm -uvh http://www.fedorafaq.org/yum

The following excerpt shows the output of these five steps on the system:

[root@fedora ~]# cd /etc
[root@fedora etc]# mv yum.conf yum.conf.org
[root@fedora etc]# wget http://www.fedorafaq.org/samples/yum.conf
--11:33:25-- http://www.fedorafaq.org/samples/yum.conf
=> yum.conf'
Resolving www.fedorafaqg.org... 70.84.209.18
Connecting to www.fedorafaq.org[70.84.209.18]:80... connected.

HTTP request sent, awaiting response... 200 OK
Length: 595 [text/plain]
100%[
>] 595 --.--K/s

11:33:25 (405.20 KB/s) - “yum.conf' saved [595/595]

[root@fedora etc]# rpm -uvh http://www.fedorafaq.org/yum

Retrieving http://www.fedorafaq.org/yum

Preparing. .. HHRHHBH BB BB BB B BB HHBHHRHHRHRR B R R BB AR 44 [100%]
1:yum-fedorafaq HERHHHRBHHHHRHHHHRRH AR HHHRRH AR [100%]

[root@fedora etcl#

The rest of OpenVPN installation is very simple. Just enter yum install openvpn in your root shell.
Now yum will start and give you a lot of output. We will have a short look at the things yum does:

[root@fedora ~]#yum install openvpn
Setting up Install Process
Setting up repositories

Tivna 100% | | 951 B 00:00
updates-released 100% | | 951 B 00:00
base 100% | | 1.1 kB 00:00
extras 100% | | 1.1 kB 00:00
Reading repository metadata in from Tocal files

primary.xml.gz 100% | | 127 kB 00:00
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Tivna L HARHRBHAHRHHHHRRHH ARG H AR R RS AR R # 44 380/380
Added 380 new packages, deleted 0 old in 1.36 seconds
primary.xml.gz 100% | | 371 kB 00:00

updates-re: ######H#HHHHHHHHHHSHSREREH R HHHHHHHAAAAAAAAAAAHE 1053 /1053
Added 0 new packages, deleted 13 old in 0.93 seconds

yum has set up the installation process and integrated online repositories for installation of
software. This feature is the reason why Fedora does not need a URL source for installing
OpenVPN. The repository metadata contains information about location, availability, and
dependencies between packages. And resolving dependencies is yum's next step:

Parsing package install arguments

Resolving Dependencies

--> Populating transaction set with selected packages. Please wait.

---> Downloading header for openvpn to pack into transaction set.
openvpn-2.0.2-1.fc4.i386. 100% | | 18 kB 00:00
---> Package openvpn.i386 0:2.0.2-1.fc4 set to be updated

--> Running transaction check

--> Processing Dependency: Tliblzo.so.1l for package: openvpn

--> Restarting Dependency Resolution with new changes.

--> Populating transaction set with selected packages. Please wait.

---> Downloading header for 1zo to pack into transaction set.
1z0-1.08-4.1386.rpm 100% | | 3.2 kB 00:00
---> Package 1z0.i386 0:1.08-4 set to be updated

--> Running transaction check

Dependencies Resolved

OpenVPN needs the LZO library for installation, and yum is about to resolve this dependency. In a

next step, yum tests whether this library has unresolved dependencies. This is not the case, and so
we are presented with an overview over the packages to be installed:

Package Arch version Repository Size
Installing:

openvpn 1386 2.0.2-1.fc4 extras 298 k
Installing for dependencies:

T1zo 1386 1.08-4 extras 59 k

Transaction Summary

Install 2 pPackage(s)
Update 0 Package(s)
Remove 0 pPackage(s)

Total download size: 357 k
Is this ok [y/N]:y

Confirm by entering y and press the Enter key. yum will start downloading the required packages.

Downloading Packages:

(1/2): 1z0-1.08-4.i386.rp 100% | | 59 kB 00:00
(2/2): openvpn-2.0.2-1.fc 100% | | 298 kB 00:00
warning: rpmts_HdrFromFdno: Header V3 DSA signature: NOKEY, key ID lac70ce6
public key not available for 1zo-1.08-4.1386.rpm

Retrieving GPG key from file:///etc/pki/rpm-gpg/RPM-GPG-KEY-fedora-extras
Importing GPG key Ox1AC70CE6 "Fedora Pre Extras Release <pre-
extras@fedoraproject.org>"

Is this ok [y/N]: y
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The RPM process that yum is using to install the software packages has encountered a missing
encryption key. This GPG key is used to control the authenticity of the packages selected for
installation. Confirm the import of this key from http://www.fedoraproject.org by entering y
and pressing the Enter key.

Key imported successfully

Running Transaction Test

Finished Transaction Test

Transaction Test Succeeded

Running Transaction

Installing: 1zo HHHAHHRBRAHAH R [1/2]
Installing: openvpn HRHHHHRHHHHRRHHAHRRHHHRRH [2/2]

Installed: openvpn.i386 0:2.0.2-1.fc4
Dependency Installed: 1z0.i1386 0:1.08-4
Complete!

[root@fedora etc]#

That's all. yum has downloaded, checked, and has installed OpenVPN and the LZO libraries.

Installing OpenVPN on RPM-Based Systems

On both SuSE and Fedora, there is another possible way to install OpenVPN. The command-line
interface rpm is available on all systems using the Redhat package management system. rpm is a
very powerful command that can install, remove, update, test, and query software packages.
Installing software with rpm is done in three steps:

1. Downloading the software
2. Testing installation and resolving dependencies
3. Installing the RPM files with the appropriate rpm command

Whenever you run into problems with RPM, its manpage is the best reference for all of its
abundant options.

The best place to look for the right version of OpenVPN under SuSE will be ftp://ftp.suse.com/.
Fedora RPMs can be obtained from Dag Wieers' site http://dag.wieers.com/packages/openvpn/.
The command-line extract in the following section shows the typical process of obtaining and
installing OpenVPN on SuSE 9.3, but this procedure will work in exactly the same way on Fedora or
any other RPM-based system.

Using wget to Download OpenVPN RPMs

Enter wget 'ftp://ftp.suse.com/pub/suse/i386/9.3/suse/1586/openvpn-2.0-5.i586.rpm’
on your SuSE system to download OpenVPN in version 2.0.5.

suse93:~/ # wget 'ftp://ftp.suse.com/pub/suse/i386/9.3/suse/i586/openvpn-2.0-

5.i586.rpm'
--09:17:50-- ftp://ftp.suse.com/pub/suse/i386/9.3/suse/i586/openvpn-2.0-
5.i586.rpm
=> “openvpn-2.0-5.7i586.rpm.1"'
Auflosen des Hostnamen »ftp.suse.com«.... 195.135.221.132
Connecting to ftp.suse.com|195.135.221.132|:21... verbunden.
Anmelden als anonymous ... Angemeldet!
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==> SYST ... fertig. ==> PWD ... fertig
==> TYPE I ... fertig. => CwD /pub/suse/1386/9 3/suse/i586 ... fertig.
==> PASV ... fertig => RETR openvpn-2.0-5.i586.rpm ... fertig.
Lange: 293,771 (287K) (unmaEgeb11ch)
100%[
>] 293,771 3.15K/s ETA 00:00
09:19:38 (4.10 KB/s) - “openvpn-2.0-5.i586.rpm' saved [293771]
suse93:~/ #

After downloading the file, you can use rpm to test the installation.

Testing Installation and Installing with rpm

One of the very interesting features of RPM is that you can test the installation of a specific RPM
file in a "dry run". This is done with the command: rpm -ivh --test openvpn-2.0.2-
0.1.1586.rpm. The options are simple:

e  -i stands for install.

e -v means verbose output.

e -h prints a progress bar.

e —-test lets RPM do a dry run to test installing the package.

In almost all cases you will receive the following output:

suse93:~ # rpm -ivh --test openvpn-2.0-5.i586.rpm
Prepgg1ng HtH#A# R R AR R R R [100%]
suse93:~ #

OK, rpm reports no errors, so we can install OpenVPN without the test switch:
suse93:~ # rpm -ivh --test openvpn-2.0-5.7586.rpm

Installing OpenVPN and the LZO Library with wget and
RPM
If your system is still missing the LZO library, our test-installation will fail. rpm reports an error,

already pointing you to the solution: We have to download the RPM and install it. Again, wget is a
good choice for this issue:

suse93:~ # wget 'ftp://ftp.suse.com/pub/suse/i386/9.3/suse/i1586/1z0-1.08-
107.1i586.rpm

A good idea may be creating a local directory and downloading both RPM files to this directory.

suse93:~ # mkdir openvpn-rpms

suse93:~ # cd openvpn-rpms

suse93:~/openvpn-rpms # wget

Eftp)//ftp suse.com/pub/suse/i386/9.3/suse/i1586/1z0-1.08-107.1586.rpm'

suse93:~/openvpn-rpms # wg
Eftp)//ftp suse. com/pub/suse/1386/9 3/suse/i586/openvpn-2.0-5.i586.rpm'

suse93:~/openvpn-rpms # rpm -ivh *rpm
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Preparing... ##t# SR [100%]
1:openvpn AR A [ 50%]
2:1z0 HEHHRH AR [100%]

suse93:~/openvpn-rpms #
As the last command shows, you can call RPM with wildcards and order it to install all RPM files
it finds in this directory at once.

RPM can also have a remote location for the package to be installed, but this only works if there
are no dependencies. Because this can only be checked after download, you may have to try
several times. This is why wget is the better choice in most cases.

suse93:~ # rpm -uUvh 'ftp://ftp.suse.com/pub/suse/i386/9.3/suse/i586/openvpn-
2.0-5.1586.rpm'

Using rpm to Obtain Information on the Installed OpenVPN
Version

You can use rpm to query the software database by adding options beginning with -q to
the command:

[root@fedora openvpnl# rpm -gqi openvpn

Name : openvpn Relocations: (not relocatable)
version 1 2.0.2 Vvendor: (none)

Release : 1.fc4 Build Date: Sat 27 Aug 2005
05:01:57 PM CEST

Install Date: Mon 29 Aug 2005 11:35:27 AM CEST Build Host:
hammerl.fedora.redhat.com

Group : Applications/Internet Source RPM: openvpn-2.0.2-
1.fc4.src.rpm

Size 1 632024 License: GPL

Signature : DSA/SHALl, Sun 28 Aug 2005 10:19:53 PM CEST, Key ID
82ed95041ac70ceb

URL : http://openvpn.net/

Ssummary : A full-featured SSL VPN solution

Description :

OpenVPN is a robust and highly flexible tunneling application that uses all
of the encryption, authentication, and certification features of the
openssL library to securely tunnel IP networks over a single UDP or TCP
port. It can use the Marcus Franz Xaver Johannes Oberhumer's LzO library
for compression.

[root@fedora openvpn]#

Whereas rpm -qi provides information about the installed version, rpm -q11 will print all files
that have been installed by this software package including their full path:

[root@fedora ~]# rpm -q1 openvpn

/etc/openvpn

/etc/rc.d/init.d/openvpn

/usr/1ib/openvpn

/usr/1ib/openvpn/plugin
/usr/1ib/openvpn/plugin/1ib
/usr/1ib/openvpn/plugin/1ib/openvpn-auth-pam.so
/usr/1ib/openvpn/pTugin/Tib/openvpn-down-root.so
/usr/sbin/openvpn

/usr/share/doc/openvpn-2.0.2
/usr/share/doc/openvpn-2.0.2/AUTHORS
/usr/share/doc/openvpn-2.0.2/COPYING
/usr/share/doc/openvpn-2.0.2/COPYRIGHT.GPL
/usr/share/doc/openvpn-2.0.2/INSTALL
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The following table shows the function of the most important directories and files of this list:

Full Path and File Installed by OpenVPN

Function

/etc/openvpn

/etc/init.d/openvpn
/usr/sbin/rcopenvpn
/usr/sbin/openvpn
/usr/share/doc/openvpn
/usr/share/man/man8/openvpn.8.gz

/usr/share/doc/openvpn/examples/sample-
config-files

4usr/share/doc/openvpn/examp1es/samp1e—
eys

/usr/share/doc/openvpn/examples/easy-rsa

/usr/share/doc/openvpn/changelog.Debian.gz
/usr/share/doc/openvpn/changelog.gz

/usr/share/openvpn/verify-cn
/usr/1ib/openvpn/openvpn-auth-pam.so
/usr/1ib/openvpn/openvpn-down-root.so

/usr/share/doc/packages/openvpn/suse

/usr/share/doc/packages/openvpn/suse/
openvpn.init

/var/run/openvpn

Directory containing configuration files
Start/stop script for services

The binary
Documentation files
Manual page

Example configuration files
Example keys and certificates

easy-rsa—a collection of scripts useful for
creating tunnels

Version history

verify-cn function (revoke command)
Libraries for PAM-Authentication and chroot
mode

SuSE-specific start/stop scripts

Process ID of the running OpenVPN process

Installing OpenVPN on Debian

Probably the easiest distribution on which to install OpenVPN is Debian. Just type apt-get
install openvpn, answer two questions, and OpenVPN is installed and ready to be used.

The Debian package management system is capable of solving all issues that might occur during the

installation. If your system is configured correctly, the automatic installation covers these steps:

The installation helper apt-get will find the software on the installation servers.

2. The helper will then download the chosen package and unpack it to your local system.

3. An interactive configuration script is executed, which configures your system and
the newly installed software for later usage with the parameters you enter.

The following code extract is the standard output of apt-get install openvpn on a Debian
system. This output may vary depending on your previous software selection, and in many cases

the LZO compression library will have to be installed. On some systems apt will install OpenSSL

libraries, but in most cases, apt-get is able to solve all problems for you.

58




Chapter 4

debian0l:~# apt-get install openvpn

Reading Package Lists... Done
Building Dependency Tree... Done
The following NEwW packages will be installed:
openvpn
0 upgraded, 1 newly installed, 0 to remove and 7 not upgraded.

Need to get 293kB of archives.

After unpacking 762kB of additional disk space will be used.

Get:1 http://ftp.uni-erlangen.de testing/main openvpn 2.0-4 [293kB]
Fetched 293kB in 1s (247kB/s)

Preconfiguring packages ..

Selecting previously deselected package openvpn.

(Reading database ... 9727 files and directories currently installed.)
Unpacking openvpn (from .../openvpn_2.0-4_7386.deb)

Setting up openvpn (2.0-4) ...

Restarting virtual private network daemon:.

debian01:~#

During this process, you will be prompted to answer the following two questions:

You have to allow apt to create a TUN/TAP device for use by OpenVPN Software. If
you select No, your tunnels will not be created and your tunnel software won't work.

ebian Configuration

Configuring openupn |

If you accept here, the package will make a special device called rdeusnetstun for
openvpn’s use. If you refuse, the device won't be made now. Read README.Debian for details
on how to make it. If you are using devfs refuse here.

Would you like a TUN-TAP device to be created?

<Yes>
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e The second question raises a security issue. OpenVPN Software should be stopped
during an update, so you have to select YES and hit return.

Pebian Configuration

| Configuring openupn |

In some cases you may be upgrading openvpn in a remote server using a VPN to do so. The
upgrade process stops the running daemon before installing the new version, in that case
you may lose your connection, the upgrade may be interrupted, and you may not be able to
reconmect to the remote host.

Unless you do your upgrades locally, it is advised NOT to stop openvpn before it gets
upgraded. The installation process will restart it once it's done.

This option will take effect in your next upgrade.
Would you like to stop openupn before it gets upgraded?

You have to stop the old tunnel software when an update is running. All tunneling will be stopped,
and your users will not be able to connect to your system during this time. From now on, all
tunnels are created by the new OpenVPN Software including patches and bugfixes. This is the safe
way to go.

However, if you choose No, you risk that the old software and libraries are still running, even after
installation of new OpenVPN Software. Bugfixes and patches of the new version may not apply to
existing tunnels until they are started again. You may run into serious inconsistencies on your
system, if you have several tunnels and they are running different versions of your software. Thus,
it is safer to have a short time when users will not be able to connect.

Installing Debian Packages

Software packages for Debian systems are provided in the so-called . deb file format. DEB files
are usually stored in online repositories on FTP or web servers and every Debian system holds a
list of repositories to be used for installation. You will find this list in /etc/apt/sources.Tist.
The setup program base-config provides a menu-based configuration interface for apt.
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Debian Configuration

to you on the net.

3elect the Debian mirror apt should use. You should select a mirror that is close

Choose the Debian mirror to use:

{ Apt-Konfiguration |

mirrors.kernel .org
debian.oregonstate.edu
ftp.us.debian.org
archive.progeny.comn
linux.csua.berkeley.edu
ftp.ndlug .nd .edu
sluglug .ucsc.edu
debian.crosslink.net
ftp.egr.msu.edu
ftp.rutgers.edu
debian.secsup.org
debian.uchicago.edu
debian. lcs.nit.edu
debian.mirrors.pair.con
cudlug .cudenver . edu
mirrors.xmission.comn

<Cancel>

If you want to add source repositories to your Debian installation, type base-config and change
to the menu configure apt. Select the country you live in and the repository of your choice.
Select Ok. Now all software packages of this server can automatically be installed on your system,
simply by typing apt-get install <package>.

A Debian package contains the software and information about it like name, version, description,
contents, prerequisites, dependencies, and configuration scripts to be started after installation.

Debian systems offer some very powerful programs with which you can control software
installation very specifically. Listing all programs and options would go far beyond the scope of
this book, but here is a short overview of some handy package management commands:

Command

Function

apt-get install <package>

apt-get remove <package>

apt-get update

apt-get upgrade
apt-get dist-upgrade
dpkg-reconfigure

Installs the selected package from repositories listed in
/etc/apt/sources.list

Removes the selected package from your system

Updates the list of packages available on the repositories listed in
/etc/apt/sources.list

Installs the latest available versions of all your installed software
Installs the latest available software related to your configuration

Restarts/Starts the configuration script inside the package, which will
bring up the menu-based dialogs in the same way as after installation
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Command Function

apt-cache show <package> Prints detailed information about the software package

dpkg -1 <package> Prints information on the installed software package

dpkg -L <package> Lists all files installed by the software package

dpkg -1 <file> Installs a local (. deb) file to your system

dpkg -s <file> Prints information about the software package owning <file>
apt-cache search <string> Searches apt database for packages containing <string> in their

name and description

These programs should solve all possible questions, issues, and problems about the installation of
software on Debian systems. Just try these commands with the freshly installed OpenVPN package
on your system. Type apt-cache show openvpn to receive information about the installed package:

debian:~# apt-cache show openvpn
Package: openvpn
Priority: optional
Section: net
Installed-Size: 744
Maintainer: Alberto Gonzalez Iniesta <agi@inittab.org>
Architecture: 1386
version: 2.0-4
Depends: debconf, 1ibc6 (>= 2.3.2.ds1-21), 1iblzol, Tibss10.9.7
Filename: pool/main/o/openvpn/openvpn_2.0-4_i386.deb
Size: 293492
MD5sum: dcc638e084f7b3143c614a33b26d5750
Description: Virtual Private Network daemon
An application to securely tunnel IP networks over a single UDP or TCP port.
It can be used to access remote sites, make secure point to point
connnections,
enhance WiF1 security, etc.

6penVPN uses all of the encryption, authentication, and certification
features
of the openssL library (any cipher, key size, or HMAC digest).

OpenVvPN may use static, pre-shared keys or TLS-based dynamic key exchange. It
also supports VPNs with dynamic endpoints (DHCP or dial-up clients), tunnels
over NAT or connection-oriented stateful firewalls (like Linux's iptables).
Tag: security::cryptography, interface::daemon

debian:~#

Using Aptitude to Search and Install Packages

Although the Debian command-line tools are very powerful, there are more programs that help
you retrieve and install software. Probably the most common software for this purpose is Aptitude.
Type aptitude in a command line to start the menu-based installation interface.

If Aptitude is not installed on your system, type apt-get install aptitude.
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Actions Undo Package Search Options Uiews Help
f10: Menu Help q: Quit u: Update g: Download/InstallsRemove Pkgs
ptitude 0.2.15.9

alled Packages
Not Installed Packages
Virtual Packages
—— Tasks

These packages have been added to Debian since the last time you cleared the list of "new
lpackages. (choose "Forget new packages" from the Actions menu to empty this list)

Aptitude consists of a menu at the top of the screen, a list of packages, and a window showing
details on the software selected in the package list. If you have console mouse support, you can
click on menu entries.

Click on the menu entry Search, or hit the F/0 key and navigate through the Search menu. Select
the entry Find. You will be prompted with a search mask. Enter openvpn. While you are typing,
aptitude is steadily updating the main window. Click OK and have a look at the output.

Actions Undo Package Search Options Uiews Help
Menu 7: Help q: Quit u: Update g: Download.Install Remove Pkgs
tude 0.2.15.9
T openupn G o g
i pidentd .0. 3.0.
portnap 5-
pppoe . 3.
pppoeconf 1.
shorewall Z.4.
ssh .8.1p1- .8.1p1-
telnet 17-29 0.17-29
traceroute 1.4a12-19 1.4a12-19
whois 4.7.5 4.7.5
oldlibs - Dbsolete libraries
otherosfs — Emulators and software to read foreign filesystems
perl - Perl interpreter and libraries
python — Python interpreter and libraries
shells - Command shells and alternative console environments

text — Text processing utilities
irtual Private Network daemon
n application to securely tunnel IP networks over a single UDP or TCP port. It can be use
0 access remote sites, make secure point to point conmmections, enhance WiFi security,
tc.

penVPN uses all of the encryption, authentication, and certificat features of the
penSSL library (any cipher, key size, or HMAC digest).

penVPN may use static, pre-shared keys or TLS-based dynamic key exchange. It also
upports UPNs with dynamic endpoints (DHCF or dial-up clients), tunnels over NAT or
onnection-oriented stateful firewalls (like Linux’s iptables).
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Aptitude will find the OpenVPN version you have installed previously, and the entries in the
menus Actions and Package help you select and install software. Depending on the selection of
repositories that you have added to your sources. 1ist during installation, Aptitude can also help

you choose different versions of OpenVPN.

OpenVPN—The Files Installed on Debian

The following table gives an overview of the files installed by the Debian package management
system. Some of these files will be used in later chapters:

Full Path and File Installed by OpenVPN

Function

/etc/openvpn

/etc/network/if-up.d/openvpn
/etc/network/if-down.d
/etc/network/if-down.d/openvpn

/etc/init.d/openvpn
/sbin/openvpn
/usr/share/doc/openvpn
/usr/share/man/man8/openvpn. 8.9z

/usr/share/doc/openvpn/examples/sample
-config-files

/Esr/share/doc/openvpn/examp1es/samp1e
-keys

/usr/share/doc/openvpn/examples/easy-rsa

/usr/share/doc/openvpn/changelog.
Debian.gz

/usr/share/doc/openvpn/changelog.gz
/usr/share/openvpn/verify-cn

/usr/1ib/openvpn/openvpn-auth-pam.so
/usr/1ib/openvpn/openvpn-down-root.so

Directory containing configuration files

Start/stop openvpn when the network goes
up/down

Start/stop script for services

The binary

Documentation files

Manual page

Example configuration files
Example keys

easy-rsa—a collection of scripts useful for
creating tunnels

Version history

verify-cn function (revoke command)

Libraries for PAM-Authentication and chroot mode

Installing OpenVPN on FreeBSD

FreeBSD and BSD in general are UNIX systems of outstanding stability and security and are

therefore very popular among network administrators. In practice, with FreeBSD you do not have
to worry much about security issues of the software you install, but you may not always get up-to-
date versions.

FreeBSD also has a modern software management system. Simply type pkg_add -vr openvpn, and
OpenVPN Software is installed on your system. Calling pkg_add with the parameter -r installs
software from remote servers, similar to apt-get or rpm. If you run into problems, increasing
verbosity with the parameter -v can be helpful.
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The following excerpt shows the output of pkg_add:

freebsd# pkg_add -vr openvpn
Tooking up ftp.freebsd.org
connecting to ftp.freebsd.org:21
setting passive mode
opening data connection
1nit1atin% transfer

t

Fetching

p://ftp.freebsd.org/pub/FreeBsb/ports/i386/packages-5.4-

release/Latest/openvpn.tbz...x +CONTENTS
X +COMMENT

x share/doc/openvpn/sample-scripts/verify-cn
tar command returns 0 status

Done.

pPackage 'openvpn-1.6.0"' depends on '1zo-1.08_1"' with 'archivers/l1zo' origin.
setting passive mode

opening data connection

initiating transfer

Fetching ftp://ftp.freebsd.org/pub/FreeBsb/ports/i386/packages-5.4-
Ee1e§se/A11/120—1.08_1.tbz...x +CONTENTS

tar command returns 0 status

Done.

Finished Toading 1zo0-1.08_1 over FTP.
extract: Package name is 1zo-1.08_1

...

C.

extr

'12z0-1.08_1" Toaded successfully.

act: Package name is openvpn-1.6.0
)

Péékage openvpn-1.6.0 registered in /var/db/pkg/openvpn-1.6.0

#HH ——-mm #it#
### To use the tap driver, you may need to do: kldload if_tap #it#
### See ${PREFIX}/etc/rc.d/openvpn.sh.sample for how to do this ###
### automatically at system boot-up time. #Ht#
BHH ——m - #i##
### To retain backwards compatibility of OpenvPN 1.3.0 with OpenVPN peers ###
### that run older versions (back to 1.1.0), you will have to set the MTU ###
### explicitly by command 1line options since OpenvPN 1.3.0. #t#
### ###
### when connecting to 1.4.X or older peers with a TAP-style tunnel, set ###
### --tun-mtu 1500 --tun-mtu-extra 32 on the peer. #i##
### ###
### when using TLS security and your peer runs OpenVvPN 1.3.X, the PEER #Ht#
### must use --disable-occ. This version of OpenVvPN cannot use TLS mode ###
### to peers running OpenVPN 1.2.x or older. #it#
#it# #it#
### Note: use at most --verb 4 for regular use, --verb 5 is for debugging ###
#HHF - e e #
freebsd#

pkg_add looks for an appropriate installation candidate, downloads it, and checks for
dependencies. Because LZO is required but not installed, pkg_add starts over with downloading
this package first. After successful installation of LZO, OpenVPN is installed. When called with
the parameter -v, pkg_add also gives you a list of all files installed.
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After this installation, there are four issues to be noticed:

e The OpenVPN binary is not in the standard path. Call OpenVPN with full path or
add its path to your startup file.

e In our example, OpenVPN version 1.6.0 was installed. There are some features of
version 2.0 that cannot be used. The section that follows shows how you can install a
newer version on your system.

e  The standard configuration file path is /usr/Tocal/etc/openvpn/.
e The init script that is used to start OpenVPN and its tunnels at system boot must be
edited before we can use it.

The OpenVPN installation on FreeBSD provides a sample startup script that needs a little editing
after which it can be used at system boot. It is located in /usr/local/etc/rc.d/openvpn.sh.
Copy this file to /etc/rc.d/openvpn and correct the path variables to your needs. To start
OpenVPN at boot time, we have to change three entries in the file /etc/rc.conf, containing
startup configuration for the services.
Simply add or edit the following lines in your /etc/rc.conf to these values:

openvpn_enable="YES"

openvpn_if=tun

openvpn-dir=/etc/openvpn

If you have set correct paths in your init script, OpenVPN will be started next time you boot
your system.

Installing a Newer Version of OpenVPN on FreeBSD—The
Port System

If you want to install OpenVPN version 2.0 on FreeBSD, you can install a FreeBSD port of
OpenVPN. But before that, we should uninstall the version of OpenVPN we have just installed.
Just type pkg_delete openvpn-1.6.0.

freebsd# pkg_delete openvpn-1.6.0
Then browse to the FreeBSD website http://www. freebsd.org, which is the first place to look
for documentation, help, and software for FreeBSD. Click on the Ports under the SHORTCUTS
section, which will lead you to http://www.freebsd.org/ports/index.html. The ports are

patches (tar. gz files) to the original source code of applications as well as download routines and
information for the software installation management.

Installing the Port System with sysinstall

To make use of these ports, the so-called port system has to be installed on your machine. This
can easily be done with FreeBSD's setup tool called sysinstall. Start by typing sysinstall.

66


http://www.freebsd.org/

Chapter 4

Welcome to the FreeBSD installation and configuration tool.

select one of the options below by using the arrow keys or typing the
first character of the option name you're interested in.
option with [SPACE] or [ENTER].

Please

Invoke an
To exit, use [TAB] to move to Exit.

—EmoxXRT O

uick start - How to use this menu system|

Begin a standard installation (recommended)
Begin a guick installation (for experts)
Begin a custom installation (for expertis)
Do post-install configuration of FreeBSD
Installation instructions, README, etc.
Select keyboard type

View-Set various installation optioms
Repair mode with CDROM-DUD-Floppy or start shell
Upgrade an existing system

Load default install configuration
Glossary of functions

s3T5 X Exit Install

Use the up/down arrow keys to select the entry Configure and press Enter. In the following

window called, "FreeBSD Configuration Menu", change to the module Distributions.

Please check off the distributions you wish to install. At the
very mininum, this should be “base™.

<< X
A
R

e ] e e e e e e e e e e e e e e

Exit thiz menu (returning to previous)
All system sources, binaries and X Window Systen
Reset all of the below

Binary base distribution (required)
FreeBSD 1.x binary compatibility
FreeBSD 2.0 binary compatibility
FreeBSD 2.1 binary compatibility
FreeBSD 2.2.x and 3.0 a.out binary compatibility
FreeBSD 3.x binary compatibility
FreeBSD 4.x binary compatibility
Spelling checker dictionary files
Miscellaneous FreeBSD online docs
Games (non—commercial)

GNU info files

System manual pages - recommended
Preformatted system manual pages
Profiled versions of the libraries
Sources for everything

Local additions collection

The Perl distribution

The X.Org distribution

[T Cancel

67



Installing OpenVPN

The distributions dialog contains many different distributions to install, but only The FreeBSD
Ports collection is relevant for our purpose. Activate this entry with your spacebar and hit Enter.
You will be asked to choose a source from which you want to install these ports; just confirm with
Enter here (thrice). The port system is then downloaded and installed.

Downloading and Installing a BSD Port

Now we must download the port package from the BSD website and extract it to a local folder.
Point your browser to http://www. freebsd.org/ports/index.html, enter openvpn in the search
field and click on the button Submit.

As result for your search you will be presented with OpenVPN in version 2.0.2 or newer in the
security section. Click on the download link and save the tarball (. tar file) to a local directory.

Enter this directory and type make. The port system will fetch the appropriate sources for this port,
patch them, and start the compilation process. When make is ready, type make install to install
the binaries in your system.

freebsd# make install
===> Installing for openvpn-2.0.2
===>  openvpn-2.0.2 depends on shared Tibrary: 1zo.1l - found
===>  Generating temporary packing list
===> Checking if security/openvpn already installed
test -z "/usr/local/sbin" || /root/openvpn/work/openvpn-2.0.2/install-sh -d
"/usr/Tocal/sbin"
install -s -o root -g wheel -m 555 'openvpn' '/usr/local/sbin/openvpn'

This port has installed the following files which may act as network
servers and may therefore pose a remote security risk to the system.
/usr/Tocal/sbin/openvpn

This port has installed the following startup scripts which may cause
these network services to be started at boot time.
/usr/local/etc/rc.d/openvpn.sh

If there are vulnerabilities in these programs there may be a security
risk to the system. FreeBSD makes no guarantee about the security of
ports included in the Ports Collection. Please type 'make deinstall’
to deinstall the port if this is a concern.

For more information, and contact details about the security
status of this software, see the following webpage:
http://openvpn.sourceforge.net/
freebsd#
That's it. A new version of OpenVPN has successfully been installed on your system. You can test
it with /usr/Tocal/sbin/openvpn -version

If you need more details on installing and running OpenVPN, have a look at these websites:
http://blog.innerewut.de/articles/2005/07/04/openvpn-2-0-on-openbsd and
http://blog.innerewut.de/articles/2005/07/08/improving-openvpn-s-security
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Troubleshooting—Advanced Installation Methods

Normally, the techniques discussed above should work fine for any platform. However, I want to
provide advanced installation techniques that will enable you to install OpenVPN in situations
where the other standard methods fail.

Our next installation example—installing from source code—will cover a procedure that is possible on
every platform and enables the administrator to change the basic behavior of OpenVPN. Many
developers and administrators consider that this should be standard installation procedure for all
systems. There are some advantages regarding stability and performance that can only be optimized for
your individual system by compiling as much relevant software as possible (the Gentoo approach...). In
most cases, however, the installation tools provided with the systems are much easier to use. But if you
are looking for detailed debugging information, the source code will be first choice.

When building OpenVPN from sources, there is also the possibility to produce RPM files for your
SuSE or Redhat Systems, which is covered in the second section. The last troubleshooting hint
may be useful for anybody running self-compiled kernels and who need to activate the TUN/TAP
driver in the kernel, which should only seldom be necessary.

Installing OpenVPN from Source Code

Provided that your system has installed several basic development tools like make and a C
compiler, the following guideline is system independent. Based on a Debian system, we will
download OpenVPN source code and install it using make and configure. As prerequisites, we
have to install the compression library 1ib1zo1, the corresponding development package 1ib1zo-
devel, and the headers of OpenSSL, 1ibss1-devel. On Debian with kernel 2.6, simply type apt-
get install 1ib1zol Tiblzo-dev 1ibss1-dev:

debian0l:~# apt-get install Tib1zol Tiblzo-dev and Tibss1-dev
Reading Package Lists... Done
Building Dependency Tree... Done
The following NEwW packages will be installed:

and Tiblzo-dev 1iblzol libss1-dev
0 upgraded, 4 newly installed, 0 to remove and 7 not upgraded.
Need to get 23.5kB/2726kB of archives.
After unpacking 8040kB of additional disk space will be us
Get:1 http://ftp.uni-erlangen.de testing/main and 1.2.1-2 [23 5kB]
Fetched 23.5kB in 0s (50.7kB/s)
Selecting previously deselected package and.
(Reading database ... 11232 files and directories currently installed.)
Unpacking and (from .../archives/and_1.2.1-2_1386.deb)
Selecting previously deselected package 1iblzol.
Unpacking 1ib1zol (from .../1ibl1z0l_1.08-2_7386.deb)
Selecting previously deselected package 1iblzo-dev.
unpacking 1liblzo-dev (from .../liblzo-dev_1.08-2_i386.deb)
Selecting previously deselected package Tibssl1-dev.
Unpacking libssl-dev (from .../libss1-dev_0.9.7e-3_7386.deb)
Setting up and (1.2.1-2)
Starting auto nice daemon: and.

Setting up 1liblzol (1.08-2)
Setting up liblzo-dev (1.08-2)

Ssetting up libss1-dev (0.9.7e—35.-
debian0l1:~#
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As next step, we have to download the OpenVPN source code.
debian0l:~# wget 'http://openvpn.net/release/openvpn-2.0.2.tar.gz'

We have to untar the tar.gz archive to a local directory:

debian0l:~# ta
r -xzf openvpn-2.0.2.tar.gz

A directory called openvpn-2.0.2 is created. The name of this directory depends on the version
you downloaded. Change to this directory and type ./configure.

debian0l:~/openvpn-2.0.2# ./configure
checking for ifconfig... /sbin/ifconfig
checking for ip... ip

checking for route... /sbin/route

checking build system type... i1686-pc-Tinux
checking host system type... i686-pc-Tinux

checking target system type... i686-pc-1inux

checking for a BSD-compatible install... /usr/bin/install -c
checking whether build environment is sane... yes

checking for gawk... no

checking for mawk... mawk

checking whether make sets $(MAKE)... yes

checking for gcc... gcc

checking for sSSL_CTX_new in -1ss1... yes

configure: creating ./config.status
config.status: creating Makefile

config.status: creating openvpn.spec
config.status: creating config-win32.h
config.status: creating install-win32/openvpn.nsi
config.status: creating config.h

config.status: executing depfiles commands
debian0l:~/openvpn-2.0.2#

You will receive some screens full of output. The configure script checks for software
dependencies and compatibility of the source code with your system, and creates a so-called
makefile, which is used as a sort of guideline for later compilation. The command make interprets
the makefile and compiles the program and all needed libraries. Type make to start this process.

debian0l:~/openvpn-2.0.2# make

make all-am R

make[1]: Entering directory "/root/openvpn-2.0.2"'

if gcc -DHAVE_CONFIG_H -I. -I. -I. -I. -g -02 -MT base64.0 -MD -MP -MF

".deps/base64.Tpo" -c -o base64.o0 base64.c; \

then mv -f ".deps/base64.Tpo" ".deps/base64.Po"; else rm -f
E.degs/base64.Tpo"; exit 1; fi

On slow systems, you can have a coffee now. OpenVPN and its components are compiled now.
Make calls gcc with parameters according to the makefile that configure has created. gcc
compiles the source code files to binary files that you (or your operating system) can execute.
These binary files have to be installed to the proper places in your system. Type make install to
accomplish that:

debian0l:~/openvpn-2.0.2# make install

make[1]: Entering directory "/root/openvpn-2.0.2'

test -z "/usr/local/sbin" || mkdir -p -- . "/usr/local/sbin"
/usr/bin/install -c 'openvpn' '/usr/local/sbin/openvpn'
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test -z "/usr/local/man/man8" || mkdir -p -- . "/usr/Tocal/man/man8"
/usr/bin/install -c -m 644 './openvpn. 8' '/usr/1oca]/man/man8/openvpn 8'
make[1]: Leaving directory /root/openvpn—Z 0.2'
debian01:~/openvpn-2.0.2#

We see that only three files are installed: /usr/local/sbin and two manual pages. Now
OpenVPN is ready to be used on your system. If you don't believe, just type openvpn --version
debian0l:~/openvpn-2.0.2# openvpn --version
openVPN 2.0.2 1686-pc-Tinux [SSL] [LzO] [EPOLL] built on Sep 4 2005
Developed by James Yonan

Copyright (C) 2002-2005 OpenVvPN Solutions LLC <info@openvpn.net>
debian0l:~/openvpn-2.0.2#

The OpenVPN binary used was compiled (built) on September 4, 2005 and is available in your Path.

Building Your Own RPM File from the OpenVPN Source
Code

As you may have seen in the section on Redhat and SuSE, RPM files are quite handy: You can
copy them to any other system of the same type and have them installed automatically. If you need
to use a specific version of OpenVPN, you may want to create your own RPM files from a source
code file, and distribute them to your servers. This may sound complicated, but it is done with one
single command (and some prerequisites).

The program rpmbuild can create RPMs for your platform from an ordinary tar.gz source code
archive. Download the newest stable version of OpenVPN and enter the command rpmbuild -tb
openvpn-2.0.2.tar.gz. Replace the filename with the name of the file you want to install.

suse93:~ # wget 'http://openvpn.net/release/openvpn-2.0.2.tar.gz'
suse93:~ # rpmbuild -tb openvpn-2.0.2.tar.gz
error: Failed build dependencies:
openss1-devel >= 0.9.6 is needed by openvpn-2.0.2-1
pam-devel 1is needed by openvpn-2.0.2-1
suse93:~ #

rpmbuild has failed on this SuSE system because two libraries are missing. On SuSE systems, you
simply install them with YaST, and on Redhat systems, you can use yum. After installing them,
start rpmbuild again:

suse93:~ # rpmbuild -tb openvpn-2.0.2.tar.gz
Executing(%prep): /bin/sh -e /var/tmp/rpm-tmp.62341
+ umask 022

+ cd /usr/src/packages/BUILD

+ cd /usr/src/packages/BUILD

+ rm -rf openvpn-2.0.2

+ /usr/bin/gzip -dc /root/openvpn-2.0.2.tar.gz
+ tar -xf -

+ STATUS 0

+ l[l _neo l]l

+ cd openvpn-2.0.2

++ /usr/b1n/1d -u

+ '0=0

+
C..
R

/bin/chown -Rhf root .

2
equ1res(preun) /bin/sh
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Requires: openss]l >= 0.9.6 1zo >= 1.07 pam

Checking for unpackaged file(s): /usr/Tlib/rpm/check-files /var/tmp/openvpn-
root

wrote: /usr/src/packages/RPMS/i586/openvpn-2.0.2-1.1586.rpm
Executing(%clean): /bin/sh -e /var/tmp/rpm-tmp.68581

umask 022

cd /usr/src/packages/BUILD

cd openvpn-2.0.2

'[' /var/tmp/openvpn-root '!=' / ']’

rm -rf /var/tmp/openvpn-root

exit O

++ o+t

While you receive several screens of output, the OpenVPN source code is configured and
compiled. At the end the RPM file is placed in /usr/src/packages/RPMS/i586/ and can be
installed with RPM from this location:

suse93:~ # rpm -ivh /usr/src/packages/RPMS/i586/openvpn-2.0.2-1.i586.rpm

Preparing... HHHHHARR R RRRRRRRRHRRHRAE [100%]

1:openvpn BUHHHRHHHHRRHHARRRH AR HRRRH AR #HE [100%]
openvpn 0:0ff 1:off 2:off 3:on 4:0ff 5:on 6:0ff
Shutting down openvpn: done
Starting openvpn: done
suse93:~ #

Building and Distributing Your Own DEB Packages

One great feature of the Debian package management is automatic installation and update of
software packages. You can install your own (individually improved and tested) OpenVPN
version on all your tunnel servers automatically, simply by placing a file in your own repository.
Five prerequisites have to be fulfilled for this purpose:

e  Configure one of your HTTP or FTP servers to act as a Debian repository. A detailed
howto can be found here: http://www.debian.org/doc/manuals/repository-
howto/repository-howto.en.html

e Add your repository to the sources.1ist of all the Debian systems you want to
automatically install your software.

e Add a cronjob to your Debian systems that runs apt-get upgrade on a regular basis.

e  Create your own OpenVPN Debian file from the source code. The Debian New
Maintainers' Guide (http://www.debian.org/doc/manuals/maint-
guide/index.en.html) describes how you build Debian binaries.

e Place the binaries on your repository server.

The next time your Debian server runs the software update, it will automatically download the
new OpenVPN Software.

Enabling Linux Kernel Support for TUN/TAP Devices

If your kernel does not support TUN/TAP devices, you have to enable it in the kernel
configuration. All modern Linux/UNIX distributions support TUN/TAP devices, so it is very
unlikely for you to run into this problem. Probably, this will only happen if you have built your
own kernel. In this case, you will already guess how to enable TUN/TAP support.
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If you are not running your own kernel, but your system does not support TUN/TAP devices, you
have to build a kernel of your own. Even though this process is not that complicated, the
documentation would go beyond the scope of this book.

The process of kernel compilation is documented at
www. Tinuxhaven.de/dThp/HOWTO/DE-Kernel-HowTo. htm1 and the Linux kernel source
code can be obtained from http://www.kernel.org/.

In short, you have to:

o Install the sources of the kernel of your choice.

e  Change to the directory where you installed the sources. In most cases they can be
found in /usr/src/Tinux.

e Configure the kernel with one of the appropriate configuration tools like menuconfig
or Xconfig.

e  Compile the kernel and the modules using make and make moduTes.

e Install the kernel and configure your boot manager's settings.
If you want TUN/TAP device support, you have to select the driver during the process of kernel
configuration. This can be done with various tools like Xconfig or menuconfig. Xconfig is

probably best when you have a workstation with a running X-Server, whereas menuconfig is best
on a simple command line.

Using Menuconfig to Enable TUN/TAP Support

The following three steps show you how to enable module support for your Linux kernel before
building it. Type make menuconfig to configure the sources of your kernel. You can navigate
through menuconfig using the up/down and 7ab keys. Select an entry by highlighting it with your
cursor and pressing Enter.
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1. Select the entry Device Drivers and press Enter to receive the list of available devices
that the kernel source code supports.

Linux Kernel vZ.6.11.4-21.8 Configuration

Arrou keys navigate the menu. <Enter> selects submenus —>. Highlighted letters are
hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <7> for Help, <> for Search. Legend: [=] built-in [ 1 excluded <M> module < >
module capable

[#1 rouvide RTC interrupt
ode maturity level options —>
eneral setup -——>
oadable module support -—>
rocessor type and features -———>
ouer management options —->
us options (PCI etc.) —>
xecutable file formats # Emulations ———>
| | Device Drivers —-3|
irmuare Drivers —>
ile systems -—-—->
rofiling support —>
ernel hacking ——
ecurity options
ryptographic options -——->
ibrary routines ——>

oad an Alternate Configuration File
ave Configuration to an Alternate File

< Exit > < Help >

2. Select Networking Support and press Enter.

Linux Kernmel vZ.6.11.4-21.8 Configuration

fArrow keys navigate the menu. <Enter> selects submenus ——>. Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <7> for Help, <> for Search. Legend: [=] built-in [ 1 excluded <M> module < >
module capable

M nory Technology Devices (MTD) —->
arallel port support —>
lug and Play support —->
lock devices -—>
TA-ATAP I-NFH-RLL support --—-3
CSI device support —>
M Iti-device support (RAID and LUM) -—-—->
usion MPT device support --—->
EEE 1394 (Firelire) support —>
20 device support >
|
8DN subsystem —
elephony Support —>
nput device support B
haracter devices -—->
inux InfraRed Conmtroller
ZC Driver
PID Driver
arallel Driver
erial Driver
2C support ———>

< Exit > < Help >

3. Inthe list of available network drivers you will see the entry Universal TUN/TAP
driver. By pressing the spacebar you can select if the driver is loaded permanently, as
a module, or not at all. In the first column, a letter will show your selection. (M is for
"module", * for "permanent”, empty for "not to be installed").
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Linux Kernel vZ.6.11.4-21.8 Configuration

Arrow keys navigate the menu. <Enter> selects submenus —->. Highlighted letters are

hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features.

Press <Esc><Esc>

to exit, <¥> for Help, </> for Search. Legend: [=] built-in [ 1 excluded <M> module < >

module capable

——— N tworking support
N tuworking options ——>

[«]1 N tpoll support for trapping incoming packets
[=1 N tpoll traffic trapping
[«]1 mateur Radio support -—>
<M> rDA Cinfrared) subsystem support -—-——>
<M> luetooth subsystem support -—3>
[=1 N twork device support
<M> umny net driver support
<M> onding driver support
<M> QL (serial line load balancing) support
Q> Universal TUN/TAP device driver support]
<M> thertap netuwork tap

RCnet devices —>

thernet (10 or 100Mbit) -—-——>

thernet (1000 Mbit) —>

thernet (10000 Mbit) -—-—->

oken Ring devices ——>

ireless LAN (non-hamradio) --—->

CHCIA network device support —>

an interfaces —->

< Exit > < Help >

In the screenshot above, this driver is selected as a module, which means the driver is only loaded
when needed. This is probably the best selection, because the tunnel driver is unloaded when it is
not needed and system's resources are set free.

Now you can continue your kernel configuration. After compilation, installation, and reboot, your
system should be able to provide TUN/TAP devices.

Internet Links, Installation Guidelines, and Help

This section of links can give you help for the installation of OpenVPN on various platforms:

OpenVPN and Debian:
http://www.debian-administration.org/articles/35

OpenVPN and Redhat:
http://mia.ece.uic.edu/~papers/volans/openvpn.html

Installing OpenVPN devices run by OpenWrt:

OpenWrt is a Linux variant designed to run on devices like Linksys or Asus, WLAN
or DSL routers. These appliances have about 4 MB Flash chips, which can be used for
Linux hotspots, VPN servers, Internet Gateways, and Firewalls: http://martybugs.net/

wireless/openwrt/openvpn.cgi
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Summary

In this chapter we have seen in numerous installations on different systems, that installation of
OpenVPN is very easy. Apart from Linux systems like SuSE, Redhat, Debian, or FreeBSD, which
provide sophisticated installation and package management systems, OpenVPN can also easily be
installed on other systems like Windows. And there are several possibilities for installing
OpenVPN from source and generating installation packages for your own systems.

76



Configuring an OpenVPN
Server—The First Tunnel

In this chapter we will create an encryption key for OpenVPN and use it to set up our first
OpenVPN tunnel between two Windows systems in the same network. By doing so, we have a
test-bed environment where no problems with firewalls or routers will interfere with our
OpenVPN setup, and we can concentrate on learning how to create tunnels.

A little work on the configuration file needs to be done and the key has to be exchanged between
these systems. After this, the tunnel will be started and tested with the ping command. We will
then copy the key on a Linux system and connect this system with a tunnel to the first Windows
machine. As a last step, we will ensure that OpenVPN is run automatically on both systems and
have a look at the Service Manager on Windows and the init system on Linux.

OpenVPN on Microsoft Windows

During the process of installation OpenVPN has created the following entries in Windows' main menu:

. Internet D My Documents
Internet Explorer
5 My Recent Documents »

f -I E-mail
Outlook Expres: b Activate Windows

& Windows Catalog

‘, WS EXplorer 4 Windaws Updste
® s Accessoties * lker

Games 3
@ Windovs Movie

@ c L Add a new TAP-Win32 virtual ethernet adapter
Snaglt 3 Delete ALL TAP-Win32 virtual ethernet adapters

I L i
@ Tour Windows 5 Startup m\‘ Generate a static OpenVPN key
WinSCP3 b ) CpentPN configuration file directory
;| Files and Settin £ Internet Explorer ! OpenPH GUL
Wizard 5% SN Explorer [Z] CpentPN GUI ReadMs
Command Prom @ Outlook Express |=3 OpenvPN log file directory
1. Remote Assistance @ OpenyPN Manual Page

@ \Windaws Media Player |73 OpenWPN Sample Configuration Files
:’s ‘\Windows Messenger @ CpenPN Web Site

Log off @ CpenyPH Win32 README

m Unirstall QpenyPhl

| Start
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Depending on your Windows version and installed programs, the exact location in the menu
can vary.

At this point, only the following five entries in this menu are relevant (beginning from the top):

Title Function

Generate a static OpenVPN key Creates a static encryption key that can be used for
creating tunnels

OpenVPN configuration file Opens an Explorer window in the directory C:\Program

directory FiTles\OpenVPN\config, where the configuration data for
OpenVPN is stored

OpenVPN GUI Starts the OpenVPN GUI that plugs in the system tray of
the taskbar

OpenVPN log file directory Opens an Explorer window in the directory C:\Program
Files\OpenVPN\Tog, where the log files for OpenVPN are kept

OpenVPN Sample Configuration Opens an Explorer window in the directory C:\Program

Files Files\OpenVvPN\sample-config, where example

configuration files for OpenVPN can be found

Apart from these entries, you will find information on OpenVPN in the online manual page, a
readme file, a link to the website, and some entries helping you manage the network interfaces that
OpenVPN creates.

Generating a Static OpenVPN Key

Before we can connect two systems with an OpenVPN tunnel, we have to create a static key that
will be used for encryption of the traffic. This key must be provided on both systems because in
this case of symmetric encryption both sides will use the same key.

Select the entry Generate a static OpenVPN key in Windows' OpenVPN menu.

k Generate a static OpenV¥PH key !EE |

Randomly generated 2048 hit key written to C:sProgramme“OpenUPHsconfighkey.txt n
Press any key to continue... l
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OpenVPN will open a command-line window and generate a 2048 bit long encryption key. This
key is saved in the standard configuration directory with the name key . txt. This key should only
be used for testing and learning purposes, but for our little test setup it is necessary.

Do not use this key for anything but testing OpenVPN connections.

This process is also done by the openvpn.exe program. In the next chapter we will explain the use
of the OpenVPN command-line interface.

The menu entry OpenVPN GUI starts the OpenVPN panel applet. After the installation this applet
is already running, so clicking this menu entry will only bring up the window stating, OpenVPN
GUl is already running. If you stopped the GUI, this entry will restart the panel applet.

The other three menu entries open Explorer windows in three different directories:

e  The directory C:\Program Files\OpenvPN\config\ is the default place where
OpenVPN will look for configuration and key files. Have a look at the screenshot of
the key generation progress opposite and you will see that the key we generated is
written to C:\Program Files\OpenvPN\config\key.txt.

e In the directory C:\Program Files\OpenvPN\sample-config\, we find configuration
files for standard setup. These files have to be changed slightly and can be used to
test VPN functionality.

e The output of the tunnel software is written to text files in the directory c:\Program
FiTes\OpenvPN\Tog\.

The following screenshot shows an arrangement of Explorer windows of the three directories:

oot BEE[mews  BEE
kL

File Edit ¥iew Favorites Tools  Help | |', File Edit View Favorites Tools Help | ,,'
L - €Y - ‘] < 3 - &Y - ] <

O Bl \) L__? s Search |{-" Folders OBack Q L? 7 Search |{-~ Folders

Adirass [ c:tProgram FikesOpentiPisample-canfig | B ||| address [ coprogram Filesiopenieiconfig = B

README
Texk Document
1KE

. client
& . OpentPM Config File
: ‘; 4 KB

key

- sample
Texk Dacument
1KE

. OpentPN Config File
‘; 4 kB

. server

., OpentPN Config File

sample
COpen'PN Config File

v
4 10 KB 4 KB
oo EEE
File Edit “iew Favoribes Took  Help | ’,'
OEack - \) - Lj‘ /._) Seatch i~ Folders |v
Adiress [ c:Program FilesiopentPhiog > )

-
sample

Texk Document
SKE

README
Texk Dacurnent
1KE

File and Folder Tasks &

(= Make a new folder

¥ Publish this folder to
the Web

7 Share this folder

Other Places £ =l
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Creating a Sample Connection

We will now create a sample VPN connection to see how the OpenVPN GUI works. Open all three
directories by clicking on the entries in the main menu. Copy the sample configuration file sample
from the sample configuration directory into the configuration directory. You can use drag-and-drop
to accomplish that. That's all. Your new OpenVPN configuration could be started via the panel
applet—if your network suits the needs of the sample configuration.

Right-click on the panel applet. You will see the context menu has some more entries now. Select
the entry Connect to start the sample configuration now.

Connect
Discanmnect
Shiow Status

‘iew Log
Edit Config
Change Password

Proxy Sekkings

The window OpenVPN Connection (sample) is opened. In this window the protocol output of the
sample connection, which is also written to a log file in the log directory, is shown. You can see
that there is still some configuration work to be done: in the sample configuration, OpenVPN is
advised to connect to a remote server called myremote. If you don't happen to have an OpenVPN
server with this name in your local network, you should see a window exactly like the one that
follows. This means that your Windows OpenVPN software is up and running, but that it cannot
create a tunnel.

" OpenV¥PN Connection (sample) !EE |

Current State: Connecting k

wied Aug 31 00:05:18 2005 us=848736 WARNING: --ping should normally be used with --ping-restart or --pir;l
wied Aug 31 00:05:18 2005 uz=0888962 Static Encrypt: Cipher BF-CBC initialized with 128 bit key

wied Aug 31 00:05:18 2005 uz=883055 Static Encrypt: Using 160 bit meszage hash "SHAT for HMAL authe
wied Aug 31 00:05:18 2005 uz=889175 Static Decrypt: Cipher 'BF-CBC' initialized with 123 bit key

wied Aug 31 00:05:18 2005 us=889197 Static Decrypt: Using 160 bit meszage hazh "SHAT For HMALC auth
wied Aug 31 00:05:18 2005 us=889283 LZ0 compression initialized

wied Aug 31 00:05:21 2005 uz=285010 RESOLYE: Cannat resolve host address: myremote: [HOST_MOT_
Wwed Aug 31 00:05:21 2005 us=297E693 TAPWINZ2 device [LANYerbindung 2] opened: %% A\Globalv {5736
wied Aug 31 00:05:21 2005 us=293443 TAP-win32 Driver Yersion 8.1

\wed Aug 31 00:05:21 2005 us=299527 TAPAWin32 MTU=1500

wied Aug 31 00:05:21 2005 us=299641 Moatified TAPwin32 driver to set a DHCP [P/netmaszk of 10.3.0.1/2
wedAug 31 00:05:21 2005 uz=324445 Successful ARF Flush on interface [3] {57366362-04CA-4100-B42
wied Aug 31 00:05:21 2005 us=411351 Data Channel MTU parms [ L1577 D: 1450 EF 45 EB:135 ET:32 EI
‘wied Aug 31 00:05:21 2005 us=412312 Local Dptions String: 4, devw-type tap link-mtu 1577 tun-mitu 15321
wiedAug 31 00:05:21 2005 us=412465 Expected FRemate Options Sting: "4 dev-type tap link-rtu 1577 tu
wied Aug 31 00:05:21 2005 us=412709 Local Options hash [WER=v4): 20845347

wied Aug 31 0000521 2005 uz=412732 Expected Remate Options hash [WER=v4): 'e0845347"

wied Aug 31 00:05:23 2005 uz=630914 RESOLYE: Cannat resolve host address: mypremote: [HOST_NOT_ |

-

< | 2
Dizconnect Reconnect | Hide |
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Adapting the Sample Configuration File Provided by OpenVPN

Obviously, we have to change our configuration a little. Select the entry OpenVPN configuration
file directory from the Windows main menu and double-click on the sample configuration file we
copied here. Notepad starts up and shows us the sample configuration file.

[ sample - Notepad !EH

File Edt Format View Help [

# Edit this file, and save to a .ovpn extension -
# so that openvP will activate it when run —
as a service.

#
# Change 'myremcte’ to be your remote host,
# or comment out to enter a listening

# server mode.
remote myremote

Uncomment this 1ine to use a different
port number than the default of 1194,
port 1104

*

Choose one of three protocols supported by
OpengPN. If left commented out, defaults
to udp.

proto [top-server | top-client | udp]

EOE e

You must specify one of two possihle network
protocols, ‘dev Tap' or 'dew tun' to be used
on hoth sides of tﬁe connection, 'taq' creates
a VPN using the ethernet protocol while 'tun’
uses the IP protocol. wou must use 'tap’

if wou are ethernet bridging or want to route
broadcasts.  ‘'tun' is somewhat more efficient
but requires configuration of client software
to not depend on broadcasts.  Some platforms
such as solaris, opengsp, and Mac OS5 X only
support 'tun' dnterfaces, so if you are
connecting to such a platform, you must also
use a 'tun' dnterface on the windows side.

* FEEEEFFREEEEFH

Enable 'dew tap' or ‘dev tun' hut not both!
dev tap

# This 45 a 'dev tap' fconfig that creates
# a wirtual ethernet subnet.

# 10.3.0.1 95 the Tocal vPHW IP address

# and 255.255.255.0 is the vPM subnet.

] o

In this file, we have to change or enter the following three settings:

e The name or IP address of the other VPN host
e The name of the key file
e  The IP addresses for the VPN and the host

Obviously, OpenVPN needs the IP address of the other tunnel endpoint in order to know where
to connect to. To make sure both sides are using the same encryption key, we must specify the
file in which the key is kept. And last but not least, the tunnel net itself must be equipped with
IPs. These IPs are the ones assigned to the virtual network adapter. Every tunnel has one virtual
network adapter on either side, and both sides can only communicate with each other if they
are in the same network segment. Thus we have to choose an IP address for each host; in my
example I use the IPs provided by the sample file set, 10.3.0.1 and 10.3.0.2.
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Once you have chosen appropriate parameters for these settings, you can easily connect two
systems. Just keep in mind that you need to have the settings for the IPs mirrored.

The following table shows my OpenVPN configuration file entries for two hosts connected via
OpenVPN that are in the same subnet:

Host A (10.10.10.103) Host B (10.10.10.104)
remote 10.10.10.104 remote 10.10.10.103
ifconfig 10.3.0.1 ifconfig 10.3.0.2
255.255.255.0 255.255.255.0
secret key. txt secret key. txt

Only these three configuration parameters in OpenVPN configuration files are important to set up
our example tunnel.

e remote defines the other end of the tunnel. Here you can use IPs or DNS entries.

e ifconfig sets the local IP and netmask for the tunnel interface secret tells Open VPN
which key file to use, relative to the configuration directory.

The following graphic should help to clarify this a little:

|P of real IP of virtual (tunnel) | | IP of virtual (tunnel) || IP of real
Ethernet device: | | Ethernet device: Ethernet device: Ethernet device:
10.10.10.103 10.3.0.1 10.3.0.2 10.10.10.104

l

The Internet

For an OpenVPN tunnel there are four network devices involved. Two of them are real Ethernet
cards and the other two are merely virtual tunnel devices (TUN or TAP). The real network devices
have IPs assigned to them under which the system is reachable in its local net. The virtual network
devices have IPs assigned to them that are used to set up the tunnel.

In our little example, Host A with the LAN IP 10.10.10.103 tries to connect to Host B with the
LAN IP 10.10.10.104. The IP of the virtual network interface (in the tunnel network) for Host A is
10.3.0.1; Host B has 10.3.0.2. The name of the key file is key . txt on both systems.

OpenVPN can have IPs and DNS names as options to the configuration parameter
remote. If you use DNS names, you have to make sure that domain name resolution on
your system is configured properly; in any case, you must make sure the other host is
reachable—check DNS, routing, and firewall configuration.
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You may have noticed that the two hosts in our example are in the same subnet. This is a simple
setup, where no routing, DNS, or firewall issues will interfere with our tunnels. All we need are
two PCs running OpenVPN. The option remote is the only option that needs to be changed later,
when we set up a tunnel between two Internet sites.

Now copy the key file key . txt to the second system, and edit this system's configuration file. An
easy way to do this is creating a shared folder on one system and mapping it as a network drive on
the other system.

Starting and Testing the Tunnel

After both systems are prepared, start the OpenVPN GUI (or make sure it is running) and select the
entry Connect from its context menu on both systems.

If everything has worked out fine, the icons of OpenVPN on both systems will change to green
like the ones here:

« ¥ 18:55

If you see a red light here, no OpenVPN tunnel is connected. Yellow is shown while a connection
is being set up, and once this process is successful, the icon switches to green.

However, if you are using a local firewall on either system, be sure that it is not blocking these
packets. The Windows XP firewall, like most firewall systems, is per default not blocking outgoing
packets, which means that an OpenVPN connection should always be established. If you run into
connection problems, check the section Troubleshooting Firewall Issues at the end of this chapter.

Select the entry Show Status from the OpenVPN GUI context menu to receive more detailed
information about the process of connecting:

%% OpenVPN Connection {sample) k !EE |

Current State: Connected

ffed Oct 19 1%:01:20 2005 us=434121 Successiul ARP Flush on interface [131075] {57 366362-04C4-41 D;I
fwied Oct 19 19:07:20 2005 us=E5855E6 Data Channel MTU parms [ L1577 Do1450 EF45 EB1 35 ET 32 EL
wied Oct 19 13:01:20 2005 uz=E58686 Local Options Sting: 4. dev-type tap link-mtu 1577 tun-miu 1532 p
fwied Oct 19 19:071:20 2005 us=E58705 Expectad Remate Options String: 4.dev-type tap link-mtu 1577 tur
wied Oct 19 19:01:20 2005 us=E58760 Local Options hash [WER=44]: 'e08453d7"

wied Oct 19 19:01:20 2005 us=E58754 Expectad Remate Options hash (VER=\4) ‘0845347

wied Oct 19 1%:01:20 2005 us=E58848 Socket Buffers: R=[8192>8192] 5=[8192--8192]

fwied Oct 19 19:01:20 2005 ue=E588587 UDPw4 link local (bound): [undef]: 1134

wied Oct 19 13:01:20 2005 us=E58303 UD P4 link remote; 1070701031154

wied Oct 15 15:01:20 2005 us=7859563 Peer Connection |nitiated with 10.10.10.103:17194

Wwed Oct 19 13:01:21 2005 us=925037 TEST ROUTES: 040 succeeded len=-1 ret=0 a=0 u/d=down

wied Oct 19 19:01:21 2005 ue=925133 Route: "W aiting for TUMN/TAP interface to come up...

Wwed Oct 19 13:01:23 2005 us=E5066 TEST ROUTES: 040 succeeded len=-1 ret=0 a=0 u/d=down

fwied Oct 19 19:01:23 2005 us=65111 Route: W aiting for TUN/TAP interface to come up...

Wed Oct 19 13:01:24 2005 us=227211 TEST ROUTES: 040 succeeded len=-1 ret=0 a=0 u/d=down

wied Oct 19 13:01:24 2005 uz=227257 Route: ‘Waiting for TUM/TAP interface ta come up...

wied Oct 19 19:071:25 2005 us=258415 TEST ROUTES: 070 succeeded len=-1 ret=1 a=0 u/d=up

l\n\-"ed Oct 19 13:01:25 2005 uz=258459 Initialization Sequence Completed

< | 3

Dizconnect Reconnect | Hide |
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For now, only the last line of this output is important: Initialization Sequence Completed is
OpenVPN's message of success. Your tunnel is up and running and both systems should show this
message in the status log.

Let's now test the tunnel with the ping command. Start a DOS shell by selecting the Windows
main menu Run and entering cmd.exe. You will be presented with a command-line interface as in
the following screenshot. Type ping 10.3.0.2 on Host A to check if the ping packets are correctly
transferred to Host B. On Host B, you will have to enter ping 10.3.0.1 if you used the same
network addresses as in the aforementioned example.

If you receive output like in the following screenshot, the ping command is successful and the
OpenVPN tunnel is working.

Command Prompt !EH

Microsoft Windows RP [Uerzion 5.1.2600 )
(C» Copyright 1985-2801 Microsoft Corp.

C=“Documents and Settings‘mfeilnerping 10.3.68.1

Pinging 18.3.8.1 with 32 hytes of data:
18.3.8.1: bytes=32 time=?ms TIL=128
18.3.8.1: hytes=32 time<{ims TTL=128

Reply from 18.3.8.1: bhytez=32 time<{ims TTL=128

Ping statistdics for 18.3.8.1:
Packetsz: Sent = 3, Received = 3. Lost = B {@x loss).

Approximate round trip times in milli-seconds:
MHinimum = Bms, Maximum = ?ms. Average = Ins

Control-GC

~C

C:=“Documents and Settings‘mfeilner’

A Brief Look at Windows OpenVPN Network Interfaces

On your Windows system, open the Control Panel and change to the Network Connections. As you
can see, for every OpenVPN tunnel you configure, a virtual network interface is added. The
following screenshot shows the active interface—the default when the tunnel is up. This appears
like a real network interface and can be used like any other interface. If you do not believe this,
have a look at the properties dialog in the context menu of the interface's icon. Apart from the fact
that this interface is presented as a TAP-Win32 Adapter V8, every setting possible on real network
adapters can be chosen here too.
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% Network Connections

File Edit Wiew Favorites Tools  Advanced  Help | i ,'
- —
e Back - O - l_@ /_) Search i Faolders v
Address I@r_ Metwork Connections j =
~| LANor High-Speed Internet L Local Area Connection 2 Properties EH r
MNetwork Tasks S
.-y General |Authentication| Advancedl
@ Createf new Local Area Connection 2
connection [ Connect using:

) Setup a home or small
" office netwark I HBE TAP-Win32 Adapter V8

W Disable this network

% Repair this connection Thiz conmection uses the following iters:
IﬂII Rename this conneckion

L ar

€ View status of this .@ File and Printer Sharing for Microsoft Networks

connection
Change settings of this .‘5 (oS Packet Scheduler
connection T Internet Protocol (TCPAP)

Inztall... | Uninstall Froperties

»

Other Places

r— Dezcription

[@ Control Panel .
Allows wour computer to access rezources on a Microzoft
ﬁg My Mebwork Flaces etwork,

D My Documents
" My Computer

[~ Show icon in notification area when connected

»

Details
Ok Cancel

Local Area Connection 2
LAM or High-Speed Internet J
-

You can disable this interface by simply double-clicking on its icon here, but keep in mind that the
tunnel won't be connected automatically after you enable the interface again; you must reconnect
manually by selecting the entry in OpenVPN's context menu.

If you need detailed information on network interfaces, the command ipconfig /all is very
helpful. Open a DOS Shell under Windows and enter ipconfig /al1. Windows will list all
available network interfaces, the IPs, and routing data.
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C:\WINDOUWS >ipconfig ~all
Mindows IP Configuration

Host MName . - I umxp—e
Primary Dns Sufflx -

Node Type . . o o Unknown
IP Routing Enahled. e e e e e e . Mo

WINS Proxy Enabled. . . . . . . . = No

Ethernet adapter Local Area Connection:

Connectlon—“pec1f1c DHS Suffix B
Description . . . C e e e e AMD PCHET Family PCI Ethernet Adapte

Physical Addre - - - = - « - . = BB-BC-29-D9-4C-DE
Dhcp Enabled. . N

5 oo o0 oo o o
IF Address. . . . . . . . . . . . 1A.10.18.183
Subnet Mas © oooooooo 255.255.255.8
Default Gateuay e e e e e e . 18.18.18.1
DNS Servers . . . . . . . . . . . .18.18.1

Ethernet adapter Local Area Connection 2:

Connectlon—“pecific DHE Suffix 8

Description . . e e e e e e TAP-Win32 Adapter U8

Physical Address. . . . . . . . . A8-FF-BE-7C-53-7C

Dhcp Enabled. . e e e Yes

Rutoconflgulatlon Enabled e e e Yes

IP Address. . . . . . . . . . . . 18.3.8.1

Subnet M © oooooooo 255.255.255.8

Default Gateuay - e e e e e e

DHCP Serwer . . . . . . . . . . . 18.3.8.8

Lease Obtained. . . . . . . . . . & Sunday, November 27, 2885 2:38:54 AM

Lease Expires . . . . . . . . . . : Monday, Movember 27, 2886 2:38:54 AM

C:~WINDOWS >

Connecting Windows and Linux

Connections between these two operating systems are almost as simple as those described in the
previous section. The steps that need to be taken are exactly the same. However, there are two
pitfalls that you must avoid, and both of the pitfalls are connected to transferring files from
Windows to Linux (or back).

File Exchange between Windows and Linux

On Linux, remote command execution and data exchange through the SSH is the standard. SSH
also uses OpenSSL for encryption, like OpenVPN. Windows, however, has no built-in support for
encrypted data exchange.

Windows systems use the Server Message Block (SMB) protocol to communicate and exchange
data. Linux has no native support for this, but there is a powerful server suite called Samba, which
can be used to make Linux machines appear like Windows PCs (and even integrate them into
Active Directory domains).

So how do we copy the key file from a Windows machine to a Linux server? There are two
possibilities. Either we set up Samba on Linux to act as a Windows client or server or (this is by
far the better choice) we install SSH software on Windows. A very simple tool for this purpose is
WinSCP, which can be downloaded freely from http://winscp.net/. WinSCP is an Explorer-
style application that provides drag-and-drop copying over secure connections.
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Installing WinSCP

Download WinSCP and double-click on the EXE file. Start the installation by clicking Next twice.

(You are asked to accept its license—the free GPL.)

18 Setup - WinSCP3 !EE

Select Destination Location
Where should 'WinSCP3 be installed?

-,) Setup will install WinSCP3 into the fallowing fo%er.

To continue, click Mest. [F you would like to select a different folder, click Browse.

Browse... |

At least 4.6 ME of free disk zpace is required.

Help | < Back I Mest > I Cancel |

If you want a different location for this program, enter its path in the third dialog.

& Setup - WinSCP3 !EE

Select Components
‘which componentz should be installed?

Select the components you want ko inztall; clear the components you do not want ko
ingtall. Click Mest when you are ready to continue,

WinGCF application 4.0 ME
Drag & drop shell extension [allows direct downloads, may require restart] 0.1 MB
Pageant [S5H authentication agent) 0.7 MB
PuT T gen [key generatar) 0.8 Me

Current selection requires at least 5.5 MB of disk space.

Help | < Back I Mest » I Cancel |

You are now asked to decide on the components you want to install. A full installation like that
selected by default is best in most cases, but the compact installation may also be enough if you

87



Configuring T Tan OpenVPN Server—The First Tunnel

only want file copying. The full installation provides enhanced key-usage features for encrypted
connections like creation of your own encryption keys or usage of existing keys.

Click Next twice to accept your choice and the default menu entry for the Windows main menu.

& Setup - WinSCP3 !EE

Select Additional Tasks
‘which additional tasks should be performed?®

Select the additional tazks pou would like Setup ta perform while installing WinSCP3,
then click Mest,

¥ Enable automatic check for application updates [recommended)
v Create a desktop icon
s " For the current user only
o 0 Far all users [}S
[” Create a Quick Launch icon
v &dd upload shortcut to Explorer's ‘Send to' context menu
¥ Register to handle scp:d/ and sftp:// addresses
[ Addinstallation directarny to search path [ZPATH)

Help | < Back I Mest » I Cancel |

WinSCP can do additional tasks for you. Besides the usual desktop icons and regular automatic
updates, you can have context menu entries and support for URLs like scp:// and sftp:// for
Windows Explorer, which become very convenient features once you get used to them. Click Next
again to confirm the default selection.

& Setup - WinSCP3 !EE

Initial user settings
Pleaze, select your prefered uzer interface options.

User interface style
% Moarton Commander interface

- bwio panels (left for local directory. right for remaote directany]

- keyboard shortouts like in Morton Commander [and ather similar programs as Total
Commander. Midnight Commander...]

- drag % drop to/fram bath panels

= Esplorerike interface

- anly remate directory
- kepboard shortouts like in windows Explarer %
- drag % drop

Additional options

[~ Show advanced login options

Help | < Back I Mext > I Cancel
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This dialog lets you choose the default look of WinSCP. If you choose the Norton Commander
interface, you will be presented with a file manager window split into two parts, a local and a
remote directory. This is the default selection and might be the most useful one. However, if you
prefer the Windows Explorer style, then select the button Explorer-like interface, which presents
the remote directory in one single window.

Finish installation by clicking on Next, and then on Install in the following dialog. The setup program
then extracts and sets up WinSCP. After clicking Finish, WinSCP will start automatically.

Transferring the Key File from Windows to Linux with WinSCP

After WinSCP is started, you have to tell it where to connect to. Enter the IP address or DNS name
of your Linux system in the field Host name, the name of the Linux user (the administrator "root")
in the field User name, and the password in the field Password. All other options are not
necessary at this point. Click on Login to start the connection. If you are connecting for the first
time, WinSCP will ask you if you are sure of the authenticity of the host you want to connect to. If
you click OK here, WinSCP will remember this host's signature next time.

WinSCP Login BE |

El- Session Session
. - Stored sessions Host name Pait number
[=- Enviranment =
- E| 10.10.10.105 22 -
. - Directories I I =
S5H Uszer name Bassword
i Preferences

I[DD[ Iooo.o.o|

Private key file

| -

Protocol
= SFIP f* SFTP [allow SCP fallback) " SCP

[~ &dvanced options

About. .. Languages Save... | Login I Help

[,

WinSCP presents a window similar to the following screenshot. On the left side of the window there
should be a local directory listing, while the right side shows a directory on the remote server. The
small drop-down menus above the listings allow fast selection and change of working directories.
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"3 config - root@10.10.10.105 - WinSCP !Eﬂ
Local Mark Files Commands Session Options Remote Help
&[] g - e e 2 S i Default - % G-
g o Local Disk, = = - ‘ﬁﬂ a:f;g ) openvpR |- = - ‘ﬁﬂ @tt'g
Type Changer | Mame size | Changed Rights
Parent directory 121tz | gy, 10/21/2005 7:2..,  rwwsr-xr-
657  Text Document af1/z00 [;J kg bt 636 10/15/2005 4:1...  rw-r--r--
E] README. Exk 213 Text Document 10/21f2 msample.ovpn 2,974 10182005 % oo PWepe-tes
msample.ovpn 3,077  OpenYPM Confi...  10/19)2
< | K3 | 2
OB of 3947 B inOof 3 0B of 36108 in0of 2
& F2Rerame [ F4 Edit BF FS Copy 8 F& Mave £3¢F7 Create Ditectory »¢ F&Delete F3f FO Properties WL F10 Quit
13,281 B B12B 2 @ G e SFTP [+3] 0:00:52 2|

Now let's copy the key file and the configuration file from Windows to the Linux system. On the
Windows machine change to the directory C:\Program Files\OpenvPN\config; on Linux change
to /etc/openvpn. Drag and drop the key. txt file and the configuration file sampTe.ovpn to the
Linux system.

.ovpn is the standard extension for OpenVPN's Windows configuration files; . conf is the
OpenVPN standard extension on Linux.

The Second Pitfall—Carriage Return/End of Line

Exchanging text files between Linux and Windows always produces another problem. On UNIX
systems, the new line character signifies the end of a line; on DOS/Windows, the characters return
and new line are always used together to signify this.

Thus text files copied from a DOS system to a UNIX system always have superfluous characters
at the end of the lines and files copied the other way always miss line feeds. Because this problem
is very common, the Linux community has developed the dos2unix and unix2des utilities.
dos2unix converts text files from DOS/Windows format into correct UNIX format, and unix2dos
does the other way.
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In our example, we have to convert both the key file and the configuration file into UNIX format.

If your sample.ovpn looks like this (like my vi shows it):

¢...)

# Change 'myremote' to be your remote host,AM
# or comment out to enter a listeningAM

# server mode.AM

remote 10.10.10.104AM

AM

# Uncomment this 1line to use a differentAm

# port number than the default of 1194.AMm

; port 1194Am

AM

# Choose one of three protocols supported byAm
# openVvPN. If Teft commented out, defaultsAm
% to)udp.AM

then you have copied the file from Windows to UNIX. To convert it to UNIX format simply type:

debian0l:~# dos2unix sample.ovpn

and have a look in this file again. Everything should be alright now. Repeat this step for the key
file (key . txt). If you forget this step, OpenVPN will find different keys on both systems and

therefore deny setting up the tunnel.

dos2unix is contained in the sysutils package of Debian systems. Run apt-get
install sysutils to install these tools.

Configuring the Linux System

In our next step we have to adapt the Linux configuration, just as we did on the Windows systems
before. We will use exactly the same configuration as in our first example; only three lines have to be

changed. The following figure gives an overview on how the interfaces will be set up.

IP of real IP of virtual (tunnel) | [ IP of virtual (tunnel) | | IP of real
Ethernet device: | | Ethernet device: Ethernet device: Ethernet device:
10.10.10.103 10.3.0.1 10.3.0.5 10.10.10.105

|

Windows

The Internet
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The Linux OpenVPN configuration is as simple as its Windows counterpart. Just modify the
following lines in your sample.ovpn:

° remote 10.10.10.103
e ifconfig10.3.0.5255.255.255.0

e secret key.txt

and adapt them to your needs. The IP specified in the line remote 10.10.10.103 must be replaced
with that of your Windows server; the IP specified in the line ifconfig 10.3.0.5 255.255.255.0
defines the IP of the virtual tunnel network interface. You may have noticed that this IP can be
chosen freely in this network segment.

After you have done so, fire up the tunnel by typing the following command:
openvpn --config sample.ovpn

in the configuration directory. This command is the main part of OpenVPN, no matter what
operating system you are using. For Linux there is no graphical interface, which may be due to the
fact that on most Linux systems no graphical environment is running. However, the openvpn
command is an adequate way to start tunnels for testing purposes and is also called by the scripts
that provide OpenVPN services.

You will receive output similar to this:

wed Ooct 19 00:23:01 2005 us=318267 TUN/TAP device tapO opened

wed oct 19 00:23:01 2005 us=318335 TUN/TAP TX queue length set to 100

wed Oct 19 00:23:01 2005 us=318372 /sbin/ifconfig tap0 10.3.0.5 netmask
255.255.255.0 mtu 1500 broadcast 10.3.0.255

wed Oct 19 00:23:01 2005 us=334639 Data Channel MTU parms [ L:1577 D:1450
EF:45 EB:135 ET:32 EL:0 AF:3/1 ]

wed Oct 19 00:23:01 2005 us=334726 Local Options String: 'V4,dev-type
tap, Tink-mtu 1577,tun-mtu 1532,proto UDPv4,ifconfig 10.3.0.0
255.255.255.0,comp-1zo,cipher BF-CBC,auth SHAl,keysize 128,secret'

wed Oct 19 00:23:01 2005 us=334740 Expected Remote Options String: 'v4,dev-
type tap,link-mtu 1577,tun-mtu 1532,proto UDPv4,ifconfig 10.3.0.0
255.255.255.0,comp-1zo,cipher BF-CBC,auth SHAl,keysize 128,secret'

wed Oct 19 00:23:01 2005 us=334806 Local Options hash (VER=V4): 'e08453d7'
We880c§d19 00:23:01 2005 us=334831 Expected Remote Options hash (VER=V4):
'e08453d7"'

wed oct 19 00:23:01 2005 us=334886 Socket Buffers: R=[109568->131072]
S=[109568->131072]

wed Oct 19 00:23:01 2005 us=334961 ubpPv4 1link local (bound): [undef]:1194
wed oct 19 00:23:01 2005 us=334975 uDPv4 1ink remote: 10.10.10.103:1194
wed Oct 19 00:23:03 2005 us=513994 Peer Connection Initiated with
10.10.10.103:1194

wed Oct 19 00:23:03 2005 us=514046 Initialization Sequence Completed

This program is also part of the Windows installation. Start a command line and change to the
directory containing the configuration file. Type the command openvpn —--config sample.ovpn
and press Enter. You will receive a lot of output as in the following screenshot. As you see,
OpenVPN's behavior is almost identical to its Linux version.
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Unfortunately, if you start a tunnel manually like this, the OpenVPN GUI does not notice.

& [sample.ovpn] OpenVPN 2.0.2 F4:EXIT F1:USR1 F2:USR2 F3:HUP HEE

C:vProgram FilesxOpenUPN“config>openvpn —config sample.ovpn
Oct 29 19:38:56 26085 us=739680 Current Parameter Sett1ng
Oct 19:30: us =740085 config = ’'sample.ovpn’
Qct 19:308: us=741119 mode = B
Oct 19:38: us=741264 show_ciphers DISABLED
Oct 19:30: us=741415 show_digests DISABLED
Oct 19:=3@: us=741788 show_engines = DISABLED
Oct 19:30: us=74195%8 genkey = DISABLED
Oct 19:38: us=742071 key_pass_file = *[UNDEF1*
Oct 19:38: us=742233 show_tlz_ciphers = DISABLED
Oct 19:30: us=742375 proto = @
Oct 19:30: us=742565 MOTE: ——mute triggered...
Oct 19:30: us=742755 178 variation{(s) on previous 1P message{s) su
ppressed by —mute
Sat Oct 29 19 38:56 us=742969 OpenUPN 2.8.2 Win32-MinGW [SSL1 [LZ0O1 built o
n Aug 25 2085
Sat Oct 29 19:30:56 us=788778 IMPORTANT: OpenVUPN’z default port number iz n
ovw 1194, hased on an official port number assignment by IANA. OpenUPH 2.B-hetal
6 and earlier used 58@A@ as the default port.
Sat Oct 29 19:38:56 2085 us=789155 WARNING: ——ping should normally be used with
——ping-restart or ——ping—exit
Sat Oct 29 19:30:56 2085 usz=798014 Static Encrypt: Cipher ‘BF-CBC’ initialized u|
ith 128 bit key
Sat Oct 29 19: 38 L6 2885 us=790387 Static Encrypt: Using 168 bit message hash '§
HA1' for HMAC authentication
Sat Oct 29 19:30:56 2085 u=z=798663 Static Decrypt: Cipher °‘BF-CBC" initialized u)
ith 128 bhit ke

Testing the Tunnel

And now it's time to test the tunnel. Simply use ping again to test the reachability of the other
tunnel endpoint. On our Linux system:

debian0l:~# ping 10.3.0.1

PING 10.3.0.1 (10.3.0.1) 56(84) bytes of data.

64 bytes from 10.3.0.1: icmp_seq=1 tt1=128 time=2.77 ms
64 bytes from 10.3.0.1: icmp_seqg=2 tt1=128 time=0.982 ms
64 bytes from 10.3.0.1: icmp_seq=3 tt1=128 time=0.872 ms
64 bytes from 10.3.0.1: icmp_seq=4 tt1=128 time=0.836 ms

--- 10.3.0.1 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3020ms
rtt min/avg/max/mdev = 0.836/1.366/2.774/0.814 ms

Both tunnel endpoints are reachable. Our Windows-Linux tunnel is working.

A Look at the Linux Network Interfaces

As we did on Windows, we will have a short look at the Linux network interfaces right now. Type

ifconfig to have Linux show you all available interfaces:

debian0l:~# ifconfig

eth0 Link encap Ethernet Hwaddr 00:0C:29:4B:46:B3
inet addr:10.10.10.105 Bcast:10.10.10.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:11346 errors:0 dropped:0 overruns:0 frame:0
TX packets:8687 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1593787 (1.5 MiB) TX bytes:1458734 (1.3 MiB)
Interrupt:18 Base address:0x1080

To Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:644 errors:0 dropped:0 overruns:0 frame:0
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TX packets:644 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:73352 (71.6 KiB) TX bytes:73352 (71.6 KiB)

tap0 Link encap:Ethernet Hwaddr 00:FF:0E:87:FA:DD
inet addr:10.3.0.5 Bcast:10.3.0.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:10 errors:0 dropped:0 overruns:0 frame:0
TX packets:9 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:921 (921.0 b) TX bytes:666 (666.0 b)

debian01:~#

On this system, there is an Ethernet card eth0 configured as 10.10.10.105 and a loopback
interface 1o. The device tap0 is the TAP device used by OpenVPN and has the IP 10.3.0.5
assigned. This TAP device is a virtual Ethernet device that runs OpenVPN's bridging mode. On
UNIX systems, you can choose between bridging mode with TAP devices and routing mode with
TUN devices, but for Windows systems there is only a TAP driver available.

Running OpenVPN Automatically

If your want your OpenVPN machine to provide remote access and therefore act like a VPN
server, you will simply need to start the OpenVPN process (task) and have it run permanently.
Once a client like those we configured before connects, the tunnel is up. On Windows this task is
done with the Services module of the Control Panel.

OpenVPN as Server on Windows

From the main menu, select the entry Control Panel | Administrative Tools | Services to start the
service manager.

=2 SERvicEs
File  Action VWiew Help k
e EERB[2]r = 0 =
@ Services (Local) % Services (Lacal)
Open¥PN Setvice Name  # | Description | Status | Startup Type | Lt ‘l
%Net Lagon Supparks pu.. Manual Lt
Start the service 84 NetMesting Remate. .. Ensbles an... Manual Lt
%Natwnrk Connections  Manages ... Started Manual Le
%Natwork DDE Provides n... Manual Li
%Natwork DDE DSDM Manages D, .. Manual Lo
%Netwurk Location &... Collecks an...  Started Manual Lt
%NT LM Security Sup... Provides s... Manual Le
%Opan\u‘PN SErvice IManual Le
%Perfﬂrmance Logs a... Collects pe... Manual M
%Plug and Play Enables 3 ... Started Automatic L
%Portable Media Seri,., Retrievest,.. Started Aukomatic Le
%Pnnt Spooler Loads files ... Started Automatic L
%Pmtected Skorage Provides pr... Started Automatic Lo
QoS RSYP Provides n... Manual Le
%Ramnte Access Aut... Createsa ... Manual Le
%Ramote Access Con.,., Createsa .., Manual Lo
%Ramota Deskkop He... Manages a... Manual Lo
%Rsmuta Procedure .., Provides th..,  Started Automatic Lt
%Remute Procedure ... Managest... Manual N
%Ramnte Registry Enables re...  Started Automatic Le
%Ramnvah\e Storage Manual Li o
a - ]
Extended A Standard /
\
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Scroll down this list until you find the entry OpenVPN Service. The fourth column shows the
Startup Type for OpenVPN and is set to Manual by default. Double-click this entry and you will
see the following properties window:

OpenVPN Service Properties (Local Computer) HE
General | Log Dnl Hecov%l Dependenciesl

Service name: Oper/FHService

Display name: |D perPM Service

D escrption: ‘ ﬂ

Path to executabls:
C:%Program Filezs'OpentPHYbinopenvpnzers. exe

Startup type:

Service statuz:  Started

Start I Stop I Fauze Eezume

“t'ou can specify the start parameters that apply when vou start the service
friamn here.

Start parameters: I

oK I Cancel | Aipply |

Select the entry Automatic from the Startup type drop-down menu to provide tunnel access from
boot time. Confirm by clicking on OK and closing the services dialog. You have successfully
turned your system into a simple VPN server.

To test this, simply reboot your system and have a look at the remote system's log file. You
will find some entries saying Connection refused or No route to host, but after the restart, the
tunnel will be started automatically, the log file will show Connection initiated, and pings will
be successful.

OpenVPN will try to start a tunnel for every .ovpn file it finds in the config directory, if
it is called via the service manager (e.g. on reboot).

OpenVPN as Server on Linux

During the Linux installation on Debian-based systems, you would have been asked whether you
wanted OpenVPN to be started automatically. This is the standard if you entered Enfer all the
time. On Windows you have the services dialog and on Linux there is the directory /etc/init.d
containing start scripts for an abundance of server processes. A typical script in this directory can
be called with the options start and stop (among others) and therefore starts or stops the
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server process described in its code. After you have installed OpenVPN, there is a script
/etc/init.d/openvpn on your system that you can use to stop and start your server.

Some examples of calling the OpenVPN script on Linux:

Script Syntax Function

/etc/init.d/openvpn start Starts the OpenVPN server

/etc/init.d/openvpn stop Stops the OpenVPN server

/etc/init.d/openvpn restart Stops and then re-starts the OpenVPN server

/etc/init.d/openvpn reload Fr?rces the OpenVPN server to reload its configuration, applying
changes

Runlevels and init Scripts on Linux

Every Linux system can be run at different runlevels. Like the gears of a car that offer different
combinations of speed and power, every runlevel on a Linux system provides different server
processes and possibilities. Runlevel 1 for example, is normally used for maintenance mode and
provides only single-user access, no networking, and no GUI. Runlevel 5 mostly is used for a
full-featured desktop system with network access and most servers run in runlevel 3, where no
graphical interface is started, but both networking and multi-user support are available.

Of course you can configure exactly which service is to be run in which runlevel. The following
description explains how:

A tree of directories with start/stop scripts is used to configure starting and stopping of services
during boot time or runlevel change. On Debian systems you find this tree under /etc in the
directories rc0.d to rc6.d; on SuSE and Redhat these directories can be found under
/etc/init.d. Each of these directories contains links to the /etc/init.d/ service files. The links
have names starting with K or s indicating that this service is to be stopped (k—killed) or started
(s) for this runlevel, while the number after the K or s is used to order the services. Thus, all
necessary processes for a server can be started in the correct order before the server process starts
itself. OpenVPN for example, needs network and sysTog support to work correctly. Therefore, the
link has a number higher than the link files of the network and sys1og daemons. On a SuSE Linux
system for example, network services are started via SO5network, then S06sysTog starts the
logging facilities, and OpenVPN is started with s12openvpn.

For each runlevel, a directory exists containing a collection of links following the scheme
explained above. The links in the directory /etc/rc3.d, for example, on a Debian system start and
stop the services for runlevel 3. An OpenVPN start script called via the link S20openvpn in the
directory /etc/rc3.d will be started on entering runlevel 3 after all scripts with names from s1 to
S19 are started.

Three command-line programs are relevant for management of system services on Linux: init,
runlevel, and update-rc.d. The following table gives an overview:
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The Program Used For

init <runlevel> Change to runlevel number <runTlevel>
runlevel Lists the active (and the last) runlevel
update-rc.d Helps you arrange the processes
<options> automatically

Using runlevel and init to Change and Check Runlevels

Both runlevel and init are very easy-to-use programs. init 1 switches your system to runlevel
1—mostly configured as single user mode for maintenance. init 5 switches to runlevel 5, which
is the desktop user mode.

In the following example, we will first find out at which runlevel our system is and as a next step,
switch to runlevel 5. Again, we check if the runlevel was changed successfully and then change
back to runlevel 3, where we were before.

debian0l:~# runlevel

N
debian0l:~#init 5
INIT: Switching to runlevel: 5

...)

debian0l:~# runlevel

25

debian0l:~#init 3

INIT: Switching to runlevel: 3

debian0l:~# runlevel

53
debian01:~#

The System Control for Runlevels
The configuration file /etc/inittab contains the information the program init uses to determine:

e The standard runlevel (the runlevel in which the system will be after boot)
e  Which directories are to be used for which runlevel

e  Many other useful options (e.g. what happens when you press Ctrl+Alt+Delete)

Here is an extract from the inittab file on Debian systems:

# /etc/inittab: init(8) configuration.
# $1d: dinittab,v 1.91 2002/01/25 13:35:21 miquels Exp $

# The default runlevel.
id:2:initdefault:

..

The last line defines the standard runlevel after reboot—on this system it is runlevel 2 and the
following comments indicate where init shows how the runlevels on this Debian system are
supposed to work:

Co..) .
# /etc/init.d executes the S and K scripts upon change
# of runlevel.

#
# Runlevel 0 1is halt.
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# Runlevel 1 1is single-user.
# Runlevels 2-5 are multi-user.
# Runlevel 6 1is reboot.

...

Managing init Scripts
The third important tool for managing server processes on Debian Linux is update-rc.d. This
Perl script can check, create, and delete init scripts suitable for your system configuration.

Options for update-rc.d Explanation

update-rc.d <service> <options> Configures the links in your init directories for your
<action> needs (according to the options passed)
update-rc.d -n <options> Dry-run mode; only shows what it would do
update-rc.d <options> remove Removes the start/stop scripts listed in options
update-rc.d -f <options> Ignore warnings

Let's do some examples: the command update-rc.d -n openvpn remove removes all links to
OpenVPN, but not really, only in a dry run to test if there would be problems. After this
command, OpenVPN would not be started anymore in any runlevel. In our example, we encounter
a little problem, which can easily be fixed by the "force" switch -f, update-rc.d -n -f openvpn
remove gives us a list of files that would be deleted.

debian0l:/etc/rc3.d# update-rc.d -n openvpn remove
update-rc.d: /etc/init.d/openvpn exists during rc.d purge (use -f to force)
debian01:/etc/rc3.d# update-rc.d -n -f openvpn remove
update-rc.d: /etc/init.d/openvpn exists during rc.d purge (continuing)
Removing any system startup links for /etc/init.d/openvpn ...
/etc/rc0.d/K20openvpn
/etc/rcl.d/K20openvpn
/etc/rc2.d/Sléopenvpn
/etc/rc3.d/Sl6openvpn
/etc/rc4.d/Ssleopenvpn
/etc/rc5.d/Sl6openvpn
/etc/rc6.d/K20openvpn
debian0l:/etc/rc3.d# 1s -1 /etc/rc2.d/Sl6openvpn

Trwxrwxrwx 1 root root 17 2005-09-04 16:23 /etc/rc2.d/Sl6openvpn ->
../init.d/openvpn

debian01l:/etc/rc3.d#

As you can see in the last line, the files are still there. Repeat these steps without the option -n,
and the links will be deleted permanently.

update-rc.d can also create the links for you. Its syntax is easy:

update-rc.d <options> <service name><start/stop><service number><runlevel>

Thus the following command is supposed to start openvpn with service number 16 in runlevel 3:

debian0l:/etc/rc3.d# update-rc.d -f openvpn start 16 3 .

Adding system startup for /etc/init.d/openvpn ...
/etc/rc3.d/Sleopenvpn -> ../init.d/openvpn

debian0l:/etc/rc3.d# 1s -1 /etc/rc3.d/Sl6openvpn

Trwxrwxrwx 1 root root 17 2005-10-21 12:37 /etc/rc3.d/Sl6openvpn ->

../init.d/openvpn

debian0l:/etc/rc3.d#
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Now try to create the links that you have deleted above.

If you want to revert to the default configuration of OpenVPN—Iike that after installation—
simply enter dpkg-reconfigure openvpn. This program starts the post-install configuration
dialog and process again, and installs the default links to your runlevel directories.

Using Webmin to Manage init Scripts

Webmin is a great tool to administer your Linux machines remotely using only a browser. All you
need is an HTTPS-enabled browser and then almost all system settings can be set from this
interface. Even though the installation of Webmin will be covered in Chapter 9, here is a brief
example of the advantages of this tool.

The module Bootup and Shutdown in the category System can be used to start and stop services
and has proven very useful to control Linux servers. The following screenshot shows a long list of
all services available (the first column to the left). Services that are supposed to be started at boot
time are indicated with a black Yes in the second column, whereas available services that are not
started have a red No. A description of the service rounds up this table, and the text link Return to
bootup and shutdown actions on the bottom of the page brings us back to the list of services.

Furthermore, this module lets you reboot or shutdown the remote Linux system. With buttons at
the lower end of the displayed page, services can be started, stopped interactively or at boot time,
and you can change the runlevel of the system.

To make changes on a running service, simply activate the checkbox before the service entry in
the list and press the appropriate button at the end of the page.
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Dokument Bearbeiten Ansicht Gehezu Lesezeichen Extras Einstellungen Eenster Hilfe

RO =XKALS
UTIgindi VErsiorn oy RODETL LESIE Sron@mdrs.org-~, eadiltead oy iw] ana cs moaiiea 1or
] jopenvpn Yes openvpn by Alberte Gonzalez Iniesta <agi@inittab.org> Modified for restarting /
starting / stopping single tunnels by Richard Mueller <mueller@teamix.net>
LI |ppp Yes fetc/init.d/ppp: start or stop PPP link.
[ |pppd-dns No Restore /etc/resolv.conf if the system crashed before the ppp link was shut down.
| |procps.sh No fletc/init.d/procps: Set kemel variables from fetc/sysctl.conf
[ [reboot No Execute the reboot command.
[ rmnologin Yes This script removes the /etc/nologin file as the last step in the boot process.
[ [sendsigs No Kill all remaining processes.
[ [shorewall No
[ [single No executed by init(8) upon entering runlevel 1 (single).
[ [ssh Yes

bootlogd One of the first scripts to be executed. Starts or stops the bootlogd log

| |stop-bootlogd Yes program. |f this script is called as "stop-bootlogd", it will stop the daemon instead of
starting it even when called with the "start" argument.

[ [sysklogd Yes letc/init.d/sysklogd: start the system log daemon.

[ jumountfs No Turn off swap and unmount all local file systems.

] jumountnfs.sh No umountnfs Unmount all network filesystems except the root file system.
This script saves the random seed between reboots. It is called from the boot, halt

] jurandom No h
and reboot scripts.

L] webmin Yes Based on the skeleton example

l Start Selected H Stop Selected ] [ Start On Boot H Disable On Boot ] l Start Now & On Boot

l Disable Now & On Boot

Create a new bootup and shutdown action.

Click this button to switch your system from the current runlevel to the selected one. This will

EE] cause all the actions in the current level to be stopped, and then all the actions in the new

runlevel to be started.

Click on this button to immediately reboot the system. All currently logged in users will be
L disconnected and all services will be re-started.

Click on this button to immediately shutdown the system. All services will be stopped, all users
X disconnected and the system powered off (if your hardware suppaorts it).

« Return to index

D&

The names of the services are represented with hyperlinks, and if you click on these links, a

detailed service menu will open. The dialog Edit Action offers an editor with the possibility to edit
and rename the init script in /etc/init.d, and in the lower part of the screen we find a nice GUI
to set our startup preferences for the service. In this dialog, we can define exactly the runlevel and

the point of time when OpenVPN is started and stopped during boot or runlevel change. The
buttons Start Now, Restart, and Stop Now let you activate or stop the tunnel remotely.
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B Adresse: |3 hitps://10.10.10.105:10000/init/edit_action.cgi?0+openvpn al-] 4@ -]

QOO OO =S 4w |83
et index Edit Action i

Name

Action Script | #! /bin/ch —e E
k3

¥ Criginal version by Robert Leslie

# <rob@mars.org>, edited by iwj and c=

# Modified for openvpn by Alberto Gonzalez Iniesta <agifinittab.org:>

# Modified for restarting / starting / stopping s=ingle tunnels by Richard
Hueller <mueller@teamix.nst>

test SDEBIAN SCRIPT _DEBUG && set -w -x

DAEMCHN=/usr/sbin/openvpn

DESC="wirtual private network daemcn"”

CONFIG DIR=/etc/openvpn

test -x SDAEMON || exit O

test -d SCONFIG DIR || exit O @

Runlevelstostartandstopin
Runlevel 0 | Start at D [ Stop at Runlevel 1 ] Start at D % Stop at
Runlevel 2 [x Startat/'s | [ Stopat |  Runlevel3  x Startat(1s| [ Stopat| |
Runlevel 4  x Startat[16 | [ Stopat |  Runlevel5  [x Startat’s | [ Stopat |
Runlevel 6 [ Startat| |  x Stopat8 |  RunlevelS [ Startat| | [ Stopat | -

[ Start Now H Restart Now H Stop Now l @

‘Seite geladen. ‘

Using SUSE's YaST Module System Services (Runlevel)

SuSE systems have a sophisticated tool for maintenance of your server processes. The System
Services editor can be found in the YaST module System:
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l Network Devices

==

Q Network Services

(=]

Security and Users

¥ .

L=

frE_ : % LM
@] Partitioner

™y

J Powertweak Configuration

A

-

% Restore system

LE Pawer Management
=

\SC=

% System Backup

% Language Selection
-

Profile manager

-

Starting module System Services (Runlevel)...

This runlevel editor can be run in two modes: Simple Mode and Expert Mode. In Simple Mode,
you can simply switch services on or off and YaST takes care of all considerations necessary for
you. You are presented a list with all available services and two buttons, Enable and Disable.
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V(== =

Here, spacify which system ..'u System Services (Runlevel): Services
services should be started. s

Warning: The system

services (runlevel editor) is ®) Simple Mode Expert Made
an expart tool. Only change « Dk i - -
settings i you know what you | Service Enabled | Description -
are doing. Otherwise your micracade Na* update the Intel CPU microcade
system might not function netwark Yes Configure the natwork interfaces and set up routing
Prapady Afsmends. i ezt it R te Nisitwirk Fle Syterns (NEE)
Htiviin staris the nelacied nfsboot Yes* Service([s) needed with NF5
sarvice and services that it nfsserver Ma Start the karnel based NFS dasmon
depends on and enables nmb Ma Samba MNetBIOS naming service ovar |P
them to start at system boot nscd Yes Start Name Service Cache Dasmon
time. Likewise, Deactivate openct Mao* Start smart card readers
g s.er\rices t.hat cepaid openvpn Ma OpenVPN tunnel
on a given service and the ¥ : : b !
e Rt ol il pcscd Ma Thiz shell script takes care of starting and stopping the pcscd Daeman/Manager
their start at system boot portmap Yes DARPA port to RPC pragram number mapper
time. postfix Yes start the Postfix MTA

powe rsaved Yes optimises power consumption, specially for laptops [~
An asterizk (%) after a service randam Yes Script to snapshot random state and reload it at baot time. -
status means that the -

£ <

service is enablaed but not
running or is dizabled but
running naw.

SuSEfirewall2_setup does some basic setup and is the phase 2 of 2 of the SuS Efirewall initialzation.

To change the behawvior of
runlevels and system

services in detail, click Eiabile Dbl
Expert Mode.

Back | FEinish

If you want to enable openvpn, simply highlight it in the list and press Enable. The entry in the
second column of the line openvpn in the list will change to Yes and a status window reports
OpenVPN started. Try to activate or deactivate the service openvpn several times.

Even though the Simple Mode is a convenient and fast method to retrieve an overview of the
running services, there may be some disadvantages caused by the standard settings. In Expert Mode,
however, you can explicitly define the runlevels in which the different services will be started:
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Assign system sarvices to ww System Services (Runlevel): Details
runlevels by selecting the -
list entry of the respectve
service then checking or g
unchacking the check Heapin Wnde 8] Dopmrt Made
boxes B-S far the runlevel. Set default runlevel after booting to:
Start/Stop/Refresh: Usa 5: Full multiuser with netwark and dizplay manager -
this to start ar stop sarvices
sy, Service Running |B (0 |1 |2 |3 |5 |6 |5 | Descripion -
it mrt i it nmb Ma Samba NetBIOS naming service aver P
runievels in whlych % s e nsed Yes 3 32 Start Name Service Cache Dasmon
currently selacted service. openct Yes Start smart card readers
opanvpn Ma OipenVPN tunnel

* Enable the service: pesed Mo This shell script takes care of starting and st
f“c::atet: t:‘e sderwce portmap Yes Z 3 DARPA port to RPC program number mapp
T pastfix Yes 3 '3 start the Postfix MTA
runlevels.

+ Disable the powersaved Yes 2 2 3 optimises power consumption, specially for [ &
service: random Yes 2 3 3 Script to snapshot random state and reload| ™
Deactivates service. 1] 4 r

* Enable all
services: Activates SuSEfirewall2_setup does some basic setup and is the phase 2 of 2 of the SuSEfirewall initialzation.
all services in their
standard runlevels.

CRINES I Vi A Service will be started in following runlevels:

runlevel will take effect naxt

time you baat your B a X 2z 3 5 5 5

e Start/Stop/Refresh v SebResat v
Back FEinizh

You see a separate column for each runlevel and a list of checkboxes with which you can easily
activate the service in a single runlevel. Select openvpn in the list and activate it in runlevel 3 by
activating the checkbox. You can accomplish this with the mouse or by simply entering A/++3.

In either mode, click on Finish to activate your changes.

Troubleshooting Firewall Issues

Windows XP and SuSE Linux have firewall systems installed that are activated automatically after
installation. Like most (personal or desktop) firewalls these are configured to allow traffic
originating from the local system and destined to the Internet or the local network. This
configuration is sufficient for OpenVPN in almost every case. However, if your tunnels won't start
and you receive messages announcing connection problems, perhaps it's the fault of a mis-
configured desktop firewall. As only SuSE Linux and Windows XP come with pre-installed
firewalls, we will learn how to deactivate these firewalls quickly.
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Deactivating Windows XP Service Pack 2 Firewall

On Windows XP with service pack 2, you will find the firewall configuration as an entry in the
Control Panel. If you have service pack 2 installed, you will find an icon Windows Firewall in the
list of available control panel modules.

B ConiralPanal
Fle Ot Y= Faeober Tock Do H
LTS R ST |
Edddrzss [TF ronkel e = Bl
Sazione a-d Lenie e Opt e _% Semnna s 5o Caveres B
=
B S Lo Silopey dim .63, A —
s
S Aleu & -
& W dons Lpdes _,/’ TR %)W
& 1w s Toppset -
%g Zyerem E Tathar anz et Heow
[
Eﬁ it ALoaonks Wb Tock
il
' w2 e | L“‘-mi"’:l s see b otk = st % meerd
zl

Double-click the icon Windows Firewall to start the configuration dialog of the firewall. A window

like the following will appear:

% Windows Firewall B

General | Exceptlonsl Advancedl %

‘windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to wour computer through the [nternet or a network.

@ " On [recommended)

This zetting blocks all outside sources from connecting to this
computer, with the exception of those selected on the Exceptions tab.
I”| Don't allow exceptions
Select this when pou connect to public networks in less secure
locations, such as airports. vou will not be natified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

' 0ff [not recommended)

Awoid using this zetting. Turning off “Windows Firewall may make this
computer mare vulherable to viruses and intruders.

‘wihat elze should | know about ‘Windows Firewall?

o ]

Cancel
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Activate the button Off (not recommended) to deactivate the Windows Firewall. Click on OK to
finish the setup. Your Windows system is unprotected now.

It must be considered unwise to have a running Windows system without a firewall, but for
our OpenVPN test-bed, this is acceptable. Please do not use this in production environments.
In Chapter 8, we will deal with the proper firewall setup for an OpenVPN host.

If you do not want to deactivate your Windows firewall, you can explicitly allow OpenVPN
access to the Internet. If you start an OpenVPN connection, you may be asked by your
firewall software:

% Windows Security Alert

To help protect your computer. k‘#induws Firewall has blocked
some Features of this program.

Do you want to keep blocking this program?
D M ame: openypn
Publisher: Unknown

K.eep Blocking Unblock Ak Me Later

Windaws Firewall has blocked this progran from accepting connections fram the
Internet or a network. |F you recognize the program or tiust the publisher, you can
unblock it *when should | unblock a program?

This Windows Security Alert dialog informs you that a local program called openvpn (strange, isn't
it?) wants to accept connections from the Internet. Click Unblock here, and OpenVPN should work
fine with the Windows firewall.

Stopping the SUSE Firewall

On SuSE Linux you can use YaST to deactivate your desktop firewall. Start YaST from the main
menu and enter your root password. Change to the Security and Users module and left-click on the
icon Firewall. The following dialog is opened:
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~_
\Y /=S — .
™ | —
_ﬁ Firewall Configuration - Start-Up
Intarfaces
Allowed Services AT
Masquarading e
Broadcast Start Firewall When Booting
IPsac Suppart ® Start Firewall Manually
Logging Lewal
~Switch On and Off
Current Status:  Firewall i= not running
Start Firewall Naw
Save Settings and Restart Firewall Mow
Help Abart

This window will show the actual state of your firewall, depending on your settings (and your
selections during installation); it may be active or inactive, and can be started manually or
automatically. Set your firewall configuration as in the screenshot above, which means that it is
not started automatically, and it is not running:

e  Click on the Stop Firewall Now button to stop the firewall on your SuSE system.

e Activate the Start Firewall Manually button to prevent the firewall from being started
at boot time.

Even though there are no viruses and fewer security issues related to Linux systems, you
should always protect your systems with a firewall. Consider the deactivation of the
firewall only reasonable for testing purposes.

If you have a different firewall system running on your OpenVPN host, you will have to check the
documentation of this software. The following hint may be helpful:

Standard OpenVPN configuration initializes connections on UDP port 1194. If you want your
system to answer OpenVPN connection requests, you have to allow this port.
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Summary

In this chapter we have successfully configured our first tunnels. We have connected Windows
and Linux systems and safely transferred the encryption keys necessary using WinSCP. We had to
use the tool dos2unix to correct the plaintext files exchanged. After that we have tested the tunnels
and activated them at boot time on both systems, including a short introduction to the Linux init
system and runlevels. The last topic we discussed was about Windows and SuSE Linux firewall
issues, including stopping and deactivating these firewalls.
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Setting Up OpenVPN with X509
Certificates

In this chapter we will create X509 server and client certificates for use with OpenVPN. We will
create a certificate authority, and sign and distribute new certificates. We will use easy-rsa,
which comes with OpenVPN and exists both for Windows and Linux. This tool allows creation
and administration of certificates that have to be transferred to the machines that are supposed to
take part in the VPN.

Creating Certificates

In the last chapter we successfully set up our first tunnels using pre-shared keys with static encryption,
but in the initial chapters we learned why X509 certificates provide a much better level of security than
pre-shared keys do. There is, however, slightly more work to be done to set up and connect two systems
with certificate-based authentication. The following five steps have to be accomplished:

1. Create a CA certificate for your CA with which we will sign and revoke client
certificates.

Create a key and a certificate request for the clients.

Sign the request using the CA certificate and thereby making it valid.

Provide keys and certificates to the VPN partners.

wok W

Change the OpenVPN configuration so that OpenVPN will use the certificates and
keys, and restart OpenVPN.

There are a number of ways to accomplish these steps. easy-rsa is a command-line tool that
comes with OpenVPN, and exists both on Linux and Windows. On Windows systems you could
create certificates by clicking on the batch files in the Windows Explorer, but starting the batch
files at the command-line prompt should be the better solution. On Linux you type the full path of
the scripts, which share the same name as on Windows, simply without the extension .bat.



Setting Up OpenVPN with X509 Certificates

Certificate Generation on Windows XP with

easy-rsa

Open the Windows Explorer and change to the directory C:\\Program Files\ OpenvPN\easy-
rsa\. The Windows version of easy-rsa consists of thirteen files. On Linux systems you will
have to check your package management tools to find the right path to the easy-rsa scripts. On

Debian Linux you will find them in /usr/share/doc/openvpn/examples/easy-rsa/.

0% easy-rsa HEB
File Edt Wew Favorites Took Help N | L
Dok - ()~ T /'__ ) search |[( Folders | [35]- o

Address |) Cilprogram FileslopenvPHisasy-rsa ~ B

Folders * i build-ca.bat
ComPlus Applicakin < M3-DO5 Batch File
© pplcatii2] % 1KE

[C3) Internet Explorer
D Messenger B ke bat
IC2) microsoft frontpa M5-D05 Bakch File
125 Movie Maker LKBE
15 Ms
[C5) MSM Gaming Zone

[C5) MetMeeting
1) Online Services

B0 b jild-key-server.bat
M3-D05 Batch File
1KE

[l e

=l ) OpenyPH B init-config. bat
. M3-D05 Batch File
S bin % 1¥B
23 canfig
D driver 25 README.bxt
= Basy-rsa = Texk Docurment
@ lag = 2 kB
@ safiple-config B3 serial.start
I3 Outlook Express START File
I3 TechSmith 1 KB

I3 ¥Mware
IC3) Windows Media Fl
I3 windaows NT
I3 WinsP3
I22) xerox
IC2) WINDOWS
b CD Drive (D:)

S Host on '.host'l,SharediIILI
K| | >

Frg

indes. bk, skart
START File
OkE

W || |

=8 bujild-dh. bat
M35-D03 Batch File
1KE

S8 b jild-key-ples12.bat
1M3-D03 Batch File
1KE

] [¢]

clean-all.bat
M3-005 Batch File
1KE

openssl.cnf.sample
SAMPLE File
GKE

B reveoke-full.bat
% MS-DOS Batch File
1KE

vars,bat.sample
SAMPLE File
1KE

=N [END

You find there are eight batch files, four configuration files, and a README (which is
actually not really helpful). However, we must now create a directory called keys, copy the
files serial.start and index.txt.start into it, and rename them to serial and index. txt
respectively. The keys and certificates created by easy-rsa will be stored in this directory.
These files are used as a database for certificate generation.
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T S -

File Edit Wiew Favorites Tools  Help | :;'
GBack - J E ? /.\'Search 4 Folders El'
Address I..j C:\Program Files\OpenyPM easy-rsalkeys j Go
Falders = T indesbxt serial
I Online Services :I ’-:;-—J geré Document Il:“l?B
= 5 OpenyPH —
1 bin
I config
15 driver
= ) easy-rsa J
) keys
1) Iog
I sample-config
I Outlook Express |
i il

Now we let easy-rsa prepare the standard configuration for our certificates. Double-click on
the file c:\\Program Files\ OpenvPN\easy-rsa\init-config.bat or start this batch file at
a command-line prompt. It simply copies the template files vars.bat.sample to vars.bat
and openss1.cnf.sample to openvpn.ss1. While the file openss1 is a standard OpenSSL
configuration, the file vars.bat contains variables used by OpenVPN's scripts to create our
certificates, and needs some editing in the next step.

Setting Variables—Editing vars.bat

Right-click on the vars.bat file's icon and select Edit from the menu.

B vars.bat - Notepad !EH |

File Edit Format View Help k

Becho off -
rem Edit this wariable to point to
rem the openssl.cnf file included
rem with easy-rsa.

set HOME=%ProgramFiles¥\openvPiyeasy-rsa
set KEY_COMNFIG=openss].cnf

rem edit this wariable to point To
rem your soon-to-he-created key
rem directory.

rem

rem WARNING: clean-all will do

rem a rm -rf on this directory

rem so make sure you define

rem it correctly!

set KEY_DIR=keys

rem Increase this to 2048 if wou

rem are parancid. This will sTow
rem down TLS negotiation performance
rem as well as the one-time DH parms
rem generation process.

set KEY_SIZE=1024

rem These are the default wvalues for fields
rem which will be placed in the certificate.
rem Change these to reflect your site.

rem pon't Tleawe any of these parms blank.

seT KEY_COUNTRY=US

ST KEY_PROVINCE=CA

set KEY_CITY=SanFrancisco
St KEY_ORG=FOrtFUNsSTon
set KEY_EMAIL=mail@host.domain -

K| A
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In this file, several parameters are set that are used by the certificate generation scripts later. The
following table gives a quick overview of the entries in the file:

Entry in vars.bat Function

set HOME=%ProgramFiles%\OpenVPN\ The path to the directory where easy-rsa resides.

easy-rsa

set KEY_CONFIG=openssl.cnf The name of the OpenSSL configuration file.

set KEY_DIR=keys The path to the directory where the newly generated
keys are stored—relative to $HOME as set above.

set KEY_SIZE=1024 The length of the SSL key. This parameter should be
increased to 2048.

set KEY_COUNTRY=US These five values are used as suggestions whenever

set KEY_PROVINCE=CA you start a script and generate certificates with the

set KEY_CITY=SanFrancisco easy-rsa software.

set KEY_ORG=FortFunston
set KEY_EMAIL=mail@host.domain

Only the entry KEY_SIZE must be changed (unless you don't care much about security), but setting
the last five entries to your needs might be very helpful later. Every time we generate a certificate,
easy-rsa will ask (among others) for these five parameters, and give a suggestion that could be
accepted simply by pressing Enter. The better the default values set here in vars.bat fit our
needs, the less typing work we will have later. I leave it up to you to change these settings here.

The next step is easy. Run vars.bat to set the variables. Even though you could simply double-click
on its explorer icon, I recommend that you run it in a shell window. Select the entry Run from
Windows' main menu, type cmd. exe, and change to the easy-rsa directory by typing cd
"c:\\Program Files\ OpenVPN\easy-rsa\" and pressing Enter. By doing so, we will proceed in
exactly the same way as we would do on a Linux system (except for the .bat extensions).

Creating the Diffie-Hellman Key

Now it is time to create the keys that will be used for encryption, authentication, and key
exchange. For the latter, a Diffie-Hellman key is used by OpenVPN. The Diffie-Hellman key
agreement protocol enables two communication partners to exchange a secret key safely. No prior
secrets or safe lines are needed; a special mathematical algorithm guarantees that only the two
partners know the used shared key. If you would like to know exactly what this algebra is about,
have a look at this website: http://www.rsasecurity.com/rsalabs/node.asp?id=2248.

easy-rsa provides a script (batch) file that generates the key for you: c:\\Program Files\
openvPN\easy-rsa\build-dh.bat. Start it by typing build-dh.bat. A Diffie-Hellman key is
being generated. The batch file tells you, This is going to take a long time, which is only true if
your system is really old or if you are not patient enough. However, on modern systems some
minutes may be a time span horribly long!
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CAWINDOWS\System32\cmd.exe - build-dh.bat

Microsoft Windows BP [Uersion 5.1.26801
(C>» Copyright 1985-2801 Microsoft Corp.

C:%Documents and Settingssmfeilner>cd " Program Files“OpenUPN:\easy-rza"
C:“Program Files>OpenUPN“easy—rsa>vars.bat

C:“Program Files>OpenUPN-easy—rsa>build—dh.bhat

Loading ‘screen’ into random state — done

Generating DH parameters, 2048 hit long safe prime. generator
This is i to take a long time

Building the Certificate Authority

OK, now it's time to generate our first CA.

Enter build-ca.bat. This script generates a self-signed certificate for a CA. Such a certificate can
be used to create and sign client certificates and thereby authenticate other machines.

e C:AWINDOWS\System32\cmd.exe

C:“Program Files~OpenUPM~easy—rza>build-ca.bat
Loading ‘screen’ into random state — done
Generating a 2848 hit RSA private key

writing new private key to ’keyssca.key’

You are about to he asked to enter information that will he incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Mame or a DN.
There are gquite a few fields but you can leave some blank

For some fields there will be a default value.

If you enter ’'.’',. the field will bhe left bhlank.

Country Mame (2 letter code> [DE]1:

Btate or Province MName <(full name> [BYI1:

Locality Hame <eg, city> [Regenzburgl:

Organization Mame <eqg,. company? [Feilner-IT1:

Organizational Unit Name <eg, section)> [1]:

Common Mame {eg,. your name or your server’'s hostname) [1:Feilner—IT CA
Email Address [ca—adminBfeilner—it.net]:

C:“Program Files-~OpenUPN-easy—-rsa>

Depending on the data you entered in your vars.bat file, build-ca.bat will suggest different
default parameters during the process of generating this certificate. Five of the last seven lines are
taken from the variables set in vars.bat. If you edited these parameters, a simple return will do
here and the certificate for the CA is generated in the keys directory.
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Let's now have a look in this directory. Point your Windows Explorer to it, and you will see that
the following files have been created:

. HEE
File Edit “iew Favorites Tools  Help | :,'
G Back - J - ﬁ P J search u -~ Folders EI'
Address I_} C:\Program Files\OpenvPi\easy-rsalkeys j Ga
Falders X | _Mame ~ Size | Tvpe | Date Modified |
& online Services d Eca.rt 2KB Security Certificate 11/5/2005 6:16 PM
5 5 cpentPN cakey ZKB KEY File 11/5/2005 &: 16 PM
£ bin dhz04a.pem 1KE PEMFile 11/5/2008 5:45 PM
&) config E] index.bxt OKE  Text Document 10/17/2004 9:35 PM
) driver serial 1KE File 10{17/2004 2:35 PM
B ) easy-rsa
) keys
1) log %
|3 sample-config
I5) Cukloak Express
I5) TechSmith
1) ¥Mware |
1) windows Media Pl
1) Wwindaows WT
&) winscP3
I xerox x
o s

easy-rsa's build-ca.bat script has created a certificate file ca.crt and a CA key file ca.key.
The build-dh.bat script has built a dh2048. pem Diffie-Hellman key file, where the length of this
key is part of the filename—if you use 1024-bit keys, this file will be named dh1024. pem. Really
paranoid (but patient) readers may find a dh4096. pem file.

The file ca.crt is needed by all machines that are supposed to connect to your server, whereas the
dh2048 . pem file must only be available on the server.

Please note that whoever owns the file ca.key (and ca.crt) is able to sign requests for
your CA. Therefore, this file must be kept absolutely secret and should never leave the
CA server. This file is essential and is the central key to your VPN. It should be kept
protected on one computer strictly. Many experts advise you to use a dedicated machine
without network connection (local login only) and strict access rules for this purpose.

Generating Server and Client Keys

Our next step is to provide a VPN server certificate and a key, and have it signed from the CA. Or,
to be more precise, we will create a certificate request that will be signed by the CA. An unsigned
request cannot be used. Like a passport not stamped or unsigned by your local authority, no one will
trust an unsigned certificate (request). Again, batch files are provided to fulfill this task. Start bui1d-
key-server.bat VPN-Server at your command-line prompt. The parameter you give to this script is
the template name used for the files. In this example, we will use vPN-Server as an example.
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A 2048-bit private RSA key is generated. Again, the values derived from the parameters in your
vars.bat are provided as default and can be accepted by simply pressing Enfer. Only in the field
Ccommon Name, you should be very specific and enter a distinguished name for your VPN server.
Every time you generate a certificate/key pair, you should enter the name for the machine you
want to use this certificate/key pair on. I suggest that you use the same name you chose

as command-line argument. As we will see later in this book, OpenVPN can have different
configurations based on and distinguished by the value that you enter here, and choosing names
skillfully here can save a lot of work later.

et C:AWINDOWS\System32\cmd.exe

=

If you want, you can also enter some extra attributes, like a password that needs to be entered
every time the certificate is used or an optional company name. However, if you enter a password
here, no one (including no service) can set up a connection without this password. I leave it up to
you to decide if this makes sense; if you are a little inclined to paranoia it will.
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After the certificate request is generated, the batch script asks you if you want to have it signed by
the CA. Simply enter Y twice, and the request is signed.

Let's again have a look at the keys directory. Three files whose name starts with VPN-Server have
been generated: VPN-Server. key, VPN-Server.crt, and VPN-Server. csr. The file with the
extension . key is the server key, the file with the extension . crt contains the server certificate,
and the file vPN-Server. csr holds the certificate signing request signed in the step before.

s EEg
File Edit M“iew Favorites Tools  Help | :,'
G Back - J v ? P ) search [{ ~ Falders | El'
Address I_} C:\Program Files)OpenyP| easy-reatkeys j Go
Folders * | Mame =~ Size | Type | Date Modified |
B ) openvPH ;I Eca.crt 2KE Security Certificate 11/5/2005 &6:16 PM
& bin [ cakey 2KE KEY File 11/5/2005 6:16 PM
=) confia =) dhz042.pem 1KE PEMFile 11/5/2005 5:45 PM
D driver I'Q index. bxt 1KE Text Document 11/5/2005 £:52 PM
5 &) easyrsa =) serial 1KB File 11/542005 6:52 PM
& e = wPn-server ey 2KB  KEY File 11/542005 6:52 PM
) log Even-server crt SKE Security Certificate 11/5f2005 £:52 PM
© sample-config VPN-Server.csr 2KE (SR File 11/5f2005 £:52 PM
) Outlook Express [ 01.pem SKE PEMFile 11/542005 6:52 PM
) Techsmith — index.txt.attr 1KE ATTR File 11/5/2005 6:52 PM
1) ¥Mware
1) Windows Media Pl
1) Windows MT
[£3) winscP3
1) werox
m == WINDCIJWS _l;l
4 »

What does that mean now? Right, we have a certificate/key pair for our VPN server that tells

everybody that the machine owning and using this pair is (or was) trusted by the CA we created
before. What a pity, that nobody else knows this authority up to now. Let's hurry to change this
and create a certificate for a client:

Not very surprisingly, another batch file will help us here. It's called build-key.bat and you
should give the name of the VPN client as a command-line parameter. I chose VPN-cTient just
to have a simple, recognizable name.
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AWINDOWS\System32\cmd. exe

C:“\Program Files-OpenUPN-easy—rsa’build-key.bat UPN-client

Loading ‘screen’ into random state — done

Generating a 2848 hit R8A private key

L

writing new private key to ‘keys“UPHN-client.key’

You are about to be asked to enter information that will be incorporated
into your certificate request.

There are guite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.’,. the field will be left bhlank.

Country Mame (2 letter code> [DE]:

State or Province Name <(full name> [BYI1:

Locality Hame <eg, city> [Regenzburgl:

Organization Mame (eg,. company? [Feilner—-IT1:

Organizational Unit Mame (eg, section) [1:

Common Hame {eg,. your name or your server’'s hostname?} [1:UPN-client
Email Address [ca—adminBfeilner—it.net]:

Please enter the following ‘extra’ attributes

to be sent with your certificate request

A challenge password []1:

An optional company name [1:

Using configuration from openssl.cnf

Loading ‘screen’ into random state — done
DEBUG[load_index1: wnigue_subject = ''yes"

Check that the request matches the signature

Signature ok

The Subject’s Distinguished Mame iz as follows
countryMame :PRINTABLE:' DE*

state0rProvinceName :PRINTABLE: ' BY"

localityMame :PRINTABLE:’ Regensburyg’
organizationMame :PRINTABLE:’Feilner—-IT’

commonName :PRINTABLE:’ UPH—client’

emailfddress :IASSTRING: ' ca—admin@feilner—it.net’
Certificate is to be certified until Nov 4 B3:18:15 2815 GMT (3658 days>
Sign the certificate? I[ysnl:y

1 out of 1 certificate requests certified. commit? [y-snly
Write out database with 1 new entries
Data Base Updated

C:sFProgram Files“\OpenUPFNweasy—rsa>

What you are about to enter iz vhat is called a Distinguizhed MHame or a DN.

batch script build-key-server.bat.

Create another (or many) signed certificate(s) for the other tunnel partner(s) with the

Distributing the Files to the VPN Partners

Again, in your keys directory you will find three new files VPN-client.csr, VPN-client.key, and
VPN-client.crt, two of which need to be transferred to the VPN partner. Do you know which
ones, already? The following table gives an overview of the files we have created up to now and

the ones that have to be transferred to our client.
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File

Location and purpose

VPN-Server.crt
VPN-Server. key
VPN-Server.csr
VPN-client.crt
VPN-client.key
VPN-client.csr
ca.crt

ca.key
dh2048.pem

Signed certificate of the VPN-Server, must be on VPN-Server

Private RSA key of the VPN-Server, must be on VPN-Server

Certificate signing request of VPN-Server, can be deleted

Signed certificate of the VPN-c11ient, must be on VPN-cTlient

Private RSA key of the VPN-c1ient, must be on VPN-client

Certificate Signing request of VPN-C11ient, can be deleted

CA certificate, must be available on both machines

The key to the CA, must be kept only on CA; must be kept very secret

The Diffie-Hellman key, must only be available on VPN-Server

OK, we must transfer three files, vPN-client.crt, VPN-client.key, and ca.crt to our VPN client.
Remember that we have to use a secure transfer method to do so. If the client is a Linux machine, we
will use WinSCP to accomplish that. Start WinSCP and change to the remote directory /etc/
openvpn on the Linux machine. Create a directory /etc/openvpn/keys. Although this is not really
necessary, a reasonable directory structure is very helpful and makes administration much easier.

Copy the three files by drag-and-drop to the remote directory.

"z keys - root@10.10.10.105 - WinSCP

Local Mark Files Commands Session Options Remote Help

& m;‘f.ﬂ' :‘E]E% 4+ WE? % Default - & g-

w ClocalDisk =] “da - = - “E] 61 4} 4] & e () openvpn le-= - 2=
Mame -~ Size | Type Change: | Name  * Size | Changed Rights
5. Parent directory 1145020 | ) .. 10/21{2005 7:3...  raeer-xr-
Dl‘pem 5,054  PEMFile 1145020 | Ecacrt 1,614 11/5/2005 6:16..,  rw-r--r-
UZ‘pem 4,955 PEM File 11/5020 @ ke bxt 636 10/18/2005 3:i1...  rw-r--r--
Edcaot 1,614  Security Certific,..  11/5(20 ysample.ovpn 2,974 10/18(2005 3:2...  re-r--r-
ca.key 1,679 KEY File 11520 Edvrh-client, crt 4,955 11/5/2005 7:10...  re-r--r-
=) dhz048. pem 424 PEMFile 114520 | [ vem-client key 1,675 11/5/2005 7:10,.,  rev-r-r—
[Z) index.txt 205 Text Docurent 11/5/20
indez. bt aktr 21 ATTRFile 11)5/20
=) serial 3 File 145420
[Edven-client, crt 4,955 Security Certific... 1 %IZD
WPH-client csr 1,041 CSRFile 1145/20
WPH-client key 1,675 KEY File 1145/20
Evpr-server crt 5,054  Security Certific... 115720
YPM-Server.cst 1,041 CSRFile 115iz0
YPH-Server key 1,679 KEY File 1145720
2l | KN | i
0B of 23,403 B inDof 14 0B of11.854 BinDof5

A FzRename _f F4Edt 23 FSCopy 3 F& Move [ F7 Create Directory 3¢ FS Delete 5 FO Properties W1 F10 Guit

21.3186 9266 B a @ 8 aes SFTP [v3) 00112
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Then create a directory called keys under C:\\Program Files\OpenvPN\ and copy the three files
VPN-Server.crt, VPN-server.key, and ca.crt into this directory. These are the files needed on

the VPN server.

As a last step, we must adapt our configuration files so that Open VPN uses X509 certificates and

knows where to find them.

Configuring OpenVPN to Use Certificates

Open the configuration file in your favorite editor; of course you may also use Notepad:

B sample.ovpn - Notepad EEE |
File Edit Format Wiew Help

[
# I wou have set up more than one TAP-wWin32 adapter
# on wour system, wou must refer to it by name.
sdev-node my-tap
# ¥ou can generate a static openvPn key
# by selecting the Generate Key option
# in the start menu.
#
# wou can also generate key.txt manually
# with the following command:
#  openvpn --genkey --secret key.txt
#
# key must match on both ends of the connection,
# =0 wou should genesrate it on one machine and
# copy it to the other over a secure medium.
# Place key.txt in the same directory as this
# config file.
# secret key.txt
dh keys dhZ048. pem
ca keEsfta.crt
cert keys /vPN-Server.crt
key keys /VPN-Server. key

-
<] ol

All you have to do here is put # in front of the entry secret key.txt, which we adapted in our last
chapter, and add the following five entries:

Entry in config file

Function

tls-server

dh keys/dh2048.pem
ca keys/ca.crt

cert keys/VPN-
Server.crt

key keys/VPN-
Server.key

OpenVPN will run in TLS-server mode (on a client you will have to add
TLS-client)

Use the Diffie-Hellman key stored in keys/dh2048.pem
Use the CA certificate in keys/ca.crt

Use my certificate in keys/VPN-Server.crt

Use my key in keys/VPN-Server.key
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In my test-bed network, where the local net is 10.10.10.0/24, and the tunnel network is 10.3.0.0/24,
the simplest possible configuration file (C:\\Program Files\OpenvPN\config\sample.ovpn on
Windows) for an X509-enabled OpenVPN server is:

dev tap

ifconfig 10.3.0.1 255.255.255.0
tls-server

dh keys/dh2048.pem

ca keys/ca.crt

cert keys/VPN-Server.crt

key keys/VPN-Server.key

And the simplest possible configuration file for a client is:

remote 10.10.10.103

dev tap

tls-client

ifconfig 10.3.0.2 255.255.255.0
dh keys/dh2048.pem

ca keys/ca.crt

cert keys/VPN-Client.crt

key keys/VPN-Client.key

Change the OpenVPN configuration on the two systems to the values above.

It's as simple as that. And the best thing is that this configuration is the same on all platforms.

Simply edit your openvpn configuration file on the Linux machine as in the previous example,
restart your openvpn services, and the tunnels will come up, but this time safe and secure with
X509 certificates.

debian01:/etc/openvpn/keys# openvpn --config /etc/openvpn/sample.ovpn

Sun Nov 6 06:34:02 2005 OpenVPN 2.0.2 i486-pc-linux-gnu [SSL] [LzO] [EPOLL]
built on oct 9 2005

Sun Nov 6 06:34:02_2005 IMPORTANT: OpenVPN's default port number is now 1194,
based on an official port number assignment by IANA. OpenVPN 2.0-betal6 and
earlier used 5000 as the default port.

sun Nov 6 06:34:02 2005 WARNING: No server certificate verification method
has been enabled. See http://openvpn.net/howto.html#mitm for more info.

Sun Nov 6 06:34:02 2005 WARNING: file '/etc/openvpn/keys/VPN-Client.key' is
group or others accessible

Sun Nov 6 06:34:02 2005 TUN/TAP device tap0 opened

Sun Nov 6 06:34:02 2005 /sb1n/1fconf1g tap0 10.3.0.2 netmask 255.255.255.0
mtu 1500 broadcast 10.3.0.25

Sun Nov 6 06:34:02 2005 UDPv4 Tink local (bound): [undef]:1194

Sun Nov 6 06:34:02 2005 uDPv4 1link remote: 10.10.10.103:1194

Ssun Nov 6 06:34:03 2005 [VPN-Server] Peer Connection Initiated with
10.10.10.103:1194

Sun Nov 6 06:34:04 2005 Initialization Sequence Completed
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If you do not believe, check it by ping on either side of the tunnel:

et C:AWINDOWS\System32\cmd. exe

Microsoft Windows BP [Version 5.1.26801
(C» Copyright 1985-2801 Microsoft Corp.

C:=“Documents and Settings‘mfeilner>ping 18.3.8.2

Pinging 18.3.8.2 with 32 bhytes of data:

Reply from 18.3.8.2: hytes=32 time=1ms TTL=6(4
18.3.8.2: bytes=32 time=1ms TIL=64

18.3.8.2: hytes=32 time=1ms TTL=64
Reply from 18.3.8.2: hytez=32 time=4ms TTL=64

Ping statistdics for 18.3.8.2:

Packets: Sent = 4., Received = 4. Lost = 8 (Bx loss),.
Approximate round trip times in milli-secon

Minimum = 1ims, Maximum = 4ms. Average =

C=“Documents and Settings‘mfeilner’

Use ping to test the tunnel once OpenVPN reports "Peer Connection Initiated".

Using easy-rsa on Linux

We have learned earlier that easy-rsa is a part of OpenVPN and available on all platforms.
Because we have worked through the generation of certificates on Windows, we will now have a
look at the same process on a Linux system. On Debian Linux, easy-rsa can be found in the directory
/usr/share/doc/openvpn/examples/easy-rsa. Start a root shell and change to this directory:

debian01l:/# cd /usr/share/doc/openvpn/examples/easy-rsa
debian01:/usr/share/doc/openvpn/examples/easy-rsa# Is -1

total 80

drwxr-xr-x 2 root root 4096 2005-11-19 09:31 2.0

-rwxr-xr-x 1 root root 242 2005-11-01 12:06 build-ca
-rwxr-xr-x 1 root root 228 2005-11-01 12:06 build-dh
-rwxr-xr-x 1 root root 529 2005-11-01 12:06 build-inter
-rwxr-xr-x 1 root root 516 2005-11-01 12:06 build-key
-rwxr-xr-x 1 root root 424 2005-11-01 12:06 build-key-pass
-rwxr-xr-x 1 root root 695 2005-11-01 12:06 build-key-pkcsl2
-rwxr-xr-x 1 root root 662 2005-11-01 12:06 build-key-server
-rwxr-xr-x 1 root root 466 2005-11-01 12:06 build-req
-rwxr-xr-x 1 root root 402 2005-11-01 12:06 build-reqg-pass
-rwxr-xr-x 1 root root 280 2005-11-01 12:06 clean-all
-rw-r--r-- 1 root root 264 2005-11-01 12:06 list-crl
-rw-r--r-- 1 root root 268 2005-11-01 12:06 make-crl
-rw-r--r-- 1 root root 7487 2005-11-01 12:06 openssl.cnf
-rw-r--r-- 1 root root 2619 2005-11-01 12:06 README.gz
-rw-r--r-- 1 root root 268 2005-11-01 12:06 revoke-crt
-rwxr-xr-x 1 root root 593 2005-11-01 12:06 revoke-full
-rwxr-xr-x 1 root root 411 2005-11-01 12:06 sign-req

-rw-r--r-- 1 root root 1266 2005-11-01 12:06 vars
debian01: /usr/share/doc/openvpn/examp1es/easy rsa#

As you can see, this directory contains all the scripts we have used on Windows, and some more
too. On Linux, there is a file called vars, which is a shell script that contains all the information
and variables like its Windows counterpart, vars.bat.
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On Linux, easy-rsa is located in /usr/share/doc/openvpn/examples/easy-rsa. Start a
root shell and change to this directory.

Preparing Variables in vars

Open vars with your favorite editor and change the certificate values to fit your needs. Don't
forget to point the entry export KEY_DIR to an existing directory or create the directory
/usr/share/doc/openvpn/examples/easy-rsa/keys. Create the two files index.txt and serial
in this directory before proceeding.

On Windows, vars.bat is a batch file that simply is executed; on Linux it is sourced, which
means that the shell reads this file and sets the environment variables you defined in it—a very
common way to read configuration files on Linux. The command for this purpose is called
source, and its abbreviation is simply a dot.

Now type source vars or simply . vars to have your shell read the configuration variables
you edited:
debian0l:/usr/share/doc/openvpn/examples/easy-rsa# . vars
NOTE: when you run ./clean-all, I will be doing a rm -rf on
/usr/share/doc/openvpn/examples/easy-rsa/keys
debian0l:/usr/share/doc/openvpn/examples/easy-rsa#
The note you receive is important. In this directory, there is a script called clean-al1, which
removes all old configurations and keys you created previously from the keys directory you enter
in vars. If you want to execute clean-all, be sure to back up all files you might need later on.
Normally there should be no need to run clean-all.

Creating the Diffie-Hellman Key and the Certificate
Authority

As our next step we will create a Diffie-Hellman key with the script build-dh. On most Linux systems,
the working directory is not in the path of the user root, so you have to invoke it with . /build-dh:
debian0l:/usr/share/doc/openvpn/examples/easy-rsa# ./build-dh
Generating DH parameters, 1024 bit long safe prime, generator 2
This is going to take a long time
et EaPE o ot e

Now your system might be occupied for some time, busily calculating a 1024-bit prime number. If

you want to set the key size to 2048, have a look in /usr/share/doc/openvpn/examples/easy-

rsa/vars -like we did on Windows. And once we're ready again, create the certificate for the CA:
debian0l:/usr/share/doc/openvpn/examples/easy-rsa# ./build-ca

Generating a 2048 bit RSA private key
......................................... ottt

You are about to be asked to enter information that will be incorporated
into your certificate request. ] o )
what you are about to enter is what is called a Distinguished Name or a DN.
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There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 Tetter code) [DE]:

State or Province Name (full name) [BY]:

Locality Name (eg, city) [Regensburg]:

organization Name (eg, company) [Feilner-IT]:

organizational Unit Name (eg, section) []:

Ccommon Name (eg, your name or your server's hostname) []:CA-Server
Email Address [security@feilner-it.net]:
debian01:/usr/share/doc/openvpn/examples/easy-rsa# 1Is -1 keys

total 12
-rw-r--r-- 1 root root 1245 2005-11-20 00:17 ca.crt
-rw------- 1 root root 887 2005-11-20 00:17 ca.key

-rw-r--r-- 1 root root 245 2005-11-20 00:14 dh1024.pem
debian01l:/usr/share/doc/openvpn/examples/easy-rsa#

Certificate and key have been created in the directory /usr/share/doc/openvpn/examples/
easy-rsa/keys

Creating the First Server Certificate/Key Pair

Now we can create the first certificate/key pair for our first VPN server. Remember, that the
Ccommon Name can be used to recognize a client authenticating with this certificate, so choose a
distinguishing name here. After generation of the certificate, we are prompted if we want to sign
the certificate using the CA's certificate.

Start creation of a certificate/key pair called vPN-Server with the command ./bui1d-key-server
VPN-Server:

debian01:/usr/share/doc/openvpn/examples/easy-rsa# ./build-key-server VPN-
server

Generating a 1024 bit RSA private key

...... e+ttt

R R S

writing new private key to 'VPN-Server.key'

You are about to be asked to enter information that will be incorporated
into your certificate request.

what you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 Tetter code) [DE]:

State or Province Name (full name) [BY]:

Locality Name (eg, city) [Regensburg]:

organization Name (eg, company) [Feilner-IT]:

Oorganizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []:VPN-Server

Email Address [security@feilner-it.net]:

Please enter the following 'extra' attributes

to be sent with your certificate request

A challenge password []

An optional company name []:

Using configuration from /usr/share/doc/openvpn/examples/easy-rsa/openssl.cnf
Check that the request matches the signature

Signature ok

The Subject's Distinguished Name 1is as follows

countryName :PRINTABLE: 'DE'
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stateOrProvinceName :PRINTABLE: 'BY'

TocalityName :PRINTABLE: 'Regensburg’
organizationName :PRINTABLE: 'Feilner-IT'

commonName :PRINTABLE: 'VPN-Server'

emailAddress :IASSTRING: 'security@feilner-it.net’

Certificate is to be certified until Nov 17 23:40:04 2015 GMT (3650 days)
Sign the certificate? [y/n]:y

1 out of 1 certificate requests certified, commit? [y/n]y
write out database with 1 new entries
Data Base Updated
debian01:/usr/share/doc/openvpn/examples/easy-rsa#
Enter a distinguishing Common Name and enter Y twice to have the certificate signed. The certificate

and key file are created in /usr/share/doc/openvpn/examples/easy-rsa/keys:
debian01:/usr/share/doc/openvpn/examples/easy-rsa# Is -1 keys/

total 44
-rw-r--r-- 1 root root 3653 2005-11-20 00:40 01l.pem
-rw-r--r-- 1 root root 1233 2005-11-20 00:39 ca.crt
-rw------- 1 root root 887 2005-11-20 00:39 ca.key
-rw-r--r-- 1 root root 245 2005-11-20 00:37 dh1024.pem
-rw-r--r-- 1 root root 104 2005-11-20 00:40 index.txt
-rw-r--r-- 1 root root 21 2005-11-20 00:40 index.txt.attr
-rw-r--r-- 1 root root 0 2005-11-20 00:31 index.txt.old
-rw-r--r-- 1 root root 3 2005-11-20 00:40 serial
-rw-r--r-- 1 root root 3 2005-11-20 00:31 serial.old
-rw-r--r-- 1 root root 3653 2005-11-20 00:40 VPN-Server.crt
-rw-r--r-- 1 root root 688 2005-11-20 00:40 VPN-Server.csr
rw------- 1 root root 887 2005-11-20 00:40 VPN-Server.key

-rw 0 :
debian01:/usr/share/doc/openvpn/examples/easy-rsa#

Now we have the certificate for the CA and a certificate and key for the first Open VPN machine.

Creating Further Certificates and Keys
Let's repeat the last step for a second machine, which is called vPN-cTient:

debian0l:/usr/share/doc/openvpn/examples/easy-rsa# ./build-key-server VPN-

Client
Generating a 1024 bit RSA private key
t...j .................... +H++++

That's it. Repeat the last command for every machine you want to equip with a certificate. You
will find the certificate, key, and CA certificate in /usr/share/doc/openvpn/examples/easy-
rsa/keys (or the path you specified in the file vars). Transfer these files to the machines involved
in your VPN using a secure method. WinSCP works perfectly here, if you have Windows clients,
the command-line tool scp (from the sshd package) is the best choice for data exchange between
systems with SSH servers (most Linux/UNIX systems).

Troubleshooting

If you run into problems, check the following:

e Ensure basic network connectivity between the two systems. Can they ping each
other without problems? Are there firewalls involved between them?
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e Disable all firewalls on both systems during testing the tunnels. We will later set
them up properly. Remember that both Windows XP and SuSE activate their firewall
solutions by default.

e OpenVPN and X509 certificates need synchronized time on both systems. For
testing purposes you can set the time by hand. On Linux, the commands date and
hwcTock will help you, for the production environment a time server client should be
set up. On Linux, Xntp is probably the most common one; its homepage offers
documentation: http://www.eecis.udel.edu/~ntp/.

e Ifyou copy the files from a Windows machine to a Linux machine, remember to
have dos2unix run and convert the end-of-line characters. The same applies to
configuration files, certificates, and keys created on Linux and transferred to
Windows—apply unix2dos before transfer. Depending on your Linux system and
OpenVPN version, it may be necessary to change the file access permissions in the
keys directory as follows:

debian0l:~# cd /etc/openvpn/keys
debian01l:/etc/openvpn/keys# 1s -1

total 1
-rw------- 1 root root 1606 2005-11-05 09:54 ca.crt
-rw------- 1 root root 4948 2005-11-05 09:55 VPN-Client.crt

-rw------- 1 root root 1679 2005-11-05 09:55 VPN-Client.key
debian01l:/etc/openvpn/keys#

o Iffile permissions are set less restrictively, some OpenVPN versions may refuse to start.

e  Check the data you enter during the process of creating the certificates. Ensure that
you have not misspelled anything and that there are no typos. Any character different
in the certificates can cause the process of connecting the systems to fail.

If you have checked this, repeat the process of certificate generation with easy-rsa and enter your data
carefully. Analyze the log file entries in the Windows main menu and context menu of the Open VPN
GUI or have a look at the output of openvpn at the command line when invoked manually.

Summary

In this chapter we have used the scripts in the easy-rsa directory, provided with OpenVPN, to
create a CA, a Diffie-Hellman key, and both keys, certificate requests, and keys for the two VPN
partners. The client and server certificates were automatically signed during creation. After having
them transferred to the VPN partner (Windows or Linux), we started the new, secure tunnel.
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The Command openvpn and its
Configuration File

In this chapter we will have a look at the syntax of the command-line tool openvpn, which enables
us to build tunnels quickly. By analyzing the standard configuration file we used to set up a tunnel
with a pre-shared key, we will now dive into the depths of the configuration options of openvpn.
This way, we will learn about basic tunnel network setup and control, compression, and debug output.

As a next step, the configuration file containing the certificate-based tunnel created in Chapter 6 will
be in our focus. From then on we will go through several groups of parameters that can be given to
openvpn (be it in a configuration file or at the command-line prompt). We will deal with examples
for many of these parameters and look at scenarios where they might prove helpful. Parameters
available in server and client mode, encryption, and Windows-specific options are explained.

Many of the following options are explained in detail on the manual page of OpenVPN (Version
2.1 can be found at http://openvpn.net/man-beta.html). The explanations (especially in the
tables) are close to the explanations in the manpage; some details and examples have been added,
some removed. If you feel unsure about some options, have a closer look at the manpage, which is
updated regularly on the website.

Syntax of openvpn

In the previous chapters we have invoked openvpn at the command line several times. On
Windows, this is an easy way to get more detailed output during troubleshooting; on Linux it is
the normal way to set up a tunnel quickly. And on both systems this is what lies beneath the
services layer of the services or the GUI Tools.

OpenVPN on both Windows and Linux is called by start scripts that add special parameters to the
command openvpn. Normally, there is (among others) the parameter --config (followed by a
filename) which lets openvpn read a configuration file; on Linux a file in /etc/openvpn/. On
Windows configuration files have the extension .ovpn, on Linux .conf. The start scripts will read
all configuration files in the configuration file directory and start the tunnels described in them. If
you have three . conf files in your Linux configuration directory, openvpn will try to start three
tunnels. The same applies for .ovpn files on Windows and if you double-click such a file on
Windows, a tunnel should be started.


http://openvpn.net/man-beta.html
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OpenVPN Command-Line Parameters

Our first tunnel from the Linux system was configured in a configuration file transferred from the
Windows VPN partner. OpenVPN had to be told where this configuration file is to be found, so
we started it with openvpn --config sample.ovpn. We now know that the extension .ovpn is
typical for the Windows version of OpenVPN. Basically, you could use any extension you like,
but only tunnels described in .ovpn and . conf files will be started automatically. The Linux
system would not start a tunnel described in this file automatically until you rename the file to

a . conf extension (and restart the service).

However, this was the first time we called openvpn, but it already shows its syntax:
openvpn <optionl> <parameter(s)> ... <optionn> <parameter(s)>

Parameters and options for OpenVPN are either stored in a configuration file or called at the command-
line prompt. Normally there is no difference between the name of the command-line option and the
configuration file parameter, of course with the exception of the following parameters:

e --config <file>: Directs to the location of the configuration file

e --help: Gives you a brief introduction to the syntax of openvpn

e --version: Prints the installed version and copyright information
Parameter  Options Function Usage
config <file> Directs openvpn to the location of the configuration file ~ Command line only
help - Prints he1p and a list of options Command line only
version - Prints the version of OpenVPN Command line only

The following code extract shows the first lines of the output of openvpn --help:

debian0l:~# openvpn --help
OpenVPN 2.0.5 1486-pc-Tinux-gnu [SSL] [LzO] [EPOLL] built on Nov 7 2005

General Options:

--config file : Read configuration options from file.
--help : Show options.
--version : Show copyright and version information.

Tunnel Options:
--local host : Local host name or ip address.
--remote host [port] : Remote host name or ip address.
--remote-random : If multiple --remote options specified, choose one randomly.
--mode m : Major mode, m = 'p2p' (default, point-to-point) or 'server'.
--proto p : Use protocol p for communicating with peer.

p = udp (default), tcp-server, or tcp-client
--connect-retry n : For --proto tcp-client, number of seconds to wait
¢ ; between connection retries (default=5).
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Using OpenVPN at the Command Line

In the course of this book we have already invoked openvpn several times from a command line.
As a first example, we built a tunnel with a pre-shared key and a rather simple configuration file.
Even though there are some other parameters set in the standard configuration file we used, the
easiest command to start a tunnel with a static key is:
debian01:/etc/openvpn# openvpn --remote <IP of System B> --dev tunl --ifconfig
10.3.0.1 10.3.0.2 --secret /etc/openvpn/key.txt
You see, it's very easy to connect two systems with an openvpn tunnel, when we know their IPs.
All we need is a pre-shared key, a tunnel IP, and a decision on which device type to use.

If the second tunnel endpoint is a Linux system already provided with the pre-shared key

/etc/openvpn/key . txt, then all we need to do to start our tunnel is enter the aforementioned

command on system A, and enter the following command on system B:

/etc/openvpn# openvpn --remote <IP of System A> --dev tunl --ifconfig 10.3.0.2
0.1 --secret /etc/openvpn/key.txt

That's all. Your tunnel is up and running. However, this tunnel is rather temporary and will be

closed when you exit the shell around it. Nevertheless, you may consider it a convenient method

to start and stop quick tunnels, especially for testing purposes.

The following table gives an overview on the parameters used here:

Parameter Options Function Usage Example
remote <hostname> Points to the other Command line --remote
<IP> tunnel endpoint and config fle ~ vpn.dyndns.org
dev <device> Tells openvpn Command line  --dev tun
which network and config file ~ ~—dev tap
device (type) to use
ifconfig For TUN devices: Sets tunnel Command line ]-_(-)1 1;C8nﬁ g10.3.0.2
<local IP> endpoints' virtual and config file
<remote IP> IPsgndnennaﬁsin d Eggfgggf}%£163 0.2
For TAP devices: the tunnel ' ' '
<local 1IP>
<subnet mask>
secret File containing the Tells openvpn the Command line --secret key.txt
pre-shared key location of the pre- and config file
shared key

The parameter remote specifies the machine on which the OpenVPN Software is running
and takes IPs or DNS entries as parameters.

In combination with DynDNS entries, we can build VPNs between dial-up network lines based on
cheap DSL Lines, on both sides of the tunnel!
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Depending on the device type we select, ifconfig must set the [P/netmask combination
differently. TUN devices are virtual point-to-point devices, and therefore i fconfig must be
provided with the virtual IP of the other point-to-point partner. TAP devices, however, are virtual
network devices and thus ifconfig needs a netmask for this virtual network segment.

In our example above, openvpn is called in tun mode and the parameter ifconfig is used with the
options 10.3.0.2 10.3.0.1. This means that a virtual point-to-point network is created between
the two OpenVPN servers, with 10.3.0.1 and 10.3.0.2 as virtual endpoints.

The example below shows the correct ifconfig syntax for a tap device: --ifconfig 10.3.0.2
255.255.255.0. Since TAP devices provide virtual Ethernet segments, a netmask is needed.

TUN devices provide routing mode and start a virtual point-to-point connection;

TAP devices provide bridging mode and start a virtual network segment. The parameter
ifconfig needs the two tunnel IPs when we are using tun devices, and the local IP along
with netmask, when we are using tap devices.

Parameters Used in the Standard Configuration File for a
Static Key Client

When we want to connect a Linux system to a Windows XP system with the standard
configuration file that we used (and adapted slightly) in Chapter 5, we have to change this
command a little bit:

debian01:/etc/openvpn# openvpn --remote 10.10.10.103 --dev tap --ifconfig
10.3.0.2 255.255.255.0 --secret key.txt --comp-1zo

Fri Nov 18 22:35:15 2005 OpenvPN 2.0.2 i486-pc-Tinux-gnu [SSL] [LzO] [EPOLL]
built on oct 9 2005

Fri Nov 18 22:35:15 2005 IMPORTANT: OpenVPN's default port number is now 1194,
based on an official port number assignment by IANA. OpenVvPN 2.0-betal6 and
earlier used 5000 as the default port.

Fri Nov 18 22:35:15 2005 LzZO compression initialized

Fri Nov 18 22:35:15 2005 TUN/TAP device tapO opened

Fri Nov 18 22:35:15 2005 /sbin/ifconfig tap0 10.3.0.3 netmask 255.255.255.0
mtu 1500 broadcast 10.3.0.255

Fri Nov 18 22:35:15 2005 ubPv4 1link Tocal (bound): [undef]:1194

Fri Nov 18 22:35:15 2005 uDPv4 1link remote: 10.10.10.103:1194

Compressing the Data

Until OpenVPN 1.5, Windows needed TAP devices, thus the option --dev has the parameter tap
instead of tun, and in the standard configuration file the 1zo compression is activated; that's why I
typed —comp-1zo at the end of my command line.

Parameter Options Function Usage Example
comp-1zo <yes> openvpn uses 1zo Command line and —-comp-1zo
<"g> . library to compress  config file
<adaptive> tunnel traffic

(default)
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Normally, we do not need any option to this parameter, unless you want to control compression of
tunnel data more specifically (such as switching compression on/off on-the-fly in server mode);
the manual page will provide detailed information also here.

The parameter comp-1zo activates compression of tunnel data.

Without further options, comp-1zo will use its adaptive algorithm. OpenVPN checks compression
efficiency regularly and adapts it to the results. By doing so, compressed data will very likely not
be compressed again, but other data have a high probability of being compressed.

Now let's have a look at the other parameters used in the OpenVPN standard configuration files. In
Chapter 5, we adapted the configuration file for a client that uses static keys.

On Windows, open the file C:\Program Files\OpenvPN\sample-config\sample.ovpn in
Notepad. On Linux, open the configuration file copied from the Windows system.

In this file, there are some more parameters that we did not talk about. Some of them are
commented, either by a semi-colon or by a hash mark at the beginning of a line. The following
table gives an overview of ports, protocols, and network devices:

Parameter Options Function Usage Example
port <port number> Specifies the port (both Command --port 5001
local and remote) which  line and
OpenVPN will use. config file
proto <udp> Sets the protocol Command --proto udp
<tcp-client> OpenVPN uses. ATCP line and ‘iPrOtO tcp-
<tcp-server> client will try to start config file ch ﬁg%o tep-
connections, while a seEver P
TCP server only waits
for clients.
tun-mtu <mtu size> Sets the maximum Command --tun-mtu 1200
transmission units. line and
config file
dev-node <interface Specifies the name of Command --dev-node
name> the interface to be used.  line and openvpnl
config file

You may have noticed that I left out two parameters: fragment and mssfix. These two are
relevant if you run into problems with Maximum Transmission Units (MTUs) and datagram sizes
when you are using UDP. I never ran into such problems, but if you need more information, the
online manpage is very detailed.

With the parameter dev-node, you can tell openvpn to use a specific network device. In the
aforementioned example, I have entered openvpnl as name of the device. This is the name I gave
the network adapter in the Network Connections module of the Windows Control Panel. On Linux
you can also simply set the name of the device as an option to the parameter dev.

debian01:/etc/openvpn# openvpn --remote 10.10.10.103 --dev tap --ifconfig
10.3.0.2 255.255.255.0 --secret key.txt --verb 1 --comp-1zo --dev tapl
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This command will have the tunnel created over the network device tapl. On Windows you
would need to add the parameter --dev-node followed by the name of the network device you

want to use.

Controlling and Restarting the Tunnel

The following parameters from our standard file can be used by OpenVPN to determine whether a

tunnel is still up or already down.

which openvpn will try
to resolve a hostname
before giving up

and config file

Parameter Options Function Usage Example

ping <seconds> Sends a ping to the Command line --ping 10
other tunnel partner and config file
through the tunnel after
<seconds> without
traffic

ping-restart <seconds> After <seconds> Command line --ping-restart
without receiving any and config file 60
packet from remote, the
tunnel will be restarted

ping-timer-rem . ping-restart runs Command line --ping-timer-rem
only when a remote and config file
address is given

persist-tun - Keeps tun/tap devices Command line --persist-tun
up when openvpn is and config file
restarted

persist-key - openvpn will not Command line  --persist-key
re-read the keys on and config file
a restart

resolv-retry <seconds> This sets the time for Command line --resolv-retry

86400

OpenVPN brings some sophisticated tools to check tunnels and restart them, if they are not

working anymore.

e ping: This parameter is used to send ping packages through the tunnel to the tunnel
partner on a regular schedule.

e ping-restart: If the sender does not receive any traffic for the time span defined by
the parameter, openvpn assumes that this tunnel is dead and will try to establish it
again by restarting it.

e ping-timer-rem: If you add the parameter ping-timer-rem, openvpn will only start
a tunnel if a remote address for the tunnel is given—thus a server only listening for
clients will not try to reconnect. If the option persist-tun is set, openvpn will keep
up the network devices used.
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e persist-key: This parameter will prevent openvpn from re-reading the key files on a
restart. This should only be necessary when openvpn runs as a non-privileged user
without access to the key files.

Debugging Output—Troubleshooting

And last but not least, the parameters that define the verbosity and debugging output of OpenVPN:

Parameter Options Function Usage Example
verb <verbosity Sets level of verbosity, Command --verb 4
Tevel> 0 is lowest, 11 is line and
maximum detail level config file
mute <number of openvpn will printonly ~ Command --mute 10
messages> 10 consecutive line and
messages from the config file

same category

The parameter verb offers a range from 0 to 11 for the verbosity of the output openvpn provides.
Default for this parameter is 1, which should provide enough output in most cases. Selecting 0
here will make openvpn provide messages only when fatal errors occur. While levels 1-4 provide
an increasing level of verbosity, which is useful for administration, the levels 5 and above are ideal
only for debugging. Following is an example for the output of openvpn concerning the successful
initialization of our sample connection:

debian01:/etc/openvpn# openvpn --remote 10.10.10.103 --dev tap --ifconfig
10.3.0.2 255.255.255.0 --secret key.txt --verb 1 --comp-1zo --dev tapl --verb

11
...

t Nov 19 01:07:21 2005 us=949416 UDPv4 read returned 60
Sat Nov 19 01:07:21 2005 us=949642 uDPv4 READ [60] from 10.10.10.103:1194:
DATA Oledfefe f6ed7f34 019f0f09 9c560481 084241cc 63d35cfd 71f001d8

d640fbe[more...]

Sat Nov 19 01:07:21 2005 us=949815
Sat Nov 19 01:07:21 2005 us=950033
f3641eb4 cb07ed2d 0a981fc7 48

Sat Nov 19 01:07:21
Sat Nov 19 01:07:21
10.10.10.103:1194

Sat Nov 19 01:07:2
Sat Nov 19 01:07:21
Sat Nov 19 01:07:21
Sat Nov 19 01:07:21
Sat Nov 19 01:07:21
Sat Nov 19 01:07:21
Sat Nov 19 01:07:23
Sat Nov 19 01:07:23
Sat Nov 19 01:07:23
Sat Nov 19 01:07:23
Sat Nov 19 01:07:23
Sat Nov 19 01:07:23

2005
2005

1 2005

2005
2005
2005
2005
2005
2005
2005
2005
2005
2005
2005

us=950197
us=950378

us=950687
us=950709
us=950724
us=950741
us=950768
us=950788
us=150719
us=150773
us=150791
us=150813
us=150851
us=150870

DECRYPT IV: 63d35cfd 71f001d8
DECRYPT TO: 00000220 43844441 fa2al87b

PID TEST 0:0 1132741697:544
Peer Connection Initiated with

RECEIVED PING PACKET

Initialization Sequence Completed

TIMER: coarse timer wakeup 1 seconds
PO_CTL rwflags=0x0001 ev=3 arg=0x08090424
PO_CTL rwflags=0x0001 ev=4 arg=0x08090420
I/0 WAIT TR|Tw|SR|Sw [1/185372]
event_wait returned 0

I/0 WAIT status=0x0020

TIMER: coarse timer wakeup 5 seconds
PO_CTL rwflags=0x0001 ev=3 arg=0x08090424
PO_CTL rwflags=0x0001 ev=4 arg=0x08090420
I/0 WAIT TR|Tw|SR|Sw [5/185372]
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A very helpful level of verbosity can be set by using --verb 5:

debian01:/etc/openvpn# openvpn --remote 10.10.10.103 --dev tap --ifconfig
10.3.0.2 255.255.255.0 --secret key.txt --verb 1 --comp-1zo --dev tapl --verb
5

...

Sat Nov 19 01:38:53 2005 us=827058 ubpPv4 Tink local (bound): [undef]:1194
Sat Nov 19 01:38:53 2005 us=827200 uDPv4 1ink remote: 10.10.10.103:1194
RSat Nov 19 01:39:01 2005 us=970557 Peer Connection Initiated with
10.10.10.103:1194

Sat Nov 19 01:39:01 2005 us=970938 Initialization Sequence Completed
WRRwrWRwrWRwrwrwRwRw

As you can see in the last line, OpenVPN prints w's and r's for each packet traveling through the
tunnel. A capital letter stands for a packet read or written to the TUN/TAP adapter, a small letter
stands for a packet written or read in the tunnel. This is really very useful, because you can easily
track packets (like pings) and find out how far they come. Set up your tunnel with verb 5 on both
sides, ping the other host from either side, and watch the debug output—there are four letters for
each ping: RwrW.

Configuring OpenVPN with Certificates—Simple
TLS Mode

In Chapter 6, we worked with a configuration file like the following:

remote 10.10.10.103

dev tap

tls-client

ifconfig 10.3.0.2 255.255.255.0
dh keys/dh2048.pem

ca keys/ca.crt

cert keys/VPN-Client.crt

key keys/VPN-Client.key

In line 3 of our little configuration file, we find the parameter t1s-client; on our Windows
system we entered t1s-server here. These entries cause openvpn to start TLS to protect the data
transferred. All machines involved in the VPN need the same CA certificate and a local certificate
and key pair issued by this CA. On connection, the two partners exchange their local certificates
and validate the partner's certificate by checking if it was signed by the common CA. OpenVPN
must know which files contain the CA and local certificate and key.

The following table shows the main parameters that we need to adapt for the use with certificates:

Parameter Options Function Usage Example

dh <file> Defines the Diffie- ~ Command line and  --dh keys/
Hellmann key config file dh2048 . pem

ca <file> Defines the Command line and --ca keys/
certificate file of config file ca.crt
the CA

cert <file> Defines the local Command lineand --cert keys/

machine's
certificate file

config file

VPN-Client.crt
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Parameter Options Function Usage Example
key <file> Defines the local Command line and  --key
machine's key file  config file keys/VPN-
Client.key
tls-server - Local machine Command line and --tls-server

acts as TLS server  config file

tls-client - Local machine Command lineand --tls-client
acts as TLS client config file

The options t1s-server and t1s-client affect only the way in which the TLS handshake is dealt
with and have no further consequences for OpenVPN.

Overview of OpenVPN Parameters

The table in the following section is a detailed list of all parameters OpenVPN offers concerning
basic tunnel options. They can be used both at the command line and in configuration files.

General Tunnel Options

Most of these options are used to determine the way in which openvpn connects to the tunnel
partner and how it deals with connections not responding or changing.

Parameter Options Function Usage

Tocal <host> Binds local service to the address of --local
<host>. Useful if you want openvpntorun  192.168.0.50
only on one interface of a host, with multiple

home sites.
remote <host> Connects to the host. IP or DNS are --remote feilner-
equivalent, DynDNS is possible. 1t.net
remote- Simple load balancing, Specify multiple --remote-random
random --remote addresses and openvpn will
randomly connect to one of them.
float Allows the remote VPN partner to change --float
the remote IP address (e.g. with DynDNS).
ipchange <cmd> Calls the program <cmd> if the IP address --ipchange
has changed. /script-ip.sh
connect- <seconds> Retries to connect for <seconds> if --connect-retry
retry connection fails. 60
connect- <n> n is the maximum number of retries that --connect-retry-
retry-max can be done if the connection can't be max
established.
resolv-retry <seconds> If openvpn can't resolve the hostname of --resolv-retry
the tunnel partner, it will try to reconnect 86400

after n seconds.

proto <tcp/udp> Protocol to use. --proto udp
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Parameter Options Function Usage
port <port> Uses this port for connections (both local --port 5493
and remote).
Tport <port> Uses this local port to bind OpenVPN. --Tport 1194
rport <port> Uses this remote port to bind OpenVPN. --rport 5000
nobind Uses dynamic port to connect (only client). --nobind
shaper <Bytes> Throttles the outgoing data bandwidth --shaper 10000
of your tunnel (only client; only outgoing
bandwidth).
ip-win32 <method> Sets the Windows network adapter's IPand ~ --ip-win32 ipapi

netmask using <method>.

Unfortunately, it's impossible to deal with all options in detail within the scope of this book.
Nevertheless, we will have a close look at various parameters that have proven useful.

If your system has several NICs or several IPs, you may want OpenVPN to run only
on one of them. This can easily be done with the parameter --1ocal followed by the
IP you want to bind OpenVPN to. This option might be very interesting for routers
or firewalls providing VPN services, too.

We have learned about the option remote, and that it supports DNS entries (and
therefore DynDNS) but we need to set the float parameter to allow the other tunnel
endpoint change its IP without needing to restart the tunnel. The parameter ipchange
specifies a command that can be executed on such an event.

With the option float, OpenVPN does not need to restart tunnels when the IP of a

partner changes.
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If you specify multiple --remote addresses, the parameter remote-random enables
automatic load balancing between the hosts by choosing randomly which to connect to.

The options connect-retry, connect-retry-max, and resolv-retry define how
(often and long) OpenVPN will try to establish a connection when errors occur.
(86400 seconds are one day).

The parameter proto switches udp and tcp mode within OpenVPN. UDP should
always be preferred, as there are some problems with TCP

Furthermore, the options port, 1port, rport, and nobind give us the possibility
to define exactly from which local port to which remote port our tunnel shall be
connected. And if we like, --nobind will use dynamically assigned ports—
almost randomly.

Probably the handiest parameter in this section is --shaper. Using --shaper 10000
will limit outgoing bandwidth of the openvpn tunnel to 10000 byte/sec. Only
outgoing traffic can be shaped (do you know why?), so if you want your tunnel to
use 10k of bandwidth as a maximum, you have to set this on both sides!
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e And the last parameter is one I have not needed to use up to today: --ip-win32 lets you
decide the method with which the Windows network adapter receives its IP and netmask.
This method may be one of adaptive, IPAPI, Netsh, Dynamic or Manual. More
information on this can be found in the manual page.

The following example shows an excerpt from a configuration file. Can you explain what openvpn
is supposed to do according to this file?

(...)

Tocal 192.168.0.150
remote feilner-it.net
remote ultrino.de
remote openvpn.dyndns.org
remote-random

float

resolv-retry 86400
proto tcp-client
Tport 22222

rport 22223
connect-retry 86400
%hapgr 10000

These lines make openvpn set up a tunnel:

e Listening only on the local IP 192.168.0.150

e Trying to connect randomly to feilner-it.net, ultrino.de, and
openvpn.dyndns.org

e Ignoring changing IP of the other tunnel partner, as long as encryption is OK
e Running as tcp-client on local port 22222

e Trying to connect to remote port 22223

e If'the connection fails, openvpn will retry for a day

e  QOutgoing traffic is limited to 10000 bytes/sec

Routing

The parameters in this section deal with routing of the traffic inside, to, and from the tunnel. We
have already learned about the parameter ifconfig and that it needs different parameters for TAP
or TUN devices. A second important point in this section is the parameter route. Many people
seem to have difficulties with connecting networks over OpenVPN, but it's really easy.

Parameter Options Function Usage
ifconfig <local Sets the IP address and netmask for the --ifconfig
remote> tunnel on TAP devices 10.1.0.1
Sets the local and remote IP address for the 10.1.0.2
; --ifconfig
tunnel on TUN devices 10.1.0.1
255.255.255.0
route <network> Sets a specific route on the VPN host when --route 10.0.10.0
openvpn has successfully started the tunnel 255.255.255.252
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Parameter Options Function Usage
route- <IP> Sets the gateway on the VPN host --route-gateway
gateway 192.168.0.22
route-delay  <seconds> Waits n seconds before setting the routes --route-delay 5
route-up <cmd> Calls a program if the routes are up --route-up
/script.sh
redirect- Sets default route through the tunnel --redirect-
gateway gateway

--ifconfig: Sets the IPs of the tunnel. Here you need to give the two IPs of a
point-to-point VPN, based on TUN devices, or the IP and netmask of a TAP-based
VPN-bridge.

--route, --route-gateway, and --redirect-gateway: Affects the routing of
packets on the VPN host. After our tunnel is set up correctly, we have to make sure
that both VPN servers are forwarding traffic (perhaps we need a firewall?), and that
the connected networks are routed correctly on the other side. A later example will
deal with this setup. --redirect-gateway is an excellent feature, for example, for
notebooks of road warriors.

--route-up: Enables us to run scripts when the routes are set up.

--route-delay: Tells openvpn to wait a little before setting the routes when the
tunnel is set up.

There are many possibilities to use ifconfig, route, and route-up commands for an openvpn tunnel:

...

ifconfig 10.3.0.1 10.3.0.2

route 192.168.0.0 255.255.255.0 10.3.0.2

route-up "/sbin/Fw_openvpn_1 start"

route-up "route add -net 192.168.1.0 netmask 255.255.255.0 gw 192.168.0.1"

C.

route-delay 2

)

This example provides a tunnel, where a firewall script is started after routing is set up. A route is
defined into a subnet 192.168.0.0 behind the other tunnel endpoint. Another route is defined into
a third subnet on the other side of the tunnel using the route-up parameter and the Linux system
tool route. And last but not least, openvpn waits 2 seconds between setting up the tunnel and
configuring routing.

Controlling the Tunnel

Parameter Options Function Usage

inactive <seconds> The TUN/TAP device is closed after --inactive 120
ping-exit <seconds> After <seconds> with no packet received, --ping-exit 120

keepalive <seconds> Simply ping and ping-restart --keep-alive 10
60

<seconds> of inactivity

shutdown OpenVPN

138




Chapter 7

Parameter Options Function Usage

ﬁ)ggasl']i f;cr—) <IP> Keeps local IP over restarts

persist- <IP> You can't restart the tunnel if the IP was - -persist-
remote-1p changed 62.184.232.1

In this context the parameters --ping, --ping-restart, --ping-timer-rem, --persist-tun, and
--persist-key should also be mentioned. We met them as part of the standard configuration.

All these parameters influence openvpn's behavior concerning testing and restarting a tunnel.
If there is no traffic in the tunnel for the amount of seconds specified by the ping parameter,
openvpn will send a ping packet through the tunnel. If no packet is received for the amount of
seconds defined with --ping-restart, the tunnel is started over.

The parameter --keepalive is a shortcut for a combination of ping and ping-restart; you
can express:

ping 100
ping-restart 200

by the simple directive:
keepalive 100 200

Since OpenVPN ping packets are only sent in one direction, both sides of the tunnel must be
configured to send pings on a regular basis. In the standard configuration file these are included,
but remember to check every configuration you create for this purpose. (Don't worry, you will
notice when you have forgotten this, your tunnel won't work long.)

The parameters --ping, --ping-restart, --ping-exit, and --inactive can be combined
in many ways, depending on your setup and goals. Can you imagine what the following
example does?

G..
ping 20
ping-restart 120
inactive 3600

...

These directives cause openvpn to send pings after 20 seconds of inactivity. After two minutes of
inactivity, openvpn will restart the tunnel. After an hour without tunnel data being exchanged,
openvpn will exit.

Scripting

OpenVPN has several points of time when scripts can be executed. We have already learned about
one of them, --route-up <command>. Here is a list of more parameters that allow scripts to be run:
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Parameter Options Function Usage
up <command> Calls program when the TUN/TAP device --up script-up.sh
is up
up-delay <seconds> Waits n seconds after connect for the --up-delay 5
up-script
down <command> Calls program when the TUN/TAP device --down script-
is down down.sh
down-pre <command> Calls script before TUN/TAP shuts down --down-pre
up-restart <command> Calls script after every reconnect --up-restart
route-up <command> Calls a program when the routes are up --route-up
script.sh
ipchange <command> Calls script when the IP changes --ipchange
script.sh

With openvpn we can have our own scripts executed before and after the interface is
brought up or down, when we are reconnected, when the routes are set up, and when our
IP changes.

Logging
Besides the debugging parameters --verb and --mute that we learned about when dealing with
our standard configuration file, there are several parameters useful for directing openvpn's output:

Parameter Options Function Usage
Tog <file> Defines the log file where the output of --Tog /var/
messages for this tunnel is supposed to be Tog/vpn.Tog
written to
log-append <file> Appends messages to the log file—does not  --10g-append /
overwrite it var/log/openvpn/
messages. log
status <file> Writes a status file of the connections to --status /var/
<file> Tlog/openvpn/
status.log

You should add the following two lines to every tunnel you configure:

Tog-append /var/log/openvpn/packt.Tog
status /var/log/openvpn/packt.status

The first entry in a configuration file will cause openvpn to write debug information and messages
in the specified file. The latter will print status information like the following in a status log file:

debian0l:/etc/openvpn # cat /var/log/openvpn/packt.status
OopenVPN STATISTICS

Updated,Thu Nov 24 09:11:02 2005

TUN/TAP read bytes, 3189334

TUN/TAP write bytes, 3783482

TCP/UDP read bytes, 4847840
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TCP/UDP write bytes, 4248748
Auth read bytes,3801636
pre-compress bytes, 579459
post-compress bytes, 546430
pre-decompress bytes,489729
post-decompress bytes, 678607
END

debian0l:/etc/openvpn #

These data are updated automatically and can be very helpful for statistic programs like Nagios,
Munin, or Cacti.

Specifying a User and Group

On Linux, we can specify a certain user and group under whose privileges openvpn shall run—a
good idea to reduce the number of processes running with root privileges and increase security:

Parameter Options Function Usage
user UNIX-Account For more security --user nobody
group UNIX-Account For more security --group nogroup

Please note that openvpn will be started with root privileges, but once a tunnel configured with
--user nobody is started, it switches to the environment of this user. This may lead into problems,
when key or certificate files are not readable to the user you defined in your configuration, as root
openvpn can read the key files and start the tunnel. Later, this tunnel is restarted due to some
parameter passed (like --ping-restart), and now, openvpn will try to re-read the key files. If the
unprivileged user (nobody) has no right to read these files, this will fail and the tunnel won't be set
up. You can avoid this by using the parameter --persist-key. The same applies to the network
devices—you can avoid this problem with the parameter --persist-tun.

The Management Interface

OpenVPN provides a management interface available via Telnet. This interface is designed for use
by management tools like OpenVPN-Admin that allow GUI management of tunnels.

Parameter Options Function Usage
management <IP><port> Management interface of OpenVPN --management

<pw-file> 127.0.0.1 5702
--management- - The tunnel will not be set up until the --management-
hold command hold release is entered hold

in the management console

--management- <number> Caches the number of lines for use --management-
log-cache with the management interface log-cache 10
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If you want to activate the management interface, you simply need to add a line like the following
to your configuration file:

management 10.10.10.105 5702

To connect to the management interface is easy—just type telnet <IP> <Port> and replace IP
and port with the values you placed in the configuration file. After you have connected, type help
to get a list of available commands:

mfeilner@shuttle:~> telnet 10.10.10.105 5702

Trying 10.10.10.105. ..

Connected to 10.10.10.105.
Escape character is 'A]'.

>INFO:0penVPN Management Interface version 1 -- type 'help' for more info
>HOLD:Waiting for hold release

help

Management Interface for OpenvPN 2.0.5 i486-pc-Tinux-gnu [SSL] [LzO] [EPOLL]

built on Nov 7 2005
commands:

auth-retry

echo [onloff] [N]aT1]
exit|quit

help
hold [on]|off|release]

kill cn
ki1l IP:port
Tog [on|off] [N|all]

mute [n]
absent.

net

password type p
signal s

state [on]off] [N|all]
status [n]

test n

username type u

verb [n]

version

END

: Set Tog mute Tlevel to n,

: Set log verbosity level to n,
: Show current version number.

: Auth failure retry mode (none,interact,nointeract).

Like log, but only show messages in echo buffer.

: Close management session.

Print this message.

: Set/show hold flag to on/off state, or

release current hold and start tunnel.

: Kill the client instance(s) having common name cn.
: Kill the client_instance connecting from IP:port.
: Turn on/off realtime 1og display

'all' for entire history.
or show Tevel if n is

+ show last N Tines or

(windows only) Show network info and routing table.
Enter password p for a queried OpenVPN password.

: Send signal s to daemon,

s = SIGHUP|SIGTERM|SIGUSR1|SIGUSR2.
Like log, but show state history.

: Show current daemon status info using format #n.

Produce n Tines of output for testing/debugging.
Enter username u for a_queried OpenVPN username.
or show if n is absent.

If you have set the verbosity level to any level higher than 2, you will receive entries in your log
file like the following every time a client connects.
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Sat Nov 19 09:10:58 2005 us=877891 MANAGEMENT: Client connected from

10.10.10.105:5702

Sat Nov 19 09:11:02 2005 us=432643 Peer Connection Initiated with

10.10.10.103:1194

Sat Nov 19 09:11:02 2005 us=432692 Initialization Sequence Completed
Sat Nov 19 09:12:05 2005 us=10509 MANAGEMENT: Client disconnected

e The management console can be password-protected; simply put your password in a
file and add the path to this file in your configuration file.

e  Tunnels can be started in suspended mode, which means that they are only started
after a command sent from the management console. Just add --management-hold to
the configuration. The tunnel will not be started until you log in to this tunnel's
management interface and type hold release.
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Proxies

Since OpenVPN uses SSL/TLS for encryption, and UDP or TCP as transport protocol, it can be
easily tunneled through an HTTP-proxy. Similarly, we can have our tunnels proxied over a
SOCKetS (SOCKS) proxy server. The following parameters are available for proxy support:

Parameter Options Function Usage
http-proxy <server OpenVPN can tunnel through proxies. --http-proxy
porth Specify the proxy and the port here. 192.168.0.12 8080
lauth]> Optionally, authentication is supported.
http-proxy- - Retries indefinitely if connection fails. --http-proxy-
retry retry
http-proxy- <seconds> Considers connection to proxy as failed after --http-proxy-
timeout <seconds> inactivity. timeout 5
socks-proxy  <server Tunneling through a socks5 gateway. --socks-proxy
port> 192.168.0.12
8080
socks-proxy- - Retries indefinitely if connection fails. --socks-proxy-
retry retry
auto-proxy Tries to determine the proxy automatically; --auto-proxy

needs OpenVPN 2.1 or higher.

OpenVPN tunnels can be tunneled through both HTTP and SOCKS proxies.

Encryption Parameters

Chapter 8 in this book deals with security options for OpenVPN, but we will have a short
(introductory) look at the parameters OpenVPN's cryptographic layer provides. The most
important ones are here in the following table, and we already know many of them:

Parameter Options Function Usage

secret <file> Points to the file with the static key --secret /kex.txt

cipher <alg> Specifies the algorithm to use for encryption ~ --Cipher AES-256-
of packets CBC

keysize <n> Specifies the size of the cipher key in bits --keysize 128

auth <alg> Defines the message digest algorithm --auth SHAL
<alg> used by the HMAC authentication
algorithm

tls-server Uses SSL certificates and acts as TLS --tls-server
server during TLS handshake

tls-client Uses SSL certificates and act as TLS client ~ --tls-client
during TLS handshake

ca <file> Your generated CA file --ca/CA.crt

dh <file> Your generated Diffie-Hellman key --dh /DH.pem
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Parameter Options Function Usage
cert <file> Your server's local certificate file --cert
/SERVER.Crt
key <file> Your server's local key file --key
/SERVER/key.pem
pkcsl2 <file> PKCS12 file (containing certificate, key, and ~ --pkcs12 /file
CAin one file)
cri-verify <file> Certificate revocation list --tls-verify
/revoke.crl
no-replay Disables OpenVPN's protection against --no-replay
replay attacks
no-iv Disables OpenVPN's use of Cipher --no-iv

Initialization Vector (IV)

The following parameters may be new to you. In most cases you do not need to make any

changes

here:

cipher: Here you can specify a different algorithm for transport encryption. Have a
look at the option --show-ciphers below to receive a list of available algorithms.

keysize: You can specify a different key size for the cipher algorithm that you chose
with the --cipher parameter. The option --show-ciphers (below) shows the default
key sizes.

auth: OpenVPN uses SHA1 with HMAC to authenticate packets. No changes should
be necessary here, but with the option auth none you could disable authentication.

pkcs12: This is a file format in which CA certificate, server certificate, and local key are
packed together. Using such a file would replace the directives --ca, --cert, and --key.

no-replay and no-iv: These disable basic security mechanisms that Open VPN
provides. Do not deactivate these unless you know what you are doing. These
parameters switch off basic security functions and will leave your system insecure.

cr1-verify: This defines the file in which a certificate revocation list is stored. Such
a list contains certificates that are no longer valid for use with our OpenVPN tunnels.

The parameter cr1-revoke <file> specifies the file containing the certificate revocation list.

Testing the Crypto System with --test-crypto

With the command-line parameter --test-crypto we will now test the cryptographic system of
our VPN server with a static key.

Parameter Options Function Usage

test-crypto Command line only. Do a self-test of --test-crypto

OpenVPN's crypto options by encrypting
and decrypting test packets using the data
channel encryption options specified above.
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debian01l:/etc/openvpn# openvpn --test-crypto --secret /etc/openvpn/key.txt
Sat Nov 19 10:20:38 2005 OpenVvPN 2.0.5 i486-pc-linux-gnu [SSL] [LzO] [EPOLL]
built on Nov 7 2005

sat Nov 19 10:20:38 2005 openVvPN 2.0.5 i486-pc-Tlinux-gnu [SSL] [LzO] [EPOLL]
built on Nov 7 2005

Sat Nov 19 10:20:38 2005 WARNING: file '/etc/openvpn/key.txt' is group or
others accessible

Sat Nov 19 10:20:38 2005 Entering OpenVvPN crypto self-test mode.

Sat Nov 19 10:20:38 2005 TESTING ENCRYPT/DECRYPT of packet Tength=1

Sat Nov 19 10:20:38 2005 TESTING ENCRYPT/DECRYPT of packet length=2

Sat Nov 19 10:20:38 2005 TESTING ENCRYPT/DECRYPT of packet length=3

Sat Nov 19 10:20:38 2005 TESTING ENCRYPT/DECRYPT of packet Tength=4

sat Nov 19 10:20:38 2005 TESTING ENCRYPT/DECRYPT of packet length=5

Sat Nov 19 10:20:38 2005 TESTING ENCRYPT/DECRYPT of packet length=6

..

Sat Nov 19 10:19:56 2005 TESTING ENCRYPT/DECRYPT of packet 1ength=1495
Sat Nov 19 10:19:56 2005 TESTING ENCRYPT/DECRYPT of packet length=1496
sat Nov 19 10:19:56 2005 TESTING ENCRYPT/DECRYPT of packet length=1497
Sat Nov 19 10:19:56 2005 TESTING ENCRYPT/DECRYPT of packet 1ength=1498
Ssat Nov 19 10:19:56 2005 TESTING ENCRYPT/DECRYPT of packet length=1499
Sat Nov 19 10:19:56 2005 TESTING ENCRYPT/DECRYPT of packet 1length=1500
sat Nov 19 10:19:56 2005 OpenVPN crypto self-test mode SUCCEEDED.
debian01: /etc/openvpn#

Everything looks fine; the crypto system is working well. It has successfully encrypted and
decrypted 1500 packets with our pre-shared key without any errors.

SSL Information—Command Line

Parameter Function

openvpn --show- Shows all available cipher algorithms for use with the --cipher option

ciphers

openvpn --show- Shows all available message digest algorithms to use with the --auth option

digests

openvpn --show-tls Shows the available TLS ciphers in a list sorted from highest preference and
security to lowest

openvpn --engine Uses a specific SSL-based hardware encryption engine

openvpn --show- Shows available hardware-based crypto engines

engines

The following examples give an overview of the standard output of OpenVPN's cryptographic
engines. First, we will ask for a list of the cipher algorithms that can be used for transport
encryption, which can be set using the --cipher parameter:

debian0l:/etc/openvpn# openvpn --show-ciphers

The following ciphers and cipher modes are available

for use with openvPN. Each cipher shown below may be
used as a parameter to the --cipher option. The default
key size is shown as well as whether or not it can be
changed with the --keysize directive. Using a CBC mode
is recommended.

DES-CBC 64 bit default key (fixed)
RC2-CBC 128 bit default key (variable)
DES-EDE-CBC 128 bit default key (fixed)
DES-EDE3-CBC 192 bit default key (fixed)
DESX-CBC 192 bit default key (fixed)
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BF-CBC 128 bit default key (variable)

RC2-

40-CBC 40 bit default key (variable)

CAST5-CBC 128 bit default key (variable)

RC2-
AES-
AES-
AES-

64-CBC 64 bit default key (variable)
128-CBC 128 bit default key (fixed)
192-cBC 192 bit default key (fixed)
256-CBC 256 bit default key (fixed)

debian01l:/etc/openvpn#

The last entry, AES-256-CBC 256, is the safest one; BF-cBC 128 is the default. Remember that using
safer algorithms causes more traffic overhead—maybe a price to pay.

The parameter --show-digests lists all available digest methods for use with the --auth
parameter in the configuration file:

debian0l:/etc/openvpn# openvpn --show-digests

The

following message digests are available for use with

OpenVPN. A message digest is used in conjunction with

the
You
the

MD2
MD5

RSA-
RSA-

SHA

RSA-

HMAC function, to authenticate received packets.
can specify a message digest as parameter to
--auth option.

128 bit digest size
128 bit digest size
MD2 128 bit digest size
MD5 128 bit digest size
160 bit digest size
SHA 160 bit digest size

SHA1l 160 bit digest size

RSA-
DSA-
DSA-
DSA-
RSA-

DSA

SHA1 160 bit digest size

SHA 160 bit digest size
SHAl-o1d 160 bit digest size
SHA1 160 bit digest size
SHA1-2 160 bit digest size
160 bit digest size

RIPEMD160 160 bit digest size

RSA-

MD4

RSA-

RIPEMD160 160 bit digest size
128 bit digest size
MD4 128 bit digest size

ecdsa-with-SHA1 160 bit digest size

RSA-
RSA-
RSA-
RSA-

SHA256 256 bit digest size
SHA384 384 bit digest size
SHA512 512 bit digest size
SHA224 224 bit digest size

SHA256 256 bit digest size
SHA384 384 bit digest size
SHA512 512 bit digest size
SHA224 224 bit digest size

debian01:/etc/openvpn#

The standard is SHA 160; the entries in this list rank from insecure (but fast) to safe and slow.

This does not applies for the list of TLS methods available; this list is in order of preference,
which means the first method is the safest (and slowest) one.

debian0l:/etc/openvpn# openvpn --show-tls
Available TLS Ciphers,
Tlisted in order of preference:

DHE-

RSA-AES256-SHA

DHE-DSS-AES256-SHA
AES256-SHA
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EDH-RSA-DES-CBC3-SHA
EDH-DSS-DES-CBC3-SHA
DES-CBC3-SHA
DHE-RSA-AES128-SHA
DHE-DSS-AES128-SHA
AES128-SHA
DHE-DSS-RC4-SHA

RC4-SHA

RC4-MD5
EXP1024-DHE-DSS-DES-CBC-SHA
EXP1024-DES-CBC-SHA
EXP1024-RC2-CBC-MD5
EDH-RSA-DES-CBC-SHA
EDH-DSS-DES-CBC-SHA
DES-CBC-SHA
EXP1024-DHE-DSS-RC4-SHA
EXP1024-RC4-SHA
EXP1024-RC4-MD5
EXP-EDH-RSA-DES-CBC-SHA
EXP-EDH-DSS-DES-CBC-SHA
EXP-DES-CBC-SHA
EXP-RC2-CBC-MD5
EXP-RC4-MD5

debian01:/etc/openvpn#

And last, but not least, OpenVPN (and SSL/TLS in particular) can support hardware encryption
devices. The parameter --show-engines lists available engines for such devices.

debian0l:/etc/openvpn# openvpn --show-engines
OpenSSL Crypto Engines

Dynamic engine Toading support [dynamic]
debian01:/etc/openvpn#

In our configuration file or at the command line, such an engine can be specified for usage with
the --engine parameter.

OpenVPN provides several tools that list available cryptographic algorithms: --show-
t1s, --show-ciphers, and --show-digests. OpenVPN can be instructed to use a specific
mechanism in the configuration file or at the command line.

Server Mode

A very powerful parameter has been available since OpenVPN version 2: --server. This
parameter can replace the ifconfig directive that is used to set up networking over TUN/TAP
devices, and provide IPs and network config dynamically for clients.

Parameter Options Function Usage
server <netvlzork> Sets the network addresses that are i(-)Sg r'\(;eg
<maskK> i dt lient: .5.0.
assigned fo clien's 255.255.255.0
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We must notice that --server implies TLS mode automatically, thus a directive like --server
10.3.0.0 255.255.255.0 implies the following:

e The VPN Software on this machine acts as a server for the tunnel described in this
configuration (or in this command)

e  This tunnel will be run in TLS-server mode— certificates are required

e  Clients logging into this tunnel will be provided with an IP address from the network
mask specified as option.

In our example above, TLS-certified clients will receive IPs between 10.3.0.1 and 10.3.0.254.
With TUN devices (running a virtual point-to-point connection), a /30 subnet is necessary for
every connection, thus 128 clients can connect to this server. If we need a bridged network, the
directive server-bridge is very helpful:

Parameter Options Function Usage

server- gateway mask Server mode for bridging devices (TAP) --server bridge

bridge pool 10.3.0.1
255.255.255.0
10.3.0.128
10.3.0.254

The example would provide addresses from 10.3.0.128 to 10.3.0.254 and tell the (TLS-
authenticated only) clients to use 10.3.0.1 as gateway in a bridged tunnel setup.

To be honest, --server is only a sort of shortcut for the directives setting server mode, TLS
server, and network addresses. We will deal with these parameters in the next section, just note
that there is a parameter called --mode that can be called with an option server.

Parameter Options Function Usage
<mode> <server> Switches on openvpn server mode (since --mode server
version 2)
<p2p> (default) mode p2p is not necessary --mode p2p

--mode server switches on server mode in an OpenVPN tunnel. The directives --server
and --server-bridge are handier, since they allow setting relevant easily data and
switch on TLS automatically.

Server Mode Parameters

You may have noticed that there are several functions included in the parameter --server that we
have not dealt with, like defining an IP range for clients logging into the VPN. The following table
gives an overview of parameters useful for such issues:

Parameter Options Function Usage

push <options> Allows pushing of configuration data to the --push route

client. (See later section for further options.) %g% . %gg . (2)5(5) 0
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Parameter Options Function Usage

1fc?nfig— <St3r§;IP> Defines a range of IP addresses to be used i61{C8n{19-P001

poo <eénda-1P> for the tunnel subnet. <10,

<mask> 10.1.0.10

255.255.255.0

ifconfig- <file> Ensures IP associations for clients—so that ~ --1ifconfig-pool-

pool - <seconds> clients will always (hopefully) be assigned persist

persist the same IP. IP-to-client associations will be /etc/openvpn/IPs

- . 100
written to <file> every <seconds>.

client- - All clients are allowed to connect to each --client-to-

to-client other. client

tmp-dir <directory> Specifies a directory for temporary files. --tmp-dir
/etc/openvpn/tmp

max- <number> Maximum number of clients allowed to --max-clients 5

clients connect.

max- <number> Maximum number of routes possible for a --max-routes-

routes- single client. per-client 5

per-

client

connect- <number> A client is allowed to connect this <number>  --connect-freq5

freq <seconds> of connections per specified <seconds> as 120

maximum.

Tearn- <cmd> Shell script command <script> to validate  --learn-address

address client virtual addresses or routes. 4;5Céﬁpenvpn/scr

auth- <script> OpenVPN will execute script as a shell --auth-user-pass

user- <method> command to validate the

pass- username/password provided by the client.

verify

client- Doesn't require client certificate; client will - -client-cert-

cert-not- authenticate using username/password only. Not-required

required

duplicate - Uses one client certificate for several (or all) ~ --duplicate.cn

-cn clients.

The following parameters are my favorites in server mode:

e -—-push: A complete new scope of VPN functionality is opened up here. The table in
the section Push Options shows how you can push configuration options to clients
connecting to the VPN on initialization of the connection.

e -—ifconfig-pool and --ifconfig-pool-persist: Define in detail how and which

IP addresses the server is supposed to provide to clients connecting.

e --client-to-client: If your VPN clients need connections between them, this
option will help. Simply adding

C.

clie

nt-to-client

to the configuration file will enable clients to connect to each other through the tunnels.
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e --max-clients and --max-routes-per-client: Restrict the number of clients that
are allowed to connect to the VPN server and the number of routes that are allowed
to be set to one client.

e --client-cert-not-required and --duplicate-cn: You may loosen certificate
restrictions a little, but this may be dangerous!

e --auth-user-pass-verify <script><method>: This is really handy. A script is
called for authentication; the method specified is used to pass authentication data
received from the client to this script.

The method via-env for example, calls a script with the parameters username and password,
expecting a return code of O for success, 1 for failure. Can you imagine what a simple Perl script
can do here? Authentication against Active Directory, Lightweight Directory Access Protocol
(LDAP), and many more are possible. Sample scripts can be found in the source-code package of
OpenVPN, in the file sample-scripts/auth-pam.pl.

The file /usr/share/doc/openvpn/README . auth-pam holds information on the usage of the Linux
Authentication Standard Pluggable Authentication Modules (PAM) for authentication of VPN
clients. PAM itself is built on a modular basis, so that none of your wishes should be unfulfilled.

OpenVPN in server mode can assign IPs dynamically to clients, but you can specify
exceptions. Client-to-client connections are possible, and certificates can be used for
multiple clients. The parameter --auth-user-pass-verify can be used to verify
passwords and usernames against PAM or arbitrary scripts.

--client-config Options

We have learned by now that TLS clients can be assigned individual configurations based on the
common name of their certificates. For this purpose, we only need to create a client configuration
directory, tell openvpn where this directory is to be found, and put our client configurations in this
directory. The name of the client configuration file must be identical with the common name of
the certificate the client uses. This is very important: Only with this field in the certificate can
openvpn distinguish the clients. A client with the common name serverl in its certificate must be
configured with serverl.conf in the client configuration directory. The name of this file can not
be chosen.

The parameter -c1ient-config-dir is used to tell openvpn where to look for the clients' configurations:

Parameter Options Function Usage
client- <directory> The path to our client configuration directory ~ --client-config-
config-dir dir /etc/openvpn/
clients
ced- Requires, as a condition of authentication --ccd-exclusive
exclusive that a connecting client has a --client-
config-dir file
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The parameter ccd-exclusive allows connections only for clients that have a client configuration
file in the client configuration directory.

In a client configuration file almost all parameters and options used in a normal configuration file
can be used along with the following parameters, which are only valid in a client configuration file:

Parameter Options Function Usage
client- <script> Runs script when a client connects --client-connect
connect successfully /file.sh
client- <script> Runs script when a client disconnects --client-
disconnect successfully disconnect
ifconfig-  <IP><IP> Pushes IP endpoints for client tunnels,
push overriding the settings from ifconfig-

pool—useful in client-specific

configurations (on the server)
iroute <network> Generates an internal route to a specific --iroute

<netmask> network via a VPN client 10.94.0.0

255.255.255.0

--client-connect and -client-disconnect: Allow execution of scripts on
connection or disconnection of a client of our VPN—another handy possibility for
solving many interesting issues.

--ifconfig-push: Sets the IP of the tunnel endpoints for this connection to different
values than specified with ifconfig-pool; a convenient method of specifying a
fixed IP for a client.

--iroute: Allows setting an internal route to a network behind a VPN client,
enabling partners on the server side to access the network behind the tunnel (on the
client's side).This parameter is very interesting in a scenario like the following: Mr.
Smith connects to the VPN server of his company from the LAN at his home with
the network address 10.94.0.0/24. He is working on the terminal server in the central
branch of his company. Now he wants to print a document, but on a network printer
10.94.0.200 in his home LAN. To fulfill this, the terminal server must have
configured this network printer, and therefore it needs to know how to route to
10.94.0.200. Besides setting the route on the company's default gateway pointing to
the VPN server, the VPN server itself must also know that this network address is
behind the VPN client. All machines that act as routers in this scenario must be
configured to do forwarding, including correct firewall setup and access rights to the
printer. In our scenario, both VPN partners (also the VPN client machine) must have
forwarding enabled!

Client Mode Parameters

The following table shows parameters that are relevant if your VPN machine acts as a TLS client

to a VPN server. --c1ient stands here, similarly to --server, as a shortcut for two parameters:
--tls-client and -pu11. We have talked about --t1s-c1ient, but not about -pul11, which
simply tells openvpn to try to get routes and network configuration from the VPN server.
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Parameter Options Function Usage
client Simply pull TLS server option. --client
pull Gets pushed routes and more from --pull
the server.
auth-user- <file> Authenticates to the server using the --auth-user-pass
pass username/password pair specified on two /etc/openvpn/pas
lines in <file>. Ses
auth-retry <interact> Determines the client's behavior on --auth-retry
<noninteract> authentication failure. noninteract
<none> <interact>: The client will prompt the
user.
<non-interact>: The client will keep on
trying.
<none>: The client will exit with an error
message.

e auth-user-pass and auth-retry: They are the client's settings for authentication
with a password, where auth-user-pass simply wants a file with a
username/password pair in it. If called as -auth-user-pass up, openvpn will prompt
for the username/password pair. All of this will only work if the server has —auth-
user-pass-verify configured properly.

e auth-retry: With this parameter, we can specify how OpenVPN clients deal with
authorization errors or failures. Unattended systems should be set to
--non-interactive because otherwise they would stop connecting if a connection
error occurs. A road warrior's laptop can be configured to prompt the user because
there might be other problems that prevent the tunnel (firewalls?). And none is the
best solution for the paranoid—If authentication fails just once, no further attempt to
set up a tunnel will be made; the openvpn process exits.

Push Options

Pushing configuration parameters to clients is one of the really great features of openvpn.

Parameter Options Function Usage
push <configuration Push the <configuration options>to push "route
options> the client. 192.168.20.0

255.255.255.0"

An OpenVPN server (running in server mode) can push the following settings to a client (that has
the pull parameter enabled). You should know most of them by now; can you imagine how they
work without looking in the right column? (Only the last two are new.)
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Push Parameter Option

Function

--route

--route-gateway

--route-delay

--redirect-gateway

--inactive

--ping, --ping-exit, --ping-restart
--persist-key, --persist-tun
--comp-1zo

--dhcp-option

--ip-win32

The client will set a route.

The client will set its gateway.

The client will wait a little before setting its routes.
The client will redirect its gateway through the VPN.
The client will exit after a specified time.

The client will change its ping behavior.

The client will change its behavior on restart.

The client will use compression.

The client will use specific DHCP options (Windows
only, see below).

The client will use the method specified to set IPs
and network addresses (Windows only, see below).

It's very important to set the quotation marks correctly. Anything between them will be sent to the

client as a configuration directive.

A VPN server can push routing, network, and DHCP options to a client. Ping behavior
and other features can be controlled by the server and set on connection initialization.

Important Windows-Specific Options

A fast-growing number of options can only be used on Windows clients, because other
systems can't deal with the methods used. The following table gives an overview of these:

NBT <type>
NBS <scope-
id>
DISABLE-NBT

Parameter Options Function Usage

dhcp- WINS <IP> Sets specific DHCP data over the VPN for --push "dhcp-

option DNS <IP> " rents: option DNS
DOMAIN <names  indows clients: , 10.94.46.11"
NBDD <IP> Sets a specific DNS or WINS server via

NTP <IP> DHCP, set domain name, NetBIOS server
address, network time server, and more.

route- ipapi Sets the method Windows uses to set --route-method
method exe routes, either by executing the route pap1

command (exe) or by using the IPAPI

interface.
ip-win32 <method> Sets the Windows Network adapter's IPand ~ --ip-win32 ipapi

netmask using <method>
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Are you ready for an example? Read the following command line and write down what it does:

openvpn --port 5001 --proto udp --dev tun --ca cal.crt --cert opteron.crt --
key opteron.pem

--crl-verify revoke.crl --dh dh2048.pem --server 10.79.2.0 255.255.255.0 /
--push "route 10.19.46.0 255.255.255.0" --push "route 10.18.46.0
255.255.255.0"

--push "dhcp-option DNS 10.19.46.15" --push "dhcp-option WINS 10.19.46.12" /
--client-to-client --keepalive 10 60 --comp-1zo

--status /var/log/openvpn/openvpn-road-status2.log /

--Tog-append /var/log/openvpn/openvpn-road2.log --verb 4

Here is the solution:

This openvpn command starts a TLS server listening on port UDP 5001 with the specified
certificates, key, and revoke list files. The virtual network has the address 10.79.2.0/24, clients are
pushed several routes and DHCP options, (which means they are probably Windows clients),
clients are allowed to connect to each other, the traffic is compressed, and log and status messages
are written to files in /varlog/openvpn at a verbosity of 4.

Summary

In this chapter we started with explaining the syntax of openvpn and its configuration file.
Parameters that are in our standard configuration file were followed by the ones used during setup
of a certificate-based tunnel. From then on we traveled through the basic tunnel parameters,
encryption, server and client mode, and we finished this chapter with parameters that are only
available on Windows systems.
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In this chapter we will learn how to make the example tunnels we created safer and persistent by
choosing a safe combination of configuration file parameters. We will then discuss how to install
and use a firewall with a convenient web-based configuration interface on a standard Linux
system, namely Shorewall on a Debian system. After that we will have a look at the SuSEfirewall
2 that comes with OpenSuSE. A short look will deal with how to configure the Windows XP
firewall for use with OpenVPN. Last but not least, we will discuss the possibilities that the Linux
command line offers (especially with the examples that come with OpenVPN).

Securing and Stabilizing OpenVPN

Up to now, we have built several tunnels and all of them were built with simple mechanisms and
focused on simplicity. In this chapter, we will set up an OpenVPN server and tunnels that can be
used in a production environment. For this purpose we will use strong encryption layers, which
OpenVPN offers, and set some parameters in our config file to make sure that OpenVPN keeps
running. This will be our first task.

Here is a configuration file for our VPN server for enabling access only for one client. Perhaps it's
a good idea that you have a look at the following options and parameters before you read on. This
is far from perfect, especially because there is a constant development concerning security going
on and hence I do not try to give an example with the highest possible security. Nevertheless, there
are some features enabled in this configuration that have proven very helpful:

float

dev tunVPNO

tun-mtu 1500

ifconfig 10.179.10.1 10.179.10.2

port 5000

route 10.194.0.0 255.255.0.0 10.179.10.2
comp-1zo

auth SHAS512

cipher AES-256-CBC

tls-cipher DHE-RSA-AES256-SHA

tls-auth keys/tls-key.txt

tls-server

tls-remote "/C=DE/ST=BY/O=Feilner-IT/CN=VPN-



Securing OpenVPN Tunnels and Servers

Client/emailAddress=security@feilner-it.net"
ca certs/ca.crt

cert certs/server.crt

key certs/server.key

dh dh2048.pem

keepalive 10 60

shaper 20000

route-up "/sbin/firewall restart"

Tog-append /var/log/openvpn/feilner-it.log
status /var/log/openvpn/feilner-it.status 5

An explanation of the options and parameters of the config file is as follows:
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float: The VPN server accepts connections from clients even if their IPs change.

dev tunvPNO: We will use the network device tunvPNO for connections. Because the
name of the device can be chosen freely, it may be a good idea to use a significant name.

ifconfig: These are the virtual IPs of our tunnel network.
port: We will use port 5000 for the VPN communication.

route: This server is told that the subnet 10.194.0.0 is behind the other end of
the tunnel.

comp-1zo: All traffic will be compressed before transport
We tell OpenVPN to use stronger encryption methods than the standard methods:

auth SHA512

cipher AES-256-CBC

tls-cipher DHE-RSA-AES256-SHA

Use the commands openvpn --show-ciphers, openvpn --show-digests, and openvpn --
show-t1s to find out the encryption mechanisms available on both systems. There will be
differences depending on the operating systems and software versions used. You must
use methods that both systems are capable of.

The values in the file listed are merely examples that will differ from your real setup.

t1s-auth: This provides a simple Denial of Service (DOS) protection. DOS is a
kind of attack where somebody tries to flood your machine and thereby slow down
(or stop) regular connections. An OpenVPN machine with t1s-auth activated will
only accept packets encrypted with the correct HMAC signature generated from the
key specified in the file (e.g. t1s-key. txt). The OpenVPN manpage speaks of an
"HMAC Firewall". This option should always be applied when your system is
accepting connections from varying IPs.

t1s-server: Specifies the role that the OpenVPN machine will take for setting up
the tunnel and exchanging certificates.

tls-remote "/C=DE/ST=BY/0O=Feilner-IT/CN=server2/emailAddress=security@
feilner-it.net": Specifies the exact subject line of the VPN partner's certificate.
This line makes sure that only the VPN partner presenting this certificate is allowed
to connect to our VPN. You can extract this line from your certificate file. Ata
verbosity level of 5 or higher, you will also find this "subject" line explicitly in the
log file of your VPN machines.


mailto:/C=DE/ST=BY/O=Feilner-IT/CN=server2/emailAddress=security@%0Bfeilner-it.net
mailto:/C=DE/ST=BY/O=Feilner-IT/CN=server2/emailAddress=security@%0Bfeilner-it.net
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e The following lines specify the location of TLS certificates and keys and the Diffie-
Hellman key:

ca certs/ca.crt

cert certs/server.crt
key certs/server.key
dh dh2048.pem

e keepalive 10 60: We add these parameters ensuring that the tunnel will be
restarted automatically

e shaper: This option must be used on both sides, and limits the traffic through this
tunnel to about 20K

e  The last three lines define a firewall script that is run when the tunnel is set up and
the location of log and status files.

Our VPN client should receive basically the same configuration, with changes only to the location
and names of files and certificates. We will need to type the subject line of the certificate of the
server here and we will need a remote directive telling our client where to connect to and that our
system will be trying to resolve the other hostname for one day before giving up:

remote xxx.dyndns.org

...)
tls-remote "/C=DE/ST=BY/O=Feilner-IT/CN=VPN-
Server/emailAddress=security@feilner-it.net"

¢...)
resolv-retry 86400

So how can we sum this up in a nutshell?

With the configuration above:

Our OpenVPN server will only start the connection setup process from an OpenVPN client
that authenticates with the correct HMAC signature generated by a static, pre-shared key.
The connection process will only be successful, if both partners know and can handle the
correct ciphers and encryption methods specified. Only the machine offering the X509
certificate specified in the line starting with t1s-remote will be accepted.

Some lines of this configuration help re-establishing the tunnel after connection errors and make
sure that the systems will try to resolve DNS for one day before giving up.

I guess this configuration is not yet paranoid, but already quite secure, as long as we are careful
with our keys and certificates.

Linux and Firewalls

Now that OpenVPN is configured safely, how about the system that it runs on? On Linux there are
several excellent firewall solutions that can be used with OpenVPN. On the following pages we
will deal with two firewalls, which offer graphical interfaces for configuration—Shorewall (with
Webmin) and the SuSEfirewall as delivered with OpenSuSE 10.
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Debian Linux and Webmin with Shorewall

Webmin is an excellent GUI for Linux system management, if your preference is for web-based
administration. Webmin can be found on www.webmin.com and offers almost full control over your
Linux systems. It brings a small web server of its own and supports SSL encryption, user
management, and more. However, I do not want to conceal the fact that there are Perl scripts that
set system variables in files at /etc, which is not considered best practice. However, as always,
security and usability are enemies and the compromises may vary. If we use Webmin, we must
secure access to it. A good idea is a separate OpenVPN tunnel for it.

Installing Webmin and Shorewall

Besides Webmin, we will enable SSH access to our Debian system. If you haven't installed an
SSH server, simply type apt-get install ssh on your system. Don't forget to update your
package database and software before you install new software. Enter apt-get update && apt-get
upgrade and make sure that this works. Next, let's install Webmin. One of the beautiful features of
Debian Linux is the fact that the package management system resolves all problems for us. Thus
we simply type apt-get install webmin-shorewall and all of Webmin, Shorewall, and related
modules will be installed automatically for us:

debian03:~# apt-get install webmin-shorewall
Reading Package Lists... Done
Building Dependency Tree... Done
The following extra packages will be installed:

gawk iproute Tibatml Tibauthen-pam-perl libmd5-per1 Tibnet-ssleay-perl
man2html openss1 per]l

per1-modules shorewall webmin webmin-core webmin-mailboxes
Suggested packages:

m?npages—dev swish++ lynx www-browser ca-certificates libterm-readline-gnu-
per

Tibterm-readline-perl-perl shorewall-doc kernel-image-2.4 kernel-image-2.6
Tinux-image-2.6 make

webmin-Tvm mdct1 mdadm
Recommended packages:

apache httpd-cgi perl-doc logcheck
The following NEW packages will be installed:

gawk iproute Tibatml Tibauthen-pam-perl libmd5-per1 Tibnet-ssleay-perl
man2html openss1 per]l

per1-modules shorewall webmin webmin-core webmin-mailboxes webmin-shorewall
0 upgraded, 15 newly installed, 0 to remove and 24 not upgraded.
Need to get 11.7MB of archives.
After unpacking 51.6MB of additional disk space will be used.
Do you want to continue? [Y/n]

Enter Y to start download and installation. The software will be downloaded and the
configuration script is started. You are told that Webmin uses a separate password file in
/etc/webmin/miniserv.users. Confirm this dialog with the Ok button.
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ebian Configuration

Configuring webmin

Which hostname should be used by the web seruer?
ebian@3.feilner—it.homel[ |

<0k>

The second dialog needs some input from you. Enter your fully qualified hostname here and
confirm with Ok. That's all—Webmin and Shorewall are downloaded and installed. The following
lines of output are the feedback you get when everything works fine:

(...)
Setting up shorewall (3.0.1-1)

#### WARNING ####

the firewall won't be started/stopped unless it is configured

please configure it and then edit /etc/default/shorewall

and set the "startup" variable to 1 in order to allow

shorewall to start

HBHHHARRHHHHRHHHH

Setting up webmin (1.230-1) .

md5sum: miniserv.pem: No such file or directory

Starting webmin: webmin.

Setting up webmin-core (1.230-1)

Setting up webmin-mailboxes (1.200-1)

Setting up webmin-shorewall (1.220-1)

debian03:~#
However, there are some small adjustments that you need to make:

e  Webmin must be secured and configured.

e  Shorewall must be configured and started. (You can see from the earlier output that
this is not done automatically.)
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Preparing Webmin and Shorewall for the First Start

After installation, you find Webmin installed in /usr/share/webmin and the Webmin
configuration in /etc/webmin. The file miniserv.conf contains the basic configuration for access
and authentication:

debian03:/etc# cat /etc/webmin/miniserv.conf
root=/usr/share/webmin
mimetypes=/etc/mime.types
port=10000
host=debian03.feilner-it.home
addtype_cgi=internal/cgi
realm=webmin Server
Togfile=/var/log/webmin/miniserv.Tlog
pidfile=/var/run/webmin.pid
logtime=168

ssl=1

env_WEBMIN_CONFIG=/etc/webmin
env_WEBMIN_VAR=/var/Tog/webmin
Togout=/etc/webmin/logout-flag
1isten=10000
userfile=/etc/webmin/miniserv.users
keyfile=/etc/webmin/miniserv.pem
Tibwrap=1

alwaysresolve=1

allow=127.0.0.1

blockhost_time=300

no_pam=0

Togouttime=5

passdelay=1

session=1

blockhost_failures=3

syslog=1

Tog=1

Togclear=

Toghost=1

preroot=debiantheme

ppath=

atboot=1

denyfile=\.p1$
extraroot_0=/usr/local/share/webmin
debian03:/etc#

The Webmin documentation on the website is the best place to look for the meaning of these
options; at this point you will only need to change one line:

Change the line al1ow=127.0.0.1 to the address of the client that you want to use for accessing
Webmin and type /etc/init.d/webmin restart.

Webmin can now be reached from the system you specified with a standard browser (supporting
cookies and JavaScript is recommended, but not necessary) on the URL https://ip-of-our-
webmin-server:10000.

There are only two small changes to configuration files in the Shorewall setup that need editing:

1. Set the parameter startup=0 to startup=1in /etc/default/shorewall:

# prevent startup with default configuration
# set the below variable to 1 in order to allow shorewall to start
startup=1

# if your shorewall's configuration need to detect the ip address of a ppp
# interface you must Tist such interface in "wait_interface" to get
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# shorewall to wait until the interface is configured otherwise the script
# will fail because it won't be able to detect the address.

#

# Example:

# wait_interface="ppp0"

# or

# wait_interface="ppp0 pppl"

# or, if you have defined 1in /etc/shorewall/params

# wait_interface=

# EOF

2. Enable forwarding in /etc/shorewall/shorewall.conf by changing the line
IP_FORWARDING=Keep t0 IP_FORWARDING=ON.

#
ENABLE IP FORWARDING

#
#
# If you say "on" or "on" here, IPv4 Packet Forwarding is enabled. If you
# say "off" or "off", packet forwarding will be disabled. You would only
# want to disable packet forwarding if you are installing Shorewall on a
# standalone system or if you want all traffic through the Shorewall

# system to be handled by proxies.

#

#

#

#

I

If you set this variable to "Keep" or "keep", Shorewall will neither
enable nor disable packet forwarding.

P_FORWARDING=0n

Starting Webmin

Start your favorite browser and enter the IP address of your Webmin server in the URL field
followed by the port number 10000. In my example, I log in to Webmin through a VPN tunnel.
The screenshot is taken from Firefox on an OpenSuSE system, which has the (tunnel) IP
10.179.10.1. Therefore, I enter https://10.179.10.1:10000 in the URL field of my browser.

» L
fle Gt am o Gecimmis Jusm pel 3
T M | g hapn i LY o d G
B LMAT S TRE ST e R el iRl aa e et and vactenl pilbbaaseg g CRLEE OO ETEa

e

¥
Fannibls sumcan bor tha srres

e e s ol v i B b i Bt bl e Bae e < i e

e e & o das e gk

o e 5 M preteedmg 12 be Sebavll poassy i cbien g
rerierisl

Mams robly the 1ie § Asbrauie sboet e pobles
fatoia sooapag ten rartlcass you thodd ssmwes e ke s cerfae cawlly As 55a
w0 o gerapt i cericume dor e purpoes of desing the Wk s detaani!
WLATEE LeThids
Aooapt e cambras peTamenh

= Arcep o combrae enporey b e e
G A A T CANe I il da BET Canle T 0 T el dils

o8 D (=

Comsgthid e 10 TG ]

161



Securing OpenVPN Tunnels and Servers

As you can see, the Webmin connection is secured by SSL again. I leave it up to you to decide
which machines are allowed to access Webmin under what circumstances, but a HTTPS-secured
connection over a OpenVPN tunnel should be safe enough (especially, if you have configured
your tunnel as described earlier).

At this moment, Webmin will still use the standard certificate that is delivered with the software.
Click on the button OK to accept this certificate temporarily, and log into Webmin in the next dialog:

o]
File Edit View Go Bookmarks Tools Help
m m @ $ [rw https//10.17910.1:10000/ H [@. ]

[E9SUSE UNUX [E3Entertainment [ENews (5internet Search [E§Reference [E§Maps and Directions [£5Shopping (£ People and Compa

You must enter a username and password to
login to the Webmin server on 10.175.10.1.

Username root
Password ok ok ok
Clear

[~ Remember login permanently?

Done ﬂ 10179.10.1:10000

In this dialog, you must enter the root password for your Webmin machine. It is a good idea to add
a non-privileged Webmin user who is allowed only to access specific Webmin services.

The following screenshot shows the standard Webmin interface. There are categories and
modules. Categories are aligned horizontally, and each category holds a list of available modules
represented by icons. We are now in the category Webmin, where we can adjust the configuration
of Webmin itself:
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Click on the Webmin Configuration option and then on SSL Encryption.
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There are two settings in this module that are relevant for us: Private key file and Certificate file.

Of course we can use the certificates generated by OpenVPN's easy-rsa for Webmin too, and the
best way to do this is generating certificates for Webmin. Perhaps you type something like
webmin-server0l or similar in the Common Name field of the certificate and key. If you have
certificates, you only have to put them on the server running Webmin and enter the path in the
fields in this dialog. By doing so, you have certificates nobody else is using, which is definitely
not true of the original Webmin certificates. In the example above, the keys are placed in
/etc/openvpn/keys, but you can choose the location freely.

Click on Save to make your changes valid.

Now let's add a user for us to use with Webmin only for firewall configuration. Go to
Webmin | Webmin Users and click on the Create a new Webmin user hyperlink.
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Enter a username and a password for this user. If you want, you can specify different IP
addresses from which this user is allowed to connect, but the most important selection is to
activate the module Shorewall Firewall in the Modules | Networking section of this dialog. You

will have to scroll down a little to accomplish this. Click on the button Save to return to the
Webmin Users dialog.
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We can see the user added to Webmin and that this user has only access to two modules, one of which
is the Shorewall Firewall. Now let's return to the Webmin Index (the hyperlink on the top left of the
page) and log out of Webmin with the hyperlink Logout on the bottom right of the Webmin dialog.

Configuring the Shorewall with Webmin

Now log into Webmin with your newly created user account. After login you will only see the

Shorewall Firewall module. Click on its icon to start this module.
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Before we proceed, we need to collect some information:

e  What port and protocol is OpenVPN running (by default it's UDP port is 1149)?
e  What are the names of the network interfaces?

e  What is the IP address or DNS name of the VPN partner?

We will now enter this data in our firewall configuration and close all other access except SSH
traffic. Thus our firewall will have only two ports open from outside: SSH and OpenVPN. What
you want or need to open from your internal network will depend on the other services that you
run on this server. I recommend and assume that no other services are running, thus the firewall
will be closed also to the internal network as well, which gives the following firewall rules. Of
course, if your Firewall/VPN server is gateway to the Internet for the local net, there may be some
rules to be added.

The Firewall on our OpenVPN server will:

e Allow SSH access from everywhere (remote and local)
e Allow OpenVPN traffic (UDP port 1194, or whatever you opt for)

e Forward traffic between the local network and the remote network (connected by
the VPN)

The typical proceeding to set up such rules is as follows:

e Add network zones: Here we define "what is outside", "what is inside", etc.

e Define network interfaces and link them to network zones: We bind the zones

"nn

"outside", "inside", etc. to network cards—real or virtual ones.

o Define default policies: This declares the standard procedure for traffic that is not
defined by rules (see next point).

o Define firewall rules: We define exact rules for the traffic based on its IP, port,
or protocol.

You can see in the previous screenshot that the four icons in the first line are all that we need, but
the Shorewall can do much more. The online help on its homepage is a very concise description of
its capabilities.
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Creating Zones

Now click on Network Zones and then on the hyperlink Add a new network zone.
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Enter a short ID, a display name, and a longer description for your internal network, and click on
Create. Repeat this step for every zone you will need—in my setup, twice.
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I added one zone for my tunnel device and one for the external network, which is connected to the
Internet. There is always one more zone, which is not listed here: the zone describing the firewall
machine itself, which is called firewall or FW.

Click on the hyperlink Return to list of tables and select the Network Interfaces, which should
present an empty list. Click on the hyperlink Add a new network interface.

Editing Interfaces

In this dialog we can enter the network interfaces and select the corresponding network zones.
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Type the name of your network interface in the field Interface and select its network zone from the
drop-down menu on the right. Repeat this step for all your network devices, no matter if they are
real or virtual (OpenVPN TUN/TAP) devices. If you run into problems with the name of the
OpenVPN device, try a standard name—Ilike tunO or tap0. It may be a good idea to activate some
security options for the external interface here, like noping, filterping, and dropunclean. With
these options, the firewalls will not answer pings and unclean packages from outside. If you want
to know more about these features, the Shorewall website is the place to look.
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In this screenshot you can see my zone/interface setup for the three zones. Our next step is to define
default policies for our networks. Click on Return to list of tables and select the icon Default Policies.

Default Policies
This list should still be empty. Click on the Add a new default policy hyperlink, and we will see the

policy editor:
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The most important rule in our firewall is described with the simple sentence: "Drop anything that
I have not specified otherwise...". This can be extended to the Shorewall rule "Any to Any
DROP", which simply means that traffic from any zone to any other zone will be dropped unless
it's defined otherwise in specific rules. Of course, any traffic that is dropped by our firewall should
be logged for later evaluation by the administrator. Thus in this dialog we select:

e  Source zone: <Any>

e Destination zone: <Any>
e Policy: DROP

e  Syslog level: info

The drop-down menu Policy offers basic functionalities of a firewall: the firewall can accept, reject,
and drop packets. I guess accept may be clear, but what's the difference between reject and drop?

Rejected packets cause an answer—the sender is informed that a firewall has rejected the
connection. Dropped packets seem to vanish into oblivion—at least the sender will perceive it like
this. Dropping will always be the better solution, because it causes less traffic and does not offer
information to an attacker.

But now that we have dropped all traffic, we will need more default rules to allow our tunnel
traffic and permit the firewall to access the Internet and the local net:

) Default Policies - Mozilla Firefox |- & [x]

File Edit View Go Bookmarks Tools Help

@ S @ ’j‘§ [ hitps/10.179.10 1:10000/shorewallist cgi7table=policy [+l [ |

[ESSUSE LNUX [ESEntertainment [ENews [E5internet Search [E5Reference [E§Maps and Directions [E5Shopping g5 People and Compa
- Default Policies
Module Index

This page allows you to configure the default actions for traffic between different firewall zones. They can be overridden
for particular hosts or types of traffic on the Firewall Rules page.

Add a new default policy

Source zone Destination zone Policy [Syslog level Traffic limit

int tun0 ACCEPT [None None EIT-_J_
tuno int IACCEPT [None None e T2
Firewall Any ACCEPT [None None i
Any Any DROP |info None F T

Add a new default polic

Click this button to manually edit the Shorewall file /etc/sher=va1l/pelicy, IN Which the entries above
Manually Edit File N d
are stored.

« Return to list of tables

Done {_’ﬁ 10.179.10.1:10000
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Add the following policies:

e The firewall is allowed to access both Internet (external) and local net (internal)
(Firewall to Any ACCEPT)

e Traffic from internal network is permitted into the tunnel (int to tun0 ACCEPT)

e  Traffic from the tunnel to the local net is permitted (tunO to int ACCEPT)

e Anything else is prohibited (Any to Any DROP)

Adding Firewall Rules

Now let's add some firewall rules. Select the icon Firewall Rules in the Shorewall module and
click on the Add a new firewall rule hyperlink.
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As first rule, we will activate the SSH access on the external interface:

Fields in the "Create Firewall Rule" Dialog Parameters to Enter/Select
Action ACCEPT

Source zone external

Destination zone <Firewall>

Protocol TCP

Destination ports 22
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We tell the Shorewall to ACCEPT any traffic from outside that is traffic bound for the firewall
itself and is of protocol TCP and headed for destination port 22. Click on the Create hyperlink to
save this rule, and in the list of rules, click on Add a new firewall rule again.
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Our second rule activates UDP packets on port 5000, (which we have configured in the OpenVPN
configuration at the beginning of this chapter) on the external interface:

Fields in the Dialog "Create Firewall Rule" Parameters to Enter/Select
Action ACCEPT

Source zone external

Destination zone Firewall

Protocol ubP

Destination ports 5000

We tell the Shorewall to ACCEPT any traffic from outside that is traffic bound for the firewall

itself and is of protocol UDP and headed for destination port 5000. Click on the Create hyperlink
to save this rule.
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) Firewall Rules - Mozilla Firefox |- & [x]

File Edit View Go Bookmarks Tools Help

@ m @ % [,,, https://10.179.10.1:10000/shorewalllist cgi?table=rules H [@ |
[ESSUSE LNUX [ESEntertainment [ENews [E5internet Search [E5Reference [E§Maps and Directions [E5Shopping g5 People and Compa
o Firewall Rules
Module Index
This table lists exceptions to the default policies for certain types of traffic, sources or destinations. The chosen action will
be applied to packets matching the chosen criteria instead of the default.
Add a new firewall rule
ACCEPT [Zone ext=rna1 Firewall UDP Any 5000 + TL
ACCEPT |ZoNne =xt=zna1 |Firewall TCP Any 22 + T L
Add a new firewall rule
Click this button to manually edit the Shorewall file /=tc/shor=val1/rul==, in Which the entries above
Manually Edit File
are stored.
« Return to list of tables
Done L") 10.179.10.1:10000

That's all. Click on the Return to list of tables hyperlink to return to the list of Shorewall icons.

There is a known problem with Shorewall 3.0.1-1 and Webmin 1.240-1 (which were
installed by default on my Debian system in December 2005). The Webmin module does
not write a correct configuration file for the Shorewall zones configuration file. With all
other Shorewall, Webmin, and webmin-shorewall software versions this works fine and
the earlier proceedings are correct. If you run into problems here, have look in the
troubleshooting section that follows.

The Shorewall can now be started. Click on the button Check Firewall. You should receive a long
list of feedback, with a very positive ... your configuration looks OK at the end. If everything works
fine, you can click on Start Firewall to enable Shorewall. Every time you make changes to your
firewall setup, you should run a check and then click on Apply Changes.

Troubleshooting Shorewall—Editing the Configuration Files

The Shorewall is configured by configuration files that are placed in /etc/shorewall. The GUI
tool may be the best for the lazy (Windows) administrator, but editing the configuration files is the
fastest way to adjust Shorewall behavior. The following table shows the files and the
corresponding Webmin modules and functionality of the Shorewall:

173



Securing OpenVPN Tunnels and Servers

Configuration
File

Webmin Module

Function

zones

interfaces

policy

rules

Network Zones

Network
Interfaces

Default Policies

Firewall Rules

Defines the zones (like external, internal, tunnel) for the firewall

Links zones and network devices

How traffic not specified by any firewall rule is treated

Exact definition of firewall treatment of traffic

If we want to make changes here, we proceed in the same way as we do with Webmin:

Edit the zones.
Bind interfaces to zones.

Define policies for zones.

=

Define rules that are different than the policies.

The syntax of these files is simple. The rules file created with Webmin looks like this:

debian0l:/etc/shorewall# cat rules
ACCEPT ext $Fw udp 5000
ACCEPT ext $Fw tcp 22
debian01l:/etc/shorewall#

The target action is specified in the first column, followed by source zone, destination zone,
protocol, and port number. Almost the same system can be used to read the policy file:

debian0l:/etc/shorewall# cat policy

$Fw all ACCEPT
all all DROP info
tun0 int ACCEPT
int tun0 ACCEPT
tun0 $Fw ACCEPT
$FW tun0 ACCEPT

debian01l:/etc/shorewall#

$Fw stands for firewall and a11 is a shortcut for all interfaces (like the parameter for Any in Webmin).
The first column is the source zone, the second shows the destination zone, and the third column, a
target action. Optional logging is defined in the fourth column. The policy file shows two new entries

at the end, which I have added to allow traffic from the tunnel to access the OpenVPN firewall.

The interfaces file shows our network interfaces as we have defined them in Webmin:

debian0l:/etc/shorewall# cat interfaces

int ethl
ext eth0 - noping, filterping,dropunclean
tun0 tunvPNO -

debian0l:/etc/shorewall#

The first column shows the short name, the second column the real name of the network interface

in the system, and optional further columns can define other options.
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The last file (which was the first we set up with Webmin) is the one that can cause problems with
some versions of the Shorewall software—the zones file:

debian0l:/etc/shorewall# cat zones

tun0 Tunnel0 OpenvPN Tunnel 0 - the first one

ext external External network

int internal Internal Network behind my Debian OpenvPN Server
debian0l:/etc/shorewal1#

This is the content of the file after the editing in Webmin. This configuration works fine with
all versions of Shorewall before 3.0.1; however, newer versions will need the file in the
following format:

debian0l:/etc/shorewall# cat zones

fw firewall
tun0 ipv4
ext ipv4

int ipv4
debian01l:/etc/shorewall#

Since version 3.0.1 of Shorewall, a new field has been introduced to the definitions in this file, the
"interface type", which usually should be set to ipv4. The Webmin module does not yet know this
change and therefore writes the "displayed name" in this column, which prevents Shorewall from
starting. The good news is: once set up at the command line, Webmin will work fine with this file,
and there should not be a need to change the network zones for a firewall very often. (A bugfix
from Shorewall is on its way.)

There is also a command shorewal1, which can be used to start, stop, restart, and check the Shorewall:

Shorewall Command Function

shorewall check Checks the Shorewall configuration files

shorewall start Starts the Shorewall firewall

shorewall stop Stops the Shorewall firewall

shorewall restart Stops and then starts the Shorewall firewall

shorewall show Shows a detailed list of firewall rules, including
statistics

OpenVPN and SuSEfirewall

On SuSE Linux, there is a very sophisticated firewall solution with an administration GUI embedded
in YaST. This firewall can also be set up very easily to work with OpenVPN. We will configure the
SuSEfirewall for use with the OpenVPN configuration from the beginning of this chapter.
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Start YaST on your SuSE Linux system and change to the Firewall module, which can be found in
Security and Users:

@iT1 Coribrol Cavisn § spensusedl

The YaST firewall setup is very straightforward; in the left part of the window we can select the
dialogs to be set up for the interfaces, services, and some special features like logging, etc., and in
the right part of the window the parameters and options for these features are entered. The
following list will give a step-by-step configuration:

1. Let the SuSEfirewall start at boot time. Activate When Booting in Service Start.

2. Change to the entry Interfaces in the left part of the window. Look up the MAC
addresses of your network cards; double-click them in the interface list, and select
the proper entry from the drop-down menu Interface Zone. Here you must define
your internal and external device.

3. Click on the entry Allowed Services in the list on the left. Select External Zone in the
drop-down menu Allowed Services for Selected Zone and SSH from the Service to
Allow drop-down menu. Click on the Add button to confirm your changes. Now SSH
access on the external interface is permitted.

176



Chapter 8

a YaST2@opensusell <2>

- Start-Up
- Interfaces

Broadcast

IPsec Support
Logging Level

4. Next, click on the button Advanced to add our OpenVPN service. The UDP Port
5000 is not yet part of the standard SuSEfirewall drop-down menu, so we will have
to add it using the advanced dialog. Enter 5000 in the field UDP Ports:

5. Click on OK and on the Next button to finish SuSEfirewall setup. Check the settings
displayed and click on Accept.
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Now we have the SuSEfirewall configured to deny any access via the external interface except
OpenVPN and SSH. What is missing? You may know it by now: forwarding and network traffic
from inside the tunnel. These options need to be set up with the sysconfig Editor tool of YaST, in
the System category.

6. Start the YaST module System | /etc/sysconfig Editor.

4 YaST2@opensusell <2>

Hardware
Network:
DHCP
@-File sy
©-Firewal

©- SuSEfirewall2

FW_DEV_EXT - - -
- FW_DEV_INT System Configuration Editor
~FW_DEV_DMZ With the system configuration editor, you can change some system settings. You can also use YaST2 to configure your
FW_ROUTE hardware and system settings.

- FW_MASQUERADE

- FW_MASQ_NETS

- FW_SERVICES_EXT,
- FW_SERVICES_EXT,

- FW_SERVICES_EXT

-~ FW_SERVICES_DM

- FW_SERVICES_DM
- FW_SERVICES_INT,

- FW_SERVICES_INT.

- FW_SERVICES_DR

- FW_SERVICES_AC

stems

Il Dizfzlc

FW_MASQ_DEV Note: Descriptions are not translated because they are read directly from configuration files.

FW_PROTECT_FR

FW_SERVICES_EXT,
FW_SERVICES_DM

FW_SERVICES_DM

FW_SERVICES_INT.
FW_SERVICES_INT.
FW_SERVICES,_RE|

FW_TRUSTED_NET'
FW_ALLOW_INCOME
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The sysconfig Editor is a useful tool on SuSE Linux that enables setting of various

C

onfiguration options that otherwise can only be set on the command line. It consists of a

list of variables on the left and fields where our parameters can be entered in the right
half of the window.

We need to enter the following three options:

1.

The OpenVPN interface is an interface that should be treated like the internal
network interface.

SuSEfirewall must start routing functionality.

The firewall must route packets between the two networks connected with
OpenVPN.
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7. Select the entry Network | Firewall | SuSEfirewall2 in the long list of variables on the
left. We will only need to change the values of the following three variables:

Variable Value

FW_DEV_INT eth-id-00:0¢:29:88:9¢:b0 tunVPNO

FW_ROUTE yes

FW_FORWARD 172.16.76.0/24,192.168.250.0/24
192.168.250.0/24,172.16.76.0/24

In my example network the two networks connected are 172.16.76.0/24 and
192.168.250.0/24. The tunnel interface is tunvpNO, and the MAC address of my internal
network card is eth-id-00:0c:29:88:9¢:b0.

8. Probably the most interesting value in this list is the last line: here we tell the
SuSEfirewall that all traffic from 172.16.76.0/24 to 192.168.250.0/24, and from
192.168.250.0/24 to 172.16.76.0/24 shall be allowed.

9. Click on the Finish button. You will be asked to confirm a list of the changes you
have made. Click on OK to commit your changes. Now we must start the YaST
firewall module again and restart the SuSEfirewall. Simply start YaST and go to
Security and Users | Firewall and click on the button Save settings and restart firewall.

10. Your SuSEfirewall is up and running.

Troubleshooting OpenVPN Routing and Firewalls

We have now successfully connected the two networks. Please note that you always need two
systems that do routing to connect two networks. If you do not need a firewall on these systems, or
if you have problems and do not find the reason for your problems, it may be helpful to enable
forwarding without firewall functionality.

Configuring a Router without a Firewall
The following command activates forwarding of TCP/IP traffic from one network interface to another.

opensuseQl:~ # echo "1" > /proc/sys/net/ipv4/ip_forward

opensuseQl:~ #
If your routing setup is correct, then this is absolutely sufficient to make a Linux box a temporary
router. Temporary router—because this setting will be gone after a reboot. If you add this
command to one of your startup files (or call it from one of the OpenVPN scripts), then your
Linux box can act as a router automatically.

iptables—The Standard Linux Firewall Tool

Almost every Linux firewall uses iptables as the standard tool. It may be very helpful to know
basic features of this tool, not only for debugging, but also to understand what is happening behind
firewall GUISs like Shorewall or YaST.
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iptables is a simple command-line tool that controls the kernel's IP tables. In these tables rules
that define how network packets are treated on this system can be stored. As always, the simple
commands offer the best solutions when they are combined with an abundance of options. There is
a vast number of options and extensions for iptables, so this short description is far from perfect
and far from complete. However, I hope that it may help in some cases.

The iptables syntax is very simple:
iptables <rule command> <chain> <matching extensions><target>

A typical rule command is -A, which means to "Add the following rule". Since iptables use
different chains (by default, INPUT, FORWARD, and oUTPUT), we must declare the chain that this rule
is to be added to. The following table shows three examples:

iptables Command Function

iptables -A INPUT <rule> Adds a rule to the INPUT chain, which affects all incoming
packets heading for the firewall itself.

iptables -A OUTPUT <rule> Adds a rule to the FORWARD chain, which affects all packets that
are supposed to be forwarded by the firewall.

iptables -A FORWARD <rule> Adds a rule to the OUTPUT chain, which affects all outgoing
packets originating from the firewall.

Another typical command is -P, which sets the default policy for a chain. This should always be
set to DROP, because then all packets "arriving" in this chain are dropped if not specified explicitly
by another rule. This is the only way to make sure that only the traffic allowed by us is handled
and any unspecified traffic is dropped.

A typical example for this is:

opensuse0l:~ # iptables -P FORWARD DROP

opensuseQl:~ #
Then there are iptables' targets. A target can be DROP, REJECT, or ACCEPT (among others), and is
invoked by the switch -j. Furthermore, so-called "matching extensions" are like a filter specifying
exactly which packet is meant.

Thus a rule like iptables -A INPUT <matching extension> -j DROP means: "Drop every packet
that is headed for my firewall and that matches the <matching extension>."

Matching Extension Meaning

-1 <interface> The incoming interface of the datagram
-o <interface> The outgoing interface of the datagram
-p <protocol> The IP protocol of the datagram
--dport <destination port> The destination port of the datagram
--sport <source port> The source port of the datagram

-S <source IP> The source IP of the sender

-d <destination IP> The destination IP of the recipient
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There are many other matching extensions, but these here should be sufficient to understand the
basics of iptables. Have a look at these lines:

#!/bin/bash

echo "1" > /proc/sys/net/ipv4/ip_forward

iptables -P INPUT DROP
iptables -P OUTPUT DROP
iptables -P FORWARD DROP

iptables -A INPUT -i ethO -p tcp --dport 22 -j ACCEPT
iptables -A INPUT -i ethO -p udp --dport 5000 -j ACCEPT
iptables -A INPUT -i ethO -j DROP

iptables -A OUTPUT -0 ethO -p tcp --sport 22 -j ACCEPT
iptables -A OUTPUT -0 ethO -p udp --dport 5000 -j ACCEPT
iptables -A OUTPUT -o ethO -j DROP

iptables -A INPUT -i tunO -j ACCEPT
iptables -A OUTPUT -o tunO -j ACCEPT
iptables -A FORWARD -i tunO -j ACCEPT

iptables -A INPUT -i ethl -j ACCEPT
iptables -A OUTPUT -o ethl -j ACCEPT
iptables -A FORWARD -i ethl -j ACCEPT

Do you already understand them? If you do, congratulations; if not, don't worry, it's easy. These
lines represent a simple shell script that can be used to start a very simple firewall example.
iptables is a command-line tool and therefore is simply called from a script with parameters such

as the following:

Command

Meaning

iptables -P INPUT DROP

iptables -P OUTPUT DROP

iptables -P FORWARD DROP

iptables -A INPUT -1 ethO0 -p tcp --

dport 22 -j ACCEPT

iptables -A INPUT -i ethO -p udp --
dport 5000 -j ACCEPT

iptables -A INPUT -i ethO -j DROP

iptables -A OUTPUT -0 ethO -p tcp --
sport 22 -j ACCEPT

iptables -A OUTPUT -0 ethO -p udp --
dport 5000 -j ACCEPT

iptables -A OUTPUT -0 ethO -j DROP
iptables -A INPUT -i tunO -j ACCEPT

Drop all incoming packets that are not specified by any
other rule

Drop all outgoing packets that are not specified by any
other rule

Do not forward any packets that are not specified by any
other rule

Accept TCP connections for port 22 coming in on network
interface ethO

Accept UDP connections for port 5000 coming in on network
interface ethO

Drop everything (else) incoming on interface eth0

Accept outgoing TCP connections for port 22 going out on
network interface eth0

Accept outgoing UDP connections for port 5000 going out on
network interface ethO

Drop everything (else) going out on interface ethO

Accept traffic coming from the tunnel headed for the firewall
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Command Meaning

iptables -A OUTPUT -0 tun0 -j Accept traffic headed for the tunnel

ACCEPT

iptables -A FORWARD -1 tun0 -j Accept traffic to be forwarded coming from the tunnel
ACCEPT

iptables -A INPUT -i ethl -j ACCEPT  Allow incoming traffic from the local network interface ethl

iptables -A OUTPUT -0 ethl -j Allow outgoing traffic to the local network interface ethl
ACCEPT

iptables -A FORWARD -i ethl -j Accept traffic to be forwarded coming from the local network
ACCEPT ethl

In a nutshell:

e ethO is the external interface, where all traffic except SSH and OpenVPN will
be dropped.

e tunlis the tunnel interface; forwarding to ethl is allowed.

e ethl is the local network; forwarding into the tunnel is allowed.
If you need more information, the manual page of iptables is the best place to look for help.

The OpenVPN software package contains a sample script that could be adapted for firewall
purposes. The script can be found in /usr/share/doc/openvpn/examples/sample-config-
files/firewall.sh and can be adapted to your needs. However, this script makes use of some
special features of iptables that would go beyond the scope of this book.

Every Linux system (since kernel 2.4) uses iptables to set up the rules for its firewall.

Configuring the Windows Firewall for OpenVPN

Microsoft Windows XP with installed service pack 2 offers firewall software too. In the control
panel there is an icon called Windows Firewall. Double-click on this icon.
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The Windows Firewall is activated as default, blocking all connections from outside to the local

host. The Windows machine can connect to any host; even OpenVPN as a client can be run
without any changes. If you want to connect to this Windows machine with OpenVPN, then some

changes have to be made. The Windows Firewall offers the possibility to switch off the firewall

service completely (which should only be done for testing purposes) and as an alternative to add
exceptions to the firewall behavior. This is what we will have a look at later.

General I Exn:EphnnsI Advancedl

‘windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Internet or & netwark,

¢ Dn [recommended)

Thiz zetting blocks all outside sources from connecting to this
compLter, with the exception of those selected on the Erceptions tab.

I” Don't allow exceptions

Select this when you connect to public networks in less secuns
locations, such as airparts. Y'ou will not be notified when ‘Windows
Firewall blocks programe. Selections on the Exceptions tab will be

ignored.

@ " DIf [not recommended])

Avwoid using this setting. Tuming off "Windows Firewall may make this

computer more vulherable to viruzes and intruders

Ywihat else shiould | knove about \windows Firewsll?

% Windows Firewall I

Cancel
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However, if we want to start an OpenVPN server process that binds to a local port and expects other
machines' connection, then the Windows Firewall causes a security alert with a dialog box like the
one that follows. This is probably the easiest way to activate OpenVPN in the Windows Firewall:

Click the Unblock button.

Windows Security Alert

To help protect your computer, Windows Firewall haz blocked
some features of thiz program.

Do pou want to keep blocking this program?

D M arne: Openypn
Bublisher: Unknawn

Keep Blocking Unblack. Azk Me Later

windows Firewall haz blocked this program from accepting connections from the
Internet ar a netwiork. [F you recognize the pragram or truzst the publisher, vou can

unblock it. When should | unblock a program?

As soon as the OpenVPN process is started, another (small) pop-up window will appear and
indicate that the OpenVPN process is ready to accept connections.

,,j,J server is now connected. IE
Assigned IP: 10.5.0.1

What happened when we clicked Unblock? The Windows Firewall has automatically created a rule
(or so-called exception) that allows incoming connections to the OpenVPN process. Let's click on
the Exceptions tab in the Windows Firewall dialog:

184



Chapter 8

%= Windows Firewall

General Exceptions | Advanced I

‘wiindows Firewall 1z blocking incoming network, connections, except far the
programs and services selected below. Adding exceptions allows some programs
to work, better but might increasze pour security risk.

Programs and Services:

openvpn

O Remote Agsistance
[ Remate Desktop
O UPnF Framewark:

Add Program.... Add Part.. Edit... [e(ete

[¥ Dizplay a notification when ‘windows Firewall blocks a program

what are the risks of sllowing exceptions?

Ok I Cancel |

Here is a new rule that was generated when OpenVPN tried to open the port. Click on the Edit
button, if you want to have a closer look at this rule. With the Add Port button we can add any
firewall rule to the Windows Firewall setup.

Click on Add Port. The following dialog below shows that we have three options to set up

a rule:

T -

|z these settings to open a port through ‘Windows Firewall. Ta find the port
rumber and pratocal, conzult the docurmentation for the program or service pou
wiank o uze.

M ame: IDPEHVPN

Part humber; I1 134

0 TCP o

What are the rigks of opening & port?

Change scope.... | 0k, Cancel
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We can enter:

e Name for the rule—Unblock usually takes the name of the program
e Port number
e Protocol (UDP or TCP) for the connection
In this example the standard port of OpenVPN is entered—port 1194 and protocol UDP.

More options can be declared if we click on the Change Scope button. Another window pops up,
where we can define the source of the connection that is to be allowed.

Three possibilities are offered:

e No restrictions—Any computer (including those on the Internet)
e  The local subnet—My network (subnet) only

e A Custom list of IPs that are allowed to connect to this process

Change Scope E |

To zpecify the zet of computers for which this port or program iz unblocked, click an
option belaw.

To zpecify a custom list, twpe a list of IP addresses. subnets, or both, separated by
COMMas.

& Ary computer [including those on the Intemet]
My metwork, [zubnet] only

€ Custom ligt

Example: 192.168.114.201,192.168.114.201 /255.255.255.0

Ok I Cancel |

On Microsoft Windows XP with service pack 2 the firewall can easily be configured with
the control panel module Windows Firewall. In the Exceptions tab, we can enter ports,
protocols, and sources for connections.

Summary

In this chapter we have set up a secure OpenVPN connection between two partners based on
certificates and using strong encryption plus some non-standard security features. In the next step
we configured a Debian system with a firewall, which was the Shorewall that offers a nice GUI
together with Webmin. A short look at the configuration files of the Shorewall Firewall and
possible troubleshooting hints followed before we proceeded with the SuSEfirewall of OpenSuSE.
After that we configured two different firewall systems that could connect to each other through
the secure OpenVPN tunnel. We looked at iptables, and finally learned how to configure the
Windows Firewall on Microsoft Windows XP.
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In this chapter we will learn how to install and use xca, an advanced tool for Windows with which
we can easily manage our X509 certificates. We will also learn how to use its Linux alternative,
TinyCA2, which can even manage multiple certificate authorities. Both tools can be used to
generate certificate revocation lists that are used to block unwanted connections by formerly
authorized clients, like stolen notebooks.

Certificate Management and Security

I think it's quite obvious that a computer that is used to sign certificates and keys granting or
restricting access to a company's network will deserve special focus for everybody interested in
accessing this network. My recommendation for a certificate server is to disconnect it from the
network. Transfer keys and certificates with USB sticks or other non-network-media.

This advice has been published before very often because it is simply reasonable and true.

However, anybody who really does separate a certificate server computer from the local net and
does not control the network of a secret service like a bank or similar infrastructure may send me
an email. Most people simply wouldn't. In reality, certificate servers are merely programs running
as a background job or as an application run by a non-privileged user. They say there are even
Windows machines out there that do certificate management!

Nevertheless, there are some really cool and very reliable tools for certificate management that can
be run on Windows and on Linux desktops; my favorites being xca (especially for Windows) and
TinyCA2 (for Linux).

Installing xca

Installing xca is easy. Just download the . exe file by searching for it on http://www. sourceforge.net.
You will find a version newer than version 0.4.6—an . exe file of about 2MB. Download it to your
Windows and double-click it to start installation.


http://www.sourceforge.net/
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fi& X Certification Authority: Installation Options

This will install the ¥ Certification Authority () 2002 by
Christian@Hobnstaedt, de

Select components to install: ; }
Start Menu Shortcuts

Space required: 5,4MB %

Cancel | Rullsaft Install Systen vz, 0 < Back | Mexk = I

In the first step you are asked to accept the BSD-style license. If you are unsure, read it carefully
and then click on the agreement, if it suits your needs. You will then be asked to select the
components to be installed. (Well, in fact you can only choose not to install the Start Menu
Shortcuts.) Click Next again, and xca will ask you which path to install in.

fig X Certification Authority: Installation Folder !EH

JE| Choose a directory to install in bo:

Browse. .. |

"Destination Folder

Space required: 5.4ME %
Space available: 2.1GE

Cancel | rdullsaft Install System v2,0 < Back | Install I
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Once you've clicked on Install in this dialog, xca is installed in a few seconds. Now select the
entry start | Programs | xca | xca to start it.

Using xca

Upon first start, xca may inform you that its data directory (C: \Documents and Settings\
USERNAME\AppTication Data\xca) is created; click on OK to close this window. xca is started.
As a first step when running xca, we need to create a database where xca stores metadata on
the certificates.
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Creating a Database

Select Open DataBase from the File menu of xca:
-
IET Help

Open defaulk DataBase ChrHO

psts | Certificates ITamp\ales | Revocation lists |

ChrHeL

Close DataBase CrbC " fial I not After | Trust state I Revocation |

MNew Certificate
Exit Alb+F4

Export

Impart

Show Detals

Delete

Import PKCS#12

Import PECSH7

Flain Vigw

In the Open XCA Database dialog, we can select an existing database. However, since we have
started xca for the first time, there will not be a database, and we will have to create one. For this
purpose, we can simply enter a new file name in the field File name using the file name extension
.db. This is very important, because xca may not recognize the database correctly later if the
extension is missing. Click on the Save button to commit the creation of the database.

B Open XCA Database HE

Look jn: I_43ttingsfmfeilnera’.-’-‘-.pplication Data#ﬂca;"j 4= |=_-=F E

=D
,:;] wcadb

File name: | rfsiner-Cé db
File type: | <04 Databases [".db ) = Cancel |
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Now we must define a password for this database. This password will be needed to encrypt the
keys in the database file. If you transfer this database to a different machine and want to reopen it,
you will have to enter it again.

e BE|

New Password é%

Pleaze enter a pazsward, that will be used to encrypt your private keys in the database-file

Pazzwaord || L@

Repeat pazaword I

LCancel ok
_Cocd |

Importing a CA Certificate

xca's main window offers the following five tabs:

o RSA Keys

e  Certificate signing requests
e  Certificates

e Templates

e Revocation lists

Except for the Templates tab, we will explain and use all the other tabs.

Let's first import the CA certificate that we created with easy-rsa before. Change to the tab
Certificates and right-click to open the context menu. Select the entry Import to have xca import
a certificate authority.
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-1 ! O

Elle Help

RSA Keys I Certificate signing requests | Certificates ITBmplales I Revocation lists I

Internal name | Cammon name I Serial | hot After | Trust state | Revocation |

Mew Certificate

Export
New Certificate

Import
Import PKCS#12 Show Details
Import from PKCS#7

Delete

Import PKCS#12

Import PECS#7

Plain iew

The Import X.509 Certificate window is displayed. Change to the directory containing your xca
keys. According to our examples, this is C: /Program Files/OpenvPN/easy-rsa/keys. Select the
ca.crt file and commit by clicking on the Open button.

B Import X.509 Certificate HE

Lok in: IJJgram Fi|BS.-"DDBnVPN.-"BaS}'-[Sa.-"kB_','S.-"j b= |=-_>f( e

ca.crt %

File type: ICertificates[".pem *der "ot "eer | j Cancel |

4

We see a new certificate in our list that is marked with a red question mark. This signifies the fact
that the certificate is still unknown and untrustworthy. Right-click on the certificate and select the
entry Trust to make this certificate a trusted one.
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M e et Rl e e el [ ——— e ——

- IR Pl fcilner it C4 ESI0EE24FAZ0ED0F  2015-10-21 GMT Mot trusted

Another pop-up window is displayed, where we have to select Always trust this certificate and
click on OK.

[+

[we gk the signer

" Only trust this cert

Before we can sign keys and client certificates using this CA certificate, we have to import the CA
key. Switch to the RSA Keys tab and open the context menu with a right click of the mouse.
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HE

File Help

RSA Keps IEertificate signing requests | Certiicates | Templates | Revocationlists |

Internal name | Keylength | Use count |

Hew Key

Export
New Key g
Import

Import PFX PECS#12)

Show Details

Delete

Change passward

Select Import from this list, and choose the ca. key in the Import RSA key dialog. We now see the
key imported to xca and displayed with a key symbol and its statistical features:

- xca [-[7]

Eile Help

RSA Keps IEertificate signing requests | Certiicates | Templates | Revocationlists |

Intemal name: I Keylength | Use count I —
ce 2MBLE 1 e

k Export

Import

Import PR PECS#12)

Show Details

Delete

Change passward
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Creating and Signing a New Server/Client Certificate

Now let's create a new certificate for a VPN client. Switch to the Certificates tab and select the
New Certificate entry from the context menu or click on the button of the same name. A Certificate
Wizard guiding us is started. You should read the information carefully before continuing.

= ca B

Certificate Wizard Q

welcome to the settings for Certificates.

The information for the new Certificate can either be grabbed from a given Certificate-request or be filled in by hand, In
the caze of not signing a request there needs to be at least one unuzed key. If this iz not the caze it will be created. If
you want to zelf-sign a request [unusual but nevertheless poszible] you need the private key used ta create the
request.

Press Next to continue

Cancel | < Back | Mext > I Help |

Click on the Next button to proceed with creating the certificate. In the following dialog, you can
choose from templates for the certificate to be created (you can manage them with the Template
tab in xca's main window), but the important selection you have to make is choosing the certificate
you want to use for signing. Select the certificate you imported in the drop-down menu Use this
Certificate for signing.
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- ca [

Certificate template selection

— Signing request

I™ | Sign thiz Certificate signing request I j

— Signer

" Create a zelf signed certificate with the serial |1

© U ooty | R -]

— Template

Template for the new certificate | Empty Template j

¥ Change the default extension settings from the template

Cancel | < Back | Mext > I Help I

Click on the Next button to proceed. You are presented a window where you can choose the certificate
name and key length. You should choose a distinguishing name and a key length longer than the default
1024 bit. 2048 bit should be OK; today's paranoid people will be content with 4096 bit.

e BE|

New key O ===

Fleaze give a name ta the new key and select the desired keysize

Key properties

M arne Isewer

Keysize |2E|48 bit j

Lancel | Create |
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Click on Create to have the key calculated. In the next window there is some work to be done:

H xca

Certificate personal settings

— Source of the zubject

Internal name I Ferver

Country code I DE

State or Province IBavaria

Locality I Regensburg

Organization IfBHnel-it

Organ. unit I

Carnman name I FETVET

E-Mail address Inetworks@feilner-it.net

I commontame j I SEMVEr

Add

Delete

Object I Walue I

commonMame  server

— Private key

I SEMVET j I MO 5 j

Generate a new key |

Cancel |

< Back | Mewst > I

Help

Here we can enter the data that easy-rsa has also asked us for. xca templates can make this a
lot more comfortable. You know by now, that a very important part of this data is the field
commonName, which can be used to distinguish VPN clients later. You should choose a name
useful to distinguish your VPN clients in this field. Click on Next to proceed.
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M xca EE

Certificate +.509 +3 Extensions

— Basic Constraints Ky identifier
Tupe ot defined [~ Subject Key |dentifier
[~ Authority Key |dentifier

Path length I [~ Citical

— W alidity Time Range

Notbefolel?lﬂd VIIEIT ;l? ;I? Nowl I IDays j
Mat after IF I Ot 'I Iﬁ IT . IT . IF Nowl [~ Midright Apply |

subject alternative name I

[~ Copy e-mail address from subject line

izzLer alternative name I

™ Copyizsuer name

Cancel | ¢ Back | Mest > I Help |

In this window another very important parameter of certificates can be set; the period of validity.
If you set these values, don't forget to immediately add a reminder to your groupware or calendar
software to remind you: "Mr. X will call tomorrow because his VPN doesn't work." Select
reasonable values and click on Next.

The next two dialogs can be used to define the usage purpose of the certificates (and Netscape
extensions). Normally, you can just leave the standard and proceed by clicking on the Next button.
However, if you run into problems with "wrong certificate purpose" or get similar error messages,
this might be the place to try some changes.

Finally, xca will show you again the values you entered for your certificate and its subject and
issuer information.
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ca

Certificate ‘wWizard finished

*r'ou are done with entering all parameters for crealing a Certificate.

Subject:

ACM=gerver/C=DE /L =R egensburg/5 T =B avaria/O=feilner-it'emailiddiess=network s@feilner-it net/CH=zerver
Issuer: /C=DE /ST=Bavara/L=Regensbuig/D=feilner-t/CH=feilnerit C4/emailtddress=networks@feilner-it net

Cancel < Back

| Firish

| Help

The certificate has been successfully created. Click on the Finish button to return to xca's main
menu. Have a look at the Certificates tab:

xca

File Help

RSA Keys | Certificate signing requests | Certificates ITamplatas I Fievacation lists |

4

Internal name: I Camran hame: I Serial I ok After I Trust state I Rewocatiar
T T New Certificate
=) J“‘{‘;g ca ffal\nel-\l ca ES306584FA20EDOF  2015-10-21 GMT  Always Trusted
J“E’,‘E SEMVED  SErver - 20061023 GMT  Trust inherited Erport
Import
Show Details
Delete

Impart PKCSH12

Import FKCS#7

Plain View
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There is a new entry below our CA certificate, with the name of the certificate we created and
statistical data. And in the RSA Keys section we can find a key for this certificate. The context
menus of the RSA Keys and Certificates sections have entries that allow us to export the keys and
certificates to directories from where we can copy them to our VPN servers and clients.

Of course we have to repeat these steps for every new certificate we want to create. Again, don't
forget to use distinguishing names. That's all—isn't that easy?

PKI management with xca is easy: Import the CA's CA Certificate and declare it as
trusted. Then import the CA key and start the certificate generation. Don't forget to use
the right CA certificate and an appropriate common name for the certificate. Again, use
the context menus to export the keys and certificates.

Revoking Certificates with xca

The context menu of a certificate in xca's Certificates tab offers an entry that is called Revoke. By
clicking on this entry, a certificate is immediately made invalid. If we create a revoke list and put
this list on our VPN server, with this list (and a suitable configuration), a client trying to connect
with this certificate will not be granted access.

Select a certificate you have created in xca and click on the entry Revoke in its right-click
context menu.

~ xca BER)
File Help
RSAKeys | Cettficale sgningrequests | Certficates ITEmplalEs | Revocation ists |
Internal name Comman hame | Serial I ot After I Trust state Revoc
Fa— . Hew Certificate
= ‘ﬂ{h,g ca feilmer-it C& E9306584FAZ0EDOF  2015-10-21 GMT  Always Trusted

& = cier1 _E 0 20061023 GMT Tt inhsited Export |
=GR e Rename 200E10:23 GMT Tt inhiterd o |
Show Details |
Excport b Show Details
Delete Delete |
LTt Import EKCS#12 |
(o'} 13
Iport PKCS47 |
PKCS#7 3
Renewl Plain View |

2l | |

Then right-click on the CA certificate and select the entry CA | Generate CRL to create a
certificate revocation list (CRL).
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> xca HEE
File Help
RSA Keps I Cettificate signing requests | Cettificates I Templates | Fevocation lists I
Interhal hame: | Common name | Serial | hot After | Trust state Revoc =
B New Certificate I
B Rename 06584FA20EDOF  2015-10-21 GMT  Always Trusted
- GEE cliennt Show Details 20051023 GMT  Trust inherited Export I
e G server Export 3 2006-10-23 GMT - Trust inherited Import |
e Shaw Details I
Trust
Delete I
Serial
PKCS#7 | s Import PKCS H12 |
Renewal Signing Template Imnpart PKCSH7 I
Revoke
Flain View I
| | 5

Now switch to the Revocation lists tab and double-click on the newly generated revocation list to
show the details. Activate the Revocation list tab in the details view to see the revoked certificates
in this list.

e BE|

A a g T il
Details of the Revocation list B g
Statuz I lzsuer | BRevaocation list I Extensions I
M ame I Serial | Revocation I

JEPR oo BFDAIGFISFI4FIEL 20051214 GMT

LCancel | Ok
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Close this dialog by clicking on OK. We can now export this list to the VPN server, using the
context menu entry Export | PEM in the right-click menu of the revocation list. Copy this file to the
VPN server and add an appropriate entry like cr1-verify <filename> to your configuration.

Create some certificates and keys, export them to your VPN servers and clients and revoke them—
some hours of training is very helpful to get a good feeling here. Especially when combined with a
high level of verbosity in the OpenVPN configuration you will learn a lot about certificates.

Using TinyCA2 to Manage Certificates

TinyCA2 is a very handy tool to accomplish certificate management. It provides extended
functions and the possibility to influence the behavior of OpenSSL itself. TinyCA2 is available for
OpenSuSE on online repositories; other distributions must look on http://tinyca.sm-zone.net/
for appropriate packages or source code. On OpenSuSE, TinyCA2 can easily be installed using
YaST. I also read about a MAC port on http://tinyca2.darwinports.com/, so there should be a
version for almost every UNIX/Linux system.

TinyCA2 can be used to create a CA and to import and export CAs, certificates, keys, and
revocation lists. It can manage several CAs and will offer the choice of which CA to load on
startup, if several CAs are configured.

* TinyCA2 Management 0.7.0

Importing Our CA

After installation, start TinyCA2 from SuSE's main menu. Select Utilities | Security | tool to
manage a Certificate Authority (TinyCA2). TinyCA2 is started and displays an empty window. The
icons in the tool bar offer several possibilities:
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e  Open CA: Open an existing CA—that is a CA that has previously been imported
to TinyCA2

e New CA: Create a completely new CAN
e Import CA: Import a CA (like those we created with easy-rsa) into TinyCA2

Click on the Import CA icon to import the previously created CA. The Import CA dialog
is displayed:

Here we must enter the password, location, and filename of the CA certificate and key file.
TinyCA2 offers extended possibilities like changing the password for the CA right here or
importing the SSL index file. However, entering password, certificate file, and key are enough to
import the CA. Click on OK to start the import.

Using TinyCA2 for CA Administration

If you have several CAs to administer, TinyCA2 will present the following window on startup.
This window is also displayed when you select the Open CA icon.

Open CA

packtpub
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Once you have loaded, created, or imported a CA, the main window of TinyCA2 will be much richer
with icons, menus, and features. TinyCA?2 offers a lot of details, information boxes, and history
functions that let us manage our certificates and keys on a very reliable and controllable base.

Tiny CA Management 0.7.0 - packtpub

Common Name CA-Server Creation Date Dec 2 08:56:08 2005 GMT
eMail Address  security@feilner-itnet Expiration Date Nov 30 08:56:08 2015 GMT

Crganization Feilner-IT Keylength 2048

Location Regensburg Public Key Algorithm rsaEncryption

State BY Signature Algorithm mdSWithRSAEncryption
Country DE

Like xca, TinyCA2 also presents some tabs in its main window, and a lot of work is done by
selecting entries from context menus. The CA tab shows some information on the CA itself, the
Certificates and Keys tabs list the existing certificates and keys for this CA, and the Requests tab
is needed to create and sign new certificates and keys.

Creating New Certificates and Keys

If we want to create and sign a new certificate for our CA with TinyCA2, we have to create a key
signing request first. Change to the Requests tab, right-click, and select New Request from the
context menu. The following window appears:
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Create Request

Regensburg

Feilner-IT

I don't think that you need an explanation for the fields in this window. They are the same as in the
information we provided for easy-rsa and xca on certificate generation. However, we have to
make sure that an appropriate key size is selected and that the Common Name is distinguishable.
Click on OK to create the request.

Tiny CA Management 0.7.0 - packtpub

security@feilner-it.net Feilner-IT Regensburg
security@feilner-it.net Feilner-IT Regensburg
security@feilner-it net Feilner-IT Regensburg
security@feilner-it.net Feilner-IT Regensburg
security@feilner-it net Feilner-IT Regensburg

security@feilner-it.net Feilner-IT Regensburg

Common Name server? Keylength 1024

eMail Address  security@fd Public Key Algorithm rsaEncryption

Organization Feilner-IT Signature Algorithm  md5WithRSAEncryption
Location Regensburg Type PKCS#10
State BY

Country DE
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In the previous example we see a CA with many certificates and requests. Right-click on your newly
generated request, and select the menu entry Sign Request to sign it using the active CA's certificate.
Another small menu appears, asking you whether the request will be signed as a server or a client.
This is for an example purpose that we have talked about on the xca pages. For a TLS server's
certificate, choose Sign Request (Server); for all clients, please choose Sign Request (Client).

Sign Request

Enter your password and check again, if the validity is suitable for your purposes and click on OK
to confirm. After some seconds of calculating, your machine will tell you that the certificate has
successfully been created. Now switch to the Keys section. There is a new entry for the newly
created key/certificate pair, and there is also a new entry in the list of the available certificates.

Exporting Keys and Certificates with TinyCA2

' Tiny CA Management 0.7.0 - packtpub

security@feilner-it.net Feilner-IT Regensburg BY DE
security@feilner-itnet Feilner-IT Regensburg BY DE

> Export Key [~ O]x]
security@feilner-itnet

security@feilner-itnet ty@feilner-itnet-key pem

security@feilner-itnet

security@feilner-itnet

security@feilner-it.net
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With TinyCA2 we can export the CA and the client certificate and key to a local file. TinyCA2
knows several file formats for the key/certificate pairs. In the previous screenshot, you see the
default, . pem key files. Please note that if you do not want to enter a passphrase every time your
OpenVPN tunnel is started, then you must activate the button Without Passphrase (PEM) | Yes.
Otherwise, your key is password-protected, which may be considered as an extra level of security.

Enter a file name or select a directory by clicking on the button Browse and then click on the
button Save. Repeat these steps for the client certificate (use the standard PEM Certificate) and the
CA certificate (by clicking on the icon Export CA in the toolbar).

Revoking Certificates with TinyCA2

Creating and exporting a CRL with TinyCA2 is very easy, too. In the Certificate tab, right-click on
the certificate you want to revoke. You are prompted for the CA password and you are given the
possibility to enter a reason for revocation:

Revoke Certificate

Enter the CA password, select a revocation reason, and click on OK to revoke the selected
certificate. Now switch to the CA tab and click on the Export CRL icon in the toolbar. Again, you
have to enter the CA's password and a validity date for this CRL. Enter a file name and click on
the Save button to export the CRL.

Export CRL
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Summary

We have created, imported, and exported CA certificates, client and server certificates and keys, in
addition to revocation lists with the tools xca and TinyCA2. We have seen that there are many
features TinyCA2 offers that are neither in the scope of easy-rsa nor available in xca. This is the
reason why TinyCA2 is my favorite certificate management tool. However, all those tools use
only the "toolbox" OpenSSL. If you want to read more and become a certificate professional,
"man OpenSSL", then the website http://www.openss1.org is the place to go.
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Advanced OpenVPN
Configuration

In this chapter, we will deal with several examples of advanced OpenVPN configurations such as:

Tunneling through a proxy server like squid
Scripting OpenVPN—AnN overview
Authentication methods

Using a server configuration with specific per-client configurations pushed to clients
based on their certificates

Pushing routing commands to clients

Pushing and setting the default route through a tunnel
Protecting clients through a firewall behind the tunnel
Distributed compilation through VPN tunnels with distce

Automatic installation for Windows clients

Because OpenVPN offers an abundance of possibilities, some aspects of these configurations can
only be covered at a basic level (like squid proxy or LDAP authentication). However, there are
hints and links to Internet sites containing detailed information about these setups.

Tunneling a Proxy Server and Protecting the Proxy

OpenVPN can use the HTTP method CONNECT to establish a tunnel between the client and its VPN
server. Since this is a standard method used by most banking websites or any other security-
conscious websites, most proxies and firewalls are open to such connections.

A simple OpenVPN configuration entry for use with an HTTP proxy may look like this:

...
port 443
proto tcp-client

http-proxy proxy 3128

http-proxy-retry

http-proxy-option AGENT Mozilla/4.0 (compatible; MSIE 4.01; windows NT 5.0)
...
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We are using port 443 TCP, which will make our VPN tunnel almost invisible to local
administrators. OpenVPN must furthermore know where to find the proxy server and on which
port it is listening. In the aforementioned example, the name of the server is proxy and its port is
3128. In addition to this, OpenVPN will try indefinitely to establish a connection and stealthily
pretend to be a Mozilla browser on Windows 2000. Pretty nice, isn't it?

I consider this as one of the main advantages of OpenVPN. There are only few networks where
an OpenVPN tunnel cannot be set up—don't worry about the frowning local administrators at

your side!

The following table shows possible options concerning proxy configuration of OpenVPN:

Parameter

Function

--auto-proxy

--http-proxy <IP> <port>
<authfile><auth-method>

--http-proxy-retry

--http-proxy-timeout <n>

--http-proxy-option type <option>

--port

--socks-proxy <IP> <port>

--socks-proxy-retry

Tries auto-detection of proxy settings
IP and port of proxy server, optionally with proxy
authentication:

<authfile> is a file containing username and
password on two separate lines

<auth-method> can be nt1m, basic, or none
Retries indefinitely to connect to proxy

Sets proxy timeout manually to n seconds; the
default is 5 (s)

Sets user agent (browser version string) or HTTP
version that is used

443 (HTTPS) is probably the most inconspicuous
selection (remember to set this on both sides), but
most proxies permit also port 80 (HTTP) or 21 (FTP)

Uses the socks proxy on machine with <IP>
<port>

Retries indefinitely

However, there are possible solutions to prevent OpenVPN tunnels. A secure squid proxy server

configuration might for example look like this:

...

acl SSL_ports port 443 563
acl safe_ports port 80 # http
acl safe_ports port 21 # ftp

acl ?afe_ports port 443 563 # https, snews

acl CONNECT method CONNECT
http_access allow manager Tocalhost
http_access deny manager
http_access deny !Safe_ports
http_access deny CONNECT !SSL_ports

...

acl ADS_www_Benutzer external wb_group wWww_User
acl ADS_www_trusted external wb_group www_trusted
(

http_access allow www_User
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http_access allow www_trusted

http_access allow www_trusted !Safe_ports
http_access allow www_trusted CONNECT !Safe_ports
?ttpjaccess deny all

Squid uses access lists (ac1) and access directives (http_access), which can be found in
/etc/squid/squid. conf to control Internet access. In the configuration above, access lists are
defined for "SSL Ports" and "Safe Ports" for HTTPS and FTP. Some lines further down in this file
there are http_access directives, which explicitly allow access to SSL and safe ports for members
of the user group www_trusted only. In this configuration an external authentication program,
wb_group is used. wb_group is a small Perl script that enables squid to ask user information from a
Microsoft Active Directory Server. On this system, Windows administrators can control the usage
of HTTPS or other SSL connections through their proxy server by simply adding or removing
users from the privileged group. As a side effect, only users in the group www_trusted can access
https:// web pages. This may be difficult to communicate in a company, but it is definitely more
secure. We have been using similar setups in recent years, and (after convincing the
administrators) have only had positive experience.

Scripting OpenVPN—AnN Overview

Another striking option of OpenVPN is its scripting capabilities. We can create our own scripts
and have them called on changes of the connection state. This makes it easy to execute a special
(e.g. Firewall) script any time a client connects or on similar occasions. There's almost no limit; I
leave it up to you to imagine the possibilities.

The following table gives an overview over the possible interfaces where OpenVPN can be forced
to execute arbitrary scripts:

Option Occurrence

--learn-address <cmd> When the IP of a VPN partner changes

--ipchange <cmd> When the IP of the server has changed

--client-connect <cmd> When a client connects

;Egéient—disconneCt When a client disconnects

--up <cmd>, down <cmd> After configuration (up = starting, down = stopping) of the TUN/TAP
device

--down-pre Before shutting down the TUN/TAP device

--up-restart When tunnels are restarted, up/down scripts are also executed

e learn-address: This option calls a command and hands over three variables:
operation, which can be one of "add", "update", or "delete" and directly refers to the
change of the client's address that has taken place, address containing the IP address
set or deleted, and common name, which is again the entry from the client's
certificate's subject line.
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e ipchange: This refers to the IP address of the VPN server; the command is executed
after authentication (or remote IP change).

e client-connect and client-disconnect: These call commands immediately after
connection or disconnection of a VPN client. These options can only be used in
OpenVPN server mode.

e —-up and --down: These are probably the most interesting scripting interface options.
The scripts defined here are called immediately after starting or stopping the tunnel
interfaces and before an optional --user identity change takes place. Thus here root
privileges may be available, which allow, e.g., setting routes or similar tasks.

In the manpage of OpenVPN, http://openvpn.net/man.htm1, there is a special section
Environmental Variables listing all variables passed to commands, and the (German) website
http://www.pronix.de/pronix-991.htm1 shows a list of the variables that are passed to the
command invoked. For non-German speakers, here is a brief English list of the variables:

Environment Contents If DEV = TUN Contents If DEV = TAP

Variable

$1 Name of (TUN) interface Name of (TAP) interface

$2 MTU MTU

$3 Link-MTU Link-MTU

$4 Local IP of TUN interface Local IP of TAP interface

$5 Remote IP Netmask of TAP interface

$6 init, if called by --up; init, if called by --up;
restart if called by --up- restart if called by --up-
restart restart

Using Authentication Methods

We have learned before that OpenVPN can be used with authentication based on shared secrets
(static keys) and X.509 certificates. Another useful option for authentication is authentication
plug-ins called with the configuration parameter auth-user-pass-verify, which can be used
together with both methods mentioned before. For example, in a certificate-based VPN, we can
use an authentication plug-in to make sure that only a user knowing the appropriate
username/password combination can start the tunnel. This may be a convenient additional level of
security for laptops or other road-warrior machines.

While certificates in this context tend to protect and authenticate machines rather than users,
username/password combinations are useful for VPN that are started by a human. The Windows
GUI will pop up a small authentication window where the user must enter a username and
password. The VPN client takes these values and sends them to the VPN server, which starts the
plug-in program (as configured in auth-user-pass-verify) to validate the combination. If the
authentication program returns an OK, authentication was successful, and the tunnel is created.
The tunnel will only be established if the password is correct.
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For this purpose, the following configuration parameters must be added: In the server
configuration file, add auth-user-pass-verify /path/to/your/auth/script to your server
configuration and auth-user-pass to your client's configuration. The following table shows the
usage of these parameters:

Parameter Allowed options Usage Function
--auth-user- <script> Server Activates server's authentication and
pass-verify <method> configuration defines the name of the authentication

script and the method to use for
username/password handling

--auth-user-pass  <file> Client Activates client's authentication and
configuration optionally defines a file where
username and password are stored

On SuSE systems there are some example scripts (like auth_pam.p1) provided with OpenVPN,
which can be found in /usr/share/doc/packages/openvpn/sample-scripts. But a typical
scenario for such an authentication may be a local LDAP server. LDAP is the system-independent
state of the art for all modern directory services both in open-source servers and also in
Microsoft's Active Directory Service. The following overview will give you some hints on how to
create an authentication plug-in using your own LDAP authentication for OpenVPN.

On a Linux system with the LDAP client tools installed, the command T1dapwhoami can be used for
testing username/password pairs against an LDAP server. In the following examples the LDAP
server is 10.10.10.1, the user mfeilner, and the password is correct_password. The string
uid=mfeilner,ou=Feilner-it_uUsers,dc=feilner-it,dc=home must be adapted to the settings
on your LDAP server. Here is the output of the 1dapwhoami command:

suse01:/var/log_# Tdapwhoami -x -h 10.10.10.1 -D uid=mfeilner,ou=Feilner-

it_Users,dc=feilner-it,dc=home -w correct_password
dn:uid=mfeilner,ou=Feilner-it_Users,dc=feilner-it,dc=home

suse0l: # ldapwhoami -x -h 10.10.10.1 -D uid=mfeilner,ou=Feilner-

it_Users,dc=feilner-it,dc=home -w wrong_password

ldap_bind: Invalid credentials (49)
The first command will give a return code of "0", whereas the second command, resulting in a
failed authentication returned a value of "1". Creating a little script that implements the
aforementioned LDAP command and returns a 0 if authentication was successful, and a 1 if
authentication has failed, is easy and I leave this up to you. An example for such an LDAP
authentication plug-in script for OpenVPN can be found here: http://www.indato.ch/
openvpn/openvpn.html.

Even though this site is in German, the LDAP script found here is documented in English. You
can find it if you scroll down until the heading Optionale Authentisierung mit LDAP. An English
site with an OpenVPN Auth-LDAP Plugin can be found here: http://www.opendarwin.org/
~landonf/software/openvpn-auth-Tdap/.

phpLDAPadmin is probably one of the best LDAP administration tools. If you are thinking of
setting up an LDAP server (which can be used for a variety of purposes), have a look at this
screenshot of phpLDAPadmin on an LDAP server with the entry uid=mfeilner,ou=Feilner-
it_Users,dc=feilner-it,dc=home, which was used for authentication above.
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On the left is the LDAP directory tree, on the right the properties of the selected object. Here we
can change e.g. the password for the OpenVPN account, create and delete accounts, and thus
manage access to our VPN on the basis of the selected authentication plug-in.

Using a Client Configuration Directory with
Per-Client Configurations

Another striking feature of OpenVPN is the fact that we can have client configurations pushed
through the tunnel on creation and use client-specific configurations, which are simply set by

the subject line of the client's certificate. An appropriate server configuration file may look like
the following:

port 443

dev tunOFIT

ca /etc/openvpn/certs/ca.crt

cert /etc/openvpn/certs/firewall.crt
key /etc/openvpn/certs/firewall.key
dh /etc/openvpn/certs/dh2048.pem
tls-auth /etc/openvpn/certs/ta.key 0
auth SHAl1

cipher AES-256-CBC

tls-cipher DHE-RSA-AES256-SHA

server 10.179.0.0 255.255.0.0
ifconfig-pool-persist /etc/openvpn/ipp.txt
client-config-dir clients

keepalive 10 120

resolv-retry 86400

comp-1zo
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status /var/log/openvpn/status.log
log /var/log/openvpn/main.Tog
tls-server

verb 3

There are three lines that are relevant in this context:

1. server 10.179.0.0 255.255.0.0: This tells OpenVPN on this machine to act as a
server and automatically distribute IP addresses to clients connecting.

2. ifconfig-pool-persist /etc/openvpn/ipp.txt: This makes OpenVPN keep a list
of certificate to IP relationships, so that a client connecting will (probably) always
have the same IP.

3. client-config-dir clients: This has OpenVPN look in the directory "clients" for
a client-specific configuration file when a client connects.

A client configuration file must have a name matching the cN in the subject line of the certificate.
If a client connects with a certificate containing the following subject:

...

Subject: C=DE, ST=Bayern, L=Regensburg, O=Feilner-IT,

%N=m§ei1ner/emai1Address=mfei1ner@fei1ner—it.net
Then the server will look if the directory clients contain a configuration file named mfeilner. This
file may contain push options like the following:

ifconfig-push 10.179.0.3 10.179.0.4

push "route 10.1.0.0 255.255.0.0"
In this scenario, this client will always have the IP address 10.179.0.3 and is told about a network
(10.1.0.0) behind the tunnel. Thus, if we use different client configurations, we can control the routing
and network configuration for every client. It's simple to grant access to the network by activating or
deactivating a client's routing on connecting, but we must always remember that this offers no real
protection, because every local administrator could also activate this routing on the client.

On the client configuration, the parameter c1ient must be present. If we want to have the
client redirect its default gateway through the tunnel, we simply need to add the parameter
redirect-gateway.

Redirecting the client's default gateway is another excellent feature of OpenVPN, especially when
combined with HTTP-proxy tunneling. The parameter redirect-gateway causes three steps:

1. A static route to the other tunnel partner is created.
The old default gateway is deleted.
3. A new entry for the default gateway is created (pointing to the IP address of the
other tunnel endpoint).
Of course we can enter these steps manually, if we like. The route command will help us here:

debian0l:~# route add 172.16.103.2 gw 172.16.247.1

debian0l:~# route del default

debian0l:~# route add default gw 10.179.10.2

debian0l:~# route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
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172.16.103.2 172.16.247.1 255.255.255.255 UGH 0 0 0 ethO
10.179.10.2 0.0.0.0 255.255.255.255 UH 0 0 0
tunvPNO

172.16.247.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
172.16.76.0 10.179.10.2 255.255.255.0 uG 0 0 0
tunvPNO

192.168.250.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
0.0.0.0 10.179.10.2 0.0.0.0 UG 0 0 0
tunvPNO

debian01:~#

First, we added a static route to the VPN partner (route add 172.16.103.2 gw 172.16.247.1).
Then we deleted the old default route (route del default), and as a last step we created the new
default route with route add default gw 10.179.10.2. From this moment on, all traffic not
destined to the VPN partner's public IP will be routed through the tunnel, as the output of route -n
will show. Because the routing entries will be useless when the VPN partner's IP changes, it is a
good idea to have OpenVPN set the routing for us.

The next chapter deals more detailed with interpreting routing tables.

Individual Firewall Rules for Connecting Clients

One striking possibility OpenVPN offers is a setup where:
e An OpenVPN machine acts as a server that protects the company's network,
admitting access for OpenVPN clients.
e  The clients are automatically assigned IPs by the server.
e The clients are equipped with certificates, and identified and authorized by
these certificates.

The scripting parameter Tearn-address in the server's OpenVPN configuration file will have the
server execute a script whenever an authorized client connects to the VPN and is assigned an
address. This parameter takes the full path to a script as an option:

learn-address /etc/openvpn/scripts/openvpnFw
In this example, the script openvpnFw will be executed each time a client is assigned an IP address
and will be passed three variables by the OpenVPN server process:

1. $1: The action taken; this may be one of add, delete, update

2. $2: The IP assigned to the client connecting

3. $3: The common name in the subject line of the client's certificate
Add the line Tearn-address /etc/openvpn/scripts/openvpnFw to your OpenVPN server

configuration file and edit the file /etc/openvpn/scripts/openvpnFw to be like the following.
These lines will show how to make use of these parameters in a short Linux shell script:
#!/bin/sh
LOGFILE=
DATE=/bin/date”
echo $DATE $1 $2 $3 >> $LOGFILE
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This script will only export the variables passed to the logfile, including a timestamp that is added
by the command date. Stop and start your tunnel a few times. Now let's have a look at the file
/var/log/openvpn/connections.log:
Mi Feb 1 04:33:53 CET 2006 update 10.99.0.3 mfeilner
Do Feb 2 04:34:33 CET 2006 update 10.99.0.3 mfeilner
Fr Feb 3 04:34:14 CET 2006 update 10.99.0.3 mfeilner
Sa Feb 4 04:34:53 CET 2006 update 10.99.0.3 mfeilner
So Feb 5 04:34:43 CET 2006 update 10.99.0.3 mfeilner

This example shows my VPN client reconnecting every day. This alone might yet be an
interesting feature, if you want to keep track of your users and their VPN connections. However,
we can do more. Let's add some more lines to our openvpnFw script:

if [ $1 = add ]

then
égtc/openvpn/scripts/$2.Fw_connect.sh
E

if [ $1 = delete ]

then

égtc/openvpn/scripts/sz.Fw_disconnect.sh
i

Two simple tests are run and, depending on the content of the variable $1, different firewall scripts
are executed. Let's express this in brief. If the first variable passed is add, then the script
/etc/openvpn/scripts/$2.Fw_connect.sh is run, where $2 will be replaced by the IP of the
client connecting. If for example a client mfeilner connects and is assigned the IP 10.99.0.3,
then the variables passed to this script openvpnrw will be:

add 10.99.0.3 mfeilner
And the script run will be called: /etc/openvpn/scripts/10.99.0.3.Fw_connect.sh.
However, if the variables passed to openvpnFw are the following:

delete 10.99.0.3
then the script /etc/openvpn/scripts/10.99.0.3.Fw_disconnect.sh will be executed.

I think you have already guessed that these two scripts contain firewall rules (like iptables
statements) for the client with the certificate mfeiTner. Even though all of this could be done
within one single script, I prefer to have the tests and firewall rules split up in several scripts.

This setup can become very powerful and fairly complex. A client that has its default route set
through the tunnel can be allowed selective Internet access, simply by enabling or disabling,
routing or forwarding. And access to the local servers can also be easily managed: E.g. A SAP
server might only be available for road warriors from 7 am to 6 pm, whereas during the night
firewall rules protect the server.
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Distributed Compilation through VPN Tunnels

with distcc

distcc is a compiler (or a front end to GNU Compiler Collection (GCC)) designed to split up
compiling processes over many machines, which can speed up the process enormously. The
distced daemon has to be run on all of the systems that are to participate, then the system starting
the process must be informed about the distcc hosts, and then we can start a compiling process.

On Debian systems, installation is as easy as typing apt-get install distcc. As the next step
some parameters have to be set in /etc/default/distcc:

e  Whether distccd should be started on boot
e A list of other distcc hosts that are allowed to connect

e The interface distcc should listen on for incoming connections

This is the file /etc/default/distcc on a Debian system:

H*

pefaults for distcc initscript

# sourced by /etc/init.d/distcc

#

# should distcc be started on boot?

#

# STARTDISTCC="true"

STARTDISTCC="false"

which networks/hosts should be allowed to connect to the daemon?
You can Tist multiple hosts/networks separated by spaces.

Networks have to be in CIDR notation, f.e. 192.168.1.0/24
Hosts are represented by a single IP address

HHHHHHH®

ALLOWEDNETS="127.0.0.1"
ALLOWEDNETS="127.0.0.1"

#

# Which interface should distccd listen on?

# You can specify a single interface, identified by it's IP address, here.
#

# LISTENER="127.0.0.1"

LISTENER="127.0.0.1"
Here we will have to edit the parameters ALLOWEDNETS and LISTENER to our needs and repeat this
step for every partner that is supposed to take part in the collective compilation. Then, either edit
your startup files to include a system variable called DISTCC_HOSTS or create a configuration file

./distcc/hosts in your home directory with a list of the other hosts that are supposed to take part in
compiling. The content of this variable or file should simply be a (space-separated) list of hosts like:

10.179.0.1 192.168.1.4 10.179.0.3
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I think you will already know where this is leading to: we will install OpenVPN tunnels on each
machine taking part in the distcc network and then we only need to enter the IP of the tunnel
machines in these files here.

That's all, now we can use distcc over the tunneled connections. Therefore the distcc daemon

has to be started with /etc/init.d/disstcc start and then we can start a compiling process

where we use distcc as compiler: For instance, in the directory /usr/src/Tinux, simply type

make cC=distcc to have the selected machines in your network compile this machine's kernel

together. Or have a look at the following example where OpenVPN is compiled via distcc:
debian0l:~/openvpn-2.0.5# make CC=distcc

make all-am R
make[1l]: Entering directory "/root/openvpn-2.0.5"'

if distcc -DHAVE_CONFIG_H -I. -I. -I. -I. -g -02 -MT mroute.o -MD -MP -MF
".deps/mroute.Tpo" -c -o mroute.o mroute.c; \

then mv -f ".deps/mroute.Tpo" ".deps/mroute.Po"; else rm -f
".deps/mroute.Tpo"; exit 1; fi
if distcc -DHAVE_CONFIG_H -I. -I. -I. -I. -g -02 -MT mss.o0 -MD -MP -MF

".deps/mss.Tpo" -c -0 mss.o mss.c; \

then mv -f ".deps/mss.Tpo" ".deps/mss.Po"; else rm -f ".deps/mss.Tpo";
exit 1; fi
if distcc -DHAVE_CONFIG_H -I. -I. -I. -I. -g -02 -MT mtcp.o -MD -MP -MF
".deps/mtcp.Tpo" -c -o mtcp.o mtcp.c; \

then mv -f ".deps/mtcp.Tpo" ".deps/mtcp.Po"; else rm -f
E.degs/mtcp.Tpo“; exit 1; fi

Ethernet Bridging with OpenVPN

On Linux, Windows XP, and Windows 2003 we can use our VPN tunnels as one big logical
Ethernet network. By connecting (bridging) a virtual OpenVPN interface and a real Ethernet
interface, we connect (bridge) the networks behind these interfaces and provide a virtual Ethernet
between the hosts in the real networks, including exchange of Ethernet Frames. This feature can
be useful for Windows users that will need to exchange broadcast packages through the tunnel,
e.g. for network browsing, LAN parties, and more.

Setting up OpenVPN for bridging mode is simple and the same for all operating systems: We only
have to make sure our OpenVPN setup is working and that we are using TAP devices. I recommend
the use of TLS-server setup with clients that are automatically assigned addresses and configurations.

On Linux, you will need to install the bridge-utils package and follow the information on the
website http://openvpn.net/bridge.htm]l. Windows users can simply use the network settings
of their operating system to activate bridging mode:

Open your Network Connections window and select (mark) the two network interfaces that you
want to bridge. Then select the entry Bridge Connections from the context menu.
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Network Connections

File Edit Wiew Fawvorites Tools  Advanced  Help
) search Folders

\_) Eack - J E ? P,

[

L Metwork Connections

jGo

_*| LAN or High-Speed Internet
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»
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»

Details

2 lkems selected.
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Disable
Statis
Regair

Create Shiorteut
Delete
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Properties
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Network Connections

File Edit Wiew Fawvorites Tools  Advanced  Help
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»
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This Ethernet bridge can now be configured (almost) like any other network device. Select the

entry properties from its context menu:

- Network Bridge Properties n H |

General | Authertication I Advanced I

—Adapters:
Select the adapters you want to use to connect to computers

on your local netwark.

W By
b BlTep

Configure... |

Thiz connection uzes the following itenms:

% Client for Microsoft Nebworks

.‘9 File: and Printer Sharing for Microsoft Metworks
8=} 005 Packet Scheduler
Internet Pratocol [TCPAP)

Install... | L irstall | Froperties [\J

[ Show icon in notification area when connected

1] 9 I Cancel |

As last step we have to assign an IP to this interface or configure the interface to obtain an IP
automatically, which is the default setting. Select the entry Internet Protocol (TCP/IP) from the list
This connection uses the following items: and click on the button Properties to assign an IP:

Internet Protocol (TCP/IP) Properties EB

General |

‘fou can get [P zettings assigned automatically if your network. supports
thiz capability. Othenwize, you need ta ask your netwark administrator far
the appropriate |P settings.

" Obtain an [P address automatically

— se the following IP address:

IP address: 192 188, 0 . 22
Subnet mask: I 255,285 .85, 0
Drefault gateway: 192 168, 0 . 1

| ([btain DME semver addiess automatizally
—* Usze the following DMS server addiesses:

Frefered DMS server: 192 168, 0 . 1|

Alternate DNS server I . . .

Advanced... |

0K I Cancel |
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That's it, your Ethernet Bridge is up and running. If you run into trouble with your OpenVPN
configuration, check these websites for examples and guidelines:

http://www.pavelec.net/adam/openvpn/bridge/
http://openvpn.net/bridge.html

Automatic Installation for Windows Clients

If you have to administer a large Windows network, you will probably know the pains of having

to install software on several clients. There is a convenient way to install OpenVPN (almost)
automatically: The open source Windows software Nullsoft Scriptable Install System (NSIS)
installer available from http://www.openvpn.se/files/nsis/nsis205.exe and documented in
http://openvpn.se/files/howto/openvpn-howto_rol1_your_own_installation_package.html
creates a executable file including configuration and certificate for your client.

Simply download the NSIS installer and execute it. In most cases, you will not need to make any
changes to the default values during installation, except maybe for the path. Simply click the
button Next three times, agree to the license, and NSIS is installed.

@ NsIS 2.05 Setup !EE
Choose Components
Choose which Features of NSIS vou want to install.

Check the components you want: to install and uncheck the components wou don't wank ko
install, Click Mext bo continue.

Select the type of install:

I -

MSIS Core Files (required)

Script Examples

Stark Menu and Deskkop Shartouts
User Interfaces

O, select the optional
companents yau wish ko
install:

| v

: Language Files LI

e T
— Description

Space required: 5.9MB Position Your mouse over & compenent to see ks

descriptian.

ullsaft Install System w2, 05

< Back I Mexk = I Cancel
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The following window shows the standard dialog of the NSIS installer providing detailed

information on this tool:

® NSIS Menu

7

® Quick Launch
e Introduction

s Compiler

e Documentation
® Update

e Websites

Utilities

WakeMNSISW (compiler interface)
Zip2Exe (convert ZIP to SFX)
MEIS Update (get latest version)

Folders

Exarnple scripts

Contrib (plug-in info etc.)
Language files

Waodern Ul language files
Source code

Documentation

MEIS Users Manual

FAQ (online)

hWodern Ul Readme
InstallOptions (custom pages)

Websites

MEIS Website

MSIS Archive

Forum

IRC Channel

Bug Tracker
Development changelog

If you are interested in more information on the NSIS installer, have a look at the Websites link
here. Your next step will be downloading and extracting the OpenVPN-GUI source code from
http://www.openvpn.se/files/install_packages_source/.

& nsis openvpn

»

Other Places

e Local Disk (C:)
h:'l My Documents
| Shared Documents
-_J My Computer

Q.J My Metwark Places

“®

Details

File —Edit ‘“iew Favorites Tools  Help | #
- €Y - * o
O Back J ﬁ 7 Search Folders El
Address I_} C:insis apenvpn j &a
File and Folder Tasks S /J openvpn
) Make a new Folder
@ Publish this folder to the @ opEnyph-gui.nsi @ setpath.nsi
e i SIS Script File (i MSIS Script File
ld Share this folder @) 3LKE L AL
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Then copy your OpenVPN configuration and certificates to the directory where you extracted the
sources to and open the file openvpn-gui.nsi with Notepad. Here you only need to enter the
name of your files and the path, if it differs from the values in the file. Search for lines containing
<File "${HOME}\config\office.ovpn"> and change this to your needs.

[ openvpn-gui.nsi - Notepad !EE
File Edi Format Yiew Help
File "${HOME }\easy-rsaiclean-all. bat” ﬂ

File "${HOME }easy-rsatindex,txt.start”
File "${HOME Preasy-rsatrevoke-full, bhat"”
File "${HOME \easy-rsatserial.start”

SectionEnd

Section "OpenvPN GUI" SecGUI

Setoverwrite on

SetoutPath "$INSTOIRYRIR"

File "${HOME }openvpn-gui. exe"”

# Include your custom cunﬁ'g filels) here.

SetoutPath "$INSTDIRNCOnfig
JFile HoME Proonfigoffice

SetoutPath "$INSTDIRNsample-config”

File "${HOME Pysample-configysample, ${SERV_CONFIG_EXT }"
File "${HOME P\sample-confighclient. ${SERV_CONFIG_EXT "
File "${HOME Phsample-configiserver. $1SERV_CONFIG_EXT 1"

-

0 v

The section Modifying the script for your own needs of the website http://openvpn.se/files/
howto/openvpn-howto_ro11_your_own_installation_package.html gives detailed information on
possible and necessary changes for different scenarios. If you want to have configuration files
deleted when OpenVPN is uninstalled, add the lines similar to the following ones:

Delete "$INSTDIR\config\client.ovpn"

Delete "$INSTDIR\config\client.crt"
Delete "$INSTDIR\config\client.pem"

As a last step we will now start the compilation progress, which is done with a simple context
menu entry generated by the NSIS installer. Right-click on the file openvpn-gui.nsi and select
the menu entry Compile NSI Script.
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File Edit Wiew Favorites Tools  Help

n,
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R |

Qi - - ¥

/.. ) search

Folders

[zi)-
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EDE

»

File and Folder Tasks

>

qu Rename this file

g Mowe this file

D Copy this File

€8 Publish this file to the
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() E-mail this file
V¢ Delete this file

»

Other Places

e Local Disk {C:)

,D My Documents
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_e My Commputer
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File
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RICTS icript File:

Cpen With...

Send To

Cut
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Creabe Shorbouk
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You will receive the following status window telling you about the progress. In the example
below, an installer . exe file is created as C:\nsis openvpn\openvpn-2.0.5-gui-1.0.3-

install.exe.

Ohatput -
Install: 7 pages
S0Z instructions
table (333 bytes).
Tninstall: 4 pages
1l section (1048 bytes),
(3645 bytes),

{448 bytes),

Using bzipZ (compress whole)
EXE header size:

Install code:

Install data:

Uninstall codetdata:
Compressed data:

(Zhzke bytes) .,

1 language table
Datablock cptimizer sawved SE5E73 bytes

® MakeNSISW BEE
File Edit Script Tools Help
‘. v e -
BHBEFZO002-05 (% e
I

Processing pages. .. Done! _:J

Removing unused resources. .. Donel!

Generating languages tables... Done!

Generating uninstaller... Done!

"C:iinsis openvpntopenwvpn-2.0_5-gui-1_0.3-install. exe"

ld sections
254 strings

(1l required) (14672 bytes),
(27027 bytes), 1 language

[ZE& bytes),
345 instructions

{9660 bytes),
(282 bytes).
[RT-I-L T

203 strings

compression.

35240 J 348l6 bytes
(TBEZE bytes)
(2264964 bytes)
(91e08 bytes)

-

MSIS w2 05

Test [rstaller | Lloze I

2

225



Advanced OpenVPN Configuration

You can now transfer this . exe file to all clients and install them automatically with the configuration
you provided. Installation works exactly as the standard installation described before.

However, there is a small problem here. We will need to change every client's certificate once;
otherwise all clients would have the same certificate, which is not a really safe situation. Thus, all
we have to do after having completed the steps above is:

e Transfer the .exe file to a client.
e Have it executed as administrator.

e Copy the client's certificate to the client.

You will need to use the same name for all certificates and configuration files on all clients, but
again this is no problem, because the common name of the certificate's subject line will distinguish
the clients.

Summary

In this chapter we have discussed some typical advanced configurations for OpenVPN that
showed some of its advantages. We have tunneled OpenVPN through an HTTP proxy and then we
configured a squid proxy so that we could control who is allowed to do so. Then we had a closer
look at the scripting interfaces OpenVPN offers, including lists of variables that are passed to the
scripts by OpenVPN on invocation. One such script can be an authentication plug-in like the
provided PAM authentication or better an authentication against LDAP servers. As a next step, we
configured OpenVPN to use a per-client configuration based on the client's certificate, which
would enable different configurations for different users connecting. This scenario can be made
even more complicated when combined with per-user firewall rules being activated on the VPN
server after a client connects.

distcc, a network-enabled compiler front end to GCC can be used together with OpenVPN
tunnels to have remote machines work as a team when compiling software. And finally, we looked
at automatic installation for Windows machines using the NSIS installer.
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Troubleshooting and Monitoring

In this chapter, we will learn how to use tools to debug and monitor our VPN tunnels. We will also
learn how to scan and test the connectivity of a (VPN) server with standard networking tools.

Testing the Network Connectivity

In our typical OpenVPN setup, we have connected two networks (192.168.250.0/24 and
172.16.76.0/24) via two Linux servers that are connected to the Internet via a default gateway.
Between the two Linux servers is a tunnel that uses the virtual IPs 10.179.10.1 and 10.179.10.2.

In the connected local networks there are two Linux machines that we will use to test our tunnels
(perhaps by conveniently accessing them remotely with Secure Shell). We will now use the tools
ifconfig, route, and ping to show and test the network settings.

In our first step, we will check the local system's network address, default route, and if the default
router is pingable. The command 1ifconfig will print statistics of all active network interfaces:

root@sydney:~ #ifconfig
eth0 Link encap:Ethernet Hwaddr 00:0C:29:AE:8C:D7
inet addr:192.168.250.128 Bcast:192.168.250.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2640 errors:0 dropped:0 overruns:0 frame:0
TX packets:2290 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:250738 (244.8 KiB) TX bytes:273328 (266.9 KiB)
Interrupt:10 Base address:0x1080

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:57 errors:0 dropped:0 overruns:0 frame:0
TX packets:57 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:7907 (7.7 KiB) TX bytes:7907 (7.7 KiB)
root@sydney:~ #

This system has the IP address 192.168.250.128, and its network interface is up and running.
Obviously this machine is located in Sydney, Australia.

Now let's look at its routing entries. The command route prints all routing entries, including the
router to the Internet. A default gateway is a router that is supposed to handle all traffic not
specified by any other routing entries. In our networks, the OpenVPN server is the only router
from the internal network and is therefore configured as default gateway for the local network.



Troubleshooting and Monitoring

Type route -n to receive a numeric output of the routing table of your system. Simply typing
route will work in most cases, but the command will try to resolve the IPs via DNS, which might
take a little time.

root@sydney:~ #route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192.168.250.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 192.168.250.251 0.0.0.0 UG 0 0 0 eth0

root@sydney:~ #

We see a table where destinations, gateways, netmasks, and interfaces are listed. Every line is a
routing entry that can be read like a real sentence. An entry 0.0.0.0 simply matches every address
(source or destination, depending on the context) and is e. g. used for the default gateway.

Line three means that all traffic to the network 192.168.250.0 is sent directly to the network
interface eth0, no matter which gateway is to be used.

Line four indicates that all the traffic to any destination will be sent over the default gateway
192.168.250.251 via interface ethO.

This setup is perfectly OK for a typical network client. Let's now test if the default gateway is
reachable by pinging it from the client:

root@sydney:~ #ping 192.168.250.251

PING 192.168.250.251 (192.168.250.251): 56 data bytes

64 bytes from 192.168.250.251: icmp_seq=0 tt1=64 time=1.3 ms
64 bytes from 192.168.250.251: icmp_seqg=1 tt1=64 time=0.6 ms
64 bytes from 192.168.250.251: icmp_seq=2 tt1=64 time=0.4 ms

---192.168.250.251 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.4/0.7/1.3 ms

root@sydney:~ #

It works. The default gateway (our OpenVPN server) answers the ping requests from our client. If
it doesn't in your setup, check the firewall rules on this server as to whether they allow traffic from
the internal network to the firewall itself. If you are unsure, it may be a good idea to temporarily
stop the firewall services.

Now let's try the same on the client in the other network (obviously in Germany):

root@munich:~ #ifconfig

eth0 Link encap:Ethernet Hwaddr 00:0C:29:21:07:FC
inet addr:172.16.76.128 Bcast:172.16.76.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2399 errors:0 dropped:0 overruns:0 frame:0
TX packets:2715 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:345146 (337.0 KiB) TX bytes:271839 (265.4 KiB)
Interrupt:10 Base address:0x1080

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:8 errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:772 (772.0 B) TX bytes:772 (772.0 B)
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root@munich:~ #route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.16.76.0 0.0.0.0 255.255.255.0 U 0 0 0 etho
0.0.0.0 172.16.76.251 0.0.0.0 uG 0 0 0 etho

root@nunich:~ #ping 172.16.76.251

PING 172.16.76.251 (172.16.76.251): 56 data bytes

64 bytes from 172.16.76.251: icmp_seq=0 tt1=64 time=2.0 ms
64 bytes from 172.16.76.251: icmp_seq=1 tt1=64 time=0.5 ms
64 bytes from 172.16.76.251: icmp_seq=2 tt1=64 time=0.5 ms

--- 172.16.76.251 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.5/1.0/2.0 ms

root@munich:~ #

Network configuration and routing are correct, and pinging the VPN server works.

On Microsoft operating systems you will have to type ping /t for persistent pings,
ipconfig /all for network data, and route print to receive the routing table.

Checking Interfaces, Routing, and Connectivity on
the VPN Servers

In our next step we will have a close look at the network settings on the VPN servers. We will use
the same tools as above, but the output will be a little more complex:

opensuse0l:~ # ifconfig
eth0 Protokol1:Ethernet Hardware Adresse 00:0C:29:13:EC:48
inet Adresse:172.16.103.2 Bcast:172.16.103.255 Maske:255.255.255.0
inet6 Adresse: fe80::20c:29ff:fel3:ec48/64
Giultigkeitsbereich:verbindung
UP BROADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2900 errors:0 dropped:0 overruns:0 frame:0
TX packets:4790 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 Sendewarteschlangenldnge:1000
RX bytes:759578 (741.7 Kb) TX bytes:666545 (650.9 Kb)
Interrupt:10 Basisadresse:0x1080

ethl Protokol1:Ethernet Hardware Adresse 00:0C:29:13:EC:52

inet Adresse:172.16.76.251 Bcast:172.16.76.255 Maske:255.255.255.0

inet6 Adresse: fe80::20c:29ff:fel3:ec52/64
Gultigkeitsbereich:verbindung

UP BROADCAST NOTRAILERS RUNNING MULTICAST MTU:1500 Metric:1

RX packets:797 errors:0 dropped:0 overruns:0 frame:0

TX packets:421 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 Sendewarteschlangenlange:1000

RX bytes:77682 (75.8 Kb) TX bytes:42404 (41.4 Kb)

Interrupt:9 Basisadresse:0x1400

To Protokol1:Lokale Schleife
inet Adresse:127.0.0.1 Maske:255.0.0.0
inet6 Adresse: ::1/128 Giiltigkeitsbereich:Maschine
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:109 errors:0 dropped:0 overruns:0 frame:0
TX packets:109 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 Sendewarteschlangenldnge:0
RX bytes:8380 (8.1 Kb) TX bytes:8380 (8.1 kb)
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tunVPNO Protokol11:UNSPEC Hardware Adresse 00-00-00-00-00-00-00-00-00-00-00-
00-00-00-00-00
inet Adresse:10.179.10.2 P-z-P:10.179.10.1 Maske:255.255.255.255
UP PUNKTZUPUNKT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:1337 errors:0 dropped:0 overruns:0 frame:0
TX packets:1547 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 Sendewarteschlangenlange:100
RX bytes:470725 (459.6 Kb) TX bytes:181397 (177.1 Kb)
opensuseQl:~ #

OK, this server seems to have to network interface cards eth0 and ethl (with two networks
172.16.103.0/24 and 172.16.76.0/24 in addition to the OpenVPN tunnel network tunvpPNO with the
network address 10.179.10. 2 and the point-to-point partner's IP 10.179.10.1. How about routing?

opensuseQl:~ # route -n
Kernel IP Routentabelle

ziel Router Genmask Flags Metric Ref Use Iface
10.179.10.1 0.0.0.0 255.255.255.255 UH 0 0 0
tunvPNO

172.16.103.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
172.16.76.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.250.0 10.179.10.1 255.255.255.0 UG 0 0 0
tunVvPNO

127.0.0.0 0.0.0.0 255.0.0.0 U 0 0 0 1o
0.0.0.0 172.16.103.1 0.0.0.0 UG 0 0 0 ethO

opensuseQl:~ #

Routing is a little more complicated here. We have two subnets connected to eth0 and eth1, and
two entries for our tunnel; everything to the virtual address 10.179.10.1 is routed via the interface
tunVPNO, likewise traffic to the subnet 192.168.250.0/24, but this is routed via the gateway
10.179.10.1. Last but not least, the default gateway of this router has the [P 172.16.103.1.
Obviously there is another network between this firewall and the Internet.

Let's now ping the point-to-point partner of this machine. We could see from the aforementioned
interface list that this machine has the virtual IP 10.179.10.2, and the VPN partner has the IP
10.179.10.1. If our tunnel is working, it should be possible to ping through the tunnel:

opensuse0l:~ # ping 10.179.10.1

PING 10.179.10.1 (10.179.10.1) 56(84) bytes of data.

64 bytes from 10.179.10.1: icmp_seq=1 ttl=64 time=1.77 ms
64 bytes from 10.179.10.1: icmp_seq=2 ttl=64 time=1.50 ms
64 bytes from 10.179.10.1: icmp_seq=3 tt1=64 time=1.42 ms
64 bytes from 10.179.10.1: icmp_seq=4 ttl=64 time=1.44 ms

---10.179.10.1 ping statistics ---

4 packets transmitted, 4 received, 0% packet Toss, time 3013ms
rtt min/avg/max/mdev = 1.425/1.535/1.770/0.141 ms

opensuseQl:~ #

It's working. Please note that the time taken to answer a ping will be significantly higher through
the tunnel than for a local or direct ping.

Now let's do the same tests the other way around. We will analyze the network and routing of the
Sydney server and try to ping to Munich through the tunnel:

debian01:~# ifconfig
eth0 Link encap:Ethernet Hwaddr 00:0C:29:99:7B:CA
inet addr:172.16.247.2 Bcast:172.16.247.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:7735 errors:0 dropped:0 overruns:0 frame:0
TX packets:11012 errors:0 dropped:0 overruns:0 carrier:0
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ethl

1o

tunVPNO
00-00

collisions:0 txqueuelen:1000
RX bytes:924335 (902.6 KiB) TX bytes:1714169 (1.6 MiB)
Interrupt:18 Base address:0x1080

Link encap:Ethernet Hwaddr 00:0C:29:99:7B:D4

inet addr:192.168.250.251 Bcast:192.168.250.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:490 errors:0 dropped:0 overruns:0 frame:0

TX packets:468 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:1000

RX bytes:47652 (46.5 KiB) TX bytes:43728 (42.7 KiB)

Interrupt:19 Base address:0x1400

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Link encap:UNSPEC Hwaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-

inet addr:10.179.10.1 P-t-P:10.179.10.2 Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1

RX packets:1849 errors:0 dropped:0 overruns:0 frame:0

TX packets:1489 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:206765 (201.9 KiB) TX bytes:483493 (472.1 KiB)

debian0l:~# route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
10.179.10.2 0.0.0.0 255.255.255.255 UH 0 0 0
tunVvPNO

172.16.247.0 0.0.0.0 255.255.255.0 U 0 0 0 etho
172.16.76.0 10.179.10.2 255.255.255.0 UG 0 0 0
tunVvPNO

192.168.250.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
0.0.0.0 172.16.247.1 0.0.0.0 UG 0 0 0 ethO

debian0l:~# ping 10.179.10.1

PING 10.179.10.1 (10.179.10.1) 56(84) bytes of data.

64 bytes from 10.179.10.1: icmp_seq=1 ttl1=64 time=0.221 ms
64 bytes from 10.179.10.1: icmp_seq=2 tt1=64 time=0.069 ms
64 bytes from 10.179.10.1: icmp_seq=3 ttl=64 time=0.059 ms

---10.179.10.1 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2005ms
rtt min/avg/max/mdev = 0.059/0.116/0.221/0.074 ms

debian0l:~#

It worked. We have now made sure that:

e The VPN servers are reachable in their local networks.

e  The OpenVPN tunnel is up and running.

e  The OpenVPN tunnel is working in both directions.

Let's now enter another level of testing. We will now test if the Sydney network is reachable from
our VPN server in Munich—still using ICMP packets only. Furthermore, the program traceroute
will help us follow the route the packets take:
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opensuse0l:~ # ping 192.168.250.128

PING 192.168.250.128 (192.168.250.128) 56(84) bytes of data.
64 bytes from 192.168.250.128: icmp_seg=1 ttl=63 time=1.90 ms
64 bytes from 192.168.250.128: jicmp_seq=2 ttl1=63 time=1.26 ms
64 bytes from 192.168.250.128: icmp_seq=3 tt1=63 time=1.57 ms

---192.168.250.128 ping statistics ---

3 packets transmitted, 3 received, 0% packet Toss, time 2009ms

rtt min/avg/max/mdev = 1.261/1.577/1.900/0.264 ms

opensuseQl:~ # traceroute -n 192.168.250.128

traceroute to 192.168.250.128 (192.168.250.128), 30 hops max, 40 byte packets
1 10.179.10.1 1.874 ms 8.949 ms 20.241 ms

2 192.168.250.128 24.911 ms 35.618 ms 40.988 ms

opensuseQl:~ #

Again, pinging worked fine. This indicates correct routing on the Sydney side and on the Munich
VPN server. The output of the program traceroute lists all servers the packets passed on their
way to Sydney; they were thrown into the tunnel immediately and arrived at the VPN server in
Sydney 10.179.10.1, which passed them on to the local machine, which took forty milliseconds.
Of course we can also "traceroute" our packets that go the other way, provided that the
administrator of the Debian server has installed traceroute (apt-get install traceroute).

On Microsoft operating systems the command tracert offers the same functionality as
traceroute on Linux.

Another very handy tool is "My traceroute", or mtr. Called with mtr -n 192.168.250.128, mtr
keeps running traceroute -n 192.168.250.128 command until you type q or Ctr/+C. The output
is displayed in a clear table. With this command, we can easily switch routing entries and control
the effect interactively.

MWy traceroute [v0,69]
enzusell (0,0,0,0)(tos=0x0 pzize=64 bitpattern=0x00) Fri Dec 2 17:33:29 2005
yz: Help Display mode  Restart statistics Order of fields quit

Packets Pings
Host Loss¥ St Last fwg Best Mrest Sthey
1, 1o,179,10,1 0,08 g 1,2 1.4 1.2 2,0 0.3
2, 192,168,200,128 0,08 a8 1.8 23 1B 22 O.B

Debugging with tcpdump and IPTraf

Another very handy tool to control traffic is tcpdump. As a network sniffer, tcpdump is often used
by administrators or hackers to collect the data exchanged on the network. tcpdump prints all
traffic that passes the interface given as a parameter. The following example shows the usage of
tcpdump. When called with the options -n and -1 ethl, tcpdump will listen on interface ethl and
give a numeric output (without resolving DNS):

debian0l:~# tcpdump -n -i ethl

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on ethl, Tlink-type EN1OMB (Ethernet), capture size 96 bytes
21:00:16.640142 1P 192.168.250.128 > 172.16.76.128: ICMP echo request, id
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55298, seq 0, length 64

21:00:16.648116 1P 172.16.76.128 > 192.168.250.128: ICMP echo reply, id 55298,
seq 0, length 64

21:00:17.678429 1P 192.168.250.128 > 172.16.76.128: ICMP echo request, id
55298, seq 256, length 64

21:00:17.680701 IP 172.16.76.128 > 192.168.250.128: ICMP echo reply, 1id 55298,
seq 256, length 64

21:00:18.668565 IP 192.168.250.128 > 172.16.76.128: ICMP echo request, id
55298, seq 512, Tlength 64

21:00:18.670722 1P 172.16.76.128 > 192.168.250.128: 1ICMP echo reply, id 55298,
seq 512, length 64

21:00:19.688618 IP 192.168.250.128 > 172.16.76.128: ICMP echo request, id
55298, seq 768, length 64

21:00:19.690836 1P 172.16.76.128 > 192.168.250.128: ICMP echo reply, id 55298,
seq 768, length 64

As we can see, there were four ICMP echo request messages sent from 192.168.250.128 to
172.16.76.128. All of them were answered by the machine 172.16.76.128 with the appropriate
"echo reply" message.

Now we can use tcpdump on every machine in the chain of routers between the two clients in
order to track the ICMP packets. For example, if a firewall is blocking the ICMP messages, then
no PC behind this firewall will receive any the requests or replies, whereas the machines before
the firewall will do.

debian0l:~# tcpdump -ni tunvPNO

tcpdump: WARNING: arptype 65534 not supported by libpcap - falling back to
cooked socket

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on tunvPNO, Tlink-type LINUX_SLL (Linux cooked), capture size 96

bytes

21:07:53.800707 1P 172.16.76.128 > 192.168.250.128: ICMP echo request, id
19971, seq 9472, length 64

21:07:53.801608 1P 192.168.250.128 > 172.16.76.128: ICMP echo reply, 1id 19971,
seq 9472, length 64

21:07:54.799266 IP 172.16.76.128 > 192.168.250.128: ICMP echo request, id
19971, seq 9728, length 64

21:07:54.800531 1P 192.168.250.128 > 172.16.76.128: ICMP echo reply, id 19971,
seq 9728, length 64

21:07:55.800302 IP 172.16.76.128 > 192.168.250.128: ICMP echo request, id
19971, seq 9984, length 64

21:07:55.801296 IP 192.168.250.128 > 172.16.76.128: ICMP echo reply, id 19971,
seq 9984, length 64

21:07:56.752248 1P 172.16.76.128 > 192.168.250.128: ICMP echo request, id
19971, seq 10240, Tength 64

21:07:56.752876 IP 192.168.250.128 > 172.16.76.128: ICMP echo reply, 1id 19971,
seq 10240, length 64

8 packets captured

16 packets received by filter

0 packets dropped by kernel

debian01:~#
You see, tcpdump runs also on the tunnel interfaces, but some features won't work with TUN or
TAP interfaces. Also because the network interface will be run in promiscuous mode, tcpdump
will need root privileges. Furthermore, the information returned will be scarce in most switched
networks, where only local packets can be displayed.

Another helpful tool is IPTraf (on Debian installed with apt-get install iptraf). IPTraf collects
and displays packets and statistical data on selected interfaces. IPTraf comes with many options,
but we will only focus on its list view.
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Enter iptraf and hit return four times. You will get a window as depicted in the following
screenshot:

UDP (161 b tas) from 172,16.247.2: 5000 to 172.16. 103 2:5000 on_ethS
P echo €

(84 butes) from 192.168.250.128 to 16.76.128 on ethé
16,103,2; 0.0,

In the upper half of the window, TCP connections are displayed. UDP, ICMP, and other
connections can be found in the lower half. In the example above, we can recognize an SSH
session (from which IPTraf was started), ICMP packages between the Sydney and Munich client
PCs, and the UDP packages encapsulating these ICMP packages.

Hit X twice and Enter once to quit [PTraf.

Using OpenVPN Protocol and Status Files for
Debugging

A very convenient method to watch tunnel traffic is setting the verbosity of OpenVPN to the fifth

level. This is simply done with the entry verb 5 in its configuration file. The following output
shows an excerpt of OpenVPN's protocol file (as specified in the OpenVPN configuration file):

Fri Dec 9 21:05:15 2005 us=51912 Data Channel Encrypt: Cipher 'AES-256-CBC'
initialized with 256 bit key

Fri Dec 9 21:05:15 2005 us=51944 Data Channel Encrypt: Using 160 bit message
hash 'SHA1l' for HMAC authentication

Fri Dec 9 21:05:15 2005 us=51962 Data Channel Decrypt: Cipher 'AES-256-CBC'
initialized with 256 bit key

Fri Dec 9 21:05:15 2005 us=52033 Data Channel Decrypt: Using 160 bit message
hash 'SHA1l' for HMAC authentication

Fri Dec 9 21:05:15 2005 us=131924 cControl Channel: TLSvl, cipher TLSv1l/SSLv3
DHE-RSA-AES256-SHA, 2048 bit RSA
WRwrwWRwrWRwrwRwrwWRwrwRwrwRwrwWRwrwRwrwRwrWRwrwRwrwWRwrwRwrwRwrWRwrwRwrwRwrwWRwrwR
wWrwRwrwRwrwRwrwRwrwWRwrwRwrwRwrwWRwrwRwrwRwrwRwrwRwrwWRwrwRwrwRwrwRwrwRwrwRwrwRwr
WRwIrwWRwrWRwrwRwrwWRwrwRwrwRwrWRwrwRwrwRwrwWRwrwRwrwWRwrwWRwrwRwrWRwrwRwrwRwrwWRwrwR
wrWRwrwWRwrwRwrw (...)
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In the last lines we find the detailed statistics of all tunnel traffic. Upper cased letters stand for TCP
or UDP datagrams on the real interface, encapsulating OpenVPN traffic, and lower case letters
indicate traffic on the TUN/TAP interface. Unsurprisingly, r is for read and w is for write. Thus a
successful ping command through the tunnel will always cause an entry like wRwr or vice versa.

Another file that our sample setup writes information to is the status file. Depending on the time
period given as a parameter, Open VPN will update the information in this file on a regular basis.
In the example the file was /var/1og/openvpn/feilner-it.status; the command cat can show
us the content of this file:

debian01:~# cat /var/log/openvpn/feilner-it.status
OpenVPN STATISTICS

Updated,Fri Dec 9 21:26:53 2005
TUN/TAP read bytes,1102504
TUN/TAP write bytes, 806453
TCP/UDP read bytes, 1302857
TCP/UDP write bytes,1588558

Auth read bytes, 808809
pre-compress bytes, 55193
post-compress bytes,53110
pre-decompress bytes, 1449
post-decompress bytes, 2076

END

debian01:~#

We find detailed statistical data. If you run into problems with OpenVPN, it may be a good idea to
check this file to find out if the values make sense, or if there is either too much or missing traffic
on either side, for example, if it gets lost or the routing is wrong.

Depending on your system and logging setup, there may also be entries in your system protocol,
like those here on this SuSE system:

opensuse0l:~ # tail /var/log/messages

Dec 2 17:50:09 opensuse0l openvpn[11661]: Local Options String: 'v4,dev-type
tun, Tink-mtu 1545, tun-mtu 1500,proto UDPv4,ifconfig 10.179.11.1
10.179.11.2,comp-1zo,cipher BF-CBC,auth SHAl,keysize 128,secret'

Dec 2 17:50:09 opensuse0l openvpn[11661]: Expected Remote Options String:
'v4,dev-type tun,link-mtu 1545, tun-mtu 1500,proto UDPv4,ifconfig 10.179.11.2
10.179.11.1,comp-1zo,cipher BF-CBC,auth SHAl,keysize 128,secret’

Dec 2 %7:50:09 opensuse0l openvpn[11661]: Local Options hash (VER=V4):
'59¢313f6"

Dec 2 17:50:09 opensuse0l openvpn[11661]: Expected Remote Options hash
(VER=V4): '36b1f115"

Dec 2 17:50:09 opensuse0l openvpn[11661]: output Traffic Shaping initialized
at 20000 bytes per second

Dec 2 17:50:09 opensuse0l openvpn[11674]: Socket Buffers: R=[113664->131072]
S=[113664->131072]

Dec 2 17:50:09 opensuse0l openvpn[11674]: uDPv4 Tink Tocal (bound):
[undef]:5001

Dec 2 17:50:09 opensuse0l openvpn[11674]: UDPv4 Tink remote:
172.16.247.2:5001

This shows that another VPN tunnel has been created; OpenVPN is listening on UDP port 5001.
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Scanning Servers with Nmap

Nmap is a port scanner that can be used to determine whether a UDP or TCP port on a machine is
open, and whether there is a server process accepting connections. Nmap can also find out if a
firewall is protecting the machine scanned, and Nmap can scan whole networks. Let's scan the
local client PC (which is obviously not protected by a firewall...):

opensuseQl:~ # nmap 172.16.76.128

Starting nmap 3.81 ( http://www.insecure. org/nmap/ ) at 2005-12-02 18:02 CET
Interesting ports on localhost (172.16.76.128):

(The 1661 ports scanned but not shown below are in state: closed)

PORT STATE SERVICE

22/tcp open ssh

68/tcp open dhcpclient

MAC Address: 00:0C:29:21:07:FC

Nmap finished: 1 IP address (1 host up) scanned in 1.773 seconds

There are two ports open on this system; port 1661 and other scanned ports are closed. If there
were a firewall on this system, then scanning would not be that easy, because most firewalls detect
scans and can prevent them. But there are many options to Nmap, including stealth scans, altering
sender IPs, and many more—the manual page is really good.

We will now scan one of our OpenVPN servers to find out if our VPN port (5000) can be reached.
The command nmap -su <IP> -p <Port> will make Nmap scan only if the UDP port on the
machine with the given IP address is open:

opensuseQl:~ # nmap -sU 172.16.247.2 -p 5000

Starting nmap 3.81 ( http://www.insecure.org/nmap/ ) at 2005-12-02 18:06 CET
Note: Host seems down. If it is really up, but blocking our ping probes, try -
PO

Nmap finished: 1 IP address (0 hosts up) scanned in 2.067 seconds

opensuseQl:~ # nmap -PO -sU 172.16.247.2 -p 5000

Starting nmap 3.81 ( http://www.insecure.org/nmap/ ) at 2005-12-02 18:06 CET
Interesting ports on debian0Ol.feilner-it.home (172.16.247.2):

PORT STATE SERVICE

5000/udp open|filtered UPnP

Nmap finished: 1 IP address (1 host up) scanned in 2.039 seconds
opensuseQl:~ #

You saw how our Shorewall firewall did not reveal information about the port when we scanned it
in the first try. However, Nmap already gave us a hint: add the parameter -P0 to act even more
stealthily. With this option, Nmap does not ping the hosts it scans before really scanning them.
Some firewalls recognize this as a typical behavior of port scanners and block it. The second try,
however revealed that the UDP port 5000 is filtered (by a firewall). This means: firewall rules may
be protecting and limiting access to this port, but it is open.

On Windows the program "Angry IP Scanner" will probably be your first choice for scanning.
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Monitoring Tools

There are many tools that provide detailed statistics on network interfaces. Two very easily

installed monitoring tools with great functions are ntop and Munin.

ntop

ntop monitors a network and may in some states be illegal because it creates detailed records of
connections between IP addresses. Furthermore, it offers a nice browser GUI and does not need a

running web server. ntop installs easily on Debian.

Enter apt-get install ntop and choose the interface you want to monitor. After software
installation, type ntop -A, and enter an administrator password for ntop's admin account. Now type
/etc/init.d/ntop start and point a browser to the http://1P:3000 of this system (ntop is
running on port 3000). You will get a feature-rich window with a growing amount of information,

especially if ntop has been for running some time:
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0.0%| 0
1,768
1,768 i

ntop offers many possibilities. We can save the data to a database, access to a database can be
secured and monitored, interfaces can be switched online, and many more possibilities.
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Troubleshooting and Monitoring

Munin

Another helpful statistic tool is Munin. Munin consists of a client and a server process that collect
data that is provided from an almost arbitrary source on Linux (or even Windows) systems. The
example below shows the standard Munin interface after installation as documented on
http://munin.sf.net. Unfortunately, Munin needs a web server like Apache, but apart from this,
the installation is very easy. Munin is configured from files in /etc/munin/, and makes use of a
great number of plug-ins; even more can be downloaded.
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Since there are only a few requirements for a Munin plug-in, we can easily create our own
OpenVPN monitoring plug-in. Such a plug-in must be executable, and return data in the format of:

router:/usr/share/munin/plugins # /etc/munin/plugins/if_eth0

down.value 1777836059

up.value 94615124

router:/usr/share/munin/plugins #
As an example, on http://rodolphe.quiedeville.org/hack/openvpn there is a simple plug-in
that reports the number of users connected to an OpenVPN server. I leave it up to you to imagine
the possibilities of such plug-ins when combined with samba, iptables, OpenVPN, and more. Just
think of the OpenVPN status file and the information it provides.
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Hints to Other Tools

There is an abundance of networking tools concerning monitoring, sniffing, and scanning. Two of
my favorites are Cacti and Nagios. Cacti is a monitoring tool similar to Munin, but it seems more
powerful. Nagios is a tool designed to monitor machines and services.

With Nagios you can not only determine if a server is still answering pings, but can also check for
services by accessing them (using e.g. the samba or HTTP protocols) and trigger actions when the
service is not available. You can have your Nagios machine send you an SMS if your OpenVPN
tunnel is down, or if the management interface is not reacting.

Summary

In this chapter we have learned how to check our OpenVPN and networking setup step-by-step using
standard Linux tools and evaluating their output. With tools like ifconfig, ping, traceroute, and
mtr, we could analyze the flow of datagrams between the VPN servers and the connected networks.
Programs like tcpdump, IPTraf, ntop, and Munin will give us detailed information about the current
traffic or statistical breakdowns of it. The first place to look for troubleshooting should always be the
log file of OpenVPN itself—especially at a higher level of verbosity.
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Internet Resources

VPN Basics

The baseline protection manual of the German BSI:
http://www.bsi.bund.de/english/gshb/index.htm.
http://www.bsi.bund.de/english/.

Handbook of Information Security Management:
http://www.cccure.org/Documents/HISM/ewtoc.html.

IT Baseline Protection as published by the German BSI (but in English):
http://www.bsi.bund.de/english/gshb/index.htm.
http://www.bsi.bund.de/english/.

The IT-Sec Handbook—concise security hints:
http://www.cccure.org/Documents/HISM/ewtoc.html.

Wikipedia articles are good to start with and contain lots of interesting links:
http://en.wikipedia.org/wiki/Symmetric_encryption
http://en.wikipedia.org/wiki/Asymmetric_encryption
http://en.wikipedia.org/wiki/Cryptography.
http://en.wikipedia.org/wiki/Secure_Sockets_Layer.
http://en.wikipedia.org/wiki/Public_key_certificate

Windows Security and SSL:
http://www.windowsecurity.com/articles/Secure_Socket_Layer.html.
The TLS protocol as specified by the IETF:

http://www.ietf.org/rfc/rfc2246.txt



Internet Resources

A concise but easy explanation of the OSI model can be found in the Wikipedia:
http://en.wikipedia.org/wiki/0SI_model.

A very good overview on Layer 2 Forwarding (L2F) can be found here:
http://www.javvin.com/protocolL2F.html.

The Internet Engineering Task Force details can be found at:
http://www.ietf.org.

Read the IPsec article in Wikipedia:
http://en.wikipedia.org/wiki/IPsec.

The Linux [Psec Howto:

http://www.ipsec-howto.org/tl.html.

An example for a TLS/SSL web-based SSL/TLS VPN solution:
http://sourceforge.net/projects/sslexplorer/.

http://3sp.com/showSs1Explorer.do.

OpenVPN Resources

An interview with James Yonan on Linuxsecurity.com:
http://www.linuxsecurity.com/content/view/117363/49/.
Community: The project website of OpenVPN
http://openvpn.net/.

OpenVPN changelog and release notes:
http://openvpn.net/changelog.html.
http://openvpn.net/relnotes.html.

Shorewall Firewall:
http://www.shorewall.net/OPENVPN.htm1.
http://home.arcor.de/u.altinkaynak/openvpn.html.
OpenVPN forum:

http://www.vpnforum.de/.

The mailing lists:

http://openvpn.net/mail.html.

The SSL/TLS Cryptographic Libraries website:

http://www.openssl.org/.
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The website of the Transport Layer Security Charter by the TLS Working Group:
http://www.ietf.org/html.charters/tls-charter.html.

The universal TUN/TAP driver:
http://vtun.sourceforge.net/tun/.

Installing the OpenVPN LZO project:
http://www.oberhumer.com/opensource/1zo/.

For Microsoft Windows operating systems you have to download the binary .exe file from:
http://openvpn.net/downTload.html.

Or the package containing a graphical user interface from:
http://openvpn.se/.

Daily (unstable!) snapshots of OpenVPN Source Code:
http://sourceforge.net/cvs/?group_id=48978.

Mac Tool:

http://www.tunnelblick.net/README. txt.

Detailed installation instructions for Mac OS 10.3:
http://www.helsinki.fi/atk/english/hy-ppp/hy-vpn/hy-vpn-mac.html.
Homepage of the Tunnelblick OpenVPN GUI for Macintosh:
http://www.tunnelblick.net/.

Open SUSE Support Database:
http://en.opensuse.org/SDB:SDB.

Novell's SuSE site:
http://www.novell.com/1linux/suse/.
Redhat:

www. redhat.org.

www . fedora.org.

Redhat (Fedora frequently asked questions):
http://www.fedorafaq.org/.

Yum:
http://1inux.duke.edu/projects/yum/.
Suitable configurations file for yum:

http://www.fedorafaq.org/samples/yum.conf.
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Internet Resources

OpenVPN Fedora RPMs:
http://dag.wieers.com/packages/openvpn/
OpenVPN SuSE RPMs:
ftp://ftp.suse.com/.

Debian: A detailed Howto on configuring one of your HTTP or FTP servers to act as a Debian
repository can be found here:

http://www.debian.org/doc/manuals/repository-howto/repository-howto.en.html.
The Debian New Maintainers' Guide—create Debian packages:
http://www.debian.org/doc/manuals/maint-guide/index.en.html.

Detailed information about the Debian packages for OpenVPN can be found at:
http://packages.debian.org/stable/net/openvpn.

Carpaltunnel is a script to manage tunnels and their certificates. The Debian package can be
found here:

http://packages.debian.org/stable/net/carpaltunnel.

BSD:

http://blog.innerewut.de/articles/2005/07/04/openvpn-2-0-on-openbsd
http://blog.innerewut.de/articles/2005/07/08/improving-openvpn-s-security
FreeBSD:

http://www.freshports.org/security/openvpn/.
http://openvpn.net/wiki/Platforms:FreeBSD.

NetBSD:

http://pkgsrc.se/net/openvpn.

OpenBSD:
http://software.newsforge.com/software/05/11/21/175249.shtm]?tid=92&tid=78.
http://www50.brinkster.com/dachee/OpenVvPN.htm.

Ports:

http://openvpn.net/ports.html.

Kernel compilation Howto:

www. Tinuxhaven.de/dThp/HOWTO/DE-Kernel-HOWTO. htm1.

http://www.digitalhermit.com/1inux/Kernel-Build-HOWTO.html.
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Kernel sources:

http://www.kernel.org/.

OpenVPN and Debian:
http://www.debian-administration.org/articles/35.

OpenVPN and SuSE:

http://freifunk.net/wiki/OpenvPN (German).
http://sarwiki.informatik.hu-berlin.de/0OpenvPN_(deutsch) (German).
OpenVPN and Redhat:
http://mia.ece.uic.edu/~papers/volans/openvpn.html.

Installing OpenVPN Devices run by OpenWrt:

http://martybugs.net/wireless/openwrt/openvpn.cgi.

Configuration

Information on the init system of Debian systems:
http://www.debian.org/doc/debian-policy/ch-opersys.html#s-sysvinit
Troubleshooting connection problems on Windows:
http://www.helsinki.fi/atk/english/hy-ppp/hy-vpn/win_trouble.html.
WinSCP—an SSH/SCP client for Windows:

http://winscp.net/ - Freeware SFTP and SCP client for Windows.

The dos2unix converter:

http://www.megaloman.com/~hany/software/hd2u/ - Hany's Dos2Unix convertor.
Detailed information about the Diffie-Hellman key exchange algorithm:
http://www.rsasecurity.com/rsalabs/node.asp?id=2248.

The Network Time Protocol:

http://www.ntp.org/.

Public Key Infrastructure (X.509) Working Group:
http://www.ietf.org/html.charters/pkix-charter.html.

Wikipedia on X509 certificates:

http://en.wikipedia.org/wiki/x509.

Information on a PKI using OpenSSL:

http://www.rajeevnet.com/crypto/ca/ca-paper.html.
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Online manual page of the stable version of OpenVPN:
http://openvpn.net/man.html.

Online manual page of the unstable version:
http://openvpn.net/man-beta.html.

The Webmin project website:

http://www.webmin.com.

Development version of Webmin (new Shorewall module):
http://webmin.com/devel.html.

Shoreline Firewall (Shorewall) project:
http://www.shorewall.net/.

Linux iptables Howto:
http://www.linuxguruz.com/iptables/howto/.
Hardening OpenVPN security:
http://openvpn.net/howto.html#security.

XCA SourceForge project website:
http://sourceforge.net/projects/xca.

OpenCA Research and Development Labs:
http://www.openca.org/.

The TinyCA project:

http://tinyca.sm-zone.net/.

A Guide to basic RSA Key Management:
http://openvpn.net/easyrsa.html.

Certificate management and installation with OpenSSL:
http://www.gagravarr.org/writing/openssl-certs/.
Securing distcc with chroot and OpenVPN:
http://www.northernsecurity.net/articles/distcc.html.
NSIS software installer for Windows:
http://nsis.sourceforge.net/Main_Page.

How to roll your own OpenVPN Windows installation package:

http://openvpn.se/files/howto/openvpn-howto_roll_your_own_installation_package.html.
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Connecting to an OpenVPN server via an HTTP proxy:
http://openvpn.net/howto.html#http

Pushing DHCP options to clients:
http://openvpn.net/howto.html#dhcp

Routing all client traffic (including web traffic) through the VPN:

http://openvpn.net/howto.html#redirect.

Scripts and More

Environmental variables (German) for OpenVPN:
http://www.pronix.de/pronix-991.html.

Distributed compiling with distcc:
http://distcc.samba.org/.
http://www.debian-administration.org/articles/157.
Bridging Howtos:

http://openvpn.net/bridge.html.
http://www.pavelec.net/adam/openvpn/bridge/.
Information for automatic installation:
http://www.openvpn.se/files/nsis/nsis205.exe.
http://openvpn.se/files/howto/openvpn-howto_roll_your_own_installation_package.html.

http://www.openvpn.se/files/install_packages_source/.

Network Tools
My traceroute (mitr):

http://www.bitwizard.nl/mtr/index.html.
tcpdump:

http://www.tcpdump.org/.

Windump: tepdump for Windows:
http://www.winpcap.org/windump/.

[PTraf:

http://iptraf.seul.org/.
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Angry IP Scanner (Windows):
http://www.angryziber.com/ipscan/.
Nmap:
http://www.insecure.org/nmap/index.html.
ntop:
http://www.ntop.org/ntop.html.
Munin monitoring server:
http://munin.projects.Tinpro.no/.
Nagios:

http://www.nagios.org/.

Cacti:

http://www.cacti.net/.

Howtos

The Linux file server Howto (includes networking basics and troubleshooting):
http://1linux.vyrax.com/.

[PTraf:

http://iptraf.seul.org/2.7/manual.html.

Monitoring with tcpdump:
http://www-iepm.slac.stanford.edu/monitoring/passive/tcpdump.html.
TCP/IP and tcpdump, pocket reference guide:
http://www.sans.org/resources/tcpip.pdf.

Wikipedia on tcpdump:

http://en.wikipedia.org/wiki/Tcpdump.

Understanding traceroute and ping results:
http://www.visualware.com/resources/tutorials/tracert.html.

A short Nmap Howto:
http://www.tldp.org/LDP/LG/issue56/fTechtner.html.

Munin Howto for Debian:

http://www.debian-administration.org/articles/229.
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Howto on writing your own Munin plug-ins:

http://munin.projects.linpro.no/wiki/HowTowritePlugins.

Openvpn GUIs

OpenVPN GUI for Windows:

http://openvpn.se/.

OpenVPN GUI for Linux, written in Gambas:
http://www.linprofs.com/modules/news/article.php?storyid=8.
OpenVPN-Admin, a multi-platform OpenVPN GUI:
http://sourceforge.net/projects/openvpnadmin/.

KVpnc, a KDE VPN GUI for Cisco, IPSec, PPTP, and OpenVPN:
http://home.gna.org/kvpnc/en/index.html.

OpenVPN control, a graphical management interface:
http://sourceforge.net/project/showfiles.php?group_id=152302.
Tunnelblick—a GUI for MacOS X:

http://www.tunnelblick.net/.

A promising OpenVPN Webmin module:

http://www.openit.it/index.php/openit_en/soluzioni_gpl/openvpnadmin.
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access directives, Squid, 211
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apt-cache show <package> command, Debian, 62
apt-get dist-upgrade command, Debian, 61
apt-get install <package> command, Debian, 61
apt-get remove <package> command, Debian, 61
apt-get update command, Debian, 61
apt-get upgrade command, Debian, 61
aptitude software, Debian, 62
authentication methods, OpenVPN
configuration, 212
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init scripts, 96
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runlevels, 96
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CA certificates, 109
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variables, preparing, 122
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creating, 109
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server and client keys, 114
setting variables in vars.bat, 111
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client parameter, client configuration, 215
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CONNECT HTTP method, 209
connecting Windows and Linux
exchanging files, 86
WinSCP, 87
connection, sample, 80
crypto system parameters, OpenVPN, 144

D

deb file format, 60
DEB packages, building and distributing, 72
Debian, OpenVPN installation
installation using apt, 58
list of files installed, 64
package management commands, 61
debugging parameters, OpenVPN, 133
debugging, troubleshooting, 232
default gateway, 227
default policies, Shorewall Firewall module, 169
Denial of Service (DOS), 156
dev tunVPNO option, OpenVPN configuration
file, 156
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distced daemon, 218
distributed compilation with Distcc, 218
DOS attack protection, 156
dos2unix utility, 90
down option, scripting, 212
downloading OpenVPN, 40
dpkg -i <file> command, Debian, 62
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dpkg -L <package> command, Debian, 62
dpkg -S <file> command, Debian, 62
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E
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Windows XP, 110
eavesdropping, VPN security, 19
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float option, OpenVPN configuration file, 156
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init scripts

managing, 98
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installation, OpenVPN
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building an RPM file, 71

Debian, 58

Debian packages, 60

FreeBSD, 64
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141
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NAT, 14
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drivers, 32
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specification, 10
Open XCA Database dialog, XCA, 190
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usage, 129
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