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1 
Introduction 

No one shall be subjected to arbitrary interference with his privacy, family, home or 
correspondence, nor to attacks upon his honor and reputation. Everyone has the right to 
the protection of the law against such interference or attacks. 

                 —Universal Declaration of Human Rights, article twelve 

Before we look at how to use Openswan to secure and protect your communications, we will first 
go over a little of the history of cryptography, and the reasons why we are now able to discuss and 
use a technology that was until recently considered a vital military secret. Three important events 
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If you play the online game of World of Warcraft, every title bar your computer displays, 
including subjects and recipient names of your emails, will be sent to the vendor, Blizzard, to 
ensure you "do not cheat" in the game. Governments have made secret deals with printer vendors 
such as Canon, who secretly implemented a 'fingerprint' on pages produced by their color printers 
in almost invisible yellow dots that encode the printer's serial number, as well as the date and time 
the page was printed. Anonymity and privacy has never been so far away. Neighbors can easily 
watch what you do on your wireless network at home. We are leaving our digital footprints 
everywhere, for better or worse. The Big Brothers (and even more little ones) are here to stay. 
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Pressure from researchers at universities in the US increased. With help of the EFF, Prof. 
Bernstein, then still a graduate student at Berkeley, sued the US government in 1995, claiming that 
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2 
Practical Overview of the  

IPsec Protocol 

The focus of this chapter is on the cryptographic theortr/MC-d IPsec protocols you need to know 
about a/MC system administrator. We will not look at detailed mathematical formula/Mbut instead 
will explain the basics of cryptography so that you can understand the key management and packet 
processing performed by the IPsec protocols. Rrferences to all the approprtatr RFCs and drafts are 
in the appendtx, so those who want to dive deep into the mathematical core of cryptography can 
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In essence, the DH key exchange guarantees privacy; that is, you can be sure you are only talking 
to one other person. However, the public channel used for the DH key exchange could be 
manipulated. What if Alice just did a DH key exchange with Mallory instead of Bob, because 
Mallory is trapping all communications to Bob? DH key exchange is certainly valuable, but it 
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Crypto Requirements for IPsec 
In conclusion, we need a strong cryptographic checksum to protect the integrity of our packets 
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ID Type  Typical Example 
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If you are completely new to Linux, pick a more popular distribution such as Red Hat, Fedora 
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Racoon is not as well tested as Pluto. Ralf Spenneberg, an IPsec consultant from Germany, has 
carried out extensive testing on various IKE daemons, and found several large holes in Racoon 
that have been present in the Racoon code for many years. 

Apparently Racoon also has a tendency to forget established SAs, causing a lot of unnecessary 
re-key events. This would also complicate large scale deployment. 

Isakmpd 
Isakmpd originally comes from OpenBSD, and is not really used on Linux although a Debian port 
exists. There is some sparse information available if you use a search engine such as Google, but 
we do not know of any large scale isakmpd deployment on Linux.  

More Reasons to Pick Pluto 
Pluto is the default IKE daemon in Debian, SuSE, Mandrake, Gentoo, and all Linux-based 





Building and Installing Openswan 

 52 

the packet size just in case the limiting computer in the middle has vanished. 

Firewalls and Path MTU 
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NETKEY, the 2.6 IPsec Stack 
This relatively new IPsec stack is based on the KAME stack from the BSD world. It is not a direct 
port, but it uses the same API, so the same software that runs on a BSD can be used to run it on 
Linux (The Racoon daemon or the isakmpd daemon). Because of the various back ports of this 
stack to the 2.4 kernel, one should not call this 'the 2.6 stack'. Other suggestions for names have 
been made, such as '26sec' or 'native' stack. Throughout the book, we will call this the NETKEY 
stack, since the configuration option for this stack is 
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After you have downloaded Openswan, you should use GPG to verify the package integrity, and 
that your download is in fact from a trusted source. All Openswan packages are signed with 
OpenPGP. You should import the GPG key from a public keyserver, or download it from the 
Openswan website: 
# wget http://www.openswan.org/code/openswan.signingkey.asc 
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Option name Description 
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Option name Description 
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Note that the make

















Configur[106.25 682.43 505.75 e3 50g I3 50Psec 





Confipoekc.0013 Twin.001g I.001Psec 
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The rsasigkey Options 
The last remaining question in our example is that of where the RSA key entries come from. 
These entries correspond to the public RSA keys of the RSA key-pairs that were generated when 
we first started Openswan. It is unique for every host. 

Both these private and public RSA keys are stored in ipsec.secrets; you could cut and paste the 
public key from there, but it is usually easier 
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In the last line, you'll note the message IPsec SA established, meaning we've successfully set up an 
IPsec VPN tunnel betwee
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 rightsubnet=192.0.2.0/24 
 leftrsasigkey=0sAQ43A1.... 
 rightrsasigkey=0sAQfP63.... 
 auto=start 
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Pre-Shared Keys (PSKs) 
Sometimes you will need to connect Openswan to a device that cannot deal with RSA keys. When 
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For clarity, one could also switch West to use a leftid= when rightid= is used, though this is 
technically not necessary.  

The @ symbol prevents Openswan from doing a DNS lookup on the string. This is to differentiate 
the string "west.testbed.xelerance.net" from the hostname west.testbed.x
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NAT Traversal 
Before we enable NAT traversal, let us remind you of a few common problems with NAT 
traversal that cannot be prevented. 

The most important issue is that if you are adding NAT traversal to a VPN connection for an 
office network that is on a private IP space, you cannot support remote clients on that same private 
IP space. So if you use 10.0.1.0/24 at the offi
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Older versions of Openswan had a workaround for this that disabled the rcookie verification code, 
and blindly accepted all rcookies. This workaround was enabled by defining 
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connecting from the local LAN network, adding yet another user/password combination, which is 
likely to be the same one anyway, is not adding any security to the system as a whole. 
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This configuration will accept anyon
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If the certificate was in use when the certificate was revoked, you will notice that after some time 
the connection will fail to rekey and expire: 

Mar 20 00:09:46 peace pluto[17775]: "west-roadwarriors"[2] 193.110.157.17 #1: 
ISAKMP SA expired (LATEST!) 

Versions prior to 2.3.1 did not properly delete both Phase 1 (ISAKMP SA) and Phase 2 (IPsec SA). For 
version 2.3.1 and up you should also see the rejection of the IPsec SA after the ISAKMP SA expires: 

Mar 20 00:44:47 peace pluto[18169]: "west-roadwarriors"[2] 193.110.157.17 #2: 
IPsec SA expired (LATEST!) 

Dynamic CRL Fetching 
When deploying X.509 on a large scale, it is not convenient to have a single crl.pem file that 
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Summary 
In this chapter, we have had a detailed look at X.509 Certificates: what they are, what they 
contain, and how to make them. We have also looked at how they may be used in Openswan and 
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another host. They are equal peers. However, for simplicity, we will sometimes talk about the server 
and the client. The intended meaning is that the client initiates, and the server responds.  

If we use DNS to store our public keys, this will protect us against all passive attacks. If on the other 
hand DNSSEC is used, we are also protected against active attacks. The verification of DNSSEC 
records is not done by Openswan itself, but by the resolver library, which is called through a helper 
application, lwdnsq
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Unfortunately, the parties cannot both have a key in the forward, since this would open up the 
entire process to a man-in-the-middle attack. Another important limitation is that when a client is 
using a key in the forward, it is not advertising its own OE capabilities to the world, since no one 









Chapter 6 

As always, do not forget to increase the serial number of the zonefile, or else the secondary 
nameservers will never pick up your new OE record.  

Verifying Your OE Setup 
The ipsec verify command displays the relevant settings for OE. It is best to run this when 
Openswan has been shut down, so that packets sent or received by this verification process are not 
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Note that if you do not have your name server in the clear policy and Openswan is running, than 
the last line might take a while, and some failures might show up while various DNS requests 
trigger more OE initiations and fail. 
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The trap eroute 
In the eroute table given above, we see that all packets (0.0.0.0/0) are first trapped. This means 
that any packet with whatever so
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Advanced OE Setups 
A good system administrator usually uses separate IP addresses for separate services. When a 
service, such as a web server, mail server, or DN

the IP address moves along with it, and the tr
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One last reminder about firewall rules on your IPSec peer. If your peer is doing NAT itself (as is 
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However, the teleworker's computer remains more or less inaccessible by the corporate network, 
as no one knows its internal IP address. L2TP solves this by handing out an IP address to those 
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When IPsec is used with L2TP, Microsoft currently only supports 3DES, not AES. PFS is also not 
supported by Windows clients in L2TP configuration. Openswan version 2.5 will supp5(y)1(9( 8 102(mt)9gu)-5ltiup)-5le n
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The L2TP Openswan Server 
For Mac OS X and some PocketPC versions, only L2TP with PSK is currently working properly. 
However, it is possible to have both L2TP with PSK and L2TP with X.509 configurations on the 
Openswan VPN server, so clients that support X.509 can use it, while clients that do not support it 
can connect using PSK. 

Configuring Openswan for L2TP/IPsec  
We need to create a connection that is used sole
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The settings in the Properties dialog include the WINS and DNS services, which allow host names 
that are only visible within the remote subnet to be resolved by the client. Also, if you do not want 
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Specify the gateway on the Destination Address screen, aivd.xelerance.com in our example, and 
select Next
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If you do not want to tunnel all traffic through the VPN, you must click the Advanced... button and 
uncheck the box for Use default gateway on remote network
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Do not be tempted to just double-click certificates on Windows, since it will load the 
certificates in the wrong place and your IPsec connection will not work. 

Xelerance offers a small open-source tool called certimport.exe
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It handles X.509 Certificate importing itself, and can import PKCS#12 formatted certificates, and 
it will automatically retrieve the DN of the CA it needs for the connection.  

 

The Remote Internal IP address is used to trigger the connection, and monitor the state of the 
tunnel. It should be the private IP address of the gateway you are connecting to. 

















Interoperating with Microsoft Windows and Apple Mac OS X 

 188 

 

 

In our example we have created two Phase 2 items, which have as the only difference the 'Remote 
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In the Phase 1 tab, make sure you use at least Mod1024 (2) and 3DES for encryption, and in the 
Phase 2 tab, select Mod1024 (2) for PFS Group, and 3DES or AES for Encryption. 
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Click the Phase 2 button. Here VPNtracker strangely only has DES selected. Unselect DES, and 
select 3DES and optionally the AES choices. You can change the PFS group to Group 5 if you 
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Interoperating with Other 

Vendors 

So far, we have covered the ins and outs of interoperating Openswan with end-user computers 
running Linux, Microsoft Windows, and Apple Mac OS X. The choice of end-user platform is 
rather limited, which makes the interop proc
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The Contivity supports XAUTH, but since Openswan has only recently included XAUTH support, 
this has not seen much testing yet. It is very likely that some proprietary extensions to the IKE 
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Go back to Profiles | Branch Office and seleachDefine New Branch Office
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Monitor 
The VPN connections monitor is not that great. It can only show the two states, 
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Do not attempt to protect the link layer at this point in time, but instead implement 
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key update.1.168.192.in-addr.arpa. { 
 algorithm hmac-md5; 









Encrypting the Local Network 

 248 

If you are using KLIPS on the client, you can run tcpdump in one window, and ping a random 
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Optimizing your firewall is outside the scope of this book, but you should realize it could impact 
heavily on the performance of your VPN gateway. 
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Similar commands can be used to view and set DMA hard disk transfers, but with the options -d 
and -d
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High Availability 
When an IPsec gateway fails, the remote peer is not notified of the failure. Dead Peer Detection 
can help in this regard, but ideally we want a 
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12 
Debugging and 

Troubleshooting 

IPsec can be very difficult to debug. In the first place of course it is not possible to capture too 
much data over the network to see what is wrong, since the first thing the IPsec protocol does is 
start a Diffie-Hellman key-exchange, guaranteeing 
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Host Issues 
Most problems on the host itself become apparent when installing or starting Openswan. 
Openswan logs precise details of anything that 
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Microsoft L2TP Errors 
The following section summarizes common errors related to Windows and L2TP. The error 
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On the subject of openssl, another common mistake when generating more certificates results in 
the following output: 

Certificate is to be certified until Jan 13 21:31:37 2006 GMT (365 days) 
Sign the certificate? [y/n]:y 
failed to update database 
TXT_DB error number 2 

In this case the administrator is trying to sign a certificate with a CN that already exists and 
which has already been signed by that CA. You cannot sign multiple certificates with identical 
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A router between this machine and the destination of
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sg2: # iptables -I INPUT -s ip_of_sg1 -j ACCEPT 
sg2: # iptables -I OUTPUT -d ip_of_sg1 -j ACCEPT 

A2: No Packets Arrive on sg2 
This most likely means there is a firewall somewhere in between that is filtering your packets, or 
there is a NAT involved that you do not know about. 

Situation B: Failure at Third Exchange 
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Openswan Mailing List Description 

announce

















 





Networking 101 



Appendix B 

process became a political process. Currently, the authority for these numbers formerly resides at 
ICANN, though in practice the three Regional Inte
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D 
IPsec-Related Requests For 

Comments (RFCs) 

All RFCs can be downloaded from http://www.rfc-editor.org/ or one of the many mirror sites. 

Overview RFCs 
RFC 2401 Security Architecture for the Internet Protocol 

RFC 2411 IP Security Document Roadmap 
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RFC 3664 The AES-XCBC-PRF-128 Algorithm for the Internet Key Exchange Protocol (IKE)  

RFC 4109 Algorithms for Internet Key Exchange version 1 (IKEv1) 

RFC 4210 Internet X.509 Public Key Infrastr
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RFC 2405 The ESP DES-CBC Cipher Algorithm With Explicit IV 

RFC 2410 The NULL Encryption Algorithm and Its Use With IPsec 

RFC 2451 The ESP CBC-Mode Cipher Algorithms 

RFC 2521 ICMP Security Failures Messages 







 



Index 

1 
1DES, 103 

3 
3DES. See triple-DES 

A 



connection DHCP over IPsec protocol, 157 
loading, 258 DHCP server setup, 243, 244 
managing, 93 Diffie-Hellman, 30, 38, 103 
unencrypted, 98 Digital Encryption Standard, 29 

control plane, 37 digital signature, 30 
copyleft, 16 Distinguished Name, 110 
CRL configuration, 127 DNS server setup, 245 
crypto_helper, 103 Domain Name System 

communication, 133 cryptography 
about, 25 security breaching, 133 
algorithms, 29, 30 
ciphers, 28, 29 
DH key exchange, 12 
Diffie-Hellman, 30 
digital signature, 30 
Escrowed Encryption Standard, 13 
export laws, 13, 15 
free software, 15 
parameters, 39 











vulnerability, 308 Pluto 
about, 48, 50 Openswan host, 150 
features, 49 Openswan installation 

binary package, 55, 56 policy groups, 137, 138 
source package, 56-58 port forwarding, 317 
source package, customizing, 59-63 pppd daemon 
source package, package manager, 57, 58 



T root server, 8 
ROT13, 28 

T  






	Cover
	Table of Contents 
	Preface 
	What This Book Covers 
	 What You Need for This Book  
	Conventions 
	Reader Feedback 
	Customer Support 
	Errata 
	Questions 


	Chapter 1: Introduction 
	The Need for Cryptography 
	Privacy 
	Security 

	A History of the Internet 
	 Holding the Internet Together 
	The Creation of ICANN 
	 ICANN Bypassed 
	The Root Name Servers 
	Running the Top-Level Domains 

	History of Internet Engineering 
	The Internet Engineering Task Force (IETF) 
	RFCs—Requests For Comments 
	IETF and Crypto 

	The War on Crypto 
	Dual Use 
	Public Cryptography 
	 The Escrowed Encryption Standard 
	Export Laws 
	The Summer of '97 
	The EFF DES Cracker 
	Echelon 
	 The End of the Export Restrictions 

	Free Software 
	The GPL  
	Free as in Verifiable 
	The Open Source Movement 

	 The History of Openswan 
	IETF Troubles over DNS 
	Super FreeS/WAN 
	The Arrival of Openswan 
	NETKEY 
	 Further Reading  

	Using Openswan 
	Copyright and License Conditions  
	Writing and Contributing Code  
	Legality of Using Openswan  
	International Agreements 
	International Law and Hosting Openswan 
	Unrecognized International Claims 
	 Patent Law 
	Expired and Bogus Patents 

	 Useful Legal Links 

	 Summary 

	Chapter 2: Practical Overview of the  IPsec Protocol 
	A Very Brief Overview of Cryptography 
	Valid Packet Rewriting 
	Ciphers  
	DES, 3DES, and AES  

	Algorithms 
	 Uniqueness 
	Public-Key Algorithms 
	Exchanging Public Keys 
	Digital Signatures 
	Diffie-Hellman Key Exchange 
	Avoiding the Man in the Middle 
	Session Keys 
	 Crypto Requirements for IPsec 

	IPsec: A Suite of Protocols 
	Kernel Mode: Packet Handling 
	 Authentication Header (AH) 
	 Encapsulated Security Payload (ESP) 
	Transport and Tunnel Mode 
	 Choosing the IPsec Mode and Type  
	The Kernel State 
	Encryption Details 
	Manual Keying 
	 Final Note on Protocols and Ports 

	Usermode: Handling the Trust Relationships 
	The IKE Protocol 
	Phase 1: Creating the ISAKMP SA 
	Phase 2: Quick Mode 
	The NAT Problem 


	Summary 

	Chapter 3: Building and Installing Openswan 
	Linux Distributions 
	Red Hat  
	Debian 
	SuSE 
	 Slackware 
	Gentoo 
	 Linux 'Router' Distributions  

	Deciding on the Userland 
	Pluto 
	Racoon 
	Isakmpd 
	More Reasons to Pick Pluto 

	Choosing the Kernel IPsec Stack 
	KLIPS, the Openswan Stack 
	 ipsecX Interfaces 
	First Packet Caching 
	Path MTU Discovery 
	KLIPS' Downside 

	 NETKEY, the 2.6 IPsec Stack 
	The USAGI / SuSE IPsec Stack 
	Making the Choice 
	GPL Compliance and KLIPS 

	Binary Installation of the Openswan Userland 
	Checking for Old Versions 
	Installing the Binary Package for Openswan 

	Building from Source  
	 Using RPM-based Distributions 
	Rebuilding the Openswan Userland 
	Building src.rpm from Scratch 
	 Openswan Options 

	Building the Openswan Userland from Source 
	Downloading the Source Code  
	Configuring the Userland Tools 
	Optional Features 
	Compile Flags 
	File Path Options 
	Obscure Pluto Options 

	Compiling and Installing 

	Binary Installation of KLIPS 
	Building KLIPS from Source 
	Kernel Prerequisites 
	 Identifying your Kernel's Abilities 
	Using Both KLIPS and NETKEY 
	The Kernel Build Options 
	 Required Kernel Options 
	Desired Options 
	NETKEY Stack Options 
	KLIPS Stack Options 
	L2TP Options 

	 Patching the Kernel 
	NAT-Traversal Patch 
	KLIPS Compile Shortcut 
	Activating KLIPS 
	Determining the Stack in Use 


	 Building KLIPS into the Linux Kernel Source Tree  
	Building a Standard Kernel 
	NAT Traversal 
	Patching KLIPS into the Linux Kernel 

	Verifying the Installation 
	Summary 

	Chapter 4: Configuring IPsec 
	Manual versus Automatic 
	 PSK versus RSA 
	Pitfalls of Debugging IPsec 
	Pre-Flight Check 
	The ipsec verify Command 
	NAT and Masquerading 
	 Checking External Commands 
	Opportunistic Encryption 

	The ipsec livetest Command 
	Configuration of Openswan 
	The ipsec.conf File 

	Host-to-Host Tunnel 
	Left and Right 
	The type Options 
	The auto Option 
	 The rsasigkey Options 
	Bringing Up the IPsec Tunnels  
	Listing IPsec Connections 
	Testing the IPsec Tunnel 

	Connecting Subnets Through an IPsec Connection 
	Testing Subnet Connections 
	Testing Properly 
	Encrypting the Host and the Network Behind It 
	Employing Advanced Routing 
	Creating More Tunnels 


	 Avoiding Duplication 
	The Also Keyword 

	KLIPS and the ipsecX Interfaces 
	 Pre-Shared Keys (PSKs) 
	Proper Secrets 

	Dynamic IP Addresses  
	 Hostnames 
	Roadwarriors 
	Multiple Roadwarrior Connections 
	Dynamic IP and PSKs 
	PSK and NAT  
	Mixing PSK and RSA 

	Connection Management 
	Subnet Extrusion 
	 NAT Traversal 
	Deprecated Syntax 
	Confirming a Functional NAT-T 

	Dead Peer Detection 
	DPD Works Both Ways 
	Configuring DPD 
	Buggy Cisco Routers 

	Ciphers and Algorithms 
	Using ike= to Specify Phase 1 Parameters  
	Using esp= to Specify Phase 2 Parameters  
	Defaults and Strictness 
	 Unsupported Ciphers and Algorithms  

	Aggressive Mode 
	XAUTH  
	XAUTH Gateway (Server Side) 
	XAUTH Client (Supplicant Side) 

	Fine Tuning  
	Perfect Forward Secrecy 
	Rekeying 
	Key Rollover 

	Summary 

	Chapter 5: X.509 Certificates 
	X.509 Certificates Explained  
	X.509 Objects 
	 X.509 Packing 
	Types of Certificates 
	Passphrases, PIN Codes, and Interactivity 
	IKE and Certificates 
	Using the Certificate DN as ID for Openswan 

	Generating Certificates with OpenSSL 
	Setting the Time 
	Configuring OpenSSL 
	Be Consistent with All Certificates 

	OpenSSL Commands for Common Certificate Actions 
	Configuring Apache for IPsec X.509 Files 

	 Creating X.509-based Connections 
	Using a Certificate Authority 
	Using Multiple CAs 
	Sending and Receiving Certificate Information 
	Creating your own CA using OpenSSL 
	Creating Host Certificates with Your Own CA 
	Host Certificates for Microsoft Windows (PKCS#12) 

	Certificate Revocation 
	Dynamic CRL Fetching 
	Configuring CRL  
	 Online Certificate Status Protocol (OCSP) 


	 Summary 

	Chapter 6: Opportunistic Encryption 
	History of Opportunistic Encryption 
	Trusting Third Parties 
	Trusting the DNS? 

	OE in a Nutshell 
	An OE Security Gateway 

	DNS Key Records  
	Forward and Reverse Zones 
	 The OE DNS Records 
	Different Types of OE 

	Policy Groups 
	Internal States 
	Configuring OE 
	Configuring Policies 
	Full OE or Initiate-Only 
	Generating Correct DNS Records 
	Name Server Updates 
	Verifying Your OE Setup 

	Testing Your OE Setup 
	 The trap eroute 
	The pass eroute 
	The hold eroute 

	Manipulating OE Connections Manually 
	 Advanced OE Setups 
	Caveats 
	Summary 

	Chapter 7: Dealing with Firewalls 
	Where to Firewall? 
	Allowing IPsec Traffic 
	NAT and IPsec Passthrough 

	Configuring the Firewall on the Openswan Host 
	Firewalling and KLIPS 
	Firewalling and NETKEY 
	Packet Size 

	Summary 

	Chapter 8: Interoperating with Microsoft Windows and Apple Mac OS X 
	Microsoft Windows 
	Mac OS X 

	Layer 2 Tunneling Protocol (L2TP) 
	Assigning an IP for VPN Access 
	L2TP Properties 
	Pure IPsec versus L2TP/IPsec 
	L2TP: PSK or X.509 

	 Client and Server Configurations for L2TP/IPsec 
	 The L2TP Openswan Server 
	Configuring Openswan for L2TP/IPsec  
	Linux Kernel Runtime Parameters for L2TP/IPsec 
	Protecting the L2TP Daemon with IPsec using iptables 

	Choosing an L2TP Daemon 
	 Configuring L2TPD  
	Configuring User Authentication for pppd 


	Microsoft Windows XP L2TP Configuration  
	Microsoft Windows 2000 L2TP Configuration  
	Apple Mac OS X L2TP Configuration  
	Server Configuration for X.509 IPsec without L2TP 
	Openswan Configuration for X.509 without L2TP 

	Client Configuration for X.509 IPsec without L2TP 
	Microsoft's IKE Daemon 
	Microsoft's Certificate Store 
	Clients using Microsoft Native IPsec Implementation 
	The ipsec.exe Wrapper 
	The Linsys IPsec Tool (lsipsectool) 
	Securepoint IPsec Client 
	TauVPN (iVPN) 
	The WaveSEC Client 

	Third-Party Replacement Clients for Windows 
	The GreenBow VPN Client 
	Astaro Secure Client  
	Mac OS X IPSecuritas 
	VPNtracker 
	Manual Racoon Configuration 


	Importing X.509 Certificates into Windows 
	Importing X.509 Certificates on Mac OS X (Tiger) 
	Summary 

	Chapter 9: Interoperating with Other Vendors 
	Openswan as a Client to an Appliance 
	 Preparing the Interop 
	The Human Factor 
	Terminology 
	Preparation 
	 IPsec Passthrough 
	Tunnel Limitations 
	Anticipate Known Problems 
	Update the Firmware 

	 GUI Issues 
	Keepalives 
	ISP Filtering 

	Frequently used VPN Gateways 
	Webmin with Openswan 
	 Cisco VPN 3000 
	Cisco PIX Concentrator 
	Nortel Contivity 
	Checkpoint  
	WatchGuard Firebox 
	Symantec 

	Frequently used VPN Client Appliances 
	ZyXEL 
	 DrayTek Vigor 
	The Vigor Web Interface 
	Windows Logon Issues 
	 Other Vigorisms 
	Unresolved Issues 

	NetScreen 
	 Known Issues 

	 SonicWALL 
	BinTec 
	LANCOM 
	 Linksys  
	Lucent Brick 
	 NETGEAR  
	KAME/Racoon 

	Aftercare 
	 Summary 

	Chapter 10: Encrypting the Local Network 
	Methods of Encryption 
	Host-to-Host Mesh 
	 Host-to-Gateway Setup 
	Single IP Extrusiautomation or L2TP 
	Opportunistic Encryption in the LAN 
	Non-OE-Capable Machines 

	Designing a Solution for Encrypting the LAN 
	Design Goals 
	Separation of WiFi and Crypto 
	Link Layer Protection 
	The Logical Choice: IPsec 
	Hotspot 


	WaveSEC 
	Full WaveSEC 
	Catch 22 Traffic 
	Building a WaveSEC Server 
	DHCP Server Setup 
	 DNS Server Setup 
	 Openswan Server Setup 
	Catch 22 Traffic Setup 

	Building a WaveSEC Client 
	DH Client Setup 
	Openswan Setup 
	Testing the WaveSEC 
	Starting the WaveSEC Connection 

	Known Issues with WaveSEC 

	WaveSEC for Windows 
	Design Limitations  
	Building a WaveSEC for Windows Server 
	Obtaining the Certificate and Client Software 

	Our Prototype Experiences 
	 Openswan Issues 
	Windows Kernel Issues 


	 Summary 

	Chapter 11: Enterprise Implementation 
	Cipher Performance  
	 Handling Thousands of Tunnels 
	Managing Large Configuration Files 
	Standard Naming Convention 
	The also= Parameter  
	The include Parameter  

	Openswan Startup Time 
	Limitations of the Random Device 
	Other Performance-Enhancing Factors  
	Logging to Disk  
	Disable Dead Peer Detection 
	Reducing the Number of Tunnels 
	OSPF Setup 
	BGPv4 Setup 

	 High Availability 
	Heartbeat 
	Xen Migration 

	Using Anycast 
	 Summary 

	Chapter 12: Debugging and Troubleshooting 
	Do Not Lock Yourself Out! 
	Narrowing Down the Problem 
	 Host Issues 

	Configuration Problems  
	Connection Names 
	 Interoperability 
	Hunting Ghosts 
	 Rekey Problems (After an Hour) 

	Openswan Error Messages 
	IKE: Unknown VendorIDs 

	Network Issues 
	Firewalls 
	 MTU and Fragmentation Issues 


	Debugging IPsec on Apple Mac OS X 
	Debugging IPsec on Microsoft Windows  
	 Oakley Debugging 
	Debugging ipsec.exe 
	 Microsoft L2TP Errors 
	You Suddenly Cannot Log in Anymore over the VPN 


	Software Bugs 
	 Userland Issues: Assertion Failed or Segmentation Faults 
	 Kernel Issues: Crashes and Oopses 
	Memory Issues 


	 Common IKE Error Messages  
	Common Kernel-Related Error Messages 
	Common Errors when Upgrading 

	Using tcpdump to Debug IPsec 
	Situation A: No Communication on Port 500 
	Situation B: Failure at Third Exchange 
	Situation C: QUICK Mode Initiates, but Never Completes 
	Situation D: All IKE Messages Occur, but no Traffic Flows 
	A Final tcpdump Example  


	User Mode Linux Testing 
	 Preparing the Openswan for the UML Build Process 
	Running the UMLs 
	Writing a UML Test Case  
	Debugging the Kernel with GDB 

	Asking the Openswan Community for Help 
	Internet Relay Chat (IRC) 
	The Openswan Mailing Lists 
	Posting to the Lists 
	Research First, Ask Later 
	Free, as in Beer 
	Do not Anonymize 


	Summary 

	Appendix A: Unresolved and Upcoming Issues 
	Linux Kernel Developments 
	Kernel API Changes between 2.6.12 and 2.6.14 
	Red Hat Kernel Developments 
	Fedora Kernel Source/Headers Packaging Change 
	MD5 Insecurities 
	 Discontinuation of Openswan 1 by the End of 2005 
	Update on UML Testing Suite Installation 
	Openswan GIT Repositories 
	Openswan on Windows and Mac OS X Updates 
	 Known Outstanding Bugs 
	Vulnerability Fixes in Openswan 2.4.4 


	Appendix B: Networking 101 
	The OSI Model and the IP Model 
	No Layers, Just Packets 
	The Protocol 
	IP Network Overview 
	IP Address Management 
	The Old IP Classes 
	Classless IP Networks 
	The Definition of a Subnet 
	 Calculating with Subnets: The Subnet Mask 
	The Rest of the Network 
	Linux Networking Commands 
	Routing 
	Routing Decisions 
	Peering 
	 Network Address Translation  
	Port Forwarding 


	Appendix C: Openswan Resources on the Internet 
	Openswan Links 
	 Community Documentation 
	Generic Linux Distributions Containing Openswan 
	Specialized Linux Distributions Containing Openswan 

	Appendix D: IPsec-Related Requests For Comments (RFCs) 
	Overview RFCs 
	Basic Protocols
	Key Management
	Procedural and Operational RFCs 
	Detailed RFCs on Specific Cryptographic Algorithms and Ciphers
	Dead Peer Detection RFCs 
	NAT-Traversal and UDP Encapsulation RFCs
	 RFCs for Secure DNS Service, which IPSEC May Use
	RFCs Related to L2TP, Often Used in Combination with IPsec
	RFCs on IPsec in Relation to Other Protocols
	RFCs Not in Use or Implemented across Multiple Vendors

	Index 



